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. , CHAIRMAN WIDNALL: As Chairman of this new 
.. 2 Commission I want to welcome all of you who are here today to 

3 hear the testimony and to see some of the Commissioners in action. 

4 We have very good attendance. 

S I expect that what you would like to hear more than 

6 anything else right now is who is on the Commission, and I 

7 would like to ask each one of the members of the Commission to 

8 identify himself or herself, as the case may be, and then we 

9 will proceed after that. 

10 First of all, the Vice Chairman of the steering 

11 committee, Mr. Wegner, sitting on my left. 

12 MR. WEGNER: Thank you, Mr. Chairman. 

13 MS. KOPLOW: Freyda Koplow. 

14 MR. MITCHELL: George Mitchell, Federal Reserve. 

lS MR. GREEN: ROy Green, savings and loan industry. 

16 MR. GROSSER: William Grosser, representing George 

17 'Oram of the F~deral Home Loan Bank Board. 

18 MR. ~'lORLEY: George Worley, representing retailers. 

19 MR. PLUMLY: Les Plumly, U.S. Treasury. 

20 MR. THORNDIKE: Allen Thorndike, representing 
• 

21 Mr. Daddario from the Office of Technology Assessment. 

22 MS. REED: Marjorie Reed, representing Robert E. Lee 
'. 23 of the Federal Communications Commission. 

24 MR. BEECH: Sandy Beech, representing Mr~ Montgomery 

2S of the National Credit Union Administration. 
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MR. TANGNEY: Gene Tangney, representing Dick Hill of 

2 the Commercial Banks. 
~ 

3 MR. GOLDFARB: Lewis Goldfarb, representing Robert 

4 Lewis of the Federal Trade Commission. 1 

5 MR. NALTER ANDERSON: Nalter Anderson, representing 

6 Donald Scantlebury, General Accounting Office. 

7 MR. ROGERS: Robert Rogers, representing the Federal 

8 Deposit Insurance Corporation. 

9 MR. KENNETH ANDERSON: Ken Anderson, representing 

10 Department of Justice. 

11 MR. WATERS; George Waters, non-financial credit 

12 cards. 

13 MR. HOWARD: Jim Howard, general counsel. 

14 MR. BENTON: Jack Benton, Executive Director. 

lS CHAIRMAN ATWATER: Verne Atwater, representing Mutua. 

16 Savings Banks~ 

17 CHAIRMAN WIDNALL: Now, for this meeting today, Vern 

18 Atwater, sitting on my right, will chair the'meeting and the 

19 discussion that takes place. 

20 Prior to that I would like to make a few 

21 remarks. 

22 I find that in going around the country --,and I 

23 don't nave to 'go very far -- just my own communitYt for 

24 instance -- people ,say, "What in God I s name is EFT? What does 

25 electronic funds transfer mean, and what are you involved in?1I 

• 

., 

.. 
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This .i.s a checkless society that some people talk about. That 

2 is not my definition, but it is their own. And I 

3 just. waI'lt you to know that the 26 who serve on this Commission 

4 are really dedicated to providing sound judgme'nts on facts and 

5 figures and hopes and fears as far as the future is concerned. 

6 If we go into a true electronic fund transfer 

7 society, the pressure that I have had as Chairman ot thi,~ 

8 Commiss'ion is rathe'r difficult for me to describe to you. I 

9 just know that I have never seen people -- and I have been in 

10 government for a long time -- I hav~ never seen people, as 

11 dedicated as the members of this Commission, who really 

12 recognize and are willing to burden themselves with the neces-

13 sary work to provide a sound judgment on this for the entire 

society of the United States. 

lS ,I believe that the decisions and recommendations 

16 this Commission can make during the short term that we are 

17 committed will have a great deal to do with shaping the 

18 

19 

20 

21 

22 

future of our society during the next 25 years. It is a heavy 

responsibility because there are areas in this investigation 

that could well affect all phases of an 

electronic fund society--the areas of privacy, security, leg~l 

rights and duties, and. above all, I think, consumer choice andl 

23 consumer convenience. 

24 This is ,our first full-scale hearing in 

25 the lifespan of the Commission as we know it. It is appropriat 

• 
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and fitting that the subject that we chose to go into during the 

2 course of the hearings today, this morning and afternoon, has 

3 to do with the impact on the consumer in an electronic fund 

4 transfer society. 

5 The public will judge those of us who are serving on 

6 the Commission by the way we handle this hot consumer item. 

7 We are all consumers. I often wonder, myself, what is the 

a definition of a consumer representative? Anybody in our society 

9 can actually be a consumer representative because he is a con-

10 sumer and he can always speak for himself. But there are some 

11 who have specialized in doing things that would bring to the 

12 attention of government and the people in our society the 

13 very serious problems faced by consumers. Action is taken 

14 by the government or by individuals and/or organizations within 

15 our society. 

16 Congr~ss recognized the importance of this issue 

17 when they mandated that the Commission investigate the impact 

18 of ~FT on the consumer. Specifically, the law requires that we 

19 take into account, first, the need to afford maximum user and 

20 consumer convenience; second, the need to afford maximum user 

21 and consumer rights to privacy and confidentiality; third, 

22 implications of such a system on the availability of credit. 

23 Today we begin our dialogue on consumer issues. 

24 And I first want to call your attention to the fact that there 

25 are five major areas that are included in consumer issues: the 

• 

• 
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right of privacy, security, legal rights and duties, consumer 

2 choice, and consumer convenience. The Commission earnestly 

3 wants a dialogue to be conducted by the public and by those who 

II 4 are organized, for one purpose or another fJ within our society 

S to tell us by w~y of a two-way communication what they feel is 

... 

6 important and must not be forgotten 

7 Consumer groups, 

8 state and federal consumer protection groups, financial and 

9 non-financial institutions with consumer experience, the trade 

10 and industry associations, we earnestly request all of thlam to 

11 submit their feelings, ideas, and recommendations. 

12 We have honored every request to testify. Many 

13 organizc.:;,~ 'ms and individuals who could not be here today are 

14 submi tting statements for the record. We invite more comment'. 

1S Any of those in the audience today, we invite your written 

16 comment for the record, and the record will be open for three 

17 weeks. You may still contribute your ideas during that period. 

18 I \"{ould like to turn over the meeting at this 

19 time to Verne Atwater, who is Chairman of the subcommittee that 

20 is handling this particular subject matter. 

21 And as to procedure, Vernq, I expect to call 

22 witnesses and swear them in, and you can take over from 

23 there. 

24 CHAIRMA~ ATWATER: All right. Thank you. 

2S CHAIRMAN WIDNALL: Would you like to make some 
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preliminary remarks? 

2 CHAIRMAN ATWATER: Thank you, Mr. Chairman. I will 
OJ 

3 take just a moment to restate the genera:\' ground rules 

4 for the operation of the h7axing which have been incorporated 
• 

5 in the Notice of Hearings submitted 'as a part 

6 of the Federal Register. on October 5th. 

7 

ti 
______ -:0_ .. _ 

9 First, each witness will be asked to limit his 

10 presentation to a 10-'minute summary of the written statement 

11 
which he has submitted to the Commission before this hearing. 

12 
There will be a period of questioning which will typi~ally not 

13 exceed 10 minutes, but it is the option of the Chair to 

14 
determine the length of questions that the Commissioners that 

15 
may want to ask each of the witnesses who will appear before 

16 
us. There may be questions addressed to the witnesses,by the 

17 Commissioners in writing after the hearings. I am certain to 

13 
many of our Commissioners there will be questions that appear 

19 
... during the testimony that mayor may not be appropriate to ask 

20 
in oral form but which will certainly be submitted to the 

21 
witnesses and requested answers after these hearings. 

22 
Third, each witness will be sworn in, as the 

23 Chairman has indicated. 
24 

All of tne questions and the answers of today's 
2S 

hearings are being transcribed. A transcript of these hearings 
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will be sent to each witness following the hearings today for 

2 him to review and essentially to edit, because all of the 

3 testimony will become a part of the report the Commission makes 

4 to the President and to the Congress at the completion of our 

5 work. 

6 We do appreciate the excellent attendance in the 

7 audience today of people concerned about what the Commission is 

8 doing. Although there is no basis for participation directly 

9 from the audience in these hearings today, as the ~hairman has 

10 indicated, we are very much open to written testimony or 

11 written questions you may wish to submit to the Commission 

12 today or after today's meeting. 

13 I would like ,simply to indicate that the general 

14 questions we have asked the witnesses 'to address the 

15 Chairman has summarized in his introductory remarks. 

16 

17 

18 

19 

20 

21 

22 

23 

24 

2.5 

As a part of the note sent to each wi tness, we did ask three 

general questions which we would like to have a response from, 

either during this testimony or later. 

The first one is, to what extent do existing 
9 

regulations or laws provide protection -- in short, convenience 

'to the consumer--and to what extent does EFT affect the adequacy 

of those laws or regulations? 

A second question is: In the event new legislation 

or new regulations ,are required, should they be at the federal 

or state level? ,-'." 
, ---- .. 
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And then to the extent you can, we would appreciate 

2 the specific reco"amendations you may make about what you 

3 
\ . 

think this Commission ought to consider being done or 

4 incorporated in its final report. <I 
• 

5 with that, I would suggest that we can, reasonably 

6 on schedule,. proceed to our first witn~ss. '.' 

7 CHAIRMAN WIDNALL: Professor Alan Westin. 

a Would you stand up and hold up your right. hand. And 

9 I will ask Jim Howard, our general counsel, to swear you in. 

10 (Witness sworn.) 

11 

12 

13 

14 

lS 

16 

17 

18 

19 

20 

21 

22 

23 
" 

24 

2S 

I 

I 

J 
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CHAIRMAN ATWATER: We are very fortunate, indeed, to 

2 have a distinguished scholar in the field of information 

3 technology, privacy and freedom with us to be our first witness 

4 in these hearings. 

s Dr. Alan westin' is Professor of Public Law a~d 

6 Government at Columbia University. He was a principal 

7 consultant to Senator Sam Ervin in the drafting of· the Federal 

a Privacy Act of 1974, and has served on the National Wiretapping 

9 Commission, as well as having a long history in this 

10 important field of privacy. 

11 Dr. Westin, we would 'appreciate your comments. 

12 TESTIMONY OF ALAN F. WESTIN, PROFESSOR OF LAW 

13 AND GOVERNMENT, COLUMBIA UNIVERSITY 

14 DR. WESTIN: Thank you. 

15 Mr. Chairman, ladies and gentlemen of the 

16 Commission, I am honored by your invitation to appear here 

17 today and share some thoughts with you about electronic fund 

18 transfer developments and proposals. 

19 This is an area that I have 

20 , . 
been involved in for almost 15 years now, from the time when, 

" 

21 early in the 1960s, proposals for so-called 

22 checkless, cashless societies began to surface, and I was 

23 involved as the director of a study for the ~~sociation of the 

24 Bar of the city of New York on the impact on.privacy. I took 

2S a second look at the issue when I was directing the National 
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1 Academy of Sciences' Project'on Computer Data Banks between 1969 

2 and '72. And now your invitation gives me a good opportunity 

3 

4 

S 

tj 

7 

8 

to look again at where EFT proposals stand in 1976. 

As the rules indicate, what I 'wouid like to do is 

to summarize some of the highlights of the writteri statement 

that I have supplied to the Commission and invite your questions 

about anything that I suggest that may intrigue you and upon 

whioh you would like further development. 

Obviously, this Commission does 'not start with a 

9 clean slate. It has been over a decade that we have been 

:"0 debating whether there is in fact a plan for an EFT system for 

llthe 'Uni ted States and what the implications of any kind of 

l2comprehensive EFT system would mean for individual privacy. 

l3Much of this debate, I think, has been highly stylized. On the 

l40ne hand, the presentations of EFT enthusiasts describe a system 

, --~ of total pre-authorized deposits of income virtually from all 

sour-ces, and on the other pre-authorized disbursements and 
15 

, --, 
" rec~rring obligations. The assumption is that there would ,be a 

single data base on the individual account-holder in the hands 

la . ii' . . of some k1nd of a f nanc al ut1l1ty, a system of a nat10nal 

19 communication netwo;k that would be terminally oriented so 

20 individuals could make various kinds of transactions anywhere 

21. in the ·country or within a region and have it immediately 

22entered into such a data base. Also, there would exist some 

23 system for a 

24 

25 

-. 

.. 
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13 

14 

15 

16 

17 

18 
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20 
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21 

22 

23 

24 
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unique personal identifier, so one could be sure 

that the individual was properly identified, and security 

aqainst fraud and misuse and so forth could be policed. 

These three ele~ents, the central data base and 

national terminal-oriented communication system and 'unique 

personal identifier system, are usually the key elements that 

have been portrayed in the last decade of writing as the 

eSlsentials of what I would characterize, not meaning it in the 

pejorative sense, as a total-system approach to EFT. 

On the other hand, in the last decade we have seen 

the responses of civil libertarians and others presenting an 

equ~lly total approach. They have looked at such a 
: •• 1' ... 

system and seen it essentially as an Orwellian delight -- clearly, 

such a system ~s I just described would aggregate far more 

personal information than is presently collected by any single 

financial institution or retailing group or credit reporting 

system, et ceterai-- and this would allow those who 

managed such tl system or anyone else that had access to it by 

law or by stealth to acoom~lish literally unprecedented feats 

of surveillance over the individuals, associations and 

organizations whose acoounts would be in such a system. It 

could make it possible to locate individuals at a given moment, 

traok their movements over time, develop profiles of their 

spending and savings habits, monitor whether the use of 

government or private funds met various regulatory or program 
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1 requirements. It could identify their money base, political, 

2 religious, civic or sexual affairs, and it could lead to imposing 

3 various controls over access to funds with enormous conse-

quences for various economic and social groups in the popu-
4 

lation. 
5 

I think civil libertarians have particularly pro-

jected the possible use of an EFT total system against the dis-
7 

closures of the last five years or so about the FBI's covert 
g 

access to the bank deposit records of civil rights and anti-war 

9 groups in the late '60's, as illustrated in the Media, 

lOPennsylvania FBI papers about FBI access to bank records in the 

llphiladelphia area. They point out disclosures about the 

l2access to government files by President Nixon and his aides 

13during their war on alleged political enemies and domestic 

1 ~subversives, and the kind of revelations about leaks of confi-
-~ 

,.dential information that have made up recent inquiries into 
-~ 

1 ~ 
_0 

the CIA, the FBI, et betera. 

T --, 
18 

Thus, it is against that backdrop of government 

abuse, or disp~ted government actions, that civil libertarians 

have responded to the proposals for a total system of EFT. 
19 

I think that this was a useful first stage in the 

20debate. It was almost inevitable. I think the civil livertarians 

21performed a completely appropriate function in trying to 

22underscore the 

23 

24 

25 
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long-term possible negative consequences of any total system 

of EFT that might be considered. In fact, I reminded myself 

in preparing for this, that since I had lust in my heart for 

privacy as much as the next civil libertari~n, I wrote just 

such an analysis for Playboy Magazin~ in 1968--

(Laughter. ) 

DR. WESTIN: --to discuss where the then current 

proposals for EFT might lead us and where a national data 

center might lead us lest we first strengthened our basic 

privacy laws. 

My feeling is that it is going to be at least 

L1 several decades before any such total system of EFT could 

12 be conceived or instituted. Furthermore, no plan for EFT 

13 that has been presented to your Commission by Congress or 

L~ the President or an executive agency, nor is one available 

1 - from the business community as a sort of endorsed, compre-
-;:) 

, .. hensive projection. " Thex'efore, it seems to me that the job 
-Q 

1 --' 
La 

20 

21 

22 

23 

25 

of this Commission is to look at where we stand today in 

the protection of the individual's right to privacy in 
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financial records, to look at the experiments with less-check 

2 and less-cash arrangements that are currently developing, and 

3 to see what new conceptions of rights and procedures, 

4 monitoring agencies and new institutional arrangements 

5 might be important for your Commission to recommend to Congress 

6 to deal with the transition from where we 

7 are now to where we will be going in the next decade or two. 
'I .... 

8 with that kind of controlled 
_ ...... - ....... 

9 experience, we can then make some judgments about how 

10 more total system EFT approaches 

11 should be evaluated for their social value, for their 

12 business value, and for their respect for individual rights. 

13 What I would like to do now is suggest 

14 'the key transitional issues that are 

lS presented at this stage in 1976. 

16 
Let me start by suggesting some terms that I 

17 have found helpful and that I think might clarify some 

18 of the conflicting use of language that appears in much of the 
19 

literature on this and privacy-related issues. 

20 

21 

22 

23 

24 

25 
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I think, first of all, the word "privacy" should 

refer to the question of what information should be collected 

at all for a given business, governmental or social purpose. 

It involves issues of legitimacy and of'rexevance, and it is 

the way in which a society says that, for certain purposes, 

they do not want a given body of information collected at 

all and stored by an organization. 

Secondly, the term "confidentiality," refers to 

who should 'have access to information once it is legitimately 

collected, either within an organization, such as which units 

should have access to it inside a multibureau organization, 

and who--if anyone--outisde the organization should be given 

access to that information. 11 The rules of confidentiality 

13 arise from the original bargain between the individual and 

14 

, -
-~ 

, ~ 
_0 

, --, 
18 

the collecting organization as to the purpose for which the 

information has been provided and the uses that should be made 

of it. 

The term "Individual access" refers to the right 

of individuals to know what information has been collected 

about them, to examine it for accuracy and completeness, 

19 and to know what uses have been made of it. It has a due 

20 process di~ension to it, in terms of the guarantees of fair 

21 procedure required under American constitutional law. 

22 Finally, as to the often ill-used word~ "security," 

~, I suggest this should be understood as a test of whether 
~w 

24 an organization can keep its promises of 

25 
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L confidentiality, either the pr?mises made as a matter of its 

2 policy or as a matter of law. Security ought not to be 

3 

4 

5 

i 

a 
9 

confused with privacy or confidentiality, both of which are 

policy issues, whereas security, essentially, is a technical 

condition, the organization's capacity to safeguard data 

according to the rules of confidentiality that have been set 

against misuse from inside or against capture from outsiders. 

With those definitions in mind, the first point 

I would like to make is that I think our present law as to 

confidentiality, privacy and access in the field of financial 

La records is in disarray. The first recommendation that I 

11 would hope this commission would make is for Congress to 

12 strengthen the rights of privacy of depositors and other 

13 users of financial institutions. Since I know that there will 

14 be testimony presented later today by Mr. Charles Marson of 

the American civil Liberties Union of Northern California, , . 
_:.l 

, .. 
_0 

1 -_I 

and since I think th~t the criticusms he will make to the 

Supreme Court decisions in the Schultz and Miller cases and 

his endorsements of the new California state banking approach 
1a 

represent the kinds of things that I also would recommend, 

19 let me do no more here in the summary than to say that I 

20 think that we cannot move toward more automated payment 

21 systems until we first get the baseline of law into adeuqate 

22 condition. We do not have it such today. 

23 

24 

25 

J 
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We have at the moment no depositor right ot privacy 

that is recognized nationally by the Supreme Court. We do not 
, 

3 have adequate proc~dures by Mhlch process Is served to obtain, 

4 with notIce to the depositor, financial records 

5 for Investigative purposes. And, until we 

6 build that foundation, it seems to me we dare not move to more 

J elaborate data bases and more terminal-oriented communication 

8 of such information. sImply because we would be increasing 

9 the efficiency and the speed of transactIons and creatIng' 

to inviting data bases for surveillance purposes without setting 

II first into place proper definitIon of rights that exist today. 

12 'But I hope In this summary to stress more 

13 what I think this commission could begin to help the American 

14 society formulate, and that is a new conception of the 

15 Indi vldual"s right to prl vacy, not 1,1'\ ex Isting financial 

16 records but in the new types of financial records that would 

17 be developed by EFT-type pilot programs and, ultimately, 

18 an EFT-type natIonal system. 

19 .1 be91n by bell,eving it is a mistake to 'say that an EFT 

20 account holder should have the same rights as he or she does 

21 today In'a bank account or In records of a financial 

22 or retaIling establishment or any credit reportIng service. I 

23 ,believe that when personal information Is merged from a wide 

24 ,variety ot sources into 

25 In~ome, deposits and recurring transactIons being recorded 
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in a central data base, capable of being manipulated by , 

computer technology, that a new trustee relationship will 

have arisenf or should be held to have arisen by law, 

under which that property in an EFT data 'base belongs only 

to the individual and not to the system. The system 

managers should be, obviously, allowed to use it for the 

purpose of the information between the account holder and 

the EFT system for funds transfer purposes, and also would 

have to have access to it for various kinds of security 

purposes, audit and so forth. But any further commercial 

or gainful use of an individual's transactional history 

would, in my judgment, represent the taking of valuable 

pr.operty owned by the individual for which both consent and 

compensation should be required. 

Here, I am and will be talking only about commercial 

and private use. I will save for a minute government use. 

On the commercial and private side, I think tl)e 

day should be over in' which the profile of an individ4al 

generated by such a data base is thought of as a free 

good, like clean air and clean water used to be regarqed in 

the economic theory of the country. Rather, I would 

suggest that when a detailed profile of our consumer 

transactions is generated by such a system, that this is a 

-. 

.. 
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valuable property of the individual and that no further 

2 Use should be made of it unless the individual has expressly 

3 

4 

5 

6 

7 

consented and has been comp~nsated for It. 

The way I would envisage this happen1ng is that, 

when we open our accounts in any k1nd ot more automated . 

payments system, we would have options presented to us. 

And one option would be to check off Mno further use made of 

8 my informatlon. u The second might be, J'use in the following 

9 listed categoriest charitable solicitation, religious 

10 solicitation, commercial solicltatlon,U or whatever categories 

II might be developed. And a person would be automatically 

12 credited -- that is one of the nice parts about computer 

13 technology and an automated payment system -- 3 cents or 5 

14 cents or 10 cents tor each such use that is made of OUT 

15 personal information. Then, when the postman arrives 

16 at our house and we get allot those direct mail order 

17 things sent to us, we can smile with happiness that 3 cents is 

18 automatically gOing into our account tor each such use. And 

19 then there Is some incentive for us to open ourselvea, perhap~, 

20 to commercial, charitable. ,political and other solicitations. 

21 One other option for which, in my thinking at 

22 least, we might give the highest compensation is the 

23 Indi vidual who says, ,"Send me everything. I .... m perfectly 

24 willing to have anything that you want made available to 

25 me by direct mall.'" 
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The reason I am somewhat enamored of this 

2 suggestion is that I think it is the most privacy-respecting 

3 approach to the issue of' what addi tional commercial uses 

4 co~ld be made of such account information. That is, it Q08S 

5 not let anybody, whether it Is the ACLU or the bankers or 

6 anyone, decide what we should do with the profile that is 

7 built up with us In such a system. It lets us as indivi~uals 

8 decide if we want to have direct mail, and that is marvelous. 

9 It we teel that our solitude is important and that we hate 

10 Junk mall, we also would have a iight under such a system to 

II control that. 

12 I think you will find that virtually every 

13 definition of "privacyU starts by saying that this is the 

14 right or the claim of an individual to decide for himself or 

15 herself what information about them will be shared with others 

16 ang what uses would be made of it. So I think this respects 

17 the indivlrlual~s privacy in the exact degree to which we ought 

18 

19 

In any such enhanced profile system. 

Secondly, what about government access by law 

20 enforcement and other authorities to such a central account? 

21 It seems to me there are three basic approaches one could 

22 take. 

23 First, no access whatever for any government 

24 purpose, which I cannot accept, seeming to me much too total 

25 and unwise an approBGh. We reserve this for very rare 



n 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

1.8 

19 

20 

21 

22 

23 

24 

25 

23 

instances, like psy~.hiatr ic reg isters or tor the priest·-

penitent privileges. I can"t 

believe financial transactions should enjoy that total 

immunity. 

The opposite alternative would be to say access 

as it is today. But I have already suggested that our rules 

today are inadequate and dangerous to civ1-l liberties, and 

so I reject the notion that we should simply try to transfer 

existing rules and regulations into 'a more enhanced payment 

system. 

Between these two .lies what I would suggest is the 

right approach, which is to define a new set of rules and 

regulations tor access by government tor various purposes to 

such an account. I would suggest these kinds of basic 

approaches. FIrst, any inquiry by government which involved 

inspection of records of an EFT system that directly related 

to First Amendment protected activity -- re.ligion, press, 

speech and assembly -- and especially where the records of 

prIvate aSSOCiations, civic groups, et cetera, are 

involved. would be presumptively improper. There ought 

to be a special procedure of Judicial warrant that would 

inspect proof of probable cause and, especially, would look 

to see whether there were not available other meari~ of 

"investigation less intrusive into the privacy ot individUals 

than a search of an EFT account. 
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The Omnibus Crime Control Act of 1968 requires 

such a Judicial inspection when wiratapwarra~ts are 

made. And t while we donJt have a stunning record ot Judges 

turning down federal officials when they have sought 

electronic warrants for wiretapping or room-bugging, I think 

it is the right approach. Perhaps the Judges would be 

better disposed to balance the equities in this situation 

than they would in a wiretapping situation. 

There would be, in my mind, no general search of 

an EFT data base permissible by law. That is, no putting of 

·'1'-1:s.~~ of alleged suspects through an E:FT data 

base to see what hits you might get, comparable to the wanted 

persons search that can be done in the NCIC system of the 

FBI. To my mind, that would be as close to the 

general warrant that our Fourth Amendment intended to outlaw 

as anything that would correspond to the earlier British 

practice. 

Secondly, betore any automated payment from a 

government social benefit program was included in an' EFT 

system, I would suggest that there ought to be a public 

notice proceeding or a privacy impact statement before the 

legis-lature, so I t could examine whether it was :appropriate 

to ha~e that system included in the EFT plan and what means 

of enforcement would be followed. My statement goes on 

to describe that more fully, and I wonJt go into 'it here. 

J 
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Finally, I think we ought to seek some neW 

2 institutional arrangements for an EFT plan. That is, I would 

3 hope that some kind of regulatory commission could be 

4 ~onceived, whether existing or special, with private as 

'5 well as public members, whose function it would be to audit 

6 such a system In gel)eral.. but, In particular, to look at its 

7 rules and practices as tar as protection of privacy, 

8 confidentiality and individual access were concerned. I think 

9 we need Just that kind ot an audit and monitoring by 

10 independent agencies to insure that the system is meeting, the 

II kinds of standards that I would hope Congress would 

set. 12 

13 This concludes my oral presentation, and I would 

14 be very glad to"answer questions from the commission about 

15 any aspect that I presented. 

16 CHAI RMAN WI DNALL. Thank you t Professor West in • 

. 17 -CHAI RMAN ATWATER' I certainly thank you tor 

18 an enlightening beginn1ng to our hearings. We now have time 

19 for questions from the commissioners. 

20 I would like to ask, as a beginning question, to 

21 What extent the Bank Secrecy Act. in your Judgment, represents 

22 that base building block that would need to be revised a$, 

23 essentially, a fir~t step. 

24 DR. WESTINI I think the Bank Secrecy Act, as 

25 it has been interpreted by the courts, was strong on 

, I] 
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recQrd-keeping an~ wea.~ on protection o,f the indi vidual.l:; 

2 right of privacy. Also, the kinds of ame~dments that are 

3 noW pending in several bills in Congress to specifically 

4 recQgniza the depositorJs right to privacy 1n an ~:count, 

5 to provide the kind of notice and defense proceeding when 

6 any legal process is presented, and to provide tor some kind , 

7 of rules governing the the permanent record-

8 keeping system would be the essential first steps. 

9 I think, whenever you look at systems like the 

10 criminal Justice inforlration systems that are developing, or 

II the. local government data banks of welfare and social benefit 

12 programs that are developing, they almost have 

13 .a concept of the indivldualJ s primary control of 

14 information, though shared wi th the keeper of the system., 

15 The trouble with the Bank Secrecy Act is that it set no such 

16 rl~ht of privacy to the depositor and left it up to the bank 

17 to be the keep6r of the individualJs privacy. 

18 My experience has been that some' banks have b~en 

19 exemplary In that, but many. many of them are n.ot. They have 

20 close relations with the same FBI officials who have to 

21 investigate bank theft and other kinds of issue$ t 'and th~t 

22 doesnJt necessarily help them to take an adver?ary stanc~ 

23 vis-a-Vis inquiries by IRS or the FBI or other agencies. 

24 

25 

CHAIRMAN ATWATER: Thank you. 

MR. MITCHELLs Mr. Chairman? 

... 
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CHAIRMAN ATWATER I Mr. Mitchell? 

MP.. MITCHELLs I am a little unclear as to whether 

the abuses that are implicit In your statement to privacy 

originate trom commercial banks, who are the only agencies 

that are handling large-scAle money transfers today, or 

whether they arise from a weakness In government rules and 

regulations with respect to disclosute •. 

For over a decade now, we have been using electronic 

means tor doIng our accounting in banks and for doIng our 
.,. 

storage of information. So that phase of EFT has been in 

existence for a consIderable time. And my Impression is that 

there have been some abuses arisIng. but not many relative 

to the number of accounts. There are 100 million accounts 

in the country and a very small number of abuse$, as far as 

I can tell .. 

As I listen to what you are sayIng,I have a 

teeling that you are brInging into the focus of your attention 

data banks that are used primarily for credIt purposes and 

are not based in any sense on transactIons informatIon. I am 

not sure that all banks do not use transaction 

information in theIr own credIt phases, but I don't believe 

the'y do. In any event, IJm sure they would not. share 

that information with anybody else. 

So, my question Is, 15 privacy really a 

new issue, or is it'an old issue? And, if it Is.;a new Iss.ue, 



28 

why is 1 t a new issue.? 

2 DR. WESTIN. I will try to be vary brief for what 

3 Is, obviously, a very large question. 

4 .No, I was not thi nk ing about cre di t re;;.)r tlng 

5 systems. I was thinking about, primarily, the access to 

6 paper bank records and microfilm bank records 

7 in the past decade, in which Congressional com-

8 mittees, grand Juries, state investigating committees, I~S 

9 and a Wide variety ot government sources have, in fact, sought 

10 the checking account and other physical evidences of monies 

11 in banks, and where ~s with the FBI access to the 

12 accounts of black militant groups and antiwar groups in the 

1.3 Pennsylvania area, ~he issue was, would the bank n6tify 

14 the group that, in tact, its accounts were being searched by 

15 the FBI. Would there be any proceeding by \,/hi ch tha t group 

16 Wbl.:lld be able to say, "You have no proper authorization; it is 

17 a fishing expedltlon,n et cetera? 

18 IJm not necessarily prejudging how the court will 
.. ' .. " . ' .. ~ . '\ -. .. 

19 decid~ that particular issue. But it seems to me absolutely clear that 

20 th~re ought to be such a.general right and such a standard procedure. 

21 One example ot which many people are aware was 

22 when the Fifth Avenue Parade Committee, one of the antIWar 

23 groups in New York, had its accounts subpoenaed by a 

24 Congressional committee which was wanting to see who had 

25 sent checks to the Fifth Avenue Parade Comm! ttee 'to hire 
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buses when that group was bringing ci ti zens to \'/ashington to 

2 launch a war protest. And it seems to me -- nothing is 
1 

3 absoluately ~lear on the Supreme Court decisions -- that the 

4 right to come to the nation"s capi tal and seek a redress of 
''0' ' ...... _ .... ,' 

5 grievances is one of the' privileges and inT:Iu,,"'lities of citizen-

6 ship protected by the 14th Amendment 

7 and that anything that would take the records of those bus 

8 purchase transact ions and make them part of a Congress iona 1 

9 committee hea~ing would be dangerously chilling First 

10 Amendment rights and the kind.of right to express grievances 

11 that we like to protect. 

12 So, in short, I think it is an old issue, in the 

13 sense that the balance between depositor privacy and govern-

14 ment"s right to know has been with us a long time. The points 

15 I tried to stress in my testimony are that it will be a far 

16 larger data base of transactions in any kind of more compre-

17 hens1ve system than we --

18 MR. MITCHELL. Why 1s there a larger date base 

19 than we have now? 

20 DR. WESTINI It you are assuming a kind of EFT 

21 system in which there will be more transactions that will 

22 be programmed in it --

23 MR. MITCHELL. Are you talking now about what you 

24 call "the total system".? 

25 DR. WESTINI Or somethIng moving toward it. In' 
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other words, I think you could do it this way. If you looked 

2 at the typical indlvldual~s account today in a bank, it 

3 excl~des, does it not, American Express and BankAmericard, 

4 et cetera. because they are not part of 

5 your normal checking account? 

6 MR. MITCHELLI Well, it includes the settlement 

'] tor those. 

8 DR. WESTIN- But it doesnJt give you location 

9 in formation and movement information in the sallie sense. 

10 Now, as I read the proposals, some of the proposals 

II for EFT, one of the first things some people would like to 

12 see brought into such a system would be those kinds of card-

13 based transactions. To the extent you did, the account would 

14 suddenly be able to tell you where you had dined, wher~ you 
..... #" •• 

15 had traveled, which hotels you had stayed at--things which I don't 

16 think are normally wi thin the check ing account transac ti on~. 

17 MR. MITCHELL. Well, that could happen. of course. 

18 But J think the convenience accumulation that occurs, 

19 accumulating transactions throughout some period and then 

20 paying them at the end, is pretty well established as an 

21 operating practice. I donJt see any reason for that to be 

22 eroded with immediate payment. 

23 DR. WESTIN- I think it depends on 

24 Where you think the terminal input would be placed~ You know, 

25 neither one of us has one plan in front of us that we are 
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dealing with. But as I view some of the-plans, they call for 

2 a terminal, letis say, in the Hilton Hotel or at Garfinkel's 

3 department store, where you have a direct 

4 input at that point that you have stayed there, that you 

5 ha ve made such a purchase. 

6 That would not, at leas·t in the plans I have seen, 

7 go to a separate American gxpress account, and only when 20 

8 ot those had been aggregated would it be transferred to the 

9 EFT system. Rather, the idea is that it would go di rectly from 

10 terrni.nal to data base. That means-- and I think ' it is very 

II important -- that what is now intormatio,n located partly in 

12 your bank, partly in your credit card, oil card, T&E card 

13 records, partly, perhaps, in your credit bureau transactions, 

14 could, depending on which EFT plan one would see, would 

15 then be direct inputs to the EFT system. The data base 

16 would have that information. And, depending upon how it is 

17 formatted, I would imagine, for security putposes, you 

18 would. have to know where it took place and the amount of 

19 transaction and the day. 

20 You would have created one of the most efficient 

21 ways of tracking indi vidua Is, ot mon i tor ing wh(!!re they have 

22 been, what they havs spent, et cetera. So I would argue very 

23 strongly that it is an old problem, not stunningly new in 

24 its concept ion. But it becomes a far richer, more 

25 comprehensive data base available on a nationwide, terminal 
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communications system, raising problems of "~ny people having 

2 access, which you hope to control through access and audit 

3 controls In the computer system, but raising different problems 

4 of security than you do in existing, non-terminal-oriented 

5 banking systems or credit card syste~. I think those are 

6 the elements r would stress as different. 
'] 
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CHAIRMAN ATWATER a Mr. Goldfarb. 

MR. GOLDFARB. Your testimony focused primar1l.y 

on access to consumer ·intorlnation. 

Do yoU belIeve that consumers J claim to the accuracy 

of that intormation in data banks 1salso part of the concept 

of privacy? Do you believe the existing laws which are 

supposed to enable consumers to monitor the accuracy of that 

information are adequate, namely, the Fair Credit Reporting 

Act? 

DR. WESTINI In my written statement, I did 

mention that I hope one of the declared standards of any kind 

of legislation that mi9ht be set up would recognIze such an 

indiVidual right of access, and it would be fully implemented. 

SpecifIcally, I would think that in any such 

system, we would need a different kind of 

bank statement or different kind of consumer statement than 

we probably get now that would enable us to know better and 

to check better the accuracy of the information. The 

Fair CredIt ReportIng Act, because it 1s limited, as you know, 

to credit, pre-employment, pre-insurance reporting, and does 

not purport to cover bank transactions per se, does not seem 

to 'me to be on all tours with this problem. 

I happen to think the Fair Credit Reporting Act 

is an excellent statute. It could use some improvement, but 

I think it has worked very well. --As good as it is, though, 
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it 1s not the answer to the problem that we are discussing 

2 t09ay, because its reach is not co-extensive with the cr~dit 

3 

4 

5 

.6 

7 

card companies, the financial accounts and financial 

institutions and so forth. 

MR. GOLDFARBs Do you bel i ev.e consume rs ,$hollld ha ve 

the opportunity-to verIfy the accuracy of this information 

from time to time? 

8 DR. WESTIN' Absolutely. 

9 I spent a year In Italy, and one of the most 

10 frustrating things I encounter~d was the European bankin9 

II tr~dltion that you don't get an automatic statement of your 

12 account each month. 

13 I was barely able to survive not getting. the thing 

14 th~t I was used to as an American consumer. 

15.Y~s, we need a statement of accounts, 

16 but I think you would have to work· out on a much better 

17 basis what the format of such a statement to the consumer 

18 shQuld be, what information it would need to have in it to be 

19 truly effective so the consumer could see what was being 

20 charged and who had charged it, and all of those elements that 

21 would enable the consumer to know. 

22 I can imagine nothing worse than having some 

23 of the computerized statements that we now get simply 

24 trC\l1sferred over to an EFT, virtua lly undecipherable, full of 

25 abbreviations that may make good sense to a software 

." 
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programmer, but not to human beings trying to understand 

what their transactions have been. 
'I 

CHAIRMAN ATWATER' Mrs. Koplow? 

MS. KOPL()Wa Professor Westin, you stated that 
" 

general legislation is needed to prevent abuse of personal 

privacy by the government and by others, but you 

go on to charge that all of this should be incorporated into 

EFTS legislatIon or regulationsa 

By doing so, donJt you ptit a roadblock in the 

way of the development of EFTS so that it cannot really 

develop as a consumer convenience 

consumer services? 

along the lIne of 

It appears to me that you want to have a uniform 

EFT code sim1lar to the Uniform Commercial Code all 

incorporated into EFTS prior to the tIme that we had the 

kind of experience with the system that would warrant the 

development of that kind of a code. 

And you talk about it beIng decades away. 

Probably it is. I~m not sure that I can agree with you 

entIrely there. But it you charge this Commission 

with reforming the entire privacy segment of transactions 

legislation, you make'it almost impossible for it to go on. 

You appear to want most of the Bill of Rights 

incorporated into an EFT code. 

DR. WEST!Na Well, I~m not sure I agree with you --

=. 
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1 I'm sure I don't--because of. this reason. I'm suggesting, 

2 

3 

4 . 

5 

.. 
; 

9 

loO 

11 

!.2 

13 

, ~ _ ... 

1.3 

1 --' 
18 

1.9 

20 

21 

... ? 4_ 

first of all, that long before we take one more step towards 

EFT I would hope this COffifilission would recommend to Co~gress 
. . 

that we put into statutes the kind of protection of the 

individual's right to privacy in de~osit which has been 

recommended by leading members of Congress and which I 

think co.mrnands very wide bipartisan s' .tpport: support 

in the business cOmmunity, support in the civil liberties 

community. 

So the fi=~c step is, even before you spell out 

what an EFT looks like, to deal with the existing legal 

situation in a good way. 

Secondly, I don't agree that if you were to set 

the kinds of safeguards that I have been describing, that 

this would prevent experimentation with pilot EFT programs; 

this is unlike the kinds of civil liberties demands in 

which fast costs a~e mandated on systems. 

For example, there were some proposals a few years 

ago regarding privacy in government records such that before 

any file was open~d on an individual or any additional piece 

of information was put into a file, there had to be a notice 

sent to the individual to that effect. That would have been 

a blizzard of paper, an environmental disaster, and no 

real protection, I think, to the citizen. It would have been 

23 a great breach of privacy as all those not~ces would have gone 

2~ put onto landladies' tables and wives opening husbands' notices 

25 
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and husbands opening wivesJ and so forth. 

2 What I have suggested is a cost . 
3 variable, almost cost-free approach to the question of 

4 safeguarding every experIment toward EFT as it moves 

5 forward. 

6 I f you really were to put to me the choice of 

7 your closing remark, that is, to let the systems go ahead 

8 without these protections versus not letting them go forward, 

9 I would say donJt 1e t them go forward. 

10 But I do that with thi feeling that there is 

II nothing impractical or harmful to the working out of the 

12 competitive questions and the financing questions, the 

13 ownership and regulation questions in s~ating certain 

14 baSic rights at the indiVidual and defining cert~in rights of 

15 government access to that ~nformation for commercial use. 

16 MS. KOPLO\'ls Professor Nestin, dCI you know at 

17 any other type of development in economic transactions that 

18 has t~d a code before it. even got started? 

19 DR. WESTIN. Yes. 

20 Let me Just say II yes It in this sense--not economic, 

21 but the criminal Justice information systems had first the 

22 code drawn up by ProJect Search, an excellent LEAA-sponsored 

23 user commi ttee that drew up a code of sa feguards for 1?ri vacy 

24 and security before there was any exchange of 

25 criminal history information. 
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In many count ies and ci tie s I ~ve examined 

2 that are going into dated bank developments - Santa Clara 

3 C~unty and Alameda County in California, Just to name two 

4 there were codes of privacy and confidentiality that were 

5 written before the first computer program started bending. 

6 I think that is the way you deal with 

7 t~is kind ot large system data base. The . reason is that 

8 you must think the minute the sWitch gets pulled, you have 

9 

10 

1 J 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 
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fast transfers of information taking ,place. Host important 

of all I would suggest that if you have an array of computer 

manufacturers or systems developers here today, 

they wpuld say to you that the best thing for the building 

ot a system is to develop such policies clearly, and let them 

be the guides to the bui Iders of the syste m" 

What you recommend, I suggest, would be very, 

very frightening to good ,systems developers becaus'e it would 

say to them IIbu lld a system before you know what the rul es 

are for privacy, access, confidentiallty,M and that is 

disastrous, because' then you have to do what Dr. Ruth Davis 

ca lled lire trofi t a system, II which is extraordinarily 

costl y and I thirlk very dangerous. 

MS. KOPlClWa Vie ha ve a system wi th the check 

society which moves some regulation, but not with the kind of 

code you are suggesting for this one. 

different from the check society? 

Is this so vas tly 
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DR. WESTINI' For the existing 

2 check system we need the kind of billS I·fm suggesting. 

3 Mr. Marson will go into it in more detail from Congressional 

4 legislation. IJm saying let~s get the code for the present 

5 system in place, then letJs develop the new approaches for 

6 more elaborate, taster transmission, larger data base 

7 type system. 

8 Hy approach is a very 

9 graduated one, a Fabian approach to ·the issue, 

10 sense that you should not drop a regulatory bomb on systems 

'I developers that puts them out of business. QUit~' the opposite. 

12 I t I ·:an make one addi tional point, in my 

13 testimony I mentioned the t.ro~lble that the Uniform Products 

14 Code is having now for supermarkets. 

15 To me that is a perfect example of the failure of 

16 .Systems developers to have considered in advance the .way the 

17 consumers would want to have; at the shelf, the cost of . 
. .) 

18 each 1tem so they could,make a decision when they were reaching 

t9 up tor the can of asparagus or whatever, and also, the need 

20 to have at the checkout stand some \'1ay of knowing 

21 what the costs were that were mounting as the cash register 

22 rang so you could exercise consumer choice there.' 

23 I have talked to many people involved in the 

24 Uniform Products Code, and they say one of their greatest 

25 mistakes was in not' app:recia ting ahead of time the consumer 
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reaction to that system. they are paying dearly for it 

2 

3 

4 

5 

6 

in consumer resistance, and should, because they did not in 
I 

advance antic;ipate the desires of consumers to have more 

control end choice 1n the payment system inside tJ:le 

supermarket. 

CHAIRMAN ATWATER' Professor \-'lestin, I think you 

1 g~nerated a bl1zzard of written questions that are going to 

8 be coming your way as a resul~ of your test1mony and the 

9 qu~~tions that you have answered here. 

10 We have t1me, I believe, for one more question 

11 from Mr. Wegner. and then we will have to proceed to our 

12 next w1tness. 

13 MR. WEGNER. Mr. Cha1rman, we are overtime, and 

14 I Will y1e1d and pick it up on another w1tness. 

15 Thank you. 

CHAIRMAN ATNATERI Thank you very much. 16 

17 CHAIRMAN WIDNALL. I would Just l1ke to make this 

18 statement tor the record. 

19 F1rst of all, 1n connection with your testimony, 

20 Prdtessor Westin, is 1t your desire to have your complete 

21 statement 1ncorporated in the record? 

DR. WESTIN' Yes, sir. 22 

23 

24 

CHAIRMAN WIDNALLI That will be so ordered. 

tvould you 

25 be willing to answer questions s.ubmitted after this hearing is 
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closed? 

2 DR. WESTIN' Yes, sir. I would. 
, 

3 CHAI RMAN ~H DNALL' All right. 

4 That will be so ordered. 

5 CHAI RMAN ATWATERI Thank you very much. 

6 
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iLQ,-

I am honored by your invitation to appear before the National Commission on 
Electronic Fund Transfers~ to discuss the individual-r"ights aspects of EFT proposals. 

I first began exploring this issue in the early 1960 1 s, during a study of 
science and ~rivacy that I '"as directing for the Association of the Bar of the City 
of New York. My second major look at EFT came between 1969-1972 when I directed 
the National Academy of Sciences' Project on Computer Data Banks. 2 Your invitation 
to testifr today provided me with the incentive to examine where EFT developments 
stand il\ 1976, and I am happy to share my thoughts on this Idth the Commission. 
In the interests of time, I will present these reactions briefly. trusting to the 
Conunission and its staff to seek further elaboration of any themes that may parti
cularly interest you. 

1. Much has already been written about the potential problems of individual 
and associational privacy that would supposedly be presented by a comprehensive-
IlFT system. 3 Much of the public debate on this matter has seen the fanciful specl;!
).ations of "total systemll EFT enthusiasts met by equally fanciful (though horrified) 
reactions from civil libertarians. 

For example, the enthusiasts project a national or regional EFT system in which 
almost .11 of an individual's income sources and recllrring obligations would be 
deposit~d and automatically paid out of one central account held in a financial 
utility; a nationwide terminal system loJould allow immediate debits and credits to 
the. individual's central account from locations across the country; and secure 
techniques for personal-identity verification would protect against fraud or misuse. 
This is'presented as technologically fea,ible, increasingly necessary for our trans
action-laden financial and consumer"purchase systems, and a socially-desirable inno
vation. 

In reply, civil libertarians have condemned such EFT conceptions as an Or\~ellian 
delight. An EFT system of this kind \~ould aggregate far more personal information than 
is presently collected by any single financial, retailing, or credit-reporting insti
tution, Clr any existing multi-organizational network. The automated data base of 
individual accounts would allow managers of the system -- and anyone olse allowed 
to use it or able to. penetrate it unlawfully -- to accomplish unprecedented feats 

1. See the discllssion of "checkless, cashless society" proposals in Alan F. Westin, 
Privacy and Freedom (Nelo' York: Atheneum, 1967), pp. 163-168, 298-326. 

2. The report of this project is Alan F. Westin and Michael A. Baker, Databanks in A 
Free Socien: (New York: Quadrangle Books, 1972). A further listing of this writer's 
work in the privacy field appears as an Appendix to this testimony. 

3. Among the most extensive recent discussions are James B: Rule, ,value Cho~ces.in 
Electronic funds Transt.er Policy (Washington, D.C.: Offlce of 1elcconununlcatlons . 
Policy. Executive Office of the President, 1975) nnd Th0 Consequences of Eloctronlc 
Funds Trnnsfer: A Technology Assessment of ~10\'cmcnt 1'OI ... nrd A Less Cash/Less Check 
SOc1Qty (Cambridge ~Iass.: Arthur D. Little, 1975). The Rule essay is 0. thoughtful 
and sophisticated ;nalysis, thoul~h one that I believe unciel'states the tllibcrtarian" 
position and docs not recognize its larger commitment. to egalitarian goals under 
n Bill-or-Rights aegis. 

II 
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of surveillance: to locate individuals at a given moment, track their movements 
over time, develop profiles ,of their spending and saving habits, monitor whether 
their use of government or private funds met various regulatory or program require
ments, identify their money-based political, religious, civic, or sexual affairs, 
and impose various controls over access to 'funds that could have enormous regulatory 
consequences for various economic and social groups In the population. Projecting 
these capabilities of a IITotal Systemll EFT onto recent disclosures of the FBI's 
covert examination of the bank records of anti-war and black-protest groups in the 
late 19605, the use of Nhite House power over government files by Nixon and his 
lieutenants during their war on alleged subversives and IIpolitical enemies," and 
similar revelations about breaches of confidentiali ty from the Natergate-CIA.;FBI 
probes of the past fi.ve years, civil lib(';:rtarians have wa.rned that proposals for 
developing such a "checkless, cashless societyll arc extraordinarily dnagerous. 

The way civil libertarians first reacted in the middle and late 1960s was, I 
submit, understandable and proper. Faced by the new technological power of computer 
and communications systems; the publication of "total systemll EFT descriptions and 
proposals by experts from the business, computer, and government communities, usually 
without any serious discussion of privacy implications; and the seemingly irresistible 
momentum of the technological imperative (llif it can be done, it will be donell ) in 
the heady 1960s, civil libertarians were providing the necessary "negative" side of 
the social-forecasting debate -- asking how a socio-technological development of 
this magnitude might be misused. 

Indeed, since I lust in my heart for privacy as much as the next civil libertarian, 
I wrote just such an analysis for Playboy ~Iaga:dne in 1968, discussing ",here then-current 
proposals for a "cashless, checkless society" and a National Dnta Center might lead us 
unless we first strengthened our basic privacy law5. 4 

The trouble with the debate of the 1960s and early 1970s was that it was over 
a straw man. No "total system" EFT plan had any possibility of being installed then, 
nor within the 1970s, nor would I see it emerging in the 1980s or even'the 1990s. 
Furthermore, even if we got a comprehensive EFT by the year 2000, it would probably 
bear little ,relationship to the kind 'of one-financial-utility, all-account s..: automated , 
totally'-preauthorized-payments, "cashless" model that characterized much of the writ
ings in the 19605. One of the most important findings of the National Academy of 
Sciences' PI'Oj ect on Computer Oata Banks 5 ~as th~t the~'..:l are enormC'us organi:ationn.l, 
legal, competitive, social, and cost-effectiveness constraints on the adoptlon of ' 
"technologically possible" computer and communications systems. The "pure" technol
ogical solution is rarely the one that meets those constraints, and thus computer
system innovations in the organizational ,,,orld almost always take longer and are 
adapted more fully to social-policy objectives. At the same time, OUT society has 
learned that our social policies as to i~dividual rights and organizational duties 
in personal data must be made unmistakably clenr and brought up-to-date before major 
new data systems are allowed to be installed. 

Overall, then, tho past decade of debate over "EFT and privacy" has had one quite 
usefUl consequence: it has started society toward a reconceptualization of the right 
to privacy that individuals should have in various bodies of sensitive financial data 
that Nill increasingly be contained in large-scale computerized data bases, and has 
sensitized systems-developers and organizational leaders working in the EFT fj,eld to 

4. Alan F. Westin, "The Snooping Machine," Playboy, ~1ay, 1968, pp. 130-132, 152-157. 

5. Sec note 2, supra. 

,~. ,. '" . 
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the need for careful advance planning to respond to thosn policy consider~tions. 
The serious and costly difficulties now facing the participants in the Universal 
Products Code for supermarkets demonstrates vividly the results of a failure to 
anticipate the consumer's insistence that eye-readable prices be retained on overy 
item at the shelf location, and that a satisfactory system for consumer review at 
the checkout station also be retained. 

2. Unfortunately for this Commission's work, there is no official plan for 
an EFT t<> assess, whether from the federal Executive, Congress, or the business 
community. It's clear that we are already moving from our traditional financial 
transaction system (say of the mOs) toward various less-check and less-cagh 
arrangements. The growing use of bank cards and travel-and-entertainment cards; the 
automatic doposit of social security checks; and similar specific events are part 
of this pattern, as are a variety of local pilot projects experimenting with auto
mated deposit of terminal input systems. There is also considerable agreement in 
the financial and governmental sectors that these moves will increase in the next 
few decades, some would say inexorably, as a result of high transactional volumes 
and c,osts, presumed business and governmental opportunities through new electronic 
technology, and satisfaction of assumed consumer desires. 

If this Commission itself had formulated and endorsed a long~range plan for 
EFT, or was about to do so and had indicated the main linos of such a system, witnesses 
called to discu&s the privacy implication of "EFT" would obviously have a specific 
proposal to examine. Ho\~ever, no such Commission plan has been issued, and my 
assumption is that this Conm\ission will probably not formulate any 'such plan as part 
of its conclusion, essentially because it is still too early for such a "plan" to be 
adopted. Rather, 1 assume the Commission \qill aJ}\alyze the varieties of EFT concep
tions that are currently being discussed; assess the automated~payments experiments 
that have been antI are bej,ng conductedj and report to Congress the range of economic, 
legal social, and civil-liberties problems that would be presented by various alter-
native '8FT-oriented proposals. ' 

On that assumption, my testimony concentrates on the key issues of transition. 
How should American society approach change from our existing financial payments 
system to various more-automated systems? Are there a set of ground rules and a 
monitoring process that will serve us well with specific automated payments projects 
in the next decade, and will also help us to be better prepared to make social-value 
decisions about the more-comprehensive EFT systems that may, at the end of another 
decade, be ready for serious consideration? I believe we cnn formulate such a set 
of rules and develop such a,process, and that this CommissIOn would make a tremen
dously valuable contribution if it spelled out such rules and' procedures as a key 
r~commendation for congressional action. 

3. To develop those transitional rules and procedures, we need first to assess 
the current definitions and safeguards for individual privacy in the use of finan
cial-transaction data. I submit that these are in serious disarray. The voluntary 
policies of banks, credit~card companies, and similar. organizations are ~ satis
factory. Common law and statutory protections are ~ sufficient. Recent Supreme 
Court and lower court rulings on depositor privacy have not installed the necessary 
protections. Since I knoN that these points are being fully developed today in the 
testimony of ~Ir. Charles Marson of the ACLU of Northern California, I will not take 
the time to doc:ument these points in my remarks. ~Iy conclusion is this: unless Congress 
enacts new national laws that properly insure the privacy of account-holders ill banks, 
credit cards, and variou~ other retail or credit data pools. we will be moving into 
the next phase of EFT experiments with legal rUles that do not spell out rights, 
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remedies, and monitoring procedures in a \~ay that is critical for tho proper design 
and operation of more automated iilformo.tion systcJns. 

4. Beyond thi.s critical first step li,cs the formulation of a new conception of 
the individual's right to control the profile of his/her financial transactions in 
new, multi-organizational data systems. Today, many commentators, especially those 
from the financial community, treat this nel'l situation as only an extension of what 
various financia.l and commercial organizations now know about their customers; follOW
ing this view, they suggest that all we need to do is to extend current policies, 
including current confidentiality policies by financial institutions; credit-card 
firms, retail establishments, and commercial reporting agencies. 

I submit this is a fundamentally wrong and unwise approach. Nhen personal 
information is merged from a variety of present sources (different kinds of banks, 
stores, employers'and other income sources, Social Security, card-companies, etc.)' 
not to make nne-time decisions for specific purposes (such as credit, insurance, or 
employment decisions from commurcial reports) but to create and maintain a permanent 
financial-transaction data base and network for an EFT system, then a ne,\' trustee 
relationship has been, or should be held to have been, created between the system 
managers and the individual account holder. 

Under this conception, the data-rich profile of an individual residing in the 
EFT data bas'e would be a valuable legal property belonging only to the individual 
account holder and not to "the system." The system managers should be alIoNed to 
make use of the information solely for the express purposes of the funds transfer 
process, and its necessary monitoring for security, .audit, and other protective 
purposes. However, any commercial or other gainful use of an individual's trans
actional history represents the taking of a valuable property right for which both 
compensation and consent are required. 

There may be some who see advocacy of such a property right in personal infor
mation as a retrogression in American lal" , harkening back to the days of liberty-of
contract and substantive due process in the constitutional jurisprudence of 1890-1937. 
While I ani not foregoing for an instant the defense of privacy rights that rests on 
personal liberty grounds (e.g., First and Fourth Amendment bases) or on positive 
legislation such as the Federal Privacy Act of 1974 and its counterpart in seven 
states, I run convinced that I"ll propertied-privacy approach is also vital if Ne are 
to develop a coherent protection of the privacy rights of individuals as consumers 
in an increaSingly data-rich commercial civilization. 6 . 

Today, American law is steadily l'lriting into statutes or regulatory rules that 
personal information given to organizations (both governmental and private) for an 
express purpose, reflecting an information bargain bet,,,oen individual and organizat.ion, 
cannot be used for additional purposes not I"Hhin the original agreement unless. the 
later consent of the individual is obtained or it is mandated by law (and '''ithin the 
limits of the original transaction). This is true with medical records, educational 
records, credit-insurance-and-employment reporting by commercial agencies~ and many 
other arMS. Whcn we therefore contemplate the kind of master file that a broad EFT 
plan ,,,ould create, even far short of the Year-2000 type systems, I submit we should 
t~eat this as a new and concretely valuable collection of sensitive, personal data. 
It ought not to be thought in any way to become the property of the EFT system, abI'i) 
to be se)ld by them to business advertisers, political candidates, religious groupsl 
civic causes, magazines, or Fruit-of-the-t-fonth clubs without. the say-so of the fim't.ll
cial account holder. 

6. Soc Privacy and~_Erecdom, note 1 supra, pp. 330-364. 

, . 
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What would follow from this appronch is that every account holder would have to 
be offered options by the EFT system as to 'any additional uses made of his/her data. 
A check-off system could be created; whenever an individual opened the account) Nhich 
offered various options. One is that data sl)ould never be provided to anyone. Another 
is that data could be provided for all uses checked off on a list, and at so much 
compensation directly to the individual for such use. Still another option might be 
a blanket permission for marketing and solicita.tion uses, at a particularly high rate 
of payment for giving such permission. The beauty of computer systems is that such 
a privacy-respecting check-off system, installed at the outset and revised periodically, 
would be eminently feasible as a technological matter The privacy of those who want 
no additional commercial, charitable, or other uses made of their data could be re
spected wh.He a specific payment per use could be automatically credited to the in
dividual's account \~henever each authorized use was mucic. 

One canantic'ipate cries of outrage from some members of the direct mail industl,)" 
who have been buying and selling our personal profiles for decodes without our getting 
a cent for it. nut the age of clean nir and water as economic "free goods" is over, 
and so ought to be the age of free conmlercial use of our personul profiles. In a 
market economy, any scarce commodity that buyers want becomes an object of ~alue, 
sold on contract terms. The sooner American consumers wake up to the fact that 
amassed personal facts about them are becoming the necessary currenc>, of marketing 
in our economy, the sooner \'1e will have a new and more humanistic exchange theory of 
value for the electronic age. 

So far, I have been addressing the disposition of account-holder data for private, 
commercial purposes other than management of the EFT system itself. Equally if not 
more importunt will be the issues of \'1hat access government authorities \~ould have to 
the system, in a range of entries starting from minimum regulatory-agency oversight to 
insure the integrity of the system and its security all the way, at the other extreme, 
to a general right to access the system for criminal investigations, legislative in
quiries, civil procoss, regulatory program enforcement, or internal security programs. 

Logically, one can hypothesize three basic answers to this question: (1) no access 
whatever for any governmental purposej (2) access for whatever purposes would today 
allow entry to individual financial records, and under present safeguards; and (3) an 
intermediate policy of specifically-limited entries under express conditions and 
procedures. 

Option 1 I think is unrealistic and probably unwise. Unlike the immunity our 
society bestows by law or by practice on a handful of informational resources (psy
chiatric-inci4ent registers, priest-penitent confidences, etc.)., I cannot believe 
that financial accounts in an EFT-type data-bas~ ought to have such wholesale 
immunity. 

Option 2 is equally unpersuasive, given my already expressed position that our 
current law of financial privacy is dangerously outdated and weak. 

This leaves option 3, whose evaluation obviously depends on an elaboration of 
what "spe~ifical1y limited entries and express conditions and procedures" would mean. 
For me, this would mean the following kinds of rules: 

• 

, 
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(a) Any law enforcement inquiry that involved inspection of EPT records directly 
related to First-A.mendment-protected activity -- reUgion, press, speech, and assembly, 
and especially records of private associations -- would be presumptively improper. 
A special judicial warrant system would pass on proof of probable cause, and probe 
whether there was another investigative technique that might be used instead with 
less harmful impact on personal rights (as the Omnibus Crime Control Act of 1968 
now does with regard to wiretapping and electronic eavesdropping). No general 
searches of the EFT data base for possible "hits" on lists of "suspected perso!is" 
should be allOwed, on the theory that these would be equivalent to the general 
warrants forbidden by the Fourth Amendment in the pre-computer era. 

(b) Before any automated payment from a government social-benefit program was 
included in an EFT system, the legislature ought to require that a privacy-impact 
statement be dralm up and presented by the executive agency involved (state or federnl) 
indicating an)' techniques of enforcement using the rest of the EFT system that were 
proposed (collation of payments with othor program payments, seeking location infor
mation on delinquent program partiCipants, etc.). This ought to be subject to n 
public-notice proceeding at which various private groups could appear and test1:fy on 
the issue of lI'hether those enforcement techniques were too violative of the overall 
confidentiality pledges of the EFT system. If a national EFT system were authorized 
by Congress at some point in the future, there should be language of a declaratory 
charactor mandating the protection of privacy and confidentiality interests of the 
individual and rights of individual access to all information contained in hiS/her 
file and to an audit record of all uses made of it. This language would become the 
standard that courts could use in reviewing the fidelity of later additions to the 
EFT system and uses of its data, with judicial power to entertain class action as 
well ns individual law suits and to hold both legislative and administrativo 
declared policy of the EFT system . 

. (c) While we do not know "'hat shape a future EFT-type system I.,ould take, it is 
not too. soon to start thinking about the kinds of institutional arrangements our 
society might require to be appended to local or regional pilot programs that are being 
developed or early national experiments. I think a searching public-notice pro
ceeding before a national or state regulatory commission ought to be requi~ed before 
an EFT~type system is initiated, wj.th the commission specifically charged to consider 
individual-rights safeguards in its decision about the acceptability of the proposal. 
In addition, if a national EFT-type system were attempted, a board of OV'erseers with 
private as well as public members should be created to monitor the rules and operation 
of the system continuously, including specifically its individual rights practices, 
and to report to Congress annually on the , ... ay such practices were being observed) 
the nced for additional protections, etc. 

5. To sum up, I have assumed that the next several decades will see the gradual 
development of various forms of less-cash, less-check payments mechanisms, but not 
the "totnl system" plan of the comprehensive, automatic, one-big-utility variety. 
At what stage pnrtial payments systems o~, a local or regional basis, or national pay
ments programs for specific income purposes (like Social Security checks) will be 
deliberntely merged into a single national payments system I cannot predict, but I 
dOUbt whether this will come within the next 10-15 years. 

Therefore, I see the Commission's key contribution on the individual-rights 
issues to be: 

I 
I 

I 

i I 
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A. Recommending to Congress that it denl now with tho serious problems of 
privacy in bank and credit-curd records thnt need redress, before we go 
any further to more comprehensive financial transaction systems. 

B. Recommending that on-going pilot programs of automated financial trans
act,ions formulate clear rules of individual rights and protcL.tive pro
cedures of the type discussed in this testimony, as applied to the 
specific contexts of those experiments. 

C. Recommending that Congress create the oversight commission of p:dvate 
and public members, the public-notice proceedings, the declaratory 
standards, and the 'protective procedures mentioned earlier at the point, 
if we reach it, at which a national EPT-type system is created. 

41~ 

If we pass through the next decade or two under such controlled-experiment co~di
tions, American society will then be in a good position to assess an)' plans that may 
be offered for a comprehensive national EFT system, and to judge whether such a plan 
would be a privacy-respecting boo'n to American enterprise or a dangerously Or\~ellian 
step. As I see it, this Commission's role -- and that of the Privacy Protection' 
Study Commission, which is also looking into EFT -~ is to help ~nerican society, 
at this very early stage in considerati.on of EFT prospects, assess the problems and 
the opportunities that lie immediately ahead. 
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in New Yo~k City. Born in 1929, he earned his Bachelor's Degree at the University 
of Florida, his law degree from Harvard LaI'I School, and his, doctorate in political 
science at Hli!rvard University. 

During the p~§t two decades, he has specialized in writing about the impact of 
technology on organizations, citizens and society. His book, Privacy and Freedom 
(1967), was a comprehensive study of the social and political functions that privacy 
serves in democratic societies and the dangers to privacy posed by advances in 
physical, psychological, and data surveillance. 

~etween 1967 and 1973, he conducted studies on the impact of information-technology 
on government programs, planning, and decision-making, as an Associate of the 
Harvard University Program on Technology and Society. His book,' Information 1'echnolpgy 
in a Democrncy (1971), was developed from those studies. A second volume, based on 
the use of ipformation technology at the local governmental level in the United States, 
Britain, and selected Western Europenn nations, is presently being completed. In 
January of 1975, he delivered a paper on another aspect of these studies, "Technology 
and Citizen Participation: The Politics of Feedback," at the annual meeting of the 
American Association for the Advancement of Science; as \'1ell as the Keynote Address 
at the Association of Computing Machinery's 1975 Convention, on "Twenty Years 
of the Computer ReVolution: of Privacy, Participation, and PO\oJer." He has also been 
concernad abput the public's right of access to information in government's c9m
puterizl.ld files, and published a study of compliance ''lith freedom of information 
laws by federal agencies using EDP, in "The Technology of Secrecy," in None of Your 
Business: Government Secrecy in America, edited by Norman Dorsen and Stephen Gillers, 
(Viking Press, 1974). 

From 1969 to 1972, he was director of the Project on Computer Databanks of the 
National Academy of. Sciences, a three year study of the effects of computerization 
on organizational l'ecord-keeping and civil liberties. The report of that proj ect, 
Databanks in aPree Society, was published in 1972. . 

In 1973, with David Martin and Daniel Lufkin, he prepared a report on The Impact 
~pmputer-Based Information Systems' on Civil Liberties in the Advanced Industrial 
Nat5;ons, for the German Marshall Fund of the United States. --
During the past decade, he has served as n consultant on privacy to a wide range 
of organizat~ons, such as the New York State Identification and Intelligence System 
and the IBM Corporation. He also served as chairman of the Privacy Committee of the 
American Civil Liberties Union, and gave expert testimony before the major committees 
of the United States Congress dealing with issues of wiretapping, computers, and other 
privacy issues. In 1974, he was a principal conr.uitant to the Senate Committee on 
Govornment Operations, under Senator Sam Ervin, Jr., in drafting the Senate bill 
that was ultlmately enacted as the Federal Privacy Act of 1974. 

In 1973, he was appointed by the President of the United States to the National 
Wiretapping Commission, a 15 member body set lip to review federal and state wiretapping 
practices • The Commission's report to Congress ''las issued in 1976 and Professor 
Westin wrote a dissent from the majority's recommendation in favor of increased 
legalized wiretapping. 
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He has been for several years a consultant to the United Nations' Commission 
on Human Rights, in its on-going studies and reports on technological threats to 
Human Rights, and he has participate!l actively as a commentator and. contributor 

9 
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of papers to the aGCD's Computer Utiliza.tion Group's work on data banks and privacy. 
The most recent of these is his chapter, "Entering the Era of Databank Regulation 
and HON We Got There," in Policy Issues in Data Protection and Privacy: Concepts 
and Perspectives, aECD Informatics Studies (1976). 

In 1976, he completed a study for the United States National Bureau of Standards 
(NBS) on the polic}' issues for citizen rights involved ill automation of medical 
and health-care records in the United States; the study's report, Computers, Health 
Records. and Citizen Rights, will be published soon by NBS. He is presently a consultant 
to the Privacy Protection Study Commission, and is conducting another study 
for NBS on citizen rights issues in the personnel data systems of government, 
business, and civic organizations. . 



.... 

1!:"M~~~ • ..=r-~::-~,-=,'.!!",!,.!'~ .... ~",,!::""~~~.,:,~ ~:. ,,.,,::-~ • ....-... "~.""'I' .I'-:=!a;:.'.< 

Vol. 120 \V'ASBINGTON, TUESDAY, DECEMBER 17, 1974 

Serzate 
" 

TRIf.!UTFJ TO PTtOF ALAN F. 
Wl!~S'rr.N'S WOn.I~ ON PIUVAC'l 

MI'. ElW1N. Mr. PI'C'IIIc1c:mt, It I~ Ill) 
liOCl'et IhnL COIl:n.'c'.~s \\'u\lld 1111\'0 t\ (1/01-
culL ~h\l(! JC1;1~I:\t!li~< '"Il tho mnllY ('om
plex (llI(!~l!l)!lS l:lc'lnlt Ille COUiltlT \\'ltlllIl:t 
Lila hell) or the Imow1et!r;(lal.lle wil,l\C'r.:;cs 
find expcl't cOlls\lltnnlll who lel\d their 
Ume, cll(,l'gles, tnlc)llI!J. and l'e:;OUI'CC:! to 
Illcll\'I(It~al mcmbl'I's nnel commlltcc 
RtnITs, , 

One: slich 1>e\'$1)1\ \\'ho hn~ served COil
a,I'cSS well 11'1. this wn~' Is Pl'oE, Alnll F. 
"'estln, professol' fit public Inw nnd C'OI'
el'nlllont nt Columbia Unlvcl'lJlty In Nl!W 
YOI'!. City, n lnl\'yel' nnd n hllJnl scho!:lr, 
I'ro(03!!0I' Wc:;t\n I'ecunth' sCll'vcd ns !;Pl'
cl:ll cOllsult!lnL to the SCllntc Go\'CI'I\
mcn~ a;)(lI'Qtiolls COlllmltlcc dUl'lng It:; 
eonsld~I'al!on of S, 34 HI, 'l'hl~, Is the bill 
l't'ccnlly jJllssed by the S(!llnte 10 PI'otu~'t 
Pl'l\'f!t'>' nnd pl'ol'l(\e :;lnnu:Il'us fOl' !lOV
ernmcmtal use of com puleI' tC'chnolo"'y In 
rec()l'd~ lIlon:lllement, ," 

Profes,~or \\'e~UIl Is ono at tho wl.~t':;t 
I)CoP.1~ I Imow on lhls subject, Hc hns 
pl'Obn,lly 1I'1'IttCIl find spol'cll 0101'0 on 
p)'II'n<:Y lind ndl'bc'r\ mOl'o public IIlld 
1>1'1\'(\le I(I'OUPS on It than anyone In tho 
r.ounll'Y. I hava founel pnl'tlculnl'l~' Ufot!
hll hl~ work '''Pl'll'nc~' Dnd FI'cadom," 
dOIlQ for tho Assoclalton of the )31U' or 
the Clt~' oC New YOI'k nnd his I'CPOl't 
"Dnlnblll1l:, In n l~i'(J(' So(~ll'ly," l'c~"lllnsi 
!I'om hh btUt!)' EOl'the Nntiollnl hClld(,my 
oC Sciences, 

We We'l'C fOl'lllllnto to I'CCC'\vc thc bCllo
fit of hi" kllo\\,lct1:;:c or this subjcCL as 
<.llrcclor or 1\U111erOUS pl'il'ntc and co,,
c1'Ilm~1~tnl studies, Ilis tC'sthllon~' In June 
of this ~'eOl' pl'ovlded ~he GovCl'nmC'lIt 
Opm'nt!onll subc:ommll tce 01\ Pl'il'(\(~Y 
nnd Inf:ll'JnnllOI\ S~'sLcl1ls nnd the Judi
cial':! subcommlttce Oil ConsLitullonnl 
nh;ht.os wllh \\'I~e lI:ui e~pcl't COUllsel on 
lhe des!l'ul.lle poll"~' npPl'onch for this 
Icgll.'lntlon In S. 3413, As n consull':.mt, 
his lecnl RlId detniled technical ndvlcc 
10 lhe suhconunil Ict! sLo.IT Willi Invalunble 
III hclplng the commlttc() \'cPOl't It \\'ol'k
Rble, ncccptablc bill. As a politiC':t1 Self.'ll
Ur..t nnd nb Do scholnr In mnllY field:;, Pro
fc~sol' Westin bl'lll~$ \0 his \\'ol'l: n wise 
undcl'l'll\lldlng of lhe WOl'kings of 30I'CI'I1-
mcnt, 

His c\lunscl to Contll'CS!! on pl'll'nc~' nnd 
othel' civil liberties matteI's Is nCI~ con
nnC'd to this Instr.!1t'c, Whell I fll'l't he
came chnll'lllan oC the Constltutionnl 
HlLlhls SUhC0l\1111lttee, hc \',mdpl'cd SCI'\'
Ico In I'cllcnrch and (('stimon)' liS n COIl
sultnnt to lhc suucommll tee dUl'in!; 11..'1 
study, or wll'ctnPIlIIl!)' lind ('n\'csdl'opphl!l' 
ler,I!llnlion, '1'111'011(\11 1 he ~'elU'lI, hc hns 
tClltlllccl bCrOl'C nnd nd\'I~cd IlInn~ ,Senato 
Alld lIo\\se comlluttf.'cs OIl wcll ns tIle 
Constitutional r'!l::hts subl'ommlttcc. on 
In'ivI\CY, clue Pl'occ:;!!, civil IIbertlcs, fl'ce
dom at Infol'nlnllol'l nnd computel's nncl 
<.lntl\ bnllks, 

I wish to ncknowlec1r,e PI'oressor 
Westin's vnluable contl'ibllt!on to our 
l1l1'csLlcnt.lvc lind le~15Inti\'e cnc\cnvol's 

'all 11I'Ivncy nlld 10 \'lay tl'ibutc to his lonG' 
dcdlcnled scr\'lce to Consl'css nnd tht" 
public on lhls Issuc. 
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Columbia University in the City of New York New York, N. Y. 10027 

DEPARTMENT OF POl.ITICAL- SCIENCE 420 Weat 11Sth Street 

January 27, 1977 

Dear Chairman Widnall: 

In answer to the query put to me about my testimony, 

if a person received direct mail that he or sbe thought 

had been sent through improper'disclosure of the person's 

name, address, and characteristics from an EFT account, 

I would (aa this .is what the Privacy Commission will 
mailer to indicate which 

probably recommend also) require any/direct mail firm had 

supplied the name. Then, I would require the direct mail 

firm to indicate where they had obtained the name. By 

putting these duties of audi t-t'rail response on the 

mailer and direct mail firms, it should then be possible 

to learn whether an EFT had released the data improperly. 

Similarly, I would give the EFT management the duty to keep 

records of the disclosures made from an EFT account for 

direct mail purposes (a revenue trail would be required 

anyway for billing purposes, identifying the direct mail 

user) and this would give any account holder the ability 

to have the EFT management document and account for iUly 

disclosures. 

I hope this answers the question, and please call on 

me if there is anything else from my testimony about"which 

additional comment is needed. i 

, 1',,;:JHin . 'tJ-~I , ," 'b ; 
t..k:"1.. . , 

-' Alan F. Westin 
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CHAIRMAN WIDNALLI The next witness is Mr. Earl 

2 Ward, President of AFS Associates, speaking on behalf of the 

3 Independent Bankers Association. 

4 

5 

6 

. 7 

8 

9 

10 

1 I 
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(Witness sworn.) 

TESTIMONY OF EARL WARD, PRESIDENT, 

AFS ASSOCIATES, CINCINNATI, OHIO. 

MR. WARDa Chairman Widnall, members of the 

5 Commission, my name is Earl ward. I am President of A~S 

6 Associates of Cine ir:matl, Ohio, a fIrm specializing in 

. 7 banking systems, automation and equipment. 

43 

8 During a period of six years, from 1969 to 19J5, I was 

9 responsible for the conception, partly respon~'i'b\~"'f~r' the invention, 

10 and responsIble tor the invention and marketing of the first 

II automated teller. 

12 In 1975, I left the l>los1er Safe company to form AFS, to 

13 invent what I thought was needed and still Is needed In 

14 banking automation. 

15 IJm here because, first, I think there are serious 

16 security problems in existIng financial automated equipment· 

17 which would be magnified in an EFT system. 

18 Security, incidentally, I define not only as 

)9 consumer losses, but ,potential losses to host banks of the 

20 system and correspondent banks 1n a connecting network. 

21 Second, 1 am here to emphas lze the awesome power 

22 of 'those having control of the computer wi th access to huge 

23 amounts ot financial data. 

24 Third, I would like to stress that the recent past has 

25 shown an inabil1ty or an unwillingness of some of the industry. 
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that 1s. vendors and purchasers. to plug the security holes 

2 in existing equ1pment. And barring regulation, I have little 

3 hope that all will do'so prior to entering an EFT environment. 

4 F.Inally, I"m concerned about the proposed 

5 network"s ab1lity to even detect frauds and about the 

6 harassment consumers will undergo prior to ascertaining those 

I 7 frauds. 

8 Earlier this month, 60 Minutes teatured a 

9 purported million dollar embezzler, ·Jerry Schneider .. , who, 

10 trom his own home in California, telephoned Dan Rather"s bank 

II In New York, entered the bank's system and raised Rather's credit 

12 trom $500 to SIO,OOO. He then quickly lowered It again. 

13 Neither transaction was detected as fraudulent. 

14 During the sa me program, Stanford Research' 

15 InstltuteJs Don Parker reported that the average bank fraud 

16 durlng 1974 was $19,000, but that the average detected 

17 computer-related bank fraud in the same period was just under a 

18 halt milllon dollars. 

19 The point 15, the more automated the system, the 

20 easier It is to steal large sums undetected. 

21 

22 

23 

I n another inter.v iew, Parker reported tha t hardly 

any cases ot computer crimes were discovered through normal 

security precautions or accounting controls, and nearly all 

24 were dlscov.ered by happenstance. 

25 Some experts have est fmated that the ratio of 
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undiscovered to discovered computer crimes may be on the 

order ot 100 to 10. 
, 
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The examples I have talked about are crimes 

commi tted against a closed system, that is, one where a single 

bank has security oversight over an entire system. But the 

proposed EFT networks would consist not only of many financial 

instItutions sharing the same security oversight, but the 

system would extend ~o every terminal on and off the premises. 

These systems~ overall security would be only ~ 

as strong as the weakest terminal. In the weakest bank system 

ot,that network. 

Now, would vendors allow and tlnancll~l institutions 

accept such risks? JUdging from the past few Y1l:!ars, I think 

they might. 

In my testimony before the Comptroller of the 

Currency last year, I described the poor security in existing 

automatic teller systems. 

Because no party can define security standard~, 

tnstalled ATMs could and still can be deteated. 

In tests that I am aw~re ot, one A1~was defeated 

in a tewhours, one In about 30 minutes, and a third in about 

6 minutes. 

And inCidentally, they were machines ~ll of 

ditt.erent manLifacture. 

Existing systems are vulnerable in a't least three 
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areas. One, the magnetic striped card can be easily changed 

2 or duplicated. Two, they identify the card owner using the 
'1 

3 memory numbe~ of the person, the PIN or Personal Identity 

4 Number, which can be easily removed ~rom the legitimate owner. 

5 Now, that~s a serious problem. Three, they depend upon cryptology 

6 tor systems security, yet were designed by systems people 

7 wi th no cryptology background, and I inc.lude mysel f as one of 
.' 

S thosee 

9 The proposed EFT networks would retain all ,three of 

10 those weaknesses. 

II The magnetic striped card is required for off-line 

12 automatic teller systems because it must be changed during 

13 each transaction, and the magnetic media is the only way that 
.. '. ~ .... J _ 

14 they found to change the records.on the card to record as cash 

15 that is withdrawn from the machines. 

16 The data in an off-line automatic teller system --

.17 the data bank-- 'Is actually being carried around from terminal 

18 to terminal in the customerJs pocket. It is not centrally 

19 located in the bank. 

20 Oft-line ATMs are simply incompatible with the EFT 

21 networks, and that has been fairly well recognized. Therefore, 

22 the magnetic stripe is not really required. 
., 

23 InCidentally, it should be remembered that because 

24 EFT networks will be on-line,their reliability as opposed to 

25 their security Is only as good as the phone lines connecting 
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them, and the computers controlling them, so there is a 

.re liablli ty problem here whi ch we havenJt really got ten into. 

As tor the PIN again, numerous attempts have been 

made to tind a physical identification which would be as good 

as the signature and which would require the physical presence 

ot, the customer. 

At Mosler, we attempted to develop the system as 

early as 1968. To my knowledge, no reliable economic 

alternatIve to the PIN has been found. The PIN remains a 

dangerous cornerstone on which to construct an EFT system. 
,. 

Then there"'s the problem of cr'yptology. Whether 

PINs are generated by a scrambler using information written 

on the card unscrambling them to generate the number, 

or whether the PINs are scrambled and sent 

over phone 1 ines to the host computer to be compared hf i th the 

clear scrambled PIN In the central data bank, 

there must be a secret coding 

device at the point of each transaction. 

That is a security problem. Defeating 

the security device of one terminal could conceivably penetrate 

the entire system. 

As systems expand from single to multiple 

institutions, and as they further expand to thousands. of 

termInals, the number of people havIng access to the system, 

insiders and outsiders, expands exponentially, and' so does the 

• 
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risk. 
..oJ ',. 

2 Who would blame an initiator of an EFTS from refusing 

entry of a competitor on the baSis of security? And yet, who is 

(~ 

7 

to say whether such reluctance is actually caused by concern 

wi th .lessen ing secur 1 ty or I essenlng of marke t advan tage? 

On-line networks demand that charges be made to 

and monies be withdrawn from established accounts, the 

8 accounts located in the central data bank. These accounts 

9 ~an be either leg!tilMte ortraudulent accounts, established 

10 specitically to support the particular crime. 

II It the traud is directed against legitimate 

12 accounts, the first indIcation that the bank may be in trouble 

13 is the customer saying, MHey, I did not do that. I did not 

14 make that transaction.~ 

15 There 1s no Signature now, only the Personal 

16 Identitication Number. How long must a customer protest before 

,17 the bank realizes that it Is a fraudulent transaction, and 

18 what can the customer do about it? How many of us have 

19 ~ttempted to change a mistake on a credit card computerized 

20 bill and not experienced the frustration that results? 

21 

22 

23 

24 

25 

.. 
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And what happens when there are 'more than two 

2 parties involved? Who is responsible for fraud, once detected, 

3 committed on the account ot a customer of Bank A at a terminal 

4 of Bank B, when the break in the security allowing the fraud 

5 may have been 1n any number of Banks C? 

6 The other side of the coin has been alluded to 

7 by Ron Osterberg in his excellent new study, J'Securlty, Privacy 

8 and Accuracy in EFT Networks," and I would like to quote a 

9 couple of paragraphs from that study. 

10 "otten neglected by security -experts, system 

It accuracy can have a significant impact on fraud lo~ses. A 

12 classic illustration ot this occurred over a decade ago 

13 when the Illinois Central Railroad installed an automatic 

14 fare collection system. As designed, tickets were purchased 

15 tor a specific number of rides encoded on the card, and with 

16 each use the number of rides remaining was decremented by one. 
, . 

17 "Unfortunately, the system reliability was so 

18 atrocious that, for reasons ot public relations, complaining 

19 customers were automatIcally issued replacement tickets when 

20 the original ones fat led to work. 

21 "However, as the operating reliabilit~ was slowly 

22 improved, the nu~ber of tickets which were returned 

23 unexpectedly remained constant or increased. Not until the 

24 system users were put on notice that return tickets would be 

25 tested did the number dropped, and then it dropped to less than 
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five percent of previous levels. ., 

2 liThe I essons here" - and Pm sti 11 quoting -:- "The 

3 lessons here for financial institutions are clear. Without 

4 adequate measures of safeguarding transaction data, journals 

5 with no customer signatures may be challengad, and a system 

6 which occasionally posts a transaction to the wrong account 

7 may find many times as many false claims of no transactions." 

8 Now, some will argue that there have been few 

9 crimes reoort,ed against existing ATM systems, and sO'lle may 

10 conclude that, therefore, they, in the proposed EFT syst~ms, 

II will be secure enough. 

12 The low incidence ot reported attacks against 

13 installed systems may be due to a number of factorsJ the 

14 ne~ness of the industry, the relatively small number of ATMs 

15 installed, the relatively few insiders with the knowledge 

16 to easily deteat the system, and possibly the understandable 

17 reluctance of the institutions to reveal the attacks. 

J8 Certainly, wlt~ time, there is a danger that 

19 the attack against these electronic ~Y'T1bols of the 

20 

21 

22 

23 

24 

25 

establishment would become a fad such as were the attacks 

against the telephone companyJs long distance lines. 

There are instances in my prepared testimony which 

support the hypothesis that they may already be becoming 

popular. 

RatherJs 60 Minutes article was viewed by 25 million 

... 
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people. Therefore, at least 25 ~illion people have been 

made aware of the potential of this crime and the procedures 

to go about committing it. 

CHAIRMAN AT~ATERI Mr. Ward, would you object, in 

~iew of the tact th.t we hay had the benefit of' reviewing your 

written testi~ony ?efore this 

meet1.ng, to responding to questions 

from the Co~~issioners at this time?' 

MR. WARD: Yes, sir. 

I Just have one more paragraph. if I might 

conclude. 
, . 

CHAIRMAN ATWATER: Fine. 

MR. WARDa I strongly believe that the financial 

institutions should proceed cautiously towards EFTS with 

thorough secu~ity analyses as part of the architecture. 

I also teel that the consumer, in the entire payment 

system, must be protected now from the results that could 

occur should they not do so. 

CHAIR~AN ATWATERI Mr. Tangney. 

MR. TANGNEY: Thire is a basic 

rule in banking that ~he: bank is resoonsible for its 

depositors and can only dispose of funds as the customer so 

directs. 

That law is long-standing in banking, 

and banks have always assumed the risks. 
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Why do you think that EFTS, with that basic 

2 rule that we 'can only do what our customers tell us to c.i:fo, 

3 will chang~ that rule? You talk about fraud e .~ut you 

4 know, all fraud in banks must be reported to the FBI if you 

5 are s member of the FDIC or a national ba~k. 

6 You indicated or hinted that these frauds were being held 

7 under secret cover. and they are public knowledge. 

8 

9 

MR. ~ARDJI intended to express my concern that 

banks are understandably unwilling to make 

.10 pUblic embezzlements and crimes, or even attempts, attabks, 

II unsuccessful crl~es, and I do not know 

12 if there is a significant nu~ber of attempts against these 

13 automatic teller machines. 

14 

J5 

CHAIRMAN ATWATER' Mr. Ro~ers. 

MR. ROGERSs Yes. 

16 I~m sort of curious Just what your specific 

17 recommendations are to the Commission regarding the problems 

18 you've outlined. 

19 For example, the Bank Protection Act requires 

20 the federal banking regulatory agencies to publish the 

reg1)i,,t~tions regarding reasonable cost procedures f.or 21 

22 banks to tollow for the prevention of fraud or embezzlement. 

23 Are you suggesting that that legislation is 

24 l~adequate or further legislation 1s needed, or specifically 

25 what are your recommendations? 

'-
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MR. ~VARDt My recommendations are to the 

industry - in other words. to the equipment suppliers -- and 

to the financial institutions as well as to the regulatory 

agencies. 

I think that to date there has been demonstrated 

no willingness -- perhaps because there has not been a 

substantial attack by the criminal element -- there has . 
been no move toward providing the security that I feel is 

90in9 to be necessary, that is necessary now. 

I think that it is incumbent on the industry to 

go about developing the security required, arid I think for 

the protection of the consumer and the entire finahcial 

system, the pay~ent system itself, I think it i~ incumbent 

on the government to develop enough sophistication and 

enough regulations that they make sure that the ihdustry 

does provide these protections. 

I have not seen these protections being provided 

yet, and the bank protection Industry or the Bank Protection 

Act does not do it. The Bank Protection Act concerns itself 

primarily with physical attacks. 

CHAIRMAN ATWATERa Are there other questions by the 

Com'1lissioners? 

(No response.) 

CHAIRMAN ATIVATERa I thin.k the concluding question 

might be related to Mr. Rogers' comment. To som~'~xtent it· 
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see~s to me that the interesting det~il in which you have 

2 outlined exposure of the system and your reference to the 

3 60 Minutes program still leave unanswered the general question 

4 of what kind of security policies ~iJht be proposed. Is 
.' . 

5 legislation appropriate for this problem, or is so~e other . 
6 answer necessary? 

7 J. think one answer might be that the 

8 competitor oressures by the institutions involved are going 

9 to be great to orevent loss to them should these sy~tems 

JO orove to be inadequate against the kind of security breakdown 

I I that you are proposing here. 

12 So as a Commission we are looking for some general 

13 approaches that might stren9then the security of the 

14 systems and protect the consumer. 

15 You aresu9gesting that the protection of the 
~ 

16 consumer by 11~lting his risks--which, I think, is what has 

17 generally been done through credit and other policies--

18 will not be really adequate ~ecause the system itself might 

19 be so seriously hurt that we would have other risks to the 

20 con$umers than those we are now talk+ng about. 

21 But if you do have any suggestions, we would be 

22 very pl~ased to receive them, perhaos following the hearings. 

MR. WARD: I would be very'happy to do so. 23 

24 

25 

CHAIRMAN AT~ATER: Are there any other questions 

by the Commissioners? 
(No response.) 

CHAIRMAN ATWATER: We thank you very much, Mr. Nard. 

--~-~.-----
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, , BEFORE THE 
NATIONAL COMMISSION ON ELECTRONIC FUND TRANSFERS 

Washington, D.C. October 26, 1976 

Statement of Earl t'1ard, President 
. AFs Associates 
" .Oincinna ti, ·Ohio 

My name is Earl Ward. I am President of AFS Associates, 

special::':zing in bauking automation. 

A detailed acoount of my experience in the field of EFT 

is contained on pages 1 and 2 of my St!=ltement before the Comptroller 

of the Currency on April 3, 1975, which is attached hereto and 

is submitted as a pa,rt of my testimony in these hearings. (Your 

attention is dil"ected to "Security Considerations" on pages 6 

through (9). In ~ddition, I have attached my Fo~low-up to that 

testimony and it too is submitted as a part of my testimony in 

these hearings. 

In the Commission's Notice for hearings, you have stated 

~hat you !'wi11 explore issues relevant to the interests of the 

consumer in the development of electronic fund transfer systems 

(EFTS)." O~e of the specific areas set out to Le investigated 

at these Hearings is Dsecurity from error and fraudulent use." 

Yet, in detailing the above, the Notice narrows the definition 

of security and restricts the questions in this area beyond 

what, :c believe, is reaso~lable and practical for an adequate 

consideration of consumer concerns related to this subject. 

Security cannot be "broadly defined as the prevention of 

either the unauthorized disclosure, destruction or modificatioh 

of financial data that results in a loss to the consumer." 

Security must also be concerned with currency (non-data) and 

direct losses to the financial institution, which only in the 

11 
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,.,. long-run impact the consumer. Also, the concern of the consurM!r 

rests equally, if not greater, in hhe financial institution's 

ability to detect frau~ulent activity in the consumer's financial 

accounts so that the consumer is not hassled by the result. 

• 

I will not address the questions of liability or le,gislation; 

I am neither a lawYer nor exper:lenced with bank customer relations. 

I will discuss some developments in the area of security 

with which all of us involved with EFT must be concerned in 

orde,r 'to allay the consumers' legitimate concerns whenever 

cash a,nd/or checks are replaced by an EFT transaction. 

Ii:arlier this month CBS's "60 minute.s" did a television 

article on computer bank fraud. (A copy of the' text is attached). 

In thiat piece Dan Rather interviewed Mr. Jerry Schnieder, a 

convicted computer thief, now a consultant, whose ltcrime was to 

steal perhaps.as much as a million dollars, from the telephone 
1/ 

company, through their computer."- In a sensational demonstration 

of the vulnerability of a modern bank's computer system Schneider 

used his home telephone to raise Ratherls credit limit from 

$500 to $10,000. 

In the same program, Donn Parker of S.R.I. told Rather that 

the average computer-related bank fraud ir.1914 was just under five 

hundred thousand dollars,' whereas ',he average non-comput.er related 

bank fraud was just nineteen thousand dollars. The next day banks 

17 
CBS News: T.ranscript, Dial E for Embezzlement, p. 2 

'. 
~-~------" .. " 
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across the country recel.ved thousands of telephone calls from 

concerned customers. They should be concerned • 
:.1 

In another interview, Parker "concluded that hardly any 

[recorded cases of computer crime] were discovered th~ough .. . 
normal security precauti()ns or accounting con.trols. and that 

nearly all of them were tUlcovered by happen~tance. ~ome experts 

estimate that the ratio olf undiscovered to discovered crimes 

may b~ in the order of 100 to 1. II
Y 

I too am concerned. The computer room security problem 

in a single bank is itself significant. Allowing that system 

to be accessed by the public using unattended Automated Teller 

Machines ("ATMs") opens the transfer sy·stem to many more security 

hazards than would otherwise exist. Let me explain. 

A'\1tomated Teller Machines today are activated by an en

coded card and a ~ersonal !dentification !umber. It has'been 

demonstrated that reproducing magnetic cards, "skimming," is 

no great feat. Off-line ATMs - and most are off-line all or 

part of the day - protect themselves against skimming by "rem~mbering" 

the last X number of transactions. If a duplicate card appears 

within the span of the ATM's memory, ("Xi') the card is 'captured. 

Naturally, the length of the memories of the various ATMs is ~ 

guarded secret, for an off-line ATM with a memory of X can 

be emptied with duplicate sets of X+l card/P.I.N. combinations. 

Some installed ATMs have memories several hundred transactions 

long. Since testifying before the Comptroller of the Currency, 

I have learned that some others have no memory at all! . . 'In that I, 
_'JII'"2/-r----

Schuck, Electronic Funds Transfer: A Technology in Search of Market 
35 Maryland L. Rev. 74, at 83, (1975), citing Porter; Computer 
Rap$d by Telephone, N.Y. Times, Sept. 8, 1974 (Magazine), at 34 

" . 
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~ase, just one card/P.I.N. combination could relieve each ATM of 

its cash. Such a situatiQn should be proscribed through appropriate 

standards. 

If an attacker has access to cards and correct P.I.N.'s,he 

can obtain ATM cash at will. Where does he get the sets? "In

siders," employees of certain financial institutions, of mer

chants, or of ATM manufactures can ~ollect the needed data 

during their normal work routines. Card writers are available 

on the open market. 

But the attacker need not be an insider. For fifty cents 

he can purchase a copy of a patent describing ~he concept of 

writing the card and of generating the P.I.N. Next he can 

buy, steal, or have stolen the needed materials and equipment. 

Then it's a matter of solving puzzles. 

Some designers of existing ATMs have made a logical error 

in designing encrypting devices. They have defended against 

only obvious attacks. For example, it would take years of 

calculations and hundreds of thousands of samples to try' to 

deductively solve a card/PIN equation. Yet, when test teams 

"attacked" an entire system, one was successful in six hours, 

the second in 30 minutes • 
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Tpe frontal attack is well~defended while obvious alternate 

methods are often left open. This problem is. not new to bank-

ing. For example: 

"The employee who hit the repeat. button 
on the [computer] printer and caused multiple 
copies of his legitimately prepared pay 
check to be pr in ted." 11 

Or the case where the branch banks were connected to a 

central station via a high line security alarm system designed 

to foil anyone attempting to record the signals then play 

them back while the line was cut. The burglars simply bombed 

the control station, knocking out the entire system then 

bur~lec the branch. 

The PIN system is just as unsatifactory for on-line-only 

systems especially if they are to be connected in a nation 

wide EFT network. Either all banks must have access to a PIl-1 

generator or encryptor or the PIN must be decoded as it leaves 

one bank system and ent.ers another. And the fundamental weak

ness of the PIN remains: it can be separated from the legitimate 

o\\tner. 

Bankers with experience in ATM systems are aware of many of 

the problems. 

"Some bank auditors, security specialists, 
data research analysts and regulators are 
questioning whether the plastic card - called 
the most inexpensive rlleans available today for 
identifying and activating electronic funds 
transfer transactions - will prove too vulnerable 
an instrument to adequately protect all the 
users and applications involved in the operational 
aspects of an electronic environment. ' 

!7'1f"'r-. ---.----

Nycum, Computer Abuses Raise New Legal Problems, 
61 A.B.A.J. 444, at 446. 

(April, 1975). 

• 
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"John F. King, research systems analyst at 
Continental Illinois, the states' largest 
bank, said,! ••• Continental Illinois devised 

7 a scramble system for PIN numbers and an in-
, house binary, keyed access method for account 

numbers which the systems . analyst said was hard 
to get into but not impossible. 'No matter 
what can be done to a piece of plastic, decoding 
is conceivable, Mr. King noted. ' 

* '{r ~ 
~lthough the customer's PIN is not on the 
card and is accessed in-house only through 

nit 

a master file, the auditor still does not like it 
because the PIN can be penetrated, Mr. King noted •••• 

* 'It '" 
·'Penetration of PINs and fraud can occur ac-
cidently because of software problems, the 
analyst continued. He told the bankers of 
a Continental 1llinois customer who brought 
in her statement showing a deposit she said she 
had made but also an immediate withdrawal of the 
same amount~ 'after checking, we found the software 
had an ope~ing which could be triggered by 
software on another machine.,n 4/ --,. " 

Telecommunication and the related I/O devices have expanded 

the area of the "computer room" to anywhere and everywhere a terminal 

(including a telephone) wih access to the compu1:er is located. 

Locks and limited-access devices protect the computer. Only software 

protects the ~ata it contain$. 

As the networks connect to form multi-institutional EFTS, the 

number of P.I.N. generators, host computers, and personnel with 

41 
Hansen, Security Specialists HUnt Ways to Plug Openings for 
Fraud Against EFT Card Users, American Banker, October 19, 1976 t 

p. I. 
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access to the system hardware and software expand exponentially-

and so does the risk. 

The PIN/CARD SYSTEM can be defeated and therefore is a weak 

and dangerous cornerstone on which to build an EFT system. 

I~ ATMs are to p~rt of an EFT system they must have a 

better method of personal identification. To my knowledge, no 

economical altlerJlative yet exists, but perhaps the price tag 

is necessarily high • . 
Attempts h,a.ve been made during the past ten year.s to find 

a reliable, ecorllomic, physical identific'ation of customers. 
, 

Holograms of firlgerprints, mechanical recognition of signatures, 

voiceprints, finger lengths, and other devices have been tried' 

but have been found to be either too expessive, or not reliable 

enough for the application. (Unlike most other tests whi~::h 

require either a low incidence of accepting a wrong sample or of 

rejecting a correct one, this system requires very low incidences 
. 

of both!). Absent a completely new approach; improved technology 

in one o.r more of these areas is necessarily the answer. 

DE'l'~CTING a fraud is another problem with memory: numbers. 

The customer claims he made no transaction. Does the bank give 

him the benefit of a doubt? If so, it may be placing itself 

into a situation like one described by Ron Osterberg in his 
5/ 

excellent study, ~ecurity, Privacy,. and Accuracy in EFT Networks.-
I 

El 
U.S.S. & L. League, April, 1976, p. 13. 

i . , I 

\ . 
I 
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"Often neglected by security experts, system accuracy 
can have a significant impact on fraud losses. A 
classic illustration of this occurred over a decade 
ago when the Illinois Central Railroad installed an 
automatic fare collection system. As designed, tickets 
were purchased with a specific number of rides encoded 
on the card and with each :use the rides :t'emaining 
field was decremented by one. Unfortunately, the system 
reliability was so atrocious that, for reasons of public 
relations, complaining customers were automatically 
issued replacement tickets when the original ones failed 
to work. However, as the operating reliability was 
slowly improved, the number of tickets which were returned 
unexpectedly remained constant or increased. Not until 
the system users were p~t on notice that returned tickets 
would be tested did the n~er drop and then, it dropped 
to less than,S% of previous levels. 

The lessons here fO'r financial institutions are clear. 
Without adequate measures of safeguarding transaction 

.. , ...... ...., 

data, journals with no customer signatures may be challenged 
a~d a system which occasionally posts a 'transaction to the 
wrong account may find many times as many false claims 
of no transactions." 

" 

Present systems controlled by single banks are vulnerable 

to Massive compromises either by many attacks of small dollar 

volume on terminals or few attacks of huge dollar'volumes on 

central computers --- or both9 

There have been few reported attacks against ATM's. This 

may be because of the newness of the industry, the relatively 

small number of ATMs installed, or the relatively few insiders 

with bhe new knowledge and opportunity to defeat the system. 

However, as outsiders become aware of the potential, there 

exists the possibility of attacks against the~e electronic 

symbols of the establishment developing into a "fad" crime--

just as were the attacks on the telephone company's long distance 

lines. More recently, a case here in the Washington area was 

! , 

I' 
i, 
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:typical of Susan Nycum's Robin Hood syndrome.- A computer e'xpert 

was convicted for tapping classified government files maintained 

on the computer of his former employer, claiming he did it to show 

how lax security was. (Subsequently, he circulated letters to 

potential clients offering his services as a "security con

sultant" to p:totect their computer from people like him!) The 

recent TRW/credit scandal, where the alleged ring of perpetrators, 

including at least one TRW employee, would allegedly alter your 
, 

credit limit and rating for a fee, is possibly another example 

of fraud by computer. The computer field is crowded with honest 

people, but I have been told that some of the best programmers 

are corning out of our prisons, where data processing is an extremely 

P9pular curriculum. I truly hope that they haye ?een rehabilitated, 

and not provided a mechanisln for more criminal activity. 

Rather's "60 Minutes" article was viewed by 25 million.people • 

. le pop~larization of these attacks may already be underway. 

Who is liable for a fraudulent transaction committed on an 

account of a customer of bank A at bank B when the solution 

allowing the fraud to be successful may have been gleaned from 

data of Banl~ C? Might not a bank that has established tight 

security procedures over its network be understandably reluctant 

to allow a newcomer into its system for that reason? And who is 

to say whether such reluctance comes from concerns regarding 

lessening of security or lessenitlg of competitive advantage? 

I believe that financial institutions should proceed cautiously 

toward automation with thorough security analysea as part of 

their architecture. I also fse 1 that the consumelr should be 

r.)rotected from the results of their not. doing so. 

'; 
Nycum, !luera, at 447. 
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Waohington, D.C.,'Apri1 3,1975 

RE: D(;'lcombcd): 211, 197" Rul ing on C13CTs 

S~t1tcmC:lnt of Bnrl "larel, l"resiclcmt 
. AFS A~socintos 
eincinn~ti; Ohio 

.. . . 
"1'" nam;" ~ - E""rl 1,,','" '-d. I' .l t.......:> ... t " ...... I am President of AFS AosociiltcS, 

speciulizing in b.!l.n}c. automo.tion. I "li1l limit m~' prepared conun~nts 

to the automat.od teller form of CBC-r Dince automated 1:,ollo1:S have . ' . 
beel) the bull: of my e:-:peril)nce • 

. 
:I began \'!o)~):ing' \·,i th a'utol'llated ,tellers in 19G9 while eliiployod , . . 

by t.l'H·~ Hosler Safe COr:lpany of Hamilton I Ohio. 
r 

functions ~oslerls unit ~hould perform'and was instrumental'in ~he 

t=:,'st.em design of the 'l'~11er-l'1atic, the first sys't.em· to' dispeJ1.se 
t _' . . . , 

curre1'llo~' I accept doposi ts I and transfer funds bet~'(Qen accounts. 

For m~' effort~ on tl)e operat:ing s~lstell\, I "las Cl\·ra.rded patent credits', .. 
" Xn early 1972, I oversaw the installation o~'the Teller-Matic 

in the first. completely automatic bl-anch I the HU1'ltington National 

,nan)~ t S "Handy Bank" in C01UlW\\S t Ohio. ' I 'have rCl')reSel'lted JI~osler . , 

at national meet.ings on automat:~on and at indust.r~l sho\·:s. In 

January of this ~'ear, I left: my' position as Director of Harketing 
. . 

for' the Teller-Hiltic Division to offer cons~llting .s.ervic3s to thos,e . 
i1lterest~ed ~n financial automation at:d to assist in the ol·dcrlj' and 

. 
const:r.uctive oro',o1th of financial automation ·systems. I j-~1-1-ve visited 

q .." 

the rnajo:r manufact.urerp and revie~(;ad their equipment. 

" • . 
• .. . . 

• 

t ., 
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) .): nm also (l d<.~voted uutoln.:lted teller custoHlcr. I haven't 

. ' , 
cn~cred my brnnch (for bn11king b'l.w:i.ne!H;) since I opened my account. 

I ","'ould like to di!lc.:us s t\-lO subj ects \-lhich mny have a benr-. , 
i( , in these proceedings -- the nature of automated teller equipment 

(ATE) from nn operllt:i.onal' (as oppoBcc1 to legal) vi (;:l\"point 'and some 
, . 
, 

of the proble~s which ~ 'believe may ~e encountared if automated 

tailors are installed as proposed by, the Comptroller's Interpret~ve 

Ruling. 

THE N1\TURE OF i\TE 

As its name implies, the Automated Teller was designed to 

'duplicate ns nearly as possible the functions of a live teller. 

The conc0p,t "las to minimize the differences and thereby the adj ust

nllshj:.s which "1ould be required in the bank opernting S~Tstern and by 
, , . - , 

the b~,nks I 'custorr(ers. The ATE had to :i,nte:ll:Clct \·lith the customer I 

i.e., give instructions, nsk questions, r~act to answers, e~c. 
, , 

ATE £ollo\-IS the basic teller ~outiXle for COnS'l.1mer transact·ions: 

identify the customer, verify the ac.:coun~1 conclude transactions, 

'and issue a receipt. Fir~t the automatic t~ller asks for, rece~~es, 
. 

. and roads an identificCltion card magnetically encoded ,-lith informa-

tion •. It:. veri~fes the cards authenticity,' checks it. against lists 

~f hot or stolen cirds or if on~line, checks thi account balance or 
',.' 

'~oash allowe'd from a central computer '-lorking file. 
. 

It then asks 

the customer to "sign ill II bi eptering a personal identification 

'., -tUlfnl:)"er ',,,lfic'h 'only ha is supposed to knO\·l. This deviation from the, .,., . 

traditional signature was a concession to the state of technology. 

J.!achines cnn t tread signatures:."lell. 

./ . . ~ . • 
. .. 

-. 
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ffhL, 
Once ic]cnf.:ificc.l, the C\lstOlnCr lI\ny eleposit funds, trnnsfer 

" 
"fun~d~~' nnd "'i thdr.£\\·1 CUl."l'cncy from i1 checldn~, snvl.nCJs or creeli t 
'. , 

cn,:(1 (lCCOu11t or from u line of credit .• JJe may nlso pay bills 
. . . 
; and in !.iomc muchines ch.:mga his Personul Identification Number 
, (", 

o:~,: purchase a money o:tc] a):' • " He is is~ued n memo or l:cceip:(:. either 

nfter eacll transaction or after all transactions have been com-

pletad,. The depos it envelopes arc stamped ,·:i th a serial .m.\mbcr. 

r.r.his number l.S also pr inCr..:d on the receipt along \·Ii th' the number 

keyed into the machine as the amount of the deposit •. The envelopes 
. 

are rt;;trievcd from the automated telle'r at the st(lrt of the follo\>l-

· .ing ban)"in~ day I opened and checked against the copy of the printed 

re~eipt. ~f there is ~ discrepancy, a correcting credit or debit 

is ~aac .to the account~ 
• 

. Just as liv,~ tellers usually produce a mnchine-readable 'docu

ment (~sually MICR-encoded transaction slips), the.automated teller 

·op~rating off-line produces mach~ne-readable records. ~lese take 
{ ! • : ~. 

the form of MICR.trans~ction slips, optical charncter .recognition 

printing, punched paper tape, nnd magnetic tape cnssettes. Whe~ .. . 
. operating on-line, the machines are continuously i~terrogated or 

~polled II by the central computer. ,'1hen'there is nctivity' at the 
, 

~e;ler, the mnchine may request authoriZation and report transactions 
. ~ 

completed. In this mode, they perform actions not unlike those of . . 
: 't 

a human teller equipped \-lith an on-line terminal. 

New additions to a~tom!.lted tellers inc~.ude pre-recorded 

grC!ctings, r:lulti-lingual instructions, and audio-visual contnct \-lit.h 

live tellers when assistance is required. I am cartain thnt as 

. . 
'. 

• 

• 

, . 

. .' 
• 
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" nudi tional needs arc idcntif;:'~, ne\Ol f~n tu'res \'/il1 be dc\;elopecl to ~~: 
'. I' \ , .... 

maot them. In my opinion I the consumer banking' functionz .provided 

by an automated teller nl"C eSllC':!l'ltial,lY those provided by a t.~ac.1i

t3 QllilJ. manned br~ nch, 
( 

PR0l1l1Bi·1S :r~'l THE U~·mEST!UG'rr-;D PLi'.CE:-mNT OF . 
~l)fI'O:" ,;i:.· .. "'1"1' .'" :"I~:' J •• ~':: ... :' •• ';-'1 ,.I.··C·"):' .... ,~· ;~ >r\7I\'lO',:~.~T:'I·'T ,,1 .... ,JJI'\ J. ",~!J .i.. J J.-JLI, ... ",l .. J .1. "._ •• .t. J L. I .... .> ~ .. "i. .'\ t ••••• ,'" 

Unfortunately, there is no standard for encoding the magnetic 

stripe, for the inforrna tion l;;·equirec.1. on the stripe I or for gcneruting 

the personal ide;ltification nu.r.1bers. The American Ban).(:!rs Associa

tion has 'a~proved the use of track 2 for uze in on-line devices 

including on-line automated tellers. However, most machines are 
. 

off-line. Even on-line automated tellers arc usually capable of 
. 

fallipg bac)~ to off-line operation when the computer is taken off 

the telecommunica tion 'ne:t\·,'ol~}: either for use in batch-processing • 
operations or because of mal functions of, the compute.r or communication 

:lines • 
.... ,t,. 

I ! , , In the off-line mode, the magHetic information must be changed 

after each use. Since the ABA has specified that trnck 2 is not to 

be re\'lri tten I other trac}:s must be used for the off-line mode. .. 

Until recently, the ADA maintained that interchange (between banks) 
. 

of off-li.na machines in'!ol ving corr.rr.on identification .number generators 

,,,as too J:~isky to be practical an'? that therefore they \l7ould not 

san?tion an off-line standard. .' . 
Prc:;:tssed to revise the position, they are nO\'l \l7orldng ,·d th the 

J:nternat.ional Standards Organization and the. America National Sta·n::. ~ 
.. 

dards Institute to arrive at acceptable off-line standards for the 

card and to develop a sec~~r~ memory nu~~er generator that could be 

shared b~t a.ll. If they ~'lould be successful in both attempts t there . \{. ,,,/-

. " 

... - -It • 
, . . ~ . 
• • • - ••• .. JA' ..... "..... •• . ...... - -. . 
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.. . . 
l:'irst, 'l~l: me; sny thn t. in concept nhnrcd fncili tics make . , 

: sc::nsc. 'The~p e:>tpand customer sCr.'vic:;:es ",ithotlt rnising the speot.er .. ('" 
. of a line of machines in a ~hopping center, each banring the logo 

of Q different bank. The concept also permits sharing of equipment 

. costs. .' . 
However, in practice there are'some problems to consider. 

·tle have heard testimony 011 the Nashj.ng~on. Shared Facilities }\.ct. 

l-1r. Hcc)~rnan yesterday confirr.led the e:>:istcnce of a. capture theory 

"lhere, due t.o thta pr?priet:ory natul;e of the memory ,num~e;t:' generator 

and the rna~netic enc6ding locations, banks who purchase, say, 

Doputel equipment are ,"captured" for Doyutel in that they cannot 
•• • q • 

integrate into their systems competitive equipment. • . c-- •• . 
. J:n a shared facility nct,~ork all pot~l1.tial automatic t~11er 

c\,stomers \olho ''lish to have the ability to join in a sha'red facility 
• ~ 'J . ~~. -

must pux:chase the system that got there first. Sp'ecifically, if 
. . 

they "1ish their customers to be able to use DOQutel CnCTs, they .. 
must issue Docutel-enooded cards. If they 'Vtish to install equi1)m~mt· '. , 

.and allow competitive banks' custom~rs to use their new CBCTS, the 

machines must be Docutel equip'li'.ent. l1y old friend, Hr. Cairnes 
. '. . 

said that he has never heard a ~inc;Jle negative statement concerning 
.. 

". th~ "lashing'ton la,,,. I am sorry'! must spoil the record. 
. 

The la," 

effectively stops Docutel'~ competitors from selling equipment to 

1?srticipa ting banl:s. Horeovar I under tod2;lY I s state of the industry, 

Docutel's capture of *'62 of the top 100 banks --- and 138 of the 

( . \ ,/ 
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':. 1£01'\ 30? ___ "- extenus the problem to neilrl.y evc,ry' region in the S+j>' 

Un!tcd state~ where sllared fncilitios wotild be p6~mitted. 
, 

No,'" ndm;;. ttec.lly this G.l. tun tion c:.:ists hecnuze of: a lnck of 
~ . . 

s( "ndnl:ds for encoding· .:r.ncl identification number gene):nting and 
-becaune of the basic incompatibility between existing systems . 

. t'1oulc1the emergence of stnnclnrc.1s alleviate the situation? Not 

immedia tcJ y. Cards ",'ould hnvc to be re-issued. Not only is that 

enormously expensive, but if the cards a:a credit cards, as most 

are, nnd normally expire in stages ovet a one to threc-y~ar period, 

the ris]~ involvec.1 in having two sets of current credit cards ~ut-

stal'lding is understandably unacceptable,' especially if only. to 
. 

obtain an alternate source of supply to a vendor who is performing 

~o.expec~~tions. The ~stablishing of unres~ricted.shared facilities .... 
will make the ev~ntual solution much more difficult and expensive 

" 

to those banks who hav~ pioneered the industry . 

• ~ .!U!UTX CO~-lSIDEP..i\TIO:~S . . . 
Two threats exist to automated teller equipment: physical 

attack and compromise of the s~'stern. Some of the physic~ll thl:e .. ttts 
-'are obvious. Trucks \'1i th grappling devices coulCl back through the 

. 
~all of cin exterior unit, hook on to the entire machine, and drive 

~ff with it. Unlike most night ~epositories, autorna~ed tellers are 
:1 

not usualiy surrounded by concr~te. Normally the depository) cash . . 
disp~nser, and sometimes the entire asse~bly are housed in a safe 

with inch-tbic}~ carbon. '-lalls or the equivale,nt~ . . .' 

y 

(.J 

'. 
\ ' 

Memorandum in Support of Interpretive Ruling .•. etc. Horner J . 
. Kirby, Seni0r Vice President & General Counael, Docutel Corp., 

J.Sarch 25, 1975. 

.. 
. . 
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.. - system security probloms nro not as obviouu • O!:f:-lino 

.' I .. 

• 'I 11 • 
mC.lch3.'J'l('~s --inclucl'ing on-lino o'quipmcnt 

I 
,,-hioh !:O\lturos 

i 
full bilCk 

, 
to off-line in cn~a of conv'unicu tions fui1\'l1'O (highly desired , . . 
~~crntionally)--nro subject to.two ~usic systems ~ttacks: 
{ I 

~uplicating and altering. the card. Tho intelligent criminal 
I 

uses il combinution of both. 

Tlle magnetic stripe cnrd contains the systems operating 

memory. Magnetic encoding is used because i€ can be easily re

writt~n in ~he field. Account balances (more accur~tely, cash 

remaining in a time cycle) can be decremented as the card is used 

to obtain monGY. Magnetic enco~ing is the only system I know of 

which can be easily changed. and hence the only one. available for 

off~line operation. .' 
. ' 

) Those who prefei alternate methods of encoding cards (for 

use 'on-line' onlyf have 'publicized the fact that the 'card and' , . 

rn~qnetic information can be easily and in~~pensively rebroduced. 
t.' • 

Some have· extended this uncontested-fact to the error that dupli-

. eating the card affords automatic access to ATE funds. This is 
• 4.. 

incorrect for a.t least t\'IO reasons. (1) The memory, number must 
... 

~ also be obtained and (2) The machines contain "shor.t-term memories". 

which Ijremember" the last x numb.er of cards· that hav:e been presented . . . 
for cash. Each time cash, is wi thdra\·m I the card is updated in a. 

0' " . 
logIcal manner. If it ShO\'lS up again--at the same .machine--unehanged 

or ~hanged illogically it is recognized as,a .fraudulent card and 

captured. 

( . 

.. -.- - . ..... . -; . , ... . .. 

'I 

, . 

. , . 
" .. . . 

. . 
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, I, 

there nl-e \'IaY s to bYl?nas 
, I, 

this system sccur1ty. 
, 1:-;. 

I, 

from under' tc'n" to over 300. The short-t.erm momorics "etry 1n length , 
If:. the cril~,.innl is uble to obtain mOl:C cards c.ll1el associated 

I -. I , ' 

memo,:)' numbers than the m,achil'le is cnpnble of remembering, he muy 

produce sets, feeding them to machines sequentinlly until all 
" 

money is exhaust.ed. 

Even if he only skins one card~ he muy use one per off-line 

machine. 

~r. I believe these threats have not materialized because the' 

nature of the systems hus not been generally understood by those 
, , 
\oIilling to comrnj.t the crimes and there haven't been the number of 

machil"leS in any system large c~nough t.o justify the effort and ris)" .. : 
, . . 

In, 'lny opi~ion I a natiom'/idc system of fall-bacy. machines would ~e 

large enough. ", t • .. . 
One manufD.ctuJ~er purpori:s to lick the skimming a ttacJ~ by . \, .. 

~ncoding tlle card with two separate.systems of machine-readable 

inform,ation. Both the magnetic stripe encoder and- the ATE equip-

. mont have the ~bility to read, interpret, and produce a coda fr~m 

~he permanent data and encode it on the chungeable magnetic stripe. 

This sh9uld deter the simple s)drn.l1iing fraud. 

However, it does not solve:the problem of obtaining an encoder 
.. 
" (or using an automated teller itself) and changing the information 

on the card. This crime requires the participation, of an insidpr: 

, ... 

a bank ~r vendor employee. It does not necessarily require the access 

to tbe particular encoder used by the bank. 'In some systems the -

identification nur:l.ber generator or scrambler is part of the encoder; " 

i. I 

" 

.. • " 

; 
/ 

I 
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...... I" ., . . UP ~n 

,' .. , . ' 
Of courzc, \'Iith- ClCcC~S. to the ~ystcm .., • t ~ • ~ . ,.,'" . . "'in ot.Her!) l..t :l,S sopnt'nto. 

uS0c.l l'~' the nct,':or}~, an unlilTlH:.cel numbel~ ~f cnrutl co\\).c1 be pro-

;' 

" " d\\cecl. ' 

. . r I," Hr. Comptrollar t I all\ pro autonm tee1 tellers on or off promises. 

• 

]Jo\.iev'er I for th~ rea~on!) ± havo mentioned here, I believ~ the 

state of the industry is not yet r~ady for the CDCT concept as 

out.horized by your Ruling. 

unnn~'·.'ered · 
L " 
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Thcr(~ arc too lTIany questions yet 
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FOLLOW-UP TO TESTIMONY OF EARL WARD 

BEFORE THE COMPTROLLER OF THE CURRENCY 

. . 

My speculation that there existed a physical threat 

to ATM's in that they could be easily pulled out of a wall 

and carted away caused some good-humored reouttals. The 

following week, an article appeared .in The Cincinnati Enquirer 

describing an incident where a bulldozer was driven through 

the wall of a new branch of Covington Trust, and pushed a 

sft: 

TL-15 night depository safe across the floor. Covington Trust's 

Mr. Herriman, who testified at this hearing, was saved the 

embarrassment of a missing safe only because his floor 

collapsed before the safe could be lifted into a truck. 

The Mosler Teller-Hatic weighs 3000 lbs. The Docutel 

planning manual lists the weight of the Docutel mo1ule containing 

the mone~ to be dispensed as 650 pounds; the'depository 

weighs 1500 poundso Each could be easily removed with a 

tork litt truck. Inciden'tily, the walls ot the modern, 

low-cost branches, such as those ot Mr. Herriman, are 

designed to separate cold air trom warm and to provide a 

vision screen. Th~y otfer virtually no protection against 

~urglary and would not impede ~o any si~iticant extent 
! 

~. i • 

~l 
.. 

I 
I 



j 0 

... 
t ... , 

-2-

the physical ~emoval or a sate. One of the recent fads 

among bank burglars was to pull ott the face-plates ot 

night depositories, reach in and remove the contents. , , 
,. Only atter this particular wave ot cri~e became known 

• 

did the majority or banks opt .tor a more secure UL-listed 

type ot depository. 

The idea of "roping" and carting ott chests ot cash 

and deposits may strike some as humorous, that is until 

it happ.ens--as it, nearly did in Covington. Had the burglars 

read my testimony and attacked the mor'e vulnerable automatic 

system, I believe they would have been successful. Nor i.s 

the return as small as Mr. Heckman testified. While his 

~quipment may have a capacity of $10,000, at least two 

manu.tacturers offer capacities ot 540,000. In addition', it 

has been testi!ied in these hearings that the deposits 

usually Q:i:ceed the cash dispensed, making the depos:Ltory an 

added attraction. , . 

The defrauding of systems seems to hold some non-technical .,. 
bankers in awe. Yet to anyone with fundamental know~edge 

of the technology, the fraud is not very complicated. 

Possibly because or the newness of the industry, the apparent 

unconcern ot the bankers, and the relatiV:,ely tew "targets", 

security precautiOI'lLS have otten taken a back seat to 

operational features and engineering expediency. Me~sages 

to and from the computer center are not usually scrambled. 

~hey could th~~ be duplicated with little effort 'especially 
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by an "insider" (0: the bank or vendor). This crime 

oould become significant if it became a tad--say among 

college students--or it the "solutions" were sold by 

organized crime to a network of smaller c~iminala, much 

as a counter!eiter discounts his product to his distributors. 

As to Mr. Heckman's response to the Jond1tions necessary 

to permit card fraud, I maintain they may all be present 

(as they have been in at least two cases referred to in 

Mr. Homer Kirby's testimony.) 

1. Magnetic-striped cards may be purchased in quantity, 

"by anyone. Tbe1 are handed out at trade shows and are 

kept' in quantities by card companies and equipment 

manufacturers. Nor does the quantity need to be 

"unlimited". It each card limit is encoded. at the 

maximum the be.nk a.llo\'/s, and if that maximum is say 

~300, ench machine could be defrauded of up to S15,ooo 
with only ;0 cards. 

2. With the new standards, encoders also must be standard, 

therefore obtainable by simple purchase or by burglary. 

Encoders sell for as little as S6 y OOO each, but the 

technology is published se that a knowledgeable person 

coUld build one tor much less. 

'. 
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;. No wheelbarrows would be necessary to handle the 50 

cards necessary to feed the machine. A paper bag 

would do fine. Most manufacturers claim that their 

machines are so last that a complete cash withdrawal 

may be made in 25-35 seconds. Tha~ ~puld mean about 

25 minutes--at any time ot night--to teed 50 cards. 

or course th~ 2~ ~inutes need not be consecutive. It 

interrupted, the traud could ,return later to complete 

bis transactions. -. 

Incidentally, the Docutel and Mosler "scrambling" schemes 

are a matter ~f public record. The patents may be obtained 
... .. . , .. . 
for 50 cents each. These go a long way toward helping to 

discover the flaws inherent in the systems. 
'. 

The appeal of this crime to the criminal is that it 

involves no violence, there is virtually no time constraint, 

little chance of peing apprehended in the act, and real cash 

is involved on an impersonal basis (unlike normal computer fraud 

where a dummy account is fraudulently filled then a live teller 

must be confronted to obtain the cash.) 

There is also an appeal to the !irst of tender, a 

sort ot "it's tair to try to beat the system" syndrome. 

Susan Hubbell Nycum could just as well h(, 'Ie been describing 

the automatic teller system p~ogrammer or analyst as the . . 
computer embezzler in her article in the April American 

: i 
I 

: I 
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Bar Assl?c:i:~tion Journal ("Computer Abuses Raise New 

Legal Problems") when she reported: 

dThe elements .ot challenge and game playing seem 
to be signific~tly stror.g~r among computer-abuse 
perpetrators than among other whi~e. c~llar criminals. 

"In some cases claims of victims that their computer systems 

ware safe and could not be penetrated encouraged programers 

(sic), who look upon their work as an intellectual 

challenge pitting their minds against the 

intransigent machine. One perpetrator, who claims 
to have gained ,over one million dollars !romhis 
deeds, said that aside trom making money rapidly 
his motive was to see how :Car .he could go with ., .... ' , 
his crime bet ore he informed his victim of the acts. 
He was confident that no evidence ot his act could 
be ~ound even it he revealed how he did it. 

"Th~ Robin Hood syndrome is common. One interviewed 
perpetrator indicated that doing harm·to people 
is highly immoral, but since government~regulated 
in.dustry in general and telephone companies in 
particular do great harm to society, harming these 
organizations is lair. This differentiation between 

. doing harm to people and to organizations has some 
current popularity. The computer within the organ~ 
ization is an additionally attractive and satisfyi~ .' . 
target capable ot sustaining loss but not possessit:lg 

I 

, ~ 
! , 

I 
'I 
'\ 
I 
I , 
I 

,j 
·1 
'. .. , 

-'. ~ em~ional reactions that might produce feelings of 
guilt in the unprofessional criminal.·'" jJ ··,.:.1!-.-:..:.4-: ..... 

1. Susan Hubbell Nycum: "Computer Abuses Raise New 
Legal Problems" American Bar Association Journal 
April 1975, pp.lll~ll 11'18. 
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I must confess that the relative ease and obscurity 
surrounding the ~etrauding ot these automatic teller 
systems has caused a tew Walter Mitty mental excursions 
ot my own. Without revealing particulars,' here are .. ; ., ,." .. 
a tew ot the tormulas tor beating the system. 

ATM FRAUDS 

A. Simply duplicate the cards. 

This is a relatively unsophisticated attack but 

ettective against ATMs having short term memories 

ot only a tew transactio'ns. One' ,system 'reportedly 

remembers onl;1 the last three transactions. 

1. Obtain three cards and associated memory codes. 

TLeso may be three legitimate cards issued to' 

a single account, to more than ono accomplice, 

or may be stolen from the mails or purchased 

from prostitutes who tind the obtaining ot 

. the cards a·rewarding extention ot their profession. 

2. Duplicate the cards using a simple skimming 

technique or an encod~r. 

,. The cards may now be used in sequence to empty 

aJ.l ott-litie' machines in th~ ·s·;rstem. " >. ~~c.-"··""I 

, B. Oreato new card/code combinations. 

This attack appeals to the "Robin Hood" perpetrato:r 

mentioned above. It is somewhat more difficult but 

eftective against more systems. 

, . 
" 
" 

", 
" : 
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1. Obtain access to an encoder ( machine capable 

ot encoding new ini'ormation on the magneticstripelll) 

If surreptitious access is impossible, encoders 

ma;r be purcbased, buil.t, or stolen with l.ittle 

difficult:,. In the new "standa""'d." systems, an 

easily portable desk-to~ encoder is used. 

2. Obtain access to a decoder (the machine that 

carries out the formula for producing the 

memory number trom d~ta on the card.) Unlike 

the encoder, the decoder varys from manufacturer 
. . 

to manu.:C,acturer and is sold only to legitimate 

end users. They are usually easily accessed 

by insiders of the manufacturer but in a state 

before the financial institution enters its 

own secret parameters. If access to the physical 

decoder is not possible, mail $.;0 to the patent 

otfice to obtain a copy of the patent covering 

the system. Then ~igure out the loophvles. 

~. Produce new codes and cards. Use them at will. 

c. Tap the on-line machines. 

1. Obtain the message format used in the machine 

oommunications. These are published and easily 

~ ," ... 
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obtaina.ble 1'rotil the manu1'acturer. System programmers 
, 

of both the manufacturer and the financial institution 

have access to this data. 

2. Program a mini computer to emulate the normal 

host computer driving the network. 

3. Cut the yhone lines 'and establish contact w'th the 

mini. 

4. With~aw money based on the new unl~mited credit 

in your 1'icticiou4 account. 

Regarding standards, Mr. B~own stated that "it's probably 

unlikely that we would allow ourselves to be the captive 

01' one vendor," yet that is precisely what the majority 

01' banks owning'ATM's have done. He also has faith in 

the "various standard. (sic) ,committees to develop some 

kind 01' oft-line standard tor which all institutions will 

be able to use." '. 

My point is tha, until those standards exist--ror 

memory generating as well as encodin.g cards--the unregulated 

promulsation of these machines makes the task 01' real 

standardization all the more di!1'icult. 

Indeed, it may be that a secure, universal.memol'1 

number generator system is simply unrealistic. These 

it 

I 
I 
\ 
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are questions that have yet to be addressed, let alone answered. 
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The way a banker makes money is to move money around 

as fast as he can. The faster it moves', the more 

money the banker makes. 

So it's no surprise that the bankers are he~-bent 

to speed up their systems ••• with instant communications 

and electronic wizardry. 

Trouble is, the bank thieves are as up-to-date 
. . 

as the bankers ••• sometimes a step ahead. And the 

bankers, and the police, and the government al1 find 

gaping holes in the electronic banking system ••• just 

right for the modern day Bonnies and Clydes. 

~ . .. w •• _ • _ .. ',-.\. __ .- I.· •• ;. ,- "" .-.. .... r I. >. _ 
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60 MINUTES 
.... "'- ----

"DIAL "E" FOR EMBEZZLEMENT" 

RATHER: 
IN B l'G BANKS AND SMALL ACROSS THE COUNTRY.I 

THE GOAL I S TO GEl" OUT FROM UNDER THE 

CRUSH OF PAPER WE'VE HAn TO DEAL WITH FOR 
., .. . . . .. .. ,... ... .. . 

SO MANY YEARS. CASH: NICE TO FEEL AND TO 

SPEND J BUT 11AN'f BANKERS SAY rr' s CLUMSY~·. 
RlSKY AND INCREASINGLY OUT OF DATE. 

" CHECKS':' CHECKS BY THE HUNDREDS OF MILL£ONS 
.. ... . ... . ... 
EVERY DAY CijOKING BANKERS WITH PAPER TO BE 

• t t , oo.oo • II • .. .. 

SORTED AND CROSS CHECKED AND FILED AND, 

STORED'; THE WAY oUT J SAY BANKERS~' IS TO. 
.. •• .....oo. . •• 

DO AWAY WITH THOSE PAPER RECORDS.I AND USE 
, " 

ELECTRONIC COMMUNICATIONS AND COMPUTERS TO 
.. .. ..... .. 

KEEP TRACK OF IT ALLI ANn THERE LIES THE 
• t. ... •• • 

. CATCH. SOME OF THE THIEVES KNOW MORE ABOUT 

THESE NEW ELECTRONIC SYSTEMS THAN THE BANKERS. 

4 

~ .; : f~TE.R BA~l{0~:f?:iiC~~t§SS¥m!S 
AS SOME SADDER AND WISER BANKERS ARE BEGINNING 

TO LEARN'a~ To UNDERSTAND H'~N IT CAN BE DONE~' 
.. .... .... ~ ~ • .... *.. . ... .. ... .. • 

SOMETIMES IT TAKES A THIEF TO CATCH A THIEF. 

", 

. ,,....,. . ---:;;_ ... -.. -.~.----.... -.---- -":"-;:-'-'~"--""-'-' '~r I • 

'\. '" • 'I : . . ';-:,.~" ..• .h........ tl • 
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RATHER. (CONTINUED) 
t~ T~~ ~I~~i B~~~-~~-~6L~~wo6D; THE~E'S A 

• I • I • .. ••• •• •• 01 • fo •••• 

MAN WHO OPERATES JUST THAT WAY. HE'S JERRY 

SCHNE'I'DER',: A CONy'IcfED .COMPUTER THIEF': 

H'I'S cRI'ME WAS TO STEAL PERHAPS AS MUCH AS A 
• 0' •• , .' ••• 0 • • .. 

MILLION DOLLARSJ FROM THE TELEPHONE COMPANY J 

THROUGH THEI'R O\'lN COMPUTER'; IN EXCHANGE 
. . . .. ., ... .. " ~ 

FOR CONFESSING HOW HE DID THAT~ SCHNEIDER 
• • '" ..... 0 

. GOT A FORTY DAY JAIL TERM~ INSTEAD OF TEN 

YEARS': Now HE SAYS HE's A HIGH PRICED 

SECURITY CONSULTANT. 

SCHNEIDER':' 

IF SOMEBODY'S AFTER MONEY~' OKAY~' WHi'CH IS 
, • • •••• • •• • , • • I o. .. It •• '. .. 

THE -- WHI CH I S THE GOAL HERE" Ff~OM BANKS" 

THEy'RE GOI'NG TO DO IT ANYWAY THEY KNOW HIQW 

TO DO IT. 

RATHER: 
o •• •• "- ... • 

SCHNEIDER PROCEEDED TO SHOW US HOW YOU CAN . . .. ~ . 
JIMMY YOUR WAY INTO A BANK ALMOST ANYWHERE:, 
... ~ . . ~ .. . .. 

LONG DISTANCE. _ ". 

AND lODAY'S COMMUNICATI'ONS NETWORK': fe-""" 
, ,'.'!'!I;~'~"~"~~"''''.I.:A:_';~~~III\~r''II,~~;:.,,\,.!,,;..rI,~~''''''\I!~l~. ~ ..... ~,.-\,.; 

- .... '" ._' ~ •• ......:-. • .1 

... .. .. 1.... .......... . If • 

DEPARTMENT. He ALREADY HAD MY OWN BANK ACCOUNT . -
~ •.. ,.... ...... ..1 
NUMBER~ FROM A BANK CARD ~HAT LETS ME OVERDRAW 

MY~CHECKING ACCOUNT BY FIVE HUNDRED DOLLARS~ ,. .." 

_
_ --.---.,....- .. ~ ..... , ......... -,,.---- ... ~ ..... .;' .. '!'".I'II" • .;.,-..... ';'TI'T"o~r--- ..... --- ...... ~ .... 

~ .. ~ . 
. -.' "".! "--'1 

I • 
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RATHER (CONTINUED) 
.. . . . ... .. .. . .. . .... 

DOLLARS) NO QUESTIONS ASKED. JERRY IS 

TALK'r'NG TO A CLERKI'N NEW YORK~' TRYI'NG TO . . .. .. .... .. ..... ... ...... .. ....... .. ... 
:GET HIM TO JACK UP MY CREDIT LIMIT FROM 

• ... • ••• • ••• .. .... .... ., 0- .' • • 

FIVE HUNDRED DOLLARS) TO TEN THOUSAND DOLLARS. 

SCHNEIDER: 
:.::.: YES~' ACCOlJNT ONE~' ':HREE~' Fi·VE.I 0-0-0 ••• 

RATHER':' 
• • • ...... • ..... • ,.. .. 0; • • •• .. 

rF THE CLERK SAYS YES) THE CLERK WILL ENTER 

THAT iNTo THE BANK's cOMPUTER. 

MAN: 
CREDiT LIMiT? 

SCHNEIDER: 
TEN THOUS~N~ ~OLL~~S~ 

MAN':' 

TRA~S~CTloN 60DE; ~ivE; 6NEJ FOUR) EIGHT. 

SCHNEIDER':' 
. ... . 

THANK YOUo 

MAN: 
NELCOME. 

~ 

RATHER: 
f 

_ .IT 'x'sN'r jH~T EASY',' You cAN'': Si·MPLY .. CALI.: ON. 
" . THE TELEPHONE) AND GET oNE's CREDIT EXTENDE'D 

•• - ... t .... t • t" .. .. . "I, •• ... .. •••• 

FROM' FIVE HUNDRED DOLLARS TO TEN THOUSAND 
:", -,4\ .• '- ~..... t . . - '? -, . DOLLARS t 

- - .... - -- -... 
J:. :: f' f" '.' • i --:. ~, - .... --...... .' :. I :::: 

. . 

, 
I 
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SCHNEIDER~ 

YEAH~' YOU CAN': THE:'::': THE SEClJRI'TY BEHI'ND 
I' • 10 • •• I I ••• I' ,I... I. I' • t> ~ • • I to I • ••• I' .... 

THIS OR THE ALLEGED SECURITY THAT THE 
.,... .., •• "0 ••• 1 •• _. •• o. ' •• , 

BANK HAS J IS THATJ TOMORROW MORNING WHEN THE 
• ••• '1" ..... .. I.... ., ...... 1" " 

BANK AUDITORS SEE YOUR LEDGER J AND IT SAYS 

DAN RATHER ACCOUNT" TEN THouSAND DOLLARS~' 
THEy'LL SAY SOMETHING'S WRONG': 

RATHEH':' 
ARE THEY LI'KELY TO DO THAT? 

SCHNEIDEH': 
•••• 1'" • Ot. •••• ..t . ... .t • o. o • 

....... \(ELL" NOT I F YOU COULD GET TO THE -- TO THE 
....... ... .--... .,.. ... .. .. ..'.. .. " 

~- TO THE BANK AND TAKE -- GET A WITHDRAWAL 
. .l.... .. t" •••• 

BEFORE THE AUDITORS DEC1DE THAT -- THAT THEY r 
• • • ••• 0 •••• t •••• It •• , ... e.. ' 

WERE GOING TO LOOK INTO THIS SITUATION, 

IT :.:- IT ..:- IT MAY~' i'N ALL -..: I'N ALL 
..... 4" > ",... 0 • ••• I 10 • '. 

POSSIBILITYJ -- YOU WON'T GET CAUGHT TOMORROW, 

IT MAY BE AT THE END OF THE MONTH J AT THE 

END OF THE QUARTER. 

RATHER: 
WELL~' WE'LL CARRY ON WHATEVER IT IS YOU WERE 
•• '0 •• •••• 

GOING TO DO THEN. 

-SCHNEIDER: 
YEAf1~" I'M ..:~ WHAT I'D,LI'I<E TO DO I'S CALL 'THE 

BANK AND UNDO WHAT WE D I'!> ',' BECAUSE I'M 
• • ••••••• • • • I ... • ,.. t • • • 

BECOMING VERY NERVOUS AT THIS POINT. 

~. 

, 
I 

1 
I 
1 
1 

I • 
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RATHE~: 

............ -...... 

SCHNEIDER: 

RATHI::R:' 
So JERRY CALLED THE SAME NUNBER AGAIN~' TO 

UNDO THE F1RST CALL. 

SCHNEIDER':' 
CANcEL TRANsAcTI ON~' FI'vE~' (JNE~' FOUR~' EI'GHT --
,. ...... . .. .. ... .. . ., ...... 
NE~1 LIMIT FIVE HUNDRED DOLLARS. 

MAN':' 

" OKAY',,' FIvE',; O'NE~' FOUR" EI'GHT~' CANCELLED. NEW 

LIMIT FrVE HUNDRED. 

SCHNEIDER: 
- .. '" I. 

THANK yOU. 

MA~f:' 

RATHER':' 
IF WHAT SCHNEIDER DX'D SEEMS FAR FETCHED" NOTE 

, . 
THAT SOMEBODY TRIED THE SAME SCHEr1E AGAINST 

THE el'TY BANK OF NEW YORK~' THE NATIONS 

ExEcUTl'vE VICE PRESIDENT~' 
•• 1 • • 

SECOND LARGEST BANK. 

JOHN REED. 

REED: 
,., .,. ... :. : .It .. ". .... :. - -'. -" .. • • ~. • • ..: ~." • '. 

i~;Y etc~;~=~P~TH~ e~Q~E, ~THEY CALLED.US. 

THEY 'INDicATED 'THAT THEY WERE A BANKING .. 
~ 

" 

" ,-
, 
I , ! 
i 
t , 

________ .. ._-....... --r---._~~ ..... ,.... ./Y"r"If'r'"'O. ... :,..T\ .. ,. .. - ......... ----.......... -- ..... - .-..... -. -- '-'-.o,...--,r.1 

" 
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. HEED (CONlI,NUED) , 
CUSTOMER'I' THEY GAVE THE APPRo'PRI'ATE CODED . . , 
•• • •• t • II. • • • •• • •• • • • • o. . 
INFORMATION THAT LEAD US TO BELIEVE THAT THEY 
'f ••• .... •• .." ._. . 

IN FACT WERE. THEY ASKED TO TRANSFER TWO 
••••• 0 • • ••••• I, • 

MILLION DOLLARS FROM THEIR ACCOUNT~ TO THE 

A6~6u~T OF ANOTHER BANK, TH~ PAPER WO~K 
•• 'f tt •• • • '. • 

WHICH CAUSES THAT TO HAPPEN~ WAS INITIATED 
I •• t .. ••• • 

BASED UPON THAT TELEPHONE COMMUNICATION. 

AND THE TRANSFER IN FAcT~' WAS MADE',' THE 
, " 

RECEIVING BANK WAS CREDITED WITH n~o MILLION 

DOLLARS. 

RATHER':' 

dDitt:citj.:t\WAl!iiJliI-ITiDQU»? ,,;, 
REED':' 

CWtt:nxn:um'l THE F·.·B':(~· 'FOR SOME REASON~ 
.. 

BECAME AWARE OF THIS) AND ALERTED US TO IT. 

RATHER: 
IN JOHN REED'S OWN CITY BANK~ r·lILLION DOLLAR~' 

, ,. 

HUNDRED MILLION DOLLAR TRANSACTIONS FLY 

ACROSS THE WIRES. PART OF HUNDREDS OF 

BILLIONS OF DOLLARS MOVING AROUND THE WORLD . 
EVERY DAY, FOR REAL ESTATE DEALS~' ARAB OIL~ 
AMERI~AN WHEAT AND STEEL AND COTTON. IT'S 

• • • I t. • • •• 

ALL. BEING FED DIRECTLY INTO COMPUTERS, WHICH 
~~-. - '-, -- . 
TALI< TO- OTHER cOMPlriERs': AND SO EVEN nilS 

' .. 
;. 

--~--. -.. ' .... -~-----.'.I ........ '!'-------::-;--""=""" ....... -,., ......... , ... ,., 
.. -.. ~~.. I 

.. ,. 

--- ,.----.. ----.... --.. ,. r--t 
~ .1 f 
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RATHEK (CONTINUED) 

VISIBLE RECORD WILL DISAPPEAR AS THE WHOLE 
.. . . ., f...... . f •• ' • •• ••• ... _1O ... . ~ 

.S~STEM MOVES TO NO PAPER TRANSACTIONS. JUST 

SILICONE CHIPS AND MAGNETIC TAPES TO 

REMEMBER \~HERE THE MONEY i's'.· THE FEAR IS) 

~m"M'Y'1'1t#W@iJE·§·q:@'i~"b1BJt oMiR,", 
,imEsg::aISlEiDv:x~mihtt:m:i:01imi'l 
tjjoiaE!:iiClk1!i1G€M~*;1;~iu:¢tsirni': 

IT HAS ALREADY BEGlm': IN CHICAGO~' THE 
. . ... . 

COSMOPOLITAN BANK LOST SEVEN MILLION DOLLARS 

A FEW YEARS BACK. IT WAS BASICALLY A BAD 
. " ",. ... " . . . 

CHECK SCHEM~) BUT ONE OF THE BANK OFFICERS 

~ USED iT's ~O~P~T~R ~o ~OVE~ UP THE ~RAUD. 

IN NEW YORK~' THE UNION DIME SAVINGS BANK 
• •• • t • • 

HAD A CHIEF TELLER STEAL ONE AND A HALF .. . ..., . 
MILLION DOLLARS, COVERING UP THROUGH THE 

-COMPUTER: HE WAS CAUGHT ONLY AFTER THE POLICE 
. . 
RAIDED HIS BOOKIE JOINT. RANKERS ADMIT 
... .. '" .. .. .. ... . 
THAT THERE ARE MANY MORE CASES THAT NEVER 
. -

REACH COURT BECAUSE BANKS DON'T WANT BAD 

PUBLICITY. 

AT THE STANFORD RESEARCH INSTITUTE IN 

CALI'FORN I A'.; DONN PARKER AND HIS COLLEAGUES 
..,. .. ••• flO. •• •• • • .. • ••• ,... ••••• •• 

KEEP A CATALOGUE OF COMPUTER CRIME. 

.. 
". 

. .' 

=, 

I 
'1 
i 

. I 
----:;--.--~ -.-- .. , ... 7 - "'''':-~'''' .-.--.. ---...... -----....:.,--:-. -~'~~- .. -----............ 

'" ,.If 



....... _t_n ________ .. ..-a.'!\l\_ ....... -----

-~

PARKER: 
THE AVERAGE BAN'K FRAUD' I N EMBEZZLEMENT 

NOTED BY THE F','B. (,'~' IN NINETEEN SEVENTY FOUR~' 
.• t,. t •• '. It •• • • f • f • • • •• • 

WAS -- INVOLVED A LOSS OF NINETEEN THOUSAND 
f • • ••••• • • •• t •• o'. •••• ••• 

DOLLARS. THE AVERAGE COMPUTER RELATED 
• If. • , •• , ••• 

BANK FRAUD IN EMBEZZLEMENT BASED ON MY FILE 
, .•. • •••.. • ........ t. It If •• 

OF CASES) IS JUST A LITTLE UNDER FIVE HUNDRED 

THOUSAND DOLLARs~' PER i'NC I DE'NT': AND WHA'f 

WE A~E ~..: WHAT WE'RE FACED W'I'TH REALLY,} 'x's 
• 't •• 'I" If' ' •• Ot ••• II. ••• •• • 

AUTOMATED CRIMg. I MEAN) THAT'S WHAT IT 
I 

J S. IT'S AUTOMATED· CRI'ME:.' 

RATHER: 
BUT)' 'ALONG \~l'TH THE RISK~' PARKER SEES AN 
..• f.,. .., •.. f .... • • 

~ OVERALL BENEFIT FOR SOCIETY. NEW OPPORTUNITIES 
•• t • • • ••••••• 

CREATED BY NEW BANKING TECHNOLOGY. ,. 
PARKER: 

• • •• h ., 

TAKE MONEY FOR EXAMPI..E. WE USED TO BARTER 

.~OODS AND SE~VlcEs; I'LL ~IVE YOU A CHiCKEN 

FOR I'T': wi: WENT TO PRECIOUS METAL'.' PRECIOUS 
. . . ' . . .... ~ ... 

METAL GOT HEAVY TO CARRY AROUND. WE WENT 

TO PAPER T!HAT SAYS) I HAVE so MUCH PRECIOUS 

METAL 'iN A'vAuLT': THEN WE DROPPED THE PRECIOUS 

. METAL~' AND SAI'O WHY WORRY 'ABOUT THAT~ WE'LL 

. jusT' USE THE PAPER': THEN~' WE WENT TO ELECTRON I C . 

FUND TRANsFER')' 'IN wHI'cH WE 'vE T~IROWN AWAY 
1, ;..:~-:-:: :. -.- -_:':' -: . a'.' .tt __ ....... ' • ,- •· ... _t. '" 

.. .. . . , 

. . ., . 
___ ...... _._ .. _-t .... ~~ ..... - ............... - .. -~7 _.- .. -.... ~ .... _-- -.----..... --:-:---.&.. ....... -... -; ... -- ........ - -',.........--p 
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PARKER (CONTINUED) 

•• ' .. I" • • . ' • 

THE PAPER; AND THE MONEY NOW; IS REPRESENTED 
•••• .. .. ••• ' •• t. ........ t.. .. ..... ..... .. , 
tN ELECTRONIC PULSES; AND MAGNETIC PATTt:RNS 

'STORED 'I'N cOMPUTER SYSTEMS" So NOW~' INSTEAD 
......... to. t .. • .. .. •• • o. "" •• , •• 

OF SAYING; I'LL PAY YOU TEN 'DOLLARS FOR IT~ 

YOU SAY PLEASE DEBIT MY ACCOUNT TEN DOtLARS; 
.... .. ..... .... . ... . . 

AND CREDIT YOUR ACCOUNT TEN DOLLARS; AND 
•••• .. '" • • • . °

0 
0 •• 

INSTANTANEOUSLY WE HAVE A TRANSACTION. 

RATHER':' 
THAT'S jusT THE WAY i'T's WORKI'NG R'I'GHT NOW 
.... .. ••.•.•..• " 0... 0 .. I 
iN CAL1F.ORNIA, AT SUPERMARKETS TIED RIGHT 

• • •• 0 

INTO THE COMPUTER; AT GLENDALE FEDERAL SAVINGS· 

AND LOAN',' \'tHEN YOU Cor1E DOWN THE CHECKOUT 

LiNE AT SMI'TH' S FOOD KI NG~' I N SANTA BARBARA;' 

TJ-IE SUPERMARKET CLERK PUTS YOUR BANK CARD 
... . " . o. .. I • .. _ • 

INTO ONE SIDE OF THE MACHINE, AND YOU PUNCH 

YOUR OWN SECRET IDENTIFICATION NUMBER INTO 
. . 

THE OTHER SIDE. AND THEN THE CLERK FEEDS IN 
.. .... .. '" . 

YOUR BILL; I~ND ZIP; JUST LIKE THAT) ELECTRONICALLY 

THE MONEY FLIES OUT OF YOUR ACCOUNT AT THE 

BANKJ AND INTO THE ACCOUNT OF THE SUPERMARKET. 

IT'S NOT i CREn I T CARD' .. : BUT AN IMl~En lATE 

DEBi'T CARD': THE WAVE OF THE BANKING FUTURE',' 

-.-..........----r ,.. .. ...,.."., .. .-- ~~~¥'" __ --:'_."" ._'." .. _._. ". "'; ...... _ .. __ ... , .... .: _ ... :._ ... _0 .. 

, IN PITTSBURGH;' THE PUBLIC CAN DEAL DIRECTLY . 

wITH.THE BANK cOMPUTER. WHEN TONI RiCHARDsoN 
a 

" .. 
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RATHER (CONTINUED) 

. ... ..... . .. ,. '.. . 
SITS DO\~N TO PAY HER 110NTHLY BILLS" SHE 

N~~~S ~ci 6H~~~S~ J~s~~ ~o~6~ T6~~ P~ONE; 
, AND A 6AU: 'TO THE COMP~TER AT HER DouiR 

• ••••• • "0; 

SAVINGS BANK. 

COMPUTER':' 

. . . .. . 
ENTER YOUR ACCOUNT NUMBER. 

RATHER':' 

DOWNTOWN AT DOLLAR) THE COMPUTER AN~WERS IN 
. r·. 

PRE-RECORDED BITS OF HUMAN CHATTER. THE 
. .... . 

CUSTOMER HAS AN ACCOUNT NUMBER FOR DEPARTMENT ' ~ 
. . .. . . .. 
STORES., UTILITIES AND SO ON. AND ALL SHE HAS 

. .. ... " . 
TO DO I S TELL THE COMPUTER BY PUSH BUTTON" , .. 

. .... . . . 
THE NUMBER OF THE ACCOUNT SHE WANTS TO PAY. 

COMPUTER: 
ONE., FOUR~' FI'VE~' FIVE~' ENTER PAYMENT AMOUNT. 

RATHER': 
COMPUTER ASKS WHAT YOU WANT TO DO': CUSTOMER 

" , 

PUNCHES IN THE AMOUNT. 
, 

COMPUTER: 
. "' ... .. .. -' . . .. ., 

THREE" SEVEN DOLLARS" AND ZERO"ZERO CENTS • 

RATHER':' 

ALL ELEc~RoN'I'c .. NO PAPER. TO REMEr.\BER WHAT HAS'" 

. GONE ON. 

. . 

" . " 

I , ! 

----------,..~r ... -~ ...... ~ .. a. ••• :.,....,.i\, ..... ,-"""':"r'=1"\.-.__ ...... -.~-- ... -~-.--............ ·'·--· ... ·'r-
. " 

.~. . ! 

J---. 
( . 
, ---,-
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RATHER .. (CONTINUED) .... 

yOU CAN SEE MORE AND"MORE COMPUTERIZED BANKING. 
Ii • ••• •• • • • •• ., •• •• ... •• • • • ••• 

BANK CARD TO GET INSTANT CASHa BUT SOME OF 
.... , .' .. 

THESE CARDS. CAN BE COUNTERFEITED .. AND USED 
• 't' .. , .. 0 ••••• t' • .0' 

TO STEAL FROM THESE REMOTE CONTROL BANKS • 
. .. , .. . .' . 

A SKILLED TECHNICIAN CAN RECORD 1HE ELECTRONIC 
t' ..... 

INFORMATION ON THE MAGNETIC TAPEJ ON THE 

BACK OF MANY CARDS. HE CAN LISTEN TO THE 
. .. ~ .. . .." . '... . . 
Bt.IPS~ ANALYZE THEMJ EVEN DECODE THEM. 

. . . ~ . . 
BANKS HAVE A HARD TIME CHANGING THEIR CARDS 

TO STAY A STep AHEAD OF THE COUNTERFEITERS. 

THE CITY BANK OF New YOR~ THINKS IT HAS A 

SECURE CARD SYSTEM. AND CUSTOMERS USE IT NOW 

TO ASK THE COMPUTER FOR THEIR OWN BALANCES, 
.... ,. ... ........ 

OUTSTANDING LOANS.. AND SO ON. AND THE 

TELLERS USE THE SAME CARDS TO PUNCH TRANSACTIONS 

AT SOME BRANCHES DIRECTLY INTO THE COMPUTERS • 

. COMPUTERS IN THE MEANTIME; BECOME SMA~LER; 
. . 

FASTER AND CHEAPER. LURING BANKERS STILL 
. ", . . . 

FURTHER INTO THE TRANSISTORIZED WORLD. THIS 
. . . . 
COMPUTER FOR EXAMPLE J CAN BE REPLACED BY 

ONE THIS SIZE .. AT A FRACTION OF THE COST. 

ANn ONCE AGAIN· .. · 'iT IS THE PEOPL'E WHO P'ROGRAM 
• ., •• oJ' .' to. • • • ., " 

THESE COMPUTERS"WHO ARE THE GREATEST POTENTIAL 

THREAT TO THE ELECTRONIC BANKING SYSTEM. 
". 

. ' _----' _ .. _~_~ .......... " ___ -:-_ ..... H_ ... _· _ ... -" . ., .. _ ...... - -_ .... -.. -_ ... _ . .,.. ..... _._" -_._. '.~~.' . 

• 
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RATHEK (CONTrNUE~) 

THEY KNEW THE SECURfTY CHECKS THAT HAVE 

BEEN BU'I'LT IN': AND 'iN sOME, CASES~' HOW TO , . 

. GET AROUND THEM. 
• ... • to .. • • to I.. . .. ..... . .. 
FAR A SAVVY CRIMINAL COULD GO" IF HE HAD 

JERRY SCHNE'IDER'S KNOWCEDGE OF COMPUTER 
. .., 

PROGRAMMING AND THE BANKING SYSTEM. 

JERRY SHOWED US A DESK TOP COMPUTER TERMINAL 
.. . ,... ...' .. 

THAT PLUGS INTO A STANDARD TELEPHONE. 
, , 

IT'S EVERYDAY HARD\'1ARE IN THE COMPUTER 
. , 

BUSINESS. COSTS ABOUT TWO THOUSAND DOLLARS. 

FROM JERRY'S LIVING'ROOM 'IN HOLLYWOOD~' Y'OU 
.. . '... . ... .. . .. 

CAN DIAL BANK COMPUTERS IN NEW YORK) OR 
, ' 

ANYWHERE IN THE WORLD. THE TRICK IS TO LEARN 

THE RIGHT NUMBERS" THE RIGHT CODES" SO THE 

COMPUTERS WILL LET YOU IN. . 

: SCHNEIDER: : , 

~..: THl's I'S NO DI FFERENT THAN YOU WALKU4G 
..... eo .' 

. INTO -- INTO THE NATIONS LARGEST BANK" 

AND GOING INTO THEIR MOST SENSITIVE FILE ROOM 

, 
.' 

••• -~ ••• -- ........... ~:r'""". ---, -.......- ... ~ .. -.- ••• --... -------.::.-':.~----.- .... -.-- ... ,......... •• 
'e' :.. ~ ,J' .. '\ • ., "I 

.. " 

1. 

t 

f 
! 

,I 
I 
i 
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SCHNEIDER (CONTINUED) 
s'l-Pf .1 

•• ,0 •••• •• to.... • . . 

AND BROWSING THROUG~ FILES. THIS ALLOWS 

you DO TO THAT. 

RATHER: 
.. ...... ...... .. .... . 

THE NUMBER ~ERRY HAD DIALED WAS MY OWN BANKS 

COMPUTER. BYPASSING THE CLERKS THIS TIME •. 
- • • " • <00 .. ~ •• 

AGAIN, WANTING TO JACK UP MY CREDIT TO TEN 

THOUSAND DOU:ARS':':': i ARE YOU NO\>1 I N TOUCH 
... . ... ...... . 

WITH MY BANKS COMPUTER? 

SCHNEIDER: 
R'I'GHT': ANn THE cOMPUTER IS NOW ASKING ME 

TO IDENTIFY MYS'ELF': Ir's SAy'iNG.I WHO AM I: 
RATHER: 

JERRY THEN TYPED i'N THE cODE HI's I'NSIDER HAD 

SA'I'D WOULD wORK THA",; DAY': THE MACHINE SAID 
• f" • • .. ••• 

ILLEGAL ENTRY. AND HUNG UP ON us. JERRY 
>00 • • .. 

TRIED AGAIN) BUT STILL NO LUCK. 

SCHNEIDEI{: 
OKAY': HELL, THE CODE DOESN'T WORK',' AND I 

CAN KEEP TRYING FOREVER AND iT WON'T WORK: 

RATHER':' 
B~T i~ ~E ~ERE GoiNG T~ STEAL ~y COMPUTER ••• 

SCHNEIDER: 
........ 

YEAH ••• 

RATHER: 
SOMEONE C'N THE ·l'NS 'iDE WOULD GIVE YOU THAT CODE" 

.. ... .. ., ,... ... 

AND OR IF YOU WORKED ON Tl-lE INSIDE" YOU'D 
' .. 

._ ....... ····T-:--·~·· '. 0.,r- ~."'·f"'. '"',.-·('f"f·' .... ~~.,'~, .. t ' ''-- -,".' ... ---.'.-" ..... ,., 
. ... , ... ..-... ., 

r 

• 
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RATHER (CONTINUED) 
':iAvE THAT CODE? 

SCHNEIDER':' 

RATHER: 
.. . BE , ..... , ...... .... . '" 

YOU'D NowlIN TOUCH J BEING IN TOUCH WITH MY 

BANK'S COMPUTER? You'n NOW BE I'N A pas I'TION . 

T~ wAL~ T~R6u~H THE B~N~I~ COMPU~E~ FiLES? 

SCHNEIDER:' 
to ••• ........ • • .. 

WELLJ I WOULD BE ABLE TO DO MORE THAN THAT. 

I'D BE ABLE TO :':-To TRANSFER ..:- wI'THouT 
...... 0. •• .'... ...... • to. • •••• • 

TALKING TO ANY PERSON AT ALL. IN OTHER WORDS
J . .. . .... . 

BE ABLE TO PUT TEN THOUSAND DOLLARS INTO YOUR -

CHECKI'NG ACCOUNT~' 'YOU'D BE ABLE TO LEAVE 
. '" 

WITH IT. 

RATHER':' 
. . . ., 

CAN YOU SHOW ME HOW THAT IS DONE? 

SCHNEIDER: 
I CAN SHOW YOU WHAT I'T WOULD BE LI'KE ON A 

~..: ~N A MODEL THAT 'I HAVE CREATED OF THI's --
'" ....... ., ..... . . :. 

i 
i THIS IDENTICAL SYSTEr11 

RATHER: 
. , . 

SHOW ME. 

SCHNEIDER':' ..... 
OKAY, 

, ( 

---- --~---"------___ ----i 
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RATHER: 

S'o JERRY DiALED fNTO A COMPUTER HE USES 
... . ... . .... , .... . . . .. 

IN CALIFORNIAJ WHERE HE HAD SET UP A MODEL 

. BANK PROGRAM. HERE',,' W'I'TH M'( OWN ACCOUNT IN 

THIS SIMULATED BANK" HE SHOWED HOW ONCE 

AGAIN HE COULD RAISE MY BANK CREDIT FROM 
.. ... 

FIVE HUNDRED DOLLARS TO TEN THOUSAND DOLLARS. 

You HAVE TO BE CAREFUL WITH THE ZEROS~' 

THAT YOU DON'T MAKE IT A HUNDRED THOUSAND 

DOLL:ARS~' HUH? 

SCHNEIDER: 
WELL~' IT WQULnN'T MAKE ANY DI FFERENCE': 

RATHER: 
You MEAN ONCE YOU HAVE ~H~S KIND OF ENTRY; 
.... '" .. .. 

YOU COULD GIVE ME A HUNDRED THOUSAND DOLLARS 
... '" ... • '0 ., . • • 

AS EASILY AS YOU COULD GIVE ME THEN THOUSAND? ' 

SCHNEIDER: 
THAT'S RI GHT I oKAY~' IT's DONE NOW: OKAY. 

RATHER: 
Now TO TURN THE cRED'IT INTO CASH I COULD PUT 
........ , •• ..... • ..... t." •• ••• 

IT INTO MY OWN POCKEI" IF THIS WERE A REAL 

ACCOUNT': JERRY~' w'rTH jusT THE MODEL COMPUTER J . 

. \: 

- . 

r 

• 
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RATHER (CONTINUED) 

" .,. " . 
TRANSFERRED THE TEN THOUSAND FROM MY CREDIT 

• • •• •• ••• • ., II, • •• ....,. •• •• •• •• 

ACCOUNT) INTO MY CHECKING ACCOUNT • 
. SCHNEIDER':' 

OKAY) I'T's DONE': 

~THER: 
THAT EASILY? 

SCHNEIDER':' 
yEAH',', l~HAT :.:- WHAT ~/E jusT' ":-WE jusT 
.. . ~. '. . . . . 

sfss 

TRANSFERRED -- THE CREDIT ACCOUNT INTO YOUR .. 

CHECKING ACCOUNT, 
. .. 
RATHER: , ' 

SO NOW I HAD THE MONEY IN .MY ACCOUNT': JERRY 
" <I • " •• • '" • 

INSISTING HE COULD HAVE DONE THE SAME TO 
I ••• " f " 

MY REAL BANK ACCOUNT) IF ONLY HE HAD KNOWN 
• II.. •• .' ., 

THE RIGHT CODE FOR THAT DAY. 

IF A MAN IN Los ANGELEs~' CALIFORNIA) HAS TODAY'S 
, ".. , .. ,.. . " CAN 
CODE) FOR THE CITY BANK COMPUTER) HE/GAIN 

ENTRY TO YOUR COMPUTER IN NEW' YORK? 

REED: 
• ••• '" II' •• 

As YOU SUGGESTED IT) CERTAINLY • . , 
RATHER: 

HE COULD AFFECT TRANSFER' 'OF FUNDS? 

, c ~ _. _ : ': _ ;: ~~ED.: . - . 
THAT's cORREcT': 

r. 

tt , 

, , 
I 

I .. I 
. . : ,,..-' ,~ 

- _ ..... ----.--'.--.. --::- ...... - •• --.--.-"':'.---.. -.-... -.-•. ~ ... -.-- .................. - ....... -. r 
--- v. • :-
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RATHER: .. . .. -. 

HAVE YOu~' HAS THIS BANK EVER BEEN DEFRAUDED 
• •• t • •• 

BY COMPUTER? 

REED: 
WE'RE NOT AWARE OF I'T, THE REAL DANGER IN 

.. .' ..... 
ANY FRAUD I S THE FRAUD YOU llEVER D l seOVER.., 

OF tOURS E',' BUT TO THE BEST OF oUR KNOWLEDGE~' 
• • • •••• t •• 

WE HAVE HAD NO COMPUTER FRAUD PROBLEMS TO DATE. 
RATHER':' 

ANYONE TRIED? 

REED: 

To TH~ BEST OF OUR KN6W~EDGE NOr: 

RATHER: 
ROUGH~YI HOW MANY COMPUTER P~OGRAMMERS ARE 

THERE iN THIS COUNTRY? 

PARKER':' 

WELL) VERY ROUGHLY I I 'D SAY~' PROBABLY 
· '. 
ABOUT -- FOUR HUNDRED THOUSAND,. 

RATHER: 
FOUR HUNDRED THOUSAND? 

PARKER: 
'~Ho HAVE THE -- SOf1E KI'Nr, OF PROGRAMMING 
• • •.•. '" <I.. 

'CAPABILITY, OUT OF FOUR HUNDRED THOUSAND --
• • •• t. •••••• •• • .. 

OF THOSE PEOPLE) YOU - YOU KNOW) I -- I 
••• • , •• to. • to. ••• • .0-

COULD GUESS THAT THERE MIGHT BE -- A -- A 

,_.,0, .... _. 0 ___ .. _ ....... t. _____ ....... --.-.. -.--... --.... __ .,, __ .... . 
,;. . ... ,.-.... 

'I 
I 
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PARKER (CONTINUED) 
•• •• • t l •• ~,... • • • • • • • • •• • .. • • 

HUNDRED THOUSAND" WHO WOULD BE -- WHO WOULD . 
t • I. ..' •• t •••••• ,. • •••• 

HAVE THE SKILLS" KNOWLEDGE" AND ACCESS" 
, . 

, " 

fN ORDER TO BE IN THIS POSITION OF TRUST" 
.. . . 

WHERE THEY COULD DO SOMETHING IN SOME 
. ... . " . .. . . ... 
UNDETECTED FASHION SUCCESSFULLY. 

RATHER':' 

WHAT LAW ENFORCEMENT PEOPLE ARE 
,- , 

BEGINNING TO LEARN IS THAT IF YOU HAVE . ,., , 

. . . ..... .. 
A COM~UTER FRAUD" THE OLD "lAYS OF 

CRACKING A cAse CAN BE' USELESS,- TODAY'S 

COMPUTER RECORDS ARE ON MAGNETIC - _ ... --\ 

TAPES.,.EASILY ERASED OR C~ANGED. 

GONE ARE THE BLACK-AND-WHITE WRITTEN 
. . 

RECORDS THAT HELP TRACE A FRAUD. 

IT WORRIES THE U':S',' ATTORNEY IN SAN 

DIEGO" TERRY KNOEPP • 

... ,. 

.. -oil" ', ... .' ...... - .... ,1 ••• ,. :- ::.::: ........ :' ;;~': "~/t:.'·;-::;;t\: .. : 

" 
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RATHER (CONTINUED) 
...... '" . .. ,., .. 

, \'lHAT IS THE POTENTIAL FOR ORGANIZED MAFIA 

TYPE CRIME) TO BE INVOLVED'IN THEFT BY 

COMPUTER? 

KNOEPP':' 
NELL~" I DON 'T KNOW~' FOR A FAcT': r~Y 

. ., ,. .' '., .... . 

, 
- '" ! 

GUESS I S THAT ANYTIME YOU HAVE LARGE M10UNTS 
.. . 

OF MONEY INVOLVED) LARGE AMOUNTS OF CASH J 

-. 
THAT CAN BE TRANSFERRED \HTHOUT ANY 
. . .' . , .. 

SORT OF AUDIT OR TRACING) YOU'RE GOING 

. TO GET ORGAN I ZED CR I ME I NTERESTED IN 
'.' . .. " .. .. 

THAT AREA. THIS IS TRUE HEREJ AS IT IS 
~. . . 

IN GAMBLING OR ANYTHING ELSE. WE HAVE . . 
THE SAME ELEMENTS. AND I THINK THAT 

THAT'S CERTAI'NLY A POTENTIAL~' YES.' 

... 
I- , . . ' 

, . -_.-,--."-'" .. _-_ .... ,._, .... .'''' . .. ,' ., ..... 'T 
:" t .r 

#. \ I ' 

• 
"" 
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RATHER':' .. 

I DON'T wA~iT TO BE 'PRESU~lPTUOUS~' BUT MY 
• , • •• ,. • • I • • ~_.. ..' ....... • .. • 

EXPERIENCE AS A REPORTER TELLS ME THE 

. TRANSLATi'ON OF THAT l's.I THAT l'T I S SOMETH I NG 
YOU'RE WORRIED ABouT? 

KNOEPP: 
YES. 

RATHER'!' 

AGAr'N, DONN PARKER. t'lE ASKED WHETHER SOMEONE 

WITH THE 5K'1 U':S OF A JERRY SCHNEIDER COULD 

CRACK A SANK TODAY? 

PARKER':' 

YES~' BUT r 'couLD ALSO SAY THAT OF -- OF 
.. .. . .. .... 

A LARGE NUMBER OF PEOPLE. 

RATHER':' 

How LONG DO YOU THI'NK IT WOULD TAKE HIM? 

PARKER':' 

-~ You CAN'T ANSWER THAT BECAUSE~' TODAY HE 
I • •• •• ..... • , ... 

. COULD FIND A BANK) THAT WOUrJD BE -- AS -- AS 

VULNERABLE AS A CHILD'S PIGGY BANK. OR .. '.' '.,'.... . . 
HE COULD GO UP AGAI NS.T A BANK THAT WOULD BE 

A FORT KNox'" 
RATHEl{: 

JERRY SCHNEIDER) HOW DO I KNow THAT YOU'VE 

GONE STRAiGHT? 

.. .• 

-

, l 

. . -------... .. ._ . .,. ..... . ....... ":.. '--:.,-- ........ _ ............... ... _------- .... -' -~:-.. ...., ... ....... .. ,--T-
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SCHNEIDER: 

RATHER: 
How. cOULD IDETERMI'NE THAT? . ., 

SCHNEIDER: 

Sf xx. 
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2 

3 

4 MR. I~EGNER' ()IJr next witness will be Mr. Barry 

5 Deutsch, the Vice President of Provident National Bank. 

6 Mr. D~utsch, please. 

7 Counsel, will you s~ear in ~r. Deutsch? 

8 (Witness sworn.) 

9 

10 

1 ! 

12 

13 

14 

15 

16 

17 

18 

19 

,. 20 

21 

22 

23 

24 

25 
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TESTIMONY OF BARRY I. DEUTSCH, VICE PRESIDENT, 

DIRECTOR OF MARKETING, PROVIDENT NATIONAL BANK, 

PHILADELPHIA, PENNSYLVANIA. 

CHAIRMAN ATWATER: Mr. Deutsch, we are very happy 

to have you here, and we would be happy if you would give 

6 your ten-~inute presentation prior to the questions. 

7 MR. DEUTSCH: Thank you, Mr. Chairman. 

8 Mr. Chairman, ladies and gentlemen, my name is 

9 Barry Deutsch. I a~ Vice President and Director of Marketing 

10 of the Provident National Bank in Philadelphia, Pennsylvania. 

II I might also say, before I begin, that I am 

12 a director and member of the Executive Committee of the 

13 Bank Marketing Associatlo~. I m~ke that point only beeause 

14 in my preoared testimony, in my written testimony, IJve made 

15 reference to a certain study which w~s oerformed under the 

16 

J7 

18 

19 

20 

21 

22 

23 

24 

25 

soonsorship of the Bank ~arketin~ Association, and I have been 

asked to inform the Committee that this reference. was not 

meant to align them with ~y position. 

IJ~ not here as a spokesman for the Bank Marketing 

Association, merely for the Provident National Bank and fo~ 

~yself as an individual. 

I might start by Just saying that my first 

experience with the question of bank privacy arose 15 years 

ago when I was workIng a a teller in a branch of the First 

Pennsylvania Bank in Northeast Philadelphia. 

I ' 

• 
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I had one custo~er who was a regular customer 

2 at ~y particular teller window who was a guard at Holmesburg 

3 Prison. This man was paid by paycheck every other week, and , 

4 every other week he came to the bank with a deposit slip made 

5 in the amount of $125. The amount of the paycheck was always 

6 different and somewhat higher than that. 

7 The standard policy of our bank and the standard 

8 orocedure, I. think, in many banks, was for the teller to 

9 write the amount of the check on the deoosit slio, subtract 

10 the amount of the deposit, and therefore have a record of 

II the amount of cash which 'lIas given the customer. 

12 This particular gentleman invariably said to me 

13 when he handed ~e his check and his deposit slip, DDon't do 

14 your arithmetic on the deposit slip. Give me my receipt 

15 first.1I 

161 was very naive 

17 in those days. His purpose, I later found out, was to conceal 

18 from his wife the gross amount of the paycheck. 

• 19 It apoeared that there was overtime involved and 

20 some other bonus payments being ~ad~ to the priso~ guards, and 

21 all of the extra pay above the $125 that he deposited in the 

22 bank and that ~~ount of cash which he turned over to his wife 

23 was, in his view, his money_ 

24 I raise that as my introductory remark because it is 

25 my belief that consumer concern over privacy Is very often . 
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misinterpreted by those who discuss it. By the way, I 

2 plan to discuss privacy almost entirely in ~y testimony 

3 because I believe In studies -- and studies that r have looked 

4 at lead me to confirm my own belief that the proper 

5 understanding of what peoole mean when they say they are 

6 concerned about privacy Is different than the generally 

7 accepted definitions that are before us, even in the call to 

8 this hearing. 

9 We believe that there is some cause for concern 

10 over access to consumer records that exist in the bank, and 

11 we do understand that the concern is enhanced because of the 

12 fact that information held in electronic equipment is more 

13 easily accessible. 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

It is the policy of our bank that when we receive 

a Bubpoena from a government agency to turn over to them 

records of the bank, we delay comoliance with that subpoena 

until the customer has been notified of our receipt and our 

intention to comply. 

We believe this gives the customer the right to 

seek what9ver legal redress he may have to stop th~ govern~ent 

from accessing those records. 

Genelally speaking, no customer has ever done that. 

Generally speaking, we have always felt better about complying 

with that particular policy. 

That oolicy has been discussed, by the way, with the 

, 
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United States Attorney in our district, anJ appears to be a 

2 reasonably acceptable one e 

3 It~s our belief, and I'm orepared to s~J to 

4 thIs Committee, that such policy, if it were to become 

5 regulation or law as a general practice of all banks, would 

6 probably ease so~e people's concern' over that aspect of the 

7 privacy question.' That is, the govern~ent will know a great 

8 deal more about me. 

9 There are great proble~st I believe, in our 

10 ability to sell electronic funds transfer services. There are 

It great concerns that people have over its marketability,' 

12 People don,'t really believe, that we can control 

13 our error rates and correct them once we make them. People are 

14 concerned in great ~easure over whether we will protect 

15 their control over the ti~ing of ,their payments. That is to 

16 say, their ability to pay a bill, all of it, some of it, or 

17 none of it, on a particular day. 

18 

19 

20 

21 

22 

23 

And finally, people are concerned whether 

they be able, In their own private way, to 

keep their own personal records of what is put in and what is 

taken out of their bank accounts. 

It is my firm belief that until the banking industry 

and those of us who practice ~arketing within the banking 

24 industry -- a disadvantaged minority, I might add '-- until we 

25 are able to 'convince our operations people to solve those 
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problems so that we will have a ~ore ~arketable set of 

2 products to offer to the public, 

3 the question of privacy will remain moot. 

4 PACE I was a study conducted by the Bank Marketing 

5 Association published in 1973, and when it arrived on our 

6 desks it did not carry good neWS for the marketing profession. 

7 PACE I revealed very low concept favorability 

8 and very low expressed willingness to use automatic pay 

9 deposits and automatic bill-paying services. 

10 These stat~d reasons included a great deal of 

II concern over the loss of centrol, as I previously referenced, 

12 and the possibility of erro~ over a statement. And I would 

13 Just like to digress tor a ~inute to define the "right to 

14 deposit my own/want to see it" as a reason for not liking 

15 this particular service. 

16 The question of invasion of privacy was not 

17 even raised In the PACE I study by the respondents to the 

18 panel. 

19 

20 

21 

22 

23 

We did at Provident NRtional Bank qualitative 

res~arch, and I stress that word because we did not nose-count 

in the study done by the Darden Research Corporation of 

Atlanta, Georgia, for us, of the Philadelphia banks market 

perceptions of banks in general~ banks in Philadelphia in 

24 particular, and our bank as an even further particular. 

25 In that study, we included an exploration of 

• 
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consumer reaction to a telephone bank bill-paying service. The 

reaction was strong, the reaction was emotional and the 

reaction was negative. 

But concern over invasion of privacy was not one 

of the reasons for the ne,:}at i ve r~action. " Consumers were 

concerned that they would relinquish control of their funds 

to the bank. Consumers were concerned that they would lose 

the ability to identIfy with their money. Consumers were 

concerned that they would be inserting a third party In 

this case, the bank - into what they perceived to be a private 

relationship they had with companies to whom they address 

their checks. ' . 

One of them went so far as to say to us that 

they enjoyed receiving the bill from the department store 

and reading the perfume ads and that was as oleasurable an 

experi~nce as shopping. And they were afraid that the bank 

would disrupt that relationship because they would not 

receive the traditional stuffed enveloped. 

Again, I stress it was a qualitative study, arid 

certainly I have no statistics to support that. 

In the general portion of the study, when weJre 

not talking about the telephone bank bill-payIng "program, we 

23 discovered some hints -- and that is really what" you do 

24 discover, hints only, when you do this kind d~ rese&rch 

25 that leads us to believe that" there may be an oppb~ite set of 
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feelings to the concern over privacy questions • . 
2 ~e were criticized -- not IIwe ll the Provident, but 

3 "we" the banking industry - for impersonali ty, and we were 

4 urged to get to know more about our customers. 

5 ~e were told that since we know so much about 

6 them anyway, why do we keep asking them more questions when 

7 we want to start a new service. They keep saying to us 

8 "why don"t you find out all you need to know the first time 

9 I co~e to the bank so I can borrow money more easily." 

10 We now believe, and we have in our marketing 

II programs employed this belief, that consumers want a banker 

12 who would know a great deal about them so as to be able to 

13 assist them in their banking needs. 

14 We believe that custo~ers are concerned over a 

15 sense of sterility or impersonality of current banking 

16 services, that they recognize the lack of recognition and 

17 they teel a lack of appreciation; allot which, in our 

18 view, goes against the feeling that they are concerned that 

19 the bank will get to know too much about the~. 

20 

21 

We certainly believe -- and we cert~1nly that 

it ought to be part of reJulations -- that the consumer should 

22 have acc)ss to information stored about him, knowledge of 

23 where it Is being disseminated, and the ability to contest 

24 the ~ccuracy ot that information it he has valid grounds for 

25 that cont~st. We certainly would in our bank, and I certainly 

-



I 
II 

----~- .--~ - ---~-- -----

- M 

63 

think 1n ~ost reasonable banks, would try co make a part of 

2 a service revolving around that ability like part of the 

3 ~arketing approach that we are making to the geneldl public. 

4 We also believe that there will be a continued 

5 existence of the paper-based system. ~e have been selling 

6 direct deposit of payroll accounts in our bank for many, many 

7 years, and we prepare 600 payrolls in the Philadelphia area. 

8 Only about 5 percent of all the paychecks that w~ 

9 now provide are actually deposited directly into the bank. 

10 ThereJs only one piece of inform~tion that we need more than 

II what we now get in order to handle a person~s payroll, in order 

12 to provide direct deposit of payroll, and that is the name. 

13 of the employee's bank. 

14 i'~e have a problem, I might add parenthetically, 

15 in trying to fit that piece of information into an already 

16 cramped computer program, but that certainly is not a problem 

17 for that Commission. 

J8 ~e believe that as long as the oaper-based system 

19 continues to. exist for the reasons I mentioned before, that 

20 if there are people who are concerned with privacy who have 

21 

22 

23 

24 

25 

a .feeling down deep in their hearts that they don~t want 

anybody to know where they bank, that those people continue 

to use the non-EFT alternative •. 

And we belle~~ that as a practical matter the 

industry will be offering the non~EFT alternative for the 

t __ 
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foreseeable future. 

2 Mr. Chairman, I'm not sure that IJve used ten 

3 minutes. I really donJt feel like reading that which IJve 

4 prepared tor the Co~mission to read for themselves. And I 

5 will answer questions if there are any. 

6 

7 

8 
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M~ first experience with th~ issue of privacy arose some 15 
years ago when I was working as a teller for the First Pennsyl"ll's.Id.a 
Bank. One of my regular customers was a guard at Holmesburg Pris()n. 
Every payday he ceme to the bank with his check and deposit slip 
made out for $125. 

Standard procedure calls tor tellers to write the amount of the 
check on the deposit slip and subtract the amount ot the deposit, thus 
showing a record of cash disbursed. My routine with this customer 
was different and unvarying. Every payday he Said, "Give me my 
receipt before you do your arithmetic." His pUX'pose was to conceal 
the gross amount ot his pay from his wife. 

Twelve years later I forgot that lesson. 
At that point I was s~rving ix~ my present capacity, as Director 

of Marketing at Provident National Bank. Our bank has several branches 
which serve the waterfront and, as ,a, result, does a fair amount of 
business with some watertront unions and longshoremen. 

As you are probably aware, 1:he 'shape up' made famous in old 
Marlon Brando movies no longer 9x;Lats. Now a telephone system is 
used to assign men to different jobs. At various times during the 
year bonus payments 8!'e made as f'oi' example for hazardous cargo, 
con tainerized cargo, and the likft It 

We thought it would be a s(')und advertising idea to open our branches 
early on those days and thus make,it more convenient for the men to 
cash their checks and, perhaps, depo$it some of the proceeds With us. 
We decided to make them aware 01.' our desire to be of' service by 
plaCing a taped message on the line which would recite to all the 
callers the facts that our bran(~hes were open and would remind the 
men to bring their bonus checks to us. 

What we didn't count on is that many of them had their wives 
phone in tor the next day's asel/ignment and that many of the wives did 
not know of the bonuses. 

All of this is background to the introduction ot the central theme 
ot this testimony, which' is tb.at consumer concern over privacy is 
otten mis ... interpreted by resefU'chers and consumer advocahs; that when 

it is properly understood it 'Idll bEl clear that it is a marketing 



2. 

problem not e. regulatory one; and, moreover, it is a problem that, for 
a certain segment of the public will never be resolved, thus mandating 
the continuation ot the paper-based p'!11IDent system. 

When privacy diacussiones arise in the EFT contex"t focus is 
generall.y· placed on the fear of the consumer that aome entit:r will 
obtain access to financial records through which other itormation 
about the consumer will be aVailable. I might,'parenthericallYt state 
that the entity usually referred to in this context is the government. 

Even tho published notice for these hearings used as an example 
the possibility ot electronic payment records being used by the 
Internal Revenue Service. 

Yet the basis tor the concern is not that records will be created 
which don' t ~:x1ot but that the relativ'e ease and inherent capability of 
the system to di/isorge such'intormation makes the consumer eV.en more 
vulnerable to incursions than he might otherwise be. 

This point is granted. 
The' policy ot our bank, operating in a paper ... based enviro'nment, 

is to notify the customer of any governmental request for account 
records prior to complying with such a request. Thus, the customer is 
able to seek judicial .raltar trom such an examinat10n of his records 
it he is entitled to ona. 

We ';iould welCome ree,'1llation making our practice standard for the 
ihdustry in either a paper-based or EFT system. 

How'ev~r, r~search that I have reviewed indicates to me that the 
fear tha~ most people have is that their financial secrets will be 
penetrated by someone nearer and dearer to them than the I.R.S. Most 
ot the r~search ! am reterring to'points to the spouse as the dangerous 
party. 

In 1973 the BanK Marketing Association published the first 
definitive study of consumer attitudes towards automatic pay depOSits 
and au'" .Imatic bill paying~ The study was known as ~ACE I and it did 
not bring good news to bank marketers. 

All services examined in the report received only moderate or 
limited ratings tor concept tavorability and tor expressed w:f.llingness 
to use tHe service, it ofte~ed. In that light the examination of the 
negative replies is more instructive than review ot the comments of 
the relatively tew who came out in tavor ot the innovations. 

As it related to direct deposit ot payroll, that study turned up 
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~ negatives in two areas: reasons tor non-use of eXisting payroll deposit 
plans and relative importance of certain perceived disadvantages. 

Appendix "A" to this testimony, with the permission of the S.}Ol.A., 
details the results ot that investigation. 

In the first case 32% ~t the respondents, by far the predominant 
plurality, gave this reason for non-use: Like to deposit my own/want 
to see it. No verbatim touched on privacy. 

In the second instance, 42% ranked the following d,isadvantage 
firsi when ranking disadvantages: Removes my control. 

My theory is that the respondents meant, "It remo'V'ss my control 
over the knowledge or the net amount. 'Under a pay check system, no one 
except the depositor knows that amount but when the pay is deposited 
directly into a financial institution's account, then anyone looking 
at the bank statement can see what the deposit history wa~. 

The stated objection, "I like to deposit my own," does not 
negate my theory because we can hypothesize that what the re~pondant is . 
suying is, HI like to deposit my ovm pay check because theI1 I can 
pocket that amount which my wife does not know about." 

In the bill paying ca,tegory, the detail of which is appended, 
the negatives are again instructive. Here, however, we do come across 
,the words: Too many people know my business. However, these 
concerns over privacy were the second least popnlar disadvantage 
expressed. 

Only 7% of the respondents ranked that disadvantage as being 
mast important and only 15% mentioned it either first or second. 
Loss of centrol ove~,payment timing was of primsry concern to 38% of 
the sample a~d at least second most important to 48% of the sample. 

Objections that dealt wi'~b concern over errors, on the part of 
either the store or the bank, and those dealt with the desire to 
examine bills before payment were all mentioned more often. 

That was 197;. 
Now ot course some banks have been about the bUsiness of EFT 

a great deal more. PACE II is on the drawing board. When it is 
performed we will add to it an attempt to evaluate consumer reaction 
towards POS services which may shed new light on this problem. 

Last year, our bank did a number of focused group interviews 
covering a wide rangQ of banking questions. Our purpose was to 
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gain insights into consumer thoughts about banks in general with 
specific reterence to determining whether it was possible to differ
entiate anyone bank on the basis ot the manner in which it delivered 
service. 

As an add-on to the survey we explored consumer reaction to 
several potential services that we may offer. 01' interes't to this 
commission was the reactions we received to a "telephone the bank" 
bill paying service. 

Appendix C contains the description of the servic,e which we 
offered the groups. Of all the services explored in this study, 
by the way all of the others were ot a less tee'Anologically oriented' 
nature, this concept met the strongest emotion,'ll response. 

Partioipants did not so~ l)w or why thor might benetit; although 
they did perceive that the bank or the creditors might benet~t through 
sp\,~ed-up of payments. They' did teel that they would relinquish control 
ot their funds to the ba~; that they would lose the ability to 
identify with their money; and that they wOluld be inserting the bank 
into the relationship they had with the companies to whom theY 
addressed checks. 

For those on tighter incomes, there was a threatening uneasiness 
based on their preceived concern over loss ot the ability to decide 

. which bills to paYee.how much to p~y ••• and which might be skipped. 
The last source of considerable concern was that when errors 

occur, the customer would be largely dependent on Ithe bank to 
correct them. Customers did not have confidence that the bank WOUld' 
make the etfort to solve problema satisfactorily. 

At no time in any of the discu8~ions did the question of privacy 
come up; did anyone express concern over bank personnel or records 
obtaining easy knowledge over their personal affairs; or did anyone 
expresA discomfort over sharing their economic lite with the bank. 

In the more general portion of the study we not only &td~not find 
privacy to be an issue, but we found what Illoma might be tempted to 
interpret as 1:Ul OPPOSite set of feelings& 

Banks, w'ere criticized generally for impersonality ••• for not 
getting to know more about the customer and the customer better. 
One participant said, "Everything :they need to know about me they 
already Have .... it they would just refer to it." 

It is, of course, not valid to draw conclusions from non-quant
itative studies such as this o~e. However, there were strong signals. 

'. 
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We were persuaded that developing personalized, cooruinated means of 
delivering service was a key element in a success,ful marketing 
strategy. We w~re persuaded that the customers wanted a banker who 
would know a great deal about them and thus be able to assist them 
and guide them through what they perceive to be a fairly complex 
financial system. 

The overriding theme about the attitudes of the participants 
in our study was their sense of sterility and impersonality of current 
banking services, lack of recognition and guidance, lack of app!'eciation 
of the customer as an individual. Feelings were strong in this area, 
with people saying to us again and again that'they were distressed 
about the p,iecemeal character of their relationships with the bank.' s 
personnel. bank accounts and services. 

Certainly, the consumer should have knowledge of' what inf'ormation 
about him is in the possession of financial institutions and accsss':.to 
that information himself. He should know where it is being disseminate~ 
and he should be able to contest the accuracy of the information in his 
records. 

All of the above is good marketing because the marketpiace wants 
those rights. Yet)1n my vie~it is not the arsa where great s~ress has 
.to be laid in order for EFT, systems to be more marketable. 

We as an industry have not bean terribly successful so far in 
selling our EFT products. 

Our ACH's do not have impressive voiumes; our ATM's are dispensing 
more balEt!;ce information than money; and our POS techniques have been 
most succeseful when they make check cashing ea8ie,&', thus perpetuating 
in some respects the paper-based system. 

The~~ is a long list of what the financial institutions of t.his 
nation must do in order to satisfy the needs of the marketplace. 

We have to demonstrate that we can cope with errors. 
We have to design services which do not force the oonsumer to 

surrender control over the timing of his value transfers. 
~e have to provide bank statementa which give clear, cogent 

and meaningful descriptions ot the transactions so that the consumer 
will have good records of that which is put in and taken out of his 
accounts. 

These are things that we must do ourselves. 

" 
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A1D ot that is basic marketing, determining the needs or wants; 
of the consumer and planning how to meet those needs at a profit. 

Yott will note that I did not include 'privacy' in my laundry 

list ot marlteting's action needs. My theory of what constitutes 
privacy qrnong that set of oonsumers who are concerned about it leads 
me to believe that it is 80ciological issue. It is one which will not 
be respoIlsive to either regulation by you or to selling techniques 

by us. 
The question of a mandatory EFT system most often arises in 

the context of direct deposit ot payroll. There is, however, generaJ,. 
resiatan~e to such a mandatory direct pay deposit service. The 
employee resents and most employers won't even consider it. 

In every presentation that I have made to a possible user, the 
question of handling those employees who require a paycheck is raised 
early in the conversation. In every case we agree to provide,that 
option. 

It may turn out, as the hearing not~ce indicates. that in the 
long run the benefits of direct deposit of payroll through EFT will 
militate against allowing any employees to receive a paycheck. I 
believe that long run to be quite long indeed. 

If that time does arrive then the discretionary spending patterns 
of some men. and women, is, bound to change markedly. 

Un til it do es privacy, as I have defined it,' will be handled by 
shunting those who fear their spouses into the paper-based system. 
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APPENDIX A 

C;; Ji • . TI 

REASONS FOR NON.USE OF EXISTING PAYROLL DEPOSIT PLAN 

Gave these reasons: 

This Peroent of the Respondents 
Whose Employer Offers a Payroll 
Deposit Plan But Who Does Not Use It: 

Like to deposit my own/want to soe it 

Usually cash part of the check 

..L 
32 

13 

7 

10 

Want cash on hand 

Don't want to change banks 

Fear of errors/delay 

Don't have checking account 

Have no reason to use it 

Prefer credit union 

Not convenient 

Just don't like it 

All other 

Don't know/no particular reason 

5 

:3 

12 

1 

1 

5 

9 

Source: ~ h !! study 2! consumer attitudes .9A Automatic :e& deposit, 

Automatic ]!!! paying~ Consolidated statements, Bank Marketing 

ASSOCiation, Chicago, Ill., 1973. 



APPEND~X A-2. 

RELATIVE IMPORTANCE OF CERTAIN DISADVANTAGES OF PAYROLL DEPOSIT PLAN 

Ranked these disadvantages 
as FIRST in importance: 

Removes my control 

Employer might make a mistwte 

Bank might make a mistake 

Other disadvantages 

Ranked these disadvantages 
FIRST or SECOND in 
inpol'tance: 

Removes my control 

Employer might make a mistake 

Bank might m~~e a mistake 

Other disadvantages 

Source: PACE I, OPe cit. 

This percent of the Respondents: 

42. 

18 

9 

7 

54 

56 

31 

10 

• 
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APPENDIX 13 

RELATIVE IMPORTANCE OF CERTAIN DISADVANTAaES OF THE BILL PAYING SERVICE 

This percent of the respondents: 

Ranked 1;;i'l,ese disadvantages 
FIRST in importance: 

Removes my control 

Bank might make a mistake 

Bill might be wrong 

Might not want to pay a bill 

Might not want to pay part ot a bill 

Too many people know my business 

Other disadvantages 

Ranked these disadvantages 
FIRST or SECOND in importance: 

~emoves my control 

Bank might make a mistake 

Bill might be wrong 

Might not want to pay a bill 

Might not want to pay part ot a bill 

Too many people know my business 

Other disadvantages 

Source: PACE It OPe Cit. 

38 

.5 

18 

9 

8 

7 

2 

48 

17 

42 

2.5 

22 

15 

3 
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APPENDIiX C 

THE "TELEPHONE THE BANK" BILL PAYING SERVICE: 

The purpose ot Thd "Telephone the Bank" Bill Paying Service 
is to help reduce the time you spend each month in paying your bills. 
Here's how it works ••• 

1. When you get ready to pay your bills, you call the bank notifying 
the bill paying service department the specific creditors-~stores, 
utilities» insurance companies, and so forth--that you. want paid 
and the exact dollar amount to paid to each. 

2. The bank forwards the p~yments to each of the creditors you have 
authorized to be paid, and deducts the total amount, depending upon 
which account you have selected for this purpose. 

3. You receive a monthly statement showing all bills payed in the 
order in which they were handled. This statement is your proof of 
payment, the same as a cancelled check. 

4. The bank charges you tor this service on the basis of lO¢ for 
each bill paid. 

Source: Sualitatil! Research stuSl ••• a~ Banking Market, prepared 
for: Provident National Bank, Philadelphia, Pennsylvania, 
August, 1975. 
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T.stimoJ.'l)" on Privacy before the National Commission on Electronic 
Funds Transfers b)":Barry I. Deut,ech, Vice President and Director 
of Marketing, Provident National Bank, Philadelphia, Pennsylvania 
October 26, 1976 ••• Executive Summary 

• 

1. 'Consumer concern over privacy is often mis-interpreted by researchers 
and consumer advocates. When properly understood it is clear that 
coping with it is a marketing problem, and quite a difficult one. 

2. Regulation requiring financial institutions to notify customers upon . 
receipt of bona fide requests tor records would have a saiuto~y 
effect on some concerns and should be welcome. 

3. The PACE I study conducted by the Bank Marketing Association revealed 
low concept favorab11ity and expressed willingness to use automatic 
pay deposits and automatic, bill paying. Stated reasons included 
concern over loss of control and possibility 'of error but concern 
over invasion of privacy was almost non-eXistent. 

4. It is the witness' cont~ntion that when the average conSUmer uses 
the word "privacy" he is referring to his desire to maintain some 
secreoy from a spouse. 

5. ~ualitat1ve research done by the witness' bank included,an explor
ation of consumer reaction to a tftelephone the bank" bill paying , 
service. Reaction was strong, emotional and negati·.re but concern 
over invasion ot privacy was not a part of the results. Consumers 
VOiced conc€lrn over· :t'eeling that they would rEllinquish cOlltrol of 
their funds to the bank; that t~ey would lose the ability to 
identify with their money; and that they would be insert~ng the 
bank into the, relationship they had nth the l::oD1panies to whom 
they addressed checks. 

6. In the general portion at the study the bank not only did not find 
privacy to be an issue, but found some indicntion of an opposite 
set of feelings. Banks were criticized for :Lmpersonality and urged 
to get to know more about the customer. 

7. The witness' bank believes that consumers 'wsmt a banker who would 
.-

know a great deaf about them so as to be able to assist them With 



., "~ 

thetr banking needs. Customers are concerned over their sense 
ste;,ility and impersonality of current banking services, lack 
ot recognition, and lack of appreciation. 

8~ The witness believes that the consumer should have access to 
information stored about him, knowledge of where it is being 
dis~eminated, and the ability to contest ,the accuracy of the 
information. 

9. How~ver, notwithstanding paint 8, the witness believes that in 
orde,r for EFT systems to be more successful than they have been 
stress needs to be placed on: 

a. error con~rol 
b. protection at consumer control over timing and 

recall of payments 
c. well-accepted descriptive statements 

10. The witness believes that the continued existence of the paper
based system is indicated by levels of resistance to EFT currently 
app~ent. As long as the paper-based system continues to eXist, 
those who are concerned with privacy, as defined by the witness, 
will continue to use the non-EFT alternative. 

.0 
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CHAIRMAN ATWATER: Thank you very much. You did 

indeed leave two minutes free, and we will use that for 
\ I 

questioning. 

Questions from the Commissionels? 

Mr. Thorndike. 

MR. THORNDIKE: I'm not sure if you were present when 

Mr. Westin was describing the degree of flexibility on control 

which a depositor might have over the use~of information that 

the bank would have concerning his account. 

He was proposing that this coulo be very much to the 

depositor's advantage and that there could be flexibility in a 

completely computerized system t,hat could be useful to him and 

could, perhaps in some sense, represent a bank which was more 

responsive to his needs, a morel friendly and concerned bank, 

which you s~em to feel the depositor would like to have. 

Do you feel that the development of that interest 

and that direction would be valuable to your marketinq efforts 

and would be popular with your customers? 

MR. DEUTSCH: Yes, sir, I do. 

Because it was qualitative research, 

I did not put verbatirns into my testimony, but I would like to , 

read you one. As I said before, this particular study was 

prepareq for us -- and it will take me just a minute to find it. 

It is th~ee consecutive comments about the concept 

of personal bankers. Personal bankers are those people who 

1\ 
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theor~tically know about a customer. We all know that in large 

2 banks the only way they can possibly do that is to readily 

3 acoess electronic records. 

4 "I like the idea as long as he is well versed and a 

5 jack of all trades." 

6 

7 

a 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

That was one comment. 

"I like person-to-person comment, but sometimes it's 

a lot more convenient to pick up the telephone and call them." 

They were afraid that if you assigned them a 

personal banker they would actually. have to come to the bank 

each time, because they would have to discuss each of their 

partil~ular pieces of information each time. . 

And, finally, someone said, "I would certainly like 

to have someone, as long as he only phoned me, because I find 

it a lo't easier to say no over the telephone." 

Now, I believe that the marketplace wants a better 

informed service industry. The marketplace wants the bank to 

be abl.e to say yes or no quickly, whatever the request, and the 

only way we can do it is to store and access information • 

CHAIRMAN ATWATER: Mr. Goldfarb? 

MR. GOLDFARB: I would like to ask a non-privacy 

related question, if I may. It involves an issue that, I 

think, is very important to our inquiry. 

If your .bank were to offer debit cards which would 

allow poin1t of sale purchases, would you favor a mechanism 
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which would allow consumers to reverse a debit transaction if 

2 he had valid claims against a sellerof merchandise, something 

3 analogous to the F'air Credit Billing Act protection with 

4 credit cards? 

5 MR. DEUTSCH: Yes, I would. I did not comment on it. 

I did not comment on nearly all of the questions that were 

:suggested for the hearings. But we now have what is called a II ... ., ...... _'.'-'. _._-

6 

stop-payment mechanism \ tt/hich som':l:0~.?~. ano.!-~.er .~~~_.to be perp~t~ated, 

9 , even over our operation I s peoples deatJ. booies, evaT'l i.T'l de.bit transactions:. 

10 CHAIRM]o.~ ATWATER: Are there other questions? : 

11 (No response.) 

12 CHAJ:RMAN ATWATER: We certainly thank you, Mr. Oeutsc , 

13 for appearing before us today and for your thoughtful testimony. 

14 MR. DEUTSCH: Thank you. 

lS 
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~--------------------~-------------• MR. WEGNER: Next we will hear from Mr. Charles Marson~ 
Legal Director of Northern California Civil Liberties Union. 

(Wi tness sworn.) 
CHAIRMAN ATWATER: I would like to welcome you, 

2 Mr. Marson, to the Commission's hearing. 

3 Mr. Marson is a very distinguished activist and 

4 scholar in the field of privacy. Those 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

of yoa who know his background recognize the input that he has 

made to some of the legislation that has evolved on privacy 

issue~. 

So We wo'uld very much welcome your testimony today. 

TESTIMONY OF CHARLES C. MARSON, LEGAL DIRECTOR, 

AMmRICAN CIVIL LIBERTIES, UNION FOUNDATION OF 

NORTHERN CALIFORNIA, INC. 

MR. MARSON: Thank you, Mr. Chairman. 

Mr. Chairman and members, I am the Legal Director of 

the Northern California branch of the American civil Liberties 

Union. As in many things, California is in the frontier of 

the dispute over financial privacy, and particularly, privacy 

in those records held by financial institutions. 

I have been involved directly in the dis?Ute since its 

publ!c inception in 1972. I have briefed and argued to the 

SuprE!rt\e Court the cases that resulted in the upholding of the 

Bank Secrecy Act. I have testified before Congressional 

committees with respect to the amendment or repeal of that Act. 

I have participated'in the licigation in the California 

Supreme Court that ,has arrived at a set of legal rules directly 

contrary to the rules that the federal courts now must enforce. 

• 
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And I have, after some difficulty, successfully particil?ated" 
.... 

2 along with the California Bankers Association, in enacting the 
" 

3 California Right to Financial Privacy Act, an omnibus statute 
" 

4 protecting customers' rights to privacy, which will go into .. , 
5 effect next year and will implicate not every financial 

6 institution and every financial record in California, but the 

7 effect of federal process on those records, as well. 

8 I am pleased to respond to the con~ission's kind 

9 invitation to come to Washington and describe that experience 

10 and those conflicting rules in the confidence that they will 

11 highlight the valued choices that are before the Commission. 

12 The Bank Secrecy Act of 1970. was probably born in 

13 this room. It was a response to increasing te~hnological chang 

14 in banks which had.resulted in th~ circumstance that banks were 

15 no longer making and keeping copies of the front and back of 

16 most peoples' checks for a time suitable to government and the 

17 many uses to which government put checks for the proof of fact 

18 in proceedings of all kinds. 

19 Representative Patman introduced a one"·line bill. 

• 20 It said banks shall keep copies of checks. By the time it had 

• 21 emerged from the Congress, it was 27 or 28 paqes long. It had 

l'" 22 been largely amended by the Treasury Department and the Interna 
.. 

23 Revenue Service who were the two agencies primarily concerned 

24 with it, and it imp'osed a massive scheme of record-keeping and 

25 reporting to the Federal Government. 
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The reporting was pervasive enough. Every dome$tic 

2 cash transaction of more than $10,000 was to be directly 

3 reported to the Federal Government. Every monetary transaption 
It 

over an international border in any form ~f more than $5,000 

5 was to be directly reported to the: Federal Government. ... 

6 But the record-keeping schemes impose2 by the Bank • 

7 Secrecy Act were so pervasive that, for example, the Bank of 

8 America tsstified in court that the cost in the first year alone 

• 9 of complying with it was $394,000. 

10 Basically, the record-keeping scheme of the Bank 
- ----~ ........ 

11 Secrecy Act is that banks must make and keep copies of .the fron 

12 and back of every check that goes through the system, and near1 

13 every other financial document:. in its possession, \qith exceptio s 

14 for repetitive kinds of documents, payroll checks, pension 

15 checks, and the like. This carne to our attention not because 

16 of the Act primarily -- the Act largely, instead of imposing 

17 
. 

rules, vests power to impose rules in the Secretary of the 

18 Treasu~y -- but because the regulations adopted by the 

19 
Sec~etary of the Treasury took that power, that grant of power, 

20 to its limit. The Secretary issued a long list of financial 

21 documents -- checks, mortg~ges, the like -- copies of which had 

22 to be kept, under the Bank Secrecy Act. Most of that list 

23 rel~tes to phy.sical pieces of paper and, therefore, would not 

24 impact the records .-- kinds of records created by electronic 11 

25 funds transfer systems, although one would, because part of the 
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demand was that for two years the Bank Secrecy Act required the 

2 keeping of records sufficient' to reconstruct a demand deposit 

3 account', and still does, and in that sense would impact any EFT 

4 records • 
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It came to our attention because of a small 

newspaper in Marin County published the content of the federal 

regulations, and we got literally hundreds of telephone calls 

complaining about this new big brother surveillance system 

that the Federal Government had initiated. 

In the spring of that year I brought an action in 

Federal Court representing a bank and several bank customers 

and a bank president and was shortly joined by the California 

Bankers Association who assessed, and, I think, quite correctly, 

the mood of its customers to require that it side ~ith the 

customer rather than the government in this dispute. And both 

of us took to the Supreme Court .a case claiming this Act was 

an unconstitutional scheme of invasion of privacy of customers. 

We: had won only part in the District Court; that is, 

the District Court, struck down the requirement of affirmative 

reporting to the Treasury Department 'but upheld in its 

entirety what concerns us here, the system of record-keeping. 

On April Fool's Day of 1974, the United states 

Supreme Cour.t in a 6-to-3 decision, authored by Justice 

Rehnquist, reversed the District Court insofar as it had gr"anted 
I 

relifd to either the banks or the customers and upheld the Bank secretjry 

1/ 

i 

: i 

I 
i I 
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Act in its entirety. In doing so, it took a line typic3.l of 

2 the adjudications of that court in recent years. It was not so 

3 much that t,he sUbstantive claim of the litigants be'fore it was 

4 incorrect --they reserved that claim for a later day. It was 

5 that the litigants did not have standing to pursue it, it was 
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pr~mature, that bank customers had no right to claim that the 

scheme invaded their privacy until such time as the checks 

required to be made and kept by the Bank Secrecy Act were use'd 

in some proceeding against them. 

This provoked three angry dissents from a predictable 

crowd, Justices Douglas, Brennan' and Marshall, who claimed that 

it was a hollow charade to bifurcate, the record-keeping of 

banks from the accessing function of government and to say, 

IlWpit until government accesses those records until you make 

this claim." 

In April of this year, the questions that were left 

open by the Supreme Court in 1974 were closed in a case called 

The United States vs. Miller. A big building in Alabama burned 

The firemen discovered the remains of an enormous still. 

P~osecutors, intent on convicting for tax fraud, filled out a 

subpoena for a Grand Jury which they said was to meet the next 

day -- actually, ~t was not to meet 'for another three w~eks -

t~ok those subpoenas to bank presidents hundreds of miles away 

from where the alle.ged Grand Jury was to meet, served them on 

the bank president with the demand that either they come across 

~~~----------
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with the records and give copies to the agents or they would have 

to appear the next morning before the Grand Jury • 

3 

4 

5 
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• 
The bank presidents, not surprisingly, chose the 

first, and without notifying the customerS;, gave the records to 

the prosecutors. The prosecutors used them for proof of fact 

~o convict those that were operating the illegal still. The 

Fifth Circuit Court Court of Appeals reversed that criminal 

conviction on the ground that this violated the Fourth Amendment 

rights of the defe~dants; that they had a right of privacy in 

those checks and financial documents; that it had been invaded 

not only because of the invalid Grand Jury subpoena, but also 

for lack of notice to the customer and a chance to resist. 

In April of this year the United states Supreme 

Court, by a vote of 7 to 2, reversed that determination and 

held, over the dissents of Justices Brennan and Marshall, who 

would have opted for the contrary California rule, which! 

will explain in a minute, Justice Powell, writing for seven 

members of the Court, held that there is no protectable Fourth 

Amendment interest that a bank customer has in·his checks as 

long as those checks are in the hands of the banki that the 

piece of paper was not a private transaction; that it was a 
• 

negotiable instrument; and that, therefore, the case was 

governed byithe general rule that a party who is implicated in 
'. '-"'-" ~ .. '---"" ..... 

business records in, the hands of a third party has'no standing 

to object to 'their production, rightly or wrongly, in response 



2 

3 

, , 

to legal process, valid or invalid. 

The dissenters were quotin~ cases and lines of 

reasoning that have been developed by us ana others in 
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4 California in the meantime. In 1974 -- in late 1974 the 
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California Supreme Court was faced with the first of the two 

large questions that the California Bankers Asso~~ation had left 

open, and that was whether it was lawful for law enforcement to 

access financial records without any kind of lawful process, 

that is to say, withut a valid subpoena and summons or search 

warrant. The unanimous California Su~~eme Court said the 

answer to that question was no, and suppressed evidence in a 

criminal case which had been gained by the simple expedient of 

a telephone call from a police department to a local branch of 

the United California Bank and receiving by. return mail copies 

o~ checks and statements. 

That left open the qllestion of whether a depositor 

had any defensible inter~st or procedural opportunity to assert 

it, whether there '..ras valis ,legal process-summons, subpoena or 

search warrant. 

Let me put aside the question of search warrant 

because the search warrant is different from all other legal 

pr0cess, implicates the prescreening ,by a neutral and unattache 

ma~istrate, and is executed immediately and is not affected by 

the rules that are proposed. 

But as to subpoenas and as to summonses, the 

.. 
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California Supreme Court said, unless the customer is notified 

2 and unless the customer is given' an opportunity to assert such 

3 rights as he or she mayor may not have, then it is an un~awful 

4 
I 

invasion of privacy for the bank to produce those records even 

5 in response to an otherwise valid summons or subpoena. 

6 That shape of California law ,finally, I think, 

7 reversed the two vetos of legislative enactments that had 

8 preceded that case, and last month Governor Brown signed 

9 California's Right to Financial Privacy Act, a bill which 

10 codifies the principle of notification to a customer' whenever 

11 process seeks his records in the hands of a bank. It codifies 

12 the principle that the customer has time and opportunity to 

13 resist that production. 

14 The bill for three years in a row passed both Houses 

15 of the California Legislature by· overwhelming margins and was 

16 vetoed by Governor Reagan on the claim that it would interfere 

17 with the corporate law enforcement and was vetoed by 

18 Governor Brown in his first year on the same claim', and was 

19 finally signed this year, largely on the strength, I think, of 

20 the fact that the court decisions had already settled the 

21 legal issues involved. 

22 Those experiences relate to financial, records and, 

by and large,. to pieces of paper. EFT records are, obviously, 

24 a little bit diffexent: not so much different, though, that 

2S some or all of these principles may not be immedi'ately 
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incorporated into treatment of EFT records. The California 

Right to Financial Privacy Act, for example, speaks not in terms 

of the form the record takes, but its content, whether it deals 
I 

with financial information and whether it is in the possession of 

S financial institutions. There is no question in my mind that 

6 th~ existing new California statue will affect EFT records, for 

7 eXqmple, in the automated clearing houses that now exist in San 

8 Francisco and Los Angeles. 

9 But by and large, the California J::'ule, influencing 

10 perhaps 10 percent of the market, is this: The government may, 

11 not access financial records without, first, lawful processj 

12 second, notification to the customer of the existence of that 

13 pro:ceSSj and, third, a period of waiting in which the customer 

14 may consult a lawyer and assert such rights as he or she may 

15 have in court. 

16 The federal rule is just to the contrary. Everywher 

17 else except for Maryland, which has passed a similar statute, 

18 everywhere else and in the federal system a bank customer has 

19 no protectib1e Fourth Amendment interest -- that is to say, no 

20 protectib1e privacy interest in bank records in the hands of 

21 his bank. They may be accessed not only with valid process 

22 without notice of the customer, but with invalid process and, 

23 in fact, with no process at all. 

24 
The comparison of those two rules speaks volumes, I 

25 think, to what this Commission ought to recommend to the 

• 
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Congress and to the President 'Idth re13pect to rules governing 

2 aCcess to records generagea by EFT sy'stems • 

3 But EFT systems escalate the privacy values that are 

4 implicit in the controversy over bank checks. In the first 

S place, EFT systems will reflect morIa information than bank 

6 checks do about the lifestyle, financial habits and social 
.' 

7 characteristics of the people who lengage in EFT transactions. 

8 In the s'econd, EFT recc)rds will be largely instantan-

9 
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eous. The government may be able to, find out Whether I 

subscribe to the New Republic sever~l days after I write the 

check and it clears the clearing houses; in an EFT transaction 

it could find out right away. A bigger difference is that it 

could be used as a device for locating people. If I purchased 

my plane ticket in San Francisc:o, I can be met at the plane in 

Washington. 

Third, because the technology of EFT makes this 

larger data base· much more qUJLckly and easily retrievable than 

sorting through millions of p,ieces of paper or millions of 
.... ---.... 

microfiche, it may pass t.hrough the hands of the Federal 
.. ~. ..-.. 

20 Government at some point in t!he financial transaction, and that 

21 

22 

23 

24 

2S 

is of critical importance. ~rhe Federal Reserve, for example, 

turns over millions of checks, hut it wouldb.e technologically 

somewhat difficult to skim information from them. Not true, 

for example, with 4n EFT system. 

But subject to that ~scalation of privacy values of 

• 
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EFT over bank paper, I think that the rules that I have proposed 

2 to' the Privacy Protection Study Commission and the California 

3 law, both by statute and decision, both now reflect 

4 appropriate directions to recommend to the President and the 

5 Congress. At a minimum, the government should be prevented 

6 from accessing the records generated in the private sector by 

7 EFT without compliance with these rules: 

8 First, a data subject's privacy interest in the data 

9 concerning him or her must be recognized by statute. 

10 As I have said, the fede.ral rule is that i't' is not 

11 recognized by the Constitution of the United States. 

12 Second, the data subject's standing to assert his 

13 or her right should be conferred by statute. 

14 
, 

Uni ted States v,s. Hiller says that the data 

15 s~ject has no standing to assert those rights in the absence 

16 of statutes. 

17 Third, access by government to EFT data without 

18 lawful process should be prohibited outright. 

19 Up until a few years ago, it was the common, almost 

20 universal, practice of banks to let government investigators 

21 see bank paper without notice to the customer and without 

22 lawful process, pursuant to a longstanding cooperative 

23 relationship between the' industry and between government which 

24 was, after all, ca~rying out legitimate, respected, 

25 law":enforcement purposes. But the data generated by bank 

-

... 



· 
... 

.. 

2 

3 

79 

checks is sensitive and personal artd ought not to be subject 

to administrative discretion. The data generated by EFT is even 

more sensitive and personal and ought to be affected by the same 

4 rule. 

S Fourth, procedures for access to EFT data, by 

6 

7 

8 

9 

10 

11 

12 

13 

government should be regulated by statute. 

In the years in which we had court decisions but no 

statutes in California, there was chaos in our office in advis

ing customers w'hat their legal rights were; in the banks in 

advising their tellers and their executlves what rules' to 

promulgate, what policies, what procedures to follow. I think 

the endorsement of the California Bankers Association of the 

legislation that just passed i~ all the proof we need that we 

should have clea'rly written, understood rules, promulgated in advance, 
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which are essential to so complex an area. Hundreds of 

thousands of people are involved in protecting the confidential

ity of bank records. Rules written in advance and reflected by 

statute are essential to that effort. 

Fifth, statutory regulations should provide for 

pre-access notice to the data subject • 

It does very little good for the subject of the data 

to have a legal ar.gument to assert against access to the data 

when that access has already occurred. 

Sixth, the data subject should be given by statute 

a reasonable time to assert his or her right before access 

•• 
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occurs. 

Now, if you seriously consider these last two rules, 

in particular, you will hear from law enforcement that they 

will cripple investigative efforts in a number of areas, 

particularly in the investigation of white-collar crime. That 

has been the battleground ort which this battle has been fought 

all along. The Bank Secrecy Act when it went through the' 

Congress in 1970 was ballyhooed by the Nixon Administration and 

the Mitchell Justice Department as one of that year's two big 

strbkes against organized crime. The opposition to the . 

California law carne largely f:t'om the California Department of 

Corporations who said, wrongly, I am convinced, tha.t they 

could not enforce the corporate stock~ security, and stock fraud 

laws without access to many bank accounts without notice to the 

customer and without an opportunity to resist that access. The 

legislature thought it was the other way. The Governor finally 

thought it was the other way. But that is what you will hear 

from law enforcement, and I urge you to scrutinize those claims 

carefully, the claim being that if you give the customer 

notice and time to resist, that law enforcement will be greatly 

hampered. That largely amounts to an argument that a search 

warrant cannot be had because -- remember the difference with 

a s:earch w.arrant -- if there is probable cause, a search 

warrant can be had-ex parte from a juJge without notice to the 

customer. It can be executed immediately without any time to 

.. 
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resist. 

2 By definition, that argument means there is less than 

.. 3 probable cause to search a record. 
" 

4 Frequently, the amount of suspj,cion that leads an 

5 admillistrato'r or an investigator to search a record under these 

6 circumstances is an example of the classic fishil1:/ expedition. 

7 Notice is required to somebody who is the recipient of a federal 

8 search warrant, notwithstanding the same argument in the 

9 criminal context. 

10 I hope that my suggestions for these rUles will be 

11 food for the committee's thought. I would ask, Mr. Chairman, 

12 '~hat my full statemelnt, ''Ihich goes into these rules in 

13 much more detail, be incorporated in the committee's records. 

14 And I would be pleased to answer such oral and 

lS written qUestions as the Commission may have. 
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CHARLES C. MARSON, LEGAI~ DIRECTOR 

AMERICAN CIVIL LIBERTIES UNION FOUNDATION 

OF NORTHERN CALIFORNIA 

Octob~_ 26, 1976 

Washington, D.C. 

MR. CHAIRMAN AND MEMBERS: My name is Charles C. Marson. 

" 

I am the Legal Director of the American Civil Liberties Union 
Foundaticln of Northern California. I appreciate the opportunity 
to appear before you '7'-nd to attempt to relate my experience with 
the law of privacy and financial records to the conte~t of 
electroni,c funds transfer (EFT). 

I briefed and argued the cases which resulted in the 
Supreme Court·s historic decision in 1974 upholding the Bank 
Secrecy Act, and was subsequently involved in litigati~n in the 
California Supreme Court, and legislation in the California 
legislature, both of which achieved an opposite result. I have 
no doubt that the principles and procedures that California 
statutory and decisional law now apply to records of financial 
information in the possession of financial institutions would and 
could be.applied to records generated by EFT systems. Moreover, 
I think they should be. I therefore narrate that experience in 
some detail here, in the hope that the contrast between the 
federal and California law concerning the privacy of financial 
information will highlight the important issues before this 
Commission. 
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In 1970 Congress passed the Bank Secrecy Act. Most of 
the Act's provisions were not. self-executing but depended upon 
regulations to be issued by the Secretary of the Treasury. 
In due. dourse tho~e Regulations were issued and carne to ou~ 
attention in the spring of 1972, shortly before their effective 
date of July 1, 1972. " 

In June of 1972 I filed an action in the District Court 
for the Northern District of California which sought to enjoin 
the Bank Secrecy Act as unconstitutional. r did so on behalf 
of For.tney Stark (then a bank president', now a Congressman) , 
the Security National Bank, 1:he American Civil Liberties union, 
and a· number of bank customel~s directly affected by the Act. 
We charged in that suit that; the Act constituted a massive 
violabion of the First, Fourth, and Fifth Amendment rights of 
banks and bank customers. WEa were shortly joined in court by 
the C~lifornia Bankers Assoclation, an organization representing 
all the state and national bclnks in California, which advanced 
the sarne arguments. I should add parenthetically here that in 
1972, only the California Bankers Association formally oppos'ed 
the Bank Secrecy Act. Now, however, it has been joined by the 
Amerioan Bankers Association, which has taken the positioll before 
the Pldvaoy Protection Study Commission that the Act should be 
repealed. 

The provisions of the Bank Secrecy Act are probably 
familiar to you, and I summarize them only briefly here. The 
Act ilntposes on banks and other financial institutions the twin 
dutie~ of recordkeeping and reporting on an unprecedented scale. 
Under the: Act the Secre'cary of the Treasury is empm'lered to 
determine which financial records require preservation because 
they 1"~~:(1ve a high degree of usefulness in criminal, tax, and 
regli.latot'?{ investigations and proceedings." 12 U.S.C., § 182gb. 

At the time we filed suit the Secretary had taken that mandate 
to its limit by requiring that banks make and keep copies of 

.. , 
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every check, front and back, and nearly every other impo~tant 
financial record in banks' possessio~.!/ The Secretary also 
dictated retention perioda for such records far beyond the 
current practice of many banks. The stated purpose of this 
massive recordkeeping was to preserve the records for inspection 
in connection with "criminal, tax, and regulatory proceedings", 
of all kinds. 

In addition to the recordkeeping requirements, the Act 
also empowered the Secretary to require from banks and financial 
institu~ions the affirmative ~eporting to the government of two 
categories of transactions: domestic transactions in such 
amount as the ~ecretary required, 31 U.S.C., § 1082, and 
transactions involving the transmission of amounts in excess 
of $5,000 into or out of the United States, 31 U.S.C'., §§ 1101-05: 

31 C.F.R., § 103.24. The latter requirement is statutory; the 
former was implemented by the Secretary by requiring reports 
from the institutions of most transactions involving more than 
$10,000 in cash. 31 C.F.R., S 103.22. 

In addition, the Act and Regulations bristled with other 
recordkeeping requirements (such as the identities and social 
security numbers of holders o~ domestic and foreign accounts), 
strict civil and criminal penalties for violation of,t~e Act or 
Regulations, and broadly worded permission for the Secretary to 
make such exemptions from or additions to the Regulations as he 

!/ In between the District Court and the Supreme Court the 
regulations were amended to restrict the requirement of copying 
checks to those drawn for more than $100. 31 C.F.R., § 103.34 
(b) (3) (1973)~ . Th~ Californi~ Bankers Association ~rgued per
suasively in the Supreme Court that this change was a'meaningless 
cosmetic gesture because it cost them far more to sort out the 
checks than to copy them all. 

.'. ' 
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saw fit.V 
The three-judge District Court agreed with us only in 

part; it enjoined the requirement of reporting domestic trans
action~ as a massive invasion of privacy prohibited by the 
Fourth Amendment, but declined to enjoin either the foreign 
reporting requirements or any of the recordkeeping requirements 
of the Act. Stark v. Connally, 347 F.Supp. 124'2 (N.D.Cal. 1972). 
All,sides appealed. 

On April 1, 1974, the United States Supreme Court 
reversed the judgment of the District Court insofar as it had 
enjoined the Act, affirmed the judgment insofar as it upheld 
the Act, and declared generally that the Bank Secrecy Act was 
constitutional, at least as to these plaintiffs. California 
Bankers Association v. Shultz, 416 U.S. 21 (1974). Th~ Court 
divideA six to three; Justice Rehnquist, writing for the 
majori~y, rejected the argument that any interests of the banks 
were invaded and treated the privacy claims of the bank customers 
as premature, holding that: 

Claims of depositors against the compulsion 
by lawful process of bank records involving 
the depositors' o~m transactions must wait 
until such process issues. 

416 U.S. 51-52~ 

The majority of the Court therefore declined to decide whether 
the recordkeeping requiremehtr of the Bank Secrecy Act violate 
the Fourth Amendment rights of bank customers, holding that 
customers have no standing to assert those rights until the 

~ The provisions of the Act, Pub. L. 91-508, 84 Stat. 1114, 
appear in 12 U.S.C., §§ 1829b, 1730d, 1951-59; and 31 U.S.C., 
SS 1051-62, 1081-83, 1101-05, and 1121-22. The regulations 
appear in 31 C.F.R., § 103. The provisions of the Act and 
Regulations are summarized in more detail in California Bankers 
Association v. Shultz, 416 u.s. 21 (1974). 
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records are obtained by government and used against them.lI 
The majority also rejected every attack on the foreign 

and domestic reporting requirements of the Act, holdinq that 
claims of self-incrimination were premature until the evidence 

-

so obtained was actually used against customers, and that the 
requirement of reporting did not amount to an unreasonabl,e search 
or seizure within the meaning of the Fourth Amendment insofar 
as banks were concerned. 416 u.s. at 63. The court declined 
to decide whether bank cu~tomers were the subjects of unlawful 
searche~ and seizures by virtue of the domestic reporting 
requirements. 416 U.S. at 68. 

"Finally, the claims of the ACLU that compulsory record
keeping in effect made its membership available to government 
was held premature until such time as the Government could be 
proved to be seeking the records of its contributions. 416 u.s. 
at 56. 

Justice Powell, joined by Justice Blackmun, filed a 
concurring opinion but cautioned that if the domestic reporting 
requirement involved transactions any smaller than $10,000 in 
cash he would have grave constitutional reservations: 

A significant extension of the regulations '.' 
reporting requirements, however, would pos,e 
substantial and difficult constitutional 
questions for me. In their full reach, the 
reports apparently authorized by the open
ended language of the Act touch upon in.timate 
ar~as of an individual's personal affairs. 
Financial transactions can reveal much about 
a person's activities, associations, and 
beliefs. At some point, governmental intrusion 
upon these areas would implicate legitimate 
expectations of privacy. Moreover, the 
potential for abuse is particularly acute 

3/ The court also held that bank customers had no Fifth 
Amendment right against self-incriminatio,n in records "produced" 
by a third party. 416 U.S. at 55. 

_ i 
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where, as here, the legislative scheme permits 
access to this information without invocation 
of judicial process. In such instances, the 
important responsibility for balancing 
societal and individual interests is left 
to unreviewed executive discretion, rather 
~f~ th~ scrutiny of a neutral magistrate. 

416 U.S. at 78-79. 
Justices Douglas, Brennan, and Marshall all filed 

dis~enting 'opinions. Justice Douglas thought the Act violated 
the Fourth Amendment because of its scope, saying: 

It is, I submit, sheer nonsense to agree 
with the Secretary that all bank records 
of every citizen 'have a hig~gree of 
usefulness in criminal, tax, or regulatory 
investigations or proceedings.' That is 
unadulterated nonsense, unless we are to 
assume that every citizen is a crook l an 
assumption I cannot make. 

416 U.S. at 85 
(emphasis in original). 

" 

Justiee Brennan agreed, but in addition would have held that the 
Act u:b.c«?nstitutionally vested impermissibly broad authority in 
the Secretary of the Treasury. 

Justice Marshall thought the Act and Regulations violated 
all three of the First! Fourth, and Fifth Amendments. Perhaps 
for the Commission's purposes the most telling point made in 
any dissent was by Justice Marshall in attacking the, majori~y's 
view that the bank customers had no standing to assert their 
Fourth Amendment rights until the records were used against them. 
After pointing out that the recordkeeping and reporting require
ments were not separate but part of the same system of govern
mental aocess because many records were examined informally and 
most 6thers without notice to the customer, he said: 

By, accepting the Government's bifurcated 
approach to the recordkeeping requirement 
and the acquisition of the records, the 
majority engages in a hollow charade where
by Fourth Amendment claims are to be labeled 
premature until such time as they can be 
deemed too late. 

416 U.s. at 97. 
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These, however, were dissenting views. The majority of 
the Court managed to uphold the Bank Secrecy Act while avoiding 
the Fourth Amendment and privacy claims of the bank customers 
on the ground that they lacked standing to sue until such time 
as they could demonstrate the use of such records against them. 
Whether they would have standing in such a case was left an " 
open question. 

That question was closed rather dramatically in April of 
ithis year by the Supreme Court's decision in united states v. 
,Miller" u.s. _, 48 L.Ed.2d 71. In Miller the Court of 
Appeals for the Fifth Circuit, in a criminal prosecution, had 
ordered the suppression of evidence gained from bank records. 
Prosecutors had served a defective grand jury subpoena on two 
banks, falsely claiming the grand jury was meeting the ne~t day, 
and had received copies of bank records from the banks. The 
customer was not notified. The records existed under the 
compulsion of the Bank Secrecy Act. 

The Supreme Court overturned that result, holding in a 
seven-to-two decision that the customer "had no protectable 
Fourth Amendment interest in the subpoenaed documents •• :" 
48 L.Ed.2d at 75. Mr. Justice Powell's opinion for the Court 
stated, "We must examine the nature of the particular documents 
sought to be protected in order to determine whether there is a 
legitimate 'expectation of privacy' in their contents." Id.\~t 

78-79. The Court concluded that bank checks are not.private 
papers but are negotiable instruments used in commercial 
transactions; that the customer who communicates information on 
a check to his bank takes the risk that the bank will· ,coI'lUllunicate 
it to others; and that therefore the case was governed by the 
general rule that the subject of business records in the hands 
of a third party has no standing to challenge a, subpoena 
directed to those records. Id. at 76-80. 

Justices Brennan and Marshall dissented, saying they would 
have resolved the question as had the California Supreme Court, 

_t 
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and reiterating their views that the Bank Secrecy Act is 
unconstitutional. Id. at 81-87. 

Justices Brennan and Marshall were relying on developments 
in the California Supreme Court in between California Bankers 
Association v. Shultz and United States v. Miller. The California 
Supreme Court had shortly resolved the two most important questions 
left open by California Bankers Association v. Shultz -- whether 
access to bank' records without lawful process violates the 
customer's privacy, and whether access pursuant to lawful process 
without notice to the customer violates the customerUs privacy. 
Both ~ases were resolved unanimously in favor of the bank 
customer's right to privacy f and bot.h cases establish rules 
plainly applicable to records generated by EFT systems. 

The first was Burrows v. Superior Court, 13 Cal.3d 238 

(1974), a prosecution of a lawyer for misappropriating the funds 
of a client. The alle<]ed crime was proved in part by bank 
records obtained by police by means of a telephone call and 
witho~t any more formal process. Unanimously the California . 
SupreIJIeCourt suppressed the evidence, holding that "any bank 
statements or copies thereof obtained by the sheriff and 
prose9utor without the Qenefit of legal process were acquired as 
the result of an illegal searoh and seizure •••• " Id.'at 245. 

In the course of its opinion the Court in Burrows 
rejected two arguments highly relevant here. The first was that 
the c~stomer had lost any right of privacy by furnishing the 
info%1t\ation to the bank. But the Cour-t said: 

A bank customer's reasonable expectation 
is that, absent compulsion by legal process, 
the matters he reveals to the bank will be 
utiI'ized by the bank only for internal 
banking purposes. 

Id. at 243. 

T~e other argument was that 'there was no search and seizure 
because the bank had voluntarily given t.he records to the 

.. 
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police. The unanimous Court replied: 
It is not the right of privacy of the 
bank but of the petitioner which is at 
issue, and thus it would be untenable to 
conclude that the bank, a neutral entity 
with no significant interest in the matter, 
may validly consent to an invasion of its 
depositors' rights. 

Id. at 245}J 
Burrows established for califo~ia law21 the principle 

that access by law enforceme~t of bank records without lawful 

4/ The principle of Burrows has been applied by a California 
appellate court to teI'ephone toll records, People v. McKunes, 
51 Cal.App.3d 487 (1975); and distinguished where the bank is 
itself a victim of the reported crime. People v. Johnson, 
53 Cal.App.3d 394 (1975). 

" 

5/ California has special protectj.on for privacy in its state 
constitution. In 1972 the voters added to the list of inalien
able rights the right of "privacy." Califor~ia Constituti9n, 
Article I, Section 1. Although this new right has received very 
little judicial interpretation outside of the context of bank 
records, the state Supreme Court has held that the state consti
tutional right to privacy is self-executing, 'can only be overcome 
by the demonstration of a compelling governmental interest, and 
is directed at these specific evils: 

(1) 'government snooping' and the secret 
gathering of personal information; (2) the 
overbr<)ad collection and retention of un
necessary personal information by government 

-and business int.erests: (3) the improper use 
of information properly obtained for a 
specific purpose, for example, the use of 
it for another purpose or the disclosure of 
it to some third party; and (4) the lack of 

. a reasonable check .on the accuracy of existing 
records. 

White v. Davis, 13 Cal.3d 757, 775 (1975). Such protections are 
perhaps.unique in state law but are very similar to the principles 
of the Privacy Act of 1974. 
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process is an unlawful search and seizure, but it did not 
measure t.he right to privacy ag2linst lawful process. That 
question was resolved in December of 1975 ,in Valley Ba11k of 
Nevad~ v. Superior Court, lS Cal.3d 652. 

In y!lley Bank the bank had sued customer A on a note. 
customer A had claimed collusion between the bank and its " 

customer B, and, pursuant to state civil discovery law, com
pelled the attendance of the. bank president at a deposition and 
comma~ded him to bring along the bank records of customer B. 
In an unusual move (perhaps because customer B was the Teamsters 
Union), the bank resisted. A hearing was held at which 
customer A and the bank were represented but customer B was not. 
The t~ial court ordered production of the records but the state 
Supre~e Court unanimously overturned that order, holding that 
the right of privacy required that 

the bank must first take reasonable steps 
to locate the customer, inform him of the 
discovery proceedings, and provide him a 
reasonable opportunity to interpose ob
jections and seek appropriate protective 
orders. 

15 Cal.3d at 654. 
The most recent California development is that the 

Legislature has passed, and the Gover'nor ha~; signed, a statute 
which will go into effect at the first of next year entitled 
the California Right to Financial Privacy Act. That Act, 
subject to only a few exceptions, outlaws access by government 
to financial records without legal process, requires notice to 
the customer of that process, and requires a waiting period 
before access is permitted in which the customer may go to 
court to contest the process. 

Both the federal and California rules developed in the 
context of access to bank records are directly applicable, in 
theory at least, to records of EFT transactions. The federal 
rule is premised on the notion that the holder of the records, 

'i3fK 

. .. 



,. 

.. 

• 

~------------------------------------------------------............ ------------~~ ~:~~ 1 ~ ......... ---. 
.. g/~ 

- 11 -

rather than the subject of the records, owns them, and that 
therefore the subject has no constitutional right in those 
records to assert. The California rule, both by statute and 
decision, follows the premise that the privacy interest belongs 
to the Cl\stomer, not the record custodian, and that the customer 
must therefore receive notice of attempted access to those 
records and, have a fair opportunity to resist it. Both those 
lines of reasoning are obviously applicable to EFT records1 in 
fact, the new California statute would cover such records even 
as currently written. 

There are, however, differences between today's bank 
records and tomorrow's EFT records. Those differences argue 
for even greater protection of privacy in EFT records. 

" 

The first major difference is that EFT records, assuming 
widespread acceptance of EFT systems, will contain far more 
information than will, say, a check drawn on a bank. ,EFT 
records will show where a particular in~ividual was at a 
particu~ar time, the financial resources of that individual, and 
under some circumstances who he or she was with. If most 
transactions now conducted in cash become transactions conduct~d 
by means of EFT, it will be possible to reconstruct the movements 
and activities of customers in a detail unknown today.' 

The second major difference is that EE'T records will 
provide information almost instantaneously, while substantia,l 
time may Pj~SS before bank records will, yield desired information. 
It is not hard to envision, for example, the interfacing of EFT 

'systems with lists of persons wanted by government for law 
enforcement or other purposes, so that the subject of intere~t 
may be located within minutes of engaging in an EFT 'transaction • 

A third difference of some substance may be that data 
generated by EFT may be much more readable, and therefore more 
accessibl~ than records such as bank checks. It is doubtful, for 
example, that the Federal Reserve System could easily "skim" 
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much useful infor,mation off bank checks that pass 't::hrough its 
hands. The llla.rne practical limitations may not exist for EFT
genera ted da i;a. 

I have p~eviously argued to the Privacy Protection study 
Commission that in order to protect '!::he privacy of the subjects 
of financial recor(~s, any statutory or regulatory scheme must . 
follow at least six basic principles. All six are at least as 
applicable to records of EFT transactions. They are: 

<glm 

Ftrst, cLdata subject's privacy interest in the data 
concerning him~ or her should be recognized by statute '0 The 
Privacy Aot of 1974 accomplishes this purpose with respect to 
individually identifiable data possessed by the federal government. 
Similar statut;ory recognition would be required for EF',l1 data 
possessed by t~he private sector. 

~nd, the data subject's standing to assert his or her 
rights should be conferred by statute. Otherwise the Sup~eme 
Court's Miller decision would probably govern the rna tte:r. 

Third, access by government to EFT data without lawful 
£rocess:shoUld be prohibited outright. until recently, access 
to bank records by government without process was widespread. 
There is no justification for such a cavalier approach to 
customers' privacy. Most segments of the industry now. insist 
on process. 

Fou~th; procedures for access to EFT data by government 
should be regulated by statute. The retroactive, piecemeal 
development of case law~ if in the federal courts it would occur 
at all, is much less desir~ble than rules well known and spelled 
out in advance. 

Fifth, statutory regulation should provide for pre-access 
notice .to the data subject. A right one has no opportunity to 
assert is no right at all. A right the holder of EFT data must 
assert is hardly better; for all but the most favored customers 
the holder will either notify the subject after the fact or not 

• 
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at all. The subject should make his or her own decisions and 
arguments. 

Sixth, the data subject should be giveh byst~tute a 
reasonable time to assert his or her rights befo're access occurs. 
Nearly all legal process (except a search warrant) is issued by 
lawyers and, clerks, flot by judges. The legality of such process 
is not tested in advance. The only way to breathe substance into 
the privacy interest of the subject of EFT data is to give, as 
the California statute does, sufficient time (for example 10 
days) in which a lawyer can be consulted and a motion made • 

. , 
I am pleased to have this opportunity to state my views. 

I will try to answer any questions you may have. 

. ' 
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CHAIRMAN ATWATER' Are there now questions from 
, ... , 

2 the commissioners? • 

3 Mr. Tangney? .. 

4 MR. TANGNEY: Just a point of inquiry. 

~ Did not the Tax Reform Act of 1976 include pro-

6 visions similar to the ones you Just listed to us? 

7 MR. MARSON, It did. They are limited to admini-

8 strative summonses issued by the Internal Revenue Service. 

9 MR. TAN6NEYs But the customer must be notified 

lOot such a summons? 

11 

12 

MR. MARSON: That is what I understood. 

MR. TANGNEY: So there are federal laws now that 

13 put some of the orovisions that you indicated into effect? 

14 MR. MARSON, They do. They are all specialized. 

15 There are even federal laws that go further than that. 

16 esp~clally with respect to tax returns and with respect to 

17 census data and make them not accessible at all, or accessible 

18 incertaln circumstances even more limited than I urge. 

19 MR. TANGNEY' This act specifically goes to 

20 financial institutions and their records? 

21 

22 

23 

24 

25 

MR. MARSON: I t does. 

MR. TANGNEY: Thank you. 

MR. MITCHELL: Mr. Chairman? 

CHAIRMAN ATr4ATER: GovernOI" Mitchell. 

MR. MITCHELL' I had a couple of questions, and I 
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would like to get your comment on them. 

The way EFT seems to be developing, it is going to 

utilize present practices which involve convenience credit. 

You haven't said anything about protection again~t privacy 

exposure on the part of two- and three-party credit card5, 

and they contain a great deal more information about the 

nature of the purchase or the time of the purchase and the 

character of the pu~chase than will ever be found in any 

bank record. I wonder why you ~ren't concerned. 

My second question is that your statement seems to 

'imply that the issue is more acute and serious than it 
11 was in a paper-based system. There, again, I would address 
12 a similar question that I raised earlier: Is there really 

13 a difference in the environment today by virtue df EFT, 

14 since EFT has provided aCgessibility to transactions for at 

15 least a decade in most financial institutions? 

And is it true that the document that is unearthed 

1- is a document that has to be pulled out by considerable labor? -, 
1a The information is ~vailable in the kinds of systems that 

we have. 
19 

20 

21 

22 

23 

24 

25 

MR. MARSON: Mr. Mitchell, the reason that I have 

not mentioned credit cards is that my focus has 'been on 

access by government and largely, the rules of the Bank 

Secrecy Act. The regulations promulgated under the Bank 

Secrecy Act in their first draft 

..., 
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fprm.included the records of credit card systems. But, by 

polItical discussion - these details are unknown to me 

3 the Secretary amended out that application when the regula-

4 tlons went, finally, into effect. 

5 Now. it is entirely true that credit card 

6 l~formation contains much the same kind of infor~atlon that 

7 1 assert here is very sensitive and orivate in the context of 

8 EFT. The Privacy Protection Commission v as you know. is ~ 

9 cqnsidsring extending the principles of that act to credit 

JO card systems. And, as a matter of fact, at least American 
.. 

II Express and those systems based in California, to my knowledge, 

12 and perhaps some others not to my knowle.dge, have already 

13 voluntarily adopted the policies I urge here for credit card 

14 system~e 

15 Now, there 1s some difference in dynamics. A 

16 consumer wants credit information available so that credit can 

17 be extended. The consumer is not .particularly desirous of 

18 IRS subpoena power. So there is that difference. But I do 

19 not see why these rules ought not to ao~ly to credit card 

20 records as well. 

21 

22 

23 

24 

In answer to your second question as to whether a 

paper-based system and a computer-based system are really 

different, I. think they are different qualitatively for a 

couple of reasons. It is sometimes asserted -- and I think 

25 It Is in the hearing notice -- that an EFT system would be 

.. 
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2 

more protective of privacy, because anyone ,can access a piece 

of paper, but only a specialist can access EFT data. 

3 The witness twice bafore me said thing-.that It 

4 of cour~e, have no technical background to understand, about 

5 how ev,en that sma 11 er uni verse of specia lists can 1;>e either 

6 trained or corruoted to access that data. But let me put that 

7 aside. 

8 The big difference is that there is more inform~-

9 tion than In the paper-based systems, and it is more easily 

10 retrievable. It 15 a well-known irony that inefficiency of 

II paper-based systems is probably the biggest pr"otector of our 

12 privacy, that the cost ot the retrieval of intormation is 

13 probably the biggest limitation on its wigespread dlssemina-

14 tiona EFT ~nd computers of course, cut directly against 

15 that. And it is certainly true that the more efficient the 

16 intormation acquisition and retrieval system is, the more 

17 critical the privacy concerns b~come. 

18 This was one of the big issues in the 'flay) a few 

19 years ago about the National Data Bank, in which it was widely 

20 pOinted out that, in theory~ it was possible to access 

21 

22 

every record about an individual, from dozens of 

manual tiles spread, perhaps, allover the country. But, as 

23 a practical matter, it was not econo~ical or even ve~y obvious .. 
24 to do. It it was all together in a single place, responsive 

25 to a s1ng1e button in Washington, the dynamics of access ,rs 

.- -'-;'-~ ~ -- ~ r ' 1 "W~ • 1 "!. • .~ , 
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totally different. 

2 And, even if you put aside the problem of the 

3 honesty and reliability and responsibility of the people who 

4 ar. pushing the buttons -- security is not my field. I have 

5 no reason to talk about how to keep a system to comply with 

6 the rules that it has.. My concern is the rules that the 

7 system has. 

8 So I thtnk, certainly, there is a difference in 

9 kind between electro~!c data and ~aper data. There ts more 

JO ot its it is more centralized' it is more easily accessed. 

II And, of course, it has that aura of infall ibili ty that a com-

12 outer printout always has that the handwritten~~cratch in a 

13 manUa tIle .never does. 

CHAIRMAN ATWATER I Ms. Koplow? 14 

15 MS. KOPLOYh Mr. Marson, may I follow up a bit on 

16 the type of questioning I had with Professor Westin and ask 

17 ydu if, with all of the work that you have done on ihe Bank 

18 Secrecy Act, 

19 yo\.! conceive that it is possible for this commission to write 

the kind of laws i:md 20 

21 

22 

23 

24 

25 

would govern consumer access to EFT 

time that 

the consumer would have the use of 

ftlnd transfers? 

MR. MARSON: I personally do. 

---------.--------------------------~-------

regulations that 

services' prior to the 

the electronic 

1 point to the fact 
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that the California legislature has already done so. It has 

done so at the urging of the banking community that is already 

deeply into EFT. '.' 

Seco~d, the rules that I propose are rules that 

5 90vern access to either kind of record. EFT is not a 

6 di tterent record. I t is still the same f inancia 1 information .. _. 

7 that takes place. EFT is ~ manner of collecting and dis-

S seminating that information. ~herea~, before, an anonymous 

9 cash transaction could take place. now an EFT transaction 

10 Will take place. Information that existed but was not 

1J centralized in a retrievable place will then be centralized 

12 in a retrievable place. 

13 You ara not without analogies In the paper-based 

14 system 01' the maintenance of fin~nclal records. It is new 

15 in 'the sense that it Is technologically different .. But, 

16 in the sense that it impacts privacy, you have all the ex-

17 perience you need. I feel, from the paper-based system and 

18 from the disputes over how government and banks and customers 

19 treat that paper, 11' it contains that information, to promul-

20 gate rules for EFT data. 

21 

22 

CHAIRMAN ATWATER' A general question. I noted 

that the initiatives on this front to date have orig1nated~ 

23 apparently, at the state level. 

24 Is there 'any observation you would have con;cerning 

25 the direction in which the commission should address its 
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interests or efforts on this subject? 

MR. MARSONI Yes, Mr. Chairman, there is. 

Bankl~g and financial transactions are~uniquely 

interlocked across the country and, in fact, across the 

world. I donJt favor the,development of separate, state-by

state rules. We faced this problem when the District Court 

in 1972 originally enjoined a portion of the Bank Secrecy 

Act. 

We fought for hours over the geographic and 

~hysical scope of that-injunction. And the Judg~ finally 

threw up his hands and enjoined the system nationwide. We 

could not write an order which would protect privacy in the 

District Court area in California that would interfere, in 

large part, with banking operations all the way to Switzerland. 

These transactions are so interlocked that they 

ought to be governed by federal rules. There is a definite 

trend, in the absence of action by the Congress and by the 

executive branch, to pass those rules at the state level. 

California was the second, Maryland was the first. 

being influential, will not be the lasto 

California, 

In the next few years you will see many more 

state laws like that, sponsored, among others, by the American 

Civil Liberties Union. The trend is clearly for those kinds 

of protections. The drift is clearly for privacy. 

It was only the California Bankers Association in 
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J972 who was willing publicly to assess the mood of its 

customers vis-a-vis its relationship with the government and 

3 side with the tormer. In April of this year, the spokesman 

4 f6r the American Bankers Association testified i~ support bf 

5 the six principles I have espoused here to the Privacy 

6 Protection Study Commission and, in answer to a question from 

7 one of the commissioners, said, "~e think the Bank Secrecy 

8 Act ought to be repealed.~ 

9 It is clearly the trend among industry, as Mre 

JO Deutsch's testimony, for ,one of many examples, indicates, to 

II impose these rules on themselves, even in the absence of 

12 federal statutesw It is not that these rules will not be 

13 imposed~ it is a question at, trom where? 

14 My urging to you is that it be at the. federal 

15 level and that it be uniform and that it adapt itself to a 

16 nationwide banking community. 

J7 

l8 

19 

20 

CHAIRMAN ATWATER: Thank you. 

Are there other questions by the commissioners? 

(No response.) 

CHAIRMAN ATWATER: If not, we would like to thank 

21 you vety much, Mr. Marson, tor your thoughtful testi~ony. 

22 

23 

24 

25 
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CHAIRMAN WIDNALL: The next witness is Carol 

Greenwald, Commissioner of Banks in Massachusetts. 

(Wi tness sworn.) 

TESTIMONY OF CAROL GREENi'~ALD, CqMMISSIONER OF 

BANKS, MASSACHUSETTS. 

MS. GREENWALDI I thank the commission.for this 

4 invitation to speak before you today. 

5 The main thrust of my remarks is that, although 

• 

6 privacy has been taken to be the main consumer issue in EFTS, 

7 and although I think it is imoortant, I believe that the main 

8 consumer issue in this, as in other banking developments, is 

9 th~ preservation, or even the promotion, of competition in the 

10 provision ot services. And that should be the main concern 

II of this commission, to insure that developments unfold in 

!2 a pro-competitive manner. 

13 I believe that is most likely to happen if we rely 

14 most heavily on the market rather than on bank regulatory 

15 agencies to direct EFTS development and that develop~ent of 

16 the EFTS be monitored by a national commission similar to 

17 this commission which would oversee what developments did take 

18 place and it there were any troublesome consumer abuse~ and 

19 then make recommendations from actual fact rather than from 

20 

21 

hypothesizing about what may occur in the future, when, in 

fact, we do not haye EFTS right now and that we do not know 

22 it there will be troublesome abuses that the market itself 

23 will not take care ot. 

24 I believe that the main point of public policy 

25 should .be that it sees that consumer ~onvenience "is maximized. 
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Usually, we presume that the marketpiace and competition will 

assure this haopening and that consumer satisfaction wi~l best 

3 be realized by market determinations. And we have jumped to 

4 another. assumption in this case, simply because EFTS involves 

5 banks, and we are s~ used to regulating whatever banks do 

6 that there is the assumption that this has to be regulated 

7 by statute also. 

a I think we should take anbther look at that' 

9 a,sumption. It seems to m2 that EFTS is much more of a 

10 communications device. maybe more similar to the telephone 

II than it is to a new banking service. It is simply a new 

12 delivery of an old banking service. 

13 Consumer convenience has been discussed in several 

14 areas. I would like to focus on a few cf these. 

15 ()ne i~ what would nor~ally be called "location~" 

16 but, because we have tried to fit EFTS into a bariking mode, 

.17 we call the ubranching question." It seems obvious to. me . .that 

18 geographic restraint on EFTS will not enhance performance of 

J9 the EFTS system, and that concerns about consumer convenience 

20 is not why people have talked about constraints on where 

21 these are located. Instead, there has been too much concern 

22 expressed about the impact of EFTS on small banks, its impact 

23 on the McFadden Act, and much less focus on what could best 

24 serve the public or maximize consumer convenience. 

25 It doe.snJt seem likelY that EFTS will' be a major c 
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factor in geograohic market extension beyo~d com~uting areas. 

But it is obvious that within a com~uting area, and if a 

com~uting area goes over branching boundaries, th?t it will 

. affect market shares within that area. But if this comes 

about because of technological c~ange and this technological 

change has some negative impact. on some institutions and a 

beneficial impact on other institutions, I cannot see the 

role of government as preventing th~t from happening. 

The role of govern~ent is not to prevent switching 

because the consumer chooses another product or another 

location. It is to allow the consumer to have maximum choice. 

So, as I see it, the argument over whether terminals are 

branches is, first, an ar~ument among financial institutions 

which is geared to their own insecurities and desires for 

protection trom competition. And it is, second, an argument 

among regulators seeking extensions of their regulatory range. 

It is not an argument about how the public can best be 

served. 

Well, what about small banks' fears that' 

they will b~ driven out by the high cost of EFTS andsophisti

cated technology, and arenJt there other consumer benefits 

that 1 am overlooking, like the benefit of 

preserving small banks? 

I donJt think the costs have indicated in any way 

that they would preclude small bank partiCipation in EFTS. 
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Now. clearly, it would be enormously 

2 expens i ve if every bank has to put up its own terminal and 

3 its own computer system 1n every retail outlet in its market 

4 area. But that is an absurd proposition. No retail store is 

5 going to allow n different terminal for every bank in its 

6 market area. Instead, we are going to have shared hardware 

7 and shared software. 

8 And we hAve thAt right now. The small banks and 

9 medium-sized banks are on computers. Virtually everybody is 

10 on computers right now, but it doesn't m~an every bank has a 

II comouter system. They either use nonb~nk computer processors, 

12 or they use their correspondent bank to do their co~puter 

13 orocessing for them. 

14 EFTS will simoly fit right into that. There will 

15 be a pro rata sharing of costs, which will mnke it Just as 

16 economical t"or a bank, 0 small bank, to be a part ofEFT5 

17 as it is for a small bank to have its bookkeeping done by a 

18 computer, which most small banks do. 50 I think the cost 

19 element has really been a fe~r thAt has been raised in the 

20 minds of small bnnks but, really, without foundAtion. Cer-

21 

22 

23 

24 

25 

tainly, ATMs are less costly than opening branches, less 

costly to maintain, and, therefore, are not a threat to the 

branching possibilities of the small banks. 

There is some ~!sunderstanding, I think~ in 

the difference between 
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mandatory sharin1 of software and another term which [. 

would call "nondiscriminatory Access." Clearly, we want 

nondiscriminatory access. If a large bank is putting up a 

system and. it is allowing other banks into it, then it should 

have to allow other banks into it on a nondiscriminatory' 

~6 basis, once it allows a second bank in. 

7 That is not the same thing as saying that every 

8 terminal must have mandatory sharing of the software in there, 

9 that every terminal must be used by everybody who wants to use 

10 it. ~e have the example of Citibank in New York. 

II There seems to be no reason at all why, if som~ 

12 ban~ wants to try a oroorietary system, it should not be 

13 allov~ed to try it and see if it can market it. ! believe, 

14 in ~he long run, that is )oin9 to be very uneconomic, and 

15 most retailers will not· stand for it, because they would 

16 simoly have to have too many t~rminals. But if somebody can 

17 sel~ it because they have a better service package~ then all 

18 the more power to them, and let everybody else then try to 

19 copy it. 

20 

21 

22 

23 

24 

'[he problem with ~andatory shRring, in the 

beginning -- I believe we have to sort of distinguish the 

short run from the 'lledium run to the long run. In the 

beg~nningt if you start off with mandatory sharing, th~n you 

are going to end up with a softwRre cackAge that meets the 

25 low~st common denominator of what all the banks in the group 
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are willing to pay for. 

2 The smaller banks are going to be less willing to 

3 foot the bill for research Rnd devilopment costs tor 

4 services that-are uneconomic for their scale of operation. 

5 

6 

"/ 

The larger banks aren,'t going to be willing to pay for it all 

if they can't have a monopoly profit out of it. 59 what-you 

will get if everybody ha s to jOin--or, if there is' one 

8 proaram and everybody can Join, then everybodY 15 going to 

9 have pro rata sharing at the very beginning--is 

10 a software packag~ which is not the most 

II innovative, but one which simoly meets the agreement of a 

12 large mass of banks. 

13 So I would urge, not the encouragement of the 

14 m~ndatory sharing in the legislation, but simply nondls-

15 criminatory access, which is a different thing., 

16 Another area of consu~er concern which r think 

17 will be handled by competition is this area of whether EFTS will 

18 take away from the consumer some services, financial 

19 services, that now e~ist' namely, th":! lise of float or delayed 

20 debiting? 

21 

22 

23 

And I don't think that ~s necessarily At all 

what will happen with EFTS. Of course, the banks w0uld like 

that to haopen, but there is another party In this whole 

24 transaction, al1d that is the retRiler. The retaifer is 

25 quite well aware that people will not bUy AS many things if 
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they have to pay for them out of their checking account 

immediately. And, since point-of-sale terminals are going 

to be operated through retail establishments, r believe we 

4 can assume that oressures fro~ the retailers will insist 

5 that there either be a delayed debit card or that the credit 

6 card will have auto~atic debitinJ without any charge. 

7 I think, also, retailers will insist that the 

8 terminals take a variety of cards. Retailers are quite well 

9 aware that, in this cass, the sum of the parts are greater 

10 than the whole. People will buy mAny more things if it is not 

lion ons bill. Having several charge cards with several bills 

12 leads to the kind of purchasing which does not haopen when 

13 it is always going to come back on one bill. And their 

14 pressure and their cooperat~on is absolutely essential for 

15 an EFTS network to be put up in their establishment. And 

16 I tbink we can assu~e that the retailers coincidence of 

17 interest with the consumers will, in this case~ prevail and 

18 that we can rely upon the marketolAce to produc~ ~his desirable 

19 consumer objective. 

20 The issue that has been a~dressed this morning, 

21 

22 

23 

consumer orotection problems, pri~acy, and fraud and theft, 

in general, I think, has been overstated -- not this morning, 

but in many discussions -- that EFTS will magnify this 

• 

.. 

.. 
24 problem beyond what now exi~ts. I think the problems are not very ~ 

much magnified at all by EFTS; 
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First, all financial transactions or virtually all 

financial transactions are on co~puter now. We are in an 

electronic age. Paper exists, but if you want this 'informa

tion, you get it out of a computer printout. This is reflected 

in tha way banks are examined. 

We have gone into EDP examinations, because 

bookkeeping is not done by bookkeepers any~ore. It is nIl 

in computers. 

There are various ways of maintaining privacy 

through an EFTS system. You CAn use various codes; you can 

require telephonic confir~ation of transfers above n certain 

a~ount. And, certainly, as part of re~ulatory examinations, 

the necessnrysateguards would be checked for in EDP examina

tions. 

The idea of a lost debit card or counterteit debit 

card doesn~t seem to me to be a much big~er problem in EFTS 

than lost credit cards are now. 

1 am not saying there are no problems here. I am 

Just saying '1 don't think they are terribly magnified by 

EfTS, and that, if there is a need for changing presBnt 

statutes, it arises out of present bAnk practice, and it is 

not simply created by this new electronic system. 

I was very interested in the last speak~r's 

remarks. r would have thou'1ht that the U. S. bnnks used the 

same standard as British banks~ A historian in a very recent 

- . 
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issu~ of Banker's Monthly says that, I think it WAS the Bank 

of England -- or, no, Lloyd's Bank -- got a request fro~ the 

British government for so~e financial data having to do with 

4 the Governor of India. And the bank wrote back and said, 
'" 5 "The passage of 200 years ~oes not change our stand on 

6 confidentiality. These records are not available to the 

7 government of En:;Jland. 1I 

8 My talks with banks in Boston Indicate that they ,. 
felt that this·was banking practice. If it has been changed by a 

10 recent court decision, I think it is, again, a problem created 

II by the present syste~, that bank records should have the kinds 

12 of protections suggested by the last speaker. But that is not 

13 a situation created by EFTS. It ~xists under the present 

1+ system. 
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1 Well, having outlined what I think should be done 

2 or needs to be done, the question is: who should regulate? 

3 And I would suggest that ba~k regulatory agencies who are 

3 

7 

·3 

normally thought of as the appropriate agencies a~e not 

necessarily so; that EFTS presents broad consumer issues, not 

simple bank regulatory matters. 
,; 

It appears natural at first to turn to the bank 

regulators, first, because you always think of EFTS in terms of 

financial institutions, and secondly, because bank regulatory 

agencies alrea~y exist. They have already started talking 
1 0 
- about EFTS and, therefore, they come forward to eVl3ryone' s mind 

11 where the same kind of structure does not already exist for re-

12 tailers. Otherwise, we might have thought of some retail agency. 

13 The problem with bank regulation and its whole 

14regulatory appraoch is that it has a whole mental set that 

15would control entry into the EFTS field~ It would control the 

16services that could be offered. It would control the location 

,_from which those services could be offered, with most of these -, , , 

lSaspects spelled out in statute, because it would just be fitting 

EFTS into the whole present structure of bank regulation. 
19 

The assumptions behind this are that EFTS has some 
20 

implications for the safety of depositors' funds, and that it 
2~ . .. . . also w~ll negat~vely ~mpact on the cornpet~t~ve structure, 

" --namely, that it will hurt smaller banks by ruinous competition. 

23 

24 

25 
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J, don't 

2 think either of those two assumptions are correct; and that, 

3 furthermore, if we proceed largely from statute on what EFTS 

4 can do in each case, there has got to be a very inflexible system .. 
!) • 

5 that we create; and .that, furthermore, we, will be substituting 

6 regulatory judgment for the judgments of the marketplace on 

competitive matters. And I suggest that we look at the history 
I 

8 of b~nking regulations to see that, in general, banking regula- I 

9 tion has come down on the side of less competition rather than 

10 more competition, and that in some sense we have become captives 

11 of the industry we regulate, or segments of that industry, and 

12 that the consumer's interest gets lost in the advantages of 

13 competition, or that the cries of competition will hurt more 

14 than it will help the consumer usually wins. 

15 There are, of course, other agencies, other federal 

16 agencies that might regulate. The Federal Communications 

17 Commission seems like another likely possibility. They will 

18 have, it appears, regulatory jurisdiction over the system 

19 linking automated cleartng houses, and their opinions or 

20 policies on possible interconnections of local telephone 

21 circuits are also important to the development of EFTS. So 

22 that even if we don't explicitly go into an area of assigning 

23 EFTS to other regulatory agencies, there will "be regulation. 

24 
Bank regulatory agencies will continue to ove~see'whatever the 

.. 
25 

banks do. The FCC will continue to have some jurisdiction 
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over these other areas having to do with telecommunications 

2 lines. 

3 It seems me the best thing that I can recommend to .. 
4 the Commission to recommend to the Congress would be to say that 

5 this is really a broad consumer issue, not simply a banking 

6 issue. It will be turned into a banking issue if it' is turned 

7 over to the bank. regulatory agencies, and that. instead it 

8 should be turned over to a monitoring consumer protection 

9 agency or commission l similar to this one, which would not be a 

10 regulatory body but which would be an investigative body; that 

11 you have a staff that would continue to look into problems as 

12 , ' 

they arose, and that you would then have the right to hold 

13 hearings to look further into any abuses that actually occurred' 

14 as opposed to those that were dreamed to occur or imagined to 

15 occur, including questions of competition. 

16 I am proposing that EFTS will not have a' major 

17 negative impact on small banks. Small banks say it will. I 

18 think. we have plenty of time to see if there is that kind of 

19 negative impact occurring and for you then to report back 

20 whether there needs to be any constraints on competition. 

21 .. There is yet no clear regulatory need in this area, 

~ 
22 and it seems to me, the most appropriate thing is to have an 

23 oversight commission with a longer time mandate than this 
• 

24 ." Commission, one of five or ten years. BecauseEFTS will 

25 develop differently in the medium term than it will in the 
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long berm, someone would need to report back to the Congress on what 

problems have arisen and what legislative needs have been 

created. This, it seems to me, would be better than starting 

out in the beginning with an extensive set of regulations. We 

would allow for maximum flexibility in the field and thus, from 

my pdint of view, it would allow for free entry into the field, 

which I believe would maximize competition and thus best prbmote 

the public interest. 

CHAIRMAN ATWATER: Thank you very much." 

Mr. Green. 

MR. GREEN: Ms. Greenwald, I wO,uld like to pursue 

your comments about the maximization of competition, 

especially as it relates to sharing, and your comments 

abcut all banking institutions sharing at some point the EFT 

system. 

I am just wondering if you in your own mind are 

considering that "this sharing would be done by all depository 

institutions or if you feel there should be different systems 

and different sharing mechanisms for different type depository 

institutions. 

MS. GREENWALD: Well, I think one has to distinguish 

between the hardware and the software. 

The switching facilities are going to be 

~~.---------------------------
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shared, and the clearing house facilities have to be shared. 

Access should be open 
" 

3 not only to non-bank depository institutions but' also to 

non-depository institutions, such as finance companies, which 

5 
• t-

in some parts of the country --:"'~xcept the Northeast--

6 are very important lenders. American Express, which has just 

7 opened a very interesting terminal in Logan Airport, would 

a also have to be offered non-discriminatory access to 

9 clearing and switching facilities. It is not just non-bank 

10 depository institutions, but it seems to me a whole range of 

11 people have to be offered non~discriminatory access into the 

12 major hardware, the clearing houses, the telecommunications 

13 lines, the switching facilities. 

14 Then you get to the software, which is what kind of 

15 services are going to be offered out of this machine. And here 

16 in the short run, I think, you have to allow different 

17 competing institutions to try to develop the best software 

18 package they can. And that means in the short run 'that there 

19 will probably be more than one mechanical device, at a d~part,-

20 ment store or at a supermarket, because the developing insti-

21 .. tution may say, "Well,' anybody can join my software package 

,. 22 system, but I'm not going to at this point put a different 

23 .. software package on my machine." 

" 
24 And I think in the beginning that is good, because 

25 there will be competition in creating that software package. 
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As a number of players enter this game, it is going to become 

2 impossible to have enough machines, and then the retailers will 

3 insist -- in my view, in the long term, the retailers will 

4 insist that those terminals have the capability of handling 

S several software packages. That is not a technological develop-

6 ment that does not exist today. We could do it today; So it 

7 is not something inconceivable to have happen. 

8 MR. GREEN: So I assume that you o.re saying that at the 

9 point of sale at the corner grocery store there is 

10 probably one machine that banks S&Ls, credit , 
( 

11 unions and their. depositors would have ri<]hts to 

12 accoss. Is that right? 

13 MS. GREENWALD: Right. 

14 CHAIRMAN ATWATER: Are there other questions by the 

15 Commission? 

16 Mr. Mitchell? 

17 MR. MITCHELL: I think we should be glad that you 

18 brought our attention back. The protection of consumers does 

19 involve increasingly the range of their competitive alternative , 

20 and I don't find very much in your statement t.hat I disagree 

21 with. But I find it a little weak in showing just exactly how 

22 EFT leads to a more competitive environment. I think you 

23 hope it will, I hope it will, and perhaps all of us do, 

24 with a few exceptions. But just exactly how this takes place 

25 is not entirely clear to me. Since you are Commissioner of . 

.. 

.. 

.. 
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1 Banking in Massachuse"tts, woul~ you project the way in which 

1 competitive alternatives would be enriched by EFT in Massachusetts? 

3 

4 

1 

a 
9 

MS. GREENWALD: Well, in one way, we have what I 

consider a very restrictive branching law in Massachusetts. It 

reads something like: if you are a commercial bank, you can 

branch within your home office county; and if you are a thrift 

institution, you can branch 15 miles from your home office 

which, if it takes you over a county line, is all right. 

Now, the City of Boston is a very small geographic 

area. I guess it's about four or five miles. 'X'he commuting 

10 patterns are much larger than the coun.ty boundary. EFTS 

11 terminals, if they are not restricted to where branches are 

12 placed t would allow suburban bank customers who work in the 

13 City of Boston to have access to their funds both in the 

14 suburbs and at work without maintaining two accounts. That 

would be one way. , . 
-.::I 

, .. 
_Q 

, -_I 

And I truly believe that the monopoly situations, 

if they exist at all in Massachusetts, exist in very small, 

local markets, and that monopoly does not really refer to the 
18 

large banks, the'monopoly refers to the size of the market 
19 in which you happen to be the major or maybe only banking 

20 alte~native. That would be one way. 

21 We are hoping that EFTS will offer you a service 

22 package of convenience that exceeds that which you now have. 

23 Certainly, I find it very convenient 

25 

r 
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to be the Commissioner of Banks and be able to cash my check in 

2 any bank in the state. It would be very nlce' for other people 

3 to have the. same privileges that I do. 

4 (Laughter.) 

5 

6 

7 

a 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

CHAIRMAN ATWATER: I wonder if I might ask a 

question on your observation about non-discriminatory access. 

would. 

You are referring, I presume, to the access 

of institutions to an EFT terminal. 

I would xike you to fill that out, if you 

MS. GREENWALD: Well, I tried to make a ~istinction, 

between mandatory sharing, which I have been opposing in 

Massachusetts, to the other concept of non-discriminatory 

access. I have no opposition to one bank putting up a system 

for itself, if it thinks it can do so. I guess Sears is doing 

that. They are putting up a system simply for the Sears card. 

But if Sears or any bank is to let one other bank in 

into their system, then, following antitrust tradition, it 

seems to me, every other applicant has to be accorded equal 

access on the same grounds. 

Now, this ran into some conflict in Massachusetts, 

and I don't know where the Commission would want to come down 

on it. The banks in Massachusetts were perfectly happy with 

that concept as long as I was talking about depository 

institutions. But they weren't so anxious to have 

n , 

• 

" 
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non-discriminatory access to finance companies, or to American 

2 Express -- or to the Allied stores or some other chain. I 

3 'believe non-discriminatory access means non-discriminatory 

4 

S 

6 

7 

8 

access. 

CHAIRMAN ATWATER: Thank you very much. 

Are there other questions by the Commission? 

(No response.) 

CHAIRMAN ATWATER: I thank you very much for your 

9 provocative testimony. 

10 MS. GREENWALD: Thank you. 

P, 

, , 
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public' policy's main concern wi th l!:l,"rs should bo to ellcure thnt thic new 

method ot Qclivcring finnncinl scrvices develops in a manner that best meets 

the public's ncedu, that it maximizes consumer convenience and minimizes con-

Burner protection problems. Usu<llly we hava a prior asslunption that the fr(~e 

Inftrkat and coml?cti tion ''Ii,ll lead to scrvic~s most:. attuned to ac:hievinc;J COll-

surnal' satisfaction. Only when it ia apparent frnm actual experience that un-

regulated development will cause serious problc~ms docs the government intervene 

wS.th r<:lgulntions. This ClPproach to EFTS has, not beC'n' taken because EFTS h1l5 

been ~een as It banJdng doveloprnent, and ''Ie are so used to regulating all aspects 

of banking Clnd dofining in statutes what banks mayor may not do that there 

scema to have been an immediate assumption the'lt EJ:'TS developmC'lut must be directed 

by atatute. MoreOVer, there has been the 8asumption that EFTS must be fi1:tl'd 

into the st:ructure of present banking regulation, without first determining 

whether this will result in an EFTS system that ,'lill best serve the public, 
maximuln 

Public policy's goals areLconsumer convenience and minilllu.n consumer 

protection problems. Concerns abou t consunlcr convenience have centered on 

three areas: branching or loclltion, sharing and types of ser.vices available, 

Consumer protection problems have baen rnised ahout possible invasion of 

privacy an'~ the opportunj:cies for fraud and theft. 

~~n CDr.nnching) 

,Geographic restraints on EFTS \'lill not onhance performan'ce of an 

EFT systam. 'l'hcy will simply preverlt added cOIll.l?C!ti1:3.on in some markets which 

might bemefi t: fl.·Olll ne"1 services and/or. lO\'Ier prices. Too much concern has 

been, c>:Pl:coscd rcg.:1rding the impclct of EFTS on t:molll bilnl~s and on the question 

of til'? lIl?plic"biH t.y of the ~lcl;>fldc1oll 1\ct, wi th mIJd, loss focus on what will 

Pl:OV~.cJC" tllr: hNlt !wrvic~l!1 to Lllo i'ub11c. ~milll(.),· bnnb:' fcarn that thCl cm;tn 

of keeping PQce \dll bo f:\l'~h th:lt only vary lill:go ,i,1ll'iti. Luticn:; will bq ablq 
lhiB hus 

ttl Dfforrl to offor E!:'T l'l(Jl,"Vi(:C'lJ to tlil.'.i r. c:ur;tl)lhCl,l'S ;Oil:! hiJV~ 1ml Lo d,,~m'1I1tl!.l 

$1 
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that t.here he mandatory sharinCj of En' sy~ terns. 

EFT cloos not seem likely to be a major factor in. geographic t:lm:ket ex-

tension beyond commuting areas. Although . ,\'here cOlllmutit;ly patterns cross brunch

ing bounuill.'ies, EF'r facilities ca~ be Q mnjor factor in gcogrllphic expansion, 

Terminals"and unmllnned facili tics can be a major convenience for e>:isting 

customers and might well cause customers to shift allegiance within a market 

B.rca from a bank \'1ithout EFT services to one offering such services.' It 

is questionable wh~tJle!, a bank customer would shift to a bank located in 

another market lI.rert offering only terminals in the customer's area. 

But if technological change has negative impacts on some institutions 

and beneficial effects on others due to consumerr.:; preferences for the ne\" 

service, it is not government's role to prevent the switching. Public policy's 

concern is to foster consumer ,convenience and choice. The more scope for 

management to locate facilities wherever they feel demand 'justifies, the greater 

the loeational convenience for the public.. This would suggest minimizing 

ragulntory restraints. The cost fllctor[l associnted ''lith facilities such as 

A'r~ls should foster greater cOl'ivcniencain th~ absence of geographic rastra.int:;, 

as machines are cheaper than full branches, and can thUG bring services to 

areas that could not justify a full branch instllllaHon. 

The argument ovel.· whetllar terminals are branches it{ first an argument 

among financial insti tu tions \\'hieh is geared to their insccuri ties and desires 

for protection fron, competition and second, an lI.rg',u-:lont among rcguia tors 

seeking extenr.ions of their regulato~y rilnge. It is not an argument about hovl 

tho public can be~t be served. The rccommendiltion recently of a sub-committee 

of the I~CEF'rS that tcrmi.nals not bo, treated ll!.l branches rocognizes this and 

places priorities in the right ordor. Govcrruncnt's conl3tituency is the public, 

not existing h(ll\};s 01." l:'o'3ulatory "gencic!>. . 

MaBSLWhu!lotts In\'" docs not cln~!Jify terllli n.nls uS brn.nchc!i, but it docs 

routrict t.hC'llI to the bnnk' shomo count:y n.nd ,1()cs' limi t: thn nUlllLcr. t>"n·tllel:1nOr'~ I 

. 
/01r:L 
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MLl.Gsachust'tta l.aw is silon\: about manned f ncili I:ioo. '1'he billo submi ttcd 

1~9t yabr by tho BAnking Del,artrnont and the I:rnde Ilsnoci"tiolln would hava 

removed tho restrictions and extenelod the 6C01)(;) of, tho 1m.... t'le believe the 

sttltute mu's,t COVI!ll" manned as well as unmnllncd fClcilities, without rC<;Jard t~ 

number or location, in'order to facilitate EFTS development. 

But what about small banlts' fears that they will be driven out of the 

market by "free marl~et determinations of terminal locations. Is th(;)ir ansv,cr, 

mandatory sharing, the appropriate or necessary response? 

~hadl1g 

Let's be very clear at the beginning about ':'!hat can b'e sllD .. red. There's 

first the hard",are or terminals, communication lines anel cloaring 'facili tie:s, 

second, the software or programs arid services that \dll be offerrcd. The first 

obviously must be shareol; there is no good eco110111ic reason for requirillg 

shal:ing of the second. In fact, it would seem desirable to promote as I.-.any 

rival software packages at the regional level a~; possible. I·landatory shal:ing 

at thl.S level \'/ould obviously work against this desirable result, 

Small banks argue that high costs and sophisticated technology \-,ill 

enable only the':! largest banks to develop an EFT net'I'ork and that this ..... auld 

give them significant competitive advantages over other banks~ especially 

smaller banks. If banks conclude that it is necessary to their survivill to 

off.er EFT services, are the costs lik(;)ly' to be a prohibitive factor for'smaller 

bankS? It does not appeilr that the costs of E1:'TS nrc a sed ous impcd.i.ment to 

small bnnk survival, While there is no doubt that tile cost of in"stalling bc:mk-

o''''ned tel'll1inals in n11 )~otail outlets in a bclnl~ "D mnl"ket area could be im:nc;n!;le, 

~t i!:; nbsurd to believe tlw.t tho system w.i.ll evolve in this fanhion 'I'ith 

ellch bnnk installi nC) its own 1"OS tOl:ll11,l1.:lls cHi \-,elJ as free stand.i.ng ,\THs C!>r 

CBC.~J·o. '1'ho rctf\ilm: woulcl not l)ut up \-d. eh Buell em ilrrc:IIlYOlllcnt:. Retuilers 

will' .i.n:~h;t \:hi\t one 1'0;' uy~:\:C'm nr:r.v:lcm illl the: 1.>':111)03. No ret.nil(~r is going 

" " 

• 

'!' 
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thQt tho to:r.m!nal in u ~oS system , ... ill aceollunoclata more than one bank card, 

it'will i)c shared facility. While the sanQllet" bank may ' ... 011 face new 

competitors throu9h a P~S system, the smaller bank need participate only in 

those retail outlets j,n the mar'~et area it serves. It docs not scem likely 

that pro rata costs of a POS tel"minal or mini-computer link along with leased 

telephone Hne's needs to be prohibi Hvc. 

Furthermore, since the retailer wants any such system to continue 

accommodating his own cr~dit customers as wall as those us.:i.ng a 'Variety of 

non-retailer. cred! t cards and r;i.nce he will \'lilnt to see a ~os system, that 

also satisfied his intmrnal data needs, it scp-ms likely that the il'idividual 

retailer will share a portion of elC eventual cost w~th tho banks. 

Banks need not have individual bank processing capilbility. 

There are various alternatives including non-bank processors and processing 

by correspondents. Most banks have alrcady developed some such capability 

or arranged for its availability ,for various internal p~rposcs and there is 

no reason to believe its e)~tension to new services should be' p:r;ohibitiveJ.y 

expensive. 
, 

AT~1s will also not present prohibitive costs for small banks. After 

all, these facilities are in part alternatives to branches and far 'less 

expensive than a branch to install and operate. 

The flnal nspect of a system's cost deserving conunent is the interbank 

clearing, switching and processing. Nhile this must be a shared operution, 

elOre is no nced forthc Federal Reserve Sys tem tr:1 bear the cost and, in fact, 

for the Feel to do so ,.,.ould be unde!>irnblc; coots coulel be shnreel through 

automated clc.::u:ing hOlHH,1 associations, major national crCldi t (elcbi t,) card 

issuers ;:mu their llI~mhUUi, or conunun.i.<:ntionf:i comptmics whi<:h establit~h the 

S\I'itch. The conts to the indiviclunl u.:Ink, if allocatcld proratn Oll the basis 

of volume or soma othclr nys r(:10 wi 1] nut be unclu ly blll:clcl'I!HlmG on slOallcjr, b .. nl-w 

which m.lY still .opcrclt(~ tJll:,ouCjh u c:c,r).'onj?CJwlont. 

*1 

lo7f 



Access to Il'ncl shuring U Dwil:ch would ol.lcm cO~l.lntinl und untitrust lUW13 

ohould OnfJl,lre ol)on £lcces!). Sharing of progrDlIuninCJ or soft\\'are docs not seom 

o$sontiD.l, would be antithetical to the public 'interest, and, ag.dn, antitrust 

should cn!'l~rc that local or regional monopoly conoortia arc not formed. 

The Pfoblcnl "lith a sharing arrangement \'lhic.:h provides a local or regional 

monopoly is that it is very likely to iuhibi t innovation. 'l'hosc members \'Ii th . 
'relatively small volum~ , ... ill have little interest in offering services .... 'hidl 

their scale makes tmecon9mic, unless the service can be offCl~cd ,at subsidized 

rates I and they will not wish to PiilY for re!:learch nnd d(:'W010pment costs for 

such servioes or for the sY./'tems' s adaptation to offer sllch services. Lar9cl" 

insHtutio.ns will be unwilling to foot the full bill in ilbsence of tel'Oporary 

oligopoly or monopoly ,profi ts. The .resul t lIluy be a tendency toward a service 

package that represents the broadest possible corn.'uon clenominator of \','hat the 

bank o\·mers wish to offer the public. ' 

Closely related is the administrative diLCiculty of providing decisive 

leade;rship in an organi2ation controlled by n\lme,:ous independent insti tuti01'16 

"Ii th dive;rsa goals and interests. 

Finally, if monopoly sh;aring raises concerns rogal"ding pricing \'Ii t11 the 

r~sul t that pubHc utili ty type price regulation is imposed, this may furth~r 

inh.i.bit il10cntives to innovate. At this point in EFT devolopment~ mandatory 

oharinq of, soft\'.'Clre or programming app~ars to be not in the public interest .. 

Another mnjor dimension of the competitive issue in shu:r.ing is the 

question of 'vIho should have access to an EFTS ilnd on whnt basis. l'lhile separate 

nnd comDct:i.ng sNi tching .:lnu procc::ssil'l'J systems mny develop, both non-bank 

. ~cpooi tory insH tu tions illld non-dopo!);;' tory :i,ns ti tu t.i.ono, likc! finance companies 

anc1 lill:~c ):ctaih'rs I will bc: pClrticipnnl:!:i in m~lr:-> I helpin<) to Ilssure n compc·ti-

t:.i.V(~ Cllvl,)."Onmenl.:. 'l'hcy, too, \-louJ.cl hilVC to ho accortlcd non-diacriminatory nccc~:iS 

to !.\,li tching un1 Tll:nccrwil'lt;] fOlci Ii t.i.(~f;. 

. ~ ,. ~.,..,.. 
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Gr.l\ntin~ rotail.er creditor COIlEllUllCr 10anlJ hall Uc.lun' truc.1i tionulJ.y clu:d<..d 

.::i, on,by non-dopCJs:!.1:ory inotitutiono with no thought 1.:h<:\1.: thoy mlwt be subject 

to bank regulation (us distinct ft'om leglslntion to protoct. consumer.s from 

intarest c,hurg(! ubuseo suc.:h as USU17Y lnws und truth-in-lending.) Ilo\\'ovcr, 

an EFTS would muke feasible the use of a debit und. cash card again!lt "credit 

balnnces" ns well as nguinst deposits. 

Under these ch:cumst,ances some \~ould argue (including I certainly, the 

regulated depository inS1:1 tutions) tJ'Uit non-depository institutions Were 

engaged in banking. 

But if banking statutes were determined to cover retailers, the implications 

for structure could be dramatic. nO\~, after illl, can you restrict a commercial 

bank to a sinC;llc county or state I if Scars Roebuck, operating nation .... 'ide, is, 

a bank? 

Type.s o~ndal Services 

1\ third concern in the area of consumer convenience is that EFTSmuy 

force thc:! public to forego some of the financial sel'vices it already has and 

desires. The-! consumer and retailer do not ,.,.ant n system that \'1i11 reduce sales. 

Any ne\.,. system should not reduce thp availability of credit either by requiring 

instantaneolls debiting (eliminating float nnd/or deferred payment) or by ac-

commodatil1g only a plastic card'issued by the banks. 

The consumer's dc::sire for a sYst.em ... ,hich will not preclude delayed 

payment, can be accon~odnted by machine rcadabl~ credit cards using electronic 

impulses. 'rhe convercion to a debi't card ~o replace the check, ho ... ,ever, rn:i,soa 

potentiill problems by elitninatlllg the abHity of the custornerto employ flOut. 

,This probleln can also be solved, eit .. hor by the bank offllring a dc::luyed debit 

option, or by use of the credi t cUl'd wi th ilU tom<l lic dclilycd debiting ... Ii thou t 

cllllrgc • 
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On tho xet~ilorfll. desiro that tha SYfltC.'Jn ltccomnloduto Cill'ds oLl\tlt' thell) 

thl! bnll}: card, t~oro scorns to ba greator pO~II.d.l>le friction. Banlcs S(lOIl1S to 

desire a univarDnl debit-crcdit card which \.,.ill reduce f1oa~ ilnd give them 

interest ~llIrni119!:l on conswner cradi t. They pe.r.ce.tvc tho l'cto.ilC'rs' o\~n cro<1:i t 
\ 

/o7AJ 

cards in terms of coml'cti tion wi th the bank in granting ct:'edi t. Most rctailm:s, 

however, arc not interested in the credit CIS it relates to interc::>t earning!:l . 
but as it relates to sales and inventory turnover. Thts is a cnse of tho 'parts 

adding up to more than the whole, ,'lith retnilers a\'lare that consumers will 

carry a larger volume of credit in multiple accounts than if all are combined 

in one acco1.tnt. 

Pressures hl'ouCJht by reto:ilcrs in purs\li t of their own interests seem 

sufficient at this time to ElnGurc that the cOI1Gwner's interest ,.,.ill not be 

ignored. Corrlpctition beb/een competing systems for customers in a regional 

area ... /ould appear to be sufficient to ensure that these options desi:Ced by 

the pubJ ic \'d.ll be available. 

Co~gumcr Protection 

COmll.Li\Cr protection relat",s to both the potential for large sca.le fruud 

and theft and the unauthorized use of an individual's access to funds through 

an EFTS. 

The problems of electronic th~ft has been pushed to unrealistic limi t5 

ill numy discussions of EFTS. Nhilo the "transfer!:. can be s\'lift and imporsonal, 

aCCl~5S to enable unauthor:b:ed transfers electronically is.in the hands of a 

lim! tcd n\lmb~r of people. FUl.'thC:l11UOrC, various codes ana requirements fo:c 

aloc1.::I:'o))ic 0),' telephonic confirm.:l.tion of traw,l[crs above cp~!cified amounts can 

,~.:tgnifif.,lantly Limit :if net clim,i.nate C):posure. Insistence on such coO'\:rols 

chould be part of any regulatory c~:runini:l.t.i on of l::I·'TZ fHCili tios. Cc.1rtainly 

fo)." bunk!; this could ea!:il~' enough be £1 tt(:d .tnto prcticnt l::DP cxmnin:1 tiol1::; of 

hanl~u Lllld t.hei): oorv iccl.'s. FOL' non·,dopof:.i. tory ins H lu t.ioTl:1 partl.cipa Hng 

in J~I"Ni, N:nmimltionn by bilnk J:'t!'.)uliltory ltl)(mr:i(H; could nh:o be .r.(~Cj1.l.ired, just 

'I 
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as now tho Matl!luchusotts Banking Depay.tJnont~ ,."cg\\lnrly checks finlltlcc coml)unico 

nnd other cr(!(\:I.t lenders, inclucUug rot.."\ilcr!l, for complianco with truth-in-

II 
lending and usury statutes. 

As to \unauthorj.z~<l use of an individual's account through a lost dcbH: 

card or counterfeit debit cards, this problem does not really seem I\\ore severe 

"'han the present problem with credit cards. 

QuestionlJ of invas.i.on of privnci' have alDo been r.aised by E:F',rS. In an 

EFTS, aCCO\lnt information of a fairly broad character can be accessed remotely. 

If this is accessible only via a plastic cnrd or numerical code known only \;0 

the indiviaual, not even his bank need knO\" it aftar the card ;i,s issued, priv<lcJ' 

would not seem to be compromiDed. Under such an a.rr'angement a merchant delSiring 

data could reques tit electronically, bu t only \·Ii th the customer's card or only 

if the customer punched in the appropriate code. If the retailer is concerned 

about ability to pay and therefore dcsiro\.\s of extensive data (as in large 

transactions such as purchases of automobiles or real ~state), he can request. 

the data. ,·Ii th the customer's consent as he does no\'1 ".Ii thout electrol'lic aids. 

1\nother aspect of privacy of concern to rC'Ju1ators t"clates to collection 

and stor.;\go of data nnd access to it. }\.n EFTS will make it possihle 'to far 

mere easily collect and store data about aliY individual's or company's behavior, 

yis-a-v~ financial transactions than ever before. It is a matter of legitimate 

concern to consider whut sort of such analysis should I.Jc permitted and under 

whAt circum:ltances, to. ,.,hom doea the data belong, and ".,'ho should have accesS 

to it. These would seem to be Upprollrintc I:\atte:cs for fedcrCll leg.i.slative 

.. concern so thnt na tiollal standa.l."ds arc !:let. Then the uppropriate' re9ulntol."Y 

'agencies coule) cXlllninc sy!.>tuma t.o check thut the standaL"dD and necezsilry 

snfeguilrdt,l u,."o being lnuinLaincd. 

/07 · t. 
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Jlaving outlined the arean for government concern in EFTS development, the 

question remains: 'V,ho shall regulate and ho\.,. shall it be done. Is it clenr 

that .bank regulatory cIgencies should be responsible for EFTS regulntion? EF'l' 

presants broad consumer issues, not ffiel'Cly bank regulatory I\\utters. 

The nation that EFTS regulation should be in the hands of bank regulnt:ors 

appears natural at first beCa\lSe the individual is cOIll:lcious of BFTS primntily 

in te1:"ms of its impact on him yis-a-vis his financial insti tution. The as

sumption tliat bank regulators should direct EFTS developmellt also derives fre)m 

the fact thnt there is an existing bank regulatory fr,une\.,.ork and group of 

r8CJulators concerned with the impact of EFTS on the institutions they embr{.\ce, 

a situation that does not apply, for example, to retailors. Third, much if 

not most of the traffic handled by an EFTS, even. one encolTlp.;;,ssing a rctaile)~' t; 

i,nternal needs, will be financial and involve a financial institution. Fourth, 

bank regulators already have established cert,tin rOll tes of access to relevant 

data without the necessit~' of legal procedures to obtain it, as might for 

examp),e, be true if data had to be obtained through the state's attorney general. 

'rhus, based on the natUl.-e of the service involvec;l aTid the institutions affected, 

financial institution regulatory agcncieo seem logicnl candidates for juris

diction over EFTS. 

Dnnking regulation, howover, involvoo a regulatory Cipproach wh;i.ch would 

control entry into the EFTS field (thnt is, who could offer ::;ervices through 

an EFTS), the sorvices that could be off:el:C?, and the location from' \'lhich 

services couid be offered, with most aspccts spelled out in statute. 

is involved in the BF'r systcm would bc s\1bject to these rcstra1nts. 

\'lhoever 

This appro.:tch aSSUlnL'S Uwt an EF'fS could have significnnt ,"ldversc ilTlplicn-

tions both for the safL'ty of (lc:positor.o' funds emel for. the compC'ltitive structure 

of tho 11I.:\r.lwt for fin."lncial fWl-vicCH if left um:uglllul:c:d. In particulur, it. 

nr.rnunUfl tlwt \'lith the implcIOQllt.1.t,ion of illl l'!F'j'f" mlluUt!r cOhunpl,-r.:i.cll b.,nks n(l(:<1 

.. 
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an extcn~ivc !riullcwork to I'1.-o\:ect them from ruinous compt!tition. 

indicClted, neither. of these prospects is hi'.111ly likely_ In ilddiHon, with 

It such reCjulaHon l:"lrocaedillg J.ar9el.y from utCltute as to the surviccs that mi9ht , . 

.. 

be offcrc'\, nil EFTS might not be deveJ.oped with sufficient flexibility to 

moot. over-changing public n(:cds and dcrnilnds. 1\ further problem \'1i til this 

approach to regulation is that; it substi tutcs r.cgulator~r judgment for the 

marketplace on competitive matters and may tend to lessen competitiol1. 'rhe 

history of banking re9ulnt:i.on is cloa1.· evidence of such problems. 

I have argued oarliel.' that it seems desirable ~ to treat EFT fncili tics 

as branches_ Banldng by mail or. by telephone or by credit card Clt 10catiol1S 

away from actuCll ban), fad:!.! tics a);e populelr practices that are flourishing 

today, and EFT syst.oms would simply extend consumer convenience by permitting 

electronic analogs to suc~ transactions. Froln ~is perspective, it seems 

appropriate to characterize EFT systellls as communications facilities px-imarily, 

and banking facilities only incidentally. Thj,s viE:!"" explains the recent 

illtercst in EFT on the part of the ~'lhite House Office of Teleco!1'.municntions 

Policy, indicates the potential rol.e of the FCC, and gives further reason for 

modesty wi tb l:'ego!l);o to the role of bank regul.nl:ory authoritles. The FCC \-iould 

appArently have regulatory jurisdiction over a system linking automated clenring 

houses I and its policies on permissible interconnectionil \'1i th local teleJ?hone eire';' ts 

arc obviously ilnportolnt. Major responsibility for EFT regulation may \"~1l go 

to the state public utility commission and tho FCC especially if regionnl or 

statewide monopoly consortia em~rge. 

If EFTS is vie\'1cd as essentially a ccmmunication system and/or evolves 

,so ao to have monopoly chilractu~'istics, atront) clal,m can bc Il\<lde that its ra-

gulntioll properly b<!loll<J!S with 11 vtnto l S public ut1Hty comml.!>si.on. Such oom

milJDion:: ulrcnd~' cleal with a vadccy of lrulufll:d.etl, their rcyulc"ltion u(fclcl!:; 
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sorvicos purchasod by ifldividualo and VUriOllS industries, and they uro ac-

c:u81:omocl to dealing 't/ith intOy.t;t:.llte £laIc of servl.ces. Judsdiction by the 

state ut.tH tl' commission llnd/or the FCC (which can clllim precedence over state 

agoncicn ~ n case of conflict) implie~ dctm:minatioll by spec.ttllisto in con\l\1un.i.cu-. 
tionu regulation ''lith l.'cgllrd to reasonable rates and tel.'lnS,o adequ(lte sel:vice 

and fnil..' access. Such jurisdicUon would in no \'lay pl.·ecluc1e such bun]. regulil{:ol.'y . 
agoncies from Elxc:rcising c.:ontrol over bank soundness or permi!llJihle powerlJ, 

I think that the attrClct.:i.veness of mandatory sharing of EF'fS would dimlninh 

c:onsidel:Clbly if it were under.stood that this \\'oulll very likely lead to public 

utility regulaHon, to establish miniml\nl standar,J~i of p~r[orltmnce, guaranteed 

Access to all and appropriate or reasonable prices in the a.bsel"lce of compet.i tive 

forcos. 

Jurisdiction could also be placed in the hands of a consumer protection 

~gency. 'l'hese agencies arc not rC:!gulatory bod.ies but rather serv~ Cis wCltc.:hdcJ(js 

or monitors of the public interest. They have investj.gative pO~'lers with 

abiJ.it.y to seek judicial (or legislative) .:lction, but littla if any po\-ler to 

adjudicate or regulate on their own and lack the ready access to records, etc., 

that bank regulators have. This rnny, of COU1~SC, be the best reason for giv.i.ng 

juriudiction to such agencies on the grounds that there is as yet no clear 

picture of regulatory net1d, This would leave EF'I'S regUlation in a status 

similar to that of most merchandise retailers who are not subject to specific 

industry regulntion but who do hava to comply ,·.'i th consumer protection regul.n-

tiono s\1ch as truth-in-l.ending or fnir credit billing. 

'l'his ilpproach would not (leek to set out in advance nn extensive set of 

'restl;'ictions or controls on I~l~'rs but, rnther, would Cl!.ltllblish a system for 

Inonl tod 1\'.1 Ow I~F'l'S £\ nd idontHy in9 areas " .. hero COllf,UmCrlJ w(.!re clbuscd, wi th 

allY sJloci~ic stnt:uter. nnd rcglllntionr. £1cl· .... 11Og from the identific:n'tion of tr.oublc-

flOnIC) nbu!JCH3. 'l'hi Ii ll.pproilch pl.'ovj.clul:l mwd.llluln l:lt~xib.iJ.i t.y in tl field \'Ihil:h, fl:om 

a r.c·Cj\\l .. ,lCll:y pO.lllt ()f vi(.!w L'~ well IlG tndlllologicnlly, ;is now nnd, t:hcrcfor(~, 
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not fully understood in terms of ncc(lecl l:CC,Jul.ltion. It can also rcncl.Hy eu t 

across :l.ndu~try lines and fits as well into Cl frruncwork for re9ulating commercial 

banks nn it docs for retailers 01." othors. !t lessens the risk of rCCjulntion 

bacomi 1\9 n cllpti ve of the indus try or the i ~ldus tri es it regula teB, l.>u t 1."11 tht'r 

readily }teeps in mind thnt its regulutol:Y objective is the publ.l.c interest. 

Finally, it mru<iml:!.en competi tion by all 0\>1). ng cempletely fl"~e entry • 
• 

On the national level, a body like the NCEF'rs coulcl be es tablished or 

this Commission I s life could be ~xt(mdod fOl: a fiva or possibly ten year 

period to mcmi tor EF'l'S developments. Like the preoent COI\Ullission, it "',ould 

hold hearing'S on aro(ls of concern and potential problems and could recommend 

legislation or the need for further regulation if actual problems or abuses 

arose. The Commissi(;>n would set no rcstroint~; on ~h~ ~ould enter the field 
I 

or tht~ locution of retail outlets, but would closcl~' monitor competitj,on and 

performance, espRcinlly price • 
. 

This approach ... ,ould rely Oll the market to resolve <1ny new public policy 

issues not embraced by the e>:isting regulatory franleNork, but under close 

monitoring of developments. I am not proposing the ubscnce of all' regulation. 

What I am suggesting is that two levels of rcgulation tllrcady exist and will 

continue to opel."<1te in this field. Banks nre already re9ulated and their bal1J~ 

re9ulnto~s will continue to rcgulnte what sarviccs they can offer and to 

, monitor their effect on bllnkin9. The FCC llnd !ltatc public utility conuniss.i.(ms 

will hnve regulatory judsdiction over ccrtnin uses of communication lines. 

What I lUll sU9gesting is that the locat:ion, ownership, and services 

available through nn l~rT filCili ty ohould be left entirtlly to the marltetplaee 

to clctermi 1)0" wi th moni toring ot dcvelopments by <l nlltiom.l.l consuITlClr-or!ented 

COllUllission. This nppl."'Iuch .UWlItnN: that 'iln r':f"l'S is ban:i.cnlly a teehnologicnl 

d~Vl!)orltlimt. \ ... h.i.ch C'Ic;il.i.t:':lt:C!3 t.he offcdl1CJ noel utilizilt:ion of finoncial /;01'-

v;'con t:hl'Clu\jh nlildIi I\C!!) or tOl"mlllill.~l. It i\!;:::\I1I1(~$ tlwt thl' illlPilct of. ]':F'T5 \'1.1.11 
'. 

bc: pr\'eltlllli lWlltly }I):o-"(Il1ljwt',j t.i.V<l arll} tlwl: cl\for.c.:rnnc:lIt or LI,a anl".'.i-ll:unt l<llw 

1 

lie 

I 



~~--'~'-'------------------------------~--~------~/~O~7~~~~ 
b~' tile Jus~ic:o l'opllrtlllcllt ,,\'ill on!luro thnt monopoliDtic nrrnngemellta w.f1l not 

bo.tolerated. 

It neod not: be lIsuumed that EI~'rs must, be l.·egl\lnted bcc:nuse it l:'olates to 

banking. This is especially true if the sySt:t'I'il, left unregulated, would 

Qcvelop <:!10ng compctiHvCl lines \1ith r(';!ildily aVcd,labJ,c nlter.natives for access, 

non-Cliscrimillatory pricing, and a wide variety of son'icc options cw,lilable 

to inLltitutions, and, through them, to EFTS cllstomers. 'It would seam more 

li~~t'!lY that this will rc~ult if the market determines t:hc development thnn if 

bank regulatory agencies do. 

What 'I am proposing is that the NCEFTS should not feel obliged by the end 

of its 2-yoi'.\r mandate to produce a lesiDJ.ati ve pildtage to direct by statute 

the developmont of EF'l.'S. In fact, .it would be inappropriute for it to do so. 

Since EPTS doe!') not 1~0\'1 exiot, the Commission ,,/Quld be legislating in the 

dark about potential rather than ac1.:ual problf::nw. This is an unusual procedure. 

LogisllltUl,'C:S usuCllly act only after a problem hi'ls actuaJ.ly occurred; they reilcL 

to the real not the imagined. It ,,,ould be far preferable for the Commission 

to hold hcqrinus about areas of: conC(3rn, exartd.ne these pot(~ntral problc;;'\s Ilnd 

thon with a lC'-Ilger time lO«ndate, monitor developments to SCi'.e if any of these 

anti-consUIl\er concurns rnatcril'lli::e. If they du, then it would be appropriatC' 

for the Comrnission 1.:0 suggest legislation to P):otcct the public interest. 

Hassachusetttl, of courne, need not rely on <'\ natiunnl c,onsumer commission 

on EFTS to monl tor developments. It can and s.hould have its OI'1n public agency 

with consumer representation to \ ... atch developments here and to recolnlllcml neec1~d 

legislation in cas~ probloffis arise. 

... 

.. 

.. 



_------... tr--------------~> ...... ---------------------,J, 

'.' 
107'P 

11 CHAI'RMAN WUJNALL: As we cl<lJse this morning's 

12 meeting, we will adjourn until 1:30 ~his afternoon for lunch. 

13 ! thank all of you for being here and acting as witnesses 

14 and any others who have been here listening very quietly to the 

15 testimony. 

16 (Whereupon, at 12:05 p.m., the hearings adjourned 

Ii' for lunch.) 
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.AFTERNOON SESSION 

1 : 40 p. m. 

CHAIRMAN WIDNALL:· This afternoon we're going to 

hear from a number of wJtnesses, including a panel. 

The first witness scheduled is a man who' I 

hope will forgive m~ it I misoronounce his name, Anthony 

Derezinskl. 

Is tht:lt close? 

MR. OEREZINSKI: Perfect. 

CHAIRMAN WIDNALL: He's a state senator from 

II Michigan, and chairman of the committee that introduced 

12 EFT legislation in that stute. 

13 Now, I wou Id 't ike to turn over Any further 

14 introduction to the chairman of our subcommittee, Vern Atwater. 
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OH tne ss sworn.) 

TESTIMONY OF ANTHONY DEREZINSKI, SENATOR, STATE 

OF MICHIGAN' CHAIRIAAN, SENATE CORPORATION AND 

ECONOMIC DEVELOPMENT COMMrTfEE. 

CHAIRMAN AT~~ATEI~: Please proceed, Mr. Derezinski. 

MR. DEREZINSKI: Thank you, Mr. Atwater. 

7 Mr. Chairman ~nd members of the Commission 9 my 

8 n~me ifo Tony Derezinski, and I'm chairman of the Michigan 

9 state Senate Committee on Corooratlons and Economic 

10 Develonment. 

II The issue of EFTS oresented itself to the 

12 Michigan legislAtur~ about the same tl~e as I did, which was 

13 about two years AgO when I was elected to the state senate 

14 and subsequently was assi?ned to the Committee on Coroorations 

15 and Econo~ic Develooment. 

16 At that time, a bill was about to be introduced 

17 and then was Intr9duced shortly After the legislative sesslon 

18 started called the Electronic ~unds TrAnsfer Facilities 

19 Act, which would hAve addressed ~ nu~ber of issues which 

20 

I 21 

22 

23 

you no doubt have been addressin.] yourselves to over the last 

month, and oarticulArly in th~ heiHings this morning. 

This bill went through the Committee structure 

and was reported to the floor of the Michigan! senate. 

24 Then because of a rather he~lthy amount of money'which was 

25 felt needed in the bill to accomplish the ends desired,. 

I I 
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it '.vas sent to the Appropriations Commi ttee. It 

has resided there since then, ;'lnd for all practical pu:-poses , 

4 the bill will probably die with the end of this legislative 

5 session. 

6 A summary bill was introduced in the Michigan 

7 House of Representatives and has not moved anywhere there. 

8 However, in both H?uses, I suspect early in the 

9 spring ,legislation wi 11 be introduced to aLldress the problem 

10 of electronic transfer funds fro~ a state viewpoint. 

II My concern, however, is not only with the various 

12 substant i ve issues tha t you h,l ve nddre ssed so fa rand tha t 
, 

13 we have addresseLl on the state level. 

14 In addition to that, r come here, you might say, 

15 as a born-again federalist who sees a definite role for 

16 state government in these isslJes. And I'm fearful of 'a lot of 

17 th~ problems whi6h I have been seeinJ in my position as a 

18 state legislator which crops UD in the federal syste~ of 

19 government with an ever-increasing role being played by the 

20 federal government in Arens that traditionally were reserved 

21 to states. 

~2 

23 

24 

This is not the first time I've testified in this 

building. I was here about three ~onths ago test~fying on 

a matter of cable television, where also I saw an intrusion 

25 by the federal government in areas which I thougHt could better 

."~ ...... , 
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'be regulated by the states, and have also voiced concern in 

othor ways concerning othBr intrusions into areAS which were 

3 heretofore sacred to the stf.ite, such as cOOlrnercial transactions 

4 by the passage of, regulations of the Federal Trade Commission 

5 pertaining to the holdef in due course doctrine~ 

6 So I d~finitelY see in this issue, as well as 

7 many others, a role for state govern~ent. EFTS presents a 

8 tremendous new and varied'approach to commercial transactions 

9 in the United States. 

10 Along with itv though, 09 have to realize that the 

II technology itself is neutral; and secondly, that with that 

12 technology there is also great potenti~l for possible abuse. 

13 Computers can facilitate the ?athering. the tetri~val and 

14 storing of information, but any information which fs so stored 

15 can also be subject to a lot of scrutiny by a lot of 

16 individuals, and it also CAn be used for various purposes. 

17 I see first of all a role for state government in 

18 the area of privacy. The invasion of consumers' privacy 

19 could happen, I believe, in two broad categories: the invasion 

20 of consumers' privacy by private parties for commercial 

21 purposes, and I would like to co~mend your attention to an 

22 excellent article in the Uoiversity of Maryland Law Hevie\>/, 

23 Volu,me 35 of 19'7~. Many of the technical issues that: I 

24 

25 

wil.l be raising todn)' are \'Ie~ll covered in, that article. 

It is an excellent law review summary of the legal 

• 
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aspects of this. 

The development of the right of privacy has 

orimarily been taken care of by state courtsi either in 

4 statutes such as a New York statute which was enacted in 

112 

5 1903, protecting th~ right of privacy, or in case law such 

6 as the case of Pavesich v. New England Life Insurance Co~pany, 

7 which was decided in 1905 in the state of Georgia. 

8 There are basically two type~ of inv~sion of 

9 privacy which are handled in the state courts on state 

10 statutes which are involved here. First of all, appropriation t 

II and secondly, intrusion. 

12 By analogy and by further extension of logical 

13 principles which have been developed by state cour~s and 

14 statutes, you can see that there is a certain property 

15 interest in the way a person does his transactions. 

16 For inst~nce, if a person's bank account reflects 

17 a great number of airline ticket purchases, that information 

18 would be very valuable, let~s say, to a luggage mAnufacturer 

19 ~ho would like to get that information and possibly solicit 

20 that person's business for IU:J'J,1"Je. 

21 This is a way the cOfnouters can be used. 

22 

23 

24 

25 

And I think here if you also extend ~ertain 

principles logically which have already been enun6iated, that 

is, the commercial property which cOlJld be appropriated and 

for other uses without the consent of the consu~er. 

. (, 
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Also, if that 'account were viewed as part of the 

person's domain by a logicAl extension of certain principles 

of privacy, I think you could see that· that domain is intruded 

by thflt gathering of information from his account ~nd 

subsequent use ot it. 

I think the basic mechanism, the legal principles 

exist now in statute toward law ought to handle many of 

the problems that are associated with EFTS. And I think here 

also, then, the fact that we have the mechanisms and the tp.r~s 

of various principles of law which have already been developed, 

the states \'Iould have a definite role ,here. 

And I would recomm~nd that this area be handled 

by state legislation to the greatest extent possible. 

Another area of concern that I see regarding privacy 

would be an invasion by governmental a~encies. Again, this 

orobably has been gone over in great extent, but I think here 

the role of the federal government is even as dramatic as the 

role of state governments in terms of having some control 

over our own pass ibi 11 ties by governmen·t in the area of 

orivacy from governmental intrusion. 

~owever, I think the main r~ason and the ~ain role 

that I see for s~ate governments in this area pertains to the 

rights, duties and r-esponsibilities of consu~ers in 

transactions. 

The issues raised in this section are particularly 
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significant, not only in terms of whether EFTS will orovide 

substantial benefits for consumers over the present pRper 

system, but also in terms of consumer ~cceptance, a ~atter of 

4 concern to financial institutions. 

5 I would like tQ touch briefly on some of tbese 

6 areas ahd then talk about how to approach them. 

7 Despite the myriad and obvious advantages EFTS 

·8 offers current financial institutidns, consumers stand to 

9 lose a great deal. 

10 I'm only going to touch on Just two as examples: 

II the abi 11 ty to stop paymen t on chec ks and the loss' of 

12 float. 

13 In terms of consumer orotection, the stop paY~ent 

14 oroblem looms larger. Without this option, consumers are 

15 essentially without a remedy short of extensive and expensive 

16 litigation against ~erchants, lAndlords Rnd others with whom 

17 they do business. 

18 Loss of this right would fundamentally transform 

19 the economic bargaining oower of consumers. It is essential 

20 that ,any legislation rel]uIAtin() Et:T3 preserve this safeo;Juard 

21 for consumers. 

23 

24 

One solution would be to require a depositor's 

b~nk to recredit a previous debit entry, within a specified 

time period, upon notification by the deoositor. 

The loss of float deprives consumers, to a 

.. 
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significant extent, of the ability to control their own 

finances. This is not only a loss of per~onal control, but 

3 also a loss of certAin economic vAlue. 

4 won't dwell on the moral aspects of the floAt, 

5 beca~se like it or not, however, it is part of our'banking 

6 system. 

7 The problem could be solved by the bank'offering 

8 a delayed debit option or by use of the ~redit card with 

9 automatic delayed debiting without charge. Neither of these 

10 solutions is likery to appeal to business and finAncial 

II institutions. 

12 However, for consumers to a ccept -the loss of float, 

13 other equiVAlent benefits should accrue to them. 

14 The cu rrent sys tem a 1 so 0 ffers consumer's an easy 

15 record-keeping mechRnism, both for their own finAn~iAl 

16 planning and for other proc~e~in1s, such as lawsuits t disputes 

17 with the IRS And the like. 

18 

19 

In order to retRin this adVAntAge of record-keeping 

that certain check policies now provide, Any EFTS system 

20 should be mandated to provide some substitute for the 

21 

22 

23 

cancelled check which will be universally recognized as oroof 

of payment and the orovide the consumers with a periodic 

statement of account, so thAt unauthorized debits can be 

24 discovered. 

25 Needless to say, such stAtements should be in a form 

i' 
i 
I' 
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legible to the human eye and understandable to the nonco~puter 

expert. 

I'm sure we hAve' all experienced the frustration 

4 of trying to decipher a computer printout masquerading as an 

5 intelligible statement. None of us would willingly accept 

6 this In lieu of cancelled checks • . 
7 can 0 n I y A dd a 11 ttl e per son a I ex per i e n c e I' ve 

8 had from the view of someone who used to do probate law. 

9 Many banks are now using a computer printout in 

10 ter~s of managing accounts. This may be very well and Jood, 

II but it isn't much more d'ifflcult tl}an the old \'Iay of orepAring 

12 statements of accounts thRt we used to experience. 

13 If you look at the present system, you will find 

14 that the Uniform Commerc nl Code addresses many of these 

15 issues. Fo~ example, stop payment orders are covered in 

16 Section 4-403 of' the code. ContractlJal burdens, other 

17 al1ocation of risk, and 6ther ~echanics of contractual 

18 arrangernents Are all handled by the uec. 

-19 This Code is a matter of stAte law. Standard 

20 contractuAl relationships have traditionally been handled by 

21 the states. Thus, I believe it n;Jpropriate for the, issues 

22 

23 

/24 

25 

raised in this section, issues which essentially deal with 

contractual relationships, should be dealt with at the state 

level. 

Obviously, uniforrnity is "lS desirable here as it is 

\ 

\. 

L __ 

. , 

, !'" 

.. 
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in other areas of commercial law. The' National Conference of 

Com~issioners on Unifor~ L~ws is the Aoprooriate body to work 

3 out the dGt~ils of the necessary le9islation. 

4 The existing Code would hAve to be stretched 

5 considerably in order to accommodate the problems raised by 

6 this new teChnology. Articles 3 and 4 deal with the fact 

7 that people desiring to make pay~ents, or promises to pay, 

8 are looking at, writing Uoon, losing, stealing, signing, 

9 forging, carryin? about, revising, failing to complete, And 

/0 doing business in strange clAces with, and otherwise handlIng 

II pnper ~ paper documents. 

12 The underlying assumption of ~any qf the provisions 

13 of Articles 3 and 4 of tha UCC is thAt the paper document 
• I 

14 is readable by hum8ns without the aid of machines. To bring 

/5 the magnetic tape of EFT systems under the Code's definition 

16 of a "writing," which is containe~f in Section 1-201(46), which 

17 is the definitional section, not only requires the skill of 

18 a contortionist, but runs directly counter to the'philosophy 

19 of the Code which was "to ;woid m"kin9 orActical issues' 

20 between practiCAl men turn upon the location of an intAngible 

21 something ••• ~nd to 51/hstitute for such Abstractions proof of 

22 

23 

words and Rctions of a t n;;Jible character." 

This was out of the COlnment, Section 2-101. 

24 An excellent article, again dealing with these 

25 problems, is the ons I previously mentioned in Volume 35 o~ the 
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Maryland Law Rnv!aw. 

Rather thRn try to nntch Aiticles 3 and 4 of the 

current Code v we should rl~corTJf'{lend te the National Conference 

4 of Commissionprs on Uniform StAt.e Laws t, .:J creation of 

5 Another Article which can deAL cle~rly And exclusively with 

6 the ne\'/ tecllnoloJY of EFT. 

7 Anothl?'r' ,,11"e>3 whid1 I "'f()uld like to address mysel f 

8 is that at security. 

9 Tho SI:lCUr'i ty of: r::Fr systems for' consumers covers 

lOa broad range of potentia 1 problfFrlS: unauthorized disclosure 

II of information, ',·thich r'V'? prflvioU5ly mentioned; errors in 

12 ;;)ccounts; theft in thrj mU:5t. t:.rc:HJitiorlf:ll sense, at terminAls 

13 themselvG,",if t·lnd Cnf'I",utr.;r theft9 both f'lf indivitlual accounts 

1 4 And the pen I?, t r :.1 ti 0 n cd; t h n ,., 1"1 t IT (.) !, Y 5 t ('! "1 • 

15 will I'IO\; r(~it,I;>rlt'! hell? Illy commr-mts on the 

16 Unauthorized d.l'ir.lo'!;urH of in ror'n,<lt:iOrlv except to emphasize 

17 the ionportHl1ce of ttl!'l i~su'~. 

18 Cll)viollsly, err.ors '·1111 occur with the EFTS Just as 

19 

20 

21 

they now occur wi ttl tr'<ldi tionFll ~VH)er systems. Anyone who has 

ever tH1rJ !;lie IlX~HHilH1cP w1t:h c()rnputeri7.nd biUing shudders 

Ht the pro'ipect: of '.'Jl1nt !fl.), h'1'1on.n vdth ~FT unless sa.fe']uards 

22 tlre nctu,q lly build in. 

23 

24 

25 

v'ih8t is Cl'itiC;11 hete is that consumers have 

adeqUAte maans of a~certaininJ when an error has been made in 

their accounts and of obt~inin? redress •. 

.. 

.. 

• 



!ltd. 

• 

," 

1 NI T ...,.. $ .m' ..... _ .. 17' • 

119 

As I have rnentioned earlier, legislation mandating 

2 
t 

periodic statements in a legible and understandable form 

3 would meet this need. And again here, also, this could be 

4 ~ost easily hRndl~d throu~h the Uniform Co~mercial Code. 

5 The imposition of penalties for undue delay in correcting 

6 errors in consumer accounts 'llouid be one \'lay of encouraging 

7 financial institutions to act oromptly when errors are 

8 reported by consumers. 

9 Another aspect of security which is rarely touched 

10 uoon is the security of t.he cons·t.JrrJer who withdraws cAsh at 

II an automatic teller machine in an "out of the way" location. 

12 State criminal law cover the crime involved. The question 

13 is how to prevent it from occurring. 

14 One possibility is to re,]ulate locatiohs of ATMs, 

15 lighting, the hours of operAtion and other security provisions. 

16 In any event, this should be hanrlled At the state level in 

17 or~er to provide for responsiveness to local situations Rnd 

18 adequate enforcement. 

19 The two areas most often thou]ht of in connection 

20 with EFTS and security are uni3uthorized oenetrAtion of the 

21 consumer'~ individual account and large-scale penetration 

22 

23 

ot the entire system. 

I am not a computer expert and can offer no 

24 solutions to the technical oroblems involved in makin:] the 

25 computer systems more secure. However, r can outline some of 
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2 

3 Penetration of An indi vidl.dl account is most likely 

4 to occur through a lost card or i~prnper customer 
i, 

5 identification. The cnrdholder~s li~bility for a lost card 

6 should clearly be defined. 

7 One .:.loproAch would be to assess liability against 

8 the cardholder only U thp. card ,h3S been requested rlnd F.loolied 

9 ror v and if tht:: cnrd lssunr hilS IJiven 3d8quate notice of 

10 the ca rdhol der" 5 pot(~nt lal li[ibil ity And prav ided him with 

II an addressed not! fict:ltlon to be used in case of loss. 

12 LiAbility could he lirl1it:e,J t.,., ;~~1n orior to notificAtion of 

13 this losso 

14 Ihn problem of \'/tv\l()Cnl~:" r.lfH'let.rntion of the system 

15 is <:1n enormous on9. C.):tlr)tlter r:l'i~l(>' i!1 bur'rip-onin,:]. An I'lrticle 

17 "Hardly Any COfT1l')llt:~)r t~1nft:i "/fH (} Jis(;l?vered durin:;J normal 

18 security precautions or accountin] contn;ls, and that nearly 

19 all of them I'lere uncovered by hapPflnst:jnce. Some exoerts 

20 estimate that th~~ r,1tio of lJndiscov.~rp.'1 to discovere,j crimes 

21 may be on the oreler (If 10:') to I. II 

22 

23 

24 

25 

StatlJtory And rt'l'j'll;)tnty 1<1''1 i3re required both for 

oreventive meAS'Jrp.s and tr) iEiS 'Jr8 thtlt criminal l~\" keeps 

step with technology. 

One matter to be considered is the ooint-of-sale 

.. 

.. 
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devices in retAil stores These are on nonbank pr~mises and 

are operRted by nonbank personnel. ~ill they be covered by 

federal and/or state bankiny stAtutes? 

This demonstrates the difficulty in aporoaching 

the problem in traditional WRYS. EFT is a unique syste~ 

requiring us to re-think ~any of the cAtegories we are 

accustomed to using. I~e need to devI::lop legislation ttitlt will 

conSider problems and solutions w~mprehensively. We should 

not be and cannot be bound by the boxes of the past. 

There is room here for both federnl ~nd state , 

action. Problems of contractual relationships and criminal 

law should remaIn the province of the states. Finding a 

solution to computer frauJ which is often interstate in 

nature, requires a cooperate effort by federal and state 

legislatures. 

In spi te of the inapplicabilityof current law, 

the problem of maintaining co~petition is one of those which 

I think is going to be foremost. Here, also, I think we have 

room for cooperativ9 relationships in the area of comoetition 

between the federal nnd the stnte govArnment. 

r think it can only be ~AintAined by legislation. 

Competition withi~ the state, particularly, should 

be handled by the state. 

The McFaduen Act, I believe, implicitly recognized 

this when it left the question or br~nch b8nking to the states. 
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The courst have been wrestling with the concept 

2 of what constitutes a branch for years. The question has 

3 arisen over devi6es rangin1 frOM deposit boxes to armored 

4 cars to automatic teller machines. 

5 I believe the AIMs and po{nt-of-sale terminals 

6 differ so greatly fron the trAditionAl concBct ~f a branch 

7 that our present IS9a1 ~echanism is totally inadequate to 

8 deal with it. 

9 The potential for 18r)8 financial institutions 

10 to obtain significant economic R~vnntAges is a ~atter of 

11 federal concern because of the interstAte aspects. 

12 The federal gov~rnment should take a stronJ role 

13 here in antitrust legislation and enforcement. There is, 

14 however, still A role for state Jovern~ent in this area. 

15 Local competition may best h~ anAlyzad and preserved by state 

16 agencies. 

17 One possible approach ;night be that tAken in the 

18 recently enacted amendments to the antitrust act which 

19 provices for enforcement powers for stAte Attorneys general. 

20 have focused on a number of problems presented 

21 by EFT. Despite this v I remqin firmly convinced that 

22 

23 

24 

25 

computerized fin·1ncil31 tr"'lnsf3ctions are not only inevitable, 

but hold great promise for consumers in terms of more rapid 

and more universally accepted transfer of funds as well as 

increased personal convenience. 
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I, myself, have held a debit card ev~r since such a system 

was instituted in my home town, and have been very haooy with 

the service. 

As with any technology, however, EFT is neutral 

in itself. It is in the aoolication that the potential for 

6 significant benefits and si~nificant injury lies •. My purpose 

7 in oointing out the oroblems in the areas of privacy, 

8 commercial law and security is not to decry the advent of 

9 EFT, but to call for state and federal action that will assure 

10 that electronic fund tra sfer systems work to serve people. 

II As a state legislator, I view myself also as a 

12 servant of the people In· the narrower framework than the 

13 national legislature. 

14 However, within that framework, I think the 

15 responsibility of state leJislators on state government is 

16 .lust as meanj,ngful and can provide in those areas which r 

17 have designated a probably more responsive service thAn can 

18 the federal government. 

19 And I would l!kp. to see the role of state 

20 government in this area maintained and perhaps strengthened 

21 

22 

23 

24 

25 

under any response that this Commission comes up with for the 

federal government to adoot. 

Thank you. 

CHAIRMAN ATWATER: Thank you very much, . 

Mr. Derez ins k 1. 

123 



=Je S on .... • II Xliii 

Na.tional Commission 01:l Electronic Fund Transfers 
Users Committee Public Hearings 

"Consumers Issues in EFT" 
October 26 and 27, 1976 

Washington, D.C. 

The documents which follow are submitted for the record 
of this hearing by: 

Anthony Oerezinski of 
Michigan State Senate 

". 
... 

.. 

#I 



t ' 

.. 

.. 

.... 

TESTIMONY ON 
ISSUES RELEVANT TO 

THE INTERESTS OF CONSUMERS 
, BEFORE THE 

NATIONAL COMMISSION ON 
ELECTRONIC FUND TRANSFERS 

O~tober 2p, 1976 

, m 

Mr. Chairman and members of the Commission: My name is 

Anthony Derezinski and I am a state senator from Michigan. I am 

chairman of the Senate Corporation and Economic Development Committee, 

which reviews all bills relating to financial institutions. 

EFTS emerged as a major issue in the legislature at virtually 

the same time that r was elected to the Michigan, Senate and 

assigned to the Corporations and Economic Development Committee. 

The Electronic Funds Transfer Facilities Act was introduced 

March 25, 1975, and assigned to my committee. After a Rumber of 

hearings, which brought out many of the .issues yo~'ve undoubtedly 

been hearing about, a substitute bill was reported out to the 

Senate. That was the end' of the trail for EFTS in Michigan--at 

least for this legislative session. The bill was referred to the 

Appropriations Committee on July IS, 1975, and no action has been . 
taken since. A similar bill introduced in the House has not been 

acted upon. 

There is another reason, besides my strong interest in EFTS 

as a substantive area, for my appearance here today. I am gravely 

concerned about the broader issue of federalism and f~deral pre

emption'of areas which properly belong to the states. 

I am aware that certain issues demand a federal approach 
. ' 

because of the need for uniformity. of standards acros's the country. 

" .. 



aarrt= a 

. /~8c.,-
.. 2· 

I am also aware that it is the lack of appropriate action by 
, 

state legislatures which has sometimes created a void into which 

federal power has flowed. 

Electronic fund transfer systems offer many advantages for 

all elements of society--consumers, businesses p and financial 

institutions. We must remember, however p ~hat EFTS is only a 

technology. Like sciencB p it is neutral in and of itself. It 

is the application of EFTS that has the potential for both bene

ficial and detrimental impact. I think it's important that we 

identify possible problems and solutions now so that EFTS can 

fulfill its promise. 

Wi th this as prelude 9 I would lilce to comment on several 

of the substantive issues relevant to the interests of the 

consumer in the development of electronic fund tr~nsfer systems 

'and to delineate those areas where I beli~ve state government 

~ould playa more responsive role than the federal government. 

I. PrivB£l. 

The potential that EFT brings for abuse of consumers' privacy 

is enormous. The facility with l1hich computers can gather, store, 

and retrieve information~ as compared with traditional paper 

Tecords, presents a difference of such magn~tude as to be one of 

kind and not of degree. The mis·named Bank Secrecy Act of 1970 

assures that data on financial transactions will be preserved 

and disclosed to gover'nment, officials 0 Where information is kept, 

it will be sought, even though the original reason for keeplng 

the information may be far afield from the reason-it is sought. 

". 

#, 
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Computerization of records can only accelerate this tendency by 

~. making the information more easily accessible. 

... Invasion of consumers I p:riva,cy can be divided into two 

broad categories: (1) Invasi.on by private parties for commercial 

purposes, e.g. a merchant buys a list of persons who have pur

chased a ct,rtain number of airline tickets in the last year in 

order to solicit them for luggage sales. (2) Invasion by govern

ment agencies for legitimate (detecting tax evasion) and illegiti

mate (surveillance of persons belonging to dissident groups) 

purposes, e.g. the agency obtains a listing of po~itical contri

butions made by certain individuals. These two kinds of invasion . 
of privacy need to be considered separately. 

The first kind of invasion of privacy, i.e. by private 

parties for commercial purposes, has tra~itionallY been handled 

at the state level, either through the development of'the common 

law or by statute: New Ydrk was the first state to enact a 

statute which made the use of the name 01' picture of any person 

for advertising purposes without written consent a tort (N.Y. 

Sess. Laws 1903, Chapter 132). Similar acts were adopted in 

Oklahom~, Utah, and Virginia. Paves ich v. N~w Englan'd Life Insur

ance Company, 122 Ga. 190 (1905), recognized the existence of 

the right of privacy in a case where the defendant's insurance 

advertising made use ~f the plaintiff's name and picture, as 

well as'a spurious testimonial. . 
Development of the law of privacy in the tort area has 

centered around four. areas, two o£ which are applicable in the 

matter we are considering today: (1) appropriat,ion", in which a . -

I ~ 

; I 



• ,'11. ' . 
1:<3 e.. 

person's name or likeness is appropriated by a commercial concern 

for its own benefit and (2) in~rusionp in which an intrusion 

is made upon a person's physical solitude or private conversation. 

Although neither of these two categories are directly applicable, 

both can be extended by analogy to the problem at hand. 

By extracting information about the consumer's buying 

habits and selling it to an interested third party, a bank (or 

other financial institution) is appropriating something unique 

about the consumer and using that unique information for its 

own pecuniary benefit. Similarly, assuming D arguendo, that a 

consumer's bank account is an extension of his or her domain, 

then an intrusion into the account is a tort. 

My purpose in bringing these analogies to your attention is 

not to make a legal argument that this is the way.in which the 

.... 'tort of invasion of Pl'iVBCY would necessa.rily develop', but to 

demonstrate that there is already a mechanism in exi~tence, tort 

law, which could handle many of the problems involved in invasion 

of consumers' privacy by private parties. 

Tort law has traditionally been handled at the state level, 

either through the common law as applied in state courts or by 

state statute. Therefore, I recommend to the Commission that the 

provision of remedies to the consumer for invasion of privacy for 

commercial purposes be left to the states. 

The second area of invasion of consumers' privacy, i.e. 

by government agencies p is potentially of far greater conce~n, 

both for individual consumers and for the nation as a whole. 

Access by the government into detailed information on citizens' 

.. 

.. 

.. 
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financial transactions presents a horrifying spectre of political 

cbntrol. The Bank Secrecy Act allows government access to every 

financial transaction made through a financial institution where 

records of such transactions "have a high degree of usefulness 

in criminal, tax, or regulatory investigations" (12 usc §1829b(a)(2)). 

Watergate and the revelations of FBI criminal activity have 

demonstrated how tortured a reading high government officials 

can make of statutory authority. 

The potential impact of such information is made clear by 

former Justice Douglas in his dissent in California Bankers v. 

Schultz, 416 US at 85: 

Ih' a sense a person is defined by the checks he writes. 
By examining them the (government) agents get ,to know 
his doctors, lawyers, creditors, political allies, 
social connections, religious affiliation, educational 
interests, the papers and magazines he reads, and so 
on ad infinitum. . . . (T)hese other items will 

'-.. enriCh that storehouse and make it possible for'a 
bureauc~at -- by pushing one button -- to get in an 
instant the names of the 190 million Americans who 
are subversives or potential and likely candidates. 

Justice Douglas' concern is reinforced by the growing volume 

of literature on invasion of privacy by computer technology. I 
" r' 

particularly recommend Arthur Miller's ~ Assault ~ Privacy . 
. , 

It is essential for both state and federal gover.nment, 

especially the federal government because of its more extensive 

computer records, to address this issue. Government bears a 

heavy responsibility--indeed. a sacred duty--to protect the privacy 

of its citizens from its own intrusions • 
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II. Rights, Duties anJLResEonsibilities of Consumers in Transactions 

The issues raised in this section are particularly significant 

not only in terms of whether EFTS will provide substantial benefits 

for consumers over the present paper system, but also in terms 

of consumer acceptance d~ a matter of concern to financial insti

tutions. Let me touch briefly on some specific areas, and then 

talk about hOl'l to approach them. 

Despite the myriad and obvious advantages EFTS offers financial 

institutions, consumers stand to lose a great deal. Two current 

benefits come immediately to mind: the ability to stop payment 

on checks and the loss of float. 

In t~rms of consumer protection, the stop payment probie~ 

looms larger. Without this option p constllners are essentially 

without a remedy (short of expensive litigation) against merchants, 

.landlords, and others with whom they do business. Loss of this 

right would fundamentally transform the economic bargaining power . 
of consumers. 

It is essential that any legislation regulating EFTS preserve 

this safeguard for consumers. One solution would be to require 

a depositor's bank to recr~dit.a previous debit entr1.~ within 

a specified time period p upon notification by the depositor. 

The loss of float deprives consumers, to a significant ~x

tent J of the ability to control their own finances. This is 

a loss not only of peTsonal control, but also of economic value . . 
The problem could be solved by the bank offering a delayed -debit 

option or by use of the credit card with automatlC delayed debiting 

without charge. Neither of these solutions is likely to appeal 

" 
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to business and financial institutions. However, fo~ consumers 

to accept the loss of float, other equivalent bcnefit~ shoUld 

accrue to them. 

The current system also offers consumers an easy record

keeping mechanism, both for their own financial planning and 

for other proc~~dings (lawsuits, disputes with the IRS, etc.). 

In order to retain this advantage, any EFT system should be 

mandated to provide some substitute for the cancelled check 

which will be universally recognized as proof of payment and 

to provide consumers with a periodic statement of account, 

so that unauthorized debits can be discovered. Needless to say, 

such statements should be j,:2.-~ form legible to the human eye 
I. 

and understandable to the non-computer expert. I'm sure we have 

all experienced the frustration of trying to decipher a computer 

print-out masquerading as an intelligible statement. None of 

us would willingly accept this in lieu of cancelled checks. 

I've identified some of the areas of concern. HbW should 

they be addressed? 

If you look at the present system, you will find that the 

Uniform Commercial Code already addresses many of these issues 

in the current system. For example, stop payment orders are 

covered in Section 4-403 of the Code. Contractual burdens, 

allocation of risk, and other mechanics of contractual arrange-

ments are all handled by the UCC. 

The Code is a matter of state law. Standar~ contractual 

relationships have traditionally been handled by the states. 

Thus, I believe it appropriate for the issues raised in this 
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Are there questions? 

Mr. Wegner? 

MR. WEGNER: Senator, I don't mean to imply an 

answer in my quest:ion, but I heard s' "me 'remarks made this 

morning by Mr. Marson that had to be intended to 'aid in 

the preparation of federal legislation to insure the rights 

of privacy with respect to government intruding into financial 

records. 

If I understand your remarks correctly, you are 

advocating that this protection is a matter best left to the 

10 states, and you may be entirely right. But I think it would 

11 be helpful to the Commission to get an understanding from 

12 you, and in fact from anyone else that is going to testify 

13 before us today, as t,o \'lhu"t criteria WQ should employ in 

matters like this. 14 

, .. 
_0 

In considering this kind of a question personally, 

I tend to look at issues which I perceive to be basically 

lodged in the Constitution, ouch as hUman rights and the 
1 .. 
-' right to privacy I rights which are more fundc!mental in 
13 

character and perhaps best treated by some sort of universal 

19 application that would affect uniformly all people. 

20 other areas, where there appears to be no one best or 

21 simple answer to 

22 

13 

25 

In 
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.. 
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1. things, a variety of experimentation or a diversity in 

2 

3 

4 

5 

.. 
I 

2.0 

11. 

12 

1.3 

14 

, -_.:l 

, .. 
_0 

, --, 
13 

design and structure of the law may in fact produce within 

our society answers that we otherwise would have missed 

if we just had one catchall piece of legislation, 

How do you view this? What criteria do you apply 

to this kind of judgment? 

MR. DEREZINSI(I: Well, I think the starting-off 

point should be existing legal doctrines. 

Now, you mention the right of privacy in the 

Constitution, and I suppose some of the legal precedents 

would be Griswold v. Connectic~ and other cases like that. 

The right of privacy, however, is one that has been 

fairly well developed by state tort law long before 

Griswold, which I think was decided in 1959. 

Cases I previously mentioned were decideu around 

the turn of the century, indicating that a person did have 

a right of privacy. . 
Now, those cases, either in state statute or 

common law developmentf primarily concerned the nongovern-

mental aspects of privacy. And I think here is where 

19 the states probably can develop legal doctrines as they 

20 have been in the past. 

21. Now, you also mentioned governmental invasions of 

22 privacy \\rhich is a real problem. And there, I think, as 

13 my testimony indicates, there is definitely a federal role 

25 
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3 

to protect the citizens 81ainst itself and, of course, on the 

state level, too. 

But I think we have to start off with current 

4 legal doctrines, And go fromt::here t,o where we want to go. 

5 NOW9 this philosoolW, I think, also applies in the 

6 commercial area, and that is why I stress the development of 

7 commercial legislation such AS the Uniform Commercial Code 

8 ,which is bnsicallY9 even in the Constitution, left primr3rily 

9 as a matter of state l~w unles~ you str~tch the interstate 

(0 commerce clause to ~et into that areA. 

II But my initial criteria would be existinq 

12 legal doctrines to see ho\'1 they apply first. Before you jump 
. 

13 irito it on the federal level 9 you should first see where you 

14 are coming from. 

15 Privacy -- r think the major threat to it is 

16 probably federal govern~ent~l lnv~sions. And this, I think, 

17 is where the feder."!l government obviously has a role, .:lnd 

18 they are gol119 to h;3ve to make sOllie decisions. But where it 

19 comes to commercinl invasions of privacy. there I think the 

20 states could best l)~ left to hilndle it. 

21 

22 

23 

24 

2t> 

MH. 1~F.GNF:Hi ThAt's very I"\elpful. 

Thank you~ 

CHAIHMAN AT~Arr!R: Mr. I'~orley? 

MIL ,~O~1LEY I Ye So 

Senator, in your testimony you Doint out quite 
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properly that one m~tter to be considered is the point-of-sale 

2 devices in retail stores. You point out that these are 

3 on nonbank premises and are ooerated by nonbnnk personnel. 

4 You raise the question whether they should be 

5 covered by federal and state bAnking statutes. 

6 Now there is a school of thought thAt feels they 

7 should not be regulated by either, and I wonder if you would 

8 com~ent further on that. 

9 MR. DEREll N:3:< I :. Okay. 

10 My remarks there pertain to criminal law, what 

II happens when you have 1 theft from one of those devtce!J, 

12 let's say, located in ~ Penney's store. 

13 If the theft occurs, should federal criminal 

14 liabilIty attach at th1t point? 

15 It is not on the premises of a bank. Is it a bank 

16 robbery or a robbery of an inr:lividual who was stolen from? 

17 15 it a robbery of Penney's? 

18 In addition to that, was the person operatin~ it 

19 an insider. which has all sorts of ramifications in terms of 

20 how you proceed under criminal law • 

21 I think these are some of the issues which would 

22 have to be addressed. 

23 

24 

25 

I was talking at that point in terms of bnnk 

robbery statutes. Again, hers t I think the basic approach 

to robbery problems or theft in general should be state law. 

0. 



'. ' 
It 

. ) • 
~ ,¥t 
~'J 

------ ----------------------_ ... --... --------------------------... -----------------

128 

2 

Now, you talk about in terms of regulation, let's 

say, ot automatad teller~ or point-ot-sale devices in 

3 supermArkets or in other rAtail 8stablishments. There, too, 

4 I think the matter should be one of regulation by the state 

5 government because r think you are talKing about comoetltion 

6 in this situation. 

7 I recognize full well that they could be wired 

8 up nation::llly. r .lust r8i'ld in t!1e New York Times f.l While 

9 ago how Americnn Exore~q is now allowing the purchase of 

10 American Express checks At a number of locations in different 

II states. 

12 i~ellv thAt is An interstate aspect, too, but the 

13 impAct it has eompot.itively is on a local level. 

14 TAke9 1'or instance, branching, the concept of 

15 branching 85 it is now used in the McFadden Act. How does that 

16 impact? 

17 th~nk it impacts on the local competitive oroble~ 

18 more so thRn it dr)85 nationnlly. H'~re the main issue you are 

19 talking about is c(vnpet:ition, and I thinl( the'primary response 

20 should be to the local competitive picture, but I also 

21 recognize the nead for the secondAry resoonse which is 

22 comoetition en 8 nationwide level where there is definitely 

23 a role for the feder~l 90v~rnmAnt. 

24 

25 

I CAnnot deny that. 

•• 

.. 

• 
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MR. WORLEY: Just to follow that up, do I understand 

2 that you bring into the competitive picture 

3 

4 

5 

6 

7 

r~gulation of these point of sale ter~inals from 

the standpoint of their. deployment, rather than regulation of 

them once they are in the retail premises from on operating 

standpoint? 

MR. DEREZINSKI: I think I'm talking 

8 about both. I think both have to be addressed. First, in terms 

9 of competition. For 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

2S 

instance, right now in Detroit we are having a situation where 

the National Bank of Detroit and Michigan National are both 

vying for supermarket business. Michigan National Bank is now 

implementing a check ~uthorization service. And it ha~ been' 

viewed that this is not a branch operation because all it is 

is check verifying. 

Well, once it is established techn'ologically and, I 

think, also from the viewpoint of function, it would be easy to 

transfer that irito some sort of an EFT system, not only check 

verification, as the service offered. 

Similarly, National Bank of Detroit is also working 

with other supermarket chains to install their mechanisms. 

NOW, I think, here, in terms of competition, there 

is definitely room for regulating it, either on the issue of 

sharing, or particularly the issue of sharing as to what banks 

get to operate, savings and loans, credit unions, get· to 

---I 
= 
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operate in that particular machine or that particular store 

2 chain. 

3 But, secondly, I also see the need for regulation as 

4 to what happens at the supermarket in terms of safeguards for 

5 the consumers. And r thi.nk it is in L,e area of consumer 

6 protection when I would definitely see a role for laying down 

7 SQme ground rules, even as applied to basically retail 

a situations. 

9 CHAIRMAN ATWA'rER: Are there other questions? 

10 Yes p Mr. Rogers. 

11 MR. ROGERS: Senator, r believe you made the state-

12 men~: that you would see ATMs and POSs as somewhat less than 

13 branches. 

14 Have you identified, in terms of new criteria, what 

15 you would substitute for branch deployment criteria in this 

16 particular instance? 

17 MR. DEREZINSKI: What I said basically was, the 

18 I concept of branch, in its traditional sense and hotl it was 

19 developed, just does not fit. The old idea of branch, the 

20 essence of the idea, that the word "branch" being used in the 

21 

22 

23 

24 

McFadden Act, I think, is basically a physical definition; it 

is not a functional definition. 

In our Michigan si~uation, our Commissioner on 

Financial Institutions has attached certain rules to the 

25 definition in ~rder to make it more functional and sensitive 

• 
.. 
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to transactions which happen there. And I know that the federal 

2 definition also includes functional language \'1here money changes 

3 hands and what have you. But the basic concept is still physical. 
., . '.~. ... .. ~ . 

" With the machines and such, that's just not that relevant any-

S more, where they are set up or how they could be operated: I 

6 think we have to move to an even more functional analysis of it, 

7 and what .that particular definition will be at this time, I 

a don't know. But I think it has to be more functional in terms 

9 of the transactions that take place. 'What that will be, I 

10 don't know at this point. 

11 How we approached it in the Michigan legislation 

12 which went through was basically to provide for the establish-

13 ment of a new type of corporation any time'that anyone gets 

14 into the electronic transfer funds business, be it on, let's 

15 say, a retail basis, as Mr. Worley was indicating, or as a 

16 straight financial institution; which we are now taiking about, 

17 or S&Ls or credit unions, for that matter. It has to be done 

18 in terms, I think, of a function, what function takes place. 

19 CHAIRMAN ATWATER: You have indicated'that.you would 

20 look, on the issue of consumers' rights and responsibilities, 

21 to the states for the initiative, and that would require some 

22 revision of the Uniform Commercial Code, Sections ~ and 4. 

23 Precisely, how do you visualize that change eoming 

24 about? 

2S I understand this afternoon we will hear testimony 
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by Dr. Haydock that 9robably the existing Articles 3 and 4 of the 

UCC are adequate to cover EFT transactions, or if they are not, 

can be expanded to incorporate it. You have made a formal 

4 recornmenda'cion for a new' section, as I understand it. 

5 MR. DEREZINSKI: That's correct, Mr. Atwater. This 

6 is the area where I see the clearest 1.'ole for state government. 

7 I have done some research into this to try to find out how it 

8 fits right now and some of the problems that you have in trying 

9 to fit this new technology to the definitions, and the patina 

10 of case law that has dev~loped with Sections 3 and 4. 

11 
Basically, the problem is that Sections 3 and 4 deal 

12 primarily with written instruments, and an electronic impulse 

13 or an electronic impulse recorded on a tape is not a written 

14 instrument. 

15 
If you start off with that premise, you see all of 

16 
the ramifications that flow from it in terms of a person being 

17 
able to read a signature and tell whether it is a forgery. The 

18 whole concel?t of Ifknow your endorser lf is out the window. The 

19 
personal identification number is not the same thing as a 

20 
si gnature. An impulse on a tape which ha,s to be read by a 

21 
machine just does not do the same thing as reading' a check to 

22 
see whether it is altered or not or whether the person who 

23 signed it is in fact the person who has an account. 
24 

I think, given the definitions as they are now, and 

2S 
the whole concept of the Uniform Commercial Code, which is 

~' 

., 



~ •• _rb .. ______________________ r' ___ d_m __ .. _r __ .. ______________________ ".n.
I 

...... ____________ --* 

133 

meant to facilitate commercial transactions, that Section 3 and 

2 4 just don't work and that we will have to develop an entirely 

.. 3 new article, possibly as an optional article, for those states 

4 who see EFTS coming into their jurisdictions . ... 
S That could be done by the Commissioners on Uniform 

6 State Laws which is in existence, which came up with ~he 

7 original Uniform Commercial Cod~ and many other uniform laws 

8 which have been adop.ted by the states. This, I think, is the 

9 best approach to go. And I would strongly recommend that this 

10 Commission, basically, turn this aspect of the problem over to' 

11 the states to adopt legislation. 

12 CHAIRMAN ATWATER: Thank you very much, Senator. 

13 Are there other questions by the Commission? 

14 (No response.) . 
15 CHAI~AN ATWATER: Thank you for your testimony. 

\6 MR. DEREZINSKI: Thank you very mucl;l . 
.. .... -

17 

18 

\9 

20 

21 

22 

23 

24 

25 
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CHAIRl-1AN NIDNALL: The next witness is Robert,~_~~i71()~~¥_~~~i:. 
(Wi tness sworn.) 

CHAIRMAN ATWATER: We would appreciate it, 

2 Ms. Wieloszynski, if you would proceed with your testimony, and 

3 then there will be questions to follow. 

4 Thank you. 

s TESTIMONY OF ROBERTA WIELOSZYNSKI, DIRECTOR, 

6 SYRACUSE (NEW YORK) CONSUMER AFFAIRS OFFICE. 

7 MS. WIELOSZYNSKI: My name is Roberta Wieloszynski, 

8 and I'm the Director of the Syracuse Consumer Affairs Office in 

9 Syracuse, New York. 

10 My introduction to electronic funds transfer carne at 

11 a conference at the University of Wisconsin, Center, for 

12 Consumer Affairs, about a year and a half ago, and it was a 

13 very interesting conference, except for the workshop on EFT or 

14 TFE or whatever it was, and I took it back and filed it under 

15 "science fiction" and forgot about it. 

16 And then, 10 and behold, in December of last year, 
.. ~ ... ...". ~- - ~ ..... -.. -.. ~ .. -- .. -.- .. 

17 two EFT systems cropped up in Syracuse, a POS operated by a 

18 commercial bank, First Trust and Deposit, followed about two 

19 months later by a savings bank offering a pay-by-phone system. 

20 Syracuse has a reputation as a test center, so 

21 I have had two systems to look at. 

22 

23 

24 

25 

I am here today to propose that legislation be 

designed and implemented to co~trol the development of 

electronic funds transfer system technology, not to impede the 

development of that technology, but to insure that its 

• 

• 
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development paces the public interest. 

2 My comments are based on a continuing experience with 

3 Er~ on two different levels in Syracuse: a bill-paying service 

... 4 offered by a local savings bank and a point-of-sale terminal 

S system operated by a local commercial bank. 

6 ~r staff and 1 have received 
,., 

7 the courtesy and cooperation of both banks throughout our 

8 efforts to explore the,systems. In a very real way, I think 

9 that First Trust and Deposit Company and Syracuse Savings Bank . 
10 in Syracuse have shown a high regard for the public i~terest. 

11 With the exception that the banks don't believe that 1egislatio 

12 is necessary, our goals are remarkably similar. 

13 Actually, if there has been any frustration in my 

14 exchanges with the banks in regard to EFT developments, it's 

15 been due directly to the conflict to the conf1ict"between our 

16 shared concerns and our individual methods for dealing with 

17 those concerns. 

18 Bankers who are developing EFT systems seem to feel 

19 confident that any problems that now exist or may develop can 

20 be handled without outside intervention, mainly through irtterna 

21 policy procedures. 
• 

22 In contrast, bankers who are not developing EFT 
• 

23 systems but who feel the competitive pressure to do so, are not ... 

24 quite as enthusiastic about EFT or their ability to deal with 

25 its implications 

__ ____....1.........._ ... 
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In any case, my interest and my concern is based on 

2 a question: Are we in control of EFT developments, or are we 

3 merely being dragged along by those developments? 

4 No matter how that question is answered, we have to 

S face some risk that we will either fail to deal with problems 

6 which can be dealt with now, or \'le wi) 1 spend our energies and 

7 resources to deal with problems which don't, or won't, exist. 

8 Perhaps in this instance our awareness of potential 

9 trouble is enough to guarantee that we can identify and resolve 

10 problems ms they actually occur, as the bank~rs suggest. But I 

11 believe the spectre of legislation, particularly national 

12 legislation -- and the bankers do perceive it as a spectre 

13 has undercut their ability to recognize the value of legislatio 
. 

14 as a means by which some problems can be avoided before they 

·15 become problems. The bankers identify their own policies and 

16 

i7 

18 

19 

20 

21 

22 

marketplace conditions which they believe apply certain 
. 

guarantees to the development of EFT in the public interest. 

But they reject the suggestion that. their policies and ~hose 

marketplace conditions should be endorsed and supported by law. 

Since we frequently make law without providing a way 

to make the law work, I'm sympathetic to the uneasiness that 
/ 

bankers feel in response to suggestions that burdensome banking 

23 law be made even more burdensome. But I also recognize that we 

24 have an opportunity to make good law, and an obligation to try 

2S to make the law work, that can be of benefit to everyone and 

II 

• 

• 
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every institution affected by EFT technology. 

2 Frankly, I would rather that this effort come from 

3 the banks themselves. They're the experts on EFT. They would 

4 know best how to translate their intentions and concerns into 

S reasonable and workable lllW. But at the moment, this looks 

6 very much like an opportu,ni ty that the banks will refuse to 

7 exercise, at least until it is exercised by someone else, at 

8 which point, defensive I.::ounterproposals by the bankers will 

9 merely serve to establish an adversary climate that can be 

10 ~ighly counterproductive. 

In any case, I would still like to outline the kind 

12 of legislation that I think the bankers should support, even if 

13 they won't initiate it. 

14 If a credit card is lost or stolen, a consumer is 
......... 

15 liable for no more than $50. But no law exists which extends 

16 this protection to holders of EFT debit cards. But whe 

17 I suggest that they should tell people they have this kind of 

18 protection, the bankers tell me they can't do that because then 

19 same customers may try to take improper advantage of 'this 

20 protection. Of course, thieves may already know. 

21 But clearly, if people don't know theylre protected 

22 they can't use that protection. And this policy still leaves 

23 the burden of proof on EFT debit card holders who would be 

24 forced to prove that they, themselves, did not improperly 

25 authorize someon~ else to use their c~lrds, or are trying ,to 
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improperly hide their responsibility for transactions they 

2 actually made themselves. 

3 Another problem is the security of information 

4 developed on consumers by their use of EFT debit cards. That 

5 information should be protected from the excesses of snoops, 

6 both governmental and private, with exceptions clearly 

7 delineated by safeguards. 

8 For example, government at any level should be 

9 prohibited access to EFT records, except in cases of investiga-

10 tions into serious criminal activity. But even here, those 

11 under investigation should be given an opportunity in court to 

12 argue against access by government to their EFT records. And 

13 that access should only be granted by a court order. 

14 Access by private persons or agencies should be 

15 permitted only upon the personal, written authorization of the 

16 person whose records are being sought. To give this authoriza-

17 tion meaning, a consumer's refusal to permit this kind of 

18 access should not be used against him. For example, an emI?loye 

19 should not pe permitted t,o withhold employment, or a store, for 

20 example, should not be permitted to withhold credit from 'any 

21 person who exercises the right to keep EFT records confidential. 

22 The bankers tell me that these kinds of restrictions 

23 don 'It apply now to other Idnds of records, particularly bank' 

24 records, which the courts have ruled are not the property of 

2S the people on whom those records are developed. They suggest 

1\ 
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that I am proposing more protection for EFT records than apply 

2 to to the records developed in the kinds of transactions which 

3 could be replaced by EFT. 
) 

In this instance, I am. 

-4 First, I think that there should be protection of 

5 information developed on consumers, no m~tter where it comes 

6 from. But more than that, EFT develops information on people 

7 

8 

9 

10 

11 

12 

13 

14 

15 

\6 

17 

18 

19 

20 

21 

22 

23 

24 

2S 

in such an easy-to-use, and abuse, form that! don't think 

al-ssertions of policy are enough. ;tt must be protected. 

Right now we have protection for consumers which 

effectively permits them to withhold payments for goods bought 

through credit which are the subject of disputes between . ' 

consumers and retailers. This shoUld be extended to include 

EFT transactins that now involve a oonsumer's use of line of 

cl:'edi t. And it should be applied to EF1.' transactions in the 

fut.ure which may inVOlve the actual use of EFT debit cards for 

credit purposes directly. 

To the extent that EFT debit cards may be used 

directly for access to credit, I also think it's important that 

legislation be drafted to preserve one diversity of credit 

opportunities which now exist. 

For example, the bank operating a point-af-sale 

system in Syracuse may offer its system as an umbrella credit 

source for all of the stores which are providing terminal servic s. 

But the bank should not be permitted to substitute its own 

standards for credit approval for those which now apply in each 

I 
" 
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: 

of the stores. The stores should be required to set their own 

2 approval and operational standards, whether or not they want to. 

3 with tpis protection subscribers of the system would 

4 have the convenience of one card for :cash and credit access in 

" II 

f: 

.~ I' 
" .. , 
'f 

" 
5 all of the stores and the bank, but thbse who now could get 

.. :1 

t 

6 credit at one store but not another would still have this .. f. 
7 op.portunity. .. 
a In another area, if a credit card is stolen, prompt 

9 'action by a consumer means that that consumer doesn't lose any-
" 

10 thing. If a check is stolen and forged, the bank, not the 

11 consumer, accepts the loss. But EFT debit cards introduce a 

12 new el,ement. since transactions are recorded instantaneously, 

13 the problem a consumer must face is to have funds restored. 

14 And since funds taken illegally from an EFT account can't be 

15 used by a consumet' until they are restored, a consumer may find 

16 he is accruing interest penalties because bills can't be paid. 

17 Indeed, since the money ian 't avail.able, a consumer can't use 

18 it for any of the proper purposes it was intended for. 

19 This should be dealt with by legislation that also 

20 protects consumers against the consequences o~ simple errors 

21 which occur beyond their control. No matter what the cause, if 

22 the consumer's account is improperly debited, and the consumer 
• 

23 did not contribute knowingly to the problem, the bank should 

24 cover all losses and incidental expenses which occur or, for 

2S that matter, the stores should, if that's appropriate. 
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These and other problems are national problems. 

2 Whatever the' ultimate impact of EFT technology, the .impact 

3 will. be national. So I think the remedies applied to those 

4 problems should be national. I'm ,afraid that any attempt to 

S permit the states to deal with EFT on an individual basis will 

6 

i 

8 

9 

10 

11 

12 

13 

14 

lS 

16 

17 

18 

19 

20 

21 

22 

23 

24 

2S 

merely result in a hodge-podge of action and inaction extending 

from too much to too little on the model that already exists 

for other 8tat~ banking law. 

I'm also afraid that the marketplace f 'itself, is 

ill suited to the d~velopment of natural controls on EFT 

development. The marketplace is a vehicle for sales and 

selling, not for restraint. If the marketplace is permitted to 

govern the development of EFT techn~logYI we can count on that 

marketplace to focus, on not those of us to whom that technology 

has been introduced but those of our children who will be growing 

up with EFT as a fact of their lives. In fact, after I 

submitted this testimony to the Commission in advance, I got a 

complaint, my first complaint on EFT, whioh carne from a mother 

in Syracuse who was shocked by First Trust and Oeposit intro-

ducing coloring books to children on EFT. So it is being aimed 

at the children already. 

Just let me point out that the introduction of credi 

went through much the same kind of transition. EFT presents a 

very real potential for a major shake-up in our economic sysltem 

Our attempts to deal with EFT developments should be no less 

-
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sp14 broad. And in a very real way, EFT has given us an opportunity 

to deal with many problems tha.t should have been handled before 

3 in other circumstances but have not been. The security of . 

4 info~mation is but one of these. 

5 In thousands of yea:rs, the most that's ever been 

" 6 done to the symbols we use fOIl money is to r::hange \'lhat they look 

7 like or wh~t they represent. But finally, thanks to the 

8 computer, we've dis covered a t·;ay to do away with symbols 

9 altog~ther. We can now imagine a system in which earnings are 

10 deposited automatically, in which prices and values can be 

11 established and assessed electronically, and in which money can 

12 be exchanged without ever bei~g seen or touched. We're already 

1:1 doing the first with Social Security payments, the second with 

14 the Universal Product Code, and the' third with EFTS. 

15 It takes no great imagination to expect these and 

16 othe~ systems to grow together. It also takes no great imagina 

17 tion to wonder at the implications, both good and bad, of this 

18 kind of unified cas~ and credit system. The trend in our 

19 society is to bigger and more comprehensive systems, not to 

20 smaller and more diverse systems. We tend to forget that the 

21 aim 'of competition is to eli.minate competiti.on, something that 

22 anyone who has played a game of Monopoly can understand. As 

23 the bankers I've talked to suggest, ,.,e may never entirely lose 

24 the opportunities and alternatives that seem to be threatened 

2S by EFT technology. But it is certain tha:t to the extent:hese 

• 

" 
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opportuni,ties and alternatives remain, they will remain in a 

I 
, -.I 2 context which willha~e changed substantially because of EFT 

, ~ 3 development. Right now we have the chance to direct those 

;" , ... 4 changes into channela that we can control. I suggest that we 

5 do .it. 

6 CHAIRMAN ATW.ATER: Thank you very much. I must' 

7 admit, you have added at least one dimension that wasn't there 

8 before. Children had not been in our vista until your 

9 presentation. 

10 MS. WIELOSZYNSKI: I wish I could .have brought you 

the coloring book. I couldn't get 'hold of it in time. 

CHAIRMAN ATWATER: Are-there que~tions by the 

Commi~i-"ioners? 

Mr. Wegner? 

MR. WEGNER: Just the observation that I think a 

coloring book and a bOlt of crayons ought to be made available 

to e~ch Commissioner. 

(Laughter. ) 

CHAIRMAN ATWATER: Mr. Worley. 

MR. WORLEY: There was a reference made in your 

testimony -- and I'm quoting now -- "a store, for example, 

should not be permitted to withhold credit from any person who 

exercises the right to keep EFT records confidential." 

I wonder if you would elaborate on that a little 

bit with respect to EFT records, that might indicate 
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a bad credit record or an unwillingness or inability to pay 

2 their bills. 

3 MS. WIELOSZYNSKI: Well, I think that, as the 

4 Senator mentioned previously, 

144 . 

5 existing law for credit cards and for checks should 

6 be applied to EFT now. And we have the Equal Credit Opportunity 

7 Act and the Fair Credit Billing Act. In the case of the Fair 

8 Credit Reporting Act it took numerous Gomplaints and problems. 

9 Peop,le who could not get employment could not understand why 

1,0 they could not get employment. I think that information on 

11 consumers in an electronic funds transfer system is in a 

12 ready-to-be-abused form if it is given out, and I think it 

13 should only be given out at the written authorization of the 

14 consumer. 

15 The bankers' do suggest now that they are not giying 

16 out information, that their bank policy prohibits that now. 

17 My suggestion is that you back up the bank policy or store 

18 policy with the force of ,law. 

19 MR. WORLEY: I'm really interested in your feeling 

20 with respect to the free flow of credit 

21 information that supports our credit system. I'm a little 

22 

23 

24 

25 

apprehensive that in the process 'here we may restrict the free 

flow of credi~ information, and I'm really interested in 

whether that is your recommendation. Is that what you are 

addressing yourself to? Or are we in a different area here? 

.. 

• 

• 

.' 
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MS. WIELOWZYNSKI: I think the same standards . 
that credit reporting agencies are subjected to should apply 

to EFT records. ,That information i~ passed around now, yes, 

but the consumer is knowledgeable that the'information is 

being passed around and can challenge the information. And 

I think that the same standard should apply to the development 

of EFT technology and the passing around of these comprehensive 

records on people. 

And, as has been mentioned by other speakers, and 

as"I menti'oned in supporting testimony, I'm concerned about the 

idea' of somebody having many car problems in a year and that 

II ,information being sold to a new oar dealership. ~he bankers 

12 don't do that now. But I think they should be restricted from 

l3 doing that. And that is a,nother area, the privacy of infor-

14 mation, mailing lists. But that has been mentioned by other 

, .. 
-;) 

speakers. ' 

MR. WORLEY: But I want to be sure that'! am clear 
10 ' 

1--, 
18 

19 

20 

that you are not suggesting in this area that a customer who 

has a bad credit record should have an opportunity to restrict 

that information to the credit grantor public in the ,interest 

of privacy. 

MS. WIELOSZYNSRI: My concern is that they have 

21. the opportunity to challenge that information if they are 

22 notified that the information is being exchanged . 

13 

25 
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MR. WORLEY: Thank you. 

CHAIRMAN ATWATER: Yes, Mr. Tangney. 

MR. TANGNEY: In your testimony you talked about 

all of the legislation that you think is needed. Yet, specifi

cally, where is it specified that if we move from a paper 

system to EFTS is the consumer not' protected? 

You talked about a depository -- and I mentioned 

this before, as did several speakers. Today, if a bank or a 

9 depository institution does something with someone's money 

9 without specific instr~ctions, the bank is responsible. 

10 In other words, if someone stole a card, went in 

11 and took $100 out of a customer's account, that customer did 

12 not authorize it, the bank is responsible. It's difficult for 

13 me to see where legislation is needed, particuiar1y when no 

problems have developed. I mean, you can produce 'legislation 
14 

, .. 
-.;) 

, .. 
_0 

, --, 
La 

19 

20 

if problems develop. Why anticipate it? 

tod'ay? 

I think it 

a couple of 

I am asking you, isn't there adequate protection 

MS. WIELOSZYNSKI: In discussion with bankers, 

is divided fifty-fifty with bankers., 

I spoke to the New York State Bankers Association 

weeks ago, and the bankers were arguing amongst 

21 themselves about the need for legislation, not having 1egis-

22 lation, whatever. 

23 In Syracuse, with the Syracuse Savings Bank 

24 

25 
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, 
1 pay-by-phone system that they are operating', the banks have 

2. recognized the problem of liability. If a ccmsumer says that 

3 

4 

5 

i 

9 

9 

10 

they authorized payment on a department store bill or on an . 
insurance bill, if they have no record 6f ehat,' it is the 

bank's word against the consumer's. Recognizing'their 

responsibility, the bankers have excluded insurance companies 

from participating in the system because the president of 

the bank, who relayed this to me personally, is concerned with 

what happens if the consumer says, "I authorized payment on 

my All-State policy," and the bank says, "I'm sorry you 

didn't," and the policy lapses and the house burns down, 

-

II who is responsible? Well, the banks would like to let insurance 

12 companies participate, and apparently the insurance companies 

l3 are chomping at the bit to get in on the system. They are 

l4 being excluded from it, but they are not being ex'c1uded from 

, -
-~ 

, .. 
-' 
19 

19 

20 

2.!. 

22 

it legally. If the banks chose to change their policy, they 

could let them participate tomorrow. 
, 
" Now, that's on a higher level. If you take it on 

a lower level, suppose that the person authcri.":::es' payment on 

a department stor~ hill and the bank says that they didn't, 

then the consumer is in the position of paying the finance 

charge on their bill. And who is liable? Who is responsible? 

It is the consumer who has the burden of proof, not the bank. 

MR0 TANGNEY: But that ',s true today in the paper 

23 system. Everything you said today is true'under the paper 

,24 

25 
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system. There is no change. Today there are millions and 

2 millions of pre-authorized insurance premiums that go through 

3 electronic funds transfer. The bank is responsible 

4 to prove that the consumer authorized it. If the bank cannot 

s 

6 

7 

a 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

, 23 

24 

25 

pr9ve that the consumer authorized it, then they cannot do it. 

MS. WIELOSZYNSKI: If you send in a check to your 

insurance company, you get a canceled check back, which is 

legal proof of payment. You wrote out the check and signed 

your name and they endorsed the check and signed their name. 

You have proof that you paid ~hem. If you, over the telephone, 

say, "Pay my insurance coverage," you don't have a record. In 

, fact,. the banks were also considering making 

recordings. They have not made a decision on that yet. And I 

asked the bankers if the consumer wo~ld have access to those 

recordings as well as the bank, and they haven't decided even 

wttethe,r they are going to record yet, much less whether the 

consumer has'access. 

If I may also add to that I the banke~7s, in the caSe 

of Syracuse -- and I'm only going by the systems that I have 

been observing -- in their promotional materials they have a 

list of the advantages to the consumer and the advantages to 

the merchant. And I have talked to retailers and merchants 

and consumers about it, and we did a survey of 47 people using. 

the system. One of the marketing messages is that you don't 

have to carry ,around your checkbook. That's one of the 

• 
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. advantages of using the system. Well, you do have to carry 

2 around your EFT card, and if you don't carry around your check-
• 

3 book, i,f you wrote out a check yesterday to your landlord to 

4 pay your rent and you had sufficient funds in your account and 

S the~ you go into a department store in Syracuse the next day 

6 and it instantaneously accesses your account and transfers it 

7 to tbe store ~nd then your rent check bounces, you had better 

8 carry your ch~ckbook around with you. And you had better have 

9 an up-to-date balance. 

10 MR. TANGNEY: The exact same thing happens today. 

11 
"r ,. 
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13 

14 

15 

16 
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CHAIRMAN ATWATER: Ms. Reed? 

MS. REEDI Yes. 

150 

You stated that government at any level should be 

4 prohibited to EFT records, but you made an exception in the 

5 

6 

'7 

case of investigation into serious cri~inal activity. 

How would you define "serious cri'l1inal activity," 

and what would ba the threshold before access would 

8 be provided? 

9 MS. ,HELOSZYNSKII I expanded on this in my 

10 supplementary testimony, which I can't find; I'm sorry. 

II The gist of it -- and there are a couple of pages 

12 on it -- I believe that a court order should be required for 

13 the ~overnment to go in and access somebody's account' that 

14 is, if it is for a crimin~l prosecution. But, in the case of 

15 a private institution, our ~uggestion is that it be at the 

16 Written authorization of the consumer. 

17 

18 

19 

20 

CHAII~'.IAN ATI.'IATER: Thnnk you very much. 

Are there other questions? 

'.{ r. !3 ~ e c h ? 

MR. BEECH' On page 4 you talk about the disputes 

21 betwoen con,umor~ nnd ret~ilers And extending the protection 
, 

22 thRt now exists ov~r to lines of credit. 

23 

24 

Am I correct in whAt you mean by this? If I use 

a line of credit at a credit union to make a purchase at a 
\ 

25 retail store, And I Am dissatisfied with the goods, I would 
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wi thhold the paYllent to the cre,di t union? 

MS. i'HELOSZYNSK,I z Yes. The same protection that 

you have in using ~ credit card now. The debit cards that 

\'Iere sent out in Syracuse, I believe 10,000 - 1)0, it's higher 

than that -- 20,000, I believe, were sent~' to people unsoli

cited. They ~er9 not sent out to pe6ple who had line-ot

credit authority, unsolicited, because I think the bankers 

Rmongst themselves felt th~t that would be considered a credit 

card. 
In their initial advertising, they said'that it 

is not a credit card, that it is an additional use o~ a piece 

of plastic. If the 

ads they are running this week -- it is replacing credit cards 

and checks. They have kind of ~ade a transition there. 

CI1AIRMAN AT\~ATEHI Any other questions by the 

commissioners? 

MR. T/\ YL<m I was interested in a statement you 

made concerninQ standards of cr~dit worthiness, vis-a-vis 

banks and retailers. ~ere you suggesting that they should 

have identical st~nd~rds of credit worthiness? And, if that 

is whflt you Rre sUCJ9astin,). why? 

MS. \'HELOSZYNSI<J: I.<lm suggesting the opoosite, 

thnt the diversity of credit st~nJards be preserved under 

electronic funds transfer. The same thing with the finance 

char99s. 

, , 
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In Syracuse We did a survey a couple of months ago 

2 on different finance charges that retailers have. There are 

3 three different ~ethods of accruing interest: the pre~ious 

4 balance method, the adjusted balance method, the average daily 

5 balance method. And we are suggesting that those, even the 

6 method of f1ccruing finarc~ charges, be preserved and not one 

7 system developed, that oeople who mny be able to get credit 

8 now ~t one oarticuldr store, not at another, will not be 

axe~pted from getting credit because there is only one 

stAndard. I think that would be a very negative effect. 10 

II 

12 

13 

14 

MR. tWRLEYa To fo llow up on that point, in your 

testfmony -- and I/~ quoting a sentence -- hThe stores should 

~')e required to set their 'ol'ln Flrmroval and operational 

standards, whether or not they want to." I wonder if you 

15 would elaborate on that a little bit. I don't know whether . 
16 to be frightened by that or not. 

17 

18 

MS. l'lIELOSZYNSKI: That would be a di fficul t thing 

to prove, but I want to insure that the stores have the 

19 opportunity to preserve their own standards, that a banker 

~O doesn/~ co~e in ~ith a piece of clastic which is very at-
I 

21 tractive, thnt c~n do everything, and that it stflrts limiting 

22 tha kinds of onoortunities thAt oeoole have for 

23 different I<inds of credit. You can't insure that the store 

24 is not going to ]0 Along with, oerhaos, a suggested 'bank 

25 policy for credit standards, but I would like t~ give them the 
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opportunity to have their own, to preserve the diversity of 

credit opportunities. 

CHAIRMAN ATrlATERI Thank you very much, Ms. 

til e 10 szynsk i. 
I think we have comoleted the time that we can work 

on this issue. ~e appreciate very much your excellent 

testimony. 
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"'Y name is Roberta t~leloszynski. 11m the Director of the Syracuse 

(Ho,., Vor\<) Consumer Aff,1irs Office. 

I'm here today to propose that legislation be designed and tMPte

men ted to control the development of electronic funds transfer system 

technology ••. not to impede the development of that technology ••• but 

til ensure that its development paces. the pub} ic interest. 

My comments are based on a continuing exper'ience with EFT on two 

different levels in Syracuse: a bill-paying service offered by a local . 
savings bank, and a point-of-sa1e terminal system operated by a local 

cOllrnercial bank. 

I should add here that my staff and I have received the courtesy 

and cooperation of both banks t~rou~hout our efforts to explore the 

systems. In a very real way, I think that First Trust and OeposH 

Company and Syracuse Savings Bank in Syracuse have shown a high regard 

for the public interest. With the exception that the banks don't believe 

that legislation is necessary, our goals are remarkably similar. 

Actually, if there has been any frustration in my exchanges with the 

banks in regard to EFT developments, it's been due directly to the conflict 

between our shared concerns and our individual methods fur dealing with 

those conCerns. 

Bankers who are developing EFT systems seem to feel confident that 

any problems that now exist (or may develop) can bp handled without ou~side 

intervention ••• mainly through internal policy procedures. 

In contrast, bankers whg are not developing EFT systems. but who feel 

the competetive pressure tu do so, are not quite as enthusiastic about EFT ••• 

or their ability ,to deal with its implications • 

, i 
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In any case, my interest and my concern is based on a question: are 
\ 

we in control of EFT developments ••• or are we merely being dragged along 

by thos~ developnents? 

No matter how that question is answ!~d. we have to face some risk 

that we will either. fail to deal with problems which can be dealt with 

now ••• or we will spend our en~rgtes and resources to deal with problems 

which don't ••• or wonlt ••• exist. 

Perhaps in this instance. our awareness of potential trouble is 

,enough to gua.rantee that \'Ie can identify and resolve problems as they 

actually occur ••. as the bankers suggest. 

But 1 believe the specter of legislation, particularly national 

legislation .•. an~ ~.~ bankers do perceive it as a specter, has undercut 

their ability to recognize the value of legislation as a means by which 

some problems can be avoided ••• betore they becccne problems. The banke:rs 

identify their 01''" policies and marketplace conditions which they bclieva 

apply certain guarantees to the development of EFT in the public interest. 

But they reject ~he suggestion that their policies and those marketplace 

conditions should be endorsed and supported by law. 

Since we frequently make law without providing a way to make the 

law work ••• 11m sympathetic to the uneasiness that bankers feel in 

response to suggestions that burdensome banking law be made even more 

burdensome. 

But I also recognize that we have an opportunity to make good law" 

and an, obl1gation to try to make the law \'/ork, that can be of benefit to 

everyone and every institution affected by EFT'technology. 

Frankly, I would 'rather that this effort come from the banks: them

s~lves. They're 'the experts on EFT .. They would know best how to translate 

their intentions and concerns into reasonable and.workable law. 
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But at the moment, thts looks very much like an opportunity that 

the banks will refuse to exercise ••• at least until it's exercised by 

someone else. At Which point, defensive counterproposals by the bankers 

will merely serve to establish an adversary climate that can be highly 

counterproductive • 

In any case, 1'd still like to outline the kind of legislation that 

think the bankers should SUPPOf·t. even if 'they wontt initiate it. 

If a cre,dit car:-d is lost or stolen, a consumer is lia~le for no more 

than $50. But no law exists which extends this protection to holders of 

EFT debit cards ... although the cards, when used in conjunction with 

checking account line-of-credit, are credit cards. 

The bankers I've talked to suggest that it is their policy to make 

: 

up all losses to EFT debit card holders. But when I suggest that they ~hould 

tell people they have this kind of protection, the bankers tell me they 

can I t do tha t ..• because then some cus tomers ~ay try to take improper 

advantage of this prot~ction. (Of course, "theives" may already know.) --But clearly, if people don't know they're protected. they can't use 

that protection. And this policy still leaves the burden of proof on EFT, 

debit card holders, who wou1d be forced to prove that they. themselves. did 

not improperly authorize someone else to use their cards .•. or are trying 

to improperly hide thei r responsibility for transact;ons they actually made 

themse lves. 

Another probl'em is the securtty of infonnation developed on consumers 

by their use of EFT debit cards. That information should be prot~cted from 

the excesses of snoop~ ••• both governmental and private ••• with exceptions 

ciearly delfne~ted by safeguards. For example. government at any level 

should be prohibited access ,to EFT records, except in cases of investigations 

into serious (criminal activity. 

" 
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!But even here, those under investigation should be given an opportunity 

in court to argue against access by government to their EFT records. And that 

access should only be granted by a court order. 

Access by private persons or agencies should be pennitted only upon the 

personal, written authorization of the person whose records are being sought. 

To give this authorization meaning, a consumer's refusal to pennit this kind 

of access should not be used against him. For example, an employer should not 

be pennitted to withhold employment, or a store for example should not be penn 

to withhold credit, from any person who exercises the ri~ht to keep EFT 

records confidential. 

The bankers tell me that these kinds of r~strictions don't apply now 

to other kinds of recordS ... particularly bank records. which the courts have 

ruled ar~ not the property of the people on whom those records are developed. 

They suggest th~t 11m proposing more protection for EFT records than apply to 

the records developed in the kinds of transactions \oJhich could be replaced by 

EFT. 

I am. ' 

First, I think that there should be protection of infonnation developed 

on consumers .•• no matter where it comes from. But more than that. EFT develop! 

infomnat;on on people in such M easy to use (and abuse) fonn that I don't 

think assertions of policy are erlough. It must be protected. 

Right nOloJ we have protection f~r consumfi:rs which effectl,vely pennits 

them to withhold pa~n~nts for goods bought through credit which are the 

subject of disputes between consumers and retailers. This should be extended 

to include EFT transactions that now involve a consumer's use of line-of

credi t. And f t should be appl fed to EFT transactions in the futllre,' which 

may involve the actual use pf EFT debit cards for credit purposes directly. 

\';~---' --.~------
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To the extent that EFT debit cards may be used directly for access to 

credit, I also think it's important that legislation be drafted to preserve 

the diversity of credit opportunities which now exist~ 

For example, the bank operating a point·of-sale system in Syracuse may 

offer its system as an umbrella credit source for all of the stores which 

are providing terminal services. But the bank should not be permitted to . 
substitute its own standards for credit approval for those which now apply 

in each of the stores. The stores shpuld be requi red to set thei r own 

approval a~d operational standards ... whether or not they want to .. 

,...', 
\ 

With this protection, subscribers of the system'would have the conven

ien,ce of one car~ for cash and credi t access in all of the st,qres and the 

bank ... but those who now could get credit at one store but not another would 

still have this opportunity.' 

In another area. if a credit card is stolen, prompt action by a consumer 

OIeMS that that consumer doesn't lose anything. If a check is stolen and 

forged, the bank. not the consumer. accepts the loss. But EFTod~bit cards 

introduce a new element. Since transactions are recorded insta~taneously, 

the problem a consumer must face is to have funds restored. And, since funds 

taken illegally from an EFT account can't be used by a consumer until they 

are restored, a consumer "lay find he's accruing interest pen~l ties because 

bill~ can't be paid. Indeed, since the money isn't availabte~ a consumer 

can't use it for any of the proper purposes it was intended for. 

This should be dealt with by legislation that also protects consumets 

against t~e consequences of simple errors which occur beyond t~eir control. 

No matter what the cause. H a consumer's account is improp~rl>, debited. 

and the consumer did not contribute knowingly to the problem, the bank should 

cover all 10SS~5 and {ncidental expenses whfcb occur .... 0", fQr that matter, 

the stores should, if that's appropriate. 
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Thl!se and otiler problems arc nutfonal problems. 

Whatever the ultimate'impact of EFT technoloQY, that impact will be 

M t lona 1, 

So I think the remedies applied to those problems should be national. 
, , 

11m afr(!,id that any attempt to permit the states to de'al with EFT on 
... 

an individual basis will merely result in a hodge-podge of action and in

action extending from too much to too little .•• on the model that already 

exists for other' state banking law. 

11m also afraid that the marketplace. itself, is ill-suited to the 

development of natural controls on EFT development. The marketplace is a 

vehicle for sales and selling ... not for restraint. If the marketplace is 

permitted to govern the development of EFT technology, we can count on that 

marketpl ace to focus on ••• not those of us to whom that tec.hnology has been 

introduced ..• but those of our children who will be growing up with EFT as 

a fact of their lives. 

Just let me point out that the introduction of credit went through much 

the same kind of transition. 

EFT presents a very real potential for a major shake-up in our economic 

system. Our at'tempts to deal with EFT developments should be. no less broad. 

And, in a very real way, EF.T has given us an opportunity to deal with many 

problems that should have been handled before in other circu~~tances but have 

not been. The security of infonnation is but one of these. 

In thousands of years, the most thatls ever been done to the symbols we 

use for money is to change what they look like or what they represrnt. But 

fina 11y ... thanks to the computer ... we I ve di scovered a way to do a\'1ay wi th 

symbols altogether. 

We can n<?w imagine a system in \'1hich earnings are deposited automatically 

in which prices and values can be established and assessed electronically ••• 

and in which money can be exchanged without ever bein9 seen or touched. 
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We're already doing the first with Social Security payments ... the 

second \-lith "he Universal Product Code ••• and the third with EFTS. 

It takes (1'16 great imaginatio,n to expect these and other systems to 

grow together. It also takes no great imagination to wonder at the im

plications ••• both good and bad ••• of this kind of unified cash and credit 

sys tem. 

The trend in our society is to bigger and more comp;ehensive systems ••• 

not to smaller and more diverse systems. We tend to forget that the aim 

of competition is to eliminate competition ••• something that anyone who 

has played a game of Monopoly can understand. 

As the ba~kers I've talked to suggest, we may never entirely lose 

the opportunities and alternatives that seem to be threateneQ by EFT 

technology. tut it is certain that to the extent these opportunities and 

alternatives remain, they will remain in a context which will have changed 

substantially because of EFT development. 

Right now, we have the chance to direct those changes into channels 

that we can control. 

Roberta B. Wieloszynski 

Director 

suggest that we do so. 

Syracuse (rl. Y.) Consumer Affai rs Offi ce 

(31S) 473 3240 
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The followino is a supolemental discussion of those issues surroundino 

EFTS which may ref"luire national leflislativc solutions. 

pri'VacY 

· Consumers today have little oractical control over the col1ectiori 

and dissemination of infonnation distilled from their nrivate lives as 

a ~onscqucnte of their interaction with the society they're a "art of. 

Birth notices. credit anplications, emnloymcnt histories, evcn 

obituaries are noted and filcd in a fragmentary but compl'chcnsive system 

of information which is relatively easy to oenetrate. That oenetration 

now takes place on a variety of levels. 

Mailing lists are compiled from macazine subscription lists. The 

Internal Revenue Service ma'i compel banks to surrender the financial 

records of bank customers. Credit institutions trade dossiers on conSU~Rrs 

back and forth at will. In the examination of nrosnective emoloyees, 

government and private agencies alike nrobe routinely into social I econolll;c~ 

medical. and criminal information resource centArs that th~ objects of 

such investigations. themselves, may not evan know cxist. 

The information uncovered is useful on b:o levels. First, the details 

of a consumer's social record, economic history, and other elements of 

personal infonnation can establish,a model for an.Ythin~ from sales techniques 

to surveiliance.But second, evcn if thc det~ils arc not disccrnablc, thc 

broad catagori~s of activities and associations to ~c cstablished hy an 

'inspection pf personal records can still be used to build a descrintive 

pattern. Knowin~ that a conSUIJ1p.r bouQht an cxnensive foreipn car is ju~t 

es valuablc as knowinf/ the actual price naid for the car. Often just luo ... lintl 

which stores are patronized by a consumer can be valuable. 

Virtually evcr.y chan(le in OUt' cconomic system has added a nc\", source 

, of, infonlh'ttion to be conc~rMd ahout. The advl'!nt of creeli t is one ChilnO(!. The 

computC!r is tlllother. 
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An extension of the development of the comnuter. EFT tcchnoloqy has 

added one more dimension to the problem ••• the consolidation of multiple 

infonnation sources into a s1n~le source. 

Privacy has always been threatened by the assembly and usc of in

formation without the "nowledae or consent of the oeople on I·,hom thc . . 
I 

information is oathercd .•. or when peonle al'c comoelled to submit to an . . \ 

investigation, the results of which will not be conveved to theM. 

But EFT technoloqy. seriously el'odes any inherent orotection consul1lC'I'S 

have enjoyed purely because of the fraflmcntcd natul'c of information 

sources. Ho infol~ation is more readily avail,ble than it is in a 

computer-based stol'a~e systeM which can be nro~rall::ned to nCI'fol'!l' a variety 

of collection, sortin~, and information t,'ansfer functions automatically. 

And no infonmation is more valuable in the development of a patiern of a 

person's life than inforr.tation which details economic habits. 

It can be sU9gested "lith some certainty that most people \·:ould strollClly 

. ob~cct to the publishing in the daily llel'/snaper of their earning and 

spending recor:ds. But in terras of those I'Iho could benefit fro::! aCCC5S to 

this information. publishin9 a consurllcr's economic historY in the IlC\·,SPill'i:r" 

wouldn't renresent much of an additional threat. 

, Gi ven the potent;nl Iluantity and quality of the infonlitltion to 11(\ 

developed on pe.onle throu9h thei r use of EFT svstems" and t~e i,nherent 1 ilck 

of control people will have over that information. several riqhts should!'c 

established to protect EFT information recorc!s Clnd the pl'ivac.v of the nl'Hll11e 

those records represent. 

Access to such infon1\t1tion should he restricted by law. Pr.onle should 

be informed "/hen exct'ptions are to be Clnnlied. And flconle should be nerrllittcd 

to challenge C)lld bloch t1ccef,S thcH th~.Y believe is inappropriC:ltc. 

And whenever inforlllation is to be given to others, the saul.!'! infonntHion 

should be provided to the pl.!ople involved. 
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Soo~ ncaplc Olav have no ob1ectipn at all to the diss~mination of their 

record$ to others. Some may not want to know when their ~ecnrds have been 

requQsted, who has requested thl"'lll, or why they've ~p.en requested. Rut they 

sho'uld have the opportuni~.v to know. With that appor~unit.v, they hav,e a 

choice. Without it, they don't. 

Point-of~sale syst.ems in narticular may seem to enlhlnce confidential ity 

by reducing the number of persons \·,ho have access to inform(ltion dev(!loncd 

through such 'systems. l3ut the number of people \,:110 have access to EFT 1'f,COI'JS 

has no bearing on whet.her or not the IRS can oet accp.ss to those rccorcis, .. 

whether or not the bJnk. itself. can make special use of the recards ... or 

whether or not a conSlmler could be coerced by special circumstances into 

qiv1n9 someone else access to those records. 

Rinht now, the IRS can get access to EFT recol'ds. Riclht nOI'/, u rank can 

use EFT records to deterr.linP. a consumer's credit I':orthin('ss. And l'ln!lt nc· .. :, 

EFT records could be obtained b'y prospective elilolovers 01' those \'.'\-0 eAten:! 

credit by making access a condition of er.·,rloYr.1cnt or credit. 

It's true that consumer"s do have access to cr'edit because th:/ r:'uke 

infonnation on themselves available to lendinq ilnd eredit-apnroval ar;ei1cies ... 

con~umers have gain~~ some cost benefits from the use of computers in business 

and industry .•• ConslImers are protected against certain forms of discrimination 

and criminal activity because information is /l'vailable to investicators. 

But trade-offs \'/hich establish benefits must be balanced by limits . 
\'1hich ~uard ilgl1 ins t excesses. 

GeneNlly, banks eeln he expected to sunnort nolicies Ivl\ich would resist 

cl\~roachments on consumer infon11(1tion riQhts. nut as one recent ~unr(!r~e Court 

deci5ion made plain. by rcjectinq the contention that bank records are orivatc, 

billlk policy alone is insuffici(!nt Ilroteetion. 

~torc is nee(!SS(lry. 
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SUlllnnry . 
Computerized banldno systems can develop infol'moltion on consumcrs 

. . 
which is in a fonn that is easy to use and at'lusc. As EFT systems arcn'l to 

include more services, they will encompass n:or~ in.formation. That \"ill 

increase both the value or EFT records and the pressure to ~et accc~s to 

such records. 

EFT records arc nO\'1 cons idcl'cd the Pl'OPCl'ty of the banks Nhich hold 

them. The pub~ic is dcnied an effective m~asurc of control over the usc 

of those records. 

Specific problems can be identified: 

People need not be infonned \'/hen access to thei r. records has b(!en 

reques ted 01" granted. 

Beneficial limitations to access have not been estahlished as a 

ma t te r of 1 a\,l. 

Additionally, protection ~l'i1nted hy la\'/ to consumel"S for certain kinds 

of informDtfon appal'cntly arc not extended to the sallie kinds of inful'l:liILion 

when that information is pathered in an EFT system. 

For example, a consumer may challc:!nge the accuracy of informoltion in 

credit repol"ting agency files. £lut it prescntly apnears that the sa:ne infofm

ation, assembled in an EFT system, and used for' the Silme purpo~f.:s, might-not 

be covered. 

Recor:m:enda t i oJJ, 

Legislation should be adopted which limits access by persons or aoencics, 

private or governmental t to EFT generated or assembled information. 

Government should bt! pcrtl\itt~d access only in ~onnection with investi

gations of serious crimes. Procedures should require a court oroc~edinq which 

pennits a "cr~on to chilllcnac a governmenlal rcqu~st for access to Err I'p-cords. 
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Priy~tc p~rsons and anencics sh0uld he permitl~d access to ErT records 

only upon the express t wri ttcn !'lenni ~s i on of the pet'Stm \'1h050 records arc 
\ 

being sO\J~ht. To give this control meanino. a consumer who )'cfuses to 

~ive access to EFT records to a private person or ilQency should not be 

subject to retribution. 

For example. an employer should not be permitted to \·lithhold cl::rlo"p'H~lll. 
; 

from a person solelY because the emoloyer is dellied access to lll,lt person's 

EFT records. A store should not be pennittcd to deny credit to it pet'son 

only because the store is denied access to that person's EFT records. 

The legislation should provide for criminal p(!nal Ues for those 1'1110 

permit tlte unauthorized dissemination of EFT records. Gut civil .!It'ocedlll'es 

should also be establ ished to pl'ovide for civil dar..tlqe lill'/sui ts aimec! al 

all perspns 0" agencies \'/hich partici()atcd in the illegul disse:nination. 

Additionally. legislation "/hich no\~ protects conSL:f1:cr infor1.'.1tion in 

other contexts should be extended to include infOl"llltltion of the Sillll!'? so,'t 

which is made nart of EFT records and used fOt' similar nurposes. If a 

consumer should flivc ()ermission to a StOl'C to use EFT records fOl' credit 

purposes. the consulller should be given the onnortunity to examine and 

challcnge those records for accuracy ••• parLicularly since there is no 

guarantee that only infofT.1ution devI110Ded through an EFT system \':oulp be 

made part Qf those records. 

Comments 

It's true that controls like these h('\Vc not been provided fOl' inforr.wtion 

developc!d through {j consumer's use of cash, 01' cheds, or credit cards. per set 

But that is no argument a~Hlinst establishing these cl,mlrols for infonnution 

to be! 9CrH!rlltcd tht'ough the usc of EFT syslems. 

EFT presents specilll potential risks to privacy and the security of 

consumcl' infonnution. Snecial action should,be ltlk<m to climiniltc lhese 

risks. .. 
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Cons unl(~ r Cho't ce 

EFT is the ,first development in banking and finance which has the 

capacity to substantially reduce the use of all othe.' fonns of econoOlic 

exchange ••• including checl:s. cash. credit cards. loans, tl"llvclers' chPocks, 

and morc • 

Ultimately, EFT could not only r~duca these alternc1ti\'cs, 'it CCluld 

well replace most of them. 

Essentially limited at nresent to an electronic mr.ilns to reduce a 
, 

bank's load of naper t.'ansactions, throuah either noint-of-sale lel"miIl 111!; 

or telephone bill-paying services desiqned to replace checks, EFT tcrh-

nol09Y can easily encompass credit. Lillked to automated nayroll deno5~t servicns 

and computel"hed price-inventory systems 1 :ke the Univel"sal Product Codn I 

an EFT network could nrovidc virtually every type of nersnnal econonic ~prvice, 

\'1ith access rp.Cjuirino oo1.y a single authoriztlt1on till'd, Ilcrhans c(111cd ,) "uni-

card. II 

The potential attl'activeness to consumers of a sinqlt> card \'Ihich e,lt) 

perform the \'lork of many cards. as \'/ell as cash and checks. is self-cvidrnt. 

But to achieve this kind of convenience at the expense of the multinliciLv 

of standards and opoortunities that individual credit sources and 1I:0I1e\, 

alternatives now provide may also Drescnt more dangers than benefits. 

A unt-ca~d might not eliminate checks. But a checkino account ray he a 

service. thclt is only available at sorr.e s.pecial chal"pc ••• above thclt \'/hieh 

now is applied to checking services. Clearly. as the machinery set up to 

handle checks bCQins to handle fewer and fewer checks. the cost of handlinQ 

each remainillQ check is increa$ed. Ideally, the need for mclchin~ry (incllJdin~ 

people) 1'1i11 lle reduced ~,' the need for n,10er trans,lctions is reduced. Hut 

eventually, a level will be reached at which th~ service hecomes a frill that 

is cOUlllclrativcly rt:llcnsivp. to provic1l'. 
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And, of course, once an alternative EFT service exists on a larne enough 

basis, checkinq account service char~cs can l>~ raised to some level that \'Jill 

serve as a further induc~ment for a thanqe-over to EFT. 

Additionally, the extent to which a hank, or a retailer, for that mJtter, 

!r must actually handle cash is another consideration. C~sh that's k~nt in a 

vault is both saf~r and sub';ect to fe\':er handl in~ ch.:troes than c<lsh \,/hich 

must be! handled and (!xchanacd. Tellers and cllIclrds cost moncy, C,)sh can tIP 

lost or stolen. 

With sufficient facilities, an EFT systC'm could so substantially rl!~bcc 

the need fOI' the exchilnge of cash from hand to h,lnd that termin,ll noints 

could easily I'eplacc branch bilnks. 

If EFT doesn't \'eplace cash, \'/e might \·;el.l find th.:1t then~'s a charc·.:! 

connected \·lith uskin9 for and using cash in dn EFT-based econei!:ic SVSlr.i·:. 

Out \·,hile eliminatinS) one kind of cl'iminal by eliminatin~ cash and 

checks, at least to it substantial deQl'ee, the advent of a uni-card could 

also leild to the appearance of a nel'/ kino of criminal, one adept (It the 

manipulation of computers and uni-cat·ds. ratner than con:bination safes 

and locked doors. 

Instead of bein9 reQuired to steal cash, checks, and credit cards, 

a thief would find one card Qivino access to a consumor's entire assots. 

At one level. security is increased', I\t another, it is decreased. The trade

off could easily be counternrod~ctive. 

But specifically I·lith regard to credit, a uni-card could easily replace 

individual·standards for credit cl~ong \'lith the individual cards I·:hich /101'/ 

serve those standards. 

Small stores, 1\1r9C Hores, niltional credit comnclnies. banks, finance 

compiJnies, all have relatively different stclnuards \·thic.h must be lI:et by those 

,·,ho seek cI·edit. 1\11 n:clY also u~e a val'icty of methods for corn:>uting int~rest 

cl.lar9cs. 
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Right no'''. some peoole may qual i fy for credi t from ~ny of these 

sources. Some people may qualify for credit from some of these sources. 
\ . 

Same peonlc may qual ify at onl.v one store 0'" bank. And others melY not 

meet the standards of any of these sourc~~. 

In a uni-card system which serves many sources"on the basis of one 

set of standards. people ,,;ho nol'l have at least limited access to cl'edit . 
I 

might be denied credit altogether. 

The variety of interest rate systems could be replaced, as w~ll, 

by a sin~le system, \'lith users of uni~cM'd c}'edit servicps deni('d the 

choice of lower cost credit services. 

Nonllal marketplace influences mi~ht be expected to enCOUl'aq(! r'any • 

credit sources to maintain their own credit cal'd services, if only beca~se 
I 

of the personal conswper identification that is maintained with a store 

through its credit cards. 

But a credit card system is exnensive to maintain. Few if any store 

credit cal'ds provide hiph enough interest rate,s to ensure SO;'ie level of 

noticeable profitability. And a store ... ,hieh o[)eratcs its 0\'10 card s;lste:: 

also assumes its ovm, risks for losses to thieves ilnd deadbeuts. 

A uni -card credit sys tern offered by a bank mi~ht, for both c.os t enlj . 
reliability considertltions. be too attractive to be ignored by many credit 

sources. 

It would be relatively easy for any bank which offers both EFT services 

and Bankk~ericard or Mastercharpe to combine these two services. But more 

simnly, a bdn~: miClht .just promote its line-of-credit service as an inteolral 

parl of its f.FT servfces. 

Speci fic dev~lopn:~nts ellon!} these 1 inp.s dre di fficul t to nro.i('ct wi th 

certainty. Out the irl101ications elrc \'lorthy of some,consideration. 
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SUtll:'Icl'!y 

The futUI'!! resul t of the development of EFT technoloQY m('\,Y be a miljor 

readjustment in the shape of the national economy. Combini~~ compatible 
I 

computer-based systems can produce a new system of exchan~e based on a 

single card that can be used in place of cash, cllecks, credit cards, and 
. 

other devices. These COMllon economic symbols may not entirely disappear. 

but their continued existence may involve special consumer expenditures 

which are intended to encourage their replacement by an EFT system, 

Beginning as mel'ely one more choice for consu:ners. EFT caul d becol'!c 

the means by \o:hich other choices are lost. or by \·/htch the added exne:1se 

of these choices denies them to many peoDle. 

Appearinp at first glance to be a more secure method for handlinq 

money, EFT may merely turn out to be a more comnlex focus for sneciillil('~d 

criminals l'Iho, if they obtain access to EFT accounts. I·lill hilve obt<lincd 

access to a mOl'e complete assembly of consumer resources than has beC'n 

a~ailclble to thieves until now. 

ReCOr."l'lend il t i on 

A diversity in symbols is considerably less si~nificant cl con!;idertllion 

in regard to credit than a diversity in standards I·,hich give a.max;l:lulll nll:lb~r 

of people access to credit. 

Legislatt'on should prohibit the devclonn~ent of bl"oad credit standardr, 

that arc to be applied beyond any individual credit source. Uriefly, a retail 

outlet which chooses to adopt an EFT card for credit purposes must be required 

to set its own standill'ds for credit to be offerC!d through the cards, and, in 

kecpinp with current state law, its own methods for comoutin9 finance charnrs. 

To deal with a problem "'hith exists even nOI'/, leClislation $hould 

require that C0I15u:ners.arc infOI1lled "/hr'nC'vC!r a transt1ction \'Iill acceS$ thrir 

1 ine-of-tredi t iluthori ty. 
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It should also bp m~de nossiblc for a consumQr to obtain an uo-to-
, . 

d~te cash/credit bQl~ncc report in connection with trans~ctions. 

To the extent that hranch banks m~y be eliminated ih favor of 

computerized tenninal centers, lCQislation should l"cquire that En 

services be developed to c'ncompass those services \',hich \"ould also be 

lost. ~Hnimull\ service standards for ErT tCI"linals \'Ihich replace branch, 

banks should include th'e basic list of lo~n. conSllm~r credit, al~d 

cash/checki nD.-l'eli:lted servi cas, account information, and advi ce that 

would other\'llse be lost. 

Provision should be made for the imnact of EFT service costs on 

retailers. If retailers or others \'1'110 are called unon to operateCFi 

tenninals are to bear staffino and other operational costs, anci if 

153/1-. 

those costs are to be assessed by tho~e oreratir,o the te!111inals~ "iltllc!!' 

than having them defrayed by a bank throu~h cost-bcliefit scwinc:s, those 

costs should be assessed to users of the lerl11inc11s ... not to the store's 

general customers through the prices they pay in the store. 

The costs associated with EFT should not be hidden in qeneral Dric~s 

for goods and services. 

This may sor.:e\'Ihat bal nnce the tendJncy for banks to use service chilrC!es 

as a device to encourage the use of EFT fatilities, rather thoo cash or 

checks. 

Corrfl'cn ts 

The issue of security will be dialt with elsewhere. 

It may b~ impossible, indeed ill1oroncr, to leHislate ClQtdnst the ;llln;:lct 

of EFT technolo~y on symbols 1 ike cash ilnd chcc~:s. Uut every effort shoul d 

be made to mt\kc sU"c that such a transHion is not nressed on the nuhl ic 

by indir~ct pre&suI'es. Ohviously, cash ilnd chpd:s, fOl' eXc1rnnle, ~O\'l cost 

people sOlllethinfl. rloUling is free. But thpy Should not cost sorr.'!lhin9 mor£! 

to cncouraA~ their elimination. 
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To tl.le extent that automatic payroll deposit systel11s may be combined 

With developments 1 ike the Universal Product Codq and EFT. some regard should 

also be paid to the impact of nUI'ely p.le,ctronic systems on prices. Prices •. 

fQ~examplc, would tend to lose their imnact in a svstem in which they are 

assessed and collected electronically. Only when money physically chan~es 

hands do prices have real meaning. 

One of the last places that cash is still required is the Slll)Crr.1t1rl:!"t. 

Prices in supermal'kcts do have impact. Supcl1narkets are cons tuntl,v under 

ftr~ for their pricing and marketinQ practices. 

Yet supennarkets are sl't'itc:hing to the Universal PI'oduct Cod!! system ... 

not one b'y one ... but chain by chain. Supcrmal:kets al'e opposing legisluti(ln 

that \'loul d requi rc them to keep l'cadabl e pri ces on the; r produc ts. !ond 

supennarkcts are the bigges t cus tomers for poi nt-of-su 1 e temi na 1 s. 

Major changes are taking place that have nothing to do with EFT 

development. but \'/hich together with EFT carry seriolls imnl ;cat;on$ fOr" 

choices and opportunities that most people today take for 9rantcd. 

If developments ilre pennitted to 90 fOl'I'/ard solely on the basis of 

decisions of c'osts and savings. consumers \':111 lose choices that. should be 

preserved at almost any cost. 

Consumer Rit'lhts and Resnonsi\'lilitiec; 

On the one hand, the 'development of EFt annears to he ol'occedinCl lal'(1p.lv 

outside the scorle of current consumer nrotection leqisl(1tion. On th-:- ot,her, 

that dcve,lonrnent aho c1nnears to he nroceedinct I"ith insufficient c~nh(1sis on 

infol1niltion tllilt would help consumers nrotcct their riqhts and meet th(~ir 

responsibilities in the confusion which can ... and often does ... exist now. 

To the extent th.lt there is confusion. it stC'lll$ from the usc of an EFT 

card in p,ll1ce of cash in SOIll~ circlJlI1~ttlnces, in place of ch~cl:s in tile 5i\r:(? 
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or different circ\lrllst~nccs't or'in'p1i:'ce of cr.edit cil,rds in others. 

When used in III ilCP of cl c"cdi t .card, as in the us~ of an EFT card 

for nurchases that tan into a line-of-credit, EFT is outsid~ nrotncttve 
, . 

le~islation \'1h1ch pcrn1\\ts payments to be \'/ithhcld durino disputes over 

goods bought with crpdit cards. In Syracuse, the bank nrovidino EFT rJoint

of-sale services mainta11ns tha bank's Key Ccll'ds arc not credit cards, But 

the bank htis also refused to send the cc'll'ds unsolicitcd to peoole whoSI(! 

checki n9 accounts pl'ovi de.l 1 i ne-of-cl'edit authcirit,v. Clet1rly, when u!icd I·d th 

these accounts. the card can be a credit card. 

On the one hand! the banks says the cards are not credit cards, On 

the other, it acts as though they arc. 

I~hell used in placa of checks to obtain c,)~h, an EFT card and ,),Ssociillnc! 

codeword (or other idpntification devices) substitute a niece of nlastic 

and a piece of specialized kno\·,ledoe (the cod!:!\,/ord) for the secql'itv inh~rent 

in an identification procedure that r~quir~s a signature and an identificdlion 

check to verify that si~lOilture. A thief ,·,ho has stolen a book of checks 

must have some skill to for(1(~ sionatures on those checl:s and to I)t1SS iap.nti

fication procedures. The same thief who has stolen an EFT card and obtained 

its associated codeword (nerhans b~cause the word was w~itte~ down and carried 

in a wallet) needs no special skills. to present the cal'd and codCl'o'lord at 

any computer tennfnal. 

In the one casc. there is no ~'lutornatic accentance. In the other there 

is. I~ the one case. a classical case of forQnrv is involved, with liability 

w()l1 establlshed. In the other. a1t:tlough a signature Ill<ly be reQui.red on a 

transaction slip. with this constituting for!lt'ry. liability is far from clear

cut. 

The blllll: in SyrllCU~p. maintilin:; tlh1t sinnino sOUleone else's name to " 

tr'an51lction slip constitutc~ a for'Qp.rv. nut sup"o:;~ a thief merely scribbl(!s 

-~-'~'----' .. "'-' .............. _ .... ~ ... ". . \ ....... . 
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an unroCOgnizl!clble Si(lIhlture? And currently' in Nc\,,'Yorj., StlltC clnd others, 

there is no requircment for clny signature at all on a transaction 51 ip. A 

bank in New York State could eliminate this provision from its transaction 

procedures. 

The misannronriation and ~se of an EFT card clearly'would violate 

some law or other. But some confusion surroundinn the verificatior, DrocodJr~s, 

or lack of them, which are now associated with EFT in ~yracuse, at lnc1st. 

leaves liability at issue. 

Would a consun:er be reQuired to nrove that an illeoell use of a cartl 

\-/as unauthorized? Could this be n,'oven? \·!ould lhe storp. be hr.ld 1 iid'le for 

consume\" or bclnl~ losses to the ille~al use of a card? If a bank 110'.': acc~:)ts . 
liabilit' for losses due to thefts now, will it be required to ~n so in t~e 

• t 

'or 

future? .. 

When used in place of cash in the dil'ect pUrclt,15e oJ ~cods or s!.!n" ::::;, 

an EFT cdrd Ciln contribute to the obscuril\g of el'rD/'S that \·:ould hdve ~"",'" 

visible in the hdnd-to-hand exchan~l(! of cash .. This can pal'ticulal'ly be il 

problem in the utmosphel'e of a retail outlet \·,hieh is cHher hectic Or' 

psychologically dcsi~ned to repr'e:;s caution and .iudqel"ent. as in the 1r:':),;1se

emphasizing atmosnhere of a sunp.rrlarl~et. 

An ovcrnu.vr.:ent or an undernarment could qo undiscovered by a eonSIl:";.r, 

only to become an issue of contention later. If the conSU;"'l!r contdbutcd to 

thclt error, he will find no defense in assertions that the confusion of a 

store's surroundin~s helned mc1~e the errol' Ilossihlc. If a conSll~.er rtlerel'l 

failed to duLcet the error, and it' is ultimately corrected, that cons!1m~r 

hils still experienced an inconveflience that ndClht not have existr!d to hOQin 

with in J cash tr~nsnction. 
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In point-of-ulC!! systems, there is no. clear liahility established 

for errors which might transfer Inorc or' less funds from a subscriber's 

account to a retailer's account. or for debits th.lt OCCU'" as the result 

of io error. and which deny a subscriber the use of funds that would h~ve 

been available otherwise. There is no way to ,"edt"ess c'"rOI"S \'1hich could 

embarass ~ subscriber; for example. an error which fails to aporove a 

, transaction that should have been annroved ••• or one that aorrovns a 

transaction that should not have been aonrov~d. 

In the Sy,"acuse point-of-sale system, for examnlc, i't is possible 

for a transaction to be anproved even thouah outstandina c~ccks which 

have not yet been Cleal"ed do not leave enoueh funds in a chr>cking aCC(jljn~ 

to cover the transaction.. If a conSWl1er filils 'to r.lilintain an un-to-dil~(> 

bal ance, the use of EFT Ciln 1 ead to bounced checks. Yet, l'/h!!n the SV5 ':.:-;:\ 

was first p,"omoted, people I'/ere told that they need not CilITj' their 

checkbooks with them. 

A bill-paying senice \'Ihich f,1il~ to oay a hill on ti::iI:! could slIt:icd 

a subscriber to an interest penalty that HilS not \,/arrilnted. The bilnk nn"',lting 

the bill-paying service in Syracose has uckno'dledc;cd this pl'oblC:1il l1y reflJ:;ing 

to permit insurance nremium payments thl"Ough its system. The btlnk rcccr/',izr.s 

tlltlt it may be held 1 fable for the conseQuences of a missed ntl\~n!:ntf a 

cancelled insurance policy, and any sub5equent uninsured loss that may rcslllt. 

But there is still no clear liability for who 6cars the consequences of 
. 

errors tn other instances. Those consequences call include unn~cessary fres 

or interest penillties and the loss of the usc of funds which should hilva 

be~n available to a consumer. And a hilnk could ill"9UC thilt il COn5Ui~(!r 

assumes all liabilities in connection \'lith the use of p.ithr~r noint-or~5ale 

or bill-paying services. 
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The iS$uo of liability is clearly evident in the EFT card-credit carel 

COIll\hl'-; son. 

Even ~~en EFT cards can be used as credit cards, they may not be covercJ 

by credit card liability limitations \'/hich Pl'otcct consumers aallinst tbe . 
losscs that result from an unlawful use of credit cards. If a credit card 

is stolen, a consumer can be assessed no mOI~(;: than $50, no mJtte!' hm'l hiqh 

a bill results from a card's use by a thief. Th15 pl'olection docs not 1lt:C'~,s:\ri1y appl 

to EFT ca rds. 

In Syracusc, the bank Ilsscrts that it \'lould a!;sume full 1 illoil itv (," 
I. ' 

losses that i'lould occur through the theft of an EFT card. 1he h\!)k has 

established a limit to the numher of transactions to be nermitt~d withn~~ 

question in anyone day and the IIlilximurn (In:ount, of cash to be \'Ii ~l:tJra\'.'n fr:"1 

a sin910 account at any one ti~c or in any sinole day. 

Cut the bank has not pro,vidcd its customers \'lith this inf0rii'(ltion. i,··,.~ 

the bani:'s policies could chan~e at any til:,c. fInd other banks Il!Jj' 

establish s~gnificant1Y different procedures. 

Summary . . 
EFT technoloHY, to the extent it replcJces (or eeln replace) cash, ch~'::i5, 

credit cal"ds, or ottl':!r economic tools, is develoning outside tht~ SCODt! of 

consumer nrotection legislation. 

Questions of liability are either unanswered, or only partially ~ns~~r~~ 

by individual po1icies at individual banks. 

Adequate infonlltttion from \'/hich consu!:~l1rs could act to nrotect th~ir 

riqhts 4lnd PIcot their rcsnonsibilities hilS not be'en ()rovid~d fOl' t.hose usino 

EFT systems, or heing encouraocd to use the systems. 

R«' c ()Il~::~ 11 cI il t to..!!. 

ll'~H~1(1tion should he Ot'CIHlred which extends all pertinent lal'l dcalir,CI 

with clu!cl:s and credit c,'lrds to cover CrT t.riln!;llction'i \'/hich n('!'fol'ln the 

.. 
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same jobs as checks or crcd't cards. This should include th~ liability 

". limitations cstablishc=d for cr'cdit cards and a,be'tn iJQainst the! unsolicitr.d 

distribution of debit cards. l:t should a150 include tlrodsions which {Hmalt 

.. 

• 
.. 

consYlllcrs to recover funds snent on Qoods or set·vices ,.,.hich are succe~$ful1y 

disputed; or, in the case of actual credit transactions. it should p,"ovide 

for the withholdin9 of payments until disputes al"e resolved. 

Legislation should be drawn. which establish~s clear lines of liability. 

Provisions here should pernlit consumers to re€OVCI' all losses and cxnell';r.s 

which are incur,"ed as the result of cr,"ors to \·,hich they have not subSl.lnLiilll.Y 

contributed. 

L~gislat;on should also be established to Qivc the burden ("If Iwoof La 

banks with rcuard to fraud in EFT SystC!nJs which rcquh"c no f11'oof of identity 

for cus tomers beyond cards and codeNo,"ds (or other spec; a 1; zed kno','ll edt1\~). 

Le9islation should be PI"enared ,·:hich reQuirp.s nunks to prendre'! d(·tl\il('(1 

descriptions of all riqhts and rcs~onsihilities for all nartics to EFT 

transactions. Ooth consumers and rctai lcrs nrovidinn EFT services for h'1nl:$ 

should be clearly advised on all, risks their'oarticination may entail. 

Conlll:~nts 

Some attention should be paid to the usc of records Qeneraled by Crl 

systems as proof of paym~nt or other ilct;vlty. Le~islat;on l1I;qht be dcsi<lncd 

to establish appropriate guidelines, but the COlwts may be a more arnrondale 

forum for this issu~. 

Basically, whon a con~w"cr engapcs in a transdctton directly with il 

retail store. a checl: or a rcceip~ is involved ,.,.111clI is mutually ackno\,/ledqcd 

by both. parties. This is not Mcessarily the result in transactions OcclIlTinn 

throu~lh a Iloint-of-selle tenninal • 

For eX(llllple, both the stort" and a CGn~UlIIcr Q(!t a cony of the inHilll 

transaction slill. But suhseclUt?nt ste'tl(!II:cntsis~ucd to ellch hy the h,ln~ cOllld 

indicille diffct~ent infonnalion lhan an!,lellred Oil one or the ot/H:r of t,hC!5P. ~lins. 
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In this case, it is not certain which records would be accented as 

accurate by parties to a disnute. 

AddHional1y, it's oossible that a' conSUlller and a retailer nlil,V oet a 

copy ~f a transaction receiot which accurately reflects the substance of 

a transaction, but either more or less monay is actually transferred to 

a store's account from a consumer's account til,," the conies of the raceint 

indicate \-/as transferred. This situation \'o'ould seem to indicate th.lt tire 
, 

transaction receipts are not certain enough to he used as pronf, .. if only 

because they don't reflect all pl?rtinent circulllstances in a tl·an~ilcti()n. 

On the other hand, the statement covering the trans.1ction \'Ihieh is 

later issued by the bank to each of the Darti,as involved \-:ill /':crcly l~ct,lil 

the amount transferred, without serving as a means by which it can be 

proved one \'1ay or the other that the arrount I'HIS ... or \'laS not. ~. the PI'(d "I' 

amount. 

Clearly, a check or receipt and an itemized bill whieh are availabl~ 

" for comparison ara not precisely replaced by records generated throllClh U; .. : 

use of EFT sys tems. 

Securi ty 

A clerk assigrladto a J'loint-of-~ale terminal at a store in SyrilCtlSc, 

\'Ihen questioned ilbout the use of code\·:ords as a security measure, insist,,'l 
, , . 

that she could not tell what codeword Deople ware usinq hecause there arc 

three letters on each pin pad button, and she couldn't see which letters they 

wel'c USih9. It's doubtful that a thief \'/Ould fail to notice that it's onl.Y 

necessilry to !,ca \',hich buttons are pushr:d and to not.e the sequence used in 

ol"dar to cOlllpll!tely el illlinatc a codel:o,.d as a security device. 

A fal" motr1cnts spent in casual observance of trlll15iJctions, follol'led by 

the t!w(t of a \'1iI11et is «111 a thief needs to tr.ln5fcr any ~ecul'it.Y from 

a Ccll'd .. holdur to ,himself. 
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Out that is only half of the EFf security orohlcm. 

The greater thrt'at probably COniCS from the possible illegal I1CCCSS ttl 

be gained internally ••• either through the actions of cn1010yees 01' theit

coop'eration with others. 

This ~atlcr problem is not unique to EFT. And a Y~riety of law exists 

to proscrib~ and punish such activity, Bul as computers arc alven ~orc 

economic responsibilities, and as cO:llPUtCI'S assume n:o"c functions in di,'cct 

public contact. the ramifications of crime ccr.::nitted hy eXl1ert tC!chnici\lt1$ 

takes on a special sipnificance. 

At. \'HIS noted els(H'Ihen~, an EFT computct' can bl'in~ a variety of r.Ofl$lI"~r 

economic r(!SOUrccs to!1ether, ma~:inQ them vulnel'able in a si"gl~ illst..:I\\C~ (.f 

criminal activity. A computer can also he usnd to hide an illecal entry to 

these assets in a vadcty of ~Iays for varying lengths of tir.:e. Rccor;l!i Cli!~ 

be doctol'ed, fake accounts established, or funds tl'ulisfc,',"cd fl'C:l\ account ~.:. 

account to 4ccount to confuse security m~a5ures. 

It is unlikely that consumc,'s \'till lose their funds directly to \';i'lH~:·!'l.:·\ld 

or large inter,nal thefts. But the costs of scclIl"it.y lI1p.aSlll't~S substc)ntial 

enough to shortcircllit the substantial re\'Iilrds to CO~lputel' cdminuls cO\ll~; 

lead to unexpected indirect losses to consu~crs. Whalcver a hank loses to 

internal thieves or to s(!curity measures des;oned to control interMl th~f~s, 

those losses will be renected in operational costs thatultimatelv could h~ 

passed on to consumers, much as the biln~s no\'l insist savinqs will h~ nassl"d 

on. 

Undoubtc:dly, the: sf.'curity problem will be confused hy tllt:.-t.C:IH.ll.:ncy for' 

some peoilla to ulend" thei r EFT ilut.hori ty to f<ltnily IIIcl'lbct's or friends. /It 

the least, this will leave honest people unilhlc to actount for all trans~ction5 

made \'Ii th lIud r anllrovill" 
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With regard to breaches of sccul'ity ,·:hith occu,' outsitlc the system. the 

only indication a consumer will have of illc!1ul access to his EFT account is 

the comparison to be made between personal r~ceipts of transactionr, and the 

bank's periodic statements. 

If is consumer keeps all I'ecci pts. and if a bank i sS'lIes s ta tcments 

frequently, and if a conSumer makes an cffo;'t to comnare the two. ill <Hlt11 

transactions I'lhich occur t!.'lrough misuse of an ErT cal'd ,-.'ill be apPilrent. 

But some people presently fa; 1 to keeo ~ood reGol'tls t or to "/ork ,·Ii til lho:;c 

"ecclrds to protect themselves. This l'Iill continuel to be e1 nroblem. ~or:'(~ 

people will continua to let othp,rs usc theil' EFi cal'ds 'IIHf secu,'ilv '·/Clrcf5. 

or to lose track of them. I·tany husllands and ,.,; \'I~S shewn credi t ctn'ds. 

They may shal'e debit cat'cls the sa1:!C ""ay, inslQ,)d of obtClininq indiviuli,ll 

cards. Otlwrs ,·lill ca"ry thei',- codel·:ords in \·Ii.lllets along ,·,ith card!'. 

Beyond t.hese problerns, banks art? not ,'ccluirnd to isslle periodic.: 

or comprehef'ls;ve EFT stflte::1~nts. In Syri3clIsc, in fact, the l>an~: 0((01"ili\1 

POS services claims that its statc:ncmts iH'e so undetail~d that they er~"(lflce • . 
l'ather than detl'act frO'll pri \'ac'y~ i'l1 thc)U9h in. tCI1l1S of secul'i ty. the 

infol'matioll that's missin!,! from thos~ st(jtem~nts is dctl'imcnta1. 

With proper safeguards against the dissenination of EFT records, detailed 

statements is~ued to consur.lars can S'ilrve valuable sac.u'ritv nurpo~cs. 

With reQard to breaches of security '''hich mew occur interncll1v. the 

detection of such breaches will depend upon the secu'ritv controls and slIf(.!

guards establiShed intc,'nally tOdcal with this nroblem. And it \Itill !Ja «I 

special p'roblc/ll as lIIort! banks Oil.:lOY'M/)oJck EFT ooeralions 01' turn to thit'd-flcJrtv 

hardware or softl'lllre providers. 

Rl' to'r:~H' Il d .'1J:.1..Ql1.! 

Le~1s111lfon ~t.ould lie est.'\bli~/I('Id which snts sland..lrtls for the secudty 

of cOlllputer.'I11~t!d trr systellls, ilnd which p,'ovidt! for the !lcdodic I'cvie\'1 of 
r'td<!quacy "lid comp 1 i Mcr!. 
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Legislation should require thnt st~trn»cnt~ on EFT transactions be 

issued to consumers at lC!c1st monthly, and that the stiltcmcnts detail the 

timc, place, goods or ser'viccs. type of trallsilction and amount involved 

tn eac~ tl·ansLlcti,on. Each statement should incl~(de a copy of al1 I'ec~ipt:s 

issued for each transaction. 

Legislation ~:Iould prohibit the use of E.FT devices, except by those 

to whom they nrc specifically issucd • . 
Additionally, as'referred to in reco~·J;lendations cOllccrnino consu::'e,' 

rights and responsibi1ities, untn a positive identification-seclIdty ~y$tl':!l 

is developed, as long as no nroof of identity is required in, EFT trnnsactions 

beyond the possession of a card and the kno\'l1ed~e Of some Codch'ord. hnnks 

should assume all liability for losses that the.banks cannot nrcvp. were 

induced by direct action by a consumer. In this case, c1 con Sllr.'C I' \,:110 C,1O 

be shovlO to have kno\'tin~ly P(m:1ittea another to use his EFT autho,·ity I'lill 

be held rc~pot:sible for such lo~se~. 

COrrlnen ts 

It should be recognized that security is ~ shared resnonsibilily. 

COnSUl'lerS, retailers, banks. and other a~encies \,/hich may be involved in 

EFT services have obligations to serve. But it should also ~e r~co9nized 

that in their efforts to develop ai'ld ~ell EFT services~ the banks .bear the . 
primary responsibility for security. 

To meet this responsibility, it'is suggested that in their attempts 

to sell the system 1.0 retailers, banks noto'lp.rlool: Or if/nor,.. cel'tain n1f!aSUI"eS 

that can be taken to enhance ~gcuri~y. One is a reouirement that store 

personnel he required to make neriodic. random identification checks of FFT 

curd US~I·S. Another is to cr"plh".sizc security in c1dvcrtisvmcnts air:.cd at the 

public clnd retailers . 
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CHAIRMAN WIDNALL: The next witness is Stephen 
~~uel1er, Vice President of the Transamerica Finance Comany, 
EJPealting on behalf of the Hational Consumer Finance Association. 

Would you come to the table to be sworn? 
(Wi tness sworn.) ~ . _ _ _ ' . ~,---... --_ ... --. ~ .. -~ .. - -.~. ~--.. * 

.. . .... f • • ._-

TESTIM()NY OF STEPHEN E. MUELL'ER, VICE PHESIDENT, 

SYSTEM (:2V'ELOPMENT DIVISION, TRANSAMERICA 

FINANCIAL CORPOHATION, ON BEHALF OF THE NATIONAL 

CONSUMER' FINANCE ASSOCIATION 

CHAIRMAN ATWATER: Mr. Mueller, would you like to 

proceed with your ten minutes of t~~timony, please? 

MR. MUELLER: Thank you very ~uch, Mr. Atwater. 

Mr. Chairman and members of the commission., my 

nam~ is Stephen Mueller, and r a~ with Transamerica Financial 

Gorpor-ation and also the Chair-Illan of the National Consumer 

Finance Association's Task Force on EFTS. 

I do wish to express my aopreciation to the 

commission for the lnvitation to appear here today and to 

after our views and comments on ·the consumer issues in the 

development of electronic fund transfer systems. 

The National Consumer Finance Association was 

organized in 1916 and is the national trade association of 

comp~n1es engagerl in the consumer credit business. There are 

somf:l 26, 000 0 ff 1 ces within the indus try, and NCFArepresents 

nearly 850 member companies which finance consumers from over 

16,000 off1ce~ in the United StAtes and Puerto Rico. 

This flnnncing is done by direct cash installment 

loans to fa~ilies or individuals, the purchase of installment 

~~les paper1 and the prOVision of revolving lines of credit 

qy finance companies or industrial banking companies. It 
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should be noted that con umer finance companies are innovators 

in the field ot consumer credit services and were ~he first 

institutions to offar various types of direct cash and 

installment loans. 

5 As the second largest holder of consumer credit,' 

6 finance companies mf:lde available $32.6 billion of consumer 

7 

8 

credit In 1975. Consumers, in repayment for' financing, made 

some 400 million transfers of fUnds to fina~c~ companies in 

9 1975, and this number would be significantly larger if 

10 revolving credit operations are taken into account, but they 

I t were not. 

12 The segmentation amon:~ financial insti tutions is 

13 eroding as a result of ~arket forces and regulat6ry and legls-

14 Inti ve trends. EFTS technolo:1Y is an addi tional force, and 

15 it will further the similArity of services of the financial 

16 institutions. The technological advance as a result of EFTS 

17 should be transparent to the underlying institutional 

18 structure of the fln8nclal sys~e~ 50 that the basic comoetitive 

19 forces continue to operate. This is the only way in which 

20 

21 

22 

consumers CAn be assured at a range ~t choice and the benefits 

of competition. 

I didn't have any way of knowing Ms. Greenwald 

23 \'Iould be my supporter. I didn't expect it from the banking 

24 SOCiety, but she mentioned this a couple of times in her 

25 testimony this morning, and I'm very thankful to her for tL;,); • 
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Actually" my remarks today will be directed, really, 

2 toward the consumer benefi~ problem and the problems that I 

3 see in the consu~er finance industry of maximizin~ the choices 

4 And convenience And the potentl~l savings for the consumer in 

5 the evolving EFT technolo~y. 

6 If all depository and nondepository institutions 

7 are per~itted access to an overall EFT network, then com-

e petitive rel~tionship5 among these institutions would continue 

9 to exist and revolve around differentiated services. If, 

10 however, nondepository finnncial institutions are excluded from 

II ~aJor EFT networks, those institutions will be placed in an 

12 untenable comoetitive dlsadvantaJe vis-a-vis depository 

13 financial in~titutions, and their consumer customers would be 

14 disadvantaged. As 8FT is ~erely another kind of oayment 

15 syste~, it should not be limi ted to select groups but shared 

16 as all types of pay~ent systems are currently shared. 

17 EFT will ~le 1n much more closely the retailers, 

18 banks and nondepository institutions. Because of this, any 

19 syste~ which confers an unfair orice advantage on the com-

20 monly known depository financial institutions regarding 

21 access to or use of EFT systems will adversely affect non-

?? depository institutions and their customers" . 

23 nnsie to this lnck of consideration of non-

deoository institutions is the assumotion that our exchange 

mechanism in an E~T mode must retain the same institutional 
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deposit arrangements presently 1.n existence. But there is no 

reason why a financial institution which is lending to a 

3 customer must carry out this funds transfer through an 

4 intermediary lending institution. Moreover, an intermediary 

5 lending institution would not be required for the payments on 

6 the loan to be made in an EFT mode. 

7 ft can be said, in fact, that for no other reason 

8 than historical .3nd technolo~ical circumstance 1n our present 

9 payments system that it is based on aN institutional frame-

10 work of commercial banks and a check medium of exchange. 

II Changing circumstances, such as evidenced by the e~ergence 

12 of electronic funds transfer technology, may well'call for a 

13 restructuring of the payments sys~eM without dependence on 

14 tradi tiona I a rrangs'11ents. I n the absence of such "changes, 

15 the economic benefits to consumers from the new technology 

16 will be minimized by the insistence on traditional ~ethods. 

17 The development of EFTS is bringing about an 

18 evolution in the payments system in which the commercial 

19 bAnking system is ho longer the exclusive vendor 01 the means 

20 

21 

22 

23 

24 

25 

of money transfer. A growing number of ~nstitut10ns and 

innu!itries outside qf banking are nlready offering'money or 

near-money deposit ArrAngements and oroviding money transfer 

services. 

The m3Jor contenders for money transf&r powers are 

the nonbank depository institutions savings and lOAn 
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a9socia~ions, ~utual savings bAnks and credit unions, as well 

as' the nondepository consumer finance'companies, ~redit card 

3 companies and retailers. While At present only currency and 

4 commercial bank de~and deposits provide the base for these 

5 funds transfers, third p~rty oAyments services are being 

6 extended to the nonbank financial institutions by technology 

7 and legislation. The result is a significant increase in 

8 the pool of funds available for transfer, because we will 

9 hnve added to th9 pool the deoosits of thrift institutions. 

10 In its most funda~ental aspects, EFT would make a 

11 "d~ooslt" nothing more than a computerized financial record. 

12 In other words, there would be no difference between a 
... / ' . 

13 "deposit" as ,"1 claim against funds left in the keeping of a 

'14 bank' and a life insurance "premium" paid as a "deposit" toward 

15 an "insured savings plan" or as a claim against a line of 

16 c·rejit. If, however, in I'3n advancin.;! system of EFT, the 

17 concept of "deposit .. is restricted to cover only the tradi:" 

18 tipnal de~and, time or savings deposits, the result will be 

19 that all nondepository financial institutions will be excluded 

20 frp~ the system. 

21 Regardless of the definition of the term "deposit," 

2? finance companies must have funds transfer capabilities. 

23 -Without this capability, those consumers whose only source of 

24 borrowed funds Is the consumer finance industry would be 

?5 excluded fro~ the benefits of convenience and cost ~avlngs 

f 
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derived from an EFT system, and, further, millions of these 

consumers will be ll~ited in their choice of a pay~~nt device. 

If the thrift institutions can have immediately 

transferable funds, then why cannot the nondepository financial 

institutions, such as consumer finance companies, retailers, 

credit card.'companles and insurance companies, enjoy the 

same privil~ge? 

Money balances And credits or debits to them need 

not be confined to depository institutions. The competitive 

forces being released by the adv~nctng technology of EFT 

development should allow for the extension of this caoacity 

to nondeposltory institutions. The result co~ldbe a money 

payment system supported strictly by fees and completely 

disassociated from the extension of bank credit -- in short, 

a pure transfRr of funds service. ~ould not such a service 

be to the ultimate benefit of the consumer? 

Th~ overwhelming ~aJority of NCFA member companies 

nre nondepo~ltory finAnciAl organizations engaged largely in 

the .extension of cons~~er installment credit of the direct 

cash loan and/or sales finance types. Each extension of 

credit requires not only the initiRl or originating financial 

transaction but also a recurring sequence of financial 

transactions as loans Are reoaid over their term to maturity. 

As a result, the number of transactions and th~ attendant 

data processing required can be voluminous and costly. 
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In order to keep ~y testl~ony down, I would Just 

say, In conclusion, I feel it is imoortant that more emphasis ......, 

be olaced on allowing for choice by all consumers. 

" 
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(VR. CHAIRMAN AND t>£fvBERS OF THe: 'CotIMISSION, Mf NMv'E IS STEPHEN E. MuEli.ER, 

I AM VICE PResIDENT, SYSTEM DEVELOPt'ENT DIVISION OF TRANSAt1:RICA FINANCIAL 

CoRPORATION, AND CHAI~ OF 111E NATIONAL CoNslJiER FINANCE AssOCIATION'S TASK 

FORCE ON EFTS. 

I WISH TO EXPRESS W APPRECIATlON TO THE CoMw1ISSION FOR THE INVITATION TO 

APPEAR HERE TODAY TO OFFER OUR VIEWS AND COMVeNTS ON CONSlM:R ISSUES IN THE 

DEVELOPMENT OF ELECTRONIC FU'lD TRJlMSFER SYSTEt.1S (EfTS) t 

THE NATIONAL CoNSlJft£R FINANCE AsSOCIATION, <HEREINAFTER REFERRED TO AS 

NCFA) I ORGANIZED IN 1916, IS THE NATIONAL TRADE ASSOCIATION OF COMPANIES ENGAGED 

IN THE CONSlM:R CREDIT BUSINESS. THERE ARE SOM: 26,OCO OFFICES WIlHIN THE 

INIlJSTRY AND NCFA REPRESENTS NEARLY 89J ~ER COt-PANIES ~IOi FINANCE CONSUMERS 

FRQt.1 OVER I6,COO OFFICES IN 'THE UNITED STATES AND PueRTO RICO. THIS FINANCING IS 

OONE BY DIRECT CASH INSTALlJ1:NT LOANS TO FAMILIES OR INDIVIDUALS~ THE PURa-tASE 

OF INSTAWiENT SALES PAPER .. AND THE PROVISION OF RE'y'CLVING LINES OF CREDIT BY 

FINANCE COMPANIES OR INDUSTRIAL BPM(ING COMPANIES. IT SHOULD BE NOTED THAT 

CONSLM:R FINANCE W!fANIES ARE INNOVATORS IN TJ:lE FIELD OF CONSUf'ER CREDIT SERVICES, 

AND WERE WE FIRST INSTITUTIONS TO OFFER VARIOUS TYPES OF DIRECT CASH AND 

INSTALlYENT LOANS I 

As THE SECOND LARGEST HOLDER OF CONSt.M:R CREDIT (NEXT TO ~CIAL BANKS) I 

FINANCE CO~ANIES t-WJE AVAILABLE $32.6 BILLION OF CONSUM:R CREDIT 'IN fl.975. 

CoNsl..M:RS IN REPAYt'ENT FOR FI~CING MADE SQtIE L!OO MILLION TRANSFeRS OF FtIIDS TO 

FINANCE COtIPANIE~) IN 1975 <TABLE 1), AND "THIS NtJlIBER WOlJll) BE SIGNIFICANTLY LARGER 

IF REVOLVING CREIHT OPERATIONS ARE TAKEN INTO ACCOUNT. 

THE SEGflENTATION N'ONG FINANCIAL INSTITUTIONS IS ERODING ftS A RESULT OF MARKET 

FORCES AND REGULATORY AND LEGISLATIVE TRENDS. EFTS TECHNOLOGY IS' AN ADDITIONAL 

.~ 

, , 
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FORCE AND IT WILL FURTHER nlE SIMlLARITI OF SERVICES OF iHE FINANCIAL INSTITUTIONS. 

THE TE~f()LOGICAL PJ:NAW:.E. ~ A RESULT OF EFTS SHOULD BE TRANSPARENT TO iHE 

UNIERLYING. INSTITUTIONAL STRUCTURE OF THE FINANCIAL SYSTEM SO THAT THE BASIC 

COflfETITIVE FORCES CONTINLE 10 OPERATE. THIS IS iHE ONLY WAY IN 'r'i'HlcH CONSUMERS 

CAN BE ASSURED OF A RPmE OF ~ICE AND iHE BENEFITS OF COrtFETITION. 

Mf REMARJ<S WILL BE DIRECTED TOWARD A PARTICULAR ASPECT OF l'rlE PROBLEM, 

'THAT IS, ASSURANCE THAT ALL CONSt.JM:RS, \'itIE11iER DEPOSITORS IN FINANCIAL INSTI

TUTIONS OR NOT, flAY HAVE iH6 POTENTIAL FOR BENEFITING FROM AN INCREASE IN TIME 

AND LOCATION CONVENIENCE RESULTING FROM AN ELECTRONIC FUNDS SYSTEM. To ASSURE lHE 

MAXIMIZATION OF CHOICES, CONVENIENCE JlND POTENTIAL COST BENEFITS, OF COURSE, 

REQUIRES ACCESS TO 'THE SYSTEM BY ALL INSTITUTIONS PROVIDING FINANCIAL SERVICES TO 

CONSLM:RS. 

IF ALL DEPOSITORY. AND NON-DEPOSITORY INSTITUTIONS ARE PERM I TIED ACCESS TO AN 

OVERALL EFT NElWQRK, 'THEN COM'ETITIVE RELATIONSHIPS AMJNG lHESE INSTITUTIONS WOULD 

CONTINUE TO EXIST AND REVOLve AROUND DIFFERENTIATED SERVICES. IF, HCMEVER, NON-

DEPOSITORY FI~CIAL INSTITUTIONS ARE EXCLUDED FROM MAJOR EFT NElWORKS, lHOSE 

INSTITlITIONS WIU- BE PLACED AT UNTENABLE COrtFETITIVE DISAOVANTAGE VIS-A-VIS 

DEPOSITORY FINANCIAL INSTITUTIONS, AND THEIR CONSUf'lER CUSTOMERS WOULD ALSO BE DIS

MNANTAGED. fts EFT IS ~ERELY ,4OOTHER KIND OF PAYt'ENT SYSTEi"1, IT SHOULD NOT BE 

LIMITED TO SELECT GROUPS, BUT SHARED AS THE OTHER TYPES OF PAYM:NT SYSTEMS ARE 

SHARED. 

EFT WILL TIE IN MUCH MJRE CLOSELY THE RETAILERS, BANKS MID NON-DEPOSITORY 

INSTITUTIONS. BECAUSE OF THIS, ANY SYSTEM \'itIICH CONFERS AN UNFAIR PRICE PJJVANTAGE 

ON iHE COM'lONLY OOtlN DEPOSITORY FINANCIAL INSTITUTIONS REGARDING ACCESS TO OR USE 

. OF EFT SYSTEMS WILl. ADVERSELY AFFECT NON-DEPOSITORY INSTITlITIONS AND THEIR 

CUSTOt'ERS FROM A COM'ETITlVE STANDPOINT. 

or 
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BASIC 1'0 llHS LACk OF CONSIDERATION OF OON-DEPOSI1ORY INSTITUTIONS IS 1HE 

ASSUMPTION, 'THAT OUR EXOiANGE t'ECHANISM IN AN tFT ttODE MT RETAIN THE 8M 

INSTITUTIONAL DEPOSIT ARRANGEMENTS PRESENTLY IN EXISTENCE. Bur THERE IS NO 

REASON 't.HY A FINANCIAL INS1"1MION 'Mila-! IS LENDING TO A CONSlJvER (OR A BUSINESS) 

MUST CARRY OUT 1HIS FUNDS TRANSFER 1liROUGi AN INTERMEDIARY LENDING INSTIMION. 

t'bREOVER, AN INTERM:DIARY LENDING INSTITUTION WOULD NOT BE REQUIRED FOR TIiE 

PAYtlENTS ON 1HE LOAN TO BE WU)E IN EFT MJDE. 

IT CAN BE SAID, IN FACT, THAT FOR NO REASON OTHER lliAN HISTORICAL AND 

TEa-t~LOGICAl.. CIRClM)TANCE IS OUR F>RESENT PAYMENTS SYSTEM ONE FOR THE MJST PART 

BASED ON AN INSTlMIONAL FRAM:WORK OF CQM'vERCIAL BANKS AND A a-!ECK M:DIUM OF 

EXOiANGE. CHANGING CIRCtJlSTANCES, sua; AS EVIDENCED BY lHE EMERGENCE OF ELEC-

TRONIC FUNDS TRANSFER TECHNOLOGY I fJAY WELL CALL FOR A RESTRUCTURING OF THE 

PAYt'ENTS SYSTEM WI1liOUT DEPENDENCE ON TRADITIONAL ARRANGEM:NTS. IN TIiE'ABSENCE OF 

SUCH OiANGES, lHE ECONOMIC BENEFITS TO CONSLM:RS FROM lHE NEW TEa-!NOLOGY WILL BE 

MINIMIZED BY 1HE INSISTENCE ON'TRADITlON.4L t£THODS. 

THE DEVELOPMENT OF EFTS IS BRINGING ABOUT AN EVOLlrno.~ IN THE PAYM.:NTS SYSTEM 

IN WI·\Ia-I 1liE COt'tw'ERCIAL BANKING SYSTEM IS NO LONGER THE EXCLUSIVE VENOOR OF iHE 

MEANS OF ~'ONEY TRANSFER. A GROWING NltBER OF INSTITlITIONS AND INDUSTRIES OUTSIDE 

OF BANKING ARE ALREADY OFFERING ffiNEY OR NEAR-MJNEY DEPOSIT ARRANGEMENTS AND 

PROVIDING MONEY TRANSFER SERVICES. 

THE tlAJOR CONTENDERS FOR ttONE'{ TRANSFER ~ERS ARE THE NON~.ANK DEPOSITORY 

INSTITUTIONS - SAVINGS AND LOAN ASSOCIATIONS, MUTUAL SAVINGS BANKS AND CREDIT 

lJ.IIONS AS WELL AS THE OON--DEPOSITORY CONSUM:R FINANCE e~ANIES, CREDIT CARD 

COM'ANIES AND RETAILERS. WilLE AT PRESENT, ONLY CURRENCY AND COMv1ERCIAL BANK 

I:eW'ID DEPOSITS PROVIDE 1HE BASE FOR ALL FUNDS TRANSFER, lliIRD PARTY PAYMENTS 
, .' 

SERVICES ARE BEING EXTENDED TO lliE NONBANK FINANCIAL INSTITUTIONS BY TECHNOLOGY 

AND LEGISLATION. THE RESULT IS A SIGNIFICANT INCREASE IN TIiE POOL OF FUNDS 
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AVAILABLE FOR TRANSFER BECAUSE WE WILL HAVE ADDED TO lHE POOL ll-iE Dr':POSITS OF 

THRIFT INSTITUTIONS. 

IN rrs MJST FUND.AM:NTAL ASPECTS r.FT WOl.ll..D M4KE A "DEPOSIT" f'X'rn-lING tIORE THAN 

A COM'lIl"ERlZED FI~CIAL RECORD. IN OlHER WORDS, lHERE WOULD BE NO DIFFERENCE 

BElWEEN A "DEPOSIT" AS A ClAIM AGAn~T FUNDS LEFT IN lHE KEEPING OF A BANK, AND A . 

LIFE INSURANCE "PREMIUM" PAID AS A "DEPOSIT" TOWARDS AN "INSURED SAVINGS 'PLAN It • 

OR A CLAIM AGAINST A LINE OF CREDIT. IFI H<'~41i\~.R1 IN AN ADVANCING SYSTEM OF 

EFT lHE CONCEPT OF "DEPOSIT" IS RESTRICTED TO COVER ONLY lHE TFtADITIONAL OEfv1AND, 

TIM:, OR SAVINGS DEPOSITS, THE RESULT WILL BE THAT ALL NON-DEPOSITORY FINANCIAL 

INSTITUTIONS WILL BE EXCLUDED FROM THE SYSTEM. 

ReGARDLESS OF ll-iE r:EFINITION OF 1l1E TERM DEPOSIT, FINANCE COMPANIES MUST 

HAVE FUNDS TRANSFER CAPABILITIES. Wrn-iOUT lHIS CAPABILITY TIiOSE CONSIJw1ERS y.~"k~SE 

ONLY SOURCE OF BORROtlED FUNDS IS THE CONSt.M:R FINANCE INDUSTRY WOULD BE EXCLUDED 

FROM lHE BENEFITS OF CONVENIENCE AND COST SAVINGS DERIVED FROM AN EFT SYSTEM, AND 

FURTHER, MILLIONS OF OlHER CONSUl1:RS 'WILL BE'LIM1TED IN ll-iEIR Cl-lOICE OF A PAYI\\ENT 

DEVICE" 

IF ll-iE THRIFT INS'rITUTIONS CAN HAVE IfltlEDIATELY TRANSFERABLE FUNDS, ll-iEN 

WHY CANNOT lHE f'.()N-DEPOSITORY FINANCIAL INSTITUTIONS, SUCH AS CONSUttER FINANCE 

COflfANIES, RETAILERS, CREDIT CARD COMPANIES AND INSLRANCE COMPANIES" ENJOY ll-iE 

SAM: PRIVILEGE? MJNEY BALANCES AND CREDrrs OR DEBITS TO lHEM NEED NOT BE CON-

FINED TO DEPOSITORY INSTI1tJTIONS, THE COMPETITIVE FORCES BEING RELEASED BY THE , 

ADVANCING TECHNOLOGY OF EFT DEVELOPfv£NT SHOULD ALLarl FOR "THE EXTENSION OF ll-1IS 

CAPACITY TO NON-DEPOSITORY INSTITUTIONS. THE RESULT COULD BE A fIONEY PAYME!'fI" 

SYSTEM SUPPORTED BY FEES AND COM'LETELY DISASSOCIATED FROM ll-iE EXTENSION 01= B.ANK 

CREDIT - IN SHORT, A PURE TRANSFER OF FUNDS SERVICE. hbULD NOT SUCH A SYSTEM BE 

TO 11iE ULTI~TE BENEFIT OF lHE CONSUMER? 

THE OVER.+IElJf1ING t-'AJORITY OF OO=A M'":M3ER COfwP.ANIES ARE NON-DEPOSITORY 

=\ 
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FINANCIAL ORGANIZATIONS ENGAGED MRGELY IN 11-IE EXTENSION OF CONSIJIER lNSTALL

rteNT CREDIT OF "THE DIRECT CASH LOAN #ID/oR SALES FINANCE JYPES., EACH EXTENSION 

OF CREDIT REQUIRES ooT ONLY 11iE INITIAL OR ORIGINATXNG FINANCIAL TRANSACTION BlIT 

ALSO A RECURRING SEClJENCE OF FINANCIAL TRANSACTIONS ~ LOANS ARE REPAID OVER 

'THEIR TERM 10 ~lUUTY. Ps A RESULT lHE NlM3ER OF TRANSACTIONS AND 11-IE 

AnENlllWT DATA PROCESSING REQUIRED CAN BE VOLU>11NOUS NiD COSTLY., 

THE INTEREST OF THE (l)NSIJi1ER FINANCE INDUSTRY IN EFTS CENTERS ON lliE FACT 

THAT CONSL.M:RS, tw:E NEARLY 400 MILLION TRANSFERS OF FUNDS TO FINANCE COMPANIES 

IN 1975. THESE CONSISTED OF INSTALlJ'ENT PAYftENTS ON PERSONAL LOANS, AUTOf'IOBlLE 

LOANS, t1)B I LE HOM: LOANS ANtI OTHER CONSL!fI£R PURCHASES. 

E~~SQNAL LOANS 

FINANCE CCWANIES Il.RE 11-IE LARGEST SINGLE HOLDER OF PERSONAL LOANS REPAYABLE 

!N INSTALl}'£NTS. AT 11iE END OF 1975 FINANCE COMPANIES HELD $17.7 BILLION IN 

PERSONAL LOANS AND COMIERCIAL BANKS HELD $14.0 BILLION. 

ACCORDING 10 11-IE LATEST AVAILABLE INFORW\TION FROM SURVEYS BY 11-IE NATIONAL 

CoNStJv'ER FINANCE AsSOCIATION 11-IE AVERAGE SIZE PERSONAL LOAN ,Ml\DE IN ]975 WAS 

$L354 AND ]2.8 MILLION LOANS WERE MADE. APPROXIMATELY 41% OF THESE LOANS WERE 

fW)E TO BORRar'lERS WiOSE INCOM! WAS LESS lHAN $9,COO. ABoUT 22% wERE MADE TO 

11-IOSE WIlli INCOt'E OF $9'(XO TO $lL999 AND 37% TO 11-I0SE ~QSE INCOtIE WPS $12,(XX) 
~ . . 

AND OVER. 

EACH LOAN OUTSTANDING IS SUBJECT 10 A PAYM:NT EACH tION1H. AA ESTrr~TED 
AVERAGE OF 14.6 MILLION LOANS WERE OUTSTANDING IN 1975, SO THE Nl.fvBER OF FLtIDS 

TRANSFERS FROM CONSlJIERS TO FlfW4CE COf'IPM-IIES FOR 'THE tION11-ILY REPAYMENT OF PERSONAL 

LOANS WOULD APPROXl~TE 175 MIU-iON DlRlf«3 lliE COURSE OF A Y~'i~R. BY FAR iHE 

M4JORIlY OF THESE PAYtIfNTS WERE fw4ADE BY CHECKS PAYABLE ON BANKS IN 'THE LOCALITY' OF 

11-IE CONSt.M:R. 
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AtJ'i'JJ{1jB I LE EI NmCI NG 

APPROXlMO.1ELY 2.5 MILLION TRANSFERS OF FUNDS WERE MADE BY FINANCE COMPANIES 

TO AUTOMJBILE DEALERS FOR FIfWCING INDIVIDUAL CONSIPER PUROiASES NOT INCLUDING 

LEASES, OR FLEET OR c:or-tERC IAL VEH I ClES FOR LARGE AND SMc\LL BUS I NESSES • 

To ESTIMATE THE NltBER OF FUND TRANSFERS FROM CONSIJIERS TO F.INANCE COMPANIES 

TO REPAY AlJ1'OMjBlLE INSTj~NT CONTRACTS, 11iE LATEST DATA FROM NCFA SUGGEST THAT 

FINANCE COMPANY CONTR.A:CTS OUTSTANDIM; IN 1975 AVEPAGED $2,702, AND "THE NLM3ER OF 

CONTRACTS AVERAGED 4.1 MILLION. AsSlJ'1ING A CONSuYER PAYMENT EAOi MJN11-f, "THE 

NtnER OF TRANSFERS OF FlWS FROM CONSlJIERS, TO FINANCE COMPANIES IN REPAYMENT OF 

AUTO FINANCING WOLlO BE 48.6 MILLION IN 1975. 
t1m I LE HcJt.E 

~bBILE HOt'E FINANCING IN 1975 BY FINANCE COMPANIES TOTALED ABOUT $0.8 BILLION. 

AT AN ESTIMATED $7,938 PER ACCOLNr, OVER 1OO,COO MJBILE HOM:S WERE FINANCED. HnH 

$3.5 BILLION IN OUTSTANDINGS AT YEAR-END 1975 AND AN ESTIMATED $6,701 PER CONTRACT 

SOM: 5:X),CXXl PAYrvENTS PER MJNTH WOlLO RESULT IN APPROXIMATELY 6.0 MILLION FUND 

TRANSFERS FROM CONSIJIfRS IN 1975. 
QrHes CoNsLtER ElNANCIMi 

THE CONSlIfER FINANCE cot-PANXES ALSO FINANCE PUROiASES AT RETAIL STORES. 

AMJNG TriE ITEMS INCLUDED IN THIS 1YPE OF FINANCING ARE: APPLIANCES, TELEVISION 

AND STEREO SETS, RADIOS, FURNITrnc:, MJSlCAb INSTRtJlENTS, SEWING MAOiINES AND 

ACCESSOR I ES, AND OTHER HOUS8-!OLD DURABLES • TENS OF THOUSANDS OF DEALERS 

THROUGIOUf THE COU'fTRY HAVE THEIR CUSTOMERS SERVED BY lHIS 1YPE OF FINANCING BY 

FI NANCE cot-PAN I ES • 

IN RECENT YEARS, A Nl.M3ER OF FINANCE COtvPANIES HAVE OFFERED REVOLVING CHARGE 

ACCOUNT CREDIT, \'.HERIN ALL FUNCTIONS OF A CREDIT DEPARTMENT ARE PROVIDED FOR A 

RETAILER INCLLDING CREDIT INVESTIGATION, ISSUANCE OF CLSTOttER CREDIT CARDS IN THE 

NAM: OF THE RE:1~ILER, BILLING AND COLLECTION. SERVICES FREQUENTLY PROVIDED ARE 

;. 

, 
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THE FINANCING OF PlR01ASES OF PERSONAL GOODS AND SUPPLIES, AUTOOBILE RENTALS AND 

APPLIANCE SALES AND SERVICE. THESE ACCOUNTS OF FINANCE COWANIES PROBABLY 

ACCOLNr FOR WELL OVER ID,CCO,(ffi TRANSACTIONS PER YE/l.R, EsTWATES' SHCWN IN 

TABLE 1 PROWLY 00 NOT COMPLETELY REFLECT THESE TYPES OF FUND 'rRANSFERS BrnlEEN 

FINANCE COt'PANIES AND CONStJllERS. 

CHoICES OPEN TO Au. Co~lWS. 

IN CONCLUSION, IT IS IM'ORTANT "THAT f/ORE EMPHASIS THAN IN THE PAST BE PLACED 

ON ALLCWING FOR (}K)ICE BY All. CONSUM:RS AS TO THEIR FORM OF PAYMENT SO AS TO 

AFFORD THEM THE OPPORruNITIES FOR GREATER CONVENIENCE AND COST BENEFITS. A 

RECOM'emATION WHIOi WOULD DENY A CONSU'v'ER ENTRY TO AN EFT SYSTEM SOLELY 

BECAUSE HE WAS NOT A SAVER OR DEPOSITOR IN A OiA~TERED FINANCIAL INSTITUTION IS 

DETRIM:NTAL TO HIS INTERESTS. To ACHIEVE 1l-IIS EQUALITY OF PARTICIPATION BY 

CONSt.M:RS REQUIRES EQUAL ACCESS BY- ALL INSTITUTIONS TO AN OVERALL ELECTRONIC 

FUNDS TRANSFER SYSTEM. IT IS IttfERATIVE 1l-!AT AT LEAST THE CURRENT LEVELS OF 

'COMPETITION SHOULD BE f-4AINTAlHED 10 INSURE THE RANGE OF CHolcES AVAllfiBLE 

10 THE CONStJtv'ERS AS TO PAY tENT M:CHANISM 'AND CREDIT SUPPLIERS. 

-, 

\\ 
\\ 



l'ARl.F. 1 
Estimated Hullber of Consumer Credit Transt\ers 

Finance Companies, 1975 

1. Insta1l.111ent Credit Amc)1\lnt (In millions of do11ars)* 
a. Outstanding end 1~)74 
b. Extensions 1975 
c. Liquidations 1915 
d. Outstanding end 1975 

2. Contracts or Loans Made in 1975** 
a. , Average Size 
b. Number (In Millions) 

3. Repayments on Loans or Contracts 1975** 
ii. Average Size Outstanding Year-end 1974 
b. Average Size Outstanding Year-end 1975 
c. Number Outstanding Year-end 1974 (millions) 
d. Number Outstanding Year-end '1975 (mil~ions) 
e. Number of Repayments During 1975 

(12 times the mean of number outstanding 
year-end 1974 and year-end 1975 in millions) 

Personal 
Loans 

16,961 
17,333 
16,616 
17 ,681 

$1,354 
12.8 

$1,125 
$lt2~5 

15.1 
14.2 

175.2 

AutollObile 
Credit 

Hew Used 
Cars Gars 

10,618 
9.598 
8,777 

11.439 

$4,959 $2,651 
1.4 1.1 

$2,573 
$2,831 

4.1 
4.0 

M.6 

*Estimates based on revised datil released by the 'Federal Resen~'e in August 1976. 
**Estimates based on Federal' Reserve" and National Consumer Finance Association data.> 

.. ~ , .. 

Mobile All 
Hoses Other 

3,524 5,105 
771 4,880 
844 5;862 

3,451 4,124 

,$7»938 $471 
.01 10.4 

$6,701 $388 
$7,337 $218 

0.5 13.2 
0.5 14.8 

6.0 168.0 

.. 

e 

Total 

36,208 
32,582 
32,099 
36,695 

25.8 

32.9 
33.5 

397.8 
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3 

CHAI~MAN ATWATER- Thank you very much, Mr. Mueller. 

Questions by the commissioners? 

CHAIR~AN WIDNALLa Mr. Mueller, you said you were 

4 Ski oping over part of your testi~ony. 

5 D6 you want to inciude that in the record? 

MR. MUELLER: Yes. 

CHAItlMAN WIDNALL' So ordered. 

6 

7 

8 MH. MITCHELL I 'rhese numbers in your testimony which 

9 have to do with structure 

10 do they include the liability structure of the industry? 

MR. MUELLERa No, they do not, sir. 
., 

II 

12 

13 

MR. MITCHELL' Well, what is the amount of liquidity 

balance that could be drawn on ."l bahk 

14 deposit or savinJs account 1n a thrift? 

15 MR. MUELLEHI I don't quite understand the question. 

16 What is the amount of credit extend~ble to the 

17 consumers? 

18 .'M~. .\{I TCHELLr No. I am ta I king about the liability 

19 side ot your bal~nce sheet, ot the indUstry's balance sheet. 

20 What are those liabilities, and what prooortion 

21 of them are instnnt liquidity that you could withdraw on a 

22 ~oment's notice? 

23 MH. MUELLEH' I don't have those figures available 

24 at this time. 

25 MR. MITCHELL: ~~ell. how large is it? Or are all 



2 

3 

162 

of your liabilities certificates of one sort or another 

from date of maturity? 

MR. MUELLER' No, sir. Many of them are bank 

4 ctedit lines 'tlhich do not have dates of maturity.· But many 

5 of them are long-term dates which do have dates of maturity, 

6 ,"lnd others are short-term commercial pap~r. 

7 IM~. M I TCHE LL' . If you 
!~ 

8 say that finance companies should have money transfer powers, 

9 that means they have accounts th~t can be drawn on at any 

10 time by anybody with the proper authorization, and those are 

II instant liquidity accounts. I'm Just raising the question, 

12 do you have such accounts? 

13 

14 

15 

16 

17 

18 

MR. MUELLER: Yes, sir, we do. 

MH. MITCHELL: How lArge .:::Ire they? 

MR. MUELLE~: I would say, on average, that 

• 1'" 

'at leRst 70 percent of the assets are liquid assets. 

CHAIRMAN ATHATER: I wonder if, perhaps, Governor 

19 Mitchell, we might ask for that in a formal way. 

20 If you could suoply that to the commissi'on as a 

21 part of your testimony that you have Jllst given 

22 

23 

24 

25 

MR. MUELLEH: I would be Jlad to. 

• 

.. 

, '" 
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MR. M [TCHELU It is more or less a leading 

question to ask whether or not the consumer finance industry 

is e~uipped to offer money transfer services. 

MR. MUELLERI Well, I believe they Are equipoed, 

sir. I cannot speak for the entire industry. I can speak 

for my own co~pany. But we have maturities on average that 

~ature o~er About a 15- to 16-month period. But the actual 

cAsh transfer, the tornover is 100 oercent in eight to ni0e 

months. and if that is not liquid t I ,don!t know what is. 

tAR. '.u TCHGLLs It is al fact that, when 

someone drAWS on an account, you have to be able to make that 

pay~ent i~mediatelYt and I don't think-you have that type of 

liability, do you? 

~n. MUELLER' ~ell, the consumer finance industry 

does not now have a large extension of open credit lines, 

~ainly because most of the states restrict open credit lending 

for the consumer finance industry. But we are willing to 

support open cre~it lines with liquid assets. 

MR .'~ I TCIiE LL: Are you suggesting a role 

going throu9h the commercial banking system or a role inde

pendent of the comm~rclal banking system? 

MR. MUELLGHa I'm SUg'J9stin'J a role independent of 

the commercial banking system. 

MR. MITCHELL: Then r think the character of your 

liabilit les determines whether or not you' can sti 11 operatJe, 

-
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and they must be li,quid liabilities • 

• IAR. MUELLERI I would agree, sir. 

CHAIRi~AN An~A'!ERI Ms. Koplow. 

MS. KOPLm4: I think oart of what I wanted to ask 

5 \'lAS asked by Governor Mi tche 11. BlIt I think, if I uDderstood 

6 you correctly, you wanted to have the oo ..... er to make loans 

7 ., and accep~ deposits, and have the power of 

8· demand depos ita ccoun ts. 

9 This is what you are asking here for? 

10 MR. MUELLERI No, ma'am. We're not asking tor 

11 deposit accounts at all. We are asking that the industry 

12 that we are in be allowed access for EFT for only the areas 

13 they are currently involved, and that is in the extension of 

14 credit to the consuming public. ~e do not ask for depository-

15 taki~ cApabilities. 

16 That would have to be handled on an individual 

17 company basis. And if they wanted to deal through a com-

!8 ~erciAl b~nk or through A s8vings and loan for that type of 

19 institutional depository account, then, that is indeoendent 

20 and has nothing to do with the request by the industry to 

21 service their credit accounts through EFT. 

22 MS. KOPUH'/: In order to do that, then your 

23 custo~er ~ust have a sAvin~s account, whether there is a 

24 demAnd deposit, or a de~and depo~it in a commercial bank, 

to effect this transAction. [s that correct? 

. , 

r ... 
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M~. MUELLEH: No, he would not necessarily have 

to have a savings or deoosit account, because, in my request 

for the access to the EFT systems, or so that he can access 

his credit line with the consumer finance companies to ~eceive 

the cash at some location. 

MS. KOPU)lH And ho~'1 does he pay. it back? 

MR. MUELLEfH Through the normal routine of monthly 

pay~ent$. And, agaln, he may 'use an EFT system by using his 

bfl nk to pre-authori ze or to author'ize indi v idua lly oayment 

out of his checking or savings account to the finance company. 

That could be a third party transaction. But the acquisition 

of credit from the finance company would be on a direct basis. 

r 

. 
II 
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MS. KOPLm~: I think I see what you are trying to do. 

2 I am not quite sure that I see it all clearly, but I will have 

3 a subsequent question for yo~, probably in the mail. 

CHAIRMAN ATWATER: Mr. Thorndike. 

s MR. THORNDIKE: Just to explore this 

6 a little further, would this, for example, envisage that the 

7 person could make a payment to his finance company from the 

8 terminal at the supermarket where he goes with his paycheck to 

9 buy his groceries? 

10 MR. MUELLER: Yes, it does. 

11 MR. THORNDIKE: That does not necessarily inyolve 

12 the commer.cial banking operation? 

13 MR. MUELLER: That is correct, sir. 

14 Yes, it would. It would allow him at the same 

15 instance to perhaps purchase automobile tires if he does not 

16 have a major credit card from an oil company. He could access 

17 through the system his credit line with the finance company and 

18 get immediate payment from the finance company on his plan of 

19 credit to the vendor or to the retailer,. 

20 MR; THORNDIKE: Are any arrangements of this sort 

21 now in existence and in operation on an experimental or trial 

22 mode? 

23 MR. MUELLER: 'rhey are not, sir. 

24 We do have the -- UCCC states do allow revolving 

2S lines of credit, and there are institutions that do have 

-; 

I', 
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revolving lines of credit in those states. But at this time, 

~ 2 all those transactions are being made by paper through checks 

~ 3 or drafts. 

CHAIRMAN ATWATER~ Mr. Worley. 

s MR. WORLEY: Just to follow that discussion a little 

6 further so 1 understand it, if a customer were to buy a 

7 TV set in one of our stores under an EFT environment and wished 

8 to finance it through one of your firms; 

9 there would be some communication 

10 between, perhaps, our POS terminal and your institution. But 

11 how would the retailer receive 

12 credit for that transaction? How would he get paid by your 

13 company? Wouldn't the settlement have to be at some commercial . 
14 bank? That is where we would want it. 

15 MR. MUELLER: Yes. The settlement between a retaile 

16 and the consumer finance company would be through a bank. 

17 MR. WORLEY: So this would necessitate the consumer 

18 finance company having access to funds located in a commercial 

19 bank where they could transfer those funds from their account 

20 into the retailer's account. I think Governor Mitchell1s 

21 point, that there would have to be , settlement made 

22 . within the framework of the commercial banks, is a 

23 valid comment. . .. _' ......... 
'24 MR. MITCHELL; That you permit your. your 

25 customer to draw on your account at a commercial bank? 
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MR. MUELLER: That's 'right. 

2 CHAIRMAN ATWATER: Mr. Mueller, 

3 one of the issues' you a!:e propos;i'ng here is that 

4 you are concerned about essentially unfair competition in this 

5 case of the finance companies to the credit cards, be they 

6 private or national credit card systems. 

7 MR. MUELLER: Yes, sir, we are. Also, in the hanks, 

8 the consumer finance industry, and in part of the text loans \':0 a 

9 great deal of consumers who are in the lower-income ranges, and 

10 in order to continue service to those particular customers, we 

11 feel that the industry has a viable creditplaGe in our 

12 economic society. And if they are eliminated, from EFT 

13 technology, those customers will lose, because we can't afford 

14 to continue to operate without EFT activities. 

15 CHAIRMAN ATWATER: If I may ask one more questior. 

16 

17 

18 

before Mr. Tangney's question: What prevents you from doing 

that today? 

MR. MUELLER: Wh~t prevents us from doing it today? 

19 Nothirig really prevents us from doing it today, but all of the 

20 current state legislation and all of:·.the consideration for 

21 fe;Jra1 legislation has been with depository institutions, and 

22 almost all of the state legislation has eliminated or. 

23 restricted its EFT activities to deposit-taking institutions. 

24 

25 

CHAIRMAN ATWATER: I see. 

Mr. Tangney? 

ET_ 

",' 
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MR. TANGNEY: You mentioned in your testimony -- and 

2 tim going back to Governor Mitchell's question -- a debit or 

3 credit balance • 

4 Now, what would be a debit balance? 

5 MR. MUELLER: A debit balance would be his line of 

6 credit with us. He owes us, let's say, $500, and in his case 

7 wants to go out and buy an additional TV and finance it on his 

8 account. He can increase that balance -- his balance with us 

9 from a $500 loan'to, say, a $1000 loan. 

lO MR. TANGNEY: Well, what is a credit balance then? 

11 MR. MUELLER: t>1e don I t have credit baltl,'1ces with us. 

12 MR. TANGNEY: I thought you mentioned you wanted 

l3 both debit and credit balances. 

14 MR. MUELLER: No, we don't want them. 

15 In other words, the system is going to be handling 

16 both. All we want is to be included in the debit balances. 

17 MR. TANGNEY: Thank you. 

18 CHAIRMAN ATWATER: Are there any other questions by 

19 the commission? 

20 MR. WALTER ANDERSON: Could you outline the fee 

21 structure you propose? 

22 MR. MUELLER: The fee structure I propose would 

23 probably be per transaction. 'I:'here are already. some establishe 

24 per-transaction fae structures in existenca, particularly for 

2S the payment of utility bills, mortgages, et cetera. They are 
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l' being offered for 10 cents per transaction, which is better 

2 than paying 13 cents on a stamp. 

3 CHAIRMAN ATWATER: One of the issues you touched on 

4 in your testimony I would like to ask just one more question .. 
S about. 

6 We ~ave bee~,concerned, too~ about how EFT affects .. 

7 lower-income consumers~ I think I heai:d a piece of your 

a testimony suggesting that tre use of th~ EFT by the f±nance 

9 canpanies would have something to do with that problem. 

10 Is tha't a fair statement, and would you elaborate 

11 just a bit on it? 

12 MR. MUELLER: Yes, I would. 

13 'l'he consumer finance, industry is in some of the 

14 figures that I did pass out because there were figures, but the 

·15 41 percent of the loans that were made by consumer finance 

16 companies since '75 were made to people whose income was less 

.7 than $9000 per year. An additional 22 percent was between 

18 $9000 and $12,000, and 37 percent was over $12,000 per year. 

19 And it is this population that is serviced, really, 

20 by the consumer finance companies and, in my estimation, is 

21. the one who will benefit most by the economies of EFT. 

22 One of the reasons that a great nQmber of our 

23 current customers do not maintain bank or savings accounts is 

because 'they do not have a great surplus of cash. They don't 

2S have enough to start a checking or savings account. But 
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if through EFT they are allowed to have their paychecks 

2 deposited automatically to an account, and if that account turns 

3 out to be a no-fee check or saving$ account, perhaps even an 

4 interest-bearing.account, then these customers will be allowed 

5 the 'advaotages of EFT. Yet if their credit supplier is denied 

6 the advantage of working with EFT, then they \llould have to go 

7 through some other avenue. 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

CHAIRMAN ATWATER: Thank you very much. 

Mr. Benton has a question. 

MR. BENTON: ! would just like to follow up that 

point for one more moment. 

Is it not also the case that some scenarios are 

building on what we have heard this morning, that EFT will 
• 

substantially expand information? One of the positive asrects 

of that is that a number of people who today are 

denied credi-t by the banks may not be denied credit tomorrow 

because of more ·accurate information regarding their credit-

worthiness, although they don't make it through traditional 

scoring techniques and things o·f tllat ·sort. Is it not 

possible that one of the side ~ffects of EFTS could be a 

substantial skimming off the top of some of your better 

customers and, therefore, a further declination of your profit 

picture, thus having an adverse affect on your whole industry? 

MR. MUELLER: It certainly could, sir. 
CHAIRHAN ATWATER: Are there any other questions or 

observations? 
(No ree;;ponse.) 

CHAIID1AN ATWATER: Thank you very much for your 
testimony, 11r. Mueller. 

HR. MUELLER: . Thank you. 
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6 CHAIRMAN WIDNALL: The next witness is Ana Aldama 

7 speaking on behalf of the National Consumer Information Center 

8 of Washington, D.C. 

9 Would you come to the table. 

10 (Witness sworn.) 

11 CHAI RMAN ]~TWATER: We would ask you, if you would, 

12 Ms. Al,dama, to proceed with' your testimony, and we will have 

13 questions for you afterwards. 

14 TESTIMONY OF ANA ALDAMA, PROGRAM PLANNER, 

15 NATIONAL CONSUMER INFORMATION CENTER, 

16 ~lASHINGTON, D. C. 

17 MS. ALDAMA: Thank you, Mr. Chairman and members of 

18 the committee. 

19 My name is Ana Aldama. I am the Program Planner 

20 at the National Consumer Information Center here in Washington, 

21 D.C. it is a pleasure to be here to testify on behalf of the 

22 ,lower and fixed-income consumers across the country. 

23 First, I would like to give you a brief background 

24 on tfie National Consumer Information Center and what we are 

25 all about. 
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The National Consumer Information ,Center is a non-

2 profit. organization which seeks to protect and advance the 

3 irlterest of low-, moderate- and fixed-income consumers. NCIC 

4 was founded in 1968 by a group of Howard University law stud,ents 

5 It was formed to help poor people in their plight against 

6 povert.y and lack of information and educat.ion on consumer 

~ issues. Thus, one of our main objectives is to' educate the 

8 low-income consumer and disseminate information on consumer 

9 issues that affect each of us but are sadly neglected in low, 

10 moderate and fixed areas. 

11 We would like to address the issue6 of consumer 

12 choice, security and,privacy, and the impact of electronic 

13 fund transfer systems on those particular areas in relation to 

14 t~e low-income consumer or user. 

15 Electronic fund transfer systems have been implemeinte 

16 on a broad scale, yet they are not apparent to a g~~at'majority 

17 of consumers. The. average consumer is justl begining to become 

18 aware of the spread of EFTS outside as well as inside' the 

19 financial service institutions. 

20 The consumer's reaction is still uncertain. 

21 Consumers have not been searching for new approaches in making 

22 payments beca·use the present checking and cash systems seem to 

23 be satisfactory. Consumers have not been given an ,opportunity 

24 to make a choice on the r¢latively new EFTS because the system 

25 is already being introduced and implemented to a certain 
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degree. 

2. Low-income consumer groups are found among certain 

3 sectors of the population including min'ority groups, such as 

4 blacks, Spanish-Americans; Indians, Orientals, and senior 

5 citizens. Many of these· consumers are not aware of the elec-

6 tronic fund transfer systems and as a consequence have little 

7 or ,no idea how they will be affected by the widespread ':, 

8 implementation of the system. Many low-income consumers 

9 primarily use cash as a method of making payments. Thus, a 

10 

11 

12 

widespread electronic fund system may deprive them of means of 

making financial transactions. 

Low-income consumers, in more instances than none, 

13 do not have bank accounts. Low-income consumers have difficult 

14 

15 

16 

17 

18 

19 

obtaining credit, credit cards or charge accounts, which are 

easily acces~ible to middle-income consumers. The most common 

system of monetary transaction low-income consumers know and 

are able to use is that of cash transactions. Among the 

low-income population theze are the unemployed, who quite 

naturally, are excluded from those monetary transactions which 

,20 . are p.veryday procedures for the average middle":'income and/or 

21 

22 

23 

24 

2S 

working individuals. 

For the low-income consumer and the fixed-income 

consumer, such as the senior citizens who have checking accounts, 

the loss of float which the present checking system allows 

would present a major problem. According to surveys performed 
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for different agenctes throughout the country, approximately 45 

2 percent of the checks written during one month were written on 

3 accounts that had insufficient funds at the time the checks 

4 were written. Funds were later made available before the checks 

5 were cleared. The prospect of an electronic system that would 

6 enable immediate direct debiting of the consumer's account at 

7 the point of sale would be a strong source of apprehension for 

8 the majority of the low- and fixed-income population as it would 

9 mean loss of this float. UndoubtedlYF the entire low-income 

10 population, who make transactions through the present checking 

11 system, would find its financial situation in a turmoil. Thus, 

1:2 a plan may have to be developed to compensate for this loss of 

13 float. 

14 Security would pose other problems. For the few 

15 low-income individuals who may have access to EFTS cards, what 

16 would. the liability provisions be if the card was lost or 

17 stoleri? With EFTS cards, if an unauthorized individual,used 

18 another customer's card in the system, in a single trans-

19 action an individualis life savings could be lost. 'This would 

20 cause a serious pr()blem for the average consumer . For the 

21 low-income consumer, it would be a tragedy. 

22 The privacy issue is raised. If the EFTS is fully 

23 implemented, personal data would be collected on each person 

24 who uses the system. This information can be compiled on a 

2S ready-to-u~e form giving an entire spending history of the 

, ; 

-
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person, thus allowing complete control over a person's private 

2 life. Some individuals among low-income consumers have a 

3 bad credit record. Acco,rding to a recent Supreme Court decision 

4 in Syracuse, New Y9~k, secrecy records in a given bank become 

S prope~ty of the bank so they can do as they wish with those 

6 records. Is the electronic fund transfer system going to open 

1 Pandora's box,'which will affect credit and employment availa-

8 bility for the low-income consumer/user? 

'9 If EFTS were to be implemented on a full-scale basis, 

10 including banking, insurance companies, food chains, transporta-

11 tion systems, retail stores, et cetera, what choice would the 

12 low-i.,ncome consumers have? None. Then the question is: How 

13 is this individual going to handle his monetary tLansactions? 

14 What will the alternatives be, or are. there any alternatives? 

15 Some possible answers to these questions could be 

16 detetmined by care fully studying the low- and fixed-income 

17 consumer/user and the serious implications that EFTS would pose 

18 upon them. Also, .consideration· should be given to providing 

19 an educational program for low-. moderate- and fixed-income 

20 consumers 'concerning issues relative to EFTS which would 

21 affect them. 

22 In conclusion, NCIC is gratified that this 

23 committee has dir~cted its attention to this area of great 

24 concern for the low- and fixed-income consumers. We are 

2S hopeful that our remarks today will be of assistance to you in 
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your consideration of this important issue. 

Thank you. 



• 



National Commission on Electronic Fund Transfers 
Users Committee Public Hearings 

"Consumers Issues in EFT" 
October 26 and 27, 1976 

Washington, D. C •. 

111~ 

The documents which follow. are submitted for the record 
of this hearing by: 

Ana Aldama of 
National Consumer Information Center 

un 



177Jr 

1ATionAl consumeR InPORmATlOn cenTER 
3005 GEORGIA AVENUE, N.W. WASHINGTON. D.C, 20001 

STATEMENT 

OF 

ANA ALDAMA 

PROGRAM PLANNER 
NATIONAL CONSUMER INFORMATION CENTER 

Before the Users Committee 
of the 

(202) 723·8090 

National Commission on Electronic Fund Transfers 

October 26, 1976 

EHECUTIVE OPPICERS &lEcunve STAPP 
IO~.C:P""" ~'AITH 

_, ,t • .,. I' *,,, 

"t 'J J:I'S''''MO~·., JH 
r~"f", Ultl "UIIOI '1.1",.." 
17" \,.I,t,.", 

rRANK A PORTER 
o.Qu/'f o.II.'Ot ,., 
N"IGIU/I I'rog"m, 

JOANN KRAMER 
o.PUI~ Olr«'01 I., 
I"IJb/fc R"MHln, 

BOARD OPDIRECTORS 
IH-' ;II'",~~ ....... ASHINGTON.JR DR JA' ... • ... ~.-'." 

(No","Ali JOSlptH 8 U \'-.' 'S' '( 
"'." I ".ov "orlas HaN CLAII~lj(.. 'J~ HHlJuSON 
" ", '~'I'" "'AlAOA' "U. "~"All 

MARIET?'\ MOORE 
o.putv OI"Clot, 
Fot Cotlf/IU./of1IlI R.'/I""'$ 

FRANCIS MOORE, JII 
Olf", M.MQOI 

HEll BERT a AtlD 
COVE v AOUNaTII~E 
JEIIOME SHUMAN 
'1UTH R WEBSnPl 

, ' 

; ; 

• I 

.. 



l·t 1 I t - P. 

/17d--

MR. CHAIRMAN and members of tha Committee, 

My name is Ana Aldama, I am the Program Planner at the 

National Consumer Information Center (NCIC) here in Washington. 

D.C. It is a pleasure to be here to testify on behalf of the 

low-, moderate- and fixed-income ,consumers across the country. 

First, I would like to give you a brief background on 'the 

National Consumer Information Center and what we are all about. 

The National Consumer Information Center is a non-profit 

organization which seeks to protect and advance the interest 

of low-, moderate- and fixed-income consumers. NClC was 

founded in 1968 by a group of Howard University law students. 

It was formed to h1elp poor people in their plight against 

poverty and lack of information and education on consumer 

issues. Thus, one of our main objectives is to educate the low

income consumer and disseminate information on consumer issues 

that affect each of US; but are sadly neglected in low, moderate 

and fixed areas. 

We would like to address the issues of consumer choice. 

security and privacy, and the impact of Electronic Fund 'Transfer 

Systems (EFTS) o~ those particular areas in relation to the low

income consumer/user. 

Electronic Fund Transfer Systems have been implemented on 

a broad scale, yet, they are not apparent to a great majority 

of consumers. The average consumer is just beginning tci become 

aware of the spread of EFTS oU'cside as well as inside the financial 
.. 

,service institutions. 

',' 

" 
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The consumer's reaction is still uncertain. Consumers have 

not been searching for new approaches in making payments because 

the present checking and cash systems seem to be satisfactory. 

Oonsumers have not been given an opportunity' to make a choice 

on the relatively new EFTS b~cause the system is already being 

introduced and implemented to a oertain degree. 

Low-income consumer groups are found among certain sectors 

of the population including minority groups, such as Blacks, 

Spanish Americans, Indians, Orientals, and senior cit'izens. 

Many of these consumers are not aware ot' the Electronic Fund 

Transfer Systems and as a cons~quencc~ have little or no idea 

how they will be affected by the widespread impl.ementation of 

-2-

the system. Many low-income consumers primarily use cash as a 

method of making payments. Thus. a wid~~apread electronic fund 

system may deprive them of means of making fi~lan(}ial transactions. 

Low-income consumers, in more instances than none, do not 

have bank accounts. Low-income consumers have difficulty 

obtaining credit, credit cards or charge accounts, which are 

easily accessible to middle-income consumers. The most common 

system of monetary transaction low-income consumers know and 

are able to use is that of "cash" transactions. Among the 

low-income population, there are the unemployed, who quite naturally, 

are excluded from those mOl)etary transactions which are everyday 

procedures for the average middle-income and/or working individuals. 
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For the low-income consumer and the fixed-incoIr:e consumer, 

such as the senior citizen who have checking accounts, the loss 

of "float" which the present checking system allows, would 

present a major problem~ According to surveys performed for 

different agencies throughout the countI'Y. approximately 45% 

of the checks written dUring one month were written on acoounts 

that had insufficient funds at the time the checks were written 

(funds were later made available before the checks were cleared). 

The prospect of an electronic system that would en&.ble irrullediate 

direct debiting of the consumer's account at the point of sale 

would be a strong source of apprehension for the majority of 

the low- and fixed-income population as it would mean loss of 

this "float". Undoubtedly, the entire low-income population, 

who make transactions through the present checking system, would 

find its financial situation in a turmoil. Thus, a plan may 

have to be devel.oped to compensate for this loss of float. 

Security would pose other problems. For the few low-income 

indj.viduals who may have access to EFTS cards , what would the 

liabi.lity provisions be if the card was lost or stolen? With 

EFTS cards, if an unauthorized individual used another customer's 

card in the system, with a single transaction an individual's 

life savings could be lost. This would cause a serious problem 

for the average consumer. For the low-income consumer, it would 

be a tragedy. 
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The privacy issue is raised. If the EFTS is fully implemented. 

personal data would be collected on each person who uses the 

system. This information can be compiled on a ready-to-use 

form giving an entire spending history of the person; thus. 

allowing complete control over a person's private life. Some 

individuals among; low-income consumers have a "bad credit" record. 

Accordi~g to a recent Supreme Court decision in Syracuse. New York. 

secrecy records in a given bank become property of the bank so 

they can do as they wish with those records. Is the Electronic 

Fund Transfers System going to open Pandora's box. which will 

affect credit and employment availability for the low-income 

consumer/user? 

If EFTS were to be impleme~ted on a full scale basis. 

including banking. insurance companies, food chains, transportation 

systems,. retail stores, etc., what choice would the low-income 

consumers have? NONE. Then, the question is how is this 

individual going to handle his monetary transactions? What 

will th~ alternatives be or are there any alternatives? 

Some possible answers to these questions could be determined 

by carefully studying the low- and fixed-income consumer/user 

and the serious implications that EFTS would pose upon them. 

Also. considerations should be given to providing an educa

tional program for low-, moderate- and fixed-income consumers 

concerning issues relative to EFTS which would affect 'them. 

",. 

• 



.. 

! 
I' , I 
I, 

, 

II 
, I 

I , 

.. 

'~--------------------_________________________________________ """" ___ tt ____ ~~j~ ____ • __ \ 

.. 

In conclusion, NClC is gratified that this Committee has 

directed its attention to this area of great concern for the 

17?S 
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low- and fixed-income consumers. We are hopeful that our remarks 

today will be of assistance to you in your consideration of this 

important issue. 

Thank you. 
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CHAiRMAN ATWATER' Mrs. Koplow? 

MS. KOPL()Wr Ms. Aldama, I think the committee 

Is very concerned about the problems tha t you ha ve raised, . 
but I don~t think that anything in what we are doing would 

5 take the choice ~way trom the individual to us~ his curreht 

6 payment system, whatever it is. 

7 The advantag.e of EFT, as we see it, is that.,the_. 

8 consumer would have a choice, either/or, whichever was most 

9 convenient for him', but I don't think we intended to in any 

10 way eliminate the choice he has at the pr~sent time. 

11 MS. ALDAMA' Yes, I understand that, except they 

12 really don~t have a choice. Because of their monetary 

13 situation, it would be very difficult tor them to go into a 

14 card system where they hardly can ,pay with cash. This is 

15 the chol ce J "111 probabl y re terr Ing to more than anything. 

16 MS. KOPLON' You spoke about float and you spoke 

t7 about the security of the card, the liabilities, and 

18 if you were her~ today you heard some suggestions 

19. 

20 

nade to compensate for the float and compensate for loss 

of cards and that sort of thing. The committee _. 
21 htls that very much In mind, to recommend whatever it can to 

22 tak e ca re of those probl ellis. 

23 

24 

25 

earlier. 

MS. A LDAMAI Yes, I was very happy to hear that 

CHAIRMAN ATWATER I Governor Mitchell? 

.... 

• 
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MR. MITCHELLI I think that you are raising ~n 

issue at considerable importance, and that is how to deal 

3 with the payments problems of lower income groups, because 

4 they do not have a ccounts in comme rci 81 banks. They don't 

5 even have accounts in savings and loan associations, which 

6 is one step lower, I believe. 

7 ( La ugh te r • ) 

8 

9 What I think we are talking about is a technique 

10 of payment, of making payments, that augurs at least a 

11 possibility of greatly improving the convenience and 

12 certainty of money payments for low-income groups. If 

13 financial institutions will accept direct deposits to the 

14 credit of individu8ls in those groups, this is a tar cheaper 

!5 alternative and better alternative to receiving a check, 

16 which you might have to take to a credit union or to some 

17 merchant who Is chnrging a substantia 1 fee to cash that check. 

18 Not only that, but it people can be taught to 

19 write checks, then they can disperse the funds out of that 

20 account more effiCiently, and with greater safety, than they 

21 could by carrying around cash tor a week or two. 
,\ 

22 

23 of 

MS. ALD~1A: Yes, I think ':1e need a great deal 

consumer education in every area of these 

24 monetary transactions. BlJt, be fore that, the EFTS systems 

25 have been arranged and implemented in such a way that t~ey are 
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untenable for a person who gets a check of $9000 a year or 

$8000 or $7000 -- the individual who has $3000 or maybe not 

even that. They work as domestics and they don't even get a 

check for what they do, so only cash can they Use. I am 

aware of many more problems of the real low income person, 

having been in the field for the past 2~ months. And they 

are 'really backwards. They are very behind the times. 

And so, how could we include the low-income 

individual consumer? 

MR. MITCHELL: I think EFT offers a better 

10 opportunity to do that than the other system. 

11 MS. ALDAMA: I agree. I think so, too, but it 

12 would take years of education, I believe, and that is what 

13 

l4-

, -
-.;) 

, ... 
_0 

, --' 
la 

I am concerned about. How can they be included? 

CHAIRMAN ATWATER: Mr. Plumly. 

MR. PLUMLY: Ms. Aldama, is an EFTS system today 

in place? Social Security, Federal Reserve and merchants 

cooperatively permtt -':" as a matter ,of fact, encourage --

Social Security supplemental security income people, the adult 

aged, disabled and blind to receive direct deposit payments 

19 today. It is just in its beginning stages, but there are 

20 already over 200, 000 of these people 

21 

22 

23 

24 

25 

-I 
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who have opted to have their monthly payments go to the 

financial organIzatIon of their choIce. 

Now, this does, of course, involve ,knowIng how 

to use a checking account, or some means ot getting 

the payments out. Butit certaInly beats them spen~lng 

anywhere from SI.OO to $3.00 cashing their check at a 

check-cashing service. particularly In the major 

metropolitan areas, and then taking that money 
... -., .... ; .. 
to buy postal money orders, when if they had a checking 

account, ~nd knew how to use one, and were a little 

I I Sa lect I ve, they could got free che cking services along with 

12 it. 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

CHAIRMAN ATWATERt Mr" Wegner, I believe, has a 

questIon as well. 

MR. WEGNER' I want to say fIrst of all I am 

delighted that yolt're here representing your organ'ization. 

I think the Consumer Information Center is an excellent 

idea. I think it is the kind of a sarvi ce and organization 

that is needed throughout the country. I think that is the 

first entry point to a good relationship between the 

commerciat community and those who are perhaps moving into 

a serious relationship with financial instItutions for the 

fIrst time. Hopefully, that first meeting is a gciod one, 

and you can help make it so. 
•• 1 .. J ... 

There is a question here, which has posed a 

'~ 
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the question of the bad credit 

NOlo(! a lot of good people, a lot of people wi th 

,a lot of money, develop bad credit records. They come 

5 end go, ~ntortunetely. Sometimes it 1s an accident. 

6 Sometimes a circumstance that occurs once 

7 and doesn't occur again. What from the point of view of the 

8 people you"re dealing wi th const Itutes a fair and 

9 , equi tabl e way to handl e 'the need of an 1 ns tl tutlon to know 

10 whatithe pattern is of a person"s ability to repay,' for 

II eXc3mpl e, loans' that they have had In the past. realizing 

12 thAt the cost of the loan, based on the information avaflable 

13 to me, the cost of processing the new application, is 

14 somewhere around $40 or $~O apiece? 

15 Now, it we are dealing, wi th a n,umber o·f sma 11 

16 loans, . as a percent of operating cos tit's very" very high, 

17 and one of the opportunities in EFT is to reduce this cost, 

18 which will then become a saving to the consumer. 

t 9 but then of 

20 c~urse you get into the other area of 

21 some transqressions into privacy, or unduly penalizing a 
. , 

22 persbn who five years ago could not repay a loan, and this 

23 s'ort of thing. 

24 How do you see this balanced? What is the best 

25 thing for this commission to do with regard to this problem? 

• 

.. 



." 

~ 2 

'" 3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

... 23 

.. 24 

25 

183 

MS. ALDAMA' Well, I believe that really 

developing the educational system on credit or credit 

availability, and I think that it banks or savings and 

loans or credi t unions would have a consumer information 

and education part or department or division. that would 

help, not only to the low-income, middle-income, but even some 

of the higher income people don1t even know anything about 

EFTS, so of course the educational system wou~d be sort of 

developing an educational system. 

That wouldn,'t cost anything. It would be part 

of the service. I can see this in all consumer education. ~ 

That is what my center is all about, but I think this is J* . 
very necessary for the low-income peoplei especially, because 

they would not be as much at fault when they have to pay 

bills if they knew. more about how the credit ~ystem works. 

CHAIRMAN ATWATER' Mr. Rogers. 

MR. ROGERSI My quest ion has Just be'en answered. 

CHAIRMAN ATWATER' Mr. Green. 

MR. GREEN' Thank you. 1 will Withstand the 

temptation of. answering George too directly, only to say 
• that where some people might think the thrift industry is a 

step be low, I would hope tha t some a Iso think we are the 

champion of the consumer, and I would like to put 'that 

before us as being a true definition 'of our Industry~ 

You know, you spoke of this problem of "floa.t, 

.oO " 
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and I think this is a very important thing, too, but I 

submit to you that . whether we like it 

or not, .. thF.!re has got to be a payments me chanism for peopl e 

to pay for the goods and services that they have purchased. 

Poor people and rich people all have to go through some 

payments mechanism, and I think the payments mechanism that 

would be in the best interest of low-income families and 

the best interests of consumers on the whole, will be those 

types of payments mechanisms that will allow those funds to 

'stay on interest-bearing accounts up until the time that 

they use them. 

And I think here that weJre talking about two 

types of systems, the NOW Account, where it stays in an 

interest-bearing account until you use it, or an'EFT account, 

where at the point of sale that person can activate their 

account from an institution that has savings account 
., . 

,17 services, so that they can keep that money drawing interest. 

18 

19 

Do you conc~r with this? 

MS. ALDAMA' Yes. I do. I agree with you 100 

20 percent, and I realize that.' float is not a right, it is 

21 .. a privilege, but senior citizens, especially would 

22 

23 sUf'! er a graa t dea I, because it is a part of everyday life 

24 for them now. I agree education will bring a new system, 

25 and we will Just have to adapt to the new system. 

.. 
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But at the present time, gradually, how are 

2 they going to take it? That is my concern, but I know 

3 

4 

exactly what you mean, and I agree. 

MR. GREEN' You agree .ith me that we Are 

5 champions of the consumer? Thank you very much. 

6 

7 

(Laughter'. ) 

CiiAIRMAN ATWATER' Let"'s not be. accused of 

• 

8 prejudice. I will not go on to the next speaker, but simply 

9 . to comment that out ot the many useful things that you have 

10 presented to this commisSion, I think one that you gave 

11 earlier, which is that you felt, in effect, there 'was not 

12 only a need for an ~ducatlonal program which might be 
.- -/-

13 carried on in a number of ways, but you felt that there 

14 was a need fo'r a study of electronic fund 

15 transfer systems as they apply to low-income people. I 
V' 

16 think that is somethin9 we will certainly record in your 

17 testimony ~s worth some kind of examination. 

18 fAl? \'mGNER I May I make one fu~ther comment? 

19 May I a,slk the witness, for the record, if you have 

20 information In greater detail about what the thinking of 

21 the National Cnnsumer Information Canter is with regard to 

22 how consumer information could be handled nationally, 

23 stat ewida, and other·wi sa • 

24 Could we have that submitted, also, for inclusion 

25 in the record? 

.1:t: at 
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MS. ALDAMA- I will be very happy to submit 

CHAIRMAN ATWATER: Any information on either 

2 

3 

4 the specifications or research we would be very happy to have. 

, 5 

6 

7 

. 8 test,imony. 

9 

10 

-II 

12 

13 

14 

1'5 
16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

Are there other questions by the commission? . 

(No response.) 

CHAIRMAN ATWATER: Thank you very much for your 

• 
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CHAIRMAN WIDNALL: The next witness is Robert 

Haydock, Bingham, Dana & Gould attorneys, chairman of the 

3-4-8 subcommittee of the editorial board of the Uniform 

:4 Commercia.l Code. 
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(Wi tness sworn.) 
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STATEMENT OF ROBERT HAYDOCK, JR., COMMISSIONER 

ON UNIFORM STATE LAWS FOR MASSACHUSETTS, MEMBER 

OF PEHMANENT EDITORIAL BOARD FOR UNIFORM 

COMMERCIAL CODE 

CHAIRMAN ATWATER- Welcome, Mr. Haydock. We ask 

for your test imony, and we do have questions. 

MR. HAYDOCK. Thank you, Mr. Cha.irman, and 

members of the commission. 

Professor Westin spoke this morning about a 

board or a committee that might exist to monitor 

developments in privacy law. I am a member of a somewhat 

s imBar board, the Permanent ~di torial B .... oard tor the Un iform 

Commercial Code. This Board has been in effect for quite 

some time,and its function is to kee.p an eye on the Code 

and the developments in that area, and.to the extent that it 
. . 

seems necessary, to present amend~ents, new laws, new 

sections, and so on. 

The Board has been particularly concerned about .. 
the effect of electronic data processing on certain specific 

articles, two of which have been mentioned this morning~ 

And as a result, they have set up the 3-4-8 committee, which, 

as you can guess, is based on the number of the articles that 

ara involved • 

. Article 3 of the Uniform Commercial Code·, Which, 

by the way, has been adopted now in 49 states and the 

•. 

• 
• 

.. 
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Permanent Editorial Board established the 348 Committee . .. 
(sometimes called the EOP Committee) to advise it on the .. \ 

issue of whether the Board should undertake to prepare 

substantial amendments or supplements to Articles 3, 4 or 

8 of the Code to take into account the impact of electronic 

data processing on transactions governed by those A,rticles 

and to procesl! or prepare anlendments or supplement,s thereto 

where recommended. In addition to myself the present 

members of the Committee are: 

Carl W. Funk, Esq. 
~ohn H. Higgs, Esq. 
Paul E. Homrighausen, Esq. 
McChesney H. Jeffries, Esq. 
Professor ~orman Penn~y 
Hamilton F. Potter, Jr., Esq. 
Blair Shick, Esq. 
Professor Hal S. Scott 
Professor Herbert Wechsler 

The 348 Committee issued its first report to the 

Permanent Editorial Board on June 12, 1975 (the 1975 

Report). It recommended that Amendments to Article 8 which 

had been prepared by a committee of the American Bar Asso

ciation be reviewed by the 348 Committee and. submitted ·to 

the Permanent Editorial Board. The Amendments would expand 

Article 8 to cover the t~ansfer of either certificated or 

uncertificated securities and would, with necessary changes 

\. ... . .. _. .'" 

--~ 
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in general corporation law, to permit corporations to elim

inate stock certificates. This review has in fact'occurred and 

resulted in a revised draft of the Amendments being pre-

.ented by the Permanent Editorial Board to the Conference 

of Commissi(:mers on Uniform State Laws at a meeting of the 

Conferenq~ in Atlanta last summer. It is contemplated that 

a further revised draft will be presented to The American 

Law Inst~tute in May of 1977 with the hope that a second 

and final reading of the Amendments will occur and be 

approved at the meeting of the Conference in the coming 

summer. 

The 1975 Report also made comments and recommendations 

with respect to Articles 3 and 4. They are as follows: 

Th~ issues with respect to Articles 3 and 4 

res~mble those with resp~ct to Article 8 but are 

more complex and ha~der to resolve. Perhaps the 

most fundamental difference is that EDP will 

prqbably have a much greater impact on the banking 

system than it will on our system of evidencing 

and transferring investments. A certificateless 

or largely certificateless society could seemingly 

ex~st without EDP" while EDP is central or more 

central to the checkless or less-check society. 

Wll~J! .. ~ the technology of the ACH (automated clearing 

house) is well' advanced, the tec,hnology of gener

ating a transfer of funds by electronic means at 

• 
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the pOint of sale ("POS") is still in the experi-
. 

mental staqa. Moreover, many marketing problems, 

such as exactly how such services will be offered 

and the form they will take, have not been re

solved. On top of this there are bank branching 

questions, antitrust questions, questions relating 

to a possible reorganization of our financial 

institutions, strong consumer issues and the 

fam,iliar federal/state issue. 

Reacting perhaps to a fear of the unknown, 

Congress last year established a National Commis

sion on Electronic Fund Transfers, to be made up 

of representatives of twelve federal agencies 

having authority over some aspect of banking, 

fund transfers or consumer rights, two representa

tives of state banking authorities! seven repre

sentatives of the various elements of the banking 

indu~try and five pUblic'members, charged with 

reviewing all the problems raised by EFTS (elec

tronic fund transfer systems) and recommending 

appropriate legislative and administrative action. 

At the time of this writing the President has not 

yet appointed the Commission, reportedly becaus~ 

he has been unable to find a satisfactory Chairman. 

There has been a strong move to legislate a mora

toriulll in the use of POS pending the report of the 

Commission. While this move is expected to fail 

--
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at the federal level and at most state levels, 

8uch ~ moratorium has been enacted in the state 

of Utah. 

Artiole 4 of the UCC deals primarily with 

debit transfers evidenced by instr~ents. Many 

of its provisions, such as those relating to 

endorsement of an item, are completely inappli

cable to electronic fund transfers and appli·· 

cability of other provisions is not clear. There 

is a serious question, for example, as to whether 

any of the provisions of Article 4 apply to credit 

transfers at all except perhaps by analogy. 

The question of the applicability of Article 

4 to EFTS has not prevented the development of 

the automated clearing house or experimentation 

in the POS area. section 4-103 of Article 4 pro

vides that the Article may be varied by agreement, 

by Federal Reserve regulations and operating 
. 

letters, by clearing house rules and the like. 

Relying on these provisions ACH and EFTS have 

moved forward without worrying about Article 4. 

In fact, a legal committee of NACHA (the National 

Automated Clearing House Association) has recently 

recommended that no effort be made at this time 

to draft legislation covering ACH operations. 

Since the last meeting of the 348 Committee it 

, 
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has been learned that a Federal Reserve committee 

is presently working on a draft operating letter 

which will deal with automated clearing houses 

and, furthermore, is contemplating preparing 

regulations "which will cover point of sale trans

actions. 

The foregoing discussion highlights the 

federal/state issue and the timing problem. To 

the arguments against state action discussed 

above in connection with Article 8 are added the 

broad rule-making authority of the Federal Reserve 

Board and the fact that any legislation will have 

to face head-on the consumer rights problem. 

Draftsmen of a revised Article 4 may not be able 

to avoid truth in lending, fair credit reporting, 

breach of warranty and stop pa~~ent issues. 

Federal legislation has moved into the consumer 

field, not so much because there is a strong 

need for uni~ormity, bu~ because of a lack of 

concerted state action on the subject, which 

results in part f~omthe great difficulty of 

developing a consensus among the more important 

commercial states as to how consumer pr~blems 

should be handled. Thus, in addition to the 

undesirable transition period during which some 

states would have adopted amendments to Articles 

-
188e. 
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3 apd 4 and other states would not have done . . 
SQ, there is a risk of non-uniform amendments 

, beipg adopted in many of the states. 

The strongest argument for state action 

still remains, however: namely, the existence 

, of ~ highly t~chnical and well-developed uniform 

bodf of state law on the subject, th~ adaptation 

of which to checkless transactions and credit 

transactions by state action would be cleaner, 

simpler and perhaps quicker than either uprooting 

existing state law by a comprehensive federal 

statute or adopting federal "amendments" to state' 

law. 

At its first meeting, the 348 Committee con

centrated on the federal/state issue and, with 

the support of all the consultants, tentatively 

opted for a state law apEroach. This conclusion 

·was reaffirmed at t,he second meeting, which was 

attended by representatives of three federal . 
agencies concerned, none of whom, however, ex-

pressed a strong opinion on the issue. The 

Co~ittee recognized that an amended Article 4 

would not even attempt to solve all of the con

sumer issues, but further recognized that certain 

of them could not be avoided. It also understood 

that any legislative scheme at the state level 

would have to deal primarily with fundamentals 

/88-F 
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in a manner which would dovetail with the actions 

and authority of federal agencies. 

While the precise steps necessary to achieve 

these objectives are by no means clear, the 

Committee is of the view that the failure to under

take a program at this t~ime will lea've a vacuum 

which will certainly be largely filled at the 

federal level and may invite non-uniform state 

legislation which would slow the development of 

a comprehensive EFTS program. 

One member of the Committee suggested that 

any undertaking to prepare amendments to Article 

4 would take three years from its beginning to 

final production of a s,tatute approved by the 

American Law Institute and the National Con

ference. A four-year span might be more'realistic. 

Enactment, even with an energetic enacting program, 

could take another two or three years. This 

suggests that if the Uniform Commercial Code is 

to continue to be the source of the fundamental 

structure of fund transfers, work must start 

now. 

The drafting process itself will tend to 

sharpen the issues and should move forward at 

about the speed with'which answers to technolo

gical and marketing problems of EFTS are found. 

A drafti~g committee in being should participate 

in their solution. 
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Recommendation 

That the 348 Committee be authorized to under

te&ke the preparation of amendments to Ar,ticles 3 

\ arid 4, that it be authorized to employ a'Reporter 

to a~sist it and that the Chairman of the Permanent 
I 

Editorial Board be authorized to add additional 

members to the Committee to broaden 'its representa-

tion. 

Subse'quent to the issuance of the 1975 Report, the 

Committee has engaged PrQfessor Hal S. Scott of the Harvard 

Law School, formerly a Professor of Law at the University 

of California, as its Reporter. He is in the process of 

surveying EFTS developments around the country and will be 

meeting with the Committee in the near future to reconsider 

its time table and to discuss the preparation of a report 

oil his findings. At that time the Committee will cons idE:!r 

a number of the issues specifically referred to in the 

CommiSSion's notice of hearing. In particular, they will 

include the following: 

li The types of payment or collection transactions . 
that should be covered by the UCC1 

2. Whether rules covering different types of trans

actions should be integrated in a single Article1 

l ¥, The extent to which consumer problems should be 

dealt w~\th1 

4. Matters which should be left to federal law; 

50 The extent to which flexibility should be built 

into the rules in the manner of Section 4-103 of existing 

Article 4 or in some other manner1 

IZ& h 
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6. Th~ extent to which Article 4 should be broadened 

to cover organizations other than banks which will be in-

• ' volved in the fund transfer process. 

"' 

The draftsmen of the Uniform Commercial Code made a 

deliberate decision to avoid consumer issues as much as 

possible and adopted the approach, exemplified by Sections 

9-201 and 9-203 of the Code, that its provisions would be 

subject to provisions of other laws protecting consumer 

interests. This was done at the time when there was a great 

divergence among the states on the need for consumer pro

tection. Its wisdom ha~ been demonstrated by the lack of 

acceptance of the Unifoa:m Consumer Credit Code which, so far, 

has been enacted by only nine states. Since consumer inter

ests were of necessity tied into the mechanics of the trans

actions governeid by the UCC, however, it was impassible to 

avoid consumer issues entirely. Article 9, for example', ' 

has a whole set of different rules governing security 

interests in consumer goods. Article 4, in dealing with 

the rights and obligations of a depositor, of necessity, 

involves consumer ri~1hts. 

Un,i£ormi ty in the consumer area has been obtaJ.ned 

primaril.y through fe!deral interve~tion. Models are now in 

place, however, which may make it easier to achieve con-

sensus among the states on the consumer aspects of EFTS. 
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In any event, it is clear that any le,gislation relating 

,to fund transfers cannot avoid consumer issues for purely 

mechanical reasons. If, for example, chargebacks are to 

be allowed in connection with point of sale transactions 

they should be covered in the basic statute since they 

Are really an integral part of the payment process. It 

is too early for me to say whether all desirable const~er 

safeguards (including protection of privacy) should be part 

of such a statu'ce or whether they should be dealt with in 

other legislation. 

Our original time schedule would have permitted us 

to make manY,of these decisions subsequent to the final 

report o~ the COlnmission. OWing to substantial state legis

lative activity in the area of EFTS, however, we are being 

pressed to move more rapidly than originally planned and, 

of course, it is now clear that the final report of the 

Commission will be forthcoming later than originally ex

pected. It would therefore seem very desirable that we 

continue to try to coordinate informally our activities 

with those of the Commission so that we may be aware on a 

tentative basis of the directions which its final report 

might take. P;ofessor sc:ott has been in touch with the 

Commission's staff. If more formal liaison should be 

established, we would be pleased to develop trie same. 

• 
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District of Columbia, deals with commercial 

paper and negotiable instruments. Article 4 deals with the 

mechanics of the paper collection process and the rights 

4 and liabilities and obligations of banks and their 

5 depositors. Article 8, which'is of no great interest to this 

6 Commission, deals with the transfer of investment securities. 

7 

8 

9 

10 

II 

12 

13 

The 3-4-8 committee has been appointed. It has 

bean in effect for approximately two years now, and IJm glad 

to see that you will have two other members of the 

commi t tee test i fying here later, Norman Penny and Paul 

Homrighausen, both of Nhom·know a great deal more about 

articles 3 and 4 thnn I do. , , 

0"''' ... .r -'-_.. .'. ".~"'.'_""'" 
One of the reasons for that is1that I'm working on 

14 article 8 at the ~oment. We have a statute which has gone . . 
15 throug h the firs t megt ing of the ~ommissioners on Uniform 

16 state Laws, and l'Ii11 come betore the American Law Institute 
.: c 

17 this May, and I hope very much will be approved next summer, 

18 which will permit the elimination, where desirable, of 

19 stock certificates. 

20 

21 

Now, we have not been sitting on our hands 

while we have been working on article 8. We have been 

22 thInking a great deal about Articles 3 and 4. We have had 

23 at least two meetings, at which various bank regulatory 

24 

25' 

people have bee~ ~n attendance, and pe~pl~, who have written 
-:- .... - ~""I 

extensively' on the subject in the past and know a - '- .-~ .. . 
great deal about the 

, 
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fund t.ransfer business have Joined us, and we have faced 

2 a number of problems, and we have made a very simple 

3 

4 

5 

6 

7 

recommendation to our board, which has been accepted by th~ 

board, which is that articles 3 and 4 should be amended. 

While it~s ve~y simple ,to say that, and we 

hav6n1 t yet told anybody precisely how it should be 

amended, we have been authorized by the board to hire a 

8 ,:eporter, who is in the room here, sitting at that table. 

9 He is Pro:fessor Hal Scott, who has done a lot of his 

10 academic work In thi s fi eld t and we ha ve c ommiss iClned him 

II to spend his time this summer, which he did, going around the 

12 country talking to various experts in this field .to gather 

13 Intormat'ion. 

14 'We hope very shortly to have another meeting 

15 of the committee to consider where we are going to go from 

16 hElre. Part of our recomillendation included a time schedule, 

17 and that time schedule is one of the things that we are 

10 gOirtg to have to consider more carefully at our next meeting. 

19 We are more tortuna te than you are. We' donJ't 

20 have to have a roport ready by some specific date. We 

21 can play alona and see what developments are. We are very 

22 concerned as to whether there have been 

23 sufficient developments in the field of electronic fund 

24 

25 

transfers at this time tor us to come up with sensible rules. 

Until we see the structures, it may not be 

• 
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1 possible to really determine what those rules should be. 

2 

3 

4 

5 

7 

S 

9 

The process, however, takes a long time. The article 8 

amendments, I think, by the time they get through the various 

state legislatures, will have been around for ~ix years, 

and we tossed out the six-year number in our report. 

I think we have already started, so perhaps we 

have only five years to go. This would allow about four years 

to prepare the amendments, and then would give us two years 

to see that they are adopted. 

This may be optimistic on the adoption side; it 

10 may be unnecessarily long on the drafting side. I think one 

11 of the witnesses this morning said a decade was going to be 

12 required until we really knew where EFTS was going to be. I 

13 think Ms. Koplow suggested it was closer to five years, and 

14 

, -
-~ 

16' 

T --, 
1a 

19 

I think she is perhaps right. I don't know. That is my 

own guess. 

It was '·clear to me in a discussion with Senator 
, 

Derezinski out in the'corridor after he'testified this morning 

that he wants to see a statute long before four years from 

now, and there ·is pressure in state legislatures around the 

country to get some sort of a model at this time. 

20 Our feeling on this delay was that, although we 

21 agree with the senator that the present Article 4, which 

22 deals with paper transaction, is not really 

23 

24 

25 
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applicable to electronic fund transfers, and it is 

difficult to apply It to credIt transactions' that is, 

where s.omebody is sending money from his bank accoun t to 
, 

somebody else"s bank account, it is a collections article. 

Nevertheless. it contains a number of rather 

basic rules which can be applied. and in some cases have 

been ·appl1ed, to electronic fund transfers. 

In the ACH field, the automated clearing-house 

field, they have vary otten defined - in some situations 

they have de fined an e lect.ronlc fund or rragnet ic record 

on a tape as an item, thereby turning on the machinery of 
I 

Article 4, which basically deals wIth items. 
:: .. 

This approach doesn't always work. 

, .. 

.. 

. , 
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1 However, the section 4-103 of Article 4 does 

2 provide that the rules of the article are subject to modification 

3 by agreement. That is, you can make em agreement with t··'~e 

depositors and the banks involved. The a~ticle ban also be 
4 " 

modified by Federal Reserve regulations and operat'ing letters, 
5 

and it is subject to clearinghouse rules. 
". 
Q 

permit broad' variations Now, those from Article 
7 

and enable you, really, to take it and use it as a semi-
8 structure, at least for the present, and thus permit the 

9 development of these various, new electronic fund transfer 

10 systems. We feel that it would be a mistake to try to freeze 

llthe systems at this time. 

12 But, again, we are under this great pressure to 

l3come forward with something soon, fairly soon. And I am not 

l4going to predict what will happen. We will, obviously, meet 

t_from time to time, keep our eye on the situation. We are in 
-;:) 

that position where we will monitor it and, hopefully, corne , ... 
-Q • 

, .. 
_I 

forward at the right time with the right statute. 

Now, I would just like to summarize briefly six 
18 

of the problems that we ha~e dealt with and that we have not 

l~yet solved, and we are going to work with them. 
20 First of all, what a~e the types of pa~nent or 

21 collection transaction th"\t should be covered by the code? 

22Should credit cards be under the Uniform Commercial Code? 

23 

24 

25 

4 
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Debit cards, perhaps pre-authorized payment systems; ACH 

sy.stems. these are areas that we have ,not yet made a final 

3 decision on. 

4 

5 

6 

7 

Should the rules covering the different types of 

'traosactions be integrated in a single article? 

. 
Is there something i~ common about them? That Is something 

8 we ~re going to have to decide on. At the moment, they seem 

9 to operate quite differently under different rules, but we 

10 may tind a commonality running through them which will make 

II it gossible or desirable to put everything in a single 

12 art~cle •. The Senator this morning suggested that we ought 

I~ to have a supplementary artIcle, a new Article 10 or some-

14 thing like that, to the "ode. We have not, obviously, made 

15 tha~ decision yet. 

16 The extent to whi ch consumer problems should be 

17 de,alt with. Originally, when the code was enact"ld,' the views. 

18 on th(i way consumer issues should 1;>e handled var'1ed so much 

19 trom state to state that it would have been impossible to 

20 get the consensus necessary to get agreement among the 49 states 

21 that have adopted the Uniform CommerciAl Code. And, as a result,i the 

22 Code tried to push aSide the consumer issues to the extent 

23 the, they could be 9 making it very clear that any ~onsumer 

24 law overrode any provision in the Code. 

25 This 1 s parU cularl y true in Arti cl e 9. Many 

, 

.. 
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people have thought that tha t was a bad decision.. I t seems to 

me fairly clear now that when we start dealing with this 

Article 4 and the relationships between banks and their 

depositors, we are going to get into consumer problems without 

any doubt, certa lnly. to the extent that they deal with the 

mechanics of the process. 

Whether we should go further than that and deal 

with matters that do not .relate to the precise mschanics of 

the process, whether we should deal with some of the privacy 

issues that were raised today, we are not clear on that 

subject. 

Another very importan t problem, one whi ch must 

concern this Commission, is whether these matters should be left to 
I I ..... 

federal law. What should be the balance between federal law and 

state law on the subject? Our committee has recommended that, with 

Article 4 and the many cases and ru19~ that have developed 

from it, we should use that as a base and build on that. But 

how hi,qh' we build is going to depend, to a· cons iderable 
" extent. on what you recommend and whether what you reC'~mmend 

is carried out in the Congress. 

We will, obviously, W8Flt to build sOUle flextbility 

22 into our new erticles. And I think it almost goes without 

23 saying that we will have something that is quite similar ~o 

~:4 Section 4-\ 03 in the new code, and we may even makei t more· 

25 flexible than it 15 at present6 

J 
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Finally, the question arises: To what extent should 

2 Article 4 be broadened to cover organizations other than banks? 

3 That's a tough 'one, and 

4 

5 -I think we are going to have to go a 

6 little further than banks when we start discussing rights and 

7 liabilities here. There are outside organizations now tha~ are 

8 going to be involved directly in the funds transfer process. 

9 I think that is' a summary 'of our problems. If you 

10 can help us, we will appreciate it. 

11 I will say again, we are very interested in the 

12 conlSumer problems. We have Blair Shick who is the former 

13 Deputy Director of the Consumer Law Center in Boston on our 

14 committee. Ne are going \::0 try to establish a better liaison 

15 with national consumer groups so that they will know what We 

16 are thinking which, I think, is very important. And we would 

17 like to continue our liaison with you so that you will know 

18 what we are thinking. And \l1e would like very much to get some 

19 feeling of where you are going. 

20 CHAIRMAN ATWATER: Thank you. That, I think, you 

21 can be ~ssured of. 

22 Are there questions now by the Commissioners, please. 
. 

23 MR. GOLDFARB: Mr. Haydock, you indicated that one 

24 of the questions you have is the extent to which the UCC 

2S should cover consumer problems. And one of the 

" 

I. 

... 
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concern is that you may not be able to get consensus among the 

) 2 states as to whether those provisions should be part of the UCC. 

3 That appears to have been a problem for some years, getting 

4 consensus among the states as to consumer credit protection 

Smatters. 
. 

6 Wouldn't that be an argument for allowing the 

7 Federal Government to involve itself in most of the consumer 

e questions? 

9 MR. HAYDOCK: Well, clearly, in the consumer field 

10 the Federal Government came in and in a sense created 

11 uniformity. 

12 My lown feeling on that at the moment is ambivalent. 

13 I do think that a model has now bee~ created, and I'would be 

14 willing to wager ,that the thinking at the state level is a lot 

15 more uniform today than it was lS years ago when the UCC -- or 

16 20 years ago, when the UCC was bein~ originally drafted. 

17 MR. GOLDFARB: So what would you conclude from that? 

18 MR. HAYDOCK: Well, I would conclude that- if we do 

19 decide 'to go whole hog in this consumer fieid, we would have a 
, 

good chance of success. That is my present feeling. I'm not 20 ._ •• 't • 

21 sure that we wi 11. And I' suggest, again, that we will_ be very 

22 influenced by what the Commission has to say on this. 

23 We are sorry that there were delays in you~ ~oing 

24 fOlrward. Our time sohedule was somewhat \llorked out' in 
.. .. .--.' .-

2S J:.·elation' to yours. But we have developed, between Professor 

-' . 
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Scott and. your sta~f, some good liaison, and we are going to 

2 keep in touch with you. 

3 CHAIRMAN ATWATER: ' Ms. Koplow • 

.. MS. KOPLOW: Mr. Haydock, were you here at this 

S morning's session? 
I I ! : 

6 l MR. HAYDOCK: I was here for most of it but not all. 
f 

I 7 MS. KOPLOW: Mr. Marson from 
f 

8 California spoke, and I questioned him about how long it would 

9 take to ,develop a body of law that would govern all of .the 

10 phas~s of EFTS. He 
.! 

said that it would not take long, and that 

11 such a body of law was ready in the State of California. 

12 Are you aware of the laws in California? 

13 MR. HAYDOCK: Well, I'm certainly aware, from what 

14 I heard him testify this morning. But he was talking 

15 primarily about privacy there, I think. I don't think he was 

16 talking about EFTS, in general. But I could be wrong on that. 

17 MS. KOPLOW: 

18 My question was phrased outside of what he testified on, 

19 and he said that California was ready with a body of law that 

20 would take care of all of the phases, of electronic funds 

21 transfer problems. 

22 MR. HAYDOCK: Well, I will certainly loo~ at the 

23 California law. I am not aware of it at the moment. 

24 CHAIR~ ATWATER: Governor Mitchell. 

2S MR. MITCHELL: 1. would like to get you to focus 
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on the concept that EFT is not go~ng to reach a settled state, 

. rather-it is going to ~ontinuously evolve. We don't know how long 

3 that evolution might take. 

4 Now, in that kind of an environment -- an 

5 environment which neither t~is Commission nor the Congress 

6 could stop from occurring is 

7 it better to rely on agreements among financial inst}tutions 

8 and clearing house associations to accommodate developments and 

9 avoid enabling them into law? 

10 MR. HAYDOCK: Well, I think there is a lot in what 

11 you say. I think the~~ is a very good point here. I think 

12 that for us to try to d.evelop a new statute which would be as 

13 specific as Article 4 is in the paper collection process might . 
14 be a mistake. That's why I say that one of the things we've 

lS got to think about is making the new law more flexfble, even 

16 more flexible than 4 is right now. 

17 I think that is a good point. I'm not prepared to 

18 make a decision on that myself at this point. I'm just aware 

19 of the problem. 

20 MR. MITCHELL: How effective are interbank agree-

21 ments, for example, in dealing with the problems? 

22 MR. HAYDOCK: ! think they are very effective. But 

23 persons that are involved in EFTS transactions besides banks are 

24 some of the outside computer companies and the depositors 

2S themselves, the individuals themselves, and the extent to 
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which 'we can get a really valid and effective agreement with a 

2 depositor is not perfectly clear. And s~ in the end, I' think a 
. 

3 statutory framework would be better. ' Your point is o~e of the 

4 reasons we felt for the time being that 4-103 would allow EFTS ~ 

S to develop naturally without any interference from us . 'But I 

6 do have the optimism or perhaps ignorance at the moment, that .. 
7 we can find certain general principles that will fit the 

8 situation and adapt Article 4 so that it will be more effective 

9 an~ at the 

10 same time, not tie down the development. Two. years from 

11 now I may turn out to be wrong. 

12 MR. MITCHELL: But I think, on the side of consumer 

13 interests, you've laid aside the part that's m~st important for 

14 you not 'to~ the financial .insti tutions can reflect . 
IS protect their own interests, but the 

16 consumer, the user of the system, is out in left field with 

17 nobody to take oare of his interests. 

18 MR. HAYDOCK: Well, I agree with that. 

19 CHAIRMAN ATWATER: I was going to ask something 

20 similar to that question. In connection with so-called 

21 consumer problems, your item No.3, you mentioned 'the 

22 me'chanics, and I would just be a little curious, if you would 
,1, 

23 e~pand upon what those mechanics would be in terms of the 

24 consumer issues. 

2S MR. HAYDOCK: Well, I guess the example I gave in 

" 
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my testimony is the most specific one, and that is, if it is 

2 decided that we are going to have a charge-back arrang'ement in 

connection with a credit card, in which a man has five days, let's say, 

4 to charge it ~ack, that is a matter of interest to the 

5 consumer. But it is also a part of the mechanics 6f the whole 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

process. And, therefore, clearly, we are going to have to 

cover that in our article. 

CHA! RM.AN ATt~ATER: Thank you. 

Are there other questions by the Commission? 

(No response.) 

CHAIRMAN ATWATER: Thank you very much, ,Mr. Haydock. 

Your testimony has been very helpful. 
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TESTIMONY OF ROBERT HAYDOCK, JR. 
BEFORE THE NATIONAL COMMISSION ON 

ELECTRONIC FUND TRANSFERS 

October 26, 1976 

I am a Commissioner on Uniform State Laws for Massa-

chusetts, a member of the Permanent Editorial Board for 

the Uniform Commercial Code (UCC) and Chairman of a sub

committee of the Permanent Editorial Board known as the 

The UCC, which has been enacted by forty-nine states 

,ZO/Jr 

and the District of Columbia, codifies various aspects of 

comme;6ial law. Article 3 of the Code governs transactions 

involving commercial paper including drafts, checks, 

certificates of deposit and promissory notes. Article 

4 governs bank deposits and collections and Article S 

covers investment securities, including stocks, bonds and 

other instruments commonly traded on securities markets. 

Tfie ucc was a joint project of The American Law 

Institute and the National Conference of Commissioners 

on Uniform State Laws. These two organizations estab

lished the Permanent Editorial Board to monitor the appli

cation of the Code and to recommend such amendments to it 

as changes in business practice might seem to require. The 

'-,------------.------------~ 
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section, i~sues which essentially deal '.dth contractual relation-

ships, to be dealt with at the state level. 

Obviously uniformity is as desirable here as it is in other 

areas of commercial law. T~e National Conference of Commissioners 

on Uniform State Laws is the appropriate body to work out the 

details of the necessary legislation. 

The existing Code would have to be stretched considerably 

in order to accommodate the problems raised by this new technology. 

Articles 3 and 4 deal with the fact tllat people desiring to make 

payments (o~ promises to pay) are looking at, writing upon, losing, 

stealing, signing, forging, ~~rrying about, revising, failing to 

complet., doing business iTl.-s..t.rnnge places with, and otherwise 

handling paper. 

The underlying assulllption of man;: of the provisions of Articles --
3 und 4 is that the paper document is readable' by humans \l!ithout 

the aid of machines. To bring the magnetic tape of EFT systems . 
under the Code's definition of a "writing" (Sec. 1-201(46)), not 

only reqllires the skill of a contortioni~t but runs directly 

counter to the philosophy of the Code \\hich was "to avoid making 

practical issues between practical men turn upon the location of 

an intangible something ... und to substitute for such abstractions 

proof of words and actions of a tangible character."l 

(Sec. 2-101, Comment). 

An excellent article detailing mP",,)" of these problems is 

included in Volume 35, Number I of the ~Iar)'lanc! La\" Review (1975). 

I commend it to your attention. 

1. Stephen M. Ege,' "IUec tron ic Funds Trans fer: A Survey 
elf Problems and Prospects in 1975»" 3 5 ~Q..ITland I.a..!~ Revie\~ 3 (1975). 
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Rather than try to patch Articles 3 and 4 of the current 

Code, we should recommend to the National Conference of Commissioners 

on Uniform State Laws the creation of another A~ticlewhich 

can deal clearly and exclusively with the ne~ technology of EFT. 

III. Security 

The security of EFT systems for consumers covers a broad 

range of potential problems: unauthorized disclosure of 

information (discussed under Privacy), errors in accounts, 

theft in tIle most traditional sense at terminals, and computer 

theft, both of individual accounts and penetration of the entire 

system. 
-_ .. -e.-. 

I will not reiterate here my comments on the unauthorized 

disclosure of information, except to emphasize the importance 

of the issue. --
Obviously errors will occur with EFTS, just as they now 

occur with the traditional paper system. Anyone who has ever had 

experience with computerized billing shudders at the prospect 

of what may happen with EFT unless safeguards are built in. The 

oft-repeated excuse that "Something happened with the computer" 

does little to instill confidence in electronic fund transfer systems. 

What is critical here is that COnSU:ilerS have Cldequate means 

of ascertaining when an error has been made in their accounts 

and of obtaining redress. As I have mentioned earlier, legislation 

mandating periodic statements, in a legible and understandable 

form, would meet this need. This could most easily be handled 

through the Uniform Commercial Code. The imposition of penalties 

for undue delay in corre~ting errors in consumer accounts would 
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be one means of encouraging financial institlltions to act promptly 

when errors are reported by consumers. 

An aspect of security that is rarely touched upon is the 

security of the consumer who withdraws cash at an automatic 

teller machine in an "out of. the:. w~y" location~ State. ·cr.imi.nal 

low covers the crime involved. The question is how to prevent 

it fTom occurring. One possibility is to regulate locations of 

ATMs, lighting, hours of operation and other security previsions. 

In any event, this should be handleu at the state level in order 

to provide for responsiveness to local situations and adequate 

enforcement. 

The two areus IIIOSt OLt:.9.Jl. thought of in connection with 

EFTS and security arc unauthorized penetration of the consumer's 

individual account f.\J1d large-scale penetration or the entire --
system. I am nota computer expert and can offer no solutions 

to the technical problems involved in mnking computer systems 

1I\0re secure. I can high1 ight some of the problems and suggest 

ways in which the legal system should respond. 

Penetration of an individual account is most likely to 

occur through n lost card or improper customer identifi~ation. 

The cardholder's liability for a lost card should be clearly 

defined. One apprortch would be to assess liability against tlle 

cardholder only if the card had been requested or applied for 

(i.e., no unsolicited cards) and if the card issuer ha~ given 

ade~uate notice of the cardholder's potential liability and 

provided him with an addressed notification to be used ih case 

of loss. Liability coulu be limited toSSO prior to notification 

of the loss. 

• 

_ .. ',"" 

.: ...... . "" .• .,.-~ 
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The problem of wholesale penetration of the system is an 

enormolls one. Computer crime is burgeoning. An article on 

computer crime notes: 

. " /H/ardly any /computer thefts/ \-;e1'e discovered 
through normal security precautions or accounting 
controls and that nearly all of them were uncovered 
by happenstance. Some experts estimate that the 
ratio of undiscovered to ~iscovercd crimes may be. 
on the order of 100 to 1. 

Statutory and regulatory law are required both. for preventive 

measures and to assure that criminal law keeps step with technology, 

One matter to be considered is the point-of-sale devices 

in retail stores. These are on non-bank premises and are 0p-:lrated 

by non-bank personnel. Wil~~hey'be covered by federal and state 

banking statutes? 

This demonstrates the difficulty in approaclling the problem 

in traditional ways. EFT ls_a unique system, requiring US to re

think many of the categories we arc accustomed to using. We 

need to develop legislation that will consider problems and 

solutions comprehensively. We should not be bound by boxes of 

the past. 

There is room for both federal and state action here. 

Problems of contractual relationships and criminal law should 

remain .the province of the states. Finding n solution to computer 

fraud, wllich is often interstate in nature, requires a cooperative 

effort by federal and state legislatures. 

2. Porter., "Computer Raped by Telephone," N.Y. Times, 
September 8, 1974 (Magazine), at 34. 



-12-

IV. Conspmer Choice 

As EFT becomes a reality, it is essential that consumers, 

merchants and businesses retain the freedom, as both a legal and 

practical matter, to hold accounts in ~latever institutions they 

wish. Moreover t}lose who ~ish to avoid use of EFT altogether 

should be free to do so, as long as they are willing to pay the 

costs. 

One problem in ascertaining the costs is that EFT will 

blend into one system a number of banking services (credit, 

third party transfers, savings, cash) which are not purc)lascd 

separately by, and provided',~eparately to, the consumer. If 

there is no means provide~~r individual pricing of these 

services, then some consumers will pay for more service~ than 

they want or use, while,others will use more than they pay for. 

In order to keep options open for all consumers, including 

businesses, we must assure that savings and loans, credit unions, 

and other thrift institutions, as well as banks, can participate 

fully in any EFT system. One means of accomplishing this'is to 

require sharing by all institutions. ,Establishment of an off

premises ATM or a POS terminal could be made contingent'upon an 

agreement that it would be made available for use by any financial 

institution on a nondiscriminatory basis upon request of the 

financial institution and payment of reasonable fees. 

Failure to require sharing is likely to lead to domination 

by one particular financial institution or by one kind of financial 

institution. Such domination will lead l in the long run, to 
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fewer choices for the consumer, including, conceivably, the 

inability to pay cash for some goods and services. 

Competition can only be preserved through legislation. 

Leaving the questibn to be settled by the marketplace will re-
. 

suIt in no protection for the consumer. 

Competition within the state should be handled by the 

state. The McFadden Act implicitly recognized this when it 

left the question of branch banking to the 'states. 

Cou~ts have been wrestling with the concept of what con

stitutes a branch for years. The question has arisen over 

devices ranging from deposit boxes to armored cars to automatic 

tellE~I' machines. I believ:~ATMs and point-of-sale terminals 
I. ' 

differ so greatly from the traditional concept of a branch that 

our present legal mechanism is totally inadequate to d~al with 

it. 

In spite of this inapplicability of current law, ihe 

problem of maintaining competition remains. It is probably of 

greater significance now than" when the ~lcFadden Act was passed 

because of a greater tendency toward monopoly today, p~rticulurly 

in light of the new, more rapid and widespread technology involved 

in EFT. 

The potential for large financial institutions to obtain 

significant economic advantages is a matter of federal concern 

because of the interstate aspects. The federal government should 

take a strong role here in antltrust legislation and enforcement. 

There is still a role for state government in this area. Local 

competition may best be analyzed and preserved by staie'agencies. 
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One possible approach might be that taken in the recently 

cnacted amendments to the antitrust act, which provides for 

enforcement powers for state attorneys general. 

sml~IARY 

I have focused on a number of problems presented by EFT. 
. . 

Despite this, I remain firmly convinced that computerized 

financial transactions are not only inevitable, but hold great 

promise for consumers in terms of more rapid and more universally 

accepted transfer of funds, as well as increased personal con

venience. I, myself, have held a debit card ever since such a 

system was insti tuted in mr"home town, and have been very happy 

with the service. ... ~ 
I, • 

As with any technOlogy, EFT is neutral in itself. It is 

in the application that the potential for significant benefits 

and significant injury lies. My purpose in pointing out the 

problems in the areas of privacy, c6mmercial law, and security, 

is not to decry the advent of EFT, but to call for state and 

federal action that will assure that electronic fund transfer 

systems work to serve people. 
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CHAIRMAN WIDNALL: 

(Wi tness sworn.) 

CHAIRMAN ATWATER: 

The next witness is !<ir. Norman Penney. 
. --. "-ZO'2'--"'-' -- r---

. I 

Mr. Penney, we will~ppreci~t~.your 

2 ten minutes of testimony. :. Please be prepared to respond to 

3 questions. 

4 TESTIMONY OF PROFESSOR NORMAN PENNEY, 

5 NATIONAL COMMISSION ON ELECTRONIC FUND TRANSFERS. 

6 MR. PENNEY: Thank you, Mr. Chairman . 

. 7 Am I correct in understanding that the members of 

8 the Commission staff have received copies of my prepar~d state-

9 ment so that I am not required to read the statement? 

10 CHAIRMAN ATWATER: Yes, we have. 

11 MR. PENNEY: If I may, therefore, I would like to 

12 

13 simply focus on a few matters and th~n 

14 devote the balance or such time as the Commission wishes to 

15 crossexarrtine me on what I have said or what I have taken a 

16 wild swing at. 

17 I addressed my response to the initial Notice of the 

18 Hearings in which a number of specific questions were posed, 

19 and I dealt with a fair number of those. On 

20 some of them, obviou~ly, I was making simply a statement that 

21 was in the nature of a judgment call on which, I am sure, my 

22 opinion is no better or worse than &nyone else's. 

23 I have tried in ;;hat I am going to say now, to 

24 focus on a few matters on which I know something. I will not deal 

2S with the generalized questions having to do with privacy or 
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securi,ty, and matters of that k.ind, out rather with questions about 

2 the relevance of the present rules, the rights 

,3 that are foreclosed or diminished, and particularly, of course, 

4 'all of this having to do with the rights of consumers in an EFT 

5 environment. 

6 One of the first questions that you posed, and one 

7 with which a number of people have dealt is, does Article 4 of 

8 the Uniform Commercial Code apply to 'EFTS transactions? 

9 My answer to that is mixed. EFTS, as you all know, 

10 
. 

is a mixed bag of sUbsystems t and I, think' the general consensus 

11 of those who responded to this question is that the answer is 

12 probably yes, or affirmative, to cov~rage of what might be 

13 characf:erized as pre-authorized debits, and probably yes to 

14 transactions conducted through ATMs or automated teller 

15 machines. 

16 The answer, however, is probably 11 no 11 to pre-authorized 

17 credit transactions and probably no, therefore, to much of what 

18 is involved in POS-type installations. 

19 ACH is something else. There are many elements, of 

20 course, in ACH and P~S that are, in effect, pre-au'thorized debit 

21 transactions. However, as to those, as I have said, probably 

22 Article 4 can be made to apply, and without too much 

23 stretching. 

24 The next question you asked had to do with rights 

25 foreclosed or diminished. What is 
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it that the consumer is likely to lose or which of h~s rights 

2 are threatened by EFTS systems? 

3 Probably the one that is mentioned the most is the 

4 right to stop payment. As you know, the Code gives that right 

5 to a consumer, and as a matter of fact, it is provided for in 

6 even an oral form. The ability to make an oral stop, which is .. 

7 a consumer issue, was indeed one of th.e t;ew areas that the 

8 bankers, at least in New York and some other states, fought very 

9 vigorously at the time the Code was proposed for adoption in 

10 New York and some other states. 

11 Another right, so-called, of the customer that is an 

12 iss'ue is the right to the return of checks with a bank state-

13 mente Obviously, in the systems that are being discuss·ed, 

14 there will not be any check, as such. That being the:case, the 

15 kind of statement that the customer gets raises problems about 

16 the evidentiary value of whatever it is he doe.s get, ,either 

17 with his statement or from the terminals tha.t he uses. This 

18 

19 

20 

21 

22 

23 

24 

25 

question also affects the customer's record-keeping capability 

and his ability to verify the transactions that he conducts 

with his bank. And this is in turn tied to the question of a 

customer's ability to insist that only those items that are 

properly payable are debited to his account. 

As the rules of the check game now standi as most 

of you know, a customer is only liable for those' 

debits to his account which are properly payable; or putting it 
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in reverse, the bank may only debit his account for properly 

2 'payable items. If the items are not properly payable, the bank 

3 is paying out its own money, and the customer can insist that his 

4 account be recredited. 

5 The kind of information that the customer now gets 

6 with the bank statements and the checks enable the customer to 

7 police that right, and that right, in a sense, is jeopardized by 

8 the reduction of the information t~at he gets. 

9 Some\olhat related to this is the point that banks, in 

10 their bank statements, often utilize legends which attempt to 

11 establish by contract the conclusiveness of bank statements 

12 after the passage of a certain period of time. In must juris-

13 dictions where this matter has been discussed, that attempt by 

14 the banks has been characterized as in violation of !4-l03. That 

15 'provision seeks to 'limit banks' ability to cont.ract out of 

16 liability. But in New York, as some of you know, there are 

17 several lower court decisions upholding the effects of such 

18 legends 'in the banks' behalf. 

19 

20 

21 

22 

23 

24 

25 

-
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I am concerned that if we move toward the 

2 system which eliminates some of the information that a 

3 customer gets, and at the sa me t 1me we have a trend - and 

4 this now appears to be the case in New York -- permitting ... 

5 banks to establish the conclusiveness of the statements they 

6 furnish, this will : 
" 

7 be a real threat to the consumerJs relationship with his 

8 bank. 

9 You have also asked the question about whether 

10 I believe that the legislation In this field should be left 

II to the states, or whether the federal government should 

12 undertake to regulate it. 

13 I think I said In my statement that I believe 

14 that many, if not most, of the rules here are better left to the 

15 UCC, and the amendment process thAt has been Just described 
f ·l .... •• , 

by Hr. Ha~d.~c_k_~ Nevertheless, there are a few things on which r think 

., 7 it is proper ~ and possibl y important and necessary, that the 

18 federal government step in. 

19 For example, I am one of those who would support 

20 efforts now, as soon as possible, to put debit cards in 

21 several respects on the sallie basis as credit cards. 

22 I would urge, for example, that card issuers, 

23 that is, debit card issuers, suffer the same rules or 

24 11mi tat ions on the sending 0 f unsol ic !ted cards'. 

25 I would urge that they have the same benefits of the 
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$50 limit on liability, and as a matter of fact, as I think 

you know, there are a number of states that have now provided 

this kind of limited liability Wit~ respect to debit cards. 

The question of cards that are to be used in 

POS term 1nal sis a 11 t tl e more compi icated because they have 

a varIety of capab1litiesa 

~f they, of course, have the credit card 

capability, they are slready subject to the federal regulations 

noW in effect. But assuming they donlt, that is, assuming 

such POS cards do not have the cred i t card capabil i ty, the re 

then arises the question of whether these cards should have 

rules apply to them that are again somewhat similar to those 

operative in Truth-in-Lending. In particular, I have in mind the 

rules in regard to third party defenses, whic~~s somewhat 

related to the charge back or stop payment phenomenon, and 

fair credit billing rules. 

As a gene ra 1 propos i tion, I think 1"111 persuaded 

now that these cards probably ought to have the same kinds of 

rules at~ached to them as are attached to creqit cards with 

respect to tair credit billing, and that some system needs to 

be worked out to give the customer some of th~ benefits of the 

stop payment or third party defense that are available to 

credit card customers. 

11m not qui te se t tled in my own mind as to ,what the 

proper approach on this ought to be, but one thought that 
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occurred to me recently - ,(,.3nd it is not novel to me because 

2 it is aga i n related to the present rules on cred I t cards --

3 is that if a card in a PUS environment is used in a way that 

4 is really a substitute for cC)sh which might. for example, 

5 be tor a transaction, a local transaclion of less than $50, 

6 it ought not to be reversible. 

, 7 On the other hand, if I t is for a large transa.ction, 

8 that is a transac tlon in excess of $50, maybe that is th~, 

9 cutting line at which somebody would normally use a check 

10 an~ they, theretora, at tt~t level ought to enjoy the same 

11 bernefits to stop(; reverse, assert third party defen!3eS or 

12 whatever. 

13 I think that's all I have to say at the moment. 

14 I made a number of other comments in my submi tted . 
15 statement, but I would like to stop. 

16 

17 

18 

19 

CHAIRMAN ATY/ATERa Thank you very much. 

Mr. Worley? 

MR. WORLEY. Yes. 

I'm wondering if you could express an opinion 

20 with respect to a retail trans~ction at a point of sale as, 

21 to what kind of written evidence, if any, a customer 

22 ought to ha ve to ::;uppo'rt a transac ti on tha t they ha ve 

23 accomplished' through a POS terminal. 

24 MR. PENNEY' Well, I said in my prepared statement 

25 that I tend at the moment to sympathize with the Comptroller"s 

.. 

.. ' 
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proposed guIdeline that would require such terminals to . 

produce a pIece ot paper on which certain critical Infor~atlon 

would be turnished to the customer. 

How rar that ought to go, I donJt know. 

It seellls to me in most such POS. sales transactions 

you~ve already got or you can get a sales slip If you want 

the details of the transaction. 

MR. WURLEY' How long would you suggest that the . 
sales slip be retained by the retailer as evidence of a proper 

charge against a customerJs bank account through the use of 

a debit card transaction? 

"'!". PENNEY' Well. I l;llll really out of my 

my area, it· ; 'Iswering that. 

I suppose he has got the problem, again, that all 

people engaged In any aspect of this have, of lat.r contesting 

or responding to a claim and I suppose, therefore, the 

statute of liml tations period ought to have some bearing. 

MR. WORLEY, You dcn/t really mean that. I hope. 

(LaUghter. ) 

MR .. WORLEYg The whole idea of EFT 1's to reduce 
\ 

the tlow of paper, not maQnlty it. 

MR. PENNEY. I don,/t want it to tlow. I thought 

you, asked me if I wanted you to keep it. 

MR. WORLEY' Don"t you think an EFT debit card 

tran~action might be similar to a credit card tran~actlon In 

.' I 

I-

). 
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.whi~h the credit card industry clearly has that 

'\ 2. same problem at pr~sent.? 

3 MR" PENNEY I We 11 t I" m speaklrg in ignorance of 

4 whet th3 practlcG~ ar~ in the use of credit card pieces of 

5 p~par and how long they are required to retain such records. 

6 Just tor openers, I suppose a similar kind of rule 

7 or similar kind ot approach might be well utilized tor-t~ls 

- 8 paper. 

9 MR. ffi>RLEY. Well, you spoke of substituting the 

10 warranty ot these products tor the slgn~ture on the check • 

. 11 MR. PENNEY' I was talking about the 

12 check at tha t June ture-. I had In mind there the problem 

13 particularly of the pre-authorized debit which is how an 
- . 

14 established bUsiness, -as you know, wi th respect to insurance 

15 premiums and the like. 

16 And the problam 15, I think. as I stated it, 

,17 that the code rules, it they are taken literally, Just don't 

18 seem to give the same degree of protection because of the 

19 absence ot customers" signatures. 

20 MR. WORLEY. -{"m reaUy interested in the problem 

21 ot how to substitute proof of a transaction or proof of 

22 payment based on the receipt of a bank statemen~ with some 

23 for~ of descriptive billing. 

24 In terms of the 
.' 

25 UCC, is it your idea that that would substitute for a check 
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in substantiating expenditures, for example? 

MR. PENNEY' There are different levels of the 

problem I think we~re all trying to address wi~h respect to 

this furnishing of information, whether it be in the form of . 

paper or whatever. 

One problem is the problem of fighting with your 

bank if theY"ve made a mistake, and at the momen t you've got 

a piece'ot paper, amonQ ot~er things, to tight them with. 
. 

And I-am trying to tllrn ish them some thing else. 

Certainly, that seems to me much more needful 

in a free-standing ATM, standing out in the middle of a 

metropoli tfm a-rea with nobody around 9 when the machine does 

not give you the money you think you asked tor. 

If you haven't got some kind of record of it. 

it seems to me you~re in deep trOUble unless the president of 

the bank happens to be standing behind you, which I think 

happened in one case that! know of • 

CHAIRMAN ATWATERI Mr9 Tangney? 
'f/ 

MR. TANGNEY' You mentionedf.~ha~' ArtiC?le. 4 gi~es the 

consumer two things, in your opinion. Article 4 gives the 

consumer protection which relates to debit transactions, but 

not to cred it. . 
Could you expand on that a little bit? 

MR. PENNEY' I don~t think I quite said it that way, 

Mr. Tangney. 

, . 
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2 

3 

4 

1 tried to say, maybe not very artfully, that I 

thought that Article 4 generally Is applic'able to 

pr:e-authori zed debi t transactions because most of what goes 

on In. those transactions Is sufficiently analogous to check 

5 flows, so as to fall within the general schematic approach 

6 of Article 4. 

7 On the other hand, pre-authorized credits don't 

8 tall as easll~ under 4,because if you look at the d~flnitions 

9 and so forth in Article 4 it is talking about the movement of 

10 debits as opposed to credits. 

,II MR. TANGNEY' But crad! ts are movement of funds 

12 

13 

into the consumers account. debits are mOVing funds out. 

MR. PENNEY: That's right, as are checks.' 

14 MR. TANGNEY, So the debit is the key. 

15 If the consumer is protected under Article 4 tor 

16 debits, that is the protection he needs, is it not? 

.17 MR. PENNEY' l'4e 11, the consumer t bel ie ve it or not, 

18 is at some degree of exposure even with respect to Inoney 

19 coming into his account. It is kind of hard for people to 

20 figure out how that can be, but I can give you two or three 

21 situations where it might occur. 

22 Let~s assume you~ve got an account which is one of 

23 two or three in a ban~, and you set up t~e machinery to have 

24 paychecks or whatever credited to your account. If for some 

25 reason you decide that you don,'t want to have the mc..ney come 

I- ' 

, .. 
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into that account and In tact it comes in, two or three 

2 things quickly might happen. If there is no following out of 

3 your instructions there may be adverse tax consequences. 

4 Another thing 15 you may be subjected to garnishment or some 

5 othet process. 

6 A th1.rd thing is that a ccount may in fact be . 

7 an account which you share Jointly with some other person? 

8 and when the money comes In the other guy takes it, and that 

9 is why you want to stop it. 

10 

\I 

12 

13 

14 

15 

MR. TANGNEY I But don~t we have the same problems 

today ~n our computerized networks when the magnetic ink 
1 

is misread and it goes into the wrong account? 

MR. PENNEY. Sure. 

MR. TANGNEY, My point is that the differences -

MR. PENNEY' But that~s an error. 
..... to. 

16 11m talking about the failure of the bank to implement 

,17 instructions and how a person is exposed by the failure on 

18 the credit side. 

19 

20 

21 

22 

MR. TANGNEY' ThatJs a failure, also. 

My other point is 

it has always been 

my experience as a banker that we have to prove to the .. . _ .. " ~ .. ~- ..... ~, -_ .. _-
23 customer that we took the money out at his instruction, and 

24 when we have nO Instr~ctions the 

25 customer cannot come to- us and prove that he did not. It is 
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up to us to prove that he did take that ~neyout. 

2 So your concern on a credit card or ATM, it is up 

3 to us to prove that he did it, not h.im to prove that he did 

4 

5 

not. 

MR. PENNEY. Except that If you go ahead and take 

6 the money out of his account and you have been operating, 

7 let Us say, on the strength of what is much more frequently 

8 discussed, a lost or stolen debit card (and 

9 the customer may be completely innocent of the fact that some 

10 other person has stolen the card) and you go ahead happily 

II honoring all of these debits. Meanwhile, the customer has no 

12 knowledge of this and later on, of course, there comes a 

13 reckoning, and the Clues,tion is whether the custolher can now 

14 have his account restored. 

15 And I think most people agree the answer to· that, 

16 unless the customer has b.C3en negligent in the ha,ndl ing of 

17 that card, is yes. 

18 MR. TANGNEYa But 1 n the $came way today, if someone 

19 takes a checlc and forges a signature, he,'ll take the 

20 money out until the day of reckoning, and when the day of 

21 reckoning comes the consumer is reimbursed. 

22 MR. PENNEY' Sure, but the problem with these' 

23 debit cards is they are floating around, they are much easier 

24 to use improperly, they lend themselves, in a way, to improper 

25 use unless they are properly controlled, unless you have the 
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1 proper safeguards, the PIN numbers, the whole business. 

2-

:3 

4 

5 

i 

CHAIRMAN ATWATER: Are there' other questions? 

Yes, Mr. Anderson. 

MR. KENNETH ANDERSON: Is it your feeling that 

the problems that the consumer faces ~s a result of the way 

the law is w~i tten today are suffic'iently important that those 

problems ought to be resolved by changes in the law before EFT 

goes much further, much faster? 
8 

MR. PENNEY: In respect to what the establishment of 

3 a sort of bill of rights of the consumer in the EFTS environ

lO,ment and privacy, which I know very little about,' requires some 

llstaking out before the systems become too heavily developed. 

12Because at that point you get very substantial economl.c hardware 

lJand software, these vested interests mak~ it much more difficult 

•• to 
J..~ 

make changes. 

. . So I am sort of sympathetic with the argument, and 
J..~ 

I think you are seek!"ng to elucidate from me that we ought to , ... 
_0 .' 

stake out that ground now insofar as we can perceive in advance , - . _I 

what th~ problem areas are, but always in a way, of course, that 
18 

won't unduly inhibit the development of the systems. 
19 ~ 

We don't want to completely hobble it in a way that 

20won 't allow for technological innovation. 

11. 

22 

23 

23 
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CHAIRMAN ATWATER: Governor Mitchell. 

MR. MITCHELL: Just a question of fact. 

Suppose I went to Giant Food Store and wrote a 

4 check for $40 to buy groceries. !n the normal course of 

5 

9 

1.0 

11 

12 

events, Giant Fo~d Stores are on their toes, and that check 

would be taken to thei,r commercial bank and presented for 

collection the next day. 

My question is, how much time do I have for my stop 

payment order? 

MR. PENNEY: You can register your stop payment at 

any time before the check is fully processed for payment 

at your bank. 

MR. MITCHELL: Does that grant the right to return 

13 items? 

14 MR. PENNEY: The answer to your question is determined 

15 by Section 4··303 of the Code. That is, when a stop payment 

15 comes too late, you ~ut together 4-303 and 4-403, and the 

,- answer to your question comes right up. You have the right -, 
1S 

19 

20 

21. 

22 

23 

24 

25 

to stop payment on that check until anyone of the various 

steps that are spelled out in 4-303 are accomplished. 

MR. MITCHELL: It is midnight the next night. 

MR. PENNEY: That is a very debatable question, 

as Professor Leary will tell you if he is around. 

y~u speak with an accent that suggests you are from 
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out of town. 

today_ 

answer. 

MRo MITCHELLu No, no. I live right here. 

You are the most elusive witness we have had 

(Laughter. ) 

MR. PENNEY' I thought I gave you a direct. straight 

The law is elusive. It ~ou have clearing house 

rules In Washington that provide for return of items by 

.m~dnight the day atter tomorrow night, that is the cut time. 

MR. MITCHELL- There are not such rul~s, I don't 

believe. 

CHAIRMAN ATWATER a May I ask a general q'Jestion? 

Here we are at the end of our list of - , -
questions, but supposing there were written a bill of rights for .. 
the consumer. 

Let·'s assume, tor the moment, we are able to , 

agree on a few of those issues. 

What impact would that have on the 

Uce? What would be the mechanics. the method, the timing of 

the incorporation of those positions into the Uniform 

Commercial Code? . 
MR. PENNEYs, Well, I have to speak: \'lith a bit, 

ot vested interest as' a member of this comllli ttee 
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that Mr. Haydock and I both serve on. 

I think that there are some rules, tor example, 

those with respect to stops that are better lett to the UCC. 

I think, as I said earlier, the limitation of 

liability on exposure to cardholders ought to be dealt with' 

veri( quickly, because those cards are prollfert1ting at a' 

very rapid rate, and it seems to me the analog~ Is so pe~fect 

that why somebody - the FTC or somebody 

11:· ~'Such a rule tomorrow, I don"t know. 
'of ' 

doesn't promulgate 

It seems to me that"s the appropriate thing to 

"..,do insofar as the other types of rights that are l'3t issue· here .• 

Mos·t 

tthat 
~ 

ot thell1 9 X would say, or certainly a good number of them, 

are not related to privacy 

are better left to the UCC revision effort, 
~ 

and I think it will come rather swiftly. . . '. 
However, as I said in my statement, if the technology 

and'the business develops much more i:lw1ftly than our clinking, 

,. ..... 

~' 
Is t ~~f~nkl~g IGe~hr~~;1 ~~ t'6p~ ~1 tit\, tt;;rf~f~' ~'§iTlr mA~~J 
19 

20 

21 

22 

23 

24 

federal intervention of some kind Is necessary i~ specific 

are.ss. 

CHAIRMAN ATlYATERa Ms. Koplow? 

MS. KOPUHU Mr. Penney, isn,'t there 'now in the 

operation of the electronic fund transfer system, those that 

. operate on a contractual agreement between the consumer ' 

. .... ·l~..; . .;i ~h¥'l"'W, ~.,\ ~n~ l"11J'ii'~ rJ ~ I~A~~tallm ~~~I.~~ 
'1 
~' 

. " 

" , . 

",4,., 

. 
\ . . 
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MR. PENNEY' We 11 t there are about as many as there 

are different banks and are customers. 

1 made an effort thi~ summer when I was putting 

on this little program to contact as many banks as I could 

quickly and get ·customer contracts from them, and it was 

really qui te interesting how Illany different efforts there 

were, how varying they were. Some of them were quite 

overreaching, I should say. 

MS. KOPl.()W' That might be, but until such tillle 

as legislation or regulation is passed to control or unify 

the kind of fears that we might have, isn?t that a good enough 

substitute to let industry progress? . . 

MR. PENNEY' I am all for allowing private 

agreement between banks, and banks and clearing houses and 

the like, control for a substantial period. 

MS. KOPLDW, lim not talking about the' wholesaler. 

I"m talking about the consumer. 

MR. PENNEY' That's exactly what t·'10 addressing 

and I teel much more nervous about that. 

I think generally speaking and Mr. Tangney 

thinks' 1'111 ,;,n anti-bank lobbyist, the way I"m speakln,J. IJve 

had banks as cllents,'I J ve worked In banks. IJm sympathetic 

to banks. I know a lot about banks and their problems. To 

know them is to love them, and also, I think, to kno'''' in some 

instances where they go wrong~. And I think some banks have 

po 
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overreached. 

2 I think by and large ·the industry is now quite 

3 consumer-aware, and they are, generally speaking, pretty good 

4 about not seeking to overreach with customers in their'private 
" 

5 contracts. 

6 But there are some instances where they try, and I 

I 7 am trying to suggest one or two, such as exposure on dabit 

8 ca~1s for openers, and I ~ould not leave that to them. 

9 

10 

II 
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MS. KOPLOW: Then a:x;-e YOll saying in fact that 

until these issues oan be resolved there oughtn't to be any 

EFT exohange between the consumer and the bank? 

MR. ' PENNEY': No. 

MS~ KOPLOW: And how are t~ey perceived? I see you 

are saying no. How do they proceed prior to the time that 

regulations or laws were passed to govern it? 

MR. PEt~~EY': Well, what's happening now, as I'm 

sure you are aware, is that many states are beginning to inter

vene because of consumer interest in the phenomenon. Wisconsin 

10 and a number of states in the midwest have already enacted 

11 legislation controlling some of the things I discussed. 

12 I'm a little concerned because if there is a pro-

13 liferation of these different state statutes that vary sub-

14 stantially one from another, we are going to have a terrible 

, • problem, it seems to me, when it comes to uniform cpdification . 
.. .::l 

, .. 
_0 

t ... __ I 

MS. KOPLCM': But isn't that exactly what is going 

to happen, because it may take the Uniform Conwercial Code five 

years, four years, to perfect the kind of model legislation 
la 

that they think every state should have. 
19 Are you suggesting that prior to action by the Uniform 

20 Commercial Code Committee that the federal government act? 

21 MR. PENNEY: In the areas that I have particularly 

22 

2:3 

24 

25 
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addressed, the answer I have given is yes. 

MS. KOPL()Wa Then if that happens, you \"on't need 

3 the Uniform Commercial Code. 

4 MR. PENNEY, No. 

5 The Uni form Commercial Code deals wi th many other 

6 matters than simply the exposure to .risk on debit cards and 

, 7 unsolicited cards. 

8 MS. KOP LOW. We 11, who is going to decide? Are 

9 you suggesting that we decide which ones the federal 

10 government handles and which ones we leave for the development 

11 of the states on the Uniform Commercial Code? 

12 MR. PENNEY' I think what you need to do is to 

13 make an assessment ot the kinds of problems like the ones I 

14 have attempted to suggest to you that seem to warrant federal 

15 interventf.on soon and get behind it in whatever' reports you 

16 issue. 

17 1. have gi ven YOLl the one I wO'uld say that you 

18 ought to recomll1end be treated by some sort of federal statutory 

19 requlation soon. 
.,t ..... ~... t t. &" .~.J 

20 It seems to me there are other matters that you can 

21 identity as consumer-related, but might better be left to 

22 uniform codification and you ought to leave it alone. 

23 CHAIRMAN ATWATER I Are there other questions by 

24 the CommiSSion? 

25 MR. MITCHELL. Yes. May I ask one other quest! on? 
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CHAIRMAN ATWATER. Governor Mitchell. 

2 MR. MITCHELL' It you were setting forth precisely 

3 what should be on a commercial bank statement that did not 

4 invol ve the return ot checks or the use of checks, what are 

5 the Items of information that are essential to protect 

6 . consumer interests and the like? 

7 MR. PENNEY' Well,~ the analog, of course. today 

8 is the crerllt card bank, the bank credit card statement, 

9 which Includes the date o.t the transaction, the name of the 

10 payee and the amount. 

II I have had my own problems with card issuers in 

12 respect to contested transactions, and for that reason, I am 

13 sorry to confess l.J'm sort of a proppnen t ot "country cl ub-" 

14 billing, 50-called, but I don't thInk it really works tor some 

15 of. the applications ot this kind of system. 

16 So in substitution for that, I guess what I would 

17 like, if it were technologicAlly feasible, would be we would 

18 have ali ttl e hi t more informat ion, for example, on not only 

~9 the name of the pRye~, possIbly, the city or something about 

20 the location, where it'was used, and -- this is very much more 

21 dOllJbttul some effort to ch:tracter lze the type of purchase, 

22 whatever it was, that was bought. 

23 Now, we are talking ab()ut an awful lot of 

24 characters now and an awful lot o1i code, and I may be 

25 completely out of it In terms of the ability ot any system to 
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properly respond to ~hat. but if I had I~ druthers, that is 

2 what I would like to see. 

3 MR. MITCHELl·a The endorse men t doesn't 

4 matter to you, then? 

5 

6 

7 

8 

9 

MR. PENNEY' There isn't any such thing as an 

endorsement on an electronic blip. 

MR. MITCHELL. But there is on a check. 

MR. PENNEY' ThitJs right. 

MR. MITCHELLs And you are not disturbed by 

10 that not appearing? 

1 I MR. PENNEY. ~~e'll, no, because it is a different 

12 matter. r donJt think you need to worry about that in 

13 electronic transactions. 

14 

15 

16 

CHAIRMAN ATWATER' Ire there other questions? 

(No response.) 

CHAIRMAN ATWATERI Professor Penney, we thank you 

17 very much tor your testimony. 

18 ItJs been extremely helpful. 
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Octobe.r 26, 1976 

Statement of Professor Norman Penney 
to the 

National Commission on Electronic Fund Transfers 

Gentlemen: 

I am grateful for the opportunity to appear before you, 

and wish to respond to some of the questions which you have 
" 

put forward in your notice of hearings dated September 30, 1976. 

Obviously the questions asked are much more numerous,than can be 

responded to in a 15 minute presentation. I am happy about 

that, because although I find that I am interested in most of 

the questions asked and have opinions on many of them, there 

are only a few on which I may have something to offer as a 

so-called specialist. 

PRIVACY 

Let me make a brief co~nent on the first area of your 

inquiry, namely privacy. I do not pretend to be an expert in 

this field but have read some of the literature on the subject 

and have attended a couple CLE programs at which the problem 

was discussed. May I simply summarize my viewpoint by sayin<3' 

that although I think the concerns about privacy may be some-

what overstressed in detail, I am persuaded that the-risks, over 

the long range,are much greater than most industry representative 

.will acknowledge. In particular, if I had to asscciate myself 

Mith either the viewpoint of Mr. Deutsch or Mr. Armer as expressed 

\,/ at the Bank Marketing Assoc.iation meeting in Toronto and as 
/( 

reported in the American Banker article of September 14, 1976, 
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on the issue of privacy or "government prying", I would choose 

the side of Mr. Armer and the angels. 

CONSUMER CONVENIENCE 

Under the heading of Consumer Convenience begun on page 

5 of the notice, again I do not purport to be either an 

economist or a marketing e~pert. My own unscientific sample 

of consumers, students and others with whom I discussed'this 

matter, however, persuades me that as a general proposition, 

most consumers do not, want EFTS services. For the most part, 

I think they would rather leave matters as they are; and in 

this respect I believe the reports that we read in the media 

are essentially accurate. Some, but only a few recognize 

possible advantages. These would include: 
, 

(1) Saving time in check writing and bank reconciliation; 

(2) Convenient one-stop banking locations where they can 

perform a number of critical but routine banking 

functions more swiftly than at present; 

(3) Reasonable assurance that certain critical bills 

will be regularly paid on prearranged credit~ransfer 

arrangements; 

(4) 24 hour cash availability in critical location with 

new 'ATM 'facilities; 

(5) 

(6) 

Hore places where business can be done without cash 

through the u~11izati6n' of POS terminals; 

Direct deposit of payroll, .social security, annuity 

and other regular remittances. 

,~ . 
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While many customers will be happy to take advantage of ~ome 

of these services, the notion of moving into an arrangement 

in which a major share of the household budget is handled by 

EFT systems strikes a negative chord in the great majority of 

American consumers at least at the present time. He or she is . 
much more interested ira managing his own affairs, in keeping 

control over his own pac~etbook, in having detailed records of 

his accounts, in having the right to stop payment on his checks 

if he later decides to stop checks and in having the availability 

of the float, than in the "benefits" of EFTS. 

I believe that the pressures for moving to EFTS come 

mainly from the corporate sector particularly the banks, as stated 

by Mr. Armer and many others. Bankers are properly concerned with 

the "paper crunch" and the cost escalations that are associated 

with the paper medium. I believe, therefore, that if we are 

to go to EFTS, we should do so gradually and in a way that 

leaves the consumer/bank customer with a choice. The choice 

should include the ability, for the foreseeable future, to con

tinue to use checks and other m(idia of payment. To ensure this 

may require some regulation to prevent loading checking accounts 

charges in a way that would force customers into the new medium. 

I am concerned that a dual system may present financial institutions 

.. with an enormous expense which will prompt them to push their 

customers into the new services. I would hate to see bank 

customers pressured into these new arrange~~nts in a way that 
" ~ 

removes a number of their present rights or b~nefits, 

/ 

- I 

" r 
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and, at the same time saves them little or no money. A not 

very good analogy is the bank credit card. ·The cards were 

initially promoted with unsolicited mass m.ailings to attain 

critical usa<;e volumes. Customers were initially offered a 

"free period" for payment of department stor,es and other bills, 

but recently there is a plan to make a minimum charge, eliminating 

the free element. 

RIGHTS, DUTIES AND RESPONSIBILITIES OF CON$t!!aE'RS IN TRANSACTIONS 

The main comments I have to offer are under the heading 

Rights, Duties and Responsibilities of Consumers in Transactions 

and the questions put forward under that heading beginning on 

page 6 of the notice of hearing. 

Relevance of Present Rules 

The first question asked. at the top of page 7 of your notice 

is "to what extent are present rules governing commercial trans

actions relevant to an EFT environment? will EFT distort the 

application of any present rules or create unfair burdens?" 

I have submitted to the commission as an appendix to this 

statement a short article which I recently submitted to the 

University of Pittsburgh Law Review having to do with the 

impact of EFTS on the rules of Articles 3 & 4 of the Uniform 

Commercial Code. Sununarizin<; from that article, I think it 

is fair to say that the present rules of Article 4 probably 

do apply to preauthorized debit transfer systems and to trans

actions conducted through automated teller machines. However, 
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insofar as EFTS systems include preauthorized credit transfers 

and po~nt of sale transactions with virtually instantaneous 

debits and credits, present rules of Article 4 are either 

inappl~cable or inappropriate in many instances. The main areas 

that n~ed to be dealt with are: the right of the customer to 

stop payment, the duties of the customer in respect to a 

returned bank statement, finality of payment, and the warranties 

of the various participants, particularly a warranty of authority 

to substitute for the warranty of the genuineness of the drawer's 

signature on a check. 

Consu~~r Rights Foreclosed or Diminished 

I h':I.ve already mentioned the right to stop payment ~ This 

is a valuable right but one whose merits can be debated. One 

cou14 question whether this right should be available-unfettered
\ 

and ~t the whim or caprice of the customer as it is at pre~ent 
I 

with checks. But in addition to the right to stop payment, a 

customer also has the right to insist that any debits from his 

I account be otherwise properly payable (under UCC, § 4-401) and 

a customer's bank cannot exculpate itself from negligence in 

performing its banking functions in respect to those payments 

under UCC § 4-103. A customer also has a right to the return 

of his cancelled checks and these checks perform a useful auditing 
' ... 

and evtdentiary func,iori. 
/ How and Who ,to/Regulate 

As you know, J ~m a member of the 348 Committee of the 

ALI Permanent Edi/orial Board'which was formed to consider the 

" r 

, 
I 

/ 
/ 

/ 
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amendment of Articles 3 & 4 and that committee was unanimous 

in the view that most of the rules I am talking about today 

ought to be contained in a revised Article 4 of the Uniform 

Commercial Code. ! am content to leave some of the rule making 

to bank -to-bank contracts and Regulation'J. However, I do 

think that most of the rules that impact directly upon the 

consumer ought to be the subject of state legislation (preferably 

uniform), unless the state pecomes so much a captive of the 

banki~g industry or so dilatory in enactment of model proposals 

that federal action seems necessary. 

Debit Card Model 

Insofar as the legal model for the debit card is concerned, 

I believe that the combination of the check model and the 

credit card model is most appropriate. I would strongly urge 

that credit card rules on unsolicited cards and $50 limitation 

of customers liability be applied to debit cards. 

Assignment of L~ability 

As to the question, how should liability be assigned among 

the participants in the transaction, I believe the liability 

should be assigned in a way that most closely comports with the 

present allocation of these risks in respect to checks. 

Change in Consumer's Ability to Detect and Correct Error 

Since financial institutions are the proponents of these 

systems, the burden should be upon them to demonst'rate a com

pelling reason for the shift of any substantial present or' new 

risk to the consumer. The question of how does EFT change the 
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consumer's ability to detect and correct errors seems to me 

to relate primarily to the bank statement. The customer under 

most EFT systems receives a statement mostly closely analogous 

to the statement received by a bank credit card customer. There 

is not very much information about individual transactions--only 

the date, the name of the payee and the amount. Also, I think 

it .is pretty well recognized that a customer is less likely to 

keep detailed records of payments made through remote terminals 

than he is with the present checks stubs that are provided in 

checkbooks. It is for that reason that I generally tend to 

favor the proposal in the Comptrollers Guidelines which requires 

that POS and ATM terminals produce hard copy output for the 

customers records. 

I am skipping over the other questions on the botton of 

page 7, because I am not really sure what the commissioners are 

after, and I do not have much to offer on these questions. 

Consumer Rights Jeopardized by EFT Breakdown 

The question of jeopardy to the consumer's rights produced 

by EFT,systems breakdwon depends firstly on the extent to which 

customers become substantially dependent upon such systems. It 

also depends upon what actions their creditors are likely to 

take if, as a result of a breakdown there is a failure of 

payment, or failure of timely or sufficient payment. My suggested 

response to this as well as other similar questions is to try 

to require that there be a complete disclosure to the customer 

of the risks, that the operating financial institutions con-

, 
I 
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tinue to bear some of the risk of consequential harm, and that 

the customer continue to have available to him othe~ modes or 

media of payment that he may utilize if he should conclude that 

the risks of this particular type of system are too qreat for 

some sensitive transactions. 

Preservation of Claims Against Merchants 

,If a consumer wants to preserve his claim against merchants 

in third party credit granting environment, there is no way 

to do that where the merchant receives payment instantaneously 

through a POS terminal, unless you build in the kinds of pro

visions now in the Uniform Commercial Code and Truth in Lending. 

Float 

I would not legislate the consumer advantage obtained 

through deferred payment, namely float, and I would give the 

initial benefit of that economic gain to the bank. I would 

hope, however, (and if I had my druthers I would require) that 

some of this profit be passed along to the customers of the 

banks by way of reduced charges for the service. On the 

question of whether the acceptance of EFT would be impaired 

by the fact that it does not involve a float, I think the 

answer is "yes", although I do not believe that most customers 

would articulate this as a r~ason since they are only 

generally aware of the phenomenon. 

Audit Trial Standards 

I don't have enough expertise to know what standards ought 

to be imposed for audit trails, but I think that bank regulators 

ought to impose some standards. 
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Consumer's Management of Their Financial Affairs 

I don't think that EFT will decrease the ability of con-

'sumer to manage their financial affa~rs. In fact, it might 

even increase that ability. I believe that this is a mixed 

question with a mixed answer and the main thing that needs to 

be furnished to the consumer is sensible and usable information. 

This would include: 

(1) Full disclosures of how the system works; 

(2) Hard copy records of transactions from terminals, and 

(3) As much information as possible in monthly statements, etc. 

Satisfying Governmentally Mandated Recordkeeping Requirements 

On whether the type and nature of records generated in an 

EFT environment will satisfy governmentally mandated record-

keeping requirements, I am not in a position to answer. However, 

if there is some short fall in this respect, either the government 

requirements need to be relaxed or this commission should see 

to it ,that the records provided are sufficient, particularly 

where ~he principal requirers are other agencies of the federal 

government, likl,e the IRS. 

Signature Substitutes 

I don't know what you mean by the question on legally 

cognizable SUbstitutions for signatures; I suppose any kind of 

a identifier that is sufficiently unique and individualized 

ought to suffice. Thie would include: pin numbers, thumb 

prints, and possibly some other identifiers as well. 
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Mandatory Documenta~ion 

On your question as to whether it can reasonably be mandated 

that unmanned terminals devices produce documentation which is 

prima facie proof of the transaction? I would say "yes", that 

it can be reasonably mandated that such terminals produce the 

documentation. However, what is to pe prima facie proof seems 

to me to be a local question of evidence and, I am not sure 

what the Commission can do about that except to insure that the 

documentation is sufficient for most federal purposes as indicated 

in the response to your earlier question. 

What Rind of Legislation 

As to your final question on page 9. "Assumihg the need 

for legislation in any of the above ar.eas, should such legislation 

take the form of amendments to existing state or federal legislation 

or is a separate body of legislation desirable?" I think the 

answer is probably mixed. Most of what you dealt with under 

the heading of Rights and Duties of the Consumer can be covered 

by amendments to the Uniform Commercial Code at the state level. 

Some things, however, probably could be handled by federal 

regulations, (such as giving debit card customers the same 

protections as credit card customers). 

I think amending the Code is preferable because there is 

already a fairly elaborate and effective body of law dealing 

'with a closely related and analogous medium of payment that can 

be adapted. Also, unless there is a compelling reason, I prefer 

state over federal legislation, particularly in the commercial 

law area. 

t. 
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I have nothing to offer on the subject of security, but 

in respect to Consumer Choice, I would urge steps to retain 

that choice by legislation in the first instance. The logic 

of that position requires me to answer your last question by 

saying that the cost of the continued ability of an emplo~ee 

to demand a check ought not to be borne by the employee, but 

rather by the employer and/or the paying bank. 

Thank you. 



QUESTIOtiS NEEDING ANSWERS--EFFECTS OF 
EFTS ON THE U.C.C 

Norman l'~mney* 

The purpose of this brief paper is to summarize the problems 

that need to be addressed if A:r~ticles 3 and 4 of the Uniform . 
Co~~ercial Code (but principally Article 4) are to be adapted 

to regulate Electronic Fund Transfer Systems (EFTS). These 

questions have been raised previously by a number of commentators 

and by studies which have been carried out preliminary to the 

implementation of EFTS projects. The questions take on new 

urgency because of the accelerating dev~lopments in the EFTS 

field, the appointment of the National Commission on ElectroT'lic 

Fund Transfers, and the work of the Electronil';: Data Processing 

Committee of the Permanent Editorial Board for the U.C.C. In 

1974, Congress established a National Comrnission on Electronic 

Fund Transfers to be made up of representatives of twelve federal 

agencies having authority over some aspect of banking, fund 

transfers, or consurne.r rights; two representatives of state 

banking authorities; sleven representatives of the various 

elements of the.banking industry, and.five public members, 

charged with reviewing all the problems rai.sed by EFTS and recom

mending appropriate leg'islat;ive and administrative action:. l The 

Commission has only reclently been appointed and While the program 

of the Commission is noil:. yet. known, it seems likely that its 

work will focus particularly on the antitrust, branch banking, 

and industry structure i.mplications of the new syste~s • 

. 
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The liED!' (Electronic Data Processing) Committee,1I generally 

referred to as the "348 Committee", was established by the Per

manent Editorial Board to help it determine whethe~, at this 

time, the Board should undertake to prepare substantial amend-

m~ntsq or supplements, to Articles 3, 4, or 8 of the Uniform 

Commercial Code to take into account the impact of EDP on trans

actions governed by those articles. 2 In a report submitted in 

June of 1975, the committee recommended, among other things that 

the 348 Committee be authorized to undertake the prf;paration of 

amendments to Articles 3 and 4, that i~ be authori~ed to employ 

a Reporter to assist it, and that the Chairman of the Permanent 

Editorial Board be authorized to add additional members to the 

Committee to broaden its representation. 3 As of this writing, 

a Reporter has not been appointed; however, it seems likely that 

one will be appointed in 1976., and that work on the revision will 

commence at that time. 

Some Preliminary Questions 

In cor.:;jng to its recommendation, the 348 Committee had to con

sider a number of preliminary questions. These included: 1. Are 

the developments in EFTS sufficiently stabilized to warrant 

codification or regulation at this time? 2. Should this codi

fication or regulation be accomplished by Federal regulation, 

Federal statute, Uniform State statute, private agreement', or 

s,orne mix of these and other methods? 3. If the Uniform State 
, 

statute approach is to be pursued, would it be better to develop 

a new special statute or amend Article 4 of the U.C.C.? 

, , 

, ",. 
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Despite the many arguments for Federal legislation or regu

lation, the argument for state'action was persuasive to the com

mittee: "namely the exist;ence of a highly technical and well 

developed uniform body of state law on the subject, the adapt ion 

of which to checkless transactions and credit transactions by 

state action would be cleaner, simpler and perhaps quicker than 

either uprooting existing state law by a comprehensive federal 
4 statute or adopting federal 'amendments' to state law." The 

conunittee stated its view that a "failure to begin a drafting 

effort at this time would leave a vacuum which [would almost] 

certainly be filled at the federal level and [might] invite 

non-uniform state legislation which would [impede] the develop

ment of a comprehensive EFTS program."S 

Current Experimental and Operational Electronic 
Fund Transfer Systems 

Any discussion of the legal issues raised by EFTS should be 

made against the backdrop of the particular system or systems 

which are employed. EFTS is a broad term which has been defined 

as "any development, project or test which has as its goal the 

replacement of a portion of the current paper based fund transfer 

system· by means of electronic technology.,,6 In fact, ,the systems 

can be categorized or broken into some five or six different 

types or components. 

The Bill-check: Pre-authorized Paperless Entry Debit Transfer 

This system began with pre-authorized (by the customer) drafts 

) 
.f .. 
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drawn by~utility and insurance companies on the checking accounts 

of their~customers. The companies were saving postage and extra 

handling and got the benefit of a larger number of prompt pay

ments.The banks earned service charges and also picked up new 

deposito~s, since the paper debit systems normally required that . 
the participating (creditor) companies each maintain an account 

in the sarne bank as the customer of the participating utilities 
. 

and insurance companies to facilitate the transfers. The 

customer also saved "handliA'lg" and postage and got the assurance 

of having his most critical, recurring bills regularly met, 

thus avoiding the threat of interruptions of service and policy 

lapses. In more recent years this type of system has been made 

partly IIpaperless" by the SUbstitution of magnetic tapes or punch 

cards for the paper drafts previously drawn by the companies. 

The tap~s or cards actuate the debits to customer's accounts and 

the customer receives a report of the transaction rather than 

a oancelled paper draft. 

Direct Payroll Deposit: Paeerless Entry Credit Transfers 

In this type of system, frequently used by municipalities, school 

systems, and other large employers, a bank contracts with such 

employers to make direct deposits to the accounts of their 

employees of the sums normally transferred by payroll checks. 

In its original form this system also often required the use of 

some checks, particularly if more than one employee-depository 

bank (or transferee) was involved, since the bank of the employer 

had to have some means for transmitting the payment to banks other 
I 

than itself for employee~ maintaining their accounts elsewhere. 

, . 

) 
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'rhere are marketing and legal obstacles to having all the 

e.mployees of an employer maintain an account in the employer's 

bank. Here, too, companies have recently begun supplying magnetic 

tapes to their banks for these purposes or data which enable the 

banks to prepare the payrolls'" i. e ., calculate the deductions, 

prepare the reports, and make the credits or transfers. 

The Automated Clearing House (ACH) 

This entity is super-imposed upon, or substitutes for, the normal 

clea~ing house and is now operative in Atlanta, Los Angeles, 

San Francisco, Philadelphia, and an increasing number of additional 

cities. As presently operated, it is simply an agency that 

receives punch cards or magnetic tapes from the participating 

banks which originate the debits or credits on behalf of their 

customers. The Automated Clearing House reorders and redistri

butes such information to the other banks in the system, making 

the normal clearing house settlement transactions between the 

participating banks in the process. It has been the introduction 

of the ACH that has enabled banks providing the pre-authorized 

debit and credit services to offer a much more efficient and 

large scale capability to companies and depositors._ In EFTS 

jargori", the bank which initiates a payroll (credit) transfer on 

behalf of its employer-company-customer is spoken of as either 

the "originating bank" or the "transferor bank,1I and the banK 

of the depositor employee is spoken of as the "receiving bank" 

or IItransferee bank." In the debit transfer system the bank 
·r I 
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of the utility or other company initiating the request or instruction 

for a debit transfer (comparable to the draft in the predecessor 

paper phase) is again spoken of as the "originating' bank" and 

the customer's bank, which might be viewed as the payor bank, 

is again spoken of as the "receiving bank." 

Truncation Proposals 

Proposals for truncation of the collection process, envisioning 

the continued use of checks for at least a part of the payment 

process, are mainly of two types. The first is the type in 

which the depository bank (the first bank to receive the check 

for deposit or cash and collection) would retain the check but 

would transmit the serial number of the check, the information 

on the payee line, and the amount of the check to the payor 

bank which would then debit the account of the customer-drawer. 

The customer-drawer would receive only the transmitted information 

in the monthly statement. The other, less radical, proposal 

contemplates the retention of the items by the payor bank, but 

the supplying of. the critical information, as above, to the 

customer. This latter type of arrangement has been available 

to large scale checking customers for several years. In these 

systems and proposals, checks are usually able to be made 

available to the customers on specific demand. 

Point of Sale (POS) and Automated Teller Systems 

In its most radical forms, the POS systems would result in 

immediate debits from the customer's account actuated by instruc

tions entered into the system at a point of sale terminal in the 

) 

;/' 
.) 
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merchant's store. If operated on a regional or national level, 

this would relegate the ACH and other regional clearing entities 

to the role of a switching facility rather than a clearing house 

performing a discrete function. Such a system would also be 

capable of carrying credit transfer instructions and furnishing 

a mechanism for instant loan transactions (on prearranged lines 

of credit) .in much the same way as the bank credit card does today. 

In its less radical form, as contempiated by the Atlanta 

Study, the POS system would instantly generate an, advice of 

credit to the merchant seller, bU~ there would be a second stage 

for the actual transfer function, following the'procedures des

cribed in the bill-check or debit transfer system above. A 

magnetic tape or punch cards would move from the customer's 

bank to a clearing house (ACH) which would then reprocess the 

items. 

Of all the components or systems, POS is the most variable 

and will undoubtedly continue in a state of flux, experimentationjl ~ 

and refinement for a number of years to come. 

Automated tellers may be of the simple, cash dispensing 

variety in which a cash card can be used together with a code 

number-to'withdraw set, small amounts of cash such as $25 or $50 

from the machine. Alternatively, this function could be combined 

with the capability of the machine to receive deposits or grant 

loans on prearranged lines of credit. 

Some Legal Problems of Particular Systems 

Bill-check Debit Transfers 
• 

. " 

Many of the legal questions pertinent here are also relevant to 

" " 

'\ 
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pape~&s eredit transfer systems, even though the latter do 

not ~ntemplate "collection." The principal questions appear . 
to be4 

1. ~li Article 4 CI,ppropriate? As indicated above, the "348 

Commi't.tee" has concluded in the affirmative. 

2. ~ th§re an "item" under 4-104(1) (g)? While the Atlanta 
t 

Study and Homrighausen, writing about the California system, 

suggest a possible affirmative conclusion,7 both Georgia and 
It 

California have added electronic transfers to the definition of 

"iteftl" or "instrument" within the meaning of the controlling 

stat~e or operating rules. S The Federal Reserve Bank, in its 
,"" 

proI)X\llgation of proposed revisions to regulation J in 1913, 

als~'dQalt with the definition problem. 9 
.. 

3. ~at should be provid~d to accomplish the 4-207, warranty-

'of~a~~hority function? The principal problem is·raised by that 

section'! s- heavy reU.ance on the signature of the customer. The 

Cali~ornia operating rules and the FRB proposed revisions to 

regulation J have devised new warranties to perform this function. 

4. tEe s9ctions 4-109, 4-213, and 4-303 adequate to deal with 

finality in the EFTS context? While two of the steps listed , 

in ~ctiol) 4-109--verification of signatures and affixing a 
) 

IIpai~." stamp--would not be applicable to the ucompletion' of the 
~ 

proc~ss of posting" in the EFll'S context, the rest of that section 

as well as sections 4-213 and 4-303 appear to be literally 

applicable to the debit transf0r system. The question is whether 

.. 

. ,', . . , 

I 
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the rules provided are appropriate to the paperless system or 

need some "tinkering." 

5. How should the allocation of risks and liabilities be appor

tioned among the particiEants in the system in respect to such 

"breakdowns" as unauthorized issuances, material alteration, or 

failure to issue items? Much should depend on what kind of 

system is actually involved and what the functions of the various 

parties in the system are. Homrighausen has suggested that the 

receiving bank's possible liability to its depositor includes 

its responsibility are for: (a) failure to effect a debit or 

credit after an authorization is accepted, (b) effecting a debit 

too soon or a credit too late, (c) effecting a debit for more 

than the debt or a credit for less the amount owed to'the 

depositor, (d) effecting multiple debits to a depositor's account 

with respect to a single periodic obligation, a·nd (e) effecting 

a debit or credit without effective authorization. 10 . 

6. Are the standards of care imposed by sections 4-1Q3, 4-202, , 
and 1-20'(,(19) ("good faith") appropriate and sufficient for 

EFTS systems?ll In the same vein, section 4-108, excusing delays 

a.nd other "misfires" caused by acts of God, needs to be examined. ~ 

How much of the risk of loss for "misfires" will section 4-103 

permit the bank to put on the depositor? Should the automated 

character of the system require a higher degree of "~trict 

liability" on the seller of the service? 

7. How should the deferred posting and late return functions 

of sections 4-301 and 4-302 be provided for? section 4-301(4) 
• 

provides that an item is .lIreturned" when it is either~elivered 

- ---~-' 
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or sent. In \'/hat manner is a receiving (payor) bank to "send" 

or "deliv~r" an item it has received in electronic form? WoUld 

section 4-301(1) permit a return by simply sending a written 

notice? 

8. What provisions need to be made to SUbstitute for or imple

ment the customer's right of ~top payment? In the most radical 

of EFTS systems, POS, payment would be virtually instantaneous, 

thus making section 4-403 ineffective as a practical matter. 

However, in the systems now in use in California and Georgia, 

involving an ACH and a further processing step at the ACH level 

before the depositor's bank has an opportunity to "act finally," 

there may be some leeway for such a stop procedure. This con

cept is also intimately tied to the problem of finality mentioned 

above. If payments are to be "final" in the EFTS context in a 

much shorter time than in the current "paper world," it may be 

necessary to make some provision to permit customers to reverse 

charges to their accounts in a way similar to stop payment even 

after "final payment." This may be required in order to satisfy 

consumer advocates and to gain wider acceptance in marketing the 

system to the public. The current California system obligates 

a company in a debit transfer arrangement to furnish the customer 

with a 7-day notice of a debit entry that differs from the next 

previous entry relating'to the same transactions. This system 

gives the customer an opportunity to stop the payment if the 

amount is incorrect or the item is otherwise questionable. In 

addition, the depositor has 15 days during wh~ch he may cause a 

recredit to his account en furnishing the receiving bank with a 

" 

I, 

,) 
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written representation that the entry is in error. 12 What does 

this do to the "conditional payment" rules of section 3-802? 

9. What must be dcme in respect to section 4-406 if Article 4 

is to apply? As has been previously argued, the duty imposed 

upon the customer to examine stat~nents and returned items and 

report unauthorized signatures is patently inappropriate since 

the character of the information furnished to customers will be 

different with EFTS.13 It appears necessary to recast section 

4-406 to impose duties on the .customer more reasonably related 

to the new system. Section 4-406 .. applies most frequently to the 

problem of a series of forged or altered checks by the same 

wrongdoer, although ther.e is some duty imposed even in respect: 

to a single item. That section also imp~ses time contraints 

upon claims of the customer against the payor bank for "improperly 

payable" checks. The shortest period is one year for forged 

indorsements, although this may apparently be further abridged 

under section 4-103. Is a shorter period, such as the 15 days 

after receipt or availability of a statement provided under the 

California operating rules, appropriate? Although some cases 

under section 4-103 have upheld bank statement legends with 

similar import,14 the short time and draconian sanction seem 

unduly onerous to this writer. 

Direct Payroll Deposit. (Paperless Credit Transfers) 

Many of the questions relating to debit transfers, such as the 

appropriateness of Article 4, the meaning of the term, "item", 
I 

... 
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finality, the allocation of risks, stop payment, and the respons

ibility of the customer to discover and report errors, have some 

applicability to the paperless credit transfer or direct payroll 

deposit systems. As indicated above, Article 4 seems generally 

less appropriate in view of the intention, expressed in the title 

of the ArticJ.e itself, to make it applicable to the collection 

process rather than a system for transfe,rring credits. In addition 

to such questions common !co both types of systems, there are a 

few questions more specific to credit transfer systems. These 

include: 

1. What provision should be made for the revocation of credit 

entrieslS and for the equivalent of the "return" contemplated in 

the normal debit transfer system?16 

2. What should the responsibility of the receiving bank be for 

erompt crediting to the customer's account and should there be 

the equivalent of a wrongful dishonor claim for late credits or 

failure to credit?17 

3. will state statutes providing for the manner in which wages 

are to be paid require amendment? An affirmative conclusion on 

''"hi 1 t t' h b d . G . d C l' f . 18 ~ s as ques ~on as een rawn 1n eorg~a an a ~ orn~a. 

~~ Automated Clearing House ~ fltt.· 
i 

Tbe legal framework in which the Automated Clearing House is to 

operate depends heavily on the function to be performed by the 

clearing house. If it is to be merely a switching facility and 

a channel or link for communication, it might properly be given , 

les$ responsibility than is the case in Califqrnia or Georgia 

,. 
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where the clearing house reorelers the tapes and t.he ca~t'ds and 

performs a discrete function in further distributing the debit 

and credit transfer items. Insofar as the ACH does perform 

such discrete functions v similar questions to those raised 

above are involved, such as: 

1. What warranties should tpe ACH give and to whom should they 

~ Ii 

2. What warranties and obU.gations should run to the ACH and 

by whom should they be give!}.? 

3. What duties and tim~,mitations should~ imposed upon the 
" 

ACH? 

4. What rights should the ACH have to enforce its cl'aim for 

recovery, such as indemnity rights and rights to charge bank 

balances in its contro1119 

Truncation of Items 

If the truncation system contemplates the retention of the check 

or item at the depository bank, how is the payor bank to satisfy 

its duty to examine its customers' items for "proper payability" 

under section 4-401 w1thout. some special st.at.ut.ory provision? 

There is also a question of whether the customer of a bank has 

a "right" t.o receive possession of payment items and whether this 

"right" can be contracted away. If paper items are to be des

troyed or retained at a point distant from the deposLtor, do 

rules need to be developed to provide the customer with evidence 

of "payment." of the underlying obligation equivalent t.o t.he can-
" : 

, 

\, 
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celled check?20 Finally, how should the risks unique to the 

truncation systems be,dealt with, i.e., inadvertent mistakes 

in transmitting information? It is, of course, recognized that 

many of these questions are the same as those posed with respect 

to the debit transfer and credit transfer systems above, but as 

mentioned above, truncation systems normally contemplate the 

continued use, at least in part, of checks. 

Point of Sale and Automated Teller Systems 

'. 

It would appear that most of the significant legal issues arising 

in these systems also arise in one of the other systems dealt 

with above, or are of a general character, applicable to all 

EFTS. It is to be noted, however, that there is a distincl; 

difference between the type of P~S system currently dperating 

.i.n California and Georgia, with intermediate proc!essing at the 

~CH, and the futuristic, fully automated system in which remote 

instructions result in instantanous debits or credits to customer's 

accounts. The rules to be provided for P~S systems will have to 

take this distinction into account. There appear to be relatively 

fewer problems in devising special rules for automated tellers 

since most of the transact.ions will be lion US," Le., involving 

only the bank and its immediate customers. Ther~ are, of course, 

some questions to be dealt with, such as: finality, what the 

"banking day" 'means in this context, and t.he apportionment of 

risks unique to this kind of mechanical and electronic device. 

At first 'blush, however, there would seem to be few matters' 
! 

.' 
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requirin~ amendment to the Code. 

Concl~sion 

hil "'1'- .... l' t" h t' 21, , h d th t W e ~~le auove 1S 1ng 1S not ex aus 1ve, 1t 1S ope a 

it does include many of the questions that will have to be co~

sidered by the Reporter who is: engaged to study and draft amend

ments to Article 4 of the Uniform Commercial Code. There has 

already k)een a significant amount of work done in responding 

to these questions.and it is hoped that further responses and 

suggestions will appear in this Symposium, and elsewhere, in 

time to be considered by the Reporter and the others who are 

charged with the responsibility of dealing with these problems. 

J 
I 

,. 
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Aeeordl~ly. BUbcllaplcr A, t:narner u, 
Title 31 01 WIG Code of Fcdor~ Rtlrulow 

tiona b. 114 ot Jo.nUIUT I. 111'iG. amended 
by the addition at a new Pllrt, dOlllrnat.f!d 
Pnrt 210. to relld lUI tollow.: 
SaO. 
210.1 Scope"t te(!ulatlonl,' ,',. 
210.2 • ~nnlUona, ,,' 
210,Q 1"~llcr.1 no~orYi ainu, 
lllO.. n4'rlpl~nlJl, 
210.5 PrllC'l':\"1 nJ:~ncIGl, 
'~II),I\ Tho OfJ\~rt\m~nt, 
2107 Flnl\/lclaJ orK~nt?atlou ••• 
21~.8 Ttm"llne~A of Mtlon, 
~IO.D DORth or 1"t/1I1 InC:I\r'I\cIl1 ot re~ 

clplentl or derotb of bon"ftclArlen, 
210.10 LIability of, ~nd acqllittance to. the 

Urlltod BtnlCiJ. 
AtlTnOIlITY; 6 U,8,O, BOI, 1~ t1 S,O, 301; 

TItle 31, US 0" IioIld other proYlnlolU ot Ie. ... 

§ 210,1 Sen II(' or rl'l,IlIllIliOln. 

This Pnrt governs the mnklmr at I'll
currinII' !1i\l'ment.1 by the Onvernmer.t, by 
m('nns other thll.n by chcrk, throflf(h Fed
erlll RcsIJr~'e Dl\nk~ nnd f\nllnclnl orllll" 
nlzatl.ms to rcclllll'!lt~ mnll'1tnlnlng ac .. 
counts at such finp-nclnl or"anizaUons. 
6 210,2 n4'linl'h,"~. 

As ur,t"\ In this Pr>rt, unless the contl!l!t 
otherwl.· requlr~: 

(~) "Frdror:ll nc~cr'''11 DClnlc" mOllnll 
nny Hend oml:/l or Branch Office ot any 
~uI:h Donie, ~cllnfl n~ FI$cnl Agent at the 
Unlt~>d Stnt!'1. 

1111 "!"!rlo,l'l'I/I! 'lrgnnlzo,t1on" mean!'! 
1111:0' lmllk, ~:J.' .. lrlll.q hanl:, 5avlnl!~ and lnun 
r." ',;'llltioll or r.llI1llnr IMtltutlon, or 
• ""1'1\1 IJr St,lte t!1lo1rtered crtdlt IInlon. 
'" :, \\'n..1 Illnmlntlvf)lY Indicted to a 

i<'1!dt:!rnl R~.~r.·t [llInk Its pr(!/1arcdne~~ t.o 
r('~rl",~ t'rl',lll. p,,:,'mtr,l., l.lnrll:r nih Pnrt. 

'I!) "fir,,·,!!",: '"I"llt" !nl'tnl' .. , th~ (il)\'ern
"lIe!,! r ~ ::.! r.'!:lt~,1 St:,t('~, til,. Depnrt
,.,., , ,( tit" Trl'n\lIT;', a Fedl'ml dlsbu~
:": '11'\11'. Iltd 1\ IJ!'(,qram nrenc), vml"t, 
II \ rllll'fc I\rr.lnrlt::n~nt:; v:lth the Dc
jJ!I:"'"e!:!, (It UIII 'TrtH\sUry to make pay· 
!l,,·!,'.i IIIFI"r this f'nrt, or IIny at them, 

11\, "Cl'i>ctlt lln}'mr.r.t" menns lin order 
!l'r the PIH'I,,"!,t or money I:;~ued by the 
OIJVI'\lIl1ll'nl under thl~ Part to pny are
~ UI'1'I'HI Pln'lllrmt.·A credit I"ll'ment mny 
bo c .. l\lrLlllf:.1 on q) 1\ letter, memorlln
dUll' \,)Ic'r tllIlI, computer print out or 
.. lrnlll\r I\rlllnlt. or (2) nny form 01 com· 
11IIIII":lltlon other thon volt:e, WhIch Is 
r~1I1::tl)rt:'l1 upon ma(tnetlc tn\lG, dIsc or 
Ilnv ",ller mCfilum dt!~I~n!'d to cDptura 
nra1 "011 laIn In duranle form conven
(\Ol'ill r.h:MliI used tor tile electronlo 
t::\Il\:nlllllflU tion of me~snllu~. 

'I.' I "C'n~'ment dal:o" mearu the do.t~ 
~pe"lIl('t1 tor ;l credIt pnvnllmt. Such dale 
I,; Ih" eI,lt!) on which the runds !peclned 
1,1 the credit Iln)'ment nre to be nvnllable 
c'lr wlthdrnwnl from Jhl) recIpient's nco 
rl'\Ult wIth tlu; f\llnncl:ll orGanlzntlon 
~;I'cd!led by such recipient, nnd an Which 
buch funds nre to nc mndo ti.Vnllnble to 
the nllllnclni nrl:nnl7ntlon by the Fed
ernl fie:,en'c n\~nk ",'lth which U,c nnlln
('\nl IIrcnnlz:\tlon mnlntnlnll or utlllzcs 
nil Ill'l'l\Unt It the pl\yment date Is not a 
!tll'ollle .. :! tiny tor the n"nnclnl ofllalllzn-
111:11 recclvl~v; 00 crcdlt pnyment, or for 

the Federal Re!lcrve nl\nk from wlUch It '" I 
ret'elved .such payment, theu the next 'V1 
t-Ilcr!'cutng bu~lneM d:w for both s1\all be I 
delllned to be the pnyment date, I 

ell "Recipient" mCI\M .. person en
WUed to receive reculTlncr payolents tram I 
UIO QovIJrnmcnt. 

(Ill "Drmenclary" meaM a person I 
other than 8. reclplcmt ~ho ts entitled to • 
receIve the benel\t or aU'or pllrt at a re- ~ 
cUlTlng pnyment tram the. Oovernment. 

(Ill "Rccurl'lnll payment" menns any 
tjIJral Oovernment bcnct\t, ~nnullY. at' 

'r payment /or nllotmcnt therefrom), 
IlnJf ~ny payment Of. sallll'Y, w:\g(O.~. 

II' t'rocrrlln\ a;ency" menna I.ny 
I1gency which mllkes rcculTluK Iloyments, 
and Im:l\ldc!I (l.ny dCP(l.ftlMnt, o.gCI\CY, 
InduPlludcnt estlllJIIshment. board, office, 
cOlllmlsslon or other estnblltohment In Ule 
CXI'cuttve, Icr.lslut\vr., or Judicial brllnch 
at the Oo\'r-mncnt, nny wholly-owned 01' 
controllllrJ d')\'IJrnmellt c(11'p<lrntlon, nt"~! 
tile munlclpc.! govemment <lr tilt) n.~:t\c~ 
or Columhla, 

(j) "standard Authorlzn.t.lon Form" 
mellns t!,e RuthfJrlzl\Uon Corm prC'Scrlbcd 
by the Depr.rtment of U,e Trens\1rY tl)r 
the reCl!r1'IM pnyment for e.~l'Cutlon by 
(n ~ ret'\nlcnt, and (2) 0. I\nanclll\ or
IlI!-r,l7.ation malnt.11nlng an nccount tor 
lIuch recipient. 
§ 210,3 Fedcul I1c4erve "BilkA. 

(II) Each Federal Reserve 13anle as 
FIscal ARent of the United St.'1les shnl1 
rccelve credit pnyments !I'om the 0,)\
emment and ahnl\ mnke I\vnllable and 
pay such credit po.yments to finnncial or
ganizations, and shall otherwise carry 
out the procedures and conduct the op
eratIons contemplnted under this Pnrt, 
Each Flldernl Reserve Dnnk may Is~ue 
operating cirCUlars (sometiml'5 rdcrrcf! 
to lIS or-erotlnl! lettet:! or bulletins) nnt 
Inconsistent ..... 'Ith this Part, iovern\n~ U1e 
detnlls at Its credit P11yment handllnQ' 
Of\Ofat\ncr and I:ontalnlng such provl. 
slon~ M IIrc required and llermlttcd by 
U,ls PaTt. 

(hI Thp, Oovernment by Its action rt 
L~sulnB nnrl senrllng any credIt· payment. 
cnntnln~tl In the medIa spe~lned In 
'~I(J :!Iri) nereot shall 00 deIJl\\cd to au· 
thnrl,'r, thll Fed'lrnl Rll~erve Danks (1) to 
1':1'/ ~\lch credit f\nyment to the debit of 
the I:~ncrnl Recount or thl! United SI.D.t.cs 
TrcMuT"\' on the payment dllte, and (21 
to hnndle Rnd act upon such credit 
~a)'m('nt. 

(c) Upon receIpt ot 1\ crecllt paymen t, 
110 Federnl Reserve Bank, shall, If the 
credit payment I~ directed to a finanCial 
orgnnl7.ntlon which malnlaln:! or utilizes 
an Recount on the book.~ at Rnolher Fed
ernl Reserve Banle, rorward such credit 
payment to $uth other Federnl Re~cr' .. e 
Dnnk. "M~ Federal Reserve Bnnk on 
whoso books the nnnncial orgnnlzatlon 
or Ill! dIJ~hrnn\..ed cOl'1'e~pondellt main
taills an account shall de\lvt!r or make 
available such credit pnynlent to such 
ftnnnclnl organization not Inter than Ule 
close ot business tor such tlnnnclni or
ganIzation on the business day prior to 

the Ilt\Ymcn~ .tt\te on tho ll\C<Uum as 
al:fcc<I to by sucll Federal Re8erva Bnnk 
and I\nIlncll\l orgn.n!za.t.lon. 5 

(d) A ftnllncllll or'llaniznUon b1 Its ac
Uon In mllJ.ntnlntng or utilizing 1\11 ac
count nt 110 Federlll Reserve Bank shall ba 
deemed to authorize thll.t Fedor~1 Ro
sel've Bank to credit the amount ot the 
et'edl~ payment to lhe account on Ita 
books ot such tlnanclal or,nl\Jzatlon or 
114 dClIlgnRtcd eorrespondent ml\!nta,In
hIll nn account with the Federal Reserve 
Bank. 

II" .... Federnl ReMrve Dnnk receivIng 
a credIt /laymlmt Crom the Oovcrnml'nt 
shnll mnke the nmount of such credit 
lln~'O\Cl\t nVl\lIable Cor wlthdrl\wl\\ from 
the account on It.~ books, refcrred to In 
12tO,3(dl I\bove, at the opening of busI-
ness on the payment dnte, ' 

(fl Euch Fedeml Re~erve Bnnk shnl\ 
be responsible only to the Depl\rtm(,llt of 
the Tre\1.'iun' and l'hal\ not be liable to 
any other party for IIny Ions resulting 
lrom such Federal Reserve Bank's actions 
under thia Port, 

'1 , 

1210.~ 1tC!('IIIIt'IIu. , 
. (a) In ofder for a rcclplcl).l to rerelvt' 
j\ recurring payment by meo.ns af dll'crt 
dcpo~It ot the amount..~ of credit pnj'~ 
mCllts under this Part, at t\ financial 01'
gnlllzat.lon of the recIpient's choollln"'-o.. 
nml to I\n Rccount the title oC which I' ) 
rlll/!"· 'hl! reclplent's nlln1c, the reclplt'llo .' 
~lInll eXel:utc .he ~pl>llcable portion al\d 
deliver to such nnnn~lnl orJ:nnl1.lltlon 
tho St..'\ndard AuthOl'izl\lI:'~ r"rm \lre
~cr!l:d by the Depnliment oC ~(\ .. ! r"cll~
ur~ t.lr such recurring PR)'mellt.s. A 
reCl~:ent IIhal\ be resporlslble Cor nny In
n.ccurncy In the data entered by such 
rerlplcnt on such Standard Authorlza
tlonFortn. 

(b) In executing a Standard Authol'l
zntloll Form. a recipient m (Iesllmatcs 
the finllllcial orgllnlt.atlon Rnd the nc
coun~ on the books o( such financial or
::;nnlzallon to which the nmounts of the 
cr.(Jdlt pn.~·ments shalt be ct'IJdlt~d, (2) Is 
deemed to agree to the provl~lons or this 
Pl\rt. and (3) authorizes the prol,trnm 
ngency to terminate nny previously exe
cuted StI\ndl\rd Aut\lorI7,I\t!on Form or 
1\1\1 other InconsIstent payment InsLruc
t.lolls appllca.ble ~o the relevllnt recurring 
payment, 

«'.) A. reclplIJnt shnll cxccull' 1\ ~Cl" 
llrnte Standard Authol'lzlltion Form XII' 
ench type of recurring payment. 1!\l\UU 
lip-rounder, IC a recipient wishes to dlrCl't 
\\ recurrlns;payment to a different nc~ 
count or 1\nanclnl organization, the re
ci\,lent :;!lall execute a. new Standard 
Authorization Form, ' 

(dl A reCipient mllY at any time au
thori?e lhe program ngency to t.IJrmlllate 
a St.andRrd Authorization Form by no. 
tlfylng such progl'am agency, 

(e) The death or lcr;mllncnpnt:it~· of ') 
recIpIent or the death of a bcneOr.InI. _ 
t.llall terminate 1\ Standard A.uthol'izntlon 
Form Issued with re3pect to a recntrlng 
payment, ' 

(l) A recipient ola recurring Ilnnll('nt 
rnny request only that n credIt payment 
be In the full amount of such recurring 

payment. and \Ie credltAld til one nccnlll\~ 
on the books ot a ftnnncial orl!tlnlzn
UOll, Except n.s authorized by law or 
otheI' regu\atloru. the procedures set 
forth In thb Part shall not be Used [or 
e1roctuntln~ nn assignment of a recurrIng 
llaymcnt. l \ 

(g) A recipient mllY be required by III
cnllaw or by financial orgnnlzatlon NO
cedure:; to have the execution or a 
Standnrd Authorlzlltlon Form I1OtMlzed. 

(h 1 A chnnge In the title ot rm net'ollnt 
on the books of a f\n:melnl Orgnnl1,nthm 
which (1) removes the no.me ot the recIp
Ient, (2) removes or adds the name o[ n 
bcneficlnl'Y •. 01' (3) altAlrs the Interest of 
the bcnefil'\lnt'Y In the ncco\mt ~hnll tn
mlnnte allY Standard Autilorhmtlnll 
Form In whIch thnt llcrount. Is deslc
nnt.cd. (\nd shnll tcqulre the execuUon oC 
n new Slnndal'd Authorl7.allon Form be
tore further credit pl\ymenta may, be 
credited to that {loccount. " .~ ~'. '''' 
§ 210.5 l'rtI~rlllll Rj:rfll'ir •• 

The program n~eney will majntnln Ill" 
dntn nercs.~nl'Y {or authol'lzation (\f erNUL 
pn~'rnl)nt..~ /lnd shall mnkc I'urh d;. 
I\vn\lnble Cot' the I!\.~uance of :;uch "'PI ) 
PIIl'mcnt.s.ln suffirlent time for tht' Gov
ernment, In pel'forming Its dllluul·s!nr.: 
Cunrtloll. to carry out ltoS responslblllllr.s 
muter this 'Pal·t, Such do.tI\ shnll be ccr~ 
tltlr'1 by the progl'nm agency's certlfy/u(\, 
o.~..::~ I~n.ccol'do.nce with 31 U.S.q, 82c. 
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CH1URMAN WIDNALL: I think we ought to decide to 

take a five minute break at this point to stand up and stretch. 

And then we have two sets of witnesses corning on 

right after that. 

(Recess.) 

CHAIRMAN ATWATER: May'r have your attention, 
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We are going to reassemble. 

This announcement is for the Commissioners. 

There will be material for tomorrow"s meeting in 

Room 2129 which is right next door. so on your way 

out to the cab or car, I would appreciate it if you would 

pick up that material. It will save the staff some 

manipulation to ge tit to you. 

CHAIRMAN WIDNALL. The next witnesses are 

Karen Hayes, Fritz Bierme!er, and Thomas K. Zaucha. speaking 

on behalf of the Joint EFT Committee of the National 

Association of Food Chains and the SuperrJl~rket lnsti tute. 

(Witnesses sworn.) 

TESTIMONY OF KAREN HAYES, FRITZ BIERMEIER, AND 

. TH()MAS K. ZAUCHA, JO I NT EFT COMM I nEE, NA TI ONAL 

ASSOCIATION OF FOOD CHAINS AND SUPERMARKET 

INSTITUTE. 

MR. BIERMEIERI Good afternoon. My name is 

,Fritz Biermeier. and- I"m Vice President of Supermarkets 

General Corporation, Chairman of the Joint National Association 

of Food ChRins and Supermarket Institute's EFT Commitb3e. 

On my immediate left is Karen Hayes. Director of 

Consumer Affairs tor Stop & Shop Companies, and a member of 

our Electronic Funds Transfer Committee, and also a member of 

the National Association of Food Chains Consumer Affairs 

,. , 
'j 
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Committee. 

2 On my tar left is Tom Zaucha, Director of Public 

3 Affairs for the National Association of Food Chains. 

4 For those of you who are not familiar with our 

5 industry, the National Association of Food Chains,is a 

6 supermarket institute of two organizations which will shortly . 
• 7 merge into an organization called the Food Marketing Institute. 

8 The combine,d membership of those two organizations 

9 will represent better than one hundred billien dollars in 

10 food retail sales in the United States. 

II The membership ranges from the largest retail 

12 food chains in the country down to stngle store operators. 

13 Just las t spring, re cogni zing the need to addr ess 

14 issues in electronic funds transfer for the food industry, 

15 the National Association of Food Chains and SMI created the 

16 Joint Electronic Funds Transfer Conmi ttee. 

17 The organization structure represents lIIa!1y 

18 disciplines of the food industry, including chief financial 

19 officers, chief executive 'officers and technical disciplines 

20 within the organizations. 

21 We immediately moved to surface issues in the 

22 ar~a of electronic funds transfer, attempt to establish 

23 guidelines, educate our constituency, and finally to 

24 communicate -- which is part of the reason why we are here 

25 topay'- our concern about the proliferation of retail 
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EFT networks, without. the benefit of retail or consumer 

input
1 

has moved our committee to study some major issue areas. 

Thes'e areas are economic issues't system 

design issues, syste"~ performance issues, security and 

legal issues, communications issues, and social impact. 

The focus of these major areas of examination 

have uncovered two significant pOints to our committee. 

The first of these 1s that each of the six areas 

are characterized by questions which pertain 

part!cularly to the consumer participation on an electronic 

funds transfer system. 

And the second 

is that we did not find any compelling economic reasons for 

retailers to install such systems. Hence, the work of our 

committee has migrated towards the position that in order 

for an electronic funds transfer to have a reasonable chance 

of success, it must have lasting benefits to our consumers. 

Having examined the Commission's list of issues. 

we have chosen two areas that we felt would assist the 

COIIIIll!ssion towards better understandin<; of the consumer point 

of view. 

We have been encour~ged with the staff work of 

the Commission servicing issues particularly in the areBS of 

security, liability, privacy and consumer rights. However, 

we fel t the commiss ion and t he consumer would benefi t most 
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from a concentration by our committee on the issues 

of convenience and choice. 

2 We have, therefore, prepared a document for 

228 

3 today' s test imony to the COnlrniss ion, and Karen 

4 Hayes will present that document now. It represents input, 

5 not only from our co~nittee, but substantial input from the 

6Cdnsumer Affairs Committee of the National Association of 

7 . Food Cha ins. ' 

8 

9 

Karen? 

MS. HAYESr Thank you. 

10 Just to elaborate a little bit, I do represent 

II here over 70 consumer affairs specialists wi th various 

12 chains across the country, ~nd just to give you an idea, we 

13 see our expertise as knowing and interpreting consumers" wants 

14 and needs for our cOI~any. That is our functi01. 

15 I am here representing about 70 of these 

16 consumer affairs specialists with supermarket chains. 

17 As Mr. Biermeier said, my purpose today is to 

18 share with you some of our.concerns related to the impact of 

19 EFT on the consumer. 

20 Our committee has spent considerable time discussing 

21 th~ls topiC, and foels that our interests and those of tho 

22 consumer are virtue 11 y the same in thl s area. The reason tor 

23 this commonality of interest, and it is probably apparent, 

24 is that the consumer Is also our customer'. lVe want to be sure 

25 that if and When EFT services are offered in our supermarkets, 

•• 
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they do not adversely impact our customers. 

2 Our business is extremely competitive. We 

3 continually strive to build sales volume through providing 

4 the best custome~ value and service. If EFT reduces our·level 

5 of service or raises our costs, then both customers and 

6 retailers will be less well off • 

. J . We have identified a number of ways that EFT is 
. 

8 likely to affect the consumer and fe~l that by selecting 

9 ·the issues of security, privacy, consumer rights and duties, 

10 convenience and choice, as Mr. Biermeier mentioned before, 

.11 you have picked the "Dst important ones for inclu~ion in 

12 this hearing. 

13 I plan. to limi t my bri ef remarks to a cons iderat ion 

14 ot only the last two, convenience and choice. The other 

15 areas are, of course, important, but have already received 

16 considerable attention from a number of consumer interest 

.17 groups. 

18 For this reason, I am sure that they will be dealt 

19 with thoroughly betore this hearing. Th.e subjects of 

20 consumer convenience and chOice, by contrast, have not, to 

.21 our knowledge, received the same level of attention. 

22 These two areas are of particular concern to the 

23 supermarlcet customer and for this reason we feel they deserve 

24 a more thorough discussion. 

25 Let's begin with a look at the issue of ~onvenience. 
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2 

The act of making financial. services more available may appeat 

to be adding more convenience, and I believe that it does. 

3 But how much does that convenience benefit the customer? 

4 This may sound like a silly question, but we have 

5 al ready heard customers ask ing, '''Why should I change my way of 

6 doing things Just to permit the banks and supermarkets to 

7 bene t1 t 111 

8 Our experience with the introduction of upe 

9 scanning has clp.arly indicated that the customer is able to 

10 determine whether or not a new innovation provides consumer 

II bene tits. I f the customer doe s not award signif i cant va lue 

12 to EFT, then it is likely to be ignored. 

13 Our limi ted research on thi s subject tends to 

14 indicate that the consumer is fairly satisfied with the 

15 current payment system. While the current system is far 

16 from perfect, letJs take a look at the convenience that it now 

,17 provides. 

18 There are nearly 32,000 supermarkets in the U.S. 

19 and each one of these stores 1s open at least six days a 

20 week. In many areas, Sunday openings are also common. 

21 Each week, the typical superrni"lrke t cashed checks 

22 with a value equivalent to 85 percent of its sales. 

23 These stores currently a~e able to handle several 

24 Payment systems. For example, a recent survey indlc~ted that 

25 more than 30 percent of the customers pay for their groceries 



2 

3 

4 

5 

6 

7 

8 

9 

10 

II 

12 

13 

14 

15 

16 

.17 

18 

19 

20 

21 

22 

23 

24 
... 25 

--~-~---

by check most of the time, while 50 percent never pay by 

check. 

2:n 

Tha super100rket already tends to be a place where 

shoppers do other financial chores. For instance, 17 percent 

cash their paychecks and 5 percent pay utility bills while 

they do their shopping. 

But at the same time, customers are copes rned 

about service. Surveys have historically shown that the number 

one complaint about supermarkets involves service at the 

checkout. One racen t study reported tha t the typi cal consumer 

estimated that he or she waited fully 9 minutes in line at 

the checkout lane. Naturally, this figure varies greatly 

depending on the time of day and the day of the week, but the 

point remains that it 1s the checkout operation, including 

the tendering time, that is currently the most frustrating 

aspect of the supermarket. 

A major open question from theconsumer is how will 

EFT a ftect Illy wa it .tng time in the store? Even if tbe customer 

can handle more financial transactions through EFT at the 

supermarket, the value of this convenience will be dilllinished 

substantially if EFT causes delays or additional walting 

lines. 

Beyond the effect of EFT on the current level of 

Service. customers are wondering what new et~ects EFT may have 

on customer convenience, e~peclally In comparison with current 

, _ .... -.. -
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payment systems. 

2 For example, will EFT permit the customer to manage 

3 the money In his or her checkbook in the same way it is done 

4 pres911tly? Our preliminary research showed that about 20 . 
5 percerlt or'-tnosEf interviewed occasional! y take advan tage of 

6 the float In their checkbooks. If EFT ,deprives these 

7 customers of that option, we can expect some resistance • 
. 

8 Experi~nce has shown that it is never easy to take something 

9 away from an individual. 

10 Will the mechanics of using EFT be simple and 

II ~nderstandable to the average shopper? As designers of the 

12 system strive to meet requirements for security and privacy,' 

13 will it be possible to keep the system adequately simple so 

14 as to not exclude less literate or technIcally competent 

15 consumer.!;? 

16 Most important of all, who wi 11 educa te the 

17 customer about EFT and how will the customer inquire or 

18 complain about the performance of the system? The custolller 

19 needs thl opportunity to obtain adequate Information about 

20 the performance of the system And to register concerns and 

21 complaints. 

22 Wi thout this feedback mechanislll, the custolller 

23 will have no way to affect the EFT system. 

24 Convenience of EFT ultimately will be determined 

25 by the effect of the new system on customer1s dbility to 
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accomplish his or her own objectives. Today We find a 

situation, at least in supermarkets, where the current 

payment system appears to b~ relatively effective in meettng 

the customer needs. 

We are, therefore, concerned that EFT be designed 

in a way to speed the financial transactions without 

incress 1ng the cus tOlllers wai ting time, i ncreas ing the 

complex! ty of the process and elIminatIng the opportuni ty 

for the customer to interact easily wi th his or her financial 

i,ns ti tutior;l. 

In the last ancllysis 9 consumers want no more 

hassle trom EFT than they receive from the current system 

and hopefully less. 

Choice, like convenience, is an issue of significant 

importance to our customer-s. Food reta! 11ng operates on 

the prelllise that the consumer should be provided with adequate 

information on which to lIlake an informed choice among the 
I 

products and services that are offered in the marketplace. 

This same principle, In our judgment, extends to 

both the development and design of EFT. 

What are sOllie of the choices that customers have 

today which must be kept in mind in developing an EFT system? 

The choice of payment system. Today, the customer 

can pay for hIs or her groceries with cash', check, and in some 

instances, even a credit card. 
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It is in the consumer~s best interest to have a 

2 ready access to these other payment systems for a fairly 

3 long period of time. While there are many positive aspects of 

4 

5 

EFT, there is a need to maintain the customer· ... s options while 

.this new payment system is evolving. 

6 lhe choice of financial institution. The consumer 

7 can today choose a financiAL institution independently of 

8 the choice of a supermarket, and it is in the interest of the 

9 consl,lmers to maintain that separation. 

10 Retailers ~on~t want to influence their customer's 

II choice of financial institution any more than 'they want the 

12 financial institutions to dictate the choice of supermarkets. 

13 An EFT system should be universal in the sense that all 

14 customers can gain access to the services, regardless of 

15 where they bank. 

16 

17 

18 

19 

20 

21 

22 

23 

Choice of store 0 Nearl y 9 out of 10 consumers 

regularl y shop at more than one supermarket and the customer"'s 

ability to choose the store at which he or she shops is of 

utmost importance. 

An EFT system that hinders this choice will 

clearly penalize the customer. 

Consumers recogni zo that hIgh costs .make it 

impossible to provide unlimited chOice, but they feel that they 

24 are entitled to some choice or a clear and persuasive 

25 explanation as to why a choice is not possible. 
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If the emerging EFT system will require or 

caus e a change 111 the set of choi ces currently fae ing the 

customer, then there will be a real need to explAin this 

to the customers. To reduce the choices without adequate 

Justification could cause a serious pitfall. 

In conclusion, it appears that there is a good 

chance that the emerging EFT system rquld have as significant 

an impact on the consumer"s convenience and choice as it 

will on the better publicized issues of privacy and security. 

For this reason,. we would encourage you to look 

evern more carefully into your future deliberations at these 

two areas, as the decisions on these matters will regularly 

affect millions of customers. 

Since we also have a strong interest in these 

areas, we would like to volunteer, if you deSire, to keep 

you appraised of what we learn on these issues from our 

regular dialogue with customers. 

It Is clearly in the consumer's best interest to 

keep you informed of whatJs happening in the stores. 

Thank you. 

! 
f 
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CHAIRMAN ATWATER: Thank you. 

2 MR. BIERMEIER: We strongly believe that the material 

3 being presented here today 'represents just the tip of the ice-

4 berg. We certainly in the supermarket industry have comments to 

5 be made in a number of different areas for other subcommittees 

6 of the Commission and hope to do so in the future. But we 

7 really believe that the Commission must continue to research and 

8 assure that all unanswered questions in the consumer forefront 

9 are resolved, because without the consumer, in the retail EF~F 

10 environment, you have no system at all. 

11 

12 

13 

14 

15 

16 

17 
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19 

CHAIRMAN ATWATER: Mr. Green. 

MR. GREEN: I certainly like what you day, Ms. Hayes, 

and would agree with virtually all of your points. I just 

wonder if you have talked with the people at the 

Smith supermark~t chain out in Glendale about hO\,l this is 

speeding up or slowing down the processing of people who are 

buying groceries and checking out at the checkout stands--I 

am talking about the Glendale Federal operation. 

MS. HAYES: I am not personally familiar with that 

20 chain. I don't know if either Tom or Fritz is familiar with 

21 that chain. I think it is too early to tell h011l consumers will 

22 

23 

24 

2S 

be reactinW'_ 

There are individual experiments going on, and we 

will be keeping close contact with these individual experiences 

But I'm not familiar with that particular chain. 
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1 MR. GREEN: This particular operation has the 

2 point-of-sale terminal right at the checkout stand, as 

3 
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20 

opposed to the convenience counter. So it is something that 
I 

your comments seem to address. 

MR. BIERMEIER: Perceptions may be quite different 

from the actual fact. And in particular, I have perceptions 

in relationship to the Glendale format which, I believe, 

engineering data would tend to justify. When you add to the 

payment cycle the insert of a card, a handshake with telephone 

line, an insert of a PIN number, creation of a document and 

solicitation of customer signature, ydu are replacing only 

something like 25 percent of the sales accomplished by signing 

a check or exchanging of cash, that the electronic transfer 

in Glendale will take ~ore time to process. 

MR. ZAUCHA: And just to emphasize the significance 

of this question, that in a number of tests that have been 

run, nex;'-' to the p'rice of food, the next major consumer com

plaint is,the time they spend in the checkout line. And that 

has 'been one of the major impetuses with the 'Universal Product 

Code and the scanning system. So our primary orientation at 

the supermarket industry is to remove that significant consumer 

complaint of waiting time as they are checking out. That is 

21 an important tradeoff that I think we are going to take a 

22 good look at: does an EFT transaction, in fact, slow down or 

2.3 

24 

25 
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hasten up the integration with the UPC scanning system. And I 

2 do think that' the testimony presented by the National Consumer 

3 Information Council in saying that consumer's reaction is still 

4 uncertain, pretty much reflects whether the added EFT service 

S is worth no increase in time or an increase in the amount of 

6 time to check out your food. 

7 CHAIRMAN ATWATER: Mr. Wegner. 

8 MR. WEGNER: Thank you, Mr. Chadrman. 

9 Commissioner Green and I had an opportunity to 
, 

10 cross the country on a trip we 

11 made to five different cities with part of the. Commission staff 

12 to look at various kinds of installations at work. I think 

13 there is a truism at work here that bears on the business of 

14 research. In consumer areas it is very difficult 

15 and very risky to make estimates about what the consumer is 

16 going to accept before the consumer has had a chance to play 

17 around with the product. 

18 I basically believe that an objective judgment can 

19 be made. Several very large and important 

20 institutions have told us th.i.s, that, "well, you can make judg-
. 

21 ments that it looks good to you and you like it and 

22 you're comfortable with· it after playing around with it," and 

23 chances are it will gain consumer acceptance. I don't 

24 think it is basically that hard a problem. I think EFT has 

25 an enormous amount to offer this country in terms of greater 
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, security, in terms of the cons,umer benefits of time and place 

2 choices in the field, in terms of speeding up the checkout line. 

3 Also, despite what I understand in your program are union 

. 5 

problems about location and labor and so' on; I think one of 

the end products of EFT overtime will be an increase in the 

number of jobs available. Of course, there will be disloca

tions. This is the price of progress. I despair when I think 

what this Commission would be facing were it to be considering 

at this moment, instead of electronic funds transfer, the 

question of introducing electricity into private homes. You 

10 can imagir.e the arguments that would be made against the danger 

11 to children and that sort of thing. Or, heaven forbid, if we 

12 were to recommend legislation on whether or not the first air-

13 plane should lift off from a turf field somewhere. You know, 

1 A a case could be made that that should never be allowed to 
_"t 

, .. happen. 
-~ 

, ... 
_0 

T -_I 

And I think', in looking at the minutia of problems, 
" 

we tend to get myopic about the many benefits and the fine 

tunin'g of acceptance and that sort of thing. This isn't much 
18 

of a question --' it has turned out to be a speech. Forgive 
19 

me. But I basically believe there are terrific consumer goods 
20 in this thing, and I think you people have done an exceptional 

21 job on a low-margin industry to bring benefits 
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to the consumer by the virtue of the fact that you exist, 
\ 

:first of all; and I hope you contiriue in your implementation and 

3 experimentation with EFT because we stand to learn from it. , 

4 MR. ZAUCHA: Mr. Wegner, if I might just comment, 

5 having testified in the same ~oom in front of different 

6 commi ttees, we WGl'.ld sure like to have you corne back and tell 

7 some other people about the profit margin of our industry, and 

8 I can assure you that we do share your enthusiasm about 

9 technological change and improved productivity, nQt.~nly for 

10 the supermarket industry but for the financial institutions, 

11 as well. 

12 And we also, I think, share your caution in making 

13 any prejudgments about what ultimately the consumers' reaction 

14 will be about either EFT or UPC, for that matter. Both, I 
\ 

15 think, developments are unique. They provide a new opportunity 

16 for consumers. And we are reacting to UPC with that same 

17 caution of how a consumer reacts. In the first month we had 

18 better see how they re~ct -- twelve ~onths later -- our concern 

19 is that in these early stages that we indeed look at our 

20 installations from a test standpoint so that we can get as much 

21 consumer input as feedback into our system before making any 

22 long-term commitments. 

23 MS. HAYES: I would just like to elaborate on that. 

24 I think you pointed out consumers' need to see it 

2S and work with it. I think part of my· job and others like me is 

• 
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to get the people who design the system and the people who use 

2 the system in touch with consumers. They are out th~re. We 

3 personally can get our hands on a thousand people' to talk to 

4 and to get initial feedback, and I think you have to get it in 

5 

6 
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8 
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10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 
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all stages . But you have to get it right in the beginning. and 

they have to be included in from the verR beginni~g. 

CHAIRMAN A~WATER: Ms. Koplow. 

MS. KOPLOW: I have questions on your studies. 

First of all, did your study reveal any psychological. 

effec:t on consumers such that they would have a tendency to sperld 

more using a debit card? 

MS. HAYES: I think it can't. It's too early to 

tell .• , They may have 

somi~ fears along that line, but I think it is too early to l:e1l, 

from what I can see. 

MS. KOPLOW: The other question deals with the 

matter of convenience. Has there been any reaction' to 

that sort of one-st9P shopping -- you can deposit money, 

you can make withdrawals, you can pay your bills as well as do 

your marketing all at one time in one place. Has there been 

any reaction to that kind of convenience? 

MR. ZAUCHA: It's hard to g~t over the primary 

pschological experience of going shopping for food -- the 

confflumer has integrated the cost benefit of these other trans-

actions -- whether or not -- I don't know whether we would 

1 
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, 
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want to say anything on that at the moment .. 

2 MR. BIERMEIER: I think it's important to understand 

3 the message we are trying to bring across to you today, and that 

4 is, we believe the impetus of the food industry is for greater '. 

5 productivity, the satisfaction of certain customer issues on 

6 price and on making the shopping experience. pleasant but 

7 swift. If you were standing in a line at one of our super-

8 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

markets and the customer in front of you was paying three bills 

and depositing something in an account, and trying to get some 
'I 

cash out and pay for the groceries, you're not going to be very 

happy if that takes ten minutes. 

I can tell you that the trend in the supermarket 

industry is now to have courtesy counters to cash checks, 

because the new electronic equipment that we are installing in 

our stores allow us to do negative and positive lookups of 

check authorization at the checkout. 

So what we're talking about is providing these 

services, but in order to do that we are going to have to man 

the stores with additional hours and people, and I think you 

should recognize that when a service has a cost, that cost has 

to be passed 011 to someone. 

MR. ZAUCHA: Ms. Koplow, if I might just add one 

23 other point to your first question, I do understand that there 

24 has been one study completed by a consumer organization that 

25 says that, no, not necessarily customers come into the 
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supermarket and buy more, but they come in and make thei~ 

2 financial tran!:',action and take the money and go into th~ mall 

3 next door and spend it. So that kind of concerns us, too. 

4 CHAIRMAN ATWATER: We have time for one more 

5 question . 

6 Mr. Rogers? 

7 We have time for two more questions. 

8 MR. ROGERS: ~ guess I'm not really quite clear yet 

9 on your specific' recommendations as to what we ought to 

10 be studying here and the priorities we ought to give it. 

11 Maybe I could ask two questions which might clarify that for 

12 me. 
;, . 

13 My first question is: Would it not still be within the 

14 retailer's power in his decision as to what alternatj.ve modes 

15 of payment he would offer to his customers, be it debit card, 

16 cre,di t card, cash, check or even barter? 

17 And the second one, somewhat related to that" is it 

\8 not the supermarket's economic decision, as tQ getting into 

19 I these . systems after they make their own study as to whether 

20 or not it provides the convenience or whatever they are looking for 

21 in terms of their bottom line profit? 

22 MR. BIERMEIER: I think that is a rio,rmal course of 

23 action that you would expect under a free enterprise system. 

24 Unfortunately, in the early installations of 

25 electronic funds transfer systems around the country, the 

,I 
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financial institutions, as we see it, see the opportunity to 

2 gain a share of the market. Because of that, they don't 

3 generally prepare and present all of the economic factors 

4 involved in the installation of electronic funds transfer 

S systems in a particular store. 

6 For example, is that particular terminal and the 

7 cost inherent in it actually carrying its weight in terms of 

8 additional deposits, et cetera. 

9 I guess one of the things we are concerned about is 

10 the overall va.lue to society of adding in these types of 

11 electronic funds transfer terminals; and being in a positi.on in 

12 1982 with customers substantially converted to such a system, 

13 our numbers of customers that we normally would have had in a 

14 cash or check environment, are now being confronted with the 

15 fact that hidden in that total system has been an aD-cent 

16 transaction cost that we are now being asked to pick up. And 

17 what choice do we have if our customers are out of a card or 

18 have aRlother system and say, "I'm sorry, we cannot do electronic 

19 funds transfer for you," or "You will have to pay 80 cents." 

20 Then the customer says, ." I don I t care to pay 80 cents," and 

21 som~one opens down the street and says, "Well, we will absorb 

22 that cost," and someone opens elsewhere and says, "If you 
• 

23 pay cash, we will sell cheap," and all of a sudden, the system 

24 collapses. As a society we have put a lot of money into 

2" .) it, and we've dislocated a lot of customers, and what is the 

j 
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value of the system? 

2 MR. ZAUCHA: Plus let me answer that same question in 

3 a little different vein, that the hearings we have here are 

4 on consumer issues and consumer concerns, and, indeed, I think 

5 retailers, food retailers in particular, have some very hard .. 
6 decisions to make based on those 

7 
. 

consumer concerns. Our purpose in communicating to you is 

8 that in your final jUdgments and resolutions, your 

9 recommendations will also reflect the same consumer concerns 

10 that we have talked about today. 

11 CHAIRMAN ATWATER: Mr. Benton. No. Governor 

12 Mitchell. 

13 MR. MITCHELL: I have always thought of the food 

14 industry as being one that was extremely conscious of its costs, 

15 and yet when I tried to find out--indirectly, I must say--how much 

16 it costs you to have cash as a method of settle~nt compared 

17 to checks as a method of settlement, I have not been able to 

18 gather any information at all. 

19 Now, do you have such information, and cou+G you 

20 supply it to us? 

21 MR. BIERMEIER: We have that portion of that cost 

22 that we bear. 

23 MR. MITCHELL: I would be very interested in that, 

24 because I think it is .germane in a consumer-Qriented economy 

for the consumer to know whether he is using a method of 
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s,et.tlement that cost.s ten times as much as any other method of 

set.tlement. It might not. make very much difference in his bill~ 

but it might. make a great. deal of difference t.o you which one 

be opts for. 

MR. BIERMEIER: There is no question that each of 

the payments systems have inherent in them certain costs 

clf operation. 

MR. MITCHELL: Well, I would think that our general 

feeling is that the hidden costs of cash are much higher than 

any other system. 

MR. ZAUCHA: Governor, we will provide followup 

information for t~he record and for the Commission. And I might 

13 add that, in talking to Esther Peterson on the break, she wants 

14 bb know how many times you make it a habit to buy 

15 groceries and then stop/payment on your 

16 check. 
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CHAIRMAN ATWATER: Mr. Anderson. 

MR. KENNETH ANDERSON: Just one question. As I 

take it, you see vis a vis consumer convenience the importance 
, 

of that little black box in the store, the terminal, being 

shared and susceptible to accomodat~ng a variety of different 

systems; is that correct? 

MS. HAYES: Yes. 

MR. BIERMEIER: We are really competing in the field 

of distribution of food and would not like to be in a posi

tion where we are competing as to which financial institu

tion services w~ happen to offer. 

'CHAIRMAN ATWATER: Mr. Benton. 

MR. BENTON: First, we would like to accept your 

13 offer of providing us with some results from your consumer 

14 research, as you said before. I just wanted to get th'at on 

, . 
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1a 

the record. 

And 

a little bit 

I would 

to what 

l,ike to ask a question, which goes back 

Commissioner Anderson was just referencing. 

Your industry has spent significant amounts of monies 

building some of the most effective check control systems 
19 

that exist anywhere in the country. At the same time, not-
20 withstanding your desire to see F~TS universal, we all know 

21. that for many months, if not years, to corne it will not be 

12 put in .by a pioneering organization as is the case 

13 

24 

25 
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all around the country today. Thirdly, I would further 

2 assume that your industry has no intentions of ever 

3 intentionally turning away customers because they do not have 

4 access to those systems. Which lea~s me, therefore, to this 

5 question, which deals with a little bit of social cost, and 

6 that is, I am wondering how you deal with the fact that you ... 

7 basically are going to end up with two different kinds of costs 

8 of business as time goes on! one cost of doing business with 

9 the customer who comes in with a card and who shares in the 
~ ..,.. 

10 benefits and price of your electronic systems, and 

11 the second customer who is not banking at the same bank or 

12 doesn't have access to that system and comes in with paper, and 

13 that is reflected in your cost of paper control. 

14 You have now doubled your check control systems 

15 cost. The benefits are not there to cover that, from what I 

16 have seen. 

17 So the question is: How do you get out of it? Are 

18 you ultimately going to end up in a situation where 

19 you are going to be turning away high-risk, paper-based 

20 customers? High-risk customers who come in with paper five 

21 years from now after the penetration of electronics has 

22 become significant? 

23 MR. BIERMEIER: I guess our response 'to that is that • 

24 we are looking for a system, an electronic funds transfer 

25 or any other type of payment system where the consumer feels 
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that the cost that they are incurring in entering ip and trans-

2 acting in that system is commensurate with the services they 

3 receive • 

• 4 And when you talk about the fact that we will have 

5 two different types of cost, one for a card~based system, one 

6 for a paper-based system, if in fact the costs are open and 

7 clear to the consumer and what is bein,g incurred either in the 

8 cost of food or in the cost of the transaction are clear and 

9 they are willing to accept those costs, based on their under-

\0 standing of the service they receive, we have a system that is 

11 viable and workable. 

12 CHAIRMAN ATWATER: We thank you very much for your 

13 excellent testimony, and we appreciate your providing the 

14 information noW and later. Thank you. 
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-: 

Good morning. My purpose today 1s to share Hi th you our 

experiences and concerns related to the impact of E.F.T. on the 

conflumer. Our committee has spent considerable time discussing 

this topic and feels that our interests and those of the cons~~er 

are virtually the same in this area. The reason for this commonality 

of interest, and it 1s pr.obab1y apparent, 1s that the conswner is 

also our customer. ~le want to be sure that if and when lll.F.T. 

services are offered in our superma:rlwt,\j, they do not adversely 

impact our custolClers. Our business is (';Ixtremely competi t1ve. 

'rIe continually strive to bu7.ld salen volwTiC! through providing 

the best customer value and serVice. If E.F ,'l'. redtlCes our level 

of service or raises our costs, then both customers and retailers 

will be less well off. 

~~e have identified a number of Hays that E.F .'l'. is lilcely to 

affect the consumer and feel that by selecting the io~;ues of 

security, privacy, consumer rights .and duties, convenience, 

and choice, you have picked the lIIost important ones for inclusion 

in thif? hearing. I plan to limit my brief remGU'ks to a conddera tion 

of only the las\;, two areas, 1. e. convenience and choice. 'l'he other 

ar~~s are, ~f course, important but h~ve ~lready received considerable 

attention from a nwnber of copGumer inter~st groupz. For this 

rca~on, I am suru that they \till be dealt with thoroughly before this 

hearinc;. 'i'ho subjects of conSUI,ler ~onyenlence and choice, by contrast, 

have not, ·to our knowledGe, received the s~me level of attention. 

'i'hose two a:c'e.!lS r.t.ro of p~ticu1ar concer.n to the superm~ket customer 

.. 
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and fo~~th~s reason, HO feel they deserve a more thorough discussion. 
I 

Let'a be($in Hith a 1001<: at the issue of convenience. The act 

of mwting financial services more available may appear to be adding , 
mor.e convonience, and I believe that it does. But how much does that 

convenience benefit the customer? This may sound like a silly 

question, but ,.,e have already heard cust~:mlers asi-:ing, nl·thy should I 

chansa my Hay of doin~ things just to permit the banks and supermarkets 

to banefi t?" Our experience with the introduction of sen."mine; has 

clearly indicated that the customer is able t~~ determine wlietheror not a new 

innova.tion provides consumer benefits. If the customer does not 

award significant value to E.F .. 1'., then i·e is likely to be ignored 

or even worse •••• boycotted. 

Our limited reseal~ch on this subject tends to indicate th~t the 

consumer is fairly satisfield. with the current payr,lent system. ~a~ile 

the current system is far fl.'om perfect, let's take a look at the 

convenience that 1 t nou provides. 'l'hcre are nearly 32, 000 supermarI<:ets 

in the U.S. ~~d each one of these stores is open at least six days 

a Hcelt. In many areas, Sunday openinGS are also cOlillilon. 

Each l.,eelt the typical supermarket cashed checlts with a value 

equivalent to. more than 85 ~ercent of its sales. 

These stores currently arc able to handle several payment 

systems. For example. a recent survey indicated that more 

than 30 percent of tho customers pay for their groceries by 

check most of the time, 'ofhile 50 percent never. pay by check • 

'rho supermarket already tends to be a place where shoppers 

do other financial chores, i.e. 17 percent cash their pa.ychecks 
. . 

and 5 percent pay utility billa, etc. while at the grocery store. 

I:" 
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But at: the SllIl\e time, cU3tomar~ are concerned about service. 

Surveys ha.va historically shol-Tn that the number one complaint about 

supermarkats involves service at the checkout. One recent study 

reported that the tYJ?lcal customer estimated that he or she waited 

fully 9 minutes in line at the checkout lane. l;aturally, this figure 

vat'1es greatly depending on the time of day and the day of the Heek, 

but the point remains that it is the checkout operation, including 

the tendering time, that is currently the most frustraUng aspect 

of the supermarket. A major open question from the customer is, 

hOH will ill.F'.T. affect my waiting time in the store? Even if the 

cu::;tolRcr can handle more financial transactions through g.F I,T I at 

the supermarl;et, the value of this convenience Hill be diminished 

substantially if, E.F.'1'. causes delays or additional Hai ting ~inp.s I 

Beyond the ef:f."eet of E.F.T. on the current level of conveniences, 

cuotomel.'S arc wonderine; Hha t new a:f."fects E.F. T. may have on customer 

convenience. 11111 E. F. T. be convenient to use in comparison l'fi th 

currcnt payment systems? F'or example I 

Will E.F.T. pennit the customer to manage the money in his 

or her checkbook in the same Hay it is done presently? 
, . 

Our preliminary research showed that about 20 percent of 

those'intcrvie\'led occassionally "play the float" in their 

checkbooks. If E.F.T. deprives these customers of 'that 

option, we can expect Borne resistance. Experience has shoNn 

'tha.t it is never easy to take something aHay from an individual. 

Hill the mechan.ics of 'usln~ l~.F .'1', be simple and understandable 

to the avera~o shoPDer? As dcsigners of the system strive 

to moot tho requirements for security and privacy, l-rill it 

be possible to keep the system adequately simple so as to 

not exclud~ less literate or technically competent customers? 

... 
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\'Tho 'l'lill educate the custOlTler about E.F.'!'. and hOli will the 

oustomer inquire or complain about the performance of the 

systCll\? 'l'he customer needs the opportunity to obtain adequate 

information about the performance of the system and ~l:.o register 

concerns and ·complaints. Without this feedback mechanism, 

the customer will have no ,'ray to affect the B.F.T. system. 

Convenience of E.F:.r. ultimately Hill be determined by the effect 

of. the new system on cu~tomer's ability to accomplish his or her own 

objectives. 'l'oday '0(0 find a situation, 'at least in supermarkets, 

Hhere the current payment syotcm appears to be rela'cively effectivfj in 

mcetina; tho cuotomer needs. \1 e are I therefore, concerned t~at E.F. '1'. 

be dcsigned in a Hay to speed the financial tranoactions 'I'll thout 

a) increaoing the customer' s Ha1t~.ng t~f1.e, b) increasing the 

complexity of the process and, c) ~liminating the opportunity for 

the customer to interact easily with.his or her financial institution. 

In the last analysis, customers want no more hassle from E.F.T. 

than they receive from the current system and hopefully less. 

Choice J like convenience I is an iS6\le of significant importance 

to our customers. li'ood rotail1n3 operates on the premise that the 
.. 

consumer ahould be provided H1th adeq,uate informat10n on which to 

make an informed ~hoice among the products and services that are 

offored in the marketplace. 'l'his same prinCiple, in our judgement. 

extends to both the development and desicrn of e.F.T • 

. t'/hat are some of the choicen toot custome:r.s have today Nhich 

must be kept in mind in developing an E.F.T. system? 

The choice of payment uystorn. 'l'oday tho customer can pay for 

his or her £9:'oceries with cash, checle, and in sOlne in~rcances 

even ,a credit card. 

It is in the conGwncr's best interest to have a. ready 

," 
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• access to these other pay:nent systems for a fairly long 

period of time. IIhlle there are many 1'Osi ti ve aspects of 

E.F.'i'., thero is a need to maintain the customer's options 

w?lle this mm payment system if:; evolVing. 

The choice of financial institution. '1'he customer can today 

choose a financi~l institution independently of the choice 

of a, superrnexI,et and it 1s in the interest of the customers to 

• maintain that se!,nra t.ion. 

lleta,ilel" s don't· \lant to influence their customer's choice 

of financial illSti tUtiOll anymore than they \iall'~ the financial 

institutions to dictate the choice of s'n1ermarI~ets. An E.li'.I'. 
" 

system should be universal in the sense that all customers 

can e;ain a.ccess to the services, regardless of Hhere they 

bank. 

Choice of stora. ilearly 9 out of 10 customers regularly shop 

more than one fjupermarket and '~he customer's ability to choose 

the store a.t which he or she chops is of utmost importance. 

An E.F.'r. system that hinders this choice will clearly penalize 

the customer. 

Customers recoenize that high.costs make it impossible to provide 

unlimited ch6ice, but they feel that they are entitled to some choice 

or a clear and pel.'suaolve explanation as to \'Thy a choice is not possible. 

If the emorging 1).Ii' .'.L'. system will require or cause a cha.ne;e in the 

set of choices currently facin~ the cUl3tomer, then there rrill be a real 

need to explain thic to eust9fficrs. 1'0 reduce the choices without 

adcC],uate justification, coul(~ cause a serious pitfall. 

In conclul3ion, it appearo that there is a eood chance that the 

emoreing E.F'.T. oyotem could have as ciGnificant an impact on the 

conoumcr's convenience and choice as it Hill on the better publicized 

.. 
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:1.0SUCG Q.f privacy o.nd security. For this reason, He would encouraGe you 

to 100Ie: even more carefully into your future deliberations, at these 

tHO areas as the deq1~10ns on these matters Hill regularly affect millions 
I 

of cOl1oumers. Since we also have a stronG; interest in these ares..S, 

,.,e \'Tould like ,to volunteer, if you desire, to keep you appro.:tsed of 

\'That we learn on thece issues from our rOG;l.llar dialogue \-lith customers. 

It i3 clearly in the custoli1()r's best interC:lst to keep you informed of 

what' 5 happeninG in the stores. ~ha.nJc you. 

t " 

______ ,. _____ ---"'\f~i~'~1·~ .. 
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Testimony 
before 

National Commission on Electronic Funds Transfer 
Presented by 

Thomas K. Zaucha, DIrector of Public Affairs 
. The National Association of Food Chains 

October 28, 1976 

"m Thomas .K. Zaucha, Director of Public Affairs for the National 

AssocIation of Food Chains. 

The Joint NAFC/SMI Electronic Funds Transfer Committee has discussed 

the Octo~er 7, 1976 resolution by the Committee on Regulatory Issues, and 

Is pleased to have thIs opportunity to offer'you our comments. While we 

are perceived by some as being on the sidelines of the debate as to whether 

a t~rmfnal should or should not be defined as a branch, the resolution of 

this question will have a major Impact on both our customers and our stores. 

It ~as been suggested that the current situation contains cert~in 

Inequities that must be resolved. We are thinking here of the suggestion 

that In today's regulatory e~vlronment, one group of depository institutions 

Is able to develop their EFT systems with few limitations while the activities 

of another group of Institutions are constrained. We are also thinking of the 

suggestion that the consumers In some states may be dep~lved of the potential 

benefits of EFTS simply because of conflicting or incompatible approaches 

taken by some states. However, at this point In time we' are unconvTnced that 

this evidence alone Is necessary and sufficient support for pre-emptive 

I eg I s l.a t·J on • 

In adoptIng this stand, we recognize the need to promote competition 

and minimize government Involvement In the emerging EFT systems. We 

subscribe to the pO\'/er and dflclen;::y of the market as the primary regu'jator 

of economic activity In our society. It Is from this position, however, that 

we feel the need to urge a more cautious approach to the question before 

you today. 
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Whl'le there Is a need to encourage competItive development, It would 

be premature to make a decIsIon on the status of 'a terminal at this time • 
. 

One of the stated principles of your Commission is that EFT should be 

advanced to benefIt the consumer, and yet this benefit has not yet been 

clearly established. Our own testimony before the Consumer Hearings 

pointed out a number of Important and yet unresolved questIons which will 

have a major Impact on the consumer's final valuation of EFT. Is It correct 

to encourage broadscale deployment with so many questions still outstanding? 

, We believe that it would be wise to delay this decision until the 

social and economic benefit of retaIl EFT is better understood. We are keenly 

aware of the open Issues that at:"e confrontIng both the consumer- and the retai lers. 

We are concerned for example about the wording of paragraph two in your 

resolution dealing with regulation of business 6"terprlses housing terminals. 

Does this paragraph pertain only to customer-operated t~rmlnals, o~ does It 

have more general applicatIon? This poInt must be clarified to us. At the 

same time, we ZAnse that other groups Involved in EFT have similar concerns. 

Until more or the questIons are answElred, It Is our position thataction on 

the October 7 resolution should be deferred. 
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CHAIRMAN WIDNALL: The next witness is John Barber, 

Director of Planning, Mercantile Bankshares Corporation, 

:aaltimore, Maryland. 
(Witness sworn.) 

STATEMENT OF JOHN BARBER, DIRECTOR OF PLANNING, 

MERCANTILE BANK SHARES CORPORATION 

CHAI RMAN ATWATER' I might add that Mr. Barber 

5 is also farmer executive director of the Middle Atlantic 

6 Clearinghouse organization and established an automated 

7 clearinghouse tor Maryland, Northern Virginia and the 

8 District of Columbia. 

9 . I f you would 11 ke to present your J 0 minutes of 

10 testimony, we will hold our questions. 

II 

12 

MR. BARBER' Certainly. 

13 I was invited, I assume, because I do have practical 

14 &Xperienca within automated clearinghouse activities. . 
15 I also am a former bank operations officer, in which I 

16 actually dealt hand-to-hand with our present manual check 

.17 clearing processes. 

18 I am not an attorney, and therefore know very 

19 little about the points of law, other than in 

20 pr~cticality. 

21 My request to this group is to consider my basic 

22 pO!itlon, which is to leave financial institutions alone in 

23 . the· development of EFTS. At this point in 

24 time no one really knows what we are dOing, or what avenue 

25 to take. We ,'3ra using our own money t dea ling with our own 

• 

• 



-- ----- ------- ---- -_. ---~-----~ 

251 

1 customers, in a very highly competitive market. The image 

2. that we, internal to banking, have is different from the 

3 exte:r'nal image. We go to a great deal of trouble to consider 

5 

i 

9 

9 

our customer in terms of the consumer protection that you 

are talking about. 

We 'also go to great effort to consider the questions 

of restraint of trade and the effect upon our corporate 

customers and their aotivities. We feel that for financial 

institutions 'to be successful in the EFTS area, an institution 

must r~ve an established plan of attack, a good marketing 

10 structure, and must be well based operationally, in order to 

II handle the acti vi ty. 

12 We would like to find ways of curtailing our present 

13 paper-check reject rate, in that there is an error rate involved 

14 in our present activity, and those who have played with the 

1 - computer for a while feel like the computer will be a more ... ~ 
1 ~ effective way of ha~dl~ng a transaction. 
_0 c 

1 --' 
We have a problem in this type of EFT installation, 

in that. our marketing studies have shown us, in essence, every-
19 

one is happy with t~e present check system'except, for bank 
19 

operations officers and some knowledgeable chief executive 
20 

officers of banks. The consumer is happy with his check. The 
21. corporate customer is happy with hisi check. And the banks 

22 see the full paper as being proper and correct in its 

23 activities. My con~ern is cost and convenience when we get 

25 
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1 to thee customer himself. We ,feel like the present corporate 

2 

3 

4 

5 

7 

a 

10 

11 

12 

and retail customer will have the same consumer protections he 

presently has, but with increased convenience and decreased 

c.ost. 

From the standpoint of the financial institution, 

we will have a new and better clearing mechanism. I think here 

analysts missed the general point we are talking about. We 

are looking for a simpler operating environment. The physical 

handling of paper checks is a mess. We have an error rate 

from our computers -- an error being a rejected item which will 

not process through our reader-sorter machines -- and every 

member of the Commission should visit the operations center 

of a major bank at 10:00 or 11:00 o'clock at'night when they 

13 are attempting to make the clearing deadlines. It is an 

• A J.,., 

, -
-~ 

, -_I 

18 

1.9 

20 

21 

21 

23 

25 

amazing thing to watch the checks go through tha system. 

The main device in reading the paper check is called 

a reader-sorter. I't will process checks at a very high rate 

of speed, and very efficiently. The difficulty is that, it 

reject·s refuses to read, reads incorrectly -- 1 to 2 

percent of these items on every pass through the machine. 

When we have a rejected item, someone must 

... 
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manually process that individual item. A major bank will 

handle millions of checks in a given night. One million 

checks stacked one on top of the other is about the height 

of an SO-story building, and that is an awful lot of checks 

to be moved in a given period of time. 

Therefore, we have difficulty within bank~ with 

their operating costs. Inflation, cost of doing business, 
• 

and even diseconomies of scale -- because of the increase 
-"~I 

in the number of checks\'and increased number of accounts--

give us great diff1culties, so w£ are looking for a way that 

will reduce the cost to our customers of handlinifan account. 

Ne arQ concerned about privacy, but from our 

standpoint, most of the information that would be contained 

within an EFT system is presently available. The major 

di fterence is that we"re ta 1 king In terms of a compu ter 

search rather than a manual microfilm search. Today, 

most checks in the 

system are microfilmed as they are processed. Within that, 

you have both the front and the b~ck of the check. Therefore, 

you can see who wrote it, for how much, to whom, what date, 

and their endorsements as it goes through the system, so you 

can toll O\'l it. 
\ 

We have the same kind of access to information 

today, only slower, as what we would have in the future. 

We probably will establish consortia to create this EFT 

:." 
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1 system. We do not see consortia as being improper in our 

1 activities. The automated clearing houses are consortia in 

3 

5 

.. 
Q 

i 

3 

9 

10 

11. 

12 

one form or another. We see each individual financial insti-

tution providing di~tinct services that'are created within 

different images and different costs of operation. 

Therefore, the activities in the consortia are 

primarily created to provide a clearing mechanism to handle 

it, whether it be in the private sector, the public sector, 

whether it be in banking or whether it be supplied by outside 

firms who are providing it as services within the concept 

of EFT. 

We presently warrant that a customer can return 

an item if it is in error, or if he has some disagreement with 

13 the originator of the item. We have a warranty such that 

14 

, -.:J 

1 .. 
• 0 

T --, 
l8 

19 

20 

22 

23 

24 

25 

the originating banks accept the liability for an item, which 

they have now, for cases of forged endorsements, etc. 

• 

• 
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They go back into the system" so we have no't changed anything 

with EFTS. 

In order for an item to be posted, it must be 

authorized, particularly on the debit side~ On the credit side 

we are at a point now where we are accepting inc'oming credits 

without authorization being passed to the bank that is , 
receiving the item. 

We are concerned about fraud, but we have fraud in 

the present system. We have forged checks, we have forged 

endorsements, we ~ill have all of those kinds of things that 

we have presently. We have 10~$t cards, we have running credit 

cards; we will have the same thing with debit cards. 

There are very few ways to treat this until we can 

actually define and handle the item. The main thing to 

remember is that, in general, debit transactions under an 

account will be handled from one account at a financial 

institution into the account of a corporate customer for my 

credit to the originating account holder. Each 'item must be 

authorized in order for it to be processed. 

We are happy with the computer and communications 

capability that we see coming in in the near future~ With 

the present generation of computers we have had a magnificent 

2l increase in reliability. We have 

22 

23 

24 

25 
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1 fewer downtime situations and,fewer errors within the computer 

itself. We are taking some time to work out the problems 

3 within the software, because there are always problems within 

5 

.. 
1 

3 

9 

1.0 

11 

the software, but we are learning about that a~tivity as we go. 

In summary, as an individual, divorcing myself from 

the bank, I feel that I would be better off with EFTS than 

I am now. ~y cost of the account will still be low, convenience 

will improve, implementation will be a very slow process in 

which I can pick and choose the services I wish to use. 

Banks will lean over backward to insure that the consumer 

is protected. 

If I, as a retail cust'omer, can go to my telephone 

1.2 and, through a Touch-Tone phone, pay my bills, I am going 

13 to smile greatly. I think that is magnificent~ I, personally, 

1.4 do not balance my checkbook. I cannot do it. We find a very 

, . 
-~ 

, .. 
-Q 

, ... 
_I 

1.8 

19 

20 

21. 

22 

23 

2~ 

25 

large number of people can't balance their checkbooks; but 

under the new system, we are talking in terms of telephone 

procedures where I can call in daily and find out the balance 

in my ,account through audio response systems. 

As a cor~orate treasurer, I would like to wait and 

prove that EFTS works before I participate in it. That is 

the reason it is goin~ slowly. I have had many arguments in 

the heat of the night about why 

.,t. 

.,' 
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a corporation should accept this activity, and I can 

make a very good argument for it, based primarily on the cost 

of managing a payroll account or reconciling a gene~al 

disbursement account. 

Out, if I were a corporate_treasure~~ I wou~d go 

slowly in accepting it -- that is what we are findi~g within 

the automated clearing house activity. On the other hand, 1 

know a nu"~er of these guys who are baiting me as I talk 

because I talk also to their systems analysts, and they 

are modifying their payroll and disbursement systems now 

to be on-stream in one to two years, to be able to 

partiqipate in direct deposit of payroll and dir~ct 

disbursement systems. 

As a banker, I shudder at th~ costs that are 

going to be Involved in implementation', because they wiil 

be very large. Ye t. we are wi 111ng to undergo them in the 

short term In order to achieve a longer-term benefit to our 

customers. 
, " . 

m _ 

I personally am eager to participate in the syste~, because 

in terms of computer technology In general, this is what we 

would cons ider a II fun,lI system. I t is something new; it is 

something different. We would like to have 1 t developed. 

--.......... ---~- ~----~--~ 
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CHAIRMAN ATWATERI Mr. Anderson. 

MR. WALTER ANDERSON1 You had some favorable 

comments on computer rellab 111 toy. Do you have any 

comlllents to share with us on the t'ransmlssion l1h'S. 

re l1·abili ty? 

MR •. BARBERI 'None, sir. We have a system; it 

works. But I have not worked with actual data rates 

5 or wh~tnot in handling it. 

6 

7 

8 

CHAIRMAN ATWATER- Are there other questions 

am~n9 the co~missioners. 

CHAIRMAN WIDNALLa I would Just like to 

9 compliment the witness on his statement. It'is very 

10 forthright and to,the point', and shows good, prac'tical 

11 Kn.o~ledge. 

12 

13 

MR. I3ARBERI thAnk you. 

CHAIRMAN ATWATER' Thank 'you very much. 

14 With that, I believe, Mr. Chairman, we can 

15 adjourn our activities. 
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16 CHAIRMAN WIDN'ALLa I thank all 'ot you 'for beIng 

17 hare today, and helping to make these hearings a success. 

18 

19 

20 

21 

22 

23 

24 

25 

We hope that the others that w'Ul continue: 

three days,under two different subcommittees, 

be Just as. successful. 

the next 

will 

(Whereupon, at 51 39 p.m., the hearing was 

-ad Journed. ) 
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