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. R ; ‘I, INTRODUCTION

-

Rhode Island's Criminal History Record Information Plan estab-

lishes statewide guidelines'and procedures to ensure the security

—

and privacy of an indiviaual's criminal history record information.

"The Plan wxll be 1mplemented to incorporate new guldellnes for com-

.’

pleteness and accuracy, dlssemlnatlon and securlty of crlmlnal

- ——

history record information. - . . . - RN
'zi " Due‘yp Rhoée Is}éﬁd;sfsiég‘aﬁd.cfimiﬁal jﬁsfiée“orgéniéatioﬁal
structure, the concept of a CentralQStaté Repository beét fac;litateg
‘.the implementation of the majér elemen?; of federal security and pri-
vacy reéulations. This Plan outlines'Rhoae Island's approach foriim—
pleﬁentafion of the central repositdry fuhctipﬁ ﬁitﬁiﬂ the Departmen£
‘ofuthe Attofney General_andideﬁines a neﬁ organizational structure;

i . -, the Security~and'Privacy'Subcommittee, to coordinate the security

and privacy effort.

AN

The Plan copﬁorms’to Departmént of Justice Criminal Justice
Information Systems~guidelines dated May 20, 1975, with the exceptlon .
of hardware dedlcatlon requlrements and dlssemlnatlon prov1510ns,
whlch are re—defined in Section II.

OBJECTIVES

A T PRI ) el T

il The objectives of Rhode Island's Criminal History Record Inform-

ation Plan are as follows:

. To implement procedures for individual access

4 . ' and review of criminal history record information.

', ‘To establish statewide guidelines for handling

. "criminal history record information: and, -

>l
ST
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. To,cptline the major milestones necessary to

implement these gnidelines by December 31, 1977.

While federal regulations address only LEAA funded record systems,

Rhode Island's Plan is intended as an ‘action document for all areas'

. of criminal history record handling.

It is Rhode Island's intention to implement,the total Criminal His-

tory Record Plan prior to December 31, 1977.

The Rhode Island Governor's Justice Commission (GJC) has

responsibility for overall Plan development.' The Justice Information

Systems. Task Force, estab;isned by the GJC Supervisory Bdard}‘has

acted in an advisory capacity during the planning process. Task force

representation included: ‘ _.' o : ; ' \q
. Governor's Justice Commission | ‘ | i R |
. Court Administrator (

-  Department of the Attorney General

A.:'Rhode Island State Police | i - w»m-f S

; Rhode Island Police Chief's Association

. Department of Corrections
Staff members of the Legisletive Comm;ssion on Criminai Procedure and
the GJC aesisﬁed ﬁhe task force. Representatives of the Governor's
office and the Department of'Administration were also advised of task
force activities during the plenning process.

Plan implementation will be the responsibility of the Depart-

ment of Attornev General working with the Securltv and‘Prlvacv Sub—

')x

committee. ‘This Subcommitteée w1ll be establlshed as a flrst step in

the implementation process.’ <



-,

LSS DT BT ik W

- iy

g B L bt

el e,

R e M

. e

L
. S At e b

R e e o2 ST ]

AL C——— . P WAt T
- 1 5

CURRENT CRIMINAL HISTORY SYSTEMS -

Rhcde Island's current criminal history systems are decentral-
ized with each'crimihal justice agency maintaining independent files

of its d15p051t10n act1v1ty. Duplicaée felony arrest and finger-~

‘ prlnt data is malntalned by the Department of the Attorney General s

| DlVlSlon of Crlmlnal Identlfrcatlon (DCI), however, no offender

history files within the State currently meet the requirements for

completeness and accuracy with reéard:to dissemination as outlined

~ -

N

in Section II. L Lo LT
Police arrest files are kept at the agency level w1th dupllcate

felony records forwarded Lo the DCI. Court dlsp051tlon data is main-

‘tained in sequentlal case records at the local court-level. ' Cor-

rections and probation data is maihteined in;manual files at the
agency level. Parole data is forwarded to the DCI as parr of Parole
Board administrative orocedure; ‘

The Department of the Attorney General has.responsibility for
all Superior Court prosecutions end maintains; torough'in~process
case files and its DCI, the State's most complete file on felony of~
fenders. Misdemeanor data is not a formal part of the DCI except
for Sﬁate‘agency arrests which are under the Department of the
Attorney General's jurisdiction. »

Rhode Island's juvenile data is strictly controlled under the-‘@
jurisdiction of the Family Court,' Existing history data is controlled
at a sihgle court levei. | . ‘

' Crimioal history dissemination, perticulerly relatioé'to-police
requirements, is handled on a decentralired‘baedeﬁamoné'localipolice
agencies, State Police, end the DCI. The hajority of industrial

and individual dissemination is referred to the DCI by local police;

v
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‘however, no uniform policy or procedure for local'agenciesﬁis in

‘effect to control the process,.particularly as it relatee to‘statei

and federal agency dissemination. . vi‘>- S . Co A
No part of Rhode Island's‘current disposition reporting sYétem~

is autonated. The Department of the Attorney General's PROMIS system,

which is planned for operatlon during the second quarter of 1976, e

will provide the State 'CJIS an automated basis. for the prosecutor

- and court felony disposition.

~

Rhode Island belleves that any system developed to meet require-
ments for completeness and accuracy must first meet the operational

needs of police agencies. Additionally, nOn—criminal,justice agency

- and individual dissemination must be under adequate central control

to provide procedural uniformity as well aq ease of operation.
The State recognlzes, however, that to metely leglslate a
central dlssemlnatlon concept without providing an operational frame-7

work to meet crlmlnal justice agency needs would be unreallsth, 2

. since the LEAA Guidelines M4100-1E require that the State develop a .

multi-year State Comprehensive Criminal Justice, Information.SYstem

. Master Plan, and that: . . ‘:‘ .

. The CJIS Plan will reflect the State's systems approach to support a

"The Comprehensive State Plan must contain a
strategy and plans for the development and imple-
mentation of a criminal justice information system
and for the development and funding of such communi-
cations and telecommunications systems and projects
as are required by the State and its subdivisions to
meet the goals and objectives of the State.",

centralized repository function and will include an integrated appfoaohﬁp

-
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for statew1de offender dlSpOSltlon reportlng and crlmlnal hlstory .

dxssemxnatlon that meets the guidelines establlshed in Section II

of this Plan.

~

This Plan will requlre modlflcatlon of the existing DCI functlon L

.to accommodate an expanded centrallzed record storage-and dissemina-

tion process. This w1ll also requlre a change in DCI statutes to
reflect its expanded role, its relationship to a State Security and

Privacy Subcommittee, and a mandatory disposition reporting require-

_ment that will include misdemeanor as well as felony offenses.

EXISTING DISPOSITION REPORTING SYSTEMS

In order to describe the existing disposition reporting systems

in a comprehensive manner, our approach will be a two-fold paths

1) A review of the statutes applicable to the Division of

Criminal Identificatiecn (DCI). See Appendix A for full texts.

2) A review of the actual proceduves used to report dlspoaltlons;

A, DCY. Statutes B ] v ..

Section 12-1-4 ecuablishes the DCI with its Chief serving at

the pleasure of the Attorney General. It also indicates that the

Chief may have staff as needed to fulfill the duties of Sections -
. § .

Ay

12-1~-5 to 12-1-12.

Section 12-1-5 locates the DCI in Providence County Courthouse.

Section 12-1-6 defines the responsibility of the General Assembly

to appropriate funds for the DCI functions on an annual basis.

Section 12-1-7 indicates that DCI must maintain information on
all persons who have been or shall be convicted of any felony, or

imprisoned for any violation of the criminal laws of this St ate;k
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the mllltary, or the United States, as well as malntalnlng records
on well known and habltual offenders. This is primarily arrest

data.

Section{lz—l—B establishes a method for identifying those

© fingerprints submitted to the DCI.

Section 12-1-9 outlines DCI's‘duties with relation to assisting

1oca1.and State Police in the identification function. DCI also

must cooperate with the FBI and other'states.

Section ]2~1—10'outlines the duty of all police agencies to

. submlt flngerprlnts to DCI for all those persons who,.in thelr opinion,

are wanted for serious crimes, are fugltlves from justlce, or have

.committed a felony offense. This statute specifically excludes sub-

mission of fingerprints for violations .of city ordinances or con-
victions for similar minor offenses.

Section 12-1-11 indicates that DCI shall maintain a.file on all

‘cdhyicted felons and all those persons imprisoned for six months or

more.

Section 12-1-12 specifies that all records must be destroyed if

a person is aqquittea, and has no other crime qf moral turpitude on
his record, upon his request. N

The statutes, summarized above, delineete the structurehwithin
which'any criminal record histofy is'obtained by DCI, However, by
looklng at the actual procedures, the methods of reportlng dlSpOSl—

tlons may be better analyzed.

" B. Actual Reporting Procedures

When a person is arrested on a felony charge, the police depart?

ment fingerprints the defendant three times as part of the arfest/



LR R

L Al e e il

~1-

L S
beoking procedure. One set of fingerprints remains in the department

files, one 1s sent to the FBI and one is sent to DCI. In the case

~of a misdemeanor offense, a defendant may or may not be fingerprinted,

depending on the arresting department's policies, its manpower, and

* its practices.

The . flngerprlnt cards, once recelved by DCI, are identified .and

crosscompared with a master flle of flngerprlnt cards that are ar-

| ranged by flngerprlnt ldentlflcatlon. Dependlng upon whether the

" prints are new, or match an existing set of prints, a new record is

set up or charges are added to an old record.

When the prosecutor disposes of the case in Superior Court,

" -he sends a copy of the disposition to DCI and to;the erresting agency.

In the case of misdemeanor offenses in which there is no finger-
print taken, or there vre fingerprints taken and the police do not

submit the cards to DCI, the police obtain the dispositions in Dis-~

_trict Court at the hearings and maintain the responsibility for up-

dating their case files and docket books. In some cases of misdemeanor
offenses where no fingerprints are taken, the police do send an arrest
eard to DCI indicating the date and nature of a person's arrest and
the date and nature of the disposition. Correetions interacts with
DCI by requesting record checks aﬁd by sernding commitment sheets to
the jail iist clerk. Lists of éotential parolees ars sent to the DCI
to determine if there are other cases pendihg against the giVen~defen-
dant, and if there are other cases pending, then this information is
giveﬂ?to the Parole Board. Once a person is paroled; a iist is sent

to the DCI for updating its 1nformat10n. Probation and Parole record -

all d159081t10ns for compiling internal crlmlnal statistics.,

\
|
!

\\
\
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However, at'this point in time, they do not use any data that ‘is

essential to tracking a defendant.

CRITIQUE OF DISPOSITION REPORTING SYSTEMS T .
The existing disposition reporting system is not operating in

a consistent manner, nor is it followed by all agencies. For ex-

ample, the police do not always send.notices of misdemeanor arrests

£0o BCI and there is novunifbfm fingerprinting of arrestees through-

out the State. If a man is aireéted on a misdemggnor offense,’andi
he makes bail that same night, a police department maf not finger-
print the man, due to a lack of resources. "In éddition, the police

do not always receive reports of dispositions on their misdemeanor

R ATt Srariey Tl

‘cases, unless their personnel are in court. As a result, both police
-and DCI records are incomplete. The prosecutor subsysﬁem does report
dispositions efficiently, but.at present the Courts do not report
dispositions to ahy central agency. Corrections obtains only certain
information on the inmates, while Probatiéﬁ and Parole does nof col— '
lect arrést data. DCI itself does not forward dispositions to the
'FBI, other than upon specific requests. Throué% the establishmént
of this PLAN, and the implementation of the Stéte's CJIS Plan, those
items éritiqued abéve will be further examined in an effbrt‘to im-
prove the disposition feporting system in the State,‘to insure ac-

curate and complete disposition reporting on all criminéfzcases.
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¢ ’ - ‘II.- APPROACH TO MEETING OBJECTIVES

This section describes Rhode Island's approach to meeting the

~objectives outlined in Section I. It is organized as follows:

l. Central State RepOSLtory

2., Security and Privacy Suboommlttee

3. Definitions |

4. Criminal HistoryARecord Information Guidelines
5. Audit Responsibility

6. Certification Process

£

7. Cost Estimates

CENTRAL STATE REPOSITORY

’

The Department of the Attorney General's central state rep051—

- tory w111 control and handle all dissemination of crlmlnal hlstory

record information to criminal justice agencies, non-criminal justice

agencies and the private sector in accordance with dissemination ’

guidelines established by this Plan. The repository will also act
as the central point for all.individual access and review of criminal
history records. Repository procedures, as well as the criteria for

disposition reporting and dissemination, will be developed by the

" Security and Privacy Subcommittee and the Department of the Attorney

General. . ‘

Through the Subcommittee and the Department of the Attorney
General, Rhode Island will create a central focal point for criminal
history record matters and esteblish a straightforward mechanism for
policy and administration. A major element of. repository operatlons
w-ll be lts 1nternal systems for record access and storage. . These
elements provide the respon51veness and rellablllty mecessary for
the repository to assume operational responsibility for timely, ac-

curate dissemination to criminal justice agencies.
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* * 'SECURITY AND PRIVACY SUBCOMMITTEE

The Security and Privacy Subcommittee will develop initial policy

‘ guidelines'fo;fthe administration 6f the CHRIP. The Department of

the Attorney General will be responsible for implementation of pro-

. cedures internal to its operation, including the Central State Re~

pository. Other criminal justice agencies participating in ‘the

CHRIP will develop inte£nal procedures to~meét the policy guidelines’
of‘thg Secufity and Privacf Subcommittee. The Secu;ity and Privacy
Subcomhittee will function pérmanently in an advisory capacity in

v

matters of poiicy to the Department of the Attorney General, the

‘Supervisory Board of the Governor's Justice Commission, and the

other participating agencies.
The Security and Privacy Subcommittee will be a nine member body
composed of representatives from the five user agencies: The Qffice

of the Attorney Generai, the Courts, Department of .Corrections, the

' State Police, and Rhode Island Association of Police'‘Chiefs, and four

representatives from the membership of the Supervisory Board of the
Governor's Justice Commission to be appointed by the Planning and Ad=-
ministration Subcommittee of that Board.

DEFINITIONS

S

( ‘ !
The following definitions apply to the criminal history portion

of Rhode Island's CJIS. |,

1. Criminal History Sub-System:

The CJIS Sub-System including eQuipment,'facilities,’
'procedures, agreements, and organizaEions thereof usga
for the collection,  processing, preserﬁétion, or dissemin- .
ation of criminal history record information. |

2. Criminal History Record Information

Information collected by criminal justice agencies qﬁ\

i

=
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individuals consisting of identifiable @escriptions_>_”
and notations of ar;esté, detentions,'indQEtments,'.%
informations, or other formal criminal charges, and
any‘dispbsition arising therefrom, Séﬁtencing, cor-
rectional supervision, and release. ?he term~does

not include identification information such as fiﬁger-
print records to the e#tent that such information does
not indicate involvement of thé individual in the
criminal justice system. '

3. Criminal Justiée Agency:

" (1) Courts; (2) a government agency or any sub-unit
thereof which performs the administration of criminal
justice pursuant to a statute or executive oraert and

which allocates a substantial part of its annual budget

~

‘"to the administration of criminal justice.

4. Criminal Justige:

Performance of any of the following activities:
detection, apprehension, detention, pretrial release,
post-trial release, prosecution, adjdﬁication, correc-
tioﬂal supervision, or rehabilitation of accused persons

or criminal offenders. The administration of criminal

"justice shall include criminal identification activities

¥

and ‘the' collection, storage, and dissemination of criminal

history record information.

5. Disposition:

Information disclosing that criminal proceedings have

been concluded, including. information disclosing that the
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police have elected not to refer a matter to a

ﬁrosecutbr or that a prosecutor has-elected noéhto
;ommence criminal proceedings, and also disclosing
thé nature of the termination in the proceéﬁings;
or information disclosing that proceedings have
been indefinitely postponed ana'aléo discloéing

the reason for such postponement. Dispositions

.shall include, but not be limited to, acquittal,

acqulttal by reason of insanity, acquittal by reason

of mental incompetence, case continued without finding,
charge dismissed, charge dismissed due to insanity,
charge dismissed dué to mental'incompgtencyh chérge,
still pending due to insanity, charge still pending

due to mental incompetence, guilty plea,‘nolle prosequi,
no papér, nolo contendere@piea, convicted, youthful
offender determination, deceased, deferred disposition,

dismissed -~ civil action, found insane, found mentally

- incompetent, pafdoned, probation before conviction, sen-

tence commutéd, adjudication withheld, mistrial -~ def-
endant discharged, eﬁegutive clemency, placed on probation,
parélea,.released from correctional supervision, escaped
from detention, or reéurnedl

6. Conviction Data:

Information indicating that an individual pleaded

guilty or nolo contendere to criminal charges or was con~

victed., SR B e Tt
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7. Non-Conviction Data:.

‘ Arrest infclmation without disposition if an

-

. interval of one year has elapsed from the date of
P ; »
arrest and no active prosecution of the charge is

pending; or information disclosing that the police

have elected not to refer a matter to a prosecutor;
or that a prosecutor has elected not to commence
criminal proceedings; or that proceedings have been

indefinitely postponed as well as all acquittals and

=Ny e T S S s SRS e

all dismissals.

Tk e e T
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CRIMINAL HISTORY RECORD .INFORMATION GUIDELINES

SX-Jie

The following guidelines underlie Rhode Island's Criminal Justice -

i ; Information System. They apply to all state'agéncies handling criminai.

history record information and the central state repository as the

i asaisg
o

! 4 focal point for dissemination of record.information:

1. Completeness and Accuracy

4 (a) Disseminated records must contain information of any
8 dispositions within the State within 90 (calendar) days after
disposition has occurred. » L ) .

(b) If disseminated criminal’history record information is

L4

g

found to be erroneous, it must be corrected. Redbrd reconstruc-
tion will be the responsibility of the central state repository.

2. Dissemination - Limits

Dissemination means transmission of criminal history record

[

information to indivigualscaﬁd agencies other than the criminal

justice agency which maintains the criminal history records.
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Disseﬁination includes confixmation of the existence or non-
existénce of a criminal history record and thus such a con~
firmaiion may not be communicated to anyone who' would not be
eliglble to receive the records themselves.

.There are no federal or Rhode Island state llmlts on the’
dissemination ofkconv1ct10n data, that is information indicating
that an individual pleaded guilty'or nolo contendere to criminal
charges or was convicted. Nor are tﬁere any limitations that
prohibit the release of information concerning cases that aie
pending in some stage oﬁ_procéssing or prosecution. Therefore,
"all such information will be available for dissemination both
to éfiminal justice aééncies énd non~criminél Justice aéeﬁciés
as long as the requirements of completeness and accuracy are met,

Since there are currently no Rhode Island lawsﬂlimiting'éhé
dissemination of criminal history ipform§tion, the only govarnipg
regulations are federal regulations. The dissemination limits
imposed by the regulations relate only to nén~-conviction data,

JBy‘December 31, 1977; dissemination of non;conviction data
will be limited to:

A. Criminal justice agencies when the information is to be
. !ﬁséd for administration gf criminal justice purposes

and criminal justice employment.

B. Individuals and aéencies'pursuant to a specific agreement

with a criminal justice agency to provide services required .

‘for the administration of justide. ,

C. 1Individuals and agencies for the express .purpose of re~

search evaluative or statistical activities pursuant to

@
»
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an agreement with a criminal justice agency. A sample non-

disclosure agreement to be used by researchers is included

-in Appendix B.

" D. ‘Individuals and agencies for any purpose authorized by statute,

ordinance( executive order or court rule decisidn or order as
Eonstrued by appropr%ate Sﬁate or local officials or agencies.
_‘A.search of the generaillaws.of Rhode Island reveals a number

of licensing statutes that would authorize disSeﬁination.

These are enumerated in Appendix C.

Although these limitations on dissemination do not become effective
ugtil December 31, 1977, Rhode Island hds‘alrean adqpted'a restrictive
attitude towards dissemination. The Bureau of Criminal Identification
under the direction Of the Attorney General has stépped all dissemina-
tion to non-criminal justice agencieé*ﬁnless feceipt'qf‘criminal history
data has the personal, specific, prior approval of the Attorney General.
This restrictive policy will remain in effect untll the Privacy and
Security Subcommittee establishes specific guidelines, or until the
State Legislature passes comprehensive legislation concerning the dis-
semination of criminal history record information. .

In order.to insure that dissemination of non-conviction data is
limited énly to criminal justice agencies and the specifically per~
mitted non-criminal justice agencies and ihdividuals, the office of

the Attorney General will require that each requesting agency or

indivigual sign a user agreement. In lieu of a comprehensive state

. statute in this area, the user agreement is designed to guarantee

the ihtegrity of the system. A signed user agreement is regquired of
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_any party recéiving criminal history igfbrmation,'whether the in=-

formation is received directly from the DCI or through some inter- °
mediary user agency.;fWith the advice of the Privacy and Security ’

Subcommittee, the of%icg of the Attorney General .will develop the

procedures and forms used for implementing.the user agreements.

3. Juvenile.Records

Agencies must insu;ekthat dissemination of records con-
 cefning proceedings}relating to the adjﬁ&ication of a juvenilé
as delinquent, orAin need of supervision (ecr the,equivalent),

' to non-criminal jusiice agencies is prdhibited, unless a
statute or ngeral Executive Order‘speéifically authorizes -
dissemination of juveniie records. These guidelines supplement,
but'do not supplant,'existing state‘laws and proceéurés for
control of juvenile records.

4., Security .
In order to insure confidentiality and'security of criminal
fhiétory record information, a criminal justiée agency shall‘
insure the following:
(a) General. ‘ . ; ' | .
(1) Select and supervise all personnel authorized to
have direct access to such information;
(2) Assure that an individual or agency authorlzed
. direct access is administratively held respon—
'sible for (1) the physical securlty of crlmlnal
”hlstory recoxrd 1nformatlon under its. control orv

inults custody and (ii) the protectlon of such

information from unauthorlzed‘accesses, dlsclosure,

N
=

or dissemination;
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Institute procedures to reasonably protect
criminél history record information from
unauthorized access, theft, sabotage, fire,
flood, wiﬁd, or other natural or man-made
disasters; J

Provide that each employee working with or
having access to criminal history record in-
forﬁation should be made familiar with the
substance and inteﬁt of these regulations;'and

Provide that direct access to criminal history

" record information shall be available only to

authorized officers or employees of a criminal

~justice agency.

-

. Although hard decisions cannot be made at this time concerning

security at the Central State Repository, Rhode Island has been

prepariag for any contingencies that might arise, Appendix D contains

a description of security measures that will be considered as the

security needs of the repository are determined.

(b) Computer Processing

If an agency's criminal history record information is

processed on an electronic data processing (EDP) system, the

Security and Privacy Subcommittee shall:

(1)

Insure where computerized data processing is

employed, effective and technologically advanced

software and hardware designs are used to prevent

unauthorized access.to such information;
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(2) Have authority to develop policy and priorities
concerning_criminai history computer operations,
_withiﬁ.guidelines established by the Criminal
Justice Information System Subcommittee; .
.{(3) Have éo&er to advise’agehcies on gqualifications
“for personﬁel who are permitted to work in a deJ
fioed area where such iﬁfo;mation is stored, col-~
lected, processed or disseminaﬁed; and
(4) Confer with the Criminal Justice Information sttem
Subcommittee of the Governor'é Justice Commission
~on matters affecting the development and management
of computerized-data operations.‘ .

{c) Dedicated Hardware

Rhode Island believes that the Federally legislated re-
quirement for "dedicated hardware" without regard for system %

deSign or cost implications does not reflect a sound system de~

velopment approach. The use of hardware, whether shared or

used solely for criminal justice processing shall be the decision

of the Criminal justice Information Subcommittee based on the ‘&,
system's approach, but requiring that criminal justice agencies
continue to'be the responsible management concerning the pro;

cessing and’control of criminal history record infoimation.
Determination of a specific‘hardware approach will be made g;ggg

a CJIS systems Master Plan has been -developed that reflects user
needs, operational costé; and adherence to sechrity criteria for 7'@'

information control and .handling.
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‘AUDIT RESPONSIBILITY

3

b

In addition to the procedures instituted by each agéncy and

its administrative reésponsibility to insure the accuracy and com-

pleteness of all data reported to the ‘central state repository,

_ the State shall provide for an annual audit of participating agen-~

. cies in order to insure that regulations regarding ceollection, use,

and dissemination of criminal history records are being adhered to.

Throughout this process, the Security and Privacy Subcommittee will

have overall audit responsibility. -

Rhode Island recognizes the desirabilit? of conducting, on an

annual basis, an operational audit'of.the~following:

. actual records utilized for reporting information to

. the Central State Repository,

dissemination and use of criminal history information,

other procedures established in accordance with these

regulations; such as individual record review and appeal
procedure, system security, and manageﬁeﬂf control,
(generally, the procedures utilized .in conducting an op-
erational audit of this sort should include documentation

of the source documents used, guch as police blotters and
reﬁaeét log books, preparation of flow charts which'depictﬂ
how documents relate to one another (audit trail), selection
and ‘use of a random sample for each process defined to track

information through those processes, and interviews and ob-

. servations of the processes in actual daily operation).’
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It is, therefore, the intention of Rhode Island to meet the.

requirements for audltlng as follows-

e« . An annual audlt of court records  and court infermation
"use and dissemination will be conducted for a statisti-’

: Ea;;y signifieant numbe: of court locations undef the |
direction of the State Court Adminietrator.

- An annual audit of police, prosecution, and correction
records and information use and disseﬁination will be
conducted by the Central State Repository for-a etatis—
tically significent number of these egepcies under the
.direction'of the policy-guidelines eeteblished by the
Security and Privacy'Subcdmmittee.

« A periodic (biannual) audit will bevcoﬁducted by an
1ndependent, outside agency or vendor regarding the ’

internal and management controi proceduree'of the
éentral State Repository, individual record review and
eﬁpeai procedures, and overall system security. This
auditor will be selected by the Security and Privacy

Subcommittee.

CERTIFICATION PROCESS

This Plan, in its entirety, represents Rhode Island's certifi-
cation to iﬁplemept its Security and privacy guidelines for criminal
history record information by December 31, 1977. The certlficatlon
procees for the Central State Rep051tory and supportlng systems w1ll

~ be the responsibility of the Security anvarlvacy Subcommittee once

established. In the interim, the Justice Information Systeﬁ Task




[ SR
|

-

T emEN RN

Pe P e e cocamBens we ool b b O
.

-
ey -

._"L.;-*:‘-.'f'_»“":"' %

ot

S it Lindali

2l

e

i N T

I enidelbt

PRCT IR IR TOLS2 SR SN
g A

r

=

Force, ﬁy virtue of its authority for plan development,ywill_iSSue
‘ | } ) . .
this fir%t-certificatibnﬂstatement. The initial certification .

1

stétemeﬁﬁ;iS'CQntéined in Appendix E.

COST ESTIMATE

‘.The cost for implementation of the criminal history record'
inforﬁation guidelines is directly related to the type systems,
hérdwaré and ofganitafional étrucéure employed. These costs will
be estimateq in detail after a CJIS and éentral repository design
approach has been developed. Cost ranges for majof implementation
milestones are included in Section V, Implementation Time Schedule,

The success of this Plan will depend on receiving substantial fin-

ancial assistance from LEAA.
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. IITI. INDIVIDUAL ACCESS AND REVIEW

This section outiines Rhode Island's procedure for individual
access and re;iew of crimipel history record information. The °
procedure will be implemented and controlled by the Division of
Criminal'Idenﬁificatien until the'ceﬁtiel state repositery haskbeen

established.

A citizen has the right to review and question information =

which is collected, stored, and disseminated about himself and/or
his actions - especially when that information could be utilized to
damage his reputatlon or to conflne hlS act1v1t1es. The following-

procedure is to be followed when an 1nd1v1dua1 wishes to access and

. review his criminal history record, and after such review of his

record, the individual feels that this record contains inaccurate
or incomplete information.
' '

The Rhode Island General Laws, Title 42, Chapter 35, also

known as the Administrative Procedures Act, establish the authority

for state and quasi-state agencies to promulgate rules and mechan-

isms for administrative reviews of agency ﬁatters. Only after &
complaint has been processed through an agency's administrative

review procedures sﬁall the matter be appeelable to Fhe Superior

Court of Rhode Island. The procedures contained in the remainder

of this section, then, are for promulgation by the yet-to~be-
establishedlsecurity and Privacy Subcommittee. Whatever procedures
are finally placed on file with the SeCﬁQtary of Statejand implementéid
shall be in full compliance with the guidelines established byxfhe

]

Administrative Procedures Act.

e
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As described in.other sectlons of this Crlmlnal Hlstory Record
Informatlon Plan, criminal hlstory records will be dlssemlnated
from one central site, the central state repository. An individual
or his atéorﬁey may; upon pfoper identification and submission of
a formal request, review his criminal history‘recbrd at the central
gtate repository, and obtain a photocopy of the record for his own
use if he wishes. |

If the individual indicétes a désire ‘to contest the accuracy
or the completeness of this record,‘he may do so by submitting a
formél complaint. If, after tracing the items of information in

qguestion to their source, the central state repository can determine

no error in the transfer of.ﬁhis data to the criminal history récérd,

a hearing will be schéduled béfore a three-member panel of the
.Record Review Committee, established for the sole purpose of re-
v1eWLng and resolv1ng complaints about 1nd1v1dual criminal history
records. The Record Review Committees w1ll be comprised of members
from the Security and‘Priya;y Subcommittee and will be appointed by
the Chairman of that Subcommittee. The individual éontééting the
record may bé represented Sy counsel and may érdss~examine witnesses.

Appeals from this hearing may be taken to the Superior Court, as

outlined in Rhode Island's Administrative Procedures Act.

4,
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DETAILED PROCEDURES ' ' R

-

Individual Or His Attorney 1. Appears in person at the Central
. ' State Repository and fills out
L ' request form to review criminal
history record. 1If attorney, -
must prove same by signed affi-
davit from 1nd1v1dual belng
represented ¢

Central State Repository ~ 2, Verlfles 1dent1ty of individual
’ o through review of at least two
. items which indicate the indi-
- - vidual's name and address, such -«
' ) as credit card, driver's license,
preprinted- checkbook or a finger-
print card. At least one of
these items musgt contain the indi-
vidual's signature. The indivi-
. dual is asked to sign his name
on the log sheet and a wvisual check
made between this signature and.
that put forward on the item of ‘
identification. =

‘ ~ ’ . 3. Enters request to review record
' in log. . ‘
4. Obtains criminal history recoxd
for that indiwvidual's review.

. Individual . 5. Reviews record; takes notes if
' . necessary.

6. If individual desires photocopy ¢
of record, he may request and
obtain a copy by signing to that
effect on an original request log.

Central State Repository, . 7. Makes photocopy of record for
' ' - individual and stamps "No Com-
plajint Filed" on the face of
thlL record.

<

8. Reflles criminal history recora’\
Individual or His Attorney 9. Requests complalnt form if record
~is found to be incomplete or. in-
. accurate. Fills out,ss;gns, and
obta%ns photocopy of récord.:

[

[

&



=

&

‘Central State Repository

Agency with Original
Documents

Central State Repository

Central State Repository

s
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10. .

11.

12.7

13,

14,

15.

16.

17.

19.

Prepares self-addressed envelope
for future notification of re- -
sults of complaint.

Provides complaint form; envelope,
photocopy of record, and copy of
description of complaint and hear-
ing process to individual.

Stamps "Complaint Filed" on face

.0f the photocopy of the record.

Ascertains agency with original
documents containing challenged
information; sends original com-
plaint form, photocopy of crimi-
nal history record, and notice
requesting return of complaint
within 20 days to agency.

Refiles original criminal history
record with flag indicating that
the record is. "Under Challenge'.

Files complaint copy and envelope
in 20-day tickler file.

Enters fact that complaint was
filed, date, and agency to which -
cocmplaint was sent in log book.

Compares contested items on the
criminal history record with
original documentation; certifies
either that information is correct,
or that the criminal history record
should be changed; signs- and re-
turns complaint form to Central
State Repository. )

Assures that complaints are re-
turned within a 20-day time
period by use of tickler file and
telephone notification of the
originating agency.

If error was found and corrected,
pulls original criminal history
record and enters correct infor-
mation thereon; removes flag;
refiles record with original-
complaint attached.



a. Notifies all criminal justice
and non-criminal justice
- agencies to which record was
- : ' : disseminated of accurate 1n-
’ : formatlon. 0

R R I I )

o . b. Enters in log the date and
. . ‘ . ’ ' ' - resolution of the complaint.

| I o - . . e. Notifies individual. -Pro--

: ’ : vides individual, if requested,
with a list of non-criminal
justice agencies which have
received record.

20. If error was not found and/or
) not corrected by original enter-

ing ‘agency, Central Repository.
sends original complaint, noti- -
fication envelope, and photocopy -

« of record to the Record Review -

R . : i - . Committee; refiles complaint copy -

in tickler file for 60 days hence.

. 21. Establishes date for hearing
before Record Review Committee
not more than 40 days hence nor
less than 20 days hence. ot

'a. Notifies 1nd1v1dual and/or
. . . his attorney; sends photo-
- : " copy of complaint and in-
T ' , structions.
T . Notifies agency with orlglnal
‘ documepcetlon as above.

§ ' . ' ¢. Notifies Record Review Com-
1 mittee; makes administrative
" preparations for hearlng.

Individual . . 22. Appears at hearing w1th or Wlth—'
‘ . ' ‘out counsel; cross—examines
¥ o witnesses; presents ev1dence, 1f
he wishes. .

Original Entering Agency 23. Has the burden of proof to
‘ demonstrate that the record
entries in question were made R
in compliance with accuracy ‘
procedures, and are, in fact,
correct.

o

7

20
i
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Record Review Committee

Central State Repository

Individual Or His Attorney

25.

260 :

270

28.

- 29.
30.

310

Decides a contested case by
either stipulation of the .
parties, or agreed settlement,
or default, or findings of fact
and conclusions of law.

When the disposition is an in- -
fornial one (default, stipu-.
lation, settlement), enters

~disposition on original complaint

and signs; makes out order and

‘hands, or mails, to all parties.

When disposition is not an in-
formal one, prepares.separate
findings of fact, conclusions

‘of law, and disposition order,

based on majority opinion of
the Committee. Copies of these
documents will be sent to all
parties in the case within 30
days from the conclusion of :
the hearing.

Receives copies of all disposi-
tion orders; updates all criminal

.history records as appropriate.

Ascertains from logs the agencies
or individuals who have received
inaccurate information, and
notifies as needed.

Enters disposition in log.

Files complaint and ‘records of
hearings in appropriate closed -

May file an appeal from the
decision of the Record Review
Committee within 30 days from
receipt of the disposition order
in Superior Court, in accordance

"with Rhode Island's Administrative

Procedures Act, Title 42, Chapter
35, Sections 16 to 18 of the .
General Laws of Rhode Island. A&
copy of the appeal 'will be sent =~
to the Record Review Committee,
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32.

.

£

" Prepares and transmits the

original or certified copy of
the transcript of the hearing
under review to the Clerk of
the Court in which appeal was
filed. .
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IV. MAJOR IMPLEMENTATION MILESTONES AND RESPONSIBILITIES
The major purpose of Rhode Island's Plan is to establish a
rational approach for- implementation of criminal history record

information guidelines. The following-major milestones are de-

_signed to implement Rhdde Island's criminal history record infor-

mation guidelines:

Implement Individual Access and Review Procedure - 3/76

The Department of the Attorney General through its DlVlSlon of

Criminal Identification will be respon51ble to 1mplement operational

procedures for Individual Access and Review until the Central State

Repository is established. The Subcommittee Will appoint a Record Review
Committee to perform the review process called for in the prbcedufe.

Establish Security and Privacy Subcommittee - 3/76 °

The Supervisory Board of the Governor's Justice Commission will

appoint a Rhode Island Security and Privaey Subcommittee to develop

A

security and privacy guidelines. (See Page 10)

Design Conceptual CJIS Reporting and Disseminetidn Sub~-Systems - 5/76

The CJIS Subcommittee will assist.the Security and Privacy Sub-

Committee in the deVelopment of a conceptual design‘and implementa-~

tion plan for a statewide disposition reporting and dissemination
. . iri
i L

system. This element will become a key part of the State's overall ,A&ii

| )
CJIS Plan. Rhode Island's estimate of cost for implementation of /
A

A

criminal history record information guidelines will be developed aftez:v

design approval of the disposition and reporting sub-systems. The

Governor's Justice Commission will provide coordlnatlon of conz

tractors that may be required to support this recently developed
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*implementation plan, and will also provide investigationrtand reporting

on financial resources to accomplish these tasks.,

Prepare Criminal History Legislation - 1/77

The Legislative Commission on Criminal Procedure will prepare

- legislation establishing a central state repository based on the

récommendations of thé.Security and Privacy Subcommittee.aftgr sys-
.temsyrelationships have been approved fo% implementatién. Central
Repository Legislation shall include: - -
1. Establishment of the central;State repository within
the‘Department of thevAttorﬂey General, to include
added jurisdiction and administrative responsibility
beycnd~current Division okariﬁiﬁal Identification
'Respdhsibilities. ‘
2. Expanded mandatory disposition reporting requirements
. for misdemeanors. ‘
3. Legislafion on non;criminal juétidé uses of criminal
history record'informat;onb r L
4. Penalties for viblation of criminal‘history record

information guidelines.

Implement CJIS Sub-Systems - 6/76 to 10/77'

The Criminal Justice Information Sdbcommittee and Security and
Privacy Subcomﬁittee will york‘wit@?the responsible agenéies in the
planning and implementation of Rhoie Island's CJIS sub-systems for
criminal history process%hg;& Impl%mentation‘includes:” '

. Design U . '

"+ Software developmerit : ~ o
I : . .
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- . Hardware
. Record conyersion
° Staffing
. Physical facility conyersion
"« Disposition Reporting Systems '
| . Design
. éoftware development
. Hardware requirements
. Agency Procedures/User Agreements
. Audit Procedures
. Training

Implement Final Criminal History Record Informaticn Guidelines -~ 10/77

The Security and Privacy Subcommittee, in coniunction with the
Department of the Attorney General, will develop and evaluate im-
plementation of Criminal History Record Information Guidelines after

supporting CJIS5 sub-systems and agency procedures have been developed.
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" RIODE ISLAND v
CRIMINAL HISTORY RECORD .INFCRMATION PLAN T
IMPLEMENTATION TIME SCHEDULE . ' o
YMILESTONE COST RANGE DATZ , N ‘,
: : | e . 1978 Sy 1977 -3
3 4.5 6 7.8 9 310 11 32]31 2 a3 4 5 6 7 8 9 10 313 12
I IMPLEMENT INDIVIDUAL ACCESS AND REVIEW |1 man month |x . ’
- PRCCEDURE
1 ES1ABLISH CRIMINAL JUSTICE INFORMATION |1 man month [|-——X
SURCOMMITTEE AND SECURITY AND :
PRIVACY SUBCOMMITTEE .
IT CI31GN/APPROVE CONCEPTUAL CJIS REPORT- |30 - 50K x
1%G AND DISSEMINATION SUB SYSTEMS 1 man month
V PREPARE CRIMIWAL NISTORY LEGISLATION 2 rian months %
IMPLENENT CJIS SUB SYSTEMS ,
1. CENTRAL REDPOSITORY ’ _ ‘
¢ DESIGN 40 - 60K —— . Ly
© HARDWARE/SOFTWARE 100~150K ‘ x "
. o CCNVERSION 150-200K x .
’ o STATF 3 -6 . x
| o PHYSICAL FACILITIES 10 - 20K x 5 :
2. DISPOSITION REPORTING
© DESIGN/SOFTWARE 150-200X x o
o NARDEARE . 50 -100K —_— R
o CONVFRSION 6 man months ' e X
3, AGLNCY PROCIDURES/USER ‘ ’
AGRERNIENTS _ 4 man months X
4. AUDIT DPROCEDURES 2 man months x )
5. TRAINING . 6 man months x
 IMPLENENT CRIMINAL HISTORY RECORD .
INFORMATION GUIDELINES ) . . x ‘
2 [
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12-1-4 Division of criminal identification - Chief and
. * -  asslstants. There shall be a division of criminal -
- identification in the department of the attorney-
general to Serve at the pleasure of the attorney-
. general, who shall devote all his time to the
duties of his office. The said chief with the
approval of the attorney-general may appoint such
assistants as he may deem necessary to tarry out
the work of -the division, within the -limits of any
appropriation made for such purpose, and may with
the approval of the attorney-general discontinue
the employment of any such &ssistants at any time.
Said chief shall perform the functions regquired by
12-1-5 to 12-1-12, inclusive.

12-1-5 Office space of division -~ The division shall have
suitable offices in the Providence county court-
house assigned to it by the director of administra-
tion.

12-1-6 Appropriations for division - The general assembly -
shall annually appropriate such sum as it may deem
necessary for the salaries of the chief and his
assistants and for the expenses of maintaining the
division in accordance with the provisions of this

. chapter. ~

12-1-7 Criminal identification records - Stolen property
It shall be the duty of the attornev-general to
procure and file for record in the office of his
department so far as the same can be procured,
fingerprints, plates, photos, outline pictures,
descriptions, information and measurements of all
persons who shall be or shall have been convicted
of felony, or imprisoned for violating any of the

‘military, naval or criminal laws of the United
States or of any state, and of all well-known and
habitual criminals from wherewer procurable. He
.shall procure and keep on file in the office of

. said department, so far as the same can be procured,
fingerprints, measurements, processes, operatlons,
51gna11et1c cards, plates, photographs, outline
pictures, measurements and descriptions of any
person who shall have been or shall be confined in
any penal institution of this state, taken in
acceordance with the system of identification in
use in any such institution. He shall also keep
on file in said office the reports of lgst, stolen,
found, pledged or pawned property requlred to be
furnished to him under the provisions of 12-1-10.




(e

Methods of identification - The department may use

12-1-8

any of the following systems of identification:

the Bertillon, the fingerprint system and any system
of measurement that may be adopted by law in the
various penal institutions of the state.

Assistance to st-te and local police in finger-

12-1-10

print identification - Enforcement powers -
Cooperation with federal bureau and other states

' Whenever requested by the superintendent .of state
- police or by any superlntendent or chief of police

or town sergeant of any city or town, the attorney-
general may assist such police officials as a
criminal investigator in all criminal. 1nvest1gatlons

- involving identification by fingerprints. The

attorney-general shall have and may exercise in
any part of the state with regard to the enforce-
ment of the criminal laws, all powers of sheriffs,
deputy sheriffs, town sergeants, chiefs of police,
members of the division of state police, police
officers and constables. The attorney-general may
send or cause to be sent to any state or patlonal »
bureau of identification established for ‘the pur-
pose of exchanging information, according to the
method of identification by fingerprint, or to any
police department, whether within or without the
state, the descriptions of any person who may have
been fingerprinted in this state.

Duty of police officials to furnish fingerﬁrints

and stolen property lists - It shall be the duty
of the superintendent of state police and of the
superintendents or chiefs of police or town ser-
geants of each city' or town, hereinafter referred

to as police officials, to promptly furnish to the
attorney-general ringerprints and descriptions of

all persons arrested, who, in the judgement of

such police officials, are persons wanted for serious
crimes, or who are fugitives from justice, and of

-all persons in whose possession at the time of arrest
.are found goods or property reasonably believed by

such police officials to have been stolen by such
persons; and of all persons in whose possession are
found burglar outfits or tools or keys or who have

in their possession explosives reasonably believed

to have been used or to be used for unlawful pur-
poses, or who are in possession of infernal machines,
bombs, or other contrivances in whole or in part and
reasonably believed by said police officials to ,
have been used or to-be used for unlawful purposes,
and of all persons who carry concealed firearms or
other deadly weapons reasonably believed to be carried
for unlawiful purposes or who have in their possession
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"inks, dye, paper or other articles necessary in

the making of counterfeit bank notes, or in the

- alteration of bank notes; or dies, molds or other
articles necessary in the making of counterfeit
money, and reasonably believed to have been used

or. to be used by such persons for such unlawful .
purposes. This section is not intended to include
violators of city or town ordinances or of persons
arrested for similar minor offenses. It is also
made the duty of said police officials to furnish
said department daily copies of the reports received
by their respective offices of lost, stolen, found,
pledged or pawned property. .

E
t
i
i .
1
13
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12-1-11 Photographs and descriptive information as to persons
convicted - In the case of every offense for which
an indictment has been found or an information filed
and in which the offernider has been found guilty and
sentenced, or has pleaded guilty or nolo, the at-

- torney-general shall cause to 'be taken a photograph,
and the name, age, weight, height, and a general des-
cription of such offender and his fingerprints in
accordance with the fingerprint system of 1dentlflca-

. _ tion of criminals and a history of the offender as

shown upon trial. In the case of all offenses tri-
l ' able in the superior court for the counties of
Providence and Bristol, the attorney-general shall =

. cause such flngerprlnts, photograph ‘and other 1nfor—
mation to be taken by his department and in the cdse of.
all offenses triable in any other county he may make
such arrangements for the taking of such fingerprints,
photographs and information as may to him seem most
desirable. In the case of offenses other than those
that are indictable, for which an offender is com-
mitted under a sentence of impriscenment for a period
of 'six (6) months or more, the warden or keeper of a
place of detention or penal institution other than

- institutions designed primarily for the detention of

-juveniles, to which an offender is committed; shall
cause to be taken, unless the court otherwise orders,
a like description, photograph, fingerprints and his- -
tory of such person. Such description, photographs,

] flngerprlnts and history shall be taken by persons

' in the service of the state appointed by the attorney-

general for that purpose. All such descriptions, :

photographs, fingerprints and identifying matter

shall be transmitted forthwith to the attorney-

general. . .
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Destruction of records of persons acquitted - Any

fingerprint, photograph, physical measurements or
other record of identification, heretofore or:
hereafter taken'by or under the direction of the
attorney-general, the superintendent of state
police, the member or members of the police depart-

. ment of any city or town, or any .other officer

authorized by this chapter to take the same, of
a person under arrest, prior to the final convic-
tion of such person for the offense then charged,.
shall be destroyed by the officer or department

-having the custody or possession thereof udpon

demand of the person so photographed, measured

. or otherwise identified, if such person is acquit-

ted or otherwise exonerated from the offense with
which he is charged; provided, that such person

- shall not have been previously convicted of any

offense involving moral turpitude. Any person who
shall violate any provision of this section shall
be fined not exceeding one hundred dollars ($100).

Sy
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' RECORD MAINTENANCE STATUTE OF THE DEPARTMENT
- ~ OF CORRECT”ONS :

LY

13.3.4  IDENTIFICATION AND DESCRIPTION OF INMATES - The
saild director shall cause prisoners confined under sentence
in the adult correctional institutions to be physically and

factually described in accordance with accepted criminal

identification standards for the identification of criminals.
The said assistant director shall cause such identification to
be made by a person or persons in the official service of the
state, and shall prescribe rules and regulations for keeping
accurate records at such institutions, and for classifying

and indexing the same.

. .
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NON-DISCLOSURE AGREEMENT

-

Whereas ' (hereinafter "Researcher")-
has requested permission from the Rhode Island Division of Criminal
Identification (hereinafter "DCI") to analyze certain criminal
history data maintained by DCI in connection with a project defined
in an attached letter dated ; and

Whereas, the Director of the DCI or his authorized deSLgnee
has approved said request by a letter to Researcher- dated_ :

‘ NOW, THEREFORE, in consideration of DCIYs furnishing such
information to Researcher, the parties agree as follows: o

1. The following items of informatien shall be supplied
by DCI to Researcher, to the extent that such items are contalned in
the files of DCI:

- 2. Researcher acknowledges the confidential nature of the
criminal history data to be supplied to it and agrees to not disclose
any such data in a form which is identifiable to an individual, to
anyone not 1mmed1ately concerned with the research project pursuant

»to which such data is rurnlshed.

A3. In order to conceal the 1dent1ty of persons whose
‘criminal history records are supplied to Researcher, Researcher agrees:
a. to use the informatinn furnlshed under this
agreement only for tune purpose descrlbed in the
‘attached project description;

’b."to, so far as possible, replace the name and R
address of any record subject w1th an approprlate
code identifier;

- ¢. to restrict access to all data supplled by DCI to
those emplovees whose responsibilities "Gannot be o
accomplished without such access; .«

d. to store all data received from DCI in secure
. facilities;

e. to refrain from copying any data furnished by DCI; and

to retain such data only so long as may be necessary
to effectuate the purposes of the described progect-

A
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f. to permit DCI to monitor, audit and review the
activities and policies of Researcher in imple-
o menting this agreement in order to assure compli-
- ance therewith.

4.. Researcher agrees'to insert in the preface to any

'report of the study conducted pursuant to this agreement, whether:
.. published or unpublished, a disclaimer of DCI's respon51blllty for

the methods of statistical analy51s, as well as the conclusions
derived therefrom contained in such report.

5. Researcher will hold DCI. harmless from any damages or
other liability which might be assessed against DCI as a result of
disclosure by Researcher of any information received from DCI pur-
suant to the terms of this agreement and the attached project des-
crlptlon. 4 : )

6. In the event that Researcher fails to comply with the
terms of this agreement, DCI may cease toO supply criminal histories
to Researcher and may demand the return of all criminal histories
previously furnished to Researcher and take such other actions as
it deems appropriate. .

In witness thereof the parties have signed their names hereto.

date

Researcher

Title CL

DCI

Title «
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Rhode Island Licensing Statutes that Authorize the Receipt of
Criminal Hlstory Informatlon.

.2

Type. I - Indicates a statutory ?rovisian that refers to a
eriminal offens«< as grounds for denying a license,

Expicsives Manufacturers'
Exp?'ﬂ“v‘@“blstrlbutors
Veteriharians

Type II ~ Indicates a statutory provision that conditions the
granting of a license on such grounds as the applicant possessing
good moral character.

Accountant : ‘
Architect
Attorney
Barber
Beautician
Insurance Broker ,
Chauffeur -
Chiropodist
Chiropractor
Dental Hyglenlst
Embalmer
Epgineer
Funeral Director
Insurance Adjustor
Insurance Agent
Loanmaker
eSS W Rractical
Nurse Registered .
Optometrist “
Pharmacist '
Smaii Iwan Lender

Type III -~ Indicates a statutory provision that conditions the

granting of a license on the applicant possessing good moral character

and not having a criminal record.

e Osthopathlly
: Phys 1auw;ineraplst Lo e
Physician S
Psycholegist
Social Worker
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t'.‘}?J:'oporseél éecurity Measures At The Central State Repository

In order to prov1de proper security for lnformatlon filed at

“the Central State Reposgitory, several measures must be taken. These

measures shall 'include provisions for physical security, secure

" personnel, software locks and procedures for user security.

Physical security includes provisions against damange and vio-
lation. Access to.various,sectors of the CSR will be restricted to

on-duty cleared CSR personnel wearing .coded badges.- Visitors shall

.wear a visitor's badge which is issued upon their entrance and re-

turned’upon their egress. While in the secure area, visitors must
be escorted by an (on-duty) CSR employee who shall insure that the
visitor sign in and sign out. ’ |

A ‘security desk sﬁall be established'and manned dﬁring working
hours. This shall be at the éoint of entry into the CSR and shall
be the point at which visitors check in and out. If other access
boints are deemed security;sensitive, closed circuit television
monitors sha;l be placed eo eover these areas. The closed circuit
monitors shall be located at the security desk. Windows and unused
doors-will be secured by locks and bars and a burglar alarm system ¢
will be 1nstalled 1f necessary. If manual files are to leave the
CSR, logs for this purpose will,be maintained.

To prevent damage to the files, emoke and/or heat detectors

shall be ipstélled. Sprinklers will be installed where useful, and

suitable fire extinguishers shall be maintained at strategic locations.

To prevent file damage due to power 1nterruptlons, an electrical back-~

up system will be installed. The CSR shall be located so that
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_shall be implemented. These procedures might include the creation

2=

\, . - ‘
.there is a minimal danger of flooding. Providence has only ex-

perienced one tornado in its history, and earthquakes are extremely

rare in this area.

. To prevent leakage of sensitive material, all extraneous and un-

wanted’printed outputs must: be destroyéd, and output tapes must be

etased. To protect flles from belng damaaed during reformattlng and
reprogramming and file purglng, approprlate protectlon procedures
of dupligate files, back-up programs, and rest. rt procedures.

In addition 'to the saﬁeguérds taken to insure physical security,
safeguérds will be taken concerning peféénnelf During the hifing |
process, a background check wi;l be performed on each applicant

interviewed. Qualifications for personnel will be recommended by

the Security and Privacy Subcommittee, and hiring will be done by

the Direcfor of the CSR. It is'impo;;ant that the.emplOYees of the
CSR have job security from year to yeaﬁ; It is equélly important
that the quallty of service available from the CSR be kept to a -
high level. Two p0531b1e ways to insure that bnth of these standards
are met have been proposed. The first proposal #s that CSR employees -
become part of the State's classified service. The second proposal is
that a merit system be established to insure that job security will re-
main proportional to job competency.

Each employee's training will include pfivacy and security orien-
tation. The new employee will be férmally familiarized with CSR
rules and regulations concerning privacy of records, limits on dis-

I

semination and security procedures at the CSR. Employees shall be
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~ will be limited to update capability on certain files only,
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&ssued a guidebook covering privacy and security regdlations and
procedures. - In the‘guide,'the penalties for rule violation will
be set forth in detail. The exact penalties shall be determined

but may include a reprimand for the first offense, then a fine not

to exceed $100, a suépension of not more than two (2) months for

the third offense, demotion for the fourth and finall& dismisgal.
All of the penalties must be precedéd by a héaring.

When the - files at the csk have been computerized, additional
measures will be taken to insure seéurity.» The measures will include
éomputer software specifically designed to insure security. Soft-
ware will be designed to insure that a specific agency will be able
to access only that information that thef have a_  need. to know. Cer-
ta}n users will be limited to the inguiry of certain files. Others

Each terminal shall have an identification number which the
cbmputer will check against sign on I.D. number used by the agency.
Each user agency. shall identify individuals who will use its termi-
nals. These individuals shall each have their own pasgword, and soft-
ware shall be designéd to maintain the password's secrecy; "The soft~-:
ware will match the password to the terminal to determine its authen-
ﬁieity, and insure that the agency accesses only that inforﬁation to
which they aré entitled. ' Ali inquiries will be logged along with
the user's identity and the time of inquiry,

The usér agencies shall agree to operate the terminal in a secure

environment and shall sign a User Agreement., This Agreement shall

stipulate that the terminal device be in a controlled access area



The Agreemesit shall further stipulate that all empléyees who will

havé physical access to the terminal device be subject to a back-
ground cheék and be subject to those same sanctions which are de-
tailed @bové for CSR employees. The User Agreemeht shall specify
the limits on and regulations for disseﬁination. The User Agreement
shall maké clear that ény user aééncy found to be violating the
terms of the agreement will be susﬁeﬂded‘from,the system until such
" time that it shows that the cause for éuch violation hés‘been dis=-

covered and corrected. Finaliy, all security précedures will be

periodically reviewed and, if necessary, reinforced.

:, ﬁnh thaﬁ extraneous hard copy output'from the terminals be destroyed.

- ——
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.Y UNIVED STATES DEPARTMENT OF IUSTICE
N Law Enforcement Assistance Admlinistration
Ncilanal Crimlnal Justice Informatian cnd
~ Statistics Service
“Washington, D.C. 20531

NAAE/ASIDRESS QF SUBMITTING AGENCY

Governor's Justice Commission
. 197 Taunton Avenue
~B. Providence; RI 02914 .

INSTRUCTIONS: Cemplete ’E:T(?:_:ai&}n’g as Gﬁ@&};ma: i
OPERATIONAL PROCEDURES

Completeness ‘and Acctracy

Central State Regesitory:
Statutory/Executive Authority
Facililies and Staff

Complete Disposition Repaiting in 90 days from:
Police
Prosecutor
Trial Caurts

Probation
Correctional Institutions
“Parole '
Query Before Dissemination:
Notices/Agreements-Criminal Justice
Systematic Audit;
Defirquent Disposition '/emtonng
Accuracy Verification
Notice of Errors

L Imits on Dissamination

Contractual Anreements/Natices and Sanctions

in Effect for: )
Criminal Justice Agercics
Non-Crimiral Justice Agencies Granted Actess
by Law or Executive Grder
Service Anencies Under Contract
" Resnaich Organizations -

Valiholisg Agoney Riplt of Avvoss Kealnellon ﬂn
Juventie Rueoad Bissodunation
Goantusalion of Kevud 4 xistenca
Seceadaty Disaemnmb o by Nos-Crsisal

fustive Avoncies

Poaarmbalicn wotlioul hapasition .ot

Audits 2ad Qualic; . airol

Audit Tiail:
Retseating Utz Enlty
Primary Disscminaticn Lo)s

Sccordary Dissaminahon Legs
Anneal Avdit

Apellate Courts oot

i " APPROVED
. OMB 10, 43-ROS76

"CERTIFICATION FOR A
CENT AL STATE REPOSITCRY

APPLICAGLE STATE
Rhode Island

CONTACT NAME

~ BATE PREFARER T
. March 15, 1976
T TELEPHONE NO. (Givearca coze

(401) 277-3087

Don Fleming:

CHECK MARKS

L DATES —

Nou-?rfl:pts. ESTIMATED

NOW ! :
ATION 1 JMPLEMENTATION
IMPLEMENTED ooy T,,"CHN'CA ] LACK SE BATE

} X 1/77
- x x 311 -
. X X > (1)

X - 1)y v
e X R ¢
o ) x| 1

o B S
- X . 12/77 -
o X . - 12/77
L x Vo 1 12/77
x| 12/77
- xCx . 12/77
. x  x 12/77
o X X o 12/77
1 1 x X 12/77

x. R ..—127747__._ .

e b4
IS
N
TN
| ~3
~J

12/77
12777
12/77
X | 12777

g b b be

LEAA FOUM £ECG/Y {731

e Contl n REETEN
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OP“RA'_NCNAL PROCEDURES

#*Securily - .
Executive/Statulory Designation of Respansible
Criminal Justice Agancy
Prevention of Unauthorized Access:

3 Hardware Design . -

Soitware Cesign LT
Dedicated Hardvate: ot

Tesminals : . I

Communications Control

Processar o

Storage Gevices : )

Criminal Justice Agency Authority:
Computer Operations Policy
Access loViork Areas
Selection and Supervision of Persornel
Assignment of Administrative Responsibiiity:
Physical Sccurity
Unauthorized Access
Physical Protaction Against:
Access to Equipment '
Theft, Sabotage
Fire, Flood, Other Natural Disaster
Employee Training Program
Individual Right of Access
: Rules for Access )
Point of Review and Mechanism
Challenge by Individual
Administrative Review
Administrative Acpeal
Correcticn/Notification of Error

——————— CHECK M? ]KS "‘-'————-l I—"’ DATES —-—'
. s e

x

: REASONS FOR g g - °
I NOM-IMPLEMENTATION |~4P&;.S=T-I‘Eﬁ+§$nov :
h F * - . *
'“PLEME“TE" cov-lr--cwucu CAGTRSATY DATE

.

B4 be pd P4 P P

CERTIFICATION .

I certify that to the maximum extent feasible, action has been

taken to comply with the procedures set forth in the Privacy
and Security Plan of the State.

SIGNATURE (Heud of State Apcnecy deaignated to be responsible

for theso regulations) -
. .

REMARKS ™

¢

*NOTE:

‘

Section on "Secunfty“ not required to be completed.

(1) Estimated date for disposition reporting system |
to be determined in CJIS Plan. -,

[T
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ENPIRATI L8 LATE 82ty

R.I. Governor's Justice Commission

fi'“;f\‘\ ' [

B U. . DEPARTMENT OF JUSTICE DISCRETIONARY GRANT 4 7 ”S
ﬁgﬂdﬁ LAW ENFORCEMENT ASSISTANCE ADMINISTRATION PROGRESS REFORT

-‘G‘%AbiTEE LEAA GRANT NO. DATE OF REPORTY )t f‘um NO.,

76-3690-D2C1 | 10/27/77 g

£

IMPLEMENTING SUBGRANTEE

,

Governof's'Justice Commission

TYPE OF REPORT

{[CJrecuLARr QUARTERLY []SPECIAL REQUEST

R.X. FINAL REPORT
ITLE,QF FRO GRANT AMOUNT v,
SHERCULTEY "Aad“Privacy Grant RANT AMOUN $20,000
PORT IS SUBMITTED FOR THE PERIOQD THROUGH . p
el ' : 6/30/71

4/1/77
SIGNATURE OF PROJECT DIRECTOR .

/%';%j? // o :—z;¢$/

‘| TYPED NAME & TITLE OF PROJECT DIRECTOR

Patrick J. Fingliss
Executive Director

COMMENCE}? ORT HERE (Ad‘d//llnuallon pages as required.)

>

——

SEE ATTACHED PAGES

e

RECEIVED B8Y GRANTEE 50 AT; PLANNING AGENCY (Olllcial)
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e / -
S e e g C S i

DATE
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LEAA FOHWABITIVIHEV, 170} 4
e f

HEHMLACES LhAA-,q,)LCP-QvG .
. \
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DOJ 1971 08,
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SECURITY AND PRIVACY FINAL QUARTERLY REPORT

This is the final quarter of funding for the Security and B
Privacy .Grant, The first endorsed draft of Rhode Island's Criminal
History Record Information Plan has been reviewed by LEAA,which
has responded with a list of specific issues which must be clarified
in the Plan before final acceptance by LEAA. According to the Plan
"plan implementation will be the responsibility of the Department of
the Attorney General working with the. Security and Privacy Subcommittee. .

.This Subcommittee will be established as a first step in the implemen-

tation process."

During this quarter, Mr. Ronald Acton of the Rhodz Island Stat-
istical Analysis Center Staff of the Governor's Justice Commission -
has prepared a report entitled "The Impact of the Security and Privacy
Regulations" (see attached). This report was prepared for the Depart-
ment of the Attorney General, in order to assist members of that
Department in implementing the Security and Privacy Plan.

This report delineates which agencies are affected by the regu-
lations, and which data elements are covered by the regulations and
which are not. The report describes which categories of information

- open to the public and which ones are private. The report discusses

the issues of completeness, dlssemlnatlon, the use of crlmlnal record
information for research purposes, and insuring cdmplaince with the
dissemination restrictions. There is also a discussion on the impact

of various p0551ble state policies on dissemination, and a discussion

on procedures for individual access and review and obtalnlng a copy of
one's record. Finally, there is a section on audits and quality control.

(See attachments)
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