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FOREWORD

With the excepticn of certain ““notorious’’ criminal trials in
our recent history, court security as we know it today is a
product of the past decade. The sharp rise in acts of violence
in the courts, used as a means of expressing dissent, has
caused us to reevaluaie our methods of safeguarding the judi-
cial process. Attacks on the courts have ranged from minor
disturbances and physical assaults to senseless acts of murder.

Many sheriffs, bailiffs, marshals, and others charged with
court security were not fully prepared to meet this challenge.
1t was, after all, a new threat and little formal preparation had
been made to counter it. Emergency reasures were initiated
with full support of the courts in places where incidents had
occurred. But many sheriffs and judges have again become
somewhat complacent, since they have not directly experi-
enced violence in their courts. Regardless of past experience,
there is no assurance that violence will not happen in your
court — the potential is there.

Violence is not limited to our larger urban areas. Incidents
have occurred in such diverse locations as Virginia, Washing-
ton, Maryland, and South Dakota. No area has the right-to
believe it is immune to violer-~e by virtue of geographic loca-
tion. All law enforcement officers who are responsible for pro-
tection of the judicial process ought to implement basic practi-

vii

cal procedures fo provide a reasonable level of security for
courts in their jurisdictions.

A recent National Sheriffs’ Association’s Annual Informa-
tive Conference included a panel presentation by federal,
state, and county officials responsible for court security. Out
of this discussion came the realization tliat there was no single
document suitable for general use as i guide for practical court -
security procedures. To fill this void, the Association, with the
support of the Law Enforcement Assistance Administration,
undertook a year-long study of court security problems with
the objective of preparing this manpal. The National Sheriffs’
Association is proud to have taken the lead in this field,

I am confident sheriffs and coust security officers will find-
this manual a useful compendium of a broad spectrum of court
security planning topics, brought together for the first time in a
single volume. The manual pres¢nts viable courses of action
and is intended to stimulate the thinking of imaginative secu- -
rity planners when developing their own solutions to localized
problems. -

Ferris B, Lucas
Executive Director
National Sheriffs’ Association
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Chapter 1

INTRODUCTION

At one time, court security was usually considered only dur-
ing high-risk or controversial trials. However, in the last 10
years or so, court security has bécome a daily concern of
many law enforcement officers.

Increased court violenge has been brought to public atten-
tion by a few sensational court incidents, such as bombings,
kidnappings, demonstrations, and assaults—all part of increas-
ingly violent behavior throughout society. However, most law
enforcement officers in charge of court security recognize the
need to prevent not only these isolated, usually spontaneous
events, but also daily incidents that can hamper the ‘adminis-
tration -of justice. Such incidents include emotional outbursts
in the courtroom, destruction or theft of court records, and
prisoner escape attempts.

WHO CAN USE THIS BOOK

This manual offers guidelines to help the officers in charge
of court security plan for both daily problems and rare, sensa-
tional events. Those officers usually are sheriffs, but could be
court-appointed or other law enforcement personnel, whose

. departments may range from one- or two-man offices to large

metropolitan organizations with hundreds of officers.

Other court officials with security concerns, such as judges
and court administrators, will also find this manual useful.
With such a diverse audience, the guidelines and recom-
mendations in this manual cannot be all inclusive. Instead, the
suggestions here are meant to raise issues to be considered in
current security plans and to offer possible ways to deal with
those issues.

HOW TO USE THIS BOOK

This book was written to. provide solutions to existing and

possible security problems. To use this book as a preventive
security aid, the security planner should read it entirely. How-
ever, it can also be usedVas a corntinuous reference source. For

* example, if a jurisdiction is planning to build a new court-

house, chapter 7 should be read for guzdelmes and sources of
additional information.
The topics covered in this book are closely related Many

chapters cover the same feature from different.viewpoints. -

Certain topics (e.g., records and evidence, jury deliberation

rooms, and judge’s chambers) are discussed in chapter 3 (pro--

cedural aspects) and chapter 7 (archltectural conmderauons)

Pt

The table of contents and index should be used to locate
material on individual topics.

BACKGROUND RESEARCH

Before writing this manual, researchers from the National
Sheriffs* Association (NSA) collected information from both . *

existing court security literature and field interviews. The lit-
erature revisw identified some of the security practices and
procedures tiow used and produced a list of major court secu-
rity incidents. That list was used to determine the sites visited
for field interviews.

THE LITERATURE

The literature review showed a lack of material dealing
comprehensively with court security. Most publications made
only brief commerts on the subject, usually from a narrow
perspective. The materials listed in the annotated bibliography
to this manuval deal with the subject in greatest detail.

Literature on court security is. also relatively recent; no
sources published before 1970 were found. Most of the works
deal with technology, procedures, and architecture as solu-
tions to court security problems. However, very little litera-
ture offers guidelines for assessing security problems, weigh-
ing various solutions, and deciding on the best solution under
specific circumstances (such as judicial and fiscal limitations).
None of the publications reviewed could be used by law en-
forcement planners as a single comprehensive guide to secu-
rity planning; this manual s},aould help fill that gap.

INTERVIEW FINDING

NSA visited 22 locatlons for the field 1nterv1ews. The sues i

were chosen baseg!/ on their reported incidents, geographical
spread, and jurisdiction size. At each location, NSA inter-
viewed the sheriff's staff (or other agency in charge of court

secunty), judges, prosecutors, and the couit admj Estrator
Jon the

The puipose of the survey was to gather informatios
following:

o ‘Existing physmal and procedural security programs

and problems; -

o Special circumstances 6r commumty pressures likely - -

to cause or aid an incident; : ;
- & Views on the poss1b1hty of v;(olence' T

.o Additional security measures taken after an mcxdent
occurred : :

N
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e The use of armed security officers in the courtroom;

o General information, such as the age of the court-
house, number of security personnel, training in and shared
responsibility for court vecurity.

Following is a summary of major conclusions by project
staff, based on the interviews. Later chapters discuss these
findings in detail.

Violence in Civil Courts

About half the court incidents occurring today are in civil
and domestic courts. The level of security awareness and the
precautions taken in these courts are often less than in crimi-
nal courts. Throughout the following chapters, civil courts are
discussed in terms of the problems likely to occur and
guidelines for improving security.

Impact of Serious Incidents 02 Security Procedures

In its interviews, NSA found intense-security awareness
usually only right after a serious incident, when the immediate
respense generally was more security procedures, funding,
and manpower. In many cases, these measures were either re-
duced or stopped completely after a few months, and the
preincident level of security was resumed. Such reactions are

" difficult to change, but this manual tries to make the security

planner aware of daily preventive measures that can be taken.

Use of Existing Security Measures

A major problem in some courthouses was that security
procedures and equipment were often adequate but not main-
tained or used effectively. For example, magnetometers {metal
detectors) were understaffed, alarms were assumed to be false
and thus not responded to, closed-circuit television (CCTV)
was not monitored, and expensive equipment was inoperable
because of poor maintenance. In many jurisdictions, security
could be greatly improved by reallocating personnel and/or
strictly enforcing procedures already in affect.

Courthouse Construction

A serious problem during courthouse construction is the
frequent lack of input from security personnel, often resulting
in costly changes. This manual discusses that problem and
suggests ways for a security planner to be involved in court-
house construction, renovation, and remodeling.

Training

Every sheriff interviewed during this project noted the need
for well-trained bailiffs and security officers. A well-trained
staff able to anticipate and respond to different situations is
one of the best deterrents to court incidents; thus, some formal

- court security training should be available for every law en-

forcement agency responsible for court security, as described
later.

HIGHLIGHTS OF MANUAL

This manual discusses court security in terms of policy and
procedures, physical security (including equipment and ar-
chitecture), and personnel. Key issues in some of these areas
are listed in appendix A for easy reference, and many are dis-
.cussed in more detail.in later chapters. The issues and answers

were -developed by project staiff. Major topics and recom-

mendations for each section are as follows.

COURT SECURITY

Chapter 2 discusses court security today, including (1) the
relationship of security to the criminal justice system, (2)
threats to court processes, (3) measures taken to counter
threats, and (4) responsibility for court security. This chapter
makes these major points:

1. “‘Court security’’ means the procedures, technology,
and architectural features needed to ensure both the safety
of people and property within the courthouse and nearby
grounds and the integrity of the judicial process.

2. Security is needed daily, not just during special trials.
However, it must not be so visible that it becomes repres-
sive.

3. Effective court security helps preserve constitutional
rights, although court security staff also must consider legal
guidelines and restrictions before carrying out security
measures.

4. One person should be responsible for overall court-
house security.

.Chapter 3, the most comprehensive part of the manual,
gives the security planner information about developing policy
and preparing two kéy publications—the security procedures
and bailiffs’ manuals. These specific guidelines and recom-
mendations are included in the chapter:

1. Prepare written court security policy statements.

2. Search the courtroom and related areas both before
and after court convenes.

3. Provide adequate visitor control through directories,
floor plans, receptionists, and special search operations, if
necessary.

4. Prepare a contingency plan for hostage situations and
special plans for high-risk trials. Also develop procedures
for a fire, bomb threat, natural disaster, civil disorder,
power or utility failure, or any other situation requiring a
general building evacuation.

5. Provide for postevent review of the response to any
special situations. 3

6. To ensure security for judges, guard their parking
spaces and assign parking by number rather than name, es-
cort judges through public corridors, provide an alarm but-
ton in their chambers, and search chambers daily.

7. Provide private witness waiting areas if possible.

8. Give bailiffs detailed written instructions for court-
room procedures and for handling juries both under normal
circumstances and when sequestered.

9. Transport incustody defendants between jail and court
by vehicle if a secure tunnel or bridge is not available.

10. When incustody defendants are expected to present a
high security risk in the courtroom, suggest-additional secu-
rity measures for the judge’s approval.

11. Be aware of critical times. when incidents may be
expected—e.g., (1) at the appearance of an antagonistic
witness or codefendant; (2) during prisoner movement be-
tween various points; (3) at arraignment and sentencing; (4)
when commitment is ordered in juvenile court; (5) wken a
verdict is rendered in a domestic or small claims court; and
(6) when unruly spectators are present. , ,

The focus of chapter 4 is the physical security survey an
how to conduct it. These are some of the chapter’s recom-
mendations: :

1. The survey should include all building spaces, includ-
ing both public and restricted, or controlled areas, regard-
less of their tenants. ‘
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2. A survey should be conducted by a team rather than
by one person,

3. The survey team should meet with the department
heads of tenant agencies before the suryey to answer ques-
tions and ask for ¢ooperation, and after the survey to re-
view with them the draft findings, conclusions, and recom-
mendations.

4. Managers should draw up detailed plans to carry out
all recommendations. Followup inspections are needed to
find out if actions have begun.

Chapter 5 discusses equipment that may be needed in a

Chapter 1 INTRODUCTION

3. Steps a manager should take in developing a new
training program, including selection standards for training
officers.

Chapter 7 takes up architectural matters that will help secu-
rity officers make recommendations to planners and become-
involved in the planning phase as eazly as possible. A few key

recommendations follow:

1. Choose an architect with court design experience.

2. Set up separate entrances and circulation routes for
incustody defendants, judges and court staff, and the pub-
lic.

court building and standards for choosing thé right items, in- 3. Locate public offices on fower floors in multistory
cluding ways to improve procurement procedures. These are buildings, near public entrances, and away from court-
some vof the topics covered: rooms to reduce noise and unnecessary traffic.

1. A suggested method to estimate and compare equip-
ment and personnel costs;

2. Standards for selecting equipment, including need,
suitability, performance, reliability, obsolescence, availabil-
ity, design limitations, compatibility, cost, manpower im-~
pact, space needs, installation, and maintenance;

3. Guidelines to prepare detailed equipment design or
performance specifications;

4. Special provisions to include in the invitation for bid
(IFB).

Chapter 6 discusses personnel selection, assignment, use,
and training, including these topics:

1. Guidelines for developing job descriptions and stan-
dards for court security personnel selection and assign-
ment;

2. Factors influencing training such as available funds,
training resources, and space; the number of people who
can be taken away from their assignments temporarily; and
state training requirements.

4, Carefully design the prisoner reception area, Ideally,
it should be a sally port, or passageway, with the entrance -,
not visible to the public and opening directly into a secure =
or restricted passage.

5. Improve courtroom security through design features
or duress alarms for the judge, clerk, or bailiff to summon
help.

6. Design temporary holding areas to include provisions
for separating prisoners, an observation poirt on the door of
the holding room, privacy screens for toilet facilities, and
any other special features needed. One or more cells can be
wired for sound and CCTV for use when an unruly defen-
dant is removed from the court.

Security can be maintained in most court buildings by taking
a few basic precautions. This. manual is designed to make
court security planners aware of the potential for disruption
and solutions available to deal with the problem. Even if no
incidents have occurred, every jurisdiction should carry outf g
adequate planning.
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This chapter describes court security in terms of the follow-
ing:

1. The relatlonsth of security to the criminal justice sys-
tem;

2. Threats to court processes;

3. Measures taken to counter the threats;

4. Responsibility for court security.

The chapter discusses general relationships between court
security and the criminal justice system and some legal restric-
tions and guidelines on certain security measures. The chapter
analyzes threats in terms of types of incidents, who is most
likely to cause court violerice, how trial participants view
threats, and when and where threats are likely to occur.
Measures taken to counter these threats include architecture,
equipment, and procedural innovaticns. Responsibility for
court security is discussed in termis of key courthouse areas
and the role and relationships of various court personnel.

The chapter gives background information on court security
and sets the stage for the following chapters, which deal with
these aspects of court security planning: procedural
guidelines, physical security factors, eqripment selection and
purchase, personnel and training requirements, and architec-
tural considerations.

BACKGROUND

COURT SECURITY DEFINED
Depending upon context, environment, and purpose, “‘secu-
rity”’ has many meani.."s. A sample of definitions follows:
e Security is an intangible quality which can only be
measured by its lack.!
e Security is the absence of security failures in the face
of security threats.?
e Security means preventing or detecting a dangerous in-
cident and limiting the damage it causes.?
e Security provides either activé or passive means to

! F, Michael Wong, Space Management and the Courts: Design HandboaI\ (Washington,

D.C.: U,S. Department of Justice, 1973), p. 83,

2 Tbid., p. 84,

3 Ibid.

4 Richard S. Post and Arthur A, ngsbury, Security Admml:lmlwn A !nlrodm‘lmn
(Springfield, Ill.: Charles C. Thomas, 1970), p.14.

s Allan Greenberg, Courthouse Design: A Handbook for Judges and Court Administrators
(Chicago: American. Bar Association Commission on Standards of Judicial Administration,
1975), p, 53.

help protect and preserve an environment in which ac-
tivities are not disrupted.*

» Security is a process of setting up barriers that com-
bine to increase detection and apprehension, tius making
criminal or violent acts too dangerous or costly.®
In this manual, the term court security includes the proce-:

dures, technology, and architectural features needed to ensure
(1) the safety of people and property within the courthouse and
nearby grounds and (2) the integrity of the judicial process.
Thus, court security is an effort to prevent or control such

_problems as verbal abuse or insult, disorderly conduct, physi=

cal violence, demonstrations, theft, fire, bomb threats, sabo-
tage, hostage situations, prisoner escapes, kxdnappmgs, and
assassination.
The key word here is *‘prevention.”’ Throughout th;s ‘manu-
al, court security is discussed in terms of what can be done to
prevent incidents or hazards. Prevention involves procedures,
adequate and sufficient equipment, checking building condi-
tions and equipment, and designing a building to prevent theft
and disorder within the courthouse. All policy and procedure
should aim to reduce the opportunity for loss or threat of loss,

As a minimum, they should reduce the amount of any loss ‘

suffered.

NEED FOR COURT SECURITY

The need for adequate court secunty is not new. Celebrated
cases. and notorious defendants did.not begin with campus
radicals, the black power movement, or the Manson family;
court incidents go back at least to the trial of British soldiers
after the Boston Massacre. However, modern court security is
a relatively new activity, caused by a dramatic . increase in
court-related violence in the past 10 years, =

Increased court violence has been brought to publlc atten~
tion by a few sensational court. incidents such as bombings,
kidnappings, demonstrations, and assaults. This violence has
been a part of increasingly violent behavior throughout society
— behavior often directed at social change. The courts, as
highly - visible symbols of authority, have .become Ioglcal
targets.

Security is needed in dally operations as-well as celebrated
trials. Dramatic, widely publicized trials and violent acts have
obscured the more numerous problems related to emotional
outbursts, destruction or theft of court documents and rec-

o

ords, prisoner escapes, fire, and general dle‘UpthﬂS of the jud~

icial process.

<
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SECURITY AND THE CRIMINAL JUSTICE SYSTEM

Courts protect the freedom and property of all citizens by

purnishing those who violate the law. Yet this process must

preserve the civil liberties of all persons, for the alternative to
a fair and effective legal system is either mob rule o tyranny.
As Supreme Court Justice William Brennan has written:

History has known the brealdown of lawful penal authority
— the feud, the vendetta, and the terror of penalties meted out
by mobs-and roving bands of vigilantes. It has known, too, the
perversion of that authority. In some societies the penal arm of
the state has reached individual men through secret denuncia-
tion followed by.summary punishment. In others the solemn
power of condemnation has been confided to the caprice of ty-
rants. Down' the corridors of history have echoed the cries of
innocent men convicted by other irrational or arbitrary proce-
dures. 8

If the courts are to preserve constitutional rights, effective
security is essential. Court disturbances threaten an orderly
system of justice by interrupting the trial process and making it
difficult for a defendant to obtain a fair trial. Disturbances also
undermine public confidence in and respect for the legal pro-
cess-and may interfere with significant reform in the judicial
systeni, In almost ever  way, disruption is inconsistent with
the rule of law in a demozratic society.”

Courtroom incidents have a profound impact on the admin-
istration of justice and, conversely, failir.gs in the criminal jus-
tice system may stimulate disruptive behavior. Two presiden-
tial commissions have -expressed shock at the lack of both
fairness and efficiency in the lower criminal courts, particu-
larly in urban centers. The President’s Commission on Law
Enforcement and Administration of Justice made the following
comments in 1967, and they are also true today:

The commission . .. has seen cramped and noisy court-
rooms, undignified and perfunctory procedures, and badly
trained personnel. It has seen dedicated people who. are frus-
{rated by huge caseloads, by the lack of opportunity to examine
cases carefully, and by the impossibility of devising construc-
tive solutions to the problems of offenders. It has seen
assembly-line justice,®

The following year, another mational commission reported
as follows:

The belief is pervasive among ghetto residents that lower
courts in our urban communities dispense ‘‘assembly-line’” jus-
tice; that from arrest to sentencing, the poor and uneducated
are denied equal justice with the affluent; that procedures such
as bail and fines have been perverted to perpétuate class in-
equities. . . . Too often the courts have operated to aggravate
rather than relieve the tensions that ignite and fire disorders.?

The security measures needed to deal with disruptions and

* threats in modern courts should be viewed in terms of the

negative influence they may have upon judicial proceedings.
Security should be present, but not so visible that it becomes
repressive, It is impartant to balance the safety of all trial par-

-ticipants against the need for fair and neutral proceedings.

* Illinois v, Allen, 397 U.S, 337, 347-348 (1970).

7 Norman Dorsen and Leon Friedman, Disorder in the Courts (New. York, New
York: Pantheon, 1973), p. 17.

2 President's Commission on Law Enforéement and Administration of Justice, The Chal-
lenge of Crime in-a Free Sociery (Washington, D,C.: Government Printing Office, 1967),
p. 128,

® Reporf of llte National Advisory Cominission on Civil Disorders (New York: Bantam,
1968);p, 337, -

19 Tllinois v. Allen, 397 U,S. 337, 343-344 (1970).

1 New York Crime Pro Law, 260.20; 340.50. (McKinney 1972), chapter 789, 1971, laws of

" New York.

2 Pierpont v, State, 195 N.E. 264, 267-268 (1934).
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LEGAL RESTRICTIONS

Court rulings and state laws have set guidelines for court
security measures allowed in certain circumstances. This dis-
cussion illustrates only a few of these guidelines, including
methods to deal with unruly defendants and visitor control.

In 1970, the U.S. Supreme Court ruled that a judge has
three alternatives for dealing with unruly defendants in. the
courtroom. The decision stated the following:

No one formula for maintaining the appropriate courtroom
atmosphere will be best in all situations. We think there are at
least three constitutionally permissible ways for a trial judge to
handle an obstreperous defendant. .. . (1) bind and gag him,
thereby keeping him present; (2) cite him for contempt; (3) take
him out of the courtroom until he promises to conduct himself
properly. 1%

Many state laws and rules in the early 1970s were based on
this ruling and dealt with different aspec*s of unruly court be-
havior. New York State amended its criminal procedure law
to permit the trial of a defendant removed from the court for
disorderly or disruptive conduct.!* Nevada zand Minnesota
passed similar laws, and Massachusetts made disrupting court
proceedings a criminal offense.

Legal precedent for searching all persons entering the court-
room and requiring them to register for identification purposes
was set in 1934, when the Ohio Gourt of Appeals ruled that
these measures did not amount to excluding the public. The
court wrote as follows:

In the instant case it does not appear that the public was ex-
cluded from the conrtroom; but every person who desired to
enter the courthouse and pass the cordon of soldiers was re-
quired to have a pass signed by either the judge or the Brigadier
General in command of the militia, or both. It does not appear
that any one was excluded who, after search and inquiry, was
found to be a person of lawabiding intentions. We think the
right to a public trial was not denied the defendant in this
case,!?

Many other court rulings deal with the security measures
that can be used during trial proceedings. A few examples are
listed here.

1. Additional guards may be ordered for courtroom secu-
rity or to prevernt disruption.

People v. Burwell, 44 Cal. 2d 18, 14 (1955)

People v. Santo, 43 Cal. 2d 331 (1954)

People v. Stabler, 202 Cal. App. 2d 862, 864 (1962)

People v. Harris, 98 Cal. App. 2d 662 (1950)

2. Restraints may be ordered to prevent physical vio-
lence or disruption.

People v. Kimball, 5 Cal. 2d 609 (1936)

People v. Harrington, 42 Cal. 165 (1871)

People v. Burnett, 251 Cal. App. 2d 651 (1967)

California Penal Code, section 688

3. The court may order the defendant to be commltted

‘‘at any time after his appearance for trial.”

California Penal Code, section 1129

People v. Cohen, 1 Cal. App. 3d 94 (1969)

4. A court may control the usc of its facilities during pro-
tests or demonstrations ‘‘to preserve the property under its
control for the use to which it is lawfully dedicated.”

Adderley v. Florida, 385 U.S. 39, 47 (1966)

THREATS TO COURT PROCESSES

Potential threats to court processes must be identified; then
measures can be taken to reduce or eliminate those threats.
This section identifies types of threats that may occur and then
discusses the people likely te create them, how trial partici-
pants see threats and danger, and where threats are likely to
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take place. Much of this information is based on field inter-
views conducted by the NSA project staff,

TYPES OF THREATS OR INCIDENTS
Many types of threats are likely to involve courthouses and
trial participants. An NSA analysis of more than 200 court
security incidents'3 showed that the most frequent ones were,
in the folowing order:
o Escape or escape attempt;
« Disorderly conduct;
« Physical assatlt with a firearm;
e Physical assault with no weapon used;
o Bomb threat;
e Bomb explosion;
o Threat other tharr with bomb;
s Demonstration;
« Suicide or snicide attempt;
o Hostage situation;
e Physical assault with weapon other than firearm;
o Theft;
e Fire,
Some of the incidents discovered in the NSA survey were
these:
1. One criminal court defendant leaped to the bench and
hit the judge on the head and shoulders with his shoe.
2. Another defendant kicked his court-appointed lawyer
in the face and shoulders, knocking him to the floor.
3. A man involved in a civil lawsuit suddenly pulled cut
a gun and began shooting, killing a lawyer and wounding
the judge and a witness.
4. A violent confrontation occurred between demonstra-
tors protesting a trial and police outside a courthouse.
5. A fire in a court building destroyed several thousand
court reporter tapes of trial testimony.
6. A judge was killed by a letter bomb sent through the
mail.
7. A bomb exploded in the probation department of a
courthouse.
This list illustrates the diversity of problems facing today’s
security planner.

INDIVIDUALS LIKELY TO CAUSE THREATS

Most court disturbances and disruptions are caused by three
kinds of people: the criminal, the disturbed or demented per-
son, and the so-called ““political activist.”’ Persons in all three
categories may play. various roles in a trial, such as defendant,
witness, and friend or relative of either the defendant or the
victim. NSA field interviews identified the following trial par-
ticipants as most likely to cause a security ‘incident: first, de-
fendants and second, their. friends or relatives. However,
some incidents were caused by people with no known relation-
ship to the judicial process. These individuals were usually re-
sponsible for phony bomb.threats or for actually hiding bombs
in court buildings.

A strong threat to court security occurs with very emotional
defendants who are disturbed about serious criminal charges

13 Tncidents were defined to include any event, either in the courthouse t-on the neacby
grounds, which had a disruptive éffect on the judicial process, whether or not that effect was
inténded, Also included were évents which occurred at the home of a mal pamclpant or
during transport to court.

4. See the discussion of cnmz"al trials later in this chapter,
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facing them, sometim.es unhappy with their lawyers, or-con--
cerned that the proceedings are somehow *‘stacked™ against
them. Factors that might contribute t¢ their unruly behavior
include revocation of bail, prosecution tactics, the judge’s at-
titude, the presence of friends or relatives in com’t and a Jong".
prison ferm or death sentence. : o

IDEAS ABOUT THREATS AND DANGER - o

The NSA asked court personnel about the most dangerous
people during a trial and those who were in the most dangér.
The response indicated that defendants or spectators were
most likely to cause an incident, although’ different types of
trials and situations generated different threats. In gang-related
cases, gang members might cause the greatest threat, while in -
other trials the victims or their families or friends might be the
ones to cause an incident. In *political’’ trials,* where a -
cause or controversy is involved, spectators might present a
greater threat than during normal criminal trials. Court per-
sonnel also' believed - that so-called ‘‘revolutionaries” pose
greater threats than professional criminals because their a¢- -
tions are more unpredictable. JuV\,mles present similar unpre-
dictable behavior.

Judges, lawyers, and bailiffs were considered the trial pamc-’
ipants most in danger, based on the fact that the judge is the
most visible person in the courtroom, and the bailiff or defense - -

dttorney is physically closest to the defendant. However,".

some court personnel believed that dangef could orly be de-
termined by individual circumstances. For example, in a civil
case the participant most in danger would probably be the
winning litigant or attorney. During an armed escape attempt, ’
the bailiff or anyone in the way would be the main target, and " °
in a hostage 51tuat10n the judge would be the most likely vic-
tim.

DANGEROUS AREAS

Threats can- occur anywhere in or near the courthouse,
which is divided into four areas in this discussion: ‘the court-
room, nohpublic areas near the courtroom, public areas in the
courthouse, and public areas outside the building.

The Courtroom

Possible security problems in the courtroom include escapes -
or escape attempts, disruptions, and assaults. Escapes are a =
critical problem during trials, and attempts are especially likely
at sentencing time. In highly publicized trials, or when defen-
dants or their followers have a *gause’ to make known, ver-"
bal disturbances may occur. Then too, defendants may try to
assault trial participants because they are displeased with. the
trlal or want to show disrespect forithe proceedings. ‘ ‘

" In-addition to these general threats, there are special secu-
rity risks in the four courts discussed next.

Courts of First Appearance. The courtroom wher€ a person .
first appears for a hearing;-arraignment, or other acticn is a
Véry active area, .and the large number of people-in-or niearthis
courtroom often presents a security problem. Sheriffs or court
officers; complainants, poliée officers, relatives and friends of
defendants, attorneys, prison.guards, spectafors, and defen-
dants all may be in the courtroom at one time.

A common problem during arraignment is the defendant’
emotional state. Prisoners may wish to say goodbye to their -
families, turn over valuables for safekeeping, or give last- -
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mintite instructions on personal matters. Yet defendants are
being rustied into custody and must clear the bench area for
the next case. Only rarely does a court have the facilities and
personnel to handle these “‘last-chance™ meetings. However,
if those meetings are denied or cut short, the result may be a
disturbance.!®

Criminal Trial Courts. Compared to an arraignment court, a
criminal trial court is calmer, even for felony cases. However,
there are certain security problems here, too. Well-known
trials usually have a large number of spectators, and crowd
control may be a problem. Moreover, press coverage, defense
and prosecution tactics, and background issues often heighten
emotions. Finally, many courtrooms simply were not designed
for trials with several defendants. Courtroom space becomes
crowded when many attorneys and court officérs are present,
and security risks increase.

A particular type of criminal trial is the so-called “‘political’
trial. Although the offense for which the defendant is being
tried is actually criminal, the trial may have political over-
tones. Security problems during these trials may first arise
when defendants try to complain about the indictments. If
they believe the government is prosecuting for political pur-
poses, they will complain publicly in the courtroon.

Often, such defendants assume a defiant attitude throughout
their trials, and such behavior usually attracts media attention.
This gives the defendants an opportunity to convey a “‘politi-
cal” message to a wide audience. The more disruptions, the
more attention the trial will attract, and the more people will
hear the message.

Civil Courts. Functions common to the civil courts include
appellate matters, probate, small claims, landlord and tenant
actions, civil disputes between individuals and businesses, di-
vorces, and claims against government agencies. In civil, a5
compared to criminal, matters a mijor security difference is
that people generally are not detained; therefore, guards, pris-
oners, and weapons usually are not in the courtroom. The
greatest security threat during civil proceedings usually stems
from the intense emotions that may be involved, as in divorce,
child custody, eviction, and similar situations.

Juvenile Courts. Juveniles in the court process present a
special problem, mainly because of their unpredictable behav-

‘for, Thus, security. officers must be constantly alert. Incidents

in these courts may be irrational or involve a sudden angry
outburst against parents or others, and an escape attempt may
occur. These problems are discussed more fully in chapter 3.

Nonpublic Areas Near the Courtroom

These areas include judges’ chambers, jury deliberation
rooms, attorney-client conference rooms, witness waiting
roomi, 2ad temporary holding areas for incustody defendants.
The primary security concern here should be fo prevent easy
access by the general public. Measures are needed to protect
Jjudges, isolate juries and witnesses from those who may
threaten them, and prevent escapes from attorney-client con-
ference rooms and lemporary holding areas, as well as assaults
among hostile groups in the holding areas.

8 Wong, p. 85.
18 See Pierpont v, State, discussed earlier in this chapter undér Legal Restrictions.
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Public Areas in the Courthouse

Public areas in the courthouse are vulnerable to certain se-
curity problems, such as fire and demonsirations. Further,
some areas (e.g., public rest rooms, busy offices, hallways)
may be used to hide explosives, and public hallways used as
witness waiting areas outside courtrooms may be the scene of
intimidation or assaults cn witnesses.

Certain offices within the court building, such as the clerk of
the court or the county treasurer, have unique security needs.
The clerk’s office is responsible for the safety and security of
all court records, documents, case files, and, usually, trial ex-
hibits. These items are vulnerable to fire, theft, and vandalism.
Moreover, offices that collect fees, such as the clerk’s office
and the county treasurer, require special security précautions
to prevent theft of the money.

Public Areas Outside the Building

The security needs of public areas outside the court building
should not be neglected. For example, the sidewalks and
grounds  of court buildings are possible sites- of demonstra-~
tions, and threats or assaults may occur in parking areas.

MAJOR SECURITY MEASURES TO DATE

Traditionally, the courts have taken security measures only
during certain high-risk trials. An example in 1933 involved the
escape from an Ohio jail of John Dillinger, who was helped by
three other men. During the escape, the sheriff was killed. The
three accomplices were eventually caught and tried, and at the
trial, the National Guard surrounded the courthouse, allowing
entry only to individuals with a pass signed by the judge or the
National Guard commander.'® All persons admitted to the
courthouse were searched and required to register for iden-
tification purposes. Current high-risk trials have very similar
provisions for visitor control. ‘

During the past 10 years, security has become a daily con-
cern in many court operations and is being considered in court
building ‘and renovation, equipment purchase, and general
procedures. In designing courthouses and courtrooms, planners
have included key security features to protect judges, special
corridors and holding areas for incustody defendants, and
courtrooms with both the necessary decorum and security
measures to protect all trial participants.

Equipment is another daily concern in the courts. A later
chapter in this manual discusses alarms, both simple and
sophisticated; metal detectors to keep weapons out of the
courtroom; closed-circuit television (CCTV); miniature com-
munications equipment; and various types of wesapons.

Close coordination now exists among judges, other court of-
ficials, and security departmeénts. In some cases, judges have
formed security committees to consider actions to improve se-
curity. These committees focus on defendants’ rights, court
decorum, how various security measures will -affect the trial
process, and how appropriate those measures are to meet pos-
sible threats. In some cases, the committees even propose
specific security measures. In any event, the committees give
security officers the chance to solicit the understanding and
cooperation of judges in carrying out effective security plans.

Contingency planning has become the rule rather than the
exception in recent court security operations. For example,
high-risk trial plans include detailed procedures and identify
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-‘who is responsible for each. There are special plans for bomb
threats, plans to prevent weapons from being brought into
court, agd plans for such events as natural disasters, medical
emergencies, and building evacuations.

Many jurisdictions have found it necessary to develop
mutual! aid agreements with neighboring communities to meet
equipment or manpower needs in certain emergencies. For
example, most court security units do .not have personnel
skilled in bonib disposal, so they may seek help from a nearby
sheriff’s or police department, or a military installation.

A major change in recent years is the upgrading of court
security personnel capabilities. In some cases, this has meant
new performance requirements and selection standards for
court assignment, including such factors as physical ability,
skill in handling violent persons, ability to cope with
emergency situations, a psychological profile to determine
those best suited for court work, and knowledge of the secu-
rity officer’s role in the trial process.

SECURITY RESPONSIBILITIES

Respotisibility for security in the courtroom and courthouse
varies considerably throughout the country. In some cases, no
one is specifically assigned either task, though some state laws
assign the responsibility for one or both to the sheriff, In other
jurisdictions, sheriffs have assumed responsibility because
they are the most logical choices and the best prepared people
available. In still other cases, court security seems to be the
responsibility of everyone, with no clear authority given.

Even when overall responsibility is given to one person,
othets have authority for specific areas and operations. Figure
2-1 presents a typical situation found in larger jurisdictions.

When discussed in this manual, court security refers to the
entire courthouse and its grounds. This chapter now loocks at
security responsibility in the four ‘‘danger’ areas mentioned
before. More than one official may be concerned about each
area, since each has different problems. If responsibility is
shared, coordination is needed between officials responsible
for various types of security. However, the following analysis
suggests that overall responsibility could effectively be given
to a single official.

COURTROOM
In the courtroom, responsibility should be clearly deﬁned
indicating who provides security both during a trial and when

court is not in session. During a trial, a deputy sheriff or

court-appointed officer usually is present as a bailiff to main-
tain order and deal with any violent incidents that occur. In
addition, a deputy sheriff is usually responsible for the security
of incustody defendants and for taking convicted defendants
into custody.

‘When the court is not in session, responsibility for securing
the room should be given to the department in charge of trial
security. After hours, courtroom security may be provided by
private gnards if they are used for evening building security.

NONPUBLIC AREAS NEAR THE COURTROOM

These areas include the judges’ chambers, jury deliberation
yooms, witness waiting rooms, and restricted. passageways.
The sheriff is usually responsible for security in these areas.

However, the chambers may be a personal concern of the

judge, whose interests must be reflected in security planning,
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Figure 2-1
TYPICAL AREAS OF AUTHORITY FOR COURT SECURITY
IN
LARGE JURISDICTIONS

Official Arga of Authority

s Courtroom security and order .

o Transport of mcustody defendants w1thm
the courthouse

o Public area security

¢ Nonpublic area security

Sheriff

« Building structure changes
o Supervision of court officers
o Purchase of equipment

Court
administrator

e Courtroom procedures.

e Structural changes in chambers

° Eqmpment used in chambers

« Changes in passageways, gates, and parkmg
facilities

Judge

e Security of space for tenants other than the .
court

o Public area security

s Contract negotiations and performance
standards for private guards

- County
administrator

o Law enforcement and protection for side-

City police walks and areas next to courthouse

PUBLIC AREAS IN THE COURTHOUSE
Thege areas include public hallways, rest rooms, elevators,

stairs, and county offices, Here security is sometimes given to ;.-

the sheriff, who incorporates procedures to protect. public

areas in an overall building security plan. Or responsibility

may go to a county administrator, who usually works closely
with the sheriff.
As noted earlier in this chapter, public hallways outside

courtrooms present a special security problem, In many -

courthouses, witnesses wait there to be called, and their secu-
rity should be assured. The sheriff is the most logical official
to be responsible for this area.

County offices such as the treasurer, clerk of the court, and
assessor are often located in courthouses. Some of these of-
fices are potential crime targets bécause money is collected
there; others are targets for people-determined to disrupt the
trial process. Often; too little attention is giver to the security
needs of these offices. County admxmstrators usually are re-
sponsible for security, but in some cases they are uninformed
about possible threats or the courses of action -available, In
other cases, the administrator hires private guards or works

~closely with the. shenff in developing secunty plans for these

offices.

After hours, the security of these areas must be mamtamed :

Methods currently used include contracting with private guard

- services or making the sheriff or county public works. depart- .

ment responsible. Private guards may offer a cost-effective so-

- lution, but the sheriff should participate in preparing the work

statement and help in confract negotiations. In addition, the

sheriff should clear any guards chosén by the pnvate company

Q

before they are a351gned

s
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PUBLIC AREAS-CUTSIDE THE BUILDING
These are areas next to the building, such as sidewalks,
plazas, courtyards, and parking areas. In many cases, the city
polise department handles security here, but sometimes the
sheriff has responsibility. In either case, there should be close
_coordination between the two agencies. For example, in case
of a public demonstration, the city police will often be able to
provide manpower and equipment to contain the demonstra-
tion, while the sheriff will be concerned with preventing the

demonstrators from entering the courthouse.

RECOMMENDATIONS

It is obvious from the preceding discussion that one person
should be responsible for overall courthouse security. This
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. person should provide protection and security for all the areas

discussed here and should ensure the necessary coordination
with other agencies, such as the city police department. As a
professional security specialist, the sheriff is the logical choice
for this responsibility. Thus, the sheriff should have the right
professional perspective, training, and resources to prepare
and execute sound security plans and make sure all require-
ments are met. Frequently, this responsibility is assigned by
state law; otherwise, the presiding judge should make the as-
signment in a written order.

Court security means more than a modern building with the
latest equipment. It means an understanding of the role court
security plays in the criminal justice system, an evaluation of
the threats to that system, and plans for an effective response
to those threats.



Chapter 3

SECURITY PLANNING AND PROCEDURES

This chapter w’ll give the security planner general informa-
tion about developing a security planning effort as part of a
systems approach to security, and will recommend subjects for
both security procedures and bailiffs’ manuals. These two
manuals will provide clear-cut, step-by-step instructions for
court security personnel during both emergency and day-to-
day operations.

SYSTEMS APPROACH TO
COURT SECURITY PLANNING

When starting or revising a court security program, it makes
sense {0 use what planners call the *‘systems approach.”’ This
means taking several separate but interrelated parts and look-
ing at the way they interact. In the security field, this kind of
systematic analysis is easy; just follow the steps described in
this section. First, some important terms will be defined.

Policies are general statements that guide people as they
make decisions at various levels of an organization.! Policies
are broad, comprehensive guidelines, while procedures are the
specific methods: to carry out those guidelines. The general
goal of a comprehensive court security policy should be to es-
tablish appropriate protection for court staff and facilities, the
general public, and the judicial process as a whole.

The planning process will result in specific procedures to
carry out court security policy. Sheriffs or court-appointed of-
ficers responsible for court security must allocate limited re-
sources to the areas with the greatest need. To do this suc-
cessfully, they need to identify and rank security needs by a
thorcugh assessment of threats and vulnerable areas in' the
courthouse.

The development of a security program can be broken down
into five steps:2

1. Determine both short-term objectives and long-range
goals.

2. List security problems to be remedied.

3. Consider possible solutions to those problems, includ-
ing operational, technological, and architectiral remedies.

4, Test and analyze alternative solutions, then decide
which one to try.

5. Prepare written policy and procedures statements.

!t 'H.S. Ursic and L.E, Pagano, Security Management Systems (Springfield; IlL.: Charles C.
Thomas, 1974), p. 194,

2 Rlchard S, Post and Arthur A. Kingsbury, Security Administration: An Intraduction, 3rd
ed. (Springfield, Ill.: Charles C. Thomas, 1977), p. 666.

GOALS, PROBLEMS, AND SOLUTIONS

To follow these steps, the first thing needed isa meetmg of
such key people as the sheriff, court secunty officer, pres:dmg
judge, and court administrator. At this meeting, the program’s
overall goal and its objectives can be determined. For exam-
ple, the goal may be to protect life, property, and the judicial
process. The objectives may be to increase security for judges
and jurors or to improve eniergency response time, Any spe-
cific policies and procedures developed later must agree with
those goals and aobjectives.

The second step is to identify and set pnormes for the secu-
rity problems within a building. This step should be started at
the meeting and followed by a comprehensive survey of the
courthouse, its occupants, and their duties.

Finally, this meeting will contribute to.a positive secunty
attitude among those running the court and will help gain
cooperation with the security measures eventually adopted.

An important aspect of the systems concept is choosing

among alternative solutions to problems. In general, there are-

three types of solutions to court security problems: operational
(through procedures and manpower); technological (such as
installing an alarm system or using metal detectors); and ar-
chitectural (new construction or renovation). The method fi-
nally chosen might involve only orne categor’y or it could be a
combination of two or more,

Choosing the proper mix of manpower, materials, archltec-

_ture, and- procedures for a court facility is not always easy.

For example, even.in the most active court building, it is not
necessary to make more than one courtroom:-suitable for hlgh—

risk trials because of limited demand and the high cost in- k

volved. One West Coast court spent more than $700,000 tc

improve security for a single trial; obviously, most jurisdic-

tions cannot afford such expenditures, However, significant
improvemeriits are possible through low-cost measures:such as
changing procedures, | lmprovmg the quality of hardware, lock-
ing unnecessary doors, securing windows, and installing other
devices that might be. thought of after a comprehensive secti-
rlty study.

Many security measures overlap one another as good
choices. For example, when judges and incustody defendarits -
use the same restricted corridor, the resilt is a high security

‘risk that can be prevented by somehow: separatmg the two =~
groups, An architectural solution to this problem would mean

two separate corridors, while a procedural method would pre-
vent prisoners from being in the corridor while it is.used by a

judge. The systems approach means-looking at the limitations. -

1
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in each alternative before deciding om a plan. For instance, the
architectural solution might not work because of the way the
building is constructed, while the procedural method might re-
quire more manpower. The eventual choice aiso will depend
on such factors as cost and judges’ attitudes toward the idea,
as explained later. ’

The following general guidelines can help the security plan-
ner decide on solutions:?

1. Space planning mainly deters or prevents dangerous
situations, though this planning also helps court people de-
tect security threats and can limit the damage from any in-
cidents that occur.

2. Technology maiily helps court personnel detect secu-
rity threats. The mere presence of technical equipment also
can prevent incidents and help limit any damage,

3. Operational security measures, such as adding more
security personnel, can deter and detect potential security
problems, and can contain and control any situations that
may occur,

KEY PLANNING FACTORS

The security program is subject to both internal anc external
influences that affect both policies and the procedures to carry
out those policies. Figure 3-1 shows various influences on the
security program, and this section describes some major ones.

Figure 3-1
FRAMEWORK FOR DESIGNING A SECURITY PROGRAM*

External Influences Internal Influences
Community pressures Attitudes of judges
Legal restrictions Budget authority
Political pressures - Effect on internal operations
Bconomic issues Building structure
Environment

Security Program
Policy
Techniques
Procedures
Principles
Philosophy

Community Pressures and Attitudes of Judges

The attitude of local citizens is important in many jurisdic-
tions. A rural midwestern sheriff explained the effect of pubhc
attitude on security measures this way.

In our community, where almost everyone knows one
another by name, there is a limit on the restrictions that will be
acceptable, The courthouse and courtroom have been tradi-
tional meeting places and always have been maintained in a
fully acccsmble manner to all.

Situations like this require much skill on the part of the
courts and law enforcement officials to “‘seli** legitimate and

3 F Mlchael Wong, Space Management and the Courts: Pesign Handbgok (Washifigton,
D.2.: U.8, Department of Justice, 1973), p. 89.

4 Adapte\! from Post and Kingsbury, 3rd ed., p..667.

s Post und ngsbury, 3rded., p. 666. .
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reasonable changes in the way courts are run. Another critical
factor is the attitude of judges to security plans. Any plan,
regardless of its merits, is useless if judges do not accépt the
idea. Thus, the security planner should work closely with. the
court and argue effectively for any new procedures that may
meet resistance.

Legal and Budget Restrictions

Legal authorities should review draft security plans to make
sure those plans comply with federal and state statutes. A
primary legal concern is to respect constitutionally guaranteed
civil rights. Next, a cost analysis is needed to determine which
alternative security method is most economical, Cost enters a
security analysis in several ways. First, how much money will
a proposed security measure invcélve over the expected
lifetime of the building? Second, how much do alternative
measures cost? Finally, will expenses be offset by personnel
reductions? All of these figures must be calculated for the ex-
pected lifetime of the building.

Getting more public funding for security might be difficult
because the public cannot see the results as easily as they can
when highways, schools, parks, or other public facilities are
built. When nothing visible or dramatic happens, security
seems adequate, and legislative bodies traditionally are reluc-
tant to spend funds on areas with little or no visibility.

Another major lirnitation, building design, is related to cost.
When built 50 or more years ago, most court buildings lacked
security features. Now many of these structures are unsuitable
for remodeling or renovation to meet security needs, or the
cost involved would be too great. .
PROGRAM IMPLEMENTATION

To carry out the security program, written policy siatements
and procedures are necessary. A written policy is important
because it (1) reduces the possibility of misinterpretation and
error; {2) is a useful teaching tool;® and (3) gives a framework
for detailed procedures, thus providing a procedures checklist.
Policy statements can be located for easy reference in both the
procedures and bailiffs’ manuals described later. For example,
a manual section on handling incustody defendants should
have an introductory policy statement followed by a set of in-
structions. )

It is often necessary to obtain court or,ders to carry out the
program in specific situations, as shown in figure 3-2. The
sheriff or security officer should keep a list of these and any
other appropriate situations and should be sure that the neces-
sary court orders are obtained, distributed to key personnel,
and prominently posted for public examination.

SECURITY PROCEDURES MANUAL

The sheriff or court security officer should be responsible
for maintaining the integrity of the court, the safety of building
occupants, and the security of the building. To help achieve
these objectives, all security personnel should have a security
procedures mantial that gives comprehénsive, written instruc-
tions. The NSA study has found that many jurisdictions, es-
pecially smaller ones, do not have such documents. Other
areas have manuals that need updating. Although most court
security departments have written instructions on certain as-
pects of their operation, such as-handling bomb- threats, few
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Figure 3-2
CHECKLIST OF ACTIONS REQUIRING COURT ORDERS

1. Setting up a search operation to screen members of the .
public who seek admittance to the courtroom. This operation
may include use of a metal detector or a physical search; it may
require excluding people who refuse to submit to an authorized
search;

2. Restricting public¢ access to the court building;

3, Limiting the number of spectators and media people al-
lowed in the courtroom;

4. Forbidding cameras and other recording devices in the
courtroom or court building;

5. Using restraints in the courtroom on dangerous prisoners
or incustody witnesses;

6. Using cameras to record unruly behavior in the court-
room;

7. Taking extra precautions for witness security;

8. Forbidding discussion of trial-related matters by security
personnel {the ‘“‘gag order’’);

9. Sequestering the jury;

10. Denying jury access to the media;
11. Taking extraordinary security measures for multidefen-
dant or high-risk trials.

have comprehensive procedures for security throughout the
courthouse. Therefore, each jurisdiction should prepare a se-
curity procedures manual. This section: presents general
guidelines on how to write one and suggests topics to be in-
cluded.

Since the completed manual will contain much sensitive in-
formation, strict control of all copies is important. In the
wrong hands, this document provides information that can be
used to defeat security measures.

There are many advantages to having a well-designed secu-
rity manual, and figure 3-3 lists several important purposes
that a written manual serves.

Figure 3-3
ADVANTAGES OF WRITTEN
SECURITY PROCEDURES MANUAL

1. Reduces response time when dealing with security threats
and emergencies and ensures early control of such situations;

2. Increases the likelihood of preventing loss of life or injury
because security personnel know what to do under stress situa-
tions;

3. Pinpoints responsibility and helps prevent the need for re-
petitive judgments ot rontine matters; '

4. Encourages and promotes cooperation by defining work
relationships clearly: and 'also explains the work procedure,
thereby reducing confusion arid doubt;

5. Helps instruct supervisors and employees in their routine
tasks, thus reducing lost time when a person moves to a new
position or a ne* person is brought in;

6.. Helps a supervisor play a more positive role and improve
staff operations by becoming more fully involved in how the
work is done;

" 7. Helps prepare people for changes that will occur within
~the department by presenting the plan in writing before it goes
into effect,

¢ See General Servxces Admxmstmuon, National Archives and Records Service, Office of

Records Ma C icating Policy and Procedure, Records Management Hand-
bogk (Wa.shmgton, D, :C.: Gereral Setvices Administration; 1967), for useful suggestions on
preparing a mapual,

7 Ibid.; p. 32,
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DESIGN

The following recommendations are useful. i in developmg a

manual.®’

e Use a looseleaf binder. The binder has advantages
over a permanently bound volume. The user can insert re-
visions. or additions by substituting revised pages and dis-
carding obsolete ones.

o Identify types of instructions and group by sub-
Ject, Make it clear whether the policy or procedure being
discussed is permanent oy temporary.. Permanent instruc-
tions have a continuing reference value and stay in the
manual, Temporary instructions will be used a short time
and destroyed, to help reduce the volume of material in the
manual. Finally, grouping all instructions on a given subject

in one place eliminates lengthy searching and reduces re-:

liance on cross-referencing.

o Number by a prearranged system. After choosing'the
manual subjects, assign numbers to them, The system used
must be flexible enough to cover the various types of pro-
cedures, to distinguish between continuing instructions on
the same subject, and to allow expansion of any one sub-
ject. Numbering each set of instructions will make a subject
easier to locate, simplify control, establish a uniform se-
quence in the binder, and provide an automatic grouping by
subject. The scheme selected should allow revisions as they
become necessary. Figure 3-4 shows six methods of class-
ification.”

Note that a device for identifying paragraphs is important
to ensure accurate location. This can be-done by numbering
paragraphs and/or by indenting subordinate paragraphs.

Figure 34
SEGMENTS OF SEVERAL CLASSIFICATION TABLES

- @ & @ 0 (®)
PERSONNEL 100 A 1 A Pers 1
Employmernt 110 Aa I-1 A/l Pers-}. 1
recruitmeént 111  AaA I-11 ~A/1l Pers-1-1 -1

appointment 112 AaB I-12  A/12 Pers-1-2° L1
promotion 113 AaC 113 A/13 Pers-1-3 1
demotion 114  AaD 1-14  A/14 Pers-14 1
separation 115 AaE “I-15 A/I5 Pers-1-5 1

Training 1200 Ab 12 A2 Pers2 1

i\JE—F:—m-l-Z_a
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o Make the formar standard. A standard format is-
needed. because usually more than one person will be pre-.
paring the manual. This format will help readers find infor- -

mation and understand the relationships of different sec-
tions-of the manual.

The heading for the first page of each set of procedures
should include the agency or division issuing the instruc-
tions, a subject classification number, ‘the effective date,
the subject, and any approvals needed. (For example, some
procedures may require a court order.) The policy state-
ment should be separated from and followed by the proce-
dures to implement it. A suggested paragraph sequence
would be: purposé (which includes the policy statement)y
procedures, and a list of attachmerits (such as forms), .~

o Use ceference aids. Aids that make the manual easier

to use include cross-references, alphabetical subject index,
numerical index, table of contents, tabbed dmder sheets,

S
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and copies of any forins used. The size of the manual
should determine which,; if any, of these aids is appropriate.

e Draft the manual. The responsibdity for writing pro-
cedures should be assigned to individuals with expertise in
the subject matter.

o Date the instructions. Date each list of instructions to

~show when the list takes effect and to ensure that all
manuals are cirrent.

e Schedule periodic review and revision. As conditions
change, parts of the manual will need to be revised, so
schedule a comprehensive review every year or two.

o Avoid the following when revising the manual:

- Unneeded supplements or those with separate para-
graph numbers. Instead, make revisions or additions to the
original instructions.

- Pen and ink changes. Avoid this because of the cost
in time and the possibility for error or misunderstanding.

— Paste-in changes. Often these are torn off and lost, so
it is better to issue completely revised pages.

o Establish master files. A background file of all instruc-
tions provides a continuous record of policies and proce-
dures and an easy reference to cancelled or revised
guidelines, Also keep a complete set of current procedures.

CONTENTS

The subjects listed in figure 3-5 and discussed in this section
are suggested for inclusion in the procedures manual. These
recommendations are not all-inclusive; instead, they are meant

. to stirhulate thinking on particular subjects and to point out

issues and areas of concern that the security planner might
otherwise neglect. The planner can decide which topics to in-
clude and how much detail is necessary. Individual circum-
stances will dictate whether some topics are more appropriate
ifi a separate bailiffs’ manual .8

Figure 3-5
PROPOSED OUTLINE FOR
SECURITY PROCEDSY RES MANU.L

1. General information
a, Key personnel and agencies
b. Security staff organization and pnst assignments
2. Regular security procedures
. Records and evidence
. Judges
. Witnesses and their waiting areas
. Normal jury procedures
. Sequestered juries
Handling incustody defendants
.- Special courtroom considerations (arraignment and sentenc-
ing, domesti} court, unruly spectators, searches of
litigants and defendants on bond, etc.)
3. Special operations plans
a, Search of courtroom and related spaces
b. Visitor control
4. Hostage situations:
5. High-risk trials
6. Emergency procedures (fire, bomb, disaster, etc.)’
7. Postevent review

QMmoo 0o

¥ A bailiff is defined in this book as a court officer who guards the jurors, maintains order in
the courtroom, kéeps custody of prisoriers, announces the opening and closing of the court,
calls witnesses and other persons to appear in court, and. attends to other matters under the

~court’s direction.
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General Information

Key Personnel and Agencies. A list of emergency contacts
should include names, titles, and 24-hour telephone numbers.
For eéasy reference, tie following subhsadings are recom-
mended:

o Sheriff’s department

o Police services

e Federal agencies

o Fire department

o Medical services: ambulance, hospital, doctors
e Judges

e COurt administrator

e Clerk of the court

o Building maintenance engineers

o Utility emergency services: gas, power, water, phone
e Other courthouse tenants

Prepare a directory of building occupants, arranged either
alphabetically or by agency and function. Schematic floor
plans should show all occupants and include all openings such
as doors, windows, and service or access panels, with fire
exits clearly identified. If possible, show in the drawing all util-
ity control points, shutoff valves, elevator control panels, heat-
ing and air-conditioning systems, and firehose and extinguisher
locations. If this is not possible, attach a description of these
locations to each floor plan.

Security Staff Organization and Post Assignments. Show the
organization of the security detail, and list names and tele-
phone numbers where these officers can be reached at all
times.

If security personnel are assigned to specific posts on a
routine basis, draw up an instruction sheet for each post giving
the following information: assignment area, duties, respon-
sibilities, normal business hours, condition of doors and win-
dows (i.e., locked, unlocked, opened, or closed)}, lights.on or
off in specific locations during and after normal business
hours, and any special information for each post.

Regular Security Procedures

The next sections on the security procedures manual de-
scribe the more normal, nonemergency court activities and
offer some day-to-day guidelines on the safety of judges,
juries, witnesses, defendants, and records. Note that these
sections occasionally repeat some of the material in eariier
parts of this chapter. Obviously, some recommendations are
appropriate under both emergency and regular situations.

Also note that the following sections often stress the bailiff’s
role. Some jurisdictions may prefer to incorporate this kind of
detail in a bailiff’s manual rather than in the security proce-
dures manual. : :

Records and Evidence. The ¢letk of the court has primary
responsibility for all material entered as evidence in court pro-
ceedings. This office is also responsible for the safety and se-
curity of all court records and related documents. However,
the -sheriff or court security officer can offer valuable pro-
fessional ‘advice on ways to improve overall security. Chapter
7 discusses some proposed structural measures if records and
evidence storage dreas are to be built or remodeled.

Several measures can ensure evidence security in jurisdic-
tions that lack special facilities for this purpose.

o Reinforce a small closet in or near the courtroom. Pro-
vide a push-button combination lock. The clerk should
change the combination peri¢ically and keep it.a secret.
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o Use a large office safe.

e For more sensitive items such as drugs ard large sums
of money, make arrangements with a local back for use of
the vault or a safety deposit box.

e Arrange to use space in the county treasurer’s safe or
vault,

Access to any storage area should be strictly controlled.

Records should be protected from tampering, theft, and loss
or damage by fire. The clerk’s office needs a system of ad-
ministrative controls when making files availabie to attorneys
or the general public. After-hours storage should be in con-
trolled access rooms that can be locked and have fire protec-
tion devices such as antomatic sprinklers and alarms.

Judges. Protection for judges is usually minimal except in
the case of an overt threat or when the possibility of danger
exists. Everyday practices for judges’ security include guard-
ing their parking spaces; assigning their parking by number,
not name; escorting them through public corridors; providing
an alarm button in their chambers; and searching those cham-
bers daily for contraband,

Crank or threatening leiters received by judges should al-
‘ways be forwarded to the sheriff. Searches of chambers should
be done by bailiffs or judges’ secretaries, who may be more
familiar with the routine contents of the chambers and able to
identify suspect items quickly. Visitors are usually identified
and screened by bailiffs, clerks, or secretariés to ensure that
they have legitimate business with the judges.

Judges are usually reluctant to have highly visible security
measures instituted unless they are absolutely necessary. They
fear that those measures might isolate them from the public
and their constituency.

Higher levels of security for judges are discussed in the later
section in this chapter on high-risk trials,

Witnesses and Their Waiting Areas. Threats to witnesses
often occur in the hallways before entry into court. These
threats can be eliminated by providing separate witness wait-
ing rooms for prosecution and defense witnesses. Admittance
to these areas should be strictly controlled and access should
be denied to all except witnesses and court staff.

Attempts also are made to frighten witnesses while they tes-
tify. Examples inclade reports of spectators- making throat-
cutting gestures or similar threatening movements, The bailiff
should report any such occurrences to the judge, who will
usually order the persons removed or dlrcut that they be ar-
rested for prosecution.

More serious threats against witnesses or family members
may require escort or bodyguard protection. If protection is
required outside the courthouse, local law enforcement agen-
cies may be called upon for assistance. Higher levels of secu-
rity for witnesses are discussed later under high-risk trials.

Normal Jury Procedures. The conduct of bailiffs responsible
for jury security is vitally important for the impartial adminis-
tration of justice. The bailiff must have precise instructions for
handling juries, whether those rules are based on the
guidelines recommended here or on state code requirements.
During the field visits for this project, a case was cited where
the bailiff told a juror: *“We don’t arrest innocent people and
bring them. into court.” This statement forced the judge to rule
a mistrial and order another trial:

This section of the procedures manual should give prec1se _

1nstruct|ons for routine handling of juries. “Bailiff respon-

. late on why they were evacuated; the court will advise and °
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sibilities for sequestered jury security are discussed in detail in
the next section of this chapter.

Jury QOrientation. On their first day of appearance, all pro- 5
spective jurors should be given a general orientation. Ideally,
this would be a brief lecture by a judge or bailiff. The oriénta-
tioni should outline what is expected of jurors and the respon-
sibilities of the courts and bailiffs toward them. Points to em-
phasize include warnings not to converse with nonjurors absut
a trial, the possibility of sequestration, and general measures
to ensure the jurors’ security. Bailiffs’ jobs will be much easier
if they have the cooperation and understanding of the jurors.

Site Viewing. When the judge decides a jury should leave
the courtroom to view the scene of the crime or immovable
evidence, the jury is normally escorted by the bailiff or sheriff
to the site, where a cotirt-appointed person usually shows the
jury the evidence. The escort officer is usually sworn (1) to
allow no one to communicate with the jury, nor to do so him-
self, on any subject connected with the trial, and (2) to return
the jurors to court without unnecessary delay or at a specified
time. The site visit is a common occurrence in land condemna-
tion cases, where it is necessary to separate jurors, lawyers,
and appraisers.

Custody During Deliberation. When attorneys have made o
their final arguments and a case is concluded, the judge will
instruct jurors, then place. them in the bailiff’s charge. The
bailiff is under oath to keep the jury together day and night, if
necessary, and to abide by the communications restrictions
mentioned under Site Viewing. Sequestered jury care is dis-
cussed later in this chapter.

For the benefit of women jurors, a female bailiff, deputy, or

matron should be assigned during both day and evening hours.
Jurors sequestered for the night are under the séme restric-
tions as during the day, but they can send messages to their
families: through the bailiff. Detailed notes should be given to
the bailiff, who will relay the message by phone, keeping juror
notes for the record.

Juror Illness. Bailiffs; must know witat to do when jurors
become ill, especially when a juror may need to be hos-
pitalized. Until the natufe of the illness is known, it will be
necessary to provide coristant security for the Jjuror, to make
sure communications restrictions are maintained. If the illness
happens while the court'is hearing testimony and-a quick re-
covery is expected, the gudge may adjourn the trial until.the
juror returns. Otherwise, the judge may replace the ill _;uror
with an alternate. ’»

If a juror becomes 111‘ dunng dehberahon or while seques-
tered, the bailiff should' notify the cdurt immediately of any
action taken: It is wise|to have a list identifying doctors .on

‘call, an ambulance servics, and nearby hospitals with

emergency facmtles Medical personnel should _bécautioned fo
limit their conversation with the j juror to the medxcal problem:
at hand. Finally, the bajliff should prepare a report for the
court describing any medxcal mcndents involving Jurorb on. a
particular case. ;

Emergency Evacuai‘zon of ]urors From Ihe C'ourt-

room. Emergency evacdatlon during a court session should

. “happen only on'the judgh’s order. The;bailiff is then responsi- . -
o

ble for moving the Jurorfs to a predetermined place and assur-
ing their safety. They will stay there until ordered 1o return to
the court or to move to another location. During this time, the
Jjury should be instructed not to discuss the case nior-to specu-

2l

o
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instruct them on this issue when they return. It may also be
necessary to isolate the jury from media information about
their trial during this time.

If an emergency arises while jurors are in the courtroom but
court is not in session, or while they are in the deliberation
room, the bailiff takes the same course of action as just de-
scribed, consulting the judge first if possible. However, if the
judge is not available, bailiffs should act on their own, notify-
ing their superiors and the judge as soon as possible. If the
jury is delibérating and has evidence in hand, the bailiff is usu-
ally responsible for the security of that evidence and any notes
or ballots until those materials can be turned over to the clerk
of the court.

Jury Deliberation Room. This room should directly adjoin
the courtroom or be nearby and only accessible by a restricted
passageway. The room should be soundproof to prevent
eavesdropping on the deliberation. The area also should be
carefully examined before use and kept locked at all times.
Jurors are locked in frir deliberation and may summon the
bailiff at any time by means of a buzzer or knock on the door.
All questions should be in writing to the judge, who may write
a response or direct the jury to return to court for further in-
formation and/or instructions.

The bailiff should not communicate with jurors on any mat-
ters except te ask if they have reached a verdict. When the
room is vacated, all notes and other materials used in delibera-
tion should be removed and then safeguarded, destroyed, or
treated according to other established procedures.

Sequestered Juries. Sequestering juries is costly because
jurors must be protected 24 hours a day, since security risks
are much higher than in ordinary trials. Extreme caution is
needed 50 that improper procedures do not result in a mistrial

‘or provide grounds for reversing a decision in an appeal. The

following guidelines will help simplify sheriffs’ and bailiffs'
jobs,

Sequrity Plans. Security plans and procedures for each trial
shotild agree with existing court rules and should be presented
to the presiding judge for approval. Deviations from the. ap-
proved plans should be reported to the judge before they are
carried out.

A supervisory bailiff should bie responsible for the jury and
for security personnel assigned to the bailiff, Such personnel
should fully understand their duties and their relationships
with jurors.

The court order for sequestration should discuss the con-
duct of jurors, plus appropriate restrictions and control meas-
ures-(see appendix B for a sample order), Violations or sus-
pected violations of the court order or any suspected attempt
to influence a juror should be reported to the judge im-
mediately and a written record made of the incident.

Personal Conduct of Bailiff. Bailiffs and security personnel
should maingain a professional and courteous manner towards
the jurors at all times. Thkey should not discuss trial-related
subjects nor allow others to do so, except by court order, and
they should never express an opinion about the trial.

Access to Jurors. Access to juror's guarters should be given
only to the security staff, those providing essential services, or
other persons authorized by the court. A visitor’s identity,
purpose of visit, and time of arrival and departure should be
recorded in a log. Written authorization for visits should be
retained for the record, and entries should be madz in the log
for verbal authonzatlons.
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Service personnel such as waiters and cleaning staff should
be logged in and accom.anied by a bailiff at all times while
in the jurors’ quarters. They should be told not to talk to
jurors. It is dlso a good practice to find out if any of the ser-
vice personnel are related to trial participants. Finally, jurors’
laundry should be inspected by the bailiff before it is sent out
and before being returned to the jurors.

Accommodations and Meals. Some sheriffs argue that ar-
rangements for meals and quarters for sequestered juries
should be their responsibility because sheriffs are most aware
of security requirements. Others believe this is mainly an ad-
ministrative function more properly performed by the trial
clerk with some guidance from the sheriff, If sheriffs make
these arrangement:, they should select hotels, restaurants, and
other accommodations fairly, impartially, and based solely on
security considerations.

To maintain security and control, hotels are better than
motels because the court can get a block of rooms on a single
floor that is isolated from the general public. An upper floor in
the building is best, to reduce the pessibility of communica-
tions from outside sources. The following recommended
guidelines should then be followed:

¢ Remove or disable television sets and radios in jurors’
roOms.

e Control telephones so there are no unmonitored incom-
ing or outgoing calls.

o Generally assign two persons to a room, with the sexes
kept separate.

o If a private dining room is not available, use a spare
room on the jury floor for meals, Escort jurors from the
dining room to rest roomis.

e At the discretion of the court, jurors may have a lim-
ited number of cocktails in the evening — usually two — at
their own expense and only if they are not returning to
court or deliberations that evening. Bailiffs should never
drink alcoholic beverages while on duty.

o Keep accurate financial records of meals, according to
the court’s standard procedures and payment policies.
Transporting Juries. During transportation to avd from the

courthouse, jurors are subject to possible physical harm and
outside influences. If there is some reason to suspect an at-
tempt on the jurors’ physical well-being, an advance security
force should scout the route and recommend detours or other
tactics. ;

Precautions are needed to make sure the jurors do not see
newspapers, posters, banners, and the like during the trip.
Transport vehicles should be searched in advance for such
materials, and jurors should not hear commercial radio broad-
casts nor walk by newsstands or newspaper dispensers. It may
even be necessary -to cover vehicle windows with opaque
material to keep jurors from accidentally seeing newspapers or
similar materials.

Drivers should be told not to talk to jurors at all about the
trial, and escort officers will need to prevent jurors from being:
interviewed during transport.

Emergency Evacuation From Sequestration Site. In case of
fire, bomb threat, or any other ¢mergency situation that might
harm jurors, the bailiff should immediately evacuate them to a
predetermined location. As mentioned before, jurors need not
be informed of the reason for the move, only that it is peces-
sary; they should be cautioned not to dxscuss the move or
speculate as to the reason for it.
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Whenever a jury is sequestered or retired for the night dur-
ing deliberations, suitable transportation should be available
on a standby basis in case an emergency arises.

Access to Media. Court orders should specify which types
of media sequestered jurors may se¢ and hear. If authorized, a
television may be set up in a common lounge; however, the
bailiff ought to monitor the set continually and turn off sched-
uled newscasts, bulletins, and captions. Programs the jurors
watch should not have a theme similar to the case being tried.
If possible, videotapes can be made to ensure that no unau-
thorized material is seen, and there should be a record of all
programs viewed. The television set controls should be locked
when not in use or when the room is unoccupied, and jurors
may not have radio receivers or transmitters.

The court may approve newspapers, magazines, periodicals,
and books for the jury’s use, provided those materials are cen-
sored first and records are kept sliowing the items made avail-
able. Preferably two persons should review the publications
beforehand, removing and filing any material about the trial or
similar incidents.

Communications with Others. Occasionally the court may
permit visits between jurors and family members on weekends
or.off-duty days. A record should be kept of all visitors, and a
bailiff should be present to make sure there is no conversation
on trial-related matters. '

Only court-authorized telephone calls should be permitted.
These calls should be dialed and monitored from the bailiff's
room using special phones with monitoring features, which the
telephone company usually can provide. Bailiffs should dial
the numbers, identify themselves, warn the answering parties
not fo discuss the case, and advise both parties that the call is
being menitored and will be terminated immediately if the
warning s not heeded. Incoming calls should be handled simi-
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larly, after they are directed to the bailiffs’ stations, Bailiffs
should keep logs of all incoming and outgoing calls. -

All mail and packages should be given to the bailiff for
examination and censoring before they go to the jurors.

Likewise, outgoing mail should be censored before mailing, If

jurors do not agree to this procedure in writing, their mail may
be withheld until the end of the case, or as ordered by the
court.

During a prolonged trial, the Judge may permit recreational
trips, attendance at religious services, shopping, or business

meefings. If so, recreational areas should be secluded and |

adequately protected. Clergy should be advised in advance of
a juror’s attendance and asked not to mention the trial in the
service. Business meetings should be conducted only under
close and constant security. Generally, the buififf should do all
shopping for jurors, being sure to keep a written record of ex-
penses and money received, If allowed to shop for themselves,
jurors must be under close supervision.

The court may authorize barber or hairdresser serwces If
possible, this should be done in the juror’s room and under
close supervision, with service people advised not to discuss
the trial. In a shop, the bailiff should be sure the juror has fio
access to newspapers or publications that have mformatlon
about the trial.

Medical Services. It is wise to have a first aid kit available
at the sequestration site. The court should be advised of the
medications prescribed for jurors, possible medical problems,
and medication that might be required. Otherwise, the medical

procedures here are similar to those meationed before under

Juror Iiness.

Records and Forms. Many materials are needed to docu-
ment the care and safekeeping of a sequestered jury. Examples |

are listed in figure 3-6 and shown in appendix C figures C-1
through C-11.

topic, date, time, and name of momtor

momtor S name.

provided, and the censor's name.

for refillable items.
their decision. Bailiff prepares this report for both court and she‘lff

* All figures cited are in appendix C.

Figere 3-6
RECORDS AND FORMS FOR SEQUESTERED JURY*

® 1. Personnel log {figure C-1) — lists personne) assigned to each shift on a daily basis, showing date, time of arrival and departure, and any
comments about personnel such as temporary absences, illnesses, and days off,

2, Sequestered jury register (figure C-2) — records data about each juror such as name, address, phone number, name and other mforma—
tion about next of kin, and the room number of the juror’s quarters. Jurors-should be listed first, then the alternates.

3, Transportatior/log (figure C-3) — records an y movement of jurors, showing dates, tlmes, locations, names of drivers, and escorts. &

4, Telephone call log (figure C-4) — lists every-incoming and outgomg call, naming both juror and the other party, their relationship, the :

5. Visitor register (figure C-5) — gives gach VlSltOI‘ s name and relationship to the juror (also namied), the date and time of the visit, and the

6. Mail censorship consent form (figure: c 6) ~ is .completed by all jurors who are authorized by the court to receive and send mail and who
agree to the censorship involved. The form should be signed and witnessed. If a JUEOI' does not agree to the censorship, the form ptov:des
instructions for disposition of maii, packapes, and other matter according to the juror’s wishes.

7. Incoming mail register (figure C-7) — lists all mail received and censored before delivery to the juror. S

8. Qutgoing mail register (figure C-8) —- lists juror’s name, the addressee, name of censor, and date mailed.

9. Newspaper and penodlcal reglster (f igure C-9) — records court-authonzed materials by tifle, date of publlcanonrnumber of copies

10. Medication register (figure C-10)'— shows all prescription.and other medication used by jurors and tells what suppiles’ may be needed.
Gives 4 Juror s name; medlcatlon the quantity on hand, name and address of the prcscnbmg doctor, plus prescription number and pharmacy-

11. Incident report (figure C-1 1) - descnbes any mcxdents that affect j JHI'OI'S such as threats, attempts to harm them, or efforts to mﬁuance 5
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Handling Incustody Defendants. Incustody persons appear-
ing in court generally fall into three categories: (1) defendants
being tried or sentenced, (2) prisoners being tried for addi-
tional offenses committed while in prison, and (3) prisoners
appearing as witnesses. People in custody think of escape at
one time or another, and convicted felons serving lengthy sen-
tences often are preoccupied with thoughts of escape.

An analysis of the custodial system shows that its weakest
link — the most likely time for escape attempts — 1s when the
prisoner is outside the jail. This means during transport from
jail to courthouse, in the temporary holding area, and in the
courtroom. During these times, the jail’s trained custodial
force is replaced by a limited number of transportation officers
and bailiffs. The prisoner is usually gnarded by only one
bailiff, who is often occupied with many other trial-related
duties.

Movement To and From Jail. If a secure tunnel or bridge is
not available for prisoner movement between jail and court, a
vehicle should be used — even for short distances. Movement
by foot through public areas increases the risk of an escape
attempt and also makes the security force and prisoner vulner-
able to attack. All transport vehicles should be properly
marked and should contain standard emergency equipment
such as portable. lights, fire extinguishers, first aid kits, tear
gas dispensers, flares, and communications gear, Transport
vehicles should be searched for contraband before lpading the
prisoner. High-risk trials may cail for additional precautions,
as discussed under that section of this chapter.

Prisoners should be placed in restraint devices before leav-
ing jail; the devices should be removed in the temporary hold-
ing area, If such an area is not available, restraints should be
removed immediately before the prisoners are taken into the
courtrpoim /ind replaced immediately after they leave.

Weapaiis should not be worn by officers directly handling
priscners. They may be worn if more than one person is guard-
ing the prisoner; however, the armed guard should always be
in a position to avoid being overpowered and disarmed. A
single officer should riever be required to move more than one
prisoner at a time.

Temporary Holding Areas. Temporary holding areas
should be designed to confine defendants and reduce escape
attempts but should not have features that violate an individ-
ual’s, constitutional rights. For instance, these areas should
have separate facilities for juvenile and female prisoners, as
well.as space to provide various degrees of prisonzr isolation
and protection. Female deputies or matrons can be assigned to
observe female prisoners and search them when necessary.

In the holding area, security personnel should search pris-
oners when they arrive from a custodial institution and before
they: are returned; prisoners are not to have any personal
property. Moreover,. there should be clear rules and instruc-
tions on prisoner monitoring and on. dealing with escapes.
Temporary holding areas should be examined daily for the
soundness of walls, floors, doors, and windows, and for
adequate ventilation. ‘ :

- Escape Attempts. A simple plan is needed to deal with es-
cape attempts. Most attempts are spontaneous and triggered
by apparent weaknesses in the security system; they usually
happen in orie of these four places while prisoners are away
from jail: ;

1. ‘During transit between jail and courthouse;

2. Moving through public hallways;
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3. In the courtroom; or

4. In the temporary holding area.

Specific plans to deal with escapes depend almost exclu-
sively on the physical Inyout and manpower resources of each
court. Also, each location presents different problems and re-
quires advance planning to reduce successful escapes. How-
ever, basic procedures can be developed, including the follow-
ing:

o Activate an alurm. 1If the attempt is made in the court-
room, the clerk or judge should activate the alarm, since
the bailiff will be in pursuit. In the holding and other se-
cured areas and in public hallways, a police whistle can be
used to alert other security personnel, who can join the
pursuit or go to prearranged posts to secure doors and try
to catch the prisoner.

v Jotify key people. The clerk should notify the security
officer in charge, who in turn should notify the sheriff. If
the prisoner is not caught immediately, state and local
police agencies should be given complete details, including
a physical description. These agencies should have plans to
establish roadblocks and surveillance of possible escape
routes.

Fire and Bomb Threats. The sheriff’s department should
have a policy on handling incustody defendants in case of fires
or bomb threats. Usually, the prisoners should not be removed
from holding facilities unless an immediate threat exists. If
removal is necessary, full restraints should be used and
adequate personnel assigned. Deputies assigned to this duty
should be vigilant for possible escape attempts, since the
threat may be a hoax designed to aid an escape. Prisoners
should be returned to the detention facility as soon as the area
has been thoroughly searched.

Medical Treatment. A physician should be on call to pro-
vide medical aid to incustody defendants when necessary.
Prisoners removed from hoiding cells for transportation to
medical facilities should be under restraints, and transport of-
ficers will want to be alert to possible escape attempts.

Segregation of Hostile Groups of Prisoners. Bailiffs and
security officers should be aware of possible serious problems
that could develop between prisoners if hostile factions are not
segregated in the holding areas and the courtroom. Examples
include an informant appearing as a witness and members of
hostile gangs appearing as defendants in the same case. Vigi-
lance must be maintained in the courtroom, where witnesses
may be the object of attack. Trials with several defendants
also may involve problems among the defendants.

Prisoner movement should bs planned so that hostile fac-
tions ‘do not come into contact, even while passing in a cor-
ridor. Well-planned movements will reduce opportunities for
threats or physical violence. :

Appearance and Control in Court. The possibility of an at-
tempt to escape from the courtroom should always influence
the actions of bailiffs and security personnel. If there is reason
to believe a prisoner wi.l try to escape or resort to violence or
unruly conduct, the bailiff should stay behind the prisoner to

provide better control.

In cases where a prisoner or group of prisoners presents. an
unusual security risk, the judge should always be advised, and
additional .courtroom security measures can be suggested for
the judge’s approval. Permission is n‘eed‘ed to keep the pris-
oner in restraints in the courtroom, and usually only unobtru-

sive restraints will be approved in jury trials. Some court-.
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rooms have dealt with this problem by providing special chairs
at the defense table and the witness stand. (See chapter 7 for
more on these chairs.)

Incustody defendants should not be allowed to carry per-
sonal property into the courtroom, although exceptions may
be made for legal material pertaining to the case.

Policy on Restraint Devices. This policy should be set by
the sheriff and uniformly applied to all prisoners. The policy
should include minimum levels of restraint such as handcuffs,
leg irons, and restraint belts or chains. Having a policy elimi-
nates the need for each officer to make decisions in this area.
However, individual judges must also be consulted because
many have their own policies on restraints in their courtrooms.
Finally, deviation from established policy should be only by
court order or with approval of a competent authority. A writ-
ten record of any deviations should giv. complete details.

Disruptive Conduct. As noted in chapter 2, the U.S::Su-
preme Court has issued guidelines for handling unruly criminal
defendants in the courtroom.’ When defendants are so disor-
derly that their trials cannot proceed, the court has three alter-
natives: cite them for contempt, shackle and gag them, or re-
move them from the courtroom.

The Supreme Court held that shackling and gagging should
only be used as a last resort because that action prejudices a
defendant in the eyes of the jury and offends the dignity of the
court. Removing defendants from the courtroom is preferable
to binding and gagging, though the defendants must first be
warned that they will be removed if the disruptive conduct
continues. Once removed, they should be allowed to remain
nearby to consult with attorneys and should receive a standing
offer to return if their conduct improves.

A secure, soundproof holding room should be next to the
courtroom for the use of defendants removed for being disor-
derly. Many courts already provide such rooms for the cus-
tody of incarcerated witnesses waiting to testify and for de-
fendants during recess. Closed-circuit television or a
loudspeaker will allow the defendant to see or hear the pro-
ceedings.

Finally, in the courtroom, telephones or duress alarms
should be available for the bailiff, clerk, or judge to summon
help in case of a serious disturbance by prisoners.

Communications with Others. Particular care must be taken
to preveni unauthorized communications by incustody defen-
dants, or attempts at such communications. Both actions are
usually illegal, and many courts post notices to this effect, cit-
ing possible penalties. Defendants may confer with their attor-
neys in.the courtroom with the consent of the court, but
should do so in.a manner that will not disturb the proceedings.
No other persons are allowed to visit a prisoner in court with-
out the judge's permission. A prisoner should never be al-
lowed to accept any money, clothing, or other items directly
from anyone-in court. Such items should be presented to the
jail for control and examination for contraband.

Attorney-Client Conference. Attorney-client conference

areas adjacent to the courtroom holding rooms allow. attoriieys -

and clients or witnesses to discuss testimony and a case’s pro-
gress. These are restricted areas, and must be secure enough

. to prevent escapes. Before and after use, the rooms should be A

4 Illinois v. Allen, 397.U.8, 337 (1970).

g
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searched for comntraband, especially when the court has al-
lowed visits by relatives and iriends.
Multidefendant Trials. The special circumstarices of trials

with several defendants may require additional security pre- -

cautions. These should be discussed with judges, who can ap-
prove any recommendations or issue court orders if necessary.
Multidefendant trials generally mean more security manpower;
normally, there should be one bailiff or security officer for
each defendant. In the courtroom, these officers should be po-
sitioned to prevent an escape attempt or to control each pris-
oner in case of a disturbance. Note that defendants may be
antagonistic towards one another and may require segregated
seating, '
Female Defendants. Female defendants should be subject

to the same policy. approved for males regarding use of re- -

straint devices. 1f separate policies are in force, they should be
clearly “defined and in writing. Uniform application -of re-
straints on all prisoners regardless of sex will reduce unrest
and charges of favoring some groups. Any deviation from this
policy should be made only with the approval of a-competent
authority and also made a matter of record. Some departments
may have a modified policy for use of restraints on female
prisoners. However, security. . personnel are reminded  that

female prisw:ters can be just as dangercus as their male coun-

terparts, and they too commit acts of violence, causing serious
injury to themselves or the custodians.

If there is no separate temporary holding area for females,
they may be held in the courtroom. These defendants should
be seated close to the bailiff’s station, where they can be kept
under constant observation and control.

If a female deputy, bailiff, or matron is not available, at least
two male officers should be present at all times to reduce or

prevent charges of an individual’s misconduct towards a

prisoner.
Juveniles. As noted in chapter 2, security officers must be
constantly alert in these cases, since incidents cansed- by

juveniles are usually unpredictable. Many juvenile court inci--

dents are sudden outbursts of anger, often directed stoward
parents, or they may involve an attempt to escape,
Bailiffs and security officers should not view juveniles as

merely underage adults to be handled like adult offenders."

True, many youths are clever, cunding, and very intelligent,

but there are also many whose delinquent behavior can be di-’

rectly:linked to a serious learning problem, a low 1Q, oran
emotional disturbance. Usually, one of these factors has
caused.the conduct that brought the juvenite into court,

1t is important to identify children who may have emotional
or learning problems.” Case workers- and probation officers
should take'ithe time to develop data from schools, medical
records and other sources. If these problems exist, the bailiff
and custody staff should-be told, to help them decnde how to
deal with the young people mvo!ved e

Children’ with these problems will usm]ly respond toa sntua—
tion they cannb;, understand or.cope
violent reaction. Fear of the unknown should be” met with

reassurance, through communication with a bailiff who has -
‘ The bailiff §hould be
~ both sensitive to the special ‘problem child and also aware of -

special training and the right attitude,

the possibility of being deceived by the 4"‘str¢etwise'” offender..
- From the first contact with ‘the juvenile, the bailiff should

offer clear and simple explanations of what will happen to the

youth whxle in custody. The\\balhff needs to cover each 81tua~

N RN

ith either by silence.or a '



Chapter 3 SECURITY PLANNING AND PROCEDURES

tion step by step, making sure the young person understands.
If not, the explanation should be repeated.

If restraints are used, the youth should be told why. If the
juvenile is in a temporary holding area, the bailiff will want to
explain why and describe the area. When court proceedings
are finished, the bailiff should escort the child out of the court-
room, explain what has happened, and answer questions as
fully as possible. Clear, simple explanations and low-key reac-
tion will do much to control a potential problem.

Mentally Ill Persons. On occasion, the mentally ill must ap-
pear. in . court. Thus bailiffs need to be emotionally mature
people who can cope successfully with unusual behavior. In
each instance, a check with institutional officials is important,
to find out what behavior to expect. There may be special re-
quirements for straitjackets or seat pads, or cleaning materials
to handle someone who spits or drools. It is advisable and
oftent mandatory that a doctor or medical attendant be present
at these appearances.

Bailiffs should be attentive and give these people as much
assurance as possible. If they show violent or erratic behavior,
the bailiff must subdue them and call for any necessary help
from medical attendants. Bailiffs should be aware that these
patients might exhibit strange and unpredictable behavior and
may not respond to the usual warnings.

Handicapped Defendants. Particular care is needed with
handicapped defendants, and any improper conduct by the
bailiff may prejudice the case in the eyes of the jury and cause
a reprimand from the judge. Deaf-mutes, for instance, require
a high degree of visual contact with the bailiff to assure com-
pliance with instructions. Another special concern is how re-
straints are used, for both the prisoner’s condition and the
need to assure proper control are important.

New court facilities have ramps or inclines to aid the
movement of wheelchairs. In older buildings, more people
may be needed to move the prisoner. Particular attention is
advised when searching both prisoner and wheelchair for con-
traband. Also, sympathy for the handicapped should not mean
reduced vigilance, for even a crutch can be a formidable
weapon in the hands of a determined person.

In handling a handicapped defendant, the best advice is
‘‘plan ahead.”” In some buildings, it is impossible to move a
wheelchair between jail and court by the usual means. Steep,
narrow stairs that do not allow a wheelchair to pass may mean
bringing the prisoner into the courthouse through a public en-
trance — a situation that presents a high security hazard. Both
an assault on the prisoner and an escape are possible at that
time, S0 extra security precautions are recommended. The
route to be followed should be checked in advance, and addi-
tional personnel should accompany the prisoner.

Security staff will aiso need to plan ahead if the nature of a
persen’s infirmity is such that medical attention may be
needed. Inability to handle the unexpected always creates a
weak security operation.

Defendants Representing Themselves.*® In 1575, the U.S.
Supreme Court affirmed the right of defendants to represent
themselves if they understand the nature of the charges against

19 TThe légal term here is In proptia persona (pro per) or pro se.

#-Farettas v. California, 415'U.S, 975. s

1t San.Diego County. Sheriff’s Depariment, Court Services Opération, Superior Court
. - Bailyf's Manual (San Dicgo, California, 1977).
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them.1! Thus, bailiffs must be familiar with certain privileges
for incustody defendants who act as their own lawyers.

San Diego County has dealt with these permitted privileges
in some detail.’? There, the presiding judge of the supérior
court approved the following recommendatioins of a judge’s
executive committee dealing with pro per defendants in jail:

e Provide case-related work areas for the defendants;

¢ Provide books, supplies (e.g., subpoena forms), and
equipment (e.g., tape recorders);

o Allow the defendant use of the jail iibrary, telephone
privileges, and interviews with witnesses;

e Allow the defendant to receive mail related to the case;

e Make provisions for legal researchers and inves-
tigators, spelling out how they will be assigned and paid;

o Provide for suspension of the above privileges when
necessary.

When defendants act as their own lawyers in court, there
are unique security problems. In cases where dangerous
weapons are introduced into evidence, the court may rule that
defendants, even though representing themselves, may. not
touch the evidence. In one case reported during field research
for this manual, the defendant approached a prosecution wit-
ness on the stand during cross-examination and suddenly as-
saulted the witness. The court then ruled that the defendant
had to remain at counsel table at all times.

Each jurisdiction should form a committee of judges, pros-
ecutors, sheriff’s representatives, and others to draft policy on
pro per defendants both in jail and in court.

Special Courtroom Considerations. During the judicial proc-
ess, there are times when the potential for incidents is greater
than usual. At these. critical periods, the bailiffs and security
officers should be alert to the possibility of disruptions or es-
cape attempts. A few of the critical times already discussed in
this chapter include (1) the appearance of an antagonistic wi¢-
ness or codefendant; (2) prisoner movement to and from jail,
or between temporary holding areas and the court; and (3)
when commitment is ordered in juvenile court.

Other critical times to address in the procedures manual in-
clude tlie following:
e During arraignment and sentencing;
¢ When a verdict is rendered in a domestic or smiall
claimas court;
o During convening of a psychiatric court;
e When dealing with unruly spectators;
e When litigants and defendants who are on bond can
bring weapons into court because they were not searched.,
In these sitnations, incidents will usually be in the form of a
physical assault, possibly coupled with an escape attempt.
Factors which contribute to disruption -in court include
these: '

e Attitude and conduct of both judge and bailiff;

e Prosecution tactics; :

e Presence in court of friends or relatives of the victim
or defendant;

e Any damaging testimony;

e Dissatisfaction with defense attorney’s conduct of the
case; '

e Unwillingness of defendant to accept the court’s au-
thority; e ;

e Defendant’s —zluesor political beliefs;
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e Desire to gain publicity for either an individual or a
cause;

e Mental instability;

e Fear of confinement;

s Sentencing to a long prison term.

Many of these factors can be recognized and addressed by a
charnige in attitude and conduct or by increased security
awareness and suitable precautions.

Arraignment ar:{ Sentencing. Arraignment and sentencing
are often hectic times. Large numbers of lawyers, friends, and
relatives are present, along with both incustody defendants
and those on bail. If the court revokes bail or sentences some-
one, there is an abrupt separation of defendants from relatives.
Emotions will often run high, for example, as a wife tries to
have ‘‘one last talk’ with her husband before he is taken
away. Defendants not expecting to be confined frequently are
shocked into violent outbursts, and unless the overall situation
is well controlled, the courtroom will be the scene of general
disorder. The need for more than one bailiff or security officer
at this time is obvious.

Civil and Domestic Court. One finding of the interview
phase of this project was the fact that almost half the incidents
reported took place in either civil or domestic courts, Emo-
tions peak, for example; when rulings are made on separa-
tions, divorces, and custody. of children. The disappointed
person may use a firearm on an attorney or the successful
litigant. In Florida, a woman who lost her house in a suit took
a gun from her purse and killed her adversary before a hor-
rified judge and spectators.

Because violence occurs more often in civil and domestic
than in criminal courts, bailiffs should be specially trained for
those types of problems.

Small Claims Court. Many assaults are committed i small
claims courts, usually at the time of a decision. Several judges
interviewed during this study recounted assaults by .3ing
litigants over as little as a $25 claim. Many jurisdictions now
notify litigants of small claims decisions by mail to avoid the
often violent reaction of the loser. Bailiffs or security officers
in small claims courts must be aware of the types of problems
that can occur and be prepared to handle them.

Psychiatric Court. Psychiatric courts are convened to hear
2 number of matters: a defendant’s ‘mental competence to
stand trial; whether or.not a defendant is addicted or in danger
of becoming addicted to a drug; and whether or not a defen-
dant is predisposed, by reason of a mental illness, to commit
sexual or other crimes. This court nay also hear civil matters
—e.g., putting people in the care of conservators appointed to
look after their interests. In certain instances, because of a
defendant’s condition, the court may convene a bedside hear-
ing, which is governed by normal courtroom procedures.

Bailiffs in psychiatric courts must be sensitive to the needs
of mentally disturbed persons, must give people assurance dur-
ing the proceedings, and must recognize the fact that violent or
erratic behavior can be expected during a heating.

Unruly Spectators. There is a danger of overreaction -in
‘dealing with unruly spectators, and this response could make
an otherwise minor and controllable incident more serious. In
most cases, a simple warning by the bailiff or judge will con-
trol the situation. In some instances, the bailiff may be in-
structed to bring the offender to the bench, where the judge
issues a warning and explams the consequences of further un-
ruly conduct. »
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Judges and their bailiffs usually have an ‘‘understanding™ on
how these matters will be handled. Many judges interviewed
for this project said they always gave the unruly spectator the
benefit of the doubt. Then too, some disruptive incidents are
committed by people with mental disorders and require an ap-
propriate response. If a person's conduct does require removal
from the courtroom, that action should be taken quickly.

Searches of Litigants and Defendants On Bond, Many
serious incidents have occurred because weapoiis were,
brought into the courtroom. Thus, discreet searches of liti-
gants and on-bond defendants are needed before they enter the
courtroom, especially for trials involving. highly emotional
situations. However, this search requirement is a sensitive is-
sue, and a clear policy on the matter cbviously is needed. This.
means looking at the issue's legal aspects and getting both
guidance and approval from: the presiding judge. Still; many

jurists now support the search idea in principle, and the U.S.

Marshals Service recommends such a procedure.

Special Operations Plans
Search of Courtroom and Related Spaces. A thorough, sys-
tematic search of these areas by trained personnel should be

mandatory both before and after the court convenes. Trained

officers can quickly identify locations where contraband ‘is
likely to be hidden. In particular, areas near the defendant
should be thoroughly searched:- After finding oye piece of con-
traband, the searchers should not stop their work nor relax
their vigilance, for there may be more. Any suspicious items
found should not be moved or handled until technicians have
had the opportunity to check for fingerprints or other evi-
dence.

After the courtroom is searched before its use, the room

should be under constant surveillance by the bailiff or security

officer until the proceedings start.

Judges® secretaries often can help search Judges chambers
because they are familiar with the area and can quickly iden-
tify strange or unusual items. However, primary responsibility
for conducting searches should remain ‘with the security offi-
cer. ~

Visitor Control, The simplest way to control visitor move-
ment is to provide easily read directories and floor plans at
building entrances and by elevators, in addition to well-marked
corridors and office doors. Another measure is an information
or réception desk. staffed by a civilian who ‘can serve as'a
lookout for potential problems and warn security officers of

any troublesome or potentxally disruptive people entelmg the -

building.

Upder normal conditions, courthouses are freely accessible
to the public. However, access to certain areas such as.judges’
chambers should be controlled at ‘all times, through either ar-
chitectural design; locked doors, of guarded checkpoints.

Sometimes it might be necessary to control entrances™to the:

building or courtroom, perhaps including package searches oi" =
~ the use of metal detectors — tactics commonly- referred to as
“*search screen.”” However, these measures should not be‘
applied indiscriminately becauSs they might be challenged on-

the. grounds of prejudice to- individual rights. Usually & court

order is required for these procedures, and that order should ‘

be prominently displayed for public examination.

Basically, a search screen identifies those admltfed to. the k :
courtroom and locates contraband and metal objects whnch O
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may be used as weapons. General recommendations for a
search screen operation include the following;:

o A barrier should isolate the operation from the general
public.

¢ A minimum of three security officers is recommended
for processing spectators,

o A female officer or matron should be part of the team.
Depending. on the anticipated risk, any or all of the follow-

ing elements may be used in a search screen. These are
graphically displayed in figure 3-7.

o Receiving or starting point. All persons enter at a cer-
tain point. controlled by a uniformed officer. If body or
metal detector searches are part of the screen, people
empty their pockets into containers, and purses are in-
spected or emptied.

e Search booths. Two booths are recommended, one
staffed by a male and the other by a female officer. Within
the booth, the officer examines the personal belongings in
the container and does a close body search.

o Metal detector (magnetometer) station. A walk-
through magnetometer is desirable; though a hand-held
model may be used instead. After examination, people may
repocket all personal property except identification.

o Photography station. A technician should photograph
all court spectators and their identification documents.

o Seat assignment and recording. A uniformed officer
should identify and record information about all persons en-
tering the courtroom and should assign seats based on a
seating caart. Identification such as a driver’s license may
be retained by the officer, with the assigned seat number
attached to make readmittance easy after a recess. While
escorting spectators to their seats, the officer should warn
them that if they move to an unassigned seat they may be
removed from the courtroom, and that they will not be able
to return if they leave the courtroom at any time except
during recess.

Figure 3-7
POSSIBLE SEARCH SCREEN PATHS*
Trial spectator
seeking admittance
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e = alternative paths
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One California sheriff’s department required that finger-
prints be taken as part of the screening process for a high-risk
trial. ‘This requirement was successfully challenged in. court.
The trial judge saw the need for fingerprinting as a means of
positive identification but said that, in view of the appellate
decision, the measure could only be required through legisla-
tive action.

Hostage Situations

The act of taking hostages in the courtroom or the court-
house is rare. In one dramatic incident, a judge and others
were kidnapped from a California courtroom, and the judge
was later killed by his captors.

Although hostage taking is rare, it is nevertheless a contem-
porary criminal tactic, and must be considered as a potential
means of escape once a person is brought to trial. Being pre-
pared for a hostage event will prevent overreaction that might
endanger the lives of the hostages as well as security person-
nel.

The field study phase of this project gathered information on
the expected characteristics of a hostage situation in a court
setting. Figure 3-8 is based on the data gathered and indicates

- what might be expected from three types of hostage takers:

defendants (or incustody prisoners), spectators, and mentally
deranged persons.

A defendant’s choice of a hostage will generally depend on
whoever is most convenient, but an armed bailiff may be par-
ticularly favored because the bailiff’s weapon can aid an es-
cape. Spectators who take hostages generally bring weapons
into court, though good screening could prevent this. Except
in high-risk . trials, screening is generally lax, thus increasing
the possibility that a weapon could be brought in successfully.

High-risk trials have great potential for incidents involving
hostages. Therefore, the importance of gathering intelligence
cannot be overemphasized in planning ‘the right response to
prevent violence from defendants or their supporters in the
spectator group. ‘ ‘

. Following is a discussion of preventive actions and training
programs for security personnel to consider as a response to
hostage incidents.

Being Prepared. There are three phases in the hostage con-
trol program. The first is the preevent phase, when planning
occurs and administrators make sure that people are trained
and the right equipment is available, The second phase is the
event itself, when the plan is put into effect. The third is the
postevent period, when those who carried out the plan evalu-
ate how well it worked. Figures 3-9, 3-10, and 3-11 show ac-
tions during each of these periods.

Many law enforcement agencies do not have the special
skills and resources needed to deal with hostage situations-and
will need help.:In many cases, nearby larger sheriff’s or city

police departments, or perhaps the state police, will have con- °

tingency plans and trained hostage negotiators. In other cases
the FBI may be-able to help. However, in some areas no one
force will have these resources; thus, pooling and coordination
among law enforcement ‘organizations will be needed. This
section offers general guidelines that individual departments or
regions can tailor to their needs when help must come from
outside the department. ‘ -
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Figure 3-8
LIKELTHOOD OF A HOSTAGE INCIDENT
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Figure 3-9

HOSTAGE PLANS: PREEVENT ACTIONS

Basic objectives:

1. Get safe release of hostage(s).

2. Protect lives of security personnel.
3. Protect lives of hostage takers.

l Sheriff’s office lr

N WA BN -

Joint Planning

. Policies on hostages: what is and what is not negotlable

. Initial contact procedures: who, when, the crisis management team,
. Responsibilities: who makes decisions

. Joint force coordination and use of manpower
. Gettmg equipment and floor plans of courthouse
. Joint training .

| Outside Resdurces }

e.g., nearb\y sheriff’s or police depanmem

« state police
FBIL

5
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Figure 3-10

HOSTAGE PLANS: THE EVENT
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Figure 3-11
HOSTAGE PLANS: POSTEVENT ACTIONS

First step Press release

Intensive review of the contingency plan
e Operation plan updated
e Policies reviewed, modified
o Training plan updated
Critique
Report prepared on the incident for:
o Political officials
o Sheriff
o Commander, assisting force

Control officer

Negotiator

Mobilization center commander
Psychologist

Press officer

Participants

Preevent Actions. Joint planning by two or more law en-
forcement agencies (the response force) should be geared to
producing an ‘“‘operations plan” for a hostage situation. The
following elements should be part of that plan.

Policies and Objectives. Figure 3-9 shows the objectives of
a hostage plan. Also critical are policies on how members of
the response force will work together. These policies are espe-
cially important where the resources of one group will be used
in the legally defined jurisdiction of another. Thus, matters of
liability and responsibility should be considered. In addition,
the following are some key policy questions to ask on what
wi' and will not be negotiable:

» Should captors be allowed to leave the courthouse?
Should they be given transport away from the courthouse
with the hostage? Without?

e Should an exchange of hostages be allowed? What
other demands — e.g., for weupons or more hostages
— should be met? What is the right response in these
cases?

o Should food, drink, cigarettes, etc. be provided to cap-
tors?

o If hostage takers demand interviews with the press or
want to publish “manifestos™ about their grievances,
shiould the press he allowed or encouraged to go along with
these demands? Also, what is the relationship between the
press and security forces?

Large departments with hostage experience have formulated
policies to deal with some of these questions. For example:

e Movement of the captors to another location is
negotiable,

e Except when a vehicle and driver are provided to
.move the captor to another location, another person is
never substituted for the hostage.

o Food, drink, cigarettes, etc. are given captors in ex-
change for ¢oncessions.

e Press interviews are sometimes allowed after the re-
lease of the hostage. These are usually permitted only if
they were promised to the captor by the negotiator, or if the
commander promised interviews to the press.

o Press ¢ooperation is a must. :

The policy that results from answermg these kmds of ques-
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tions should be consistent with the primary objectives of the
hostage plan. The negotiator must fully understand the policy,
which also should be included in the training program for
members of the hostage control group. Obviously, certain sen-
sitive details about the policy should not become common
knowledge nor be given to the press.

Initial Contact Procedures. The hostage plan should iden--
tify the people to be notified when a hostage event takés place,
including both office and home telephone numbers for those
people. The sheriff, commanders of other police forces in-
volved, and possibly political officials (who may be notified by
the sheriff directly) should be on this list.

Responsibilities. The plan identifies the main person (and
an alternate) who will direct the operation and run the control
center seen in figure 3-10. This person will decide on actions
during the negotiation stages and will bring together all the re-
sources needed to deal with the event,

Joint Force Coordination. The plan also describes the roles
of each cooperating law enforcement agency. Usually, a
sheriff will be the first to learn about a problem in the Zourt-
house or courtroom. The sheniff may then assume the role of -
overall commander, with help from outside resources, Or an
assisting force may be asked to coritrol the operation, with the -
sheriff helping in various ways (for example, securing the
building’s outer perimeter). Decisions on the most effective
use of manpower will depend on the capabllltles of the various
departments involved.

Equipment, Materials, and Training. Examples .of - what
may be needed are communications and personal protection
equipment, electronic sensors, and special weapons. Further,
the Tesponse forces should be trained to use such equipment.
Also needed are floor plans of the courthouse and enlarge-
ments of any courtrooms involved in the hostage incident.

Once the plan is final, personnel can be assigned from the
law enforcement agencies involved. Some departments prefer
officers who have served in the military, since they are accus--
tomed to the high level of discipline required. These people
should have intensive training, including field exercises, in the .
plan and its operation. This joint training can build up trust
between departments; that trust is an intangible benefit that
adds to the chances of success in a-hostage case.

The Event. To the extent possible, the contingency plan
will anticipate what is needed for an effective response. How-
ever, each hostage situation is different, and good plans will
reflect the need for commanders to make decisions on the
spot. Thus, the cotitiol officer’s job is extremely important.

‘Figure 3-10 shows areas of control during the hostage nego--
tiation. stage and the relationships of various parts of the re-~
sponse force. At first, the overall commander, usually the
sheriff, will be responsible for confining the captor to as small -
a space as possible and preventing an escape. The sheriff will .
want to ensure that fitearms discipline is maintained and that
no one acts mdependent of the team. At the outset, he- will be
concerned with the inner penmeter and will determine, whetHer
to evacuate or not, and if so, how much. The sheriff will put
the contingency plan in motion by relaying all information
about the event to the joint force commander; the approunate
pohtlcal official, and the control center commander

Control Center. T he control center commander-and assist-
ing staff are stationed. in: this prede51gnated communications -
ared. The control center commarider will do the followmg‘

4 o
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¢ Inform the response force commanders of the opera-
tion’s status and receive guidance from them;

o Inform political officials and receive guidance from
them (the sheriff could do this if desired);

e Keep in touch with the negotiator and offer informa-
tion and advice;

e Receive intelligence from various department sources;

e Keep the press officer informed so that he or she can
provide appropriate information to the media;

@ Receive technical assistance from the psychologist, if
one is involved;

o Through the mobilization center (described later), di-
rect the use of manpower for special details not included in
the operations plan.

Negotiator. The purpose of negotiation is to save human
life by buying time, using people trained in the psychological
techniques of hostage negotiations.'® Time is the important
factor, for as a rule, the more time captors spend with hos-
tages the less likely they are to kill them.

Experience shows that the best negotiators are those who
have had street experience  during their law enforcement
careers. Negotiators should look mature, so the captors will
see them as people with authority. However, negotiators
should not portray themselves as the final decision makers;
thus, they will be able to defer decisions and gain time. When
demands are delayed or refused, a relationship can be main-
tained because the negotiator is not the person denying the
captor’s request.

Negotiators must be able to communicate with captors. The
ability to use informal or ‘‘street’ language and to sympathize
with the captors’ problems is helpful. The negotiator should be
the only person allowed to talk to the captor, except when an
agreed-upon demand involves someone ¢lse (a captor’s family
member, for example).

Mobilization Center. This is a predesignated point where
manpower from the various forces begin their work. Here they
obtain briefings, assignments, and equipment. The commander
of this center receives instructions from the control center
commander for special details and provides the necessary sup-
port (such as specially equipped vehicles or food and drink).

Press Officer. The news media are an important element in
any hostage incident. Unfortunately, experience shows. that
the media can become a problem in these situations. Thus, it is
important to assure that media needs are met, while preventing
reporters from intruding into efforts to release the hostage
safely.

Information should be made available to the news media by
the control center commander through the press officer. In
nearly all cases, the success of security force operations will
not be helped by media people who try to get interviews or
television footage of captors and hostages. The key concerns,
then, are what will help get the hostage released safely, but
also. what can be done to help meet media needs. The press
officer’s role thus becomes very important. It also would be
helpful to (1) disviss with media representatives those aspects
of the contingency plan that affect the media and (2) try to get
their cooperation before an incident oceurs.

Pty

ot N W YOrK. Clty Pohcc Depurtmcnt. Tactical Manual for Hostage. Situations (New

York: New York City Police Department, undated), p. 6.
14 Los Angeles County Sheriff's Department, Civic Center Security Umt, Major Security
Trial Operatlon (Los Angeles, undated).
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Perimeters. The outer | erimeter is loosely defined in an ac-
tual hostage situation, but generally surrounds an area where
only security personnel -are allowed. The inner perimeter
marks an area that only the negotiator and the containment/
assault team can enter.

Postevent Actions. Officials often overlook the significance
of the postevent period. After a hostage case, certain actions
are important, as discussed in this section.

News Release. All persons involved in the event should
help prepare a news release, so the complete story is available
to the public. The story may be released by the sheriff, a polit-
ical official, or someone else, but it should be complete, fac-
tual, and accurate.

Critique. Officials who participated in the event should re-
view the following: all security force actions and how well
prepared the forces were for each; the contingency plan and
any changes needed in it; all policies on hostage incidents; and
the effectiveness of the training plan for those situations.

Officials who participated in the event should write a report
on the incident, describing in detail both the situation and the
response to it. This report should go to the political officials
concerned, the sheriff, and the chief administrators of any out-
side resources involved.

High-Risk Trials

A high-risk trial is one that provokes a strong emotional re-
sponse from the general public or interested groups. That re-
sponse may threaten the safety of those involved or lessen the
integrity of the judicial process. Thus, special efforts are
needed to make high-risk trials safe, fair, and open. To do this,
courts need a well-organized, detailed operating plan,

Each high-risk trial examined during the field study phase of
this project had two common characteristics. First, careful and
detailed security planning was evident. Second, incidents were
few or nonexistent and usually were limited to verbal out-
bursts by defendants or unruly spectators. In few cases were
there serious disruptions of the judicial process or acts of vio-
lence. The sheriffs, judges, and prosecutors interviewed be-
lieved that well-prepared and thorough plans were mainly re-
sponsible for this Iack of serious incidents.

The following elements of an operational plan are drawn
from one that the Los Angeles County Sheriff's Department
uses.'* All these elements should be included in high-risk trial
planning; however, some may have to be changed, based on
the size of the sheriff’s department and available resources.

Responsibilities and Coordination. One officer should be in
charge and have full authority and responsibility for the opera-
tion, though a second in command can help if the unit is large.
The commanding officer should control special communica-
tions and monitor the performance and conduct of assigned
personnel. As a member of a special security committee, the
commander helps design the operational plan and coordinates
the work of all agencies involved (sheriff’s office, state and
local police, federal agencies, the court, fire and medical units,
etc.). .

The commanding officer and the trial Judge may be the only
members of the security committee, though larger JUI‘ISdlCthﬂS
may. add the presiding judge, court administrator, and pecple-
from other law enforcement and emergency aid agencies.

Along with its coordinating job, the security committee also
establishes policy and procedures, such as the right amount-of
security for juries, special precautions in handling high-risk de-
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fendants, and the level of security to be imposed for entry into
the courthouse and courtroom. Finally, the committee selects
a suitable courtroom and drafts the necessary court orders to
take all the steps just mentioned. )

Personnel. High-risk trial security operations take place
under stressful conditions. Thus, it is important that well-
trained, physically able, and mentally alert personnel be as-
signed to these duties. High marksmanship standards also are
important. Role playing and “‘walk-through’’ exercises {mock
drills) are needed until the commander is satisfied that officers
know their assignments. In addition, clear-cut instructions
should be written to outline the duties for each post in the
plan. These instructions should guide individual conduct for
normal as well as emergency situations.

Intelligence and Communication. Good inteiligence informa-
tion is vital to an operational plan. Court security staff should
collect and analyze data for trends or indicators that might af-
fect overall security planning. Such trends could appear, for
instance, in disrupted trials involving defendants with similar
backgrounds or group affiliations. Infermation on those cases
might help identify the disruptive followers or associates of the
defendant so that court personnel could be alert to their pres-
ence,

Gather information on each high-risk trial and inc'ude the
data shown in figure 3-12. Such data are available from court
and departmental records, the news media, criminal records
systems, and various law enforcement agencies. In trials with
a change of venue, the sheriff’s department of original jurisdic-
tion may have much of this information already collected.

Figure 3-12
SAMPLE OF INTELLIGENCE INFORMATION

1. Case number
2, Court location
3. Defendant(s)
a. Name and physical description
b. Custody location
¢. Booking number
4. Court personnel
a. Judge
b. District attorney
¢. Defense attorney
5. Charge(s)
6. Background of case
a. Description of crime
b. Defendant information
7. Situation
a, Court/trial status
b. Available intelligence information
¢. Ariticipated problems or hazards
8. Recommendations
a. Extent of security
b. Number of personnel needed
¢. Possible security-related activity

Along with intelligence, communication is vital to an effec-
tive operational plan, and efficiency is réduced if one part of
the security system cannot communicate readlly with another.
All  communications should tie into the command center,
which can be a specially created post or the sheriff’s radio
dispatch room.
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Arrest .and Reporting Procedures. Procedures for making
and reporting on arrests should be worked out in advance. For
instance, when muitiple arrests are expected, procedures must
be well-defined and approved by the court beforehand. This
kind of planning can keep those arrests from being invalidated
on appeal and helps prevent suits for false arrest, Good intelli-
gence also should indicate whether or not multiple arrests are
likely to happen.

Courthouse and Perimeter Security. For high-risk trials, 24-
hour security coverage of the court building and its surround-
ing area is recommended. During normal business hours, ex-
pected threats would be disruptive demonstrations, mass
movement into the courthouse and courtroom, and efforts fo
bring contraband into the building. After-hour threats would
most likely be attempts at surreptitious entry for destructive
purpose.

When the courthouse is open, the following measures are
advised to ensure security in the courthouse and perimeter:

e Patrol the outside of the building.

» Provide guards for judges and jury parkmg o

¢ Inspect shrubbery and other places where exploswes
or contraband could be hidden.

¢ Monitor all entrances.

o Patrol inside the court building, especially pubhc areas
near courtrooms.

o Frequently check basement, engineering spaces; heat-
ing and air-conditioning equipment, and potential entry
points such as roof openings, utility tunnels, and locked
doors and windows.

e Equip all patrol units with two-way radios to reduce
response time and permit better coordination and control.
After-hour building security can be provided by good out-

side lighting, an instrusion alarm system that alerts the appro-
priate law enforcement office and, if needed, a civilian security
guard. If these measures are not feasible, it may be possible to
arrange for periodic outside checks of the building by state or
local police or the sheriff’s department.

When a situation causes complete or pastial closing of ‘a
building to the public, it is important that all tenants recesive
enough notice and are aware of the procedures to be followed.
As noted earlier under Visitor Control, measures {o limit pub-
lic access will require a court order that is available for public
inspection and states the procedures, restrictions, and-.re-

~quirements for entry, These measures may mean setting up a

search screen operation for the building entrance. If so, re-
quirements for'entry should apply to ali, with exceptions made
only for properly ideéntified law enforcement off’ icers who have
legitimate business in the building. :

Courtroom Secunty. The courtrooni is the focus of high-risk
trial activity, and the potential for disruption there is great.
Tsurtroom selection is critical in jurisdictions lacking a room
wit.: special security featutes for high-risk trials, Criteria for
selecting a suitable courtroom include the following:

o Isolation from public activities and circulation; -,
o No.public access fo restricted areas; i

o Several means of entry and exit; o
¢ Structural features.that serve-as barriers and reduce

manpower reqmrements, S

o Secure entry and exitfor-defendants,.p
holding cell next to the courtroom; -
e Effective alarm and communications systems
A
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Recommended measures within the courtroom include those
seen in figure 3-13.

Defendant Security. One of the most critical and vulnerable
points in the custodial process is the time at which defendants
are moved between jail and court. Among the possible inci-
dents that can occur at this time are attempted escapes, as-
saults on prisoners or the security force, and self-inflicted in-
jury or suicide efforts, Basic procedures to follow during
high-risk trials when moving defendants by vehicle include
these:

1. Assign one security officer to remain with each de-
fendant at all times outside the jail or the temporary holding
cell.

2. Coordinate defendant movement with jail and court-
house staff. All must be aware of the status and location of
the defendant.

3. Assign escort vehicles as advance and rear guard for
the transport vehicie. Survey the route in advance for pos-
sible problem areas. Vary routes on a random basis as oftén
as possible to avoid establishing a pattern.

4. Maintain constant communications with the base
and/or operations center while enroute.

5. Use the sally port (guarded entry) system when mov-
ing defendant from the transport vehicle into the court-
house. Additional security personnel should be placed
around the building entrance, and a trained marksman with
a rifle can be on a high vantage point overlookirg the entr-
ance and general area.

6. Restrain the defendant according to departmental pol-
icy at all times except in court, where restraint may be used
only under court order.

When not in court, prisoners should be confined to holding
cells. Search the cells before placing the prisoners there and
again when they leave, Escorting officers should accompany
prisoners to their cells and keep them in sight at all times. To
ensure alertness, escort officers should be rotated after one or
two hours. Defendants should be fed in the holding cell rather
than returned to jail. A procedure also should be established
for quick removal of a prisoner to the jail in an emergency.

The cell should be equipped with toilet facilities. Closed-
circuit television and audio equipment can be placed there to
let defendants see and hear the proceedings if it is necessary to

- remove them from court because »f disruptive or unruly con-
duct.

The potential for disruptive incidents in the courtroom can
be reduced with careful planning. The search screen process
should reduce the possibility of spectators bringing dangerous
weapons into the courtroom. The defendant’s seat, as well as
the witness chair, should be designed to allow the unobtrusive
use of restraining devices, if so ordered by the court.’”® An
adequate supply of restraint equipment should be available

" near the courtroom.

All items that could be used as weapons should be kept out
of the defendant’s reach. During one trial, a defendant stabbed
an attorney in the eye with a pencil. Evidence such as knives
or other potential weapons should be kept out of reach. Am-
munition should be removed and kept separate from firearms,
and trigger locks should be used. The escort officer should be

1 Sce chapter 7, figure 7-7.
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stationed nearby and to the rear of the defendant to act as a
barrier between prisoner and spectators.

Judge’s Security. During the field study phase of this proj-
ect, many of the 33 judges interviewed admitted they had re-
ceived verbal and/or written threats, With few exceptions,
these threats were ignored and seldom reported to the sheriff.
However, in high-risk trials, threats should receive more
critical treatment, although the degree of security provided for
both judges and their families is dictated by the judges’ wishes
as well as the nature of the threat.

Judges should receive all available information about threats
and should know what security measures are available. A pro-
cedure for quick and safe exit from the courtroom and escort
to a safe location is advisable. At a minimum, the judges
should be escorted from their automobiles to their chambers
and when passing through public corridors. While parked,
their vehicles should be guarded.

Escort services and/or security officer drivers should be
made available during the trials. Chambers should be searched
for contraband before a judge arrives each day and at other
times, as needed. At the judge’s home, security may take the
form of outside surveillance or placing security personnel in
the house. Local police may provide periodic checks; how-
ever; this should be coordinated by the officer in charge of the
detail involved. Temporary alarins also can be installed, but it
is important that these and other measures do not unnecessar-
ily disrupt the personatl lives of judges and their families.

Jury Security, Threats,to the jury may occur in the court-
house, at home, or while the jury is sequestered. In and
around the courthouse, security can be improved by guards,
guarded parking spaces, and escorts to and from the court-
house, the courtroom, or the deliberation room — preferably
through nonpublic corridors. In court, the jury is subject to
threats from spectators, while at home jurors may be the
targets of both threats and actual violence. Judges should im-
mediately learn of any threats to jurors so they can decide
whether or not to sequester juries. The prosecutor 3 office
should be notified of any threats and can decide, along with
the judge, whether or not to nrosecute individuals responsible
for threats.

Sheriffs may think that more security measures are needed
than can be provided by their departments. If so, they should
ask for help from local law enforcement agencies to ensure
adequate protection of jurors and their families. However, ad-
ditional security measures: should be approved by the judge
before they are *:sed.

Witness Security. Wltnesses are often the target of threats.
The responsibility for witness security in criminal cases usu-
ally rests with the sheriff. During high-risk trials, it may be
necessary to provide special protection for witnesses and their
families. When extra protection is needed, a court order will
authorize the use of special deputies, will direct the county to
pay the costs of that protection, and may protect the sheriff
from civil liability for false imprisonment. In many states a
capias or legal writ is issued to sheriffs directing them to keep
witnesses sequestered. For example, some county jails have
capias sections to house witnesses and other noncriminals
who are being detained. Witness security may include an es-
cort service, bodyguard (either part-time or round-the—clo\.k),
or relocation to a temporary residence. ’

Policy on News Media. Any high-risk trial will generate

interest by the media, sometimes resulting in national or inter-
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spectators and the courtroom well, or main area.

emergencies.

Figure 3-13
COURTROOM SECURITY MEASURES FOR HIGH-RISK TRIALS

1. Establish a search procedure. Courtroom searches should be made before the court opens and whenever the room is vacated Pat
the room under constant surveillance by a security officer during recess. Lock all courtroom doors when the room is not occupied.

2. Setup a daily search procedure forall areas the defendant is expected to occupy.

3, Test alarms and comrmunications daily. Use portable radios as well as alarms and teléphones.

4, Establish a search screen operation to control spectator entry (described before; see Visitor Control).

5. Assign spectator seating and separate potentially troublesome individuals or groups, {This can be done as part of the search
screen.) Allow no standing in spectator area nor movement from assigned seats,

6. Set a policy cn carrying weapons into court. Weapons should be restricted to security officers on duty. Department policy should
determine whether or not law enforcement witnesses, bailiffs, or others are armed.

7. Place armed, plainclothes security officers in the spectator section. Also station a response force outside the courtroom,

8. Reserve the front row of spectator seating for law enforcement officers and members of the press, to place a buffer between the

9. Review emergency and special operations procedures, especially for hostage situations, demonstrations, disruptions; and medical

national coverage. It is important that a fair and impartial pol-
icy be carried out, and all accredited media representatives re-
ceive equal consideration.. In short, the conduct of security
personnel towards media people should be paositive, fair, and
cooperative — within the limits of security planuning.

During lengthy trials in particular, security personnel are in
daily contact with the media. Some sheriff’s departments rec-
ommend *‘gag orders™ from the court prohibiting discussion of
the trial or related matters by security personnel. This action
channels requests for information to the proper, designated
source (such as the sheriff or a public information officer) and
protects individual officers from difficult situations.

In large jurisdictions, a court administrator usually handles
courtroom admission and the seating of the press. Sometimes
the sheriff may be required to make the arrangements. In
either case, at least 25 to 30 percent of available seating should
be reserved for the media. If more miedia people want admit-
tance than there are seats, then the media should select repre-
sentatives to be admitted each day. This practice shifts the
burden from the authorities and should reduce charges of un-
fair allocation.

As a courtesy, seats nearest the well usually are reserved
for artists. Moreover, special admittance passes can be issued
if necessary. It is best to issue these passes in the name of an
agency rather than an individual reporter, since agencies may
wish to have several different reporters cover the proceedings.
Any unclaimed reserved seats should be available to the gen-
eral public no later than 15 minutes after fhe proceedings be-
gin.

The courts will usually support recommendations o exclude
all photographic and recording equipment from thé courtroom
or courthouse; to prohibit interviews with defendants inside
the courthouse; and to ban all interviews with court officials
and the jury. A list of such restrictions should be part of any
court order obtained.

Emergency Procedures

This chapter recommends procedures for six types of
emergencies: fire, bomb threat, general evacuation, natural
disaster, civil dxsorder, and power/utility failure. Many juris-
dictions will not need to develop procedires for floods or
earthquakes, but if the potential for a partlcular hazard does
exist, a written plan can best guide the staff in its response to -
the emergency.

Written procedhres can iricrease the chances of saving lives
or reducing injuries, and they allow controf over potentially
disruptive incidents with minimum delay. These plans should

not be complex, lengthy, or difficult to carry out. If so, they ;

may be self-defeating.

Emergency procedures are only effective when key person-
nel are fully aware of their responsibilities. Periodic briefings
and training sessions conducted by the sheriff’s office can en-
sure understanding of each assignment and procedure. For
larger courthouses, it may be necessary to hold briefings and
practice evacuations for all building occupants once or twice a
year. Proper orientation will help reduce the incidence of
panic reaction.

General guidelines for the six emergency plans are in figure
3-14. Identical recommendations need not be repeated in the
individual plans. Rather, some of the basic information should
be listed at the beginning of the security manual — for exam-
ple, emergency phone numbers, personnel and agencies to be
notified, people responsible for evacuation, and 'schematic
floor plans of the building. Other recommendations will re-
quire unique responses based on the parti icular emergency.
For example, during a bomb threat the security plan fora
judge might be evacuation; during a civil disorder the plan
might include protection in the judge’s chambers.

" General: recommendations for handling ‘emergency sxtua—‘

tions inciude the following:

o Have the sheriff or a designated secunty ofﬁcer coor-
dinate all plans, with help from the heads of other agencxes
in the building. .

e Send copies of the emergency plans to the local fire
and police departments. ~

o Set-up liaison with local law enforcem ent agencies to

‘ensure cooperation and coordination - durmg emergency
situations.

e Test the response time of the fire department police
agencies, and ambulance service. -~ S

o Make the same persoanel responsible for all building
evacuations, rather than having different people handle

evacuatxon durmg a fire, bomb threat, natural. dzsaster,_etc.f-ﬁ:f;
o “these general guidelines, specific recomg ’

e Tiv-addition™
mendations for the various emergency plans are hsted in the
next sections.

Fire. The fire. emergency plan “shonld also mclude (1) in-

structions on how to report a fire and whom to notify, and (2)

Ve
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Figure 3-14
GENERAL GUIDELINES FOR EMERGENCY PLANS
Emergency Plans
Power/
Bomb General Natural Civil Utility
Plan chould include: Fire Threat | Evacuation | Disaster Disorder Failure
Circumstances that create an emergency
situation, who can declare it, who is X X X X X b'd
in charge
Circumstances for partial or total
building evacuation and who may order it X X X X X
List of emergency phone numbers:
o Fire X X X X X
e Police X X X X X
o Medical X X X X X
o Utilities X X X X X X
o Bomb disposal facilities X
o Disaster relief agencies X
Schematic floor plans X X X X
List of personnel and agencies to be
notified X X X X X X
List of persons responsible for
-evacuating and accounting for personnel X X X b's X
Procedures for evacuating
prisoners X X X X X
Checklist of areas to be secured and
persons responsible:
o Safes and vaults X X X X X X
o Treasurer’s office X X X X X X
¢ Weapons supply X b'e X X X X
Security plans for judges, prosecutors,
jurors, others X X X X
Coordination and communication with
other law enforcement agencies X X X X X
Plans in case of utility disrupticn X X X X X
Instruction to personnel to remove
personal effects at time of evacuation
and prohibition of reentry until
authorized X X X X X

a description of primary and alternative alarm methods, such
as electrical bell or siren, telephone notice, or use of a mes-
senger or manually operated alarm in case of power and phone
failure. ‘ ‘

Have the local fire marshal or department chief review the
plan to ensure compliance with local codes. Fire exits and

cally inspected.
Bomb Threat. Bomb threats and actual bombings of court-

Ry

fire-fighting equipment nieed to be clearly marked and periodi-

s .-houses-pose-serious- problems for security officers. The FBI

48 California Office of Emergency Services, Bomb Threats (Sacramento, California, 1971),

p2

14,8, Department of the Treasury, Bureau of Alcohol, Tobacco, and Firearms, Bomb
Threats and Search Technigies (Washington, D.C.: U.S, Government Printing Office, 1974),
P67,

30

has compiled figures on the number of reported bombing inci-
dents involving courthouses. Figure 3-15 shows data for 1972
through 1976.
Bomb threat procedures should have the following pur-
poses:16
o Find the bomb and remove it.
o Identify a hoax and reduce search time.
e Preveni panic and injury.
o Prevent publicity that might cause crank calls.
e Gather information and evidence leading to the iden-
tification, arrest, and conviction of the perpetrator(s).

The U.S. Treasury Department’s Bureau of Alcohol, To-
bacco, and Firearms (ATF) offers an excellent free publica-
tion which includes the following guidelines for dealing with a
bomb threat:!?
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Figure 3-15
COURTHOUSE BOMBING INCIDENTS, 1972-1976
Motive
Total Actual Extremist/ Pérsonal Other or
Year Attempted Explosions Political Animosity Unknown
1976 5 5 4 1 -—
1975 4 3 3 — 1
1974 7 2 1 4 2
1973 1 1 — — 1
1972 8 4 1 i 6
Source: FBI Uniform Crime Reports, Bomb Summary for the years 1972-1976 (Washington, D.C.: U.S. Department of Justice), 1972, pp. 3; 8
1973, pp.3, 9; 1974, pp. 3, 9; 1975, pp. 6, 16; 1976, pp, 12, 18,

o Identify all rescurces available for bomb disposal: local
police, firz department, nearby military post, or law- en-
forcement agencies.

o Set up a way to handle bomb threat telephone calls.
Record information as shown in the suggested form in ap-
pendix D.

e Establish search procedures that identify search teams
and their areas of responsibility. See appendix E for an
example.

e Decide what to do when a suspicious object is located.

The search is the most important part of any procedure, and
searches by trained professionals are the best kind. However,
farge buildings with few trained professionals available can be
searched more quickly by selected volunteers from the build-
ing staff. These volunteers have the advantage of familiarity,
knowing what items are strange or unusual in their areas.
Thus, volunteers need specialized training in search proce-
dures and bomb recognition and should be teamed with a
trained security officer whenever possible. Figure 3-16 de-
scribes three search systems, showing their advantages, disad-
vantages, and relative degrees of thoroughness.

See appendix F for information on federal assistance pro-
vided for bomb detection and disposal.

General Evacuation. A partial or total building evacuation
may be necessary for reasons other than a fire or bomb threat,
such as a gas leak or presence of a noxious chemical. Evacua-
tion plans should follow the guidelines in figure 3-14.

Natural Disaster. Many areas are particularly -prone to
earthquake, flood, or forest and brush fire. Plans for such dis-
asters should concentrate on lifesaving aspects. Court security
personnel are also responsible for the safety-of judges and
court staff, safeguarding and retaining custody of prisoners,
and protecting records and evidence in certain circumstances.

In addition to the guidelines in figure 3-14, disaster plans
should include (1) the location and availability of resources
such as heavy equipment and manpower to-aid rescue efforts
in the event of major structural damage, and (2) alternate
means of commupication; usually a radio with a self-contained
power source. The plan should describe the frequencies or
channels used and should identify the agenmes on that chan-
nel.

In many junsdlctlons the hkehhood of disasters is remote; -

and elaborate planning is thus not required, In these cases,
elements of other existing emergency procedures will cover
most situations.

a

Civil Disorder. There are two general types of disorders. In
both, coordination with other law enforcement agencies. is vi-
tal. First are disorders of a serious, long-term nature, These

are general in scope, with widespread disturbances and possi- .,

ble curfews. Second are disorders that may have high levels of
violence, but the incidents are of short duration and usually
occur only during business hours.

During the first type of disorder, all nonessential services
are suspended. The courts will usnallv remain open only.to
process demonstrators, looters. and others associated with the

disorder. The second type of disorder may invoive- large
groups of demonstrators who try to disrupt the judicial process

through militant actions, to the point of trying to enter the * ’
courthouse. A sheriff’s réesponse to this situation is compli-~

cated by large numbers of people within-the courthouse,
Civil disturbance procedures should include the following:
o Plans to secure or control all entrances and wmeWS
providing access to the courthouse;

o Policy on who is authorizeéd to issue and use supple--

mental weapons such as shotguns, tear gas, and rifiés;

e Policy on safeguarding prisoners and plans g protect
vehicles;

» Mobilization plans for additional manpower;

e Feeding, relief, and housing procedures. in case of a
prolonged demonstration;

» Arrest procedures, including an operations plan and
documentation procedures;

¢ Policy for use of photography (bnth still and mevie) for
record keeping.

Power/Utility Failure. In most cases, a power or utility\\\fail— N

ure is more ‘an inconvenience than a true emergency. Somie
panic can develop in windowless courtrooms  without
emergency lighting, and people trapped in elevators need im<
mediate attention and reassurance. Then too, some electrical
locks will need to be unlocked by hand.

A power or utility failure plan should include (1) alist of the
day and night emergency service numbers of all utilities and
building engineer personnel; (2) the locations of all main elec-
trical panels and cutoff points for gas, water, electricity,

‘ phones and steam; and (3) emergency lighting for courts in
session, key offices, témporary holding areas, and other desxg—
nated locatlons L

Postevent Review of ngh-Rlsk‘Tnals and Emergencles '
As in hostage situations, a. postevinjt Teview is unportant

? v : c
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Figure 3-16
BOMB SEARCH SYSTEMS!#
SEARCH ADVANTAGES DISADVANTAGES THOROUGHNESS
BY: Supervisors
1. Covert 1. Unfamiliarity
BEST for covert 2. Fairly rapid with many areas
search 3, Loss of 2. Will not look
5 POOR for working time of in dirty places
U thoroughness supervisor only 3. Covert }
P POOR for searchis’
E morale it difficult to
R detected maintain
A4 4. Generally 50-65%
I results in search
S of obvious
o) areas, not hard
R to reach ones
Y 5. Violation of
privacy
problems
6. Danger to
unevacuated
workers R
SEARCH 1. Rapid 1. Requires
BY: Qccupants 2. No privacy training of entire
violation work force
BEST for speed problem® 2. Requires
of search 3. Loss of work several practical
o GOOD for time for shorter training
C thoronghness period of time exercises
C GOOD for than for 3. Danger to
U morale (with evacuation unevacuated 80-90%
P confidence in 4. Personal workers
A training given concern for own
N beforehand) safety leads to
T good search
5. Personnel
conducting
search are
familiar with
area
SEARCH 1. Thorough . 1. Loss of
BY: Trained ‘ 2. No danger to production time
Teain workers who 2. Very slow
have been operation
T BEST for safety evacuated 3. Requires
E BEST for 3. Workers feel comprehensive 90-100%
A thoroughness company cares training and
M BEST for : for their safety practice
moprale ‘ 4. Privacy
POOR for lost violation
work time problems

here, too. If this review produces candid, constructive
criticism, management can assess the value of existing proce-
~ dures for special situations. The purpose of any review is to
improve the quality of operations by ensuring that concerned
‘parties know ‘what was done properly and what was fot.

Suggested guidelines for conducting a review follow:
1. Hold a meeting of key personnel as soon as possible

 U,8. Department of the Treasury, p. I8,

32

after an incident occurs. The officer in charge should de-
scribe the incident and the procedures used to control it.
This meeting is necessary because all participants may not
be aware of what happened outside their own areas of Te-
sponsibility.

2. Evaluate. each procedure used during the incident in
terms of its suitability for accomplishing its purpose. The
need for procedural change can be identified here.

3. Evaluate individual performarices in carr»ing out as--
signed tasks in a professional manner, being carefil not to
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“talk down” to anyone. Offer positive steps for improve-
ment.

4. Briefly summarize the review findings.

5. Prepare a detailed report of the incident, problems en-
countéred; and steps taken to overcome them, with rec-
ommendations for improved planning and procedures.

6. Revise the security plan, using the report as a basis.

BAILIFFS’ MANUAL

This section discusses a recommended format and contents
for preparing a bailiffs’ manual. The information here is a
combination of similar manuals developed and used by
sheriffs’ departments throughout California. The format and
outline apply equally to court-appointed bailiffs and deputy
sheriffs assigned as bailiffs.

Officers responsible for writing or revising a bailiffs’ manual
should use the contents section as a guide that they can change
to fit individual circumstances. In jurisdictions with much
courtroom activity -— in terms of both caseloads and the
number. of courtrooms — the manual may be a major docu-
ment exceeding 100 pages. In jufisdictions with Hmited activ-
ity, the book may be much smaller and could even be incorpo-
rated into an overall security procedures manual. This is espe-
cially true if the larger document spells out bailiffs’ daties in
particular cases, such as the manual described in the previous
section of this chapter. ‘

PURPOSE AND DESIGN

A bailiffs’ manual provides clear, concise information and
guidance. It is basically a ‘““how to’’ document and describes
many actions taken during the court process. The manual
helps people who do not perform these duties on a full-time
basis and is a ready refergnce for resolving the problems that
may arise in daily activities.

During the field visits it was learned that many jurisdictions,
_particularly smaller rural departments, have either obsolete
manuals or none at all. This puts the person serving as bailiff
— especially a part-time person — at 2 decided disadvantage.

As noted before in this chapter, improper conduct by a
bailiff has often been used successfully as the basis of a motion

for mistrial or reversal in the appellate courts. Such incidents -,

can be reduced if the bailiff can study and refer to comprehen—
sive written instructions. . :
A well-prepared manual will do the following:
¢ Describe a bailiff's duties-and responsibilities;
o Provide a source of information and' reference that
helps bailiffs better understand their role as court officers;

o Give basic background information on the legal and -

organizational framework within which the bailiff operates;

& Explain vgeneral procedures for courtroom and building *

security.
Bailiffs’ manuals from different areas of the United States
show no set format; rather, each has evolved to suit local cir-

cumstances. Although many bailiffs” manuals are permanently
bound, the use of a looseleaf or similar temporary binder -

¥ Note that'many of the items i’ the California outline are discussed in the earlier section

of this chapter on: the security procedures manual, As-said before, sach juﬁsdiction will have .

to degide whethier to write two separate manuals-or merge the bailiffs* and security procedures . .

efforts. This chapter chviously gives fewer details-about the halltffs ‘manual than the dne o
overall procedures does

0
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should be considered. This format allows easy addition, re-'

moval, or change without the expense of a new prmtmg, thus “

keeping the manual current. Detailed suggestions for manual
design are included under the earlier section on the procedures
manual.

CONTENTS ;
The first step is to prepare a topical outline, following the
California modei shown in appendix G ds a general guide.

Substitutions and deletions can be made freely, as needed.

The topical outline should have enough detail so that the user
can easily find a particular section of immediate interést,

The following discussion is a partial listing of subjects to
include in the manual and-is based on the bailiffs’ manuals

generally in use thtoughout California. A complete list of sub- -

jects is in the outline in appendix G.1?

State Judicial System

As officers of the caurt, bailiffs should be generally familiar ,

with the structure of the state judicial system. It is not neces-
sary for them to memorize details, but pertinent data should be

available for reference in the manual. This section also should *

have a good description of the state jury system, though the
description need not be as comprehensive as. the California
model. However, in describing that system, the manual’s:au-
thors should consult the district attorney to ensure complete-
ness and accuracy.

Legal Requu:ements
In most states, legal requirements cover court responsxblhty
for sheriffs or court-appointed officers. These requirements

should be cited and quoted. Matters involving quotes of state-
statutes, state or 1.8, court decisions, or anything with legal’

implications should be reviewed by a lawyer for accuracy and

completeness. State codes are subjéct to periodic revision, and.

the manual should say that all codes cited we;e in effect when
a manual was written or revised.

Organizational Structure and Responsibilities

If the size of a department warrants, the organization of the

major division under which the bailiff’s service falls should be
shown. For each subdivision, prepare a diagram showing the
rank and responsibilities of the unit commander and list those

under that commander. For smaller departments, a detalled .

breakdown may not be necessary.

Bailiff’s Duties

A bailif’s work can be described as both clerical and secu-
ity dutxes The first duty may include preparing various forms
and keuping records on defendants and court activities.. The
scope of these duties should be clearly defined in writing. The
bailiff must not be overburdened with clerical duties that are

/.

more appropnate for othercoirt staff. Otherwise, a bailiff's ~

effectiveness. in security-related respons1b111t1es is reduced. Of

course, this .view does not apply to- those court—appomted‘ :

bailiffs who may have minimal security tasl;s =
The bailiff may have primary couit secufity responmbxhty or
may share it with a security officer.- These duties shGtld be

clearly defined in writing. _They will yary among jurisdictions, - ©

but a typical list of duties would include the following:
o Bailiffs should promptly -and. properly obey all lawful
- orders and dxrecnons of the court.
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o Bailiffs should maintain order in the courtroom to
make sure that litigants, attorneys, court staff, and spec-
tators conduct themselves properly.

o Bailiffs should cooperate with the court clerk and staff
to assure that court proceedings run smoothly.

e Bailiffs must be alert and ready at all times to control
unusual or unexpected situations in the courtroom.

o If they are law enforcement officers, bailiffs are not
limited to courtroom duties. They also must be alert to vio-
‘lations of law outside the court.

o Bailiffs should be informative and courteous but, as
noted before, they should not attempt to give legal advice
or discuss the relative merits of a case. Such action might
jeopardize or influence the results. -

e Bailiffs should promptly submit all required reports
and forms and relay any unusual circumstances or informa-
tion to supervisors for evaluation and action.

The bailiffs’ manual also could cover special considerations,
such as responsibilities for jury security and care, how to han-
dle incustody defendants, and the problems presented by situ-
ations such as juvenile hearings and hearings on mental com-
petency. These and other special circumstances are discussed
in detail under the procedures manual section of this chapter.
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However, each locality must decide whether those topics are
more suited to the bailiffs’ manual or the security procedzies
manual,

A final point on content: For the sake of clarity and accu-
racy, all abbreviations used in the manual should be listed in a
glossary. For example, CCP = Code of Civil Procedures,
GC = Government Code, and PC = Penal Code.

CONCLUSION

The goal of an effective court security operation is to estab-
lish appropriate protective responses for all persons who are
using the building and are part of the judicial process. To
achieve this goal, it is important to have clear written policies
and procedures. This chapter has provided general information
and guidelines for developing both.

The major recommendation in this chapter is that each
jurisdiction prepare or update both an overall security proce-
dures manual and instructions for bailiffs. The latter can be
either a separate document or part of the broader manual, but
both guides are necessary for a truly effective court security
operation.
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PHYSICAL SECURITY

Physical security is only one aspect of a total security pro-
gram and usually has three elements: building structure, hard-
ware or personnel used against intruders, and fire protection
and safety. Physical security. can be defined as a system of
barriers designed to (1) detect intruders within protected areas
and inform security forces of the intruders’ presence, (2) either
delay the arrival of intruders at their targets or prevent them
from taking any action, and (3) deter potential intrusion. “‘Sys-
tem’’ is a key word in this definition; the systems approach to
security requires that policy. and procedures work together to
achieve a unified effort.

This chapter examines certain aspects of physical security
and how they fit into an overall court security plan. Architec-
ture, equipment, security procedures, and personnel are dis-
cussed only briefly, since each is covered in a separate chap-
ter. Rather, this chapter focuses on physical security surveys
and how to conduct them. Using the methods outlined in this
chapter, sheriffs can do a comprehensive security survey in
any courthouse.

PHYSICAL SECURITY BARRIERS

Physical security irivolves setting up such barriers as fences,
locks, gates, vaults, alarm systems, sensory devices, and light-
ing, in addition to using guards, watchmen, and dogs Barriers
define the physical limits of an area and prevent entry, They
should be considered the *‘time delay’’ part of a security pro-
gram because they make entry into a building ‘or area more
difficult and thus more time consuming.!

This chapter discusses physical security barriers in these i

five general categories:

1. Natural

2. Structural

3. Electrical or ¢nergy

4, Human

5. Animal

Natural barriers include rivers, cllffs mountains, ravines,

steep grades; and ‘similar - topographical conditions. ‘An ar-
chitect can sometimes take advantage of these natural fea-
tures, but a determined intruder usually can overcome these

barriers easily, Thus, natural barriers are often more effective -

when used with one or more 6f the other types of barrier.

t Richard Post and Asthur A, Kingsbury, Secusity 4d ion: An Introduction, 3nd ed.

(Springfield, I1l.: Charles C. Thomas, 1977), p.-478.

Structural barriers are man-made and usually include. .

fences, walls, doors, gates, grilles, and windows. These bar-
riers control entry into a building and key areas inside it.

Electrical or energy barriers include lights, sensory devices, .

alarms, closed-circuit - television, and -electvically operated
communications systems.

Human barriers, the core of any physical security system,
include law enforcement officers, guards, and watchmen.

As animal barriers, dogs have been used widely in law en-
forcement and security work. They can be patrol animals ac-
companying the handler and acting only on command. Or they
might be trained to act independently within a building or an
enclosed arga, such as a storage yard.When used without a

handler, dogs can learn to attack any intruder on sight. Note =~

that dogs must be used regularly and also retrained as needed,
so they will keep their specialized skills. Their use in court
security has been limited to search situations involving per-

sons and explosives and on occasion to augmenting control of .

demonstratxons outside a courthouse, directed at a specific
trial.

PHYSICAL SECURITY IN COURTS TODAY

A court security program is somewhat different from indus-
trial or governmental security programs, where one must pro-
tect both a building and sensitive or classified information,
with the latter perhaps requiring security clearances for certain
personnel. For example, court and county records, unless
sealed by court order, are in the public domain. Mcreover, the

employees who handle those records are hired under a state or -
county ‘civil service program-or a merit program and seldom

have thorough- background checks. Some large sheriffs’ de-
partments, where increasing stress is placed on the officer,
may use background ¢hecks and even psychological evalua-
tions in personnel selection. However, in smaller Jjurisdictions,
employmert may be based on personal knowledge of the per-
son applying, and sheriffs’ departments usually haye no formal
background investigation programs.

Whatever the differences in security programs, in the last 10

years violence directed at pubhc institutions, mcludmg court-
houses, has shown the need for protective security systems.’

However, those systems should not interfere with the ac--
tivities of the institutions they grotect. Therefore, as noted

elsewhere in this manual, the security planner must set up a

3
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system that strikes a balance between physical security and
building operations.

Court security can be improved by simple physxcal changes
for reasonable costs. The checklist in appendix H gives some
ideas for inexpensive security improvements, such as external
lights, quality locks and hardware on doors and windows, in-
trusion alarms, and duress alarms and emergency lightinig in
the courtroom.

Many jurisdictions have recognized court security require-
ments and have taken effective steps to meet those needs. On
the other hand, some people have viewed sophisticated
equipment as a single answer to most security problems. Ac-
tually, a balanced mix of architecture, manpower, and equip-
ment is necessary, as discussed in the following sections.

ARCHITECTURE

The most cost-effective way to improve overall security is
to incorporate security features in the design of a courthouse.
Courthouses buil* before the mid-1970s show few, if any, se-
curity considerations, but incidents during the late 1960s and
early 1970s caused a major shift in thinking, and renovatio®.s
became necessary. Older courthouses were modified, with all
but the necessary entrances closed and entry to judges’ cham-
bers restricted. For a brief period, overreaction caused large
sums of money to be spent hastily and sometimes unwisely.
For example, one western courthouse is reported to have
spent $700,000 to change one courtroom for a high-risk trial.
In some cases, funds appropriated for a certain year had to be
spent ‘or they were lost; this situation resulted in an emphasis

on spending rather than getting the best value.

Many architects designing courthouses today are concerned
with security. Better prisoner circulation is being planned,
public circulation is more clearly defined, and restricted or
controlled areas are isolated to increase security for judges,
their staff, and jurors. However, despite the new security
awareness, many unnecessary and costly mistakes are still
being made and must be corrected after construction (seé
chapter 7). For example, even some of the newer courthouses
do not have witness waiting rooms where witnesses are sepa-
rated from possible encounters with prisoners or their relatives
and friends.

MANPOWER IMPACT

Personnel are the key to a physizal security program for
courts. They guard buildings and some occupants, operate or
monitor equipment, apprehend intruders, and respond to any
security problem within a building. However, court violence in
recent years showed that security personnel often were not
able to cope with such situations. For example, many security
officers and bailiffs were older and not physically or psycho-
logically prepared to deal with violence.

‘This problem was solved through personnel selection and
training. First, younger, more agile men were assigned to
courts where incidents were likely. Also, there was emphasis

_on selecting officers who were psychologically prepared and

had shown sound judgment and self-control in times of stress,
Second, there was greater emphasis on specialized training to

* Raymond M. Momboisse, Industrial Secunty for Strikes, Riots, and Disasters (Springfield, IL.:
Chailes C, Thoqms, 1968), p. 13,

* Anttiur A, tury, Inlmduclmn to Security and: Crime Prevention Surveys (Spnngﬁeld .:
Charles C. Thomm. 1973),p. 6
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help officers deal with a variety of incidents. This training fo-
cused on such areas as civil disturbance control, dealing with
disturbed persons, bomb threats and high-risk trial procedures,
special weapons training, first ald and cardiopulmonary re-
suscitation (CPR).

EQUIPMENT

With the increased security awareness in recent years, many
new developments havé occurred in the equipment field. Fol-
lowing is a list of equipment most likely to be used for protect-
ing courthouses and courtrooms. Chapter 5 discusses these
items in greater detail,

o Perimeter and exterior building lights to help deter and
detect intruders (note that lighting is ‘more valuable if com-
bined with periodic inspection or patrol of an area);

e Door and window locks and improved electrical and
mechanicai lock systems; '

o Alarm systems to protect a building at night or serve
the courtroom in emergencies;

e Closed-circuit television (CCTV) to monitor large
spaces with limited personnel;

e Magnetometers (metal detectors) available in three
basic models: portable walk-through, hand-held, and units
permanently installed in courtroom door frames;

e Cameras to photograph spectators before they are ad-
mitted to high-risk trials (part of a search screen operation).

IDEAS ABOUT PHYSICAL SECURITY

The lack of unified opinions on physical security makes the
security planner’s job more difficult, since the planner must
deal with the different views of judges, prosecutors, defense
lawyers, court administrators, and interested groups in the
general public.

Judges are particularly conscious of the need to protect the
individual rights of all involved in the trial process. Thus, they
may not support all of the security planner’s recom-
mendations. Prosecutors generally have a similar view; how-
ever, when. directly threatened, both groups may want the
strongest possible security measures taken. Defense attorneys
usually object to many physical security measures, which they
believe create a bad image for their clients and thus prejudice
their cases. The general public tends to accept “‘reasonable’’
measures with few complaints, while some groups strongly
oppose certain measures.
~Within each group, there are often differences of opinion.
For example, judges who have been exposed directly or indi-
rectly to court-related violence are more receptive to physical
security measures than those who have never come in contact
with such violence. Some judges in the first group may actu-
ally prefer to be armed when on the bench.

THE PHYSICAL SECURITY SURVEY

This survey is a critical onsite examination and analysis of
the court building. It determines the present security status,
identifies a lack or excess of security, detérmines what protec-
tion is needed, and recommends ways to improve the situa-
tion.? Two key factors in any physical security or crime pre-
vention survey are identifying risks or opportunities for crime
and recommending ways to address these weaknesses.? A
comprehensive physical security survey will providz the facts
needed to develop a good security plan.
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The following information will give the security planner
some basic ideas on how to conduct physical security surveys.
Note, however, that any survey must be designed to fit indi-
vidual circumstances, and these suggestions may have to be
adjusted to particular needs.

SURVEY ELEMENTS

A comprehensive physical security survey takes into ac-
count all aspects of a building and its nearby grounds, includ-
ing both internal and external spaces, structural features,

“equipmerit, and the activities of building occupants. Appendix
. H lists many topics to consider in the survey.

Structure

This includes all outside and inside building elements—e.g;,
lighting, doors, windows, entrances, hallways, stairways, of-
fices, courtrooms, service areas, temporary holding cells,
safes, vaults, and records storage areas, The survey should
include all spaces, including both publie.and restricted or con-
trolled areas, regardless of their tenants.

Equipment

The availability and use of equipment is a key aspect of
physical security. Different types of equipment available for
courthouse us¢ are discussed in chapter 5. A survey should
identify the types of equipment used, their effectiveness, and
possible equipment needs.

Perimeter

Areas near the court building that may influence security
include parking spaces, public parks around the courthouse
(often found in smaller communities), fences, gates, and light-
ing.

Noncourt Tenants

When a courthouse is also occupied by noncourt agencies, it
is better to conduct a comprehensive, buildingwide survey
rather than one limited to court areas. Many jurisdictions limit
the study to courts and their related funétions, biit this could
cause serious gaps in overall building security. The needs of
all occupants can best be met by including them all in the sur-
vey. It is important to convince noncourt agencies of the bene-
fits of participating, and that the security survey can perform a
needed service at minimal cost by identifying weaknesses and
potential problems. Tenants with a strong internal security op-
eration should participate through a joint venture arrangement,
for example, as their special skills may contribute significantly
to the overall study.

Work Schedules

Survey personnel should be thoroughly acquainted with the
normal operating hours of all building oc¢cipants. Also impor-
tant are the hours for closing all or part of a certain floor or the

entire building, weekend operations, and any special consid- -

erations (such as use of building space for civic functions).

SURVEY ACTIVITIES

The survey’s success depends largely on how complete

basic presurvey activities are. To build a good foundation for
“tHEstudy, $écuriiy planners must takethe following actions,
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Prepare a Needs Statement
There may be many reasons for conducting a survey. For

example, such an effort may never have been done before and

is needed to revise the current security- plan. Or a previous

study may be obsolete because of later structural or pro- -

cedural changes, Then too, there may be recent incidents or
evidernice of serious deficiencies to consider, and a survey
could point out ways to correct those problems.

Describe Survey Goals and Objectives ‘

The goals statement should be general-for example, ‘‘to
improve overall physical security by identifying specific areas
needing attention and by recommending necessary courses of
action,”

The objectives statement identifies specific actions to meet -

survey goals. Objectives must be realistic (i.e., based on an
assessment of actual security needs) and within the limits of
funding and manpower levels set by legislative authority. Ob-
jectives may include increasing security for the courtrooms,
judges, and jurors; defining circulation patterns for prisoners,
court - officials, and the public; reducing thefts; developing a
comprehensive alarm system; improving emergency response
time; upgrading the system by purchasing equipment; and im-
proving temporary detention facilities. ,

Identify -Authorizing Agency or Individual and Determme Re-
sponsibility for Carrying Out Recommendations

The survey may have been authorized by the presiding
judge, sheriff, court administrator, or board of Supervisors,
and one of those anthorities may have to carry out survey réc-
ommendations. There should be a clear intent to act on. those
recommendations, which may mean spending money and/or
making manpower adjustments.

Those requesting the study should understand that costs for B

implementing recommendations should be included in a: regu-
lar budget or a special appropriation request. Similarly, the
agency that will carry out survey recommendations needs a
thorough understanding of the budget process and any fiscal

.6

limits that may affect implementation. For example, funds - Vi

may be needed for more than one year.

Select the Team
The best qualified people available should be on the survey
team. The group should include persons with specialized skills

{e.g., in"'communications or alarms) and those with experience

in managing and conducting security programs.. Technical
knowledge in court security methods and special community
requirements would be desirable, and previous.survey experi-
ence is helpful but not required. Team members may be drawn
from other government agencies or private consultants.

The individuals selected need sound judgment and reason-

ing, should speak well and communicate effectively with
-others, -and ‘should ‘be good writers. They need to be mature
“enough to deal with judges, court administrators, and senior

members of tenant agencies; often they will need tact-and di-
plomacy to overcome resistance and gain cooperation. :

Develop a Format
Physical security experts have med to develop a smgle
model survey format and have concluded that this is not pos-

sible. No two surveys are the same, and the willingness to try -

new approaches is.important, Basig elements are common to

kg
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every comprehensive survey, but each one develops from the
unique circumstances of the building involved.
As a first step in developing a survey format, the survey

‘team should prepare: a list of major areas-of concern. Figure

4-1 divides those areas into two general categories: physical
and procedural. (The procedural areas can be identified by re-
viewing a security procedures manual, if one exists.) This di-
vision offers an orderly source of information for presenting
findings, conclusions, and recommendations, and will make
the survey report easier to write.

For each area, security or security-related quéstions should
be worded so that the response can be a simple ‘‘yes’ or
‘“‘no,”” although sometimes a narrative response may be more
appropriate. Good surveys will require both kinds of ques-
‘tions. Usually, the questicn ‘‘why’’ does not need to be asked
after a “no’’ response. For example, a negative answer to the
question: ““Are functioning locks provided for all doors to the

COURT SECURITY

courtroom?’’ does not require further explanation. The pur-
pose of the survey is to offer recommendations, not to explain
why the locks aré not there. In this example, the recommenda-
tion might be to purchase six key-operated, dead-bolt, cylinder
locks for the courtroom doors at an estimated cost of $120.

Appendix H lists examples of survey.questions. When
developing a security questionnaire, there is no set order for
listing the questions; whatever works best should be used. For
example, going from general subjects to specific ones is a pos-
sible approach. At any rate, the format used should make it
easy to divide responsibility among the surveyors. Finally, the
survey questionnaire format should provide a clear, simple
picture of conditions, and any detailed notes taken during the
survey will add to that picture.

Gather Data i
Much information about a building is already available and

Elevators, stairways
Storage areas for arms and dangerous substances
Communications areas
Records storage areas
Conference rooms
Public areas (waiting areas, rest rooms, haliways)
Food service areas
Offices handling money
Noncourt offices
Courtrooms and velated areas
Courtrooms
Lacation
Doors, windows, other openings
Lights
Furnishings
Security devices
Chambers and related offices (e.g., secretaries, clerks)
Clerk of the court
Witness waiting rooms
‘Attorney-client conference rooms
Jury deliberation rooms
‘Grand jury room
Prisoner réception area
Restricted and secure passageways
Temporary holding areas
Security equipment storage area

Figure 4-1
AREAS OF CONCERN IN A PHYSICAL SECURITY SURVEY
Physical Procedural
Exterior Emergency plans (e.g., fire, bomb threat, evacuation)
Perimeter (e.g., fences, gates) Visitor control
Lights Cotrthouse
Parking areas Courtroom
Access roads Separate circulation routes (for prisoners, court staff, and general
Landscaping public)
Building Alarm response
Doors, windows, other openings General court security procedures
Ceilings, walls Night court requirements
Interior lights (including main switches and fuses) Building security procedures
Emergency power system Building fire and safety codes
Alarm systems Key and lock control
Safes and vaults Employee security orientation and training
Fire protection Shipping, receiving, and trash disposal
Utility control points Cash transfer
Attics, basements, crawl spaces, air-conditioning and heating Package inspection
ducts Tenant activity requirements (e.g., hours, number of visitors)
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can be gathered by the team before the actual survey. These
data may include the following:
e Previous survey reports or studies;
e Floor plans from the building’s engineers, manager, or
architect;
« Inventory of all security equipment;
¢ Incident reports from sheriffs or other Jocal law en-
forcement or peace officers;
o Operating regulations for the building;
o Traffic volume (number of visitors, defendants, etc.)
and number of trials (jury, nonjury);
e Security or operating procedures established by the
sheriff or building tenants;
e The community’s fire code.

This represents the survey’s initial data base. Previous sur-
veys or studies are particularly important, since they should
reveal prior security problems and recommendations. At this
time, or as the survey goes on, it is_possible to find out how
many previous recommendations were implemented or even
why certain ones were not. This information is important to
the current survey because it may identify obstacles that
otherwise are not readily apparent.

Meet with Department Heads of Tenant Agencies

No matter what their purpose, surveys often meet with sus-
picion and resistance, which are usually overcome by laying
the proper groundwork. This can be done through a meeting of
the sheriff and survey team members with all concerned tenant
managers to explain the survey, answer all questions, and ask
for their cooperation and ideas about security risks and possi-
ble solutions. This meéeting, to be held when the survey team
is ready to begin, should identify who requested and au-
thorized the effort; introduce survey team members and cite
their special skills; and explain how the survey will work,
Tenants also should be told when to expect the team to visit
their offices.

During the meeting, tenants should be asked to cooperate
by providing information about their operations. This may in-
clude copies of operating orders and a statement of what their
offices do, the number of personnel and daily visitors, special
sécurity problems (e.g., involving records or money), and any
other data needed to complete the survey. This information
should be gathered before the onsite visit.

The tenants should be informed that more meetings will be
held after the draft findings and- recommendations are com-
pleted, to ensure accuiacy and provide an opportunity to dis-
cuss matters- individually before final recommendations are
made. This point often assures the tenants that the survey is
meant to help them, too.

Based on this meeting, the team should 4y to ' assess the
attitudes and willingness of individual department and agency

heads to implement change.

Conduct the Survey :

" Two or more people should conduct the survey whenever
possible. This encourages the use of specialized skills in
evaluating specific areas—e.g., fire safety and prevention,
commilnications, and alarms. Teamwork also reduces the time
needed to conduct the survey, evaluate findings, develop rec-

ommendations, and prepare the final report. The team concept .

helps stimulate thoughts and ideas, allowing professionals to
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discuss their ideas with one another. Better recommendations

often result.

It is important to have a sysiem that allows the most com--

plete collection of information. A small building may be sur-

veyed by a two-person team, while larger buildings may re-
quire more people. The number needed to conduct the survey -

will be determined by the scope and depth of the effort.

Along with the questionnaire, other aspects of the survey .

are personal observation, interviews, and gathering documents -

not previously collected. In large, multistory buildings, it is
usually better to conduct the survey floor by floor. This.may
seem repetiticus, but the procedure usually gives a clearer un-
derstanding of findings and recommendations and offers a log- -
ical separation by tenant areas. The eqmpment 1nventory
should be verified at this time.

All notes and questionnaires should be saved as part of the.

permanent record and as reference material. These data =

should be combined with information collected in the presur-
vey activities; the combined materials will be the basis for the
report.

SURVEY REPORT :

The report is the most important part of the survey. Itis a
permanent record of findings, conclusions, and recom-
mehdations and may include an implementation plan. The re-
port gives management a clear understanding of current secu-
rity conditions and what changes are needed. It provides a
basis for improving security through additional manpower,
training, and equipment, and through changes in structure and
procedures.

Format

This is a matter of preference,; and there are many accept-
able styles. However, remember that the value of a report is
lessened if it is not clear, concise, easy to read; and well or-
ganized. The outline in figure 4-2 has been used for many
studies; persons writing the survey report.may find this 6utiine
a helpful guide.

Contents. : ‘ e

N

The background section prov1des mformatmn gathered be-

fore the survey, including the foliowing:
o The requesting authority and purpose of-the survey:
(discussed earlier under Survey Activities in this chapter);
e Members of the survey team (include parent agency
and a brief summary of experience and technical specialties);
o Dates the survey was started and completed;
o Previous. surveys and studies and an assessment of future

security threats. This assessment helps define security prob- =

- lems and can-be based on (1) past trial éxperience, including
common facfors in trals; (2) data such as population”density,
distribution, ethnic breakdown, and econormc status‘ and (3)
the potential for criminal acts such as burglary and for natural
or man-made disasters common to the area;

o A brief description of the facility, mcludmg outsxd;:
grounds, type of building construction, age, number. of floors;
approximate square footage, and any other significant descrip-
tions (details should be included later in the report); =

o Tenant agencies and the number.of employees working in
the facility.’ If the number of agencies is small, staff members
can be listed by title. If there are many-agencies in the build-
ing, it may be better to list them in an appendix; -
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e The agency responsible for courthouse and courtroom
security (describe security provided for both working and
nonworking hours);

o Summary of security incidents in the building during the
past five or more years. If many incidents occurred, they may
be included in an appendix.

Figure 4-2
SURVEY REPORT FORMAT

I Background
A. Requesting agency and authority to conduct survey
B. Purpose of survey
C. Survey team
D. Dates survey conducted -
E. Previous surveys and studies and preliminary assessment of
security threats
F. The facility
1. Description
2. Agency responsible for security
3. Tenant agencies
4, Summary of security incidents
Summary of findings and conclusions
Summary of recommendations
Detailed findings, conclusions, and recommendations
Appendices
A. Tenant agencies
B. Courtroom sketches
C. Security equipment inventory
D. Funding implications (by agency and category)
(Others as needed)

<Z2gH

The summary of findings and conclusions should be presemted in
one or two paragraphs, and the summary of recommendations
should briefly list major points. Examples of the latter: *“Window
and door hardware and locks on the first floor should be replaced
(estimated cost $700)”* or ‘‘Additional equipment for court secu-

- ity should be provided {(estimated cost $4,500). Funding impli-

cations for the agencies concerned should be listed in appendices,
with a breakdown by agency of costs for manpower, training,
equipment, and structural-change.

The presentation of detailed findings, conclusions, and recom-
mieéndations depends on the size and structure of the courthouse.
For multistory buildings, it may be best to present details floor by
floor or by functisnal groups (i.e., those with similar activities).
Recommendations can be grouped together at the end of the nar-
rative or presented throughout the text but should always be spe-
cific and easy to understand, with alternative courses of action
suggested whenever possible. All recommendations should be
numbered in sequence.
~ Any supplemental material should be included in appendices to
reduce the volume of the main text. Appendices may include of-
fice sketches (architects’ floor plans are not necessary), statistical
data, and inventoriés.

Draft Report

The team should use all the data gathered to draft the findings
and conclusions, then carefiilly: review this section for accuracy
and obtain any additional data needed. Team members can use

the findings and conclusions as -a basis for developing recomi-
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mendations, including various alternatives. In recommending
equipment, they should not specify brand names, and should re-
member that certain security devices, such as doors and locks,
must be approvéd by the local fire marshal. Surveyors should
give both complete cost estimates and personnel data when train-
ing programs are suggested. Structural recommendations should
include time and cost factors and any anticipated interference
with normal building operations. Finally, a plan for implementing
the recommendations can be included with the draft.

When the draft report is ready, the team should have individual
conferences with the officers and tenants responsible for different
procedures or areas. This allows those groups to express different
opinions, clarify points, and correct errors. Offering managers the
opportunity to review recommendations on their activities before
the final report is written is a matter of courtesy and good
management. It may also prevent minor errors of fact or interpre-
tation ‘which could adversely affect acceptance of the overall re-
port. Moreover, many managers will start implementing the rec-
ommeéndations based on this review, a fact that can be noted in
the final report. When these conferences are completed, the final
report should be written.

Final Report

The team should notify the requesting agency or individual
when the report is complete. All key personnel responsible for
carrying out recommendations should be invited to an oral pre-
sentation of the final report by the team members. Some depart-
ments give advance copies of the report to persons attending this
meeting, while others prefer to distribute the report after the pre-
sentation; this is a matter of individual preference. At the presen-
tation, survey team members should be prepared to defend their
ideas with facts and must be familiar with the results and impact
of each recommendation on both the security program and daily
building operations.

POSTSURVEY ACTIVITIES

Carrying Out Recommendations

Usually, all managers in a surveyed building will be asked to
Teview security recomsendations affeciing their operaiions and
to indicate, preferably in writing, which ones they are prepared to
implement. The managers should give written explanations for
those that will not be carried out. However, remenmber that only
departments of the requesting authority and the sheriff’s office
can be required to prepare implementation plans. Other tenants
can only be encouraged to do so, and their actions. may need
approval from parent organizations.

Implementation. plans should state basic objectives and re-
sources (e.g., manpower, money, time, professional services,
space), though the plans need not be highly detailed. Especially
helpful is a work plan, in the form of a chart showing dates to
start and complete major activities. If a department lacks the skill
to prepare this plan, it should seek help from the county planning
officer.

Followup Inspection

Finally, many excellent surveys have had little effect because
there was no, followup review of the actions taken to carry out
recommendations. The requesting authority should be urged to
require periodic inspections :and reports on whether actions have
begun. Later, it will be important to develop an ongoing monitor-
ing system to evaluate the effects of those actions.



Chapter 5

EQUIPMENT

Equipment is an important part of court security. It may
include electronic or mechanical devices, such as a basic in- =
trusion alarm system or walk-through or hand-held. mag- -

netometers, as ‘well as more sophisticated items such as
microwave alarms, closed-circuit television (CCTV), and in-
frared viewing and photography devices. However, equipment
alone is not the solution to a security problem; at best, it is a

supportive tool when used by tramed personnel ina well—

prepared plan or procedure.

This chapter gives guidance on what equipment is needed
and standards for choosing the right items. The chapter also
suggests ways to improve procurement procedures and dis-
cusses various types of equipment used for court security.

BACKGROUND

STATE OF THE ART S

* During the past 20 years, rapid advances have occurred in
all fields of technology, especially in specialized security
equipment. Transistors and microminiature circuitry have

made possible devices that were considered science fiction -

on]y a few years ago: intrasion detection systems, night view-
mg devices that use amplified star hght and individual trans-
ceivers (transmltter-recelvers) -and weapons that easily- fi’z into
a pocket or can be hidden in even smaller-areas.

Figures 5-1 through 5-3 show the current state of the art for

detection devices, signalling and commumcatnons systems, and’

protective technology that can be used in courthouses. How-

ever, the state of the art is constantly changing and. should . -
always be evaluated, since most items have built-in obsoles-’

cence. Developments are so yapid that by the time orie 1dea is
put into production a neWmnd n‘nproved one is underway

KEY PLANNING ISSUES

Planners must consider mariy factors before they mstall a
protection system. To prevent serious budget problems, plan-
ners shonld evaluate needs; cost effectiveness, and manpower . ..

requirements. A security systems expert can design a secure,

sophisticated protection-system using the latest developments o
in alarms, CCTV, sensor devices, and physical barriérs.

However, it does not make sense to have a $25 000 system
guarding $2-3,000 worth of assets.

In addition, image building should never bé the main reason
for getting "equipment. For . example, buying an expensive
X-ray screening device to, 1mpress others can backfire when

the unit is almost never used. This kind of waste cou‘d arfect

‘future efforts to get approval and funds: for essentan equip-

ment, especially high-cost items such as CCTV and sophisti-
cated electfonic systems.
Equipment is seldom a compléete substitute for manpower.

For instance, alarm systems require a security force response, -

and a CCTYV camera is of little value if no one is available to

monitor it and respond when necessary. More equipment often -
'means a reduction in manpower, but cost comparisons shounld -

be made first. Figure 5-4 shows how to estimate costs for both
equipment and manpower.

To determine the cost effectiveness-of a piece of eqmpment
compare the total estimated costs for both. equxpment and
people performing the same function, An example of this-type
of comparisen is in figure 5-5, using the equations in figure 5-4.

Note that manpower costs are involved in-both - estimates,

since personnel are needed to monitor and operate equipment
and respond to an emergency. situation. When the two total
estimated costs are computed over the expected lifetime, of the:

equipment (perhaps 10 years), one can:determine whlch solu»»

tion will cost lgss.

- To surhmarize, major equipment purchases should be partof
a thorough and well-documented budget plan. Required
manpower estimates should be .in line with equipment pro-

‘ . curement-projections. to keep the security department from'
having too much equipment and not enough manpower to use -
-+ it'properly.

Finally, - alf eqmpment and supplies issued to a deparrment

_ 'should be recorded in a proper accountability record system,

- whick will be the basis for inventories and audits.” Records. -
-should be kept of all requisitions, purchases, deliveries, and
‘related correspondence Good records will provide a super-

. visor with readily available information on quantities in stock,:.

. .what has been issued to whom, and what needs 'to be reor-
s dered @ -

EQUIPN[ENT SELECTION STANDARDS

* “To select the best&eqmpment at the loweSt cost;- sec’urity k
- planners should follow certain standards or guidelines. Flgure

5-6 lists some suggested standards, which are discussed in the
following sections.

NEED :

“The need for eqmpment may be apparent after a secunty

Bt
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Figure 5-1
DETECTION TECANGLOGY
TECHNIQUE OPERATION COMMENT

At building perimeters or boundaries
Photoelectric beams

Visible light
Infraved light

Floodlights

Closed-circuit
television {CCTV)

At building entrances
Dcor alarms
Magnetic switch
Mechanical switch
Open or closed
circuit

Wall vibration
pickups

Light sensors

Inside building

Switch cords and
mats

Ultrasensitive
microphone

Microwave

Ultrasonic

CCTV

Capacitance

Establish light beams from point to point
along outside boundaries of courthouse;
person or object interrupting beams acti-
vates alarm through light source and re-
ceiver

Light building exterior decoratively and
alllow personnel or TV monitor surveillance

Normal TV cameras for daylight or floodlit
birildings and ultrasensitive cameras for
nalit night surveillance; monitors also can
k2 fitted with automatic detectors to acti-
wvate alarms

Applied to doors, windows, gates, etc.;
alarms locally (buzzer on door), remotely,
or both when door opened by key or force

Applied to walls to sense and amplify un-
usual vibration levels, send remote or local
alarm; sengitive to sledge hammer blows,
boring drills, etc.

Detect light entering when safe or closed
dark space is opened; remote alarm routine

Placed near entrance, sounds local or re-
mote alarm when depressed

Picks up indistinct room sounds; can give
possible false alarm.by detecting rodents,
cats, birds, streét noises

Small wall transmitters and receiver(s)
flood corridors and rooms :with “‘radar-
like” energy;. adjusted and calibrated to
space; detects movement of greater than
set minimum velocity and objects of greater
than set minimum size. Signals locally or
remotely when beam disturbed

Similar to microwave but emits sound en-
ergy of higher than audible frequency; has
transmitter (loudspeaker) and receiver
{microphone)

Similar to “‘building perimeter’’ application
Safes, file cabirnets; detects change in elec-

tronic capacitance to ground when person
touches it

Works during hours of darkness

Personnel must observe directly or on
monitof's

Unless automatic detector used, requires
constant attention

Can be connected to commercial, police, or
security staff central office; alarm location
identified by central office equipment

Main use: vaults, safes, prone to false
alarm at normal building vibration levels

Very sensitive and reliable

Signals entrance

Best used in vacated buildings; otherwise
false alarm given on norinal activity

Possible false alarms on electrical interfer-
ence from radios, elevators, etc.; can be
jammed and deceived

Prone to false alarm on air movement from
heat, wind, vibration, vents, blowers; can
be jammed and deceived

Similar to ““building perimeter’’ comments

Not too reliable; setup may be too complex
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Light sensors

At doorways, turnstiles, desks, gates,
search point, and in corridors

Magnetometer

X-ray

Source: F. Michael Wong, Space Management and the Courts: Design Handbook ( Washmgton, D.C.: U.S. Department of Justice, 1973),

p. 109.

Senses alteration in normal magnetic field
when magnetic metals (steel, iron) brought
near

Can detect concealed guns, knives, metal
combs, tools, ice picks, etc., that are car-
ried on persons or in packages; alarin sig-
nals audible or visual, local or remote

Models are hand-held (nightstick size) and
fixed (two tall tubes); aimed at person or
walk between tubes—immediate reaction

Compact machine radiates into packages;
X-ray film, including Polaroid, used for in-
dicator

Mo radiation from devices; when sensitive
enough to detect weapons reliably, it can
also detect keys, coins

Can fail to detect weapons when made in-

sensitive to false a]arms, useful to screen
possible weapons carriers and hmxt number .

of personal. searches

Can be useful to lozzate metallic objects, but

frisking still necessary

Can detect weapons hidden in items ordi-

narily not opened: portable radios, tape

recorders, briefcases with false bottoms,
etc. Not useful if packages can be openeu.
Film must be developed; relatively slow in-
dication. Trained interpreter must read pic-
ture for dynamite, bomb components; other

eye discrimination. Cannot be used on per-

sons (X-rays harmful)

G ©
o ) . 8
COURT SECURITY Chapter 5 EQUIPMENT
Figure 5-1 '
DETECTION TECHNOLOGY (Continued)
TECHNIQUE OPERATION COMMENT
Door alarms Similar to operation at building entrances Similar to “building entrance” comments
Wall vibration pickup

Ky Q‘?

O : .

NI

. Figure 5-2

SIGNALLING AND COMMUNICATIONS TECHNOLOGY

TECHNIQUE
Duress alarrms

Alarm button concealed and fixed to
bernch, desk, chair; etc.

OPERATION

Connected by wire or radio system (see be- .

low) to remote courthouse location. About

x 2'"x 1", Connects to central office
where space identified; alarm network ¢an
cover many spaces

COMMENT

Useful in courtrooma, chambers, ‘other of-
fices; unobtrusive; feliable and precise,

usually difficult to activate false alarm. Lo-
cation depends on personal Judgment-——m
court; -probably” at “bench, - Courtroom/

o'lnhouse must be wired, if*wire device -

used to connect each location; can give
loc_al alarm (in courtroom) if desired

Remote surveillance: transmission of courtroom procedures and remote space-activity for observation elsewhere

Alarm button concealed on person

Similar to above; c1garette-pack size radio
transmltter signals to receiver and relays to
central station; transmitting frequency and
possibly other signal characteristics identify
unit, person carrying it, and assumed loca-
tion; not restricted to.one location; can be
transferred to another person :

Similar to above except does not directly
identify location, only bearer; simpler to in-
stall than wired. alarms; needs additional.
equipment to activate local alarm
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 Figure5-2
SIGNALLING AND COMMUNICATIONS TECHNOLOGY (Continued)
TECHNIQUE ‘OPERATION COMMENT .

Closed-circuit television (CCTV)

Film cameras

Audio ‘

~-Communications

A. Point-to-point, telephones,

wired:
intercom : ’

B. Sound broadcasting: audio public ad-
dress (PA) system

(8 }uﬁbﬂe
Radio
Portable
*‘walkie-talkie”
Fixed or portable
_ - ceitral station
Broadcast or two-
way operatlon
" Voice transmissions
or alarm 51gnals

Source: Wong, p. 110

TV cameras fixed to walls; ceilings; oper-
ated from remote location; zoom or turret
fenses; transmits pictove of space to
mornitor via wires. In couraoom applica-
tion, as for defendant tried in absentia, can
be manually operated in studio-type situa-
tion. A monitor panel for cameéra network
throughout : courthouse is :feasible, ds are
automatic - monitors” to ‘detect movement;
normal cameras ultrasensitive for low light
levels

As in banks, automatxcally operated ‘re-
mofely activated cameras photograph per-
sons in- émergencies- for subsequent iden-

tification

Emergency activated- system transmits
courtroom ssituation ‘to’ céntral security of-
fice. Can be used effectively in secured
private areas and to momtor other public
zones

Emergency signalling with special dial
codes to and from security offices; party-
line broadcasts of emergency messages
from central security office to all others

Broadcasts to public in crowd- and riot-

control operations or to security personnel
control operations; gives notice of evacua-
tions, fires; in selected spaces and times,

gives public information on calendars,”

court Jocations; can call participants into
court

Broadcast messages throughout courthouse
from central transmitter to' unlimited
number of portable receivers—voice or
alarm signals; two-way transmissions
throughout courthouse between central
transmit/receive station and limited number

.of ‘portable, transceivers; multlchanne]
,capablhty to handle multiple communica-

tions s:multaneously, .either broadcast: or
two-way; coverage throughout courthouse,
including all closed rooms, sub-basements,
elevators; selective calling capacity to ad-
dress specific receivers

Manual or automatic/manual’ ‘monitoring
needed {continual ‘manual nionitoring is
fatiguing); can reduce security manpower
patrol duties. When used for in absentia

- trials, may-require special legal pre¢dution;

should not be'subject to possibility of unau-
thorized recording

Possible use as evidence and identification
for apprehension

Possible right to privacy complaints

Telephone on cradle also used in system to
pick up and transmit sounds to prearranged
receiver under local or remote control

Requires FCC license and frequency allo-
cations; portable units-are: battery operated,
can be small and secreted, if desired; sys-
tem can connect to PA or telephone Sys-

tems; courtroom. alarms cah féed system;

.integrates into courthouse communications

for normal (nonsecurity) -operations;. fe-
ceivers can be silent {visual alarm notifies
bearer to phone or take other specific ac-
tion) or squelched ‘(silent except when
called)
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TECHNIQUE
Mechanical locks

Electrical locks

- Source: Wn";‘ig’;‘p. HI. -

Computer-coxitljolledtlo‘oks~ L

Figure 5-3
PROTECTIVE TECHN OLO‘GY

OPERATION

Conventional lock-and-key systems with

hierarchical mastering

Lock operated by electrical solenoids, not
conventional key; activated by switsh

(push-button on desk, etc.) or insert of

magnetically coded card lock measures
magnetic code and activates itself, if set for
that code; key cards issued to personnel as
keys can also be 1D cards; hierarchical
mastering possible; control of all or some
courthouse locks from central office possi-
ble, i.e., to seal oﬁt’ pamcular area

‘As above, but wnh B ;ded control and re-

cording capability provided by small digital
computer wired to all courthouse locks.

Computer "determines key cards allowed to
~activate: each lock, accordmg to- memory- ‘

signed o bearer for predetermmed access
‘one’ key ‘per person for any. ‘number of

doors; lock-time. ¢ontrol by central ‘¢om- -
. puter:can be programmed -to lock: ‘public -
.. .doors a,fter hours; status of all locks (open

or closed) computer-monitored; custodial

operatnons mcIuded

-record keeping): locks difficult tmalter dif-

kMagnetxc keys. difficult to duphcate, code‘
-usually cannot be changed; new. key c¢ard

‘guired; locks can be netwrorked into door

Record kept printed out each time locl{

by .computer can opénor close any lock
., - selectively; locked, doors automatically re
.. Jock and cannot be left open;.computer; will. . *
" automatically signal malfunctxon, blocked .

‘tems will capture bogus key cards.

. COMMENT

Varlous devnces usmg mechamca] and .
magnetic keys inserted in lock activate it;
function only to lock and unlogk, access (no

ficult to limit availability of keys, most keys
easily duplicated

must be made if lock code is changed by
rewiring or inserting a. permanent or tempo-
rary code card; standby power soufce re-

alarm system, replacing separate:alerims.

opened and by which key; list of key/dool
authorizations can be modified at central *
computer in real time. Overriding control

door, ete.; feasible to check ‘automatically
from: central office-any door 1eft opeén. Sys-

F:gure 5.4

ESTINIATED MANPOWER AND EQUI?MENT COST S
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Figure 5-6
EQUIPMENT SELECTION CRITERIA
1 Need Compatibility
Suitability - Cost
Performance Manpower impact
Reliability Space needs
Obsolescence Installation
Availability Maintenance

Chapter 5§ EQUIPMENT
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Solution no. 1: Use CCTV to monitor the corridor.
Estimated cost:

Initial cost 3

Figure 5-5
SAMPLE COST COMPARISON

Security problem: How to maintain security in a restricted corridor

Installation

Operating cost
Maintenance

Manpower costs to monitor equipment,

respond in case of emergency

TOTAL ESTIMATED
EQUIPMENT COSTS $

Solution no.2: Have deputies patrol corridors.
Estimated cost:

(Salary + overhead + cost of living increase) x no. of persons to patrol halls and respond to an emergency x no. of years = TOTAL

ESTIMATED MANPOWER COST

survey or change in operating procedures. The determination
can be made independently or with the aid of a security
equipment expert, who often can help prevent needless ex-
penditure. The need should be clear and easy to explain, so
that the right equipment can be matched to that need. This is
important to assure the purchase of an effective item that does
not have costly extra features.

SUITABILITY AND PERFORMANCE

Performance specifications should be drafted from the needs
statement. These detailed requirements will define what a
piece of equipment is expected to do and will help determine
the best kind of equipment to buy. Performance specifications
are discussed in more detail later in this chapter in the Guide to
Procurement Procedures.

Matching the performance specificptions against a technical
data sheet for the item being considered should determine
whether the equipment can do the job needed. This review will
also alert planners to sales agents who may be selling them
unnecessary items or features.

Design limitations

RELIABILITY, OBSOLESCENCE, AND AVAILABILITY
The items purchased should have proven reliability, Ask

. other .buyers about their experiences. A new product may
" have unexpected ““bugs’ which show up after purchase and

4 . ‘,

installation and may mean excessive maintenance. A court-
house cannot afford to be the test site for those new items.

Items purchased sheuld be within the state of the art and not
currently or nearly obsolete. Bargain prices are often offered
for items going out of production or being substantially
changed in design. Such items seem like bargains but may be-
come useless in the long run because service and parts are
unavailable.

If possible, limit procurement to a product offered as a stan-
dard shelf item and available within a reasonable time. Some
items have such a limited demand that they are only
manufactured by special order, which can greatly delay instal-
lation.

DESIGN LIMITATIONS

All electromechanical equipment has built-in design limits.
These should be identified before purchase and a judgment
should be made as to whether the limitations will keep the de-
vices from doing a job well. For example, to function proper-
ly, much electronic equipment needs a constant power supply
without fluctuating voltage. Interruptions in power or voltage
changes can cause incorrect instrument readings or other mal-
functions. Also, most tear gas canisters are easily affected by
extreme temperature and humidity, and magnetometers may
locate metallic weapons but not such objects as plastic or
wooden knives and letter openers.

COMPATIBILITY

Compatibility with existing equipment is a prime considera-
tion for new purchases. For example, all communications
equipment should be on a common frequency or capable of
being linked by a repeater unit. If separate frequencies are re-
quired, there should be a point where the various nets can be
monitored and coordinated.

Compatibility reduces inventory requirements for items
such as portable lights, desk lamps, baitery-operated equip-
ment, cameras, and -office machines that use expendabie
supplies. Some agencies tie up large sums of money by stock-
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ing different types of spare parts and other inventory items
because their equipment is not similar.

COST

The cost of an item should be calculated through a formula
such as the one in figure 54. Note that the most cost-effective
item often has a higher initial cost. For example, key-operated
door locks with replaceable cylinders are more expensive but
aiso more practical than locks which must be replaced entirely
in order to change keys.

MANPQWER IMPACT

Most major pieces of equipment have manpower require-
ments which must be considered before purchase. For in-
stance, walk-through magnetometers require at least three
operators {two men and a woman) so that both men and
women can be searched when something suspicious appears.
In addition, CCTV must be monitored constantly, although
grouping all monitoring jobs (for alarms, CCTV, etc.) at one
location can reduce personnel needs.

Equipment also should be examined in terms of its ease of
operation and maintenance and any training that might be
needed. Sophisticated equipment such as mobile laboratories
may require either specially trained and skilled Iaboratory
technicians or maintenance personnel for proper use. Many
sheriffs’ departments provide at least routine maintenance of
vehicles, weapons, radios, and alarm equipment. Unless this is
done by civilian staff, it takes sworn officers away from their
primary law enforcement duties.

SPACE NEEDS

Both operating and storage space are important. For exam-
ple, adequate and secure space must be availabie for the
terminal points of CCTV and alarm systems. In addition,
there must be space to store and protect equipment that is not
being used. Bulky items not in constant use should be kept
near the place of use if possible. Similarly, walk-through mag-
netometers and other items used in a search screen should be
stored where they are readily available.

If space is not available in the courthouse, it may be neces-
sary to store cerfain equipment elsewhere. In this case, the
additional factors of transportation and time must be consid-
ered.

INSTALLATION AND MAINTENANCE
The ease and cost of installation should be factors in equip-
ment selection. A special installation team means more ex-
" pense, and long delays may occur if there is an installation
waiting list for the equipment. Check the backlog of installa-
tions and decide whether the waiting period is acceptable..
Select equipment that does not need frequent servicing. Ask
current users of the equipment how often service is required
and how long it takes. New equipment almost always requires
sowie servicing, but long-term maintenance needs can be re-
duced. Avoid items that may need frequent maintenance be-

cause of faulty engineering or sensitivity to heat, cold, or

" shock, or those that are easily damaged by unskilled opera-
tion.

! Coordigating Committee on a Model Procurement Code for State and Local Govern-
ments, A Model Procurement Code for State and Local Governments, Preliminary Working
Papers No. 2 (Washington, D.C.: American Bar Association, June 1977),p. 73.
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Service should be readily available, and done locally if pos-
sible, especially for routine maintenance. More complex and
regular service may require a service contract. Many national
companies provide service for several states, This type of
coverage increases the service costs and the possibility of ex-
cessive delays, both of which have a negative effect on secu-
rity programs,

The service company should have enough spare parts. A
good company can accurately estimate the failure rate of com-
ponents in the equipment it services and will usually mairtain
an adequate inventory of spare parts. However, some firms
try to save money by getting spares from a main supplier; this
nearly always results in delay. Moreover, foreign products
may involve ordering parts from another country, which could
cause months of waiting.

GUIDE TO PROCUREMENT PROCEDURES

‘A county purchasing authority usually buys equipment; only
rarely is a sheriff authorized to make direct purchases. Com-

plaints that the purchasing agent did not buy what was needed -

are sometimes heard as excuses for faulty or inadequate
equipment. However, a close look usually reveals a break-
down in communications between the sheriff and the purchas-
ing agent. This problem can be overcome with a little effort.
and understanding of what the agent needs to know to do an
effective job. The problem might be resolved by an action as
simple as giving the purchasing agent more complete details
and specifications for the item needed.

Experience has shown several pitfalls in the purchasing
process that can be avoided. Some of these are discussed in
the guidelines presented here.

PREPARING SPECIFICATIONS

Preparing detailed performance specifications should be the
first step in the procurement procedure. For some items; it
may be necessary to describe in detail a precise design, meas-
urement, tolerance, material, or method of testing or inspec-
tion.! Suppliers. will offer an item which meets only the
minimum requirements specified in the invitation for bid
(IFB). They will not cut their profits by offering more thanis
actually specified. For example, a small police department or-
dered a camera without detailed specifications. The camera
body was received without lens, carrying case, or other:acces-
sories. These items were not included because they are not
built-in parts of the camera and are always ordered separately,
through technical descriptions that were not specified; in this

" instance, it took several more weeks to order and rzceive the

necessary lens and accessories.
Procurement is usually done competitively, and. speci-

fications should not favor one supplier over others. However,

the department may contact several potential suppliers for in-
formal discussions and product information. The purchasing
agent may be able to furnish reference lists of reputable
suppliers, and both professional security journals and tele-
phone directories are also good, sources. It is important to use.
more than one or two sources in looking for a supplier.

Most county purchasing agents will help draft specificatioiis,.
Many counties have procurement regulations and directives on
preparing specifications, and the sheriff should provxde the ap-
propriate technical information: Some purchasing agencies use
standard specifications for items purchased regularly. If these

B\
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do not meet departmental needs, the sheriff should provide
data to justify changing the specxﬁcatxons and insist that they
be changed.

SPECIAL PROVISIONS IN THE INVITATION FOR BID
(I¥B)

The -invitation for suppliers to bid should show complete
specifications and any special conditions affecting the pro-
curement which cannot be added after the IFB is issued. The
latter may include these:

o Time limit for delivery;

o Phased delivery schedule;

e Requirement for vendors to provide a sample of the
item offered for testing and evaluation;

e Requirements for final inspection before acceptance
and delivery;

o Citation of minimum standards established by a recog-
nized authority, such as Underwriters’ Laboratories;

o Conditions for warranty certification by vendors, such
as ability and willingness to contract for service and main-
tenance and the availability of service locally or within a
specified distance.

Only the purchasing agent can approve requests for excep-
tions to the IFB, and any exceptions on technical matters
should have the sheriff’s agreement. If exceptions to the pro-
visions are granted to one or more bidders, all bidders should
be notified.

If specialized training by the successful bidder is needed to
maintain and operate new equipment, this require nent should
be included in the IFB. Training should be scheduled to be
completed by time of delivery. Suppliers often provide training
during the manufacturing phase so that trainees learn by work-
ing on the actual equipment they will be using.

OTHER PROVISIONS

. First, arrangements should be made with the purchasing
agent for the sheriff’s department to review all bids submitted.
This-atlows a technical overview and is not meant to preempt
the purchasing agent’s authority to award the contract.

Second, - service and maintenance. contracts should be
bought from the seller of the equipment, That firm should have
the best product experience, trained service staff, and spare
parts inventory.

In some cases, a purchase from a specific company may be
appropriate, rather than receiving competitive bids from sev-
eral ~ompanics. County policy on this ‘‘proprietary procure-
ment” should be carefully reviewed before it is.requested.
This type of procurement might be justified under one of the
following circumstances: : :

e The proposed purchase is part of an approved equip-
ment standardization plan.

o The item is not available from any other source.

e Only the item supplied by a specific firm theets the re-
qmred specifications,

e Spare parts and special tools are on hand and buvmg
the item from a different source would require an add1t10nal
stock of parts and tools. ,

2 These are in use thtoughout the federal government and meet rigid standards.:
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EQUIPMENT USED FOR COURT SECURITY

In the past 10 years, the demand for improved. security
equipment has increased rapidly, as has competition among
manufacturers and distributors. Research and development
have resulted in many new or improved products. However,
the  market also is flooded with shoddy, poorly functioning
items primarily designed to cash in on the boom by selling to
the uninformed or unsuspecting. This section discusses some
of the more common types of equipmeént in use today, focusing
only on court security rather than all types of security equip-
ment.

HARDWARE AND LOCKS

An easy and inexpensive way to improve security is to re-
place inferior locks and hardware with quality items. During
remodeling or new construction, the additional cost is usually
negligible if security planners insist on these items. The follow-
ing types of equipment should be considered:

e Key-operated locks on windows;

e Door locks with removable cylinders that aillow keys
to be changed periodically;

e Dead-bolt locks with at least a one-inch throw;

o Specially armored locks made virtually breakproof for
external use;

o High-quality padlocks with changeable combmattons,

e Keyless push-button locks to secure entry into re-
stricted areas (preset combinations can easily be changed
by installing replacement slides).

Adequate security does not depend solely on having the
right equipment; proper use also is critical. For example, pad-
locks should always be locked onto the hasp when a door 1is
open to prevent unauthorized substitution of a similar-looking
lock. All keys shotild be under a key-control system managed
by the security officer. Simple systems are -available from
commercial sources for as few as 25-or more-than 2,500 keys.

LIGHTING - : .

Interior fixtures should not be used outdoors because they
are not weather resistant and are highly susceptible to van-
dalism. It is best to seek advice from an electrical contractor
to select. proper fixtures, cable, wattage output for lamps, and
the best means of installation. Fixtures placed at an improper
location or at the wrong angle may make coverage inadequate
by creating areas of darkness in the overall illumination pat—
tern. -

Within the courthouse and courtrooin, a w1de vanety of por-
table lamps is available for emergency lighting. A’ commonly
used and economical auxiliary or reserve lighting system con-
sists of battery-operated, wali-mounted lamps connected to the
existing electrical circuit. The batteries in these lamps are re-
chargeable and ona constant trickle charge. When the main
power systemn fails, the lamps sutomatically switch on. Inte-
rior courtrooms without-windows are often wired with two cir-
cuits so that even when the primary lights are switched off, the
second circuit will sustain sufficient illumnination. The use 'of
key-operated switches for Tourtroom and-holding area lights
also is recommended. These prevent disruption by unau-

thorized rorsons switching off the lights.

BARS, GRILLES, AND DOCRS
Extra protection should be provided for windows and other

L
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openings that are not normally guarded. Expanded metal
grilles or steel bars offer the most economical way to secure
these openings. Glass bricks are an alternative method in win-
dow openings not needed for ventilation.

Most forced entries are made through windows or doors. If
a door is too fragile, it can be broken easily or the lock forced
from its strike plate. Solid wooden doors should be at least 134
inches thick for all exterior doors; metal or metal-reinforced
doors offer even better protection. Any window needed in a
door should be of tempered glass or shatter-resistant plastic.
Double-cylinder, double-keyed locks should be used on doors
that have 21y glass. Local fire codes must be considercd.

SAFES AND VAULTS

Safes have been rated by the Underwriters* Laboratories for
resistance to fire and penetration (see appendix I). If possible,
safes shonld be securely fastened to a surface of the building;
this is easiest to do in' newer facilities with concrete floors.
Upon request, safe manufacturers can offer:additional adv1ce
on immobilizing safes.’

Vaults are expensive and should be built by professionals
and only if a cost effectiveness study supports the need for
them. Manufacturers of vault doors often give advice on de-
sign and construction and may -even provide architecturat
drawings to ensure that their products will fit properly and
function well.

The Underwriters’ Laboratorles3 also have approved alarm
standards, developed by a committee that included representa-
tives from alarm manufacturers, insurance companies, and the
Underwriters’ Laboratories. The standards are revised period-
ically and represent the minimuem acceptable requirements for
the design and performance of alarm equipment. Actuadlly,
products often exceed these standards, so one System may be
far superior to another in actual performance although both are
rated the same.

‘Alarm systems usually fall into these four categories:*

1. Local Alarm System. A system in which the protec-
tive circuits in the secured area are directly connected to a
bell or siren. The sounding device is prominently displayed
on the outside of the building. The bell is fully protected

~against weather and tampering, connected to’the control
panel by tamper—proof cable; and audible for at least 400
feet,

2. Central Station Alarm. A~ system in which’ the se-
cured arvea is directly connected, via a pair of leased tele-

‘phone wires, to an alarm panel in a centrally located alarm

receiving station. Generally, this system is run by a privite

- security firm. Upon receiving an alarm, the company dis-

patches its guards to the secured area and motifies the’

police. Alarm installations of ‘this type can only be ap-

*proved by Underwriters’ Laboratories when the protected‘

‘premises are within 10 minutes traveling time from the cen-
tral station. ) ‘

3 Thy standards are set forth in several pamphléts. available from the Underwriters® Labora-
tories, Inc., Publxcahons Stock Department, 333: Pfingsten Rd,, Northbrook;.Ill, 60062, See,
forexample, #609 and 610, Burglar Alarm Sys(ems, Localy #611 Burglar Alarm' Systérs,
Central Station; #636, Hold-up Alarm 8. ; #681, Installati
nj' cation of BurglnrAIarm Systems,

Systems.Division, 1978),p.3: - .. *
s Ibld +PD. 4-15

4-Robert ‘Rosberg, ‘Guide o, Secunty Alarm: Systems (Wayne. N.J ~Mosler, Electromr

. Classification, agd Cer=:
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3. Proprietary Alarm. An installation similar to a central
station alarm, except the alarm panel is located within a
guard room maintained for the owner's internal secunty
operations. The guards operate the system and respond to
all alarms.

4. Police Connection. An alarm monitor mstalled in a
nearby police station and dlrectly connected to the alarm
system via a pair of telephone wires. The alarm also can be
connected to local or proprletary systems for additional
protection.

Alarm systems used for courtroom security have features
from one or more of the above categories. Many courtrooms
are egiipped with duress alarms, which the judge, ‘bailiff, or
clerk can use to summon help dunng emergency situations.
These alarms are inaudible in the courtrocm and sound at a
marnned post that can dlspatch a response force. Or the alarm
in a courtroom may be a simple buzzer termmatmg in the
sheriff’s office, jaif, or communications or command centef.

For multicourtroom buildings, many options are available in
a wide price range. Many large jurisdictions use the
“Executone’’ system, which allows two-way voice communi-
cation and audio monitoring of the courtroom when the alarm
is activated. In another system, courtroom telephones become
mlcrophones when the alarm is acnvated to allow audio
monitoring at a terminal point.

Other jurisdictions use a panel of colored lights' to alert a
monitof and show what’ kind of incident is taking place—e g,
escape attempt, disorder, or hostage situation.. However,
many systems in use today only alert the security force that an
incident has occurred, with no other information given. The
alarm monitor should show the origin of the alarm (e g, the
courtroom, chambers, or treasurer’s ofﬁce)

As far as technology will allow, a system should include a
means to confirm that the signal is not a false alarm. After all,
the effectiveness of an alarm system is directly related to how
believable it is, and systems with very high false alarm rates
eventually’ may be dlsregarded by those who must respond to
them.

“Because of the variety of alarms and alarm systems avail-
able, it is unportant for. planners to pinpoint their needs and
state their performance requlrements clearly before any pur-
chase. Wlthout this caution, it is possible to purchase elther
too much or too little alarm capability.

Followmg are a few' general gmdelmec‘ for buymg an alarm
or alarm system:’

o Deal with a reputable company. These will usually be

_ listed by the Underwnters Laboratones ory eputable trade

Journals k

e There is no ‘such thing as a burglar-proof system, so be
suspxcxous of any sales agent who claims to sell one. “ f

" e The system must have a reserve power source m case
) the main power is shut off.
"o Do not buy or Jease a system from a company that
" "does not offer a ‘contract for contmumg mamtenance and
service, usually on a two- {0 five-year basis.

The next sections descrlbe different types of alarm systems

for court bu1ld1ngs 5

Premise Alarms
Premise alarms protect doors, windows; and-other openings-

by means of contact devices, switches, and ftn\talhc foil tape,
In-some instances; w1red wood dowel screenL ?‘re used mstead

B )
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of metallic foil to protect windows, transoms, or similar open-
ings. The screens are arranged to form a continuous closed-
circuit loop connected to alarm relays in a control cabinet in
the secured area. If anyone tries to enter through one of the
protected points, the circuit will be broken and the alarm set
off.

Capacitance Alarms

The protected object acts as part of the capacitance of a
tuned circuit (as a capacitor or condenser). If a change occurs
in the region of the protected object (e.g., if someone ap-
proaches), there will be a sufficient change in the capacitance
magnitude to upset the balance of the system and cause an
alarm. Capacitance alarms are used to protect objects that re-
quire a high degree of security, such as safes, file cabinets, and
other metallic storage containers. The system is fairly flexible
and can be used to connect several items in the same area to
one alarm.

Photoelectric Alarms

Photoelectric cells or electric eyes normally are used with
other forms of alarm equipment. Their operation depends
upon the inferruption or breaking of a beam of light between a
projector and a light-sensitive receiver some distance away.
When the light is cut off from the receiver, an alarm relay is
activated in a control cabinet within the secured area. Since
white light is easily detected, infrared beams are better for
these systems.

Ultrasonic Systems

The protection of an enclosed space can often be achieved
effectively by using space alarm equipment. The best known
type of system in this category is popularly called ultrasonic,
although it actually operates just within the upper limits of the
audio frequency spectrum. The apparatus generates a train of
high-frequency sound waves (too high for humans to hear)
which fill an enclosed area with a pattern of standing waves. A
sensitive receiver connected to an electronic amplifier picks up
the waves; if they are of the same frequency as the sound
emitted by the transmitter, the system will not sound an alarm.
Any motion within the protected area will send back a re-
flected wave differing in frequency from the original transmis-
sion. This change in frequency is detected and amplified in the
control unit, and the alarm signal is then activated.

Audio Systems (Rooms)

Audio systems, unlike ultrasonic, can tolerate air movement
and other types of motion as long as the noise created is rela-
tively low. Where fans or other noise-producing items are a
fixed part of the room, cancellation microphones located close
to- the noise-producing items can nullify those sounds. The
sensitivity of these systems can be adjusted to detect a very
small amount of noise; however, in most installations this ad-
justment will result in false alarms.

'Audio Systems (Vaults)
The detection of sound or vibration caused by an attack

$ NILECJ-STD-0203,00, October 1974, PersanallPartable FM Transmittérs and
NILECJ-STD-0208.00, Qctober 1975, PersonallPortable FM Receivérs. See appendix J for
information on obtaining copies,
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upon the walls, ceiling, or floor of a protected siructure is the
primary function of this system. A microphone and amplifier
are installed within the secured enclosure. Sensitivity is ad-
justed so that normal sounds will not trip the alarm. However,
noises above this level will be amplified enough to activate the
alarm relay.

Because the system responds to all noises within the audible
range, it is best adapted to vaults or other solid-walled enclo-
sures which require a reasonable amount of force to enter.
Most bank vaults are protected by audio alarm systems. These
bank installations represent the highest grade of alarm systems
recognized by Underwriters’ Laboratories.

Radar or Microwave Systems

Radar units are generally used to protect interior areas. The
principles used in this system closely paraliel the operation of
the ultrasonic system, with some notable exceptions. Radio
waves are highly penetrating and not easily confined within a
closed area, such as a rooin or building. A train of waves is
produced and partially reflected back to the antenna. If all ob-
jects within the range are stationary, the reflected waves re-
turn at the same frequency; if they strike a moving object, the
waves return at a different frequency. The difference in the
transmitted and received frequency appears as a low fre-
quency signal which is detected 2nd used to trip an alarm re-
lay. The area covered by the radiation field may be controlled
by the number or placement of antennas, while sensitivity is
controlled by adiusting the amplifier.

COMMUNICATIONS

So many types of communications equipment are available
today that it is important for planners to assess their needs and
the performance they want. Many manufacturers will provide
free consultation to help in this task. The following questions
sheuld be considered when adding communications equipment
to a court security system.

o Is the new equipment compatible with existing sys-
tems?

e Are maintenance and repair easily available at local
facilities, or must items be returned to the factory for ser-
vice?

¢ Is the equipment powerful enough to function effec-
tively in the courtrooms and courthouse?

Ideally, each court security officer should have a portable,
hand-held transceiver (radio transmitter-receiver) which is
linked to a central command station or the sheriff’s base sta-
tion. If traffic is heavy on the sheriff’s assigned frequency,
another compatible frequency should be obtained and moni-
tored by the base station. In larger departments, transceivers
are usually supplied to supervisory personnel and key officers
only. The Law Enforcement Standards Laboratory of the Na-
tional Bureau of Standards has developed standards for per-
sonal portable FM transceivers; these are available upon re-
quest.®

If transceivers are beyond the department’s budget, less ex-
pensive one-way receivers are available. Even lower in price
are the individual “‘pager’’ or ‘*beeper’’ units that, when acti-
vated, notify the wearer to call a predetermined phone number
or take certain actions.

Also available are devices that can be worn unobtrusively or
carried in a pocket. When activated, they transmit a radio sig-
nal notifying a base station of an emergency situation. These
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devices have been used by judges and others under the threat
of kidnapping or physical violence. They have obvious limita-
tions, including their high cost and short range of signal trans-
mission. Also, since those wearing the devices may be on the
move, determining their exact location is not usually possible.

MAGNETOMETZRS

Magnetometcrs come in three basic models: permanerdy in-
stalled, portable walk-through, and hand-held. Figore 5-7 lists
some advantages and disadvantages for each model Some of
these detectors locate only ferrous or iron-bearing metal, while
others locate both ferrous and nonferrous metal. Costs vary
widely according to quality and performance.

A combination of walk-through and hand-held models is
sometimes used in courthouses. The first type signals the
presence of a metallic item, and the second determines its
exact location.

The quality of magnetometers -varies widely. The U.S,
Secret Service and the U.S. Marshals Service have tested
various inodels and identified the ones meeting their require-
ments. In addition, the National Bureau of Standards has de-
veloped standards for magnetometers; these are available upon
request.”

X-RAY SCREENING DEVICES

These devices are used throughout the world and come in
many configurations. Small portable units for screening mail
and small packages use drawers that can accommodate items
up to 18" x 12" x 16”. Larger units are stationary and pass items
by the screening device on a conveyor belt. Although these
devices are highly effective, cost is the principal factor Jimiting
their use. Thus, they are not practical for departments with
limited budgets. Only densely populated urban jurisdictions
have a large enough volume of items to screen to justify such
equipment,

EXPLOSIVES DETECTORS

Explosives detectors are usually portable and the size of
small suitcases. They are highly sensitive to vapors emitted by
explosives and respond to vapor traces preprogrammed into a
unit’s memory. Some early models gave false reactions to such
items as shoe polish, deodorants, and perfume. However, later
developments have increased sensitivity and selectivity,
largely eliminating this problem.

TEAR GAS

Tear gas has been standard equipment for law enforcement
agencies for a numbér of years. The CN gas formula largely
has been replaced by a more potent and faster reacting CS gas.
Manufacturers supply both types in many configurations and
delivery systems, ‘the most common being grenades, pro-
jectiles fired from special guns, high-volume bulk dispensers,
and hand-held dispensers.

Adequate storage space with temperature and humidity con-
trol is necessary. Most tear gas items have a known shelf life
and their effectiveness and reliability diminish when these lim-
its are passed.

7 NILECJ-STD-0601.00, June 1974, Walk-Through Metal Detectors for Use in Weapons
Deiection and NILECI-STD-0602.00, Qctober 1974, Hand-Held Metal Detectors for Use in
Weapons Detection. See appcndlx J for information on obtammg copies.

8-Body Armor Program: Ex e Su "y, Pr d by the Aerospace Corporation for
LEAA's National Institute of Law. Enforcement and Criminal Justice, July-August 1977,
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Many courts have strong feelings about tear gas, and it
should only be used in accordance with established policy.
Similarly, mahy sheriffs’ departments make the hand-held dis-
penser either optional or required personal equipment; others
forbid its use. Officers interviewed for this project who have
used this dispenser reported varying degrees of effectiveness.
All said they were also affected by fumes to some degree when
dispensing the liquid tear gas.

BULLET-RESISTANT PLASTIC

Court security planners are increasingly using transparent
bullet-resistant plastic shields in courtrooms. For some high-
risk trials, a temporary or permanently fixed barrier is placed
between the spectator section and the well of the court. A 12-
to 18-inch shield is sometimes placed around the top of the
bench for the judge’s protection.

The two principal plastics used are polycarbonate and acry-
lic. Acrylic sheets can be shaped to various forms, while

polycarbonate is a rigid molded plastic. Acrylic also offers

better light transmission: 92 percent, compared to 66 percent
for polycarbonate. By comparison, bullet-resistant glass
transmits only 55 percent of white light. Underwriters’ Labo-
ratories have rated both plastics for bullet resistance, and 14-
inch acrylic is rated highest for resisting bullets from
medium-power small arms, including .45 ACP, .38 super auto,
and 9 mm Luger. Note that both these plastics are combusti-
ble; building codes should be checked before they are used.

BODY ARMOR

Body armor comes in many forms, including metal or
ceramic inserts, chain mail, and ballistic cloth. Information is
available from suppliers of police equipment and
manufacturers of the basic material used. A recent develop-
ment in the body armor field is the fabrication of synthetic
cloth fibers with ballistic characteristics. When woven. into
cloth and configured for body protection, this material allows a
freedom of movement not previously possible.

The Law Enforcement Assistance Administration (LEAA)
sponsored a program in July and August 1977 to develop
lightweight, continuous-wear, inconspicuous, and limited-
protection garments for public officials and law enforcement
personnel. The program led to recommendations on materials
and the construction of bedy armor to meet these objectives.?

BOMB DISPOSAL ITEMS

The recent increase in bombings of public installations has
resulted in many new devices to dispose of explosives. Some
are gimmicks, but most are serious attempts to give law en-
forcement agencies additional.tools to handle this dangerous

problem. The devices range from simple bomb blankets and ~

baskets for movirg suspected explosives to remote-controlled,
self-propelled vehicies that, when operated by qualified tech-

nicians, can open suspicious’packages and remove t'zelr con-

tents.

Unless the potential bomb threat is 31gn1f' cant only mmlmal :

disposal equipment should be bought. An experienced, bomb

disposal technician should help develop a list of required -~

items. If the sheriff’s office does not have such specialist
skills, nearby resources. should be tapped, such as another
sheriff’s department or a U.S, military base.

CLOSED-CIRCUIT TELEVISION
CCTV systems are available in all pnce ranges and
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Figure 5-7
ADVANTAGES AND DISADVANTAGES OF GENERAL TYPES OF MAGNETOMETERS

Types of Magnetometers

Advantages

Disadvantages

Permanently installed model Not obtrusive

Immobile

Portable walk-through model Movable

deterrent effect

High visibility may have psychologically

Needs storage space

Hand-held model

Indicates exact location of metal objects

More time consuming

capabilities and ‘are usually designed to meet individual needs.
Cameras range from simple, fixed installations to remote-
controlled units requiring minimal light and equipped with a
telephoto or .zoom lens.. Some systems also have audio
capabilities.

For certain purposes, the CCTV system should be operated
24 hours each day. However; for the court security system,
the need is usually only for the hours the court is in operation.
Still, there is a built-in requirement for people to monitor
CCTV systems, Thus, CCTV is not a simple answer to a
problem and should be considered only after careful study. As
with other equipment, the availability of service, maintenance,
and repair facilities should be considered before purchase.

FIREFIGHTING AND DETECTION EQUIPMENT

Increased incidents of arson in public buildings make instal-
lation of firefighting and detection equipment a good invest-
ment. Although the purchase and maintenance of this kind of
equipment is the primary responsibility of a building engineer,
manager, or custodian; the security officer should ensure that
minimum local fire codes are met, The National Fire Protec-
tion Association has available, for a nominal cost, standards
for various types of fire alarm systems.? »

% Contact the National Fire Protection Assoclauon, 470 Atlanuc Avcnue, anton. Mass

02210,
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DOGS

Dogs also can be used effectively in a court security opera-
tions plan. The animials can help deputies in weapons, drugs,
and bomb searches, building patrol, and crowd control. How-
ever, the expenses and other problems incurred by the need
for retraining, feeding, housing, and general maintenance limit
the suitability of dogs for most departments.

CONCLUSIGH

Equipment purchases can be made more cost-effective by
observing the suggested guidelines in this chapter. To sum-
marize, procurement can be placed on sound footing by fol-
lowing a few general guidelines:

o Identify needs. ’ '

e Prepare clear and complete spec1ﬁcatlons

e Seek professional guidance when needed.

e Balance manpower and specialized tramlng needs. '
against equipment purchases.

o Develop sound maintenance and service contracts

e Maintain a good working relationship w1th the county -
procurement ofﬁcer‘ -



Chapter 6

PERSONNEL AND TRAINING

This chapter tells security administrators how to develop
standards for. personnel selection, assignmerit, and use, and
how tc update or start a training ‘program. The guidelines here
are addressed to managers, while detdils for the training officer
are.in supplemental training material (see NSA’s 1978 pubhca—
tion, Court Security Training Guidelines).

Good personnel and effective training practices, policies,
and procedures are essential to any organization. Yet stan-
dards for both personnel and training vary greatly among crim-
inal justice organizations Many states have recognized this
and have set minimum training standards for law enforcement
personnel. However, state training programs often have httle,
if any, discussion of court security.

A 1977 survey of the 50 NSA state directors showed that
only one ‘state required court secnnty training. The survey
also indicated that, while some states include court security
employees in the state’s merit system for personnel selection,
others h¢ . e excluded security staff.

One reason for the aifferences in selecting and training court
security personnel is the number of different agencies that may
be responsible for court security. Even within a single jurisdic-
tion, specific court security responsibilities may be unclear or
shared by judges, court administrators, court clerks, local law
enforcement agencies, and the sheriff. Moreover, the
managers involved often have different ideas of what kinds of
skills and people the job requires. For example, some
managers may want to fill a job with law enforcement officers,
while others want civilians. This makes it hard to estabhsh
unlform standards for personnel and tra.nmg

PERSONNEL

SELECTION AND ASSIGNMENT

Standards for personnel selection and assignment should be
considered within the overall requirements ‘of the judicial sys-
tem.” The need for ‘integrity, discipline; and" dignity ‘in the
courtroom means security staff should be aware of certain
laws, customs, and standards of ‘conduct. For example, an'in-
appropriate remark by a bailiff to a juror can cause a mistrial,
and’ unnecessanly rough handling of a defendant in court can
produce 4 violent response. Propér: personnel selectlon and
training programs can prevent such situations;

Specific responsibility for court security should be identified

and ‘assigned to a single department, if 'p‘q'ssible; ‘Then, as a
first step'in developing standards for court security personnel

selection and assignment, managers can identif'y tasks and re-
sponsibilities for each position.

Next, managers should develop detailed court security posi-
tion descriptions, including the following information:

1. Specific description of work to be performed by
tasks,

2. Operating responsibilities and authonty,

3. Requrrements for communication and . coordmatlon
among security personnel;

4. Supervisory responsibilities and lines of. authonty 3

5. Experience, skill, and education requirements and
standards for both new personnel and 1nd1v1duals ‘being
considered for reassignmerit or promotion, : ‘

County officials, such as civil service officers, should be
consulted to make sure these position descriptions are consis-
tent with county personnel practices.

In a sheriff’s department, officer assigned to court security
usually will be selected from -within the department. ‘Other
agencies responsible for court security probably: will have to
recruit new people. Whether court security officers are new or
reassigned employees, selection standards should be carefully
detailed and should reflect appropriate: federal, state, and local
laws, including requirements for equal job opportunities..” . ..

Unusually high standards may. discourage -potential- candi-

dates from applying for vacant positions or may be so unrealis--

tic: that many applicants are unfairly elininated from consid-
eration, Then too, the people hired may find the work does not
match their expectations. As a result, both finding and keeping
competent persons can be a challenging task for a manager. -

Selection: standards should reflect.the: minimum qgualifica-
tions needed to perform a job. The recruitment base should be
as broad as possible, since personal interviews and written
examinations will identify the best qualified applicants.

To get people with the -right. skills, récruitment should be
aimed at university graduates, other law' enforcement-agen-
cies, and military personnel. Selection and placenent stan-

dards should focus on psychological makeup, attitides, and:

the ability to cope with stress, as well as physical ability and
intelligence. Orice an individual is hired, a good training pro-
gram can help develop or improve the skills: need’ed to perform

certain ‘tasks, but-few. training programs can’ successfully,

overcome individual psycholagical problems.:
In many courtrooms, the security ofﬁcers are not able to

respond well to physically and mentally strenuous srtuatxons 7

because of age, physical condition, or lack of proper training.
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These situations are potentially hazardous not only to the offi-
cer but to everyone else in the courtroom. Court security is
only as good as its weakest link, and using unqualified person-
nel is risky.

Criteria now used to assign court security officers include
(1) physical inability for other assignment, (2) assignment as a
disciplinary measure, (3) the personal preferences of judges or
the officers themselves, and (4) efforts to make the assignment
part of overall career development. These may or may not be
valid points to consider in assigning an individual to a position,
but personnel should meet established standards or their work
may be inadequate.

EFFECTIVE USE

After selection and assignment standards have been set,
personnel must be used properly if an operation is to be effec-
tive. Sometimes court security officers are used for nonsecur-
ity tasks, including court clerk duties and personal tasks for
judges, court clerks, or court administrators. This practice not
only contributes to job dissatisfaction and possible high turn-
over rates but also decreases the number of officers available
for security.

Managers should view court security assignments as an im-
portant position in the career development of all officers.
Ideally, a department’s career development programming
should include individual counseling and assignment to various
tasks within the dupartment. The objective will be to develop a
broad base of experience and increase promotions. Assign-
ment as a court security officer should be considered a part of
career development, with the length of assignment determined
by departmental policy or experience. The absence of such a
program may eventually cause a lack of personal interest in
professional development.

EVALUATION

Many court security officers are not evaluated regularly,
and even departments that have an evaluation program often
fail to recognize its value as a management instrument. A per-
sonnel evaluation systewi administered fairly to all employees
can identify (1) people with leadership and/or problem-solving
abilities, including those ready to assume greater responsibil-
ity, and (2) employees who are having problems with interper-
sonal - relationships or high-pressure situations. Evaluation
gives both employees and supervisors a chance to discuss their
problems. For example, an officer may feel he is being denied
a promotion because of duties with little or no relationship to
court security, Thus, all duties should be described in the
evaluation, even such tasks as running personal errands for a
judge. That description provides a guide for Judgmg perform-
ance.

If the department does not have an evaluation system, the
manager should find out if one exists for other county em-
ployees. If so, the manager may be able to adapt that system
to court security personnel,

TRAINING

Most administrators of security-oriented agencies know that
training is critical. However, this key -activity depends upon

' National Advisory Committee on Criminal Justice Stmdurds nnd Goals, Di.mrders ard
Terrarism. (Washington, D.C.: U.S. Law Enfi A A istration, D
1976), p. 275.
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such factors as the availability of funds, training resources,
and space; the number of people who can be taken away from
their assignments; and state training requirements.

The importance of court security training was underscored
recently in a report of the LEAA-sponsored Task Force on
Disorders and Terrorism:

The selection and training of court security personnel may be
the most critical single determinant of the success of a court
security plan. Capabilities to perform a variety of routine and
nonroutine duties, such as taking accurate magnetometer read-
ings, dealing tactfully with the pubhc applymg physical force to
remove disorderly persons with minimum injury, and maintain-
ing unobtrusive surveillance of trials in progress, must be com-
bined in the relatively few individuals who constitute court se-
curity staffs.?

Even when states require a specific number of training hours
for law enforcement officers, court cecurity usually is not in-
cluded. One exception is Virginia, where state law requires 60
hours of training in court security, including 24 hours of fire-
arms training.

Almost all sheriffs contacted during this project acknowl-
edged the importance of court security training, and even the
most sophisticated departments recognize the need for a more
structured training program. In most jurisdictions, instruction
now given on court security is limited to gn-the-job training.

MANAGEMENT CONSIDERATIONS

The manager must examine any training program in terms of
department needs, costs, and how effective the proposed train-
ing will be. This section sets forth key training considerations
and guidelines.

The more effective the training program, the more able per-
sonnel will be to carry out their responsibilities at the least
cost to the department. With good training, managers have
maximum flexibility in using personnel, since they can assign
staff on the basis of both ability and need.

At the same time, an important aspect in personnel assign-
mernt is the manager’s awareness of strengths and weaknesses
among employees. Some are more adept at certain tasks than
others, regardless of the amount of training. A sound training
program will measure those strengths and weaknesses and wiil
allow managers to assign personnel where they can be most
effective. Or managers can take steps to correct weaknesses
and develop or improve employee capabilities, either through
further training or career development assignments.

An important and often overlooked management considera-
tion is the liability that department administrators assume for
the actions of those working under them. If an employee
causes injury or property damage, either by action or inaction,
both employee and supervisors may be legally liable. How-
ever, liability can be limited if a manager can show that the
employee was properly trained and adequately supervised.
Therefore, departmental files must include information on the
kind of training provided, when it occurred, training scores
(e.g., firearms qualification scores), and other examination re-
sults.

A manager should see that a department operates at the
least cost. Training costs should be included in the annual
budget for space, staff salary, and operating expenses, and the
administrator should review those costs before the budget is
final,

Initial costs for a training program include equipment, refer-
ence books, and related supplies and materials. Note that it
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may be more efficient to get training aid from someone outside
the department; in that case, the cost should be examined after
a complete evaluation of a department’s resources and the
need for training, to make sure the expenditure is essential.

DEVELQOPING A TRAINING PROGRAM

Managers should take the following initial steps in develop-
ing a new training program:

Describe the importance and priority of the program in a
department policy statement. Because training involves all
personnel, they should be prepared to participate in the pro-
gram and should recognize the priority given to training by the
administration.

List the goals of the training program and groups within the
department that will benefit. A typical overall goal statement
would be: ““The goal of qur training program is to provide es-
sential instruction each year to all members of the department
on the broad duties and responsibilities -of the department.”
The statement should also identify sperific objectives to meet
the overall goal.

Training often is considered useful only to new staff. How-
ever, all employees need to update skills and abilities. Even
supervisors can benefit from training, which helps them keep
informed of the latest techniques and procedures for manage-
ment, administration, and supervision. Thus, a training pro-
gram should be based on both the goals statement and the
identification of target groups that will benefit from the effort.

Select a training officer. In larger departments, it may be
necessary to assign this key role to a person who has no other
duties. In smaller departments, this may not be possible, but
in either case, it should be clearly understood that the training
officer will do the following;

1. Be directly responsible to the department adminis-
trator;

2. Communicate with all department units, keeping them
informed of what the training program involves and seeking
their views on training needs;

3. Develop the training plan and get it approved by the
administrator;

4, Be responsible for determining program costs and
preparing specifications for all supplies and equipment to be
purchased;

5. Develop the program design;

6. Assign personnel to the training classes, with guidance
from appropriate department officials (e.g., the personnel
officer);

7.. Manage the delivery of training, conduct class exami-
nations, and keep performance records;

8. Evaluate the fraining program at the end of the course
and write a post-training report (if required) for the adminis-
trator.

The following criteria. can be used to se'
officer. , '

Some states require certification of law enf cement instiuc-
tors within the state education system. Training officers
should be state certified when appointed, or they should be-
come certified as soon as possible thereafter, since certifica-
tion is usually necessary to obtain academic credit for the
training.

Some people seem 0 have a natural talent as trainers. Stan-
dards to identify those persons often are intangible, but gen-

t a training
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erally include their attitudes toward training and the degree of
satisfaction they get from being trainers.

Training officers should have field experience in'ihe subjects
they might teach. While the training officer in a large depart-
ment may not do much direct teaching, this will not be the
case in most jurisdictions. Thus, the trainer should be an expe-
rienced of . 2r who has the professional respect of the class.

Ideally, training officers will have senior rank in the depart+
ment. They will be links to senior department staff and to ap-
gropriate court: officials, including judges, court adminis-
trators, and prosecutors. They will sometimes be principal as-
sistants to chief administrators. A senior, gxperienced officer
will be most able to command the respect needed in these rela-
tionships.

Sometimes employees will feel that full-time assignment to ‘

training can provide professional opportunities and a greater

opportunity for advancement. But the opposite may be the

case, and training officers may feel they are outside the main-
stream of promotion opportunities. An administrator should
take any necessary steps to lessen such fears and ensure that
no one’s career development suffers by being heavily involved
in running a training program.

Locate available training resources. Managers should look
at several sources of information and possible assistance, in-
cluding nearby sheriffs’ and police departments, federal agen-
cies, or universities with criminal justice programs. These
sources may be able to suggest ways to plan and carry out
court security training programs. Nearby jurisdictions also
may have equipment or visual aids, such as films or slide pre-
sentations, and these could be borrowed to reduce the training
program’s cost.

THE TRAINING PLAN
The first major responsibility of the training officer is to
develop a training plan, which involves the following steps:
1. Do a work or job analysis of prospective tramees and
learn required performance objectives.
2. Define the goals of the training program, as learned

from the work analysis and other management require- -

ments,
3. List training targets—i.e., names or categories of

people to be trained, along with subjects to be taught (see

figure 6-1).
4. Describe the training topics, including the scope and
naturé of each. R
5. Define the training resources needed, such as instruc-
tors’ names {biographical data in some cases) and supplies.
6. Describe the training  strategy, including -ideas for

achieving the department’s training goals and a discussion =

of the planning considerations that led to the proposed

training program. For example, the training strategy may be

to train everyone in the department. To do this in the

shortest possible time, one approach may be to.offer both

recruit training for new personnel and refresher training forf’

existing employees, including supervisors,
7. Prepare a training schedule, showing the time each
subject is to be taught (see figure 6-2). Trajning.might be

needed in shorter time periods or durmg off-hours if

trainees cannot be - pared during work hour*‘ This practice
will usually invols ¢ overtime pay, 'S0 the adininistrator may

want to discuss other options with the trammg officer be-

fore approvmg this step
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Figure 6-1
TRAINING TARGETS
Target Subject
Recruits Court security responsibilities of the depart-
ment; emergency preparedness
Inservice Review of court security procedures and cur-
personnel rent threat analysis; emergency plans and pre-
paredness
Supervisors Review of court management requirements for

security procedures; emergency plan exercises
and training measures

8. Prepare an estimate of costs for the entire program,
including those for overtime (if needed), travel, subsis-
tence, lecture fees, supplies, printing, and visual aids. If a
yearly plan is submitted, these costs can be included in the
department’s budget after approval by the administrator.,

- 9. Evaluate the program by drawing up a plan for
“befare-and-after” testing to look at the training program’s
effectiveness in meeting departmental goals.

MANAGEMENT CONTROL

-If administrators give training high priority and make this
view known to their staffs, the department generally will re-
fiect that attitude. Obviausly, the reverse is also true. Thus,

. COURT SECURITY

administrators play a major role in convincing department staff
of the importance of training and in assuring that training con-
tributes to effectiveness and efficiency in their departments.

An administrator also controls the ongoing development of
the training program through frequent meetings with the train-
ing officer and by approving each training plan. In this way,
the administrator makes sure the program will meet depart-
ment needs at the least cost. ,

The administrator’s approval of the training plan, including
the cost estimates, represents a step in the budget preparation
process. The budget’s line item for training reflects the ap-
proved estimates; by listing those costs as a line item, the ad-
ministrator can better decide priorities and necessary funding
levels.

Finally, the evaluation process is very important. Here
again, administrators have a major task because they must re-
view the results of the evaluation and be sure that changes are
in line with department priorities and effectively meet training
needs.

CONCLUSION

People are the main factor in any security program. Equip-
ment, procedures, and architectural security measures are
meaningless without capable and trained staff to use them.
Thus, effective selection, assignment, and- training are vital
parts of a successful security program, as are sound manage-
ment and control of all training efforts.

Figure 6-2
SAMPLE TRAINING SCHEDULE
Time ’ Fipst Day Second Day Third Day Fourth Day Fifth Day
- 0900- - Introduction,
1060 administrative Personal
" matters The bailiff Physical Bomb threat security
security response procedures
1000- The trial
1100 process
1100- Break Break Break Break
1115
1115- The trial The bailiff Physical High-risk Special -
1215 proces's ' security trial security
) : procedures considerations
1215- Lunch Lunch Lunch Lunch
1330
1330- The sheriifs Pﬁsoner Emergency Hostage Defense tactics
1530 office transport preparedness situation
control .
1530- ' Break - |  Break - Break | - Break
1545 : :
- 1545- Liability Crowd control Emergency ‘Hostage Reviewand: -
- 1700 preparedness situation ¢xamination
control
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Chapter 7

SECURITY IMPLICATIONS IN ARCHITECTURE

The people who build or renovate courthouses often ignore
key security matters. First, court personnel may pass on to
planners and architects the personal preferences of judges and
other court officials, rather than bona fide building design re-
quirements. Second, budget and contract offices may neglect
security in order to reduce costs, and architects may do so in
the interest of more attractive buildings.

Until the past decade, security was not a serious issue in
courthouse design. Today, many court officials see the need
for security measures but do not want those measures to inter-
fere with judicial proceedings. The security officer must deal
with this attitude and must persuade building planners to in-
corporate effective security features from the start, so costly
changes will not be needed later. Moreover, during final plan-
ning and construction, security features often are eliminated or
modified so that they are ineffective or in conflict with other
parts of the security system. Thus, a competent security offi-
cer should be on the court’s building committee and should
monitor all phases of a construction program,

This chapter will discuss only those architectural matters
that security officers need to know in making design recom-
mendations to planners. The chapter will not treat the total
design of any part of a courthouse. Only the pianners and the
architect can do this, as they work with full knowledge of the
client’s requirements, operation, anticipated work loads, and
many other factors. Thus, this chapter is not all-inclusive but
is meant to stimulate thinking about the full range of security
cousiderations in building or renovating courts.

BACKGROUND

Many-—perhaps most—county courthouses are suffering
from old age.? They are crowded, environmentally defective,

! In a remarkable effort, Paul Goeldner visited, photographed, and gathered data on all
cottrthouses built before 1900-in 12 states: Illinois, Indiana, lowa, Kansas, Michigan, Min-
nesota, Missouri, Nebraska, Ohio, South Dakota, Texas, and Wi in, His Tipt,
“Temples of Justice: Nineteenth-Century County Courthouses in the Midwest and Texas™
{Columbia University Doctoral Thesis, 1970; available from University Microfilms, Ann Ar-

bor, Michigan) lists about 500 pre-1900 courthouses. According to Goeldner, more than 60 -

percent of the county courthouses in Qhio, Indiana, and lllinois were more than 75 years old;
of the 1,257 counties in the states he studied, close to 40 percent had courthouses bun]t in the

159th century,

2. Allan Greenberg, Courthouse Design: 4 Handbookfor Judgcs and Cmm Admmxsxra{ors
(Chicago, Illinois: American Bar Association Commission on Standards of Judicial Adr
iration, 1975), p. 1.

3 National Clearinghouse for Criminal Justice Planning and Architecture, Guide for .the

Planning and Design of State Court Programs and Facilitles, Monograph B+5: Trial Court
Fagility (Champaign, Illinois, University of Illinois, 1976), pp. 22-23.

and poorly planned to accommodate modern judicial processes
and technologies. As counties grow, government services and
programs expand, In responding to these and other changes in
our legal and social structures, county government officials
and judges face facility planning problems. Generally, the
main issue is whether to keep using an old structure by remod-
eling or adding space or to replace iv with a new building.

Security demands in courthouse construction and renova-
tion have increased dramatically over the past 10 years. Yet
there has been a serious lag in communicating these demands
to the public works office, which, by law, is usually the con-
tracting authority and the direct contact with the architect and
builder.

In private construction, the principal user or client usually
works closely with the architect and builder to make sure user
needs are satisfied, However, when a governmental function is
involved, the architect deals with the confracting authority—
i.e. the public works division—and not the eventual occupant.
Most errors in building design can be traced to a failure to
consider the user’s. point of view in the planning process.?

Those most concerned with security are usually the sheriff
or the court-appointed security officer (also called a security
planner in this manual). However, these officials must. re-
member that the court itself is mainly responsible for decisions
on design features, while the security officer acts in a suppor-
tive or advisory role.

Although the need for early security input. is evident, it is
also important to balance this need against others, as pointed
out in a National Clearinghouse study:

While the concern for security is real, one should not
overreact in the planning stage and emphasize security as the .
major feature of the design concept, A courts building does not
need to be a fortress or a bomb shelter. :

A building design that only emphasizes the security of its
staff and operations may separate itseif from the very commu-
nity. it is intended to serve. Security is one important perform-
ance measure of a trial court building, yet it is only one of°'the
many and should not dominate other factors.®

A humane and unabrasive env1ronment is needed for a
court’s successful operation. In most cases, the proper degree
of restraint may result simply from the formality of the pro-

ceedings, the judge’s demeanor, or the solemnity of the set-
ting. Then too, tactics such as separate circulation routes for-

court staff, defendants, and the general publxc can protect but
also contribute to efficient operation. Perfect security is im-
possible, but’flexibility in design, if imaginatively mtroduced
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can provide better security without significantly impeding the
court’s other ;- als.*

Each security design feature must be considered in terms of
how it affects other requirements. For example, is the en-
trance to the judge’s chambers so limited that there is only one
way to go in and out, thus preventing alternative routes during
emergencies? Do security passages allow emergency move-
ment if the primary passage is blocked? Do security doors
have locks that violate fire and safety codes? Are office spaces
(such as for the clerk of the court) located so that attorneys
must use security passages to reach those offices?

Of course, security hardware should not be ignored. The
technology in this field is advancing, and as chapter 5 noted,
yesterday’s science fiction devices are in today’s catalogs:
magnetometers (metal detectors), microwave and ultrasonic
intrusion alarms, electronic capacitance alarms, computer lock
systems, low light-level teilevision cameras with closed-circuit
systems and automatic monitors, miniaturized communica-
tions gear, and many other items. Architects should evaluate
the cost effectiveness of these devices as complements to
overall safety design efforts.? However, too much reliance on
the latest “‘gadget’” can be disappointing.

Court facilities are often the product of misinformed
amateurs taking care of special interests. The unique needs of
these facilities have been recognized culy in the last 10 years
or so. Such matters as the space needs of the courts and other
parts of the criminal justice system, proper arrangements for
jurors, the traffic between courtrooms and offices, and the
control of prisoners are fairly recent concerns, not only for
judges and lawyers, but even for most architects.®

SECURITY INPUT IN PLANNING

This manual emphasizes the need for cooperation and coor-
dination. In building or remodeling a court facility, these goals
are important, but hard for security planners to meet. Often
these planners must deal with uninformed and sometimes in-
different people. Acting only as advisers, security personnel
have no real authority to inject themselves into the overall
planning process. Thus, their degree of success depends on
how well they prepare recommendations and *‘sell” their ideas
to the courts, the program planners, and the contracting au-
thority. In effect, security officers must be ready to defend
their views, present alternatives, and possibly compromise in
case of conflict.

ARCHITECT SELECTION

This is one of the first areas in which the security officer
should try to influence planning. Only a few architects have
courthouse design experience, and they can be identified with
a little research. Those with an awareness of modern court
security requirements are especially desirable; most of these
architects know they must strike a balance between looks and

4 American Bar Association and American Institute of Architecis Joint Committee on the
Désign of Courtrooins and ‘Court Facilities, The American Courthouse (Ann Arbur, Michi-
gan; Institute of Continuiing L.egal Education, 1973), p, 219.

* Ibid,

® Institute for Court Management, Stafe Court Admirisirative Systzms: Perspectives and
Relationships (Denver, Colorado: Institute for Court Management, 1975), p. 100,

7 Order this brochure from AIA at 1735 New York Avenue, N.W., Washington, D.C.

20006,
& See the Architect and Engineer Selection Act of 1972 (Public Law 92-582).
¥ The program approach idea is discussed in Greenberg, pp. 15-19.
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usefulness in a building. Security planners should urge that the
initial selection process for architects include a requirement
for security design experience.

In 1974, the American Institute of Architects (AIA) pre-
pared a useful brochure for planners on How to Find, Evalu-
ate, Select and Negotiate With an Architect.” In addition,
both the federal® and some state governments have formally
adopted architect selection procedures that base contract
awards on demonstrated competence and qualification for the
type of professional services required. Also us¢’ ° is informa-
tion from two U.S. government questionnaircs, S3eneral Ser-
vices Administration (GSA) Standard Forms 254 and 255,
which ask architectural firms about their experience and
personnel.

THE PROGRAM APPROACH

To ensure that a courthouse will be functional, attractive,
comfortable, and safe for both court staff and the public, a
comprehensive approach is needed to define space require-
meits and the services to be provided. This approach involves
research and a written architectural program that describes
what will be built.? The program also heips determine the
feasibility of renovation or building additions as alternatives to
a new court structure. To prevent costly delays, this document
should be written and approved before the design stage. Fol-
lowing is a discussion of key program aspects.

Security Planner’s Input

The responsibility for developing a program has traditionally
belonged to the client, and in government buildiags this means
the public works department. However, that department now
tends to delegate the duty to the architect or an operations
research specialist. Security planners cannot depend on these
individuals, who are often unfamiliar with special security re-
quirements despite the planner’s best efforts to assure such
familiarity. Thus, security officers must work closely with the
people who are actually writing the program and should draft
language to satisfy building security needs.

The security input would cover both general and specific
points such as clustering operations that need the same level of
security; putting offices with heavy public use close to the
building entrances; examining the size and location of
ductwork that might be used for escape; putting rest rooms
and other public facilities away from courtrooms; and eliminat-
ing removable ceiling panels where explosives can be hidden.

Finally, the guality of the architectural program means the
difference between a functional, efficient courthouse and one
plagued by poor security, badly located departments, unpleas-
ant work areas, and other problems. Thus, it is imperative that
the security planner be involved at this critical stage.

Program Scope and Contents

This section can guide security planner’s inputs into the ar-
chitectural program.

First, the program is a precise description of the court’s or-
ganizational structure. Therefore, security planners should
contribute information about their own departments, including
the managerial hierarchy, relationships with other -depart-
ments, external and internal operations, information process-
ing, and communications. Also important are the movement
pattern of court staff, prisoners, judges, witnesses, attorneys,
and the public in the building being planned. Finally, the pro-
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gram explores future organizational developments and - antici-
pates their requirements as much as possible.

Second, the program is a quantitative description of ac-
tivities carried on in the building. Here security planners
should provide data on the volume of work in their depart-
ments and thé number of staff involved. The planners also
should help collect data on the number of visitors, litigants,
attorneys, prisoners, jurors, judges, and witnesses in the build-
ing.

Third, the program projects growth in a court’s volume of
business over the next 10 to 15 years and assesses the impact
of that growth on the court’s structure, organization, manage-
ment, and personnel. The security planner may want to. add
estimates of the security needs that will accompany this
growth,

Fourth, the program translates the three factors just de-
scribed into space units, asking how large a room should be,
and what combination< of different size courtrocoms, tempo-
rary holding cells, and other rooms are required. Here again,
the security point of view will be useful.

Fifth, the program defines the arrangement of space within
each building department. This arrangement is based on the
first two descriptions outlined before. (Later parts of this
chapter will discuss space arrangement with security in mind.)

Sixth, the program describes the location of various depart-
ments in the building. The optimum site for each is determined
by the movement of information, materials, and people in and
out of the building. Several questions should be asked here:
Which department can take best advantage of a first floor loca-
tion and direct access to the street? Where is public access a
key factor? Where should courtrooms be located? As de-
s(-ibed later in this chapter, the security officer has valuable
insights in answering these kinds of questions.

Yeventh, the yprogram’s gross area projection provides a
basis for calcviating the budget. Here the security planner will
want to make sure that cost-cutting efforts do not cause secu-
rity problems.

Eighth, the program is a set of instructions the client pre-
sents to the architect. In this sense, the program is a tool that
can be used to evaluate the finished building, indicating re-
sponsibility for any oversights or errors.

Ninth, the program assesses some less tangible bt equally
crucial factors. For example, are the proposed building and its
surroundings attractive? ‘Is the structure overwhelming in
size? Is the interior comfortable and convenient, gspecially for
those who work there? Does the overall environment produce
or add to tension?

Stress factors are important in maintaining security and
comfort in the courtroom and. courthouse. For example, the
lobby outside a sentencing, family, or arraignment court may
be the scene of emotional outbursts and should be larger than
usual, to prevent aggravated tension because of crowding. In
addition, tension in the courtroom can be reduced by provid-
ing space for persons awaiting arraignment to consult witk
their lawyers and be with their families.

For multistory, multicourtroom facilities, extra professional
help may be needed to prepare the architectural program. For

10 These indirect. or overhead costs can be estimated at about 30 percent for organizations
with more than 25 persons. See F. Michael Wong, Space Management and the Courtsi De<
sign Handbook (Washmgton. D.C.: U.S. Department of Justice, 1973), p. 99. For smaller
organizations, a's hat higher percen would be appropriate.
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the average jurisdiction, however, existing court staff can
develop each program sectimi.. “n fact, most of the nine factors
just menticned may already *- »art of the current planning
process in many jurisdictions.

COST CONSIDERATIONS

Alternative solutions to security problems must be weighsd
against cost considerations. Many security requirements can
be satisfizd by architectural, manpower, or technological solu-
tions, but careful cost analysis is important for long-term or
permanent needs. While architectural solutions may seem ex-
pensive at first, over the life of a building the long-term burden
lies in personnel costs. If additional manpower is considered in
place of architectural measures, planners should compute both
direct costs (salaries) and indirect costs over the life-of the
building (fringe benefits, administrative overhead, unifornis,
weapons, equipment allowance, etc.)!® for the additional
manpower involved. Those figures should then be compared
to the architectural cost.

During courthouse construction or remodeling, the installa-
tion of technological devices may also be a way to augment
security systems and improve the response time of security
personnel. Costs vary widely based upon specifications, quan-
tity, and the level of competition in the open market, and the
uninformed can make serious and costly érrors in this area.
Unless security planners are competent in a technical field,
they should hire professionals, who will be cheaper in the long
run.

As noted in chapter 5, all equipment costs should include a
factor for recurring maintenance and, in some cases, for spare
parts or expendable supplies. Comparing architectural inputs
to operational or technological change is hard at best, and such
estimates should be carefully reviewed before a final decision
is made.

SECURITY AND DESIGN

NEW CONSTRUCTION

Jurisdictions with enough funds to build new courthouses
offer exceilent opportunities for good security officers. These
planners should get involved at the site selection phase; as a
project develops, they can influence the ultimate buildirig de-
sign by giving project designers specific data to include in‘their
submissions to architects, who then prepare drawings.

This section outlines major concerns for security planners.
Along with the guidelines presented here, planners should be
aware of the appropriate court planning and design literature,
cited in the bibliography of this manual. Three publications are
especially important:

o Guidelines for the Planning and Design of State Courty
Programs and Facilities, Volume B, an 11-part monograph
prepared by the National ‘Clearinghouse for Criminal Jus-
tice Planning and Architecture, University of Illinois, 1976

e The American Bar Association’s Courthouse Design:
A Handbook for Judges and Court Admz’nistra'tm'§, by
Allan Greenberg, 1975.

e Space Management and the Gourts: Design Hand-
book, by F. Michael Wong, 1973. ~ -

Security planners are not expected to be fully knowledge-

able in such fields as communications, alarm syste“ns, and se- "’
curity hardware. However, ‘their input must be detailed and -
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accurate, so they should ec ..ult known experts in various
technical areas.

During the design process, all activities and services can be
idenitified according to the following security categories:

Low security. These areas of a trial court building have sig-
nificant public access and contact. Such areas include public
lobbies, public hallways, vertical movement systems (e.g.,
stairs, elevators, escalators), waiting areas, the clerk’s office,
probation offices, general concessions, and rest rooms.

Medium security. These areas have certain levels of public
cortact, yet court and other agency staff are often the prime
users. Examples are the legal library, prosecutors’ offices, jury
assembly and lounge areas, other restricted circulation areas,
and courtrooms.

High security. These are areas where infrequent or highly
restricted public access is necessary. They include judges’
chambers, jury deliberation roorus, high-risk trial courtrooms,
temporary holding facilities, and. circulation areas for incus-
tody defendants.

Once these spaces are identified, they can be accommo-
dated in the design concept. While the range of services in-
cluded in the low- and medium-security categories may
overlap in some jurisdictions, zoning different areas according
to security requirements can be very helpful in the design
development stages. At that time, planners should consider
room location and separate entrances, exits, and circulation
routes for the three areas to aveid contacts among the public,
judges, witnesses, defendants, and other groups.

Following are some security guidelines for new construc-
tion, though many apply equally to remodeling projects.!?

e During the site selection process, try to predict the
needs of certain user groups—for example, the location and
arrangement of their access pathways, parking and drop-off
points, and waiting areas. Judges and court staff have fairly
predictable access and parking needs. However, because
the number cf iurors and witnesses varies a good deal over
the normal wuck day, aciurate predictions of their needs
are fairly difficuit.

e If defendants are transferred from a detention facility
by vehicle, provide special sally ports (secured passages)
and drop-off points separate from the entrance. for court
personnel and the general public. Special transfer bridges
and tunnels may be needed to move defendants when the
detention facility is right next to the trial court facility.

e Make areas outside the court facility (e.g., parking, bus
stops, drop-off points) highly visible and well-defined both
day and night. Identify the boundaries of the court environ-
ment by using fences, shrubs, or similar features; these boun-
daries should also be well-lighted: at night.

e If law enforcement agencies are to be included in a
building complex with the courts, clearly distinguish and
separate as much as possible the entry and exit points for
both groups.

o Floodlight the building exterior to discourage intrud-
ers.

» Provide an eémergency power system to operate secu-
rity lights and alarms automatically in case of a power fail-
ure or disruption.

1 Many of these guidelines are in Wong, p. 103, Greenberg, pp. 51-55, and. the National
Cl‘elnringhousc for Criminal Justice Planning and Architecture, Monograph B-5, pp. 2, 49,
Ibid,
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e Provide an automatically activated sprinkler system for
fire protection, even if local building ¢odes do not require
such a system.

e Provide an intrusion alarm system to (1) detect an un-
authorized person in the building after it is locked, and (2)
inform security forces without an alarm being heard by an
intruder. The system should be programmed to record an
intruder’s movenients; this information will help officials
find the person and/or any hidden explosive device.

¢ Reduce the number of hiding places in the building by
fitting all doors into restricted areas with security locks,
providing doors te janitor’s closets with automatic door
closers and locks, restricting access to staff toilets to per-
sonnel with keys, and keeping empty offices locked.

e Close off all office u.eas and their waiting rooms from
public corridors, lobbies, and general waiting rooms. Re-
ceptionists can communicate with people in the waiting
rooms through sliding glass windows. Where necessary,
equip doors from waiting rooms to interview rooms or of-
fices with electrically controlied locks operated from recep-
tionists’ desks. A hidden, foot-activated alarm to summon
help should be available at each receptionist’s desk.

e Restrict access to storage areas and janitor’s closets;
vaults and boiler rooms; the elevator, electric, and tele-
phone equipment rooms; and all other machine rooms.

RENOVATION/REMODELING

Often budgets will not support new courthouse construc-
tion, and renovation or remodeling of existing facilities is the
only way to satisfy current needs. In that case, the com-
prehensive physical security survey discussed earlier, coupled
with a review of current operational procedures, will identify
weaknesses that may be corrected by the renovation.

The decision to remodel an existing building into a court
facility also presents an opportunity to devise architectural so-
lutions to security problems. Any structure about to be re-
modeled for court use should be inspected for sujtability from
a security point of view. If the building is not adequate, the
security officer should formally notify the planners and ask
them to reconsider their selection.

SEPARATING CIRCULATION ROUTES

Separating circulation patterns should be a primary consid-
eration in all kinds of construction projects. The people in a
courthouse can be divided into three general groups: the pub-
lic, judges and court attaches, and prisoners. Separating the
movement of these groups should be a high priority, but often
it is impossible to have three separate circulation syste.:s.
When this is not possible, try to combine the movement of
prisoners, judges, and court personnel in one controlled sys-
tem away from the public. In that case, it is important to make
people constantly aware that prisoners may be nearby. Then
too, a standard procedure for prisoner movement can help
prevent any unnecessary confrontations (see figure 7-1).

Key guidelines on separate circulation patterns follow:2

e Limit the number of public entrances to the building.
Having only one is preferable, 30 that the general public’s
movement is well-defined and easily controlled.

s Separate private and secured areas from public ones
whenever possible. In multistory buildings, this can be
done by placing similar functions on one or more floors and
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Figure 7-1
GENERAL CIRCULATION ROUTES
PUBLIC
CIRCULATION
MAJOR PUBLIC ENTRY

" TEMPORARY _

OLDING
> PRISONER

The general circulation system of a courthouse consists basically of public and security circulation routes. As shown
above, the two systemy should not intersect. Prisoners should be brought in and moved through the facility without -ever
coming in contact with the public. In this case, there is a holding space on the lower level and offenders are moved to

courirooms via a security elevator.

Source: National Clearinghouse for Criminal Justice Planning and Architecture, Guidelines for the Planning and Design of
State Court Programs and Facilities, Monograph B=5: Trial Court Fa “ity (Chanipaign, [llinois: University of Lllinois,
1976), p. 79. All figures are reproduced with permission of the clearinghouse. . Ny

TRANSFER 8

denying the general public access to certain areas by using
locked doors and elevators programmed for override (i.e.,
they will not stop at some floors). In contrast, group the
offices with a high volume of general use (e.g., clerk of the
court, registrar of deeds) or lower flpors near the building
entrances (see figures 7-2 and 7-3). _
. Making courtrooms and other restricted areas remote
lirnits the need for movement of the general public there, In

emergencies, such an arrangement also allows tighter con-

trol of those areas and reduces opportunities for disruption.
However, it might be useful for courtrooms and related

facilities that operate after working hours to be located on

the entrarce, level and the lower floors. All upper floors

could then oe closed to the public to reduce vandalism and.

theft. For single-story buildings, designers would need to
set up zonés of activity for restricted and public spaces,
o Set up control points for all areas of contatt -between

public and restricted or secure circulation systems. These, - -
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Figure 7-2

GENERAL CIRCULATION: EXAMPLE 1

+—- ELEVATOR AND MECHANICAL
UNASSIGNED UNASSIGNED
CHAMBERS/LIBRARY CHAMBERS AREA ]
CRIMINAL COURTS AREA CIVIL COURTS AREA
PROBATION
DISTRICT ATTORNEY NON-COURT ACTIVITIES
LOBBY / MAIN ENTRANCE
CLERK’S OFFICE INFORMATION \ -
‘ ] DISPLAYS QM 20N
CAFETERIA & A
M JURY ASSEMBLY ESCALATOR i
;\N{Il/ l'// N N l
PARKING SECURITY ACCESS  [&
NS NSNS Nz NI A SN NS NN 7 ANV i Stz sy 22

This building section illustrates some of the important relationships to remember in the layout and planning of a courts
building. Higher volume activities suck as the clerk’s office, dining and cafeteria, jury assembly, information, and public
services should be .on the lowest ffoors. Probation and the district aitorney’s offices should be near the main entrance. The
courts and chambers areas should be on the upper floors, away from the higher volume activities. Parking and security
access should be on the lowest floor, away from the general entrance and circilation spaces.

In many situations, a separate floor might be considered as part

have been underestimated new courtrooms or offices can be built quickly.

Source: National Clearinghouse, Trial Court Facility, Monograph B-5, p. 85.

s

of the initial construction process, so that if space needs

points can he controlied by a receptionist area, a guarded
door, or a door that is locked at all times. Depending on the
building's physical layout, some of these doors can be
equipped with so-called “‘panic’® hardware to permit their
use as emergency exits. However, local building and fire
code requirements must be considered here.

e For buildings of more than one story, have a central
movement system (stairways or elevators) and utility ser-
vice trunk rather than a system located along a perimeter
wall. The former allows more control over traffic and hence
promotes security.

o In multifioor buildings, devise a secure system to move

13 “This ‘concepl is. used in the Hayward Hall of Justice, Hayward, California (Alameda

. County).
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prisoners by using a low-ceiling mezzanine built between
two high-ceiling court floors, with stairways leading to the
courtrooms and a temporary holding area.!?

e Provide enough security and restricted passages. If fis-
cal ‘constraints' or building limitations rule out separate
passageways for prisoners and for judges and staff, the
building security plan should aim for minimal contact be-
tween prisoners and these people, perhaps by assigning
more escort personnel.

@ Where possible, group -courtrooms, jury - deliberation
rooms, and judges’ chambers so that movement in these
areas can be controlled.

¢ In a criminal courthouse, put trial courtrooms on levels
above and/or below detention floors.
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Figure 7-3
GENERAL CIRCULATION: EXAMPLE 2

—— WAITING/CONFERENCE

(\ PUBLIC CORRIDOR
OPEN COURTYARD
 COURTROOM
HEARING ROOM r

| PRIVATE CORRIDOR
—t =
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. PUBLIC
- COURTS
OFFICES
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COURTYARD . : . .

S S R

mrryrer,rT,Ty,,-

This plan shows a courthouse scheme in which both courts and judicial offices are located on the same floor. Centered on
an open courtyard, the public circulation areas are in the middle of the building. Judicial offices are on a perimeter, to give
exterior views. This design allows for a private corridor to serve the judicial staff and also provides access for the public.

Source: National Clearinghouse, Trial Court Facility, Monograph B-5, p. 84.
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COURTHOUSE DESIGN GUIDELINES

Public Facilities

Rest rooms, lounges, conference rooms, and similar areas
should not directly adjoin the courtroom or sensitive spaces
such as judges’ chambers or temporary holding areas. Relocat-
ing some existing facilities would be hard, but there is no ex-
cuse for repeating mistakes in new construction.

One western courtroom was severely damaged by a bomb
detonated in the plumbing shaft of a rest room located next to
the courtroom. Entry took place from the floor above, with the
bomb: suspended on a wire and lowered to the courtroom
level. This case also shows the need to consider spaces above
and below the courtroom, as well as those on the same floor.

Trash receptacles should not be easy hiding places for
bombs or other devices. Moreover, public facilities should not
have removable ceiling panels, and all service accesses should
be locked or sealed and checked often. Removable ceiling
panels may be preferred because of budget limits and because
they provide easier access to wiring, ducts, and other equip-
ment. However, rest rooms are favorite spots for hiding ex-
plosive devices, which can be put in removable ceiling panels
or plumbing access spaces. Bombing incidents in the U.S.
Capitol, the U.S. State Department, and many other public
buildings and courthouses show that security concerns should
outweigh cost factors in these critical design areas.

Elevators

If courthouses have elevators, there are several ways to im-
prove security. Separate elevators for the public, court per-
sonnel, and prisoners are ideal. In a new building, the ar-
chitect should locate these separate systems in key areas.
Prisoner elevators should go directly from the reception area
to passages that lead to temporary holding areas. Judges’
elevators next to private entrances can be programmed to re-
spond only to a key and located to open only into restricted
areas. If public elevators must also be used for prisoners, their
initial engineering should include operation by key and the
override feature mentioned before. If elevators are required
for jury movement, more service and larger elevator lobbies
may be needed.

Public Offices

As noted before, public offices should be some distance
from courtrooms to reduce both the flow of unnecessary traffic
and the noise level. The closer such areas are to lower levels
and public entrances, the less effect their activities will have
on the courtroom.

A key example of a public office is the clerk of the court.
The clerk’s office collects, sorts, and classifies all documents
and court records, transcribes and otherwise records court-
room events, and usually stores all exhibits presented as evi-
dence during court proceedings. This office also is responsible
for court accounting, juror selection and management, and
statistical reports. In addition, the clerk usually collects any
fines and fees that may be levied by a court. In short, the clerk

4 Mational Clearinghouse for Criminal Justice PI and Architecture, Guidelines for
- the Planuing and Design of State Court Programs and Facilities, Monograph B-8; Clerk of
the Court (Charapaign, Tllinois: University of Hlinois, 1976), p. 1.
'8 Ibid,, p, 48,
» Tbid,
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of the court is the central processing point for paperwork and
documentation.'4

The volume of traffic through this offiee is usually high
and includes both court personnel and the general public;
therefore, the office should be located near public entrances.
In making records and case files available upon demand, the
clerk also is charged with the overall security of those
materials, Thus, public contact should be at only one point: a
public desk where supervised reading space is available.

Records may be stored either in vaults or open-shelf units
but should be protected against fire in any case. Locked doors
and files, barred windows, and other barriers can help keep
people from losing or tampering with stored materials. In de-
signing storage and other office areas, a security officer can
help the clerk by suggesting changes in both layout and opera-
tion. Figure 7-4 shows a suggested layout for a small office
with supervised public reading space and maximum use of lim-
ited storage space.

The clerk’s evidence storage area rates special concern.
There a variety of items and materials are received, indexed,
stored, or otherwise processed. Because of the need to pre-
serve sensitive materials in their original condition, an evi-
dence storage room should be designed carefully.

To maintain security, the evidence storage room should be
located in a remote or otherwise inconspictious part of the of-
fice, so that access can be restricted. If the room must be open
rather than locked, its entrance should be watched carefully by
a clerical staff member.

In most situations, evidence storage should consist of two
distinct areas to promote better space management: a tempo-
rary storage room for current cases, and a long-term :iorage
room for settled cases in which evidence must still be kept.*®
The latter could be located outside the clerk’s office or in
another part of the building, with substantial space available
for expansion.

Neither roem should admit exterior light because of the sen-
sitive nature of some evidence and the need to preserve it in
its initial state.'® In designing both areas, specific provisions
should be made for storing weapons, drugs, perishables,
flammables, explosives, and large bulky items.

Prisoner Reception

Prisoner reception into the courthouse may be through a
tunnel or bridge connected to the jail, by means of a sally port
arrangement, directly through a basement entrance, or from
the street. As noted in the discussion on new construction de-
sign, if prisoners are brought from another placg by vehicle, it
is desirable to use a sally port or a drive-in basement arrange-
ment. A sally port should have an outer door or gate that can
be closed before a prisoner is removed from the vehicle. Ideal-
ly, that entrance should restrict vision from the outside and
should open directly into a security or restricted passage. This
is one of the critical points in prisoner movement, where an
escape ‘may be attempted or an assault made on either the
prisoner or the transport officer. Thus, plans for new construc-
tion or remodeling should incorporate the best possible recep-
tion system. :

Security/Restricted Passages

It is important to understand the difference between security
passages and restricted passages. The first are used exclu-
sively to move prisoners; their entry and exit points are re-
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office.

Figure 74
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Source: National Clearinghouse, Clerk of the Court, Monogﬁph B8, p. 19,

e A

This plan shows a layout for a small office. It is highly accessible to the public, with a form table and reading area
adjacent to the public desk. The desk itself is divided into. separate activity areas and is served by clerks positioned at right
angles to the desk. The chief clerk’s office, conferencellounge space, and microfilmicopy room are in areas having liitle
public access. Movable file shelves, on tracks to reduce space needs, are centrally located for the convenience of the entire
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stricted to bailiffs, security personnel, or transportation offi-
cers. Security passage entries are from a sally port, jail, or jail
tunnel and lead to temporary holding areas and the court-
rooms. These passages are an extension of the custodial func-
tion of the jail or prison.!?

Restricted passages are intended for the use of judges, court
staff, and those who have legitimate court business. These
passages are closed off from public circulation by a series of
locked doors and by people such as receptionists, bailiffs, or
clerks in the courtroom. In actual practice, restricted passages
also may be used to move prisoners. In that case, they require
a systen. to ensure minimum contact with judges and other
court personnel.

Many old and small courthouses do not allow for even a
minimum of circulation separation; thus, alternate security
measures must be developed, using current architectural fea-
tures. Among the possibilities are a side or rear entrance that
can be locked to the general public, or back stairways that can
be easily cleared or closed oif.

COURTROOM DESIGN GUIDELINES

Entrances

There should be separate entrances for (1) the general pub-
lic, (2) the judge, (3) court staff and witnesses, and (4) incus-
tody defendants. Public entrances should be designed so they
can be locked if the court so orders. Some courts prefer the
use of a vestibule arrangement, which acts as both a sound
buffer and an area where some security control can be exer-
cised over spectators (see figures 7-5 and 7-6).

Packages and bulky handbags or the like should be excluded
from the courtroom and the vestibule area. Judges’ entrances
should be adjacent to the bench so they can enter or leave the
courtrooms quickly. The defendants’ entrance should not be
near the bench and should be far enough away from the spec-
tator section to prevlude the passing of any goods.

Windows

Windows should be fastened with quality hardware. If they
are not of translucent glass, windows should be draped to pre-
vent a clear view of the well area—particularly the judge’s
bench, This precaution might have saved a New Jersey judge
killed on the bench in 1974 by a sniper whose view was un-
obstructed as he fired a rifle from across the street. For win-
dows on lower floors or those easily accessible from the out-
side, heavy-gauge grilles or bars are advisable.

Judge’s Bench

Each end of the bench should be closed off with 334 to 4 foot
partitions. One end may be a gate with a release on the inside
to give the judge access to the rest of the courtroom well. A
planrer might even consider reinforcing the bench with steel
plating or bullet-resistant plastic. However, these are costly
items, and some jurisdictions have substituted a packed-sand
barrier capable of resisting small-caliber gunfire.

Bailiff’s Station
The bailiff’s station should allow a maximum view of the

7 Chapter 3 discusses the handling of prisoners in security passages,
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courtroom and entrances and should be near the door to the
temporary holding area. A telephone to answer all incoming
calls to the courtroom is desirable and serves as a communica-
tions channel for possible calls for help. A drawer with a suit-
able lock shouid be available for temporary storage of the
bailiff’s firearm and the weapons of law enforcement wit-
nesses, if the court does not allow them to carry firearms in
the courtroom.

Entry into Well

The courtroom should have an obvious barrier restricting
entry from the spectator area into the well. A gate allowing
passage into the well may be equipped with either a catch lock
or an electric lock controlled from the bailiff’s station.

Furniture

Spectator seating should be of solid wooden or plastic con-
struction and fixed to the floor, like church pews. This will
allow periodic searches for contraband. Upholstered seating,
though more comfortable, can allow people to hide small ex-
plosive devices or other contraband. Items such as water
carafes and ashtrays, which can be used as weapons, should
be kept out of the defendant’s reach. Many courtroom inci-
dents have involved the use-of such objects on the counsel
tables as weapons or missiles.

It may be useful to anchor one chair at the defense counsel’s
table to the floor and provide a way to restrain the defendant,
if the court so orders, through a waist chain and handcuff ar-
rangement. This can be done unobtrusively (see figure 7-7).
The same arrangement should be repeated for the witness
chair, Finally the defense counsel’s table should be located
nearest the door used for the defendant’s entry; this will re-
duce the number of people who come in contact with the de-
fendant.

Duress Alarms

Alarm buttons should be installed so that in an emergency
the judge, clerk, or bailiff can summon help without being
noticed. The alarm, which should not be audible in the court-
room, may be an ‘‘Executone’’-type system, which allows
audio monitoring of the courtroom only when activated and
can initiate a two-way voice communication. The alarm may
activate closed-circuit television, or it may be a simple buzzer
arrangenient linked to the nearest sheriff’s office or local
police department. Some sort of aiarm system can and should
be devised for every courtroom. (For further discussion, see
chapter 5.)

Lights

If natural lighting from windows is not available, emergency
lighting is needed in case of either a power failure or deliberate
switch-off, although key-controlled light switches can help
prevent the latter. Emergency lighting could come from
strategically-placed, battery-operated lanterns which automat-
ically turn on in case of pover failure and can be manually
switched on from the bench or the clerk’s or bailiff’s station.
An emergency generator should be available to operate secu-
rity lighting and alarm systems throughout the building. Some
interior courtrooms are wired on two. circuits so there is a
minimum of light round-the-clock.

Magnetometers
Magnetometers generally are used only in high-risk trials
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Figure 7-5
LAYOUT OF COURTROOM AND NEARBY SPACE
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This plan shows a cluster of two courtroom spaces with attorneylclient conference rooms and a joint vestibule entrance.
The public circulation area has alcove waiting and lounge areas. The judges’ chambers dre connected to the courtrooms via
a security corridor, along which the witness waiting rooms are also located. ‘

Source: National Clearinghouse, Trial Courtroom Environment;, Monograph B-6, p. 38.
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Figure 7-6
ADJACENT COURTROOM AREAS

LITIGATION AREA

10'-20

) SPECTATORS

A i
S PURE L L

ON

/ STORAGE . AT Sl A
| I::-'..‘. :
[

.y vEéTnit}LE

i
N\

A

L R R 1 §

/—— ATTORNEY/CLIENT
CONFERENCE

W PUBLIC CIRCULATION __>
Nx

This plan for a single courtroom shows some of the important considerations for a trial courtroom environment. A small
alcove space off the public circulation route lets people wait comfortably for court proceedings. The vestibule entry to the
coltrtroom provides an acoustical buffer to prevent corridor noises from interrupting proceedings when someone enters the
cotirtroom. The attorneylclient conference space opens off the vestibule, allowing use from both the courtroom and corridor
areas.

S ource: National Clearinghouse; Trial Courtroom Environment, Monograph B-6, p.42.
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Figure 7-7
ANCHORED DEFENDANT’S CHAIR WITH PLATE FOR WAIST CHAIN AND HANDCUFFS
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and usually by a written court order. As explained in chapter
5, these devices may be portable walk-through or hand-held
models, as seen in airports. Some newer installations have
such devices built into the entry door frame. Although these
models are less obvious than others, some argue that the por-
table unit has (1) a deterrent effect simply because it is visible
and (2) greater utility because it may be used in more than one
courtroom.

DESIGN GUIDELINES FOR ANCILLARY COURTROOM
AREAS

Judges’ Chambers

Examples of security measures to consider in designing
judges’ chambers include the following:

e Provide chambers with more than one exit.

e Put automatic closers and locks on doors to ensure
privacy and provide more security by restricting entry.

o If windows are transparent, drape them to restrict
clear vision of the judge at his desk.

o Although many judges do not want alarm buttons in
their chambers, it is a good idea to recommend such an
installation, which should be connected to the same
terminal as the courtroom alarm. The terminal monitor
should clearly identify the chambers as the source of the
call for help.

e Make sure that entry into a judge's chambers is con-
trolled by either the bailiff or a secretary. Direct public ac-
cess is not advisable.

e Make courtrooms accessible for judges, clerks, and
staff directly from the judges’ chambers or restricted hall-
ways; passage through public spaces should not be neces-
sary. For larger courthouses, some planners recommend
grouping all chambers and related spaces in one area next
to the courtrooms, or preferably on a separate floor with
public access limited to one controlled point.

Figure 7-8 gives a suggested layout for judges’ chambers.
Some suggested. features may not be practical for smaller
courthouses, but every effort should be made to provide at
least two entries/exits.

Temporary Holding Areas

These spaces present design problems. Regardless of court-
house size, a holding area often is used both for persons whose
guilt has not yet bzen determined and for convicted prisoners
who are either on trial on additional charges or appearing as
witnesses. Large courthouses have a general holding area for
sizable numbers of prisoners and smaller temporary holding
cells near courtrooms. Smaller courthouses, on the other
hand, usually have only one holding area near the courtroom,
and many of these courts bring prisoners directly from jail and
hold them in a room or hallway, or even in the courtroom it-
self.

The door of the holding room should have an observation
port, or glass panel, for frequent viewing. No potentially
harmful furnishings or fixtures should be used. Benches should
be permanently installed and preferably made of cast concrete.

With the advent of female deputies as bailiffs, many toilet
facilities in holding cells have been modified to provide pri-
vacy screens. The security officer in one new California
courthouse insists that those screens be constructed so that he
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can always see both the head and feet of the person using the
facility. His primary concern is to prevent suicide attempts.

For conventional toilet facilities, doors should have obser-
vation ports and should open outward so they cannot be bar-
ricaded from within. Plumbing should be of approved institu-
tional design, with cutoff valves to control flooding located
outside the toilet or the entire holding area.

In larger courthouses, holding areas should be between two
courtrooms or located to serve a cluster of several court-
rooms. Separate holding rooms for females and juveniles are
advisable. Both single- and multiple-occupancy units may be
needed to isolate certain individuals. One or more holding
cells may be wired for sound and CCTV for use when an un-
ruly defendant is removed from the court. A heavy glass panel
can be placed in the door of a holding cell leading to the court
or in an adjacent wall; this will allow the unruly prisoner to see
the proceedings. A chair permanently fastened to the floor in
front of this viewing port is suitabie to restrain the prisoner.

An example of a special architectural feature built into a
temporary holding area can be found in a new courthouse in
California. There a double system of doors helps prevent a
group assault upon a bailiff who is removing or returning a
prisoncr. Inside the solid outer door, which has a glass view-
ing port, is a small area with bars. Similar to a sally port, this
area has an electrically controlled door operated from the cor-
ridor. A prisoner is called and enters the barred area; the inner
door is locked behind him, the outer door is opened, and the
person is taken into court. On return, the process is reversed.

Without the knowledge of the security officer in this court, a
buuget review committee decided to economize during con-
struction of this building. The committee eliminated the inner
door’s electrical locking mechanism and replaced it with a
manual lock, thus removing the security aspect of the inner
barred area. Without the electric lock, the bailiff opening the
inner door was again in direct contact with all the occupants of
the holding cell. At the sheriff’s urgent request, the electric
locks were reinstalled at some additional cost. Monitoring se-
curity concerns during construction could have prevented this.

Jury Deliberation Rooms

These rooms usually open directly into or are adjacernt to
courtrooms. A jury room should be soundproof to ensure pri-
vacy during deliberations. Toilets should be connected by ves-
tibules, which help cut ¢ wn noise. Windows should be

raped or made of transluceni glass. The doors should be
locked and opened only after a summons from the jury by
means of a knock or buzzer. The bailiff needs enough space to
be stationed in view of the deliberation room door, to control
movement in and out. Entry into the deliberation room from
the courtroom should not require passage near or thlough the
spectator section nor through public corridors.

Witness Waiting Rooms

Often witness waiting rooms are considered a luxury courts
cannot afford, usually because of a space shortage. However,
if such facilities are provided, separate spaces should be avail-
able for defense and prosecution witnesses. If possible, access
to the rooms should be only from a restricted passage, and the
general public should be denied entry at all times.

Attorney-Client Conference Rooms
Attorney-citent conference rooms have particular security
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Figure 7-8
JUDGE’S CHAMBERS WITH TWO EXITS
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This plan of a judge’s chamber includes areas to accommodate all persons and functions associated with a judge’s ac-
tivities: secretarialfwaiting space, personal work and relaxation area, conference room for discussions and meetings, and
separdte work space for law clerks. The spaces are interconnected and there are two entrylexit points out of the chambers~
one for general and more formal use, and one for the judze’s private use. A clear view of the judge at his desk or in the
conference room (see arrows).is restricted by landscaping. The secretaryhvaiting area has a window to-znable viewing and
sereening of individuals wanting to enter the chambers (see arrow).

Source: National Clearinghouse, Trial Courtroom Environment, Monograph B-6, p. 92. ~ R
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needs. Each door should have a glass observation port allow-
ing the bailiff to inspect the room but not hear what is said
between attorney and client. These rooms require a high level
of security: locks on doors, grilles on windows, table and
chairs fastened to the floor if possible, and light switches that
are key-controlled or located outside the door. Again, remov-
able ceiling panels should be avoided because they provide
hiding places for contraband or a means of escape. Finally, the
rooms should be easily accessible from courtrooms and tem-
porary holding areas. One option, usually influenced by the
court’s raling, is to build these rooms so that physical contact
during conferences is not possible.

Figure 7-9 shows that many of the preceding design consid-
erations can be incorporated effectively into a single court
facility ina rural jurisdiction with limited overall floor space.

MODEL COURT FACILITIES

Except for the use of a prisoners’ dock in some courts in the
northeast, the basic physical layout of U.S. courts has been
the same for more than 150 years. The judge is on a raised
bench at center front, facing defendants and the prosecution,
coequal participants at a lower level. The jury sits to the side
and plays a passive role, while witnesses testify facing the
lawyers. Spectators are removed from the activity of the well
and sit at the rear.'® In recent years, however, a few court-
room designers have been relying less upon this tradition and
seem to 1avor more innovative designs that combine functional
considerutions with such concerns as looks and atmosphere.

Judge George H. Boldt, a federal judge for the State of
Washington, can take credit for one of the most remarkable
recent efforts to improve courtrooms.!? His changes in Taco-
ma’s federal building are described in an article in the Journal
of the American Judicature Society,*® and his ideas are the
basis of the floor plan shown in figure 7-10. The basic plan was
to shift the judge’s bench from the center front to a corner in
order to give the judge a better view of witnesses and exhibits.

Judge William S. Fort developed the concept of the
courtroom-in-the-round and implemented it in Lane County,
Oregon (see figure 7-11). This grouping of all participants in a
circle, with spectators seated on the outer arcs, is a radical
departure from the traditional arrangement.*!

The courtroom-in-the-round idea has been used in three re-
cent efforts to improve courtrooms in the District of Colum-
bia's Superior Court, at the McGeorge School of Law in Sac-
ramento, California, and for the renovation of a Georgia
courthouse, A discussion of these three approaches follows.

A MODEL COURTROCM

The D.C. Superior Court’s Model Courtroom was made
possible by a grant from the Law Enforcement Assistance
Administration. When the District of Columbia received these
funds fo build a new 4S5-courtroom facility, court officials

* Greenberg, p. 43.

¥ See Greenberg, p. 64, figures 24-29, and table B for an analysis of Judge Boldt’s court-
room layout,

2¢ Richard Monoghan and George H. Boldt, “*A New Courtroom Arrangement™ vol, 47,
no, 10 (March 1974), pp, 209212, .

1 Seé Greenberg, pp, 64-65, figures 30-35, and table € for a di ion of the adv
and limitations of this idea, :

** National Clearinghouse for Criminal Justice Planning and Architecture, Districr of
Coluntbia Superior Court Model Courtroom Evaluation (Champaign, Hlinois: University of
Mlinols, 1976), p. §5. ’
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chose Judge Fort as a consultant to work wvith the building
committee and the architectural firm. One result of this work
was the model courtroom, built in an existing courthouse and
put into use on June 23, 1975. The room now serves as a
model for 31 of the 45 courtrooms in the new facility. (See
figure 7-12 for the model’s floor plan.)

Figure 7-13 shows more physical security features which
could be added to the bavic design of this model courtroom.
However, in most cases, a courtroom incorporating all these
features may not be needed or desirable.

The U.S. Marshals Service handles security in this D.C.
court under federal mandate. From the first planning for the
new facility, there has been a close and constant positive rela-
tionship among the Marshals Service, the architect, the
builder, and the D.C. Department of General Services (which
awarded and supervised the contract). This cooperation has
meant including security considerations at minimum cost and
will also preclude many costly changes later.

A complete evaluation of this courtroom was done by the
National Clearinghouse for Criminal Justice Planning and Ar-
chitecture, at the University of Illinois. The study concluded
that, in general, the courtroom design did not seem to add to
any unusual feelings by participants of insecurity or danger
while in the room. In fact, a majority of participants preferred
this type of courtroom to the traditional type.??

THE COURTROOM COF THE FUTURE

This courtroom was conceived in 1966 by Dean Gordon D.
Schaber, of the McGeorge School of Law, as an educational
courtroom project. The idea was to provide a trial courtroom
ort the law school campus to teach students the basic skilis of
trial advocacy. In designing the model facility, one goal was to
make security ‘‘not just a functioning, but an unobtrusive real-
ity.” Structural design factors were considered first for their
utility and then for the security provided all courtroom liti-
gants, p=rsonnel, and visitors. Figure 7-14 shows the final
design. Construction started in 1971. After imperfections were
worked out and changes made, the ““‘Courtroom of the
Future’” opened in 1973.

Dean Schaber has ‘described the security features of his

model courtroom as follows:

At the McGeorge Courtroom, security is present but unob-
trusive. All spectators pass through a double-doored vestibule
leading to the courtroom. Concealed within the walls are metal
detectors which will lock the two sets of doors if the preset
matallic level is exceeded. The spectator is then requested by
the court technician sitting in a booth with one-way glass to
place the metal article in a drawer similar to drive-up windows -
at banks. Once cleared, the spectator receives a receipt for the
article and the doors to the courtroom are unlocked. :

Within the courtroom itself, spectator chairs are made of
clear plastic so the court technician, seated in his booth at the
rear, can keep an eye out for any furtive movements by spec-
tators. The judge, before entering from a separate corridor, can
view the entire courtroom through a special wide-angle lens
concealed in the wall, The judge and bailiffs also have buttons
near their positions to lock all doors leading in or out of the
courtroom, These doors can be unlocked by the court techni-
cian from within his secure booth.

Finally, the court technician has the ability to monitor the
entire courtroom via seven concealed TV cameras, as well as
the adjacent corridors and security cell from four other
cameras. . ... Besides enabling the court technician to monitor
courtroom proceedings in progress, TV cameras have two pur-
poses: (1) to make a videotape record of the proceedings, and
(2} to. broadcast by closed - circuit into adjacent courtroom

Py
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Figure 7-9
DESIGN FOR LIMITED SPACE
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This floor plan was designed for a rural Indian jurisdiction which had a very small space, yet needed to provide for the
Judge’s chambers, jury deliberation and judge's conference area, a flexible trial courtroom. clerk's offices, and public ser-
vices. The courtroom areas are right next to the jail, and secure passage between the jail and cvisvthouse was required, The
above polygon courtroom scheme successfully provides for most of the design features required today in a modern court-
house. ‘ :

Source: National Clearinghouse, Trial Courtroom Envirommnent, Monograph B-6, p. 24.
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facilities. The latter purpose has enormous security potential.
If, for exaumple, judicial authorities know that a trial has some
security or crov'd control rigk, they can simply telecast the pro-
ceedings into a nearby auditorium. Spectators will see and hear

- “gverythifig that takes place, bt only the necessary trial partici-
pants will be in the courtroom, secure from danger by outsiders
and free from the disiractions of a disruptive crowd.?3

Figure 7-10
REDESIGNED CRIMINAL COURTROOM*

WITNESS

_T ‘ PROSECUTION%

* Developed by Judge George H. Boldt, federal judge for
Washington state.

Source: Allan Greenberg, Courthouse Design: A Handbeok
for Judges and Court Administraters (Chicago, Il-
linois: American Bar Association Commission on
Standards of Judicial Administration, 1975), figure 15
(reprinted with author’s permission).

Figure 7-11
COURTROOM IN THE ROUND*

HOQLUDING
FO0M

* Architects: Lyons, Mather, and Lechner, AIA

Source: Greenberg, figure 14.

2 “Courtroom of the Future: Balancing Security and Justice,” The FBI Law Enforcemerit
Bullet!n (May 1974), pp. 16-21, Reprintéd courtesy of the Bulletin.
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Figure 7-12
MODEL COURTROOM
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Source: National Clearinghouse, District of Columbia
Superier Court Model Courtroom Evaluatien, p. 5.

A VOCATIONAL SCHOOL PROJECT

In 1975, extensive repairs were needed at the 26-year-old
Pickens Cotnty, Georgia, courthouse. The county commis-
sioner asked the Pickens Area Technical School to undertake
the renovation. The school decided to adapt the ‘“‘Courtroom
of the Future’’ design to the Pickens County courtroom. Stu-
dents, instructors, and one full-time journeyman carpenter
used donations from local building supply firms and finished
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Figure 7-13
MODEL COURTROOM WITH ADDITIONAL SECURITY FEATURES

e

—

\
\..
CONFERENCEI
=
SCREEN NOISE AND VIEW CONTROLI
OF PUBLIC CORRIDOR ___|
IMPROVE SECURITY — |
FEELING FOR JURORS
rd /
STORAGE FOR LEXAN
SECURITY SHIELD
WHEN NOT IN USE

VESTIBULE |; |

PLEXIGLASS

+ CONFERENCE/
WITNESS
WAITING

VESTIBULE

1 GLASS SCREEN

L CAN BE OPEN SEATING OR
/ INDIVIDUAL SEATS

SEATING ARRANGEMENT
RESTORES THE BEST

VIEWING SEATS AND

MINIMIZES CIRCULATION SPACE

]

- POSSIBLFE. LEXAN SECURITY
SCREEN

SEPARATE A'l'TORNEYS "

TABLE @

/ BULLET PROOF SHIELD
POSSIBLE SECUP.ITY / 7

REPOSITIONING, WITNESS
__ ASSISTS SECURITY FOR
JUDGE

Source: National Clearinghouse, District of Columbia Superior Court Modei Courtroom Evaluation, p. 41.

the job in six months for less than $50,000. A local contractor
installed the central heating/air-conditioning system, and the
school did the rest.

Minimal security problems were discovered upon comple-
tion; they may have been avoided had overall security aspects
been considered before construction. However, the commis-
sioner said it was unlikely that these minor items would cause
serious security problems in a jurisdiction such as Plckens
County.

It is important to be aware of the skilled and semiskilled
labor that a vocational school can offer.. This remodeling job
would not have been possible otherwise because of the high

costs involved, and the project shows that problems can be
solved without total dependence on the usual funding proce-
dures.

CONCLUSION

Recent innovative. planning for and: construction of new
courtrooms, plus changes in existing -buildings, have been
guideposts for those interested in modern courthouse design.
Fortunately, security has played a role in those efforts; the
aim of this chapter is to promote and expand that role in the
future. :
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_ Figure 7-14
“COURTROOM OF THE FUTURE?”’: A CENTER FOR LEGAL ADVOCACY
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Source: Diagram provided by and reproduced with the permission of Dean Gordon D, Schaber, M cGeorge School of
Law, University of the Pacific, Sacramento, California.
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Appendix A

Appendix A

COURT SECURITY ISSUES

MANAGEMENT

1. Should there be a single designated security officer for
each courthouse?

Yes, each courthouse in a given jurisdiction should have an
-ificer responsible for security. The officer may be the sheriff
or his designee, but it is important that responsibility and au-
thority for security be well-defined.

2. Should there be a comprehensive bailiffs’ manual with
detailed standard operating procedures, including security?

Yes. Because of the sensitive nature of many bailiff func-
tions, these court officers need a comprehensive manual to
guide them. This is especially true for part-time bailiffs, since
verbal instructions may not be complete nor remembered en-
tirely.

3. Should there be written plans and procedures covering
both normal court security operations and emergency condi-
tions?

Yes. Written plans and procedures are des’ “ble because
they leave little room for misinterpretation, are useful in stat-
ing policy, pinpoint respensibility, and offer continuity when
personnel are reassigned.

4. Should a written court order be requested for any non-
routine court security procedure?

Yes. Both sheriffs and judges generally agree that a written
court order is desirable for nonroutine procedures. Written or-
ders provide a record of the court’s wishes and some protec-
tion against legal action. These .orders also prevent misin-
terpretation and clearly show that sheriffs’ actions are in re-
sponse to court directions and are not taken independently.

5. Should funding for security measures be determined by
the number of days the c¢ourt is usually in session?

Generally, yes. Funds for security measures usually are a
significantly smaller percentage of the overall budget when
court is in session for only a few days a year, whereas in-
creased levels of funding are justified for courts operating all
year. For example, budgeting for major equipment items may
not be appropriate for a session of 10-15 days a year.

6. Should there be a central control center for monitering
and serving all court communications and alarm systems?

Yes. In terms of both space and manpower, a central con-

trol center is the most economical way to monitor and control
communications and alarms, and such a center provides easy

coordinating capabilities for responding to alarms and com--

municating with others.

7. What response procedures and capabilities should be
used in a central communications center?

The center should be able to dispatch a reactlon force to
respond to courtroom alarms, summon additional backup help,
notify other concerned persons and agencies, and serve as a
command center during emergencies.

8. What role should the judges’ security committee have in,
security policy and planning?

This cemmittee may, for example, approve pohcy recoml-
mendations made by the sheriff, The committee also should
support the sheriff in security planning, policy setting, and
overall operations.

9. Should judges, court administrators, and responsible se-
curity staff play an active role in building or remodeling court-
houses?

Yes, each of these groups has a role to play in planning for
courthouse renovation or construction. Many architects active
in the criminal justice field recognize the need for security
input in the earliest stages of planning and encourage participa-
tion by these groups. Judges and court administrators should
provide information about current and future space needs, and
sheriffs need to coordinate security and space requirements.

10. Who should set court security policy?

Sheriffs should play a major role because they, more than
anyone else, will carry out policy. Some courts prefer the
sheriff to set policy, subject to ceurt approval. Other courts
prefer to make policy based on the recommendations of
sheriffs, security committees, and sometlmcs court adminis-
trators.

11. Who should make decisions on carrying out policy?

The sheriff, who has primary responsibility, should make
these decisions. However, in cases such as building evacua-
tion and bomb. searches; certain actions may have to be coor-
dinated with other agencies.

12. Should tabor contracts be excluded from courtroom or

courthouse security functions?

Courtroom and courthouse security functlons, particularly
those dealing with prisoners, require carefully selected and
trained personriel — usually sworn peace officers. Security
needs may be contrary to existing Jabor agreements (e.g.,
lahor contracts may not allow personnel background checks),

and hazardous situations can result if those needs are not met. ==

13. What role should a court administrator have in cour)\ .

security? }\
The role varies from state to state, bt court admmzstrators
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may be involved in preparing the budget, communicating with
judges, and planning for courthouse renovation or construc-
tion.

14. Should access to and use of ¢ urt records be strictly
controlied?

Yes. Although court records are the responsibility of the
clerk of the court, the sheriff can offer useful suggestions on
protecting records from fire and theft and for controlling ac-
cess and use through a checkout system and reading room that
the clerk’s staff controls.

15. Who should be primarily responsible for arranging lodg-
ing and meals for sequestered juries?

Opinions vary widely. Soine believe the court clerk or ad-
ministrator should be responsible; others think the sheriff
should make the arrangements. The sheriff’s minimum respon-
sibility should be to examine selected lodgings from a security
viewpoint, and a sheriff should have the authority to veto a
selection which lacks adequate security.

16. Do certain types of trials not routinely require the pres-
ence of a bailiff or deputy?

If manpower and funds are available, bailiffs or security of-
ficers should be present in all courts because unexpected ac-
tions cun occur.

17. Should all security-related expenses be included in one
budget —either the sheriff's, the court’s, or the county or state
budget? Or should those expenses be included in a combina-
tion of these budgets, with clearly defined areas of responsibil-
ity?

In many jurisdictions, these expenses are included in the
budget of the responsible agency. However, some states are
adopting a single state budget for all court operations, includ-
ing security.

18. Is security planning necessary or even desirable in all
Jurisdictions?

Someone in every jurisdiction is responsible for court secu-
rity. Swuwe security planning, no matter how limited, is needed
to meet this responsibility.

19. When state prisoners are defendants, should the state
pay some of the cost of the trial, including the cost of special
security measures?

In some jurisdictions that have state correctional institu-
tions, the cost of trials for offenses committed within these
institutions is disproportionately larger than the cost for all
other trials, Many jurisdictions  obtain partial or total state
- payment for these trials.

PERSONNEL

1. Should sworin peace officers be used as bailiffs?

Sheriffs responsible for court security usually prefer to use
sworn officers as bailiffs because personnel assignments can
then be rotated among patrol, jail, civil processes, and the
courts. Some jurisdictions use court-appointed bailiffs, who
usually are not sworn peace officers or have limited authority.
One advantage in using sworn officers is that the judge can
order the arrest of persons in court and can place defendants

- immediately in the custody of the sheriff for detention.

2. Should bailiffs be assigned permanently to a particular
court o+ be on rotation for a fixed term?

Ideally, sheriffs’ deputies should be assigned to bailiff duties
as part of a career development program and thus only for a
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certain period of time. It is not advisable to have a deputy
permanently assigned to a specific judge.

3. Should judges be encouraged to regard their bailiffs as
professional aides rather than personal assistants?

Judges should be encouraged to regard their bailiffs as pro-
fessional aides who are members of a department career pro-
gram and subject to periodic reassignment. Bailiffs should not
be viewed as personal assistants.

4. Should female bailiffs be routinely assigned to courts on
an unrestricted basis?

Some courts use female bailiffs only for civil, domestic, and
juvenile cases. Women deputies are sometimes preferred when
the defendant is female. Some courts simply require that the
assigned person be professionally and physically qualified for
the job. This question is increasingly important because of
equal opportunity requirements for personnel hiring and use.
Court security planners should decide on an appropriate
policy.

5. Should armed, uniformed personnel be assigned to patrol
public areas in a courthouse during normal working hours?

For large courthouses with a heavy flow of traffic by the
general public, a mobile patrol can help detect and control un-
ruly persons and can protect witnesses who must wait in pub-
lic corridors.

6. Should specialized training be required for court security
personnel?

Yes, there is a need for specialized, structured training to
improve the quality of court security. A badly trained or
poorly informed person may jeopardize the physical well-being
of the defendant, other members of the trial prec-ess, and the
public.

7. Should armed bailiffs periodically be required to requal-
ify with a firearm?

Yes, all personnel carrying firearms should periodically re-
qualifyas part of department policy.

8. Should minimum standards be established for bailiffs in
terms of physical fitness, psychological makeup, deportment,
and firearms proficiency?

Yes, departments should establish realistic minimum stan-
dards for personnel selection, assignment, and promotio... The
factors just listed can be included in those standards.

9. At what level — federal, state, or county — should court
security training be offered to bailijfs?

In most cases, court security training should be included in
existing county training programs. Sometimes state institutions
provide training; their programs can be expanded to include
court security. Specialized training (e.g., for bomb threat re-
sponse and hostage situation control) may be available throigh
federal programs. The departmental training officer should al-
ways try to participate in all programs, wherever they are of-
fered.

10. Should sworn peace officers be used after normal busi-
ness hours for building security?

As a rule, after-hour building security should be the respon-
sibility of a grard or custodial service. Sworn officers should
be limited to a periodic check as part of a routine patrol.

PROCEDURES

1. Should deputies/bailiffs be armed in the courtroom?
This is a very controversial issue, and equally sound asgu-
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ments are presented for each view. Judges often let the sheriff
decide whether these officers are armed, but some judges have
strong feelings on the subject and have set a policy for their
courts.

2. Should incustody defendants be kept under restraint at
all times when away from jail, except when in court or in tem-
porary holding areas?

Many sheriffs prefer to do this. Departments should have a
well-defined policy on this matter, and exceptions to that pol-
icy should be made only with the approval of a designated au-
thority.

3. Should defendants free on bond or bail be routinely
searched before each entry into the courtroom?

Usually, the decision to search an on-bond defendant before
a court appearance is made selectively and often with court
approval, based on the sheriff’s assessment of potential threat
by the defendant.

4. Should deputies be armed when transporting prisoners
between jail and court?

Usually, deputies are armed when transporting prisoners.
However, in the courthouse and restricted passages, deputies
usually put weapons in secure, locked boxes.

5. Should inmates brought directly to court from a state or
federal institution (without processing through the county jail)
remain in the custody of the institutionat transport officers?

Sheriffs usuvally prefer to process these prisoners through
the jail system and assume custody for the period that the
prisoners are to appear in gourt. When prisoners are from a
maximnm security institution, the sheriff sometimes arranges
for that institution to have custody at all times. This happens
primarily when the number of prisoners involved and their vio-
lent conduct would tax the manpower capability of the sheriff.

6. Should magnetometers or metal detectors be used only
during high-risk trials or in all trials?

Magnetometers are not routinely used because of the addi-
tional manpower needed to use them properly. Exceptions
may be made in jurisdictions where past experience or the
type of spectators involved warrants the routine use of mag-
netometers. The general public’s reaction should be consid-
ered before using such equipment, as citizens may react nega-
tively if such actions seem unnecessary.

7. Should extraordinary security precautions be taken for
potentially high-risk trials?

Yes. Whenever the potential for an incident is high, it is the
sheriff’s duty to take special precautions, as approved by the
court, to ensure the integrity of the judicial system.

8. Should special security precautions be taken for certain
types of civil cases?

This is a matter of individual judgment and should be based
on the circumstances, subject to court approval, It is wise,
though, to expect and guard against possible emotional ont-
bursts in these cases.

9. Should all spectators be routinely searched?

No. A physical search of all spectators without, due cause is
unwarranted, time consuming, and requires extra manpower.
Thus, it is unlikely that judges would approve such action.
However, a restriction on bringing packages and certain other
items into the courtrocm should be considered.

10. Should tear gas or ‘““mace’’ be used in the courtroom as
a means of nonlethal force? .

The use of a liquid tear gas dispenser in courtrooms is a
matter of court and department policy. Some officers find it an
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effective method of controlling unruly persons; however, tear
gas can affect everyone else in the courtroom, too.

11, Should all mail and packages be subject to X-ray
screeaing for dangerous or explosive devices?

In most jurisdictions, the high cost of X-ray equipment pre-
vents its use. Suspicious mail and packages can be examined
by alternative means, such as physically examining the con-
tents, if X-ray equipment is not available,

12. In a large building, should security personnel be used
exclusively to search the building during a bomb- threat, or
should volunteers be recruited from among buildiné em-
ployees? )

For large buildings, the exclusive use of security personnel
to conduct bomb searches is time consuming but more thor-
ough. The use of well-trained volunteers from various offices
to work with a security officer is helpful because volunteers
generally zre familiar with the work areas and can quickly
identify strange items.

13. Should plans for emergency sztuattons andfor high-risk
trials routinely include coordination with other law: enforce~
ment agencies or services in the jurisdiction for possible help?

Yes, coerdination of plans in such situations is essential.
Security efforts may fail if these agencies are not aware of
their role and have not had the chance to make the necessary
plans within their own organizations.

BUILDING STRUCTURE
1. Should the physical design of a courtroom and its nedrby
areas determine the use of that courtroom?

In multicourt buildings, the physical design of the courtroom
and nearby areas should influence the types of cases heard in
that room. For example, a courtroom with an adjvining hold-
ing area for incustody defendants should be used for criminal
cases.

2. Should a high-risk courtrvom-have a portable or fixed
physical barrier separating spectators from the well of the
court, or separating defendants from other people in the well?

Jurisdictions with many high-risk trials usually have such
barriers, either fixed or temporary. Judges who have con-
ducted trials in courtrooms with barriers have interviewed
jurors and found no negative juror reaction toward defendants
as a result of the barriers. In some instances, jurors felt more
secure.

. Should atiempts be made to separate the circulation pat-
terns of the public; incustody defendants; and judges, jurors,
and court staff?

Yes, security planners should always try to séparate these
three groups. If traffic. cannot be separated into three systems,

it should be divided into public and private, or restricted,

zZones.

4. Should witness waiting rooms be provided and, . if so,
should defense and prosecution witnesses be separated? ‘

Yes, Witness waiting rooms should be provided in a ‘con-
trolled area to reduce the possibility of threats or violence, and
prosecution ‘and defense witnesses should-be separated.  All
construction and renovations should provide ‘for these areas
wherever possible.

5. Should courthouses and courtréoms not be used for
noncourt functions? ‘

Yes, if possible. Using courtropms and courthouses exdu«
sively for court-related purposes is most desirable from a secu-"

79

2

@

M

T



e

Appendix A

rity viewpocint. However, civic and local government require-
ments, particularly in rural jurisdictions that use courthouses
as meeting places, usually make this practice impossible.

6. Should new courthouses be constructed with the stipula-
tion tha: the court and related offices are to be the sole ten-
ants?

Ideally, security planners prefer new buildings to be used
only by courts. However, a recent study! concluded that such
use was not ¢lways practical.

7. Should the courts and security officersisheriffs provide

' Report of the New Hainpshire Court Accredi C
Caurt Fucilities (Concord, New Hampshire, September 1973).

on the Accreditation of
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security input from the beginning of any renovation or con-
struction planning?

Yes. For both practical and economic reasons, it is essential
that security be considered from the beginning of planning for
renovation or construction. Architects with past experience in
criminal justice design support this idea as. the only practical
way of avoiding costly changes later. The District of Columbia
Superior Court building, finished in 1977, is an -excellent
example of this kind of participation by security planners.
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Appendix B

SAMPLE COURT ORDER FOR SEQUESTERED JURIES

THE SUPERIOR COURT OF THE STATE OF
IN AND FOR THE COUNTY OF

PEOPLE OF THE STATE OF
V. CRIMINAL NO.
ORDER
It is hereby ORDERED this . day of (month, year), that the jurors and alternate jurors in this case shall be seques-
tered and shall thereafter be kept in the custody of the Sheriff of County for the duration of this trial, or until

further notice from this Court.

It is further ORDERED as follows:

1. The Sheriff shall make anangements for appropriate accommodations for the jury during the trizl, and shall provide for
adequate security in the jurors? quarters beginning . ___day of
2. The Sheriff shall make satisfactory arrangements to assist the jurors in securing apparel and personal items from their homes.

3. The Sheriff shali make appropriate arrangements for the furnishing of vehicles (including the hiring of vehicles; if necessary)
for the transportation of jurors between their place of lodging and the County Courthouse.

4. During the period of sequestratlon the Sheriff shall provide to each of the jurors and alternate jurors so sequestered, break-
fast, lunch, and dinner, a maximum of two cocktails during, or following, the evening meal (dinner) if they are not to return to the
Courthouse following the meal.

5. The Sheriff shall maintain appropriate records during the trial providing:

(a) A record of deputies’ assignments to shifts and duty stations.

(b) A record of jurors’ quarters.

{cy A record of persons entering the area of the jurors’ quarters.

(d) A record of telephone cails to and from the jurors’ quarters.

‘The assigned Sheriff’s personnel shall make certain that no member of the jury:

(a) Has any unauthorized contact with any outside person.

(t) Reads newspapers, magazines, periodicals, or listens to radio or television newscasts or bulletins pertaining to the trial or
programs where the theme resembles the case being heard or decided upon.

(c) Has any discussion with any outside person pertaining to the case.

(d) Has any discussion of the case with other jurors before the case is submiited for deliberation.

(e) Has written or telephone communication with any person, except under the direct supervision of the assigned Deputy
Sheriff, on matters not pertaining to the case.

{f) Any communication with the Court shall be made in writing and placed in a sealed envelope by the jury orindividual juror,
and upon being turned over to sheriff’s personnel will be promptly delivered to the Court.

6. The sheriff shall make appropriate arrangements for suitable recreation for the jury.

7. Mail and packages, to and from jurors, shall be censored to ensure that no information relative to the trial is transmitted,

8. The Sheriff shall make arrangements to provide, at county expense, a nonalcohulic beverage (coffee, tea, milk, soda) on court
days during the morning and afternoon recess, and also at the place of lodging after the evening meal.

9. The Sheriff, if necessary, shall provide laundry services to the jurors at county expense.

10. The Sheriff shall make provisions to transport any juror who has previously made such arrangements with the court to such.

medical doctors whose names the jurors shall furnish the Sheriff.

11. The Sheriff shall make provisions for the videotaping of television programs which will subsequently be shown to the Jurors
thereby eliminating the possibility of hearing or seeing news bulletins.

12. The Sheriff shall, to the extent feasible, make suitable arrangements for jurors 1o attend religious services if such arrangement
can be made under custodial supervision.

13. The Sheriff shall make satisfactory arrangements for barber shop and/or beauty salon services for the jurors, but always under
proper custcdial supervision.

14. The Sheriff shall make provisions at county expense for recreational activities of the jurors, including: attendance at athletic
events, the theater, picnics, and short trips for dining purposes, or to historical or scenic sites where ovemlght travel is not
involved.

15. This Order may be altered, amended, and/or changed from time to time as in the Couyrt"s judgment conditions warrant.

Judge of the Superior Cout '
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SEQUESTERED JURY FORMS

. Personnel Log for Sequestered Jury Security
. Sequestered Jury Register

. Transportation Log

. Telephone Call Log

. Visitor Register

Mail Censorship Censent Form
Incoming Mail Register

. Outgoing Mail Register

. Newspaper and Periodical Register
. Medication Register

. Incident Report Form

COLRT SECURITY
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FigurecC -1

PERSONNEL LOG FOR SEQUESTERED JURY SECURITY

Judge Case Number
Day Shift: Night Shift:
(buty Hours) (Duty Hours)

Personnel Assigned:

1. 1.

2. 2.

3. 3

4. 4

5. 5.

Date Day Time Remarks
In Out
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Figure C-2

SEQUESTERED JURY REGISTER

Case No. State v. Judge
Date Sequestered Date Concluded Housing Site
Juror Next of Kin

A. Name D. Name '
Room B. Address E. Address
Numbexr C. Phone Number F. Phone Number, Relationship

A. D.

B. E.

C. F.

A. D,

B. B.

C. F,

A, D.

B. E.

C. F.

A. D.

B. B.

C. F,

A, D.

B. E.

C. F.

A. D.

B. E.

C. F.

A, D.

B, E.

C. P,

A. D.

B. E.

C. F.

A, D.

B. E.

C. F.

A. D.

B. E.

C. F.

A. D.

B. E.

C. F.

A. D.

B. E.

C. F.

P D.

B. E.

C. F.
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Case No.

Figure C-3

TRANSPORTATION LOG

> e p D W T R vy v W W T W W e T ey v C o

State v.

Date

Time

Dept. Arr.

From

To

Vehicle and Tag No.

Driver

Escort 2Jfficers

- ALIENDAS LAN00

0 xipueddy
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Case No.

Figure C-4

TELEPHONE CALL LOG

State v.

Date

Time

Began | Ended

Juror

Second Party and Incoming |Outgoing
Relationship to Juror V) No. Called

Topic of Conversation

Monitor

D xipuaddy

AITNNOAS L4000
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Figure C-5
VISITOR REGISTER
Case No. State v.
Time Visitor .
Date Began |Ended | Juror (Name and Relationship) [Deputy Present

87
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Tigure C~6

MAIL CENSORSHIP CONSENT FORM

State v.

Case No.

Superior Court County of .

I, ;, do hereby authorize and consent to
the opening of any and all incoming o1 outgoing mail matter, packages,
correspondence, or other items addressed to me, marked for my attention or
written by me, and to the censoring of the contents therein by the County
Sheriff or his designee during the course and continuation of my
sequestration in the above captioned trial.

Signature of Witness Signature
Title Date
I, ; do hereby request the County Sheriff

to forward or otherwise secure any and all mail matter, packages,
correspondence, oxr other items addressed to me or marked for my attention
in the following manner:

Signature of Witness Signature

Ti'le Date
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Case No. State v.
Figure C-7

INCOMING MAIL REGISTER

Date Received Juror Received from Censored by

68
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Case No.

Figure C-8

OUTGOING MATL REGISTER

COURT SECURITY

State v.

Date Mailled

Juror

b

Addressee

Censored By
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Case No.

Figure C-9

NEWSPAPER AND PERIODICAL REGISTER

W TR W W W e W P TY YW T T W W e WE WTW W w w v vw wwr W e

State v.

Newspaper or Periodical

Date of
Publication

Number
of Copies

Censored by
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Case No.

Fipgure C-10

MEDICATION REGISTER

State v.

Date

Juror's Name

Type and Quantity
of Medication

Pharmacy Name
and Tel. No.

Prescription No.

Prescribing
Doctor
and Phone No.

D xipuaddy
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Figure C-11

INCIDENT REPORT FORM

Case No. State v.
Date Time
Location

Deputy/Bailiff

Be accurate, brief, concise, and fully explanatorv.

Describe Incident

Signature Date
Supervisor 7 B ‘ Date
Page of _. Pages.

Q.
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Appendix D

BOMB THREAT REPORT FORM!

INSTRUCTIONS: BE CALM. BE COURTEOUS. LISTEN, DO NOT INTERRUPT THE CALLER. NOTIFY
SUPERVISOR/SECURITY OFFICER BY PREARRANGED SIGNAL WHILE CALLER IS ON LINE.

Date Time
Exact Words of Person Placing Call:

QUESTIONS TO ASK:
. When is the bomb going to explode?
. Where is the bomb right now?
. What kind of a bomb is it?
. What does it look like?
. Why did you place the bomb?

L L R =t

TRY TO DETERMINE THE FOLLOWING (CIRCLE AS APPROPRIATE)
Caller's Identity: Male Female Adult Juvenile Age___. - years
Voice: Loud Soft HighPitch Deep Raspy Pleasant Intoxicated Other
Accent: Local NotLocal Foreign Region
Speech: Fast Slow Distinct Distorted Stutter Nasal Slarred Lisp
Language: Excellent Good Fair Poor Foul Other
Manner: Calm Angry Rational Irrational Coherent Incoherent Deliberate

Emotional Righteous Laughing Intoxicated
Background Noises: Office Machines Factory Machines Bedlam Trains Animals Music

Quiet Voices Mixed Airplanes Street Traffic Party Atmosphere

ADDITIONAL INFORMATION:

ACTION TO TAKE IMMEDIATELY AFTER CALL: Notify your supervisor/security officer as instructed. Talk to no one
other than instructed by your supervisor/security officer.

RECEIVING TELEPHONE NUMBER

PERSON RECEIVING CALL

San Diego County Sheriff’s Department, Manial of Policies and Frocedures (San Diego, California: 1975), No.3.3.9,p. 2.
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Appendix E

BOMB SEARCH PROCEDURE

Once the decision has been made to search for a reported
bomb on the premises, the search parties or teams are vital to FIGURE E-2
the mission’s success, Usually, the search party is made up of EXPLOSIVE DEVICE SEARCH PROCEDURE:
volunteer employees or supervisors most familiar with the ROOM P ARTITfON *
area; they work under supervision of a security officer. No
one knows an srea better than the people who work there; ,
they can spot unfamiliar items at once. -

Each team should have one person in charge. The room or ~ : \ /
area to be searched should be divided into one zection for each X
person. Figure E-1 shows how to divide the room into three B
levels based. on height. The first height selected and the first
room-searching sweep should start at the end of the room divi- l]]
sion line. This starting point will be the same.for each succes- O
sive searching sweep (see figure E-2). :

The searchers should start back to back and look around the Y
room;, with each person working toward the other, checking all
items on the floor near the wall and on the wall up to waist
height. Next, there should be a check of all items in the middle
of the room up to waist height.

The second room sweep usually consists of searching the
area from the waist to the chin or top of the searcher’s head.
The third sweep will cover areas above the searcher’s head,
up to the ceiling. A fourtlf sweep may be needed to check faise
or suspended ceilings.

)

(starrYsrart)

Each search team must make one of two reports to the secu- i
rity officer: N 3 )
1. The area is found to be clear of suspicious objects, or \'l
2. The location and description of a suspicious object.
Security officers should immediately notify the command Source: San Diego County Sheriff's Department, p. 5.
post of all reports. . ——— e
THIRD SWCH HEIGHT TO CEILING
T — T T e T T T T — ————
SECOND SEARCH HEIGHT
~ —— s TO TOP OF HEAD
- ‘
~N FIRST SEARCH HEIGH'T~
~
~N
"FIGURE E-1
EXPLOSIVE DEVICE SEARCH PROCEDURE: < NG
SEARCH ASSIGNMENT HEIGHTS N ~
‘ AN
Source: San Diego County : AN N
Sheriff's Department, p. 4. \ AN ~
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Appendix F

BOMB DETECTION AND DISPOSAL ASSISTANCE

FEDERAL BUREAU OF INVESTIGATION BOMB DATA CENTER

The FBI Bomb Data Center (BDC}) provides up-to-date
statistical and technical information and training to participat-
ing law enforcement agencies responsible for responding to
and investigating bombings and bomb threats.

Services offered to participating agencies by the BDC
include:

1, Testing and dissemination of results of selected items
for bomb handling and detection;
2. Dissemination of results of tests conducted by partici-
pants in the BDC program; '
3. Collection, analysis, and distribution of data on bomb
incidents;
4, Publications with information about explosives and
improvised explosive devices;
5. Training assistance:
a. Loan of 35mm slide presentation
b. Regional specialized training for investigators and
bomb technicians;
6. Response to written inquiries;
7. Rapid dissemination of selected information via the
Law Enforcement Teletype Service (LETS).

9

For information on how to participate in the BDC program,
contact the nearest FBI Field Office.

U.S. DEPARTMENT OF TREASURY,
BUREAU OF ALCOHOL, TOBACCO,
AND FIREARMS EXPLOSIVES ACADEMY

The Bureau of Alcohol, Tobacco, and Fircarms (ATF) has
established the Explosives Academy at the Federal Law En-
forcement Training Center at Glynco, Georgia to train primar-
ily ATF agents in explosives detection and handling. After
1978, the program will be expanded to include state and local
law enforcement agencies. However, local field training is now
offered to law enforcement agencies.

For further information about the Explosives Academy and
local field training programs, contact the nearest ATF District
Office, Special Agent in Charge.
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TABLE OF CONTENTS FOR A MCDEL ‘ e
BAILIFFS’ MANUAL OF INSTRUCTIONS AND PROCEDURES

Part I

BAILIFF DETAIL OPERATION

CHAPTERI GENERAL PROVISIONS

100.
101.
102.
103.

Title

Purpose of Manual
Abbreviations
Code Sections

CHAPTER II OBJECTIVES AND ORGANIZATION

200.
201.
202.
203.
204.

OF BAILIFF UNIT
Policy of the Section
Attendance at Superior Court
Sheriff to Act as Court Crier
Responsibilities of Detail
Organization of Section

CHAPTER . II1 RESPONSIBILITIES OF BAILIFF’S

300.
301.
302.
303.

UNIT PERSONNEL
Divisional Supervision
Bailiff’s Detail Lieutenant
Deputy Sheriff -—— Supervising Bailiff
Deputy Sheriff — Bailiff

Part II

JUDICIAL SYSTEM OF STATE

CHAPTER 1V STATE COURT SYSTEM

400.
401.
402.

History of State Superior Court System in Countyk
Divisions of Judicial System
Jurisdiction of the Courts

CHAPTERYV STATE JURY SYSTEM

500.
501.
502.
~ 503,
504.
50s.
506.
507.
508.
509.

Trial by Jury — Authority for

Jury Defined

Types of Juries

Grand Jury — Authority for

Grand Jury Defined

Selection of Grand Jurors

Grand Jury Foreman: Appointment of
Foreman Pro Tem

Grand Jury Qath

Powers and Duties of Grand Jury

510.
511.
512.
513.
514.
515.
j16.
517.
518.
519.
520.
521.
522.
523.
524.
525.

Indictment Defined

Fees for Grand Jury

Period of Grand Jury Service

Trial Jury Defined

Number of Members: Trial Jury

Panel Defined

Persons Competent to_Act as Jurors
Persons Not Competent to Act as Jurors
Exemptions From Service

Selection of Jurors: County

Selection System

Selection and Listing of Jurors

Duties of Sheriff or Marshal in Summonmg Jurors
Trial Procedure Summation

Fee for Trial Jurors

Jury of Inquest Defined

Part I

BAILIFF’S DUTIES AND RESPONSIBILITIES

CHAPTER VI GENERAL DUTIES OF BAILIFF

600.
601.
602.

General Rules and Regulations
Courtroom Procedures
Court Trials (Nonjury)

CHAPTER VLI THE BAILIFF AND JURY TRIALS -

700.
701.
702.
703.
704,
705,
706.
707.
708.
708.
710,
711.
712.
713.
714,
715.
716.
717.

o | Y

Formation of Trial Jury

Jury Panels

Clerk to Prepare Calendar

Order of Disposing of Issues on Calendar.
Drawing Names of Jurors.

Definition and Division of Challenges
Panel Defined

Chalienge Defined

What Challenge is Founded Upon
When and How Challenge Taken
Defendant: Right to Challenge

Kinds of Challenge to Individual Jurors
Preemptory Challenge

Challenge for Cause

Examination of Jurors

Seating Jurors =

Jury to'be Sworn

Presence of Defendant
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718.
719.
720.
721.
722.
723,
724.
725.
726.
727.
728.
729.
730,
731.
732.

733.
734.
735.
736.
737.
738.
739.

740.
741.
742.
743.
744,

Order of Trial (Criminal)

Instruction to Jury: Criminal Frial

Order of Trial (Civil)

Court Recesses

Jury Admonished at Adjournment

View of Premises by Jury

Proceedings If Juror Becomes Iil

Instructions to Jurors

Bailiff’s Qath

Bailiff’s Oath : Alternate Jurors

Alternate Juror (Female)

Custody of Jury Before Submission

Decision or Retirement of Jury

Orderto Deliberate

Papers and Exhibits That May Be Taken to Jury
Room

Verdict and Instruction Forms

Bailiff to Direct Jurors With Signal System

Bailiff to Acquaint Jurors With Signal System

Bailiff’s Duty to Inform Court

Return of Jury for Information

Return of Jury for Polling

Jury Not To Be Discharged After Case Submitted
{Exceptions) '

Manner of Taking Verdict

Polling Jury (Further Deliberation)

Recording of Verdict

Preserice of Defendant on Return of Verdict

Grounds for New Trial
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Accommodations for Jury

Juries to be Supplied with Food and Lodging
Jurors’ Fees

Report of Expense for Jury Maintenance
Allowances for Expenses

Notification — Requirements for Meals
Notification — Overnight Jury

Hotel Cancellation

Court Policy Toward Jurors

Alcoholic Beverages — Jurors
Alcoholic Beverages — Bailiff
Notification — Jury to be Locked Up
Transportation: of Jurors — From Court
Jurors’ Hotel Rooms

Recording of Room Assignments
Feeding Overnight Jurors

Purchases for Jurors

Jurors® Room Security

Bailiff to Attend Jury at All Times
Railiffs or Matron: Visiting

Posting of Jury Guards

Bailiffs Ready for Emergencies

Itlness of Juror

Transportation for Return to Court
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CHAPTER IX RESPONSIBILITY FOR PRISONERS

900.
901.
902.
903.
904.
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906.
907.

908.
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911.
912.
913.
914.
915.
91e6.
917.
918.

Ordering Prisoners

Disposition of Case

Late Order for Prisoners

Notification: Failure of Prisoner to Appear

Defendant on Bail

Security and Availability of Prisoners to Courtrooms

Security of Prisoners in Court

Conferring with Prisoners in Court During
Calendar: Who Allowed

Security of Prisoner During Trial

Security of Prisoners During Court Calendar

Security During Court Recess

Lunch Arrangements for Prisoners

Prisoners Considered Security Risks

Side Arms in Court

Prisoner Escape

Escape in Transit While in Custody of Bailiff

Immediate Followup of Escape

Written Report of Escape

Sick Prisoners

CHAPTER X SPECIALIZED BAILIFF ACTIVITIES

1000.
1001.
1002.

1003.
1004.

1005.
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1007.
1008.
1009.
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1011,

Incustody Defendants: Ordered Released

Defendant on Bail: Not Guilty or Case Dismissed

Defendant on Bail: Found Guilty, Judgment
Suspended, Probation Ordered, etc.

Remanded Defendants

Return of Prisoners to Courthouse Jail After
Calendar

Juvenile Court QOperation

Juvenile Court Jurisdiction

Juvenile Court Bailiff

Predetention Hearings: Juvenile

Regular Court Hearings

Psychiatric Court

Bailiff’s Responsibility: Psychiatric Court

Part IV

SECURITY ALARM SYSTEMS

CHAPTER X1 COURT SECURITY ALARM SYSTEMS
1100. Location of Security Alarm Buttons
1101. Location of Security Alarm Response Stations

CHAPTER XII COUNTY TREASURER’S OFFICE

ALARM SYSTEM

CHAPTER XIII DISTRICT ATTORNEY’S EVIDENCE

ROOM ALARM
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Appendix H
Yes No
EXTERIOR )
Perimeter (e.g., fences, gates)

1. Is the perimeter of the courthouse grounds clearly
defined by a fence, wall, or other type of physical
barrier?

2. Briefly describe the barrier and its condition.

3. Does the barrier limit or control vehicle or pedestrian
access to the courthouse?

4. Are gates solid and not in need of repair?

5. Are gates locked properly?

6. Are gate hinges secure?

Lights

1. Is the entire perimeter lightéd?

2. Are lights on all night?

3. Are light fixtures suitable for outside use
(i.e., weather~ and tamper-resistant)?

4, Are lights and wiring inspected regularly?

5. Lights are controlled:

a. automatically
b. manually
6. Are control switches inaccessible to unauthorized
o persons?

7. Do any exterior or perlmeter lights have an aux111ary
power source?

8. - Excluding parklng areas, describe 11ght1ng of the

" building grounds: .
a. fully illuminated
b. partially illuminated
¢. not illuminated

9. Is the exterior of the building (particularly entry
points) sufficiently lighted to discourage unlawful
entry attempts or. placement of explosives against
the walls?

N

N

O
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lo‘

Yes
Are public areas (including parking spaces and
walkways) sufficiently lighted to discourage
attacks against persons or vehicles?

COURT SECURITY

No

Parking Areas

l.

10.

11.

12.

13.

14.

15,

16.

17.

18.

19.

- Are parking spaces reserved by number?

Is entry to and exit from parking areas controlled
by:
a. guard

b. an electrically operated gate

¢. other (specify)

Who provides the guard service?

What hours are guard services provided?

Are parking areas watched by CCTV?

Are frequent inspections made of parking area and
vehicles not guarded or monitored through CCTV?

Is a reserved parking lot on courthouse grounds?

Is the reserved area closed or locked during
nonbusiness hours?

Is the reserved area protected by a fence?

Are signs posted there?

Do reserved parking spaces block access to the
courthouse by fire or other emergency vehicles?

Is there reserved parking for judges?

Is there rescrved parking for court staff?

Is there reserved parking for jurors and witnesses?

Does any one else have reserved parking?

(specify)

Are parking spaces reserved by name?

Is access to the garage strictly controlled?

Are there adequate communications equipment and
an alarm at the guard station in the garage?

Is there direct access for jidges from the garage
to nonpublic elevators or restricted corridors?
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Landscaping

1.

Do landscape features provide places for potential
intruders to hide?

Are there items such as bricks, stones, or wooden
fence pickets which could be used by intruders as
weapons, missiles, or tools?

If so, describe items.

BUILDING

Doors, Windows, Other Openings

1.

10.

11.

12,

13.

Are all exterior doors at least 1 3/4 inch solid
core wood, metal clad, or metal?

Are all exterior doors properly equipped with
cylinder locks, deadbolts, or quality padlocks
and hasps?

Are doors with winddws equipped with double-
cylinder locks or quality padlocks?

Are all exterior doors equipped with intrusion
alarms? ‘

Are all hinge pins internally located, welded, or
otherwise treated to prevent easy removal?

Are doors with panic, or emergency, hardware also
fitted with anti-intrusion bars?

Do doors with panic locks have auxiliary locks
for use when the building is not occupied?

Are exterior locks designed or exterior door
frames built so that the door cannot be forced
by spreading the frame?

Are exterior locks firmly mounted so that they
cannot be pried off?

Are exterior door bolts protected or constructed
so that they cannot be cut?

Are exterior padlocks in place when-doors are
unlocked?

Are exterior door padlock hasps installed so
that the screws cannot be removed?

Are exterior door padlock hasps made with a
grade of steel difficult to cut? ‘

Appendix H

Yes No
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14.

15.

l6.

17.

18.

19.

20.

21.

22,

23.

24.

25,

26.

27.

28.

29,

COURT SECURIY
Yes No

Are all unused doors permanently locked?

Are windows that could be used for entry protected
with:

a. locking devices

b. metal bars

c. mesh

d. intrusion alarms

e. other (specify)

Are window bars and mesh securely fastened to prevent
easy removal?

Are windows on the ground floor made of tempered
glass or ballistic plastic?

Are all windows not needed for ventilation perman-—
ently sealed or locked?

Are openings to the roof (doors, skylights, etc.)
securely fastened or locked from the inside?

Is internal access to the roof controlled?

Is the roof accessible by means of:
a. fire escape

b. another building

c. a pole or tree
d. other (specify)

Do roof openings have intrusion alarms?

Are openings to the building (e.g., tunnels, utility
and sewer manholes, culverts, service ports) properly
secured?

Is a key-control system in effect?

Who is responsible for the key control system?

Are building entrance keys issued on a limited
basis?

Are master keys kept securely locked and issued
on a strietly controlled basis?

Can the key-control officer replace locks and
keys at his discretion?

Must duplication of keys be approved by the key-
control officexr?
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Yes No
30. Is the number of entrance doors in use reduced
to the minimum necessary?

31. Do judges and court officers have a private
entrance to the building?

Ceilings, Walls
l. Do all walls extend to the ceiling?

2. Are drop or removable ceilings used in the court-
house?

3. Where?

Emergency Power System
1. Is the main power source dependable?

2. Is there a dependable auxiliary power source for
emergencies?

Alarms
1. Does the courthouse have an intrusion alarm system? —m -
2. Does the system meet Underwriters' Laboratories
standards? '

3. Is the system regularly tested?

4, How often?

5. Is the system covered by a service and maintenance
contract?

6. If not under contract; who provides the service
and maintenance?

7. Was the alarm system properly installed?

8. Where does the system terminate?
a; -sheriff's department
b. local law enforcement office
c. commercial control station
d. other (specify)

9. Is there an emergency power source for all alarms?

10. .Does the emergency power géurce cut in automatically?

11. Are records maintained of all alarm signals
(e.g., time, date, location, cause, and action
taken)?

d
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12'

13.

14.

COURT SECURITY

Yes No

Who keeps these records?

What is the response capability (in time and manpower)?

What are the weaknesses or gaps in the existing alarm
system? ‘

and Vaults

Are safes and vaults equipped with an alarm system?

What type of alarm system?

Protection

1o.

11.

Does the courthouse comply with local fire codes?

Does the fire marshal routinely inspect the courthouse?

When was the courthouse last inspected by the fire
marshal?

Did the fire marshal approve the building?
If not, why?

Does the building have fire alarms?

Does the building have smoke detectors?

Does the building have a sprinkler svstem?

Does the building have fire extinguishers?

Does the building have emergency fire hoses?

Does. the building have an adequate watexr supply?

Does the building have standpipes?

Utility Control Points

1!

Are utility and plumbing access plates and doors
locked or sealed when not in use?

Attics, Basements, Crawl Spaces,

Air-conditioning and Heating Ducts

1.

2.

Do basement doors have intrusion alarms?

Are basement doors securely fastened or locked
when not in use? ~

Are doors to basements, utility rooms, boiler

rooms, crawl spaces, and attics locked when not
in use?
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4ﬁ

Are crawl spaces secured from unauthorized entry?

5. Are air-conditioning and heating vent openings in

public areas secure from tampering?
Elevators
1. Are private elevators provided for judges?
- 2., BAre certain elevators used exclusively to move

prisonexrs?

3. Are prisoner elevators marked "Not for Public Use"?

4, BAre prisoner ele ators controlled by key?

5. Are prisoner elevators programmed to bypass floors?

6. Do elevators separate prisoners from escorts by
metal bars or grilles?

7. Are prisoner elevators egquipped with:

a. alarms

b. telephones

c. CCIV

d. other (specify)

Storage Areas forxr Arms and Dangercous Substances

1.

10.

Which of the following dangerous sSubstances are
stored in the courthouse?

a. weapons

b. ammunition

c. tear gas

d. other (specify)

Are dangerous substances stored in a restricted area?
Are dangerous substances stored in a. secure rcom?
Does the storage area have an intrusion alarm?

Is the door there solidly constructed?

Are hinge pins concealed or welded to prevent removal?
Does this door have an adequate cylinder lock?

Does this door have an adequate padlock?

Do‘windows in the storage axea have Steel bars,
or mesh, or are they permanently sealed?

Is the storage area well ventilated?

Vo
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Yes No
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1l.

12.

Does the storage area have fire detection equipment?

Does the storage area have a sprinkler system?

Communications

1.

2.

3.

i0.

11.

12,

13.

14.

15.

Are conmunications adequate?

If not, what 1s needed?

What communications are available in the courthouse?
a. telephone

b. radio

c. telegraph

d. teletype

e. public address system

€. other (speciiy)

Is there more than one communications system used
exrlusively by security personnel?

Is there more than one communications system used
exclusively for security purposes?

Who operates the public address system?

Radios in the courthouse consist of:
a. sSheriff's base station
b. unit in security or bailiff's office
netting to sheriff's base station
¢. hand-held portables used by bailiffs
d. hand-held portables used by security officers
e. other (specify)

Can radios net with:

a. local police

b. state police

¢. other sheriffs' departments
d. other {(specify)

Is maintenance of radio equipment adequate?
Do base stations have an auxiliary power source?
Is there a duress code signal?

Do all telephones go through a building switchboard?

“Does the switchboard have any security safeguards?

Can teletypes communicate with outside security
agencies?

Whiph agencies?

Yes

COURT SECURITY

No
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Yes. No

Storage Areas for Records

1.

2.

3.

6.

Are fire detection devices in the records storage area?

Is a sprinkler system in the records storage arsa?

Are current records stored during nonbusiness hours
in locked rooms or locked filing cabinets?

Are records storage areas inaccessible to unauthorized

persons?

Are there checkout procedures for all records?

Is space available in or near the clexk's office
for the public to review documents?

Public Areas (Waiting areas, rest rooms, hallways)

1.

2'

3.

Are public waiting rooms routinely searched?

Are waiting rooms next to courtrooms?

Are drop or removable ceilings used in waiting rooms?

Are public rest rooms routinely searched?

Are rest rooms next to courtroowms?

Are drop or removable ceilings used in rest rooms?

Do any trash receptacles allow easy concealment of
contraband?

Are directions (directories and floor plans, if
appropriate) clearly posted in all public areas?

Offices Handling Money

ll

2.

Does the cashier's window have security features?

Is a large amount of cash in the office overnight
or on weekends?

Is there an adequate séfe, vault, or strongbox?

Is the safe approved by Underwriters' Laboratories?

Are safes weighing less than 750 pounds securely
fastened to the floor, wall, or set in concrete?

Are combinations changed when personnel leave?

When was the combination last changed? e

o 7.

Appendix H
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lOQ

11.

12.

13.

COURT SECURITY

Is the safe or vault protected by an intrusion
alarm?

Where does the intrusion alarm terminate?

—

What is the response to an alarm (in time and manpower)?

Is there a duress alarm in these offices?

Where do the duress alarms terminate?

Who escorts the employee carrying money to the bank?
a. sheriff

k. local police

c. state police

d. other (specify)

e. no one

Courthouse Procedures

1.

10.

11.

Is there a security procedures manual for the
courthouse?

Are all data current and correct?

Are emergency plans current?

Is responsibility for declaring an emergency
clearly fixed?

Is the authority and chain of command in emergency
plans clear and accurate?

Are all emergency plans subject to periodic review
and updating?

Is there a procedure for handling medical emergencies
involving the general public?

Is first aid equipment, including oxygen, provided
throughout the courthouse?

Is that equipment periodically checked and tested?

Is there a designated security officer for the
courthouse?

Is there a security guard on duty after normal

.working hours?
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12.

13.

14,

15.

16.

17.

18.

19.

20.

If so, when and what hours?

Is there a procedure for routine daily inspection of
the courthouse?

Are tenants given periodic instruction about the
various emergency procedures?

Are support agreements with other agencies written
or informal?

Are periodic fire and evacuation drills held?

Are periodic security conferences held with:
a. Jjudges

b. attorneys

c. ‘tenants

d. supervising personnel

€. custodial personnel

Are security plans coordinated with appropriate
local, state, and federal agencies?

Are public, private, and prisoner circulation
patterns separated and well defined?

Is there a routine inspection of packages and
shipments entering the courthouse?

COURTROOMS AND RELATED AREAS

Courtrooms: Location

1.

Do spaces above, below, and next to the courtroom
present a security hazard?

Courtrooms: Doors, Windows, Other Openings

1.

2.

3.

Are all unused doors secured?
Are the keys to all doors strictly controlled?

Are there separate entrances into the courtroom
for:

a. judges

b. dincustody defendants

c. spectators

Is the prisoner entry door far enough from:the public
seating area to prevent passing contraband?

Are all windows draped to obscure vision (particularly:

of the bench) from outside?

Appendix H

Yes No
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Yes No

Courtrooms: Lights
1. Is there emergency lighting?

2. Are lights key controlled?

Courtrooms: Furnishings
1. Is the main area or well separated from the spectators
by a barrier?

2. Is the judge's bench closed at both ends to restrict
access from the well?

3. Are the Jdefendant's chair and the witness chair
bullt to allow use of :estraints?

4. Are spectator seats solidly built and fastened to
the floor?

5. Are potential weapons, such as drinking glasses,
water carafes, and ash trays, kept out of the
defendant's reach?

Courtrooms: Security Devices

1. Are routine checks made of:
a. alarms
b. emergency lighting
c. metal detectors

2. Are metal detectors available for use?

3. Is the bench reinforced to make it bullet resistant?

4. With what?

5. Is there a duress alarm in the courtroom?

6. Are duress alarm buttons installed at:
a. the bench
b. clerk's station
c. bailiff's station
d. . chambers
e. Judga's secretary's desk
f. other (specify)

7. Does this alarm have an audio-monitor capability?

8. Is there an acceptable response capability for
courtroom duress alarms?

9. Does the courtroom have a telephone?

10. Does the courtroom have a public address system?

110
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11.

12.

l3l

14.

Does the courtroom have a radio transmitter?
Is the bailiff equipped with a portable transceiver?

Does the transceiver net with:
a. sheriff's base station

b. security office
c. other (specify)

-

Are additional restraining devices available for use
in the courtroom?

Courtrooms: Security Procedures

1.

7.

Is there a policy for firearms to be carried into the

courtroom by:

a. bailiffs

b. law enforcement officer witnesses
¢.  law enforcement officer spectators
d. other (specify)

Are bailiffs armed in the courtroom?
Are bailiffs in uniform?

Are prisoners kept in restraints except when in
the courtroom?

Are there procedures for the emergency evacuation
from the courtroom of:

a. prisoners

b. Jjudges

c. Jjurors

Do balliffs understand procedures for emergency
evacuation of prisoners from the courtroom?

Is there a procedure for a search screen operation
for entry to courtrooms?

Judggs' Chambers and Related Offices

1.

Are judges' chambers routinely searched for contra-

band by bailiffs or secretaries?

Is visitor access controlled by clerks, bailiffs,
and/or secretaries?

Which?

Are suspicious packages or letters examined before
delivery to judges? :

Do these chambers have more than one means of entry.

and exit?

®
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Yes No

6. Do doors have automatic closing and locking hardware?

7. Are the chambers routinely locked when the judge is
nct present?

8. When occupied by the judge, are the chambers' doors

usually:
a. open
b. closed

c. lockead

9. Are outside views, particularly of judges' desks,
obscured?

10. Arée judges routinely escorted between parking
areas, chambers, and the courtroom?

11. Are judges escorted between parking areas, chambers,
and the courtroom during high-risk or sensitive trials?

12. Do chambers have duress alarms?

13. Is there acceptable response capability for these
alarms?

l4. Do any judges carry firearms?

15. Do any judges keep firearms in their chambers?

16. Do any judges keep firearms at the bench?

Witness Waiting Rooms
l. Are witness waiting rooms provided?

2. Is it possible to separate prosecution and defense
witnesses?

3. Is public access to waiting rooms restricted?

4. Are light switches located outside the waiting
rooms?

Attorneyv-Client Conference Rooms
1. Are rooms provided in the courthouse for attorney-
client conferences?

2. Are these rooms secure?

3. Do the rooms have drop or removable ceilings?

4, Can the rooms be locked?

5. Are the rooms routinely searched for contraband
before and after use?

6. Are conferences visually observed at all times?
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Jury Deliberation Room

1.

6.

Is the jury deliberation room next to the courtroom
or accessible through a controlled passage?

Are the windows draped?

Are rest rooms provided as an integral part of
the deliberation area?

Is the deliberation room soundproofed well enough
to prevent unauthorized persons from eavesdropping?

Is the deliberation room routinely searched for
contraband before occupancy?

Is the deliberation room locked when unoccupied?

Prisoner Reception Area

1.

Are prisoners brought from jail to the reception
area in the courthouse by:

a. elevator

b. stairway

c. tunnel

d. bridge
e. vehicle
£f. foot

Do prisoners brought from outside the courthouse
enter through a:

a. public entrance

b. private entrarce

c. Sally port

Is the area equipped with gates that can close the
area to the public?

Is there more than one means for Vehicles to exit
from the area?

Are gates electronically controlled from a remote
station? '

Is an interlocking system used so that the outer
gate can be .closed and locked before the door to the
building is opened? ’
Is this area monitored by CCTV?

Is this area used exclusively for prisoner movement?

Is the entrance for prisoners out of public wview?

Yes

¢
&
s
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Yes

Restricted and Secure Passageways

1.

10.

Do prisoners walk through public areas when going

COURT SECURITY

No

from temporary holding areas to court?

Are restricted passages also used by judges and
court staff?

Are restricted or secure passageways monitored by
CcCcrv?

Are law enforcement officers required to leave guns
in locked cabinets before entering restricted or
secure passages?

Are restricted passageways locked with keys that

cannot normally be duplicated ccmmercially?

Are keys to secure passageways issued to people
other than sheriff's personnel?

Are security staff forbidden to remove secure
passageway keys from the building?

Are the stairways used for prisoner movement
adequately lighted?

Are stairways and stairwells enclosed with
protective metal grilles?

Are stairways monitored by CCTV?

Temporary Holding Areas

L.

Are temporary holding facilities located in the
court building?

If not, where are prisoners held?

How many tempor..ry holding cells are there?

Are prisoners moved from the reception area to a
temporary holding area by a secure or restricted:
a. elevator

b, stairway

c¢. tunnel

d. bridge

Do temporary holding cells open directly into:
a. . the court

b. a restricted passage

Are adequate toilet facilities available for

prisoners?
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10.

11.

12.

13.
14"
15.

16,

17.

1s.

19.
20.

2.
22.
23.

24.

Tes
Are lights for the holding area controlled from
outside the cells?

Appendix H

No

Do cells have emergency lights?

Do cell doors have observation ports?

Is at least one holding cell equipped for audio
and/or visual coverage of courtroom proceedings?

How are cell doors locked:
a. electrically

b. manually

Are cell doors locked and unlocked from:
a. a remote command center

b, directly

¢. both

Are keys to temporary holding cells issued to
people other than sheriff's personnel? '

Are temporary holding areas locked with keys that
cannot normally be duplicated commercially?

Are cells and areas used by prisoners routinely
searched for contraband before and after use?

Are cells built securely and in a way that reduces
opportunities for self-inflicted injuries by

prisoners?

Are law enforcement officers required to leave
guns in locked cabinets before entering temporary
holding areas?

Are prisonexrs kept in restraints except when in
the cell?

Are additional restraining devices available?

Are telephones available?

Are juveniles routinely separated from other
prisoners?

are females routinely separated from other
prisoners? :

Do prisoner feeding procedures present escape
opportunities?

Are there procéduies for the emergency evacuation

of priscners from temporary holding areas?

((\\:»:-
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25, Do security and transportation officers understand
procedures for emergency evacuation of prisoners
from temporary holding areas?

Security Equipment Storage Area
1. Are the number of gun cahinets adequate?

2. Are storage areas locked with keys that cannot
normally be duplicated commercially?

Prisoner Procedures
1. Is there a procedure for handling the medical
emergencies of prisoners?

116
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- Appendix I

SAFE CLASSIFICATIONS AND FIRE RATINGS*

SAFE CLASSIFICATIONS
‘g}aésiiicatiop** . DI - Doors Walls 5
. A L Lo oteol less than 1 1n(,h thxck or iron Body of steel less than 1% inch thick
B o / 4 Steex at least 1 mnh thlck Body of steel at least 1 inch thick
,
BR AR o " Steel at least 1% mcheﬁ thick, safe or Body of steel at least 1 inch thick
A | chest bearing the label UL
- E R 'I(ool-Resisting Safe TL-15
‘ Cot e S . : . .
C o S Steel,u least 2 inches Body of steel at least 2 inchies thick
: /“ s s Sy L .
B i) selie . Steel agleast 2 inches Body of steel at least 2 inches thick
f ;'*' - ! Sieel at least 2 inches. Within a Body of steel at least 2 inches thick. ,
P e vauplt: steel atleast 2 inches Within a vault: body of steel iess than
" , . s 15 inch thick, or iron ‘
F- e D At leasf :tWQ’:; Steel aggregating 5 Body of steel =t least 2 inchi:s thick
‘ . inches or mofe in thickness and no ,
dopr less than 1 inck thick
_ G Ronad lug-type steel at least 1¥2 Body of steel at least 1 inch thick
Y . inches thick, equipped with at least a encased in at least 6 inches of Y
' / el two:mqgement time: lock reinforced concrete .
4 T / . - ::
L h Alsb inclrded are safes or chests bearing one of the following labels: R
R UL Tool-Resisting Safe TL-30 , L=
N - ’lorch and Explosive-Resisting Safe TX—60 s
N I‘orc;h-R esisting Safe TR-60 : :
s / '%?r‘)rch and Tool- Reustmg Safe TRTL—BG G
" ’ Vo ? »" " ci £y S
gl B
g Ve , =
i ! -
(AP -
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Classification

I Safe or chest bearing one of the following labels:
Torch and Tool-Resisting Safe TRTL-60
Tool-Resisting Safe TXTL-30

Source: International Association of Chiefs of Police (IACP), ““Safes and Vaults,”’ The Public Security Center (Gaithersburg,
Maryland: 1973), p. 2

FIRE RATINGS FOR SAFES

1. General fire-resistance index based on fire conditions

Rating Fire Condition
one hour light fire
two hours moderate fire
four hours severe fire

2. Fire resistance classification

Class C: One-hour resistance to fire reaching 1700° F, with internal temperature remaining less than 350° F. The safe is also tested
for combined explosion and impact. In one test, the units are preheated to 2000° F for 30 minutes, then hoisted 30 feet
and dropped. After cooling, the safe is again heated to 1500° F.

Class B: Two-hour resistance to 1850° F, with interior temperature not going above 350° F. In addition, the same explosion and

‘ impact tests are conducted as in class C.

Class A: Minimum four-hour resistance to 2000° F before the interior temperature goes above 350° F, The class A safes are also
tested for explosion and impact.

Source: IACP, p.3
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Appendix J

SELECTED STANDARDS, REPORTS, AND GUIDELINES
PREPARED BY THE NATIONAL BUREAU OF STANDARDS
LAW ENFORCEMENT STANDARDS LABORATORY

The following were available from the National Bureau of
Standards as of October 1977. Single copies are free from the
National Criminal Justice Reference Service, U.S. Depart-
ment of Justice, Washington, D.C. 20531. Buy multiple copies

STANDARDS

NILECIJ-STD-0101.00, March 1972. Ballistic Resistance of
Police Body Armor (stock no. 2700-00155; price $.25)

NILECJI-STD-0103.00, May 1974. Portable Ballistic Shields
(stock no. 2700-00253; price $.55)

NILECI-STD-0104.00, October 1974. Riot Helmets (stock
no. 2700-00286; price $.65)

MNILECJ-STD-0106.00, September 1975. Ballistic Helmets
(stock no. 027-000-00370-2; price $.35)

NILECJ-STD-0201.00, September 1974. Fixed and Base Sta-
tion FM Transmitters (stock no. 2700-00283; price $.65)

NILECJ-STD-0202.00, October 1974. Mobile FM Trunsmit-
ters (stock no. 2700-00287; price $.70)

NILECJ-STD-0203.00, October 1974. Personal/portable FM
Transmitters (stock no. 027-000-00293; price $.70)

NILECJ-STD-0204.00, December 1976. Fixed and.Base
Station-Antennas (in press)

NILECJ-STID-0205.00, May 1974. Mobile Antennas (stock
no. 2700-00250; price $.55)

NILECJ-STID-0206.00, September 1975. Fixed and Base
Station FM Receivers (stock no. 027-000-00258-3; price
$.55)

NILECJ-STD-0207.00, June 1975, Mobile FM Receivers
(stock no. 027-00344-3; price $.65)

NILECJ-STD-0208.00, Octobéer 1975. Personal/Portable FM
Receivers (stock no. 027-000-00366-4; price $.45)

NILECJ-STD-0211.00, June' 1975. Batteries for Personall
Portable Transceivers (stock no. 027-000-00342-7; price
$.65)

NILECJ-STD-0213.00, December 1976. FM Repeater Sys-
tems (in press)

NILECJ-STD-0301.00, March 1974, Magnetic Switches for
Burglar Alarm Systems--(stock no. 2700-00238; price
$.65)

NILECJ-STD:0302.00, May 1974. Mechanically Actuated
Switches for Burglar Alarm Systems (stock no. 2700-
00258; price $.55)

NILECF-STD«0303.00, - May 1974. Mercury Switches Jor

" Burglar Alarm Systems (stock no. 2700-00254 price

$.55)

0

from the Superintendent of Documents, Government Printing
Office, Washington, D.C. 20402, GPQ orders should cite the
document stock number and. include remittafice. There is a
minimum charge of $1.00 for each mail! order.

NILECJ-STD-0304.00, June 1975. Passive, First-Generation
Night Vision Devices (stock no. 027-000-00325-7; price
$.80)

NILECJI-STD-0305.00, June 1975. Active Night stton De-.
vices (stock no. 2700-00346; price $.95)

NILECJ-STD-0306.00, May 1976. Physical Security of Door

Assemblies cnd Components (stock no. 027-000-00402-4;
price $.85)

NILECJ-STD-0308.00, March 1977. Sound Sensmg Units for
Intrusion Alarm Systems (stock no. 027-000-00452-1;
price $.45)

NILECJ-STD-0601.00, June 1974. WaIk—Through Metal De-
tectors for Use in Weapons Detectton (stock no. 2700-
00256; price $.65)

NILECJ-STD-06G2.00, October 1974. Hand-Held Metal De<’

tectors fo'r Use in Weapons Detection. (stock no. 2700-
00285; price $.65) .

NILECJ-STD-0(603.00, June 1975. X-Ray Systems for Bomb ‘

Disarmament (stock no. 027 -000-00343-53 price $.45)

REPORTS: ol ‘
LESP-RPT-0203.00, June 1973. Technical Terms and-Defini-
tions Used with Law Enforcement Communications

Equipment (Radio Antennas, Transmitters, and Recetv-

ers) (stock no, 2700-00214; price $1.55)

LESP-RPT-0204.00, May 1974. Voice Privacy Equipinent for

Lawv Enforcement Communication Systems (stock no.
2760-00260; price $.65)

LESP-RPT-0206.00, October 1974. Repeaters for Law En~‘ ;
Jorcement Communication Systems (stock fio, 027-000-

00288-9; price $.65)

g

LESP-RPT-0305.00, October 1974. Terms and Definitions for” w

Intrusion Alarm Systems (stock no. 027-000- 002901
price $.65) °

LESP-RPT-0309.00, OCtober 1975 Dzrectory ‘of churzty‘

Consultants (stock no. 027-000-00372-9; price $1.25) -
LESP-RPT-0603.00, March 1977, Test of Hand-Held Metal

Weapons Detectors. (stock no. 027-000-00454-7; price

$.35)
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NBS Special Publication 4804, June 1977. LEAA Police
Equipment Survey of 1972, Volume IV: Alarms. Security
Equipment, Surveillance Equipment (stock no. 003-003-
01745-1; price $2.75)

NBS Special Publication 480-6, June 1977. LEAA Police
. Equipment Survey of 1972, Volume VI: Body Armor
and Confiscated Weapons (stock no. 003-003-01748-5;
price $2.20)
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NBS Special Publication 480-13, August 1977. Police Com-
munications Equipment Survey of 1976 (stock no. 003
003-01818-0; price $2.00)

GUIDELINES
NILECJ-GUIDE-0301.00, December 1974. Selection and

Application Guide to Fixed Surveillance Cameras (stock
no. 027-000-00281-1; price $.85)
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ANNOTATED BIBLIOGRAPHY

formance improvements, and a more efficient use of overall
spaces. In situations where it is possible only to modify op-
erations, useful procedures are presented to arrive at a cost
and effectiveness comparison of the alternate methods, .

American Bar Association and American Institute of Ar-
chitects Joint Committee on the Design of Courtrooms and
Court Facilities. The American Courthouse. Ann Arbor,
Michigan: Institute of Continuing Legal Education, 1973.

~ Briefly summarizes existing operations in the federal and
state judicial systems, outlines- planning requirements for
the general trial court. Courts of special jurisdiction (appel-
late, criminal, juvenile, and family relations) are given sepa-
rate planning requirements. Discusses in detail establishing
criteria for a satisfactory physical envirpnment, using
technology to provide efficient handling of information, and
including adequate security provisions. Surveys representa-
tive courthouses through photographs, drawings, and plans,
offers guidelines for improving future courthouses through
community action,

Obtain copies from the Institute of Continuing Legal
Education, The University of Michigan Law School,
Hutchins Hall, Ann Arbor, Michigan 48104.

Obtain copies from Courthouse Reorganization and Ren-

ovation Program, 111 Center Street; New York, New York *

10013,

. A Systems Approach to Coirthouse Security. New

York, 1972,

Defines courthouse security and describes the problem in
various courts. The security systems concept, its analysis,
and application are supplemented by examples.

Obtain copies from the Courthouse Reorganization and
Renovation Program.

Dorsen, Norman and Friedman, Leon. Disorder ‘in the .

Courts. New York: Pantheon, 1973,
Comptrolier General of the U.S., Report to the Congress.
U.S. Marshals Service: Actions Needed to Enhance Effec- Discusses routine incidents which occur in coifts. Gives
tiveness. Washington, D.C.: General Accounting Office, July recommendations to assure fair and efficient justice without
1976. courtroom disorder, including regulating the conduct and

Summarizes the work by the U.S. Marshals Service in
judicial security, process serving, and federal arrest war-
rants. Suggests ways in which the Congress and the De-
partment of Justice can improve the Service's -efforts in
these areas.

Obtain copies from. the Comptroller (General of the
United States, Washington, D.C. 20548,

defining the responsibilities’ of defendants, lawyers, pro-
secutors, and judges, and clarifying each’s role as a cause
of and contribution to courtroom disorder. Definés and
suggests guides for using *‘contempt power.”’

Obtain copies from Pantheon Books, Division of Ran-

dom House Inc,, 201 East 50th Street, New York, New
York 10022. '

Greenberg, Allan, Courthouse Design: A Handbook Sor

Courthouse Reorganization and Renovation Program.
Space Management and Courthouse Security. New York,

Judges and Court Administrators. Chicago, Illinois: Ameri-
can Bar Association Commission on Standards of Judxcxal, .

1972. - Administration, 1975.

Examines the relative value of architecture and space
management in achieving courthouse security and demon-
strates the advantages of architecture over an operational
approach when planning for renovation or construction:
Analyzes courthouse security. in terms of risks and dangers,
and discusses personnel movement within the - building.
Model security systems are outliried and costs estithated.
The study concludes that architectural solutions are prefer-
able to-operational ones becatise of cost advantages, per-

Discusses the architect-client contract and reviews the
phases of court construction planning: legislative appropri-
ation, program develcpment, budget authorization, and site

acquisition.. Analyzes basic characteristics of the modern -

courthouse, looks at‘plan development, evaluates. court-- .

room performance, and offers guldelmes on security and
facilities to hold prisoners. The focus is on.the trial court of
general jurisdiction, but the text is also relevant to the more

specialized problems of a pqlice-court building or cnmma{ o
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courthouse. The criminal courtroom for jury trials is dis-
cussed in greater detail than other courts. Has a com-
prehensive bibliography.

Obtain copies from the American Bar Association, 1155
East 60th Street, Chicago, Iilinois 60637.

Institute of Coniinuing Legal Education. ICLE Procedural
Guide for the Evaluation and Accreditation of Court
Facilities., Ann Arbor, Michigan, 1977.

Describes the background, purpose, and procedures for
the evaluation and accreditation of court facilities. Included
are comments and addresses given at a national @meeting by
noted experts, plus specific descriptions and evaluations of
facilities.

Obtain copies from the Institute of Continuing Legal
Education (see American Bar Association entry).

Kingsbury, Arthur A. Introduction to Security and Crime
Prevention Sur »vs. Springfield, Iilinois: ‘Charles C. Thomas,
1973.

Covers specific areas of survey methodolegy, including
planning, design, and implementation. Includes examples of
specific surveys and a section on crime prevention
management,

Obtain copies from Charles C. Thomas, Bannerstone
House, 301-327 East Lawrence Avenue, Springfield,
ilinois 62703.

Maher, George F. Hostage: A Pélice Approach to a Con-
temporary Crisis.. Springfield, Illinois: Charles C. Thomas,
1977.

Deals with hostage, barricade, and suicide situations.
Covers agency policy, police responses, psychological as-
sistance, negotiation theory, and the role of the negotiator
in these sitiiations. Details the planning and formation of a
police hostage negotiating team, gives suggestions for
selecting and training that team. Discusses approaches,
equipment, and critiques of hostage situations.

Obtain copies from Charles C. Thomas (see previous
entry).

National Advisory. Committee on Criminal Justice Stan-
dards and Goals. Private Security: Report of the Task Force
on Private Security. Washington, D.C.: U.S. Department of
Justice, December 1976.

Deals with all aspects of private security: people, alarm
.systems, and concepts for environmental pretection. In-
cludes recommendations for selecting and training private
security personnel; technology and procedures for crime
prevention systems, such as burglar alarms; and the rela-
tionship of the private security industry to law enforcement
agencies, Suggests ways to improve the quality of private
security services.

. Obtain copies from the U.S. Department of Justice, Law
Enforcement Assistance Administration, Washington,
D.C. 20531.

" National Clearinghouse for Criminal Justice Planning and
122
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Architecture. Guidelines for the Planning and Design of State
Court Programs and Facilities. Monograph BS: Trial Court
Facility. Champaign, Iltinois: University of Illinois, 1976.

Gives an overview of important planning factors and an
understanding of their impact on the design process. Loca-
tion, scale, flexibility, economics, impact, conservation,
engineering, technology, security, and image are presented
as instrumental factors in the design process of a trial court
facility.

Obtain copies from the National Clearinghouse for Crim-
inal Justice Planning and Architecture, University of II-
linois, Champaign, Illinois 61826.

. Guidelines for the Planning and Design of State
Court Programs and Facilities. Monograph B6: Trial Court-
room Environment. Champaign, Illinois: University of Ii-
linois, 1976.

Deals with courtrooms and the areas which functionally
support them. Discusses how the quality and quantity of
those supporting areas affect daily courtroom operations.
Detailed recommendations for courtrooms and supporting
areas are presented in terms of interrelationships between
spaces; circulation problems are emphasized.

Obtain copies from the National Clearinghouse (see pre-
vious entry).

. Guidelines for the Planning and Design of State
Court Programs and Facilities. Monograph B7: Courtroom
Design. Champaigg, Illinois: University of Iilinois, 1976.

Recommends important courtroom design factors and
evaluates courtroom schemes according to each factor. De-
sign factors include security, location, scale, flexibility,
economics, impact, conservation, engineering, technology,
and image.

Obtain copies from the National Clearinghouse (see first
Clearinghouse entry).

. Guidelines for the Planning and Design of State
Court Programs and Facilities. Monograph BS8: Clerk of the
Court. Champaign, Illinois: University of Illinois, 1976.

Addresses general operations and environment of the
clerk’s office for a court of general jurisdiction. Mentions
specific operations relating to traffic, juvenile, and other
special divisions of the trial court,

Obtain copies from the National Clearinghouse (see first
Clearinghouse entry).

. Guldelines for the Planning and Design of State
Court Programs and Facilities. Monograph B9: Jury
Facilities. Champaign, Illinois: University of Illinois, 1976.

Discusses important factors in the design of jury facilities
to achieve the proper environment. Presents alternative de-
sign guidelines.

Obtain copies from the National Clearinghouse (see first
Clearinghouse entry).

eeeia . Guidelines for the Planning and Design of State
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Court Programs and Facilities, Monograph B10: Auxiliary
Court Facilities. Champaign, Illinois: University of Illinois,
1976.

Emphasizes the importance of auxiliary court spaces to
security and other faciors. Discusses architectural princi-
ples governing the design and layout of auxiliary court
spaces.

Obtain copies from the National Clearinghouse (see first
Clearinghouse entry).

Pike, Earl A. Protection Against Bombs and Incen-
diaries: For Business, Industrial and Educational Institu-
tions. Springfield, Illinois: Charles C. Thomas, 1972.

Describes. techniques and procedures effective in reduc-
ing the threat of bombs and incendiaries. The book includes
an assessment of the potential for explosive and incendiary
violence in the United States today, discussions of typical
explosive and incendiary devices and their uses, and de-
scriptions of preevent planning and actions to reduce sus-
ceptibility and. control an incident. Provides practical
guidelines for settmg up deterrent safeguards before an in-
cident and for effectively coping with an incident that has
developed.

Obtain copies from Charles C. Thomas (see Kingsbury

entry).

Post, Richard S. and Kingsbury, Arthur A. Security Ad-
ministration: An Introduction. 3rd ed. Springfield, Il-
linois:. Charles C. Thomas, 1977.

Gives a historical and philosophical review of security
and offers a rationale for decision making in modern secu-
rity systems and protective programs. Discusses the proce-
dures, techniques, policies, and resources needed to man-
age a security program successfully. Comprehensive bib-
liographies are provided for each chapter.

Obtain copies from Charles C. Thomas (see Kingsbury
entry).

Private Security Advisory Council, Law Enforcement
Assistance Administration. Prevention of Terroristic
Crimes: Security Guidelines for Business, Industry, and
Other Organizations. Washington, D.C.: U.S. Department of
Justice, May 1976.

Defines terrorism, suggests basic guidelines for the pre-
vention of terroristic crimes, and presents common charac-
teristics of terrorists. Security responsibilities are discussed
for various locations: the place of business, the home, and
during travel. Includes security stepsfor threats of kidnap
and extortion. ‘

(btain copies from the Superintendent of Documents,
U.S. Government Printing Office, Washington, D.C.

- 20402,

Report of the. New Hampshire Court Accreditation Com-

BIBLIOGRAPHY

mission on the Accreditation of Court Facilities. Concord,
N.H., September 1973.

Lists the commission’s requirements for adequately func-
tioning courts and makes recommendations on location,
architecture, and layout of new courthouses.

Obtain copies from the Court Accreditation Commission,
Concord, New Hampshire 03301.

Schaber, Gordon D. “‘Courtroom of the Future; Balancing

Security and Justice.”” FBI Law Enforcement Bulletin. 43
(May 1974), pp. 16-21.

Discusses design factors considered in creating the court-
room of the future, the reasons for their consideration, and
their benefits. Discusses present and future developmerits
to promote safe courtrooms without hampering the objec-
tives of justice.

Obtain copies from the FBI Law Erforcement Bulletin,
Federal Buréau of Investigation, U.S. Department of Jus-
tice, Washington, D.C. 20535.

Ursic, H.S. and Pagano, L.E. Security Management Sys-

tems. Springfield, Illinois: Charles C. Thomas, 1974.

Has four major parts: (1) conceptual framework, provid-
ing a background for current organizational security; (2)
analytical framework, describing the basic services and re-
lated problems of organizational security; (3) functional
framework, listing information on organizational security
management; and (4) glossary.

Obtain copies from Charles C, Thomas (see ngsbury
entry).

Walrod, Truman H. “*Courtroom Security Planning is Es-

sential.” The National Sheriff. 24 (January 1973), p.10.

Describes and explains current problems facing court se-
curity. States the need for preventive security planning and
quick and easy response to an incident, Suggests econom-
ical measures to be used in all courts.

Obtain copies from the National Sheriffs’ Association,
1250 Connecticut Avenne, NW, Suite 320, Washington,
D.C. 20036. ‘

Wong, F. Michael. Space Management and the Courts:

Design Handbook. Washington, D.C.: U.S. Department of
Justice, 1973.

Offers sheriffs, court administrators, architects, planners,

and others a planning -and analysis methodology. Presents ..

basic.concepts of space management and discusses meth-
odology in detail. Space ‘standards and-design guidelines are.
offered for use in planning courts. Gives techmques to pro=
ject manpower needs. Dlscusses court security in'a sepa-
rate chapter. o

Obtain copies from the National Cnmmal Justxce Refer-
ence Service, Box 6000, Rockville, Maryland 20850. °
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1975), pp. 7-8.

Administrative Office of the Pennsylvania Courts. The
Constables of Pennsylvania: A Critical Survey, 1976.
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Arrest procedures, 31
Arrest procedures during high-risk trials, 27
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Assignment criteria, personnel, 54
Assignment standards, personnel, 53
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Attorney-client conference;, 19 :
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handling defendants, 20, 34
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threats to, 7
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weapons policy, 18
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.contents, 33-34, 97-98
design, 33
policy statements, 12
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Bomb disposal, 31
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Bomb threat, 7, 79
emergency plans for, 9, 30, 30*
handling prisoners during, 18
procedures, 2, 30-31
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location of, 64, 70
public access to, 70
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" control, 61
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juror, 28
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witness, 58, 60
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location, 58, 61, 64
public contact, 64
records security, 14-15
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selection, 3, 41
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standards, 3, 41-47
supplier, 47
types of, 37, 48-52
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at sentencing time, 7
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by-prisoners, 18
during multidefendant trials, 19
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of prisoners, 115
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hostage situations during, 22
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search of, 18, 28
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defined, 11
to improve security, 39
for incident prevention, 5
Procedures manual, 22, 12-33, 38, 108
contents of, 14-33
" policy statements, 12
purpose - of; 13*

134

COURT SECURITY
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entrances, 60, 66

offices, 3, 64
Public address system, 106
Public areas, 8, 9, 38*
Public attitude toward security, 36
Publi¢ information officer, 29
Public works department, 57, 58
Purchasing agent, 47, 48
Purchasing equipment, 41
Push-button locks, 48

Radar alarms, 50
Radio, 47, 106, 111
Records security, 14-15, 31, 35, 64
Records storage area, 37, 38*, 64, 107
Recruits, 53
Registrar of deeds, 61
Remodeling, courthouse, 2, 58, 60
Renovation, courthouse, 2, 8, 36, 57, 60, 78, 80
Repair of equipment, 50 ‘
Requisition of equipment, 41
Reserve lighting, 48
Restraint devices, 6, 28, 70, 110, 115
court order for, 13*, 19
for handicapped defendants, 20
for juveniles, 20
for prisoners, 18
poliry on, 19
prisoner chair, 18-19, 28, 66, 69*
witness chair, 18-19, 28, 66, 69*
Restricted areas, 36, 48, 105
Restricted passageways, 9, 38%, 64-66, 114
Rest rooms, 8, 9, 38*, 58, 60, 64, 107, 113
Roads, 38*

Safe alarms, 50
Safes, 37, 38*, 49, 104, 107, 108, 117-118
Sally port, 3, 28, 60, 64

San Diego County, 20
Schaber, Gordon D., 72
Search, 112

of chambers, 28, 111

of courtroom, 2, 21, 29%, 66

of defendants on bond, 79

of holding area, 28

of judge’s chambers, 15

of spectators, 79
Search boothc, 22
Search screen, 13*%, 21-22, 27, 28, 29%, 111
Secure passageways, 38*, 114

“Secure room, 105
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Security:
cost, 36, 78
defined, 5
incidents, 40
needs, 2, 35
passages, 58, 64-66
personnel, 53-54, 38,77, 78
planning, 78
program, 11-12, 35
responsibility, 9-10, 3940
Security committee, 8, 20, 26, 77
Security conference, 109
Security officer, 77, 100
architectural input, 57
responsibility for emergency plans, 29
responsibility for juveniles, 19-20
role in court design, 57
training, 2
Security planners, 57, 58, 59
Sensor devices, 35, 41
Sentencing, incidents during, 7, 21
Sequestered jury, 16-17,78
court order for, 13*, 81
forms, 17, 83-92%, 93*
Service areas, 37

Sheriff’s responsibilities, 1, 9, 10, 11, 12, 15, 16, 20,

29, 33, 39, 57,77, 78
Shipping, 38*
Shootings, 7
Sidewalks, 8, 10
Signalling systems, 41, 43-44*
Small claims court, 21
Smoke detectors, 104
Spare parts, 46-47, 48
Specifications for equipment, 46, 47, 48
Spectators, 8, 21, 22, 79, 110
Sprinkler system, 60, 104, 106, 107
Stabler, people v., 6
Staff security, 36
Stairways, 9, 37, 38*, 60, 62, 113, 114
Standardization of equipment, 48
Standards:
equipment, 48
personnel selection, 53
training, 53
Standpipes, 104
State prisoners, 78
Storage area, 47, 106, 107, 116
Suicides, 7
Supplies, 41
Survey, 11, 35, 37-38, 46, 60
authorization, 37, 39
conclusions, 38, 40
conduct of, 39
cost, 37
defined, 36
elements, 37-38
final report, 39, 40
findings, 38, 39, 40
follow-up inspections, 3,40
implementation, 37, 39, 40
objectives, 37

- Vestibules, 66, 70 : : ,
Violence, 1,2;5 L R 1 '

obstacles to, 39
personnel, 37
physical areas, 38*
procedural areas, 38*
purpose of, 36, 37
questionnaire, 38, 39
recommendations, 37, 38, 39, 40
report, 38, 3940
team, 3, 37, 39, 40

Systems approach, 11-13, 35

Tear gas, 46, 51, 79, 105
Telegraph, 106
Telephone, 105, 106, 115
Teletype, 106
Tenants, 39, 80, 109
Thefts, 5,7, 37, 64,78
Threats, 2, 6-7, 8, 28
Toilets, 28, 70, 114
Training, 2, 3, 36, 38, 39, 47, 48, 53, 54-56, 78
administration of, 56
cost, 3, 40, 54, 55
effectiveness, 54, 56
for emergencies, 29
evaluation of, 56
firearms, 54, 78
needs, 2, 54
on-the-job, 54
program, 54, 55, 56
resources, 3, 54, 55
responsibility, 55
schedule, 55, 56*
selection of trainer, 3, 55
state requirements, 3
target groups, 55, 56
topics, 55, 56
weapons, 36
Training officer, 55
Transceiver, 41, 50, 111
Transmitter, 111
Transport, prisoner, 2, 18, 60, 79
Trash receptacles, 64; 107
Tunnel, 64, 113, 114

Ultrasonic alarms, 50
Underwriters’ Laboratories, 48, 49, 50, 51, 103, 107
U.S. Capitol, 64

U.S. Marshals Serv1ce, 21,51,72
U.S. Secret Service, 51 :
U.S. State Department, 64

U.S. Supreme Court, 6, 19

U.S. Treasury Department, 39, 96
Utility control poirnts, 38%, 104 -
Utility failure plans, 2, 30*, 31
Utility service trunk, 62

" Vandalism, 64

Vaults, 35, 37, 38%, 49, 104, 107, 108
Vehicle for prisoner transport, 18
Vehicle mainteniarice, 47
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Visitor control, 2, 6, 21-22, 27, 38*, 111

Waiting areas, 38%, 60, 107
Walls, 38*, 103, 117
Watchmen, 35
Weapons, 8, 47, 66
policy, 8, 18, 29*, 31
searches, 9
storage, 58*, 64, 105
Well area, 66

Windows, 31, 36, 37, 38%, 40, 48-49, 66, 70, 101,

102, 105, 109, 113
Witnesses:
circuiation, 58, 60
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entrances, 60, 66

escort of, 28

parking, 60, 100

restraint, 18-19, 28, 66, 69*

security, 13*%, 15, 28

separation, 70, 79, 112

threats, 7, 15, 28
Witness chair, 18-19, 28,66, 69*%, 110
Witness waiting room, 8, 9, 15, 36, 38*, 70, 79, 112
Wong, F. Michael, 59

X-ray screening devices, 41, 43*, 51, 79
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