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ployment Act program-in—the State o
‘hode tsland*tiﬁs been thrown o

eahze t/jj.he'emfc‘x ess a,sswne
¢ty difficult administrgfiive
A in requiring a speedy, accyrate,
and jigt allocation and distributiorf of $4
public works. funds in 2
time. I know that EPA per-

producgd not only un-
¢ distrust of the
et

able errors a"
ceriainty, bt a ¥row:

cfficials. ] v .

Confidence in the{fairness and equily

tration is well gAvare th ¢ there are seri-
ous preblems ja the alldeation of funds
Within the S
time, indeedf1t is long pA\st time, “that
EDA resolvgd those auoca‘on problems

location /process clearly so
governiflent official in Rhode Fland can
know #Aith

ess, to comba z
prévide jobs through the constrigtion
of needed public facllities, will be -

Xr. RIBICOFTF‘ Mr Plesident, Brandt
Alle DBA., is & professor at fhe Col-
gate Narden (ﬁaduate Schoolfof Busi~
ness AGY inistfation at the Ui versxty of
‘héarleitesville. He if & member
Nincial Exécutives I mute, the
Americay \accounting : Assofiation, and
the Society 31 Managemen [Information

Ssstem.;’, any is the aufhdr of several
articlesion co \puter ,frau

In th 8977/ issuefof the Journal
ofAccoun Biofessfr Allen has pub-

lished a compreensz e icle on the
nature, types, any spe f computer~
en also pro-
posed recomimends) giong” for detecting
and pxevenﬁmg cogiduter-related crime.
The Senate @ovArmmental ARairs
Committee ‘receyly cbmpleted a year-
long inVestig& pri-of ~pemputer-related
crimes, their ffrevention, detection, and
prosecutions ¥ Federad programs and
private indugiry. N F
The inveguigation led Y the issuance
of a commfitee staff repoyt, “Computer
Seewrity fAinFederal B og ams," dated
February 2, 1877, P
In adgition, with the cosh nsorshlp of
Senstofs Joun L. McCir of Arkan-
sas, OfariEs H, Percy of IHindls, Hexry
M. Jafxson of Washingto, LER METCALF
of Montana, Ebward KeNvEDY ©Of
Maghachusetts, Srtro " PHOR oND - of
Softh Camlina,, Rosrar P. G 1y of
Mfchigin, Pere V, Dogener of Ney Me:-
igo, H. Joun -HEeixz of Penmsyyvania,
nd Jacos K. Javrzs of New YorkpI in-
mquced on gune 27, 1877, t;he F jieral

onﬁdence whether (his city‘
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and others dependent on these records, Also

Camputer Systems Protectlon Act of
19%7.

=TS TS ure;--S...1766, Is fo amend

title\ 18, United States Cade, to mak¢ a
crim®\ the use for fraadiflent or ojfier
illegal urposes, of any gemputer ogned
or operaded by the Tmited States, cgriain
financial Msiitutions, and entitiesAffect-
ing interstate commerce,

f Lo mee; =="The lagislktion, which was r¢fierred to

the Judiciar) Comlmttee, wofld impose
heavy prison terms and stif fines for
electronic burgiars who yfe computers
and computer %echnologd to steal or
manipulate infonatioy/ financial in-

struments, and otid¢r pfoperty.
Many of the issjief\pAised in the Senatg
Governmental “iffayg-—~Cgmmittee in-

quiry are discussed inNprofezsor Allen’s
article, “The Bigggst Coypputey Frauds:
Lessons for CPA’. ?

Professor Allg sHcte\is well docu-~
mented and i§.3 in a manner which
persons not g perl; in the coXiputer field
can“unders d.

Mr, Presient, I ask una
sent that/Professor Allen's arycle,-and
suppottife charts, from the May 1977
issue off the Journal of Accountyncy be
printgdl in the REecors.

ere being no objection, the miterial
fordered to be printed in the Recorp,
foHGWS' e
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IQous con-

Today no or.e that com uters ate
“frand-proof” as somoe did & decade ago, but
there is still much disagreement as to what
comprises computer fraud, where it begins
and how to prevent it, As & result, the activi-

' ties of accountants and auditors as they re-

Iate to computers and computer security sys~
tems often lzek direction and focus. Because
of the increased incidence ¢f ®computer
frauds, auditors can no longer consider them
of concern only to law enforcemeny agencies,
Now the entire accounting profession tust be
alerted to the proliferation of @ese erimes
end must understand how to recognize them
and how to inform management ‘ot wuvs to
prevent them.

‘Thig erticle enalyzes most of the pnblicly
documented computer fraud cases detected
to date {see Appendix, page 62) with special
emphasis on the major ones, The latter in-

clude those that were long running, were |

diffieult to detect, producsd large losses and
oro representative of Ifreguently detected
schemes. Through analyiis, it has been pos-
sible to determine the major ccatrel lapses
that seem to invite such schemes, Through
analysis, we're also able to speculate about
the major undetected compiuter GZnuds and
where they may Hwn up.

This analysls focuses on=150 major cases
that have heen publicized, excluding many
others where the data was skimpy. For pur-
poses of this article, computer fraud is de-
fined a3 #ny defaleation or embrezzlement ac~
complished by tampering with computer pro-
grams;, data files, operations, equipment or
piedis, and resulting in lozses sustained by
the organizetion whose computer system wos
manipulated. In most instances, this would
encompess &l activities in the computer de-
partinent as well as those departments that
dlrectly enter or prepare computer input,
Excluded are thefts of computerized informa-
ton, use of computer time for personal gain,
alteration of computer records for nonfinan-
cial gaip and dSchemes where the employer
wag not the victim. These exciuded schemes
cover irwstances, where the records of crediy

burenus, licenss agencies and property regis-

ters wejre altered to defrauvd credst grantors

3 mmlr‘hwns. Lzrsso‘\'s rop. = e
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eliminated are unusuil cases Hke Equity
Funding or Computler Payroil and Accouné~
ing Services, Inc, where the service bitrean
owner absconded with the payroll funds of
his client companies. .

PREVENTION MECESSARY

As will be seen from the snalyses of the
computer fraud caces subsequently described
in this article, such fraud can often be pre-
vented by a tight system of internal contzol
Later analyses of these coses will show that
certain areas of internsl control are weak and
in need of improvemel, As & result, the
CPA should give special aiteniion to the
following areas:

1. Transaction controls. The most impor=

tant ares for improvement seems to Ho in .«
tightening controls over the generation and -

flow of Input transactions, In all the big coses,
perpetrators were able to add bogus transac-
tions or to alter oiliers. Computer users need

to perfect means to ensure that all trensacs

tlons are subject to confrols and that the
controls are iight. Obvious problem aress,
such as adjusting entrieg and eérror correc~
Hons, should be designed to be controlled
by persons other than those responsible for
the entries.
2. Rigorous audits. Auditors must give ine
crensed attention to thse causss of inventory
losses. It scems clear that many of the dis-
bursement and inventory frauds were con-
ducted in an environment of large, continu~
ing “inventory losses. It appears that the
grvwing erime problem has established the
nez, zpectation of inventory shrink in many ¢ =
ganizations. Inventory frauds or dishurse-
ment frauds fourish in thisclimate; not only
does It reduco the organization's diligence but
it also tends tp foster fraud ideas, Where
locsses run to the hundreds of thousands or
event millions of dollars per year, additional
inventory controls and investigations are
warranted and epn probably be cost justified.

3. Improved responsibility reporting, The
most effective Internal contrel for the big
cases seems to be improvcd mansgement re~
porting systems fo alert others to possible
fraudulent transactions. Buyers should re-
celve recapitulntions of ordxs placed, re-
celved, patd and cangeled by time perlod, by
vendor and by type of item. Adjustments and
corrections should be highlighted in speuisl
management reports, Al ezpenss entriel
should be reported to authorizing mancge-
ment In suffcient detall axl elarity {1 enable
the executives to spot unsuthorized ¢harges,

4. Program controls, In a well-run com-
puter department, neither programs judged
to. be critical nor those that access critical
programy or data collections ara accepted for
use in the computer center until they have
been subject to Independent verificstion.
Once so accepted and apprayed, they are
placed in secure file storage apd arz availe

able for use only according to scheduld, An:

any time, internal sudit can verify that the
current prograry version being used is the
cne approved foy use. All program changes
must go through the same seguence.

5. File controls, Every computer user must

have a:file Hbrarian responsible for the geci-
rity of all critical program and dsta files. No
files should be released to computer opera-
tions exvept us scheduled. Monttors are nec-
essary to ensure that files are used according

t0 the gpproved schedule snd that all devx-u

utions investigated.

6, Piace EDP house in orders Even today
many compu’cer centers are run on o crigis
hasiy with few conirols, poorly designed BYS=
tems and pnaudited and unsudijable soft-
ware, In 60 many ox‘ganizatw g/ edit teyts
aud input controls are relaxed when backs
logs grow. Program palches are made in
desperation with no review or control. In
such an environment it would. not bo. sur~
prising to ind computer froud, axnd sueh was
the situation In the ‘cases In ﬁxis study. In

B~
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one case, the dela files and programing sys-
tems were In such bad shape that direct file
changes were made repeatedly In order o
correct errors, This made 1t easy for the dis-
honest employee to,make certain other “cor-
rections” 1o effect his scheme without arous-
ing suspicicn, In my opinion, the suditor
who discovers a chaotic, pocrly ccentrolied
data center in his review of internal control
is in trouble. He can hardly proceed without
additiona}, and socmetlimes exhaustive, verifi-
catfon, but it is in just such situaticns that
the additional review is so difficult to per-
form. The auditor can do a great service for
his cifent and for himself by working o re-
duce the “management by crisfs” conditions
found in many computer rooms,

TYPE OF SCHEME

The 150 cases were first sorted inte cate-
gories by type of scheme and victim orgoni-
zation. In examining Figure 1, page 54, we
obgerve that accounting anl inventcry con-
trol fraud involves average losses of $1.3
million, the largest in the corperate category.
Schemes based on fraudulent perments ac-
count for almost 40 percent of the ccses in-
volving ocorporations. Fraudulent payments
1o creditors average $324,000 while fraudu-
lent payraents to corporate emplcyees aver-
age a $138,000 loss per case. Fraudulent pay-
ments In corporations are made *o employees
(payroli), to other Individusls {usually
pension or Insurance claims) or to creditors
or suppllers (disburséments). Losges average
well over $100,000 per case. Disbursement
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they are more difficult to detect and thus
continue longer. Disbursement frauds also
are more complex and can be understood and
planned by only a few In the company,
usually members of management,

In benks end savings institutions, the
payment frauds are, with one exception,
manipulations of withdrawals. Ordinarily,
these involve stitempts to withdraw funds
from inactive or dormant accounts or ef-
forts to preve::b the proce:zsing of a check
by rendering the MICR {magnetic itk char-
acter recognition) codes unreadable. By
their very nature, these schemes usually
are detected quickly by auditing procedures
or internal controis. In one typical case,
however, where check processing was blocked
on g customer account resulting in & $6.8
million loss, g bank officer was in collusion
with an officer of the client company and
was in a positign 10 hide the discrepancy
in the reconciliation of the bank’s account
with the reglonal Federal Reserve Bank,

Frauds shown as paymenis .o other in-
dividuals for state and local governmental
agencies were for welfare payments, un-
employment  insuranee and job corps
programs.

In summary, in most types of organiza-
tlons automated systems that pay money
from® the organization to suppliers, employ-
ces and others are the most troublesome.

All the cases In the accounting inventory
control category shown in Figure 1 are based
on changes made in sccounting and subsidi-

JULY LJyTJ7T

in physical asseis or cash payout. Several
of the corporate ceses had the same pat-
tern: inventory clerks or managers entered
fraudulent transactions ' into computerized
inventory systems; this, in effect, deleted
items from inventory or assigned resporsi-
bility for the items fo someone or someplace
else. Then items would be sfolen, bringing
the physical count into line with inventory
records. In the bonk and savings and loan
cases, varfous schemes were employed. The
simplest schemes were thefis from inactive
accounts accomplished by transferring funds
to accoutits of the perpetrators. Several other
cases invoived creditihig perpetrators’ ac-
counts while charging the offset to varicus
expense and adiustment accounts. In oune
case, service charges to customers were over-
billed, with the overage fiowing into the pro-
gramer's account.

In cases involving the manipulation of
Incoming funds, the number of cases and
size of losses for corporations were less sig-
nificant, There are several reasons for this.
Mest corporaticns can and do exercise tight
control over customer remittances; the
process is more easily audited, Payments 1o
a firm sre generally made by check and are
net easily cashed. Manipulations of receiv-
ahles or deposits, the so-called “lapping
schemes,” reguire constant attention and
manipulaticn of accounts, These schemes are
also risky; tke stolem arount is always hid-
den in the acecounts, awalilng detection, In
only two cazes was there a potential for large

frauds are the most costly, primarily beciuse ary records without an immediaie change JIosses, .
FIGURE 1—AVERAGE LOSSES 1N COMPUTER FRAUDS
[¥n thousesds of doHars) ‘
RBani/savi Stalelandl Federal
* K $3ViNgs 0Ca; ederal
Type of fraud Cerporation ang loan government Government
Payronts 10 mPIOYRES . oo - revecva oo mn e e e I [, $138(3.8) 1 14(3/4)
Payments to other {ndivideals. b e 1 o i e o e e S 133(2, ...__-..,,-.__s?_(_._? 287%8,’9) $33(L')‘?9)
Payments to creditors. ..o unns PR, [ N s s e s [P —— 24(55 L252(B12Y . ciaame e e 55(25,30y
ccounting inventory control . 1, 308(10;10) 195¢15°12) EX¢
Cetlections/deposits. T A3(28 FETLER: ) S —
Billings. .. ' —— 6(2.6)...... - —
EHECE JANBOUS. nr s cm me e m sm s v mm o meme - L S NSO LRG3 T,
BVETage 1055 D818 . o o cme v v m e s e ot e s m S e e o s e cm i e bt e e £21(25,41) 192(27,34) 329(3/16) #5(47,59)
11 case of 16,800,000 deleted {rom figures to aveid distortion. - (x'y) is'shown ‘ust to e right cf the ayeiage, Lasses in some cases were unavailable or were

= Amount of loss unksiown,

ehiminated fcr ciher ressans,

Hole: Tha average loss figure is based upon ¥ cases out of y total cases in that ealegory where

FIGURE 2.—THE VICT!IMS OF COMPUTER FRAUDS

State

Bank/ and
savings  local  Federal
tethod of computer Corpo~ - and govérn- Govern-
mzgipulation fation foan ~ ment ment

[

A 3 03 (o 0O €73

Transactions added._ ...
Transactions altered..
Transactions deleted.
File changes. ...«
Program changss.. e
mproper operation. . .u.--
thiscellaneous, unknown...

TotalSemunserevnea 86 3 16 59

fote: Case totals do mui add up to 150 because some are
clzzsified in mors than 1 calegorys

In each instance, the perpetrators had dis-
covered how to permanently eliminate the
recelvables from the accounts through un-
suthorized sdjustment of entries, In certain
corporate receivables frauds, the billings were
manipulated-—and reduced-—before the basic
sales transactions were recorded in the ac-
counts,

The analysis revealed a significant number
of deposit frauds in banks, which yielded
much higheraverage losses, The basic scheme
iz raally the same as that for recelvables col-
lection in a corporation: deposits intended
for one account are pocketed or credited

to another; then the former is made good
later by diverting ancther deposzit Intended
for still another account. Also in this cate-
gory are check-kiting schemes where ‘deposit
tickets or records were altered so that un-
cleared deposits could be immedistely with-
drawn.,

It’s probably misleading to draw any con-
clusions from the {act that corporations had
the largest average fraud losses per case, be~
causé ¢aly the major cases are publicized. No
doukt there were many smaller detected com-
puter frauds in corporations that were sim-
ply settled by dismissal; it’s the bigger ceses
that are brought to court and thus reported.
Banks, on the other hand, probably report a
much higher percentage of thelr fraud ceses
because they're federally regulated, insured
and required to report their losses. As in cor-
porations, possible computer frauds in siate
and local governiménts appear to be under-
reported and the losses understated.

TLETHODS OF COMPUTER MANIPULATION

Figure 2, this page, and Figure 3, page 56,
illustrate how the computer system was ma-
nipuiated, 8everal things are clear from these
tabulations. Manipulation of tramsactions is
by far the most frequent method: adding un-~
authorized trai:sactions, such &3 phony pur-
chase orders and warehouse receipts in the
case of disbursement frauds; altering trans-
actions, such as posting deposits or payments

cn account to some cther account; or not
processing & trensaction atb all, suck ag pay-
ments on iong term certifications of deposit.
Sometimes a combination of methods is used,
as In the cases of pension fraud where a ter-
mination itriggered by o death notice is not
processed (fransaction deleted) and then an
address change (unauthorized transaction
added) Is used f{o channel the payments to
the “chemer. ) .

Schemes involving direct charges to matter
files by the use of utility programs or direct
terminal entry via file mainienance were
tound less frequently, In several cases, trans-
ections had to be added or altered in order
to accomplish. the file change. I classified
these schemes as flle changes if a one-time,
unauthorized transaction resulted in a re-
curring fraudulent activity, such as the mis-
approprigted pension payments, If an un-
authorized transaction had to be added each
time a fraudulent activity was triggered, this
was classified as a transaction, even though
the effect of the transaction was to change a
master file, .

Direct manipulation of master files can be
difficult to prevent because of the difficulty
of establisting file maintenance and change
controls: B

In one case, g programer/systems enalyst
used his ebility to make direct, changes to
master files to change the price on ttems ha

4
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was purchasing just before the billing run!
later he'd return the price to its correct con-
dition. In another, » programer transferred
funds from inactive accounts to his own and
his associates by using a utility program and
by carefully making all switches within s file
control block. The change was made between
the end of one ¢uarter and the beginning of
another, further compounding the auditor's
decision problem.

FIGURE 3,--THE SCHEMES USED It CCLIPUTER FRALDS

Pay~
ments
2 em- Augunte - Bl
ployees ing”  ings

and inventory cellec-
other  conbroli  tions/ .
diathod of compuler indie dishurse- de- M ziel-
manipation viduare ments  posits  lanesus

Transactions added or
altered. cuaesousnaru
Transactions
File changes. ... .
Program changes.... ..
Improper operation... -
tiscellaneous, unknown.

o

B e hI RO
E

A T A R

? .
2
1 2
5. ...
£9 27 4
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Tolals. mmoenuan.n

o
ar

Hote: Tolals do not add up fo 150 Brtause some cases are
classified in more than 1 category.

Computer frauds caused Dby program
changes or patches have been discovered in
only a few cases. This method has been used
to hide overdrafts on caecking accounts, to
accumulate fractional cents on interest cal-
culations, to0 skip over accounts at billing
time in order to inflate service charges and
to mispost accounting transactions fraud-
ulently., Computer users appear to be par-
ticularly vulnerable to program patches. as
can be seen in the following recent case:

A programer at a large savings and lean
associntion attempted what could have been
the perfect computer fraud, At this institu-
tion, the on line teller terminals accessed
only a temporary customer file durlng the
day; afior all tellers had balanceti out, the
day’s transactions were posted to the per-
manent files and the temporary file was then
refreshed for the following day's. business.
This two-file system was used for security
reasons and is the prefirred approach for ag-
vanced, on ling systems. The programer had
patched the program so that any withdrawals
against his personal account, when posted to
the permanent fle, would be actually charged
to an inactive account. On the following day
he would remiove his withdrawal slip from
the documents sent to the computer center
from the branches and substitute one draw-
ing on the inactjve account. With the pro-
zeam patch removed, 1t would have been im-
vossible for audiftors to discover the perpetra-
tor, Fortunately, the scheme never got off the
ground; the programer erred in keying the
inactive account number con his first effort.
He was caught the next day.

Frauds caused by improper computer op-
eration werée alimost always payroll frauds,
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wiere extra checks were printed or where
wnauthorized use of computer fevminals was
employed to enter fraudulent payroll data,
thus leading to excessive payments.
UNDETECTED COMPUTER FRAUDS

One cannot help inferring that a significant
amount of fraud and embezzlement goes un-
detected, Since so many cases are uncovered
only by chance or hecause the perpetrator
simply gives up or makes a stupid mistake,
one may well conclude that most fraud goes
undetected, I belleve this is true for com-
puter fraud as well, Furthermeore. it's pos-
sible to determmine the most likely undetected
cases simply by applying the paitern of non-
computer-related frauds to computer users.

ther cases appear probable, considering the
buying, selling, employmelit cor funictional
acrivities of various types of organizations.

First, it should be clear thatv a large num-
ber of undetected computer frauds simply
follow the patterns found in these detected
cases, Thus, there Is much undestected cor-
porate inventory and disbursements fraud,
much undetected welfare fraud in federal,
state and local government agencies and
many undetected funds transfers ju banking
institutions, Theft from inactive accounts in
savings instifutions is'a good cese in point.
This scheme was the most irequently re-
ported in this analysis, and yet many more
probably go undetected. Officers of such in-
stituiions depend heavily on the compuier to
block atiempted withdrawals from dormant
accounts, vet this control can easily be eir-
cumvented by the computer thief, Long
running dormant account thefts camn easily be
masked by blocking or diverting guarterly
statements and then sending adiusted state-
ments in their places. Beyond this, my
guesses as to undetected schrems are the
following:

1. Pension frguds. There were & couple of
cases in this study where pension payments
were discovered being made. in the names of
deceased individuals. But the number of
pensioners in this country, tlle number of
pension-paying organizations and the ease of
the scheme suggest that computerized pen-
sion fraud in the United States is a hidden
problem of major significance. There are
probably thousands of deceased pensioners
on computer files whose monthly checks are
being diverted to white ccllar criminals,

2. Inventory and disbursement frauds in
state and local governments. Disbursement
and inventory frauds were found to be big
problems for automated systems in corpora-
tions and federal government agencies; the
same must be true for state and local gov-
ernments, but 210 cases of thig tvpe were
found in my collection. It seems clear that
they weren’t included because they haven't
been detected, perhaps because auditing of
these agencies is not as thorough. When you
consider the number of state and local gov~
ernments in existence, the amount of pur-
chasing they do and the size of their Inven-
tories, this must be considered another
hidden problem.

3. Insurance claims fraud, From the cases
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to dafe it micht be concluded that there is
no computer-related fraud in insurance com-
panles, This can’t be so. The nature of ths
business in this Industry is inoney colleci~
ing, investing and paying: there are many
individual accounts, many transactions, a
high degree of automation, the dollar magnt-
tude is high and much of the industry de~
pends primarily on good faith—such a3
medical insurance claims processing. Few -
dustrles kave such a high potential for com-
puger fraud and so few detected cases to
date.

4. Corporate biiling frauds. While thers
were & few detected casges of this type in my
collection, the total was surprisingly small
considering the vast amount of billlng activ~
ity in the corporate sphere. The large num-
ber of employees who have access fo billing
transactions and the case of manipulation
suggest that much fraud hiere goes unde-
tected, particularly that effected by deletinig,
blocking or altering transactions.

8. Federal government program frauds. If
the results of this survey can be bhelieved,
there have been no dishonest computer pro-
gramers in the federal government. This
herdly seems possible. Considering the pn-
tential for abuse In such agencies as the De~
partment of Health, Education and Welfare,
the Department of Defense, the. Internal.
Revenue Service and the Agricuiture Depart-
ment and in programs such as reyvenue shar-
ing, it may be concluded that a significans
number of payment frauds generated by urn~
authorized program psiches go undetected
in the federal governmernt,

8. Loan frouds In commercial banks, Com-
mercial banks, 25 opposed to savings institu-
tions, also appear surprisingly clean in the
survey, For many reasons, the chances of
operating successful funds transfers are lower
for demand accounts than for savings ac-
counts, bu® the opportunities for loan fravds
are greater in commmercial banks. It seems im~
possible that computer-assisted loan frands
are not a giant problem for commercial
banks, My guess is that many are out there
waiting to be detected, -

PERFETRATOR'S JOB POSITIONS

Some of the most interesting observations
{o be made from computer fraud cases come
from looking at the job positions of the per-
petrators. As shown in Figure 4, this page,
there was much collusion, particularly in
those cases initiated by data entry person-
nel. Line 1 of Flgure ¢ should be read as
follows: There were 15 cases involving data
entry personnel; 4 of theseé acted alone: 5
colluded with 1 other employee, 1 colluded
with 2 others and 3 with more than 2 em-
ployees; 1 coliuded with a nonemployee and
& colluded with at least 3 nonemployees; the
average loss per case for those 4 employees
working alone was &8,000 and it was $727,000
per case for ail cases in this category.

The distinction batween data entry,/termi-
nal pperators and clerk /tellers is essentislly
that the latter category deals directly with
customers, supplers and others: the former
do not,

FIGURE 4.—~AVERARE LCS5S; JOB POSITION OF FIRPETRATOR JRDIVIDUALS INVOLVED ’ ;
. Inside Qutside Average Joss (thousands)
N 3 Prepetrator - e -

Joh position of primary perpetrator Total alone 1 2 >2 1 2 »2 Along Tota

i

1. Data enlry/terminal operator, 15 27
2. Dlarkiteller. ..., 16 $758
3, Programer.. 15 53
4, Officer/manager.... 21 314
5. Computer operal:.t, 9 37
&, Dther staff. 5 92
7, Cotaputer Operator. cuueenvvemmnes 5 695
Unknown . R LU N SIS O, [ e mamn e A & o omamen e 2,400
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Thoe higher the ronk or pe:sition of the
perpetrator, the less likely is orne fo find eol-
lusion; thus, managers were fourd to work
alone rmuch more often than kerpinichers or
teller coperntors. Perhaps this {5 bzcaure the
higher the rank, the broader the job re-
sponsibiiities and the grealer the knowledge
of company operations and certrols. Thus,
there 15 less need to collude lcr purpeses of
gathering knowledzge or to offect frauds via
transaction generation, ete. Also, the higher
the rank, the greater the loss. Fod example,
officers and managers, working alsne, stole
$274,008 on the average, whereas other stafl
tcok §£48,000 end clerk/tellers 827,000,

Something of a surprise was ile fact that
tho computer speclalists were caught taking
much less when working aloze than were
nonspeciaiists; operators toek 223,680, pro-
gramers averazed 220,000 and daia entry per-
sonnel cny $8,000. It seems that crdinary
managers and clerks have lesrned to use the
computer to steal much mere readily than
have tho computer specialists.

The anomaly of the §727,000 average loss
rer fraud perpetrated by data entry percon~
nel and cchorts is erplained by the nature
of the cases here, Several were large weifare
frauds, one with over $2.5 millien of fraudu-
lent payments to bogus recipients, and gev-
eral otherg wero larga inventory frauds. The
cases Iu this categor, ~ome as closs to being
“orgnnized erime” sit\  long oz any cbserved
i this project. The majority of deceptions by
*“unknown™ perpetrators or outsiders were
inventory frauds; one of these arparently in-
volved orgonived erime.
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The rerpeisator was censidered an “out-
stder™ if he 13 nnknown and could have con-~
ducted the scheme without speciaiized
knawledge or aceess,

For expmpie, an urknown person or group
stole over &2 million from New York banks
by depositing bogus cheeks designed so they
could never clear the bank's computer. The
checks were printed as if they were drawn
on & New York bank, but with a Californis
bank’s MICR eneccding. The checks were
ping-ponging back and forth between New
York and California well after the normal
clearance time; by then, the funds had been
withdrawn.

Compariron cf the perpeirator’s job posi-
tion with the method uzed to manipulate the
computer system confirms that the majority
of the schemes invelve employee aciions very
sipiilar to those of his job position: data
eniry perscnne: end tellers manipulated
transactions and pregramers manipulated
programs as skown in Figure 5, this page.
Management, steff and computer operators
engaged in geveral {ypes of schiemes, but the
majority involved fampering wiih iInput
transactions.

Comparison of perpetrafor's job position
and type of scheme yiclded ltile pattern in
the data. All types of employees operated
payroll, dishursement and accounting/inven-
tory frauds, About all that can be said from
fhe analysis was. that just sbout anyone
could be involved in a fraud scheme.

Figure 6, page 60, suggests difering de-
grees of control in difersnt types of orga-
pizaticns, Corporate computer frauds were
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perpetrated by all types of employees from
officers to keypunchers. In banks and savings
and loan ..ssociations, the primary fraud po-
sition was one of management; branch man-
agers and teller supervisors were frequently
responsible for the crimes, In state and Jocal
governments, the primary Job position in-
volved data entry; hére again, most of these
cases were welfare frauds whree bogus re-
cipients or payments were simply added to
the trancaction fivw at the time of computer
input.
AN OUNCE OF FREVENTION

Many of the fraud cases cited here could
have been prevented by a revision of the
company's organizational structure. Em-
ployees should be given positions that do nos
canfilet or overlap with the responsibiliiies
of others in the orgenizution. And all em-
picyees should be consistently obszerved and
reviewed to prevent opportunities to commit
frand.

Separation of responsibility. Perhaps holf
the fraud cases summarized In this article
would have been impossible had separation
of respensibiiity in data processing bteen
praciiced snd enforced. In many of these
cases, employees who had no responsibility
for trancactipng were still able to genernte,
tamper witiy-or delete them, Separation of
responsibility In a..computer environment
means seperationyofGhe following funciions:

1, Inpuf ddfa genération.

2. Inpufactntrel.

3. Ceniputdz operntlon.

4, Progremidg afitt maintenance.

§. Cutput control.

6. Data, pregram file control (librarian).

FIGURE 5,~—J0B POSITION OF PERPETRATOR, METHOD OF MANIPULATION *
Transactions Transaclions Transactions . Program Improper izcellanesus

Jeh-pesitien added altered deleted File ¢k hang eperaticn unknown
1. Data entryflerminal 6perator. cvman e e mmme wenn g
2 Clertt /oMl ens e cmcnrvs cmsm s s mnms e — 9
A Programer.s.. e -
4, O CT/MANIEET s rasmmwmn s rmm e i i i 8
B, Comouler operalor, oo v am e —————— 1
€, Other staf} e - ooy e SR
7. Oulsider (rEAzmPIOYER)- cvann oo cpmree e atan 3 e m e e e e 2o e o m e r e+ T o et e

Unknown

| R,

Mote: Al Eut 4 of the Faderal Sovernment £asas ware excluded because of missing infarmation In those case descripticns,

1t is essential that programers not have ac-
cess to input transanctions, real data or pro-
gram files and that they not operate the com-
putey. Computer operators must not be able

- to change programs or gain sccess to data

files except nccording to job scheduling, and
they should not be able to enter or change
izput daia. In keeping with. time-honored
suditing principles, certain responsibilities
ehould be kept separate and conirols or
checks are necessary to make sure that deta
15 not manipulated as it is generated und
processed.

Employee survelllance. Bankers have al-
ways tried to monttor the financial situations
of their employees—and for good reason. All
computer users should reallze that all data
center employees and particularly these man-
agers and stalf who work with the data center
should be closely supervised, All systems
whers employees or assoclates have person-
al accounts' (banks, Insurance compoanies,
Lrokerage housss, ete.) should be given spe-
clal attention,

THE. BIGGEST DETECTED COMPUTLA FRAUDS

From the 150 computer fraud cases Includ~
ed in this survey, 15 were seclecied and are
listed ¢n Flgure %, page 81, ss “the blggest.”

.'These cases oll Inveived schemes that ran for
more than a year, were operated by employees

of the victim organization and are typical of

the schemes discovered to date. Excluded-

from this list are helf a dozen cases each with
losses greater than $1 million. They were not
In¢luded because they ray less than a year,
the victim was not the employer or the fraud
methodology was atyplical.

The most important observation to be
made from these cases is that they are com-~
mon. None are creatures of the computer;
they have all been tried before. Four of the
cases were disbursement frauds where bogus
vendors, together with the supporting details,
were set up and pald. Four cases were of the
“fund transfers through the gccounts” type,
all In financial institutions where the per-
petrater's and his accomplices’ accounts ap-
peared as labllities; the others were of dif-
ferent types. Thus, In terms of scheme type,
the biggest computer frauds are all old wine
in new boitles. The technology may be ran-
dom access and hexadecimal, but the scl.eme
itzelf should be as familiar to the auditor as
deblts and credits.

A surprise 13 the varfety-of the job positions
of the perpetrators; 1t appears that big frauds
can be cenducted from almost any job posi<
tion but the higher the pusition of responsi-
biiity, the greater the prospaects for fraud.
The one jub pesition congplcuously absent
from the big cases was that of computer pro-

gramer. Perhaps these people are nmot as
dangerous as had heen feared; but it's alto
possible that the reverse is frue. This Is a
good illustration of the problem of working
from detected cases—we have no way of
correcting for sample bias., In this situation,
we know nothing about currently successful
embezzlers, One thing that the perpetrators
throughout the biggest cases have In com-
mon is that each had a thorough understand-
ing of the functional operation of the com-
puter system. Of the 15 cases, 1 Involved a
man who had designed and installed the
computer spstem, 4 were condueted by man-
agers of computer departments and all others
were Ifrequent users of the system.

One big surprise in this tabulation was
that all but cne of the cases were eflected by
maniputation of transactions, mostly by un-
suthorized fransections being added to the
input stream. Another was the paucity of
cases detected by ordinary gudit—1 case out
of 18. Most were uncovered by suspicious as-
socintes and employees of related parties,
such as banlks, Again, this is probably mis-
leading, No doubt many schemes were de-
tected by internal audit or externesl review
or were thwarted by internal conirols and
were never publicized, Thus, long running
schemes must necessarily have escaped ordi~
nary audit,

R -
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FIGURE 6.—J0B PGSITION OF PERPETRATOR, TYPE OF VICTIM
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; Bank/stwings ~ Stats and Federal
Job position Lorporstion and foan  Jocal government Government Totaf

1. Data entry/termina) OPEIalor . coevcmvumermesmammummescn e s e s e 6 2 6 1 15

2, Clerk/teller... ;5 4 3 3 16

3. Programer 7 1 — 15

4. Officer’manager. 7 12 2 — 21

5. Compiiter operat 3 5 1 - g

B e e iy g T Y ! H

. Outsider (nonemploye
8. 'Onknown.. 2 i - 3
Fiote: All but 4 of the Federa) Government cases were excluded hazause of missing informatlon in thuse case descriptions,
FISYRE 7.—LOKS RUNNING COMPUTER FRAUDS !
B Number
of parpe-
Amaunt Time - trators
(thau. frame Computer . Job positian of inside/
Case and summary sands)  (yearsy Typzofschems manipulator Fraudulent debit primary parpetrator  outside Meansof detection
1, Actountant at west coast department store set 3100 13 Disbursemants...... Unautherized tnventory. Accotintant 1)~ Suspicious bank
up phony vendors, purchase and vouchers: ggs:adf!mm : employee;

" 2, Claims reviewer at insurance company pre- 128 4 Fraudulenstelaims ...l do. Expense [BETH T S 1722 Error made by greedy
pared. false tlaims payabie to friends in a paid assuciate,
thnag?er that lwould be paid automatically

e computer, s - . P

3. Cla%( at siorapge facility entered false informa- 4,620 & lavenioryBilling- .. Inputtransaciions {nventory.......... Computerterminal 1713 Physicalinventory
tion to computerizéd inventory system to altered; cpenatsh shortape detected
ma:ak lh%f,t otfb‘inyentory. Shipments then in avdity

vathout billin . s

4, W:flg:}ahaist; zmplqyeég; manipulated come 200 0 Inventory..oeaenanes Unauthorized None (inventory Warchouse {9 Susnicious wife of
puterized inventory system through unau- terminal entsies records changed employes(s): store manager,
%huritzed_(ermmal entries to mask fventory astolocstion

Bits .

5. Accountant at metal fabricating company 100 A Payroll. e ceenncan Unkatwn.oesinnnnen Expense. Accountant . 1/~ 18Sinvestigation,

padded payroll, thereby extracting funds for
own use. ]

6. Officer of London bank stele funds from inac- 295 T Wesount transfers.... Unauthorized addi-  Customer actounls.  Computer lialsza 1/~ Unknown,

tive customer accounts. tion and alteration  (fiability)s [ Y
. of transacticas; . .

7. Bank employee misused on line banking sys- 1,400 3 taing e Transactionsal- ... 00 e raeunnnmnan TENIET SUPBTVISH ... 1/~ Gambling activities
temto perpetrate large lappingraud includ- tered, added and uncovered by
ing untecorded transactions, altered trans- withheld, palice raid,
actions and unauthorized account transfers, " ; " N

8, ry‘lnnufacmrlngcomrany manager who had de- 2.0 R Beshesserments (also Transactions al- inventory (also Operations massger. 11 Susplions asso-
signed and instalted automated accounting fadinge fraud)s tered (aiso unau- oxpense; 1afe,
system wvsed it to steal. gz%grz‘gd transe

9. Customer representatives of large public ufi: 20 ks Tesite Uniu.thonied transe Fxpense (adiusting  Custorer servita 2/1 Suspicious bank
iy, logether with outside assaciate, erasi;if sFp-pailactionn actions, entry), represantatisva, emtgloyea together
customer receivables using computer snas with expanded
cun‘ection codes; recelved kickback from type of scheme,’
customer. ) ) )

10, Clerk in department slore established phony ) E R Iy & o A0 mi e 1Vemtory. ccoeeurmnn Accounts glork. ... 11 Suspiciobs assogiate.
purcicses and vouchers paid o friend's :
comgany., " ot .

11, Organized crime ring operated check-kiting 900 & Kiting (flaat fraud). . Transactions alered. TIming..cocoonmnnen VP-tomputer sys- 2/3 Bank messenger .
fraud between two banks using computer tems (also assiste {aited to dellver
room employees who altered deposit memos ant brap checks on time.
to record check deposits as available for manager
immadiate withdrawal. ) .

12, Accovstant at large wholesaler established 1,00 4 Disbursements...... Unauthorized Inventory, Controlle: 1)~ Gave up
phesy vendors. through computerized ac- transactions;
caunting system that he operated. R

12, Officer of %iokerage house miszppropriated 27 3 Accaunt transfers.eee o 80n o mienininan Revenue acesunt YP-comptter system. 1/~ Usknowns
if;n{;}]any ﬂfm}ls Jhrough compuier system (interest earned),

at he controlled,

14, Partner at brokerage house transferred funds 81 - L. R (S, Expenge (vie ad- Parinar-head of 1= Do,
{rom firm’s accounts fo his ovn, | 3 usting entry); _computer sysiemy

15, Director of publishing subsidiary manipulated . 11,533 O Padded sales (also  Program allerstions  Recelvahles......—.. Directar of 8- bo,
computer system to add false sales and unrecorded (also file thanges), subsidiary, N
block recording of accounts payable—all to expanie),
improve operating results, thereby securing v
a position on board of directors,

7 Several, 3 Several yars:
1 Probable losses much greater, .
Auditors should be particularly interested recelvables, 3 were to expense 2 were ad- CONCLUSION

In the conclusions about the biggest com-
puter frauds drawn from the column la-
beled “fraudulent debit,” In every account-
ing-based fraud, s trace or "footprint” of
the fraudulent trancaction is left in the
accounts, In almost every case, it Is the
debit that sheould be the foeus of internal
control or the base of fraud detection. For
example, disbursement frauds zesult in
bogs deblts to inveniory or, in some cases,
expense accounts; payroll debits are to ex-
pense accounts; and theft from dormant or
inactive accourts in banks include fraudu-
lent debits fo customer accounts. The key
to long runrimg frauds is in the identifica-
tion of unauthorized debit entries, In ths
15 biggest cases, these entrles form a
definite pattern: 6 were to inventory or

Jusiing entries to revenue and 2 were to cus-
tomer accounts (Mabilities). Two involved
schemes other than manipulation of ag-
counting entries. These cases became big be-
cause these debits were such that detection
by manngement was seriously impsired: in-
ventory shortages were probably considered
part of norpnl shrink, expenses were to
those necounts where additionsl charges
wouldn't fe essily spotted (payroll, claims
expense in an insurance company, interest
expense gt brokerage houses or revenue ad-
justments thet appeared to be corTecting
entries). In reviewing automsted account-
ing systems, the suditor would do welil to
estsblish 8 clear idea of the debit entries
most likely to be fraudulentiy used.

o

The first ¢ime I assembled a set of com-

puter fraud cases, T was struck by ihe ine.

competency of most of the embezzlers who

“had been discovered? Since the computer

provided such o high degres of fraud poten-
#al, T wrote at that time, “I can’t help won-

dering what the really clever people are-

doing” witk the computer, I still wonder;
I think the biggest computer frauids ave
still to belrevealed, i S
APPENDIX T

Five sources were used 1o collect cases for
thisartivle: .

1, Annusl reports, magazine articles and
newspaper clippings. o )

: Brandt Allen, “Coraputer Fraud," Fingne
cial Executive, May 1971, p. 88,

!
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2, Case filex-of the Staford Ersearch In-
stitute. Dopn B. Parker of the ERI sllewed
me to examineg his case files, which have
been establiisked. In part, tarcogh research
sponsored by ti - National Selence Founda-
tion,

3. Case files of the U.S. Genera
ing Office, These cases are doesexd
puter-Related Crimes in Federci Programs,
GAQO Renort FGMSD-76-27, April 27, 1576,
Yealter Ardersyn of the GAO's Financial
and Generat AManzgement Studies Divisicn
provided further details of these caces short
of {dentifying the agencies oad individuals
involved.

4, Case files of the Federal Buran of In-
vestigation. fummaries of clesed cases with
Individual and institutional identification
reioved were obtalned from the FBI

., My own files from previous research and
corsalting projects.

While I am indebted to these orjaniza-
tions and individuals for their cases snd
assistance, I alone gm responsible for the
summaries, arslyses and speculations con-
tained in this article.

L Aocount-

§
'
AMENDMENT

Mr. ABOUREZK. Mr. President, on
Ji\ly i1 of this year, Senator HatrylLp

F INITIATIVE CONSTITUTIONAL

available
e country, I am whrking with

£CTOSS c
America, an orgayization with

Initiative

Btates. Tniti
series of qu

tive America Yas prepared o
tions and swers which

ment was ordered
RiEcorp,as follows: B
QUESTIONS AND ANcwWiRS ON THE NATIONAL
}z{fl::l;mzr

3 Q. What is the Initiathe

A, The Initintive fs th¥ process by which
nd\enact laws inde-
pendently of the \
placed on the ba
reguired numben

provide for a Naticiaal Imitictive was
Just Intyoduced into the U.S, Sen:
ere is the Znitiative now
vas it established?

Oklahoma, COregen, Worth Dakdka
gontlny  Dakota, Ttah, Wathington, \
W yoming.

In - addition, the Initintive is presently
evallable in hundreds of municipalities

ope
-

e es...tionally,
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Use of the Initiative began in the Tnitej
Siktes around the turn of the Century, afffer
SouNa Dakeia became the firsi state fo glopt
the pPxocess in 1808, Other states foflowed
South Rakoiz’s lead, with 18 adfitional
states auWaorizing Iniigiive inthf fToto
ing 20 yearh The origifis of Initiajive proce-
dures date EXEs tothe “plebiscitfms” of the
ancient Romiad\ Republic, wherehy the yues-
tion of repexiiny or enacting faws over the
oppesition of tHA\Senate coyfd be put to 2
vote of the “plebe—the enfranchised com-
moners. Inmitiative procedfres were realiy
pioneered in Switzergnd jh the years 1631~
1891, however, when Yafious fermws of the
Initiative come into ugl. "Their use is con~
tinued on 2 rnationtlfb¥sie In. the prezent
Swiss Constitution: 4 \ )

Q. Does a Nallgfal InXlative really re-
quire antending tif T.A, Cojstitution?

A, Portions of e existing Yonstituiion lay
the foundatioyf for s Natidnal Initiative
proecess, but afeparate amendiyent is neces-
sary to provife a specific procedgre by which
citizens cay use this right. The 13st amend-
ment staifs that 1hie pcople have tAe right to
petitionAhe government for redress\of griev-
ances, for instance, but the first amépdment
dees fiot provide a precedure to pragticaily
impfement tais right,

¢f. Exactly how will a Natioral InitNtive
vari? * .

A. Citizens would be allowed a maximum of

8 months to collect signatuves of registerg

~

upters equal in number to 3 percent of thghe

v¢ing for.the office of President at the Ifst
Pryzidential €legtion. Of this folel figurd, &
disigibution reguiremment of at least 3 per-
cent\in eack of 10 states would apply.fThe
total\signature reguirement, bgsed of the
1976 Egesidential election (81.6 milliof vot-
ing) wiuld equal 2.45 miillon valig
signaturys. Signatures would be gertdied
witnin. 99 days fur thejr sufiicienc ’fy the
U.S. Attor\ey General, gnd then fiaced on
the next niional Congressipsial elfction oc-

- gurring af legst 120 day§,tcfx‘;ez(cer‘ fication Is

compieted. TNtiative ffroposals efnld appear
every tivu. yesys pt” Congrossiorfil or Presi-
dential electlongs -

Q. How dcgsﬁ’i preeess woyft in conjunc- -
tion with representative gystem of gove
ernmcnt?/

A, The'Initiath® is 2n intgzral part of our
repres%ntative sy ga’ of gfvernment, It is
a complement fo-t:e preseyt system, because
it h%;,j operaye more accountably and
v. Initiative i singpiy another check
and fhalance in our NolYfical system, except,
instead of one branch¥yf government being. a
check ageinst anothel, the Initiative Is a
finalicheck against thls Yostitutions to which
the pgople have delgraidd authority.

Initjative is accfpted\as arvother demo-

cratic ‘means by yhich cMizers can cxpress
themselyes, The fnitlativ has survived the
test of Nearly €0 years ofjuse in 20 states

acrozs thy Unifed States, {nitiative drives
orovide feegdbgick to legisladprs about how
the people 1l on differenty Issues. Addi-
mayfy Initiatives proyopt s public

atherwise ddressed.

discussion sfoul perlient Esucs\NvATER wourd ™

Lo W BN providing

auneother mmunication lnk \With our
. elected ficials, i%giatives briyg more
eitizens {fifo the malnstream of p{blie af-

fzirs ang bring greafk responsiveless on
the par¥y/ of the legisiative body. .

Any ool such as the Initiative whicg im-
provesf consultation betwsen pgovernypent
and tife pecple is 2 tool which enhances\the
effectfveness and cpeness of owr democryey.

Q.fWon’t the ballot eventusaily become vy
comblicated by dozens and dozens of issue¥?

Al Thie history of state-level use docs noy
indicate thai such frequent use of the Ini-

tiftive has ever occurred, There are bullt-in \

. sgffeguards to insure that the Initiative is
Bed for issues with substantial publle in-
crest -and support, The sigznature regquire-

legal~
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ent Is sl enough to prohibit most drifes
Nom gaining the legal number of signayfires
qualily for the balict in the first
. What will prevent the process
beipg controlled by special intoreszj} 1

InitNative really & citizens tcol?
A\ Bpecial interests already enlodan un-
equr ¢e in the legislative proces through
full-\ime “lebbying of the legisiafhre. T1
Initkltive iz groposed ps a people’sfcheck for
thoseltimes that'the legitiature is
sive t4 public noeds,

The\Iritwtive protess has sevdfal unique
featurds which make i§ an effecifve citizens
teol, efjabling {he people to be
wnen nyrimsl legisiative channdks fail. Ini-
tiative g\ves pedple the phwer
hearing n an issne wiaich cofleerns theny.
If there fre encugh citizel}s wiliing to sign

s 2az

pewlizns Ro pat a question| to i public vote,

. ¥aen that\issue, at the very fleast, will be
Tully debatld and addressefi 1if a public way.
Even if thd issue is lost/atfthe pells, the
merezzseq p\iblic awarenéss find education
ay go 8 ion\g way towafd rgsolving a ques-
ticn left unsddressed by thf legislature.

The Inttiatyve is also a vy open process
which Inmviteg serutitiy by ghe public, the
menia, and & cogamunity aders. If special
interests use dr atténmpt to finduly influence
the Initiativel procéss, thf community is
aware of it 1% is 1ot easy to work. behind
clezed doors wken an) Issug is on the bollot.
Of courke, applopriate disflosure and other
camyaign requilemenis affe useful compli-
ments 1o the Indl igtme pricess,

State level Init\dtive usd has demonstrated
that & meesure” dualifiedfand campalgn for
by a privgie, speqlal intdrest group cannot
succeed-di the poly withput the active sup-
pCre-of community\and political leaders.

-~ Q. The Initistive l\as wrk ~d for decades at
a siate and local lewel, Jvill it work equally
well at a naticnal ledel

A. Initiative will whi every bit es effec-
tively at a national lelql. Early opponents of
this process argued t{dt it could not work
efiectively ab & state §avel, because of the
compiexity of the iesug) it could be used to
address, the lack of ymderstandin: citizens
were said to have of cymRicated sto e budg-
ets, and the like. Hofevel the beust test of
the Initiotive has coyhe in \he state of Cali~
foruia, a state with 1§ percel}s of our nation's
population and a 84 billlo} budget. Even
with Californla’s trefiitionally\complex social
prebiems, the Initiftive has pyriovmed well,
There Is no'reasongto believe that Initiative
wilt not work equafly efectively Yhen applied
to national isgues s ~

Q. Why a 3 pergent requiremenit for sigha-
ture gathering? Y \

A, The signafitre gathering rdyuirement
must be substgntial enough\so §s to dis-
ccurage frivoloys, unsupported drivys, yet not
s5 difficult ag Fo preclude use of {k§ process
Ly voyunteer, grass-roots efforts, An\ percen-
tage over 3 pfrcent would reduire da efiort
so larpe thaif oniy we11~ﬁnwﬁced orQelready
formaliy-crggnized interset groups cq
the Initiativy, | ll |

weFhe-totEl Bignature gathering requilement
of 3 perceyfit of those voting for the ofice
of Presiderf at the last Presidential elgction
eguals 2.47% million legal, valld signatuges of
registeredfvoters, bascd on voter turndgut of
21,5 millign in 1978, :

into corfiderstion an invglidation raiey
non-legfl signatures) of snywhere frory
to 50 ghbreent. The practical goal for e §
tional fnitiative signature drive would 1ikWiy
be betfveen Tour and five million, Anyone wi
has gfitnered legal signatures surely realizys
the gfagnijude of such an effort,
Qf Are there safoguards preventing one r¢
giofl of the country from domiucting tif
Vusyd of the Initiative? E
h A\ Yes. The proposed smendment requirdg
o, of the totsl signatures eollected, there
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