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I 

INTRODUCTION 

"Privacy" has gained attention of late in every area of personal 
affairs. Of singular importance has been the subject of "privacy and 
security" of criminal justice lnformation. Often the desires for ano­
nymity by those who have confronted the criminal justice system clash 
with society's inquiries pursuant to a "right to know. II 

The enactment of the Omnibus Crime Control and Safe Streets Act of 
1968, brought national attention to state criminal justice systems, and 
Federal funding through the newly established Law Enforcement Assistance 
Administration. A significant LEAA priority was the development of 
comprehensive c~iminal justice information; and the encouragement of 
states in the development or upgrading of such information systems. 

In early 1973, the Nativnal Advisory Commission on Criminal Jus­
tice Standards and Goals, mindful of information system development, 
encouraged each state to 

" •.. adopt enabling legislation for protectiun of secu­
rity and privacy in criminal justice information systems. 
The enabling statute should establish an administr~tive 
structure, minimum standards for protection of security 
and privacy, and civil and criminal sanction for viola­
tion of statutes or rules and regulations adopted under 
it." 

The NAC also recommended that each state establish a security and pri­
vacy council to oversee and monitor criminal justice information pri­
vacy programs; training for criminal justice personnel rEgarding'pri­
vacy and security measures also was recommended. 11 

A few months after the NA: report, the Crime Control Act of 1973 
amended the earlier 1968 Act, dnd required that information systems de­
veloped with Federal funds be prot~cted by measures to insure the pri­
vacy and security of criminal justice information. 2/ Section 524(b) of 
the 1973 Act provides as follows: 

"All criminal history information collected, stored or dis­
seminated through support under this title shall contain, 
to the maximum extent feasible, disposition as well as arrest 
data where arrest data is included therein. The collection, 
storage and dissemination of such information shall take 
place under procedures reasonably designed to insure that 
all such information is kept current therein; the adminis­
tration shall assure that the security and privacy of all 
information is adequately provided for and that information 
shall only be used for law enforcement and criminal justice 
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and other lawful purposes. In addition, an individual who 
believes that criminal history information concsrning him 
contained in an automated system is inaccurate, incomplete, 
or maintained in violation of this t,tle, shall, upon satis­
factory verification of his identity, be entitled to review 
such information and to obtain a copy of it for the purpose 
of challenge or correction." 

Pursuant to mandate in the foregoing legislation, LEAA developed 
regulations which were initially published in May, 1975, revised and 
finally promulgated in March, 1976, and which appear in Title 28 of the 
Code of Federal Regulations, Chapter 1, Part 20. These regulations im­
pose requirements with respect to the dissemination of criminal history 
record information, though mainly the regulations leave it to the states 
to develop comprehensive programs to manage criminal justice information. 

This report was prepared as one of the tasks in a project under­
taken for the National Criminal JUStiCf~ Information and Statistic Ser­
vice (NCJISS) of the Law Enforcement Assistance Administration, United 
States Department of Justice. A specific purpose of the project was to 
survey state legislation dealing with limitations on the dissemination 
of criminal history information. The results of that survey are included 
in a companion document, "Privacy and Security of Criminal History Informa­
tion: A Compendium of State Statutes,"available from NCJISS. 

In broader perspective, the project was intended to analyze pri­
vacy policy and to produce a resource document that would be of help to 
state and local government for the development of privacy and security 
programs in criminal justice information systems. This project does 
not address the :oe.rial complexities of juvenile justice information, 
though many of the policy issues are the same. 

It is not the purpose of this report to advocate a particular frame­
work for legislative policy or a IImodel" statute for state government. 
The Compendium of legislative approaches to particular policy choices 
should be a useful resource to those concerned with legislative policy 
and drafting. This report will discuss matters contemplated within 28 
CFR, Part 20, and will explore a broader range of privacy and security 
issues that a state may confront in developing a comprehensive program. ~ 

The organization of this monograph is quite simple. Chapter I is 
a discussion of the general concepts regarding privacy and security with 
respect to criminal justice information, including a definition of some 
basic terms, consideration of the interests to be balanced in developing 
privacy ~olicy, the relevance of fair information practices, and the con­
straints of system design. 

Chapter II contains a discussion of specific issues to be resolved 
in developing privacy policy for criminal justice information systems. 
These issues are presented more as a list of options than as guidelines 

- 2 -



for adoption, and the choices available to policy makers are identified. 

Chapter III presents the criminal justice information privacy and 
security program developed in each of four states: Colorado, Illinois, 
Maryland and Washington. These states are cited as examples of legis­
lative programs that should be of interest to those who intend to under­
take, revie\~ or reshape their own criminal justice information privacy 
policy. 

At the end of Chapter III there are brief suggestions for how to 
deal with the development of a criminal justice information privacy 
program. Frequently the process for developing policy is just as im­
portant as the substance. 
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CHAPTER I. GENERAL CONSIDERATIONS FOR PRIVACY AND SECURITY 

OF CRIMINAL JUSTICE INFORMATION. 

The phrase, "privacy and security" is in general use today, not 
only as to criminal justice information, but with respect to any kind 
of personal information, i.e., any information that is referenced to 
an identifiable individual by use of name, number or other charac­
teristic. That which makes information personal is not its content, but 
whether it refers to a specific individual. Criminal justice infor­
mation is one kind of personal information, and is the topic Df this 
report. 

The word "privacy" has been used for a broad range of notions 
such as the right to use contraceptives or to have an abortion, the 
right not to have one's telephone tapped, and the expectation that one's 
bank records will not be opened to public scrutiny. In one popular 
sense, privacy is a desire to be "1et a10ne," and thus it is a concept 
difficult to define or to limit. Privacy relates to people, and with 
respect to information about people, raises questions as to what and 
how information about them is gathered. That inquiry is not the priJ1lp. 
focus of this report which instead deals with how information is used. 

The term Iconfidentia1ity" best describes the subject of this re­
port. We are here concerned with who can have access to specific cri­
minal justice information, and under what circumstances. Confidential­
ity protects privacy by restricting access to personal information. 

The term "security" relates to information systems, and deals with 
how information is protected from unauthorized access, alteration or 
loss. Security assures confidentiality and the integrity of data; . 
it is largely the realm of technical experts and will not be treated 
with here other than by reference. 

The phrase "pri vacy and security, II though commonly used, is an 
unhappy one; it is more useful to talk about pers0na1 privacy, data 
confidentiality, and system security. Though the use of "privacy and 
security" will be avoided when practicable, it is acknowledged that the 
phrase is generally accepted as descriptive of policy or rules that 
relate to limitations on acquisition or use,or the protection of, 
criminal justice information. 

- 4 -



Definition of Terms. 

To promote clarity in discussion the more important terms used 
frequently in this report are defined be1ow. Definitions reflect the 
ordi nary meani ng of words and the gener'a 1 v accepted use in crimi na 1 
justice. The main source for the defini ... h .. I1S is the SGI glossary, 
"Security and Privacy Terminology, II 4/ In instances where a definition 
is from LEAA regulations in Title 28-; CFR, Part 20, that is indicated 
by the notation (Regs). 

Access. The authority to review or receive information from files, 
records or an information system, whether manual or automated. 

Criminal history record information (CHRI). Information collected 
by L~iminal justice agencies on individuals consisting of identifiable 
descriptions and notations of arrests, detentions, indictments, infor­
mation, or other formal criminal charges, and any disposition arising 
therefrom, santencing, correctional supervision and release. The term 
does not include identification information such as fingerprint records 
to the extent that such infonnation does not indicate involvement of 
the individual in the criminal justice system. (Regs.) 

Criminal justice ag~ncy. Any court or other governmental agency or 
any sub-unit thereof which perfonns the administration of justice pur­
suant to a statute or an executive order, and which allocates a sub­
stantial part of its budget to the administration of criminal justice. 
(Regs.) 

Criminal justice administration. The performance of any of the 
following activities: detection, apprehension, detention, pre-trial 
release, post-trial release, prosecution, adjudication, correctional 
supervision, or rehabilitation of accused persons or criminal offen­
ders. The administration of criminal justice shall include criminal 
identification activities and the collection, storage and dissemina­
tion of criminal history record information. (Regs.) 

Criminal justice information (CJI). Infonnation collected by 
criminal justice agencies that is needed for the performance of their 
legally authorized and required functions. This is the broadest in­
formation term, and includes CHRI and investigative and intelligence 
information. It does not include agency personnel or administrative 
records used fnr agency operations or management. 

Disposition. Information disclosing that criminal proGeedings have 
been concluded, including information disclosing that the police have 
elected not to r~fer a matter to a prosecutor or that a prosecutor has 
elected not to commence criminal proceedings and also disclosing the 
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ature of the termination in the proceedings, or information disclosing 
that proceedings have been indefinitely postponed and also disclosing 
the reason for such postponement. Disposition shall include, but not 
be limited to, acquittal, acquittal by reason of insanity, acquittal by 
reason of mental incompetence, case continued without finding, charge 
dismissed, charge dismissed due to insanity, charge dismissed due to 
mental incompetency, charge still pending due to insanity, charge still 
pending due to mental incompetence, guilty plea nolle prosequi, no 
paper, nolo contendere plea, convicted, youthful offender determination, 
deceased, deferred disposition, dismissal-civil action, found insane, 
found mentally incompetent, pardoned, probation before conviction, sen­
tence commuted, adjudication withheld, mistrial-defendant discharged, 

. executive clemency, placed on probation, paroled, or released from cor­
rectional supervision. (Regs.) 

Dissemination. The transmission of information, whether orally, 
in writing or electronically, to anyone outside the agency which main­
tains the information, except reports to an authorized repository. 

Intelligence and investigative information (1&1). Information 
compiled in an effort to anticipate, prevent or monitor possible cri­
minal activity, or compiled in a course of investigation of known or 
suspected crimes. 

Non-conviction data. Arrest information without disposition if 
an interval of one year has elapsed from the date of arrest and no ac­
tive prosecution of the charge is pending; or information disclosing 
that the police have elected not to refer a matter to a pros~cutor, or 
that a prosecutor has elected not to commence criminal proceedings, or 
that proceedings have been indefinitely postponed, as well as all ac­
quittals and all dismissals. (Regs.) 

Purge. To completely remove from or destroy information contained 
in a specified file or records system. (The word "expunge," sometimes 
a synonym for purge, is not used in this report. 

Seal. Through special procedures to close or limit access to 
specified information and files or record systems. 
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Interests Affecting Criminal Justice 

Information Confidentiality. 

Policy with respect to the use of criminal justice information 
must consider the variant, and sometimes competing, interests to be 
balanced in developing access procedures. 

The individual. 

The person identified by criminal justice information generally 
wants to limit access to that data because of its potefitial for harm­
ful consequences. That perspective itself changes from time to time, 
however. For example, at the moment of arrest one wants to be sure 
that family, friends or lawyer can have access to the information; 
secret arrests are contrary to concepts of a free society and are 
inconsistent with this nation's constitutional guarantees. Likewise, 
the accused wants prosecution and trial to be open to scrutiny to deter 
arbitrary, capricious or discriminatory procedures. An incarce}'ated 
offender does not want to "get lost" in the system, or while there 
to be subjected to improper treatment, and accordingly wants correction­
al information available to his representatives or to those who monitor 
the operations of government in the public interest. Once out of the 
system, however, the individual would like to rewrite history, erasing 
from its pages any notation of involvement with criminal justice. The 
mere fact of arrest, though mistaken and followed by the dismissal of 
charges, is perceived as a blot on one's record that can prevent em­
ployment or bring other opprobrium. No matter what the circumstances 
may have been, however, an individual does not want a criminal record 
to follow him, and he desires that criminal justice information not 
be available indefinitely to the public. 

The criminal justice system. 

The criminal justice system itself cannot function properly with­
out access to CJI. Since it is the system itself which is the main 
source and principal user of the information, the sharing of CJI by 
criminal justice agencies is usually appropriate. It is probably safe 
to say that criminal justice agencies are not much concerned whether 
the public has access to criminal history record information, except 
insofar as dissemination may create an administrative burden. 

Criminal justice agencies want intelligence and investigative in­
formation kept confidential, however, so as not to compromise its value. 
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Here the interests of the individual and criminal justice coincide, 
though for differing reasons. The main concern of criminal justice is 
that dissemination of information not impair the effectiveness of law 
enforcement. 

Society at large. 

Prospective employers, especially when the potential employment 
responsibility is considered "sensitive," want to know about previous 
criminal justice encounters that job applicants may have had. Often 
licensing regulations may be conditioned on freedom from criminal his­
tory. Those who contemplate important business relations with others 
(extension of credit, e.g.) also have an interest in criminal history. 
The relevance of criminal justice information to a particular relation­
ship is enigmatic; a past record mayor may not be significant. For 
instance, public knowledge about a misdemeanor committed during one's 
youth twenty years past might damage the individual in his relations 
with others though the value of that stale information is extremely 
doubtful. Nevertheless, the typical citizen wants access to criminal 
justice information about others, though he may not want others to 
have criminal justice information about him. 

~olicy for criminal justice information access is developed with­
in the context of these interests: fairness to the individual; effec­
tiveness of the criminal justice system; the protection of society. 
Most policy issues~ hOl}leVer, mainly involve a balance between the 
public's quest for openness and the individual's desire for "privacy." 
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Fair Information Practices 

and Criminal Justice. 

In fashioning a program for confidentiality of criminal justice 
information, general principles for good information management should 
be observed. A personal information system should satisfy the needs of 
users, but should be managed so as to minimize impairment of the in­
terests of data subjects. A study by an advisory committee to the 
Secretary of the Department of Health, Education and Welfare resulted 
in a 1973 Y'eport, "Records, Computers and the Rights of Citizens," 
which examined government practices regarding the use of personal 
information, and identified ways in which privacy could be enhanced 
through proper information practice. 5/ The committee recommended "fun­
damental principles of fair information practice," recognizing that 
personal privacy is affected by disclosure and use of personal infor­
mation. 

The general principles of the HEW report were incorporated by 
Congress into the Privacy Act of 1974, and have been accepted generally 
by the Privacy Protection Study Commission in its 1977 report. 6/ The 
principles are distilled here as follows: -

1. No personal information systems should be maintained whose 
very existence is secret. 

2. A data subject should have access to information about himself 
and know the purposes for which it is maintained. 

3. A data subject should be permitted to challenge and seek 
corrections of information about himself. 

4. Data should be used only for the purposes for which it wa­
intended, unless the data subject consents. 

5. Information used should be accurate, timely, relevant and 
complete. 

6. Information should be protected against unauthorized access, 
alteration or destruction. 

The following discussion of these general principles flags areas 
of special implication for criminal justice information. 

No secret system. 

The Watergate area and its aftermath testify to the utility of 
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this principle in the context of our society and government. Though 
access to particular information may be restricted for the purposes 
of state security and other good cause, nevertheless the existence and 
general purpose of a personal information system should not be a 
secret. This principle causes no special problem for the criminal 
justice system and may be accepted without much debate. 

Data subject access. 

This is a principle of fairness, especially in reference to per­
sonal information. Because information is used to make decisions, why 
not let the data subject see the information used to affect him? The 
data subject knows what experiences he has had with the system, and 
there is little reason to deny him access to criminal history records 
about himself. The main exception to this principle is intelligence 
and investigative information, to be discussed Chapter II. 

Data subject challenge. 

In most instances the subject himself is a good resource to check 
the va1idity of data in his file. Allowing the subject to see a 
file without giving him an opportunity to have had data corrected is 
an incomplete recognition of the individudl's interest. The relia­
bility of the contested data can be verified by appropriate data audit 
procedures. 

Restrict data to its intended use. 

This principle creates some difficulty for criminal justice ;n 
identifying a particular intended use. Information is kept to record 
official actions of government agencies, to provide the basis for agency 
actions, to protect the interes~s of the individual with whom the govern­
ment is interacting, and to prot~ct the public. As it relates to per­
sonal information generally, the principal is acceptable because the 
data subject usually has voluntarily supplied information about him-
self for a specific intended use. The information might not have been 
furnished if some other use were made knwon; to comply with this prin­
ciple can prevent surprise to the data subject. In most instances, how­
ever, criminal justice information is not supplied voluntarily by the 
data subject, but is required and recorded by law even though it may 
be against the interest of the data subject. Though the general rea-
son for this principle has less applicability to criminal justice than 
to other personal information systems, and accordingly may be discounted, 
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---~ -----------

it ought not to be discarded without examination. A more detailed 
discussion of this subject is contained in Chapter II. 

Use valid data. 

This principle is consistent with good record keeping as well as 
wth fairness to the individual. The validity of a decision will be 
impaired if it is based upon data that is wrong, stale or incomplete; 
the main question for criminal jsutice is what are reasonable standards 
for accuracy, timeliness and completeness. Some of those standards 
are suggested in the LEAA regulations, and will be considered in Chap­
ter I I. 

Safeguard the data. 

This principle comports with the interests of the individual, 
criminal justice, and with sound information management. If data is 
worth keeping, then it is worth protecting so that its integrity is not 
impaired nor its confidentiality breached. This principle presents 
problems in determining what may be considered an acceptable level of 
security with respect to a particular collection of information, an 
area wherein there is little guidance at present. Information system 
managers will have to make subjective judgments regarding security 
levels appropriate to the particular data to be protected and the 
probable costs for various levels to protection. 

The discussion in Chapter II will consider the foregoing prin~ 
ciples, and the competing interests to be balanced, in developing 
policy for the confidentiality of criminal justice information. 
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Legal Constraints on Criminal Justice 

Information~Maintenance and Use. 

Federal legislation and regulation. 

At present the only significant Federal legislative requirements 
for state criminal justice information use or maintenance are in the 
Crime Control Act of 1973, previously cited, and the LEAA regulations 
pursuant thereto in Title 28 CFR, Part 20. Part 22 of Title 28 concerns 
the use of criminal justice information for research and statistical 
purposes, and is mentioned in Chapter II. The regulations apply to 
any state or local criminal justice information system that has re­
ceived Federal funding, and to those who receive information from such 
a system. 

In brief, 28 CFR, Part 20, requires that non-conviction data be 
disseminated outside the criminal justice system only pursuant to 
state law, regulation, executive or court order. The regulations also 
require some provisions for data subject access and challenge. 8/ 

The Privacy Act of 1974 applies only to Federal agencies, as does 
the Federal Freedom of Information Act. Even as to Federal agencies, 
there are significant exceptions in each of these Acts with respect to 
criminal justice information, so the LEAA regulations are the princi­
pal Federal legislative restraint on state or local criminal justice 
information systems. 

Federal case law. 

In the landmark case of Griswold v. Connecticut, the United States 
Supreme Court articulated the notion of a right of privacy inherent 
in the U.S. Constitution. 9/ That case, and subsequent decisions, re­
stricted encroachment by government in such personal areas as eaves-, 
dropping, use of contraceptives, and the right to abortion. In 1976, 
however, in the case of Paul v. Davis, the Supreme Court considered a 
matter involving the dissemination of criminal justice information, 
and refused to extend the concepts of Federally protected privacy to 
that subject. lQ/ Though state courts are free to define and protect 
privacy rights with respect to criminal justice information, it appears 
that the Federal Constitution may not be a basis for such protection. 

Though the Federal courts have recognized some limitations on the 
improper use of criminal justice information, in most instances the 
uses have involved state, and not Federal, rights. The Attorney Gen-
eral of each state can provide guidance to criminal justice officials. III 
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State case law. 

Litigation regarding criminal justice infonnation can be expected 
at the state level, arising out of common law or state constitutional 
privacy rights. Common law remedies for defamation protect against 
the use of inaccurate information, and some courts have allowed seal­
ing of purging of criminal justice information when individual interests 
were judged to outweigh those of society. There is r.ot much state case 
law dealing with the subject, and such research is beyond the sccpe of 
this project. Again, each state's Attorney General can provide help­
ful guidance. 
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Information System Configuration. 

The nature and configuration of a particular information system 
will affect how confidentiality and security is to be implemented, and 
that is a concern primarily for technical experts. Though not a 
subject for this report, some questions of system design are noted 
below. 

Manual v. automa~ed. 

The requirements of 28 CFR~ Part 20, apply to manual and auto­
mated cr;m;nal justice information systems. It is the choice of 
state and local government whether to automate, and this decision de­
pends upon the volume of records to be handled and the resources avail­
able to purchase and maintnin an automated system. Presently the bulk 
of criminal justice information is maintained manually. Indications 
are that the use of automated systems will continue to grow at the 
state level and in large local jurisdictions. Small local jurisdictions 
may have manual systems even though a central stat~ repository is 
the agency that disseminates criminal justice information. Information 
can be kept sufficiently confidential and secur~ regardless of whether 
the system in which it is stored is manual or automated. 

Centralized v. de-centralize~. 

;itle 28 does not require the states to develop a central reposi­
tory for criminal justice information, though the language of the regu­
lations contemplates such a repository. From the standpoint of effec­
tiveness and efficiency, it appears that a central repository is the 
best alternative in most cases, Since the regulations, and good infor­
mation practice, require that files be complete and current, given the 
number of agencies that contribute information to criminal histories 
a decentralized system may entail duplication in effort and might not 
assure valid information. Operating agencies within the criminal 
justice system may continue to maintain their own files if they choose. 
Dissemination from local records should be made in compliance with 
applicable rules, and a prior inquiry to the central repository will 
minimize release of invalid data. 

Dedicated v. non-dedicated systems. 

A basic question is whether automated systems should be dedicated 
or shared, that is, whether the hardware in a system should be managed 
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and used solely by criminal justice agencies. The alternative is to 
share hardware with other government agencies so that an information 
system might at one moment process criminal justice information and 
later procp.ss the state payroll, for example. Some criminal justice 
administrators favor the dedicated system to best assure the security 
of the system and its constant availabili~ to criminal justice. Main­
ly because of cost factors, most administrators favor shared systems so 
that excess capacity can be used for other government services. Tech­
nical experts agree that information can be adequately secure in a 
shared system; criminal justice records can be properly segregated 
and protected. 

Early drafts of the LEAA regulations required dedication, but 
this requirement does not appear currently. LEAA considers it a 
state or local prerogative to decide whether, and how, a system will 
be shared. 

- 15 - 1 



-

CHAPTER II. SPECIFIC ISSUES CONCERNING 

PRIVACY PROGRAM DEVELOPMENT. 

Within the context of competing interests and fair information 
practices, specific issues of "privacy" or the confidentiality, of 
criminal justice information can be addressed. 

Privacl'Costs. 

The costs of implementing confidentiality and 5~curity require­
ments in criminal justice information is an important factor. IIPri­
vacy" costs; should be differentiated from those occasioned by a prop­
erly managed information system, and varying costs and associated with 
differing degrees of confidentiality and security should be appreciated. 

The cost of establishing a properly managed information system 
should not be attributed to "privacyll needs. Most of the fair infor­
mati.on practices discussed in Chapter I had less to do with privacy 
than with the integrity of the data system itself. Accurate and com­
plete information should not be characterized as a privacy cost since 
any information system should strive to provide valid information to 
those who use it. Important information should be protected from un­
authorized access or alteration, so the requirem~nt of systems securi­
ty cannot be appropriately characterized as a "privacyll cost. It is 
true that a poorly designed or managed information system cannot ade­
quately protect information confidentiality or be responsive to pri­
vacy concerns. Nevertheless, the basic costs necessary to provide 
an adequate informatio~ system should not be confused with the addi­
tional costs that might be attributed specifically to privacy,con­
straints. 

A variety of options for confidentiality and security measures 
depend upon the degtee of privacy protection desired. "Half a loaf 
is better than none,1! and system managers should be expected to sup­
ply estimates of the range of costs associated with various privacy 
and security options. 

S.tate Regulatm'y Authority. 

Title 28, Part 20, suggests that a state level authority be esta-
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blished to provide uniformity with respect to policy and procedures for 
access to criminal justice information. Un1ess such an agency has the 
authority to require compliance with its rules and regulations as con­
trasted with an advisory role, adherence wi11 depend upon voluntary 
action. Experience in the past suggests that a voluntary approach \<Jill 
prove unsatisfactory, given the number of collecting and reporting en­
tities and their variant procedures. 

'A subsidiary question is whether access rules should apply only 
to a central repository or to local agencies as well. Confidentiality 
cannot be assured if local agencies provide informati6n not available 
through the central repository. Accuracy of information may be im­
paired if an individual IS record ;s disseminated by functionally 
separate agencies. Though information may be made conveniently avail­
able at the site of a local operating agency, there should be no dis­
semi nati on unti 1 a check wi th the central r"'epos ;tory has updated the 
file. 

Privacy and Security Council. 

The NAC has recommended that a council be established to provide 
evaluation and monitoring of the policy and procedures in the state. 
Such an agency also can provide an "ombudsmen ll role, receiving com­
plaints from individuals who believe their own privacy may be inade­
quately protected, or from those who do not believe that there is 
sUfficient access to information. Is there need both for a state reg­
~latory authority and a privacy council? There may be a tendency for 
the regulatory authority to become oriented toward the needs of the 
criminal justice system, though to some extent this depends upon the 
membership composition of the agency, and its role. It;s possible 
that the "watchdog ll function of a council could be accomplished by 
other governmental or pu~lic interest agencies, and each state may 
have other options availa~le to it. 

Relevance of Public Records Laws. 

Many states have prOV1S10ns that make certain records of official 
actions open to the public. The post-Watergate era has seen an in­
crease in these laws to make more visible the operations of government. 
The quest for open government, however, need not mean that personal 
information concerning those with whom government deals should also be 
public. The statels open record laws should be examined to determine 
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their scope and purpose in terms of criminal justice information. 

Three questions are important: (1) Does the fact that a record is 
initia11y public require that it remain open to everyone indefinitely? 
(2) Does the marshalling into a single file of a series of separate 
public record transactions require that the resulting file itself be open 
to the public? (3) Are exceptions for criminal justice appropriate? 

The sealing or destruction of) or limitation of access to, public 
records is accepted practice. In almost every state juvenile justice 
records are protected. In other cases, access limitations may be im­
posed when the interest served by the open record is outweighed by other 
pertinent interests. The passage of time may justify closing a record, 
or the occurrence of a subsequent event. The mere fact that a record 
is initially public does not mean that it must remain so indefinitely. 

The aggregation of a ~eries of public record transactions into a 
single file ;s a ,Jparate problem. Because government resources were 
used to prepare a dossier does not of itself mean that citizens should 
have access to it. Reports and analyses prepared for government execu­
tives are not public simply because they were prepared at government ex­
pense. To argue that because the aggregate is merely a collection of 
public transar-tions there is nD need to restrict access, misses the 
point about dossiers. It is the very marshalling of separate and dis­
crete transactions into a single file that can change the nature and 
potential fo the resulting information. 

A more practical question is: What good does it do to restrict 
access to the compilation if the source records are public? Any citi­
zen could himself compile the information by examining the separate 
public records, and to restrict the compilation might encourage "b1ack 
market" information. 

But the cost and inconvenience may often deter one from compiling 
a dossier. Imagine the burden of examining the chronological booking 
sheets at the various precinct police stations in a medium size city to 
determine whether a certain individual has ever been arrested. Only 
the most compelling circumstances would encourage such an undertaking, 
and a policy ought not be formulated based upon an exceptional case. 
As to the "black market" problem, of course improper or illegal conduct 
;s always a threat. Criminal and civil liability for "b1ack market" in­
formation may be a sufficient deterrent, but certainly it is unsound to 
argue that an interest ought not to be protected because wrongdoers 
may violate it. 

Finally, consideration should be given to whether the state's open 
record law contemplates criminal justice information. Some laws have 
been on the books for years, and were passed without specific consider­
ation of applicability to criminal justice records. In other instances, 
privacy concerns may not have been considered in making certain records 
public, and the scope and purpose of relevant laws should be assessed 
to determine whether amendment is advisable. 
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Regulation of Dissemination. 

What presumption will apply to any question of access to criminal 
justice information? Will criminal justice information be considered 
open to the public, or not? This question addresses the balance of 
interest between the individual and society, and should be determined 
before any of the subsequent specific questions a\'e considered. Two 
important conseq1lences flow from settling the question. First, policy 
analysts have a starting point for addressing specific questions; par­
ticular criminal justice information will be presumptively open, or 
closed, to the public unless there can be shown contrary law or superior 
interest. Second, if the presumption is that criminal justice infor­
mation is public, the open record becomes part of the penalty to be 
assessed against an offender; a burden in addition to whatever other 
sentence is imposed. 

A tenet of our society is that one is considered innocent uptil 
he has, by due process of law, been proven guilty; it would be consis­
tent to restrict access to arrest and non-conviction records. Since the 
stigma of a criminal record may prevent employment, which is necessary 
for rehabilitation, a persuasive argument can be made for a presumption 
of confidentiality even for conviction data. 

On the other hand, society has an interest in protecting itself 
from criminals, and this militates in behalf of open criminal records. 
In such case each member of society makes his own judgment about the 
weight of a criminal record in decisions whether to employ or otherwise 
associate with another. 

Rather than to apply the same presumption to all criminal justice 
information, an alternative is to apply a presumption of confidential­
ity to arrest records, non-conviction and intelligence and investigative 
information, but the contrary presumption to conviction data. That 
seems to be an implication of the LEAA regulations, and is worth con-' 
sidering. 

Arrest Information. 

Title 28 restricts public access to arrest records when there has 
been no disposition for more than a year, unless the data subject is 
in active process in the criminal justice system or there is authority 
for the dissemination in a statute, regulation, executive or court order. 
This restriction is consistent with the presumption of innocence, and 
denies any probative value to arrest information outside the criminal 
justice system. 
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It is frequently urged that simple arrest records ought to be 
available for pre-employment screening in sensitive positions or for 
elective office. It may be difficult to decide what job:; are IIsensi­
tive", and what information is actually relevant to such jobs. In any 
event, the important question is not the purpose of the inquiry but the 
probative value of the information itself. An arrest record merely 
indicates that charges have been asserted by a particular arresting offi­
cer, and can include allegations based upon reasonable mistake. What­
ever the reason, if the state has not followed an arrest by prosecution 
there is good reason to limit access to stale arrest records. 

It ;s sometimes argued that because an arrest is an historic 
fact, that the record of that fact should be public information. That 
argument begs the question, however, since the basic choice is to decide 
what records of historic fact will be public. 

Non-Conviction Data. 

When an arrest has been followed by officially recorded dis-
missal of charges, or a judge or jury has determined the accused is not 
guilty, then a stronger argument can be made for limiting access to 
such data. The simple arrest appears as an unchallenged assertion of 
suspicion, whereas non-conviction indicates an official determination 
that the suspicion is insufficient to support prosecution or criminal 
guilt. In that light, non-conviction data may have less value for 
screening purposes than the arrest record itself. 

It is often argued that when non-conviction results from "techni­
calli legal defects that have nothing to do with guilt in fact, the non­
conviction data should be available to the public. This argument 
appears to be unsound for several reasons. First, guilt in law ;s the 
concern of the criminal justice system, and the due process that has 
shielded one from conviction should not then be used as a sword to open 
access to information of questionable value. Second, it is often im­
possible to determine from a record the precise reason for non-convic­
tion, so all such records might be opened because some may have resulted 
from IItechnical li defects. Further, to permit the dissemination of non­
conviction information may have the effect of denying one the full bene­
fit of non-conviction since the risk of being negatively affected by a 
II cr iminal record,1I even though it indicates non-conviction, is a real 
one. 

Investigative and Intelligence Information. 

Perhaps the strongest case can be made for the strict confidential-

- 20 -



ity of 1&1 information, which frequently contains unsupported allega­
tions or unverified information, as well as information of a most per­
sonal nature which may not be relevant to specific criminal conduct. 
The individual wants this kind of information kept confidential, if it 
is kept at all. The criminal justice system refuses public access to 
1&1 information because disclosure may destroy any value it may have. 

Conviction Information. 

The question is whether the fact of conviction will be available 
to the public indefinitely. Society wants access to conviction data 
for a variety of justifiable reasons. The offender wants to regain 
status in society, and easily accessible conviction information will 
be an impairment to him. One option for the state is to restrict 
access to conviction data if an individual has no further involvement 
with the criminal justice system for some specified period of time. 
If such an option is desired, the subsidiary questions are: (l) what 
constitutes "involvement", (2) what period of non-involvement ;s rea­
sonable, and {3} to what sorts of convictions should dissemination 
restrictions apply? 

Involvement could mean an arrest whether or not it results in con­
viction, or it could be defined as conviction for a subsequent offense. 

An arrest without subsequent conviction ought not to be considered 
"involvement" since a mistaken or unfounded arrest would serve to keep 
a criminal record open, and the legal immunities from civil liability 
do not help to deter careless arrests. It seems reasonable that involve­
ment with the criminal justice system be aefined as conviction resulting 
from a prosecution begun or completed within a specified limitation period. 

With respect to the time period for an access restriction to become 
operative, it is often suggested that for misdemeanors or felonies not 
involving violence, periods of from three to five years are reasonable; 
for serious felonies, six to ten years may be reasonable. 13/ Some re­
search into recidivism indicates that repeat offenses after-such periods 
of non-involvement are unusual. 111 

Misdemeanors and non-violent felonies are generally regarded as 
the most amenable to restricted access after periods of non-involve­
ment. This has been prevalent recently with respect to convictions for 
marijuana use, or for "political crimes" connected with civil diso­
bedience. 

Arguments are made for closing conviction records even for crimes 
of violence with respect to effectuating rehabilatation programs. A 
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difficult question arises if restrictions apply also to especially sen­
sitive employment responsibilities, or where there may be exposure to 
the same risks involved in the previous conviction; access to conviction 
data in such circumstances might be appropriate even though the data 
might not be available for inquiries concerning other employment. The 
question is one of relevance; to what kinds of subsequent employment is 
a particular conviction relevant with respect to screening? 

A commonly used example is conviction for molesting children; it 
can be urged that such convictions are relevant to any employment en­
tailing close or supervisory relationships with children. On the other 
hand, such a conviction may be irrelevant to employment as a construc­
tion worker or a bank teller. The question of relevance is complicated 
by a lack of precise knowledge as to why people commit crimes in the 
first place, which of course makes it difficult to understand the situa­
tions in which there may be continued risk of harm. 

These difficulties should not prevent a state from choosing to 
have access restrictions after some period of non-involvement; they 
relate to what exceptions there may be to such access restrictions. 
The approach of exception-by-job-responsibility may provide a reason­
able balance between the interests of prospective employers and those 
of the data subject. The result in such case is not to keep a person1s 
record of certain convictions open to all indefinitely, but rather to 
make it clear that those convictions will be accessible if the data 
subject chooses to pursue particular avenues of employment. 

It is extremely difficult to handle relevance by statutory lan­
guage or by regulation, 'since in the final analysis a subjective judg­
ment must be exercised. The question then is, who should exercise that 
judgment? The Maryland program discussed in Chapter III; for example, 
establishes a procedure whereby such discretion to allow access is 
exercised by the Secretary of the Department of Public Safety. 

Government vs. Private Sector Access. 

It is often assumed without discussion that government should have 
access for non-criminal justice purposes to criminal justice information 
from which the private sector is excluued. The most prevalent non­
criminal justice inquiry is for employment screening; government jobs 
are presumed to involve a public trust and important responsibilities, 
which probably accounts for the special access privilege. Those 
assumptions are worth examining. 

Considerations of IIpublic trust ll may differ as between elective 
office and public jobs acquired through appointment or competition. 
With respect to the latter, the IIpublic trust ll may not be so important 
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as the nature of the job to be performed. Is the job one that entails 
such risks as to justify an inquiry into criminal history? Would an 
inquiry for a similar private sector job be permitted? Of course many 
governmental jobs involve access to information that may endanger state 
security or entail responsibilities that pose a special risk to person 
or property. There are parallel responsibilities also in the private 
sector; in both sectors there are many jobs wherein no special risks 
are involved. 

When risk is involved, government may be able to cope with it 
than a private enterprise that could be wiped out by an embezzlement, 
for instance, that would be a relatively insignificant loss in a 
government operating budget. Suffice it to say that it is probably 
more valid to make judgments about job sensitivity based upon the nature 
of the job itself rather than whether the employer ;s a governmental 
or private entity. 

A related question concerns access by licensing or regulatory 
agencies. Frequently private sector employment may require a license 
granted to those of "good moral character"; such a phrase may be inter­
preted as permitting inquiry into criminal history. Though of course 
such inquiries would be appropriate with respect to many licensed 
enterprises, some examples cause doubt as to whether the legislature 
gave serious thought to the question, especially where "good moral 
character" is required for license as a dog groomer, for instance. 
Though the LEAA regulations accept a "good moral character" provision 
as sufficient authorization for access to simple arrest or non-convic­
tion records, state licensing regulations should be examined to assure 
that criminal justice information access is appropriate to the licensed 
function . 

. A final aspect of the government vs. private sector access question 
involves the role of private security services. The last decade espe­
cially has seen tremendous growth in the private security industry in 
the United States. Partially because limited governmental resources do 
not provide adequate security coverage, and because of the often special­
ized needs of the business world for investigative and security service, 
private security has grown to the point where conservative estimates 
are that those employees outnumber all of Federal, state and local law 
enforcement personnel perhaps by a factor of two or more. The recent 
increase of terrorist threats against industrial leaders has acr.entuated 
the growth of private security. The question is how to deal with the 
private security industry for purposes of criminal justice information 
access. Is it to be classified as law enforcement, or the private sec­
tor, or in some special category? 

The definition of a criminal justice agency in Title 28 excludes 
the private sector since law enforcement is defined as a governmental 
function. LEAA took this position after lengthy and caY'i2ful considera­
tion of the issue. One reason may be the matter of accountability, 
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that is, a governmental agency is subject to some degree of monitoring 
and accountability on behalf of the public, whereas this may not be the 
case in the private sector. 

This matter should be addressed so that it is clear whether a state 
may choose to give private security access to criminal justice infor­
mation under special circumstances and in accord with prescribed pro­
cedures. The NAC has prepared an extensive report on the private secu­
rity industry, and that can be consulted. l§! 

Access By Data Subject. 

There is little reason ,to question the right of an individual to 
inspect a record pertaining to himself; he knows what has been his in­
volvement and can check the accuracy and completeness of information. 
A valid objection can be made to inspection of investigative or in­
telligence information, however, since the very pur'pose for which such 
information is maintained could be vitiated if the data subject were to 
examine his files. 

Right To Challenge. 

The right of a data subject to inspect his file is of little con­
sequence if he cannot request that incorrect or incomplete data be 
corrected or updated. Procedures to validate the challenge can pro­
tect against improper assertions. A right to challenge by an adminis­
trative procedure to be completed in timely fashion, with agency review 
in the event there is dispute over the challenge, would be reasonable. 
If a record is not chagned in accord with the request, perhaps the ob­
jection could be noted in the record with a brief explanatory statement 
supplied by the data subject. 

Judicial Review of Challenged Information. 

Many states have general provisions for judicial review of ad­
ministrative decisions; these mayor may not include challenges to 
criminal records. Though additional judicial burdens should be avoided, 
there is insufficient evidence at prese-nt to indicate that judicial 
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review would pose a significant added burden. Criminal justice wants 
information to be accurate and complete, so there is little reason to 
anticipate disagreements that could not be resolved in the agency review. 

£urging or Sealing. 

Purging contemplates the complete removal of a record from infor­
mation systems, either through destruction of the record or by return 
to the data subject. Sealing preserves the record though it is removed 
from the active files of the system, and thus access is prevented or 
sharply limited. The principal distinction between the two techniques 
is clear: purged information may never be officially recalled; sealed 
information may be made available in prescribed circumstances. 

If information is no longer of any value to criminal justice or to 
the public, then it ought to be removed from the information system in 
the interest of cost and to protect the individual who might be harmed 
if the information should be disclosed. If arrest or non-conviction 
information has no probative value as a matter of law, then the infor­
mation might well be purged, either by destruction or by return to the 
data subject. The latter technique may be more useful to the individual 
with respect to non-conviction records as a way' to protect himself should 
information about his previous encounter with the system turn up in the 
future. For instance, suppose that an individual had been arrested by 
mistake and charges against him were accordingly dropped; later, the 
fact of the arrest comes to public light because an account of it is 
found in a newspaper morgue. The data subject will be in a bette~ posi­
tion to clear his name if he has the information in his possession. 

It is more difficult to make an argument in behalf of purging con­
viction information during a data subject's lifetime, even though sealing 
might be appropriate. For instance, if a previous offender has no fur­
ther encounters with criminal justice for a prescribed period of time, it 
may be the policy to limit access to the record. In the event of fur­
ther involvement with criminal justice after the limitation period, how­
ever, then perhaps it would appropriate for that prior information to 
be made available. 

If information is sealed it can be reopened, but if purged, it is 
lost. The subject of purging is such a sensitive issue to criminal jus­
tice personnel that it might be more reasonable to consider sealing, 
with differing reopening procedures for special circumstances. Purging 
may nevertheless be appropriate for convictions for matters that have 
been "decriminalized," such as alcohol or drug use, or "political" offenses. 

An administrative question is whether sealing or purging should 
occur automatically or be triggered at the request of the data subject. 
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Since sealing removes information from active files, that could occur 
automatically pursuant to routine information audit and review proce­
dures. It is reasonable that purging be requested by the data subject 
when he is entitled to do so, especially in instances when purging is 
accomplished by return of the records. Because purging probably would 
occur only after some appreciable length of time, finding the data sub­
ject may pose a burden which can be alleviated by requiring him to come 
forward. If purging is accomplished by destruction of records, then that 
procedure could be automatically triggered by periodic information sys­
tem reviews, though the data subject might be unaware that his file was 
purged. 

If sealing or purging is adopted, be sure that all record·holders 
comply. For instance, in one state where criminal records can be purged 
by court order, the court record itself, which displays the purged 
information, is public. 

Removal of Disgualifications. 

When the purpose of sealing or purging is to remove the onus of the 
criminal record, it is consistent also to remove disqualifications asso­
ciated with the record. 

Right To State Non-Existence of a Record. 

The right to disavow a criminal history further implements pro­
cedures to seal or purge information and remove disqualifications. 
Thus, if one is a0ked if he ever committed an offense that has been 
purged, he would be entitled to answer, "No." A provision might pro­
hibit questions concerning information that has been sealed or purged, 
but the right to deny the record goes a step further. 

Researcher Access. 

When information not referable to an identified individual ;s re­
quested for research or statistical purposes, of course privacy cannot 
be impaired. The academic and research community make persuasive argu­
ments, however, for the need to obtain information which is referenced 
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to identifiable individuals. The researcher may need to aggregate data 
from a variety of sources with respect to a particular individual and 
therefore all such information must be identifiable. Longitudinal 
studies that track a particular individual ov~r a period of time require 
identifiable information. 

The need for such information is generally recognized; it has been 
specifically recommended by the Privacy Protection Study Corll11ission 
and is permitted by LEAA regulations. Part 22 of Title 28 CFR, deals 
specifically with statistics and research, and describes procedures 
whereby privacy interest can be reasonably protected while research ac­
cess is not unreasonably impaired. Confidentiality ought not to be 
easily defeated under the guise of research, and the policy and pro­
cedures of Part 22 appear to be adequate. NCJISS has issued a pamphlet 
discussing the implewentation of Part 22. 

Accuracy and Completeness. 

Apart from "privacy" interests, useful information should be accu­
rate and complete. The practical problem is how to assure faithful and 
timely reporting of dispositions and official transactions in the cri­
minal justice process. The LEAA regulations regard 90 days as a reason­
able time within which to report dispositions, and any information sys­
tem ought to be able to comply. 

Ci vil Remedi es. 

The issue is whether a data subject will be provided with special. 
civil remedies for the violation of information regulations. The com­
mon law in most states already provides remedies in defamation or in­
vasion of privacy for dissemination of inaccurate or incomplete in7or­
mation, which will probably not apply to denial of the data subject's 
own access rights or when the confidentiality of information has been 
breached. A right is of little practical value if there is no remedy 
for its violations; the Compendium can be consulted for examples of 
remedies. -

Criminal Penalties. 

The question is whether to assess criminal penalties instead of, 
or in addition to, any civil remedies available. Criminal penalties 
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can be considered when employees intentionally and purposefully violate 
information management policy and regulations. Administrative penalties 
such as loss of job or transfer of duty are options for dealing with in­
tentional violation or habitual negligence, though fines or incarcera­
tion can be the IIteeth li that emphasize the importance of observing in­
formation management procedures. Again, the Compendium can be consulted 
for examples. 

Separation of Files. 

A t'equirement that intelligence and inVEstigatory information be 
stored and maintained separately from criminal history record informa­
tion seems to be a principle that can be accepted without debate. Fre­
quently 1&1 information is speculative, conjectural, based upon subjec­
tive evaluation, unverified, yet very sensitive. Though 1&1 informa­
tion may be useful, certainly Watergate··and its aftermath have provided 
a multitude of examples of spiteful, erroneous or groundless informa­
tion collected and maintained for purposes not in the general interests 
of government or society. The utility of 1&1 information to criminal 
justice may be defeated by unauthorized access; it can be at least em­
barrassing and perhaps ruinous to the data subject. The segregation of 
1&1 information is usually the practice in law enforcement, and it is 
often suggested that 1&1 ought not to be put into automated systems. 

Regulation of Intelligence Collection. 

This issue goes directly to the question of privacy, that is, what 
and how information is collected for intelligence purposes. The most 
outrageous intrusions into onels privacy are protected by laws prohib­
iting electronic eavesdropping or illegal searches. The main issue of 
intelligence collection deals with the extent to which criminal justice 
agencies may have access to non-criminal justice information. Aspects 
of this question, beyond the scope of this report, have been dealt with 
in the report of the Privacy Protection Study Commission, cited earlier. 

Regulation of Intelligence Dissemination. 

Given the nature of intelligence information, it is difficult ever 
to make a case for the ciissemination of such information bey,ond autho­

r 
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rized law enforcement agencies. In particular disclosure of investiga­
tive or intelligence information would appear to be particularly ques­
tionable for employment licensing or similar non-law enforcement purposes 
in light of the frequently unverified status of the data. 

Exchange of intelligence information within the law enforcement com­
munity is an issue of some sensitivity. Law enforcement officials are 
hesitant to disseminate such information outside their own agency, and 
when they do it ;s usually only to other officials with whom they are 
cooperating, and often in such cases the information is maintained in a 
manual file the notes of the officer who has gathered the information 
may be meaningful only to himself or someone else generally familiar 
with the fil e. 

Securi~. 

As previously stated, this report ;s not concerned with the tech­
niques of security, but mainly with the need to establish the policy to 
provide security. Technical source documents will be heipful here. l§! 

Transaction Logs. 

Whether a system is manual or automated, the integrity and confi­
dentiality of data can be enhanced if transaction logs record instances 
of access to files and identify the information that may have been added 
or disseminated. A transaction log can per~!t monitoring of files with­
out the need to examine the raw data within the file. Apart from pri­
vacy and with respect to information management, the maintenance of trans­
action logs is a worthwhile practice. 

Training of Employees. 

An appropriate understanding of the policy and procedures to pro­
test the confidentiality and security of information is necessary on the 
part of any personnel with access to information. Any information sys­
tem manager should see to it that his employees are appropriately trained; 
statutory training requirements emphasize the need for formal programs 
and may help in securing the necessary funds to provide adequate training. 
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Listing of Information Systems. 

A requirement of the Pri"acy Act of 1974~ is that all Federal 
agencies must provide notice of personal information systems, describe 
the nature of the system, the kind of information it contains, and the 
procedures by which an individual may inquire about a file pertaining 
to himself Though few state~ have such a statutory mandate, this is 
probably L i'juse the average person knows that crimin~l justice agencies 
keep files. 
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CHAPTER III. EXAMPLES OF STATE PROGRAMS FOR 

CONFIDENTIALITY AND SECURITY. 

In connection with the survey of state legislation, four states 
were queried with respect to the process they employed in developing 
their program. These states, Colorado, Illinois, Maryland and Washing­
ton, are presented not as models for programs so much as examples of how 
a program was put together. Though this report discusses the substantive 
policy options for information confidentiality, the procedure for devel­
oping and implementing such a program requires careful thought and 
planning as well. 

It is not suggested that these examples exhaust the ways in which 
a program can be "packaged". Each state has its own administrative, 
social and political environment that dictates variations in how best 
to proceed. Nevertheless, there are commonalities in process, and the 
sharing of experiences may result in new ideas. 

At the conclusion of this Chapter there are some ideas about process 
that are worth considering during the planning and implementation of a 
program for criminal justice information confidentiality. 
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COLORADO 

Colorado Criminal Justice System. 

Colorado has two state level law enforcement agencies, the State 
Highway Patrol and the Colorado Bureau of Investigation. The Highway 
Patrol, situated within the state's Department of Highways, is respon­
sible for patrolling state roads, the enforcement of traffic laws and 
providing support in emergency situations at-the direction of the Governor. 
The CBI operates crime laboratories, an investigation division that 
provides technical assistance to local law enforcement agencies, and it 
maintains the identification bureau and criminal information center for 
the state. Established in 1973 in the Department of Local Affairs, CBI 
also has responsibility for the investigation of organized crime acti­
vities that may cross jurisdictional lines within the state. 

The Chief Justice of the Supreme Court of Colorado has superin­
tending control over all the courts in the state with the exception of 
municipal courts and the Court of Denver County. -The State Court Ad­
ministrator, who reports to the chief justice, is responsible for the 
management and administration of the courts. There are 22 district 
courts of general jurisdiction, and the 63 counties each have a court 
of limited jurisdiction, dealing with misdemeanors, the issuance of 
warrants, the setting of bail, etc. The County Court of Denver functions 
both as a city and a county court, and there are a number of other muni­
cipal courts throughout the state that are not part of the state judi­
c~~l system. 

The state has a unified correctional system encompassing maximum 
and minimum security institutions, prison camps and other facilities and 
services. Probation services are under the jurisdiction of the district 
and county courts. 

Criminal Justice Information System. 

In the early '70s the state began the development of automated cri­
minal justice information systems. It experimented with a criminal his­
tory record system, and began an offender-based tracking system as part 
of a comprehensive data system for criminal justice. The state court 
system is developing a judicial management information system, and a 
management information system for the department of corrections is being 
developed as well. One judicial district has a prosecution management 
information system. 
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The privacy and security plan for Colorado contemplates that the 
arresting authority will forward fingerprints to the CBl together with 
the charges, and a criminal justice number will be assigned to the chargee 
individual by the CBl at that time. The tracking process begins at that 
initial entry point; district attorneys are expected to report disposi­
tions with respect to the charges which are also assigned numbers by the 
CBl, but the criminal justice number is the principal identifier for 
all subsequent processing in the system. 

Development of the State's Privacy Program. 

In 1973, the SPA established a Criminal Justice Information Ad­
visory Committee to assist in the development of the state's criminal 
justice information system. The Committee was comprised mainly of law 
enforcement representatives, and it functioned informally to provide 
ongoing advice to the SPA staff. A Statistical Analysis Center (SAC) 
is located within the SPA. 

In 1975, stimulated by the initial regulations issued by LEAA in 
March of that year, the SPA developed a general criminal justice infor­
mation privacy and security plan which was reviewed by the Advisory 
Committee. The plan was submitted to LEAA in March, 1976, and included 
a detailed series of 41 milestones for task performance in connection 
with development of the privacy and security program; these are set 
forth as Figure 2, beginning at page 38 hereof. The SPA held back on 
dissemination requirements policy in expectation of revised LEAA regu­
lations. The dissemination package was completed in -JI""-S, 1976, .sub-
sequent to the issuance by LEAA of the revi sed regv 1 ',ns. 

The Governor and other state and local officials had expressed 
some displeasure with what was perceived as Federal intervention into 
state matters because of the LEAA regulations; the requirements for 

'dedicated systems were a particular bone of contention. The news media 
also reacted sharply to the dissemination restrictions in the first 
LEAA regulations. These concerns were considerably mollified by the 
revised regulations. 

At the time the plan was submitted, Colorado had a public records 
law which was unclear with respect to its application to criminal jus­
tice information. It seemed to be the general. practice of the CSI not 
to disseminate criminal justice information outside the system, though 
such information may have been available from local law enforcement 
agencies. 

In September, 1976, the Governor established a separate Special 
Task Force on Access to Criminal Records, to develop the confidential­
ity policy called for by the plan. The membership of the Task Force 
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was much broader than that of the Advisory Committee, and included 
representatives not only from state and local criminal justice agencies, 
but also from business, news media, the ACLU, private security, public 
interest groups and general local government. T.he Task Force held three 
public meetings to gather views on the subject of access to criminal 
records. 

The Task Force drafted legislation amending the public records act 
so as to include criminal justice information, to authorize a central 
repository (the Cal) and to require criminal justice agencies to report 
their official actions to the repository. Upon submitting the draft 
to the Governor in January, 1973, the work of the Task Force was finished, 
and it disbanded. The Advisory Committee of the SPA continues to func­
tion in a monitoring role, providing advice and assistance in addressing 
implementation requirements. 

The legislative proposal submitted by the Task Force to the Colorado 
legislature during its 1977 session was essentially an open record bill 
meeting the requirements of the LEAA regulations. The question of cri­
minal justice information confidentiality did not seem to be of parti­
cular interest to the state legislature, though the House committee 
with jurisdiction o;er the bill did hold extensive hearings. The House 
imposed dissemination restrictions consistent with the SEARCH standards 
in Technical Report #13, closing non-criminal justice access to mis­
demeanor information after five years of non-involvement, and to felony 
information after seven years. It also provided that arrest information 
(without disposition in two years,) and non-conviction information, 
would be released only to criminal justice agencies. The Colorado Sen­
ate accepted most of the House amendments, and added a provision for 
automatic sealing of records after non-involvement with criminal jus­
tice for five years for misdemeanors and seven years for felonies. The 
effect was to provide substantially more confidentiality to criminal jus­
tice information than had been recommended by the Task Force. 

The state law also has an interesting discretionary sealing pro­
vision which permits the data subject to apply to court for the seal­
ing of specific criminal justice information. If the court finds 

"that the harm to privacy of the person in interest or dar-
gers of unwarranted adverse consequences outweigh the pub-
lic interest in retaining the records, the court may order 
such records, or any part thereof except basic identifica-
tion information, to be sealed. If the court finds that 
neither sealing of the records nor maintaining of the re-
cords nor maintaining of the records unsealed by the agency 
would serve the ends of justice, the court may enter an 
appropriate order limiting access to such records." 

The Act further provides that when records have been sealed or access 
limited, the data subject may deny the existence of the official actions 
covered by the order. (There is not a counterpart right of denial with 
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respect to the automatic five and seven year limitation provisions, 
however.} Further, the law prohibits lIemployers, educational institu­
tions, state and local government agencies from requiring an applicant 
to disclose any information contained in sealed records". It also pro­
vides that an applicant may not be denied a job solely on t!)e basis that 
he refused to disclose the existence of a sealed record. 

The legislation gives to the custodian of intelligence and investi­
gative information the discretion to deny access lion the ground that 
the disclosure would be contrary to public interest." 

Significant Issues. 

In the development of the privacy and security plan, there was 
initial opposition from local law enforcement agencies to the notion of 
a central repository. Some of this opposition apparently resulted from 
dissatisfaction with the operation of the experimental computerized cri­
minal history system; also there was some doubt expressed whether the 
state could adequately maintain an identification section. The local 
agencies were assured that they would have an input with respect to 
central repository policies and procedures. Many locals realized that 
they might not have the resources to maintain an adequate record sys­
tem, and to do so would incur cost duplication. Local agenties are 
encouraged to maintain backup records, however, if they so choose. 
These factors together served to minimize concern about the central 
repository. 

The central repository maintains fingerprints, missing and wanted 
persons information, criminal histories and uniform crime report data 
in automated files. Intelligence information is maintained at the cen­
tral repository, though it is not automated. 

Limitations on dissemination to non-criminal justice agencies was 
vigorously opposed by private security agencies, credit investigators, 
etc., and though they were apparently persuasive with respect to the 
Task Force position, the legislature did provide limitations as pre­
viously noted. 

Local law enforcement agencies opposed the maintenance of a dis­
semination log, and did not like the requirement to query the central 
respository before disseminating information, and the legislation does 
not include these items. The users agreement provided by the CBr to 
those with access to the central repository does require the mainten­
ance of dissemination logs, however. 

The judiciary was uncomfortable with the notion of closing access 
to court records since in many instances this is the only contact that 
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the public has with its court system. The Supreme Court did not, how­
ever, take any position on the legislation though a representative of the 
State Court Administrator's office was fully involved in the Task Force 
effort. The public record law allows the Court Administrator and the 
CBI jOintly to develop access rules with respect to judicial files. 

Some Remaining Problems. 

The disposition reporting process has yet to be thoroughly devel­
oped. There is question with respect to how municipal ordinance vio­
lations should be treated. Such violations are included within the 
definition of official actions covered by the public record law, and the 
amendments to require any "law enforcement, correctional, and judicial 
entity, agency, or facility" to furnish information to the cpr central 
repository. A significant aspect of this will be the treatment of the 
municipal courts. The Advisory Committee, CBr and the State Court Ad­
ministrator are working to develop adequate reporting procedures. 

Assuring accuracy and completeness is recognized as a problem. 
It may be two or three years before the court information system is 
thoroughly effective in the reporting process; local law enforcement 
agencies and prosecutors must be depended upon to accurately report 
their actions 

The legislation does not define "non-involvement" and this may be 
a problem in interpreting that provision. It is not clear, therefore, 
whether arrest) conviction or something else may constitute involvement 
with criminal justice. 

Because of limitations on access to conviction records and the pro­
visions for sealing of records, Colorado might face a problem of "black 
market" information. Whether there is such a problem, and its dimensions, 
of course will not become evident for a few years yet. 

\~ords From the Wi se . . . . 

Task Force members interviewed in connection with this survey seem 
to be pleased with the procedure used to develop their criminal justice 
access recommendations. Special emphasis was given to the broad re­
presentation of the Task Force, the utility of the public hearings for 
gathering views, and the supportive role of the SPA staff in drafting, 
etc. There was a general feeling, however, that there should have been 
contacts with the legislature much earlier. Though a member of the leg-
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islature was on the Task Force, there was no steady liaison with legis­
lative leadership to prepare the way for Task Force recommendations. As 
a result, the legislature placed more limitations on access than had 
been recommended, though the Task Force did not anticipate that possi­
bility. 
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CV 1976 

Month & 
Task No. Tasks 

Responsible 
Agency 

June 
-r.- Coordinate privacy and security CBl 

procedures between CBr and other 
criminal justice information systems. 

2. Revise the "Exchange of Computerized CBl 
Criminal Histories agreement" to be 
more explicit and cover all exchange 
of criminal history record infor-
mation. 

3. Establish a specific list of locations CBr 
where an individual may request access 
to his criminal history record. 

4. Re~rite and expand instructions on 
access and review including standard­
ized form for challenges and distri­
bute to law enforcement agencies. 

5. Develop and distribute material for 
public consumption to Colorado Crimi­
nal justice agcl .:ies and make rcadily 
available r~~ police distribution. 

CBI 

CDI 

Jull. 

6. Strengthcn the CSR by filling the 
vacant I.D. unit supervisor position. 

CBr 

SCE.:tcmber 

* 

7. Prepare model operations procedure CBr 
pertaining to completeness and accu-
racy of information and query before 
dissemination. 

8. Complete the disposition reporting CBr 
system design to integrate the court 
and corrections dispositions into the 
computerized criminal history. 

9. Modify e:xistinl' ecord challenge CBI 
proceJurcs to include the use of a 
standardized form which identifies the 
specific ~ntry being challenged, the 
rea~on und supporting documentation. 

REFERS TO PAGE IN PRIVACY PLAN DOCUMENT 
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10. Develop and place into operations, 
internal CBI procedures for receiving 
challenges and conducting the 
administrative review. 

11. Develop and implement administrative 
appeal procedures involving the 
Attorney General as the responsible 
agency. 

CBI 

DCJ 

12. Prepare and disseminate policy regard- CBI 
ing criminal justice agencies access, 
use and dissemination of criminal 

~_~istory record information. 
vc~ 

13. Have a fully operational computerized 
criminal history. 

14. Develop and disseminate a booklet to 
criminal justice personnel on CHRI 
security responsibilities and 
obligations. 

15. Establish systematic audit procedures 
in court system. 

16. Establish procedures for processing 
and reporting dispositions on arrests 
that are processed through municipal 
court. 

17. Commence the disposition reporting 
system in an operations' mode sup­
ported by the necessary agreements, 
operational manuals and instructions. 

18. Establish systematic audit procedures 
in corrections systems. 

CBI 

CBI 

Court 

CBl 

CBI 

Div. of 
Corr. 
Services 

19. Establish, implement and promulgate CBI 
procedures for correcting erroneous 
records and for identifying and noti-
fying agencies who have received these 
erroneous records. 

December 

7-4 & 7-5 

4-4 

2- 2 

6-10 

5-1 & 5-2 

2-3 

3-8 & 3-9 

5-1 & 5-2 

7-5 

20. Require that all terminal operators CBI 6-9 
meet minimum security checks and 
receive trainins on theconfiden-
tiality of CHRI. 

21. Develop and implement specific secu- JD/CSD 6-10 
rity instructions to operators of the 
Judicial Department and Correctional 
Service Division Information Systems. 
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CY 1977 

Month & 
Tnsk No. 
January 

22. Support the Query Before Dissemina­
tion Rule before disseminating 
criminal history record information. 

23. Establish policy and procedures 
regarding Query Before Dissemination 
Rule supported hy user agreements 
between CBr and criminal justice 
agencies. 

March 

24. Complete the disposition reporting 
system for municipal court disposi­
tions. 

June 

25. 

26. 

27. 

28. 

29. 

Prepare and pursue an Executive Order 
or legislation specifically dssig­
nating CBr as the central state 
repository and operate th0 computer­
ized criminal history. 

Prepare and pursue legislative action 
covering the submission of finger­
print cards. 

Prepare and pursue legislation 
specific~lly requiring disposition 
report iong. 

Commence the municipal court disposi­
tion reporting system supported with 
necessary agreements, operational 
manuals and ingtTuctions. 

Include in the systematic audit 
procedures the identification and 
inspection of criminal justice 
agencies who disseminate criminal 
history record information ensuring 
adherence to the regulations. 
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Agency 

I .~ t 

CBr 

CBI 

CBr 

Dcpt. 
of 
Local 
Affairs 

Dcpt. 
of 
Local 
Affairs 

Dept. 
of 
Local 
Affairs 

CRr 

CBI 

Reference 
Page 

3-10 & 3-11 

3-11 

3-9 

2-2 

3-5 

3-9 

3-12 



Month & 
Task No. 
(June Cont.) 

CY l~, I (Cont.) 

Tasks 

30. Prepare and pursue legislation relat­
ing to access and dissemination of 
criminal history information. 

31. Establish, maintain and disseminate 
a list of non-criminal justice 
agencies authorized to receive crimi­
nal history record information. 

32. Review existing state statutes and 
ordinances, and, if necessary, draft 
legislation to allow local non­
criminal justice agencies to use 
nonconviction criminal history record 
information for license and employ­
ment purposes. 

December 

Responsible 
Agency 

AG 

CBI 

AG/ 
Governor's 
Commission 

33. Prepare and disseminate policies, CHI 
procedures and forms covering contract 
(service) agencies. 

34. Prepare and disseminate policies, CEI 
procedures and forms covering 
researchers. 

35. Prepare and pursue legislation AG 
providing for annual audit of all 
criminal justice agencies complete 
with sanctions. 

36. Establish annual audit responsibility AG 
in Attorney General's office and 
create audit committee. 

37. Establish operational delinquent OBI 
disposition monitoring system. 

38. Establish audit trails systemwide CBI 
to support systematic and annual 
audits. 

39. Establish dissemination logs CEI 
systemwide. 
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Month & 
Task No. 

(December 
Cont.) 

CY 1977 (Cont.) 

Tasks 

40. Provide field staff to support 
systematic audit process. 

41. Establish systematic audit procedures 
systemwide. 
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CBI 

CBI 

Reference 
Pnge 

5-2 
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• I 
I 

ILLINOIS 

Illinois Criminal Justice System. 

The criminal justice system in Illinois is largely centralized 
in three entities: The Department of Law Enforcement, the State Court 
System, and the Department of Corrections. 

The Department of Law Enforcement, headed by a Director who re-
ports to the Governor, includes the State Fire Marshall, the State Police, 
the Division of Investigation, and the Bureau of Identification which 
operates the automated criminal justice information system. The Illinois 
Law Enforcement Commission (ILEC), which is the SPA, is established sepa­
rately by statute in the Governor's Office. 

The Bureau of Investigation is responsible for the investigation 
of organized crime, and provides technical assistance to local juris­
dictions for the investigation of important crimas against the state; it 
maintains manual investigative and intelligence files not part of the 
criminal justice information system. 

The State Police have responsibility for the enforcement of state 
traffic laws, the protection of the Governor and state property, and 
upon assignment by the Gover-nor may deal with emergency and other special 
law enforcement situations. Direct law enforcement throughout the state 
is primarily the h:!spl."sibility of several hundred local jurisdictions, 
including the 102 county sheriffs and many municipal and village police 
agencies. 

Illinois has a unified court system established by the Constitution 
of 1970, which vests judicial oversight in the Supreme Court. There 
are 21 circuit courts of general jurisdiction, the largest being the C~r­
cuit Court of Cook County, while other circuits include from 2 to 12 
counties. There are a variety of courts vf limited jurisdiction in 
the state at the municipal level. Though the Constitution vests in the 
Supreme Court superintending control of all the state courts, a good 
deal of administrative authority has been delegated to the various cir­
cuit courts. The Administrative Office of Illinois Courts compiles and 
disseminates statistical information; the larger circuit courts also have 
court administrators. The Circuit Court of Cook County, responsible for 
about 60% of all judicial business in the state, ;s probably the largest 
trial court of general jurisdiction in the country • 

The Department of Corrections has responsibility for state correc­
tional institutions. Probation and parole services are under the juris­
diction of the various chief circuit judges. 

- 43 -



Criminal Justice Informati'on System. 

Illinois is developing a Comprehensive Data System (CDS) that, in 
accord with the current state plan, includes capabilities for law en­
forcement and corrections agencies. At present there is no plan for a 
statewide court information system, though the State Court Administrator 
is coordinating development of such a plan. 

The state's Law Enforcement Agency [lata System (LEADS) maintains 
such on-line files as wanted persons and stolen articles, and accesses 
computerized criminal histories (CCH) maintained by the Bureau of Identi­
fication, and computerized files maintained by the Secretary of State. 
LEADS also interfaces with the National Law Enforcement Telecommunica­
tions System (NLETS) and the F.B.L's National Crime Information Center 
(NCIC). Underway now is the development of a Corrections Management 
Information System that supports the LEAA funded OBTS and OBSCIS. The 
CDS contemplates regional information systems in a network with LEADS. 

Illinoi~ began a centralized criminal information system with the 
passage in 1931 of the Criminal Identification Act which established a 
central repository that today is housed in the Bureau of Identification, 
within the Department of Law Enforcement. (Ill.R.S. Ch. 38, Sec. 206-i) 
That Act requires law enforcement agenciE,\s to report arrests and dis­
positions to the central repository. It also includes "privacy" mea­
sures by allowing records from the central repository to be disseminated 
only to peace officers for the administration of the criminal law. 
There also are provisions fer dissemination of Y'ecords to speC'ified agen­
cies and others pursuant to statute, ordinances or orders "as may be 
necessary in the identification of persons suspected or accused of crime 
and in their trial for offenses after being ;n prison or for prior of­
fenses." In the case of Kolb v. O'Conner, 142 N.E.2d 815 (1957) the 
statute was held applicable only to the central repository and not to 
10cal criminal justice agencies. As a result, though information dis­
semination from the repository has been regulated, the practices of 
local law enforcement agencies have varied widely. 

D~velppment of the State's Privacy Program. 

In 1972 the Department of Law Enforcement prepared an action plan 
for the development of a statewide crimina'l justice in,Cormation system. 
In 1974, two advism'y committees to the SPA were established to develop 
comprehensive pol i ci es for the criminal just; ce i nfol~mati on system. 
These committees each reported their recommendations in 1974. 
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One committee, the CJIS Policy Review Advisory Committee, was 
comprised mainly of citizen representatives and academicians. The 
recommendation of this committee was a proposal for comprehensive legis­
lation governing the collection, use and dissemination of criminal jus­
tice information. The proposal was far-reaching, and incorporated 
many of the standards of SEARCH Technical Report #13, including pro­
visions for sealing and purging of conviction data. This legislative 
proposal was not acted upon by ILEC. 

The other advisory group, a Users Planning Committee, was com­
prisen, as the name implies, of representatives of criminal justice 
agencies. The recommendations of this committee were largely accepted 
by ILEC and are now published as the Standards for Criminal Justice 
Information Systems that must be observed by any agency receiving fund­
ing from ILEC for information system development. The$e comprehensive 
standards relate to all aspects of information system development and 
operation. With respect to dissemination regulation, the standards re­
quire expungement of information indicating arrest without conviction (or 
proceedings terminated in favor of the accused). As to other criminal 
justice information, dissemination is permitted on a IIneed to know 
and right to know" basis. The standards emphasize the maintenance of 
accurate information, and permit data subject review and challenge. 

In the Fall of 1975, subsequent to the issuance by LEAA of its 
initial privacy and security regulations, the Governor designated the 
SPA staff as the mechanism to coordinate implementation of a state plan 
for the confidentiality of criminal justice information. Letters from 
the SPA to the State's Attorneys, the Department of Law Enforcement, 
the Attorney General, the State Court Administrator and the Depart­
ment of Corrections, asked for reports with respect to their information 
systems. The courts regard their records as public, so the Illinois 
plan was prepared by the SPA staff mainly with assistance from the De­
partments of Law Enforcement and Corrections. 

In March, 1976, shortly before LEAA's revised regulations were 
issued, the Illinois plan was submitted; a revision was submitted by 
ILEC in June, 1976, to respond to the LEAA changes. 

In November, 1977, the Governor, by Executive Order, established 
the seven-member Criminal Justice Information Council, with the man­
date to consider confidentiality and security requirements for criminal 
justice information. The Council is authorized lito issue regulations, 
guidelines and procedures which insure the privacy and security of cri­
minal history record information consistent with state and federal 
laws .... 11 The COLlncil is the final appeal body with respect to 
individual challenges to criminal histories, and it aud,ts the pro­
cedures of the central repository. 
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Individual Review and Challenge. 

A significant aspect of the Illinois program is its emphasis of data 
subject access to files, with rights of review, challenge and appeal. 
The SPA has taken steps to publicize these access rights; included 
here at page 47 as Exhibit 1 is a brochure pub1 ished by ILEC that in­
forms citizens of their rights of record review and challenge. After 
two years· experience with this provision, the Department of Law Enforce­
ment indicates that the procedure has been quite manageable. Over the 
last year, because of extension of access rights to incarcerated indi­
viduals, requests for review have increased by 270%. Despite this per­
centage increase, however, statistics for the review and appeal case­
load are interesting. During a 24 month period the statistics are as 
follows: Of 647 individual requests for review, only 88 challenged the 
record; of these only three were not satisfied by the initial OLE re­
sponse and requested agency review wherein two were satisfied. As of 
this time, the remaining case is on appeal to the Criminal Justice In­
formation Council and has been scheduled for early 1978. 

The time for response to a request for record review averaged about 
23 days; the time for responding to a record challenge has averaged 
about 20 days, and an average of about 19 days was required to process 
the administrative review. These time spans are within the OLE regula­
tions, and the procedure does not appear to have placed an undue burden 
upon the department, allaying the fears of many who predicted that review 
and challenge procedures would be an unmanageable burden. Further, there 
has not been a significant increase in process time during the last 
12 month period, when the large increase in requests was received. 

Some Remaining Problems. 

Compliance with disposition reporting procedures still poses some 
problem, as in many other states, though Ill;nois reports good pro­
gress in improving this process. 

In spite of policies and a few statutory provisions permitting 
sealing or purging of certain information, it appears that many agencies 
will not seal or purge except pursuant to a court order. Since the 
courts regard their records as public, whatever might be purged (r sealed 
in agency records would be available from the court record. The reso­
lution of this problem must await the development of a court information 
pla~ by the Administrative Office of Illino;s Courts. 

The mechanisms for operating a rational program to regulate infor­
mation dissemination in Illinois are all present. The ILEC staff pro-
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vides continuing coordination throughout the criminal justice system. 
The Department of Law Enforcement operates the central repository, which 
is the key to the statewide system for all of criminal justice. The 
Criminal Justice Information Council fulfills a "watchdog" role as well 
as being a forum for the development of policy. 
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how to beat a bum rap 
sheet 

YOU HAVE A RIGHT TO SEE A COpy OF 
YOUR CRIMINAL HISTORY RECORD 

• Beginning March 16, 1976 

, • The information In your record should be correct. 

• If the information Is not correct, you can have 
it changed. 

• Review forms are available at your local 
police station. 

• Read the instructions Inside. 



YOU HAVE A RIGHT TO SEE A COPY OF 
YOUR CRIMINAL HISTORY RECORD· 

Beginning March 16, 1976, every person has the right 
\0 see and correct Information that the police, courts, 
correctional, and other agencies maintain. Included 
in your record is a list of what you have been 
arrested for, the dates you were arrested and released, 
and other details about each case. 

WHY BOTHER? 

The main reason you should want to review your 
record is to make sure that the Information in it is 
correct. You will also want to be sure that your record 
includes only legally maintained information. A record 
with Incorrect information could keep you from 
getting a State or Federal job, from JOining a branch 
of the armed services, or from obtaining a license 
In any of a number of different professions. Judges, 
military recruiters, and various authorized employers 
can examine your record and they may be influenced 
by what they see. So you want to be sure that your 
record tells the true story of whal happened, 
with the correct dates and facts. 

IS IT HARD T,O DO? 

No. Reviewing your record is a very sim~le matter. 
First you must Identify yourself and submit the proper 
form. Then you can look at your record and correct 
any errors that you find. 

• a/so known as a "rap sheet" 

IF YOUR CORRECTIONS ARE DENIED 

If your corrections are denied, in whole or In part, 
the notice you receive will tell you when you can see 
a written explanation of the decision. Bring both your 
Request for Access and Review and your 
Record Challenge. to this appointment. 

If you are not satisfied with the explanation you are 
given, there are two things that you can do. First you 
can apply for an Administrative Review. Application 
forms for this procedure are available at your local 
police station. If you are still f10t satisfied with the 
results alter the Administrative Review has been 
completed, then you may file an Administrative 
Appeal with the Illinois Criminal Ju~tice Information 
Systems Council. The Council's decision will be final 
unless you choose to file a civil suit in a court of law. 

FOR FURTHER INFORMATION: 

Contact your local police or county sheriff's office. 

WARNING 

IT IS A VIOLATION OF FEDERAL LAW (42 U.S.C. 
§ 3771) TO USE THESE PROCEDURES FOR ANY 
PURPOSE OTHER THAN THE INDIVIDUAL REVIEW 
OF A CRIMINAL HISTORY RECORD, ANY EMPLOYER 
WHO REQUIRES SUCH INFORMATION AS A' 
CONDITION OF EMPLOYMENT WILL BE SUBJECT 
TO A $10,000 FINE. VIOLATIONS SHOULD BE 
REPORTED TO THE UNITED STATES ATTORNEY'S 
OFFICE AND TO THE ILLINOIS CRIMINAL JUSTICE 
INFORMA nON SYSTEMS COUNCIL IMMEDIATELY. 

Illinois Criminal Justice Information Systems Council 
Illinois Law Enforcement Commission 

120 South Riverside Plaza 
Chicago, Illinois 60606 



HOW TO SEE YOUR RECORD 

,. IDENTIFY YOURSELF 

Go to any police station or county sherifl's office In 
the state of Illinoi!; between the hours of 8 A.M. and 
4 P.M., Monday through Friday. Tel\ them that you 
want to see your criminal history record. You will be 
given a form to fill out called a Request for Access 
and Review. A copy wilt be yours to keep. You wilt 
have to show some form of positive Identification 
such as a driver's license or birth certificate, and you 
will be fingerprinted. Your prints have to be compared 
with those in your file to make sure that no one 
claiming to be you sees your record. 

A fee may be charged by the local law enforcement 
agency to cover the costs of processing your review. 
This fee will not be more than $10. 

2. MAKE AN APPOINTMENT 

Put your copy of your Request for Access and RevIew 
In a sale place. Within 6 weeks you will receive an 
appointment notice in the mail telling you that your 
record is available. If you cannot come at the 
appointed time, let them know within 25 days by 
telephoning or by returing the notice In the mail. 
You should write a date and time on the notice when 
you will be able to come to see your record. 

3. BRING YOUR COpy 

Be sure to bring your Request lor Access and Review 
and some form of positive Idontificatlon with you 
when you go to see your record. If you forget to bring 
your request form, you will not be able to see your 
record at that time. If you have lost this 'form, you 
will probably have to start over, at step (1). 

If you have any official documents concerning your 
record, you should also bring them with you. 

4. BRING YOUR ATTORNEY 

You may bring your attorney when you go tl) review 
your record. In tact, if you want your attorney to 
review your criminal history record for you, he or she 
(''''n complete this process once you have Identified 

5. INSPECT YOUR RECORD CAREFULLY 

Read your record over very carefully. Make sure that 
the information about you is completely true. If yq.u 
have any questions, ask the reviewing officer alid 
he or she will be able to help you. If you ~sk for it, 
you will be given a list of'the non-criminal justice 
agencies which have obtained caples of your 
record since March 16, 1976. 

If there are any errors on your record, no malter how 
small, tell the reviewing officer about them Immediately. 
For further instructions, see the next section called 
"IF THERE ARE ANY ERRORS." 

If there are no errors on your record, you may be 
asked to sign a statement saying that your record 
is correct. Whether you chl')ose to sign this statement 
or not, your review is now complete. 

IF THERE ARE ANY ERRORS 

6. REQUEST CORRECTIONS 

If you find any errors, the reviewing officer will give 
y6u a form called a Record Challenge. List the correct 
information on this paper and explain In detail why 
these corrections should be made. A copy of your 
Record Challenge will be given to you to keep. 

If you need a copy of your record, you can obtain one 
by asking the reviewing officer. 

7. A DECISION WILL BE MADE 

Within 6 weeks you will receive a notice in the mail. 
This notice will tell you whether your corrections 
were approved or denied. 

If your corrections were approved, you should bring 
your Request for Access and Review and your 
Record Challenge forms to the police station and 
cheCk to see that the corrections have been made 
properly. All the organizations which have received 
copies of your record since March 16, 1976 
will be notified of these corrections. 

At this time, you may be asked to sign a 
statement saying that your record is correct. 
Whether you choose to sign this statement or 
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MARYLAND 

Maryland Criminal Justice System. 

Maryland has a rather centralized criminal justice system, large-
ly achieved in the early 1970s through the establishment of the Depart­
ment of Public Safety and Correctional Services. That department, headed 
by a Secretary and two deputies, has general authority over the State 
Police, the Department of Corrections, and the Department of Probation 
and Parole. 

The State Police, whose Superintendent reports to the Secretary 
of Public Safety, has responsibility for general law enforcement in the 
state as well as for the operation of the criminal justice information 
system. In addition to highway patrol functions, state police provide 
law enforcement services by contract to some of the municipal juris­
dictions within the state, 

The 23 counties and the City of Baltimore all have law enforce­
ment agencies, as do a variety of smaller municipalities, Though each 
county has a sheriff, several of the largest counties also have a po­
lice department. 

The Department of Correctional Services, headed by a Commissioner 
who reports to the Secretary of Public Safety, has jurisdiction over 
the state's institutional facilities, and through a jail inspector, 
monitors the operations and standards of jails under county or local 
authority. 

The Department of Probation and Parole, whose Director reports to 
the Secretary of Public Safety, is responsible for all probation and 
parole services within the state. Regional offices of the Department 
directly supervise field services and cooperate with the courts regard­
ing the operation of probation services. 

The judicial system in Maryland itself became unified in the early 
'70s, and is arranged in four tiers. The District Courts, under the 
supervision of a Chief Judge, are courts of limited jurisdiction. The 
Circuit Courts, operating at the county level, are courts of general 
jurisdiction and are under the supervision of the Chief Circuit Judge. 
The Court of Special Appeals is an intermediate appellate court for cri­
minal and civil matters. The Court of Appeals is the supreme court of 
the state; its Chief Judge has superintending control of the entire court 
system, The State Court Administrator, who is appointed by the Chief 
Judge of the Court of Appeals, has responsibilities for judicial plan­
ning, budgeting, education and information system development. 
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Criminal Justice Information System. 

In 1968, the Maryland SPA began planning a comprehensive statewide 
criminal justice information system. The initial program, designated 
MILES (Maryland Interagency Law Enforcem.ent System) was intended to 
serve the entire criminal justice system in the state, including the 
courts. During the ensuing decade the state has continued to develop 
its criminal justice information system including capabilities for such 
LEAA-supported programs as comprehensive criminal histories (CCH), 
offender based tracking system (OBTS) and an offender based state cor­
rectional information system (OBSCIS), all within the comprehensive 
data system (CDS). A statewide court information system is also being 
implemented. In the Fall of 1973, the SPA staff began a criminal jus­
tice information system master plan. The Information System Policy Com­
mittee, established by the SPA, provided policy guidance in the develop­
ment of the master plan which was finally completed in early 1975. 

Stimulated by needs identified in the master plan with respect to 
a privi\\cy program, and by the issuance of the initial guidelines by 
LEAA in May, 1975, a Security and Privacy Sub-committee of the Informa­
tion Systems Policy Committee was established with the responsibility to 
develop a privacy and security program and to prepare appropriate legis­
lation and regulations. 

In early 1976, the SPA completed a draft privacy and security plan 
responsive to the initial LEAA guidelines. W~en the revised guide­
lines were issued by LEAA in March, 1976, the Maryland plan was also 
revised to comport with the new minimum requirements. The basic frame­
work of the plan was implemented through legislation signed into law by 
the Governor in May, 1976. The purpose of the legislation, knwon as 
The Criminal Justice Information System Act, is 

" ... to create and maintain an accurate and efficiGnt 
criminal justice information system in Maryland consistent 
with applicable federal law and regulations, the need of 
criminal justice agencies in the state for accurate and 
current criminal history records information, and the right 
of individuals to be free from improper and unwarranted in­
trusions into their privacy. II (Art. 27, § 742) 

In brief, the legislation established a central repository for cri­
minal records to be operated within the Maryland State Police and under 
the supervision of the Secretary of Public Safety and Correct"ional Ser­
vices. The statute provides that the Secretary and the Chief Judge of 
the Court of Appeals should promulgate rules and regulations to esta­
blish, operate and maintain the criminal justice information system. The 
law also establ ished an Advisoy'y Board to review and comment on such 
tules and regulations and the operation of the information system. The 
legislation gives the right of inspection and challenge to data sub­
jects, and, with respect to dissemination of information, provides that 
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a "criminal justice agency and the central repository may not dissem­
inate criminal his'~ory record information E!xcept in accordance with 
applicable federa"1 claw and regulations." 

Deve 1 opment of the State_~ s Pri vacy Program. 

As summarized above, the staff of the SPA had the task of drafting 
the criminal justice information plan with the advice of the Security and 
Privacy Subcommittee. The Subcommittee was comprised of members rep­
resenting all branches of government as well as a cross~section of 
criminal justice agencies. The Subcommittee was chaired by the Secre­
tary of the Department of Public Safety, and other members wet~e the 
State Court Administrator, representatives from the state legislature, a 
mayor, a Governor's staff legis1ative officer, representatives from the 
State Police and the Department of Correctional Se:--vices, a local police 
chief and a county co~nci1man. In addition to assisting the SPA staff 
wi th the development of the secur; ty and pr; vacy plan, th'j s subcommi ttee 
also assisted in the development of the legislative proposal, referred 
to earlier, that established the formal structure for the Maryland cri­
minal justice information system. The Privacy and Security Subcommittee 
has ceased to exist since its task has been accomplished, though th~ 
Information System Policy Committee of the SPA continues in its advisory 
role regarding operation of the criminal justice information system. 

The Criminal Justice Information Advisory Board, created by Article 
27, Section 744, has as its principal responsibility to advise the Secre­
tary of the Department of Public Safety and the Chief Judge of the Court 
of Appeals on matters pertaining to the development, operation and main­
tenance of the criminal justice information system. 

The membership of the advisory board, appointed by the Governor 
except as otherwise indicated, is as follows: three representatives 
of the judicial branch appointed by the chief judge of the court of 
appeals; two representatives of the Maryland legislatUl"e, one appointed 
by the leader of each house; two executive officials from state, county 
or municipal police agencies; one executive official from a correctional 
services agency; two elected county officials; one elected municioal 
officer, one State's attorney; and one person from the general public. 
Serving in an ex officio capacity are the Executive Director of the SPA, 
the Secretary of the Department of Public Safety, and the Attorney Gen­
eral of Maryland. 

The Advisory Board developed the dissemination policy which was 
approved by the Secretary af Public Safety and the Court of Appeals. 
Legislation was introduced during the 1977 session but was not enacted, 
and regulations pursuant to authority in the Criminal Justice Infor­
mation System Act were promulgated. 
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Dissemination Policy-. 

The regulations, set out here as Exhibit 2 beginning on page 
were originally prepared as a legislative proposal. They were made 
available for comment at a public hearing, but there was no significant 
comment and the regulations are to become effective substantially in 
accord with the draft. 

The regulations deal \,/ith criminal history record information, and 
are silent as to intelligence and investigotive information. The cen­
tral repository itself, however, will only store criminal histories and 
not "I and P information. The significant aspects of Maryland dis­
semination policy are as follows: 

1. Criminal justice agencies will receive from the central reposi­
tory conviction and non-conviction information for the performance of 
their criminal justice function or for the purpose of hiring or re­
taining employees. Access to conviction or non-conviction information 
is also allowed to the Maryland Public Defender or any defense counsel 
of record, bail bondsmen and appropriate agencies for statistical and 
research purposes, or to agencies under contract with an agency autho­
rizej to receive the data. 

2. A governmental non-crimiral justice agency may receive cri­
minal justice information for ern' 'oyment purposes. If the agency has 
1 i censi ng powers it may have crLri na 1 j usti ce i nformati on for the pur­
pose of performing its functions in accord with a statute, regulation 
or court order allowing access to specified information. 

3. A private sector organization may not have access to convic­
tion data for employment screening unless it has been specifically 
approved to receive such information by the Secretary of the Department 
of Public Safety, (.pon a showing that the nature of the job carries 
a 'risk of harm to the employer or the general public. A private sector 
organization may not have access to non-conviction data unless it is 
specifically provided for by statute, regulation or court order. 

4. Only the central repository may disseminate information to 
authorized non-criminal justice agencies. Criminal justice agencies 
may share information among themselves after an inquiry to the central 
repository to update the file. Secondary dissemination of criminal jus­
tice information is prohibited; it can only be used for the specific 
purpose for which it was received and none other. The regulations also 
require the maintenance of dissemination logs, and the existence or non­
existence of a criminal record is not to be divulged to anyone who is 
not 3uthorized to receive the record itself. 
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The policy supported by these suggested regulations provide pro­
tection to the individual who has a criminal record while at the same 
time allowing public access for good cause shown. The Maryland approach 
of providing a procedure for specific private sector access approval by 
the Secretary of Public Safety is novel and interesting. The question 
of relevance of criminal justice information to any particular employ­
ment risk is difficult to resolve, and requires a case-by-case evalua­
tion. Though the state legislation enacted in 1976 specifically pro­
vides for judicial review of a data subject's challenge and correction 
rights, judicial review of the secretary's decision regarding special 
private sector access is not contemplated. The Maryland experience in 
the future will be worth watching to determine the efficacy of this ad­
ministrative procedure. 

The Criminal Justice Information System Law establishes the right 
of a data subject to review and challenge criminal history record infor­
mation in the central repository. On a challenge to information, the 
central repository will audit the record, and if the data subje~t's 
challenge is sustained the record will bl corrected. The central reposi­
tory also will send notice of the corrected information to any agency to 
whom it has dissemip.l'Ced incorrect information, and the receiving agency 
is required to correct whatever record it maintains. Administrative 
and judtcial review are provided for. 

A significant problem encountered in dev.eloping the Maryland pro­
gram has more to do with the technicalities of information management 
than with conficientiality policy. The question was what standard to 
apply for determining whether information is "complete and accurate." 
A major difficulty was the relationship between charges noted at ar-
rest or booking and the charges that the prosecutor would pursue. Police 
agencies wanted to track the specific charges made by the police officer. 
With little or no modification these police charges are the same as those 
that appear on the charging document at the District Court. Therefore, 
District Court charges and dispositions cDuld be tracked against the 
original police charge. A di'ficulty arises when the defendant is bound 
over to the Circuit Court from the District Court or goes directly to 
the Circuit Court. In such case the ~rosecutor intervenes and typically 
charges are redefined and, therefore, are not directly traceable to the 
police charges. The Di5trict Court charges were selected as the entry 
point for tracking purposes; where the case is bound over to the Circuit 
Court the case is tracked back to the District Court case number but 
the prosecutor's Circuit Court charges become the new entry point for 
tracking charges and their disposition. 

An implementation problem yet to be solved adequately deals with the 
query to the central repository before information is exchanged with 
other criminal justice agencies. Currently B.n unsatisfactory delay is 
often experienced in response from the central repository though hope­
fully as the system is perfected this difficulty will be alleviated. Per­
haps, in t;le interim, local records may suffice in some circumstances, 
yet to be negotiated. 
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Issues For The Future. 

In early 1978, the dissemination policy will be implemented, 
and wrinkles will be ironed out. It remains to be seen whether and how 
soon legislation will be sought to codify this policy; regulations can 
suffice except with respect to the imposition of criminal penalties. 
It will be well worth watching the Maryland experience with respect to 
the administrative procedure by which the Secretary of Public Safety 
approves private sector access for employment screening purposes. Mary­
land officials are optimistic regarding the workability of their scheme, 
and it may pPQvide one solution to a very complex access question. 

A Comment On Process. 

Maryland officials credit their centralized criminal justice system 
as key in developing the privacy program. System fragmentation is a 
common obstacle to developing statewide information dissemination policy, 
especially with respect to disposition reporting procedures. In this 
respect, a court system may pose a particular problem if its various 
forums are un'nvolved in program development or uncoordinated in ap­
proach. It should be noted that the Maryland judiciary was a full and 
active p1rtner throughout the process, and continues to be involved in 
and responsible for the design and implementation of policy and proce­
dure. 
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REVISED SECTION "749" 
MARYLAND 

749. DISSEMINA'rrON OF CRININAL lIISTORY RECORD INFORHATION* 

(A) A CRIMINAL JUSTICE AGENCY AND THE CENTRAL REPOSITORY 

MAY NOT DISSE}lINATE CRIMINAL HISTORY RECORD INFORMATION EXCEPT IN STRICT 

ACCORDANCE WITH THIS SECTION. 

(B) SUBJECT TO THE PROVISIONS OF SUBSECTION (F) THE 

CENTRAL REPOSITORY AND A CRIMINAL JUSTICE AGENCY SHALL DISSEMINATE CRIHINAL 

HISTORY RECORD INFOmiATION BE IT CONVICTION OR NON·~CONVICTION CRIHINAL 

HISTORY RECORD D1FORHATION, TO A CRIMINAL JUSTICE AGENCY UPON A REQUEST 

MADE IN ACCORDANCE WITH APPLICABLE RULES AND REGULATIONS ADOPTED BY TilE 

SECRETARY OR THE COURT OF APP~ALS. A CRIMINAL JUSTICE AGENCY MAY RE~UEST 

SUCH L10RMATION FROM THE CENTRAL REPOSITORY OR ANOTHER CRIMINAL JUSTICE 

AGENCY ONLY IF IT HAS A NEED''':l THE I~FOR}iATION: 

(1) IN TIlE PERFOlU-1ANCE OF ITS FUNCTION AS A .CRIHI-

NAL JUSTICE AGENCY: OR 

(2) FOR THE PURPOSE OF HIRING OR RETAINING ITS 

OHN EHPLOYEES AND AGENTS. 

(C) SUBJECT TO THE PROVISIONS OF SUBSECTIONS (F) AND (G) 

AND EXCEPT AS OTHERlo,lISE. AUTHORIZED BY SUBSECTION (E), THE CENTRAL REPOSITORY 

MAY NOT DISSEMINATE TO A NONCRI}lINAL JUSTICE FEDERAL, STATE, OR LOCAL GOVERN­

HENT AGENCY: 

(1) CONVICTION CRIHINAL HlSTOR. RECORD INFOR-

MATION UNLESS THE PERSON OR AGENCY TO WHOM THE INFORMATION IS TO BE DISSEMI-

NATED IS EXPRESSLY AUTHORIZED BY STATUTE, ORDINANCE, EXECUTIVE ORDER, OR 

COURT RULE, DECISION, OR ORDER TO GRANT, DENY, SUSPEND, REVOKE, OR TERNINATE 

A LICENSE, EHPLOYMENT, OR OTHER RIGHT OR PRIVILEGE, AND THE STATUTE, ORDINANCE, 

ORDER OR RULE SPECIFIES THE EXISTENCE OR NON-EXISTENCE OF A PRIOR CONVICTION 

"-I(Originally drafted as an amendment to the Criminal Justice 
Jnformntion System Lcfw I now to be implemented by reGUlation • 
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Exh. 2, cont'd. 

OR OTHER CRIMINAL CONDUCT AS A CONDITION TO TIlE GF.ANT~ DENIAL, SUSPENSION, 

REVOCATION, OR TE~~INATION OF THE LICENSE, EMPLOY}ffiN!, RIGHT, OR PRIVILEGE. 

REFERENCES TO HOOOD MORAL CHARACTER," "TRUSTWORTHINESS," OR OTHER LESS 

SPECIFIC TRAITS ARE SUFFICI1~T TO AUTHORIZE DISSE}lINATION WHERE THEY ARE 

DETERMINED BY THE COJRTS TO BE INCLUSIVE OF CRIMINAL CONDUCT: AND 

(2) NON-CONVICTION CRIMINAL HISTORY RECORD 

INFORHATION UNLESS THE PERSON OR AGENCY TO WHOM THE INFORMATION IS TO BE 

DISSEHINATED IS EXPRESSLY AUTHORIZED BY STATUTE, ORDINANCE, EXECUTIVE ORDER, 

COURT RULE, DECISION, OR ORDER TO GRANT, DENY, SUSPEND, REVOKE, OR TERMINATE 

A LICENSE, EMPLOYMENT, OR OTHER RIGHT OR PRIVILEGE~ AND THE STATUTE, ORDI-

NANCE, EXECUTIVE ORDER, OR COURT RULE, DECISION OR ORDER SPECIFIES ACCESS 

TO NON-CONVICTION RECORD INFORMATION IN CONSIDERATION OF THE DECISION TO 

GRANT, DENY~ SUSPEND, REVOKE, OR TERMINATE A LICENSE, E}~LOYlffiNT, RIGHT, OR 

PRIVILEGE. 

CD) SUBJECT TO THE PROVISIONS OF SUBSECTIONS (F) AND (G) 

AND EXCEPT AS OTHERHISE AUTHORIZED BY SUBSECTION (E), THE CENTRAL REPOSITORY 

MAY NOT DISSEMINATE TO A PRIVATE NON-GOVERNMENTAL EMPLOYER OR THE PRIVATE 

E}~LOYERIS DESIGNATED AGENT: 

(1) CONVICTION CRIHINAL HISTORY RECORD 

INFORMATION UNLESS THE EHPLOYER DE:t-10NSTRATES TO THE SECRETARY THAT THE 

ACTIVlTIES OR DUTIES OF THE PROSPECTIVE EMPLOYEE OR EHPLOYEE FOR l-lHOM THE 

CONVICTION CRIMINAL HISTORY RECORD INFORNATION IS REQUESTED HOULD: 

(a) BRING THE PROSPECTIVE E}lPLOYEE 

OR EHPLOYEE INTO SUCH CLOSE tlND SENSITIVE CONTACT HITH THE PUBLIC THA7 THE 

USE OF THE INFORMATION IN HIRING) TRANSFER, OR PROMOTION OF THE EMPLOYEE 

\-lOULD SERVE TO PROTECT THE SAFETY OR BE IN THE BEST INTERESTS OF THE GENERAL 

PUBLIC: AND 
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Exh. 2, Cunt'd. 

(b) BRING TilE PROSPECTIVE EHPLOYEE 

OR EMPLOYEE INTO SUCH CLOSE AND SENSITIVE CONTACT l·.'lTH THE ENPLOYER' S 

ENTERPRISE AS TO ENDANGER THE GOODIVILL OR FISCAL l·lELL-BEING OF THE ENTER­

PRISE. 

THE SECRETARY WILL ESTABLISH A PROCEDURE WHEREBY E~~LOYERS 

MAY PETITION FOR THE RIGHT TO BE GRANTED ACCESS TO CONVICTION CRHIINAL 

HISTORY RECORD INFORMATION CONSISTENT lHTH SUBSEC'.t'IONS (a) AND (b) ABOVE. 

THE PETITION SHALL REQUIRE THE E}WLOYER TO LIST l~E INSTANCES \~lERE ACCESS 

IS DESIRED k~D THE REASON FOR REQUESTING THE ACCESS CONSISTENT lolITH THIS 

SUBSECTION. THE SECRETARY, HITH THE ADVICE OF THE ADVISORY BOARD, SHALL 

DEVELOP SPECIFIC CLASSES FOR WHICH ACCESS CONSISTENT l-lITH THIS SUBSECTION 

ARE TO BE PROVIDED AND SHALL HAINTAIN FOR EACH CLASS A LIST OF ALL EHPLOYERS 

lmO HAVE PETITIONED FOR AND BEEN GRANTED ACCESS • 

. (2) NON-CONVICTION CRIHINAL HISTORY RECORD 

INFOru'~TION UNLESS THE B~~LOYER IS EXPRESSLY AUTHORIZED BY STATUTE, ORDINANCE, 

EXECUTIVE ORDER, OR COURT RULE, ORDER, OR DECISION SPECIFYING THE RIGHT OF 

ACCESS TO NON-CONVICTION RECORD INFORl-~TION AND THE PURPOSE AND CONDITIONS 

FOR ACCESS. 

(E) THE FOLLOIVING NONCRIHINAL JUSTICE PERSONS AND AGENCIES HAY 

RECEIVE FROH THE CENTRAL REPOSITORY CONVICTION AND NON-CONVICTION CRIMINAL 

HISTORY RECORD INFOR}~TION FOR THE PURPOSE AND UNDER THE CONDITIONS STATED: 

(1) THE DEPARTHENT OF PERSONNEL OR OTHER 

APPOINTING AUTHORITY OF 'l'HE FEDERAL, STATE OR LOCAL UNIT OF GOVERNHENT l-~Y 

RECEIVE SUCH INFOR~~TION FOR THE PURPOSE OF E}~LOY~ffiNT SUITABILITY OR ELI­

GIBILITY FOR SECURITY CLEARANCES: 

(2) THE MARYLAND PUBLIC DEFENDER OR ANY 

DEFENSE COUNSEL OF RECORD MAY RECEIVE SUCH INFOR}~TION FOR THE PURPOSE OF 

THE DEFENSE OF A CLIENT IN A PENDING CRIHINAL PROCEEDING; 
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(3) A DAIL BONDS}~N }~Y RECEIVE SUCH IN-

FOHHATION RELATING TO A CLIENT, IF AUTHORIZED BY 'filE }~RYLAND RULES; 

(4) THE JUVENILE SERVICES ADMINISTRATION 

MAY RECEIVE SUCH INFO&'~TION FOR THE PURPOSES OF AN INVESTIGATION PURSUANT 

TO THE DISPOSITION OF A JUVENILE CASE; 

(5) THE GOVERNOR'S COHMISSION ON LAH EN-

FORCE}ffiNT AND THE ADMINISTRATION OF JUSTICE MAY RECEIVE SUCH INFORMATION FOR 

THE PURPOSES OF RESEARCH, EVALUATION, AND STATISTICAL ANALYSIS OF CRIMINAL 

ACTIVITY, AND THAT ANY STATISTICAL ANALYSES DERIVED FROM SUCH INFORHATION 

MAY NOT INCLUDE THE NAME OF ANY INDIVIDUAL OR ANY OTHER UNIQUE IDENTIFIERS 

RELATING TO THE INDIVIDUAL; 

(6) A PERSON OR AGENCY ENGAGED IN LEGIT I-

MATE RESEARCH, EVALUATION, OR STATISTICAL ANALYSIS ACTIVITIES }~Y, PURSUM~T 

TO AN AGREEl-tENT HITH THE SECRETARY OR THE CHIEF JUDGE OF THE COURT OF APPEALS, 

RECEIVE SUCH INFO~~TION NECESSARY TO THESE ACTIVITIES, BUT SUCH INFOR}~TION 

MAY NOT INCLUDE THE NAME OF ANY INDIVIDUAJ,; 

(7) A PERSON OR AGENCY UNDER CONTRACT WITH 

A CRUIXNAL JUSTICE AGENCY TO PROVIDE SPECIFIC SERVICES REQUIRED BY THE 

CRIMINAL JUSTICE AGENCY TO PERFORM ANY OF ITS CRIMINAL JUSTICE FUNCTIONS 

}jAY, PURSUM~T TO AN AGREENENT 'HTH THE SECRETARY, RECEIVE SUCH INFORMATION 

NECESSARY IN ORDER TO CARRY OUT ITS CONTRACT; 

(F) A CRIMINAL JUSTICE AGENCY }~Y NOT DISSE}ITNATE CRIMINAL 

HISTORY RECORD INFORHATION TO ANOTHER CRIMINAL JSUTICE AGENCY UNTIL THE DIS-

SEMINATING AGENCY HAS REQUESTED AND RECEIVED F.ROH THE CENTRAL REPOSITORY 

VERIFICATION THAT THE INFOR}~TION TO BE DISSEMINATED IS CO}~LETE. ACCURATE, 

AND CURRENT. THE CRHIINA:.. JUSTICE AGENCY OR THE CENTRAL REPOSITORY SHALL 

VERIFY THE IDENTITY OF THE CHININAL JUSTICE AGENCY TO WHOH THE DISSEHINATING 
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AGENCY INTENDS TO PROVIDE THE rNFOR}~TION. T1ill CENTRAL REPOSITORY SHALL 

HAINTAIN A RECORD OR LOG OF THE REQUEST SHOlVING THE DATE THE REQUEST WAS 

HADE, THE INFO~TION TO BE DISSEHINATED, THE CRIMINAL JUSTICE AGENCY RECEIV­

ING THE INFO~TION, AND THE DATE OF THE DISSEHINATION. THIS SUBSECTION 

DOES NOT APPLY IF THE RECEIVING CRIHINAL JUSTlCE AGENCY DENONSTRATES TO A 

RESPONSIBLE OFFICIAL OF THE DISSEHINATING CRIHINAL JUSTICE AGENCY OR THE 

CENTRAL REPOSITORY THAT A DELAY IN THE RECEIPT OF INFOR~~TION FRO}! THE 

CENTRAL REPOSITORY WILL UNDULY IMPEDE NECESSARY ACTION BY THE REQUESTING 

CRIMINAL JUSTICE AGENCY OR WILL VIOLATE OR }~TERIALLY I}~AIR A SUBSTANTIVE 

RIGHT OF THE PERSON ABOUT ImOM THE INFOR}~TION IS NEEDED. HOWEVER, THE 

DISSEMINATING AGENCY SHALL MAINTAIN A LOG OF EACH DISSEMINATION UNDER THESE 

CONDITIONS, SHOWING THE DATE OF DISSENINATION, THE INFORHATION TO BE DIS­

SEMINATED, THE CRIHINAL JUSTICE AGENCY TO hlROM IT WAS DISSEMINATED, AND THE 

DATE OF THE DISSEMINATION. 

(G) ONLY THE CENTRAL REPOSITORY MAY DISSENINATE CRUIINAL 

HISTORY RECORD INFO~TION TO A NON-CRlMINAL JUSTICE AGENCY OR INDIVIDUAL. 

THE CENTRAL REPOSITORY SHALL VERIFY THE IDENTITY OF THE AGENCY OR PERSON RE­

QUESTING TO RECEIVE TIlE rNFom~TION AND SHALL MAINTAIN A RECORD OR LOG OF 

THE REQUEST SHotVING THE DATE THE REQUEST WAS HADE, THE PURPOSE FOR 1-lInCH THE 

REQUEST HAS MADE, THE INFom~TION TO BE DISSEMINATED, THE AGENCY OR PERSON 

RECEIVING THE INFO~TION AND THE DATE OF THE DISSEHINATION. THE CENTRAL 

REPOSITORY THROUGH AGREEHENT WITH ANOTHER CRININAL JUSTICE AGENCY HAY SPECIFY 

THE OTHER CRIHINAL JUSTICE AGENCY AS A LOCATION FRQ}l WHICH A NON-CRININAL 

JUSTICE AGENCY OR INDIVIDUAL MAY INQUIRE TO Tim CENTRAL REPOSITORY FOR THE 

PURPOSE OF RECEIVING CRIMINAL HISTORY RECORD INFORMATION. THE AGREEMENT HAY 

ALSO PROVIDE FOR THE CENTRAL REPOSITORY TO AUTHORIZE ·THE CRIMINAL JUSTICE 

AGENCY TO DISSEHINATE TO THE NON-CRIMINAL JUSTICE AGENCY APPROPRIATE CRIHINAL 

HISTORY RECORD INFORMATION MAINTAINED BY TilE CRIMINAL JUSTICE AGENCY. UNDER 
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E) 

SUCH CIlWUHSTANCES THE ,V!SSENINATING CRIMINAL JUSTICE AGENCY SHALL MAINTAIN 

A LOG OF EACH IHSSBHINA'rION t SHOHING THE DATE TiiE REQUEST \,lAS HADE, THE· 

PURPOSE FOR \{InCH TH~ REQUEST WAS HADE, THE INFOHHATION TO HE 

DISSEMINATED, THE AGENCY OR PERSON RECEIVING THE INFORMATION, AND THE DATE 

OF THE DISSEHINATION. THE CENTRAL REPOSITORY SHALL MAINTAIN IN ITS LOG 111E 

FACT THAT IT AUTHORIZED THE CRI~ITNAL JUSTICE AGENCY TO DISSE}ITNATE THE 

CRUIINAL HISTORY RECORD INFORMATION AND THE AGENCY OR INDIVIDUAL TO \{ImH 

THE CR1HINAL HISTORY RECORD INFORHATION WAS DISSEMINATED. 

(H) NO AGENCY OR·INDIVIDUAL SHALL CONFIRH THE EXISTENCE OR 

NON-EXISTENCE OF CRI}IINAL HISTORY RECORD INFORMATION TO ANY PERSON OR AGENCY 

THAT WOULD NOT BE ELIGIBLE TO RECEIVE THE INFORMATION ITSELF. 

(I) ANY LOGS REQUIRED TO BE KEPT UNDER THIS SECTION SHALL 

BE MAINTAINED FOR AT LEAST THREE YEARS. 

(J) THE USE OF CRININAL HISTORY RECORD INFORHATlON BY AN AUTHOR-

IZED AGENCY OR INDIVIDUAL IS LnnTED TO THE SPECIFIC PURPOSE OR PURPOSES 

STATED IN THIS SECTION AND NAY NOT BE DISSEMINATED FURTHER EXCEPT WITH SPECI­

FIC AUTHORIZATION. 

(K) IN ADDITION TO ANY OTHER RE}mDY OR PENALTY AUTHORIZED BY 

IDUAL OR AGENCY VIOLATING OR CAUSING A VIOLATION OF THE PROVI­

SIONS OF THIS SECTION s-G 1LTY OF A MISDEl-mANOR, AND UPON CONVICTION. IS 

SIX NONTHS OR BOTH FOR EACH VIOLATION. 

BY A STATE OR LOCAL GOVERNMENT AGENCY, 

CAUSE TO TERNINATE HIS El-IPLOYMENT OR TO REVOKE OR SUSPEND HIS 

(K) IN ADDITION TO ANY OTHER REl-ffiDY OR PENALTY AUTHORIZED BY 

\TION) LAW ANY INDIVIDUAL OR AGENCY DETERNINED BY THE SECRETARY TO BE IN VIOLATION 
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Exh. 2, Concl. 

OR CAUSING TO BE IN VIOLATION THE PROVISIONS OF TillS SECTION SHALL CONSTITUTE 

GOOD CAUSE FOR THE SECRETARY TO TAKE THE NECESSARY STEPS TO ENFORCE CO}WLI­

ANCE INCLUDING REVOCATION OF ANY AGREENENT BETWEEN THE AGENCY AND THE CENTRAL 

REPOSITORY AS \-lELL AS APPROPRIATE JUDICIAL OR ADl-lINISTRATIVE PROCEEDINGS TO 

ENFORCE COMPLIANCEo 

(L) WHERE A REQUEST FOR THE DISSEHINATION OF CRIHINAL 

HISTORY RECORD INFORMA'fION IS MADE BY A CRIMINAL JUSTICE AGENCY FROM A,NOTHER 

STATE DISSEHINATIONS WILL BE LIMITED TO THE PURPOSES FOR WHICH CRIMINAL 

HISTORY RECORD INFORHATION WILL BE DISSEMINATED TO CRIHINAL JUSTICE AGENCIES 

WITHIN THE STATE OF MARYLAND. 
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WASHINGTON STATE 

Washington Criminal Justice System. 

The Washington State Patrol enforces traffic laws on the stare's 
highways, protects state property, and provides special law enforcement 
services in emergencies and at the Governor's direction. Lawenforce­
ment in the state is mainly attended to by the 39 county sheriffs; the 
cities of Seattle and Tacoma provide police services, but few other muni­
cipalities have significant law enforcement responsibilities. The state 
has few urban centers and the growing trend towat'd combined city/county 
law enforcement consolidation has emphasized the role of the sheriffs. 
The State Patrol operates a crime analysis unit, a central identifica­
tion bureau and an organized crime intelligence division. The Patrol 
has responsibility for operating the state's centl"'al criminal justice 
information system. 

Correctional services in the state are centralized in the Depart­
ment of Social and Health Services, which includes adult corrections, 
the Board of Parole and the probation and parole services. 

Though the state does not have a unified court system, the Supreme 
Court does have superintending control of the Super'ior Courts of the 
state, which operate at the county level and have general jurisdiction. 
District Courts are of limited jurisdiction and deal with misdemeanors, 
warrants, etc. 

Criminal Justice Information System. 

Washington is building a comprehensive state criminal justice in­
formation system, and at present central law enforcement information is 
computerized and accessed by more than a hundred terminals throughout 
the state. A correctional information system is being developed within 
the Department of Social and Health Services, and is designed to track 
adult felony offenders in institutional custody or under probation or 
parole supervision, and will provide management information services 
as well. A Superior Court Management Information System is in the de­
velopmental stage as well, and is intended to provide statewide judicial 
system information with respect to case status and process, dispositions 
and relevant caseload data. 

In 1967, a criminal justice identification center was created within 
the State Patrol. In 1972, when the ~enter became computerized, the 
legislature established it as the Central Identification Section (CIS) 
with authority to maintain identification and and criminal histm"y records. 
Local law enforcement agencies were required to report arrests and pro-
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vide CIS with fingerprints as the means for identifying files. The 
legislation also restricted dissemination of CIS records to criminal 
justice purposes only, and data subjects were given rights to review and 
challenge their records. These dissemination and access regulations did 
not apply to local law enforcement agencies, however. 

Development of the State's Privacy Program. 

In 1974~ a bi" was introduced in the Washington legislature to 
provide confident,ality restraints on state and local arrest records, 
but the bill never moved out of committee., Again in 1975, another bill 
was introduced, which ~ou1d have prevented intelligence and investiga­
tive information from being placed in automated systems, imposed con­
fidentiality constraints on arrest and conviction information, and wou1u 
have given access and challenge rights to data subjects. There were 
hearings on the bill, but it was not enacted. 

The issuance in 1975 of the initial LEAA regulations stimulated 
additional activity in the state of Washington, and in December, 1975, 
an Advisory Committee for Security and Privacy was established by the 
Governor. The Attorney General was chairman of the Committee, and it 
included representatives of criminal justice agencies at the state and 
local level, public interest groups, media and the state legislature. 

By March, 1976, the Advisory Committee had prepared its in'jtia1 
recommendations which were widely circulated throughout the state for 
comment. The Committee proposal recommended restrictions on the dis­
semination of conviction records as well as arrest information; there 
were also recommendations for the inspection and correction of records, 
the maintenance of dissemination logs and procedures for the audit of 
criminal justice practices. A bill was introduced in the legislature 
which was the basis for the measure that ultimately was enacted in 1977. 

The bill that passed the legislature was narrower than that pro­
posed by the Advisory Committee. Because of the proposals in 1974 and 
1975, previously mentioned, the legislature had some familiarity with 
issues relevant to confidentiality of criminal justice information, and 
hearings in the legislature emphasized concern about additional costs 
resulting from dissemination restrictions and the added burdens to 
criminal justice agencies from procedures to assure access and con­
fidentiality. 
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Dissemination Policy. 

The principle features of the Washington State Criminal Records 
Privacy Act are these: 

1. The central repository must be queried for update before any 
criminal justice agency disseminates a record concerning gross misde­
meanors or felonies. Some exceptions are provided; e.g., if time is of 
the essence and the repository cannot respond within the required time. 

2. Conviction records may be disseminated with restriction, and 
there are no provisions for seallng or purging conviction data. 

3. Criminal justice agencies may disseminate nonconviction data 
to other criminal justice agencies for purposes of criminal justice ad­
ministration or for employment in the criminal justice system. Interest­
ingly, the statute pl~ovides that criminal justice agencies may exchange 
information "without any obligation to ascertain the purpose for which 
the information is to be used by the agency mak-ing the inquiry.1I 

4. Nonconviction data may be disseminated outside the criminal 
justice system if such access if specifically authorized by statute, 
orders or rules, or for research purposes, or pursuant to a contract to 
provide services to a criminal justice agency. 

5. Dissemination logs must be maintained. 

6. Nonconviction data may be deleted from records upon application 
by the data subj~ct unless the charges result in def~rred prosecution 
or other diversion, or the data subject has a prior felony conviction or 
subsequent arrest within two years. 

7. The data subject has rights of review and challenge except for 
intelligence or investigative files. Nonconv;ction data may l\'"t be -
mechanically copied or reproduced. 

8. The SPA has authority to administer the Act and to promulgate 
regulations for its implementation. 

The legislation does not deal with dissemination of intelligence 
and investigative information, which is maintained by the intelligence 
unit separately from other criminal justice information in the Central 
Identification Section. While thE! data subject is denied access to such 
information under the legislation, the public records law, mentioned 
below, contains a conditional exemption of such information from its 
disclosure and copying pro·.'~~ions. 

There is, however, a "reverse lU effect from this legislation with 
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respect to conviction data. The prior law regulating CIS did not per­
mit dissemination of conviction data outside the criminal justice system; 
even though that restriction did not apply to local law enforcement 
agencies, so~e of them followed it anyway. The result of the new law is 
to relax the prohibition of release of conviction information by making 
such release discretionary but subject to disclosure dissemiation re­
quirements. The legislature accepted this change because it closely 
parallelled LEAA regulations and was an acceptable compromis~ for the 
news media. 

The Advisory Committee would have also restricted dissemination of 
conviction data if the data subject had no further conviction for seven 
years. The legislature accepted the presumption of confidentiality of 
nonconviction data, but applied the reverse presumption to conviction 
data, contrary to what had been prior policy in the state. 

It is noteworthy that the SPA has authority to administer the 
Act and to adopt regulations. The SPA has promulgated regulations to 
spell out appropriate procedures under the law. 

Other Laws Affecting Criminal Justice Informatjon. 

Public records law. The Washington State Open Government Act re­
gulates campaign financing, 'lobbyist activities, reporting of financial 
affairs by elected officials, and public records. A portion of the 
policy dec1ared in that legislation states: 

"That, mindful of the right of individuals to privacy and 
the desireability of the efficient administration of gov­
ernment, full access to information concerning the conduct 
of the government on every level must be assured as a fun­
damental and necessary precondition to the sound governance 
of a free soci ety . II 

The presumption is that government agency records are public, and 
virtually any file, record or piece of information can be an agency re­
cord. With respect to criminal justice information, however, there is a 
conditional disclosure exemption for: 

"Specific intelligence information and specific investi­
gative records compiled by investigative, law enforcement, 
and penology agencies, and state agencies vested with tbe 
responsibility to discipline members of any profession, the 
non-disclosure of which is essential to effective law enforce­
ment or for the protection of any person's right to privacy." 
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A narrow interpretation of that exemption would exclude criminal 
histories, \'Jhich would result in a conflict between this disclosure 
law and the CIS confidentiality requirement previously discussed. The 
new Act resolves this problem. 

Amendment of the public records law could have obviated the need for 
a separate criminal justice records law, thus utilizing the Washington 
Public Disclosure Commission to oversee criminal justice information as 
well. Recognition of unique requirements for criminal justice resulted 
in a parallel but separate treatment of its information. 

State Human R~ghts Commission Regulations. 

The Washington State Human Rights Commission (HRC) exists for the 
purpose Qf protecting the disadvantaged, with special reference to 
m; nori ties and the hand'j capped. The commi ssi on has promul ga ted regu­
lations which deal with fair employment practices, two of which sppci­
fically relate to criminal justice. 

Commission regulations declare it to be an unfair practice to make 
a pre-employment inquiry about a simple arrest record. It is also de­
clared to be an unfair practice to refuse to hire someone solely on the 
basis of an arrest record, though law enfor'cement agencies are exempted 
fv'om this reQ\.Ilat'ion. 

Further, HRC regulations declare it an unfair practice to refuse to 
hire someone simply because of a prior conviction unless the conviction 
is less than seven years old and it is relevant to specific qualifications 
for a job. The underlying policy forthis regulation is somewhat in con­
flict with the dissemination of conviction data as permitted by the 
criminal justice recoras law. As noted previously in this report, how­
ever, such incGnsistencies are not infrequent in any state's information 
\ 2gul at; ons. 

Issues For The Future. 

In Washington, as in other jU;Aisdictions, implementation of effec­
tive disposition repnrting practices has yet to be completely developed. 
Cooperation of prosecutors and the courts is critical here, for report­
ing by law enforcement and corrections agencies is considered to be far 
more manageable at the moment. 
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One problem here, ~owever, arises because by law CIS can be accessed 
only through provision of fingerprints. Many courts, especially those 
of limited jurisdiction, do not bother with fingerprints as a per-
sonal ident'ifier. This difficulty has yet to be addressed. 
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Some Points On Process. 

Chapter II considered the sUbstantive policy issues to be confronted 
with respect to access regulations for criminal justice information. 
Based upon some observations of state experiences with the process for 
developing and implementing an information program, here are some ideas 
worth considering: 

1. Estab1ish a special task force or advisory group to develop 
or review the confidentiality progranl. The group may have an educational 
and advocacy role in the pursuit of legislation or regulation; a broad­
based group including representatives from citizens groups, business, 
news media, state and local government criminal justice agencies, will 
have advantages in pursuasion. The group will need staff support for 
preparation of a program and to assure continuity in follow-through when 
the program is ready, so it ought to be attached to an important agency 
that has responsibility for the group and its work. 

2. Examine the existing relevant laws or regulations that deal 
with access to criminal justice information, be they public record pro­
visions or access authorization of regulatory or licensing agencies. 
Know what policies or inconsistencies are represented in the law. 

3. Learn what are the current practices of the criminal justice 
system regarding access to information; they may ready provide reason­
able confidentiality but lack uniformity, or there may be g)~OSS inad­
equacies. In any event, the potential impact of access regulation should 
be appreciated. 

4. Map carefully and well in advance, the process, issues, decision 
pOints and timetable for the program. Early agreement on such funda­
mentals as the presumptions regarding criminal justice access and the 
approach to government vs. private secto~ access will expedite the for­
mUlation of overall policy and procedures. 

5. Establish good liaison with legislative 1eadership early in 
program development. It may be misleading to have representation from 
the legislature on the task force unless that person is interested in 
the program and will have responsibility for it when it reaches the 
legislature. It is important also that the Governor's legislative staff 
be kept abreast of the group's work. 

6. Provide an opportunity for interested groups to be heard early 
in the process. The ACLU and human rights groups are generally active 
;n behalf of confidentiality; news media and the business community fre­
quently want broad access rights. Timely contact with such groups may 
avoid conflicts when legislation is under active consi~~ration. 
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7. Build cooperation within the criminal justice system. It is 
important that state and local operating agencies see benefits for them­
selves by participating in the privacy program. If in exchange for 
faithful disposition reporting to the central repository, for instance, 
local agencies receive information helpful to them in the management 
of their own functions, their support will be more likely. 

8. Do not be misled by exaggerated cost estimates for imp'lementing 
a program. Though privacy is not free of cost, it probably can be 
achieved at a more reasonable expense than may be estimated by those 
who simply do not want to change the way in which they handle informa­
tion. 

The task of developing a comprehensive and rational program for 
criminal justice information regulation is formidable. It is hoped 
that this report has helped to provide a starting point and a structure 
-Por policy analysis, no matter how much or how little a state may 
choose to do in managing its criminal justice information system. 
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FOOTNOTES 

1. Criminal Justice System, G.P.O. 1973-9-494-818; see Report of the 
National Advisory Commission on Criminal Justice Standards and 
Goals, generally Chapter 8. 

2. P.L. 93-83, 42 U.S.C. 3701 et. ~. 

3. A handbook plJ.::lished by Theorem Corporation, "How To Implement Pri­
vacy and Security," is a detailed document of procedures responsive 
to LEAA regulations, and may be obtained from the company at 1737 North 
1st Street, Suite 590, San Jose, California 95112. 

3. SGI stands for SEARCH Group, Inc., a private non-profit corporation 
dedicated to research and development in criminal justice infor­
mation. SGI published Technical Report No. 13, "Standards for Se­
cut'ity and Privacy of Criminal Justice Information," which contains 
useful discussion of suggested standards and policies for confiden­
tiality and security of criminal justice information systems. SGI 
has also produced a glossary of criminal justice terms, and other 
publications dealing with criminal justice information technology. 
From time to time this report will refer to materials generated by 
SGI, many of which are available free to officials of state and local 
criminal justice. The address is 1620 35th Avenue, Suite 200, 
Sacramento, California 95822. 

5. G.P.O. #1700-0016. 

6. Personal PrivaSi in ~ InformCltiofl Society, G.P.O. 052-003-0395-3. 

7. For some guidance see the Theorem Handbook, n. 3; also National Bureau 
of Standards Technical Note 809, "Privacy and Security in Computer 
Systems," available from the G.P.O. 

8. This report does not discuss technical compliance with Title 28 
specifically. Useful information in that regard may be found in the 
Theorem and SEARCH publications cited at n. 3 and n. 4. LEAA, 
through SGI, conducted extensive workshops around the country to 
acquaint the criminal justice community with Title 28 implementation 
requirements, and literature in that regard is available from SGI. 

9. 381 U.S. 479 (1965). 

10. 96 Sup. Ct. 1155 (1976) 

11. A discussion of the Federal case law appea,'s in a paper by Paul 
Woodard, former SGI Gener~l Counsel~ reprintsj in the oroceedings 
of the Third International SEARCH SY'mposium, May, 1976, available 
from SGI. 
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12. Some law enforcement administrators argue that there should be restric­
tions on dissemination of simple arrest information even within the 
criminal justice system itself, e.g., an officer should make his 
decision to arrest not based upon inquiry into prior history but 
because the circumstances at hand warrant an arrest. 

13. SGI Tech. Rept. No. li, Std. No. 18, suggests 5 years for mi sde­
meanors and 7 years for felonies. 

14. See, e.g., the article by Kitchener, Schmidt & Glaser, "How Per­
sistent is Post-Prison Success," in March, 1977, issue of Federal 
Probation. 

15. An additional resource is the report of a Forum on Criminal Justice 
Information Use sponsored by SGI. The Forum, held in 1977, con­
sidered private s.ector security access to CJI, aifd the report should 
be available soon from SGI. 

16. See n. 4. 
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Other Publications of NCJISS Privacy and S~curity Staff 

Privacy and Security of Criminal History Information: 
A Guide to Dissemination (NCJ 40000) 

Privacy and Security of Criminal History Information: 
A Guide to Record Review (NCJ 48125) 

Privacy and Security of Criminal History Information: 
A Guide to Administrative ~ecurity (NCJ 49110) 

PriV;i,'y and Security of Criminal History Information: 
A G.lide to Audit (to be released) 

Privacy and Security of Criminal History Information: 
A Compendium of State Statutes (NCJ 48981) 

Privacy and Security of Criminal History Information: 
An Analysis of Privacy Issues (NCJ) 

Privacy and Security Planning Instructions (NCJ 34411) 

f.

' i 
I , , 
I 

I; 

Privacy and Security of Criminal History Information: 
A Summary of State Plans (NCJ) 

• i ,1 
I 

Confidentiality of Research and Statistical Data (NCJ 47049) 

Confidentiality of Research and Statistical Data: 
A Compendium of State Legislation (NCJ 44787) 
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