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ABSTRACT : -
Security and the Small Business Retailer is a ' v

handbook which has been developed to provide )
business proprietors with o straightforward,
nontechnical guide to practical, economical.
and reliable countermeasures to the crimes of
robbery, burgiary, shopiifting, and internal
theft. Chepter I first e :amines the four crime
types in terms of the business setting, and then
addresses the central issues involved in making
security accessible to small business proprietors
by proposing a simple process model of retail
operztions and illustrating How security con-
siderations enter into day-to-day management :
decision;, Chapter lif offers a catalog of .
available low-co:t security techniques from 7/
which the business proprietor may select those
measures most appropriate tg his own security
needs. Finally, the Appendices provide sup-
plemental material taken from a variety of
sources that have been included to aid the

. small business retailer with his security decisions.
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CHAPTER EANTRODUCTION

“Section 1: WHAT THIS HANDBOOK IS (And Fs Mot).

Sacurity and the Smaii Businsss Retailer is a
handbook which is intended to make available
10 smail business retailers threughout the na-
tion the best infarmaticn curreatly avallable on
ways of dealing with four seripus types-of
crime—~robibery, burglary, shoplifting, and
enpioyce theft.

Busiy 3 Thut Can Prafit From This
Fiundbook

 This handbook is designed for you, the retailer,
who sither has o small business already
nperating, who i3 starting 2 business, or who is
planning extensive modifications to a stere and
wants to ensure that security is built into the
changes. By “small busingss’ we meps retsii

and service stores that ?ﬁe physizaliy srall with |

cash registers in z cenizal location snd with 2
small number of employees: maybe up 15 eight
or ten on busy days. The underiying philosophy
of this handbcok 7% that you, the operator of
. such & small byginess, are faced with serious
- problemsiiron trime and niced some axsistance
in selectingzways of reducing your losses.
An Alpy Of TheHandbook
This Zendbeck should serve as a guide to
ecznomical and reliable equipment, and to

%echriques that business operators can use fo

rédyee loss through crime. In most cases, these
items of ©quipment and typas of technigues are
ones that the average siore cperalor can handle

© *owithout professional assistance, And they are

techniques that can also belp you run your

business more efficiently. For those techniques
/and equipment that do require help from pro- .
- fessional security people, the hiandbook pro-

- vides guidelines for realistically defining s2rious

problems and ggsassing the various proposals
by professional security consultants to solve
them fsee Section 3).

* What The Handbook Covers
.- {And Does Mot Cover)

“This handbook deals with four crimes:

. &Bbery
% Burglary
e Shoplifting T
® Intesnal{or Employee} Theft. ¢

”\'5

the greatest sources of Joss for small businessss -

~ and because the measures needed to prevent or -

counter most of ithem are Interrelated. The

* handbook does not deat with bad checks, arsoht ©
2nd vandslism, and the many types of frapd -

that can occur. Techniques for deeling 7ith -

S
S

o

i

these types of crime are significiutly difierent
from those required for robbery, burglary,
choplifting, and internal theft; consyquently,.
they lie ougaide the scape of thisimunusl,

Tie hundbook also ifmits itseif.4p problems
associated with tibe small businegses described
above. Large stores with miultipie entignces, big
e gl e o
warehowes, anzi employess numbering in ¢
sdens end even hundreds will find thishand-
Pouok lzss usefu), .

. Trroughout th development of thishandbook,

the focus hiaz been on proven, sitnple tech-- =

nigues and %Wﬁ& ‘?L gu;f Judgradnt, good

and reliable megsures for prewention and fon-
trol without seiging on exotic or prohibitijely
expensive devices. There |3 speciat reasor to

e catious about eloberaty electronic devices,
- for example, Cur; int advayices in technology
. ave 3o rapid Vet many cornplicated items of -
© spcurity squipiient now o the market are ob-
solete or will scon be, Further, € isabasic -
- premise of this handbiock tha, the same kind of

.
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> ticns also teads to improver] seesrity. In 4nis-
aem, gaod mumx‘ﬁm wzmis googd aecqxx*y.

. How This B tdbmk Was ?:epared
o Ib*%wic irpose of the handbook is to help
= 5*!1;3! business propristors addre.s their crime
‘ ) by digesting the resuits of 8 years of -
fal reséarch into anticrime ;%raxrgm and

B
o fsreement prof
© - ingwith the R
’/mszm‘m scifications for doorfrs

L7 ng with specifications for doorframie
P wsvemblies, 1o books wittn by cofyicted
- erimingiE #bout Wﬁaytommﬁ%&d the;r

ms: ° . 7//

= \.rsfmnﬁ}mq;zﬁq grgggg,ﬁiuimgm 85 snsuie
7 that the m&eﬁi would be reliable. Where
ool mi%!

77 Iy proven resem miﬁﬁmgz Unfort:
%,.,,//wmhmemh needs to be done, ¢
A Wdiﬁsﬂ?p effsrtiy

ciimes, The sourdes that wers

&\ =

; countermensires. For tht 8 rmpm-
T ion oaming th besl gu?f‘ aveilable for many
L ﬁth&hﬁ;ni mdeg mntde«;ribedin
p o oepleil C
?ﬂ’/ P
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zzfmﬁm to detan that !eas&e to g;ahab!e pera-

adding the expertise of security and lai en- %
sionals wnhmtpeﬂwncg jn deal- -

ged from W&lgad technical reposts

book depends on s_cne?ﬁfwab P

The mamr,%sm;r of expert opinion for the
‘handbook was an Advisary Board wiose

members pos sse3s extensive experiencelp -
business operalions,.insurance, security, law £
forcement, and he needs.of small busingsspro-»
prietors: {The names and titles of Advisgry
Board menibers can be Tound in the Ack-  *
nowledgetent, page 54,7 oo #

A secend source of useful opinion was found in
the experience of anamber of smali busijiess
proprietors who revnewed thehgndbask.,

Y.

\\
«

N
it
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e ticnh. it begins by considering the level of

£

A

be ps# A5 Glick oveiview of the crime prob- o5
“  Jary that plagues small businesses, The other r/ gﬁ;ﬁg ﬁ;ﬁfﬁ?'“ fnfj§sef g your
» four sections detail the crimes and their possi- /g""f’ . - -
 bie solutions: /:f T ﬂondt:ct a éfsr#ey ticl: ngent;fy %mt;:em . ,
: hied {zp05 ter il, Section: 3, "How &

. g&?gfg gaggvéém%igﬁ‘m V;{:‘HMI? % o “ ZI;:: Ydup 0:33 gumness irzr Vulne(;ab:ﬁ- F7 pen

b provides you wit : the checklists provided, - SRS
adetailed picture of the nature of the four ) using the checklis S provi g :
rimes and the operating methods of four 3*/%“"“'“" your erimé. risk based on the .+
“types of criminals. . crime history of your bufs‘mess and on the o,

» Section 3: HOW TO CASE YOUR OWN..~" gsl:s aﬁdrp;oblem areas; Percewed in Yéur . B
BUSINESS FOR VALNERABILITY. Thig ™, -2 OPeraons PR
pemits ygu ‘G suwey yaur bust%ﬁ - 4 Rﬂ\dew th&“@[sb}ems Q/ﬁl{i Sﬂiﬂﬁbns # L 5
through the eyes of % crimipaf and oiépot , section (Chaptgr I, Sectior 4, “How 1 I"' j oy 7

" weaknesses in your instai'vaﬂa y8nd pro- terpret Findings and Chaose Technigles™) i

. cedurds. o L toestablish the ;‘?E‘Qe of measurgs apc»

« Secticn 4: HOWZTO INTERPRET YOUR Vi Propriate’to your'business, ot
FINDIRGS AND CHOOSE AMONG 5\ Examine,pros and cons$ of thie appf:cable VR
SECURITY TECHNIQUES, This section Ty \ eg'hm;;ues 4n the Cardlog section (Shaﬁier A8
foruses on problems and solutiens.and ill “Catalog of Security Techniqyes"). 7ot
slicws the range of sectrity techniques. © 6. Condideithe fssues disqussed in Secuon 54 '

{‘ tﬁat (0“!5 Stfﬂngmﬂn youf bus;ﬂes$u p )y On /dgsggﬁngqu fﬂstaiﬁng a sgcun‘y !jrq

3 R AT R S 7 Rfestu n i the Catalo far detai 4 rei ardin S g
BUS!NESS This helps:mu choosethe - *;*/ - the iechniqugs selectgd. l ¢ g SRS

settiﬁ}:;upasecurﬁty pxggram foryourbusinesi/ _

§

* &&ctlﬁm& '2‘ H@W TO ass THI&S EANDBOQK

i

; o 1, . P ‘ ,
The; dhajce ¢f what zo,zaad alwaw rests w;,tb"" (Chapter J &.cf‘gn ﬁ’fead to tha finai step n
you, the reader. Howsvér, some’ pointkrs here they permir you t}y rt out the varietyof -
onhow 36 ust this baﬂ;}bno’k may f“fe useful to © tediniques and zquipmént in terms of the .~ -

~ small business pmpuewm who dre jts maﬁn au specific needs’of your ¢wn businesg Oﬁf’f”}‘ﬁﬁ

“diznce. &g o S Peraaps a.g00d sequence of: steps to foﬂow in

Ci’ap:us it er i'fcarwn the axh ‘subs tance of ? _ usmg hﬁ’handbmk thenfﬁfgﬁt ber s, i
the handhoal:, Cnapxex‘m‘% divided jnto five - cate your business type iy t//:rms of the” .

!oss which srnamwusings:eg presently shffer oA s‘;‘;‘;,i‘;;"ge%ﬁ‘ﬁ S‘?ﬁ,‘f:ﬁ?g sz,p;:;@}"
hecause of crime, This [iigt'settion s heant to , / ~ Smatl Business”). This allows You o

techniques that are right for your bus};ﬁ%

- 78, Finally, if you are. sta:hngA A uSiness; t’rgin

Etar:h :f these se;ziom has a bearing 'n your . » _scratchs, .. S T C R R 1 U

final decisions about thesecurity grogramyoa ;7. - < A

will want to implesment {,.Ferhapsjthe gmost f;jﬂ— T : or are making. ejgghsiv'e deff‘@tIQ!‘s" Wy

portant thm@,;ﬁx cary do, however, is U gi‘:" eesx;st!ng /f? hty to stdrta- - AR

thoroughly stirvey your business, with teference Ce e ness .. LT e

to guiéelmes in the section on casing tlie ’ ' - or are ma;%( fying. an\»xusi%ﬁg Tacmty i
% vulzierability of your operations to cume (Sec- . an already operating business

_tion 3). Then you should examine the various ' «
~ techniques recommended in Chapter fil. The

:ev?ew :m’ Agpendix, Dictionary of Ant:- - ‘
guidelines in the section op designifg and :

Intrusion. Dewces far Ar :ter*ts and
Bmfders SRR NI
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CHAPTER II: SECURITY AND THE SMALL BUSINESS PROPRIETOR -

T

o & o L
- > o u - ‘_‘ b3
, Section 1: SMALL BUSINESS AND THE THREAT OF CRIME ‘
‘ : . »
X Background almost a third of that amopnt lost by.the retail | ‘
There are approxitnately 10 million businesses sector. Inventory shortages alone may total as |
In the f(.lnited s eﬁ’ Of tl;'eﬁe nbout ona in much as 3 percent of sales nationwide. o
every four is a retail merchandise operation; y , + her #
ong in three provides some service lto@ the Smalt busingss cperatar;z bear 2 much he? vier oot
! - 4 propastion of the loss to crime than other S e
public; and 1 in 17 is categorized as "whelesale businesses: the fraction of business receipts lost 5
trade,” . 5 to crime by the 85 percent of small businesges .
The vast majority of all businesses are smail: is 24 tirnks what is lost tp orim® by businesses R |
. The Small Business Administration hes grossing over ¢3 million. - -1
estimated that almfst six out of seven (or 85 Given the importence of the Sl bysiness il
percent) had annual receipts of less than sector 1o the nation’s economy {small business ‘
$100,000. Only 1 in 300 grossed rmore than $3 contributes about 48 percent to the busincss |
e million. . @ portion of the total Gross National Product, and .
- ‘ 5% percent of workers in the private‘sector are .

employed in small business operatisns),? it is
evident that rising crime in this area— multiply-
ing costs and eroding profits--can have a ma-
jor, damaging effect on the economy as a
whole, But that is nét all. As the fate Senator
Hubert Humphrey wrotes < .

Smali business is fundamental to our o
competitive enterprise system and the ¢ >
bedrock of the thousands of small
towns that tie the nation together

.« + « A decline in the economic power
of small business also has profound
social implications for the vast ma-°
jority of our society including impacts
on the individual, the family and the
comrunity.?

Ciime And Smal) Business ‘

The effect of crime on small business can be ;
+ crippling, and yet we can only hint at its . =

magnltude. One resson for thid ig the tendency

to mask the probleni witlrsuch te¥ms as inven: =~ *

tory shrinkage, sfortage, of peofit loss, Us if .. “e
| . crime is to be taken In stifde a5 a normal con.,, - 1
§ . sequence of belngyundysiness. The conge- B |
ol .0 quences can be Severe. insuragce companies

T ' ' v estimate that 30 percent of ali bulinass LI N
“The fififact of crime on businéss in general is . Tajlures gre directly attributeble to interhal N S
stagge;ing&ﬁwgent rough estimateg indicate = - _ofheftt Voo B i o
_ the total I6¥s ray be $30 billion per yeas, with W e » . %
) F e, & R #P.{J‘ . A P & : g ,ﬂ"’tﬁ“,’f h - . : : ]
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" DID YOU KNOW?
- Drdinary crimes cost business mure than $20
billion in 1974, up 3] percent over (971,
Retail establishments are hardest hit by crime.

The incidence of erimes against business
continyes to r%;se,

~ Crime affects firms in alk pants of the ¢ountry.

"~ Small businegses suffer from erime more than
. » larger firms. :

ws Crime fosses by retailers reached $5.8 billion
‘ ., for 1974, up 21 percent from 1971, .
" e " Losses by wholesalers in 1974 totaled $2.1
’ - billfenzup 50 percent from 1971. .
- Losses by manufacturers bre very difficult to
estimite becasuse of the scarcity of data;

!

1

$2.8 bitlion in 1974, up 60 percent from 1971,

- Service Industries lost an estimated $3.5 billion
to criminals in 1974, an increase of about 30
peicent over 1871, :

3
» »% Hetween 31 percent and 61 percent of the
« commercial establishients in the largest
Armerican cities suffered burglary attempts in
; 1972, °

¢ I~ InDetroit, 72 percent of the retail stores were
1f.mrg!arimcf in 1972.
— Businessmen spent $3.5billion in crime
* prevention programs in 19745
*

i

L

2

B ey

#
1

#

however., it is estimited that manufacturers lost |

*
&

*
* é ‘e

The magnitude and increasing ost of crimes
-~ against business are clearly evident, with such
- cost being passed on to the customer in the
form of higher prices,

. Cﬁme fi"reads And Clearance Hates

. An pdditionét aspect of crime against retaii
* * businesses is it the majority of criminais are
aat arrested and prosecuted, very little mer-

., ‘chendise of cach is ever recovered, and most

3 g ‘:

[ oo % P

e g - Lo .

crimes remain unsolved (or are not cleared, in
the language of law enforcement). Law enforce.
ment agencies clcar 3 crime when they have
identified the offender, have suffizient evidence
to charge him, and actyally take him into
custody,

While the situation dobs appear to be'worsen-
ing every year, it is far from hopeless, given the
enerqy and determination of America's small
business proprietors. As stated by a spokesman
for the Diepartment of Commerce, “. . . . reduc-
ing crime losses should recalye the same typs
of constant aggressive action you devote 1 cut-
ting labor costs, material costs, and other costs
that sap profits.” If crime can be likened to a
disease, then there is sufficient strong medicine
available to considerably reduce the ills suffered
by busiress operators, That is what this hand-
book is designed to do: to make information
available to stare operators to assist them in
lowering the impact of crime and its costs,

Petail Operations: The Handbook
Foous :

Small retail businessas were sejected as the
focus for this handbook because of the .
magnitude of losses they suffer from criminat
activity, Furthermore, the fact thet retail
businesses open their doors to the geperal
public and depend on the public for their con-
tinued existence also makes retailers vulnerable
to attack from criminals in alv walks of life: the
same public that shops is aiso the source of the
shoplifters who drain profits,

This handbook is intended to make informa-
tion available about both the crimes and the
security techniques needed for retail operators
G improve thelr defenses against crime. The

_sections which fallow describe the crimes and

the criminals, what to do in the event you are
the victim of crime, how to {ake advantage of
what you know about each type of crime to spot
wesknesses in your defense, gnd how to
strengthen your defense. Essentially, this means.
letting you take a look at your business through
the gyes of a criminal in order to show where
you can be victimized and where you can install *
safeguards to protect yourseif.

Il

e Tt
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‘Section 2: HOW CRIMINALS VICTIMIZE SMALL BASINESS  ©

" The Four Crimes In Perspective

This handbook deals with four crimes. Robbery
is the most brutel of the four, and the most
dangerous in terms of risk to human life, byt it
is likely to cost you less than the other three,
simply berause the number of crimes multipiied
by the average loss adds up fo the least amount
lost to crime. Burglary can be wssre damaging
because both your building and your merchan-
dise can suffer joss. Shoplifting generally in-
volves smail losses, but the number of
shoplifters in your store during a month can
represent a serious threat to your nrofits. Final-
ly, internatl {or employee) theft, which is the
. most invisible of the four crimes, probably
costs you more than the other three combined.
zhg& ;;ages following describe gach crime in
detall, -

The Crime Of Robbery
Of the four crimes covered By this handbook,
- robbery is the most violent and frightening

8

because it usuaily involves a confrontation be-
twien the victim and the crimingl, Most law en-
forcement definitions follow the language of the

)
L4

Stealing or taking anything of volue
fiom the care, custody, or control of o
person by force br violence or by put-
ting in fear, such as strong-arm rob-
bery, armed robbery, assauits Yo fob,
and attempts 1o rob.”

The reason for using this distingtion throughout
this handbook Is to ensure that’ apecific secpsity
techniques against robbery are identHied with
rebbery. Although some security techniques
(=.g., a single alarm system with a day/night

- operation switch) are common t Eoth robbery

and burglary, protective measures against
burglary and other kinds of theft are genesally
different from those used against robbery.

Robbery Victims » F v
Across the nation there are more than 100,600
commercial robberies every year;oneevery | %
4 12 minutes. Nationwide statistics are not
available regarding the number of small

business robberies, but @ Small Business Ad-
ministration study® estimated that more than
two-thirds of all money lost ta robberx by
businesses was lost by small business pro-

prietors. In particular, small retail business in

inner-city aréas experience a robbery rateof ©

almost one out of five, Mationwide, onlyone
rabbery in four is ever cleared. ;

% .

Losses to robbery are #ifficult to estimate for
the entire smali business cornmunity. Estimates
of average dollar loss range from $100 to $300;

. however, far the individual business operator,

any loss is serious. Repeated c2ees from rob-
beries hdve put some proprietors outof |
business

o

How Robbers Operste

Most experts sgy that robbers plan their crimes
carefully. They begin, of course, with the ‘
disposition to commit the crime. Thay generally
want easy money quickly and they look for
targets that appeer to offer littie resistance and
encugh money to meke the risk worthwhile. in
silecting & store to rob, & criminal looks for
piaces thet sre isoiated from thelr

¢

©
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that are eagy toenier and leave, and that perniit
him to overéoma the resistance of cashiers with
theJeast effort. These factors add up to an idesl
fobbéry targel: a [one convenience store, 2 gas

. #tation, drivethry, or liquor store Jocated on or
- nicar 2 major thoroughfere, staffed by a singte
- elerk, oid operating late at night (e.g., 8:00 p.m.
o midnight) with the day's réceipts still on the
‘premiges. 7 ‘

‘Robbers who find vulsierable targets almost

always case the store to ensure they can be suc

0 cessful. Freguently they will ¢heck put the in-

tarfor of the store from oirside, often from a
‘Phone booth. Other times, they enter the stare,
sné\ﬂey the interior, leave, and then retutn to

m =,' »

. When they return, they typically begin by

threaten's; 2ne cashier—usually with 2
handgun—and announce the purpose: ta hold

/" up the store. The object is to get money asnd

leave quickly. Often they scoop biils from the

.- cash register and run out the same door they

o

entered, Othcr times they may look for cash in
a strongbox or safe putside the selling area of
the store. Whether they attempt to prevent
cashiers fram calling for help immediately .
depends on the individual robber, When they're
through, they leave the scene quickly, escaping
by car ar on foot, The whole sequence ysually
takes less than 1 minute, sometimes as little as

- 20 seconds.
" Apart from the lose of money, business

operators’ lives are at sfake in robbery. The
statistics are niot precise, but as many as one
ut of five Zammercial robbery victims may suf-
f&r injury or death at the hands of robbers.
More often than,not, the people injured during

robberies are those who offered’some resistance

to the criminals.

An additional difficulty with robbery is that the
time taken to commit the crime is so short that
victims cannot alert police guickly enough to* .

give chase or make arrests, Even when suspects ,
are arrested, the problem of eyidefice remains;.

+ unless money from the crime is found in the
“ possession of suspects and can be traced (by

serial number, for example), the testimony of
witnesses may be the only evidemj:e; e
Potential Control Points . "
Robbéries can be pravented. The elements of
the crimé indicate that there are several points
leading up to the actusl execution that offer

- sohtte chahce of avoiding robbery. During target

selaction, the robber-looks for.easy entry and-

. exit: During the casing phase, he looks for easy
cogtrol opportunities inside the store. When he

iay

approaches ihe cashier, he is interested in sur-
prising the victim, Therefore, it seems that
focusing on the period before the crime to
discourage a potential robber from going fur-

ther (becsuse the business is not as vulnerable
as it appeared from a distance) would have the
- best chances of couritering the crime. '

Robbers

‘Throughout this section on sobbery we have

used “he” and “him” to identify robbers, The

fact is that mast robbers are males in their late |

teens and early twenties.,

‘However, the person who robs your
business may fit nonc of these cetegories, Con-
sequently, you wiil need to look for certain
traits that will help you identify the potential
robber, particularly in those individuals not
usually seen in your neighborhood. Most crime
prevention units say “robbers watch people.” Iif,
then, a person enters your store and, while ap-
pearing to browse, is really focusing on your
customers, he may very well be a robber. While
casing your store, the robber may make a small
purchase. This is usuelly an item available at
the counter for which there was no need to
browse.

Finally, be a keen observer of what goes on out:
side your store. If your view is unobstructed and
you notice a car driving slewly past your
business two or more times and it suddenly
pulls up near your door and one person exits
from the passenger side while the motor is left
running and the driver remains behind the
wheel, you may very well be about to become a
robbery victim, Never attempt to telephone the
police with a suspected robber in the storey!
however, very often, & potential robber will first
case the store and then step outside to confer
with a'partner or to make a final check of the
stteet for police cars. You may have an op-
portunity at thistime to alert the police of
Suspicious persons on your premises.

increasingly, robbers are operating in groups
of two and three and carry handguns. Some
researchers report that robbers consider

2 themselves the elite of the criminal world

because they confront their victims and display
courage not found in other kinds of crime. The
odds are that robbery victims do not know, or
have never seen, the people who rob them; that
is, robbers are most Tikely to be strangers to-
their victims, '

" What To Do If You Are Robbed

The best rule of thumb if and when you're being

, mbbe§ is to do whatever it takes to stay alive.

L]
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You're in & very dangerous situation and you
might be killed or crippled for life: don't take
any risks, don’t resist the robber, and--above
all—don't fight back. Entirely too many pecple
are dead because they thougit they could over-
come ars armed robber. When you're being rob-
bed, it is too late to undertake preventive
measures, it is best to concentrate on what the
m!;?er wants and what you're going to teil the
police.

Discreetly observe the robber closely. The
police will want to know about the suspact and
how he operated: height, weight, clothing, race,
age, weapens, what he said, how he escaped,
what way he went, how much he teok. Lock for
identifying characteristics; scars, tatoos, dif-
ferent speech patterns, Why not install a height
chart on the frame of your front door and keep
a pad near your counter where you can jot -
down descriptive items whiie they are fresh in
your mind? And, if you can do so safely, get a
look at the getaway car. Write the license
number down. If you can't, then at least try to
determine the make, year, and color of the vehi-
cle, Also, 4 very valuable piece of information
for the police is the direction of travel of a
suspect whether on feot or in a vehicle. The ob-

ject of both knowing and doing ail these things
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is to broadcast a description to patrof officers in
the hope of spotting the suspect, and to support
a sesrch thirough robbery squad files to assist
detectives who tnay be looking for clues to
other robberies by the same suspect.

By the way, if you observe the robber touching
anything, isolate both the area and the object
after he is gone, The police may be able to
make an identification from 2 clear set of
fingerprints.

When the robber has left, call the police im-
medistely and report the crime. The odds thata -
suspect will be apprehended if the police are
alerted rapidly are many tirnes greater than it
there are delsys. Yet recant research has shown
that victims often wait a good deal of time
before phoning the authorities, (They may make
other calls first,) Since your testimony may

e the only evidence available in your robbery
case, it is all the more urgent to call the poiice
without waiting.

The Crime Of Burglary

Burglary is one of the most prevalent crimes in
the country, In 1975 alone, the FBI indicates
that more than 3.2 million burglaries were <
reported—-one every 10 seconds, g

The law enforcement definition of burglary is:
“The unjawful entry of a structure to commit a
felony or theft.” Entry need not involve force
(although insurance policy and jurisdiction
definitions of the crime vary on this point), and
attﬁmpted entry is considered to be burglary as
weil. : !

Burglary Victims e

More than one-third of all burglaries ase
categorized as “nonresidential,” (That is, these
are burglaries of stores, manufacturing plants,
business offices, schools, 2tc.) The total cost for
nonvesidential burglaries in 1975 was 3460
milijon. Average loss per burglary nationwide
was $422, As is true for crime as a whole, the
highest rates for burglary were observed in the
large metropolitan areas, Nationwide, only one
burglary in six is rleared.

How Burgiars Operate ,

As with robbery, the impulse to burglarize ob-
viously begins with-a need for money, But
burglars are not necessarily needy in the usual’
sense of the word, They frequently are drug ad-
dicts with expensive habits to support (and~
burglary offers a reistively easy way to supple-
ment income). Juvenile burglars may crave the
excitement associated with commiting the
crime, either alone or in groups, In ali cases,

4
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however, it is the opportunity for gain, ac-
compenied by low risk (of detection during the
crime, or witnesses to testify) which makes
burglary attractive.

Choosing a target to burglarize involves find.
ing incations that contain something worth
stealing and identifying those that appear easy
to break into. In particular, burglars jook for
locations that are unoccupied: residences in the
daytime, for example, and businesses {or other
nonresidentisl targets) at night, Moreover, their
judgments appear to be strongly influenced by
the loak and feel of the business they are plan-

* ning to burglarize, Consequently, if the exterior

of your business reflects attention to security
(i.e., if the risk of getting caught seems high),
most burglars will very likely look for an easier

After identifying targets that show absence of
activity inside, the burglar looks for freedom
from cbservation from outside: buildings with
entry points that are not readily observed by
neighbors. Finally, he looks for entry points
that are easy to pass through: open doors,
unlocked doors and windows, unlatched
skylights, Failing that, he chooses entry points
that offer the feast resistance to entry. Depen-
ding on the burglar's level of sophistication, for-
cing an entry point may involve the refinements
of lock-picking or other manipulation, Other-
wise, entry techniques involve some measure of
physice! force: breaking doorframes and hinges,
smiashing doors, erowbarring windows, locks,
etc, Some burglars have resorted to entering
businesses by breaking through building walls
with hamier and chisel, pneumatic drills, or
explosives. In all cases, except for lock-picking,
breaking into a business involves damage that
<an eat into profits-~even before merchendiss
or cash is taken, and even when the burglar
does not successfully enter the business
praimises. ‘
Executing a burglary involves locating and col-
fecting items of value: jewelry, home entertain-
ment equipment, and cash, primarily. Older
burglars (those in their mid-twenties) tend to re-
main o the target premises longer than
younger criminals and they tend also to make

- Jarger hauls. Time on the premises ranges from

_ alow of 2 t¢ 3 minutes to more than an hour,

-depending on the nature of the location and the
confidence of the burglar.

Successful burglars do viot enter a building
unilass they have a way of getting out—aquickly.
For this feason, the first consideration for ¢ z\

i

burglar, alter e2sy entry, s a good exit, fre-
auently the same avenue as the entry (although
a moye desirable exit for a thief who enters
through an alley window might be the ship-
ping/receiving entrance),

In rriost cases, burglars leave the scene rapidly,
and property disposal usually occurs within an
hour of the crime,

The risk to the personel safety of burglary vic-
tims is slight, except where burglars unex-
pectedly discover people occupying a building,
Even then, most burglars attempt to lzave
rather than confront and subdue octupsnts.

Problems for the police in clearing burglaries
arise frorn the fact that the crime usually isn’t
detected until occupants return to discover the
evidence of breaking and entering and the
absence of valuables. A further problem lies in
determining the nature and value of what has
been taken. For businesses, frequently, a
detailed inventory is needed to establish the
amount of the shoriage.

| Except where cash is stolen, burglars need

reliable fences, Virtually always, two sets of
criminals are involved in a burglary: the
turglars themselves and fences, that is, those to
whom they bring {tems for disposal or sale. Un-
fortunatefy, a substantial number of fences are

- members of the same business community that

is victimized by burglars. When a burglar leaves
a business with any amount of loot, his next
stop is the fence. Often the gnods he has stolen
are passed over to fences and redistributed for
sale within 1 hour of the crime: in other words,
merchandise may be converted into cash and
put on the market before its absence is even
detected! '

Potential Control Points :
Controlling burglary for an individual business
or in a community is a comples problem. For
most business operators, the overall strategy is
to dizcourage the attempt by Himiting the op-
portunity for a burglar to exegute the crime suc-
cessfully. In general, this m:2s ensuring that
likely entry points in seclud 2d areas are
safeguarded and that entry will be noticeably
difiicult. The two points in executing a burglary
that are most susceptible to preventive
measures are: (1) the target selection, when a
burglar can be discouraged from making an at-
temipt, and, thereafter, (2) during casing when

, specific burglary prevention measures (e.g. visi-

ble deterrents) undertaken make it clear that
the target is not worth the effort required to
overcome obstacles,




]

A third control point for the crime exists while
the burglar is inside the business premises,
when a silent alarm, activated by the intrusion,
signals to some outside respondent that a
break-in has occurred, Then, depending on the
quickness with which the response occurs and
'on the confidence level and skill of the burglar,
police may be able to arrive at the scene in
time to make an arrest,

A final control point exists at the stage where
burglars dispose of stolen merchandise,
Business operators should refuse to trade in
merchandise of dubious origin. A related
countermeasure exists in making stolen goods
harder to dispose of easily by marking them in
ways that permit them to be traced to their
origins (e.q., sales tags, recording serial
numbers, trademark emblems).

Burglars :
Ninety-nine percent of all reported burglaries
are performed by males; however, it is the area
where your business is located and your area’s
native population that will usually determine -
whe will burglarize you. Burglars generaily fall
into three categories: the rank amateur, the
semi-professional, and the professional, The
rank amateur is the sloppiest and the biggest
opportunist, looking for the most poorly
defended targets. Comprising 70 percent of all
known burglars, he is also the easjest to defzat.
‘The semi-professional burglar comprises more
than 28 percent of the known population of
burglars and poses the greatest irrmediate

threat to your business, because he possesses ™

the means to dispose of large quantities of

goods quickly and makes his own opportunities.

However, the professional poses the greatest
long-range threat to your business because he
can target vulnerable and lucrative locations

more precisely and knows how to by-pass alarm -

systems, open safes, and pick locks. It is not
likely, though, tlat you will be burglarized by a
professional, since thay make up less than 2
percent of the known population of burglars.

An additional refinement oftzn available to the

~ professional is contact with an insider ina

business who knows the vulnerabilities of the
location and, more important, can pinpoint
what and where the valuables are, -

What To D¢ If Your Store Has Been
Burglarized ‘
Don’t bpen for business. Your problem now is
to give police the best possible opportunity to
collect evidence in the hope that the burglar
has ieft behind some identifying clues, (Even
the marks leit by tools used by burglars can bg

O S

traced back to individual hammers, ¢hisels, and
crowbars.) If it's possible, keep people away
from the entry point used by the burglar and
from where he operatéd inside the store, You'il
have to determing the extent of your loss—what
was taken and what it was worth-—along with
the cost of repairing whatever damage the -
burglar did in forcing entry, - '

The Crime Of Shoplifting o
Shoplifting may be the most frustrating crime
covered by this manual, The very reason for the
existence of a business is to bring the public
together with merchandise offered for sale, But
the same process is central to the work of
shoplifters: they enter the store as do regufar
customers, visit the same merchandise displays,
and handle merchandise in much the same
fashion as ordinary buyers. Up to the point
where they conceal merchandise and leave
without paying, shoplifters have responded in
precisely the same manner as normal shoppers,

Strictly spaaking, there are six elements in-
volved in the ¢rime that are ordinarily listed:
shoplifting is “taking and (1) carrying away; (2)
personal property; (3) of .another person (a cor-
poration is a person); (4) with intent to per-
manently deprive the owner of his praperty; (5)
that has some value; and (6) that makes the
crime a petty theft (value need only be minimai)
or grand theft (a felony)."™®

Shoplifting Victims , ;
While no type of business is entirely immune
from shoplifting, the stores most frequently of-

... fected by shoplifting aré those selling small and
concealable items. in this category aré hardware

stores, ciothing dealers, drug stores, grocery
and food stoies, and department and variety
stores. e a

It is not clear whether there are regional trends
in shoplifting, since so much of it goes
undetected or is confused with other causes of
inventory shortage, such as internal theft. It is<

known that stores in small towns and suburban =

shopping centers are more likely to be vic-
timized by professionals known as rounders,

" who operate in pairs.

The average take for shoplifters appears to be
stnall: on the order of $4 o $5 for each in-
stance, In 1975, an estimated 140 million
shoplifter incidents resulted in a loss of $1,9
billion for the nation's retailers.

... How Shoplifters Operate

In contrast to burglary, shoplifting occurs asa -

part of ordinary customer behavicr, up to the
point where the shoplifter hides merchandise

1
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.. {or alters its price tag). Thus, there is neithera -

! definable approach to the target nor a visibly
; different selsction of merchandise from that
which charactetizes ordinary customers. Many
shoplifters operate alone and are likely to steal
at any time of day, sny day of the wesk, '
although studies have shown that most shop-
lifting coincides with tim~+ when stores are
most crowded: mid- to late afternoon and
Wednesdays through Saturdays.

The behavi&r of shoplifters begins to differ from
_that of ordinary customers, however, after mer-

, ¢handise has been removed from displays. First,
shoplifiers tend to concentrate in areas of the
store where they cannot rzadily be observed
from the cashier's station or by sales clerks on

. the floor. Notably, thity fook for anything that

- obstructs-vision or reauces visibility: high sales

, camz!tagg, tall displays, free-standing signs, and
poorly .

o
-
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lighted areay.

Shoplifters pre legendary for their ingenuity in
hiding items, While most uss purses, pockets, //
: or underclothing, sorie developelzborate "
“  spacialpurpose eduipment to increase their
payioads, This equipment tanges from coats
- with extrs pockets sewin Into the linings to

kAl

devices such as hocker belts that perivit an ar-

ray of merchandise to be hung around the
shoplifter’s waist under a bulky coat. Some ,.

~ even equip themselves with slings that permjt

them %o carry comparatively large items such a

- radios or turkeys between their legs. :

Some shoplifters operate in groups, with some

diverting the attention of the clerks while others

pocket merchandise. (This technique is
especislly true of shoplifting couples called
rounders, who tend to victimize small shops in
suburban shopping malls and in rural areas.)
Group shoplifters also often pass merchandise
from one to another to reduce the likelihood
that observation by store employees will lead to
their being detained with the goods on their
persons. : .

' Cétegories of merchandisé stolen, of course, de-

pend nn the type of store victimized. For some
professional shoplifters, the size of the mer.
chandise does not appear to be a problem.
There are instances of shoplifters successfully
walking out of stores with television sets, small
furniture, or appliances in full view.

S‘gecial Problems With Shoplifting

The two most serfous problems associated with
shoplifting are detecting the crime in the first
plade and then dealing with the shoplifter.

* For tha business proprietor, knowing that there

is a problem withi shoplifting means identifying
the causes of inventory shrinkage with some
precision: determining whether shortages are
due %o error, internal theft, fraud, or shoplifting.
Generally, this means conducting careful and
frequent stock inventories and comparing fin-
dings with known sales. The other method, of
course, is to observe shoplifters in the act; and
that means constant vigilance, watching
customers, and being available among them for
service, '

“Dealing with shoplifters is an especially sen-
sitive matter: what begins as a criminal ap-
prehension of a suspect thief can be converted
into grounds for a civil suit against the business
operator unless things are done very carefully.
In particulay, detaining someone, aven momen-
tarily, withgut hard evidence of theft can iead to
serious loss for a business owner. Because of
the potential for false arrest s;iy ' some stores
make it & policy not to attemp? an arrest unless
the suaect haz been kept in sight continuously
from the momant merchandise is hidden until
he or she has i&ft the store, on the assumption
that shoplifters working in groups can transfer
merchandise during the time they are not
observed, ’
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Outcomne Of The Cri ences And Their Role
) As with the other two types of property crimes,
Y / burglary and internal theft, the crime may con-
24 .. tinue after the perpetrator has left the store and
- involve a third party, somieone who receives the
stolen goods and pays for them, As is mesy
tioned In other sections of this hendbook, all
too often the recipient is another member of
the jocal businees communite who dossn’t ask
questions about the origins of-odd lots of mer-
chandise or about the belowsmarket prices
which entice him to handle them.

*  Potential Control Points . :
: Thrse critical steps’in carrying out shoplifting
L. . " appear to offer somie control: (1) when
: perpetsators enter a store, (2) when they pick up
2 ¥ .merchandise, (3) and when they leave, At entry,
] whatever steps a buisiness operator cait take to
S, s intimidate shoplifters (e.g., signs warning of
r : * prosecution) or to reduce their capability 1o
conceal merchandise {e.g., a system reguiring
customers {o leave parcels with the cashier antil
‘they leave) can be belpful. Thereafter, when
. shoplifters are in the vicinity of their target
»  merchandise, the courteous intervention of

, « % (Ordinary customers, of course, will ap-
i preciate thé extra sérvice:) Finally, when

- preparing to leave, whatever mechanism th;t

# b&SiS. &

G "=+ store employees offering agsistancecan put -
A ~ shoplifters on notice that they are being watched.

T *“shoplifters have concealed merchandise and are -
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can either detect the presence of hidden gonds

(=.g.. electronic sales tag sensors) or promipi the
shoplifter to decide to pay rather than risk

discovery and apprehension will be effactive. o
{One technique used by some retailers is to ’
subtly inform a customer whio is observed con-
cealing an item that the deed has been '
witnessed--generally by making pointed

references to the merchandise remaining on the

sheif from which the item was taken.)

There are some things you can do to make
shoplifting of your merchandise more difficuit:

* Don’t leave a section of your store
unattended during business hours. If for
.any reason a salesperson needs to be
away, have an arrangement whereby

another employee is.pble to take overthat - // ]
station temporarily. Most shoplifting oc- A
curs when store areas are left un. i

monitored, and it is never enough protec- <
tion for a salesperson to say o aaﬁiﬁe‘r/,/
"Watch my counter for me, Ill be right
back,” Chances are, even the best jrfen.
tioned employee will be distracted by a
custorner, the telephone, etc, 7

* Make certain all valuable merchandise is " )
locked in a secured display area. If your R
merchandise is only aczessible to the o

public via a clerk who has the key to your -
display case, you eliminate virtually all ops |
portunity for shoplifting, Incidentally, in- '’
struct your clerk 10 show no mare than

ane piece of merchandise dispiayed this
way at a time. W's much sasier to keep

track of ore itém then a half dozen or

more.

* Advertise that afi bags sust be checked at
the counter upon entering your store, Give-—- -
all customers receipts for ali purchases
made and then seal-the bags with the
receipt attached sothat it wilk be clearly
visible. Idenily, you would want tocheck ,. - - *~
every receipt at the exit points from your
store. Since this is usualiy not feasible,
perform yeur spot checks onafendom

+ Qccasionally employzosfiust makéor
~ receive telephone calls. Make certgin
telephones are placed so-that employees
_ may still bbserve sales areas while using
the phosie. + 7/ L

"¢ Develop a Code o waring system so that, .
. the moment.a suspicious person enters the
store, all employeescan be alerted axto”

e

the presence of the potential shoplifier. . / .
. . } 4 ’ < (/ ,[)6
# % . [ /)'8»( . 5o ’ -/ Lt




Shoplifiers

There isdittie 1o say that applies exclusively or

iypically to shoplifters, They are part of the

aeneral population. Perhaps a third are beiween

| 12 and 17 years old. Mearly one in six who is ar-

rested is under 12, As many as a quarter are

between 17 and 19 years old. The fact that ar-

resty of people over 20 does not correspond
with their ratio of the overall population may

/oniy indicate that they steal, but are ex-
/" perienced enough not to be observed.

// There are two kinds of shoplifters: the amateur
¥ and the professional. The amateur is the person
who steals on impulse, From 85 to 95 percent
of all persons apprehended for shoplifting fall
into this category. So, your major effort where
shoplifting is concerned will focus on the
-prevention, control, and apprehension of the
amateur. And, there are 2t least threg important
‘thingz we know about the amateur shoplifter.
First, most amateur shoplifters are juveniles.
Although your loss per incident involving
juveniles will be approxirnately half that in an
adult shoplifting incident, juveniles comprise as
much as three-fourths of all recorded apprehen-
sions, Second, most amateur shoplifters are
females: 85 percent of all persons arrested for
shoplifting are females, and girls outnumber
boys as much as 20 to 1. This does not mean,
however, that males never shaplift. They da,
and when they do, statistics indicate they steal
far more valuable items than their female
counterparis. Finally, most amateur shoplifters
hava no prior arrest records and may be found
in any segment of our society.

But what about the professicnal shoplifter? Ob-
viously, the professional accounts for a ,
significantly smaller portion of shoplifting in-+
cidents but, nevertheless, causes a huge dzain
_on a store’s profits, because stealing is his
- livelihood. He is extremely welltraiped, often
- works as part of a team, and steals items that
- can be easily fenced or resold. © ’
~ Mow that you know something about the two
. types of shoplifters, what aré the kinds of
1t behavior you shoyld watch for to identify the
P shoplifter? Firgtywatch the way the persoryou
7 suspect is d,rﬁé;d: is hp cr she wearing bagay
clothing, g overcoat sut of sexson, carrying a
large hrdidbag or any other itern that could
readiiy offer concealment for stolen goods? Se- -
_zund, watch the person’s eyes and demesnor.
_# They are often eloguent. The amateur shop-

vous, glancing up frequently from the merchan-
. dise. Third, watch the aimless walker who ob-

~iously has rio clear-cut purpos in mind as he
wangders abbut your store. And finally, wetch_

“4F

uiter, In particular, tends to be extremely ner- .-

. *he persor: who is focusing his or hey attention
“on your customers, He may well be surveying
them to make certain he is not being observed,

What To Do If Merchandise 13 Shoplifted .
This subject is so sensitive and so Important to ~
the individual store proprietor thal we have
reprinted a detailed list of suggéstionsin -
Appendix A (see the “Shoplifting Policy Guide
for Retailers™), In general, the advice given by
experts is: be sure of your facty, Whoever sees a
shoplifter take property.and gonceal it should
be responsible for detaining the suspect after he
aor she leaves the store. You should take at lenst
cae other employee with yon in nirgking the ar-
rest, and you should identify yourself as the
operator or an employee of the store. You
should also state the reason for detaining the -~
suspect and atiempt to récover at least one
item before re-entering the store. {The reason
for much of this is that you must be able to
testify in court regarding the crime and the ;
criminial, identifying your property and describ-
ing the circumstances under which it was
taken.) Then call the police. Don't be surprised

- if the suspect attempis to create a major distur-
bance, accusing you of infringing on his or her

© rights; it's part of the sheplifter’s bag of tricks

. andfrequently is verysifective.
. v e

Internal Thelt .

Despite the dangers of robbery, the prevalence

of burgiary, and the exasperating character of
shoplifting, the most serious threat to small
business fromr crime is found in internal (or

. employee) theft. Acnually, as much 2s $16 -~

billion is lost to employees whoe steal from their
employers, Mo type of business is immune from
the threat and ne type of merchandise or
operating equipment (or cash) is untouched,

There is no standard definition of internal theft;
it is really a type of larceny which the FB!
defines as: -
The unlawful taking, carrying,
leading, or riding.away of property
_from the possession of another,

Internal theft can masquerade as amj:thef‘ type
of crime, especially when'store operators can-
not determine whether inventory shortages are
- due to shoplifting or to stealing from within.
Some employee theft of cash is expiained away
as robbery. In other situations, an inventory
taken after a burglary may find substantially
snore missing thar was taken by the burgléar.

~The nymber of instances of »internaltﬁéﬁ is im- | -

possible to calculate, The crime takes place
during the ordinary course of business opera-
tions and-<an pecur at any time of day and in
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virtually any part of the store. It is a crime thay -~~~
takes its toll in Installo@nts: a package of saéat,

a pair of pilers, a réam of paper, a bexdf -
gloves, a single piece of jewelry, perhaps no
more frequently than once a month. But actoss
‘the span of a vear und the size of the business
staff, the fotal can welf exceed tha profits.

Internal theft is different from the other’thiee
typas of €rime in this handbook bezanse fhere

is no cofhmon pattern or profile for the crime. ~ «
internal thelt does not feature a target setection .-

phase’or a deliberate period of casing ar »
criminal i2ntry or even flight from the sdene. -
The only.identifiable characteristic of internal

~ theft is that employées hold back some part of
what they're handling and divert itfortheir own *
use by ta ging it fiom te store. 7 LT
Kinds OFf internal Theft A2 S

g
. -

- You sufferwerchandise lass£s from dnternal
theft indwr wgys;fwhwemp}fég%y steal without
~ pdying and when they: pay-a fraction of the ap-
propriate price, In the firstCase, employeegcan. .
** yemove merchandise pefore it is eyer entered.
into jnventory by )m'faadm*g it directls Hito their ,”
N R TR A o
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e "C/Speciat Problems

_» Since’internal theft1s so |

 prietor has concefning the amountsend 7%

own cars. Or, they can use their zccess tb }}s{ e
storage ares to removewhole case lots of goods . -«
through back and side doors, Or they zan take
individual items from the sales fioor and leave

~with them ﬁug;ng of o the eng gﬁhe workdzy. &
Underpaying involves some fotm of collusion -

with 4 cashier or & customer. Simply put, it
meens thal either a reduced amount is rung up
on the cash register pr that nloney is not paid
fof & correct ring up, © v
Cash Losses» -~ S S
The ways tobeat a cash register &ie fegion.
Fundamentally, however, they all involveby.- =
passing the recording function of the register, -~
whigh is designed to make an accurate record :
of every sale, reflind, or other adjustiment, o
Failure to ring up salés 2nd pocketing theeash ..,
iz & typical method: Adding the subtotal flovi & o
. previous smail sale to & larger subsequent sdia - <
and pocketing the surplus is anether althdudh .
in this instance the second customer i3 the ie-
tim}. Frauduient payouts for 7efunds to friends
or othe: employees is s third methed,,
Loss/Of Store Pifbperty L7 :
Methods for stealing tools and Stové operating
equipment are much the sanve as for merchan-
dise theit, Employees simply divert what they ,
are using 4o operate the store for their own use, < - 7
= & - 3 . 7 o
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The most seripus problefn with internal theft is-
detécting it in the first place and distinguishing
_itfrom othencauses of inventory loss, such as
“" shoplifting and clesical #7ror. A second problem
is identifying {hie criminals, especially when -
empldyees have beenworking in the store for
yeais, A final problem is resolying the situation
when suspects have been identified. ‘
S & N
Quicome Of Tha Crlme T+,
Relatively few employees whio steal fram within
- @ business are dstetied and very few are

punisheds Many business gperators prefer o fire ]
‘an employee rather tnen prosecute'when R

suspects are identified: The recoVery vate for .

Jost nventdry andeasiislow. -
When intdmal theft is conducted systematicat: -
ly, ite likelihood is that a fence is walting e+

A,
- teceive thestolen googds, Much of the heavlly | &
discounted mé:changige of upcertain orighs that oy

becomes available to merchants was stolen. -
~from dther merchants by their owst employees.” -, 2
Lontrolling The Celme 7 = 7~ 0

Aosive, faw discern-

FP o s ¥ g A ; | : -':".‘
‘= ible control'points are evidentxThe only prac- A

+ "\ical countetmeasures dppear fo'be (1) thosel e
= that stren, T the awareness » business pro-
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= // movements. of gonds, g;eg amd property on
.7 hmndi{2) those that eontrol the access:
A .. =mployees have to-stealable items; and (3)
- those that mak it difficult for employess to
' leavs with stalen itemns concesled In their
- . clothing, I one sense, controfing intesrial theft
—ennsizts of doing what is reduired for efficient
ﬁggﬁﬁgﬂ of the business, but doing it much
A «'~ ‘rdboreintensively{pariodic audits and checksof
' .j : mhrzg?sm'totalﬁ, for example)

' The mternal Thief ’
‘Althouglr there is little evidente availible to .
dtstmguish empioyees who steal from.those

ST

“who don’t, research indicates that anywhere =~

-from 5 peteent £ 75 percent of employees
*‘steal, Morgover, stziistics show that gmployee

theft may be regétitive in nature with certain in-

dividuals dermonstrating a tendency teward
{; behaving dishonestly. Further, 2.number of pro-
" fessional pgenciesinthe security field now
fz"’.;;f‘ “estiniate that betwee= 10 percent and-30- mro
7 centof all,employees consistently engage in
employese ‘theft, and t .at anywhere from 25 per-
“cent to §0 percent of the employees of a par-
_+ - ticular bisiness will become involved in
- employee thefi when no active preventive
 security measures are employed.

- The facts cited above serve to document the
_pervasive nature of empioyee theft. But what
- kinds of behavior help vou identify the
empioyes who may be guilty of pilferage?

. Lrimie prevention professionals interviewed as -
part of thserasearch for this handbook have

,, ale _come up with the following tategories whu:h o

alcahcl* ﬁuwearer, he bears watcVng for
othir reasons as well, because his behavior
czi reduce profits from your business. His
or her preductivity is afrnost never what it
shiould be and he is far more Hkely to” |
make costly monay errors or damage your
propeszy than the ernployf:e whe does not
have a dﬂnking problem. o

s The Drug Addict—The employee who uses
hard drugs can almost never earn enough
mcﬁefiﬁfough honest means to support
his cosily drug habit. One recent study in
~ dicpted that more than 70 percent of all
~ eriployable men and women betwzen the
ages of 18 and 30 have used marijuana or-

_other iliegal drugs. While the vast miajority -=« s oo

of these persons afe not drug addictes,
this alarming statistic does indicilz how
widespread drug usage is among the single
Targest segmient of sur work force. If ysu
suspect an employee of heavy drug

+ and urine surveillance is lawful in the state
where you reside, you can request that be
undergo urinalysis as a condition of con-
tinued employmengs, In fact, drug usage
hes been shown to have such a high cor-
* relation with emplayee pilferage that some
firms arérequiring urinalysis of all pm .
spective employees. :

_* The Moontighting Employee—-—This

individua! can present serious problems for
both business efficxency and security. e
Fromrthe loss prevention or $ecurity stend-
- point, ke may very ofter; fielp himself to

k
b

-merchandise, sipplies, tgols, orother o A
- -equipment belonging to you, kis primary _~ e
nmﬁisoyer. As a business o‘wmimanag,qr =

.y prove yseful toypu. .
» - ?ﬁeffanspicuous Congamer — This is the L

employee who is gbserved to be living welf_- =07 you mugt magintain £ z‘,s‘ adherence:ﬁfin» e
, slive his means. His or het habits are="  ternal controls i m' er to maintal %gaod : o
" noticesbly extravagant (e.g.rives » flashy . Accouritaility of your mvent9€ s

Ao . car,wesrs ﬂatbmgﬁiﬁf is excessivaly ex- stratedy, peshaps coup!ew:{b strict ' R
S /D%M)s Thigémpidyee's lifestyle cannot = p,ohc:esr governing maoﬁfghtmg, willgoa - o

A ,/ be sapported by his salary alone. Statistics -« ong way toward disepuraging pilferage
Gosm s

/'im!:catzﬁe s perhaps the most ab,,f/us e which may rﬂsult fmm mul%i-jshholdmg i S ]

© and easi trisk {o xdentify - T e : R 5o

* The Finandially lmnﬁfbﬁe i} ' smsadmon to the fiva genéial categories e

' : Emp‘mﬂ”%‘ﬁ gﬂdi)lidu&‘ prbvzs in- o diecussed above; ﬁare are uther }fis;’?ﬁs Qf = E ;
- capable of handling his own affaiis A,pmper- -7 “behavier andfor at:ﬁvities to whmh ycu shou:d ==
Iy, He or she is unable 1o come 4 grips ‘be alerted;, e
wnth economic realilizs and is ;mamm A : T

difilcuity in his or hecprivate Jife. Thisis . Campuzaivegammmg 3 i

the. emp?omwhnae@gditﬁuammasﬁ : ,‘T . Persist eﬁtb riowing., '

. likely o piagie you. Watchhimi He .. .~ . ¢ ’;: i, S _ 2

Y&Mn:sm;az ﬁsktoyanandwun - i = Bad-c eckwﬁting - : ISR

s ,ﬁmm ‘ . e » {onmstently rcquesting advames e |
A e The Mﬁ@ﬁﬂl, Abm,*lk’@ emplcyée may Finaliy,aword o‘:cuution Please :emember o // ,
- ,,ma!to sapport hi: ,ﬁm:&w ibtzzgsof ;_ : ﬁmt the behavmrswe have jus!i discussed are40 '
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beyievfed as ﬁymptoms of potentaal problems,
~and you should not conclude that an empioyf-e
~who eﬂ,\;ﬁbi% one er.more of these traits is ~ *
positiv

fortu ﬁe’ly, there is no fail-safe technique for
positi ﬁuy identifying the dishonest employee.

Meve
- chargyrteristics ought to provide some warming
-, fort @ ‘alert cwner/manager. » #

%j:a' To o If You Encounter lntﬁrnal Tileft

As {5 the case with shoplifting, you must be

-, surg of your facts: that 3 givkn employze siole

\ sol tﬁfng which is identifiably yours. You must
,ﬁe ble to show that the logs was demonstrably

“wiheft gad not due to error. It is best to have

more than one w;mess. £
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iy guilty of empioyee pilferage. tn- .

eless, these general behaviorgl - item or cash taken and the:manner ini which it

Pece s M ST ﬁave h;e’vmence. if youwish to pro-

In general, when you fiave iaenuﬁed a smpect. S
“the best strategy Is to build a case, unléss you - ‘
wish to resolve thamatter by firing the in- vy
dividual and-re€overing whatever else you've - .~
_ lost. Building a case invoives observingthe -~ «

. tiiief in the act and determining tﬁe,vaiw ofthe .

was stolen, One useful device-Isto use a shop- - &
_ping service which will, for a feg, observe your .~ .
employees in the operatiop-of the busine md

© feport 1o you what they {eam, SRS
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secute, yau sba‘uld contact the police, .
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This section is in twa parts. It locks fifit a.

typigal opporturtities for criminality offer ggo by
retait business operations and khen seek&

help you identify the specific weaknesses of

your own business in terms of tire four crimes

which are the focus of this handbook.

e A

Thé first part pres"nts a simplified finor and

cperations diagram of a typigal smaf! retail ,

business that can be modified to fit the majority

of business types. It then focules on hoteto + -

esimate the risk to business represented by

each of the four types of ¢rime in terms of the

vulnerabilities of that busingssas it appears to

criminais.

The second part - requires your a:z*s:stance and R
copperation. Here we try to fit your busthess to

our pattern and ask you to see how it applies. *

We jecommend that you prepare aﬁ‘dnagra ‘of
you,' store's floor plan and operations, using the
generalized model as a guide, Four chéek lists
are provided'(one for each crime) to atd’you in
determining how vulnerable (and attracnve)
your own bu.,mgss may bé to crlminals.

Typ:cal Opportun'itle* For Crlmmahty ln A
Retail Busmess . L e

&

@

Busmess Operations: Fiye -
‘Stages To Profit (Or Loss) -

The basic purpase of a retail business fs to sell
goods and services to the public at a profit, For
the operator of a small retail outlet, +1:

.

s . . . .
Section 3: HOW TO CASE YOUR OWN.BUSINESS FOR VULNERABILITIES

|

#

¥

assur..ption is that the behind-the-scenes activi-

ty and costs incurred before merchandise is
bought by customers will be paid foi by the o
profits from sales, .

In this geﬁeralized view, a business operates in ~ +°
five stages that are shown graphically below, *

Figure 1 depicts the Business Operations Madel

as a total unit, The five illustrations which

follow focus on the specific phase.of the

business operation under discussion, that is,
receiving, sforage, display, sales, and cash t
transfer.

Receiving Whert' Merchandise Comes l.lndf»r «
The Proprietor’s Custody . ’ -
Figure 2 is an illustration of the receiving area. ., v
Generally, stores receive mierchandise through a o
back entrances When this occurs, custody ¢
passes from a vehicle driver or dehvery service '

« to the proprietor. This is w"en a check is made -
to ensure that the merchandise received is the g
same as that listed on the shipping order.

At thls point in retail qperatsons. the chief
* crime threat is internal theft: employees can
make off with shapping cartons before they are
inciuded in a store’s inventory system. Collu- .
sntetween employees and drivers, or simply s
among employees, can mean that merchandise
is spirited off without loss being noted in the
_hope that inventory, shortage can be attributed
“to other factors. 8uch as shophftmg‘

The only other crlme that is a real threat at the
recejving stage is robbery, and this seems likely
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only when high-value merchgandise is involved,
« (This handbock does not deal with hijacking or
» ° with questions of fraud that might be associated
~ with recieiving.) :
Inventory/Stprage: Whereg{ﬂerchandiﬁe Is Held
Before Being Displayed . "
After receiving, most businesses move mer-

. chandise,into 3 storeroom (the most commen’ »
exception to this is a bysiness that recgives
perishable goods, such as probrietary baked .

» .

- " - '
L o

. o FIGURE 2

i

o

IGURE' 3 ..

> ~ STAGE 1 — RECEIVING
. ] . %, % "
(»‘ ‘ ]

items, or date-related publications such as
magazines and newspapers, where delivery and
receiving take place in the display area). in the
storage area, merchandise is held until it is
needed in the display area, either o replace
merchandise already sold or for delivery to the
purchaser (as in the case of shoe storer), The
only operations that are commonly undertaken

involving merchandize in storage is periodic in. _

ventory auditing and rotation to ensure that
first-in merciandise is also first-out, Figure 3
depicts graphically the Inventory/Storage area,

....

coie STAGE 2 — INVENTORY/STORAGE S
. . GT.‘ . y . ) .’s \ "r“ ‘ . - Z%ijt) - | e
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The major crime threats here are invernai thelt
and burglary. {tems In storage are, by defini-
tion, out of the way in areas of low visibility.
Sorage is designedyto make items aceegsible
When they"are naeded; but this came accessiblii-
ty Is a temptation to theft by employees. Essen-
, tally: the actions involved In an employee's
movemeant of a case of cigarettes off the
¢ sturage shelf end inlo o private automobile are
ot different fiom those reguired by movement
into tMe display'ssea, Burglary is likewice a
threat because acods are grouped for the tak.
ing, On ths display floor, merchandise displays
_, are sprezd put to make individual items visible
- and accessible to customers, In storage, case
lots of meschandise are packeged for easy bpik
handling by employees; but these same -
characteristics also make handling easy for .
criminals.

3

in same stores, notubly jewelry shops and phar-
macles, robbery is sometiimes a problem
because of the value of the stored merchandise.
This Is not true for the majority of small

-~ businesses, howasver,

- !z!spiags Where Merchandise Is Arcesslble To.,

he Public _
The display area of a retail business, shownin
Figure 4, is where the complex process of at-
trzgting customner interest to merchondise and
then persuading them to spend money for it
takes place, Modern merchandising techniques
stress great accessibility for customers: the sole
of salesperson frequently is taker over by mer-
chandise packaging. This means that customers

.

have <onsiderable ficxibllity and frecdom to ex-
amine and ¢hoose merchandise: they sell
theriicelves. But these same conditions create

the iiind of permissive environment that makes |
shopliftingsxtremely easy, The chief threat of

" erime stomT fiGhr-thiz same conditions that

mnake seiling easy: ready aecess w nackaged
merchandise. Sheplifting begins the same way
that ordincry customer transaciions begin; with
interest in the merchandice. in the case of the
legitimate shupper, that interest leads to ai ex-
change of money; in the case of the choplifter,
tiiat interest leads to theft, notably when he or
she hides marchandise and by-passes the cash
registers,

A second threat exizcts from internat thelt. The
clerk rearranging merchendice has precisely the
access needed to teal it by moving it off the
display floor and into his or her own control
{clothing, ce-, locker, ete.).

Robbery i3 sometimes a threat, s is burglary,
espaciaily where extremely valuable merchan.
dise is involved.

Sales: Where Goods Are Pald For

‘The sales ares {Figure 5) is where customers ex- |
*change cash (or some negctiable instrument

like a signed check or credit card receipt) for

merchandise. In most instances, the sales area

is defined as that where the cash regicters ave

located. The size of the business profit is large:

lv dependert on the degree to which the

- number of dollars exchanged by customers ex-

ceeds the costs of merchandise and operations.

15 Ihegaeareees R
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FIGURE 5

STAGE 4 — GALES

{In this handbock, we are not considering the
complicated questions of amortization,
dapreciation, loss carry-forward, and the like on
the assumption that most users will be concen-
trating theiy efforts on maintaining high sales
volume.) For this reason, most businesses con-
centrate on ensuring that handling of cash is
carefully contrelled, '

The primary threat from crime in sales is clear-
fy robbery. The instinct to safeguard cash by
concentrating it in a single location.where it is
accessible only to a cashier makes it, by the
same token, a supremely attractive target for a
robber.

Burgiary for cash, of course, is common;
however, few store cparators trust cash
registers to safeguard funds overnight. Similar-
fv, shoplifters have been known to steal cash

from open yegisters, but this probiem is solved -

by carefui attention to the procedures for hand-
jing cash {e.g., locking gnattendeé registers).

A very serious problems in sales is internal theft,
especially because it is difficult to detect.
Carhiers can mapipulate vash handling in a
variety of ingenious ways that drain profits
repidly, especially when in collusion with other
employees or with customers. Cashiers can
underring merchandise sotals; they can fail to

" 1ing up tertain sales end pocket the cash

received; or they ean ciaiim to have been ,
robbed, while keeping the cash allegedly taken.

L

o

" Cash Transfer; Where Money Is Moved From

The Store To A Bank

Figure € depicts the Cash Transfor Stage,
Moving cash from a store to a bank is the last
stage In the small business cycle. In a figurative

_ sense, cash transfer represents harvesting the

fruit of the business operator's labors. In many
respects, the success of a business is indicated
by the favorable ratio between the average daily
operating cost and the average daily cash

- transfer.

Cash transfer, also, is z stage which isexcep- | * .
tionally vulnerable to two types of crime: rob-

bery and internal theft. Ordinarily, cash moved

to a bank represents an accumulation that may

be several times the maximum level normally,
maintained in a cash register. The potential for

an increased take means that robbery becomes « -

a very serious threat, The problem is com- .
pounded when cash transfer takes place after

the end of the business day, when stores are o¢-
cupied only by employzes and the likelihoud of,
‘observation by the public is reduced, Robbers - :

. then can take advantage of the easy execution

and opportunity afforded by light staffing .
coupled with the lik#lihood of readily portable
amounts of cash to seriously damage:the profit

%

picture for small businesses, «

Theft by employées is the only other credible
threat during cash transfer. Qrdinarily, _
employee theft would hot be a chronic problem
for the gbvious reason that repetitiorgwould be
suspect; however, fraudulent clalms of robbery -
or night-deposit-box theft have served as covers
for employee theft. - 3 E
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Fitting Your Business To The Pattern
Retailers of ali types will find that the
generalized portrait given above does not match
the details of their busiiiess in every respect,

. Restaurants and service stations, for example,
do not festure large merchandige display areas
where shoplifting is likely. By the same token,
businesses that provide seryvice to the public
{e.g., motels, racreation facilities, repair shops)
are seiling an intangible product that is con-
sumed before customers leave the store area.
Nevertheless, every retailer will recognize that
much of the diagram does apply, if only as a
way of illustrating the threat from crime.

+Mow, prepare a schematic of your store's ex-
térior and interior layout using the skeletal
outline of our model provided below. (A sepa-
rate tearout sheet is provided for your use.) Be
sure to depict graphically all five stagés of your
business. - - _

Finding The Special Weaknesses Of Your
. Business To Robbery, Burglary, Shoplift-
ing And Internal Theft -
The goal of this handbook 1s to permit business
- operators to choose security techriques that

Al

FIGURE
STAGE 5 — CASH TRANSFER

match the needs of their businesses. This sec.
tion is designed to help you answer two ques-
tions:

How vulnerable is my own business to
robbery, burglary, shopiifting, and inter-
nal theft?

What s the most sensible and
economical approach to reducing
vulnerability?

To examine these questions, we will take the
~perspective of the criminal who wants to steal

from your business. The object is to have you

spot the features that make your business at-

tractive to each type of ¢riminal before the

céimina! can find them and take advantage of
- them.

In the pages that follow, there are checklists
from a variety of sources that focus on retail
crime. {Jse them to score your business. Be
thorough and honest. What you find may be
disturbing. But you may also find that you have
the makings of good security aiready present
and that you can rake your business con-
siderably more secure without 2 major invest-
ment. .

p
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- Isyour business isolated from ot}fu?:r

SECURITY CHECKLIST

ROBBERY

" Rehbery

Begin by looking at your business as a total en-
vironment. This will help you determine
whether or not the ingredients for victimization
are present, Remember, robbery is a crime of
choice on the part of the criminal—it is a
choice he makes based on several factors which
can lead either to his success or to his fzilure.
So, in making your business less vulnerable,
you must work o create an aura of
psychoiogical deterrence through environmen-
tal design,

Put yourself in the place of the potential robber.
Stond away, detached from your business, and
try to determine its attractiveness to a robber.,
Arte your exterior, access, and parking lot areas
adequately lit? What about the interior of your
business? Iz your interior lighting, sufficient so
that major points of vulnerability are clearly
visible from the outside? Do any and all window
surfaces in your storefront provide unobstructed
visibility? Do you have signs placed toward the
lawer portion of your door which say: “No Cash
Is Kept Inside” or “Exact Change Only After
8:00 pm.”? Is your cash register cleatly visible
fromn the outside? :

Using the security chack list which appears
below, identify your business’ points of high
vulnerability to the crime of robbery.

A‘Sgcurity Checkiist for the Crime of

Robber y ’ ; 1

18 your business a fikely target ﬁm robbers?
| ~ [ YES NO

businesses? | .
Does the business operate late at/ o
night?
Does the business make change

_ after dark? ;

1s the business known to keep sub-
stantial cash on hand?

is cash transferred accordingtoa
set foutine?

{

)

Is the business obvicusly operated
by a single cachier?

Doesthe business have little exterior
lighting? JEU
If any answer is “Yes," check these techniques
in the Catalog:

Visibility Enhancement

Money Handling Routines

Lighting (Exterfor)

Guards

Safes

Can a robber case your business easily?
YES

Is your cash register partially hidden
fror the sight of other employees?

Is the light level in your store much
higher or lower than outside your
store?

Do posters and dﬁsplajs block the
view of the ¢cash register from
outside? K

Is atelephone booth located in
sight of the cash register?

Is the cash register within reach
of customers?

Is there only a single courier for
cash transier?

Do you have a set routine for cash
trensfer?

Doesthe business lack atelephone? ____
If any answer Is “Yes,” check these techniques
in the Catalog:

Guards

Alarms

Movement Controls

Lighting (Exterior)

Visibility Enhancement

Money Handling Routines

Cameras
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Safes
Cashier Enclosures
Lighting {Interior) /

Can robbers approach your business without
detection?

YES NO
Do posters and displays biock
employees’ view of outside? i e
Is the light level much lower or
higher than outside? PO
Are there blind spots adjacent to the
business? S
Are there blind spots within the
store? JESR .
Is the entrance close to the cash
register? O,

If any answer is “Yes,” check these techniques
in the Catalog: :

Visibility Enhancement
Movement Controls
“‘Cashier Enclosures
Lighting (Exterior)
Lighting (Interior)

Can robbers easiiy carry out a robbery in your
business?

YES NO
Is the cash register within reach
of customers? 1 S
Are there blind spots near the cash
register? —_—

Are cash registers partially hidden
from the sight of other employees? . .

Isthe safe or cash container easy
to open?

Is the exit close tothe cash v A
register? — —

Do business doorsopentwoways® . ___

| BENS O3
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If any answer is “Yes,” check these techniques
in the Catalog:
Guards _
Safes Z
Lighting {Interior)
Cashier Enclosures (
Visibility Enhancement .-
Money Handling Rautinqv
Alarms
Cameras
Movement Controls

-

Can robbers make a clean getaway from your

business?

YES NO
Isthe parking lot adjacent to the
thoroughfare? N,

Are there blind spots in the
parking lot? i i
If any answer is “Yes,” check these techniques
in the Catalog: ,

Guards

Alarms

Visibility Enhancement

Can robbera “‘get away with® wbbing your
business?

YES MO

Are there no standard proce-
dures for reporting crime to
police? i i

/f A
Are serial numbers of large biils not
listed? mtor s
Are clerks untrained in observ-
ing robbers? —— s
Arecash totals not recorded
regulerly? —— —
Are clerks untrained in obsery- .
ing “getaway" vehicles? —cit o

If any answer is “Yes," check these technigues

- in the Catalog:

Visibility Enhancement
Money Handling Routines
Movement Controls
Guards

Cameras

Alarms

&
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Cari robbers be successfully prosecuted if

- arrested?

Aze you not willing to participate
inatrial or other legal proceedings? e e

Do you have no systematic pro-
ceduresfor developing evidence for

A e

R N

police use?
Ic)

ST

YES NO

S

If any answer is “Yes,” check these techniques
in the Catalog:

Guards

Alarms

Money Handling Reutines

Cameras

Proszeution Policy
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Burglary -

Begir: by determining whether your business is
worth burglarizing. In effect, you will be per-
forming your own security survey. So, take the
required time—perhaps 2 t¢ 3 hours~-and do a
thorough job, Your first step should be to -
prepare a list of the security devices you now
have on-hand, as well as th2 security pro-
cedures you presently employ. Next, refer to the
schematic you prepared earlier and make cer-
tain you have inciuded all access points (e.g..
vents, transoms, air conditioning units, doors,
windows), Now you are ready to put yourself in
the place of a burglar who i thinking of steal-
ing from your business. (it is probably a good
idea to coordinate with local police and
neighbors at this point, to avoid the embarass-
ment of investigation and possible arrest for
prowling). Ask yourself, “If | were a burglar,
what would be my easiest entry point?” Circle
your building and waik through your alley. Are
there pieces of equipment or other materials
stored against your building that could be used
to access a roof opening or other point of high
vulnerability? What about foliage or d¢bris
which could provide the burglar with cover?
How adequate is your lighting—both exterior
and interior? Is it obvious that there is cash or
valuzble merchandise stored inside your
business? Or are there signs that the operators
of the business have taken prudent precautions
{e.g., signs declaring that no cash is available
on the premises or that an alarm is instailed)?
In doing the survey, remember that burglars
have no regard for private property and will be
as destructive as necessary to break in and ob-
tain cash or valuable items. They will readily do
hundreds—~even thousands—of dollzrs worth of
damage in order to steal.

Using the security check list which appears
below, identify your business’ points of high
vulnerability to the crime of burglary.

A Security Check List for the Crime of

SECURITY CHECKLIST
'BURGLARY

If any answer is “Yes,” check thesg techniques
in the Catalog: :
Fencing, Walls and Hedges
Visibility Enhancement  ~
Guards ‘
Lighting (Exterior) I
Watchdog ER Y
Display Cases

Can your business easily be cascd by -
burglars?

YES NMO
Can a burglar approach your
business without being observed
from outside? s e

* Do you keep your cash register

drawer closed after business hours? . ____

Is your safe hidden from outside

Have youdecided against a
watchdog? — s

Have you decided against usmg
aguard serwce?

/

If any answer is "Yes,” check these techniques
in the Catalog:
Fencing, Walls and Hedges
Visibility Enhancement
Miscellaneous Entry Protection
Watchdogs
Safes
Door Protection
Lighting (Exterior)
Lighting (Interior)
Window Protection
Guards

Is your business e¢asy to breakinto?

Burglary YES NO
Are there unprotected openings

Is your busincss a likely target for b‘?égslar&ea? larger than 96 square inches? PR

-Does your business lack perimeter Can hifige pinsbe temeved from ; i

protection? —— ~exterior doots? : 71_..... .__.;_

Does your business obviously Are your exterior door locks easy R
. storsitémecfyalued .. oS ““““WPICKDI"]!I’HW?' T S v\r

Is the bukiness exterior not well Have youchoten nottoinstallan

lighted? S p— alarm system? e, s

N

3 y L
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i any answer is “Yes,” check these techmques
i the Catalog:
Fencing, Walis and Hedges
Miscellaneous Entty Protection

Window Protection
Ddor Protection
Alarms &
Is it casy to collect gasﬂ/and high-value items
' immeyuur bus.ne'fﬁ* : 4
YES NO
Isyour higlwame merchandise
accessiblzand not pmtected
by saf’untswnchﬁrs? o e —
Do Vdu szare, cashinthe busl—
Bﬂmurzng non-operatinghours? .
C.an your 5afe be maved? e e,
Have you chosen not to install an a-
larm inthe interior of the business? .

If any answer is “Yes,” check these technigues
in the Catalog:

Article Surveiilance and Merchandise Anchors

Visibility Enhancement
- Alarms

Cashier Enclosurtes

Lighting (interior)

Safes -

Display Cases L

s

-

Is it eagy for zﬁury;lar to leave your business
with substantis! arounts of loot? VES NO

| ety sbo—

Isthe barklng lot poorly lit?

q
y
P .
;/ e e - -
H
’1?: B
I
/ .
/7 v ,
. n\, = =
e AR
: o ¥
/ : o -

-

.Z:"?“Are you unable 1o identify items

Do you aliow boxes and othermate. ’,
tials to collect near the inside
of your fence?

Isthere an exit leading to an alley

of driveway? S,
Are some doors not aquipped with
double-cylinder deadlocks? i

If any answer is “Yes,"” check these techniques

in the Catalog:

Fencing, Walls and Hedges
"~ Misceilaneous Entry meectxon
Guards
Door Protection
Window Protection
Watchdegs

Can burglars be successfully presecuted if
arrested'?

YES NO

stolen from your business? I
Are you willing to buy merchandise
of dublous origin?

' any answer is, “Yes,” check these techniques

in the Catalog:

Lameras
Prosecution Policy
Money Handiing Routines

“ 1\,/(
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- SECﬁRlTY cn&mus'r
" ‘. SHOPLIFTING

A
1

*

Shoplifting ;"
Your goal should be to maﬁe the §hoplifter's
task as difficuit as possibie. So, Jight &t the
“outset, ask yourself, *Is my businesy an easy
target for the shoplifter?” Try adopiting th
omlook of the shoplifter yoursetf’

S;oreowner,s exploit their dustomers:

* they rip off the community at large.
You heve & nght--m simple justice—
to boost merchandise for your own
benefit, Only straights pay for goods.
If you can get away with theft, what
you're doing is simple income
redistiibution. If storeowners dis€over
losses, they can cover them with in-

- suranice. Besides,.if you're caught, -
they probably won't prosecute; if they
prosecute, you probably won't be con-
victed. You're covered almost evéty
way xmagmable.

If the paragraph above upsets you, it should! It
represeptsan important element in the attitude
of shoplifters. Even though your annual income
_yriay be less than $10,000 or in the low teens,
“'you are considered part of the “establishment”
because of your affiliation with the rest of the
‘business community and because of your
a;;socnatmn with the orderly conduct of public
affairs.

After you've developed a hostile attitude tom.a"

yourself (th& proprietor of the business you
want to-rip off), enter the store as though you
were the intended shopiifter. What do you see?

.-~ -3 the-merchandise displayed in an orderly

fas’ﬁ;on 50 25 to allow quick visual reference to
its placement by the store’s employees? Are

there areas that are sp crowded and congested

that they provide a natural cover for the
shap!ufter as he steals merchandise? Are shelv-
ing and display cases kept at a fairly low level
to provide an unobstructed view? What you
want to do is 1o determine whether you can
move merchandise from the display into your
potkets without being observed, Consider in-
terférence with the line of sight of store clerks

- and othes custemers and the success youmight -
have in overcorning the willingness of. smwper
scnm‘l to interfere with your exit. :

in the final. analysss, one of the mo ﬂj,jm..ar(ant
" things you can do to mimmizezi!a?’ﬁﬁmg is to
“_make-use of common sen vined with

jf courteﬁ Here are two-basic pnm:np!cs you and
* your é ployees et apply. ‘Fust, aIWays be alert

. &

e i!

and aware of who is in your place of business
and what they are doing. And second, serve
your customers as quickly as possible, and, if
you're busy, acknowledge their prestpee and lct
them know you will help them a5 sopn-as you

can, By the way, one of the most effective-

- defenses against the shoplifter is this little
phrase: “I'll be with yois shortly. if you need
anythmg, just nod . .. . I'll be cettain tp see.,
 you,” The honest customer wnll appreciate the-
attention you are giving him wherezy the -

shophfter will perceive yourstatement as &
warning that you are watching him,

Using the checklist which appears below, iden-
tify your business’ points ofhigh vulnerability
1o the crime of shoplifting.”

A Security Check List for the Crfme of
Shoplifting

Is your business a fikely 'target for shoplifters?
YES NO

Bces your business feature small,
valuable' items? ' e R
Do you feel it'stoo msch troubleto |,
call police when you've ndentnfxcd a
shoplifter stealing from you? a
business? , —t—
“Have you de-.n&ad not to post signs -
warning shoplifters against stealmg
from yourbusiness? .

Du your emnployezs ignore shop-
hfters ;

o Smrmv———

lf any answer is “Yes,” check t}':ese tecnniques
in the Catalog:

Employee Motivation -

Article Surveillance mdfﬁbkhandlsc An”’r@rs

Misibility Enhancement  *

=

e S
S s
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- Display Cages e e e
- ProsecutionPolicy -~ .- ° e
ggn ahopliftees enter xewnﬁslnm h&ﬁ"nﬂ -
= ‘tm]s of thelr trade? ST r K
( YES m\\a& .
Doyoupemitcustmnersmcarry Y Tel,
shappmg bags andoiberparceis? e i 50 R
T &
Dﬁyourmm!cyaesneg!eﬁwgmet s ¢
each cuszamerashrﬁrsheenmm , , o
‘ thebusmm? . AN,
.l = 1f;y/lz = ’
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- Areyour errployﬂﬁﬂgnommofghe o !f any answer is “’fes." cbec}V iose techniques ’
waysshopﬁf!ersoperam? e o “imati Catalog: - ///
R any answer is "¥es," checifthesn techniques Artie Waﬁgilmnw and Merchandise Anchors . emmpe
N //m*%wfﬁataieg' -z _Emgloyee Motivatien :
s “ Visibility Exhancement
Camcras Display Cazses  * C S
sz!bnhtyﬁnhancemem e Lg'&tmg (Interior) T "
v - EmployeeMotivation . -0~ Alarms * oy Tm e
Hh Moyemenzwmrals e Cameras * e . 4
Can piifteﬁ* ui!fer unchallenged in areas Can shepiifters exitfmm:vourbusiuesseass‘ly‘?t ;
d!:;ﬁayingsﬁopimable jtems? , YES NO Lo
YES NO Can cu.,tomer.,leave your business, * e
Dayg_;r employeesshy away from without walking pastacashier? g
engagig tho attention of cus- ‘ . i »
{omers who are observed re- j Are youremployees y,r;tfé%?d”in L :
maining insemcteareasof dealing wnths‘zcgﬁm:rs? - =
zhe business? — k
' g T Dayou regadelectmnic pricetags B P
Do youpermit group.sof Young: o oee e astoo mqghmwbleto use inycm’ T :
- stersto hang outinyour T * business? T e e
buslness’> e *
e : If any answer is “’fes,” check these techniques
PR uﬁany answer ns“&'ﬁ-s,’“cheékthesetechmques jn the Letalog: ~
m Me Catalﬁg A Article Stirveillance and Merchmdxse Aﬁcfmrs
/ ' Visibiiity Enhancement v ,
Employee Mativation L " Employee Motivation . o
Visibitity Enhancement po e Hlarms . :
: Movement Controls ; » Cameras . T S
! f “Lighting {interior) ST ’
Can shopl!fters mncea! itcm.lw;mm.& ucing Movement Contrels -
ebfiewzé? T
'YES NO Can shoplifters be successfully prosecuted, if v
M‘W@fnﬁf&l‘fa@? clerks unab!e . arrested? - S
to observe every cormer and aisle ' YES MO
| iﬁhebus‘inem’? — At& youreluctanttoriskthe : L 1
= potentlal loss of gsod wiil resulting : ﬁ s
: Can ynwpn&etagsb& s from rigorous pursuit of shop- ‘ 4
' switchedeasﬁy? i hfting conviction? s’ e <
I ) . B :
L " Are youre loyeestoobusy(or too e Have you chosen not to train your ?
. 4 uninterested)to stay aware ¢ s employecs intechniquesforob- . & y
‘ potentﬁetshngli,f,mzs? /’ — serving and detaining suspected ¥
- shoplifters? U e i
Hsyaurbusiness l;ghtmg‘ievel too B
- lowtopermiteasy observation If any answer is “Yes,” check t‘hese{echmques -
- of shopiifters? i i in the Catalog: Cy
. ' /észi::kSnrvenllanceandMerchundxseAnchms S Eead
Have you decided against using mer- *“Employee Motivation ]
- chandise anchors or alarms for oo Preses:uﬁon Pohcy ’ « - BET
== highvalueitems? ~ —— —— Cameras ( Ba

S
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* Intemal Theft =
- Begin by acknowiedging that apy%ne working
for you may contribute to invsnitory shrinkage
or <ash loss, This isn't iptedided to make you
~suspicious of ail XQL,)«‘:%ployees, but rather to

- peint outn_,,l;gt:«ﬁ‘térnal theft can occur through-
om&%;fﬁiﬁew day, before and after hours, at all
L s ‘points in a business operation, and be commit- -
<" fed by any employee wito has an opportunity.

“Casing a business to detgg‘mme its wulnerability
to internal theft involves zmgmre complex typé
-of analbsis thanfor other ciimes because pari”
of the process calis for estimating the trust-
worthiness of employees, especlally where it is
unclesr whether shortages are due to shoplifting
or the actions of employees. Nevertheless, if
“you, as an employer, are going to make a
seribus effori at preventing and controlling in-
ternal theft, a first positive step might be to
make all employees aware that there is a

* serjous problem and that you, in the interest of -
yeur business and your honest employees
(usually the majonty are themselves victimized
Just a2s you are, sinee internal theft creates g .~

BTN on overhead and siphons off potential
profits that could have meant raises for themj ~ ’
must take'some action to thwast dishonest acts

by employees.

lf you don't have dne already, then you will
want to establish a loss prevention program.
And. once your program has been established,’
you will need to monitor and audit it at regular :
- intervals so as to deter employees who willbe »
constamly !oakmg for ways to defeatit. '

}; iz

Surprisingly, faw-small business owners perfcrm
adequate background investigations of their .

employees pror to hiring them. As an
employer, you have the right to kndw certain

e

3

£

%
&

_ sure you do got go beyond the ethical P
guidelines provided by federal and state lhws,, -
you shouid faliow the general procedures  ~
outlined in the Consumer Protection Act gavef-
raing employmesst. T

‘The Act stipulates tha: mveshgat:ve agericnes or
personnel divisions canﬁ%,gqgi;p mfmmatxcn .
corxemmg

8 d Bankruptcaes ﬁntedatmg the report by
*mpre ‘than 14 years. . ‘

58 ﬁeccrds of arrests, indictments, or
.~ convictions of crimes, where the disposi-
. tion, refé’ase, or paro!e: therefmm tar'caﬂ'ed :

T

*f

N

o L

things about your employées; however, to make ¥

»

=

- arr decupational qualification or ftitis nee,ded

s -

)

&

- *'Ask an appltant if he/she“belongs tdzri
~ * . orgahization advocgtmg tlﬁ!,,over*hrow of“th; v

MMAL THEFT/ /

%

more than 7 years prior to tha date of the 7
apphcapon M

C . lnciuded imthe afmgmentxoned K& yeat
hm:tatiog: z7e legal suits and judgementsw '
paid tax liens, and accounts placedifor =
collection or other éﬁformatian havinga
de]etenbus effect, :

o e T

#

 The fcﬂlowirg Skt can be of assistance to you
in avoiding practices that the 1aw V‘iews as -
discnmlnatory. ,

’

/7"‘

As an employear you can //

ReqUest an apg!,can}/& wnte hzs/her name and
address on an 4 p’:fcat:en v

Ask an yfpé;c;ant ifa complamt has bf;e&h placed
against nimiher or if hefshe has bizen indicted
for o7 convjcted of a crime and under'what

(,,/ ?f’ﬁeu &“

..,_Askan‘ag }!manf-sﬂgignly |f uhemformayon ns R &4

- W

o compy/wnth state or Federg‘l minimunr age

laws, < "

Explain to an applicant whxch days helshe wm
be reqmred to work. y

Ask if apphcani isa s cmzen, or :f helshe o
has the iptent fo become one,. S

Ask about schooling, both ?cademiq and voca-,
“tional.” g

s &

¥

u

. ‘
!nquire into-work experie’nce.

anﬁifé into his/her character.’ i

Ask foF 7 namea, addresses, and relahonship of
persons 10 be notified in daseof accident‘ L

anuxre into appfu:am winilitary experfem.‘&m
the U.S. Armed Forces. :

,&
Afuﬁ‘ Hiring, aele see dxscharfge papers .

* Ak an applicant abeut membershipgin .’
organizp*nons which do not”(iisclase ,racas
y,rel.,gien. ‘or ngtional origin, K

L

-4
.

I'I N

& I
v g

«Ui.S. govetnment.” b

AR the Sex oféhn app!icant onlymvhere it ccm. 5 '
- =§titutes a qﬁa}iﬁaatmwfar tl;p jg ey
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o ﬁig an enigloyer you cannot: o > *  Remémber to use all the inforration you
" Ask an applicant whose namé has been  *  have available to you. Afterthe background in-
changed gg diaolose the original name.  © . formation has been compiled, you can then

determiné‘ if the applicant is a good risk.
© Inquire as to the birthplace of an applicant or

=

applicani's farnily if outside the a.s. R It is easy to see, then, that casing your
0 business for internal theft is a very large job inc
~ Askan appllcant hig/her age when nt is not relef -+ deed, Obviously, there are many nther areas
- vantto the job. - - ° = "you will need to cover, For example, do you
+ Ask an dpplicant his’ religion, name of his{hel . know ybur stock turnover accurately enough to
church, pari sh pastor, or feligious holida: S 7 < detect Iosses Wlthiﬂ 1 week of when they oceur?
,observed. , Do you monitor cash levels in registers often
\(nouah to deteét shortages within 2 hours of
Ask about an appiicant s calor or race. NO" can hen they occur? Do your employees regard
you require a photograph with application,  youas someone who might procesute them for
Inquire whether an applicant’ s spouse or parents  -theft? e
are naturalized or native citizens, ' :
Inguire g.s to the Jocations outside the (LS. of- A Secunty Chack List for
businessps belonging to an applicant's relatives, ) f:he (:nme pf !nter,nal Theft
Ask the place of residence of an applicant's ~ ;

) ‘ y Are your emplo,;ees ﬁﬁc!ined to steal from your
spovde, parents, or relatives. : business? “YES No
Ask, a male applicant to provide the maiden # s ¥ - Doyouneglect to checkout

.. narnz of his epause of his mother, - . ~ employees’ eferences and job
Inquire Into foreign mihtary expenence. 3 histories? ‘ _ —_—
Require an applicant to produce dxse!narge | f")‘:iﬁg;‘ conduct infrequent inven-
papers hcfare employment, ’ —
: If any answer is “VES," check these techniques
. Askan app!lcant to disclose me mbershlps in in the Catalog:
I orgamzat:u..- ¢ which disclose race, religion, or _
" naticnal Q"g[n, o p - Movement Controls
L N, Employee Mctivaiion
: : : . c . léey Control
‘:’our background investigation of prospectwe *, Employge Screening
. employes should always cover the foilowm,, o .. . Vsibility. Enhancement
- three wéag - . Invehtory Control

Amcle Surve*llance and Merchandlse nnchorc
‘1. Prior® emp!aymént as far back as pcsszble

2 Credit references and credit cnecks with’
~ your local credit bureau,"These sources

. ls your merchandise easy to steal? . N
S YES NO
DG you pgstponemovmg and R

. cart provide you with a great deal of usefal {dgging innew sh,pméms of mer-
~information. For example, if an applicant - ° - . _chandise? : e
. has incurred a large amount of dekt, can T I
- *. helshe live adequately on the salary you - - If the answer.is Ye;, check these techmquey-
. ‘offer? If nat, will the pressure become so ¢ in the. Catalog: . _—
a great that he/she will be-tempted to steal @ Mbvement Controls
froim you i ovder to pay those' debts? L Empi!oyee Motl:vatxpr
5, 3. Personal references should always be -7 prticle Suryeillance and M.e“’ha“d‘se A“Ch"'s
“ = . checked. Although most job applicants list . Ximbéﬁty Er]xhahrgmem RS "
.. . individuals from whom they expect good. 1 ey ontrg l e T
| refereBrn.es.klt is Important to make con- lnventory, antro o .
o tact. By asking carefully phrased uestaons e
A _ asto tge appl?cam g hfesg,de ‘and general C Can price tags be switchea m yaur merchan«
A " “character, you may be able to ascertéin ¢ . - dise? ~ S0 YES NO
+ien oo important information which witt assist o Do yeu negtect to spot chec}f;
S | ymx in maki 3 your decisian. e v ST employee purchas!és‘? T e
: 8 4 < o, kq . ;
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" 1f the answer is “Yes,” check these techniques

in the Catalog:

Cameras

Visibility Enhancement
Key Contro}

Empioyee Screening
Employee Motivation
Shopping Services

Article Surveillance and Merchandnae Anchcrs

Money Handling Routines ( .
Inventory Control .

Are your cash registers prone fo
tampering?

Do you permit several cashiers
accesstoasginglecashdrawer? . .

Do you neglect to conduct surprise o
checks of cash registers? : R

if any answer Is “Yes,” check these techniques |
in the Catalog: -

Key Control

Employee Screening

Employee Motivation-

Shopping Services

Visibility Enhancement

Money Handling Routines ‘
Moverent Controls »

YES MO

‘Can your business operating property be

stolen easily? .
o . YES- NO
Do you feel it's tco much trouble )
to hold employees accountable

forequipment assignedtothem? .

If the answer is."Yes,” che‘c:k the:.e techniques.
in the Catalog:

Key Control

o remove merchandise?

Employee Screening

Employee Motivation
" Inventory Control

Can your employees entcr or leave your
business ezsily? -

YES NO
Are yaur buslneas keys easy to v
Have you decided agalmt akey.
control system? U —

Are there outside windawsar doors
in the business that can'be used -

if any answer is "Yes,” check these te::hmques

‘in the Catalog:

Fencing, Walls and Hedges

Article Surveillance and Mérchandise Aﬁchms .

. Window Protection
Mevement Controls

."Door Protection
Key Control

y

C:an empioyces who steals from ycmr buginess
be succesfully yrosecuted?

YES NO
Doyoutendto excuse mirior -+
instances of ¢ mployee theftto ~
¢ avoidconfrontation? © R

If the answer is “Yes,” check these techniques
in the Catalog:

Employee Motivation
Prosecution Policy
Emgloyee Screening
Shopping Services
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- APPROPRIATE SECURITY TECHNIQUES

- Interpreting Your Findings L
After completing the surveys, you have prob-

L  obly learned—to your dismay—that your

business is vulnerable. There is too much ¢ash -

- % ° In the registers for normal operating needs. it

;¢ would be'easy to take money from you or your

/%, =ourier on the way to the bank. You don't have

"y an opening or closing procedure that guards
zgainst robbery or burglary by stay-behind
customers, Your doors and windows can be

.breached, Your skylight is easy to open from
the outside, You're riot sure how miany keys can
open your locks, You don't spot-chieck for in-

... ventory shortages ar cash loss. You,aren't sure
-~ ‘hoyr much inventory loss is due to shoplifting.

You don’t know whether every bill of lading is
checked against merchandise, You can't
guarantee that ‘every sealed carton in the
storeroom s actually full.

The extent to which these statemerits apply is
the extent to which your business is vuinerable.
'ﬂ&cidigg which aspect of business vulnerability
is mos! serious depends on your own piicrities
and on'the history of your business. If you

haven't had a problem with burglary, you might |
best start by cancentrating on detecting inven-

tory loss when it occurs and on reducing it On
+  the other hand, if you find your business is ripe
» . for shoplifting and would be easy to rob, then
* voncentrate first on techniques for reducing
your vulnerability to both érimes. One word of
encouragement: beginning a security program

involves no more than an intensive application |

of techniques you are already using; ‘further-
miore, securify techniques have a way of in- .
terlncking, Precoutions you take against
- burglary, such as installing heavy-duty locks
and controiling their keys, can also reduce the
incidence of internal theft because they limit
the easy passage of merchandise from the
store, By the same teken, careful monitoring of
merchandise inventory both on and off the
* display floor to detect the actual level of
"~ shopiifting can reduce Internal thelt because
you ¢an determine when it happens more
readily. . e
Security Problems and Potential Solutions
" Every business, no matter how small or large,
should have a system of security, One fock, one

- We suggest that you turn now to a ciuick ex-

alarm system, or ane internal security pro- Ny
cedure by itself will not provide you with ade-
quate protection. it takes the interplay of many
security features and policies to successfully
combat these four crimes. A security program
is only as good as its weakest component; each
component provides protection that strengthens
the effectiveness of the others, In this manner,
the safeguards you take represent a series of
barriers for the criminal, so that he encounters

34 section 4: HOW TO INTERPRET YOUR FINDINGS AND CHOOSE

an increasing level of security as he moves from

the outside perimeter of your property, through
the inside of your property, through the inside
of your store, to certain high-risk areas within
the store where valuables are located,

The next chapter (Chapter lil of this handbook,
see page 41) is a catalog of security techniques
that can be emnployed against the four crimes.
They are loosely classified in four categories
ccf:;responding to the k.._.s of protection they
offer:

¢ Property Line Protection (those that
ppvide vour first line of defense)

Entry Protection (the protection of points
of entry)

Internal or Space Protection

Point Protection{of valuablz imerchandise,
cash registers, safes, etc.).

L

¥

°

Generally, they have one of two purposes: cither

to make commission of the ¢rime more difficult
by hardening the target or tc reduce the cost of
ctime by limiting the potential take of the
criminal. -

amination of Chapter Ill. In going through the
techniques, it may be useful for you to begir by
referring to your completed check lists. These
will identify the areas where your business is
most vulnerable. Then look up the techniques
which can reduce that vulnerability by turnipg
to the appropriate pages of the catalog in
Chapter Iil. Lastly, you should return to Sectich
5of Chapter lf{see page 35)to completethe
process of designing and setting up a securjty

grogram for your business, N »

& ’ ’

. #

& =
. 3" . ~ \ ) ‘ ;

: . .
: -
s :\.\ ? ' " ‘*

P

¥

7

o

: \"

\!

S
&™




et

¥

. » ‘ . 1 Bo Y. % i sy 1 %, R
Section 5: HOW TO DESIGN AND SET {iP A SECURITY PROGRAM 3 5 0
FOR YOUR BUSINESS =« . 8
. ' “ * - L N ’ e ® B : k
| . . oy
Good Management: Good Security =, The security techniques described in Chapier 4l
Achieving an adequate level of security in a were chogen with economy in mind. Where .
small business requires only the skills and, . possible, tethniques have been selected that
knowledge sequired to operate a business <an enhance business operations as well as im: |
generally. That is, no special talent is required prove security. In figuring how ruch.to spend N

to reduce a husines$ loss to crime, only
conscientious attention to the same Kinds of
details th: . lead to profitable operations. |,

This means that reducing loss to.robbery,
burglary, shoplifting, and internal theft.requires
the same savvy that goes into decisions affect-
ing the layout of a store’s interior, the selection
of merchandise lines to carry, the level of prices
to charge, and thedisplay techniques that lead
to higher sales. For this reason, this handbook
treats security techniques as extensions of
management practices, wherever possible, and
not as special undertakings. Thus, careful atten-
tion to,cash management--which is really no
more than ensuring that the proprietor knows
how much money is on the premises and where
it is located—is an impostant countermeasure
to three of the four target crimes: robbery,

‘because the amount of the take can be reduced;

burglary, because cash loss can be thwarted en:
tirely; and internal theft, because the crime can
be detected immediately.

How Much Should Good Security Cost?
Like all business costs, the investment a
business makes in security countermeasures
should be as small as possible, consistent with
prudence, Certainly this is remarkakbly vague
advice, but there simply is no consistent rule of
thumb for small businesses, Part of the dif-
ficulty in answering the question lies in gauging

the seriousness of the crime problem foran -

individual business. One authority estimates
that the basic cost for a protective system
{primarily alarms, guards, or special equipment)
should amount to 10 percent of the average

" value of all cash and high-value items in a store
- plus 5 percent- of the avetage value of low-value.

items ang property. (The average is computed *
over a 10- year period). Thus, a store that or-
dinarily has $1,0004n cash, $15,000 in high-

- value items, and $10,080 in low-veiue itemis

would begin‘with a base igvestment figure of
$2,100. That investment total is modified by a

, pumber of fadtors, especially where com- -

™

pongnts of a security system &re alvehdy in?, |
stalled and where there may be'additipnal =
benefit bésides loss reduction gained from the
selection of a'tethhique. 7y~ . 4. N
EASE S -

5,
o
¢ # ¥

- {Figure 8).

~ security to aim for depends pp the reel threat

: ¢rime, "

. theft; (3) careful attention to cash handling and

 routine for cash tzansfer, to counter robbery,

‘,é‘ : o
v:iy.‘ (
*

¥

for security, the businass operator mighit con-
sider usihg the procedure oytijned below

Components Of Good Security

1t is likely that good security exists’'when a d
business does not soffer serious loss from

crime, Another way of sayingthis is to observa

that, fér most small businesses, the level of

posed by ¢iime to,individual businesseg. The
object of a security programyis to énsur¢ that
the loss to criminal activity isbalanced bythe , =~ »
success the business enjoys, Therefore, some e
fevel of crime.related loss may be inevitable}
whereas exceeding that level calls for .
couptermeasures. Similarly? two or three colds o
may be inevitable during a winter season, bst Vo
precautions must be taken against pneumonia

or bronthitis. LT "
The primary strategy for dealing with ¢rime IR
against small business is very like dealing with L
disease: first, avoid«exposiir® to'crinie; sacond,

take prgvemiVe measures against criminals; Co

.and, third, combat crime wherg it gocurs. For 1

the small business-progtictor, avoiding ex- ,

posure me#ns teducing the attractivenessofa , -

bugirfess to criminal attack; preventive

measures involve making the performance of

the crime unacceptably difficult for the ,

crimindl; and combating crime means employ. -

ing mechanisms toapprehend and prosecuts

criminals as a vonsequence of detection and ar- L

rest during or after the commission of the T e
: : i/

In practical ternis, 2 good security program for HE

a small business consists of (1), mixture of y 2

good door and window lbeks, sufficient lighting

to discourage burglary, and an alarm system |

where one i¢ warranted; (2) inventory pro- |

¢edures and access control to reduce intemal -

theqmovg&\em of the public into andout of the =
store to thwart shopliiting, along with interior

_ modifigations’ to dmprove visibibtythroughout

the display area: and (4) a dumber of procedural . . o
steps suchasli.  jthe madimunythatmey  °
be retained in & cash register, and vatying the

3
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Here's how to estimate the amount you should crnsider Invesilng In @ sezurity prbgraey,

1. Computethe volsl dollar value of ol cash and high-value items In your Inventory afeny ane
time. {Use fnsurance value cfreplascement cocts, f you oxpest the siock to increase in tiza or
vatue dusring the next 50 yesrs, estimate the aversge value gver thet pericd), Divide the sverage
value by 10.
» (Highvalue ltemsy > 10 - A
{Highwvslue + 10)

2. Compute the tole] dllar value of o)) other, lowervalue ltems on haad 8t any ane time, using the
samie procedure a5 for high-vatue items aboye, Bivide the lowvalue ltem average value by 20,

¢ (lowervalye (em) 2120 - 8
. {Lowvsive &« 20)

B ADAARIE B svar vrvenersscnrroenssiossnssnsinces casssssssrsesansnsassinens. vou <
Totat Adjusted Value
4, How-—tysiuete your owp security tisk. i »
a, How much is your "stadlable” meschiandise and cash wonh? ’
{essthan $100 (= ¥2) $100-51000 (= 1) More than $1000 (= 1Y2)
Inoert e tAING TUMBEE HOT tuiiiicss sasaificeisatacraisrivantsiranrarcacaneirans [+8]
P Value Rallng
b, Dnes vnur typs of Busindes ekperionid mor orime o7 o5 orime than the aversge business?
Less crine (= 1) Mye ceime (e 2)
1Rt the rMiInG AUmBRr NEI® oo v v vvssronncnsssscnscsransronssinsnrs eatrrrercasnses B2
Rigk Rating
« Whers s your business Jocated?
Rural aea (i)
Suburby (= 1)
Central Lity {asnghetto) (w2}
Cegitryl City {ghetin) (m 2V2) , "
{nscrt the (ating RUMBRT HEIE «uvnivicirnetrrintareissoocsrororracresasvsnrsnsrronns B3
tozation Rating
d. Houw chiens does a polize pateo] pass your business?
“ Twite w day, or more(m 1)
Gice a day (= 1)
~ 4298 than onge o day (w114)
[risers the rating NUMbRI REI® ovvseirieiiariieeiosarisssavecesroorneresssntacseraness D4
: Police Rating
v Addthe rating numbers for 01 (value), D2 (tisk). D-3 (location), and D4 (police) and insert
. thetctel here €
s ) Totsl Rizk
e, Divide E(TOTAL RISK) by 4 ond Insert thesesult B4 ..o voiaesnnnirensnnsnnnnrcnsrs F
Risk Factor

S, Multiply C (VOTAL ADJUSTED VALUE) by F (RISK FACTOR) 1o calculsia the minlmum requirement
con,

s Minlinum Requirement »
lgyyau wiit "geace of mind” aver and above the mintmum, multiply the minkmum regultement
2 ¥

» Peace o{.ﬂu;:d Requizement
trisert the minfmum reguitement oF “pesce of mind” cost here (Basic System Costyvuvreennas G
« Basie System Cost

6. -Compuie the doller smbunit you fieed for physical protection {locks, bars, melal doors, #i¢.) and
B S T T P P e

] - Physical
L * " Protection Cost
g 1. AdAG(BASIC SYSTEM COST) cod H (PHYSICAL PROTECTION COST) and insert the total here.... I
. - N Basi¢ Tots! Cost

&5 & & i
8, Compute the 1otgl amdunt 6! insurence premlum giscounts for 10 yfars based on the presenceaf -

s seiity Systerr Snd e thA GO IETE 4 uvreranernvvneroners iToennsiuneevnnsnsonrssrrnss .d
i’ SEPEE " Insuranice
- ¥ . Discaunts
§ o Subttact o INSURANCE DISCOUNTS) fram | (BASIC TOTAL COST) to deterrmine the total securlty
B ICT A TOVEIE PRIOE  « v va s Facrins mocsonannrnrearinessrsanenerensransssnsisnparnse i
: " . Total Basic
N ® : Security Cost
. g;zembermmmmaumm&m;nd Isanly abasic plannlng amount; it will be modified by diiferences in ench
ness. " ¢
ﬁﬁ . Py ] &
* L3

| *  FIGURES
BE&TIMATING SECURITY INVESTMENTS AND EXPENDITURES
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Wi:at To Consider In Choosing Tech-
nigues And Equipment For Security

A good security program should include ap-
propriate crime insurance to offset loss from

criminal activity. The Bank of America offers

the following suggestions for selecting an in-

surance policy:

Crime insurance supplements a mer-
chant's security program. Although
insurance dees not deter crime, it
does reimburse the retailer for losses
sustained in a burglary, a robbery or
from employee theft.

Prudent shopkeepers select 2n in-
surance broker or agent familiar with
the particular typa of business who
can devise an Insurance package
tailored to meet their specific needs,
Retaiters should ask for a brief
discription of what the policies
cover...

Retailers may buy a “3D" (com-
prehensive dishonesty, disappearance,
destruction) blanket crime policy, or a
broad storekeeper's policy, or obtain
similar endorsements to existing
policy forms. These reimburse
retailers for losses dus to employee
dishonesty or counterfeit currency as
well as loss of money, securities or
merchandise through robbery,
burglary, or mysterious disap-
pearance. The policy also covers'cer-
tain types of check forgery and
damage to premises or equipment
resulting from a break-in.

Store owners may prefer to cover

specific needs with separate policies
including:

& Mercantile safe burglary policy to

reimburse the reteiler for loss of
money, securities and valuables
from a safe or vault and pay for
damage to the safe and other prop-
erty resulting from the burglary.

s Mercantile open stock policy to
ensure the retailer agatnst burglary
of theft of merchandise, furniture,
fixtures, and equipment on the
premises and pay fdr damage to
property resulting from burglary.

e Fidelity bonds to reimburse the
employer for loss due to embezzle-
ment and employee thefts of

money, securities and other proper--
ty. Employees who handle money, |
cash receipts and merchandise
should be bonded.

# Forgery bonds to reimburse the
merchant and/or the bank for any
loss sustained from the forgery of
business checks.

insurance premniums vary according to
the type of business, store location, .
number of employees, maximum cash
value, amount of security equipment

- installed and prior losses, Typical
premiums for a blanket crime policy
range from $150 a year and up fora-
$2,500 limit to $250 a year and up
for a $10,000 limit. Broad
storekeepers' policies, designed for
smaller operations, allow a maximum
limit of $1,000; annual premiums
range between $290 and $580.

Merchants operating in high-risk,
high-crime areas need the most in-
surance but are often the least able to
afford it. Furthermore, they have dif-
ficulty finding Insurance companies
willing to underwrite them. And
retailers whio experience a number of
burglaries face high premiums, or at
worst, cancelled policies.

In an attempt o break this vicious cir-
cle, Congress authorized the Federal
Crime Insurance Program to establish
Federal insurance programs in those
states where the problem is especially
acute and where state programs have
1.ot been instituted. '?

Federal Crime Insurance

The Federal Crimz Insurance Program may be
an affordable solution to the insurance dilemma
facing small businesses, especially those
located where the need for coverage is greatest,
This program became effective in mid-1971 and
provides affordable crime insufance to both
businesses and residences that '¢annot obtain in-

~ surance otherwise, {t is administered by the

Department of Housing and Urban Development
and, at this writing, was available in 21 states
and the District of Columbia, It covers losses
due to burgiary and robbery and may be ob-
tained either thraugh licensed insurance agents
or a private company that acts as a servicing
agent for the Federal Insurance Administration,

There are a number of requirements concermning

protective devices that must be met fora
business to be eligible for a policy. in gensral,
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they call for locks, bers, or alarm systems that
meet Federal specifications, {Details are
available on the application form.) Rates are
dependent on a number of factors: amount of

-coverage, gross receipts of a business, and the

level of crime in a given locale, For informa-
tion, call toll-free (B0O) 638-8780, or write:
Federal Crime Insurance, P.O, Box 41033,
Washington, D.C. 20014, and ask for a com-
mercial application form. (A copy of the com-
mercial application may also be found in
Appendix E.)

Employee Relations

In a successful security program, employees are
part of the solution, not part of the problem.
Choosing security techniques should take into
account the effect they will have on empioyee
morale. Does the instaliation of new locks and
key control system signal that you don't trust
your staff? Can you provide incentives for
employees to report loss and incidents of
shoplifting that make them as concerned as you
are about shortages? Does the technique en-
courage honesty or resentment? Consider these
questions in making a selection,

Community Involvement And Legai
Questions

In selecting elements of a security program,
consider the availability of police as a factor in
deterring crime. It is probably worthwhile to
learn about the precinct boundaries where your
business is located and the types and beats of
patrol officers.

By the same token, consider the legal aspects

- of individual security techniques: in some areas,

certain countermeasures are illegal because
they violate fire codes (e.g., double locks and
sealed doorways) cr other safety regulations. In
some communities alarm systems may be tied
into police headquarters providing they meet
performance standards (but a false alarm may
cost a fee),

Statutory Obligations

If you're building or renovating and want to en-
sure a secure ctructure, make sure you check
commercial security ordinances that apply in
your community. (If there isn't such an or-
dinance, take a look at the Oakland, California,
model ordinance in Appendix B for an example
of 2 good set of security standards.)

The Buying Public

Business operators don't need to be reminded
that the public is their lifeblood. Public gouawill
is essentisl to the successful operation of &

2 g

business, and goodwill can be lost when securi-
ty becomes oppressive. For this reason, ton-
sider carefully what customers’ reactions might
be to armed guards, merchandise anchors,
cashier enclosures, and electronic price tags!
On the other hand, also consider the conse-
quences of loose security: does the apparent
absence of countermeasures encourage
marginal criminals to teke chances? A judg-
ment on this question calls for the most
deliberate examination of your relationship with
your customers.

The Applicability And Appropriateness
Of Security Techniques
Choosing among the variety of techniques
listed in Chapter lil also involves making sure
that what you choose fits your business opera-
tion. In particular, you probably don't want to
install equipment that requires a training course
tc operate, Neither do you want counter-
measures that either interfere with each other’s
operation {a watchdog would set off an acoustic
alarm sensor), or that solve only part of the
grob;em (e.g., a sturdy lock on a light wooden
oor).

Consulting With Security Professionals
And Architects

While most of this handbook concerns tech-
niques that individuals can handle thernselves,
some items and judgments call for professional
help. Technigues that do call for more than
business proprietors ordinarily undertake are
identified in Chapter lli. In addition, a glossary
of security terminology with the architect in
mind can be found in Appendix D.
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CHAPTER lil: CATALOG OF SECURITY 'mcamauﬁs

_ Section 1 PROPER’I‘Y LINE PRQTECT!OP!
Crimes Targeted: R@bbery, Burglary

Property line protectioﬂ measures represent property line may either aid or hinder.police
your first line of defense a“gla;nst ?trusmn Their patiol of your premises,
major impact on a potential intruder is .
psychclogplcal intimtidation rather than physxcaI Seie&itd Measures

barring. Their prasence cerves as a warning, an » Fencing, Walls and Hedges
indication of your security-mindedness. One im- » Watchdogs

portant consideration to remember—the "* Guard Service

measures you employ to establish a secure » Lighting{exterior)

GUARD )
HEDGE SEHVICE  LIGHTING

~

FENCE

WALL  WATCHWEOG

#iteiving ] f T
StoRAGK rseiay
-
g . - 2z
FLOATHNG DUCKS s mmisovipn $7OHE 0 i y i IURLI ANTA) i - ; Y
- MMRCHANGIE -

< ¥

FIGURE 1 . o .

PROPERTY LINE PROTECTION
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Qﬁme”l‘&rgeﬁed: Burglary

DESCRIPTION . A
When considering property line protazifon, the
first thing that comes to mind is some form of
Bargier or fence. This fence is often considered
the first ling of defense against intrusion and
usually is just that—the first Gbstaciz for any in-
‘truder to overcome in order to penetrate a

© * facility, In some cases, the fence will provide

S

‘enough of an obstacle so that an intruder will
not even attempt to enter the facility, or it may
make it tao difficult for him to negotiate the
ferice when leaving with his loot. On the other
hand, the fence may only serve as the begin-
ning of a series of deterrents. Often the type of

fence and the amount of protection provided for

the fence Wwill determine whether the intruder

- proceeds any further, Of course, if someune is

deterrnined to pefigtraie a facility and is willing
to take the chances and risks inherent in an in-
{rusion attempt on even a well-protected facili-
. ty, no barrier will keep him out. However, a
aood fence will generally be a psychologicat
deterrent to the casual intruder, Fences should
be of the see-throutih’type, solid fences and
hedges should be no higher than 3 feet unless

~unusgual circumstances are present, The reason

“for the 3-foot limit is that it is the maximum
height a patrolman can see over while seated in
e patrol car.

HIGHLY, RECOMMENDED
Chain-link fencing (cyclone fence)
- * Height not less than 7 feet
* Pasts set in concrete
¢ Posts spaced no more than 10 feet apart

- FENCING

| Construction Fence o
| When cost is.a major factor, any fence is beiter

 than ma fence, If you are moving into a new

{ buitd ng, modify the fence put up by the con-
} struction crew so that it provides protection and

| yet is attractive enough not to reduce your sales
potential, ~

'RECOMMENDED

Standard Heights: 3, 3%, 4, 5, &, 7. A 6-1oot
fence costs only about 59 per cént more than a
.?»fms; fence, not twice as much because of the

. lower cast per foot for the posts and top rals,

S \V

Iy

\ﬁ@ﬁl? P o b

&‘ﬁcﬁnamy Crade——11-1/2 gauge galvanized wire
with 2 1/4"x 2.1/4" diamond-shaped mesh
{large enoughfor a child to fit the toe of his
ftennis shoe into), 4 height at $1 perlinear. foot
{including standard 1 5/8' line posts 10 feet
apart, 1 3/8' top rails, and aluminum’tie wires)

Y

" EXTRA: w ot

Comer posts $7 to $B
 Gate posts $5t0 $7
Gate $20 (for single walk gate) -

'Medium Grade—11 gauge with 2" x 2" mesh .
(considerably stronger fencing) 10 pércent more
) than economy grade = i

A *

W

K3

O
Qn DN 1\0/\ AVAYAYS
-

|
1

o

Heavy Duty @fadaégauge wirewith 2" x 2" ..~ - '
“mesh, 50 percent more than economy grade, 10

cents extra per foot for vinyl coating

¢ Posts spaced every 6-8 feet,
® Post bottoms must be heavily coated with
creosote to protect against wood-boring in-
sects and rot. .
. & ilnless In concrete, posts should be sunk 3
feet in the ground %o give a solid base.
& Approximate costs ST

—No. 3, 1" x6" pine boards, 23 cents
per running féot : ;

—2 x4, 20centsperfoot

—~7"posts{diameter 5%, $1.75 each

P
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‘An ordmary mcket fence is a good ¢hoice «

X

. visibility from the street. The spaces between
. each upright picket should be ds wide as the
pxckets themselves, but too-small to provide a %
fonthold o

s

. "because the shaces between the pxckets provide = '

Privacy fencing high enwgh to obs'truct the

: wnthout bemg seen.

.._...n____,. ' ,__n____. Jﬂ or hrgmfalsgalarm rates

Cross-Rail fences make good use of a minimal

* jumber supply, but are harder to build than

other types of wood fencing.

- o
' "VL t 1]
“""lp 11
l, r‘?:t:__b} < :
Tt > e
: — 1 '
II“ s PN

Basketwepve fem:mg s. bxq advantage is that it .
looks the same on both sides-and hasi a lot of PR
appeat because of ms extra ﬂanr g L snmeone attempts to x:hmb over the fence
S - : N ,; ¢ 4 E.f\; . . v ,J , . @ s
. ! a 3 > VA. . ’ i: ; 2 ; ;
- k2 =g ! X o i ‘
W f i 3‘ . Y B Gq . §= 5
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. wide rather.than high, and of thé prickly or” = .
‘thorny variety. Thorns are moré&of a discomfort

¥y

- communities, especiaily when the property i ls
.dqlineated with a barrier, .

‘HIGHLY RECOMMENDED R

v : | g
2§ r-of - B - i
3 , B4y 47 ¥ |
. © > & B
‘} 7 .
* 2 . S i g
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Y H 1 !
3 . . . RY
b L ) g :
b > L% . « RN £ %0
5 ; BT L . 1&,‘ é:&i
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NDT RECOMMENDE,D ‘ ‘ R

Dangetaus wire fencing, barbed wire, and um- o
brella spikesgn top of fences trapmostly the: .. \
relatively irndcent: these will not ‘stop the pro- . =
fessional thief who wili simply throw a jacket o;j

a tarp over the top of the fence and then climb--

ovér it.-Such fénces are, pmhibited in many *»

areasof the, cquntry.

;, LR

view into the stgre an.. ya?d hréa are’favored by
burgiars bef’ause th;y can wokk behmd them - ° R

Lliis generally not practlcal to add an alarm SRR
system to the fence since so many environ-
ental factors(ddgs, wind, etc. )are r‘esponsnbie

WALLS AND HEDGES
Crlmes Targeted Burglary

\

A low wall or hedge dves not provide the kmd
of p&qtectton possible yith a good fence, but :
wilktend to keep tresp Yssers ‘out merelyby . | [
servmg notice that it entloses private prcperty. U
.Tresgpassmg is itself a misdemeanor in mast

Possibly your best bet in barners isa combma~
tiorr of hedge and fence. The hedge’ ‘should be-

. than g hazard, but the discomfort can be con-

" siderable, The fence should be placed guiside " R
the ‘hedge, partly to protect against-scratching &
- ... of passérsby and children andpartlytomake ..
“ -, for an uncomfortable landing in the évent o




46

& He! ing that does have thorns includes holly, ’

. barbury, and multifiora rose bushes. Such

“gushes cost about twice as much as ordinary
- Wpdging~30 or 40 cents apiece in dozen lots
~ fromi most nurseries, They are also harder to
" take-ezre of and require a great deal of water-
" tng. Thony bushes should be kept low to avoid
aye injurigs and to maintain good visibility.

. ACCEPTABLE L .
. The ordinary privet hedge (an ornamental shrub
of the: olive family) is the most widely used
boundary marker because this hardy plant

.grows alimost anywhere and requires a

minimum of care, Thickly growing hedges are
often alicwad to grow quite tall for the sake of
priviagy, but they should be clipped short tc
allow 2 clear view from the street.

Varlous municipal cedes restrict the heights of
walls, fencing, or hedges with the goal of giving
a more pleasing atmosphere to the neigh-
borhood. Some communities have an ordinance

3

»

iagainéf metal fences for the sake of, coﬁformity.
Check with local officials before beginning any -
“construction,

NOT RECOMMENDED .
Walls are 10t generally cost-effective barriers,
unless the wall is an already-existing one.
Today's cost of constructing sne Is out of the
range of the small business proprietor. A solid
rock or brick wall cuts off the visibility needed
for good security: Spike-studded walls or walls
with broken bottles cemented along the top are
illegal in mast areas, as is barbed wire. Check

with the police in your area for local or-'

dinanceg. ® ,
Further Information: .

Griffin, Al, Home and Abartment Security,
Henry Regnery Co., Chicago, 1975.

Modman, Val, Practical Ways to !.’revent
Burgiary and Hiegal Entry, Cornerstone
Library, New York, 1970.
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. - WATCHDOGS

Crimes Targeted: Burglary

DESCRIPTION.

A watchdog protecting the premises confronts
the intruder with an immediate physical threat.
The aninal's extraordinarily keen senge of
smell, acute hearing, courage, and loyalty—
and, in the case of larger dogs, the willingness
and capability to attack a human being—makes
-him useful in the protactive role. Jrotective
dogs are-divided into three general categories.
The alarm dog, the harassing dog, and the at-
tack dog. Attack dogs are further sub-
categorized based on their training as sentry
dogs, home/business protection dogs, and
guard dogs. Having a watchdog should never be
considered a substitute for good locks and
other security measures, but a four-legged
burglar alarm can give an added sense of
securlty.

HIGHLY RECOMMENDED

Alarm dogs bark at the approach or attempted
entry of 2 stranger onto the premises, but make
no attempt to attack the stranger, retreating if
threatened, but continuing to bark.

“Yappers” are particularly effective alarm dogs.
They are small, nervous dogs, too timid to at-
tack anyone, but their high- pttched yapping can
be heard all over the neighborhood, These in-
clude Chihuahuas, Pekingese, Pomeranians,
Yorkies, Pugs, and Toy Poodles.

Because dogs can dtscem the shghtesé persplra-
tion exuded Ly people under stress, thiy can .
sénsz those individuals who are afraid of them

~ {Gncluding burglars). Stress perspiration con-

*tains an ingredient that irritates dogs, making
anxious persons more subject to attack. This in- .

E stinctive reaction makes even the most com-
* mon mutt, without any special trammg, an ef-

fective burglar deterrent.

BEWARE OF DOG - !
Most burglars will avoid a store with a “Bawate
ofithe Dog” sign on the dgoror gate. Consider-
‘ing what he has at stake, the typicat burglar will

. nat take @ ¢hance if he has.an alternative

target. Some people buy'a sign gvén if they .
dont jxave a dog. ln suéh cases, they should

" o
5 gem &
’ i

) . > ,f
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ol e

“also buy a dog’s feeding dish or dog hcuse to
be more convincina.

RECOMM/ INDED

~ "Harassiing dogs are somewhat larger dogs who
bark at the approach of a stranger and will
snarl, growl, and threaten to nip or bite the
stranger if he attempts to enter the premises,
This dog wil} continue to harass the stranget as
long as he remains on the premises. Certain

breeds of dogs do have innate characteristics

that make them wcnd watch dogs. These in-
clude Airedales, Russian Wolfhounds, Chows,"
Huskies, Mastiffs, Schnauzers, Spitz,*
Bloodhounds, Dalmatians, Labradors, and
Weimaraners. English Bulldogs can be in-
timidating by their appearance alone,

NOT RECOMMENDED - -

Attack dogs are large, trmned and physically

capable of stoppine and seriously injuring a

human being. Gesman Shepherds and Dober-
man Pinschers. are suitable temperamentally

arid physically 1 to beceame attack ddgs.

° A sentry dog accompanies his master tm
- help locate prowlers and will attack anly
. on-command or if his master is

threatened, He will stop his attack on com-

mand.

* A homel/business protection dog Wali be
friendly to visitors walcomed while his’
master is present, but wifl attack any in.
truders in hiz-absence, unless they are
family members. He will also stop his at~
‘tack on command, -

. The guard deg Works alone in an enclosed-
«  ‘“area, Ha will attack any human being who,
" enters that area except his master, Thes,

guard dog makes no distinctiop between -

proprietor, burglar, or policeman, These -
- dogs are delivered to the protected °

- premises after émployees have left at the &5

close of business antlare picked up before
the. ampluyees return in the momifg. -

' Thess animels are Hot recommended for use by 7 *.4
small-business persons becaise of the risk and
T cqﬁt fattors. 'ﬂle indivxdual who keeps ¢ vicnous,
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dog stands the same legel risks as 8 man who % Further information:

keeps a lcaded gun around, He is held linble, + Griffin, Al, Home and Apartment
. not the company who leases attack dogs. The Security, Henry Regnery Co., Chicago,
costs of courses for training attack dogs and 0 1975.
their masters range from $500—$800. In addi-
tion, dogs require weekly refresher sessions for Mandelbaum, Albert J., Fundamentals of
an additioral $10. The cost of leasing a guerd .. Protective Systems, Charles C. Thomas,
dog ranges from $260—$500 per month, Springfield, lliinois, 1973.
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GUARDS

Crimes ’!‘argete&: Robbery, Internal Theft, Bu

DESCRIPTION i
- Private security guards are often hired to limit

access to or to protect property. The guards'
upiforms, shoulder patches, gold braid and
badges are for identification only and denote no
special legal authority, These guards {unless

*deputized) have no greater police powers than

the right torstop and detain a persos witnessed
in the'act of committing a erime—a right that
belongs to every citizen, and they are subject to
the same weapons laws as everyone else, The
average 8 to 10 hours of training guards receive
are far more likely to stress what they cannot
do than to provide them with special crime-
fighting skills; however, guards as citizens do
not have full police powers and are therefore
not subject to the various laws and court deci-
sions which govern the conduct of public police
officers. Private guards do not have to conform
to the Miranda decision, for example {advise
suspects of their rights before guesticning). A
citizen has only the right to detain a suspect,
Police officers make the arrest and that's when
the Miranda rights are recited. Therefore, any
confession blurted out to a private guard before
the police arrive can be used in court. So can
other evidence seized or discovered by methods
denied to police officers,

RECOMMENDED

An oni-site gquard patrolling your property in
uniform and on foot can be an effective robbery
and burglary deterrent. A highly visible guard is
particularly discouraging to the juvenile of-
fender. For small operations, such services can
be prohibitively expensive; rates range from %6
to $8 an hour. However, by pooling their

rglary, Shopiifting

resources, a group of businesses could substan-
tially Jower their individual costs by having one
‘guard patrol a group of stores,

LEGAL RESTRICTIONS

The employer hiting a guard can be held liable
for any injury inflicted by that guard on a flee-
ing suspect while on the employer's property,

Some states now have training and licensing re-
guirements for private guards: check minimum
standards in your area before hiring.

Maost state citizen arrest statutes limit the use of
force to circumstances where the citizen
“reasonably belleves” it is necessary and where
the suspect is one “who in fact has committed
such offense.” If the suspect is found not to
have committed the crime for which-he was de-
tained by a citizen, the citizen can be sued for
false arrest and darages.

NOT RECOMMENDED
Some agencies offer security patrols whe check
the store at regular intervals, testing the doors
and looking for suspicious persons. This
method usually does not act as a deterrent
because of the patrol’s relatively low profile.
Some smaller firms do not have adequate com-
munications equipment available in their
vehicles for contacting the police, and the train-
ing of personnel is very limited. Alss, the store
checks are usually performed at the same times
each night, so they can be anticipated by the
potential burglar.
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LIGHTING (EXTERIOR)

Crimes Targeted: Burglary, Robbery

DESCRIFTION
The vaiue of adequate lighting as a deterrent to
crime cannot be overemphasized. In fact, good

~ lighting Is now considered such an effective
crime control measure that the law, in many
parts of the country, requires business
establishments to maintain acceptable lighting
levals at all times. There are two kinds of
lighting which should concern you: exterior and
interior, Both are essential components of vour
establishment’s security, and, with good plan-
ning on your part, can be accomplished in a

inanner that is cost-effective and energy con-
serving (see Space Protection section for in-
terior lighting).

HIGHLY RECOMMENDED : :

“The kind of exterior lighting you will need is
directly dependent on the location of your
business, Regardless of location, however, you
will wan} to remember this general rule of
thum!ts:'lightﬁp all the dark areas cutside your
store . .

There is anly one sure-fire way to know your

‘building is adequately lighted, o to your place

of business at night, and, putting yourself in the
position of the potential burglar, search for any
and all points of possible entry. Carefully look
around to see if there are any places where a
burgiar could remain concealed from view while
breaking into your store through a door, win-
dow, ventilator, or other points of possible
entry.

1f your building is isolated, you may need to
light up all sides of your store,

If your building is small, four vandal-proof

lights mounted on fixtures at the corners of the
. building may be adequate.

Your exterior lights should be permanent fix-
tures, well installed and meintained properly.
Mount them sc: that they will be difficult to
reach,

If your building is part of a shopping complex,
street lighting may be adequate for the front of
your store but will provide no protection for the
rear. You can install a light at the rear of your
store, usually over a rear door or other points of
high vulnerability,

Clearly, the least expensive thing you can do is
to get together with the ocher merchants in
your complex and petition the city or county
government to install adequate lighting the en-
tire length of your alley, thereby making any in-
sruder cleatly visible to a police officer or other
person who happens by.

Ideally, exterior lights should be on light stand-

ards at the periimeter of the property, directed
toward the building. This lights both the

. grounds and the building exterior.

On a business that does not have any grounds
of its own, but common grounds only, lights
should be extended from the building by metal
supports approximately 4 feet long. Fixtures

‘mounted in this fashion should be angled in

slightly, toward the building. Mounting exterior
ights directly on the building does not il ‘
luminate the exterior, but rather tends to blind
anyone looking at the building. Burglars say

this type of light affords them double protec-

tion, by allowing them a place to work in the
dark and, additionally, allgwing them a good

view of anyone approaching.
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TYPES OF EXTERIOR LIGHTS AND THEIR
COSBTS '
Floodlights

Many businesses, especially those in isolated
areas, mount floodlights high on the cornars of
their buildings to cover sides of buildings not il-
luminated by streetlights. Double-socketed
holders, such as the one shown herg, cost about
$5.00, and the bulbs average slightly under
$3.00 each.

Incandescent light Bulbs

Warehouses, in particular, use these bulbs
screwed into the middle of a metal reflector. A
typical, weather-resistant one, with an
alurinum reflector 14" in diameter, costs
about $5.00. '

RECOMMENDED ‘

Although the initial investment is considerable,
mercury vapor and high-pressure sodium-
lighting systems are now widely used for

general streetlighting in shopping center com-
plexes and other areas frequented by the public,
Mercury vapor bulbs, for example, last many
times longer than conventional incandescent
light bulbs and give considerably more light per
watt as well. However, the most energy-efficient
tight source on the market today is high-
pressure sodium lighting reported to use ap-
proximately 50 percent less energy to preduce
the same arnount of light as mercury vapor
lighting. Unfortunately, the costs associated
with the implementation and maintenance of
these lighting systems make them prohibitive
for most small business retailers. Again, it is
suggested that your city or county government
be made aware of your lighting needs. You may
be eligible to become part of a city—or
county—sponsored lighting program,

especially if your business is part of a complex
or an area that is considered part of a high-
crime corridor.

Further Information:
Griffin, Al, Home and Apartment Security,
Henry Regnery Co., Chicago, 1975.

Post, Richard S, and Arthur A. Kingsbury,
Security Administration: An Introduction,
Ch_e;ries C. Thomas, Springfield, illinois,
1973. .
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Section 2: ENTRY PROTECTION

Crime Targeted: Burglary

Entry protection Includes all security applica-
tions at points of entry and at vulnerable spots
in roofs and walls, Creating a delay is perhaps
their most important function, since few tech-
niques are completely-burglary-resistant;
however, there is a decided deterrent effect for
those intruders who recognize the apprehension
risk involved in a long delay. Finally, if the
deterrent effect fails and a break-in oceurs, the
security hardware will show physical evidence

DUCTS VENTS

DCORS WINDOWS TRANSOMS

of the intruder's attack-—an aid to police and a
must for recovery of your losses,

Selected Measures

* Door Protection
¢ Window Protection
s Miscellaneous Entry Protection

Although certain types of alarms clearly
fall within the category of entry protection
measures, information on these and other
alarm types may be found in the speciat
Alarm section at the end of the Catalog.

SECURE

#ECUVING

STORRCE

TOAGING DOCK), {STGRE RGO, {PUBLIC ARGA)Y

MERCHANDISE

CAsH wEGI: cugronY)

FIGURE 2
ENTRY PROTECTION
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DOOR PROTECTION

Crime Targeted: Burglary

DESCRIPTION
Without a doubt, the rmost vuinerable area any
business has in regard to intrusion is doors. Ac-

- cording to the FBI, over 75 percent of all

burglaries involve entry through the front or
back door. One reason is that a door is only as
strong as its lock. Doors too fragile for ade-
guate protection, doors improperly fit in jambs,
and exposed hinges—all add to the problem.
Doors, however, are most often the easiest
poiriis to secure as well as the least expensive.
In this section is a description of basic lock and
door types, Note that construction materials
used in each door type may pose special prod-

.. lemns in terms of security and should influence

your choice of locks and/or other fasteners. In
reviewing the locks, we will begin with the
weakest (those not recommended) in order to
introduce the basic lock components, and show
how additional features on the stronger locks
make them effective in counteracting burglar
attacks.

TYPES OF LOCKS

NOT RECOMMENDED
Skeleton Key Tumbler Lock (Warded Lock)
A warded lock is operated with a shaft-and-tang

key, and is the easiest type of lock to pick. Ina

IFFIIELIIITERI] 12 R
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warded lock, the key tang engages the bolt
directly and slides it back into the door as the
key is turned. To prevent any tanged key from

unlocking the door, the lock has metal projec-
tions to black contact with the bolt by un-
matched kays, The key must be cut so as to
allow it to pass over the wards when it is
turned. However, a collection of skeleton keys
purchased at a dime store will open most
warded locks, because their thin tangs simply
bypass the wards. A warded lock is just as easi-
ly picked by using a strong metal strip about
3/16 " wide to evade the wards and flip back
the bolt. Since it has to be locked from the out-
side with a key, the warded lock is actually a
deadbolt and was once the only type of lock in
existence. Many older buildings still are secured
only with warded locks.

ikey in Knob Locks (Spring Latch and Tumbler
Cylinder)

These types of locks have the locking mech-
anism and keyhole in the doorknob, The spring
Jatch has a bolt cut on a diagonal to allow

J

anyone going through the door to shut the deor
and have it lock automatically. An intruder only
needs to slide the bolt back into its channel
with a piece of celluloid or a knife blade to gain
entsy. The spring latch is recommended for in.
terior doors only. In a cylinder lock the key
turns oily the cylinder and does not make
direct contact with the bolt itself. The keyhole
is slotted to admit anly a key whose slots have
been cut on its flat side to conform to the pat-

tern. Motches cut into the edge of the key '(mzi

ting) activate interior discs or pins and, if the

pins fall (tumble) into the notches to the proper




depth, they line up evenly across the edge of
the cylinder, allowing it to turn, The cylinder
lock is much more difficult to defeat than the

- wardad lock because three to seven pins or

turnblers must be manipulated one at a time for
this lock to be picked, While key-in-knob locks
may be reasonably difficult to pick, they are
nevertheless quite vulnerable to physical attack.
An intruder can break off the whole door knob
with one hammer blow, exposing the locking
mechanism, which can then simply be pulled
out,

RECOMMENDED

Deadbolt Latch

At less than $1.00 expense, an existing spring
latch can be modified with the addition of a
deadbolt latch. This latch has a small bar
alongside the latch bolt. When the door is
closed, the bar pushes into the locking
mechanism and prevents the latch boit from be-
ing forced back. The locking system can no
longer be compromised by “loiding”
{celluloiding). However, the key in the knob
conﬁguration still leaves it open to physical
attack, :

Deadbolt Lock

Deadbolt is a straight bar, usually rectangular,
that Is squared off at the end and locked only
by turning & key or knob, The deadbolt of a
lock used to backup a primary lock should be
at teast 5/8 inch square of steel or solid brass,

and should stick out of the lock at least 1 inch.
Many deadbolts are 50 short that they barely go
into the strike plate's cavity when the doors are
locked. When the door is jimmied (bentor
stretched away fr~.n the frame), the bolt slips
out of the strike very readily. A full 1-inch
throw eliminates this possibility, A vertical type
of deadbolt is particularly effective in resisting
the jimmying efforts of an intruder. Instead of a
cavity in the strike plate, the vertical bolt is
received by two heavy rings niiounted against
the inside oy the door frame. Cost is from $10
to $15. With both regular and vertical dead-
bolts, the outside lock is on the door, not in the
knob. The cylinder sides should be beveled or
tapered to resist tampering.

e@i@j}: © 1?

Combination Lock ,

Some lacks on the market have no keyhole of
any kind: they work with push buttons and a
combination. A mechanically operated latch
will retract when the numbered buttons are
pushed in the right sequence. One button
pushed from the inside makes all of the buttons
inoperative even with the correct combination,
The door can be opened from the inside by
pushing a single unlock button, certainly more
time-saving than a key in the event of fire.
Locking the door from the outside is ac-
coniplished by pushing a reset bar, The com-
bination can be changed by removing an inside
cover plate and replacing two combination
slides which cost $2.50 a pair. The total cost of
these locks is between $25 and $40 per door.

Application of Lotks to Door Types

Crime Targeted: Burgiary

Wodden Doors

Dcor security has diminished over the years as
the cost of building materials has continued to

o
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rise. The average door being huift today is a*”
skeleton of poor-grade wood and cardboard
filler with a thin covering of decorative soft-
wood. This hollow-core constroction makes it
possible to smash a hole in the door with a fist,
reach in and unlock the door from the inside. A
hollow-core door should be replaced with one of
solid construction, 1% inches thick. If replace-
ment i% too costly, hollow-cored doors or doors
constructed of thin wood paneling shouid be
reinforced with at least 16-gauge sheet stee} at-
tached with screws. A single door should be
equipped with either a double-cylirider deadlock
that unlocks from both the outside and inside
by a key, or with a cylinder deadlock that
unlocks from the outside by key and from the
inside by a knob, or a deadlocking latch that
unlocks from the outside by key and from the
inside by a knob. This loeck should have a bolt
throw (the distance the bolt travels into the

Y |

receiver) of no less than 1 inch. It should be
constructed of solid barstock {machined from
one piece of metal) and have a cylinder guard
ring (a ring of metal around the key section
having a beveled edge). If the door has ,
nonternpered glass panels within 40 inches of
the doorknob, only a double cylinder deadlock
that unlocks from both inside and outside by a
key is recommended to prevent reaching in-
through broken glass to unlock the door from -
the inside. Double doors should be equipped
with these types of locks on the active leaf and
fiush bolts should be installed at the top and
bottom of the inactive leaf.

AU

“alutninum doors are thinner than standard wood

Aluminum Extrusion Doorg
Cylinder ’

Vertical/Horizontal Bolt RS

Steel Insert

Generally used for tustomet entrance, this door
type is constructed of a thin, extruded -
alurpinum shéll with glass covering the majority
of the surface area. These doors.ate vulnerable
because the aluminum frames and éxtrusions >
can be easlly spread with pty bars or other

B

- leverage tools, Oneswulnerable point,is the lock

cylinder which must by necessity be extended =t
out from the surface of the door, since e

doors. To prevent removal of the cylinder.with
prying tools a beveled, case-hardened cylindef '

- -guard Is required, Adding an armored steel

ETS
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strike plate will-discourage attempts to.peel the
door jamb of the aluminum frame awayl from

the latching bolt by distributing the force of a
burglar's tool over a larger area. As in the case

of wooden doors with glass, the lock should be -

-a-dead bolt requiring a key to unlock both

sides, The bolt may stilf be vtinersble to o
hacksawing through the space bistween the - b
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<, edge of the door and the door frame. For this
© reason tHebolt should extend from the verticai
to the horizontal pusition (a configuration which
5 s is moredifficult to defeat than the standard bolt
' in-and-9ut actiop). An alternative is a dead bolt -,
= . heying a free-turning. steel insert which makes it
impossible to saw through.

e
!

Overhead or Recelying Doors o
s ThesSe daors are used primarily for loadjng and
4

unloading ofstock, or moving merchandise into
<% or out of a locaticn. Some are merely wooden
pahels, while others aré made of aluminum or
3 steel; they may be rolling overhead, solid ~
= oyerhead, swinging, sliding, or accordion
.garage-style doors, Whatéver the type, the large
. expanse of these doors,requires that {ightweight
materials be used in their eopnstruction to°
facilitate their movement and operation. For
'+ this réagon, in addition to their customary loca-
" tion in the rear or side of the store, they are
particularly susceptible to attack, Qverhead
doors of the roll-down typé should bedacked
either by electric power or equipped on the in-
side with slide bolts on the bottom bar and with
-@ cylinder deadiock. The other garage-type ™.,
disors should be secyred with a cylinder
deadlock, padigck, and/or metal slidepar, bolt,
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the removal of the pins by:tollowing thess easy
steps. Remove two screws, opposite zach other,
from both leafs of your hinge. insert screw or
concrete nail into the jamb teaf protruding 1/2",
Drill out the opposing screw hole in door. Do

this in the top and bottorn hinge of the door.
When closed, the pins may be removed, but the
door will remain firmly in place,
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One of the most common ways.a burglar breaks
through doors is by breaking the strike plate
out of the door frame. The strike is the mMetal
plate attached to the side of the door frame

where the bolt latches the door. Frequently, the

pn

e

or crossbar on the inside! If a padiock is used it
should be of hardened stesl, 9/32" shackle, with -
- a double-locking mechanism-heel and toe, a
~. fire-pin tumbler, and a key:retaining feature that
~ ! ptevents removal of the key when the lock is
- unlocked, The hasp should also be of hardened
steel and installed with carriage bolts.
if any door should have outside hinges, you can
: prgvenit‘ its being lifted from its hinges through

I

> .
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screws used to attach the strike to the frame °
are too short, so the strike is easy to pull loose
from the frame. Using a longer-than-normal
strike as well as screws long enough to go all
the way through the frame and into the wall
studs will make the strike more burglary-
-resistant. '

Further Information:
Moolman, Val, Practical. Ways to Prevent
Burgiary and Illegal Entry, Cornerstone
Library, New York, 1970,
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Crime Targeted: Burglary

DESCRIPTION

Most entries occur by force through an existing
opening in a building, such as a door or a win-
dow. Windows offer easy access to the building
unless adequately protected, Display windows in
retail stores are susceptible to hit-and-run tac.
tics. Other windows, poorly protected, permit
the intruder to enter the building, often-times
undetected, particularly when the windows are
poorly lighted. Windows should offer light, ven-
tilation, and visibility, but not easy access. In
this section, window types and the most effec-
tive means of securing particular window types
will be discussed. In addition, some general
rules apply in all cases.

RECOMMENDED
¢ Windows and frames must be secure and
in good condition: the best of locks do lit-
tle for a window with a rotton frame or one
that can e pried loose.

* Locks should be designed and located so
they cannot be reached and opened by
breaking the glass. All windows should be
equipped with key locks.

e Properly installed grates, while not always
aesthetically pleasing, give maximum
security to ali types of windows. Many
ironwork companies specialize in design-
ing attractive grills that both canplement
the store’s decor and discourage burglars.

¢ Glazing (safety glass) and glass bricks are
expensive, but highly effective in preven-
ting burglaries, since they are so resistant
to conventional burglary tools.

s Cleaning windowsills periodically wili
permit clearer fingerprints to be left by an
intruder. )

e Alarm systems can, be very effective for |
protecting window openings and are
discussed separately in the section on
alarms. :

NOT RECOMMENDED
* Do not depend on locks mounted on
windows as original equipment. Buiglars
expect to encounter these devices.and they
are easily defeated, '

s Avoid, whenever possible, window dié_plnyé
that obstruct the view into the building. Do

not protect window entry by piling heavy

WINDOW PROTECTION

* Do not lock a window in a ventilating.
position overnight. If windows are locked
in a ventilating position with a key-locking
device, they should also be pinned to
counter prying attempts. ‘

¢ Do nct leave expensive or small items in
windows overnight. These items Invite-
burglaries.

A Word about Glass . . .

Cutting or breaking a hole in window glass is a
common method burglars use to gain entrance
into a store. The replacement of standard glass
with burglary-resistant glazing in storefront
display windows is a good defense against the
smash and grab technique. Burglary-resistant
glazing is aveilable in polycarbonate and acrylic
materials as weil as in a laminated con'struction.
(Laminated glass has a tough, high-tersile
plastic inner layer pressed between two sheets
of glass.) In other windows where appearance is
not the main consideration, wire-mesh safety
glass may be used. However, while it may.seem
to the casual observer that wire mesh safety
glass provides a much stronger barrier than or-
dinary window glass, the sections actually can
be broken cut very easily, and it simply does
not justify the additional cost. Both types of
glass are extremely expensive, and, unless you
have a jewelry store or other highly vulnerable
business, it is more cost-effective to stick with
regular glass. You should consider burglary-
resistant glass if you are lbcated in a high-crime
area and’consider the advantages carefully in
line with cost. Wire-mesh safety glass costs
about $2.50 per square foot (more than twicke as
much as regular, déuble-strength window glass),
and the laminated safety glass costs about -

$6.00 per square foot plus installation.

&

Sash or Double-Hung Windaws
The most common window type is a double-
hung, wooden-framed:sash, having top and bat-

»

" tom halves that can be locked together with a

sash lack. The sash Idick consists of a curved
turnknob on the top edge of z bottom windaw
and a recepiacle on the bottom edge of the top
window. Usually, the two paits of the window do
not fit snugly together, so that a keife can be -
inserted betwsen the two sashes to maneuver

the latch out of its catch. If the fit:is too tight
for a knife, an intruder may grasp both sides of -

, materials in front of the opening. . - the lower sash-and rotate the window until the
i ” . N "\% % . [ . -
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Iatch arm rides out on its catch. Cbviously, the
existing sash lock is not sufficient security and

- . isnot recom 1ended as the sole means of win-
“dew protection. To thwart these tactics, police
_¢rime: prevention units recommend that win-

“dows not being used be screwed shut. All win-

dows in use should be secured with key-

- controlled window locks that can secure a win

dow in a closed position as well as in a slightly

.open position to provide ventilation. The only
keyless lock that is recommended resembles

the conventional sash lock which, when the turn
latch is rotated to a closed position, pulls the
two parts of the window so tight that even a

" knife blade cannot be inserted between sill and

frame. It also has an extra lever that serves as a
sndp lock so that no amount of shaking will

dislodge it. Cost of both the keyless and key-

controlled locks runs between $3 and $4, Even

less-expensive windaws may be secured by drill-

.. ing a downward-sioping hole into the top of the

bottom window through and into the bottom of
the top window and inserting a pin or naii te
form an inner wedge, This pin should be cut so

that the end is flush to the wood, In the event a
burglar breaks the glass and reaches in, he wili
siot be able to pull the pin out even with' .
needie-nosed pliers, If the pin needs to be
moved for any reason, you can draw it out with

.a magnet which the burglar is not likely to be

carrying around with him.

-

3

Casement Windows
Casement windows are usually hinged at the
sides and swing out from the wall, with any
screening inside the window. They are operated

from the inside with a hand crank which has no

locking mechanism, thus allowing an intruder
to pry the window open by springing the weak
crank device. The edges of the window can be
locked with & clamp or latch, making it
necessary to break glass to obtain entry. Base-
ment windows are casement windows hinged at
the top and opening inwards. The ariginal
catches can be quickly unlocked after cutting a
hole in the glass. A 29 cent surface bolt (barrel

DT UYL
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balty mounted at each side of the window will
slow down a burglar by costing him time to
iocate;,ithem. - 5

=

e seen {'l high-crime districts ta cover'entite .

Louvre {Jalousie) Windows e
Louvre windows are a bad security risk because
the individual panes of glass can be removed by
simply sliding them out of the frame. If possi- .,

ble, remove louvie windows and replace with

= 8" b

o ' S

the awning type. Awning windows are split into ";
three panels which open out from the bottom =~ 3
with a crank, The crank, which also servesasa -+, -
locking system, secures each panel making it '
very difficult to force any of them open from
.the outside, The cost of replacement is about
$30-$45 a window. :
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~ Bars and Qrills ., s . o
Display windows, windew-mounted gir condi- "y~ | B
tioners, and rear windows should be-protécted s
by somie kind of griliwork, bars, or grates. A , ° i
steel-frgrhed window guard with hedvy-gauge "‘
mesh (slightly heavier than éhéin-!'ink fencing) - e
cbsts less than 20 cents per square foot andis = & v
difficy]t to defeat with wire cutters. Window =~ ¢ o ©
guards shéuld be removable or hingedv%g the = - 0
top or §idé to allow for removal during busingss b %
~-hours and foy efnergency exit. Some wihdow™ . -
guiartls.are made of crisscross steel sldls, of the .« 3. =
+same design as wooden “haby gates” andmay .
) Q . £




~ covered to prevent tampering and |

e

store fronts at night. Inside locks should be

hinges
should be plugged to prevent their, pins from
being pushed out. Berred windows are most
often built with both tops and bottoms

- cemented in masonry and cost from $25-$30 a

window. They are practically burglar-proof, bui
obstruct the exit in case of fire,

Further Information:
Barnes, R.E., Are You Safe From Burglars?,
Doubleday and Co. New York, 1971,
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There are ysudlly many ppenfhgs into & . «.”

. business building ather than windgws:an
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doorss Anywhere an opening gxisls is a paten:.* <

tial-point of entry for the <iminal, Some adult-
sized burglars can enter your budiiiess throtigh
an opening as small as 6}0 1e5 agross, se.don®t
take chances. Accessory upenings dke biten
shielded frarn view, located on fiofs or at the
side or rear of the store, allowing ample time
for entry without observation. in stores where
such openings serve no purpose, proprietars

~ cap have them permanently sealed. Before do-

" ing so, however,“the store owner should check
with the fire department to determine whether,
safety requirements are met. w

RECOMMENDED

Roof Openings s

Al roof openings should be baired or covered
with heavy-gauge screening from the inside,

_». Skylights should be protected with

—~~Iron bars at least 1/2-inch round or
1-inch % 1 1/2-inch flat steel material
under the skylight and securely
fastened.

— A steel grill of at least 1/8-inch material,
but not more than 2-inch mesh.

e Hatches should be secured as follows:

—If wooden, they should be covered on
the inside with at least 16.gauge sheet
steel attached with screws,

—They should be secured from the inside
with a slide bar or slide bolts.

— Qutside hinges should be provided with
nonremovable pins. Such hinge pins

*

-

- may be welded, flanged, or secured by & ‘

screw.

¢ Air ducts or vent openings should be
provided with

~—{ron bars of at least 1/2-inch roundor

Ijirsch x 1/4-inch flat steel material,

L

*

- Transsing ,

. L
s ‘o

*

£

bp

‘spaced no more than 5 inches apart and
secvrgzly faa:"ene'd A

 —A steel grill of at least 1/8-inch material
“* ¢ of2-inchmeshand securely fastened, "~

&

°

Altexterior transoms larger than 8 jiiches x 12
inches on the side and rear of the bufldings = -
should be protected hy  ©

s Qutside ivon bars of at least 1/2-inch .

- round or 1-inch x. 1/4.Inch flat steel - '
matarial, spaced no more than 5 jnches
apart © N N

* Qutside iron or steel grills of at least, >

. 1/8-inch material but no mmjéthan 2+inch

mesh.
Fire Escepes .
Because human life must, of course, be valued ™ *
above any possible propérty loss, @ fire escape
may be a necessary weakness in your security
system, However, it is generally possible to'con-
struct a fire escape making access difficuit from
the ground by counter-balancing the lowest sec.
tion of steps so that it remains in 2 raised posi-
fon when not in use. A window that leads to a
fire escape should be praperly locked (see Win-
dow Mcdifications) with window kzys kept near
at hand.

NOT RECOMMENDED
e A crassbar of padlock should not be used
to secure any accessible opening that may
be considered as a fire exit during hours
when your business is open.

s Bars, screens, grills, and other barriers
generaily should not be installed on the

" oufside of an opening. If the barrier Is on
the outside it should be secured with

* rounded headflush (carriage) bolts instead
of screws,

-Further Information: ,
Cule, Richard B., The Apptication of
Security Systems and Hardware, Charles
C. Thomas, Springfield, Itlinols, 1970.
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+ access by the public, In terms of robbery and

Section 3: SPACE PROTECTION
/Crimes Targeted: Robbery, Burglary, |

. " Selected-Measures
Shoplifting, Internal Tiieft « ‘Lighting (Interior)

%

: : ‘ Key Control. f
. Space protection includes all those methods of *
iﬂ?onitoring the interior spaces or areas of a . ggsibmg Enhancement
~ facility, They are of crucial importance in deter- . M O’:{‘:’ ent Controls
. ting s detecting the crimes of shoplifting and s Sho “iln eyl
. interrial theft In a retail faciiity where the objec- - s Em x?!gy fe Motivation and Screening

tive is to encourage rather than to prevent free

L ]

Prosecution Policy

burglary control, they should be considered on- Although certain types of alarms clearly fall
iy as suppoit or back-up measures to primary within the category of space protection
., entry protection, in the event it is compromised ~ measures, information on these and other 2larm
* . or [o detect the presence of a “hide-behind” types may be found in the special alarm section
“.  burglar. at the end of the catalog. -
EMPLOYEE
% KEY COCPERATION
INTERIOR CONTROL VICIBILITY MOVEMENT  SHOPPING  AND (GUPPRRT)
LIGHTING (ACCELT) ENHANCEMENT CARERAS  CONYTROL SEBVICES  PROSECUTIONFOLICY .
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LIGHTING (INTERIOR)
Crimes Targeted: Burglary, Robbery, Internal Theft, Shoplifting

DESCRIPTION

The value of adequate lighting as a deterrent to
crirne cannot be overemphasized. In fact, good
lighting is now considered such zn effective
crime control measure that the law, in many
parts of the country, requires business

" establishments to maintain acceptable lighting

Safe Lighted And in Open View
Building Interior 'Well Lighted

levels at all times. There are two kinds of
lighting which should concern you: exterior and
interior lighting. Both are essential components
of your éstablishment's security and, with goad
planning on your ‘part, can be accomplished in
a manner that is cost-effective and energy con-
serving. (See Property Line Protection section
for Exterior Lighting.)

HIGHLY RECOMMENDED

. Night lighting the interior of your business is

just as important as lighting the exterior. Most
stores and retail outlets today use an “open
front” design. This means that store fronts are
designed so that it is possible to stand on the
sidewalk and observe a large portion of the
store’s interior. This type of design is excellent
‘when combined with proper interior lighting
since it will do much to discourage the poten-
tial burglar who uses the cover of darkness %o
pursue his craft, Additionally, good interior

* lighting is excellent advertising for your ,
business, During the hours when you dre .

closed, a well-lighted interior becomes one

giant dispiay window for advertising your wares. -

# -,

-
s

Make certain your safe and cash register are in
clear view from the street and well-lighted.
Mount a small light over the safe: usually it
needn't be more than a 15-watt bulb. The im-
portant point to remember is to always leave
that light burning at night, The police will get
used to seeing it, and will respond quickly if
they observe that the light is out. For the
display area, & single fluorescent overhead light
is recommended. Although you may require ex-
tensive lighting during daylight hours, you will
find that comparatively little wattage wiil ade-
quately illuminate the interior of your business
atr*ght.

RECOMMENDED

If you can afford it, 4 lighted sign which adver-
tises your business, and which does not
abstruct the view of your interior from the
street, could be an excellent security measure
io counter burglary. Essentially, the rationale
for good interior lighting is the same as that for
having good lighting around the exterior of
vour business. Visiting your business at night
will give you the perspective you need regar-
ding lighting. See how weil you can Lisg. up the
interior of your business with a minimum
number of lights. You may Be surprised at how
easily you can hinplement a security lighting
system that is cost-effective. v

Burglars Fear Light _

If your business is the type which does not lend
itself to full lighting of the display arez, make
certain that all valuable merchandise is kept in
areas that are observable from the street and
well lighted. Mount a light at the far end of the
aisle containing the valuable stock. This light

will silhouette any person in vour store and will

make it extremely difficult for a burglar to work
undetected. :

Further Information: :
Griffin, Al, Home and Apartment Security,
Henry Regnery Co., Chicago, 1975. s

Post, Richard $., and Arthur A, Kingsburjf,
Security Admiinistration: An introdysction,
Ch;;lfes C. Thomas, Springfield, itlinois, * «
1973, . T
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KEY CONTROL
Crimes Targeted: Burglary, internal Theft

DESCRIPTION :
Key control is just as important as having good [ ———————

secure Jocks on all of your doors. In the words
of ong security expert. “Locks are only as good :
2g the care you teke of your keys.” If, for exam- ” '

ple, an employee or someone else is able to
gain unauthorized entry into your business, be
may be able to gain access to valuable records
in addition . - the more obvious danger of his
being able-to steal ¢ash or merchandise, If you
can restrict the number of your employees with
keys or combinations, the number of suspects
for an overnight loss will automatically be
reduced. All keys should be tightly controlled
and inventoried. Below are some suggestions
for instituting good control.

REQQMMENDED keys should be tagged with a label in-
Guidelines to Key Control , dicating that theygare not to be loaned out,
e Keep a written record of all key and they should be attached to the pag so
*  identification numbers, Mumbers should be ihat they cannit be removed except by
" coded so that kevs cannot be matched you. Duplicates of file keys should be
with corresponding locks. labeled “duplicate” and hung together on a

separate peg. Loan tags with date and bor-
rower's name mdy be hungon the peg
from which the key was taken,

A Special Note About Opening and Closing
Procedures

If possible, you should have another person with
you when opening your business. First, care-

¢ Maintain an individual key record for each
key, indicating dates and individuals to
whom the key was assigned.

o * Hold periodic inspections to assure that
4 possession of keys correspohds to the »
. assignment record., :

s . Empiozlee should turn in all keys in their fully observe the exterior for any suspicious cir-
**  possession before leaving ydur empldy. As cumstances or indications of forced entry. If
2 saieguard, all{ocks should besrekeyed in - everything.appears to be okay, you should then
" the evant keys have been:duplicated. You enter the premjise singly. The person who enters
can do this.most cost-effectively by obtain-” first shauld routinely scout the interior before
ing an open and continjng contract with a . signaling to the serond person that it is safe to
. lockamith in ybur vicinity, enter the stgre. After the second person has

Y L ’ % entered, the door should be relocked until you
. » Have the keys you issue t&«employeeﬁ Y h . Nl ~
“engraved “do not d uplicate. 7 Even ifan  * are officially ready kto open for business,
employee we¥e to try duplicating the key, * At ¢losing firne, make certain that the same

<, the engraving will likely stop most ~ door js used by everyane who exits the
* locksmiths from honoring his request. “premisés. If you have at least one employee
¢ 9f your business Is §peratedf in a fairly . working for you, station that person at the exit

certain your building is secured. If you have an
_ alarm system, let activating the system be the
last thing you do before exiting.

7" key system. This system will allow you to
“control which doors can'be opened by .
« which émployees,

¢ Keys should not be maintained where they " Further Information: :
. are acceisibie to the public or even to your Cole, Richard B., The Application of
= employees In general. A cabinet with Security Systems and Hardware,
numbered pegs should be used to store Charles C, Thomas, Springfield, llinois,

file keys, loan keys, and foan tags. File 1970.

- while you check all doors and windows to make

e oaanile. P - S P R T ura
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VISIBILITY ENHANCEMENT

Crimes Targeted: Shoplifting, Internal Thefi

DESCRIPTION

For the small business retailer, the main goal of
security is to prevent the loss of your com-
pany’s goods and properties. Your store's entire
layout can discourage or encourage theft, and
the observation of attempts to conceal and
remove property is absolutely esgsential to
preventing its loss und to apprehending would-
be thieves.

RECOMMENLCED

» Wide-area detection mirrors to increase
ajsle visibility and to eliminate blind spols.
Usually, these mirrors come In round, re¢-
tangular, or round-tangular shapes and in
sizes from 10" to 36" in diameter. You
should mount these mirrors up on the wall
in strategic locations so the entire shop-
ping area comes clearly into view. In this
way, the mirrors serve both as observation
aids and as deterrents to potential thieves
who, viewing them, become aware that
everything can be seen by anyone looking
at the mirrors. These mirrors are espetially
useful to the small business retailer who -
may be alone in the store, since they allow
you to see what is going on in your store
while you are performing other duties, In-
cidentally, the convex mirror is also ex-
tremely advantageous for fitting room
situations. Here, it serves at least two pur-
posas: (1) it allows you to observe would-
be thieves who might try to use an
unauthorized exit to get away with stolen
goods and {2) it allows honest customers
to observe any stranger who might be in
the area. :

¢ The two-way mirror which presents the
customer's reflection of himself but can be
seen through from behind is now part of
the security equipment being used by a
number of retailers. The real expense
associated with the two-way mirror is for
the personnel needed to monitor it. Most
small business retailers cannot afford the
costs of monitoring personnel, In such
cases, mount 2 dummy two-way mirror,
high up and flush against the wall with a
frame which gives the clear-cut impression
that yours is a genuine two-way mirror,
This will definitely create a psychological
deterrent to the potential thief,

NOT RECOMMENDED

Peepholes, small lenses arranged in such a
way as to provide magnified wide-angle vi-
sion, are an excellent detection device, but
pravide almost no deterrent effects. They
require an ongeing security system with
adequate personnel to detect offenders and
make arrests. Usually, the costs aseociated
with such a system are prohibitive for the
small business retailer,

A Note About the Physical Layout of Your
Business

Your best defense against thieves is your alert
employee. You can improve his level of alert-
ness by keeping the following pointers in mind:

* Try not to have blind spots in your layout,
and avoid counters that are exceptionally

high., We recommend a counter that is just

under waist height, Also, keep small, high-
value items out of reach in locked cases,

» Don't have too much stock displayed in
your stare area, Cluttered displays attract
thieves; neat displays repel them. Addi-
tionally, it is much easier to take visual in-
ventory of the neat display than of the
cluttered one.

.® Line your merchandise up in such a way
that missing items immediately become
noticeable, We recommend you set your
display cases in broken sequences, If you
can, run them for short lengths with '
spaces in between.

Further Information: ¢
Post, Richard S., Cembating Cc'me
" Against Small Business, Chailes C.
" Thomas, Springfield, Ninois, 1972,

= Security World, “War on Shqpi
lifting,” November 1975, * ~
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CAMERAS
Crimes Targeted: Robbery, Burglary, Shoplifting, Internal Theft

DESCRIPTION

Cameras, according to professionals in the
fields of crime prevention and security, have
proven to be very effective in the deterrence,
surveillance and apprehension of individuals
engaging in the crimes of robbery, shoplifiing,
burglary, and internal theft. The costs
assocjated with the purchase, installation, and
maintenance of most cameras are, however,
prohibitive for the small business retailer.
Nonetheless, there are certain applications
which appear to be reasonably cost-effective
and will be discussed here,

RECOMMENDED

Closed-cireuit television (CCTV) can provide
you with a simple, high-performance security
system that is neither complicated nor overly
expensive, This illustration demonstrates a
basic system consisting of (1) a television
camera, (2) a monitor, and (3) a coaxial cable,
To install, you need only to plug the camera
and monitor into wall outlets, connect the cable
between them and turn the units on. Although
it is widely recognized that the dummy camera
has some deterrent effect, we recemmend that
the small business retailer invest in a real
camera for several reasons. First, dummy
cameras are usually interspersed among a
series of real cameras with photographic and
transmission capability. If you can only afford a
single unit, as is often the case with a small
business, you are far better off with the genuine
article. Second, a real camera with a live
molitor serves as a psychological deterrent.
Viewing themselves, maost would-be thieves
would conclude that they were being watched
from some central monitoring point and will be
effectively deterred.

CAMERA l—

COAXIAL CABLE

By far, the most frequently utilized CCTV
system in use by the small business retailer is
the simple television camera with visible
monitor. These should be mounted high up in
an area which overlooks as much of your
showroom space as i5 possibie: your customers
should be able to see that the cameras are actu-
ally functioning. We do, however, strongly
recommend using a CCTV with a recording
capability.

You should advertise the presence of your
CCTY systern through the use of decals,
pesters, and other display materials, Rotate
them frequently to make sure they are noticed.
Place your decels on prominent places like cash
registers, checkout counters, etc. to add to the
deterrent effect of your camera.

A CCTV moniter with a 9" or 15" screen retails
for between $280 and $380.

OTHER RECOMMENDATIONS

Photographic carneras have a range of prices
and speeds — from once every 2 seconds to full
motion-picture speed, Research indicates that

-surveillance cameras can effectively reduce the

probability of robbery or provide detailed
accounts of actual robberies, burglaries, or
shoplifting in progress. One camera, when trig-
gered by a remote coritrol switch or external
detection device, shoots 3 1/4 minutes of
movies at 18 frames per second.

This camera retails for around $315.

A second camera, called by its
manufacturer, takes individual still pictures at
preset intervals to keep a continuous eye on
your premises. You can use the time-lapse

| BASICCAMERA-MONITORSYSTEM | & . O 56 O
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capability of this camera to provide continual
recorded surveillance for more than a week
around the clock with each 100 feet of film.

Although somewhat expensive, cameras such as
these with their stop-motion capabilities have
pretty much revolutionized technology in the
photography field. Moreover, efforts are being
made to put the cost of continuous film
surveillance at a level that is more economical
and practicai.

NOT RECOMMENDED :

A video tape recorded (VTR) can be set to
photograph one position at intervals over a
period of time, or it can be autornatically
switched from camera to camera, lingering a

NN

A\

few seconds in each station as deslred, On¢
type of video tape recorder is considered ideal
for recording burglaries, robberies or other
events in real time. Another type, called a
time-lapse recorder, will record up to 60 hours
of recorded information for review in 50
minutes, For the smali business retailer,
hawever, neither aevice is considered cost-
effective due to the initial outlay of cagh in-
volved (around $1500 for the VTR and $2500
for the time-lapse version), as well as
maintenance costs,

Further Information: |
The following articles sppearing in Security
World: “The War on Shopilifting,” November,
1975; “The omall Security Solution,” April
1976; or “Creating a Climate for Honesty,”
October 1971,

-
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MOVEMENT CONTROLS
Crimes Targeted: Shoplifting, Robbery, Internal Theft

DESCRIPTION
Although the merchandiser normally desires a
constant flow of products to the customer, mov-
ment controls serve to restrict the flow of
customers and merchandise into and out of the
_store. The control of movement inside the
I store, particularly around critical entrance, fit-
i / ting room, and cash register areas, will limit the
( oppertunity for theft by shoplifters, employees
\\ and even potential robbers, and at the same
“\time will increase the likelihood of their ap-
‘wrehension. The presence of movement controls
may also be viewed as a psychological deter-
rent, becauve they provide visual evidence of
the owner's attention to security. Always check
with fire regulations before installing control
devices or instituting movement-limiting pro-
cedures,
RECOMMENDED
The following suggestions outline the type of
procedures recommended for dealing with com-
mon problem areas, These guidelines are by no
means comyrehensive, but should give you an
Idea of the kind of com.nonsense approach that
can be applied effectively to prevent theft of
merchandise during business hours.

* Provide an entrance for employees
separate from the customers’ entrance.

¢ Employees should not be permitted to
carry purses or packages Into sales and
merchandise areas.

- o Employee parking shouid be located a
reasonable distance from exits to counter
attempts to remove unpaid for merchan-
dise to personal vehicles.

e |f =assible, provide separate entrance and
exit points so that customers entering are
separated from the completed sales and
exit areas.

® Check all mcomlng packages from

- customers.

¢ If cost permits, install turnstiles at
entrances to prevent customers from exit
ing without passing through cash register
areas,

s All registers should be enclosed by a

_counter that fastens with a snap lock and a

_ Sﬁ{mg door, requiring a key from the out-
side. .

¢ Entrahces to fitting rooms should have a
checker who Issues color-ceded tickets or
hangers signifymg the number of piec.es of

clothing taken inside. The control desk
should have a view into the fitting yoom
aisle and the return rack behind it for un-
wanted garments,

* A large {itting room may be equipped with
reduction doors to reduce the use of fitting
rocoms during periods of low traffic.

E’ i L]

Checkout Area
Service Desk

- R = 5
Control Desk v Reduction Doors

NOT RECOMMENDED

Some stores follow a policy of denying entrance

into a fitting room to any individuals accom-
panying garment-carrying customers. The
degrée of security acliieved by restricting en-
trance in this manner is not likely to be worth
offending your customers. A less objectionable

- procedure is to furnish these individuals with a

coded ticket or hanger indicating that they car-
ried no items into the f:ttmg room,.

Further Information:
Cole, Richard B., The Application of Secur-
ity and Hardware, Charles "C. Thomas,
Springfield, lllmois, 1970.
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Crime Targeted: Internal Theft

DESCRIPTION

Employee honesty, courtesy, efficiency, and ef-
fectiveness all contribute to your operation and
eventually, your profit.

Knowing how to rate an smployee in these
areas - let alone knowing what to Jook for —
is a task beyond most small business owners.
After all, you have the business to look after.

A professional agency, called a shapping ser-
vice, has been used successfully by many retail
firms to take the burden of employee monitor-
ing off the owner. While the cost of this service
may be prohibitive for the very smail business,
the service has proven its worth time and time
3gain by accurately evaluating employee con-
uct,

Also, shopping services have added to profits
by reducing the amount of theft and by improv-
ing employee attitudes and thus, employee
worth'to the employer.

While no guidelines exist-for determining
whether your business ¢could use & shopping
service, just your feeling that employee theft

. and misconduct on the job are happening may

make this service worthwhile. At the very least,
you would be assured that your employees are

‘acting propgriy. - ’

The following sections will help you determine

the kinds of services offered which might meet
your needs, how much they cost, and where to

find a shopping service. “ s

- " A Primer of Shopping Service Functions

v

+ Spoiting dishotiest employees

» Spottingrude employees © o
.® Singling out exceilent employees .
~* Making theft difficult

¢ Spotting weak areas in existing store
' " security SRR .
"Aiding in employee training”
. # Helping to increase your gross sales and
B net profit :
* Finding mispriced and outdated stock

@
.

L)

®

RECGOMMENDED %

N
*y
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Most small businesses are-interested primarily |

in employee dishpnesty. If this:is your problem,

i 5
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. SHOPPING SERVICES

¢

-

your employees. One fairly common test of
salesclerks involves two shoppers who enter

- your business separately, acting as customers,
One buys an item, pays with the exact monies
and leaves, while the second, acting as a
browser, observes whethér the salesclerk rings
up the sale or pockets the maney.

Ask the service to take note of your clerks’
general demeanor when walting on customers,
Research indicates that a large amount of
business revenues are lost due to the curt or

éven abrasive behavior of sorme sales personnel,

A shopping service ¢an accurately determine
whether you have a problem in this area,
whereas you could never do so, because your
employees are always going to be on their best
behavior in your preserice,

What Shopping Services Cost

Most large retailers contract for these services
on a yearly basis at a set fee, and inspections
"are made periodically thraughout the year,
However, there are other arrangements which
. mmay be more suited to your budget. For exam- .
ple..you may require a one-time-only survey to
. uneartir a specific problem. Prices for this type
of service usually range from $150 to $200.
Some month-to-month clients with on-going
pilferage problems pay between $20 and $30
per visit. if ybu.find these fees too costly, you
may be able to share expenses with other small
businesses or get together and perform these
services for each other, Check your Yellow

- Pages or check with your business associates

for recommendations of reputable shopping

services. 4 S e “

* If shopping services are simply too expensive,
have a friend or, relative come in and shoplift as
much 23 possible to determine blind spots,
employee weaknesses, etc,

" Further jnformation; ‘ .

. Green, G. and R.C.'Farber, Introduction to
Security, Security World Publishing Co., Los
Angeles, 1975, - L ,
Security World, “Can a Siiopping Sgrvice

 Help Your Busirfess?”, April 1976.

. Sryall BisinessRepolter: Crime'Preventiont
»  for Small business, Bank of America, 1975‘.
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o EMPLOYEE MOTIVATION
Crimes Targeted: Internal Theft, Shoplifting

DESCRIPTION

Today, the small business is strugg'*ng to sur-
vive in what amounts to a war against internal
theft, waste, carelessness, and absenteeism,

‘Each year, employees in this country steal more

than $1 billion. Absenteeism accounts for an
additional $10 billion in losses annually, and it
is impossible to accurately calculate the doliar
loss due to waste and carelessness, but the
amount is considerable, Emmployee motivation
or morale is a major factor in combating each
of these problems. Research indicates that

* losses decrease when employee morale is high.

Following are some recommendations you can
use to increase motivational levels among your
employees,

RECOMMENDED

Develop an employee relations policy for your
business. Make certain your employees know
that you are genuinely concerned abeut their
problems. A high level of morale is directly
linked to adequate communication. By your ac-
tions, let it be seen that you are approachable.

Discipline should be strict and meted out on an
equitable basis. You should develop a set of
written procedures regarding security. Let
everyone know your policies on employee theft.
Make it clear that any employee caught stealing
will be dismissed, no matter how smalil the
value of the item. In cases of a very serious
nature, inform your employees that the guilty

“ones will be turned over to the authorities for

prosecution.

Develop an employee trammg program which
improves job skills and opens the way for ad-
vahcement, lf possible, prepare a written job
description for each position you fill.

Regularly review wages and your wage policies
to make certain you are paying your employees

-, wages competitive with the average for your

area,

‘Make certaitt the physical surfoundings of your

business are maintained at a high level.

Have clear statements of your business policies
and clear pfocedures for airing grievances and

Y

personal problems. If your employees are
familiar with all your rules and policies, they
will feel that they are appreciated on a human
level, If they feel they are an important and
functioning part of your business, they will
usually respond with increased efficiency and
your pilferage problem will diminish signifi-
cantly,

Establish a‘suggestion box and really take into
consideration what your employees have to say.
Hold periodic meetings with employees and
allow them to air their grievances,

Recognize the efforts of valued employees. This
does not always have to be done in 4
remunerative sense. You will be surprised at the
positive results you can achieve merely by let-
ting an employee know of your pleasure for a
job well done.

NOT RECOMMENDED

In your valid concern over internal theft, don't
aliow a police-state atmosphere to develop
wherein your employees become aware that you
are spying on them. Such an atmosphere of
mutual suspicion and mistrust will only serve to
make the problem worse.

A Brief Note on Employee Motivation and
Shoplifting

Your best defense against the shoplifter is the
alert employee. He or she must watch both the
people shopping in your store and your mer-
chandise simultaneously. In case your employee
observes a shopper concealing an item of mer-
chandise on his person, he must continue the
observation until the shoplifter has passed

" through the checkout area and has attempted to

leave the store. Once the shoplifter is ap-
prehended, your employee may be required to -
testify in a court of law. Only the alert and
highly mativated employee can be expected to
fulfili these responsibilities adequately.

Further Information:
Post, Richard S., Combating Crime Against
Small Business, Charles C. Thomas,
Springfield, lllinois, 1972,

B
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Crime Targeted: internal Theft

DESCRIPTION

The small business retailer’s first line of offense
against internal theft is to hire honest
employees at the outset. All too often,
employee screening is performed in the most
cursory fashion imaginable, with the prospec-
tive employer focusing almost solely upon the
applicant’s ability to perform the job for which
he or she is being considered. Research in-
dicates that almost no small business retailers
perform background investigations of their

employees. Yet this function is so critical to the

control and prevention of internal theft that we
have devoted a large sectign of the preceding
chapter to basic procedures associated with
employee screening. The following discusses
more of these procedures..

HIGHLY RECOMMENDED

A Tairly comprehensive applicaticn form should
be completed by every prospective employee.
Such a tool can be used to gather insights as to
a candidate's abilities and personality. Further,
references listed and former employets cited
can and should be contacted to gather & more
complete picture of the applicant’s total jo
readiness. A

Telephone all references and speak directly with
all former employers. For the small business
retailer, the telephone is a far more useful
rmechanism than writing. In the first place, a
busy schedule may make the receipt of a writ-

ten response untimely and, in the second place, ,

you are likely to learn more from a telephone
call. Even when former employers hesitate to
give negative information your cail can be
useful. One expert has suggested that an effec-
tive tactic is to ask, “Would you hire this person
adain?” An unhesitating “Yes” response is
clearly a positive indication; a reluctant or
evasive fesponse may confirm any nagging
suspicions you might have, .

Mo ong knows the special problems and risks
associated with your business better than you. If
the position you plan to fill is a high-risk one,
you should do extra spadework to dig up any
and all facts left’out of the interview — inten-

tionally or by mistake. Credit agencies, former = -

" landlords, and friends are also possible sources

of information. If you find you simply do not

have the time to do the research yourself, there

are numerous private agencies you can cail

upon, It may be fairly expensive, but not nearly
#

11

EMPLOYEE SCREENING

s0 expensive as the losses you may incur
because of having hired an employee who will
later proceed to steal you blind.

RECOMMENDED

Obtain a pre-¢employment agreement in writing
between yourself and the employee that he or
she will submit to a polygraph test as a condi-
tion of hiring. The polygraph is an electrically
driven instrument that makes written recordings
(i.e., tracings) oh & moving strip of paper, It
records the action of heart, lungs, and electrical
system of the body. Thus, the polygraph is a’
collection of measuring and recording devices
which are able to leave a permanait written
record of responses to questions asked during
the course of a test. Where its use is legal, the
polygraph can be an excelient tool in determin:
ing the past and current record of app"icants for
employment or promotion fo positivns of con-
siderable responsiblity, These exams are expen-
sive and can cost from $50 to $200, depending
onthe length of the test,

Pre-employment pyschological tests which are
EEQ-approved are less cxpensive screening
tools and may be used as substitutes for
polygraph tests. These tests rate dishonest
%ezngencies and can be administered for under

NOT RECOMMENDED
The Psychological Stress Evaluator (PSE) works

similarly to the polygsaph; however, in this

case, a recerding is made of the subject’s
replies to the questions put to him, These re-
cordings analyze and reproduce the sound-wave

characteristics of the voice. By running these

tapes through the instrument at different
speeds, different aspects of the sound-wave ac-
tivity can be recorded on a graph for evaluation,
Certain patterns produced by the autonomic (in-
voluntary) nervous system indicate the tyuth or
falsity of a given response. Although the costs
associated with this test are comparable to
those for the polygraph, PSE has not been in

. use very long and has, therefore, not yet proven

itseif. _
A Note on Polygraph and Psﬁ Legality

a high degree of accuraty, their use remains. ex-
tremely controversial.- It will_be necessary. for

you to determine the limitations on the use of -~
such instruments in your state. Some states, for - .

A
¥

Although adhérents of both these systems claim
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example, forbid their use as a requirement for
employment but permit them to be used on a
vbluntary basis, while others prohibit their use

alépgether,

There is a continuing controversy over the use
of these miachines and many states that for-
merly exercised indifferent, little, or no supervi-
sion over their employment are now enacting
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legislation requiring that certain minimum

training and qualifications be established to
govern their use,

Further Information:
Crimes Against Business: A Management
Perspective, Proceedings of Seminars Held
in New York, September 14, 1976, Depart-
ment of Commerce, December 1976,
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DESCRIWIQH

Every business has been faced with the problem
of establishing policies regarding the prosecu-
tion of cases involving employee theft and
shoplifting. Research indicates that 80 percent
of al! employees discovered to be engaging in
internal theft are merely dismissed from their
employment, yet the Department of Commerce
estimates that employees are responsible for 75
to 80 percent of all retail shortages. Similarly,
most apprehended shoplifters are never prose-
cuted; yet, in 1975, an estimated 140 million
shophfting incidents depleted retailers’ inven-
tories by $1.9 billion. Prosecution, believed by
many experts to have a deterrent effect on the
comimission of these twa crimes, is both costly
and fraught with legal problems Nonetheless, it
is bemg recommended b FV increasing numbers
of crime prevention offi¢ials in the wake of
substantial increases in, /employee thefi and
shoplifting.

RECOMMENDED FOR THE PROSECUTION
OF SHOPLIFTERS

It is absolultely essential that you establish a
policy as to the best method of coping with
your shophftmq problem, and each of your
employees should follow your established
policy when encountering a shoplifter.

You should become throughly familiar with
your state's law governing shoplifting because
there are several problems associated with mak-
ing an arrest of a shoplifter. First; there is the
possiblility of liability for false grrest, Since the
laws of the different states vary so widely in
their latitude regarding arrest procedures, you

" would be better off getting legal advice to guide

your policies in these matters.

Your business policies regarding arrest and de-
tainment should be based on sound iegal ad-
vice, Always try to avoid physical contact with
the suspect. Be polite but firm. Let the~
shoplifter know that it is part of your duties as
the owner of as an employee of the business to
protect merchanduse being offered for sale.

Notify the police as soon as possible, Generally,
when an individua! is detained and neither an

' “admissioh of guilt is obtained nor a form releas-
{ing the store from liabilitiy has been signed,

you will have to prosecute to avoid a possible

suit for false arrest.” S, PRSI

An »essemial element in the successful prosecu-
gon of a shaplifter is proof positive of the in-
d:v:c!ual'c failure to pay for merchahdise in hls

288-885 0 = 79 « &3

i PROSECUTION POLICY . '
Crimes ng.geteo{ Internal Theft, Shaphftmg ;

or her possession. This may be established ¢ .°
through personal observation and/or the '
testimony of your cashier, along with the omis-
sion of the item in question from your cash
register receipt, Allow the person either to pass
through your check-out area or to exit the store
prior to apprehension. This final step

established intent not to pay for the

merchandise:

What You Need tb Know about Evidence

| Procedures and the Shoplifter

When you appear at the hearing of a shoplifter,
make certain you have all the evidence you -
need to substantiate your charge. These are the'
things you will need to have done in prepara-

tion: S

¢ Reclaim from the s‘wphfter ali ltemg :
stolen. This should include price tags,
wrappers, cartons, etc. If the items are
perishables, remove and retain the labels ”
and containers as evidence. .

e Initial and date each item-of evidenéé |
the shoplifter purchased some items at the
sarne time the theft occurred, be sure to
save the cash register receipt tape as addi-
;xonal evxdence of items taken but not pald

or. )

¢ If you have a camera, take a phatograph of
the evidence,

* Inventory each jtem of evudencm and have
the arresting officer sign a receipt for it. §
before turning the evidence over to him. In

. the event the officer does not accept
custody of the evidence, secure it yourself
in a place to which only you have-access.

+ Written statements should be obtained
from all witnesses,to the incident
whenever possible. Thése statements
should be made part o'fzthe police repot.

]

RECOMMENDED FOR THE PROSECUTION

OF INTERNAL THEFT

Where, guilt is clearly established and the m- N
cidents of internbl theft have Become the © - -¢

general knowledge of thesemainder of yaur

T

staff, guilty parties should be prosecuted, A cir- ',

‘cumstance which mitigates against pmsecutioa.

however, involves the normally honest
employee who finds himself In financial difficul-

ty, steals out of desperatmn but voluntaﬁly ad- ; LS
mits fiis guilt. * e
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When an employee has been guilty of employee
theft and has been prosecuted, you should
make your actions known to other individuals
in your employ. This Ircident « »i! have a deter-
rent effect if your en.:ir yes . *..iy recognize
you will not hesitate to n* decisively when an
individus! in your employ, regardless of posi-
tinn, tenure, or past performance, is found
guilty of 2mployee theft.

When you suspect an employze may he guilly
of internal theft, cell your local police depart-
ment and ask for an appointment with the
Office of Crime Prevention, Free of charge, the
Ofiice of Crime Preve...2r will perform & com-
plete survey of your business. This survey may
take no more than 1 or 2 hours or it may re-
quire several days, Whatever it takes, you can
be assured the office will work with you toward
identifying problem aread and will make recom-
mendations as to whether prosecution is a feasi-
le strategy.

Establish policies governing your emplof/ees‘
and stick to those policies, judging every
employa. by the same objective criteria, Ifan .
individual is caught red-handed and the deci-
sion is made to prosecute, remember, it is an
expensive prezess, You or your employee will
likely be called to court (a process usually re-
quiring several days) apd additional monies
may need to be expended both In investigating
and establishing a case against the accused. Ad-
ditionally, costly legal fees ray be involved,
Nonetheless, we recommend that strong,
positive acticn be taken where it is warranted,
since prosecution is a recognized positive deter-
rent to internal theft,

Further Information: '
Srall Marketers Aid, Reducing Shoplifting
Leosses, Small Business Administration, 1967;
or “Shoplifting Apprehensions Can Be Madeto
Stick.” Security World, January 1977.
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Crimes Targeted: Robbery, Burglary,
. Shoplifting, Internal
Theft , )
As the name implies, this method of security
emphasizes point or object protection. In a
business environment, specific items that call

dise, safes, cash registers, etc. This added pro-
t2ction is necessary in a retail store where
potential thieves may not be readily

*  distinguished from other customers or
employess present in the store until he or she
makes an actual attempt to steal cash or mer-
chandise. This added security is particularly
recommended for storzs carrying liguor,

INVENTORY ARTICLE
CONTROL SURVEILLANCE

Section 4: POINT PROTECTION .

for extra protection include high-value merchan-

W

jewelry, furs, drugs, or other iterns attractive to
burglars and robbers.

Selected Measures

¢ Inventory Control
o Article Surveillance and Merchandise
.+ Anchors . .
* Displuy Case Protection : o,
¢ Cashier Eyclosures ’
, ® Safes : ‘
* » Meoney Handling Routines

Although c¢ertain types of alarms clearly fali

within the category of point pretection

measures, information on these and other alarm

types may be found in the special alarm section
* at the end of the catalog,

MERCHANDICE  CACHIER
ANCHORS ENCLOSURES SAFES

DISPLAY

HONEY BARDLING
CASES .

ROUTINES
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Crime Targeted: Internal Theft”

. INVENTORY CONTROL

DESCRIPTION

Perhaps the best strategy for the prevention and
control of internal theft is the Institution of in-
ternal controls, and an essential ingredient of
aood internal control ' accountability for mer-
chandise through Inventory measures, Without
them, thefts of merchandise may range from ¢
simple pocketing of an item {o larger-scale
stealing concealed by accounting cover-ups,

Methods bf Merchandise Theft

» Giving employee discounts to friends

¢ Handing over merchandise to accomplices
across the counter . 5

» Shoplifting during lunch or other break
periods

¢ Hiding merchandise under clothing or in
purses and carrying it out of the store

* Intentional damaging of merchandise so
employees can buy it ai reduced’prices

» Srnuggling stolen merchandise out in trash
containers “

¢ Stealing from the stockroom by
concealing in packages or on person

# Stealing from reduced goods or lay-away
room '

¢ Taking sales slips to put on stolen items

¢ Making false entries to pad inventories so
shortages will not be discoverad

s Pirling up a receipt discarded by a
customer and putting it on stolen mer- |
chandise which is ltept or tutned in‘for a

- refund

> Putting “Return to Manufacturer” label on
merchandise and sending them to the
employee’s own address .

- RECOMMENDED

*

¢ Check all incoming merchandise against
purchase invoices. Make certain quantities,

- prices, shipping charges, and other in-
formation are current. :

* Be wary of the employee who stays late
when there is no need to do so. '

* Do not allow any employee to make sales
to himself. ’

* Require all employee packages to be
checked into a separate room. ,

* Restrict all employees to a single exit, if
possible,

* *Keep your storage room under strong lock
and Key so that access to your inventory
and supplies is strictly controlled,

. ® Lock up all valuable items,

® Require that all employees sign for
equipment or tools issued to them,

» [nventory all supplies, equipment, and
merchandise systematically. Keep records.

& Package merchandise so that price tags
are inside the wrapping.

¢ Conduct surprise inventory checks with
other than stock room personnel. .

* All your disbursements. including payroll,
showd be paid by serially numbered
¢hecks. Your checks should also have the
name and address of your business printed
on tirem, .

¢ Examine storeroom, lockers, and trash
bins periodically.

e Be sure you void all paid bills or invoices.
This prevents their being used a second -
time. Make certain.each check has an ac-
companyirg 1voice from g legitimate sup-
plier or ve suJr. ,

s Establish firm price and discount policies.
All credits and returns should be approved +
by yqu or your manager, .

‘Further Information: -. ,‘
Crimes ageinst Business: A Management
Perspective, Procecdings of Seminars Held
in New York, September 14, 1976, Depart-
_ ment of Commerce, December 1576.

Memboijss¢, Raymona M., Industrial Security
for Strikes, Riots, and Disasters, Charles C.
Thomas, Springfield, lilinois, 1968, X
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ARTICLE SURVEILLANCE AND MERCHANDISE ANCHORS = °
Crimes Targeted: Shoplifting

DESCRIPYION '

Article surveillance through a series of systems
for protecting merchandise is a fairly recent in-
novation in the field of retail security. In elec-
tronic tagging, the basic principle calls for the
tagging of all property with a substance or cir-
cuitry that clicits a response from a matching
sensor when {he two get within specified range
of each other, In the use of security hangers,
the hanger is lecked on to the garment sa that

- it can only be released by a clerk. Rack alarms

operate in & similar manner except that apr
alarm is sounded when unauthorized attempts
are made to remove & garinent, In all of these
cases, the object ig to protect your merchan-
dise, but in a manner that is generally jnoffen-
sive to your customers while providing ample
opportunity for examination of iterns being
displayed.

RECOMMENDED
* Attach electranic wafers or pellets to items
so that they cannot be removed without
tearing the merchandise. If an individual

shoplifts an item, an alarm will sound and
alert you to the thelt. Although these
devices were originally used exclusively by
apparel stores, they now are suitable for
use on drugs, records, cosrnetics, and
other small items:

¢ Use tamperproof gummed lzabels that rip
apart when an attempt is made to remove
thern, or atfach price tickets by plastic
strips that must be cut with scissors and
hard-to-break plastic string for softgood
tickets,

¢ Staple items in a special way so that
shoplifters cannot transfer price tags easily
and use stapling patierns that are
recognizable to you and your personnel.

¥
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o (itilize security garment hangers mdde
either with looped shafts so that they can-
not be removed from the rack, or made
with the usual “("-shaped shaft but  °

hooked onto a garment rail that locks into

position to prevent removal. Only you or
your sales clerk can remove these hangers,
When you do, stay with the customer,
assisting him or her in trying on the item,

¢ Never hang ordinary clothes hangers in the ~

same direction on a garment raclk; rather,
altgrnate the direction of the “lI"-shaped
shaft. If nothing else, this will prevent a

. *would-be thief from grabbing a large,

. number of hanging garments and fleéing .
with them.

A Note about Elecironic Tags

Electronic tags are the most populer anti-
shoplifting dence on the market today.
Some tags can be deactivated and allowed
to remain on the garment, In these cases,
the tags make the cash regaster ring
dependent on inserting the tag into an at-

L]

tachment to the register that locks it until. .

the tag has been deactivated. '

Other tags are veusable and canbe  *
recycled many times over, thus minimizing.
your original investment.

Tags vary in size from a strip the width of an or-
dinary hias tape to-a plastic disk the size of an

- average merchandise tag. Of course, the key to

the system is the alarm response from the sén-
sors that is activated by the tag. You can get an
effective alarm mechanism for around $100.
Tags, in volume, cost around 20 cents each.

Further Information:
Crinte Prevention for Small Business, Smali
Business Reporter, Bank of America, 1975;
« or“The War on Shoplifting,” Security World,
.‘November 1975.

#
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Crimes Targeted: Burgiary, Shoplifting

DESCRIPFION | |
Display cases ‘perform an important sales func-

~+ tion in retail operations by setting off merchan-
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disg in a visual displey that prompts impulse

buying. They are particuiarly effective in jewelry

*oreg and other stores carrying high-value

items. For this reason, they tend to be the most

_ likely targets for burglars and shoplifters who

" will assume that your showcases will hold a
ldrae cohgentration of valuable merchandise.,
{deally, these items should be secured as
carefully as your cash, but the sales advantage

« of visual display necessitates compromise.
Yieverthelass, good protection is possible by
taking simple; inexpengive precautions,

-RECOMMENDED
-Pisplay cases are particularly vulnerabie to
smash-and-grab attacks, The use of laminated
glass (a sheet of clear plastic pressed between
“ two sheets of glass) can provide additional pro-
tection, It has a high tensile strength that
raakes it resistant to hard blows and mounts
like ordinary glass.’A less expensive alternative
is Burglar-resistant plastic which has the disad-
vantage of scratching if cleaned with abrasives.
Cleaning with soft cloths and occasional buffing
should keep it’in good condition, however,
Shiowcase items that may justify the need for
special glazing include jewelry, cameras, guns,
and persona! electrical appliances. (See Window
. Modifications for glazing material costs.)

Care should be taken to inspect cases for weak
construction. Sliding access doors are often
made of flexible fiberboard cut undersize so

#

. | DISPLAY CASES

Corner Clips

that they will slide easily. Fiberboard should he
replaced with a more firm material, if possible,
to prevent the doors from being spread away
from display case locks. At the least, fiberboard
doors should be equipped with a metal strip
(similar to those found on car doors) on vertical
edges to reduce their flexibility, and on horizon-
tal edges to tighten the fit. ,

Class tops of showcases should be fastened
down at the corners with metal retaining clips
held by clutch-head screws (a type of screw -
which must be removed by a special
screwdriver). The clips should extend 1/4” to
1/2" over the glass at each corner.

Showcase doors may be secured by a sliding
lock where the vertical edges of the inner and
outer doors meet. This lock consists of ¢ steel
strap which slides through a locking cylinder to
a locked position. The depth of the locking
cylinder should be at least 1 inch to prevent

_pulling the outer door away from the inner door

and thereby allowing it to pass over the locking
device. Further, fastening the lock at the lower

edge, rather than at the center, where the door

is less flexible will insure a tight fit. The proper
location for the sliding lock may be marked on
the door as a guide for emplogges.

Further Information: :
Cole, Richard B., The Application of Secusity
Systems and Hardware, Charles C, Thomas,
Springfield, lilinois, 1970.
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- CASHIER ENCLOSURES
Crimes Targeted: Robbery, Burglary, Internal Theft, Shoplifting

DESCRIPTION

The cash register is an item common to all
retail businesses. It also is a prime target for
robbery, burglary, and internal theft. Thus it
represents the single largest potential site
within your store. Cashier enclosures include
those physical methods necessary to secure
your cash without creating a hostile environ-
ment for customers and employees.

RECOMMENDED .
Registers should be enclosed by a counter ap-
proximately 52 to 60 inches in height on the
outside section. The inner height of the counter
should be low enough for package wrapping
while providing little access to individuals
reaching over the higher outside perimeter.

The door providing entrance into the register
enclosure should be equipped with a snap lock
that is out of the reach of individuals on the
outside of the enclosure,

In the case of a string of cash registers, where
the customer aisle of cne register is adjacent to
the cashier of the next register, a sheet of plex-
iglass may be installed as a separator. At a
height of 60 inches, this barrier will prevent till
tapping from neighboring aisles.

Additional security can be attained by supply-
ing lockable cash trays to registers which are
themselves capable of being locked when the
cashier is absent. During business hours,
registers so equipped should be tray locked as
well as drawer locked when vacated. The
lockable tray will.also make the transfer of full
cash drawers from the registers to a central
location a miore secure procedure.

If possible, a general service counter raised on a
platform should be installed to provide a van-
tage point from which to supervise the register
area. This counter may be manned by an
employee who is aiso responsible for price .
checks, refunds and exzchanges, merchandising

_information, and a variety of other duties.

NOT RECOMMENDED
Security Glazing (Protective Glass)

It is with reluctance that we must renounce the
use of glazing material to secure cashier -
enclosures, For most small businesses, this ex-
cellent robbery deterrent is simply not cost ef-
fective, The bullet-resistant material frequently
found in this application has a cost four times
that of regular glass. However, if you operate a
jewelry or drug store in a high-crime district or
have already experienced a number of holdups,
we urge you to seriously consider this option,
We offer the following precautionary notes:

* The surrounding enclosure must be solid,
without weak spots, The glazing should
supply protection from the side as well as
the front,

» The opening allowing the transference of
cash, whether a slot or drum, should not
permit the insertion of anything that may
be used to threaten the cashier.

» The enclosure should be high enough to

" prevent someone vaulting over the top.

* A means of communication with
customers must be provided that does not
compromise the integrity of the enclosure,

* The above considerations of framing
methods, arrangement of desk tray, voice
panels, and height of the barrier are impor-
tant to determine before making an invest-
ment in such a installation. The buyer is
urged to seek professional help. This deci-
sion should not be left to an amateur.

Further Information:
Cole, Richard B., The Application of
Security Systems and Hardware, .
Chaales C. Thomas, Springﬂeld, lllinois,
1970,

The following articles from Security
World: “A Unique Liquor Store Security
Installation,” April 1970; “Protective:
Screens for Cashiers,” September 1970;
and "Small Business’ Ace-in-the-Hole
Against Robbery,” April 1976,



SAFES

Crimes Targeted: Burglary, Robbery, Shoplifting, Internal Theft

DESCRIPTION . -
There are three types of security containers cur-
rently in common usage: fire resistive and
burglary resistive files, safes, and vaults. Vaults
are generally too costly and impractical for the
use of the small business retailer, and files offer
only minimal protection from the burglar. In
terms of security, your safe may be your final
line of defense against a robber or a burglar.
Every business establishment has its own par-
ticular needs in this area and the choice of the
proper safe is influenced both by the value and
the vulnerability of the items to be stored in it.
Although fairly expensive (prices range from
$350 to $400 for money safes), a wise selection
can be one of your most important investments
in security.

Classes of Safes

There are two basic classes of safes: fire
resistive and burglary resistive, The classic fire
resistive safe has a square or rectangular door.
It also has light steel walls and doors that con-
tain heavy insulation. Depending upon your
need, you can obtain a fire resistive container
for any price along a spectrum ranging from
very few ($30 to $60) to several hundred
dollars. In the past, the classic burglary resistive
safe almost always had a round door and was
built with thick walls and especially strong
doors. The round door design was thought to
offer extra resistance against tools and ex-
plosives, However, almost all of the newer
burglary resistive safes are being designed with
square or rectangular doors.

These safes were each designed to perform a
particular job for a specific level of protection.
The fire resistive safe should never be used to
store valuables nor should the burglary resistive
safe be used to store important papers. The
former will offer virtually no protection for your
valuables, whereas, were a fire to occur, your

~ important documents would be reduced to

ashes if stored in a burglary resistive container. /
Therefore, most small business retailers will

find that they have a teal need for both kinds of
security containers,

The burglary resistive or money safe is a far
more costly item than the fire resistive or ;
record safe, Before purchase of either or both,
check with several manufacturers to obtain the
most economical prices, and remember to look
for the Underwriters Laboratories ((IL) Rating.

AN

These are usually mounted on the inside of the
safe’s door. ‘

Recommended Procedures ’ :
Think of your burglary resistive or money safe
as protection against daytime robbery, prin-
cipally. However, for the very best protection of
your cash intake, we recommend that you make
several bank deposits during the day. Vary the
times of day when you make deposits and don't
always travel the same route.

Anchor your safe in concrete, if possible, mak-
ing certain it is in a well-lighted area and clearly
visible from the street. Burglars have been
known to haul away an entire safe so that they
could work on it at their leisure.

Where there is moderately heavy cash flow dur-
ing the day, use a drop mechanism. Keep as lit-
tle money in your cash register as possible.

Place all large bills in the drop immediately and -

d~*"" in full view of your customers. Explain
. < op is being made so that your

business will be less attractive to would-be rob-

bers.

The combination safe is a lot less vulnerable
than the key-actuated safe. With a combination
safe, you can obtain a delayed-action time lock
which offers very effective additional security
against daylight robberies. If the safe you select
has a combination dial, we recommend:; (a) that
you never leave a written copy of your combina-
tion anywhere on the premises; (b) that you be
certain to spin the combination dial several
times after each use to ensure locking; (c) that
the combination be changed when an individual
knowing it leaves your employ; and (d) that you
turn the front of the safe away from store-front
windows so that the combination is not visible
to ambitious burglars watching from the outside
with binoculars.

A Note About Ratings '

Burglary resistive safes are still rated -
alphabetically to describe the degree of protec-
tion they afford. These safes are rated down
from Class “A"; however, the required protec-
tion is usually obtained with safes reaching a
Class “E" rating or higher. A Class “E"-rated
safe has a 1" steel body and a 1 1/2" door and
can resist ripping or cutting with ordinary tools.

- Manufacturers now label fire resistive safes

Class 350--1 hour, 3502 hours, and 350—4
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hours, 4 Class 350—1 hour rating, for example,
means a sample safe was submitted to Under-
writers Laboratories (UL) and tested, It
withstood their rigid standards to meet an
average 1-hour fire, This also includes a
droptest to insure the safe will not break open
should it fall through a third story floor and
crash onto a pile of rubble during a fire. This
new method of labeling is thought to be-much
easier to understand, because the amount of
time Is actually printed on the label.

The best safes all have the Underwriter
Laboratories rating. To receive this UL rating, a

burglary resistive safe must have a UL-listed
combination lock, Ul-listed relocking device,
cast or welded-plate body, and a door of special -
metal alloys which can resist carbide drills. -

Further Information:

Green, G. and R.C, Farber, Introduction to
Security, Security World Publishing Co Los
Angeles, 1975,

'Weber, Thad, Alarm Systems and Theft
Prevention, Security World Publishmg Co., »
Los Angeles, 1973,



O - DA M L S U AT SRS R

82

| MONEY HANDLING ROUTINES
‘Crimes Targeted: Burglary, Robbery, Internal Theft

DESCRIPTION

For the small business retatler, money handling
procedures are of extreme importance, The
small.business person, either because of loca-
tion or the type of merchandise sold, is more
vulnerable than other businesses, Often the
small business retatler is located in a high-risk
crime area and may handle valuable
inventories—liquor, drugs, etc.— which can
create a reasonably heavy cash flow, Having
large amounts of cash on hand makes it im-
perative that money handling procedures be
adopted which make your business less attrac-
tive to rebbers and burglars.

RECOMMENDED

You should develop a set of procedures to cover -

every phase of money handling associated with
your business. Cautious busines¢ managers
need to be especially mindful of their cash ac-
cumulation during the day and its storage by
night. Making frequent bank deposits on a ran-
dom basis is sure-fire protection against sizable
losses of cash. . : '

Armored car services will make deposits for you
on a scitedule suitable to your needs. Pickups
may be arranged only once a week or as often
as several pickups a day. Costs will vary, depen-
ding on the number and size of pickups, from
$25 to $125 a month,

If possible, employees handling cash andfor
checks should be prohibited from working .
alone. Additionally, if you have money coming
in through the mail, make certain the employee
who opens your mail is not one who has access
to your recordkeeping system. The latter
employee can retain monies received in the
mail and simply not record them, while the
former may be able to conceal his wrongdoing
by changing or altering records to which he
would otherwise have no access.

Autographic registers are excellent control
devices because they automatically drop a copy

~ of your sales form into a locked container. If it .

is feasible, one should be used.

Your cashier should be prohibited from main-
taining or using the key to the register and
from replacing tapes or replenishing forms in
the register. These procedures are necessary to

. prévent the cashier from having access to

vecords.
Your cashier should be given a specific amount
of cash to stant each day and the register shou'd

be checked by you periodically during the day.
All monies in excess of what the cashier ab-
solutely needs to operate should be placed in a
money chest or drop safe until such time as the
next bank deposit is due to be made.

If you allow credit or the use of credit cards, all
credit applicants should be investigated by you
or by someone not involved in sales. This will
prevent yéhr salesperson from taking merchan-
dise and from using fictitious accounts to cover
themselves,

You should establish a strict policy requ’ring
that all disbursements be made by check and
supported by a voucher or a receipt.

Cashier Procedures

Cash register controls are extremely important
since it is here that employees have direct ac-
cess to incoming cash. Make each cashier
responsible for his or her own cash drawer,
counting all cash received at the beginning of
the shift and signing the register tape.

Instruct your cashiers to ring up each sale in
proper sequence and for the exact amount. This
will prevent the simultaneous ~inging up of two
or three sales, a process which would allow the
pocketing of cash from exact change sales.

Instruct your cashiers to close the cash drawer
following each transaction. This will prevent the
making of change without recording sales.

Instruct your cashiers to provide customers with
sales receipts for every transaction concluded.
This procedure will prevent cashiers from
pocketing cash on even-money sales, since each
sale must be rung up to issue a receipt. Addi-
tionally, it prevents your cashier from under-
ringing a sale and pocketing the difference.

Instruct your cashier to call out audibly the
price as each item is entered. This procedure
serves three purposes: (1) it reassures cus-
tomers they are being charged correctly, (2) it
prevents carelessness, and (3) it makes under-
ringing difficult to do without being caught.

Have a policy that all voids and overrings
béyond a certain amount must be approved and
signed by you or your manager. This prevents
your cashier from correcting an averring by
underringing another customer's purchase. Not
only does this procedure distort figures on sales
receipts and your records, but it also gives
clerks & seeming lizense to ring up incomect




¥
{
4
3

prices and to manipulate records of sales tran-
sactions.

Instruct your cashiers to replace receipt or |
detail rapes immediately when these run out *
and check periodically yourself to see that they
are doing so. This procedure prevents an
employee from simply letting the tape run out
while continuing to ring up unrecorded sales,
You would have no record of the sales and your
er?ployee could pocket the money from these
sales.

All purchases made by your employees should
be rung up and checked out by you or an

i

employee designated by you, This prevents dis- -

counting items for friends, family or other
employees. You should adopt a policy which
states that no employee is to wait on a member
of his or her own family in your store, and
make certain the policy is enforced.

Have a special area, away from the display floor
and check-out stand, where your employees can
keep all of their personal belongings. This area

should be secured, and access to and from this - |

area should be tightly controlled by you or your

manager.

A Special Word About the Use of Bait Money
The use of bait money, first mandated for bank-

‘ing institutions by the 1968 Federal Bank Act,

is quite simple in practice. Any retail merchant
can manage it simply by maintaining in his
cash register drawer a small packet of extra
bills which he never gives out in change to
customers. Each bill has both a serial number
and a series year number. Both numbers should
be noted on two separate lists and kept in dif-
ferent places that are readily available,

We are recommending the use of bait money
according to a plan developed by the Seattle

{Washington) Police Department as follows:

* Maintain a packet of 1-dollar bills in a
spare compartment of your cash drawer.
The money should be in full view and no
different from other bills segregated by
their face value. The amount of 1-dollar
bills in a bait money packet can be
tailored to the size of the business,

" perhaps from a minimum of 5 bills
through 20 or more.

+ Of the two lists of numbers, one could be
kept on the person of the owner with the
second or backup list in another secure
place on the premises. In the event a crime
occurs, you should immediately telephone
the police to supply all the facts which in-
clude your list of bait-money numbers.
Any person apprehended who fits the
description of the suspect and has in his
possession the bait money wiil have dif-
ficulty explaining why.

While bait money is most effective as an ap-
prehension'tool in cases where identification is
difficult to impossible (e.g., where a crime is
committed by a masked bandit), the system is
also valuabie in crimes other than armed rob-
bery. Two other possible applications in ap- ¢
prehending might be: (1) the thief who simply
snatches cash from a drawer, runs, and és later
caught with the identifiable bills in his posses-
sion, or (2) the burglar who enters your .
premises after closing, takes the bait money as
part of his haul, and is later found with the bait
money in his possession,

Further Information:
Post, Richard S. and Arthur A. Kingsbury,
Security Administration: An Introduction,
Charles C. Thomas, Springfield, lllinois,
1973. o
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. Section 5: ALARMS

a

For those busmess proynetors willing to mvest

the extra time and money to achieve added pro- .

tection above that provided by physical security
devices and procedures, we have devoted the
following section solely to a discussion of
alarms. Alarms are being treated separately in '
this handbook because their applications span
the four types of protection into which the other
methods of secumy have been classified.

Alarm systems can be a very important tool in
reducing crimes agamst srnall businesses. For
many small business crimes, offenders are

typically unskilled, and offenses committed are

o/portumty crimes. What this means for you is
that, in the majority of cases, all that is re-
quired for your protectlon is a relatively snmple
alarm system.

Alarm systems prove their effectiveness in three
Ways First, the mere presence of an alarm.
system often serves as a deterrent. If the poten-
tial fntruder is aware of the existence of an
.alarm system, he will generally divert his atten-
tions to some easier target. Second, when a

« potential ‘intruder is unaware of the existence of
" the system, but activates it upon entry or while

3 in your business, the alarm system takes on the
active role 'of announcing his presence. And,
finally, alarm systems can play a key role in
crime reduction by acting as a communication
link with authorities.

The three deterrent activities described above
can make alarm systems a very powerful tool
for the reduction of crimes against small
businesses. There are, however, two major
limitations which tend to inhibit the increased
use and effectiveness of alarm systems: costs
and operational difficulties. Crime prevention *
professmnels are a,major source of free exper-
tise Irr regard to both of these areas. Before do-
ing anything about the purchase of a system, or
. if you desire to know more about the opera-

tional difficulties associated with many systems,

bessure to consult your local Office of Crime -
. Prevention or local pélice.

Since there is 2’ "great variety of alarms
avaifable, each designed for different purposes,
“each with its own.merits and weaknesses, we
will begin with an introduction to those basic
, components common to all alarms, and then
. tompare genera] alarm types.

e Alagm Systems—Don't Worry: About Them

- ‘Do not let the technological aspects of alarms
warry you: Alamm systems have the same tiree
basic coinponents that ae fumd in high Tidelity

home units. In a high fidelity unit, the (a) basic
control is provided by an amplifier, which can
take (b) inputs from record players, radios, tape
recorders, and microphones; and it can also
provide (c) outputs to speakers, other recbraing
devices. and strobe lights.

The center of an alarm system | is a control
device much like an amplifier in a hi-fi. The
control box is normally plugged intoa .
household circuit and has a back-up battery.
The inputs to the control box can be any of
hteranllP dozens of alarm triggers: temperature
gauges, pressure switches that activate when
they are stepped on, closed switches that ac-
tivate when they are opened, smoke alarms,
etc. All of these correspond te input devices in
hi-fi systems: microphones, record players, and
tape decks. Unlike most hi-fi systems, some
alarm triggers may not need to be wired into
the control box. These kinds of triggers contain
miniature radio transmitters that eliminate the
need for wire,

The output for an alarm system is like the
speakers for a hi-fi: it can be alarm beils,
signals to telephone an alarm monitoring com-
pany, signals to a relay system to turn on lights,
etc. The illustration below shows the
similarities:

HI-Fi Camponents Aleris System |

. Pretaure Switthes Window tn)
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Centro) Box
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Atarm Bell Telégtong Disler
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Crimes Targeted Robbery, Burglary, Shoplifting, Internal Theft

DESCRIPTION

Al burglar alarm systems have three common
functions or components, as described on the
preceding page. These are detection, control,
and alarm signaling, They may all be in-
corporated into one box or be separated into
many pieces. When we use the term “system,”
we are referringto a complete set of these three
functions, Detectors or sensors perform the
function of detecting or sensing a condition
which exists or changes, with no ability to
discern if the cause is authorized or unauth-
orized. They are equivalent to the animal senses
of sight, smell, hearing, touch, and taste.
Generaily, detectars consist of switches or
relays that are activated by entry, movement,
pressure, sound, etc, One of the most common
and simpiest detection devices, for example, is
a magnetic contact on a door. Each time the
door opens, the device is activated, no matter
who is ppening the door. The control function
provides the power, receives and evaluates the
input from the sensor, and triggers the alarm-
signaling function. Telephone lines, radio
waves, or coaxial cables may be used to relay
information to the alarm signal. Controls often
contain on/off switches, time delays, standby
batteries, and terminals for tying the system
together. The control can be designed to dif-
ferentiate between authorized and unauthorized
actions. The alarm signal alerts the police,
responsible individuals, or the general public by
means of a bell, siren, silent alarm, light, or
automatic telephone dialer. Since alarm
systems basically differ only in the way they
detect and report an alarm, sensors and signals
should be migjor considerations in making your
selection. Below, we have listed the general
classifications of each, along with some ad-
vantages and msad\tanrgges Finally, we offer
recommendations in efich of the four areas of

»

SENSORS '~
The physical layout of your stare "and the area

_to'be protected should be mhjor factors in
- selecting a sensor device, since their relative ef-

fectiveniess varies with different environments
and applications. Sensors are grow;ed here ac-
cording to the type of protection they offer.

SPACE PROTECTORS

Ultrasonic—
Exmits inaudible soundwaves that are
sensed by a receiver., If an intruder entess
the area, ﬁm wave pattern is a!iafed,

changing the frequency and activating the
alarm. Ultrasonic waves do not penetrate,
but are reflected by walls, glass, and
physical barriers. Therefore, an intruder
will be shielded from detection if he moves
behind bookcases, filing cabinets, displays,
etc. Air movement may also be the cause
of false alarms with ultrasonic systems.
(Approximate cost: under $1000 for the
first 300 sq, ft.)

Microwave (Radio Frequency)—

Transmits an electromagnetic field into the
area to be protected. As with-ultrasonics,

_motion will activate the alarm. The area of

protection can be adjusted by switching
antennas, thus widening or narrowing the
energy field. Unlike ultrasonic protection,
this device is not sensitive to air tur-
bulence. However, microwave energy
passes through glass and many other bar-
riers and may pick up outside movements,
such as traffic, passersby, or moving bran-
ches. For this reason, it shoula be used in -
a totally enclosed area or beamed away
from windows. (Approximate cost: $800 to
$1,000.)

Photo Electric—

Directs invisible mfrared light beams at a

receiver. Any interruption of the beam

results in an alarm, The greater the

distance between the transmitter and the ,
receiver, the more easily the two may ' a
become misaligned. Light beams do not

penetrate physical objects and therefore

cannot protect areas behind them, Autp
keadlights or other beamed light sourges

may paralyze the photoelectric unit so that ,

no alarm can be sounded. (Approximate “,,

cost: $150 to $250 per unit. )
Audio Or Sound--

Consists of sensitive pickup microphones

that transmit sound to the alarm attivator.
These systems can be adjusted to ignore
extraneous noises such as ventilation o
blowers, thurider, etc. Thé most relizble »
sound discrimination method involves an

auilio accumulation of possible sounds

made by & burglar and extraneous sounds.

The alarm goes off only when a certain.
threshold of sound is reached during a
preselacted permd of time; that is, o

buildup of sound “overloads™ the system.
ﬁamx!mte cost: $150 to $300foran



v * A *
. =
a2 -
-
. . .
k3 . .
R
, .
a -
a ~
. *
3 El
. »? o1
-
»
W . . . - .
»
v - t
. a v
. :
, . . « M E
*
CA/
. *® T T 2 w
. :
Ra 5T
* 5
2 ~ E . . . .
. s - RN
| H @ .
S - d 4
e e = . - N L, N o o G . -




PR L

ST R



e L
audio accumulator system 4nd one pic}rup =, Foile .
mwrophone.) ’ , Foil is a thin metallic tape which is at-
- tached to windows and other glass areas
POENT PROTECTORS _ Whll;:h _?ae lgcatid on ;f:»e?meter bui der;gn
i 2 - : o walls. The breaking of glass tears tke foil,
Vlbra&:l?e(sb:::: i;)f “eontact mxcrophoﬁes to . which cauces an electrical circuit o be
detect vibrations of the surfaces on which broken and initiates an alarm. Foil is
they are mounted, One of their most¢ effec’ ?lghiy subject to false alarms and easily
tive applications is on plate glass windows. - earg ‘é"'ﬂ; t‘; ¢ aind wear, ang e requir;as;a v
They are not usually affected by the flexing g°°¢ a o ma nt?nance (App roximate -5t
of glass and can be adjusted to respond $6 for a 300" roll of foil.)
only to sheck of sufficient maanitude to .
break the glass, Also, they are ofter: used . e
on showeases, (Ap/roxlmate cost: $25 to SiGNALS
$45 per unit; this does nbt inclyds cost to | There are four types of signals' local alarm,
connect to an alarm actiyating s; yatem.) cer}xtra!dstaiirc:n alatm!h PFOIX;;:‘tarY a‘ffgh ?ﬂd‘
= police department alarm. ‘All exceptthe loca
' Pressure-Sensitive— alarm are connected directlv ar indirectly with
Cﬁnsw'ts of wiightt-sensitwe mat,é_?r St the police. A Jocal alarm may be used in com-
chgs placed at entrances or on stairways, e
generally hidden by carpeting, Mats may . binafaon with any of the other three.
be purchased in varying degrees of sen- Local— X
sitivity from 5 Ibs, to 20 Ibs. per square The alarm is announiced only at the pro-
foot and may be cut to the desired areate | tected premises, generaliy by meahsof a ;
be protected. Damp areas may cause the o bell or a light. Because it is dependent on ‘ -4
more sensitive mats to fail. (Approximate police patroi or passerby response, it
cost: 315 fora 2' x 4' mat of 5 lb per 9. ‘ : serves primarily as a deterring influence,
ft. sensitivity,) _ _ ’ frightening away the intruder before arrival
Capacitance— . : : - of police. Local alarms can be ineffective .
Protects single units such as safes or cash ) ; ;gifiz?lit:i?gllgiigisgg ;c;cd‘;?gltﬁ ;rgg‘ :
registers by detecting changes in an glec- " proximately $160, with aE-‘.»lO t $12
‘trostatic field. The device craates an elec- | monthly | gs na and ten ha
tric circuit between two conductors : y leasing and mainte “ncg.charge. ,
separated by ar insulator. An electrital Central Station— ‘ ‘
charge builds up a constant, measurable This silent alarm does not sound 1oca11y, .o E——
amount of stored energy, called capa- but is received at a central monitoring o
citance, at the Insulator. When a mass ~ -facility, independently owned by an alarm ~ ~* h
= such as a human body approaches, the agency. Police are then nciified of the ac- e ‘
“ rrieasured energy is altered and registers tive alarm. The initia] installetion fee is ap- » 3
an alaiim. A capacitance unit is sensitive to proximately $200, with monthly payments” e
body proxmity but rel stively insensitive to . ranging between $10 and $40, depending
envnr':{’}memai bfactlors Objects to be pro- o on the number®of serwce optmns selected : :
tected should be placed on insulating Propri L e ' K
‘ pr etary—-,
b EOCks' (Approximate cost: $300) L This system is s’.xmi!axiyi to thé cqntral station “
S . ' arrangement except that, the monitorin '
. ENTRY PROTE'CTORS : 7 . facility is maintained by the owner of tge
& Magnetic Conltast Switche— a < . property to be protected. The cdats of o
Consists of two parts, a magnet and aself- . " . maintaining such a station'are genérally A
contained magnetically operated switch. - prohibitwe for the stnall busmess retai?er. ’ N
o The magnet is mounted on'a doornd the . - . b
magnetically operated switch onthe deor:. - Police Departmen!« ) L e
frame. A magnetic field is generated when . - There are two methcds by which . . _
- thi door Is ¢lased by bringing the two ' messagés may be sent dxrectly to police ' "
S unnits in proximity.to one another. When . hea;dquarters- (1) the alarm is connected Ty o
.7 .. thedoor is ¢pened (generally beyond two ~directly to a signal panel at the station, or, ¢ . ¢ 7
o  inches), the magnetic field is interfupted. =« (2) an autoinatic telephong dialer calls the i
A and results in 2o alarm. (Approx:maée cast. , s poficéon ex‘ishng phone lings and plays a ‘ Tooe
, S M to $6 per umtu) g . prerecsorded mesqage Genel'ally, police W s
= . i g # : 2 ’ ’ 1;
¥ ' . & ) ,':"} \> “ !} ' " # A “
Rt ' LU ‘
: s o & N T #7;
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departments chiarge no fees for alarm con-
nections; however, there is a growing
negative police reaction to both direct-

- connect and dialer systems because of the
high v ite of false alarms and phone tie-
ups. Some departments refuse to monitor
either type. Dialers may be purchased for
about $300.

RECOMMENDED

We have selected a few of the inexpengive
alarm systems designed with small businesses
and residences in mind. Recommendations have
‘been nrade for entry, space, and peint protec-
tion,

We do not, however, recommend the use of
alarm systems for protecting the outside
perimeter of your property. External en-
vironmental conditions are simply too variable
to permit effective protection.

ENTRY PROTECTION—
Door switches, such as the magnetic con-
tacts described previously, are the simplest
and most reliable intrusion system
available. They may be wired or wireless,
the main difference being that the latter
use a small transmitter—not wirlng-~to
" send a sensor signal to the control box.
Wired systems are of the normally closed
(NC) type, in which the electrical circuit is
broken by opening a door or window and. .
.an alarm is sounded. The cost of an entry
.. systent is dependent on the size of your
facility and on the number of perimeter
opéenings. A look at the estimated cost re-
guired to protect a building with 2 doors

e
G
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and 11 windows reveals a range of £100 to
$170 for seven selected wired systems.and
a range of $225 \o $680 for four sample

- wireless systems. ,

SPACE PROTECTION—
{itrasanics or microwave detectors are
generally your best bet for space protec-
tion. Most space protectors consist of a
transmitter and a receiver in a single houa-
iig. Since they are wireless, they are eagy
to install; however, care should he taken in
their placement to reduce false alarm
rates. Inexpensively priced ultrasonic units
are available from $80 to $180. One
ranufacturer advertises 2 microwava unit
er $230b

POINT PROTECTIOM-
Capacitance alarms, while expensive, are
very reliable and should be considered if
cash is maintained in a safe overnight or if
high value items are carried. Pressure
‘switch mats are recomrended for use
around cash registers. One manufacturer
offers a cash register guard which keaps
the register locked until a concealed mat is
stepped on to release the drawer. (Cost:
$37.50.) '

Further Information:
Cole, Richard B., The Applicatirns of
- Bueglar Alarm Hardware, Chafes C,
Thomas, Springfield, lllincis, 1971,

Consumer Reports, Vol. 42, No. 2,
“Burglar Alarms,” February 1977,
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APPENDIX A

SHOPLIFTING POLICY |
GUIDE FOR RETAILERS

Copyrxght @ 1973 by. Security World Publishing Co., Inc. Los Angeles Qalifomfa USA.

Reprmted fmm Security World Magazine, Vol. X, Mo. 11 (December 1973), op. 33 34, w;th pnkzy
: gufde se-cﬁon courtesy of {‘ammercial Sen!ce Systems Inc. | \
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SHOPLIFTING POLICY GUIDE FOR

~ RETAILERS

by Roger Griffin

Important Informatlon for everyone concerned
with security In the retail store. . .the general
manager of a comm2rclal shopping service
ssts forth guidelines vital to everyone from
employee to manager.

INTRODUCTION

When a person removes merchandise from your
store without paying for it, you are entitled to
recover the items that have been taken,

IT IS MOST IMPORTANT TO REMEMBER,
HOWEVER, THAT A PERSON IS NOT
NECESSARILY GUILTY OF SHOPLIFTING JUST
gi%ggélsg HE DID NOT PAY FOR CERTAIN

For a person to be found guiity of the crime of
shoplifting it is necessary to be able to pro.e
that the person did, in fact, intend to steal,

It is not a crime to forget to pay for something.

- The proof required to make a crime of the ‘act

of taking’ is the formal proof, obtained and
presented according to strict rules of evidence
that will satisfy all of the proc:dural and con-
stitutional requirements imposed by the courts,

The person who apprehends a shoplifter must
have a basic knowledge of those requirements,
He must have them in mind each time he con-
templates taking a shoplifter into his custody.

Persons experienced in the apprehension of

shoplifters agree that the shoplifter sometimes
wins . . . That the shoplifter sometimes gets
away with a theft hacause all of the elements .
necessary to mak a sound apprehension are
not present.

The experienced person controls his emotions
#nd bides his time knowing that another
shoplifter will be along shortly or that the same
one Wil return at a later time.

Patience learned from experience is a basic re-
cfuiremen: for anyone contemplating the
ghoplifting problem.

IMPORTANT FACTORS
gx the past eight years Commercial Service

ystems has made a detailed study of some
85,000 shoplifting cases.

Urder 30% of those shopliftars were turned
over to the police. A pertinent question is, “Was
it possible to handle the 70% which were

released with any less care and caution than
was Vequired in handling the 30% which were
prosecuted?” The answer, from the standpoint
of policy, must be that all shoplifters, prosecu:
tions'and non-prosecutions, adults and
juvc?iles, must be handied with equal care and
cautiocn,

The obvious reason is that the person who

. kes the apprehension often changes his mind
about the course of action he is to take after he
has apprehended and interrogated the subject.

The apprehending official finds himself in a dif-
ficult, if not untenable, position if he has ig-
naggd the basic rules outlined in this policy
guide.

DECISION TO ARREST

Only the manager should have the responsibili.
ty for apprehending a shopiifter; but he may
delegcte the responsibility to those employees
considered by him to be competent to handle
such matters,

CITIZEN'S ARREST

A citizen who sees a misdemeanor committed
in his presence may arrest the individual who
committed the offense,

It is important to note that this arrest is legal
only if it is made by the citizen who SEES the
oifsnse committed.

If an employee cther than the manager sees the

‘offense committed, ke must make the arrest,

The manager must have delégated the authority

e

to arrest to that employes; or, he must have——
confidence in the employee's ability to judge

that a crime has been committed and then ac.
company the employee who will make the

arrest. '

LEGAL ZEPS TO APPREHENSION

You must se¢ the shoplifter take your property,
You may then testify that it was, in fact, your
merchandise. » v

You must see the shoplifter conceal the mer-
chandise o his person, {Concealment con-
tributes greatly toward establishing that the
shoplifter intended to steal the merchandise
and did not merely forget to pay for ity =~

You must watch the shoplifter continucusly ai;‘_d
see that the merchandise i3 not “ditched.”

I you are diveried so that there is @ break in
your surveillance of the shoplifter, you are
taking a poorly calculzted risk to Iater ap-

prehend the person,

——
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You must be able to testify personally, of your

- own knowledge, that the mérchandise'was not

paid for.

It is no! sufficient to ask the person operating
; ;he caih register if the merchandise was paid
e for, ’ e

i yols did not see the shoplifter fail to pay for
the merchandise in question, then you do not
hrim personal knowledge that a crime has
jeen committed and you do not have the

Jauthority to make a citizen's arrest.

Apprehend the shoplifter outside the
store . . . sither on public property, the parking
, lotoron ;ﬁe sidewalk, (By permitting the
. shoplifter to exit the store prior to making the
/  arrest you have allowed the person to go that
/ much further in establishing his true intert to

J/ steal) 1)

THE SHOPLIFTER IN YOUR CUSTODY

When apprehending the shoplifter, be sure, be
firm, ard be positive.

ldentify yourself by name and as a store
employee,

Always take one or more empleyees with you
when you make the apprehension. (There is
safety in numbers and at least one other person
can act 8% corroborating witness.)

Address the snoplifter politely and direétly.
- Words sugh as the following are effective:

*Ma'm, 1 am the store manager., You have a

_can of our hair spray in your purse which you
did not pay for, Please come back into the
store with me so that we can straighten this
out.” .

Rezsonable force can be employed if the
ghoplifter refuses to return; but your safety and
the safety of those vou are responsiblesor must
always be foremost in your mind.

o Have the emplhyee who ie-backing you up
. lollow to see that the shoplifter doss not
discard the stolen merchandise.

Atternpt to recover at least one item before you
take the shoplifter back into the store.

Your most important asset will be an attitude
thet conveys confidence and self assurance, If
you show douit or indecision, the shoplifter will
sense your unicertainty and exploit it to your
dissdvantage. .

If the shoplifter escapes before you recover your

merchandise, telephone the police, Give
description, and the dascription and license

“

number of the automobile if you were able to
obtain it.

_Inform the police; but make sure they under-
“ stand that you are making an advisory report
only and that you DO NOT want the person

apprehended. When the police pick up sucha

suspect they must do sc on their own and for
their own investigation,

(At that point, the suspect has always
discardad the evidence; and It is difficuit if
not impaossible to convict a shopliter unless
you can produce the merchandise you
recovered from him.)

QUESTIONING THE SHOPLIFTER

Your purpose in interrogating the shoplifter is

three-fold: . ~
—To recover all of your merchandise.
~To obtain a confession from the shoplifter.
~To obtain the shoplifter's signature on the
form which releases the store and all perties.
involved in the apprehension from Civil
Liability,

Utilize a private room off the sales floor,

Always have a witness present. If the shoplifter
is a fernale have a female witness present.

Being able to name the item and the place of
concealment wili go a long way toward convilic.
ing the shoplifter that he has bzen caught
redhanded. :

Instruct the shopiifter to place all of the items
not paid for on the table or desk. :

A positive attituda and persistence on your part
will usually produce results.

If the shoplifter refuses to produce the stolen
merchandise you may decide to cail for
uniformed police assistance.

Be very aleit that the shopiifter does not
ditch the merchandise while you are waiting
for assistance to arvive,

Most shoplifting subjects appear to cooperate
because they are interested in getting their

_predicament resoived with as little trouble as
“'possible. .

Most shoplifiers will claim that it is the first
time they have stolen merchandise. Admissions
of prior thefts are not greatly important; one
should not accept restitution for prior thefts,
and if prosecuted the shoplifter will be con-
victed of the surrent offense cnly.

s S
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The onl,v wy restitution for prior thefts shculd
be acceptcd is at-a later time and at the comi-.
pany's main office — with proper representation
on both sides to foreclose entirely the possibili-
ty of any claim of extortion.

- A standard civil release form, wiich also con-

1Ains all of the informaticn pertinent 1o the cir-

cumstances of the theft, should be used routine.

ly aqd should be kept-on hand in all siores.
COMPLETING THE CiVIL RELEASE FORM

" {and the identifying information)
" Ask the shoplifier-for identification.

Fill out all blanks and answer all questions on
the release form. It is impossible to tiy to
remember details at some later time, -

« After you have completed the release form ask

the shoplifter to read it aloud,

When you are satisfied that the shnplifier )
understands the release form ask him to sign.

Language such as the following will be heipful
in obtaliing 2 signature:

“If | have the information all correct | would
like you to indicate so by putting your
signature on this line. You may use m

pen” ... At that point hand the shop}ifter
your pen,

If the shoplifier indicates that he or she i relucs

tant to sign because of not wanting to admit in

writing that samethmg was stolen, explain thag

the statement is not an admission of theft —

but rather an agreement that he or she did

leave the store without paying, and that it was

;easanabie far you to recover your merchan-
ise,

if you ha;le already made the decision to pros-
ecute the shoplifter, obtaining the signature on

-the form is less important. A criminal convic-

tion is perhaps the best kind of protection -

~ against r;ivil liability in a shopiifting case.

Ifyou m&end to release the shoplifter, the
civil release is of great impartance.

If the shoplifter refuses to sign the releas¢.
that person should be prosecuted unless
thare are circumstances which make it ob-
vinus to you that it would be dufﬁcuit to ob-
tain a canvm’tian. .

SITUATIONS WHERE IT APPEARS PRGDEHT
TO PROSECUTE ADLT SHOPLIFTERS

The shavﬁfter refuses to sign the civil relesse
form.

o

PR L PRI
1]

The shoplifter has-no identification.
‘i‘hﬂ shoplifter resists or attacks store personnel.
The shoplifter appears to be under the influence

ol drugs,
“The shoplifter appasrs tq be intoxicated, (In this

case the police may'book the person on a drunk
charge rather than a sheplifting charge.)

The Shop!ift”l‘ has a prior record,

'é“ihe theft involves a large amount of merchan-
se,

The person appesrs to be a professmnal
shoplifter: -

He employs a booster box or other device,

It appzars that he has other stolen rrerchan
dise in his vehicle.

The theft involves cartons of cigaretios,

The theft involves liquor.
The theft involves fiesh meat in a quantity”

.which causes you to suspect that the stolen

merchandise is to be sold.
Any other unusual circumstances which cause

- you to believe that it would be wisa to call the

police irto the case,

SITUATIONS WHERE IT APPEARS maozm
TO RELEASE ADULT SHOPLIFTERS IN-
STEAD OF INITIATING PROSECUTION

The manager may clect to release the shoplifter
instead of kaving him booked any time the civil
release formn has been signed or when ex-

‘tenuating circumstancas suggest relesse mther

than prosecution.

Following are situations where judgment may '
indicate release:

You are convinced as a result of your obser-
vations and as a reswit of your interrogation
that the subject honeastly forgot to pay and
did not intend to steal the merchiandise,

The subject is senile and would probably
;'egﬁive great sympathy imm a jurv ora

' H-aw .
The subject ig pr ffgnant and wouid receive
sympathy.

The subject appearzz to ba contrite or at !cast
gives you complete x:oaperation fane)wing the ;
apprehension. .

/
You have recentlg/ booked 20 many :
shoplifters that you are coriczmed about the
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- court,

METHODS OF HANDLING JUVENILE
SHOPLIFTERS (under 18 years of age)

offenders,

- filled out in each case,

parents or to your lacal police agency.

releass the sublect o his parents, The pro-

It ac.complishes the following:
it makes a far greater impression on the

handled in an official manner.

your stores, .

. You forecisse that rare possibility that
something will happen to the juvenile be-

he reaches home, for which you may be
blamed.
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‘ Some companies have the | enil:sign the

 in his own
}1 !styea,zmem of
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_ ficial the procedure
 the juvenile will be.fw ‘%

3%

juvenile cases. This is perfectly acceptable

action. S

g

n
.

smount of time you‘mpy have to spend in

‘Our yearly surveys show that slightly frore than
T0% of all shoplifiers apprehended are released
withcut the police being brought into the case.

- . In somie stores, juveniles make up at least half
of the shoplifting problem, Therafore, it isob-
= viousthat the juvenile’s contribution to shoplift- -
ing iosses must be treated seriously, A ctandard
policy must be followed in handling ail juvenile

The portion of the release form which contains
identifying information must be completely’

The juvenile should be released enly to his -

[The temptation with juvenites (and particularly
with the younger ones) is simply to recover the
- merchandise and eject themn frons the store.]

~ In California, for example, the usual procedure
is for juvenile officers to interview the subject
and check their card file for prior problems. if
there are no prior problems. the juvenile people

* cedu: described above is to be recommended.,
juvenile and his family when the offense is

You establisi within the juvenile community |
the fact that shoplifting is not tolerated in

tween the time you release him and the time

You foreclose the pos%!iiy of the juvenile

release form. The thpugm that theit"nore oféd :
1s the more impressed”

Most companfes call parents directly in many
anytime your judgment dictates that course of

SIGNING OF COMPLAINTS
When you have a shoplifter booked, the police

‘present the facts to the appropriate prosecutor,

The prosecutor then issues a ¢riminal complaint
against the shoplifter, i

This complaint must be signed by the person *
who made the citizen’s arrest.

. itis good nolicy to ask the transporting of-

ficer(s) wher:: and when the complaint is to be’
sigried. (If they do not know, ask them for the
telephone number of their waich commander so
that you can call him and inquire.)

The signing of the compiazint is crucial, It must
he the responsibility of the person who made
the atrest. If the complaint is not signed the
case cannot proceed and there wiil be no pros-
ecution of the shoplifter. '

Do not rely nn someone calling you with are-
quest to appear and sign the complaint, Take
the initiative yourself to determine what is

- necessary.

-

If an oversight cccurs and the compiaint is not
signed, the shoplifter wi'i probably go free and
then may very well bring a civil suit against you
and your company. :

POLICY FOR HANDLING EVIDENCE WHEN A
SHOPLIFTER IS BOOKED '

Recover all stolen itény from shoplifter,

Recover all wranpers, boxes, blister packs, etc.,
that the shopilifter may discard after removing
merchandise, Treat these things as evidence.

Recover all price tags, even if they are
mutilated, that the shoplifter may remove from
merchandise and discard. Treat as evidence,

If perishable merchandise is invsived, remove
labels ar.d treat the labels as evidence,

If the shaplifter paid for some of the recovered
merchandise, locate the cash register receipt -
tape and treat as evidence.

Initial and date each item of évidence.

Request the (transporting) police officer to in-
itial and date each item of evidence.

Request police officer to accept evidence and

If police decline to accept the evidence, follow
these procedures:

Seal evidence in bag or other suitable con-
{alner. '

identify the contents on the putside of the
package with the name of the shoplifter,
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' date, name of the person th made the ap-
prehension, names of witnasses and amy
sther pertinent data;

Place package in a safe place until it is defer-
mined if the shoplifter pleads guilty or ifa
trial is scheduled &t which time the evxdence
will be required.

in case notification of the disposition of a
shopliftar's case has not been received within
thirty dnys, the store manager should cali the
police and inqdire. Information may be
available that will permit the return of the
evidence to stock.

When the evidence is retained in the store and
you are summoned to testify at a shoplifter’s
. triel, always take all evidence to courl with you.

POLICY TO BE FOLLOWED WHERN APPEAR-
ING IN COURT AS A WITNESS

Make notes of the circumstances when a
shoplifter is apprehended.

Review your notes prior to taking the witness
stand and offer your notes to the prosecutor.

Make the best impression by being neat and by
dressing t:onservativé}y when appearing in .
court.

‘Do not chew gum on, the witness stand or any
time court is in session.

Do not talic or visit v...h others whi?e court is iy
session. s .

While on tie witness stand speak cleatly '
enough so that you will not be reqmred to -
repeat your answers,

Remnember you can testify orﬁy to what you saw »
personally. (Mo hearsay.) ] .

Remember you cannot repeat any conversatior
- which took place out of fhe hearing of.the
defendent,

Remember you must adhere to the fadts. Your
conclusions or assumptions are not aﬂowed 4s
testimony.

Answer all questions directly and in as simple ’
terms as possible.

The natural tendency Is to be avexrly expan-
siva when you think-a question does not
engender an adequate answer,

Rely on the pmsecutor to ask dﬂdﬁinonaﬂ
questions which will clear up any
misunderstanding. .

Do not make voluntary statements while on the
witness stand.

7
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Suggest to the proasc:uwz' any testimony you
have in mind before you: take the stand. .

Rely on the prosecutor’s judgement about

7 what should be brought out as testimony.

If you do not know the answer to a question..
say so in a direct way.

If you do not hear a question, poluely ask that
it be repeated. -

¥ you <o not understand a question. say so in.a }
" direct manner,

Do not fail intc the trap of trying ta w'atch wits ’

with defense counsel. . | e

You will ot win and you w%ti damage the im-
préssion you make.

Make your answers polite, direct and
straightforward,

Do not fat} intss the trap of léiting defénse
counse! make you angry, It is hisjifitg test
your mermory and your cred:bihty. T

Whex either the prosscutor or'the defense *
counsel objects to a questian, STOPII Wlthhm!d
your answer until the court rules on the'objec-*
tl@ﬂ . s

RES%ﬁSIB!Lﬂ‘Y OF STORE EMPLOYEES

It is the tespansibihty of store employkes to try
ta protect merchandise irom-thelft,

Each person is expecied to do whit he can to
prevent shoplifting and to apprehend shoplifiers
when hiz action is cons{stent ith instructions e
based o company policy. » N

However, company ‘policy should provide that
nd employee is to take any action in the ap--
prehension of 2 shoplifter that wiil bring harm

L% o«

to himself, to other employzes, or 1o customers. ¢

Al emplcyeas aré yrged to exerdise ordinaty -
commorbsense in this grea and'to cohsult with

. a superior whén there is any doubt about the
course of action to follow. , - vy

The best rule to foliow is ”be SURE before yna
take any+ction’. if you have aay doubt in your
mind about whether a person hassictually
stolen something, it is far betler, to take no ac-
tion. Wait until you are sure, N

Make a mental note of any person who has
-aroused your suspicions, if someorie stole from
you successfully on one occasion, he will prsb
ably bring you more of his “business” — and
the next time be or she is in the store you will
have the oppertunity to do all that is required . -
~ before you take action. o
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./ SUGQRESTED POLICY FOR ESTABLISHING
¢ AND MATHTAINING A GOOD WERKING
" RELATIONSHIP WITH YOUR LOCAL POLICE

% AGENCY .
Police agencies are ready, #s 2 matter of
A course, to answer your requests for assisfance

in the prosecution of shoplifters. However

automatic you believe their response to be, you

i

. con contribute materially to the smaothness of
! your workirig relationship by taking the in-
itiative to establish liaison with the police agen-
cy which will kandle your shoplifters,

-, " Follqwing are suggestions for opening lines of
communication:

_«, When written policy exists (and it should in
-, - svery case) the commander of each division or
. "7 the chief of police of each municipality where
P vou have a store should he made aware of your
. . poljcy' -
The store manages or security officer, or both,
should call on the appropriate official and
distuss your policy with him. At the time you
will get an understanding of his fesling for the
. *  problem as well as an understanding of how
shoplifters are processed, : :

" Qnce you have opened up lines of communica-
tion keep thern open. Drop in on your contact
. and discuas any problems or misunderstand-
s igs. Do not hesitate to write a letter of ap-
‘  preciation when it is deserved. Police officials
like everyone else are grateful to know that
their effarts are appreciated,

|, FOLLOWING ARE BASIC POINTS WHICH
" YOUR LAW ENFORCEMENT AGENCY WILL
BE INTERESTED IN

- That you have policy and procedures for hand-
® - ling shoplifters,

%

fa
£l

+

/;:‘é

That such policy emanates from your c‘o/xp
pany’s upper managewent and that it is
cbserved by a)l concerned. 4

Thzt your security force and respon;;i’;ie store

* empioyees understand the basics of citizen's ar-

rest, ) :

That vou are ndt going to use the police to tr
to scare shoplifiers; that when you call
uniformed officers to the stose it is because you
desire to have i shoplifter transported and
bocked, :

That cnce the shoplifier has been pooked, you T
are prepared to follow through with the pro-
secution. This includes your signing the

criminal complaint at the appropriate time and

your producing the witness required by the pro- -

secution. ‘

That you understand when uniformed officers
respond to your call they do so for the purposs
of sransporting anu booking the suspact and not
for the purpose of making the arrest.

That you understand that ail calls for assistance
are assigned # priority. A call concemning an

armed robbery in progress will take precedence
over a <8l concerning a shoplifier in custody at
your store. That there may be delays in answer-
ing your call for this reason. i

REMEMBER that your police officials will prob-
ably understand and respond {o your needs
BASED upon your approach to them, and in

BROPORTION to your understanding of their

prablems and limitations.
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+ . COORDINATINGCOMITZE .
* MODEL BURGLARY gﬁcun Y ¢ODE

MiNkiam STANDARES
!. Pllfpﬂ.!ﬂ " v ; g &

lhepurpnse o this Code is to pro’wde *
" minirgam siandards to *afeguap’ pmpf?ny and
public welfete by requlating and controlling tise

. design, construction, quailty of materials, use

and occupancy, location, antd maintenance of
il buildings. and. SirscEares within a city and
certéin €quipment specifically regu%ated herein,

1i; Development Of Model Code

{ ayaquahfied person, - 7 R '**:‘f
5 The enforcmqa“‘ﬁonty may. apprmaany such ,

g
s

. Struction:

* The provisions of t’ms Cmie are not intended to \
ptevent the use of ap}"material ormethod of
tongtruction not specificglly prescribed by thxs P
. Cede, provided any such alternate has becm&p- g
prcwec! ner is#t the intention of this Code o =

V. Altemnate Matemns And Mﬂthods of !con- LA

Tue A
N

* exclude any sound meihod-of structural design ™

or amalys;,s not specifically privided for ip_this =
Code. Sitictural desig fiir tations given in this |, «

Code zite to be used as & guide only, and excep-»
tions thereto may be made if substantiated By - *»;/
,;;icu!qtmns or other suitable evxdeﬂce p;e@red* L

aliernnte provided hy findsthe proposed design

J BT

The following City Ordinarices were usedas -0 “ig .aatnafactory and/me miaterial, method or work .+ » |
guides in developing the model code; General offered is, for'iie purpose intended, at least Souw
Ordinance Ho. 25, 1969, as amended, City of’ equivalent of that prescribed in this Code ip, P
Indianapelis, Indiana ~- Section €953 — F211 quality, strength, effectiveness, burglary .
Housing Inspection and Code Enforcement, resistaiice, durabnhty and safexy 7t
: Trenton, New Jersey — Sectior 23-40% of the VL T : s e 4
0 Arlington Heights Village, lllinois. Code — Sac- e - Tests i :
.. tion 614.46 Chapter 3 of the Arlington County:™ Whenever there is ipsuffi cient/ evsdence of com >
"~ Virginia, Building Code — Section H-323.4of pliance with the provisions of this Code or - et
3 _ the Prince George's County, Maryland-Housing evidence that any material or any’ construction ‘
L Code — City of Oskland, Califorpia Building does ot conform te the requirements of this. ,
o - Code — Burglary Prevention Grdinarice, Code, or in order %o.substantizle claims for 4
: - Oakland, California. aifernate rjateridls or methods of constmcuoﬁ, ;
= the znforcing authority may require'tests as” . /.
; / ill. Scope ; -
proof of complignce to be rgade at the expense S
i The provisi Ons of the Code shall apply te new of the owner o, hxsagent by a:r’appmveql S A
: c%ns;m?rii?n and tio buildings or atr;actu?ea t:de agency. .
which additions, alterations.or repairs are m ] ; o B
4 except as specifically provided inpthas Code. VL. E“f““mf' * ‘ L N
: Viiien additions, alterations or repairs within The M mp[e Dwelling and Private Dwelling Or-~
9 any 12-month period exceed 50 percent of the dmam.es shall be included in the Building Code...
| »  replacement value of the existing buildingor- -~ __- “and enfotced by the Building Official, The Com-
f structure, such building or structure shall be ~ merciel Ordinanze shall be admxms*ered and ,
[ made to conformi to the rcquirements for = enforced by the Chief of Police; o s
tr , buildings or structures. viIL, B ,ﬁbiﬁty For Secly'?&y . e o
? IV. Applications To F" Euifd!ngs 4 The owner or his designated ageng shal}. be ' . ..°
g (It is the Comm;;fees recemmendaﬁénthat the responss&plc* for compliance with the.v speemc:a SESRaE
C!nde apply oiily to ne\}g:unstructm@ ad;iuons, tions set forth in this Code. o
1 alteratidns or repairs. However, some cities may. . e
L # wish to include present structures. If so, the X, Violations M émﬁlﬁe& O
‘; " lollowingparagraph may be sxsbsuzt:ted for Hi. It shallbe ﬁﬁt@g{filg for a;ny pe;son, ﬁrm, or cor- :
s ~ above.y poration to grect, construct, e(niarge, ajter,
; 7 All eyisting and future bvudings in the city Tepair, move, implove, remove; convertor
4 - demolish, equip, use; occupy of maintdin any R
= Shal;‘ when unattended; be so secured as to PIE * - building or structurl in the ¢ity, or callsethe . =

« vent unautharfzed%ntry, in accordgnce with—"
- spetifications for physical security of gtcessable
[ -opmings %provnded in thls C.‘pde SO

v , '/"v_;f ! e = x B
S L - .

samie to be.doe, sontrary to of in vislation tsf o0
my ui the prowssﬂns of thxs Q‘ade. ST x
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- Any person, ﬁrrrz or corporatnon violating any of
tiie provigions of this Code shall be deemed
guilty of a misdemeanor and shall be *

punishable by.a fine of not more than $500, or
by imprisonment for not more than six months, **
or by both such fine and imprisonrent. »

X Ap}peans ' L%

d

In erder to prevent o1 lessen unnecessary bard-’

ship or practical difficulties in exceptional caces! *»*,
- where it is difficult or impussible‘to comply by

with the strict leiter of this Code, and in"oyder

+ to determine the suitability of alternate- .. e
mterials and types of construction'and to pra- ¢
vide for reasonable interpretations of the provr»' .t
sicns of this Code, there shall be creatéda “.°*

-, Board of Examiners and Appeals (if none exxsﬁ)

' The Board shall exercise its powers on thesg
matters in such a way that the publig. welfre is *
secured, and substantial justice done most near- =~
lé/ i:; accord with the intent and purpose of thic'

ode. : o

W
kel

- MODEL COMMERCIAL BURGLARY
s QURITY GRDINANCE MINIMUM
ST oTAP!UﬁRDS :

!. * ms Exteﬁor ‘morc Shali Be Secure:l As
Follows: iy,

T

A. A single door shali: be sat.ured w;th
either a dounlg cylinder deadbu?t'or a
single cylinder deadbolt wit imut atiurne
p&*w wnth a minimun throw of one
inch, A hook or expanding balf must
*contain hardened material to repel at-
tempts at cutting through the boit.

On pairs of doors, the active leaf shall.

be secured with the type of lock re-

. quired for single doors in (A).above._
The inactive leaf shall be equipped

- with flush bolts protected by hardened
anaterial with a,minimum throw of 5/8
inch at-fiead and foot. Mulitiple points

B -~ locks, eylinder activated from the ac-

tive leaf anc satisfying (I, A snd

"+ above maybe uSad in lieu of fiu “h* : ¢

. boits. .. , k
v iy } . h

v " Any smgle or paar of doors requirmq
» - locking at the bottom or top rail shail.
. have fycks with a reinimum 5/8 inch
"o throw bolt at hath the top and hattom “

wors o el v

: Cylinders shali be & S0 des;gned or .. .
- profeited so they cannot be gripped by
_v pl(e *ﬁther wrenching devices.. o

, W E Exteilor slxdfng ccmmercxa! entrances e

_shull be secured as in (A, B..& D)
above with special attentaomgwen to

g " safaty npgulahons.

, F.. Rolling ovérhead doors, solid overhead
swmg:;zg,dading or accordion garagz-
type doors.shall'be.secured with a
,cylittder lack or prdlock on the inside,
whe‘n not othieywise controlled or

* .. lacked by eiq*tric pbwer operation. If a

, *"*padiqck is ;, it shall-be of hardened

. steel sh"a‘“me, #ith inimunr five piry
tumbler operatioh wit}) non-

_ rertioveable key whei in ¥n unlocked

"positien. 2 SR R

Metal acr'crdson grate or'grifl-fype  «
- doors shall be' equipped with metal
-guide track at top and bottom, and,a
© ¢ylinder lock andlor padlock with -
hardened steel shackle artd rpinimum ‘
five pin tumbler operation with pon- .
- vemovable key when in an unlocked -
| positidn. The tottom track shall be so
designéd that the door cannct bé lifted
~ from the track when the door, jsin oy,
*, locked position, *"¢ * . b

Out%!de hinges on all extenor doors, , "
shall be provided with non- remgvab!e -
ping when using pin-type | hmdes. . p

I. Doors with glass panels and doors that %
have glase panels adjacent to the éoor! .
frame shall be secured as follows: , ! *

1. Rated burglary-resistant gtass or T .y
glasshke’matenal or - ,

- o
. 2.The glass shall be covered with iran

- barsof at least one half-inch round
“or 1" % 1/4” flat steel material, .
spaced not more than five inches  *
apari, secured on the inside of the =~ *
glazing, or : 4

» E

© 3.1ron or steel grilis.of at least 1/8”
material of 2" mesh sscured on the

T e

" inside of the glazing.

~J. In-swinging doors shall have rabbexcd’
7+, jambs.- ., B} R
K. Wood doors, not of solid core . -

- construction, or with pznels therein N
less than'1 3/8" thjek, shall be covgred s
" on the insidé wigk/at least 16 guage
sheet steel o2 s equivalent attached.
with screws on mmimum 6-inch,

0 ¢
centers. . '
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L. Jambs for all doors shall be so
o constructed or protected so a3 to pre-
0 ven; violatior of the function of the
. * gtrike,

M. Au exterior doors, excluding front
doors, shall have 2 minimum of 60
watt bulb over the outside of the docr.
Such bulk shall be pratected with a *

s vapor coveror cover of equal breakmg

resistant material,

Glass Windows; : »

A. Accessible rear and side windows not
viewable frain the street shall consist =
o of rated burglary resistant glass or
. " glass-like material: Fire Departent
approval shall be obtained on type of
glazing used.” . . b

If the accessvb!e side or rear {indow is*
| of the openable type, it chall be

{ secured on the inside with a locking

- tevice capable of withstanding a force
of 300 pounds applied in dny dimction.

Louvered windows shall nat be used
1 . within eight feet of ground ievel, adja-
- cen} structures or fire escapes.

Outside Hnges on allaccessible side
and rear glass windows shall be pro-
vided with ron-removable pins, If the
hinge screws are accessible the serews
] shall be of the non-removable type.

‘o i ﬁccessiblc Tmnsoms* \-\

* All exterior tranisoms exceeding 8" xsz"
on the side and relr of any building or .
premmes used ‘or business purposes shzm .
* be protected by one of the following: '

Y

i

alasg;like mater;al or

B, Cutside iron bars of a\meast 12" round
* 7 ord”, % 1/4” flat dteel'material, spaced
o more thyt %” apart, or

E~ C Outside fran or stdel guills of at least
F v g r8v nute?éaﬁ butsrbt m anrve; than 2"

;L ® v, mesh. ».: ‘o 7‘:

i Dt “The window barrier shll be securgd
2 - * with rounded head f]ush bo!ts onthe
B Joutsidé, ¢ a® ¥ ®

. IV, ‘&w Openings:® * S

v A All glass skylghts on the roof of any o~ Jf
. . bui!d‘ing of premises used for buginess <
; »,  purposes shall be provided with: ‘

“~,i‘?*

s,

1. Rated 'bﬁrglary~:§si5tank glasslsé

A.” Rated bujglary-resistant gless or N

93539 Sikg mateiat’ meeling Ccde re-
quirements, or :

5 2. iron bars of at least 1/2"” round or 1”
% 1/4” flat steeh material underthe - §
skylight and securely fastened, or* {7

3. A steel griil.of at least 1/8” material

of 2" mesh under thiskylfght and o

- sequrely fastened,

B. All hatchway openings o the roof of -
«any. buildirig or premises ustd for
. business gurposes gstfdﬂ be sacur;sd as
follow'

H
1, If the hatcﬁway is.of 1 wcoden !
. matezial. it shall be covered on the
*  inside with ot leéﬁlt 16 gauge’sheet
sten) or its equivalent atgached with
SCrEws.

2. The hatchway shall be secured from
the ingide with a slide bar or slide
bolts. %e use of crossbar or #
padlock must be approved by the
Fire Matfhalh :

3. Qutside hfnges onall hatchway ‘;
openings shall be provided with no- ©
remaovable ping when using pin-type

hinges.
C. All air duct or air vent openings
-exceeding 8" x* 12” on the roof or ex-

terior walls of any building or premise
used for business purposes shall be
secured by covering the same with
either of the following:

1. Iron bars at least 1/2" round or 1" %
1/4" flat stezl materiel spaced no
more than 5" apart and securely
fastened, or

- 2. A steel grill of at least 1/8"” matﬂnar
. of 2" mesh and securely fastened, or

3 If the barrier is on it'e outside, it

* shall be secured with rounded head . 53 )

fiuzh bolts on the wtside o
£ i T L é
V. Specidt &-curlty Measurts - ,: ok
s & + A Safes:. !
3,, Cdmmerch! eitablébtﬁ:ems aving;
T & % $1,00067 moredn cash ot

Do ;s,,, premises a fer Hosing hourd shall fock.
Lo /. suchtnone:
Tl closapqtim. A T

B. Bfﬁce Buiid ings (r&uiumeimmncy)

v# £ 7° Miehtrance 8oors to individual pffice .

bft 4 Class 5‘" safe after ..

#*

.

v, P f@ <Y, suk‘?s Shall haveadeadbolzmkwithu .
B v RREC PR "
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minimurn 1-inch throw bolt which can
be opened from the inside.

V1. * Intrusion Detection Devices:

A. If it is determined by the enforcing
authgrity of this ordinance that the
« security measures and focking devices
, . destribed in this grdinance do not ade-
=77 quately Secure the building, he may re-
quire the instaliation and maintenance

(Burglar Alarm System).

Estzblishments having spetific type
. Inventories shall be protected by the
>  following fype alarm service:

1. Silent Alarm - Central Station ~-
Supervised Service

a. Jewelry Stove ' Mfg,, wholesale,
and retail
- b. Guns ang ammo shops
* ¢. Wholesale liquor
" - d. Wholesale tobacco
e, Wholesale drugs
f, Fur stores

. 2, Silen: Alarm

2, Liquor stores
N b. Pawnshops N
L ¢, Electronic equipment
e d. Wig stores

e. Clothing {naw)

f. Coins and stamps

a ‘ g. Industrial tool supply houses
h. Came 3 stores
I. Precious metal storage facility

’, 3, Local Alarm (Bell outside premise)

. a. Antique dealers

*,  b. Art galleries
- £, Service stations

/ 4
VL. .Exceptions:

. No portion of this code shall supersede

. any local, state or Federal laws, regula-

.- tiopy, orepdes dealing with the Jife-safety
factor, - .,

" Enforcement of this ordinance should be
developed with the'cooperation of the
Jlocy| fire authority to avoid possible con-
flict with fire Taws. E .

o
%

]

K ~  of an intrusion detection device °  , °

et
v

L

|
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MODEL PRIVATE DWELLING SECURITY
ORDINANCE MINIM(M STANDARDS

Exterior Doors:

A, Extetior doors and doors leading from
garage areas into private family dwell-
ings shall'be of solid core no less than
1 314 inches thickness.

B. Exterior doors and doors lez “ing from
garage areas into private family dwell-
ings shall be of solid core no less than
1 3/4 inches thickness.

€. Vision panels in exterior doors or
within reach of the inside activating
device must be of burglary-resistant
material or equivalent as approved by
the Building Official. '

Exterior doors swinging out shall have
non-removable hinge pins,

E. !n-swinging exterigr doors shall have
rabbeted jambs.

F. Jambs for all doors shall be so
constructed or protected so as to pte-
vent violation of the function of the
strike.

Sliding Patio-Type Doors Opening Onto
Patios Or Balconles Which Are Less Than -
One Story Above Grade Or Are Cther-
wise Accessible From The Quiside:

A. All single sliding patio doors shall
have the movable section of the door
sliding on the inside of the fixed por-
tion of the door.

B. Dead locks shall be provided on ali
. single sliding patio doors, The lock

shatl be operable from the outside by a
key utilizing a hored lock cylinder or
pin tumbler constructicn. Mounting
screws for the lock case shail be inac-
cessible from the outside. Lock bolts
shall be of hardened stee! or have
hardened steel inserts and shail be
capable of withstanding a force of 800
‘pounds applied in any direction. The
lock bolt shiil engage the strike suffi-
ciently te prevent its being disengaged
by any possible movement of the door
within the space ot clearances pro-
vided {or installation and operation.
The strike area shall be reinforced to
rnaintain effectiveness of bolt strength.

L

D.
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C. Double sliding patio doors must be
~ locked at the meeting rail and meet
the locking requirements of "B” above.

Window Protaction

A. Windows shall be so constructed that

when the window is locked it cannot be
lifted from the frame. .

B, Window locking devices shall be
capable of withstanding force of 300
pounds applied in any direction.

C, Louvered windows shall not be used
within eight feet of ground level.

it Shall Be Unlawfui To Fumish Overhead
Garage Doors With Bottom Vents. ~

Exceptions:

Mo portion of this Code shall supersede
any local, state or Federal laws, regula:
%ions, or codes dealing with the life-safety
factor., 4

Enforcement of this ordinance should be
developed with the cooperation of the
local fire laws.

_ MODEL MULTIPLE DWELLING °
SECURITY ORDINANCE MINIMUM
STANDARDS

Extesior Doors;

A. Exterior deors and doors leading from
garage areas into multip'e dwelling
buildings aud doors leading into
stairwells below the sixth flaor level
shall have self-locking (dead Yatch)
devices, allowing egress to the exterior
of the building or into the gardge area,
or stairwell, but r2quiring a key be
used to gain access to the interior of
the building from the outside or garage
area or into the hallways from the
stairwell,

B. Exterior deors and doors leading from
the garage areas into multiple dwelling
buildings and doors leading into |

- stairwells shall be equipped with self-

closing devices, if not already required

by other regulations, ordinance, or

Garage Deors:

Whenever parking facilities are provided,
either under or within the confines of the

* parimeter walls of any multiple dwelling,

such facility shall be fully enclosed and
provided with a locking device.

111, All Swing!ng Doors To individual Motel,
Hote!l, And Multl-Family Dweliings:

‘A. All wood docrs shall be of solid core

‘with a minimusm thickness of 1 3/4 in-

ches,”

B. Swinging entrance doors to individual

‘units ghall Have deadbolts with ane-
‘inch minimuny throw and hardened

steel inserts |y addition to ¢oadlatches

with 1/2-inch mihimim throw. The

focks shall be so constructed that both

deadbolt and deadlatch can &e

retracted by a single action 6f fih# in-

side door knob. Alternate devices to
equally resist illeqal entry may be

2

the€ Police Department..

C. Aninterviewer ot peephole shall be
~ provided in each individual unit en-
trahce door, e

individual sntrance door.

Doors swinging out shall have
nar-removable hinge pins.

In-swinging exterior doors shall have
rabbted jambs.

Jambs for alf doors shall be so

momoo

S8

strike
%

. $ﬁdidg Patio-Type Doors Opening Onto
Patios Or Balconies Which'Ar¢ Less Than
One Story Above Grade Or Arz Otherwise

Axcessible From The Outside:
* A, All single sliding patio doors shall

have the moveable section of the deor
slide on the inside of the fixed portion

of the door.

B. Dead locks shall be proyided on all
single sliding patig doors. The lock

shall be operable from the outside by a
key utilizing s bored lock cylinderof

pin tumbler constriwction, Mounting

screws for the lock case shall be inac
cessible from the outside. Lock bolts = -
shiall be of hardened materist or have

<4\ ) *
N

substituted subjectto prior approvalof

. Door closers will be provided on edch

constructed or protacted so as to p:é-
vent violation of the function of the

‘ i inserts and shall be
capable of withstanding & force of 800
pounds applied in any direction, The

*  Jogk bolts shail enguge the strike suffi-
clently to pravent its being disengaged
by any possible movement of the door -

e g
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T :L’LWSﬁthin the spirce ar clearances pro-

RN ‘. yided fay installation and operation,

« , - The strike area shall be reinforced to
L Jwpaintair effectiveness of bolt strength,
| « G [iouble sliding petio doors musthe: -
S . locked at the rheeting rail and meet
o thelocking requirements of “B" above.
! o

;r' \r L < N
7@ Ve Window Protection: * ‘
U1 A Windowssheli be so constructed that

}; RN when the window is focked it cannot be
[’:i N . Nifted from the frame.

e B.” Window locking devices shall be
o capabie of withstanding a force of 300
pounds applied in any direction.
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£, Louvered windows shall not be used
within eight feet of ground level, adje-
cent structures or fire escapes.

Vi, Exceptions: :

Me-portion of this Code shali supersed

any locsl, state or Federal laws, regula-

%ions. or codes dealing with the life-safety
actors.

Enforcement of this ordinance should be
developed with the cooperation of the
local fire suthority to avoid possible con-
flict with fire laws. .

T T



B " APPENDIX C

| SECURITY
CONSULTANTS |

I R e D Riaaie. LG S

- Repripted with permission from Bank of America NTESA “Crime Prevention
for Shall Business,” Vol. 13, No. 1, mall Business Reporter, Copyright © 1975,
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SECURITY CONSULTANTS '~

Help in pinpointing crime problems and chart-
ing prevention programs is available from -
security consulting services which provide a
broad range of information on the practical and
financial aspects of crime prevention. Alarm
company representatives, locksmiths and other
specialists, although they have.a firm command
of their own fields, are limited in scope. Securi-
ty consuiltants, on the other hand, have ac-
quired extensive knowledge of ail areas of
crime and working experience with many
management techniques and security devices,
Fusthermere, they are not advocates for any
specific equipment or particular approach. And
their objective stance permits thorough ap-
praisals of businesses to discover security
loopholes and recommend corrective measures,

For various reasons, small businesses have
been reluctant to call on these professionals.
The costs of such services deter some; for
others, allowing outsiders to pry into business
affairs is tantamount to treason. But many
simply do not know how the experts can help.
Yet today, more than ever, small business en-
trepreneurs need expert assistanca to keep their
criminal losses at a minimum.

Security consultants can be especially heipful to
those business owners who know only that they
are lasing money. “Obviouely, the more specific
details the business person gives, the easier it is
to diagnose the trouble and prescribe treat-
ment,” says one professional. Nevertheless, a
probing discussion on all aspects of the
business helps the consultant determine what to
investigate. A security expert — or a team of
them — then combs through the operation,
becoming acquainted with all procedures, Book-
keeping records, inventory control systems,
shipping and receiving procedures — as well as

R
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physical premises — are studied both for effi-
ciency and security. Once the wesk spots are
found, preventive measures can be suggested,

Although consuitants’ fees can be expensive —
$150 to $300 a day — their recommendations
are usually well worth the investment. The
business owner in effect pays for an accurate
appraisal of the crime threat and subsequently

-budgets the funds necessary to help battle the

problem, While the initial outlay may seem hef.
ty, in the long run money can be saved,

Occasionally, business associations engage con-
sulting firms to discuss major security problems
with member retailers, Experts address
themselves to spicific crimes threatening par-

- ticular types of businesses, By attending these

group lectures, individual store owsiers not only
take advantage of reduced fees, but aiso get an
opportunity to dacide whether hiring a consul-
tant would be beneficial. '

Security consuiting firms are listed in the
yellow pages of iocal telephone directories and
advertised in various security magazines,
Business pecple can also ask friends and
assoclates for recommendations,

Security experts strongly urge owners to check
references of any firms they consider retaining,
When contacting various consulting firms, mer-_

- .. chants should not hesitate to ask for resumes or’

inquire about other accoufts, A quick check
with previous customers may reveal interesting
experiences. Additionally, retailers should ask
prospective consultants for estimates — both of
time and money. Smart business people can
judge whether a bid is in the right proportion to
the size of potential losses. (itimately, a consul-
tant’s most important qualification is the quality
of service: if the problem is uncovered, and Bl
satisfactorily remedied, the work more than
pays for itself.
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APPENDIXD

DICTIONARY OF ANTI-INTRUSION

Copyright © 1973 by éecurity World Pubﬁé’hing Co., Inc. Los Angeles, Cal'ifofpig, UzA.
Rzprinted from Security World Magazine, Vol. X, No. 1 0, (Novamber 19@). P 30-35,
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DICTIONARY OF ANTI-EP!TRH“%GN
DEVICES :
For Architects & Bullx’ers

*Technical information irt this articlo s researched from
the extensive fibrary and fifes of Don D. Darling and
Associaies; and access to the :e}m:nce material was .
granted by Don Darling, presidént of the security and
mansgement congititant fitiri/ who also gave generously of
his time and expertise in seritication of the finished
manuscript for SECHRITY WORLD. -

Security has become a vitsL offering in today’s
world. Buildlngs that have it, and <an v
dernonstrate that it works effectively, are bound

to have an edge in seiling their occupangcies to
prospective tenants, This holds true from the %
residential building to the office building, and 2
for categories in between.

: Wives, children, the elderiy need to be safe at

3 : home during the davtime hours or any evening
hour they may find it siecessary to come or go.

: In the office, employers must guarantee the

-~ safety and security of their emplicyees during

d the working day and often during afterhours,

- when occupancy of the premises is ! gnt ‘

- Builders and developers of aif premnses, thus are
linked together by the common problem of
: security for their sccupants, No longer a Tuxury
o . item ami!abln only te wea!tby people or large
corporations, security today more antl more

e

/"’

A

determines the choice modest incomﬂfamhes «

raake in their p!accs of residences”

And; for incre&sing numpfzfﬂn today's hazard-..
ous sociéty, security gvén limits neighboy thoods

‘of conditiong in which employmunt is-<¢on-

sidered acceptable when offered.

>+ Mewbuilding plans are thus being drawn’ with
7 built-iin provisions. for security facilities and
equipment; and owners or landlords of cider  »
buildings are looking for effective means of =~
_ converting unprotected to protected space.

Security information ‘has therefors becomea .
primary need. Planners first need 5ome notion ~ *
of what it iheans'io use security’ equipment toc
protect ¢pake, occupied and: unoccupied. They
- need to kitow that otcupied space requires a
diffsvgnt em for, protection thar unoccupied
space;, and hat the same space may meed either
kind of pro Fctior, at different tires of & 24< 4,
‘hour day. Fisrther, ady. given*bmldﬁ:g fiay huve
» different kinJi$ of protection operating
£ simuitgneousty in different pdps of the lbulld!ng
s or aroundits perimetey, s zarking tiers, pdol
’ or sports areas; lcungerm{ zﬂ recreatian meas,
Etc. < Gl i
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= nr;antl-mtrusz&n device creates an alarm thet

. santestaBly rark, the air good gecurity are
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What this special issue of SECURITY WORLD,
intends is to previde input data for the g7
chitect, builder, developer, planning manage-
ment, and others who approve fing} plans faog
remodeling, or for the new building project. lrf
particular, this issue points toward one vital-’

decision area ir any sncurify project — the
selection ¢f anti-intrusivz planning and -
systems. ,

a . : Lo

Basic Information for the Secur;ty Layman
In Easy-‘i'm(lse Relerence Anc Question-
Answer Fomat -

by i.E. Thorsen .
Clearly, the opinionof a gﬁod solid security .
consuitant who can look at your individual . =~
blueprints or premises and tailor-make a system
that will best serve your needs iz indxspensablc.

But it is also usefyl for you as architect, builder, = . |
or devejoper to have some menta) frareework
on which to hang the recommendations you do
receive, Such i3 the purpose of an overview &ike
the one that follows,

[ g
/L@%“s*‘nagm with some common dquestions:

d"ne

Ques;iﬂn. _
Wha do anti-intrusion devices or systems do?

nofifies, by ope mezdns or ahother, of &n un-
wanted or unaathorized presence. Particularly in
unoceupiedsspace that offers a tempfing target,
alarmg are used to protect against potentml
criminal intrusion.

The anti-intrusion system may include multiple
-devices, alarms, apd/or other ‘kindsxof security
equipment. it more broadly aims to. ‘protect
« everyone and everything the;b could be harmed
= by cnminal intrusion. LA e

the case of occuﬁ!cu bmtdmgs, for example.
a_foolproof anti-ntrusiop system would :
‘ehm&@.ata assaults on wormien, children, orthe .-~
" elderly; armed robbery of occupants; theftof - ”’ e
property f;agn cccupants. vandalism of the™ -
building and its premises or its property, as well = -
asvandals’ damage to'the premlse:ybr property
of theaccupents ete. i /

‘While the foolproot system wold be ure

Q9J -
Sl
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Tuestion:
- What is the diffemnce %:ﬁweim antidntrusion
gevm and sy;temu

Astiintrusion dz:‘vices. commanly calied alarmps

but Ipcluding 2 somewhat broader category,
p;attct either mechanically or eieg:!mmcauy by
* using % humber of standard principles of -

ysics, They are not mysterioys, and any in-
a@idua! who is reasonably infoimed about basic
sc;zée;sce <an quickly develop 2 fair graspof  ~
a

wzm am»intruﬁm devices opernte as part.of & f
system, the systemn may be simple or extremely
~ coinplex, depending upon the neids of the

. security situation. A simgie situation would
Jhayé, for exarnple, opé at\t:-mtmsiwn device
wired. to set off a bell, flashing light, or other
signagmg device, the moment. !bd&tevts an wy

; w&xgteﬁ presence, .=

.
T2

o,

The mqre complex situation rnight require '
mizpy anti-iptri sion devices along with sensors
forfire or othe disaster and signals for per-
so%p |ernergency. Reports or signais from these
co?
trals‘l iration in the building.

Eveba more complex are those systerns in which
- the Q\ rt is carried beyond the building to a cen-
‘tral feication several blocks or miles

distq t. ’

o | Agfmplm 2iarm described above is usually
alotai alarim; the more comglex system
mi'eparta within a bullding or a ¢omiplex of

bulldings isa rietary alarm sy: jtéin; and
the fast Is referred to as a centrai ﬁta!'ion

wlarni system} o

Question: ~ R o

What is the ggst tongngzzy ﬁ,se/ﬂ amﬂ-
slon devize?

Y o!desf ‘and most fundamenqpl Kind of aaﬂ-

N mtrusinndewce is the lock. The Jock formea

pasic Latrier between the pnvac]y zind safety of
the individual and Yhat portion df his environ-
~ ment beyond the idclz that hP:ﬂ ay xzo; wish to.
- encounter, o

T,he problem arises when; t:riminals or uther uﬁ~
wanted intruders become skilled in attackirg or
/- circumventing this first fine of e%efpm ,

The’ra are many clrcumstances in’which addi-
" Mol protection is essential for the safety of

"the individual, The tamperproof lock adds a -~

- pricenta
j, ,M’ﬁw’ ot firwide a ta;gwaswer beqause it

ge of advantage on the side of secudtya

nents often travel over hardwire t&a cen-

o lmues aiéng beside it.
" P 3 ) ﬁ; S
' - o R F
% o
: Ky
. = a A
* 5‘ . : & ;..}f* e .
£ t e 9/3/ L - -
[\ {j ;r\'a . }/ LY N . ".
*; 2 “/' ua?; o8 1 » )

«t:anrot act 2s a substitute for surveillance or
autornatic alert inv the face of intrusion,

.An example of this need is dsily §6vioys in hun- _
dreds of apariment buildings.with locked front

doors, operable by a buzzer system and inter-
com that is not sroperly used and permits the
admittance of intruders. The parking area en-
tranc&, opened only by & key, whose pverhead
door permits someone to Tun through at the

- game time the eardé passing inward or outward,

is another exémple. Key-operated elevators into
which z stranger will stép while the possessor of

_ the key amizbly starts the elevator by turning

" “the lock and introducing the intruder into the
~main floor of the building is yet another exam-
ple.

. Security 5ys£ems should ideally be compgsed,
therefore, not only of locks for individual
privacy and pmtection, but also other anti-
intrusion, sensing, and inspection devices
calculated to further protect the mdimduals oc-
cupying the premises, .

Question:
Are there building. secunty devices not related
to crimingl intrusion?

Alorg with protection against crirzinal intru-
ston; it i vital to protect both individuals and
property against the intrusion of fire, smoke,

- and other life-threatening or property-

threatening hezards. In addition, such thmg;c as

, temperature, continuing operation of a

* machine, elevator status, safe ang efficient
operation of all building support equipment, aﬂ
_can be monitercd-py these sensors, !?ersg nal -

- amergency ' alarm devices are recgiving in-

_-~~¢reased use, also. - e
L //,;/ H_/, :
Question: ~
What isthe dotionary of anﬁ-lnmfsinn ,
d,evims? : ‘

Ed - @

The dictionary, mtendea for use by builders, ar-
 chitects, avid developers of residential and com-
mergial real estate, 2eyeli as forthe informa-
_#ipnof managspient and securlty-responsible

¢, = PErsons everywhere, is a highly simplified over-
. view of the majority of sensingrdevices-

operative riow in the security field to detect
. either intrusion or hazard. The {iZ begins on -
“ the opening spread of this feavdre and con-
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Electrozeptical device _usiné visible light ov in*
frared bepms (pulsed); interruption of the beam
' tvauses an alarm signal,

3 ’ Y

fE o= Qpemﬂon. " e .

r i Erctection of perimeter and/or pomts of entry,
| - arrow light beam is transmitted to a recoiver

-
N
N

kS

‘ ~ across distances that can rangs from-the width
! - of a doorway 14°200-1,000 ft..Beams can be.
‘, .- réflected by mirrors to create a crisscross pat-
f © ternfor p.cte»ztion inside a- premlse, or to go
amumf corpers. L

3

{ises: l | T

* Provides protection agamst entry at doors, win-
dows, service chutes, etc. Could limit accegsible
area after entry by’setting up an intemnal or se-
cond barrier. Protects against ¢rossing bound-
- aries ofsoutdoor areas other than through an_

- allowabis entrance-way, prov:des perimneter
F scoverage application to pnvate facﬂnties where
. appropnate LR 2

A Cemment‘

1o reduce false alarms from weather (fog, rain, ~

S snow, etc.) or natural phenomena (leaves, birds,
- etc.). A carefully planned bearn path (avoiding a
. straight line) can be advantageous in protecting
w e a specific area or pathway. Costs range from -

N $50 for simple systams to up to $2,000 forthe
o most- elaborate with longrange capabi!ity ang
R falee glarm provisnons. ‘ -

‘;‘{ he 4

& : g M’lCROWAVE

[ . R - o .

E . Princip}ez ‘ T

k. o "ai ~ Electramagnetic vaves are utzhzed i frequem .
- cies from 400,000 ¢/s (40 mHz) upward to 10,5

b gHz (10,500 m /1) in the X-band region. The
o detection of mo!
-~ quency:-shift prim:apTe identifies the presence of
» . an in&ruder anrd s:gnals an alarm.,

: "Operation- T R

'h

chrowave ttznsmitter{s) f‘II the desxgnated 2rea
* with 1 a pattern of standing. waves, Receiver picks

*:
g

o

in ouidaor apphcatmns, coded pulses are used

n through the Doppler fre.

;‘;wmves mﬂected from stagdmg objects, aisa :

%

‘e L eme o -
"”?.. Vﬂ 5
B -";/,,;
N : 1 13 s
- R

gets direct unreﬂgrtéﬂaves as reference. Both A
reference and refiected waves carry same fre« .
quency. But, if something or someone moves . .+~
within the area,the reflected wave from the roe

. moving matter will differ in frequency from the

. Airect wave, and signal an alarm. Total -

volumetric coverage is thus provnded" o

el
E4

Gses: 3 AT e

(.inoccupzed premises or fortlons of premlse§ o
Lo -goniaining-meichandise to b& protected, R
“warehouse or stordge aréas, even access routess o
desigrated to be unused during vulnersbie time -
- peripds) can ba protected. Outdoor capability -
offers-dse in protection of sites, grounds, etc., -
dvr’ ing periods of inactivity. Résidential or - ’
apartment use capability if proper a,llowanceé
are made to avoid penetration through walls on-
to sldewalks'; adjacent hallways, etc., where per-
;sons moving in unprotected space could tngger »
an alarm.. ) , Cort

COmment°

&

" Microwave may be us,ed outdqors as well as in-
doors because of its lack of sujiceptibility to en-
vironmental conditions. To.avaid false’alarms -
cutdoors from temperaturelhurnidnty changes
that cause fréquency drifts, ﬂuerescent famps, - .
flying insects, and large objects moving beyond DR
the intended limiits of surveillarice, microwave - - °
units can be juxtaposed to one another with an-*
<illary ‘devices that determine if signal is valid
. for an alarm. This same procedure can, of o
course, be applied indoors. Microwave detectors ]
are among the more complicated of available L
systems. An advaniage is that the§ are easily
concealed, tend to be stable, and are tamper-- s A
* resistant. Costs range with areas to ba'covered” =~
(3,000-10,000 sq. ft.), complexity of equipment, *** ~ ..
, tamper-r esnstance, from$250 upwardsof . T .
$1200 A Car AL

»

Y
o . B P [ R

.- ULTRASONIC -

ol

Prmgiple- L.

é’r

Uitrasonic wavés are utahzed in 18 OG() 45, GDO e
¢/s (18-45 kHz) range;ca'eate standing wave pat' '
tern for &e;eetnon of rhotion through Dopple: = /.
Ef;fect A o

peration,
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- recelver. They §ill an inside area volumetrically
and detect any Intrusion when differential in fre-

quency between tragsmittes aid receiver
oecrs, : ‘ *

#
Uiges:
.

Because of extreme sensitivity Yo environment
use is mainly indoors. Well-suited to protection
of areas within a building where hard surfaces
veflect sound: emergency stairwelle, entry ways,
should be considered, as well 2% storage areas

~ or restrictéd areas when othgrwise unoccupied, |
etc, Soft-covered areas, i.e., carpeled, draped,
porous or thick wall covering, ete., will require
different adjustment from large glass, métal, or

» finished wopd surfaces. Equipient ean provide -

total coverage of desi¢hated area without
penetrating walls, ceilings, or floors. .
Comment:

. *

Can be set g0 sensiﬁvely that the detector will ++

picis up any motion, no matter how slight. Trip
counters and othey devices that require certain
pre-conditions before issuing an alarm signal
are being used to depress alaitn re < se to rat-

tiing doors or'windows, on-off of h¢ 2= 5 and air

coriditioners, sonic booms, eartpquakes, and
mice—to name a few. Costs start at afound,
$275 and go upward to $1,000, depending on”

, distance and area to be covered, and number, of
transmitter-receiver units needed. ,

s

Prineisde: .

Transmission of audible*frequencies picked up
by microphones from within designated area or
range, utilized to trigger alarm signal.

Operation: v
Microphc.ies connected to an ampiifier "listen’ ,’

for sounds that will signal an intrusion. So that
- they will not react to ‘normal’ background ‘

nolses or other non-dangerous sounds, techni-
..lans are developing a discrimination capability

" within the equipment; an oscilloscope can be

set to discard sound without alarming until a °
* ‘dangerous noise’ thdicates that a genuine alarm
sitbation is likely to be in progress.

{ses: « . N

Generally used indoors, Heavily employed in
places with low ambient noise level where
"listening’ capability is especially fruitful, i.e,,
bank vaults, heavily walled storage areas, etc.
Have also had outdqor application on interna-
tional borders for monitoring of infiltration
routes. Will detect activities of lock-ins, and i3
therefore particularly useful in combination with,
other anti-intrusion davices in d systerns ap-
proach. e

o ¥ .

* 4

Comment: '
Architects or developers with commercial prop- -

erty that includes vaults or sequestered |
warehouses or storage space might gornsider

- this type of system as one altérnative, Must be

set carefully in areas where nefses from plumb-

.ing, heating or cooling equipment, elevator
- machinery, etc., can be expected. Costis
- governed by sensitivity of equipment for range

of ‘listening,” sophistication of sound
discriminwation controls; range $250-$675,

SONIC

# ¥

Principle: .

- Audio frequency in the sonic range 'trans'mi*ted‘

1o receiver; phase/frequency shift triggers
alarm, o ‘ '

R

DOpergtion: ' r

& sefisitive receiver detgets echoes-coming
back from all pre-set objestsin the srea, so that
if the situatiorf changes by means of motion
such as;that of an intruder there Is a phase/fre-

* quencyshift that is picked up bythe teceiver,

and an alarm is ¢ausad. Similar to ultrasonig.

® L . .

. Tt H .
& : o

’ ‘e . o N .
Uses: o o - Ty

Provides volumetrig cbVerage inside an
enclosure such as office, shop, living room,
warehouse, ete, Sonic wave is longer than

- ultrasonic and therefore, less sensitive to air cur-

rents; uses are therefore broader than inaudible *
frequencies, but longer waves can penetrate
windows aid similar openings more readily.

. .
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Comments . c e

Rec’:‘eﬁﬂy introduéed’prog!uct nperétas'in the*
700-800 ofs (Hz) range, ¢laims the Jower fr,e-
quency requires intruder of human size andl is-

unaffected By rédents, ‘ete, e
CAPACITANCE DETECTOR
» e
Principle:

h )
Electrostatic; electrical capacifor creates protec.
tive field that atarms on interruption, .

Operalion and Uses:

Also called proximity sensors/detectors; these
devices protect ungrounded metatlic storage
containers, They work by making the protected
object part of &n electrical capacitor system.
One half is the object and the ather is the

;ground in a tuned electrical glrcuit, If the body

of the intruder, tools, or ather devices are
placed on or cfose to the protected object, the
circuit is aitered and causes an alarm response.

® “g

ELECTROMECHANICAL SYSTEMS
Metal Foil, Switches

Principles -

Electromechanical systems here include metal
foll and switches.,

Of)eration and ﬂse;:

Deors, windows, and openings such as skylights
and hatches, can be protected with snap-action
switches that signal an alarm if anyone tries to
open them. Wire or metajlic tape can be Jaced
across permanently closed windows and
skylights. (Pressure sensitive mats can be
placed on stairwells and landings. Seg also .
“Pressure Detectors.”) ' ’

Comment: ~ .

Electromechanical systems are probably
simplest, cheapest, and easiest of all systems to,
instali in new ¢enstruction and, when properly
placed, they can be virtually invisible. Because
it is fairly easy to jumper the circuit, an elec.
tromechanical system is often overlooked in
favor of more sophisticated security systems.
tlowever, this very drawback can be an ad- * .
vantage if the system is designed using a com-
bination of onen and closed circuits so that a

-signal will be activated upon jumpering.

i

v

4 "
Another technique is to makg an abvious clec-

 tromechenica] installation which, when »

bypassed, gives the intruder & false sense of
secwrity so that he bluhdérs into a second
systern, Losts are low in new installations,
‘though the costs of retrofit after construction
cap sometimes be prohibitive. This is particular-
ly true in facilities where there is a slab floor
z2nd a flat roof that would make hardwiring
difficult,

PRESSURE DETECTORS

Principle:
Electromechanical; switch response.

Operation and Uses:

Also known as pressure sensors, these switches
are frequently designited as 'floor mac contacts’
because of their heavy use in that application.
They are activated by pressure from the step of
an intruder and are frequently contained in
mats, ribbons, etc., under carpets. Proper in-
stallation of mats under carpeting could protect
corridors from unwanted intrusion or could be
an alarm block on a stairwell. Residential arcas
and new homes, for ‘example, have these
switches built in at strategic piaces in window
or door frames. Since pressure applied can ac-
tivate them, (as at a door+way, on a staircase, o7
olong a passageway, 2t an entrance, etc,) &
pressure removed may also be used to activate,.

2 » ’; '%
115

Y

Thus, the devices may be set to react toan in-.

truder who is merely entering a protected area,
or to an intruder who removes.an object thal
had been exerting the pressure of substantial
weight, such as an electric typewriter, adding
machine, atc, < N S

Comments: . * ° et
For & buildzr or developer sécking to cffer par-
ticular security advantages to his residents or
occupants, pressure-sensitive mats might be in-
stalied to protect sleeping families from sur-

-prise by intruders or to alarm at intrusion dur-
ing times the occupants gre away. Cost is low

- and degrie of protection against the inex-
-perienced intruder is great. .

#
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COMPRESSION SENSORS
R , Balanced Pressure Detettors

Principle:

- ¢ Hydrostatic; liquid compresses within a closed
area to register pressure from surface,

4

Operation:

Two flexible pipes or hoses ave filled with equal
proportions of liquid (i.e., balanced) and buried

about a foot beneath the ground parallel to the

access point(s) to be protected, and lying about
four feet apart. Any intruder crawling or walk-

_ - ing9cross these hidden sensors sets off an

helid

alarm caused by compression of the soil above
«the pipes, ‘

Uzcs and Comments:

8 %
~ »  This gystem has had some recent affirmative

deysioprent In perimeter profection Applica-
tions. Questions still to be fully answered con;
cern the responce of flexible piping in rocky
soil, when soil becames frozen, or in presence
of nearby heavy vehicle traific, or tree root
vibrationg, One source quotes cost as from
$95-9125 a fuot in 300 ft. systems. -

MAGNETIC SWITCHES

Principle:

. Electromechansical, magnetic field
characteristics superimposed on performance.

3 & - .

)
Operatlcy and Uses:

y ¢ Witrthe magnets added, an extra aspect is add-

" - ¢d to the basic electromechanical switch. A
balanced or unbalanced magnetic field is

« ¢reated by open doors of windows, which direct-

" ly affect the field, Can be used on doors, win-
- dows, balcony openings, storage rooms,
. bullding supply closets, etc. Uses are many for

. Switches may be placed in virtually any position

and carry low voltage — which makes for ¢ase
of both instailation and maintenance. The
mzgnet penetration technique fails when high

. security switches with multi-circuits are
installed.

- ;, Comment:
Tompromise dccurs by placing a magnet
* parallet to a single circuit to simulate the re-
quired fieid, or by shorting or opening the cir-
“guit according to its design. Well-hidden

a“ . S

E

®

switches also improve resistance to defeat by
experienced or inexperienced intruders and
secondary system can be easily added for extra
protection, Costs range from $20-$50,

VIBRATION DETECTORS

Principles

Vibration conduction; contact microphone at-
tached to vulnerable suface signals alarm,

Operation:

Elamental form of microphcne ranging upward
to very sensitive microphones are attached
directly to what is being protected (i.e,, wall,
safe, door, etc). Can be set to detect vibrations
&5 small as pi¢king a lock; or will pick up
‘silent’ drilling, ,other types of physical com-
promise of protected surfaces. (More elaborate
vibration detectors that utilize seismic
geophones can detect vibration set up in a
building structure by a footfall.).

Usess

Provides protection against forced entry
through walls, ceilings, floors; also against
doors, panels, sides of containers such as safes,
filing cabinets, etc., being entered by any
mechanical meangs (saws, drills, crowbars, etc.).
Perimeter protection of vaults, strong.rooms,
ete. Used as back-up device for other anti-
intrusion systems. Applicable to all situations
where objective is to signal alarm under cir-
cumstances where intruder chooses to force en-
try through part of the structure of building or
item he wishes to penetrate, V :

%

Comment:
Device will not react te airborne noise (unlike
the audio detector) and is relatively resistant to
false aldirms If placed and set so that heavy
vehicular traffic or low-flying aircraft are not .
likely to trigger it. Device offers moderate cost
petimeter protection if applicable, runs from
$5-$65 depending on coverage and refinement
of the equipment. v .

*

*

'INFRARED
Principle: .

Electro-optical, pulsed beam, line of éight. (Sec -
also ‘Comment’ below.)

. ' o
S SN o S T
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Operation and Uses:

Miniature infrared systems have been developed
that plug into standard wall receptacles, aperate
over a range of up to 50 feet, Stande < i ~frared
systems range from 200-500 feet. Bew . - ure
pulsed to reduce sensitivity to alarming by
birds, twigs, etc. Explanation on operation of
photoelectric sensors (which seg, along with
uses and cautions, is similar to infrared.
Miniature systems run under $100 in cost, and
more sophisticated standard systems from
$250-$750.

Comment:

The passive infrared sensor employs the fact
that various kinds of machinery, cértain alarm
conditions, and hurmans radiate an infrared
energy. (In humans, it is about 9.3 microns.)
This energy, or heat, can be detected and

caused to register an alarm.

LASER SYSTEMS

Principles

Electro-optical; operates within approximately
the same region of the electromagnetic spec
trum as infrared; pul-=d beam, line of sight.

Operation and Uses:

Laser systems have been made available com-
mercially with capability for creating invisible
‘fences’, are claimed to have a range up to
10,000 ft. These systems utilize pulsed gallium
arsenide diodes, emit energy in the 9,000
Angstrom region.
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"FEDERAL CRIME INSURANCE PROGRAM Form Approved
Form No.3 OME Ho, 63-R1368
CCMIMERCIAL CRIME INSURANCE POLICY FEDERAL INSURANCE AW!H!ST RATION
This Policy {of which this Application Is & partt covers fomat in sccordance {An Agsncy of the U.S, Government]

with the option sslected on the Applicsiion, subjézt 10 spplicable limits and U5, Departmant of Housing and umm Developmant,
to a deductibie, s stated below, and to Faders! faty and reguletions. Washington, D,C, 20410

APPLICATION
(Type or print heavily in ball point pen)

Policy No. CELCTTTTIT J"D Effective Date

: {Not sertier than noon on diy foﬂnwim date on wehich
{tnsert IRS Employer dentification Number snd add suffix 0" for the first spplicant signs Application)
application, Add suffix A “B,” "C, stc., for esch sdditional sepsrats appli- Expi Dets
cation whare rouitinie pramises sre involvod,) © m‘ v' mﬁmﬂm eHfactive dete}
Insurad’s Nume, Telepnons No., and Mm!ina Address {Include Gounty, and Producer’s Neme, Addrass, and Telephone Mumber

i
.

Zip Codel:

Servicing Company’s Name and Addres: (To be fillsd
:?m!n of Pramises (Im:mdo Ccmntv st 2ip Code, ¥f different from mﬁtm in by Agent or Broker)
ress):

1. Dwcribe type of building and (if muttiple oncupancy) portion of rooms occupied by sppiicant, Including rooem and S100r MUMBDET? e

2. Dmb« class and type of business {i.e., grocsry utom or drug store, ete.);

{Use ducnption of business used on tax return, nluz sny addition:sl information nosded to clarify or -xpmd this description)
3. {a) Doss Applicent cash personal checks In excert Of the sal8? & . . v v vs venenacasesnessrnesssassd YES LI NO
{b} Does Applicant cash payrol or welfare chacks?, + o o e v s covsvssservnnssavavasannaessedd YES CIND
4? Dmpm:”conhi“.c‘mea!.? 01301300‘9‘0i"‘i‘%".""-‘lQ"ﬁ.iﬂ'.".““mvas DHO
5, Haapplicant ever previously bsen insured under @ Faderal Commercisl Crime lasurance Policy? .o v+ . . . » ».Ld YES 1 %0
6. Insert smourt of insurance spplied for: (515,000 maximum in ssch catsgory)
Dﬂiﬁﬂ’] ‘BU%N,“&NWWMC‘VMW) Q’Oﬁ#".!"ﬁ'd.l..it}'lliﬂs
oﬁ‘lﬁﬂz‘menﬂlﬁw....;.aci;....c-.,»e»o..-...,..a,:‘cc-‘s
MMS(Bum#v,ufobumﬁwan'v,.n....-.,.¢.-.v...ouo.-“u....,s

Option 4 (A combination of Options 2and 3 In varying SmOunts), . + v o v« + 3 &S
7 o (OPTION 2} (OPTION 3¢
PREMIUM QOM?UT;XI‘!ON: {Ta be filisd in by Agent or Broker) s
Territory: z 3, Class: 1 2
{Chrck onej J [ O {Check one) N O D

Annusi grom receipty for praceding yvesr as shown on most recent tex retumn. 1€ new busines with no pravisus tax return, estimate annuel
o088 raceipty, If public or nonprofit orpenization, use OPersting BUSIL + « + » v o v s v vn ers 8 -

Annus! premium from Quick-Referance Rate Tables Manusl based on sbove facions « . v v o« o+ 8 i »

Cne half of ths snnusl premium must accompeany the Application in the form of a check or money order, paylbhw thc Fndml lmunm
Administration. {Rournd to higher dollar sbove $049): . . .. . . .., REMITTED HEREWITH $
Nmk(:ovcm i subject to 8 deductible which Is besed upon aross receipts 56 thown below, or 5% of the groe smount of any Toms, which-
wver s greater:
GROSE RECEIPTS DEDUCTIBLE GROSE RECEXTS DEDUCTIBLE
Loes than $100000. .. .. .. ... $50 $300,000-$490999. ....... $1680
$106000-$2999099. . ... ..... $100 $ED0 D00 OF OVEL « + « « v s v 5+« $200¢
The deductibie for nonprofit or public propsrty risks s $59 or 8’% of the grose amount of any foss, whichever is grestar.
PROGRAM UTILIZATION DATA:
Raclal or sthnic background of applicant: (if ;pplscam Is & corporation or partnership, pmvxdo data for controliing stockholders or ganerst
partners.) :
{Check Oe) 1. L1 Whits S 3. L] American indien 5. L1 Spenish Americen
2. [ Nagro/Black 4, £ Oriental 8. [ Other Minority
{The information conccminn Minority Group Categories Is requested for statistical purposss 30 the Departrient may detarming the degeee to
-which its progracris ave utilized by Miniority families, in sccordance with 24 CF.R. 60,2, 36 F.R. 10782, June 3. 1971.}

CERT!FICATION BY APPLICANT: “I certify undar panalty of Fedéral lew for fraud or intentional misreprossnitation: 6 set forth In 18.US.C,
1001, (1) that the stetements § have made in the Applicstion inchiding the signature Uate sat forth below e frue-snd cammect to thebistofmy
knowiedge snd belisf, (2) that | have read the spplicable sligibility requirements sét forth In thé Application. 11 | hzve selectec Option (1), (3!

or (4) {all of which contain burgdery insurance), | understand that If the pracnisos ars not prasently invured agelrat bungleey Jooses under the
Fedseral Crime Snsursnce Program, insurance covarage is conditional upon tha promiises being found t0 be in complisnce with protective device
raciirements st the timae of an inspaction which will be conducted after umipt of this App!mﬁon '

{Sienature of Applicant) B ~ {Date) -

STATEMENT BY AGENT OR BROKER: “1 cortify under penaity of Facaral law (1) that | am an agant or brpker ficensed in the State
in which the pramises e Jocatec, snd {2) thet the date of the Application is correct. | slao sgree that in the evens of cencellation of sny Policy
§ shell ratabiy refund to the Federal Insurance Administration commiasions on the unesrnaed portion of pmmlumnt the sema rate &t which
such mtuim was originsily peld.”

(Signature of Agent or Broker) ; k ” {Ddlft} "
HUD-1637 (3-74) i




ELIGIBILITY RUCUIREMENTS AND UNUSUAL POLICY PROVISIONS:

1. ‘Thie Poticy s sublect 10 1he crime Insurance provisions of Title V) of the Housing snd Urbsn Davelopment Act of 1970{P.L. 91809,
Ducember 31, 1979; 12 U.5,C. 1740bbb-10a #1 16q.) and the Reguletions of the Fadera! Insuronce Adminhstration lssued pursucit
thirsto (24 CF R, 1930 et sec.}, Reneweis of this coverage shall bs subject to the Regulations in Torce st the time of such resewsis,

2, Gm MM the snnual premium must be paid at the time uf spplicstion, Tha second instulimen? nf the prémium will be biited
spproximately 45 days befors Its dus daty, If pramium Cu2 Is not received by tha Servicing Compsny on or bufm the rus date,
policy coversge will terminats, No further notios will be sant.

3, AN lowes of property shove the deductibie under this Policy munm soported to the Law Enfcmmmtmumhm {whether or note
cloim is fHad). Wiliful and repested faifurng 10 report losses tn such suthorities mey be geounds for cancelizifon by the Insurer,

#, Ary materish fetox satament in the Application voids the Policy, Intentionslly fales or mmndmg satemants may rult in criming}
orokeution under 18 1U.8.C. 1001,

8, Toba eligible for oo insurancs Policy under the Fadens! crime insurance progeam, which dcludes burglery Insursince, the ineured
promisss MUST ment the reauirsments Tor protective devices establishad by the Fadzat Insursnce Admisistration for that typs of
* prepsrty. A fist of thess reouirsments is shown below,

Al promises 10 bi insired under the progrsin for the first time or aftsy a.Yagse In coversge will b inspected upon receipt of the
Application sad Inmrsnce is conditionsl upon the prermises belng fouzd 1o be o complisnce with protective device reguiraments. If
the Inspaction establishes that « pramises meets the protective device requirsiments, the Policy will be sffective a5 of noon of tho day
Toliowing the daty of spplicstion {uniess & Ister date Is 3pacitisd by tha Insursd).

1¥ 50 Applicetion is submitted to obtsin & Policy replszing w Poticy In force on the data of this Application and insuring the same
promisss, no inspsction will be contlucted uniess riquasted by the insured upon payment of 2 fee.

1% this Policy inchuies burglary insursnce on sny premises which hss nat previously bean found by intpection to ba in complizice
with protective device raculraments, j+will be considersd vald from its Inception If & the time of actiustmunt of & sobbery Gr bur-
glery loss the insired premises i Szund nut to be protected in the required manner., In such & case, the claim will bz denied and unly
the paition of the premium pocsbeorbed by sdministrative sxpensss In connection with the isusnce of the Palicy and Investipation
of the clalm will be refynzed.

PROTECTIVE DEVICE REQUIREMENTS:

In arder 10 b sligible for Federal crims insurance s nonresidentis! pramises insured under Sptions (1), {3) end (4) {all of which contein
barglary ?;mmmca) shall moet the following minimum standards: {Thes requirements do not apply to polichs written Gily under
Optiop @ wikh insure sgainet loses from robbery only.)

‘(c} Excapt for doorvwrys that are complstely protected during nonbusiness hours by hasvy-duty overhead doors or metal sacurity
screens or the squivalent, ssch exterior door shall be equipgad with either & fisavy-duty desd lock {utilizing either interlocking
verticsl bolts and striker or alse 2 1inch dead bolg shat extends 2t lesit one-half Inch into 1he frams of the door}, or & heavy-
duty pediock (with casehardened steel shackie arid five-nin tumbler oparation), or s comperable desd lock or padlock that

- provides equivalant protection, Whare epziicable fire and safety lsws permit sheir use, doubla-cylinder locks are recommended.

{t} Al extarior geate or grill-typs docys, overbead doors, and security screans or grillwortc {unless-parmanantly insteliad) shall be
sauippedd with locks that mest the requirsmants of piragraph {e) of this section,

el Exceptfordoorways <hst sre completely protecisd Guring nonbusiness hourk by heavy-duty overhesd doors or metel security
screens or the suivalent, esch sxtetior door shsll be of hisevy geugs mata!, tempared glsss, or solid wood cors {not fess than
1-3/8 inches thick) construction, or aise shall be coverad with mete! sheating of at lasst 16 gzuge {1/16 inch thick) or its equivs-
fant, nr with grillwork, to give like protsction,

{d) Gutsido hinge pins shall be waided, flanged, or screw-secured, norsemovablo pins, unlets the hinge is constructed so as to pro-
= vide stjuivalent plotection ageinst the removal of the dovr to whlch it is atteched when the dusr is in the closed position.

{a} Exceptwhers sxpressly prohibited by aptlicoblo laws pertzining ¢o fire protection, sceesiible openings exceeding 98 sguare
inchesin arws and & inches in the smallest dimension {otfter than storsfrant display windows}, shall either meet the standards
for sxterior doors, or alse shall be protacted by inskis or outside iron bars one-hel? inch in diamatar, or by fiat stos] insterisl,
spaced not morw than 6 inches spart and securely £sitensd, or by iron or steel grills of 1/B-inch material of Z inch mesh, sscurely
fastaned or by other hesvy-diuty material t!;:w;@vidn equivalent protecticy, The requlmmmu of this paragraph shall not
aoply 30 skylights protacted by alarm syf,‘m'm. For the purposss of this paragraph, sn “‘accessible opening” is an opening such
as a window, transom, skylight, or vent, »wgnrdms of whather it is made to be opened, which exceeds 96 square Inches jn area
and 6 inches In the smallest dimensigh, aty part of which 18«

{1) 18 fest or lese sbove eithar the ground or the roo! of an sdioining building, ot
{2) 14 feet or less from divectly or diagonslly opposite windows; fire sscapss, or foofs, or

{3) 2 fn;:i lose fmm openings, fire sscepes, #12,, in or protecting from the same wall or sn sdjscent mn leadiing to Gthar
Hrem

{#}  Thefollowing types of establishrients whore inventories pose & particularly heavy risk shall, ax & minimum, §h sddition 1o the
requirsoents of perngraghs {ak through (e} of this section, be pratacted by the type of slsrm system indicated, If the system
spacified in subrparagraph (1} of this parsgraph is not availabie In the community in which the premises are locsted, the type
of syatemn specified In sub-paragrach (2) of this parsgraph shall be permitted.

" {1} Cential station, supsrvised service, alerm systems shall be required for the foliowing:

{il Jm!ry—-mmufmuﬁnﬂ.whoimlc,and ratail; - (i} Wholasale liquor; {v}  Wholesale drug; end
i1} Gun and smrunition shop; (v} Wholssale tobecto; {vi} - Furstore
{2} Sitent slsrm systems shall be required farthefauow‘lng' ,
i} Liguorstore; ' {iv) moshop. {vil} Industris! toct supply house;
{ii}  Pavwn shop;: {v} Clothing {new) store; {vili} Camara store; snd
{15] Ekctrmtciquipmunt:ton, {vi} Coin and stemp shop; fix)  Pracious metal stosage fecility;
{37 Local alerm systoms shell be reguirsd for the fanawlnn
) Antiquestons; » -t} Art gallery; and {ii)  Service Stetion
s ’*;(
s \;12.\ ‘ ' ‘
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FEDERAL CRIME IHSURAI\CE PROGRAM
PART V--RATE TERRITORIES’ BY COUNTIES
® L
STATE TERRITORY 1 TERRITORY 2 TERRITORY 3
’ {Low Crimal (Am’n crm! {High ﬂrr‘rcﬁﬁ
Arkanses Al sxcept Ter, 2 or 3 Cﬂmndon mlbr,, ?u!uki. Saline -
Colorado - Remainder of Staty ‘ Aderms, Afmboc. Bouidm
utnvm.k ferson N
Connecticut Windham, City of All ather counties not shown under None 'E
Meriden ) Territories T or 3 -
Delowwire _EntimState
District of tona Entire District of Columbis Non
Columbis X v
Floride Escambla, Orange, omdo. Pensecols, Alschus, Browsrd, Dade,
Sants Rm, Seminoie, Tallahsesse, . Dmmamh awai
Remsinder of State t, Laudorde’s,
Gltnmtth. H:!hbrM
Hollywocd, Jacksonville,
Miami, Palm Seech,
Pimlm. S1. ?mnburg.
Georgia Ajl except Terr. 201 3 Bibbs, Chattahoochee, clwton.. Cobi, Chathem
i DeKalb, Fulton, Gwinnett, Bsuston,
WMuscogee, Richmond, Walker
Winote All except Terr. 201 3 Boane, Champaign, Cook DuPage, Henry, None
Kane, Lake McHenry, Macon, Maditon,
Pearia, Rock Istend, St. Clair, Sangemon,
Tazewstl, Will, Winnabego, Woodford
. Kensss AliaxceptTerr.20r3 |  Butier, Johnson, Sedgwick, Shawnee, " None
, Wyandotte
Manyland Allexcept Terr. 2013 City of Baltimore; Countiss of AnneArunde! Nong
. Bnitlmm Carroit, Cacd, Horford, rlowsrd,
; Mentgomery, Prince Gromes
Massachusetts None All sxcapt Tervitorizs 1 or 3 Bristol
Minnesota All except Terr. 2 0r 3 Ancks, Clay, Dakrm, Hannenin, Remeey, None
St, Louis, Wmhington
Missouri Al excspt Terr. 20r 3 City of St. Louls; Counties of Boons, Cess, None
Clay, Franklin, Gmna. Jackson, Jeffarson,
o Platte, St, Charles, 5t. Louls
New Jersey ' None ‘ Al except Territcries 1 or 3 ~ Mercer, Atlantic
New Yaork All except Tare, 2 or 3 Albany, Erte, Livingston, Madison, Monros, Brony, Kings, Nectau,
Hisgers, O nmm, Orinang, Oswepo, New York, Cieens,
Rmm.oer, Saratone, Schenectady, Wayne Richmend, Rocklsnd,
Suffeik, mehsm
Ohio All excopt Terr. 2 0r 3 Allen, Butler, Cxtﬂl. Clermont, Cuyahogn, Hone
Delawera, Franklin, Gesuga, Greene, Hamilton,
Lake Lmranct, Lorain, Lucas, Mahoning,
Mcdzm, Mismi, Montgomery, Pic
Portage, Prable, Putnam, Richiend, Stark,
Summit. Trumibull, Van Wen,?larrm. Wood ,
Pannsylvania All except Terr. 2 or 3 Afisgheny, Besver, Bucks, C - None
o Cumbediszd, Deuphin, Dﬁlmm Erie, Lahigh,
" fontgomery, Morthamptds, Parry ;
» Philodolphh. Weshington, Wmmmlund 1
Rhode tsland None ,  Entirs State of Rhode fslend - Nome
Tonnsssee All -xup*tT-n.z or3 - Anderson, B!oum, Devidion, Hamdton. - None
‘ Knox, Shelby, Sumner, Wikkon
Virgifin Allexcept Terr.20r3 | Cities of Alexandria, Chesspeake, Fairfax, - City of Riehmmd lﬂd

Chesterfield,
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 Federal Crime nsurance Prc ogram N 5
* COMMERCIAL PROTECTIVE DEVICE REQUIREMENTS A %
: (exmnﬁs OF ACCESSIBLE OPENINGS AND LOCKING DEVICES REFERRED TO IN THE PROTECTIVE DEVICE REGUIREMENTS) i i
SKYLIGHT T0 B2 PR TECTED AIR VENT AND WINDOWS §
BY BARS O %mu.w%sx OR Bysof WITHIN 18 FECT FROM GROUND %
., ALARM SYSTEN , / AND EXCEEDING 98 SQUARE INCHES IN
ot AREA AND 6 INCHES IN THE SMALLEST - .
mfcy DIMENSION ABE ACCESSIBLE OPENINGS D E b
| AND MUST BE PROTECTED ' F b
: . i [
\ STOKEFRONT PLATE GLASS DISPLAY i} i
. 3 WINDOWS NEED NOT BE PROTECTED i 5
| BY BARS OR GRILLWORK, ~ ¢
. ’ 1
l - T e 0 'l % E
T DEAD BOLT LOCK L. /
| N ﬂcon OR DCORWAY TO 8E PROTECTED © &
N n  INCLUDING TRANSOM i

qrﬂfé.g gnona T BE pnogacrsn B8Y DEAD - o 5
. aOL KS OR HEAVY DUTY PADLOCK: DEAD 801 T LOCK | ok
g D s FOR NARROW FRAME DOORS ,

\;'ui

ACTION OF BOLTISTO
SWING OUT AND UP

MORTISED DEAD BOLT 1L,OCK
{Regeessd inter the ndge-of the door instexd of the side)

B
. ~ R t = - g -
THE THROW OF THE LOCIK IS ILLUSTRATED -
BY THE DISTANCE WHICHTHE BOLT EXTENDS !
FROM THE EDGE OF THE DDCR WHEN THE
LOCK IS IN A LOCKED POSITION - - 5
MINIMUM OF 1 FOR COMMERCIAL . ‘
; A . #
i . _ % » K
. SASE HARDENED STEEL SHACKLE st o |
i {Should be minimurn 3/8" thick) . 3

A HEAVY EUTV PADRLOCK L3 d" Case hamencd steel shackle) FIVE PIN

" TUMBLER OFERAT/ON . _
/. THESTEELBAR AND STAPLE OF THE HASP SHOULD BE CASE HARDENED AS R L
4 IS THE PADLOCK SHACKLE RECESSED SCREWS SKOULD BE CONCEALED : S
Jl 0 * WHENTHE HASP IS CLGSED . I
N .:‘ D}"“‘ S ’ = CASE HARDE o e
e , N NED STEEL SHACKLE ~
. ’!ﬁ ; M““ m«& 2 v (Shuuld be minimum 3/3" thiek) v T
A \;:t:;;; . Swamg e '/,
Lo ¢ i TR R 5 .
: *  EXAMPLE OF BARS ANS‘ GRILL\NOBS(
o ‘ & ‘-*"zu . S""'““‘“""“’“"""""’“ s
& \ <
= A4 » K =~:
. ‘DEADBOLT LOCK UTIIZING m'rem,.ncxma p T _ 3 - y ~

. VERTICAL nm:rs AND STRIKER, A B L. o)
}/}::_ Ji ) o 2 ¢ U COMBANENT PUNTRNG OPFICE £ 157 D~200-805 "~
; e of ) ¥ 3 . & . - )
‘ 7 . T ) R
. . . R . . (}: - "v~,,;4
. By * 4
O i o o e % s n -
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