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FOREWORD

The increasing use of computers by Government and private organiza-
tions for the storage and manipulation of records of all kinds~~perscnal
as well as of a business nature--has placed computers and the systems in
which they reside in an extremely sensitive position in our society. The
needs of the individual as well as Government and private organizations
require that this data and their resident systems be accurate and reli-
able. These needs also require that this data and these systems be
given adequate protection from threats and hazerds. The establishment of
secure computer systems is the way in which the computer community as-
sures the users of such systems that all of these requirements are being
met.

The auditing and evaluating of computer systems for adequate secu-
rity has been a natural outgrowth of this widening interest in this
area. Controls that provide computer security are of interest to both
the financial and internal auditors and has been made a subject of spe-
cial consideration by organizations such as the Institute of Internal
Auditors, the American Institute of Certified Public Accountants, and
the EDP Auditors Associtation.

The National Bureau of Standards, with the support of the U.S. Gen-
eral Accounting Office, sponsored an invitational workshop in March of
1977 to explore the subject of "Audit and Fraluation of Computer Securi-
ty." Leading experts .: the audit and computer communities were invited
to share their thoughts and develop a consensus view on ten aspects of
the subject. These Proceedings are the results of that meeting.

To all those concerned with the audit and evaluation of computer
security today, we at the National Bureau of Standards offer this series
of consensus reports for your consideration. The views expressed do not
necessarily reflect those of the National Bureau of Standards, the U. 3.
General Accounting Office, or any of the organizations that sponsored an
individual at the workshop. However, these reports do reflect the compo-
site thoughts of a group that deserves your serious attention.

U Thenzlz

M. Zane Thornton

Acting Director
Institute for Computer
Sciences and Technology
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PREFACE

The National Bureau of Standards (NBS) initiated a Task Group
within the Federal Information Processing Standards (FIPS) program in
1973 to develop standards in Computer Systems Security. Task Group 15
(TG-15) was composed of representatives from private industry as well as
Federal, State and local governments. The NBS Invitational Workshop on
Audit and Evaluation of Computer Security was organized as one phase of
a two-phase project defined by the Task Group in this important area of
computer security. These Proceedings are the result of phase one. The
second phase will be to adapt this information to the needs of Federal
agenciles in the form of Federal Information Processing Guidelines. This
latter effort will be carried out by a working group convened for this
purpose and will result in a FIPS publication by NBS.

The General Chairman and organizer of the Workshop was Robert G.
McKenzie of the U.S. General Accounting Office. As leader of the TG-15
project on computer security auditing, he initiated and planned the
Workshop and co-edited these Proceedings. Mr. McKenzie is an audit
manager at GAO and has conducted a number of reviews of computer securi-
ty of proposed and on-going systems in the Federal Government.

The General Vice-~Chairman of the Workshop was Zella G. Ruthberg cf
the Natioral Bureau of Standards. As NBS coordinator of the TG-15 secu-
rity audit project, Mrs. Ruthberg worked closely with Mr. McKenzie on
the plarning, acted as the Workshop arrangements chairman, and is co-
editor of these Proceedings. She has conducted a wide range of projects
in couputer science at NBS and most recently has become active in the
manrsgerial procedures required for computer security.

Mr., S. Jeffery, Chief of the Systems and Software Division of the
Institute for Computer Sciences and Technology of NBS, headed the NBS
staff at the Workshop. Mr. Jeffery has been active in the formulation
of policy concerning the effective utilization of computers within the
Federal Government and is manager of the computer program at NBS. This

program provided the needed technical and administrative support for
this Workshop.

I would like to thank all of the particitpants in ttis Workshop,
the Chairmen and Recorders of the sessions, and the three individuals
named above for the success of the Workshop. The products to be derived
from the Workshop and subsequent efforts in this area will have far-
reaching, beneficial effects on the use of computers throughout the
country.

- Dennis K. Branstad
Chairman, TG-15
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ABSTRACT

The National Bureau of Standards, with the support of the U.S. Gen-
eral Accounting Office, sponsored an invitational workshop on "Audit and
Evaluation of Computer Security," held in Miami Beach, Florida on March
22-24, 1977. Its purpose was to explore the state-of-the-art in this
area and define appropriate subjects for future research. Leading ex~-
perts in the audit and computer communities were invited to discuss the
subject in one of ten sessions, each of which considered a different as-
pect. A consensus report was produced by each of the ten sessions and
these reports form the body of these Proceedings. The ten topies re-
ported on are: Internal Audit Standards, Qualifications and Training,
Security Administration, Audit Considerations in Various System Environ-
ments, Administrative and Physical Controls, Program Integrity, Data In-
tegrity, Communications, Post-Processing Audit Tools and Techniques, and
Interactive Audit Tools and Techniques.

KEYWORDS: Audit standards, audit techniques, audit tools, audit
training, communications security, computer controls, computer
security, data integrity, interactive audit, internal audit, post-
processing audit, program integrity.
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EXECUTIVE SUMMARY

On March 22-24, 1977 an Invitational Workshop on Audit and Evalua-
tion of Computer Security was held by the National Bureau of Standards
(NBS) in Miami Beach, Florida. The Workshop was planned and carried out
by. NBS with the support of the U.S. General Accounting Office (GAO).
This Workshop is the first part of a two phase effort, originating
within Task Group 15 (TIG~15) of the Federal Information Processing Stan-
dards (FIPS) Program, in the Computer Security Audit area. The goals of
the Workshop were to consolidate the state-of-the-art information avail-
able in the field and to define areas for future research. The goal of
the second phase of this effort will be to adapt this information to the
needs of Federal agencies in the form of Federal Information Processing
Guidelines. 1t is expected that this latter task will be carried out by
a working group convened for this purpose.

Under the direction of Robert G. McKenzie of the U.S3. General Ac-
counting Office and with Zella G. Ruthberg as the National Bureau of
Standards liaison, an informal task team within TG-15 planned the
Workshop format and subject matter. The result was a relatively small
invitational topic area workshop to cover ten non-mutually exclusive ma-
Jor areas of concern in computer security audit.

With inputs from the task team as well as the Institute of Internal
Auditors, the American Institute of Certified Public Accountants, and
the Canadian Institute of Chartered Accountants, an outstanding group of
session Chairmen, Recorders, and attendees drawn from the audit and com-
puter communities was selected. The three days at the Workshop allowed
these people to develop the basis for the ten reports contained in these
Proceedings. The following material summarizes these ten reports. The
reports are independent of one another and may be read in any order.
Note that the reports toward the beginning of the Proceedings are more
management oriented and the later ones more technically oriented.

SESSION ON INTERNAL AUDIT STANDARDS

In response to their charge to develop a proposed statement of au-
dit standards for computer security , this group first defines the
larger subject of internal audit of a computer system, and then defines
computer security audit. It characterizes this audit as covering ac-
countability, primarily in the areas of compliance and program results.
It concludes that the GAO pamphlet entitled "Standards for Audit of
Governmental Organizations, Programs, Activities and Functions" forms a
sound foundation for internal audit standards for EDP audit and that all
that is needed are supplemental standards such as AICPA's SAS3 to define
additional tasks that the auditor must perform in a computer security
audit to meet these hasic standards. Three areas are identified for
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these supplemental standards:
1. Systems Development,
2. Operational Systems (Applications Controls),
and
3. Physical Security and General Controls.

In the area of Systems Development, audit involvement would assure
that plans are made for controls against theft and error, appropriate
audit trails, conformity with management objectives and with the law,
sufficient documentation, appropriate design approval mechanisms, and
general efficiency and economy. In the area of Operational Systems, au-
dit would check that the application conforms to standards and the la-
test design specifications, and that the internal controls and reliabil-
ity of data are sound. In the Physical Security and General Controls
area, audit would verify that the organization structure, the physical
facilities, the personnel management, the back-up capability, and the
software/hardware controls all help meet management's objectives.

The recommendations for action by this session were:
1. that GAO review these supplementary standaris and consider
adding them to their other standards;
2. that these supplementary standards be reviewed and endorsed
by the Federal Audit Executive Council;
and
3. that NBS consider these supplemental standards for inclusion
in a FIPS guideline in the area of audit for computer security.

SESSTION ON QUALTFICATIONS AND TRAINTING

In response to the question, "What are the qualifications and
training necessary to conduct audit of computer security?,Y this group
draws up an outline of the broad body of knowledge needed to perform a
computer security audit. Some of the considerations that shape their
reply are that

1) computer security involves all controls needed to ensure the in-

tegrity, accuracy, and reliability of the acquisition, processing,

storing, and dissemination of information;

2) persons performing this audit should have an initial degree in

(but not limited to) zuch disciplines as accounting, business ad-

ministration, engineering, operations research, computer science,

or economics plus a solid supplementary foundation in management,
auditing, data processing, and/or telecommunications;

3) audit of more complex systems require so many of these discip-

lines that an interdisciplinary team should probably be used;

4) training is available or can be installed in all the standard

educatiocnal channels;

5) costs cannot be estimated because there are too many variables

in going from one organization to the next;
and
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6) there are at least three levels of knowledge needed for the
work:
a) general management and auditing concepts,
b)data processing and telecommunications expertise,
and
¢) a comprehensive integration of the first two obtained
through further training and experience.
The broad categories in the outline of the common body of knowledge are:
1. Computer systems, operations, and software;
2. Data processing techniques;
. Management of the data processing function;
. Security of the data processing function;
. Risk analysis and threat assessment;
. Management concepts and practices;
. Auditing concepts and practices;
. Additional qualifications needed to evaluate computer security.
A brief discussion of each of these categories is given. The final out-
line contains a listing of the major disciplines appropriate for each
category.

O~ O U W)

SESSTON ON SECURITY ADMINISTRATION

This session responded to the question, "What audit approaches and
techniques can be used in an evaluation of the security administration
funetion?" Initially this group discusses the legal basis for estab-
lishing a Security Administration Function in a Federal
organization-~the Brooks Act (PL-89-306) and the Privacy Act of 1974,
It also proposes that the Security Administration Function must be de-
fined in detail so that audit of that function becomes a standard com-
pliance type review. The bulk of the rest of the paper is devoted to
defining the Security Administration Function.

An . important related issue, mentioned in the early part of the pa-
per concerns the need for international privacy law compatibility.
Privacy legislation has already been passed in Sweden and Germany and is
pending in Norway, Denmark, and France. International organizations
will be finding this an important issue in the years to come. The re-
port has an Appendix outlining the German privacy law.

Some of the important points made about the Security Administration

. Function are that

1. Responsibility for safeguarding an organization's data and in-
formation resources belongs to those individuals having physical
custody and accountability for it, i.e. all levels of line manage-
ment.

2. The Security Administration Program is a staff function and
should consist of developing overall policy and monitoring overall
effectiveness.

3. Planning for security administration should be carried out at
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three management levels:

a) broad policy level using top management input,

b) an intermediate policy level developing implementation in~

structions,

¢) the implementation level developing schedules and resource

requirements.
4. Management controls to ensure that security objectives are
achieved fit into three categories-- policies that are formulated
at the top, procedures for administrative, physical, and technical
security measures, and practices for the standard management ac-~
tivities.
5. ADP security controls should include a) administrative safe-
guards in the form of contingency plans, security documentation,
authorization control lists, program access controls, personnel
rules; b) physical security safeguards such as area restrictions,
disaster back-up, storage libraries, disposal procedures; and c)
technical security in the form of a security system to handle data
and files, program libraries, operating system(s), teleprocessing,
and encryption.
6. Training is needed for systems people as well as users.

An example of a suggested security system for an on-line system is then
given.

The final requirements of the group are that the Audit and Security

Administration functions should be independent of one another and that
the Audit function reports to the agency head. Given this set of condi-
tions and the clear definition of the Security Administration function,
the audit of this function is then a compliance review.

SESSION ON AUDIT CONSIDERATTONS IN VARIOUS SYSTEM ENVIRONMENTS

The question this session considered was, "What are the considera-

tions to be given to the audit of computer security in various system
environments?" This group identifies four conceptual modules for the
development of an open-ended structured model of computer security au~

dit.

These are:

1. Defining three vital audit components--access control, accuracy,
and availability.

2. Describing a morphology of systems and environments: Physical
components, systems structure, and people. The systems are
described by five identifiable characteristics --number of users,
types of service, system organization, user access, and application
mix.

3. Defining a methodology-- a computer audit model-- which estab-
lishes a scorecard value for each parameter capable of being audit-
ed.
4. Performing a model validation by testing the model with four ex-
amples.
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This group declares that an auditor goes through a set of steps
parallel to those executed by a design team. It then proceeds to out-
line the design team activity, i.e. to define requirements, objectives,
and sensitivity; to specify the physical, system, and administrative
parameters; to specify possible control techniques; to make four judge-
ments concerning each control--~

1. cost,

2. effectiveness in maintaining access control,

3. effectiveness in maintaining accuracy,

4. effectiveness in maintaining availability,
giving each of the three effectiveness aspects of the control a theoret-
ical score of 1 to 10 and using all four to make decisions on whether or
not to use the control. The next design team activities then are to
select a subset of these controls to provide the desired level of pro-
tection; to incorporate these controls into the environment, to reassess
the system, and to iterate until all requirements are satisfied. The
parallel operations performed by an auditor would be: to review the ob-
Jectives, requirements, and sensitivity; to determine the actual en-
vironment; to identify the control techniques being used; to perform a
cost and effectiveness analysis, this time using hardware and software
techniques to give each control its composite score; and to prepare a
report on the findings. The group developed a tabulation sheet for
recording these findings for any particular system. The paper has four
system examples on the tabulation sheets to illustrate this approach to
computer security. It also points out that there are currently no stan-
dard methods for evaluating a control, i.e. giving it a score of 1 to
10. This is the area that needs a considerable amount of future effort.

This group responded to the question, "What are the audit ap-
proaches and techniques for evaluation of administrative and physical
controls in an ADP environment, including contingency planning, etc.?”
The group initially establishes the thesis that the concerns of data
security and the responsibilities of the auditor are complementary since
both deal with the protection of resources within the data processing
mission. The areas of concern to the auditor all have problems associat-
ed with them. Some of the more important areas mentioned are

1. the need for a workable definition of security

2. the need for aa explicit statement of security policy

3. the need for accepted standards of good practice

4., the need to know what tests and examinations are appropriate

5. the need to know the hazards that a system is subject to.

The remainder of the report covers suggestions for the auditor.

First, four general areas of interest to the auditor are discussed
and then five non~-mutually exclusive audit approaches to data processing
security are discussed in detail. The four general areas are

1. Audit focus and materiality--Security protective measures should
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yield "an acceptable level of risk." The auditor shculd review
that this is the case, particularly for the most sensitive applica-
tions.
2. Standards of practice and their documentation--Five references
are briefly discussed for their contributions in this area. The
best single one is stated to be "Computer Control Guidelines" and
"Computer Audit Guidelines" by the Canadian Institute of Chartered
Accountants.
3. Security audit report--An outline of a security audit report is
given in two parts- one part addressed to higher management and the
second to the auditee and Lils management.
4. Best traditional audit techniques--These are:
Selective protection--review key resource protection,
Test--use actual tests where possible,
Interview--with all involved employees and management,
_Technical cooperatives (co-op)-~use talent from other
organizations and locations.
The five audit approaches are each discussed under the headings Concern,
Purpose, Approach, and Scecpe. They are:
1. System Development and Maintenance Practices Audit
2. Application Review
3. Installation Security Review
i, Security Function (Data Base/Communication Environ-
ment) Review
5. Compromise Attempt.

The report concludes that the issues for the DP corwunity lie in
adapting to the new technologies (increasing portability of storage
media, mass storage, and distributed systems), satisfying the need for a
single compendium of audit concerns and techniques, and improvement and

change by management in programming application development and system
development.

SESSION ON PROGRAM INTEGRITY

This session responded to the question "What are the audit ap-
proaches and techniques for evaluation of program integrity in an ADP
environment?" It emphasizes that program integrity must be considered
over the entire 1life cycle of the program. Program integrity concerns:
1) correctness in fulfilling requirements and doing nothing else; 2) sa-
tisfaction of trained user expectations; 3) usefulness in fulfilling an
intended mission; and U4) the ability to be evaluated so that a level of
trust in the program can be established.

Program integrity assessment is a multi-dimension problem. Determining
when in the life cycle to audit is one dimension. Other dimensions in-

clude the severity of the security threat and the methods employed dur-
ing development to achieve integrity.
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The methods for achieving program integrity can be put into three
categories:

1. those that give evidence the program is correct,

2. those that show it is robust and will perform adequately in the

face of unexpected events,

3. those that show it is trustworthy and developei in r.2cord with

good practice.
A discussion of methods in each of these categories is included in the
paper.

The recommendations from the group are:

For existing sotware:
1. Be cautious in assuming program integrity exists.
2. Use the limited existing tools, guided by a careful risk
management analysis.
3. Improve physical and administrative controls and thus reduce
the effect of lack of program integrity.
4, Reduce the exploiter population by access controls.
5. Reduce asset exposure by removing assets from the system when
they are not in use.

For future software:
1. Improve the program production proncess.
2. Assure program integrity compliance through the entire life cy-
cle.

For organizations:
1. Perform a self-assessment of its threats and its involvement in
the life cycle of the programs it uses.
2. Create guidelines for the development and acquisition of
software that is auditable for program integrity.

SESSTON ON DATA INTEGRITY

The question addressed by this group was, "What are the audit ap~
proaches and techniques for evaluation of the data integrity in an ADP
environment?" The group decided to limit itself to considerations of
those safeguards having a direct bearing on data integrity audit, assum-
ing that physical, operational, administrative, and software
measures--all necessary for data integrity--would be handled by other
sessions. This group defined data integrity as the state that exists
wher. data is (within defined limits of reliability) accurate, con-
sistent, authorized, valid, complete, unambiguaous, and processed ac-
cording to specifications in a timely manner. The objectives of a data
integrity audit are evaluation of compliance with and adequacy of exist-
ing policies and procedures, and recommendations of corrective actions.

|
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To achieve this objective, one needs to evaluate the following
areas:
reliability of the data source
source data preparation
data entry controls
data input acceptance controls
data validation and error correction
processing specifications
output and distribution controls
and
0 auditability.

O 00000 O0

The group then outlined activities for producing a comprehensive
audit work pian, and briefly discussed a variety of methods for data in-
tegrity auditing. Some of those included are:

o checks with users on accuracy, completeness, and consistency;
possible sampling techniques;
parallel processing;
integrated test facility (ITF);

System Zontrol Test Review File (SCARF);
tracing tagged transactions;

test decks;

questionnaires;

procedural walk-throughs;

activity logs.

O 0 000 00O O0

SESSTON ON COMMUNICATTONS

This group responded to the question, "What are the audit ap-
proaches and techniques for evaluation of communications in an ADP en-
viromment?" They limit their discussion to guidelines for a data com-
munication security audit of a computer system that uses a data communi-
cation network. This audit applies to the hardware, software, and peo-
ple involved with the data communications of the computer system. The
group recommends that such an audit should be made on sensitive applica-
tions and the gerneral data communications system, with the frequency be-
ing directly related to the sensitivity of the applications or system.
The general approach for this type of audit should be a transaction flow
analysis, tracking transactions both from the input terminal through the
network to the computer, and in the reverse direction (computer to ter-
minal). '

A specific tool developed by the group for conducting this type au-
dit is a resource/exposure/safeguard matrix. This matrix contains a
list of ten system resources down the left hand side, a list of six ca-
tegories of exposure across the top and an enumeration of appropriate
safeguards that might be in place for each combination of resources and
exposures., The auditor's job would then be to determine what are the
actual resources of the computer system (terminals, distributed
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intelligence, modems, local loops, lines,
multiplexors/concentrators/switches, front-end processor, computer,
software, and people); and to see what safeguards are in place to pro-
tect these resources against the possible exposures (errors and omis-
sions, disaster and disruptions, loss of integrity, disclosure, defalca-
tion, and theft of resources). FEach of the seventeen safeguards in the
report (as well as the resources and exposures) are defined. In addi-
tion, for each safeguard there is a statement about what the auditor
should do with respect to his review of this safeguard.

The paper points out 1ts own limitations--that the safeguards are
not all-inclusive, will only assist in achieving security but not
guarantee it, may not apply to all applications, and only reflect the
current state-of-the-art methods.

SESSION ON POST-PROCESSING AUDIT TOOLS AND TECHNIQUES

The question this group addressed wasg, "What are the post-.
processing audit tools and techniques available or needed for the effec-
tive use of the various system journals and logs in an audit of computer
security?” They initially describe the general objectives of such an au-
dit as determining the existence, scope, and adequacy of controls in the
light of level of protection required. They note the specific objectives
as establishing the existence of uniqueness of transactions, transaction
integrity (completeness, accuracy, and authorization controls), process-
ing integrity, distribution controls, recoverability controls, and vio-
lation controls. The terms "computer security", "computer security au-
dit", Ypost-processing audit", "logs", "tools vs. techniques", and
"transaction" are defined to enhance the clarity of the document.

This group then describes what it considers to be the essence of a
post-processing security audit. Such an audit is always concerned with

o INPUT

o PROCESS

o OUTPUT

and

o ACCESS to any of the above three.

The objectives of a security audit can be achieved by looking for
information detailed in a log on any of the above components. This log
would show five basic types of information:

1. WHO~-identifies initiator of an action,

2. FUNCTION~-describes the processing activity,

3. WHAT--identifies objects of processing activity,

L, STATUS-~refers to FUNCTION and associated initiator and affected

objects,

5. TIME-~gives it a date-time stamp.

An example is given of the security information requirements for an EFTS
system.

xxvii




Post-processing techniques are then described under the basic four
components of an audit. For Access and lnpui one would use logs of
successes, logs of failures, and a log continuity check. For Process
there are manual checking, control totals, test data, integrated test
facility, tagging, extended rccord maintenance, tracing, mapping, recom-
pilation, parallel simulation, and retrieval programs. For Output there
are output listings of dispositions and authorization listings.

The conclusions and recommendations of the group were:

1. Existing software tools offer much but could be made easier to

use by
a) publishing a catalog of these tools for the auditor.
b) creating facilities to easily combine the use of two of
these tools.

2. Needed techniques are
a) a method for maintaining the security of the security log.
(Some possibilities are using present operating systems, or
using a special tamper proof recording device to record all
activity, or a complete hardware monitor similar to a cockpit
flight recorder).
b) higher level software to access and manipulate logs.

SESSION ON INTERACTIVE AUDIT TOQOOLS AND TECHNIQUES

This group responded to the question, "What are the interactive au-
dit tools and ftechniques available or needed to permit on-line auditing
of computer security?" This session explored a subject area which is in
the very early stages of development. The group defines its overall goal
as "The development of an auditing approach for the use of on-line or
interactive techniques to achieve performance assurance in computer sys-
tems." and its specific objectives as

1. Define the scope and requirements for interactive tools and

techniques.

2. Review and define auditability and control characteristics in

computer systems.

3. Describe toecls and techniques available and specify needed ones.

4. Develop criteria for the use of these tools in specific systems

environments and define the required interfaces (e.g. with Data

Base, Operating Systems).

In order to achieve these objectives the group first defines a
number of terms, the most central one being 'interactive auditing'-an
activity consisting of interactive audit programming and interactive au-
dit processing. Interactive audit for computer security is then put
into the larger framework of Performance Assurance (PA) (defined as as-
suring that a computer system is performing its intended functions
within a specified degree of accuracy, timeliness, and data security,
and that it is not performing unintended functions). Performance as-
surance is initially described in terms of the functions performed by

xxviii



several different kinds of people, including the Certified Public Ac-
countant, senior organizational management, internal auditors, the qual-
ity assurance function, and operational management., However, the PA
function is largely discussed in terms of four activities:
1. Setting PA objectives relating to
a) the nature and purpose of the testing,
b) the nature of the computer system being tested;
2. Gathering information needed to review, evaluate, or establish
systems, procedures, and controls;
3. Performing PA analyses and evaluations suitable for the nature
and complexity of the system application;
4, Designing and performing PA test procedures as a result of the
analyses and evaluations.

Existing audit tools and techniques to accomplish the above PA ac~
tivities are divided into two classes, batch and interactive, with ad-
vantages and disadvantages of each belng given. Available batch tools
are utility programs, test decks, audit modules, integrated test facili-
ty (ITF), test data generator, snapshot (with tagging), tracing, SCARF,
audit software packages, and parallel simulation. Interactive tools are
Audit Command Language (ACL) and National Automated Accounting Research
System (NAARS). The benefits of interactive tools and techniques are
discussed. All audit tools and techniques are tabulated by PA activi-
ties performed.

A comprehensive discussion of needed tools and techniques is then
given. They are divided into five broad categories:

1. near real-time error detection and correction,

2. monitoring of adequacy of controls,

3. measurement of design accuracy,

4, program modification control,

and

5. monitoring system trouble indicators.
This part of the report outlines a large number of tools that need
development in order to make interactive auditing a reality. These
tools and techniques are also tabulated by PA activities performed.

The broad recommendations of this group are that further delibera-~
tions and research are required in the following areas:

1. Specifications of design and performance requirements for in-

teractive audit tools and techniques.

2. Designs of interactive audit tools and techniques for interfaces

with operating systems and data base management systems. )

3. Behavioral audit research to study audit behavior in an interac-

tive human-machine mode of operation.

4. Development of a comprehensive audit and control theory to guide

PA professionals in their activities and software designers in the.

development of appropiate audit tools and techniques.
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PART I: TINTRODUCTION
1. HOST WELCOMING ADDRESS

S, Jeffery
National Bureau of Standards

I'd like to welcome all of you to the National Bureau of Standards'
Invitational Workshop on Audit and Evaluztion of Computer Security.
This will be a memorable meeting because of the qualifications of those
here today, as well as the broad scope of organizations and disciplines
they represent.

It is interesting to note that 33% of the Workshop attendees

represent nearly a dozen Federal agencies and organizations. The
Federal agencies include: the General Accounting Office, the Department '
-of Health, Education, and Welfare, the Department of Defense, the Gen-

eral Services Administration, the Department of Agriculture and, of

course, our own Department of Commerce.

Although we have an impressive list of persons from these various
Government agencies, I would especially like to welcome Frank S. Sato,
the Deputy Assistant Secretary of Defense for Audit; Donald L. Scantle-~
bury, the Director of the Financial and General Management Studies Divi-
sion of the General Accounting Office; Howard R. Davia, the Director of
the Office of Audit at the General Services Administration; Donald L.
Eirich, Associate Director of the Logistics and Communications Division
of the General Accounting Office; and C. William Getz, Regional Commis-
sioner of the General Services Administration, Region 9.

Their respective experience will provide an important addition to
the rich mixture of knowledme here today.

The remaining 67% of the attendees come from accounting firms,
software and hardware organizations, private industry, and universities.

We have a solid contingent from the accounting world with six firms
represented. There are seven software houses and two main-frame
manufacturers; in the university area, three U.S. universities; and in
the private sector, twenty-two firms drawn from such diverse fields as
banking, utilities, the fuel industry, insurance, research, publishing,
a credit bureau, the photographic industry, and law enforcement--as.
represented by the Royal Canadian Mounted Police.
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A second cut at the attendee list for this Workshop can be made
from the point of view 6f skills and knowledge represented. The audit
agspect of this Workshop is covered by persons from the American Insti-
tute of Certified Public Accountants, the Institute of Internal Audi-
tors, the EDP Auditors Association, the Association of Government Ac-
countants, six large accounting firms in ine private sector, and audi-
tors from various Government and private organizations.

The computer aspect of our Workshop is represented by persons en-
gaged in developing control software and techniques for industry, for
Government, and for universities with a strong contingent of leading-
edge researchers in all these areas.

It should be clear from all that I have said that we have an unusu-
al array of talents assembled for this workshop.

I think that this is the first time that such a breadth and depth
of abilities has been focused on the subject of audit and evaluation of
computer security.

I'd like to thank our Chairman, Mr. Robert G. McKenzie of the Gen-
eral Accounting Office for his efforts in guiding the evolution of this
Workshop. He was instrumental in selecting the topics for discussion in
the various sessions and Session Chairmen, and provided constant gui-
dance in the selection of session attendees.

My thanks also to Mrs. Zella G. Ruthberg of my own staff who has
worked with Bob McKenzie throughout the planning. S e has also been
responsible for coordinating all arrangements for finding and obtaining
these fine accommodations.

Our specific interest in this Workshop is to accumulate sufficient
information to form the basis for Federal Information Processing Stan-
dards and Guidelines in the area of audit and evaluation of computer
security.

The Institute for Computer Sciences and Technology of the National
Bureau of Standards has the responsibility of providing Federal agencies

with standards and guidelines for data processing, and it is expected
that the Proceedings of this Workshop will be the precursor to such a
guideline.

Considering the broad spectrum of abilities assembled here, these
Proceedings will undoubtedly be a valuable document in itself, to be
used by all those working in the internal audit areas.

Again, let me thank you all for your interest in coming, and I want
to wish you every success in your efforts.




2. EDITOR'S COMMENTS ON THE SESSIONS AND THE REPORTS

2.1 Some Definitions of Terms

Each attendee was furnished a copy of FIPS PUB 39, "Glossary for
Computer System Security," in an attempt to maintain uniformity of
technical &erms in the reports of the various sessions. A number of the
sessions chose to redefine a few terms and use others not included in
the Glossary. In most of these cases, the definitions as used by the
session participants have been included as an integral part of their re-
ports. The following is a discussion of a few terms considered to be
essential,

Computer security audif. An independent evaluation to determine
(1) the accuracy and reliability of the data maintained on or generated
by an automated data processing system, (2) the adequacy of protection
afforded the organization's assets to include hardware, software, and
data from all significant anticipated threats or hazards, and (3) the
operational reliability and performance assurance of the automated data
processing system.

Internal audit. An independent appraisal activity within an organ-
ization for the review of operations as a service to management. The
overall objective of internal auditing is to assist management in at-
taining its goals by furnishing information, analyses, appraisals, and
recommendations pertinent to management's duties and objectives. The
need for effective internal auditing in the Federal agencies has been
recognized by the Congress in a number of laws, particularly the Budget
and Accounting Procedures Act of 1950 which requires the head of each
agency to establish and maintain

~"... internal control designed to provide...
effective control over and accountability for all funds,
property, and other assets for which the agency is
responsible, including appropriate internal audit."

External audit. Frequently considered synonymous with financial
audits conducted by certified public accountants. Financial audits are
objective examinations of financial statements, accompanied by the ex-
pression of a competent opinion concerning the fairness of the presenta-
tion of those financial statements. However, a broad definition of
external audit would simply be: An audit of any type conducted by indi-
viduals independent of the organization under review.




2.2 Observations

Audit and evaluation of computer security is a very complex subject
that must be considered from a total system perspective. It involves
the evaluation of all of the controls necessary to assure computer secu-
rity as defined under "computer security audit" in section 2.1.

The total security system that provides such assurance consists of
controls that can be grouped into various categories, such as physical,
procedural, operational, technical, etc. However, it does little good
to have strong controls in one area if the controls in another are ei-
ther weak and unreliable or can easily be circumvented. The end result
could be the same---a disaster. In view of this and the known interre-
lationship between various categories of controls, it is necessary that
all controls be evaluated prior to rendering an opinion as to the ade-
quacy of computer security within any automated data processing system.
Therefore each part of these Proceedings should be considered with equal
weight when developing a program for such audits.

2.3 Reading the Proceedings

The reports of the ten sessions are independent of one another and
may be read in any order. Note that the reports toward the beginning of
the Proceedings are more management oriented while those toward the end
are more technically oriented. A detailed Table of Contents has been in.-
cluded as an aid to locating specific materials. Major recommendations
and conclusions of the sessions can be found in the Executive Summary at
the beginning of these Proceedings. The account of why the Workshop was
held, how it evolved, and how the session reports were generated can be
found in Appendix B.
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PART II: KEYNOTE ADDRESS

DONALD L. ADAMS
American Institute of Certified Public Accountants

Biographical Sketch
: - : ( Donald L. Adams is Managing Director of
| Administrative Services at the American In-
stitute of Certified Public Accountants, with
responsibility for internal applications of
the computer as well as development of its
use in the accounting and auditing practices
of members. His administrative responsibil-
ities include Personnel, Purchasing, Office
Management, Printing and Shipping. Long a
member of AICPA, he has served on a number of
its committees in the computer area, in-
cluding the chairmanship of the EDP Auditing
Committee. He is a former member of the
Computer Committee of the New York State
Society of CPA's.

Before coming to AICPA in June 1973,
Mr. Adams had for three years been Assistant
Director of Data Processing at the investment
banking firm, Salomon Brothers. Prior to that, he had been Manager of
Computer Auditing at Peat, Marwick, Mitchell & Co. He has been in-
volved in computer auditing since 1960, has written many articles on
the subject, and has lectured extensively in the United States, Canada
and Europe. He is Editor of the monthly newsletter, EDPACS (EDP
Audit Control & Security). He studied at Massachusetts Institute of

Technology and Syracuse University, earning the B.S. degree Magna Cum
Laude from the latter institution in 1959.
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Keynote Address
Proceedings of the Workshop on Audit
and Evaluation of Computer Security

Donald L. Adams

1. INTRODUCTION

These workshop sessions are quite valuable. They are brief and
limited to a stated period of time. This is a positive factor in
insuring that they accomplish their goals. Since the time is limited,
there is a constraint on the amount of debating that can take place.
This is bound to0 be a help. In many other meetings, we seem to be
able to debate topilcs virtually forever. Having a limited time
period means you have a better chance of getting something done. It
also means that you do not have time to conduct a survey. Thank God!

It seems that any time a committee addresses a particular problem,
the first thing they want to do is conduct a survey. They always
seem to be searching for that one elusive nugget of truth that might
be buried out there somewhere in the world. Hopefully, a survey
might uncover that gem of wisdom. However, I have never known a case
where this happened.

Most of us went to school when the scientific method was very
much in vogue. As a result, using the scientific approach to problem
solving makes us feel comfortable. Unfortunately, accounting and
auditing are not sciences. They are at best imperfect art forms.

In consequence the application of the scientific method is a mistake.
A group, such as the one that is attending this workshop, is hand
picked to be a cross section of the most knowledgeable people working
in the particular field. It is a good bet that there is not

a single important thing going on in the fields of auditing and
evaluating computer security that is not known by at least one person
attending this workshop. That is where the true value of these
workshops comes into play. Knowledgeable people get together, pool
their information, and produce a document that will inform others.
Used properly, this is a very cost effective way of distributing
knowledge. It should be used more often.

2. AN APPROACH TO THE WORKSHOP

The outline of the topics to be covered in this workshop includes
ten basic areas. It is a very ambitious program. About a year ago,
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I was involved in a similar effort in regard to the Data Base
Directions Workshop. It might be useful to review the approach we usad
in trying to meet our workshop objectives. The first hour was spent

in brainstorming the major topics to be covered. At the end of the
hour we listed the projects and voted to select the five that were

most important. A time budget was established for each of them. If

we allotted five hours to a topic, we discussed it for five hours and
then moved on to the next one. The approach worked quite well and it
may prove helpful to some of you over the next few days.

3. COMMENTS ON PROPOSED TOPICS

I would like to offer a few comments about each of the session
topics.

3.1 Internal Audit Standards

It is difficult for certified public accountants to establish
audit standards. It is even harder for internal auditors to attempt
that task. External auditors share a common goal. They are locking
to express an opinion on the financial statements of an organization.
Internal auditors have a much more variable charter. Their role and
the scope of their activities are both established by management.

It is difficult for an outside group to dictate standards for the
internal audit function. In this particular workshop the approach
t0 be taken in establishing standards depends on how you define
security. From the material that was distributed in advance, it
appears a very broad definition will be utilized. To the extent that
this group is able to develop useful standards, it will be a very
positive forward step.

3.2 Qualifications and Training

This is another challenging topic. It is very difficult to define
the qualifications and training required in the field of computer
security since there is no accepted common body of knowledge. Perhaps,
a precise definition would be premature. Professional qualifications
and standards evolve very slowly. They are coming, but it certainly
will be a while before a consensus is formed. It is very hard to
predict when we will be able to have meaningful standards for
professional qualification in a specialty such as computer security.
The group working omn this topic should try to keep theilr recommenda-
tions at the general level. It would be a mistake to try and
establish a strict set of qualification and training standards this
early in the game. It would be better to start slow and build upon
that foundation.
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3.3 Security Administration

This is a relatively new area as it relates to EDP. A thorough
discussion of this topic should prove to be quite useful. There is
a need for a definition of the duties, responsibilities, and organi-
zation of the security administration function. While this material
may only be of interest to very large organizations, it will certainly
be helpful. We need to develop audit approaches and techniques that
can be applied to a review of the security administration function,
so guidelines in this area will be particularly useful.

3.4 Audit Considerations In Various System Environments

The environment has a decided impact on audit considerations,
but what is that impact? This is not an easy question to answer.
This group will find they have been given a very tough assignment.
Within the current state of the art we cannot be too definitive
in providing guidance. To date, ao one has done much, if anything,
in this particular area. Some thoughtful consideration of this topic
should prove to be extremely helpful and will serve as 4 useful
starting point for further work.

3.5 Administrative and Physical Controls

This seems to be a strange combination of topies. External
auditors would not lump these two together, but it may be useful
to consider them in tandem. Yet, it may prove to be a time consuming
task. Administrative and physical controls cover a very wide
range of topics. The group has been directed to place their emphasis
on those areas that are not well defined in the esxisting literature.
They may find it difficult to identify controls that are new or
unique.

3.6 Program Integrity

Audit approaches and techniques to evaluate the security of
operating systems, data base management systems, and application
programs are to be covered. The members of this session will consider
the problems involved in establishing integrity in these three areas.
It is easy to consider the problems, but defining the audit techniques
to evaluate integrity will be quite a challenge. The results of this
group's deliberations will certainly be of interest.

3.7 Data Integrity

This is a more Tamiliar topic. Auditors, particularly external
auditors, have been deeply involved in reviewing and evaluating
data integrity for quite some time. The group has been asked to
identify and discuss data integrity techniques that are not well

covered in current literature. This may prove to be a tough assignment.
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The literature is quite complete and it will be surprising if the group
can develop very much that is new in this area.

3.8 Communications

Most auditors lack an in-depth expertise in the field of
communications security. The developments of electronic funds transfer
systems and distributed processing systems will make this topic one
that is of considerable importance. Even if effective « rity is
implemented in all other aspects of a system, the entire ball game
could be lost through a data communications security fault. Guidance
in this area should prove to be of immense help to the audit community
in defining some of its fubure tasks.

3.9 Post Processing Audit Tools and Techniques

A great deal of information is recorded on the Journals and logs
maintained by most of today's computer systems. Auditors face a
major problem in determining what information is available and
deciding how to get at it and use it to accomplish and audit. The
group has been asked to address the topic of the need for new techniques

in this area. They may conclude there is little need for new techniques.

Most of the tools that an auditor requires are available. They were
developed for use by systems personnel. The auditor needs to develop
g familiarity with what is available and to gain experience in its
use. The group addressing this topic would accomplish a great deal if
they are able to highlight the areas auditors should explore and at
the same time, provide guidance as to the tools they might employ.

3.10 Interactive Audit Tools and Techniques
In this particular area, the needs of the internal auditor are

guite different from those of the external auditor. Internal
anditors usually work with more of a managerial emphasis and they

are more likely to have & need for on-~line analysis of data. CPAs

on the other hand, usually perform their work as of a particular
point in time. Their needs are usually more static in nature. How-
ever, that may change. The growth of EFTS and distributed processing
may make Iinteractive auditing a more important area. Both internal
and external auditors will be interested in the deliberations of
this group.

SUMMARY

The session theme, Audit and Evaluation of Computer Security,
is a timely one. The topics that have been proposed for discussion
are all of current interest and deal with areas that are of importance
to the audit community. Tc date, the known financial losses related
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to data security failures are quite small. However, logically, these
losses are bound to increase. Consideration of the topics outlined
for this workshop will provide a better basis for defining our current
problems and developing the techniques we will need to cope with an
expanding technology.
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PART III: INTERNAL AUDIT STANDARDS
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The Institute of Internal Auditors
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EDITORS' NOTE

A breif biography of the Session Chairperson follows:

Mr. William E. Perry is the Director of EDP and Research for the
Institute of Internal Auditors and serves as staff liaison for the In-
ternational Committees on EDP Auditing and Research. Prior to joining
the Institute, he was Supervisor of Corporate Computer Auditing for
Eastman Kodak Company. He has also held positions with Arthur Young &
Company, Ft. Richie, and Price Waterhouse & Company. He is a graduate
of Clarkson College, holds a MBA from Rochester Institute of Technology
and a MEd from the University of Rochester. He is a Certified Public
Accountant (NY) and a Certified Internal Auditor. He is a member of the
Computer Services Executive Committee and the Auditing Advanced EDP Sys-
tems Task Force of the AICPA, a member of the Board of Directors of the
American Federation of Information Processing Societies, and past com-
mittee chairman of the GUIDE International PL/1 Committee. He was a
professor ¢f data processing at Monroe Community College. His most re-
cent publications include: "Pre-Occurrence Auditing--Buiiding Controtl
Into the Audit Program," Bank Administration (Jan. & Feb., '75) and nu-
merous contributions to EDPACS on subjects of EDP audit and control.

The charge given to this session was:

INTERNAL AUDIT STANDARDS: Develop a proposed statement of audit
standards for computer security considering (a) the role of the
internal auditor, and (b) application of traditional audit stan-
dards.

Computer security is a very complex subject that must be considered from
a total system perspective. It involves all the controls necessary to
ensure (1) the accuracy and reliability of the data maintained on or
generated by an automated data processing system, and (2) the protec-
tion of the organizational assets to include the hardware, software, and
data from all anticipated threats or hazards.

This session is tec consider the responsibilities of the internal auditor
in evaluating computer security throughout the developmental and opera-
tional Tife cycle of an automatic data processing system. The AICPA's
Statement on Auditing Standards No. 3 entitled, "The Effects of EDP on
the Auditor's Study and Evaluation of Internal Control" should be con-
sidered for use as a departure point for this session.

-

The consensus report that follows was developed and reviewed by the ma-
Jjority of the membership of this session.
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Supplemental Standards for Internal Auditor's Expanded
Role in Reviewing Computer Systems and their Development
A Consensus Report

William E. Perry, Fred L. Lilly, D. L. Scantlebury,
Ken Pollock, T. Q. Stevenson, Frank S. Sato

1. INTRODUCTION

1.1 Automated Systems Effect on Environment

The computer has substantially altered the methods by which data
processing systems operate and are controlled and audited. The oppor-
tunities for personal review and clerical checking have declined as the
collection and subsequent uses of data are changed. The changes are
the result of moving from manual procedures performed by individuals
familiar with both the data and the accounting process to high volume,
automated techniques performed by individuals unfamiliar with both the
data and accounting practices.

The introduction of data processing equipment frequently requires
that the recording and processing functions be concentrated in depart-
ments that are separate from the origin of the data; it may, however,
eliminate the separation of some of the responsibilities that previously
characterized the record keeping function. A trend toward the integra-
tion of operating and financial data into organization-wide information
systems of data bases also eliminated independent records that might
previously have provided a source of comparative data. At the same
time, such integrated information systems can become the basis for more
vital and timely management decisions.

Computerization has reduced substantially the time available for
the review of transactions before their entry into the accounting
records. As a result, in poorly controlled systems the opportunity
for discovering errors or fraud before they have an impact on opera-
tions may be reduced, especially in the case of real-time and data base
systems. This has increased the importance of internal control pro-
cedures [1]. It also affects the work the auditor must perform. An
important aspect of this work is reviewing the adequacy of computer
security.

1.2 Computer Security Defined

Computer security is a very complex subject that must be considered
from a total system perspective. It involves all the controls necessary
to ensure (1) the accuracy and reliability of the data maintained on or
generated by an automated data processing system, (2) an appropriate
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degree of protection of the organizational assets to include the hard-
ware, software, and data from all significant anticipated threats or
hazards, and (3) the economy and efficiency of computer operations.

Computer security does not include (1) the justification of a
computer system, (2) the full range of meeting all management objectives,
and (3) determining an acceptable Tevel of risk for an organization,
but all are areas for audit involvement.

1.3 Discussion of Audit Involvement in Computer Security

The concept of accountability is inherent in government and non-
government audits. Any audit could encompass the three elements bearing
on accountability, which are:

1. ‘Finance and compliance
2. Economy and efficiency
3. Program results

From the standpoint of the auditor reviewing security, the elements
of both compliance and program results are within bounds. (Efficiency
and economy may be adversely affected by a tight computer-security
requirement.) There may be specific standards or regulatory require-
ments governing security aspects of an operation which should be
reviewed for compliance, and in evaluating the program results of an
operation, security may be an important factor. Similarly, in audits
performed by CPA firms and the GAO, attention is given to the adequacy
of control over assets, and this may well involve the security controls
over information held by the organization. Internal auditors should

be concerned with the adequacy of control of organization-held infor-
mation.

A separate auditing standard per se to cover the auditor's work in
this area is not warranted. However, another mechanism is needed to
draw the auditor's specific attention to the problem of computer
security and make him aware of his responsibilities. The mechanism may
include items such as a commentary, clarification, or interpretation of
existing standards.

The AICPA used this means when it issued Statement of Auditing
Standards (SAS) No. 3 "The Effect of EDP on the Auditors' Study and
Evaluation of Internal Control." The basic CPA audit standards which
have served so well without modification for so long were not changed
with the advent of the computer, but the SAS amplified and interpreted
the standards as it related to EDP. We have chosen to use the term
"supplemental standard" in discussing the expanded role of the internal
auditor in this area.
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1.4 Changing Auditor Requirement

When internal auditors function in a computerized environment,
their audit responsibility needs to encompass the following:

1. Provide guidance to data processing and user personnel
for creating the mechanism for auditable systems

2. Determine that internal controls in computerized appli-

cations are operative and effective by reviewing and
testing those controls.

2.0 SUPPLEMENTAL STANDARDS FOR COMPUTER INTERNAL AUDIT WORK

2.1 General

A computerized environment does not create a need for new audit
standards. The current internal audit standards as set forth in the
GAO pamphlet "Standards for Audit of Governmental Organizations,
Programs, Activities, & Functions," are basically appropriate for audits
of the data processing function. What is needed are supplements to
those standards that specify the additional tasks the auditor must
perform in a computerized environment to meet the basic standards.

Three areas have been identified for the purposes of supplementing
those standards. These are audit involvement in:

1. Systems development

2. Operational systems (application controls)

3. Physical security and general controls
2.2 Supplemental Standard for Systems Developmernt

The internal auditor shall be involved in the development of new
data processing systems cr significant modification of existing ones

with the objectives of seeing that such systems:

7. Include the controls necessary to protect against theft
and serious error

2. Provide the audit trails needed for management, auditors,
and operational review

3. Faithfully carry out the policies management has prescribed
for the system
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4. Will provide an efficient and economical system
5. Are in conformity with applicable legal requirements

6. Are documented in a manner that will provide an understanding
of the system required for maintaining and auditing the system

2.2.1 Commentary

The system development process includes the definition of proces-
sing applications to be carried out by a computer, design of the pro-
cessing steps to be followed, determination of the data input and files
that will be required, and specifications for individual program's
input data and output. '

Auditor involvement is important in the design of an application.
It is needed because the design must provide for necessary control pro-
cedures and produce the reports and data files which will be needed for
audit purposes after the system becomes operational.

Requirements for an EDP system shouid be established by management
and it is the auditor's responsibility to determine whether or not these
policies are being carried out in the design and whether or not the
design conforms with applicable legal requirements. This will require
the auditor to ascertain the nature of the requirements set by manage-
ment, and whether or not the requirements are being met.

The auditor should ascertain that an appropriate approval process
is being followed in development of new systems and making modifications
to existing systems. In doing this the auditor should consider the need
for approval of system design by data processing management, user groups,
and other user groups whose data and reports may be affected.

The auditor should also determine whether or not management requires
documentation sufficient to define the processing that must be performed
by programs in the system, data files to be processed, reports to be
prepared for users, operating instructions for use by computer operators,
and user group instructions for preparation and control of data, The
auditor should also ascertain whether or not management policy provides
for testing sufficient to give assurance that reliance can be placed in
the system before the system is used for production purposes.

The auditor should review provisions for security required by man-
agement to protect data against unauthorized access and modification.
The auditor should also consider whether the benefits of the system jus-
tify its costs whenever the benefits can be quantitatively measured. In
all cases, the auditor should be alert to whether the system design will
provide for an economical and efficient system and should investigate
instances in which it appears more economical or efficient methods can
be used.




After reviewing management policies, the auditor should examine
approvals, documentation, test results, and cost studies and other data
to determine the extent to which management policies are being followed.
The auditor should keep a close association with the system during the
development phase [2] but should not become a part of the design team--
except to the extent of recommending controls--in order to maintain
proper objectivity.

The auditor should report in writing on both the adequacy of the
policies and the extent to which those policies are being followed as
determined by the auditor's examination. The auditor should specifi-
cally comment on all findings which require corrective action and should,
to the extent possible, submit recommendations for appropriate action.

2.3 Supplemzntal Standard for Operational Systems (Application Controls)

The internal auditor should review the installed data processing
applications to determine reliability in processing data in a timely,
accurate, and complete manner.

Audit objectives should be to:

1. Determine whether the installed application conforms to stan-
dards and the iatest approved design specifications, and

2. Disclose possible weaknesses in the installed application
through periodic audits designed to test internal control
and the reliability of the data produced.

2.3.1 Commentary

The transition from mechanical data processing (MDP) to electronic
data processing (EDP or ADP) occasions the need for revision in tradi-
tional audit standards. More specifically, the complexity and far-
reaching scope of EDP systems require that the internal audit give
greater attention to the system which processes data, as well as to the
data; the theory being that, if the system is secure, the data processed
and reported will be reliable.

Supplemental standard one deals with the internal auditor's involve-
ment in the development of the system specifications for the purpose of
assuring that computer security has been adequately considered--with
an appropriate risk analysis--and that the more traditional internal
controls over data processing are included.

Audit compliance with supplemental standard two provides assurance

that the approved specifications, with all built-in internal controtls,
etc., have been installed as intended on specific applications.
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It further provides that the auditor institute periodic internal
audits designed to probe the installed application for weaknesses,
changed circumstances in risk exposure, etc., with the intention of
stimulating corrective modifications of specifications and improving
the installed applications. In these periodic audits, the internal
auditor's consideration of internal controls is particularly important.
Also, the auditor must be mindful, when conducting periodic tests of
the installed system, that there are no guarantees that the system will
continue to operate in accordance with the latest approved specifi-
cations.

As a part of the testing of reljability of data produced, the
auditor will normally examine supporting documentation for selected
transactions and test the clerical accuracy of the manner in which
transactions have been entered and summarized and to test compliance
with control procedures. In addition, auditors may wish to test
selected data files to identify possible exception conditions and
accuracy of data conversion or capture. If the data records are
maintained in machine-readable condition, the auditor should, where
appropriate, make use of computer assisted audit techniques in testing
data records.

Because.of the significant potential for fraud and other irregu-
larities in computer systems, the internal auditor must be alert to
the potential of fraud. Although auditing for fraud should not
necessarily be the primary objective, the current environment dictates
that detection of major frauds should be one of the objectives of
internal auditing.

2.4 Supplemental Standard for Physical Security and General Controls

The internal auditor should be involved in review of the general
controls present in data processing systems to assure that their exis-
tence and operation are in accordance with management direction and
legal requirements, and are operating effectively to provide security
over the data being processed.

2.4.17 Commentary

The auditor should distinguish between general EDP controls, which
are normally applicable to all processing being carried out within the
installation, and application controls (covered in Section 2.3), which
may vary between applications and are therefore reviewed on an indivi-
dual application basis. In reviewing general controls, auditors review
and evaluate controls in several areas, and consider the effectiveness
of the general controls in performing the review of application controls.

Authority and responsibility must be delegated within the organi-
zation in such a manner that the objectives of the organization can be
met with efficiency and effectiveness. The auditor should review the
organization, delegation of authority, responsibilities, and separation
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of duties in the organization to determine whether or not functional
lines of authority are designed to meet the organization's objectives,
and whether or not the separation of duties provides for a relatively
strong level of internal control. Separation of duties should provide
for separation between program and systems development functions, com-
puter operations, control over input of data, and control group respon-
sible for maintaining application controls.

In reviewing the separation of duties, the auditor should evaluate
the control strengths, and report on any weaknesses resulting from
inadequate separation of duties. The separation of duties may be
enhanced by policies requiring periodic rotation of duties and mandatory
vacations. The auditor should also review whether such policies are
being followed.

Adequate physical facilities and other resources (such as ade-
quately trained personnel, supplies, and power) are necessary for the
organization to meet its processing objectives. The auditor should
review these facilities to determine whether or not the organization
has adequate facilities for meeting its needs.

Personnel management, including supervision of personnel, moti-
vation of personnel, and professional development is an integral part
of the successful management of the data processing function. The
auditor should review these policies to ascertain whether or not the
necessary management policies exist and determine whether or not they
are properly followed.

The auditor should review provisions for physical security of the
computer hardware, computer programs, data files, and personnel to
ascertain the extent of security being maintained. This review should
include not only the computer equipment present in the central proces-
sing facility, but also extends to computer terminals and other peri-
pheral equipment. In reviewing physical security of computer hardware,
the auditor should consider the extent to which there are adequate
contingency plans for continuity of processing in the event of a dis-
ruption of data processing functions. This should include not only
provisions for hardware backup but detailed plans for making use of
backup equipment, transporting personnel, programs, forms, and data
files to an alternate processing location, and other contingency plans
necessary for this mode of operation. The auditor should also consider
the extent to which this contingency plan has been exercised.

In reviewing physical security over files, the auditor should de-
termine whether or not data and program file Tlibraries are maintained by
personnel who do not have access to computers and computer programs.,
whether or not the library is secure, whether or not computer cperators
and other personnel have access to the library, and provisions for
backup of files (including off-site backup). In the case of files nor-
mally maintained on-line, the auditor should consider the extent to
which these files are protected by authorization controls within the
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operating system and whether backup copies of files are maintained on a
regular basis. As a part of the review of procedures for maintaining
backup copies of files, the auditor should review procedures for
ensuring that backup files are properly identified, labeled, and con-
tents verified to ensure that the backup medium is complete and accurate.

Since co