














that each variable has a storage location in memory set aside
for it). When performing a summation then, the variable contain-
ing the sum must first be initialized to zero. The addition
process mathematically is then the following:

SUM = (...((((,SUM/+A) +A2) +A3) +A4) +oas)

N N
SUM gfté;‘the first addition

where the A1 refers to the ijéh value in the sum and the variable
SUM on the right is initialized at zero. The notation SUM ¢ ( )
is sometines helpful to denote the "replacing" of the contents of
a variable with the quantity on the right-hand side.
The'prograﬁming“ eguation
SUM = SUM + A
is certainly not a mathematical equation but refers to replacing

the old contents of the variable SUM with SUM + A. One might

better comprehend the operation using the =2quivalent notation

SUM4& SUM + A.

Counting

Figure 7.5 shows the use of a counter in a flowchart.
Quite often, one needs to know how many tiems a variable has
been read in or how many times a loop has been accomplished.
Counting is similar to summing, in that a variable, say I, after
being initialized, is incremented by a set émount, say 1. 'Notice
that Figure 7.5 allows for the input and addition of 10 values
of a variable A. : o , L 3 |

Figures 7,6~énd 7.7 are two other versions of Figure 7.5,
both in error. If a program were written according to Figure
7.6,‘£he loop would be an "endless" one since each time the decision
symbol is reached, I is equal £o 1. Figure 7.7 would not produce
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Set
Sum = 0

Read

Sum=Sum+A

_Figure 7.4. Example of Summing
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Set
Sum = 0

Read

Sum=Sum+A

Figure 7.5. Example of Counting
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moe - - o

Set
Sum

It

0

Read

Sum=Sum+A

Figure 7.6. Figure 7.5 redrawn with error
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0

it

Sﬁm

I =1I+1

Read

Sum=Sum+A

Figure 7.7. Figure7 :5 redrawn with error
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an endless loop but would instead, give an incorrect result for
the sum. Since SUM ig reinitialized éach tiﬁe the loop is
started, the value stored in SUM upon completion of the tenth
pass through the loop would be the tenth value of A.
Comments o

A flowchart should be written in a fashion which makes the

problem solution it represents as meaningful and easily understood

as possible. Whenever a step in the flowchart requires an operation

that might need explanation or when, for emphasis, an additional
statement on an operation is desired, a comment may easily be

supplied by use of the symbol

— — — < {Comment)
Figures 7.8 and 7.9 give flowcharts for the computation of the
arithmetic mean of a set of 100 numbers, where Figure 7.9 has
comments sﬁpplied to the flowchart shown in Figure 7.9. These
figures also illustrate the three important techniques of looping,

summing and counting.
PROBLEMS

1. Prepare a flowchart which will compute and output the
sum of the first ten integers.

2, Prepare a flowchart which will calculate the sales tax
for an item and give its total cost (consider sales tax to be
5¢ on the dollar). |

3. Write a flowchart to find how much tip would be left,
. given the price of the meal and assuming the tip should be 15%

of the price of the meal.
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.

<

Increment
Ibyl,

Read A,

SUM «4-SUM + A

‘ Is
11007

No

Mean=Sum/T

Printout
MEAN

< STOP ’

Figure 7..8 Flowchart to Find the Mean of a Set of Data
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( START )

10
SUM=0

Increment
I by 1.

Read A,

SUM<&SUM +A -

//g;itialize the

— — —  counter I and.
\\Eum S.

/Input number

\\\into A

ety oo,

No

1<100?

Mean=Sum/I

Is e — — 2100 values

are to be read

///6;; arithmetic mean
7 is the sum divided

by the total number
of values summed.

Printout
MEAN

( STOP )

Figure 7.9 Flowchart in Figure 7..8 redrawn with comments.
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4. Assumé thatbyou are anélyZing data on burglaries and
that data is available on file4f6r each case as shown in Table 1.
Figute 7.10 shows a floﬁchart of finding the total number and
compiling a list of ailvburglaries in Sector 2 occurring between
9:00 p.m. and 11:090 p.m.
Solve problems 1-5 using flowcharts, assuming data is
available as shown in Table 1.
(1) List all burglaries that occurred in the city between
January 1 and February 15. ’
(2) List all single family burglaries from Section 4
between April 1 and April 10.
(3) Find the total number of burglaries in éection 1.
(4) Find the average number of burglaries that occurred
during January in Sector 4.
(5) Find the number of multi-famiiy burglaries in each

sector for the month of February.

Table 1
Data Available Description
Sector Sector of city between
1 and 8.
Address Street address of burglary
Type of Residence . Single family or multi-family
Date Day, month and year of burglary
Time : : 4Hour'and minute of burglary

INTERPRETING A FLOWCHART

In addition to being able to write a flowchart one should
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(in some job situations perhaps even more importantly) be able

to understand someone else's flowchart. Flowcharts are valuable

teaching aids and communication devices. Figure 7.11 is an example
off a flowchart which might be used in demonstrating the necessary

steps of a police officers accident report,

Figure 7.12 is another flowcharting example. Follow the
flow of the problem solution and determine the output that

would be generated at the output steps.
SUBSCRIPTS AND ORDERING

The variables such as SUM, A, etc., used in previous dis-
cussions occupy one storage position in the memory of the
computer system. For example, we might envision this storage

~as follows:

Computer\

Memory
. .SUM

VARIABLE { - §~--~

Thus each Variable is stored in one memory slot.

Many computer applications require the usage of large sets
of values for & single variable. For thesé cases one may use
subscripts on the variable, such as Aq, A2' A3. Thus rather
than using A, B, C, D, E for 5 values we might usé Al, A_, A,

2 3

A4 and AS. (For simplicity, we will use the notation A(l) instead
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< START )

'ind right
FFile and
Gtart sum
bt zero

Add 1 to

sum

Figure 7.10 Example for problem (4).
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SIZE UP
SITUATION
PARK PATRKROL
UNIT

e

NO
~-LATER- GIVE FIRST
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CREW-OBTAIN I.D.
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< Impairment
drugs or

Arrest Suspect
Photograph at the
Scene

" Transport
to
Test Site

Tést
Positive
° .

Impound
Vehicle

Complete DWI
Case and Refussl
Form =

‘ Un~Arrest
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A Further

Complete Custody
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tive factor may be
different)

‘
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&
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errors
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’ Problem: Find the interest
e on an inputted principal
‘ START ’”' '

-

1 = SUM 1 = Sum of principals
SUM 0 __,,_—~~’<<1SU 2 = Sum of interest
SUM 2 = 0 . "
Set
Counter
I =20
I=I+1
= 1000, 2000, 5000, 10,000
aroad /,.fipz- 10%, 10%, 5%, 5%
u [ - ¥ =2,1,1, 2
P,R, T

Interest is the product

IN = PxRxT — ,,;\\\?f Principal, Rate and Time

SUM 1=
SUM 1+P
SUM 2=
SUM2+IN

NO.

- Figure 7.12. Example for interpretation.




of A_.) Subscripted variables are stored in memory as follows:

Computer

T

Mem
T
4

et h

The subscript ( the number inside the parenthesis) may
also be a variable, so that we may refer to A(I) where I has been
previously set to some value. If I is 10, then A(I) is refering to
the 10th value of the subscripted variable A or A(10). Thus the

following sequence would read 10 values into the subscripted

variable 2.
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One application where subscripts usage is employed is shown
in FPigure 7.13. Notice that this is Figure 7.12 redrawn with
an added flexibility of being able to process 10,20 or any number
of input data sets of P, R and T. Also notice that when using
a subscripted variable in a process, the complete expression

is necessary, such as
IW = P(I) x R(I) x T(I)

Subscripted variables may be used in place of any simple
variable. There are cases however, when subscripted variables
are necessary for a problem's solution, i.e., simple variables are
not adequate for the solution. Such a problem is that of placing
numbers in ascending order or placing names in alphabetical order.

Assume we have a set of numbers (say account numbers) of size
100 which we want to place in ascending order. We must have all
100 values available to us at one time in order to be able to
compare each and arrange them in proper order. Figure 7.14 shows
the solution to this problem.

There are several things to note in this flowchart. First
our technique is to move the largest value of the 100 numbers
.~ to the bottom, or to variable A(100). We accomplish this by first
comparing A(l) to A(2). If A(l) is smaller than A(2), we leave
the two numbers alone. If however A(l) is larger than A(2) we
want to swap the two number; so that A(2) will contain the larger
value. We then’compare A(2) to A(3) etc., continuing to swap
if the first value is larger so that we finally have the largest
value at the bottom or in A(100). We then want to move the next

largest to A(99) so we move the "bottom' B up to 99 by setting B=B~1l.
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‘ START ’

SUM 1 = 0
SuM 2 = 0
Set
I=20
Input “—// N is the number of data
e — \\\sets of P,R, and T to be
N input

T =1+ 1 o ,44;? is to be the subscript

IN=P (I)xR(I
xT(I)

SUM 1=SUM1H
P(I)

‘| suM 2=sUM2+

IN

Figure 7;13. Figure 7.12 redrawn using subscripts.?



Y/

I=I+1

Figure 7.14.

B=100 ~

I=I+1

Yes

T=A(I)

A(I)=A(I+1)

A(I+1)=T

B is pointer
to bottom of

list

Start counter
lzéi'at top
//

Do not
//(fwap

Is counter

Ordering
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 B=B-1

+ 1

I
]
o

Print
A(J)

Figure 7.14 (cont.)

v Move bottom up one
//{

Is bottom at top

//Print out
ordered array
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Now consider the process of swapping. We want A(I) set to
A(I+1l) and A(I+l) set to the value c¢ontained in A(I). We cannot

howeVer, accomplish this task by saying

A(I) =A(I+L)

A (I+1)=A(I)

|

since then both A(I) and A(I+1l) would be the same value. Let
A(I) = 15 and A(I+1) = 10 and go through the two processes above.
We must therefore use a temporary storage slot for one of the
values - we call it T in our flowchart. Take the two values

15 and 10 for A(I) and A(I+l) and go through the following:
‘,

T = A(I)

A(I)=A(I+1)

A(I+1)=T

!

Alphabetic wvariables such as names may be arranged in
alphabetical order in the same fashion as in Figure 7.14 vwhere

we consider A<B & -~ <z,
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Quite often, we may have associated variables such as
account numbers A(I) and balances B(I), and we may wish to
arrange the sets in increasing order according to account numbers.
We accomplished this feat in a similar fashion as described above,
remembering to swap both A(I) with A(I+l) and B(I) with B(I+l).

The following exercises should be accomplished to gain

experience in arranging quantities in order.
PROBLEMS

1. Redraw figure 7.14 so that the number of entries in
the array is a wvariable.

2. Redraw figure 7,14 so that the numbers are in
decreasing order.

3. Assume you are to input two sets of values into two
arrays, say district numbers and number of burglaries in each
district. Preparé a flowchart to arrange the two arrays such
that the number of burglaries are in increasing order.!Then
write out the district number with the largest and smallest number
of burglaries along with the associated number‘in each. Make
your flowcharé work for a variable number of sets of data. :

4. Read in a set of values of a variable and find the largest
and smallest without using subscripts.

5. Today, computer systems have been installed in a few of
our supermarkets. Write a flowchart which would add a cart of
groceries (remember to separate the taxable and non-taxable items)
and total the bill. Also determine how many stamps that the;

custoner receives).
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one stamp for each penneyi 1¢ $10.00
two stamps for each penney: $10.00 $20.00
3 stamps for each penney: $20.00 - $50.00
and 5 stamps for each penney: $50.00 ‘

Money paid in the 5%°sales‘tax does not go toward receiving
stamps. ’

6. Write a flowchart to balance your check book. Take
into account that you may have made a deposit after the bank
cutoff date, the bank service charge, the cost of purchasing
checks and the checks you have written that are outstanding and
not included on your statement.

7. When goods are sold on credit, creditors usually grant
discounts for early payments. Flowchart a program to compute

the discount and the net amount if paid within the discount

period. Read in. the invoice amount and the percent of discount.

List the invoice amount, the percent of discount, the amount of

discount, and the net amount after taking the discount.
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CHAPTER VIII
PROGRAMMING IN BASIC

The electronic computer is designed to accomplish one
thing-~to solvelproblems. The computer however, is not a "thinker"
but a "doer", doing only what is told in the specific sequence it is
told. The actual problem solution must be designed and then com-
municatqd to the computer in a language the computer system can
understand. The translation of a problem solution into a computer
language is referred to as programming.

There are many different computer languages (well over 300)
all designed to work on a particular system and/or to accomplish
specific tasks. For example, the FORTRAN language is designed
for scientific applications, COBOL for business type problems, etc.
The specific language we will study in detail is the BASIC coﬁbuter
language, designed primarily for timesharingor interactive computer
sYstems.

We will assume that adequate time has been speht on
flowcharting which aids in designing the solution of a problem,
and concentrate on the necessary‘instrucﬁions which will translate
that solution into a BASIC program. |

There are two general categories of BASIC items: program
commands and systemféammands. System comman&ﬁ deal with the actual

implementat%bn of a program on a computer system and vary in form
i :

¥
i
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from one system to the ﬁéxt. Program‘cbmmands deal with the
actual problem soluticn and are generally more standard than

.are the system commands. We wil; then concentrate our discussion
 ;n the program commands, for with a knowledge of these we can
write our programs and then implement these programs by studying
the system cummands of our particular system.

Statement Numbers and Variable Names

Every statement in a BASIC program must have a statement
number Such as 20 READ A . Where 20 is the statement number
these numbers are important for two reasons. First, we can
reference this statement at other points in our program and
secondly, we may insert a new line preceding this statement by
using a number of say 19. We will return to this point later so
for now let us just say we will need to number all statements and
that it is advisable to number them in increments of 10 such as

10 (statement #1)
20 (Statement #2)

Numeric variables used in a BASIC program must be named
4n a specific way, by use of a singlefletter, or a single letter
followed by a single digit. This allowable variable names include

A, B, F, Z, Al, WS' Zl.
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. If a variable is to contain a character string such as a

hame of address, then we follow the letter or létters and number

by the dollar sign $. Thus AlS$ and Z$ are permissible character

variabple names.

Permissible values assigned to a numeric variable A would
include 5, 71 or 51.6, while the variable BS could be set to JIM,
INDIANA, etc.

Data Input

As was stated in the previous chapter on flowcharting,
most problems to be solved on a computer involve the basic opera-
tions of data input, data processing and data output. In BASIC,
input is @wccomplished by either of two commands, READ or INPUT.
The READ command requires that the data be placed iri a DATA state-~
ment. For example: -

10 DATA 15
20 READ A

would allocw the value 15 to be input to the variable A. The

command

30 INPUT A .

)



would require that the input to A be typed in from the terminal

(after the "?" is supplied by the computer).

The sequence

10 DATA 'JOHN DOE', 15

20 READ M1§$, A

.

would set the character variable N1$ to be set to "JOHN DOE"

while the numerical variable A is set to 15.

Processiang of Data

Processing of data is accomplished by the LET command, along

with the operational symbols and functions allowed by BASIC. Yor

example, the execution of the program segment

weuld set B to 35.

-
-

10 DATA 15
20 READ A
30 LET B=23A/3+ 2 *A

Operations of addition, subtraction, multiplication and

division are devoted by use of the following symbols

=

57
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+ adgdition

\‘-b sﬁbtraction
® . - multiplication
/ . division

Exponentiation (or raising to a power) is accomplished by use
of either ** or M.
Thus
50 LET F = (l0=-3+1) %2 +3 ** 2
would set the variable F to 25.
| The output of data may be accomplished by the PRINT command.

For example, the execution of the following program segment would

cause

THE VALUE OF B IS 35

to be printed on the terminal.

10 DATA 15
20 READ A
30 LET B =23/3 +2 * A

49 PRINT "THE VALUE OF B Is", B

In a PRINT statement, several variables may be printed on a

single line as long as they are separated by commas. Statements B

i

inside quotation marks in a PRINT command are printed when the
. ' 7 } . :
computer executes that paridicular ERINT.
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Looping, Remarks and End

Looping is accomplished in BASIC by use of the logical

transfer commands such as IF (expression) THEN m. For example,

the fdllowing program segment allows the processing of three

input data values and would result in the data outpﬁt of 5, 9

and 4.

10
20
30
40
50

70

DATA 16, 64 9

LET I =0
LET I=1I+1
READ A

LET B = SQR(A) +1
PRINT B

IF I # 3 THEN 30

Notice that a counter I is regquired and must be initialized

properly.

By studying all the program commands and the functional

and operational symbols used in BASIC any of the flowcharts

written in Chapter II may be converted to a BASIC program. The

»
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following program corresponds with the flowchart in Figure 7.8.
The only commands not previously discussed are the END command
which must be final cdmﬁand of any program and the REM statements
which are simply used to insert comments in a program. REM state-

ments are not executed and may be used to document a program.

10 REM *** A PROGRAM TO COMPUTE THE MEAN *#**
20  REM THE DATA IS TO BE INPUT FROM TERMINAL
30 LET I =0

40 LET S =0

50 LET I =1I +1

60 INPUT &

70 LET S =S +A

80 IF I # 100 THEN 50

90 LET M = S$/100
100 - PRINT "MEAN IS", M
110  END “

Many errors in a program, whether caused by typing or

logic, are detected by the computer. Appropriate error messages

-
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are then given, allowing the programmer to correct the statements

before rerunning the program. Figures 8.1-8.4 show a typical
attempt at typing in the previous program, where ten values

rather than 100 are to be input.

In Figure 8.1, the first error detected by the computer,

is the absence of a line number for the statement

LET S 0.

(The "READY" is a statemeht by the BASIC compiler signifying
that it is ready for additional commands). Note that the LIST
;ommanﬁ'is used, giving the current form of the program being
written. When the RUN command is given, an additional error
is denoted by the compiler. In this case, the PRINT statement
in line 100 is in error. The correction for this statement

is shown in Figure 8.2 along with the new listing and run.

Noticé that the correction is obtained by simply typing in a

new line 100.

-VIII-8



10 REM %A PROGRAM TO COMPUTE THE MEAN***

20 REM »#%THE DATA 1S TO BE INPUT FROM TERMINALX%¥%
30 LET I=0

LET S=0

? WHAT?

- EEADY

40 LET 5=0

50 LET I=1+A

€0 INPUT A

70 LET S=5+A

B0 I1FI<>}0 THEN 50
90 LET M=S/10

100 PRINT MEAN IS":M

110 END

- LIST

10 REM *%%xA PROGRAM TO COMPUTE THE MEANuk
20 REM xx*xTHE DATA I3 TO;BE INPUT FROM TERMINALX®%

‘30 LET I=0

40 LET S$=0

50 LET I=1zA

€0 INPUT A

70 LET S=S5+A

80 1Fi1<>10 THEN 50
90 LET M=S/10 ,
100 PRINT MEAN IS",M

110 END

REALY

RUN

N f ILLEGAL VARIABLE IN LINE 100

TIME: 0.15 SECS.

READY

Figure 81 Run ] for _examplg._.

VITI-9
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A different type of error and one which is not "caught"
by the compiler is evident in Figure 8.2. Data input is
accomplished but for only 5 values bf A rather than the 10
desired. This logic error must be found by the programmer

without diagnostic messages from the computer. Upon examina-

3

tion, one sees that statement 50 is in error.

Figure 8.2 shows the correct version of the program,
along Qith a sémple run. Figure 8.4 shows the inserfion
of a new line in the program which better documents ﬁata input.
Notice once again, the ease of adding lines of code by simply

using the appropriate line numbers.
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100 PRINT "MEAN IS",M

LIST

10 REM *#*%A PROGRAM TO COMPUTE THE MEAN**%
20 REM #%%THE DATA IS TO BE INPUT FROM TERMINAL¥*%

30 LET I=0

40 LET S=0

50 LET l=I+A

€ INPUT A

70 LET S=S+a ,

80 IF I<>10 THEN 50
90 LET M=S/10

100 PRINT “MEAN 1S',M
110 END

READY.

HUN

?1
272
73
24
75
MEAN 1S 1.5

TIME: 0.30 SECS.

READY

Figure 8.2, Run 2 for example.
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50 LET I=1+1
LIST.

10 REM #%%kA PROGRAM TO COMPUTE THE MEAN*:% ’
20 REM *#%xTHE DATA 1S TO BE INPUT FROM TERMINAL %%
30 LET I=0

40 LET S=0

50 LET I=l+1

60 INPUT A

70 LET S=S5+A

80 1F 1<>10 THEN S50

90 LET M=S/10

100 PRINT "MEAN 1IS",M

110 END i .

READY

FUN

71
272
. 73
4
25
26
17
28
29
210
MEAN IS 5.5

TIME: 0.60 SECS».

READY

Figure 8.3. Run 3 for example.
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55 PRINT "NOW INPUT VALUE NUMBER", I
LIST.

10 REM *%%*A PROGRAM TO COMPUTE THE MEAN*%*
20 REM #*#%THE DATA 1S TO BE INPUT FROM TERMINAL%k
30 LET 1=0

40 LET 5=0

50 LET I=1+1 , ;

55 PRINT "NOW INPUT VYALUE NUMBER'",1

60 INPUT A

70 LET S=S+A

80 IF 1<>10 THEN S0

90 LET M=S/10

100 PRINT "MEAN IS',M

110 END

FEADY

FUN

NOW INPUT VALUE NUMBER 1

Ngﬁ INPUT VALUE NUMBER 2

Ngﬁ61NpUT VALUE NUMBER 3

Ngg INPUT VALUE EUMBER 4

N§341NPUT VALUE NUMBER 5

Néal?NPUT‘VﬁLUE NUMBER 6

Ngg INPUT VALUE NUMBER 7

Ngs INPUT VALUE NUMBER 8

Nééo;NPUT:VALUE NUMBER 9 - @%
N6§ INPUT VALUE NUMBER 10 i)
?

MEAN 1S 2e4

TIME: 0f70 SECS.

FEADY

Figure &.4. Run 4 for éxample. o
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As is the case for flowcharting, programming is a

"learn by doing" subject. Initial programs should be simple

and easily understood, with more complex problems coming

after the student is familiar with terminal usage and system

commands. Several examples follow, demonstrating various

programming technigques.

LIST

10 REM

20 REM PROGRAM FOR ADDING PAIRS OF NUMBERS
40 s=0

50 READ A,B

60 IF A=0 THEN 100

70 S=A+B

80 PRINT A,B,S

90 GO TO 40

100 PRINT "END OF LIST."
110 DATA 1,9,75,144.3,3,99,0,0

120 END
READY
- RUN
1 9 10
75 144.3 219.3
3 99 102

END OF LIST.

TIME: 0.13 SECS.

READY

Figure 8.5. Example program which reads in pairs of numbers

- and computes the sum of these numbers.
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10 REM

)

LIST ' | .

20 REM PROGRAM FOR SUMMING 12 . VALUES READ IN

30 REM | | o )
40 N=12 - : ' ' -
50 s=0

+ 60 READ I

70 8=S+I

80 N=N-1

90 IF Ne= 0 THEN 110"
100 GO TO 60

110 PRINT "SUM =",g

. 120 DATA 2,4,6%8, 10 12 l4,16,18,20, 22 24 ' S

130 ENMD

READY

RUN

SUM = 156

TIME: 0.05 SECS.

if

READY

Figure 8.6. Example showing the addition of 12 input values.
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LIS

30 REM .

40 REM THE PROGRAM WILL GENERATE THE

50 REM FIRST TEN INTERGERS AND COMPUTE
60 EEM THEIR CUBES (POSITIVE INTEGERS) .
70 REM
80 1=10 '

90 PRINT "INTEGER","CUBE"
100 J=0

1LO J=J+1

1,20 K=J**3

430 PRINT J,K ' :

/140 IF J»=1 THEN 160 ‘ Ve
150 GO TO 110 s
160 END
READY
RUN
INTEGER CUB

1 1

2 8

3 27
4 64
5 !l 125
6 216
7 343
8 . 512
9 o 729
10 y 1000

TIME: 0.23 SECS.

READY

P

Figure‘8.7§7 Example problem for computing cubes of integers.
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) |
LIST -
30 REM ) 1
40 REM THE PROGRAM WILL GENERATE THE

50

REM FIRST TEN INTEGERS, CALCULATE THEIR

60 REM SQUARES, AND PRINT THE RESULTS. :
70 REM | ; . |
80 S=0 . ,
90 I=10 - : ; »
100 PRINT “"NUMBER","SQUARE","SUM OF SQUARES"
110 J=0 :
120 J=J+1
130 H=J**%2 ;
140 S=S+K .
150 PRINT J,K,S
160 IF J> =I THEN 180
170 GO TO 120
180 END
READY ) -
RUN .
NUMBER SQUARE SUM OF SQUARES
1 1 1
2 4 : 5
3 9 ' 14
4 16 _ 30
5 25 : 55
6 36 91
7 49 ~ ' 149 -~ .
8 - 64 204 )
9 81 285
10 100 - 385
TIME: 0.35 SECS.
READY N

i

5

~ Pigure 8.8. Example showing computation of squares and summing.



BASTC-System commands

o

i

| [Used outside a program, mot as part of a program statementﬂg
These system commands are always dependent on the particular

System being used, with the command names usually differing.

systems.

SCRATCH
SCR

GET-

NAME~
NAM-

SAVE -
SAV

RUN

RUN-n

LIST
LIS

o0

Causes program previously written.into

“working area.

However, the command functions listed here are common to most

Clears the user's warking area of all
programs, information, instructions,
enabling a clear beginning for writing
a program, :

Calls a program from a particular library,
places it in the user's working space,

ready for running, listing (unless protected),

modifying, etc,
Example:

GET-$START * calls program from
- system library
GET-*TEST1 calls program from
‘ group library : <
GET-GLIST calls program from
, user's own library

Gives the program in user's working space .
a particular name (one to six characters,
the first of which must not be $ or *);
must be done before program can be saved.

«Example:

NAM—GMATH

‘Places program in user's working ares -
g

into user's library, if properly named.

or otherwise placed into the user's

working space to be executed. '

Causes execution to begin at statement ny
$

Example: Sy , o ﬂ
- RUN-1000 n

Causes the 1listing, in order of statement
numbers, the program currently in user's

 VIII-18
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LIS-n

Lis-P

" OPEN-(name),r
* OPE-(name),xr

¢

RENUMBER

REN

REN-n

- REN-n,i

REN-n,i,p
REN-n,i,p,q.

KILL~
KIL-

'Example-

Causes listing to begin at stetement_gm
Examﬁle: ‘
LIS-250

Canses llstlng to begin at statement n,
and cease at statement m. -

Example:

LIS-250, 1000

As. above, but with the listing spaced at

the approprlate places to allow cuttlng

5 the list into 8—" x 11" pages.

Opens a fsle with the gpecified name,
with r records of 256 words length each.

OPE-STUL, 60

Causes the program statements to be =
renumbered, Unless otherwise 1ndlcated,‘“
the first statement becomes 10, and

' succeeding statements are numbered in
" increments of 10,
Causes the first statement to be numbered,n.,*

Causes the first statement to be numbered n, -

‘with increment of i.

As above, with p the first statement to be
renumbered. :
As above, with the renumbering contlnulng
through statement g,

Example:
REN-300
REN-400, 15 '
REN~1000 5y 200 400

(It should be noted here that all references

‘in such statements as G@gTZ n, IF...THEN n:s‘ﬂ?

G@SUB n, etc. are also properly renumbered{)

Deletes an entlre program (that named after
the hyphen) from the.user's own llbrary.
Also used to delete 4 file, -

s VIII-19
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n.  REM A comment statement not executed by the

Example: ,
KIL-GMATR
TIME - ‘ " Returns the current amount of console
. TIM '~ time, and the cumulative time used on-

the particular access level.

DFELETE-n Deletes statements in the current program
DEL-n , beglnnjng at statement n and continuing
o to the/END statement.
© DEL-n,m Deletes all statements beginning at® ~. .
statement n and continuing through state—
ment m.
Ex ample'
A DEL~8000 o

DEL-100, 200 .
DEL-l (equlvalent to SGR)

a;,«r

PUNCH ,,ma Causes the “eurrent program to be both,

CPUN . listed and punched onto paper tape, if |
: ‘ the tape punch is turned on.

- PUN-n o Causes listing and tape punching as above,
PUN-n,m - : with parameters functioning as with LIST.
PUN-P :

- PUN-n,m,P Example:

- PUN-100, 500, P

" XPUNCH Produces a listing'and tape punching as

XPUN above, but with a special punch at the
XPUN-n, ‘ end,of each line which allows the tape
XPUN-n,m « to be used for the readlng of data into.
XPUN-P e a program., .

XPUN-n,m,P

BASIC Program Commands

[Used only in a numbered program’ statement]

computer; used for remlnders, comments,
identification of sections, instructions
to the user. Any combination of keyboard
characters may be used after REM.

Example:s

NEE 5 10 REM *%* A SAMPLE PROGRAM *xx
AR VITI-20.
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n DATA
4
. READ
o
n  PRINT var.
n PRINT "e#"
n  PRINT

o

A list of items to be used by the program
during @ READ statement. May be numerical
or alphanumerlcal as requlred by the

‘program.

o

Example:

20 DAT} 2, 5, 9, 14, 20, 27, "ABCY

Causes the data in.a DATA statement to be
read into the program, and stored under
the specified name. DATA statements are
used sequentially as they are placed in
the program; there is no restriction on
the actual placements of the DATA state—
ments. :

- Example:

@50 READ A, B

This would, using 20 DATA above, first

assign 2 £0 A, 5 to B; if the same READ
statement were repeated with a different
statement number, then 9 would be _assigned °
to A 14 to B.

Causes the value of»the yarlable, or the

characters between the, qaotatlon marks,
to be printed out on the terminal.
Witheno variable or character, causes a
carriage return and a single linefeed.

Example: R L
40 PRINT A, B

45 PRINT "PLEASE INPUT THE VALUE
OF C" ~ :

" If the varlabies or. . characters strlngs

are separated by commas,
40 PRINT A, B
41 PRINT A F$, B

“then the items are sepdrated into columns

whose first elements aré at twelve-space
increments. - If, however, the items are
separated by aeml—colons, the printing

is contlguous, that 1s, not separated at

all

. 42 PRINT A AB »
43 PRINT. A FS; B
44 PRINT "BND"
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n  INPUT var,

_I_I__D Sewve
._I_l__ LE D'=oo.
EL'éﬂﬂZIn

'E.Gng A OF Sqs Eo»

PN
Septin

In line 42, the value for B would be /

printed 1mmed1ately after the value for A,

In line 43, similar printing would occurj
the semi-colon at the end, however, makes
the next printing (from 1ine LL) occur
immediately after the value for B.

Requests information from the operator
or program user. Generates a "?" and
pauses for input; assigns the value input
to the specified variable name.

Example:

50 INPUT C

D

Assigns the va lue of the formula, expression,

or constant on the right to the variable
named on the left. All variables or
function arguments used on the right }
must have beén previously given a value.

Exampie: »
60 D = 3%A + 2B + C
60 LET D = 3%A + 2%B + C

This would multap;y B/times the value of A,.

2 times the value of B, and add these two

- products to the value of T; this resulting

value would then be assigned to D.

fauses a direct, inconditional jump or
branch to statement number m.

Examples: 7; 5

80 G@TE 800

531 R éﬁl
Takes the integral value of A (if not an-
integer) and goes to that numbered item

in the series 815 Spy 837 -+ ¢ 5 Sy

Example:

800 CPTF A OF 230, 740, 420, 630

VIII-22
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If A has the value of\B, -then the program
goes directly to 420, For A = 0 or A > 4,
the command would be ‘ignored.

N
A | ‘ ,
n Unconditional jump to a subroutine of any
length. Upon arrival at the RETURN state-
ment in the subroutine, the program returns
to the statement following the G@SUB state-

ment,

. Example:

L20 G@SUB 600

xn  RETURN Terminates the subroutine, and returns
” .the program to the statement following
the GPSUB statement. Must be the last

executable statement in a subroutine.

Example:

610 RETURN.

n IF (expre831on) THEN m

Examines the varlables and their rela-
tionship in the expression. If the
condition is true or is non-zero, then
the program branches to statement. number
m., If the condition is not truexgr is
zero, then the command is ignored s

- Example:

600 IF A = 1 THEN 30
601. IF A THEN 50

FRA=mT¢ p e
FPR A = m T¢ p STEP r &
NEXT A |

e

A looping command, performing the state-
ments between the FQR «es and NEXT ...
statements the indicated number -of repe«
.titions. The step size is optional, 1

_ unless otherwise given. Loops may be
nested, but not overlapped. After the.
last 1terat10n, the program ‘moves to the

statement following the NEXT ... state—
ment. >

B VIII—23
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230 "R I = 1 7¢ 10
231 PRINT "X '
"232 NEXT I

233 FPR I =179 5
23, FPR J =1 T¢ 3
235 PRINT "Y"

236 NEXT dJ ‘
237 NEXT I 5

n DIM A[20,20], F$[72]

Specifies the maximum working size of a

" matrix variable (such as 20 rows and 20

columns for matrix variable A) or for a

‘string variable (such as 72 characters

for string variable F$). Every matrix
or string variable must be dimensioned
before it is used in a program.

" BASIC Functional or Operational Symbols

X,Y,A1, etc.

A,B[3,2], etc.

A$,F$,. etc.

]

¢
%

‘Variables; may be used for integral or

real values; any single letter or single
letter followed hy a single-digit number

may be used.

Matrix variables; used to designate entire
arrays, or to designate a single element
of an array, as B[3,2], the element in the
third row and second column of the array
named B, It should be noted that consid-
erable sophistication in programming is
necessary before work with arrays should
be attempted. :

String variables; used to designate a
particular group of alphabetic, numerical,
or special characters, Each system contains
its own syntax for working with strings,

and these rules must be followed exactly.

A dual function symbol., Used as an ordinary
algebraic equality symbol, when it appears
in-an IF ... THEN statement. |

( 250 TIF A = 200 THEN 610 ,
%150 used as an assignment operator; the

/?ingle variable on the left is assigned

VIII-24
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the value possesaed by the variable or
numerical expression on the right.

260 A = 2%¥K 4 3

270 LET B = A

280 A,: A+ 2
It should be noted that every varlable
appearing on the right in an assignment
statement must have been given some nu-
merical vdlue previously. A frequent ,
procedure to take care of this involves
giving all variables a value of 1 or O
early in /the program. Any subsequent
a551gnmenb will take precedence.

17 A =B = O

17 LET A = 0 - ’
In example line 280 above, the same vari-
able is used on'both left and right sides.
In such a case & will now have the value
of 2 more than its previous value (whlch
is now destroyed).

Symbols W1th usua¢~algebra1c meanlng.
QOccur normally ohly in IF . . . ‘THEN
statements. :

190 IF A<= B THEN 9999

191 IF C >“A THEN 401

Not equal. Usually found only in compa~- |
rison in IF ., . . THEN statements. kg
192 IF B # 3 THEN 9999 :
193 IF C 4+ 2<2 A - 5 THEN 293

Multiplication operator
101 A = 2¥B¥(C

Addition operator |
102 D=A+ B+ 11

Subtractlon operator
103 B D-A-3

g _// : . ..
"Division operator

10, C = B/D : .
As in all uses of real number arlthmetlc,
the value of the denominator must never /
be zero. In .some systems, the maximum

L

- size of number representation places a

N
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fA [
* or /
+ or -

SIN(X
- cgs
JTAN

X
X

ATN(X)

SQR(X)

practical minimum size limitation on the "¢
~denominator; that is, the system may

e

interpret a very small’ number as it would
zero for these purposes.

The exponentiationwoperaEOr. The base:

may be an integral or real number, but
the exponent must be a one- or two-
digit integer.
105° B = Ct3 + DtA
This is allowed if A is an integral value :
at the time of execution.

,J,/
197
‘.Q jl

Grouping symbols. These are used as in
ordinary algebraic usage, and should be
used liberally tc ensure both the operator's
and the machiné's ability to properly
interpret a statement. Most compilers
treat both shapes of symbols interchange-
ably.

106 ¢ = (B~ C)/A
is not the same as

107 € =B - C/A

The order of operations is given from

first (at the top) to last (at the

bottom) unless grouping symbols change

the priorities. The operators ¥ and ~

are taken in order from left to right,

as are + and -
108 A = B + C/Dt3 ;

would be evaluated as if it had been written
108 A =B + [C/(Dt3)]

Computes the’msual trigonometric functional
values of the argument, such as X, which

is in radlan

111 A = SIN§3)
112 B/= COS(A) + 3
113 o = [TAN (A)]tz

\\ i . . | NS

Computes the inverse tangent function in
radians of the ar ument, such as X.
114 D = ATN ‘

Computes the square root of the argument
if the argument is non-negative.
115 E = SQR(D + 2)

5%
W

i "
|| P

VI1¥¢36

i

(-



1
I Aas(!c}f)
ia O . INi(x)
1 e
B
| l EXP(X)"
i PR
i
| Il i AND
I
Il; -
IL
- N@T

R\

Computées the absolute value of the argument.

116 B = ABS(B + C)

]

Computes tHe greatest integer less than or
equal to’the argument.

117 F = INT[SQR(B)]

&

Computes the logarithm to the base e of

the non—negatlve argument,

118 = LPG(B + E)

Computes the value of e raised te the Xth
power.

119 C = EXP(D)

System limitations vary, but the EXP
argument may usually be nonintegral:

Loglcal operator used in comparisons.
Uses usual Boolean logic approach: 1f.'

transfer 15‘nade.

either comparison is valid, then the.

121 IF

<

Logical opé?ator used in comparison.
Uses usual Bovlean logic approach: only

if both comparisons are valid will Lhe ’
transfer be made.

123 IF E(A = g AND gB > 3)9 THEN 298

124 IF [(D>=5) AND (D<= 20

Other logical comparisons are p0581ble

%;ﬁf )

g given variable or expression is non-
zero, then its "truth valué" is assumed to
be 1, and Boolean comparison is based on

- that value. If a variable or expression

is zero, then its "truth value" is also
Zero, . o
125 IF A THEN 501
This would transfer crntrol only'lf A had
a non-zero value.
' 126 IF A AND B THEN 521

This would transfer control only if both
A and B had non-zero values.

Causes the opp051te truth value to be

assigned. _ .
~ 127 IF (NgT A) THEN 643 -
This would transfer control only if A.has

a zero value, giving NgT A a non-zero value.
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E 3 ZrR (A = B + 3)] THEN 180
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Suggested~qhurces for Supplementary Material

| Coan, J. S. Basic BASIC: An Introductlon to Computer Pro-

ramming in BASIC Language. Tochelle Park, N.d.:
ﬁayﬁen, 1970.

kEstes James W., and Estes, B. Robert. Elements of Computer

Science. San Francisco: Canfield Press, 1973.
Espe01ally note chap. 8, “Programmlng Languages."

Farlna, Mario V. Elementa BASIU with A 11catlons.
Englewood CIi Prentice-ha

. FORTRAN IV Self~taught. Englewood Cliffs, NoJd.:
Frentice-Hall, T966. ’

Gately, W. U., and Bltter, G. G. BASIC for Beglnners. New
- York: McGraw-Hill, 1970.- _

Hare, V., C, BASIC Programming. New York: Harcourt, Brace
& World 1970. :

Kemeny, Jd. G., and Kurtz, T. E. BASIC Programming, New
York: Wiley, 1970.

McCracken, Daniel D. A Guide to FORTRAN IV Programm¢@ﬂ.
New York: Wilevy,
Especially note pp. h?—hS "A Checklist for Program
Checkout." :

Nolan, Richard L. Introduction to Computing through the
© BASIC Language. New York' Holt, ﬁlndhart and
Winston, %365 ;
Especially note chaps. 2-6, and appendlx A, "Time-
sharing BASIC and Batch—mode BASIC.®

Pavlovich, J. P., and Tahan, T. E. Computer Programming
in BASIC. OSan Francisco: Holden-Day, '1971.

Smlth, ‘R. E. Discovering BASIC: ApProblem SolV1ng Aporoach.
Rochelle Park, N.J.: Haydemn,

opencer, Donald D. A Guide to BASIC Programming: A Time~
Language. Reudlng, Mass.: Addison-Wesley, 1970.
)

ayden, 1974.

and chap. 8, "Introductlon to Computer Programming."

. Computers 1n.5001ety.,The Wheres, Whys, and Hows
- of Computer Usage. Rochelle Park, N. J..(Hayden,"IQ?E

.
s
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Weiss, Eric A., ed. Computer Usage: fundamentals. New York:
McGraw-Hill, 19069,
Especially note chap. 12, “FORTRAN, COEOL, and other
Programming Languages," chap. 15, "Tebhnlques for
Computing Scientific Problems," and chap. 19,
"Specifying and Documenting Computer Programs."
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CHAPTER IX

PRIVACY ACT

In 1974, the Federal-§overnment passed the "Privacy Act of 1974"

to restrict the dissemination of criminal record information.

In the past, police agencies could make criminal record informa-

"tion avallable to anyone asklng for it. ~These‘agencies gould also?

refuse this information %o almost anyone. What occurred was'that
private individuals could obtain crlmlnal history checks on e rtain
persons if they were in "good" with the police. The Federal govern— i
ment realized that this dissemination was discriminative in nature
and that controls were needed to protect the privacy‘of individuais
included in the records. | o ”

The Privacy Act seeks to protect the privac§ of these individuals’
included in the’records of the Federal Bureau of Investigation,
criminal justice agencies receiving funds directly or indirecély from
the Law Enforcement AssiStance Administration, and interstate, state,
or local criminal justice agencies exchangino records with the FBI,
or these federally funded systems. At the same time, these regulations
preserve 1egitimate law enforcement need for access to such records.

In order to interpret tgig Act and to establish guidelines for
all responsible agencies tOwTollow, ;he Department of Justioe‘releaéed
information concerning tth Act on May 20, 1975. The guidelines;
"Criminal Justice Informatlon Systems", were submitted by Attorney
General Edward H. Levi to the federal:register for documentation and
have~become the basis guidelines for state and local government.

The remaining ponnlon of this chapter contains these guldellnes.
The Texas Crime Prevenllon Institute belleves that thlS materlal will

be useful to you in your work wlthln»the criminal Justloeksystem.
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CRIMINAL JUSTICE INFORMATION SYSTEMS

Subpart A - General Provisions

Sec.
20.1 Purpose.
20.2 Authority.
20.3 Definitions.

Fubpart B - State and Local Criminal History

Record Information Systems

20.20 Appllcabllltj
20.21 Preparation and submission of a Criminal History Record

Information Plan. - .
20.22 Certification of Pompleahce. i
20.23 Documentation: Approval by LEAA.
20.24 State laws on prlvacy and security.
20.25 Penalties.
20.286 References.

Subpart C - Federal System and Interstate

Exchange of Crlmlnal Hlstory Record Information

20.30 Appllcablllty
20.31 esponsibilities.
20.32 Includable offenses. ,
20.33 Dissemination of criminal history record information. .
20.34 Individual's right to access criminal history record

information.
20.35 .National Crime Information Center Adv1sory Policy Board.
20.36 Part101patlon in the Computerlzed Criminal History

‘Program. A
20.37 Responsibility for accuracy, completeness, currency.
20.38 Sanctlon for noncompliance.

Authority: Pub. L. 93-83, 87 Stat. 197, (42 U.S.C. 3701,
. et seq; 28 U.S.C, 534), Pub L. 92-544, 86 Stat. 1115.
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SUBPART A - GENERAL PROVISIONS

Section 20.1 Purpose.’

It is the purpose of these regulations to assure that
criminal history record information wherever it appears is
collected, stored, and disseminated in a manner to ensure
the completeness; integrity, accuracy, and security of such
lnformatlon and to protect individual privacy.

Section 20.2 Authority.

These regulations are issued pursuant to sections 501
and 524 (b) of the Omnibus Crime Control and Safe Streets Act
of 1968, as amended by the Crime Control Act of 1973, Pub. L.
93-83, 87 sStat. 197, 42 U.S.C. 3701, et seq. (Act), 28 U.S.C.
534, and Pub. L. 92-~544, 86 Stat. 1115. 9

Sectlon 20 3 Definitiorns.

As used in these regulatlons.

(a) "Criminal history record information system" means
a system including the equipment, facilities, procedures,
agreements, and organizations thereof, for the collection,
proces51ng, preservation or dissemination of criminal hlstory
record information. ‘

(b) "Criminal history record information" means informa-
tion collected by criminal justice agencies on individuals
consisting of identifiable descriptions and notations of arrests,
detentions, indictments, informations, or other formal criminal-:
charges, and any disposition arising therefrom, sentencing,
correctional supervision, and release. The term does not in-
clude identification information such as fingerprint records
to the extent that such information does not indicate involve-
ment of the individnal in the criminal justice system.

(c) "Crlmlnal justice agency" means. (1) courts; (2) a
government agency or any subunit thereof which performs the

‘administration of c¢riminal justice pursuant to a.statute or-

executive order, and which allocates a substantial part of 1ts
annual budget to the admlnlscratlon of crlmlnal justlce. ‘

(d) The "admlnlstratlon of ¢riminal Justlce means,per~
formance of any of the’following activities: detection, ap-
prehension, detention, pretrial release, post-trial release,
prosecution, adjudication, correctional supervision, or re-
habilitation of accused persons or criminal offenders. ‘The
administration of criminal justice shall 1nc1ude criminal

~didentification activities .and the collection, storage, and

dlssemlnatlon of crlmlna%/hlstory record’ 1nformatlon._-




f¢

(e)' "DlSpOS tlon" means information disclosing that

“criminal proceedings have been concluded, including informa-

tion disclosing that the police have elected not to refer a
matter to a prosecutor or that a prosecutor has elected not

to commence criminal proceedings and also disclosing the nature
of the termination in the proceedings; or information disclos-
ing that proceedings have been indefinitely postponed and also.
disclosing the reason for such postponement. Dispositions
shall include, but not be limited to, acquittal, acquittal

by reason of insanity, acquittal by reason of mental incom-
petence, case continued without finding, charge dismissed,
charge dismissed due to insanity, charge dismissed due-to
mental incompetency, charge still pending due to insanity,
charge still pendlng due to mental incompetence, guilty plea,
nolle prosequi,; no paper, nolo contendere plea, convicted,
youthful offender determination, deceased, deferred disposi~
tion, dismissed - civil action, found insane, found mentally
incompetent, pardoned; probation before conviction, sentence
commuted, adjudication withheld, mistrial - defendant discharged,
executive clemency, placed on probation, paroled, or released
from correctional supervision.

(f£) "Statute" means an Act of Congress or State legls~
lature of a provision of the Constitution of the United States
or of a State.

(g9) "State" means‘any State of the United States, the
District of Columbia, the Commonwealth of Puertoc Rico, and
anyvterritory or possession of the United States.

- (h) An "executive order" means an order of the President
of the United ‘States or the Chief Executive of a State which
has the force of law and which is published in a manner per-
mitting regular public access thereto. :

(i) "Act" means the Omnibus Crime Control and Safe
Streets Act, 42 U.S.C. 3701 et seq. as amended.

(3) "Department of Justice criminal history record in-
‘formation system" means the Identification Division and the
Computerized Criminal History File systems operated by the
Federal Bureau of Investigation.

SUBPART ‘B~ STATE AND LOCAL CRIMINAL HISTORY RECOQORD
INFORMATION SYSTEMS

" section 20.20 AﬁpliCability.
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(a) The regulatlons in this subpart apply to all State
and local agencies and individuals collecting, “storing, or dis-
seminating criminal .history record information processed by
manual ©r automated operations where such collectlon, storage,
or dissemination has been funded in whole or in part with funds
made available by the Law Enforcement Assistarice Administration
subsequent tc July 1, 1973, pursuant to-Title I of the Act.:

(b) The regulations in this subpart shall not apply to
criminal history record information contained in: (1) postexs,
announcements, or lists for identifying or apprehending fugltlves
or wanted persons; (2) original records of entry such as police
blotters maintained by criminal justice agencies, compiled
chronologically and required by law or long standing custom
to be made public, if such records are organized on a chrono-
logical basis; (3) court records of public judicial proceedings.
© compiled chronologically; (4) published court oplnlons‘or pub-
lic judicial proceedings; (5) records of traffic offenses
maintained by State departments of transportation, motor veh-
icles or the equivalent thereof for the purpose of regulating
the issuance, suspension, revocation, or renewal of driver's,
pilot's or other operatorsg ' licenses; (6) announcements of
executive clemency \\f ¢

=

(c) Nothlng in these regulations prevents a criminal
justice agency from disclosing to the public factual infor-
mation concerning the status of an investigation, the apprehen-
sion, arrest, release, or prosecution of an individual, the
adjudication of charges, or the correctional status of an
individual, which is reasonable contemporaneous with the
event to which the information relates. Nor is a criminal
justice agency prohibited from confirming prior criminal history
~record information to members of the news media or any other
person, upon specific ingquiry as to whether a named individual.
was arrested, detained, indicted, or whether an information
or other formal charge was filed, on a specified_date, if
the arrest record information or criminal record information
disclosed is based on data excluded by paragraph (b) of €hls
. section. '

-

Section 20.21 Preparation and subm1551on of a Crlmlnal Hlstory
Record Information Plan.
A plan shall be submitted to LEAA by each State within

180 days of the promulgation of these regulatlons. The plan

shall set forth operational procedures to - ‘

' (a) ‘Completeness and accuracy.' Insure that crlmlnal

history record information is complete and accurate.

: (1) Complete records should be malntalned at a central

i
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State repository. To be complete,; a record malntalned at a
central State repository which contains information that an

7

=

individual has been arrested, and which is available for. dls— ‘ d

semination, must contain information of any dlSpOSltlonS occurrlng
within the State within 90 days after the disposition has
occurred. The above shall. apply to all arrests occurring
subsequerit to the effective date of these regulatlons. Proce-
dures shall be established for criminal justice agen01es to
query the central repository.prior to dissemination of any
criminal history record information to assure that the most
up~to~date dlsp051tyon data is being used. 1Inguiries of a
central State repo;vtory shall be made prlor to any dissem-
ination except irn-those cases where time is of the essence and
the repoesitory is technically incapable of responding within
the necessary time period. (2) To be accurate means that no

_record containing criminal history record information shall

contain erroneous information. To accomplish this end, criminal
justice agencies shall institute a process of data collectlon,_
entry, storage, and systematic audit that will minimize the
possibility of recoxdlng and storing inaccurate information

and upon finding inaccurate information of a material nature,

- shall notify all criminal justice agencies known to have re-

ceived such information.

(b) Limitations on dissemination. Insure that dissemina-~
tion of criminal history record information has been limited,
whether directly or through any intermediary only to: .

(1) Criminal justice agencies, for purposes of the
administration of criminal justice and criminal justice agency 1
employment; , .

(2) Such other individuals and agencies which require
criminal history record information to implement a statute
or executive order that expressly refers to criminal conduct
and contains requirements and/or exclusions expressly based
upon  such conduct; .

(3) 1Individuals and agencies pursuant to a spec1flc
agreement with a criminal justice agency to provide services
required for the administration of criminal justice pursuant
to that agreement. The agreement shall specifically authorize
access to data, limit the use of data to purposes for which
given, insure the security and confidentiality of the data
consistent with these regulatlons, and provide sanctlons for
violation thereor,

(4) Ind1v1duals and agencies for the express purpose
of research, evaluatlve, or statistical activities pursuant
to an agreement with a criminal justlce agency. The agreement
shall specifically authorize access to data, limit the use of
data to research, evaluatlve, or statlstlcal purposes, 1nsure

c\\\\ // 5 IX—E
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-all persons or agenc1es to.- whom 1nformatlon is dlssemlnated

the confldentlallty and security of . the data con51stent w1th
these regulations and with section 524 (a) of the Act and any
regulations 1mplement1ng section 524 (a), and prov1de sanctions
for the violation thé&reof;

(5), Agencies of State or federal goverhment which are
authorized by statute or executive order to conduct investiga-
tions determining employment suitability or eligibility for
security clearances allowing access to classified information;

(6) Individuals and agencies where authorized by court
order or court rule.

(c) Generalgpolicies on use and dissemination. Insure
adherence to-the jfollowing restrictions:
~ (1) Criminal history record information concerning the

arrest of an individual may not be disseminated to a non-

criminal justice agency or individual (except under Section
20.21(b) (3), (4), (5), (6)), if an interval of one year has
elapsed from the date of the arrest and no disposition of the
charge has been recorded and no actiwve prosecution of the charge
is pending;

(2) Use of criminal history record-information dissem—
inated to non-criminal justice agencies under these regulations
shall be limited to the purposes for which it was given and
may not be dlssemlnated further. €

(3) " No agency or individual shall confirm the ex1stence
or non—~existence of criminal hlstory record information for
employment or licensing checks except as provided in para-
graphs (b) (1), (b)(2), and (b).(5) of this: section. <

(4) This paragraph sets outer limits of dissemination.
It does not, however, mandate dissemination of criminal his=-
tory- record information to any agency or individual.

(d) Juvenile records. Insure that dissemination of records
concerning proceedings relating to the adjudication of a juven-
ile as delinquent or in néed of supervision {(or the egquivalent)
to nen—-criminal justice agencies is prohibited, unless a statute
or Federal executive order specifically authorizes dissemina-
tion ‘of juvenile records, except to the same extent as criminal
history records may be disseminated as prov1ded 1n Sectlon
20.21 (b) (3), (4), and (6). s w0

(e) Audit.. Insure that annual audits of a represen-
tative sample of State and local criminal justice agencies
chosen on a random basis shall be conducted by the State to

verify adherence to these regulations and that appropriate o

records shall be retained to facilitate such audits. Such
records -shall 1nclude, but are not limited to, the nhames of

x-7
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and the date upon which such information is disseminated;

“(£) Securltz  Insure confidentiality and security of
criminal history record information by ‘providing that wherever
criminal history record information is collected, btored, or
disseminated, a criminal justice agency shall -

(1)  Institute where computerlzed data processing is
employed effective and technologically advanced isoftware and
hardward designs tn prevent unauthorlzeﬂ access to such in-
formation; ‘

‘ (2) Assure ﬁxat where computerized data proceselng
is employed, the hardware, including processor, communications
control, and storage device, to be utilized for the handling
of criminal history record information is dedicated to purposes
related to the =2dministration of criminal justice;

(3) Have authority to set and enforce policy concerning
cemputer operations:

(4) Have power to veto for legltlmate securlty purposee
which personnel can be permitted to work in a defined area
where such information is stored, collected, or disseminated;

(5) Select and supervise all personnel authorized
to have direct access to such 1nformdtlon,

(6) Assure that an individual or agency authorlzed
direct access is administratively held responsible for (i)
the physical security of criminal history record information
under its control or in its custcdy and (ii) the protectlon
of such information from unauthorized accesses, dlsclosures,
or dissemination;

(7)  Institute procedures to reasonably protect any
central repository of criminal history record information from
unauthorized access, theft, sabotage, fire, £flood, wind, or
other natural or manmade disasters;

(8) Provide that each employee working with or having
access to criminal history record information should be made
familiar with the substance and 1ntent of these ‘regulations;
and

(9) Provide that direct access to criminal history
records information shall be available only to authorized
officers or employees of a criminal justice agency.

(g) Access and review. Insure the individual's right
to access and review of criminal history information for pur-
poses of accuracy and completeness by instituting procedures
so that - 9

(1) Any rindividual shall srupon satlsfactory verifi-

cation of his identity be entltled to review without undue
burden to either the criminal justice agency or the individual,
any criminal h*story 'record information maintained about the
individdal and obtain a copy thereof when necessary for the
- purpose of challenge or correction;

2
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(2) Administrative review and necessary correction of
any ¢laim by the individual to whom the information relates
that the information is inaccurate or incomplete is provided;

(3) The State shall establish and lmplement procedures
for administrative appeal where a criminal justice agency re-
fuses to correct challenged information to the satisfaction
of the individual to whom the information relates;

(4) Upon request, an individual whose record has been
corrected shall be given the names of all non-criminal justice
agencies to whom the data has been given;

; (5) The correcting agency shall notify all criminal o
justice recipients of corrected information; and
- (6) The individual's right to access and review of
criminal history: record information shall not extend to data
contained in intelligence, investigatory, or other related
files and’ shall not be construed to include any other infor-
mation than that defined by Section 20.3 (b).

Section 20.22 Certification of Compliance.

. «(a) Each State to which these regulations are applicable’
shall with the submission of each plan provide a certification
that to the maximum extent feasible action has been taken to
comply”with the procedures set forth in the plan. Maximum
extent feasible, in this subsection, means actions which® can
be taken to comply with the procedures set forth in the plan
that do not require additional legislative authority or involve
unreasonable cost or do not exceed existing technical ability.

(b) The certification shall include - '

(1) An outline of the action which has been instituted,
At a minimum, the requirements of access and review unuer 20. Zl(g)
must be completely operational;

(2) A description of any leglslatlon or execut:ve ‘order,
or attempts to obtain such authority that has been instituted
to comply with these regulations;

(3) A cescrlptlon of the steps taken to .overcome any °

<flscal technical, and administrative barriers to the develop-

ment of complete and accurate criminal history record Lnfor~
mation;

o (4) A description of existing system capablllty‘and
steps being taken to upgrade such capability to meet the
requirements of these regulations; and [

(5) A listing setting forth all non-criminal justice
dissemination authorized by leglslatlon existing as of the
date of the certification showing the spe01f1c cateégories of
non-criminal justice individuals or agencies, the specific

;> purposes or uses for which information may be dlssemlnated, f'

L

and the statutory or executive order citations.
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Section 20.23 Documentation: Approval by LEAA.

Within 90 days of the receipt of the plan, LEAA shall
approve or disapprove the adequacy of the provisions of the
plan and certification. Evaluation of the plan by LEAA will
be based upon whether the procedures set forth will accomplish
the required objectives. The evaluation of the certication(s)
will be based upon whether a good faith effort has been shown
to initiate and/or further compliance with the plan and regu-
lations. All procadures 1n%$he approved plan must be fully
operational and 1mplemented\by December 31, 1977, except that
a State, upon written application and good cause, may be allowed
an additional period of time to implement Section 20.21(f) (2).
Certification shall be submitted in December of each year to
LEAA until such complete:; compliance. The yearly certification
shall update the information provided under Section 20.21.
Section 20.24 State laws on privacy and security.

Where a State originating criminal history record infor-
mation provides for sealing or purging thereof, nothing in
these regulations shall be construed to prevent any other
State receiving such 1nformatlon, upon notification, from
complying with the originating State's sealing or purging
requirements. .

S

- Section 20.25 Penalties.

Any agency or individual violating subpart B of these
regulations shall be subject to a fine not to exceed $10 000.
In addition, LEAA may initiate fund cut-off procedure against
recipients of LEAA assistance.

SUBPART C - FEDERAL SYSTEM AND INTERSTATE EXCHANGE OF CRIMINAL
HISTORY RELORD INFORMATION

Section 20.30 Applicability.

The provisions of this subpart of the regulations apply
to any Department of Justice criminal history record infor-
mation system that serves cy riminal justice agencies in two or
more states and to Federal, state, and local criminal justice
agencies to the extent that they utilize the services of
Department of Justice criminal history record information

'systems. These regulations are applicable to both manual and

automated systems. )
Section 20.31 Responsibilities.

(a) The Federal Bureau of Invebtlgatlon (FBI) shall
operate the National Crime Information Center (NCIC), the
computerized information system which includes telecommun-
ications linres and any message switching facilities which are

NS
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- gation, traffic wiolations (except data will be included on
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authorized by law or regulatlon to- 111k local, state and Fed-
eral criminal justice ‘agencies for the purpose of exchanging | o

‘'NCIC-related information.  Such information includes infor-

mation in the Computerized Criminal History (CCH) File, a ‘
cooperative Federal-State program for the interstate exchange o
of criminal hlstory record information. CQGH shall provide

a central repository and index of criminal history: record in-

formation for the purpose of“facilitating the 1nteratate ex-

change of such information among crlmlnal jusclce agenﬁles‘

(b) The FBI shall operate the Identlflcatlon/D1v151on
to perform identification and criminal history recérd infor-

‘mation. functions for Federal, state, and local criminal justlce

agencies, and for noncriminal justice agencies aild other entities
where authorized by Federal statute, state statute pursuant

to Public Law 92-544 (86 3tat. 1115), Presidential executive
order, or regulation of the Attorney General of the United
States.

(c) The FBI Identification Division shall maintain the
master fingerprint files on all offenders ‘included in the NCIC/
CCH File for the purposes of determining first offender status
and to identify those offenders who are-unknown in states
where they become criminally active but known in other states
through prior criminal history records.

o

o,
&

Section 20.32 Includable sffenses.

(a) Criminal history record lnformatlon malntalned in
any Department of Justice’ criminal history record information
system shall include serious and/or significant offenses.

(b) Excluded from such a system are arrests and court
actions limited only to naonserious charges, e. g. . drunkenness,
vagrancy, disturbing the peace, curfew v1olatlen, loitering,
false. fire alarm, nonspe01f1c charges of suspicion: or investi-

arrests for manslaughter, driving under the influence of drugs
or liquor, and hit and run). Offenses committed by juvenile
offenders shall also be excluded unless a juvenile offender

o

is tried in court as an adult ’ o

(c) The exclusions enumerated above shall not apply to
Federal manual criminal history record information collected,
malntalned, and compiled by the FBI prlor to the effectlve
date of these Regulatlons. s

Section ?0 33 Dlssemlnatlon of criminal hlstory record 1nfor* ., .
mation. : : @
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1 by the contributor of the original information.

(a) Criminal history record information contalned in any
Department of Justice criminal history record information

~system will be made available: -

(1) To criminal justice agenc1es for crlmlnal justlce
purposes, and
4,/”\\ (2) To Federal agencies authorized to recelve it pur-
suant to Federal statute or Executive order. ;

(3) Pursuant to Public Law 92~544 (86 Stat 115) for
use “in connection with licensing or 1ocal/state employment or
for other uses oniy if such dissemination is authorized by

Federal or state statutes and approved by the Attorney General

of the United States. When no active prosecution of the charge

is known to be pending arrest data more than one year old will

not- be disseminated pursuant to this subsection unless accom-

panied by information relating to the disposition of that arrest.,
(4) For issuance of press releases and pub11c1ty

designed to effect the apprehension of wanted persons in connection

with serious or significant offenses.

(b) The exchange of ¢riminal history record information
authorized by paragraph (a) of this section is subject to can-
cellation if dissemination is made outside the receiving depart-
ments or related agencies.

(c) Nothing in these regulations prevents a criminal.
HJustice agency ‘from disclosing to the public factual 1nLdrma—
tion concernimg the status of an investigation, the apprehension,
arrest, reledse, “or prosecution of an individual, the adjudica-
tion of charges, or the correctional status cof anfindividual,
which is reasonable contemporaneous with the event to which

ﬁthe 1nformatlon relates.f

t

Sectlon 20.34 1Individual's right to access criminal history
record information. ' ,
(a) Any individual, upon request, upon satisfactory verifi-

cation of his 1dent1ty by flngerprlnt comparlson and upon

payment of any required processing fee, may review criminal

history record information maintained about him in a Department

of Justice criminal history record information system.

(b)  If, ‘after reviewing his 1dent1f1catlon record, the
sunject thereof believes that it is incorrect or incomplete
in any respect and wishes changes, corrections or updating of
the alleged deficiency, he must make application directly to

" the contributocr of the questioned information. If the contri-

butor corrects the record, it shall promptly notify the FBI

“and, upon receipt of such a notificaiton, the FBI will make

-any changes necessary in accordance with the correction supplied

o

q
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~ Section 20.35 Natlonal Crime Informatlon Center Adv1sory éﬁ,

Policy Board. ‘ &

There is established an NCIC Advisory Policy Board whose
purpose is to recommend to the Director, FBI, general p011c195
with respect to the philosophy, concept and operational prin=~
c1ples of NCIC, particularly its relationships with local and
state systems relating to the collection, processing, storage,
dissemination and use of criminal hlstory record lnformatlon
contained 1n the CCH Flle. o ,

(a) = The Board shall be .composed of twenty-51x member;,
twenty of whom are elected by the NCIC users from across the
entire United States and six who are appointed by the Director
of the FBI. The six appointed members, two each from the
Jud1c1al the corrections, and the prosecutive sectors of

the criminal justice community, shall serve for an 1ndeterm1nate
- period of time. - The twenty elected members shall serve. for

a term of two years commencing on January 5th -of ‘each odd
numbered year. o

(2) The Board shall be representatlve of the entlre crim—-

inal justice community at the state and local levels and shall
include representation from law enforcement, the courts, and
corrections segments of this community. : ;

(b) The Board shall review and consider rules, regula-
tions, and procedures for the operation of the NCIC.

(c)  The Board shall conalder‘0pera+1onal needs 6f criminal
justice agencies in light of public policies, and local, state

and Federal statutes and these Regulations.

‘ (d) The Board shall review and consider security and -
privacy aspects of the NCIC system and shall have a standing
Security and Confidentiality Committee to provide input and
recommendations to the Board concerning security and: prlvacy
of the NCIC system on a continuing basis. :

(e) The Board shall recommend standards for part1c1patlon

by criminal justice agenvlﬁs in the NCIC system.

(£) The Board shall report dlrectly to the Dlre»"tor of .
the FBI or his designated app01ntee. & ? ~

(g) The Board shall operate within the purview cf the

Federal Advisory Committee Act, Public Law 92- 463 86 Stat. 770.

(h) The Dlrector,,FBl, shall not adopt recommendatlons

of the Board which would be in violation of these Regulations. -

Q¢
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| Section 20.36 Participation in the Computerlzed Criminal

History Program.

(a) For the purpose of acquiring and retaining direct
access to CCH File each criminal justice agency shall execute
a signed agreement with the Director, FBI, to abide by all
present rules, policies and procedures of the NCIC, as well as
any rules, policies, and procedures hereinafter approved by the
NCIC Advisory Policy Bcard and adopted by the NCIC. '

(b) Entry of criminal history record information into
the CCH File will be accepted only from an authorized state
or Federal criminal justice control terminal. Terminal devices
in other authorized criminal Justlce agencies will be limited
to inquiries.

Section 20.37 Responsibility for accuracy, completeness,

currency. 4

It shall be‘the responsibility of each criminal justice
agency contributing data to any Department of Justice criminal
history record information system to assure that information
on individuals is kept complete, accurate, and current so that
all such records shall contain to the maximum extent feasible
dispositions for all arrest data included therein. Disposi-
tions should be submitted by criminal justice agencies within
120 aays after the disposition has occurred.

Section 20,38 Sanction for noncompliance.

- The services of Department of Justice criminal history
record information systems are subject to cancellation in re-
gard- to any agency or entity which fails to comply with the
prov151ons of Subpart C. ;

5/ Edward H. Levi,
f | Attorney General.
Richard wW. Velde,
: : Administrator, Law Enforcement
Dated May 15, 1975 ‘ Assistance Administration
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CHAPTER X

THE NEED FOR COMPUTER SECURITY

' As the manipulation of data has been relegated to machine
control more and more, there has been an 1ncrea51ng number of inci-
dents involving the misuse of stored information. The most notorious
of these incidents has been that of Equity Funding, in which dummy
records were created aﬁdfstored orn a computer system to pump up
the "net" worth of the company.

This event, however, was but one of the occurrences. For

the period between 1964 and 1972, the Stanford Research Institute

- has noted a total of 76 separate cases of sabotage,'tﬁeft, copying

data, tampering, masquerading, and fraudulent activities. - Of
these, 61% were cases of theft and tampering with data alone.

As an indication of the already expanded use of data o

A
N

‘banks and other information storage ‘and retrieval sys items, one has

only to look around him. Figure 101 gives an idea of the vastness
of this use for ouly a few selected agencies.

As files such as these are expanded and new ones created,
the‘necessary considerations for keeplng the data as well as the
system that manages it secure must be incorporated %paany EDP

‘system. S ' R o .




NO. OF FILE

FILE MAINTENANCE AGENCY | ‘ SUBJECT'S
Defense Department files
Names of persons exposed to radlatlon ‘ 150,000
Family heusing information system | 465,000
Civilian personnel data bank | 1 55,000
Defense industfial security programs 1,600,000
‘Navy manpower and personnel management information
system e 1,400,000
Justice Department files | '
Civil disturbance file 13,000
Qﬁéanizedbcrime intelligence unit 200,000
FﬁIfs Naﬁional Crime Information Center | 95,000
Other Government Agencies files
National Driver Registration Service .. . 2,600,000
Passport applicants of law enforcement interest ' 240,000
Banklng Industry :
. Bank of Amerlca 1nd1v1dual accounts 14,000,000
Bank of America personnel files : 41,000

Commercial Report Agencies

TRW Credit Data 30,000,000

Insurance Companies

Mutual of Omaha - applicant health records 8,500,000

" Mutual of Omaha - benefit history files 5,000,000
Mailing List Companies

.R. L. Polk & Company 200,000,000

names and addresses on flle

College and Universities ,
University of Maryland Personal & demographic records 158,000

Admission records . 131,000

kAccounts receivable from students - - Y 60,000

FIGURE 10.1

X-2



i

Provisions for Security

Basically, system security is the protection against the
accidental or intentiénal destruction,_disclosuré‘or modificétion'
by a person who is unauthorized to do so.

Providing for this security can be thought of as a three-

fold project. First, proper management of the computer facilities

is a must. A part of the réaséh the Equity Fﬁnding scandal suc-
ceeded is that there was no overSeér of the company's programmgrs.
SeVeral prbgiammers’were given the initial assignmént at‘Equity
of ggnerating model policieé for the'¢ompany.lhThis included
creéting fictitious records as a part of the models. These

modelled records were then sent to other programmers who were

‘unaware that they were mere models, and the records were processed

as though they were actual data. In a properly managed plant this
could not have been possible. 3

” In addition to the appropriate controls on the workers,
carekmust be takéd in deciding who is anthorized to access a |
computer sfstem, including its data storage. Tﬁis encompasses
the installation and maintenance of physical proﬁisions for

securing a computer system, which is the second of the three;:"

measures.



Some measures for material security include barriers
preventing entrance to the actual computer area. Locks, gates,
and alarms are already in use, particularly in appllcatlons where
safety and security were a major concern even BEFORE the 1nsralla—
tion of EDP systems. Nowadays, restricting entry to a system
involves not only such measures, but it incorporates the employ—
ment of guard personnel/‘w check ID badges and oversee the use
of the system to preveng\any misuse.

’Devices that were’originally designed to prevent‘acci—
dental data destruction now play at least a minor‘roie in security.
Macnetic tape, for example, utilizes a write-lock ring to prevent

‘writing when the ring is removed. Similarly, most Disk Operating

have WRITE LOCK or WRITE ENABLE switches that control the function
permitted on that perlpheral device. B

The final category of safeguarding a system is through
the application of software to monitor access to the system. Scch
software can, of course, be totally hardware independent, or it
can function with peripherals designed expressly as prctection
devices.

Peripherals of this sort are primarily devoted to uniquely

identifying a user in order to permit or deny access to the system.

W/

Systems, as well as those using other system resident devices, l



Systems already in use check punched or magnetic charactérs on a
special card, such as those employed in the en*line operations_

just implemented for Master-Charge. In addition, there has been

‘early research in detecting patterns in signatures, voiceprints

and fingerprints. Measuring the length of a person's fingers,

supposedly as identifiable as fingerprints, has drawn some
interest.

~Naturally, the control of similar devices could_bel
gfanted to’system software of the right variety. At present
such programs already hold a protection function. Invtelecommuni-
cations enﬁironments, some Input/Output Control Systems are
responsible for encryptingfdaﬁa ﬁrior to transmiséion. For the
most part, this encoding is done by adding/subtracting a random.
kexknumber to'the,data at the transmission point. Upon reception,
tﬁe’same keyknumberfis subtracted/added to yield the'original
data. While such a key number algorithm can theoretically be
broken, it prevides a degree of protection in that only sender
and receiver really know thﬁ key. To prevent accidential
disclosure, the machine itself can be programmed to perform the
encryption. | =

. - ¢ 0 - .
Monitors in timesharing systems further serve in identify-

. ing users ‘and in recording the essentials of a users account (time

used, costfaﬂd‘the like) . When a user attempts to log onto a

A



system, the supervisor usually calls a routine that checks a

;7

. . R s pe - Fed s .
master file for the identifier, or user number. ; If it is a

l |
1
vélid number, the user's accoun£ is checked to i&ge if\\his pass—k '
word is valid and his accéunt is not overdrawn. ‘ﬁf these checks ;
are all right, the user is permitted to continue.’ Where ce;rtain - I
deQiCes reéuire serial processing and are protected by the use '
of pésswords, a similar search routine ig called so the monitor l
can deny or pé‘rmit access. | l
| " A splendid example of such file protection exists by
considering the use of protect (or access) codes. Thé PDP 11/20, l
manufacﬁured by Digital Equipment Corporation, utiliées the protect |
codes as outlined in Figure 10.2 and demonstrated in10.3. The !
directoxyshown in 10.1. shows the files, thei;\: lengths, creation A I
dates (in this case, the dates are default dates for the system), '
and the access codes for the disk area with a user identification l
code of (20,20). The protect code for the PDP is a three digit |
octal number in which the 6th and 7th bits indicate functions l
permitted the owner, and the bits 0-5 denote functions allowed I
i
i
i
i
I
i

other users using (20,20). The chart in Figure 10.2. explains the

details of choosing a code to be assigned a file.

]
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4th

7th 6th 5th ’ 3rd 2nd Ist
BIT BIT | BIT BIT BIT BIT BIT
OWNER USER GROUP | OTHERS
OCTAL FUNCTI@NS PERMITTER USER
NUMBER DELETE WRITE READ __ RUN
Ab YES YES YES YES
1 NO . YEs YES  YES
2/3 NO NO YES ‘YES
4/5 NO NO NO YES
6/7 NO NO NO NO

FIGURE 10.2
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DISK (20,20)

DIRECTORY DK@: (2#,20)

#l-Apr-74 //’/ﬂ,,————“‘“—*“CREATION DATE

__ -
I3
1 .
s

RRFLIB.OBJ 26 16-JaN-78 {233
MEBLIB.OBJ 24 17-JAN-79 {233
BAJ@7 .OBJ 33 16-JAN-70 Q337
GLORIA.OBJ 8 17-JAN-78 233
KSR  .OBJ 1 17-JAN-78 233
GLORII.OBJ 8 19-JAN~78 2337
TOTL BLKS: 1998

TOTL FILES:

FILE NAME

6

- FIGURE 10.3
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computer system. The following checklists were completed by

“Security Check Lists

Securing a computer system is one of the main concerns for
management. A number of precautions to increase safety of organi-
zations that rely heavily on computers are often overlooked. A Vi
system can never be 100% secure but certain precautions may be

listed that should bé examined to determine the security of a

DCF Systems Ltd., 74 Victoria St., Toronto, Canada, and have
appeared in various issues of COMPUTER WORLD magazine.

I. ACCESS CONTROL

1. Have a single entrance to the operations area monitored
by the receptionist or keep it locked.

2. Install a key lock, a cipher lock or a badge~operated
lock on the door to the operations area.

3. 1Issue badges with new encoding and change locks periodi-
., cally. ‘

4. 1Identify all keys ‘to the operations area with a regis-
tration number, logged in a control book when issued, and
marked with the words "Do Not-Duplicate."

5. Instruct the operations staff tc memorize lock combina-
tions rather than write them on paper to avoid CQmprom1s1ng
the security measures. T e

6. Establish a procedure to protect the integrity of
the security system if an employee loses a badge or key.

.7. Keep all service entrances to the computer center locked
after normal working hours, attach entrances to an audible
alarm which sounds if any door is opened and inspect all
entrances to make sure they are secure.

8. Use sensors to detect magnets and to prevent them from
being brought into the computer center.

%



9. Locate the operations control area just outside
the gomputer room but adjacent to it. .

'10. Protect the computer input and output areas with a _
glass partition, a teller's cage pr passthrough w1ndow.

11. Maintain a loé of all deliveries to and pickups from
the computer center, showing the date and time, description
of the materials and employee authorization.

INPUT AND OUTPUT CONTROL PROCEDURE

1. Establish a procedure for submitting jobs to the computer
room, such as having users £ill out a job request card con-
taining their name and department, the account number. to
which the job will be charged, a time estlmate of the job,
and operator instructions. e :

2. Delegate to an I/0 control clerk responsibility‘for:

a. Recording receipt of input data, as well as input
control totals, in a control log.

b. Insuring that corrections are marked off in a
log when they are r %entered into the system.

c. Insuring that rejecﬂlons from the processing ‘ 5
cycle are entered in an error log.

d. Expediting important jobs.

e. Assuring an effective and efficient work flow into
and out of the computer room.

f. Reconciling output control totals to 1nput totalA

g. Checklng the quality of output repor*n.‘

h. Dlstrlbutlng reports to auﬁhorlzed recipients.

3. Retaln original’ JAinput documents in some form to serve as
backup or as proof in the case of fraud, and stotre them in a

secure location.

A
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4. - Store blank forms in a secure location before they are
used, and establish procedures to control their usage and to
record destroyed copies of sensitive forms such as checks.

L . ; { i 4
5. Maintain additional supplies of forms used in critical
jobs, so that operations will not be delayed after a disaster
while waiting for a new supply.

6. Distribute output reports quickly after completion,
and store them in a secure location untll they can be
distributed. )

P 7. Perlodlcally review and update llStS of authorized
recmplents of output reports.

8. Establish stringent controls on the method of distri-
buting sensitive reports to other geographical locations.

9. Retain copies of key output reports as backup either
in their original form or on microfilm.

ITI. LIBRARY PROCEDURES:

i
{

1. Limit access to the library by keeping the door
locked at all times or by assigning a full-time librarian,
or -an operator'after normal working hours, to monitor access.

2. Prohibit programmer access to production tapes on disks
or documentation without written authorization.

. 3. Maintain a log of programs and data files in the library.

4., Wheﬁ\ﬂot in use, store all programs and data files in a
locked safe or cabinet whose locks or combinations are
changed periodically.

5. Ihstruct the librarian to relehse programs and files
only Whem computer runs are authorized and scheduled.

‘6. Have the librarian record the return of programs and
files after computer runs, thereby providing a record of
their usage and a cross-—reference between tapes or disks
~and computer runs.

A7
\.,
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7. Establish special stringent procedures for-obtaining
sensitive files from the library.

8. Use tape reels and disk packs which have special labels
which can be detected by a sensor in order to prevent :
theft. ,

IV. COMPUTER ROOM OPERATING PROCEDURES

1. Consider using special printers ox output terminals
to handle the printing of sensitive data, such as salary’
data or market forecasts, and consider having a representa-
tive of the user-department and the computer room shift
supervisor present. '

2. Supervise computer operations at all times to insure Ar“
that no operator can use your computer equipment and time

to run jobs for outsiders without your knowledge.

3. Establish procedures for preauthorization of all = .

overtime use of the computer equipment, programs, tapes and

disks. S

4. 1Insure there are operating instructions for every job

in the computer center, that they are properly updated when
changes are made, and that they are frequently reviewed

by the shift supervisor to insure that standards are being ‘ :
maintained. ‘ e

5. Clearly document rerun procedures for each system to
reduce the possibility of operator error.

6. Schedule all computer processing for operetional eystems
to reduce peak workloads and thereby reduce the risk of
operator error. .

7. Delegate to a production scheduler or controller the
responsibility for dlspatchlng jObS to the computer room,
recording which equipment is used, what time the ijob is - &5
submitted and what time it is completed, and for follOW1no
up data not yvet received when a job is scheduled.

8. Record the progress of jobs through the computer room qn’
‘a run control log showing estimated versus actual t:..mesr re_-f
erxors, restarts and interruptions. R
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9. 1Insure that all systems provide a set of standard
messages and instructicns to the operator under various
conditions, thereby reducing the requirement for the
operator to make de0151ons. e

710, Bstabllsh procedures to protect the computer during

V.

a3

off~shift hours, such as: locking computer room doots,
having security guards check all cabinets and doors to

make sure they are locked, giving guards a list of authorized
off-shift personnel, keeplng a log of off-shift computer
users, recording meter readings before and after off-shift

hours.

DATA SECURITY

1. Screen requests for new applications to determine their
legltxmacy, and to determine if continual use of the system
by a given user yields more 1nformat10n than he is entitled

to have.

2.. Use techniques suc¢h as verifying key input fields,

balancing input fields to predetermined totals, using computer-
generated input, and writing edit routines to check the accuracy
and completeness of data. ‘

);
3. Design system with adequate internal program controls to
insure the accuracy of data and the correctness of computa-
tions. < ,
N,

%

4. Maintain counts of the records on file bef%re,aﬁd after
processing, and reconcile file control totals for individual
¢computer runs with transaction and input control totals.

5., Compare output control totals with predetermined totals
to insure that no records were lost during processing.

6. Design systems with exceptlon reports of transactlons
rejected by the system.

- 7. ‘Design systems w1th helpful console error messages.

8. Insure that programmed controls are not belng over—
e rldden, by performln perlodlc audit tests of the system.

v
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9. Provide the internal audit group with a copy of all
operational program documenta;ion_for computer systems
and notice of all system changes.

10. Maintain an inventory of all tapes, disk files, programs
and supporting documentation; update it regularly as system
changes are made; and audit the inventbry periodically,

11. Keep periodic tests of production programs, program
dumps or traces and transaction journals to provide an
audit trail of computer systems.

- VITAL RECORDS PROGRAM

1. Have the internal audit department determine the specific
importance and sensitivity of all records.

2. Assign responsibilities to assure that information which
is necessary to reconstruct_ the vital records of the
organlzatlon is always up—to date and readily available. 7
3.~ Have the internal audit department designate the files
to be considered vital to the organlzatlon and, therefore, -
to be protected hy: . .

On-site protection, such as three-generation backup
for magnetic tapes, vaults or special filing cabinets.

Duplication of records ‘onto media Gheh as paper,
magnetic tape or microfilm.

4., Maintain an inventory of vital informeation needed to
recreate data and operate a backup facility (for example,

vital applications, equipment configuration, engineering

change levels, operating system and version, program library,
data files, programs and program documentation, operating
documentation, supplies and other materials requlred for
immediate recovery processing). ,
5. As new systems are created and ex1st1ng systems altered,
create new back-up for these programs and ‘the associated
documentation promptly, and store it at the backup location.

a

)
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VIII

PROGRAMMING CONTROLS

1. Supervise your systems and programming personnel in the
careful design, testing and maintenance of programs.

2. Establish standards for designing, programming, testing,
documenting and operating systems and perlodlcally review
programs and documentatlon to ensure that standards are
being met.

3. Establish a procedure for authorizing all program changes

and formally approving the changes before they become opera-
tional.

4. Keep a record of all changes to programs, the reasons

for the changes, dates of the changes, the authorization,
their effects on the program and cross-reference to other
programs that might be affected; notify users of the changes;
and have management review this change record periodically.

5. Establish controls to ensure that the review and
approval procedures are not being bypassed, for example:

a. Control final program assemblies so that only the
approved program is installed.

b. Periodically compare disk programs to control copies
‘on another medium.

¢. Include with output a listing of the job control
language to ensure that an unauthorlzed program has not
been executed. :

d. Keep a tight control over the access to, and use
of, programs and files by systems analysts and programmers.

e. ReView the software library perlodlcaliy to ensure
that a complete set operatlng documentation exists for
all applications.

EQUIPMENT REPAIR

1. Review statistical records of equipment,utiliZation, job
accounting and on-line activity, such as input and eutput
volumes, processing and turnaround times, in order to anti-

v cipate overloading and to ensure acceptable operating performance.

o
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2. Consider monitoring computer usage by separate console
in a secure area. .

3. Run periodic tests on equlpment to spot malfunctlons,
for example, before critical jObS are run.

4, Follow the manufacturer's recommended environmental
specifications and schedule of preventlve maintenance for
the equlpment. (

5. Clean or change alr condltlonlng filters periodically
~as specified by the manufacturer. Use Underwriter
Laboratories Class 1 filters.

6. Clean magnetic tapes and drives periodically as
specified by the manufacturer. Use a nonflammable solvent.

7. Note defective areas on tapes and disks encountered
during computer operations; keep a log of such defects
and use a tape tester periodically to identify defects on
tape.

8.. Record each end-of-job on the conscle log along with /)
the operator's comments as to successful completion or any
unusual event which occurred.

9. Record all hardware and software "crashes", stating
the reason, the time, the remedial action, whether a core
dump was taken and who made the entry.

10. Retain the console log sheets for at least one year.
11. Instruct the senior shift supetvisor to review-the
console log sheets daily to detect improper operating
procedures, suspicious reruns or unauthorized runs.

Data Securinag Enaineering

As the utlllzatlon of automated data systems increases,
there will be an increasing concern for Tintruder interactions" and
the engineering and programming capacity to deal with it. (5) To

stave future episcodes of Equity Funding, auditing and control

-
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programs are being developed. . Cullinane Corporation has already

marketed an EDP Auditor and a Culprit package that uses a series

of monitor programs to control access to £heir systems.

To prevent physical~tampe;ing,‘basic désigns have been
altered in a few cases. Thé Basic Computing Arts, Inc. of Palo
Alto, California, markets a system comprised of a minicomputer and

a larger host computef (an IBM 360 or 370). This Data Sentinel

has the minicompuﬁer sealed in a "tamper-proof" case and tapped
with alérms and a single relay to the host. Inmthis case, the mini-
cOmQW@r;eformsiheguardian functions of user identificatioh and
checking the legitimacy of all software. One of the singular
applicatiqns of this system, installed at the Crocker National

Bank in‘SaéiFrancisco, authenticates software by a check sum
algorithm and comparing this sum to a stored total input when the
software is first impléﬁented. if the two sums check, the program
is permitted to be executed by the host computer.

:’One of ﬁhe systems now lauded as extremely secure did not
even bggin as a security concern. Honeywell's MULTICS systemnm,
developed in conjunction with: MIT and the Bell Labs and now
availablé on the: Honeywell 6184, has a file structure that
provides the added security‘now hailed. 1In this system filés
are divided into segments and arranged hierarchically in concentric

circles. The innermost rings, containing the monitor and wvital
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system software, is accessible only by the MULTICS system itself.

‘Outer rings are available for users. By selecting the appropriate

access code (and thereby the segment) a user aetermines the
degree of file protection desired. , "

.Advancements such as these will no doubt continue; however,
careful analysis of a systems needs is necessary since costs
increase as seeurity meaeures are implemented. For'example, the
MULTICS system, including CPU and a number of peripherals, can

cost upwards of $1.5 million. Furthermore, as checks of users

to determine accessibility increase, the efficiency of a system

is decreased due to the time necessary for table and file searches. .
In addition, with the implementation of federal laws governing data
protetﬁion, file sizes will no doubt increase, thus‘requiring

more stéage devices. Soon, files on persons (data banks, credit

bureaus, etc.) will be forced to contain source listing, creation

dates, list of those eligible to access that file, and other related

‘information. It hes been estimated ‘that, considering such required

information and a probable growth in numbers of files of 10%,

the files on peopie in existence wouldkdouble in size in 6nly

seven years. ’ B
*Considering the present clamor eVer proteéting data systems, ’

it is hardly necessary to expound on its importance. Effective

data security engineering is and will be of-great'concern to all

who use EDP systeﬁs%
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CHAPTER XI

4 COMPUTER CRIMES

Cropping up with distuf%ipg frequency is a new brand of
criminal specializing in theft by computer. The computer, in the
hands of skilled operators bent on theft, fraud or sabotage has
becOme“é major crime problem for business and government. In
fact, experts believe that illegal use of computersris the‘fastest
growing type of white-collar crime. Computer—rel;ted crime is
difficult to detect. It is more profitable, less dapgerous,vand'
easier to commit than many other kinds of criminal adtivity;

The range of crimes made poésible by computers runs from

simple embezzlement to destruction of official information
stored on data banks. Computer criminals have sﬁolen trade secrets,
valuable equipment and millions of dollars from banks, private
companie;~and goverament agencies. Also, computers make excellent
partnefs in crime because they do exactly what they are told and
can be programmed to cover their t:acks completely. Types of
fraud most easily accomplishgd'with a computer include disbursé—
ment, iqventory and payroll f:éud. | |

Disbursement Fraud

Disbursement Fraud has accounted -for more embezzlement

losses than all others. This scheme is quite simple, "your company
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is fooled into paying for goods'énd'sexvices tha£ it did not
receive or dié not receiveviﬁ full measure."

A perfect example of this:scheme is the Equity. Funding
Scandal where over a million dollars was embezzled. This was
the biggest insurance swindle and one of the biggest swindles of
any invhistory. In one of its subsidiaries; 58% of the 97,000
policieé listed on the books were nonexistent. Also, on Wall

Street, quity Funding's more than 7,000 stockholders were in

danger of losing at leést $114 million; based on the deflated

price of their stock. The greatest fact of this incident is that

neither standard auditing practices nor Wall Street analysis was
sophisticated enough to detect it. Equity Fuﬁding's'fraud went
to the extent of programming fake death certificates into the

computer, to cover the fraud trail further. Ihvéstigétors found

uan office with 10 employees whose job was to simply forge docu-

ments.

Thé common charactériétics in most disbursement frauds
is that the embezzler has to have inside help, someone who ‘has
access to the accountlng files and is able to manipulate them.
In other words one must be a reéponsible and trusted employee to
make this‘scheme Work. |

Inventory Fraud

Invenéory Fraud is generally easier than disbursement

fraud since it is easier to convert goods to cash than it is to
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cash frauduleﬁt checks. Computerized isventory systems lend them-’ 
selves to pengﬁration for two basic reaSoﬁsr they account fer a
large amount 6& materials, and the .controls on access systems

are ﬂermally léx.

To demonstrate that size is of no factor, consider .a
recent Boxcar theft as an example. Empleyeesbof Pen Central Rail-
road allegedly manipulated the inventbry fiies to shuttle out 2}7
boxcars. The employees altered the inventory files to refreet -
that the cars were either scrapped or wrecked when they were

actually shipped to another company's yard and repainted.

Sales Manipuletion

Sales manipulation is the manipulation of shipments,
sales, and‘billing procedures. The embezzler confuses his company
into:

shipping a product to a customer without sending the bill,

shipping one thing and bllllng the customer for something
else, .

billing a shipment at the wrong price,

granting improper credlts or adjustments on returned or
damaged products, .

manipulating the sales commission allowances, and discounts
on merchandise shipped.

An example of this type of 1nventory fraud is the PalelC

Telephone Company rip-off. Twenty-one year old Jerry Neal Schneider

3]
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broke the security code of ﬁscific‘Telephoﬁe and}was able by
Touch-Tone telephone to place large 6rders of equipmént. In~
vestigators found $100,000 in stolen equipment and said that
Schneider was involved in the thefts for 5 years. Schneider
served forty days in jail, and is now into the business of
advising clients on how to prevent computer thefts.

The commoﬁ characteristic of most inVentory frauds is
that almost every embezzler sets up his own legitimate company
to ssll the merchandise.

A suggestion for preventing inventory fraud is to have
a complete personnel department chéck of employees and to juggle
responsibilities between emplbyees. A comﬁiete security check
on the ethics and responsibilities of the employees should be
conducted. This is costly but not as costly as illegal entry
into your system.v |

Payroll Fraud

‘Payroll fraud is the act of padding the payroll with

nonexistent employees and/or leaving former employees on the pay-

roll after termination.

An example of this occurred when an employee at the
welfare department entered fraudulent data into the paYroll system
and stole $2.75 million. He entered a fictitious work force-

e}

identified by fake social security numbers. The fake employees
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were processed and each paid. The conspirators were uncovered

" by accident when police discovered a batch of over a hundred%

fraudulent.checks in a car. The companies had ggfhgﬁinfiltrated
from within. Trusted employees were the embezz1e§§ and had access
to manipulate the‘filés.

Fér a larger company it is hard to keep track of all of —
the part ﬁime employeqs that they hire. A responsible personnel
department would be greatly needed in this case. The department
must, keep thorough files on all employees and if extra help is .

hired they must be thoroughly recorded into the system. The

delivery of the checks to the employees should be orderly and

. security should be tight. When picking up checks, employees

should be required to identify themselves and sign for their
checks. All checks shoﬁld be accounted for when they are pro-
cessed and delivered to the correct person. As further examples
of computer crime, considér the following:

A chief teller at a branch of the Union Dime Savings
Bank in New York was charged with embezzling 1.5 million dollars
from the bank's deposits. He was caught wﬁén a bookie was
raided and it was found that the teller had been gambling up
to $30,000 a day. He was making $11,000 a year at thé bank.

An insurance éompany employee Héard that he was going téz

be laid off, and programmed the computer to automatically erase'

,,,,,

~drop§ed, resulting in a huge expense for the company.
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In another case, in Salinas, California, an accountant
embezzled $1,000,880 from his company by recording-ﬁigher pay-
ments for’raw materials in the company computer than the company
actually paid. He arranged for the computer to place the excess
cash in his own dummy companies, and then programmed it to advise
him how much money he could withdraw from those companies without

“

raising suspicion. He was caught six years later when greed drove

him to start making withdrawals of $250,000 a year.

A Washington, D.C., man takes éhe prize for elégant and
successful simplicity. He pocketed all the deposit slips at the
writing desks of the Riggs National Bank and replaced them with
his own eléctroniéally coded forms. For three days, every cus-
tomer who came{in without a personal slip and used one of the
"blank" forms was actually depositing money into the thief's
account. |

AN

TR
Computer Criminals

Now let's take a look at what sort of people are involved
in computer crimes. Donn B. Parker of Stanford Research Institute

says that they are young and intelligent, usually between 18 and

N

30 years of age. They usually are not professional criminals.

=

- They are outwardly loyal and trustworthy ind have never been in

4

trouble with the law. They were in trusted positions before they
committed their crime and are highly motivated and seem to be
challenged by the prospect oﬁ\peating a complex system and

s
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overcoming protective devices, as much as by any monetary reward.
Many computer criminals strongly believe that any information

found unprotected in a computer is in the public domain and can

v

be utilized'byxanyone’Who discovers it. Others rationalize that
stealing from large corporations is not really a crime. Knowing
what the criminals are like has not §oived the problem. Mr.
Parker says that spotting the crook before he comm%%s a crime is
next to impossible.

For computer experts, this is the most disturbing aspect
of the computer crime wave, that most of the culpritsfhave been |
caught by accident. What makes these criminals so hard to catch‘isj/
the extfaordinary complexity of the computer programs themselves.eﬂf
The only sure way of detecting manipulations of such programs would !
be to devise another computer program capable ofrauditihg the ma-
;hines' internal operations. Unfortunately, no ﬁne in computer
research today knows how to write such a program.» Mr. Parker
:gﬁesses that the ratio of undigcovered tp digcovered crimes may )
be on the order of a hundred to cne.

%,For the time being, computer companies are restricted
to improving the security systems inside their computers. Honey-
Wéil has devised a scheme cailed MULTICS, that restricts the total

amount of information available to any individual user of a
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computer system. In 1972, IBM began a $40 million, five-year
program to improve its data-security systems. The Nétional Security
Ageney and the Advanced Research Projects Agency of the Department
of Defense are conducting independent research on protecting
military and claésified data stored on federal computers. Mbre—
over, the problem has given rise to a peripheral data-security
industry made up of over 20 private companies. Computer ménu-
facturers are trying to develop systems that will be more resistant
to manipulation. The consensus of the experts seems to be that

it is possible to design penetration—pfoof operating systems,

but that they are not likely to be commercially available in

large syétems in less than four years, at the earliest. Then they

will have the prbblem of deciding what to do with the existing sysF

tems. Some advocate the use of separate minicomputers and software

as gatekeepers, to handie the chores of user‘identification and
access cohtrol. The main purpose is to remove these sensitive
functions from the intxicate maze of a main operating system. A
number of companies are weorking on devices that will recognize
personal insignia such as the shépe of a hand or the unigue motions
an individual makes as he signs his name. While'some companies are
showing more and ﬁore interest in these new developmehts, other |
manufacéureys céntend that it's pointless to bring out systems
capable of resisting sophisticated attaék unless théir customers
adopt better physical security measures in their own installations,

as well as better screening of computer employees. We
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approach the problem of computer security in more detail in the
next chapter. However, a brief list of computer crime prevention -
tips are to:

Limit the number of employees who have access to
the data stored in the computer.

Switch computer users frequently to different
machines and procgrams.

Separate computerized check-writing operations from
the departments that authorize checks.

Use secret passwords to gain access to different
computer programs and change the passwords often.

Be sure the computer is programmed to sound an alert

automatically when repeated attempts are made by

computer users to enter incorrect passwords.

Adopt procedures whereby those using the system have

to enter their names or initials each time they have

access to the system.

Random monitoring of computer transactions.

Provide detailed accounting of computer-usage time.

If a job begins to take twice as long, analysis

may indicate it is because the program has been

modified to tamper with data files.
A last approach for controlling computers crime is for companies
to report the crimes and for the law to administer hatrsh punishment.
Some banks and companies admit that when an incident is discovered,

the corporate victims try to avoid the embarrassment and loss of

confidence that publicity might bring.

e
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 ‘About 85% of detected frauds are never brought to the atten-
tion of law-enforcement people. What often happens is that the
offender, once detected, is regquired to make restitution and
then leave - sometimes even getting severance pay and letters
of reference to speed him away.

Without adeguate punishment the computer criminals will
never be stopped. The electronics expert in Los Angeles, having
served 40 days for his thefts from Pacific Telephone and Telegraph,
is now back in business, advising clients on how to secure their

computers against illegal entry.
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COMPUTER DATA STORAGE
(An Example)

One of the crime analyst's biggest jobs is the organization
of data for analysis. The electronic compﬁter may be of most
use to the analyst as a data storage and retrieval system; By
use of the speed at which data can be recovered from the storage
devices and by using the‘prqgramming languages of the computer
to sort information prior to print out, the analyst can save
many hours of "clerical" work and concentrate on analysis
and interpretation.

Figure 1 is an example of how a computer can "converse"
for input of data on a burglary. The information typed by the
person entering data is underlined. Keep in mind that a computer
programmer is responsible for the conversation. We do not want
to give the impression that the computer is really "talking".
Notice how easy it is to enter a report to the computer's file.
In practice, a simplified code similar to those previously
discussed, would most n;dbably be used in order to speed up the
data entry.

Figure 2 shows how a computer can sort information out of
a file, based upon input from the analyst. Again the entry is

conversational and easily understood.



BASIC

GO:

(LD OR NEW FILE: POL ++ QLD
FILE NsME: POLICE

FILE IDENTIFIER OR “RESTART": 7928
COPIED FILE POLICE

READY

READPF 4016 POLFILE

COPIED FILE POLFILE

READY

RN :

FOLICE RECORDS: VERSION 041775

H.EASE ENTER THE CODE TO ACCESS TH1S PRUGRAM. 114

D0 YOU WISH TO ADD A RECOED? Y
FOLICE RECORDS: INSERTING!
INTO WHICH DISTRICT DO YGU WISH TO INSERT THE RECORD (1~8)>7?7 4
INSERTING INTO DISTRICT 4 .
FLEASE ENTER THE TYPE OF RESIDENCE AS FOLLOWS:
1o APARTMENT
2. SINGLE FAMILY HOUSE
3« MULTI-FAMILY HOUSE
4.  TRAILOR
4
INTER THE LOCATION (MAX. | LINE).
ENTER THE DAYS OF THE WEEK WHEN THE CRIME TOOK FLACE,
USING THE FOLLOWING CODE:

1s  SUNDAY 2. MONDAY 3. TUESDAY 4. WEDNESDAY
5%  THURSDAY 6s FRIDAY 7. SATURDAY

_ENTER A TWO DIGIT NUMBER WITH THE FIRST DIGIT BEING WHEN
‘HE CRIME MAY HAVE STARTED» AND THE SECOND WHEN IT IS
BELIEVED TO HAVE STOPPED. FOR EXAMFLE, IF THE CRIME MAY
HAVE OCCURED ANYTIME BETWEEN MONDAY AND FRI DAY, THEN THE
C6DE WOULD BE AS FOLLOWS: 26
67 .
RTER THE TIME WHEN THE CRIME MAY HAVE BEGUN AND THE TIME
WHEN IT STOPPED (MILITARY TIME). EX: 1700, 1900
1000, 2100
ENTER THE DATE WHEN THE CRIME BEGAN IN THE FOLLOWING FORM:

EXAMMLE:  DD,MM»YYYY

14,9, 1954 WOULD BE SEPT. 14, 1954, 4y 4, 1975

Figure 1
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NOW INPUT THE METHOD OF ENTRY (MaX. SO CHAR.)

KICKED IN THE BACK DOOR.

NOW INPUT COMMENTS (VEHICLE> SUSPECT). MAXIMUM S50
HARACTERS PER LINE, 5 LINES. IF YOU DO NOT NEDD ALL
5 THE TYPE A "~' ON EACH LINE.

SUSPELT: SUT=«STUDENT OF SOUTHWEST TEXAS STATE.

4

TOTAL VALUE OF STOLEN ARTICLES = 3200.

VERIFY YOUR DATA.

REPORT

MSTRICT ' RESIDENCE DAY S TIME DATE

4 TRAILOR FRI~ 1000 AM. 4 4 1975
SAT 900 PM.

ADDRESS 3817 NORTH 16TH STREET
ENTRY :KICKED IN THE BACK DOOR.
- COMMENT :VEHICLE: VWHITE MUSTANG
: SUSPECT: SSTUDENT OF SOUTHWEST TEXAS STATE.

: TOTAL VAL UE OF STOLEN ARTICLES = 3200.

Dg YOU WISH TO INSERT THE RECORD INTO THE FILE? N
NOT INSERTING! : :

Figure 1 (Continued)
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D0 YOU WISH TO ADD A /RECORD? N_

D0 YOU WISH TO VITHDRAW INFORMATION? Y

WE ARE CURRENTLY AELE TO SORT RECORDS ON 7 ITE:S.
YOU MAY SORT ON JUST 1 OR YOU MAY SORT ON ALL 7 on
YOU MAY SORT ON ANY NUMBER IN BETWERN.

WHEN I ASK IF YOU WISH TO SORT ON A CERTAIN ITEM FLEASE
RESPOND WITH YES OR NO.

1 STRICTS?N

RESI DENCE?N

DAYS OF THE WEEK? hd

MNTER THE CODE AS FOLLOWS:

le SUNDAY 2. MON DAY 3. TUESDAY 4. WEINESDAY
5. THURSDAY 6. FRIDAY 7. SATURDAY

INPUT A TWO DIGIT NUWMBER. EX. 26 = MON~-FRI 34
TIME? N

DAY OF THE DATE?  N_

MONTH OF THE DATE? _IL
YEAR OF THE DATE? N
INPUT OF INFORMATION COMFLETE!

REPORT
PLSTRICT " RESIDENCE DAY S TIME
1 APART. st~ 1 A 11
SAT 1200 PM.

ADDRESS :516 BROADWAY, CORPUS CHRISTI TX. 78415
ENTRY ¢BROKEN LOCK ON THE SIDE DOOR.
COMMENT ¢VEHICLE: 1968 FORD CONVERTABLE
t SUSPECT: 2 WHITE MALES.

[

-

s THE PEOFLE WERE OGN VACATION.  THEIR NEIGHBORS

$ SAW TWO MEN LOOKING AROUND THE YARD ABOUT
tNOON THE DAY BEFCRE.

R T X Y] R N R R R e

S HQUSE MON- 1200 AM. 2 @
FRI 1200 M.

n

D S G O W N WD NE P 3 R W R ED G AN WO D R R D UR M O S A W G TR SR WG G R e B e

ADDRESS : 5209 LAMP POST LANE SAN MARCOS.
ENTRY :BROKEN WINDOW
COMMENT s VEHICLE- UNKNOWN
$ SUSPECT= UNKNOWN

o
o

¢ o
.

1975

¢:REFER TGO REPORT 24464 FOR DETAIL INFORMATION.

-0 W G 96 ) D P e S TR TN O W) S Wm0 e SN O3 KR D W WS OB WP W8 G0 CV LD S0 s WD @6 e e W

THAT IS ALL THE RECORDS!

BID -- POLICE RECORDS

D0 YOU WISH TO ADD A RECORD? }N

D0 YOU WISH TG WITHDRAV INFORIATION? N
READY -

Figure 2
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