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Figure 7.3. A Typical Flowchart 
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that each variable has a storage location in memory set aside 

for it). When performing a summation then, the variable contain­

ing the sum must first be initialized to zero. The addition 

process mathematically is then the following: 

SUM = (oo. « qSUM/,+ AI), + A
2

) + A
3

) + A4) + ••• ) 

SUM af~~he first addition 
".i! . 

where the Ai refers to the i-th value in the sum and the variable 

SUM on the right is initialized at zero. The notation SUM ~ ( ) 

is sometines helpful to denote the "replacing" of the contents of 

a variable with the quantity on the right-hand side. 

The 'programming" equation 

SUM = SUM + A 

is certainly not a mathematical equation but refers to replacing 

the old contents of the variable SOM with SUM + A. One might 

better comprehend the operation using the 3quivalent notation 

SUM 4- SUM + A. 

Countinq 

Figure 7.5 shows the use of a counter in a flowchart. 

Quite often, one needs to know how many tiems a variable has 

been read in or how many times a loop has been accomplished. 

Counting is similar to summing, in that a variable, say It· after 

being ini-t.ialized, is incremented by a set amount, say 1. Notice 

that Figure 7.5 allows for the input and addition of 10 values 

of a variable A. 

Figures 7.6 and 7.7 are two other versions of Figure 7.5, 

both in error. If a program were written according to Figure 

7.6, the loop would be an "endless" one since each time the decision 

symbol is reached, I is equal to 1. Figure 7.7 would not produce 
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. Figure 7.4. Example of Summing 
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I 

Set 

Sum = 0 

Set 

I = 0 

I - I + I 

Read 

A 

Sum=Sum+A 

Figure 7 .5. Example of Counting 

VII-13 
-~ 



No 

Set 

Sum = 0 

Set 

I = 0 

I = 1+1 

Read 

A 

Sum=Sum+A 

Figure 7.6. Figure 7.5 redrawn with error 
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I = 0 

Sum = 0 

I = I+l 

Read 

Sum=Sum+A 

.Yes 

No 

Figure i,. 7. Figure 7. ~5 redrawn with error 
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an endless loop but would instead, give an incorrect result for 

the sum. Since SUM i.e. reini tia1ized each time the loop is 

started, the value stored in SUM upon completion of the tenth 

pass through the loop would be the tenth value of A. 

Comments 

A flowchart should be written in a fashion which makes the 

problem solution it represents as meaningful and easily understood' 

as possible. Whenever a step in the flowchart requires an operation 

that might need explanation or when, for emphasis, an additional 

statement on an operation is desired, a comment may easily be 

supplied by use of the symbol. 

-- -~mment) 
Figures 7.8 and 7.9 give flowcharts for the computation of the 

arithmetic mean of a set of 100 numbers, where Figure 7.9 has 

comments supplied to the flowchart shown in Figure 7.9. These 

figures also illustrate the three important techniques of looping, 

summing and counting. 

PROBLEMS 

1. Prepare a flowchart which will compute and output the 

sum of the first ten integers. 

2. Prepare a £lowchart which will calculate the sales tax 

for an item and give its total cost (consider sales tax to be . 

5¢ on the dollar). 

3. Write a £lowchart to find how much tip would be left, 

given the price of the meal and assuming the tip should be 15% 

of the price of the meal. 
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No 

1=0 
SUM: 0 

Increment 
I by 1. 

Read A. 

Yes 

Mean=Sum/I 

STOP 

Figure 7, • .8 Flowchart to Find the Mean of a Set of Data 
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No 

I :: 0 

SUM = 0 

Increment 
I by 1. 

Read A. 

SUM~SUM +A· 

Yes 

Mean=Sum/I 

~itialize the 
- - - \~ounter I and., 

"urn S. 

__ ~nput number 
"into A 

_~oo 
~re 

values 
to be read 

~e arithmetic mean 
_ is the sum divided 
,,~~ the total number 
~ values summed. 

Figure 7 .9 Flowchart in Figure ~ . 8 redrawn with comments. 
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4. Assume that you are analyzing data on burglaries and 

that data is available on file -for each case as shown in Table 1. 

Fi·;ure 7.10 shows a flowchart of finding the total number and 

compiling a list of all burglaries in Sector 2 occurring between 

9:00 p.m. and 11:00 p.m. 

Solve problems 1-5 using flowcharts, assuming data is 

available as shown in Table 1. 

(1) List all burglaries that occurred in the city between 

Jqnuary 1 and February 15. 

(2) List all single family burglaries from Section 4 

between .April 1 and April 10. 

(3) Find the total number of burglaries in Section 1. 

(4) Find the average number of burglaries that occurred 

during January in Sector 4. 

(5) Find the number of multi-family burglaries in each 

sector for the month of February. 

Data Available 

Sector 

Address 

Type of Residence 

Date 

Time 

Table 1 

Description 

Sector of city between 

I and 8. 

Street address of burglary 

Single family or mul ti-family 

Day, month and year of burglary 

_Hour and minute of burglary 

INTERPRETING A FLOWCHART 

In addition to being able to write a. flowchart one should 
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(in some job situations perhaps even more importantly) be able 

to understand someone else's flowchart. Flowcharts are valuable 

teaching aids and communication devices. Figure 7.11 is an example 

of a flowchart which might be used in demonstrating the necessary 

s,teps of a police officer's accident report. 

Figure 7.12 is another flowcharting example. Follow the 

flow of the problem solution and determine the output that 

would be generated at the output steps. 

SUBSCRIPTS AND ORDERING 

The variables s~ch as SUM, A, etc., used in previous dis-

cussions occupy one storage position in the memory of the 

computer system. For example, we might envision this storage 

as follows: 

Computer 

.Mgxnory 
., _$UM _____ _ 

VARIABLE { '-"--. ..:.;;~-...;,':....:~c:....,,_ .• ,,_ •• ~_.-~~:..J 

Thus each variable is stored in one memory slot. 

Many computer applications require the usage of large sets 

of values for a single variable. For these cases one rr.,ay use 

subscripts on the variable, such as AI' A2 , A3· Thus rather 

than using A, B, C, D, E for S values we might use A
l

, A
2

, A
3

, 

A4 and AS. (For simplicity, we will use the notation A(l) instead 
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START 

case 
from 
file 

Add 1 to 

sum 

No 

Figure 7.10 Example for problem (4). 

VII-2l 

Output 
Sum 

STOP 
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Figure 7.11. 
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Arrest Suspect 
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NO 
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Impounding Vehicle 

NO 
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-< 
Impound 

Complete DWI 
Case and Refusal 
Form '¢' 

Un-Arres 
or Check 
Further 
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Complete accident 
report rorm-substan­
tiating violation(cau i­
tive ractor may be 
difrer·ent) 

Issue Citation and/or 
explain what drivers 
are required to do 

Issue driver report 
forms and explain 
civil damage proce­
dure and removal or 
the vehicles 

Complete 
forms and 
check for 
errors 

>---- NO ....... _-,-...... 
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NO. 

( START 

SUM 2 = 0 

Set 
Counter 

I = 0 

I = I + 1 

IN = PxRxT 

SUM 1= 
SUM l+P 

SUM 2= 
SUM2+IN 

rint 

P, R, 
IN 

~prob1em: Find the interest 
) ~ __ ~ on an inputted principal 

/ SUM 1 = Sum of principals 
___ .~ SUM 2 = Sum of interest 

~ = 1000, 2000, 5000, 10,000 
_,_ R .. 10%, 10%, 5 %, 5 % 

-- 'j? = 2, 1, 1, 2 

~ Interest is the product 
__ of Principal, Rate and Time - ---.... 

~-_--I SUM 1 anrl---~C STOP ) 
SUM 2 ~----------

Figure 7 .12. Example for interpretation. 
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of A
1

.) Subscripted variables are stored in memory as follows: 

computer 

1 

The subscript ( the number inside the parenthesis) may 

also be a variable, so that we may refer to A(I) where I has been 

previously set to some value. If I is 10, then A(I) is refering to 

the 10th value of the subscripted variable A or A(10) • Thus the 

following sequence would read 10 values into the subscripted 

variable A. 

I = 0 

I = I+1 

Read 

A(I) 

Yes 
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One application where subscripts usage is employed is shown 

in Figure 7.13. Notice that this is Figure 7.12 redrawn with 

an added flexibility of being able to process 10,20 or any number 

of input data sets of P, Rand T. Also notice that when using 

a subscripted variable in a process, the complete expression 

is necessary, such as 

IW * P(I) x R(I) x T(I) 

Subscripted variables may be used in place of any simple 

variable. There are cases however, when subscripted variables 

are necessary for a problem's solution, i.e., simple variables are 

not adequate for the solution. Such a problem ~s that of placing 

numbers in ascending order or placing names in alphabetical order. 

Assume we have a set of numbers (say account numbers) of size 

100 which we want to place in ascending order. We must have all 

100 values available to us at one time in order to be able to 

compare each and arrange them in proper order. Figure 7.14 shows 

the solution to this problem. 

There are several things to note in this flowchart. First 

our technique is to move the largest value of the 100 numbers 

to the bottom, or to variable A(lOO). We accomplish this by first 

comparing A(l) to A(2). If A(l) is smaller than A(2), we leave 

the two numbers alone. If however A(l} is larger than A(2} we 

want to swap the two numbers so that A(2) will contain the larger 

value. We then compare A(2) to A(3) etc., continuing to swap 

if the first value is larger so that we finally have the largest 

value at the bottom or in A(lOO). We then want to move the next 

largest to A(99} so 'YJ'e move the "botto.ntl B up to 99 by setting B=B-l. 
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START 

SUM 1 = 0 

SUM 2 = b 

Set 

I = 0 

Input 

-N - ~ N is the number of data 
"sets of P,R, and T to be 

input 

8~ 
.-----'---.... __ -<; is to be the. subscript I = I + 1 

N=P(I)xR(I 
xT(I) 

SUM I=SUMI rint out 
P{I) (II, R{I), 

SUM 2=SUM2.Ll'r--~ T (I) and 
IN IN 

~--------~ ~---~-----' 

Figure 7.13. Figure 7 .. 12 redrawn using subscripts. 

STOP 

" 
" 



" - cr I 
IJ:. is pointer I to bottom of 

./ "......... list 
I=O B=100 ./ I-

I tJ:...tart counter 
I at top 

I=I+1 I=O 
.------

I 
I 

I=I+1 (0 not I 
/// swap 

I 
No I 

i 
~wap 

I 
__ J 

I --T=A(I) 

I 

A (I) =A (1+1) I 
J I 

A (I+1) =T I 
, ~s counter I _ _ at bottom? 

No Yes-€) I 

Figure 7.14. Ordering 
I 
I 
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No 

jMOVe bottom up one 

~--~----~-- --~ 
B=B-1 

J = a 

J = J + 1 

Yes 

STOP 

/ Is bottom at top 
--,,-~ 

No 0 
/ Print out 

__ ' __ "ordered array 

Figure 7.14 (cont.) 
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Now consider the process of swapping. We want A(I) set to 

A(I+l) and A(I+l) set to the value contained in A(I). We cannot 

however, accomplish this task by saying 
I 

A (I) =A (I+~ 

~(I+l)=A(I) 

~ 
I 

since then both A(I) and A(I+l) would be the same value. Let 

A(I) = 15 and A(I+l) = 10 and go through the two processes above. 

We must therefore use a temporary storage 'slot for one of the 

values we call it T in our flowchart. Take the two values 

15 and 10 for A(I) and A(I+l) and go through the following: 

I 

T = A (I) 

I 
~(I)=A(I+l) 

I 
A(I+l)=T 

I 

Alphabetic variables such as names may be arranged in 

alphabe~ical order in the same fashion as in Figure 7.14 where 

we consider A <"B <::'c - - - -< <=. 
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Quite often, we may have associated variables such as 

account nunmers A(I) and balances B(I), and we may wish to 

arrange the sets in increasing order according to account numbers. 

We accomplished this feat in a similar fashion as described above, 

remembering to swap both A(I) with A(I+l) and B(I) with B(!+l). 

The following exercises should be accomplished to gain 

experience in arranging quantities in order. 

PROBLEMS 

1. Redraw figure 7.14 so that the number of entries in 

the array is a variable. 

2. Redraw figure 7.14: so that the numbers are in 

decreasing order. 

3. Assume you are to input two sets of values into two 

arrays, say district numbers and number of burglaries in each 

district. Prepare a flowchart to arrange the two arrays such 

that the number of burglaries are in increasing order. !Then 

write out the district number with the largest and smallest number 

of burglaries along with the associated number in each. Make 

your flowchart work for a variable number of sets of data. 

4. Read in a set of values of a variable and find the largest 

and smallest without using subscripts. 

5. Today, computer systems have been installed in a few of 

our supermarkets. write a flowchart which would add a cart of 

groceries (remember to separate the taxable and non-taxable items) 

and total the bill. Also determine how many stamps that the 

customer receives). 

I) 



one stamp for each penney: 

two stamps for each penney: 

3 stamps for each penney: 

and 5 stamps for each penney: 

1¢ 

$10.00 

$20.00 

$50.00 

$10.00 

$20.00 

$50.00 

Money paid in the 5% sales tax does not go tOT,<lard receiving 

stamps. 

6. Write a flowchart to balance your check book. Take 

into account that you may have made a deposit afte:t> the bank 

cutoff date, the bank service charge, the cost of purchasing 

checks and the checks you have written that are outstanding and 

not included on your statement. 

7. When goods are sold on credit, creditors usually gran'c 

discounts for early payments. Flowchart a program to compute 

the discount and the net amount if paid within the discount 

period. Read in the invoice amount and the percent of discount. 

List the invoice amount, the percent of discount, the amount of 

discount, and the net amount after taking the discount:. 
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CHAPTER VIII 

PROGRAMMING IN BASIC 

The electronic computer is designed to accomplish one 

thing--to solve problems. The computer however, is not a "thinker" 

but a "doer", doing only what is told in the specific sequence it is 

told. The actual problem solution must be designed and then com­

municated to the computer in a language the computer system can 

understand. The translation of a problem solution into a computer 

language is referred to as programming. 

There are many different computer languages (well over 300) 

all designed to work on a particular system and/or to aCQomplish 

specific tasks. For example, the FORTRAN language is designed 

for scientific applications, COBOL for business type problems, etc. 

The specific language w.e will study in detail is the BASIC computer 

language, designed primarily for timesha:dngor interactive compu'ter 

systems. 

We will assume that a.dequate time has been spent on 

flowcharting which aids in designing the solution of a problem, 

and concentrate on the necessary instructions which will translate 

tha'l: solution into a BASIC program. 

There are two' general categories of BASIC items: program 

commands and system' commands. System command'O deal with the actual 

implementat~on of a program on a computer sy~tem and vary in form 
I' 

(.I 
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from one system to thE~ next. Program commands deal 'VIi th the 

actual problem solution and are generally more standard than 

are the system commands. We will then concentrate our discussion 

on the prog;t:am commatlq,s, for with a knowledge of these we can 

write our programs and then implement these programs by studying 

the system cbmmands of our particular system. 

Statement Numbers and Variable Names 
,'" 

Every statement in a BASIC program must have a statement 

number such as 20 READ A. Where 20 is the statement: number 

these numbers are important for two reasons. First, we can 

reference this statement at other points in our program and 

secondly, we may insert a new line preceding this statement by 

using a number of say 19. We will return to this point later so 

for now let us just say we will need to number all statements and 

that it is advisable to number them in increments of 10 such as 

10 (Statement #1) 

20 (Statement. #2) 

Numeric variables ysed in a BASIC program must be named 

:tn a s;pecific way, by use: of a single, letter, or a single letter 

followed by a single digit. Th'.,'~~ allowable variable names include 

A, B, F, Z, AI, W5, Zl. 

VIII-2 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

,I 

. If a variable is to contain a character string such as a 

name of address, then we follow the letter or lettemand number 

by the dollar sign $. Thus Al$ and Z$ are permissible character 

variable names. 

Permissible values assigned to a nmneric variable A would 

include 5, 71 or 51.6, while the variable B$ could be set to JIM, 

INDIANA, etc. 

Data Input 

As was stated in the previous chapter on flowcharting, 

most problems to be solved on a computer involve the basic opera­

tions of data input, data processing and data output. In BASIC, 

input is ':~ccomplished by either of two commands, READ or INPUT. 

The READ command requires that the data be placed i~ a DATA state-

mente For example: 

1.0 DATA 15 

20 READ A 

would allow the value 15 to be input to the variable A. The 

command 

30 INPUT A 
.. 
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0.. " 

would require that the input to A be typed in from the terminal 

(after the "?" is supplied by the computer). 

The s~quence 

10 DATA 'JOHN DOE', 15 

20 READ Nl$, A 

would set the character variable Nl$ to be se·t to "JOHN DOE" 

while the numerical variable A is set to 15. 

PE9cessing of Data 

Processing of data is accomplished by the LET coromand, along 

with the operational symbols and functions allowed by BASIC. Por 

example, the execution of the program segment 

wculd setB to 35. 

10 DATA 

20 READ 

30 LET 

15 

A 

B = A/3 + 2 * A 

Operations of addition, subtraction, mUltiplication and 

division are devoted by use of the following symbols 
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+ 

* 

addition 

subtraction 

multiplication 

I division 

Exponent~ation (or raising to a power) is accomplished by use 

of either ** or ~. 

Thus 

50 LET F = (10-3+1) *2 +3 ** 2 

would set the variable F to 25. 

The output of data may be accomplished by the PRINT command. 

For example, the execution of the following program segment would 

cause 

THE VALUE OF B IS 35 

to be printed on the terminal. 

10 DATA 15 

20 READ A 

30 LET B = A/3 + 2 * A 

40 PRINT "THE VALUE OF' B IS", B 

In a PRINT statement, several variables may be printed on a 

sin<qle lin.e as long as they are separated by commas. Statements .'/. 

inside quotation marks inra.,PRINT command are printed when t:he 
. 1 
\ I 
J , 

computer executes that par':.J.cular PRINT. 
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Looping,Remarks and End 

Looping is accomplished in BASIC by use of the logical 

transfer commands such as IF (expression) THEN m. For example, 

the following program segment allows the processing of three 

input data values and would result in the data output of 5, 9 

and 4. 

10 DATA 16, 64 9 

20 LET I = 0 

30 LET I = I + 1 

40 READ A 

50 LET B = SQR(A) +1 

60 PRINT B 

70 IF I # 3 THEN 30 

Notice that a counter I is required and must be initialized 

properly. 

By studying all the program commands and the functiopal 

and operational symbols used in BASIC any of the flowcharts 

wr{tt~n in Chapter II may be converted to a BP~SIC program. The 
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I 
'I 

I 

-------------:r' 

following program corresponds with the flowchart in Figure 7.8. 

The only commands not previously discussed are the END command 

which must be final command of any program and the REM statements 

which are simply used to insert comments in a program. REM state-

ments are not executed and may be used to document a program. 

10 REM *** A PROGRAM TO COMPUTE THE MEAN *** 

20 REM THE DATA I8 TO BE INPUT FROM TERMINAL 

30 LET I = 0 

40 LET 8 = 0 

50 LET I = I + 1 

60 INPUT, A 

70 LET 8 = 8 + A 

80 IF I # 100 THEN 50 

90 LE'I' M = 8/100 

100 PRINT "MEAN I8 11
, M o 

110 END 

Many errors in a program, whether caused by typing or 

logic, are detected by the computer. Appropriate error messages 
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are then given, allowing the programmer to correct the statements 

before rerunning the program. Figures 8.1-8.4 show a typical 

attempt at typing in the previous program, where ten values 

rather than 100 are to be input. 

In Figure 8.1, the first error detected by the computer, 

is the absence of a line number for the statement 

LET S = o. 

(The "READY" is a statement by the BASIC compiler signifying 

that it is ready for additional commands). Note that the LIST 

command is used, giving the current form pf the program being 

written. When the RUN command is given, an additional error 

is denoted by the compiler. In this case, the PRINT statement 

in line 100 is in error. The correction for this statement 

is shown i~.Figure B.2 along with the new listing and run. 

Notice that the correction is obtained by simply typing. in a 

new line 100. 
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10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE-DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
LET S=O 

? WHAT? 
BEADY 
40 LET S=O 
50 LET I=I+A 
60 INPUT A 
70 LET S=S+A 
80 IFI<>10 THEN 50 
90 LET M=SI 1 0 

"100 PRINT MEAN IS" .. M 
110 END 

. LIST 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
40 LET S=O 
50 LET I=I+A 
00 INPUT A 
70 LET S=S+A 
80 IFI<>10 THEN 50 
90 LET M:;'JS/l 0 
100 PRINT MEAN IS",pM 
110 END 

READY 

ruN 

? ILLEGAL VARIABLE IN LINE 100 

TIME: \ \0.15 SECS. 

READY 

Figur.·e s: .l: ~RUl~ ,1 for ~xample. 
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A different,type of error and one which is not "caught" 

by the compiler is evident in Figure 8.2. Data input is 

accomplished but for only 5 values of A rather than the 10 

desired. This logic error must be found by the programmer 

w.i thout diagnostic messages from the computer. Upon examina­

tion, one sees that statement 50 is in error. 

Figure 8.3 shows the correct version of the program, 

along with a sample run. Figure 8.4 shows the inser.l:ion 

of a new line in the program which better documents data input. 

Notice once again, the ease of adding lines of code by simply 

using the appropriate line numbers. 
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100 PRINT "MEAN 1 S""M 

UST 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
40 LET S=O 
50 LET l=I+A 
CO INPUT A 
70 LET S=S+A 
80 IF 1<>10 THEN 50 
90.LET t1=S/10 
100 PRINT "MEAN IS".pM 
110 END 

l1EADY 

ruN 

?1 
?2 
13 
14 
15 

MEAN IS 105 

TIME: 0030 SECS~ 

Figure 8.2. Run 2 for example. 
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50 LET 1=1+ 1 

LIST. 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
2O'REM ***THE DATA IS TO BE INPUT FROM TERMINAL*** 
30 LET 1=0 
40 LET S=O 
50 LET 1=1+ 1 
60 INPUT A 
70 LET S=S+A 
80 IF 1<>10 THEN 50 
90 LET M=S/IO 
100 PRINT "MEAN IS""M 
110 END 

READY 

roN 

?1 
12 
13 
?4 
?5 
?6 
?7 
18 
19 
110 

MEAN IS 5.5 

TIME: 0.60 SECS. 

READY 

Fig'ure .8.3. Run 3 for example. 
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55 PRINT "NOW INPUT VALUE NUNBER""I 
U5T, 

10 REM ***A PROGRAM TO COMPUTE THE MEAN*** 
20 REM ***THE DATA IS TO BE INPUT F:ROM TERMINAL*** 
30 LET 1=0 
40 LET 5=0 
50 LET 1=1+1 
55 PRH~T "NOW INPUT VALUE NUMBER"" 1 
60 INPUT A 
70 LET S=5+A 
80 IF 1<>10 THEN 50 
90 LET 1'1=5/10 
100 PRINT "MEAN 15",,1'1 
110 END 

READY 

ruN 

NOW INPUT VALUE NUMBER 
14 

NOW INPUT VALUE NUMBER 
1-6' 

NOW INPUT VALUE NUMBER 
12 

NOW INPUT VALUE NuMBER 
14 

NOW INPUT VALUE NUMBER 
1-10 

NOY INPUT VALUE NUMBER 
?5 

NOW INPUT VALUE NUMBER 
18 

NOW INPUT VALUE NUMBER 
110 

NOW 1 NPU7,' VALUE NUMBER 
15 

NOW INPUT VALUE NUMBER 
12 

MEAN 15 2.4 

TIME: 0.70 SEes. 
, . 

f£ADY 

Figure '8:.4. Run 4 for 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

example. 
VIII-J.'3 

<1 

':; 

;:.:.' 



As is the case for flowcharting, programming is a 

"learn by doing" subject. Initial programs should be simple 

and easily understood, with more complex problems coming 

after the student is familiar with terminal usage and system 

commands. Several examples follow, demonstrating various 

programming techniques. 

LIST 

10 REM 
20 REM PROGRAM FOR ADDING PAIRS OF NUMBERS 
40 S=O 
50 READ A,B 
60 IF A=O THEN 100 
70 S=A+B 
80 PRINT A,B,S 
90 GO TO 40 
100 PRINT "END OF LIST~" 
110 DATA 1,9,75,144.3,3,99,0,0 
120 END 

READY 

RUN 

9 
144.3 
99 

1 
75 
3 
END OF LIST. 

TIME: 0.13 SEeS. 

~ADY 

10 
219.3 
102 

Figure 8. 5. Example program which reads in pairs of number~; 
and computes the sum of these numbers. 
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LIST 

10 REM 
20 REM PROGRAM FOR SUMMING 12.VALUES READ IN 
30 REM r) 

40 N=la, 
50 S=O 
60 READ I 
70 S=S+1 
80 N=N-l, 
90 IF Nc= 0 THEN 110 
100 GO TO 60 
110 PRINT "SUM =" is 
120 DATA 2,4,(i':,8,10,12,14,16,18,20,22,24 
130 END 

READY 

RUN 

SUM = 156 

TIME: 0.05 SEes. 
I:':' 

READY 

Figure 8.6. Example showing the addition of. 12 input values. 

(} 
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LIST ,~ 

30 .. REI'-1 
40 RElvl THE PROGRAM WILL GENERATE THE 
50 REM FIRST TEN INTERGERS AND COMPUTE 
60 REM THEIR CUBES (POSITIVE INTEGERS'). 
70 llEM 
80 !ii~10 ,r 

90 'PRINT "INTEGER","CUBE" 
'100 J=O 
1],6 J=J+l 
1,20 K=J**3 
.3.30 PRINT J,K 

1140 IF J?=I THEN 160 
150 GO TO 110 
160 END 

READY 

RUN 

INTEGER 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 

CUBE 
1 
8 
27 
64 
125 
216 
343 
5'12 
729 
1000 

TIME: 0.23 SECS. 

READY 

Figure 8.71) Example problem for computing cubes of 
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-1 
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LIST 

30 REM 
40 REM TJ.iE PROGRAM WILL GENERATE THE 
50 REM FIRST TEN INTEGERS, C.zu.CULATE THEIR 
6,9 REM SQUARES, AND PRINT THE RESULTS. 
70 REM 
80 £=0 
90 I=10 

(~ . .' 

100 PRINT "NUMBER", '''SQUARE'' , "SUM OF SQUARES" 
110 J=O 
120 J=J+1 
130 'K;:~J**2 
140 S""S+K 
150 PRINT J ,1<,S 
160 :t:F J> =I THEN 180 
170 GO TO 120 
180 END 

READY 

RUN 

G 

NUMBER 
1 

SQUARE 
1 

SUM 
1 

OF SQUARES 

2 
3 
4 
5 
6 
7 
8 
9 
10 

TIME: 

READY 

4 
9 
16 
25 
36 
49 
64 
81 
100 

0.35 SECS. 
o 

5 
14 
30 
55 
91 
14~O 

204 
285 
385 

,\. 

Figure 8.8. Example showing computat1ion' .of squares and summing. 
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BASIC·'SYstem Commands 

[U.sed outside a program, not as part of a program statement.]:< 
These system commands are always dependent on the particular 

system being used, with the command names usually differing • 

. However, the command functions listed here are common to most 
:.,> 

systems. 

SCRATCH 
SCR 

GET-

NAME­
NAM-

SAVE 
SAV 

RUN 

LIST 
LIS 

Q 

Clears ,the user's wqrking area.of all 
programs, informatio'1.1, instructions, 
~nabling a clear beginning for writing 
a program. 

Calls a program from a particular library, 
places it in the user's working space, 
ready for running, listing (unless protected), 
modifying, etc. 

Example: 

GET-$START calls program from 
system library 

GET-*TESTl calls program fi"om 
group library 

GET-GLIST calls program from 
user's own library 

Gives the program in user's working space 
a particular name (one to six characters, 
the.first of which must not be $ or *)j 
must be done before program can be saved. 

·.·.·Example: 

NAM-GMATH 

Places program in user's working area' 
into user's library, if properly named. 

Causes program previously written.into 
or otberwise placed into the user's 
working spaceto'be executed. 
Causes execution to begir:l at statement 

Example: 

RUN ... 1000 

)i 

n.; 

\\ 
II 

Causes the listing, in order of statement 
numbers, tbe program curre{ltly in user's 

"·working area. 
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-----------

.~ 

(\ 

(..'.-;, 

LIS-B:. 

LIS-n,m .--

LIS-l' 
. LIS-n,~p 

OPEN-(name),r 
. OPE-(name) ,r-

RENUMBER 
REM 

REM-n" 
.REM-n,i 

REN -:!l, i t E.. 

REM .... ..!!, i ,.E., 9.. 

KILL­
KIL-

Causes listing to begin at statement 11., 
n 

Example: 

LIS-250 

Canses listing to begin at sta1?ement.Jl, 
and ceasec at statement.m.. ': 

Example:' 

LIS-250, 1000 

As. above, but 1rvith the listing spaced at 
the·;a.ppropriat~~ places to allow cutting 

1.1 the list' into si"· x 11" pages • 

. ' 
Opens a file with the specifietlname, 
with ..L,recorcis o'f 2'56 words length each. 

Example: 

OPE-STU1, 60 

Causes the program statement·s to be 
renumber.ed. Unless otherwise indiC'l:l.ted, 
the first statement becomes 10, and 

, succeeding statements are. numbered in 
. increments of 10. ,. . 

Causes the first statement. to be numbered..n.: 
Causes the first statement to be numbered Ii, 

'with increment of i. 
As above, with.£ the first statement to be 
renumbered .. 
As ab.ove, with the renumbering continuing 
through statement £...to (, 

Example: 

REN,..,..300 
REN-400, 15 
REN-1000"5, 200, 400 

" 
(It should be no'ted here that all references 
in such statements asG!lfT0 n , Itt' ••• TijEN tl, G'i,;i7

?i' 

G¢SUB.!b etc. are also properly renumbered~) . 

Deletes an edtireprogram (that named after 
the hyphen) from tne,::user's own library. 
Also used to delete a~ile. 
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TJNE 
TIM 

DF.:LETE-rt 
DEL-n 

DEL-n,m 

PUNCH If 
PUN if 

PUN~n 
PUN-n,..m. 
PUN-P 
PUN-.!bm,P 

XPUNCH 
XPUN 
XPUN-n 
XPUN-n,llL ( 
XPUN-P 
XPUN-n,m,P 

" Ii . \ 

Example: 

KIL-GMATR 

Returns the current amount of console 
time, and the cumulative time used on: 
the particular .access level. 

Deleteslstatements in the current program 
beginn*ng at statement n and continuing 
to the! END statement. 
Dele1ti~s all. statements beginning at i 

", 

sta"t/ement 1l. and continuing tqrough state...:. 
men:C m. ,I, _ 

;/ 
Example: 

DEL-BODO 
DEL-100, 200 
DEL-l (equivalent to SGR) 

Cau~es the 'current program to be both,~ 
listed and punched onto paper tape, if 
the tape punch is turned on. 
Causes listing and tape punching as above, 
with parameters functioning as with LIST. 

Example: 

PUN-100, 500, P 

Produc~s a listing and tape punching as 
above, but with a special punch at the 
end of each line vlhich allows the tape 
to be used for the reading of data into· 
a program. 

BASIC Program Commands 

[Used only in a numbered program s~JttementJ 

.!l. REM 
Ii , 

A cormnent statement, not executed by the 
computer; used"for reminders, comments,. 
identification of sections, instructions 
to the user. Any combination o.f keyboard 
characte,rs may ,be used after REM'. 

Example: 

10 REM *** IJ A SAMPLE PROGRAM *** . 
VIII-2Q,. 
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n DATA /I 

..n.. READ 

PRINT var. 
PRINT "®#" 

11 PRINT 

A list of items to be used by the program 
during a READ statement. May be numerical 
or alphanumerical, as required by the 
program.i;:J 

Example: 

20 DAT} 2, 5, 9, 14, 20, 27, "ABcn .' 

Causes the data in,a DATA statement to be 
read into the program, and spored under 
the speoified name. DATA statements are 
used sequentially as they are placed in 
the progra~; there is no restriction on 
the actual placements of. the DATA state­
ments. 

Example: 

~;~30 READ A, B 

This would, using .20 DATA above, first 
assign 2 to A, 5 to B; if the same READ 
statement were repeated with a different 
statement number, then 9 would be assigned 0 

to A, 14 to B. v 

Causes the value of the :x-aria1;>le, or the 
characters between the .. quotatIon marks, 
to be prtntedout on the terminal. 
With(:)no variable or character, causes a 
carriage return and a single linefeed. 

Example: (" 

PRINT A, B M) 
45 PRINT "PLEASE INPUT THE VALUE 

OF Cit 

If the variabl:esor characters strings 
are separated by commas, 

40 PRINT A, B 
41 PRINT A, F$, B 

. then the items are separated into columns 
whose first elements are 'at twelve-space 
increments •. If, however, the items are 
separated by semi-colons, "the printing 
is contiguous, that is, not separated at 
all.' .. . 

42 PRINT A; E 
43 PRINTA~ F$; Bi 
44" PRINT "END" 
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1!. INPUT var. 

1l. 'D = ••• 
.!l. LET D = ••• 

In line 42, the' value fer B weuld be J 
'printed immediately after the value for Pi,. 
In line 43, similar printing weuld'eccur; 
the semi-celen at the end, hewever, makes 
the next printing (frem line 44) eccur 
immediately after the value fer B. 

(i 

Requests infermatien frem the ,eperater 
er program user. Generates' a "?11 and 
pauses fo.r input; assigns the value input 
to. the specified variable name. 

Example: 

50 INPUT C 

Assigns the value of the fermula, expressien, 
or censtant en the right to. the variable 
named en the left. All variables er 
functien arguments used en the right 
must have been previo.usly given a value. 

Example: 

60 D = ':34~A + 2*B +- C 
60 LET D = 3*A + 2~B + C 

)! 

This would m.ult:tply 3 times the value o.f A, 
2 times the value ef B, and add these two. 
products to. the value o.f'C; this resulting 
value would then be assigned ~o D. 

Causes a direct'~i;,i;mconditional jump er 
branch to. statehrent number moO 

" -
Example: 

80 Gfl/Tfl/ 800 

'J!.. G¢T¢ A ,OF ~1' 2.2' 53' ~. c;, • ; ..§r 

o 

Takes the integral value of A (if net an 
integer) and goes to. that numbered item 
in ,the series ..21' .2.2' ..2.3' • • • , sr-

Example: 

800 GflfT0 A OF 230, 740, 420, 630 
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.1t RETURN 

" 

If A has the'value 0#\3, ·then "t'hra ,program 
goes directly to 420." For A = 0 or A > 4, 
the command would be 'ignored. 

Uncondition.al jump to a subroutine of any 
length. Upon arrival at the RETURN sta'\je­
ment in the subroutine, the program returns 
to the statement following the G~SUB state­
ment. 

Example: 

420 G~SUB 600 

'-," 

Terminates the subroutine, and returns 
,the program to the statement following 
. theG¢SUB statement. .Must be the last 
executable statement in a subroutine. 

Example: 

610 RETURN 

, ..n... IF (expression) THEN JlL 

Examines the variables and their rela­
tionship in the expression. If the 
conditiolJ\ is true or is non-zero, then 
the program branches to statemep~ .. number 
m. If the condition is not tru€!~r is 
zero, then the command is ignored~ 

Example: 

600 IF A = 1 THEN 30 
601. IF A THEN 50 

Jl. F¢.R A:::: m T¢.R.. 
..!l. F¢R A :::: m Tji B. STEP -.!: 
lL NEXT A 

A looping command, peri'brming the state­
ments between the F9fR ••• and NEX'r ••• 
f?ta.tements the indicated number' of repe..;;· 
~titions. The step size is optional, 1 
unless otherwise ~given. Loops may be 
ne$ted, but no't overlapped. After the, 
last iteration, the prog'rant ~moves to the 
'statement £ollowing the NEXT ••• state-
ment. . 
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Example: 

230 
231 

, 232 
233 
234 
235 
236 
237 

Ii'¢R I = 1 T¢ 10 
PRINT "X" . 
NEXT I 
F¢,R I = 1 T¢, 5 
F9JR J = 1 T9J 3 
PRINT "Y" 
NEXT J 
,NEXT I fJ 

n DIM A[20,20], F$[72] 

Specifies the maximum working size of a 
matrix variable (such as 20 rows and 20 
columns for matrix variable A) or for a 
'string variable (such as 72 characters 
for string variable F$). Every matrix 
or 'string variable must be dimensioned 
before it is used in a "program. 

("'" 

, BASIC Functional £!: Qperational Symbols 

X,Y,A1, etc. 

A,B[3,2], etc .. 

A$,F$", etc. 

= 

-Variables; may be used for integral or 
real valu~~; any single letter or single 
lJ::tter followed hv a single-digit number 
may be used. I,' 

Matrix variables; used to designate entire 
arrays, clr to designate a single el)ement 
of an array, as B[3,2], the element in the 
third row and second column of the array 
named B. It should be noted that consid­
erable sophistication in programming is 
necessary befo,re work with arrays should 
be attempted. 

String variables; used to designate a 
particular group of alphabetic, numerical, 
or special characters. Each system contains 
its own syntax for working with strings, 
and these rules. must be followed exactly. 

A 'dual function symbol. Used lias an ordinary 
algebraic equality symbol, whem it appears 
in· t;l.n IF ' ••• THEN statement. ' 

, 250 IF A ='200 rrlIEN 610 
~~lso used as an assignment operator; the 
hingle variable on the left is assigned 

} 
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/ 
~\ , I;; 
the value pO$ses,sed by the variable or 
numerical expression on the right. 

260 A:::: 2*~X '+ "3 
270 LET B == A 
280 A/ == A + 2 

.It should ~ehoted that every 'variable 
appearing on the right in an assignment 
statement ;must have been gi v~~'1. some nu­
merical vil1ue previously. A 'frequent 
procedurel to take cal:'e of this involves 
giving aliI variables a value of 1 or 0 
early in I.the program. Any subsequent 
assignment will take precedence. 

17 A == B == 0 
17 LET A == B == 0 

In example line 280 above, the same vari­
able is used on'both left and right sides. 
In such a case A will now have the value 
of 2 more than its previous value (which 
~.s now destroyed) .. 

Symbols with usuaL algebraic meaning. ','; 
Occur normally only in IF .. • • THEN 
statements. 

190 IF A< == B THEN 9999 
" 191 IF C >,\ A THEN 401 

'" Not equal. Usually found only in compa-
rison in IF .. •• THEN statements. 

192 IF B # 3 THEN 9999 
193 IF C + 2 < > A - 5 THEN 293 

Multiplication operator 
101 A= 2*B*C 

Addition operator 
102 D;' A + B + 11\ 

i-I 

Subtraction operator 
103 B == D - A - 3 

r,' J 
Division operator 

104 C ;:::B/n , 
,As ,in all uses of real number arithmetic, 
:the value of the denominator must never f 
be' zero,. In ,some systems, the maximum II 

size of number representation places a 

/! 

o 

~) 
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'f 
** 

t 
* or I 
+ or -

SIN1Xj cyfs X ' 
. ,'rAN X 

ATN(X) 

SQR(X) 

= 

practical minimum size limitation on the': "I~; 
denominator; that is, the system may 0 

interpret a very smal!Jnumber as it would 
zero for these purposes. 

The exponentiation.operator. The ba~e' 
may be an integral or real number, but 
the exponent must be a one- or two­
digit integer~ 

105' B = Ct3 + DtA 
This is allowed if A is an integral value 
at the time of execution. 

J"" 

Grouping symbols. These are used as in 
ordinary algebraic usage, and should be 
used liberally to ensure both the operator's 
and the machine's ability to properly 
interpret a statement. Most compilers 
treat both shapes of symbols interchange­
ably. 

106 C = (B- C)/A 
is not the same as 

107 C ~ B - CiA 

T~e order of operations is .G-2ven f~om 
f~rst (at the top) to last {at the 
bottom) unless grouping symbols change 
the priorities. The operators ¥ and I 
are taken in o~der from left to right, 
as are + ahd -. 

108 A = B + C/Dt3 
would be evaluated as if it had been written 

108 A = B + [C/(Dt3)] 

Computes the usual trigonometric functional 
values of th~ argument, such as X, which 
is in radia~s • 

111 A,,~ SIN(3) 
112 Bf = C¢S (A) +) 3 
113 qj = [TAN (A)]t2 

d 
~ ~ 

Computes the,. inverse tangent functiOn in 
radians of the", argument, such as X. 

114 D ='~!TN(C) 

Computes the. square root 9f the argument, 
if the argument is non-negative. 

115 E = SQR(D + 2) 
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ABS(X) 
f I' 

IWl'(X) 

L¢G(X) 

EXP(X)' 

¢R 

AND 

" N¢T 

" Computes ,the absolute value~ of the argument. 
116 B,= ABS(B + C) 

Computes tl1e greatest integer less than or 
~qual to'the arguIIlent. 

117 F = INT[SQR(B)] 
(/ 

~ Computes the logarithm to the base e of 
the non-negative argturrBat. <:) 

.. . 118 G = L¢G (B + E) 

Computes the value of e raised to the Xth 
power. 

119 C = EXP (D ) I) 

System limitations vary, but the, EXP 
argument may usually be nonintegral: 

Logical operator used in comparisons. 
Uses usual Boolean logic apprqach: if 
either comparison is valid,' then the, 
transfer is made. , 

Q 

121 IF [(A = C) ¢.R (A == B + 3YT"rHEN 180 0 

122 ,IF [(D < 5) WR (D ~ 20)J THEN,401 
" \' II (/ I) _;(. 

(1 

Logical opifator used in comparison. 
Uses usual Bo'olean logic approach': only 
if bot.h comparisons are valid w=!-ll the I, 

transfer be made. ' 
123 IF [(A = D) AND (B :> 3) ] THEN 29$ , 

, 124 IF [(D >=5) AND (D<= 20) J TBEl'{ 321 
Other logical comparisons are possible. If 
9-; given variable or eXpression is non-
zero, then its "truth value" is assumed to 
be 1, and Boolean .comparison is baged on 
that value 0 If a variable ()r exprezsion 
is zero, then its "tr'}lth value" is also 
zero. 

125 IF' Au THEN 501 " 
This would transfer control only if A had , 
a non-zero value. 

:126 IF A AND B THEN 521 
This would transfer control only if both 
A and B had. non-zero values. 
I' . i\·:! ~ 

Causes the opposit~ truth value to be 
assigned. , ' 

127 IF (N¢T A) THEN 643 . 
This would transfer control only if A "has 
a zero value, giving N.¢T A a non..:ize1;'O value. 
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~uggeste~ ~urces for SupplGmentary Material 
~" " 

o 

Coan, J .. S. Basic BASIC: An Intfroduction, to comkuter Pro:-
ffJramnling in BASIC Language. HochelT.e Par, N.J-:-: 
~. :ayden, 1"970.',\ 

" 

Estes James W., and Estes, B. Robert. Elements of Computer 
Science. San Francisco: Canfield Press, T973. . 
'EspeciallY note chap. 8, "Programming Languages." ' 

Farina, Mario V. Elementag BASIC with APtiications. 
Englewood Cliffs, N • • : Prentige-Ha 1, 1970. 

• FORTRAN IV Self-taught. Englewood Cliffs, N.J.: 
prentice-HaIr; 19OO. 

Gately, W. U., and Bitter, G. G. BASIC for: Beginners. New 
York: McGraw-Hill, 1970.' , 

Hare, V .. C9 BASIC Programming. New York: Harcourt, Brace 
& World, 1970. 

Kemeny~ J .G., and Kurtz, T. E. BASIQ Programming. New 
" York: Wiley, 1970. 

McCracken, Daniel D. A Guide to FORTRAN IV Programmi~g. 
New York: \'liley, 1972: - -
Especially note pp. 47-48, "A Checklist for Program 
Checkout." 

Nolan, Richard L. Introduc~ion to Compu~ing through ~ 
. BASIC Language. New York: Holt, 'Rindhart and 

Winston, 1969. " 
Especially note chaps. 2-6, and appendix A, "Time­
sharing BASIC and Batch-mode BASIC." 

Pavlovich, J. P., and Tahan, T.E. Computer I?rogramming 
in BASIC. San Francisco: Holden=tJay, '1971. 

'j 

Smith,R. E. Discovering BASIC: ~~;Problem Solving Approach. 
Rochelle Park, N.J.: Hayden', 1970. 

Spencer, Donald D. A Guide to BASIC Prdgramniing: A Time- . 
Language. R~aging, Mass.: Addison-Wesley, 19~ 

t \) 
• Computers in Action: How Computers .. \~ork. Rochelle 

---P~ark, N. J.: Hayaen, 1974. u 
Especially note chap. 7, "The Language of the Computer," 
and chap. 8, "Introduction to Computer Programming." 

• Computer~ ,in Society: The Wheres, !hg-s, and .Hows 
""---.,;;-,-o""l't'£ Computer Usage. Rochelle-P"ark, N.J .. :, a~den, 'T9"74 .. 
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Weiss, Eric A., ed. Computer Usage: Fundamentals. New York: 
McGraw-Hill, 11]09.. - , 
Especially note chap. 12, "FORTRAN, COBOL, and other 
Programming Languages,n chap. 15, tlTechniquesfor 
Computing Scientific Problems," and chap. 19, " 
"Specifying and Documenting Computer Programs." 
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CHAPTER IX 

PRIVA,CY ACT 

" " \ In 1974, the Federal gbveJ::'nment pasf?ed the "Privacy Act of 1974" 

to restrict the dissemination of c~iminal record information. 

In the past, police agencies CQuld make criminal .record informa-

tiqn available to anyone asking for it. These agencies 90uld also 

refuse this information to almost'·;'·anyone. What occurred was that 

private individuals could obtain criminal history checks on qrrtain 
\ 

persons if they were in "good" with the police. The Federal ~overn- ~ 

ment reaiizE;ld that this, dissemination was discriminative in nature 

and that controls were needed to protect the privacy of individuals 

included in the records. 

The Privacy Act seeks to protect the privacy of these individuals 

included in the records of the Federal Bureau of Investigation, 

c;riminal justice agencies receiving funds directly or indirectly from 

the Law Enforcement Assistance Administration, and interstate, state, 

or local criminal justice agencies exchanging records with the FBI, 

or these federally funded systems. At the same time, these regulations 

preserve legitimate law enforcement need for access to such records. 

In order to interpret tI:±~ Act and to 'establish guidelines for 

all responsible agencies to:;. follow , the Department o'f Justice released 

information concerning this Act on May 20, 1975. The guidelines, 

"Criminal Justide Information Systems", were submitted by A;ttorney 

General Edward H. Levi to the federal" register for documentation and 

have become the basis guidelines for state and local government. 

The remaining portion of this ch(.'\pter contains thes~, guidelines. 
; \~'") ',; . // 1( 

The Texas Crime Prevention Institute believ,es that this material will 
o ~ 

be useful to you in your work within the criminal justice system. 

o 
:::.~. 
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CRIMINAL JUSTICE INFORMATION SYSTEMS 

Subpart A - General Provisions 

Purpose. 
Authority. 
Definitions. 

Subpart B - State and Local Criminal History 
Record Information Systems 

Applicability. 
("greparation and submission of a Criminal History Record 
. . Information Plan.." 
Certification of €bmp1i'\ahce. 
Documentation: Approval by LEAA. 
State laws on privacy and security. 
Perialties. 
Re.ferences. 

Subpart C - Federal System and Interstate 
Exchange of Criminal History Record Information 

Applicability. 
Responsibilities. 
lncludable offenses. 
Dissemination of criminal history record information. 
Individual's right to access criminal history record 

information .. 
National Crime Information Center A,dvisory Policy Board. 
Participation in the Computerized Criminal History 

Program. 
Responsibility for accuracy, completeness, currency. 
Sanct;'ion for noncompliance. 

Authority: Pub. L~ 93-83, 87 Stat. 197, (42 U.S.C. 3701, 
et seq; 28 U.S.C. 534), Pub L. 92-544, 86 Stat. 1115. 
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SUBPART A GENERAL PROVISIONS 

Section 20. 1 Purpose .,' 
It is the purpose of these regulations to aEisure that 

criminal history record information wherever it cippears is 
collected, stored, and disseminated in a manner to ensure 
the completeness,; integrity, accuracy, and security of such 
~nformation and to protect individual privacy. 

Section 20.2 Authority. 
These regulations are issued pursuant to sections 501 

and 524(b) of the Omnibus Crime Control and SaIe Streets Act 
of 1968, as amended by the Crime Control Act of 1973, Pub. L. 
93-83, 87 Stat. 197, 42 U.S.C. 3701, et seq. (Act), 28 U.S.C. 
534, and Pub. L. 92--544, 86 Stat. 1115. ~ 

!I 

Section 20.3 Definitions. 
As used in these regulations: 
(a) "Criminal history record information system" means 

a system including the equipment, facilities, procedures, 
agreements, and organizations ·thereof, for,' the collection 1 

processing, preservation or dissemination of criminal history 
record information. '. 

,':;:.: .-= 

(b) "Criminal history record information" means informa­
tion colle9ted by criminal justicie agencies on individuals 
consisting' of identifiable descriptions and notations of arrests, 
detentions, indictments, informations,or other formal criminal 
charges, and any disposition ari$ing therefrom, sentencing, 
correctional supervision, and release. The term does not in­
clude identification information such as fingerprint records 
to the extent that such information does not indicate involve­
ment of the individpal in the criminal justice system. 

(c) "Criminal justice agency" means: (1) courts; (2) a 
government agency or any subunit thereof which performs the 

, administration of ,ciri"ininal j usticepursuant to a ,.statute or 
executive order, and which allocates a substantial part of its 
annual budget to th@ 'adminis,;cration of criminal justice. 

(d) The "administration of criminal justice" means per­
formance of any of the" fpllowirigactivities: detection, ap­
prehension, detention, pretr:j./al release, post-trial release, 
prosecution, adj:,udication 1 qprrectional supervision, orre­
habilitation of accused persons or criminal offenders. The 
administratj"onof criminal justice shall inclUde criminal u 

identification acti vi ties.and the collection, 'storage, and 
dissemination of criminal/ history record ') information. 

l 
.; 

I 
/ 1', ' 

It··''}£..' 
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(e) "Dispos.tt.ioIj" means information disclosing that 
"criminal proceedings have been concluded, including informa­
tion disclosing that the police have elected not to refer a 
matter to a prosecutor or that a prosecutor has elected not 
to commence criminal proceedings and also disclosing the nature 
of the termination in the ,proceedings; or informatiOon disclos­
ing that proceedings have been indefinitely postponed and also 
disclosing the reason for such postponement. Dispositions' 
shall include, but not be limited to, acquittal, acquittal 
by reason of insanity, acquittal by reason of mental inpom­
petence, case continued without finding, charge dismissed, 
charge dismissed due to insanity, charge dismissed due ,·to 
mental incompetency, charge stifl pending due to insanity, 

:1 

charge still pending due to mental inc9mpetence, g'uilty plea, 
nolle prosequi, no paper, nolo contendere plea, convicted, 
youthful offender determination, deceased, deferred disposi­
tion, dismissed - civil action, found insane, found mentally 
incompetent, pardonedy probation before conviction, sentence 
commuted, adjudication withheld, mistrial - defendant discharged, 
executive clemency, .placed on probation, paroled, or released 
from correctional supervision. 

(f) "Statute ll means an Act of Congress or State legis­
lature of a provision of the Gonstitution of the United States 
or of a State. 

(g) IIState" means any State of the United States, the 
District of Columbia, the Commonwealth of Puerto Rico, and 
any territory or possession of the United States. 

(h) An "executive order" means an order of the President 
of the United 'States or the Chief Executive of a State which 
has the force of law and which is published in a manner per­
mi tting regular publ.ic access thereto. 

(i) "Act ll means the Omnibus Crime Control and Safe 
Streets Act, 42 U.S.C. 3701 et seq. as amended. 

(j) "Department of Justice criminal history record in­
formation system" means the Identification Division and the 
Computerized Criminal History File systems operated by the 
Federal Sureau of Investigation. 

SUBPARTB - STATE AND LOCAL CRIMINAL HISTORY RECORD 
INFORMATION SYSTEMS 

Section 20.20 Applicability. 
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(a) The regulations in this subpart apply to all State 
and local agencies and indi~viduals collecting, '''''storing, or dis­
seminating criminal)J.istory record information processed by 
manual or automated ~operations whe.re such. collection, storage, 
or dissemination has been funded in who I.e or in part with funds 
made available -by the Law Enforcement Assistance Administration 
subsequent to July 1, 1973, pursuant to Title I of the Act.' 

(b) The regu,lations in this subpart shall not apply to 
criminal history record information contained in: (1) posta~s, '. 
announqements, or lists for identifying or apprehending fugitives 
or wanted persons~ (2) original records of entry such as police 
blotters maintained by criwinal justice agencies, compiled 
chronologically and required by law or long s·tanding custom 
to be made public, if such records are organized on a chrono­
logical basis~ (3) court records of public judic~al proceedings. 

. compiled chronologically; (4) published court opinions or pub­
lic judicial proceeaings; (5) records of traffic offenses 
maintained by State departments of 'transportation, motor veh­
icles or the equivalent thereof for the purpose of regulating 
the issuance, sllspension, revocation, or renewal of driver's, 
pilot's or other operator;s' licenses i (6) announcements of 
executi ve clemency. \,-' .'. 

, '-~ 
-::::::::.-:-

(c) 'Nothing in these regulations prevents a criminal 
justice agency from disclosing to the public factual infor­
mation concerning the status of an investigation, the apprehen­
sion, arrest, release, or prosecution of an individual, the 
adjudication of charges, or the correctional status of an 
individual, which is reasonable contemporaneous with the 
event to which the information relates .. Nor is a criminal 
justice agency prohibited from confirming prior criminal history 
record information to members of the news media or any other 
person, upon specific inquiry as to whether a named individual 
was arrested, detained, indicted, or whether an information 
or other. formal charge was filed, on a specified", date , .if 
the arrest record information or criminal record information 
disclosed is based on data excluded by paragraph (b) of -i::his 
section. 

Section 20.21 Prepara,i,:.ion and submission of a Criminal History 
Record Information Plan. 
A plan shall be submitted to LEAA by each State wiJthin 

180 days of the promulgation of these regulations. The plan 
shall set forth operational procedures to -

, {a)'Completeness and accuracy. Insure that criminal 
history record information is complete and accurate. 

(1) Complete records should be maintained. at a central 

IX-5 
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State repository. To be complete, a record maintained at. Cf 
central State repository which contains information that all " 
indi vil;:1ual has been arrested, and which is availabl.e for dis-.. (;) 
semination, must contain 'information of any dispositions occurring 
within the Sta,te within 90 days after the disposition has 
occurred. The above shall" apply to all arrests occurring 
subsequent to the effective date of these regulations. Proce­
dures shall be established for criminal justice agencies to 
query the central repository"prior to dissemination of any 
criminal history rec9rd information to assure that the most 
up-to-date disposit~1on data is being used. Inquiries. of a 
central State rep9~i.tory shall be made prior to any. dJ.ssem-
ination except iri'-,those cases where time is of the essence. and 
the repository is technically incapable of responding within 
the necessary time period. (2) To be accUl:;ate means tha.,t no 
record containing criminal histo~y record information shall 
contain erroneous information. To accomplish this end, criminal 
justice agencies shall institute a process of data collection, 
entry, storage" and systematic audit that will minimize the 
possibility of recording and storing inaccurate information 
and upon finding inaccurate information of a material nature, 

u shall notify all criminal justice agencies .known to have re-
ceived suchiriformation. . 

(b) Limitations on dissemination. Insure that dissemina­
tion of criminal history record information has been limited, 
whether directly or through any intermediary only to: 

(I) Criminal justice agencies, for purposes of the 
administration of criminal justicep.nd criminal justice agency C) 
employmenti . 

(2)· Such other individuals and agencies which require 
cr~minal history record information to implement a statute 
or executive order that expressly refers to criminal co'nauct 
and contains requirements and/or exclusions expressly based 
upon such conducti 

(3) Individuals and agencies pursuant to a specific 
agreement with a criminal justice agency to provid~ services 
required for the administration of criminal justice pursuant 
to thatc;tgreement. The agreement shall specifically authorize 
access to data, limit the use of data to purposes for which 
given, inSH.lre the security and confidentiality of the data 
consistent with these regulations, and provide sanctions for 
violation thereof i' ., 

(4) :J:ndividtil:lls and agencies for the express purpose 
of res.earch,~valuative, or statistical activities pursuant 
to an agreement with a criminal justice agency. The agreement 
shall specifically authorize access'to data, limit tl;le use of 
data to research, evaluative, or statistical purpose~, insure 
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tlie confidentiality and security of the data 
these regulations and with section 524(a) of 
regulations imp1ementi~g section 524(a) , and 
for the violation the;::~ofi 

" consistent with 
the Act and any 
provide sanctions 

(5), Agencies of State or federal goverhment which are 
authorized by statute or, e~ecutive order to conduct inves.tiga­
tions determining employment suitCilbi1ity or eligibility for 
security clearances allowing access to classified informationi 

(6) Individuals and agencies where authorized by court 
d 

~ or er or court ru1~. . 
,'i 

'I' I) 

(c) Genera~/po1icies on use and dissemination. Insure 
adherence to· tI;e jfo110~ing restrictic:ms:. . 

(1) Cr~mJ.na1 hl.story record ~nformat~on concern~ng :the 
arrest of an individual may not be disseminated to a non- .. 
criminal justice agency or individual .(ex,cept under Section , 
20.21 (b) (3), (4), (5), (6», if an interval of one year ,has 
elapsed from the date of the arrest and no disposition of the 
charge has been recorded and no active prosecutiBn of the charge 
is pendingi 

(2) Use of criminal history record2i.nformation dissem­
inated to non-criminal justice agencies under these regulations 
shall be limited to the purposes for which it was given and 
may not be disseminated further. \) .' 

(3) No agency or individual shall confirm the existence 
or non-existence of criminal history record information for 
employment or licensing checks except as provided in para-
graphs (b) (1), (b) (2), and (b) (5) of this> section. n 

(4) This paragraph sets outer limits of dissemination. 
It does not, however, mandate dissemination of criminal his""; 
tory· record informatior. to any Cilgency or individual. . 

(d) Juvenile records. Insure that dissemination of recorc:!..s 
concerning proceedings relating to the adjudication of a juven­
ile as de1i'nquent or in need of supervision (or the equivalent) 
to nen-criminal justice agencies is prohibited, unless a statute 
or Federal execu~iv~ order specifically authorizes dissemina­
tion '(yf juvenile records, except to the !?ame extent as criminal 
history records may be disseminated as provided in Section, 
20, .• 21 (b) (3), (4), and (6) • (~~/ 

(e) Audit. Insure that annual audits of a represen­
tative sample of State and local criminal justice agencies 
chosen on a random basis shall be conducted .by the State to 
verify adherence to these regulations and that appropriate \~ 
records shall be retained to facilitate such audits. Such 
records Shall include, put are not limited to, the 'names of 
all persons or agencies to. whom information is disseminated 
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and the date upon which such information is disseminatE~,;,d. 

(f) Security. Insure cqnfidentiality and security of 
criminal history record information by 'providing that wherever 
criminal history record information is collected, stored, or 
disseminated, a criminal justice agency shall -

(1) Institute where comput~ri:z:ed data processing is 
':'.:' employed effective and technologically advanced I.i,software and 

hardward designs ~,:'.,.prevent unal.lthori:z:ep access '\to such in-
formation; ,! \. '. '.' ' i 

, (2) Assur~:t!mit where computerized data processing 
is employed, the hardware" i.ncluding processor, communications 
control, and storage device, to be utili:z:ed for the handling 
of criminal history record information is dedicated to purposeS 
related to the,..3dministration of criminal justice; 

(3) Haire authority to set and enforce policy concerning 
computer operations .. ~ 

(4) Have power to veto for legitimate security purposes 
which personnel can be permitted to work in a de.fined area 
where such information is stored, collect,ed, or disseminated; 

(5) Select and supervise all personnel authorized 
to have direct access to such information; 

(6) Assure that an indf'vidual or agency authorized 
direct acces.s is administrativel~' held responsible for (i) 
the physical security of criminal history record information 
under its control or in its custody and (ii) the protection. 
of such information from unauthorized accesses, disclosures, 
or dissemination; 

(7) Institute procedures to reasonably protect any 
central repository of criminal history record information from 
unauthorized access, theft, sabotage, fire, flood, wind, or 
other natural or manmade disasters;, 

(8) Provide that each employee working with 'or having 
access to criminal history record information should be made 
familiar with the substance and intent of these regulations; 
and 

(9) Provide that direct access to criminal history 
records information shall be available only to authorized 
officers or employees of a crim~nal justice agency. 

(g) Access and reVieTJi. Insure the individual's right 
to access and review of criminal history information for pur­
poses of accuracy and completeness by instituting p~ocedures 
so that - ,. 'liJ 

(1) Any individual shallF::::uponsatisfactory verifi­
cation 0:1; his identity be entitled to review }'lithout undue 
burden to either the criminal justice agency or the individual, 
any criminal history"record information maintained about the 
individual and obtain a copy thereof when necessary for the 
purpose of challenge or correction; 
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(2) Administrative review and necessary correction of 
any claim by the individual to whom the information relates 
that tbe.information is inaccurate or incomp,lete is provided; 

(3) The State shall establish and implement procedures 
for administrative appeal where a criminal justice agency re­
fuses to corredt challenged information to the satisfaction 
of the individual to whom the information relates; 

(4) Upon request, an individual whose record has been 
corrected phall be given the names of all non-criminal justice 
agencies to whom the data has been given; 

(5) The correcting agency shall notify all criminal 
justice recipients of corrected information; and 

(6) The individual's right to access and review of 
criminal history· record information shall not extend to data 
contained in intelligence, investigatory, or other related 
files and' shall not be construed to include any other infor­
mation than that &efined by Section 20.3 (b). 

Section 20.22 Certification of Compliance. 
,,(a) Each State to which these regulations are applicable 

shall with the submission of each plan provide a certific;ation 
that to, the maximum extent feasible action has been taken to 
comply with the procedures set forth in the plan. Maximum 
extent feasible, in this subsection, means actions which'can 
be taken to comply with the procedures set forth in the.plan 
that do not require additional legislative authority or involve 
unreasonable cost or do not exceed existing technical abili.ty. 

',./ . 

(b) The certification sharI include -
(1·) An outline of the action which has been instituted" 

At a minimum, the requirements of access and review under 20.2l(g) 
must be completely operational; . ' . 

(2) A description of any legislation or executive"order, 
or attempts to obtain such authority that has been insid tuted 
to comply with these regulations; 

(3) A description of the steps taken toovercoule any" 
fiscal, technical, and administrative barriers to the develop­
ment of cQmplete and accurate criminal history record lnfor-
mation;' . 

(4) A description of existing system capabilit!{o'atid 
steps being ,taken to~upgrade such capability to meet the 
requ'irements of these regulations; and i 

(5) A listing setting forth a~l non-criminal justice 
dissemination authorized by legislation existing as of the . 
date of the certification showing the specific'categories of 
non-criminal justice individuals or agencies, the specific 

;) purposes or uses for which ~.nformation. may. be . dissemina,!:ed, 
~ and the statutory or execut~ve 6rderc~tat~ons. 
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Section 20.23 Documentation: Approval by LEAA. 
within 90 days of the receipt of the plan, LEAA shall 

approve or disapprove the adequacy of the provisiops of the 
plan ancfcerti:eication. Evaluation of the plan by LEAA will 
be based upon whether the procedures set forth will accomplish 
the required objectives. The evaluation of th~ certication(s) 
will be based upon whether a good faith effort has been shown 
to initiate anc1/o~> further compliance with the plan and regu'­
lations. All procedures in\\the approved plan must be fully 
operational and implemented 11)Y December 31, 1977, except that 
a state, upon written application and good cause, may be allowed 
an additional period of time to implement Section 20.21(f) (2). 
Certification shall be submitted in December of each year to 
L1!:AA until such complete:; compliance. The yearly certification 
shall update the information provided under Section 20.21. 

Section 20.24 State laws on privacy and security. 
Where a State originating criminal history record infor­

mation provides for sealing or purging thereof, nothing in 
these regulations shall be construed to prevent any other 
State receiving such information, upon notification, from 
complying with the originating Stat.~' s sealing or purging 
requirements. 

Section 20.25 Penalties. 
Any agency or individual violating subpart B of tbese 

regulations shall be subject to a fine not to exceed $10,000. 
In addition, LEAA 'may in.itiate fund cut-off procedures against 
recipients of LEAA assistance. 

SUBPART C - FEDERAL SYSTEM AND INTERSTATE EXCHANGE OF CRIMINAL 
HI STORY RECORD.·,INFORMATION - . ~--,..-,.;;:' ..;:.:..;,;.-..:...;;;=.....::...::.....:..::..:. 

)r 

Section 20.30 App1ica.bil,i ty. 
The provisions of thi.s subpart of the regulations apply 

to ,.?lny Department of Justice crim,tna1 history record infor-­
mati on system that serves c:r.iminaf justice agencies in twt.'l or 
more states and to Federal, state, and loqa1 criminal justice 
agencies to the extent that they utilize the services of 
Department of Justice criminal history record information 
systems. These regulations are applicable to both manual and 
automated systems. 

Section 20. 31 Responsibilities., 
(a) The Federal Bureau of Investigation (FBI) shall 

operate the National Crime Information Center (NCIC), the 
computerized information system which includes telecommun­
ications lines and any message switching facilities which are 
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authorized by law or regula~ion to link local, state and Fed­
eral criminal justiceagericies for the purpose of exchanging Ii 

°NCIC-re1ated information. Such info:r:'mation includes infor­
mation in the Computerized Criminal History WCH) File, a 
cooperative Federal-'sta't:;.e program for the interstate exchange 
of criminal history record information. COH shall provide 
a central repository and index of criminal histoFy:r;ecord in­
formation for the purpose of"'facilitating the, inter.Ei:tat~ ex­
change of such information among criminal jus-t.,ice a~jencies. 

o 

(b) The FBJ.:, shall operate the Identificatiohjbivision 
to perform identification and criminal history ~ec~rd infor­
mation,functions for Federal, state, and local drimina1 justice 
agencies, and for noncriminal justice agertcies ahd other entities 
where authorized by !<'edera1 statute, state st.atute pursuant 
to Public Law 92-544 (86 Stat. 1115), Presidential executive 
order, or regulation of the Attorney General o'f the United 
States. 

(c) The FBI Identification Division shall maintain the 
master fingerprint files on all offenders 'included in the NCIC/ 
CCH File for the purposes of determining first offender status 
and to identify those offenders who are'unknown in states 
where they become criminally active but known in other states 
through prior criminal hi~tory records. 

Section 20.32 Includable-offenses'. " 
(a) Criminal his'tory record informe;tiqn maiiitained' in 

any Department of Justice criminal history record:· information 
sys,tem shall include serious and/or significant offenses. 

\\"" 
.~-,.! 

(pt Excluded fl~Om such a system are arrests and court 
actions l:LmH:.ed only to nQI1serious charges, e. g., drunkenness I 
V~<;Jl:ancy f disturbing tne peaCQ 1 curfeW' vio1atien, loitering, 
false, f.ire a,larm, nor~sl?e,cific charges of suspicion' or investi­
sation, traff.ic~.Jib1clt:i:ons (except data will be included on 
a;rl;'ests for manslaughteI;':, driving under the influence of drugs 
o;r liquor, and hit' and run). Offenses committed by juvenile 
Offenders shall also ne excluded unless a juvenile offender 
is tried in court as an adult. D 

(c) The exclusions enumerated above shall not apply to 
Feder9-(l manual criminal histbryrecord information collected, 
maintained, and compiled by the FBI prior to the effective 
date of these' Regulations. 

Section 20.33 
mation. 

10) 

Dissemination 6f criminal history record infor':~ 

o 
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(a) Criminal history record information contained in any 
Department of Justice criminal history record information 
system will be made available: ' 

(1) To criminal justice agencies for criminal justice 
purposes; and 

..<; ~\", (2) To Federal agencies authorized to receive it pur-
suant to Federal statute or Executive order. I 

(3) Pursuant to Public Law 92-544 (86 Sta.t. 115) for 
use 'in connection ,with licensing or local/state elUp10ymentor 
for other uses only if such dissemination is authorized by 
Federal or state statutes and approved by the Attorn~y General 
of the united States. When no active prosecution of the charge 
i.s known to be pending arrest data more than one year old will 
not~\be disseminated pursuant to this subsection unless accom­
pai1:ied by information relating to the disposition of that arrest. 

(4) For i~suance 0:1; press releases and pUblicity 
designed to effect the apprehension of wanted persons in connection 
with serious or significant offens~s. 

(b) The exchange of criminal histdry record information 
authorized by paragraph (a) of this section is subject to can­
cellation if dissemination is made outside the receiving depart­
ments or related agencies. 

(c) Nothing in these regulations prevents a crimina;L/ 
justice agency from disclosing to the public factual infq'(rma­
tionconcerni1pg the status of an investigation, the apprehension, 
arrest, re1eC'lse, 'Oor prosecution of an individual, the adjudica­
tion of charges, or the correctional status of an individual, 
which is reasonable contemporaneous with the event to which 
.the information relates. 

" /~ . 
Secti6n 20.34 Individual's right to access criminal history 

record information. 
Ca) 'Any individual, upon request, upon satisfactory verifi­

cation of his identity by fingerprint comparison and uRon 
payment of any required processing fee, may review criminal 
history record information maintained about him in a Department 
o£ Justice criminal history record information system. 

(b) If; after teviewing hisidentificatibn record, the 
subjeqt thereof believes that it is incorrect or incomplete 
in any respect and wishes changes, corrections or updating of 
the alleged deficiency, he must make application directly to 
the contributor of the questioned information. If the contri­
butor corrects the record, it shall promptly notify the FBI 

'and, upon receipt of .such a notificai ton, the FBI will make 
any changes necessary in accordance with the correction supplied 

" by the con-tributor of the origin.a1 information. 

IX,-12 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



" ,i 

1"/ 'I , 

I' 
I 

to 

It 
I 
I 
I 
I 
I . 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
Ii 

Section 20. 3S National Crime Information center Advrisory 
Policy Board. . (:', . 
There is established an NCIC Advisory Policy B(:>ard whos~1 

purpose is to recommend to the Director, FBI," general policies 
wi t;h respect to the philosophy, 'concept and operational prin";" 
ciples of,NCIC" partiQularly its relationships with local alld 
state systems relating to the collection, process~~ng, storage I 
dissemination and use of criminal history record information 
contained in the CCH File. 

(a) The Board shall i?eocomposed of twenty-six member~, 
twenty of whom are elected by the NCIC users from across the 
entire united States,and six who ar~ appointed by the Director 
of the FBI. The six appointed members, two each from the 
judicial, the corrections" and the prosecutive sectors o!~ 
the criminal justice community, shall serve for an indeterminate 
period of time. The twenty elected members shall serve· for 
a term of two years commencing on January 5th· of 'each o.dd 
numbered yet'\r. c~, 

(2) The Board shall be representative of the entire crim­
inal justice community at the state and local levels and shall 
include representation from law enforcement, the courts, and 
corrections segments of this community. ',' 

(b) The Board shall review and consider rules, ~egula­
tions, and procedures for the operation of the NCIC. 

(c) The Board shall consider operational needs of crimiIlal 
justice agencies in light of public policies, and local, state 
and Federal statutes and these Regulations. 

(d) The Board shall review and consider securi~y and 
privacy aspects of the NCIC system and shall have a. ~tanding 
Security and Confidentiali~y Committee to provide input and 
recommendations to the Board concerning secm ... ity and privacy 
of the NCIC system on a continuing basis. . 

(e) The Board shall recommend standards >for paiticipation 
by criminal,. justice agenci€~s in the NCIC system. 

(f) The Board shall i'eport directly to the Director of 
the FBI or his designated .appointee .:' 

(g) The Board shall pperate within the purviewClf the 
Federal Advisory Committe~ Act, Public Law 92-463, 86J;Stat. 770. 

" 

(h) The Director, F~II, shall not adopt r~commendiations 
of the Board whicb would be in violation of these Regulations. 
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Section 20~36 Participation in the Computerized Criminal 
History Program. '. 
(a) For the purpose of acquiring and retaining direct 

access to CCH File each criminal justice agency shall execute 
a signed agreement with the Director, FBI, to abide by all 
present rules, policies and procedures of the NCIe, as well as 
any rules, policies, and procedures hereinafter approved by the 
NCIC Advisory Policy Beard and adopted by the NCIC. 

(b) Entry of criminal history record information into 
theGCH File will be accepted only from an authorized sta,te 
or Federal criminal justice cont.rol terminal. Terminal devices 
in other authorized criminal justice agencies will be limited 
to inquiries. 

section 20.37 Responsibility for accuracy, completeness, 
currency. 
It shall be (the responsibility of each criminal justice 

agency contributing data to any Department of Justice criminal 
history record informqtion system to assure that information 
on individuals is kept complete, accurate, and current so that 
all such records shall contain to the maximum extent feasible 
dispositions for all arrest data included therein. Disposi­
tio~s should be submitted bycr;i..minal justice agencies within 
120 day:;; after the disposition has occurred. 

Section 20 .• 38 Sanction for noncomplia.nce. 
The sl9rvices of Department of ~'\'ustice criminal history 

record information systems are subject to cancellation in re­
gard-to any agency or entity which fails to comply with t.he 
provisions ,of Subpart c. 

Dated May 15, 1975 

Edward H. Levi, 
Attorney General. 

Richard W. Velde, 
Admin.istrator, Law Enforcement 

Assistance Administration 
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CHAPTER X 

THE NEED FOR COMPUTER SECURITY 

As the manipulation of data has been relegated to machine 

control more and more, there has been an increasing number of inci­

dents involving the misuse of stored information. The most notorious 

of these incidents has been that of Equity Funding, in which dummy 

records were c~eated and stored ona computer system to pump up 

the "net" worth of the company. 

This event, however, was but one of the occurrences., For 

the period between 1964 and 1972, the Stanford Research Institute 

has noted a total"of 76 separate cases of sabotage, theft, copying 

data, tampering, masquerading, and fraudulent activities. Of 

these, 61% wereccases of theft and tampering with data alone. 

As an indication of the already expanded use of data 
" \\ 

"banks and other information storage and retrieval systems, one has 

only to look around him. Figure 10..1 gives an idea of the vastness 

of this use for o:11y a few s~lected agencies. 

As f~les such as these are expanded and new ones created, 

the necessary considerations for keeping the data as well as the 

system that manages it 'secure must be incorporated j,:rF~any EDP 
\J 

system. 

:;. 
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NO. OF FILE 
FILE MAINTENANCE AGENCY SUBJECTS 

Defense Department files 
Names of persons exposed to radiation 150,000 

Familyly;msing information system 465,000 

Civilian personnel data bank 55,000 

Defense industrial security programs 1,600,000 

Navy manpower and personnel management information 
system 1,400,000 

Justice Department files 
Civil disturbance file 13,000 

Or!ganized crime intelligence unit 200,000 
'h 

FBI's National Crime Information Center 95,000 

Other Government Agencies files 
National Driver Registration Service 2,600,000 

Passport applicants of law enforcement interest . 240,'000 

Banking Industry 
Bank of America individual accounts 14,000,000 

Bank of America personnel files 

Commercial Report Agencies 
TRW Credit Data 

Insurance Companies 
Mutual of Omaha - applicant health recordc 

Mutual of Omaha - benefit history files 

Mailing List Companies 
R. L. Polk & Company 
names and addresses on file 

College and Universities 

41,000 

30,000,000 

8,500,000 

5,000,000 

200,000,000 

University of Maryland Personal & demographic reco.rds 158,000 

Admission records 

Accounts receivable from students 

FIGURE 10.1 
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c) 

Provisions for Security 

Basically, system security is the protection against the 

accidental or intentional destruction, disclosure or modification 

by a person who is unauthorized to do so. 

Providing for this security canobe thought of as a three-

fold project. First, proper management of the computer facilities 

is a mus't. A part of the reason the Equity Funding scandal suc-
:1 ~:!' 

ceeded is that there was no overseer of the company's programm~rs. 

Several programmers were gi.ven the initial assignment at Equity 

of g~nerating model policies, for the company. . This included 

crfjating fictitious records as a part of the models. These 

modelled records were then sent to other programmers who were 

unaware that they were mere ~L11.odels, and the records were processed 

as though they were ac~ual data. In a properly managed plan~ this 

could not have been possible. 

In addition to the appropriate controls on the workers, 

care must be taka in deciding who is authorized to access a 

computer system, including its data storage. This encompasses 

I the installation and maint~nance of physical provisions for 

I 
I 
I 
I 

securing a computer system, which is the second of the three·· 

measures .. 
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Some measures fol;' m.atel;'ial' security include barriers 

preventing entrance to the actual computer area. Locks, gates, 

and alarms are already in use, particularly in applications where 

safety and security were a major concern even BEFORE the installa-

tion of EDP systems. Nowadays, restricting entry to a system 

involves not only such measures, but it incorporates the employ-
() ment of guard personneL-~;', check ID badges and oversee the use , 

",-' 

of the system to prevent any misuse. 

Devices that were originally designed to prevent acci-

dental data destruction now play at least a minor role in security. 

Magnetic tape, for example, utilizes a write-lock ring to prevent 

writing when the ring is removed. Similarly, most Disk Operating 

Systems, as well as those using other system resident devices, 

have WRITE LOCK or WRITE ENABLE switches that control the function 

permitted on that peripheral device. 

The final category of safeguarding a system is through 

the application of software to monitor access to the system. Such 

software can, of course, be totally hardware independent, or it 

can function with pe~ipherals designed expressly as protection 

devices. 

Peripherals of this sort are primarily devoted to uniquely 

identifying a user in order to permit or deny access to the system. 
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Systems already in use check punched or magnetic characters on a 

special card, such as those employed in the on-line operations 

just implemented for Master-Charge. In addition, 'there has been 

early research in detecting patterns in signatures, voiceprints 

and fingerprints. Measuring the length of a person's fingers, 

supposedly as identifiable as fingerprints, has drawn some 

interest. 

Naturally, the control of similar devices could be 

granted to system software of the right variety. At present 

such programs already hold a protection function. In telecommuni-

cations environments, some Input/Output Control Systems are 

responsible for encrypting data prior to transmission. For the 

most part, this encoding is done by adding/subtracting a random 

key number to the data at the transmission point. Upon reception, 
1-

the same key number is subtracted/added t.o yield the original 

data. While such a key number algorithm can theoretically be 

broken, it provides a degree of protection in that only sender 

and .receiver really know th,E? key. To prevent accidential 
l/ 

disclosure, the machine itself can be programmed to perform the 

encryption. 

Monitors in timesharing systems further serve in identify­

:' ing users and in recording the essentials of a users account (time 

used, cost and the like). When a user attempts to log Pento a 

X-5 



system, the supervisor usually calls a routine that checks a 
i;:;'" 

master file for the identifier ,or' user number ./If; it is a 
J 

(\ " valid number, the user's account is c~ecked to ~ee if his pass-

word is valid and his account is not overdrawn. 
i) 
J[f these checks 

are all r~ght, the user is permitted to continue; Where certain ,:1 

devices require serial processing and are protected by the use 

of passwords, a similar searqh routine is called so the monitor 

can deny or permit access. 

, A splendid example of such file protection exists by 

considering the use of protect (or access) codes. The PDP 11/20, 

manufactured by Digital Equipment Corporation, utilizes the protect 

codes as outlined in Figure 10.2 and demonstrated in 10.3. The 
'\ 

directo:r.y shown in 10.1. shows the files, their lengths, creation 

dates (in this case, the dates are default dates for the system), 

and the access codes for the disk area with a user identification 

code of (20,20). The protect code for the PDP is a three digit 

octal number in which the 6th and 7th bits indicate functions 

permitted the owner, and the bits 0-5 denote functions allowed 

other users using (20,20). The chart in Figure 10.2. explains the 

details of choosing a code to be assigned a file. 

X-6 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

:;:-. 

I 
I) 

I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
,I 
I 
1-

7th 6th 5th 4th 3rd 2nd 1s'l: 0 
BIT BIT BIT BIT BIT BIT BIT 

OWNER USER GROUP OTHERS 

OCTr1~L FUNCTI~NSPERMITTER USER 
NUMBER DELETE WRITE READ RUN 

,/' 

0 YES YES YES YES 

1 NO YES YES YES 

2/3 NO NO YES YES 

4/5 NO NO NO YES 

6/7 NO NO NO NO 

FIGURE 10.2 

DISK (20,20) 

DIRECTORY DK~: (2~,2~) 

,eJ1-Apr-74 ~----CREATION DATE 

RRFLIB.OBJ 
Iv1EBLIB.OBJ 
BAJ~7 .OBJ 
GLORIA.OBJ 
KSR .OBJ 
GLORII.OBJ 

TOTL BLKS: 
TOTL FILES: 

26 
24 
33 

8 
1 
8 

1,eJ~ 
6 

16-JAN-7~ 
17-JAN-7~ 
16-JAN-7~ 
17-JAN-7~ 
17-JAN-7~ 
19-JAN-7~ 

(233) 
Q.33) 
1:;.337 
/.2.337 
(233) 
(2317 

~PR~TECT C~DE 
I ;FILE NAME 

I 
I 
I 
I 

(i 

FIGURE 10.3 
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"Securi ty Check Lists 

Securing a computer system is one of the main concerns for 

management. A number of precautions to increase safety of organi-

zations that rely heavily on COl'hputers are often overlooked. A 

system can never be 100% secure but certain precautions may be 

listed that should be examined to determine the security of a 

computer system. The following checklists were completed by 

DCF Systems Ltd., 74 Victoria St., Toronto, Canada, and have 

appeared in various issues of COMPUTER WORLD magazine. 

I . ACCESS CONTROL 

1. Have a sirigle entrance to the operations area monitored 
by the receptionist or keep it locked. 

r 

2. Install a key lock, a cipher lock or a badge-operated 
lock on the door to the operations area. 

3. Issue badges with new encoding and change IQcks periodi­
cally. 

4. Identify all keys ",'to the operations area with a regis­
tration number, logged in a control book when issued, and 
marked with the words "Do Not Duplicate." 

5. Instruct the operations staff to memorize lock combina­
tions rather than write them on paper to avoia cOi11promisi~g 
the security measures. 

6. Establish a procedure to protect the integrity of 
the security system if an employee loses a badge or key. 

,7. Keep all service entrances to the computer center locked 
aft~r normal working hours, attach entrances to an audible 
alarm which sounds if any door is opened and inspect all 
entrances to make sure they are secure. 

a. Use sensors to detect magnets and to prevent::them ;from 
being brought into the computer center. 
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9. Locate the operations control area just outside 
the computer room but adjacent to it. 

\':::' 

10. Protect the computer input and output areas with a~~c 
glass partition, a teller's cage pr passthrough window. ~ 

11. Maintain a log of all deliveries to and pickups from 
the computer center, showing the date and time, description 
of the materials and employee authorization. 

II. INPUT AND OUTPUT CONT~OL PROCEDURE 

0' 

1. Establish a procedure for sUbmitting jobs to the computer 
room, such as having users fill out a job request card con­
taining their name and department, the account number,to 
which the job will be charged, a time estimate of the job, 
and operator instructions. 

2. Delegate to an I/O control clerk responsibility for: 

a. Recording receipt of input data, as well as input 
control totals, in a control log. 

b. 

c. 

d. 

f. 

g. 

h. 

Insuring that corrections are marked off in '::a: 
log when they are re/entered into the system. 

{{ 
Insuring that. reject\::lons from the processing 0 . \"-..-' cycle are entered 1nan error log. 

Expediting important jobs. 

Assuring an effective and efficient work ,.f1ow into 
and out of the computer room. 

Reconciling output control totals to. input to:!=-g"ls .c<·'" 

Checking the quality of output re:Eo~t$. 

Distributiqg repqrtsto 'aUt.horized recipients. 

3. Retain original.'Jnput documents in some fprm to serve as 
backup or as proof ih the case of fraud, and store them in a 
secure location. 
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\J 

4.- store blank forms in a secure location before they ate 
used! and establish procedures to control their usage and to 
record destroyed copies of sensitive forms such as checks. 

( '~ 

5. Maintain additional supplies of forms used in critical 
jobs, so that operations will not be delayed after a disaster 
while waiting for a new supply. 

6. Distribute output reports quickly after completion, 
and store them in a secure location until they can be 
distributed. 

7. Periodically review and qpdate lists of authorized 
recipients 'of output repor1:s. 

8. Establish stringent controls on the method of distri­
buting sensitive reports to other geographical locations. 

9. Retain copies of key output 'reports as backup either 
in their original form or on microfilm. 

LIBRARY PROCEDURES: 

1. Limit access to the library by keeping the door 
locked at all times or by assigning a full-time librarian, 
or an o1?erator after normal working hours, to monitor access. 

2. Prohibit programmer access to production tapes on disks 
or documentation without written authorization. 

3. Maintain a log of programs and data files in the library. 

4. When not in use, store all programs and data files in a 
locked safe or cabinet whose locks or combinations are 
changed periodically. 

5. Ins,truct the librarian to release programs and files 
only wh.e~ computer runs are authoriz~d and scheduled. 

, / 

'6. Have the :J.ibrarian record the return of programs and 
files after computer runs, thereby providing a record of 
thei~ usage and a cross-reference between tapes or disks 
and computer runs. 
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IV. 

7. Establish special stringent procedures forvobtaining 
sensitive files from the librar:y-. 

r::~ 

8. Use tape reels and disk packs which have special labels 
which can be detected by a sensor in order to prevent 
theft. 

COMPUTER ROOM OPERATING PROCEDURES 

1. Consider using special printers or~, output terminals 
to handle the printing of sensitive data, such as salary 
data or market forecasts, and consider having a representa­
tive of the user department and the computer room shift 
supervisor present. 

2. Supervise computer operations at all times to insure 
that no operator can use your computer equipment and time 
to run jobs for outsiders without your knowledge~ 

3. Establish procedures for preauthorization of all 
overtime use of the computer equipment I programs, baBes .and 
disks. 1.1 

4. Insure there are oper~ting instructions for every job 
in the computer center, that they are properly updated When 
changes are made, and that they'are frequently reviewed 
by the shift supervisor to insure that standards are being 
maintained. 

5. Clearly document rerun procedures for each system to 
reduce the possibility of operator error. 

6. Schedule all computer processing for operational systems 
to reduce peak work).oads and thereby reduce th~, risk of 
operator error. 

7. Delegate to a production scheduler or controller the 
responsibility for dispatching jobs to the computer room, 
recording which equipment is used, what time the jpb ~s 
submitted and what time it is completed, and for folJpwing 
up data not yet received when '~ job is sCheduled. 

8. Record the progress of jobs through the compute:t: rOOm?~l 
a run control log showing estimated versus actual times.t_r~tuns, 

.. errors, restarts and interruptions. ,k" '" 
~ " 

/1 

[\ 
)j 
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v. 

,.:... 

9. Insure tha.t all systems provide a set of standard 
messages and instructions 'to the operator u~?er various 
condit~on~, thereby reducing the requirement for the 
operator to make decisions. 

10. l1'stablish procedures to protect the computer .during 
off"-shift hours, such q,s: locking computer ro?m doors, 
having security guards check all cabinets and ~oors to 
make sure they are locked, giving guards a list of authorized 
off-shift personnel, keeping a log of off-shift computer 
users, recording meter readings before arid"~fter off':"shift 
hours. 

DATA SECURITY 

1. Screen requests for new applications tp determine their 
legiti~acy., and to petermine if continual use of the system 
by a given user yields more in~9rmation than he is entitled 
to have. .l' 

2 .. Use techniques sudh as verifying key input fields, 
balancing input fields to predetermined totals, using computer­
generated input, and writing edit routines to check the accuracy 
and completeness of data. 

r'-}. 
3. Design system with adequate internal program controls to 
insure the accuracy of data and the correctness of com put a­
tions. '" \\ 
4. Maintain counts of the records on file beflbr(-~ and after 
piocessing, and reconcile file control totals for individual 
computer runs with transaction and input control, totals. 

5. Compare output control totals with predetermined totals 
to insure that no records were lost during processing. 

6. Design systems with exception reports of transactions 
rejected py the system. 

7. Design systems with helpful console error. messages. 

(; 8. Insure that programmed controls are not being over-:-
.- ridden, by performing- periodic audit tests of the system. 

') 
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9. Provide the intern'al audit group with a copy' of all 
operational program documentation for computer systems 
and notice of all system changes. 

]'0. Maintain an inventory of all tapes, disk files, programs 
and supporting documentation; update it regularly as system 
changes are m~de; and audit the inventory periodically. 

" , 

11. Reep periodic tests of production programs, program 
dumps or traces and transaction journals to provide an 
audit trail of computer systems. 

VI • VITAL RECORDS PROGRAM 

1. Have the internal audit department determine the specific 
importance and sensitivity of all records. 

2. Assign responsibilities to assure that information which 
is necessary toreconstruct_, the vital records of the 
organization is always up-tb-dateand readily available. 

3. Have the internal audit department designate the files 
to be considered vital to the organization and, therefore, 
to be protected by: 

On-si te protection, such as three-genera't.ion backup 
for magnetic tapes, vaults or special filing cabinets. 

Duplication of records' onto media /!stich as paper, 
magnetic tape or microfilm. ' 

4. Maintain an inventory of vi tal informtlltion needed to 
recreate data and operate a backup facility (for example, 
v,;i. tal applications, equipment configuration, engineering 
change levels, operating system and version, program library, 
data files, programs and program documentation, operating 
documentation, supplies and other materials required for 
immediate recovery processing). 

5. As new systems are created and existing systems altered,' 
create new back-up for these programs and the associated 
documentation promptly, and store ,i tat the backup location. 

" 
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VII. PROGRAMMING CONTROLS 

1. Supervise your systems and programming personnel in the 
careful design, testing and maintenance of programs. 

2. Establish standards for designing, programming, testing, 
documenting and op~.:rating systems and periodically review 
programs and docume;;ntation to ensure that standards are 
being met. 

3. Establish a procedure for authorizing all program changes 
and formally approving the changes before they become opera­
tional. 

4. Keep a record of all changes to programs, the reasons 
for the changes"dates of the changes, the authorization, 

,) their effects on the program and cross-reference to other 
programs that might be affected; notify users of the changes; 
and have management review this change record periodically. 

5. Establish controls to ensure that the review and 
approval procedures are not being bypassed, for example: 

a.Control final program assemblies so that only the 
approved program is installed. 

b. Periodically compare disk programs to control copies 
on another medium. 

c. Include with output a listing of the job control 
language to ensure that an unauthorized program has not 
been executed. 

d. Keep a tight control over the access to, and use 
of, programs and files by systems analysts and programmers. 

e. Review the software library periodically to ensure 
that a complete set operating documentation exists for 
all applications. 

VIII EQUIPMENT REPAIR 

I 
I 
I 
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1. Review statistical records of equipment utilization, job 
accounting and on-line activity, such as input and G!utput I' 
volumes, processing and turnaround times, in order to anti-
cipate overloading and to ensure acceptable operating performance. 

I 
I 
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2. Consider monitoring computer usage by separate console 
in a secure area. 

3. Run periodic tests on equipment to spo,it malfunctions; 
for example, before critical jobs are run. 

4. Follow the 
specifications 
the equipment. 

manufacturer's recommended environmental 
and schedule of preventive maintenance for 

I' 
i! 

(( 
, \,1 

5. Clean or change air conditioningd filters periodically 
as specified by the manufacturer. Use Underwriter 
Laboratories Class 1 filters. 

6. Clean magnetic tapes and drives periodically as 
specified by the manufacturer. Use a nonflammable solvent. 

7. Note defective areas on tapes and disks encountered 
during computer operations; keep a log of such defects 
and use a tape tester periodically to identify defects on 
tape. 

8 ... ; Record each end-of-job on the console log along with 
the operator's comments as to successful completion or any 
unusual event which occurred. 

9. Record all hardware and software "crashes", stating 
the reason, the time)1 the remedial action, whether a core 
dump was taken and who made the entry. 

10. Retain the console log sheets for at least one year. 

11. Instruct the senior shift supervisor to review~the 
console log sheets daily to detect improper operating 
procedures, suspicious reruns or unauthorized runs. 

Data Securina Enaineering 

As the utilization of aptomated data systems increases, 
-!_--" ~~-. 

n 
U 

there will be an increasing concern for'i'J.m-r1Jdg:s interactions II and 

the engineering' and programming capacity to d,eal with it. (5) 
\) 

To 

stave future episcldes of Equity Funding , aUditing and control 

',) 
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programs are being developed. Cullinane Corporation has already 

marketed an EDP Auditor and a Culprit package that uses a series 

of monitor programs to control access to their systems. 

To prevent physical tampering, ,basic designs have been 

altered in a few cases. The Basic Computing Arts, Inc. of Palo 

Alto,' California, markets a sys'J:em comprised of ,a minicomputer and 

a larger host computer (an IBM 360 or 370). This Data Sentinel 

has the minicomputer sealed in a "tamper-proof" case and tapped 

with alarms and a single relay to the host. In this case, the mini­

oompU'te;t:' t;e.forms,:the guardian functions of user identification and 

checking the legitimacy of all software. One of the singular 

applications of this system, installed at the Crocker National 

Bank in San..Prancisco, authenticates.software by a check sum 

algorithm and comparing this sum t;o a stored total input when the 

software is first implemented. If the two sums. check, the program 

is permitted to be executed by the host computer. 

One of the systems now lauded as extremely secure did not 

even b~gtn as a security concern. Honeywell's MULTICS system, 

developed in conjunction with MIT and the'Bell Labs and now 

available on the' Honeywell 6184, has a file structure that 

providE?s the added security now hailed. In this system files 

are divided into segments and arranged hierarchically in concentric 

circles. 'rhe innermost rings, containing the monitor and vital 
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system software, is accessible only by the wuLTICS system itself. 

Outer rings are available for users. By selecting the appropriate 

access code (and thereby the 'Segment) a user determines the 

degree of file protection desired. 

Advancements such as these will no doubt continue; however, 

careful analysis of a systems needs is necessary since cost~ 

increase as security measures are implemented. For example, the 

MULTICS system, including CPU and a number of peripherals, can 

cost llPwards of $1.5 million. Furthermore, as checks of users 

to determine accessibility increase, the efficiency of a system 

is decreased due to the time necessary for table and file searches. 

In addition, with the implementation of federal laws governing data 
, '/-

prote~:ion, file sizes will no doubt increase, thus requiring 

more sb;.' ,':age devices • Soon , files on persons (data banks, credit 

bureau~, etc.) will be forded to contain source list~ng, creation 

dates, list of those eligible to access that file, and other related 

information. It has been estimated that, considering such required 

information and a probable growth in numbers of files of 10%, 

the files on people in existence would double ip size in only 

seven years. 
1/ 

Considering the present clamor over protecting data systems, 

it is hardly necessary to expound 9n its importance. Effective 

data security engineering is and will be of great concern to all 

who use EDP systems 
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CHAPTE.R XI 

COMPUTER CRIMES 
I 

Cropping up with dist.urbing frequency is a new brand of 

criminal specializing in theft by computer. The computer, in the 

hands of skilled operators bent on theft, fraud or sabotage has 

become a major crime problem for business and government. In 

fact, experts believe that illegal use of computers is the fastest 
.. , 

growing type of white-collar crime. Computer-related crime is 

difficult to detect. It is more profitable, less dangerous, and 

easier to commit than many other kinds of criminal activity. 

The range of qrimes made possible by computers runs from 

simple embezzlement to destruction of official information 

stored on data banks. Computer criminals have stolen trade secrets, 

valuaple equipment and millions of dollars from banks, private 

companies and government agencies. Also, comput'ers make excellent 

partners in crime because they do exactly what they are told and 

can be programmed to cover their tracks completely. Types of 

fraud most easily accomplished'with a computer include disburse­

ment" i~ventory and payroll fraud. 

Disbursement Fraud 

Disbursement Fraud has accounted for more embezzlement 

losses than all others. This scheme is quite simple, "your company 
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is fooled into paying for goods and sel:'vices that it did not 
(I 

receive or did not receive in full measure." 

A perfect example of this -scheme is the Equity Funding 

Scandal where over a million dollars was embezzled. This was 

the biggest insurance swindle and one of the biggest swindles qf 

any in history. In one of its subsidiaries, 58% of the 97,000 

policies listed on the books were nonexistent. Also, on Wall 

Street, Eq~ity Funding's more than 7,000 stockholders wer~ in 

danger of losing at least $114 million; based on the deflated 

price of their stock. The greatest fact of this incident is that 

neither standard aUditing practices nor Wall Street analysis was 

sophisticated enough to detect it. Equity Funding's fraud went 

to the extent of programming fake death certificates into the 

computer, to cover the fraud trail further. Investigators found 

,an office with 10 employees whose job was to simply forge docu-

ments. 

The common characteristics in most disbursement frauds 

is that ·the embezzle:r has to have inside help, someone who 'has 

access to the accounting files and is able to manipUlate them. 

In other words one must be a responsible and trusted employee to 

make this scheme work. 

Inventory Fraud 

Inventory Fraud is generally easier than disbursement 

fraud since it is easier to convert goods to cash than it is to 
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cash checks. Computerized inventory systems lend them-
1\ 

selves to pen~\tration for two basic reasons: they account for a 
\\ 

large amount o\~\~ materials, and the ,controls on access systems 
\. 

are normally lax. 

To demonstrate that size is of no factor, consider (oa 

recent Boxcar theft as an example. Employees of Pen Central Rail-

road alleged+y manipulated the inventory files to shuttle out 23.7 

boxcars. The employees altered the inventory files to reflect 

that the cars were either scrapped or wrecked when they were 

actually shipped to another company's yard and repainted. 

Sales Manipulation 

Sales manipulation is the manipulation of shipments, 

sales, and billing procedures. The embezzler confuses his company 

into: 

shipping a product to a customer without sending the bill, 

shipping one thing and billing the customer for something 
else, 

billing a shipment. at the wrong price, 

granting improper credits or adjustments on returned or 
damaged products, 

manipulating the sales commission allowance.$, and discounts 
on merchandise shipped. 

An example of this type of inventory fraud is the Pacific 

Telephone Company rip-off. Twenty-one ~ear old Jerry Neal Schneider 
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broke the security code of Pacific Telephone and was able by 

Touch-Tone telephone to place large orders of equipment. In­

vestigators found $100,000 in stolen equipment and said that 

Schneider was involved in the thefts for 5 years. Schneider 

served forty days in jail, and is now into the business of 

advising clients on how to prevent computer thefts. 

The common characteristic of most inventory frauds is 

that almost every embezzler sets up his own legitimate company 

to sell the merchandise. 

A suggestion for preventing inventory fraud is to have 

a complete personnel department check of employees and to juggle 

responsibilities between employees. A complete securitTche-ck 

on the ethics and responsibilit~es of the employees should be 

conducted. This is costly but not as costly as illegal entry 

into your system. 

Payroll Fraud 

Payroll fraud is the act of padding the payroll with 

nonexistent employees and/or leaving former employees on the pay­

roll afier termination. 

An example of this occurred when an employee at "the 

welfare department entered fraudulent data into the payroll system 

and stole $2.75 million. He entered a fictitious work force 
o 

identified by fake social security numbers. The fake employees 
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were processed and each paid. The conspirators were 

by accident when police discovered a batch of over a 

uncove:r;.ed' 
I,!. 

hundred\' 
II 

If 

fraudulent checks in a car. The companies had f9:~infil trated 

from within. Trusted employees were the embezzlers and had access 
':.'.)-, 

to manipulate the files. 

For a larger company it is hard to keep track of all of 

the part time employe~s that they hire. A responsible personnel 

department would be greatly needed in this case. The department 

musv,keep thorough files on all employees and if extra help is 

hired they must be thoroughly recorded into the system., The 

delivery of the checks to the employees should be orderly and 

. security should be tight. When picking up checks, employees 

should be required to identify themselve,s and sign for their 

checks. All checks should be accounted for when they are pro-

cessed and delivered to the correct person. As further examples 

of computer crime, consider the following: 

A chief teller at a branch of the Union Dime Savings 

Bank in New York was charged with embezzling 1.5 million dollars 

from the' bank's deposits. He was caught when a bookie was 

raided and it was found tha't the teller had been gambling up 

to $30,000 a day. He was making $11,000 a year at the bank. 
o 

An insurance company employee h~ard that he was going to 

be laid off, and programmed the compu·ter to automatically erase' 

the payroll tape when his employee identificatio~ number was',~,:·~1 
!~:J 

dropped, resulting in a huge expense for tpe company. 
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In another case f in Salinas, California i an accountant 

embezzled $1,000,880 from his company by recording higher pay-

ments for raw materials in the company computer than the company 

actually paid. He arranged for the computer to place the excess 

cash in his own dummy companies, and "then programmed it to advise 

him how much money he could withdraw from those companies without 

raising suspicion. He was caught six years later when greed drove 

him to start making withdrawals of $250,000 a year. 

A Washington, D.C., man takes the prize for elegant and 

successful simplicity. He pocketed all the deposit slips at the 

writing desks of the Riggs National Bank and replaced them with 

his own electronically cod~d forms. For three days, every cus-

tomer who carne in without a personal slip and used one of the 

"blank" forms was actually depositing money into the thief's 

account. 
\\ 
\\ 

Computer Criminals 

Now let's take a look at what sort of people are involved 

in computer crimes. Donn B. Parker of Stanford Research Institute 

says that they are young and intelligent, usually between 18 .and 
\\ 

30 years of age. They usually are not professional criminals. 

They are outwardl:;,:, loyal and trustworthY=i)nd have never been in 

trouble with the law. They were in trusted positions before they 

committed their crime and are highly motiv?ted and seem to be 

challenged by the prospect of heating a complex system and 
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overcoming protective devices, as much as by any monetary reward. 
o 

Many computer criminals strongly believe that any information 

found unprotected in a computer is in the p~blic domain and can 

be utilized by-: anyone who discovers it. Others rationalize that 
) 

stealing from large corporations is "not really a crime. 

what the criminals are like has not s01ved the problem~ 

Knowing 

Mr. 

Parker says that spotting the crook before he comm£}s a crime is 

next to impossible. 

For computer experts, this is the most disturbing aspect; 

of the computer crima wave, that most of the culprits \have been 

caught by accident. What makes these criminals so hard to catch is 

the extraordinary complexity of the computer programs themselves.; 

The only sure way of detecting manipulations of such programs would 

be to devise another computer program capable of auditin~ the ma-

chines' internal operations. Unfortunately, no one in computer 

research today knows how to write such a program. Mr. Parker 

guesses that the ratio of undiscovered to discovered crimes may 

be on the order of a hundred to one. 

For the time being, computer companies are restricted 

to improving the security systems inside their computers. Honey­

well has devised a scheme called MULTICS, that restricts the ,total 

amount of information available to any individual user of a 
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computer system. In. 1972, IBM began a $40 million, five-year 

progJ:am to improve its data-security systems-" The National Security 

Agen.cy and the Advanced Research Projects Agency of the Department 

of Defense are conducting independent research on protecting 

military and classified data stored on federal computers. More­

over, the problem has given rise to a peripheral data-security 

industry made up of over 20 private companies. Computer manu­

fa,cturers are trying to develop systems that will be more resistant 

to manipulation. The consensus of the experts seems to be that 

it is possible to design penetration-proof operating systems, 

but that they are not likely to be commercially available in 

1a:rge systems in less than four years, at the earliest. Then they 

will have the problem of deciding what to do with the existing sys­

tems. Some advocate the use of separate minicomputers and software 

as gatekeepers, to handle the chores of user identification and 

access control. The main purpose is to remove these sensitive' 

functions from the intricate maze of a main operating system. A 

number of companies are working on devices that will recognize 

personal insignia such as the shape of a hand or the unique motions 

an individual makes as he signs his name. While some companies are 

showing more and more interest in these nevI developments, other 

manufacturers contend that it's pointless to bring out systems 

capable cf resisting sophisticated attack unless their customers 

adopt better physical security measures in their own installations, 

as well as better screening of computer employees. We 
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approach the problem of computer security in more detail in the 

next chapter. However, a brief list of computer crime prevention 
~ 

tips are to: 

Limit the number of employees who have access to 
the data stored in the computer. 

Switch computer users frequently to different 
machines and programs. 

Separate computerized check-writing operations from 
the departments that authorize checks. 

Use secret passwords to gain access to different 
computer programs and change the passwords often. 

Be sure the computer is programmed to sound an alert 
automatically when repeated attempts are made by 
computer users to enter incorrect passwords. 

Adopt procedures whereby those uaing the system have 
to enter their names or initials each time they have 
access to the system. 

Random monitoring of computer transact~ons. 

Provide detailed accounting of computer-usage time. 
If a job begins to take twice as long, analysis 
may indicate it is because the program has been 
modified to tamper with data files. 

I A last approach for controlling computers crime is for companies 

I 
I 

I 
I 

to report the crimes and for the law to administer harsh punishment. 

,Some banks and companies admit that when an incident is discovered, 

the corporate victims try to avoid the embarrassment and loss of 

confidence that publicity might bring. 
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About 85% of detected frauds are never brought to the atten­

tion of law-enforcement people. What often happens is that the 

offender, once detected, is required to make restitution and 

then leave - sometimes even getting severance pay and letters 

of reference to speed him away. 

Without adequate punishment the computer criminals will 

never be stopped. The electronics expert in Los Angeles, having 

served 40 days for his thefts from Pacific Telephone and Telegraph, 

is now back in business, advising clients on how to ~ecure their 

computers against illegal entry. 

XI-lO 

I, 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
" I""' 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
"I 
I 
I 

(1) 

(2) 

(3) 

(4) 

(5) 

(6 ) 

(7) 

BIBLIOGRAPHY 

Alexander, Tom, "Waiting for the Great Computer Ripoff", 
Fortune, July 1974, pp. 143-150. 

"Conning by Computer," Newsweek, April 23, 1973, pp. 90-91. 

"Key-Punch Crooks," Time, December 25, 1972, p. 98. 

"On the Coast-to-Caost.Trai1 of Equity Funding,1I Business 
Week, April 21, 1973, pp. 68-72. 

"Spotting ·the Computer Crook", Science Digest, October 
1973, p. 39. 

"The Computer Thieves," Newsweek, June 18, 1973, pp. 109-112. 

"Using Computers to Steal - Latest Twist in Crime," News and 
World Report, June 18, 1973, pp. 39-42. 

XI-Il 



;:;:~ 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

COMPUTER DATA STORAGE 

(An Example) 

One of the crime analyst's biggest jobs is the organization 

of data for analysis. The electronic computer may be of most 

use to the analyst as a data storage and retrieval system. By 

use of the speed at which data can be recovered from the storage 

devices and by using the programming languages of the computer 

to sort information prior to print out, the analyst can save 

many hours of "clerical" work and concentrate on analysis 

and interpretation. 

Figure 1 is an example of how a computer can "converse" 

for input of data on a burglary. The information typed by the 

person entering data is underlined. Keep in mind that a computer 

programmer is responsible for the conversation. We do not want 

to'give the impression that the computer is really "talking". 

Notice how easy it is to enter a report to the computer's file. 

In practice, a simplified code similar to those previously 

discussed, would most ::?robably be used in order to speed up the 

data entry. 

Figure 2 shows how a computer can sort information out of 

a file, based upon input from the analyst. Again the entry is 

conversational and easily understood. 
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BASIC 
GO: 
a..D OR NI!;W FILE: POL ........ QLD 
FlL E NAME;: POL ICE 
FlLE IDENTIFIER OR "RESTART": 7928 

COPI ED FIL E POL I CJ? 
REAfJf 
BE.ADPF 4016 POL FIL E 

COPIED FILE POLFILE 
REArJ{ 

Blli. 
POLICE RECORDS: VERSION 041775 
R..EASE ENTER TIiE: CODE TO ACCESS THI S PRUGRAM. ~ 
DO yOU WI S'H TO ADD A RECOED? .:L. 
POL I CE RECORDS: IN SEFlTING f 
INTO WHI CH DI 5TH I CT DCl yOU WI SH TO IN SERT THE RECORD (l-£D 1 4 
INSERTING INTO Dl ST1U CT 4. 
FLEASE ENTER 1HE 1'YPE OF RESl DENCE AS FOLLOWS: 

I. APAFl'IMENT 
20 SINGLE FAMILY HOUSE 
3. Ml.!LTI-FAl.'1ILY HOUSE 
40 TRAILOR 

~ 
B-J'TER THE LOCATION (MAX. 1 LINE) .. 
38J7 NOETH 16TH SIBEET 
B\JTER 'THE DAYS OF 'l'HE WEEK 'WHEN THE CRIME TOOl( PLAC& 
USING THE FOLLOWING CODE: 

10 SUNDAY 20 MONDAY 3. TUESDAY 4. WEIN ES DAY 
s,. IHUFSDAY 6. FBI DAY 70 SATURDAY 

, 
.. 1WTER A TWO DIGIT NUMBER WITH 1HE. FIRST DIGIT BEING YlHEN 

111E CRIME MAY HAlVE STARTEna. AND THE: SECOND WHEN I TIS 
8ELI EVED TO HAVE STOPPED.. FOR EXAM FL E'~ I F THE CRIM F MAY 
HAVE OCCURED ANY1"IME BETWEEN MONDAY AN D fBI DAY, nUN TI-IE 
roDE WOULD BE AS ~100LLOWS: 26 
~ 

B\JTER THE TIME wHEN THE CRIME MAY HAVE BEGW AND niE TIME 
\VHEN IT STOPPED (Mr,LIIARY TIME). EX: 1700,1900 
1000,2100 
SlTER 'mE DATE WHEN THE CRIME BEGAN IN niE FOLLOWING FOR1: 

EX AM r?t. E:DD, MM" YYYY 
14 ... 9 ... 1954 WOULD BE SEPT. 14 ... 1954. 4,4.t 1975 

Figure 1 
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+. 
Xl CKED.IN mE BACK DOOR. 
'NOW INPUT COMM'ENTS (VEH! CLEP SUSPECT). MAXIMUM 50 
CHARACTERS PER LINE." 5 LINES. IF YOU DO NOT NEDD ALL 
5 THE TYPE A ' .... ON EACH LUIE. 

+ 
VEGc-HI CL E: WI TE M lJSTANG 
SUSPECT; SUT .... ~TUDENT OF SOUTHWEST TEXAS STATE .. 

1'eTAL VAL UE OF STOL EN ART! CL ES = $200. 

VERI F'Y YOUR DATAo 

REPORT 

-~-~-----------~~----~----------~-~------------------------~----
Dr STRICT RES! DENCE DAYS TIME DATE 

----------------------------------------------------------------
4 TRAILOR FRI­

SAT 
1000 AM .. 
900 PM .. 

4 4 1~ 75 

-----~----------------------------------
ADDRESS : 3817 NORTH 161H STREET 

ENTRY :KI CKED IN 1HE BACK DOOR. 
COMMENT :VEHICLE: ~HTE MUSTANG 

: SUSPECT: SSTUDENT OF SOUTHWEST TEXAS STATE. 

· · : TOTAL VAL UE OF SIOL EN ARTI CL ES = $2000 

· · 
------~-~----~---------.----~---~-------

00 yeu WI SH TO IN SEFIT 'mE RECORD INTO THE FIL E1 
NOT IN SERTING! 

N -

Figure 1 (Continued) 
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ro YOU WI SH TO ADD A ,RECORD? li. 
r.o yoU WI SH TO Wl'lH DRAW INFOFl'1ATI ON? Y 
WE ARE CURREN1LV AELE TO SORT RECORDS ON 7 ITEMS. 
veu MAY SORT ON JUST 1 OR YOU MAY SORT ON ALL 7 OR 
VOU MAY SOBT ON ANY NtM13ER IN BETWEFJIJ <I 

'WHEN I ASK I F yOU WI SH TO SORT ON A CERTAIN ITEM FL EASE 
RESPOND WITH YES OR NO. 
D! STRI CTS?!i 
RESl DEN CE?lL 
DAYS OF 'tHE WEEK? r. 
ENTER THE CODE AS FeLLOWS: 
10 SUNDAY 2. MON DAY 3 .. TUESDAY 
5. n1URSDAY 6. FRIDAY 7. SATURDAY 
INPUT A nJO Dl (;1 T NLM BEB. EX. 26 = MON- FRI 
'IlM E? .tL 
DAY OF '£HE DATE? J:L 
MON TH 0 F 'n-I E DA TE? ..H. 
YEAR OF 1'J-tE DATE? li. 
INPUT OF INFORMATION COMFLETE! 

REPORT 

4. WEIN ES DAY 

34 
"-

------------~---------------------------------------------------DI STHI CT RESIDENCE DAYS TIME DATE 

---~--------~----~---------------------------~-------- ----------

APART. StN­
SAT 

1 AM. 
(200 FM. 

----------------~~~---------------------
ADDRESS: 516 BROADWAY .. CORPUS CHRI STI 'IX. 78415 

ENTRY :BROKEN LOCK ON TIfE SIDE DOOR. 
COMMENT; VEHI CLE: 1968 FORD CONVERTABLE 

: SUSPECT: 2 WHI TE MAL E.S. 

1975 

; 'l1lE PEOR. E WERE ON VACAiI ON. THEI R NEI GHBORS 
: SAW TWO MEN l.OOKING AROON D '!HE YARD ABOUT 
:NOON "!HE DAY BEFORE .. 

-------------~---~--.-------------------

5 HOUSE MON­
FRI 

1200 AM. 
1200 H10 

ADDRESS: 5209 LAMP POST LANE SAN MARCOS. 
EN TRY : BROK EN WI N 00 W 

COMMENT : VEHI CLE- UNKNO\l.1N 
: SUSPECT- UNKNO\N 
o . 
:-

2 2 1975 

: 'REFER TO REPORT 241.164 FOR DETAIl. INFORMATHn~. 

----------------------------------------
mAT I S ALL 111 E RECORDS t 
END -- POl. I CE RECORDS 
00 YOU 'WI SH TO ADD A FECORD? 1t 
to YOU WISH TO WI TI1DRAY INFOFMA1'I001 
RE!\D'f 

Figure 2 
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