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THE USE OF CLASSIFIED INFORnIATION IN 
LITIGATION 

WEDNESDAY, MARCH 1, 1978 

U.S. SENATE, 
SunCO:ilInIITTEE ON SECRECY AND DISCLOSURE 

OF THE SELECT COMMITTEE ON INTELLIGENCE, 
WaJJhington, IJ .0. 

The subcommittee met, pursuant to notice, at 10 :15 a.m., in room 
457, Russell Senate Office Building, Senator Joseph R. Biden (chair~ 
man of the subcommittee) presiding. . 

Present: Senators Biden (presiding), Hathaway, Hart, Huddles-
ton and Pearson. 

Also present: Audrey Hatry, clerk of the committee. 
Senator BIDEN. The hearing will come to order, please. 
I would like to begin by apologizing for being late. It is not the 

fault of any other }Mmber of the committee than myself. I was 
commuting from my home State, and we haven't learned how to 
drive in the snow, Admiral, up in Delaware, and there were two 
inches of snow and you would have thought there were three feet 
the way people were driving on the turnpike. So I apologize for 
the delay. 

These hearings culminate a year long study by the Secrecy and 
Disclosure Subcommittee of the Intelligence Committee. We have 
been concentrating in this first year upon the impact. of secrecy on 
the enforcement of the law and the administration of justice. We 
have come to the surprising conclusion that the inevitable tension 
between the mle of law and the secrecy necessary for intelligence 
operations has at times, in my opinion, undermined both the rule 
of law and secrecy. These hearings will explore that phenomenon 
and hopefully will lead to a public discussion which will result in a 
better accommodation between law enforcement and secrecy. 

We examined first the leak cases, that is, the cases of unauthorized 
disclosure of secrets to the public media, and then classical espionage 
cases. We learned in our year long study that at times the desire to 
preserve secrecy can undermine the criminal sanctions intended to 
enforce secrecy. Leaks of classified information and the covert 
transmission of secrets to agents of a foreign power can and do a..t 
times go unpunished. Investigations stop because of fears-ane! I 
emphasize legitimate fears-that further investigation or J?!:0secu
tion of the crime will result in the further necessfl.ry diedosure of 
very sensitive information that will undermine the m.tional security. 

Our concern over this problem deepened as we learned that the 
fear of disclosure of intelligence information could also fmstrate 
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investigation and prosecution of crimes less directly related to the 
national security, including perjury to Congress, narcotics violations, 
possible violations of the intelligence community legislative charters, 
and even have affected, in one case, in our opinion, murder. The 
purpose of these hearings is to discuss this problem, to the extent 
tha.t it uan be discussed publicly, and to search for solutions. 

We 'Will have difficulties, of course, in discussing this problem in 
a pttblic hearing. We do not want to do further damage to the 
national security by disclosing exactly what we found in any 
one of the files we have reviewed. In practically every actual case 
we have reviewed, there were real national secrets at stake, and at 
least a reasonable argument for foregoing indictment and trial. 

In order to provide focus for the hearings and to keep the dis
uussion from becoming too amorphous, I have asked the subcommit
tee staff to prepare an.unclassified memorandum for the use in these 
heariJlgs which would accomplish two goals. The first is that it 
would summarize the results of staff reviews, and second, it would 
create hypothetical cases based upon review of case files which we 
could use in public hearings. 

I should also mention a few caveats about the staff memorandum. 
It is a tentative summarv of the staff's review of the files and rep
resents neither a final judgment nor a formal position. But we have 
discussed the main finding both in the intelligence commlmity and 
with the Department of Justice, and have found rough agreement 
on many, but not all, points. I am sure every member and his staff 
will review these files before we adopt formal committee positions 
on this matter. 

Second, we have attempted, in developing these hypothetical 
cases, not to even give the impression that they are variations of 
actual cases. I know that it is tempting for members of the press 
to take these cases and extrapolate the facts in the hypotheticals on 
to real cases. To those members of the press who are so inclined, I 
must emphasize that you will be doing this at your own peril. The 
only relationship between the hypothetical cases and real cases is the 
role that the fear of disclosure of classified information played in 
the Executive branch decision not to proceed with investigation and 
prosecution. 

Before proceeding with the hearings I will read an excerpt from 
the staff memorandum, and I quote. 

SUMlIrARY OF FINDINGS 

Our inquiry into the over 40 actual cases has led the staff to the 
following conclusions. (A) There is a major breakdown in the ad
ministration of the criminal espionage statutes in leak cases. To 
date, we have been unable to identify a single successful prosecution 
of an individual who leaked classified information to a publication. 
This record was found despite the nearly unanimous assessment that 
at least some leaks cause serious harm to the national security. 

The breakdown results in part from an impasse between the De
partment of Justice and the intelligence community of how to deal 
with the use of classified information necessary for investigation 
and prosecution in these cases. Briefly stated, there is no formal 
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mechanism that we lmow of to weigh the risks of further dis
closure against the benefits of prosecution. 

Common circumstance in leak cases is that the intelligence agency 
whose information is leaked also possessed the information and 
expertise necessary to investigate or prosecute the leak. 

In some cases we have revjewed, it appears that the victim agency 
and the Department of Justice, in effect, create an unnecessary 
dilemma or impasse in order to frustrate investigation or prosecution 
for other reasons, including: prosecution of a leak through confirma
tion of the leak will damage the agency's replitation for keeping 
secrets and thereby undermine its ability to obtain confidential in
formation from intelligence agencies both at home and abroad. Also, 
that the leak was from a high agency official who acted without 
higher authority, but the judgment is made that pursuit of the in
vestigation would embarrass the official; or the leak is actually an 
authorized disclosure and pursuit of the investigation would be 
lmjust. 

The unauthorized public disclosure of classified information which 
endangers national security is only a small portion of the intelligence 
product which is leaked routinely to the news media. Officials often 
make unauthorized disclosures of classified information in an attempt 
to influence public debate in a manner they believe to be in the 
national interest. In attempting to serve their view of the national 
interest, some damage to tL.e sources and methods of intelligence col
lection may be inflicted. These leaks, in other words, are the mista.kes 
that occur in the widespread sub rosa practice of providing selected 
intelligence information to the news media. And this creates serious 
problems. 

Some of the problems are because the process is informal and 
quasi-legal, there is no way to insure that the public receives a 
balanced selection of intelligence information that is important to 
the public debate about defense and foreign poll'cy. 

Second, the same hit or miss system that shortchanges the public 
on one end also results in occasional compromise of sensitive intel
ligence information. Insofar as the subcommittee staff could de
termine, most compromises were accidental bypro ducts of a dis
closure made to accomplish some other purpose. Typically, a dis
closure about Soviet plans for a new ICBM might accidentally com
promise the source of that information. 

Now, the disagreements over the use of classified information also 
impedes classical espionage prosecutions. However, the likelihood 
that there will be a consensus resolution of the disagreement is much 
more likely for the following reasons because classic!lJ espionage 
cases are generally considered more serious than leak cases, and 
second, because the federal espionage statutes are more closely 
drawn to cover classical espionage cases than leak cases. Many 
classical espionage cases are, in effect, out of the control of the in
telligence community because the law enforcement machinery has 
been engaged by an arrest or because the public or officials outside 
the intelligence community know of the crime and therefore create 
pressure upon the intelligence community to provide information 
necessary for prosecution. 

• 
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Usually the constitutional problems, that is, prima.rily first amend
ment problems, are much less severe in classical espionage cases than 
they are in leak cases. 

However, we have reviewed classical espionage cases which have 
not proceeded to either investigation or prosecution for the same 
reason that leak cases cannot proceed, concern about the disclosure of 
intelligence information in the course of investigation or prosecution 
being the reason. Furthermore, we know of cases where the disagree
ments between the intelligence community and the Department of 
Justice over classical espionage cases almost required Presidential 
intervention to resolve the disagreement. 

The impasse over the use of classified information occurs in other 
types of criminal cases, and at times the Department of J.usti~e may 
have been placed at a marked disadvantage because of thlS dllemma 
by defendants in perjury, narcotics, and even murder cases. 

Before turning to Senator Pearson, I would like to make one final 
comment about the spirit in which these hearings will be conducted. 
These are not adversary proceedings, for members of the committl?e 
and the intellig-ence community agree on the seriousness of this prob
lem. Indeed, I doubt that the findings that I have just read are news 
to any experienced intelligence officers, and least of which, to the 
Director. 

Therefore, I hope we will spend our energies in these hearings on 
seeking solutions. vVe will hear a large variety of proposals ranging 
from new in eame'i'a procedures, recasting espionage statutes so that 
there is less jeopardy to secrets in the presentation of criminal cases, 
and even establishing new types of administrative tribunals for deal
ing with intelligence employees who violate the law. In these hear
ings and in the weeks and months to come, I look forward to working 
with you, Admiral Turner, and the other witnesses who will appear 
here today and the next couple of days, in the spirit of cooperation 
and accommodation, and in the hope that we can find a solution to 
what I think we would all agree is a most vexing problem. 

Senator Pearson ~ 
Senator PEARSON. I thank the chairman. 
I have an opening statement which I will simply put in the record 

because it is repetitious of the chairman's very excellent definition of 
the purposes of this hearing, but I would like to read two para
graphs because they represent to me the fundamental purpose of the 
business that we are about, and that is to say that these hearings are 
based on two elementary premises. The first is that there is a com
patibility between the concept of a free society and the concept that 
some seerecy is necessary to maintain that society's freedom. And 
second, that the inherent conflicts arising from this premise are not 
subject to absolute resolution. They can be resolved only by con
tinually pursuing a balance between opposing interests. 

And that is really what we are doing today. It is what we will be 
doing during the course of these hearings. ",Ve are pursuing a com
patible balance. And we are doing it in public because we are con
vinced that if the public knows more about the subject, a consensus 
will emerge which will allow us the free use of information within 
the context of valid security needs. 

.. 
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~rr. ChfLirman, I ask that the balance of this statement be put in 
the record at this time. 

Senator BIDEN. Without objection the entire statement will be 
put in the record. 

[The prepared statement of Senator Pearson follows:] 

PREPARED STATEMENT OF SENATOR JAMES B. PEARSON, A U.S. SENATOR 
FROM KANSAS 

These hearings are based on two elemental premises. First, that there is 
a compatability between the concept of a free society and the concept that 
some secrecy is necessary to maintain that society's freedom. And, second, that 
the inherent conflicts arisin,; from this premise are not subject to absolute 
resolution. They can be resolved only by continually pursuing a balance between 
oPPosing interests. 

That is really what we are doing today. It is what we will be doing during 
the course of these hearings. We are pursuing a compatible balance. 'We are 
doing it in public because we are convinced that if the public knows more about 
the subject a consensus will emerge which will allow the free use of informa
tion within the context of valid security needs. 

The basic feature of secrecy is limitation of access to secrets. Su, society as 
a whole cannot make a decision on wllether or not individual matters are 
legitimately being kept secret. It C!innot make a decision on the intangible cost 
of keeping these secrets. Society, therefore, must be assured that accountable 
mechanisms are effectively in place to make proper judgments in their 
behalf. 

For nearly a year now, the Secrecy and Disclosure Subcommittee has been 
examining those mechanisms on which society is relying. 

We have been studying the classification procedure which determines what 
information should be protected by secrecy. During the course of our work the 
administration has also examined this problem. New classification procedures 
are now being implemented. There is room for further improvement and we 
are assured that additional adjustments will be made. 

We have also stuclied compartmentation, the process of keeping secrets within 
secrets. Compartmentation is the formalized mechanism for enforcing a strict 
"need to know" requirement for access to particularly sensitive information. 
Compartmentation is of continuing interest to our Subcommittee because of its 
potential to impede the timely flow of vital intelligence to policymakers. 

And, perhaps most importantly, we have examined the problems secrecy 
presents to the enforcement of our laws. The Constitution provides a require
ment for public trial. It is the unique right which must be protected against 
any-no matter how well-intentioned-infringement. From that and other 
Constitntional provisions, a dilemma has arisen. When a public prosecution 
requires the use of classified information, the interests of national secrets come 
into conflict with the interests of law enforcement. 

The specifics of this last area of concern serve as the focus for these hear
ings. We will be examining the snccesses and failures of the mechanisms gov
ernment employs to ensure proper balance between society's sometimes con
flicting interests of national security ancI law enforcement. 

Senator EIDEN. Senator Hathaway. 
Senator HATHAWAY. Thank you, :Mr. Ohairman. I just want to add 

a note to what you said to make sure that the only issue that we are 
dealing with is not just leaks and espionage cases. Equally important 
is the situation where the Executive branch learns of serious crimes 
as a. result of their intelligence S01~rces and methods, crimes like 
na.rcotics, bribery, for example, a.nd then can't do anything a.bout it. 
I think it is terribly important that we ask our witnesses to address 
those problems as well. In short, what happens when the Govern
ment learns of a serious crime from a. secret source ~ Do these crimes 
get reported to the Department of Justice ~ Oa.n they be prosecuted 
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or even investigated if the information was obtained from secret in
formants or sources that need to be protected ~ 

It is my understanding that that is a substantial problem and of 
course, that raises the obvious question, what good does it ~10 to be 
able to get the information if no one can do anything about It. 

Thank you, Mr. Chairman. 
Senator BIDEN. Thank you, Senator. 
Senator Huddleston. 
Senator HUDDLESTON. I want to thank you, Mr. Chairman. My 

statement will be submitted in the record. I just want to commend 
you for conducting these hearings on this very important subject, 
very important area in the whole picture of intelligence operations. 
I think that this is a very significant problem that we are dealing 
with, and I am anxious to hear from the witnesses as to what their 
approach will be toward some of the hypothetical cases that have 
been listed, and I think that we are in for some extremely important 
testimony that undoubtedly will result in some extremely important 
recommendations from the subcommittee. 

[The prepared statement of Senator Huddleston follows:] 

PREPARED STATEMENT OF SENATOR WALTER D. HUDDLESTON, 
A U.S. SENATOR FROM KENTUCKY 

I would first like to commend Senator Biden for the extremely useful work 
he has done on this subject. It is a problem which we had not anticipated un
covering, and one which everyone seems to agree deserves the most thorough 
examination possible. 

One reason why I believe this issue merits our close scrutiny is its relevance' 
to an important aspect of the intelligence charter legislation we recently in
troduced. The draft charters provide both criminal and civil sanctions for 
serious violations of the rights of U.S. citizens by intelligence agencies. It is 
possible and, indeed, probable that criminal or civil litigation arising o'Jt of 
the charters will involve sensitive classified information. If the criminal and 
civil sanctions of the charters are to be effective, we must, therefore, be certain 
that the judicial process can adequately deal with such information. I hope 
these hearings will contribute to our understanding of this problem and suggest 
ways we can improve our ability to handle it. 

Senator BIDEN. Thank you. 
Before I rec~nize our next Senator, I would like to make special 

comment that ;:;enator Hart has spent a great deal of time in this 
area particularly investigating the leak cases to which I referred, 
and I appreciate not only his effort but the expertise he brings to 
that subject. 

Senator Hart. 

• 

..,. 

Senator HART. Mr. Chairman, unauthorized disclosure, as some- • 
one has suggested, is something that everybody does particularly in 
this town, but that gentlemen do not discuss in public. At the 
chairman's suggestion I have been asked to help break that taboo 
today and hope that this Secrecy Subcommittee chaired by Senator 
Eiden can shed some light on a very shadowy subject. 

When we talk about leaks or unauthorized disclosures, what do 
we really mean ~ We all know that each day dozens of public 
officials, high and low, in the Government make statements to the 
press, and in making these statements they choose not to take re
sponsibility for their acts and ask not to be quoted by name. These-
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are the so-called unnamed SOllrces or not for attribution stories. But 
among those many stories are a few that contained classified in
formation so sensitive that publication may do irreparable-I re
peat, irreparable-harm to our Nation's security. And that is what 
I at least am concerned about, because leaks of this kind harm our 
Nation as surely as turning over the information directly to some' 
foreign source. 

Let me in part summarize some of what the staff has found about 
leaks and add my own interpretation at that time. 

Now, the first basic question is a tough one. Who leaks classified 
information ~ I think we can illuminate the subject a little. Allen 
Dulles, the first Director of Central Intelligence, or one of the first, 
said, "The contrived leak is the name I give to the spilling of in
formation without the authority to do so, and it has occurred most 
often in the Defense Department and at times in the State De
partment." 

In 1971 another Director of Centrd Intelligence, Richard Helms, 
conducted a study of serious leaks for the so-called plumbers squad 
at the White House. That study found that one third of the sources 
of serious leaks were "high administration officials," and still another 
third of the serious leaks appeared to originate in the Defense De
partment, the intelligence community, and to a lesser e1l..1;ent the 
diplomatic community. Interestingly enough, less than 5 percent of 
those leaks were attributed to sources in Congress, which I think is 
a startling revelation for many of us in the Congress. The Helms 
study found that leaks were particularly frequent at budget time 
when departments were trying to convince the Congress of the merits 
of their allotment of Federal funds. And that is what we know about 
who does the leaking. They are frequently hig-h officials in the ad
ministration and persons in the Pentagon, the intelligence com
munity, and the State Department. 

The next question is: What kind of classified information is 
leaked ~ Frankly, a little of everything is leaked over time, accord
ing to our findings. But an extremely high percentage of leaked in
formation that causes concern in 'the intelligence community is 
usually about the Soviet Union, its military plans and capabilities, 
and sometimes its diplomatic initiatives abroad, Now, I would like 
to venture an explanation of these leaks. Franldy, almost everything 
the free world knows about Soviet military power, plans, and 
activities, comes from U.S. secreL intelligence. Little is available from 
public sources, because the Soviets aI'e so secretive about this subject. 
But information about Soviet plans and capabilities is essential to 
any informed public debate about what kind of defense we need and 
how much we should spend for it. And that belief that the public 
interest will be served by making selected information available is 
presumably what motivates the officials who leak the classified in
formation. Sometimes, however, they also leak information which 
endangers sensitive sources and methods and which threatens to 
cause real damage to our Nation's security. 

Now, I think this is a dangerous and haphazard process. On the 
one hand we have no guarantee that the public receives a balanced 
selection of information about Soviet plans and miltiary capabilities. 
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'On the other hand the Executive branch is leTt absolutely powerless 
to deal with the exposure of secrets that are vital to protecting 
'our national security. 

Mr. Colby began, and you, Admiral Turner, have wisely continued 
the practice of making increasing amounts OT the intelligence product 
of CIA available to the public. And I would suggest today the pos
sibility of also making more extensive disclosures about what the 
Soviets are doing, but to make these disclosures in a manner care
fully calculated to protect our sources and methods. In short, let's 
eliminate the motive to leak, improve the public debate about de
fense, and in the same stroke isolate those who continue to insist on 
leaking classified information. And then when we try to do some
thing about the leaks, we will have a smaller and more manageable 
problem to attack. 

I would like to put in the public record today a composite sample 
case of what does occur when a really serious leak of classified in
formation is detected. It is not a happy story. 

The leak usually comes to the attention of a high official in the 
intelligence community who realizes that a media account may also 
endanger a very sensitive souree of intelligence information. 

Sometimes the leak is first investigated by the Agency itself and 
sometimes not, but the end result is a letter to the Attorney General 
asking the FBI to investigate the leak. 

The Department of .Justice, however, does not usually initiate an 
investigation. Rather, it responds with a letter hack to the agency 
containing what is called the eleven questions. Neither the Depart
ment of Justice nor the FBI will normally proceed further until 
the eleven questions are answered. Some of the eleven qnestions are 
-sensible ones, such as whether the compromised information was 
properly classified in the first place, and whether the article dis
dosing it was accurate. In a ren,lly sensitive leak, however, the whole 
process grinds to a halt at question nine. 

This question asks whether the information regarding the leak 
can be declassified for purposes of prosecution. Unless the answer to 
that question is a yes, the Department of Justice and FBI usually 
do not investigate. They reason that it is pointless to investigate a 
case which cannot be prosecuted since the relevant information can
not be declassified for use in the court. And so nothing happens; 
" The more sensitive the source that might be compromised by a 
leak, the more reluctant the Agency is to make a bad matter worse 
'and declassify the information altogether. If the material is so in
nocuous that it can be declassified immediately for preliminary in
;vestigation, it is arguably no~ a very seriOl~s leak. 

And there you have, I thmk, Mr. ChaIrman, the ingredients of 
the breakdown of the laws intended to protect our Nation's bona 
fide secrets from leaks as wel1 as enemy spies. 

Admiral Turner and Mr. Civiletti, as these hearings progress, I 
hope that we will be able to talk about possible solutions to these 
'problems. I think the charges and countercharges that fly back and 
forth between the Hill and the administration and over the heads 
pf the American public do not serve any of us well in our attempts 
to find out how our Nation's secrets make their way into the prese. 

'" 
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I think the most important thing that might come from these hear
ings is an orderly process, as I have suggested, Admiral Turner, for 
turning over to the public forum in an orderly process and manner 
the information that we need for our national security debates, and 
only in that way I think will we attack the really serious problem of 
the systematic leaks, particularly from the Defense Department and 
other administration sources. 

Thank you very much, Mr. Ohairman. 
Senator BIDEN. Thank you, Senator. 
Admiral Turner, proceed in any way you feel comfortable. 

STATEMENT OF ADM. STANSFIELD TURNER, DIRECTOR OF CEN~, 
TRAL INTELLIGENCE, ACCOMPANIED BY ANTHONY LAPHAM,. 
OFFICE OF GENERAL COUNSEL, CENTRAL INTELLIGENCE AGENCY 

Admiral TURNER. Mr. Ohairman, members of the committee, lam, 
pleased to be here and agree with all the remarks that have beeIT 
made on the seriousness and the national import of the issues before
this committee. 

The subject is a manv-siderl, complex one, and I l1elieve one that 
is not well understood, vand thE'se hearings should certainly help ill 
enlightening the American public. At the heart of it, however, what 
we are dealing with is a tension between two vitally important gov-. 
ernmental interests which are often difficult and sometimes im
possible to serve together, so that the service to the one may in
volve a sacrifice of the other. One interest has to do with the effective 
and impartial administration of criminal justice, with its associated 
requirement that relevant evidence be available for use by both the 
prosecution and the defense. On the other side is the interest in the 
successful administration of foreign and national defense policies of 
the United States, together with the supporting intelligence :ftmc
tions for which I am responsible, and the associated requirements 
that certain in:iormation be protected against disclosure. These in
terests can and do pull against each other, whenever the disclosure 
demands imposed by the judicial process are met by the contrary . 
imperatives of the intelligence process. The resulting dilemmas can 
be very painful, and they are not infrequent. 

'What must be settled at the outset is whether the dilemmas that 
I perceive are real. If, on the scale of national values, every law 
enforcement interest is always superior to any intelligence interest, . 
there could never be much of a problem. Under tIllS view, intel
ligence information would simply be brought forward as needed, 
either by the prosecution or the defense, no matter what the conse
quences that might flow from the disclosure of that information at . 
a public trial. If the opposite view were taken, so that law enforce
ment interests were always seen as subordinate to intelligence in- . 
terests, there likwise wO',lJd be little to decide in any given case. It 
would simply be p~ matter {)f terminating any criminal proceeding 
in whole or in part shoulc1 any intelligence information be threateneo. 
with disclosure. 

In my judgment, the COl'l'ect view is neither of the above. The 
values are so var.i.able that they cannot be abstractly and neatly 
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ordered in advance. The reality is that there are no easy formulas 
for decision. What that means in practice is that each case must be 
separately judged on its own facts, and that the intelligence interests 
must be taken into account, along with such pertinent considerations 
'as justice and precedent, in reaching decisions as to whether and on 
what basis to proceed with prosecution. Indeed, this sort of account
ing may have to be repeated several times or at several stages in the 
same case. 

Ultimately, assuming in felony situations that a grand jury is 
disposed to indict, it is the Attornev General who has the discretion 
to exercise, the power ~o act, and therefore, the authority to decide 
whether a prosecution is warranted and on what basis to go forward. 
This is not to say, however, that I have no role in influencing that 
decision whenever intelligence interests are concerned. On the con
trary I think I have a necessary role. 

In the first place, I consider it my responsibility to insure that 
no relevant information is withheld from the Attorney General, that 
is, that he has access to all information, without regard to classifica
tion, that may be fairly thought to bear on this issue of whether a 
'crime may have been committed and under what circumstances it 
may have been committed. 

I want to stress this aspect of the subject so as to avoid any pos
'sible misunderstanding. Access to relevant information should not be 
:a point of dispute, because the Attorney General has a clear right 
'and need to review all such information so that his decisions may 
be taken with the fullest factual persl?ective. 

Second, I see it as my responsibility to make known to the At
torney General my estimate of the importance of tlv:, intelligence in
formation that may be identified as relevant to u. criminal prosecu
tion, and the potential impacts of the public disclosure of that in
formation. Again, I think that this kind of e~tim.ate is something 
that the Attorney General must have before hIm If he is to make 
informed decisions and properly weigh the consequences of those de
'cisions. If I were to conclude in some particular context that the 
Attorney General had struck an incorrect balance, my recourse would 
be to approach the President so that he could determine as ap
propriate whether the next best interests of the United States 
!avored prosecutio1;l, and so that he would at least be aWtll'e of my 
forecast as to the likely consequences of that course of action. 

Similarly, with respect to the declassification of documents said 
by the Attorney General to be needed in support of a prosecution, 
it seems to me that I should react positively so far as I can do so 
without endangering vital intelligence interests. But insofar as I 
'Conclude that the declassification of specific documents would lead 
to truly damaging national security effects, it seems to me that the 
declassification would be an irresponsible and possibly unauthorized 
act on my part, except as it might be directed by the President. 

I should add in this connection that I lmow of nothing that pre
cludes the use of a classified document as evidence in a judicial pro
ceeding. Indeed, the use of a document in that form, assuming that it 
is properly classified to begin with, merely recognizes the situation 
for what it is; namely, one in which a national security risk is being 
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taken to achieve a law enforcement purpose that cannot be achieved 
in a risk-free way. In short, I cannot accept it as my responsibility 
to make a real conflict disappear by an act of declassification that 
pretends that effects of disclosing particular documents will be 
benign, when I believe the opposite to be true. 

Mr. Chairman, there is an impression in some quarters that the 
relations between the CIA and the Department of Justice in this 
entire field are characterized by hostility and lack of cooperation. I 
am sure that Mr. Civiletti will give his own appraisal on this score 
Jater but I would like to give you my own appreciation, which. is 
that the relations between the CIA and the Department of Justlce 
are not at all strained or hostile, and indeed, are marked by mutual 
good faith and shared understandings about the dilemmas I am now 
discussing. Certainlv it is true that there is a continuing dialogue 
and debate, and sometimes adversary exchanges, but that is hardly 
surprising in light of the divergent interests being represented. 
Usually there is an accommodation. But where there is disagreement, 
it stems not from poor relations but rather from the intrinsic diffi
eulty of the issues we con:fTont . 

Let me turn now to some more fundamental reasons which explain 
why the issues present such difficulty. Without wanting to stray too 
far into the legal territory that is more familiar to Mr. Civiletti and 
-other witnesses who will follow, my own sense is that the reasons are 
traceable to the nature of orir judicial process, procedural safe
guards available to an accusecl in a criminal case, and to some of the 
criminal laws with which we have to work. 

A criminal trial in this country is a public event, and there are 
constitutional guarantees that make it so. I have no quarrel with 
those guarantees, but at the same time, I cannot ignore the extent 
to which they contribute to the problem when it comes to making 
evidentiary use of intelligence information. When an election is 
made to use such information, it is on its way into the public do
main, and there are few if any ways to avoid that outcome or to 
limit the exposure of the information to the actual participants in 
the trial. 

Other constitutional provisions secure to an accused broad rights 
of cross-examination, and the applicable rules of procedure confer 
on the accused rights of wide-ranging pretrial discovery to look 
behind the prosecution's case and to develop his own defenses. 

There are not many legal tools available to regulate and control 
this flow of events just because the information in question happens 
to be sensitive from a national security standpoint. In addition, these 
-same features make the judicial process almost as uncertain as it is 
open. For example, the lines of defense which will be followed, and 
the scope of discovery and cross-examination which will be al~ 
lowed, are not matters that lend themselves to precise advance 
measurement. They are heavily unpredictable, and what that means 
is that the decision to prosecute is that much more difficult for those 
who must gauge as best they can, before the course is set, where it 
all might lead. 

Again, I am not complaining about any of this, or suggesting any 
radical reforms that would strip away tIle rights of the accused, all 
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of which exist to assure fairness of criminal proceedings. I am only 
trying to describe how things look from where I sit and to put into 
their true settings the hard choices that have to be made. 

What I have said takes on greater force when you consider the 
necessities of proof under some of the basic criminal statutes that 
are of special concern to intelligence agencies. 

Let us suppose, if I can make a hypothetical case also, Mr. Qhair
man, that a former government employee were t.o be arrested III the 
course of aelivering a CIA document to a foreIgn agent, and that 
the arrest prevented the delivery from being completed, and let us 
further suppose that the document summarized current Agencv ope!
ations in another country and included a roster of CIA officers 111 
that country. 

A crime, under the espionage laws, certainly would have been com
mitted, and tllat crime must certainly rank hi~h in terms of com
pelling governmental interests in prosecution. Yet such prosecution 
would exact an extraordinary price. As I understand it, the gov
ernment would be required to show that the information in the docu
ment was of enough significance to materially injure the national 
security had it fallen into the hands of the foreign agent. 

Now, that burden of proof would almost surely require that the 
document itself be offered in evidence, that its accuracy be confirmed 
by a knowledgeable agency witness, rmel that its value be explained. 
In result, the trail proceedings would have succeeded in doing just 
what the defendant himself was being tried for having attempted 
but failed to do, that is, to transmit the disclosed information, and 
the accuracy of that information would have been verified in the 
bargain. I am sure that you would agree that a spectacle of that sort 
would not be pleasant to contemplate for those who had to struggle 
with a decision to prosecute. 

Un attributable leaks to the press and unauthorized disclosure 
through attributed publications raise separate but no less troubling 
problems. On this front there is no statute that is generally ap
plicable, at least none that is clearly applicable, and the lack of 
clarity in the law is in itself a genuine concern, if for no reason 
other than it leaves people in doubt as to their liabilities and may 
even tend to deter legitimate expression. 
l Let me also POillt out that we in the Intelligence Community have 
legitimate interests on both sides of this issue. On the one hand, our 
concern for protecting national .secrets is genuine. The consequences 
of invasion of national secrecy can be severe. The most poignant 
example is that of the agent whose life or freedom is jeopardized by 
disclosure of his identity. Such individuals have been willing to 
accept great risks in order to serve our national interests, but thev 
certainly did not sign on with us in the expectation of being exposed 
publicly by irresponsible citjzens acting on their own. 

Beyond such cases there is a wide range of clear damage from 
unauthorized disclosures. In some instances our relations or our 
negotiations with other sovereign nations can be impeded, or om' 
access to information important Lto our interests can be denied. Most 
significantly, perhaps, is the long term effect such disclosures can 
have on our l~ational intelligence efforts. Agents simply will not be 
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recruited to an intelHgence service that appears to be an information 
sieve; foreign intelligence organizations simply will not share their 
information with such an organization; and extremely expensive 
technical intelligence collection systems will prove to have been a 
taxpayers' waste simply because a connter can be constructed for al~ 
most every system if enough detail about it is disclosed. 

At the same time, Mr. Ohairman, I would urge you to recognize 
that the seriousness of these losses through unauthorized disclosures 
gives us in our Nation's intelligence community great cause to sup
port the prosecution of individuals who do the disclosing. My bIooc1 
boils at the obvious callousness and selfishness of such persons, and 
I believe that they more than deserve the punishment which might 
result from prosecution. This alone is incentive for us to lean over 
backwards in releasing information which is essential to such judicial 
proceedings. • 

Beyond that, however, we in the intelligence community feel that 
the country desperately needs to prosecute these offenders in the name 
of deterring others. 

In the brief year that I have been part of our intelligence organi
zation we have held our breath while releasing data to permit the 
prosecution of three espionage cases. I assure you that the incentives 
to release information for the purposes of prosecution are indeed 
strong. 

I would also and finally like to add my strong dissent with a some
times popular view that in fact encourages individuals to break onr 
laws in the name of whistle blowing on what they think are incli
viduals they perceive to have performed improperly. I do not ques
tion that such whistle blowing has served our national purposes in 
a few instances in the past and may again in the future. I would 
point out, however, that the Oongress, in its wisdom over the past 
2 years, has created an alternative to public whistle blowing on in
telligence agencies. 

This is a Select Oommittee on Intelligence in each Ohamber of tIle 
Oongress. Never have I seen these committees deny a citizen's request 
to report on what he believes to be malperformance. In addition, the 
Exerutive branch has created a corresponding safety valve in the 
Intelligence Oversight Board, a body totally fndependent of the In
telJjgence Oommunitv and reporting directly to the President. 

Thus, with such a'body in both of these ·branches of our Govern
ment, a citizen has recourse, even if he suspects collusion at lligh 
levels, of one or the other. I would submit that I have yet to see one 
of these so-called whistle blowers who directed his whistle first to 
one of these authorized mechanisms. 

This leads me to suspect that rather than being patriotic heroes, 
as some want to describe them, these individuals are more likely to 
be self-serving charlatans in quest of fame or fortune. In short, it is 
my view that we have the mechanisms for insuring that the in
dividual citizen need not feel that he must take it unto himself to 
judge what is a national secret. and what is not. If we do not curb 
this view, which by its logical extension means that 215 million 
Americans have the right and the ability to pass npon our national . 
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secrets, we will degenerate into chaos in this vital zone of national 
defense. 

Thank you, sir. 
Senator BIDEN. Thank you very much, Admiml. 
I would like to indicate that, with the permission of my colleagues, 

we should keep to a lO-minute rule on the first rOllld, and I will 
withhold my questions, but I would like to get into the hypothetical 
cases, Admiml, and then I will yield to my colleagues for their 
questions on the first round. 

But before even doing that, I want to reiterate that the purposes 
of these hearings are not only to examine what dilemma there is, or 
conflict, if any, between Justice and the OIA. or the Intelligence 
Community in making decisions as to whether or not to prosecute. 
Beyond that, and much more important in my opinion, it is to de
tel:mine whether or not there are procedural mechanisms that we 
can institute or administrative mechanisms that you the Executive 
branch can institute that will at least diminish the harm done by 
the types of leaks that we have lllcovered in our reading of your 
damage assessments, and the failure to be able to prosecute for, in 
my opinion, in looking at the cases, very legitimate reasons. 

The hypothetical case you gave is a very, very poignant case that 
how do you as the Director suggest that that person be prosecuted 
when the very prosecution will result in the very thing you were 
most concerned about: jeopordizing our national security. And I 
would like to point out that in my exposure to these cases, there have 
been some serious national security leaks. These aren't just little 
things. Some of them are of some consequences, that in your judg
ment-and I am using "your" in an editorial sense, the juclgment of 
the Agency, the judgment of the Justice Department, it hasn't-they 
have not lent themselves under our criminal process to prosecution. 

So we are really here, No.1, to establish that we have a serious 
problem, and No.2, to look for administrative and criminal, pro
cedural remedies, possibly, that can help alleviate your problems. I 
would be the first to aclmowledge, that it is extremely difficult to 
decide to forego prosecution of someone you would love to nail for 
a legitimate reason but are unable to do so because llational security 
is being invoked, legitimately so, as, in effect, a defense. 

There have been references to legitimate blackmail and greymail 
and other catchy phrases, but the fact of the matter is, prosecution 
is unable to go forward because national security would be further 
damaged. 

Now, we also wanted to make clear at the outset that it is not the 
intention of this subcommittee nor the full committee to examine 
actual cases, nor is it the intention of this committee to get into 
questions relating to cases that are presently on appeal or presently 
being adjudicated in the courts. 

And so I would ask my colleagues to be cognizant of that, which 
they already are, and let's try to avoid even accidentally focusing on 
a case which might be on appeal. Obviously, we cannot lead wit
nesses to what they want to speak to, but from our standpoint, it is 
not our intention to go into cases which are presently on appeal. 

And as you know, Admiral, with the help of your able counsel, we 
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'have. the committee and your Agency, agreed to a set of hypo
·theticals that we could use as a focus for these hearings, And I 
,thought it would be useful, before begnming the questioning of 
Admiral Turner, to read the hypothetical cases in the record for the 
purposes of providing a better focus for our questioning. 

But before actually reading the hypothetical, I would like to re
peat the caveat I made in my opening statement. We have attempted 
in dc:weloping these hypothetical cases not to even give the nnpres
'sion that they are a variation of actual cases, I know that it is 
tempting-once again, I am being repetitious-tempting to men and 
women of the press to extrapolate from these hypothetical cases, a 
relationship to existing cases, and the members of the press who do 
so, do it at their own peril. The only relationship between the hypo
thetical cases which I am going to read into the record and the real 

. cases is the role that the fear of disclosure of classified information 
played in the Executive branch decision not to proceed with investi

. gation or prosecution. 
And Admiral, I think you have a copy of those before you, and.I 

think my colleagues do. Maybe you could read along as we read thIS 
into the record so the public has a focus here, too. 

And for the purpose of our hypothetical cases which we have 
mutually agreed on, assume for tIle purpose of these hypothetical 
,cases the following background facts: that the United States is at 
war in a remote part of the world because insurgents of a foreign 

,country in that region are receiving arms, financial aid, and other 
: support from another superpower. 

And assmne further that the United States has a critical military 
facility in the foreign country and that there are a nmnber of im
pOltant intelligence collection facilities on the military base. 

Assume that the highest officials of the regime with which we are 
allied in the small country have from time to tnne engaged in nar
cotics trafficking. 

Assume further that the major export of this country is sugar, and 
that there are presently import quotas into the United States on 

· sugar. Assume there is an excess of sugar produced worldwide, and 
therefore the price is very low and that country desperately wants 
an increase in its quota. 

And assume that secret peace negotiations have begun involving 
the superpower and the representatives of the insurgents in the small 
· country as well as the regime with which we are allied, and that a 
number of secret drafts of a treaty dealing with the disposition of 
the base and a peace treaty between the parties has been circulated 
among the parties. 

Now, that is the fact situation which obviously, for those who have 
just heard it for the first time, will be cmnbersome to sort out, but 

· hopefully, as the hypotheticals are raised, it will make more sense. 
In the first hypothetical case-and again, the reason for these is 

to point out the kinds of dilemmas that we are faced with and you 
are faced with. 

The first hypothetical is an article that appears in the Washington 
Post which contains classified information derived from the secret 
negotiations suggesting that we have had initial contacts with the 
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superpower; and that we have exchanged drafts of a treaty; and 
that we have intelligence information on the superpower's fallback 
position in the negotiations. '1'he point of the article is that we
should have taken a harder line in the U.S. draft of the treaty be
cause we lrnew our opponent's fallback position. The leak contains 
communications intelligence information because our intelligence on 
the fallback position was derived from intercepts at the military base
of cOll1ll1unicat~ons between insurgent representatives and the super
power. This soun(ls like a law exam. The Department of Defense re
fers the case to the Department of Justice for prosecution undel' 
section 798 of the United States Code, which makes it a crime to 
disclose communications inte1ligenee to an unauthorized person. The 
Department of Justice responds by requesting the Department of 
Defense to declassify an informaHon about the communications in
tercept operation at the base. And the Department of Defense re
fuses to declassify the information and no further action is taken 
on that leak. 

Second hypothetical-and that is a leak hypothetical, obviously
is a high-ranking military officer working on the base has an extra
marital affair with a woman who, unbeknownst to him, is a spy for 
the superpower and the insurgents. The insurgents and the super
power blackmail the high-ranking official into turning over intel
ligence information on a variety of intelligence conection processes 
carried out on the base. The fact that the espionage has occurred is 
detected through a double agent operating inside the security service 
of the superpower. The double agent is extremely valuable to us, the 
United States, because he has been reporting not only on what is 
going on between the superpower and the insurgents, but on intel
ligence operations of the superpower throughout the world. 

The Department of Defense, working with the FBI, places the 
officer under surveillance on the military base using the information 
that they received from the double agent, but they are unable to de
tect the officer passing any of these classified documents and have no 
independent information on his espionage activity. Obviously, if 
they did that would end the matter. They could arrest him without 
having to reveal who the agent was. But the FBI and the military 
cOlmterintelligence officers decide to confront the officer who is giv
ing this information with the alleged espionage, and he refuses to 
talk mliess he is granted immunity. The question is presented to the 
Attorney General, who decides that he can only proceed with further 
investigation or prosecution of this officer if the CIA is willing to 
surface their double agent. The CIA refuses, and therefore im
munity is granted, and the officer retires at the end of the year with 
full benefits, never having been prosecuted. 

In the third hypothetical case, we have secret agents who are close 
to and extremely knowledgeable about the affairs of the highest 
officials in the regime with which we are allied. In the course of theil' 
reporting, we determine that he has-that is, the head of the nation 
with which we are allied-shipped 200 kilos of heroin into the
United States, and information is sufficient to identify the particulal' 
Americans involved and is probable cause for an arrest of the
Americans. 
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The case if referred to the Director of Central Intelligence, who 
determines that the case should not be referred to DEA for further 
investigation or prosecution for the following reasons. (a) any 
further investigation would of necessity compromise our spy net
work directed against an allied regime, and (b) any indication that 
we are engaged in espionage directed at our ally would obviously 
disrupt our relationships with that ally. 

A fourth hypothetical case: A high official of the Directorate of 
Operations, DDO, of the CIA who has lived in a small country for 
many years and is a close friend of the president of that country has 
been secretly making agreements with lobbyists in Washington to 
procure an increase in their sugar quota through an amendment of 
the Sugar Act. 

The DDO official is acting without apparent authority from the 
U.S. Government. The arrangement is that the allied regime will 
pass bribe money to the lobbyist and through him to Members of 
Congress who are sympathetic with the cause, and who are willing to 
work for an amendment in the Sugar Act to increase quotas. One of 
our sources close to the pre.sident of the regime reports to the CIA 
of the arrangement. The CIA refers the case to the Department of 
Justice for investigation and prosecution. 

The FBI investigates the case and the Department of Justice is 
about to indict the DDO official, the lobbyist and several Members 
of Congress. The lawyer for the DDO official meets with representa
tives of the Department of Justice, as would be the case, and asserts 
his client WB.S only doing what was necessary to maintain a vital 
intelligence link to the president of that country. His lawyer also 
threatens to seek discovery of the many items of vital intelligence he 
received through the DDO's relationship with the president. Spe
cifically~ the DDO officer would reveal in open court details of secret 
messages he carried outside official channels from the President of 
the United States of America to the president of the allied regime; 
The CIA and the State Department decide that such disclosures 
would so jeopardize our relationships with the sman country and 
undermine our relationship of trust with other countries in that part 
of the world, that any further prosecution would be lIDwise. Further
more, CIA. argues strenuously that any further investigation or 
prosecution would necessarily require surfacing the source close to 
the president, thereby endangering that source's life. The Depart
ment of Justice decides not to proceed with the prosecution. 

A fifth and final hypothetical. The high-ranking official in this 
second hypothetical, that is, the U.S. military officer, murders his 
paramour after learning she is an enemy spy. The CIA blocks the 
Department of Justice murder investigation on the grounds that any 
further investigation or prosecution of the case would of necessity 
require surfacing our double agent who led us to the information that 
the paramour was an enemy agent. 

End of hypotheticals. Again, we tried to include in the hypo
thetical cases instances where murder could be thwarted, where direct'. 
leaks could be thwarted, where narcotics trafficking could be pre
vented from being pursued, and where bribery could be prevented· 
from being pursued because of legitimate national security inter~sts.· 
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And with the reading of those hypotheticals, I will yield any time· 
I have left, which is probably none, and yield to Senator Pearson for' 
any questioning on any matter. 

Senator PEARSON. Thank you, Mr. Ohairman. 
Admiral, I want to thank you for an excellent statement, and I 

take it from some of the points you developed that the procedure 
whereby a judgment is made as to the use of classified material in 
litigation or possible litigation, wherein it is more or less a joint de
termination between yourself and the Attorney General, arbitrated' 
by the President if necessary, is one that you think, given the per
sonalities involved and the complexity of the problem, that has been 
successful, particularly in classical espionage cases, and you would' 
have no recommendations for any modifications of that procedure at 
this time. 

Admiral TURNER. Senator, I--
Senator PEARSON. Is that the impression of your statement that 

you wish to convey ~ 
Admiral TURNER. Yes. 
Senator PEARSON. There have been some successful espionage· 

litigations, but I don't recall any successful action in regard to leaks. 
Perha;ps the-the onlv one that comes to my mind is the EllsoerrF 
case, which was thrown out of the courts because of the misconduct 
of the Government. 'When vou have a situation involving a leak of' 
classified material, and the "Justice Department takes a look at that 
case and then they send you back the so-called eleven questions, when 
you get down to No. nine and it asks "will you declassify the informa
tion," if that No. nine isn't answered, that is the ball game. That is 
just the end of the case; isn't that true ~ 

Admiral TURJ\TER. I don't think it always is nor need be, but that 
is a matter for the Department of Justice to decide whether, if there
~s an indication that the material may not be released, they are will
mg to make the effort to try to see if a case can be developed. 

We cannot, of course, make a final.judgment on whether the in
formation can be releaseel until we have some greater indication of' 
the probability of success, the probability that our information will' 
be critical to the trial, the circumstances under which it will have to' 
be released in the trail, how much of the document will have to be 
released, whether it is all or part of it, and so on. So we can give· 
only a tentative indication in answering question No. nine. 

Senator PEARSON. That is a very great intangible, if the OIA has' 
to make a judgment on declassification prior to a complete investiga
tion. 

That is one of the factors. 
Admiral TURNER. Yes, sir. 
Senator PEARSON. You are forced. to weigh the risks without the' 

benefit of complete information. 
Admiral TURNER. Senator, in each case, we are weighing the risk 

versus the benefit, and if we have no idea that, you know, if it is a' 
5 percent--

Senator PEARSON. I understand. I am really not being critical, but 
what comes to my mind is that there is a gradation of offenses, and' 
I think you probably agree with this, that in the classical espionage' 
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cases, in situations where the damage is so great that you are more 
inclined to release the information and let the prosecution go for
ward, but that the leaks of information are in many cases are not 
fully considered. 

Admiral TURJ\TER. I think that is partially true. At the same timet 
I would point out that since the invention of the Xerox, it is very 
difficult to have much hope that you are going to find the 1eake1: 
himself. Clearly there are cases where we probably can, if we pursue
it with the FBI and Justice authorities,; but in many, many cases t 

the number of people who theoretically have had access to it is so 
great that it is a needle in a haystack. 

Senator PEARSON. I know you have thought about this an awful' 
lot. 

Admiral TURNER. Yes, sir. 
Senator PEARSON. Do you have any recommendations that you 

might make in relation to the so-called eleven question procedure 
which might facilitate the jUdgments you have to make, or might 
make it easier to go forward with investigations and prosecutions ~ 

Admiral TUR~""ER. Well, we have some suggestions--
Senator PEARSON. Or do we always come back to this same di

lemma~ 
Admiral TURNER. I think you always end up coming back to it. 

The exact procedures as to whether Justice turns it off completely 
wIlen we indicate an initial negative reaction on No. nine or not is a 
matter the Attorney General and I have talked about and can work 
on. I think within the executive branch, we can smooth some of" 
these procedures out and we do talk about them, and particularly 
when we see the benefit to be gained is very high. 

Senator PEARSON. A modification of the (leclassification system it
self would help, would it not ~ 

Admiral TURNER. That has been considered in a study that is com-
ing to fruition right now in the Executive branch. 

May I ask Mr. Lapham to'add to this, if I may, sid 
Senator PEARSON. I would be very pleased to have his comments. 
Mr. LAPHAl\f, Senator, I think as Senator Hart said in his open-

ing statement when he made reference to the eleven questions, and 
particularly the ninth one--

Senator PEARSON. Maybe you ought to grab a microphone there. 
Mr. LAPHAl\f. Senator Hart made reference in his opening re

marks to the eleven questions and particull.l.rly to the ninth one which 
is the one that so often brings any investigation or possibility of an 
investigation to an end, and said that in the view of the Justice 
Department, if faced with a negative answer to that question, it is.. 
pointless to proceed. 

Now, I am not sure really that is the issue, I think the Justice wit
nesses will tell you-I don't wttnt to speak for them, but I think they 
will tell you that it is not a question of pointlessness, but a question. 
there of their authority to proceec1 when what they see is no pros
pect of a criminal prosecution, and you therefore, may want to ask 
or direct questions to the Justice Department witnesses as to
whether they could use smue additional legal authority here to in
vestigate these cases even though the result of the investigation might 
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not lead to a prosecutJon. There may be an autliority problem here 
on top of the practical problem. 

Senator PEARSON. That is a [rood suggestion. I thank the Chair. 
Senator BIDEN. Senator Hathaway~ 
Senator HART. If the Senator would yield, also we are told by 

former Justice Department or even existing Justice Department 
people experienced in this field that one of the frustrations of track
ing these cases down is to find out that the leaks came from the 
highest sources in the Government, and that is kind of a damper on 
prosecutions, also, I think, or has been in the past. 

Thank yon, Senator. 
Senator HATHAWAY. Thank you, Admiral, for your excellent state

ment. 
I wanted to ask you a qnestion in regard to it. thongh. I am not 

clear on the procedure you go throngh. On page 3 you say that the 
Attorney General requests information and then you provide access 
to relevant information. 

,Vho determines whether it is relevant or not ~ I just wanted you 
to explain what the decisionmaldng procedure is within the CIA, 
within the Intelligence Communi tv. 

Say that the Attorney General' has a narcotics case and he asks 
yon. ·have yon got any information on so and so and you say yes, we 
have, bnt then where do yon go from there~ 

Admiral TURNER. It is a mutual debate. They tell n8 what th<:'lr 
case is, and what ldnd of information they want us to produce. We 
go through our files and produce what we think is relevant. Tlwv 
may come back and say no, they think something else is available 
and relevant.. 

Senator HA'l'HAWAY. ,Vhat if they don't lmow thaH Yon don't 
offer vour whole file to them. and both sides go over it to determine 
whether it is relevant or not ~ 

Admiral TURNER. Basicallv, yes. As I say, they are entitled to any 
information that we have. The question is, if it gets off into highly 
extraneons materials, we are reluctant to consider declassifying it 
and producing it, but it is just part of the same debating process 
11ecanse initially we may not understand the legal course they 
arB pursning and therefore not understand the relevance of the 
information:-

Senator HATHAWAY. Well. let me get it clear now. 
Dot's the Attornev Genera] see the entire file, or are there parts of 

the file that vou might not disclose even to the Attorney General if 
yon thought 'that the risk of a leak was too great ~ 

Admiral TURNER, I personally am not willing to take the re
sponsibility of turning the Attol'lley General off if he persists in sav
ing that he ·needs to see something. That does not mean I will 
n<:'cessarily--

Senator HATHAWAY, The Attorney General may be in a position 
that he doesn't lmow what yon have: He just says'I want all the in
formation you have on John Smith. 

N·ow, do you give him all the information on John Smith or let 
11im look at it and then make the decision with him as to which 
parts you are actually going to turn over to him for investigation 
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and further prosecution. Or do you in the first instance hold 'back 
some information that you think he, in your opinion, shouldn't see 
at all ~ 

Admiral TURNER. The latter is the case. We will make everything 
available to him and then debate with him on whether it is relevant 
to his case. 

Senator HATHAWAY. So he sees everything. 
Admiral TunNER. He is entitled to see everything, yes, sir. 
Senator HATHAWAY. Now, at what level is this done~ I under

stand that in a real case that happened some years ago, a GS-ll or 
GS-10 or something like that decided that a matter was classified 
and wouldn't allow the prosecuting authorities to use that informa
tion~ 

Is the decisionmaking done at that level or would it come up to 
your office, or just how high up does it come ~ 

Admiral TUR~"ER. Well, I think that, in the last year I have been 
here, sir, hardly a day has gone by that I have not been involved in 
this type of a decision, not necessarily always with the ,Justice De
partment, but in a declassification situation. But yes, a GS-ll may 
make that decision, but if the Justice Department doesn't like that 
decision, a GS-12 can appeal it and it works its way on up to the 
Attorney General and myself. 

There is no reason-there is certainly no authority for a GS-ll to 
be the final authority in such a situation. 

Senator HATHAWAY. So if the Attorney General wasn't satisfied, 
he could finally get it to vou if he needed to. 

Admiral TuRNER. They'do come to me frequently. 
Senator HATHAWAY. Is this a real problem ~ I mean, how often

I know it is difficult to say how often, but are there many classic 
espionage cases where you-we have not been able to give inform a
~ion ~o the Attorney General so that they couldn't be prosecuted, or 
IS tIns a rare occasion ~ 

Adnliral TURNER. Well, in my brief year it has been rare, because 
it hasn't happened, I believe. 

Tony, can you amplifv on that ~ 
1\£1'. LAPHAlII. I really can't. I am not aware of a true, classic 

espionage case that has failed or been abandoned because of failures 
by at least OIA to produce what was necessary to go forward. 

There may have been such a case, Senator' but none since I have 
been there, and none in the field of true espionage. 

Senator HATHAWAY. ,",Ve understand that about 20 cases that were 
supplied to us over the last 10 years where no prosecution was made 
because the information was classified. 

lVIr. LAPHAM. Are you talking about the espionage cases involving
transmission or communication of information to foreign agents ~ 

Senator HATHAWAY. Yes, yes, I am. 
Mr. LAPHAlIf. I can't speak for a long record of that, but at least 

over the last 2 veal'S there has been no snch occasion involving CIA. 
Senator HATHAWAY. Admiral, let me ask you one last question 

because I think my time is running out. 
Do you think in view of the fact that you have an interest in 

maintaining the national security and you don't want to let-I think 
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you would tend more in not letting information out, the Attorney 
-General on the other hand is eager to prosecute those who have 
violated the law, that we ought to have some third party or panel 
make the decision aFi to whether or not the information should be 
available to the Attorney General and whether the Attorney General 
-should in fact go ahead and prosecute ~ -

Admiral TURNER. I don't believe that is necessary. I would re
,emphasize that I have a strong interest in seeing prosecutions take 
J>lace. 

Second, in my view and what I think I have been saying to you 
today is the Attorney General is the final arbiter. He can overrule 
me. He can take the classified document and produce it in court. I 
may have taken my objection to the President and attempted to in
fluence the thing in a different direction, but if the Attorney General 
persists and the President does not intervene or I don't go to the 
President to suggest it to him, the Attorney General is empowered 
to act. 

Senator HATHAWAY. Well, do you--
Admiral TURNER. I cannot stand in the way of a prosecution be-

-cause of classified information. 
Senator HATHAWAY. Do you think that is a good situation~ 
Admiral TunNER. I think that is a good situation, yes. 
Senator HATIIAWAY. To have the Attorney General have the sole 

power outside of appeal to the President ~ 
Admiral TURNER. I think so. He is the chief law enforcement of

ficer of the country and has to weigh the equities involved. I am not 
sure who else we could get who could better balance that. 

Senator HATHAWAY. He is not the chief national security officer 
-of t.he country. 

Admiral TURNER. No. 
Senator I-IATIIAWAY. As I say, he is probably more determined to 

prosecute, and his opinion of the matter might be warped somewhat 
just as someone who is more interested in national security would 
be warped the other way. It seems to me that a panel or a third 
party could be in a better position to make a decision in these cases. 

Well, I hope you would think about that and-
Admiral TURNER. I will give it thought. 
Senator I-IATHAWAY. And give us any further comments you might 

have. 
Thank you, Mr. Chairman. 
Senator BIDEN. Senator Huddleston ~ 
Senator HUDDLESTON. Thank you, Mr. Chairman. 
Pursuing just a little further 'in that area where a decision has to 

be made whether to continue the prosecution or not, it seems to me 
yon might reach a very difficult, indeed an almost impossible situa
tion, because of the imprecision of the process to begin with. I can 

'see that Justice may not be able to define to you the total amount of 
documentation that they may need declassified. It might be a dragnet 
sort of proposition where they may come to you and say we have 
got to have everything conceivably cOIDlected with this kind of 
situation, You are then at a point where you don't know and Justice 
,doesn't know where you may be headed. 
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~ow far 'along that line do you go, or when do you get to the 
'Pomt when you can say, that it is appropriate to either continue or 
not to continue, and do you get into a situation where you have al
ready produced more than you might want to produce before any 
'kind of a~ intelligen.t deei.sion can be made whether the case ought 
,to be contmued or chscontmued ~ 

Admiral TunNER. That is one of the great problems we face, and. 
in a recent instance we were asked for '758 documents, after review
ing 55,000 pages, I believe, and we had to look through all of those, 

: and there was no guarantee that they would all be needed, nor was 
there any guarantee that another '758 might not be called for by the 
.d~:fense let alone the Justice Department if the case had gone to 
tnal. 

I feel it is my responsibility in those instances to review the scope 
·{)f what has been suggested might be required, and then to look 
further in my own files, in my own mind as to what other people 
like the defense might call upon if it proceeded, and then to pro
'vide the Attorney General an overall damage assessment. 

Senator HUDDLESTON. The point is that in order to make this de
cision that you indicate you have to make, that is the risk versus the 
-benefit, may be a monumental task. 

Does the very magnitude of it on occasion tend to discourage 
'further prosecutorial efforts ~ 

Admiral TURNER. No; I really don't think so because I don't think 
-the Justice Department is as loaded with the responsibilities we are 
'of reading all these documents. You InlOw, they put the onus on 
us--

Senator HUDDLESTON. They can keep asking without--
Admiral TunNER . ./:\.nd they can keep asking. We ean't be too dis

couraged because they have tlie authority to take tJle documents if we 
don't produce the rea,sons why they shouldn't. So we 'lave to respond. 
I will say that one of these days I am going to have to come to you, 

: sir, in your other gllise of providing us money and ask for more 
people to help the lawyers here. We have already increased their size 
'in our agency, but it is getting to be a very considerable workload. 

Senator HUDDLESTON. Well, I think it would not be an undesir~_lile 
'approach to make br.;cause it seems to me in the whole question of 
protecting secrets, the ability to prosecute has to be established some
where along the way. Along these lines how much deterrent is our 

. law, when it is well known that it would be very difficult to prose

. cute in some cases because of the security implications ~ Does our 
law provide any deterrent at all in your judgment ~ 

Admiral TURNIJ~. Well, clearly, for leaks, it seems very minimal 
·since we have beeJ~ unable to find a case that has been successfully 
'prosecuted. ' 

For espionage, it seems to me there is a reasonable deterrent today, 
·and particularly in this last 12 months we have had two convictions, 
,three convictions. 

Senator HUnDLESToN. As you lmow, we are interested in develop-
ing new charters and guidelines, which would inc}llde the handling 

.of classified informatIOn, and it seems important to understand 
'whether there is any effective way to do it if we run into this 
~problelll of prosecution. 

~----------------- - - ----
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Admiral TURNER. We are very interested in any other ways that 
. will help us be more effective in deterring this leakage or espionage. 

Senator HUDDLESTON. One other question is the matter of what in
formation or what signals we send to our adversaries. Certai111y it 
is obvious that if you had to spread across a judicial proceeding 
highly classified information or security secrets, you would be dis
closing a lot of important information. On the other hand, what do 
we tell our adversaries when we apprehend someone or we discover 
someone who is breaking our espionage laws, and then proceed not 
to proscute further on the basis that to do so would disclose security 
information ~ Are we not giving them some information in that very 
process that may be of some help to them ~ 

Admiral TuR1\TER. Well, we are easing their task of perhaps re
cruiting more people to work for them because the risks the people 
they recruit undertake is less than if there was a high priority of 
prosecution if caught. 

Senator HUDDLESTON. Well, it might also tell them that the person 
suspected obviously was in a very sensitive area and was providing, 
could have been providing, a very damaging information because we 
are not willing to expose that fact by going to court with it. 

Would that be true ~ 
Admiral TURNER. That is true. I would have to say it is also pos

sibly the other assumption on the part of the other side that the per
son was a double agent. 

Senator HUDDLESTON. We get into all kinds of problems. 
On the scope of the problem, are there no on.gong, no cnrrent sitna

tions where prosecution should take place but it is not because of the 
secnritv risk ~ 

~1:I" 'LAPHAlIL There are at least a couple of possible such situa
tions, Senator, very hard for us to 1..110W why in the end a prosecu
tion does not take>, place. All kinds of factors are taken into account 
in coming to that decision, the strength of the evidence, seriousness 
of the crime and any number of other considerations, but there are 
a couple of possible examples of current cases irf'which security con
cerns are very much in mind and could contribute heavily to a de
cision of that sort. 

S('nator HUDDTJESTON. Now, are you speaking just for the CIA~ 
Mr. LAPHAM:. Yes, sir, I am. 
S('nator HUDDLESTON .. And not for military intelligence or any 

other component of the community ~ 
Mr. LAPHAM. I can't speak for that other. 
Spnator HUDDLESTON. You are not referring to any other element 

of the Intelligence Community except CIA. 
]\1:1'. LAPHAlIf. I was not. 
Senator HUDDLESTON. I see. 
Thank you, Mr. Chairman. 
Senator BIDEN. Senator Hart ~ 
Senator HART. Thank you, Mr. Ohairman. 
Admiral, part of the problem I have with your statement is that 

there seems to be a difference of perception here. I pointed out in 
my opening remarks that the Helms report as well as the study done 
by this committee indicated that the vast major~ty, in terms of 
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quantity of leaks, came out of the administration, came out, par
ticularly out of the Defense Department, and you come down very 
hard in your statement on people who leak and your opinions of 
them. I quote two significant statments here. "I urge you to recognize 
that the seriousness of these losses to unauthorizrcl disclosures give 
us in our Nation's Intelligence Community great cause to support 
the prosecution of the individuals who do the disclosing. :My blood 
boils at the obvious callousness and selfishness of such persons, and 
I believe they more than deserve the punishment which may result 
from prosecution." 

Next page, "This leads me to suspect that rather than being 
patriotic heroes, as some want to describe them, these individuals are 
more likely to be self-serving charlatans in quest of fame or fortune." 

Now, obviously you are referring to dissident agents and others 
from the Agency that you have to deal with, who go out and write 
books and endanger yonI' agents. The fact of the matter is that the 
bulk of the problem comes from generals and admirals. 

Now, if I inserted "a high-ranking Pentagon official" in the sub-
ject of those sentrnces, would you feel the same way~ 

Admiral TURNER. Absolutely. 
Senator HART. Well, then, what can be done about this ~ 
Every December, J annary and February in thjs town we are 

treated to the same old business. The Russians are coming, the Rus
sians are coming. Not only are they coming, they are thirty feet 
tall. 

Now, that is not accidental. We all give it a kind of a wink and 
a nod because we have been around long enough. You begin to see 
it after a while. There is a pattern to it. Unfortunately people out in 
the country take it seriously, and I take it that is the purpose of those 
kinds of. disclosures, to justify greater budget expenditures. . 

Now, 1f you can't-if people are elected to vote on those thmgs, 
and given committee assignments to examine budget requests, and 
the Pentagon can't convince them of their needs but rather have to 
go in an unauthorized, highly selective, highly prejudicial disclosure 
or leak route to get to our constituents to frighten them so they will 
frighten us, then I think something ought to be done about it. That 
is what the leak problem is. 

Admiral TUR1-.TER. I agree with you fully, Senator Hart. ' 
One thing that I am doing to move ill that direction is to try to 

l'elease more information in lIDclassified form, thel'!~by reducing the 
amount of information that is tempting to be released in an un
authorized way. Thereby also helping us better to protect what re
mains. There is a lack of respect today for classified information 
throughout the Government because too much of it exists and ,too 
much does not need to be classified. 

This is a small step in that direction but--
Senator R<l.RT. As I indicated in my opening remarks, I think it 

may be a giant step if it helps reduce the base of the problem, in 
effect, to the real problem, what should be the real problem,' and 
that is your dissident agents or whoever. it is jeopard~zing people~s 
lives and sources and methods. But there 1S such hypOCrISY about tIllS 
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whole Pentagon operation, it just makes me sore. I think it is cynical' 
as hell and it shouldn't be the way we run this Government, and you' 
know, if the chiefs are not obeying the law, why should the Indians?' 
I mean, ,it is a direct incentive to every Government employee in the 
Government to tell anything they know because they just saw some' 
Assistat;tt Secretary 01' Secretary of Defense or high ranking general' 
or admIral call in the AP or some favored reporter who has been 
reporting on defense matters for years and tell them ever~hing we' 
know or almost everything we lmow about what the SOVIets have 
been up to. 

Admiral TURNER. I am not anxious to appear to be defending' 
admivals and generals because I happen to be one. But I would say 
that many of those so-called leaks or leaks frequently are not as' 
injurious to our national interests as are the ones that come from 
these dissidents and people who have no care what it is. 

Second, I would also urge some consideration that it isn't always' 
the chiefs. It happens at many echelons, and sometimes it un
fortunately happens in the Pentagon, in the State Department, in 
the other agencies, probably in the Central Intelligence Agency, but 
perhaps less so because we are not involved in policymakinQ.". It 
occurs as a deliberate lower level effort to undercut even the policies' 
of that agency or that department itself, by people who are not in 
agreement with the Secretary or whoever it may be who makes the' 
policy. And it is an insidious situation, Senator. 

Benator JLmT. 'Ven, as I said in my opening remarks--
Senator BIDEN. Would the Senator yield on that point? 
Staff informs me, Admiral, that of the leaks and damage assess

ments, your damage assessments which we reviewed, that many of 
them were of serious consequence, that the damage assessment was 
cast in very grave terms, and they were leaks from the very agencies' 
that the Senator is referring to. 

Now, I don't lmow whether or not they were leaks from admirals' 
and generals, because they weren't- followed through, but they were 
leaks from those departments, although not only those departments. 
I want to set the record straight, but that your agency, from what 
we have read, has determined that some of these leaks were of 
serious consequence, were grave, and that they were from the agencies' 
the Senator refers to. 

Senator HART. Well, that is precisely my point. I think you are 
right that there is a lot that goes out that could go out and I applaucT 
your efforts to make that available in a routine, orderly, legal basis. 
I want to ask you what cooperation are you getting from the Secre
tary of Defense and the Defense Establishment in that regard, but" 
the chairman is absolutely right that we know for a fact that some 
of those disclosures have been serious violations of national securitv. 

Ad:niral TURNER. I did not mean to ove!,s~ate the case. I am saYIng' 
that If you ask me to rank my concern, It IS more for the external, 
unauthorized-well, they are all unauthorized-leaks from outside 
the establishment than it is from inside, but there are leaks from in
side the/establishment that are very serious. 

SerratoI' HART. Well, in resJ?onse to the question, what kind of" 
cooperation are you getting III your n:fforts for orderly, nonleak 
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clisclosures of Defense-related information from the Defense' 
EstahliRhment? 

Admiral TURNER. I am not meeting any tremendous resistance. 
There is a basic bureaucratic resistance in' my organization, in an 
the other organizations, to doin.g- something that hasn't been done 
before, and there are real hazards to it. I am be-at over the head in 
the media because I am politicized, because I release a story which 
maybe supports the administration's position, which I didn't release 
for that purpose, and I think there are other hazards in this because 
I will release reports that will in 6 months or a year prove to he 
erroneous. We never are 100· percent correct. and there are those who 
genuinely believe that I am endangering the Nation's confidence in 
the Central Intelligence Agency in particular as the ce-ntral intel
ligence producing organization 'by forcing myself in due course to 
expose our errors as wen as our successes . 

So there are down sides to this policy as well as UP. and genuine 
debates within the organization which I am encountering. 

Senator HART. Well, I iust want to make one more observation 
and then I will yield, and that is that I don't think there is anything 
more important to this Nation's security and the security of the 
world than our present negotiations on strategic arms limitations. 
Now, we went through a series several weeks or months ago of care
fully timed, orchestrated. calculated leaks about our negotiating po
sition and the status of those ne.g-otiations and propositions put for
ward by the higllest officials of this Government. That was done pre
sumably, reportedly by individuals who disagreed with those po
sitions, who may have even themselves been involved in the negotiat
ing process, and all I can say, Admiral, is that for my money, where 
that is concerned, I would absolutely quote your statement back "my 
blood boils at the obvious callousness and selfishness of those k"inds of 
people, and I believe they ~ore than deserve the punishment which 
should result from prosecutIon." 

Thank you. 
Senator BIDEN. Thank you. 
Admiral, I have several questions. and then we will go into a 

second round if any of my colleagues have additional questions. 
What is your time constraint ~ Do yoI' have one ~ Obviously you 

are busy, btlt I mean, is there anything--
Admiral TURNER. I do have a 12 ~15 appointment with another 

Senator, sir. 
Senator BIDEN. Without getting into the next 10 minuteR the 

question of which type of leak is more serious or-although I am 
inclined to agree with my colleague Trom Colorado, it is the type of 
thing that personally bothers me-without getting into that for a 
moment, I would like to try to focus on what remedies are avail
able to us. I think one of the things that was established at the outset 
of this hearing, and I believe you and counsel both agree, is we have 
some serious problems. We have some serious problems a,nd there are 
ways in which because of our administrative and judicial system, 
your efforts are hampered. 

Obviously, for example, to take an extreme case, if we had in 
camera proceedings where no criminal trial need be done in public, 
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everyone of these people from any general, assuming there is one, 
through to a former agent, would be prosecuted. Justice would be 
able to go forward and take care of the whole problem in terms of 
making someone accountable for their actions. 

But obviously we did away with the Star Chamber hundreds of 
years ago in our English jurisprudential system, and so now what 
we have to do is figure out a method by which we can work an ac
commodation, to put you in a better position of seeing to it that 
what Senator Huddleston suggested is happening doesn't happen. 
That is, why would someone who is in collaboraton, in the classic 
espionage case. with the security agency of a foreign power, not be 
inclinpd to go big, because the bigger it is, the bigger the secret, the 
more important it is, and probably the less the likelihood you are 
going to be able to do anything; about it. to oversimplify it. 

So there iSl the question of, does failure to prosecute encourage 
more security leaks, or, when you are balancing that, would prosecu
tion result in such an avalanche of additional leaks, additional in
formation that we would be worse off. 

Now, it seems to me there are two things we can attempt to do. One 
is deal with administrative sanctions, and I raise these without hav
ing concluded what we should or shouldn't do. 

Some experts who have attempted to grapple with the qnestions 
that we have been discussing have essentially come to the conr1usion 
that traditional criminal and civil penalties in the areas that we 
have been discussing are simply impractical because of this dilemma, 
and the only alternative is some type of administrative sanction. 
They propose that in cases such as the Helms case, or even in 
espionage cases involving present or former officials, an appropriate 
remedy is disciplinary action or in the case of a former employee, 
reduction of pension or some action to retrieve past compensation. 

Of course, in the case of publications 0-[ secrets by CIA agents, you 
have traditionally attempted to enjoin by civil action such publica
tion. However, this last option is not very practical especially in cir
cumstances where the espionage is a complete act, or the deceit to a 
congressional committee is a completed act. 

Now, Admiral, do you believe that you have the authority in the 
National Security Act to establish administrative procedures which 
would either cause a demotion in rank or eliminate pension or in 
some way financially penalize those within your jurisdiction who en
gage in this nefarious activity~ 

Admiral 'TURNER. Well, to begin with, I do have the authority 
under the National Security Act, to dismiss an employee, which is a 
total punishment of a sense. 

Senator BIDEN. Sometimes dismissal does not mean loss of a pen
sion or loss of accrued benefits, does it ~ 

Admiral TunNER. No. If the man is dismissed under that pro
vision and has accrued benefits, he still receives them, so that is 
true. 

Tqny, would you amplify on that, please ~ 
. Mr. LAPHAllr. Well, just to say that that is correct in my view of 
lt, Senator. There is, so far as I lmow, no way to get at a govern
ment pension or other accrued benefits of that kind other than 
through legislation which does not now exist. 

.. 

. .. 
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There is legislation on the books-1 am not at this point com
pletely fresh on its provisions but I think it provides for a forfeiture 
only in cases of conviction of certain enumerated crimes, by no means 
all crimes, but in any case, only the conviction of a crime. 

Senator BIDEN. Well, would you support legislation, Admiral, that 
assuming we could draft it, that would give you the authority not 
only to dismiss but to penalize an employee, or a former employee, 
someone who you fired because they are, you have concluded, a 
security risk~ And obviously, by the way, the whole purpose for do
ing this is if you first conclude that you can't go to a trial in a 
criminal proceeding because you would need to divulge so much in
formation that it would be against our national interest. There
fore you have decided that what you must do is you must take that 
employee out of the range of further classified information and 
also dismiss him from. his present job. 

But would you be amenable to having the authority-I am not 
sure we can give it, but assuming we could legislate it, that would 
allow you the further sanction of eliminating their pension benefits 
or trying to retrieve past compensation? 

Admiral TURNER. Senator, I am inclined to say yes; to the degroo
I would like to look at the provisions of it, but I am also a little 
timorous at the thought of having the arbitrary authority to reduce 
somebody's pension and the reponsibility that goes with it. 

I would suspect that before such a provision could be made law, 
there would have to be a series of checks und balances on that. If 
those could be created so that a single individual such as myself did 
not have arbitrary authority, but the checks and balances weren't 
equally dangerous to national security as going to public trial, 
maybe that would be a satisfactory solution. 

Senator BIDEN. The second question I have, Admiral, is would you 
be in favor of a separate criminal code and separate administrative 
code for intelligence officers as we presently have now for military 
officers and military personnel in the Uniform Code of Military 
.Justice~ Without getting into detail of what it would be, do you 
favor that concept? 

Admiral TunNER. I would be most interested in exploring that. I 
wonder if there is constitutional provision for that as there is for 
the military, but if it is constitution.al that is something that should 
be looked at. Then the question raised is whether the administrative 
burden of doing it is satisfactory to the purpose. 

Senator BIDEN. Well, Admiral, there are a number of other ques
tions I have and others have, but you also have a 12 :15 appoint
ment, and you have been more than amenable to us today and in the 
past, so I am sure the questions we have we will be able to pursue at 
another time with you. 

I would like to ask your permission, if you would mind us submit
ting some of the questions in writing to you. The questions I have 
relate primarily to the types of remedies we should consider, if any 
~an be considered, to help us rectify what we have all agreed this 
morning is a serious problem facing you and the country. 

Admiral TunNER. I would be very happy to respond, Senator, be
-cause we are appreciative of your efforts to try to find additional 
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remedies, and we are as anxious as you to find ones that are satis
factory with our democratic standards in this country. 

Senator BlDEN. We would also like-I would like to publicly 
thank, which wlli probably ruin his credibility, Tony Lapham who 
has been very, very helpfui to our staff, and accommodating in help
ing us work out a reasonable and workable way in which we could 
proceed with these hearings. 

I would like to thank you for that. 
Mr. LAPlI.A1tf. Thank you, Senator, and contrary, sir, it would en

hance my credibility, and I need all the help in that respect I can 
get. 

Senator BIDEN. Well, there is a vote on. 
Thank you, Admiral, and we will be back in touch with you. I ap

preciate your testimony. 
I notice Mr. Civiletti has walked in the room. He is our next 

witness. 
Mr. Civiletti, there are five buzzers up there which means there 

is a vote on. It will take us about 8 minutes to get over and vote 
and be back. .~ 

Is it convenient for you to begin testifying at approximately 5 
after 12~ 

Mr. CIVILETl'I. Yes, Senator. 
Senator BIDE~. Fine. Thank you. ""Ve will be back in 8 or 10 

minutes. The hearing is recessed until then. 
[A brief recess was taken.] . 
Senator BIDEN. The hearing will come to order. 
Mr. Civiletti, I appreciate your coming today and I realize your 

schedule has been somewhat frenetic in the last few days, and with
out any further comment by me, why don't you proceed with your 
testimony or comments. 

STATEMENT OF RON. BENJAMIN CIVILETTI, ASSISTANT ATTORNEY 
GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUSTICE, 
ACCOMPANIED BY RON. ROBERT L. KEUCR, DEPUTY ASSISTANT 
ATTORNEY GENERAL, CRIMINAL DIVISION 

Mr. CIVILETl'I. Thank you very much, Mr. Chairman Biden. 
I particularly wanted to come today because the letter from you 

. and the subcommittee and the vice chairman to the Attorney General 
did come to my attention and it addresses, in my view, one of the 
most difficult and sensitive areas in the Justice Department's criminal 
law enforcement responsibility, and that is the line between effective, 
vigorous enforcement and prosecution of the criminal law, which is 
the responsibility of the Department of Justice, and at the same time, 
maintaining the safety and integrity of our intelligence systems, our 
national security and defense and other related matters. . 

In the abstract, that line and that balance are very difficult. As to 
particular fact situations, it is also not simple, and we need-the 
Intelligence Community and the Justice Department-we need the 
focus and attention and the expertise developed by such progressive 
hearings as you are conducting on this subject in this subcommittee. 

In my brief experience as Assistant Attorney General of the 
Criminal Division, and as Acting Deputy Attorney General, I am 
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familiar with the manner and methods by which the Department of 
Justice and the Intelligence Agencies have grappled with this issue, 
satisfactorily at times and I think unsatisfactorily at other times. 

First, the problems are presented in connection with espionage 
prosecutions. I think it is safe to say that in our free and open 
society which we all treasure, we are, from time to time, victims of 
such efforts in the modern world by hostile countries. in ever increas
ing ways, and we must maintain our vigilance in that regard. OUI'" 
efforts to apprehend and prosecute where the criminal laws have 
been violated are extremely important to all the safety and security 
of the citizens of this country and our system. 

We have been fairly successful with regard to many espionage 
prosecutions. 

The second area concerns perhaps not direct espionage, but the 
subject which you so correctly were addressing to Admiral Turner, 
and that is the problem of leaks or the disclosure of confidential or 
classified information in one manner or another. 

Under our present system, we are, fmnkly, far less successful in 
that area in prosecutions or in even determining with precision the 
source of such leaks. Partly that is due to evidentiary problems 
generally with the leak situation. Partly it is due to our firm belief 
in the tenets of the first amendment. And partly it is due to the fact 
of life that with a great deal of classified information and our many
faceted government, we, that is the Government, the Intelligence 
Community, or the National Security Council, must, to perform its 
duty, disseminate that information to a wide variety of people in 
a classified form. That makes the evidentiary trail a difficult trail 
to follow. Although you may point the finger of guilt at a particular 
group or ·particular department, the criminal law, of course, requires 
evidence of individual guilt beyond a reasonable doubt, or at least a 
fair chance to establish that in a court of law, and that becomes a much 
more difficult proposition. . 

The third area which this subcommittee is addressing in the bal
ance between disclosure and protection is the area dealing with other 
crimes, not espionage or leaks, but other crimes which are associated 
with intelligence actions or activities. Those crimes include either the 
rogue elephant circumstance, which is I believe rare today, extremely 
rare, or the circumstance of people associated with or even inci
dentally related to intelligence activities who commit unrelated 
crimes such as bribery or other felonies or crimes against the person. 

In that instance, although the investigation may show and relate 
and develop some evidence with regard to the underlying crime, at 
the same time, because of its nearness or relationship to the intel~ 
ligence activity, it naturally calls into question the very issue be~ 
tween the disclosure of confidential information-confidential 

.. sources, confidential locations, or national secrets of one kind or 
another-and the state of mind of the particular participant who is 
engaged in the underlying criminal activity. 

We at Justice take the view, which we think is proper given our 
responsibilities, that we must try with every means and ability 
available to us to secure prosecution. Our interest is in the enforce~ 
ment of the law, regardless of who violates it, and we take the advo~ 
cate's position, not irresponsibly, that to the extent possible, it is 
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our duty to find a way to get the facts und the evidence and to 
prosecute. 

1Ve are sensitive to the somewhat differing responsibility and 
philosophy of the intelligence community which does not hn;ve di
rect law enforcement responsibility but does have the terrible burden 
of protectin,g the security of the country, its processes, and its secrets, 
so that we do not blindly override their concerns. 1Ve try to under
stand them, and through an escalating process from time to time 
those differences in philosophy as well as in missions are attempted 
to be resolved. First a resolution is attempted by the line attorney 
who is the prosecutor :md the investigators and the lower level em
ployees of the intelligence agency in question. Then, as matters, some 
matters are rpsolved and others are not, there is an escalation or a 
ladder effect in the attempt at resolution through, as I believe you 
have heard testimony, through the point where we reach the At
tornpv General's level :md he is insisting or taking the view that 
classified matters must be either declassified or evidence obtained or 
sources or methods disdosed in a particularly egregious case, and 
the intelligence community, because of its sensitivity or the agency 
involved, the head of that agency is convinced that the danger of 
disclosure and the risk is more important than prosecution. In that 
instance, although it is extremely rare, in that instance, the ultimate 
resolution under the present system rests with the chief law enforce
ment officer in the Unitpd Statps, the same person who is charged with 
the national security of the United States, who is the President. 

So those three areas that I mentioned and our attempts to resolve 
them are imperfect. They need sound thinking. They need atten
tion. And they need discussion as well as the guidance and expertise 
of those in the Congress and in the community at Jarge who provide 
a different point of view, an additional point'of view to those of lIS 

in Justice and in the intelligence community who address these prob
lems regularly and have tried to resolve the difficulties and to draw 
the lines in these areas to the best of our ahility. So I am happy to 
be here. I am glad that the hearings are being conducted in such a 
responsible way in probing into an arefL of great difficulty which 
require,s attention, sound thinking, and hopefully progressive 
resoluhon. 

Senator BIDEN. Than-r you, Mr. Civiletti. 
I understand that you also have a time constraint that is related 

to other committee hearings which are underwav demanding your 
presence, and it is my understanding that the gentleman to your left 
was-would you mind introducing him ~ 

Mr. CIVILETTI. Yes; let me introduce, Mr. Chairman, to vou Mr. 
Robert Keuch, who is a Deputy Assistant Attorney General of the 
Criminal Division of the Department of Justice. As an aide, let me 
say that Mr. Keuch is one of the first honor-program participants 
to reach tllis managerial and responsihle level in the Department of 
Justice. In his very prominent career in the Department of Justice, 
Mr. Keuch has had a wide experience with intelligence matters and 
how they relate to criminal prosecutions, It gives me pleasure to 
have Jlim pinch-hit for me with his statement and response to your 
questlODS, 



33 

Senator BIDEN. Fine. I appreciate your coming and we will be 
back to you with questions, if that is all right. 

Mr. Keuch, if you would like to proceed with your statement. 

STATEMENT OF ROBERT L. KEUCH, DEPUTY ASSISTANT ATTORNEY 
GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUSTICE 

Mr. I\::EucH. Thank you, Mr. Chairman. 
It is a pleasure to appear before this subcommittC'e to discuss one 

of the most difficult problems the Government must face in the areas 
of criminal justice and national security: what can be done whC'n a 
criminal pJ'osecution involves the necessary disclosure of informa
tion related to the national defens(>, a problem that can perhaps be 
best summarized by asking the question, to what extent must we 
harm the national security in ord(>r to protect the national security. 
The very basic conflict in that CJuestion is one that runs throughout 
every facet of this problem, and very relevant to onr discussions to
day is one that is mandat(>d by oui· constitutional system and the 
protections of our criminal justice procedures. 

Until fairly recently, the problem was most apparent in espionage 
cases, either classical espionage cases or cases involving leaks of in
formation. Such cases usually start wlwn in accordance with their 
statutory andlor regulatory i'esponsibilities, agencies advise us that 
national security information has been or is about to be diselosed 
improperly. 

Upon receiving such a report, or prior to tht' time an arrest or 
other action is taken in those cases in which we have indications of 
an ongoing or an anticipated act involving the compromise of na
tional security information, we initiate discussions with officials of 
the agency involved to dC'termille what action can and should be 
taken. One area we must focus on is one which has troubled uS for 
many years: how to maintain the prosecution and at the same time 
protect the national security information involved. This problem in
evitably arises, for defendants, of course, are entitled under the Con
stitution to a public trial and the evidence used against them must 
be made public. In practical terms this means that if we are to 
attempt to prosecute someone for relating national security informa
tion improperly, we must be prepared to disclose at least a part of 
the information publicly. 

"While that may not seem to be much of a problem initially, if the 
information has already been leaked or given to a foreign govern
ment, what is the harm in making it public; it is often, of course, 
very serious. For example, even assuming the information has al
ready been leaked andlor has already reached a foreign power, our 
reliance on it at a public trial will necessarily confirm the accuracy 
of the information. This is a considerable benefit for while foreign 
powers receive a steady flow of information from a vari(>ty of sourc(>s, 
they must always grapple with the initial task of separating tIle wheat 
froin the chaff, culling out from the mass that which is accurate. A 
public trial must, of necessity, help them accomplish that goal. 

This problem can be compounded if we capture the foreign agent 
or the 'individual or individuals willing to compromise national se-
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curity information and prevent the actual disclosure of military or 
state secrets. 

Under those circumstances, the damage which occurs in cases 
where we cannot retrieve the information before it is made public or 
sent abroad has obviously been avoided. Disclosure of the informa
tion involved at a public trial, then, would not only confirm its ac
curacy, but it would also accomplish the very thing we try to pre
vent.: its compromise and the transmittal of such information to a 
foreign power. 

The first decision we must always make, then, is whetllPl' the game 
is worth the candle. Is the prosecution more important than the po
tential harm we mav cause to the Nation's securitv interests. 

'Wilen we first. meet with the, Agencies. we make' it dear that if we 
are- to proceed with an espionage prosecution, at least some of the 
information will have to be disclosed at trial to satisf-\T the elements 
of the offense as defined by the espionage statutes; tliat is. that the 
information, in fact, is related to the national defense. Each agency, 
under the applicable laws and regulations. has a responsibili.ty to ~. 
protect its own information, so the affected agency must make the 
initial decision whether it can be released consistent with the national 
seeuritv interests involved. 

While we of course share this concern, the Department of ,T ustice 
has a different responsibilitv: the duty to see that the laws shall be 
enforced. ,\Then these responsibmties collide, we meet with the 
Agency and attempt to resolve the problem if at all possible. In 
some cases, for example, we can limit any further disclosure to a 
portion of the information or to some of the lesser classified infor
mation such as using confidential or secret material rather than top 
secret information that may have been compromised, thereby mini
mizing the harm and permitting the prosecution to proceed. If we 
reach an impasse and if we feel a prosecution must be undertaken, 
the matter is presented to the Attorney General and the head of the 
agency concerned for resolution. If necessary, the President may 
have to l)1ake the ultimate decision. I am pleased to report that al
though that path is available, it has had to be used very rarely in 
the past. 

The second aspect of the problem we have had to fnce is presented 
bv those cases, either ('spionage cases or cases involving other viola
tions of criminal law, in which the defendant elaims a need for ac
c!:'ss to classified information in ord!:'r to present his defense. It is 
the laUer type of case. cases involving violations of criminal law 
other than those involving the compromise of national defense in
formation, which has come to public attention recently. 

Clearly we as l)l'OS?Cutors cannot determine precisely how a de
fendant can present Ins case, and although he has no lic!:'nse to rum
mage through governmental files at will. a defendant does have a 
right to information which may be useful in his defense. The im
portant point to note here is that und!:'r our criminal procedures a 
defendant need not establish that a particular piece of evidence will 
be relevant or would definitely exeulpate him in order to have access 
to such information. Rather, the defendant need merely demonstrate 
that it may be helpful to his defense or will otherwise satisfy our 



35 

criminal rules and statutes, and we then face the prospect of being 
ordered by a court to provide him access to the information he 
claims he needs. And of course this last statement points up yet 
another aspect of our dilemma. It is difficult, if not totally impos~ 
sible, to predict the full extent of the discovery and similar orders 
which will be issued by a trial judge and which will require the dis~ 
closure of national defense information. 

Our difficulties, then, as previous speakers and your own opening 
statement, :Mr. Chairman, have made clear, are obvious. In espionage 
cases, having charged t11e defendant. with the compromise of national 
s('cnrity information, we face the prospect of having to provide him 
access to still more sensitive information in order to prosecute him. 
In cases involving violations other than espionage, this prospect re
mains the same but mayor may not be as acceptable, depending upon 
the seriousness of the criminal violation involved and the sensitivity 
of the national security information which is at issue. 

An additional area of concern involves necessary or potential wit~ 
nesses. Under certain circumstances it is of course possible that the 
protection of the identity of a potential witness-for example the 
identity of an informant', an undercover agent, or perhaps a double 
agent-may be important to the national security. If we wish to pro
tect this identity, it follows that the witness will not be made avail
able for public trial and examination by us or the defendant, and, as 
with national security information generally, if we or the defendant 
need this information and if we feel the prosecution must proceed in 
spite of the Agency's feeling that it cannot be disclosed, we will at~ 
tempt to resolve the matter through negotiation and, if that fails, 
present the matter to the Attorney General and the Agency head or 
ultimately, of course, the President. 

In discussing these problems, I would like to point out that thoug11 
ther€', are barriers, they are not necessarily insurmountable. Inc~eed, it 
has been possible during the past few years to prosecute esplOnage 
cases in a variety of circumstances. The staff has been provided with 
a list of 20 espionage matters which have been prosecuted success
fully since the 1950's, Some of the more recent cases include, of 
course, the lIfo01'e trial in Maryland and the Lee and Boyce prosecu
tions in California. The number of serious nonespionage cases in 
which prosecution has been prevented or rendered unsuccessful has, 
in mv view, been minimal to date. It should also be noted that in 
cases"in which we cannot proceed, alternatives such as administrative 
sanctions may be available. 

Thus, while there are serious problems in this area, we have been 
successful in resolving them in a very significant number of cases. 

In conclusion let me say that the interest of this subcommittee in 
., highlighting these problems and trying to find a, better way to re

solve them is commendable. Because the foundatlOns for the prob
lems under discussion are, in our view, of constitutional dimension, 
there are serious doubts that legislation relating either to the sub~ 
stantive offenses involved or to our criminal justice procedures will 
help in totally resolving- them. However, the Department does look for
ward to ollr mutually desired quest to find the best solution possible. 
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,Vith tllat in mind and with recognition of the fact that I have 
only presented a brief outline of the many aspects of our concerns, I 
will be pleased to try to answer any questions you may have. 

Thank you, Mr. Chairman. 
Senator BIDEN. Thank you very much. 
To once again focus the intent of these hearings, as your state

ment points out, aIthough you think the problem is less serious than 
the tentative conclusion that I have drawn, nonetheless is a serious 
problem of at least some cases possibly not being, and in fact have 
not been prosecuted for fear of further doing harm to the national 
interest. 

As yon put it in your opening statement, you say to what extent 
must we harm the national security in order to protect the national 
security, and I think we are all in agreement that there are some of 
those cases, that we have decided, that the administration, the Justice 
Department has ultimately decided that we shouI!? not proceed because 
we would do more harm' than we will do good. 

Now, I would like to focus, unlike with the testimony of Admiral 
Turnl'r, Admiral Turner is not an attorney, you are an attorney, and 
you are involved in a very critical position in making determinations 
and recommendations as to how Justice proceeds in cases of the 
natnre that we set out in hypotheticals and of the cases that you 
provided 11S, and I would like to thank you for your cooperation 
with our staff. 

And so I would like to focus, if we may, on the possibility of legis
lating procedural or changes in the criminal procedure, the Federal 
criminal statutes as related to criminal procedure, and I am going 
to be fairly technical and understand if you are not in a position at 
this moment to respond in detail, that you would please not hesitate 
to ('xpand upon your answer in writing. 

Mr. IummI. Certainly. 
Senator BIDEN. One' of the areas suggested to us as a possible 

means by which we could diminish the problem we all acknowledge 
exists is an in ramera procedure for judicial supervision of the use 
of classified information. Congress might enaet an in camera pro
cedure for judicial supervision of the use of classified information 
in the course of civil and criminal proceedings in which the United 
States is a party. The procedure might be modeled after section 509 
of the Rules of Evidence proposed by the Supreme Court in 1974. 

Section 509 defined "a secret of state" privilege which might be 
invoked by the Government which would in turn promote an in 
oamera adversary proceeding in which the parties would litigate the 
use of the information, usually classified, to which the Government 
had invoked the privilege. 

Now, to make this even clearer, it refers to either the witness that 
you say is sometim('s troublesome that need not be produced, and/or 
specific documentation, information that is classified, that must be 
introduced in evidence under ordinary circumstances, to bring your 
case to successful conclusion. 

Section 509 was rejected by the Congress as it reviewed the rules 
proposed by the Supreme Court. However, any proposal made at 
this time might respond to the criticism of section 509. 



• 

37 

For example, the new state secret privilege might more narrowly 
define the type of information to which the Government could in
voke the privilege. It might give a greater role to the court in re
viewing the claim of privilege, including authority to go beyond 
and behind the classification to determine the actual damage to the 
national security if the information were disclosed. 

A new rule 509 might a1so give central supervision to invocation 
of the privilege to the Attorney General and require his personal re
view of the documents prior to invocation of the privilege. 

It. might guarantee the presence of the defendant and his counsel 
in the in camera procedures, although it won1d subject both-that 
is, the counsel and the defendant-to contempt of court and pos
sible espionage prosecution if they disclosed the results of the in 
camera. procedure. 

It might give either party an immediate right to appeal of the de
termination of the court, \Vhetller the information is privileged and 
the consequence of the invocation of the privilege; that is, whether 
the Government has to drop the prosecution of the criminal case, 
concede the case to the plaintiff in a civil case, 01' in a criminal case 
the defendant has to forgo a particular affirmative defense. 

This in ca,7nera procedure could obviously only apply to questions 
of law, and could only be used to litigate questions of fact where a 
jury trial had been waived. Therefore, in most criminal and civil 
cases there will likely arise circumstances, even if such procedure 
were enacted, where classified information might have to be dis
closed to the jury and the pr ""lic. 

Howeycr, snch a procedure might minimize those circumstances, 
and through the offices of an objective judicial tribunal, force an ac
commodation upon the parties to avoid the impasse that presently 
occurs in most such cases. 

Now, my qnestion for you, are you in favor of developing some 
type of procedure along these }jnes, and how would you amend the 
description of the procedure I have described above, and if you want 
me to go through that again, I will, because it is awfully hard to di
gest in one swallow. But to start it off, do you think it is reasonable 
and more importantly, constitutional, for us to proceed along the 
lines of attempting to develop a rule similar to that suggested by 
the Supreme Court in 1974, section 509 ~ 

Mr. KEUCH. Well, at the risk, Mr. Chairman, of affecting my 
credibility, I must say that I was the author of rule 509 as proposed 
by the Department of Justice and accepted by the Supreme Court in 
the Rules of Evidence, so I am, I think, fairly familiar with the 
procedures you are discussing. 

I think I would like to start out, however, preliminarily by saying 
that we have to break the question, or at least my answer, up into 
two areas, and I think you have already touched on that in posing 
the question to me. 

One, of course, is that in which the information, the classifica
tion and status of the information, is part of the substantive offense 
that is involved, the classic espionage situation, even the leak situa
tion where part of the element of the proof is in fact that the in
formation was properly classified or did in fact re1ate to the national 
defense. 
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That, we feel, is definitely a jury question. We feel that the possi
bility of a waiver of a jury raises serious constitutional questions be
cause of the interest in a public trial, and if we could now go to the 
easier part of the question, that is, those matters that are preliminary 
to the presentation of our evidence in chief, I would like first to 
point out that a great deal of material and a great deal of procedures 
are now attempted to proceed in carne1'a. 

For example, rule Ie of the Federal Rules of Criminal Procedure, 
which provides access to statements and other material at defend
ant's pretrial, does provide that the Court may restrict the applica
tion of the rule if he determines it is h the interest of the national
best interests of-I believe it is natior ... al security, but there is a pro
vision to permit us to make the argument, that this matter could be 
withheld. 

The problem, of course, is that it is very difficult for the judge, just 
as it is for us prior to trial, to determine what information might 
be particularly relevant to a criminal prosecution, and the Supreme 
Court in the Alderman case pointed out that the court should not 
embark upon an attempt to try to decide what for the defense is 
relevant. However, they also encourage the use of in cameJ'a. pro
ceedings in national security matters . 

.J:'UlOther caveat, of course, is it does not entirely solve the problem. 
You pointed out that you would have to have the opposing parties 
present, there would be protective orders issued by the courts, of 
course, and there could be sanctions such as contempt of court and 
perhaps a violation of the espionage statutes, too, for further dis
closure by those parties if the proceedings terminated in a ruling 
favorable to the Government, but the sum and substance would still 
be that the very information that we are seeking to protect would 
have to be disclosed to the individuals participating in that con
ference, including the defendant and his attorney, and we have seen 
a trend in recent cases where the argument has been made that the 
attorneys themselves and the defendant himself or herself are cer
tainly not as fully capable of challenging the Government's claims 
that the information is of such a type and they must need or they 
need the assistance of experts, and this of course adds to the number 
of people to which there are disclosures. 

Senator BIDEN. That does move it one step, though. I mean, it 
doesn't solve it, but it does move it back a step at least, doesn't it ~ 

Mr. IUucH. It certainly does, and we would-and to answer your 
question in a very positive note, we would certainly be interested in 
exploring those procedures. I think the fact that 509 was proposed, 
for example, is an indication of the fact we have tried to work on 
these problems. ,Ve do, of course, use in camera proceedings in re
sponding to wir('tap motions and other pretrial motions. Cer
tainly this is one of the areas that we feel needs a great deal of 
exploration. 

Senator BIDEN. Do you believe that there are any possibilities-for 
the civil libertarians, I am not suggesting it, in raising it, at all as an 
alternative, do you believe that there is any possibility of being able 
to develop under our Constitution a proceeding that would be totally 
in camera, the entire proceeding ~ 

... 
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Is it possible to put the jury under the same sanctions for con
tempt of court and violation of espionage laws as we would, as has 
been suggested by some would be done to the defense, the defendant 
and defense attorney in the procedure you and I just discussed. 

MI'. KEncH. If my answer is not taken as definitive, I think I 
would have to say that we would see two very serious problems with 
that. The first one, I think, is legal, and the "econd problem that 
would have to be discussed is policy or political with a small "p" to 
be clear what we are talking about. 

The legal problems, our research is not totally conclusive, and I 
must say it is not-there are no cases where we feel directlv to the 
point, but the research indicates that the right to a public trial pro
tects not only the defendant, the rights of the defendant, but also 
society's rights, that. there are very strong reasons why there should 
be an open prosecution of individuals . 

Now, of course, there have been departures from that rule. Rape 
cases are an example, other cases where there might be great embar
rassment to the parties involved, et cetera, but eV(ln in thoRe cases 
there has been admission to the courtroom of friends, relatives, other 
supporters of the defendant, et cetem, and those cases I do not think 
have faced the issue or the problem of the cases in the Supreme 
Court in the Federal system which again indicate that part of the 
concept of a public trial is for the benefit of society in addition to 
the defendant. 

I might footnote that espionage and leak cases are peculiarly that 
type of case in which society has a strong interest. A rape case, even 
a fraud case, even a massive bribery or perjury case still is pr~tty 
much confined to a small group of players, and the issues are faIrly 
between one or two individuals. Certainly that is true in a rape or 
personal assault case. 

However, in the espionage case, you really raise issues that are 
fundamental to our society, and they involve really the judgment of 
society and the public against the individual, and obviously have 
grave first amendment overtones. 

So I think there is a serious question whether given the direction 
of the cases already, that the right to a public trial includes the right 
of society to a public trial in addition to the defendant, and any 
type of total in camera procedure, even with a waiver by the de
fendant would be constitutioll!il. 

The second, perhaps, I have already pointed up and that is the 
policy or political questions, and that is whether or not we would 
wish to have this type of prosecution and this type of sanction im
posed in a closed trial. I don't think one needs to speculate very 
much to think of what the indications would have been had the 
Ensberg prosecution, for example, or other prosecutions of that type 
been tried in an in camera courtroom. 

On the civil side, of course, the Washington P08t case, the New 
York Time8 case, the Wa8hington P08t case in which I participated 
was, of course, tried in a sealed courtroom. It was a jury trial be
cause we were-I'm sorry, a nonjury trial because we were seeking an 
equity relief from the court, and it was sealed. On the civil side the 
problems are much, much less. 

---------------------------- -------



40 

Senator BIDEN. Is there a distinction in the possible application of 
tlw method I suggested, the total in cmne1'a. proceeding? 

Would your answer be any different or distinguish between the 
leak cases and classical espionage cases ~ 

I can understand it seems clearly it could not work, and the argu
ment you make is very compelling with regard to leak cases, the 
Ellsberg case, but how about the case where somebody-well, let's 
stick to our hypothetical so I don't get in trouble here, where a high 
l'a,nking military officer working at a base has an extr~marital affair 
WIth a woman who is a spy for a superpower and the lllsurgents and 
the superpower blackmail that military offic~r into turning over in
telligence operations that are very important. This is a classical 
espionage case where you have information being sold and/or turned 
over because of blackmail by a Government official here in the United 
States to an enemy agent, and it relates to a location of our agents 
and/or a formula for bombs, satellites, aircraft. or anvthing else. Is 
there a distinction in terms of that type of case and the application 
in camera~ 

Mr. KEU(1H. I think the sl'cond part of my answer, Senator, cer
tainly is. That is the political and policy question, there certainly is, 
because there are different interests involved. 

But I think as to the first part, that is, what I believe to be the di
rection of the law and the interest of the public trial, I don't see how 
those casC's would draw a distinction in those circumstances. 

Now, again, let me make the caveat that I don't believe that those 
cases are conclusive or definitive because they certainly have not 
been considered in this context. that is, the terrible balance or at least 
thl' very important balance tluit must be drawn between harming the 
nationa! s~curity to protect the national security, so it may well he 
that wltllln our constitutional svstem there may be reasonable 
grounds to argue, to develop a procedure with many protections. I 
just-I don't want to be pessimistic. I don't want to close it off. 

Senator BIDEN. No; by the way, I am not at all certain we have 
an answer to this. 

:Mr. KEUOH. That's right. 
Senator BIDEN. I mean, when I started these hearings, and one of 

the most difficult decisions that I have had to make as Chairman of 
this Committee was, after our qualified and eager staff amassed all 
this information, what was I going to do with it, and that is, now we 
raise the question. Some have argued and will argue with me that I 
have opened Pandora's-we, this subcommittee, has opened Pan
dora's hox and shown the world that we have real serious problems, 
and then when we can't resolve it, we have made things worse. 

,iVen, I happen to think that when in doubt, always err on the 
side of discussing things publicly rather than making in came1'a. 
decisions as a Senator. 

But let me continue this series of hypotheticals. mat if that mili
tary officer were court martialed under the Uniform Code of :Military 
Justice ~ Is it possible that we could proceed with a court martial, 
where all the jurors are military personnel who have security clear
ance ~ I mean, can we deal with that aspect of it? 

:Mr, IUUOll. I think you have stepped perhaps another half step 
back from the problem because as you point out they do have security 

.. 
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clearances, although I think the right to the puhlic trial applies to 
the court martial system. I am not as familiar with the case decisions 
in the military courts, though your staff has brought some to my 
attention. The question again would be the applicability of the right 
to public trial to the individual before a court martial. I would 
think that given the decisions in the Supreme Court concerning the 
Uniform Code of Military Justice, some of the protections that must 
be provided in that code, despite the distinction between the emer
gency situations, the more serious situations of a soldier in combat, 
et cetera, I believe \,e would find that the same rules would apply. 

So my answer would have to go back to whether or not our read
ing of this trend of those cases, that is, that a public trial would be 
re9.uired, puJ;>lic meaning, at least meaning the entry of suppor~ers, 
frIends, relatIves, et cetera, and perhaps some representatives of soclety 
in grnrral, whether they be limited to certain members of the media or 
certain other people who would be there as observers, and that frank
ly, Senator, in struggling with these problems, that is one of the mat
ters, one of the aspects that we looked at, whether or not the public 
trial situation could be satisfied by the fact that :vou would have 
some type of group of obsrrvers fi'om a mixrd pal;t of thr yarions 
segments of the military-I'm sorry, the legislative. the judicial, the 
Executive branch, the public. the media, et ('('fera, who wonld partici
pate in the trial and that would satisiy this requirement for public 
trial. That is lOomething we also have not come to a definitive answer 
about. if it is something that we might want to crank into this 
consideration. < 

Senator BIDEN. Is it possible, in your opinion, for us to put mem
bers of the intelligence community in the same posture that we have 
placed military officers and subject them to the same types of pos
sible sanctions and waivers that we ofttimes do to military per
sonnel~ 

Mr. KEUCH. I think there is certainly a basis to argue that in
dividuals who have obtained lawful access as a part of tlleir job to 
classified information. highly sensitive information, can be treated 
in some ways differentl:v than the individual who gets it by accident, 
indirectly, or because one of those individuals have decided to violate 
their trust. Indeed, as you know, in certain attempts to redraft the 
espionage statutes, that concept was brought forward. 

Whether you can advance that to the point where there can be 
closed hearings and even totally closed administrative proceedings, 
I would have very serious doubt, Senator. 

Senator BIDEN. Is it possible, in your opinion, for us to-is it pos
sible for an intelligence officer-is it possible for anybody to waive 
their right to a public trial ~ . 

Mr. KEUCH. I think it is certainly possible, well, except that what 
that runs into is the concept I keep coming back to and and I must 
say, it was a surprise to us when we started our research. We started 
out thinking, well, a public trial was a right to the defendant to pro
tect him from Star Chamber proceedings and the rest, and that was 
the interest the courts were looking at, but we get deeply involved 
in the discussions in the case that part of the right to the public 
trial is the public's right to that public trial, without too many 
repetitions of the word there. That is, that there is a society's in-
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terest, and I think that that interest is particularly strong, as I have 
indicated, in the types of cases we are talking about because 
espionage cases and leak cases by their very nature raise somo very 
basic questions about the balances of our constitutional system, about 
the balances of what the executive should protect and should not 
protect, et cetem. 

I think even-and a waiver requirement that would be a condition 
to employment or condition to the access to material which of itself 
in the intelligence community and certainly in many places in the 
Executive branch, even in private industry, for that matter, would be 
tantamount to having an employment I think would fall because of 
the same problem of the public trial need. 

Senator BIDEN. The public's right to a public trial. 
Mr. KEUCH. Yes, sir. 
But again I hope the caveat will be that we do not feel our answers 

are definitive or conclusive because just now--
Senator BIDEN. I understand that. I understand that. I have the 

same-I quite frankly approached this problem from a very different 
perspective than I now find myself in. I assumed that when we started 
this staff investigation we were going to find that the agencies 
were crying wolf a great deal, and I must admit that prejudice. I 
assumed that I would be confronted, had we not looked a"(; the 
damage assessments, with some agency official saying, if you knew 
what I knew, you would know that we had to and I wanted to make 
sure that I wasn't the victim of that, and I have-I have become 
alarmed at what we have fOune], that the agencies' hands for, in my 
opinion, in a number of, many cases, very good reasons, been tied 
because of-in order to protect the national interest they would have 
to harm it more than they were protecting it. 

Let me ask you a few questions about the cooperation between you 
and your department and the intelligence community. 

In cases that aren't direct espionage cases, the case where, in our 
fourth hypothetical, I think it was our fourth hypothetical or fifth, 
where-let me see if I can find it here-well, in our third hypo
thetical where we set out a situation where there is trafficking in 
narcotics, that doesn't really directly relate to the other operations 
that are going on, in that hypothetical we set it out so that the-we 
had knowledge of the parties involved and the existence of the 
trafficking. How about those cases where-assuming there are any, 
and I don't know, where the agency may know that there is such 
trafficking going on, but it has not come to the attention of anyone 
other than the agency. 

Do you feel that there is any mechanism set up whereby No.1, not 
only inform you of all that you ask for but you are informed of any 
crime that the agency is aware of that is not being committed by an 
agency official. I understand the Executive order now says-and Mr. 
Lapham is still here, and please feel free to jump in, Mr. Lapham, if 
you would like-but I understand the Executive order now says that 
if any agency official is engaged in the criminal offense, the agency 
must call that to the attention of the Department of Justice, but how 
about those cases where the agency officials find out in their unrelated 
activities that there is a crime being committed ~ 

• 
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Do you have-have you ever gotten into that discussion, that prob
Jem ~ Has it been a concern of the Department ~ Do you ask them 
those question~ ~ And I realize you have, you Imow, you say well, we 
only ask questIOns about that which we Imow, I mean, but you know, 
the spectre has been raised by people who have come to this com
mittee and others saying that, you know, we think there are things 
the agency knows about that they are not telling us, that don't re
late to agency work . 
. That'~ a very, very long question. It isn't really a question. I am 
Just trymg to get to an area of concern. 

Maybe you could comment. 
Mr. KEUCH. I think so, sir. I think I can meet your concerns, 

Senator. 
First let me say that there are, I believe, very formal requirements 

for the reporting by the agency in all parts of the intelligence com
mlmity, and in fact, the entire Executive branch to the Attorney 
General when they learn of any violations of criminal law. First of 
the requirements, of course, is the statute, 28 U.S.O. 535. The others 
are the applicability of the Executive orders which are somewhat 
b~'oad~r than just an agency employee but involve any criminal 
VIOlatIOn, and those reports in fact, and indeed, are made on a con
tinuing basis. 

We also, after the-I think there was a need to update our pro
cedures under the statute that I referred to, Executive Order 11905 
was promulgated, we entered into a very formal memorandum of 
understn.nding with the OIA concerning the reporting requirements 
and in what manner and method they would be reported, arid at 
what level things must come to before a determination is made that 
that does involve in fact a criminal violation which must be re
ported, and I must say that I believe that procedure is working very 
well. 

We are following generally the same procedures other parts of the 
intelligence community are in fact now discussing with the Defense 
Department whether or not that memorandum of understanding 
should be formalized or something similar to it with NSA and other 
portions of the Department of Defense. 

So I think there are mechanisms to provide for reporting to the 
~ttorney General on violations, and I think generally they are work
mg very well. 

Of course, it would be difficult, I am sure that the Director could 
not say that every violation or criminal violfl.tion known to his staff 
had been reported to him or to us, ~na. I certainly can't say that 
everything the agency knows has been reported to 'us, but we have 
not found any instances from other sources, from other situations 
where in the prosecution of ~LDother case, or let's say a DEA investi
gat jon or arrest, that we have indications that an intelligence agency 
had information of the violation of criminal law and it was not ra
ported to us. 

I think if you are concerned as to the degree of, level of coopera
tion, and as to the Attorney General, and the Department of Justice 
having access to relevant information, I would like to join in Admiral 
Turner's comment and agree with him. I think the cooperation has 
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been good. I think the Attorney General has had the access that has 
been necessary. 

Senator BIDEN. How long have you been in your position with 
Justice~ 

1\£1'. KEUCR. Seventeen years, sir. 
Senator BIDEN. Seventeen years. 
Has there been any change in that relationship ~ 
Mr. KEuan. I think there has been a very significant change on 

both sides of the equation. I think the Department of Justice is much 
better exercising' its responsibilities. I fear that for a period of time 
-there was a time when I believe we abdicated onr responsibilities 
to test the claim of national security, to insist on more details in 
those cases where we had some questions. These procedures that I re
ferred to also formalized, I believe, our responsibilities, and we have 
definitely, I think, improved in that area. 

On the other side, I think perhaps both in a reflection to our 
change in procedures and also because of what I think are some 
excellent changes in the attitudes in the intelligence community, I 
believe there ha,ve been improvements in the cooperation. 

So yes, there has been a decided change, Senator, and I think that 
-however, on both sides, I think that we stand both with some 
problems in the past, and I believe the Department's approach has 
also improved. 

Senator BIDEN. The reason why I ask that is not to ask who were 
good guys and who were. bad guys, but if that is the case, that there 
has been a change, tlum It seems to me that that argues for at least 
a memorandum of understanding or a statutory definition of the re
laHonship between the agencies so that the change doesn't occur the 
other way in later administrations or as time wears on, but that is' 
for another time. 

Question No. nine of the eleven that you have heard referred to here 
today. 

1\£r. lumcII. Yes, sir. 
Senator BIDEN. Does that routinely end Justice's inquiry when CIA 

or any other agency answers it and says no, we cannot make it 
public~ 

Mr. KEUCR. I do not believe so, sir. I would like to underscore· 
Senator Hart's statement and his questions. He kept saying usually, 
and I would like to put about four strong black lines under usually 
because we do not apply those requirements rigidly. There are cases 
where because of the irreparable harm that is done, because of the 
seriousness of the leak or the seriousness of the espionage involved, or 
because of other impact on our national security, we will proceed, 
and indeed, have in many cases, without a full determination of 
question nine prior to the tIme we initiate our investigation. 

I cannot give any specific examples, but I can give some general 
ones, going back in time, to give increased protection. I can recall at 
least two particular ones where one, the secretary, the head of the 
agency, not of the CIA, came over with newspaper articles claiming 
that the leaks were just absolutely incredible, they caused irreparable 
harm, and demanded an investigation immediatl~ly. vV 0. did not rely 
on question nine, nor even raise the issue at that time. 
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But there was another problem, and I think this is another point 
that must be made in response to your question, and that is that the 
other questions which I think at least were- referred to as reasonable 
questions other than question nine, raise questions like the extent of 
dissemination and the rest, and in the example I mentione<1. the head 
of the agency also stated that the dissemination had been very, very 
minimal, and that investigation should quickly be able to disclose 
who the leaker was and steps could be taken. 

Well, we authorized an initial inyestigation into the question of 
whether or not that dissemination had, in fact, been minimal. I sup
pose some of that was my own personal Imowledge, because I was 
aware there was broad dissemination within the Departmcnt of 
Justice of that information. 

1V" e found, not to my surprise but I think to the agency's surprise, 
that there had been wide dissemination of this information, however 
irreparably it harmed the United States, that there had, in fact, br,en 
some newspaper articles almost 2 years prior to this particular event 
which discussed some of the same information. 

I hope tllis points out the fact that it is not just question nine but it 
is a combination of those considerations which may stop a leak case. 
The dissemination may be so broad that it would almost be impos
sible to find the individual who leaked the information. 

Or there may have been such public disclosure of the information 
that it would no longer meet the standards of the espionage statutes; 
there are concepts that provide if the executive branch has not pro
tected the information sufficiently, if there has been a public dis
closure, that you cannot bring prosecutions for espionage. 

So I think that the question nine does not routinely stop an in
vestigation, although I have to be very honest and say that yes, if 
there is a situation where it is so obvious that no matter what we 
found, no prosecution could ever be contemplated, there are serious 
questions, as nfr. Lapham pointed out, as to whether or not we would 
then not be in authorizing a Bureau investigation, an FBI investi
gation for espionage, not be violating our responsibilities because we 
are, in fact, not conducting a criminal investigation, we lmow that. 
We would be conducting what is really, in fact, an administrative 
investigation for that particular agency. 

Now, that may be a good tIling. It may be that we should have the 
resources in the FBI and the resources-or some other location, to 
make that type of investigation routinely, administrative investiga
tions for the Agency, but that is not the responsibility at the mo
ment, it is not the mandate, and it is certainly an area that could be 
looked into, and I might say that the executive branch is consider
ing just that type of issue, whethcr or not it shouldn't be done. 

Senator BIDEN. Shouldn't it be somebody's responsibility ~ 
Mr. KEUCH. Yes, sir, and that is one of the matters now under 

active consideration. 
Senator BIDEN. Speaking of administrative procedures, and for 

the benefit of those waiting, our next witness has been kind enough 
to indicate he would come back at 2 o'clock, if I am not mistaken-I 
hope that is correct-and we will recess in just a few minutes so 
everyone can get a bite of lunch, and we will come back again, but I 
would like to pursue one more avenue, if I may. 

25-995-78-4 
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Can administrative measures and procedures be directed against 
either present or former employees of the Government ~ Can they be 
conducted completly in camera? Are we back to that same old saw~ 

Does the due process clause of tbe Constitution insure that any 
Government employee, against whom the Government attempts to 
take disciplinary action, have the right to a public proceeding~ 

For example, does an employee against whom the Government 
would like to withdraw a security clearance or to take other disci
plinary action, including demotion or firing or reduction of pension 
rights, have the right to a public proceeding, and is this right to 
public adjudication as broad in administrative cases as it is in crimi
nal and civil cases ~ 

Mr. Mucn. Definitely not. In fact, where the difference becomes
the adjustment is made, Senator, not in the fact of not having the 
hearings open and available to the public, but there are greater limi
tations on the information that has to be provided. 

For example, under the industrial security program administered 
by the Department of Defense, which provides clearances to the 
general public, I think it is a broader issue because it is not just 
Government employees or military people-there are provisions that 
information that would be seriou'sly harmful if it were totally dis
closed, can be provided by affidavit, can be provided in excised form 
as sanitized information and so on. So the protections in those hear
ings have been not to keep the public out of the hearing but to pro
vide means by which information would be provided without fully 
disclosing its source or fully giving away the information. 

So I think the question as to public trials, as to the due process 
right is obviously much less in administrative matters, and I have 
indicated in my statement tllat in many cases we can take administra
tive action. However, generally those are ones in which there has 
been a misuse of classified information, either a negligent losing, or 
the typical leaving the briefcase in the girlfriend's apartment or in 
Union Station, et cetera, where the facts are obvious and the individ
ual has not reised tlus type of defenses, et cetera, and there has been 
administrative action taken either by reduction in grade or removal 
from a position where there is access to classified information, et cetera. 

But yes, I think the industdal security program would be an in
teresting set of cases to look at for the development of some adminis
trative proceedings in this area. 

Senator BIDEN. To digress for a moment, Mr. Lacovara, it has 
been suggested to me that it might be amenable to you to testify 
tomorrow morning at the scheduled hearings. 

Which would be your preference, if I could interrupt our witness 
for a moment, to come back at 2 o'clock or tomorrow morning ~ 

Mr. LACOVARA. My personal preference would be tomorrow morn
ing, Senator. 

Senator BIDEN. Fine. It is settled. We will do it tomorrow morn
ing, all right. 

That means, sir, you have got me for a while longer, just a little 
while. 

r have, by the way, and will submit for the record, and for you 
to answer, if you would, in Mr. Civiletti's name, a number of ques
tions that again relate to tlus subject, obviously. 

.. 
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Again, I keep coming back to what in the Lord's name do we do, 
what can we do in terms of legislation, whether it deals with the 
substance of the statutes, the espionage act. Some argue, and I am 
one, that the espionage act, as written in 1971, I believe, is a good 
deal less useful today than it was in 1971, because of the dramatic 
change in what constitutes espionage and how it is conducted. But 
there must be, I hope, I don't say there must be-is there, in your 
opinion, do you have any constructive suggestions for us as to the 
alteration in the substantive aspects of statutes or changes in criminal 
or administrative procedure that we in the Congress could initiate in 
order to aid you in what is obviously a serious dilemma ~ 

Mr. KEUOH. I think in the substantive elements of the offense, sir, 
I quite agree with you that the espionage statutes need some reform, 
and the language of 1917 and '22 is not totally applicable today. But 
an interesting sidelight is that we tried to redraft those statutes for 
the-1 am not even sure I ought to mention the bill number and 
further weaken my credibility, but for the first draft or one of the 
first drafts of the Uniform Code of Criminal-Uniform Criminal 
Code, we struggled with redefining information relating to the na
tional defense, and after a 6 or 7 months struggle, finally came 
up with de(;i:iing to use the litigative history that we had and using 
the same terminology. So I am not entirely certain we can totally 
modernize those statutes. I think they can be made more easy to un
derstand and perhaps more attuned to the problem. But I don't think 
it will change our problems because you would still have to, I think, 
in the classic espionage situation, have to establish the elements of 
the offense in the trial, and part of that element would have to be 
the character of the information that was compromised. We do have 
certain statutes on the books, of course, and you referred to them, 
one of them in your opening statement, 18 USC 798, and 50 USC 785 
or 783 (b), I believe, which in different ways are somewhat restricted, 
but they apply only to the compromise or misuse of classified infor
mation, and we do not have the same burdens in the public trial of 
proving that the information was related to the national defense. 
There isn't the same testimony back and forth about a great mass of 
material related to a particular document or documents. 

We have had one prosecution under the latter statute, which I am 
sure your staff is aware of, the Case of United States v. Soarbeole. 
Scarbeck was a State Department employee in Poland who was in 
the blackmail situation in one of your hypotheticals and did in fact 
pass on classified information from the embassy safe. 783 (b) of Title 
50 refers to or applies only to government employees who communi
cate classified information to agents of a foreign government, so it is 
limted by the class it applies to, and the type of information that we 
have to prove, and by the recipient of that information. 

And we did conduct'that trial proving only that the information 
was properly classified-and by properly I mean that it was marked in 
the proper way, the individual who classified it, the Ambassador, had 
the authority to classify it, et oetera. We did not go into the substance 
of the information or have to discuss the details in the documents, 
which as I remffiIlber involved our war defense plans or our plans 
for Poland should a war break out in western Europe. So that that 
type of drafting, of course, might be considered, but I hasten to add 
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that the same reaction to rule 509. of course, arose in reaction to an 
att.empt to combine the concepts of '798 and '783 (b) in the new crimi
nal code, and that is a matter we would have to look at very closely 
before such an attempt would be made again. 

But I think there are areas that can be looked at in this area 
consistent with '798 or with the same idea. But whether or not as a 
policy or a practical matter l again. the sum of the matters that I 
referred to earlier, the obvious public interest in these types of cases, 
the very important societal interests that are involved in espionage 
and classified informa tion matters. I think there would he a very 
interesting question of whether or not as a matter of policy those 
proposals would be advanced at this time. 
If we move away from the substantive statutes themselves. I think 

we have indicated throughout our exchanges that there may be more 
leeway in the rules of criminal procedure in some of the proceedings. 
~ think if nothing else, if there were some indkation of Congressional 
mtent of the burden, and the balance that should be drawn by the 
courts, I believe that might be helpful. 

I think these hearings alone, Senator. if we can come up with 
nothing that we think will totany solve the problem, or put the lock 
back on your Pandora's box, will have served a very valuable pur
pose because they will have made the public aware of the problems 
we have to face, and I hope will make the other parts of our process' 
aware of the problems we face when we bring these maUrI's, and I 
hope also convince those segments that we are applying those re
sponsibilities, as the Intelligence Agencies are, as responsibly as we 
possibly can. 

I think there would be a better and more fruitful opportunity-I 
think it is under way) as Admiral Turner mentioned-to aid some o.c 
our problems, and that is by tightening up not only the classification 
procedures themselves, that is, the amount of information that is 
classified, but also the number of people that have access to that 
classified information. 

Now, this, of course, is a law of diminishing returns. As we deny 
people information, we may make it more difficult for them to make 
wise decisions, and so forth. 

So I think in that area, whic11 is an area I am glad to see we are· 
lmdertaking in the Executive branch, would be a possibility. 

I believe that the last Executive order, which for the first time 
had some provisions for administrative remedies, administrative 
penalties for abuse of the classification process, was also a step in the 
right direction, the fact that an individual now who classified a docu
ment must identify himself, that there is personal accountability, and 
the rest, is very good. 

But there is an administrative mechanism within the executive 
branch for the review of classified information, each department and 
agency must under, even the present Executive order, have a depart
ment review committee of some type to review claims that informa
tion is improperly classified, and so forth, and of conrse, there is a 
Government-wide committee. 

The obvious problem, as Judge Kaufman and I were discussing 
this morning, and I lmow Judge Kaufman is going to give the com
mittee his thoughts, is that there may be some reluctance on the part 
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of an emp10yee in the Federal employment anyway to go that route 
because of the fear that he will be identified as someone who is 
identifying those areas and some sanction be taken. 

1 would hope that is an unrealistic fear. r wouM hope we c[m more 
~ggressively use those administrative sanctions or perhaps provide 
m some way that they can be done without any possibi1ity of damage. 
. Sen11:tor B~EN. r ~ope so, too. One thing I do think that the hear
lUgs WIn do, If nothmg else-and hopefully there will be other tIrings 
-but as yon will recall, this time last year the tenor of the debate 
surrounding these issues on the Hill was whether or not we shonld 
have tougher sanctions than exist now, was in fact the ngency asking 
too much. ·When Admiral Turner was before 0111' committee initiallv, 
the question was, is the administration considering tIle possibiHty of 
being tougher on those leak information, and we got into a sort of a 
civil liberties argument about whether or not we are sll11tting oil' ac
cess, and I think the focus of this issue is completely different tllan 
that. The question is can we in fact impose the penalties which are 
present~y on the books in light of the constraints? the real constraints, . 
that eXlSL. 

One last question for purposes of the oral testimony and then some 
for written purposes, but some experts have snggested to our staff 
that perhaps the Congress should enact legislation which would 
formalize decisionmaking within the Executive branch in the type 
of cases we have been discussing. For example, they snggest that Con
gress should establish in the charters a permanent working group of 
repr~sentative.s of the intelligence community in the Department of 
Jusbce to reVIew all such cases. The "\yorking group could he author
ized to make decisions on the use of intelligence as weIl as whether 
to proceed at all. 

In other words, not to infringe upon the traditional perspective 
prerogatives of members of the group, these could be snbject, fiTst, ~o 
an appeal to the Attorney General and then an appeal to t.he PreSl
dent of the United States. 

Also, the records of the working group and the decisions reached, 
and the rationale for the decision reached might he ava.ilahle to the 
intelligence oversight committees in the Congress. The oversight com
mittees could in their discretion ask for additional information in 
particular cases. 

The question is, how do you react to such a suggestion, do you have, 
any alternatives to formalizing this decisionmaking process, some of 
which you have already mentioned, and how would you react to a 
statute which would require the DCI and the Attorney Gen~ral to 
develop a procedure rather than setting one. out for them III the 
statute, in the charters ~ 

Mr. KEucrr. Sir, I agree that there are no formal procedures at the 
moment, if I can underscore the word "formal." However, I do be
lieve very strongly that the procedures that we have been following, 
or the path we have taken in meeting the issues we are discussing 
here today have worked extremely well, and one. of my ren;ctions 
would be, to the establishment of a permanent workmg group, 1S that 
it is just inevitable, that 1 think that the people who have to draw 
the baJances we are talking about, that is, should we disclose informa
tion for this prosecution, must of necessity be the people who know 
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most about the prosecution on the one hand, that is how good is our 
evidence, how good are other witnesses, what else is available ~ Are 
there any other sources that we might be able to prove this from 
other than classified information or the particular sensitive witness 
we want, and so forth, and on the other hand, the individuals who 
lrnow most about the particular areas in which we wish to get in
formation. So I think even if you set up a permanent working group 
tha~ I could see would be a sounding board or some type of adminis
tratIVe body, they would of necessity have to turn to those very people 
who are now, because of the practical matters, involved in the 
initial negotiations. 

SeJ.lator RIDEN. But, would it not solve one problem that is alleged 
to eXIst, and I don't know that it does. Mavbe I best should ask YOU 

the question whether the problem exists, and that is that because so 
many of these cases are brought to your attention, part.icularly in 
leak cases, that ;\'OU don't get by qnestion No. nine unless there is an 
overriding outside interest that' forces you to zero in on the case. For 
example, suppose the case is a leak, the leak is one which is not 
picked up by the pr('ss-I mean. it is in the press but the press 
doesn't recognize its impact on national security. Ther(' are cases that 
have not gone to prosecution, leak cases, which'I would argue, would 
have deserved much more attention in the press, had the press been 
aware of the seriousness of the leak. 

Do you follow what I am saying~ 
Mr. KEUGII. I tmderstand, sir. 
Senator BIDEN. A low level bureaucrat might leak to someone 

something of significance which would not receive nearly the pub
licitv quite possibly as an insignificant leak by a high level official. 

Mr. KEUCII. I understand. 
Senator BIDEN. Because of the nature of the person engaged in the 

leak. 
Now, it is argued bv some that yon all are under such fire and :Thfr. 

Lapham's agency is tinder such fire and such pressure, that some of 
these are routinely discarded because you don't have the time and be
cauSe question No. nine is answered in the negative. 

Maybe you could respond to whether that problem exists, because 
if it doesn't exist, I would acknowledge that the institutionalization 
of a process to look at whether or not the leak should or should not 
-or whether or not the classified information should or should not 
be made public, loses some of its, at least to me, some of its compell
ing interest that I asked about. 

Mr. KEUCII. In my view, Senator, that problem does not exist, or 
if it does exist, it does not exist to any great extent, and it would 
have to be in isolated cases. There has certainlv not been any situa
tion to my lrnowledge where the Department of Justice has decided 
not to prosecute a case because of the embarrassment to the official 
involved or the individual who might ultimately be involved in the 
investigation. 

There is an aspect, however, of that situation in which, as pointed 
out by the admiral's comments and I believe some of Senator Hart's 
questions, you have a very difficult question at times when the very 
person who has the authority to declassify and classify information 
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is the individual who may have been responsible for an inadvertent 
or careless or negligent disclosure of that information. 

Senator BIDEN. You don't always know why No. nine was negatively 
answered. The D~partment says no, we do not want to declassify 
that. Do you routmely say, go back and say why don't you want it 
declassified ~ 

Ml'. KEUGR. No, sir, we don't. We will on an ad hoc basis. We do 
not-but it very much depends on-there are some times when it is 
obvious, and it may well be even in those situations, there may be 
other reasons other than the fact that the information cannot be 
declassified. l'Tow, those reasons may be appropriate or inappropriate. 
Again, we know of no situation where we have been told, we are not 
going to come back and answer, we won't cooperate with you because 
of what we consider to be inappropriate reasons. 

; • If the classification is not apparent or the sensitivity is not ap-
parent, we will on an ad hoc basis try to expand on that, and I think 
that is perhaps more true in the nonleak cases, that is, the cases of 
the individual who has committed some other criminal violation than 
it is in the leak cases, perhaps, because in the leak cases we generally 
are dealing with people who we are talking to about information, we 
lmow w~lat they are talking about, you know they know what th~y 
are talking about, and again, the very people who have to make tlns 
decision are the ones who are involved in the situa60n. 

But no, I would have to say that we do not routinely do that. 
Senator BIDEN. So you would not suggest that there. be a formali

zation of this procedure ~ 
Mr.lCEuOR. No, sir, I would not. 
I think another problem with that would be-and it is one perhaps 

well down the road, but we have had experience with attempts in 
many other areas to try to formalize procedures and formalize our 
rules and regulations in order to provide control and consistency and 
the rest, and 10 and behold, we find that those procedures get trans
lated into rights of defendants, rights that must be gone through in 
trials and the rest, and I think another concern I would want to ex
plore very carefully is whether or not if we set up this type of work
ing agreement, that there would be a minitrial as to whether or not 
we had gone through this entire formal procedure and had followed 
every sentence and comma in the statute. That would be of general 
concern. 

Senator BIDEN. Well, thank you very much. I kept you beyond the 
point that I said I would. I am sorry. 

"It We will-we have a number of questions, both myself and some of 
my colleagues, and we would appreciate the continued cooperation of 
the Department in this very troublesome matter. 

Tomorrow our witness list will consist of Mr. Lacovara and Judge 
Fletcher, and I thank you very much for your time and thank the 
agency for its cooperation. 

The hearing is recessed until 10 o'clock tomorrow morning. 
[Whereupon, at 1 :24 p.m., the subcommittee recessed, to reconvene 

at 10 a.m., Thursday, March 2, 1978.J 
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THURSDAY, MARCH 2, 1978 

U.S. SENATE, 
SunCOMlIIITTEE ON SECRECY AND DISCLOSURE 

OF THE SEJ"ECT COMlIIITTEE ON INTELLIGENCE, 
Washington, D.O. 

The subcommittee came to order, pursuant to recess, at 10 a.m. in 
room 1202, Dirksen Senate Office Building, Senator Joseph R. Bielen 
( chairman of the committee) presiding. 

Present: Senator Biden. 
Senator BIDEN. The subcommittee will come to order. 
Our first witness today is Mr. Philip A. Lacovara. 
Mr. Lacovara, I appreciate your coming today. Without delaying 

things any :further, I would like to suggest that you begin your state
ment in any way you would like. 

n you would rather proceed from notes, yOUI' entire statement will 
be put in the record; you proceed in any way that would be most 
appropriate. 

[The prepared statement of Philip A. Lacovara follows:] 

PREPARED STATE1IIENT OF PHILIP A. LACOVARA,' FOR1IIER DEPUTY SOLICITOR GEN
ERAL IN CHARGE OF CRBIINAL AND INTERNAL SECURlTY CASES BEFORE TllEl 
SUPRE1IIE COURT 

IXVESTIGATING AND PROSECUTING FEDEIUL OFFENSES WllEX 
NATIONAL SECURITY INFORlIfATION MAY DE INYOLYED 

Ma1'cl~ 1, 1978. 
I am appearing this morning at the Subcommittee's invitation to offer my 

views on the problems that are encountered in investigating and prosecuting 
criminal cases involving national security information. In commenting on 
these problems, I draw 'On my experience in the Department of Justice, where I 
seryed as Deputy Solicitor General in charge of the government's criminal 
and internal security cases before the Supreme Court, and as Counsel to Water
gate Specfal ProsPccutors Archibald Cox and Leon Jaworsld. Several of the 
investigations undertaken by the Special Prosecutor's Office, especially the 
investigation of the break-in by several of the White House "Plumbers" at the 
offir.e of Daniel Ellsberg's psychiatrist, touched upon these problems. 
1. Relationship between national security and prosecutorial discretion 

The prosecution of a federal offense invaribly involves a continuing serIes or 
discretionary judgments, beginning with the decision whether to open an in
vestigation and extending through the decision how to deliver the final snmmll
tion at the trial At each stage, concern about "national security" considera
tions may affect the judgments that are made. I wish to emphasize at the out
set, that although many abuses have been committed in this country in the 
name of "national security"-over a period going bacl;: more than thirty years
the goal of protecting national security is certainly legitimate. Accordingly, it 
is no more objectionable for any federal prosecutor, ranging from an Assistant 
United States Attorney to the Attorney General, to weigh genuine national se
curity interests than it is for a prosecutor to evaluate the countless othel" 
variables that inform the exercise of prosecutorial discretion. 

1. Partner, Hughes, Hubbard, & Reed, Washington, D.C. 
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T.llere are two distinct types of situations in which national security factors 
may complicate a federal criminal case. The first involves the risk that the 
very initiation of an investigation or a prosecution will compromise some na
tional secret or intelligence method. For example, the opening of an investiga
tion may destroy the cover of an undercover operative, or may confirm the im
portance of purloined information. These are inherent risks and are beyond 
the scope of my remar).s. 

The second type of impact can come from the disclosure of classified infor
mation that might be l',~quired at a trinl. If the information is so sensitive that 
the damage to the natbnal interest would exceed the public interest in prose
cuting the offense, the prosecution would have to be aborted. Apparently, there 
hD.ve been instances iii which anticipated disclosures at a trial were so grave 
that even a full investigation of an alleged offense was deemed pointless. 
2. Existence ot altC''f'natives to "disclose-or-dismiss" dilemma 

My objective today is to suggest thp..c the appearance of a national security 
feature in a federal investiga.tion or r-£osecution should not be regarded as a 
"stop" sign, but rather as simply a flashing "caution" warning. If the Depart
ment of Justice proceeds with a little sensitivity and a modicum of imagina
tion, the involvement of some national security component need not ercpt an 
impassable roadblock to the pursuit of a federal offense that otherwisc merits 
investigation and prosecution. Before any final judgment is made that na
tionaJ security imperatives outweigh the public interest ifi enforcing the 
criminal law, a number of alternatives can be explored to avoid confronting 
that ultimate dilemma. 

Congress has the responsibility, I submit, to devise procedures and stand
ards that will reduce the occasions on which officials of the executive branch 
must address the dilemma. I have the sense that the government may be abort
ing cases prematurely or unnecessarily because of a failure to press the alter
natives to their fullest, as we did, for example, in the Special Prosecutor's office 
in the Ellsberg break-in prosecution, where defense efforts to use "national se
curity" threats to stymie the case were beaten in the courts. In addition, when 
the close calls have to be made, it is important to identify the official with the 
responsibility to weigh the alternatives, and to equip him with some policy 
priorities. On each of these issues, the government's present practice may be 
deficient, and there may be room for congressional action. 

The need to introduce national security information as evidence in a crimi
nal trial, and hence the necessity of disclosing it to unauthorized persons, most 
obviously arises in espionage prosecutions for alleged transmission or dis
closure of classified information. As long as the basic elements of the offense 
defined by Congress include the element of injury to national security, the 
government must place evidence before the jury to establish that element. In 
addition, the defendant is entitled to place rebuttal evidence before the jury. 
There may be no practical alternative to production of classified evidence in an 
espionage case, unless Congress iog prepared to take the controversial step of en
acting an official Secrets Act under which the fact of classification is critical, 
not the underlying nature of the information. 

Similar problems can arise in numerous contexts other than espionage cases, 
and are easier to deal within those other contexts. The most recent example re
ceiving widespread public attention was the plea bargain arranged with 
former Director of Central Intelligence, Richard Helms. In that case, Helms 
was under investigation for possible perjury committed in congressional testi
mony about covert CIA operations abroad. The .Tustice Department accepted 
his plea of nolo contendere to the lesser offense of refusing to testify candidly 
before a congressional committee, explaining: "the trial of [his] case would 
involve tremendous costs to the United States and might jeopardize national 
secrets." 

In those criminal cases that require disclosure of classified information, the 
prosecutor is faced with the very difficult choice either to drop the case or 
jeopardize, to a greater or lesser extent, American national security. As the 
Congress develops tighter legal restrictions on our intelligence agencies, cases 
presenting this dilemma are likely to occur with increasing frequency. 

Based 11pon my e:s:perience, the dilemma is often a false one, because on 
close examination much or most classified information is overclassified. Thus. 
its disclosure at a trial, if necessary, would not present truly grave risks of 
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jeopardizing our military security, The intelligence commumty res'llutely op
poses any public disclosure of classified information, and that atti' .de is un
derstandable because the mission of those agencies is to obtain an maintain 
secrets. While I hardly mean to deny the general propriety of pro.3cting the 
secrecy of defense information, I do suggest that prosecutors should be 
skeptical about the adverse consequences that would allegedly flow from the 
disclosure of the limited amount of classified information that might be neces
sary to sustain a major prosecution. 

The main thrust of my statement, however, is that in many instances it may 
not even be necessary to reach the "disclose-or-dismiss" dilemma. I believe that 
various substantive and proceduIul mechanisms can be utilized to pursue 
otherwise appropriate prosecutions without jeopardizing the national security. I 
would like to devote the rest of my statement to discussion of these possible 
mechanisms. 

There are two basic apprQaches to avoidance of the dilemma: (A) reliance 
on suhstantiye doctrines of law to obviate the need to produce classified data 
at a trial, and (B) use of special procedures to resolve disputed issues without 
publio disclosure of any national security information that must be considered. 
Some of these options are currently available; others would take legislative 
action. I cannot emphasize too strongly, however, that the decision to restrict 
or abort an otherwise meritorious prosecution should rarely, if ever, be made 
until all substantive and procedural alternatives are exhausted, and this may 
involve exercise of the government's right to appeal from adverse decisions 
made initially by the trial judge. See 18 U.S.O. § 3731. 

A. AVOIDANCE OF DILE:lInrA BY RELIANCE ON PRINCIPLES OF SUBSTANTIVE LAW 

On the substantive level, the key is one of relevancy. A purported risk of dis
closure of sensitive information can be avoided if the information is not truly 
relevant to any material issue in the trial. In that event, the government need 
not produce it, and can counter a defendant's in terrorem threat to introduce 
it by insisting that the information be excluded from evidence. See Rules 401 
and 402, Federal Rules of Evidence. The government can insist, for example, 
on a precise interpretation of the relevancy of the sensitive information to 
the trial. This was the approach taken by the Watergate Special Prosecutor in 
United States v. Ehrliohman, 376 F. Supp. 29 (D.D.O. 1974), atl'd, 546 F.2d 
910 (D.O. Oil'. 1976), cert. denied, 429 U.S. 1120 (1977), the prosecution re
sulting from the break-in at the office of Daniel Ellsberg's psychiatrist. 

Prior to the return of the indictment in that case, some defense counsel 
warned us that they would force into the public trial record the most highly 
classified defense information. Thus, they argued, an indictment would be 
aimless because we would certainly have to abandon the prosecution rather 
than permit the disclosure of the data. It was a worthwhile strategy, but we 
concluded we were not faced with any imminent dilemma. We satisfied our
selves that an indictment was otherwise appropriate and that there were al
ternatives that could properly neutralize the defense strategy. 

After the indictment was returned, the defendants did in fact demand the 
production of highly classified files, including nuclear missile targeting plans. 
The defendants were seeking to utilize discovery to obtain national security 
information in order to support the purported defense that they believed the 
break-in was justified by national security concerns. 'l'he Special Prosecutor 
argued, however, and both District Judge Gesell and the U.S. Oourt of Appeals 
for the District of Oolumbia Oircuit agreed, that the information sought was 
irrelevant hecause "good faith" motivation was not a valid defense against the 
crime charged, a conspiracy to violate Fourth Amendment rights. Thus the 
difficulty of choosing between forfeiting an important criminal prosecution or 
disclosing information potentially damaging to our national security was 
avoided. 

I suggest that there are a number of other types of cases, where there hus 
been a supposed risk of disclosing secret material, that actuaUy parallel the 
Ellsberg break-in case. For example, in a perjury case, it is highly doubtful 
that the defendant is entitled to introduce background information of a classi
fied nature designed to show what his false answers were designed to con
ceal. Motive is simply not a material issue in such a case, and the classified 
information thus is not relevant at the trial. 
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The new Federal Criminal Code expressly recognizes that proposition. Sec~ 
tion 1345(d) of S. 1437, 95th Cong., as it passed the Senate on January 30, 
1978, precludes a defense in a false-statements prosecution that, in a closed 
congressional session a false answer was necessary "to prevent the disclosure of 
classified informatior: or to protect the national defense." This explicit provision, 
of course, does not necessarily define the maximum limits of situations in 
which a "national security" defense can and should be precluded. Congress 
can certainly use its power over the definition of the elements of federal 
crimes, and over the permissible defenses to them, to deal more compre
hensively with this problem. 

Another substantive legal doctrine of possible use to avoid disclosure of 
classified information is the assertion of a claim of privilege. The Supreme 
Court has recognized the validity of an absolute privilege for national security 
information in the context of a civil case against the government. Sea Unitad 
States v. Reynolds, 345 U.S. 1, 6-7 (1953). The scope of the government's right 
to withhold national security information as privileged in a criminal case is 
not yet settled. In the Nixon tapes case, the Supreme Court refused to find 
the President's claim of a generalized executive privilege broad enough to 
jnstify withholding the tapes from the Special Prosecutor for use in a criminal 
trial, but strongly implied that a privilege claim based on military or diplo
matic secrecy could prevail in such a situation. United States v. Nixon, 418 
U.S. 683, 710-11 (1974). 

Further definition of this "state secrets" privilege is in the hands of the 
Congress. The proposed Federal Rules of Evidence originally promulgated by 
the Supreme Court included a rule defining a privilege for state secrets, but 
Congress found all the proposed rules dealing with privileges unacceptable and 
rejected them. In dealing with the problem of disclosure of national security 
information in criminal litigation, I suggest it would be advisable for Con
gress to set specific standards for the scope of a "state secret" privilege. 

In any case in which a court sustains a claim that national security in
formation is privileged, the problem then posed is to determine the effect of the 
privilege on the further progress of the case. The proposed rule of evidence 
promulgated by the Supreme Court provided that if a valid claim of privilege 
by the government deprived the opposing party of material evidence, it would 
be up to the judge to determine what further action was required in the 
interests of justice, including striking a witness's testimony, finding against 
the government upon the issue as to which the evidence is rel(!vant, or dis
missing the action. Sea 2 J. Weinstein, Evidence ,-r 509 (1977). The proposal 
simply res\:ated the flexible discretion possessed by a trial judge. Under the 
Federal Rules of Criminal Procedure, for example, a trial judge has an array 
of sanctions he can impose in the event the government fails to comply with a 
discovery reqnest. Sea Fed. R. Crim. p. 16(d) (2). But it is vital to note that 
dism'l;sal of the case is neither necessary nor likely in most situations in which 
information is withheld on the ground of the privilege for state secretl'l. 

The courts, although finding dismissal necessary in some cases following a 
valid claim of government privilege, have not held dismissal mandatory in all 
cases. In the analogus area of the government's assertion in a criminal case 
that the identity of an informer is privileged, for instance, the Supreme Court 
has held that whether disclosure is essential to the continuing viability of the 
case depends on "balancing the public interest in protecting the flow of in
formation against the individual's right to prepare his defense." ROt'iaro v. 
United States, p53 U.S. 53, 62 (1957). Thus the defendant may not compel 
dismissal when the government refuses to disclose the identity of an informer 
in the context of determining whether probable cause existed for a search or 
arrest, McOray v. Illinois, 386 U.S. 300 (1967), or when the defense to which 
the information may be relevant is merely speculative, United States v. Ortega, 
471 F.2d 1350 (2d Cir. 1972), cert. denied, 411 U.S. 948 (1973). 

Accordingly, when the government makes a legitimate claim that national 
security information is privileged, the remedy available to the defendant woulel 
vary depending upon the circumstances of the case. At one end of the scale, for 
example, if the defendant's possible use for the information is totally specula
tive, the case simply could continue without disclosure. At the other end of 
the scale, where the information is ceutral to the question of guilt or in
nocence and where no otller alternative to public disclosure is possible, elis
missal may be necessary. In between, procedures such as instructing the jury 
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to assnme that the mIssmg information would have proved a given proposi
tion may be possible. Certainly the Department of Justice should press for 
some intermediate treatment like that before deciding that the case must be 
abandoned. 

This approach illustrates another area in which congressional action would 
be useful. Congress has authority to define rules of procedure and to prescribe 
a sliding scale of sanctions. It would he useful for Congress to establish 11. 
formal policy that directs the courts to reserve dismissal for instances in II 
which non-production of classified information poses a substantial threat to a 
defendant's due-process right to a fair trial. 

B. AVAILABILITY OF PROCEDURES AVOIDING OR RESTRlCTING DISCLOSURE 

In addition to those substantive bases for avoiding the disclose-or-dismiss 
dilemma, several procedural mechanisms can be used to reconcile the accused's 
righG tu a fair trial with the public intere:st in maintaining legitimate state 
secrets. The most obvious technique to insure protection of classified informa
tion during criminal litigation is the in camera proceeding. 

I readily acknowledge a well-founded abhorrence for secret trials. The Sixth 
Amendment to the Constitution expressly guarantees the accused the right 
to a public trial. The courts have long recognized, however, that the right of a 
criminal defendant to a public trial, or even to be present at certain lands of 
hearings, is not absolute or all-embracing. Recognizing the competing interests 
at stake, the Supreme Court has already indicated that in the area of elec
tronic surveillance conducted for national security purposes, a court properly 
may determine in an in camera, ex parte proceeding whether the electronic 
surveillance was lawful, aiOl·dano v. United States, 394 U.S, 310, 314 (1969) 
(Stewart, J., concurring), or whether the defendant has standing to challenge 
the surveillance, Taglianetti v. United States, 394 U.S. 316, R17-18 (1969) (per 
curiam). The same type of proceeding is also permissible to determine the 
relevancy of material sought from the government by a criminal defendant 
through discovery procp.dures. Sec United States ex rel. Williams v. Dutton, 
431 F. 2(170, 71 (5th Cir. 1970). 

Pursuing these principles, it would be possible, in many criminal cases in
volving classified information, to have the court act 'in camera to decide pre
liminary issues, including discovery requests and admissibility of evidence, that 
involve the risk of disclosure. This was precisely the approacl1 upheld by the 
United States Court of Appeals for the Eighth Circuit in United States v. 
Bass, 472 F. 2d 207, 211 (8th Cir.) , cert. denied, 412 U.S. 928 (1973), a criminal 
prosecution for making fraudulent statements with respect to parts supplied by 
a subcontractor to an Air Force contractor. The court of appeals approved the 
lower court's in camera inspection of the contract to determine whether por
tions of the contract that were deleted by the government as involving confi
dential military secrets were exculpatory or otherwise relevant to the trial. 

In otber cases involving the risk of disclosure of sensitive information, the 
use of limited in camera procedures, allowing either defense counsel alone or 
defense counsel and the defendant to be present, may be sufficient to protect 
the information while respecting the defendant's rights. To illustrate, the courts 
have approved the exclusi0n of both the public and the defendant from limited 
segments of criminal hearings in order to protect the confidentiality of the "hi
jacker profile" developed by the Federal Aviation Administration. See United 
States v. Bell, 4.64 F. 2d 667, 670 (2d Cir.) , cert. denied, 4.09 U.S. 991 (1972). 
The public has been excluded from portions of a trial in order to preserve the 
confidentiality of undercover narcotics agents. See United States ex rel. Lloyd 
v. Vincent, 520 F. 2d 1272, 1274 (2d Cir.) , cert. denied, 423 U.S. 937 (1975). 
This type of procedure is ideally suited for cases in whicl1 the defendant is a 
present or former official who probably had prior personal access to the in
formation. In that situation, there is a minimal incremental risk from expos
ing the sensitive information to the defendant or his counsel. Even in other 
cases, the use of in cament hearings on preliminary questions of admissibility 
of evidence, coupled with carefully designed protective orders, could greatly 
reduce the potential harm of general public disclosure of sensitive information. 

The problems I have just discussed involve production of information that 
may be classified, especially i:1formation from the government's own files. 
There is a distinct problem, however, where the defendant himself threatens 
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to disclose classified information during his trial-or at least is in a position 
to do so. It is my view that if the information is not otherwise relevant, the 
trial judge may properly forbid the defendant's testimony about it. 

We are generally loathe to muzzle a defendant testifying on his own behalf, 
but even the defendant is bound by the rules of law governing the conduct of 
a criminal trial, including the rules of relevancy. My -view on this problem is 
supported, I believe, by decisions like that of the District of COlumbia Circuit 
in United States v. Gm'ham, 523 F. 2d 1088 (D.C. Cir. 1975). In that case, a 
piece of potential evidence, a note signed by a prison official during a prison 
uprising stating that none of the prisoners would be prosecuted, was held to 
be irrelevant. The defendants argued, however, that it should be admitted as 
evidence so that the jurors might use it in order to reach a verdict based on 
their "consciences" rather than on the law. Although a jury has the power to 
render a verdict at odds with the evidence and the law, the courts held that 
the defendant does not have a right to present to the jury any evidence solely 
relevant for the purpose of inducing such an extra-legal -verdict. 523 F. 2d at 
1097-98. Further analogous support is furnished by the unanimous position of 
the federal courts that a defendant has no right to an instruction to the jury 
that it may render such a verdict. See, e.g., United, States v. Dougherty, 473 
F. 2d 1113, 113()-37 (D.C. Cir. 1972). 

By similar reasoning, a defendant in a trial involving national security in
formation could be ordered not to testify about sensitive information that has 
been held to be irrelevant or privileged by the judge, even though the testi
mony ('onceivably could have a beneficial "extra-legal" effect on the jury for 
the defendant. The proper place to rely on such information, if it tends to 
mitigate the accused's acts, would be during sentencing, where the judge can 
receive it in camera and evaluate its significance for purposes of fashioning 
the appropriate sentence. 

All of these procedural devices would be more effective if Congress required 
that the proposed disclosure of classified information by the defense be made 
the subject of pre-trial notice and hearing. Rules 12.1 and 12.2 of the Federal 
Rules of Criminal Procedure contain somewhat similar directives. Under Rule 
12.1, a defendant who intends to rely on an alibi defense must, upon demand 
by the government, provided pre-trial notice of that intent and must supply de
tails of the circumstances and supporting witnesses. The Supreme Court has 
upheld such rules against constitutional attack. See William8 -v. Florida, 399 
U.S. 78 (1970). Under Rule 12.2, a defendant who may wish to rest on an in
aanity defense must provide fJimilar :uotlce and information. Creation of a 
comparable rule where the defense intends to use classified information would 
greatly facilitate the informed handling of those cases. 

Furthermore, an additional procedure should be designed to layout the 
ground rules for the trial before it begins. This would give the government the 
opportunity to decide, before a jury is empaneled and jeopardy attaches, 
whether any required disclosures outweigh the public interest in proceeding, 
whether protective procedures are adequate, and whether interlocutory appeals 
from trial court rulings are in order. See 18 U.S.C. § 3731. The special statutory 
procedures for screening evidence derived from electronic surveillance, 18 
U.S.C. §§ 2518 (9) and (10), 3504, statements of government witnesses, 18 
U.S.C. § 3500, and confessions, 18 U.S.C. § 3501, provide ample precedents for 
creation of procedures dealing with the use of national security information 
in criminal cases. 
S. Resolving the dilemma: Who decides? 

Before closing, I also would like to address the problems that arise from the 
potential conflict in authority between the Attorney General and the Director 
of Central Intelligence. Each of them may lay a plausible claim to final au
thority over the decision whether or not to prosecute an offense wllen the 
trial may involve disclosure of national security information. 

At the outset, it is important to recognize that the power to prosecute and 
the related power to decide not to prosecute are vested solely in the Executive 
Branch of the government, and its decisions are not generally reviewable by 
the co-ordinate branches. Oonfiscation Oases, 74 U.S. (7 Wall.) 454 (1869)' 
United States v. OO(/), 342 F. 2d 167 (5th Cir.) , cert. denied, 381 U.S. 935 
(1~65) ; United States v. Oowan, 524 F. 2d 504 (5th Cir. 1975), cert. denied, 
420 U.S. 971 (1976). In all but the most unusual circumstances. this Executive 

, 
1 
~ 

'" ! 
I , 
3 

.... 
\ 
j 
1 
; 

1.1 



59 

power to prosecute-or not to prosecute-is exercised by the Attorney General 
through his subordinates in the Department of Justice. See, e.g. 28 U.S.C. 
§§ 515, 516. O(J1npare United State8 v. Nixon, 418 U.S. 683 (1974). 

Congress has specifically provided in 28 U.S.C. § 535(a) that the Attorney 
General has the authority to investigate violations of the federal criminal code 
by government employees. To underscore this responsibility, agency heads are 
directed to report "expeditiously" to the Attorney General any information con
cerning criminal misconduct by government employees. 28 U.S.C. § 535(b). Thus, 
the heads of other agencies are not normally free to decide whether their 
subordinates should be prosecuted for apparent violations of the law. 

Congress, however, has given the Director of Central Intelligence the statu
tory responsibility to protect intelligence sources and methods from unauthor
ized disclosure. National Security Act of 1947, 50 U.S.C. § 403g. In specific cases, 
the Director may view this responsibility as conflicting with the Attorney 
General's authority to investigate and prosecute criminal violations because 
the prosecution could result in a disclosure of intelligence sources or methods. 

AS this Subcommittee is aware, .rthis is not a hypothetical problem. In 
another forum 2 I have testified--critically-about the issues raised by a 1954 
understanding between the Justice Department and the CIA under which the 
CIA was ceded the authority to investigate misconduct by its own employees. 
The Agency apparently has effectively blocked prosecutions by the Department 
of Justice of both government and non g<lvernment employees by simply "stone
walling" and refusing to allow the Justice Department access to the relevant 
information. 

It would be worthwhile for the Congress to resolve this conflict and pre
vent future stalemates concerning the advisability of pursuing prosecutions that 
might lead to disclosure of government secrets. In my opinion, since the 
exercise of the Article II powers of the Executive Branch are involved, the 
proper disposition of this problem would be to provide for procedures under 
which the primary responsibility for a decision whether to prosecute would 
rest with the Attorney General, subject to the DCI's right to appeal to the 
President. It is the President who is, after all, both commander-in-chief and 
chief law enforcement officer. If the Attorney General and the Director of 
Central Intelligence cannot agree, the matter is presumably important enough 
to call for Presidential resolution. 
4. OonclU8ion 

The problems under consideration by the Subcommittee in these hearings 
can never be totally eliminated. In order to continue to protect the rights of 
the individual defendant as well as the collective security of the nation, cases 
will arise requiring the almost imponderable choice between enforcing the rule 
of law and protecting some aspect of national security. Yet through the 
imaginative and diligent pursuit of alternatives like those I have suggested, 
it will often be possible to avoid grasping either horn of the disclose-or-dismiss 
dilemma. And perhaps when disclosure seems inevitable, it may not really 
portend national defense. 

STATEMENT OF PHILIP A. LACOV ARA, FORMER DEPUTY SOLICITOR 
GENERAL IN CHARGE OF CRIMINAL AND INTERNAL SECURITY 
CASES :BEFORE THE SUPREME COURT AND FORMER COUNSEL TO 
WATERGATE SPECIAL PROSECUTORS ARCHI:BALD COX AND LEON 
JAWORSKI 

Mr. LACOVARA. Thank you kindly, Mr. Chairman. 
Since I have made my statement available to the subcommittee, I 

do not see any reason to read it in full. 
I would summarize some of the points, but before summarizing 

what I described in my statement, I would like to react to some of 

2 Statement, "Prosecutorlal Agreements Between the Department of Justice and Other 
Federal Agencies," before the House Government Operations Subcomm. on Government 
Information and Individual Rights, July 23, 1975. 
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the testimony that was presented yesterday by .Admiral Turner, .As
sistant .Attorney General Civiletti, and Mr. KeucII. 

Senator BIDEN. Before you do, let me make one thing clear. I am 
very anxious to hear aU that you have to say, and I dtd not mean 
to imply by not reading your statement you should in any way TIlsh 
your testimony. 

I have as much time as you are willing to give to this committee. 
You have a great dNtl of experience, and I believe that you can shed 
some light and give us some of your wisdom, so please take as much 
time as you think is warranted. 

Mr. LACOVARA. Thank you, Senator. 
There was no misunderstanding on my part, I appreciate that 

assurance. 
The tesHmony given yesterday seemed to me to underestimate the 

scope and depth of the problem. 
I was a little surprised by it. I think some of the aclmowledge

ments made by the other witnesses and the findings of the subcom
mittee staff, and indeed the hypotheticals that the subcommittee staff 
have drafted, illustrate some of the problems. I want to underscore 
my view that there is a serious problem in attempting to deal with 
criminal conduct, when national security concerns are somewhat in 
the picture. 

When I was listening to the witnesses who testified yesterday, I 
found it impossible to avoid thinking of the James Bond character 
in the Ian Flemming novels . 

.As ~Ton may know, .Agent 007 supposedly had a license to kill, but 
I think the testimony and the findings of the subcommittee staff, as 
well as my observations, support the judgment that the situation in 
real life is even more sweeping that Ian Flemming wrote in his 
fictional novels. What we have seen described, and what I believe to 
be the case, is a situation in which people who are somellOw connected 
with intelligence information, whether they are themselves intel
ligence officers, or otherwise involved with national security opera
tions, have by virtual immunity from prosecution-something like 
a license not only to kill, but to lie, steal, cheat, and spy. The situa
tion, I think, is one that does not properly permit us to be sanguine 
about it, and to say this is really a hopeless dilemma but there is not 
very much that can be done about it. 

I do not think the dilemma is hopeless, and I certainly think that 
if the subcommittee and the witnesses yesterday conclude that noth
ing can be done, we all ought to go home. 

One of the other impressions I had from the witnesses yesterday 
and from my general experience in this area, is that the concern about 
damaging national security by proceeding with investigation of 
prosecution may be terribly shortsighted. 

There were references made by members of the subcommittee, and 
by the witnesses to damage assessments that describe the potential 
impact from proceeding with particular investigations and prosecu
tions. 

I have no doubt that in many potential investigations or prosecu
tions, there could be grave impact on intelligence. sources and 
methods, and other kinds of policy considerations, if certain informa
tion is surfaced. 

..~. 
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It seems to me though that the problem that is present is one of in
ability to see the forest for the trees. As all of the witnesses aclmowl
edged yesterday, and as the subcommittee staff has found, and as the 
statements of the members of the subcommittee acknowledged, there 
is virtually no effective deterrent against either leaking or against. 
committing other kinds of crimes as long as one has access to na
tional security information which is either at the core of his mis
conduct, or somehow peripherally involved, so that the malefactor 
can threaten to force its disclosure if some proceedings are instituted. 

I say this reflects inability to see the forest for the trees, because 
in my judgment, speaking abstractly now at least, it might be much 
more protective of our national security for the intelligence com
munity and the Department of .Justice to say in one case or another, 
we have got to swallow hard, and absorb the damage that will be 
done, assuming there is no way to avoid that damage. That is another 
subject in my statement, but to swallow hard to absorb the damage, 
in order to show people that they do not have a license to lie, cheat, 
steal, spy, and kill, that the involvement of national security infor
mation does not provide immunity against Federal investigation and 
prosecution. 

Now, that is a kind of discipline, or an exercise of the will that 
legislation cannot enforce, but my suggestion is that the committee 
in its oversight function might very well urge that in balancing na
tional security considerations against the objective of enforcing the 
criminal law in a particular case, there should be a more broad 
mnge assessment made. The balance is not simply between investigat
ing and prosecuting this offense, and the impact on the national 
security from the disclosure of the information, the very fact of pro
ceeding might very well have a theraputic impact that would be 
beneficial in protecting our national security, and would at least 
demonstrate there is a credible deterrent out there. 

It is very much like the Strategic Air Command; if nobody be
lieves it is usable, it is pointless. 

Senator BIDEN. Yesterday I asked that question whether we might 
not do more harm long range to the national security by failing to 
jeopardize national security in a specific instance, and I assume your 
answer is yes. 

We are doing, or at least we are potentially doing more harm to 
national security by not swallowing harder, and absorbing the loss 
the individual case will cause. In the long run, there is a therapeutic 
effect in letting people that damage our Government know that they 
may very well be prosecuted even if it means we haye to suffer. Is 
that what your position is~ -

Mr. LACOVARA. That is exactly my position. 
I think it applies with special force to people inside the Govern

ment who, as some of the testimony indicated, are at least a sub
stantial ])ortion of the problem that the subcommittee is considering, 

That IS the traditional leak situation, or even the deliberate com-
plicity in espionage. . . 

I do want to underscore that my concerns, and I believe the sub
committee's concerns, go beyond just the question of leaks of classi

. fied information, or espionage. ·What we have seen, and what the 
subcommittee's hypotheticals suggest is that there are other kinds of 
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crime that are not themselves in any way related to national defens0> 
information, that are somehow coated with virtual immunity,. 
because the would-be defendant is in the intelligence community, 01' 

because he is somehow affiliated with the intelligence community or 
some intelligence operation. The problems are somewhat different,. 
but I think it should be no less consoling to us that bribery, perjUl'y~ 
extortion, or murder, not to mention major narcotic smuggling, may 
be placed beyond the reach of Federal criminal investigation and' 
prosecution solely because of the involvement of some national se-
curity component. 

My principal thesis, though, in my testimony, Senator, is that the· 
clilemma that we have been talking about may not be quite as in
evitable or as insoluble as it has been regarded in the past. 

I say it may not be as inevitable as some of the witnesses sug.gest fOl~ 
this reason: Looking at the so-called eleven questions as an illustra-
tion of the way the process currently works, one of the questions 
that is put, question nine, asks whether the a~ency requesting an in
vestigation is prepared to declassify all of the information relating' 
to the transaction 01' the event. 

The intelli:rence community'; since this is its mis:>ioll, is essentially 
unwilling to disclose information. 

Its job. as I described in my statement, is to obtain and maintain 
secrets. Therefore, there is a natural tendency to tilt in favor of 
nondisclosure, so it is predictable as a bureaucratic matter, that 
when a question is asked on Monday afternoon, are you prepared' 
to declassify all of the information that may somehow be relevant 
f-o this inycsti,!ratiol1, the intelligence agency is likely to reply Tues
day morning, "no, thank you." 

That seems to frame the issue very artificially. 
As I suggest in my testimony. the preparation of a damage assess

ment at that point, and a prediction that if all of the information 
were .to ~e .disclose~l, there would be grave injury to our national" 
secul'lty, IS 111 my VleW a false apnl'oach to the prohlpm. There is no 
way to predict on that l'Ionc1ay afternoon or that Tuesday morninO", 
what information, if any will actually have to be declassified (;'r
J?ade available to the public, nor is it possible, I suggest, in most 
mst-ances for the intelligence community to make a truly inte1liO"ent 
decision, what the damage would be, from the release of that i;for
mation, when the release will not in any event come until months 
or years down the road. -

Senator BIDEN. Yon were with the .Tustice Department prior to. 
your special prosecutor assignment, is that correct ~ . . 

lVIr. LAcovARA. Yes, sir. 
FlPlllltOl' ~IDF.N. Did you deal with this area at all in your capacity 

at the ,TustIce Department ~ 
1\fr. LAcovARA. Yes, sir, Mr. Chairman. 

. My position was Deputy Solicitor General of the United States' 
111 charge of the Government's criminal and internal security cases in 
the Supreme Court. 

As y~u. m!l;y know, the. Solicitor General controls the Supreme
Conrt hhgatlOn, and reVlews lower court cases that were decided 
against the Government. Within my areas of responsibility, in the. 
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period that I served in that position,. came for example, theEllsoe1'g 
case, the prosecutIOn in California which was dismissecl because of 
Government misconduct and nondisclosure about opel'ation of tl1e 
"Plumbers," but I did have contact with--

Senator BIDEN. But at what stage would you have gotten into the 
process, when it is already in the courts ~ 

Mr. LACOVARA. Yes; my function at that time involved the cases 
that were alreacly in court, so that my familiarity at tllllt time with 
the process of deciding whether to proceed with the investigation 
and prosecution was very small. It was just based on conversations 
with the operating level people in the Justice Department. 

Senator BIDEN. The reason that I pursue that, is to find out what 
runs through the minds of those who are making the decision. 

I tried to pursue this yesterday. Does the person charged with the 
responsibility of sending out that questionnaire, when you referred 
to the elev<.>n questions, is that a very routine matter, or are all cases 
treated with some degree of importance? Or is it here just anothe1' 
case? Unless we read about it, unless it receiyed a lot of publicity 
from the paper, and unless there is a lot of flap within the adminis
tration, are the eleven questions sent to the intelligence community ~ and 
the inh~lligence community routinely then says, no, we do not want 
it declassified, and sent back, is that it, is that practically how it 
works? 

Mr. LACOVAR .. <I.. My impression, is yes, Senator, but I have to 
Ilcknowledge that I neyer dealt on rhe line with the eleven questions. 

"When I actually enconntered these problems in an operating level 
capacity, it was when I was in the Special Prosecutor's Office; we 
did not use the same approach in dealing with the intelligence 
agency. 

Senator BIDEN. On things that had arisen to a level exposure ~ 
Mr. LACOVARA. It was already rather evident that we were going 

to press forward. 
r do want to emphasize, though, that we were conscious of the 

fact that, although ,ve were prosecutors, we were also essentially 
public officials, and American citizens. I can assure you that my 
responsibility for some of the legal and policy questions cOJlyincecl 
me that there migl1t very well come a stage in our prosecutions, in· 
dueling the investigation or prosecution of the "Plumbers" actiyities 
and at one point eyen in the ,Vatergate illvestigation, that the in
vestigation or prosecution might have to bj3 fobbed off, if in fact 
continued efforts on our behalf would jeopardize our national se
curity. I was sensitiye to that problem, imel so were other people in 
the office. 

,Ve did regard it as a Jegitimate factor to consider in the ~xercise 
of discretion. The judgment that we made, and this, I think, is not 
as often made by the Department of Justice, is that it was not 
necessary to throw up our hands in frustration at the first ihtima~ 
tiOIl of a national security problem. I described that in somewhat 
more detail in my statement, but that is the essential approach that 
I followed. But I should say that, responding as directly as I can 
to your question, prosecutors are interested in making cases, they 
are interested in making major cases as easily as possible. 
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Therefore, to the extent that it appears that there are going to 
be significant roadblocks in the way of actually getting from the 
beginning of the process to obtaining conviction, prosecutors natur
ally tend to regard that kind of case as being less worthy of their 
time and attention. 

Over the years, my impression has been that people in this area 
have been frustrated often enough by the lack of cooperation .from 
the intelligence agency, and refusal to declassify, or at least to give 
blanket assurance of prospective declassification. There is, I would 
say, something approaching an antipathy toward proceeding with 
these investigations. That is not to say the Justice Department is 
:reluctant to handle them, I do not think that is the case, nor do I 
think that where an apparent incident of misconduct appears to be 
of major import, that there would not be especially diligent effort. 
But the human psychology, or the inclination, or the tendency, I 
think cannot be ignored here. 

,Ve are talking about real living people who make decisions, and 
not abstract theoretical items. 

Senator BmEN. 'What do yon think of the idea we suggested 
yesterday, and was rejected by both Justice and intelligence com
munity representatives, that there be a special boarel of people to 
whom aU such cases would be referred, and the decision to proceed 
ai' not to proceed would be made with some greater degree of uni
formity by this committee, by this particular group of persons ~ 

This has been suggested to us, to the committee, to the committee 
staff, amI is one which we would like to pursue in terms of deter
mining whether or not it is workable. What do you think of that 
idea~ 

Mr. LACOVARA. I was intrigued by the idea when it was suggested 
yesterday. 

I had not thought about it earlier, and I must say my own initial 
reaction is negative. 

I think it would probably be unwise to diffuse the responsibilities 
still further. As I described in the statement, the Attorney General 
has primary responsibility for enforcing the law. 

That means not just enforcing the criminal law, but also protect
ing' the national security under those statutes and the Executive 
orders which are designed to preserve national security information. 
So in my judgment, the Attorney General already has comprehensive 
responsibility in this area, and the Director of the Central Intelli
gence Agency, under the statute and/or Executive orders has a more 
narrow and more sharply defined responsibility . 
. Admiral Turner acknowledge~ yesterday, as I understood it, that 
III the event the two of them dIsagree, the Attorney General may 
make a decision in light of all of the £ac~ors, balancing the national 
interest in enforcement of the law, ~nd the national interest in 
p~eserving the nati(;mal security, and in the event there was some 
dIsagreement, the Dll'ector could appeal to the President. 

I think that this is the best system and it would not be desirable 
to diffuse or merge those. 

Senator BIDEN. If I could pursue this a little bit more, my con
cern as it develops here is not so much for the celebrated cases not 
being resolved properly. 

...' 
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The celebrated cases, whether they become public knowledge or 
not are the ones that are widely known within the Agency and/or 
the' Justice Department, and I have confidence that the Attorney 
General whoever he or she will be, in concert with Director of the. 
Central'Intelliaence Agency, with the President as the f!.nal arbiter,. 
will make a de~ision, if the present system is the best velllc]- to make 
that decision. 

It may not make the right decision, but quite :frankly, I cannot 
think of a way to institutionalize proper decisionmaking. 

I have not figured that one out yet, but I am concerned about the 
caSe that for whatever the reason-either the lack of input of a 
person who has engaged in the espionage, 01' the leak, or the lack of 
public notice that it has received-ends up as more of a routine case, 
and ends up being checked off the list by number nine. I know my
self-you are a prosecutor, I was a defense attorney-and I know 
the best thing I could do for my client, and I never had to handle a 
national security case or defense, but the best thing I could do in 
a major criminal trial was to impress on the U.S. Attorney General, 
the Deputy Attorney General and/or the attorney general of my 
State, and/or the city solicitor, whomever, that this will be a difficult 
case. There were gOIng: to be serious roadblocks, also that it would 
be very time consumIng. I was prepared to insist upon certain 
motions. I was going to take a certain course of action, none of 
which were frivolous, but might have escaped the attention of the 
prosecutor, and I now will take the time to point it out. 

The end result of that, whether it is right 01' wrong, human nature 
being what it is, the U.S. attorney, or the attorney general of my 
State, who has 20 other cases also to prosecute simult-aneously, says, 
well, if I go with this client I am in for a 3-week trial, that will 
probably be appealed and I do not know if I can nail him in the 
first place, and I have got these two murder cases, one rape case, and 
a bribery case which could be pursued, and it looks like a clear road. 
They call in Biden, and they say, is your client ready to plea 
bargain~ 

Those of our fellow citizens who are not attorneys, sometimes view 
that as somehow a bad thing, but it is part of the criminal justice 
system, and I do not think it is a bad thing necessarily. 

The only bad thing is we do not have enough prosecutors. Even 
in these cases my concern is that, and I am not at all married to 
the idea of an institutionalized board or group of persons, but ad
ministratively, there should be something that can be done within 
the administration to see to it that the prosecution is not quashed 
before it reany is looked into, before it really has a chance to be 
investigated. Again, I want to make this clear for the record, I do 
not believe for a moment that in any of the cases, not many cases 
all told. roughly, around 50, that the staff has looked into, that there 
was {l. deliberate intention on either the part of the Agency and/or 
the Justice Department to protect anyone in the se11se that they did 
not want to take the chance, tllat they did not want to move, or the 
laxity on their part, that they just did not feel like doing it. My 
concern is that there is a developed routine that it is accepted which 
ma.kes it very difficult to prove a leak case, to get a prosecution; or 
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that it is going to be like pulling teeth with the agency to get the 
information we ,.ant-they will gi.e uS everything we ask for, but 
we are not even sure what we should ask Tor, and that will only 
develop as the case develops. There is a tendenc;y to say .let us move 
on to things that we can do. If we come up wIth nothmg .m?re, .I 
think we can come up with more, but I tend to be a~ optImlst, If 
we could come up with nothing more out of the extenslve work the 
staff has done, and the hearings and the follow up hearings we 
hav!.' had, if we came out with nothing more than a reasonable sug
gestion that >yas embraced by th~ executive branch to administ~'a
tivelv streamlme these cases, I thmk we would have made a maJor 
accoinplishment. I am r:oncerned that it is a combination of inertia, 
inadvertance, or lack of time, that some cases that might very well 
be able to be pursued without seriously jeopardizing our security. 
But they tend to fall by the board, because. as you said, the view of 
the Agency is to say we do not want to disclose, and the tendency 
on the part of the Department is when they hear, that they do not 
want to disclose, to say, this will be tough, so that is why I ob
vionsly, why I raise the issue, can we in any way administratively 
streamlinL process, the initial process of where you decide to pro
ceed or cease to proceed. 

:\£1'. LAcovARA. Let me react to that, Senator. 
You obviously put your finger on what is probably the most per

vasive problem in the administration of criminal justice, and that 
is. how to regularize and rationalize the exercise of prosecutorial 
discretion. 

The factors that a prosecutor considers in deciding whether he 
wants to go forward with a case are legion, and some of them we 
l)a\e talked about, including the complexity of investigation, the 
lik!.'lihood of success, and the competing caseload he has. 

\, e are talking here about one particular type of problem that a 
prosecutor confronts. the complication to his investigation because 
of the national security components. 

It seems to me that there are two ways you can deal with the 
effects of that factor. One of them is, as you suggest, to streamline 
the process so that there is not as much motivation for a prosecutor 
to appear reluctant to go forward. If it looks as if the difficulty he 
will encounter in proceeding with the investigation will be smaller, 
he will have a correspondenly greater incentive to go forward. So I 
think it is certainly desirable to do what you suggest, anel that is 
to try to improve the relationship between the Department of .Tus
t~ce ancl the iutelligellce agencies to break clown some of those bar
rIers, or at least some of those are relatively imposing hurclles. 

It can be done, I think not only by encouraging executive action, 
but also by doing what I suggested in mv statement: establishing 
som~ procedures or policy priorities. That ·can be done legislatively, 
I Hunk. 

That gets me to the second approach that can be taken to deal 
with your problem. and that is establishing a procedure for institu
tionalizing the decisionmaldng. 

It woulclnot be foolproof, but it might very well be an improve
ment over the present system to provide that the decision not to 
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proceed in cases bccause of some national security complication must 
be made at a particular level in the Department of Justice. 

There are already Executive policy directives and a few statu
tory requirements that certain decisions be made at senior manage
ment levels, and I would think that it would be feasible to require 
that a "no prosecution" decision not become final unless and until 
that decision or recommendation is reported to the Assistant AttOI'
ney General or the Deputy Attorney General and approved for ove}'
all reasonableness. So I think that there are two ways to solve the 
problem; one is to break down the disincentives to proceeding, and 
the other is to restructure the dccisionmaking process. 

Senator BIDEX'. ,Ye need that restructuring right now. 1V'hen a 
damage assessment is done by the agency on a case, whether it is 
the hypotl1ctical narcotics trafficking, murder, or the hypothetical 
'case where there is the actual sale or the blackmail of military of
ficers selling secrets to an enemy agent, when that damage assess
ment is written, it indicates what transpires to the best of the know!-

II: edge of the agency, and then it says just what its title indicates-a 
'Clanlaging assessment, how much damage was done. What it does 
not do is follow up, and I do not believe tlIe Justice Department 
follows up on why the prosecution has not gone forward. 
If we require that in all our national security cases there be a 

written assessment, a rationale as to why we did not proceed-ob
viously that would be classified-it might very well require the 
prosecutor and the agency to go the step beyond where we both are 
saying they do not now go, not because of any intention to thwart 
thE' Jaw but because of defense tactics. Maybe we could do it that way. 

::\11'. LACOVARA. ":VeIl, that is one of the kinds of procedures that 
I would recommend. It is analogous to something that I have recom
mended to this committe,e and several others recently in connection 
with the proposed Foreign Intelligence Surveillance Act. 

)fy strong endorsement for a warrant system is based not so much 
on the notion that judges are necessarily more protective of civil 
liberties than any Olie else. The process of requiring someone in the 
Ex('cntivE' bl'aurh "who wants to ll1H,ke a decision to promote national 
security in some way to write that out in a way that would not 
'only make a written record of it for someone to examine later but 
would justify it in a rational step-by-step way would have a very 
beneficial impact. 

It forces people to think through what they are doing, and a lot 
'Of times instinctive judgments that are made just will not with
stand analysis when a person begins to try to explain why he is 
doing something. I suggested in my testimony on the surveillance 
bins that a lot of abuses or a lot of irrational actions or unsupport
able efforts could be filtered out by requiring people to write things 
out and submit them for review, and I think that same prOCf:;SS would 
be useful here, just to articulate the reasons why a proseGution is 
being aborted because of some national security concern. 

I think a system that requires tllat could be defined, the factors 
that should be considered and addressed, and they should be listed" 
and I think tllat it would make the process more rational and cer
tainly wot;lld dovetail with the approach I have recommended that 
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people not just throw up their hands whenever there is some national 
security factor here but really think through what the consequences 
are. 

Senator EIDEN. I like that idea, because I think it responds to 
human nature. 

In all of our individual experience, if any of us have had to distill 
to writing what our rationale was for the argument with our wife, 
or the rationale as to why we took the position we took initially be
fore the U.S. Senate, it forces you to review the matter with more 
clarity. 

Mr. LACOVARA. That is exactly my point. 
Senator EIDEN. And I think that is a very, very good point, a very 

constructive point. 
"Why don't you move on to the other major points. 
I am sorry to have interrupted so much, but I think that your 

testimony is very helpful to us. I hope that you do not mind when 
we hit upon a point pursuing it at that time. 

:Mr. LACOVARA. Senator, one of the first things I learned as a 
courtroom lawyer-and this is a somewhat analogous situ,!-tion-is 
that when the judge leans across the bench and asks a questIOn, that 
is the teaching moment; and if he has some interest do not say, "I 
will get to that later," but respond immediately. So I am perfectly 
delighted that you have some questions, and I am prepared to re-. 
spond at any time. 

The major thrust of my statement, Senator, is what I described 
in our colloquy: The dilemma that I characterized as the disclosure
of-dismiss dilemma often can be avoided. 

It can be avoided through several different mechanisms, and I 
think some of the hypotheticals that the staff has drafted really 
underscore the point. 

The hypothetical involving the possible murder investigation-
Senator EIDEN. For the record, when the people read this portion, 

let us review the hypothetical. It was one where a military officer was 
blackmailed into giving secrets to an enemy agent, learns that the 
source of his problem is his paramour, and eliminates his paramour 
and kills his paramour. 

Now, that is the murder case you are referring to~ 
Mr. LACOVARA. Yes, Senator; the hypothetical states that any ef

fort to proceed with the investigation or prosecution would of 
necessity require surfacing our double agent who led us to the 
information that the paramour was an enemy agent. 

Now, there was a reference yesterday to a similarity between these 
h:ypotheticals and law school hypotheticals where we are normally 
restricted to the facts as given to us to be assumed. Eut my conten
tion is that it is in no real sense inevitable and, indeed, might not 
even be likely that proceeding with that murder prosecution would 
involve the assumption stated in the hypothetical, namely the basic 
assumption that the double agent would have to be surfaced. 

The reason is that the character or the employment of the victim 
is normally quite irrelevant in a murder prosecution, and the rule of 
relevancy, I will suggest, is the major approach to piercing the horns 
of the dilemma that is often referred to in this area. If the informa-
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tion that is classified is not relevant to the issues in a trial, there is 
a substantial basis for resisting its disclosure. 

1Ve have talked about due process rights, talked about sixth 
amendment rights to a public trial. All of thos.;, however, assume 
tlmt the evidence or the information which there are reasons not to 
disclose in the name of protecting the national security would some
how have to come out as part of the fair trial, or public trial. That 
is not inevitable in many situations, particularly where we are deal
ing outside of the area of what we call classical espionage. 

l\1:urder cases are perhaJ?s the most vivid illustration, but some of 
the other hypotheticals, lIke narcotics smuggling, involve situations 
in which the fun background of the participants, or the ultimate 
source of the tips that lead to the raid that seized the narcotics is 
probably not relevant. These illustrate other areas in which it is 
entirely reasonable to project that there will never be a dilemma in 
producing the information publicly. 

Senator BIDEN. In the case of the murder, in the hypothetical, for 
" purposes of the hypothetical, we would assume that the defendant 

would move for the discovery of information that the prosecutors 
had, or maybe even argued, over an affirmative defense, that the 
killing was in the line of duty. It was an enemy agent that was being 
eliminated, and therefore produced that evidence. 

)11'. LACOVARA. Yes; that is the routine demand for national se
curity information, which is becoming quite fashionable in just about 
every prosecution. 

To digress in slightly, Senator, you may recall back in 1969, I 
believe it was, the Supreme Court ruled in the Alderman case that 
a person overheard on an illegal electronic surveillance would have 
the right to litigate whether or not his prosecution was tainted by 
that illegal electronic surveillance. 

The surveillances in question were for intelligence purposes and 
the intelligence agencies, and the Justice Department agreed that 
those prosecutions would have to be abandoned, rather than disclose 
the information. It became routine in virtually every kind of crimi
l1al case for a defense counsel to demand that the Executive Branch 
search all its intelligence files to see whether the defendant had ever 
been overheard in any electronic surveillance including telephone 
calls to foreign embassies, and the like, that might be subject to 
sUl'veillance. This came up in credit card fraud cases, securities fraud 
cases, where there was no conceivable electronic surveillance likely 
to have been involved in the prosecution. 

Congress finally responded to the problem by passing a special 
statute to deal with these demands. The point I am makmg is that 
it became fashionable, briefly, to make routine demands about file 
searches, to see whether a person has been subjected to national se
CUl'ity surveillances. 

Congress dealt with that problem effectively. Now it is becoming 
fashionable to attempt to require the production of classified infor
mation at any time anyone is somehow connected with the intelli-
2'ence community. 
~ ThE' FBI break-in cases in New York, and the would-be prOSeC"ll-
tion of Director Helms are cases in point. . 
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My strong recommendation to the Gubcommittee is that it consider 
the approach that we took in the Spechl Prosecutor's office in deal
ing with exactly that kind of problem. 

As I described in my statemel!t. we were told by counsel before 
we indicted in the Ensberg brp.:1k-in case that we would never lw 
able to maintain a successful prosecution because the defense would 
subpena classified information, which we as responsible public offi
cials could not allow to be placed in the public record. 

They exercised their subpena rights, they demanded pretrial dis
covery, but the approach we took, was to say this is not relevant, 
whether or not Mr. Ellsberg had access to highly classified infor
mation, we can assume that that is the case. 

It is simply not a defense to a charge that his psychiatrist's Fourth 
Amendment rights were criminally violated by breaking into his 
office, that the people who orchestrated that burglary were concerned 
about national security. It is not a legal defense. In that position 
we resisted in the discovery, we were sustained, and Judge Gesell 
said the information did not have to be produced, the Court of Ap
peaJs affirmed that result, and the Supreme Court denied further 
reVlew. 

It is precisely what should happen, Senator, and what is very 
likely to happen in actual court room proceedings in the hypothetical. 
If the def~ndant wanted to say, I insist on showing the character 

of the victim, and in order to show the character, I will insist that 
you provide for me all information in your intelligence files that 
would show that she was in fact a double agent or a spy, that infor
mation would be excludable from evidence because it is not relevant 
to a murder case. Therefore, _ the agency would never be faced with 
a decision whether to surface that double -agent. 

Senator BIDEN. I did not know this,.it is a very good point. 
One of these counter -arguments offered by the members of the 

intelligence commur-ity is that they cannot count upon the judge 
properlyexerf-lising liscretion or having !It tendency to very broadly 
interpret relevancy. I think that the counter argument to that is to 
assume that if the lower court judge rules that it -is relevant and 
allows it in, the option exists at. that point to drop the case, 

Mr. LACOVARt\.. TJlat is exactly right. That is why I started out 
saying the dilemma is addressed as imminent when in fact it is not. 

It is addressed prematurely, and as I said in, my statement, even 
today there are appeal rights for the government. Even the initial 
decision by the district judge to order its production does not require 
that it be produced the next day. 
_ The Government has the option then to discontinue the prosecu

tion, and also has the option to appeal. 
What I suggested in my testimony as the _ basis for legislative ac

tion, would be the establishment of procedures similar to those that 
are current~y -provided for in our rules for- pretrial notification. 

Senator BIDEN-. Say that again. 
Mr.LACOv.ARA. 'rhe situation that you and I were discussing, Sen

ator, involves an order in the middle of the trial. 
Senator ,BIDEN. Righ~. 

.. 
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Mr. LAcovARA, In which the district judge said I think there is 
sufficient relevance that I will order you to produce it. 

The government then has the option either to produce it, and 
incur whatever damage to national security there might be, or to 
dismiss the prosecution and give up, or attempt to appeal during 
the trial. 

Those rulings may very well be appealable even under CUrl'eht law. 
The appeal in the middle of the trial is obviously not the most 

desirable way to handle it. 
What I have suggested is a matter of legislative improvement over 

the current system. Congress could and should establish a require
ment that issues of this sort be brought up prior to trial. There are 
in the Federal Rules of Oriminal Procedure and in title 18 of the 
U.S. Oode, various procedures which require pretrial notice about 
certain issues, so they can be litigated in advance, such as admissabil
ity of certain evidence, the use of alibi, admissibility of wire tapping. 
If Oongress were to say that at any time the Government concluded 
national security information might be relevant to a trial, or any
time the defendant insists on the production of national security 
information at a trial, the Government, or the defendant must give 
notice prior to the triaL 

Senator BIDEN. Let us pursue that another step. What I think we 
both have been saying here is that the courts have, and one case I 
pointed out, that maybe we are implying should in most cases, when 
there are national security questions at stake, be, if not more restric
tive, more careful in their assel'tion of what constitutes relevancy. 

Is there any merit in your opinion in us attempting to legislate a 
narrower standard of relevancy for national security cases ~ 

Mr. LAcovARA. I think the answer to that question is yes, Senator, 
and I think the due process interests that are at stake can be pro
tected, while attempting that approach. 

Most of the constitutional restrictions that we are all willing to 
guard quite jealously include the notion of reasonableness, and thus 
involve balancing. 

The courts have shown themselves to be sensitive to the legitimate 
component of national secul'ity information. 

The Supreme Court, for example, has explicitly permitted ea: parte 
proceedings, and proceedings in cammY]' where national security in
format.ion is involved. 

The Supreme Court, even in the Nixon tapes case with which I 
have had some familiarity, went out of its wn.y to emphasize that 
the kind of executive privilege that was being overruled, Was the 
generalized executive privilege desigtl.ed to promote communication. 
But it 'Was not suggesthlg that the cOUrts should lightly overrule a 
claim of a State secret, or national security privilege. There is ample 
demonstration that the courts regard legItimate national security 
information as worthy of protection, and. I suggest that the courts 
woU:ld look favorably on a sensitive legislative balancing that says 
there ar~ public interests at stake on both sides of this equation, and 
the court should look very carefully at t.rue national security infor~ 
mation before deciding it;; relevancy at a trial. 
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. 'Tlle other related appli oach, Senator, to what you have suggested, 
~is something th~t I proposed in rp.y statement. That. is to provi~e, 
.through legIslatIOn, some alternatIves to the productIOn of that 111-

:formation, alternatives short of requiring the dismissal of the prose
·cution. For example, in the murder case, let us assume that the judge 
tdecides that for some reason, it is relevant whether or not the victim 
"Was a double agent. 

That is a far cry from saying the defendant and the jury are en
title.d to know who the double agent was, who provided that infor
mahon. 

It is already recognized in the law, and I think could easily be 
codified in this sensitive area, that there are other sanctions that can 
be applied, when information is withheld by the Government on 
some legitimate ground. 

This comes up frequently in the case of undercover informants, 
even in traditional cases, narcotics prosecutions, for example. This 
is a recognized privilege that the Government can claim to withhold 
the identity of an lmdercover agent or an informant. 
If information about what that informant knew is deemed rele

vant to the trial, the Government is not always faced with the deci
sion either to surface him, or to have the prosecution dismissed. An 
intermediate sanction is for the court to instruct the jury that it 
can assume or must assume that whatever information that inform
ant might provide would be adverse to the Government's case, and 
would help the defense. 

C{)ming .back to the murder hypothetical, it could easily follow 
from a legislative rule, that the Government would have the option 
of either producing the informant, or the double agent, or having 
the judge instruct the jury that it' is taken as resolved against the 
Government, that is, it will be established on behalf of the defendant, 
that the victim was a double agent. Thus the need for the testimony 
js obviated by conceding the effect that the testimony might have. 

-That can be done with other kinds of classified information. 
Take the Ellsberg break-in case, Senator. Among the kinds of 

Information that the defendants were demanding in that case, was 
information about U.S. nuclear missile targeting plans, and the ob
iective they said was to show that they were g(:'l1uinely concerned, 
because Ellsberg had access to varying secrets, and, therefore, they 
were entitled to be concerned by what he was doing. 

An alternative to actually producing the missile targeting plans 
would have been to describe to the jury generally what the infor
mation was without providing the specific information itself, and to 
take it as given that the information was of a highly sensitive nature. 

Senator BIDEN. I am revealing my position, but I think this is 
the most constructive testimony we have heard. 

I agree with you, I think there area number of intermediate steps 
that can be taken. between on one hand, having to resort to a fatal 
i'n cmnera proceeding or the other extreme, of saying there is noth
ing we can do. 

r think this is very, very constructive. Do not apologize for that 
at all. 

Let me recap what we have done so far in asking you to proceed 
after that. 
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On the administi'1l,tive question we dealt with, it seems to make 
some sense to you, as I understand it, that we at least require the 
procedure of a written explanation as to why there was no prosecu
tion, No.1. 

No.2, with regard to the procedural aspect of, that we can legis
late criminal procedure, that we contemplate the possibility of re
drafting, or drafting the Federal rule which in essence says in 
national secrets cases, the defense argument of relevancy of classified 
information must be one that is raised prior to the trial, or the pre
trial proceedings, and that would obviate a lot of the problem we 
now have. No.3, that we consider the possibility again in terms of 
the procedural rules, the rules of criminal procedure, attempting to 
define, or find a balance in the area of national secrets, as to what 
constitutes relevancy. 

More narrowly defining it properly, or at least attempting to ex
plore that avenue. Fourth, what you are suggesting is that we codify 
a sliding scale of steps that a court could take if secrets are deter
mined to be relevant. The nature of the secrets could be examined 
in an In crJmem hearing proceeding, ,,·ith jnst the court, clpfense 
counsel and defendant and prosecutor, and prosecutor present. Let 
us assnme for the purposes of discussion that as a result of the i'n 
ca1nera proceeding the court concludes a double agmt's identity is 
at stake. He could instruct the jury that from that point on, an 
assumption of fact must be that such and such was the case, and that 
would ill many cases hopefully protect the anonymity of the source 
of our information. I can think or cases where this wouldn't work. 
I can envision others where it is theoretically possible for this to 
be only one possible source, and if the enemy was aware of the fact 
that there was a source, there would be no question who the source 
was. Your suggestion would eliminate a number of cases where that 
is not the case? 

Mr. LAcovARA. That, Senator, gets to the real dilemma, the irre
ducible conflict. 

Senator BIDEN. 1Vhich is the whole point of what we are attempt
ing to do. 

You also mentioned something which has not gone lUllloticed, but 
I. am sure we will be back again with the Department and with 
agency officials. The practical points that are faced with that dilemma 
at that point, that dilemma ultimately need not be faced at that. 
point, and you can do one of two things, dismiss the prosecution, 
give up and say all right, we yield, or appeal that ruling in the 
middle of the trial. 

Again, not one that is most desirable, but yet more desirable in' 
my opinion than making the decision five steps before the fact, 
where before we are certain we have gotten to that point. 

1\'[1'. LAcovARA. I would interject there, Senator, that Congress has 
provided in the District of Columbia Code, but I think not else
where, that in criminal prosecutions in this jurisdiction, where Gov
ernment evidence is excluded ill the middle of tlle trial, the Govern
ment can take and expedite an appeal which must be heard within 
48 hours, and decided within '72 hours, during which time the trial 
is stayed. 
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There is already congressional precedent for that, even though I 
think it is far preferable to get those questions up front before the 
trial. 

Senator BIDEN. Without belaboring the point, I can picture the 
situation arising where as defense counsel, I truly thought I would 
move them all up front, but as the trial developed, facts came for
ward that put me in the position in terms of properly arguing the 
case for my client that I raise midtrial requests for production of 
evidence, production of records, and secrets which I believe to be 
relevant now. There may be little ways of my knowing they would 
be relevant earlier, but based in part on how the prosecution pro
ceeds to establish the case it became relevant so even if we do move 
it up front, there would be the necessity of having the mechanism 
of expedited appeal of matters which might come up in the trial. 
I am sorry to keep interrupting. 

I think this is very, very interesting testimony, and why don't 
you proceed with the remainder of what you have? 

Mr. LACOVldA. Thank you, Senator. 
I think dialogs are always more interesting and informative than 

monologs, so I am glad you interrupted me. 
I believe I have covered, Senator, most of the themes that I have 

discussed in my prepared statement. 
I concluded my prepared statement with a discussion of the prob

lem that we did get to early on, and that is the perplexing question 
of who decides. Although I had not, I confess, thought of the pos
sibility of referring decisions like this to a third party or a board, 
I think the responsibility should be that of the Attorney General or 
the Department of Justice at least. Admittedly not every case is 
going to come to the attention of the Attorney General personally, 
but I think the responsibility should be primarily within the prose
cutive arm, namely the Dep'artment of Justice, but I also do think 
it would be possible for Congress to insist that decisions involving 
national security concerns be passed up at least to a certain level of 
responsibility within the Department of Justice, to insure that there 
is a consideration of all of the factors by a senior Government offi
cial, not just a G8-11, or a GS-13, God bless them. 

Rince I have been one, I say that most sincerely. 
Senator BIDEN. I have a growing concern, it does not speak di

rectly to this point, that we in the Congress are hearing from too 
many top~level administrators, whereas the bulk of the time is re
quired for them not in making policy, but in answering to the 
Congress. 
NQ~, keep in min~, that comes from ~ne of those guys who got 

llere m 1972, the mam demand was we dId not have the responsive 
Cabinet, we could not get people up here to discuss matters, but I 
amconcern.ed,.and I am con,cerned w~tl~ the courts, by the way, that 
we .are begm11lng, we have m my opmlOn burdened the courts with 
n, number of responsibiJities that I think should have been met in 
thp first instance right here in this body. 

1Ve tE'nded to use the phrase. the younger kids use cop out, and 
say ~et the courts decide jt, so that it was suggested by staff, when 
we were discussing the first portion of our discussion, maybe in 
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addition to the rationale, require the Attorney General to sign off 
on all of these. 

Well, I quite frankly think we probably got better testimony 
yesterday from the person who is, I do not know' what the GS rat
ing was, but probably who knows a great deal more, and' it is no 
reflection on the Attorney General, but a great deal more about the 
matter than the Attorney General does. I have less and less confi
dence that as we bring into this signing off process, the highest offi
cials in the Government, that that in no way assures that we have 
a proper decision. Indeed I am beginning to believe the converse. 
The more we do that, the less we have the Attorney General of the 
United States, making a decision on major social policy, an issue 
near and dear to me like busing. I feel certain that if the Attorney 
General of the United States really zeroed in on the issue, he would 
be recommending to the President a different r Jurse of action, than 
he had done, but because he is signing off on 400 other things, there 
is a solicitor~ or a head of the Civil Rights Division making that 
decision, wInch may be different than the administration policy. 
There are a number of other items that I think that could be cited 
to indicate that that may be the case, so I am not particularly 
enamored anymore with "high-level" signoffs. Although I admit I 
come from that school which says let us have the highest official who 
has on responsibility on that subject matter signoff. But J;: would 
rather have the official who makes the decision most often, who haS 
the primary responsibility to sign off, and have their rear end on. 
the line, rather than the Attorney General's. That is not to con
tradict what you suggested, it is just to raise another aspect of how . 
we ultimately resolve these things. ' 

Mr. LACOVARA. I agree with you, and I think it probably would 
not be necessary to require that the Attorney General personally 
sign off on these questions. 

My recommendation was that there be at least some senior man
agement people. 

Bob Keuch, who testified yesterday, is a GS-l'i or GS-18, he llas 
many years of experience, he knows how the system operates, and 
he is in my mind to be distinguished from a 2-year veteran of the 
Department of Justice. 

Senator BIDEN. Yes; I do not think we have disagreement. 
It may be these national security cases are so important, impor

tant in the sense that they are decided correctly because civil liberties 
are at stake. 

vYe have been sitting here today and yesterday, focusing on the 
concern, that there are men and women who are out there jeopardiz
ing the national security, and not at their own peril. 

On the. other side of that, I want to be, and I believe the entire 
membership or this committee, I know the ranking member does 
also, very, very cognizant of the fact that in our ,>ystem we must 
arrive at a solution, that does not jeopardize civil liberties. And 
quite frankly, if we came to that, if we are. thrust upon the horns. 
of that dilemma, I for one would have to opt on the side of civil 
liberties, rather t1~an .on the ,side of ~aking m?l.'e restrictive act~on 
to protect our natIOnal SeCllrlty. I thmk the smgle most damagmg 
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thing to do to our national security, would be to put Americans' civil 
liberties in jeopardy. 

Let me pursue this, and I promise, I will let you go after this, 
but let me pursue several of the suggestions made to us which we 
have not covered to get your reaction. If you would like to expand 
on them, you may want to do it in writing, we would welcome that. 
First of ali, let us review rapidly the suggestion of an in camera 
procedure for judicial supervision for use of classified information. 

Section 509 of the Rules of Evidence, as proposed by the Supreme 
Court in 1974, defined a secret of the state privilege which might be 
invoked by the Government, in which the parties would litigate the 
use of classified information in litjgation. 

Section 509 was rejected by the Congress, as it reviewed the rules 
by the Supreme Court; however, any proposal made at this time, for 
example, a new state secret privilege, might more narrowly define 
the type of information which the Government could invoke the 
privilege, and it might give a greater role to the reviewing claims, 
include authority to go beyond the classification, to have information 
disclosed, and it goes on and on. 

The bottom line I guess is does the suggestion that you have made 
about changing the Federal rules of criminal procedure as it relates 
to the claim of relevancy obviate the need to move in this direction, or 
if not, does this make sense, or do you see trouble here? 

Mr. LACOVARA. It does not obviate the need to move in that direc
tion, Senator, even if Congress were to attempt to define more nar
rowly the relevance of national security information in criminal 
proceedings. 

I think that the proposed rule reflects a very hea,lthy approach. 
I have problems with the definition of national security information, 
and I think the definition could be reworked, and I would think it 
should be reworked if Congress will begin to address these problems, 
and to say, some information is not going to be received in a criminal 
trial, or may not be received in its raw form. 

I think it is Congress' responsibility to make sure that the limita~ 
tion on the free flow of information in a criminal trial is as narrow 
a restriction as possible. It should manifest the civil liberties con
cerns that we all have, so I would f'uggest that something akin to 
rule 50!) would still be necessary, and would be useful in this area. 

I shoulc1 say it is my recollection that the rejection of all of the 
article V priviJ,ages by the Congress around 1974, was primarily 
motivated by the concern about congressional recognition of a na
tional security privilege. 

You will remember, althoug-h it seems so long ago, that was the 
time when the national securIty was getting a bad name thanks to 
the former President. 

Senator BIDEN. Also, I think quite frankly, until our staff investi
gated th!s question in detail as it did, my colleagues were not aware 
of the dllemma. 

I know I WllS not, and I think that my colleagues, as they become 
aware of what we have found, were really quite surprised as to what 
the real problem was. As I said yesterday, admitting to previous 
positions which brought forth this matter, I quite frankly asked the 
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staff to get into this from the perspective of making sure that I was 
prepared for the assertion that if you knew what we knew you 
would know that, that is the side to which I came, so I agree, that 
the debate in 1914 was of different concerns, and without full knowl
edge of some of the real issues that are here. 

One last area, if I may, you may recall yesterday, I raised the 
question about administrative remedies, and sanctions, I guess sanc
tions is the word. Mr. Gitenstein suggested to me a moment ago that 
the suggestion which you made today, and I have pressed you on, 
seems to be more applicable to classical espionage cases than leak 
cases. In leak cases, the mere indictment confirms the importance of 
information, so that we may not even be able to get to that point. 

Now, if that is true, I think in some instances it is, we seem to 
be, if we decide we cannot lllove into a totally in came1'a proceeding, 
which I think most people would acknowledge we cannot, we are 
left with looking at administrative remedies, although the sugges
tions have been made, and I will raise them again with you, I cannot 
quite frankly picture someone worrying about loss of pension as 
really getting in the way of them leaking information to the press. 
But at any rate, the sanctions that have been suggested with regard 
to administrative tribunal which would be available, one is obviously 
firing. Two, once fired, deny pension rights. Correct me if I am 
wrOl1g, but I think it was suggested the possibility of their being 
able to recover frolll the dismissed employee salary and/or pension, 
and/or pay~ 

Again, I do not look at this as a great answer, but let us talk 
about the legality of being able to do any of those things. 

The only way in which it would make sense to do this in leak 
cases, would be if we were at the more restrictive proceeding. 

I think all of us as lawyers would acknowledge that there is a 
more limited scope available for the defendant in administrative 
proceedings than in a criminal proceeding. 

How much more limited that is, how much more restrictive can we 
be, and still comply with the due process clause ~ Also, does the due 
process clause in the Constitution insure that any Government em
ployee against whom the Government attempts to take disciplinary 
action, does he have a right to a public proceeding~ Obviously, if he 
does, then it is not a very useful mechanism. 

Mr. LACOVARA. My reaction to that is, probably not, Senator. 
The cases that I am familiar with illyolving administrative pro

ceedings affecting Government employees, deal essentially with an 
opportunity for notice and hearing, that is notice of the charges, and 
an opportunity to contest the adverse evidence, and to present favor
abJ e evidence. 

I do not see why it would be essential in that kind of proceeding 
to have the proceeding open to the public. Certainly, I would sug
gest there would rather be ample ground for providing that at least 
those portions of the proceeding whose openness might jeopardize 
some legitimate governmental interest could be closed, so my answer 
is that while I think an entirely in ca'mera proceeding could be 
legitimate, I would think on policy grounds, that Congress would 
want to confine the in canw1'a nature of such un administrative pro~ .. 

2li-905-7S-G 
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ceeding to the portion of the proceeding in which some classified 
information might actually be disclosed, or in which the significance 
of the leaked information might be discussed. 

Senator BIDEN. Apparently 798 is the leak statute which, as I un
derstand it, makes it a crime to leak information not necessarily to 
whom you leak it, but just to leak classified information. 

Mr. LACOVARA. That I believe is restricted to communications in
telligence information, not all olassified information. 

Senator BIDEN. Then really the question is, is it a crime to leak 
classified information ~ Do we have a statute on the books that in 
fact makes it a crime for me to walk off this podium, call a press 
conference, and leak to the press classified information which does 
not fall within the preview of 798 ~ . 

Mr. LACOVARA. The answer to that as you put it, Senator, is no. 
The espionage statute requires that in addition to the fact of 

classification, and indeed without regard to the fact of classification, 
there have to be two other elements, one is that the information 
presents a danger to the security of the United States; the other is 
that the actor has acted with the intent to disclose the information 
with an awareness of its potential danger. 

Senator BIDEN. We have nothing akin to the Official Secrets Act 
of the British, which as I understand it, makes it an absolute crime 
to disclose regardless of intent, and without havina a showing of it 
being able to damage the national security, to disclose the classified 
information. 

}\fr. LACOVARA. That is correct, Senator. 
We have two statutes, I believe, which are of the same type, but 

much more limited; one deals with communications intelligence in
formation, or information that would disclose sources or methods 
of com~unicati?ns intelligence, and the other deals with atomic 
energy mformatlon. 

It is a crime, as I understand it. to disclose information, I think 
it is caned restricted nuclear data, like that, and a mere disclosure of 
that is, I believe, a criminal offense without regard to intent, and 
without regard to a showing of the underlying nature of the 
information. 

Senator BIDE~. Our next witness is chief judge of the Court of 
Military Appeals, who will be pursuing the possibility of applying 
a uniform code of military justice provisions on espionage to the 
intelligence employees with him. 

Do you believe this is constitutionally possible, and do you think 
it would improve our situation in any way if we did that ~ 
If you are not preparecl to speak to that, maybe you could come 

back to us later. 
Mr. LACOVARA. 1Vith a caveat, Senator, that I have not considered 

that possibility in any detail. I could give an instinctive reaction .. 
I think InstinctiYely, my answer would be that Congress can adopt 

special criminal procedures, or substantive provisions that are ap
plicable to special classes of Government employees, so Congress 
could say that whatever the text is, all the applicable provisions of 
the nCMJ would also hereafter apply to employees of defined 
agencies. 
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Congress has that power. It is another matter whether or not 
Congress wants to make a policy judgment to transform a civilian 
agency into in effect a quasi-military operation. 

Since our earliest days we have regarded the military codes, the 
articles of war, and uniform code of military justice as basically 
turning on the military status of the people covered, and throughout 
our history there has been a general divorce between the military 
status and civilian status, for purposes of a type of special code. 

Senator BIDEN. The irony of the situation, as I understand the 
military code of justice, is that a military officer leaking classified 
informatioll, can be tried and court-martialed under that code, and 
sanctioned, whereas a member of an agency, intelligence agency, 
working under that same base, working with that same officer, and 
revealing the same information, may very well not be able to be 
tried, or prosecuted, or have sanctions imposed. 

I realize that there are unwritten sanctions that exist, and I am 
not talking about breaking lines, I mean, one of the sanctions is you 
transfer one from wherever the devil they are to the Antarctic, where 
they will be, that is their new station, wherever, so I do not mean 
to imply that the agency at this point completely has their hands 
tied. 

I do not think that is tIle case, but there are a number of things 
that can be done, and I assume are done, to move people who are 
security risks. out of their position. 

I do not suggest, for the record and for the benefit of the public 
and the press, that there an agencies which cannot protect our na
tional secrets, once they are aware that they are in jeopardy. I 
assume that I should have stated that in the beginning. 

I quite franldy tliink, if there is a rationale, it makes sense to treat 
military personnel who have access to national intelligence infor
mation, national secrets informatiOI~, in a distinct way and category, 
that we do not do an injustice to the distinction and breakdown 
between military and civilian rule in this country. Some intelli
gence activities are paramilitary, and it makes sense to treat intelli
gence personnel by similar standards. 

My real concern! and I realize that there are strong arguments 
about the constitutionality of that, I quite frankly do not find those 
arguments persuasive. 

Mr. L.ACOV.ARA. I do not think the arguments are essentially con
stitutional. I think it is a policy question because that same com
parison between the intelligence funtions of intelligence agencies, 
and military intelligence agencies, could also be extended to other 
kinds of misconduct covered by the uniform code, theft, fraud, homi
cide, and the rest, and the question is whether or not you wan,t to 
have a special code for Government employees that is different from 
the civilian code, aud whether or not you want to have civilian em
ployees of the Government covered by the civilian code. 

My point is that there are other kinds of crimes covered in· the 
nniform code of military justice other than espionage. 

Senator BIDEN. I fully agree with that.. I am not even remotely 
suggesting that what we do. I am not suggesting that it would be 
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a wise procedure to say from this point on intelligence officers wfil 
be treated under the uniform military code. 

1\"1nt I have suggested is that we should explore the possibility 
t .: " nniform intelligence code which w?uld be a standard that ap
plie~ to those who have access to natIOnal secrets. The standard 
would be akin to the way in which we handle matters under the uni
form military code, but I think it would be a mistake in policy to 
say we are movinp: all intelligence personnel under the uniform mili
tary code. 

As pointed out to me, one of the articles lInder the code is on 
uniforms, so we would have a problem. 

One last question. We discussed at some point a requirement that 
the Department of Justice make a written explanation wh:;n prose
cution does not proceed, and when national security matters are 
involved. 

I think that is a good suggestion, but it does raise a question. Is: 
H. not difficult, if not impossible, to select a single element in the 
decisionmaking process wllich leads to the exercise of the prosecutor's 

. discretion ~ 
Is it going to be too difficult to do that, because there is not 

always one factod 
Mr. LACOVARA. I do not think it is impossible, Senator, to draft a 

requirement that ralls upon a person who exercises discretion not to 
prosecute to explain his decision, where there was substantial impact 
on this decision by national security considerations. 

"Vllen we had our colloquy about the scope of the factors consid
ered by prosecutors exercising prosecutorial discretion, I mentioned 
that the factors are legion. . 

I could see where a prosecutor could either not act in good faith~ 
or acting out of indolence could say to himself or to his superiors 
the real reason I decided not to go forward with this investigation 
is that I just do not think there is any likelihood we will find a. 
missing witness, or I do not think we will have enough admissible
evidence, and it is not because of any national security problems; 
confronted. 

Any system that anyone establishes for dealing with any problem: 
can be short-circuited, but I think, assuming the good faith of the· 
prosecutors, it would be likely in most instances in which they are
actually concerned about the national security complications, they 
WillllOt be adverse to saying so. If somebody disagrees with them,. 
they will adjust to having their decisions overturned. 

I do want to emphasize, Senator, that my experience in Govern
ment, notwithstanding Watergate, has convinced me of the essentiat 
good faith and essentra.l competence of most people in Government .. 

Senator BIDEN. That is the point I wanted to raise; I really find it; 
very difficult to helieve that that young prosecutor whom you refer to 
will not take it seriously. 

I find it very difficult to believe that the vast majority of those
persons in the department, who have the responsibility, would not 
exercise that with diligence. 

As a matter of fact, I can picture the possibility of' a supervisor' 
saying to a young prosecutor, I ;.' n not looking for the Bible to be" 
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written here, shorten it up. And lastly, by experience, although from 
the other side of the fence, the prosecutors like to prosecute, and. 
when they cannot, they like to make the record as to why they 
·cannot. So as evidenced by those who finally get the jobs, we dOt 
although it is now very much in vogue today to claim, have and 
take the best and brightest in those positions, so I think we could 
·count on good faith overwhelmingly of the Department. 

I really appreciate your time. I think your suggestions have been 
very helpful. 

I am not certain, but in all probability, after these hearings are 
.concluded, this first round will end up being the first round, and 
the staff and I and Senator Pearson and members of the entire sub
'committee will be trying to distill what we have received, I suspect 
we will have to have back again, if not all of the witnesses, and I will 
:possibl~ need witnesses to focus more specificu,lly on some of the 
suggestIOns. 

The thing that pleases me most about the hearing thus far, and 
particl~larly yesterday, was not that the suggestions were over
whelmlllg, but that they were a total acknowledgement of the ex
istence of the problem, which to date no one has admitted existed, 
and I think that is a very positive step. 
_ ~hank you ag~in kindly, and I appreciate not only your coming 

thIS mornmg, wInch has taken so much time, I have had you here for 
now the better part of 2 hours, but that you sat through it all day 
yesterday. 

Thank YO.l very much. 
)£1'. LACOVARA. I thank you, Senator 
;[ A brief recess was takeil.1 

AFTER RECESS 

Senator BIDEN. The subcommittee will please come to order. 
Your honor, I apologize for keeping you waiting, but there was 

'n vote, and I knew if I convened the hearing, and then interrupted, 
'it would just take longer time, so I apprecIate your waiting . 

• Judge, you can proceed in anyway' you feel most comfortable, 
rreading or excerpting. . 

iSTATEMENT OF lION. ALBERT B. FLETCHER, JR., CHIEF' JUDGE, 
U.S. COURT OF MILITARY APPEALS 

Judge FLETCHER. Thank you; Mr. Chairman. 
Let me read my statement first. 
Senator BIDEN. Fine. 

'* Judge FLETCHER. Mr. Ohairman, kind members of the committee: 
A dilemma e.xists-either really or p'otentially-for eve:,'y' major 

law enforcement office in the United States: What to do wben the 
investigation and crimimJ trial of an individual will involve. revela
tion in that usually public forum called a courtroom of documents 
01' information which the intelligence community of this Country 
has. classified. as not subject for'public consumption~ There 'are tW(}' 
basic varia,tions to the predicament. The first is the case where 
material in the possession of one party or the other is to be used in. 

------.------------------------------------------------------~ 
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court on the merits of the trial. Such situation presents itself, for
instance, when the prosecution needs such material as a key element 
of its case, either to reflect the information leaked or conveyed to· 
a foreign government or to show the information that was leaked 
or. conveyed damaged our national security. It also arises when the 
defense intends to reveal such material in presenting an affirmative 
defense. The second is the situation where the defense wants to 
discover the material in the course of preparing and presenting its 
case. 

The Federal Government almost unfailingly has abided by an 
all-or-nothing approach to this problem along both of these avenues. 
My understanding is that the Federal Bureau of Investigation,. 
apparently, will not even investigate a "leak" case unless the in
telligence community will agree beforehand to declassify all informa-· 
tion ~ related to the case. I would venture that the frustration ex
perienced by the Justice Department in its inability to successfully 
prosecute such cases because it was not provided the necessary evi
dence with which to do so is great. And nearly every time that the 
defense rattles its saber implying that its case will necessarily thl'Ust 
into matters bearing even tangentially upon national security, the 
matter is quietly dropped. . 

The unwillingness to compromise to some degree in either or these 
situations leads to the same. result: The case against a suspect or
defendant is terminated. However, if either of these aspects is per
mitted to abort the further investigation and prosecution of any 
criminal case, justice is thwarted and the entire Nation is the loser. 

Just as the problem centers around the judicial proceeding, so, 
it seems to me, must the answer to that problem, for if provision 
can be made at trial so that the secrecy of the material retains its 
integrity and, at the same time, the basic rights of the defendant are 
safeguarded, the c.ompeting interests are neutralized. As I have 
indicated, it appears that -there are two basic variations to this 
problem: '-lse at trial, usually by the Government, and discovery by 
the defense of material possessed by the intelligence community. Ac
cordingly, the refiponse of the judiciary will vary depending upon 
which variation of the problem arises. 

A possible judicial solution when the Government seeks to close 
the proceedings in order to protect its information from compromise 
was outlined by .the majority of the U.S. Court of Military Appeals 
in its recent decision in United State8 v. Grwnden, 25 U.S.C.M.A:. 
327, C.M.R. 1053, -- ¥.J .. -- (1977). Under Grunden, the judge 
must make a two-part mqmry whenever the Government presents 
such a motion. His initial task, reduced to its simplest terms, is to 
determine whether the material in question has been classified bv 
the proper authorities in accordance with the appropriate feguln
tions. As I said in writing the majority opinion. 

It is important to realize that this initial review by the trial judge is not 
for the purpdse of conducting a de novo review of the propriety of a given 
cliissification .. 

I would underline that, Senator. In other words, he clot's not look 
behind thl:' classification; rather, he is concerned only with whether 
proper authorities acting pursuant to proper authorization .classified 
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the material. Once he concludes in the affirmative, his second inquiry 
.is how much of the proceeding needs to be closed in order to protect 
the material. As the court emphasized, the judge must not employ 
"an ax in place of the constitutionally required scalpeL" Only those 
port~,jns of the trial in which references will be made to classified 
in:Jrmation may be closed. This means not only that witnesses who 
make no such references must testify in open court, but that even 
those witnesses who do address such material must appear in open 
court when rendering unclassified testimony. In so holding, the court 
concluded, 

This bifurcated presentation of a given witness' testimony is the most satis
factory resolution of the competing needs for secrecy by the Government, and 
for a public trial by the accused. 

It has been suggested that to restrict the judge from piercing the 
veil of the classification presents some risk that the Government will 
invoke the privilege frivolously or out of self-interest. But thi.s risk 
seems minimal to me, when carefully considering what the Govern
ment obtains from the privilege; simply a trial which at some stages 
is closed to the public. In other words, it gets nothing except pro
tection of its secret from public disclosure and gains no practical 
trial advantage ove],' the defendant. Thus, I believe the incentive to 
act other than responsibly in thi.s regarcl is not great. 

My conviction that this minimal risk is worth running is rein
forced when I consider the practical and legal quagmire involved 
in permitting the judge to r1...le on the propriety of designating a 
document classified as a state secret. It must be remembered that a 
trial judge has no special expertise in the area of national defense 
or foreign policy, and I would add appellate judge, and there are 
a host of practical difficulties of which this corrlmittee already is 
aware inherent in any approach for the court to obtain such ex
pertise throu,gh such vehicles as panels of experts. A:3 -~itionally, 
there is a legitimate argument of some force that this lJ...atter of 
security classification is an executive concern constitutionally and 
ought to remain so, especially in light of a viable, Grurulen--type 
alternative. 

I believe thai, where the Government seeks to gain judicial pro
tection of its classified secrets in a judicial proceeding, the Grunden 
mtionale presents an eminently viable ptocedure which aSsures both 
parties the greatest reconciliation of their respective rights. 

When the problem arises from a defense initiative for discovery 
of classified information or documents, the procedure I believe needs 
to be followed is found in the United States Supreme Court de
cision of Alde1'?nan v. United States, 394 U.S. 165 (1969). My read
ing of the relevant portion of the majority opinion, reflecting the 
views of five of the eight justices who participated in tho decision, 
is a'S follows: Whenever the defense seeks access, to which the Gov
ernment objects, to a body of information or documents for prepara
tion of its case, the judge initially will determine the relevance of 
that type of evidence. 

Once, however, the judge determines that a particula'r type of 
material is relevant, the defense must have access to all requested 
information of that type. Noone, not even the trial judge, is per-
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mittcd to examine each particular item and to test for relevance to 
the defense. Mr. Justice White, in writin~ the majority opinion, 
well articulated the rationale leading to thIS conclusion. r will not 
take this committee's time discussing it; suffice it to say, it is an 
opinion most trial attorneys can well appreciate. 

r ~mould add that the ultimate responsibility for the protection 
of the integrity of classified documents used in connection with 
judicial proceedings rests with the judge. He can and should place 
aU parties and court personnel under enforceable orders against 
disclosure not authorized by the court. To this end, stiff sanctions 
must be at the disposal of the judge to back-up his orders . .As Mr . 
• Tustice White stated in AZdmvman, "We would not expect the distriot 
·courts to permit the parties or counsel to take these orders lightly." 

I believe that Grunden and Alderman present reasonable and 
-effective procedures to meet the competing needs of the Government 
and the criminal accused. They permit the machinery of justice to 
run its natural course unhindered and, at the same time, respect 
'and protect the security interests of this country. 

Let me add one thing, Senator, if I may, to my prepared statement. 
G1"7.11nden and Alde'l'1'JW,n both, sir, depend on a strong trial judge, 

'a trial judge that has a total charge of the court, and is not a mere 
referee. 

The trial judge has got to be the governor, or neither G1'Unden 
-01' Alderman would be successful in the type of hearing we are 
talking of here. 

Senator BIDEN. Strong in what sense Judge~ 
.T udge FLETCHER. He has got to keep control of the participants, 

·~ontrol of the counsel, he has to lay ground rules he will eIiforce 
'and they have to be enforceable ground rules. 

In other words, rules that are practical and applicable to the 
"situation. 

You cannot pick up a form, I do not believe, in a case like this, 
und say, these are my rules. 

I think the judge musi; set down specific rules for each case he 
tries depending upon the matter which is in question before him. 

Senator BIDEN. Your honor, do you feel the rationale you used in 
the G1'Unden opinion could be used in cases arising in Federal court, 
hl criminal cases, in Federal court, neither rising under the Uniform 

'Code of Military Justice. . 
Judge FIJETCnER. Yes, because none of the rationale that went 

"intoG?"11Ii!den had any specific note to the military. 
Senator BIDEN. The trial court judge in that case, would make 

judgments both as to matters of law, and fact . .As I understand it, 
,under this delivery the trial judge would define that there is no 
longer public testimony, that this is a closed courtroom, and heard 
'testimony and made determinations that related to law and to fact. 
Is that correct~ 

.... ~dge FLETCHER. r think you could proceed that way. 
That was not the way I anticipated Grunden would work. 
I expected the pretrial conference, where the Government would 

set up which witnesses would be produced, and what would be the 
"basic tenor of this testimony. Then the court would, if proper 

+ 
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motion were made, look at the material and the testimony as to 
whether it was to be classified, and if the authority had the right 
to so olassify 01' declassify. In the end he would divide the time up· 
so that there would be a script, so to speak, as to witnesses, tied in. 
of course, if this were to happen. Senator, the court must instruct 
at that point, and at the closing, the jury as to what has happened,. 
so that his clearing the courtroom of the public does not in eifect say,. 
"I find that this is properly classified." There would have to be an 
instruction, at the time the case began, and at the closing to be· 
considered. So in effect does that answer your question,? 

Senator EIDEN. Yes; it does. 
Let me expand on it a little bit more. 
This morning we heard testimony, and we discussed at some length 

the possibility of codifying the rules of criminal procedure, a pre
trial senario along the lines you just suggested your honor, that is. 
any matter which the defense was going to argue, should be a 
document, classified document, which the defense was going to argue 
is relevant to this defense therefore, should be made available to the 
defense would be stated, set out, and argued in a pretrial situation~ 
At that point, the pretrial judge would make a ruling and de
termination what constituted relevancy, and if he or she determinecl 
that the information being sought was not relevant, then obviousl1 
the Government could then decide to proceed without peril, except 
on appeal, but could proceed. 

Now, one thing we did not contemplate, unless I missed it, was' 
the possibility of the actu&.l identity and testimony of the witness. 

It was suggested also that as part of this procedure the defense' 
would have to name the witness and the scope of witnesses: testimony 
and tIle Government would argue that this shoU!ld remain classified 
because the witness was a double agent, or the testimony of the
witness would jeopardize national security, if it were made known. 
again, the judge would be able to rule on that matter prior to trial 
and I should think that is a workable method that we could so 
legislate in the Federal rules and procedure,--

.T udge FLETCHER. Yes, in fact, I think it follows the omnibus crime 
bill to a degree. Legisln.tion could provide by pretrial consultation, 
arrive at that, and, once. again, you 'could say this witness is in a 
closed session. 

Senator EIDEN. Your honor, it has been suggested to us that in 
military cases, the Government has a greater right to maintajning 
secrets, and proceed out of public view and scrutiny than they do 
in ordinary criminal matters, do you believe that to be the case ~ 

.1 udge FLETCHER. No, I do not. 
Senator EIDEN. It has been suggested that we should have legis1a.

tion which treats intelligence officers with access to national secrets 
along the lines more similar to the lines of military officers are 
treated under the Uniform Military Code of Justice, that is-Wen, 
that is self explanatory. 

Judge FLETCHER. Do I understand your question would be uncler 
the Uniform Code of Military or a parallel code ~ 

Sen.ator BIDEN. A parallel. 
Juilge FLETCHER. Yes; I think a code could so be constructed. 
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I think yon would have to bear careful1y in mind though the 
admonition of the Supreme Court in the areas of the rights provided 
fer, say, under the amendments to the Constitution, I think you have 
got to watch that very closely, that you are not going to abrogate 
any of those rights, which is, I think, the tendency of the code of 
this nature. 

Senator BmE:N. As I understand it, in the military code, you have 
a system whereby you could have defense counsel and jurors who 
have top secret clearance . 

• rudge FLETCJmn. Yes; in fact, most of them would have to have 
security clearance of some kind. 

S~nator BIDE:N. Now do you think we could in a criminal pro
ceeding against an officer, excuse me, an intelligence officer, a mem
bpr of an intelligence agency, subject that person to the same set 
of circumstances, that is required that the jurors hl the case where 
an intelligence officer is being tried, to be cleared, and the defense 
counsel, do you think we could constitutionally Jo that? 

.rudge FLETCHER. Yes; I think we could qualify jurors under a 
snecific code, and qualifications could be are that. they c~)Uld obtain 
tllp, clearance necessary for the particular case 111 hearmg. 

I do not think that you could broadly across the board, say they 
aU have to be top secret. If you are talking about secret information, 
I think your clearance only'has to reach their elevation, but I think 
th(>re could be a clarification as to counsel and jurors. 

Senator BIDEN. Judge, one of the other things that has been sug
gested to us by some, is that we could legislate an expeditious pro
cedure, whereby in the midcUe of a trial, even if we were able to 
I'et out new rules of criminal procedure with regard to intelligence 
cal'eS l as related to pretrial discovery, that it is very possible, al
though the defendant, the defense counsel raisecl all the issues of 
re]e,vancy they thought would be raised, that they would be raising, 
but in the middle of the trial, as a consequence of the state's case, 
they seek additional information arguing its relevancy to their de
fense, based upon what the state has just brought forward at that 
time, is it possible, is it not, for the court to go into closed session, 
hear the argument, and make a determination ~ 

Tn the event the determination has been made against either of 
the parties, assuming it is made against the Government, at that 
point, the Government is then faced with a situation of either having 
to disclose the material they feel is very sensitive in open court, or 
drop the proceeding at that point. If we were able to legislate an 
expeditious appeal procedure, which I understand is not part of the 
Federal Rules now, but is in the rules of the District of Columbia 
requiring appellate review within 48 or 24 hours or 36 hours. Do 
you think that is a reasonable suggestion . 

• r udge FLETCHER. Yes; I think you could set up an interlocutory 
appeals system. 

r think you must be specific in the legislation as to what will give 
rll'e to the appelJate rights of either the state or defendant, and I 
think that is particularly true when you talk about the state. 

It must be very limited, and not be a broad concept, it must be the 
narrowest concept as far as the state is concerned. 

I 
I 
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The defense, as far as interlocutory appeal can be, can be more 
Pl'oad, but I think it C011ld be done. 

Senator BIDEN. Do you think that there is a need to legislate any 
of this now, or do you suggest that the rights that we have, that the 
'court, the Federal court now has the capability of proceeding in a 
way that you have suggested, and that we are discussing here, is 
thel'e any need for any legislation to give the court a right that they 
presently do not now have . 

. r udge FLETCHER. 1Yell, I think the main right would be that there 
lllust be some way to clear jurors, as, in other words, there must be 
some way to get security clearance for jurors. 

Senator HIDEN. It has been suggested to me by staff that there 
might be a point of departure in the Grunden case that does dis
tinguish it from what can 01' cannot be done in a criminal case in 
Federal court. 

You make a point in your statement on page 3, to point out that 
Sou do not go beyond the classification, of: 

It has been suggested that to restrict the judge from piercing the veil of 
·classification presents some risk that the Government will invoJm the privi
lC!l:e frivolously or out of self interest. But this. risl( seems minimal to me 
when carefully considering what the Government obtains from the privilege: 
simply a trial which at some stages is closed to the public. In other words, it 
g'l'ts nothing except protection of its secrets from public disclosure and gains 
no practical trial advantage. Thus, I believe the incentive to act other than 
responsibly in this regard is not great. 

Xow, one of the arguments raised, I am told, against rule 509, as 
\\'as suggested in 1974, was tl1at if we proceeded to not go behind 
'declassification at some point, or have that capability that the 
Federal Government would deulassify everything, that there would 
be an overclassification beyond which there already is, and result in 
the public's right to a public trial, not just defendant's rights to a 
public trial, but the public's rights to a public trial which was the 
point here ye&tenlay by t \e Attorney General's office. In the Drum
'liwnd case the jmy is instructed it is their role, not the role of the 
~gency which stamped the documents to determine whether the in
formation does in fflct relate to national defense; therefore, the 
guilt or innocence of the accus~d hinges on thfit. . 

I am not sure they are reconCIlable, but I am sure there WIll be a 
great deal of flap that wiJI be created whether or not they are 
reconcilable. 

I wonder if you could respond to my general comment .. 
Judge FLETCHER. Well, first, I would hate to communlcate, what 

.apparently those who would oppose to tl~e previous bill, the motion 
that the Federal Government would rIse to such a means and 
dassify all information. I have gone on the premise that this would 
not be the case. based upon my statement. 

I think it is factual determination for the jury, I tl1ink that the 
jury pl'oper1:v instructed and by virtue of the tools of cross-examina
timl of efficient witnesses; I think that they coulll reach this 
conclusion. 

I ;ust do not believe, sir, that the trial judge should attempt to 
decide whether the classification is proper as to the material. I think 
it is strictly a fact question. 
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Senator BIDEN. As I understand, under tIle military code, the' 
mere disclosure of a classified document in and of itself is an offense,. 
but that under section '793 the Government need not only show 
there was a disclosure, but that the disclosure did in fact affect the 
national security interests, 0,11(1 it becomes an affirmative defense to, 
say what was classified eliel not warrant a classification in the first 
instance, and the release of it did not in any way jeopardize the 
national security? 

Judge FLETCHER. I frankly do not know about the code. 'Wait a. 
minute. 

I think what was bothering me was that I was trying to locate the· 
specific statute in which this fell. 

In talking with my counsel here, he said these have come under' 
article 134 of the code and quite frankly, I am not f~miliar with 
any military codes at this point. 

I am relaying what I llave been told here from my counsel, that 
there is an affirmative defense the same as in the civilian sense. 

Senator BIDEN. OK. I appreciate it very much, your honor, and 
again, I apologize for keeping you waiting. Your testimony has; 
been very helpful. Thank you very much. 

We stand adjourned. 
[Whereupon, the subcommittee was adjourned at 2 p.m.] 
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U.S. SENATE, 
S'CBCOMMI'ITEE ON SECRECY AND DISCLOSURE 

OF THE SET,ECT CO]}-Urr'ITEE ON INTELLIGENCE, 
1fT ashington, D.O. 

The select committee met, pursuant to notice, at 10 :10 a.m. in 
1'oom 1318, Dirksen Senate Office Building, Senator Joseph R. Biden 
{chairman of the subcommittee) presiding. 

Present: Senators Biden (presiding), Huddleston, Pearson, and 
"1Vallop. 

Senator BIDEN. The committee will come to order, please. 
Mr. Colby, thank you very much for taking the time to come back 

:and testify before our committee on this very thorny problem. I 
llave no opening statement. 

Mr. Lawrence Houston, who was to be seated at the table with 
,you, is having some transportation problems, the former OIA General 
Counsel will be here, I am told. When he comes, you invite him to 
jump right in, if we can. 

Senator Huddleston, do you have any statement ~ 
Senator HUDDLESTON. I have no statement. 
Senator BIDEN. You are not at all new to this process, Mr. Colby, 

so proceed in any way that you deem appropriate. 

STATEMENT OF WILLIAM COLBY, FORMER DIRECTOR O.F CENTRAL 
INTELLIGENCE 

Mr. COLBY. Thank you, Mr. Chairman. I appreciate the chance 
to be here and it is an honor to be invited. 

Mr. Chairman, we must resolve how to keep the necessary secret" 
of intelligonce. I stress the word necessary-some secrets are lit~rl.Llly 
essential if we are to have an effective intelligence system. But we 
all know that the total secrecy which characterized intelligence in 
the past included many unnecessary secrets and ,that some of these 
covered activity improper at the time or not meeting the higher 
standards we insist on today. 

The revision of our intelligence structure incorporated in the 
Presidential Executive orders recently and in the proposed S. 2525 
wil1 in my view prevent such abuse or wrongdoing in the future. 
But we would be jrresponsible if our revision of our intelligence 
structure did not recognize the need to protect the necessary secrets 
of intelligence better than we do today. , . ' 

This is not jUFit a theQi,'etical problem. Foreigners abroad wonder 
jf the Americans can keep any secreta, and this has led to individual 
foreigners deciding that they will not work with us in a secret re
lationship, depriving us of the information they could have given us. 

(89) 
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It has affected foreign intelligence services from which we had' 
obtained important material in the past but which reduced their
sharing of similar material. Our sensitive technological sources are
today vulnerable to leaks about their access and teclmiques which 
can make it easy for the couiltries about which they are reporting 
to frustrate their continued acquisition of information. 

An exhaustive study of our present legal system for the protection 
of our intelligence secrets has summarized the situation starkly:: 
"The basic espionage statutes are totally inadequate." vYe must give 
a signal to our intelligence personnel, to our citizenry disturbed by 
this situation, and to our foreign friends that America will not try 
to keep unnecessary secrets but that it does have the will and tIle
machinery to keep the necessary ones. 

But thIS must be done within the concepts of our Constitution
Rnd the policies which mark our free society. ,Ve must have a 
dignified and serious legal structure through which to act and not 
turn frantically to attempts to enforce contracts or obtain damages 
for disclosure, resulting in stimulating publishers into covert tech
niquGs .to avoid injunction. ,Ve must have a system which would: 
work effectively in the few cases in which it would be required and 
not be frustrated by the danger of greater exposure in the course of 
legal proceedings. 

Mr. Chairman, I submit th[l.t a very simple approach would answ'el" 
this problem. It would be characterized by severnl features: 

(1) Criminal penalties for the unauthorized disclosure of secret 
intelligence sources and techniques by individuals who have COll

sciously undertaken the obligation to protect the secrecy of such 
sources and techniques. 

(2) Sources and techniques defined narrowly only to include those 
matters which would be vulnerable to termination or frustration by 
a foreign power if disclosed. not substantive information !1nd con
clusions whose source it could not be expected to identify. 

(3) Penalties applicable only to individuals who assumed tIle
obligation and not to other individuals who receive such material
for example, journalists-if they never undertook an obligation to
protec\' such secrecy. 

(4) A shield law protecting journalists or other third parties re
peating such information in the course of the exercise of their con~ 
stitutional rights from subpena nr other requirement to testify and' 
reveal .the individual from whom they obtainBd such information" 
if they themselve~ had not undertaken to respect the secrecy of the
sources and technIques. 

(5) A special procedure for any prosecution under the statute, by 
which a question of law could be decided whether the specific ma
tel'ial which had been disclosed without authorization met the' legal' 

• definition of a "secret intelligence source or technique." This pro
cedure would provide Tor an adversary-and not an ere parte-. 
proceeding before a Federal judge in camera for this purpose. and 
provide that any material obtained by discovery in the course of' 
such a proc(>eding would remain under judicial Beal and not be ex
posed bevond the parties and their counsel, and further require that 
they undertake the obligation to protect the continued secrecy of" 
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such material and thereby subject themselves to the application of 
the statute. 

(6) The judge's finding that the specific material met the legal 
standard would be deemed a question of law preliminary to the 
actual trial which would take place in open court with full right of 
jury to decide the guilt or innocence of the individi.lals prosecuted 
on the basis of the material actually disclosed publicly, the material 
having been disclosed in the in camera hearing thus not being made 
public in the course of the trial 

(7) The criminal penalties of this statute would be exclusive. It 
would clearly bar any other legal proceeding, such as injunction or 
civil suit, against the individual who undertook the obligation and 
thus eliminate any prior restraint on publication other than the 
general law, as outlined in "The New York Times" 403 U.S. '713-
(1971) and subsequent cases. It would also eliminate any obligation 
of individuals undertaking to respect the secrecy to submit wrItings} 
speeches, et cetera, for prior clearance by any agency of the Gov
ernment, although the voluntary submission of such material and 
its clearance would constitute a bar to protection . 

(8) Material circulated within the Government would be divided 
into that material containing information as to secret sources and 
techniques and that substantive material which would not reveal 
such sources and techniques. Access to the former category should 
be limited to those who signed the undertaking to respect the con
tinued secrecy of such sources and techniques subject to this statute. 

Mr. Chairman, I believe this proposal would solve most of the 
problems involved in the very unsatisfactory situation we have 
today. It would provide a mechanism for prosecuting the expo;mre 
of material which couJd truly damage our intelligence system, but 
it would protect the rights of the individual and reflect the interest 
of our Nation that this category vi secrecy be restricted as much 
as possible. 

It would apply only to those who undertake to protect intelligence 
sources and techniques and protect individuals such as journalists 
or other third parties against harrassment. It would reduce the 
chances of this statute being used as a bar to "whistle blowing" 
against abuse or wrongdoing by eliminating prior restraint or con
tract theories and by requiring a Federal judge to decide the question 
of whether the secret meets its standards. 

It would provide a procedure to reduce the danger that prosecu
tion produces greater exposure through the discovery process. It 
would not try to solve the probJem of all c1assmedmatetial, but mE-rely 
limit its objective to reenforcing our intelligence system. And to 
ensure against arbitrary decision not to prosecute a case in which 
additional exposure only to the parties and their counsd W.l,S believed 
too dangerous, the statute could include a provision that any such 
decision be made by the Attorney General personally and be re
ported to this select committee and that of the House of Representa
tives. 

Mr. Chairman, we need a signal to theworJcl that we can keep 
the real secrets of American intelligence. I urge you to give it. 
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Senator BIDEN. Mr. Colby, I thank you for not only a coherent 
statement, but a very, very good statement. I am surprised. You 
almost sound like a civil libertarian. 

l\fr. COLBY. The first amendment is a part of the Constitution that 
I swore to uphold. 

Senator BIDEN. I am being a bit facetious, but I really appreciate 
the fact, and the committee appreciates the fact, that you have done 
precisely what we have asked, give us some solid suggestions as to 
what we can do about the thorny problem that you are more aware 
.of than I based on your experience. 

\"iT e have three of our members here. I will limit our questions to 
10 minutes. If I could begin with some specific questiolls 

In your statement you say we must give a signal to our intelligence 
persoimel and to our citizenry disturbed by the situation, and to our 
foreign friends, that America will not try to keep unnecessary 
secrets but that it does have the will and the machinery to keep 
llrcessary ones. You state that sources and techniques should be de
fined na'rrowly to include such matters that would be vulnerable to 
termination or frnstration by foreign powers if disclosed, not sub
stantiye information or conclusions whose source it could not be 
,expected to identify. 

You go 011 to say that secret sources nncI techniques materials 
f:honld be separated from substantive materials which would not re
yeal the source and technique. A statute should be enacted to cover 
stricter procedures to handle such materials and special trial pro
~eedings for prosecution of those who reveal sources and technique 
info,: mation. 

how would you handle and prosecute cases involving so-called 
Stl bstantive secrets? Is there a statute for publication of classified 
material apart from that information covered by a COl\fINT section, 
section 798, title 18? 

l\fr. COLBY. There is that one. The only other one is the espionage 
-one and the Congress on various occasions in its history have faced 
'up to whether it has wanted to have an Official Secrets Act against 
-disclosure generally and has turned it down. I think there was 
some conscious consideration that for the more general area, of 
'secrecy was such that they would punish espionage but not punish 
disclosure., except for communications intelligence-for which there 
is exception. 

There are some other statutes you could apply, one about revealing 
government materla.1. and so forth. I think those are really not on 
point on here. The intent of those statutes really does not apply 
10 this situation. 

Senator BIDEN. Under our present statutes, as I understand them, 
most leaks are not a crime. 

Mr. Comy. That is right. A proper reading of the espionage statute 
is that you really have,to have the intent to injure the United States 
by giving it to a ,:foreigner. That, of course, is not what one does 
wIlen one [rives it' to the newspapers here. 

Senator BID't~N. I am intrigued. One of the original reasons that 
this subcommittee was set up and why all of us assembled, as the 
ranking member can tell better than I, was we were starting off to 

.. 
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do something about the classification systems. We got into this more 
specific problem in attempting to grapple with the consequence of 
trying to grapple with the whole question of clas:sification. 

I am intrigued by your suggestion, and I would like you to am
plify on it if you would-that we should divide, in a sense, sources 
and techniques and substantive secrets in our approach to get a 
handle on what constitutes legitimate classification. As I understand 
it you would attach more severe sanctions to the former. Is that 
generally correct ~ 

MI'. OOLBY. Yes; I think that is generally so, Mr. Ohairman. 
There are lots of reasons why our government wants to kcep some 

secrets. Some of those are enshrined by law, like the various rules to 
protect the secrets of crop statistics and things like that. Those do 
exist. There is a precedent for isolating a category of secrets and 
~iving it special protection. There are some 20 or 30 some statutes 
tnat protect financial statistics, and things of that nature. 

Second, there are lots of reasons beyond those statutes why the 
government needs to keep some secrets, diplomatic correspondence 
with foreign countries in confidence, some of our military secrets, 
some of the planning, some of the weapons systems. These are 
legitimate subjects for protection. 

To try to rework the entire classification system, I think, would 
be a gargantuan job, an enormous job. I think that the problem 
we are really wrestling with is the problem of exposing intelligence 
sources and techniques, not all of intelligence. 

I think that you can produce a great amount of our intelligence 
assessments and information without necessarily showing where it 
is coming from. It is a custom in much of this material to show an 
indication of source to emphasize its reliability, but I think we can 
apply to intelligence, to a great degree, the practice of journalism 
which is to produce material for public consumption but to protect 
the source. 

There is a lot of debate about who Deep Throat is, and none of us 
know, but we have all read his materIal and seen the results. I think 
that same basic approach is applicable to much-not all, but much
of our intelligence information. It would require that it would be re
written and we would refer to a Hreliable source" but, in a short 
period of time, I think, it would establish its credibility through 
its accuracy and that would be an ample replacement for tile present 
system of referring to the specific source. ' 

You do not really have to say that you learned in a message from 
Omsk to Tomsk that the Russians have a certain kind of missile. 
You can refer to the fact that they have the kind of missile and 
that you know it from a secret source-it does not necessarily come 
from that particular place. 

Having looked for the sources of leaks in our own government, I 
know that other governments would have an equally difficult time, 
in many cases, to pinpoint the source of a leak. In some cases, in 
espionage perhaps-this is not true. Obviously there are some few 
things where just the existence of the information would point in
evitably to where it comes from. 

25-005-78-7 
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If a Chief of State takes a walk in the garden with his secretary 
and, in the course of that walk, tells him something and reads in 
the U.S. Intelligence output the next day that statement, he knows 
pretty much who was involved in passing it on. There are some 
things that you really cannot include in this category. 

But I think they are the minority, rather than the majority. . 
Senator BIDEN. How do we go about the actual process of workmg 

a statute that deals with sources and techniques ~ For example, take 
a hypothetical case-actually, we are moving to the hypothetical in 
these questions. I would like to stick to the hypotheticals that we 
raised at the beginning of this hearing. 

One of the hypotheticals related to an Army officer at a post in 
Country X who was being blackmailed by a foreign government be
cause he had a paramour. And the hypothetical that we ran through, 
the instance that he learns that the paramour was an agent for a 
hostile government and he kills that paramour. 

How do we break down what is sources and methods and what is 
substantive information in terms of prosecution of that man for 
murded 

Mr. COLBY. I believe in the first place you can define the intel
ligence source and method involved in this case, the double agent 
and whoev<.'r it is. the int<.'llig<.'nce service Bonwplace, and you question 
whether that would have to be exposed in the course of the trial. 

Nothing that was actually revealed is in the category of the in
telligence sources and methods. The fact that there is a contract with 
that Chief of State, I do not think, is any great surprise. The double 
agent in the super power's home country is what we are concerned 
about. 

I am not sure that you would have to reveal him. The hypothetical 
says you would. I think there is an argument. I had the privilege of 
reading Mr. Lacovara's testimony. There is a chance here that you 
can get through that hearing without necessarily revealing that 
source as a part of it. 

I think Mr. Lacovara has some very imaginative ideas. 
Senator BIDEN. In your experience, which is vast, did you find 

that the ~ustice Department and/or your former agency operated 
as mechamcally a.s has been asserted by some thus far ~ That is, the' 
el(w<.'n questions. If you read the statement. the constant reference to 
the eleven questions which you are more familiar than am I. 

Getting to question No. nine. I understand the stock question is, 
will you make everything available, and the stock answer, essentially, 
is no, we will not. 

Do things really stop at that point ~ How, in a managerial sense, 
is that handled from that point on ~ 

Mr. COLBY. I think at that point you will have people who say 
no, never. We went through the same struggle with the investiO'ations 
with the Senate and House committl:)es in 1975. It was more bor less 
the same kind of a problem. 

The initial answer-we l'evealed these things-the initial answer 
is no, and then you begin to negotiate from that position. One side 
wants it and the other side does not want to give it and there are 
wavs in which you can come down the middle, by giving the material 
without the names, and things like that. 

.. 
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I think that is the way that it is worked out. I think the point is 
that we do not have to decide whether it is total disclosure or not. 
I think many times you can negotiate your way through that. 

Senator EIDEN. Everyone agrees with that, Mr. Colby. The ques
tion that I have is in your experience, is that the practice ~ It does 
not have to be. Does negotiation really take place~ What is the 
triggering device that makes it happen ~ 

I suggested, and I am not at aU sure I am correct, that it seems 
as though only if it is the case that the negotiating process of 
whether or not prosecution will move forward depends less upon 
the substance of the issue, that is, what the espionage activity was, 
what the leak was, the substance of it, than it does whether or not 
as to who the person is or whether or not the press has treated it as 
a major issue, that is, it receives a lot of attention. 

Those two factors seem to put the Justice Department and the 
CIA into a negotiating posture more readily rather than the damago 
assessment reports which say hey, this is serious. 

Is that correct 1 
Mr. COLBY. Let us face it, 10 years ago, particularly 20 years ago, 

if CIA slLid to the Justice Department that this will cause us some 
problems, that would probably be the end of it. The Justice Depart
ment would not ask any more. They probably would have stopped 
right there. 

'Do you remember the memorandum in 1954 ~ It was implied that 
the CIA would not even have to bring the material to the Justice 
Department if they ran into something. 

In more recent years, you have to negotiate your way a bit 
through it. There has been a movement over the years, but I have 
found that if you have a good reason, you can explahl it to the 
Justice Department. In my experience, I think, the main one I was 
involved in wa~ the one about the Thai with the narcotics out in 
Chicago. 

vVe eXJ?lained that if you got into that case you would get into 
his activ;lties in Thailand and that the normal discovery process 
would reveal a lot of. that material in public print and it did not 
seem to be in tlle U.S. interests to do it. 

There were. other things you could do to the man, expel him 
from the country, and so forth, and that seemed to be adequate. 

In that case the Justice Department was understanding of the 
problem and, in that case, decided not to prosecute, as you know. 
But I think it was a good faith judgment on everybody's part. I 
do not think it was two bureaucratic entities sendmg missives to 
each other, if not missiles. 
. Senator RlDEN. Your experience is that the working relationship 
that a negotiation process has increased over ,the years ~ 

:Mr. COLDY. Certainly. . 
Senator EIDEN. That is for the better ~ 

, Mr. CciLI3Y~ Surely. 
I think that the Justice Department probably feels more pressure 

tod.ay . than they .did 10. or 20 years. ago to justify not prose
cutmg whe're 1001' 20 years ago they could say publicly that there 
is some· intelligence in there, 'we are not going any iurtl1el', and 
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everybody in the public would say fine. Now every newspaper man 
in the world would be after it trying to expose something about it. 

The pressure is different, but I think a good faith attempt to solve 
it is in the negotiation. That is a good thing; there is nothing wrong 
with that. 

Senator BIDEN. That point has been raised earlier in the testimony. 
I will come back to it. It seems to me that might argue for some 
administrative determination to make sure that we do not go back 
to that process. 

Mr. COLBY. I think that this committee's existence indicates that 
we are not going back to that situation. I believe that is a fact. 
If Congress does its job of supervising, I do not think we are 

going back. 
Senator BIDEN. I have other questions. I will yield to my colleague, 

Senator Pearson. 
Senator PEARSON. I thank the chairman. I think Senator Hud

dleston was here at the start of the testimony. I came in midtesti
mony. As a matter of courtesy, I yield to the Senator from Kentucky. 

Senator BIDEN. Fine. 
Senator HUDDLESTO:X. Whatever is the desire of the Senator suits 

me fine. 
Mr. Colby, a question. You mentioned that it is important that 

we do develop a proper procedure so that we can protect necessary 
secrets. I assume, giving a message to the worlc1, that we can protect 
secrets that they give us. 

I think you have indicated that there has been some reluctance 
already on the part of some foreign sources to share with us secret 
information. Can you give us an idea of the magnitude of that 
problem~ 

Mr. COLBY. I cannot speak for the time since January 30, 1:)'76, 
since I have seen no classified material since that date. I do know 
before I left office on that date, I was aware of a number of in
dividuals who had declined to work for us or who had declined to 
work for us any longer, foreigners who were agents. 

I was also aware of a quite obvious reduction in the sensitivity of 
the information we were receiving from intelligence services. 

Senator HUDDLESTON. You see, it is a problem. 
Mr. COLBY. I am aware also of some cases in which foreigners 

indicated that they could not establish any kind of a secret relation
ship with us even if it might be to their advantage. 

Senator HUDDLESTON. I think that you boiled it down to the 
central problem; that is, making the determination of what is 
necessary and what is unnecessary as far as secrets are concerned. 
At least thatnas to be the proper starting point. What we do from 
there on to protect necessary secrets would have to be devised, of 
course. 

Who would make this determination or judgment ~ 
Mr. COLBY. First, the first one who says that this is a necessary 

secret and it has been exposed is the Director of CIA, who reports 
the matter to the Attorney General for prosecution. 

Senator HUDDLESTON. Is this determination made only after some-. 
thing has been exposed, or could it be made along the way as the 
information is developed ~ 

,. 
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Mr. COLBY. I think that he would have to llave a classification 
system which would indicate that certain material fell under the 
statute and certain other material which was still confidential or 
secret did not fall under this particular statute, and he would have 
to mark his papers with those two distinctions. 

Senator HUDDLESTON. ViTould there be a possibility that the classi
fication of certain material might change from time to time, perhaps 
the relationship changing with other countries ~ 

Mr. COLBY. Certainly. I am saying the initial decision would be 
made that this particular material reveals a certain intelligence 
source for whose exposure we would prosecute. 

\iVhen you actually get up to the prosecution, however, you take 
another look at it and you decide whether it still is that sensitive, 
deciding whether to prosecute. 

Once you decide to prosecute, you must go before a judge and con
vince him that it meets legal standards. 

Senator HUDDLESTON. Then would the decision have to be based 
on whether or not the damage to the security might occur from the 
time of prosecution, or might it have occurred at the time that the 
disclosure was made? 

Mr. COLBY. I think it was at the time of the disclosure. If you 
come along just 4 years and 11 months afterwards the situation. 
might have changed, so you really would not go through with the 
prosecution. Say the source had died in the interim and there would 
not be any pal-ticular problem-although there would be a particular 
problem in identifying many sources even though they are dead. 
Their families are conc6l'TIed; vour obligation for protecting them 
is still alive. .. 

Say, in this case, it was exposed somewhere else and therefore 
would not be a matter of concern. In that case, I think you would 
say that this man did violate the statute at the time. Sin<:.e that time, 
of course, this did not come from that disclosure. Nevertheless, there 
is a clear violation, and you could prosecute. 

Senator HUDDLESTON. Any further disclosure ~ 
Mr. COLBY. Subsequent would not matter. 
Senator HUDDLESTON. vVould you make a distinction between in

formation that might just be embarrassing to the United States 
versus information that might actually do harm. 

Mr. COLBY. That is my point. If we are talking about doing harm 
to the national security, I do not think anyone can really define that 
very well. Some people think it could only happen if there were a 
bomb under the Capitol, that we Ilave survived a lot of other things 
and therefure it does not matter. . 

That is why I say let us define it as a source or technique which is 
subject to frustratjon; that does not talk about the national security 
or anything else. It is a rather narrowly defined thing to protect our 
intelligence sources, ann I think if you define it in that way you 
limit the application of the statutr, but you a1so get. it out of this 
general political assessment as to whether it would hurt the national 
security, which ·then becomes a political issue rather than a legal one. 

Senn.tor HUDDLESTON. You dwelt a little on the statement that 
sometimes the information itse1:f might roveal the sources or methods. 
That is one of the things that earlier our investigative committee and 
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our subsequent oversight committee learned from the intelligence 
community, namely that sometimes information that is very in
nocuous on the face of it reveals things that are very helpful to our 
adversaries. 

Can you write that into the statute in any way~ 
:Mr. COLBY. I think that the definition would reply to that. If the 

material actually diel reveal the source, then it would fall under 
the category which should be marked that it reveals the source, and 
it then could become a basis for prosecution, even if it is an assess
ment of what is happening in some cases. 

:My experience is that there is a great deal of our material which 
could be revealed ,yithout that kind of damage to the source 
occurring. 

Senator HUDDLESTON. It is sometimes true that what we know, 
just the fact that we know something, could be damaging to our 
relationship with other countries or could reveal something about 
sources. 

:Mr. COLBY. There I would make a distinction between the two 
points you made. In other words, if you take the substance of the 
information that I know a certain thing, if that is embarrassing to 
a country at the diplomatic level, something of that nature, then I 
think it is subject to the normal statutes and not to the special 
statutes, to protect the intelligence sources. 

But only if the material did pinpoint the source would it faU 
under the statute, and that is the purpose of the statute-to draw 
very narrowly what only protects our secret sources and techniques 
and does not try to protect us against national embarrassment or 
protect our national defense and national security; leave that to the 
ordinary statutes, the ordinary classification system. 

Senator HUDDLESTON. What about revelations about covert actions 
or clandestine collection that may not reveal sources at all ~ 

:Mr. COLBY. I would apply the general statute to that. If you 
could prosecute under the general statutes, fine. If you could not, 
then it would not fall into this category. 

Senator HUDDLESTON. You are very restrictive. 
Mr. COLBY. There are a lot of secret politica.l positions that our 

country has-secret negotiations, secret Cm6'.':'fLuions, all that sort of 
thing-but, as you know, the committee has revealed a number of 
these, .and we are surviving at this stage. . 

We did have one that cut us off part way-the Angola.one. That 
was revealed, and it stopped us, stopped the operation, but I do not 
think it necessarily revealed the sources. That one would be one for 
the general statutes. 

I am saying there are some limits there against too cavalierly re
leasing these general secrets. But this statute is rather narrowly 
drawn to just protect the sources and techniques. 

Senator HUDDLESTON. That is your major thrust, to narrow it 
down~ 

:Mr. COLBY. The narrowing would give the important signal that 
is needed. 

Senator HUDDLESTON. You think it could be that flexible, that you 
could consider each case? 
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. Mr. COLBY, I think a judge would have to review your considera
tIon of each case. 
. Senator HUDDLESTON. Based on what the damage would be at the 
~ime of the prosecution ~ 
- Mr. COLBY. Or at the time of the revelation. I would say at the 
time of revelation, primarily. 

Senator BIDEN. Excuse me, if I may ask for a clarification there. 
The judge would review it, based not on what the damage was, but 
whether it was a source or technique ~ 

Mr. COLBY. Right. 
Senator BIDEN. Although there may be damage ~ 
Mr. COLBY. The political damage is another problem. That falls 

under the general statutes. 
Senator BIDEN. All right, so it could very well be that there could 

be damage politically but that tl1e source and the technique would 
not be revealed and the statute would not come into effect ~ 

Mr. COLBY. Exactly. 
Senator PEARSON. If the Senator would yield on that point, sup

pose, Mr. Colby, the court rules that the document in question meets 
the criteria of sources and methods, but assume also that he makes 
the judgment thl1t the document is relevant to the defense. How, 
then, does one make this available to the defense to meet the con
stit.utional requirement of a public trial and the presentation of that 
matter to a jury ~ 

Mr. COLBY. I think you solve that problem, Senator Pearson, by 
providing a special procedure for this statute that requires that the 
pretrial question of law, to whether a secret source or method would 
be frustrated, would be decided Vn, came1'a in an adversary proceed
ing in which the parties are under judicial control as to what they do 
with their knowledge, that is, contempt, and undertake to protect the 
secrecy of the material. That brings them right under the statute 
for that additional material. 

That is not to say that in every case the intelligence people would 
be willing or responsible to thereby give them the information. 

Senator PEARSON. That brings us right back to where we are now. 
Mr. COLBY. That is right. In those few cases, you would have to 

abort the prosecution, as I understand it. I accept that. 
Senator PEARSON. I think your proposal has great merit. I merely 

want to emphasize the continuing limitation. 
Mr. COLBY. I admit that in some cases you would have to stop 

the prosecution. I think you would limit the number of those cases 
very substantially and you would be able to prosecute most of them. 
I think the Agency would probably undertake the gamble of letting 
the defense-we are talking about a defendant who probably already 
knows the materhl anyway, or much of it. 

Senator PEARSON. He may, but he may also require the use and 
production of the documents. 

Mr. COLBY. Before the judge in ca1ne1'a. 
If the defendant knows that much about it to be that deeply in

volved, you are not taking a risk to give the information to him. 
In some cases you would, and I think the double agent here in the 
superpower intelligence service is in that category. 
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All right. You cannot have everything. Accept that. 
I think you have the various administrative things and you would 

be better off than you are today, a lot better off than you are today. 
It would not be a perfect world, but it would be better. 

Senator PEARSON. Thank you. 
Senator HUDDLESTON. You are suggesting, of course, that the in, 

camera proceedings be expanded considerably over what they are at 
the present time. You would go further down the road in, cammY;, 
to get to the point where you could make an intelligent decision 
about whether you should proceed or should not proceed. 

Then you are risking only those WllO participate in those pro
ceedings. 

]\'fr. COLBY. You are not talking about public disclosure. Tllat is 
a great deterrence today in many of these cases. 

Senator HUDDELSTON. They would be under the law themselves. 
Mr. COLBY. In many of these caSeS today the real deterrent is the 

public disclosure of eXl1ctly the type of things you are talking about, 
the erubarrassment, the general effect on our foreign policy, defense 
policy, you know~ If you could limit it and not have a public dis
closure but only to the parties who are under the seal to protect it, 
then I think you would take that chance, in many cases. . 

Senator HUDDLESTON. I do not think anybody on our commIttee 
is concerned about shielding our country from embarrassment, par
ticularly. I thhlk there might be a recognition of the cumulative 
effect of the embarrassment. 

Mr. COLBY. I think there are E0me thiDlls that we would want to 
protect ourselves against embarrassment. 1f we publicized the fact 
that we had penetrated a frjendly government, or something, it is 
embarrassing and makes all sorts of political difficulties, diplomatic 
difficulties. 
If you do not have to do it, do not. 
Senator HUDDJ,ESTON. Translating that into necessary and un

necessary secrets ~ 
Mr. COLBY. I think that is in the category of the general secret 

that we are talking about that has good reason, but not in tIllS 
category of a secret source. 

Senator HUDDLESTON. My time is up, Mr. Chairman. 
Renator BIDEN. We will come back again. 
Senator~ 
Senator PEARSON. Let me ask one question. I am sort of caught 

up with your statement, having come in late, for which I apologize 
to you. Ii\! e are very grateful for your continuing presence and your 
heJp to us on these various difficult matters. 

You were speaking on the second page of your statement and sav
in!!" that we must have a dignified, serious legal structure through 
whkh the act would not turn franticaJly to enforce contract or ob
tain damages for disclosure, resulting in stimulating publishers, et 
cetI'1'G, et cetera. 
. Did vou have reference, when you wrote that, to the Snepp case ~ 

Mr. Comy. Also my own experience with jJfm'chetti. I am not 
singling out any particular one. 

Senator PEARSON. All of those cases ~ 
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Mr. COLBY. Right. 
Senator PEARSON. In your judgment, do those in authority now 

seek to protect information ~ Are they utilizing aU the tools presently 
available to them ~ 

Mr. COLBY. I believe that they are trying to use the legal machinery 
tl1at they have available. It is very imperfect. 

,Vnen we decided to go ahead on the M a1,(}Mtti case, we consciously 
made the decision that we may lose or we may win it. If we lose it, 
we will show how weak we are in the legal machinery . We actually 
won it, but in the process we enabled the charge of prior censorship 
to be made and a good deal more of the books were sold as a result 
of the blank spaces within the!n, of course. And that is not the way 
to go about it. 

This isn serious matter. These are serious matters, and they need 
to be gone at as among our more serious problems. They are at 
least as serious as protecting our crop statistics, and we do that with 
criminal sanctions. 

Senator PEARso::-r. Thank you very much. 
Senator BIDEN. Senator Wallop~ 
Senator WALLOP. Mr. Chairman, I came down to hear Mr. Colby's 

statement and the dialog surrounding it. I do have one question-a 
philosophical one, I would think. 

Was there ever a time under the laws protecting our secrets that 
penalties were applicable only to individuals who assumed the obli
gation to protect them and not to other individuals who received 
such material, even if they might be classified as coconspirators or 
accessories, who had never undertaken an obligation to protect such 
secrecy~ 

That sounds like a weird question, but are there circumstances in 
which this country could imply to anybody who has never taken an 
oath to protect our secrets that he has such an obligation ~ 
. Mr. COLBY. Well, that individual would be under the general 
espionage law and if he gave it to a foreigner with an attempt to 
injure the United States, then he would fall under that general 
legislation. 

Senator W ATJLOP. I am less concerned about his giving it to a 
foreigner than giving it to an American citizen. I wonder if there 
is an implied obligation that ever arises. 

Mr. COLBY. I can testify that a very substantial number of Ameri
can journalists and publishers did withhold material at my urgent 
request on an occasion when I convinced them that the success of 
an ongoing operation depended upon it. 

The thing eventually broke down, but a large number of them 
showed essentially the sense of responsibility that you are saying. 

Senator W AT,LOP. I am sure. 
},fr. COLBY. There was no statute. I had no power to punish them, 

or anything. . 
Senator WALLOP. I realize that, but I wonder if you can conceive 

of an implied obligation of citizenship. An agent has consented to 
all kinds of other things. 

Mr. COLBY. I think there is, and one appeals to it if one has a 
good reason to convince them. 
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Senator WALLOP. (Jan we do anything other than appeal to it ~ 
To go back, I realize that alcohol and driving is a lot different than 
the first amendment, but there is an implied consent that you either 
subject your body to a chemical test or otherwise you are deemed 
guilty. 

I wonder if there is, at some moment in every citizen's life, an 
implied obligation of citizenship that can be written into law~ 

Mr. COLBY. I think in the New York Times case, the language of 
the Justices suggests, it is a little obscure, actually, but it does-it 
implies that in the case of grave and irreparable harm to the United 
States that the Government might get an injunction. I do not think 
you can go much further than that. 

Prior restraint is' considered the last possible outcome by later 
Supreme Court cases, but nonetheless, there is the recognition that 
there are possible situations in which the Court may give an injunc
tion against some material being revealed. 

The journalist would rather have an absolute freedom to make the 
decision themselves, but the Court has not gone quite that far and 
I think that is probably realistic. That does combine the first amend
ment with a recognition that, in some situation, it might be necessary 
to restrain in order to protect the first amendment. 

Senator ·W· ALLOP. Thank you very much, Mr. Chairman. 
Senator BIDEN. I have several different questions then, sir, we 

will get to you. [Mr. Houston was just seated at the witness table.] 
I apologize for keeping you waiting. We have not had the benefit 
of your testimony yet. 

I would like to pursue an extension of some of the things raised 
by both Senators Pearson and Huddleston . 

.obviously it is critical, I think it is critical, if w~ draw a statute, 
frame a statute to define sources and methods, assuming we can do 
that with some sort of specificity, we have reached the first stage of 
the thrust. Then, as I understand the way that you are suggesting 
that a trial would mechanically proc('ed assuming .J ustice or CIA and 
the intelligence communitv decided that a certain move forward--

Mr. COLBY. Or the PresIdent overrules. 
Senator BIDEN. The administration decides they should move 

forward in attempting to prosecute, your procedure that you are 
suggesting would be that a judge in an in camera proceeding would 
make a decision, in an adversary proceeding, as to whether or not 
the information that was in question was a source and a method as 
opposed to a general secret. 

At that point, I assume that we would be saying-I think we can 
-whether or not something is a question of law, not a question of 
fact. Being a question of law, a judge in an in, cafrne1'a. proceedi..l1g 
could make that decision as distinguished from a question of fact, 
that must go before a jury for determination. The judge cannot 
decide questions of fact on his own in a jury trial. 

You do not have any doubt in your mind that clearly the question 
of its being a source and a method, teclmique and a source, whatever, 
could be made a qu('stion of law and not fact ~ 

Mr. COLBY. I think if you defined it right, you could. You could 
have it decided as a legal question, as to just what the set of facts, 
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either admitted or proven berore the judge, whether that set of facts 
meets the legal standards defined in the statute. 

Senator BIDEN. If I may digress to the first hypothetical we 
used--

Mr. COLBY. Of course, if I may add one more point, that after 
the judge has made that decision, the whole matter must go to a 
jury. Of course, the jury would be entitled to throw the material 
out, throw the case out, for any reason it wanted to. 

Senator BIDEN. How would it get to the jury ~ 
Mr. COLBY. That being the fact that this does meet the standard, 

the legal standard, then you go to the jury to prove that this in
dividual released this material and his involvement in it, and so 
forth. That has to be proved in open court. 

Senator BIDEN. Let us move back, if I may. Mr. Lacovara, whose 
testimony you had occasion to read, made what I thought were some 
positive suggestions apparently consistent with what you have 
suggested. When we were dry running the trial, tIle way it would 
work, that one of the problems a prosecutor has is that defense 
counsel argues that just about everything the prosecution has is 
relevant to the defense of his client. 

So, the Justice Department and the intelligence community is 
faced with the concern at midtrial that an open court defense would 
argue that some classified information is relevant, should be made 
available-declassified, in effect, by being discussed in open court
and that is the relevancy question as to whether OJ: not it goes to the 
elements of the, crime. 

For example, in the murder case referred to, whether or not de
fense counsel might argue, as extraneous as it may seem now on the 
face of it, that the knowledge of who the double agent was somehow 
impacts upon legitimate defense of his or her client for murder. 

The judge, at that point, would make a ruling as to whether or 
not it was evident in an evidenciary sense. 

Mr. Lacovara suggests that since Justice and intelligence is skit
tish about that process because they never know what is going to 
happen at that point they have tended not to want to take the chance. 
One of the ways to correct that would be to say in the statute that 
all relevancy questions that reasonably could be foreseen must be 
raised in a preh'jal, in cam,em proceeding, and the judge would make 
decisions on relevancy of information prior to going to court. 

For example, if the court ruled, in a pretrial proceeding, that the 
knowledge of the double agent's identity was something that should 
be made available and was an element in the defense, then Justice 
would be faced with a decision, this judge says in order for us to 
be able to prove this person guilty of murder we are going to have 
to reveal the source, and we do not want to do that, so we know 
not to go any further. 

The second thing Mr. Lacovara suggested was-I am probing
in questioning, I, as a former defense counsel, can see a number of 
inRtances where you might not reasonably know, because you do not 
know the entire prosecution's case, all you would argue as being 
relevant. So where, in midtrial, there is a relevancy question raised 
by defense that could not reasonably have been anticipated, that 
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there should be an expedited appeals process, within a number of 
hours, where the jury would be, for the record and those who would 
be reading this who were not attorneys, or the jury would actuapy 
be taken out of the room where defense counsel and the prosecutIOn 
and the court would go into chambers and make a determination, at 
that point, as to what was relevant. 

Then if it was found against the prosecution, or vice versa, that 
either side would have a right of expedited appeal. 

The reason that I go into such detail is so that I can understand 
your suggestion that we would, in a way, fur~her limit th~ process 
by having the statute that says that the only t1ung under tIns statute 
that is protected is the source and the method. 

,Vas that your technique? 
Mr. COLBY. Technique. 
Senator BIDEN. Technique and the source. 
A reason why that is important in terms of whether we are able to 

prosecute or not really has to do with relevancy, does it not? That 
is, whether or not something is a source and a technique becomes 
important in prosecution only if the judge determines that that 
source and that technique need be exposed or need be proven as an 
element of the crime. 

In other words, obviously a court would rule, I suspect, that re
garclless of whether or not the prosecution raises the double agent in 
the case referred to as a source, that would clearly fall under the 
statute, would it not? 

Mr. COLBY. No; that is not what was revealed. In other words, you 
have two different sources involved, the one that was revealed and 
now the additional one. You are prosecuting for the first one. Your 
question of whether the defense has a right to bring in--

Senator BIDEN. What if the defense argues--
Mr. COLBY. The defense would argue the existence of this other 

agent, the additional agent, is essential to the record, because he can
not defend himself on the first case without it. That is the question 
of relevancy and I think yes, that we will just assume that is a secret 
source. 

You could either, at the pretrial, or Mr. Lacovara's system of the 
expedited interim in camera hearing, get into that question of whether 
it is relevant, and you could go into it on the basis of a contempt and 
acceptance of the statute, the workings of the statute on the parties and 
thp counsel to protect this additional source you are talking about. 

Even in that situation, it might be that 'the Government would 
give up the case right then because of the sensitivity of the particu
lar doubJe agent. He might not even want to expose it to the other 
party because the other party does not know about it. 

That is possible, I said. 
I think in many cases the defendant would have known about it, 

which is how it got there. 
Senator BIDEN. If I may-and I will conclude with this. I have 

some more questions but we have a number of witnesses who I am 
~101ding up here. If I could submit some of those to you in writ
mg--
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Mr. COLBY. I would be delighted. I will have to write a law review 
article for each one, perhaps, but I would be glad to try. 

Senator BIDEN. In the first hypothetical case we have been llsi?-g 
in this hearinO', the article appears in the 1Va8hington Post. 'Y~llch 
contains classified information derived from the secret negotlatIOns 
suO'o'estino' that we have had initial contacts with a superpower. ,Ve 
ha:v~ exch'Ungecl drafts and treaties, that we have intelligence infor
mation on the superpowers fallback position in negotiations. 

The point of tlle article is that we should have taken a harder line 
on the U.S. draft because we know our opponent's fallback position. 

The leak contains communications intelligence information. Be
cause our intelligence on the fallback position was derived from in
tercepts at the military base of communications between insurgent 
representatives and the superpower, the Department of Defense re
ferred the case to the Department of Justice for prosecution under 
section 798 of the U.S. Code which makes it a crime to disclose 
communications intelligence to an unaut1lOrized person. 

The Department of Justice responds by requesting that the Depart
ment of Defense declassify all information about the communication 
and intercept ol?erations at the base. The Department of Defense re
fuses to declasslfy the information, and no further action is taken 
on the leak. 

In that context, let us aSsume that the Department of Defense does 
not refuse the negotiating process that was entered into, and they 
decide when they refer tl)e case that the Department responds to the 
,Tustice Department and declassifies some information of the com
munications center intercept operation relating to the base. 

How does your suggestion help us deal with that hypothetical 
cllse ~ How would we work it~ 

Mr. COLBY. My suggestion here would be that the intelligence in
formation on the, superpower's fallback, you might not have a source 
revealed. 

Senator BIDEN. In this case, the source--
Mr. COLBY. Actually, it is communications intelligence. That is not 

necessarily so. You may have learned that through penetration of 
the Embassy, a secret source ill the home country of the organization, 
a secret source in the local party that it has, and so forth. It is not 
Jlecessary that that be the only source of that material. It may be 
the only source, but it may not be necessary that it is. 

H you put out the material when you published this material, 
f'lassifiec1 within the Government and did not say that this comes 
from l:he communications intercept, maybe it does not have the source 
or technique revealed: Maybe it does, too. Uaybe it could only come 
from one place. That IS another problem. 

Senator BIDEN. ,Vhat we have done there then, which may not. be 
all bad, what ive have done is undercut the proof of the crime. 

The only thing we could be prosecuting for here would be the 
revelation. not on the fallback position, but that there were inter
cepts which were--

Mr. COLBY. l\Iy proposal would only apply if the source was inevi
tably revealed. Other"\Vise, you would turn to the general rules, the 
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general laws, and the general administrative restraints on trying to 
protect it. But you are admitting you cannot protect everything. 

Senator BIDEN. Two more questions, if I may. Then I will cease. 
One of the suO'O'estions that came about as a consequence of the 

exchange of que~tions and answers last Thursday of this hearing 
was that it might be worth while for us, the Congress, to write a law 
and/or there be an administrative order set out which requires the 
Justice Department to set out in writing why they refused to prose
cute. "'\Thy they believe they could not prosecute in a specific sense 
and not in a general case. 

Obviously, that would remain classified. It would not be a docu
ment that would be made available to the public at large. 

Now, the rationale for that was that would force or require good 
thinking people to be more specific and look more closely into the 
determination of whether or not they could proceed. 

One of the things that you said, and one of the things that other 
expert witnesses have said, is that many times we do not have to get 
to sources and methods, which at first blush it looks like we might 
have to. If we really sat down, if the administration really were able 
to spend time going into this, if somebody spends some time looking 
into it, you might be able to prosecute under the present statutes 
without revealing sources and methods. 

But, because the tendency is to avoid any disclosure, but many 
times it does not go into the detail that it should-do you think that 
administratively it would be wise to require a written finding as to 
why we did not proceed ~ 

Mr. COLBY. I think accountability on that sort of decil"ion is im
portant. It is obviously an important decision and subject to abuse 
and. thereby articulating the rationale does make sense. I would go 
one step further. My own suggestion is that under the statute that 
an accounting be given to these committees, the select committees of 
the House and the Senate, so that you can look at it as the other body 
of the Constitution and decide whether or not there is some sort of 
covering here thvt does not stand up. 

Senator BIDEN. One of the things that we have found in our re
viewing of the damage assessments is that I have been-I think it is 
fair to say we have been somewhat impressed that refusals to prose
cute have, almost in every instance, been good faith refusals to prose
cute, from what we know, and not really attempts to cover up. 

Mr. COLBY. That is my experience, certainly. 
Senator BIDEN. I think that your suggestion would codify that ~ 

assurance. 
Well, I do have other questions. I invite you, depending on your 

schedule, Mr. Colby-and Senator Huddleston may have additional 
questions-- 1!: 

Senator HUDDLESTON. I do not believe so. I think it might be help
ful to the committee to have some of Mr. Colby'S judgments on the 
tvpe of necessary and unnecessary secrets. I think the staff may have 
some questions along that line. 

Senator BIDEN. I think that is a good suggestion. Staff has already 
prepared four or five questions already related to that. 

I also invite you, depending on your schedule, to stay at the table, 
if you like, and hear Mr. Houston's testimony and maybe there may 
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be some overlap that we could get the benefit of both of your 
judgments. 

I understand your schedule. 
Sir, proceed in any way you feel is appropriate. 

:STATEMENT OF LAWRENCE HOUSTON, FORMER CIA GENERAL 
COUNSEL 

Mr. HOUSTON. Mr. Chairman, I am merely here to respond to your 
-questions. I will give you a little background. 

I was General Counsel of the Central Intelligence Agency from 
1947 until I retired in 1973. Consequently, I do have some familiarity 
with this problem. 

For the record, we recognized very early on that the existing legis
lation was not going to be very effective, particularly in the intelli
gence field. As time went on, with the growing use of the rules of 
,discovery, it became more and more of a problem. 

We were asked in our office a number of times why we could not 
llave something equivalent to the British Official Secrets Act, and we 
made a study of that back in the 1950's, we could not find anybody 
who had made a study of the British Official Secrets Act, and quickly 
came to the conclusion that some of the important elements of pro
tection in the British Official Secrets Act would be ruled unconstitu
tional. 

Senator BIDEN. For the benefit of this hearing and record, would 
you briefly summarize the main elements of the British Official 
'Secrets Act. 

Mr. HOUSTON. The major point to understand here, it is based on 
a different philosophy. Under the British philosophy, all information 
gained while working for the Crown, belongs to the Crown. Our 
'View is that it belongs to the people. 

You start with that basic difference. You come into a number of 
practical situations. 

One of the famous cases in the British experience, the case of the 
publication in the magazine I sis where some students had gone on 
-active duty and engaged in cryptographic naval work on their active 
duty and came back and wrote an article in the university paper Isis. 

The decision was made to prosecute. An expert witness, who did 
not have to identify himself, put the article in evidence and merely 
testified that it contained information relevant to the security and 
protection of the Crown. 

In essence, that made the case. And then afterward when the guilty 
verdict was found, they then went in camera to the judge in connec
tion with sentencing and explained the information that was serious 
and damaging, in camera, llot in the presence of the defense. 

Senator JjIDEN. Only for the purpose of determining the severity 
-of the sentence ~ 

Mr. HOUSTON. That is correct, sir. 
That is a case where we could not possibly have a similar proceed~ 

ing under similar situations. Consequently, we spent much time 
looking at the other aspects of this business, and one of the first 
moves, of course, was the enactment of section 798 of title 18, U.S. 
'Code, the communications intelligence section. 
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It is interestinO' to note in those days the people responsible for 
the communicatio~s intelliO'ence were extremely worried about merely 
havinO' that phrase used i~ public. 
'Vn~n the statute was passed, if my recollectjon is .correct, it has 

never been properly tested. The only case I cm~ recall IS the Pete1'8on 
case. In that case the defendant pleaded gUIlty. My deputy, who 
worked very clos~ly with .Tustice in connection with that. case, 
formed the opinion that if Peterson hacl fought it through wIth all 
the rules of discovery and so forth, that he Inight well have beaten 
the case, so there is no real test. 

IVe were then much interested. in a case that arose under title 
50, of the United States Code, section 783 (b), the case of a State 
Department employee named Scarbeck who was ~ollvi~ted u~der 
783 (b), and there was an appeal and a long, to us very mterestmg, 
opinion from the appellate court. I have the citation here: 317 Fed 
2d 546. 

In this case, the crime was for an employee of the United States 
to pass classified information to an agrnt of a foreign power, and 
the court limited the admission of docnments that the Government 
put into evidence merely to show they were properly classified under 
the Presidl'ntial regulations. 

This is limited, as I said, to employees, and only when the infor
mation is given to the agents of a foreign power. 

After years of studying the various possibilities. we came up with 
a draft statute which I am sure is before this committee, which would 
have expanded the Scarbeck Act to include any employee or former 
employee that gave classified information to an unauthorized person. 

Senator RIDEN. Not an enemy agent, an unauthorized person
who would be anvone who did not have classification to have that ~ 

Mr. HOUSTON. That is correct, sir. 
'Ve fully realized the political implications of proposing such en

actment, and the Department of .T ustice studied it at some length 
and returned it to us with some minor adjustments. 

Thev felt it fell within the constitutional bounds. 
So fhat is the major piece of drafting that my office participated 

in,. in trying to cover this subject, and I have not been close to this 
now for some 5 years, but as far as I know, I do not know of any 
alternative that would give the type of protection that we needed. 

I would differ with Mr. Colby on his very limited view because 
I think that there is substantive information that is just as impor
tant as source and technique information. 

Also, I am not sure-I am now talking off the top of my head since 
I have not l~ad a chance to study case history, but again, with the 
breadth of chscovery under the present rules-I am not sure this lim
ited target could be so limited. I am afraid you might get into the 
same problem that we have been fighting. . 
If the statute were so broadened, still it is not the answer to all 

problems, but I think it would be effecti VB in case that, in the past, 
we would not have been able to take action on. 

Senator BIDEN. All that would have to be shown, if I understand 
the suggested expansion, that a present or former Government em
ployee who had access to classified information, tells that inform a-

.. 
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tion to anyone who did not have the classification, and then there 
would not be a requirement shmving that the information-it would 
not be required that it be proven in court that the information was 
anything other than classified ~ 

Mr. HOUSTOX. That is the holding of the appellate court in the 
Scaroee7c case. I would be surprised that if the broadened statute was 
enacted, the Court would so limit themselves. They ,youM insist on 
some inspection into the validity of the classification. 

Senator BIDEN. As a practical matter, assume you had such a 
statute and you would get to the point of validation on the classifi
cation. How do you suggest that would or could be handled ~ 

Will that be done in canw1'a ~ Will that be done by the comt absent 
defense or prosecution counsel, or the information made merely 
available and the judge making a determination of whether or not 
it was properly classified ~ 

Ur. HOUSTON. This, of course, is speCUlation on what might happen 
under a new statute, but I would see anch a proceeding in camera as 
has happened a couple of times in the past, leave it to the judge as to 
how far to make an adversary proceeding or to bring defense coun
sel into the picture. 

,Ve actually have hac1 snch a situation where I was subpenaec1 as 
a witness in a criminal trial along with documents and the docu
ments were agency messages, classified messages, reporting on ele
ments of the crime, the subject of the case. 

The classification of these documents rehted ahnost entirely to the 
source information on the documents themsehes so when the docu
ments were requested, I asked the judge, the Federal judge, to allow me 
to explain the classification problem and to ask his approval to excise 
the source information, which primarily we-re numbers and references, 
and leave the substance of the messages to go into evidence. 

The judge agreed with this procedure and did not call defense 
counsel in. Under the circumstances, he merely told them what he 
had done. 

Senator BIDEN. Did you even tell the judge what the source was, 
or was that limited also ~ 

Mr. HOUSTON. We took it document by document to show what in
formation would reveal the source of the information. 

Senator BIDEN. The source was not there to delete ~ 
lIfr. HOUSTON. If the source was not indicated, we would not delete 

it. If there was information, say, at the heading of the message, as 
there was, I believe, in all of them indicating the source of the in
format~on in the body, then we would point out to him that that in~ 
formatIon on the source was what we wantecl to protect, not the sub
stantive information in the body of the message. 

Senator BIDEN. Now, one of the arguments against that we get into 
a very subjective determination on an ad hoc basis as to what consti
tutes legitimate classification. That will vary, potentially, from one 
judge to another judge. 

Mr. HOUSTON. That is correct. 
Senator BIDEN. In your study and experience in this matter there 

is no way of avoiding that, apparently~ 
Mr. HOUSTON. I do not think tllere is any way of generalizing on 

this. Each case is a case in itself. As each case arose, we would have 

25-995-78-8 
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to study it ourselves, talk to Justice, maybe talk to the State Depart
ment, talk to people outside for one reason or another, come back, 
consider classification problems we had, ask the operating people to 
review the classifications on the basic documents, or to explain them. 

Each one became sort of a custom built case in itself, so it is ter
ribly hard to generalize. But you are quite correct that different 
judges have different views of the validity of classification. 

Senator BIDEN. I am not sure-let me back up. 
Your suggested statute would only allow for or call fo~ the pr?se

cution of the employee or former employee, for example, m the SItu
ation where a former employee or present employee ll'aked classified 
information to the press, the press in turn prints it without revealing 
its source-the press source-of the classified information. Under the 
statute that you suggest, there would be no way to proceed against it. 
How would you proceed if you thought it was very, very important, 
other than by injunctive relief, seeking that against the party dis
closing the classified information, that is, the press. 

:Mr. HOUSTON. I do not think there should be any prosecution of 
the press under these circumstances. I remember back in the Eisen
hower days there was a serious leak of military classified information 
and the General Counsel of the Secretary of Defense wanted very 
much to prosecute the paper which published this and took it up
I went to a meeting with :Mr. Hagerty and Allen Dulles and we took 
the position that there absolutely should not be any attempt to prose
cute the paper which published the information. 

:Mr. Hagerty, for the President, finally agreed with us and no 
prosecution was then sought. 

Senator BIDEN. Senator Huddleston ~ 
Senator HUDDLESTON. I do not know if I have any specific ques

tions. I was thinking if we had a perfect classification system we 
could move perhaps more in that manner if the judge, and even the 
defense counsel, had more confidence. Should there not be levels of 
c] assification ~ 

"Where do you get from the point of classified material that may 
be somewhat damaging to us, revealing some of the operations that 
we do not want to reveal but would not actually have a direct bearing 
on the national securitv, to that which would have a direct bearing 
on sources or techniques ~ 

Is there any way to establish a system under which judiciary 
would have that knowledge ~ To leave under frequent review whether 
the classification was strong enough and was the basis for prose
cution ~ 

JHr. HOUSTON. Of course, you have the basic classification system, 
which imposes degrees of classification on various pieces of informa-
tion, but when we got in the situation where it looked as thouO"h ~ 
there would be prosecution or a court case of any sort, we would fi~d 
out the basis for the classification before we went to Justice. Then 
we would talk to Justice about what would appear to be involved in 
the way of discovery or evidence needed for trial, or whatever. 

Th('n we would go back and ask the operational people to review 
t!le ,information and the sensitivity of it in the light of possible rev
elatIon. And we would put heavy pressure on not to have just pro-



111 

tection against embarrassment, but a serious question of classifica
tion. We would go back and forth a number of times between Justice 
and our own people, trying to resolve this and there are very few 
cases where we are unable to resolve it, one way or another. 

I remember, at the moment, two cases involving our own people 
that we found we could not-only two that could go to trial. 

Senator HUDDLESTON. Only two ~ 
Mr. HOUSTON. Only two. 
Senator HUDDLESTON. In your te.nure that was not a very big per

centage of cases prosecuted. 
Mr. HOUSTON. There were very few. Both of these involved misuse 

of funds, taking of funds for their own purposes. In both cases, the 
funds involved and the people who took them were involved in most 
sensitive political activities, and we went not only to our own people 
to establish the degree of sensitivity that they put on it, but also 
went to the State Department who were extremely concerned. 

In effect, one of them-I talked to a Federal judge who happened 
to know something about the case. He says, no, do not come in. 

Senator HUDDLESTON. Thank you. 
Senator BIDEN. Mr. Houston, under the British Official Secrets Act 

how, if you know, would the British proceed in a case, our hypo
thetical that related either to bribery or murder, let's take the mur
der case. 

In the situation, if I may stick to our hypothetical here, the hypo
theticals we have been using, a high-ranking official in the American 
government in the military has a paramour and that paramour is 
being used by another intelligence community, hostile one, to black
mail this officer. 

The officer finds out, the high-ranking official murders the para
mour after learning that she is an enemy spy. In that situation, there 
is a murder case. The issue is murder. 

Under the British Official Secrets Act, how would they handle that 
kind of prosecution, or is it because it was in any way related
how would they handle it ~ 

Mr. HOUSTON. I am not sure I am sufficiently informed on that 
aspect. The cases I talked about were actual cases of prosecution to 
do with releases of information. 

All I can say, for one thing, their rules of discovery are much more 
limited than ours. I am not Sure the judge would consider the classi
fied aspects of this as relevant to the murder charge. 

Senator BIDEN. Is it fair to say, in your experience-and nobody 
has as broad experience in this matter-that our classification sys
tem, or those who classify documents tend to be more overzealous in 
classification than is warranted ~ 

Is there not a great deal of information that has been classified 
secret or top secret that really does not, in any way, or in any direct 
way, impact upon our national security? 

Mr. HOUSTON. There is a great deal of overc1assification. No ques
tion about it. 

In fact, I, myself, quite a number of times objected to classification 
when it came through my office. In the intelligence business, it is a 
little tricky to make a generalization because of the aspects we 
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touched on a little earlier. Sometimes a piece of information may 
reveal sources or methods, although it looks innocent ~n itself. 

Senator BIDEN. That is true. There is no question about that, but 
that "may" is fairly broad. 

As a member of this committee, in the last, I guess going on 2 
years, at least 1 year, some of the things, the slides that are put up 
that have top secret written on them are preposterous. I have read 
them-not in terms of any leak" b~it they have appeared in maga
zines, have been di:'icussed openly iby officials, and relate to a piece of 
military equipment, for example, stamped top secret. 

My big concern-and I have several-with the suggestion that you 
made about changing the statute to say that disclOSllre of any classi
fied information by an employee who does not have the classIfication 
is a crime, I am a little distrustful. I lack the confidence in the sys
tem to the point that I am prepared to be bound by, or to attempt 
to bind other people by, the classification systems that woul(1 be in
terpreted by the judge. 

Most judges-l should not say "most judges;" I know many jndges 
are reluctant to be put in the positioll and lack the expertise of mak
ing a determination as to whether or not a matter is truly classified. 
I mean truly in the national interest that it be kept a secret. 

I can see the situation where, unless we develop a special panel of 
judges that have a special expertise in foreign policy and special ex
pertise in intelligence matters would essentially be rubber stamps for 
the community. I do not know whether the community comes in and 
says, hey, this is really important, judge, and we cannot even.,tell you 
what the source is but we can tell you that it may, in fact, jeopardize 
our relationship further. 

Many of the things that we have seen in my short tenure appear 
that the community and/or the administration, no one single admin
istration has attempted to keep from being published are matters 
that would be of severe embarrassment more to individuals than to 
our country's security. At least in my opinion, that is the case. 

I do not know whether we have a right. I do not know whether 
it should be policy to have a statute that helps protect individuals 
and leaders from embarrassment, even though, indirectly, it embar
rasses the country and let a judge make that determination as to 
whether or not this classification is warranted in our national security 
interest. 

That is why I like the idpa of trying to deal with the classification 
in a way-l guess this is the question. 

Mr. Colby suggested that we take out a narrow segment, that is 
sources and techniques. ,Vould it, in your opinion, be a reasonable 
approach to say any agent or employee of the Federal governm:ent 
who reveals to a third party any source or technique, that that, in 
fact, should be prosecuted and it only need be shown that it was a 
source or technique and that determination could be made as a mat
ter of law by the judge ~ 

Is that possible ~ 
1\f1'. HonsToN. I do not personally believe it is quite broad enough. 

I beHeve there is a need for protection in cases of substantive infor
mation and technique. 

.. 

of" 
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The point that you are making, we went back time and again be~ 
tween Justice and our own people to establish the validity of a clas
sification or have them withdraw it. In some cases, they could not 
establish it to our satisfaction, or Justice's. 

Senator BIDEN. Is it not the very nature of the institution that 
the intelligence community is going to err on the side-and assume 
that a classification is warranted, because we do not want to take 
any chance, or significantly limit the chances, as opposed to an 
agency which does not have as much at stake or an interest in deter
mining what is in our national interests ~ 

Obviously, your job as a member of the intelligence community is 
to keep secrets for your benefit. Theoretically I would say our intel
ligence operation would operate better if absolutely nothing was dis
closed. One of the problems we have right now is, accordmg to re
ports I get as a member of the Foreign Relations Committee or this 
committee is that much of the knowledge or technique that we have 
available as to weaponry is reported in things like "The Aviation 
"'Weekly," and the Soviets know a great deal more about our potenti!l.l 
capability than we do about theirs, because nothing, or little if any
thing, is disclosed in the Soviet Union. 

Obviously, it puts them in somewhat of a stronger position in the 
military field, not in the strongest sense in the strength of their in
ternn.l domestic situation. 

Is not the tendency going to be to classify, by you as a member 
of the intelligence community, to say that that could impact on our 
na.tional security~ The Pentagon Papers-I am not so sure that any
thmg revealed in those Pentagon Papers should not have been re
vealed. And they argue that the technique and the way it was done, 
I find it offensive. 
~rnch of what was in there, I believe, should not have been classi

fied in the first im:tance. 
:Mr. HOUSTON. or took that position with then General Counsel of 

the Department of Defense. 
Senator BIDEN. You lost. 
:Mr. HOUSTON. I was not in· cl1arge of the case. 
Senator BIDEN. That is whn,t I am saying. If we had good think

ing men like YOU able to make tllat decision-and I understood that 
to be the case; that much of what is classified should be declassified, 
but you were overruled. You were not making the decision. 

So if we had the statute in effect that you are disClIssing, the per
son who overruled you, with whom I disagree with in terms of the 
ruling-I am talking in a general sense now-would be making a 
decision that impacted potentially-not potentially, impacted upon 
the dissemination of information that I think should be in the public 
sphere, but you would be protecting it from getting it into the public 
sphere by making it easier to prosecute someone for releasing what 
we both think should have been released. 

\IV e are getting into a policy question, obviously. 
:Mr. HOUSTON. There is no question that there is a tendency in the 

intelligence community to be overprotective. I found it somewhat 
thus unti1.we got into the spotlight of the law. This is a very reveal
ing business when you begin to get in a court and tell people about 
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what the rules of discovery are, and there were a good many times 
when we could not convince the operators at the operating level and 
would have to 0'0 to the Director and ask llim to review to determine 
whether he could back up the validity that they claimed they had 
for the classification. 

Once we made ::nch a review and came to the conclusion that there 
was a valid basis for classification, I do not remember any difficulty 
at any time in explaining such a classification to any judge or to the 
Department of Justice, Ol:-to whomever we had to explain it to. 

Senator BIDEN. I thank you very much, Mr. Houston, for your 
testimony. 

Is there anything you would like to add, Mr. Colby~ 
Mr. COLBY. No, I think the issues are fairly clearly drawn. I do 

not think Mr. Houston and I are that far apart. 
Mr. HOUSTON. Not too far apart. 
Mr. COLBY. Neyertheless, there is a distinction there. I would rely 

on the general law, the administrative controls, and so forth, for pro
tection of the embarrassing material and legitimately protect the 
internal workings of the government, the advice given to the Presi
dent and things of that nature. 

I think the general law should apply to those. I think we need a 
better protection of our sources and techniques if we have an oppor
tunity to include it in this general realm of our intelligence legisla
tion, we should do so. 

Senator BIDEN. Implicit in that, as I understand it, is your concern 
that, in order to have access to information worldwide that we need 
very badly for our ultimate security, we have to convey to other na
tions that our sources and techniques will be more closely guarded 
and protected. 

Mr. COLBY. The other nations, Mr. Chairman, I think have taken 
the great mass of publicity about CIA and its activities as an indi
cation that we do not have any secrets. I think we could reassure 
them that we take this action and show them we are going to protect 
some secrets, the sources and techniques. Say yes, we are going to 
conduct the other ones on a much more open basis, but these we can 
protect. 

Senator BIDEN. The focus of the heart of the debate on this issue 
would be on what constitutes source and technique. There seems to 
be some general agreement with regard to questions of relevancy of 
the information, that the Court will have to make that decision, and 
thnt. it. should be made in an in camera proceeding. 

Based on the decision, Justice, in this case, will make the deter
mination whether they think it is worthwhile in balancing the ques
tion, to proceed. 

Is there anything you would like to add ~ 
Mr. HOUSTON. Just one thing on this business of establishing the 

definition of source and technique. It is extremely difficult to get any 
agreement on this. 

At Mr. McCone's request in the early 1960's, we formed a com
mittee of the lawyers from the intelligence community to try and 
arrive at a definition of what was then called protective information, 
more or less about the same subject. I have never seen a committee so 
divergent in its views and so impossible to get to any agreement. 
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So I wish you well. You will find it very difficult. 
Senator' BIDEN. I acknowledge that that may be a problem. We 

had some little experience with that. We asked the Agency-they 
suggested, I am not sure how it came about, but in a definition of 
source and technique in another context that was raised, and my un
derstanding from staff is we received a 20-page single space defini
tion of what constituted sources and techniques. 

Again, that just speaks to my basic concern about your statutory 
suggestion, that is, the Agency is going to, I think-I expect that it 
would, and should, be overprotectIve, broader than in almost every 
instance, than it need be in order to have the broadest umbrella to 
protect what is ultimately their responsibility, that is, obtaining and 
keeping secrets. 

But you are right. It is a herculean task. 
Mr. HOUSTON. I believe it is manageable on a case-by-case basis if 

given the back and forth between requirements of the law and the 
other requirements, and you would not find the exact same situation 
in anyone case. It is hard for me to generalize. We found every 
single case to be a unique situation in itself. 

Senator BIDEN. As you are aware, the damage assessments that 
this subcommittee have looked at, and I believe that some of them 
went back prior to 1973, and I understand you left in 1973 ~ 

Mr. HOUSTON. Yes, sir. 
Senator BIDEN. At least some of the cases we looked at, and there 

were approximately 50 cases where there was a determination by the 
agency in the damage assessment that there was damage, and the 
damage was significant, and varying degrees of significance but none
theless significant, and there was a general consensus that it would 
have been worthwhile prosecuting if we could prosecute. 

It was determined that, for a number of reasons-it varied-that 
prosecution could not or should not go forward, and obviously what 
prompted these hearings is how do we come up with a statutory help, 
if need be, administrative changes that would put us in a position 
to be able to prosecute the wrongdoers and send a signal to the rest 
in the community that if, in fact, they do reveal certain information 
that not only do we have the desire to prosecute, which exists now, 
but the capability without further jeopardizing internal security 
matters. 

But anyway, the only reason I mention that is that I thought you 
said, in response to Senator Huddleston, that in most of the cases 
there was a desire to prosecute, very near 10, you were able to suc
cessfully prosecute, or did I misunderstand? 

Mr. HOUSTON. I said I could remember two cases where we de
cided, with Justice, that we could not prosecute. I do not remember 
any prosecution as such. A great deal of our involvement, when we 
got into the security aspects, was either when something of ours be
came involved in another criminal case or a defendant in narcotics 
or munitions prosecution, claimed that we were behind them and the 
problem of proving the negative sometimes was troublesome. 

But by working with the U.S. attorneys involved in each case, we 
were able to work out a satisfactory answer and not interfere with 
their prosecution. 
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Senator BIDEN. Gentlemen, thank you very much. I really appre
ciate your time. 

Our next witness is Morton H. Halperin, who is the director of 
the Oenter for National Security Studies whose activities are spon
sored by the AOLU Foundation Fund for Peace. 

Mr. Halperin, welcome, and thank you for taking the time to come 
before this committee. 

STATEMENT OF MORTON II. HALPERIN, DIRECTOR, CENTER FOR 
NATIONAL SECURITY STUDIES 

:\11'. I-IALPEillN. Thank you, Mr. Ohairman. I am pleased to be here. 
I have a prepared statement, and I would like to ask that that be 
entered into the record. 

Senator BIDEN. Without objection, your entire statement will be 
entered into the record. 

[The prepared statement of Morton Halperin follows:] 

PnEPAnED STA'l'E1IENT OF :MonToN H. HALPE1UN,' DrnECTon, CENTER FOR NATIONAL 
SECURITY STUDIES 

Mr. Chairman, I am honored and privileged to appear before this committee 
today to present some views on the very difficult and complex matters with 
which this subcommittee is grappling. I am speaking on behalf of the Center 
for National Security Studies and the American Ciyil Liberties Union. 

It might be most useful if I simply make some comments on the issue con
tained in the draft study distributed by the committee and then respond to any 
fluestions that you might have. 

The first alld perhaps most important pOint that I would make is that I 
helieye that the issues involved in criminal cases are substantially different 
from those which are raised when national security issues develop in civil 
litigation. I would urge, therefore, that the committee consider these two 
iSf'ues separately. In criminal cases, the government has an obligation not to 
rely upon claims of national security to interfere with the due process rights 
of a defendant that it chooses to bring into court. In civil litigation the gov
ernUlent may be the plaintiff, the defendant, or simply a third party seeking 
to protect information that others wish to obtain and make public. 

J,et me turn first to the question of criminal cases. There are two general 
approaehes that could be used to seek to avoid the problem of forcing the 
government to choose between releasing sensitive national security informa
tion and dropping a prosecution. 

One key to the matter is to draft narrow statutes which do not require the 
goyernment to proye anything about the quality of particular information and 
whieh excludes defenses which require the use of classified information. For 
example, and the sufficiency of the offer of proof. At the end of such llearing 
the court should be required to issue an opinion dealing both with the legal 
theory and the sufficiency of the offer of proof. 

The legislation should provide that such a ruling must be in writing and 
SllOUlcl be subject to an automatic right of appeal by either party prior to the 
trial, hoth to the court of appeals and by petition to the Supreme Court. 

If the district court upholds the legal theory and the sufficiency of the offer 
of proof and the government either appeals, or turns the documents oyer to 
the defendants, it should be required to give the documents to the court. The 
court would then examine the documents em pGlrte 1~n. camera, to determine if 
they are discoverable in whole or in part under Bracly, Jenc7c8, or the federal 
r111es. The court would he permitted to examine the documents s011ght on an 
em parte in. camel'a, basis, but it would not be permitted to receive on an em
parte basis affidavit or argument in support of the irrelevance of the docu-

1 :lIfol'ton H. Hnlperln Is the director of tlle Center for Nntlonnl Security Studies 
whose nctivltles nre sponsored hy the ACLU Foundntlon nnd the Fund for Pence. 
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ments to the offer of proof. The court should be authorized at its discretion 
to permit counsel for the defendant, and, if necessary, the defendant himself 
to participate in the adversary in camera proceeding based on a protective 
order .. 

If the court, after examining the documents, finds that they are discover
able, it should notify the government and give it then an opportunity to 
formally assert the state's secrets privilege, or simply to drop the prosecution. 
If the court finds that the state's secrets privilege has been properly invol,ed, 
it shall give the government the choice of either dropping the case, waiving 
the privilege and releasing the documents, or appealing the ruling of the cout't 
on this issue. 

I should add that in my view such procednres are unlil;:ely ever to be in
vOked unless the power to prosecute officials of intelligence agencies is tal;:en 
away from the Department of Justice and given to a special prosecutor. As 
the current attorney general and his predecessors have reminded us on a num
ber of occasions, they are responsible for the morale of FBI agents and agents 
of other intelligence agencies. Indeed, their ability to perform certain func
tions given to them by Congress and by the president depend on the morale 
and effectiveness of the FBI. For that reason, there is always a conflict of 
interest between the duty to enforce the criminal laws and the duty to have 
an effective, functioning intelligence agency. A special prosecutor's office 
should be created whose sole function would be to monitor the activities of the 
intelligence agencies and to prosecute violations of the statutes enactecl by 
Congress. A. model for such legislation is contained in H.R. 0051, Title VII. 

Let me turn briefly to the question of civil litigation. Here I think the prob
l€'m is not as complicated and much less needs to be done by way of legisla
tion. In order to avoid any, remaining uncertainty about the matter, Congrrss 
may wish to specifically authori:>:e in camc'ra adversary proceellings when the 
,government invokes the state's secrets privilege, if the court feels that Ruch 
adversary proceedings are necessary to determine whether or not the privilege 
was properly iI;lvoked. The legislation should require, where the government 
is the plaintiff U11d seel,s the aid of the court in enforcing its position, that 
the gO\'ernment should be required, as it was in the Pentagon Papers ddl 
trial and in the Mal'chetU case, to turn over all relevant information to the 
defendants under an appropriate protective order preventing the public re
lease of the information. 

There is one area where I think more extensive legislation might be appro
priate.· I believe that in situations where there 'are allegations of violations of 
constitutional rights, and where those allegations have a clear and firm fac
tual basis, the consequences of invoking the state's secrets privilege should he 
different then the normal consequences which flow from the invoking of all 
evidentiary privilege in a criminal case. Where the government finds it llCces
sary to invoke the state's secrets privilege to prevent a citizen from litigating 
possible violations of his or her constitutional rights, then I believe that the 
consequences of invoking the privilege should be that the violation of the 
constitutional right should be assumed to be proven for the purpose of the 
litigation. In such cases, whatever is done in general to amend the Tort CIaiuul 
Act, the government should assume from any individuals who have been sued 
in their personal capacity, the responsibility for paying any damages which 
may arise out of the litigation. 

This solution to the problem seems to me to deal in an appropriate way with 
the various concerns involved. On the one hand, the government should not he 
required to reveal information which it has satisfied the court is protected 
by the state's secrets privilege. On the other hand, the governme11t Sh0111d not 
he able to use the privilege to prevent a citizen from being compensated for 
violations of constitutional rights ,or to prevent the courts from granting in
jnnctive or declaratory verdicts. No harm will be done to the privilege or to 
the purpose of the privilege if the government, in appropriate cases, is re
quire(l to compensate individuals when it declines to contest their factual 
allegations where those allegations are not based on mere suspicion. 

Let me emphasize, Mr. Chairman, that these are only very preliminary 
thoughts and remarks stimulated by the very useful paper prepared by the 
committee staff. I would be glad to answer any questions that you might have. 
:My colleagues and I at the Center for National Security Studies and the 



118 
" 

American Civil (;::oerties Union 1001;: forward to wQrking with you and the 
staff of the cV!.:.illittee in developing an appropriate response to these difficult 
issues. 

Mr. Hi~PERIN. If I may, in the interests of time, summarize it 
brir,ffy: and then I would like to make a few comments on some of 
tki:, testimony that the committee has already received. 

'" . Senator BIDEN. I would appreciate that. 
Mr. HALPERIN. I should say that I am speaking on behalf of the 

American Civil Liberties Union as well as the Center for National 
Security Studies. 

I think it is useful that the committee has separated the issue of 
how to deal with criminal cases from the issue of states secrets in
formation and civil cases. I would urge you not to completely lose 
sight of the problems that I think do exist in civil litigation and I 
think the committee ought to consider whether something should be 
done about that as well. 

The two major points that I would make about crimjnal cases are 
really the points that Mr. Lacovara has made in more detail and 
eloquence. Basically they are the solution of the problem, in my view, 
rests largely in the narrowing of the criminal statutes involved so 
that they do not require proof about the nature of the information. 

The example I used in my statement has to do with violations by 
officials of intelligence agencies on the restrictions put on those agen
cies. I think that such a statute could be drawn that would not re
quire the release of any information. 

Similarly, as I understand the perjury statute, the release of classi
fied information beyond that necessary to prove that the perjury was 
committed is irrelevant, either to the proof of the case or to any part 
of the defense. I have never been able to understand the assertion of 
the Government that the prosecution of Mr. Helms would have 
forced the revelation of substantial amounts of national security in
formation, since the alleged perjury was already made public. 

The second way to proceed--
Senator BIDEN. It was made public; was it confirmed ~ 
Mr. HALPERIN. The Senate Intelligence Committee issued a de

tailed report, including quoting from cables. Mr. Helms himself, the 
second time he testified under oath, admitted that, in fact, he had 
been involved in giving aid to Mr. Allende's opponents, one of the 
issues on which the alleged perjury had taken place. So that I think 
that the factual information necessary was public. In addition, he 
testified under oath that the CIA did not send photogTaphers to anti
war demonstrations to take pictures. The Rockefeller Commission 
report stated the CIA had sent agents to such demonstrators to take 
pictures, so the only issue there was whether Mr. Helms knew that 
at the time of the testimony. 

It is hard for me to believe that information about this knowl
edge of photographing American citizens in demonstrations in the 
United States related to the national security and had to be kept 
secret. 

The second major point I would make about criminal cases is I 
would say that there are procedures in existence which can be used. 
They were followed ill the Ellsbe7'{f case-which, I should say, I 
was on the other side, working as a consultant for the defense. 
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I should say, Mr. Chairman, in the interests of full disclosure, I 
was the person who originally classified the Pentagon papers. I am 
not sure I want to defend that decision, but I thought I would put 
that on the record. 

The other major procedure--
Senator BIDEN. I think-I hate to disappoint you, but I think 

that is fairly well known. I appreciate your disclosure. 
Mr. I-lALPERIN. The other point I would make, another one which 

1\£1'. Lacovara made in detail, I think there are existing procedures 
which will avoid this uncertainty in the middle of the trial that 
suddenly material· would be released. I think it would be useful for 
Congress to codify these proceedings in a way that he suggests and 
I suggest. 

I think our suggestions are essentially compatible. There is a little 
more detail in my statement, but I thlnk essentially we are saying 
the same thing. 

As to civil litigation, there are two suggestions that I would make. 
'One, that the Congress codify the procedures that have developed 
having to do with the abi1ity of the government to examine ex parte 
in camera affidavits in the cases where the state secrets privilege may 
'be involved. 

The other is legislation which I think should be considered in con
nection with revIsions of the tort claims act which the Judiciary 
Committee is now considering. The amendment would provide that 
in the case of an alleged constitutional violation where the Govern
ment asserts the secrets privilege that the Government, then, be
'comes liable rather than the individuals for the damages. With cer
tain limitations, the burden would be on the Government to disprove 
the allegations if it denies information under the state secrets 
privilege. 

Let me, if I may, make a few comments on what has gone before. 
I was glad to welcome Mr. Colby into the ranks of civil libertarians. 
I think his statement does suggest an awareness of some of the ques
tions that would arise in attempting, for example, to subpena the 
press in cases involving the proposed espionage litigation. 

Let me say that it seems useful to think of the espionage laws in 
three areas. One, is attempts to publish leaks of information to the 
llress. There I would endorse very strongly what Mr. Colby said. 
Namely, it is my understanding that the intent of Congress in en
acting the general espionage laws was that they were not intended 
to punish leaks of information to the press. They were intended only 
to be used in situations where the individual made an attempt to 
aid a foreign power or had a clear reason to believe that his actions 
would directly aid a foreign power. 

I think that it is extremely important, in light of the Ellsberg 
indictment, and in the light of the committee report that accompanies 
S. 1437. Congress should not inadvertently, as it appears to be doing, 
make a fundamental change in those espionage laws which, in effect, 
endorses their use in situations of leaks where there is not intent to 
injure the United States. 

'That was not the intent of the Oongress in enacting that legisla
tion and I think we should not have such a general statute. 
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Senator BIDEN. ,Vould you explain that ~ mere are we doing that 
now~ . 

Mr. HALPEillN. The report of the Senate Judiciary Committee ac
companying S. 1437, the revision of the Federal Criminal Code, has 
a paragraph which suggests that the statute under which Ellsberg 
was indicted, U.S.C. 793 (d) and (e) in fact was intended to be 
used for leaks and in situations where there was no intent of injury 
to the national security of the United States. 
. This statement was made in that committee report. I think that 
tha.t was not the intent of Congress. Congress previously commenting 
on the espionage laws has said that there wad no statute, .general 
espionage statute, punishing releasing information without an intent 
to injure the national defense. 

I find that comment in the committee report extremely disturbing, 
because it suggests committee endorsement of the new, and poten
tially dangerous, interpretation of th.e existing espionage. statutes .. 

The second category has to do WIth the transfer of mformatlOn 
to agents of a foreign power and there the committee has had called 
to its attention the existence of U.S.C. 782{b). It can be used to 
punish the secret transfer of information to a foreign power without 
making it public. 

,Ve already have on the books a statute that applies to Govern
ment officials that give information to foreign powers. I think the 
committee ought to inquire into the question of why the statute has 
not, in fact, bren used in the espionage indictments, that it looked 
at, where a decision has been made not to prosecute. 

The third has to do with the question of narrow statutes dealing 
with particular kinds of information. We have two such statutes, 
really three. Two dealing with communication and codes and the 
other dealing with atomic energy information. 

With regard to a "sources and methods" statute, it is hard to 
define that reasonablv. It is either so narrow or so useless '11' so broad 
that. it becomes, in effect, an official secrets ad. Unless some way can 
b0 found to do that, there is no way to proi~eed with that. 

I appreciate the opportunity to be here. I would be glad to answer 
any questions.· 

Spnator BIDEN. Has the American Civil Liberties Union taken an 
official position on the pretrial procedures set out in your statement ~ 

l\fr. HALPEillN. Yes. The written statement that I presented Ius 
the. endorsement of the American Civil Liberties Union. 

Senator BIDEN. One of the options you suggested dealing with the 
nse of classified information was simplification of statutes so classi
flea information is not necessary to prove the case or in relevant 
defenses. As to crimes for a violation of intelligence agencies' char
ters would not an appropriate defense that the defendant had a good 
iflif-h belief that he was acting pursuant to the lawful authority 
bnspd on the pattern of practices as to ambiguous grounds in the past. 

W on1 CI not such n defense require the discl0sure of considerable 
clf1 Clc:;ifipd information ~ 

Mr. HAT,PERTN. That mny or mav not be the case now. That is 
wllPther Mr. Kearny, for exnmple, has a defense under the statutes 
under which he is indicted. I do not know. l\fy tendency is to think 
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that it is not a defense of burglary to say that many other people 
have committed burglaries and have gotten away with it. 

It seems to me that that problem would be erased if Congress en
acted a comprehensive statute on the intelligence agencies. Then it 
would be like saying to the intelligence agencies, whatever came 
before, whatever may have been the practjces and patterns of your 
behavior prior to the enactment of this legislation are no longer 
relevant. The Congress is now telling you in very precise and very 
clear terms what it is that you may do and what it is that you may 
not do. 

If we say in this legislation that you need a warrant to break 
into somebody's house it would not be a defense to a prosecution 
that prior to the enactment of this legislation there was a pattern 
of behavior of not getting a warrant. 

At least for future events, I think you could avoid most of this 
simply by making it clear that the past patterns do not apply. 

Senator BIDEN. Is the ACLU prepared to simplify the criminal 
statutes to obviate the need for classified information and consider 
simplification of the espionage statutes to avoid the same problems~ 

Mr. I-IALPERIN. The ACLU does not have a position on that. I will 
give you my personal view. 

Senator BIDEN. I would like to hear it. 
~fr. lfuPERIN. I do not think there is any civil liberties issue in

YOlvecl in the secret transfer of information to agents of a foreign 
power. Therefore, in my view, a great cleal can be clone in light of 
the committ('("s report on tht> inability to prosecute the various ~ases. 
The committee ought to look hardest at whether something should 
be done which would permit the Government to prosecute in cases 
of espionage without being forced to review the content of the infor
mation involvec1. 

As I say, I think the statute provides a basis for doing that. If 
there have been problems in using that statute, I think one ought to 
look at them and consider whether or not that statute can be modi
fied in whatever ways are necessary to do that. 

Senator BIDEN. You have not had an opportunity to do that up to 
tl1jS point~ 

Mr. fuLPERIN. I do not see what you need. That statute says, if 
you are an employee of the U.S. Government and you transfer a 
document that you know to be classified to somebody whom you 
know is a foreign power or agent of a foreign power, y'ou have com
mitted a crime. 

Undrr the court of appeals decision, all vou have to do is prove 
those things. You have to prove the person 'is a Government official, 
prove he knew the document was classified, which can come in from 
testimony that there are stamps in large letters on the top and 
bottom of it and he saw it, and you have to prove that there are 
those stamps, which comes from testifying as to the fact that there 
were stamps. 

The content of the document does not have to be made public and 
is irreJevant to the prosecution. I do not understand why that statute 
cannot be used in these cases. 
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I do not know how to fix up the statute, because it seems to me 
very clear, very precise, and perfectly capable of doing--

Senator BIDEN. I understand your dilemma. 
Mr. HALPERIN. I think the committee ought to ask specifically 

that, in the cases that it has looked at, did the Government consider 
using the statute ~ If so, why was it not used ~ 

Senator BIDEN. Do you think there is any merit-you indiyidu
ally or the ACLU has taken a position on attempting to work on a 
definition of sources and methods ~ 

Mr. IL\LPERIN. I think that the problem, the problem there is that 
I do not think that one can be drafted which gives the kind of pro
tection even as Mr. Colby wants and is not so broad as to cast a 
shadow on a great deal of additional information. 

I do not know how to do that. The draft legislation of the Senate 
Intelligence Committee talks about information, something that 
would directly lead to revealing the name of an agent. I suspect that 
that will not go far enough to satisfy most of the people who want 
such legislation. 

I do not know how it, in fact, can be done, but my impression is 
that that is not a very serious problem. There have been very few 
individuals who have gotten access to information and have revealed 
intelligence sources and methods, and I would say for the record 
that Mr. Snepp, I think, went out of his way--

[Pause]. 
Senator BIDEN. The reason why I stopped you at that point, the 

staff study of the damages assessments the staff has looked at indi
cates that there not only was a leak of substantive information in a 
number of cases, but that that release directly leads to the source 
and method question. It identifies the party. 

Mr. HALPERIN. These are leaks to the press, not to agents of for
eign powers ~ 

Renator BIDEN. Both. 
Mr. HALPERIN. "Vhere there are leaks to agents of a foreign power1 

as I say, those are a separate issue. I think we already have a statute. 
If we do not. I thirik it should be easy to draft one. 

The problem with the press, first of all, my guess is that in most 
of those cases that leaks were by senior officials. If you look at Mr. 
Snepp's book he gives you several instances of such leaks by Ambas
sador :Martin and high officials of the CIA in which that occurs and 
which he says, in an effort to prove something to somebody, the 
Ambassador released information which jeopardized some of his 
agents. That is one 6f the things he is upset about. That is One of the 
reasons he wrote the book. 

Then I think you run into the question of what is an authorized 
disclosure. There is clearly some level of the U.S. Government which 
has a right to release information ev~n if it is ~oing to jeopardize 
the source. I suggest that you are gomg to run mto questions SUCll 

as, do~s the Ambassador to a c.ountry have the righ~ to do' that, does 
the DIrector of Central Intelhgen~e ~ \%0 does ~ . .. 

In many cases, I would suspect you would run' into those kinds' of 
problems. . ,'. . . 

Second, I think the problem is, as you say, information that would 
lead to the release of a source, if you have a general statute that 

.. 
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makes it a crime for an official or former official to publicize infor
mation which could jeopardize an intelligence source or method, you 
would have an enormous, chilling effect on a whole body of infor
mation, precisely because nobody precisely knows how to draw that 
line or precisely what the jury will say about the information. 

I would say I do take exception to Mr. Colby's suggestion that you 
can define an issue of fact as an issue of law and have the judge 
decide it. I do not think you can do that. 

I think the question of whether information is an intelligence 
source or method as it is defined is a question of fact, and I do not 
think under a system which requires a public trial, you can get 
around it by making it a question of law. 
If you are talking about a secret transfer, you can simply make it 

a crime that the tlung was stamped with a special stamp, to trans
mit it. If you are talking about public disclosure, if such a statute 
would be unconstitutional it would be equally unconstitutional to 
have the judge make that determination -in camem. 

The Supreme Court, in looking at the phrase related to the na
tional defense in 18 U.S.C. 793 said explicity that that is a matter 
of fact and must go to the jury. I think that issue is settled .. 

I really do not think you can get around it by labeling it. 
Senator BIDEN. Would it be the ACLU's position, even if we en

acted all the pretrial procedures suggested by you in your paper 
that a special prosecutors' office would still be necessary to handle 
cases where national security is a factor? 

Mr. HALPERIN. Yes. Our feeling about the special prosecutor has 
to do with the conflict between the Attorney General's role as, in 
fact, the Director of the FBI and his role as the person to make the 
decision about whether or not to prosecute. 

The Attorney General has said many times in connection with 
decisions on whether to prosecute that he is concerned with the mo
rale of the FBI. He is properly concerned about the morale of the 
FBI because the Director of the FBI conclucts his investigations. 
That produces a pure conflict of interests in his role as maIlager of 
the FBI who depends on that organization, and is therefore con
cerned about its morale, and the decisions that have to be made 
about prosecutions which are decisions t1-:1t should be made inde
pendent of the question of whether they adversely affect the morale 
of the FBI. 

Our view is that there is a pure conflict of interest here that re
quires the appointment of a special prosecutor to investigate an 
alleged criminal' activity on the part of the intelligence agencies. 
If you look at the experience of the "'iVatergate Suecia.l Prosecutor 

that experience demonstrates, that the special prosecutor, not pre~ 
occupied with managing the intelligence agency, will be much more 
creative in getting over these allegations that you could not proceed 
with pr0secutions because it would reveal intelligence information 
than somebody who is in the channel of protectip,g intelligence in~ 
formation as well as in the c11annel for deciding, on prosec4tions. 

Senator BIDEN. Would the ACLU be in favor of a special prose~ 
Cl1tor as proposecl in H.R. 61, title VII, hmldling espionage and leaks 
prosecutions as well as violations of civil liberties 1 ' ' 
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Mr. HALPERIN. I do not think we have a position on that. I would 
be glad to inquire to see whether we could get you one. 

Senator BIDEN. I would appreciate that very much. 
Your proposal in the civil area suggests the development of an 

analogous in camera procedure. Do you envision such a procedure 
being enacted by legIslation ~ Second, would it be modeled after 
rule 509 of the Rules of Procedures proposed by the Supreme Court 
in 1974~ 

Mr. HALPERIN. I am not familiar with that rule. I think it can, 
and should be, enacted by legislation to make clear, on the one hand, 
the obligation of the judge to conduct as full an adversary proceed
inO' as possible before he goes into any in camera proceeding; sec
ona, to make clear that the judge does have the authority to accept 
material ex parte in cameraj third, to authorize the judge to engage 
in a proceeding under a protective order when he deems it appro
priate to do so. 

1 think the judges have authority to do all of those things already. 
There has been sufficient uncertainty about it in various courtrooms 
so that it seems to me to be worth codifying that in the form of 
amendments to the rules of civil procedure. 

Senator BIDEN. One possible problem with such a procedure, if 
there is not a sufficiently high threshold for the initiation of civil 
litigation in ca11Wra or discovery procedures, or any discovery pro
cechires that could be used by an adversary in frivolous litigation 
to gain access to value intelligence information, how would you re
spond to that problem ~ 

Mr. lliLPERIN. I think that is a very real problem. I would re
spond to it by giving the judge discretion to engage in an ex pa?'te 
in camera examination of the material when he has doubts of 
whether the claim was frivolous or whether there was any substan
tial basis for it or not; and to determine for himself whether there 
are serious charges involved prior to any adversary proceeding. 

Senator BIDEN. Has the ACLU drafted a procedure of threshold 
as you suggested ~ Do you have any draft ~ 

Mr. IULPERIN. We have not. We are in the middle of litigation 
on this issue, in the case involving the NSA's intercept of national 
cable traffic where the Government has invoked successfully in the 
district court the state secret's privilege to refuse to confirm or deny 
whether any particular individuals had their cable traffic inter
cepted. 

It is our position that in that case we have exceeded whatever the 
threshold is, and I would be glad to make our brief on that case 
available to the committee, where we do argue the issue. 

Senator BIDEN. Thank you. 
Thank you very much, Mr. Halperin. I appreciate your testimony. 

With your permission, we would like to-I realize you are a very 
busy man-possibly get back to you with a few written questions. 

Mr. HALPERIN. I would be glad to. 
Renator BIDEN. Thank you very much. 
These hearings will be recessed, subject to the call of the Chair. 
(Thprenpon. fit 12 :20 p.m., the committee recessed, to reconvene at 

tho call of the Chair.] 

-. 

.. 
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PART A 

APPENDIX I-COURT CASES 

0lU" examination of the record and au~ : 
thoritiC& In light of his contentions dis1 \ 

closes no error which would warrant dis
turbing the judgment. ' >~. " ." 

,., WI!.l'.mnd NetJonal Dete/158 *"'48 
Under statute prohibiting cOllll!lun\. 

cation of claBsified information by United 
States officers or employees to an agent 
(I! representative of a foreign govern. 
ment, the classification of documenta is 

Affirmed. 

.. Q : III IIIMIl' "111" , 

':" 

1 .'1 

• I ·.1'/, 
r .• ," " J •• , 

. n:l! required to be made personally by 
President. of United States or Secretary 
of State; an Ambassado~ of United' 
State Embassy had authority to classify 
foreign service dispatches, and dis. 
patches ti.'I classified and certified by tbe 
Ambassador were within scope of stat
ute. Executive Order No. 10501 as 
amended by No. 10901, 50 U.S.C.A. § 
401 note: Internal Security Act of 1950, 
§ 4(b), 50 U.S.C.A. § 78S(b). 

':. • 4 t •• 

",' Irvfn a. SCABBEOK, Appe!Jal:1t, - ::; 
v. ... .1." 

, , 

UNITED STATES of AmerJea. , • 
Appellee. 

Nos. 16189, 16952. 

United States Court of Appeala 
District of Columbia Clreu1t V ~ 

Argued June 7, 1962. 

Decided Dec~ 31, 1962. 

'; .': 
;'t: 

Petition for Rehearing En Bane Denied 
En Bane Feb. 28, 1963. " 

As Amended March 12, 1963. " I. 

2. ConstitutIonal Law \\l=>258 
, Crbnlnm Law e:>13 

• 1 

Certiorari Denied June 17, 1963,' " 
See 83 S.Ct 1897 • 

The terms of a. penal statute creat
ing a new offense must be sufficientlyex. 
plicit to inform those who are subject 
to it what conduct on their part will ren
der them liable to its penalties and I!. 

statute which either, forbids or requires 
the doing of an act in tf:rmB 60 vague 
that men of common intelligence mll!t 
necessarily guess at its menning and dif· 
fer as to Its application violates the first 
essential of due process of law. 

; :. 
S. Crlm1nDl Law e:>13 

Prosecution of United States for; The general principle that terms of 
eign service officer for communicating a penal statute creating a new oft'ell!8 
classified information to representatives must be sufficiently explicit to inform 
of a foreign government. The United those who are subject to it what conduct 
States District Court 'tor the District of on their part will render them liable to 

. Columbia, Leonard P. Walsh, J., entered its penalties is not to be applied in der· 
judgment of conviction on jury verdict ogation of common sense, especially 
and the foreign service officer appealed. ' where statute deals with a limited clas.! 
The Court of Appeals, Washington, Cir· of persons, 80 situated as to have special 
cuit Judge, held that under the statute 1cnowledge concerning acts prohibited, 

, prohibiting communication of classified and where punishment is to be imposed 
information to representatives of a for, only on those who have scienter. 
eign government, the President of the 
United States or the Secretary of State . 4. 'Qn!ted States e:>41' , 
were not required personally to classify Federal employees .are subject to 
the documents; an Ambassador bad aUT orders of their superiors, and are In
thority to classifY fore!,s'" service dis- ~ fonned by statute, regulations, other 
patches, and the dispatches as classified public directives, and oral instructions, 
and certified by him were within the '. as to what they shall or shall not do In 
scope of the statute. . , • ,.' I • connection with their government el!l' 

"Affirmed. ' •. \, .. : "" . _ .! 1I10yment. 
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, War IUld National Defell!le e=>48 
Foreign service dispatches clas~ified 

as "secret" or "confidential" pursuant to 
presidential executive order and foreign 
service manual were "classified as af
fecting the security of the, United 
States" within meaning of statute pro
hibiting a United States officer or em. 
ployee from communicating classified in
formation to representatives of a foreign 
government. Executive Order No. 10501 
as amended by No. 10901, 50 U.S.G.A. 
§ 501 note; Internal Security Act of 
1950, § 4(b), 60 U.S.G.A. § 783(b). ' 

Bee publication Words and Phrase. 
for other judicial constructions and' 
definitions. 

8. War and National Defense e=>48 
In prosecution of'United States for

eign service officer for communicating 
classified information to representatives 
of a foreign government, the government 
was not required to prove that documents 
Involved were properly classified "as af
fecting the security of the United 
States". Executive Order No. 10501 as 
amended by No. 10901, 60 U.S.G.A. § 501 
note; Internal Security Act of 1950, § 
4(b), 60 U.S.C.A. § 78S(b). 

7. W~ and National Defense e=>48 

any request for specific findings or rul
ings made by defendant's counsel, Court 
of Appeals would uphold ruling of trial 
court if there was any reasonable view 
of evidence that would support it. 

9. Crlmlnal Law e=>5S1(S) 
In prosecution of United States for

eign service officer for communicating 
classified information to representatives 
of a foreign government, decision of trial 
judge to permit officer's alleged confes
sions to go to jury with an instruction on 
issue of coercion was not improper under 
the evidence. Executive Order No. 10601 
as amended by No. 10901, 50 U.S.C.A. § 
401 note; Internal Security Act of 1960, 
§ 4(b), 50 U.S.G.A. § 783(b). 

10. Criminal Lsw eo>519(1) 
Statement of chief security officer 

of United States ;Embassy that only 
moral pressures were used during inter
rogation of foreign service officer who 
was subsequently charged with communi
cating classified information to an agent 
of a foreign government did not amount 
to a concession of improper coercive tac
tics rendering foreign service. officer's 
confession inadmissible where moral 
pressures referred to nppeals to foreign 
service officer's integrity, conscience, pa
triotism, and the like, that chief securi
ty officer employed in course of interro
gation. Executive Order No. 10501 as 
amended by No. 10901, 60 U.S.C.A.· § . 
401 note; Internal Security Act of 1950, 
§ 4(b), 50 U.S.C.A. § 783(b). 

l,L Crlmlnal Law eo>412(2) 
Inculpatory statements obtained 

during a defendant's period of unlawful 
detention are inadmissible in subsequent 
prosecution; Fed.Rules Grim.Proc. rule 
6(a), 18 U.S.C.A. 

In prosecution of United States for
eign service officer for communicating 
classified information to representatives 
ot a foreign government, factual deter
mination waa whether information had 
been c1aasified anti whether foreign serv- . 
ice officer !mew or had reason to !mow 
that it was classified, and neither foreign 
aervice officer nor jury was permitted to 
ignore classification given documents 
under Presidential authority. ExeclItive 
Order No. 10501 as amended by No: 
10901, 50 U.S.G.A. § 401 note; Internal '-_ .. 
Sceurity Act of 1950, § 4(b), 50 U.S.C;A, 12. Crbnlnal Lawe=>519(8) 
§ 783(b). ' In prosecution of U~j~~d States for-

eign service officer fOl: communicating 
8. Criminal Law e=>1l58(4) e1assified infohnation to agents of a for-

Where federal district judge after eign government; there was ample evi
elating that he had given consideration dence to- support con~lusion that foreign 
to all evidence denied defendant's motion' service officer had' not bl!en involuntarily 
to suppress alleged confessions but no detained during time, that he had given 
findings of fact or rulings of law were .confessions to a United State.s Embassy 
alated in connection with ruUng, nor WWl chief secun1y officer and to agents ot 

" ' 
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Federal Bureau of Investigation. Inter
nal Security Act of 1950,'§ 4{b), 50 U.S. 
CA. § 783(b); Fed.Rules Crhn.Proc. 
rule 85, 18 U.S.a.A. . 

Ill. CrlmInal Law ¢::I517(4), 588(8) 
Extra-judicial confessions or state

ments made by accused after the act and 
when he is under suspicion lire not ad
missible in II subsequent criminal prose
cution unless they are supported by cor
roborative evidence, and jf the independ
ent evidence is sufficient to establish the 
truth, trustworthiness and reliability of 
accused's statements to investigatinlf au
thorities, and statements themselves sup
ply whatever elements of the offense are 

_ ... .11.ot proved by independent evidence, 
proof is sufficient to send the case to the 
jury. 

14. Criminal Law ¢::I409 

Admissions made by United States' 
foreign service officer to United States 
Embassy chief security officer and to 
agents of Federal Bureau of Investiga
tion prior to his arrest were sufficiently 
corroborated by independent evidence in 
prosecution for communicating classified 
information to representatives of II for
eign government. Internal Security Act 
of 1950, § 4(b), 50 U.S.C.A. § 783(b). 

ltl. War and NaUonal Defense ¢::I48 
Evidence sustained conviction of 

United States foreign service officer for 
communicating classified information to 
agents of a foreign government. Inter
nal Security Act of 1950, § 4(b), 50 U.S. 
C.A. § 783(b). ,. 

16. Criminal Law ¢::I093 

Where foreign service officer had co
operated wtth authorities during investi
gation at time that he was under sus
picion of communicating classified infor
mation to agents of a foreign govern
ment, Court of Appeals in affirming for
eign service officer's conviction stated 
that federal district court should serio 
ously consider exercising its power to re
duce three ten year sentences which had 
been imposed to run consecutively, as 
for example. by making sentences run 

concurrently. Fed.Rules Crim.Proo. nUt 
85, 18 U.S.C.A. 

Mr. Samuel C. Klein, Washington, D. 
C., for appellant. 

Mr. Kevin T. Maroney, Attorney, De
partment of Justice, with whom Mr. 
Robert S. Brady, Attorney, Department 
of Justice, was on the brief, for appellee. 

Before BAZELON, Chief Judge, and 
WASHINGTON and WRIGHT, Circuit Judg
es. 

WASHINGTON, Circuit Judge. 

Appellant Irvin C. Scarbeck was tried 
in the District Court on an indictment 
which charged him in three counts with 
communicating clasBified information to 
representatives of the Polish Gilvern
ment, in violation of 50 U.S.C. § 783(b), 
and in a fourth count witli removing a 
document on file at the United States 
Embassy in Warsaw. Poland, in violation 
of 18 U.S.C. § 2071. After a jury trial, 
Scarbeck was found guilty on the first 
three counts, and not guilty on the 
fourth. He was sentenced to ten years 
imprisonment on each of the first three 
counts, to be served consecutively. Ap
pesl was taken from the judgment of 
conviction. During its pendency, a mo
tion for a new trial was made in the 
District Court. This was denied, lind 
an appeal was taken from the denial. 
The two appeals were consolidated by 
order of this court. 

The Government's evidence, in 8Ub

stance. was that appellant Scarbeck was 
employed in the United States Embassy 
in Warsaw from December 1958 until 
June 1961, serving as Second Secretary 
and General Services Officer. In Sep
tember 1959 he met and thereafter be
came involved with Miss Urszula Maria 
Discher, . a Polish national. He main· 
tained an apartment for her, and visited 
her there almost nightly when he was in 
Warsaw. On the night of December 2Z-
23, 1960, when appellant and Miss Dillch· 
er were undressed and in bed together, 
the door was opened and several men 
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entered-one in the uniform of the Polish and classified and marked as "Secret." 
militia. One of the men had a camera The men photographed and returned thll 
and took compromising pictures. Miss document to him in about fifteen 'min
Discher was then taken to the police sta- utes. He also provided them on other 
tion, where she was interrogated by occasions with information contained in 
Polish security 'police (known as the Despatch No. 518 classified and marked 
"U.B.") and threatened with expulsion "Secret," and in Despatch No. 444 clas
from Warsaw, imprisonment for black sified and marked "Confidential." 
market dealings, and forced service as a During his talks with the U.B. men, 
prostitute. appellant had asked their assistance in 

The facts following are derived largely obtaining a Polish passport for Miss 
(but not wholly) from appellant's state- Discher. Early in April 1961 Miss Dis
menta to a security officer of the State cher obtained the passport and used it 
Department and to agents of the Federal immediately to go to Germany. Ap
Bureau of Investigation, which were re- pellant had previously arranged for the 
caived in evidence over appellant's ob- issuance of a West German visa to her, 
jection. permitting her entry, and had arranged 

The appellant remained in the apart- accommodations for her in Frankfurt. 
ment and conversed with two other men He paid her transportation to Germany. 
who arrived to interview him. He was Before she left Warsaw, appellant men
told that Miss Discher would be im- tioned to the two U.B. men his worries 
prisoned, that his activities with her about her lack of funds and accepted 
would have to be reported to the United 1600 German marks (then about $400) 
States Embassy, and that his career which they offered him. Appellant 
would be finished. The men suggested, stated to them that it was a loan which 
however, that if appellant furnished in- he would repay. He had refused previ
formation and documents from the Em- ous offers of money made by these men. 
bassy to them, they might be able to Appellant joined Miss Discher in 
quash the report to the Embassy con- Frankfurt about the middle of April and 
ceroing his activities and to procure the remained until the first week of May, 
release of Miss Discher. Appellant dis-' when he returned to Warsaw. He was 
claimed having any knowledge of classi- then under suspicion by his superiors, 
lied matters and stated that he would and was ordered to report on June 5, 
not under sny circumstances give them 1961, to the United States Embassy in 
any information which would endanger Bonn, Germany, to attend a conference. 
the security of the United States. He Later that day (June 5) he was inter
agreed, however, to meet with them viewed by a security official of the De
again. Miss Discher was then returned partment of State and signed an inculpa
to her apartment from the police station. tory statement detailing some of the 

Appellant thereafter met with the men, facts outlined above. He returned to the 
whom he believed to be Polish security United States where he was questioned 
policemen once a week or once in two by agents of the F.B.I., and where he 
weeks until about April 11, 1961. He _. signed three more inculpatory state· 
first gave them unclassified documents ments: He was arrested, indicted and 
and information obtained from u'nclas- tried,· resulting in the conviction now 
sifted material, but the men became in- under revi~w. \ 
sistent that he provide them with more . 
important documents and information. 1.\ 
According to appelhitit's statements, [1] Appellant's initial contention 
about five or six:weeks after his first raises the question of the. proper inter
meeting with them he took' to them pretstion of the statute under which he 
Despatch No. 344, a document prepared was convicted, 50'U.S.C. § 783(b) (1958), 
by the Ambassador of the United -States incorporating Section 4(b) of the Inter-
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uI Security Act of 1950, 64 Stat. 991. 
This section provides, in pertinent part: 

"It shall be unlawful for any of
ticer or employee of the United 
States or of any department or 
agency thereof, or of any corpora
tion the stock of which is owned in 
whole or in major part by the United 
States or any department or agency 
thereof, to communicate in any man
ner or by any means, to any other 
person whom such officer or em
ployee knows or has reason to be
lieve to be an agent or representa
tive of any foreign government 
.. .. .. any information of a kind 
which. shall have been classified by 

----' the President (or by the head of any 
such department, agency, or corpora
tion with the approval of the Pl'esi
dent) as affecting the securit1l of 
the Uni!ed States, knowing or hav-
ing reas()n to know Utat such infor
mation has been so classified, unless 
such officer or employee shall have 
been specifically authorized by the 
President, or by the head of the de
partment, agency, or corporation by 
which this officer or employee is em
ployed, to make such disclosure of 
such infonnation." (Emphasis GUp
plied.) ~ 

AI! we have seen, appellant Scarbeck 
was an employee of the State Depart. 
ment, stationed in Warsaw, Poland, from 
December 1958 until June 1961. He was 
found guilty of having communicated to 
Polish government agents Foreign Serv
ice Despatches numbered 344, 618 .an4 
444 (or information contained in them) i 
the first two Despatches had been classi, 
fied and certified "Secret," and the last 
Despatch had been classified and certified 
"Confidential," by the United States Am
bassador to Poland. The Ambassador 

J. Thi. conteDtion goes to the auflicicnC7 
of the indictment, wblch cbarge. tI,. ap
pellant with having communicated, with 
respect to each of the tbree Despatches 
in question; I."intormation the d.fen~ant 
hod reaSOD to know had been classified, 
under the alithority of the President 
of tho United Stotes and the Secretol'1 
of Stote, Wl affecting th~ securit;y of the 

testified .that these classifications were 
security classifications applied to infor
mation which should be protected in the 
interest of the national defense of the 
United States; and that his authority 
for the classifications was the President's 
Executive Order 10501, as amended by 
Executive Order 10901, and the Foreign 
Service Regulations based on the Execu
tive Order. 

Appellant's contention is that his con
viction under Section 783 (b) cannot 
stand because there was no showing that 
he had communicated the contenta of 
any document which had been classified 
pel-S0naUll by the President as "affecting 
the security of the United States," or 
one that had been so classified persomUly 
by the Secretary of State with the ali
proval of the President.t 

At the outset, we note that the con
struction of the statute urged by appel
lant would largely reduce it to a dead 
letter. With the pressures of more ur. 
gent business, the President and the 
Secretary of State of necessity could 
personally classify very few documents 
or items of information. In the normal 
course of events a subordinate Govern
ment employee or official labels his own 
materials with whatever classification he 
deems appropriate, within the scope of 
his authority, and his superiors review
ing those materials later re-classify or 
de-clnssify as they may judge necessary 
or desirable. But in this process the 
great mass of documents in the State 
Department never will reach the Secre
tary of State or the President. Execu
tive Order 10501 of November 5, 1953, 18 
Fed.Reg. 7049, as amended by Execu
tive Order 10901 of J anunry 9, 1961, 26 
Fed.Reg. 217, fully recognizes this; af
ter defining classification categories, it 
provides that the authority to classify 

United Stote.... It ia irrelevant that this 
point may not have been made ot tho 
trial; It may be raised at any time •. Fed. 
R.Crim.P_ 12(b); see United States v. 
Manuszak, 234 F.2d 421, 422 (3d Cir. 
1956); JOIIDSOp' V. United Stotes, 206 
F ,2.1 806, 808, 14 Alaska 380 (9th Oir. 
1915S). 
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under the order may be exercised, as to 
the Department of State, by the head 
(Secretary) "or by such responsible of
ficers or employees as he, or his repre
sentative, may designate for that pur
pose." 

We note further that security and de
fense information has long been "classi
fied" against disclosure and that the term 
classified by, or with the approval of, the 
President or a dllpartment head, had a 
well understood connotation on Septem
ber 23, 1950, when Section 783(b) was 
enacted by Congress.: For example, 
Executive Order 8381 of March 22, 1940, 
6 Fed.Reg. 1147, defines "vital military 
and naval installations or equipment 
• * it requiring protection against 
the general dissemination of informa
tion relative thereto" within the meaning 
of the Act of January 12, 1938, 52 Stat. 
S, 18 U.S.C. § 795, as: 

"I. All military or naval instal
lations and equipment which are 
now classified, designated, and 
100rked under the authority or at 
the direction of the Secretary of 
War or the Secretary of the Navy as 
'secret', 'confidential', or 'restricted' 
• * *." (Emphasis supplied.) 

Executive Order 10104 of February 1, 
1950, 15 Fed.Reg. 597, superseded Order 
8881, and contained three numbered par
agraphs defining vital military and naval 
inatallations and equipment under the 
1938 Act. Most pertinent here is the 
following: 

"S. All official military, naval, or 
air force books, pamphlets, docu
ments, reports, maps, charts, plans, 
designs, models, drawings, photo
graphs, contracts, or specifications 
which are now marked under the au" 
thoritv or a·t the directi07! of the 
President, the Secretary of Defense, 
the Secretary of the Army, the Sec-

2. Section 783(b), of course, does not pur
pOrt to be nn .Dnbling nct; the power of 
tho l!.'xecutive bronch to protect secret 
docuDlents offecting tho nntlonol deCenBe 
8n(\ security hns be on' exercised from tho 
beginning, nnd is in no wny limited or ox- • 
tendod by Soction 783(b). '. 

retary of the Navy, or the Sec
retary of the Air Force as 'top se
cret'. 'secret', 'confidential' or 're
stricted' and all such articles or 
equipment which may hereafter be 
80 r.narked with the approval or at 
the direction of the President." 
(Emphasis supplied.) 

Congress itself in the Act of May IS, 
1950, passed only a few months prior 
to the statute here involved, made it a 
crime to communicate knowingly certain 
types of classified information (see 50 
U.S.C. § 46a) and defined the term "clas
sified information" as "information 
which, at the time of a violation under 
this chapter, is, for reasons of national 
security, IrpecijicaUy designated by a 
United States Govermnent ayency for 
iimited or restricted dissemination or 
distribution." (Emphasis supplied.) 50 
U.S.C. § 46.3 

It could hardly be supposed that in en
acting Section 78S (b) Congress was not 
aware of this background and of the 
necessity for, and the existing practice 
of, delegation to others hy the President 
and department heads of the authority 
to classify security and other defense in
formation. It seems highly unlikely that 
Congress would have intended to provide 
a penalty for disclosure only of such in
formation as had personally been classi
fied by the President or the head of a 
department-necessarily a fairly rare 
occurrence. And the legislative history 
~f Section 783 (b) bears this out. 

The langnage of Section 78S(b) in' the 
respect now pertinent, i. e., "of a kind 
which shall have been classified by the 
President (or by the head of any such 
department, agency, or corporation with 
the approval of the President) as af
fecting the security of the United 
States," was contained in identical form 
in Section 4(b) of the original congres-

S. 110 u.s.O. §§ 4{1, 46., and 4{lb were super
seded by Section 24 (n) ot the Act of 
October 81, 1051, IS U.S.O. § 708, which 
cOllt!n"o<1 in Section 798(b) tho sarno def· 

. Inition of clnssified information nn I. 
found in 50 U.S.O. § 46. 

,.. 
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sional bill, S. 1194, introduced by Sena
tor Mundt on March 8, 1949: in Sec
tion 4Cb) of the second 1949 bill, S. 2311, 
introduced by Senator Mundt Oll July 
22, 1949:' in Section 4(b) of S. 4037 
introduced by Senator McCarran on Au
gust 10, 1950: and in Section 4(a) of 
H.R. 9490 introduced by Representative 
Wood in the House on August 21, 1950. 
This latter bill became the Internal Se
curity Act of 1950 over the Pl'esident's 
veto. and the pertinent section was in
corporated in 50 U.S.C. § 783Cb), which 
is now before us. 

' . At the Senate Hearings on S: 1194, 
Senator Mundt pointed out that Section 

___ .. _ .• 4(b) of the bill grew "directly out of the 
. experience we had in tlit; House Com

mittee on Un-American Activities last 
fall in investigatic:.n of the so-called 
pumpkin papers case, the espionage ac
tivities in the Chambers-Hiss case, the 
:Bentley case, and others."5 When S. 
4037 was reported favorably on August 
17. 1950. the Senate Report (S. Rep. No. 
2369, Slst Cong., 2d Sess.) stated: 

"Section 4(b) makes it unlawful, 
except with special authorization. 
for any officer or employee of the 
United States or of any Federal 
agency to commulJicate with any 
representative of a foreign govern
ment or to allY officer or member of 
a Communist organization. infor
mation of a kind which he knows or 
bas reason to know has been classi
fied by or with, the approval of the 
President as affecting the B2curit;y 
of the United states." (Emphasis 
supplied.) 

4. On March 21, 1050. S. 2311 was reported 
favorably by tlte Sonate Committee on the 
Judiciary, with amendments lIesigned to 
make the prohibitions of the bill "Dpera
tive wltether Dr not the classified in
formation WllB obtained within or with
out the st'ope of the otllclailluties or em
ployment." and to add the requirement of 
.clenter. The WDrds "obtained in tho 
c<>urse of hi'; official duties or employ
ment:' were omitted Qnd the worda 
"knowing or having reason to knDW that 
such information I,as been BD classified" 

The languagE! emphasized indicates 
strongly that personal classification by 
the President was not required. 

The debate in the Senate relative to 
Section 4(b) of S. 4037 centered about 
its possible application to employees of 
corporations only partly owned by the 
United States. and to representatives of 
friendly governments. Senator Kef
auver considered the bill to be too broad 
in these respects.6 Senators :McCarran. 
Mundt and Ferguson replied to his 
criticisms. Portions of the debate lire 
lowing: 

"MR. FERGUSON. * • * 
"First, we must know what we 

are trying to prevent. The purpose 
of this part of the bill is to prevent 
Government employees and those 
working ior Government agencies 
and those who are serving in capa
cities in which they are likely to re
ceive very vital information which 
hl!l! been classified by the President 
as being security information, from 
knowingly and willfully giving such 
information to foreign agents or to 
persons who belong to Communist 
organizations. 96 Cong.Ree. 14615. 

" * • • * • 
"The only persons who are en

titled to receive such secret infor
mation are those whom the Presi
dent of the United States or the 
heads of the departments allow to 
have such information. That is as 
it should be. Ibid. 

* " " .. * * 
":MR. KEFAUVER. The Senator 

from Michigan knows that in all the 

were added. See S.Rep, No. 1358. 81st 
Cong., 2d Sees., March 21. 1950. 

II. It ia n matter of CDmmon knowledge that 
many if nDt most of tile documents in
volved In these enses were not documenta 
personally c1as.lfied or de6crlbed by the 
President ,,. 0. department head ••• ecret 
or not to be di.c1osed. The quoted lan
gnnge i. found at page 81 Df the Hear· 
Ings. cited Infra at footnote 1. 

8. See. for example, 06 Cong.nec. 14240 .t 
seq. (September 6. 1050). 
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departments, practically all docu
ments are marked 'confidential' or 
'restricted.' Un del' such circum
stances, it would be impossible for 
anyone to have a full appreciation of 
what might be mark\~d 'restricted.' 

"This measure does not mean that 
anyone who might be so charged 
would have to have seen what was 
so marked. On the contrary, if such 
a person should pass on such infor
mation third hand, and if subse
quently it should turn out to have 
been marked 'restricted,' that per
son would be guilty, because the 
amendment does not provide that 
the person passing on the informa-' 
tion must have seen it, 

"MR. FERGUSON. Mr. President, 
that is not a fact. The amendment 
provides that such a person must 
know that the material is restricted 
or must have reason to believe that 
It is restricted. How would that 
situation develop? It would develop 
in this way: If certain information 
is classified by the President or by 
the head of any' Department or agen
cy, with the approval of the Presi
dent, then if any person knows that 
a certain paper or certain informa
tion has been classified by the Presi
dent or, on his authority, by 8ome
one else as affecting the security of 
the United States, such peraon 
should not give the information to 
any foreign agent or any foreign 
government; it should be a crime 
for anyone to do so. .. .. * " 
(Emphasis supplied.) Ibid. 

"MR. KEFAUVER. This subsection 
says it shall be unlawful to com-

7. "Senalor Ferguson. What kind pf pa':' 
pe .. ' do yon have in min~ tbat it ~ould be 
a crime to deliver to allies? . 

"Senalor MundI. That I. spelled out 
in definition. It is any paper which has 
been-

"Senalor O'OOIl~;:: Olassified. 
"Senalor M,"utl. Yes; classified as 

affecting the security.of the '!lnited States, 
llll classified information. 

317 F.2d-lSV. 

municate ill any way any informa
tion that haa been clas8ified by the 
President or any division of the 
Govermaent with the approval- of 
the PTlsident. That is paraphras
ing it. * .. .. " (Emphasis sup
plied.) 96 Cong.Rec. 15198. 

"MR. KEFAUVER. .. .. .. I was 
at the Department of Justice late 
this afternoon. They told me, for 
instance, that they mark things con
fidential that a third or fourth as
sistant can read, which the Presi
dent in the White House also marks 
confidential. We have some ma
terial marked confidl'i!" tial by the 
President which a third or fourth 
assistant from tbe top also marks 
confidential. 

"MR. MUNDT. I am not sure of the 
pertinence of the Senator's question. 
I do not think it has anything tG do 
with the colloquy now in prGgress. 
So far as marking matters confiden
tial, under this legislation it must be 
done by the President or someone au
thorized by him to do it. I do .not 
not want tG get into all of these de
tails. * .. * " (Emphasis BUP- . 

plied.) 96 Cong.Rec. 15253. 
Pertinent also are certain Gf the col
loquies which occurred at the Senate 
hearings on S. 1194, the original bill on 
this subject introduced by Senator 
Mundt on March 8, 1949. As indicated, 

. that bill was, and the intervening bills 
were, in all respects now relevant, iden
tical with the final legislation. These 
colloquies are set out in the margin.' 

These passages in the debates and 
hearings indicate, in our view, that the 

\ speakers understood that the President 

"As the Senator understands, )me time 
a thing I. classified and at another time It 
is not.' , 

"Sellalor Fd~uu8on. I un~erstand that, 
hut the word ·'cla"Nified' is not nlwaya 
under a directive of the Presi~ent. 

"Senalor MundI. ,By the President or 
by somebody ncting for him. 

"Senalor O'Ocmor. ,The head of IID7 
. department, agoncy, or corporation. 

.. 



" 

133 

'WOUld take ultimate responsibility .for 
the protection and classification ot se
curity documents and information, but 
that the actual marking of documents 
and the safeguarding of information 
would be delegated to others. There can 
be little doubt, in view of the legislative 
history taken in the light of the existing 
background, that Congress intended to 
enact a broad and effective statuie, pro
hibiting the transfer of all documents 
officially classified as affecting the na
tional security, whether or not the Presi
dent or the head of a department had 
personally marked' them as such. T/i.e 

• question is whether the statutory lan
guage can fairly be construed to 1I;c

.. - compJish that result. We think it can. ' 
In the first place, the statute does not 

read "classified by .the President." It 
says "of a kind:' classified by the Presi
dent (or a department head). Those 
words must mean that the President (or 
the head of an approved department) is 
to establish the kinds or categories of 
documents and information which are to 
be classified by appropriate authority. 
This requirement has been. ~ulfilled in 

"Senator FerDu8on. Then this goe .... 
far aB to allow nn administmtive officer to 
clan_if.:' anything, and the transfer of 
that wopld bo criminal under your act. 

"Senator Mundt. It permits him to 
transCer anything provided he has the ap· 
proval of the President so to do, but It 
keeps the responsibility on the President. 
It sayo with the approval at the Presi-' 
dent. 

• • 
"Senator Ferl/ulon. Itas this 8nythlnl 

to do with the nation.l defens.? 
"Senator Mundt. This is very definit.-

11 Ii part of the national defen.e. 
"Senator Ferguson. I mean tho pa

pers we are talking about. If It Ia 
marked 'Secret' becau.e it is for the na
tional defeuse, tbnt is one thing, but BUP
pose it is just marked 'Secret' an~ it hna 
nothing to do with the national defons •. 

"Sellator MUlldt. Thllt is covered in 
the dcfinition as olIecting the security of 
tllO United States. It Is spelled out. 

"Senator O'Oonor. In line 12 of th. 
bill the requh:.ment is thnt tbe classifica
tion would b. of thoso papers which af
fect the security of tbe United States. 

"Sellator Ferlluson. Thnt was what 
I wanted to get at. 

the instant case, through the issuance 
by the President of Executive Ordera, 
stated to be "in the best interests of the 
national security," and the promulga
tion by the Secretsry of State of the 
regulations contained in the Foreign 
Service Manual. Executive Order 10501, 
as amended by Executive Order 10901, 
describes the "categories" of informa
tion which shall be classified es· "Top 
Secret," "Secret," and "Confidential." 
The "Secret" category, for example, il 
authorized, "by appropriate authority, 
only for defense information or ma
teriel the unauthorized disclosure of 
which could result in serious damage to 
the Nation, such as by jeopardizing the 
international relations of the United 
States, endangering the effectiveness of 
a program or policy of vital importance 
to the national defense, or compromising 
important military or defense plall!, 
scientific or technological developmenu 
important to national defense, or infor
mation revealing important intelligence 
opera tions." Any information of this 
character is "of a kind" described by the 
President by Executive Order as beill$ 

"Senator !luna/, That Is right. That 
Is definite •. 

"8enalor Ferguson. What about tho 
person knowing, or belieylng or boylo, 
renson to believe that It would deet eh. 
.eeurity? 

"Senalor Muntlt. From the standpoint 
ot the peraOD. agninst whom the stntut. 
runs he can determine that by whether 
It is mnrked 'Clnssifiml' or not. The man 
who does the cl.saifying acts in his r.
sponaihle capnclty aB tb. representa
tive of the President. 

"Senator FerO"8on. All right. What 
you do, then, I. to us. the word 'classified' 
to be the determining feature. Suppose 
it Is not marked? 

"Senator Munat. If It is classified it 
la morked or It Is supposed to be marked. 

"Sellator ]o'erDII8on. Suppose he gett 
the knowledge from a clnssified pnper and 
then gives it orally? 

"Senator Munat. If h. knows or baa 
reaBon to helieve that It I. cl08slfled. he 
Is guilty." Benrings before a Sub·Com
mittee of the Committee on tt,. Judiciarl, 
United Stut.s Sennte, 81st Cong., 1st 
Sess., on S. 1194 and S. 1100 (19411), at 
32-33. 
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.uitable for classification as "Secret." 
Similarly, the Executive Order author
lzea use of the classification "Confiden
tial," "by appropriate authority, only for 
defense information or material the un
authorized disclosure of which could be 
prejudicial to the defense interellts of 
the nation." 8 

The Executive Order goes on to aeleet 
certain departments Illl "having primary 
responsibility for matters pertaining to 
national defense," one of which is the 
Department of State,O and provides as 
follows with respect to them: 

". * • the authority for orig
inal claBBification of information or 
material under this order may be 
exercised by the head of the depart
ment, agency, or Governmental unit 
concerned or by such responsible of
ficers or employees as he, or his rep
resentative, may designate for that 
purpose. The delegation of such au
th'ority to classify shall be limited as 
severely Illl is consistent with the 
orderly and expeditious transaction 
of GO"ernment buainess." 

.. Th. definition. ot material to be classified 
as Secre~ nnd Confitlential a. set out in 
the reg(('l\uona contained in tho Foreign 
Bervice. Manual aro IJatteme<! on, and ap· 
pear to b. identical with, the definitions 
ot the •• terms in the Executiv. Order. 
Se. !§ 011.32 and 911.33 thereot. 

I. Under Section 783(b), one ot the Pres
ideat's functions i. recognized to be thia 
process ot selection. This, it seems to 
os, Is the menning of the words "'with 
the npproval of tho President' as use-l 
in the phrase "classified by tbe Presi
dent (or by the hond ot any such de
partment, agency, or corporation with 
the approval of tho President)." The 
"epproval of the President" is to be 
given by authorizing tho heads of se
I,cted ngencies to in~titute n plan of clas
.iCying their protected documents. Ap
pellunt appears in sub~tnnce to agree. 
IIi. brief .ays: 

"Tho 'approval ot the President' reters 
to beads of n department, agency, or cor
peration, and is intended to limit the au
thority to classify under tll I statute to 
oniy certnln lIeads of a department, 
agency. or corporation nctUt..11y those 
buvlng 1\ direct responsibility for na-
tlonal defense or sccurity." • 

'. 

Thus express authority for, lI)1d "ap
proval of the President" of, the delega
tion by the Secretary of State to selected 
responsible officers and employees of his 
power to Illlsign an original claBBification 
is given in the Executive Order. It is 
implicit, of course, that the original 
clllllsification will be subject to review 
by superior officers and the Secretary. 

Since the Secretary's power to dele
gate his au~11ority to clllllsify originally 
is established, the Ambassador's author
ity to classify and to certify the classi
ficaiion of the three Despatches in ques
tion is not debatable. He Wllll clearly au
thorized Illl the "originator" of Despatch 
344 to give the original and appropriate 
classification to it, and as principal of
ficer of the EmbaBBY, his power to cer
tify (or to change if deemed appropri
ate) the original classification given by 
others to Despatches 518 and 444 is also 
plain. See the Regulations contained in 
the Foreign Service Manual, Part II, §§ 
912.1, 913.1, and 913.2,10 And it is 
equally clear that his ciassifications were 
made with the approval and under the 

The designation ot the agencies au
thorized to classify occurred when the 
President issued Executive Order 10501, 
as amended by Executive Order 1000l. 

10. These are 8a follows: 
"912 Principles 01 altusljlootion and 

aontrol 
"912.1 ABa/glling altus/ficatlon or. 

aontrol Designation 
"The oriL~nator of " document shall be 

responsible for tb. original assignment 
of its classification or control designation. 
~ 0 • 

"913 Authoritll to aarti/II OIa88if/Ca
tlons Dr aootTOI Desionationa 
. "013.1 General 

"The final signature or approval ot • 
..... document bearing a ctnRsiiication or ad

ministrative control designntioD consti
tutes n certification by the signing or ap
proving officer tha~. the classification or 
control designation assigned is appro
priato. The officer who signs or ap
proyes such a document ia' called the 
'certifying officer' with respect to tho 

, classification or control designation ot tbe 
document. Thus, authorization to sign 0. 

• document automa~icnlll confers authority 
to certify its classification or control des-

" 
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authority of the Preshlent and the Sec
l'etary of State. 

We conclude that Ambassador Beam 
had authority to classify Despatches 344, 
518, and 444 by virtue of the provisions 
of the Executive Order and the Foreign 
Service Manual; and that the Despatch
es as classified and certified by him are 
within the scope of Section 783(b). 

[2] Appellant also urges that since 
criminal statutes must be strictly con
strued, no meaning can be given to Sec
tion 783 (p) beyond the narrowest in
terpretation of its words. He quotes 
from Connally v. General Construction 
Co., 269 U.S. 385, 391, 46 S.Ct. 126, 
70 :':'.Ed. 322 (1926), where the Supreme 
Court said: 

"That the terms of a penal statute 
creating a new offense must be suf
ficiently explicit to inform those 
who are subject to it what conduct. 
on their part will render them liable 
to its penalties, is a well-recognized 
requirement, consonant alike with 
ordinary notions of fair play and the 
settled rules of law. And a statute 
which ;lither forbids or requires the 
doing of an act in terms so vague 
that men of common intelligence 
must necessarily guess at its mean
ing and differ as to its application, .J 

violates the first essential of due: 
process of law. International Har
vester Co. v. Kentucky, 234 U.S. 216, 
221, [34 S.Ct. 853, 58 L.Ed. 1284]: 
Collins v. Kentucky, 234 U.S. 634, 
638 [34 S.Ct.924, 58 L.Ed. 1510)." 
(3,4] The general principle just 

stated. is of COUl'se well settled. But it 
is not to be applied in derogation ot 

i.nation unless a prohibition is speclJlca1l7 
included in the authorization to 8ign. 

"013.2 De8ill'.alion 01 Certlfyillg Of
ficers 

"Any officer at a post authorized to 
sIgn correspondence in aCCOrdo.Dco with 
1 FS~r II 121 is authori.ed to certify 
tbe classificntion or administrative con
trol designation of any document which 
be signs. except tbnt the Top Secret 
classification shall be certified only by the 
principal officer or hiB desigoee. The 
autboity to certify c1assifieation8 or con
trol designations sbould not b. confused 

common scnse, especially where the stat
ute deals with a limited class of persons 
so situated as to have special knowledg~ 
concerning the acts prohibited, and 
where punishment is to be imposed only 
on those who have scipnter. See Gorin 
v. United States, 312 YJ.S. 19 at 27-28, 
61 S.Ot. 429, 85 L.Ed. 488 (1941). Here 
the scienter requirement is explicit: 
Section 783(b) says that the accused 
must be in the posture of "knowing or 
having reason to know that such infor 
mation has been so classified." And 
here the class to which the statute ap
plies is a relatively small grOUp--i!m
ployees of the Federal Government. 
This group is not only a limited one: 
it is a well-informed one. Federal em
ployees are subject to the orders of their 
superiors, Ilnd are informed by statutes, 
regulations, other published directives. 
and oral instructions, a~ to what they 
shall or shall not do in connection with 
their Government employment. Em· 
ployees of the State Department were 
told, hy Section 783 (b) and by the regu
lations set out in the Foreign Service 
Manual, which incorporales the direc
tives of Executive Order 10501, as 
amended, that they are not to communi
cate to representatives of a. foreign gov
ernment information known by them to 
have been classified as "Secret" or "Con
fidential" by officials authorized to clas
sify them. As Mr. Justice Holmes said 
in a highly pertinent case, involving pro
hibitions against Government officials 
receiving or soliciting funds for political 
purposes: 

"It is argued at some length that 
the statute, if extended beyond the 

with tho responsIbility for Initial assign. 
ment ot a classification or control des· 
ignation. Any employee who orlj,-Inates 
a classified or administratively controlled 
document hna tI.o responsibility for as· 
signing tbe appropriate cla8sification ot 
administrative control designation at tho 
time the document i8 prcparc<l. TIle elns· 
.ilication or control designation 80 as· 
signed may po chonged or eliminated by 
tho certifying officer or by intermediate 
reviewing officers." Foreign Service 
lrInnunl. Part n. §§ 912.1, 913:1, 913.2. 
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polltlcnl purposes under the control 
et Congress, is too vague to be valid. 
The objection to uncertainty con
cerning the persons embraced need 
not trouble us now. * * * The 
other objection is to the meaning of 
'political purposes.' This would be 
open even if we accepted the limita
tions that would make the law satis
factory to the respondent's counsel. 
But we imagine that no one not in 
search of trouble would feel any 
[trouble]. Whenever the law draws 
a line there will be cases very near 
each other on opposite sides. 'l'he 
precise course of the line may be un
certain, but no one can come near it 
without knowing that he does so, if 
he thinks, and if he does so it is fa
miliar to the criminal law to make 
him take the risk." United States v. 
Wurzbach, 280 U.S. 396 at 399, 50 
S.ct. 167, 74 L.Ed. 508 (1930).11 

We think a like view must be taken here. 

II. 
Appellant further urges that even If 

his construction of the statute-that the 
classification of documenta must be made 
personally by the Presiaent or the Secre
tary of State-is rejected, then the Gov
ernment was required to prove at the 
trial that the documents involved were 
properly classified "as affecting the se
curity of the United States." He argues 
that "This would present an insunnount
able hurdle since, as is obvious, the 
standards set forth in E.O. 10501 relate 
to the protection of infonnation involv
ing the 'national defense' and not to 'the 

II, S.'o also Hygrnde ProvlsioD Co. v. 
ShermnD, 200 U.S. 497 at 501-502, 45 
S.Ct. 141, 09 L.Ed. 402 (1925): 

"By eDgaging iD the busiDess at aeU
Ing kosher products they [appellnnt ment. 
deniers] iD effect assert aD hODest pur
pose to distinguish to tho best of their 
judgment betweeD what Is nDd whnt is Dot 
kosher. Tho statutes require DO more.n 

Simllnrly, iD United States v. Hood, 343 
U.S. 148 nt 151, 72 S.Ut. 568, 90 L.Ed. 
346 (1952), It is said: 

"This Act pennlized cormptioD. • • • 
It • • • Tho picture of the UDSUS

pecting Influence merchant, steering a' 
" 

security of the United States,' the cri
terion set forth In 783(b)." 

But the Executive Order itself negates 
this. Its preamble recites that the Pres
ident deems his order "necessary in the 
best interests of the national security." 
It is quite true that the classification 
categories set up in the Order relate to 
what is referred to as "defense infonna
tion," but the definitions of material ap
propriate for classification can as well be 
described as relating to the national se
curity. (See Part I of this opinion.) 
Appellant has not undertaken to show 
that "defense infonnation," as described 
in the Executive Order, is not of neces
sity "infonnation * • * affecting 
the security of the United States," with
in the meaning of Section 783(b). Com
mon sense tells us that it is: defense is 
one aspect of security and indeed in their 
broad senses the two tennn have a very 
similar connotation. The legislative his
tory, as we have seen, shows that Con
gre~s must have equated the two terms.It 

Furthermore, Ambassador Beam, who 
was primarily responsible for the clas
sifications involved here, testified that 
the classifications "Top Secret," "Se
cret" and "Confidential" were security 
classifications applying to infonnation 
which should be protected in the interest 
of national defense. And the definition 
of "Defense Infonnation" contained in 
Section 911.2 of the regulations in ·the 
Foreign Service Manual is phrased in 
terms which include protection of the 
national security, both internal and ex
ternal, in every aspect; it is not limited 
to protection against physical attack. U 

enreful eours. between violatioD of the 
statute on the aD. haDd and obtniDing 
money by fals. pretensea OD the other by 
cODfining himself to the aale of nOD-ex-, 
iatent but plausible offices, entrnpped by 
the <lubietiea of this statute, is not ODe 
to eomme'{d itself to reaBon." 

12. See, for 'example, tbe eolloqDY iD fD. 
7, Bupra, between Senators Ferguson and 
Mundt. 

13. "911.2 Def6mB Information 
"The DepartmeDt was informed by the 

AttorDey GeDeral of tho United State. 
OD April 17, 19M, that defeDse clnsslfi-
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[5,6] We think, therefore, that doc
uments classified as "Secret" or "Con
fidential'l pursuant to the Executive 
Order and the Foreign. Service Manual 
are "classified .. .. .. as affecting 
the security of the United States," with
in the meaning of Section 783(b). The 
remaining inquiry is whether the prose
cution was required to show that they 
were properly 80 classified. In our view, 
the answer to this question must be in 
the negative. 

There is no suggestion in the language 
of Section 783 (b), by specific require
ment or otherwise, that the information 
must properly have been classified as s.f
feeting the security of the United States. 

- "The essence of the offense described by 

entions may be interpreted by the Do
partment, in prop Dr instances, to in<'ln\ls 
tho safeguaroing of informution and "'n
terial developed in tho course of conduct ' 
of foreign relations of tho United States 
whenever it appears that tho elIect of 
tho unnuthorized disclosure of such in
formation or material upon international 
relations OT upou pollcies being pursued 
through diplomatic channels could result 
in .erious damage to tb. Nation. Tho 
Attorney General further noted thnt it is 
a fnct that there exists an interrelntion 
between th. foreign relations of tho 
United Ststes and the nntional dcfen •• 
of the United Statu, which fact is ree
ognized in section 1 of Exceutive Order 
10501. Accordingly, defenso informa
tion shall be interpreted as including in
formation or materinl which, if diNclosed 
to unauthorized individuals. may result In 
a brcnk in diplomatic relntions nlfeeting 
the defcn •• of the United States; may 
cause an armed attack to be launchcd 
ftgal1lllt the United States or its allies;'" 
may rcduco the ability of the United 
Ststes to defend itself against attack; 
may increase the enemY'a ability to wage 
war against the United StIlte.; muy 
compromise military Or dcfense plans, 
intelligence operations, or technological 
developments vital to national deCen.e; 
may jeopardize tha internationnl rela
tions of tne United States; Or may en
danger the elIectiveness of a program 
or policy of vital importance to tbe na
tional defense or otherwise be prejudicial 
to defense interests. Illustrative exam
plea of such information whieh may re
quire classification include: 
".. Information !lnd material reloting to 

cryptorrsphic devices and .,.tem,; 

Section 783(b) is the communication
by a United States employee to agents 
of a foreign government-of infonna. 
tion of a kind which has been classified 
by designated officials as affecting the se
curity of the United States, knowing or 
having reason to know that it has been 
5G classified. The important elemenu 
for present pUrJloses are the security 
classification of the material by an of
ficial authorized to do 80 and the trans
mission of the classified material by the 
employee with the knowledge th:lt the 
material has been so classified. Indep.d, 
we think that the inelusion Gf the re
quirement for scienter on the part of 
the employee is a clear indication of the 
congressional intent U to make the su-

rob. Information pertaining to vital d.
fen •• Or diplomatic program_ or OP
perlltioDS; 

roc. Intelligence or Information .. I.tin, 
to intelligenco operotIons which will 
nssist tIle United States to be bet· 
tcr prepared to defend iIBelf Db .. iOlt 
attack or to conduct foreign rela· 
tions; 

"d. Iueormation pertaining to natioOll 
atoekpiles, requirements for atrnte,ie 
materials, critical products, tech
nological develollment, or testing ... 
tivitles ,ital to national defense; 

"e. Investigative reports which contaiD 
informntiou relatlug to Bubvcroi .. 
activities affccting the lntern_l ... 
curity of tho United Stat.s: 

·'f. Politicol and economic reports can· 
taining iJlformation, the unDuthoriz:~.a 
disclosure of which mny jeopardi~. 
tho international reJntions of tho 
United Stntes or mny otherwls. af, 
feet the nntional defense; or 

,,"g. Informntion received In confidence 
from olliclals of a foreign govern' 
mcnt whenever it appoars tbat tho 
breach of suel. contidence might have 
serious consequences offecting the 
notional dcfe:nae." 

14. Tile following passage from the Sen.I' 
!Iebate Is of interest here: 

"MI'. Pel'lItlSon. It saya 'inform.tloa 
wblch hna bellO classified.' 

"Mr. K.efa'uver. That f. cor.,et; but 
it dnes not ruean thnt the Indivldunl mu.1 
actually seize tbe document to como with· 
in the terms of'the bill. 

"Mr. Ferlluson. The person would 
havo to know tho Information CGntaln.d 
in the document ill classified. 



138 

periol's classification binding on the em
ployee, once he know8 of it.J5 Cf. Gorin 
v. United States, 312 U.S. 19, 27-28, 61 
S.Ct.429, 85 L.Ed. 488 (1941). The ex
cerpts from the Senate Hearings set out 
above in footnote 7, supra, confirm this. 

Gorin v. United States, supra, involved 
a prosecution under Sections 1 (b) and 2 
of the Espionage Act of 1917, for ob
taining any information connected with 
or relating to the national defense and 
delivering it to an agent of a foreign 
country with an intent, or reason to be
Iiel'e, that it is to be used to the injury 
of the United States or the advantage 
of a foreign nation. The Supreme Court 
held that the statute embraced every
thing connected with or related to na
tional defense in its well understood 
connotation (312 U.S. at 28, 61 S.Ct. at 
434), and that, once properly instructed 
AI to the meaning of national defense as 
used in the statute, it was for the jury 
to determine whether the documents in
"olved were in fact connected with the 
national defense. tO Here, similarly, the 
function of the court was to instruct as 
to the meaning of "classified" informa
tion, the disclosure of which would be 
"iolative of Section 783 (b), and the func
tion of the jury was to decide whether 
the information revealed was classified 
Informatioll in that sense. 

The Gorin case does not support the 
propositioll that in a prosecution under 
Section 783(b) the jury must be per
mitted to determine not ollly the question 
whether the document was classified but 

"Mr. Kelauver. Or have reason to 
belie •• thnt it Is confidential. 

".l1r. Ferguson. Or to bo told that It 
Ia." 06 Cong.Rec. 14242. . 

15. Th.r. can of course be no contention • 
and thero is none, thnt nppellant W08 not ... 
twnre that tho Despntches involved here 
.... r. classified as affecting the BOCUrit:r 
of tbe United States. Ench pago of ench 
D"pntch was marked at top and bottom 
... ith itB classification. And appellant aB a 
foreign Bervico ollicer was charged with 
kDowle~go of the regulations applicable 
to Bueh ollicors, relating to classified mll
t.ria!. 

also whether it affected the security of 
the United States. The Espionage Act 
of 1917, involved in Gorin, covered the 
entire population: it forbade any per
son to obtain and deliver documellts con
nected with the national defense irre
spective of whether they had b~en so 
classified or marked, and the factual de
termination whether they were so con
nected had to be resolved in _each case. 
However, as we have Iloted, Section 783 
(b) was aimed at a small group-em
ployees of the Federal Government. Un
der the Foreigll Service RegulatiollS, see 
footnote 10, supra, only the originator of 
a document is authorized to' assign the 
origillal classification, and only certain 
other officers are authorized to certify 
!he classification and to review or change 
It. As already shown, this procedure is 
in accord with the Executive Order and 
has the approval of the President. Once 
the classification has been given and cer
tified, every employee must respect it 
until an official authorized to change the 
classification has done so. In the mean
time, if a Foreign Service employee sees 
a document marked "Secret" or "Con
fidential" and has legitimate reasons 
for thinking that the security interests 
of the GOl'ernmellt would be better 
served by treating the document as un
classified, he may apply to his superiors 
give those reasons, and have the PGint 
decided. But certainly an employee of . 
the State Department could not bring an 
action in the courts to remove the label 
"Secret" attached by his superiors to a 

16. The Supremo Court Baid: 
"The function of tho court is to instruct 

as to the killd of information which I. 
, olntive of the stntute, and of tbe jury 
to decide whethcr tho information secured 
Is of the dcfined kind. It is not the func
tion of tho court, whcro reasonable men 
may differ, to dctormino whether the acts 
do or do not come within the ambit of 
tho statute. Tlic question of tho con
nection of tho information with national 
defense is a question of fact to bo de
lormined by tho jury ns negligence upon 
uudi.puted facts is dctcrmined." 312 
U.S. at 32, 61 S.Ct. at 430. 

J/ 
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particular document, simply because be 
was being blackmailed and wished to be 
able to offer the document to his black
mailers without criminal consequences. 
Merely to describe such a litigation is 
enough to show its absurdity. Yet ap
pellant is urging that after such an em
ployee has obtained and delivered a clas
sified document to an agent of a foreign 
power, knowing the document to be clas
sified, he can present proof that his su
perior officer had DG jUstification for 
claSSifying the document, and can obtain 
an instruction from the court to the jury 
that one of their duties is to d~termine 
whdher the document, admittedly classi
fied, was of such a nature that the su
perior was justified in classifying it. 
The trial of the employee would be con
verted into a trial of the superior. The 
Government might well be compelled ei
ther to withdraw the prosecution or to 
reveal policies and information going far. 
beyond the scope of the classified docu
ments transferred by the employee. The 
embarrassments and hazards of such a 
proceeding could soon render Section 783 
(b) an entirely useless statute. 

[7] We conclude that it is the intent 
of the statute to make the superior's 
classification binding on the employee. 
In this case, if the Government's evi
dence be believed, appellant knew per
fectly well what he was about: the 
Polish agents were demanding classified 
(I. e., valuable and secret) information, 
and he tried to satisfy their demands. 
He cannot now claim that the Govern
ment is rc~uired to prove that the docu-

17. His counsel seems to have agreed to 
this at tho trial, as in<licated by the fol
lowing colloquy in the trial court: 

"THE CouaT: The question thnt we 
have to determine is did tl,is defendant 
tako A document that was on tbo faco ot 
it listed us Top Secret, Secret or Oon
fldential, the <Iocument Itself. Then ws 
nre going to start In to evaluate what tho 
,stat. Department should have consl<l~r

ec!-
''MIt. KLEIN [counsel for defendant, 

nOw appellant] (interposing) l-whicb ws 
are not going to do. What I am going 
to reinto to another exhibit which sbows 
when a document shoulil huve been clas· 

ments he gave were in fact properlr die
aified.17 The factual determination re
quired for purposes of Section 783{b) 
is whether the information has been 
classified and whether the employee knew 
or had reason to know that it was classi
fied. Neither the employee nor the julY 
is permitted to ignore the c1assifi.cation 
given under Presidential authority. 

III 
We turn to appellant's contention that 

it was error to admit in evidence the four 
inculpatory statements given by him un
der circumstances now to be related. 

As already indicated, appellant Wa! 

ordered by the State Department to re
port to the United States Embassy in 
Bonn. Germany, on June 5, 1961, for a 
conference. Upon his arrival in 13onn, 
appellant, having given his consent, waa 
driven in a car to Frankfurt and Wa.!! 
taken at about 1 p. m. to a room in the 
annex to the American Consulate. The 
security officer in charge at the United 
States EmbafJsy in Germany, Kenneth W. 
Knauf, was Ilwaiting his arrival. Appel
lant was there interrogated by Knauf, 
and during the interrogation appellant 
told of giving classified information to 
two Polish nationals believed by him to 
be U.B. agents. A statement, including 
the confession, was dictated by appellant 
(eltCept for the opening and concluding 
paragraphs) to a stenographer from 
about 7 :30 p. m. until 8 :15 p. m. It was 
typed by her, and was returned to aJl' 
pellnnt. He read it, -made a few minor 
corrections, and signed it at about 10 :30 
p. m. The confession, as signed, con· 

silied as Secret and show there wllS over' 
classification. I think I have a right to 
do that. 

"Of course he has the authority to 
classify anything bo wanta Secret or 
Top Secret. 

"TnE OOunT: But IllY only point 10. 
that once be lioes clessif)' it, it is not 
for an employe" to detonnin. that it i. 
mi.·cla.alfied. . 

"Mn. KLEIN: YOB. 
"Tim CouaT: Do you get my pointl 
"?In. KLEIN: Yes, of cou,..e. 
"TUE COunT: Now don't you agreel 
"Ma. KLEl:'f: Yes, I agree." 
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elUded with a declaration, admittedly 
dictated by Knauf, that: "The fore
going statement is made of my own free 
will. * * * I certify that no coer
cion, force, pressures, duress, press 
[promises 1] or threats were made 
against me. During the conversation on 
this date, Mr. Knauf has explained to 
me my rights under the Constitution. 
• • * II After reading the quoted 
conclusion of the statement, and before 
signing it, appellant remarked "No 
pressures 1" and Knauf replied "Only 
moral pressures." A tape recording of 
the interview was made while it pro
gressed, apparently without appellant's 
knowledge. The tape was introduced in 
evidence as part of the defense, and has 
bt'en made availahle to us. 

Toward the end of the interrogation, 
Knauf had telephoned his superiors in 
Washington and was asked by them to 
bring appellant there. Appellant was in
formed of this and agreed to accompany 
Knauf to Washington. Arrangements 
were made for Knauf and appellant to 
fly from Dusseldorf to New York at 8 :00 
the next morning. Appellant and Knauf 
were driven to Knauf's home in Bonn, 
where they slept for about two hours. 
They then went to the airport, boarded a 
plane and arrived in New York at about 
1:45 p. m. on June 6th. They were met 
by another Department of State Security 
Officer, who expedited their clearance 
through customs and immigration. Dur
ing this period Knauf took appellant's 
passport. Appellant and Knauf then 
flew to Washington, going directly from 
the Washington Airport to the State De
partment. A suite consisting of two 
bt'drooms, and a bathroom between, all 
of which opened onto a private corridor, 
had been arranged for them by the State 
Department at a nearby motel.' A State 
Department officer accompanied appellant 
to the motel, despite appellant's protests 
that he could find his way by himself. 
Appellant chose to occupy the inner bed
room, which had a' television set and an. 
attached sun porch, and Knauf occupied 
the bedroom nearest the door leading 
into the suite. Neither of the rooms had 
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a telephone. Both bedrooms had air
conditioning units and both, like the 
bathroom, had windows opening onto a 
fire escape with a drop ladder. 

On June 7 appellant and Knau! went 
to the office of the Assistant Chief of the 
Bureau of Security of the State Depart
ment, where appellant retold I?Js story. 
After concluding this account, appellant 
was escorted to the cafeteria for lunch. 
After lunch he was asked if he objected 
to being interviewed by the F.B.I. He 
said he had no objections. He was in
terrogated for the rest of the day in an 
office in the State Department building 
by two agents of the F.B.I. A written 
statement was obtained from appellant. 
On each of the next two days (June 8 
and 9), appellant was further interro
gated by the F.B.I. agents, and on each 
day he signed another written statement. 
It is undisputed that on each day before 
he was questioned the agents told him 
that he was free to leave and warned 
him of his constitutional right to remain 
silent, and of his right to obtain legal 
counsel. Before appellant signed the 
ststements the agents each time told 
him that he did not have to give a writ
ten statement, that if he did it might be 
used against him, and that he had a 
right to consult an attorney before giv
ing such a statement. 

About 4 p. m. on Saturday, June 10, 
upon his return to the motel from a long 
walk with a security officer, appellant 
was handed a suspension notice by a per
sonnel officer of the State Department. 
From the morning of June 5th when 
appellant reported to the U. S. Embassy 
in Bonn until the time he received this 
notice on June 10 appellant was, with 
the exception of the times he was alone 
in his bedroom at Knauf's home in Bonn 
and in his bedroom at the motel, con
stantly in tli1) company of security of
ficers of the State Department or agents 
of the F.B.I. During this time appel
lant did not ask to communicate with a 
lawyer, he did not refuse to accept an 
escort, although h'e protested mildly on 
several oCClrSions, and he did not refuse 
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to submit to interrogation, although 
warned of his rights. . 

Alter his suspension, appellant was 
not accompanied and moved about aa he 
wished, alone. On Monday. June 12. 
he moved to II single room in the motel. 
where he stayed until the morning of 
June 13. On that morning. aa he left 
the motel to walk to the State Depart
ment. where be had been asked to report, 
he was arrested by the F.B.I. on a war
rant, and was taken promptly before the 
United States Commissioner. 

[8] Appellant made a timely motiqn 
. to suppress his admissions. He argued 
that the confession of June 6th to Knauf 
was coerced and should have been ex
cluded. and that the subsequent state
ments made to the F.B.I. were II product. 
of the original involuntary confession. 
and should likewise be ruled inadmis
sible. Alternatively, he based his mo
tion to suppress on the ground that he 
was under arrest from the time of his 
arrival at Frankfurt-or some time sub
sequent thereto but prior to the time at 
which statements were given to the F.B. 
l.-and that, consequently. his state
ments (or at least the three made in the 
United States) were inadmissible under 
the rule of 'Mallory v. United States, 364 
U.S. 449. 77 s.m. 1366. 1 L.Ed.2d 1479 
(1967). Evidence was heard on this 
motion. including testimony by appellant 
given outside the hearing of the jury 
and restricted to the issues raised by the 
motion. His testimony has been incor
porated in the summary of facts given 
above. The trial judge, stating that he 
bad given careful consideration to all 
the evidence, denied the motion. No 
findings of fact or rulings of law were 
stated in connection with the ruling, 
nor was any request for specific findings 
or rulings made by counsel. According
ly. we must uphold the ruling of the trial 
court if there is any rllasonable view of 
the evidence that will support it. 

18. Bis :estimoDY continued DS follows: 
"If you are placed in the po.ition where 

;you know that you can keep your coun
.el to yourself and nat open your mouth. 
but nt the some time there Dre certain 

25-995 0 - 78 - 10 

[9] We cannot say that the decision 
of the trial Judge-to permit the con
fessions to go to the jury with an In
struction on the issue of coercion-waa 
not proper. There was no evidence of 
physical violence. Indeed. appellant 
claims only that there was psychological 
pressure on him in thll Knauf interview. 
Appellant was shown to be a man of in
telligence and experience. including ex
perience in interrogation While serving 
in U. S. Military Intelligence and in the 
Office of Mili tary Government in Ger
many. He testified that Knauf intro
duced himself as a security officer. that 
he raised no objection to the interroga
tion, that Knauf as Chief Security Of
ficer in Bonn was within his rights in 
questioning him about the mistakes he 
had made in his job. and that during the 
questioning he knew he had the right 
to remain silent. but "the way in which 
Mr. Knauf was presenting his points, 
one by one, naturally put tremendous 
pressure on me to keep answering his 
questions." 18 Hil also testified that "I 
did not tell Mr. Knauf thnt I would not 
sign the statement. and Mr. Knauf did 
not force me to sign the statement. By 
this time we had reached a point where 
Mr. Knauf was very well aware that I 
nO' more wished to sign that statement 
than he wished me to walk away with
out signing it, but I was in no position 
to bargain with Mr. Knauf. Mr. Knauf 
held all the whips and the whip hand." 

The trial judge heard testimony froUl 
both Knauf and the appellant giving , 
their recollections of the interview. 

• Knauf;s testimony alone was heard by 
the jury. The trial judge first, and later 
the jury. beard the tape recording of 
the intenogation. It has been submitted 
to us as an exhibit-introduced by de· 
fendant-appellant. 'rhe recording is ot 
unsatisfactory quality and appears to be 
not entirely' complete. but we have found 
little in it to support the claim of coer. 

things being held out either In t.:ont of 
you or over YO\l' head where you think 
that If you condnue to cooperate, then 
I think very likely you will probably keep 
answering the questions." 
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cion. The impression given is that the 
interview was conducted on a fairly 
friendly basis throughout. From all the 
materials available to us, we are unable 
to conclude that the trial judge and the 
jury erred when they found that the ad
missions made were voluntarily given. 

[10] Appellant argues that Knauf's 
statement, that "only moral pressures" 
were used during the interrogstion, 
amounts to concession of improper coer
cive tactics rendering the confession in

Cir., 1961), cert. denied, 869 U.S. 823, 
82 S.Ct. 837, 7 L.Ed.2d 788 (1962): 
United States v. Pravato, 282 F.2d 587 
(2d Cir., 1960); Trilling v. United 
States, 104 U.S.App.D.C. 159, 172, 260 
F.2d 677, 690 (1958) (separate opinion, 
dictum): Metoyer v. United States, 102 
U.S.App.D.C. 62, 66, 250 F.2d 30, 34 
(1957) (dissent, dictum); cf. Dunn v. 
United States, 273 F.2d 470 (5th Cir., 
1960): Holzhey v. United States, 223 
F.2d 823 (5th Cir., 1955). 

admissible. It is clear, however, that In analyzing this contention, it is use
this phrase was used in reference to the ful to distinguish between the statement 
appeals to integrity, conscience, patria- of June 5th given to Knauf and the sub
tism, and the like, that he employed in sequent statementa made to the F.B.I. 
the course of the interrogation. Such [12] The attack on the statement of 
appeals, in and of themselves, do not June 5th represents the first time, to 
amount to improper coercion. our knowledge, that the McNabb I9·Mal_ 

[11] We also are unable to agree lory line of decisions has been invoked 
with appellant's second line of reasoning to obtain suppression of a confession 
{or exclusion of these statements-that made in a foreign country. We do not 
the conduct of the State Department of- now have to decide under what circum· 
ficials and F.B.I. agents amounted to a stances a confession made abroad would 
violation of the Mallory rule. The issue fall within the prohibition enunciated by 
here, as in any other invocation of the these cases because, in the present case, 
Mallory rule, is whether the inculpatory there was ample evidence to support the 
statements were obtained during a pe- conclusion that appellant had not been 
riod of unlawful detention in violation involuntarily detained. 
of Rule 5 (a) of the Federal Rules of Knauf testified that as a security of
Criminal Procedure, which provides that ficer he had no power to arrest. The 
"any person making an arrest without testimony of both appellant and Knauf 
a warrant shall take the arrested person in the lower court supports the inference 
without unnecessary delay before the that appellant was aware that Knauf 
nearest available commissioner * *." could not arrest him.2o The tape shows 
A period of unlawful detention cannot that after some general conversation 
exist, of course, unless there has been about matters not here involved, Knauf 
an arrest or action amounting to arrest. said that it was time to interject a state· 
In the unusual circumstances of this ment so that appellant would understand' 
case, we must decide whether appellant the situation. He said that they would 
was, at the time he made the inculpatory probably have a long conversation that 
statements, being involuntarily detained, afternoon, that appellant would be with
{or, if his presence and participation in his "rights" in not answering some 
were voluntary, it is well established that .. of the questions that would be asked, 
the Mallory rule is inapplicable., See that appellant might want not to answer 
Vita v. United States, 294 F.2d 524 (2d some questions b~;ause they might tend 

19. McNabb v. United States, 818 U.S. 332, 
63 S.Ot. 608, 87 L.Ed. 810 (1043): 
Compnra Dram v. United StnteH, 108 
U.S. 532, 501-565, 18 S.Ct. 183, 42 L.Ed. 
W8 (lBll71. ' 

20. Appellant ,tcsWietl that he was told, 
probahly after he had signed the stnte· 
ment, thnt Knauf could not nrrest him, 

• but that Knauf eould ask the Germans to 
arrest Mm. Appollunt admittedly hud as· 

# •• sisteu in procuring n Gcrmnn visa. for 
Mis. Discher hy'iIIegul means. 

.. 
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to incriminate him or for other reason.s, 
that Knauf prefelTed to have appellant 
decline to answer rather ~!":m to lie to 
him, that he could not "push" appellant 
to answer, but that "integrity was an 
integral part" of this and that "as a mat
ter of integrity" appellant was obliged 
to answer, and finally that, if he believed 
that appellant WIUI lying, he would get 
80meone in to put appellant under oath 
and would have him sign a statement. 
Appellant said that he understood. He 
did not undertake to leave at that time 
or later. As noted above, he, testified 
that Knauf as a security officer was with
in his rights in questioning him, that he 
knew he had the right to remain silent, 
and that he raised no objection to the 
interrogatioll. Appellant may have been 
influenced to stay and participate in the 
inquiry by anyone or a combination of 
a number of factors-conscience, in
tegrity, a belief that if he left the room 
or building he might be summarily dis
charged from his position with the For
eign Service, or possibly that he might 
be IU'rested by the Germans (see foot
note 20, supra). But as he in effect ac
knowledged, it is surely the prerogative 
of a Government agency investigating 
matters vitally related to the national 
security to request its employees to co
operate when confronted with reasonable 
inquiry into their activities. In any 
event, we find nothing which would 
amount to an arrest at that time, or to 
duress vitiating appellant's confession to 
Knauf. 

We turn nOw tc> the confessions' made, 
to the F.B.I. on June 7th, 8th, and 9th. 
On the evidence presented, the trial 
judge concluded that appellant's par
ticipation was voluntary, and that there 
was no unlawful detention. In reaching 
this conclusion the judge must neces
sarily have decided that the mere fact 
that appellant was continually accom
panied by one or more State Department 
officials, from the morning of June 5 
until after the last statement was given 
tc> the F.B.I. agents on June 9, did not, 
without more, amount tc> an alTest, and 
that there were no other circumstances 

\ 

from which appellant could reasonably 
have concluded that he had been deprived 
of his freedom of movement. We think 
the trial judge could properly reach the 
conclusion he did reach. Appellant tes. 
tified that he was asked whether he (lh
jected to talking to the F.B.I., and had 
replied that he did not. Although he 
was informed by the F.B.I. agents that 
he could consult an attorney, he did not 
do so, nor did he attempt to reach friends 
to inform them of his predicament. He 
made no complaint about the accommo
dations provided for him and made no 
sustained effort to depart from the com
pany of the State Department officials, 
nor any serious protest about the trent
ment he was recEliving. From about 4 
p. m. on June 10 until his arrest on June 
13 he was not accompanied by State De
partment officials and made use of his 
freedom to come and go as he wished. 
Although this was after his statements 
had been given, it is not without signifi
cance. The statementa that he signed, 
taken together with the testimony of the 
F.B.I. agents who dealt with him, sup
port the belief that his major desire was 
tc> be as cooperative as possible with re
gard to the inquiry that was being con
ducted. The clear inference is that he 
thought he might avoid or mitigate pun
ishment, and help his dependents, by aa· 
sisting in the inquiry. There may be 
cases in which, although no formal ar
rest has occurred and the suspect, after 
b'eing advised of his rights, has ex
pressed no objection to being interviewed 
by them, the conduct of law enforcement 
officials who interrogate the suspect 
clearly creates an unlawful detention. 
But this is not such a case. Here the 
evidence fully supports the conclusion 
that appellant was willing, one might in
deed sny eager, to reveal as mUch infor
mation as he could. That appellant's 
conduct may have been motivated by 
hope that he could, by virtue of his co
operation, benefit himself and others, 
does not affect the admissibility of his 
statementa unless the hope was implant
ed by promises made to him, a state of 
affairs not Buggested in the evidence. 
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We conclude, therefore, that the trial 
judge properly admitted all four state
ments made by appellant. 

IV. 
We now come to the question whether 

the proof was ,sufficient to support ap
pellant's conviction. As we have seen, 
he was charged with, and was found guil
ty of, passing, sometime during the first 
five months of 1961, to persons known to 
be agents of the Polish Government, in
formation contained in three Despatches, 
Nos, 844, 518 and 444, known by him to 
be classified as affecting the security of 
the United States, in violation of 50 U. 
S.C. § 783(b). Combining the language 
of the first three counts of the indict
ment and the language of 50 U.S.C. § 
78S(b), Bet out supra in Part I, which 
lays down the requirements for finding 
a person guilty of violation of its terms, 
there are five essential elements which 
must have been proved by competent evi
dence to sustain the conviction: 

(1) The defendant must have been 
an officer or employee of the United 
States or of some department or agency 
thereof. 

(2) The defendant must have com
municated in some manner information 
from Despatches Nos. 844, 518 and 444. 

(3) The information communicated 
from these Despatches must have been 
of a kind classified "by the President, or 
by U1e head of a department with the ap
proval of the President," within the 
meaning of Section 788(b), as affecting 
the security of the United States. 

(4) The person to whom the informa
tion was communicated must have been a 
person that the defendant knew or had 
reason to believe was an agent or repre
sentative of a foreign government:' 

21. It must nlso apP.Il,r, If the point I. 
rnlsed 8S a defense, that the defendant 
wns not specifically authorized to disci os. 
the Informntion. , The appellant ,lid not 
and docs not contend that he was au- , 
thorized to disclos.. He admits on briet 
that he knew that disclo~ure bad not been 
authorized. The Government established 
In Ita case In chlet that the Ambassador 

'. 

(5) The defendant must have had rea
son to know that the information com
municated had been classified as affect
ing the security of the United States.n 

[13] We have seen that the appel
lant was interrogated by security officers 
of the State Department and by agents 
of the F.B.I. after he was under sus
picion, and that he made oral admissions 
and confessions to them and gave them 
written statements, all of which were 
received in evidence. It has long been 
the rule that admissions of an accused 
made outside the courtroom while under 
suspicion are not sufficient alone to prove 
guilt: there must be corroborating evi
dence to support them. The decisions in 
Opper v. United States, 348 U.S. 84, 75 
S.Ct. 158, 99 L.Ed. 101 (1954), and 
Smith v. United States, 348 U.S. 147, 75 
S.Ct. 194, 99 L.Ed. 192 (1954), deal 
with the extent of the corroboration 
necessary for this purpose. They pro
vide the guiding rule for us, namely, that 
extra-judicial confessions or statements 
made by the accused after the act and 
when he is under suspicion are not ad
missible unless they are supported by 
corroborative evidence; that this evi
dence "need not be sufficient, independ
ent of the statements, to establish the 
corpus delicti" (Opper, 348 U.S. p. 93, 
75 S.Ct. p. 164); that the independent 
evidence must be "substantial" and must 
"tend to establish the trustworthiness of 
the statements" made by the accused and 
must support "the essential facts ad
mitted sufficiently to justify a jury in-

. ference of their truth"; and that such 
evidence thereby serves the "dual func
tion" of bolstering the admissions, i. e., 
making them reliable, and of thus prov
ing "the offense 'through' the statements 
of the accused" (Opper, 348 U,S. p. 93, 
75 S.Ct. p. 164; Smith, 848 U.S. p. 156, 

did not authorize disclosure of the three 
clRssified Despatches in issue. It is thus 
unneces~nry for us to decide whether, it 
the Ambassador bad undertuken to gil·o 
such nuthority, the authority from IIim 
would baye been sumcient undor tho stat
ute to exonerate 1\ person making dis
closure in relinnce upon it. 
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75 S.Ot. p. 199).%1 In other words, if the 
independent evidence is sufficient to es
tablish the truth, trustworthiness and re
liability of the accused's statements to 
the investigating authorities, and the 
statements themselves supply whatever 
elementa of the offense are not proved 
by the independent evidence, the proof 
is sufficient to send the case to the jury. 
That this is the correct construction 
seems clear not only from the language 
used but also from the fact that in 
Opper one essential element of the of
fense, the payment of money to the Gov
ernment employee, was proved 'directly 
only by the defendant's extra-judicial 
statement.23 

We proceed to examine whether there 
was in this case evidence, independent 
of the admissions aIld confessions made 
by the defendant to investigating officers 
after the acts were committed, which,' if 
credited, would prove each of the five 
elements of ,the crime in the way outlined 
above as to each count of the indictment. 

As we have noted, Ambassador Beam's 
testimony was that Scarbeck was em
ployed as Second Secretary and Gen
eral Services Officer at the Embassy of 
the United States at Warsaw, Poland, 
from December 1958 until June 1961, 
thereby proving Element (1) of the of
fense as set out above, which in fact is 
not in dispute. The Ambassador testi
fied further that the three Despatches 
in question had been given security clas
sifications, and were so certified by him. 
meaning that the information in them 

22. The Court a/lld in Smith: 
"All elementa of tho olfenae must be es

tablished by independent evidence or cor
rohordted ndmissions, but one availahle 
mode of corrohorntlon Is for the in
dependent evillence to bolster the confes
.ion Itself nnd thereby prove the olfen •• 
'through' the stutemcntR of the accused. 
Cf. Parker v. Stnte, 228 Ind. 1. 88 N.E. 
2d 556 [S9 N.E.!!d 4421." 318 U.S. lit 
15G, 75 S.Ct. at 100. 

23. The opinion Indicates (aeo 348 U.S. nt 
94 nnd fn. 12. 75 S.Ct. at 105 (n. 12) thnt 
tho independent corroboration consiHted of 
a, long diatunco caU mado the day before 
tho cDBh payment wno made, tbe dromng 
of a. check by tho petitioner on thnt .dnJ, 

is to be. protected in the interest of na
tional defense, and that the classilic:atiCIIII 
given was stamped at the top and b0t
tom of each page of each Despatch." 
If this testimony is credited, Element 
(5) of the offense as so numbered ahoVIl 
haa been met. Since the clsssification 
"Secret" or "Confidential" was stamped. 
at the top and bottom of each page of 
the thl'ee Despatches in question, Scar
beck must have known that the informa
tion had been classified as affecting the 
security of the United States. (See foot
note 15, supra.) The Ambassador's tes
timony that his authority to claSSify and 
certify the three Despatches came from 
Executive Order 10501, as amended by 
Executive Order 10901, snd the Foreign 
Service Regulations, disposes of Element 
(3). The Executive Order mentioned, 
as we have seen, gives the approval of 
the President to classification·, fol' se
curity and defense purposes, of specified 
kinds of material by such responsible of
ficers or employees as the Secretary of 
State may have designated. Under the 
Foreign Service Manual, Section 121.2. 
and Sections 912.1, 913.1 and 913.2 set 
out in footnote 10 above, there is no 
question that the Ambassador as princi
pal officer of the Embassy had received 
authority from the Secretary to classify, 
and certify the classifications of, the 
three Despatches involved here. As we 
have noted, we cannot construe the stat
ute as authorizing one accused of passing 
classified information to claim that he 
was entitled to substitute his own judg-

~ and the purchnse at nir trausportntlon tor 
a trip by tbe Government .mll)oyee aD the 
day of payment. As tho Supreme Court 
stated, this evidence tenda "to provo tho 
trutJlfulness ot: petitioner's atntements." 
but it obviously does not prove direetll 
that on the dny In question or ouy other 
dny tho petitioner poid in caah $1,000 to 
tbe' Government emllloyee. (The $1.000,' 
chook waa not cnshed until severnl dayo 
nCtor tho day aD which the petitioner ad· 
mltted making payment in cash and at 
t!onr time it was cnahed by tbo petitioner, 
not the employee.) 

24. Thea. markinga appear on the POI
pntches. which were Introduced In ,ri

, deuce. 
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ment as to the propriety of the classifica
tion for that of the Ambassador, or for 
& court to do so, 

[14] As to Element (4), there was 
independent evidence-Miss Discher's 
testimony-that Scarbeck knew or had 
reason to believe that the Polish men, 
with whom he met frequently after the 
-compromising incident in her apartment, 
were agents of the Polish Government. 
Her testimony win be summarized later. 
It is sufficient to say now that it, if be
lieved, abundantly establishes this point. 

Element (2), whether Scarbeck com
municated any of the information con
tained in Despatches 344, 518 and 444 to 
these men, is directly evidenced only by 
Scarbeck's extra-judicial statements to 
investigators made after the three acts 
of communication had occurred and af
ter he was under suspicion. The ques
tion thus arises whether or not the 
'Government introduced independent evi
-dence of a quantum and quality sufficient 
to corroborate his admissions within the 
meaning of Opper v. United States, 348 
U,S. 84, 75 S.ot. 158, 99 L.Ed, 101 
(1954), and Smith v. United States, 348 
U.S. 147, 75 S.Ct. 194, 99 L.Ed. 192 
(1954), i, e., whether a jury would be 
warranted in inferring fl'om the inde
pendent evidence that the defendant's 
statements are reliable and true. 

Miss Discher's testimony confirmed 
and agreed with Scarbeck's statements 
with respect. to how they met, his rela
tions with her, and the events on the 
night of December 22--23, 1960, when 
men broke into her apartment, finding 
them in a compromising situation and 
photographing them, She testified fur
ther that Scarbeck told her, following 
this incident, that he was being black
mailed by two men from the·U.B., and 
that "they wanted him to get for them 
the cipher, and then some kind of a plan 
of work he was receiving from Washing-

~. The DppellDnt's stntcmcntft to her, al
though cxtrn·jU!licinl, wore contempo- • 
rnncous with tho events to which they 
fclotcel nnel were not mode ot a time when 

ton". Tbis agrees with Scarbeck'lI extra
judicial statements. In reply to the 
question "Did Mr. Scarbeck ever tell you, 
Miss Discher. whether or not he ever 
give anything to these U-B men 1" she 
said: "As far as I know and what I 
know from Mr. Scarbeck. if they re
ceived anything they were trifles". She 
also testified that he told her the U.B. 
agents had offered him money, and she 
told him not to accept any money from 
them; that after December 22, 1960, 
Scarbeck "took care" of getting a resi
dence permit for her. which she had 
never had before; that Scar beck "took 
care" of getting a passport for her to 
leave Poland, and that she was told by 
Scarbeck that the man who handed the 
passport to her must have been George, 
one of the two U.B. agents with whom 
Scarbeck had been meeting once or twice 
a week, or rather frequently. While her 
testimony does not directly show that 
Scarbeck passed to the U.B. information 
from the three classified Despatches 
named in the indictmet't,26 a jury could 
well conclude from it that after Decem
ber 23, 1960, he met frequently with 
these men, that the men off~red him 
money, that he was being blackmailed 
by them, that he passed some kind of in
formation to them, and that it may very 
well have been classified material, since 
he was able to procure through them 
Polish documentation of a sort very dif
ficult to obtain. And in any event the 
jury could conclude that her testimony, 
which agreed on so many points with 
his statements, confirmed the. reliability. 
and truth of his statements. All the 
mora so, since she appeared to be a re
luctant and perhaps even a hostile wit
ness for the Government. 

There were other witnesses to cor
roborate other portions of his state
ments. Three Embassy employees tes
tified that, co~mencing in January 1961. 
they saw Scarbeclc reading the Reading 

h. wos under suspicion, nnd thus were 
not tho typs of aelmi.sion Involved in 
Opper. 

• 

• 
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File III in the Embassy'a File Room on 
various occasions, and thai they bad not 
seen him doing this before January 1961. 
Miss Jokel, in charge of the File Room, 
stated that Scarbeck did this two or 
three times a week for about three 
months starting in January of 1961, and 
that on three occasions during this pe
riod he asked for Despatch 344. Major 
Tarbell of the Embassy staff testified 
that in late March of 1961 he discussed 
a Despatch re,ating to the Polish Armed 
Forces with Scarbeck in the Embassy 
File Room, where Scarbeck was reading 
a confidential Despatch, and that Scar
beck was familiar with the Armed 
Forces Despatch. (Despatch' 51B, c1as
aified "Secret," deals with the Polish 
Armed Forces.) 

This evidence, if credited, corroborates 
and tends to show the truth of Scar
beck's admissions that, in order to ob
tain information to pass to the two 
Polish U.B. agents, he resorted to read
ing regularly the Reading File main
tained for the information of Embassy 
officers. It also confirms that he made 
a rather determined effort to obtain and 
did obtain Despatch 344, and that he 
was familiar with the contents of 
Despatch 518. 

Three other witnesses connected with 
the Embassy established with Embassy 
records (introduced in evidence) that at 
5:30 p. m. on February 6,1961, Scarbeck 
left a classified envelope with Marine 
Guard Post No. 1 at the Embassy and 
checked out of the Embassy at 5 :40 p. 

26. The Rending File was maintained for 
tbe information of officers of the Embn68Y. 
It contained a chronological compilation 
of outgoing nirgrams and Foreign S.rviee 
Despatcheu in ono book and in another 
book C0111.s of l>lcoming and outgoing 
telegrams. Some of tho materinl was un
clns.itlcd, wh.tcna other documents in tho 
iilo were classified and were atamped 
with the c1ns.ifieation given. 

27. Appellnnt argues tbnt bis acquittal by 
the jury of the charge, undor Dount 4 
of tho indictment, of removing DC8pnteh 
844 on file at tho United State. Em
bns8Y In Waruaw in violntlon of 18 
U.S.O. § 2071, nec •• 8nrily means thnt 
tho jury belie"cd thnt be did not Beerot· 

m.; that after checking in at the EI1\
bassy at 9:15 p. m. he withdrew the en
velope from the Guard Post at 9:20 p. 
m.; and that at 11 :25 p. m. he again left 
a classified envelope with Marine Guard 
Post No. I, and checked out of the Em
bassy at 11 :35 p. m. Miss CwYnar, & 

stenographer at the Embassy, testified 
that, after ascertaining from Scarbeck 
that Despatch 344 had been left by him 
with the Marine Guard Post, she with
drew at 9 :15 a. m. a day or two later 
the classified envelope left on February 
6 at 11 :25 p. m. by Scarbeck and that 
she found Despatch 844 in it. This avi-

. dence confirms and tends to establish tho 
trustworthiness of Scarbeck's admis
sions relating to the manner in which 
he withdrew Despatch 344 from the Em
bassy in an effort to avoid suspicion. He 
lltated that for this purpose he put blank 
sheets of paper in the envelope marked 
"Classified" which he left with the Ma
rine Guard on the first occasion, that he 
carried Despatch 844 out and brought 
it back secretly, and that, after with
drawing the envelope and carrying it to 
his office, he then placed the Despatch in 
the "Classified" envelope which he again 
left with the Guard on the second occa
sion that same evening.27 

Friedrick Cordes, a Germnn policeman 
stationed in Frankfurt, Germany, gave 
detailed testimony relating to the assist
ance he provided in getting Ursul& 
Discher out of Poland, and relating to 
Scarbeck'B visit with her in Frankfurt, 
Which in general confirmed Scarheck', 

iy take Despatcb 344 out of tho Embn"" 
contl'llr, to hi. own statements. It mal 
very well be, bowever, thnt the jurI did 
not rellsrd an nbsenee' of the De8p.tch 
from the Embassy of approxlmntely tbro. 
and OM lin\( hours (~:40 to 9:1~ p.m.) 
as A "removal" wit11ln tile meaning ot the 
statutQ. Or thn jury mny bave bnd oth., 
reaSons for ronebhlg the verdict of .e
acquittal under Count 4. In nny eveDt, 
nn acqulttnl under Oount 4, evon If It 
mny b. rognrded ns ineon.lstent witb tho 
verdict of guilty unucr COllnt 1, Is not 
enough alone to justify us in OVOl·turn
ing tho verdict on Count 1. Dunn~. 
United State., 284 U.S. 300, fi2 S.Ct. 189, 
76 L.Ed. 356 (1932). 
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.. tements about this matter. Cordes 
~50 testified that Scarbec.lc complained 
/n Frankfurt that he and Miss Discher 
were being followed, and that he re
quested Cordes' aid in ascertaining the 
identity of the followers. This also is 
in general accord with Scarbeck's state
tDents. 

[15] In short, there was independent 
evidence which if credited confirms the 
truth of a substantial part of Scarbeck's 
statements-those statements relating to 
his relationship with Miss Discher, his 
relntior.;,::tip with, and blackmail by, two 
U.!l. agents, the statlmenta that they 
demanded security iniormation from 
him and offered him money and that he 
was able til and did procure a residence 
permit and a passport for Miss Discher 
through them. his statements as to the 
method by which he procured a German 
visa for her and the method by which 
be vr. l able to take Despatch 344 from 
!.he Emba.sy without incurring sus-
picion, and his statement that at a time 
after he became involved with the agents 
he firet engaged in reading the Reading 
File regularly to obtain information to 
give to them. (It was from this reading, 
he said, he obtained the information 
from 'Despatches 518 and 44.4 which he 
said he communicated.) This evidence 
appears to us more than ample to sup
port the reliability and truth of the con
fessions generally. 'It warrants an in
ference that, to gain the favors that he 

vant to any of the issues in the case.. 
The motion was properly denied. 

[16] For the reasons given, the 
judgment of conviction, and the order de
nying a new trial, will be affirmed. How
ever, in view of the extent of appellant's 
cooperation with the auiliorities during 
the investigation, we think the District 
Court should seriously consider exercis
ing its power, under Fed.R.Crim.P. 35, 
to reduce the sentences which have been 
imposed, as for example, by making them 
run concurrently. See Kaplan v. United 
States, 241 F.2d 521, 523 (5th Cir.), 
eert. denied. 354 U.S. 941, 77 S.Ct. 1406, 
1 L.Ed.2d 1539 (1957). 

Affirmed.. 

o i u~,=',""'"'~11 ""ns""rut"'
T 

Richard X. WILLIAMS, Appellan~ 
v. 

UNITED STATES of America, 
Appellee. 

Mlsc. 1819 lind No. 17186. \ -

United States Court of Appeals . 
District ot Columbia Circuit. 

Jan. 24, 1963. did obtain from the U.B. agents, he 
necessarily communicated something of .' 
value to the agents, and that it thus Petition for Rehearing En Banc DenJed 
proves through the defendant's state- En Bane June 28, 1963. 
ments that the information communi
cated was from the named Despatches 
within the scope of Opper and Smith. 

'~. 

Y. . 
Appellant's final argument is that the 

trial judge e:rron\~ously denied his mo
tion for a new trial on the grounds of 
!ltwly discovered evidence--evidence 
that allegedly sheels new light on the 
nature of the interl'ogation in Germany. 
However, the "evidence" proffered ap
pears neither newly d.iscovered nor rele-

117 F.2d-3611. 

On reconsideration sua sponte by the 
court en banc of the petition for a re
hearing en banc of the petition for 
leave to prosecute this appeal without 
prepayment of costs; Richmond B. 
Keech, Dist,rict Judge. 

The Court of Appeals allowed appel
lant to prosecute hiN .. appeal without pre
payment of cost~, from this time on. 

Application allowed. 
Miller, Danaher. BastinD and Bur

ger, Circoit Judges, dissented. 

" 
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PART B 

ALDER.MAN ET AL. v. UNITED STATES. 

ON MOTION TO MODIFY ORDER OF REMAND TO THE UNITED 
STATES DISTRICT COURT FOR THE DISTRICT OF COLORADO. 

No. 133, Oct. Term, 1967. Certiorari denied October 9, 1967.
Rehearing and certiorari granted 'and case decided January 29, 
1968.-Motion to modify argued May 2, 1968.-Reargued Oc~ 
tober 14, 1968.-0rder of January 29, 1968, withdraWn, rehearing 
and certiorari granted, and case decided March 10, 1969.* 

After petitioners in No. 133, O. T., 1967, were convicted of cori .. 
spiring to transmit murderous threats in interstate commerce. 
they discovered that one petitioner's place of business had been 
subject to electronic surveillance by the Government. This Court 
refused to accept the Government's ex parte determination that 
"no overheard conversation in which any of the petitioners par~ 
ticipated is arguably relevant to this prosecution," and vacated 
and remanded the case for further proceedings (390 U. S. 136). 
The Government moved to modify the order, urging that sur
veillance records should be subjected to in camera inspection by 
the trial ju<tg.e, who would then turn over to petitioners only those 
materials arguably relevant to their prosecution. In Nos. 11 and / 
197 petitioners, who were convicted of national security viola-
tions, raised similar questions relating to the use of eavesdropped / 
information. Held: . 

1. Suppression of the product of Ii Fgurth Amendmeni Violation // 
can be successfully urged only by those whose rights were violated . 
by the ~earch itself, and not those who are aggrieved solely by 
the introduction of damaging evidence. Thus, codefendSll ts and 
coconspirators have no special standing and cannot p[.;vent the 
admission against them of information which has b,.en obtained 
through electronic surveillance which is illegal 8.gainst another. 
Pp. 171-176. 

'" 2. A petitioner would be entitled to the suppression 6f evidenCIJ 
violative of the It'ourth Amendment where the Government unlp.w
fully overheard conversations of the petitioner himself, or wher.e the 

*TogetheI' with No. 11, Ivanov v. United States, ·and No. 197, 
Butenko v. United States, on certiorari to the United States Court 
of Appeais for the Third Circuit, argued. October 14, 1968. 

I 
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conversations occurred on his premises. whether or not he was 
present or participated therein. Silverman v. United States, 365 
U. S. 505. 511-512. Pp. 176-180. 

3. If the surveiIIance is found to have been unlawful; and if a 
petitioner is found to have standing, the Government must disclose 
to him the records of those overheard conversations which the 
Government was not entitled to use in building its case against 
him. Pp. 180-185. 

(a) The task of determining those items which might have 
made a eubstantial contribution to the preparation of the Gov
ernment's case is too complex and the margin for error too great 
to rely solely upon the in camera examination by the trial court. 
Pp. 181-182. 

(b) The trial court should, where appropriate, place de- '\ 
fendants and their counsel nnder enforceable orders against unwar
ranted disclosure of the materials they are entitled to inspect. 
P.185. 

(c) Defendants will not have an unlimited license to rummll{';e 
in the Government's files, as they may need or be entitled to 
nothing beyond the specified records of overheard conversations 
and the right to cross-examine the appropriate officials regarding 
the connection between those records and the prosecution's case. 
P.185. 

No. 133, O. T., 1967, order of January 29, 1968, withdrawn, order 
denying certiorari set aside, rehearing and certiorari granted, 
371 F. 2d 983, judgments vacated and remanded; Nos. 11 and 
197, 384 F. 2d 554, judgments vacated and remanded. 

Solicitor General Griswold reargued for the United 
States in No. 133, October Term, 1967, on the motion 
to modify the Court's Order of January 29, 1968, 390 
U. S. 136. With him on the brief were Assistant At
torney Ge'[teral Vinson, Louis F. Claiborne, 'John S. 
Martin, Jr., Beatrice Rosenberg, and Sidney M. Glazer._ 

Edward Bennett Williams reargued for petitioners in 
No. 133, October Term, 1967, in opposition to the motion. 
With him on the brief were Harold Ungar and W. H. 
Erickson. 

• 
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Mr. Willia:ma argued the cause and filed a brief fe 
petitiorier in No. 11. Charles Danzig, by appointmen" 
of the Court, 393 U. S. 814, argued the cause and filed 
a. brief for petitioner in No. 197. 

Solicitor General Griswold argued the cause for t~e 
United States in NQs. 11 and 19'1. With him on the 
brief were Assistant Attorney General Yeagley, M eS8rs. 
Claiborne an,d Martin, and Kevin T. Maroney. \ 

MR. JUSTICE WHITE delivered the opinion of the Court. 
After the convictions of petitioners had been affirmed, 

and while their cases were pending here, it was revealed 
that the United States had engaged in electronic sur
veillance which might have violated their Fourth Amend
ment rights and tainted their convictions. A remand to 
the District Court being necessary in each case for adju
dication in the first instance, the questions now before 
us relate to ~?e standards and procedures to be followed 
by the Distrl~t Court in determil.\ing whether any of the 
Government's evidence supporting these conviction~ was 
the product of illegal surveillance to which any Of the 
p,etitioners are entitled to object. . 

, \ 
, No. 133, O. T., 1967. Petitioners Alderman and AI-
, . • I 

derisio, along with Ruby Kolod, now deceased, were 
convicted of conspiring to transmit murderous threats 
in interstate commerce, 18 U. S. C. §§ 371, 875 (c). 
Their convictions were affirmed on appeal, 371 F. 2d 983 
(C. A. 10th Cir. 1967), and this Court denied certiorari, 
389 U. S. 834 (1967). In their petition for rehearing, 

\ 

,~'. petitioners alleged they had recently discovered that 
.)' Alderisio's place pf business in Chicago had been the 

subject of electrdnic surveillance by the Government •. 
Reading the response of the Government to admit that 
Alderisio's conversations had been overheard by unlawful 
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.electronic eavesdropping,t we granted the petition for 
rehearing over the objection of the United States that 
tlno overheard conversation in which any of the peti
tioners participated is arguably relevant to this prose
cution.1I In our per curiam opinion, 390 U. S. 136_ 
(1968), we refused to accept the ex parte determination 
of relevance by the Department of Justice in lieu of 
adversary proceedings in the District Court, vacated the 
judgment of the Court of Appeals, and remanded the case 
to the District Court for further proceedings. 

The United States subsequently filed a motion to 
modify that order. Altho!lgh accepting the Court's order 
insofar as it required judicial determination of whether 
any of the prosecution's evidence was the product of 
illegal surveillance, the United States urged that in order 
to prot.ect innocent third parties participating or referred 
to in. irrelevant conversations overheard by the Govern
ment, surveillance records should first be subjected to 
in camera inspection by the trial judge, who would then 
turn over to the petitioners and their counsel only those 
materials arguably relevant to their prosecution. Peti
tioners opposed the motion, -and the matter was argued 
before the Court last Term. We then set the case down 
for reargument at the opening of the current Term, 392 
U. S. 919 (1968), the attention of the parties being 
directed to the disclosure issue and the question of 

1 In its brief on reargument, the Government suggests that no 
electronic surveillance was conducted at places owned by Alderisio, 
but rather was carried out only at premises owned by his associates 
. or Ly firms which employed him. The Government also contends 
that Alderisio. himself did not have desk space at the subject 
premises. Finally, the Government asserts that Alderman neither 
participated in any conversation overheard nor had any interest in 
the places which were the object of the surveillance. These allega
tions by the Government will have to be considered by the District 
Court in the first instance, and we express no opinio'n now on their 
merit. 
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standing to object to the Government's use of the fruits 
of illegal surveillance.! 

Nos. 11 and 197. Both petitioners· were convicted 
of conspiring to transmit to the Soviet Union infor
mation relating to the national defense of the United 
States, 18 U. S. C. §§ 794 (a), (c), and of conspiring 
to violate 18 U. S. C. § 951 by causing Butenko to 
act as an agent of the Soviet Union without prior 
notification to the Secretary of State. Butenko was also 
convicted of a substantive offense under 18 U. S. C. § 951. 
The Court of Appeals affll'n/ed all but Ivanov's convicti~n 
on the second conspiracy count. 384 F. 2d 554 (C. A. 3d 
Cir. 1967). Petitions for certiorari were then filed in 
this Court, as was a subsequent motion to amend the 

2 In our order of June 17, 1968, restoring the Government's motion 
to the calendar for reargument, 392 U. S. 919-920, we requested 
counsel to include the following runong is.'lues to be discussed in briefs 
and oral arguIii'ent; 

/I (1) Should the records of the electrofiic surveillance of petitioner 
Alderisio's place of business be subjected to in camera inspection by 

. the trial judge to determine the necessity of compelling the Govern
ment to make disclosure of such records to petitioners, and., if so to 
what extent 7 ; - ". 

II (2) If iff camera inspection is authorIZed or ordered, by wJtat .. 
standards (for example, relevance and considerations of injury to 
persons or to reputations) should the trial judge determine whether 
the records are to be turned over to petitioners? 

"(3) What standards are to be applied in determining whether 
each petitioner has standing to object to the use against him of the 
information obtained from the electronic surveillance of petitioner 
Alderisio's place of business? More specificaUy, does petitioner 
Alderisio have standing to object to the use of any or all informa
tion obtained from such electronic surveillance whether or not he 
was present on the Ihemises or party to a. particular overheard 
conversation? Also, dbes petitioner Alderman have standing to ob
ject to the use against him of Ilny or all information obtained 
from the Ellectronic surveillance of petitioner Alderisio's business 
establishment ?" 
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Ivanov petition to raise an issue. similar to that which 
was presented in No. 133, O. '1'. 1967.s Following the 
first argument in Alderman (sub nom. KolOd v. United 
States), the petitions for certiorari of both Ivanov and 
Butenko were granted, limited to questions nearly iden
tical to those involved in the reargument of the Alderman 
case.· 

8 The United States admits overhearing conversations of each peti
tioner, but where the surveillance took place and other pertinem; 
details are unknown. In its brief the Government states: 

"In some of the instances the installation had been specifically 
approved by the then Attorney General. In others the equipment 
was installed under a broader· grant of authority to the F. B. I., 
in effect at that time, which did not require specific authoriza
tion ... -: [PJresent Department of Justice policy would call for 
specific authorization from the Attorney General for any use of 
electronic equipment in such cases." 

In all three cases, the District Court must develop the relevant 
facts and decide if the Government's electronic surveillance was 
unlawful. Our assumption, for -present purposes, is that the sur
veillance was illegal. 

4 In each case the grant of certiorari, 392 U. S. 923, was limited 
to the following questions: 

"On the assumption that there was electronic surveillance of peti
tioner or a codefendant which violated the Fourth Amendment, 

"(1) Should the records of such electronic surveillance be sub
jected to in camera inspection by the trial judge to determine the 
necessity of compelling the Government to make disclosure of such 
records to petitioner, and if so to what extent? 

"(2) If in camera inspection is to be authorized or ordered, by 
what standards (for example, relevance, and considerations of na
tional security or injury to persons or reputations) should the trial 
judge determine whether the records are to be turned over to the 
defendant? 

"(3) What standards are to be applied in determining whether 
petitionel: has standing to object to the use against him of informa
tion obtained from such illegal surveillance? More specifically, if 
illegal surveillance took place at the premises of a particular 
defendant, 

"(a) Does that defendant have standing to object to the use 
against him of any or all information obtained from the illegal sur-
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I. 
The exclusionary rule fashioned in Weeks v. United 

States, 232 U. S. 383 (1914), and Mapp v. Ohio, 367 U. S, 
643 (1961), excludes from a criminal trial any evidence 
seized from the defendant in violation of his Fourth 
Amendment rights. Fruits of such evidence are excluded 
as well. Silverthorne Lumber Co. v. United States, 251 
U. S. 385, 391-392 (1920). Because the Amendment 
now affords protection against the uninvited ear, oral 
statements, if illegally overheard, and their fruits are 
also subject to suppression. ! Silverman v. United States, 
365 U. S. 505 (1961); Katz v. United States, 389 U. S. 
347 (1967). 

In Mapp and Weeks, the defendant against whom the 
evidence was held to be inadmissible was the victim of 
the search. However, in the cases before us each peti
tioner demands retrial if any of the evidence used to 
convict him was the product of unauthorized surveillance, 
regardless oQwhose Fourth Amendment rights the sur
veillance violated. At the very least, it is urged that if 
evidence is inadmissible against one defendant or con-

.. spirator, because tainted by electronic surveillance illegal 
\ 

as to him, it is also inadmissible aga~nst his codefendant 
or coconspirator. ,. ~ 

This expansive reading of the Fourth Amendment and 
of the exclusionary rule fashioned to enforce it is ad
mittedly inconsistent with prior cases, and we reject it. 
The established principle is that suppression of the 
product of a Fourth Amendment violation can be suc
cessfully urged only by those whose rights were vio-

veillance, whether or not he was present on the premises or party 
to the overheard convprsation? 

1/ (b) Does a codefdndnnt have standing to object to the use 
against him of any or all information obtained from the illegal sur
veillance, whether or not he was present on the premises or party 
to the overheard conversation 1" 
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lated by the search itself, not by those who are aggrieved 
solely by the introduction of damaging evidence. Co
conspirators and codefendants have been accorded no 
special standing. ' 

Thus in Goldstein v. United States, 316 U. S. 114 
(1942), testimony induced by disclosing to witnesses 
their own telephonic communications intercepted by the 
Government contrary to 47 U. S. C. § 605 was held 
admissible against their coconspirators. The Court 
equated the rule under § 605 with the exclusionary rule 
under the Fourth Amendment.5 Wong Sun v. United 
States, 371 U. S. 471 (1963), came to like conclusions. 
There, two defendants were tried together; narcotics 
seized from a third party were held inadmissible against 
one defendant ,because they were the product of state
ments made by him at the time of his unlawful arrest. 
But the same narcotics were found to be admissible 
against the codefendant because C/[t]he seizure of this 

GAs t,he issue was put and answered by the Court: 
"The questIOn now to be decided is whether we shall extend the 

sanction for violation of the Communications Act so as to make 
available to one not a party to the intercepted communication the 
objection that its use outside the courtroom, and prior to the trial, 
induced evidence which, except for that use, would be admissible. 

"No court has ever gone so far in applying the implied sanction 
for violation of the Fourth Amendment. While this court has never 
been called upon to decide the point, the federal courts in numerous 
cases, and with unanimity, have deq.ied standing to one not the 
victim of an unconstitutional search and seizure to object to the 
introduction in evidence of that which was seized. A fortiori the 
same rule should apply to the introduction of evidence induced by 
the use or disclosure thereof to a witness other than the victim of 
the seizure. We think no broader sanction should be imposed upon 
the Government in respect or violations of the Communications 
Act./I 316 U. S., at 121. 

The Court noted that the principle had been applied "in at least 
fifty cases by the Circuit Courts of Appeals .•. not to mention 
many decisions by District Courts." Id., at 121, n. 12. 

t 
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heroin invaded no right of privacy of person or premises 
which would entitle [him] to object to its use at his 
tria1. Cf. Goldstein v. United States, 316 U. S. 114." 
Wong Sun v. United States, supra, at 492. 

The rule is stated in Jones v. United States, 362 U. S. 
257, 261 (1960): \ 

uln order to qualify as a 'person aggrieved by an 
unlawful search and seizure' one must have been 
a victim of a' search or seizure, one against whom 
the sear.ch was .dir~cted, as distinguished from o~~ { 
who claIms prejUdICe I only through the use of eVI
dence gathered as a consequence of a search or seizure ' 
directed at someone else. . . . 

"Ordinarily, then, it is entirely proper to require 
of one who seeks to challenge the legality of a search 
as the basis for suppressing relevant evidence that 
he allege, and if the allegation be disputed that he 
establish, that he himself was the victim of an 
invasion of privacy/' 4 

This same prinCiple was twice acknowledged last lerro. 
Mancusi v. DeForte, 392 U. S. 364 (19p8); Simmons v. 
United States, 390 U. S. 377 (1968).1. 

, " 

8 The "person aggri~ved" la.nguage is from Fed. Rule Criin. Proc. 
41 (e). Jones thus makes clear tha.t Rule 41 conforms to the general 
standard and is no broader than the constitutional rule. " 

T McDonald v. United States, 335 U. S. 451 (1948), is not au
thority to the contrary. It is not at all clear that the McDonald 
opinion would automatically extend standing to a codefendant. Two 
of the five Justices joining the majority opinion did not read the 
opinion to do so and found the basis for the codefendant's standing 
to be'the fact tha.t he was a guest on the premises searched. IIBut 
even a guest may e).-pcct the" ghelter of the rooftree he is under 
against criminal intrusion." Id., at 461 (Jackson, J., concurring). 
Cf. Jones v. United States, 362 U. S. 257 (1960). Nor does 
Hoffa v. United States, 385 U. S. 293 (1966), lend any support to 
petitioners' position, since tIle Court expressly put aside the issue 
of standing. 

25-995 0 • 7& • Ll 
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We adhere to these cases and to the general rule that 
Fourth Amendment rights are personal rights which, 
like some other constitutional rights, may not be vicari
ouslyasserted. Simmons v. United States, 390 U. S. 377 
(1968); Jones v. United States, 362 U. S. 257 (1960). 
ct Tileston v. Ullman, 318 U. S. 44, 46 (1943). 
None of the special circumstances which prompted 
NAACP v. Alabama, 357 U. S. 449 (1958), and Barrows 
v. Jackson, 346 U. S. 249 (1953), are present here. 
There is no necessity to exclude evidence against one 
defendant in order to protect the rights of another. No 
rights of the victim of an illegal search are at stake when 
the evidence is offered against some other party. The 
victim can and very probably will object for himself 
when and if it becomes important for him to do so. 

What petitioners appear to assert is an independent 
constitutional right of their own to exclude relevant and 
probative evidence because it was seized from another 
in violation of the Fourth Amendment. But we think 
there is a substantial difference for constitutional pur
poses between preventing the incrimination of a defend
ant through the very evidence illegally seized from him 
and suppressing evidence on the motion of a party who 
cannot claim this predicate for exclusion. 

The necessity for that predicate was not eliminated by 
recognizing and acknowledging the deterrent aim of the 
rule. See Linkletter v. Walker, 381 U. S. 618 (1965); 
Elkins v. United States, 364 U. S. 206 (1960). Neither 
those cases nor any others hold that anything which de
ters illegal searches is thereby commanded by the Fourth 
Amendment. The deterrent values of preventing the 
incrimination of those whose rights the police have vio
lated have been considered sufiicient to justify the sup
pression of probative evidence even though the case 
against the defendant is weakened or destroyed. We 
adhere to that judgment. But we are not convinced that 

• 

.. 
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the additional benefits of extending the exclusionary 
rule to other defendants would justify further encroach
ment upon the public interest in prosecuting those ac
cused of crime and having them acquitted or convicted on 
the basis of all the evidence which exposes the truth. 

We do not deprecate Fourth Amendment rights. Th~ 
security of persons and property remains a fundamental 
value which law enforcement officers must respect. Nor 
should those who flout the rules escape unscathed. In 
this respect we are Il?-indful that there is now a compre
hensive statute making unauthorized electronic surveil
lance a serious crime.s The general rule under the 
statute is that official eavesdropping and wiretapping 
are permitted only with probable cause and a warrant. 
Without experience showing the contrary, we should not 
assume that this new statute will be cavalierly disre
garded or will not be enforced against transgressors. 

Of course,. Congress or state legislatures may extend 
the exclusionary rule and provide that illegally seized 
evidence is inadmissible against anyone for any pur
pose.1I But for constitutional purposes, we are not now 

• I 

8 Title III, Omnibus Crime Control and Safe Streets Act of 1968, 
Pub. L. 90-351, 82 ~tat. 211. Not only does the Act. impose 
criminal penalties upon those who violate i~ provisions governing 
eavesdropping and wiretapping, 82 Stat. 213 (18 U. S. C. § 2511 
(1964 ed., Supp. IV)} (fine of not more than $10.000, or imprison
ment for not more than five years, or both), but it also authorizes 
the recovery of civil damages by a person whose wire or oral com
munication is intercepted, disclosed, or used in violation of the Act, 
82 Stat. 223 (18 U. S. C. § 2520 (1964 ed., Supp. IV» (permitting 
recovery of actual and punitive damages, as well as a reasonable 
attorney's fce and other costs of litigation reasonably incurred). 

\) Congress has not done so. In its recent wiretapping and eaves
dropping legislation, Congress has provided only that an "aggrieved 
person" may move to suppress the contents of a wire or oral com
munication intercepted. in violation of the Act. Title III, Omnibus 
Crime Control and Safe Streets Act of 1968, 82 Stat. 221 (18 U. S. C. 
§ 2518 (10) (a) (1964 ed., Supp. IV)). The Ac~'s leg:s1ative history 
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inclined to expand the existing rule that unlawful wire
. tapping or eavesdropping, whether deliberate or negli
gent, can produce nothing usable against the person 
aggrieved by the invasion. 

II. 

In these cases, therefore, any petitioner would be en
titled to the suppression of government evidence orig
inating in electronic surveillance violative of his own 
Fourth Amendment right to be free of unreasonable 
searches and seizures. Such violation would occur if 
the United States unlawfully overheard conversations of 
a petitioner himself or conversations 'occurring on his 
premises, whether or not he was present or participated 
in those conversations. The United States concedes 
this much and agrees that for purposes of a hearing to 
determine whether the Government's evidence is tainted 
by illegal surveillance, the transcripts or recordings of 
the overheard conversations of any petitioner or of third 
persons on his premises must be duly and properly ex
amined in the District Court. 

MR. JUSTICE HARLAN and MR. JUSTICE STEWART, who 
are in partial dissent on this phase of the case, object 
to our protecting the homeowner against the use of third
party conversations overheard on' his premises by an 
unauthorized surveillance. Their position is that unless 
the conversational privacy of the homeowner himself is 
invaded, there is no basis in the Fourth Amendment for " 
excluding third-party co'nversations overheard on his 
premises. We cannot agree. If the police make an 
':lnwarl'anted search of a house and seize tangible prop
erty belonging to third parties-even a transcript of a 
third-party conversation-the homeow~ler may object to 

indicatcs that "aggrieved person," the limiting phrase currently 
found in Fed. Rule Crim. Proc. 41 (e), should be construed in 
accordance with existent standing rules. See S. Rep. No. 1097, 90th 
Cong., 2d Ses.s., at 91, 106. 

.. 
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its use against him, not because he had any interest in 
the seized items as lIeffects" protected by the Fourth 
Amendment, but because they were the 'fruits of an 
unauthorized search of his house, which is itself expressly 
protected by the Fourth Amendment.1o, Nothing seen 
or found on the premises may legally form the basis for 
an arrest or search warrant or for testimony at the home~ 
owner's trial, since the prosecution would be 'using the 
fruits of a Fourth Amendment violation. Silverthorne 
Lumber Co. v. United States, 251 U. S. 385 (1920) i (' 
Johnson v. United States, q33 U. S. 10 (1948) i Wong Sun , 
v. United States, 371 U. S. 471 (1963). 

The Court has characteristically applied the same rule 
where an unauthorized electronic surveillance is carried 
out by physical invasion of the premises. This much 
the dissent frankly concedes. Li!ce physical evidence 
which might ~e seized, overheard conversations are fruits 

'. 10 If the police enter a. house pursuant to a valid warrant author-
izing the seizure of specified gambling paraphernalia but discover 
illegal narcotics in tlie process of the search, the narcotics ~ay be 
seized and introduced in evidence in the prosellution of the home-

.. owner, whether the narcotics belong to him or to a third party. 
E. g., Harris v. United States, 331 U. 8 ... 145, 155 (l94Z). But 
if the officers have neither a warrautw-!lor the consent of the 
householder) it is elementary Fourth Amendment law that the 'nllr- . 
cotics are suppressible on his motion. In both cases, however, the 
homeowner's interest in the narcotics and 11 is standing to object to 
their seizure are the same; and insofar as the Fourth Amendment's 
protection of "effects" is concerned, the right of the officer to seize 
the contraband without a. warrant' and use it in evidence is identical. 
The reason that tJle narcotics may be seized and introduced in 
evidence in the first case where there was a valid warrant, in spite 
of the householder's interest in the narcotics and his standing to 
object, but not in the second case where there was no warrant 
is not the simple renson suggested by Mn. JUSTICE HARLAN that the 
householder has a. pr.operty interest in the narcotics a.'1d therefore 
has "standing" to object. Rather, it is because in t!le f!'st case 
there was no illegal invasion of the pr~m:ses, whi!-s in the second 
the officer's entry and search violated the Fourth Amendment, the 
narcotics being the fruit of tha.t illegality. 
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. of an illegal entry and are inadmissible in evidence. 
Silverman v. United States, 365 U. S. 505 (1961); Wong 
Sun v. United States, supra. When Silverman was de
cided, no right of conversational privacy had been recog
nized as Buch; the right vindicated in that case was the 
Fourth Amendment right to be secure in one's own home. 
In Wong Sun, the words spoken by Blackie Toy when 
the police illegally entered his house were not usable 
:lgainst him because they were the fruits of a physical 
invasion of his premises which violated the Fourth 
Amendment. 

Because the Court has now decided that the Fourth 
Amendment protects a person's private conversations as 
well as hi~ private premises, Katz v. United States, 389 
U. S. 347 (1967), the dissent would discard the concept 
that private conversations overheard through an illegal 
entry into a private place must be excluded as the fruits 
of a Fourth Amendment violation. Although officers 
without a valid warrant may not search a house for 
physical evidence or incriminating information, whether 
the owner is present or away, the dissent would permit 
them t.o enter that house vlithou"c consent and \vitIlout 
a warrant, install a listening device, and use any over
heard third-party ·conversations against the owner in a 
criminal case, in spite of the obvious violation of his 
Fourth Amendment right to be secure in his own dwell
ing. Even if the owner is present on h~s premises during 

. the Burveillance, he would have no complaint unless his 
own conversations were offered or used against him. 
Information from a telephone tap or from the micro
phone in the kii'.chen or in the rooms of guests or children 
would be freely usable as long as the homeowner's own 
conversations are not monitored and used against him. 
Indeed, if the police, instead of installing a device, 
secreted themselves on the premides, they could neither 
testify about nor use against the owner anything they , 

.. 
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saw or carried away, but would be free to use against 
him everything they overheard except his own conversa
tions. And should police overhear third parties de
scribing narcotics which they have discovered in the 
owner's desk drawer, the police could not then open the , 
drawer and seize the narcotics, but they could secure a. 
warrant on the ba."is of what they had heard and forth
with seize the narcotics pursuant to that warrant.l1 

These views we do not accept. We adhere to the 
established view in this Court that the right to be secure. 
in one's house against unauthorized intrusion is not 
limited to protection against a policeman viewing 
or seizing tangible property-Ilpapers" and "effects." 
Otherwise, the express security for the home provided 
by the Fourth Amendment would approach redundancy. 
The rights of the owner of t.he premises are as clearly 

11 Mn. JUSTICE HAnLAN would also distinguish between the situa
tion where a document belonging to a third party and containing his 
own words is seized from the premises of another without a warrant 
and the situation where the third party's words are spoken B..'ld over
heard by electronic surveillance. Under that view the words of 
the third party would be admissiblo in the latter instance but not 
in the fonner. We would exclude the evidence in both cases. 

So also we do not distinguish between elec.tronic surveillance which 
is carried out by means,o! a physical entry and surveillance which ' 
penetrates a. private area without a technical trespass. This much, 
we think, Katz makes quite clear. In either case, officialdom invades 
an area. in which the homeowner has the right to expect privacy for 
himself, his family, and his invitees, and the right to object to the 
use against him of the fruits of that invasion, not because the rights 
of others have been violated, but because his own were. Those who 
converse and are overheard when the owner is not present also ha.ve 
a. valid objection unless the owner of the premises has consented 
to the surveillance. Cf. Mancusi v, DeForte, 392 U. S. 364, 367-
370 (1968). The Fourth Amendment protects reasonable expecta
tions of privacy and 40es not protect persons engaged in crime from, 
the risk that those with whom they associate or converse will coop~ 
erate with the Government. /Ioffa v. United States, 385 U. S. 293, 
303 (1966). 

" 
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, invaded when the police enter and install a listening 
device in his house as they are when the entry is made 
to undertake a warrantless search for tangible prop
erty; and the prosecution as surely employs the fruits 
of an illegal search of the home when it offers over
heard third-party conversations as it does when it intro
duces tangible evidence belonging not to the homeowner, 
but to others. Nor do we believe that Katz, by holding 
that the Fourth Amendment protects persons and their 
private conversations, was intended to withdraw any of 
the protection which the Amendment extends to the 
home or to overrule the existing doctrine, recognized 
at least since Silverman, that conversations as well as 
property are excludable from the criminal trial when 
they are found to be the fruits of an illegal invasion 
of the home. It was noted in Silverman, 365 U. S., 
at 511-512, that 

"This Court has never held that a federal officer 
may without warrant and without consent physically 
entrench into a man's office or home, there secretly 
observe or listen, and relate at the man's subsequent 
criminal trial what was seen or heard." 

The Court proceeded to hold quite the contrary. We 
take the same course here. 

III. 
The remaining aspect of these cases relates to the pro

cedures to be followed by the District Court in resolving 
the ultimate issue which will be before it-whether the 
evidence against any petitioner grew out of his ilIegaJly 
overheard conversations or conversations occurring on his 
premises.12 The question as stated in Wong Sun v. 
United States, 371 U. S. 471, 488 (1963), is tI 'whether, 

12 It seems that in none of these cases were there introduced any 
recordings, transcripts, or other evidence, of the actual conversations 
overheard by electronic surveilllince. 

• 
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granting establishment of the primary illegality, the 
evidence to which instant objection is made has been 
come at by exploitation of that illegality or instead by 
means sufficiently distinguishable to be purged of the 
primary taint.'" See also Nardone v. United States, 
308 U. S. 338, 341 (1939), \ 

The Government concedes that it must disclose "to 
petitioners any surveillance records which are. relevant 
to the decision of this ultimate issue. And it recognizes 
that this disclosure must be made even though attended 
by potential danger to the,reputation or safety of third 
parties or to the national' security-unless the United 
States would prefer dismissal of the case to disclosure of 
the information. However, the Government contends 
that it need not be put to this disclose-or-dismiss option 
in the instant cases because none of the information 
obtained from its surveillance is "arguably relevant" to 
petitioners' convictions, in the sense that none of the 
overheard conversations arguably underlay any of the 
evidence offered in these cases. Although not now insist
ing that its own evaluation of relevance should be accepted 
automatically and without judicial scrutiny, the United 
States urges that the records of the . specified conversa-

, tions be first submitted to the trial judge for an in camera 
examination. Any iecord found arguably relevant by the 
judge would be turned over to the petitioner whose 
Fourth Amendment rights have been violated, and that 
petitioner would then have the opportunity to use the 
disclosed information in his attempt to show that the 
Government has used tainted evidence to convict him. 
Material not arguably relevant would not be disclosed to 
any petitioner.13 

18 This would be tr,ue even though the material O!l it.<! face con· 
tamed no threat of injury to the public interest or national security, 
apparently because, in the Government's view, it would be very 
tlifficult to distinguish between that which threatened and that which 

" 
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Although this may appear a mocJc.:;~ proposal, especially 
since the standard for disclosure would be Itarguable" 
relevance, we conclude that surveillance records as to 
which any petitioner has standing to object should be 
turned over to him without being screened in camera 
by the trial judge. Admittedly, there may be much 
learned from an electronic surveillance which ultimately 
contributes nothing to probative evidence. But winnow
ing this material from those items which might have 
made a substantial contribution to the case against a 
petitioner is a task which should not be entrusted wholly 
to the court in the first instance. It might be otherwise 
if the trial judge had only to place the transcript or other 
record of the surveillance alongside the record evidence 
and compare the two for textual or substantive similari
ties. Even that assignment would be difficult enough 
for the trial judge to perform unaided. But a good deal 
more is involved. An apparently innocent phrase, a 
chance remark, a reference to what appears to be a 
neutral person or event, the identity of a caller or the 
individual on the other end of a telephone, or even the 
manner of speaking or using words may have special 
significance to one who knows the more intimate facts 
of an accused's life. And yet that information may be 
wholly colorless and devoid of meaning to one less well 
acquainted with all relevant circumstances. Unavoid
ably, this is a matter of judgm3nt: but in our view the 
task is too complex, and the margin for error too great, 
to rely wholly on the in camera judgment of the trial 
court to identify those records which might have con
tributed to the Government's case.14 

did not. As explained below, we think similar difficulties inhere in 
distinguishing between records which are relevant to showing taint 
and those which are not. 

14 In both the volume of the material to be examined and the 
complexity and difficulty of the judgments involved, cases involving 

.. 
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The United States concedes that when an illegal search 
has come to light, it has the ultimate burden of per
suasion to show that its evidence is untainted. But at 
the same time petitioners acknowledge that they must 
go forward with specific evidence demonstrating taint. 
"[T]he trial judge must give opportunity, however 
closely confined, to the accused to prove that a substan
tial portion of the case against him was a fruit of the 
poisonous tree. This leaves ample opportunity to the 
Government to convince the trial court that its proof 
had an independent origin." . Nardone v. United States, 
308 U. S. 338, 341 (1939). With this task ahead of 
them, and if the hearings are to be more than a formality 
and petitioners not left entirely to reliance on govern
ment testimony, there should be turned over to them 
the records of those overheard conversations which the 
Government was not entitled to use in building its case 
against them . 

. '-Adversary proceedings are a major aspect of our system 
of crimina};:justice. Their superiority as a means for 
attaining justice in a given case is nowhere more evident 
than in those cases, such as the ones at bar, where an 
issue must be decided on the basis of a large volume of 

j' 

electronic surveillance will probably differ markedly from those 
situations in the crimimil law where in camera procedures have Deen 
found acceptable to some extent. Dennis v. United States, 384 U. S. 
855 .(1966) (disclosure of grand jury minutes subject to in camera' 
deletion of "extraneous material"); Palermo v. United States, 360 
U. S. 343, 354 (1959) (whether the Jencks Act, 18 U. S. C. § 3500, 
requires disclosure of document to the defense) i Roviaro v. United 
States, 353 U. S. 53 (1957) (disclosure of informant's identity). In 
the Dennis case the Court noted that ordinarily "[t]rial judges 
ought not be burdened with the task or the responsibility of examin
ing sometimes volum~nous grand jury testimony," and that it is not 
"realistic to assume \hat the trial court's judgment as to the utility 
of material for impeachment or other legitimate purposes, however 
conscientiously made, would exhaust the possibilities." 384 U. S., 
at 874.-875. 
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factual materials, and after consideration of the many 
and subtle interrelationships which may exist among 
the facts reflected by these records. As the need for 
adversary inquiry is increased by the complexity of the 
issues presented for adjudication, and by the consequent 
inadequacy of ex parte procedures as a means for their 
accurate resolution, the displacement of well-informed 
advocacy necessarily becomes less justifiable. 

Adversary proceedings will not magically eliminate all 
error, but they will substantially reduce its incidence 
by guarding against the possibility that the trial judge, 
through lack of time or unfamiliarity with the informa
tion contained in and suggested by the materials, will be 
unable to provide the scrutiny which the Fourth Amend
ment exclusionary rule demands. It may be that the 

,prospect of disclosure will compel the Government to 
'dismiss some prosecutions in deference to national secu
rity or third-party interests. But this is a choice the 
Government concededly faces with respect to material 
which it has obtained illegally and which it admits, or 
which a jUdge would fiild, is arguably relevant to the 
evidence offered against.the defendant.u 

We think this resolution will avoid an exorbitant 
expenditure of judicial time and energy and will not 
unduly prejudice others or tr ~ublic interest. It must 
be remembered that disclosure will be limited to the 
transcripts of a defendant.'s own conversations and of 
those which took place on his premises. It can be safely 

1G The dissentB, it should be noted, would require turnover of 
arguably relevant material, whatever its impact on national security 
might be'. To this extent there is agreement that the defendant's 
interest in excluding the fruits of illegally obtained evidence entitles 
him to the product of the surveillance. Given this basic proposition, 
the matter comes down to a. judgment as to whethe,r in camera 
inspection would characteristically be sufficiently reliable when na
tional security interests are at stake. On this issue, the majority 
and the dissenters part company. 

.. 
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assumed that much of this he will already know, and 
disclosure should therefore involve a minimum hazard 
to others;---In -addition,· the trial court can and should, 
wh;;e appropriate, place a defendant and his counsel un
der enforceable orders against unwarran~d disclosure of 
tne materials which they may be entitled to insp~ct .... See 
}I'ed. Rule Crim. Proc. 16 (e). We would not expect the 
district courts to permit the parties or counsel to take 
these orders lightly. 

None of this means that any defendant will have an 
unlimited license to rummape in the files of the Depart
ment of Justice; Armed with the specified records of 
overheard conversations and with the right to cross
examine the appropriate officials in regard to the con
nection between those records and the case made against 
him, a defendant may need or be entitled to nothing else. 
Whether this is the case or not must be left to the 
informed discretion, good sense, and fairness of the trial 
judge. See Nardone v. United States, 308 U. S. 338, 
341-342 (1~9).16 

IV. • I 

Accordingly) in No. 133, O. T. 1967, the motion of the 
United States is denied to the extent· that itreql.l'ests an 
initial in ~amera in~pection of the fruits of a*y unla~rul " ___ --i...: I 

III THE CHIEF JUSTICE, Ma. JUSTICE DOUGLAS, MR. JUf'TtCE 
BRENNAN, and Ma. JUSTICE WHITE join the entire opinion of the 
Court. In addition, MR. JUSTICE Ht-RLAN and MR. JUSTICE STEWART 
join the opinion to the extent that it denies standing to codefendants, 
coconspira.tors, and. others whose Fourth Amendment rights have 
not been violated by the electronic surveillance involved. The four 
members of the Court joining the entire opinion agree with the 
opinion in recognizing the householder's standh]g to object to evi
dence obtained frool an unaut.horized electronic surveillance of bis 
premises even whe~e his own conversations are not overheard; 
MR. JUSTICE FORTAS 'concurs in the judgment to this extent. Fi
nally, MR. JUSTICE STEWART, in addition to the four members of the 
Court joining the entire opinion, agrees with Part III of the opinion. 
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surveillance and the withholding of those portions of the 
materials which the trial judge might deem irrelevant to 
these convictions. Primarily because ef our decision with 
respect to standing, however, the order and judgment of 
January 29, 1958, are withdrawn. The order denying to 
petitioners a writ of certiorari is set aside. The petition 
for rehearing is granted, and the petition for certiorari is 
granted as to both Alderisio and Alderman. The judg
ments of the Court of Appeals for the Tenth Circuit in 
No. 133, O. T. 1957, and the judgments of the Court of 
Appeals for the Third Circuit in ~os. 11 and 197 are 
vacated, and each of the cases is remanded to the Dis
trict Court for further proceedings consistent with this 
opinion, that is, for a hearing, findings, and conclusions 
(1) on the question bf whether with respect to any peti
tioner there was electronic surveillance which violated 
his Fourth Amendment rights, and (2) if there was such 
surveillance with respect to any petitioner, on the nature 
and relevance to his conviction of any conversations 
which may have been overheard through that surveil
lance. The District Court should confine the evidence 
presented by both sides to that which is material to the 
question of the possible violation of a petitioner's Fourth 
Amendment rights, to the content of conversations 
illegally overheard by surveillance which violated those 
rights and to the relevance of such conversations to the 
petitioner's subsequent conviction. The District Court 
will"'make such findings of fact on those questions as may 
be appropriate in light of the further evidence and of the 
entire existing record. If the District Court decides on 
the basis of such findings (1) that there was electronic 
surveillance with respect to one or more petitioners- but 
not any which violated the Fourth Amendment, or 
(2) that although there was a surveillance in violation 
of one or more of the petitioners' Fourth Amendment 
rights, the conviction of such petitioner was not tainted 

• 
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by the use of evidence so obtained, it will enter new 
final judgments of conviction based on the existing record 
as supplemented by its further findings, the{eby preserv
ing to all affected parties the right to seek further appro
priate appellate review. If, on the other hand, the Dis
trict Court concludes in such further proceedings that 
there was a violation of any petitioner's Fourth Amend
ment rights and that the conviction of the petitioner 
was tainted by such violation, it would then become its 
duty to accord such petitipner a new trial. 

i 
Vacated and remanded . . ' 

MR. JUSTICE DOUGLAS, while joining the opinion of 
the Court, concurs in Part II of the opinion of MR. 
JUSTICE FORTAS and would hold that the protection of the 
Fourth Amendment includes also those against whom the 
investigation is directed. 

MR. JUSTICE STEWART. I join MR. JUSTICE HARLAN's 
separatPopinion, except insofar as it would authorize 
in camera proceedings in the·Ivanov and Butenko cases. 
I would apply the same standards to.all three cases now I 

before us, agreeing to that extent with the. opinion of 
the Court. 

MR: JUSTICE BLACK dissents, adhering to his dissent 
in Katz v. United States, 389 U. S. 347, 364-374 (1967). 

MR. JUSTICE MARSHALL took no part in the considera
tion or decision of these cases. 

MR. JUSTICE HARLAN, concurring in part and dissenting 
in part. . . 

The Court'~ careful opinion is, I think, constructed on 
a faulty premise, which substantially undermines the 
validity of its ultimate conclusions. The majority con-
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fronts these cases as if each of the two major problems 
they raise can be solved in only one of two ways. The 
Court seems to assume that either the traditional standing 
doctrine is to be expanded or that the traditional doc
trine is to be maintained. Again, it is assumed that 
either an in camera decision is to be made by the judge 
in every case or that there is to be an automatic turn
over of all conversations in every case. I do not believe, 
however, that the range of choice open to us on either 
issue is restricted to the two alternatives the Court 
considers. On both issues, there is a third solution which 
would, in my view, more satisfactorily accommodate the 
competing interests at stake. 

I. 
STANDING • 

. I am in substantial agreement with the reasons the 
Court has given for refusing to expand the traditional 
standing doctrine to permit a Fourth Amendment chal
lenge to be raised by either a codefendant or a co
conspirator.' But it does not follow from this that we 

1 I also am unable to accept thy Brother FORTAB' suggestion that 
standing be accorded to any defendant who can show that an illegal 
search or seizure was directed against him. As my Brother FORTAB 

himself recognizes in stopping short of an extreme position that 
rejects all standing limitations, a proper decision on this issue 
cannot only consider· the fact that a 'broadened standing rule may 
add marginally to the impact of the exclusionary rule on uncon
stitutional police conduct. Rather, one must also consider that 
my Brother FORTAS' rule permits a defendant to invade the 
privacy of others to hear conversations in which he did not partici
pate. Moreqver, the rule would entail very substantial administra
tive difficulties. In the majority of cases, I would imagine that the
police plant a bug with the expectation that it may well produce 
leads to a lnrge number of crimes. A lengthy hearing would, then, 
appear to be necessary in order to determine whether the police 
knew of an ".ccused's criminal activity at the time the bug was 
planted and whether the police decision to plant a bug was moti-

• 
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may apply the traditional standing rules without further 
analysis. The traditional rules, as the majority cor
rectly understands them, would grant standing with re-

o gard to (1) conversations in which the accused himself 
participated and (2) all conversations occurring on the 
accused's "premises," regardless of whether he partiCi
pated in the particular conversation in any way. As I 
hope to show, the traditional rationale for this second 
rule-granting standing to the property owner-does not 
fit a case involving the infringement of conversational 
privacy. Moreover, no other persuasive rationale can be 
developed in support of the property owner's right to 
make a Fourth Amendment c1.aim as to conversations in 
which he did not himself participate. Consequently, 
I would hold that, in the circumstances before us, stand
ing should be granted only to those who actually par
ticipated in the conversation that has been illegally 
overheard. 

A. 
There is a very simple reason why the traditional law 

of standing permits the owner of the premises to exclude 
a. tangible object illegally seized on his property, despite 
the fact that he does not own the particular object taken 
by the pqlice. Ev~n though he does not have title. to . 
the object, the owner of the premises is in possession' of 
it-and we have held that a property interest of even 
less substance is a sufficient predicate for standing under 
the Fourth Amendment. Jqnes v. United States, 362 
U. S. 257 (1960).2 This simple rationale does not, how-

vated by an effort to obtain information against the accused or 
some other individual. I do not believe that this administrative 
burden is justified i~ any substantial degree by the hypothesized 
marginal increase inl Fourth Amendment protection . 

2 The Court suggests, ante, at 177, n. 10, .that I am wrong in 
finding that the traditional grant of standing to the property owner 
m.ay properly be grounded on the simple fact of the owner's domin-

25-995 0 - 78 - 12 
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ever, justify granting standing to the property owner 
with regard to third-party conversations. The absent 
property owner does not have a property interest of 
any sort in a conversation in which he did not partici
pate. The words that were spoken are gone beyond 
recall,3 

Consequently, in order to justify the traditional rule, 
one must argue, as does the majority, that the owner of 
the premises should be granted standing because the 
bugged third-party conversations are "fruits" of the 
police's infringement of the owner's property rights. 
The "fruits" theory, however, does not, necessarily fit 
when the police overhear private conversations in vio
lation of the }t'ourth Amendment. As Ka.tz v. United 
Sta.tes, 389 U. S. 347, 352-353 (1967), squarely holds, 
the right to. the privacy of one's conversation does not 

ion over all physical objects on his premises. The majority argues 
that even though a particular object (say a packet of narcotics) 
is not described in a valid search warrant, it may nevertheless be 
seized if the police find the narcotics in their search for the other 
evidence of crime. It follows from this, says the Court, that the 
householder's possessory interest in the seized property is not a 
sufficient basis for standing. But this argument ignores the fact 
that an accused may have standing to raise a Fourth Amendment 
claim and yet lose on the merits. In the case the Court hypothe
sizes, the householder has standing because he has lost possession 
of au object formerly under his control. However, he loses on the 
merits because the police seizure was reasonable uuder the 
circumstances. 

8 Thus, unlike the Court, I find it quite easy to distinguish 
"between the situation where a document belonging to a third party 
and containing his own words is seized from the premises of another 
without a warrant and the situation where the third party's words 
are spoken and overheard by electronic surveillance." Ante, at 179, 
n. 11. While the absent owner can read the document when he 
returns to his home, he cannot summon back the words that were 
spoken in his absence. In the one ca...<:e, the owner is personally 
aggrieved by the police action; in the other case, he is not. 

.. 
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hinge on whether the Government has committed a 
technical trespass upon the premi~es on which the con" 
versations took place. Olmstead v. United States, 27" . 
U. S. 438 (1928), is no longer the law. If in fact there has 
been no trespass upon the premises, I do not understand . 
how traditional theory permits the owner to complain 
if a conversation is overheard in which he did not par
ticipate. Certainly the owner cannot suppress records 
of such conversations on the ground that they are 
the IIfruits" or' an unconstitutional invasion of his prop
erty rights. See Goldrrtan v. United States,316 U:· S. 
129, 135-136 (1942). ' . 

It is true, of course, that the "fruits" theory would re
quire a different result if the police used a listening device 
which did physically trespass upon the accused's prem
ises. But the fact that this theory depends completely 
on the presence or absence of a technical trespass only 
serves to show that the emire theoretical basis of stand
ing law must be reconsidered in the area of conversational 
prIvacy. For: we have not buried Olmstead, so far as 
it dealt with the substance of Fourth Amendment rights, 
only to give it new life in the law of 'standing. Instead, 
we should reject. traditional property concepts entirely, 
and reinterpret standing law in..the light of the substan
tive principles developed in Katz. Standing should be-, 
granted to every person who participates in a conversa
tion he legitimately expects will remain private-for it 
is such persons that Katz protects.4 On the other hand, 
property owners should not be permitted to assert a 
Fourth Amendment claim in this area if we are to 
respect the principle, whose vitality the Court ~as now 

4 It seems clear that, under the Katz rationale, a person is per~ 
Bonally aggrieved by electronic surveillance not only when be is 
actually speaking but also when he is listening to the confidences 
of others. ' 
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once again reaffirmed, which establishes Hthe general 
~"hJ that Fourth Amendment rights are personal rights 
which . . . may not be vicariously asserted." Ante, at 
174. For grant!ng property owners standing does not per
mit them to vindicate intrusions upon their own privacy, 
but simply permits criminal defendants to intrude into 
the private lives of others. 

The following hypothetical suggests the paradoxical 
quality of the Court's rule. Imagine that I own an office 
building and permit a friend of mine, Smith, to use one 
of the vacant offices without charge. Smith uses the 
office to have a private talk with a third person, Jones. 
The next day, I ask my friend to tell me what Jones had 
said in the office I had given him. Smith replies that 
the conversation was private, and that what was said 
was "none of y<mr business." Can it be that I could prop
erly feel aggrieved because the conversation occurred on 
my property? It would make no sense if I were to reply" 
to Smith: "My privacy has been infringed if you do not 
tell me what was said, for I own the property!" It is 
precisely the other way around-Sn1ith is telling me that 
when he and Jones had talked together, they had a legiti
mate expectation that their conversation would remain 
secret, even from me as the property owner. 

Now suppose that I had placed a listening device in 
the office I had given to Smith, without telling him. 
Could anyone doubt that I would be guilty of an out
rageous violation of the privacy of Smith and Jones if I 
then listened to what they had said? It would be ludi
crous to defend my conduct on the ground that I, after 
all, was the owner of the office building. The case does 
no·t stand differently if I am accused of a crime and 
demand the right to hear .the Smith-Jones conversa
tion which tIle police had monitored. The Government 
doubtless has violated the privacy of Smith and Jones, 

... 
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but their privacy would be violated further if the con~ 
versation were also made available to me.5 

In the field of conversational privacy, the Fourth 
Amendment protects persons, not places. See Katz v. 
United States, 389 U. S. 347, 351 (1967). And a man 
can only be in one place at one time. If the privacy of . 
his conversation is respected at that place, he may engage 
in all those activities for which that privacy is an essential 
prerequisite. His privacy is not at all disturbed by the 
fact that other people in other places cannot speak with~ 
out the fear of being overheard. That fact may be' pro~ 
foundly disturbing to: the man whose privacy remains 
intact. But it remains a fact abo~t other people's 
privacy. To permit a criminal defendant to complain 
about such intrusions is to permit the vicarious assertion 
of Fourth Amendment rights--a step which I decline to 
take in relation to property owners for much the same 
reasons as those which have impelled the Court to deny 
standing to coconspirators. 

In rejecting the IIproperty" rule advanced by the 
Court, I do ilOt mean to suggest that standing may never 
properly be granted to permit the vicarious assertion 
of Fourth Amendment rights. While it is arguable that 
a.n individual should be pernJ.ftted to raise a constitu~ 
tiona! claim when the privacy of members of his family. 
has been violated, I need not reach this question on the 
facts of the cases before us. It must be noted, however, 
that even if this Court recognized a man's right to pro
test whenever the privacy of his family was infF-inged, 
the lines the majority draws today would still seem 
extremely arbitrary. Under the prevailing Ilproperty" 
rule, for example, a husband generally cannot complain 

5 This is not to say, of course, that the property owner could not 
bring a. civil action to have the illegal listening device removed fmm 
his premises. He simply could not hear. whut the listening deviec 
had recorded, if nOlle of. his own conversations hnd been overhen~d. 



178 

if the police overhear his wife talking at her office or in 
a public phone booth, cf. Katz v. United States, supra, 
although he can complain when the police overhear her 
talking at home. Yet surely the husband's interest in 
his wife's privacy is equally worthy of respect in all three 
cases. If standing is to be extended to protect a per
son's interest in his family's privacy, an individual should 

. be permitted to make a constitutional claim whenever 
a family member's reasonable expectation of privacy has 
been infringed, regardless of the place where his privacy 
was invaded. Indeed, the Court's emphasis on property 
ownership could well mean that a husband, as ownel' of 
a particular property, is entitled to complain as to a 
violation of his wife's privacy, but that the wife could 
not complain as to the unlawful surveillance of her hus
band since she did not have a sufficiently substantial 
interest in the property on which the intrusion occurred. 
In contrast, if a perfect stranger is overheard on one's 
property, standing is established. In sum, I simply 
cannot discern a coherent policy behind the Court's 
solicitude for property interests in this area. 

B. 
The Court's lengthy discussion of my position loses 

sight of the basic justification for the narrower standing 
rule I have advanced. To recapitulate, it is my central 
aim to show that the right to conversational privacy 
is a personal right, not a property right. It follows 
from this that the Court's rule permits propert'y owners 
to assert vi~ariously the personal rights of others. In
deed, granting standing to property owners compromises 
the personal privacy of others. 

The Court's response seems to be that the Fourth 
Amendment protects "houses" as well as "persons." But 
this is simply to treat private conversations as if they 
were pieces of tangible property. Since an individual 

.. 
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cannot carry his possessions with him wherever he goes, 
the Fourth Amendment protects a person's "house" so 
that his personal possessions may be kept out of the 
Gl..vernment's easy reach. In contrast, a man must 
necessarily carry his voice around with him, and cannot 
leave it at home even if he wishes. When a man 'is not 
at home, he cannot converse there. There is thus no 
need to protect a man's "house" in order to protect h~ 
right to engage in private conversation. Consequently, 
the Court has not increased the scope of an accused's 
personal privacy by holding that the poliee have uncon
stitutionally invaded his "house" by putting a IIbug" 
there. Houses do not speak; only people do. The police 
have violated only the privacy of ~.hose persons whose 
conversations are overheard. 

I entirely agree, however, that if the pol~ce see a per
son's tangible property while committing their ~respass, 
they may not constitutionally use this knowledge either 
to obtain a. search warrant or to gain a conviction. 
Since a man: has no choice but to leave the bulk of his 
physical possessions in his "house," the Fourth Amend
ment must protect his "house" in this way or else the 
immunity of his personal possessions froII\ arbitrllry 
search could not be assured. Thus if an individual';:, 
personal possessions are to be p;otected at aU, they must . 
be protected in his house; but a person's private conver
sations are protected as much as is possible when he can 
complain as to any conversation in which he personally 
participated. To go further and protect other COl1ver
Mtions occurring on his property is simply to give the 
householder' the right to ,complain as to the Government's 
treatment of others. 

C . 
While the Court grants special standing rights to 

property owners, it refuses to reach the question whether 
employees, business visitors, social guests, and ot!J.er 
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persons with less substantial property interests are also 
entitled to special standing privileges. Yet this ques
tion will be presented to the District Court on remand 
in the; Alderisio case,o and it will doubtless be an is
sue in many of the other cases now on our docket 
which we will remand for recol)sideration in the light of .. 
our decision today. While a definitive solution to this 
problem is obviously premature, the Court's failure to 
give the lower courts any guidance whatever on this 
point will result in widespread confusion as trial judges 
throughout the land attempt to divine the rationale be
hind the property rule established today. Confusion 
will be compounded by our own past decisions which 
have decisively rejected the notion that the accused 
must necessarily have a possessory interest in the prem
ises before he may assert a Fourth Amendment claim. 
See United States v. Jeffers, 342 U. S. 48 (1951); Jones v. 
United States, 362 U. S. 257 (1960); Mancusi v. Dell'orte, 
392 U. S. 364 (1968). But it will not do simply to incor
porate the standing law developed in those cases in an 
effort to solve the problem before us. For our past de
cisions involved situations in which the police search 
was directed against the individual seeking to invoke 
the Fourth Amendinent. Here, ~owever, the question 
is whether an individual may hear the conversations of 
third parties.7 If, for example, it develops at the hear
ing that petitioner Alderisio simply had a bare right to 

o As the Court points out, ante, at 168, n. I, the Government denies 
~ that electronic surveillance took place on property owned by 

Alderisio. Rather, the premises were owned either by firms which 
employed Alderisio or by "business associates." 

7 I have not thought it necessary to deal with the subsidiary 
question of the standing of any of these petitioners to challenge at 
trial any evidence submitted against them that is alleged to be a 
fruit of a bugged conversation in which they participated. I agree 
that this is a question that should be left to the District Court for 
det(. __ ,:ination in the first instance at the hearing on remand. 

L-_____________________________ _ 
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remain on the business premises that were bugged, 
cf. Jones v. United States, supra, it surely could not 
be argued that his privacy had been infringed even 

; though he had not been personally involved in any of 
! the conversations that had been overheard. The Court 

seems duty bound to make at least this much clear.s 

II. 
IN CAMERA PROCEEDINGS. 

While I would hold that property owners have n.o/ 
right as such to hear conversations in which they were:. 
not participants, it appears to me that at a minimum 
the Court should adopt the Government's suggested judi
cial screening procedure with regard to third-party COll

versations. Property owners should not be permitted to 
intrude into the private lives of others unless a tl'ial 
judge determines that the conversation at issue is at 
least arguably relevant to the pending prosecution. 

On the other hand, I would agree that in the typical 
case, the prosecution should be required to hand over 
the records of all conversations in which the accused 
played a part. Since the other parties to these conver
sations knew they were talking to .t.he accused, 'they can 
hardly have an im,Portant interest in concealing from 
him what they said to him. Whatever risk of unau- -
thorized disclosure is involved may generally be mini
mized even further by the issuance of appropriate 
protective orders. Fed. Rule Crim.Proc. 16 (e). 

There is, however, at least one class of cases in which 
the standard considerations do not apply. I refer to the 
situations exemplified by Ivanov and Butenko, in which 
the defendant is charged, under one statute or another, 

8 As the Court's justification of its IIproperty" rule seems to center 
exclusively on the right of homeowners to protest intrusions into 
their homes it may well be that the rights of owners of business 
premises should be stringently lim~tec! . 

. ' 
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with spying for a foreign power. In contrast to the 
typical situation, here the accused may learn important 
new information even if the turnover is limited to con~ 
versations in which he was a participant. For example, 
he may learn the location of a listening device-a fact 
that may be of crucial significance in e:~pionage work. 
Moreover, he will be entitled to learn this fact even 
though a valid warrant has subsequently been issued 
authorizing electronic surveillance at the same location. 
Similarly, the accused may find out that the United 
States has obtained certain information that his foreign 
government believes is still secret, even when our Gov
ernment has also received this information from an in
dependent source in a constitutional way. And he may 
learn that those in whom he has been reposing contidence 
are in fact American undercover agents. 

Even more important, there is much less reason to 
believe that a protective court order will effectively deter 
the defendant in an espionage case from turning over the 
new information he has received to those who are not 
entitled to it. For in an espionage case, the defendant 
is someone the grand jury has found is likely to have 
passed secrets to a foreign power. It is one thing to 
believe that the normal criminal defendant will refuse to 
pass on information if threatened with severe penalties 
for unauthorized disclosure. It is quite a different thing 
to believe that a defendant who is probably a spy will 
not pass on to the foreign power any additional informa
tion he has received. 

Moreover, apart from the sense of fair play of most 
judges, additional safeguards could be devised which 
would assure that an in camera procedure woulu be used 
only when an unauthorized disclosure presents a sub
stantial risk to the national security. As in the some
what analogous situation in which the Government 
attempts to invoke a national security privilege in a. 

• 
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civil action in order to trigger an in camera proceeding, 
there should "be a formal claim of privilege, lodged by 
the head of the department which has control over the 
matter, after actual personal consideration by that officer." 
United States v. Reynolds, 345 U. S. I, 7-8 (1953). 
Indeed, I would go even further than did tne Court in 
Reynolds and lay upon trial judges the affirmative duty 
of assuring themselves that the national security interests 
claimed to justify an in camera proceeding are real and 
not merely colorable. . 

The Court's failure to consider the special character-{ 
istics of the Ivanov and: Buten1co cases is particularly·' 
surprising in the light of the reasons it gives for creating 
an absolute rule in favor of an automatic turnover. 
For the majority properly recognizes that its preference 
for a full adversary hearing cannot be justified by an 
easy reference to an absolute principle condemning in 
camera judicial decisions in all situations. Indeed, this 
Court has expressly authorized the use of such procedures 
in closely related areas involving the vindication of 
Fourth Amendment rights. See Roviaro v. ,United 
States, 353 U. S. 53 (1957) ; McGray v. -Illinois, 386 U. S. 
300, 309-·313 (1967). H, as the Court rightly states, t1:le 

. propriety of an in Camf:.fa screening.procedure is a "matter 
of judgment," ante, at 182, depending on an informed 
consideration of all the competing factors, I do not under
stand why the trial judge should .not be authorized to 
consider whether the accused simply cannot be trusted 
to keep the Governmenfs records confidential. Nor do 
I understand why the Government. must be confronted 
with the choice of dismissing the indictment or disclosing 
the information because the accused cannot be counted 
on to keep faith with the Court.9 Moreover) it is not 

D I would not, however, go so far as my Brother FORTA8, who 
would appear to require an in camera proceeding in any case in 
which the Government claims that a turnover would be prejudicial 
to the national security. I bclievethat this special procedure is 
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djfficult to imagine cases in which the danger of unau
thorized disclosure of important information would 
clearly outweigh the risk that an error may· be made by 
the trial judge in determining whether a particular con
versation is arguably relevant to the pending prosecu
tion. It may well be, for example, that the number of 
conversations at issue is very small. Yet, though the 

, Court itself recognizes that lithe need for adversary 
inquiry is increased by the complexity of the issues pre
sented for adjudication," ante, at 184, it nevertheless leavea 
no room for an informed decision by the trial judge that 
the risk of error on the facts of a given case is insubstan
tial. Since the number of espionage cases is small, there 
is no chance whatever that these decisions will be made 
in a hurried fashion or that they will not be subjected 
to the most searching scrutiny on appeal. Of course, if 
any of the conversations should be found arguably rele
vant, their disclosure should be required before the 
prosecution is permitted to continue. 

In sum, I would require the Government to turn over 
to Alderman and Alderisio only the records of those con
versations in which each defendant participated, and I 
would leave the way open for a preliminary in camera 
screening procedure in the Ivanov and Butenko cases. 

MR. JUSTICE FORTAS, concurring in part and dissenting 
in part. 

I. 
In the present cases, the Court holds (1) that the Gov

ernment may use evidence it obtains by unlawful elec
tronic surveillance against any defendant who does not 
have liS tanding" to complain; (2) that a defendant has 
standing only if he was a party to the overheard conver-

only justified when the accused has been indicted for his espionage 
activities, indicating that he hIlS probably passed records to a 
foreign power. 

• 
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sation or if it took place on "his premises"; 1 and (3) that 
all illegally obtained surveillance records as to which a 
defendant has standing (including national security 
information) must be submitted to the defendant or 
his counsel, subject to appropriate protective orders, and 
their relevance to the defendant's trial must be deter
mined in adversary proceedings. The defendant is 
entitled to suppression or exclusion from his trial of such 
illegally obtained information and its fruits. ' 

I find it necessary to file this separate opinion because 
I believe (l) that a person concerning whom an investi
gation involving illegal electronic surveillance has been 
conducted, as well as the persons given "standing" in 
the majority opinion, has the right to suppression of 
the illegally obtained material and its fruits; and (2) that 
it is permissible for the trial judge, subject to suitable 
specifications, to order that information vital to the na
tional security shall be examined onlY'in camera to deter
mine its relevance or materiality, although I agree that 
all other information that may be the subject of a motion 
to suppress must'be shown to the defendant or his coun
sel so that' its materiality can be determined in an 
adversary hearing. \ II." ..... 
.' ., . -, 

The effect of the Court's decision, bluntly acknowl
edged, is to add another to the long list of cas~s in which 
the courts have tolerated governmental conduct that 
violates the Fourth Amendment. The courts have done 
this by resort to the legalism of C(s~anding." See, e. g., 
Goldstein Y. United States, 316 U. S. 114, 121 (1942); 
Wong Sun v. United States, 371 U. S. 471 (1963). Cf., 
United States v. Jeffers, 342 U. S. 48 (1951); Jones v. 
United States, 362 U. S. 257 (1960); Mancusi v. DeForte, 
392 U. S. 364 (1968). 

1 Tho Court leaves the scope of the interest that the defendant 
must have in the "premises" to be determined in future litigation. 
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, It is a fundamental principle of our constitutional 
scheme that government, like the individual, is bound 
by the law. We do not subscribe to the totalitarian prin
ciple that the Government is the law, or that it may 
disregard the law even in pursuit of the lawbreaker. As 
this Court said in Mapp v. Ohio, 367 U. S. 643, 659 
(1961), "Nothing can destroy a government more quickly 
than its failure to observe its own laws, or worse, its dis
regard of the charter of its own existence." 2 

The Fourth Amendment to our Constitution prohibits 
"unreasonable" governmental interference with the fun
damental facet of individual liberty: "[ t]he right of the 
people to be secure in their persons, houses, papers, and 
effects," Mr. Justice Jackson recognized the central 
importance of the Fourt.h Amendment in his dissenting 
opinion in Brinegar v. United States, 338 U. S. 160, 180-
181 (1949): 

"Among deprivations of rights, none is so effective 
in cowing a popUlation, crushing the spirit of the 

2 Mr. Justice Brandeis elaborated this point more than 40 years 
8.g0: 

"In a government of laws, existence of the government will be 
imperilled if it fails to observe the law scrupulously. Our Govern
ment is the potent, the omnipresent teacher. For good or for ill, 
it teaches the whole people by its example. Crime is contagious. 
If the Government becomes a lawbreaker, it breeds contempt for 
law; it invites every man to become a law unto llimself; it invites 
anarchy. To declare that in the administration of the criminal law 
the end justifies 'the means-to' declare thd the Government may 
commit crimes in order to secure the conviction of a. private crim
inal-would bring terrible retribution. . .." Olmstead v. United 
States, 277 U. S. 438, 485 (1928) (dissenting opinion). 

See also Elkins v. United States, 364 U. S. 206, 222 (1960); Terry 
v. Ohio, 392 U. S. I, 13 (1968); Goldstein v. United States, 316 U. S. 
114, 128 (1942) (dissenting opinion) j Irvine v. California, 347 U. S. 
128, 149 (1954) (DOUGLAS, J., dissenting); Comment, The Benanti 
Case: State Wiretap Evidence and the Federal Exclusionary Rule, 
57 Col. L. 11.e'l. 1159, 1167-1168 (1957). 
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individual and putting terror in every heart. Un
controlled search and seizure is one of the first and 
most effective weapons in the arsenal of every arbi
trary government. And one need only briefly to 
have dwelt and worked among a people possessed 
of many admirable qualities but deprived of these 
rights to know that the human personality deterio
rates and dignity and self-reliance disappear where 
homes, persons and possessions are subject at any 
hour to unheralded search and seizure by the police.1J 

It is disquieting when an individual policeman, through 
carelessness or ignorance or'in response to the pressure 
of events, seizes a person or conducts a search without 
compliance with the standards prescribed by law. It is 
even more disturbing when law enforcement officers en..; 
gage in unconstitutional conduct not because of their 
individual error but pursuant to a calculated institutional 
policy and directive. 

Surreptitious electronic surveillance-the tluninvited 
ear" as my Brother WHITE calls it-is a "search and 
seizure" within the ambit of the Fourth Amendment. 
Silverma,n v. United States, 365 U. S. 505, 511 (1961) i 
Katz v. United States, 389 U. S. 347,.353 (1967);, It is 
usually the product of calculated, official decision rather 
than the error of an individual agent of the state. And 
because by nature it is hidden, unlawful electronic sur
veillance is even more offensive to a free society than the 
unlawful search and seizure of tangible material. 

In recognition of the principle that lawlessness on the 
part of the Government must be stoutly condemned, this 
Gourt has ruled that when such lawless conduct occurs, 
the Government may not profit from its fruits. Weeks v. 
United States, 232 U. S. 383 (1914), held that in a. federal 
prosecution the Government may not use evidence se
cured through an illegal search e.nd seizure. In M(J,PP v. 
Ohio, supra, the exclusionary rule ,was applied t~ the 
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States. In that case, the Court expressly recognized 
that only a proscription of the use of unlawfully seized 
material could properly implement the constitutional 
prohibition. It acknowledged that other remedies were 
not effective sanctions. I d., at 651-653. See also 
Weeks v. United States, supra, at 393; Irvine v. Cali
fornia, 347 U. S. 128, 137 (1954); Wolf v. Colorado, 338 
U. S. 25, 41-47 (1949) (dissenting opinion); People v. 
Cahan, 44 Cal. 2d 434, 282 P. 2d 905 (1955). As this 
Court said in Walder v. United States, 347 U. S. 62, 64-65 
(1954), "The Government cannot violate the Fourth 
Amendment· ... and use the fruits of such unlawful 
conduct to secure a convi~tion. . .. .[T]hese methods 
are outlawed, and convictions obtained by means of them 
are invalidated, because they encourage the kind of 
society that is obnoxious to free men." 8 

But for reasons which many commentators charge are 
related more to convenience and judicial prudence than 
to constitutional principles, courts of all States except 
California 4 and of the federal system, including this 
Court, have allowed in evidence material obtained by 
police agents in direct and acknowledged violation of the 
Fourth Amendment. They have allowed this evidence 
except in those cases where a defendant who moves for 
suppression of the material can show that his personal 
right of privacy was violated by the unlawful search or 
seizure. This restriction on persons who ca,n suppress 
illegally acquired evidence has been attributed by some 

3 We pointed out last Term ·that "[a] ruling admitting evidence in 
a criminal trial •.. has the necessary' effect of legitimizing the 
conduct which pl"ocured the evidence, while an application of the 
exclusionary rule withholds the constitutional imprimatur." Terry 
V. Ohio, supra, n. 2, at 1~. See Irvine v. California, supra, n. 2, 
at 150 (dissenting opinion). 

• See People v. Martin, 45 Cal. 2d 755, 290 P. 2d 855 (1955). 

• 
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commentators 5 to the fact that the constitutional right 
to suppress was at one time considered to stem in part 
from the Fifth Amendment's privilege against self
incrimination.o Only the person whose right has been 
violated can claim the protection of that privilege. 
8 J. Wigmore, Evidence §§ 2196,2270 (McNaughton rev. 
1961). But if the exclusionary rule follows from the 
Fourth Amendment itself, there is no basis for confining 
its invocation to persons whose right of privacy has been 
violated by an illegal search. The Fourth Amendment, 
llnlike the Fifth, is couched in ter~s of a guarantee that 
the Government will not engage in unreasonable searches 
and seizures. It is a general prohibition, a fundamental 
part of the constitutional compact, the observance of 
which is essential to the welfare of all persons.7 Accord
ingly, commentators have urged that the necessary impli
cation of the Fourth Amendment is that any defendant 
against whom illegally acquired evidence is offered, 

5 Broeder, WOl)g SUb v. United States: A Study in Faith IUld 
Hope, 42 Neb. L: Rev. 483, 539, 540 (1063); Comment, Fruit of the 
l)oisonous Tree-A Plea for Relevant Criteria, 115 U. Pa. L. 
Rev. 1136, 1140--1141 (HI67). Others have attributed the standing 
requirement simply to a hostility towards the exclusionary rule on 
the part of the courts. See, e. g., Edwards, Standing to Suppress 
Unreasonably Seized- Evidence, 47 Nw: U. L. Rev. 471 (1952). 

6 MalliJ v. Ohio, 367 U. S. 643 (1061), was a 5-to-4 decision. My 
Brother BLACK concurred only on the basis that the Fifth Amend
ment's ban against self-incrimination, operating in conjunction with 
the Fourth Amendment, required the exclusionary rule. See also 
Ker v. California, 374 U. S. 23, 30 (1963); Malloy v. Hogan, 378 
U. S. I, 8 (1064). 

7 The California Supreme Court has recognized that it is not incon
sistent to hold that lUly person may object to the use against him 
of evidence obtained by nn illegal search or seizure, while at the 
some time allowing only a person wl!o has been made to incriminate 
himself to suppre~ his confession llnd its fruits. Compll.re People v. 
Martin, supra, n. 4, with People v. Varnum, 66 Cal. 2d 808, 427 P. 2d 
772 (loo7). 

25-995 0 - 78 - 13 
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whether or not it was obtained in violation of his right to 
privacy, may have the evidence excluded. It is also con
tended that this is the only means to secure the observance 
of the Fourth Amendment.s ;, . 

I find these arguments cogent and appealing. The 
Fourth Amendment is not merely a privilege accorded 
to him whose domain has been lawlessly invaded. It 
grants the individual a personal right, not to privacy, but 
to insist that the state utilize only lawful means of pro
ceeding against him. And it is an assurance to all that 
the Government will exercise its formidable powers to 
arrest and to investigate only subject to the rule of law. 
See Brinegar v. United States, supra, at 181 (dissenting 
opinion). 

To allow anyone, regardless of "standing," to prevent 
the use against him of evidence that the Government 
has lawlessly obtained would, however, be contrary to 
a number of decisions. stemming from Jones v. United 
States, supra. E. g., Wong Sun v. United States, supra; 
Parman v. United States, 130 U. S. App. D. C. 1~8, 399 F. 
2d 559 (1968). It is the mandate of Jones that something 
more than the generalized interest of any citizen in go v-

S See generally Grant, Circumventing the Fourth A4:?ndment, 
14 So. Cal. L. Rev. 359, 368 (1941); Allen, The Wolf Case: Search 
and Seizure, Federalism, and the Civil Liberties, 45 Ill. L. Rev. 1, 22 
(1950); Kamisar, Illegal Searches or Seizures and Contemporaneous 
Incriminating Statements: A Dialogue on a Neglected Area of Crim
inal Procedure, 1961 U. Ill. L. F. 78, 105. Traynor, Mapp v. Ohio 
at Large in the Fifty States, 1062 Duke L. J. 319, 335; Broeder, 
supra, n. 5, at 540; Pitler, "The Fruit of the Poisonous Tree" 
Revisited and Shepardized, 56 Calif. L. Rev. 579, 649-650, n. 352 
(1968); Comment, Judieial Control of Illegal Search and Seizure, 
58 Yale L. J. 144, 157 (1948); Note, Standing to Object to an Un
lawful Search and Seizure, 1965 Wash. U. L. Q. 488; Comment, 
Standing to Object to an Unreasonable Search and Seizure, 34 U. 
Chi. L. Rev. 342 (1967). But see Edwards, supra, n. 5, at 472; 
Weeks, Standing to Object in the Field of Search and Seizure, 6 Ariz. 
L. Rev. '65 (19(4) i Comment! 55 Mich. L. Rev. 567, 581 (1957). 
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ernmental obedience to law may be required for suppres
sion of unlawfully obtained evidence. But if the Court is 
not prepared to repudiate the holding, stated in Jones, 
that something more must be shown to compel suppres
sion than a claim of prejudice based only on "the use 
of evidence gathered as a consequence of a search or 
seizure directed at someone else," 362 U. S., at 261, it 
should at least follow Jones faithfully and completely. 

Jones represented a substantial step towards full imple
mentation of the Fourth Amendment. The case involve~ 
a charge of illegal possession of narcotics, and it held 
that mere lawful presence on the premises searched gave 
"standing" to challenge the legality of the search.9 It· 
rejected the view IIgenerally" held by courts of appeals 
"that the movant [must] claim either to have owned 
or possessed the seized property or to have had a sub
stantial possessory interest in the premises searched" 
in order to' have the seized property suppressed. Ibid. 
It explicitly rejected the use of property concepts to 
determine wh~ther the movant had the necessary "inter
est" or "standing" to obtain exclusion of the unlawfully 
seized evidence. See id" at 266. • 

The Court said in Jones, in a.passage the majority 
quotes but the full scope of which~ it does ·not incorporate 
in its opinion: .. 

"In order to qualify as a Iperson aggrieved by an 
unlawful search and seizure' one must have been a 

.. victim of a search or seizure, one against whom the 
search was directed, as distillguished from one who 
claims prejudice only through the use of evidence 
gathered as a consequence of a search or seizure 
directed at someone else. . . 

. . . 
t I assume that the Court today intends to incorporate at least . 

this direct holding of Jones. 
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1I0rdinarily, then, it is entirely proper to require of 
one who seeks to challenge the legality of a search 
as the basis for suppressing relevant evidence that he 
allege, and if the allegation be disputed that he 
establish, that he himself was the victim of an 
invasion of privacy." (Emphasis supplied.) Id., 
at 261. 

It is my position that this quotation, read in light of 
the Court's rejection of property concepts, requires that 
we include within the category of those who may object 
to the introduction of illegal evidence "one against whom 
the search was directed." Such a person is surely lithe 
victim of an invasion of privacy" 10 and a "person ag-

10 Title III of the Omnibus Crime Control and Safe Streets Act of 
1968, Pub. L. 90-351, 82 St.at. 211, provides that II. law enforce
ment officer seeking prior judicial authorization for interception of 
wire or oral communications shall include, among other things, in 
his application to the court "II. full and complete statement of the 
facts and circumstances relied upon by the applicant, to justify his 
belief that an order should be issued, including (i) details as to the 
particUlar offense that has been, is being, or is about to be com
mitted, (ii) a particular description of the nature and location of 
the facilitics from which or thc place where the eommunication is 
to be intercepted, (iii) II. particular description of the type of com
munications sought to be intercepted, (iv) the identity of the person, 
if known, committing the offense and whose communications are to 
be intercepted .... " 82 Stat. 218 {18 U. S. C. § 2518 (1) (b) 
(1964 ed., Supp. IV». Examination of such applications should 
facilitate the task of deciding at whom a particular investigation was 
directed. Sce also Berger v. New York, 388 U. S. 41, 55-59 (1967), 
in which we held that the Fourth Amendment requires, as a precon
dition of judicial authorization of an eavesdrop, that the conversations 
sought to be seized be described with particularity. 

Although I have referred to relevant provisions of the Omnibus 
Crime Control and Safe Streets Act, I note that I have not con
sidered the constitutionality of the Act, as that issue is not involved 
in this case. I express neither agrcement nor disagreement with 
the majority's statements (loncerning the Act. 
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grieved/' even though it is not his property that was 
. searched or seized. As I think the Court' recognized in 

Jones, unless we are to insist upon property concepts, 
it is enough to give him "standing" to object that the 
government agents conducted their unlawful search and 
seizure in order to obtain evidence to use against him. 
The Government violates his rights when it seeks to 
deprive him of his liberty by unlawfully seizing evidence 
in the course of an investigation of him and using it 
against him at trial. See If,osencranz v. United States, 
334 F. 2d 738, 741 (C. A. 1st Cir. 1964) (concurring 
opinion). / 

III. 
I do not agree with the Court's decision that sensitive 

national security material that may not be relevant to 
a defendant's prosecution must be turned over to the 
defendant or his counsel for their scrutiny, By the term 
"national security material," I mean to refer to a rigid 
and limited category, It would not include material 
relating to any activities except those specifically directed 
to acts of sabotage, espionage, or aggression by/or on 
behalf of foreign states. 

Because the Court believes that no distinction can be 
made with respect to the defendant's right to suppress 
relevant '.evidence 'on the basis of the sensitivity of the 
material, it has concluded that no distinction can' be 
made as to the method of determining whether the 
material is relevant. I agree that an in camera inspec
tion of the records of unlawful surveillance should not 
be the usual method of determining relevance. I agree 

'with all that the Court says about the inadequacy of an 
inspection in which the defendant. cannot participate 
and the burden that it places upon the trial judge. But 
in cases where the trial court explicitly determines, in 
written findings) sealed and available for examination by 
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. reviewing courts, that disclosure would substantially 
injure national security interests, I do not think that 
disclosure to the defendant is necessary in order for the 
Government to proceed with a prosecution. The trial 
judge should make such findings only when the Attorney 
General has personally certified that specific portions of 
the unlawfully obtained materials are so sensitive that 
they should not be disclosed. But when such a certi
fication is made, I believe that the trial judge may 
himself weed out the material that he deems to be clearly 
irrelevant and immaterial. The balance, of course, must 
be turned over to the defendant or his counsel, unless the 
Government chooses instead to dismiss the prosecution. 

Let me emphasize that the defendant's right to sup
press is the same whether the charge is espionage, sabo
tage, or another kind of crime: Relevant material that 
has been illegally seized may be suppressed if the defend
ant has standing. but the existence of nonrelevant illegal 
evidence will not prevent a prosecution. Only the 
method of determining the relevance of the lawlessly 
obtained material to the prosecution would vary accord.; 
ing to whether the national security is involved. 

I agree with the majority that the possibility of error in 
determining relevance is much greater if there is only in 
camera examination. But I also agree with my Brother 
HARLAN that disclosure of some of the material may pose 
a serious danger to the national interest. I therefore 
reach the conclusion that a differentiation may prcperly 
be made between the method of handling materials the 
disclosure of which would endanger the national security 
and other illegally obtained materials. Skeptici!3m as to 
the court's ability to detect and turn over to the defend
ant all relevant material may be well founded, but in 
camera inspection does not so clearly threaten to deprive 
defendants of their constitutional rights that it justifies 
endangering the national security, Accordingly, I would 

I 

.. 
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hold that after certification by the Attorney General 
that specific portions of unlawfully obtained materials 
are sensitive, the trial judge may find that their dis
closure to the defendant or his counsel would substan
tially injure national security interests, and he may 
determine in camera whether the materials are argual:;lly 
relevant to the defendant's prosecution. 
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FLETCHER, Chief Judge: 

The appellant's court-martial resulted in his conviction of two specifications 

of failing to report contact with persons believed by him to be agents of ·govern

ments hostile to the United States and one specification of attempted espionage, in 

violation of Article~ 92 and l34,\res~ectivelY, Un'iform Code of Military Justice, 10 

U.S.C. §§ 892 and 934. The appellant challenges the validity of his conviction on 

severe! grounds. We find it necessary for the resolution of this case to address only 

two: first, the failure of the military jud~:e to SUB sponte instl'uct the court· 

members on evidence of unch!ll'ged misconduct; and, second, the denial of his I',ight 

to a public trial. We find on both counts the judge erred. 

The facts are not in dispute. The appellant, after a series of dise~ssions with 

three individuals, each· of whom worked covertly for the government, failed to 

report these conversations and ultimatel~' attempted to communicate inforrn"H".~ 

relating to national defense, contrarJ,' to Air ["orce Regulation 205-37 and 18 u. s. c.: 
§ 793(d). 

Throughout the proceedi!lfl's the prosecution adduced numerous acts of mis

conduct, over defense objection, including possible earlier acts of espionngc. The 

miEta!'y' judge; in an Article 39(a) session, sllbsc~cu"'H to lIle presentmcrrt of 

eVidcincc on the mer'its, aceuratclY.,notec eacn act of unchat'ged misconduct. He 

correctly stated that ~e wus required to instruct the court members us to the 

limited purpose of this evidence. Appellant's counsel requested that I,ln unchurged 

misconduct instruction not be given. The judge considered the request Bnd did not 

so inst[,uct. 

, ~o evidence ce.n so fcster in the minds of court mcmbers as to the guilt or . . 
innocence of the accused as to the crime charged as evidence of uncharged 
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misconduct, Its use must be given the weight of judicial comment, ~, an in

struction as to its limited use.l United States v. Gaiter, 23 U.S.C.M.,A. 438, 50 

C.M.R.'397 (1975). 

This Court's statement in United States v. Graves, 23 U.S.C.M.A. 434,437,50 

C.M.R. 3~3, 396 (1975): 

Irrespective of the desires of counsel, the military judge 
must ;,el1r the primary responsit>ility for assuring that the 
jury propcrly is instructcd on t!1e elemcnts of thc offenses 
raised by t!1e evidence as we!! as potential defenses and 
other questions of law. Simply stated, counsel do not frame 
issues for the jury; ~hat is the cuty of the military judge 
based upon his eva!uation of the testimony related by the 
w:tnesses cu~\ng t\1e trial. 

encases the judge's obligation to instruct. When evidence of uncharged misconduct 

is peL'mitted, nothing short of en instruction will suffice. 

As to th~ second errcL', the military judge during the preliminary Article 39(0.) 

session, statcd that because the trial on the espionage charges could delvc into 

classified matters, certain prccedurcs would bc instituted. . These included 

ascert:.>.ining that all court members and personnel would havc the appropriate 

. 'security clc(lran('es, and that the public would be excluded from portions of the 

trial. Thus, despite thc objection of the defense cNlI1sel, and the trial judge's own 

llssurances tl1({t he would "bene over backvmi'ds" to protect the appellant's rights, 

the pl!~)lic was excluded from virtually the entire trial as to the espionage chr..rges.2 

11'I1e !lasic !egal tenet ane! the seven exceptions to that rule vlhich permit the 
int~oc';ct:on o~ unc'larged misconduct arc set fOI·th in paragraph 13Sg of the Manual 
for Ccu~ts-Y.artiu!, t'r.:ted States, !S69 (;{cv.), llS rcitcr'a~ed !Jy th:s Court in tJni~ed 
States v. Jnn:s, 24 ~.S.C.:V!.A. 225, 51 C.:V:.!~. 522 (!97'3). Tho fact that this 
evidence was acm:ssible uncer that test gives rise to the qucstion of the need for 
a!11:1s~ .. ltc~ion. 

21'he propriety or irnPL'opriet;' of the exclusion of the public from all or part of a 
trial cannot, llS atte'nptcd by the ~overnment in this case, be reduced to solution by 

... 
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During this portion of the trial, nine witnesses testified, only one of whom 

discussed classified matters at any length. Of the' remaining eight witnesses, one 

made less than 10 references to classified matters, three made only one reference, 

and the remaining four made no references. In excising the public fl'om the trial, 

the trial judge employed an ax in place of the constitutionally required scapel. 

The right of an accused to a public trial is a substantial right secured by the 

Sixth Amendment to the Constitution of the United States. In re Oliver 333 U.S. 

257 (1948). Indeed, this Court has long held that an accuscd is, at thc very least, 

entitle.c to '1ave his friencs, relatives, and counsel present regardless of the offense 

c'1ar~eC:. l..'nitec S~ates v. -grow!), 7 U.S.C.Y.A. 25!, 22 C.M.R. 41 (H!56).3 The 

improper exc:us;or. o~ the pu~::c has !Jeen treated as error per se in recognition that 

to do otherwise is to place the defendant in the ironic position of having "to prove 

mat!lElrnat:Clll formulas. The logic and rationale govcrning the exclusion, not mere 
percente;es of the tota~ pages 0; ~he reco~c, must IJe cli~;Jcsitive. 

The dissenting Judge has apparently adopted, the govern\l1ent position thatdf 
over 6(1 ?crcent o! the total record was cOrir.uctcd in o?cn session, there can be 
little o~ no question ':l~t tha~ the ~rin! judge exercised discr~tion in his cxcltlsio~1 of 
t'1e ;1u':>!ic. :':nfor~unR~c!y whnt ':lot!l the G!ssenting :ucgc Lna the government ~ave 
~a:!ed '.0 co :s ~o am.'.~Y7.e wha~ "o~tions of ~'1e record are involved in this q es~!on • 
. T'1e "over 5C pc!'cent" ::gUre w~:~h !las been ':lunc:cc a!:lout entails the preliminary 

, procecurr.! ma~ters, the ent:~e trial on the merits fiS to the chGr'~e of whieh tIle 
appe:!'!nt was aequ:ttec, final instructions. alld the ·",ntcnc:ng- ;,;hl)se of the trinl. 
The fact t~at these portions of the trill! Iv.:!:'" open to t~le pu':llie Cfin have no 
bearing on ~~e reso~u~ion of the proprie~y .of the jucge's exclusion of the publie 
r~o:!' vir~ua:!y the en~ire tria: as to the e,!?iOnRge matteI's. FUI'ther, simple 
ext(mir.a~ion of ~'1e ['eeol·c rcvea!s that t!le "bulk of the closed session" did not 
contain nume~ous and repentec refe~ences to classi!icd mnttcrs; in fact, as noted 
by t!le government in its pleadings, only two witnesses of the total of nino would fit 
into t'1:s category. 

3This Court is in full agreement with the concurrence of then Chief Jud[ie Quinn 
that the ~:ght to a ?!.Ib;ic trin! i~ indeed I'ec:u:red in a court-martial. To the extent 
thn: t'nitec S~ates v. Brown, 7 U.S.C.Y.A. 251, 22 C.~1.ll. 41 (1956), itnpEes a 
"\l11!itp.~y except!on" to the right to n pub~:c trial for service personnel ill reliuncc 
upon Ex pal'te Qu:rin, 317 t: .S. t (t942), it is overru!ed. 
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what the disregard of his constitutional right has made it impossible for him to 

learn." United Sta'tcs ex reI. Bennett v. Rundle, 419 F. 2d 599, 60S (3d Cir. 1969).4 

,'. 

As recognized in United States'v. Brown, supra, the right to !\ public trial is 

not ·.Jbsolute, and une!e~ exceptional.c:rcumstances, limited portions of a criminal 

~. trial may be partially closed over c!cfense objection.5 In each i~stance the exclu

sion, must be usee! sparingly with the emphasis always towarc! a public trial. His

tor:cal exceptions have evolved Qud expanded6 ~vhich need not !>e discussed, for 

the stlltcd basts fo" the exc!us:'Jn of the public :0 this case was the fact that 

class:ned or secur:ty matters mi§;'lt be presented. ~xclusion of the public on such a 

basis is proviccc for in paragraph 53£, Y.anual for Coul't~-~,1!lrtinl;':Unitcd States, 

!969 (p.ev.) which provides in pertinent part that: 

As a ge'lernl rule, t~e pu!>Ec sh!l~l bc permitted to nttend 
o~en s'?ssio'ls of coul'~s-ma~tia1. L'nless otherwisc limitcd by 
c:~cc~:vC's of the Sec~etary of !l Department, tfJe convening 
e·.:t!l'.)r~~y, ~~e miH~Q.ry ;ucget or th~ ~rcsident of a specinl 
court-'T'.?~t:a! witio:.Jt a mi::tal'Y ;l!cge may, for security 01' 

otier geod rcasons. c:rect !fJa~ '.hc ?ub!ic or certain pOl'tiollS 
t~cr'eo~ ':>~ exc!!.!~ec! from e ,,:!.~c? .. l. :-!owevcr, all ~pectnt(}rs 

4Sce l..'nited Stat~s v. Zimmel'mD.;, 19 C.~1.R, 806 (!~:F.B,R. 1955); United Stotes V. 

lfC'i3'i, 172 :. 2d 9:9 (3d Cir. :9';£)j Tanksley V. L'nited Stotes, 1-15 F. ?d 58 (9th Cir. 
1944). 

5See United State~ ex reI. Lloyd v. Vincent, 520 F. 2d 12'12 (2<1 Gir. 1975); 
S'.lll:licor~on, N.V. v. American Cyanamid Co., 506 F. 2d 532 (2d Cil'. 19'14). 

6See e.g'. Note, ':'!1e Accused's Right to a Public 'r~ia!, 42 Notre Dame Law 499 
(1~J7)='Gte. The '.:'Io~ ~') a ?'~'.'i;c ~'r:r.l in C':r;:;Tr'ififCnses, 41 !'I.Y.U.L. Rev. 1130 
(JDGG); a.l.lc::--, ':,c ... ::~: ~o c. :".:!.Jlic :"[0., G ':'el1l~), :...~~. 381 (1932). These tre.di
tiona! exce~:;o".' o~:;'/:! 5ecn '::'(. !d(!ne~ to :nc!ude limited exclusions to p!'otect 
,unde~cover po:iccmer. or agents, to insure fu!l end honcst testimony by G'over"lment 
witnesses, to protec: airEne hijacking profiles, nne to preserve order. United 
State!" V. Ruiz-:s:~e:!8, 'lSI F. 2d 723 ~2G Cir. 19'13); United States ex reI. Bruno V. 

'Hero:c', 4()? F. 2d 125 (2d Cir, 19-39); United States ex ret. Ot'lando v:Fay, 350 F. ?d 
967 (?d C:r. !('G5). See Il!!nois V. AJlen, 397 U.S. 337-~970)j Bloom V. Illinois, 391 

1 U,S. 104 (l!?G8). -
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may be excluded from an entire trial, over the accused's 
objection, only to prevent the disclosure of classified 
information. The authority to exclude should be cautiously 
exercised, and the right of the accused to a trial completely 
open to the public must be weighed against the public policy 
considerations justifying exclusion. 

Although the presentation of clnssified or security matters did not develop as 

lin historical exception to the requirement of a public trial, this Court recognizes 

that, within carefully limited guidelines, partial exclusion of the public on such a 

basis can be justified. !v'lilitary' appellate courts hnvelloted the necessity to reqUire 

that court personnel and membe~s have designatcd secul'ity clearances, and that 

questions of classined materials could prope!'ly be disposed of in closed seSSions., 

United States v. Kauffman, 33 C.V..R. 748, 7!l5·(A.B.R.), reversed on other grounds, 

14 U.S.C.!\~.A. 283, 34 C.Y!.R. 63 (1963);7 United States v. Northl'u?, 31 C.M.R. 5S9 

(A.F.B .. R. 1961); t'nited States v. Dobl', 21 C.\-1.R. 4'51 {A.B.R. 1956). Yet, in each 

instance the excl'Js:on of t'1e pubHc was nElrrowiy and carefully drC!wn. The blanket 

exclusion of the s;Jcctators from all or most of a trial, such as in the pl'esent case 

has not been approved by this Court, nor cou~(l it be absent a compelling showin~ 

that sueh was necessary to prevent the disclosure Of classtried information.8 The 

simple utilization of the terms "secul'ity" or i'military necessity" cannot be the 

. tlllisman in whose presence the protections of thp. Sixth Amendment and its 

guarantee to a putllic trial must vanish. ~ l';;less nn ll",-r/;pr:rlte balancing test is 

7 In' United States v. Kauffman, 33 C.M.R. 748, 795 (A.B.J{. 1963), the limited 
exclusion of the ~Ublic during the portion of one witness' testimony on espionage 
matte~s was sustained .. It should !Je noted, however, that the exclusion was so 
limited that no evidence was o~!ered, and instead only procedural matte['s were 
discusse:l which did not relate ~o the question of guilt or innocence. See Unitcd 
States v. Henderson, 11 U.S.C.M.A. 556, 564, 29 C.M.R. 372, S80 (1960). 

8~ United States v. Michaud, 48 C.M.R. 379 (N.C.M.R. 1973). 

·9This Court recognizes that the Supreme Court in Parker v. Levy, 411 U.S. 733, 74~3 
(1974), acknowledgec the uniqueness of the military society, and that it has 
reaWrmed that beHef in recent decisions. Sec Middendol'f v. Henry, 4·25 U.S. 251 
(1976): Greer v. Spock, 1,24 U.S. 828 (1976); Schlesinger v. Councilman, 420 U.S. 738 , 
(19'(5:. Yet, thic; Court once ur;:l.:n must stntc that analysis and rationale wilt be 
determ!native of the !,ropl'iety or given sitUl.ltions, and that the mere uniqueness t~ . 
the mi!!tary society or milita~y necessity cnnnot be urged as the basis for" 
sustaining that which reaso'n and analysis indicate is untenable. ~ United States f 
v. Robel; 389 U.S. 258 (1967). ;..; . 

-_._-._-------------------------------------
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employed with exam!mition anu analysis of the need for, and the scope of any 

suggested exclusion, the result is, as nere, unsupportable). 

It is our decision that the balancing test employed by a trial judge. in 

i~stances involving the possible divulgence of classified material should be as 

follows. His initial' task is to determine whether the perceived need urged as . 

grounds for the e,:clus!on of the publiclO is of sufficient magnitude so as to 
outweigh "tJle danger of a miscarriage of justice which may attend judicial 

proceedings carried out in even partial secrecy." Stamicarbcn, N. V. v. American 

Cyanarr:c Co., 506 F. 2d, 532, 539 (2d Cir. 1974) •. This may be best achievecl by 

concuct:ng a ?relimin~ry hearing which is closed to the public at which time the 

govcrnment must cernonstrate that it has met the heavy burden of justifying the 

imposit:on of restraints on thls c0l1stitutional1'ight.n T!le prosecution to meet this 

heavy burden must dernonstl'ate the clllss:fied nature, if any, of the materials in 

question. It must then delineate thOS\l portions of its CW3e whieh will involve these .. 

materials, 

It is aeknowledged that special deference should be acco~'d:Jd matters of 
M.ti(Jn~ security. Ethyl Cor.poraUon v, Environmental Protection Agency, 4'{3 F. 

2d 47 (4th Cir. 1973); S~stein v. Resor, 421 F. 2d 930 (9th Cir. 1970). Although thc 

. actual classification of mat(!ria!s and the policy determir..!Itions involved therein 

are not normal judicial functions, immuniz.utio:l from judicial review cannot be 

10 QUI' hqu:ry dce.J.s so~ely with requests for exclusion by the government Qnd differs 
from the consicerations em~loy!!c I'then the defendant requests exclusion of the 
pub!ic in orcer to insure a (uir tr:al. Sc,: Sheppard v. Maxwell, 384. U.S. 333 (1966); 
Estes v. Texas, 381 C .S. 532 (1965). . 

l!See I~ew York Times Co. v. United Stutes, 403 U.S. 713 (1971). It is recognized 
tl~ in this case the Supreme Court was concerned with First Amendment 
qucstions; however, the pl'inciples enunciated in regard to government's attempts to 
preven~ the disclo:;urc of mattei's in the name of "security" arc applicable to the 
"pu!:llic trial;' as;?ects of the Si:~th Amendment present in this case. 
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countenanced in situations where strong countervailing constitutional Interests 

exist which merit judicial protection. United States v. United States District 

Court, 407 U.S. 297 {1972).12 Before a trial judge can order the exclusion of the 

public on this basis, he must be satisfied from 1111 the evidence and circumstances 

that there is a reasonable danger that presentation of these materillls befo~e the 

public will expose military matters which in the interest of national security should 

not be divulged. United States v. Reynolds, 345 U.S. I (1953). The method used by 

the prosecution to satisfy this burden, as recognized in United States v. Reynolds, 

supra, will vary depend!ng upon the nature of the mnterillls in question and the 

information offered. It is Impol'tant to realize that this initilll review by the trilll 

judge is not' for the purpose of conducting a de novo review of the propriety of a 

given classification deci!lion,l3 AI! that I -,'1St' be determined is that' the material in 

question has been c!assificd by the proper authorities in accordance with the 

appropriate regulations. Brockway_ v. Department of the Air Force, 518 F. 2d 1184 

12The Sup;'eme Court upheld the l'equirement of judici[d set'utiny i: tlw fcJeifJ"h 
prior warrant procecurcs !:lefore t~e uti!ization of I'liretaps under the Omnibus 
Crime Control and Safc Streets Act, 18 ~.S.C. §§ 2510-2520. Government con
tentions that "domestic security" concerns m:Jst prevail over the protectiom:; of the 
Fourth Amendment were rejected. 'rhe Court did not address the question of 
"foreign" security matters, bu~ l!1s~ead carefully Hmit(,d its holding in this and 
su'J~ec;,'le:1t cases to "comestie" security quc:,tions. Sec RUq;;o v. By~ne, 409 U.S. 
12:9 (:r.72). I-!ol'l'ever, the oVerricing conce!'l1s eX;JI't;,-;.,,' 1,\' l1C S'lpreme Court in 
'~het CRse have been recently a?p:iec :" "1M·'" £:o:iI~(>rmng :orcign security 
survei:~ur.()e as we:1. Zwcl':Jon v. ),1itchell, 5~S F. 2d 594 (D,C. Cir. 1975), We feel 
that ti:s rationale is. sound at least as it relates to the propl'iety of juqicial 
scruti::y, and the u':JiHty of the trial judge to properly exercise this s()ruliny, . 

13 Env!ronmental Pl'otection Agency v. l'4ink, 4Hl U.S. 73 (1973). This case involves 
analys:s of thc Freecol11 of !nformutiorl Act as ol'i£;'inally enacted, Both su!:lsequent 
congressional rr.ocii':cntion of lllllt act, and the pre~e:1ce of additional constitu~ 
tiona! concerns fOl!nc! !n crimina! pl'osecutiolJs lead vs to conclude that the trilll 
Judge may u~mze in camcra inspection of the material to (Jeter mine whether the 
?r03ecut:on has met its burcen ~houlc he deem it necessary. United States v. 
~~XO:1, I":S U.S. 6~3 {1974); Schaffel' v. Kiss:nger, 505 F. 2d 389 (D.C. Cil', 1974). 
Sec Z·.\'c:'JO:1 v. :\1!tchcl:, sl.!?ra • 
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(8th Cir. 1975).14 The ultimate questions of whether these materials "relat(ed] to 

the na~ional defense,,15 and could be used to the injury of the United States or the 

advantage of a foreign country must remain for resolution by the jury. 18 U.S.C. § 

·793£. The sole purpose of this review is to protect an accused's right to a public 

trial by preventing circumvention of that .right by the mere utterance of a . 
conclusion Ot' blanket acceptancE: of the government's position without a demon- . 

stration of a compelling need. United States v. Nixon, 418 U.S. 683 (1974).16 

This Court apprGciates full well that such a hearing may involve complex and 

delicate mstters for resolution by the trial Judge, yet, as recognized by the 

Supreme Court, these nrc matters that judicial officers must and should be. 

equipped to properly dctermine. United ·States v. United States District Court,· 

supra. Similarly, we feel that objections to this procedure because of the 

possibility of "leaks" are insufficient to prohibit [ts use; adequate measures el:ist to 

!nsul'e the nccessary confid;:,ntiulity required when matters of national sccul'ity al'e 
concerned.17 ' 

. 14The potentia! for abusC!s m;y exist, and upon propel' motion it is incurnb::mt upon 
the tria~ judge to determine VI~lcthCl' a particular classification wns clone in an 
arbitral'Y nne ca;>ricious mnn!ler, thereby compelling its c!isC!losul'e. Wolfe v. 
F!'oei:'<e, 5!O F. 2c! 654 (D.C. Cir, 1974); SC!1Rffcr v. Kissinger, slIorD.; Epstein v. 
Rcsor, t,Zl F •. 2d 930 (9~h Cir. 1970). '. - . 

15See United Stutes v. Drumrnond, 354 F. 2d 13? (~d Cir. 1975). 

lGSee~ Rowley v. Me;l1illan, 502 F. 2d 1326 (4th Cir. 1974). 

17· . 
~ AldCiman 'I. United States, 39·1 U.S. IG!i (19G9). 

L ___________________________________ ~ _______________________________ . __ _ 
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The trial judge's determination that the prosecution has met its Durden as to 

the nature of the mllterialsl8 does not complete his review in this preliminary 

hearihg. He must further decide the scope of the exclusion of the public. The 

pros~cution must delineate which witnesses will testify on classified m&tters, nnd 

what portion of each witness' testimony will actually be devoted to this area. 

CIe.arIy, unlike the, instant case, any witness whose testimony does not contain 

refercnces to classified material will testify in open court. The witness whose 

testimony is only partially concerned with this area should testify in open court on 

all other matters. For even assuming a valid underlying basis for the exclusion of 

the public, it is error of "constitutional magnitude,,19 to exclude the public from all 

of 11 given witness' testimony when only a portion is devoted to classified material. 

The remaining portion of his testimony will be p~esented to the court membel's in 

closed session. This bifurcated presentation of a given witness' testimony is the 

most sat:sfacto~y resolution of the competing needs for secrecy by the government, 

18ThiS determillation does not preclude the cleCcnsefrom going forwm'd anci GI 
monstrc.ting the n!?ub!ic" nature of the matcrial which would thus e~tnblish. 
scparate ~'l'ou!1d pl'oh:Jitinrr c:·:clusion of the public. See lS U.S.C. § 793. . 

19Cnited States v. Clar!:, 4'/5 F. 2d 240, 246 (2d Cir. 1973). The Second Circuit 
sustained t!)c underlying bnsis for t!)e cxclusion in I'clinn::c upon its prior decision of 

. United States v. 3cli, t.6~ F. 2d 567 (2d Cil'. 1972) - prcventio;> of ~he disclosure of 
air!i!:c s:<y.iac!:ing ~rofi!es because of a eorn?c:~!n6 neer; to [jl'utec:t the IIi" tlDvc:lng 
pu~!ic. Eowever, ~?le court woule not permit tnt:: total exc~usion of the public: in 11 
hetl: iug where only a portion of the tes~!r:lony :;>resented related to this profile, and 
the remainder, as hOI'e, was devoted to a wide range of matters bearing (10 the 
defencant's !:lI1ocence or guilt. 

25-995 0 - 78 - 14 



206 

and for a public trial by the accused.20 It will be incumbent upon the trial judge to 

sua sponte instruct the court members both as an introductory matter and in 

greater detail during his final instructions as to the underlying basis for the use of 

this b!furcnted process. It is imperative that the court members determine 

whether the docum7nts or information in question are violative of the espionage 

statute based solely upon. the evidence presented. Neither the utilization of a 

particular document marking, nor the presentation of certain testimony in closed 

sessions cnn be, in and of· itself, sufficient to sustain a conviction. Dubin v. U.!)ited 

20Thi:; was t!lC proccGul'e employed by the triai court and sustained b~' this Court in 
United States v. Kauffman, supra. We share the conclusion expressed in United 
States v. Clm'!e, ~pra, that: 

Nor d02S ~he remote possibility of an un:;olicitcd, 
spontaneous disclos:Jl'c of the elements of the profile justify 
such a broad !?olicy of exclusion. Since the witnesses were 
aware of thc govel'nment's dcsh'e to maintain °the secrecy of 
the profile, the risk of inadvertent disclcs~l'e was IHlgilgible. 

475 F. 2d nt 246. A cllutio:1ury instruction to the witness should mOl'C than coc
quntaly :?I'otcct the governrnclIt's inter(;sts :n !1 given clIse. 

·The Cou!'t reco;;nizes th9.t not avery situntion is casily "pie-con-holed" ii":to 
testimony which is devoted to classified matcriul and that which is not; us noted 

. earlier in this opinion, we feel that tl'ial jlld,~es sll()u!d und ~r.lIst be cr.pabla of 
oaxe~ci3bg sO'Jnd discretion in their rulings. Clearly. :'.,:o.;b"o', the trial judi;c need 
not !?a!'ticipt1te in so rigid a procedure O~ t" hlr:, hi~ C')l1l'tl'OOm Into a l'arade; 
contiO'.,lity of testimuny and the fact that a given witness' testimony deals vil'tunlly 
cxelusively with classified material nre certain!y factors which could lead to the 
exclusion of the public from all of a given witness' testimony regardless of tll'.! fact 
thl1t.2. portionwlIs not concernec with such matters. The procedure we set forth iS~7 
to protect an individual's rights under ti,e Sixth Amcndment und to prevent those 
rig!1ts from being ignorcd 0:1 the bnsb uf unthinkillg accp.!?tunee of government 
claims of nced without the appl'opriute demonstrntion of that need. ./ 
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States, 363 F. 2d 938 (Ct. Cl. 1966); United States v. Drummond, 354 F. 2d 132 (2d 
-. 21 
,Cir. 1965). 

Applying the above criteria and procedures to the facts of the instant case it 

is abundantly cleat' that the military judge committed error of constitutional 

'magnitude. His blanket exclusion. of the public failed to satisfactorily balance the 

competing interests, and improperly denied the appellant his right to a public 

trial.22 

Reversal is required. The findings and sentence l!S approved by the Urdted 

States Air Ferce Court of Military Review are set aside. The record of trial is 

returned to the Judge Advocate General of the Ail' Force. A rehearing may be 

ordered • 

Judge PERR Y concur-~. 

21It must be !lpf,>arent that exclusion of the publie during a trial may cau~e some 
court members to ei'roncollsly conclude that as the witness 0:' document needs 

. protection, the testimony must be true, and therefore, the defendant's innocence is 
to ':le cou'::>tec. :;\ote, Exc~usion of the General Pub:i~ r~om A Criminal Tl'ial -
'Some Proble'll Areas, IS60 \'ash. U. L.IG!. 4''!. <;(',' Qukk, X Public Criminlll 'l'l'iaf, 
GO Dic~. L. Rev. 21, 28 (1955). The fears ex?ressed by the Su?!'erne Court -In 
Jackson v. Denno, 378 U.S, 3tlS (1964), thut jurors cannot understand the poliey 
consideration calling for the given exclusion arc applicable to this situution. 
Hence, cautionary instructions tailored to the fncts of the particular casc !l1'C 

mandated lest the very purpose behind the procedures discussed be thwarted. 

22The dissenting judge complcins that the procedure which we ado[lt i~ defective 
because if unfairly compron~!ses the governlTIcntal interests involved, and bCMl1SC 
the government is not protected from an ar!Jitt'ary, or presumably a good faith but 
incorrect; ruling compcl!ing disclosure of certain materials. We clIn share his 
concern that Congress has fai.lee to provide OUI' system with statutory D.uthorizatioa 
fol' Government a?pcals in cl'irnlnal cases. See United State5 v. Rowel, 1.01· 

G
U'S'C'!.~'A' 137, 13i!, 51 C.!V!.R. 327, 32£l (Hi'iGj (Fletcll'~r, C.J. cone\lrl'illg~: 
Hoy:evcr, congressional inaction cannot nbrogu. to our obligation to insure that cac~ . 
accused in the mi~itary justica system is afforded his rights under the Si;,tJh. 
Amendment. . . ' 
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COOK, Judge (dissenting): 

I disagree with both aspects of the majority opinion. As to the Instruction on 

uncharged misconduct there is a vast difference between the failure of defense 

counsel to request ~n appropriate instruction as constituting a waiver of the trial 

judge's duty to insb'uct on issues for determination by the court memb(lrs and an 

affirmative request by the defense that n particular instruction not be given. In r"y 

boolc, the latter instance represents defense-induced error which, except in the 

case of a manifest miscarriage of justice, will not ~e considel'ed by an appellate 

cou~t as a ground for reverso.l of an otherwise valid conviction. Even if United 

States v. Gl'UV"S, 23 U.S.C.M.A. '134, 50 C.M.R. 393 (1975), is us expansive as thc 

majority now -p~rcciVc it to be, a construction with which I diSagree,) it docs not 

ovel'l'Ule the self-induced error concept. In United States ....:::.~~ornle~, 23 

U.S.C.:vr.A. 503, 503, 50 C,M.n, 647, 6·,'7 (19"5), the Court ~otcd that ~ did 

not extend to "an affirrnntin waivel' by defense cOllnsel of appropriate judicial 

nction l'eqtt!r-ed by the evidence." In United Stutes v. H(~dcn, 24 U.S.C.M.A. '10, 51 

C.117.R. 249 (I~'l6), the Court iterated the !imitation of ~~ .. \lith a l'efcrence to 

t'nitec States v. J3rux, 15 U.S.C.:vr.A. 597, 602, 36 C.:'I1.R. 95, 100 (196(1), in which 

the Co:,u't held t!1at, except to prevent a miscarriage of justice, "self-induced elTOl' 

••• may not later be claimed as the basis for appellate l'eversal." 

As to the public trial issue, the principal opinion acknowledges that the right 

to u publi(' trial is "!lot abso~\!te.tI The f((::,t that the trio.! judge held a preliminary 

hearing on the malter demol1strates to me that he was rnii,dful of his respcn:;ibility 

to effect a sensitive accornmodation between the accused's l'ight to a public trial 

lSee my clissoznt in Unit()d Stntos v. McGee, 23 U,S,C.M.A. 591, 594, 50 C.M.R. !l5(1, 
859 (197;\), and United States v. HeL~on, 2·1 U .s.C.M,A. ·19, 51 C.M.R. 143 (1975). 

• 
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and the Government's need to protect ciassified information affecting national 

security. His declaration that he would "bend over baclCl'lards" to preserve the 

accused's right demonstrates to me that his criterion fo~ exclusion of the public 

was at least as stringent !IS that contemplated by the majority. The question then 

is whether the judg~ disregarded his own declaration and, in fact, wielded "en ax in 

place or the ••• required sc~pel," as the majority conclude. 

Contrnry to the majority's disdain of "mere percentages of the total pages of 

the record," as indicative of the scope of exclusion, in my opinion, that cir

cumstence is very important to resolution of the issue. The defense b'rie! repre

sents that the tr'ial' wes conducted "almost entirely in secI'ct." Hor/ever, 

GovernfH:mt counscl's analysis of the transcript of the record, with which! ag1'ee, 

indicates that over 60 percent of the proceedings were "open to the public," and 

~hat ,the "btllk of the closed secsion of the court-moTt:al ••• contained numerol.!S 

and l'cpeo.tcd rcfel'cnccs to <:lc\ssified matters." In.' my opinion, therefore, the 

reco:d does not rel1ect "blo,n!tet cXC:lusion of the public," as the muj~rity d"sel'ibe 

tht'! tl·iDl jud~c's ruling, but I'ather it convinces me the triDl judge WIIS fh'mly 

committed to, L,nd properly applied, the "logic and rationale governing- the 

exelu<;io;ln of the public, which the majority posit as an appropriatc stnndQrd fol' 

. meosuring the validity of the trial judGe's ruling. I would affh'm the dr;tCl'min:.tion 

by tllc (;om·t of Military RevieVl that the accused wa~, net imp~cpcrly df,ilicd'thc 

l'ight to tilG pl'e'['oncc of the public at portions of Ilis trial. 

TUl'ning to the standards postulnted by the majcrity by whit:h to dst-ermin~ 

:vhcn to exclude the public, I am constrained to expi'csS some of my misr;ll'ings. 

The majority, I t-elievc, have developed their standards from an am(\lgr,m of cnscs 

dca.lin~: not only with the right to public triDl, but with the right, uncleI.' thc FL'ce

dom of Information Act,2 to infol'mstioll contained in public l'ceord~. As matter 

25 U.S.G. g 552. 
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classified to protect national security interests is a basis to exclude the public from 

a trial and is also exempt from disclosure under the Frecdom of Information Act, 

the admixture has a surface appeal. But, in my opinion, it is wrong to measure the 

correctness of a ruling excluding the public by the requirements of the Information 

Act. 

The majority say that a "witness whose testimony is only partially concerned 

with ••• [classified material] should testify in open court on all other matters." 

The majority thus s:;em to equate exclusion of the public <luring testimony by a 

particular witness to the process of pieccmcal excision that a triul judge may 

undertake in an action under the Freedom of Illformntion Act to r.epol'ute uncllls

sified matter from the classified in u particular public record. I do not believe that 

sort CIt easy compartmentlllization 01 the testimony of a witne:ss,' especially in a 

prosecution of this kind, is so e(lmmonplace and pl'acticlible IlS to be elevated to a 
standard for d<:ci~'ioll. But more importantly, the picture conjured up by this 

standat'd is that of a series of citlruJlces and exits by the public, E.S the witness 

oscil1at.e~ in his t.o3timCilj' betW<;WH tIle cl3.Ssificd tmd the unclassified, 

In gamiei!i'bo,l.!.,j:!.~~m{lric[\n Cy!.'t'~~'id Co., 506 F. 26 532, 53'/ (2d Cil·. 

1974), the Second Circuit Court of ApQenls pCI'caived "frequent shuttIil16' between 

public nnd in camera procnec1ing:-.:" as presenting a 5erious l':,;k of prejudicc' to the 

IairrlE!s!. of a trial. Inferentially, the m!,;cri~y concede tlwit' standard enta'1ls the 

risk that, in a trial with court members, the closed session testimony might be 

accorded greater weight, I11m'ely because of its apparent Ijl'catm' significflilce; thoy 

WOllld con trot t,he risk by requiring the trial judge "to sua sponte instruct the court 

members both as an introductory mattcr and in grcater detail during his final 

in5tructions llS to tho underlying basis for the usc of this bifurcated process." In my 

opinion, tll'."! bettel' Bpproach is to llssess the ~rob:>.ble cxtent to which !" witne:;s' 

testimony wi!! deal with classified matedul. If thc majo!' P!1l't of the testimony is 

concerned with f.llch matter, or sllch matter is embraced in roany different pO.l'ts of 

thc anticipated testimony, then the wholc of the testimony should be crivw with till! 
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public excluded. I believe that approach is not only conducivc to a more orderl~ 

trial than the multiple exclusions demanded by the majority's standard, but it 

minimizes, if it does not entirely eliminate, the risk that the court members might, 

from thc comings and goings of the public, give added weight to the testimony 

heard in the nonpu!>lic sessions. Further, I believe the approach I suggest will tend 

to lessen, rather than encourage, later clnims by an accused that the public should 

not hnve been excluded for a particular series of qu?stionsand answers bccause 

their subject matter did not deal with classified information. 

A second disturbing Ilspect of the majJt'ity's standards is their apparent 

disregard of what to me is Ii vcry important difference betwp.en a Freedorn of 

Information case and exclusion of the public ct a trial. In a Freedom of 

Information Act proceeding, if the trial judge mistakenly detcl'm:nes that clnssified 

documents ure not entitled to ex.;mption from di5c~osurc because not properly 

c1(1,ssi~ied, his decision is t~ppenlablej and !lis deciSion c"an bf' stayed pendin~ appeal • 

. ~ pepsl'tmnnt of the Ai~ Force v. Rose, 47.5 U.S. 352 (1976). Consequt'ntly, 

nation a! cefe:nsc inte~ests sought to be safeguarded by the classificntion are 

pt'oteetcd until the trial ruling can be reviewed. No such pl"ote(;tion is accorded the 

Governmlmt against Ii ruling by a trial judge refusing cx(:!us:on of the public fl'om 

the whole or pa~t of a trial becau~c classified iniQrmE'.tion is invo]·,cd. True, -the 

Government must d!sclose classified evicen .... c to t\Jt' 11(;0,-,,(:(; il.id his counsel, as the 

accll~ed has the rlght to know the evidence against him. AldemlUn v. Unitcd 

States, 3£14 U.S. 165, 181, 184 (19G9). §..~ also United States v. Nichol~, 8 U.S.C.:,:.A. 

119,125, 23 U.S.C.M.A. 343, 349 (1957). However, because the accllsed hIlS the right 

to know does not mean that discloslJ!'e must also be made to the ptlblic in general, 

especially if the tria!. is held in a foreign country and fot'eign nationals are in at

tendance. It scems to me, therefore, that as a trial ruling agninst the Government 

is not reviewablc, the potentiality for irrepal'able harm to national secul'ity 

interesls must be tu!<en into account by the triru. judge. 

Aside from the Pl'ccdom of Infol'mation Act, the need to protect national 

security interests, and milit8.l·y s<;Cl'ets in pnrticulnr, is so strottg that, while re-

-----------------------
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cognizing e. trial judge should not abdicate his responsibilities in the conduct of n 

trial to the Executive, the Supreme Court hcld thnt the judge should not jeopardize 

nationttl security interests "by insisting upon an examination of the [classified] 

evidcnce, evcn ••• alone, in chambers." United Stlltes v. Reynolds, 345 U.S. 1, 10 

(1953). The [>upreme Cou~t took the same approach to the Freedom of Information 

Act, as odginally \'iorded, and hcld that the e)(emptio:l from disclosure of classified 

informution, provided by the Act, did not "permit .!;! £I'~~ inspection of such 

docum(lnts to sift out so-called 'nollsecret components.'" Environmental 

Protcct:on Agency v.:. Mink, 410 U.S. 73, 81 (1973). In its wisdom, Congress latcr 

amcnc!ed the Act to u]low the trial court to !~)(ami!le ela&sified records in canlClra 

and to "determinc the mattr.H· CC IlOVO." 5 U.S.C. § 552(a)(4)(A)j Department of the 

Air F~,rce v. Rose, Sll~. 

It rn:!y be that the Fr~!om of Information Act's empower'mont of the court 

to dc~cr:n(ne the co,'reclness of a SCOL::':ty classification llnd other deve]opmcnts in 

the l!r~.'l 0: in camera ["'oecc('in[!s have un-:Jcrmined the Hmit~{tion on the jut1ftc's 

nuthor:Ly :,>rcpoundcd in l~~}:!:!E!~~' ~lIP:':l;. Sc~ A!d.E.£iTI~~1:!!litcd ~~nt(2' ~Q~£ at 

198·-39 (:·!nt·len, J., con:!urrinz i:l p!ll'l and c:s';~!ltin;; in puri). It may also be thllt 

the bw:!c policy cf t;)(~ a~t ftL\'(lri:1g' disclo[;ul'e oval' secrecy raquires thr~t, in n trird 

undct' t!~c (.IC~J a 5u(:~r; :,.~solvu, in favor of disclosure, Jlny c!oubt he may have as to 

tha t~(~:'rcctnes:; of 0. cllJssirieutio:1 of !:)fll"ticllJ.ur matter £1"1 infurr,1ation uffecting 

l1ntiol1l!l security interests. However, ( ::,,!Hcv~ thf!t nQi~ ... h~r individuully nor in 

com~-'!n!":tjc,'1 co the::;c e:t·t!tI!nstOl"l(!'"3 su~po:·t the procedurc Pl'C3Cl'ibod by the' 

Inn~ori~y '1 .. 0 uet~··t·:f~:·, .. ~. v"'·.I.lt'~or thi; pu:'~!C should be exclu(~ed CUdtig the pre

!.:'~n~r.t:cn of ('!a~s:f!cd [!latter at a triu!. 

In footnote It, of thc principal opinion, the trial judg'e is portr'ayeu us tho 

bull'in\':, against WI "arbi ll'ary Ilnd capricious" classification, A judge can also be 

arhi'.!'(·.I'Y Ilnd c.'1Pd~ious. An accused who Is subject to an abuse of POWC\' in th? 

denial of a public tr:.al may obtain relief on appeal. But \,111:::1 the Gov<!rnment is 

subje'ct to nn nrllitro.l'y nnd cnpricious \'L1linZ, which requires disclosure e;f clu~sificcl 
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matter to the public, it hus n9 means of relief, short of terminating the trial and 

dropping the charges. I do not belicve, therefore, that the Government is 

obligated, as the majority indicate it is, to demonstrate "a compelling need" to 

exclude the public. It seems to me that a burden of that magnitude is not only 

inconsistent with the majority's earlier suggestion that "(a] 11 that must be 

determ'_ned" is tho.t the classification was mace by 0. proper authority in accordance 

wi_th regulntions, bllt is also wrong in principle. ! believe that the correct test is 

whethe~ t!1C classU"ied information is of a nature that presents a I'eal, not merely 

colorable, bas:s for a conc!usioll that national security interests are irnplico.ted. IC 

there is a rnt:ona: coubt, t~at dOlJ~)t mllst be rcsolve<1 in favor of the Government. 

Balnncinrr t!1e respective interests of the accused and the Government in this way, 
stril,es mc r:s erninent!~· prcfcrt'uble to thnt p~o[}otmded by the majority. It tnkes 

account of, [tr.d tries to guard against, the ris:<s of a wrong ruling by the trial judge. 

If the ~dal is closed to thc pu~!:c, th() acc\!scd mny still be acquitted; thus he has 

suffereG no harm fl'om the- scvcrfll (Nils dC.Jrn<.>d to Eoxist in n closed trial ,and thc· 

Govcl'n:mmt l;r"~ prc::;c,rvcc1 its cl&.ssified infol'mntion from public d:s-:!losl'rc. If, Its 

here, thc' accused is convicted, Cl)U thc cx(:lu~iol\ of the public fNm triol wns 

improper, n:lc 0: !l 1ll1:gnitude il.l~tifyiilg l'ci'e!'sal, the accused will get n new trial, 

And f:!lrl!y, if the accused is cOllvicted nnd t!1C c:.;clusion of the public was propel', 

then noit·h!;;!- !:>:! no!' t!K: Govel'nTllcnt hus been dcprived of IJ l'lght. The intention of 

- ~hc m[!;ority to [Jr~"':i'\'e the l·jJht to r: public trinl is laud:t!)lc, i:-:Jt 1 jll~;t Cflnmt 

agree wit!1 t~le course they ha\'c cho:m to fl!~rill t'ltlt pUl-pose. 

A third is_~!.l': on \'!hi~h we g"l'anted review w~s whclhcl' the findings of Builty 

of the offense of lI'iE~~lly ottempting to communicate information relating to 

national (:.;fE·nSG. in vio!a.tion of 18 U,S,C. § 793(c!), (eIlUl'g"c I and its specification), 

must be !'cvcrsed !Jccnu~:e the statute ":s unconstitutic'nal as npplicd in this cns'":!." 

The n!'g-umcnt 1n SU9port of the 8~S!(inment of el'rol' is a mosait~ of aller:ed instruc

tional c!cftcicncies, Some of th-a purp'j['tcd dcfit~icncies I'clule to mattcl's that are 

wholly 1~\'iccntiD.ry in nature, I'.'it!l no cit:cElrnible connection to n constitutionally 
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impermissible application of the statute. For example, it is 

contended that the trial judge should have directed the court 

members to disregard at least part of the testimony of a 

Government witness because he was not properly qualified as an 

expert "on ~ ... [the information which was the subject matter 

of the charge] was cla§s:i,fied'~:t'how a person might have reason 

to believe that its release could injure the national defense" 

[emphasis in original], and that he should have rejected, or 

charged the court members to disregard, certain testimony as 

"irrelevant" to one of the .essential elements of the offense. 

Other aspects of the argument, ,.hich also seem to me not to 

raise any question as to the constitutionality of §798, attack 

the correctness· of various parts of the instructions that were 

given. In this category is the contention that the trial judge 

erred in instructing the court members, if they determined the 

information in issue bore s security classification, they could 

consider that fact "with all the other evidence in determin~ng 

whether" the information "relates to the national defense." I 

am satisfied that none of the asserted instructional deficiencies, 

either alone or in combination, demonstrate a constitutional 

informity in the application of §798 or justify reversal of the 

findings of guilty of Charge I and its specification. 

I would affirm the decision of the Court of Military Review. 

3As to the correctness of this instruction, I agree with 
appellate Government counsel that classification of information 
alleged to relate to national defense by the Government is a 
proper facto~ for the court members' consideration in a case of 
this kind. Such classification is evidenqe that the Government 

\( 

L-______ ~ ____________________ . ____________________________ .___________________ ___ _ __ 
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has acted to protect the information from public donlain. See 
United States v. Drummond, 354 F.2d 132, 152 (2d Gir. 1965), 
cert. denied, 384 u.s. 1013 (1966); United States v. Soblen, 
391 F.2d 236 (2d Gir. 1962), cert. denied, 370 U.S. 944 (1962); 
United States v. Heine, 151 F.2d 813 (2d Gir. 1945). Further, 
I discern no reasonable risk that the instruction could have 
misled the court members to conclude "tnat proof of classifi
cation was sufficient to prove relation to the national defense." 
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APPENDIX II-GOVERNMENT DOCUMENTS 

Eleven Questions Posed by the Justice 
Deoarcmenc Ln UnauEhorLzed DLsclosure 

. InvescLgacLons 

1. Date a:ld identity of" t:':.9 "art"icle o!:' r'21ease dis
closing the cl3.sS ified infomta tion. 

PART A 

2. Specific statG!':1ents ,·,hich are classifi~d and whathcr 
t'le datu "las properly classified. 

3. Whether the classified data disclosed is accurate. 

4. l~hether the data came from a specific docu:nent and, 
u: so, the origin of the docu:nent and the n";,,e of the 
individual rcsponsibl~ for th~ security of the classified data 
disclosed. 

5. The extent of official d~ssi:nination of the data. 

6. Whether the data has been the subject of prior 
official releases. 

7. \'jhether prior clearance f01:- publication or relec:s~ of 
the infor:nation was sought from proper authorities 

8. Whether the material or portions thereof or encugh 
background da::1 has been pUblished Officially or in the press 
to make an ed-li.cated sp=cc.latl.on on the matt~r possible 

9, \'lhether the data can be declassified for the ?urpose 
of pro:;ecution and, if so, the name of the person co;np.:tent 
to testify concerning the classification. 

10. \'/hether declassification had been decided upon prior 
to the pUblication or release of the data. 

11. \';hat effect the disc.losure of the classified data 
could hc.ve on the nat.ional defense. 
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Honorable Gl'iffin -i-. Bell 
'. 

Attorney Gen~ral . ': ..... ~. : '. ~. 
Department of Justice· • .': 

. . ..... ~ , ... 

PART B 

Washl~gton. D. C: .20!j30.,· ' .. ','< . . . ", . ... ... ~,..:.' .. :' . '.' .. ';' . .. .... ~' .. ~ .. :.. :~~:~" 
"ffi ....... ,,", : .. -.. .:, ... :...... . .. ,: ... ,.-!;.10.:. ~.;.: .• :::. ': .•. -:;.; 

Dear Grl .~:.,. ," :":'.~\~'~'~,,"''';:'';:'~''"' .~.: ..... ~ .. :~ "~ .:.~ f"~~:. ~:'~': ,,_. ;., ... : 
· .. '-_~:~~~ 'YO\1 for y.~;;; 'iitt~; of 9 J al?-uary • 'fol'\~ai:ding; ~ pro~~~ed ciAJ'R6J . .'~;::.:: 
Memorandum ofUnderstandixig intended· to implement 28 U.S.C. §535. ';:. '-. -:.' . .' . '; .... ' .' . . ',' :.; . '.~"'" . ~. ',. ~ ... ; ..... .: .. }~< 

I agree that. .the lllemorq,ndl,Ull accurately ,+clJ.e.cts the understandings that ;"." 
have been reached by our staffs, and I would prop,?se only the two following: ':;~;. 

m:~~~t. a~en~~!:~::.:: -:; ~ ~.: .. /: .... ~.:.:: .. ' ..• >. {:':;:/~¥:';~;~':<~;'/~\'/~ .. : ~~{" 
: .. :' .. ' (a) The provision governing the o1?ligations of seniot" intelligence' ','~ . 
. " officials to :repo:i't'possible crl!ti'es to the Attorney Gene;ral appears, . :':': 

':.' "'slightly 'reworded,as s~cti6xi 1-706 rather than section 3(g)(8) of . . .... 
· ." Executive Order 12036. the Successor to ExecuUveOrder 11905. :< :~-: 
· ." Footnote.1 of the mernoran.d~~ should be ~e~5ed aC:c~rdinglY~·', :::~ .... 

· .~) :';h~ first ~~~e~c~ ~:~~~gr~;~ ~;~ ~~:'~~~~~~d~m··~;~:U~\:::.:~::~:~ ;' . 
. less awkwardly expt"e~s.the same meai,ingif it were rewritten to state: .: .. '::' 

::..... . . . .... ' ~ .~~~~:. f~~ .~~~~ ';~~l: be ·~~:m:r~· ~:~~"l7~~" .>~:·:':>~·f~: . 
the mat~ex: shall ~e referred to tbe Department of Justice. .:~: .: '.:" , 
.unless the preliminary inquiry establishes in a reasonable ... :.: .. 
time that 'there is no reasonable basis for belief that a. . 
crime was committed ••• ~. . . " ..... '.,: . 

. "" 

With these mi;'~~ ch.ang~~ the' Memorandum of 'Unders~~';ding is"a~c~;tab'{~:" 
an'd I beU.;'ve a:s you 00' tli<i.t' its' adoption 'will bi,a ·;:'ea1 step forward. T.hei;wo" 
changes are reflected in the en~losed draft, .... vhich w~ \Viii reg~rd as final unless . 
you. have ~nyfu;'ih~r'coxnm~~ts or o1;>jections. :' .. :: ., . 

. ' )!,ours since,ely. 

lsrSt~ns:fi~ld TUl'h9~ 
STANSFIELD TUR,NER . 

" 
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MEMORANDUM OF UNDERSTANDING 

Procedures 'for Reporting Violations of Fcderal Law 
as Requh'cd by 28 U.S.C. §535 

1. Taking cognizance or the statutory re!;pon:;ibility of"the Dircctr, .. of 
Centrallntclligence to protect intellig'cnce sources and methods from unaul'Jcirizc(l 
disclosure and tak.in~ not.e. of. ~e ~ecurity problems o~ the CIA, I. hereby establish 
1;he following procedures by which CIA sh"l1 report violations of Fedel;"al law as 
required by 28 U.S .C,; ·§535. This Memorandum of Understanding is issued .. 
pursuant to authority conferred ~y 28 U .S.C. §53.5(b)(2) and sup.ersedes any. 
prior agreements or guidelines.- : '.' ",:' .':: '. ". 

: • ~ ~ ~ • .l 

2. When information or allegati0rpl are recei~ed by or compliunts made t.o 
. 'the CIA that its officers or employees - may have violated Title 18 of the United 
States Code, Clf'>. shall conduct a pre;Iiminary inquiry. Such an inquiry, no;rmally ' .. 
conducted by the Office of the Inspector Gimeral or Office of Security and reviewed . 
by the Office of General COll.'1sl!l, will determ~ne if there is any basis for referrai. . 

. of the matter to the Department o.E Justice •. The inquiry \~illllot, however, seek 
'~: t.o_~s~ablis~· all neecssary' elements' of the po;;sihle. violatio}:t as a preco~dition t.p .J> 

. '. reporting the matter to the Department of Justice expeditiously. .' .... . 
-'. ,- . .' . .' .... ':. .',:' .. :.:. . -" ~ 

". . ~ ... ' . . . 
· .' 11 . " ~ . .' . . . . .::.. .' ,,~, ·.,:~:··'i~ :'> ';"'. ': ::;:. f~ 

. .... - This Memor;mdum defin!"s I;mly .the reporhng re9.lllre,!,ent under 28 U.S • C' •. '. ; 

.. §S35 for violations committed by "CIA qfficers and employees" as defined in note 7.,' .':. 
· ... infra •. Reporting requireme~ts for 'violations commitle4 by other Government officers' 
• < anrf. employees will be g'!verned by ~ection 1.0706 of the reVised version o~ E. O. 11905. 

.·which will require thEl.Dire2t6:t;,··aIong .',-nth other sen.j.Cir o~9.als pf ~he In.telli.g~~i:e,.: .. 
· : .. Communi~, ~o:' " ..... :. , .. '. ' .. ,. 

Report to the 'Attorney General evidei\'lCe of possible .... ' : .. ~ 
violations of federal criminal law by an employee of their . 
department or ·agency. and report to' tl;!e !l.ttor.t;'ey.General '; .. 
evidence of possible violatiolls by ar,y other persoll of . . 
those fedet;al cl:'iminallawsspecified.m guidelines. adopted . 
by. the Attorney General. . .... . ..... 

".' . 

.... 
,", .... 

21 '. '. ." ". ..:'. .. - .' 
. - For the purpose of the .reporting requirement set forth in this Merporandum, 

the phrase "CIA officers and employees" includes a former officer or 'employee 
(a) when the suspected offense was .committed .during his Federal employment 
and (b) when the sus,Peded offense, although committed'thereafter, is connected 
with his prior activity in the Federal service (see,· for example, 1Il U.S .C. §2(7). 

. k-

.' 

..... 
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3. If. as a result of this pr'eliminary inquiry there 1S a basis fOl::rrJerra1" 
, to the Department of Justice and CIA desires to conduct a more e~tensive in-.·"sli

gation for administrative or secul"ity reasons. it will so inform the Department 

: ..... 

of Justice to ensure that such investigations do not jeopardize the Government's 
cl"iminal investigation or prosecution. 

~. A oasis for referral s11a11 be c1c:emed to"e;:ist and the matter sball be 
referred to the Department of Justice unlese the preliminary inquiry.esta1;.li!;hes 
in a reasonable titn'e that there-is no reasonable basis [01: belief that a crline' was 
committed. Referrals s1?-all be made in the following mann,,:r: 

", ~, 

• ..! .:. ~ 

'(a) In cases where no public disclosure of classifi~d , 
information,or intelligence sources and methods would reSult· 

'. fr'!m" further inVestigation or p;rosecuti~n. and the securi,ty. pi 
ongoing intellig~nce.operations would not bl! jeopardized"' ": " 
thereby, the CIA will report the matter to the cognizant office :' .. 
'of "the Fede~al Bureau of Investig~tion, other approin"iate Fe"deral 

. 'investigative agency, or' to the appropriate United States " "".", 
~~torney or hisgjesign;e for an Investigative oi Frosecuti~ ... e· ' 

.. , : .. 
. determination. ,- " CIA officers or employees who are the sub) ects 
of such referrals ,to any component of the Dep'artmlmt. of Justice 
rimy be identified'as John Doe tF_' __ in any written document 
associated with theinitiai referral. The titie id~tities of such 
persons, however, will be made available when the Dep"';tment . 
determines'such,to,be essential to ally' subsequent investigation ;" . "; .. 
or prose~tion o~',~~,matter!lo referred. . : ', .• "'.-"'\:' • 

< ~ ".,. I ~ .• .; • • ..' ". 

, ,A, r~cord of 5u~h referrals and the action, subse~uen tly 
taken to dispose of ,the matter shall be I!laintained by the CIA; , 

'and, on a quarterly basis. a summary memorandum indicating 
, the tYPe ;'f crim"e, 'piace' and (latc of referral ana fltimate dis-
position will be forwarded to the Assistant Attorney General, 
Criminal Division, or his designee.' Referrals made by CIA 
covert fadlities to United"States Attci~eys, .the FBI or oth'er 
Federal in'!restigatlve agencies will also be,included in the 
'quarterly r~p~rt with due regard for protection of the security 
of said installations." . 

" cbS 'I;;' c~~~ ";'her~ prel~i~~~y investig~ti~h "has failed to 
develop an identifiable suspect and'the CIA believes 'that investi
gation or prosecu.tion would result in pur 'ic disclosure of cla:;si
fied information.or intelligence sources or 'methods Or would 

, . 
'.' . 

." _ .. 

: . . 

"2.1 This reporting reiuiren::n:t a~plics 't~ ali n:att~~!! exc~~t '~ase~ jny;u.~ring 
bribery or conflict of intcrest wltich span b'O dh:ectly referred to the ~rim;nal ' 
Division. . 

.,., 

. , 
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s~ri~~sly jeopal'dize the security of ongoing "intelligence 
operation;;, the Cl'iminal Division will be so informed in 
writing ,. following which a determination will be made as 
to the proper COUrse of action to bci pursued, 

(c) In cases where preliminary investigation has 
cletel:mi!1ed that th!"re is a basis for referral of a matt"l:" 
involving an identifiable CIA officer or employee to the '. 
Department'of justice; the future 'i~vestigation -or prosec~-
tion of which :l>l(ould result in the public disclosure of classi-
fied information or intelligence sources or mel,hods or would 
seriously jeopardize the security of ongoing intelligence 
operations, a ~etter. explaining the facts of the matter in ' ... , '. . 
det~ wil~ be for.war~ed to th~.Crimina~, Divis!on~ . A separate .. ', :': 
classified memorandum explaining the security or operational' .. ": '. 
problem~ which ~ciu1d result ifthe i?iormation need<:d. to prove.' , . .: 
the e1.<:ments of the' offense were made public or which could '. . 
result from a defense request for discovery under Rule 16 of.' '. ,!. '. , 

ihe'Fed~al tttilC:3 .of Grhninal PI'ocedure sh<.ll also b'e fon~'a;:d~d .: .. 
to the Criminal Di.vision·, if requested. Such officers and' .. :, ..... 

. employees may be designated ao John Doe * __ . _under the '; 
conditions and ·limitations set forth in paragraph 4(a) , :above. 

I~ ;.~;~rting ;?ch matter~: the c~':'~dmi:;~ i~~ ::.: ..... : ~ 
Criminal Division cif the steps it has taken to prevent a recu~- ::. . ... 
~ence of similar offensell, if such action is feasible, as well as" 
those adil"linisi:rative s'itnctionswhicli may be contemplated with 
respect to the prosp!"ctive crimi;"al·defendant. ..... : . ." ...... : 

: . '., ' .. '~he Cri~i~al ~iViS~:~" af~~.a~~:ne~~~~; ~~~~~~::~~~~ .. .' ... ~ 
·'with·CtA. will make a proseci:d:h'C aetei::niinalion; lnf~l"IDhi.g the' -.,.,:., 

CIA in writingof such, dete~mination: ' .' ... > : .. ' 
.. " : ... ' ... . . . , '. -': 

. .' 5. The CJA may talteappropriat;:,. administrative; discipliriary, or. othel" ' .• ~ 
adverso action at any time against any officer or· employee whose activities .'.:. 
al:"e repol:"ted pursuant to this Memorandum of Understanding.: but shall coordi':' : 

. nate such actions with the app~opriate investigative or prosecutive' officials. to 
avoid prejudicing the. crimin:al investigation or.prosecu~C!n. ' 

': ." ", 

6. WHle requiring reports to the Criminal Division t9 ·be.in writing; the 
nature, scope and formal: of such reports may vary on a case-,hy-case 'basis 
dependent upon an assessment by the CIA and Criminal Division of the natUl;e 
of the matters which ar'e boilJ-g reported. Matters not readily resolved by . 

. reference to the foregoing guidelines will be handled on a case-by-ca!;p..Qasis, 
. as the need may arise. consistent-with the provisions of 28 U.S .C. §535 

7. Although thi~ Memol:"andum of Understanding establisl;es rep~rting , 
procedures with respect to the requirements of 28' U.S.C. '!i535 with refercnce 
only to Title 18 violations, CIA will utilizc·these same pl'ocedul:"es to report . 
any violations of law l'equired by Executive Order to h.e reported to the Attol:"ney 
General. .. . 

.. ·8 .• The Dh'ector of Centl:"al Intelligence " when~ver 1,0. believes securi l}' or . 
other cii:cumstancos warrant, may make a dh'ect refel:"l:"al to the A Horney General 
of any matters required to be repol:"ted pursud.nt to Ihis Memorandum 'of Under
st.a":d~ng. in" lieu of following the reporting procedure~ s~t forlh herein.' 

' .... 
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®tfin' nf tIp.' 1-\ttnrntJ~ Qi)l'ttJ.'nJl' 
Uhl.!1i1ingtun, D.. ill. 211:i:{1l 

Honorable stansfield Turner 
'Director of Central Intelligence 

'; " Hashington, D. C. 20505 

.', Dear Admiral Turner: 

,,; 

·It is "'li~h pleasure that 1. fort~ard for your 
. re·7iew a proposed H~morandum of Understanding between 
the CIA and the Department of Justice. , This memorandum' 
is intended to implement the provisions (jf Tj.tle. 28 > 

United States Code, 'Section 535, and sets forth more" 
. detailed reporting p1:oceaures than those contained iIl. 
" the" At torney General's "HemoraniJum to the Heads .9,,~ All 
Departnients and Agencies 'in the Executive Branch of; 

,Government" dated Hay l~, 1976. The Memorandum of 
Understanding is the product of ~~tensive discussion 
and exhaustive preparation bea~een the major operating 
components and the Office of General Counsel of your' 
Agency, as ... ~el:i. as attol."Ileys ,of the Critc..".l1Ctl Division"· 
Qf this Department. , . "~"'" C" '" ... 

: " 

25-995 a - 78 • 15 

,," 
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I believe that you will find the Memorandum' of 
Understanding to be an excellent vehicle by which each 
of us can discharge our respective l:c,:.lponsil.il.i.tics" 
I look forward to receiving any comments you may have 
and trust that your reviel~ of this matter t~ill result 
in its adoption by the Central Intelligen~e Agency. 

Enclosure 

Sincerely, 

~·R.I~~ 
Griffin B. Bell 
Attorney General 
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. MEMORANDUJ:1 OF UNDERSTANDING 

Procedures for Reporting Vioiations of Federal La.~ 
as Required by 28 U.S.C. § 535 ' . , . 

. ' ' 

.1. Taking cognizance of the. statutory responsibil-
· ity of the Director of Central Intelligence to protect 
· intelligence sources and methods from unauthorized dis~ , 

'closure 'and taking note of the security problems of the . 
. CIA, I hereby establish the fol.lowing procedures by ... , 
which CIA shall report violations of Federal law as re-· 
quired by 28 U.S.C. § ·535. This Memorandum of Under- . 
standing is 'issued pursuant to authority conferred by 28 
U.S.C. § 535(b)(2) and supersedes any prior agreements 
or guidelines. ]) .' . 

; • ~ 4 ~~ • 

. , 2. When inf(l~e,ti.on, or. allegations are receIved by 
or complaints made to the CIA tllat its officers or. ern- . 
ployee~ Zl may have ,violated TiUe18 of. the United . 

.. - .-!. 

; ... 
·~-f--!J.!ais Memorandum defines only the report'1Og req~ire-

roent under 28 U.S.C. § 535 for violations committed by 
.' "CIA officers and employees" as defined in note 2~ infra. 
· Reporting requirements for violations committed by other 
· Government officers and employees tnll. be governed by .' 

section 3(g)(8) of the revised version of E.O. 11905, 
. , which will require the Director to: .' .~,' .. '.". ,', ':. , 

~~: • '. Rep~rt to th~ Aitornay Ge~~ra.1 eViden~~:~ ~~ ~ ;~s >' :'. 
sible violations of federal criminal law~y any , 
employee of the sen.ior official's department or " 
agency; and report to the Attorney General evi- ".: 
dence of possible violations by any other person 
of those federal criminal laws specified in : . 

. ' guidelines adopted by the Attorney, General. .. '. '. : ..... : .. 
2/ For the purpose of' the reporting req~irem~nt set " , 
"forth in this memorandum. the phraEje lIClA officers and . 
employees" includes a fo:tmer officer or employee (a) when 
the suspected offense uas committed during his Federal . 
employment and (b) when the suspected offense, although 
committed thereafter, is connected with his prior activ~ 
ity in the Federal service (see, for example, 18 U.S.C. 
§ 207). 
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States Code, ·CIA.shall conduct a preliminary inquiry. 
Such an inquiry, normally conducted by the Office of the 
Inspector General or Office of· Security" and revic~,ed hy 
the Office of General Counsel, ~'lill determine if . there 
is any ·bas:i.:s .... for:'-referral··of the matter to ·:the···Department 
of:.Justic·e-. The inquiry will not, hm'lever, seek to . 
establisli':all"'necessary .elements of the possible viola
tion as;··a~precondition~:to .. reportingthe matter to the 
Department· of Justice expeditiously. 

· '3. If., .as a result of this preliminary inquiry 
there 'is ·'a·"basis.'for· referral to the Department· of Justice 

. and CIA-desires-to conduct a more'extensive investigation 
for administrative or security reasons, it lv-ill so inform 
the Department of Justice ·to ensure that such,investiga- . 
tions do not·jeopardize.the Government's'criminal, .investi-
gation or ·prosecution. ' '. 

· 4. A basi~f for referral'shall be deemed·toexist 
and the matter shall be referred to' the Departmeri.t 'of 
Justice lilhenever the preliminary' inquiry ·fails ;·to estab
lish in a reasonable time that there· ·is tflci) reasona1>le 
basis :tor belief that a crime lvas' commit'l?ed. Referrals 
shall be made in the following manner: 

.,~ 

(a) In ,ca.ses'where no 'public disclosure,·of cl,as:
sified information or intelligence sources and . 
methods would result from further ·investigation ~ 
prosecution, and the security of ongoing intelligence 

· operations would not be jeopardized thereby>' the 'C~:A. 
will· report.:.:.the·, matter' to·' the ·cogni?ant· .... office of 
the 'FederahBureau' of 'Investigation; other appropri- . 

. ate Federal investigative agency, or to the appro
priate United States Attorney or his designee for 
an investigative or prosecutive determination. 3/ 
CIA officers or employees who are the'subjects of 
such referrals to any component of the Department of 
Justice may be identified as Jo~n Doe # . "in any 
written document associated with the initrar referral. 
The true identities of ~uch l?ersons. hmvever. will 

3/ This reporting requirement applies to all matters 
except cases involving bribery or conflict of interest 
which shall be directly referred to the Criminal Divisiop. ... 

• '!, 
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be made ~vailable when the Department determines 
such to' be essential to any subsequent investiga
tion or prosecution of the'matter so referred •. 

. A record' of such refer:;:als and the' ac:tiO~l 
subsequently taken to dispose of the matter shall 
be maintaine·d':bY'·the· CIA. and ona .quarterly basls, 

, a, ,suro:nary '~;UeIl!0:randum indicating th,: type of '·cr~me. 
place"and" aate·"of~ .. referral and u1t~mated:tspos~tion 
wilL,be? fOrlvarded to' the' Assistant ''Attorney 'General, 

t Criminal"Division)' or h:ts:"designee~ Referrals made 
by ,CIA covert facilities to United States Attor-
neys, the:FBI",or·other Federal. investigative agen
cies ~vill also be included. in ,the quarter·ly report . ~ 
with due' regard for protection of the security of 
said installations. '. ," .-

(bY In cases whel;"e preliminary'i~~estigatio~ bas 
~~iled to develop an identifiable'suspect and the . 
CIA believes that investigation or prosecution would. 
result 'in public 'disclosure .of .clas.sifi~cl. ;i.nforma- . 
tion or intelligence sources or methods or would ' 
seriously j'eopardize the security of ongoing intel-

.l,igence operatiC?ns,> .,the' Criminal,Division 'will be $'1"'; 
informed in ,m;iting. :Eollo~-7ing' ~-7hich a determii1.atiob. 
wil~ be made,as to t~e proper course of action to be 
pursued. . .. ' " .' .. ' '.: .:' .... . . ' 

(c) In cases Where 'preliminar:Y"'inve'~t'i~ati~n h~~ 
determ~ed that;·thereis'a;b~sis for,re:Eerral .. of:a 
matte:r imrolving" an' identifiable: CIA officer or err.
pleyee to the Department of Justice. the future . 
investigation or prose~ution of which would result 
'in the puqlic disclosure of classified information " 

. pl:! int:el1igence sources or methods or would serio: " . 
ously jeopardize the security of ongoing, ~ntelligence 
oJlerations. I a::~etter' expl:ainingthe . fact,s::. of!:,t!ie ' 
matter, in. detail will' be fOrlY'arded to the Criminal ' ' 
Division. A separate classified.memorandumexplain-' 
ing the security or operational problems which would 
result if the information needed to prove .the ele
ments of the o-l'f~nse were made public or which could 
result from a defense request for discovery under 
Rule 16 of the Federal Rules of Criminal Procedure, 
shall. also be fOri-larded to the Criminal Division. if, 
requested. Such officers and employees may be desig-
nated as John Doe 11=, unde): the conditions and 
limitations set forth in pa:ragraph 4(a» above. 5f-~ 
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. In reporting 'such matters, the CIA shall in
form the Criminal Division of the stepl1 it has. taken 
to. prevent:a"recurrence uf similar offenses, if such 
'action is feasible, as "7ell as those administrative 
sanctions 1·1hich may be contemplated with respect to 
the prospective criminal def~ndant. . 

The Criminal Division, after any necessar.y 
consultation with CIA, will make a prosecutive deter
mination, informing the CIA in lV'riting of such 
. determination. . . . .. . ' .. :" . 

'.',' .: 5 •. ~. Tl1.e· CIA:' ~y.ta'!.<e·appropriate administrative,' . 
'~disciplinary,,,or';"other adverse action 'at-any'time' agait-Ist 

any· offic~r or. employee·whose activities are, reported . . 
_pursuant. to this Memorandum of Understanding, btU; shall 
co.oti!j,nate such actions' lnth the appropriate investiga-

:t:ive or prosecutive officials to avoid prejudicing the 
criminal. investigation o~ p:rosecutiqn.. ' .. :: .:.... . ", . 

,0: • • 

.' 6~ While requiring repcirtsto' the Criminal Division 
.. -to· be in '~riting> the nature, scope and format of such 
:·reports may va"FY ona case-by-case basis .dependent. upon 
"an assessment ,by ·the CIA and Criminal Division of the 

· ... nature of the matters 'which are being reported. Matters, 
· .'. not readily resolved'by reference to' the foregoing ·guide ... · 
··,·lines ~;ill be handled .. on.a,case-by~case balilis,:.a.s t.he. . ,. 

need may arise, consistent with the provisions of .28 .... ,.: 
· , U:S.C. § 5~~... ,'. .:.: .. < ........ '.... . _ . ., 

7. Altho~h t11is MemOl;an:l~ of Understanding' ~otai:F . 
lishes reporting procedures with respect to the require-

. ;. ments of 28 U.S.C. § 535 wit4 refere.nce only· to Title ·1'8-' 
·~.·violations, CIA·:will: utilize. these "same'~p:to'c'edures ::to .' .. " . 
. ,,,repo'rt ,any . violations ,of' ~all7 recjul::i:ed 'bY':Executive'~Oraer: 

'7to be .reporte¢{·t:o -the ~ttorney General;.' .' , '. .... ~~. 

8. The ·Director of Central Intellige~~'e',' whenever 
he believes security qr other circumstances lvarrant, may 
make a direct referral to the Attorney General of any 
matters required to be reported pursuant to this Memo
randum of Understanding, in lieu of following the 
reporting procedures set forth herein. : 

." 
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PART C 

PROSECUTIONS FOR VIOLATIONS OF ESPIONAGE STATUTES 

Since 1951, the Government has initiated numerous prosecutions under the 
Espionage statutes (Title 18, United States Code, Sections 791-798), including 
the following cases : 
United. State8 v. JUUU8 R08enberg, Ethe~ Rosenberg, David. (}reenglass, Morton 

SobeU and. .dnatoli Yakovlev (Southern District of New York). Indictment 
was returned on January 31, 1951. .Tulius and Ethel Rosenberg and Morton 
Sobell were convicted on April 5, 1951. The Rosenbergs were sentenced 
to death and have been executed. Sobell was sentenced to 30 years imprison
ment Yakovlev, an official of the USSR, departed the United States prior 
to the return of the indictment. Greenglass pleaded guilty and was sen-
tenced to 15 years imprisonment. . 

United. State8 v. Otto Verber and. Kurt L. Ponger (District of Columbia). Indict
ment was returned on January 13, 1953. Verber and Ponger pleader. guilty 
in June 1953. Verber was sentenced to ten rears and Ponger 15 years 
imprisonment. 

United. State8 v. Jack Soble, Mym Soble and. Jacob AI.bam (Southern District 
of New York). Indictment was returned on February 4, 1957. Jack and 
Myra Soble pleaded guilty on April 10, 1957. Albam pleaded guilty on 
April 26, 1957. Soble was sentenced to seven years imprisoument on Octo
ber 8, 1957. On the same date, the sentence of Myra Soble was reduced 
from five und one-half years to four years and that of Jacob Albam from 
five and one-half years to five years. 

United. State8 v. Joseph Sidney Peter8en (Eastern District of Virginia). Indict
ment was returned on October 20, 1954. Defendant pleaded guilty on Decem
ber 22, 1954, and was sentenced to seven years imprisonment on January 4, 
1955. 

United. State8 v. George and. Jane Zlatov81ci (Southern District of New York). 
Indictment was returned on June 8, 1957. The Zlatovslds were residing in 
Paris, France, at the time of the indictment and have never been appre
hended. 

United. State8 v. Rlt(/,olf Ivanovicl~ Abel (Eastern District of New York). Indict
ment was returned August 7, 1957. Defendant was convicted on October 25, 
1957, and sentenced to 30 years imprisonment. The Supreme Court affirmed 
the conviction on March 28, 1960. While serving the SO-year sentence, Abel 
was released for return to Soviet Union in simultaneous exchange for 
American Gary Francis Powers. 

United. States v. Altrea K. an(/, Martha. Dorla Stem (Southern District of New 
York). Indictment was returned on September 9, 1957. Prior to the return 
of the indictment the Sterns departed from Mexico City, where they had been 
residing, and went behind the Iron Curtain. They are now fugitives. 

United. Sta.te8 Y. Igor Y. Melekh. and'. WWie HW80h. (Northern Districi of Illi
nois). Indictment was returned on October 27, 1960, charging the defend
ants in three counts with a conspiracy to violate Section 793{a) (b) (c) 
and Section 951 of Title 18, U.S. Oode. Bail was set at $50,000 for each. 
On motion by the Government, the court on March 24, 1961, altered the 
bond for Igor Melekh; a United Nations employee, to permit him to leave 
the United States on April 8, 1961, and upon further motion by the Govern
ment, the court dismissed the indictment on April 11, 1961 as to Melel,h 
and Hirsch. 

Unitea State8 V. RobC1·t SoblC1t (Southern District of New York). On Novem
ber 29, 1960, Dr. Soblen was indicted in New York on a conspiracy to 
commit espionage in violation of Sections 793 and 794, Title 18, U.S. Code. 
On arraignment, bail was set at $75,000, but later reduced to $10,000 pend
ing trial due to his suffering from leul,emia. On July lS, 1961 Soblen was 
convicted for violation of the espionage statutes and sentenced to life 
imprisonment on August 7, 1961. The defendant's motion for a new trial 
based on "newly discovered evidence" was denied on November 3, 1961. 
Soblen was the bother of Jack Soble, who along with his wife, Myra, and 
Jacob Albam were convicted for their espionage activities on behalf of 
the Soviet Union in 1958. On March 13, 1962, the Circuit Court of Appeals 
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affirmed the conviction. On June 25, 1962, the Supreme Court denied peti
tion for writ of certiorari. On the same day, Soblen unlawfully :fled the 
United States and subsequently committed suicide in England. 

United, States v. Arthu·r Rogers Rod,dey (Eastern District of Virginia). Indict
ment charging Roddey with violations of the e&Pionage statutes was re
turned on January 10, 1961. Roddey entered a plea of guilty on February 17, 
1961, and was sentenced to eight years imprisonment. Placed on parole on 
March 20, 1964 by order of Board of Parole. 

United, States v. Irvin O. Scarbeck (District of Columbia). Searbeck, former 
Second Secretary of the American Embassy, Warsaw, Poland, was arrested 
upon his return to the United States on June 13, 1961, and charged with 
the unauthorized transmittal of classified information to an agent of a 
foreign government in violation of Section 783(b), Title 50 of U.S. Code. He 
was subsequently indicted by a grand jury in the District of Columbia 
and held in custody in lieu of $50,000 bail. On July 20, 1961, a grand jury 
returning a superseding indictment in four counts charging him with 
furnishing classified information from certain State Department foreign serv
ice dispatches to a representative of a foreign government and with unlaw
fully removing a document from the United States ::Jmbassy at Warsaw. 
Scarbeck was convicted on three counts and sentenced to 30 years imprison
ment on November 9, 1961. On appeal the Court of Appeals affirmed the 
conviction but recommended that the District Court consider a reduction 
of sentence.' The Supreme Court denied Scar beck's motion for writ of 
certiorari on June 17, 1963. On November 15, 1963, the District Court reduced 
the sentence to 10 years in consideration of the recommendation- of the 
Court of Appeals based on the "extent of Scarbeck's cooperation with the 
authorities during the investigation." 

United States v. George William SOIW1Jer and Gwrlan liJ. Markham, Jr. (Eastern 
District of Pennsylvania). On Noyember 1961, a nine-count indictment 
was returned against Sawyer, a former supervisor, Nayal Air Technical 
Services FaCility, Department of the Navy, Philadelphia, Pennsylvania, arW 
Markham, a manufacturer's representative, charging violation of the espi
onage statute and other statutes. In pre-trial motions, co-defendant Mark
ham moved to suppress certain documents and materials which had been 
seized from his home on the ground that there had been an unlawful 
search. The court granted this motion and the Government proceeded at 
trial solely against co-defendant Sawyer. The trial of this matter com
menced on April 18, 1963, and lasted six days. Sawyer was tried on charges 
of receiving a bribe; unlawful sale of government property; and the un
lawful transmission of information relating to the national defense. On 
April 26, 1963, the jury returned a verdict of not guilty on all three 
counts. 

United States v. Harry OarZ SohOeneman and Gwrlan liJ. Marlcham, Jr. (District 
of Columbia). On December 15, 1961, a five-count indictment was returned 
against Schoeneman, Department of Navy civilian employee (Bureau of 
Weapons) and Markham, manufacturer's representative, for violations of 
the espionage statute and other statutes. Trial commenced April 1, 1962, 
and on May 18, 1962, the. jury returned a verdict of guilty on the first four 
counts and not guilty on the fifth count. On June 1, 1962, motions for 
judgment of acquittal or a new trial were argued on behalf of both de
fendants and denied by the court. The defendants were sentenced to five 
to fifteen months on each count to run concurrently. The defendants ap
pealed and the Court of Appeals for the District of Columbia on April 4, 
1963, reversed the lower court decision, holding that the defendant's motion 
to suppress evidence obtained from a search of Markham's home should 
have been granted. The Court of Appeals held that there was insufficient 
showing of probable cause on the data the search warrant was issued to 
justify the issuance of a search warrant. 

Un4ted, States v. Nelson O. Drummond (Southern District of New York). On 
September 28, 1962, Drummond, a yeoman first class in the United States 
Navy stationed at the United States Naval Base, Newport, Rhode Island, 
was arrested by SpeCial Agents of the FBI at a meeting with two Soviet 
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Nationals in Larchmont, New York. At the time of his arrest, Drummond 
had in his possession a number of classified documents which are the 
property of the United States Navy. The two Soviets were subsequently 
identified as a Second and Third Secretary of the Soviet j\Iission to the 
United Nations. Shortly after his arrest, Drummond was brought before 
a United States Commissioner in New York City and bail was set at $10,000. 
On October 5, 1962, a Federal Grand Jury in the Southern District of New 
York returned a two-count indictment against Drummond charging him in 
Count One with having conspired with four named Soviet Nationals, all 
former members of the Soviet Mission to the United Nations, to deliver 
information relating to the national defense of the United States to the 
Union of Soviet Socialist Republics, in violation of Title 18, U.S. Code, 
Section 794(c). Count Two charged that Drummond had attempted to de
liver certain classified documents relating to the national defense of the 
United States to two named Soviet Nationals on or about September 28, 1962, 
and entered a plea of not guilty. The indictment in this case named Drum
mond as the defendant and the two members of the Soviet Union's delega
tion to the United Nations, Evgeni 1\1. Prokhorov and Ivan Y. Vyrodov, 
together with two former UN employees of the Soviet Union who had 
previonsly departed this country, as co-conspirators. Although Prokhorov 
and Vyrodov would not be prosecuted because of their diplomatic immunity, 
the United States Government requested that they be recalled as persona, non 
grata. They subsequently departed this country for the Soviet Union. After 
pre-trial motions were argued, the case went to trial in May 1963. The trial 
resulted in a hung jury and the presiding judge dismissed the jury and set 
a new trial date, June 1963. At the second trial, which began on July 8, 
1963, the jury found Drummond guilty on Count One. On August 15, 1963, 
Judge Thomas F. Murphy sentenced Drummond to life imprisonment. The 
defendant appealed his conviction and on December 1965, the Court of 
Appeals, Second Circuit, 'sat en lr'lc and by a vote of 5 to 3 affirmed Drum
mond's conviction. 

Unitea States v. Ivan Dmit1'ievicn. Egorov, 11le7~8anclra Ivanovna Egorova, Rooert 
K. BaUch and Joy Ann Baltch (Eastern District of New Yorl,). On .Tuly 15, 
1963, a Federul grand jury in Brooldyn, New York, returned a two-count 
indictment against Egorov, his wife, and Robert K. BaItch and his wife, 
charging them with conspiring to transmit information about rocltet launch
ing sites, atomic weapons in shipments, and other aspects of national de
fense, to the Soviet Union, in violation of Title 18, U.S. Code, Section 794 
(c). Egorov, who is a Soviet national, was em;ployed by the United Nations 
Secretariat. Named as co-conspirators but not as defendants in both counts 
were Petr Egorovich lVIasleunikov and Aleksei Ivanovich Galkin, who have 
departed the country. Maslennikov, who was First Secretary of the Russian 
Mission to the United Nations, and Galkin, who was First Secretary of the 
Byelorussian Mission to the United Nations, could not be prosecuted due 
to their diplomatic immunity. On October 7, 1963, Judge Rayfiel denied 
Egorov's motion on a claim of diplomatic immunity. Prior to trial, Egorov 
and his wife were simultaneously exchanged for Americans, a Jesuit 
priest and a student, who were being held by the Soviets in the USSR. A 
superseding indictment was returned by the grand jury at Brooklyn, New 
York, on December 17, 1963, against Robert Sokolov (also known as 
Robert Keistutis Baltch) and Joy Ann Baltch, charging the two defend
ants, as in the earlier indictment, with a conspiracy to violate Section 
794(a) and Section 951 of 'l'itle 18, U.S. Code. The new indictment named 
the Egorovs as well as Soviet officials Petr E, Maslennilwv and Alel,sei I. 
Galkin as co-conspirators but not as co-defendants. On October 2, 1964, the 
indictment was idismissed at the request of the Attorney General whose ac
tion was prompted by overriding considerations of national security. The 
Sokolovs departed the United States on October 15, 1964. 

Unitea States v. John William Btttenko ana Igor 11. Ivanov (District of New 
Jersey). On October 29, 1003, John William Butenko, an American em
ployed as control administrator for the International Electric Corporation 
of Paramus, New Jersey, and Igor A. Ivanov, a Soviet Natipnal employed 
by AMTORG, a Soviet trade agency in New York City, were atTested and 



230 

charged in a complaint ''lith a conspiracy to violate the espionage statutes 
(Secti')n 794(c) of Title 18, U.S. Code) by delivering to a foreign govern
ment information relating to the national defense of the United States. In 
connection with the arrests of Butenko and Ivanov, the United States 
demanded that three members of the Soviet Mission to the United Nations, 
Gleb A. Pavlov, Yuri A. Romnshin and Vladimir I. Oleney, be expelled from 
the United States territory on grounds that they violated their diplomatic 
immunity by helping I"'anov and Butenko in the espionage conspiracy. The 
three Soviet officials have departed this country. On November 1963, a 
Federal grand jury in Newarl" New Jersey, returned a three-count indict
ment charging Butenko and Ivanov with a conspiracy to violate Section 
794 of Title 18, U.S. Code (espional;!!), and further charged Butenko 
with a violation of Section 951 of Titll 18, U.S. Code (failure to notify 
Secretary of State as an agent of foreign government). 'J~he three members 
of the Soviet Mission to the United Nations implicated in the case were 
named as co·conspirators. Trial of the case of U.S. v. BlItenko and Ivanov 
(District of N.J.) began on October 9, 1964, and on December 2, 1964, the 
jury returned a verdict of guilty on all counts. On December 18, 1964, Trial 
Judge Augelli sentenced Butenko to 30 years on Count I; 5 years on Count 
II.; and 5 years on Count III, sentence to run concurrently. Ivanov was 
sentenced to 20 years on Count I and 5 years on Count II, sentence to run 
concurrently. The Court of Appeals on October 6, 1967, upheld the conviction 
of Butenko and Ivanov. 

When this case was on appeal before the Supreme Court, the Solicitor 
General advised the Court that conversations of the defendants had been 
overheard on electronic surveillance conducted by the government. On 
March 10, 1969, the Supreme Court vacated the judgment of conviction 
and remanded the case to the District Court for an evidentiary hearing 
on the question of electronic surveillance. 

On remand, the District Court found that the case against Igor Ivanov 
was not tainted by unlawful electronic surveillance and resentenced Ivanov 
to twenty years in prison. The Court of Appeals affirmed and on October 15, 
1974, the Supreme Court denied Ivanov's Petition for a Writ of Certiorari. 
In December of 1974, the Court, acting on motion by the Government to 
reduce Ivanov's sentence, sentenced Ivanov to the time already served prior 
to trial, 53 days. The grounds for the Government's motion ,Vag the opinion 
of the Department of State that further incarceration would not serve 
the national interest and could adversely affect our relations with the 
Soviet Union. During the period between 1969 to 1973, Butenko by his 
actions and inactions never pressed his right to a hearing and frustrated 
every effort to afford him an appropriate hearing. During this time, Butenko 
remained in custody because he could not post bond in the amount of 
$100,000. Motions for the reduction of bail were pressed to the Supreme Court 
on several occasions but were denied. 

Finally in December of 1973, Butenko filed new motions for disclosure 
and a hearing on electronic surveillance. In April of 1974, the Parole Board 
granted Butenko parole to become effective in May of 1974. On March 5th, 
Judge Augelli entered an order setting a date for the taint hearing in May. 

On the eve of his hearing 'Clate, Butenko, through his attorney, indicated 
that he did not desire to pursue the hearing, if the Court would take account 
of his time served when it imposed a new sentence. 

On May 9, IP174, Judge Augelli enterpd a new judgment of conviction and 
a new sentence against John W. Butenko. When Judge Augelli imposed the 
new sentence, h~ noted the fact that John Butenko has been in the custody 
of the Attorney General since the date of his arrest in this case on Octo
ber 29, 1963-approxlmately 10 years and 6 months. Butenlw was sentenced 
to a term of 12 years imprisonment; however, execution of the sentence 
was suspended and But&nko was placed on probation for one year and 
eight months. 
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PROSECUTION FOR VIOLATION OF THE ESPIONAGE PROVISIONS OF THE ATOMIC ENERGY 
Ac'! 

The first prosecution under the espionage provisions of the Atomic Energy Act 
(Title 42, U.S. Code, Section 2274 (a) ), was recently concluded: 
United States v. Geol'Uo John G08sner (District of Kansas). On :March 30, 1962, 

a six-count indictment was returned by a grand. l.r:y in Kansas City, Kansas, 
charging the defendant, in five counts, with a violation of ~l'itle 42, U.S. Code, 
Section 2274(a), and one count with a violati<m of Title ~iO, U.S. Code, Sec
tion 783 (b). In the first five counts, GessnE.'r was charged with communicat
ing restricted data information concerning the construction and firing sys
tem of the Marl{ VII nuclear weapon and the design and operation of the 
280 mm and 8 ill-ch gun type nuclear weapon to agents of'the Union of Soviet 
Socialist Republics, and in the Sixth Count, with communicating classified 
information relating to the United States Nuclear Arsenal to persons the de
fendant had reason to know were representatives ·of the Union of Soviet So
cialist Republics. The trial was delayed due to a series of I~ompetency hearings 
held pursuant to ~l'itle 18, U.S. Code, Section 424<1. At the final hearing on 
April 11, 1964, Gessner was found competent to stanil trial and the trial 
bpgan on May 26, 1964. At the conclusion of the trial, the Sixth Count was 
withdrawn at the request of the Government and the Court submitted the 
first five counts to the jury. On .Tune 9, 1964, the defendant was found guilty 
on each of the five counts with a recommendation by thll jury of life imprison
ment. Gessner appealed the conviction and on appeal, the United States 
Court of Appeals, Tenth Circuit on December 12, 1965 reversed the convic
tion and ordered a new trial on the grounds that Gessner's confession was 
involuntary as a matter of law. rhe Government, after careful study, con
eluded that it would not be suceessfnl in attemptin!5 to have this decision 
reviewed by the Supreme Court. The available evidence was reviewed to 
determine whether it was feasible for the Goverllm1mt to retry the case. It 
was concluded that absent the defendant's confession, the evidence was 
insuffiCient to retry the illdicbnent, and on ~arch 8, 1966, upon motion of 
the Government, the indictment was dismissed. 

UnitelZ State.~ v. Robert Gle'm~ Thon~pson (Eastern District of New York). On 
January 7, 1005, a ]'ederal grand jury in Brooklyn, New York, returned a 
three-count indictment charging Robert Glenn Thompson with conspiring to 
violate Title 18, U.S. Code, Section 794, by obtaining information for the 
Sonet Union of U.s' military installations, missile sites, code books and 
intelligence and counter-intelligence activities, including the identity of 
American agents. The indictment, whicll all thirteen overt 1l.ctS, charged 
Thompson ,vith furnishing military data to Soviet agents from 1957-1003. 
~'he indictment {llso charged Thompson with a conspiracy to violate Title 18, 
United States Code, Section 951, and with a substantial offense to Violate 
this Code section, for action \vithin the United States as an agent of a for
eign government without prior notification to the Secretary of State. The 
indictment named as co-conspirators but not as defendants, three Soviet 
Nationals, one by his true identity and two by code numbers. They are Fedor 
j(udashkin, "John Kurlinsky" and "Steven." Subsequent to the return of 
the indictment, the Department of State identified "John Kurlinsky" as 
Boris Karpovich, Information Counselor in the Soviet Embassy in Wash
ington, D.C. Since Karpovich held diplomatic immunity and could not be 
prosecuted, the Department of State declared him to be persona non gmta 
and ordered him to depart the United States. Kudashkin, a SOviet National, 
was formerly employed by the U.N. Secretariat in New York, now living in 
the Soviet Union. Thompson was arraigned on January 7, 1965, at which 
time he entered a plea of not guilty and was released on $15,000 bail. On 
March 8, 1965, Thompson changed his plea to guilty on Count One of the 
indictment which charged him with conspiring to commit espionage in viola
tion of 18 U.S.C. 794(a). The date of sentence had been set bY' the court for 
May 13, 1965, and on that date he was sentenced to 30 years imprisonment. 

United States v. Robert Lee Johnson and James Allen Mintkenba1tgh (Eastern 
District of Virginia). On April 6, 1965 a Federal grand jury in Richmond, 
Virginia, ,returned a three-count indictment chll.rging Robert Lee Johnson 
and James Allen Mintkenbaugh with conspiring to violate Title 18, U.S. Code, 
Section 794, by agreeing to transmit to the Union of Soviet Socialist Re-



232 

publics national defense information relating to military installations, mili
tary weapons, missiles, missile sites, codes and ciphers, the intelligence ac
tivities of the United States Army and the identities of Government em
ployees, both military and civilian. The indictment, which alleged 23 overt 
acts, charged them with furnishing military information to Soviet agents 
from 1953 to 1964. The indictment also charged Johnson and l\fintkenbaugh 
with conspiring to violate Title 18, U.S. Code, Section 793, by agreeing to ob
tain national defense information for the Union of Soviet Socialist Republics 
and with a conspiracy to violate Title 18, U.S. Code, Section 951, in that 
Johnson and l\fintkenbaugh agreed to act as agents of a foreign government 
without notification to the Secretary of State. The indictment named as co
conspirators, but not as defendants, ten SOviet nationals, one !by his true 
identity and nine by code names. The identified Soviet was Vitaly Ourjoumov, 
whQ was formerly employed in the Soviet Embassy in Paris, France. John
son and l\1intkenbaugh had 'been arrested on April 5, 1965, on a complaint 
charging them with a conspiracy DO commit espionage. Both were held under 
$20,000 'bond. They were arraigned in the United States District Court at 
Alexandria, Virginia, on April 1965. The case was set for trial on September 
7, 1965. On June 7, 1965, both defendants withdrew their pleas of not guilty 
to Counts II and III of the indictment and entered a plea of guilty to each 
of these counts. At the same time each defendant entered a plea of guilty to 
a one-count information filed that day by the United States Attorney. John
son pleaded guilty to an information charging him with transmittal of classi
fied information under 50 U.S. Code 783 (b), and l\fintkenbaugh pleaded guilty 
to an information charging him with possessing of property, to wit: a cipher 
pad, designed and intended for use in violation of United States statutes 
u~der 18 U.S.C. 957. On July 30, 1965, Judge Oren Lewis sentenced both 
Mintkenbaugh and Johnson to the maximum sentence of 25 years. 

United,. ~tate8 v. William Henry Whalen (Eastern District of Virginia). On July 
12, 1966, an indictment was returned by a Federal grand jury in the Eastern 
District of Virginia, charging that from 1959 through the early part of 1963, 
William H. Whalen, a ,retired Army Lt. Colonel, conspired to deliver to the 
Soviet Union classified information relating to the national defense in viola
tion of 18 U.S.C. 794 (espionage). The information involved pertained to {lUI' 
atomic weaponry, missiles, military plans for defense of Europe, estimates 
of comparative military capabilities, military intelligence reports and analy
ses, information concerning the retaliation plans by our Strategic Air Com
mand and information pertaining to U.S. troop movements. Two Soviet na
tionals named in the indictment as co-conspirators, /but not as defendants, 
were Col. Sergei Edemski, Assistant Soviet Military Attache with the Soviet 
Embassy, and Mikhail A. Shumaev, the First Secretary of the Soviet Em
bassy. In addition to the first count in the indictment charging espionage, 
Whalen was charged in the remaining two counts with having conspired to 
act as an agent of the Soviet Union without prior notification to the Secretary 
of State in violation of 18 U.S.C. 951 and with a substantive violation of 
Section 951. The indictment charged Whalen with having received over 
$5,000 :trom the Soviets. Wbalen was 'brought before a Commissioner in 
Alexandria, Virginia after his apprehension by the FBI on July 12, ::.966 and 
was 'l'eleased on $15,000 bond. Whalen was arraigned on August 4, 1966,be
fore Federal District Judge Oren Lewis in Alexandria, Virginia, at which 
time he entered a plea of not guilty. IDdemski, who now holds the rank of 
major general and is assigned to the Soviet Embassy in London, England, 
was in the United States from August 17, 1955 to February 5, 1960. Mikhail 
Shumaev was in the United States :trom September 24, 1959 to September 5, 
1963. On December 16, 1966, Whalen entered a plea of guilty to an informa
tion charging a conspiracy to commit espionage (18 U.S.C. 79a) and to Count 
Two of an indictment charging a conspiracy to act as 'an agent of a foreign 
government without registering with the Secretary of State (:1.8 U.S.C. 951). 
After accepting the plea of guilty, Federal District Judge Ol'lm Lewis can
celled Whalen's bond, ordered his immediate commitment, ann requested a 
probation report before sentencing. On March 1, 1967, Judge Lewis sentenced 
Whalen to the maximum 10 years under 18 U.S.C. 793 and 5 years under 18 
U.S.C. 951, said sentences to run consecutively for a total of 15 years im
prisonment. 
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Unitedc States v. Herbert W. Boeokenhaupt (Eastern District of Virginia). On 
October 31, 1965, Air Force Staff Sergeant Herbert W. Boeckenhaupt was 
arrested at M'arch Air Force Base ~nOalifornia by the FBI 'On an espionage 
complaint. On Decc:!1'ber 16, 1966, a Federal grand jury in the Eastern Dis
trict 'Of Virginia 'l'eturned a three-count indictment charging 'Boeckenhaupt 
with conspiracy.to commit espionage (18 U.SiC. 794: (c) and 18 U.S.C. 793(g) 
as well as conspiracy 18 U.S.C. 371) ,to act 'as an agent of the Soviet Union 
withoult registering w1th the Secretary of State in violation of 18 U.S.C. 
951. The indictment charged that B-oeckenhaupt, from June 1965 through 
October 1966 conspired with Aleksey R. Ma:linin, Assistant 'Commercial 
Counselor 'Of ,the Soviet Embassy, to transmit to the Soviet Union highly 
claSsified informa!tion relating to the electronics communications and crypto
graphic systems and equipment of the Strategic Air Command and clas
sified traffic information going through such equipment, as well as code cards 
connected therewith. Boeckenhaupt who had enlisted in the Air Force in 
1960, was an electronic communications and cryptogra:phic systems repair
man 'Witth Top Secret Cryptographic clearance. In his assignment he had 
access to cryptographic material and equipment classified up to and includ
ing Top Secret. Malinin, wh'O 'Was named in the indictment as a co-conspira
tor, but not as a defendant, had dipioma'tic <immunity. Trial commenced on 
May 22, 1967 and a verdict of guilty was returned 'by the jury on Counts I 
and II. Count III had been previoru;ly dismissed by the Court 8ua spente. 
On June 7, 1967, Boeckenhaupt was sentenced to 20 years imprisonment on 
Count I and 10 years on Count II with the sentences to nL'l 'COnsecutively 
for a ·total of 30 years. A Notice of Appeal was filed by the defendant on 
June 8, 1967. His conviction was affirmed on March 1, 1968, by the Fourth 
Circutt 'Court of Appeals. On March 11, 1968, -the uefenuant filed a Petition 
for Rehearing en baM 1n 'the Fourth 'Circuit Court of Appeals. 

United States v. AJeksand-r Va.silvevich Tikhornil'ov (Western District of Wash
ington). On February 7, 1970, a complaint was filed with the U.S. Commis
sioner in Seattle, Washington, charging Tikhomirov with having conspired 
with agents and employees of the Union of Soviet Sociillist Republics to 
obtain documents, writings and notes <!onnected with ·the nation~l defense 
of the United States with intent and reason to believe that the informa
tion 'Would be used to the advantage of the Union of Soviet Socialist Repub
lics. He was arrested that same day by Special Agents of the FBI under a 
warrant issued :pursuant 00 the aforementioned complaint, in downtown 
SeaWle after :he 'allegedly received IIllilterials relating to the national defense 
of the United States. He was arraigned before the United States 'Commis
sioner who set bond at $100,000. On February 11, 1970 the scheduled prelimi
nary hearing was continued to February 19, 1970 and Tikhomirov's uail was 
reduced to $75,000. This hail was posted and he was released from custody 
that day. On February 16th, the Commissioner ordered 1;he complaint dis
missed on motion of the G'Overnment; on the condition ,that Tikhomirov 
depart from the United States on or before February 17, 1970. The expulsion 
of Tikhomil"OV was done pursuant ,to the request of the Department of State 
on the In'Ounds that it would best serve ·the interests of the United States. 

United. States v. Valeriy Ivanovich Markel(yv (Eastern District of New York). 
On ~bruary 14, 1972, Markelov was arrested ,by Special Agents of the Fed
eral Bureau of Investigtation, on a complaint charging biro with attempting 
to obtain documents, connected with the nati'Onal defense, with reason to 
believe that 'the documents obtained were Ito be used to the advantage of 'a 
foreign nation. He was ar.vaigned on F~bl'uary 15, 1972, before a United 
States Magistrote, who set bond at $500,000. The fol~owing dny the hond 
was reduced to $100,000. He was Teleased from custody. On February 17, 
1972, 'a federal grand jury in Brooklyn, New York returned a two-count 
indictment agaiust Markelov, charging ,that he violated 18 U.'S.C. 793(b) 
in that he obtained information respecting the na·tiorual defense with reason 
-to believe that the information was to 'be used 00 the advantage of ,the Soviet 
Union, and ;that he violated 18 U.S.C. 951, in that from January 1971 to 
February 14, 1972 he 'acted within the United states as an ·agent of the 
Soviet Union 'Without prior notification '00 -the Secretary of State. On Feb-
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ruary 28, 1972, Markelov was -arraigned nnd entered a plea of not guilty to 
the indictment. He was granted 60 days for filing pre-trial motions. The 
·amount and conditions of his bail were continued as previously set by the 
United States :Magistrate on February 16, 1072. 

United States v. Sarkis O. PaskaUan (Eastern District of New York). On 
June 27, 1975, Paskalian was charged by complaint with a violation of the 
Espi'onage Act, 18 U.S.O. § 794(c) (conspiracy to gather defense information 
,to aid a foreign government). The 'Complaint charged that from 1971 to 
June 1975, PaskaHan conspired with -agents of the Soviet Union to violate 
18 U.S.O. § 794 (a) in that they did conspire to communicate, deliver and 
transmit to the 'Soviet Union information Telnting to the national defense 
of the United States in violation of 18 U.S:O. § 794(c). On July 15, 1975, 
a grand jury in the Eastern District of New York returned a four-count 
rindictment charging Paskalian with conspiracy to violate the Espionage Act 
and related offenses. Specifically, Paskalian was charged in Count One with 
conspiring to 'Obtain and communicate nationa'l. defense information to aid 
'a foreign country, 18 U.S.'O. 794(c), 'and in Count Two with conspiring to 
violate another section 'of the Espionage Act, 18 U.S.O. 793, and in Counts 
Three and Four ,vith violating and conspiring to violate 18 U .. S:C. 951, 
failing, as a foreign agent, to notify the Secretary of State. On September 16, 
1975, Paskalian entered a ple:a of guilty to Count One of this indictment, an 
offense which carries a ma.ximum term of life imprisonment. On October 31, 
1975, he was sentenced to a ,term of 22 years imprisonment. 

United, States v. Sahag K. Dedeyan (District of Maryland). On June 26, 1975, 
Dedeyan was charged by complaint with a violation of the Espionage Act. 
This case was related to 'the espionage case against Sarkis O. PaskaUan in 
,the Eastern District of New York. Dedeyan was charged with a violation of 
18 U.S.O. § 794(f) (2) for his :i5ailure to report, in 1973, ,the illegal photo
graphing of a document relating to the nationa'l. defense which had been 
entrusterl ,to him and over whiCh he had control; namely, a document en
titled "Vulnerability Analyses: ,U.S. Reinforcement of NATO." On Septem
'bel' 23, 1975, a grand jury in ,the District of Maryland returned a one-count 
indictment charging Dedeyan with a vio~ation of the Espionage Act, 18 
U.S.O. 793(f) (2). After a 'two-week trial, the jury returned a verdict of 
6'1lilty on July 29, 1976. On October 22, 1976, he was sentenced to a term of 
three years imprisonment. 

United States v. Edwin G. Moore II (District of Maryland). On January 18,1977, 
a grand jury returned an eight-count indictment charging Edwin G. Moore II 
with tranSmitting national defense information to the U.S.S.R., retention of 
classified information and retention of stolen government property in viola
tion of Title 18, United States Code, Sections 794(a), 793(e) and 641. The 
case arose when, on the night of December 21, 1976, an employee at a resi
dence ma:ntained by the Soviet Union for its embassy personnel discovered 
a package Qn the premises. Fearing it was a 'bomb, he notified the police, who 
found that dt contained classified documents. The FBI determined that the 
package contained classified OIA documents and a note requesting that 
$3,000 be dropped uta time and location: specified. The note a~so 'Offered to 
sell additional documents 'and information for $197,000, to be delivered on 
December 22. The FBI established surveillance at the drop site, and arrested 
Moore, a former OIA employee, when. he picked 'Up the package he 'believed 
to contain the requested $3,000. A search warrant was obtained, and a search 
of his home revealed -a large amount of classified information. Trial 'began 
in Ba~timore on April 11, and concluded May 5 at which 'time the jury 
returned a guilty verdict on the first five counts in the indictment (three 
having 'Previously 'Qeen diSmissed by the Court art the Government's request 
prior to trialJ.). On December 8, 1977, Moore was se)1tenced 1:0 fifteen years 
on one count and ten years on each of the other four counts 1:0 run 
concurrently. 

UnA,ted States v. Ivan Nikonoro'Vioh Rogalsky (District of New Jersey). On 
January 19, 1977, a grand jury returned a three-count indictment charging 
Ivl'.n N. Rogalslcy 'With conspiracy ,to transmit and transmitting national 
defense information to agents of the U.S.S.R. and the disclosure of clas
sified information to agen'ts of the U.S.S.R. in violation of Title 18, United 

• 
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States Code, Sections 793(g), 794(c) and 793(<b). Yevgenij' Petrovich Kar
pov, II. Second Secretary of the Soviet Mission to the United Nations, was 
named as .an unindicted co-conspirator. On January 7, 1977, the FBI had 
arrested Rogalsky, a former Russian merchant seaman who claimed he had 
defected to <the United States several years ago. Rogalsky was in possession 
of classified documents from the RCA Research 'Center in New Jersey when 
apprehended. The Center works on highly classified communications satel
lite and defense projects. An RCA employee, who was approached 'by Rogal
sky, assisted the FBI in provlding information [eading to Rogalsky's 
apprehension. 

United, states v. Ohristopher J. Boyce and Andrew D. Lee (Central District of. 
California). On Janull.TY 26, 1977, II. grand jury at Los Angeles returned a 
twelve-count indictment charging Christopher J. Boyce and Andrew D. Lee 
,vith conspiracy to transmit and transmitting national defense information 
to agents of the U.S.S.R. j disclosure of classified information; acting as 
agents of a foreign government j and theft of government property. These 
charges alleged violations of Title 18, United States Code, Sections 794 (c) 
and (a); 793 (g), (b), (c) and (e); 798; 951; and 641. Included in the in
di.ctment as an nnindicted co-conspirator was Boris A. Grishin, a science 
attaChe with the Soviet Embassy in Mexico City. The F.BI had arrested both 
~n for espionage on·a complaint filed on January 16, 1977. Christopher J. 
Boyce was .an employee of TRW, Inc., a CIA contmctor in Red.ondo Beach, 
California, and he held a top secret security clearance with ac'.!ess to sensi
live scientific, rtechnica~, and communications data. A.:J)ter the cases were 
severed, trial of Boyce began on April 11, and on April 28, the jury returned 
a verdict of guilty on '!tIl eight counts 'of the indictment. Lee's trial ·began 
April 27, and on ·May 14, the jury returned a verdict 'of guil>ty on all counts. 
On July 18, Lee was sentenced to serye a term of 10 yeaxs in prison on 
count one, which Charged a violation of 18 U.S.C. 794(c) ; on count two, 
whlch charged a violation of 18 U.S.C. 794(a), he was sentenced to life 
imprisonment; and on each of ,the remaining six counts, he was sentenced 
to serve tel"llliJ of 5 years. All!. of the sentences are to be served concurrently. 
On September 12, 1977, Boyce was sentenced to a term of 40 years imprison
ment. 
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lhtm't'doY 

Ccntr:lllnleIiiS<nce AStng 

The Honorable Birch Bayh, Chairman 
Select Committee on Intelligence 
United .States Senate 
Washington, D.C. 20510 

Dear ~Ir. Chairman: 

PART D 

This is in response to Senator Inouye's letter to me (Qlt1070) requesting 
answers to eight questions on the Helms matter and copies of all correspondence 
between the Attorney General, or any ather representative of the Department 
of Justice, and the Central Intelligence Agency requesting access to or use of 
documents in the investigation or prosecution of Richard Helms regarding his 
testimony before Congress. 

We have been inforlned by the Department of Justice that, while the case "against 
Ambassador Helms has beEm resolved, 'an investigation of certain ITT officials and 
other persons is being actively pursued. Many of the documents which were relevant 

. to the Helms investigation are also relevant to the current investigation and, for that 
reason, the Department is reluctant at this time to provide copies of the DOJ -CIA 
correspondence on the case. 

Below are set forth answers to the questions contained in your letter: 

Q. (1) How many "potentially relevant" documents were identified? Did 
the Department of Justice explain what use it planned to make of these documents? 
\'lere Justice Department representatives prepared to use the information in 
questioning witnesses, in presentation of the documents to the grand jury, or 
for the actual use at trial? Did they distinguish which documents were to be 
used for developing the perjury charge. the so-called "ITT-caver-up" charge, 

. or same other charge? 

A. The Department of ;rustice attorneys were given acces~ to Agency 
information, including classified operational traffic, intelligence reports 
and internal memoranda relating to operations and events in Chile in order 
that they might determine which documents fell within the ambit of the CIA-ITT-'· 
Chile investigation. From this C01'PUS of documentary information the Department 
of Justice investigators identified materials which they considered relevant to the 
investigation. These documents. including 55,102 pages of material which were 
numerically stamped, were retained in special safes within the CIA, Office 
of General Counsel. The materials so identified filled four, four-drawer safes. 
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Drawing n'om this total collection the Department of Justice investigators then 
asked that some 758 documents. attachments and daily calendars and logs be 
reviewed to determine whether and to what extent they' could be declassified for 
use as evidence in the course of the investigation. 

The Agency was not informed whi~h documents were to be used for developing 
a perjury charge. the so-called "ITT-cover-up" charge or some other charge. No': 
was it informed whether the documents were to be used solely for presentation to 
the grand jury or also were to be used in 'questioning witnesses and for actual use 
at trial. To the best of our knowledge. however. the Department was interested in 
using these documents for all of these purposes. but at a minimum they wanted the 
latitude to use these documents as required. 

Q. (2) Did the Department of Justice explain what protective action 
they intended to take with resped to these documents? Did they e."qlress any 
willingness to sanitize the documents to use in ~ pl'oceC\ures; 10 refrain 
from using some documents in the grand jury or in public tdals and limit their 
use only to interviews? Or. did they simply request bulk declassification ot all 
of the documents which they reviewed? 

A. The Department of Justice requested total declassification of the 
documents required so that they could be freely use'd for investigative and pro:" 
secutive purposes. Documents wer.' declassified to the extent possible and we 
understand that the declassified as well as the sanitized documents were used in 
the grand jury proceedings. No spf~cial protective steps wel'C taken with respect 
to these documents. As to other dot:uments which might have become involved in 
the proceedings. for example. as a :result of defense discovery requests. the 
Department of Justice represented that it would take such actions to protect classified 
material 2,S might be possible under the Federal Rules of Criminal Procedure and 
be permitted by the trial judge. ' 

Q. (3) Did CIA officials discuss this matter with Mr. Helms ot" any 
representatives of Mr. Helm,S durirtg the period that he was under investigation? 
Or. were all discussions pertaining to these documents in this mattel' handled by 
the Department of Justice and all requests or possible requests for documents 
discussed between representatives of the Department of Justice anc1 the CIA? 

A. To the best of our knowledge there were only the following interchanges 
v,lith Ambassa~or Helms or his representatives on the ITT-Chile Matter: 

a. On 10 November 1975 Ambassador Helms asked about the'status 
of the ,Justice investigation and whether indictments were in the offing. The 
Agency explained that same day. that Justice had used a grand jury in the District 
of Columbia to secure subpoenas of corporate records. On 11 Novembel' 1975. 
Ambassador Helms thanked the Agency for this information and asked to be advised 
of further developments . , ',,' .' , 

25-995 0 - 78 - 16 
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b. On 7 May 1976, the Agency alerted Ambassador Helms'to a draft 
Senate Select Committee addendum to a November 1976 report entitled, "Alleged 
Assassination Plots Involving Foreign Leaders," sections of which dealt with 
covert actions In Chile in 1970 and quoted former President Nixon's statements 
concerning the extent of his knowledge and approval of CIA actions'in Chile. 
On 9 May 197&, Ambassador Helms thanked the Agency for this information alld, 
notl.ng that he did not know whether the statements were factually correct, 
suggested that a former senior Agency official be shown the draft and be asked 
to comment on it. On 11 May 1976, the Agency informed Ambassador Helms that the 
former official came to Headquarters, reviewed the Senate Select Committee's draft 
report. took issue with certain parts and so informed a member of the Senate 
Select Committee staff. 

Q. (4) Of the documents provided to the Department of Justice, how 
many did the Department request the CIA to declassify? How many of the docu
ments was the CIA willing to declassify? How many of the documents which the 
CIA was not willing to declassify fell into each of the following categories? 

a. Documents which could not be declassified because they 
revealed the names of agents. 

b. Documents which could not be declassified because they 
revealed the names of cooperating fOl;eign nations. 

c. Documents which could not be declassified because they 
revealed the names of cooperating Americans. 

d. Documents· which could not be declassified for othe,. reasons • 
. . -.: 
~ .. ' 

.. :' A'.· According to our count the Department of Justice requested declassifi
cation of 758 documents and attachments of which 152 documentn were declas!)ifiecl 

, " 

, in full. and 519 were declassified In substantial part. deleting only cryptonyms. 
pseudonyms. names of personnel under cover. etc. Fifty-three documents could 
not be declassified and 34 documents have not been declassified pending'additional 
review. The documents which could not be declassified either in whole or in part 
frequenUy contained a number of classified items falling within more than one of 
the above suggested categories (a-d). A single document, therefore, may be 
counted in more than one column In the chart below. 

Reason for denial . 
a 
b 
c 
d 

Documents denied in part' Documents denied in entirety 

97 
17 
30 

466 

12 
1 

·11 
49 



239 

Q. (5) Of those documents which the Department of Justice proposed 
declassifymg as potentially relevant, how many of those documents were con
sidered to' be potentially exculpatory. 'Was there any review of docll.'lIents or' 
any other review to determine what classified information should be provided 
to meet constitutional obligations to the rights of the defendant? 

A. It is assumed that one of the reasons for the Department's extensive 
reView of Agency documents was to determine whether any documents were 
potentially exculpatory or otherwise required at trial to meet constitutional 
requirements but we do not kIto'w how many of the reviewed documents may have 
been identified as relevant for these purposes. ' 

Q. (6) Was the CIA led to believe that Mr. Helms, if indicted, intended 
to raise any particular affirmative defense which would requh'e disclosure 
of classified intelligence information? If so, what was that defense. and in 
generil terms what was the nature of the information required to be disclosed? 
SkUlarly, was it the Agency's understanding that Mr. Helms would have made pre
trial Illations requiring disclosure of classified information? If so, what mouons 
did you anticipate and in general'terms what was the natUre of the information 
which would have been required to be disclosed? How did you get your information 
regarding this issue? 

A. The Agency had no specific indication as to the line 01" lines of defense 
which would have been pursued by Ambassador Helms but it was assumed that 
broad discovery requests, supported by numerous pre-trial discovery motions, 
would have been forthcoming in the event of prosecution. In all likeUhood such 
discovery would have sought prqduction of a great deal of classified information 
including, of course, the information which was deleted from the docur.Jents 
provi:ded to the Department of Justice. 

Q. (7) Did the DCI express to the President or the Attorney General any 
official review of whether further criminal proceedings against Mr. Helms might 
jeopardize national security or sources and methods? Specifically. what was 
co=unicated and to whom was that view expressed? 

" A. The DC! indicated to the President and, in morc specific tel"IDS to 
the Attorney General, the potential national ,security consequences of declassi
fication of those items which were deleted from the documents which were 
'requested by the Departm.ent of Justice. 

Q. (8) Why would the disclosure. of the names of agents; the names of 
cooperating foreign nations; or the nameS of cooperating Americans be needed in 
a prosecution for perjury or related charges pertaining to misleadi~g Congress 
as to the covert action in Chile? 
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A. Any question as to why any particula ... information or document may 
have been required in support of any of the charges under investigation should 
more appropriately be answered by the Department of Justice. 

Yours sincerely, 

STANSFmLD TURNER 
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PART A 

APPENDIX III-CURRENT STATUTES 

50 U.S.C. 783 

§ 783. Offenses. 
(8) Conspiracy or attempt to establish totalitarian 

dictatorship. 
It shall be unlawful for any person knowingly to 

combine, conspire, or agree with any clther person to 
pertorn1 any act which would substantlaUy con
tribute to the estabUshment within the Unlted states 

• at a totalitarian dlgtatorshlp, as dellned In para
, graph (15) of sectnih 182 of thls title, the direction 

and control of which Is to be vested In, or exercised 
• " by or UDder the domination or control of, any foreign 
'. government, foreign organizo.tlon, or foreign in

dlVldual: Provided, howe"er, That this sUbsectioD 
shall Dot opply to the proposal of a constitutional 
lUIlendment. . 

(b) Communication oC classified InCormation by Gov
ernment officer or employee.. 

It shall be unlawful for any omcer or employee of 
the UDlted states or at any department or agency 
thereat, or at any corporation the stock at which Is 
owned In whole or In major part by the Unlted 
States or any department or agency thereot. to 
communicate In Bny manner or by any means, to 
any other person whom such omcer or employee 
knows or has reason to believe to be an agent or 
representative oC any torelgn government or an ot
ncer or member at any Communist organlzatlon as 
dellned In paragraph (5) at section 782 ot this title. 
any Information at a kind which' shall have been 
classilled by the President (or by the head oC any 
such department, agency, or corporation with the 
approval at the President) as affecting the security 
at the united States, knowing or haVing reason to 
know that such tntormation hM been so classtned, 
unless such oIDcer or employee shall have been spe- ' 
cillcally authorized bY the President. or by the head 
at the department. agency. or corporation by which 
this oIDcer or employee Is employed, to make such 
disclosure at such tntormatlon. 

(0) Receipt of, or attempt 10 receive. by foreign agent 
or member of Communist -organization, classified 
information. 

It shall be unlawtul for any agent or representative 
of any foreign government. or any omcer or member 
6C any Communist organization as defined In para
graph (5) of section 182 at this title. knowingly to 
obtain or receive. or attempt to obtain or receive, 
directly or Indirectly. tram any omcer or employee 
ot the Unlted States or ot any department or agency 
thereof or of any corporation the stock of vlhlch Is 
owned In whole or In major part by the Unltj1d State. 
or any department or agency thereof. any Informa
tion at a kind Which shall have been classilled by 
the President (or 'by the head of anY such depart-, 
ment. agency. or corporation with the approval of 

, the President) as affecting the security at the 
Unlted states. unless special authorization for such 
communication shallllrst have be"n obtalnod from 
the hea.d of the depa.rtme.nt, agency I or corporation 
having custody at or control over such Intormation. 

(d) Pen.lties for violation. 
Any person who Vlolates any provision of this sec

tion shall. upon conViction thereat, be punlshed by a 
nne of not more than $10,000. or Imprisonment for 
not more than ten years, or by both such Ilne and 
such imprisonment, and shall. moreover. be there
atter Ine\!glble to hold any oIDce. or place of honor. 
prollt. or trust created by the constitution or laws 
of the Unlted states. 
(e) Limitation perIod. 

Any person may be prosecuted, tried. and punished 
for any violation at this section at any time within 
ten years after the commission at such offense, not
withstanding the provisions of any other statute at 
Ilmltatlons: Provided, That It at the time at the 
commission at the offense such person Is an omcer 
or employee at the United States or at any depart
ment or agency thereat. or at any corporation the 
stock. at which Is owned In whole or In majo" part 
by the United States or any department or agency 
thereat. such person may be prosecuted, tried. and 
punished for any violation at this section at any 
time within ten years after such person has censed 
to be employed as such omcer or employee. 

(f) Membership as not violation per se. 
Nelther the holding at omce nor membership In 

any Communist organlzatIon by any person 'shall 
constitute per se a Vlolatlon of subsection (a) or 
subsection (e) ot this sectlon or of anY other criminal 
statute. (Sept. 23. 1950, ch. 1024, title I. § 4. 64 Stat. 
991; Jan. 2. 198B, Pub. L. 90-237. § 3, B1 Stat. 165.). 
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PART B 

18 U.S.C. 793 

6 79~0~.:!tl~~~8'. transmitting or losing derense in-

(a) Whoever, tor the purpose ot obtaining Intor
matlon respecting the national detense with Intent 
Or reason to believe that the Information Is to be 
used to the Injury ot the United States, or to the 
a~vantage of any foreign nation, goes upon, enters, 
Illes over, or otherwise obtains Information concern
Ing any vessel, alrcratt, work of defense, navy yard, 
naval station, submarine base, fueling statlbn, fort, 
battery, torpedo station, dockyard, canal, railroad, 
arsenal, camp, factory, mine, telegraph, telephone, 

wireless, or signal station, building, omce, researcb 
laboratory or station or other place connected with 
the national defense owned or constructed, or In 
progress of construction by the United State. or 
under the control of the United States, or ot any ot 
Its omcers, departments, Of agencies, or withIn 
the exclusive Jurisdiction of the United states, Or 
any place In which any vessel, aircraft, arms, mUnI
tions, or other materials or Instruments for use In 
time of war are being made, prepared, repaired, 
otored, or are the s"bject of research or development, 
under any contract or agreement with the United 
states, or any department or agency thereot, or 
with anY'person on behalf ot the United States, or 
otherwise on behalf of the UnUeastiites, or any 

" prohlb:ted place so designated by the PreSident by 
proclamation In time ot war Or In case ot national 
emergency In which anything tor the use of the 
Army, Navy, or Air Force Is being prepared Or con
structed or stored, Information as to whlcb pro
hibited place the President has determined would 
be prejudicial to the national defense; or 

(b) Whoever, for the purposo aforesaid, and with 
Ilke Illtent or reason to believe, copies, takes, makes, 
or obtains, or attempts to COpy, take, make, or ob

'. taln, any sketch, photograph, photographic negative, 
blueprint, plan, map, model, Instrument, appliance, 
document, wrl ting, or note ot anything connected 
with the national detense; or 

(c) Whoever, tor the purpose aroresald, receives 
. or obtains or agrees or attempts to receive or obtain 

from any person, or trom any source Whatever, any 
document, writing, code book, signal book, sketch, 
photograph, photographic negative, blueprint, plan, 
map, model, Instrument, appliance, or note, ot any
thing connected with the national detense, knowing 
or having reason to believe, at .the time he receives 
or obtains, or ngrees or attempts to receive or obtain 
It, that It has been or wl11 be obtained, taken, made, 
or disposed of by any person contrary to the provl
atons of this ehapter: or ':;; 

Cd) Whoever,lawfully having possession ot, access 
to, control over, or being entrusted with any docu
ment, writing, code book, signal book, sketch, photo
graph, photographic negatlvc, blueprint, plan, map, 
model, Instrument, appliance, or note relating to 
the national detense, or information reliltlng to the 

1 national detense which Information the possessor 
:has reason to believe could be used to the Injury ot 
'the United states or to the advantage ot any torelgn 
.natlon, willfully communicates, delivers,' transmits 
~or causes to be communIcated, delivered, or trans
.mltted or attempts to communicate, deliver, trans
'mit or cause to be commUnIcated, delivered or trans
mitted the same to any person not entitled to receive 
It, or wl11tul1y retains the same and tails to deliver 
It on demand to the omcer or employee ot the 
United states entitled to receive It; 0' 

(e) Whoever having unauthorized possession ot, 
access to, or control over any document, writing, 
code book, signal book, sketch, photograph, photo
graphic negative, blueprint, plan~ map, model, in
strument, appliance, or note relating to the national 
defense, or information relating to the national de
tense which Information the i>osses:<or has reason to 
believe could be used to the Injury of the United 
states or to tbe advantage ot any torelgn nation, 
willfully communicates, delivers, transmits or causes 
to be communicated, delivered, ortransmltted, or 
attempts to communicate, deliver, transmit or cause 
to be communicated, delivered, or transmitted the 
same to any person not entitled to receive It, or wl11-
fully retains the same and tails to deliver It to the 
omcer or employee ot the United states entitled to 
receive it; or 

(f) Whoever, being entrusted with or having law
ful possession or contro\ of any document, writing, 
code book, signal book, sketch, photograph, photo
graphic negative, blueprint, plan, map, model, In
strument, appliance, note, or Information, rel~!lng 
to the national detense, (1) through gross negli
gence permit. the same to be removed trom Its 
proper place ot custody or dellvered to anyone In 
violation ot his trust, or to be lost, stolen, abstracted, 
or destroyed, Or (2) having knowledge that the same 
has been l11egal1y removed trom Its proper. place ot 
custody or delivered to anyone In violation ot Its 
trust, or lost, or stolen, abstracted, or destroyed. and 
tails to make prompt report ot such loss, theft, ab
straction, or destruction to his superior omcer-

Shall be fined not more than $10,000 or Imprisoned 
not more than ten years, or both. 

(g) U two or more persons conspire to violate 
any of the toregolng provisions ot this section, and 
one or more of such persons do any act to elIect the 
object ot the conspiracy, each ot the parties to such 
conspiracy shall be subject to the punishment pro
vided tor the olIense which Is the object ot such 
conspiracy. (June 25, 1948, cb. 645, 62 stat. 736; 
Sept. 23, 1950, eh. 1024, title I, 11B, 84 Stat. 1003.) 

II 
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PART C 

18 U.S.C. 798 

D 798. DJaclonre of classified Into,mallon.' 
( .. ) Whoever knowinglY and wllUulIy ~mm\ln!- The terlll "communlcailon inteiUgence" means aU 

cate3, furnishes, transmits, or otherwise makes 'procedures and methodS used In the Intereeptlon 
available to an unauthorized person. or publishes, or of communications e.nd the obtalnlng of Inform .. -
uses In any manner prejudicial to the safety or In. , tlon from such communlcatIol15 by other than the 
terest of the United State. or for the beneJ!t of any \ Intended recipients: 
forelgJJ' government to the detriment of the United 'l'he term "unauthorized person" means IlllY per· 
state3 any classl1led Informatlon- son who. or agency which, Is not authorized to reo 

U) concerning the nature, preparation, or use celve Information of the categories set forth In sub. 
of IlllY code, cipher, or cryptographic system of section (a) of this section, by the President, or by 
the United State3 or any foreign government; or the head of e. department or agency of the United 

(2) concerning the design, construction, use, States Government which Is expre.o;s!y designated 
maintenance, or re~alr of any device, apparatus, I by the President to engage In communication In • 
or appliance used or prepared or planned for ~ teillgence activities for the United states. 
b:; the United State. or any forelen government (c) Nothing In this section >ball prohibit the 
for cryptographic or communication intelligence . f _ •• kln u~ lawful demand of information to 
P~8es; or U.l.~l gf __ n . 

"f3) concerning tbe communication IntelUgence -any regularlY constituted commlttelr of the Senate, 
activities of the United states or any !orelgn gov- or House o! Representatives of the United state3 of' 
emment: or America, or lolnt comnuttee thereof. (Added Oct., 

(4) obtained by the process of communication 31, 1951, ch: 655, I 24 (a), 65 stat. 719.) 
intelligence trom the communications of any 
foreign government, knowing the same to h~ve 
been obtalned by sucn processe&-
Sball be lined not more than .10,000 or imprisoned 

not more than ten years, or both. 
(b) AJJ used In subsection (a) of this sectlon
The term "classl1led Information" means informa

tion whlcb, at the time of a vlolaUon of this section, 
I.!, for reesons of national security, specl1leally desig
nated by a United States Government Agency for 

, UmIted or restricted Q Issemlnatlon or dJatrlbutlon; 
The term.s ·'code," c'cipher.u and Clcryptographlo 

system" Include In their meanings, In addition to 
their usual meanings. IIny method of secret writing 
lind any mechanical or electrical device or metbod 
used for the pUrPOse o! dJagulslng or concealing tbe 
contents, slgnl1lcance, or meanings of C<lmmUnlc~. 
tiona; 

The term "foreign government" Includes In Its 
meaning IlllY person or persons acting or purport
Ing to act for or on bshaU of any tacU9n, part)', 
department, agenc)" bureau, or mlJItary force of or 
within a foreign country, or for or on bebaU of any 
government or any person or persons purpOrting to 
act ... a government within a foreign country, 
whether or not SUch government I.! recognized by the 
United States: 
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PART A 

APPENDIX IV-OTHER MATERIAL RELEVANT TO USE 
OF CLASSIFIED IN.FORMATION IN LITIGATION 

UNITED STATES DISTRICT COURT 

FRANK A. KAIJFMAN 

Mr. Mark Gitenstein 

FOR THE 

DISTRICT OF MARYLAND 
BAI..TIMORE. MARYLAND 21201 

April 27, 1978 

Select Committee on Intelligence 
United States Senate 
Washington, D. C. 20510 

Dear Mr. Gitenstein: 

I have your letter of March 17, 1978 and the enclosures 
thereto. I have given considerable thought to the problems 
which arise in connection with the use of classified 
information in relation to espionage prosecutions. I 
understand that inquiries were originally addressed to me on 
behalf of the Committee because I was the presiding judge in 
the trial of united States v. Moore, Criminal No. K-77-026. 
Since that case is on appeal, I know you agree that it would be 
inappropriate for me to make any comment related to it. 
However, I am glad to try to set forth in this letter the 
tnoughts which I do have. Those thoughts are aimed at 
safeguarding the respective interests of each individual 
employee of a security agency and of the public. The 

-individual employee is entitled to his constitutional rights 
both during and after his period of employment. The public has 
dual interests in: (1) not having withheld at any time any 
information except that which clearly needs to be withheld in 
the public interest, and (2) insuring that persons who commit 
the crime oe espionage are prosecuted effectively. Those two 
interests of the public often conflict. And of course the 
interests of the employee and of the public also ~ften 
conflict. A trial judge, as is pointed out in the memoranda 
and documents you have sent to me, has available to him many 
options which enable him to balance those interests when they 
conflict. However, it would be helpful if additional 
discretionary authority could be conferred on a trial judge if 
that can be done without offending constitutional principles. 
In searching for an appropriate procedure, I .now set forth, 
with great hesitancy, the following as perhaps deserving of 
exploration and consideration. 

(A) Determination of the class of employees who will 
receive such highly classified information that it will be 
difficult to prosecute them for espionage without the 
disclosure of information which should not be disclosed for 
security reasons. Such a class should be narrowly defined. 

• 
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(B) Drafting of a form of advice to each person who falls 
within that classification at the time he is employed, or at 
the time he is given duties of the type indicated. Each such 
person should be so advised that in the event he is indicted 
for espionage or unlawful di~closure of classified information 
which falls within a specified type of classification, the 
Government lIill have the right to ask the Court, for security 
reasons, to limit, to the extent and only to the extent 
necessary to prevent the harmful disclosure of classified 
information, the rights of that employee as a defendant in such 
case to have a public trial and/or to have a trial by jury. 
Such advice should be given both in writing to such employee 
before he con~ences any duties and receives any such classified 
information, and also orally, on the record. Such employee 
should have the opportunity to have an attorney with him when 
such explanation is made on the record by an appropriate 
official of the governmental agency involved. The advice to 
the employee should include, inter alia, the clear explanation 
that, as a condition of his employment, he is being asked to. 
agree in advance that if he is indicted for espionage or 
unlawful disclosure of classified information within specified 
classifications, the Government will have the right to ask the 
trial judge (i) to hold on a non-public basis such portions of 
the trial as the judge determines cannot be tried in public 
without disclosing to the public facts which cannot be made 
known generall~ without endangering national security and/or 
(ii) to tryon a non-jury basis such issues as the judge 
determines cannot be submitted to the jury without disclosing 
to jurors facts which cannot be made known to them without· 
endangering national security. The employee should be asked to 
indicate orally whether he understands that, if he accepts such 
employment, he is being required as a condition thereof to 
agree in advance to those limitations of his co~stitutional 
rights. The employee should also be asked, on the record, 
whether he agrees to accept employment and also to waive, to 
the extent deemed necessary by the trial judge in accordance 
with the above set forth standards, his constitutional rights 
to a public trial and to trial by jury. 

(C) Any waiver of rights by the employee· should be limited 
to issues pertaining only to content of information. 

(D) Regardless of whether any of the thoughts discussed in 
paragraphs A, B, and C above are adopted in practice, 



246 

procedures should be available to each employee, who handles 
classified information, to enable him, without fear of 
endangering his employment status, to bring to the attention of 
watchdog executive and/or congressional bodies any contentions 
which he may have with rega~d to over-classification. If such 
opportunity exists, there would be little or no ~~~use for an 
employee, Nho possesses classified information, to leak or to 
disclose it because he thinks it should be known to the public. 

I find the entire subject matter fascinating. I wish I had 
more time tel do r~earch and thinking in connection with it. I 
know that the possibilities I have outlined in this letter. 
present a number of very close and challenging constitutional 
and social issues. I express no views with regard to the 
constitutional validity of the thoughts I set forth herein. As 
you know, what I have written in this letter is simply.a 
wrict~n confirmation of the ideas I have discussed with you 
during several rather lengthy telephone conversations which we 
have had. During those conversations, you told me that you 
thought it would be helpful if I would write this letter ~nd 
suggest avenues of exploration. Accordingly I have so done. 
However, I stress that I simply am suggesting avenues of 
exploration, and do not advocate, at this time, ar.ything other 
than exploration, except as set forth in paragraph D above. 

Kindest personal regards. 

Sincerely, 

~~ 
Frank A. Kaufman 



, 

w. DoJald Stewart, PresIdent 
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Unau\:llorized Disclosures of Classified Defense Infonnation 

This statement is being voluntarily furnished by W. D:mald Stewart 
to the Senate Select O::lrrmittee on Intelligence specifically for the at
tention of the Subcc:mnittee on Secrecy and Disclosm:e. 

Qualifications of Au\:llor 

I served as an FBI Agent fl:au July 1951 until August, 1965, the last 
nine years as an Espionage SUpe1Visor at FBI Headquarters, aril fl:au 
August 13, 1965 until Decer!ber 1972 as Chief Investigator for the Office 
of the SecretaIy of Defense with the primlly resp:msibility of investi
gating Unauthorized oisclosm:e cases. Because the Directorate for 
Inspection Services (DINS), camonly kncMn then as the Secretaxy of 
Defense's Inspector. General group, was phased out for econaay purposes, 
I was ap~inted Inspector General of the newly formed (October 1972) 
Defense Investigative Service where I ranained until I retired on 
June 3':, 1975. During IllY tenure in DINS .I handled 222 Unau\:llorized 
Disclosure investigations and nunerous lIBjor cr.iIninal and counterintelli
gence investigations in accordance with the provisions of Department of 
Defense Directive 5210.50 entitled "Investigation of and Oiscip1i.nal:y 
Action Connected with Unautllorized Disclosm:es of Classified Defense 
Infomation" dated April 29, 1966, which l!Bde DINS the focal point of 
all such violatibns, and with the provisions of Deparbtent of Defense 
Instruction 5200.22 entitled "Rej:orting of Security and Criminal Viola
tions" (to Dms) dated Septenber 12, 1966. 

In April 1969 I prepared a panphlet entitled "Analysis of Unau\:llo
rized Disclosure Investigations." 'Ibis consisted of a review of 125 
investigations conducted between March 1965 and March 1969. I described 
the whole program - Background, Autrority, Source of Unau\:llorized Dis
closures, Mechanics of Handling, Program Improvernent:, Positive Results, 
Personality Olaracteristics of Incli'\Tiduals Responsible for Unau\:llorized 
Disclosures, the Question of Prosecution, and Cbservations. 

Since I retired I have written a book entitled "Leaks" (rot yet 
published) and founded Stewart Security Services. 

'!he purpose of this paper is tw::>fold. One purpose is to sOOw}x)w 
haphazard the Security Clearance Program operates, and secondly to show 
that weaknesses in our Security Clea.-:anee Program could be responsible 
for unautllorized disclosures of cla:;sified infoII'lB.tion through the 
iIq?roper conferring on of a security clearance on an undeserving person 

1 
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or through the failw:e to ratoVe a perron's security clearance wlel 
the person becares a security risk for one of several :reasons. 

Specifically, this P<IPer reflects wb:> has access, legally and 
illegally, to classified Defense data; E!Xi3Iq?les of weaknesses in our 
Security Clearance Program permitting uOOesirables to obtain a security 
clearancei variations in the investigative criteria for a Top secret . 
clearance; how security clearances are adju:licated, along with an idea 
for a Central Mjudication BI:al'x:h for eoonany, security and privaCy 
purposes, and finally the introduction of the use of the polygraph for 
pre-enploynent checks and for background checks. 'lre polygraph COIlld 
minimize invasion of an individual's privacy, expedite his date cif 
atploynent and clearance, and save the u.s. Goverrment a large ancunt of 
m:mey in various Ways. 

Hopefully, the Contnittee will recognize the need to bring the 
entire security Clearance Program into proper focus with appropriate 
standardization and safeguards to all pers:>ns concerned. 

'!he Meaning of a Security Clea.rance 

What does a security clearance JDean? Actually it neans that a 
designated authority has sanctioned a person's access to view' classified 
defense material at a level of Confidential, Secret, or Top Secret. 
Actually there are also "lffiat are called "Exotic" clearances or "Special" 
clearances which are over and al:ove Top Secret. 

Who Has 2\cceSS to Classified Data 

(Al '!he Press 

'lre preSs does not, in fact, legally get a security clearance; 
h:Mever, they are often given "Back9l=OlJIlders," which are familiarization 
lectures in order to .prepare them to write a story. These generally 
contain classified defense .infoJ:nation. There is a stipllation that the 
data ;inparted is "Off the Reoo:r:d." In 1969, there was a case wheI:e a 
Vice .1\drni.ra1 CCllPLUttised our l()-year lead over the soviets on Anti
Sul:rnarine Warfare. Reportedly the press was not told the "baCkgLounder" 
was "off the reco:r:d" and 14 papers ran the story. But, then again, what 
authority exists by anyone to confer 3. clearance on any nenber of. the 
press th:rough a "backgrounder," "off the reco:r:d." When nenbers of the 
press are taken into the Defense Depart:nent's Office of Public Affairs, 
a Top Secret background investigation is conducted l:efore the clearance 
is conferred. 

2 
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(8) 'Ihe CongreSS 

Members of Co~ss are awarded a Top Secret clearance by virtue 
of the fact they are elected to Congress, so said the late Mendel L. 
Rivers, on February 1, 1965,'M1en as Chab:man of the Fbuse Al:na:l Ser
vices Cornnittee, ~ addressed his Ccmnittee and, in particular, the 
new nenbers. Interestingly enou;h, Representative Robert leggett was 
then a new nenber of the Ccmnittee and later came to the public's atten
tion because of his :indebt:edness due to his association with a mistress 
and fathering ill~itimate children. Not too long ago, Representative 
Frank Horton was jailed for drunken driving. 1100 while Congressmm 
Rivers headed his above Ccmnittee,. he was known to inbibe heavily, 'rery 
heavily, but in rone of the above cases was there any tOOught of J:IS!1CV'
ing the C'oongressnan's clearance. Yet, in any other Governrrent Depart-

. I!'e!lt, such conduct, as above, would cause the person to be cited as a 
"l'bssible Security Risk" and his access to classified defense data could, 
and probably would, be suspended. 

As a natter of p:>ssible interest, a request by David Young, then 
the MU.te House Plumber Chief, ·to Fred :&:!zhardt, then Defense Departtrent 
General Counsel, caused ne to rond\lct an investigation concerning leaks 
attributed to Congress. 'Ihe results ~ inrorporated in a report dated 
February 13, 1973, entitled: "Unautmrized Disclosures of Classified 

. Defense Infonration l'bssibly A1:4"ibutable to Members of Congress and/or 
their Staffs." 'Ihjs was requested by David YOlmg at a ~ when the 
Mlite House and Congress were p:>inting the finger at each other as to 
vfoo the biggest leaker was. 'Ihe report reflected the loose h3ndling of 
classified data by Congressional people; the ''tootlegging" of classified 
data to Co~ssnen; the lack of a=tability of naterial sent fran 
the Departnent of Defense to the Hill; and in one case the refusal of a 
staff lle!!ber to execute a Personnel Security Histoty fOlJll so a background 
investigation oould be con1ucted of Irlm. 

(C) 'Ihe Militaxy 

All enlisted personnel at the tine of entty into the Al:na:l Services 
are given a Naticnal Agency C'l.'\eck (N1.\C). 'lhis consisl".s of the individual's 
name and birth date being run through the appropriate indices of the FBI,' 
State Depart:Irent, and CIA. 1I.1so, the person is fingerprinted; however, 
his fing&prints are rot checked at the FBI, only the name fran his finger
print card is checked in the indices of the Identification Division of 
the FBI. SO what happens if the individual gives a false name and birth 
date when he enters the service? Naturally, all such checks are worthless; 
however, the enlisted nan receives a Secret clearance based on a clean 
NAC. 
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What proof of identification must he have to enter the service and 
later obtain his Secret clearance? He IlUlSf: produce a high school 
cliplana and a birth certificate. Are they verified? Yes, the mili
taJ:y recruiter causes checks to be:made at the high scOOol and the 
appropriate Bureau of vital Statistics. What does that do? It nerely 
info= the recruiter that Jom Jones graduated fran Holy M:lUnt High 
School - it does oot tell the recruiter if John Jones is white or 
black, tall or soort, blonde or redheaded. '!he Bureau of Vital sta
tistics nerely infonns that one male was torn on such and such a date 
to Wil~ and n:>ris Jones, perhaps it might gratuitously give the 
baby's nane as John. can the required documentation be fabricated? 
Yes, I've had a couple of national news stories on this ~ss in 
our security program, but to 00 avail. klditionally, 00 change has 
been made even in view of the fact that last SIl!IlDel:. it was discovered 
that 500 Panamanian aliens enliSted in the u.s. Marine Corps by util
izing fabricated documents. can this be stopped? Yes, by requiring 
the enlisted to sul:rnitthe nanes and addresses of three references woo 
soould be intervi~ to verify the John Jones is the person he pur:'
ports to be, and also to have the FBI do a search of his fingerprints 
fran the fingerprint card he sul:rnits. 

n:> you have any exanples of people entering the service illegally 
other than the al:ove 500 Panarranians? Yes, about t\-.I:) years ago I had 
a national news stol:Y about Tlr.mas Pagner Faernstran wh::I reenlisted 
fictitiously ten tines during a 13-rronth period between Novanber 1973 
and Janua:cy 1975, collecting approx:ilToately $30,000 in bonus. SUbse
quent interviews with him revealed be had done this over a lo-year 
period and bilked the U.S. Goverrment out of $600,000. A check of his 
fingerprints would have tmCXlvered him at any stage. . 

last July a 28 year old North Carolina man was arrested and held 
40 days as a deserter fran the Al:Ir!Y 1.'1 spite of his protests that he 
never joined. Someone else joined using his identification which he 
had previously lost. An FBI fingerprint check would have probably 
ni~ this frau:lulent en1istnent in the bud. at the en1istrtent stage 
as the frau:lulent enlistee lIl:lSI; l.ikely couldn't get in under his own 
identity. 

In'Januazy 1975, a sailor in Seattle, Washington hi-jacked a Navy 
plane and was subsequently caught. Later it was developed that a year 
before he had been discharged fran the Marine Corps as a rental case. 
An FBI fingerprint check would have surfaced him. 

Actmillyon the subject of poor security I have acted in the ca
pacity of a one-rran vigilante cx:mmittee before I retired and for 
2-1/2 years since without success. I could cite exanple after ~e, 
but the purpose here is oot to show lXlW the vulnerability to our 
security exists from the fact that you are an accepted person. Since 
you live with people who have 'Top Secret clearances, they are likely 
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to inpart data to you because you are a serviceman like them. Further , 
you have a legitimate right to be in the prox:imity of certain areas 
which contain Top Secret data and are likely to learn about them be
cause you are accepted as another service person. Actually, one ser
vice person does not enter a room and say, prior to a conference, . 
~~Who' s got Top Secret here? I want to 'shoot my rrouth off' • " 

The 500 illegal panamanian aliens who joined the u.s. Marine Corps 
undoubtedly got scm: exposure that probably the Marines wish they 
hadn't. Further, ~uldn't it be ironic if our u.s. Marine Corps be
carre engaged later in a battle in Panama and met stiff resistance and 
learned later the enemy was trained in our U.S. Marine Corps camps? 
Hopefully that ~n't happen. 

(D) .Civilian Drployees 

Civilian errployees and Departrrent of Defense contractor errployees 
have access to classified infonnation. MJst are awarded a Secret clear
ance on a straight National AgenC'.l Check (NAC). If, however, any deroga-
tory data develops, an investigation is undertaken to resolve the I 

matter. 

Civilian errployees requiring a Top Secret investigation undergo a 
thorough background check involving verification of birth data, resi
dencies, errployYrent, and interviews of references. 

Variations in the Investigative criteria 
for a Top Secret Clearance 

The FBI, Defense Investigative Service (DIS), and the Civil Service 
Comnission. (esC) each do background investigations for Top Secret clear
ances. Possibly State Departrrent and the CIA also do their own. How
ever, my point is that the criteria differ and to this end I'll speak 
of the variations in the FBI, DIS, and esc criteria for a Top Secret 
clearance. 

If there is any specific interest here, I have written a detailed 
paper dated February 25, 1975 entitled "Criteria for Security Clearances" 
where I go into greater depth. Briefly, the FBI is ·the only one of the 
three which is recognized as a poli~ agency and thereby permitted to 
review all police agency cr:iminal files in checking for a reference to 
the person being cleared for Top Secret. This being so, why do we ~rry 
about a person being a honosexual in connection with his getting a clear
ance since DIS and esc are not likely to surface this data? As you may 
know, rrost horrosexual subjects are often lxloked by a police deparbrent 
in the category of "Disorderly Conduct," given a 511\3.11 fine and released. 
For example, a fomer Special Assistant to fonrer President Lyndon Johnson 
was arrested at a YMCA in Washington, OC, in about 1963, for his 
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participation in a hO!lOsexual affair. If this affair had happened 
in New York City, for example, and DIS or esc had been CXlnducting a 
background check based on the fact that Jenkins lived in New York 
once, neither having access to NYPD files CXluld have unCXlvered this 
arrest, but, of CXlurse, the FBI, having such access, would have the 
data, would probably have caused him to be denied a clearance as a 
possible security risk. There are also other crl.rreS which would not 
necessarily cause the person's fingel:prints to be fOl:Warded to FBI 
Headquarters and his arrest would go undetected. during a fingel:print 
check of FBI files. 

Let's look at the SCXlpe of an investigation. The FBI does 
neighborhoods for only the last fiye years unless derogatory data is 
developed. DIS and esc go back for 10-15 years. The FBI verifies 
birth data from rerords and not Bureau of Vital Statistics' ~'eCX>rds 
as does DIS and esc. FBI checks three listed references and no de
veloped references are sought unless derogatory data is developed. If 
a listed reference is not available when the FBI knocks on his door, 
no effort is made to locate him again. DIS and esc locate all listed 
references if possible. 

'I'he House Appropriations Conmittee hearings in April 1975 re
flected that based on its review of DIS and esc from May 1974 to 
November 1974, the follow.i.ng was noted. DIS charged $390/investigation 
and esc charged $604. At that ti.rre FBI charged $799. DIS cases aver
aged 19.8 leads/case whereas esc averaged 30.7. DIS reports averaged 
four pages and esc averaged 21 pages. FBI then operated lmder a 30-day 
deadline whereas DIS and esc were taking in the neighborhood of 45-60 
days. In regard to updating Top Secret clearances, FBI never updates 
those of its personnel; CIA updates its personnel every 3-5 years, and 
the Defense Depart:Irent does a 5-year bring-up. 

Adjudications 

Who decides 1Vho gets the clearance after tl1e background investi
gation is done? The Defense Investigative service at one ti.rre ser
viced 1400 custoners. That IlEant that each custoner would get a full 
background investigation on its person and deteJ:nrine if he or she 
qUalified for a clearance. I can't personally state that much addi
tional investigation was often requested because the adjudicator 
wouldn't make a decision on the facts available. Yet, rrore than likely 
another adjudicator in the same agency CXluld have - that's the differ
ence between experience and lack of it. 

Most important is the fact that the 1400 agencies had in their 
files much personal data on the person being cleared and this data, 
in my opinion, should not be in the files of the agency. The natural 
sol1..:tion would be a Central Adjudication Branch within DoD, 
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for exa.rrple, which ~uld handle and retain all background investiga
tive reports and silTlply inform the custo:trer that based on the results 
of the background investigation the Depart:nEnt of Defense is awarding 
John Jones a Secret or Top Secret clearance. Much is saved in logis
tic costs in this manner because every agency doing its own adjudica
tion must have its awn classified. file room complete with personnel. 
Also, many potE!:!ltial iI\vasion of privacy suits could be avoided be
cause personal background data ~uld be much nore restricted. N::> one 
at the agency has any need to knt::M personal type data offered during 
the investigation about one of the eIll>loyees being cleared. I per
sonally have had complaints from eIll>loyees about the discussion of 
such personal data such as age, past narriages, etc., contained in 
investigative reports on Personal History Questionnaires executed by 
the person being cleared. 

The Polygraph for Security Screening 

When the idea of using a polygraph is mentioned, instant resent
m:nt takes place. Imm2diately every one thinks in terms of its use 
being to convict sareone; however, the polygraph is often used for 
exculpating purposes. Also, it is used for a veracity check such as 
was recently done during the interviews in KDrea with Tongsun Park. 
Its use in connection with the Justice Depart:nEnt interviews of Park 
nore or less set a precedent as far as the Goverrnrent is concerned in 
that it places a great deal of relief in the ability of the polygraph 
to show deception which does not necessarily xrean guilt. 

N:Jw. let's consider using the polygraph for general security 
screening. What I ~uld propose is silTlply taking in hand the Person
nel Security Questionnaire, FD 398, which all persons requiring a 
clearance must execute, and one by one reviewing each question with 
the applicant. For instance, is your nane John Jones? Were you born 
April 10, 1928 at New York, New York? Have you ever been arrested'Z 
Did you reside at 1212 Vermont Avenue, Ventnor City, New Jersey from 
1964-l972? etc. This is not an invasion of privacy since we are only 
reciting what the applicant has told us. We are not going to dis
qualify him if he shows deception on the above residence question and 
arrest question. We are going to instruct the field investigator to 
dig into these areas. We may very well be able to eliminate all other 
areas if no deception is noted. 

What is the advantage of the polygraph in this type of screening? 
There are several. One is probably a quicker clearance for a pre
eIll>loymcnt check enabling the person to report to ~rk earlier. Often 
while the U.S. Govenurent is checking out saneone, the person becomes 
tired of waiting and gets other employment; hence, all the investiga
tive effort is lost and if the person was to become a Goverrunent 
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employee, a new recruit ImlSt be found. Sea:mdly, in a case that heIlO
sexuality may be developed during an investigation, a polygraph with 
the applicant would reflect deception and confronted with SaJ\'e the 
person might make a full disclosure. The alternative to his lack of 
cooperation on that subject or other subjects of possilile personal 
embarrassment is to resolve the derogatory data in a full field in
vestigation. Even if the person is determined not to have contnitted 
the suspected act, be what it may, the line of questioning pursued in 
neighborhoods where the person now lives and forrrerly lived, as well 
as present and past employment, leaves him with a stigma. 

In the case of the military enlistee, the polygraph again being 
used to just verify what the enlistee has told us becomes an excellent 
screening device and may even serve to expedite his entrance into the 
service. On the other hand, at.the recruiter level, the utilization 
of a polygraph at the recruiter level may also surface a potential 
fraudulent enlistee, thereby saving the u.s. Governrrent a great deal 
of noney by el:iminating associated cost with processing and training 
a recruit. The polygraph could indicate that the potential recruit is 
or has been a drug user, is presently a fugitive from. justice, or has 
served tine for a crine \'Ihlch would disqualify him from milita.ry ser
vice, is not the person he purports to be, has certain physical limi
tations, etc. Again, only his questionnaire is being reviewed with 
him. . 

In a July 8, 1976 los Angeles Tines newspaper article entitled 
"At Least 1 in Every 250 Recruits Enlisted Fraudulently, Pentagon 
Figures Disclose" by Norman Kempster, 1,935 cases of fraudulent en
listrrents carre to the attention of the military during a l5-m:lnth 
period ending March 31, 1976. What the article does not bring out is 
that these peeple for the nost part surfaced themselves in order to 
get discharged. t~ have to admit that when econanic conditions are 
not the best that the $403/rronth pay, plus room and board and a cloth
ing allowance for a Private in the military, can look awfully good. 

Locally I can think of Anny Private Angel, who killed ttro 
Montgorrery County (Maryland) police officers after a bank robbery 
about two years ago as being one of the persons falling into the 
fraudulent enIistm:!nt group. He was not truthful in the papers he 
executed before entering the service. Whether it would or 'NOuld not 
have altered the death of the ttro Montgomery County police officers, 
I cannot say. r can say that a pre-enlistrrent screening by polygraph 
would probably have i?-xcluded him and saved the Anny a great deal of 
tirre and expense associated with his induction and training and em
barrassrrent to its service. Angel was also a suspect in a murder 
prior to entering the service. 

8 
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Another point, not only in favor of expediting the investiga
tion of a civilian or militaJ:y anployee and saving related costs, is \ 
that many areas where a person may have fornerly resided or was 
€!!played are now considered "high risk" areas and are not normally 
entered by Defense Investigative service agents because of possible 
personal jeopardy. Therefore, 1;0 develop the fact a person lived 
there or ~rked there, other investigation must be lalD1Ched to 
verify sane. A similar but less dangerous type of a case is one 
where a person has listed a residence or enploynEnt, necessary to 
be verified being in that part of this countJ:y which is 400-500 
miles from the nearest investigative office, making it necessary 
for an investigator to take a road trip to the location. A poly
graph might well resolve our interests in this matter. 

In closing, I believe our present Security Clearance Program 
and pre-employrrent check could be upgraded by use of the polygraph. 
At the sarre tine in many cases there ~d be a substantial saving 
to the u.s. Goverrment and a minimum of invasion of privacy to an 
applicant. 

9 
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PARTC 

PROPOSED RULE 509-FEDERAL RULES OF EVIDENCE 

[Rule 509. Secrets of Sbate and Other Official Information 
[( a) Defini'lions.-

.[(1) Secret of state.-A "secret of state" is 'a governmental secret relat
ing to the national defense or the international relations of the United 
Stll!tes . 

. [(2) Official inf<>rmation.-HOfficial information" is information within 
the <!ustody or control of n. department or agency of the Government the 
disclQsure of wlli<!h is Sllown to 'be contml'Y to the public interest and which 
consists of (A.) intragovernmental opinions or recommendations submitted 
for consideration in the performance of decisional or policymaking functions, 
or (B) subject ,to the provisions of section 3500 of title 18, United States 
Oode, investigatory files compiled for law enforcement pUrPoses and not 
otherwise availahle, or (-0) information within Ithe custody or control of a 
governmental department or agency whether initiated within the department 
or agency or acquired by it in its exercise of its official responsibilities and 
not 'Otherwise available Ito the public pursuant to section 552 of title 5, 
United States ICode . 

. [ (b) General rule of 1>rivilege.-The Government has a privilege to refuse to 
give evidence and to prevent any person frum giving evidence upun a showing 
of reasonable likelihood of danger thn.t the evidence will disclose a secret of state 
or official information, as defined in <this rule . 

. [(c) Procedures.-The privilege for secrets of Slrote may 'be claimed only ·by 
the ehief officer of the Government agency or department administering the 
subject matter which ,the secret information sought concerns, 'but the privilege 
for official information may ile asserted by any attorney representing the Gov
ernment. The required showing may be made in ,,'hole or in part in 'the form off 
a written statement. The judge may hear the matter in chambers, 'but aU counsel 
are entitled to inspect the e}aimand showing and to be heard thereon, except 
that, in the case of secrets of state, the judge, upon motion of the Government, 
may permit the Government to make lthe required showing in the above form in 
camera. If the judge sustains the privilege upon Ill. showing in camera, the entire 
text of the Governmeut'sstatements shall 'be sealled and preserved in the court's 
records in the event of appeal. In the case 'Of privilege elaimed for ufficial infor
mation the court may require examination in camera· of the information itself. 
The judge may take any pro'tective measure which the interests of the Govern
ment IIlnd the furtherance of justice may require . 

.[(d) Notice to Government.-If the circumstances of the case indicate a sub
stantial possibility {hat a claim of privilege would ,be appropriate but has not 
'been made because of 'Oversight or lac];: of knowledge, the judge shall give or 
cause notice to be given to the officer entitled to claim the privilege and shan 
sbay further proceedings 'a reasona'ble time to llfford opportunity to assert a 
claim of privilege . 

. [(e) Effect of sustaining claim.-If a claim of privilege is sustained in a pro
ceeding to which the Government is a party and it appears that another party 
is thereby deprived of material evidence, the judge shall mal;:e 'auy fUrther 
orders wbich the interests of justice -require, including s·tJ:1king the testimony 
of '3. witness, declaring a. mistrial, 'finding against the Government upon an issue 
as to which the evidence is relevant, or dismissing the -action. 
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PARTD 

MEMORANDUM 

FROM: MARK GITENSTEIN 

DATE: NOVEMBER 28, 1977 

SUBJECT: NATIONAL SECURITY AND THE 
ADMINISTRATION OF JUSTICE 

I. THE HELMS CASE 

The following appears in the Statement of Facts filed by 

the Department of Justice in connection with the court hearing 

on Richard M. Helms' no contest plea: 

The Department of Justice has determined 
that the disposition of this matter ... is 
fair and just for the following principal 
reason's: ... that the trial of this case 
would involve tremendous costs to the 
United States and might jeopardize nation
al secrets. 

This suggests that in the Helms case the Department of 

Justice faced a dilemma presented in almost every case it 

handles in which national security information might be nec

essary as a part of the litigation. A conflict arises between 

the Attorney General's responsibility to enforce the law and 

the Director of Central Intelligence's responsibility to pro

tect sensitive sources and methods, a requirement set out in 

the National Security Act of 1947. 

MG:mlh 

R_ _____________ __ 
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II. OTHER CASES SIMILAR TO HELMS STUDIED BY THE 
SECRECY }~D DISCLOSURE SUBCOMMITTEE 

There is a broad variety of Cases in which classified in

formation might be jeopardized. The Secrecy and Disclosure 

Subcommittee of the Select Committee has examined a number of 

these cases. Perhaps the most stark confrontation between the 

Director of Central Intelligence's responsibility to protect 

sources and methods and the Attorney General's responsibility 

to enforce the criminal law. including the perjury statute. is 

where the DCI is charged with perjury as in the Helms case. 

However. classified information might also be necessary in or

ganized crime and narcotics cases where the defendant alleges 

that he was involved at one time or another with the CIA and 

that his illegal activities were known to the CIA. This hap

pened in a recent major narcotics investigation involving the 

importation of several kilos of heroin from Southeast Asia and 

has happened in the past in cases involving majo~ organized 

crime figures who were from time to time involved with the CIA 

in covert activities. 

We have found that the primary area :I.n which this conflict 

routinely arises is in espionage cases. 1~e Secrecy and Dis

closure Subcommittee in the course of its survey of "leaks" and 

the effectiveness of the espionage statutes in protecting secrets 

against leaks. requested the intelligence agencies each to pro

vide ten cases which characterize the problems they have 
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experienced with the espionage s1:(lt:u<:es and leaks. The Subcom

mittee examined ten cases of rec~nt vintage from each intelli

gence agency, CIA, NSA and DIA, cases which not only involved 

leaks of information to the newspapers, but clandestine trans

mission of information by agency employees to agents of a>hos

tile power, classical espionage. Of those thirty cases only 

two or three were actually referred to the Department of Justice . 

for investigation and none of those were formally investigated. 

All of these cases were cases which have arisen in the last few 

years. Many of the cases, almost half, were cases which in

volved disclosure of communications intelligence, cases which 

could have been prosecuted under section 798 of Title 18 of 

the United States Code. That section of the criminal code is 

the only espionage provision we presently have on the books that 

approaches the strict liability criminal standard used by the 

British in the Official Secrets Act. 

Many of these "leak" cases are not even referred to the 

FBI for further criminal investigation because the Department 

of Justice has developed a policy of refusing to investigate 

such cases unless t~e intelligence community is willing to de

classify all information related to the case. This policy grew 

out of frustration by the Depar~ent over the years with intel

ligence community reluctance to provide necessary evidence to 

prosecute major leak cases after the FBI had invested con

siderable time and effort in investigation. 



t 

263 

We have also reviewed materials providedJfor us by the 

Departmen~ of ~ustice pertaining to a list of twenty-two cases 

whiCh occurred in the past few years involving similar types 

of leaks or covert transmission to hostile foreign powers. 

These were cases in which the investigation or p~osecution was 

not pursued by the Department of Justice because of the risk 

of further damage to the national security .. In the overwhelming 

majority of these fifty cases the Department of Justice or the 

agency involved decided not to pursue the prosecution or inves

tigation because of the intelligence community's fear that fur

ther investigation or prosecution would exacerbate the damage 

already occurring to the national security by the offense in 

the first instance. 

III. DAMAGE BY CONFIRMATION VERSUS AUffi1ENTATION 

The impact of investigation or prosecution of a leak or 

classical espionage upon the national security can be divided 

into two basic categories: 

(1) The further investigation or prosecution of an es

pionage violation can further damage the national security via 

confirmation of the validity of the information disclosed. For 

example, in either a covert transmission case or a leak case a 

hostile power discovers information which is very sensitive to 

the national security but may discount the information because 
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of questions about the reliability of the source, whether it 

be a spy or a newspaper. However, if an indictment is filed 

against the subject, the hostile intelligence service tends to 

view that as confirmation of the accuracy of the information 

provided. This particular form of damage to the national se

curity is practically impossible to remedy because of the con

stitutional requirement of a "public" trial -- the defendant 

has a right to a public adjudication of the charges against 

him. This is oue reason why criminal sanctions for even the 

most serious "leaks" to newspapers is a peculiarly ineffec

tive remedy. 

(2) Further investigation or pros~c\ltion may damage the 

national security by augmenting the damage to the national se

curity by disclosing either to the defendant and therefore to 

the hostile intelligence service, or to witnesses or even in 

the public proceeding of a trial to the hostile service, fur

ther information necessary to either investigate the case or 
/ 

,-' ,/ 

to prove the case against the defendant.' For e:iample, it fre-

quently becomes necessary in the course of investigation to 

discuss the facts of the case with a variety of witnesses who 

may be associates of the defendant and of course in a crimi

nal case there are a plethora of procedures which involve pub

lic-discussion of evidence related to the crime. This may be 

particularly risky in espionage cases where investigation or 
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prosecution may disclose sophisticated counter espionage tech

niques. 

IV. AUGMENTATION OF THE DAMAGE IN CRIMINAL CASES 

This latter problem, augmentation of the damage, seems 

easier to solve than the former. Where the Justice Department 

is determined to proceed, against a Rosenberg, Ellsberg, or in 

two major espionage prosecutions earlier this year, the prose

cutors and judges have fashioned ad hoc procedures to protect 

the national security and at the same time insure the adminis

tration of justice. Therefore this experience will be the 

focus of the COlllllittee's present efforts. 

In a criminal prosecution involving any of the offenses 

suggested above, whether it is perjury, narcotics smuggling, 

organized crime offenses such as extortion, or espionage, there 

are a variety of circumstances in the course of pretrial or 

trial procedures .in which classified information is likely to 

be required! 

(1) As a part of the case against the defendant. In a 

typical espionage prosecution classified information may be 

directly relevant to prqving the case against the defendant. 

For example, in a prosecution under section 793 of Title 18, 

it is necessary to prove that the information passed will ac

tually damage the national security or be of aid to a foreign 
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government. Of course, in some cases the information passed is 

not of,obvious significance to a foreign government and there 

is always the likelihood the foreign government does not under

stand the impact of the information passed. In the course of a 

typical espionage case, e.g. the prosecution earlier this year 

of a former agency official who tossed classified documents onto 

the lawn of the Russian Embassy, it is necessary to provide in 

the criminal trial further explanation to the jury and therefore 

to the public on the significance of the information passed. In 

the Russi~ Embassy ease the government had to publicly disclose 

the names of individuals in the CIA telephone directory (among 

the documents tossed onto the Embassy lawn). 

The TRW prosecution earlier this year (a TRW employee pro

vided the Russians photographs of documents describing extremely 

sensitive overhead reconnaissance systems) was-one of the very 

few prosecutions under section 798 of Title 18 for the unautho

rized dissemination of communications intelligence. However, 

even though that statute does not require proof of harm, it is 

necessary to prove that the information was appropriately 

classified and in the course of such a procedure it is neces

sary to offer evidence that indicates the significance of the 

information passed. 

(2) As a part of the defendant's affirmative defense. In 

the course of any of these prosecutions it is likely that the 
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'defendant will raise au affirmative defense that will require 

classified information, -It stands to reason that Richard 

Helms. had he been prosecuted for perjury. would have offered 

the affirmative defense that either it was a pattern or prac

tice of Agency officials not to disclose classified informa

tion in the course of a congressional briefing or even to de

ceive congressional committees. Or, he might have argued that 

the informatiOn he provided ~he Committee was ~ndeed truthful. 

Obviously either of these offers of proof would have required 

the disclosure of a conside~able amount of classified informa

tion, either involving the Chile covert action or past covert 

action briefings, or briefings in which questions were raised 

about Agency covert operations. In the course of organized 

crime and narcotics investigations a defendant might raise his 

former association with the Agency as an affirmative defense 

which would require evidence of the CIA's relationship to him 

or similar agency relationships to other individuals in the 

underworld. 

(3) As a part of pretrial discovery. In every criminal 

trial the defendant is entitled as a matter of constitutional 

right. statutory right Q~ pursuant to the Federal Rules of 

Criminal Procedure to: (a) all materials that were obtained 

from or belonged to the defendant; (b) information pertaining 

to the testimony of a government witness; (c) and any exculpa-
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tory information within the government "8 possession. Fre

quently the information which must be disclo3ed in these 

pretrial procedures is classified. 

v. "GRAY MAIL": THE PRICE OF FAILING TO RESOLVE THIS DILEMMA 

Since the Espionage Act was enacted in 1917, the Federal 

Government has been cautious in using the statute because of 

the necessity to provide further classified information in the 

course of such a prosecution. Even before the evolution of the 

various procedural rights described above, prosecutors in the 

Department of Justice and intelligence community officials 

realized that the espionage statute was not necessarily an ef

fective remedy for all "leaks" to the newspaper or covert trans

mission to a foreign spy because to penalize the unauthorized 

disclosure required further secrets be disclosed. The Depart

ment of Justice is also aware that a clever defense counsel, in 

the course of trial or through pretrial discovery, can in effect 

threaten the government with frivolous discovery motions or a 

line of questioning that discloses or requires the disclosure of 

classified information. An internal etA study of this problem 

in 1966 characterizes the dilemma as follows: 

Out of this evidentiary difficulty has come 
a sort of 'gray mail', granted on the immu
nity from prosecution (and often civil suit 
as well) enjoyed by the thief who limits 
his trade to information too sensitive to 
be revealed. 



269 

The po,ssibility of such "gray mail" in criminal cases has 

had a profound influence upon the administration of justice. 

It not only influenced the Helms case and important narcotics 

and organized crime cases, but it has also had an impact on 

even the most clear-cut espionage cases. For example, the 

Russian Embassy and the TRW cases prosecuted earlier this year 

were almost stymied 4S a result of this conflict and indeed 

the authority for the Justice Department to proceed on the 

Russian Embassy case almost required Presidential intervention 

in early January. Almost all the major leak ccses we looked 

at could not be investigated or prosecuted because of reluc

tance on the part of the intelligence community to pursue the 

cases out of the same fear of "gray mail". 

VI. IMPACT ON COMMITTEE CHARTER DRAFTING 

However, the most fundamental concern of the Select Commit

tee about this problem relates to the legislative charters it 

intends to propose. Certainly the major provisions of any leg

islative charter intended to restrict the activities of the in

telligence officials. e.g. a provision prohibiting political 

assassination, interference in domestic political activities, 

or engaging in so-called COINTELPRO-like activities, would be 

enforced by criminal sanction or civil remedies. However, it 

is not only probable but likely that any criminal prosecution 
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under such provisions would inevitably face the same frustra

tion. Any intelligence community official charged with vio

lating any of our proposed prohibitions would inevitably raise 

many of the same evidentiary rights as former DCI Helms or any 

espionage defendant. Under the present state of the law such 

prosecutions would have the same likelihood of success as any 

of the other prosecutions described above. 

The attached memorandum on issues and options is intended 

to serve as an agenda for discussions between Committee staff, 

members, and officials of the Executive Branch and other inter

ested parties on the issues presented by the Helms case and the 

other cases described in this memorandum. Hopefully out of 

these discussions will evolve a number of proposals which we 

might propose in the form of legislation or suggest to the 

Executive Branch as administrative initiatives. Furthermore, 

these proposals and reaction to ~hem might be aired in hearings 

before the Secrecy and Disclosure Subcommittee in January. 

\ 
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ISSUES AND OPTIONS 

I. AN IN CAMERA PROCEDURE FOR JUDICIAL SUPERVISION OF THE 
USE OF CLASSIFIED INFORMATION 

Congress might enact an in ~ procedure for judicial 

supervision of the use of classified information in the course 

of civil and criminal proceedings in which the U. S: is a party. 

The procedure might be modeled after Section 509 of the Rules 

of Evidence proposed by the Supreme Court in 1974. Section 509 

defined a"secret of state"privilege which might be invoked by 

the Government prompting an in ~ adversary proceeding in 

which the parties would litigate the use of information, usually 

classified, to which the Government had invoked the privilege. 

Section 509 was rejected by the Congress as it reviewed 

the rules proposed by the Supreme Court. However, any pro

posal made at this time might re&pond to the criticisms of 

Section 509. For example, the new State secret privilege 

~ight more narrowly define the 'types of informqtion to which 

the Government could invoke the privilege. It might give a 

greater role to the court in reviewing the claim of priVilege, 

including authority to go beyond and behind the classification 

to determine the actua~ damage to the nat·ional security if the 

information were disclosed. It might give central supervision 

to invocation of the privilege to the Attorney General and re-

----- ---- --------------------------------'" 
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review of the documents prior to an invoca~ 

tion of the privilege. It might guarantee the presence of the 

defendant and his counsel in the in ~ procedures al~hough 

it would subject both to contempt of court and possible espio~ 

nage prosecution if t~ey disclose the results of the in ~ 

procedure. It might give either party an immediate right of 

appeal of the determination by the court of whether the irtfor~ 

mation is privileged and the consequence of the invDcation of 

the privilege, e.g. whether the Government has to drop the pro

secution in the criminal case, concede the case to the plaintiff 

in a civil case, or in a criminal case the defendant has to 

forego a particular affirmative defense. 

This in ~ procedure could obviously only apply to 

questions of law and could only be used to.litigate questions 

of fact where a jury trial has been waived. Therefore in most 

c~iminal and civil cases there will likely arise circumstances 

even if such a procedure were enacted where classified informa

tion might have to be disclosed to the jury and the public. 

However, such a procedure might minimize those circumstances 

~d through the offices of an objective judicial tribunal 

force an accommodation upon the parties to avoid the impassp 

that presently occurs in most such cases. 

Among the questions which such a procedure are likely to 

raise are the following: , 

1 

J 
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(1) Who may invoke the privilege? 

Current case law indicates' that only the head of the 

Government agency having jurisdiction over the subject matter 

of the information for which the privilege is claimed may make 

the claim, and then only when he demonstrates personal familiar

ity with both the information and the reasons why its. disclosure 

would be harmful. On the side of the agency, this presents an 

onerous administrative burden on the head of the agency's time. 

Can, or should, this burden be alleviat~d? Or, does the burden 

provide a useful, practical safegup.Ld against frivolous claims 

of privilege? 

The potential for frivolous or self-interested claims 

raises the question of whether the agency should have the right 

on its own to claim the privilege. Would it serve any useful 

purpose to require the Attorney General personally, or perhaps 

the Ass:stant Attorney General responsible for the agency, to 

concur in invoking the claim? Such a requirement might result 

in fewer, l~ss partisan claims. Conversely, however, what ex

pertise Jo Department of Justice attorneys have with respect to 

whether the disclosure of particular information will adve~Gely 

affect the national security? And, toa, if a judge is con

fronted with a claim of privilege which he knows has been sanc

tioned by both an agency head and the \ttorney General, will he 

not be even more likely to defer to the claim? 
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(2) What should the standard be? 

It is possible to articulate in general terms any num

ber of standards information would have to meet in order to con

stitute a State secret. The new Executive Order on classifica

tion, for example, categorizes information as "confidential", 

"secret", or "top secret", according to whether its disclosure 

would cause "serious", "substantial", or "very grave" danger to 

the national security. Would any of those standards be suitable? 

If not, is there a better standard? A corollary question as a 

matter of procedural fairness and a safeguard against frivolous 

claims is should there be a requirement that any information for 

which the claim is made have been classified hitherto? 

(3) What questions should the judge decide? 

Whatever the standard, what questions concerning it 

should be decided by the judge? In va=ious formulations of the 

draft Federal Rules of Evidence, it was proposed that the judge. 

only rule on the Government's showing that information or tesci

mony for which privilege was claimed was reasonably likely to 

disclose a State secret. The judge would not have been called 

upon to determine whether the purported secret was properly 

designated as such. In contrast, under current case law it 

would ~ppear that the court has the ultimate authority to rule 

on the propriety of designating particular material as a 

1 
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privileged State secret, but the court must, in this respect, 

give "utmost deference" to the opinion of the Executive branch. 

A limited role for the court in these questions is 

supported by the judiciary's lack of expertise in questions of 

national defense or foreign affairs, and, perhaps more impor

tantly, by constitutional arguments that determinations of this 

nature are more properly a matter for the Executive. With such 

a limited role, however, what guaranty has the party adversely 

affected by the recognition of a State secret privilege that 

the privilege was not invoked frivolously or as a matter of 

self-interest on the part of the Executive? 

(4) Could a panel 'of "experts" assist the court in p:.aying 

a larger role in determinations on State secrets? 

The courts have broad authority under Federal Rule of 

Evidence 703 to employ their own experts to assist them on diffi

cult questions. Would it be possible to estab~ish panels of 

"experts" on national security matters? 

Such a suggestion raises a host of practical diffi

culties. All individuals selected would have to have ve •• high 

security clearances and be kept current on national security 

matters. They would have to be individuals of proven experience 

in defense or foreign affairs matters and of recognized impar

tiality. Presumably the number of such individuals would ac

~ordingly have to be small. In order that distinguished 
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individuals would consent to serve, the number of occasions on 

which they could be called would also have to be strictly 

l:iliu. ted. 

Who would appoint such individuals? The President? 

The President in part and Congress in part? How would a panel 

be selected for a particular trial? By some random metr.od? Or 

should counsel for either or both parties have a role? 

The role of such a panel would presumably be to advise 

the court on whether the disclosure of the information would in 

fact adversely affect -- by whatever standard was applicable 

the national security. To what extent, as a practical matter 

or as a matter of law, would the judge be boUnd by the panel's 

determination? An appellate court? What likely effect would 

the availability of such a panel have on the government's pro

pensity to prosecute criminal cases in -which Stat" secrets 

might be involved, and where the determination of the validity 

of the privilege was taken out of the Government's hands? 

Numerous procedural questions arise as well. Could 

the panel receive information on testimony ex parte? If so, 

could opposing counsel at least propose questions to be raised? 

Would the whole report of the panel be available to opposing 

counsel? Could opposing counsel cross-examine the panel at the 

time of its report? 

1 
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(5) Is editing feasible? 

One of the most difficult practical problems for the 

Government in cases related to national security matters is the 

breadth of discovery. The other party to litigation can re-

quest an extremely broad range of materials which are "relevant" 

by general discovery standards, but perhaps only peripherally 

related to the central points at issue. A defendant in a crimi

nal case may, for example, contend that a pattern of Government 

activity over many years is xelevant to his defense and may, 

accordingly, subpoena thousands of Government records for those 

years. Confronted with the choice of turning over all such 

records, many of which might be highly sensitive, or dropping 

an otherwise valid prosecution, the Government may feel com

pelled to drop the case. 

This suggests the question of whether highly sensitive 

records could at least in some instances be sanitized for intro-

duction into the trial. Could sensitive portions, e.g. sources 

and methods of intelligence, be deleted~ Could other records be 

summarized? If so, who would do it? A panel of experts appointed 

by the court? Or, perhaps the Government itself with the court 

ruling on whether the edited documents satisfied the other party I s 

legitimate interests? Difficult decisions would be required in 

balancing the degree of relevance and probative value of the 

information against the dangers of disclosure -- comparing apples 
\. 

---------------------------------------
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familiar to the courts with oranges normally outside its province. 

'Nevertheless, Rule 403 of the Federal Rules of Evidence suggests 

that the courts may exclude otherwise relevant evidence when its 

probative value' is substantially outweighed by other considera

tions., Is something similar feasible here? 

(6) Should the Department of Justice be guaranteed by stat

ute right of access to all information necessary to determine 

whether the privileg e should be invoked? 

At ~he present time there are long delays involved in 

any litigation involving the U.S. as a party caused by negotia

tions between the Department of Justice and the intelligence com

munity over access to relevant classified information. A pro

vision in the statute guaranteeing Department of Justice access 

to information obviously would facilitate and expedite litiga

tion. Should such a provision give a right of appeal to the 

President by the intelligence community to preclude dissemina

tion of extra-sensitive information to the Department of Justice? 

Should Congress be concerned about the risk to security by dis

seminating intelligence information outside the intelligence 

community? Should the intelligence community in cases involving 

extra-sensitive information be able to preclude further investi

gation and prosecution by refusing the Department of Justice 

access to the information? If Presidential authority to stO? an 

t 
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~nvestigation involving extra-sensitive information is to be 

recognized, should the statute require the President to inform 

the appropriate intelligence oversight committees of each such 

instance? 

(7) What should th~ consequences be of invocation of the 

privilege? 

Assuming such a procedure were developed and the court 

rules in a particular case that information in question is privi

leged, What should be the consequences of that ruling? For 

example, in the case of a valid affirmative defense offered by 

the defendant should the court have authority to strike the de

fense completely or should he apply the same standards he would 

in any criminal case on the question of materiality and credi·· 

bility of the evidence in question? Assuming the classified in

formation which the court rules is privileged relates to infor

mation to which the defendant is entitled in pre-trial discovery 

should the Government be required to drop the prosecution? In 

a civil case if the information in question pertains to an ele

ment of the plaint .ff's claim should the Government be able to 

succeed in having the case dismissed if it bas invoked the 

privilege and the court recognizes the privilege? Should this 

legislacion attempt to spell out ea~h possible consequence of 

invocation of the privilege and define precisely What the judge 
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is to do in each circumstance? Or, should the legislation merely 

leave the consequences up to the discretion of the judge? 

II. MAKE IT A STRICT LIABILITY CRIME TO PASS CLASSIFIED 
INFORHATION COVERTLY TO THE AGENT OF A FOREIGN POWER 

,Harold Edgar and Benno Schmidt in·a comprehensive 1973 article 

in Columbia Law Review on the espionage statutes, 73 Columbia Law 

Review 930 (May 1973) state that, "Requiring the Government to prove 

proper classification may so compromise th~ security that national 

defense interests require subordination of the interests in im

posing punishment." In recognizing the dilemma that we have 

d~scribed above, they suggest the following: 

We believe, therefore, that the informatIon 
protected against clandestine transfer to 
foreign agents should·be broadly defined, 
probably more broadly than in current law. 
In this context, we see no dispositive ob
jection to making knowing and unauthorized 
transfer of classified information to for
eign agents an offense, without regard to 
whether information is properly classified. , 
Such a provision would not require the Government to 

establish the propriety of the classification but only to prove 

that a document stamped with the proper classification stamp 

had been passed to an agent of a foreign power. Therefore the 

focus of the trial and related procedures would be on whether 

the person who received the information was an agent of a foreign 

power and whether'or not the defendant knew he was ar, agent of a 

foreign power. 

! 
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Among the questions raised by such a proVision are the 

following: 

(1) Is it proper to permit criminal penalties to attach 

to the causal disclosure of improperly classified information? 

Is it sufficient to leave this to prosecutorial discretion 
and would it be satisfactory to take into account the impro-

priety of the classification at the time of sentencing? Is it 

proper to permit these considerations to be conducted in ~ 

since there is no constitutional right to a public sentencing 

procedure? Since we would obviously want to impose very stiff 

penalt~es in the case of a deliberate transfer of classified 

information to an agent of a foreign power is it improper to 

give the judge broad discretion to impose penalties under such 

a crime where the information might be improperly classified? 

(2) Should the provision be limited to covert transmission? 

Schmidt and Edgar had in mind a provision that dealt 

only with classical espionage, that is the deliberate and covert 

transmission of intelligence information directly to an agent of 

3 foreign power .. They deliberately avoided proposing a provision 

that might in any way encompass the pu?lication of information in 

a newspaper with the intent to compromise the information to the 

agents 01 a foreign power. Is it possible to draft such a pro

vision which permits ,a penalty to attach to covert transmission 

which is indirect but which does not involve publication in a 
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newspaper? Should criminal sanctions attach to the deliberate 

leaking of information to the newspaper with intent to harm the 

national security and without a requirement to prove propriety 

,f classification? 

(3) The CIA has proposed a variant on the Edgar-Schmidt 

p=oposal permitting criminal sanctions to attach to the covert 

transmission and publication of information based simply upon 

classification provided that the Government would have to prove 

that a procedure existed through which the defendant could have 

forced review of the classification' of the document. 

With this added requirement that a review procedure 

exist, would it be appropriate to expand the Edgar-Schmidt pro

posal to include publication? Or, the indirect transmission of 

intelligence information to an agent of a foreign power? 

III. SIMPLIFYING PERJURY TO COllGRESS STATUTES 

Some critics of the Helms case disposition have contended 

that perhaps Congress should enact a contempt of Congress stat

ute that makes it a strict liability crime to deceive Congress 

in any manner and specifical:'y abolish any of the !\ffirmative 

defenses that Helms might have offered. Such a statute might 

abolish the af~irmative defenses of mistake of law or uD.stake 

of fact. 

F~ __________ • ______________________ __ 
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Such a proposal raises a number of questions: 

(1) Should the statute be qualified to the extent that it 

'only makes criminal deception where the defendant has made no 

effort to obtain an executive session or to ask the committee 

to clear the room of the public or to go off the record? 

(2) Is it constitutional to in effect abolish other de

fenses and privileges including the privilege against self

incrimination? What if the questions propounded do not relate 

to a valid legislative function of the committee in question? 

What if the question pertains to private life information of 

the defendant or the subject of a Government file? Should 
I 

the statute be caso in terms of knowing deception or deliberate 

deception, and if the latter, would not a deliberate deception 

requirement provide the defendant with the option of presenting 

evidence that he was not completely knowledgeable about the in

formation and thereby requiring the presentation of classified 

information as to the true facts surrounding the question? 

(3) Should the statute only attach to testimony by Govern

ment officials? Or, should the statute apply to former Govern

ment officials or officials testifying about their first or 

second-hand knowledge about Government activities? 
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IV. STRONGER ADMINISTRATIVE SANCTIONS AGAINST PRESEN: OR 
FORMER EMPLOYEES 

Some experts who have attempted to grapple with this ques

tion have essentially come to the conclusion that traditional 

criminal and civil penalties in the areas described above are 

simply impractical because of this dilemma and the only alterna

tive is some type of administrative sanction. They propose that 

in cases such as the Helms case, or even in espionage cases in

volving present or former officials, the appropriate remedy is 

disciplinary action or in the case of a former employee reduc-

tion of pension or some action to retrieve past compensation. 

Of course in the case of publication of secrets the CIA has 

traditionally proposed a civil injunction. However, this last 

option is not very practical in circumstances where the espionage 

is a completed act or the deceit to a congressional committee 

is a completed act. 

Administrative remedies raise a number of questions: 

(1) Can an administrative procedure directed against either 

a present or former employee be conducted completely in ~? 

Does the "due process" clause of the Constitution en

sure that any Gove:nment employee against whom the Government 

attempts to take disciplinary action has a right to a public 

proceeding? For example, does an employee against whom the 

Government would like to withdraw a security clearance or to 
'I. 
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take other disci~linary action, including demotion or fi1:ing or 

reduction of pension rights, have a right to a'public proceeding? 

Is this right to public adjudication as broad in administrative 

cases as it is in criminal and civil cases? 

(2) The National Security Act.of 1947 gives the Director 

of the CIA broad authority to take in camera disciplinary action 

against CIA employees. Is that provision constitutional and can 

it be extended to other agencies? 

Does the Totten case (Totten v. United States, 94 U.S. 

t 105·(1875» stand for the proposition that intelligence community 

employees have less rights than other employees of the federal 

Gove:rnment? If so, does that principle also imply that former 

intelligence conununity employees have less rights than former 

employees of other departments of the Government? 

(3) Should such a proposal for administrative sanctions 

include a program of expanded deferred compensation and pension 

rights to former employees? 

Without an expanded pension program there would be 

very little the Government could take away from a former 

employee. Are there other remedies against a former employee 

that may be exercised through an administrative remedy other 

than withdrawal of pension rights? 

o 




