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Understanding Computer Related Crime 
Lyle A. Cox, Jr. and Roger R. Schell 

Both Lyle Cox and Roger Schell are members of [he faculty in the Computer 
Science Department at the 1\"al'al Postgraduate School in A10nterey, California. 

Professor Cox has extensive computer design and applications experience, includ­
ing the design and implementation of systems for the l1lational Security Agen"v, 
the U.S. Department of Defense, the U.S. Department of Energy, ;md several 
California law enforcement agencies. He has a Ph.D. in Computer Science in 
addition to his L.L.B. Degree. 

Professor Schell is a Lieutenant Colonel in the United States Air Force who has 
served extensively in the development of computer based military systems. For 
several years he was technologist and program manager for the Air Force's $9 
million Automatic Data Processing System Security Program. Professor Schell 
received his Ph.D. from MJ. T. in Computer Science. 

INTRODUCfION 

Al Capone's bookkeeper is reported to have said: "I can steal more with 
a pencil than ten men with machine guns." That was probably a conserva­
tive estimate. Regardless of the bookkeeper's actual capabilities, his chances 
of escaping detection and apprehension by law enforcement authorities 
would have been significantly better than those of a gang of gunslinging 
outlaws. If we can replace a hundred or a thousand bookkeepers with a 
single computer, consider the possibilities. The threat to our society posed 
by the misuse of computers cannot be ignored. The magnitude of the possi­
ble damages, and the difficulty of detecting and investigating computer 
related crimes constitutes a serious problem. 

What is the magnitude of the problem? A federal study reported: "inquiry 
revealed that computer fraud is a growing problem in both the Government 
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and private sector and that, in many instances-no one knows how many­
it is impossible to detect."· As a follow-up, a study of su~h cri~e~ in the 
private sector was performed by the Stanford Research ImaJtutc.l his study 
reported that the average loss per incident in private business was $450,000, 
a number which has probably increased in the years since these studies. 

Computers, and hence this situation, did not exist thirty years ago. If 
technology created this problem, can it create the solution? Optimists in the 
field are hopeful that research will, in time, resolve many of th: proble.ms. 
Until that day arrives we will have to rely upon more conventlOnal crime 
prevention techniques (as intelligently appli~d. by well ~nror.med mer,nbers 
of the judicial and law enforcement communities) to mtnlmlze the disrup­
tion to our societv. 

In the remaind~r of this article we will review the nature of computer 
related crime, including the most common threats. We will historically 
examine the evolution of computer technology which partially explains our 
current situation. We will briefly introduce those new techniques which 
promise to alleviate (eventually) some of the problems of misuse of comput­
ers. Along the way we will mention some of the practical (stopgap) ,Preven­
tative measures which can be used until more permanent solutions are 
developed. 

THE COMPUTER THREAT 
Gradually we have seen the implementation of myriads of computer 

systems of all sizes. These systems may be thought of as consisting of three 
components: "hardware," "software," and data. The physical devices are 
generally termed "hardware," as contrasted with "software" which includes 
all of the programs. For most purposes we may consider software to consist 
of two types of programs: those that "operate" the hardware (in a supervi­
sory sense) and those which use the hardware and supervisory software to 
solve problems or to perform certain desirable functions. Since! most of the 
non-scientific computer applications involve information processing, the 
final component of computing is the data base. This is the compiled, format­
ted body of information to be operated upon by our computer hardware and 
software. These components are all present-to varying degrees-in our 
common computer systems: credit data, justice information, computer vote 
tabulation, consumer billing, health data, insurance data and management, 
and computer communications, to name a few. 

Computer related crimes can directly involve any or all of these three 
components. In general, computer threats can be categorized into four 
broad areas: 1. theft of computational resources, 2. disruption of computa­
tional services, 3. unauthorized information access, anci 4. unauthorized 
informati{ln modification. 

This categorization implicitly rules out tWO fundamental problems: F~rst, 
unintentional acts are not considered, since they are generally not crtmmal 
in nature and they more properly fall into the areas of computer system 
reliability and human engineering. Second, the employment of the com-
~pu.er Related Crimes in Federal Programs", Govemmen. Accounling Omee SlUdy, April 28.1976. 
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puter as a tool in the commission of a crime will not be considered. Almost 
any tool can be used by unethical parties for achieving socially undesirable 
ends, and the computer is not an exception. 

Of the various; types of computer related crimes perhaps the most com­
mon form is the theft of computational resources. Much as some people 
connect into electric utility lines and divert power for their use without 
payment, computer resources can be diverted. This category includes both 
malicious and benign computer uses. For example, the use of systems by 
authorized U5.ers for unauthorized purposes (game playing, printing of 
pictures, calendars, etc.) represents a drain upon any computer system. 
Furthermore, the systematic use of a processing system on a larger scale by 
unauthorized users can have both economic and production impacts. 

Unauthorized programs which extensively use the hardware and the 
supervisory software can consume many thousands of dollars of computer 
services and compete with authorized programs. In addition to lost time, 
hardware subsystems-storage for example-may be filled by the unauthor­
ized programs to the exclusion of valid data, causing failure or delay of 
authorized programs. 

If measures are taken to exclude unauthorized users or programs, the 
persons responsible may misrepresent themselves or their programs, claim­
ing to be valid users or jobs. In this way, they can continue to run their 
programs and charge any expenses to some legitimate user. Strict account­
ing (a5 a countermeasure) can be expensive in itself. 

The second category of computer related crime is the disruption of com­
putational services. Consider the situation of two companies competing for 
a contract. Company "A" has an automated cost/schedule system while 
Company "B" does not. In the last several days before bidding closes, Com­
pany "A" 's computer (upon which its management relies) is unavailable 
due to a series of failures. Company "A" is forced to develop its bid without 
benefit of its system and thus proposes a contract with a cost 5% higher than 
the more accurate, computerized figures would have suggested. Company 
"A" loses in its bid on the basis of cost. The computer failures were caused 
by saboteurs from Company "B". 

Such disruptions of service can be extremely expensive if the timing is 
correct. Interruptions can be caused by attacks upon any of the components: 
hardware, software or data base. Physical damage to the hardware, confus­
ing or modifying the supervisory software, subtle changes in the appli.ca­
tions software, or modifications to the data interface can all cause such 
problems. This process does not necessarily use significant amounts of 
computer time, nor does it require either the access or modification of data. 
Nevertheless, access to the system by authorized users can be denied thru 
these subtle attacks. 

In such situations the crime usually goes undetected. Often the failures 
are blamed on "bad luck" or on inadequate preventative maintenance. Since 
respurces accessed are minimal, proof of criminal acts or intent are often 
difficult to obtain. Identification of the perpetrators is even more difficult. 

The third type of computer related crime is more familiar: the unauthor­
ized access to data stored in the computer. This type of act, much akin to 
our popular view of espionage, is well understood when we speak of unau-
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thorized access to conventional data files stored on paper in filing cabinets. 
Computers add a new dimension to this problem. The enormous storage 

capability and the fast access times make abuses more costly. A criminal 
might normally have to search an office for hours t~ find the data he wanted 
(if he finds it at all). The long periods required for such nefarious searches 
greatl~ i~crease the chances of being "caught in the act". Using a computer, 
the cnmn1al can search data bases equivalent to several office's filing sys­
tems in a matter of seconds. The fact that computer data systems often store 
data used for critical decision making processes (such as the hypothetical 
situation of Company "A" above) usually implies that the data is entered 
in a more timely manner than paper based systems. The complete and up 
to date information in a computer system makes it a tempting target. "Out­
siders" with full access to "inside" information pose significant threat to 
business and society. Like other forms of abuse unauthorized accesses are 
difficult to detect. ' 

The difference between unauthorized access and the remaining fourth 
type of computer related crime is the action of modification of the data. We 
have mentioned the advantage of knowing the facts upon which a competi­
tor is basing his decisions, and of knowing the decisions as soon as they are 
made. Of far greater use would be the ability to "feed" data (erroneous or 
misleading or incomplete) into the competing system and thus control or 
influence the decisions to your benefit. One could virtually "change the 
f~cts" to suit the situation. 

The classical cases of a computer operator modifying his credit rating, or 
of erasing .the records of his outstanding debts are small examples of this 
type of cnme. Also included in this category of crime are modifications 
made to programs. For example, modification of accounting routines to 
prevent charges to one's credit card from being billed to one's account is 
another example. In view of our increasing dependence upon computerized 
systems in banking and commerce, the pot.ential for large scale disruptions 
are enormous. 

We have placed our trust in our computer systems and, by and large, they 
have proven to be fast, efficient and reliable. We have not, however, placed 
any great priority on the development of protection methods for our invest­
ments. In the following section we will review the evolution of computer 
systems as insecure entities, and mention some common areas of attack 
which can be partially protected. 

EVOLUTION OF COMPUTER SYSTEMS AND SECURITY 

To better understand how computer related crimes can occur, let us first 
look at how our evolving use of computers has brought with it computer 
security problems. This tutorial introduction will, hopefully, help us under­
stand what we can d'<r-and cannot d<r-to correct the problems we identify. 
We will then examine solution alternatives in more detail. 

Single User, Dedicated Computers 

Prior to the mid-1950s computers were commonly dedicated to a single 
user at a time and security was a minor concern. He used the machine either 
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on his own behalf or as a programmer for someone else. The computer 
power was limited, and with reasonable planning the user kept the machine 
busy for his period of use. The jobs were typically processing of numerical 
data, i.e., "number crunching". This sort of data processing requires only 
a limited amount of software and data. 

The user brought with him (e.g., as a card deck) all the needed data, and 
security was little problem. No one else could affect the machine while he 
used it. If he had sensitive data he eQuid, when done, easily purge the small 
amount of data that was stored in the machine, and take his data and results 
with him. With no sharing of the machine resources and no sharing of ids 
data, the user was largely in control of his own security. 

Shared Resource Computers 

In the rnid-1950s to mid-1960s computers became more powerful and 
were too expensive to dedicate to a single use; the human was just too slow 
to efficiently employ the machine. In the same time frame, processing 
became oriented more towards symbols rather than numbers; that is, infor­
mation processing began to supplant data processing. During this era com­
puters were typically shared by a number of users in one of several ways. 
Software packages evolved, called "operating systems" or "monitors" (the 
"supervisory software" mentioned above), controlling the shared use ofthe 
machines. In this mode the machine was under the physical control of a 
computer operator, not the user. In a simple case users may submIt their job 
and the operating system will merely select which job of all those submitted 
to run. More common and useful operating systems will dynamically share 
the machine so that several jobs are running at the same time-through a 
technique called "multiprogramming." Even more sophisticated operating 
systems use a technique called "time sharing" to simultaneously connect 
many users with remote terminals to the computer-giving each user the 
illusion that he is connected to a dedicated computer. But regardless of the 
operating system particulars, the computer itself (via the operating system) 
controls the sharing of its resources. 

In this shared resource environment, the nature of the computer security 
problem becomes quite clear. The operating system software is necessarily 
more privileged in some sense than the user. jobs. In fact it can affect the 
processing of and access to the information of any user, yet this seems to 
be no problem as long as the operating system is friendly. Unfortunately, 
it was quickly discovered that a malicious user could easily penetrate the 
operating system and induce it to share its privileges; that is, any user could 
through deliberat,e effort access the jobs of other users. Furthermore, for 
even simple operating systems it is impossible to test or evaluate the myriad 
of possible ways it can be so subverted. 

The obvious answ\'!r to this problem of the unreliable internal security 
controls is to eliminate any user who is not authorized all access to all the 
inf9rmation-justas you would not give your house key to a known burglar. 
Observe that this is essentially reducing the problem to the previous case 
of a dedicated computer--but with a group of friendly users rather than a 
single user. This brute force solution, however, has two disadvantages. It 
can be quite expensive since it reduces the sharing of the computer re-
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sources. It can also encourage imprudent risks because of the temptation to 
increase sharing by treating users as friendly when they may in fact be 
hostile or negligent. The distinctive characteristic of the shared resource 
computer (with no sharing of information) is that security can be provided 
by isolating the users into compatible groups that share machine resources. , 
Information Sharing Computers 

Since the mid-1960s, computers have been increasingly used for informa­
tion processing. The principal capability of these systems is access to infor­
mation (not processing of data), and the access to computerized 
information must be controlled. These controls can be as simple as distin­
guishing whether a user can read or both read and write a data base, but they 
can range to more complex controls over access-such as those implicit in 
the Federal Privacy Act of 1974 and similar state statutes. 

These information systems are still expanding into numerous areas of our 
society-banking, securities, medicine, law enforcement and judiciary, to 
name but a few. At the same time that the dependency on these systems is 
growing, the opportunity for computer related crime is growing. Yet the 
isolation technique previously used is totally unworkable-since the very 
purpose of these systems is to pnwide controlled (shared) access to informa­
tion. This means that for security we have no choice but to use the internal 
controls of the computer itself-that is the operating system controls. Un­
fortunately, for nearly all contemporary systems these controls are totally 
inadequate. This leaves us in somewhat of a quandry as to how to proceed. 

RESPONDING TO THE THREAT 

We have already reviewed the threat including the motivation and poten­
tial damages. From our historical review we see that there are basically two 
kinds of responses: (1) we can limit the opportunity to do harm and, in 
doing so, we r~duce the means, viz., reduce the vulnerabilities. (2) Although 
the internal computer vulnerabilities are widely reported and deep seated, 
adequate technology is emerging and there are a number of stopgap meas­
ures and ways we can currently posture ourselves to accelerate and exploit 
this technology in the future. 2 

First a somber warning is in ordei': there is today a plethora of computer 
security gimmicks (hardware, software, books, courses, checklists, etc.) that 
fail to address the real underlying problems. Not only are these mostly 
ineffective and wasteful, but frequently they are actually cotlOterproduc­
tive. The "work ethic" simply does not apply: JUSt spending time and money 
on security is not likely to be very beneficial. The key is to clearly under­
stand what problem is-and is not-being addressed by any proposed coun­
termeasure. Now for a look at some specific countermeasures that can be 
effective. 

External Controls of Physical Access 

Regardless of how it is used, a computer must be protected from physical 
• ScheU. R. R. "Computer Sec-"rity. the AchilleJ' Heel or the Electronic Air Force" Air'Cln;'..,rsit>· R~li~H'. Vol. 30, No. 2, 

Jan"'''Y-February 1979. • 
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access by the criminal. The computer and all its users can be within a 
security perimeter established by guards, dogs, fences, or less dramatic 
methods-consistent with the value of what is being protected. Little more 
will be said since these security controls are not really unique to computers. 
For example, approaches to building security are just a5 applicable to build­
ings that contain computers as to those that do not.! 

With a computer in the dedicated mode-for either a single user or a 
compatible group-note that these external controls alone are sufficient to 
maintain the security of the system. In this mode, use of the computer is 
restricted so that all users are authorized access to all the computerized 
information. A potential attacker must overcome the external controls and 
penetrate the inner sanctum of authorized users. No failure or submission 
of the computer itself can' compromise security because of the protected 
environment. In fact the real attractiveness of the dedicated mode is that it 
reduces the computer security problem to the much more well understood 
problem of physical security. 

External Controls of Logical Access 

For shared resource computers in p~rticular, it is quite common to oper­
ate in what is logically a dedicated mode, even though physic:ally there is 
not a machine dedica'ced to a single group of users within a single security 
perimeter. There are several techniques to ameliorate the limitations of the 
dedicated mode without seriously jeopardi7.ing security. However, note 
with care that, contrary to common implications, none of these reduce the 
vulnerabilities of the internal controls. 

Communications Cryptography-Remote and interactive access to a 
computer is a popular and most useful capabiiity. Yet if the associated 
electrical communication paths are outsidi:! the security perimeter, "tap­
ping" of the communication is an easy technique for any of the four threat 
categories we identified earlier. Cryptography devices, however, can 
"scramble" the information while it is being transmitted, making it logically 
within the security perimeter. By making the information unintelligible we 
can counter all the threats categories except disruption of the communica­
tions. Fortunately the National Bureau of Standards has established a Digi­
tal Encryption Standard (DES) that is becoming widely available. 
Cryptography is surely one of the most important techniques for control­
ling logical access. 

Periods Processing--lt is often satisfactory to dedicate a computer to a 
group of users for a period of time rather than continuously. Recall that this 
was common for the single user, dedicated computer. This requires an 
orderly completion of work at the end of each period, followed by a purging 
of all information stored on the machine and its peripherals. This is typical­
lya tedious, error-prone manual procedure that can waste valuable machine 
resources. Although adequate, careful design is necessary to insure that all 
information is in fact physically obliterated between peri9ds of use. This 
technique is, of course, not satisfactory for on-line systems where more than 
3 CoUrorni. Crime Technological Research foundation report: "A T echnoiogiclli Approach to Builping Securitr", Crimf' 

Pre"tmh'on R".ie~; Vol. S, No.3. April 1978. 
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one user group requires access at the same time-only separate physical 
machines can meet this need. 

Authentication-It may well be difficult to physically control all access 
to the computer, particularly when this includes control of numerous 
remote terminals with a variety of legitimate Users. Authentication tech· 
niques can be used to logically control access to the shared resources com· 
puter. There are numerous sophisticated authentication devices such as 
fingerprint and signature analyzers. On balance, however, these tend to be 
expensive and troublesome gimmicks with little advantage over a good 
secret password system. The password serves essentially a "combination" 
to a "lock" allowing access to the system. It is desirable that an easily 
remembered (but pronounceable) password be generated for the user-to 
avoid his choosing one that is easily guessed. The system should notify users 
of attempts to use invalid passwords, and passw0rds should be forced to 
change. periodically, with more frequent changes upon user request. For 
those limited cases needing added protection against compromised pass· 
words, this can be augmented with a "one time" password, e.g., on a mag· 
netic .strip badg~. One final pitfaH is floted: although passwords may 
effecttvely permtt or prevent access to the machine, this authentication 
cannot be depended on to distinguish between the various perm.itted users 
-sinc~ this again relies on the weak internal controls of the computer itself. 

DeiJberate Overprotection--A dedicated group of highly privileged users 
may require access to information that is much less sensitive than their most 
protecte.d information. This les~ sensitive information can clearly be input 
mto thetr system and made available to them with no problem. However 
all output (physical media or electrical) from the system must be protected 
as if it con~ained ~he most sensitive information. This is because, again, only 
the (unrehable) mternal controls can prevent contamination of the nomi· 
nally less sensitive data. T,his can lead to a serious proliferation of (poten. 
tiaIly) . sensitive information and a corresponding disregard for the 
protection needs of the truly sensitive information. 

These few techniques (and not many others) are reasonable stopgap 
measures. They leave unanswered, however, the most serious problems of 
the information sharing computers. These problems relate to the internal 
controls of the computer itself. 

Explicit Policy for Controls 

A most important and fundamental step is defining what we mean by 
"secure"-and fortunately this step can be taken in spite of the technical 
~eakness of~od~y's computers. A clear, well-formed. precise policy is essen· 
tlal to establish 109 a secure computer system. The computer must be toI.d 
exactly what policy it must enforce so that it can ensure that only authorized 
people can read or change information or instructions in the computer. The 
computer cannot make a judgment as to whether the user who is asking 
should have access to stored information. It can only grant or deny access 
based on the authorizations that it has been given. Thus, what is needed as 
the basis for any secure computer is to have policy th;lt gives people well­
defined authorizations to information. 

Realistic Labeling-To support a meaningful policy it is essential that all 
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information be "labeled" as to its need for protection and that all users be 
"labeled" as to their authorization for access. In the past few years research 
has shown that nearly all practical policies can be implemented using a 
simple two-part label. The first part represents a hierarchical sensitivity 
level-such as the confidential, secret, and top secret labels used by the 
Department of Defense. The second part represents isolated compartments 
of access-for example, for privacy information, criminal history and medi· 
cal information might be in separate compartments. Such a two-part label 
for information represents its "classification" and for a user represents his 
"clearance." 

Enforced Access Control-If a computer (operating system) maintains 
these labels internally, then it can assume its "rightful" responsibility for 
enforcing the policy-viz., permit only properly "cleared" users to access 
"classified" information. Even if a user deliberately or accidentaJly attempts 
to violate the policy, the system can detect and rebuff the attempt. 

These sort of explicit policy controls are the cornerstone of any meaning­
fully secure computer system, and the required technology is well in hand­
complete with mathematical models and formal specifications. For the dedi­
cated mode, such an explicit policy is needed in order to properly segregate 
-albeit with external controls-the users into compatible groups with their 
data. Unfortunately, most vendors have not actively marketed such explicit 
controls, although a few good products are now beginning to appear for 
!nformation sharing computers. For example, both military and automobile 
mdustry users have for several years successfully used the Access Isolation 
Mechanism (AIM) offered by Honeywell as part of their large scale Muhics 
operating system. 

Effective Internal Controls 

Although such an explicit policy is necessary it is not sufficient-the nub 
of the problem remains the efficacy of the internal (operating system) 
controls for information sharing computers. Today there is only one tech­
nology-known as the security kernel-that can provide truly penetration­
proof internal controls. A security kernel is essentially a small subset of "n 
ope~a~ing system and it; associated hardware: a subset t~at is provably 
suffICient to guarantee lOternal enforcement of an expliCit label policy, 
regardless of the rest of the operating system or user programs. 

The security kernel is a t.echnical breakthrough that has transformed the 
designer's game of wits with penetrators into a m-ethodical design process. 
One of the authors first introduced this technology in 1972 and, since then, 
research and development have demonstrated its feasibility, broad function· 
alitr, sec~rity certifi?biIity, ~nd supportability. Although the technology is 
avallable 10 the public domam, no major vendor today offers a kernel-based 
operating system; however, several are currently under development with 
gove~nment sponsorship. The problem is now one of industry assimilation 
of thiS technology. 

I . , 
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CONCLUSIONS AND RECOMMENDATIONS 
Computer technology has brought with it a serious prohlcm of computcr 

related crime, but the judicial and law enforcement communities can scrvc 
an important role In minimizing its impact. 

First, you must recognize the problem for what it is-some parts easy and 
some hard. The key element of the threat is the malicious user. The internal 
security controls of contemporary computers are totally undependable in 
the face of a deliberate (malicious) effort to circumvent these controls. A 
dedicated mode of operation eliminates d[pendence on these weak security 
controls, but with a serious loss of information sharing capabilities. Stopgap 
measures can be used to increase the utility of the dedicated mode. 

Second, you must formulate an explicit, label-based policy for specifying 
the permitted accesses in a computer information system. This issue of 
policy is fundamentally not a technical problem. In fact, an adequate polic)' 
is essential before effective use can be made of technical solutions. 

Finally, computer system designers must apply the security kernel tech­
nology in order to provide badly needed information sharing computers 
that are secure. It appears that computer technology can indeed create the 
solution to the underlying problems it has created-the woefully inadequate 
internal (to the computer) security controls. You can have a very signifi­
cant role in the solution by first insisting on controls to directly support the 
explicit policy and then stimulating use of the security kernel to make these 
controls dependable. 

In summary, the problem of computer related crime is serious, and it is 
beginning to be understood; this article is intended to contribute to that 
understanding. Just as the problem has evolved, the solution can evolve with 
suitable stimulation and encouragement from those who understand the 
problem-and hopefully the reader will do his part. 

'I 

I 
! 

! . ,. 

J' 
! 

I 




