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Foreword

Bombing and the threat of bombing
have created a need for practical knowl-
edge to cope with the increasingly
violent activities of people who represent
segments of unrest in our society. Re-
peated ' criminal acts which use of
threaten to use explosives against edu-
cational institutions, industry, faw en-
forcement and the general public, place
a most urgent responsibility on law en-
forcement agencies. However, the pro-
tection of life and property is a responsi-
bility that' cannot be delegated to law
enforcement alone. Every citizen must be
prepared to accept responsibility if we
are to enjoy a safe place in which to live
and work.

Information for the preparation -of
this doctiment was obtained from a wide
range of official and private sources,
including the actual experience of

Alcohol, Tobacco and Firearms Special
Agents. The ideas and methods sug-
gested reflect the most current informa-
tion available to help you.

One suggestion in this document
should be emphasized; it is prepared-
ness. When one is equipped with an orga-
nized plan, most bomb threat problems
can be resolved with minimal personal
injury and property damage.

By making this “Bomb Threats and
Search Techniques' available to select-
ed persons, we in ATF are attempting
to help you help yourself in dealing
with bomb threats and the use of ex-
plosives for illegal purposes.

Tl

REX D, DAVIS, DIRECTOR
BUREAU OF ALCOHDL, TOBAGCO AND FIREARMS



Purpose of Calls

The only two reasonable explanations for
a call reporting that a bomb is to go off
in a particular instaliation are:

1

The caller has definite knowledge or
believes that an explosive or incendiary
has been or will be placed and he wants
to minimize personal injury or property
damage. The caller may be the person
who placed the device or someone else
who has become aware of such infor-
mation.

2

The caller wants to create an atmosphere
of anxiety and panic which will, in turn,
possibly result in a disruption of the nor-
mal activities at the installation where
the device is purportedly located.

When a bomb threat call has been re-
ceived, there will be a reaction to it.
if the call is directed to an instatlation
where a vacuum of leadership exists or
where there has been no organized ad-
vance planning to handle such threats,
the call will result in panic.

Panic

Panic is one of the most contagious of
all human emotions. Panic is defined
as a ‘'sudden, excessive, unreasoning,
infectious terror.”. Panic is caused. by
fear—fear of the known or the unknown.
Panic can also be defined in the con-
text of a bomb threat call as the ultimate
achievement of the caller.

Once a state of panic has been reach-
ed, the potential for personal injury and
property damage is dramatically increas-
ed. Emergency and essential facilities
can be shut down or abandoried and the
community denied their use at a critical
time.

Leaving facilities unattended can lead
to destruction of the facility and the
surrounding area. Large chemical manu-
facturing plants, power plants, unattend-
ed boilers, and other such facilities
require the attention of operating per:
sonnel.

Other effects of not being prepared
or not having an organized plan to
handle bomb threat calls can resuilt
in a lack of confidence in the leader-
ship. This will be reflected in . lower
productivity or. reluctance to continue
employment at a location that is being
subjected to bomb threat calls.

Preparation

Lines of organization and plans must
be made in advance to handle bomb
threats. Clear-cut levels of authority
must be established. It is impeortant
thai each person handle his assignment
without delay and without any signs of
fear." :

Only by using an established organi-
zation and procedures can you handle
these problems with the least risk. This
will - instill confidence and eliminate
panic.

In planning, you should designate
a control center or command post. This
control center should be located in the
switchboard room or other focal point
of telephone or radio communications.
The management personrie! assigned to
operate the control center should have
decision-making authority on the action
to be taken during the threat. Reports
on the progress of the search and
evacuation should be made to. the
control center. Only those with assigned
duties should be permitted in the control
center. Make some. provision for alter-
nates in the event someone is,_absent
when the threat is received.

Evacuation

The most serious of all decisions to be
made by management in the event of a
bomb threat is evacuation or non-evac-
uation of the building.

The decision to evacuate or not to
evacuate may be made during the plan-
ning phase. Management may pronounce
a carte blanche policy that in the event
of a bomb threat, evacuation will be
effected immediately. This decision
circumvents the calculated risk and
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gives prime consideration for the safety
of personne! in the building. This can
result in production down-time, and can
be costly, if the threat is a hoax. The
alternative is for management to make
the decision on the spot at the time of
the threat. There is no magic formula
which can' produce the proper decision.

In the past, the vast majority of
bomb threats turned out to be hoaxes.
However, today more of the threats are
materializing. Thus, management's first
consideration must be for the safety of
people. It is practically impossible to
determine immediately whether a bomb
threat is real.

Investigations - have " revealed that
the targets for “terrorist bombings'' are
not selected at random. The modus
operandi for selecting the target(s) and
planting the explosive appears to follow
this pattern. The target is sefected be-
cause of political or personal gain to
the terrorist. lt.is then kept under sur-
veillance to determine the entrances and
exits most used, and when. This is done
to determine the hours when very few
people are in -the building. The idea
is that the intent is not to injure or kiil
people, but to destroy the building.
Reconnaissance of the building is made
to locate an area where a bomb can be
concealed, do the most damage, and
where the “‘bomber’” is least likely to
be observed.

A test, or dry run, of the plan is
often made. After the ‘'dry run" and
at a predetermined time, the building
is infiltrated by the “bomber(s)’" to
deliver the explosives or incendiary de-
vice. The device may be fully or partially
pre-set prior to planting., If it is fully
set and charged, it is a simple matter for
one or two of the group to plant the
device in a pre-selected concealed area.
This can be accomplished in a minimum
of time. If the device is not fully set and
_ charged, one member may act as a look-

out while others arm and place the
device.  Most devices used for the de-
struction of property are usually of the
time-delay type. These devices can be

6

set for detonation to allow sufficient
time for the ‘“‘bomber(s)" to be a con-
siderable distance away before the
bomb-threat cail is made and the device
is detonated.

The terrorists have developed thej
plan of attack and the following pro-
cedures are suggested to business and
industry for coping with bomb threats.

How to Prepare

1

Contact. the police, fire department or
other local governmental agencies to
determine whether any has a hbhomb
disposal unit. Under what conditions is
the bomb disposal unit available? What
is the telephone number? How can you
obtain the services of the bomb disposal
unit in the event of a bomb threat? Will
the bomb disposal unit assist in the
physical search of the building or will
they only disarm or remove explosives?
2

Establish strict procedures for control
and inspection of packages and material
entering critical areas.

3

Develop a positive means -of identify-
ing and controlling personnel who are
authorized access to critical areas.

4

Arrange, if possible, to have police
and/or fire representatives with mem-
bers of your staff inspect: the building
for areas where explosives are likely to
be concealed. This may be accomplished
by reviewing thé floor plan of the build-
ing.

5

During the inspection of the building,
you should give particular attention to
elevator shafts, all ceiling areas, rest
rooms, access doors, and crawl space
in rest rooms and areas used as access
to plumbing fixtures, electrical fixtures,
utility and other closet areas, space
under stairwells, boiler (furnace) rooms,
flammable storage areas, main switches
and valves, e.g., electric, gas, and fuel,
indoor trash receptacles, record storage




areas, mail rooms, ceiling lights with
easily removable panels, and fire hose
racks. While this list is not complete,
it can give you an idea where a time-
delayed explosive or an incendiary de-
vice may be concealed.

6

All - security and maintenance parson-
nel should be alert to suspicious looking
or unfamiliar persons or objects.

7 .

You should instruct security and mainte-
nance personnel to make periodic checks
of all rest rooms, stairwells, under stair-
wells, and other areas of the building to
assure that unauthorized personnel are
not hiding. or reconnoitering or surveil-
ling the area.

8

You should " assure adequate protec-
tion for classified documents, propri-
etary information and other records
essential to the operation of your busi-
ness, A well-planted, properly charged
device could, upon detonation, destroy
those records needed in day-to-day
operations. Computers have also been
singled out as targets by bombers.

9;

Instruct all personnel, especially those
at the telephone switchboard, in what to
do if a bomb threat call is received.

As a minimum, every telephone oper-
ator or receptionist should be trained to
respond calmly to a bomb-threat call. To
assist these individuals, a bomb threat
call checklist of the tvpe illustrated at
the back of this pamphletshould be kept
nearby. In addition, it is always desirable
that more than one person listen in on
the call. To do this, have a covert sig-
nalling system, perhaps a coded buzzer
signal to -a second reception point. A
calm response to the bomib threat could
result in getting additional information.
This is especially true if the caller wishes
to avoid injuries or deaths. If told that
the building is occupied or cannot be
evacuated in time, the bomber may be
willing to give more specific information

on >the bomb’s location.
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Organize and train an evacuation unit
consisting of key management -person-
nel. The organization and training of this
unit should be coordinated with other
tenants of the building.

a The evacuation unit should be trained
on how to evacuate the building during
a bomb threat. You should consider
priority of evacuation, i.e., evacuation by
floor level. Evacuate the floor levels
above the danger area in order to remove
those persons from danger as quickly as
possible. Training in this type of evacu.
ation should be available from police,
fire or other units within the community,

b You may also train the evacuation unit
in search techniques, or you may prefer
a separate search unit. Volunteer per-
sonnel should be solicited for this func-
tion. Assignment of search wardens,
team leaders, etc. can be employed. To
be proficient in searching the building,
search personnel must be thoroughly
familiar with all hallways, restrooms,
false ceiling areas and every location in
the building where an explosive or in-
cendiary device may be concealed. When
the police or firemen arrive at the build-
ing, if they have not previously recon-
noitered the building, the contents and
the floor plan will be strange to them.
Thus, it is extremely important that the
evacuation or search unit be thoroughly
trained and familiar with the floor plan
of the building and immediate outside
areas. When the room or particular facility
is searched it should be marked or the
room sealed with a piece of tape and
reported to the group supervisor.

¢ -The evacuation or search. unit should
be trained only in evacuation and search
techniques and not in the techniques of
neutralizing, removing or otlierwise hav-
ing contact with the device. If a device is
located it should not be disturbed but a
string or paper tape may be run from the
device location to a safe distance and
used later as a guide fo the device.
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When A Bomb Threat Is Called In:

a Keep the caller on the line as long
as possible. Ask him to repeat the mes-
sage. Record every word spoken by the
person.

b If the caller does not indicate the
location of the bomb or the time of
possible detonation, you shouid ask him
for this information.

¢ Inform the caller that the building is
occupied and the detonation of a bomb
could result in death or serious injury
to many innocent people.

d Pay particular attention to peculiar
background noises such as, ‘motors
running, background music, and any
other noise which may give a clue as
to the location of the caller.

e Listen closely to the voice (male,
female), voice quality (caim, excited),
accents and speech impediments. Im-
mediately after the caller hangs up, you
should report to the person designated
by management to receive such informa-
tion. Since the law enforcement person-
nel will want to talk first-hand with the
person who received the call, he should
remain available until they appear.

f Report this information immediately
to the- police department, fire depart-
ment, ATF, FBl, and other appropriate
agencies. The sequence of notification
should have been established during
coerdination in item 1 above.

Written Threats

Save all materials, including any en-
velope or container. Once the message
is recognized as a bomb threat, further
unnecessary handling should be avoided.
Every possible effort must be made to
retain evidence such as fingerprints,
handwriting or typewriting, paper, and
postal marks which are essential to trac-
ing the threat and identifying the writer.

While written messages are usually
associated with generalized threats and
extortion attempts, a written warning of
a specific device may occasionally be
received. It should never be ignored.
With the growing use of voice print
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identification techniques to identify and
convict telephone callers, there may well
be an increase in the use of written warn-
ings and calls to third parties.

Bomb Search Techniques

a Do not touch a strange or suspiciofls
object, Its Jocation and description
shouid be reported to the person desig-
nated to receive this information.

b The removal and disarming of 2 bomb
or suspicious object must be left to the
professionals in explosive ordnance dis-
posal. Who these professionals are and
how to contact them for assistance is
something that you should include in any
bomb threat plan.

¢ All requests for assistance should be
directed to one or more of the Emer-
gency Numbers listed on page three of
this booklet. Be sure that the telephone
numbers for these agencies are included
in your plan.

d If the danger zone is located, the area
should be blocked off or barricaded with
a clear zone of three hundred fest until
the object has been removed or dis-
armed.

e During the search of the building, a
rapid two-way communication system is
of utmost importance. Such a system
can be readily established through exist-
ing telephones. CAUTION—the use of
radios during the search can be danger-
ous. The radio transmission energy can
cause premature detonation of an elec-
tric initiator (blasting cap).

f The signal for evacuating the building
in the event of a bomb threat should not
be the same as that fora fire. Inthe
bomb threat, where possible, all doors and
windows should be opened to permit the
blast wave to escape in the event of an ex-
plosion. Also, evacuation routes will have
to be determined if a bomb is found so as
to lead people away from the bomb.

g If the building is evacuated, controls
must be established immediately to pre-
vent unauthorized access to the build-
ing. These controls may have to be pro-
vided by management. If proper coor-
dination has been effected with the local



police @nd other agencies, these may as-
sist in establishing controls to prevent
re-entry into the building until the dan-
ger has passed.

h Evacuate the persons to a safe dis-
tance away from the building to protect
them against debris and other flying ob-
jects if there is an explosion, If the
building is evacuated, all gas and fuel
lines should be cut off at the main valve,
All electrical equipment should be turped
off prior to evacuation. The decision to
cut off all electrical power at the main
switch should be made by management
with consideration given to lighting re-
quirements for search teams.

i During the search, the medical per-
sonnel of the building should be alerted
to stand by in case of an accident caused
by an explosion of the device.

j Fire brigade personnel should be
alerted t0 stand by to man fire extin-
guishers.

k Pre-emergency plans should include
a temporary relocation in the event the
bomb threat materializes and the build-
ing is determined to be unsafe.

Room Search

The following technique is based on
use of a two-man searching team. There
are many minor variations possible in
searching a room. The following contains
only the basic techniques.

First Team Action—listening

When the two-man search team en-
ters the room to be searched, they
should first move to various parts of the
room and stand quietly, with their eyes
shut and listen for a clock-work davice.
Frequently, a clock-work mechanism can
be quickly detected without use of spe-
cial equipment. Even if no clockwork
mechanism is detected, the team is now
aware of the background noise level
within the room itself,

Background noise or . transferred
sound is always disturbing during a
building search. In searching a building,
if a ticking sound is heard but cannot be
located, orie might become unnerved.
The ticking sound may come from an
unbalanced air conditioner fan several
floors away or from a dripping sink down
the hall, Sound will transfer through air-
conditioning ducts, along water pipes
and through walls, etc. One of the worst
types of buildings to work in is one that
has steam or water heat. This type of
building will costantly thump, crack,
chatter and tick due to the mavement of
the steam or hot water through the pipes
and the expansion and contraction of the
pipes. Background noise may also be
outside traffic sounds, rain, wind, etc.

Second Team Action—Division of
Room and Selection of
Search Height

The man in charge of the. room
searching team should look around the
room and determine how the room is to
be divided for searching and to what
height the first searching sweep should
extend. The first searching sweep will
cover all items resting on the floor upto
the selected height.

~ Dividing The Room. You should divide

the room into two equal parts or as nearly
equal as possible. This equal division
should be based on the number and type
of objects in the room to be searched,
not the size of the room. An imaginary
line is then drawn between two objects
in the room, i.e., the edge of the window
on the noérth wall to the floor lamp on
the south wall.

Selection of First Searching Height. Look
at the furniture or objects in the room
and determine the average height of the
majority of items resting on the floor.
In an average room this height usually
includes table or desk tops, chair backs,
etc. The first searching height usually
covers the items in the room up to hip
height.



First Room Searching Sweep

After the room has been divided and
a searching height has been selected,
both men go to one end of the room
division line and start from a back-to-
back position. This is the starting point,
and the same point will be used on each
successive searching sweep. Each man
now starts searching his way around the
room, working toward the other man,
checking all items resting on the floor
around the wall area of the room, When
the two men meet, they will have com-
pleted a “wall sweep’ and should then
work together and check all items in the
middle of the room up to the selected
hip height. Don't forget to check the
floor under the rugs. This first searching
sweep should also include those items
which ‘may be mounted on or in the
walls, such as air-conditioning ducts,
baseboard  heaters, built-in wall cup-
boards, etc., if these fixtures are below
hip height. The first searching sweep
usually consumes the most time and ef-
fort. During all searching sweeps, use
the electronic or medical stethoscope on
walls, furniture items, floors. etc.

Second Room Szarching Sweep

The man in charge again looks at the
furniture or objects in the room and de-
termines the height. of ' the second
searching sweep. This height is usually
from the hip to the chin or top of the
head. The two men return to the starting
point and repeat the searching tech-
niques at the second selected searching
height. This sweep usually covers pic-
tures hanging on the walls, built-in book-
cases, tall table lamps, etc.

Third Room Searching Sweep

When the second searching sweep is
completed, the man in charge again de-
termines the next searching height,
usually from the chin or the top of the
head up.to the ceiling. The third sweep
is then made. This sweep usually covers
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high mounted air-conditioning ducts,
hanging light fixtures, etc.

Fourth Room Searching Sweep

If the room has a false or suspende
ceiling, the fourth sweep involves inves-
tigation of this area. Check flush or ceil-
ing-mounted light fixtures, air-condition-
ing or ventilation ducts, sound or
speaker systems, electrical wiring, struc-
tural frame members, etc.

Have a sign or marker posted indi-
cating “Search Completed' conspicu-
ously in the area, Use a piece of colored
scotch tape across the door and door
jamb approximately two feet above floor
level if the use of signs is not practical.

The room searching technique can be
expanded. The same basic technique can
be used to search a convention hall or
airport terminal.

Restated, to search an area you
should:

1

Divide the area and select a' search
height

2

Start from the bottom and work up

3

Start back-to-back and work toward each
other

4

Go around the walls then into the center
of the room.

Encourage the use of common sense
or logic in searching. If a guest speaker
at a convention has been threatened,
common sense would indicate searching
the speakers platform and microphones
first, but always return to the searching
technique. Do not rely on random or
spot checking of only logical target
areas. The bomber may not be a logical
person.

(For comparison of search systems, see
the chart on page 18.)

Suspicious Object Located

Note: It is imperative that personnel
involved .in the search be instructed that
their mission is only to search for and
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report suspicious objects, not to move,
jar or touch the object or anything at-
tached thereto. The removal/disarming
of a- bomb must be left to the profes-
sionals in. explosive ordnance disposal.
Remember that bombs and explosives
are made to explode, and there are no
absolutely safe methods of handiing
them,.

(1) Report the location and an accu-
rate description of the ohject to the
appropriate warden, This information is
relayed immediately to the control center
who will call police, fire department, and
rescue squad. These officers should be
met and escorted to the scene.

(2) Place sandbags or mattresses,
not metal shield plates, around the ob-
ject. Do not attempt to cover the object.

(3) ldentify the danger area, and
block it off with a clear zone of at least
300 feet—include area below and above
the ohject.

(4) Check to see that all doors and
windows are open to minimize primary
damage from blast and secondary dam-
age from fragmentation.

(5) Evacuate the building,.

(6) Do not permit re.entry into the
building until the device has been
removed/disarmed,
declared safe for re-entry.

We in ATF recognize your responsi-
bility {o the public and the necessity for
maintaining good public relations. This
responsibility also -includes the safety
and protection of the public. We may
well be approaching the point, when in
the interest of security and protection of
people, some inconvenience may have to
be imposed on persons visiting public
buildings.

Perhaps entrances and exifs can be
modified with a minimal expenditure to
channel ail personnef through someone
at a registration desk. Personnel enter-
ing the building would be required to
sign a register showing the name and
room number of the person whom they
wish to visit. Employees at these regis-

and the building -

tration desks could contact the person
to be visited and advise him that a vis-
itor, by name, is in the lobby, The person
to be visited may, in the interest of
security and protection, decide to come
to the lobby to meet this individual to
ascertain that the purpose of the visit is
valid and official. A system for signing
out when the individual departs could be
integrated into this procedure. There is
no guestion that such a procedure would
result in many complaints from the
public. If it were explained to the visitor
by the person at the registration desk
that these procedures were implemented
in his best interest and safety, the com-
plaints would be reduced.

Gther factors for consideration in-
clude:

1
Installation of closed-circuit television.

2
Installation of metal detecting devices.

3

Posting of signs indicating the use of
closed circuit television or other detec-
tion devices.

The above are “suggestions—in the
final analysis. of this entire complex
problem, the decision is yours.

Buildings—Their Problem

The physical construction of buildings
and their surrounding areas vary widely.
Following are a few of the problems
search teams will encounter.

Qutside Areas

When you search outfside areas, pay
particular attention to street drainage
systems, manholes in the street and in
the sidewalk. Thoroughly check trash
receptacles, garbage cans, dumpsters,
incinerators, etc. Check parked cars and
trucks. Check mail boxes-if there is a
history of placement in your area.
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Schools

School bombings are usually directed
against - non-student areas, Find out
which teachers or staff members are
unpopular and where they work. The
problem areas in schools are student
lockers and the chemistry laboratory.

Student lockers are locked; no accu-
rate record of the combinations are avail-
able because students change lockers at
will. Every other locker seems to ''tick.”
Alarm clocks, wrist watches,  leaking
thermos jugs and white mice, all make
“ticking" sounds. Have the school au-
thorities or police cut off the locks; then
search teams should open the lockers.
If you cut off the lock you may end up
paying for it.

Chermistry labs should be treated with
caution. Each year some student tries to
make an explosive mixture or rocket fuel
in the classroom, gets scared, and
phones in a bomb call. The best proce-
dure is to get the chemistry teacher and
ask him to inspect the classroom, lab
and chemical storage area with you. He
will know 909, of the items in the lab
which leaves only 109 to worry about.

If repeated bomb threats are received
at schools in your area, recommend that
the school board hold make-up classes
on Saturday. This tends to cut down the
number of bomb scares.

Office Buildings

The biggest problem in office build-
ings is many locked desks. A repair of
desk locks is an expensive item. There
will be many other items to keep you
busy, sucti as filing cabinets, storage
closets, wall lockers, etc. Watch out for
the company's security system if they
deal in fashions of any type, the auto-
motive or aircraft industry, defense con-
tracts, or the toy industry. Electrical
leads, electrical tapes, electrical eyes,
electrical pressure mats, electrical micro-
switches, will all ring those huge bells
that no one knows how to turn off,
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Auditoriums, Amphitheaters,
and Convention Halls

Here, thousands of seats must be
checked on hands and knees. Lcok for
cut or unfastened seats with a bom
inserted into the cushion or back. Che
out the stage area which has tonsfof
equipment in it; also the speaker's plat-
form and the microphones. The area
under the stage generally has crawl-
ways, tunnels,” trapdoors, dressing
rooms, and storage areas. The sound
system is extensive and the air-condi-
tioning system is unbelievable, The en-
tire roof area, in a theater, frequently
has one huge storage room and mainte-
nance area above it. Check all hanging
decorations and lighting fixtures.

Airport Terminals

This structure combines all problems
covered under schools, office buildings,
and auditoriums, plus outside areas and
aircraft.

AIRCRAFT

The complexities of aircraft design
make it unlikely that even the trained
searcher will locate any but the most
obvious explosive or incendiary device.
Thus, detailed searches of large aircraft
must be conducted by maintenance and
crew personnel who are entirely familiar
with the construction and equipment of
the plane. In emergency situations where
searches must be conducted by public
safety personnel without the aid of air-
craft specialists, the following general
procedures should be used:

1. Evacuate the area and remove all
personal property.

2. Check the area around the craft
for bombs, wires or evidence of
tampering.

3. Tow the aircraft to a distant area.

4, Starting on the cutside, work
toward the plane’s interior.

5. Begin searching at the lowest
level and work up.
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6. Remove freight and baggage and
search cargo areas.

7. Check out rest
lounges.

8. Be alert for small charges placed
to rupture the pressure hull or
cut control cabies. The control
cables usually run underneath
the center aisle.

9. With special attention to refuse
disposal containers, check food
preparation and service areas.

10. Search larges cahin areas in two
sweeps.

11. Check the flight deck.

12. Simuitaneously, search the bag.
gage and freight in a safe area
under the supervision of airline
personnel. If passengers are
asked to come forward to identify
and open their baggage for in-
spection, it may be possible to
quickly focus in upon unclaimed
baggage.

rooms and

Elevator Wells and Shafts

Elevator wells are usually one to three
feet deep with grease, dirt and trash
and must be probed by hapd, To check
elevator shafts, get on the top of the car
with two six-volt lanterns, move the car
up a floor {or part of a floor) at a time
and fook around the shaft. Be prepared
ta find nooks, closets, storage rooms,
false panels, walk areas, and hundreds
of empty whiskey bottles in paper bags.
Don't forget that as you go up, the
countetweights are coming down-—check
them too. The elevator machinery is gen-
erally located on the roof. A Word of
Caution: Watch for strong winds in the
elevator shaft. Don't stand near the edge
'of the car.

Handling of the
News Media

It is of paramount importance that all
inquiries by the news media be directed
to one person appointed as spokesman.
Ali other persons should be instructed
not to discuss the situation with out-
siders, especially the news media,

The purpose of this provision is to
furnish the news media with accurate
information and see that additional
bomb threat calls are not precipitated
by irresponsible statements from un-
informed soutces.

Additional Information

Both government and private sources
have aids dealing with bomb threats and
bombings. Among those available on
request from the Bureau of Alcohol, To-
bacco and Firearms, Washington, D. C.
20226 are the following:

1. A pamphlet explaining Title Xl
of the Omnibus Crime Control
and Safe Streets Act

2. A booklet of Questions and An-
swers on Federal Law concern-
ing explosives under Title XI

3, A reprint of Title X! of the Law

""Property Protection During Civil Dis-
turbances’’ is available from Factory In-
surance Association, 85 Wosdiand St.,
Hartford, Connecticut 06102,

The publishing house of Chatles C.
Thomas, 301 East Lawrence Ave., Spring-
field, lllinois 62717, has four books on
the subject: “Explosives and Homemade
Bombs" by Stoffel; ‘'Bombs and Bomb-
ings” by Tom G. Brodie; *'Explosives and
Bomh Disposal Guide' by Lenz; and
"Protection Against Bombs and Incen-
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diaries’’ by Pike. .

Three films entitled “Bombs I, 11 and
' are available from Motorola Tele-
programs, Inc., Suite 26, 4825 N. Scott
8t., Schiller Park, llinois 60176, ATTN:
Mr. Lioyd Singer, President. These are on
16 mm, Super 8 mm, Videotape and
Videocasettes. They also have a work-
book on bomb scare planning and con-

LETTER AND PACKAGE BOMBS

Background ; .

- duct seminars. Mail your request for

information on a company letterhead.

William Brose Productions Inc., 3168
Oakshire Drive, Hollywood, California
90068, has two films: ‘‘Bomb Threat!
Plan Don't Panic” (15 min.); and "‘High-
fire! Plan for Survival’’ (19 min.) The last
deals. with evacuating high rise office
buildings.

Letter and package bortbs are not new. While the latest incidents have
involved politica! terrorism, such bombs are made for a wide variety of mo-

tives.

The partisular form of these bombs varies in size, shape and com-

ponents. They may have electric, nonelectric - or other sophisticated firing

systems.

Precautions

Mail handiers should be alert to recognize suspicious looking items. Mail
shouid be separated into “personal® and “‘business”. Although there is no
approved, standard detection method, the following precautions are sug-

gested:

a. Look at the sender’s address. !s it a familiar one?

b. ‘Is correspondence from the sender expected?
Do the characteristics of the envelope or package resemble the ex-

pected contents?

c. If the item is from another country, ask yourself if it is expected.
Do you have relatives or friends traveling? Did you buy something
from business associates, charitable or religious groups, internation-

al organizations, etc.?

IF YOU HAVE A SUSPICIOUS LOOKING LETTER OR PACKAGE:

DO NOT TRY TO OPEN IT.

ISOLATE IT AND EVACUATE EVERYONE IN
THE VICINITY TO A SAFE DISTANCE,

NOTIFY LOCAL POLICE AND AWAIT THEIR ARRIVAL.
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Suggested form to be completed by investigators following

BOMB

THREAT
CALLS

Type of Complainant:

[ School {] Hospital ([Jindustrial Manufacturing Company [ Business
[] Other

REERERAS

) < Business Name of Complainant

Business Address

Business Telephone

Name of Person Reporting Complaint

Telephone Number That Calf Was Received On Date and Time of Call

Name of Person Who Talked to the Caller

% o Exact Words said by Caller

Background Molses {(l.e., Street Sounds, Baby Crying, etc.)

Information about Caller:

Age Sex Race Accent Educational Level

Speech Impediments (Drunk, Lisp, etc.) Attitude (Calm, Excited, etc.)

Any Suspects?

i1 Yes O No

Have Previous Calls Been Received? i{f Yes, Approximately How Many? .
J Yes {1 No

Has the Telephone Company Securify Department Been Notified?

[ Yes J No

Was any Incendiary or Explosive Device Found?

] Yes O No

Number of Threats Received Thus Far During Calendar Year

15




CHECK LIST WHEN YOU RECEIVE
A BOMB THREAT

Time and Date Reported:

How Reported:

Exact Words of Caller:

Questions to Ask:

Vv o SEREOTE R

. When is bomb going to explode?

Where is bomb right now?
. What kind of bomb is it? o
What does it look like?

Why did you place the bomb?

I R

Where are you calling from?

Description of Callers Voice:

Male Female Young Middle Age Old Accent
Tone of Voice .. Background Noise . |s voice familiar? ..
If so, who did it sound like?

Other voice characteristics:

Time Caller Hung Up: . Remarks:

Name, Addl;ess, Telephcne of Recipient:

16
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RECORD:

1. Date and time of call.

2, Exact language used.

3. 1 Male [] Female
[ Adult [d Child
Estimated age Race

4. Speech (Check applicabie boxes)

] Slow [ Excited 1 Disguised
[ Rapid J Loud [1 Broken
0 Normal O Normal [T Sincere
Accent

5. Background noises

6. Name of person receiving the call

17
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POOR for lost work time

3. Workers feel company cares for
their safety

SEARCH SYSTEMS.

SEARCH BY: Supervisors ADVANTAGES DISADVANTAGES THOROUGHNESS
S
lﬁl BEST for Covert search 1. Covert 1. Unfamiliarity with many areas.
E POOR for thoroughness 2, Fairly rapid 2, Will not look indirty places
R POOR for morale if detected 3. Loss of working time of 3. Covert search is difficult to 50-65%
v supervisor only maintain
é 4, Generally results in search of
(s} obvious areas, not hard-to-
R reach ones
Y 5. Violation of privacy problems

6. Danger to unevacuated workers

SEARCH BY: Occupants
8 BEST for speed of search 1. Rapid 1. Requires training of entire
¢ GOOD for thoroughness 2, No privacy violation problem work force
U GOOD for morale {with 3. Loss of work time for shorter 2. Requires several practical 80-90%
P. confidence in training period of time than for evacuation training exercises
A given beforehand) 4. Personal concern for own safety 3. Danger to unevacuated
¥ leads to good search workers

5. Personnel conducting search are
familiar with area

SEARCH BY: Trained Team
T BEST for safety 1. Thorough 1. Loss of production time
E BEST for thoroughness 2. No danger to workers who have 2. Very slow operation 90-100%
ﬁ BEST for morale been evacuated 3. Requires comprehensive

training and practice
4, Privacy violation problems




END





