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Investigative Technigues

Threat Analysis

The “
- Psycholinguistic

Approach

By MURRAY S. MIRON, Ph.D. and JOHN E. DOUGLAS

Professor Special Agent
Syracuse University Behavioral Sciences Unit,
Syracuse, N.Y. FBI Academy

On the night of March 1, 1932, the
infant son of Col. Charles A. Lindbergh
was taken from his crib in his parents’
Hopewell, N.J., home. A note left by
the abductor was.discovered on the
windowsill of the baby’s nursery. |t
read:

Dear Sir

Have 500008 ready 250008 in 20$
bills 150008 in 108 bills and 100008 in
58 bills. After 2-4 days we will inform
you were to deliver the mony. We warn
yot: for making anyding public or for
notify the police. The child is in gut
care. Instruction for- the letters are
singnature.

This note was one of several sent
to the Lindberghs. Errors in spelling
and syntax occurred repeatedly in the
notes, and these errors, running like
links frorm one letter to another, said
more than the writer could have intend-
ed. Their author often correctly spelled
such difficult words as “‘hazardous” in
other messages, while misspelling
such words as ‘“‘mony,” “anyding,” and
“singnature.” The phrasing of these
messages and the errors clearly indi-
cated that their author had been born
in Germany and that he could be ex-
pected to have retained a heavy Ger-
man accent. His message even
contains the German word “gut” for its
English equivalent *“good” and the
German pronunciation for “anything.”
Although such clues might have
helped to narrow the search for this

Quantico, Va.

infamous perpetrator, his apprehen-
sion was the result of an alert bank
teller’s identification of one of the ran-
som bills deposited by Bruno Richard
Hauptmann. A German-born, illegal
alien, Hauptmann had zin eighth grade
education and ‘a history of skirmishes
with the law.

Three months later, the baby’s
body, bearing an extensive skull frac-
ture, was found in a makashift grave
some 5% milés from the scene of the
kidnaping.

The Lindbergh case marked the
informal initiation of what toddy has
become a sophisticated modern tool
of law enforcement—psycholinguistic
analysis. PR
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During the last 6 years, a psycho-
linguistic research program, under the
direction of Dr. Murray 8. Miron of
Syracuse University and in coilabora-
tion with the Behavioral Sciences Unit
of the FBI Academy, has been tested
and developed into a set of techniques
which can be directly applied to the
management of threat analysis. This
psycholinguistic program is one in-
stance in which an academic science
has found widespread application in
the demanding circumstances of the
criminal world.

Combining the best of both psy-
chology and linguistic' disciplines, psy-
cholinguistic techniques provide an
understanding of those who use crimi-
nal coercion, as well as a rational man-
agement strategy, for dealing with such
a threat. Psycholinguistics' was origi-
nally developed as a research tool, but
the research has progressed to the
point where the techniques are now
being used in a wide range of criminal
investigations.

These new techniques have al-
ready proven effective. Concentrating
on the evidence which can be obtained
from the form and content of the mes-
sage, whether spoken or vrritten, the

Dr. Miron (standing) and Special Agent Douglas
read computer printout on a threat message.

6 / FBI Law Enforcement Bulletin

psycholinguistic technique microscopi-
cally examines the message for clues
as to the origins, background, and psy-
chology of the originator. Every sen-
tence, phrase, syllable, word, pause,
and comma is automatically scanned
by computer for what they can reveal
about the author. These messages can
also establish the author’s identity by
comparisons with other messages
whose authors are known.

“Combining the best of
both psychology and
iinguistic disciplines,

psycholinguistic
techniques provide an
understanding of
those who use criminal
coercion. . ..”

Evaluation of the Method

Judge William H. Webster, Direc-
tor of the FBI, referred in a recent
speech to psycholinguistics as a valua-
ble tool in criminal investigations. The
congressional hearings on terrorist ac-
tivities record testimony on these
methods as a major tool in combating

modern terrorism. The Honorable
Richard Ichord, Representative from
Missouri and Chairman of the House
Committee on Internal Security, speak-
ing on behaif of the committee said, “It
has become very evident from the tes-
timony received . . . that terrorism is a
growing international problem and that
our complex industrial society is be-
coming more and more vuinerable to
its. many manifestations.” ! Mr. Richard
Velde, then Deputy Director of the Law
Enforcement Assistance Administra-
tion (LEAA), also testified before that
committee.

“. . . we are now contemplating a
number of additional initiatives which
would enhance our ability to assist in
international efforts to reduce terror-
ism. | would like to briefly describe for
the committee some of these initiatives
now under consideration.

“. . . Prof. Murray S. Miron, prof.
of psycholinguistics at Syracuse Uni-
versity, [has initiated a] project entitled
‘Semantic Analyses of Threat Commu-
nications,” [which] would seek to
achieve an understanding of the per-
sonality of those individuals who em-
ploy threats of violence or property
damage as the central part of their
criminal behavior.

“Threats and subsequent behav-
ior would be studied to form the basis
for a threat analysis dictionary. Such a
dictionary could be used to automati-
cally scan threat communications ‘as
they are received in an attempt to iden-
tity the predicted outcome and courses
of action contained within the threat.

“As a result, police responsive-
ness to particuiar threatening commu-
nications could be improved markedly.
And we do have some experience, Mr.
Chairman, with this technique to ‘indi-
cate that there is a good likelihood of
success.”

“We feel that this discipline can be
of major value in these types of situa-
tions.” 2
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Since the time of these hearings,
terrorism has dramatically increased in
the world. The prophecy of these hear-
ings has proven to be correct. The
research effortin psycholinguistics was
implemented; now more than 4 years
later, with funding from LEAA, the
methods are being used in case after
case.

The Threat Dictionary .

When a threatening message is
received, it is entered into the comput-
er by means of a terminal keyboard.
The computer then scans the message
in an attempt to identify every word of
the communication. Each word's oc-
currence is assigned to a set of cate-
gories which research has identified as
important in the characterization of the
threat. These categories represent thie
word entries of a dictionary. Under
each category of the dictionary there
are a large number of words which
contribute to that category's definition.
The computer also serves to separate
word meanings which may be repre-
sented by the same spelling in a text,
and tabulates occurrences of such
things as punctuaticn, speech hesitan-
cies, misspellings, sentence construc-
tions, and other aspects of the
message. All of these tabulations are
printed out and form a profile of the
message.

Over the years, thz threat diction-
ary has continued to grow in size and
comprehensiveness. Today, there are
more than 350 categories representing
more than 250,000 words. Both the
categories and the words contained in
the dictionary are the result of analyz-
ing the wide range of threats gathered
in the course of the research. These
threats span from suicide notes to ter-
rorist communications, from clear in-
stances of hoaxes to threats which
have been carried out.

The computer also stores sum-
maries of over 15 million words gath-
ered from analyses of ordinary spoken
and written English. These files are
used to compare a message against
the usual forms of spoken or written
English. Unusual usages or word oc-
currences which differ from these

stored files are flagged by the computer
for closer examination. These files of
ordinary language are also used to
evaluate samples of speech or writing
in cases where the origins of two or
more communications are in dispute.
By weighing the vocabulary usages of
an author or speaker against the us-
ages employed by the average speaker,
one can derive a set of *signature”
words which are unigue to the individual

“ ..the
psycholinguistic
technique ... examines
the [threat] message
for clues as to the
origins, background,
and psychology of
the originator.”

and which can be expected to match
across differing communications.

Case Examples

The following actual case analysis
is representative of the sort of informa-
tion that psycholinguistic’ techniques
can provijde. Prepared from communi-
cations received from an unidentified
subject (UNSUB) who threatened a
flight from New York toc Geneva, Swit-
zerland, Dr. Miron drew several conclu-
sions. On the basis of psycholinguistic
analyses, he judged that the UNSUR
was a German-born male of at least 50
years of age who had immigrated to
the United States as an adult and had
resided in this country for at least 20
years. Further, the analyses indicated
that the UNSUB had probably written
previous messages to prominent offj-
cials in both the United States and
Germany. Perhaps most revealing was
the conclusion that the perpetrator's
personality compelled  him' to leave
clues as to his identity in the message
itself. At the conclusion of the extortion
message, there was a series of three-

digit code numbers which seemed to
correspond to the fictitious name of the
group UNSUB claimed he directed.
The following code appeared at the
end of the message:
Sig: 604 247 945 305 734 430
915 837 907 Reciprocal Relief
Alliance for Peace, Justice -and
Freedom Everywhere.

Each of the nine code groups ap-
pears to correspond to the nine words
of the group narne. No words are dupli-
cated in the group name or in the
three-digit code groups.

However, if the code groups are
rearranged so that each group is writ-
ten as a column of numbers, the code
would look as follows:

629374989
044033130
475540577

When arranged in this way, ‘the
first thvee code numbers, 6 2 9, corre-
spond to the alphabet letters of FBI.
Using a standard coding device which
employs a displacement key for the
remaining text, the next code groups
translate as “IM” followed by two ini-
tials repeated twice. Together the
transiation would read “FBi, I'm JK
JK." A search of the names of the
passengers on the flight revealed that
one of the travelers matched the pro-
file description and part of the initials of
the deciphered code. Search of the
records revealed that this passenger
had written and signed his name to a
series of similar messages written in
1969. Subsequent psycholinguistic
comparisons established that these
earlier messages were written by the
same suspect. After this identification,
the psycholinguistic tools were then
used to suggest methods for conduct-
ing the interview with the suspect. Us-
ing the clues gleaned from the
messages as to the personality of the
suspect, specific stratagems for ap-
proaching him were devised. These
involvec predictions as to-how the sub-
ject would react, and whether or nor he
might contemplate suicide or escape.

A member of the Royal Canadian
Mounted Police, in evaluating another
case involving messages from a terror-
ist group, said, “There can be no doubt
that Dr. Miron’s analysis of the threat
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communications has been of great value
to us. His opinions have helped to
resolve certain confusing aspects of
the investigation, but most significantly,
his analysis assisted us in successfully
resolving this case. To my knowledge,
the service of a psycholinguistic ana-
lyst has not previously been used in
Canada and, therefore, this case has
been of national significance.”

In still another case involving anal-
yses for the Los Angeles, Calif., Police
Department, the department reported
after identification of the suspect, “The
information you supplied narrowed the
field to five choices out of 7,000 men.”
The writer concluded with a personal
observation: If he were to leave a
threat message he hoped-that it would
not be analyzed by such techniques.

This case involved a series of tele-
vision appearances by a masked man
who claimed to be a member of the
Los Angeles Police - Department
(LAPD). In his interview, this “Masked
Marvel,” as he came to be called,
reported that he knew of “death
squads” on the force who assassinat-
ed minority citizens. The LAPD was
understandably quite anxious to identi-
fy this purported member of their force.
The psycholinguistic analyses of the
sound track of these interviews not
only narrowed the search for members
of the LAPD (it was not originally cer-
tain that he was an officer at all), but
described the Masked Marvel in suffi-
cient detail to narrow the suspects to 5
members of the 7,000-man farce.
Based only on the speech of this man,
the report was able to identify his place
of birth, age, education, background,
and location of residence cver the last
5 years, in addition to those purely
psychological factors which motivated
him. Some 2 years following these
television appearances, the Masked
Marvel resigned from the Los Angeles
police force and revealed he had been
the man who fabricated the exposé.?

'8/ FBI Law Enforcement Bulletin

Another case assisted by psycho-
linguistics concerned an extortionist
calling ‘himself B. A. Fox, who threat-
ened more than 250 major corpora-
tions and their executives with letter
bombs, adulteration of products, as-
sassination, and even infected. ticks.
The psycholinguistic analyses helped
to provide identification of the suspect,
as well as grand jury testimony leading
to his indictment.

“The psycholinguistic
analyses of the sound
track . . . described the
Masked Marvel in
sufficient detail tc
narrow the suspects to
5 members of the
7,000-man force.”

The suspect was first identified by
an investigation which had been nar-
rowed to a specific region of the coun-
try and a probable description of the
perpetrator on the basis of the psycho-
linguistic profile and other physical evi-
dence. After a number of suspects had
been identified in this manner, the psy-
cholinguistic analyses were then able
to compare the known writing of these
individuals against the anonymous ex-
tortion messages. As a result of those
analyses, one individual emerged as a
prime suspect. This evidence present-
ed before a grand jury was sufficient to
result in an indictment. At the time of
the suspect's trial, there was no prece-
dent for the admissibility of psycholin-
guistic testimony. Never before had a
jury heard testimony which identified a
suspect on the basis of such analyses.

Legal Status

The U.S. Attorney’s Office had on
other occasions contemplated using
such testimony, but in each instance
the suspect had either pleaded guilty
or other case evidence was sufficient
to secure a conviction. In the Fox case,
the District Court of Colorado ruled
against allowing the jury to hear Dr.
Miron’s testimony on the grounds that
there had been no precedent for such
testimony. Although the court's ruling

conceded that such analyses could be
of assistance in an investigation, it was
reluctant to. establish a precedent in
criminal law. The court stressed its
acceptance of the qualifications of the
government'’s . psycholinguistic expert,
but voiced its discomfort over the pos-
sibility of the computer invading the
court and of modifying what it charac-
terized as the established procedures
of criminal law. The court said:

“Now, | agree or | would concede
that this science can be helpful in an
investigative procedure. | think you can
ferret out things through this method,
all right, but when you come to deter-
mining the guilt or innocence of a per-
son charged with crime on this type of
testimony, if it is the only type of testi-
mony that's available, it is tragic if in
fact there is guilt but | wouldn't feel
comfortable . . . in presiding over a
trial where a man was found guilty
solely on this type of evidence.

"] don't think we need a judge. We
just punch it up and the computer
comes out and he is guilty. That's the
way he is going to arrive at his deci-
sion, a computer takes the whole hu-
man element out of it, it seem to me.

“Well, | just can’t feel comfortable
in permitting it.” *

The U.S. Attorney's Office moved
for dismissal of the case after this
ruling on the grounds that the govern-
ment did not have a case without Dr.
Miron's testimony.

In a subsequent case, only 11
months later, the Federal precedent for
psycholinguistic testimony was to be
established. A member of a murder-
for-hire ring had been indicted for ex-
tortion by the government on the basis
of incontrovertible physical evidence of
the suspect’s complicity in the crime.
There were a total of four extortion
messages, each representing separate
counts in the indictment of the suspect.

g e

Three of these messages were hand-
written and one was typewritten. The
FBI Laboratory had confirmed that the
three handwritten messages were pro-
duced by the same individual and had
succeeded in matching a fingerprint
fifted from one of these messages with
that of the suspect. The psycholinguis-
tic analyses had indicated that all four
messages were authored by the same
person. The judge in this case ruled
that the jury would be allowed to. hear
the testimony of Dr. Miron which linked
the fourth letter to the same source as
the other three. The jury reiumed a
verdict of guilty on all four counts of the
indictment.®

The Hearst Case

Perhaps the most dramatic appli-
cation of psycholinguistic methods was
in connection with the Patricia Hearst
case.

Soon after the first of the tape
recordings sent by the Symbionese
Liberation Army had been received by

the authorities, Dr. Miron prepared a
series of reports for the FBI. He de-
scribed the individual calling himself
“Cinque” as one who fit the known
background of Denald DeFreeze. Per-
haps more important, these reports
predicted that Patricia Hearst would
join the SLA and commit some criminal
acts with them. The analyses further
indicated that DeFreeze and his follow-
ers were suicidal and that they would
undoubtedly die in. a final shoot-
out with the authorities rather than
surrender.

Summary

These case examples represent a
fraction of the past applications of the
method. Admittedly, this technique is in
the developmental stage and its adapt-
ability to criminal investigative matters
remains limited in scope. With addition-
al research, experimentation, and re-
finement, psycholinguistics may well
take its place among the more estab-
lished means of crime detection. FBI
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