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Terrorism: Advice to Businessmen 
PINS 

~. As a result of terrorist attacks on private Americ~n ' 
citizens abroad, the Depal·tment has received numerous inquirie 
related to personal security f;:;Clll '-Ji\erican businesses with 
interests overseas. Country desks, SY, S/CCT, and other 
offices offer guidance as appropriate, but it is appreCiated ' 
that the most pertinent counsel is probably available fro. 
the post with which the overseas business or ~usinessman . 
normally deals. Accordingly, the party concerned is advi.ed 
to consult that post for information on the threat, if any, 
which may prevail, local qround rules and peculiaritie., etc. 

2. The Department has prepared the enclosure for selective 
distribution to business organizations which inquire here tor 
advice. Posts may wish to do likewise, again on a selective 
basis. It will be noted that this handout include. the 
recommendation that the security tips contained therein be 
confi.~ed or modified with the post security or other 
appropriate officer in the light of variable local condition •• 

Enclosure 1 

General Security Tips for US Businessmen Abroad 
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GENERll.I. SECURITY ,TIPS FOR U. S. BUSINESSMEN ABROAD 

No nation or individual is immune from acts of terrorism. 
The tragedy during the Munich Olympic!' in 1972, th,e Inaiming 
of a secretary at the British Embassy in Washington by a latter 
bomb, the virtual epidemic of kidnappings in Argent.ina, tht1 
murder of two Amerit:an diplomats in the Sudan, and the wave 
of airline hijackings wo~ldwide are but a few eX6mples of the 
global terrorist threat. 

The likelihood of terrorist inc.ldents varies fr()m country 
t~ country, d~pe~ding, at least in part, upon the stability of 
the local government and the degree of frustration of terrorilt 
groups or i~dividuals. Alert nations and individuals, prepared 
for possible terrorist acts, can minimize the Hkeliho,od that 
these 4Cts will be succpssfully carried out. American businell'l 
and businessmen abroad are at times singled out al targ·0ts of 
terrorists. In Argentina, for example, the internation"l busin ... 
commur,.i.ty has been hard hit by kidnappings and extortionist de
mands fOI' money. Several American businessmen have been' kid
n~pped there and a number of American-owned companiel have been 
lubject to extortion threa,ts. Past experience suggests that 
when a tactic proves to be successful in one country terrorist 
groups in other countries imitate such an example. 

precautionarr Measures. 

American embassies and consulates abroad are prepared to 
advisa any .\merican citizen, businessman or otherwise, who re
quests information on possible'terrori.t threat. in foreign 
countries. 

The security officer or other designated officer at a dip-
lomatic or consular pQst can provide the following information: 

the nature, if any, of the general terrorist threat in 
a respective country. 

whether American citizens or companies have been the 
target of any terrorist threat or action in the recent 
past. 

what ~~ecific areas of the cities or countryside are 
ccnsidered dangerous for foreign visitors. 

police requirement~ for employment of pcivate security 
services. 
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-- what steps to take in case f o a terrorist threat or act. 

zen In the cuse of a terrorist acti~n again~t 
or company, the en,bassy 01: consulate can: an American citi-

(aci U,tatt' co:nmunicati ith 
family of the' victim i~ns w 1 thhe home office and the 

o ~orma cannel. are not adequate. 

bo a hel.pful Haison with local enforc--ent 
~ authorities. 

proville guidelin"s and -It i 
of th~ victim or -his co~pa~;na\~es open to the family 
ment, ~.cw"ver, cannot make • e ~nited States Govern-
to r:oneeuo to the demands ~~et~ecisl.on whether or not 
It dwci910n that can onl e terrorists. This is 
of th~ victim. y be made by the family or comp~ny 

!n addition to the aid that rob i 
prov1uc to bUSinessmen abroad the fa~~ es or consulates can 
suggestions may be considered'wh e to °rirg general security 
territory believud to contain ~n rare 1 ng or re,siding in 
dnd fast rules and should be ch ~~or i s~s. Those are not hard 
ronsula te t.;, dettll"lr.' no if th ec w t the local embassy or 

,,'- ey are appropriate for local conditions. 
!.~a·"el Pr~'t.aut1ons 

:r' the ~xtent possible, avoid routine in the routes and 
t~:s °pa;~u~ movements to and from work and around 
kidn~ppers k~~:t~~~e!i~;i:idn~pPingS indicate that the 
SubstanUal period of tim '(n er surveillance for a 
months) to .::Iiscov a .everal days to eeveral 
able time a~d pla~! ;~~vel patterns and &rrange a suit
:ts ol\e of y~ur beat well~~:. kJ,4napping. Unpredictability 

"'han going (lut for any =eason i 
to tl7avel with a group cf ' avo d going alone. Try 
in nt~ers. ~~vle sineo there is safety 

If POsG~ble travel in a convoy whether to work o. 
tr(1volhny long distances. • lothile 

Insofar as pos~ible, travel 1 
thoroU<;hfal'~s, staying away ~;omy on busy, well-traveled 
roadG Av d I isolated back-co~ntry • (,1 (Ingerl)UI> areas of the city. 

On :nultipl.e-lane highways drive towar 

ft~o'ercerodadt' ~ha'li~g it more difficult fordyotuher center of 
.:> ~ .J curb. car £0 b. 
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k e all doors locked. When travelling iRlan :ut~:;!:~d :nfy a amall crack. Keep the window. c oae , 

ons that identify you a. an American Avoid cars or a~;~ or important. or a. someone r 

ff the .treet. at night. -- Park car. 0 tim 

o matter bow .hort the e. -- Lock unattended car., n 

tain that there are no _. Before entering your c:~~x:~~~~ed wire. or .trings su.piciou. Object.t~r 
insid. or undernea • 

packages in your car, find .u.picioua wire. or immediately to the !~f~: or residence, ro~~~ !~::mPt to r.move any .uch proper authoritie.. Do 

object. your.elf. eillance. Before 
Be .en.itive to the possibility 0: .urv

the 
.treet for .u.-

l.aving your Tr 'to het,~r hou.. check up an~_ OWftyou are being followed 
piciou. 1;11111:8. y t~~~e prac •• you frequent: if eo, to or fr~~ work, or 0 
notify police promptly. 

f r Home and Family Security Mea.ure. 0 •• ible by 

Ma"" your re.1denc. a. l:~~~:~P!~::':~ ~e of :~~1!!~~ 
in.tallation of a :~:terior floodUght .l=rd. might 
Ughting ~r ne:::.~tion d.,'ic... 0kth~o!:., iron grll1., 
by intrus 0 locka on door." ey und floor 
include deadbol! wherever possibl., for gr:

indow
• ac. 

or heavy ·~·::r~ in securing,upper-:::r~nu.ual door-
windows, a low roof., etc., to MatIer. 
e.s.ible by tre~:4ing glas. or Fr.nch door~ ~t 
ways, such a:O~d should b. instruct~ not A peephole or 
:!r~:e~u:lthout pr0'i~ !d=~~a~:~ vbiton can be 
emall window aperture would be us.ful. 
ob •• rved prior to .ntry tid. your lieu •• , 
Consider having a watchdog inside or ou s 
or both. 

nd protection tion is available, a i hbor-
If local pO~i~. ~!:;::t a patrol through ~~! ::t~Ol. are appears nee e , 1 po.alble. Where po hood as frequent y as 
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infrequent or nonexistent, <employ a priVate sec\;u:itl' 
patrol, perhaps in cooperation with neighboring residents. 

Arrange for your chUdrerl to be escorted to and from 
school. Instruct schOOl authorities that under no 
Circumstances are they to be picked up by persons other 
than family members or other authorized people. 

Do not permit unaCCOmpanied children to u •• taxi. and public tranS~rtation. 

Have a .ecurity or background check of all serVants. 

Instruct your servants and members of the household 
about their security responsibilities. emphasize that 
they are to admit no one not POsitively identified, 
to refuse information to strangers inquiring about your 
activities or whereabouts, and to accept no packages 
or other items, unl.ss they are POSitiVe of the eouree. 

Recognize that YOUr telephone will POssibly be tapped 
by POtential kidnappers. Be most discreet on the tele
phone in diSClOSing information concerning travel. to an 
area where a kidnappinq might be perpetrated. 

8e alert to persons disguised as public utility crews, 
road repair workers,' etc., who ID1gh't .tation themselves 
near YOur house, where they can observe your activ1ties. 
(Xn on. case a kidnapper disguised as a fruit peddler 
set up a fruit stand near the victim's hou ••• ) Report 
Such incidents to the police for cheCking out. 

Locate the telephone nearest your home and advise your 
servants and family of it. lOcation, for their us. in an emergency. 

-. Avoid croWds and Civil 4isturbanccs. Stay away fr~ 
areas in which you have no business. 

00 not become inVolved in disputes with local citizens. 
Xf others initiate troublesome incidents, leave the 
Scene as quiCkly a8 POssible and/or report the matter 
to the appropriate authority. , 

At some appropriate time, discuss with your family what 
you want them tCl do in Case you are k1dnapPlld. 

• 
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Suggested llehavior In Cilse of Kidnapping 

While 
applied i.n 
experience 
points, 

it i~ rEcognized that hard and fast rules cannot be 
kidnappings, embiLssiu!l, c(,:'Isulates, and others with 
in such si t\liltions sometimes emphasize the fol).ovin9 

Under all circumstances, attempt to stay calm and be 
alert to situations th,1t you can exploit to your ad
vantage. Remcmbe~ thnt the primary objective of your 
family and law enf.orc.cnlcnt officials Iofill be to secure 
your safe return as quickly as possible • 

Do lI('t IIttempt to fight br.ck or to struggle physically. 
Nc matter how "reasonable" your captors may' appear on 
the SUI' face, they cannol: be trusted to behave normally 
and their actions may be unpredictable. 

Comply with the instructions of your abdUctors as vell 
as YOlI can, 

Make a mer-tal note of all movements, inclUding time. u 
transit, direction, distances, speeds, landmark. alo~ 
the way, special odors and sounds like transportation, I bella, cunstruction, etc. ' 

I 
Whenever possible, take note of the characteristics of i I 
your abductors, their habits, surroundings, speech ! i 
mannel'!sms, and what contacts they make. Such inforu' j 
tion can be of great value in their ultimate appreheDaUi! ' 

i 
Generally, you cannot expect to have a good opport~lql 
to escapel .,ny attempt to eacape, however, should not I 
be made unless it has been carefully calculated to ~ 
the beat possible odda for auccesa. I 
Avoid making provocative remarks to your abductor •• M/ 
noted, they may b~ ~nstable individuals who react s.- ! 
plosively and are likely to be violent and abusive. ) 

October 6, 1973 
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