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SUBJECT! Terrorism: Advice to Businessmen
—..{ TAGS: PINS
REF {

15‘1ﬁﬁ+ T q. As a result of terrorist attacks on private American
citizens abroad, the Department has received numerous inquirie
related to personal security from American businesses with
interests overseas. Country desks, SY, S/CCT, and other
offices offer guidance as appropriate, but it is appreciated
that the most pertinent counsel is probably available from
the post with which the overseas business or husinessman
normally deals. Accordingly, the party concerned is advised
to consult that post for information on the threat, if any,
which may prevail, local ground rules and peculiarities, etc.

2. The Department has prepared the enclosure for selective
distribution to business organizations which inquire here for
advice. Posts may wish to do likewise, again on a selective
basis. It will be noted that thies handout includes the
recommendation that the security tips contained therein be
confirmed or modified with the post security or other
appropriate officer in the light of variable local conditions.

Enclosure:

General Security Tips for US Businesimen Abroad
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ROAD
GENERAL, SECURITY .TIPS FOR U.S. BUSINESSMEN AB

No nation or individual is immune irngggtstgg ;:izz:;sm.
. n ,
during the Munich Olympice ) .

or tt:z::{ary at the British Embassy in Washingtouizz uttztte
Ofm: 8the virtual epidemic of kidnappings in Arge:tthe.wa;é
o d'r of two American diplomats in the Sudan, ::m R e
m:ratrline hijackings worldwide are but a few e p.
o

global terrorist threat.

i incidents varies from country

likelihood of terrorist
to co:::ry. ;epending, at least in part, upon the stability :te
the local government and the degree of frustration of terroris

vals repared
Tor Poseible tarrorist a’c‘tif%22‘3‘523@2&E:ﬂ*ﬁgg‘&:éogugmm.
s aiod s 2gr§:gc:::£:tl{iﬁggrsingled‘out as targats of
::grggigzg?smiz Argentina, for e:gmplezntgeﬁigtg::::tgg:is:ugifcll
;:ﬁ::hggﬁ :::e??ens:é:ga?1§m2¥i:a?:§§§§:§:;m:2m::xgege::;21g;en
et Satorelon et B seperionce Sopgeita et
;:§:p: t:cg::egxggszcﬁzeseimitate such an example.

Precautionary Measures.

ared to
embassies and consulates abroad are prep ]
adviszrgzicg;erican citizen, businessman or othet:tsgét:?onre
quests information on possible terrorist threats in g

countries.

fficer at a dip-
ity officer or other designated o ;
lomaeE:eo:egz:sugnr post can provide the following informaticn

-~ the nature, if any, of the general terrorist threat in
a respective country.

have been the
- ] American citizens or companies
::i;::rof any terrorist threat or action in the recent

past.

-- what apecific areas of the cigies qr‘countryside are
ccnsidered dangerous for foreign visitors.

~= police requirements for employment of pcivate security
services.
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-- what steps to take in case of a terrorist threat or act.

In the case of a terrorist action against an American citi-
ien or company, the embassy or consulate can:

== facilitatce communications with the home office and the
family of the vigtim if\pormal channels are not adequate.

-- be a helpful ljaison with local enforcement authorities.

==~ provide guldelines and alternatives open to the family
of the victim or his company. The United States Govern~
ment, however, cannot make the decision whether or not
to concedn to the demands of the terrorists. Thisg is

a ducision that can only be made by the family or company
of the victim,

In addition to the aiq that embassies or consulates can
proviue to businessmen abroad, the following general security
suggestions may be considered when travelling or residing in
territory balieved to contain terrorists. These are not hard
and fast rules end should be checked with the local embassy or

consulate tu determine if they are appropriate for local conditions.

Travel Precautions

== To the extent possible, avoid routine in the routes and

times of your movements to and from work and around

substantial period of time (several days to several
months) to discover travel patterns and arrange a suit-
able time and place for the kidnapping. Unpredictability
i8 one of your best weapons. .

== When going out for any reason, avoid going alone. Try

to travel with a group cf psople since there is safety
in numbers.

-~ If possible travel in a convoy whether ts work or while
travelling long distances,

-~ Insofar as possible, travel only on busy, well-traveled
thoroughfares, staying away from isolated back-country
roads., Avuid dingerous areas of the city.

== On multiple-lane highways, drive toward the center of

the road, masirg it more difficult for your car to be
torced to the curb.

Dokl
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== When em"el)jnq ’“ an u\ltombi’.e, keep all doors locked.
KGOP the W1"d°w. closed, or °p°“ed o“lv a small crack.

erican
id cars or actions that identify you as an Am

- c :

::oal aomeone rich or important

Paxk cars off the streets at night. .
. 7 he time.
lock unattended cars, no matter how short t

-= Bafore ‘llte!lﬂg Yo ’ tmt there are no
ur car ascertain
lplcloul oijCt. or “"explﬂincd vtt‘. or .t!‘“qa
su

th.
inside or undernea

If you find suspicious wires or packages in your car,
- yo

ly to the

rt them immediate ch

Offic: ::t;g:tzgzif' ;gp:ot attempt to remove any su
it 1£
objects yourself. ce. Before

ive to the possibility of .“t:::I:::eet for sus-

-~ Be sensitiv house, check up and down re being followed
leaving your - 'to note whether you a ot if 80,
91¢1°“;r§;;:6;k, or other places you frequ

to or from

notify poiice promptly.

4 ily
Security Measures for Homs and Fam

ssible by
X 8 burglar-proof as po Y or
- :.‘: ¥?::1§:'32':°§u:g1a: ala:? lzigggé :;:e:: :ctivsecd
fgnt exterior 00 y rdo mione
lighting or even an L flood)lohe o ignt
e Toos on -locks, iron gr '
Aoty locks on dooru, key 'und PR
o ey agnens ever possible, for gro floor
oin::::y ::5':::3‘2:’-ecu: ng upper-story windo
A/ '

ual door-
csssible by trees, low roofs, etc., and unus .

’ * .

vays such as .1 161“9 g lase or French ‘m' [ ete

.14 u\‘ household .!\D“Id be 1“.“ ucted not to m‘- t
small window ‘P‘re“te 1“ a doomy "hu eV t-‘ tors can be

1.
cbsexved prior to entry would be usefu o,
Consider haviﬁg a watchdog inside or outside yo
or both.

- If local p°11C. pto ctio \'f la! 1. .M rotection
4 P
te i n 1. a .1 b ]
.P”‘r. "eeded' ‘.q“e't a pﬂt!ol th‘o\lqh your neigllbO!
tteq\l n ly as p..’-bl‘. 2 4 ] mlic. Nttol. are
’M as ent Whe

A e - ———
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infrequent or nonexistent, @mploy a private sSecurity

patrol, Perhaps §in Cooperaticn with neighborinq resi-
dents.

== Arrange for your childrer to be escorted to and from
school, Instruct school authoritieg that under no
ces

circumstan are they to be Picked up by persons other
than family members or other authorized people.

~= Do not permit Unaccompanied children to use ¢

axis ang
public tranaportation.

~- Have a Security or background check of al] servants,

phas
they are to admit no one not positively identifieq
to refuse information to strangers inquiring about

== Recognize that your telephone will Possibly be tapped
by potentia} kidnappers. Be most djg
phone in discloaing information concerning travels to ap
area where a kidnlpping might be Perpetrated

== Be alert to persons disguiged as public utility Crews,
road repair workers, etc., who might station themselves
hear your house, where they can observe your activities.

== Locate the telephone hearest your home and advige your
servants and family of its locntlon, for their use in

== Avoid crowdsg and civii di-turbance-. Stay avay from
areas in which You have no business.

== Do not become involved,in disputes with local citizeng,
If others initiate troublesome incidenta, 1

8Cene ag quickly ag Possible and/or report the matter
to the appropriate authority, :

== At some appropriate time, discuss with your family what
You want them tq do in cage You are kidnapped.
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Suggested Behavior in Case of Kidnapping

w
D

While it is recognized that hard and fast rules cannct be
applied in kidnappings, embassicy, cconsulates, and others with
experience in such situations sometimes emphasize the following

points.

A

October 6, 1973

-~ Under all circumstances, attempt to stay calm and be
alert to situations that you can exploit to your ad-
vantage. Remembeyr that the primary objective of your
family and law enforcenent officials will be to securs
your safe return as quickly as possible.

-= Do net attempt to fight hack or to struggle physically,
No macter how "reasonable” your captors may appear on
the surface, they cannot be trusted to behave normally

and their actions may be unpredictable.

==« Comply with the instructions of your abductors as wsll
as you can.

-- Do not discuss what action may be taken by your family,

friends, or company. i

1

-= Make a mental note vf all movements, including times i 3

transit, direction, distances, speeds, landmarks along
the way, special odors and sounds like transportatioen,

. bells, construction; etc.

o

-- Whenever possible, take note of the characteristics of

e e s ey s e
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i
your abductors, their habits, surroundings, speech [
mannerisms, and what contacts they make. Such informs |

tion can be of great value in their ultimate apprehwdn :

-- Generally, vou cannot expect to have a good opportunity |
to escape; &ny attempt to escape, however, should not i
be made unless it has been carefully calculated to lnm
the best possible odds for success. I

== Avoid making provocative remarks to your abductors. M
noted, they may be unstable individuals who react ex-
plosively and are likely to be violent and abusive.

Aoy






