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APPENDIX ONE:

WORKSHEETS
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WORKSHEET

@

IN THESE

MISSION
CONTEXTS

U

4.

WITH THESE
OBJECTIVES

[

@.8., supplies, services,
construction, RED

PROCURBMENT

STIMULATION, SUPPORT
(Assistance)

e.g., grants, 3rd party
beneficiary, loan
guarantees

PROVISION OF GOV'T
SERVICES

e.g., Hint, printing,
Park Service, gov't
operations/personnel

REGULATION, LICENSING

e.g. ICC, FCC,PAA, NCUA,
Merchant Marine

REVENUE PRODUCTTON/
CONTROI

e.g., IRS, Custams,
& F

@

THE INSPECTOR GENERAL LOOKS FOR

FRALD

WASTE

r

MON'T

ONTRLY,

Discovery of
Recipient's
Criminal Activity

Discovery of
Gov't Buployee's
Criminal Activity

Program Review

Introduction of
Management
Cantrols

Tightening of
Wasteful
Practices

ABUSE
) 1
Correction of Correction of
Error/Misinter- | Discretionary
pretation Abuse

Recognition of




WORKSHEET 2

TASK SUMMARY
Type of Case:
(mission context) (objective)
Other details:
References, examples:
TASKS : PEREGRMER (S)

NOTE: When task list is complete for this case, mark the mecst critical tasks
with an asterisk.




WORKSHEET 3

TASK ANALYSIS

Task (use action verbs to describe what the performer actually does):

In relation to, or for whom or what is task performed?:

To what standard must the task be performed?:

What is the goal, objective or outcome to be achieved through performance of task?:

What instructions, work aids or guidance are used to perform this task?:

What skills, knowledges, and abilities are necessary to perfomm task effectively?:

What are the consequences of inadequate performance of this task?:

What problems arise in accamplishing this task?;

. Suggested training and development assignments to enable effective performance:
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Type of Case:

* CRITICAL INCIDENT ANALYSIS .

WORKSHEET 4

Task: __ _

Critical Incident:

References:

EFFECTIVE
BEHAVIOR

INEFFECTIVE
BEHAVIOR
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APPENDIX TWO:

PRINCIPAL TASKS PERFORMED BY AUDITORS AND INVESTIGATORS

INVEST IGATIONS PAGES I - IO

AUDIT PAGES Il - I8




JOB:

INVEST IGAT IONS

TASK CATEGORY:_RECEIVE/ANALYZE/DEVELOP ALLEGATION

NUMBER: T

PRINCIPAL TASKS PERFORMED:

Receive complaint (wrltten/verbal known/anonymous) or referral from
Assistant United States Attorney (AUSA) and analyze It to determine i a
violation of Federal law or regulations has been comm]ited.

Review pertinent statutes to determine |f probable violation has taken
place.

Review departmental regulations to determine venue, jurisdiction and
impact of alleged acts.

Determine if information and statutes consti+ute sufficient reason for
investigation.

Interview program officlials to determlne background and character of possib le
subjects (or, if hecessary, interview the Informant for these) .

Review any previous investigative reports and grant documents for back-
ground.

Intferview informant/complalnant, program officials.

Determine 1f facts indicate |ikellhood of successful prosecution.




JoB: INVESTIGATIONS

TASK CATEGORY: ANALYZE AVAILABLE DATA

NUMBER 11

PRINCIPAL TASKS PERFORMED:

1. Determine what data is avallable and where it is located.

2. Obtain and analyze all records, reports, regulations, Information,
already in possession of agency to determine thelr relevance fto the
investigation (employee OPF, program flles, manuals,prior audit and
Investigative reports)

3. Review contract or other file to estabiish validity of complaint.

4. Interview "custodian" of Information (holder of tangible Information
knower of Intanglble information)

5. Review all daTa;deparTmenTal regulations In relationship to the
violation in order to identlfy the speclfic Federal crime committed.




JOB:__INVESTIGATIONS

TASK CATEGORY: DETERMINE CASE STATE/RECEIVE APPROVAL

NUMBER: P

PRINCIPAL TASKS PERFORMED:

—_—
.

Decide upon activity to recommend;
- Open Investigation

- Close matter
- Refer

2. Determine investigative course to pursue;

- Administrative
- Criminal

3. Prepare investigation request/proposal

4. Submit/present request or proposal orally or in writing
to approving authority fo obtaln concurrence/rejection.




JOB:

INVEST I GATIONS

TASK CATEGORY: PREPARE INVESTIGATIVE PLAN

NUMBER: 1V

PRINCIPAL TASKS PERFORMED:

1.

Determine scope of Investigation

Defermine all investigative team members, their roles, responsibllities,

and functions.

Determine duties of Investigators and auditors to achjeve necessary
tevel of documentation.

Determine goals and select priorities.

Select investigative procedures and methodologies to be used (e.g.
interviews, document exams, record searches, etc.) and discuss
alternatives.

Set tentative time frames.

Organize available data by category: :
A. In possession
B. Known of, needed
C. Potentially needed

Determine ways to obtain B. and C.

tdentify witnesses to be interviewed and in sequential order,

Determine possible statute violation(s).

Determine specific records needed to prove violation(s) and demonstrate

intent to defraud.

Determine personnel needs.

Evaluate possible needs for specialized technical equipment and the
means to obtain.




v JOB: INVESTIGATIONS

TASK CATEGORY:_ PREPARE INVESTIGATIVE PLAN
NUMBER: 1V

s PRINCIPAL TASKS PERFORMED:

3. Prepare all necessary forms to begin the investigation.
l4. Prepare subpoenas for records needed in the Investigation.

I5. Confer with AUSA regarding scope «f Tnvestigation to verify or
revise plan.




JOB:_|NVESTIGATIONS

TASK CATEGORY:_CONDUCT INVESTIGATION

NUMBER:_V

PRINCIPAL TASKS PERFORMED:

14.

1.

10.

11.

12.

Locate and Interview witnesses to obtain iInformation regarding the alleged
crime; write reports of interviews for AUSA.

Locate and interview subject(s) of investidgation; write reports of inter-
views for AUSA.

Locate and Interview (and reinterview, if necessary)subjects, = employees,
business associates, third parties, efc.; write reports of interviews for
AUSA.

Develop and establish necessary !l Palsons (Informantsl
Make plan for cooperative investigation

Conduct site visits (surveillances)

Obtain necessary photographs

Obtain written, ftape recorded, and stenographically recorded statements,
sworn statements, affidavits, efc.

Review all necessary records; assist auditors as necessary.
Update, adjust investigative plan as necessary

Prepare, serve subpoenas (if necessary)

Collect and preserve all evidence.

Prepare for filing of criminal complaint to answer:

Who is the subject(s), victim(s)?
What illegal activity took place?
Where this activity occurred?
When it occurred?

How it occurred?

Why I+ occurred?

OUl BN —

Determine if suspect(s) is involved in other criminal activity as I+ relates

to basic allegation. 6




JOB: [INVESTIGATJONS

TASK CATEGORY: ANALYZE/ORGAN | ZE/REV | EW/EVALUATE DATA
NUMBER: VI

PRINCIPAL TASKS PERFORMED:

. Select format for analysis and summary.

- 2. Organize data by criteria of outcome.

3. Determine chronology of events.

4. Review all notes, testimony, memoranda, and evidence to determine vaiidi+y in
relation to allegation.

5. Determine cost vs. price or other critical elements of case; compare reports
of other cases.

6. Determine knowledge of law, willful intent to defraud.
7. Prove impact of fraudulent act on government.

8. ldentify specific responsible persons.

9. Compile all necessary exhibits

0. Prepare evidence for laboratory examination

I'l. Review federal statutes

2. Maintain chain of custody

3. Maintain evidence list with cross references

|
4. Determine if any steps are missing or if any gaps are present.




JOB: INVEST | GAT |ONS

TASK CATEGORY: ANALYZE/ORGAN | ZE/REV | EW/EVALUATE DATA

NUMBER: VI

PRINCIPAL TASKS PERFORMED:

I5. Relnterview (if necessary) to clarify Information.

6. Make presentation of case to AUSA.
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JOB: INVEST IGATIONS

TASK CATEGORY: WRITE/SUBMIT_FINAL REPORT

NUMBER: VII

PRINCIPAL TASKS PERFORMED:

i I, Determine format and report outline to be used.
- 2. Organize and correlate all Investigative data, findings and results.
3. Compose and write a detalled, accurate report giving concise, factual

information of the results of the investigation to include +he following:

- all known, verified data
- outline of events

~ findings

- conclusions

- recommendations

4. Write synopsis using report inserts

5. Insure that the report contains all evidentiary exhibits
6. Insure that the report contains no extraneous Information.
7. Review entire report for completeness

8. Submit report through proper channels.




JOB:__INVESTIGATIONS

TASK CATEGORY:_POST INVESTIGATION DUTIES
NUMBER: VIII

PRINCIPAL TASKS PERFORMED:

1. Assist U.S. Attorney In preparation for and presentation of case to
Grand Jury for indlictment.

2. Assist U.S. Attorney .in pre~trigl preparation of case:

1) Prepare summaries and charts

2) Conduct pre-frial interview of witnesses
3) Organize and maintaln custody of evidence
4) Maintain evidence/witness lists

3. Assist U.S. Attorney at frial

1) Maintain control of evidence

2) Provide questions based on witness testimony

3) Testify when necessary

4) Shepherd witnesses

5) Conduct last minute investigation steps (e.g. obtaln
facts to rebut defenses or explanations ralsed in frial)

4) Prepare required administrative forms at conclusion of disposition
(trial) e.g.:

- Write report of legal action

- Transmit case file to records storage
- Assist civil arm of service In ciosing case

-10-




JOB:

AUDIT

TASK CATEGORY: RECEIVE/DEVELOP ASS|IGNMENT
NUMBER: I

PRINCIPAL TASKS PERFORMED:

Based on a Congressional Inquiry; letters of complaint from contractor(s);

request from Undsrsecretary to revliew the performance of a program In which
costs are steadily Increasing; need for scheduled audit; or a Headquarters

request for a special Initliative audit, determine 1f audit or Investigation
s needed and define general audit objectives.

Discuss asslignment/request/need with management to clarify intent and
objectives.

ldentify what will be needed to do the Job, e.g. available staff resources,
work space, flles, !lalson personnel, etc.

Determine background (what has happened since last audi+) and potential
problems facing audit (availabllity of personnel, time constralnts) and
determine what coordination will be needed.

Establish scope of audit in order to IImit+ areas of study and highlight
significant areas of potential control! weakness.

H




JOB: AUDIT

TASK CATEGORY: RESEARCH/SURVEY AVA!LABLE INFORMATION

NUMBER 11

PRINCIPAL TASKS PERFORMED:

|. Discuss program with management fo get overal | understanding of program and
its intent.

2. Inform program management of the review; make certaln they know purpose and
scope of audit to be conducted; establlsh rapport.

3. Determine how the program to be audited Is supposed to operate.
4, Review pertinent laws, leglislative history, controlling regulations.

5. Review program policy, decisions of appeal board or management, program memos,
handbooks, etc.

6. Analyze previous audit reports fo determine previous problems.

7. Review a sample of cases to determine status and problems causing delays or
error; include veriflcation of such things as unllquidated balances (procure-
ment cases).

8. Test transactions processed through system to determine degree of control
weakness and quantify dollar amounts of Inaccurate transactions.

9. Analyze computer prinfouts, EDP controls, schedules of program data to ldentify
potential Irregularities or deficiencles for further review.

10. Discuss test results with auditee to establish causes of any problems;
establlsh leads for Improvements (leading to eventual recommendations).

1. Establish agreement with state/local government to use data
flles relating to subject of audit.

12. Research background on [tem or service procured that is +he subJect of audit;
prepare history.

-|2=




JOB: AUDIT

TASK CATEGORY: RESEARCH/SURVEY AVAILABLE |NFORMAT |ON
NUMBER Il

PRINCIPAL TASKS PERFORMED:

|3. Research companies which market item or service, especially thelr marketing

procedures; prepare history.

|4, Prepare history of program; provide enough background-specific Information,

specialized Jargon encountered in connection with subject of audit, and any
pertinent technical knowledge.

-| 3=




JOB:

AUDIT

TASK CATEGORY: PLAN THE AUDIT -

NUMBER: IIP

PRINCIPAL TASKS PERFORMED:

Formulate specific audit obJectives according to the scope of the audit
determined TI'n task category I.

Develop audit guidelines for each audit objective; determine audit sites,
people needed, fravel requirements.

Draft an efficient, practical plan for conducting the audit.
Describe a balanced audit approach or technique.

Devise reporting and coordination requirements for the audit.
Specify timeframes, deadlines.

Develop audit steps (audit guidel to be used in performance of the audit
to ensure that all auditors working on the project will follow the same
steps and develop the same fype of information.

Determine (with AUSA and audit managers) the bést, most controlled use of
staff, facilities, equipment, technical resources, supplies.

Prepare training or orientation needed to ensure uniformity, standardization
of audit reports by different teams.

[dentify cases to be examined.

Devise workpapers to be used (for standardization).
Assign auditors to feams, worksites.

Determine what additional research is needed.
Coordinate audit plan with investigation plan, if any.
Test audit. plan.

-14-




JOB:

TASK CATEGORY . CONDUCT THE AUDILT

NUMBER 1V

PRINCIPAL TASKS PERFORMED:

. l.

Conduct a training session for auditors who participate In the project.
Conduct an entrance conference at each site.

Conduct the audit using the audit plan; review files of identified projects;
interview office staff and other parties to pursue potential irregularities
and determine whether there have been illegal actions and if administrative
deficiencies exist.

Document/summarize results of reviews and interviews in order fo document:
work, draw/verify conclusions, decide If illegality exists.

Analyze program files, looking for flags identified in audit guide;
select projects for detailed review based on discrepancies noted.

Conduct detalled review of procurement problem areas selected In plan in
order to evaluate: '

- adequacy of competition;

- scope of work based on written description, plans, drawings,
estimates, etc.

- effectiveness of internal controls such as division of responsibility,
inspection, efc.

Discuss documents with operating personnel to get ciearer understanding
of the documents reviewed and determine availability of other information;
gather enough information to draw conclusions.

Review case files to obtain specific case-related information.

Obtain needed technical assistance from architects, engineers, etc., to
inspect work for fechnical compliance with contract requirements.

Gather facts through use of computerized printout of accounts receivable
and manual support documents to determine current status of accounts.

Idertify and follow through on cases where problems were identified In
order to determine what was done and why problems exist.
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JOB:_ AlIDIT

TASK CATEGORY: CONDUCT. THE AUDIT

NUMBER: 1V

PRINCIPAL TASKS PERFORMED:

2. Compare Infernal records: with vendor/sponsor records to reveal any
Inconsistencies, problems.

3. Report findings/difflicuities to audlitor=in~charge and/or audit
manager.

4. Decide when and how to deviate from audit plan.
5. Monitor results to Insure consistency.
6. Examlne, tabulate, summarize results for each station or region.

17. Determine if problem exists; its causes and effect; corrective
action needed.

18. Develop recommendations to bring about corrective action.

{9. Separate items to be referred to management and those referred to
Investigations.

20. Prepare referrals/suspicion of Irregularities (S.0.1.'s) to clearly
define suspected items that indicate possible fraud and/or abuse; transmit
to Investigations.

21. Discuss results and recommendations with program managers and administrator
to Inform them of audit results, receive their comments.

-6~




JOB:

AUDIT

TASK CATEGORY:__WR|TE REPORT QF AUDIT AND FINDINGS

NUMBER: V

PRINCIPAL TASKS PERFORMED:

1.

Summarize findings to determine causes of problems disclosed.

Check to see that all findings are complete and factual.

Consolidate findings and Individual summaries.

Determine if all needed facts are present to properly substantiate report.
Organize and develop an outline for the report.

Write a draft report of audit findings and recommendations from tabulation
of summary of results fo provide management with Information from audit,
and to convince them to implement corrective actlions/recommenda+ions
presented.

Transmit draft to G and program management to ellcit comments.

Conduct exit conference with management in order to glve them a chance to
respond and to resolve disagreements. Obtaln management views Informally
before seeking written position. Try to'*each understanding of and agree-
ment on positlon, actlons to e taken. ‘

Assess management's written reply to draft to determine whether 1+ Is
responsive. If management does not concur, decide next action to resolve
differences. )

Write final report to inform of and document final audi+ results. Include

management position and identify any matters requiring resolution at higher
level. .

Make recommendations for changes In law and procedure.

Subm!t tralning needs recommendations +to tralning staff for further
definition and cerrectlive action supporting report.

Issue final report to top administrators and Secretary of Department.
Report should contaln auditee's final positions on findings and recommendations.

Report to Congress.
-17-




JOB:

AUDIT

TASY, CATEGORY: FOLLOW-UP
NUMBER: VI

PRINCIPAL TASKS PERFORMED:

N

Review and evaluate written responses to audit report; determine if
corrective action Is reasonable, legal; If any new solutions (outside
of audit recommendations) were adopted; if any new policy decislons
resulted.

Conduct follow-up interviews with management to determine compliance
with recommendations.

Conduct survey to see if all reported deficiencies have been followed
up and corrective actions implemented.

Refer follow-up cases to management for corrective action; refer to
Investigations for review; identify refunds, rebates, credits and
work accomplished as a result of audit.

Determine whether new legislation was introduced to correct problems.

Assist investigator by interviewing subjects, reviewing appropriate
files and workpapers In order to prove/disprove the audit recommendation
and obtaln indictment, 1 appropriate.

Write second report for Inspector General, i f there has been no action

taken despite recommendations, to insure that corrective action will be
taken.

-{8-




APPENDIX THREE: SUPPORTIMG TASK ANALYSIS DATA

. INVESTIGATIONS PAGES 2 ~ 27

1. AUDIT PAGES 28 - 45
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JOB:__INVESTIGATIONS

TASK CATEGORY:

RECEIVE/ANALYZE/DEVELOP ALLEGATION

NUMBER: |

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF TNADEQUATE PERFORMANCE

Reluctance of complainant and others to
cooperate

Pressure from supervisor fo conclude pre-
liminary inquiries before enough infor—
mation has been obtained (not enough
time)

Agency files in disarray

Not sufficient ftime with
evaluate Them

interviewees fo

Trying to focus non-specific allegations

Unproven reliability of anonymous
source

Premature abandonment of viable investi-
gative approach

Inadequate information available to
develop allegation

Lack of cooperation by other agencies in
sharing intelligence information

Reluctance on part of management to
allocate resources for novel approaches
to criminal investigations

Generating substantial initial interest
from U. S. Atftorney's Office

Interviews: incomplete information;
wrong person accused; lack of spe-
cifics fto corroborate case

Inadequate background research: failure
to get enough information for good
investigative plans; unweildy, un-
focused investigation; inability to
get management's interest in case;
lack of support from AUSA; inability
to make appropriate judgment/recom-
mendation

Fraud vulnerability assessment [nadequate;
failure to open an ‘investigation when,
In fact, there Is significant loss to
the government




JOB: INVESTIGATIONS

TASK CATEGORY: ANALYZE AVAILABLE DATA

NUMBER: 11

PROBLEMS IN ACCOMPLISHMENT

Inaccessabli ity of records or not enough
records available

Unavailabl ity of specific persons

Anonymity of original information/
allegation

Short time deadlines

Leaks to subject of investigations
(altered files)

-

Availability of auditor familiar with
case

Type of crime alleged has never been
tried before

Program regulations/personne! not clear
on what constitutes a violation

Lack of cooperation of persons who can
assist in data analysis

Agency bookkeeping deficiencies

CONSEQUENCES OF INADEQUATE PERFORMANCE

Expenditure of excessive time later in
investigaticn

Inabllity to get supervisors concurrence
with recommended action.

Poor investigative plan

Decision to pursue investigation when no
Federal crime existed or crime not at
all clear

Incomplete identification of all
Federal statutes that apply in case
) ;

Inconclusive investigation




JOB: _INVESTIGATIONS

TASK CATEGORY: DETERMINE CASE STATE/RECEIVE APPROVAL
NUMBER: 111

PROBLEMS IN ACCOMPLISHMENT CONSEQUENCES OF INADEQUATE PERFORMANCE

Error in judgement/recommendation Failure fo see forest for trees

Inability to collect enough information
initally fo convince supervisor to
allow investigation to continue

Failure to receive approval for
Investigation



JOB:_INVESTIGATIONS

TASK CATEGORY:_ PREPARE [NVESTIGATIVE PLAN
NUMBER: 1V

CONSEQUENCES OF INADEQUATE PERFORMANCE

PROBLEMS IN ACCOMPLISHMENT

Shortage of data resulting in pursuit
of red herrings

Too much time spent in Investigation

Critical issues not addressed/resolved
Critical path obscuped by confusing or
missing data

1

Cooperating Investigators/auditors
time used unnecessarily
Unrealistic time constraints pro-
hibiting normal Pnvestiggtion pro-
cess ‘

Delays in investigation caused by
waiting for summoned evidence

Imprecise communication between auditor Improper scope leading to not enough

and investigation regarding level documentation to prove allegation
of documentation and expected conclu-
sion

1

Faulty methodology; documentation
impossib le
Inadequate resources to complete plan

Cases with higher priority cause delays

Vagueness of allegations
Inability to locate witnesses, needed

evidence

Inability to decide if witnesses/subjects
are really cooperating




JoB: [INVESTIGATIONS

TASK CATEGORY:___CONDUCT INVESTIGATION

NUMBER: V

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

Reluctance of witnesses
Limited availability of records

Restrictive policies/guidelines; lack
of any guidelines or policies

Short deadlines
Other priorities taking precedence

Inability to follow all leads because
of lack of investigative staff

Tendency fo assume facts
Agency not supportive of |G function

Political influence used to stifle
investigation

Trying fo reconcile different formats
and types of records kept by various
entities in case in order to produce
clear picture

Financial Privacy Act, Privacy Act,
Miranda Rule

Media interference
Minority harassment smokescreens

Lack of int+iative of U.S. prosecutors

Failure to support case with enough Info-
rmation

Too much time devoted to case
Improper conclusions/recommendations made
Case not accepted for prosecution

Suppression of information due to improper
interviewing technique or improper
receipt of records

Injury/death to undercover personnel




JOB: INVEST IGAT |ONS

TASK CATEGORY:

CONDUCT INVESTIGATION (V)

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

Poor security duping inyestigation re-
sulting n "blowing the coyep!

Legal problems emerging from entrapment
rules

Defense Attorney blocks
Court chal lenges to summons

Language probiems




JOB: INVESTIGAT IONS

TASK CATEGORY:

ANALYZE/ORGANIZE/REV | EW/EVALUATE DATA

NUMBER: V1

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

Time constraints; pressure to complete
investigation before ready

An error or fault which occurred in
earlier step

Failure fo properly define scope or
objective of investigation at the
outset

Sloppy investigative work; inability to
support al legations

Incorrect correlation of data collected
Understanding terminology used in records
Il legal methods of obtaining evidence

Notes ftaken during investigation become
stale; notes incomplete

Gleaning only that info that is per-
tinent in preparation for presen-
tation

Inabl 11ty fo write comprehensive resport

'nabiiity to reach conclusions because
of "holes in case"

Declination of prosecution due to con-
fusion as to detalls of investigation

Erroneous conclusions

Inadmissable evidence




JOB: INVESTIGAT |ONS

TASK CATEGORY:

WRITE/SUBMIT FINAL REPORT

NUMBER: VII

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

Sifting through masses of Info gathered
during investigation; choosing signif-
icant info to be included

Failure to edit and reread for "holes,"
lack of evidence, disorganization,
etc. '

Case killed at any of various levels of
review due to reader misunderstanding,
left-out facts

Additional time commitments in order tfo
rewrite report, answer reviewers'
questions

Prosecution declines case due to "holes,"
unsupported facts, etc.

¥

Prosecution, through misunderstanding of
Information as presented in report,
bases theory of case on Incorrect
Information




JoB: [INVESTIGATIONS

TASK CATEGORY: POST INVESTIGATION DUTIES

NUMBER: V111
PROBLEMS IN ACCOMPLISHMENT . _CONSE UENCES OF INADEQUATE PERFORMANCE
lnability to determine where all the Suppression of evidence

Information 1s; enormous amount of '

data

Fallure to anticipate defenses because
of Incomplete review of records
Personality clashes between AUSA and
investigator :
Poor relations between prosecutor/agency
offlctal and investigator; Inadequate
Stage fright during cross examination . prosecution or administrative action

Lack of mental organization and in-
adequate familiarity with case Aquittal

-]0-




JOB: [INVESTIGATIONS

TASK CATEGORY: RECEIVE/ANALYZE/DEVELOP ALLEGATION

NUMBER: |
A, SKILLS KNOWLEDGES/ABILITIES
TASKS , TASKS o ; . .
'Knowledge of:

i, 2 Ability to locate statutes, 8 Prosecution criteria
8 Common defenses

2, 3 Ability to research In manuals,

handbooks I, 2 Elements of crimes

5, 6
& 7 Rules of evidence

6, 8 Basic Accounting/Auditing 2, 3 Sectlons of applicable laws
3 Federal rules of criminal

procedures
6 Document scanning (quick analy-
sis/inspection of voluminous
"material) 4, 5, Sources of Information
&5
5,7 Interpersonal skills 6 Modus operand! used by
violators of the program
being Investigated or
similar kinds of program |

5, 7 Interviewing

6, 8 Mathematics 6 Genera! accounting princi-
ples

5, 7 Notetaking I, 5

& 7 Human motivation (how to get
trust, cooperation)

5,7 Oral communication 6, 8 Program knowledge of program
under scrutiny (procure-
ment, grants, workman's
compensation, etc.)

-1]-




JOB:___INVESTIGATIONS

TASK CATEGORY: RECEIVE/ANALYZE/DEVELOP ALLEGATION

NUMBER: |
SKILLS KNOWLEDGES/ABILITIES

TASKS TASKS

6 . Questioned documents

Abtlity to:
3 Interpret regulatiorns
4, 5 Assess program vulnerabl |1ty
to fraud

-2~




JoB: INVESTIGATIONS

TASK CATEGORY: ANALYZE AVAILABLE DATA

NUMBER: 11

SKILLS

KNOWLEDGES/ABILITIES‘ZV

TASKS

4 Interviewing

2, 3 } Accounting

Mathematics

2, 3 How 40 reed a file (e.g. Grant,

Procurement) and obtaln
necessary Information

2, 3 Bookkeeping

-13-

Sources of information

(Internal/external)

Rules of evidence

- Elements of crimes

Principles of accounting

Know|ledge of correct grant/
procurement procedure

Knowledge of which program
regulations to review,
which program personnel to:
Interview

AbTlity to know when and
how to communicate with
AUSA

Khow ledge of industry/activ-
Ity subject Involved in
(e.g. clothing/aircraft,
manufacturing, etc.)

Knowledge of agency's paper-
flow




JOB:

INVEST |GAT IONS

TASK CATEGORY: DETERMINE CASE STATE/RECEIVE APPROVAL

NUMBER: 111
SKILLS KNOWLEDGES/ABILITIES
TASKS TASKS
3, 4 Oral briefing skills 1,2 |.Abi!ity to synthesize data
(preparation/delivery) Into appropriate conclusions
3, 4 Writing skill (planning/writing) 2, 3 | Ability to present persuasive
oral and written proposals
2, 3 | Ablllty to organize thoughts,

-4

determine priorities




JOB:___INVESTIGATIONS

TASK CATEGORY: PREPARE INVESTIGATIVE PLAN

NUMBER: 1V

SKILLS

KNOWLEDGES/ABILITIES

TASKS

5, 7

Outlining (Logical arrangement

(of tasks, documents, etc.)

&5 Case Management

-15=-

TASKS

I, 10
13,14

- Rules of evidence

Requirements for a legally
enforceable summons

Theory of each method of
proof; when each method
Is appropriate; criteria
for proper use of cooper-
ating tnvestigators' time

Federal Statutes (Criminal
Code)

- Agency regulations

Agency programs/procedures
Sources of Informaflon

Privacy laws

- Know ledge of Industry iIn

which subject is engaged/
working, 1f applicable

Knowledge of legal procedure

Knowledge of agency's
investigative capabllity




JOB: INVESTIGAT IONS

TASK CATEGORY: CONDUCT INVESTIGATION
NUMBER: V.

SKILLS KNOWLEDGES/ABILITIES

I, 2, 3| Interviewing - ability fo extract|7, 8, Rules of evidence
important Information through (& 12
oral questioning; ability to
deal with hostile/uncooperative
witnesses; use various tech-

niques
9 Accounting 14 Elements of offenses
9 Math 9 Knowledge of record-keeping
systems (especially records
kept by auditors)
All Basic Investigation I1, 13 |Criminal law, criminal proce-
tasks dure
1,2, 3| Effective [lstening 9 Abtlity to extract needed info-
mation from voluminous re-
cords
1,2, 3 | Report writing
7 Photography 9 AbTlity to give audit assist-
ance
4,6,7, :
& 14 Surveillance (undercover
operations) 9 Knowledge of standard busi-
ness practices
6 Firearms 1,2,3 | Knowledge of "street talk"
6 Self defense 1,2,3 | Knowledge of modus operandi of
& 4 subjects/similar types of
subjects
6 Driving 5, 10 | Knowledge of leygal decisions/
guidelines (e.g. entrapment)
1,2,3 | Notetaking ~ 14 Administrative procedure and
policy
1,2,3,
& 4 Spanish language

5, 10 Case and time management

6 Use of speclalized electronic
surveil lance equipment

-16-




JOB:

INVEST |GAT IONS

TASK CATEGORY:

ANALYZE/ORGAN1IZE/REV | EW/EVALUATE DATA

NUMBER: VI
SKILLS KNOWLEDGES/ABILITIES
TASKS TASKS ' o ;
1,4,9, Basic organizing skills (putting |4,14,15 ‘Ablllfy to synthesize large
13,14 things in order) amounts of offen unrelated
information
1,2,3 Preparing an Outline
4,8,9, | Rules of evidence
10,12, :
16 Briefing skills 13
1,5,6 Accounting 8 Criminal procedure
4,6,8 Elements of crime: How to
' effectively present cases
to US Attorney
9,13 Knowledge of how the court
system works
6,8, 11 Knowledge of Agency Regulations
and applicable US Code
violations
5,6,7 Knowledge of Accounting,
business procedures, and
industry practices
4,5,6,8] Methods of proof
9,15
7 Ability to present simple

-17-

mathematical computations
In report




JOB:

INVESTIGAT IONS

TASK CATEGORY:

WRITE/SUBMIT FINAL REPORT

NUMBER: VI1
SKILLS KNOWLEDGES/ABILITIES
TASKS TASKS
|-8 Report writing 3, 5 Rules of evidence
6, 7 Editing/proofreading 1, 8 Report requirements of agency
(format & contents)
3 Grammar/spelling
2,4,6 Abillty to logically organize
large amount of information
facts/events into pre-
scribed format
3,5,6 Knowledge of what constitutes
Intent
3 Knowledge of common defenses
and rebuttals
3 Ability to present simple
mathematical computations
in body of report
3, 6 Knowledge of criminal offenses
3 Knowledge of agency regulationg

-18-




JOB: _INVESTIGATIONS

TASK CATEGORY: POST INVESTIGATION DUTIES

NUMBER: V11|
SKILLS KNOWLEDGES/ABILITIES '
TASKS TASKS
I, 2 Preparation of exhibit lists 1, 2 [Abllity to follow Instruction
I, 2 Preparation of trlal llsts 3, 4 |Ability to take Initiative
without constant supervision
1, 2, 3|Listening skills 2, 3 Knowledge of civil and criminal
' law and procedure
3 Testifying in court 2, 3 Knowledge of court system
4 Report writing 2, 3 Ablltty to organize,maintain
chain of custody
2 Interviewing

-19-




JOB: INVESTIGATIONS

TASK CATEGORY:

RECEIVE/ANALYZE/DEVELOP Al1EGATION

NUMBER: |

SUGGESTED TRAINING AND DEVELOPMENT
ASSTIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

- Classroom training with practical
exercises in Basic Investigative
Techniques, Laws, and Regulations

- Training In elements of crimes within
the Department's jurisdiction

- Training in proper techniques for
presenting cases to U. S. Attorney

- Training in learning to make "judgement
calls"

- Courses designed to heip investigators
be more |) Logical, 2) Tenacious

~ As necessary courses designed for
investigators in programs such as:
- Procurement

- Assistance (Grants)
- Employee Benefits

-~ Training in human behavior

- Agency program briefings for investi-
gators, not specialists

—20-

~ S/A Handbook

- Program Handbook

- NCIC Computer

- U.S. Code

- Agency regulations

- Supervisory Input

- Consultations with program management

- Guidance/consultation with General
Counsel and Department of Justice

- Guidance from special experts (e.g.
engineers, program managers, auditors)

- Typewriting standards (Questioned
document analysis)




JOB: INVESTIGAT IONS

TASK CATEGORY: ANALYZE AVAILABILITY

NUMBER: 1|

SUGGESTED TRAINING AND DEVELOPMENT INSTRUCTIONS, WORK AIDS, GUIDANCE
ASSIGNMENTS TO ENABLE EFFECTIVE USED TO HELP IN PERFORMANCE
PERFORMANCE _ o '

Provide organizational charts and check- - Interviewing format, guides

lists for type, location and procedures
for obtaining internal documents

- S/A Handbook

Intferviewing exercises developed especlal-
ly for this phase of iInvestigation - - Procedure manual

Seminars on agency programs/procedures - Policy statements
for contracting, etc.

- Sample Investigative plan
Basic computer programming and securlty -

- Public documents on the process ,
Practical exercises Involving analysis involved (e.g., grants, procurement)
of work records e.g., contract files

- Audit report (work papers leading to
request for investigationl .

|
~ Department regulations/U.S. Code

-~ Contract Procurement File Review
Checklist

-~ Police Intelligence Files




JOB:  INVESTIGATIONS

TASK CATEGORY: DETERMINE CASE STATE/RECEIVE APPROVAL

NUMBER L1

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

Training on fraud statutes and elements
profiTt

Preparing and presenting an oral brief-
ing

Classroom practical exercises in ana—
lyzing and discussing mock. allegation
files

Evaluation of real files under close
supervision during OJT

Frequent opportunities during OJT to
discuss analysis and decisions of
other tralnee or journey level
investigators

=22~

Sample briefing outlines from other
cases




JOB: INVESTIGAT LONS

TASK CATEGORY:

PREPARE INVEST IGATIVE PLAN

Cry)

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

- Classroom training and practical
exercises I'n:

1Y Rules of eyidence
2). Requirements for summons

3) Theory of each method of proof

4) Outlining
- Basic Investigatiye Techniques

- OJT under close supervision

- Peer interchanges through seminars to
exchange thoughts and techniques

- Training in Case Management

- Training In Sources of Information

- Training in how fo handle evidence

- Basic Accounting
- Federal Criminal Statutes

- Training in recognizing criminal
violations

23~

- Investigative Instructions
- Previous cases
- 3Supervisors' input/guidance

- AUSA'S advice regarding scope of
Investigation

- Legal decisions

- Guldance as needed from experts
in particular field




Jop: |NVESTIGATIONS

TASK CATEGORY:__CONDUCT INVESTIGATIONS

NUMBER: ¥

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

Interview techniques course/practical
exercise

Notetaking course/practical exercises

Training in undercover techniques/fire-
arms/survei | lance devices

Rules of evidence

Accounting (basic methods)
Business organization methods
Financial records review
Course in elements of proof

On-the-Job Tralining (OJT) with close
supervision

Workpaper preparation (especially summary

lists)

Sworn statements/affidavits course with
practical exercises

One case concept: Investigate a complete

mock case in a training setting

Case and time management

-2l

DeparTmenT of Justice guidelines
Recent court decisions
Cameras/tape recorders
Consultation with AUSA

Guide for Preparing Sample Records
Inventory

Inferview formats

Experlienced agents available to
help/advise

S/A Handbook




JOB: INVESTIGATIONS

TASK CATEGORY: ANALYZE/ORGANIZE/REY | EW/EVALUATE

NUMBER: V1

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

Classroom practical exercises enabling

practice in application of knowledge
in This area

OJT with close supervision

Classroom training and exércises using
types of cases |likely to be encoun-
tered

Training in evidentiary law and in evi-
dence handling

Training in contracting procedures, con-
tract file maintenance and contract
law

Sources of information

How to look at and interpret records
(e.g@. contracts, procurements, etc.)

Training in admisstabillty of eyldence
Exercises in logical thinking
Training in the elements of a crime

Training and exercises in self-assess-
ment of work performance

~25-

Formats for methods of organizing data
Computers

Agent's Manual and Handbook

Speclal experts as required

Checklists for How to Look at Contract
Files, How to Look at Procurement
Files, efc.




JOB: INVEST | GAT IONS

TASK CATEGORY: WRITE/SUBMIT FINAL REPORT \

NUMBER: V1l

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE - '

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

Report Writing Course including:

Instruction in basics (what Is

clear, concise, logical writing

style)

- Introduction of references to use

such as Elements of Style

- Classroom practice with analysis

and feedback

- OJT: Writing reports under OJT
supervision; reading, cri=
tiquing other reports from
cases with OJT supervision

-26-

Department of Justice Guidelines

Direct feedback from supervisor on expected
standard for report writing

Agency report format/01G report format

Dictionary

S/A Manual

Reports from previous cases selected by
supervisors/prosecutors as good examples

Consultations with AUSA

Elements of Style, Strunk and White

Thesaurus




JoB: INVESTIGATIONS .

TASK CATEGORY:_PQST INVESTIGATION DUTLES

NUMBER: VIi|

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

Formal training in trial organization
and testimony '

Training in rules of legal (criminal)
procedure

oJT

Mock trials using specific cases and
emphasizing investigator's role

-27-

Directions given by prosecu+or/agency
officlal

Guidance presented in Investigative
Handbook




JOB: AUDIT

TASK CATEGORY:

RECEIVE/DEVELOP ASSIGNMENT

NUMBER: I

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

Instructions or communications not
adequately conveyed or received; re-
quest misunderstood

Availabi ity of management

Availability of people fo examine re-
quest or.assignment

Making promises about the timeframe
needed for the assignment before
enough is known (pressure from
mgt.)

Inadequate information furnished to IG
or other receiving official, thereby
causing Inappropriate decision about
priorities, other projects

Inadequate Investment of auditors "up
front" to define assignment, ob-
jectives

-28-

Inappropriate audit objectives
Waste of time and dollars

Mgt. could become uncooperative because
of miscommunication, inappropriate
audit objectives




JOB: AUDIT

TASK CATEGORY: RESEARCH/SURVEY AVAILABLE |NFORMATION

NUMBER 11

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

Misleading informa+ién
People changing jobs
Disorderly, confused files
Qutdated computer information
Missing manual records

Selection of unrepresentative samples,
cases

Not enough time

Inability to determine when to cut off
review/survey and decide whether
to continue audit

Lack of technical knowledge to conduct
tests

Lack of auditee cooperation; inability
to get access to files

Huge amount of information to be re-
viewed

Finding precedents to use as basis
for audit plan

~29.

Eventual Unadequate development of
finding

Misunderstanding of situation
Overtesting
Invalid samples

Audit longer, more expensive than
necessary

Audlt terminated too soon; prob lem
missed entirely

Effectiveness and completeness of audit
plan directly affected; eventual im-
pact Is on worth of audi+t




Jog: AUDIT

TASK CATEGORY: PLAN THE AUDIT

NUMBER: II1

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

May find that additional research is
necessary - delay results before
beginning audit

Test of audit plan could show sIgnficanT
problems In audit plan (e.g. too

rigid, results inconsistent w. objec-
Tives)

Estimates of time to accomplish work
outlined in guides would be signifi-.
cantly off

Audit feam may be drawn from all over
U.S.; scheduling can be complex

Difficulties in obtaining data on known
similar cases which are still pending

In fraud cases, convincing audit
staffs to pursue only fraud

Getting proper staff allocation and
people with adequate background;
adequate ratio of supervisor to
workers; coordination and timely
reporting

Problems getting files, personnel

-30-

Unless plan is re~formulated as result
of test, completed audit will not
meeT objectlves

Poor planning can result In significant
underestimate of +ime needed to perform
audl+

Improper, unclear planning result In
"ad |1bbing" by members of audit team;
results will be inconsistent, useless
for summary reporting to management




JOB:__AUD|T

TASK CATEGORY:__CONDUCT THE AUDIT
NUMBER: 1V

PROBLEMS IN ACCOMPLISHMENT

CONSEQUENCES OF INADEQUATE PERFORMANCE

- locating files, interviewees
Uncooperative audlifee

Difficulty coordinating work of
auditors

Difficulty coordinating findings drawn
from auditors and investigators

Differing local procedures

Motivating auditors (if don™t like
project)

Substitutions of inexperienced persons
Complaints about travel

Fears on part of auditors that they
will not be able to show results

Acceptance of hearsay evidence

- Inability to see a problem that Iis

"staring you in the face"

Scheduling with limited staff

AUSA not taking action on identified
fraud

-3

Inadequate audit coverage
Failure to meet end objectives

Subjective evaluation of situations which
show results/findings

Fallure to see a significant Irregularity;
fallure to investigate a real problem

Some findings thrown out because of poor
documentation, hearsay.




JOB: AUDIT

TASK CATEGORY:_ _WRITE REPORT OF AUDIT AND FINDINGS
NUMBER: V

PROBLEMS IN ACCOMPLISHMENT CONSEQUENCES OF INADEQUATE PERFORMANCE

- Organizing facts

Investigations won't take case

- Lack of guidance concerning report
format & appropriate emphasis

4

Audit will be a wasted effort

Auditees' disagreement with findings/ Poor report/doesn't communicate with
recommendations intended audience

- Highlighting only material weaknesses

1

Misunderstanding of audit results by
readers

Eliminating technical jargon

Loss of credibiiity

- Loss of credibility of auditor because| - No acceptance of recommendations
of poor communication

- Delays in receiving comments from = Top management implement corrective
auditee can hold up issuance of action Improperly because of poor
report communication

-32-




JOB:__AUDIT

TASK CATEGORY: __ FOLLOW-UP

NUMBER: VI

PROBLEMS TN ACCOMPLISHMENT CONSEQUENCES OF INADEQUATE PERFORMANCE

- lLack of time to go back and review - Very few or no deficiencles followed
recommendations and management's up; audit report ineffective In
response bringing about corrective change

- Management indifferent fo problem; - Because of lack of experience in
no changes made Investigative techniques, can taint

evidence, lose possible witnesses

1

AUSA fails fo prosecute fraud

Management often cannot correct
sifuation n a timely manner because
of budget problems, staffing shortage,
internal disagreement

- Difficulty assisting Investigators
because of lack of experience/
knowledge of investigative skills
(evidence, individual rights, etc.)

-33




JOB:

AUDIT

TASK CATEGORY:
I

NUMBER:

RECEIVE/DEVELOP ASSIGNMENT

SKILLS

KNOWLEDGES/ABILITIES

TASKS

l,2,4

Oral communication (interview-
ing, dealing with people)

Flowcharting

| Written communication

—34-

TASKS

3,4,5

Abi lity o:

Khowledge of:

read and understand com-
plex Instructions

Interpret general guide-
ITnes and translate into
specific tasks to accom-
plish mission

quantify/schedule resour-
ces needed for a project

where information avail-
able In agency

Time required to complete
certain tasks

potential legal, admin-
istrative or other bar-
riers to completing audit
(e.g. ability to get info
from EDP system)

EDP system; potential use-
fulness fo audit




JOB:

AUDIT

TASK CATEGORY:

NUMBER

RESEARCH/SURVEY AVAILABLE [NFORMATION

II

SKILLS

KNOWLEDGES/ABILITIES

TASKS

1,2,10

Interviewing technliques

Statistical sampling

Computer-assisted audit tech-
niques:

test decking

transaction tagging
generalized audit software
flowcharting '

Notetaking

~35-

TASKS

3,12,13
19
12,13,
10,12,
13

Knowledge of:

- accounting system used
(incl. codes)

- program areas (e.g. pro-
curement, contracts and
grants, EDP, etc.)

- standards for effective
Internal controls

AbT 11ty to:

~ document deviations

-~ use computer data to
verify deviations or in-
equalities found which
point to potential
abuses

- use workpapers for organi-

zation

use research material

- summarize data for overall
opinion

- recognize patterns of
Irregularity

- decide which laws or reg=-
ulations apply

- Interpret complex laws
and apply on practical
level

- glive feedback to boss con-
cerning project

- Jjudge which information
is important, relevant
from large body of data

- find precedents which
will shed some light on
the project

sy
1




JoB:__ AUDIT

TASK CATEGORY: PLAN THE AUDIT

NUMBER: III
SKILLS KNOWLEDGES/ABILITIES
TASKS TASKS
1,2,3,] Auditing skills: conceptuallze
4,5,6, entire project; determine 3 - GAO Auditing Standards
7,8, 11 how long specifled tasks may
13,15 take; select the appropriate 3 - Internal controls
personnel for tasks; deter-
mine what kinds of records 3,10, | - Types of frauds; vulner-
other agencles malintaln and | & |4 abl11tles of programs such
how to get access to them; as procurement
ensure that Privacy Act
regulations are upheld; 3, 10 ~ Past problems in similar
estab | Ish necessary llalsons areas, oh similar audits
outside organtzatlion as
necessary
8, 9,
12,15 Interpersonal skills; meeting
and dealing with others
9 Briefing skills; developing

presentation objectives,
determing needs of recelving
group

3,4,5 | Abllity to:
7,13,
& 14 - Deslign rational processes fo
meet audit objectives

- Anaiyse risk and declde
where procedures are vul-
nerable to fraud, waste,
abuse
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JoB:_AUDIT

TASK CATEGORY: _CONDUCT THE AUDIT

NUMBER: 1V
SKILLS KNOWLEDGES/ABILITIES
TASKS . TASKS
2,3 Interviewing/interpersonal Knowledge of:
communication
5,6,7,
7,9 8, 12 - Program area (e.g.pro-
curement)
1,2 Conduct effective training All
session Tasks
10 - GAO Audit Standards
= Accounting system
reports

13,14,

& 19 - When to seek guidance
from AUSA/Audi+t
manager/AIC, etc.

2,3 = Human behavior

3 -~ Statistics

Ability to:

7,16 - Organize data

3,5,6 ~ Select cases for review
most likely fo pro-
duce results

4,11 -~ Document work performed
(work paper pre-
paration)

3,5,6 - Discern internal con-
frol weaknesses

N\

3,8,11)

12,18,

& 20 ~ Draw conclusions based
oh large amount of
data

2| -~ "SelI" Audit findings
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to AUSA/Investigations
Auditee Management




JOB: AUDIT

TASK CATEGORY:__WRITE AUDIT REPORT AND FINDINGS

NUMBER: V.
SKILLS KNOWLEDGES/ABILITIES
TASKS TASKS
8 [nterviewing
5 Outl!lining
3,6
& 10 Report Writing
8 Skill in leading conferences/
meetings : 1,2,4, |Analytical ability
9,11,12
8 Briefing techniques 2,6 Ability to organize large
amount of information
logical presentation
8 Interpersonal skills (hegoTiaTlngf

listening; empathizing)

—3H—




JOB:_ AUDIT

TASK CATEGORY:__ FOLLOW-UP

NUMBER_VI
SKILLS KNOWLEDGES/ABILITIES
TASKS TASKS
All All
Tasks | Same as Number [V Tasks | = Thorough knowledge of results

of reviews

5 - Knowledge of policy changes
since audit

6 -~ Knowledge of Investigative
techniques
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JOB: AUDIT .

TASK CATEGORY : RECEIVE/DEVELOP ASSIGNMENT

NUMBER: I
SUGGESTED TRAINING AND DEVELOPMENT INSTRUCTIONS, WORK AIDS, GUIDANCE
ASSIGNMENTS TO ENABLE EFFECTIVE USED TO HELP IN PERFORMANCE
PERFORMANCE -
Briefings in Agency organization and Mission assignment

functions

Original letter of complaint, instruction,
Selection system (e.g. assessment ‘ statement of potential problem, etc.
center) enabling selection of people
for audit function who are capable
of establishing good rapport and Statement of IG's audit mission
mutual trust with auditee

Orientations to and, subsequently, in- '
depth discussions/studies of complex
programs (contracts/grants, EDP etc.)

Periodic review of Comptroller General
Standards

On-the-job training; work with experi-
enced auditor during this phase;
receive feedback, evaluation

Interviewing exercises, stressing need
for diplomacy and tact; discussions,
demonstrations in how to deal with
people

Course/exercises in flowcharting

Briefings/exercises in determining/
limiting scope of audits
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JOB: AUDIT

TASK CATEGORY:

RESEARCH/SURVEY AVAILABLE INFORMATION

NUMBER II

SUGGESTED TRAINING AND DEVELOPMENT
ASS{ENMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

Work with experienced auditors on this

phase; receive frequent feedback and
guidance (0OJT)

Speed Reading

Interviewing (especially establishing
rapport with reluctant auditee,
management, etc.)

Instruction and practical exercises in

using analytical skills to identify
variances from norms

Instructions/practical exercises in how
to perform a survey

Technical training in:

Statistical Sampling

Computer Software

Test Decking

Flowcharting

Evaluating EDP Internal Controls

Instruction/practical exercises in
workpaper preparation; summarizing
work performed for general con-
clusion; documenting work performed

Introductory course in computers

Course in public accounting vs. govern-
ment accounting

Course in how fo understand people

Indexes of publications in the field
that is subject of audit

Close guidance frem boss/audit manager
based on rewsons for selecting area
for review

Interview point sheet, final questions
Operational survey guides
Regulations

Where unfamiliar jargon, codes are
used, list of terms and their
meanings




JOB: AUDIT

TASK CATEGORY: PLAN THE AUDIT

NUMBER: I1I1I

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

Course in planning concepts; Instruction

and practical exercises

Assignments of inexperlenced persons
to experienced planner during this
task to observe, assist, ask
questions

Fraud awareness course; how fo analyze

fraud vulnerabllity, plan for audit
In view of potential fraud

Time management

Instruction/practice in developing
standardized work papers

Standard audit training on audit
deve lopment In accordance with
standards; on the job training
with experienced person during
ihis phase
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Audit guldes

Regulations, policies

Discussions with persons who have been
Involved In fraud detection audits

Standard for audit plan preparation




JOB:___AUDIT

TASK CATEGORY: CONDUCT THE AUDIT

NUMBER: IV

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

- Basic Auditing Course including )
Interviewing and Analytical techni-
ques

- Report Writing course
- Course in deductive/inductive reasoning

~ Problem-solving exercise and feed=.
back

- OJT assignments in programs
- Workpaper preparation

- Audit finding development (problem,
cause, effect, solution)

- Training in Rules of Evidence as they
apply fto SOI's, interviews, etc.

43

1

A

A

4

4

GAO guidelines on workpaper preparation .

GAO guidelines on audi+ evidence

GAO standards of a finding

Audit Guide with "flags" to look for

AUSA guidance; Agency 0IG procedures

Sheets specially devised for reviewing
cases

Relevant cases

Instructions in how to prepare S.0.['s




JOB: AUDIT

TASK CATEGORY: WRITE REPORT OF AUDIT AND FINDINGS

NUMBER: V

SUGGESTED TRAINING AND DEVELOPMENT
ASSIGNMENTS TO ENABLE EFFECTIVE
PERFORMANCE

INSTRUCTIONS, WORK AIDS, GUIDANCE
USED TO HELP IN PERFORMANCE

- Report writing exercises for auditors;
OJT with critique by the best report
writers

Report Writing |: Write reports
for each audit
assignment (OJT)

Report Writing Il: Write sections
of a draft audit
report (OJT)

- Course with practical exerclises in
briefing techniques

- Course in dealing with people

44~

GAO Audit Report Standards
Agency report formats and guidance

IG guidance on report writing




JoB: AUDIT

TASK CATEGORY:__ FOLLOW-UP

NUMBER: VI

SUGGESTED TRAINING AND DEVELOPMENT INSTRUCTIONS, WORK AIDS, GUIDANCE
ASSIGNMENTS TO ENABLE EFFECTIVE USED TO HELP IN PERFORMANCE
PERFORMANCE '

- Briefings/instruction in Baslc - The audit report and recommendations
Investigative techniques, rules of :
evidence, etc. to enable auditors
+o work with investigators effective~

ly

- Briefings/seminars in White Collar
crime laws

- 0JT assignments to accompany experi~
enced person in performing audit

fol low-up

~45-




APPENDIX FOUR: CRITICAL INCIDENT ANALYSIS

I. INVESTIGATIONS PAGES | - 10

f1. AUDIT PAGES Il - 7




MAJOR PERFORMANCE AREA:G‘INVEST!GATIONS

TASK:__PRESENTATION TO U.S. ATTORNEY

CRITICAL INCIDENT:__CONVINCING U.S. ATTORNEY TO TAKE CASE FOR PROSECUT!ON

EFFECTIVE BEHAVIOR

Respect the office

Make simple, direct presentation; make
sure you are prepared and organized

Review the law; be conversant with
elements of the violation

Review criminal/civil procedures

Keep track of the progress of the cases
on a reasonable basis

Keep open the general liaison with USA's

office through informal communications;}

use of telephone

Find out how the Department of Justice
works

INEFFECTIVE BEHAVIOR

Show arrogance

Take shortcuts on preparation; allow
"afterthoughts" into your presentation

Let the U.S. Aftorney figure out elements
Walt until they tell you what happens next

Hound the AUSA af+er the case has been
accepted

Communicate with USA's office only when
asked to; maintain forma! records
through memo writing

Allow yourself to be surprised by every

procedure or requirement which comes
from DOJ




MAJOR PERFORMANCE AREA:_INVESTIGATIONS

TASK: EXERCISING AUTHORITY DURING CONDUCT OF INVESTIGATION

CRITICAL INCIDENT: AVOIDING ABUSE OF POWER/AUTHORITY

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Use appropriate |D procedures

Request information in a polite manner

Appeal fo source's spirit of cooperation
To get information

Make persistent attempts through approved
procedure to get cooperation for
investigation

Maintain objectivity throughout
investigation

Treat people with equal respect

Maintain effective liaison
Set groundrules for all contacts

Follow legal guidelines for entire
conduct of investigation; make
sure evidence is legally obtained,
efc.; observe client privilege

Maintain integrity of sources of
information-

Show 1D in flamboyant manner

Demand information without regard for
Impact of the demand on the source

Threaten consequences for resisting even
before source has refused to cooperate

Harrass witnesses to force their cooperation

Resort to vindictiveness, retribution
(e.g. leaving out exonerating infor-
mation, not protecting a source)

Treat everyone the same, regardless of
status (talking down, equal verbal
abuse for all, treating innocent
or uncharged persons like gullty)

Run roughshod over other enforcement
personnel, program people, etc.

React adversely fo contacts for violating
your rules eventhough they are unspoken

Encourage improper actions on part of
others (e.g., getting informant to
steal evidence); overlook client
privilege in documents to get leads

Disclose Information indiscriminately




MAJOR PERFORMANCE AREA:__INVESTIGATIONS

TASK: EXERCISING AUTHORITY DURING CONDUCT OF INVESTIGATION

CRITICAL INCIDENT: _AVOIDING ABUSE OF POWER/AUTHORITY

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Avoid any misrepresentations of fact

Avoid use of force unless absolutely
cal led for by circumstances

Lie, create a "slant" on the truth to
sult needs of the moment

Use force In order to get what you want,
when you want I+.



MAJOR PERFORMANCE AREA: INVESTIGATIONS

TASK: MAINTAINING FOCUS OF INVESTIGATION

CRITICAL INCIDENT: AVOIDING FREE-WHEELING,

LOOSE-JOINTED INVESTIGATION

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Define and reevaluate issues objectively;
set goals and objectlives

Maintain emotional detachment from
purpose for investigation

Maintain interest in and enthusiasm
for pursuling proper avenues to
resolve issues

Keep end result in mind

Prepare and continually revise as
necessary an outline for Investigation;
follow this outline

Make sure that data analysis and manage-
ment is timely and in keeping with
goals of investigation

Pursue Investigation without considering
purpose for activities, end goals;
pursue leads unnecessarily

Pursue investigation because of own
personal moral indignation and sense
of betrayal; dislike for a particular
type of crime

Look for shortcuts; allow others to resolve
Issues by whatever route they can

Allow yourself to become instance-oriented;
allow sidetracking, nitpicking

Stay loose; engage in day-to-day declision-
making only '

Pursue all avenues and leads; postpone
analysis of data until all information
recel ved




MAJOR PERFORMANCE AREA: !NVESTIGATIONS
TASK:_HANDLING | NFORMANTS

CRITICAL INCIDENT: AVOIDING SECURITY AND/OR

COOPERATION PROBLEMS

WITH INFORMANTS

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Establish ground rules early; glve
informants examples of "do's and
don't's"™ in your relationship

Communicate at informants' level with-
out "talking down" or losing respect

Refuse to make promises which you know
you will be unable fo keep

Keep informant's personal safety In
mind at all times

Avold unofficial contacts with Informant

Recognize good performance by informant
by positive reinforcement

Engage In unnecessary contact with
Informants; arbitrarily deny informant's
requests '

Engage In abusive, deprecating treatment

Allow Informant/Investigator to be placed
In dangerous sltuations unnecessarily

Allow loose handling of Informant's true
Tdentity

Encourage any and all contacts with In-
formant In hopes of learning something

Avold glving any feedback to informant;
keep him guessing




MAJOR PERFORMANCE AREA:__ INVESTIGATIONS

TASK: DEVELOP AND MAINTAIN LIAISON

CRITICAL INCIDENT: AVOIDING LIAISON BREAKDOWN

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Deve lop methods for effectively exchang-
ing Information during course of
Investigation

Publish your agency's misslon and .
function; describe services avallable
+o others

Treat all agenclies on an equal basls

Develop officlal contacts, soclal con-
tacts with personnel In ofher agencles

communicate important information with
cooperating agencies at appropriate
levels

Recognize value of inter-agency infor-
matlon exchange; show gratifude for
asslstance, information, etc.

Provide training and equlpment when
requested and respond quickly to
other agencles' requests; give
priority if possible

Maintaln |ist of agency contacts

Over-soclallize to maintaln lialson, thereby
compromising ethics and professional
Image

Assume self-righteous attitude; let others
guess

Be reluciant to cooperate or give assist-
ance when asked

Ignore jurisdictional boundaries until
caught

"Drop the ball™ on communication with
I talson; overlook follow-up on Infor-
mation offered by liaison ‘

Fall to return phonecalls, fail fo write
letters of appreciation; '"steal the
thunder" in spite of Inter-agency
cooperation




MAJOR PERFORMANCE AREA: __ INVESTIGATIONS

TASK: MANAGE CASE EFFECTIVELY

CRITICAL INCIDENT:_ AVOIDING LOSS OF TIME, WASTED RESOURCES, DEAD ENDS

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Make timely assignment of case

Make personnel assignment to case based
on amount of experlence called for

Set realistic deadllnes

set up and facllitate Internal report-

Ing procedures

Aaslign resources realistically accord-
Ing o expectation of:type of case,
locations of witnesses, data, etc.

Scope the inquiry/referral initially

Allow complalint to sit on desk for weeks

Assign tralnee to complex allegation;
over-quallfled person to routine,
straightforward case

Set unreallstic demands, pressures;
assume attitude of "everything will
be due yesterday"

Ignore progress of case unti! at a "must
know" stage

Overlook details |lke travel money In
budget

Avold Inltlial review or screening; leave
scoping enflirely to those assigned fo
case




MAJOR PERFORMANCE AREA:__!NVESTIGATIONS

TASK: DETERMINE |F A VIOLATION OF FEDERAL OR AGENCY REGULATION/LAWS HAS OCCURRED

CRITICAL INCIDENT: FAILING TO RECOGNIZE A VIOLATION

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Know U.S. Criminal Laws as they apply
to the agency's mission

Know agency Regulations

Know otTher agency investigative
responsibilities; refer cases
appropriately

Take an Interest in agency mission;
look for program vulnerabl |1ty

Report violations promptiy to manage-
ment and Department of Justice

Recognlze that money disbursed by any
agency is Governmenht money; any
violation is loss of taxpayer money

A Y"don't bother me" attitude

Pursue nltpicking violations such as
one 50¢ local travel voucher

Assume a "can't-help-you-not-our-
Jurisdiction" attitude

Inttiate witch-hunting investigations

Cover up to avold agency embarrassment
(obstruction and misprision of a
felony)

Passive/disinterested at+itude toward
problems; let others define impact
and assign investigations




MAJOR PERFORMANCE AREA:_ |NVESTIGATIONS

TASK:_MAINTAIN PROFESSIONAL IMAGE THROUGHOUT INVESTIGATION

CRITICAL INCIDENT:_ AVOID COMPROMISING CODE OF ETHICS AND CONDUCT

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Malntain detachment

Study local customs and be mindful
of cultural differences which might
effect value of information, observ-
ations received

Recoanlze and avoid any situations
which could compromise your situation
or case

Fraternize with witnesses/subjects

Accept anything of value from witness/
sub jects regardless of possible cul-
tural differences

Overlook possible compromising situations
In the Interest of getting more infor-
mation, cooperation; assume "! can handle
I




MAJOR PERFORMANCE AREA:_ |NVESTIGAT!ON

TASK: 0l | FCT/PRESFRVE. EV I DENCE

CRITICAL INCIDENT: HANDLING GRAND JURY MATERIALS

EFFECTIVE BE-AVIOR

INEFFECTIVE BEHAVIOR

Know Rule 6(e)

Be conscious of security:

- could be held criminally
responsible

- may prejudice case

Know how to recognize it

- how it's obtained, not what it
contains

- not what it is, how it was
obtained

Segregate 1+; lock it up
Limit access to smallest number of
people

- keep log of who has it
Coordinate with U.S. Attorney

Waiver (freated Grand Jury data)

Practice an attifude that you
are an agent of the Grand Jury -
you serve the grand juty

- 101

Leaving material unattended when
going to lunch or Bathroom.

Gossiping; discussing the material;
inadvertently leaking the material.

Faillng to recognize what it is.

Lack of security with respect to
work papers

Use sloppy access controf
- no log
Avoid coordinating with U.S. Aftorney

Assume an attitude that grand jury
serves you




MAJOR PERFORMANCE AREA:_AUD!T

TASK: I  RESEARCH/DEVELOP ASSIGNMENT -

CRITICAL INCIDENT: DISCUSSING ASSIGNMENT AND SCOPE WITH SUPERVISOR

x EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

. - Clarify specific objectives
- Discuss assignment with supervisor;
Negotiate: scope

+ime and effort
staffing

- Clarify objectives in a general way

- Avoid discussing assignment with
supervisor until you are sure you
have an "air-tight" case

- Demand all time and resources you
estimated; audit will fail unless
you have them all.




MAJOR PERFORMANCE AREA:_AUDIT

TASK:_II _SURVEY

CRITICAL INCIDENT: _INTERVIEWING PROGRAM MANAGERS

EFFECTIVE BEHAVIOR INEFFECTIVE BEHAVIOR

Set constructive tone for interview - Talk to whoever is avallable Y

- Create atmosphere of encouragement for Ignore managers' concerns; point
managers To voice concerns out why you're there, indicate
your short deadlines, etc.

- Listen carefully to answers; clarify Write down all answers; don't ask for
what is meant clarification, it will give them
too many clues to what you're after

Make sure interviewee understands Ask everyone the same questions,
questions; try to eliminate jargon, regardless of grade, status or
audift-specialized language or concepts general knowledge of audit process

-124




MAJOR PERFORMANCE AREA:__AUDIT

TASK:IIITI PLAN

CRITICAL INCIDENT: _SPECIFYING SCOPE/OBJECTIVES

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

Set realistic goals for the audit

Specify objectives in detail

Redefine goalis once staff has been
assigned and time constraints are
known, redefine so that audit can
be effectively completed

Provide enough planning to assure
consistency but not so much that

ness is stifled

Avoid duplication of work Through
careful planning

.

individual initiative or Inquisitive~

-3

- Shoot for the moon; you never know
what will turn up

- Define objectives broadley to allow
for flexibility in definition

- Once objectives are set, don't waver;
even |f not enough time or staff,
you can at least do half the project

- Remove all possibility for individual
auditor's initiative




MAJOR PERFORMANCE AREA: _ AUDIT

TASK: 1Y PERFORM THE AUDIT
CRITICAL INCIDENT: IMPLEMENT ING THE AUDIT GUIDE
EFFECTIVE BEHAVIOR INEFFECTIVE BEHAVIOR
- Use initiative, past experience when - Follow all instructions to the letter
instructions are too limiting for the even if they don't seem appropriate in
situation specific instances

- Maintain agressive, eager attitude in Avoid the temptation to follow other
spite of monotony leads, ask additional questions

- Ask questions; follow up on unanswered Don't be idealistic, nothing ever
questions happens to audit findings

- Be fair fo auditee; allay fears when Maintain a secretive posture; don't
possible, tell scope of audit if let auditee know anything
appropriate

~ Remember what you're there for; correction/ - Once on the trail, don't let time and
removal of fraud, waste and abuse of scope limitation slow you down
taxpayers dollars

- Even if you get "onto" something, keep
in mind the time and scope limitations

- Work with auditee whenever possible; Show auditee who's bos:, you have the
show your interest in constructive authority to get whatever you want
audit rather than "getting" auditee

~14-




MAJOR PERFORMANCE AREA:_AUDIT

TASK: |V PFRFORM THE AUDIT

CRITICAL INCIDENT:

SUPERVISING THE AUDIT TEAM

EFFECTIVE BEHAVIOR

INEFFECTIVE BEHAVIOR

- Develop working rapport with team;
there's no harm in knowing who they
are, what interests them

- Check work frequently, giving construc-
tive advice on improvements, correct-
ing errors as soon as possible

- Be available as much as possible to
assist and solve problems

- Just get on with the audit; avoid
small falk with +eam members

- Wait unti! the end of each step before
checking work; avoid positive encourage
ment, fthe team will only take advan-
tage of you

- Don't correct any errors yourself no
matter how small or obvious they are




MAJOR PERFORMANCE AREA: _AUDIT

TASK:_IV _PERFORM THE AUDIT

CRITICAL INCIDENT: CONDUCTING ON-GOING DISCUSSIONS W{TH MANAGEMENT

EFFECTIVE BEHAVIOR INEFFECTIVE BEHAVIOR
Work with management in beginning to - Try to avoid meeting with management
establish operating procedures and during audit; you'll lose your
regular meeting schedules authority

Ask management to talk about the pro- Study all you can about program; show
gram; get them fTo answer your management you know as much as they;
questions; defer to their program establish your authority this way
knowledge whenever you honestly can

Work with management to determine Demand immediate responses from manage-
reasonable timeframes for thelr re- ment; point out that this audit is
sponses biggest priority

Keep management informed as much as Don't give full disclosure; keep
possible as you go management guessing and unsure

-6~




MAJOR PERFORMANCE AREA:JAUDIT

TASK:_V| FOLLOW-UP

CRITICAL INCIDENT: SFFING THAT CORRECTIVE ACTIONS ARE TAKEN

EFFECTIVE BEHAVICR INEFFECTIVE BEHAVIOR

Strive for meaningful recommendations

Include "motherhood" recommendations such
as "'perform a study," "give training"

Attempt to get agreement early with Wait unti! management reads report fo
management on what type of corrective describe corrective actions to them
action will be faken

Give time-phased plan for implementing - Demand tmmediate, all-out corrective
action action

Conduct follow-up to all audlit reports; Implementation of corrective action

120 days after issue date of report, is management's problem; follow-up
30 days thereafter until implemented Is not always necessary
fully.

Avoid leftting auditee off the hook on | f management is having a hard time with
corrective action; you recommended them; corrective action, {et them off the
you should expect full implementation hook with compromise measures

-7~




APPENDIX FIVE: TRAINING IDEAS

. INVESTIGATOR TRAINING IDEAS

1. AUDITOR TRAINING IDEAS

I'11. TRAINING IDEAS FOR ADDITIONAL
TASKS PERFORMED

PAGES | - 12
PAGES 13 - |6
PAGES 17 - 24




TASK CATEGORY: RECEIVE/ANALYZE/DEVELOP
NUMBER: 1

ALLEGATION

w
2
o
(W}
o
)
w Lt
o >
n| S =
x| = ol k=
CATEGORIES OF | 2| S| 4| 2| &
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TRAINING TDEAS |3 ol I S T
RECEIVE ALLEGATION
Simulation Exercise in handling anony-
mous alliegations/complaints over the
telephone XX X X

Evaluation criteria:

Did the trainee get all the infor-
mation?

Did the trainee disregard extra-
neous information?

Did the trainee get all relevant
information?

Did the frainee use appropriate
telephone technique?

Suggestions:

Use tape recorder to record con-
versations so that trainees can
perform self assessments according
to pre-established evaluation
criteria

Develop check sheets for use by
trainees learning to conduct these
short interviews; make these check
sheets available for on-the-job
use after training

Develop these exercises in in-
creasing degrees of complexity for
practice




TASK CATEGORY: RECEIVE/ANALYZE/DEVELOP ALLEGATION
NUMBER: |
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TRAINING IDEAS 1 M T
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- Regularly schedule cross-training
sessions including investigators
and paralegals to increase ability
of paralegals to give greater
assistance during investigations

ANALYZE ALLEGATION

Exercises in working with sets of alle~ |x X 1X X
gations and charges as well as related
and unrelated background material to
determine:

- Which allegations and charges re-
present potential violations of
Federal law or regulations as they
apply 1o an agency or progiam?

- Which materials are relevant to the
allegations and charges and which
are not?

Suggestions:

- Develop enough exercises To cover
wide range of allegations as well
as a wide range of possible viola-
tions of law or regulations in
various programs fo enable selec-
tion of those most appropriate to
trainees' needs (upcoming assign-
ments, area of most activity within
agency, efc.)

- Develop exercises of Increasing
complexity +o permit selection and
use according to experience level,
Job function, organization of
responsibilities within IG offices




TASK CATEGORY:_ RECEIVE/ANALYZE/DEVELOP ALLEGATION
NUMBER: |
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TRAINED: o R e
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TRAINING IDEAS _ A4 3.8 3
. :: —————————————— 1 e it b
- Include investigators and para-
legals in training sessions fo-
gether to increase ability of para-
legals to give greater assistance
during investigations
DEVELOP ALLEGATION
Game based on scavenger hunt model
e based on enge mo X x |x Ix

designed to give trainees practice In:

- learning/using sources of Informa-
tion useful in particular allega-
tions (e.g. phonebooks, organiza-
tions, directories, files, etc.)

- culling out specific Information
needed to develop allegation using
complex documents or files

- asking for guidance as needed from
more experienced person

SUGGESTIONS :

- Paralegals and lInvestigative Clerkg
should be frained to do pre-inves-
tigative document and information-
gathering under supervision of an
investigator; check sheets to
assist in this process should be
developed and Introduced in train-
ing for use by the investigator
and by Paralegals and Investiga-
tive Clerks when on-the-job




o
L}

|
|
- : |
- I
. ARt 3 10t n G

aia ) g ;

e !
§
. :

!
: £l
X
(O, !

| D
v AR
.
1



TASK CATEGORY: RECEIVE/ANALYZE/DEVELOP ALLEGATION

NUMBER: |

CATEGORIES OF
PERSONS TO BE
TRAINED:

SURPERVISOR
NYESTIGATOR

CLERICAL

INVESTIGATIVE ClFRK

PARALEGAL

TRAINING IDEAS

——————— - - e e ] e e

1

———

- Develop plans for use by agencies |y X | X Ix X
in rofating assignments of new
personnel for purpose of exposing
them to agency programs

- Invite program managers/specialists| y X X X
| to give briefings on agency pro-
gram areas and record keeping
systems

- Conduct symposia for IG staffs
across Government dealing with
subjects of interest to [G function

| such as: '

-new types and forms of X X
records being maintained as
result of growing capabl|lity
and use of computers in busi-
ness (eg. invite bankers to
talk about financed record-
keeping)

‘New laws impacting on invest-
Tgations undertaken by IG X |x X |x
(e.g. Right to Financial
Privacy) invite policymakers,
legislators involved




TASK CATEGORY: ANALYZE AVAILABLE DATA
NUMBER: 11

CATEGORIES OF
PERSONS TO BE
TRAINED:

INVESTIGATORS

SENIOR PARAI FGALS
SENIOR

INVESTIGATIVE CLERKS
INVESTIGATIVF Cl FRKS

PARALEGALS

TRAINING IDEAS

———— e e e e e e e et —— - -~ e e
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- Set up roleplay exercises in which
"orogram personnel" must be inter—
viewed in relation to a complaint/
allegation: roleplayers should
demonstrate following types of
behavior:

P
>
P

- turf protecting

« stone walling

.- unresponsiveness, generaliz-
ation

- Assign trainees to "shadow™ more ¥ ¥ | %
experienced personnel. When they
handle this portion of a case;
arrange for trainees doing
"shadowing" fo meet with a group
leader regularly to discuss what
they've learned, seen, etc.

- Invite persons such as investiga=- X | x | x
tive reporters, psychologists,
social workers fo demonstrate their
interviewing skills fo tralnees;
+rainees and invited inferviewers
discuss effective methods of
interviewing reluctant/distrusting
persons fo get information

~ Develop series of problems to be X | x| x
used as training exercises;
trainees would be given actual
complaints that have already been
handled; they would be expected fo
analyze data relating to compliaint
(Who, When, Where, Why, What, How)
and explain what next actions
should be. Feedback to trainees
on their solutions would include
information about what actually
happened in case.




TASK CATEGORY: ANALYZE AVAILABLE DATA

NUMBER: 11.

TRAINING IDEAS
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Based on actual cases, give trainees
data related to allegations or

comp laints with an assignment to
organize these into a logical order
using simplified PERT or CPT method
(following briefings on how to do

PERT or CPT)




TASK CATEGORY :
NUMBER: 111

TRAINING IDEAS

CATEGORIES OF
PERSONS TO BE
TRAINED:

PREPARE INVESTIGATIVE PLAN

AUDITORS/ENTRY LEVEL

INVEST IGATORS

{ JCASE AGENTS

SUPERV I SORS

ATTORNEYS

REG |ONAL MANAGEMENT

11G's/AIG s (INVESTIGAT IONS)

COMMITTEES (CONGRESSIONAL)

On-the-job fraining (OJT); actually
performing function under close
supervision of experienced persons

Training in basic investigative
techniques (classroom with perform-
ance exercises)

Briefings in specific programs
(eg. procurement, contracts, ete)
governmentwide and specific
agency programs as well as Depart-
ment Rules and Regulations

Frequent in-service briefings/

reviews of similar cases To see
what was done, should have been
done, etc. (briefings should be
dorie by experienced investigators)

Trial and error process; control-
ed by frequent reviews by exper-
ienced investigators to give ideas
and feedback regarding need for
changes in plan, strong/weak
aspects of plan

Practical exercises in conducting
mock investigations with planned
results, frequent evaluation
points for review and feedback,
advice by exprienced performers

Development and use of informal
information networks; "bouncing"
ideas off others with experience
in similar cases, etc.

=<




TASK CATEGORY: CONDUCT INVESTIGATION

NUMBER: |V

CATEGORIES OF
PERSONS TO BE
TRAINED:

REGJONAT MANAGEMENT
1Gls

AlGhs (CINVESTIGATIONS)

ENTRY: LEVEL
INVFST |GATORS
CASE _AGENTS
SUPERY I'SORS

L ATTORNFYS

TRAINING IDEAS

e o i e e

-

- Basic Criminal Investigator
Training

=

- Interagency Loans of taskforces or X X X
individuals to increase:

* individuals' exposure to more
types of cases

¥

* individual and agency perspec
tives of ways to handle cases

- interagency cooperation on
cases of mutual interest

+working informal! networks
among |G staffs

* training efficiencies (e.g.
learning on the job under
supervision of skilled
personnel rather than relying
on off-the-job training)

- In-service training conducted in
agencies: participants given X | X
- assignments, asked to prepare and
AN provide specific blocks of instruct
. fon

- IB\ﬁgrvice training (with invited |x [x |x X | x
speakers) to update IG staffs in
evidencé~and criminal procedure

- Find examples™of Imaginative Investt
igative problem-solving; publish X Ix Ix Ix 1x ix ix
or introduce them as subject for
training sessions, seminars, etc.




TASK CATEGORY: CONDUCT INVESTIGATION

NUMBER: |V
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- At outset of investigation,
encourage review of cases similar X [X X
to that being investigated; keep
case files or summaries available
and, if any are known in other
agencies, encourage inter-agency
sharing of summaries with re-
source or contact person's
telephone number

- Assign trainees to "shadow"
investigators assigned to case; X
trainees meet together during
shadow assignments share informa-
tion, discuss progress, tell "war
stories,”" etc. with person in
charge of shadow

Develop practical exercises to give
practice in:

« recognlizing violations

(Title 18, US Code) X X
« preparing affidavits; X X

indictments; search warrantsg

etc.

* developing elements of proof{x }x




TASK CATEGORY: WRITE INVESTIGATIVE REPORT
NUMBER: VI

CATEGORIES OF
PERSONS TO BE
TRAINED:

INVESTIGATOR

TRAINING IDEAS

LIQURNEYMAN INVESTIGATOR

I
|
1

1SUPFRV ISORY INVESTIGATOR
SPECIAL AGENT-IN-=CHARGE
QPERATIONS OFFICER
CILFRK/TYP[ST

.S . ATTORNEYS

STAEF _ATTORNEYS

ENTRY LEVEL
auniTORS

1

4

___________________________________ ———f e ——

- Offer basic fyping/dictation skills| y | X
course to increase efficiency In
report preparation

- Give all trainees personal copies
of writing references (GPO_Style ¥ | x
Manual, ELEMENTS OF STYLE, Strunk
and White) and give practice
questions and exercises fo encour-
age use

-~ Select good and bad examples of x| x
reports; require frainees to
critique them; edit and correct
where possible, then check their
evaluations with those agreed-on
by panel of good report writers
("schoo! answers")

- Give trainees poorly prepared x| x
reports and ask them to prepare
briefings or give testimony from
those reports

- Give frainees complex descriptions
of fact situations and require X
them to condense them into
minimum amount cof description

- Show frainees video~taped inter-
views and require them to write X
reports on those interviews;
compare final reports to videotape
and "school answers' by experlenc-
ed report writers

-~ Make sure supervisors check work N
frequently; give feedback and
suggestions

~ 10—




TASK CATEGORY :
NUMBER: VI1

WRITE INVESTIGATIVE REPORT

for use on the job which spell out
how To protect reports containing
sensitive Grand Jury or Privacy
Act Information

-1

U
q4 3§ u
9 4 &
d 9 T
4 H g o
0O 3 4
g 2 9 4 @ L
o) 5 —] H [ ﬁ L
28 17 o4 8 9 7 2 E
CATEGORIES OF |mH = & ¢ o« 4 o o
PERSONS TOBE |Eid 3 & | § H 4 F E
TRAINED: "4 4 3 2 4 9 8 3 <
> ] =i [ad - < X H I
(Rl [ae L (& o [« - L
= > 3 a1 i n 1] (= ] <C
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- "Brainstorm" to develop the X X | X
"perfect" report format and
form according to needs of those
receiving report
- Develop guidelines or checklists | X




TASK CATEGORY:

POST INVESTIGATIVE DUTIES

NUMBER: V11|

CATEGORIES OF
PERSONS TO BE
TRAINED:

TRAINING IDEAS

INVESTIGATORS

SUPERV I SORY INVEST IGATORS

I|STAPF ATTORNEYS

AUSA

—— e g

——

———

= o od

O

Develop mock frials in which
trainees must testify based on
actual investigations they have
"shadowed" or on practical exer-
cises In investigations; videotape
all frainee performance for self-
critique and discussions with

AUSA or experienced attorney.

Arrange for briefings by DOJ
personne! on prosecution and
defense tactics (videotape these
briefings for use in future
sessions; for quick review and
use by investigators about to
testify)

Arrange for periodic seminars and
briefings to keep |G Staffs
current on changes in law, recent
court decisions, etc.

Arrange for attendance at Trial
Attorney Seminars to enable
trainees to learn defense attorney
strategies in attacking prosecu-
Fion

Arrange for periodic meetings

between |G staffs and AUSA staffs
To better communicate about what
are realistic/unrealistic demands

Arrange for tralnees to watch
actual trial in session either

by sending on field trip or by
developing videotape demonstrating
essential parts of frial

L 12—~




TASK CATEGORY: RECEIVE/DEVELOP ASS]GNMENT

NUMBER: |

TRAINING IDEAS

On~the-job training: defirne an assign-
ment under close supervislion of exper-
ienced person; receive feedback and
guidance

War Stories: discuss an assignment wi-th
other auditors who have conducted
similar audits to determine resource
needs, potential problems, timeframes,
etc.
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TASK CATEGORY: RESEARCH/SURVEY AVAILABLE |INFORMATION

NUMBER: ||
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In-house briefings: by specialists X I X |x
familiar with specific legislation or
audits
Self-instruction: read government
pamphlets on how fto use libraries,
Federal Reglisters, audit summaries X 1% |x

Temporary task forces: bring together
short-term ad hoc groups fo completely X X Ix |x
review, translate and write simplified
versions of complex materials for use
during audi+t

Shadowing: follow around an experienced
person who is doing research for minor/ |y |y
major projects

Roleplaying: combine auditors investi-
gators, managers, attorneys in tralning X
session to participate in roleplays
enabling them to switch roles with each
other to learn problems of others, find
practical solutions (e.g. auditor vs.
investigator, auditee vs. auditor
attorney vs. investigator, auditor vs.
manager, etc.)




TASK CATEGORY: PLAN THE AUDIT

NUMBER: 111
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Post audit seminars featuring peer
review, analysis and critique XX
Problem-Solving exercises; simulated
decision-making and practice in use X X
of logic
Training in time management
X X

On-the-job training; delegation of some
aspects of planning fo lower levels with ¥
supervision and max-feedback and
guidance




TASK CATEGZORY: CONDUCT AURIT

NUMBER: 1V

CATEGORIES OF
PERSONS TO BE
TRAINED:

TRAINING IDEAS
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SEMI<SENIOR AUDITGRS

TRAINEE AUDITORS
SENIOR AUDITORS

Set-up and Implement an Interagency
Management Information System to allow
sharing of experience, case histories
from agency-to-agency.

Conduct job progress meetings to enable
peers fo exchange ideas on findings
being developed, leads being pursued;
to provide mutual pressures/standards
for greater achlevement

Course in developing and presenting
audit findings (classroom/practical
exercises)

Develop incentives within organizations
for performing under budget, under the
timeframe, etc. (e.g. time off)

Develop inferviewing roleplays to en-
able auditors to practice interpersonal
skills and be videotaped; videotapes to
be used for self-critique and discuss-
fons with experienced interviewers

Develop a "job aid" which cites
instances of actual or potential
fraud and abuse and gives "flags" to
look for, checklist of indicators, etc.
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TASK CATEGORY: USE COMPUTERS TO AID AUDIT/INVESTIGATION
3 ' T
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Classroom training in basic techniques X X1x1lxlx
and EDP elements
On-the-job fraining at a computer X X | x
center under supervision and structured
problem-solving (e.g. trainees given
problems In computer applications and
asked to find solutions)
Work details fto computer-oriented units
to get exposure to speclallsts (e.g. X X
Advanced Techniques Uni+t)
Make certain computer-oriented articles/ y x Ix |x | x
publications available to IG personnel
Special courses onopics such as:
- Structured EDP Programming X X | X [ X X
- Systems Security (lnternal
Controls) X X X X X
- Privacy X X X X X
-174




TASK CATEGORY:

TRAINING_IDEAS

ESTABLISH VISIBILITY FOR IG

CATEGORIES OF
PERSONS TO BE
TRAINED:

ENTRY LEVEL

INVESTIGATORS

LIOURNEYMAN [NVEST IGATORS

SUPFRVISORY INVFSTIGATORS

MANAGFRS (NON-SFS)

SES | EVEL

—— e e ———

lIse assessment center technique
in select likely successful
performers in this area

Simulation/gaming exercises tfo
create typical situations, pres-
sures, etc.

Assign potentially strong perform-
ers to "shadow" experienced per-
formers and observe/discuss issues
and techniques

Basic instruction/practice in
Public Speaking

=




TASK CATEGORY:_WRITE REPORT ON AUDIT AND FINDINGS

NUMBER: V.
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Get feedback from report recipients;
use this as basis for group discussion, XX 1 X |X

suggestions for improvements
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TASK CATEGORY:

FRAUD VULNERABILITY ASSESSMENT

CATEGORIES OF
PERSONS 