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fk  CHICAGO, MARCH 17, 1980

! The report of the Illinois Criminal Justice Information Council's first
annual privacy and security audit of the Illinois Department of Law Enforce-
ment was sent to the Governor today Chairman William Gould announced.

In announcing the Council's findings Chairman Gould praised the Depart-
ment of Law Enforcement's efforts to reduce the backlog of non-computerized
criminal history records and fingerprint cards, but called the Department's
existing systematic audit procedures regarding criminal history record infor
mation inadequate.
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"The Department is placed under severe budgetary constraints. Neverthe:
less, the most critical aspect of any record system is the confidence the
public and the system's users have in its accuracy, completeness, aand relia-
bility," Gould said. '
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The Council found DLE's existing systematic audit procedures inadequate’
because the frequency and scope of the audits do not sufficiently detect [
: erroneous or missing information, and called for the establishment of a
"‘\\\\\‘ : : regularly scheduled systematic audit program.
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Another finding notes the, generally poor disposition reporting rates
: of state's attorneys and circuit court clerks throughout the state, citing
Printed by authority of thigggate of Illinois’ : % i DLE's procedures for not adequately identifying delinquent dispositions.
' September ‘ ol
second printing , W P The Council recommended that although the Department has no power to
Number of Copies: 40 v i 3 enforce compliance with the current disposition reporting law, every effort
Printing Order Number: 81~07 : : : should be made to assist local officials in meeting their statutory require-
: ments.
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The Council singled out also several instances in which the Department
1 i of Law Enforcement's procedures excelled: in the recording of disseminationg
g P of criminal records to other agencies, correcting errors once they have come
& to the Department's attention, and in identifying those agencies authorized

to access the information. .
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Two additional Council findings drew attention to the complex and often
contradictory statutes confonting those who disseminate criminal history record
information to non-criminal justice agencies.

"The technical dictates of existing Illinois law makes the practical
administration of these statutes virtually impossible," Gould observed.

Gould called the current dissemination policies at the state and local
level both "unmanageable and untenable. For this reason the Council recommends
that legislation be enacted c¢larifying the statewide policy for dissemenating
criminal records to non-criminal justice agencies.'" The Council already has
proposed detailed legislation which would alleviate the problems in this area.

The Council noted another area of legal confusion in its finding with
regard to the expungement of criminal records. This finding recommends that
the Council, along with the Department, study the expungement of arrest records
in Illinois in order to develop new legislation which will clarify both the
policy and the procedure for expunging criminal history record information.
In support of this finding and recommendation, Chairman Gould stated, "The
Council recognizes that tliere 1s considerable confusion regarding the law of
expungement of arrest records in Illinois, that technical compliance is impossi-
hle in many cases, and that the existing expungement statute fosters inconsistent
recordkeeping practices at the state and local level."

With the completlon of the annual audit, IllanIS has fullfilled its
responsibilities under federal regulations.

"Tllinois is one of the leaders in the country with respect to auditing
for compliance with privacy and security laws. Regular audits help establish
the level of reliability and confidence which can be placed in:the records
maintained by the Department. The progress and willingness to cooperate shown
by the Department constitutes an impressive record which will be of great
benefit to state and local law enforcement officials and to the citizens of
Tllinois," Gould said.

The Illinois Criminal Justice Information Council was established in 1977
by Executive Order of Governor Thompson, and is composed of seven members
appointed by the Governor. It is the single public body responsible for the
orderly development of policies relating to criminal justice information systems
in Illinois.,

The Council is also responsible for establishing‘policies which ensure -
the privacy and security of criminal history record information and which
protect the constitutional rights and privacy of individuals about whom such
information has been collected. The Council is authorized to monitor the
operation of existing criminal justice information systems in Illinois.
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" CERTIFICATION

The Illinois Criminal Justice Information Council hereby éei‘tifies that the
criminal history recordkeeping procedures and practices of the Illinois Department
of Law Enforcement have been tested to ensure compliance with Federal and State
privacy and security laws and regulations. During the course of examination,
consideration has been given to accuracy and completeness proceduges, dis~-
semination procedures for consistency with state and federal laws, correction
procedures for records found to contain errors, and delinquent dispositiqps moni-
toring, auditing, security, and individual access and review procedurgs. The
Cduncil's examination was conducted on a test basis and as such cannqt assure
discovery of all types of irregularities.

Attached hereto, is the full report of the Couneil, its findings and recom-
mendations for the period ending June 30, 1979.
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William Gould
Chairman
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II.

ANNUAL PRIVACY AND SECURITY AUDIT REPORT

Purpose

This Annual Privacy and Security Audit is not designed to guarantee the
accuracy and completeness of each and every criminal history record
maintained in Illinois. Its goal is to ensure that a regular means is established
for discovering and correcting errors in ecriminal history recordkeeping
practices by the Department of Law Enforecement and for regularly reviewing
the Department's procedures and policies.

Legal Requirements

In May 1975, the United States Department of Justice, through the Law
Enforcement Assistance Administration (LEAA), issued regulations governing
the collection, storage, and dissemination of eriminal history record infor-
mation maintained in federally-funded systems. These federal regulations
require the State of Illinois to ensure:

"...that annual audits of a representative sample of State and local
criminal justice agencies chosen on a random basis shall be conduected
by the State to verify adherence to these regulations and that appro-
priate records shall be retained to facilitate such audits." (28 CFR
20.21(e))

In other words, the federal regulations require the State of Illinois to
ensure that two different types of audits (systematic and annual audits
applicable to both manual and automated data) are conducted. In order to
meet this requirement, Governor Thompson specifically authorized the
Illinois Criminal Justice Information Council to "act as the sole official body
in the State of Illinois to conduct annual and periodic audits of the
procedures, policies, and practices of the state central repositories for
criminal history record information."
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Scope of the Annual Audit

The component parts of the Annual Audit are detailed in the Illinois
Privacy and Security Plan, submitted to the federal government and certified

as being operational on March 1, 1978. First, the Department of Law
Enforcement develops and implements procedures for conducting internal,
systematic‘ audits of the accuracy and completeness of its manual and
computerized criminal history (CCH) records. The Illinois Criminal Justice
Information Couneil audits the actual implementation of these procedures.

Second, the Department of Law Enforcement develops procedures and
conducts random audits of local and other state criminal justice agencies for
compliance with federal and state laws. The Criminal Justice Information
Council also audits the implementation of these procedures.

Third, the Council audits the Department of Law Enforcement for
compliance with federal and state laws regarding the privacy and security of
the eriminal history record information it maintains. '

The Annual Audit encompasses these seven basic concepts associated
with the privacy and security of criminal history record information:

Accuracy and completeness
Dissemination limitations and logging
Correction and error notification
Delinquent disposition monitoring
Audit and quality control

Security

. Individual access and review.

.

Background and Procedures

In June 1978, the Council established guidelines for conducting the
Annual Audit. At the Chairman's direction, an Audit Unit was established
and began to develop detailed, step-by-step procedures, questionnaires, and
forms for conducting the Annual Audit.

e

First, the minimum legal requirements governing the scope of the audit
were determined. This included examining tederal regulutions, state and
federal laws and regulations, and the Council's Bylaws. In all, the Audit Unit
identified thir;cy—three ‘different legal requirements placed on the Department
of Law Enforcement and local criminal justice agencies. (For a list of these
requirements, see Appendix A.)

Second, copies of all the Department of Law Enforcement's policies,
procedures, and practices regarding the scope of the audit were obtained.
Each of the documents was reviewed by the Audit Unit so that procedures of
the Department, relevant to the list of legal requirements, could be noted.

The next undertaking was to list all potential exposures and problems
that could arjse. The Department's prccedures were reviewed, again, to
identify all the controls which address the potential exposures listed by the
Audit Unit,

Then, the actual audit methodology was developed. A detailed audit
questionnaire was prepared. (See Appendix B.) The questions, which are
based on the legal requirements identified, are organized in five categaries:
accuracy and completeness, dissemination limitations, security, audit and
quality control, and individual access and review., Checklists and forms for
recording uniform responses also were designed. (See Appendix C.)

The Audit Unit conducted a "pre-test" after the audit methodology was
completed, This was accomplished by simulating an actual audit. The
subsequent revisions and eclarifications completed the package of audit
materials.

The Audit Unit then conducted the actual audit. First, an entrance
briefing was held at the Springfield Office of the Department of Law
Enforcement. The on-site audit followed. Two days were spent in Springfield
monitoring the Depertment's data processing operations, as well as answering
the questionnaire on potential exposures. The Audit Unit then went to the
Department of Law Enforcement's Joliet facility where the remainder of the
questionnaire was completed and a second on-site inspection conducted.

~3-
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At Joliet (where the manual records maintained by the Department are
housed), the Audit Unit reviewed the Department's actual record files. In all,
nine different record reviews were conducted by the Audit Unit in four days.

Once the audits had been conduected, the results were tabulated and
analyzed. Each of the responses to the potential exposure questionnaire was
reviewed and general findings drafted. Then, each audit record was reviewed
and additional findings were noted.

The Audit Unit then prepared its full report, which was first presented
to the Department of Law Enforcement at an exit conference and afterwards
presented to the Council for review. After examining the recommended
findings proposed by the Audit Unit, the Council decided not to adopt them,
without first giving the Department of Law Enforeement a full opportunity to
comment. |

Instead, the Council rewrote one of the Audit Unit's recommended
findings. All of the recommended findings were forwarded to the Depart-
ment of Law Enforcement for a response. After fully considering the
Department's response, the Council adopted its formal findings on December
12, 1979. (The findings of the Council can be found in this report beginning at
page 13. See also, Appendix D for the Council's Resolution adopting them.)

Methodology

The Audit Unit utilized three procedures in conducting the Annual
Audit: 1) the audit questionnaire, 2) on-site inspections, and 3) record audits.

1. Audit Questionnaire

The purpose of the audit questionnaire was to establish the Depart-
ment's actual operating procedures regarding the privacy and security
of criminal history record information. The Audit Unit used the
questionnaire to elicit information concerning the practices, policies,
and procedures of the Department relevant to the legal requirements
and potential exposures it had identified. Follow-up questions were
asked in order to clarify the Department's response. Each auditor's
notes and observations were compiled. The completed questionnaire
was then reviewed by the Audit Unit so the Department's response to
each requirement could be analyzed, exceptions noted, and general
findings prepared.
;.

On-Site Inspections

On-site inspections were made o determine whether the Department is
actually operating in the manner it says it is. Since the Department
maintains data processing operations at both its Springfield and Joliet
facilities, the Audit Unit monitored both facilities for compliance with
established security procedures and practices. The results of these on-
site observations were included in the security seetion of the audit
questionnaire, reviewed, and incorporéted into the general findings.

Record Audits

Record audits were conducted to determine how adequate the Depart-
ment's procedures really are. The record audits consist of two different
types of reviews of records maintained by the Department. In most
cases, records of audits already conducted by the Department were
sampled to determine the adequacy of the Department's audit pro-
cedures. For example, the Department's systematic audit procedures
were reviewed by the Audit Unit. In some instances, however, the
2udit Unit conducted its own review of records for compliance with
federal and state laws to determine the adequacy of a particular
procedure not audited by the Department itself. For example, an audit
of the Department's procedures for granting or denying an individual's
record challenge was conducted.

Before conducting the record audits, the Audit Unit had to decide how
large a record sample it would take. Since the Department's audits all
involved a relatively small number of records, the Audit Unit would
practically have had to re-conduct the Department's audit to approach
a sufficient confidence level. Since this would mean taking a sample
larger than the Council's resources would permit, the Audit Unit
decided that a statistically valid, quantitative approach would not be
possible. Instead, the Audit Unit decided that a qualitative approach
would be more workable and would adequately serve the same goal.
Therefore, in those instances where the Department had already
conducted its own audits, the Audit Unit decided that a 10% random
sampling of those audited records -‘ould constitute a sufficient number
upon which to base qualitative judgments about the adequacy of the
Department's audit procedures.

~5-
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The Audit Unit conducted nine different record audits, a detailed
discussion of which follows below.

Accuracy and Completeness

1‘

In June 1978, the Department of Law Enforcement audited its com-
puterized criminal history (CCH) records for accuracy and complete-
ness. The Department selected a simple, random sample of 277 "CCH
complete" records (as opposed to "CCH incomplete" or manual records)
taken from all the arrest cards coming into the Department during the
one month period preceding its audit. Thils sample was specifically
reviewed by the Department to verify that the data elements recorded
on the CCH transcript (i.e. arrest, disposition, custodial, release,
parole, and identification segments) were as accurate and complete as
the information contained in the file jackets.

The Department determined this sample size to be statistically suf-
ficient. (At the time of the Department's audit, a total of 395,000
records were on the CCH system.) The percentage of érrors which the
Dér_)artment found as a result of the audit (5.78%) fell into the 95%
confidence level range. This means that there were 95 chances in 100
that this sample was drawn from a field of records containing between
2.9% and 8.6% errrors. In other words, if repeated samples were drawn,
the Department is confident that 95% of the records would fall within
this error range. o

The June 1978 “systematic" audit is the only audit for acecuracy and
completeness conducted by the Department. The Department has not
audited its "CCH incomplete" or manual records for accuracy and
completeness. o

A random sample of 45 of the 277 records which the Department
certified as being both accurate and complete was examined. In seven
records, state's attorney dispositions had been entered onto the CCH
system, yet the supporting documentation was missing from the file
jacket. Similarly, court dispositions entered on CCH could not be
verified in five records, because they, too, were missing from the files.

-6-
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In four records, information which had been entered onto the CCH
system differed from the supporting documentation. For example, two
records had differing identification data, and one record did not enter
an alias date of birth onto the CCH. Another record had a disposition
of "$50 fine" entered on CCH. The actual dispositiOn was $30 costs and
$20 fine.

Finally, the CCH transeript, in three records, was not complete. In
those inSténcés, dispositions which had been reported to the Depart-
ment subsequent to March 16,' 1976 and found in the jacket file had not
been entered. '

B. Delinquent Disposition Monitoring Procedures

Since March 16, 1976, it has been the procedure of the Department of
Law Enforcement to enter all current arrests onto the CCH system and
at the‘ same time, to enter the curreht arrest onto a delinquent
disposition monitoring list. Once a disposition for an arrest is posted,
the arrest is deleted from the delinquent disposition monitoring list.

This procedure was audited to ascertain whether the delinquent dis-
position monitoring list contained all current arrests without disposi-
tions. The 45 randomly selected records ‘taken from the Department's
audit of June 1978 were reviewed (Al above). In this sample, all arrests
oceuring after March 16, 1976 and still without dispositions were

‘recorded. Of the 45 records examined, 42 of the records had at least

one such arrest. In all, there were 72 arrests without dispositions. The
delinquent disposition monitoring list was then checked to corroborate
that each of the arrests was listed. All 72 arrests were recorded on the
Department's delinquent disposition monitoring list.

The Department does not add arrests to the monitoring list, occuring
before March 16, 1976, which it knows are without dispositions. In
addition, the Department is incapable of distinguishing between an
arrest which does not have a recorded disposition because no disposition
has been reached and an arrest which does not have a recorded

disposition because the disposition has not been reported.

A
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Dissemination Logging ¥rocedures

Since June 1978, the Department of Law Enforcement has conducted

audits, on four different occasions, of its procedures for logging dis-
seminations by mail, teletype and telefaesimile. The Audit Unit reviewed the
Department's audit procedures for the audit which it conducted in May 1979.

At a 95% confidence level the Department of Law Enforcement took a
sample of 624 records randomly drawn from the dissemination log books
of the 14,500 disseminations by mail and teletype for the month of
March 1979. The errors found by the Department in this sample
consisted of two types. The disseminations were either not being
logged or the logging cards were missing from the file jacket. The
Departmént stated that it corrected the errors in the sample.

‘The Audit Unit examined a random sample of 24 of these 624 records to -

determine if the disseminations by the Department were recorded
correctly according to its own procedures. In two of the records, the
actual disseminations were not recorded by the Department. Also, the
dissemination log was rot in the file jacket of one of the records.

At a 95% confidence level the Department took a sample of 266
telefacsimile transmission records randomly drawn from the dissemina-
tion log sheets of the 2,000 telefacsimile transmissions for the month of
March -1979. The errors found by the Department consisted of
dissemination logs missing from the file jackets. The Department
informed the Audit Unit that it had corrected the errors which were
found.

A random sample of 26 of these 266 records was examined to ensure
that the disseminations via telefacsimile were also recorded in each
file's dissemination log. In three of the records reviewed the tele-
facsimile dissemination had not been recorded by the Department.

D.

Error Correction and Notification Procedures

When the Department of Law Enforcement conducted an audit of CCH
records for accuracy and completeness, in June 1978 (discussed in Al
above), it found 16 records containing a variety of errors. (Examples of
the errors detected are: wrong name entered; misclassification of
charges; arrests missing from transeript; erroneous fingerprint classifi-
cation; charge entered wrong; and dispositions not entered.) The
Department proceeded to correet these errors.

The Audit Unit examined 15 of the 16 records (one was missing from
the file) to determine if the Department's correction procedures
resulted in the corrections being made accurately. In 14 cases, the
errors were corrected accurately. In one record, the Department
erroneously created a second arrest for the same offense already
reported. ‘

After the Department of Law Enforcement corrects a transeript, its
notification procedure is to send a revised transcript to all the agencies
which have received a copy of the transcript in the past three years.
This correction notification procedure applies in at least three in-
stances: 1) when the Department discovers an error through one of its
auditing procedures; 2) when a record is changed as the result of an
individual record challenge; and 3) when a record is expunged.

Since these notifications of corrections are supposed to be logged by
the Department, the notification procedure can easily be verified by
examining the dissemination logs of a record, after the date the
correction is made, to see if the proper agencies have received a
revised transeript. The Audit Unit should have examined (but did not)
the dissemination logs of the 16 records corrected by the Department
(discussed in D5 above) and the nine individual record challenges which
were granted by the Department (discussed in F8 below) in order to
determine if the Department's correction notification procedures are
routinely followed.
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The Audit Unit did, however, examine the 16 "CCH complete" records
that had been ordered expunged during June 1979 (discussed in E7

below). In 14 of the 16 records, no notification of correction had been
disseminated. '

E.  Expungement Procedures

7.

It is the Depat‘tment's policy to expunge information pursuant to court
order. In June 1979, the Department received 220 court-ordered
‘expungements. The Department informed the Audit Unit that it
complied wvith the court orders and expunged all of those records.

The Audit Unit reviewed 22 records drawn at random from the 220
court-ordered expungements for June 1979 to determine if the required
expungements were correctly made. The required expungements were
made in all 22 of the records examined.

As a matter of policy, the Department does not automatically return all
photographs, fingerprints, or other records of identification to the

individual when an arrest results in an acquittal or release without
convietion. '

F.  Individual Review and Challenge Procedures

The Department of Law Enforcement has established detailed proce-
dures for permitting the access, review, and challenge of an individual's
record. For example, the Department's regulations require a response
to each stage of the access and challenge process within 30 days. Also,
each step of the process is considered to be an event which is supposed
to be entered onto the CCH transeript. After three full years of
operating under its access and review procedures, the Department
reported that 829 requests for access and review, 112 record chal-
lenges, and 5 administrative reviews had been filed.

~10-

Only the record challenge aspect of the overall access and review:

proce dures was examined, since the invocation of a record challenge

would seem to indicate that a problem in the record might already

exist. The Audit Unit sampled 15 records taken at random from the 112

record challenges filed. These records were specifically reviewed to

determine if:

a) the response times were exceeded by the Department;

b) the Department's response to the record challenge could be
substantiated by the supporting documentation;

e) the current CCH transeript accurately reflects any changes made
by the Department; and

d) the current CCH transcript is accurate and complete.

In eight of the records, the 30 day response time had been exceeded in
the "request for access and review" stage of the procedures. In seven
records, the Department took more than 30 days in which to respond to
a record challenge, and of the three records in which an administrative
review had been requested; the Department took more than 30 days to
respond in one case.

In four of the fifteen records, the Department's response to the
challenge could not be supported by documentation in the file. For
example, in one record the record challenge was missing, so there. was
no way of verifying the type of challenge to which the Department was
responding. In one case, the Department modified a disposition to read
"Returned as parole violator with same sentence" by adding the phase
"with same sentence." There was no documentation to support this
conelusion. Another record was updated by the Department to reflect
that a sentence of supervision had been discharged even though there
was no court document to support that conclusion. In another case, the
Department changed a documented one year court supervision by
entering a dismissal for the same date, even though there was no
documentation to support either the disposition of dismissal or the date
given to it.

~11-
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In three of the récords reviewed, the current CCH transcript was
incomplete because the record challenge itself was not entered onto

CCH as an event.

In all ten cases where the Department did change a record (nine at the
record challenge stage and one at the administrative review stage), the
changes were entered accurately onto CCH. However, in one case, five

previously recorded entries were lost when the change was made.

Also, there were two records where dispositions had been reported to
the Department after March 16, 1976 and were not added to the
individual's CCH transeript even though the arrest was alr"eady on CCH.

General Quality Control

9. In order to observe the general quality of the records maintained by the
Department of Law Enforcement with respect to accuracy and com-
pleteness, the Audit Unit sampled a limited number of manual and
automated records. None of the 23 records pulled at random had been
previously audited or corrected by the Department. Although the
results of this review are not statistically significant (23 records out of
1.3 million), the Audit Unit wanted to observe the general quality of a

few records.

Four records were found in which a CCH entry could not be verified
because the state's attorney's disposition was missing from the file.
Two records had the same problem with respect to missing court
dispositions, and at least one record file was missing custodial infor-
mation which had been entered onto CCH.

In one record, disposition information reported subsequent to March 16,
1976 was in the file jacket but had not been entered onto CCH. In
addition, one record of a current active offender with a history of
numerous arrests and convictions dating back to 1955 was not com-
pletely entered onto CCH. Part of the record was on CCH (both old
and recent arrests) and part of the record was still manually main-
tained.

-12-
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Findings and Recommendations

FINDING NUMBER 1

The Department of Law Enforcement's procedures for conducting
systematic audits are inadequate, in that a) the frequency and scope of the
Department's audits do not sufficiently detect erroneous or missing infor-
mation and b) they do not examine manual records.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

Due to budgetary' constraints, an extensive internal auditing program
has not been implemented. The Bureau of Identification has requested
additional positions for Fiscal Year 1981 to expand its auditing program.
During the remainder of Fiscal Year 1980, the Bureau of Identification will
conduct at ieast one audit of current entries to the Computerized System and
one audit of posting current transactions to manual transeripts.

RECOMMENDATION

The Council recognizes that severe budgetary constraints are placed
upon the Department of 'Law Enforcement. Nevertheless, the most critical
aspect of any record system is the confidence in its accuracy, completeness,
and reliability. Federal regulations and sound management practices compel
that systematic audits be conducted in order to monitor the quality of
information maintained in an information system the size of the Department
of Law Enforcement's.

The Counecil recommends that the Department of Law Enforcement
develop (and report to the Counecil on an annual basis) a systematic audit
program, that will ensure that it conducts systematic audits for accuracy and
completeness on a regular schedule and which includes a statistically
significant, representative sample of all the types of records maintained in
the system.

-13-
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FINDING NUMBER 2

The Department of Law Enforcement's procedures for identifying
delinquent dispositions are inadequate, in that a) arrests that do not have
dispositions can be identified but there is no system for identif ying delinquent
dispositions and b) they do not add arrests prior to March 16, 1976, suspected
to have delinquent dispositions, to the monitoririg‘ list.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

There are no effective means to determine if a disposition is delinquent
without contacting either the State's Attorney or Circuit Clerk to determine
if a disposition has occurred and not reported within 30 days as provided by
law. The Department could implement procedures to predict when a
disposition is likely to be delinquent. The Department recognizes that
substantial numbers of dispositions are delinquent from 1976 to 1979. The
Bureau of Identification has sought to collect tr.ese dispositions by several
methodologies, including direct assistance to Cireuit Clerks in reporting. The
number of delinqhent dispositions currently exceeds fhe Department's capa-
city to collect all of them. The Fiscal Year 1981 .Budget request includes
additional personnel for this function.

As a result, the ability to predict when a disposition is likely to become
delinquent or the addition of arrests prior to Mareh 16, 1976 to the
monitoring list would not significantly improve dispositional reporting.

Furthermore, the LEAA Privacy and Security Planning Instructions
specifically state, "there is no intent to require that agencies go back into old
records and obtain dispositions for all arrests occurring before a disposition
reporting system is in effect...agencies would not be expected to attempt to
reconstrﬁct records, even if the arrest occurred after June 19, 1975." The

Department implemented mandatory disposition reporting on March 16, 1976.

~-14-

RECOMMENDATION

e b S R

The Council recognizes that the reporting of dispositions to the
Department of Law Enforcement is encumbent upon state's attorneys and
circuit clerks, and the Department has no power to enforce compliance with
the disposition reporting law. (Chapter 38 section 206-2.1, Illinois Revised
Statutes.) The Council also recognizes that there are not enough resources to
reconstruét dispositions for all the‘ records maintained by the Department.
However, every effort should be made to find out a disposition for an arrest
when a record is in the process of being converted onto the Computerized
Criminal History (CCH) file, and this effort should be made regardless of the
specific date of the arrest. The purpose of delinquent disposition monitoring
is to improve the reporting of known dispositions in the state and to reduce
the number of incomplete records. At this point in time, the Department
cannot tell the difference between an arrest which does not have a
disposition because there is none and an arrest that should have a disposition
posted but it is delinquent. Furthermore, when the Department comes across
an arrest prior to March 16, 1976 and no disposition is posted, it can be fairly
certain that the disposition is delinquent. At the very least, such information
should be added to the computerized monitoring list.

The Council recommends that the Department of Law Enforcement 1)
provide regular scheduled reports to the state's attorneys and circuit clerks
of all dispositions which are missing and the number of days that the
dispositions are outstanding, 2) develop a method for identifying those
dispositions which are likely to be delinquent, and 3) make a summary of the
disposition information reporting rates available on an annual basis to the
Council, the Governor, and the General Assembly so that compliance with the
current disposition reporting law may be evaluated.

-15-
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FINDING NUMBER 3

The Department of Law Enforecement's procedures for logging the
dissemination of criminal histo2y record information appear to be adequate.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

No response necessary.

RECOMMENDATION - -

None.

~16-
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FINDING NUMBER 4

The Department of Law Enforcement's procedures for correcting known
errors appear to be adequate.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

No response necessary.

RECOMMENDATION

None.

-17-
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FINDING NUMBER 5

The Department of Law Enforcement's procedures for notifying reet
pients of criminal history record information about corrections are not
routinely followed.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

The Audit Unit determined that notifications of corrections pursuant to
an expungement were not occurring. Immediately after this was brought to
the attention of Bureau of Identification personnel, corrective action was
implemented to increase compliance with this requirement. The Nepartment
will include expungements in future dissemination log audits.

RECOMMENDATION

None.

-]18-~

FINDING NUMBER 6

In twelve cases, the accuracy of CCH data entries eould not be verified
due to a lack of supporting documents in the file jackets.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

A review of the records which the audit team reported as missing
supporting documentation reflect several different situations.

1)  Supporting documentation cited was either in the jacket or on
CCH as proper.

2) Dispositions reported have either not yet been filed or perhaps
have been misfiled. If necessary, the Department could request
the Court and/or State's Attorney's Office to resubmit this
information.  Additionally, the Department will conduct re-
training on filing of documents.

3) Information has routinely been obtained by telephone and utilized
to process current transmissions. It appears that the documents
either have not been requested or submitted subsequently. The
Department has implemented checks to ensure this information is
obtained in document form in the future.

4)  The Department utilizes sources such as the Chicago Police
Department transeript and custodial fingerprint cards in some

instances to obtain dispositions. In these situations, these are
utilized as source documents.

-19-
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RECOMMENDATION

The confidence of the public and criminal justice community in the
aceuracy of the CCH file is essential. Regular audits help establish the level

of reliability and confidence which ‘can be placed in these records maintained

by the Department of Law Enforcement. 1In order to corroborate the

accuracy qf the information maintained in the computerized files,
records and documents must be retained in orde
the computer record entries.

original
r to compare them and verify

To the degree that many. onglnal documents
are missing from the f11e the ability to audit is undermined.

* The Couneil recommends that the - Department of Law Enforcement

obtain, file and. mamtam wherever possible,: original documents in the file

_Jacket which will corroborate the aceuracy of CCH data entries.

-20-
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" FINDING NUMBER 7

Due to a backlog of unproceséed fingerprint cards, many CCH records

remain incomplete.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

Due to ihsufficient personnel resources in the late 1960's and early
1970's, the Bureau of Identification was unable fo process all of the
fingerprint cards submitted. Since 1974, all submissions have been routinely
processed as they were submitted. The backlog of unprocessed fingerprint
cards was approximately 500,600 in 1974, As of January 1, 1980, the
Department estimates this backlog at 28,400. Since January of 1978, a total
of 154,000 subjects contained in the backlog have been processed. In
September 1978, additional fingerprint technicians were hired to complete

integration of the backlog.

The Department projects that the backlog will be eliminated com-
pletely during 1980. A high priority has been placed by the Department on
accomplishing this objective. ‘

RECOMMENDATION

The Council agrees with the Department of Law Enforcement that a
high priority should be placed on converting its backlog of unprocessed
fingerprint cards to CCH and recommends that sufficient resources be made
available to the Department for accomplishing this goal.

-91-
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FINDING NUMBER 8

The Department of Law Enforcement has not conducted any audits of
local criminal justice agencies for compliance with federal and state laws.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

The Department recognizes the need to ensure complete and accurate
information is reported. To accomplish this objective, the Bureau of
Identification provides technical assistance upon request, identifies and
resolves problems which come to its attention, contacts agenciey to resolve
possible incorrect information and other tasks. The Bureau of Identification
Field Staff has been reduced in Fiscal Year 1980. Current staffing levels are
not sufficient to pursue both delinquent disposition collection and external
auditing. The Bureau of Identification has requested additional personnel in
its 1981 budget for external auditing.

RECOMMENDATION

The State of Illinois is required to conduct audits of a random,
representative sample of state and local criminal justice agencies and the
state central repository for compliance with federal regulations governing
the privacy and security of criminal history record information. On March 1,
1978, the Department of Law Enforcement certified to the Law Enforcement
Assistance Administration that its procedures for conducting these audits
were operational.” The Department of Law Enforcement does, in fact, have
detailed written procedures for the conduct of external audits of local
agencies. All that remains is for the Department to corry them out. The
deadline for conducting the audits is eighteen months after the end of a
state's legislative session. At that time, a certificate attesting to the
conduct of an audit of both the state central repository and of a random
number of other eriminal justice agencies must be submitted by the states.
(In Illinois that date is July 11, 1980.)

In order to remain in compliance with the federal regulations, the
Department of Law Enforcement must implement its audit of local criminal
justice agencies before July 11, 1980. The Council recommends that
sufficient resources be made available to the Department for accomplishing

this goal.
~22~

FINDING NUMBER 9

The Department of Law Enforcement's procedures for identifying those
agencies authorized access to eriminal history record information appear to
be adequate.

- DEPARTMENT OF LAW ENFORCEMENT RESPONSE

No response necessary.

RECOMMENDATION

None. *
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FINDING NUMBER 10

The Department of Law Enforcement's procedures for identifying' the
type of information an authorized non-criminal justice agency may receive
are inadequate, in that the Department does not distinguish between cate-
gories of offenses and releases information to non-criminal justice agencies
that they may not be authorized to receive.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

State statutes provide for a variety of grounds for rejection of potential

“employees or license holders. The screening and application of these criteria

most appropriately rests with the potential employer or licensing ageney. In
some instances, further investigation would be reqﬁired by the agency to

determine if a particular conviction is grounds for denying employment or
license.

RECOMMENDATION

The Council recognizes that the myriad of eomplex statutes confronting
the Department of Law Enforcement and governing the dissemination of
criminal history record information to non-criminal justice agencies makes
the administration of these statutes virtually impossible. In order to compl‘y
with the technical dietates of existing law, the Department would literally
need scores of lists stating what type of offense information one agency may

receive but not another. Such a dissemination policy at the state or local
level is unmanageable. \

A It is recommended that the Couneil énd the Departrient of Law
Enforcement develop legislation which will clarify the policy for dis-

seminating ecriminal history record information to non-eriminal justice
agencies.

-24-

FINDING NUMBER 11

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

The Department of Law Enforcement has no back-up facilities for its
manual record system, other than data also appearing on its computerized

criminal history file.

s

The Bureau of Identification requested funds from both the Illinois Law
Enforcement Commission and in its budget request for microfilming all of its
Criminal History Files in previous years. This request is contained in the
Bureau's Fiscal Year 1981 Budget request.

If the request is approved, the Bureau would maintain all of its files on
microfilm with secure, off-site storage of a duplicate of the file. Ad-
ditionally, more timely processing of inquiries could be accomplished as a

result of increased efficiencies.

RECOMMENDATION

The Department of Law Enforcement maintains hundreds of thousands
of records which are vital to the criminal justice community. In order to
protect the criminal justice community's investment in these records, the
Departmen_t‘must reduce the potential of devastating loss to its files. The
Department of Law Enforcement should continue its efforts to reduce its
reliance on paper files by conVerting active record subjects to the CCH file
and by microfilming all essential data. '

The Council recommends that in order to provide effective back-up to
its manual records the Department of Law Enforcement 1) review its manual
files and remove or destroy all records that are not required by law to be
maintained, 2) reduce its reliance on manual systems by converting all
alphanumeric -information, found in the records of persons currently active
within the criminal justice system, to CCH and by converting all non-
alphanumeric data on active persons to microfilm, 3) microfilm all eriminal
history record information for secure off-site storage, and #) develop grant
proposals for federal funds for microfilming in light of this recommendation.

~925-

iy

o BT

VO S P

P .



FINDING NUMBER 12

In four caseé, the Department of Law Enforcement's response to an
individual record challenge could not be supported by the doecumentation in
the jacket file. '

//

/‘
DEPARTMENT OF LAW ENFORCEMENT RESPONSE .

The Department routinely obtains information by telephone to respond
to Request for Access and Review and challenge procedures, in order to meet
time constraints. Agencies are requested to submit the information in
writing or by photocopying appropriate documents. In at least some
instances, it appears these documents have not been received.

The Department has initiated new procedures to follow-up on the
receipt of this information. Additional attention will also be given to ensure
written documents have been received or requested to support transcript
entries.

RECOMMENDATION

None. -

-26~

FINDING NUMBER 13

The Department of Law Enforcement does notkexpunge records in the

manner preseribed by Illinois law.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

llinois Revised Statutes, Chapter 38, Sec‘;ion 206-5 has been repeatedly
amended since its initial passage in 1931. One of the effects of these
amendments has been substantial confusion concerning the interpretation of
that portion dealing with return of records. The Department intends to
introduce legislation to resolve this confusion. Further, most of the records
submitted since 1931 do not contain dispositions. Mandatory disposition
reporting did not become effective until March 16, 1976. Current addresses
are not available on criminal offenders whose charges resulted in non-

conviction. Thus, there is no means to return records to the person.

RECOMMENDATION

The Council recognizes that there is considerable confusion regarding
the law of expungement of arrest records in Illinois, that complying with the
technical letter of the law is impossible in many cases, and that the existing
statute fosters inconsistent recordkeeping practices at the state and local

level.

As its recommendation, the Illinois Criminal Justice Information
Council shall immediately conduct a study of the. state of the art of
expungement of arrest records in Illinois and, along with the Department of
Law Enforcement, develop legislation which will clarify the policy and

procedure for expunging criminal history record information.

~27-
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FINDING NUMBER 14

The Departmenf; of Law Enforcement does not limit the dissemination
of pre-July 1, 1973 non-conviction data as required by federal law.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

LEAA interpretation of 20.21 (b)(2) is that if any agency is authorized
by statute, ordinance, executive order or court rule, decision or order, as
construed by appropriate State or local officials or agencies, the reecipient
agency is entitled to the entire record. Thus, the Department of Law
Enforcement need not limit the dissemination of Criminal History Record
Information to these agencies.

RECOMMENDATION

It is recommended that the Illinois Criminal Justice Information
Council and the Department of Law Enforcement develop legislation which
will clarify the policy for disseminating eriminal history record information
to non-eriminal justice agencies.

~28-
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FINDING NUMBER 15

b

The Department of Law Enforcement's procedures for converting
manual records (of persons still active in the eriminal justice system) to CCH
are inadequate, in that they do not always result in a éomplete CCH record
transeript.

DEPARTMENT OF LAW ENFORCEMENT RESPONSE

In 1976, the Department embarked upon a program to computerize its

records to scrve three primary functions:

1. To utilize computer technology to produce transeripts.

2. To provide rapid, on-line computer responses to inquiries from
criminal justice agencies.

3. To meet the requirements of the LEAA Rules and Regulations on
Privacy and Security.

In order to meet these objectives, substantial revisions were made in

~ the reporting of arrests, dispositions and custodial transactions, the internal

processing procedures of the Bureau of Identification and in the computerized
criminal history system.

The Debabtment began by entering to the computerized eriminal history
system all current arrests. This was necessary to support delinquent

disposition monitoring as required by LEAA. Since that time, inecreasing
numbers of records have been completely entered to CCH.

-29-
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The Department recognizes the desirability of entering every record
completely to CCH. Two factors prevent the Department from accom-
plishing this objective:

1. The Department does not have sufffcient personnel to code and
enter all historieal information on currently active offenders.
The Bureau of Identification has requested in its Fiscal Year 1981
Budget an additional 110 personnel, which in part, would be
utilized in furtherance of this objective. Until additional person-
nel are pro?ided, the Department must utilize manual transcripts
to provide responses to inquiries. It also needs‘to be noted that no
agé'ncy has access to records on CCH which are flagged as
incomplete, except the Bureau of Identification.

2. A systematic problerﬁ exists in that frequently custodial finger-
prints‘are received prior to the receipt of court dispositions. The
Department is currently evaluating this problem and will develop
procedures to reduce or eliminate it in the near future.

RECOMMENDATION

The Couneil, too, recognizes the desirability of ehtering every record of
current active‘ offenders completely to CCH. Once a person is arrested and
the current arrest is placed on the computerized systemn the entire manual
record should idealiy be converted at the same time. An individual record
which is part manual and part computerized cannot be utilized effectively or

efficiently.

The Council recommends that sufficient resources be made available to
the Department of Law Enforcement for converting manual records of
persons still active in the criminal justice system to CCH so that a complete

CCH record transcript will result.

-30-
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VIL.  Significance of the Findings

This Annual Audit, conducted by the Couneil, is a different type of
audit. It is an audit of compliance—-of compliance with the Department of
Law Enforcement's own recordkeeping procedures, practices, and policies
regarding the privacy and security of criminal history information, and with
the requirements of federal and Illinois laws. Moreover, this type of audit
has never before been conducted in lllinois, or for that matter, throughout
most of the other states. As a first attempt, this audit has some limitations
which the Couneil has noted and intends to modify next year. Based on the

" findings of the Couneil, however, two major concerns are manifest.

First, the statutory requirements regulating crirﬁinal history record-
keeping and privaey and 'security concerns in Illinois are confusing, contra-
dictory, and ambiguous. The lack of a single, coherent statatory poliey
seriously impedes sound recordkeeping practices. The main focus of the
Department of Law Enforcement, the Criminal Justice Information Couneil,
and other interested agencies in the criminal justice community ought to be
to clarify the present statutory language and in its place establish statewide
policies for the efficient collection and maintenance and equitable dissemina-
tion of accurate and complete criminal history record information.

Given the present state of the law, the Department of Law Enforce-
ment must be complimented and commended for its efforts in complying with
and attempting to administer statutes which are difficult, if not impossible,
to implement. This is especially cogent in an era when the Department has
been severely restrained by shrinking resources while the reality and promise

of rapidly changing technology has led the criminal justice community and

citizens of Illinois to expect swifter and better results than have actually
materialized. This audit evidences the resulting frustration on the one hand
and documents the gradual, but continued, progress of the Department
toward a lofty goal on the other.

-31~

J 2 S

a e id ol

e,

e e —



R o

S TR e g

Second, the Department of Law Enforcement, despite all its efforts,
needs to clarify its own internal procedures in some areas with respect to

efficient recordkeeping practices. This need is most prevalent in the area of

disposition reporting-—an area which goes to the very heart of maintaining
accurate and complete information. Both the Department and Council
coneur that major efforts are needed to improve timely disposition reporting
by local law enforecement agencies, state's attorneys, and clerks of the courts
throughout the state.

Clarification of the Department's procedures and policies is also
especially important because of the direct effect they have on the operation
of the hundreds of local criminal justice agencies throughout the state. As
the custodian of information collected by local agencies, both the direct
support of officers in the field and the quality of justice meted out by local
officials is obviously dependent upon the timeliness, accuracy, and com-
pleteness of data supplied by the Department of Law Enforcement. Since
local criminal ‘justice agencins are reliant upon the Department, as are
citizens who are directly affected by the actions of local officials, the
Department needs to assure the criminal justice community that its pro-
cedures and policies are fully operational and will ultimately lead to the
regular and rapid delivery of reliable information. In addition, the criminal
justice ecommunity must be able to comprehend and support these policies.

It is also apparent from the findings that the Department of Law
Enforcement is the only entity capable of providing the complete information
and services required by criminal justice agencies. While the Department
must streamline its procedures to increase the efficiency of its operation, it
is also obvious that the Department is in dire need of more financial support
in order to carry out its recordkeeping dutiies effectively, efficiently, and
responsively to the needs of local agencies.

-39~
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Perhaps the most significant result of this annual audit is the fact that
it demonstrates the importance of and need for continued audits of this type.
The taxpayers of Illinois have and are continuing to dole out large sums of
money for both state and local eriminal history recordkeeping systems, and
they have a right to exr ..’ that their taxes will bé spent efficiently on

reliable information systems. This first audit of the Couneil emphasizes the °

need for improving the quality and availability of criminal justice data at
both the state and local levels. It documents the need to establish coherent,
uniform policies by revamping the maze of existing legislatiorn. It shows that
the reporting of information by local eriminal justice agencies must be
improved, that local agencies are reliant upon the Department of Law
Enforcement, and that the Department needs to be better supported in the
services which it provides for the whole eriminal justice community. It also
informs state and local criminal justice agencies as to the guidelines and
standards they can adopt for their own recordkeeping systems.

In sum, this Annual Privacy and Security Audit opens some of the
operations of government to the light of public exposure. It provides the
citizens of IMinois with the opportunity to guage theA quality of ecriminal
records in Illinois and, for the first time, to scrutinize the way in which this
information is being, used by the eriminal justice community.
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10.

11.

12.

13.

14,

15,

16.
17.
18.
19.
20.

21.

.LEGAL REQUIREMENTS CONCERNING CHRI
Signed certificates by peace officers stating that a request for CHRI will be
used for the administration of the criminal laws.

Clerks of the Circuit Court must report dispositions to DLE within 30 days of
the event. .

States attorneys must report dispositions to DLE within 30 days of the event.

Policing agencies must report dispositions to DLE within 90 days of the
event. ‘

Policing agencies must report arrests to DLE on a daily basis.

i ) . § . )
State-maintained records in cases resulting in non-conviction shall be
returned to the defendant (except for probatlon under Chapter 56% Section
1410).
Dissemination of State-maintained CHRI shall be limited.
Update inquiries are mandatory before dissemination.
Systematic audits shall be conducted to detect erroneous information.
Recipients of CHRI must be notified of material errors.
Non-criminal justice agencies desiring access to non-conviction data are
required to execute a user's agreement with the disseminating criminal

justice agency.

Researchers desiring access to non-conviction data are required to execute a
non-disclosure agreement w1th the disseminating agency.

'DLE shall determine a representative random sample for conducting audits of

state and local criminal justice agencies.
DLE must retain primary dissemination logs.

Local criminal justice agencies must retain secondary dlssemmatlon logs of
state-maintained CHRI.

Software and hardware must be designed to prevent unauthorized access.
Only authorized personnel may gain direct access to CHRI.

Daté may not be altered by non-criminal justice terminals.

Criminal justice agencies shall control the destrﬁction of records.

All attempts to penetrate the system shall be recorded for' output.

Knowledge .of the actual programs designed to detect unauthorized access

. shall be restricted.
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22.
23.
24.

25,

26.

27.

28,

29.

30

31.

32.

33.

Data shall be maintained in physically secure environments.
Criminal justice agencies shall screen personnel having aceess to CHIRIL

Persons with direct access to CHRI shall be subject to administrative
sanctions by criminal justice agencies.

Employees shall be informed of the substance and intent of the federal
reqgulations.

Individuals shall be permitted to review challenge, and obtain a copy of their
own records.

DLE shall provide for administrative review of individuals challenging their
records. ‘

Individuals may obtain the names of non-criminal justice agencies having
access to their records.

DLE shall retain records of the audits it cnnducts.

DLE shall notify local criminal justice agencies of audit exceptions and
follow-up for corrective action.

DLE shall determine a statistically valid random sample of its records for
auditing.

Dissemination .of state-maintained CHRI for employment or licensing
purposes must be based upon fingerprint verification.

DLE shall audit local criminal justice agencies for compliance with federal
regulations. :
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PRIVACY AND SECURITY REQUIREMENTS,
POTENTIAL EXPOSURES, AND DLE PROCEDURES

AUDIT QUESTIONNAIRE

Date: .
Auditor:

Respondent:

Legal Requirement

1. Signed certificates by peace officers that a request for CHRI will be used for
the administration of the criminal laws.

Exposures

Use of User Agreement list

. Existence of list of signatories ‘
. Verify agency has signed

. Regular update of lists

. Verify all LEADS agencies have signed

- Verify inter-agency units have signed

Identification of requesting individual

Verification that request is for use in the administration of the criminal laws.

DLE Written Procedure/Policy - Dissemination Policies Memo 4/11/79.

Actual Questiqns

1. a) Is this the currently used User Agreement for criminal justice
agencies?

b) Provide a list of all agencies who have signed agreements on file
- and also those who have refused to sign why have they refused?

c) How often is list updated?

d)  Is list checked prior to each dissemination?

e) Questions B-D for LEADS agencies?

f)  How are inter-agency groups handled (i.e., MEG)?

g) How is it verified that the requesting individual is a criminal
justice employee (walk-ins; telephone)?

h) How is the purpose of request vertified?

s s




Observations/Comments

Legal Requirement

2, Dissemination 6f statemaintained CHRI shall be limited, including LEADS arid
Juvenile data. =

Exgosures

Use of user agreement list

Identification of requesting individual (see above)

Verification that request is authorized by law

Identification of types of information authorized to be released

Maintenance of dissemination logs

Updating of information prior to release

Limitations on release of non-conviction data to non-criminal justice agencies
Release of Juvenile data is limited '

Coordination of non-conviction data with delinquent disposition monitoring
list. : -

Disclaimers of accuracy when not based on fingerprints.

4

DLE Written Procedure/Policy

No dissemination of CHRI w/out users agreement
1) Non-criminal justice agencies receive limited information

2) NLETS responses to proper request code will include CHRI only for
criminal justice use. '

3)  Webb letter to Gould

Actual Questions

2. a) Do you have a user agreement list?

b) s the list reqularly up-dated?

c) Do you check it before dissemination?

d) In what form are dissemination logs maintained?

e) How long are they (logs) kept? '

f)  Does DLE have policy to ensure all disseminations are logged?

g) How do you up-date information prior to release?

h) Do you have a list of non-criminal justice agencies authorized to
receive CHRI? ,

i)  What information can they receive?

i) Is the list up-dated regularly?

k) Do you check before dissemination?

1) Do you maintain a delinquent disposition list?

m) When releasing CHRI with no disposition, is this noted and up-
dated?

RPN (S S
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Observations/ﬁomments

Legal Requirement

3. Non-criminal -justice agencies d
conviction data must execute a v
criminal justice agency.

eserving access to state maintained non-
alid user's agreement with the disseminating

ExEosur‘es

Use of user agreement list

. Existance of list of signatories
. Verify agency has signed
- Regular update of lists

Identification of requesting individual
Verification that request is authorized by law

Coordination of non-conviction data with delinquent disposition monitoring.

Method to ensure local agencies have valid user agreement with local non-

criminal justice agencies.

DLE Written Procedyre/Policy - Dissemination Policies Memo 4/11/79.

Actual Questions

3. a) Is this. the currently used Agreement for non-criminal justice
agencies? ' '

b)  Provide a list of all agencies who have signed agreements on file.
c) How often is list updated?

d) Is list checked prior to each dissemination?

e) By what procedure does the non-criminal
and physically obtain information?

f)  How is it verified that re
criminal justice agency?

justice agency actually
questing individual is a member of the non-

9) wa is the legality of the request determined and verified?

h)  What is the method f

or identifying types of infarmation which may
be released?

i) qu‘ is @he "limited" information actually provided to the non-
criminal justice agency?

i) What p'rocedures exist to gaurantee that non-conviction data
appearing on a rap sheet is noted on the deliquent disposition list?
k) What method does DLE use to ensure th

| . at local agencies have valid
xseg_sgreements with local non-criminal justice agencies. (External
udi
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Observations/Comments

L.egal Requirement

4. Update inquiries are mandatory before dissemination
Exposures
Coordination of missing dispositions with delinquent dispasition monitoring.

DLE Written Procedure/Policy

Computer generated transcripts contain message sayihg "Query before
Dissemination" on each page.

Actual! Questions

4. a) During local audits, do you ask if they query before dissemination?

Observations/Comments

L.egal Requirement

5. DLE must maintain primary dissemination logs.

Exposures

Information stored in retrievable format.

Maintain currency of logs

All items of information entered on logs

DLE Written Procedure/Policy « None

Actual Queétions

5. a) Provide copies of any primary dissemination logs. TIs information
stored in retrievable format? (Note format)
b) How soon after dissemination is the act noted in the log?
c) Examine random sample of log entries for completeness.

Observations/Comments

g a w»%,§

Legal Reguirement

6. Dissemination of statemaintained CHRI for employment or licensing purposes
must be based upon fingerprint verification. :

Exposures

LEADS used for non-criminal justices purposes.
Non-conviction data released to non-criminal justice agencies.
LEADS CCH logs monitored for applicant checks.

DLE ensures reasonable response time to request.

DLE Written Procedure/Policy - Dissemination Policies Memo 4/11/79.
Applicant Processing Memo 6/5/78.

Actual Questions ‘

6. a) Do you monitor LEADS/CCH logs for applicant checks?
b) Do you remove non-conviction data from CHRI released to non-
criminal justice agencies?
c) Do you have a priority for responding to applicant checks?
d) What is the maximum allowable time period?

Observations/Comments

Legal Requirement

7. Clerks of the circuit Court must report final dispositions to DLE within 30
days of the event. o

Exposures
Maintenance of system for identifying unreported dispositions
Reporting time constraints met
Identify and.flag special dispositions (e.g. supervision)
Coordination with expungent procedures.

DLE Written Procedure/Policy - None

Actual Questions

7. a) What is the method for identifying dispositions not reported by
circuit clerk within 30 days of the event?
b) Is there a list of special dispositions?
c) Are special dispositions flagged (supervison, etc) for update?

R

o, 3,

d o aeh A




A T L i 3

I e

d) What procedures exist to guarantee that these special dispositions

that are flagged for update are noted on the delinquent disposition
list? : . .
e)  Are non-conviction disposit juns flagged for expungement pueposes !

Observations/Comments

Legal Requirement

8. State's Attorneys must report dispositions to DLE within 30 days of the event.

Exposures

(Same as 7 above)

DLE Written Procedure/Policy - None

Actual Questions

8. a) Do you have a system to determine which charges are more than 30
days old without dispositions?
b) How do you "Flag" on the record?
c) What follow-up procedures are used? ,
d) Are dispositions such as Nolle Pros, etc. coordinated with
expungement routines?

Observations/Comments

Legal Requirement

9. Policing agencies must report dispositions to DLE within 90 days of the event

Exgosures

Maintenance of system for identifying unreported dispositions.
Reporting time constraints met

Coordination with expungement procedures.

DLE Written Procedure/Policy - None

Actual Questions

9. a) What is the method for identifying dispositions not reported by
police agencies within 90 days of the event?
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b) Is there a disposition for cases not referred for prosecution?

Observations/Comments

Legal Requirement

10. Poalicing agencies must report arrests to DLE on daily basis.

Exposures
Maintenance of system for identifying unreported arrests.
Reporting time constraints met.

Known rejected arrest fingerprint cards listed to see if resubmitted by
arresting agency.

DLE Written Procedure/Policy - CJIS Policy 0021, general instructions for Illinois
' Arrest Fingerprint. Card.

Actual Questions

10. a) Do you have a method of identifying unreported arrests, such as
disposition without prior arrest? :
b) Do you keep a list of rejected arrest FP cards to see if resubmitted
by arresting agency? '
If resubmitted, how many are classifiable?

Observations/Comments

Legal Requirement

11.  State-maintained records in cases resulting in non-convictions shall be
returned to the defendant (except for probation under Chapter 56% Sec. 1410)
Exposures

Maintenance of system to identify non-convictions.
Method of expunging CCH files.

Management record of expungement actions (See 20 below).
Expungement of Section 710 cases.

DLE Written Procedure/Policy - Landers Memo to McAlvey 8/18/77.
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Actual Questions

11. a) Are non-conviction dispositions flagge :?

If so, how?

b)  Are all non-conviction arrest records returned to the defendant?

c) Are these also removed from CCH. (Automatically)

d) Is arecord of expungments maintained? :

e) Is the record maintained alphabetically or otherwise?

f)  What is the method for expungement for records under Chapt.
564, Chapt. 7107 '

Observations/Comments

Legal Requirement

12. Systematic audits shall be conducted to detect erroneous information.

Exposures

Determine representative random sample size of records

. Manual (see 15 below)
. Automated

Develop methods for recording audit exceptions in a retrievable format.
Source documents (random) are available for comparison and inspection.
CCH records reflect complete (not partial) history.

Incomplete CCH records flagged for completion.

Methyod to cori'rect,errors.

Chicago P.D. arrest cards screened for clarity and compleﬁeness.

Known aliases check for duplicate fingerprint cards.

DLE Written Procedure/Policy

BCI number and description of errors recorded.

Actual Questions

12. a) What procedure is used to determine representative random sample

for internal audits?

b) How are descriptions of errors recorded?

c) Are source documents available for inspection?
How are they maintained?

d) Are records checked for complete history?

e) Do you check for "Flags" on records?

f)  What quality control procedures are used on Arrest Fingerprint
Cards upon submission?

g) Do you check for duplicate fingerprint cards under known aliases?

h)  What are your error correction procedures?
i) How do you update records with corrected information?

Observations/Comments

Legal Requirement e

13. Recipients of CHRI must be notified of material errors.

Exgosures

Maintenance of dissemination logs.

Procedure for notification.

DLE Written Procedure/Policy - Procedures in handling Dups Memao 5/22/78.

Actual Questions

13. a) What is the procedure for notifying prior recipients of CHRI of
material errors.

Observations/Comments

Legal Requirement

14, DLE shall determine a representative random sample for conducting audits of
state and local criminal justice agencies.

Exposures

Representative

. geographic location of agency
. type of agency
. size of agency

Size of sample determined

Random

Priorties/frequencies written.

DLE Written Procedure/Policy - None

Actual Questions

14. a) How do you determine representative sample for external audits?

b) Do these procedures take into account: geographic location, type,
size of agency?
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c) Do you have written procedures for setting priorities and
frequencies for these audits?

Cbservations/Comments

Legal Requirements

15. DLE shall determine a statistically valid random sample of its records for
auditing.

Exposures

Supply to manual and automated rocords.
Determination of sample size.

Random

DLE Written Procedure/Policy - None

Actual Questions

15, a) What is the method used to determine the sample size for internal
audit? : .
b) Does the sample include both manual and automated records?
c) What is the size of both samples? (metric)
d) How is randomness assured?

Observations/Comments

Legal Reguirement

16. Researchers desiring access to state-maintained non-conviction data are

required to execute a non-disclosure agreement with the disseminating
agency.

Exposures

Verify researcher has signed non-disclosure agreement.

Method to ensure that local agencies have valid non-disclosure agreements
with researchers. :

DLE Written Procedure/Policy ~ None

Actual Questions

16. a) What are your policies regarding researchers' access to:
conviction data?

non-conviction data?
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b) How do you verify that a researcher has a bonafide non-disclosure

agreement? '

c) When conducting audits of local agencies, how do you ensure that
agencies have valid non-disclosure agreements?

Observations/Comments

Legal Requirement-

17. lL.ocal criminal justice agencies must retain secondary dissemination logs of

state-maintained CHRI.

Exposures

Method for ensuring local secondary dissemination logs are maintained.

DIE Written Procedure/Policy - CHRI Criminal Justice Agreement.

Actual Questions

17. a) What is the method for ensuring that local criminal justice agency

are maintaning secondary dissemination logs.

Observations/Comments

Legal Requirement

18. Software and hardware must be designed to prevent unauthorized access.

Exposures

Access to terminals limited

Access to computer areas limited

Access to information limited

All system activity recorded

Programs for dei:ecting penetration attempts (See 22 below)

Method for monitoring security of telephone lines.

DLE Written Procedure/Policy

Visitor badges and logs will be used. Also temporary badges.

Actual Questions

18. a) How are attempts to penetrate the system detected and recorded?
Includes lines?
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b) How is this information retrieved and reviewed?

Observations/Comments

Legal Requirement

19. Only authorized personnel may gain direct access ta CHRI

Exposures

Method for determining authorized persons, including LEADS terminal.
Currency of authorization.

Method for determining authorized areas.

Method for monitoring security of telephone lines.

DLE Written Procedure/Policy

No CHRI given out by phone with two exceptions. Responses given tc phone
requests given over teletype when possible

Actu}al Questions

19. a) How are DLE employees authorized to access CHRI?

b) How often is that authorization updated? '

c) How does DLE verify that only authorized persons use local LEADS
terminals to access CCH. :

d) Are certain areas designated as requiring special clearance?

e) How do you ensure that only authorized persons gain access to
these areas?

f)  How do you monitor the security of telephone lines? (wiretapping,
eavsdropping, entegrety of data)

Observations/Comments

l_egal Requirement

20. Data may not be altered by non-criminal justice terminals.

Exposures

Access to systems limited.

No entry of data .by non-DLE agency or personnel,

DLE Written Procedure/Policy - None

Actual Questions

20. a) Can data be altered from non-criminal justice terminals?

Observations/Comments

Legal Requirement

21. Criminal Justice agencies shall control the destruction of records.

ExEosures

Access to the system is limited
Ensure destruction of the correct record.

Management record of destroyed informatirn (See 11 above.)

DLE Written Procedure/Policy - None

Actual Questions

21. a) How are persons designated as authorized to order and/or actually
perform the destruction of records?
b) How is the ability to destroy limited to these people?
c) What are the procedures to guarantee that the correct records
- are destroyed?
d) Is a list kept of destroyed records? If so, how is it maintained?
(alpha, numeric)

Observations/Comments

- Legal Requirement

22. All atempts to penetrate the system shall be recorded for output.

Exposures

Log all attempts to access the system.
Maintenance of logs for reference and retrievable format.

Management review and check of log for detection of penetration attempts.

DLE Written Procedure/Policy - None

Actual Questions

22. a) (See #18 above)

Observations/Comments

£
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Legal Requirement'

23. Knowledge of the actual programs designed to detect unauthorized access
shall be restricted.

Exposures

Knowledge of system design limited to only authorized persons.
Access to system documentation limited.

System documentation kept in secure location.

DLE Written Procedure/Policy - None

Actual Questions

What persons have or can obtain knowledge of the actual system
programs including those desigend to detect unauthorized access
and system documentation? '

b)  What is the criteria for authorizing these persons?

c) Is the system documentation kept in a secure place?

23. a)

Observations/Comments

Legal Requirement

24, Data shall be maintained in physically secure environments.

Exgosures

Off-site storage of software and data file.
Physical security

. fire

. theft

. electrical shoratge
. earthquake

. tornado

. flood

. terrorism

. bombing

DLE Written Procedure/Policy

Two backup files of computerized records maintained off site.

Cabinets and/or safes containing backup tapes will be locked except when
new tapes are received and old tapes are being returned.-

Tapes logged in and out.
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Actual Questions

24. a) HOW are data and backup files protected from:

Fire

Theft,

Natural disaster,

Vandalism or other acts of destruction?

Observations/Comments

l_egal Requirement

25.  Criminal Justice agencies shall screen personnel having access to CHRI.

Exposures
Screening procedure

Hiring after screening procedure is completed.

DLE Written Procedure/Policy - Authorization for Release of Personal Information.

Actual Questions

25. a) What is the screening procedure for employees':?
b) When are employees hired in relation to screening program.

Observations/Comments

Legal Requirements

26. Persons with direct access to CHRI shall be subject to administrative
sanctions by criminal justice agencies.

ExEosures
Procedures to initiate transfer or removal.

DLE Written Procedure/Policy

Personnel Code Union contract

Actual Questions

26, a) What sanctions do you have for violating policies and procedures

regarding CHRI?
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b) How do you determine local agency administrative sanctions?

Observations/Comments

Legal Requirements

27, Employees shall be informed of the substance and intent of the federal regulations.

Exposures
Procedures to initiate transfer or removal.

DLE Written Procedure/Policy - Nope

Actual Questions

27. a) Provide copies of training documentation pertaining to substance
and intent of federal regulations . Does this material provide
sufficient coverage?

b) Is this information given to all new employees?
@) What kind of training is provided in this area to employees?

Observations/Comments

Legal Requirements

28. Individuals shall be permitted to review, challenge and obtain a copy of their
own CHRI,

Exposure

Availability of forms to local agencies.

Awareness of local criminal justice agencies,

Procedures for review and challenge.

Procedures for giving individual a copy.

Procedures to ensure reasonable response times.

Coordination of files with expungement of records.

Coordination of return of non-conviction records to the individual.

Indication on rap sheet that challenge is in process.

DLE Written Procedure/Policy

Specification of Review Officer in Challenges and personnel to handle A&R
requests,

-

v

tmprenare:

= ¥

Rules and regulations detailing

1) Definitions

2)  Applicability of Rules
3) Reviewing Agency

4) Legal Counsel

5) Forms and procedures

Actual Questions

28. a) How do you: (See Exposure list)
b) How do you audit local agencies for: (See exposure list)

Observations/Comments

l_egal Reguirement

29. DLE shall provide for administrative review of individuals challenging their
records.

Exgosures

Documentation to corroborate changes made to records prov1d1ng an audit
trail.

Procedures to audit changes made including comparison of authorizing
documents Procedures to ensure reasonable response time.

DLE Written Procedure/Policy

Regulations Governing Individual Access and Review of ‘Criminal History
Record Inforrmation

Actual Questions

29. a) What is the procedure for administrative review of individuals

challenging their records.

b) Is the fact that a record has been challenged noted on the rap sheet
for the duration of the challenge? (Procedure)

c) Are change to records recorded?

d) Are official documents documenting these changes available for
inspection?

e) What are the procedures used to ensure reasonable response time to
a challenge?

Observations/Comments

Legal Requirement

30. Individuals may obtain the names of non-criminal justlce agencies having
access to their records.
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Exgosures

Procedures providing list of non-criminal justice agencies.

Ensure reasonable response time.

DLE Written Procedure/Policy

Regulations Governing Individual Access and Review of Criminal History
Record Information ‘

Actual Questions

30, a) What procedures do you have for providing individuals with a list
of non-criminal justice agencies having access to their records
within a reasonable time period?

Observations/Comments

Legal Requirement

31l. DLE shall retain records of the audits it conducts
Exposures
Records conform to ICJIC requirements.

DL.E Written Procedure/Policy - None

Actual Questions

31, a) Provide copies of audit forms.
b) Provide copies of local agency audits.

Observations/Comments

Legal Requirement

32. DLE shall notify local criminal justice agencies of audit exceptions and
follow-up for corrective action.

Exposures

Follow-up procedures should ensure satisfactory concliision.

DLE Written Procedure/Policy - None
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Actual Questions

32. a) What procedures do you have for follow-up and corrective action
for audit exceptions from local agency audits?

b) What sanctions are available for non-compliance when corrective
action is indicated?

Ohservations/Comments

Legal Requirement

33. DLE shall audit local criminal justice agencies for compliance with federal
regulations.

Exposures

DLE must have audit procedures to ensure that all relevant federal
regulations applying to local agencies are monitored and adhered to:

. Access and Review

. Dissemination Logs

. Juvenile Data Limitations

. Security

. Accuracy and Completeness

DLE Written Procedure/Policy

CHRI/UCR - Audit/Study Device to assess:

1) Authorized Personrnel

2) Physical Facilities

3) Security Procedures

4) Access by outside agencies/persons

5) l.ogging procedures

6) Completeness and Accuracy of arrest and custodial CHRI

7) Compliance with "query before dissemination" and "logging"
requirements. '

Actual Questions

33. a) Provide | list of questions asked of local agencies to determine
their compliance with federal regulations in the following areas:

1)  Access and Review

2) Dissemination logs

3) Dissemination limitations
4) Juvenile Data limitations

5)  Security

6) Accuracy and Completeness

Observations/Comments
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ILLINOIS CRIMINAL JUSTICE INFORMATION COUNCIL
RECORD AUDIT FORM

Auditor:

Date:

Purpose of Audit:  DLE systematic audit —
Delinquent disposition monitoring
Individual review & challenge
Dissemination procedures -
Other (describe);

Type of Record/Description: (Check as many as are applicable)

Manual

CCH complete
CCH incomplete
Telefax

Random selection
Other (describe):

NERE

Completeness: (Check original documents missing from file jacket)

Arrest card

S.A. disposition
Court disposition
Custodial

Other (describe):

1T

Accuracy: Yes
No  _ (Describe):

Delinquent Dispositions:

Date of Arrest DCN
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Record #
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Record Review and Challenge: | L
DLE response time (in days) RAR § Date:
RC
AR T I Auditor:
! & S
Is DLE response substantiated by original documentation?: f" AUDIT EXCEPTION FORM
RC yes__ No__ (Describe): R & Exception Code Key
1. Supporting documentation missing from file
. 2.  CCH is inaccurate
. ; 3. CCH is incomplete
AR Yes___ No__ (Describe): : i 4. Dissemination not recorded on log
5.  Local agency not notified of error correction
6.  Other (Explain)
Does current transcript reflect changes?: Yes
No  ___ (Describe): Record Number Audit Exception Code Specific Comments/Observations
Dissemination Logs:
Manual .
Automated
Complete Yes ___ No __(Describe):
i
Accurate Yes ___ No __ (Describe): ;i
5;
|
Observations/Comments:
| |
1
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APPENDIX D

Resolution #8
Annual Audit Findings for the Period Ending June 30, 1979

WHEREAS the lllinois Criminal Justice Information Council is responsible for
conducting annual and periodic audits of the procedures, policies, and practices of
the state central repositories for criminal history record information, and

WHEREAS the criminal history record keeping procedures of the Illinois
Department of Law Enforcement have been examined by the Council for com-
pliance with federal and state laws with respect to accuracy and completeness,
dissemination limitations, correction of records, delinquent disposition monitoring,
audit conduct, security, and the individual right to access and review,

Be it RESOLVED that the findings attached hereto are hereby adopted by the
Council. A

Be it FURTHER RESOLVED that the Chairman is authorized to release the
Annual Audit Report according to the Bylaws of the Council, after providing the
Department of Law Enforcement an opportunity to respond to these findings by
January 15, 1980.

Adopted: December 12, 1979




11.

12‘

Annual Audit Findings of the Illinois Criminal Justice Information Council

For the Period Ending June 30, 1979

~December 12, 1979

The Department of Law Enforcement's procedures for conducting systematic
audits are inadequate, in that a) the frequency and scope of the Department's
audits do not sufficiently detect erroneous or missing information and b) they
do not examine manual records.

The Department of Law Enforcement's procedures for identifying delinquent
dispositions are inadequate, in that a) arrests that do not have dispositions
can be identified but there is no system for identifying delinquent dispositions
and b) they do not add arrests prior to March 16, 1976, suspected to have
delinquent dispositions, to the monitoring list.

The Department of Law Enforcement's procedures for logging the dissemina-

“tion of criminal history record information appear to be adequate.

The Department of Law Enforcement's procedures for correcting known errors
appear to be adequate.

The Department of Law Enforcement's procedures for notifying recipients of
criminal history record: information about corrections are not routinely
followed.

In twelve cases, the accuracy of CCH data entries could not be verified due
to a lack of supporting documents in the file jackets.

Due to a backlog of unprocessed fingerprint cards many CCH records remain
incomplete,

The Department of Law Enforcement has not conducted any audits of local
criminal justice agencies for compliance with federal and state laws.

The Department of Law Enforcement's procedures for identifying those
agencies authorized access to criminal history record information appear to
be adequate.

The Department of Law Enforcement's procedures for identifying the type of
information an authorized non-criminal justice agency may receive are
inadequate, in that the Department does not distinguish between categories
of offenses and releases information to non-criminal justice agencies that
they may not be authorized to receive.

The Department of Law Enforcement has no back-up facilities for its manual
record system, other than data also appearing on its computerized criminal
history file.

In four cases, the Department of Law Enforcement's response to an individual
record challenge could not be supported by the documentation in the jacket
file. "
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The Department of Law Enforcement does not expunge records in the manner

prascribed: by‘fﬂ‘hhd@ B Etorceneny de o e PUEEED PECDUSn i e e,
FOONTEIDO By linels law,
The éepartment of Law Enforcement does not limit the dxssemmatlon of pre-~
:‘Ie[s[YL}; ‘(?'74‘23“"%‘1% - eonvictiBRigate A neqlirediby federaldatsyerminarion of sro-
Juey i‘lu"’x"\.,u“\""’i,lwﬂ datﬁ) o8 e ‘nut of l)’f f. A ‘"8.& _{q . L

}'he Repartment of Law Enforcement's procedures for converting manual

l‘eCords (c§f bérsoné stiflvacdtiverirrthe ibriminals justlc esystem): 19, CCHane
madeQUé.x’é Fin J“H‘x%za?’c otfbyaddd notes aIWaySnresult dnia complete CCH record
Sréf‘fﬁf I that they do not alweys rsoult in o oo o

; RN T

T T SR S S B S S L T e e e e

T

ik e o< we

B

S



e S e

: - e e e e e e T
v LT 3
7 . A
: {
S A,
;
ﬁ' N L.
oL
.7
i o
- i ;
i
i
¢
, ;
H
] .M
i
{
i
1
i
{
i
'
. i
i
i
3
i
|
;
i
I
i
i
|
i
i
i
i
K
3
. i
. )
= I
: it
3 Ou W
- |
i |
nw -

3

i

i

w :

m s

; i
i






