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Section I

INTRODUCTION

At the request of the Oxnard, California Police Depart-
ment, SEARCH Group, Inc. provided technical assistande as a
"service of the National Clearinghouse for Criminal'Justiqe
Information Systems. This technical assigtance is in support
of the Integrated Criminal Apprehension Program (ICAP), a
project supported by the Law Enforcement Assistance Adminis-
tration's Office of Criminal Justice Programs. The Clearing-
house staff was asked to perform an analysis of feasible
alternatives and a cost/benefit study for the possibility

of developing an automated Police Information System. This
report represents the findings of that assistance effort.

A representative of SEARCH Group, Inc., made an on-site

visit to the Oxnard Police Department which included exami-

nations of the manual record system, crime analysis unit, and

a tour of the city Data Processing facility; as well as numerous

interviews with key staff members. As a result of these con-
versations, a number of‘EEtQma£ed'aﬁﬁiiéétions whiqp were

of primary intergg;’fblthe Departiment were identified.

Those applicatio;s identified were: master name file with'
histories, incident tracking and UCR, case flow management,

work -1oad analysis, stolen properties, wants/warrants and

crime analysis functions including suspect/known offender

// information. These programs as well as specific volumes of
information recorded by the Police Department were used as a basis

for developing the hardware capacities identified later in this
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report. Growth factors to allow for future trends were'

also incorporated.

The following alternatives were found to be technicaliy

feasible and each is analyzed herein:

® Upgrade City of Oxnard Computer - By upgrading the
current NCR 101 mainframe to an on-line NCR 8370 with
double density disk storage capacity, all the record
processing for the Oxnard Police Department, in
addition to the regular city data pProcessing needs,

can be accommodated.

® Dedicated Minicomputer - By puzchasing a minicomputer

and dedicating it solely to police applications, most
of the problems inherent with management control or

System priorities can be alleviated.

In Section IV, each of the‘feasible alternatives has been

analyzed with regard to control, risk, time and operational

impacts. Both the positive and negative aspects of each

alternative have been addressed.

oo

i r"“ Ww@u—— 7

Law

problems

Section II

LAW ENFORCEMENT PROBLEMS

enforcement agencies across the country face future

associated with the dual forces of population growth

and crime rate increases. While it is difficult to predict

with certainty the exact nature of future law enforcement

requirements, certain trends based upon past statistics may

be projected. This section will compare local trends to those

nationally and project future rgquirements using three standard

growth rates.

National Trends

Part 1 crimes have increased 37 percent between
1972 and 1976, while population has increased only
3 percent.

The number of law enforcement personnel per 1,000
people has increased 2.7 percent annually between
1972 and 1976. |

A 6 percent decrease in Part 1 crimes was recorded
for the first 9 months of 1977 as compared to the

same period of 1976.

Local Facts

The city of Oxnard has a popula£ion of 93,000 and
has shown an annual 3-4 percent increase.

There are 1.2 sworn police officers per 1,000
population.

Part '1 crimes totaled 8,893 in 1977, an increase
of 12 percent over 1975.
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e Violent crime in Oxnard increased 39 berceht
from 1975 to 1977 to a total of 1,394 incidents.

® Property crime increased 8 percent between 1975

and 1977 and accounted for 7,499 cases.

e There was $3,936,883 of stolen property reported

in 1977 which was 79 percent higher than the 1975
figure.

The recent National Crime Survey Report by the v, S.
Department of Justice (SD-NCS-N-8, November 1977)vindicate§
that nationwide a high percentage of crimes are not reported
to police agencies‘ If the national trend is an accurate
reflection of conditions in Oxnard, California, the number of
actual offenses and the crime rate is in reality much higher.

Applying the national percentages of reported vs. unreported
crimes the following chart shows the estimated number of un-

reported and total crimes for Oxnard:

Number Number Actual

Offense Reported Unreported Total
Homicide 14 0 14
Rape 52 46 : v 98-
Robbery 419 159 578
Aggrevated Assault 300 327 627
Burglary 2,663 2,077 4,740
Larceny 4,040 10,908 14,948
Motor Vehicle Theft 796 342 1,138
Totals 8,284* 13,859 22,143

*This does not include simple assaults.

FUTURE EXPECTATIONS

Projection #1

Annual 4% population growﬁh

Annual 4% crime rate increase

Result in 1987

Population of 137,640

Part 1 crimes will total 13,162

Violent crime will increase to 2,063 incidents’
Property crime will account for 11,099 cases
The total value of property stolen will be $5,826,587 .

Projection #2

Annual 6% population growth
Annual 8% crime rate increase

Result in 1987

Population of 166,563

Part 1 crimes = 19,200

Violent crime = 3,010

Property crime = 16,190

The total value of property stolen will be $8,499,730

Projection #3

Annual 10% population growth
Annual 10% crime increase

Result in 1987

Population of 241,242

Part 1 crime = 23,068

Violent crime = 3,616

Property crime = 19,452

The total value of property stolen will be $10,212,274

The above projections do not take into consideration the

unreported and actual total of offenses as protrayed on paée 4.
If these were accounted for, the totals could be substantially

higher.
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Section IIT

CONCLUSIONS AND RECOMMENDATIONS

An analysis of the technical assistance findings (see
Section IV) indicates that although there are several opera-
tional advantages to upgrading the present City of Oxnard
NCR 101 computer, such an upgrade would be cost prohibitive
in light of the usage envisioned by the Oxnard Police Depart-
ment. Several factors have been conside?ed.

® Although current city employees Could be utilized in

system development and program maintenance, additional
personnel would be needed to operate and maintain the
system on a 24~hour-a-day, 7-day-a~-week basis.

¢ If the Law Enforcement system were to assume the tie

difectly into NLETS~-NCIC files, a non-removable, dedi-
cated disc would be a requirement.

e Upgrading the City of Oxnard's computer to handle

the criminal justice system would create a problem

of security. Much of the data stored in the automated
law enforcement files is considered to be sensitive;
every safeguard must be taken to ensure the privacy
and security of the data and the integrity of the.

system.

Based on these factors and other findings described later

in this report, the Clearinghouse offers the following recommen-

dations with regard to the establishment of a Police Information

System for the Oxnard Police Department:

aig
B

.

e A minicomputer with the capability of supporting the

proposed police system should be purchased speci-
fically for the use of the Oxnard Police bepartment.
The minicomputer should be placed in the Police
Department where 24-hour security can be stringently
enforced. |

A System Usef's Group should be established consisting
of staff representatives from every major unit within
the department as well és every other Department/Agency
with which the Information System will interface
(e.g., Probation, Prosecutor). ‘The User's Group will
have the responsibility for determining the scope of
the Information System and for identifying the data
elements necessary to produce signifiéant and useful
management/operational reports. Appendix C is the
Implementation Criteria for thelstandardized Crime
Reporting System and should be very helpful in this
area. ¥

The by-laws and policies of the User's Group should be
formalized to include terminal security agreements

and the length:of time information will be maintained

on-line and supported by accessible hardcopy documents.

‘The current status of the Information System projéct

and the projected development effort should be

reviewed by the User's Group with consideration given

¥This document Ls only a working paper at this time and is
subject to change prior to final release. :
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~in an inefficient or ineffective automated system.

-8

to the interface with state and NCIC as well as
the State Security and Privacy requirements. See
Appendix A for further information on these
requirements.

® A project director should be either hired or appointed
(e.g., ICAP Program Manager) and a staff of no less
than two programmer/analysts should be acquired. All
program development, modification, and maintenance
would be accomplished by these individuals, with
system implementation and usér training originating
from this source.

® The Oxnard Police Department should consider the
possibility of system transfer as a means of expé-
diting the implementation process and reducingA
software costs. Appendix B identifies police agencies

of the same approximate size of Oxnard that have

many of the programs presently being considered. SSme

of these systems may be candidates as doners for

system transfer.

Most data processing experts agree that the automation

of an inefficient or ineffective manual procedure will result -

For this
reason, the Clearinghouse offers the following recommendations
with regard to the current procedures now in effect in the
Oxnard Police Department Records Section:

® The report flow should be reorganized to delete many

of the unnecessary steps to allow quicker turnaround

S Kot st i s
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of information to the Crime Analysis Unit and/or
other user agencies. Page 10 portrays a simplified

communications and report flow through records.

S So

The Watch Commander must become accountable for = -

———

the completeness and accuracy of all crime/incident
reports turned into records. Case control could be
accomplished at this time to check for sufficient
solvability to warrant further investigation by the
detective or juvenile divisions.

Upon entry into records, all complete and accurate

reports should be cross~tabulated against the dis-

" patch records to insure all reports have been turned in.

Copies of targeted crime reports should be forwarded

to the Crime Analysis Unit. All those reports mérked

by case control requiring followup investigations should’
be copied and forwarded to the appropriate division

as working documents.

An additional copy of all reports should be sent to
keypunch/SYCOR for entry into the city computer system. -
This step will no longer be necessary if the department
decides to implement a dedicated computer system as

the reports will be input on-line in the records
department and the computer will index and file the

data entered.

Dispatch must become accountable for all officer
initiated activities as well as reportable incidents.

Typically 70-80% of patrol time is used for officer : ﬁ
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BEAT ’
OFFICER : , (
¢ initiated activities (e.g., traffic, field
o interviews, facilities inspections, administrative
activity, etc.). Unless all patrol activities 3 i
: — ‘ — '_
WATCH ;{ are collected and analyzed, department officials . ‘
COMMANDER ! ‘ ‘ o
DISPATCH DISPATCH LOG > —_— | ;fv " will be unable to precisely determine actual manpower
CASE CONTROL J ;
»: { requirements and effective deployment patterns.
| f Since the time the initial investigations for this report
l L were completed, the City of Oxnard has expressed an interest
RECORDS | j , o
1. check: all | i in replacing the city computer system. Their plan to utilize
. eCcK: ! .
zeco:gsﬁeiigts o | the funds the police have available and to pay all remaining
urn ) ! ]
complete? f\, charges for a system of suffi#cient size to handle all police
2. 5221;5:2 riyggzies o | and city activities could be acceptable with the following
CAU, Juvenile and } assurances: ’
Detective Divisions { |
i he system would provide at least as much ice-
3, Index and File. j e o T ¥ wou provid police
f dedicated computing power as is identified in this
ConN report.
&2 N2 .
| - e Proper privacy and security requirements are met.
\ ! e The Police Department be given top priority to
NEEDED KEYPUNCH b » ‘ : i
CRIME access of criminal justice information. ' '
ANALYSIS SYCOR ; g .
UNIT : . e All Federal procurement and software documentation
DETECTIVE JUVENILE L :
DIVISION DIVISION ’\ standards be adhered to while utilizing grant monies. : T
V / /N - '
FILES ) | COMPUTER i , | | ‘
N / r - ‘
SIMPLIFIED REPORT FLOW MANAGEMENT L
OPERKTIONAL REPORTS E . _
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Section IV

ANALYSIS OF FEASIBLE ALTERNATIVES

i i i in the
All organizations must consider various options

[4

i omputer
cost discussions and decisions typically focus on comput

i i sed
hardware Accordingly, the two cost alternatives discus

. vs.
in this report analyze the hardware options of purchase

r
4 u

. . +
location, staff and types of services to be provided mus
’ .

p (o]
L]

i xd system
rnust be analyzed individually, inasmuch as each added sy

i erform
function requires that certain resources be ava{lable to p

the desired service. |
, . . ns
In light of these considerations, this section contai

i i alyzed
descriptions of the feasible alternatives which have been analy

i nda-
and the findings which support the conclusions an§ recomme
tions.

Alternative 1: Upgrade City of Oxnard Computer

it
The first alternative addresses the upgrade of the C; y

ili 8
.NCR 101 computer system. The shared computer fac;l;ty offer

. . . s £E£i-
the potential for providing criminal justice services su.‘
. _
cient to accommodate the processing needs of the Oxnard

i i ' be
Police Department. However, this level of service must be

' ' ainframe
It would be necessary to replace the present NCR 101 main ;
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with the NCR 8370 computer system. Thig would increase the
capacity, speed and operational ability of the system suffi-
ciently to handle the proposed Police Information System
accounting for future growth and increased uﬁilization by .. -
other present system users. It would cost $105,652 for

the conversion to the NCR 8370 System as estimated by'NCR
Corporation. Thig conversion would include: g central
Processing unit with 128k Core memory; conversion to double
density disk drives; a multiplexor to handle numerous
positions; a card reader as a different model is required
by this system; a line printer; and, four CRT keyboard
displays. This computef configuration is approximately

50 percent faster and more powerful than the equipment
currently used, Additional staff would also be required to
Operate the system on a 24-hour—a-day, 7-day-a-week basis,

It would be necessary to hire at least two additional

Programmer/analysts for the Police System plus 6 additional

operators to provide around-the-clock Ssystem coverage. ‘These
positions, plus the pProject director, would amount to approx-.

imately $134,320 per year, including benefits, 1If 4 law

énforcement software pPackage were to be purchased from NCR,

the on-line system would cost $60,000, while thé data base

management system called TOTAL would cost $42,775 (plus
many recurring costs). It must be pointed out, though,

that both of these packages are proprietory to NCR and

it would be very difficult, if not impossible, to justify

e L L L e Ty i -
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the expenditure of federal monies for either of these programs.
If the decision is made to utilize a shared computer
facility, the Police Information Systém can be developed and
maintained at a computer center which élready has a trained'
staff and functioning'hardware. However, a shared computer
facility would pass the operational costs of the system back.
to the user on a cost-incurred basis: the greater the usage
or transaction volume of the system's applicationsg, the greater
the cost to each user. What this means to the user is that 4f
they anticipate there will be a high volume of transactions

then it might be more cost effective to purchase their own

computer.

Shared System Advantages

e Cost normally associated with computer hardware pro-
curement and installation can be offset by trading’
in or selling the current computer mainframe.

0 The‘staff services required to establish, maintain
and operate a computer operation are purchased from
an existing organization.

® Specialized services and facilities are available
from a large center with staff experienced in tele-
communications and application software.

Shared System Disadvantages

e Operating costs, which will be passed on to the user,
will become high as transaction wvolume and usage in-

greases over time.

St o s sy s,

T L o ot

o e !
e v e i
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The Criminal Justice System and other applications

may eventually overload the system and reduce response

" time below an acceptable level.

Control of the operation concerning the system's
perceived priorities and schedules may be difficult.
Security and confidentiality of an individual's

data may be more difficult to maintain in a shared

computer environment.

i
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RECAP OF COSTS FOR CITY OF OXNARD UPGRADE
Initial Costs
City Computer Center Upgrade $ 88,952
4 Terminals & 1 Line Printer 16,700
Total Initial Costs $105,652
éontinuing Costs (Annual)
Personnel\(additionﬁl cost) $134,320
Terminal and Printer Maintenance 2,368
Computer Maintenance* 1,764
Card Reader Maintenance 382
Total Continuing Costs '$138,834
Software Costs (optional)
NCR Law Enforcement System $ 60,000
NCR Total (data base system) 42,775

i

*This figure only includes the additional costs that would
be incurred with the computer upgrade and must be added

to current maintenance costs.

I
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Estimated Staff Costs For System
Number Monthly Annual Fringé Total

Position Required Rate Rate Benefits (15%) Annual Cost
Project director and

center director 1 $1,667 $20,000 s 3,000 $ 23,000
Programmer/Analyst* -2 1,333 16,000 2,400 36,800
Operatocrs (Computer) 6 900 ‘10,800 1,620 -~ 74,520
Totals 9 9,733 116,800 17,520 134,320

Monthly Cost - $11,193

(Includes Fringe Benefits)

*If an agreement can be reached with the city whereby the time of one of their programmer/analysts
can be dedicated to the Police system, it would only be necessary to hire one additional person.
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Alternative 2: Dedicated Minicomputer

The second alternative addresses the purchase of a mini-
computer dedicated to the proposed Police Information System,
The concept of having a computer center within the Oxnard,
California Police Department necessitates the development
of both a computer-based system and staff to serve the needé
of the agency. The size of the computer required for the
eﬁentual capabilities of the police system is in the middle
minicomputer range. It should have a minimum of 65,000
bytes of main memory expandable to 256,000 bytes as needed.
Such a computer will require disk storage devices, tapedrives,
line printer and terminals to furnish the level of services
required.‘ |

Under the police department's computer center approach,

a staff would have to be either appointed or hired to manage
the center, maintain operational applications, operate the -
computg; and perform numerous other functions necessary to
sustain the envisioned computer facility. 'This staff would
consist of at the very hinimum one project diiectdr and two
programmer/analysts, although the city's programmer/analyst has
expressed a desire to help in the implementation process which
would then require the hiring of only one additional person.

Again, it must be emphasized that due to the sensitive
nature of soﬁe of the data stored on a police/criminal
justice system, the facilities housing the computer mﬁst be
physically asecure in order to protect the information. If the

minicomputer is purchased, it should be placed within the

T
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Oxnard Police Department where 24-hour security can be
stringently enforced.
The following points summarize some of the advantages
and disadvantages to be considered for the dedicated mini- -;
computer system approach. |

Dedicated Computer System Advantages

® Long-term costs will be lower than with tﬁe shareé
computer alternative. |

® The computer center operation wiil be under‘the
control of the local law enforcement agency.

® Scheduling and prioritizing problems can be handled
by local users.

® Tight control on security and confidentiality of data
in observance of federal and state regulations can
be complied with readily.

Dedicated Computer System Disadvantages

e High start-up costs will be experienced.

e Low utilization of the expensive computing faqilities‘
will be experienced during applications developfient.

® . An experienced staff of computer professionals must
be hired to manage and operate the center.

® High hardware costs per unit of systemvusége méy ' : N
occur becaﬁse necessary non-peak capacity will not

be fully utilized.
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ESTIELTED UNIT COSTS FOR
DEDICATED COMPUTER
X
Unit Dedicated Purchase Lease
Requirements Computer List Maint Month Maint
1 Main Processor $25,000 $200 $ 750 Included
1 Fixed Head Disc/Controller 10,000 70 300 Included
(10-20 M Byte)
1 Moving Head Disc/Controller 12,500 S0 375 Included
(20 M Byte)
’ 4 CRT Keyboard Display 1,800 22 60 Included
. 1 Line Printer/Controller 11,000 130 330 Included
(300 LPM, 132 Column, 64
character)
1 Mag Tape Drive 11,000 80 330 Included
(9 track-800BPI)
1l Misc Hardware (Cabels, 5,000 - 150 -
o Cabinets, etc.)
Totals $81,700 $658 $2,475 Included

% . . ) .
Costs are rounded up to the next $1,000 and are averages provided by minicomputer vendors. Note
that these costs are volatile and are subject tc change.

Also note that the Mag Tape Drive may

not be necessary as it is for the purpose of duplication as back-up to the ‘disc drives.
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Estimated Staff Costs For Dedicated System
Number Monthly Annual Fringe . Total

Position Required Rate Rate Benefits (15%) Annual Cost
Project director and

center director 1 $1,667 $20,000 $3,000 $23,000

!

Programmer/Analyst* 2 1,333 . 1l6,000 2,400 36,800
Totals 3 4,333 52,000 7,800 ‘59,800

Monthly Cost - $4,983 (Includes Fringe Benefits)

-*If an agreement can be reached with the city wh&reby the time of one of their programmer/analysts’

can be dedicated to the Police system, it wouid &wnly be necessary to hire one additional person.
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Estimated Floor Space Requirements
For Dedicated System
Number¥r of Space éequired Total Annual Cost At
Units ' Per Unit Space $6.00 Sq. Ft.
Host Computer 1 150 sq. Ft. 150 Sq. Ft. $ 90¢
Storage Area 1 100 Sq. Ft. ‘ 106 sg. Ft. 600
Project Director 1 150 Sq. Ft. 150 sq. Ft. 900
Programmer/Analysts 1 150 Sq. Ft. 150 Sq. Ft. 900
N
)
1
Totals 4 550 Sq. Ft. 550 sq. Ft. 3,300

A

Monthly Cost $275

i
R 4})
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COMPARISON OF COSTS |
SHARED VS. DEDICATED
o
SHARED DEDICATED i
o APPENDIX A
Initial Costs
Computear System $105,652 $ 81,700
plus Peripherals i
_ | Y
: INATIONAL CRIME
Continuing Costs (annual) L INFORMATION CENTER
Personnel - $134,320 $ 59,800 | -
Maintenance 4,514%* 7,896 ?
, | B
Floor Space - 3,300 ' ‘ i
TOTALS $244,486 - $152,696
, : COMPUTERIZED CRIMINAL HISTORY PROGRAM
Background, Concept and Policy

- *This figure only includes the additicnal costs that would
~.be incurred with the computer upgrade and must be added
to current maintenance costs.
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BACKGROUND AND CONCEPT

The establishment in 1971 of the Computerized
Criminal History (CCH) File as part of the operating NCIC

.System was a major step forward in making this system of optimum

value to all agencies involved in the administration of
criminal justice. Offender criminal history has always been
regarded by NCIC as the basic file in a criminal juctice
information system. From the beginning of NCIC, sensitivity

of a criminal history file with its security and confidentiality.

considerations has always been recognized (Science and
Technology Task Force Report, The President's Commission on
Law Enforcement and Administration of Justice, 1967).

It is important to keep in mind the need to develop
an offender criminal history exchange with the states that
will rapidly gain the confidence of all users in terms of
system integrity, accuracy, and completeness of f£ile content.
This tvpe of discipline is necessary if a nationwlide svstem
employing the necessary standards is to succeed. Such
discipline is an essential consideration during the record
conversion stage, even thouglh available data is limited, and
becomes an essential goal 1n an operating on-line system.

From its inception, the concept of NCIC has been
To serve as a, natlonal index -and network for 350 state law
enforcement infdrmation systems. Thus, ‘the NCIC does not,
nor is it intended to, eliminate the need for such systams
at appropriate state and metropolitan levels, but complements
these systems. The concept was built on varving levels and
types of information in metropolitan area, state and national
files. In such an overall system many thousands of duplicate
indices in local, state and Federal agencies could be eliminated
and all agencies share in centralized operational information
from a minimum number of computer files. The purpose of
centralization bevond economics is to contend with increasing
criminal mobility and recidivism (criminal repeating).
Computer and communications tecﬁnology makes this possibler
and, in fact, demands this system concept.

Our way of life demands that local and state
governments retain their traditional respoansibility over law
enforcement. Computer and communications technology such as
NCIC enhances local and state capability to preserve this
tradition. The NCIC system places complete responsipility
for all record entries on each agency--local, state, and
Federal. Likewise, clearance, modification, and canC°llation
of these records are also the responsibillty of the entering
agency. Each record, for all practical purpo;es, ramains
the possession of tne entering agency. However, each local

‘necessary statistical data as a byproduct of the operational

and state agency in one state can immediately share information
contributed by another agency in another state. This continuity

of information greatly increases the capability of local and

state agencies in working across state lings, which have in

the past been barriers to mutual state and local ldw enforcement
efforts. =

The NCIC system, which is the first use of computer/
communications technology to link together local, state and
Federal governments, established the control terminal concept.
In a national system, although the individual users are
responsible for the accuracy, validity, and completeness of
their record entries and their action decisions on positive
responses to inquiries, more stringent controls with respect
to system discipline are required. A control terminal on
the NCIC system is a state agency or a large core city
servicing state-wide or metropolitan area users. These
control terminals, rapidly becoming computer based, share
the responsibility in the national network for monitoring
system use, enforcing discipline and assuring system procedures
and policies are met by all users. The NCIC system, tarough
its related control terminals and the advent of criminal
history, has a potential of over 45,000 local, state and
Federal criminal justice user terminals. Tradition, computer/
communications technology, and the potential size of the
NCIC network and its related state systems demand what its
management responsibility be shared with the states. To
accomplish this objective, an NCIC Advisory Policy Board was
established.

From the beginning, the NCIC system concept has
been to encourage and develop strong central state information
and communications services. Through mandatory reporting
laws at the state level, essential centralized files can be
established for bocth operat¢onal and administrative use.
The administrative or statistical use of computer-vased
files is a wvital consideration. & state cannot make lnuelxlcent s
decisions about crimé problems or criminal justice effectiveness i
unless it can statistically document the extent and nature g
of crime and the success or failure of the criminal justice
system in its treatment of ofifenders. Thus, the planning of
these systems must incorporate means of obtainiag the

information being processed on a day-to-day basis. This is
particularly true with respect to the criminal hisctory
application.

Of additional significance is a standardized law S
enforcement statistics program entitled "Uniform Crime - ?
Reports.” Historically, this program collected crime statistics W
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directly from individual law eniorcement agenciss. Tor
several vears the program has embarked on 4n effort to

assist the various states in creating their own statistical
program. As of 1976, there were 36 states collecting crime
statistics tarough a central state collection agency. The
state programs provide the FBI with the necessary information
to compile a national view of crime. '

Offender criminal history, i.e., the physical and
aumerical descriptors of an arrested person and the basic
recorded actions of the criminal justice agencies with
respect to the offender and the charge, is vital information
in day-to-day criminal justice operatioans. an FBI study
e entitled ""Careers in Crime," published annually through the
Uniform Crime Reporting Program, documents on 2 limited
basis the extent of criminal repeating by the serious offender.
Recent analvsis indicates the aumber of ysars between the
first and last (most recent) arrest was five years and five
months and that within that time span the criminal repeater,
measured on the basis of arrest, was arrested four times, A
further study indicates 49 percent of persons arrested more
than once were rearrested within the same state. When B
individuals having only one arrest are considered, then 67
percent of all the persons arrested were arrested within a

- single state. Therefore, an offender criminal ‘history file
in scope and use is essentially a state file and a state

need.

There is, however, substantial interstate criminal

mobility (33 percent) which requires sharing of information
~ from state to state. There is no way to positively identify
a first offender who will later commit a crime in another
state. The approach then to a national index must be an
empirical judgment that all state offenders committing
serious and other significant violations must be included in
the parional index. As in other aspects ol the system, the
determination of which criminal acts constitute serious or
significant violations resides wita each individual state.
A national index is required to eificiently and effertively
coordinate the exchange of criminal history among state and
Federal jurisdictions and to contend with interstate criminal

- mobilicy.

The development of offender criminal history for
interstate exchange required the establishment of standardized
nse ~lassifications, definitions, and data elements.
ny

o
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approacin because of the wide variation in state statutes.
In_fact, the definitions of a specific crime by state penal
codes also vary widely. For full utility and intelligent
decision-making, offender criminal history requires a common
understanding of the terminolcgy used to describe the criminal

act and the criminal justice action. -

Each computerized offender criminal history cycle
must have a criminal fingerprint card as its basic source
QOcument. This is necdessary in order to preserve the personal
lqentification integrity of the system. While the c¢riminal
blstqry file in the NCIC system will be open to all crimimal
Justice terminals for inquiry, only the state agency can |
enter and update a record. This procedure provides for
bet@er control over the national file and its contents. It
rellgs on a central state identification function to eliminate
duplication of records and provides the best statistical
opportunity to link together multijurisdictional criminal
history at local and county levels.

Using the NCIC concept of centralized state infeormation
systems, another requirement is to change the flow of criminal
fingerprint cards. Local and county contributors within a o
s;ate must in an ultimate operational system forward criminal
fingerprint cards to the FBI through thg gentral state
;dentification function. Where the state can make the
identification with a prior print in file, it can take the
necessary action in a computerized file without submission
to the FBI. Where the state cannot make the identification
;he fingerprint card must be submitted to the national ’
lqentification file. Again, the system's concept is that a
fingerprint card must be the source document for a record
entry and update, but now it will be retained at the state
or ngtional level. This approach eliminates considerable
duplication of effort in identifving fingerprint submissions
particularly criminal repesaters at state and national'levqlsi
It will be the responsibility of each state to determine its
own capability in regard to servicing intrastate criminal
flngerprint cards. Whenever a state has determined that it
is ready to assume processing all intrastate criminal fingerprint
cards, the state agency will inform contributors within the )
state to forward to the state identification bureau all
criminal fingerprint submissions, including those which were
greviously directed to the FBI, and will also so inform the
FBI. Since the success of the system concept depends on
this procedure, all possible measures will be taken to
assure compliance, :
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As pointed out earlier, the justification for 2
naticonal index is to efficiently and effectively coordinate
50 state systems for offender criminal history exchange.
The need is to identify the interstate mobile offender. FBI
statistics with respect to more serious offenders indicate
that about 67 percent confine their criminal activity to a
single state. Thege are categorized as single-state offenders.
Therefore, 33 percent commit crimes, are arrested, and are
fingerprinted in two or more states. These are categorized

as multiple-state offenders.

In either event sufficient data must be stored in
the national index to provide all users, particularly those
users who do not have the capability to fully participate. in
the beginning system, the information necessary to meet

pasic criminal justice needs. :

In order for the system to truly become a national
system, each state must create a fully operational state
computerized criminal history capabilicty within the state.

Although the present need for the criminal history
file and the unequal development of state crimioal justice
systems dictate a simple initial index structure, the ultimate
system should differentiate between '"multiple state" and '
"single state! offenders with respect to the level of residency
of detailed criminal history. '"Single state' offenders are
those wnose criminal justice interactions have been non-
Federal and confined to a single state having a computerized

criminal history system.

The interstate exchange of computerized criminal
nistory records requires a standard set ¢f data elements and
standard definitions. The system design was built upon user
needs for all criminal justice agencies and ends with user
input. It was designed on what it is possible to achieve in
the future, but to operate on the information and hardware
available at all levels at the present time. While the
formats and standardized offense classifications and definitions
seem ambitious, to implement a system of this potential
scope and size without a design to substantially improve the
identification/ceriminal history flow would be a serious
error.

System Concept

As pointed out earlier, the concept of NCIC siace
initial planning in 1266 has been to complement state and
metropolitan area systems. JAlthough computer/communications
technology is a powerfiul tool, a single national file of
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deta;led law enfiorcement data was viewed as being unmanageabi
agd ineffective in serving the broad and specialized neeas ©
or local, state, and Federal agencies. The potential size

ggd scope qf a national system of computerized criminal
glstorles involving 45,000 criminal Justice agencies demand
joint management by .the states and the FBI NCIC. ‘

Necessity for State Files

(1) Sixty-seven percent of the imi ;
rda wd s AR - - criminal historvy
resgiqa.w1}l.5e single state in nature, i.e., all criminai
aqu1V1tj.11m;ted tq one state and, therefore, the responsibility
ol and of primary interest to that sState. ’

(2) State centralization ca i i
. (2 2 : n tle together the
trequent intrastate, multijurisdictional arrests of the same
o;fend;f.and thus eliminate unnecessary duplication of files
at municipal and county levels. This will obviously resulct

in economies.

(3) A state system with a detailed d . '
. : ata base,
Eecause of lts.manageab}e Size, can best satisfy most local
and stgte.crimlnal Jus?lce agency information needs both on-
and of:—l}ne. The national file then complements rather
than duplicates the state file.

(4) A state with a central das rimi
. data base of criminal
hlsto;y has the necessary statistical information for overall
planning and evaluation, including specialized needs .unrelaced

‘to the national file.

. (a)Q.State control of record entryv and updating to '}
the national file more cleariy fixes responsibility, offers ;
- . S - o
greater accuracy, and brings about more rapid development of
the necessarv standards. ) ;

(6) & central state system 71
SnTra 3T provides for shared
management respon§1blllty with FBI NCIC in mouitoring intrastate
use of the NCIC, including security and confidentiality. | 'é

(7) Channeling the criminal identification flow ‘ 4

through the state to the national level imi B
' : 2 eliminates substanctci
duplicacion Qf errort at national and state levels. atial

Compatibility of State and National File

u

_ (}) To contend with criminal
a national index of state and Féderal o:

h
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history is necessary, i.e., a check of one central index
rather than 51 other jurisdictions.

: (2) The duplication provides a backup to recreatsa
elther a national <r state file in the.event of a disaster;
a crosscheck for accuracy, validity, and completeness as
well as a more efficient use of the network. '

- (3) ?be NCIC.record format and data elements for
comguterlzed criminal history afford a standard for interstate
exchange. ' J

: (4) In the developed system a Single-state record
(87 percent) will become an abbreviated criminal history
record in the national index with. switching capability for

the states 'to obtain the detailad record. Such ad'abbfeviated
record should contain sufficient data to satisfv mbst inquiry
nee@s, i.e., identification segment, originatiné agency
charge, date, disposition of each criterion offénééména,
current status. This will substantially reduce Storage

costs and eliminate additional duplication. ]

Program Development

_ The proper development of the Computerized ‘Criminal
His;o;y Program, in terms of its impact on criminal Jjustice
eff1c1ency and effectiveness and dollar costs, is vital. At
tne present time there is a wide range of underdevelopment
among thg states in essential services such as identification
information flow, i.e., court disposition reporting programs ’
computer systems, and computer skills. ’

. . (1) NCIC implgmented computerized criminal hisrory
in Novgmber 1971, requiriag the full interstate format for
both single and multistate records because:

(a) Thisignables all states to obtain the
benefits of the Computerized Criminal
History Program.

(b) Tbis.provides all states time to develop
and implsment the necessary related
programs to fully participate.

(¢) Familiarity with and adhersace to all
system standards will speed program
development.,

(2) It is understood tiat the NCIC Computerized
Criminal History Program will be continually evaluated,
working toward the implementation of the single state,
multistate concept:

Levels of Participation

(1) The state maintains a central computerized
criminal justice information system interfaced with NCIC.
The state control terminal has the on-line capability of
entering new records into state and NCIC storage, as well as
the ability to update the computer-stored records. Through
the state system local agencies can inquire on-line for
criminal history at state and national levels. This is a
fully participating NCIC state control terminal.

(2) The state maintains an electronic switch
linking local agencies for the purpose of administrative
message traffic and on-iine access to NCIC through a high-
speed interface. No data is stored at state level; however,
criminal history records are stored in NCIC and new records
are entered and updated by the state control terminal from a
manual interface to the electronic switch. The switch
provides local agencies direct access to NCIC for criminal
history summary information and other files.

(3) The state maintains a manual terminal on low-
speed line to NCIC. The state control terminal services
local agencies off-line, i.e., via radio, teletyne and
telephone. Since the volume of computerized criminal history
is relatively small, the state control terminal may convert
criminal history records, enter and update these records in
NCIC. There 1s no computer storage at state level,

Levels 2 and 3 are interim measures until such
time as the state agency secures the necessary hardware to

fully participate. At that time the state records stored in-

NCIC will be copied in machine form and returned to tae
originating state to implement the state system.

-

SECURITY AND CONFIDENTIALITY

I. Information in FBI NCIC Interstate Criminal History
Exchange System

A, Entries of criminal history data into the NCIC

computer and updating of the computerized record’
will be accepted only from an authorized stats or

- 8 -
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Federal criminal justice control terminal.

-Terminal devices in other criminal justice agencies

will be limited to inquiries and responses thereto.
An authorized state control terminal is defined as

a state criminal justice agency on the NCIC system
servicing statewide criminal justice users with
respect to criminal history data. Control terminals
in Federal agencies will be limited to those
involved in the administration of criminal justice
and/or having law enfcrcement responsibilities.

Data stored in the NCIC computer will include
personal identification data, as well as publie
record data concerning each of the individual's
major steps through the criminal justice process.
A record concerning an individual will be initiated
upon the first arrest of that individual for an
offense meeting the criteria esvablished for the
national file. Each arrest will initiate a cycle
in the record, which cycle will be complete upon
the offender's discharge from the criminal justice
process in disposition of that arresct.

Each cyclé in an individual's record will be based

upon fingerprint identification. Ultimately <the

criminal fingerprint card documenting this identification
will be stored at the state level or, in the case

of a Federal cffense, at the national level. At

least one criminal fingerprint card must be in the

files of the FBI Identification Division to support

the computerized criminal history record in the

index.

The data with respect to current arrests entered

in the national index will be restricted to serious
and/or significant violations. Excluded from tae
national index will be juvenile offenders as
defined by state law (unless the juvenile is tried
in court as an adult); charges of drunkenness
and/or vagrancy; certain public order offenses,
i.e., disturbing the peace, curfew violations,
loitering, false fire alarm; traffic violations
(except data will be stored on arrests for man-
slaughter, driving under the influence of drugs or
liquor, and "hit and run’™); and nonspecific charges
of suspicion or investigation. '

ta
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Data included in the system must be limited to
that with the characteristics of public record,
i.e.:

1. Recorded by officers of public agencies or
divisions thereof directly and principally
concerned with crime prevention, apprehension,
adjudication, or rehabilitation of oflenders.

2. Recdrding must have been made in satisfaction
of public duty.

3. The public duty must have been directly
relevant to criminal justice responsibilities
of the agency. - '

S8ocial history data should not be contained in the
interstate criminal history system, e.g., narcotic
civil commitment or mental hygiene commitment.

If, nowever, such commitments are part of the
criminal justice process, then they should be part
of the system. Criminal history records and other
law enforcement operational files should not be -
an integral part of a central data base containing
noncriminal justice related informatica, e.g.,
welfare, hospital, education, revenue, and otaer
such noncriminal files necessary for an orderly
process in a democratic society.

Each control terminal agency shall follow the law
or practice of the state or, in the case of a
Federal control terminal, the applicable Federal
statute, with respect to purging/expunging dgta_
entered by that agency in the nationally stored -

‘data. Data may be purged or expunged only by the

agency originally entering that data. If the
offender’'s entire record stored at the national

level originates with one control terminal and all’

cycles are purged/expunged by that agency, all
information, including personal identification

data will be removed from the computerized NCIC
file.

t

11, Steps to Assure Accuracy of Stored Ianformation

The F3I NCIC and state control terminal agencies
will make continuous checks on records being
entered in the svystem to assure system scandards
and criteria are Leing mert.

- 10 -
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III.

Who

Control terminal agencies shall adopt a careful
and permanent program of data verificaticon including:

1. Systematic audits conducted to insure that
files have been regularly and accurately
" updated. -
2. Where errors or points of incompleteness are

detected, the control terminal shall take
immediate action to correct or complete the
NCIC record as well as its own state record.

May Access Criminal History Data

Direct access, meaning the ability to access the .
NCIC computerized file, will be permitted only
under the management control of criminal justice
agencies in the discharge of their official,
mandated responsibilities. Agencies that will be
permitted direct access to NCIC criminal history
data include:

1. Police forces and departments at all governmental
levels that are responsible for enforcement
of general criminal laws. This should be"
understood to include highway patrols and
similar agencies.

2. Prosecutive agencies and departnents at all
governmental levels.

3. Courts at all governmental levels with a
criminal or equivalent jurisdiction.

Correction departments at all government
levels, including corrective institutions and
provation departments.

o=

3. Parole commissions and agenc1es at all
governmental levels. .
6. Agencies at all governmental levels whicih .

have as a principal function the collection
and provision of fingerprint identificartion
information.

~1

State control terminal agencies which have as

a sole function by statute ths develownment

and operation of a criminal justice informaticn
systam. ' : ‘

- 11 -
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(2) standards for the selection,

S. Regional or local governmental organizations
eataollahed pursuant to statute which nave as

their sole function the collection and processing

of criminal justice information and whose policy
and governing boards have,
composition of members representlng crlmlnal
justice agencies.

Control of Criminal Justice Systems

All computers, electronic switches:and manual terminals
interfaced directly with the NCIC computer for the
interstate exchange of criminal history information

must be under the management control of crimianal 1u:tlce
agencies. Similarly, satellite computers and manual
terminals accessing NCIC through a conirol terminal
agency computer must be under the management control of
a criminal justice agency. Management control is

defined as the authoritvy to set and enforce (1) priorities;

as a minimum, a majority

supervision, and
termination of personnel; and (3) policy governing
the operation of computers used to process criminal:
historyv record information insofar as the saquipment
is used to process, Store, or transmit criminal
history record information. Management control
includes, but is not limited to, the supervision
of equipment, systems design, programming, and
operating procedures necessary for the development
and implementation of the computerized criminal
istory program. Such management control zuarantees
the priority service needed by the crimipnal justice
community. A criminal justice agency must have a
written agreement with the noncriminal justice
agency operating the data cencter assuring that the
criminal Jusr1c= agency has management con trol as
defined above. ‘ 4

-

The Board continues to endorse the following statement
by the Director of the FBI before the Subcommittee on
Constitutional Rights on iarch 17, 1971: "If law
enforcement or other criminal justice agencies are to

be responsible for the confidentiality of the information
in computerized systems, then they must nave complete
management control of the hardware and the people who
use and operate the system. These¢ information systems
should be limited to the function -of serviag the
criminal justice community at all levels oi government--
iocal, state and TFederal.” ’ :

]
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Although dedication is not required for NCIC CCH participation,
the security of tue information contained in a criminal record’
system and the priority service needed by the criminal justice
community will be enhanced by compliance with the following
concepts: : .

1. Success of law snforcement/criminal justice depends
first on its manpower, adequacy and quality, and
secondly, on information properly processed,
retrievable when needed, and used for decision
making. Law enforcement can no more give up
control of its information than it can its manpower.

2. Computerized information systems are made up of a
number oI integral parts, namely, the users, the
operating staff, computers and related hardware,

communications and terminal devices. Tor éffectiveness,. .

management control of the entire system cannot be
divided. Likewise, the long-standing law enforcement
fingerprint identification process is an essential
element in the criminal justice system. '

3. Traditionally, law enforcement/criminal justice
has been responsible for the confidentiality of
its information. This responsibility cannot be
assumed if its data base is in a computer system
out of law enforcement/criminal justice control.

1

. The function of public safety and criminal justice
demands the highest order of priority, 24 hours a
day. Experience has shown that this priority is '
best achieved and maintained through dedicated '
systems. '

5. A national/statewide public safetv and criminal

justice computer/communications system, because of
.priority, scope including. system discipline, and- .
information needs, on- and off-line, will require

full service of hardware and operating persoanel.

6. Traditionally, police and ¢riminal justice information
has not been intermingled or centrally stored witna
noncriminal social files, such as revenue, welfare,
and medical, etc. This concept is even more valid
with respect to computerized information systems
at both national and state levels. '

rpn i
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These systems, particularly public safety and
criminal justice information systems, must be
functional and user oriented if they are to

develop effectively. Computer skills are a part

of the system. Ineffective systems result not

only in the greatest dollar loss but also costs in
lives.

Use of System-Derived Criminal History Data

A,

Criminal history data on an individual from the
national computerized file will be made available
to Federal agencies authorized under Executive
Order or Federal statute and to criminal justice
agencies for criminal justice purposes. This
precludes the dissemination of such data for use
in connection with licensing or local or state
employment, other than with a criminal justice
agency or for other uses unless such dissemination
is pursuant to Federal or state statutes. Such
state laws may not conflict with Federal law.
There are no exceptions.

The use of data for research should acknowledge a
fundamental commitment to respect individual
privacy interests with the identification of
subjects divorced as fully as possible from the
data. DProposed programs must be reviewed by the
NCIC or control terminal agency to assure their
propriety and to determine that proper security 1is
being provided. All noncriminal justice-agency
requests involving the identities of individuals
in conjunction with their national criminal history
records must be approved by the Advisory Policy
Board. ;

The NCIC or control terminal agency must retain
rights to monitor any research project approved
and to terminate same if a violation of the above
principles is detected. Research data shall be
provided off-line oaly. '

Should any information be verified that any agency
has received criminal nistory information and nas

disclosed that information to an unauthorized ,

source, immediate action will be taken by NCIC o

discontinue criminal history service to that

agency, through tHe control terminal if appropriaze,

until the situation is corrected.

- ld4 -
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VI,

D Agencies should be instructed that their rights to

direct access encompass only requests reasonably .
connected with their criminal justice responsibilities.

E. The FBI NCIC and control terminals will make

checks, as necessary, concerning inquiries made of
the system to detect possible misuse.

ishi d Federal
. The establishing of adequate state and er '
F criminal penalties for misuse of criminal history

data is endorsed.

s . . . . < .nt‘outs
. Detailed computerized criminal hlstorf pri t ~
G shall contain caveats to the effect, ?hlg'&gsponae

based on numeric identifier only'" and '"Cfficial

use only - . : de
by submztting agency or FBI." These caveats will

be generated by the FBI NCIC or sta;e control
terminal's computer or may be preprinted on paper

stock.

Right to Challenge Record

The person's right to see and challenge Ehe contentslof
his record shall form an integral part of the system
with reasonable administrative procedures.

individual has a criminal record supportgd by
%gnggr;?ints and that regord has been egte;g@ }nltgir
NCIC CCH File, it is available to thgt_lnq1V1d+§_ £ r
review, upon presentation og appropriate ldencé lC?t 1,
2nd in accordance with applicable stgte and Federal-
administrative and statutory regulatlons.

Appropriate identificatiqn includes pfing f;ngg;giizsed
for the purpose of ensurliag that he 1is tpe l?-il the;
that he purports to be. The reco;d on‘fllg wi int:‘
be verified as his through comparison of fingerprints.

A, Drocedure

A

1. All requests for review must be made by the )
subject of his record throug? a'lawuen}o§;$menu
agency which has access to lae NCIC‘CC§ ;i-e.
That agency within statutory or reg?iguo:{ i
limits can require additional_ldegtxz19%310".
to assist in securing 4 posirtive identificaticn.

. - 15 -

arrest data based on fingerprint identification ’

o et

VII.

[ 3v]

If the cooperating law enfiorcement agency can
make an identification with fingerprints
previously taken which are on file locally
and if the FBI Identification Number of the
individual's record is available to that
agency, it can make an on-line inquiry of
NCIC to obtain his record on-line or, if it
does not have suitable equipment to obtain an
on-line respoase, obtain the record by mail.
The individual will then be afforded the
opportunity to see that record.

3. Should the cooperating law enforcement agency
not have the individual's fingerprints on
file locally, it 1s necessary for that agency
to relate his prints to an existing record by
having his identification prints compared
with those already on file in the FBI or,. ,
possibly, in the State's central identification
agency. o

4. The subject of the requested record shall ask
the appropriate arresting agency,. court, or
correctional agency to initiate action necessary
to correct any stated inaccuracy in his
record or provide the information needed to
make the record complete. "

Pnysical, Technical, and Personnel Security Measures

The following'security measures are the minimum to be
adopted by all ageuncies having access to the NCIC

‘Computerized Criminal History File. These measures are

designed to prevent unauthorized access fo the system
data and/or unauthorized use of data obrained from the-
computerized file, :

- Computer Centers

1. The computer site must have adequate physical
' security to protect against any unauthorized
personnel gaining access to the computer
equipment or to any of the stored data.

[\~

Since personnel at these computer centers can
access data stored in the svstem, they must
be screened thoroughly under the autaority.
and supervision of an ¥CIC control terminal

- 16 =
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agency. (This authority and sgpgryis;on may

be delegated to responsible criminal justice
agency personnel in the case of a satellirte
computer center being serviced through a .
state control terminal agency.) This screenlng
will also apply to noncriminal justice maintenance
or technical personnel.

3. All visitors to these computer centers must
be accompanied by staff personnel at all
times.

4, Computers having access to the NCIC must have

the proper computer instructions writ?eg and
other built-in controls to prevent criminal
history data from being accessible to any
terminals other than authorized terminals.

5. Computers having access to the NCIC must
maintain a record of all transactioas gagainst
the criminal history £file in the same manner
the NCIC computer logs all transactioans. ?he
NCIC identifies each specific agency entering
or receiving information and maintains a .
record of those transactions. This transactlon
record must be monitored and reviewed on a
regular basis to detect any possible misuse
of criminal history data.

6. Each state control terminal shall build lts
data system around a central computer, F%rough
which each inquiry must pass for screenlng
and verification. The configuration and
operation of the center shall provide for the
integrity of the data base. :

' Communications

The communication circuits utilized to transmit
criminal history information must be used solely

by criminal justice agencies; 1.e., there must be

no terminals belonging to agencies outs;de ;he
criminal justice system sharing these circuits.

b

ey

Terminal Devices Having Access to NCIC

1. All agencies having terminals on the system
must be required to physically place these
terminals in secure locations within the
authorized agency.

2. The agencies having terminals with access to
criminal history must have terminal operators
screened and restrict access to the terminal
to a minimum number of authorized employees.

3. Copies 0of criminal history data obtained from
terminal devices must be afforded security to

prevent any unauthorized access to or use of
that data. '

4, All remote terminals on NCIC Computerized
Criminal History will maintain a hard copy. of
computerized criminal history inquiries-with
notation of individual making request for
record (90 days). :

VIII. Permanent Committee on Security and Conf;dentiality

A permanent committee has been established, composed of
criminal justice representatives, which group will
address the problems of security, confidentialitv, and.
privacy on a continuing basis and provide guidance to
the NCIC Advisory Policy Board. Some areas recommended
for study are:

4.

The consideration of criteria for the purging of
records, i.e., deletion of records after a.designatad
period of criminal inactivity or attainment of a
specified age, etc. '

The consideration of criteria for qualification of
noncriminal justice agencies for secondary access

, to criminal history data.

A model state statute for protecting and controlling
data in any future system should be draited and
its adoption encouraged. :

Y



Organization and Administration

A,

Each control terminal agency shall sign a written
agreement with the NCIC to conform with system
policy before participation in the criminal history
program is permitted. This would allow for control
over the data and give assurance of systcm security.

In each state the control terminal agency shall
prepare and execute a written agreement containing
similar provisions to the agreement by the states
and NCIC witn each criminal justice agency having
a8 terminal device capable of accessing criminal
history data within that state.

Each state criminal justice control terminal

agency is responsible for the security throughout
the system being serviced by that agency, including
all places where terminal devices are located.

A system security officer shall be designated in
each control terminal agency to assure all necessary
physical, personnel, computer and communications
safeguards prescribed by the Advisory Policy Board
are functioning properly in systems operatioans.

The rules and procedures governing direct terminal
access to criminal history data shall apply equally
to all participants to the system, in<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>