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INTRODUCTION

In the last decade, much progress has
been made in the area of privacy of crimi-
nal history records. SEARCH surveys indi-
cate that virtually every state has passed
legislation which deals with some aspect of
security of those records and the privacy
rights of record subjects, and many states
have established comprehensive controls
dealing with the security and privacy of
criminal history records.

However, few states have dealt specifi-
cally, let alone comprehensively, with the
collection and use of intelligence informa-
tion. This inactivity reflects a widespread
reluctance to deal in specific statutory
terms with the management and regulation
of this highly sensitive information. Intell-
igence and investigative information gen-
erally has been excluded from the coverage
of security and privacy legislation and
Freedom of Information legislation. In-
stead, its management has been left to
professional law enforcement officials who
presumably are more familiar with investi-
gative techniques and, therefore, the
special needs of law enforcement agencies
for investigative and intelligence data.

This approach is not likely to be ac-
ceptable to the public during the coming
decade. The Watergate scandal and other
publicized examples of abusive and intru-
sive information gathering practices by

In brief, the main issues that must be
addressed in a policy on intelligence infor-
mation management are:

Collection

Questions that must be resolved in con-
nection with collection concern the types

Federal intelligence agencies have led
Congress to consider legislation to control
the record practices of the Federal intelli-
gence community. In addition, publicity
surrounding covert police intelligence and
surveillance activities against dissident
groups has heightened public awareness of
the potential threat to individual privacy
associated with this kind of police activity.
It seems likely that there will be increasing
pressure in the states for regulations to
balance. legitimate law enforcement in-
vestigative and intelligence needs against
the individual's interest in personal pri-
vacy, particularly in the sensitive areas of
First Amendment rights, such as political,
religious or social activities, associations
and beliefs.

This paper summarizes some of the
main issues involved in the formulation of
policy concerning police intelligence infor-
mation management, and discusses two re-
cent documents that are relevant to these
issues: (1) the revised Criminal Intelli-
gence Systems Operating Policies issued by
the Office of Justice Assistance, Research
and Statistics (formerly the Law Enforce-
ment Assistance Administration), and (2)
an ordinance enacted by the City of
Seattle establishing policies governing the
Seattle Police Department's investigative
and intelligence activities.

ISSUES

of information that may be collected, the
circumstances that permit the collection
of information about a particular indi-
vidual, and police techniques that may be
used in collecting the data. Perhaps the
most important questions are those con-
cerning the collection of information about
political, religious or other constitutionally
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protected activities, since these are the
activities where patterns of abuse have
occurred most often. A related question is
whether and for what purposes information
may be collected about private sexual ac-
tivities or tendencies. From the standpoint
of privacy protection, rigid controls seem
necessary to insure that police intelligence
activities do not impinge on constitution-
ally protected rights. However, the con-
trols must not be so rigid as to unduly
hamper the police in dealing with criminal
and terrorist activities which may attempt
to hide behind the mantle of political,
religious or community groups.

Another major issue involves the cir-
cumstances which may permit the collec-
tion of intelligence data about particular
persons. Must the data collection have a
nexus to criminal activity and how direct
must the connection be? Must there be
actual or suspected criminal acts already
consummated or about to be consummated,
or may information be collected on crimi-
nal activities that may or may not occur in
the future? Must the individual about
whom the information is collected be
directly involved in the criminal activity or
is it sufficient that the information be
relevant to criminal activity by other per-
sons, such as relatives or business or social
associates?

The greatest privacy protection would
be ensured by a policy requiring the indi-
vidual to be directly involved in completed
or imminent criminal activity. However,
from the standpoint of effective police
operations, such a strict policy might un-
duly hamper investigations of organized
criminal groups which include large num-
bers of participants in complex and diverse
criminal activities over a broad geograph-
ical area and which continue over a long
period of time.

Other questions concern the use of par-
ticular police . investigative techniques.
For example, should there be limits on the
use of paid informants or infiltrators? If
infiltrators are used, should there be limits
on the types of groups or organizations

they may attempt to infiltrate and on the
extent of their activities within these
groups”?

Security

For obvious reasons, intelligence and
investigative information is extremely sen-
sitive and deserves strict protection. Much
of the information is unverified and may
contain allegations or references to asso-
ciations that can be extremely damaging to
innocent persons. Most of the information
will never be used or tested in court and
many persons whose names are in intelli-
gence files will never be arrested. Thus, it
is critical to the privacy interests of these
individuals that the security of intelligence
information be protected against unauthor-
ized access.

Most police agencies appreciate the
sensitivity of intelligence data and evi-
dence suggests that they guard it carefully.
However, the advent of computers and
other automated data handling equipment
raises new issues about the security of
intelligence data. May such data be safely
stored in computers? What access controls
are necessary to protect against unauthor-
ized penetration? Should remote terminal
access be permitted? May raw intelligence
information be transmitted over computer
links or must computerized systems be
limited to name index-pointer systems?

Access

Since much intelligence data is unveri-
fied and perhaps unreliable, the issue of
access is critical from the standpoint of
personal privacy. Within a police agency,
which officers may have access to intelli-
gence data and for what purposes? May
intelligence data be disseminated outside
the agency that collected it and, if so, for
what purposes and under what safeguards?
May intelligence data be disseminated to
non-law enforcement agencies or indi-
viduals, such as credit agencies, employers
or private investigators?

Retention

Retention is one of the most contro-
versial issues involved in the management
of intelligence information. May intelli-
gence data be stored indefinitely or must it
be reviewed periodically and purged if no
longer relevant or reliable? From the
privacy protection viewpoint, periodic re-
view and purge should be required, since
much intelligence data is unverified and
the passage of time makes the data even
less valuable. However, from the view-
point of the police, frequent review and
revalidation is expensive and time con-
suming, often prohibitively so. Clearly,
some periodic review and purge of intelli-
gence files is desirable; the problem is to
devise an approach that ensures some de-
gree of relevancy and validity of retained
information.

Sanctions

In order for any intelligence informa-
tion management policy to be effective
and to earn public confidence, there must
be some means of enforcing adherence to
the policy. Among the available methods

are civil or criminal penalties against
police personnel who violate the policy or
civil causes of action for damages against
the police department or the parent gov-
ernmental entity. Questions arising under
this approach include whether police per-
sonnel should be subject to penalties for
good faith unintentional violations in the
course of their duties and whether the
governmental entity should be subject to
liability for violations by employees acting
outside the scope of their duties.

Other enforcement appreaches include
independent outside audit of police intelli-
gence files to insure that violations have
not occurred. While outside audit is un-
questionably an effective enforcement
approach, it raises serious issues concern-
ing the integrity of intelligence files, the
compromise of the identity of informants
or infiltrators and the willingness of other
police agencies to exchange information
with an agency subject to outside audit,
especially if the audit is by non-law en-
forcement personnel.

Finally, enforcement methods may in-
clude traditional personnel disciplinary
sanctions, such as discharge, demotion,
suspension or transfer.

THE OJARS POLICY GUIDELINES

The OJARS Policy Guidelines were
issued by LEAA in 1978 and subsequently
amended and reissued in 1980 by OJARS
(the agency that resulted from a con-
gressional reorganization of LEAA). The
purpose of the guidelines is to ensure that
all criminal intelligence systems supported
under ths Omnibus Crime Control and Safe
Streets Act are operated in conformance
with the privacy and constitutional rights
of individuals. The guidelines apply to both
discretionary grants by OJARS and to
formula grants to the states which are
subgranted to state and local governments.

While the guidelines are not intended to

be comprehensive, they do set important
limits on the collection and dissemination
of intelligence information by covered law
enforcement agencies and require the
agencies to adopt more comprehensive
policies in some areas.

Collection

The general rule set by the guidelines is
that intelligence information about a parti-
cular individual may be collected and
maintained only if it is "reasonably sus-
pected" that the individual is involved in
criminal activity and that the information




is relevant to that criminal activity. Thus,
it would not be permissible to collect in-
formation about business associates, rela-
tives or friends of persons suspected of
criminal activity unless there were reason
to suspect that these persons were them-
selves involved in the criminal activity. If
the information relates to political, re-
ligious or social views, associations or ac-
tivities, the rule is more stringent. Such
information may be collected and main-
tained only if it "directly relates to an
investigation of criminal activities and
there are reasonable grounds to suspect the
subject of the information is or may be
involved in criminal conduct." Thus, there
must be a criminal investigation in pro-
gress and there must be reasonable
"grounds," rather than mere suspicion, that
the subject of the information is involved
in criminal activities directly related to
the investigation.

Dissemination

The guidelines provide that intelligence
data may be disseminated only to law en-
forcement officials, inside or outside of
the agency collecting the information,
"where there is a need to know/right to
know the data in the performance of a law
enforcement activity." The commentary
to the original guidelines declined to offer
a specific definition of "need to know/right
to know," but stated that the term is
generally understood 'in the law enforce-
ment community to require that a criminal
justice official requesting access to an
intelligence file must establish that he is
conducting an investigation pursuant to his
official duties and that he needs the infor-
mation in connection with the investiga-
tion. The guidelines require each covered
agency to establish written standards de-
fining need to know/right to know more
specifically.

If intelligence data is disseminated out-
side the collecting agency, the recipient

law enforcement officials must agree to
follow procedures regarding data entry,
maintenance, security and dissemination
that are consistent with the guidelirics.

Security

Agencies maintaining intelligence data
are required to establish administrative,
physical and technical safeguards to pro-
tect the data against damage or unauthor-
ized access. These safeguards are to in-
clude an audit trail of disseminations out-
side of the agency.

Review

The guidelines require each covered
agency to establish procedures to assure
that all information which is retained has
continuing relevance and importance. The
procedures must provide for "periodic re-
view" of data and destruction of any infor-
mation which is "misleading, obsolete or
otherwise unreliable." The original guide-
lines required agencies to review intelli-
gence files at least every two years and to
indicate the reason for retaining any infor-
mation longer than two years. However,
the amended 1980 guidelines deleted the
two-year requirement on the grounds that
it might be too burdensome and expensive
for some agencies. The guidelines now
permit periodic review on time schedules
developed by individual agencies, but re-
quire that any information retained longer
than two years must be reviewed and re-
validated before it can be utilized or dis-
seminated.

Automated Equipment

The guidelines provide that OJARS
must approve system designs for the use of
automated equipment for the storage and
dissemination of intelligence information.
They also prohibit direct remote terminal
access to intelligence data stored in com-
puters.
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Sanctions

The guidelines do not provide sanctions,
but require each agency to adopt sanctions
to control unauthorized access, utilization
and disclosure of intelligence information.
However, accountability to OJARS is
assured by a "funding guideline" which stip-
ulates that intelligence systems will be
funded only if control and supervision of

information collection and dissemination
will be retained by the head of a govern-
ment agency or by an individual with gen-
eral policymaking authority who has been
expressly delegated control and supervision
by the head of the agency. This supervis-
ing authority must certify in writing that
he takes full responsibility and will be
accountable for compliance with the guide-
lines.

THE SEATTLE POLICE INTELLIGENCE ORDINANCE

Seattle City Ordinance No. 108333,
passed on July 2, 1979 and effective Jan-
uary 1, 1980, is perhaps the first legislative
attempt to deal comprehensively with all
aspects of police intelligence and investi-
gative operations. As such, it should be of
interest to other jurisdictions considering
the adoption of legislation on this subject.

Because the ordinance deals with all
aspects of police work, it is lengthy and
complex. Although no attempt will be
made in this issue brief to describe the
ordinance in detail, its general approach
will be described and a summary of its
major provisions set out.

Approach

The approach of the ordinance is to
deal with all aspects of the work of the
Seattle Police Department related to crim-
inal investigations and the collection and
utilization of investigative and intelligence
information. However, the main direction
of the ordinance is to provide protections
of individual privacy in areas where pat-
terns of abuse historically have occurred.
Thus, special protections are included for
constitutionally protected activities, in-
cluding political, religious and social ac-
tivities and private sexual activities; and
special attention is given to certain police
techniques that have historically been
overly intrusive in these areas, including

the use of infiltrators, paid informants and
the collection of information for the pro-
tection of visiting dignitaries.

The ordinance seeks to provide these
protections through four mechanisms:

(1) Internal controls,

(2) Audit trails,

(3) An independent auditor,
(4) Civil liability.

Since the intent is to provide needed
protections in specially sensitive areas, the
ordinance carves out exceptions to the
main provisions of the bill in areas of
police work where patterns of abuse histor-
ically have not been experienced. Thus, a
major exception exempts criminal investi-
gations where criminal charges have been
filed and the rules of discovery and other
protections inherent in the criminal pro-
cess are available for the protection of
individuals. The bill also exempts confi-
dential communications, materials open to
public inspection, administrative records
and "incidental references" to otherwise
restricted information. This latter exemp-
tion excludes incidental references to sen-
sitive information obtained during the
course of normal police work, where the
objective of the police activity was not to
obtain the sensitive data. For example,
passing references to sex or political be-
liefs or activities contained in incident



reports would not be covered by the ordi-
nance.

The effect of the exclusions is to carve
out the great majority of work essential to
the daily operation of the police depart-
ment, thus refieving the administrative
burden on the :’:partment in areas where
abuse is not likely and concentrating on the
narrow scope of police techniques where
abuse has most often occurred.

Restricted Information

"Restricted information" is defined by
the ordinance as information about politi-
cal, religious, social or community associa-
tions, activities, beliefs or opinions. The
definition covers most activities protected
by the constitution, including civil rights
activities, community activities, and or-
ganizations or demonstrations for the fur-
therance of such activities or beliefs. This
type of information is the main area of
concern of the ordinance. The controls,
prohibitions and procedures set out in the
ordinance are designed primarily to pre-
vent police abuses in the political/
religious/social area.

Collection

Restricted information may be col-
lected only upon the issuance of a written
authorization obtained from a lieutenant or
higher ranking officer. Authorizations may
be granted only when there is a reasonable
suspicion that the subject of the informa-
tion is involved in criminal activity or is a
victim or witness of criminal activity, and
the information sought is relevant to the
criminal activity or the arrest of the sub-
ject of the information. Authorizations
are good for 90 days and may be renewed if
grounds, such as new information, can be
shown.

The authorization must be issued in
writing and must set out detailed reasons
for its issuance, including a description of
the information to be sought and a state-

ment of the facts and circumstances creat-
ing a reasonable suspicion of criminal ‘in-
volvement of the subject of the informa-
tion. This authorization procedure is de-
signed to create a detailed paper audit
trail to facilitate control and examination
of the collection of information®in this
sensitive area..

Dissemination

The ordinance provides that restricted
information may not be transmitted to
another criminal justice or governinental
agency unless the agency has a need for
the information that would be sufficient to
obtain an. authorization. Dissemination
logs must be kept of each such dissemina-
tion.

Informants

The ordinance contains limits on the
use of informants or infiltrators to gather
restricted information about political, re-
ligious, social, civil rights or community
organizations. The use of these police
techniques to gather information in other
areas, such as organized criminal groups, is
not limited by the ordinance.

Where restricted information is to be
gathered by an infiltrator, the Chief of the
Seattle Police Department must approve
an authorization stating the need for the
use of the infiltrator, the matters about
which information is to be collected and
protective measures to insure minimum in-
trusion and to avoid unreasonable infringe-
ment of the rights of the organization to
be infiltrated.

The ordinance also limits the use of
paid informants to collect restricted infor-
mation about political/religious groups. In
such cases, the techniques of the informant
and his participation in criminal activities
are subject to specific limitations. If the
informant is not paid or if the information
to be collected is not restricted, the limi-
tations do not apply.

Protection of Dignitaries

Since police agencies historically have
used the pretense of dignitary protection
to collect information on dissident political
groups, the ordinance contains specific
controls applicable to this technique. A
separate authorization procedure is estab-
lished and files including restricted infor-
mation collected for this purpose are re-
quired to be kept separate from other
investigative files. Strict time limits for
collection and purging of the information
are set,.access logs are required to be kept
and limits are set on the dissemination of
such information outside of the Seattle
Police Department.

Sexual Information

Sexual information is the second major
category of information  principally
covered by the ordinance. It includes any
information about a person's sexual prac-
tices or orientation. Private sexual infor-
mation may be collected only when there is
a specific connection to criminal activity
involving sexual matters (such as rape,
prostitution, pandering, procuring or por-
nography), and the information appears
reasonably relevant to the investigation of
such criminal activity or the arrest of the
subject of the information. Such informa-
tion may be disseminated outside of the
Seattle Police Department only if the re-
cipient criminal justice or governmental
agency has a need for the information that
would justify its collection under the ordi-
nance.

No ' authorization is required for the
collection of private sexual information in
connection with the investigation of sex-
related crimes, and no authorization may
be issued to permit the collection of such
information for any other purpose.

Auditing

Perhaps the most innovative procedure
in the ordinance is the use of an indepen-

dent outside auditor to assure compliance
by the police department. The auditor is
appointed by the Mayor and confirmed by
the City Council for a three-year term.
He is granted access to all Police Depart-
ment files, except for certain internal per-
sonnel and confidential files and files re-
lating to investigations of organized crime
or government corruption that are certi-
fied by the Court Prosecuting Attorney for
exemption from the auditor's review. This
exception is included to permit the prose-
cuting attorney to withhold from the audi-
tor certain especially sensitive case files,
provided that the prosecuting attorney cer-
tifies that he will discharge the powers and
responsibilities of the auditor with respect
to such files to assure that the terms of
the ordinance are met.

The auditor is required to review police
department files at unscheduled intervals
(but at least once every 180 days) to assure
that the ordinance is satisfied. He is
required to make summary reports of his
findings to the Mayor and other city offi-
cials, including descriptions of any substan-
tial violations of the ordinance discovered
during the audit. He is also required to
provide written notice to any person about
whom restricted information has been col-
lected if he has a reasonable belief that
the information was collected in violation
of the ordinance and would create civil
liability under the ordinance.

Thus, the principal enforcement mech-
anism is independent audit and notice to
individuals whose rights may have been
violated, coupled with civil causes of ac-
tion for damages.

Liability

The ordinance creates a civil cause of
action against the City of Seattle for in-
juries proximately caused by willful viola-
tions of the ordinance by police depart-
ment personnel in the scope and course of
their duties. Liquidated damages are pre-
vided for in the amount of $500 for indi-
viduals and $1,000 for organizations.



The cause of action is against the city
only and personal liability is expressly
denied for any act or omission by a city
employee made in good faith in the scope

and course of official duties. However,
city employees are subject to disciplinary
sanctions, such as reprimand, suspension,
transfer or discharge.

CONCLUSION

Although there has been little activity
in recent years in the area of the regula-
tion of investigative and intelligence infor-
mation, this issue brief demonstrates that
some attention has been given to the sub-
ject and at least one comprehensive legis-
lative package has been produced. The
Seattle ordinance is an excellent example
of the kind of approach that might be
taken to regulation of the full range of
police investigative and intelligence activ-
ities. Although it remains to be seen how
well some of the innovations will work and

whether or not the ordinance will hamper
legitimate police activities, the Seattle
approach is courageous.

Whether other jurisdictions adopt this
comprehensive approach or the more
limited approach of the OJARS regula-
tions, it seems clear that increased public
attention recently focused on police intel-
ligence activities will cause greatly in-
creased legislative and regulatory activity
in this important -area of criminal justice
information law and policy.
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