
\ t: 
I 

National Criminal Justice Reference Service 

nCJrs 
This microfiche was produced from documents received for 
inclusion in the NCJRS data base. Since NCJRS cannot exercise 
control over the physical condition of the documents submitted, 
the individual frame quality will vary. The resolution chart on 
this frame may be used to evaluate the document quality . 

. , -!. .. "":'~ ~.' -"""'':-; "' ... c._" .""'~"o.A",,,~.,,,~ .' ... ...., "'':''''-"''--_._. 

l,!;i 
11111

2
.8 11I111~ !j,g 

w /////3,2 2.2 . ~ 
~3.6 W 

u: 
I~ 

1.1 
w ... ... ~ 
I.I.U':'~ 

111111.8 

111111.25 111111.4 111111.6 

MICROCOPY RESOLUTION TEST CHART 
NATIONAL BUREAU OF STANDARDS-1963-A 

'\. 

_. • i j 
~ • "~"'-"" ••• ' -.. ..- "'~"""7 .•.•• ~" .r 

Microfilming procedures used to create this fiche comply with 
the standards set forth in 41CFR 101-11.504. 

Points of view or opinions stated in this document are 
those of the author(s) and do not represent the official 
position or policies of the U. S. Department of Justice. 

, . 
J \ 

National Institute of Justice ~.) 
.-.... ,- .- .... + • 

United States Department of Justice .~ 
Washington, D. C. 205&1 

DATE FILMED I 
r 
if 

10/22/81; ~ 

: . 

COMPUTER 
CRIME 
. 
. ,., . 

, . 

" • ..... I, • 

, ' 

= 

r;r,s. D'~partment of Justice 
Bureau of Justice Statistics 

If you have issues viewing or accessing this file contact us at NCJRS.gov.



1/ Ii _ ..Jf' 

.: ...... ..,. 

U.S. Department of Justice 
Bureau of Justice Statistics 

Benjamine H. Renshaw 
Acting Director 

Carol G. Kaplan 
Director, 
Privacy & Security Staff 

, 

I 

U.S. Department of Justice 
Bureau of Justice Statistics 

Computer 
Crime 
Expert 
Witness 
Manual 

U.S. Department of Justice 
National Institute of Justice 

This document hilS been reproduced exactly as received from the 
person or organization originating it. Points of view or opinions stated 
in this document are those of the authors and do not necessarily 
represent the official position or policies of the National Institute of 
Justice. 

Permission to reproduce this copyrighted material has been 
granted by 

Public Domain/Dureau of 
Jtistice Statistics 
to the National Criminal Justice Reference Service (NCJRS). 

Further reproduction outside of the NCJRS system requires permis­
sion of the copyright owner. 

.' I 



- - ~-----------------------------------,------------------

This document was prepared for the Bureau of Justice 
Statistics (BJS), u.S. Department of Justice (DOJ) by Koba 
Associates, Inc. under Contract No. J-LEAA-007-80. Points of 
view and opinions stated herein are those of the authors and do 
not necessarily represent the official position or policies of 
BJS, DOJ or Koba Associates, Inc. 

Copyright 1930 by Koba Associates, Inc. 

BJS authorizes any person to reproduce, translate or other­
wise use any or all of the copyrighted materials in this publica­
tion with the exception of those items indicating that they are 
copyrighted by or reprinted by permission of any source other 
than Koba Associates, Inc. 

FORE\"lORD 

As the criminal justice ~ystem is confronted with increasing 
levels of computer related cr1me, and as efforts increase to 
bring sophisticated felons to justice, the use of expert wit­
nesses will represent an invaluable source of technical ass is­
tanc~ to investigato:s and prosecutors. This Manual attempts to 
exam1~e many of the 1ssues, ,factors and obstacles which may sur­
face 1n th~ use of expert w1tnessses. Criminal justice personnel 
contemplat1ng the use of an expert witness would be well advised 
to sensitize themselves to the issues raised within this 
document. 

As technology advances complicate the matters of evidence 
a~d testimony in computer related crime cases, the use of experts 
w1ll become more and more prevalent. However, it is important to 
re~ember that technical expertise can only be made effective when 
sJnll~u~ly directed, by well-informed and capable criminal justice 
p:act1tloners. It 1S for you, the practitioner, that the Expert 
W1tness Manual is intended. 

Benjamin H. Renshaw 
Acting Director 
Bureau of Justice Statistics 
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PREFACE 

The Expert Witness Manual is a simple, easy to understand 
reference tool that guides those individuals who need the 
assistance of experts in computer related crime investigations 
and prosecutions. It outlines for the reader how he/she should 
proceed in the expert's selection. The Manual also details the 
economics that should be considered in the selection of an 
expert. It suggests sources which can be employed to tap an 
expert, and how best to use these resources. 

Further, the Manual details how best to employ and manage 
an expert. It proc~eds to define the legal powers of the expert, 
and the potential legal liabilities that can ensue from the 
expert's activities. This Manual should prove of special value 
not only to investigators, but also prosecutors and defense 
attorneys: it outlines the economics of using computer experts at 
both the pretrial and trial stages. 

The Expert Witness Manual was written for both the public 
and private sectors. It should prove of value not only to police 
officials and prosecutors, but also to defense attorneys, private 
consultants, corporate managers, accountants, internal auditors, 
private investigators, students of criminology, and many others. 
It marks a serious effort to assist both the private and public 
sectors in combatting computer crime. 

August Bequai, Esq. 
Washington, D.C. 
Fall, 1980 

---- ----
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1.0 INTRODUCTION AND EXECUTIVE SUMMARY 

Complex computer related crimes may present substantial 
difficulties for criminal justice practitioners involved in their 
investigation and prosecution. In some cases, the use of expert 
witnesses may be essential to successfully bringing sophisticated 
felons to justice. The Expert Witness Manual is designed to 
serve as the IIfirst step" in familiarizing criminal justice per­
sonnel with the issues associated with the use of expert wit­
nesses. 

1.1 Purpose and Scope of This Manual 

The Manual is intended as an aid when assessing the need 
for technical assistance in a computer related crime case. 
Should a need for outside expertise be determined to be present 
in the case, the Manual is intended further to serve as a guide 
for how to identify, select, manage, and utilize such experts and 
how to avoid common pitfalls encountered when using outside 
resources. 

The importance of utilizing technical assistance at key 
stages in the computer related crime case has been stressed pre­
viously by the U. S. Department of Justice. The recE'mtly publish­
ed Computer Crime Criminal Justice Resource Manual aptly notes 
that . 

[c]omputer related crimes deal with people to a 
far greater degree than they deal with technology. 
Only people, and not computers, perpetrate, witness 
or are the ultimate victims of these crimes. There­
fore, investigators and prosecutors need to know 
more about the people and their functions in elec­
tronic data processing (EDP) than about the computer 
technology. Technical assistance can be obtained 
from experts .li 

1.1.1 Use of the Manual 

Investigators and prosecutors should value this Manual 
for its "how to" approach to the use of technical experts in a 
major computer related crime case. In this regard, the Manual 
goes beyond a strictly legalistic treatment of the subject by 
also considering ethical issues, management and supervision 
problems, privacy and security concerns and other important areas 
relating to the use of experts in a major case investigation. 

Without question, issues relating to the applicable 
substantive law, rules of evidence and criminal procedure must 
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hold center stage during the case preparation and trial s·taqes. 
But legal issues are not the only important issues. 

Matters relating to the identification, management and 
effective utilization of technical e~;:perts can be equally impor­
tant when "breaking" a comr,uter crime case. rhis is especially 
true because the overwhelming number of such cases that have been 
reported have been disposed of out of court, sometimes infor­
mally, without direct intervention by the criminal justice 
system. Consequently, there are few cases where the use of 
expert witnesses at trial and the admissibility of expert testi­
mony have been central to the effective use of outside experts to 
"break" such cases. 

Further, because the Government must build its computer 
crime cases, like other cases, on the supposition that it will 
have to go to trial and sustain its burden of proof, the poten­
tial expert witness who may be called at trial in most instances 
will have already been involved behind the scenes, working as a 
consultant or technical adviser at the investigative and/or pre­
trial stages. Thus, the non-legal aspects of this Manual will 
also have applicability for use of expert witnesses a-l- the trial 
stage. It should be noted that the Manual is not int~nded as and 
should not be viewed as an inclusive discussion of the rules and 
conventions governing the use of experts in all jurisdictions. 
Law enforcement personnel are advised to employ the Manual for 
general background purposes, and to consult State and local codes 
and regulations in connection with any attempt to retain the serv­
ices of expert witnesses. It should also be pointed out that the 
Manual has applicability for private investigators as well as for 
their public sector counterparts. In this regard, many of the 
issues raised as concerns of the Government should be considered 
germane to private sector investigatory efforts. 

1.1.2 Organization of the Manual 

The organization of this Manual is designed to facili­
tate easy reference by investigators and prosecutors faced with 
real or apparent computer related crimes. Sections address 
topics in the order they would be mostly likely to arise. 
Section 2.0 defines what is meant by an expert, distinguishes the 
various sources of experts for computer related crime cases, an'] 
discusses subject area specializations among experts which are 
recommended to be tapped for such cases. 

Section 3.0 addresses the question of when to employ an 
expert. Considera.tions of case complexity and the individual 
law enforcement agency's philosophy and capabilities are pre­
sented. The Section concludes with a review of key phases in a 
computer related crime investigation at which expert assistance 
will most likely be required. 
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Section 4.0 presents the major considerations that should 
be kept in mind when selecting a particular expert or team 'of 
experts = Financial considerations are addressed, and requisite 
professlonal and personal qualifications are detailed. General 
sources which can aid in identifying outside experts are pre­
sented. 

Section 5.0 details privacy and security considerations 
which are of importance when selecting and utilizing outside 
expe:ts. Back?round checks and other special security pre­
cautl0ns are dlscussed. The advantages and disadvantages of 
deputizing the technical adviser are also presented. Overall 
measures ~o be taken to avoid b:eaches of security are suggested, 
and remedles for breaches of prlvacy and security by outside 
experts are also discussed. 

Section 6.0 discusses utilizing the expert in all phases of 
the case. The key points at which outside assistance is likely 
to be needed, which were initially presented in Section 3.0, are 
addressed more purposefully here. Critical points for using 
experts are grouped by whether they occur at the investigative 
pretrial, or trial stages. ' 

Section 7.0 presents recommended techniques for managing 
experts throughout the course of a major case, with special 
attention given to the litigation stage. 

1.2 Overview of the Problem 

Computer related crime has been variously defined. This 
Section analyzes several contrasting definitions. Unique 
features of computer related crime which tend to distinguish it 
from other offenses are presented, while the basic interrela­
tionShip between computer related crime and "white collar" crime 
is stressed. The scope of the problem nationally is estimated, 
and the potential for increasing levels of computer abuse and com­
puter fraud due to the rapid growth of a skilled computer tech­
nologist class and the lack of computer security is underscored. 

1.2.1 Definition of Computer Related Crime 

At present there is no universally accepted definition 
of computer related crime. However, authorities and commentators 
agree that the nature of this new form of technological crime 
goes beyond mere computer abuse; most computer related crimes 
directly involve the use of a computer to commit acts which the 
law has already defined as criminal. 

Computer related crime has been variously characterized as 
using a computer to steal money, services, or property, or to 
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commit an invasion of privacy, or an act of extortion or terrorism. 
Recently proposed Federal legislation on the subject includes 
within the scope of its prohibitions (a) directly or indirectly 
accessing, or attempting to access, any computer system to (1) 
devise or execute a scheme to defraud, or (2) obtain money, prop­
erty or services by means of false or fraudulent pretensesj and 
(b) actual or attempted intentional and unauthorized alteration, 
damage, or destruction of any computer or its software, program 
or database.~/ 

Given the ongoing advances in computer technology and the 
ever increasing applications of computers in our daily lives, 
even these attempts at definitions are not all-encompassing. 
Leading authorities recently have promulgated broader defini­
tions. These include the following: 

• "[A]ny illegal act for which knowledge of computer 
technology is essential for successful prosecution", 
which thus includes "crimes and alleged crimes (which) 
may involve computers not only actively but also 
passively, when usable ev~dence of the acts resides 
in computer stored form"llj and 

• "the use of a computer to perpetrate acts of deceit, 
concealment and guile that have as their objective 
the obtaining of property, money, services, and polit­
ical and business advantages", as well as "threats 
or force directed against the computer itself • 
usually sabotage or ransom cases", all of which acts 
"have one cormnonality--the computer is either the 
tool or the target of the felon. "4/ 

Though these two definitions largely overlap, they are not 
entirely congruent. This points out the problem that arises when 
trying to either inclusively or exclusively define computer relat­
ed crime. For example, the theft of computer hardware under the 
first definition \t/Quld not, in and of itself, constitute a com­
puter related crime. As one leading authority has argued, 

[i]f a computer is stolen in a simple theft where 
based on all circumstances it could have been a 
washing machine or a milking machine and made no 
difference, then a knowledge of computer 
technology is not necessary, and it would not 
be a computer related crime.2/ 

Under the second definition, however, the theft of computer hard­
ware probably would consti-tute a computer related crime. 
Certainly the theft of a valuable computer program would fall 
within this broader of the two definitions. The noted proponent 
of this more encompassing definition also includes attempts to 
destroy a computir with explosives or firearms as computer 
related crimes . .§. 
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The problem of definition is advanced here for one primary 
reason: Not all cases which involve a computer are necessarily 
technologically complex. l~ile, as we have seen, some authori­
ties would include thefts of computer hardware or software as 
well as acts of sabotage or vandalism committed against a-com­
puter within the definition of computer related crime, law en­
forcement personnel probably would not need to know a great deal 
about computer technology, if anytlling, to successfully investi­
gate and prosecute such crimes. Computer related crimes, then, 
can and do run the entire spectrum of case complexity. This fact 
will be of central importance when deciding on investigative and 
prosecutive approaches to computer related crime cases and the 
-need for bringing specialized experts into the case, as discussed 
in Section 1.2.3, below. 

1.2.2 Nature of the Phenomenon in the Context of 
White Collar Crime 

Computer related crime is not a traditional crime, even 
though its perpetrators may be charged under pre-existing lar­
ceny, embezzlement or fraud statutes. Most computer related 
crime falls within various areas of "white collar crime," as 
distinct from acquisitive "street crime." The overlap be-tween 
computer related crime and white collar crime is substantial, 
and an understanding of the illicit motivations of the white 
collar criminal is important when attempting to understand the 
nature and scope of computer related crime. 

The term "white collar crime" was first coined by 
Edwin H. Sutherland in his 1949 pUblica-tion, Vfuite Collar Crime. 
Sutherland developed a definition of the term that related pri­
marily to offenses committed by "respectable" persons, usually in 
the course of and related to their occupations.21 In the ensuing 
years, we have come to understand the term in a much broader con­
text. White collar crime is now defined as an illegal act or 
series of illegal acts normally committed by non-physical means 
and by concealment or guile, to obtain money or property, to 
avoid payment or loss of money or property, or to obtain business 
or personal advantage. It may be carried out singly or by two or 
more individuals conspiring to plan, initiate and carry out the 
offense. White collar offenses may also include violation of 
regulations developed by Federal, State, or local agencies under 
their appropriate statutory authorities. Examples of this type 
of offense include the violation of regulations issued in the 
area of securities, welfare, commerce, environment, and energy.8/ 

Some other critical areas of white collar crime include 
infiltration of legitimate business by organized crime elements 
for illegal purposes and commercial bribery and other competitive 
procurement frauds to obtain unfair advantage (including kick­
backs, bid-rigging and other forms of collusion which may occur 
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in either the public or private sector, especially t?e fraudulent 
transfer of securities and stocks). To the extent that computers 
are used to perpetrate these crimes--which is increasingly ~he 
case-- there is a major overlap between computer related crlme 
and white collar crime. 

of 
in the 

According to a recent Report released by the Bureau 
Justice Statistics, computers can pl~y any of fo~r roles 
commission of a crime. 9 / These are lllustrated ln Table 1, 
fOllowing. 

Computer As 
Object: , 

Computer As 
Subject: 

Computer As 
Instrument: 

Computer As 
Symbol: 

Table 1 

Roles Computers Can Play 
in commission of A Crime 

The purpose of the crime can be to 
destroy, damage or hold for ransom 
the computer facility itself, com­
puter hardware, computer programs, 
the computerized data base, or 
printouts of valuable data. 
A computer can be the site or 
environment of a crime. Illicitly 
gained assets or stolen information 
can be stored indefinitely in the 
com~uter for later use. __ 
Complex financial schemes to defraud 
can be accomplished by using the 
computer as a tool or instrumentality 
of the crime, either actively (e.g. by 
transferring assets) or passively 
(e.g. by creating a false record of 
corporate assets to mislead out-
siders as to the financial stability 
of a corporation). 
The computer can be used to create 
a record ~lich when presented to 
the victim serves to intimidate or 
deceive him into parting with some­
thing of value. 
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Wi th the exception of ma.licious destruction and political 
terrorism, the vast majority of reported computer related crime 
cases amount to one or another form of acquisitive white collar 
crime. Table 2 illustrates the major categories of white collar 
computer crimes. 

Table 2 

Major Categories of Computer Related Crimes 
As Functions of White Collar Crime 

INDUSTRIAL SABOTAGE, ESPIONAGE & EXTORTION BY COMPUTER: 

• Example: 

• Example: 
• Example: 

destruction or theft of competitor's 
confidential computer programs 
sale of printouts to competitors by employees 
scanning data base for confidential business 
information 

DEFRAUDING PUBLIC THROUGH SYMBOLIC IMAGERY CREATED BY 
COMPUTER: 

• Example: dissemination of bogus bills and collection 
notices 

• Example: false advertising of non-existent computerized 
services 

FINANCIAL CRIMES AGAINST BUSINESS BY COMPUTER: 

• Example: 

• Example: 

• Example: 

• Example~ 

complex financial swindles 
creation of record of ficticious assets to 
enhance corporate standards 
embezzlement of business assets by transfer­
ance to another account 
payroll thefts through alteration of time 
and salary records 

DIVERSION AND THEFT OF NON-LIQUID ASSETS BY COMPUTER: 

• Example: re-routing of rolling stock, freight, or cargo 
to alternate destination 

• Example: tampering with fuel allocations 

UNAUTHORIZED USE OF THE COMPUTER BY EMPLOYEES FOR ILLICIT 
PURPOSES: 

• Example: illegal betting schemes 
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d t mmit computer related The technological methods use 0 co How~ver- considerable 
h h't ollar type are new. . ~ , 

crimes of t.e w 1 e c h' h has rouped and classified 
research ha~ been un~~rta~~~rwa~~ects o~ this high technology 
these technlque~. ,Ll e 0 b lar has grown up to describe such 
subJ'ect, a spec1allzed voca u Y t' f 12 classical 

d 'tion and explana 10n 0 
practices. For a escrlp t lated crime of the high tech-
methods to perpetrate a,compu er ~~ ether with an outline of 
nology, white collar crlmet~~~~' of ~etection, and evidence asso­
potential perpetrators, mde 's referred to BJS' recently / 

' d ' th ch the rea er 1 10 clate Wl ea, , C' inal Justice Resource Manual. __ published Computer Crlme rlm 

1. 2.3 Unique Aspects of Computer Related Crime 

Notwl'thstanding its s,imilarity in many respects to 
th are many unique aspects 

other forms of white collar crlme, -~~: investigation and prose­
to computer related crime which make 
cution difficult. These include ·the following: 

• 

• 

• 

• 

• 

"t' puter related crimes are Los~es from acqulsl lve com, h ' 1 
eno;mous when compared to the tlme,and p YSlca 
effort invested in their perpetratlo~., One recent 
study of several hundred computer iiimlnals found 
the 'average "take" to be $400,000._ 

Th 'tims of computer related crimes--generally 
bu:i~~~S and industry--are reluctant to report such 

,- desoite major losses, for fear of adverse 
crlmes, ~ . f' d nce etc bl' 'ty loss of stockholder con 1 e , . 
P,:", ~Cl, t' Wl' th the investigation can, as Vlctlm coopera_10n 
a result, be minimal. 

, 11 of low visibility 
Computer crlme~lyareai:n~I~fi~ult to detect. As a 
and, consequen , d 'th regard to 
f U S Attorney General note Wl ormer . • , 'tols 
such offenses, "[t]here are no smoklng ,pls . .,. , 
no blood-stained vict~msi o~l~/ the crlme l~ 
detected by sheer accldent. --

, be committed over vast. 
Computer related crlmes ca~ntranational and inter-­
distances and across many f 
national jurisdictional lines. rrhrO~gh t~eo~s~po 
a remote computer terminal and telep one, 0 - , 
a knowledgeable computer felon ca~, p~~~t~~~ he 
knows how to access the system, glve 1 h ' 
instructions to a computer literally anyw ere 1n 
the world. 

, n of computer related crimes are 
A,la~ge ~ropo~tl0h o~tunity for enormous finan-
"lnslde Jobs. T e 0pP. t t1te low risk of discovery 
cial gain, ,,,hen set aga1ns 
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and leniency of punishment. should one be caught, 
provides temptations for top management, computer tech­
nologists, and providers and users of computerized data 
alike to manipulate the computer for illicit gain. 

computer criminals are most often well-educated, 
highly-skilled amateurs. They generally have no prior 
criminal history and are w,ell-respected members of the 
community. 

Illicit gain is often ~ot the only, or even primary 
motive, of computer criminals. The challenge of 
penetrating computer security safeguards in an effort 
to "beat the system" has also been suggested as a major 
motive of the lone computer felon. Taking adequate 
preventive action in this regard is extremely dif­
ficult. 

Once the crime has been detected, discovering and 
understanding the modus operandi in a technologically­
complex computer related crime case can also be 
extremely difficult. 

As with other forms of white collar crime, law 
enforcement personnel will often identify a suspect in 
a computer related crime case before determining how 
the crime was committed and with what offense(s) to 
charge the suspect. How to charge a computer related 
crime can prove difficult when traditional crime stat­
utes must be relied upon, within whose provisions tech­
nological crimes must be made to fit by implication. 

Establishing the timing of a computer related crime is 
often impossible. Computers can be instructed by 
electronic impulses to add, transfer or, as in case of 
detection, destroy key bits of information within a 
matter of a few milliseconds. 

Investigators frequently encounter difficulty in 
obtaining physical evidence in such cases. Drafting 
sufficiently specific subpoenas and translating 
computer-stored data which evidences a criminal act 
into human-readable form, without at the same time 
damaging the computer program or interrupting the 
ongoing business activities of the victim, can present 
major problems. 

Investigators experienced in other sorts of complex 
financial investigations are generally trained to 
follow a paper trail of audited financial reports in 
order to discover and pinpoint irregularities. Because 
of the very nature of computer operations--using 
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electronic impulses to transfer information--there 
exists no "audit trail" in computer fraud cases. 

Computerized information which evidences a crime and 
which is stored in the computer IS melGOry core on magne­
tic tapes can easily and quickly be alter7d or de­
stroyed, often leaving no trace of tamperln? Improper 
handling or storage can also damage such e~ldence. As 
a result search and seizure problems, chaln of custody 
problems: and evidence preservation problems in com­
puter related crime cases can assume greater than 
normal significance. 

Admissibility of evidence problems abound. Because 
computer printouts and magnetic tapes are generally 
not original records but rather copies made from manual 
records after a time lag, prosecutors may e~count~r ~t 
least threshold difficulty in obtaining thelr admlSSlon 
into evidence at trial due to the Best Evidence Rule. 
Because two or more examples of such items to the human 
eye can be, and often are, indistingui~hable from each 
other, authentication proble~s and,ch~l~ ?f c~stody , 
problems can also impede thelr admlsslblllty ln~o eVl­
dence. Because a computer'printout generally wlll be 
introduced into evidence to support the truthfulness of 
its contents, it may be held to be ina~issible,un~er 
the Hearsay Rule. Even if held potentlally admlsslble 
under the Business Records Exception to the Hearsay 
Rule, the time lag experienced between the point,at 
which the data was originally amassed and the pOlnt at 
which it was fed into the computer--often at another 
location--can run afoul of the "regular course of 
business" and "reasonable time" requirements of the 
Business Records Exception. 

The high technology aspects of a computer related crime 
are often difficult to explain in simplified terms and 
can prove difficult for the layman to understand. These 
communications problems can impact negatively on the 
trier of fact, whether judge or jury. 

1.2.4 Scope of the Problem Nationally 

The number of computers in use has doubled in the past 
10 and With the advent of the mini-computer, use can be years, 'At t 
expected to quadruple within the next flve years. presen , 
there are over two million men and women who opera~e more than 
90,000 computers in this country. A~ August Be~ual notes, they 
constitute a large and growing army In both bU~lness and, , 
Government. Such cadres of computer technologlsts no~ eXlst In 
all the developed nations, as well as in many developlng ones. 

10 

1 
f 
! 
! 
" 

I 
), 

I 
'. I 

~ 
I 

Today, there is no large firm that does not use computers. 
There is no one individual whose life is not affected by com­
puters. 

It was estimated in 1972 that in the following 15 years the 
world-wide yearly gross losses through computer abuse would be 
160 million dollars.~/ Present day estimates put the ann/al 
loss in this country alone at in excess of $100 million. 14 

Computer related crime is increasingly becoming a major 
public concern, from the standpoint of both prevalence and cost. 
The potential for further abuse is limitless due to the develop­
ment of the technology for a "cashless society", also known as 
the Electronic Funds Transfer System (EFTS), which seeks to 
replace paper currency with "electronic impulses". (EFTS is the 
transfer of data relating to financial transacti.ons over a series 
of communication networks. It begins with the input at the point 
of sale and CUlminates in computerized bookkeeping at a bank many 
miles away. EFTS represents the movement of funds from the 
account of the buyer to that of the seller, or from that of an 
employer to that of the employee.) The system will create a net­
work of many compute~s and terminals that will be used to relay 
data of all types.~/ 

The number and frequency of computer related crimes in our 
society is a subject of considerable controversy. This stems in 
part from the newness of the phenomenon--the first reported 
instance of computer abuse dating from as recently as 1958.16/ 
It also stems from the fact that many--perhaps most--computer 
related crimes go undetected or, once detected, unreported. A 
leading scholar gathered anecdotal information as well as data 
from case filings on almost 7GO reported computer related 
crimes.!2/ The recognized authority who estimates domestic 
reported computer related crime to amount to $100 million dollars 
annually regards this as "only the tip of the iceberg" and 
suggests that fewer than one percent of all computer crimes are 
uncovered. 18/ All commentators agree, however, that the problem 
has reached serious proportions and is growing worse. 

1.2.5 Vulnerability of Computer Systems With the 
Growth of Computer Technician Cadres 

The tremendous growth of computer operations and the 
computer services industry have created the need for thousands of 
sensitive positions of trust within public and private sector 
agencies. Performance of the various technical and managerial 
functions required in the day-to-day operation of computerized 
systems places thousands of well-educated, highly-trained pro­
fessionals in situations where computer manipulation for illicit 
gain can be perpetrated. 
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The over-abundance of trained computer technologists often 
leads to over-qualified employees filling low level computer 
related positions which require only routine skills. 
Frustration, boredom and resentment for many of these employees 
can lead to computer abuse. For others, the opportunity pre­
sented by lack of computer security and/or minimal supervision, 
when coupled with access to the computer to perform critical 
functions, creates too great a temptation to manipulate the com­
puter for illicit gain. For still others, the challenge of out­
witting a computer's sophisticated security systems is the 
primary motive. 

A 1976 study which analyzed the crimes of 25 known computer 
related crime perpetrators underscores the fact that computer 
criminals almost invariably perform such illegal acts while on 
the job and that the type of computer related crime committed was 
generally that for which ~eir skills, knowledge and accessibil­
ity most equipped them. 19/ The study further suggested that the 
more autonomous the job function and the more vulnerable the com­
puter system to unauthorized access or data altering, the greater 
the chance for computer related crimes to occur. 

1.3 Investigative and Prosecutive Approaches to Computer 
Related Crime 

In most respecrts, computer related crimes are not unique. 
While the "stakes" are usually higher or the "take" larger, as 
was noted earlier, many computer related crime cases parallel 
more traditional acts of damage to property, theft, extortion, 
terrorism, etc. in all key respects. The approach to investi­
gating and prosecuting such cases, then, should also comply with 
sound traditional case management techniques. Some computer 
related crimes equal or exceed in complexity other forms of high 
technology crime and other types of white collar financial crime. 
The approach to investigating and prosecuting these more complex 
varieties must build upon accepted major case investigation 
techniques. 

1.3.1 Case Complexity and the Need for Technical 
Assistance 

The complexity of the computer related crime under 
investigation will have an important bearing on the decision 
whether, and if so, when to seek special expertise and 
assistance. In addition, the pre-existing sophistication, 
knowledge base and capabilities of local law enforcement personnel 
must be accessed, as well as the investigative agency's method of 
operation in the investigation and prosecution of these types of 
white-collar crime cases, before the decision is made to seek out­
side assistance. 
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The less complex and involved the case under the analysis, 
the further investigators without special training will be able to 
move forward without reliance upon specialized outside adv~ce or 
assistance. This assumes, of course, that a minimal level of 
understanding of computers and of sound principles of investiga­
tion exists on the part of the investigator(s), even though the 
two skills have not necessarily been previously employed in com­
bination on such an assignment. Without such a basic capability, 
obviously the situation analysts (investigators) would not be in 
a position to competently conduct even a superficial early assess­
ment of the relative complexity of the case. 

Perhaps the most straightforward example of such a basic 
need level would be a situation in which the computer has been 
the object of an attack (criminal damage to property) by an iden­
tified disgruntled employee. Basically, the requirements of such 
a case might not involve a great deal more than crime scene pro­
cessing, preservation of evidence and conducting interviews to 
determine motive, amount of damage, and so forth. This situation 
would be in sharp contrast to the high technology skills and 
understanding needed to conduct the investigation of an ongoing 
computer related fraud perpetrated by unknown individuals, where 
merchandise inventories are being unlawfully diverted to ficti­
tious businesses through the illegal entry and manipulation of a 
firm's computer system. 

These contrasting examples point out diffe~ent case investi­
gative requirements. In the first example, a technical adviser, 
perhaps loaned from the equipment vendor or employee of the vic­
tim company, might be needed only toward the end of a relatively 
routine investigation. However, in the second example, highly 
specialized technical assistance would be required from a number 
of different disciplines, and from the very early planning stages 
of such a case right through to trial. 

1.3.2 Problems Arising From the High Technology 
Aspects of Computer Related Crimes 

As noted in Section 1.1.3, above, there are several 
unique aspects to complex computer related crimes. Problems 
arising from these high technology aspects of computer related 
crime generally cluster in the following areas: 

• Detection Problems: The low visibility of most com­
puter crimes which involve manipulation of data and/or 
transference of assets militates against detection 
except by accident. Even once discovered, deter­
mination of modus operandi can prove very difficult. 

• Evidentiary Prob1ems~ Because computers transmit 
information by electronic impulses and store data in 
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non-human-readable form, a host of evidentiary problems 
arise for investigators which run from search ~nd 
seizure to data conversion, evidence preservat10n, 
chain of custody, authentication and admissibility at 
trial. 

Choice of Law Problems: Most jurisdictions do not as 
yet have computer crime statutes on the books. , 
Selecting traditional criminal statute(s) under Wh1Ch 
to "fit" the offense so as to charge a suspect, and on 
which to base the prosecution, may prove difficult, 
depending on the facts and circumstances of the case. 

Comprehension Problems: Computer ,technology, l~ke, 
other subject areas, has its own Jargon. Slmpl1fY1ng 
the nature of computer operations in a given case for 
legally-trained "laymen" (investigators and 
prosecutors) to follow during the early stages of the 
case is compounded when faced with the problem of , 
simplifying the facts and circumstances for effect1ve 
presentation to a jury. 

In each of these major problem areas, a resort to outside 
technical assistance by investigators and prosecutors may prove 
useful and even necessary. 

1.3.3 The Multi-disciplinary Team Approach to Computer 
Related Crime Investigations 

In recent years law enforceme~t ~ge~ci7s have incr7ased, 
with notable successes, the use of mult1-d1~c1pl1n~ry teams 1n 
major crime investigations. Experienced,tr1al ass1stants f::om 
the nrosecutor's office have teamed up w1th seasoned detect1ves 
and ~ther investigators to form successful "career criminal'.' 
units and to plan and execute "operation sting" ~ype 0J?eratJ_(;ms, 
many of which have ha~ primarilY,wh~te collar cr1me 0::lent~t10ns. 
The use of non-invest1gator spec1al1sts--whether co~f1dent1al 
informants, forensic experts, or technical advisers--as part of 
such teams has also become commonplace. 

Even more than is the case for other complex white collar 
crime investigations, computer related crimes can ?e,expected to 
rElquire the assistance of technical experts in add1t10r: t<;, , 
investigative and prosecutorial resources: T~e int~rdl~clpl1nary 
team approach is advocated for the effect1ve 1nvest7g~t10n and 
prosecution of such cases. Suc~ a,team cor:c~pt ~nv1s10ns the 
very early involvement and cont1nu1ng pa::t7c1pat10n by an 
experienced criminal prosecutor. In addlt10n, a staff,of , 
investigators and electronic data processing (E?P) aud1~ors 1S 
essential, with other experts available for ass1stance 1n spe­
cialized areas, as required, over the course of a lengthy case. 
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Once an outside consultant or expert is brought onto the 
team, a special trust relationship must be established based upon 
informed judgements. That is to say, the expert, once so 
employed, must be recognized as a privileged insider and the crim­
inal justice professionals must guard against generalizing from 
the expert's special knowledge to the areas of security 
consciousness or assuming integrity where there may not be a fac­
tual basis for that assumption absent reasonable inquiry. 

Succeeding chapters of this Manual will address procedures 
for selecting experts for the investigative team, the roles such 
experts should play, privacy and security considerations in their 
use, and management techniques which should be adhered to in 
order to obtain the expert's product in a high quality and useful 
fashion. The selection and deployment of a particular expert or 
experts as part of the team will be critical judgments to make; 
integration of such experts into the team will be a management 
challenge. Outside assistance must be as carefully screened as 
participation of the police and prosecutors in the investigation. 
While close attention must be paid to the expert's special 
knowledge and skills, his true area of competence must be iso­
lated and kept in mind. There must not be an unthinking or 
unquestioning deference to special knowledge to the detriment of 
objective fact-finding and professional evidence gathering. The 
overall conduct and direction of the investigation must remain 
firmly in the hands of law enforcement professionals. Each 
member of the interdisciplinary team has a valuable contribution 
to make and must be respected in these joint ventures as an 
equally contributing peer professional. 

1.3.4 Utility of Outside Experts Assisting With 
Aspects of the Computer Related Crime Case 

As was suggef:lted in Section 1.2.1, compu'ter related 
crime investigations and prosecutions are not always as exotic 
and exceedingly complex as many criminal justice practitioners 
believe. Certainly, from time to time, specialist consultants 
and expert witnesses will be required. But, in many ways, the 
requirements for the competent handling of a computer related 
crime case are not so very different than the requirements 
regarding assistance fram experts with special knowledge in many 
other areas of white collar crime. Perhaps the main exception to 
this general rule is the probable requirement for more experts 
numerically, each relating to a highly specialized area of com­
puter technology, when a total computer system may have to be 
analyzed, dissected and explained relative to a fraud scheme. 

As was noted in Section 1.1.2 I the meth~dl3 employed by 
sophisticated computer felons to gain unauthorized access to com­
puters, to alter computer programs, and to manipulate data going 
into, stored in or printed out of computers are new and complex, 
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especially where financial crimes--fraud, embezzlement, etc.--are 
involved. New computer related occupations have arisen to ~upply 
trained personnel to perform the electronics and teleco~un~ca~ 
tions engineering functions; to write com~uter programs ~n a w~de 
range of mutually unintelligible programm~ng languages: to plan 
and design computer networks; to operate comp~ter hardware~ to 
code and input data,; to audit computer operat~ons! t<;> prov~de 
computer security; and to perform many other spec~al~zed func-
tions. Not only are such job functions wholly separat7 , , 
requiring different training and skills, but technolog~sts prof~­
cient in the operation of one type or brand of hardware or soft­
ware are often totally unfamiliar with others. ,~urther, ~omputer 
applications in one industry--for example, bank~ng--are l~kely to 
be totally different from those in another--for example, real 
estate, or securities. 

As we saw in section 1.1.2, the type of computer crime per­
petrated seems to be the key to the parti~ular ~killS and job 
function of the perpetrator. A person sk~117d ~n anyone of the 
above areas can commit a computer related cr~me, as can several 
specialists from different computer related disciplines working 

in collusion. 

Depending on the nature and complexity of the case, investi­
gors and prosecutors may have to call upon specialis~s from many 
of these different fields and select tho~e who ~re d~re~tly 
familiar with the victim's operation and/or- equ~pment, ~n order 
to prove a crime was committed, gather the evid~nce~ determi~e 
modus operandi, identify the suspect(s) and ass~st ~n prepar~ng 
the case for trial. 

1.3.5 Caveats and Recognized Limitations on the Use of 
Outside Experts 

Every public agency is facing severe bud~et pre~sures 
in the face of inflation, tax cut referendums and ~ncreas~ng 
citizen intolerance of wasteful public spending. with this in 
mind, agencies desiring to break some ~ew ground in ~he ~rea of 
computer crime must be both cost consc~Ous and creat~ve ~n 
managing their limited resources. It ,would be,extremely 

embarrassing, to say the least, to pay an outs~de consultant a 
great deal of money for case assistance only to learn at a lat~r 
time that people working in the r~questing ~epar~ment had suff~­
cient experience and background to have adv~sed ~n the case devel­
opment, and perhaps to have even done a bette: job than so~e~ne 
from the outside. Personnel bureaus a~d publ~c agencY,tra~n~ng 
divisions should make a point of learn~ng and document~ng for 
future reference the depth and variety of the age~cy's human, 
resource~; Some systems are indexed and computerlze~, allow~ng 
retrieval by specialist skill areas, w~ich may ~urpr~se those not 
presently utilizing" such systems. It ~s madden~ng to search 
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around frantically for an expert in foreign languages, computer 
systems, or docu~ents examination only to find that he or she who 
works ,next do~r ~n your department, never volunteered the rele­
vant ~nformat~on, or was never asked what unique skills they may 
have. 

, Concurrent with projected increased reliance upon expert 
as~~~tan~e, there is also the potential for waste and abuse in the 
ut~l~~a~~~n of the expert's services. This must be recognized 
and m~n~m~z7d t~ the extent feasible. Needless to say, it would 
be,extraord~nar~ly embarrassing to have a special enforcement 
un~t co~cen~rating on criminal frauds and computer crime to them­
selves De r~pped off or duped by a smooth talking consultant or 
e~pert: ,S~c~ an ,investigation or prosecution unit enjoys a very 
h~gh v~s~b~l~ty ~n these types of cases--for good or bad results 
--and, conse~uently, must exercise an additional measure of care. 
On to~ of ~h~s hazard of public embarrassment and the resultant 
deter70rat~(:m of pul?lic credibility, the negative fallout, can be 
dra~tlc du~~ng p~bl~c budget hearings and internal resource allo­
~at~on d71~beratlons where an expensive expert has been managed 
~nef7ect~velY or h~s perform~ amateurishly. The paid pro­
fess 70nal exper~ w~ll,be requ~red in many such cases. There is 
noth~ng ,wrong w~th thlS per se, assuming the responsible party 
can art~culate why other available resources were not utilized or 
why they may have been inappropriate for a particular task or 
type of computer related crime case. 

Not every computer related crime case will require extensive 
expert assistance, and for those that do, not every available 
expert w~ll require compensation. As Chapter 2.0 points out, 
ther7 ex~st,sources ~hrough which the investigative agency can 
obta~n outs~d~ technlcal assistance without cost. These should 
be explored f~rst. When paid experts are used, law enforcement 
~erso~nel must be careful to keep the cost of such adjunct serv­
~ces ~n reasonable proportion to the seriousness and complexity 
of the case. 

Involving outside experts in a major crime investigative 
team so that they feel a part of the team and feel a conunitment 
to the goals of the investigation is crucial. This muse be 
bal~nced, ,however, ,a~ainst the need for security in the investi­
gat7v~ ~n~t, the f~x~ng of responsibility and authority over the 
act~v~t~es of the expert, strict management controls over the 
tasks the expert is to perform, and the need to keep overall 
control of t~e investigation in the hands of the investigator, 
not the outs~de expert. Later Chapters of this Manual will 
address these concerns in greater detail. 
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2.0 DEFINING THE EXPERT AND HIS OR HER ROLE 

The term "expert" is widely used in the context of major 
case investigations, but connotations vary. This Chapter defines 
""hat we mean by "expert" ~ discusses various sources of experts 
and categories of experts based on their special skills~ and gives 
an overview of the roles an expert can play in the successful 
investigation and prosecution of computer related crime. 

2. 1 ,"Expert" Defined 

The Random House Dictionary of the English Language defines 
an expert as ria person who has special skill or knowledge in some 
particular field~ specialist; "authority" or as a person 
"possessing special skill or knowledge~ trained by practice~ 
skillful or skilled (often followed by 'in' or 'at')."!/ 
Black's Law Dictionary defines an expert as one who is "a skill­
ful or experienced person~ a person having skill or experience, 
or peculiar knqwledge on certain subjects, or in certain 
professions. "3..1 

The essential elements of both definitions are apropos to 
technical experts in complex criminal cases such as those 
involving computer related crimes. Experts are persons whose 
special skills, knowledge and/or training equips them to assist 
the investigative and prosecutive team with aspects of the case 
beyond the usual competence of law enforcement professionals. In 
this regard, the term "expert," as used throughout this Manual, 
is synonymous with "consultant" which is defined as "a person who 
gives professional or expert advice."?,l 

Consonant with these terms is "technical adviser"--"adviser" 
being defined as "a person who gives advice" and "technical" as 
"peculiar to or characteristic of a particular art, science, pro­
fession, trade, etc."4/ The term "technical adviser" does not 
convey the strict notion of "specialness" that connotes an 
"expert". For our purposes, in most situations the terms are 
used interchangeably, though an employee of a firm which has been 
victimized by a computer crime could serve as a Government tech­
nical adviser to explain the details of his employer's operation 
without at the same time being considered an "expert" for any 
relevant purpose. 

Finally, the term "specialist" has applicability here~ it is 
defined as "a person who devotes himself to one subject or to 
one particular branch of a subject or pursuit. tI~./ "Specialist" 
conveys a narrower or more specialized skill than does "expert." 
Again, while the terms are generally interchangeable here, a com­
puter programmer proficient in COBOL only and employed for the 
duration of his or her career in a single industry is probably 
more appropriately termed a "specialist" than an "expert." 

19 

Preceding page blcmk 

, , 



2.1.1 Expert Witness Defined 

While all expert witnesses who give testimony at trial 
are by definition accepted to be "experts" in their particular 
areas of competence, not all experts a~e expert w~tnesses. ,The 
role of the expert witness is an occas10nal an~ h1ghlY,sp~c1al­
ized utilization of a technical expert. Black s Law D1ct10nary 
variously defines an expert witness as, among other things, a 
"person competent to give expert testimo~y" and as a witness who 
has "acquired ability to deduce cor~ect 1r;tferenc:es ~r<?m hypothet­
ically stated facts, or from facts 1nvol v1ng sC1ent1f1c or tech-
nical knowledge. "§../ 

2.1.2 Roles of Expert Consultant and Expert Witness 
Distinguished for the Purposes of This Manual 

The term lIexpert" will, for the purposes of this 
Manual refer to an individual who can, by virtue of knowledge or 
skill in any broad array of computer related professions, contrib­
ute that expertise in a manner which assists in the investiga­
tion or prosecution of a computer related crime. Although the 
term lIexpert II is commonly used interchangeabl~ ,,;,ith the, term 
lIexpert witness "--an ind ividual who offers <;>p1r;t10n tes~1mor;ty at 
trial--as we have seen this is a very restr1ctJ.ve app11cat1on. 
For example, an individual who is employed by a la~ enforc~ment 
agency to provide pre-indictment investigatory ass1stance 1n a 
computer crime case should be considered an "expert, ': regardl:ss 
of whether those services culminate in the presentat10n of op1n­
ion testimony at trial. The term ":xpert" ,is,u~ilized h~r~ 
independent <;>f t~e particular funct~on an 1m1v1dua;, exh1b;,t~ at 
any given po1nt 1n the case proceed1ngs. Th~ term ~x~ert, 1S 
more appropriately used to describe the spec1al qua11f~cat10ns, 
and skills which enable this individual to provide ass1stance 1n 
any particular phase of the computer related crime case. 

Types of Expertise Distinguished by Source of Expert 

As indicated above, the roles that can be assumed by an 
expert in a computer related crime case are variant, transiti0r;tal 
and greatly influenced by individual case progression. Depend1ng 
on the role which the investigative team foresees for an expert 
under a given set of facts and circumstances, one or more generic 
sorts pf experts may be tapped. What follows id~ntifies am 
describes each generic type of expert. Table 3 111ustrates 
advantages am disadvantages in the use of each. 
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CATEGORY 

Loaned 
Gov't 
Employee 

Table 3 

Selected Expert Witness Sources 
Advantages & Disadvantages 

POTENT I AL Q-lO ICE 

-a system analyst from a gov't 
computer service bureau/ 
facility 

ADVANTAGE 

-expert can be "loaned" to the 
prosecution team without cost 

Retained PAID--professlonal association, -al lows selectivity In type of 
Private Independent audit firm, or com- expertise and personal qcall-
Consultant puter security organization flcatlons of Individual 

employed 

UNPAID--unlverslty or trade -no cost to employing party 
school -generally objective and well 

qualified 

"Provided" -Audit Department (EDP or -likely to be familiar with 
Victim Internal) organization and system 
Company operations 

"Provided" -computer manufacturing company 
Computer 
Company 

-often no cost to employing 
party 

-often no cost to employing 
party 

-very familiar with systems 
operations and design 

D I SADV ANTAGE 

-generally not much choice as 
to particular expertise or 
personal qualifications 

-at trial, opposing counsel 
Ilkel y to challenge credl­
Illty by showing of bias or 
self-serving Interest, I.e., 
Job secur I ty 

-at tr I ai, oppos I ng counsel 
likely to challenge by a 
show I ng of bl as or pecun I ary 
Interest 

-at tr I ai, oppos I ng counsel 
likely to challenge by show­
Ing self-serving Interest; 
I.e., career advancement or 
organization promotion 

-at trial, opposing counsel 
likely to challenge by show­
Ing of bias or self-serving 
Interest 

-may not want -to reveal 
Infaillbilities of system 
which company manufactures 

-computer service organization -likely to be very familiar with -often reluctant to supply 

Court 
Appol nted 

-gov't computer service 
bureau/faclll ty 

-professional association 
-I ndependent audit or security 

firm 
-university 

systems operations and security Information concerning the 
vendor company; must maln­
tal n pr Ivacy and secur I ty of 
clients' data 

-generally less biased 
-can be cross-exam I ned by both 
parties In action 
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2.2.1 The Confidential Informant/Technical Adviser 

Under certain circumstances, confidential crimin~l 
informants or sources of information might,c~ncei~ably?e 1~for­
mally involved in the early stages of a c~1m~n~1 1nvest1gat10n as 
"confidential techical advisers. II These 1nd1v1dual~ can be ~ery 
helpful during an investigation for the ~urpose of 1nter~ret1ng 
events and developing tindercover strateg1es or construct1ng , 
hypotheses for the investigation of comple~ cases. ,Where,th1s 
person has requested anonymity and protect10n, the 1nvest1gator 
must anticipate the future, where a transition must take place 
from this type of informal technical assistance to a st~ge o~ 
"going public" with the informant's identity ~n~ prepar:ng h1m to 
resent evidence at trial and offer expert 0~1n10n,test1mony. 

~ith this possibility in mind, security cons1derat10ns m';ls~ be 
carefully weighed and a strategy for making ~uch ~ tr~ns1t10n, 
thoroughly analyzed prior to engaging a conf1dent1al 1nformat10n 
source. 

2.2. 2 The "Loaned II G(ll;t(~rnment Employee 

The "loaned" Governmen't employee as technic~l adviser 
is another potential source of expert aSS1S ance. , t Th1S special-
ist may be loaned from another department in the agency condu:t­
ing a computer related crime investigation,or,may be temporar11y 
loaned from another agency of Government w1th1n the same 
geographical area. 

A Government employee's objectivity, and cons7quently ~redi­
bility, may be subject to attack on cross7ex~mina~10n on ~r1al 
where it may be demonstrated the employee s Job ro1ght be 1n 
jeopardy if a certain position was not adopted or w~ere the 
defense can demonstrate a consistent record of test1mony on , , 
behalf of one side on important issu7s~ This ~y, under certa1n 
circumstances, work to lessen the ut111ty of 'th1S type of 
consultant. 

"Loaned" Government employees as experts can present manage­
ment and control problems. Depending upon the egos an~ personal­
ity types involved, as well as the quality of leadersh1p and 
supervision on the part of the requesting agen<?y, a loaned 
employee expert may begin to sense a lack of t1gh~ management or 
knowledge by those he or she is assisting. If ,th1S ha~pens, one 
of two results is probable. The expert may enJoy a br1ef vaca­
tion from regular duties and not accomplish,muc~. On the other 
hand, if the expert is aggressive and consc1ent1~us and senses a 
vacuum, based upon superior knowledge and eXP7rt1s7' he may run 
away with the case. This may later create eV1d7nt1ary an~ legal 
problems due to lack of expertise in investigat1~n, crea~1ng hard 
feelings and adversely affecting future cooperat1ve work1ng 
relationships. 
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Both objectivity and control problems in the use of "loaned" 
Government employees detract from what is otherwise a reliable 
and cost-effective source of outside technical input,. Care must 
be used in requesting the availability of such personnel. 

2.2.3 The "Provided" Consultant 

Private sector groups and organizations will often pro­
vide technical assistance without cost in the investigation of 
major criminal cases. Profit-making groups with an interest in 
the outcome of the case are frequently excellent sources of 
expert assistance. For example, the manufacturer or vendor of 
computer 'hardware or software that was violated by a computer 
criminal is likely to be the best source of technical information 
on the equipment's capabilities and vulnerabilities. Likewise, a 
manager and/or security specialist from the victimized firm are 
the best sources of needed information on the victim's opera­
tions, physical plant, high risk employees, etc. Likewise, some 
universities or trade schools and professional associations con­
cerned with computer related crime might provide free technical 
assistance and support under conditions that would advance their 
private research interests in some way or enhance their public 
image in relation tc some particular problem. 

For law enforcement agencies which do not benefit from a 
sizeable budget for technical assistance, constructing such 
"win/win" working relationships are an excellent idea. In many 
respects, the most qualified and credible experts for a given 
purpose will be "provided" without charge from such sources. 
This can, of course, vary, but many universities and associations 
have resources with rich backgrounds in specialized field 
experience, current research, teaching, writing, consulting, and, 
very often, also in testifying in court. These types of resour­
ces exist in every jurisdiction, and they should be proactively 
identified and developed in relationship to areas of anticipated 
criminal investigative interest before they are actually needed. 
As has been documented in the past, very often the leading 
authority in a specialized field may find himself the object of a 
race by opposing counsel to employ his services. A good' prosecu­
tor and investigator team always wants their witnesses "locked in" 
early on in a case. However, this can ~~'aise the issue of the 
integrity and objectivity of the expert, if his or her predispo­
sition toward a technical question may be that reliably predicted 
in advance. 

The major caveat, of course, with regard to using employees 
of the victim corporation or computer supply vendors who have had 
dealings with the victim is that they are not necessarily above 
suspicion in at least the initial stages of the case. 
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2.2.4 The Retained Consul t.ant 

There is also the IIprofesf3ional expert II who is a con­
sul tant retained for a fee. It is wise to proceed wi·th more than 
averagE! caution in seeking to employ t:his category of expert 
assistance. Arguably, any person with sufficient resources and 
time can locate an equal number of qualified experts who will 
line up on any side of an issue that appears to correspond with 
the needs of the client. This is not ·to say, howev1ar, that all 
professional experts exhibit this tendency or that the consulting 
industry cannot be tapped to provide,sound advice based o~ prin­
ciple and experience. For example, 1n~e~ende~t, for-prof1t com­
puter security consultants and ED~ aud7t1ng flrms who p~ssess 
excellent reputations can be reta1ned ln cases where uS1ng the 
victim • s personnel, or their peers fronl wi thin the industry in 
question, i:3 not advisable in a given case. 

However, credibiilty (especially in t.erms of previous work 
advocating ;a contrary position), cost, objectivity and specific 
prior corporate experience are all factor~ that must be carefully 
weighed when deciding to retain a profess1onal consultant. 

2.2.5 The Court Appointed Expert 

Court appointed experts are another possibility to be 
considered during the later stages of case disposition. This may 
be an attractive alternative or adjunct procedure under either of 
the following circumstances. 'First, the parties may not have 
sufficient resources or expertise to employ their own experts. 
Second there may exist subst,antial disagreement by equally­
qualified experts representing either side and their objectivity 
has come into question as a result of immersion in the adversary 
process. 

Federal practice allo~lls for the liberal use of court 
appointed experts. Rule 706 of the Federal Rules of Evidence 
provides as follows: 

• Court appointed experts. (a) Appointment . 
- The court may on its own motion or on 
the motion of any party enter an order to 
show cause why expert witnesses should 
not be appointed, and may request the 
parties to submit nominations. The court 
may appoint any expert,witnesses agreed 
upon by the parties, and may appoint 
expert witnesses of its own selection. 
An expert witness shall not be appointed 
by the court unless he consents to act. 
A witness so appointed shall be informed 
of his duties by the court in writing, 
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a copy of which shall be filed with the 
clerk, or at a conference in which the 
parties shall have the opportunities 
to participate. A witness so appointed shall 
advise the parties of his findings if any. 
his disposition may be taken by an~ party:' 
and he may be called to testify under cross­
examination by each party, including a 
party calling him as a witness. 

(b) Compensation. - Expert witnesses so 
appointed are entitled to reasonable compensa­
tion in whatever sum the court may allow. 
The compensation thus fixed is payable 
from funds which may be provided by law 
in criminal cases and civil actions and 
proceedings involving just compensation 
under the fifth amendment. In other civil 
actions and proceedings the compensation 
shall be paid by the parties in such proportion 
and at such times as the court directs, 
and thereafter charged in like manner as 
other costs. 

• (c) Disclosure of appointment. - In the 
exercise of its discretion, the court may 
authorize disclosure to the jury of the 
f~ct that the court appointed the expert 
w1tness. 

• (d) Parties· expert of own selection. 
- Nothing in this rule limits the 
parties in calling expert witnesses 
of their own selection. 

2.3 Types of Expertise Distinguished by Subject Area 
Specialties 

A,wide ra~ge of te~hnic~l ~pecialis~s, each with differing 
expert7se and Job fun~t1on, 1S 1nvolved 1n computer operations. 
Depend1ng on the part1cular facts and circumstances of a given 
computer related crime case, any or all of these types of experts 
c?uld be needed t? provide technical assistance to the investiga­
t1ve and prosecut1ve team. Table 4 illustrates the range of such 
specialties: most job definitions are taken from the glossary of 
computer expertise provided in BJS· recent Computer Crime 
Criminal Justice Resource Manual.2/ The following sections 
describe the functional expertise of each type of expert and 
suggest areas for their optimal utilization. 
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TABLE 4 

SELECTED COMPUTER RELATED OCCUPATIONS OF POSSmLE EXPERTS 

APPLICATIONS PROGRAMMER: One who designs, develops, debugs, installs, maintains, and documents applications programs. 

COMMUNICATIONS ENGINEER/OPERATOR: One who operates communications equipment including concentrators, multiplexors, 
modems, and line switching units. Ordinarily, this person reconfigures the communications network when failures or overload situations 
occur. 

COMPUTER CRIME SCHOLAR: A researcher, author or commentator on the problem of computer related crime, its causes and 
characteristics. 

COMPUTER OPERATOR: A person who operates a computer, including duties of monitoring system activities, coordination of tasks, 
and the operation of equipment. 

COMPUTER SCIENTIST: A person highly proficient in both electronics and programming, who usually holds advanced degrees in 
computer science. This person is generally not business-application ori~;nted. 

COMPUTER SECURITY SPECIALIST: A person who evaluates, plans, implements, operates, and maintains physical, operational, pro­
cedural, personnel, and technical safeguards and controls that are related to the use of computer systems. 

COMPUTER USER: A manager or professional staH member who is responsible for accomplishing the tasks for which computers are 
used. Generally, this person will interface with systems analysts and programmers who translate the users needs into computer produc­
tion systems. 

DATABASE ADMINISTRATOR: An individual with an overview of one or more databases, who controls the design and use of these 
databases. Responsibilities are the addition, modification, and deletion of records and frequently the security of the database. 

DATA ENTRY AND UPDATE cu:Rx: A person who adds, changes, and deletes records in computer-sorted databases by means of 
computer terminal, or manually updates punch cards or entries on input data form for computer input. 

EDP (Electronic Data Proc..mg) AUDITOR: A person who performs operations, computer, computer program, and d~t~ file reviews 
to determine integrity, adequacy, performance, security, and compliance with organization and generally accepted poliCIes, pro­
cedures, and standards. This person also may participate in design specification of applications to ensure adequacy of controls; per­
forms data processing services for auditors. 

FACB.ITIES ENGINEER: A person who inspects, adjusts, repairs, modifies, or replaces equipment supporting computer and terminal 
facilities, e.g., air conditioning, light, heat, power, and water. 

JOB SETUP CLERK: A person who assembles jobs. This task includes compilation of data, computer programs, and job contr~l inf~rma­
tion. This person requests that jobs be executed, requests media libraries for necessary data, physically places jobs and data mto Job 
queues, handles procedures for reruns, and possibly distributes output to users. 

MEDIA LmRARIAN: A person who files, retrieves, and accounts for oH line storage of data on disk, tape, cards, or other removable 
data storage media. The person provides media for the production control and job set-up areas and functions, and cycles backup files 
through remote storage facilities. 

OPERATIONS MANAGER: The manager of a computer facility responsible for the operation of the computer system. He may also be 
responsible for the maintenance, specification, acquisition, modification, and replacement of computer systems or computer programs. 

PERIPHERAL EQUIPMENT OPERATOR: A person who operates devices peripheral to the computer that performs data input/output 
functions. 

PROGRAMMER: A person who engages in designing, writing, and testing computer programs. 

PROGRAMMING MAl,fAGER: A person who manages computer programmers to design, develop and maintain computer programs. 

SECURITY OFFICER: A person who evaluates, plans, implements, operates, and maintains physical, operations, procedural, personnel, 
and technical safeguards and conh·ols. 

SYSTEMS ANALYST: A person who engages in system requirements, specifications, and design activities. This person specializes in 
applications and performing systems analysis, and generally works independently from the computer user and programmer. 

SYSTEMS ENGINEER: A person who designs, configures, tests, diagnoses, aasembles and disassembles, and repairs or replaces com­
puter system devices and components. 

SYSTEMS PROGRAMMER: A person who designs, develops, inst!llls, modifies, documents, and maintains operating system and utility 
programs. 

TECHNICAL ENGINEER: A person who tests, diagnoses, assembles and disassembles, repairs, and replaces terminals or their com­
ponents. 

TRANSACTION OPERATOR: A person who operates a computer transaction terminal by entering transactions for processing by a 
comuter system. 
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2.3.1 General Experts 

Several categories of overall experts are not specifi­
cally involved in the operation of particular computer systems or 
services. Their expertise is more general but still useful, 
especially when providing background orientations for the 
investigative team or overviews for a judge or jury. Such 
"general" experts include the following. 

2.3.1.1 computer scientists 

The computer scientist is a highly-trained and 
specialized computer technologist whose areas of competence cover 
both the electronics engineering and progamming aspects of com­
puters. Because they tend not to be on the staff of victim com­
panies and their focus is on broad computer planning and design 
considerations, they tend not to be familiar with specific busi­
ness applications of computer technology. 

2.3.1.2 computer related crime researchers and 
scholars 

A growing number of social scientists and legal 
practitioners have researched both individual computer crimes and 

.the phenomenon in general. Their works are being increasingly 
published and cited. In addition, many such experts have served 
as computer related crime training instructors and lecturers 
before law enforcement groups and others, and many have testified 
before Congress and State legislatures on the problem of computer 
crime and on the advisability of pending computer related crime 
legislation. Such experts could be effectively employed at 
several key junctures in a computer related crime case. 
Providing background orientation to the newly-assembled investi­
gative team, helping to "profile" likely suspect types once the 
case gets underway, and providing useful expert testimony on the 
varieties of reported computer related crimes and criminals are 
three such applications. Under certain circumstances, and 
budgetary constraints allowing, such scholars could serve as 
senior technical advisers throughout the course of a major com­
puter related crime case. 

2.3.2 Subject Matter Experts from Various Data 
Provider and Computer User Communities 

The nature of a computer related crime will vary 
greatly from one victimized industry to a.nother, and within a 
given industry. To cite an example, banking applications for 
computer technology differ from real estate applications and both 
differ from hospital services applications. Computerized payroll 

27 



and accounting functions within a given industry, to take another 
example, will vary between two businesses. 

Data providers are generally clerical and administrative 
personnel who generate and process manually prepared data 
destined for input into a computer or who keypunch (COdI9) such 
data for actual input. Their particular functions and levels of 
competence will vary widely and depend on the industry in which 
they work and the procedures at a particular employee1s 
operation. 

Data providers have considerable opportunity to mishandle, 
alter or otherwise manipulate data before it is fed into the com­
puter and, again, once it is printed out. Because data provi~ers 
are often involved in the perpetration of computer related crlmes, 
they can prove useful during both th7 inves~igative stage a~d at 
trial, as expert witnesses, to explaln routlne data,processlng, 
procedures at the victim I s business, and ~o authentlcate ?ertaln 
non-computerized records such as data codlng sheets or prlntouts, 
etc. 

computer users tend to be business managers and other pro­
fessional level staff who rely em computer applications, and 
computer-generated data, to perform their jobs. G~ne~ally. ,they 
interface wi,th computer analysts and programmers Wlthln thelr 
organizations, on whom they depend. However, \<IJith the advent of 
microcomputers, such personnel are themselves increasingly 
operating computers and performing relati~ely simple busine~s 
and technical functions. Computer users lnclude the followlng 
categories of personnel: 

• business executives, 

• bankers, 

• stock brokers, 

• medical technicians, 

0 accountants, 

• personnel management specialists, and 

• internal auditors. 

The list of computer users is virtually endless. 

The utility of computer users as experts in part parallels 
that of data providers. Because of their high level of respon­
sibilities and competence, they can be used to provide even 
broader insights into the victim corporation1s general opera­
tions, personnel functions, computer applications and other 
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details. Such persons are also often in sensitive positions 
which allow them to suggest the identities, motives and nodus 
operandi of potential suspects. 

2.3.3 Computer Technologists 

There exist major divisions between computer tech­
nologists, both because some are skilled in electronics aspects 
and others in programming, and because some are proficient at 
business applications of computer technology while others have 
specialized in research applications, etc. Understanding the 
distinctions between tile major technologist professions is an 
important first step toward understanding their comparative util­
ity as experts and expert witnesses. 

2.3.3.1 Electronics engineers 

These persons, whose backgrounds are in electron­
ics, are skilled at designin~ and repairing the electronic 
circuitry of computers. Their familiarity will often be limited 
to computer hardware of particular make or manufacture. 

2.3.3.2 Telecommunications engineers 

These specialists are responsible for the inter­
face between and among computers. They create computer networks 
through IIfront end II hook ups of remote terminals to computers 
lo?ate? elsewhere b~ means of telephone switching systems. They 
malntaln the satellltes, cables and other devices which are the 
connectors between two or more computers in a computer network. 

Like EDP engineers, telecommunications engineers may be use­
ful as experts in complex computer fraud cases. Especially in 
the area of EFTS, input from t,elecommunications experts as to how 
a vast computer network operates can be important at the investi­
gative, pretrial and trial stages. 

Because of the nature of their function, telecommunications 
engineers are not generally on the staff of a single computer 
user organizatio'n which is the victim of a computer related 
crime. Telecommunications equipment manufacturers and engineers 
constitute wholly separate industries. Their familiarity with 
the user applications of a single vic,tim organization may 
therefore be extremely limited. On the other hand, where whole 
computer networks have been victimized, the telecommunications 
engineer can play an important role in successful investigations. 
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2.3.3.3 EDP programmers 

These technologists design, write, and test com­
puter programs, for business and other applications. Generally 
this is a staff function in a business operation, where indivi­
dual programmers interface with managers and computer users in 
the day-to-day implementation of computer applications to busi­
ness problems. 

Obviously the programmer who wrote a particular computer 
program that was altered or is otherwise involved in a computer 
related crime is the best expert to employ for identifying, 
interpretin?1 and authenticating the evidence--unless he or she 
is a suspect. Disadvantages from the use of the victim 
organization's in-house programmers as an expert extend also to 
the fact that their familiarity with a w~de range of computer 
applications within the oranization may be limited. Care must 
also be exercised in using outside programmers as experts due to 
the fact that individual programmers proficient in one 
programming language or manufacturer's make of software are fre­
quently unfamiliar with others. 

2.3.3.4 Systems analysts 

Systems analysts design computer system applica­
tions to meet user requirements and specifications. They mayor 
may not themselves be programmers, but are regardless at a high 
level of responsibility within an organization. The utility of 
having the victim organization's systems analyst serve as an 
expert derives from his or her familiarity with both the user 
needs and specifications and the programming applications within 
the organization. Using systems analysts not directly familiar 
with the victim's equipment, programs and user applications can 
run into the same problems noted above for computer programmers. 

2.3.3.5 Database managers 

With the increased volume of stored computerized 
data in large organizations, information systems specialists 
called "database managers" have been added to staff. These 
individuals are responsible for the overall administration of the 
organization's data storage and retrieval capability, both with 
regard to information stored in the computer itself and on magnet­
ic tapes and other software kept in libraries or other storage 
areas. A c6mputer criminal's tampering with an organization's 
computerized data can run the gamu'-.: of complexity from erasing or 
sabotaging a secured magnetic tape, to applying highly sophisti­
cated surreptitious techniques to scan computer-stored data for 
espionage purposes or alter it in furtherance of a fraud scheme. 
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,Use o~ th~ victim's database manager as an expert to assist 
the lnvestlgatlve team to determine a computer criminal's modus 
operandi could be critical. Likewise, calling the database 
manager as an expert witness to testify to the victim's standard 
pro~edures for data storage and retrieval, as well as to indicate 
chaln,of custody for key computerized records, can be important 
at trlal. 

2.3.4 EDP Auditors 

Auditors are key technical advisers in the investiga­
tion and prosecution of any complex financial crime. EDP audi­
tors are a highly specialized subgroup of the audit community, as 
they do not generally follow a "paper trail" as do other audi­
tors. (Fo: an overview of the special tools and techniques used 
by E?P audltors, see Appendix "E" to BJS' Computer Crime Criminal 
Justlce Resour~e Manual.2/) However, with this exception their 
ro17 an? func~10n parallels those of other auditors, in that they 
revle~ data flies to determine their integrity, adequacy, 
securlty, and compliance with an organization's internal policies 
and s~andards and with the generally-accepted norms of com­
puterlzed record-keeping. 

EDP auditors are generally on staff in the internal audit 
departments of large organizations. Others function indepen­
dently, or as part of audit organizations--external EDP auditors. 

Beca,;!se of their,independer:ce, level of technical expertise, 
and t~e rlgor~ of thelr professl0n, EDP auditors can serve as key 
~echnlc~l advlsers and expert witnesses on a whole range of 
lss,;!es :.n the case. ,The adversarial relationship between many 
audltors and the a,;!dlted units within an organization, as well as 
t~e fact,t~at t~e lnternal EDP auditor is in a sensitive and high 
rls~ poslt70n wlth :eg~rd to perpetrating such crimes, may argue 
agalnst uSlng the vlctlm company's internal EDP auditor(s). 

2.3.5 Computer Security Specialists 

These individuals are responsible for any or all 
as~ects of physical plant security, protection of personnel and 
hardware, ,and data sec,;!rity (software, etc.). Many are computer 
technologlsts whose prlmary concern is data security. Others are 
industrial security specialists, with or without criminal justice 
bac~ground or,training~ ~epending on the size, nature and scope 
of ltS operatlons, a Vlctlm organization provides more or less 
computer security for its physical plant, hardware and software, 
and personnel. The facts and circumstances of the case will dic­
tate ~hether, and if so, how, the victim organization's computer 
s~curl ty ~taff should be ut.ilized as experts. As in the case 
wlth the lnternal EDP auditor, the internal computer security 
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specialist is in a position of trust and controls considerable 
access to facilities and operations. This makes the internal com­
puter security specialist a high risk candidate for committing a 
computer related crime and may argue for retention of an outside 
computer security consultant. 

computer security specialists can be 'especially helpful at 
understanding the victim's operations, at crime scene search, at 
obtaining evidence, and at assisting in the identification of 
suspects. These and other functions make him or her a poten­
tially important expert at the investigative, pretrial, and tri<, 
stages. 

2.3.6 Hardware and Software Manufacturers and/or 
Vendors 

The production of computer hardware and software is a 
large and growing industry. The manufacturers and vendors of the 
equipment in use by a victimized organization are perhaps the 
most qualified and reliable sources of information on equipment 
capabilities, applications and vulnerabilities. Often their 
representatives will volunteer technical assistance without cost 
out of a public service commitment and/or to counter the negative 
impact of having their equipment successfully violated in the 
course of a computer related crime. So long as they provide 
employees who are experienced in the applications of their equip­
ment in the victimized organization, this source of expert can be 
extremely important throughout the investigative, pretrial and 
trial stages. 

2.3.7 Computer Service Representatives 

Many organizations contract out for a variety of com­
puter services and functions. The computer service industry, 
like the computer hardware and software manufacturing industries, 
is a large and diversified one. Services extend from providing 
keypunch services to time sharing on remote computers, from devel­
opment for sale of pre-packaged computer programs to offering 
specialized data processing services. 

Often outside computer services have been utilized by a vic­
timized organization. Because the computer service industry is 
highly competitive and their representatives have regular access 
to their customers' data there is a high risk of computer crime 
among this group. The fact that computer service representatives 
may, at leas t initially i' be among the prime suspects in a com­
puter crime case lessens their reliability as technical advisers. 
However, the assistance of particular computer service organiza­
tions to establish modus operandi, isolate suspects, and assist 
in the evidence interpretation and authentication stages is 
often critical. 
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2.3.8 Experienced Computer Related Crime Investigators 
and Prosecutors 

Public and private sector investigators who have had 
direct prior experience in the inves·tigation and prosecution of 
computer related crimes are valuable technical advisers at all 
stages of the case. Where these experts are not already on the 
staff of the law enforcement agency handling the case, their ser­
vices may be obtained by loan from another agency or, in the case 
of many private sector investigators, for a fee. Perhaps the 
largest single disadvantage of bringing an experienced outside 
investigator or prosecutor into the team is the danger that he or 
she will attempt to take over the management and direction of the 
case. 

2.3.9 Forensic Scientists 

As with other kinds of criminal cases, authentication 
of physical evidence will require the performance of certain 
tests and other procedures. The forensic scientist plays an 
important role in any computer related crime case where computer 
software, printouts or other physical evidence is at issue, 
whether or not such items are ever introduced formally into evi­
dence at trial. Thus, forensic scientists constitute an impor­
tant group of technical experts to be called upon at the 
investigative, pretrial, and trial stages of the case. 

As in the case with forensic experts in other major cases, 
their services may be obtained in-house, via "loaned" or 
"provided" arrangements with other agencies or organizations, or 
for a fee depending on local circumstances. 

2.3.9.1 Forensic chemists 

Issues of authentication can arise when 
attempting to determine the origins of magnetic tapes, printouts 
and other computer related tangible evidence. In addition, 
proving or disproving that a particular magnetic tape has been 
altered, for example, can be an important evidentiary issue in a 
computer related crime case. Forensic chemists will be required 
to perform such tests and to testify at trial to their findings. 

2.3.9.2 Document examiners 

Determining the authenticity of computer related 
records can be an important evidentiary issue in a computer crime 
case, as in other criminal cases. For example, determining from 
'which computer printer a particular printout came, or that two or 
more printouts were generated by the same or different machines, 
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can be a central issue of fact. In this regard, expert document 
examiners are key technical advisers at all stages of the case. 

2.4 Summary Overview of the Role of the Expert in A 
Computer Related Crime Case 

The role an expert will assume in a computer related crime 
case will depend on a number of interrelated factors such as the 
specific nature of tile crime, the environment in which the crime 
was perpetrated, and the organizational structure of the law 
enforcement agency which is con·trolling t.he investigation or pros­
ecution. Additionally, the role of the expert may frequently be 
multifaceted and transitional. For example, an EDP auditor who 
is employed during the investigatory phase of a case to analyze 
computer-generated records may later br~ called upon to testify at 
trial as to the validity and reliability of the questioned data. 
This same expert may function as an adviser to the primary 
investigator in interpreting the findings of the audit and, 
later, as an assistant to the prosecutor in translating the 
finding into a foundation for competent and successful evidence 
presentation. 

The role of an expert in a computer related crime case, 
although potentially quite variant, is always aimed at assisting 
in the overall effort of the investigative or prosecutorial team. 
Very few if any law enforcement agencies have sufficient resources 
available to train investigative staff in such a highly-diversified 
and progressive technical field. Even in police departments 
which have a specially-designated economic crime unit a the need 
for certain types of computer related expertise may be evidenced. 
It is unreasonable to expect that all technical assistance 
requirements on a complex computer crime case can be met by in­
house staff, however well-qualified these individuals may be. 

The computer expert brings to the investigative or prosecu­
tive team specialized knowledge, training and/or experience which 
serves to strengthen the pre-existing information/skill level of 
the team. The degree to which a particular expert becomes 
involved in a case essentially depends on the case-specific tech­
nical assistance requirements identified by the team manager. 
The depth of a given expert's involvement will frequently 
increase as the case develops and as more complex technical 
issues arise. 
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3.0 WHEN TO EMPLOY AN EXPERT 

As noted in Section 1 1 
homogeneous. To the contr~r' comp~ter re~ated crimes are not 
fall within this domain. Wh¥i a wlde,varlety of criminal acts 
been posed for what constitu~ e a varlety of definitions have 
have seen, this Manual adh es a computer related crime, as we 
~onsequentlYI the qUestione~~sw~~natbrOad definition of the term. 
ln a computer related crime i ' 0 ~mploy an expert, or experts 
vary significantly The f Ilnv~stlgatl0n or prosecution will ' 
ft' 0 oWlng sections d' ac ors likely to dictate when t lS7USS the primary 
~uch cases. 0 look for outslde expertise in 

3.1 Computer Related Crime Cases Vary 
and Type Greatly in Complexity 

As was discussed in Sect' 1 " 
a term which can be applied t~O~ .1, computer r.elated crime" is 
acti~ities in which the com uterh~ whole s~ectrum of illegal 
the lnstrument of the crimeP 

0 ,lS ht~e obJect, the subject or 
the - ,r ln w lch the symb I' computer can be used to inti 'd t ' 0 lC presence of 
Such cases will run the gamut f ml a e or decelve the victim. 
for investigators and prosecut rom the least to the most complex 
for purposes of obtaining a or~ t~emselves to understand and 
complexity will be the rima~onvlctl0n at t:ial. Case type and 
of whether, and if so, ~hen i f~c~ors bea:lng upon the questions 
case. ' 0 rlng outslde experts into the 

3.1.1 Need for Technical Assistance 
Case Type, Complexity Will Depend on 

The less complex and involved th 
the further in-house staff ' e case under analysis 
side advice or assistance cEan proceed wlthout specialized out-' 

. ven absent a basic d ' 
computer systems and operations th' , ,un erstandlng of 
often be immediately qualifi d ~ e lnvestlgatlve team will 
crime situations where the e 0 confront many computer related 
inal attack in the form of ~~mp~te~ has been the object of a crim­
of such cases may not be si ¥~~ca sabo~age. The requirements 
"routine" investig t' ,gnl. lcantly dlfferent than other 
serving the eViden~el0dnl~salrnv~lvingdcrime scene processing, pre-
" ,mlng an apprehe d' l.ntervlewing witnesses esti t' n lng the suspect, 

, rna lng the damages, etc. 

This situation would be in h 
requirements needed to conduct s ~rp co~tra~t with the skill 
financial swindle by means f an lnvestlgatl0n of an ongoing 
individuals, where merchand~ c~mputer, ,perpetrated by unknown 
diverted to fictitu~us b ' se lnventorles are being unlawfully 

d ' USlnesses through the '11' , 
an manlpulation of a corp r t 1 lClt entry into 

o a e conglomerate's complex computer 
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network spanning many States, or even countries. The contrasting 
level of complexity of such cases is readily apparent from their 
earliest stages. However, consider this possible scenario: While 
conducting an apparently "routine" investigation of physical 
sabotage against a computer's software, leads surface from inter­
viewing employees of the victim company which suggest that other 
employees perpetrated the act in a deliberate effort to conceal 
an ongoing data manipulation scheme. In this instance, although 
there was no apparent need to seek outside expert assistance in 
investigation of the physical attack, further inspection has 
revealed more complex motives requiring an in-depth investiga­
tion, which will necessitate both a sophisticated understanding 
of computer operations and a knowledge of the victim company's 
operations. 

A re-evaluation of the need for outside expert assistance 
obviously will be necessary in this situation to compensate for 
unforeseen case developments. Pre-existing staff resources and 
capabilities may need to be reinforced by the addition to the 
team of one or more outside experts who have extensive experience 
with the operations of the particular computer system in question. 
In a routine criminal investigation involving physical damage to 
a computer system, the potential for uncovering evidence or 
information which is indicative of more extensive foulplay always 
exists. Therefore, with this possibility in mind, it is impor­
tant to consider seeking the services of a computer expert from 
the onset of the investigation. Data manipulation might go unde­
tected in a routine criminal investigation of this sort, which by 
its nature will tend to focus more on readily apparent physical 
evidence of computer abuse, rather than on more complex motives 
or the possibility of perpetrating one crime in order to conceal 
another, more serious one. 

A preliminary investigation to determine the scope of such 
an apparently simple crime could be conducted by in-house staff, 
provided a certain degree of familiarity with computers exists. 
If this investigation leads to evidence of a significantly more 
complex nature, then it will probably be necessary to employ an' 
outside expert (providing the agency does not have a resident 
computer specialist) who can conduct a thorough analysis of the 
situation and provide the in-house team with the degree of tech­
nical input required to pursue the investigation on a well­
informed basis. 

Table 5 illustrates the likelihood of needing outside tech­
nical assistance at the various key stages of a computer related 
crime case. The comparative need for outside expertise at each 
stage will vary with the types of computer related crimes, as 
discussed earlier in Section 1.0. Table 5 addresses this aspect 
of the problem, as well. 
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TABLE 5 
KEY PHASES OF COMPUTER RELATED CRIME CASES LIKELY TO 

REQUIRE EXPERT ASSISTANCE BY GENERAL TYPE OF CASE AND LEVEL OF ASSISTANCE NEEDED 

KEY I-l U-; - c - - Q) u 0 Ul~ - 0 Q) - c .., . .-1 I-l :>. Q) .., 

0: No Expert Assistance 
• .-1 I-l Q) 0 ::l ,...., Q) "'.0 u..; Q) • .-1 

Required. .., <1l (J'I • .-1 §< .0 Q) .., U-; 0 >,u 
1: Need for Expert Assistance 

u ::: <1l .., ::l .., rl ::l Q) Ul 0·.-1 Remote. ::l'O .., I-l 0 p., U ::l rtl ;. ..c~ <lJ,.....;~ 

2 : Expert Assistance 
I-l I-l 0 ou • .-1 c.. '.-1 " !:-< Q) Ul c..rl Likely to be .., <1l .0 .., Q' ...... '" u .., 0 Ul ::l ;: .r-( 

Useful. Ul = rtl X :>. ..c 0 (5 c Ul U '0 Ul ... ~ 
Q) UJ ... .o "'~u <1l c: c: .:: '0 

3 : Expert 
Cl I-l c: '.-1 :>. <1l Q) :>'Q) 

Assistance Likely Necessary. Q) rl - 0'1:>':>' '.-1 rtl .0 '0 N.o'" Ul .., III Q) :: CUJ..Q IJ.. 0'1 ::: . .-1 '.-1 rtl 
::l ::l Q) • .-1 O'I:JJ '.-1 .:: Ul a ::l I-l I-l I-l > Ul 
0 c..1-l I-l <1l • .-1 'O..c :>. x Ul '.-1 '17 Q) 0 Q) • .-1 Q) 

• .-1 S III .., C I-l ::l O'II-l Q) Ul Q) Ul • .-1 +l ..c .., I-l !IJ 
U 0 ::: Ul 0 0 rtl ::l Q) rl Q) c: 1-l...J ::l +l ::l ;l. 0 • .-1 U .., ::l • .-1 I-l I-l 0 :J' ~ E . .., Q) I o..::l c.. 0.. 
rl u..; '0 0..1-l u..; I-l rtl E '.-1 !IJ > C E III E I-l \..j 
rtlU-; 0 c: !IJ Q) Q)..c E 0 I-l ::l • .-1 0 0 c: 0 0 ::l ::;: o UJ H ~ Eo< Cl Eo< H UU!!l a:z:u :JU4-l~ 

Unders tanding Basics of Computer Processing 0 3 1 3 3 2 

Advising on Sound Case Preparation and 
Trial Techniques 0 3 1 3 3 2 

Understanding Patterns of Computer Abuse in 
Given Industry 0 3 2 3 3 2 

Profiling Computer Felon 1 3 0 3 3 2 

Detecting the Complex Computer Related Crime 0 2 0 3 3 2 

Undezstanding Victim Company's Operations 1 3 0 3 3 2 

Understanding Victim's Hardware, Software 
and Its Application 1 3 0 3 3 3 

Preparing Search Warrants, Subpoenas 0 2 2 3 3 3 

Crime Scene Assistance 1 3 0 3 3 2 

Obtaining and Preserving the Evidence 1 3 2 3 3 3 

Interviewing and Interrogating Witnesses 0 3 1 3 3 2 

Interpreting the Evidence 1 2 1 3 3 2 

Focusing the Investigation on a Suspect 1 2 0 3 3 2 

Determining Modus Operandi 0 2 1 3 3 2 

Anticipating Defense Objections 0 2 2 3 3 2 

Preparing the Case for Trial; Pretrial 
Discovery 0 2 2 3 3 2 

Getting the E<lidence Admitted 0 3 3 3 3 3 

Advising on Cross Examination of Defense 
1 :2 1 3 3 2 

Experts 
:.1aking Technical Pre3entations co Jury, Judge 0 3 2 3 3 3 
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3.1.2 Number and Type of Experts Needed Will Depend 
on Case Type and Complexity 

As noted in Section 2.3, the rise of computer technology 
has given birth to a variety of new special fields, which in and 
of themselves constitute separate professions. In addition, the 
proliferation of the computer hardware and software manufac­
turing, vending and service industries has resulted in computer 
technologists specializing in working with only certain program­
ming languages (e.g., FORTRAN, COBOL, SPSS, BASIC, etc.) and in 
working with only various makes and models of equipment. To 
complicate matters further, the operational applications of com­
puter technology will differ substantially from one industry to 
another (e.g. banking versus real estate) and for different ac­
tivities within a given industry (e.g. accountants, personnel 
managers). The day-to-day operations of two competitors in a 
given industry may also differ markedly, resulting in very dif­
ferent situations with regard to computer physical security, 
equipment configurations, opportunity and motive of suspects, 
etc. for each such corporation. 

Each of these factors will have more or less of a bearing on 
a computer related crime case, depending on the nature and cir­
cumstances of the case. However, as a rule of thumb, the more 
relevant the above factors, the more complex the case, the more 
likely will be the need for multiple outside experts, each with 
his or her own specialization. Table 6 illustrates some of the 
types of experts likely to be useful at possible stages of com­
puter related crime cases, not all of which will be present in 
every case. These likely types of experts to be used at various 
stages include the following: 

• 
• .. 
• 

• 

• 

computer scientistsj 

electronics and telecommunications engineers; 

computer related crime researchers and 
scholars; 

subject area experts from the victimized industry 
(e.g. bankers, stock brokers); 

computer users (i.e., managers) from the 
victim organization; 

computer technologists in the employ of the 
victim, including: 

EDP programmers, 
systems analysts, and 
database managers; 
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• 
• 

• 

• 

• 

computer technologists external to the victim 
organization, but of the above same types; 

internal and external EDP auditors; 

internal and external computer security 
specialists, including; 

database security specialists, and 
physical security specialists; 

computer operators and data providers employed by 
or who interface with the victim organization; 

hardware (HW) and software (SW) manufacturers, 
vendors and computer service representatives 
associated with the victim's equipment; 

forensic scientists, includiRg; 

forensic chemists, and 
document examiners; and 

• investigators and prosecutors experienced at 
CRC cases. 

For a detailed description of the functions of these experts, see 
Section 2.3, above. 

3.2 Philosophy and Capabilities of the Law Enforcement 
Agency Will Impact on the Use of Expert Assistance 

While the nature and complexity of a given computer related 
crime case will bear most directly on whether and when the 
investigative team will need outside technical assistance, the 
peculiar features of the agency itself will also have a bearing. 
Obviously, a large urban police department with specialization 
among its detectives, resident forensic scientists and in-house 
computer specialists operating EDP functions within the depart­
ment itself will be in a much better position to successfully 
investigate such cases without resort to outside experts than 
would a rural sheriff's department or small town police force. 
A State-wide department of law enforcement or a specialized white 
collar crime strike force would likely be even better equipped 
with in-house resources which could be brought to bear than would 
the average big city police department. 

However, apart from its size and manpower, the law enforce­
ment agency's crime fighting philosophy will also have a signif­
icant bearing on its capability to react to such crimes. Con­
sidering the three generally available approaches to the suc-
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cessful investigation and prosecution of computer related crime-­
reactive, proactive and a combination of the two--the agency's 
method of operation will, to a large extent, determine when 
expert assistance is sought and intelligently employed. Finally, 
the quality and preparedness of agency human resources will be a 
reliable indicator of when to yell for outside professional 
help. 

3.2.1 The Reactive Approach to Law Enforcement 

Many police departments and prosecutor's offices con­
tinue to operate according to a strictly complaint-oriented 
approach. Regardless of their level of success in solving crimes 
and obtaining convictions, such agencies have retained a "reac­
tive" philosophy of crime fighting. Staffing complements and 
specializations, agency budgets and standard operating procedures 
will generally reflect not only the complaint-oriented approach 
to casework but will also tend to be strongly reflective of the 
traditional sorts of cases which have over the years formed the 
bulk of the agency's workload. 

Such departments operate under several constraints when 
faced with the increasing prevalence of computer related crime. 
First, because such crimes are often difficult to detect and are 
notoriously underreported, waiting for criminal complaints to be 
filed in such cases will have very lLmited impact on the problem 
of computer related crime in the jurisdiction. 

Few such cases are likely to come to the attention of law 
enforcement through this route. Conseque~tly, the capabilities 
and "front line" experience of in-house staff--investigators, 
prosecutors and specialist staff--in responding to such cases 
will tend to be underdeveloped and a greater reliance on outside 
expertise at all stages of those computer related crime cases 
which do get filed will likely be required. Because the "reac­
tive" agency's investigative procedures will tend to be more 
routine and traditional, the points at which such outside expert 
assistance will be needed will also tend to be more predictable. 

Finally, because of the infrequency of such cases coming to 
their attention through formal complaints, such reactive law 
enforcement agencies will not likely have developed regular pro­
cedures for calling in the necessary outside experts nor have 
established referral sources. The victim organization or 
complainant will probably exercise the initiative in suggesting 
when outside expertise is needed and who should be called into 
the case. There are ohvious disadvantages that accrue from being 
in this posture when commencing the investigation of a complex 
financial swindle or other white collar crime case. 
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3.2.2 The Proactive Approach 

Other criminal investi t' 
~ave developed a more "proact:; ?,a J.ve and prosecutive agencies 
J.n:restiga.tions, especially in "-~~ a~~roach to major crimes 
unJ. t~ initiate major investi a'ti~ w 7 te collar crime area. Such 
and J.ndustries in their juri~d' t?S J.nto ~re-targeted activities 
fraud, embezzlement, etc. Suc~caJ.ons~ whJ.ch entail a high risk of 
for fonna~ complaints to be filed g~mcJ.es do not n~cessarily wait 
gate PossJ.ble abuses. They a~ ~n order to begJ.n to investi-
potential pay-off of crime fprec7ate th~ ?ffectiveness and 
gathering, and crime deterrPereventJ.?n, crJ.mJ.nal intelligence 
not d d nce actJ.vities wh' h epen ent Upon the filin f ,J.c are ongoing and 
same time can uncover lucrat~ 0 ~ complaJ.nt but which at the 
high level, successful'prose~~~io~!~egal activities and generate 

Obviously, the existence of h ' 
~f the taxpayers and POlicyrnakersS~c t~n~ts requi~es the support 
rhey must also display dynamic 1 ~n. h?J.r respec~ive locales. 
approach to the internal rna ea ets J.p, a sophJ.sticated 
tio nagement of maJ'or ' , ns, a strong sense of or aniz' "crlme lnvestiga-
sources, and highly-motivat~d ~tl0n~1 mlsslon, adequate re-
any of these ingredients an tralned staff. The absence of 

, , can render the pr t' crlme flghting ineffect' oac lve approach to lve. 

Clearly, no law enforcement a 
the proactive mode. All must gency can operate entirely in 
respond to particular filin s also operate reactively, i.e., 
made a major commitment to rn·l ~ut for those agencies which have 
initiating) investigative effc ~ e,proac~ive ~i.e. self­
strategy, there are two t es or s ln th~lr crlme fighting 
und7rtaken--poorlY-inform~~ o~ proac~J.ve operations that can be 
actl0n requires a SOPhisticat:~ cW~l~-lnf?rmed. Well-informed 
which can collect, collate a 1 rlmlnal lntelligence capability 
then plan and execute conc~rtn~ ~ze, ,and evaluate field data 
through the use of mUltidisciel' actlca~ and ~trategic respo~ses 

p lnary maJor crlme teams. 

Technical experts, if affordabl ' 
helpful at each stage of this e and avC;ulable, can be very 
gence gathering, analysis and pro~ess~ especlally in the intelli­
planning stage. Because such eva uatl0~ s~age and at the 
much more akin to applied casework ln lts early stages is 
1 f research than it i t h aw en orcement roles of k' sot e traditional 
victions of particular in~~v~~g~~pprehensi?ns and obtaining con-
agents must have a stron u'" s, ,proactlve law enforcement 
osophical commitment to ~u~~n:et?f,~?ternal d~scipline and a phil­
part of the police and prosecu~,lVl J.es ~s belng a legitimate 
and mobilize sources of experti lVe f~n?tl0ns. They must identify 
be tapped as needed and d 1 se ou slde their units which can 
W'th' , eve op ongoing work' l' 

1 vc,rl0US key types of technical ' .1.ng re atl0nships 
computer security specialists d advl~ers, e.g. EDP auditors, 

, an experlenced investigators from 
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other units or jurisd ictions who can be called :Lnto such cases 
at the preliminary stages. 

3.3 Look First to In-House Resources 

As we have seen, not all computer related crimes are 
complex, nor do they all require an in-depth knowledge of com­
puter technology for 'their successful resolution. Many of these 
less complex cases can be solved with traditional investigative 
resources. Even for those computer related cri.mes of a rrore 
complex nature, expertise may well exist in-house that can be 
identified and brought to bear without turning to outside re­
sources, whether paid or donated. 

To a very large extent, the need to seek outside assistance 
will be determined by the resources and capabilities of the 
investigative or prosecutive agency. Whether available capabili­
ties and resources can meet the demands of the case depends, as 
we have noted, essentially on the level of case- complexity. When 
considered together, these two factors determine both the type of 
skills and experience needed, and the direction and depth of the 
investigative/prosecutive effort. The rrost effective and effi­
cient method of utilizing in-house resources and capabilities is 
to identify and document their availability on a continuing 
basis. In order to be well-informed and well-prepared, an organ­
ization must make a point of identifying and referring its 
resources and capabilities in a readily accessible manner. Many 
agencies have developed computerized information retrieval 
systems which index personnel on the basis of special areas of 
knowledge and expertise. Much time and effort can be saved in 
the long run by proactively identifying potential in-house 
resources and capabilities, not to mention the financial savings 
that can be realized from using in-house personnel rather than 
paid consultants. 

As investigative or prosecutive agency can identify a pool 
of in-house technical experts in the computer abuse area, as in 
other subject areas, prior to case demands, but in some instances 
it can be expected that the nature of the case will be such that 
it requires extensive knowledge and experience in a very specific 
facet of computer technology or computer applications--a back­
ground which may not be evidenced by any of the previously 
identified in-house experts. Other cases may require a great 
diversity of specialized skills, often not equally or suf­
ficiently represented by the identified in-house resource pool. 
No organization can reasonably expect to fill all of its expert 
assistance requirements with strictly in-house staff. When a 
clear need for assistance has been demonstrated and there is a 
lack of in-house capability or availability, the process of 
selecting an outside expert can and should beg in. 
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Attendance at specialized training courses and a review of 
other computer related educational materials can significantly 
aid in extending an agency's range of in-house investigat'ive or 
prosecutive skills, especially where the investigation or prose­
cution centers around a relatively non-complex form of computer 
related crime. Even when the crime is of a sophisticated nature, 
previous educational exposure to the subject will provide in-house 
staff with a decided advantage in not only recognizing the scope 
of the problem, but in knowing what type of supplemental expert­
ise is needed and where to find it. 

3.4 Factors That Will Determine Whether and Where to Turn 
for Outside Expert Assistance 

A wide variety of factors will influence the decision of 
when and where to turn for outside technical assistance in a 
given case, should in-house resources prove nonexistent or inade­
quate. Some of these factors will be dictated by the peculiar 
facts and circumstances of individual cases, and are thus not 
generalizable. However, several key factors of a generic nature 
will be relevant consijerations in all cases. This section pre­
sents an overview of those key factors. 

3.4.1 Nature and Complexity of the Case 

As noted in Section 3.1, computer related crime cases 
vary greatly in complexity and display differing typologies. In 
addition, case complexity is the single greatest factor that will 
determine the extent of technical assistance needed in the case. 
As Table 5 illustrates, certain kinds of computer related crime 
cases will invariably require outside expertise, other kinds of 
cases, less so. Table 6 goes on to suggest the sorts of experts 
likely to be needed at each major stage of complex computer 
related crime cases. 

3 .. 4.2 Case Sensitivity 

Computer related crime cases can run the gamut in terms 
of displaying sensitive aspects or involving prominent suspects. 
The presence of such factors can be expected to have a major 
impact when and where to involve outside experts in the case. 
Complex financial swindles or diversion of business assets by 
computer can, if they become known to corporate stockholders or 
to the general public, precipitate a crisis in confidence for the 
victimized business, having repercussions for sales, investment 
prospects, etc. Espionage or extortion or acts of political 
terrorism by computer can, if they become known, also impact on 
the perceived stability of the public and private sector organi-
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Table 6 

Some Possible Types of Experts to be 
UtIlIzed at Key PoInts in a Computer Related Crime Case 

Understanding BasIcs Canputer sc i ent 1st; progrCfl\rrer/systens anal yst; external EDP 
of Computer Processing audItor; subject area experts; CRC researcher/scholar. 
AdvIsIng on Sound Case Exper i enced CRC Invest igator; forensic scIentIst; CRC 
PreparatIon and TrIal l' researcher/scholar, EDP auditor; canputer secur i ty spec! all sts. 
TechnIques 
UnderstandIng Patterns HW/SW manufacturer/vendor canputer servIces rep.; subject area 
of Canputer Abuse In experts; canputer users; oxternal EDP aud I tor; exper I enced CRC 
GIven I ndust~y Investigator; CRC researcher/scholar. 
ProfIling Canputer Systans anal yst; EDP aud i tor; security specIalIst; HW/SW 
Felon manufacturer/vendor; computer users; CRC researcher. 
DetectIng the Canplex Internal/external EDP auditors; dat1base mgr; canputer users; 
Canputer Re I ated Cr Ime internal/external canputer secur Ity speci all sts; experIenced CRC 

investIgator; CRC researcher/scholar. 
Understand I ng Internal EDP audltor/co:nputer securIty specIal ist/progranrrer/ 
Victim's OperatIons systans analyst/database mgr.; canputer users/operators; data 

provIders; subj ect arec/ experts. 
Understandlno VIctIm's HW/SW manu facturer/vencior; canputer servIces rep.; canputer 
Hardware, Software and users; canputer oper ators; data prov I de'-s In-house progranrrer/ 
Its App II cations analyst; Internal EDP audItor; database mgr. 
PreparIng Search Internal/external systans analyst/EDP audltor/el~ctronics engIneer 
Warrants, Subpoenas subject area experts; oeanputer users/data providers; experIenced 

CRC Investigator. 
CrIme Scene AssIstance Progr Cfl\rrer/ systans ana I yst; dat1base mgr.; canputer users/ 

operators; data provIders; forensic scIentists; canputer secur Ity 
spec I a II st; exper I encF.ld CRC I nvest I gator. 

ObtaIning and PreservIng Internal/external EDP aud I tors/progranrrers/systans analysts/ 
the Evidence canputer secur Ity spec:l all sts; forensIc scientists, exper i enced 

CRC InvestIgators. 
I nterv I ew I ng and Canputer users/operators; data providers; internal and external 
Interrogating Witnesses EDP au d i to rs ; exper I enced CRC invest Igator; Internal/external 

computer secu r I ty sped a I 1st. 
' .. 

I nterpretl ng the 
EvIdence Any or a II of the above types of experts. 
Focus I ng the Investigation Internal EDP auditors/systems analysts/canputer secur Ity 
on a Suspect spec I all sts; canputer users and subj ect area experts, experienced 

CRC Investigators. 
Determining Modus 
Op..:randl Any or a II of the above types of experts. 
AntIcIpatIng Defense External EDP audltors/canputer securIty specialIsts; exper I enced 
ObjectIons CRC Investigators; ~~~ researchers/scholars. 
Preparing the Case for 
TrIal; PretrIal Discovery Any or all of the above types of experts. 
GettIng the Evidence Any or a I I of the above, as to layIng the foundatIon, cha I n of 
Admitted custody, authentIcation, expert opinion, etc. 
AdvisIng on Cross ExamIna-
tIon of Defense Experts Any or a II of above types of experts. 
MakIng TechnIcal Presenta-
tlons to Jury Judge Any or a II of above types of 

"'II •• _ 
e~erts. 
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zations so victimized. The possible involvement of organized 
crime figures, public officials and/or top level corporate manag­
ers in the perpetration of complex computer related crimes can 
also a·ttach a special degree of sensitivity to the case at the 
investigative stage. 

Such factors, depending on the individual case at hand, m~y 
make it more or less advisable to seek outside technical assist­
ance. The presence of such factors may drive up the stakes for 
the successful breaking of such a case to the point where greatly 
increased outside resources are called in, despite cost con­
siderations. On the other hand, the stakes may well dictate that 
no outsiders--or, at least, outsiders with whom the law enforce­
ment agency has not worked closely on previous cases--be called 
in. Very often such considerations will also dictate the use of 
outside experts from certain sources (for example; the victim 
organization or private sector paid consultants). 

The trade-offs that will be encountered when deciding 
whether and when to use outside experts in especially sensitive 
computer crime cases are apparent and real. The presence of such 
factors should not, however, automatically dictate the non-use of 
outside advisers. Obviously, most computer related crime cases 
are comparatively sensitive. At the same time, most, as has been 
seen above, can be expected to require outside technical assist­
ance to some degree. Section 5.0 discusses in detail the privacy 
and security considerations that are inherent in most computer 
related crime cases, and suggests techniques for insuring the 
security and integrity of the investigation. 

3.4.3 Previous Experience With the Use of Experts 

As is recommended at other points in this Manual, law 
enforcement agencies are' urged to develop ongoing relationships 
with organizations which can supply experts as they are needed, 
and to preserve relationships with key individuals used in pre­
vious cases whose performance as experts was satisfactory or 
better. The advantages to using individual advisers already 
familiar with the agency and, ideally, with the investigative 
members of the team, are readily apparent. These considerations 
are discussed later in Chapter 7.0. Sources of experts with whom 
arrangements can--and should--be made to preserve their general 
availability are discussed in Section 4.5, below. 

Previl'.'us experience at using experts in computer related 
crime cases will not only suggest to whom to turn but will pro­
vide important experiential input for deciding at what point, 
for how long, and for what range of tasks a given type of expert 
should be called in. The overall management and budgeting of the 
present investigation will greatly benefit from such previous 
experience. 
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For the law enforcement agency which has not had previous 
experience with computer related crime cases, valuable insights 
can be obtained from contacting neighboring departments or other 
organizations with which the agency interfaces to access previous 
experiences in this area as an aid to deciding whether and when 
to call in outside help. 

3.4.4 Fiscal and Budgetary Considerations 

Accessing outside technical assistance for a major 
crime investigation can prove very expensive, though by no means 
are high costs for consulting fees inevitable. Sections 4.1 and 
4.5, below, address the questions of comparative costs of various 
types of experts and the sources of such experts, which will have 
a direct bearing on cost. For our purposes here, suffice to say 
that the apparent complexity and expected duration of a computer 
related crime case may have major implications on the cost of 
outside technical assistance. Cost considerations in long, 
complex investigations may not only dictate turning to other 
public agencies, the victimized organization, or other private 
sector businesses for the no-cost services of experts rather 
than utilizing experts who will charge a fee but may also dic­
tate bringing fewer experts into the case, bringing them in later 
in the case, or--if gratis technical assistance proves unavail­
able--not bringing outside experts in at all. 

Obviously, a whole range of factors such as comparative 
importance of the investigation, size of the agency or unit 
budget, and strength of the case will be taken into initial con­
sideration--and periodic reconsideration--when investigating a 
long, complex computer related crime case. Available funds for 
outside technical assistance will have some impact, though not 
necessarily definitive impact, on whether and where to turn to 
outside experts for help. 

3.4.5 Availability of Local Resources 

As a general rule, the greater the availability of 
local resources for outside technical assistance, the greater the 
temptation to call in outside experts early in the case, and 
throughout. As has been noted, many sources of expertise can be 
tapped at little or no cost, so the bringing in of outside experts 
may not be governed principally, if at all, by cost. Sections 
4.0 and 7.0 suggest several case management considerations that, 
independent. of cost, would argue for limiting the numbers and 
degree of involvement of outside experts to only that which is 
truly vital to breaking the case and/or obtaining the conviction. 
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4.0 SELECTING AN EXPERT 

The first step in the process of selecting an expert 
consul tant/wi tness is t,he identification of one's specific tech­
nical assistance requirements. Once these needs have been 
defined, the selection of an expert can commence. There are com­
puter operators, scientists, electronic engineers, systems ana­
lysts, media librarians, security specialists, data base managers 
and EDP auditors, to name a few of the job functions and areas of 
specialization. One must know enough about computers to begin 
with to know the area(s) in which assistance is needed. Lacking 
that knowledge, one must not be afraid to ask questions or engage 
in some quick self-education on computers. There are many good 
books and manuals available and also many good computer orien­
tation courses now accessible through universities and vocational 
schools or other training facilities. If quick, informal prelim­
inary advice is needed as to whom to confer with regarding com­
puter systems, a trusted independent auditor, systems analyst or 
security administrator may be the single best initial entry point 
to the world of computers--which incidentally, is not quite as 
alien as it may at first appear. 

The process of consultant identification and selection 
involves several factors which will inevitably bear directly on 
the outcome of the investigative or prosecutive effort. These 
important considerations will be discussed in this Chapter. They 
include financial considerations~ the question of what requisite 
expertise a technical adviser in a given subject area must 
possess~ the general criteria and standards for evaluating an 
expert's qualifications~ the personal qualities which an other­
wise qualified expert must display in order to be effective in 
his role~ the importance of distinguishing the expert's true area 
of competence from other areas of his interest; a review of which 
types and categories of specialists are most likely to be needed 
at each key phase of a computer related crime case; and a general 
review of 'the sources of expert referral. 

4.1 Financial Considerations 

As indicated in Chapter 3.0, obtaining the services of 
experts in the investigation of major crimes such as computer 
frauds need not entail a great expenditure for the investigating 
or prosecuting agency. Experts can often be "borrowed" without 
cost from other law enforcement agencies or from other depart­
ments of State or local Government in one's jurisdiction. 
Employees of the victimized business or organization are often 
among the best technical advisers in such cases, and are fre­
quently loaned by the victim as a public service as well as out 
of financial self-interest. Professional associations and other 
groups in the victim's industry may also be good sources of no-
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cost technical assistance, as may local area universities. While 
there are various disadvantages which can accrue from the use of 
some of these types of gratis experts, as noted in Section 2.2, 
above, generally the availability of such services without cost 
should be thoroughly explored as the first step in selecting an 
expert for a particular task. 

Circumstances can, however, dictate that paid experts are 
advisable, or necessary, in certain areas of the case. What 
follows addresses important factors to keep in mind when con­
sidering a paid consultant or expert witness. 

4.1.1 Availability of Funds 

The amount of money which the agency and the particular 
unit responsible for investigating and/or prosecuting a computer 
related crime case has for such activities is obviously a 
threshold question. Absence of funds may substantially simplify 
the selection of technical advisers or even dictate that the 
investigation must proceed through use of only in-house resources. 
In such circumstances, however, local law enforcement and prose­
cutorial agencies would be well-advised to consider pooling 
resources with counterpart agencies at the State or Federal level, 
or with law enforcement in other jurisdictions, where a complex 
case is involved that appears to span jurisdictional lines. 

Assuming that a significant amount of money might have to be 
invested in outside technical assistance by the local law enforce­
ment agency initiating a computer related crime investigation 
the National District Attorney's Association recommends proac­
tively budgeting for consultants before their assistance is 
actually needed in a given case. In its recent publication 
entitled Prosecutor's Manual on Economic Crime, NDAA suggests 
that, 

the prosecutor's overall budget should con­
tain adequate funding to en"lble the economic 
crime unit to retain the services of expert 
consultants for actual investigations, for 
trial preparation and, wh~re required for 
trial assistance and expert testimony. 

• • • • • • • • • • • • • • • • • • • • • • • 01 •••••••• " •••••••••••• 

~xtensive expert consulting services will be 
on a fee for service basis at the going con­
sulting rate for the professional discipline 
involved. Operating experience on a 
jurisdiction-by-jurisdiction basis will 
determine the general annual consulting fee 
requirements for the economic crime unit. A 
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regular budgeted consulting line item for the 
economic crime unit should be included in the 
unit's overall budget. (Emphasis original.)l/ 

The same recommendation is applicable to investigative agencies. 

The NDAA Manual goes on to recommend that for an economic 
crime unit in a major jurisdiction, one trial attorney per 
100,000 residents should be budgeted, with two investigators per 
trial attorney and two c~erical support staff for each four pro­
fessionals in the unit.~/ For a jurisdiction with 700,000 to one 
million residents, the NDAA Manual recommends 100 person days of 
consultant time it $lOO/day be budgeted along with full-time 
staffing costs.~ 

Whether local law enforcement agencies investigating white 
collar crime, financial crime and computer crime can obtain 
budgetarily the level of consultant time recommended by NDAA is 
problematic. Local fiscal situations, political considerations, 
public attitudes toward economic crime, internal department pro­
cedures, etc. will all impact on the practicality of achieving or 
even exceeding this level of budget su~port. 

4.1.2 Reasonable Compensation Levels 

Presuming a law enforcement agency can afford to pay 
for technical assistance in a computer related crime case and 
that the services of a paid expert are required, the question 
arises, what is a reasonable level of compensation? This 
question, while critical, is extremely difficult to answer, for 
the following reasons: 

• The types of experts who might be used at various stages 
of the case can come from a wide range of professional 
backgrounds. Salary structures and billing practices 
can vary tremendously among the relevant industries and 
professions, e.g. forensic chemists versus EDP program­
mers knowledgeable in COBOL . 

• For two experts in the same speciality area--for 
example, computer security--billing rates will vary 
significantly based on the extent of prior experience 
and the complexity of the industry or business which 
has been the victim of the computer crime and with 
which the expert is expected to be familiar (e.g. 
banking versus retailing). 
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• The general availability of knowlegeable experts in a 
given speciality will also have a direct bearing on 
their cost: some types of specialists will be readily 
available locally while others will prove hard to find, 
may require financial incentives to induce them to tra­
vel, and will have travel costs. A closely related 
consideration is the following: The comparative abun­
dance of qualified candidates will make itself felt to 
some degree in a competitiveness in their fee struc­
tures, while comparative exclusiveness of other sorts 
of expertise will allow those who are qualified to more 
successfully dictate their own price. 

• Especially in the EDP technology fields, because their 
advent is so recent, generally-accepted billing rates 
for serving as" consultants to Government have not yet 
been established. This puts both the law enforcement 
agency seeking outside services and potential service 
providers at a disadvantage. 

• As with other types of professional services, e.g. 
legal services, real estate brokering, etc., fee struc­
tures vary significantly as between urban, suburban and 
rural areas, from one locale to another, from State to 
State, and regionally. The services of a qualified 
external EDP auditor who has served previously as an 
expert witness for example, could be expected to differ 
great.ly in cost from one jurisdiction to the next, 
depending on the "going rate" locally. 

In light of the above factors, it is impossible to accurate­
ly predict the cost of various sorts of outside expert assistance 
in an across-the-board fashion. 

In an effort to provide some guidance and direction in this 
difficult and complex area, it is strongly recommended that the 
following facts be taken into consideration whenever planning, 
budgeting or negotiating for outside expert services in a com­
puter related crime case: 

• Federal regulations relied upon to determine reasonable 
levels of daily compensation for expert consultants 
whose services are procured by the u.S. Department of 
Justice provide several good standards that local law 
enforcement agencies could adopt: DOJ regulations base 
an expert consultant's daily fee on one of the 
following: (l) the equivalent of his or her daily 
income from the relevant activity in the outside work 
world (i.e. dividing the salary by 260 workdays): or 
(2) where the consultant is a corporation or self-
employed, the equivalent of the daily billing rate, 
where there exists a reviewable billing history for 
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such services: or, where neither of the above two 
approaches is appropriate, (3) the equivalent of what 
is the average daily fee in the given profession, 
field, or speciality area. Under such a tripartite 
approach the daily rate for Government work "floats" 
but is tied to demonstrable iqcome or billing struc­
tures in the private sector. 4 j 

Many professions have very different billing rates for 
Government work versus private clients. For example, 
la~ers and ~sycholog~sts will often command very high 
dally rates ln the prlvate sector but will employ a 
different fee structure--and therefore lower daily 
rates--for Government consulting. This is especially 
true where the Govenment agency is seeking their review 
of the work of others or their advice on how to proceed 
rather ~han comm~s~i~ning them,to perform the demanding 
pr~fesslonal actlvltles for WhlCh they are retained by 
prlvate sector clients, i.e., trying a case or per­
forming psychoanalysis. Such experts should be asked 
about differential billing rates for Government 
service: where they have not previously consulted for 
Government, a differential rate should be suggested. 

Many independent consultants charge a daily rate which 
encompasses only a base fee for their personel pro­
fessional services. Others who are self-employed, or 
who are employees of profit-making companies include in 
their daily rate, in addition to the base fee an , , 
amo~nt WhlCh covers a portion of their cost of doing 
buslness (overhead burden, general and administrative 
burden), i.e. fringe benefits, rental and maintenance 
costs for their physical plant etc. and other indirect 
cos~s. Some,profe~s~onal consultants will also request 
a flxed fee ln addltlon to the direct labor (i.e. 
salary equivalent) and indirect cost burdens. Indirect 
costs and/or fixed fees can greatly increase the total 
daily billing rate for some private consultants, and 
consequently greatly increase the cost of such services 
to local law enforcement.. Such added costs are 
generally legitimate and necessary expenses which are 
reasonably passed on to the customer. However, other 
consultants do not pass on such costs, due to a variety 
of factors, which are generally tied to the fact that 
they work in organizations which have alternative 
methods of defraying costs, i.e. universities, 
foundation-supported or government-supported research 
centers, etc. The presence or absence of indirect cost 
~act~rs ~n a requested fee can have important budgetary 
lmpllcatlons. 
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• A number of professional associations, Government 
regulatory agencies and public: service groups exist 
which will provide information upon request about pre­
vailing billing rates for various types of consultant 
services. Such organizations should be contacted at 
the major case planning and budgeting stages, as well 
as later on to assess the reasonableness of a rate 
requested by a given outside consultant. 

• Compensating an outside consu.ltant on a day-to-day 
basis for the number of days worked is not the only way 
to proceed. Moreover, this c~proach may not facilitate 
advance budgeting nor insure the husbanding of scarce 
financial resources. Instead, it may be desirable for 
law enforcement agencies to consider contract:ing with 
outside experts on a fixed fE:!e basis--so much money in 
return for the performance over time of certain clealy 
specified tasks, payment to Joe made in full at the 
satisfactory completion of the work, or pro-rated at 
certain intervals. 

As indicated above, both the rang4:! of possible types of 
experts needed and the complexity of factors that would determine 
a daily rate for each type is so great that no general figures, 
in dollars, can be presented as a yardstick against which to 
measure likely costs or the reasonableness of fees requested. 
However, Exhibit A presents a suggested checklist of da~ta to be 
gathered and factors to be taken into consideration whe,n antici­
pating overall consultant expenditures in advance of commencing a 
computer related crime case. 

4.1.3 Balancing the Competing Interests 

Obviously, there are no easily generalizable answers to 
the questions, when should paid consultants be used? and, \..m.at 
amou.nt of compensation is reasonable versus excessive? The facts 
and circumstances not only of every case, but of every local 
fiscal, political and administrative situation will differ, 
thereby dictating different answers to these questions from one 
agency to the next, and, over time, for the same agency. 
However, several overall trade-offs will be present in every case 
and must always be made. 1~ese include the following: 

• What is the comparative importance of' breaking this 
case/obtaining convictions against these defendants 
versus the same considerations for other ongoing cases 
in the unit or agency, in terms of overall budget 
allocations? 
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CATEGORY 
OF 

EXPERT 

Computer 
Scientist 
Electronics 
Engineer 
Telecommuni-
cations 
Engineers 
Computer 
Crime 
Scholar 
Subject Area 
Expert 
ED!? 
Pro9%"ammer 
Systems 
Analyst 
Data Base 
Manager 
EDP Auditor 
Computer 
Security 
Specialist 
Computer 
Equipment 
Manufacturer! 
Vendor 
Computer 
Services Rep. 
Forensic 
Chemist 
Document 
Examiner 
Other 
Other 

NEEDED IN 
THIS CASE? 
YES OR NO 

EXHIBIT A 

SUGGESTED CHECKLIS'r FOR DETERMINING 
TECHNICAL ASSISTANCE NEEDS IN 

COMPUTER RELATED CRIME'CASES 

IDENTITY SOURCE FEE AVERAGE 
OF OF CHARGED? FEE IN 

EXPERT REFERRAL YES OR NO EXPERT'S 
FIELD 

($!DAY) 
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• What is a reasonable cost outlay for this computer 
related crime case when assessed against the com­
parative importance of the case? 

• How can available financi~l resources best be conserved 
and applied in light of the anticipated length of the 
investigation and complexity of the case? 

• In what aspects/areas of the investigation will the ser-' 
vices of paid experts be essential versus nice-to-have, 
and what are the ranked priorities when matched against 
available consultant dollars? 

• When should a less expensive/less--well-qualified expert 
be used rather than a more expensive/best-qualified 
expert, and vice-versa? 

4.2 Requisite Qualifications Will Vary With The Expert IS 

Speciality Area 

Apart from the question of whether paid or unpaid experts 
are utilized and whether, if unpaid, their services are loaned by 
Government, industry or other sources, what are the requisite 
qualifications such experts must possess? What standards should 
be employed against which to assess the adequacy of a given 
specialist's credentials, and what criteria should be applied to 
select one possible expert over another? 

As noted in section 2.3, the range o:E fields from which 
possible technical advisers in computer crime cases can be drawn 
is substantial. Most of these are areas of technological specializa·­
tion, though others are made up of persons with backgrounds in 
law, the physical sciences, the social sciences, business and 
finance. Requisite qualif.ications to serve as an expert, therE~­
fore, will vary from field to field. 

As a genera.l rule, formal qualificat~ions--credentials-­
become critically important once the decision is made to put an 
investigative or pretrial technical adviser on the stand, thereby 
renderin? ~im <;>r her a potex:tial expert 'r'{itness, who~e identity 
and qual~f~cat~ons become d~scoverable.i/ The pract~cal, 
"hands-on" experience in a given subject area is the paramount 
qualification of a behind-the-scenes expert during the early 
phases of the case. However, the possibility--under some cir-.. 
cumstances, likelihood--that t~he adviser will have to "go public II 
and take the stand argues strongly for the selection of experts 
at all stages who display the demonstrable formal qualifications, 
and personal characteristics, necessary to insure their accep­
tance by the court as experts in their respective fields and to 
sustain their credibility as f~xperts in the face of cross f:~xami­
nation and defense efforts at impeachment. Even if the behind-
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t~e-scenes.ex~ert ~s not designated as a potential expert 
w~tness, h~s ident~ty and qualifications, or the nature of the 
expert I s relationship with the Government or the victim may 
become discoverable.~/ 

Table 7 presents a matrix of relevant credentials and key 
types of computer related crime experts. Check marks (X) indi­
cate those formal qualifications likely to be of importance for 
eac~ cat.egory of expert, both in terms of their practical value 
1?eh~nd-the-sc7nes and, more .directly, their acceptability as cred­
~ble ex~ert ~~tn7sses at tr~al. The importance of each set of 
credent~als ~s d~scussed in detail in Section 4.:3.1, below. 

TABLE 7 
OCCUPATIONAL CATEGORIES OF COMPUTER (;RIME EXPERTS 

AND COMPARATIVE IMPORTANCE OF KEY CREDENTIALS 

PRIMARY CATEGORIES OF CREDENTIALS 

.' Z 
Q 

t.!loo :;: 
~~ u 

::> 
z ~~ ~~ 

:;!OO Q ~~ ~tJ "'E-< z15 
0<1: u_ t.!l~ oof;: t.!l-~ 0-
~f,l ~~ ~~ t.!l<l: ~8 -~ ~~ 
OO!:l ~~ ~~ 

~f,l ~g "',,; is,,, uS ~.-, 

~~ 000 ~~ ~tJ <1:0 E-<U ~~ !f~ 

CATEGORIES OF COMPUTER RELATED CRIME 
EXPERTS BY OCCUPATION 

COMPUTER SClliNTISTS X X X X X X 
ELECI'RONICS ENGINEERS X X X X X 
TELECOMMUNICATIONS ENGINEERS X X X X X 
COMPUTER CRIME SCHOLARS, RESEARCHERS AND/OR 
LEGAl, COMMENTATORS X X X X X X X 
SUBJECT AREA EXPERTS FROM VICTIM INDUSTRY X X X X X X 
COMPUTER USERS IN VICTIM'S EMPLOY X X 
DATA PROVIDERS IN VICTIM'S EMPLOY X X 
COMPUTER OPERATORS IN VICTIM'S EMPLOY X X 
EDP PROGRAMMERS (INTERNAL AND EXTERNAL) X X X 
SYSTEMS ANALYSTS (INTERNAL AND EXTERNAL) X X X X 
DATABASE MANAGERS (INTERNAL AND EXTERNAL) X X X X X 
EDP AUDITORS (INTERNAL AND EXTERNAL) X X X X X X 
COMPUTER SECURITY SPECIALISTS (INTERNAL AND 
EXTERNAL) X X X X X 
HW/SW MANUFACTURERSNENDORS X X 
COMPUTER SERVICE INTERFACING WITH VICTIM X X 
EXPERIENCED CRC INVESTIGATORS X X X X X 
FORENSIC SCIENTISTS X X X X X X X 
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------------ --- ---------------

4.3 General Criteria and Standards for Evaluating An 
Expert's Qualifications 

A determination that a given person is sufficiently 
knowledgeable and capable to serve as an expert in a co~puter 
related crime case will depend on two broad fac:tors. Fl.rst" does 
the candidate possess the objective qualificatl.ons for the Job? 
Does he or she possess the a~propriate,credenti~l~, ha~e relev~nt 
prior experience, and/or be l.n possess~on of crl.tl.cal l.nformatl.on 
having a bearing on successful resolutl.on of the case? 

Second, does the expert, albeit sufficiently qualified, 
display the personal characteristics ,that ~llo~ him or her to 
effectively function as part of t~e l.nvestl.gatl.ve ~eam? Is the 
individual a team player? Does hl.s or her professl.onal reputa­
tion and the quality of previous work :ecommend us~g~ in,the case 
at hand? Can the expert explain technl.cal complexl.tl.es l.n such a 
way that criminal justice practitioners--investigators, prosecu­
tors, judges--as well as lay~en--the jury--can cle~rly understand 
their meaning and importance? Does the expert proJect a pro­
fessional manner? Can he or she build and keep rapport with 
others? The following subsections address in detail both the 
requisite formal credentials and the essential pers~nal charac­
tertistics which effective consultants and expert Wl.tnesses must 
display. 

4.3.1 Credentials 

Credentials and standards for assessing the 
knowledgeability of out-of-court exper~s will vary~ as noted 
above, depend ing on the area of expertl.se. Even wl.th regard to 
laying the foundation at trial for a witness' acceptance bY,the 
court as an expert, the criteria, though generally standardl.zed 
between fields of expertise in the eyes of the law, are not 
inflexible and are subject to some variation. With these caveats 
in mind there are several broad areas in which experts are 
expected to display credentials and qualifications which , 
distinguish them from the laymen. These include the followl.ng: 

• 

• 

• 

professional licensure, ,certificat~on, or ~egistration 
by a recognized professl.onal body l.n the fl.eld of 
expertise in questionj 

relevant undergraduate, graduate, and post:sradu~te 
academic degrees directly in the field of expertl.se 
or a suitable background to it; 

specialized training and/or continuing professional 
education beyond academic degrees that indicates up-to­
date familiarity with the latest technical developments 
in the expert's subject area; 
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• 

• 

• 

the expert's writings and pUblications that display 
technical opinions and which are available as part of 
the general body of knowledge in the subject areaj 

relevant teaching, lecturing and/or other consultancies 
undertaken by the expert, which indicate that he or she 
is held in high professional esteem in the given sub­
ject area; 

professional ass.ociations with which the expert is 
affiLiated j 

• directly releva.nt prior experience which the expert has 
gained through undertaking similar assignments, whether 
as technical adviser or expert witness, in the given 
subject area; and 

• special status, or access to privileged information, 
peculiar to t.he case at hand which renders the indi vid­
ual an expert because he is in possession of unique 
facts. 

The following sUbsections address the comparative importance 
of each of these credentials in further detail. How they impact 
on the effective utilization of the expert in the case is 
addressed in Section 6.0 of this Manual. 

4.3.1.1 Professional licensure, certification 
or registration 

Most professionals to some degree regulate their 
members and feature mechanisms for reviewing a practitioner's 
qualifications--often at periodic intervals. Endorsements as to 
competence--a licf~nse to practice ·the profession, a certification 
of compliance with training or continuing education .requirements 
in a speciality a,rea, or registration at a central authority in 
the jurisdiction for purposes of regulating the profession--are 
all common practices. As Table 7 illustrates, the presence of a 
professional license, certification or registration is an impor­
tant factor in assessing the level of basic competence for tech­
nical advisers in most areas of expertise useful in computer 
related crime investigations (with the general exception of per­
sons in the viotim' s employ, or who interfaced with the victim's 
operations, and are experts because they are in possession of 
unique facts). Establishing ·that an individual possesses a 
license or certification in his or her profession, and/or is 
registered in the jurisdiction as a practitioner of that pro­
fession, is a standard step in laying the foundation at trial for 
the court to accept the 1:astimony of such an individual as 
expert. 
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Determining what standards are used to qualify a prac­
titioner in a given profession can easily be determined by 
inquiring of the professiunal licensinq or certifying body in 
ques,tion. In ad9-i tion, many jurisdictions require practitioners 
of a wide variety of professions, and who may have acquired their 
credentials elsewhere, to register witr.l a central Government 
authori ty if they desire to practice th,eir profession locally. 
Table 8 presents and identifies the central professional 
registering authorities for most States. The central registering 
authority can be a useful source of information on professional 
licensing standards locally and perhaps a source of expert 
referrals. In addition, this office or agency will be in a key 
position to confirm the bona fides of a particular expert the 
Government is considering retaining or t,hat of a defense expert 
whose identity in advance of litigation has been discovered. 

As we have seen, many of the more traditional professions 
supply experts to computer related crime cases. Thse include 
lawyers, engineers, forensic chemists, ei:c. Most States have 
laws on the books which dictate the critE!ria for professional 
licensing in these broader professions. However, qualifications 
for many of the new computer technology fields have not yet been 
a subject of state Government regulation, nor has the private 
security industry from which many physical security and data base 
s ecuri t,y consultants who are potential computer related crime 
experts are drawn. By way of example of the current differences 
between States on the regulation of such "new" computer related 
professions, Table 9 illustrates which states at present have 
'laws on the books to regulate the licensing of private securi,ty 

consultants. 

4.3.1.2 Academic degrees 

The presence of appropriate academic degrees has 
traditionally been a key indicator of whether an individual will 
qualify as an expert witness.l/ Even where an expert is being 
utilized in a computer related crime case as a behind-the-scenes 
technical adviser at the investigative or pretrial stage, the 
fact he or she may be CL "potential expert witness," or that the 
nature of their employment retention, qua consultant, is discov­
erable by the defense, the presence or absence of academic cred­
entials will be a relevant consideration when assessing overall 
utility and credibility of an expert.

8
/ 

Generally speaking, the requisite academic degrees for each 
profession and the identities of those institutions of higher 
learning whose degree programs are accredited are key facets of 
State or local licensure, certification or registration laws or 
regulations, as discussed in section 4.3.1.1, above. state or 
local laws should be consulted on this point. 
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Ta.ble 8 

State Regulatory Agencies Which License And/Or 
Regulate Many Types of Technical Experts 

State Regulatory Agency 

'ArJ.zona Department of-PublJ.c Safety 
Arkansas Department of Public Safety 
California Department of Consumer Affairs 

Department of State: Office of the Attorney 
Colorado General 
Connect,icut State Police 
DJ.strict of M7tropolitan Police Department: 
Columbia 

Department 
LJ.censes and Inspections 

Florida Department of State 
Illinois 
Indiana 

Depar~ment of Registration and Education 

Iowa 
Supe:J.n~endent of State Police 
CommJ.ssJ.oner of Public Safety 

Kansas OffJ.ce of the Attorney General 
Kentucky County and Municipal Clerk 
Maine Commissioner of Public Safety 
Maryland Superintendent of State Police 
Massachusetts Department of Public Safety 
Michigan State Police 

Department of Professional and Occupational 
Montana Licensing 
Nebraska Secretary of State 
New Hampshire Department of Safety 
New Jersey State Police 
New Mexico Office of the Attorney General 
New York Department of State 
North Dakota Office of the Attorney General 
Ohio Department of Commerce 
Oklahoma Local Chiefs of Police 
Oregon Private Securities Industries Board 
Pennsylvania J.Jocal Police Departments 
South Carolina Chief" State Law Enforcement Division' 

Virginia 
Departm7nt of Professional and Occupational 
RegulatJ.ons 

West Virginia The Secretary of State 
Wisconsin Department of Requlations and Licensing . 
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STATE 

Alabama 
Alaska 
Arizona 
Arkansas 
California 
Colorado 
Connecticut 
Delaware 
Florida 
Georgia 
Hawaii 
Idaho 
Illinois 
Indiana 
Iowa 
Kansas 
Kentucky 
Maine 
Maryland 
Massachusetts 
Michigan 
Minnesota 
Mississippi 
Missouri 
Montana 

Table 9 

States Which License and Regulate 
Private Security Consultants 

LICENSIN3 
REQUIREMENTS? STATE 

No Nebraska 
Yes Nevada 
Yes New Hampshire 
Yes New Jersey 
Yes New Mexico 
Yes New York 
Yes North Carolina 
Yes North Dakota 
Yes Ohio 
Yes Oklahoma 

Not Listed Oregon 
No* Pennsylvania 
Yes Rhode Island 
Yes South Carolina 
Yes South Dakota 
Yes Tennessee 
Yes Texas 
Yes Utah 
Yes Vermont 
Yes V i:~:9:i nia 
Yes West Virginia 
Yes Wisconsin 
1'10* Wyoming 
No* District of Columbia 
Yes 

* Check City and/or County Ordinances 
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LICENSING 
REQUIREMENTS? 

Not Listed 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
No* 
Yes 
Yes 
No* 
Yes 
No* 
No* 
Yes 
No* 
No* 
Yes 
Yes 
Yes 
No* 
Yes 

Despite the strateg ic importance of appropriate academic cre­
dentials for experts whose credibility may be challenged by the 
defense, with regard to the more technolog ical aspects of the 
problem, over-reliance on academic credentials for experts in 
computer related crime cases must be cautioned against. Many 
universities do not have well developed courses, especially post­
graduate, in this area. In addition, technological advances are 
occurring so rapidly that many educational programs are not 
current. Knowledgeable sources agree fairly consistently that an 
expert's academic preparation for his discipline should certainly 
be weighed and considered very carefully but of equal importance 
can be how recently the degree was taken and what other con­
tinuing education courses have been taken along the way. 

4.3.1.3 Training and continuing education 
experience 

As noted in Section 4.3.1.2, technological devel­
opments in computer programming, electronics and telecom­
munications engineering, EDP auditing, computer security and 
other specializations are occurring increasingly rapidly. 
Courses of training and continuing education in these areas, as 
in topical areas such as combatting white collar crime, economic 
crime and computer crime, are being widely offered. Certificates 
of completion and other objective indicators of ungraded skills 
as a result of attendance at such courses are frequently offered 
by professional associations and regulatory bodies. 

How many current, relevant training courses and continuing 
education courses have been attended by the prospective technical 
expert? How up-to-date is he or she on the state-of-the-art in 
this technical field? A showing of such currency is generally a 
corollary to the presentation of academic credentials to the 
court at tQe time an expert witness' qualifications are 
reviewed. 9/ The absence of such current educational updates can 
be expected not only to impact on the quality of expert advice 
given to the Government but can lead to impeachment of the 
Government's expert witness on cross examination and to the 
challeng ing of the technical accuracy of aspects of the 
Government's case when the identities and qualifications of 
behind-the-scenes technical advisers relied on when preparing the 
case are discoverable.lO/ 

4.3.1.4 Writings and pUblications 

Whether a prospective expert witness has 
published in the field of his or her purported expertise is tra­
ditionally an important factor to be reviewed when laying the 
foundation at trial f;or the technic·al adviser to take the starn as 
an expert witness • .!.!/ Prior pUblications: ma.y be of less rele-
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vance wl1en the expert is used as a technical adviser to the 
investigative or prosecutive team during the case preparation 
stages. However, this is not necessarily the case. The prior 
publications of a computer related crime scholar/researcher who 
has been retained to assist in profiling the computer felon(s) 
and determining modus operandi in a complex computer fraud case 
will be of direct relevance. Their availability could greatly 
assist the team by way of orientation, and such published views 
could be challenreq if the technical adviser's identity is discov­
erable pretrial.~/ 

What books or articles has the technical adviser written on 
the subject in question? Were they published and, if so, how 
recently? How were the expert's works received by his or her pro­
fessional peers? Are the expert's works considered authoritative? 
Do other published works in the same field challenge or contradict 
the expert's published views? Are the expert's published views 
consistent in all of his or her writings? Are his or her 
published views, while consistent among themselves, congruent 
with the expert's current views espoused in the case at hand? 
These are all critical questions to be addressed when selecting 
an expert. Especially if there is to be an established or pro­
longed professional relationship with the expert, the initiative 
must be taken to analyze the consultant's published works and to 
later monitor the pretrial preparation process to avoid any 
significant discrepancies which may arise between present, 
planned testimony by the expert and past, possibly contradictory, 
positions he or she has taken. 

4.3.1.5 Teaching and other consultancies 

Activities which evidence a consultant's prior 
acceptance as an expert adviser or instructor go to the issue of 
his or her reliability and credibility as part of the Government's 
team. Such activities as teaching or consulting in a given field 
are traditionally considered at the time an expert's qredentials 
are presented to the court in preparation for taking the stand as 
an expert witness.!l/ Because of the newness and rapid evolution 
of computer related technology, such credentials may hold more 
weight in a computer related crime case than academic degrees or 
publications. A careful reference check with past consumers of 
the prospective expert's services--trainees or clients for whom 
he or she has consulted--can be an excellent way to assess that 
expert's reliability and stature, plus ,the currency and nature of 
his or her views, in advance of retention in a given case. 

Extensive prior teaching and/or consultancies on the part of 
the Government's expert can, if he or she has been retained for a 
fee, sometimes work to the detriment of the prosecution. For 
example, an expert who for a fee has done extensive training of 
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investigators and prosecutors in the area of computer crime, and/ 
or who has for a fee testified frequently for the prosecution in 
such cases, but not for the defense, could be impeached for bias 
and/or financ~al interest if called as an expert witness by the 
Government. 14/ Especially where a substantia}. percentage of an 
expert's income derives from such services to law enforcement, 
his or her comparative utility as an expert witness may be 
comprised.12/ 

Even if such an expert is not a potential expert witness, 
his identity and involvement in the preparatory stages of the 
case may prove discoverable by the defense and lead to allega­
tions of bias in the technical advice rendered at the investiga­
tory stage.~/ These considerations aside, retention of an 
expert who has extensively trained and consulted for only one 
side in such cases can greatly lessen the fundamental value of 
having an outside expert on the investigative team to begin with-­
his or her objectivity when dealing with complex technical 
issues. 

4.3.1.6 Professional associations 

As in the case with professional licensure, cer­
tification or registration, membership by a prospective expert in 
professional associations representing practitioners in the given 
subject is a credential which gives added weight to a presumption 
of competence and which is routinely included in the proffer of 
an expert's credentials to the court preparatory to the presen­
tation of expert testimony.!l/ As with the matters of licensure, 
academic degrees, continuing education, and prior consultancies, 
membership in professional, .. ,associations is subject to verifica­
tion checks and to the gathering of references from the expert's 
professional peers. This is an important and useful quality 
control check which should always be taken advantage of, regard­
less of whether the technical adviser is viewed as a potential 
expert witness. 

4.3.1.7 Previous similar experience 

As noted in Sections 1.2 and 2.3, due to the 
newness of the various computer technology fields and the speed 
with which new developments in computer technology are taking 
place, formal credentials are often of less importance in com­
puter related crime cases than is direct prior experience with 
the victim company's computer operations, the brands of hardware 
or software used by the victim, the programming language involved, 
etc. In addition, prior experience at investigating computer 
related crimes, at providing computer security, or at computer 
related crime research can be the critical element that renders a 
particular party an expert adviser. Identifying trustworthy and 
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objective advisers who possess such direct prior experience' can, 
as has been noted elsewhere in this Manual, be the single most 
important aspect of selecting an expert. Despite the existence 
of traditional cr'iteria, such as formal credentials, by which a 
proffered expert's qualifications to testify as an expert witness 
are normally assessed, the trial judge has broad discretion to 
base a decision that an individual is an expert qualified to 
testify on a given subject primarilr--or even solely--on that 
person's prior relevant experience.~/ 

As noted in Section 1.2, above, and in Section 7.0, there 
are pitfalls in over-reliance on technical advisers with exten­
sive prior experience in the subject area. Maintaining control 
over the overall management and direction of the case can be one 
difficulty. Susceptability to defense charges of partisanship 
and bias against experts with extensive prior experience which is 
disproportionately on the Government's side only of such cases is 
another hazard. Regardless, this remains the single most impor­
tant qualification to provide technical assistance in the ever­
changing arena of computer related crime. 

4.3.1.8 Access to privileged information or 
unique facts 

As noted in Section 2.2, employees of the vic­
timized agency or of the manufacturer, vendor or service organi­
zation whose computer products the victim utilized can be among 
the most useful of technical advisers when investigating a com­
puter related crime case or preparing one for trial. The back­
grounds, education levels, and other credentials displayed by 
such persons can be expected to vary tremendously 7 this group 
will span top management at the victim organization, its in-house 
computer technologists, its data providers, equipment operators 
and others who handle relevant data or are in possession of 
unique facts about the victim's operations. As a result, quali­
fications for such persons in their respective fields, while 
important, will prove secondary to their familiarity with aspects 
of the victim's operations and equipment. For the narrow purpose 
of laying out what such operational practices routinely were or 
what equipment capabilities and vulnerabilities are, courts can 
be expected to admit expert testimony from such persons, provided 
the prosecution is able to demonstrate the expert witness' close' 
familiarity with such factors and his or her general competence. 

The greatest pitfalls in the use of such individuals as 
pretrial technical advisers or as expert witnesses at trial, 
obviously, are (1) distinguishing the true area of competence and 
(2) bias. Employees or service personnel may be qualified to 
speak authoritatively on only very narrow points and be com­
pletely unqualified on other, related points. In addition, 
loyalty to the employer, job security considerations or, on the 
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ot~er hand, a grudge against the employer or another employee may 
ta~nt the individual's objectivity and hence utility. And, of 
course, the investigative team must be especially circumspect 
about bringing such persons in as technical advisers unless and 
until their possible complicity in the crime has been completely 
ruled out. 

4.3.2 Personal Qualities of the Expert 

Apart from credentials, the other primary set of stan­
dards against which must be measured the advisability of utiliz­
ing a given individual as a technical adviser or expert witness 
consists of the qualities of the prospective expert. Because 
this area is primarily subjective, as distinguished from the 
relative objectiveness of credentials, a presentation of what 
constitutes the key factors and how they should be assessed is 
difficult. However, eight generic considerations have been iso­
lated which hold true for the use of technical advisers or expert 
witnesses in any major case, whether or not computer related. 
The following subsections present these considerations. 

4.3.2.1 Ability to work as part of a team 

Many individuals, regardless of the area of 
t~eir professional competence, are not temp~ramentally or attitu­
d ~nally ~eared to working as part of a team. Doubtless, this 
problem ~s more prevalent with certain professions than with 
others due to the nature of the work performed and other factors. 
As~e~sing wh~t~er a prospective expert will be a team player is a 
cr~t~~al d~c~s~on that must be ~de at the earliest stage of the 
relat~onsh~p--before the expert ~s retained. Reference checks 
and personal interviews are tools in making this determination. 
Effe~t~ve ~nage~ent. of the expert in the case, the security of 
sens~t7ve ~nvest~gat~ve data, and the effectiveness of the expert 
as a w~tness on the stand are only a few of the overriding con­
siderations that dictate utilizing only "team players" in expert 
roles. 

4.3.2.2 Trustworthiness and integrity 

" Despite the ad visability of limiting a technical 
ad v~ser s access to casework on a "need -to-know" bas is, the 
expert will invariably be exposed to sensitive information during 
the course of the case. At very least, this will extend to a 
knowledge of his own role in the case, conversance with those 
~spects of the investigation where he or she has been providing 
~nput, and the identities of others on the investigative team. 
The trustworthiness and discretion of the expert must be assured 
and maintained. Section 5.0 presents a variety of techniques 
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which are useful to employ to maintain the investigative 
integrity of the case. However, in the final.analysis, th7 
expert's integrity and discretion must be relled on to a.vold 
breaches of security. 

As with the problem of insuring tha.t t'1e expert is a team 
player, detailed referenc~ checks and .pE~r~onal interviews mus~ be 
utilized to make a prelimlnary determlnatlon as to the expert s 
trustworthiness and integrity. 

4.3.2.3 Professional reputation and r€!cognition 

A concomitant qualification to academic degrees 
and publications will be the notariety ~f the expert ~nd the pro­
fessional reputat:ion which he or she enJoys among ~el:: peers. 
While this will in part be a product of the authorltatlveness of 
the expert' s views and the I?restig i(:)Us:nes~ of. his or her formal 
credentials and e:xperience ln the fleld, lt wl11 also be reflect­
ive of the personal qualities which the expert displays. r-1any 
of these qualities will be directly relevant,to wheth7 r the, 
exper1: will be a good cand Mate for a harmonl0US worklng rela­
tionship with others on the case. 

'rhe expert's notariety can cut both ways with regard t'? his 
or her cred ibility as an expert witness on the stand: If h15 or 
her views are controversial or even contested, the greater the 
expert's notariety, the more likely the defense will be able t'? 
identify counter-experts familiar with the views and at c:rlds ,wlth 
them. On the other hand, increased notariety can go to the ~s~ue 
of st.ature and authoritativenss, by which opposing expert oplnlon 
can be overshadowed. 

Reference checks and a review of the literature in the field 
to accurately gauge an expert's professional st~ture and 
notariety a.re important steps t'? be undertaken lr: advance of 
retention. Even if the expert lS not to be retalned as a poten­
tial expert witness, the nature of his or her role in th~ c~se or 
the nature of the retairer agreement can make the expert s iden­
tity discoverable by the defense at the pretri~l stage and, th~s, 
open to attack his or her professional reputatlon and stature ln 
the t:ield .19/ 

4.3.2.4 Quality and timeliness of previous work 

It will be of critical importance to assess, in 
advance of retaining an expert, the quality of his previous work. 
Most directly, the quality of his or" her prior co~sultancies a~ 
service as an expert witness must be checked out ln great deta71. 
In addition, the general perception in the p::ofe~sional co~unlty 
as to the quality of the expert' s work--publlcatl0ns, teachlng, 
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lectures, etc.--should be determined. If the Government's 
expert is a potential expert witness, it can be assumed that the 
defense will make a thorough assessment in this area, and will 
attempt to impeach. The investigative and prosecutive team can­
not afford surprises on cross examination in this regard. 
Employers, prior clients, professional references, and pro­
fessional and regulatory agencies, among others, should be con­
tacted for an assessment of the quality and timeliness of the 
prospective expert's work. 

4.3.2.5 Professional bearing and demeanor 

Of perhaps subtle but always significant impor­
tance is the professional bearing and demeanor of the technical 
adviser. For potential expert witnesses, the ability to speak 
authoritatively, to sustain composure under vigorous cross­
examination, to avoid argumentativeness with opposing counsel and 
to simplify for the judge and jury without condescensicJ.'1 are 
essential characteristics to be displayed, the absence of any of 
which should screen the admitted expert out of the consideration 
as an expert witness. However, these and other qualities must be 
present in the behind-the-scenes technical adviser, too, who must 
work closely with the other members of the investigative team, 
often under pressure. 

Determining professional bearing and demeanor can be compli­
cated. Initial impressions during interviews and preliminary 
discussions about the case are important, as are assessments by 
references and other outsiders. However, all of these obser­
vations are of limited utility. Engaging in role play early in 
the process--with other investigators or prosecutors simulating 
an interrogation or cross-examination--will display useful infor­
mation about the expert's reactions under pressure and in 
response to challenges to his expertise. Playing devil's advo­
cate in a discussion with the expert about his views ,or opinions 
on technical issues, or asking the expert to discuss the 
weaknesses in his own positions, or probing the expert on sub­
jects beyond the area of expertise to assess the degree to which 
he or she is opinionated by nature are also useful techniques. 
In short, stress interviews for experts, whether or not they are 
viewed as potential expert witnesses, are an essential tool to 
gauge bearing and demeanor. 

4.3.2.6 "Presence" before a group 

The ability to effectively present ideas to a 
group is a learned skill; however, many individuals in all areas 
of endeavor lack this skill. An expert whose knowledge of a tech­
nical area is sound and who can effectively advise investigators 
behind-the-scenes mayor may not possess an effective "presence" 
before a group. 
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This will be a critical sldll in any expert witness~ for 
potential expert witnesses, advance screening for the presence of 
this skill and practice sessions to enhance it for trial are a 
must. However, the ability to make effective presentations to 
groups may also be a necessary attribute of the behind-the-scenes 
technical adviser~ this factor should therefore be taken into 
consideration when retaining ~.ny expert. 

Advisers at the investigative or pretrial s·tages of complex 
cases may be called upon to give orientation sessions on tech­
nical aspects of the case to a large group of investigators and 
other technical advisers. This will require the expert to be 
effective at group presentation. In addition, should the iden­
tity of the technical adviser become known to the defense at the 
pretrial stage, depending on the nature of his relationship with 
the Government and his role in the case, the expert may be sub­
poenaed to testify.20/ This would require him to have the same 
ability to effectively command the attention of a group as if he 
had been designated as a potential expert vlitness by the 

Government. 

4.3.2.7 Articulation with laymen 

A thorOl~gh grounding in one's field of 13XpE!rt:i.se 
and the ability to make effective group presentations an~ under­
cut if a technical adviser is unable to simplify complex tech­
nical matters so that the intelligent layman can understand them. 
Indeed, this is the most fundamental skill which a techical 
adviser or expert witness must possess. The ability to make 
technical points understandable to the members of the investiga­
tive or prosecutive team Vlill be critical to their ability to 
erect a sound theory of the case and to implement an effective 
strategy to break the case and/or obtain a conviction. 
Similarly, the ability to bring important technical points home 
to the judge and jury--without confusion or condescension--
',.,ill directly impact on the likelihood of a favorable vE~rdict. 

If the expert has performed other consultancies in the past 
or served previously as an expert witness, determining whether he 
or she possesses this skill should prove easy by performing a 
thorough reference check. However, in the absence of these prior 
experiences, an effective technique would be to have the 
prospective expert explain to a group of lay office staff present 
in the office the meaning of a few technical terms or concepts 
selected by the interviewer. If the uninitiated observers cannot 
grasp the expert's explanation, chances are that other laymen 
on the investigative team and on the jury will not readily 
understann, either. The presence or absence of strong interper­
sonal communications skills in an expert is universally 
acknowledged as a key factor in the advisability of retaining him 

or her. 
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4.3.2.8 Mannerisms and idiosyncracies 

. h Distraction d' suc as peculiar's lstract. Idios ' 
aspects of the exman~~rlsms, unusual modes of ~ncratlc behavior 
the speaker's per s personality tend to d f

ress
, and other 

of: vulgarity o~e:sage ~o the speaker himself e t~~t ?ttention from 
s~mtation, or fre~~:~~lV~ hum?r at inappropriatelt~Wlse~ the use 
rJ.vals would a homlnen remarks b - lmes ln a pre­
thus against ~~nd to alienate listeners a a,out professional" 
at all cost in lS message. Such distracti;~~nst the speaker and 
behavior mOdifi~h~,case of potential expert w~~st be eliminated 
bl3cause behind t~ 10n or replacement of the 1 nesses, either by 
circumstances - e-scenes technical adviser expert. Again, 
limited to d ?e subpoenaed to testify th s can under certain 

eSlgnated expert witn ,ese caveats are not 
esses alone. 

4.4 Sources for Ident;f' , 

:::~::~~~~~~~~~~l~c~a~tJl~o~n~~o~f~I~~d~'~~'~~~~~~~ A d' n lvldual Experts 
s lscussed in Sect' 

computer related' 10n 2.2, technical ad ' 
nu b 

crlme cases can b Vlsers for u~e . 
m er of sources Th' e recommended by ~ ln 

. ese lnclude the following: or drawn from a 

• 
• 
• 
• 

• 
• 

• 
• 

• 

• 
• 

in-house sources, 

other law enforcement agencies, 

other a ' gencles of State or local government, 

State and local l' , , lCenslng t'f 
reglstering bodies, ' cer 1 ying and 

law enforcement professional associations , 
p~ofessional associations in 
o expert knowledge sought, 

the 8ubject area 

the victimized organization , 

:~e manufa~turers/vendors and 
pply equlpment or interface serv~ng organizations who 

serVlces to ~he 't' l.. V1C 1m, 

oth7r organizations ' 
or lndustry, ln the victim's field of activity 

area universities and research centers, and 

private consulting f' area. lrms specializing in the subject 

Determining wh' h 
of expert ~ill be d7Ct source(s) to go to for a 1?articular sort 

lncluding the following: lC ated by a mix of factors, 
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• 
• 
• 

prior experience at obtaining experts, 

available financial resources, 

pre-existing relationships with other agencit::ls and 
referral sources, and 

• the facts and circumstances of each case. 

Table 10 presents a matrix of likely sources for technical 
advisers and expert witnesses in computer crime cases, arranged by 
type of expertise needed. 

4.5 Distinguishing the True Area of Competence 

A concluding consideration when selecting a.n expert is 
offered as a caveat: Be certain of precisely what area(s) of 
expertise the investigative team needs to tap ot:her advisers for, 
and be careful to distinguish between these various areas of 
technical expertise when selecting a given consultant. For 
example, the decision to retain an EDP programmer, an EDP auditor 
and a computer security specialist as a core terun of outside 
technical advisers when undertaking a complex computer related 
crime case will be a frequent decision. However, selecting a 
programmer who is proficient in the programming language of the 
victimized company will be equally essential. Likewise, 
selecting a programmer and an EDP auditor who are familiar with 
business applications of computer technology within the victim's 
field or industry will be a necessary distinction. Finally, when 
selecting a computer security consultant, the need for a physical 
security specialist, or a data security specialist, or both must 
be discerned. (Most computer security conSUltants are not expert 
at both aspects.) These examples could be expanded almost 
indefinitely. 

Distinguishing the areas(s) of specialized expertise needed 
must be coupled with distinguishing the true areas(s) of a given 
consul tarlt' s expert competence from other areas in which he or she 
is not truly expert. This process is made more difficult because 
experts in one area are often unaware--or unwilling to admit--
the limitations of their expertise. In situations such as these, 
reliance on representatives of the victimized organization or the 
manufacturers or vendors of the computer hardware or software 
equipment involved in the crime can be the best sources of 
guinance as to precisely what outside expertise is needed and 
what types of persons would be likely to possess the requisite 
capabilities. Consultation with experienced computer crime 
investigators or prosecutors, whether locally or from other 
jurisdictions, can be expected to be helpful on the more legal­
related aspects of securing outside technical advice. Finally, 
the involvement of an experienced computer related crime 
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TABLE 10 

LIKELY SOURCES OF TECHNICAL ADVlSORS IN COMPU'fER 
RELATED CRIME CASES BY TYPE OF EXPERTISE REQUffiED 
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TYPES OF EXPERTS 
REQUIRED 

COMPUTER SCIENI'ISTS X X X X X X 

ELECI'RONIC ENGINEERS X X X X X X 
i 

TELECOMMUNICATIONS 
ENGINEERS X X X X X X 

COMPUTER CRIME 
SCHOLARS X X X 

SUBJECT MATTER EXPERTS 
FROM VICTIM'S INDUSTRY X X X X 

COMPUTER USERS X X X 

DATA PROVIDERS X X X 

COMPUTER OPERATORS X X X 

NON.cOMPUTER PERSONNEL 
WHO INTERFACE IN VICTIM'S 
OPERATION X X X 

EDP PROGRAMMERS X X X X X X X X 

SYSTEMS ANALYSTS X X X X X X X X 

DATABASE MANAGERS X X X X 

EDP AUDITORS X X X X X X X X 

COMPUTERSECUR.ITY 
SPECIALISTS X X X X X X X X 

EXPERIENCED COMPUTER 
RELATED CRIME INVESTIGATORS X X X X X X 

FORENSIC SCIENI'ISTS X X X X X X 
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researcher or scholar could prove helpful when attempting to iso­
late the areas in which outside expertise will be required in the 
case. 
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5.0 PRIVACY AND SECURITY CONSIDERATIONS IN THE USE OF OUTSIDE 
EXPERTS 

Sadly, the. fact that an individual is an expert does not 
necessarily render him or her honest and trustworthy. While 
improper activities by experts are not likely, the potential for 
damaging actions by persons with access to sensitive information 
does exist, and should be addressed. Computer related crime 
cases like other white collar crime cases are likely to be 
fraught with complex technical issues that require the investiga­
tive/prosecutive team to turn to others for technical assistance 
at any or all stages of the case. Experts in such cases will be 
uniquely privy to sensitive data gathered during the investiga­
tion, to the internal workings of the30vernment' s team, and to 
the details of the investigative and prosecutive theory of the 
case. As a result, the need for privacy and security safeguards 
on the use of outstde experts in such cases is great. This sec­
tion addresses these concerns. 

5.1 Privacy and Security Considerations in Computer Related 
Crime Investigations 

Computer related crime investigations and prosecutions may 
lead the team, including the consultant/expert, into some excep­
tionally sensitive areas. For this reason, special attention 
must be paid to security considerations. Some examples of these 
sensitive areas include access to national security matters, cor­
porate trade secrets, legally privileged information, secret pro­
ceedings of ongoing investigative grand juries under a special 
deputization process, active criminal intelligence files and the 
proceed ing s from court-authorized electronic surveillance. 
Obviously, these possibilities represent some of the more extreme 
examples which would commensurately require a much higher level 
of security consciousness. Not all computer related crime cases 
will feature such aspects or raise such concerns. However, one 
or more of these special security areas tend to appear in major 
case investigations, especially in financial and other types of 
white collar crimes. Even where a computer related crime case 
does not at the outset appear to involve such aspects, it is 
important to appreciate that what may have begun as a routine 
investigation can quite conceivably and quickly turn into a very 
sensitive matter. In this respect, more long-range planning 
which seeks to anticipate these types of occurrences is essen­
tial. Good jUdgement and discretion are required as agencies 
proceed with complex cases in such new areas of law and criminal 
procedure. 
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5.2 The Necessity for Background Checks and Credibility 
Evaluations 

In much the same way as novices tend ·to attribute to com­
puter generated data absolute accuracy and infallibility, the 
uninitiated computer related crime investigator may be tempted to 
generalize from an expert's technical qualifications and assume 
that important personal qualities are present \\:hen this is not 
necessarily so. The fact that someone has specialized knowledge, 
advanced degrees and enjoys a professional reputation as an 
lIexpert II in a particular field does not necessarily mean he or 
she will be an asset or a good security risk in a sensitive com­
puter related crime case. Many other factors must be considered 
in a background check and evaluation of the consultant from a 
security standpoint before this conclusion can be reached. 

Several key factors must be considered when evaluating the 
prospective expert as a good security risk for inclusion in the 
investigative team. These include the following: 

• any previous experience at classified work or sensitive 
cases, and demonstrable discretion: 

• apparent financial stability and the presence or 
absence of any potential conflicts of interest relative 
to the case at hand: 

• personal and professional ethics, as demonstrated 
through previous work and associations; 

• amenability to guidance and direction, willingness to 
work as part of a team, and loyalty to group goals: 

• respect for the right of privacy of individuals and 
organizations under investigation; and 

• any previous history of unauthorized disclosure of con­
fidential information. 

How thoroughly a consultant is checked out will depend upon 
a variety of factors. Is he or she paid? What will be the 
extent of the expert's involvement? How sensitive is the case in 
which the expert's services will be utilized? Are the various 
aspects of the case compartmentalized or does everyone on the 
team know everything about the case? How closely and competently 
can the day-to-day activities of the consultant/expert be super­
vised by a known and trusted official member of the team? Has 
the expert in question been utilized by the agency before? If 
so, what was the previous experience and quality of the 
background check? What has the person been doing professionally 
since last contact? The answers to these and similar questions 
will dictate the nature and extent of the background check to be 
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undertaken, as well as the limitations and sa'=eguards placed on 
the consultant's utilization on the case. 

5.3 Key Steps in Completing the Background Check 

What should be required in conjunction with the background 
check? Again, this will depend somewhat on the specifics of each 
case. But in general, during the preliminary contact stage-­
negotiations and first interview--an authorization and waiver 
should be obtained for access to and examination of various 
records, including financial. In addition, a comprehensive and 
updated professional resume should be obtained which includes 
previous employers and references. The references should be 
checked carefully. 

In addition, the investigators may decide to ask the 
prospective witness to suggest the names of professional rivals 
or competitors, or previous employers or clients with whom good 
relations have not been maintained and the reasons therefor. Any 
prominent person who has taken a stand on a disputed issue, 
engaged in legal related advocacy efforts, or published in an 
important field has developed rivals and antagonists. Persons 
are not always as reluctant to provide such information as one 
might assume at first. Reference checks with such persons should 
be undertaken, duly recognizing that the source will doubtless 
provide a negative reference. This approach is justified because 
it anticipates a defense strategy. If today's consultant becomes 
tommorrow's expert witness at trial, the investigative/prosecutive 
team will want to have some idea of whom the defense will bring 
in to discredit the expert, and have an idea of what they may 
say. If the consultant under review and consideration refuses to 
discuss his or her professional adversaries or detractors, then 
one must question that person's possible honesty and utility as a 
confidential technical adviser. 

In any event, all positive and negative factors potentially 
affecting the credibility of a key witness who may later play the 
vital role of offering expert opinion testimony at trial must be 
fully explored and considered. As has been demonstrated on 
numerous previous occasions in computer related crime cases, the 
admissibility of evidence and subsequent outcome of a proceeding 
will very often hinge critically on the testimony of the expert. 
This should be considered during the credibility evaluation and 
background check. 

Credit checks and a review of the expert's fiscal solvency 
are also key aspects of the background check. For example, 
experts or advisers who are employees of the victim organization, 
and themselves may have had the motive or opportunity to profit 
from the computer related crime are an obvious category of experts 
for whom large bank deposits or purchases, or a recent: sudden 
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improvement in standard of living would be suspicious and must be 
investigated and explained. Technical specialists who are out of 
work or otherwise facing fiscal difficulties may be impeachable 
at trial by the defense as biased because they had a financial 
interest in the success of the litigation. Confidential "inside" 
advisers who are in possession of especially sensitive infor­
mation in the case may be high risks for bribery if their finan­
cial situation is not good. These are only a few of the more 
obvious scenarios that suggest a thorough check of bank and cre­
dit references for prospective experts. 

5.4 Special Security Precautions During the Course of The 
Investigation 

For many major computer related crime cases, as for other 
types of white collar crime cases, a thorough background check 
alone will not provide an adequate assurance that 'the privacy and 
security of sensitive data will not be compromised by the outside 
consultant. Consequently, additional, special security pre­
cautions must be put in place and maintained throughout the 
course of the investigation. This section suggests several 
effective security precautions that could be employed. 

5.4.1 Limiting Access to Sens itive Information to 
"Need-to-Know" Personnel 

The larger and more complex a computer related crime 
case becomes, the more d :~f-&:icult a management challenge it pre­
sents. This situation 'will also lead naturally ·to a "compart­
mentalization" of functions and tasks within the investigative 
team. This situation can be turned to advantage with regard t.o 
security of information. Limiting the technical adviser's access 
to sensitive case information to only those areas in which his or 
her expertise is needed should prove easier to accomplish in such 
large investigations; nevertheless, this principle is an import­
ant one in any sensitive case, regardless of size. Internal 
staff discipline and discretion on the part of the law enforce­
ment members of the team, coupled with physical data and file 
security precautions, are critical concomitant aspects of a suc­
cessful need-to-know information access policy. 

Serious consideration should be given to the value of segre­
gating elements of a major complex investigation. This remains 
true with computer related crime investigations, especially in 
the situation where a confidential "insider" source of infor­
mation may be providing intelligence on a continuing basis from 
within the corporate structure or computer environment itself. 
Under these circumstances, where there is some evidence to suggest 
a continuing criminal misuse or abuse of the computer and the 
total scope of the investigation is not yet clear, the identity 
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and perhaps even the existence of the source should be safe­
g~arded from anyone without a clear need-to-know. This is espe­
c1ally true where the source himself has asserted this right for 
fear of,reta~iation and where the consultant may only have a 
short-l1ved 1nvolvement or responsibility in connection with the 
case. 

5.4.2 Utilizing Multiple Experts As A Cross-Check on 
Each Other 

, The,more,sensiti~e a~d/or unique the input which a 
techn1cal,adv1ser 1S contr1but1ng to the investigation, the 
greater w111 be the danger of placing uncorroborated reliance on 
that ~nformation in erecting the investigative and prosecutive 
~heor1es. Moreover, the greater will be the possibility in such 
7ns~a~ces that efforts to compromi~e or neutralize the expert--
1111C1tly, ~s through b:i~e~, or legitimately, as through defense 
efforts to 1mpeach cred1b111ty--will occur. 

Whenev~r the facts and circumstances, coupled with available 
~uman and flscal resources, pe:mit, multiple sources of expert 
7nput s~ould be sought. Espec1ally on very sensitive or pivotal 
lSSU~S 1n the case, a "second opinion" provides an excellent 
qual1ty control as well as security precaution. 

Under some circumstances, it will Drove more advantageous to 
le~ each,e~pert kn~w that another sourc~ for such input is also 
be1ng ~t111zed. D1sadvantages from this approach, however, are 
potent1al1y great: Likely alienation of the consultant increas­
ing the possib~lity for collusion between the experts, ~nd lack 
of cost effect1veness are some possible disadvantages here. 

5.4.3 Reliance on Technological Aids 

, Depen?ing upon the procedures of each prosecutor's 
off7c~ and ~ppl1cable State laws, some units may consider the 
adm1nlstrat10n of a polygraph examination as an adjunct to, but 
not a,replacement for, other traditional background investigation 
techn1ques. Each situation will be different and, obviously, any 
advantage~ must be considered and balanced against potential 
~roblems 1n the developing relationship with the conSUltant. It 
7s strongly reco~~ended that a waiver be obtained if a polygraph 
15 used and that surreptitious means such as the voice stress 
analyzer n~t be employed. If a surreptitious analysis is per­
formed, aS1de from the obvious legal and ethical implicat~ons, a 
sense of antagonism and distrust will have been created within 
the inv~s~igative team. This must be avoided. Security checks 
are leg1t1mate and should not create problems if accomplished in 
a professional and straightforward manner. 
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5.4.4 Deputizing the Expert 

Under exceptional circumstances, such as when access to 
very sensitive materials will be required, the law may dictate 
that only law enforcement officers have access. Examples of this 
could be disclosure of an ongoing court order for electronic sur­
veillance or access to secret grand jury proceedings. Under 
these circumstances, consultants/experts may have to be spe­
cially deputized. They should be advised in writing, and 
required to acknowledge receipt of such notice in writing, so 
that they understand the legal sanctions against unauthorized 
disclosures (often criminal penalties). In addition, for persons 
without previous experience in these areas, it may be desirable, 
simply for the increased sobering effect, to take such a special 
deputy before a judge and have the court enter an order rein­
forcing the prohibition against premature or unauthorized 
disclosure. 

Very often the solemnity of these proceedings alone is 
enough to serve as an effective reminder for the inexperienced, 
especially when coupled with a precaution concerning potential 
contempt of court proceedings if the precautionary order were to 
be violated. This could be overdone and traumatize the new 
member of the team, but if done properly, it can have quite the 
opposite effect of amplifying the professionally serious nature 
of the investigation. From a practical psychological standpoint, 
it can be helpful for the purpose of creating the feeling with 
the new team member consultant that he or she is engaged in 
something very special and is now accepted on the "inside," with 
all of the accompanying privileges and responsibilities. Obvious­
ly, some personality types will respond more favorably to this 
approach than will others and the conversion of experts into 
special deputies must proceed cautiously. 

The process of deputizing outside individuals, albeit tech­
nical experts working hand-in-hand with career law enforcement 
professionals on the case, could precipitate legal problems in 
some jurisdictions. This practice must therefore be employed 
cautiously and only after a complete legal analysis of the impli­
cations. Possible legal complications arising from the practice 
of deputizing technical advisers include the following: 

• The Federal Government and several of the States have 
statutory prohibitions on the books agains~ employing a 
private detective to enforce public laws.ll Deputizing 
a private security consultant, for example, who might 
then participate with career law enforcement officials 
in the drafting and serving of search warrants, crime 
scene search, and/or interrogations of witnesses would 
arguably violate such "Pinkerton Law" provisions. 
Possible exclusionary rule problems and sovereign 
immunity problems could as a result 'arise for both the 
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investigative agency and the deputy, either in the con­
text of the case at. hand or later, in a separate suit. 

• Most States have standards for law enforcement officer 
certification and procedures for obtaining such cer­
tification, by virtue of courses of education and 
training, etc., which are embodied in statute or regu­
lations. Deputizing private individuals who do not 
otherwise meet the State standards for law enforcement 
o~ficer certification could also lead to legal implica­
tl.on.s later on. 

The role of the particular expert witness in a given case 
W~ll, as no·ted earlier, dictate the advisability of deputizing 
hl.m or her. The above caveats mayor may not bear on the deci­
sion, depend ing on the role the. expert will play (or be limited 
to playing) and the state of the",law in the jurisdiction. 

5.5 Weighing Credibility Factors 

, Freque~tlY, ,key technical advisers or prospective expert 
wl.tness:s wl.ll dl.splay one or more personal history problems, 
credentl.als problems, or personal idiosyncracies that will

q 
if 

~no~n, to the defense, ~a:"e a potentially negative impact. The 
decl.sl.on whether to utl.ll.ze the adviser and/or designate him as 
an expert witness despite such problems must be the resu.lt of a 
sUbjective but dispassionate weighing of the impact on credi­
bility. 

What kinds of negative personal history discoveries will 
have more bearing on the creel ibility of t:.he expert t:han others? 
The answer to that question will vary greatly, depending on a 
number of facts. What follows illustrates some of these. 
Remember we are at this time primarily concerned ~Ilith the factor 
of credibility. Let us suppose that in the course of the 
background investigation or preliminary interview, it is discov­
ered that, when much younger, the expert was on.ce arrested for 
possession ~f a small amount of marihuana (20 years ago while he 
or she was l.n college). The impact that this will have on a 
judge or jury regard ing ~he cred ibility of the expert as an 
expert witness will vary considerably from one geographic region 
of the country to the next, and even between urban and rural set­
tings wi~hin the same State. Generally speaking, though, this 
matter wl.ll have far less negative impact on the witness I cred i­
bility than would certain other happenings which were not crimi­
nal offensE':s. 

Let us suppose that, more recently (five years ago), the 
expe::t \o7r7S expelled from graduate school for cheating on an 
examl.na.t_l.on and one year later was civilly sued, successfully, 
for breach of con.tract in the writing of a book in which certain 
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key materials were plagiarized. To make matters worse, an import­
ant element of the prospective expert's professional reputation 
may have been based on the book. Now, in the first instance, 
where there was an arrest for a violation of criminal law but no 
conviction, a judge or jury might not attach too much negative 
weight to a 20 year-old incident of that type, assuming there 
was no additional drug abuse in the intervening period. On the 
other hand, the second incident, more recent, though noncriminal 
in nature, would probably have more of a damning impact on the 
credibility of such an expert since it affects integrity and 
professional reputation, especially of a potential expert witness. 
The first example might be more likely to be discovered and yet 
~he second example, administrative and civil in nature, might be 
the more significant and relevant to the issue of credibility. 

5.6 Establishing Security Within the Investigative Unit 

Several key privacy and pecurity protections have been 
suggested in previous sections of this chapter which have generic 
applicabili ty to all computer relat.ed crime cases, whether large 
or small, complex or simple. The value of a number of these as 
general management tools is aiso discussed in Section 7.0, below. 
By way of summary, it is suggested that the following steps, at a 
minimum, must be taken to insure security within the 
investiga~ive/prosecutive unit for any computer related crime 
case: 

• limit access by outside experts to documents and other 
data gathered in the course of the investigation on a 
need-to-know basis; 

• execute a written agreement with the expert which de­
fines the nature and scope of his or her role; 

• obtain a signed notice from the expert that he or she 
is aware of the privacy and security requirements in 
force in the investigative unit, agrees to comply 
with them, and understands the possible penalties for 
breaches of security; 

• clearly define the chain of command within the unit and 
designate a particular law enforcement professional as 
the expert's contact; specify the nature and scope 

• 

of the contact's authority to guide and direct the 
activities of the expert; 

maintaL1 ongoing monitoring of the expert's activities 
and contacts during the course of the investigation, 
pursuant to a combination of means which are ethical 
and of which the expert has been apprised; and 
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• conduct periodic security checks during the course of 
the case to provide follow-up and update to the ini­
tial reference checks. 

5.7 Positive Approaches Toward PrevEmting Breaches of 
Security 

At the same time that the above precautions are instituted 
to guard against breaches of security, positive interpersonal 
steps should be taken to maintain team loyalty and prepare out­
side experts for the pressures and frustrations of a major case, 
thereby working to prevent breaches of security from arising., 
This section suggests several such techniques. 

Try in every way possible to keep the relationship between 
team members positive and constructive. This in itself will 
minimize the occurrence of security breaches and leakage of infor­
mation either to the media or the suspect individuals or organi­
zations. Perhaps one of the most common security problems in 
protracted white collar crime investigations is the "frustration 
leak" of case related information. Mainta,ining team morale and 
loyalty can counter this tendency. 

Psychologists have now demonstrated through research that 
one of the best ways to deal with frustration and job str·ess is 
to simply understand beforehand what it is, how it occurs and 
what to do about it once the indicators begin to appear. Persons 
outside of the criminal justice sysLem often do not understand the 
delays and cumbersome procedures that are part of our system of 
law. They should be oriented in this regard as the case develops, 
or at some point they may throw their hands up in futility, or 
inadvertently compromise the case in some fashion by inappro­
priately venting their frustrations. This is a particularly 
acute hazard in those types of cases that frequent,ly go on for 
months, or years, with questionable outcomes in terms of sent­
encing and deterrence. 

Those experienced in white collar crime investigations and 
prosecutions have often heard victims and witnesses say after a 
long and drawn-out trial, "Never again." Prepare your con­
SUltants and expert witnesses for this experience beforehand, 
without imparting a negative or cynical tone to the case. If 
things turn out a little better, let everyone be pleasantly 
surprised for a change. 

As much as possible, be specific and flexible in developing 
the contract with the consultant/expert. This document should 
also contain some specific elements·relating to security require­
ments and pr.ocedures. Specify the satisfactory completion of a 
background investigation before the contract is finally nego­
tiated, perhaps also inc Iud ing a provision for obtaining a fidel-
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ity bond, if deemed advisable. Finally, 
monitoring of all team members must be a 
fixed accountability and responsibility. 
background checks and then go to sleep on 
over the course of a lengthy, complex and 
puter related crime investigation. 

security and integrity 
continuing process with 

Do not cond uct 
the issue of security 
often frustrating com-

5.8 Legal Remedies for Breaches of Privacy or Security by 
An Expert 

Privacy issues will mainly arise in a computer context inso­
far as the law recognizes certain information which may be con­
tained on computers is confidential and affords legal protection 
against its misuse. The basis for such protection may be statu­
tory, common law and/or constitutional. The informatio~ pro­
tected may pertain to individuals, to businesses (propr1etary 
information), or to Government itself (e.g., national security 
information). Privacy consideratons give rise, in turn, to con­
siderations of computer security, to the end of safeguarding com­
puter sY,stems and the integrity and confidentiality of informa­
tion contained therein. 

The use of expert witnesses/consultants and their usefulness 
in computer related crime cases is the focus of this Manual. It 
is the privacy and security considerations legally.atte~ant upon 
such use which will be addressed here. These cons1derat10ns are 
a consequence of the access afforded such experts during the 
course of an investigation or trial to computer systems and con­
fidential computer information. This section addresses five such 
forseeable consequences. These are as follows: 

• 
• 
• 
• 

illegal acts against a computer or its software; 

misuse of confidential information; 

unlawful out-of-court disclosures; 

breaches of special privileges (e.g., attorney·-client 
privilege); and 

• violations of spec ific computer security la'.~s. 

These general areas of possible law violation and legal 
remedies available to counter such actions by experts are 
illustrated in Table 11, below. 
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Table 11 

Federal and Sta'te Causes of Action 
For Breaches of Privacy or Security 

by Computer Crime Consultant/Expert Witness 

ILLEGAL ACTS AGAINST A COMPUTER OR ITS SOFTWARE WHICH IS 
EVIDENCE IN A CRIMINAL CASE:. 

• Embezzlement of public money or assets 
• Theft of Government property or records 
• Malicious mischief/destruction of property 
• Concealment/removal/mutilation of court reports or records 
• Criminal trespass 

MISUSE OF CONFIDENTIAL INFORMATION FOR ONE'S OWN GAIN: 
e Prohibitions against "special Government Employees" 

using inside informaiton for private gain 
• SEC Rule 10b-5 (securities violation) 
• State securities laws 

UNLAWFUL OUT-OF-COURT DISCLOSURES:, 
• Federal statutes 

• 

• 

National Security Act 
Trade Secrets Act 
Privacy Act 
Census Act 
IRS Code of Confidentiality 
Fair Credit Reporting Act 
Right ot Financial Privacy Act 
Family Educational Rights and Privacy Act 

State statutes 
medical records 
education records 
tax records 
arrest records 

Tort Liability 
defamation 
invasion of privacy 
violation of trade secrets 

• Breach of Contract 

BREACH OF SPECIAL PRIVILEGE:. 

• Prohibition against unauthorized release of 
Government reports by employees 
Theft of military or State secrets 
Attorney-client privilege 

• 

• 
• 
• Privilege against disclosure held by party to litigation 

VIOLATION OF SPECIFIC COMPUTER SECURITY STATUTES: 

• RemoV'al of classified national security information 
from Federal computer 

• State statutes banning computer abuse 
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5.8.1 Illegal Acts Against a Computer or Its Software 

The most obvious, though presumably least likely, risk 
in the access afforded an expert to computer hardware or software 
during the course of a case is the co~issio~ of ill~al act~ by 
the expert upon the equipment,or phys~cal 7v1dence wh1ch der1ves 
from a computer (i.e., magne1:1c tape or pr1ntout). These may 
include destructive acts against the system a~/or the d 7 struc­
tion, theft or alteration of information conta1ned there1n. 

Such acts constitute what is commonly understood as computer 
crime. The various traditional legal provisions ~"hich may be 
brought to bear upon such acts are extensi~e at th7 F~eral and 
State levels and are addressed in a compan10n pub11c~t:on. These 
include, by way only of illustration, statutory pro~1s10ns sur.h 
as those to prohibit embezzlement and theft of pub11c noney, pro­
perty or recordsj malicious mischief upon Government propertYj and 
concealment, removal or mutilation of court records and repor~s: 
In addition, it should be noted that several St~tes have spec1f1c 
computer related crime statutes on the books wh1ch could be 
invoked in such situations. 

5.8.2 Misuses of Confidentia.l Information 

It is the law in the Federal system that agency 
tions contain a provision to the effect that no "spe<?ial 
Government employee" may use inside inform~tion ob~a1~r 
result of his Government employment for pr~vate ga1n'7 
States have similar provisions on the books. A "spec1al 
Government employee" has been defined by statute as: 

regula-

as a 
Some 

(A)n officer or employee of the executive or legisla­
tive branch of the United States Government, of any 
indeper~ent agency of the United States or,of the 
District of Columbia, who is retained, des1gnated, 
appointed or employed to perform, with or w~thout com­
pensation, for not to exceed one hun~:ed t~1rty days 
during any period of three h~ndr~ s1xty-f1ve con-, 
secutive days, temporary ~ut1es e1ther on a full t1me 
or intermittent basis ••• ~/ 

An individual who entered into an agreement with the U.S. Justice 
Department to appear as a fact witness at a criminal tria~ and, to 
serve as an ad viser to the prosecution has been dee~ed a spec1al 
Government employee. 1I4/ Whether there are expert w1tness/con­
sultant roles not encompassed by the statutory definition is not 
clear from existing law. 

A more narrow form of misuse of confidential information by 
an expert witness/consultant may entail potential liabil~tY,under 
the law. Rule lOb--5 of the Securities and Exchange Comm1ss10n 
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(SEC) makes unlawful the perpetration of fraud upon any person 
in connection wi·th the purchase or sale of any security.~/ The 
SEC in a 1961 decision stated that one who has access, directly 
or indirectly, to information intended to be available only for a 
corporate purpose may not take advantage of such information 
knowing it is unavailable to those with whom he is dealing.~/ 

The Second Circuit Court of Appeals in 1974 considered an 
action brought against a corporation's underwriter, which had 
lawfully been privy to confidential information from the 
corporation's directors that a sharp downturn in earnings was 
anticipated. The court held the und~writer liable on disclosing 
the information to its customer~, and its customers possessing 
that confidential corp,orate information liable on trading in that 
corporation's stock.2! The Supreme Court, in a very recent (and 
its only) opinion directly addressing insider trading, noted with 
approval these and related cases establishing liability, while 
overturning a criminal conviction. 8 / 

Such are the parameters of the law bearing upon the poten­
tial liability of an expert witness/cbnsultant for the misuse of 
confidential information under SEC Rule lOb-5. Where in the 
course of an investigation or prosecution an expert is given 
access directly to a corporation's computer records, disclosure 
of material confidential information, or trading in that corpo­
ration's stock with such information may constitute liability. 
Trading in other stock on that basis would be more problematic, 
as would disclosure or trading on the basis of confidential 
corporate information acquired by ·the expert through access to 
governmental computer systems. The latter situation raises the 
issues addressed in part in Section 5.8.5, below. 

5.8.3 Unlawful Out-of-Court Disclosures 

The largest single problem area encountered in breaches 
of privacy by outside experts involves unauthorized disclosures. 
Possible remedies here include criminal prosecution (or civil 
suit) under Federal or State statutes or by virtue of State tort 
or contract law. 

5.8.3.1 Federal statutes 

An out-of-court disclosure by an expert witness/ 
consultant may be unlawful because the disclosure is in violation 
of a Federal statute. One needs to ask in each instance whether 
the specific information disclosed is of a type the disclosure of 
which is prohibited by the statutej whether the specific type of 
disclosure (i.e., to whom and for what purpose) is permitted by 
the statutej and whether one in the role of expert witness/ 
consultant is governed by the statute's liability provisions. 
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Several Federal statutes designate information as confidential, 
and prohibit such information's disclosure. Whether a given stat­
ute makes unlawful disclosures by an expert witness/consultant 
again would appear to depend upon whether the statute's liability 
provisions reach one in such a role. 

The answer is affirmative as regards national security 
information. The disclosure of classified information is prohib­
ited by statute, with criminal penalties applicable to "whoever 
knowingly and willfully communicates, furnishes, . . . II~/ The 
photography, mapping or other representation of military defense 
properties is, likewise

6 
prohibited by statute, with criminal 

penalties applicable. ,,~/ 

By contrast, unlawful disclosures under the Trade Secrets 
Act are subject to criminal penalties applicable only to "any 
officer or employee of the United States or of any department or 
agency thereof."l~/ Criminal penalties under the Privacy Act of 
1974 similarly make reference only to "any employee of an 
agency."~~/ Whether expert witnesses/consultants--ordinarily 
"special Government emp'oyees" by statutory definition--are to be 
deemed officers or empl 1ees for purposes of either statute's 
criminal penalties is not definitely clear. There have, signifi­
cantly, been no prosecutions of any kind under either .Act. The 
Privacy Act does make provision for civil liability as well; only 
agencies, however, are subject to such civil actions. 

Two more specific confidentiality statutes are the Census 
Act~/ and the recently enacted Internal Revenue Code on Confi­
dentiality.14/ The Census Act provides criminal penalties for 
unlawful disclosure of individual census reports, and permits 
access only for census purposes and only to sworn officers and 
employees of the Commerce Department. The Internal Revenue Code 
on Confidentiality's criminal penalties for unlawful disclosure 
of taxpayer return information have reference, in pertinent part; 
to "any officer or employee of the United States ..• or any former 
officer or employee." Civil actions are authorized against any 
person knowingly or negligently disclosing return information ~n 
violation of the Act's provisions. 

Statutes such as these govern the confidentiality of records 
held by the Government. A very few statutes, of recent origin, 
provide for the confidentiality of certain types of records held 
by the private sector. The Fair Credit Reporting Act contains 
criminal penalties for unauthorized disclosures by officers or 
employees of consumer reporting agencies.~/ The Family Educa­
tional Rights and Privacy Act provides for termination of F(:;~deral 
funding on the failure by a school district or college to limit 
outside access to student records. 16 / The Right to Financial 
Privacy Act allows a customer, whqse financial records have been 
disclosed in violation of the Act, to sue the Federal agency or 
department or the financial institution responsible for the 
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disc~osu~e.~7/, The onl~ individual liability stipulated by the 
Act 1S d1sc1pl1nary act10n by the Office of Personnel Management 
~gains~ a Feder~l officer or employee found to have willfully or 
1ntent10nally v10lated the Act. 

5.8.3.2 State statutes 

An out-of-cou:r::t disclosure by an expert 
w~tnes~/consultant may also be unlawful, if the disclosure is in 
v10lat10n of a State statute. State informational privacy stat­
utes vary greatly in their object and scope. A given statute 
may address, for example, medical records, Educational records, 
tax records, or arrest records. A statute may govern Government­
held r~cords and/or records held in the private sector. Limits 
u~~ d1sclosure will vary, as will the nature and scope of lia­
b111ty. Wh~ther an out-of-court disclosure by an expert witness/ 
consultant 1S unlawful as a violation of a State statute will 
depend upon the same considerations as applied to examination 
of Federal statutory violations. A compilation of selected 
St~te i.nformational privacy provisions appears as Append ix D to 
th1s Manual. 

5.8.3.3 Tortious liability 

An out-of-court disclosure by an expert 
witness/consultant may be unlawful regardless of Federal or State 
statutes. Non-statutory civil remedies may be available. One 
body of the common law is tort law. A tort is conduct, other 
than breach of contract, which injures another and upon which 
~h~ l~w will permit the one injured to sue for damages. Not all 
1~Jur10us conduct, of course, is unlawful. Three torts are espe­
~1~11y r~levant to an out-of-court disclosure of confidential 
1~form~t10n,by an expert witness/consultant. These ar~ defama­
t10n, 1nvaS10n of privacy, and disclosure of trade secrets. 

The essence of defamation is injury to reputation. There 
are two varieties of defamation--libel and slander. Libel is 
d~famation by ~eans of writing, a picture, an image, or the 
l1ke; slander 1S defamation by oral or sign language. For there 
to be defamation there must be (1) a false and defamatory 
statement; (2) ,communication of that statement to a person other 
than the one sU1ngi ~nd (3) fault, amounting to at least negli­
gence, by the one be1ng sued. The defendant in a defamation suit 
must,have been at least negligent in ascertaining the truth or 
fals1ty o~ the statement and in allowing it to be communicated. 
For certa1n forms .of slander a plaintiff must show concretely how 
he or s~e has been injured: otherwise, so long as the elements of 
defamat10n have been satisfied, harm will be assumed. 
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The concern here is out-of-court, or more broadly, no~­
judicial disclosures by an expert witness/consult.ant. A wltne~s 
is absolutely privileged to make defamatory statemen~s ?O~Cernlng 
another in communications preliminary to a pr~pos7d JU~lclal , 
proceeding or as a part of a judicial proceedlng l~ Wht~' he lS 
testifying, if it has some relation ~o the proceed:ng.__ A 
witness' statement, made under oath ln open c~ur~ ln response to 
a question on cross-exrunination, that the plal~tlfi9/as a 
"crook " was held immune from suit for defarnatlon._ In another 
case a'written report prepared by a psychiatrist, at the request 
of a wife's attorney, concerning the alleged sexual abuse of ~er 
sons during visits with their father was held related to p7ndl~O/ 
divorce proceedings, and thus immune from suit for ~efarna~lon. __ 
By comparison, an attorney's statement t~ ~he ma~aglng edltor of 
a newspaper that his client, who was awaltlng t!'lal,on charge,of 
rape, denied the charge and said the woman had Sub~ltte~ to hlS 
advances willingly, was held outside the scope of lmmunlty, and 
open to suit for slander.~/ The critical fact in that case,was 
that the statement was made to persons in no way connected wlth 
the judicial proceeding. 

The second tort for consideration is,tha~ ?f invasion of 
privacy. While defamation is conce~ned wlth lnJur~ to reputa­
tion, invasion of privacy concerns lnterferenc7 s w:t~ an 
individual's right to be let alone, and r~sultlng l~~ury to 
feelings. Host States today recognize thlS tort aC,-lon by cas~ 
law~ some States do so by statute. A few States do not recognlze 
it at all. There are generally considered to be ~our,forms of 
invasion of privacy. Only two, howe~er--the PUb~lC dlsclosure 
of private facts, and depicting one 1n a false llght--are relev-
ant here. 

For the public disclosure of private facts to constitute an 
invasion of privacy, (1) it must be characterizable as highly 
offensive to a reasonable person~ (2) the infonnati~n,must be 
truly private, and (3) the information must be PUb~lclzed. The 
information must be truly private~ matters of ~ubl~C record ~nd 
nublic occurrences do not qualify .~/ Communlcatlon to ~ slngle 
pe~son other than the plaintiff is sufficien~ fo~ defamatlon. , 
However, invasion of privacy requires COmmUlllCatlng to the publlC 
at large, or to so many persons that the matte: must be regarded 
as substantially certain to become one of publ17 knowle~ge., 
Unlike defamation, a statement may be true and ~ts publlC dlsclo­
sure, nonetheless, constitute an invasion of prlvacy. 

, th' false ll' ght to constitute an inva-For nlaclng ano er ln a 
sion of p~ivacy, (1) it must be characterizable, as highly offen­
sive to a reasonable person, and (2) the , one dOlng so must,know 
he is portraying his subject in a fa~se,llg~t, ,or ~ust act ln 
reckless disregard of the issue. ThlS lS dlstlngulshable from 
defamation in that, while the ~ortrayal must be con~rary to fact 
and highly objectionable, it is not necessary that lt have held 
its subject up to ridicule. 
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, The third and final tort for consideration is the unlawful 
dlsclosure of trade secrets. A number of States have c~iminal 
statutes prohibiting the disclosure of trade secrets.~/ For 
purposes of tort law, whether a disclosure constitutes an 
unlawful disclosure of a trade secret depends upon whether the 
infor~ation constitutes a trade secret, and the means by which 
~he dlscloser has corne upon the information. A trade secret 
16 generally information which is not publicly known and which 
affords a competitive advantage to the business entity pro-

, '247 
cess~n~ It'_II ,A tra~e secret is protected only against those 
~ho, ~lscover lt by lmproper means, but the protection will last 
~nflnltely so ~o~g as secrecy is maintained. The Supreme Court 
ln a recent oplnlon characterized the doctrine of trade secrets 
as guarding lithe very life and spirit of the commercial 
world. 1125/ 

The Restatement of Torts identifies four bases for liabil­
ity, one of which is especially relevant to a disclosure by an 
expert witness/consultant. That is where one who discloses a 
trade secret, ,in ~oing ~o, breaches a confidence, reposed in him 
~y ~he other ln dlscloslng the secret to him. 26 / The Restatament, 
lnlts comprehensive rationale for the tort of trade secret dis­
closure, states that the theory that has prevailed is that the 
protection is afforded only by a general duty of good faith and 
that the liability rests upon breach of this duty; that is, 
breach of contract, abuse of confidence, or impronriety in the 
method of ascertaining the secret. L 

5.8.3.4 Breach of Contract 

Sections 5.6 and 5.7 recommend that the expert 
witness/consultant in a computer related crime case be put under 
written contract, and that- specific provisions against unauthor­
ized disclosure of sensitive data to \~hich the expert gains 
acces~ during the course of a case be included in such a contract. 
ASSU1TIlng that the Government's expert has entered into such a 
co~tract at the outset of his relationship to the case, a civil 
SUlt for ~a~ages ~or the breach of any privacy and security of 
data provlslons ot the contract could be instituted. A more 
direct recourse here would, of course, be to withhold payment to 
the expert witness/consultant and cancel his or her contract if 
th~ brea?h of security become~ known while the relationship still 
eXlsts, l.e. before the case lS closed. Any action for breach of 
contrac·t could also seek to recoup monies already paid out to the 
~xpert ~Ti tness/ consul tant who violated the contract by breaching 
ltS prlvacy and security provisions. 

5.8.4 Breaches of Special Privileges 

rrhe role of the expert specifically as witness raises 
issues of a further diinension. The law recognizes in certain 
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situations a privilege whereby a witness may refuse to testify, 
or may be prevented by another from testifying, as to certain 
matters. (Privileges relating to attorney-client or husband~wife 
communications are among the better known.) 

Reports required by the Federal Government are generally 
privileged, on the basis of a privilege written into the statute 
requiring the report. 27 / A court will ordinarily consider the 
subject matter of a statute, and the policy underlying a statu­
tory privilege. It may regard a given privilege as absolute or 
qualified, and if qualified, may proceed to balance interests in 
confidentiality against interests in disclosure. A given statute 
may provide merely that the Government not publicly disclose the 
report.ed information: it may designate information as confiden­
tial except for court order: it may prohibit its disclosure in 
any trial: or it may limit disclosure to instances in either the 
submitter's or the public's benefit. 

Whether trade secret information will be privileged is 
usually determined by a balancing of interests. The Supreme 
Court's draft of the present Federal Rules of Evidence recognized 
trade secret privilege only where doing so wOl.Jld "not tend to 
conceal fraud or otherwise work injustice. 1128/ A court, if it 
chooses, may utilize any of various forms of protective disclo­
sure, such as appointing a master, appointing an independent 
expert, revealing material only to the judge or trial examiner, 
omitting material form the record of the case, or disclosing 
material to the other attorney, but not to the other party. 

Military and state secrets are privileged. One may compare 
the approach taken to various aspects of this priv~lege in the 
or ig inal draft of the Federal Rules of Evidence, 29/ the sub­
sequent Supreme Court draft of the Federal Rules of Evidence,30/ 
and the case of United States v. Reynolds.l!/ 

The attorney-client privilege also has a bearing on expert 
witness privilege. When an expert is not intended to be called 
as a witness, con~unications to the expert by the client or by 
the attorney regard ing the client in the Federal system are pri­
vileged, for the reason that the expert is seen as acting as an 
agent or representative of the attorqey.~/ This is not always 
the case under State law, however.~/ 

Certain privacy considerations arise in connection with the 
role of an expert as such. Parties to a case are permitted 
discovery of information held by other parties accord ing to am 
within specified rules. The Federal Rules of Civil Procedure set 
forth special limi~s to the discovery of facts known a"~ opinions 
held by experts. 34/ The Federal Rules cover reports, memoranda, 
or other internal documents by Government agents in connection 
with the investigation or prosecution of the case. 35 / The 
Federal Rules of Evidence specifically address expert testimony 
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i~ several rules. Rule 702 state II ' 

~lcal, or other specialized knowl:dthat~ [lJf,scientific, tech-
ac~ to understand the evide ge wlll asslst the trier-Of-

~ w~t~ess qualified as an ex~~~tO~ t~ determine a fact in issue 
r~l.lr:llng, or education may t'e;tif y th nowled?e, skill, experienc~ 

opln~on or otherwise." Rule 612 Y e:-eto 1n the form of an ' 
permlts the court in it d' ~ appllcable to all witness 
opposing party Writings sus~~c~;tlon, to make available to th:

s
, 

r~fresh his memory for the u a wltness ~rior to trial to 
wlt~ess may thus become thePc~~~~~tO~ t~stlfying. The expert 
avallable. In one case the court 0 lnformation otherwise not 
may ~ave been attached to ·cer ' rUled,that Whatever privile e 
prevlously furnishing the mat;:knlm~terlal had been waived byg 
not as a basis for testi on or a 0 an expert Witness, thou h 
as general background. 36! y as a memory refresher, but me;ely 

5.8.5 Violations of S 'f' 
peCl I.C Computer Securi'ty Laws 

Legal proviiions f 
v~ry recent origin.12 SUChorr~~~p~ter security are few and of 
tlve, technical or personnel ~ ~~lons may ?oncern administra_ 
guards that are chiefly Of-co~rac lces. It lS the personnel saf 
e;rer degree of risk there rna ~err: here. ~otwithstanding what- e­
wltness/consultant th 1 Y e ln the utllization of a 
re ' , e aw under only n expert 
be~ulres that any security measure be tv~ry fe~ circumstances 

lng,a~forded access to com uter a en prlor to an expert's 
classl~led national securit P, rec~rds. One exception is 
necessltates security clea y lnf~§7atlon, access to which 
Management in November 197~ance.-- The Office of Personnel 
amplifying guidance for the announced specific criteria and 
:yn=tdeSi~nati~g positions as;~~l~~:do!i~~n~udcting investigations 

ems lnto 1 ts existing , e eral computf~r 
personnel securlty program.~~/ 

.A~ noted previously, sever 1 S 
spec~flC computer abuse/crime s~ t ~ates have recently enacted 
ph~Tslcal penetration of a u es. The unauthorized 
utes, is itself a crime. a computer, under certain of these stat-
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6.0 UTILIZING THE EXPERT IN ALL PHASES OF THE CASE 

Each computer related crime case will be unique. Facts and 
circumstances will vary from case to case and the applicable law 
will vary between jurisdictions. The need for outside technical 
assistance will vary in response to these factors. The availabil­
ity of outside experts and the fiscal constraints under Which the 
investigation must operate will likewise be major factors in shap­
ing the configuration of outside expert assistance applied in a 
given case. The purpose of this Section is to suggest general 
areas where outside expertise can prove useful. 

6.1 Preliminary Investigative Work 

For traditional, "reactive" law enforcement agencies faced 
with a computer related crime, outside technical advisers will 
usually be utilized at the investigative stage on an informal, ad 
hoc basis. At this earliest phase of a computer related crime 
investigation, the investigative team will be primarily occupied 
wi.th seeking to clearly understand the nature of the case; deter­
mine whether a violation of law has occured; identify perpe­
trators; analyze the system; and locate/preserve evidence. This 
level of assistance may not require a formal contract or paid 
services until such time as a more protracted relationship may be 
indicated and the precise nature and extent of the case is known. 
Often adequate temporary expertise can be located within vendors 
or victim firms, universities or vocational school staffs, or 
even certain professional consulting firms willing to do a cer­
tain amount of voluntary "front end" work in the hope of obtain­
ing a new contract for services, or perhaps expanding existing 
contracts with other, related governmental agencies or depart­
ments. 

The possible roles for outside technical advisers at the 
investigative stage of a computer related crime case are much 
greater in the "proactive" sort of investigative unit or depart­
ment'described in Section 3.2, earlier. As has been noted, proac­
tive white collar crime units will often commence major investiga­
tions in advance of the filing of complaints rather than after, 
as is the case with the reactive mode. Indeed, the proactive 
approach to major crimes investigations generates the complaint, 
rather than the other way around. This approach, whether in a 
computer related crime case or otherwise, will tend to encompass 
the use of one or more of the following added dimensions: 

• the intensive surveillance of persons or places, 
whether by human or technological means, in order to 
detect patterns of suspicious activity; 
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• 

• 

the extensive use of confidential sources, paid infor­
mers, and/or undercover officers to gather especially 
sensitive criminal intelligence data~ 

the periodic monitoring of bank accounts, credit sources, 
etc. on persons suspected of ongoing embezzlement or 
ot_her fraudulent schemes ~ 

• the extensive use of investigative grand juries, 
coupled with selective grants of immunity to induce 
testimony~ and 

• the planning and iinplementation of "Operation Sting" 
type tactics to precipitate criminal action in a 
controlled environment from a certain group of 
suspects. 

In each of these areas of proactive investigations, the need 
for the services of technical advisers from a wide variety of 
fields--whether loaned, gratis or compensa·ted--is great. Of 
course, the type of expert skills needed will vary with the facts 
and circumstances of the case. As a general rule, proactive 
investigations will obtain a "handle" on the nature and extent of 
the crime much earlier in the process, thereby precipitating 
earlier and more extensive use of outside expert services. Table 
12 illustrates the many steps in the investigative stage at which 
expert assistance could be employed. 

6.2 The Pretrial Stage 

Under a distinction usefully drawn by the U.S. Supreme 
Court .. !..I the "investigative stage" of a criminal case, dominated 
by the police, is generally considered to draw to a close and the 
"pretrial stage," dominated by the prosecutor, commences when 
one or more of the following occurs: 

• the Government has narrowed its investigation to the 
point where it has focused on one or more particular 
suspects~ 

• the attorney for the Government has deLided that the 
public interest will be served by initiating a prose­
cution~ and/or 

• the prosecutor files a criminal complaint with the 
court. 

During this phase, the outside technical adviser can play an 
equally important role. By and large he or she will now be 
working for, and in direct support of, the prosecutor's office 
(though case management by the prosecutor at the earlier, inves~ 
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Table 12 

Areas for Possible Technical Assistance 
at the Investigative Stage 

Detecting the crime. 
Advising whether f~cts and circumstances, local law will support a 

charge of law violation. 
Developing an overall theory of the case. 
Preparing mission paper as background justification to preliminary 

irnrestiga tion. 

Conduct~ng feasibility study in advance of preliminary il1lTestigation. 
Conduct1ng cost benefit analysis in advance of embarking 

on major case il1lTestigation. 
Advising on patterns of known computer abuse in a given industry. 
ProfilinJ canputer felons in a given industry fran 

prior cases and unreported incidents. 
Providing technical assistance in setting up scenarios 

for "operation sting" activities. 
Serving as undercover member of law enforcement team. 
Operating canplex technological surveillance equipnent. 
Providing sensitive "insider" information to the Goverzment 
Performing financial monitoring/credit checks on 

suspect's accounts and analyzing findings. 
Testifying before il1lTestigative grand juries. 
Conducting il1lTestigator orientation sessions on basics of computer 

processing and its applications in victim's industry or field. 
Assist, on- site, with crime scene analysis. 
Advise on methods of obtaining complex evidence intact (e.g. "dumping 

the program"). 
Interpreting canplex data and physical evidence. 
Preparing search warrants and subpoenas. 
Indexing case intelligence and subpoenaed evidence. 
Advising on techniques of evidence preservation and storage. 
Explaining intricacies of victim's operations. 
Explaining applications/vulnerabilities of victim's hardware, software. 
Conducting external EDP audit of victim organization. 
Advising on gaps in physical plant and data base security at victim's 

location. 
Constructing probable modus operandi. 
Preparing technical questions for preliminary int.erviews of wi tnesses/ 

depositions. 

Focusing on the suspect ( s), advising on probable means, motive and 
opport uni ty. 

Preparing intelligence bulletins for staff on new developments in the 
case. 
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tigative stage may have already occurred under the multi~isci­
plinary team approach to major case investigations recommended in 
Section 1.2, above). 

It can be expected that as the case moves from the investi­
gative to the pretrial stage, additional experts of different 
types will be added to the Government team. The roles of others-­
those involved at the earlier phase--will change at this stage. 
For example, behind -the-scenes techni.cal advisers may become 
potential expert witnesses. Again, the facts and circumstances 
of each case will dicta-te both the kinds of outside expertise 
required and the roles those experts will play in the case. 

Table 13 presents a listing of likely areas in which outside 
technical assistance could prove helpful at the pretrial stage in 
a computer related crime case. As this illustrates, planning 
trial strateg ies, analyzing and interpreting the physical evi­
dence, preparing expert testimony and assisting the Government to 
interrogate or depose witnesses are key functions at this stage 
which will involve outside technical assistance. These and other 
pretrial functions will center around the pretrial conferences, 
at which trial attorneys, experts, and the senior investigators 
who IIbroke ll the case prepare and build the trial strategy. 

6.3 Litigation Support and Expert Testimony 

Prospective expert witnesses who have been performing in the 
role of behind-the-scenes, lIinformal ll technical advisers to the 
prosecution at the pretrial stage will make the role transition 
to that of expert witnessses once litigation commences. Other 
ad visory functions in support of the Government's case in chief 
may also be performed at this phase by outside technical advisers-­
whether by those who will take the stand as expert witnesses them­
selves or by other specialists, who will continue to remain behind­
the-scenes--as the facts and circumstances of each case dictate. 
Table 14 illustrates the likely functions of expert witnesses and 
other technical advisers at the pretrial stage in a computer 
related crime case. 

Clearly, the main function of the outside expert at this 
stage of the case will be to provide expert testimony on behal f 
of his party's case. Such testimony will, as in other cases, 
commence with a presentation of his or her qualifications by the 
prosecutor to the judge and jury, followed by an opportunity for 
the defense to challenge, through cross-examination, (1) the 
expert's qualifications and/or (2) the expert's competeqce, bias 
or financial interest in the outcome of the litigation.~./ 

Once the expert's credentials have thus been proffered to 
the court, and provided he or she is not disqualified on grounds 
of competence i bias or financial interest by the defense, the 
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Table 13 

Areas for Possible Technical Assistance at the Pretrial Stage 

• Conduct orientation sessions for team prosecutors on computer 
processing/computer applications in victim's industry 

• Advise on victim's operations, equipment. 

• Provide confidential lIinsider" information. 

• Serve as an undercover agent. 

• Testify before grand juries, at preliminary hearings 
as an expert. 

• Interpret the overall evidence in support of erecting 
prosecution's trial stategy. 

• Advise on drafting search warrants, subpoenas for com­
plex technical matters. 

• Analyze the fruits of successful searches and seizures. 

• 
• 

• 
• 

• 
• 

• 

• 

• 
• 
• 

Authenticate the physical evidence. 

Insure proper and secure storage/preservation of the 
evidence and chain of custody. 

Draft Government discovery motions for complex material. 

Advise on necessity for and extent of compliance with 
defense discovery motions. 

Advise on choice of laws, meeting burden of proof. 

Anticipate defense strategies/objections in technical 
areas of one's expertise. 

Check out opposing expert witnesses and advise on their 
stature, ways to impeach, etc. 

Suggest questions for cross-examination of opposing 
expert witnesses. 

Devise strateg :Les for getting necessary evidence admitted • 

Prepare to testify as an expert witness. 

Provide general technical assistance to prosecutors at 
pretrial case conferences. 
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Table 14 

Areas of Technical Assistance by EXperts/Expert Witnesses 
at ~he Trial Stage of a Computer 

Related Crime Case 

• Prepare for in-court examination on one's own qualifications 
• Aid the prosecutor to draft questions for qualifying oneself; provide 

books to review, etc. 
• Prepare exhibits to accompany one's own testimony and/or that of 

another witness. 
• Review one's own lab notes or field notes to facilitate later in-court 

referral to these as an aid to refreshing recollection. 
• Review transcripts of one's own previous testimony in this/other cases, 

one's publications, etc., to guard against possible inconsistencies 
or direct examination. 

• Familiari2e oneselft with the latest devel(~ments in one's field in 
preparation for cross examination/challenges to competence. 

• Prepare for cross examination by rehearsals, playing devil's advocate, 
etc. 

• Coach other, less experienced prospective witnesses on courtroom 
demeanor, techniques for sustaining cross-examination, etc. 

• Meet with opposing counsel, if requested, and cleared with prosecutor, 
prior to testifying. 

• Advise the prosecutor on general routine questions/preemptory 
challenges, etc. 

• Assist prosecutor with draftil"l3" openin;r statement. 
• Advise the prosecutor on how to effectively challenge the competence/ 

qualifications of opposing expert witnesses. 
• Co-chair the management of the prosecution. 
• Provide expert testimony on direct examination on one or more of the 

following points/issues: 
for laying foundation for cLdmission of computer evidence (printouts, 

etc.) under Business Records Exception to the Hearsay Rule; 
for laying foundation for admission of any e<Tidence by showing 

its authenticity and chain of custody; 
in answer to hypotheical questions; or 
in answer to factual questions (including an the ultimate issues 

in the case). 
• Sustain cross examination on one's expert testimony on direct. 
• Advise the prosecutor as to questions to ask on re-direct. 
• Testify on re-direct. 
• Rev iew the program of the case with the prosecutor at the end of each 

day of litigation and advise on changes in trial tactics, strategy, 
etc. 
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role of t~e.expert wit~ess becomes that of presenting his or her 
expert oplnl0n on partlcular points being litigated. In the 
Federal ~y~tem and manr o~ the States, expert witnesses are no 
l~nger llmlted to t~stlfYlng in response to hypothetical ques­
tl0ns, but ~y testlfy directly from their knowledge or opinion 
on the par~l~ula: facts at issue in the case.l/ As in other 
a:eas of lltlgatlon, expert witnesses in computer crime cases 
wlll be called upon to testify to the authenticity and chain of 
custody of ~he physica~ e~idence, which is a function of laying 
the foundatl0n for admlssl0n of such items into evidence in the 
case. Unique aspects of the process of obtaining admission of 
~omputer recor~s (printouts, magnetic tapes, etc.) into evidence 
ln computer c:lme cases will ~lso require selected expert wit­
nesses to asslst the prosecutlon, through their testimony to do 
the following: ' 

• o~ercome possible defense objections to the introduc­
tl0n of computer records as violative of the Hearsay 
Rule: and 

• demonstrate that such records were made in the normal 
course of business and therefore admissible under the 
Business Records Exception to the Hearsay Rule.4/ 

A~d, of cou:se, .at the conclusion of the expert's testimony on 
dlre~t e~amlnatl0n, he or she will be required to undergo cross 
exa~lnatlon by the defense, followed possibly by re-direct exami­
natl0n by the Government. 

The effectiveness of the expert witness' testimony will be 
directly in proportion to the degree of preparation and rehearsal 
between the expert and the prosecutor. If the expert is in the 
ha~i~ <;>f pr~viding.prosecut~rs a "standard list of questions" 
ellcltlng hlS testlmony, thlS list must not be utilized as a re­
placement for preparation. If procedurally allowable, the pro­
~ecutor may.w~nt"the expert to ~ontinue rendering assistance by 

second chalr~ng .th~ presentatlo~ of the evidence, i.e., advising 
on mean~ <;>f slmpllfYlng presentatlons of exhibits and testimony 
by provldlng examples of how to develop audiovisual presentations 
in support of the litigation. 
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7.0 MANAGING THE EXPERT 

The preceding Chapter discussed in detail techniques to 
effectiv€:ly use outside experts at key points in the case in 
order to obtain particular legal results. As such, it addressed 
investigative and trial strategies and tactics. In contrast, 
this chapter presents general management considerations, applica­
ble at all stages of the case, which if employed should facili­
tate the use of outside experts to achieve the overall smooth 
functioning of the investigation and the production by the expert 
of whatever work product is required. As such, the considerations 
presented have equal applicability beyond the computer related 
crime case to all major case investigations. In addition, many 
of the pri.nciples advanced are sound management techniques useful 
whenever a contractor or outside consultant is retained to per­
form any tasks. 

7.1 General Management Considerations for All Phases of 
the Case 

Sound management of technical advisers in computer related 
crime cases will rest on several general principles, regardless 
of the phase of the case in question, the technical specialty of 
the expert, or whether it is intended that he or she be used only 
behind-the-scenes or as an expert witness in court. This Section 
presents such general management considerations. Section 7.2 will 
present additional management considerations applicable to expert 
witnesses only. 

7.1.1 Establishing Rapport and An Atmosphere of Trust 
at the Outset 

Once the decision is made to seek outside technical 
assis1:i.'tnce in a computer related crime case and a prospective 
expert, or experts, have been identified, conscious efforts must 
be made by the law enforcement personnel on the investigative or 
prosecutive team to make the expert feel like a professional 
peer. The atmosphere at the initial contact meeting and later 
orientation meetings between the investigative team and the 
expert will be crucial in establishing this sort of necessary 
rapport with the expert. 

As discussed in Chapter 4.0, the identification and selec­
tion of experts who are "team players" will make consultant 
management much simpler. The necessary corollary to this princi­
ple, however, is that the expert must be made to feel he or she 
is an important and accepted member of the team. Maintaining 
such rapport with the outside expert may prove difficult as the 
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case progresses, due to the need for case security in certain 
areas, the pressures that will set in for all members of the team 
at critical junctures, and the often lengthy duration of the more 
complex cases. 

To counter these and other inevitable threats to interper­
sonal rapport between the expert and law enforcement members of 
the team, a very thorough briefing of the consultant at the start 
of the relationship (and perhaps periodically thereafter) is 
strongly recommended. At such a briefing, specifics should be 
p~esented as to the manner in which the investigation will be 
conducted, the chain of command, the way the Government antici­
pates using the technical adviser's services, the need for case 
security, and all financial arrangements, work product specifica­
tions and delivery deadlines. 

Allowing questions and comments from the consultant as well 
as requesting maximum input from him or her in shaping these 
decisions, to the extent practicable, will also go far toward 
building the essential rapport early. A frank and down-to-earth 
explanation to the consultant of the problems, pressures and 
frustrations that can be expected to arise during the course of 
the case will allow both the law enforcement team and the outside 
expert to assess whether their anticipated work relationship will 
be mutually satisfactory. 

7.1.2 Integrating the Expert Into the Major Case 
Investigative Team 

Major case investigations can in', )lve ongoing, con­
current activities by a large number of investigators and tech­
nical advisers, often in several locations. Maintaining effec­
tive overall managemen't of personnel in such cases can prove 
challenging and difficult. Regardless of the size and configura­
tion of the investigative team, each technical adviser must at a 
minimum be informed as to the chain of command, the particular 
person to whom he or she reports, and how he or she is expected 
to interface with the other members of the team. 

Clarity in defining and explaining roles will go far toward 
keeping the expert "on track" and toward insuring that he or she 
understands the importance of his or her input vis a vis that of 
other experts t.oward the common goals of the investigation. 
Orientation sessions--at entry onto the team and periodically 
thereafter--with other members of the team are a useful tool in 
this regard. In addition, regUlar, frequent contact with the 
supervising investigator or prosecutor will insure that the 
expert is proceeding in his efforts as planned. Regular moni­
toring and review of the consultant's work product or progress to 
date on tasks will be a further important check for insuring that 
the expert and his activities are fully integrated into the 
overall activities of the team. 
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7.1.3 Determining, In Conjunction with the Expert, All 
Facets of His "Negotiated Collaboration" with 
the Investigation 

One very important point that must be recognized early 
is the fact that professionals, generally speaking, enjoy their 
autonomy. They are used to being self-directing in their work, 
and they are commonly skeptical of and resistent toward formally­
designated authority figures. This is particularly true when an 
autocratic form or style of leadership is employed in relation­
ship to management of a staff of professionals. Experts, like 
others, want to be treated as competent, responsible professionals. 

These underlying assumptions lead to the conclusion and 
recommendation that the philosophy of management for professional 
teams assembled on a temporary project basis in computer related 
crime cases be characterized as one of "negotiated collaboration", 
by which is meant that tasks to be undertaken by the expert be 
agreed-upon in advance together with deadlines, work products, 
specifications, and any prohibited actions. Apart from regular 
reporting, the expert should be allowed to proceed in the perform­
ance of his task at his .or her discretion, within these previously­
articulated limitations. While the particular philosophy of 
management that prevails in the investigative or prosecutive 
agency will vary, depending on personal style, standard operating 
procedures and other factors, it is recommended that in the use 

- of outside professional experts, the management-by-objectives and 
management-by-:-exception approaches be used. 

To successfully employ the "negotiated collaboration" approach, 
a detailed statement of the scope of the expert's assignment and 
the Government's expectations toward its execution and the 
resultant work product must be agreed upon in advance with the 
expert. Sections 7.1.4-7.1.7 address particular aspects of this 
process in more detail. 

7.1.4 Determining in Advance the Scope of the Expert's 
Tasks to Be Performed 

Fiscal economy as well as good management dictates that 
the scope of the expert's tasks be agreed upon in advance, and 
that the consequent complexity of the work, and anticipated dura­
tion of the relationship be understood by all parties. It will 
not always be possible to anticipate the scope of the 'expert's 
work; it will often expand as the case evolves. However, periodic 
review of the status of the case as a whole and of progress to 
date by the expert on his or her assigned task should allow for 
orderly, periodic reassessments of the nature and scope of the 
expert's needed services. 
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Often outside input will prove necessary in order to effec­
tively identify, and then articulate to the expert, the planned 
scope of his or her tasks. Various categories of other technical 
ad visers--such as experienced investigators "on loan" from 
another jurisdiction, a computer crime scholar who serves as a 
senior technical adviser to the team, or top management of the 
victim organization--can be of assistance to the law enforcement 
professionals in defining the nature and scope of assignments to 
other, more highly specialized, technical experts. 

7.1.5 Fixing Respons ibility for Guidance and Direction 
of the Expert 

The larger and more complex the computer related crime 
investigation becomes, the'more personnel are likely to become 
involved in the case, technical advisers as well as law enforce­
ment officers and prosecutors. Proper supervision and direc­
tion of all technical advisers could be a task that would exceed 
the chief investigator's or senior prosecutor IS effective span of 
control. Delegations of authority and responsibility to junior 
staff for the control of ongoing efforts by outside technical 
advisers will as a result often be required. 

The larger and more complicated the investigation, the 
stronger is the need for tight management controls. Establishing 
a regular contact point within the law enforcement team for each 
outs ide technical adviser early on becomes essent ial in ma jor 
cases. A clear understanding between all members of the team as 
to the areas in which direction--as opposed to advice or guid­
ance--is to be exercised over the actions of the expert by the 
supervising investigator or prosecutor will be critical for the 
effective and harmonious functioning of the team on the case. 

As a corollary to the need for delegating authority and 
responsibility over the actions of experts, senior case r~nagers 
must be prepared to back up their subordinates in instances where 
the expert does not respond to guidance or direction. In such 
situations, team managers must be careful to distinquish deferring 
to the expert on technical questions within his or her area of 
special competence, which is appropriate, from deferring to the 
expert on issues of case management and control, which could 
prove disastrous, not to mention demoralizing to the law enforce­
ment profess ionals on the team. 

7.1.6 Agreeing to Level of Compensation, Fee 
Arrangement, Work Schedule, Deliverables and 
Payment Plan 

A clear understand ing in ad vance between the parties as 
to the nature and scope of the expert's service must be accom-
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panied by clear understandings as to the expected work products 
that will be produced and the roode and timing of payment. 
Disputes over whether the consultant has complied with the 
requirements as to work products and whether or when payment will 
issue can be destructive to the ongoing relationship with that 
particular consultant. Such disputes also can affect other\IJ'ise 
good relations with other experts on the team, and can have a 
nega.tive impact on the case as a whole by either taking time and 
attention away from the issues in the case or even by depriving 
the Government of the work product or testimony of the expert at 
a critical juncture should the dispute not be resolved. 

On the issue of compensation, a daily consulting rate must 
be negotiated in advance between the consultant and the Govern­
ment and agreed to by all parties, as noted in Section 4.1, above. 
Alternatives to the process of negotiating a daily billing rate 
are, first, entering into an agreement with the expert to perform 
specified services in return for a fixed fee when the work is 
completed, or, second, an agreement to pay the expert a fixed fee 
conditioned upon successful resolution of the case (contingent 
fee) • 

The fixed fee contract is an attractive alternative where 
the length and complexities of the consultant's assignment cannot 
be fully anticipated at the outset, and/or where availabh! funds 
are scarce and must be effectively budgeted. The contingEmt fee 
approach, while attractive from a cost-benefit perspective, 
entails certain ethical and strategic problems: American Bar 
Association standards prohibit the use of contingent fee retainer 
agreements, as do many State Bar Association rules and other sets 
of professional standards .1/ In add ition, the defense can much 
more easily impeach the Government's expert witness for bias 
and/or financial interest where it can be shown that payment to 
the expert will be directly dependent on his taking the pos ition 
that will most assist the Government to win its case.~/ 

On the issue of when' payment should be made, the facts and 
circumstances of the case, standard disbursing policy of the 
agency, and requirements of the outside expert will be deciding 
factors. Regardless of what partial payment or lump sum payment 
plan is agreed to, specifying in advance the dates p.ayment will 
issue and tying payments to receipt and acceptance of work pro­
ducts are sound management considerations. 

With regard to work product, the format, level of detail, 
etc. of any consultant reports should be spelled out in detail in 
ad vance. Requiring the expert to brief his law enforcement con­
tact personnel in advance of writing his report and to submit a 
detailed outline of its contents for initial review and approval 
a.re useful techniques to insure compliance with deliverable 
requirements and to avoid "surprises" in content, once the work 
product is delivered, t.hat can affect its utility or credibility. 

105 



It is not always possible to determine in advance the time 
frame requ ired for the outs id e expert to per form his or her 
assignment. For some uses of experts, i.e., testifying at 
trial, the time frame for performance can much more easily be 
stipulated. Maximizing to the extent possible the practice of 
requiring expert work products to be delivered by a certain date 
will go far toward keeping 'the momentum of the investigation or 
prosecution effectively in the control of the Government. The 
team leader must, as a consequence, be prepared to take appro­
priate corrective action if the technical adviser fails to comply 
with time deadlines--including withholding or pro. rata reducing 
tne agreed upon fee, or replacement of the expert on the team. 

7.1. 7 Formal iz ing the Terms and Cond it ions of the 
Expert's Utilization In A \vritten Agreement 

Preparing written agreements for consultant services is 
often viewed by law enforcement personnel as burdensome, unne­
cessarily cumbersome, and "too legalistic ". Yet the advantages 
that accrue from having the terms and conditions of the agreement 
for personal services in writing are so great that the time and 
attention required to reduce the understanding to writing is worth 
it, eJen in cases where familiar experts are being used again. 
Furthermore, the basic terms and expectations in such situations 
can often be embodied in a simple letter or memorandum of under­
standing, couched in layman's terms. So long as offer, accept­
ance and consideration are recited and both parties sign the 
letter or memorandum, its enforceability as a basic personal 
services contract will be preserved. 

At minimum, such a written agreement should contain the 
following provisions: 

• description of the nature and extent of services to be 
performed by the expert; 

• 

• 

• 

• 

time frame for performance of services and deadlines 
for delivery of any particular work products; 

the identity of the official who will provide guidance 
and direction to the expert and the nature of any super­
visory authority vested in that official; 

the level of compensation, payment schedule, and basis 
on which payments earned are to be computed in return 
for services rendered; 

stipUlation that payment will be tied to formal accep­
tance of work products, and verification of satisfactory 
completion of task by a designated official; 
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• 

• 

• 

• 

proviso that the Government reserves the right to take 
certain corrrective action in the event of non­
performance or unsa'tis factory or late performance; 

indic~tion of how modification or expansion of the 
agreement so as to add or delete tasks is to be 
accompl ished ; 

stipulation as to any regular reporting requirements 
the expert must adhere to; and 

a stipulation that the expert agrees to keep confiden­
tial any information about the case or the identities 
of those involved in it. 

7.1.8 Quality Controls 

As noted in Sections 7.1.3, 7.1.5 and 7.1.7, above, 
building into the consultant relationship effective quality 
controls over work to be performed is an indispensible facet of 
any effective conSUltant management plan. Quality controls will 
generally consist of two types: 

• pre-existing standards and specifications to which the 
expert's work product must adhere and against which it 
will be assessed; and 

• review and approval authority over the expert's work 
vested in others, inc Iud ing regular reporting require­
ments. 

It is strongly suggested that quality controls of both types 
be instituted. The nature of both types should be spelled out in 
the written agreement with the expert consultant, which clearly 
lays out both the requirements for quality control with which he 
or she must comply, and the consequences of non-compliance. 

7.1.9 Security Considerations 

Section 5.0 details preventive and remedial actions 
that can be taken by the investigative unit to maintain the pri­
vacy and security of data evidence in a computer related crime 
case. Planning and implementing such security precautions and 
insuring compliance on the part of outside experts are all 
aspects of effective case management. 

This section will not reiterate the type of security checks 
and precautions which are discussed in detail in Section 5.0. 
Suffice to say, informing t.he prospective consultant in advance 
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about the nature of the security precautions that will be under­
taken, the need for instituting such precautions, and the fact 
t~at breaches of security will have an immediate impact on a con­
tl.nued ,consul t~ng relationship is essential so as to preserve an 
effectl.ve and, l.nformed w<;>rkin~ relationship. Embodyin9 a listing 
of such securl.ty precautl.ons l.n the consultant's contract, or in 
a separa~e document which he or she signs, is important in order 
both to l.lnpre;ss upon the expert the seriousness of this facet of 
the case and to evidenc~ the expert's prior agreement to comply 
should later corrective action be required. 

7.2 Special Management Considerations At the Trial Stage 

Several,additio~al management considerations come into play 
when a t~chnl.ca~ ad Vl.ser becomes designated as a "potential 
e~pert Wl.tness. :hese factors have to do with proper prepara­
tl.on of the potentl.al expert witness for both direct and 
cro~s-ex~mina~io~; readiness for laying the foundation for the 
advl.sers ~dml.~sl.on as an e~pert witness; and anticipation of 
defen~e obJectl.ons to the Wl.tness testifying or impeachment of 
~he Wl.tness who does testify. All of these are appropriate sub­
Jects for one or more pretrial conferences between the expert and 
~vern~e~t c<;>unsel. Convening one or more pretrial conferences 
l.n antl.cl.patl.on of expert testimony is an essential aspect of 
sound case management in preparation for litigation. 

7.2.1 Review of the Expert's Views, Writings and Prior 
Statements for Consistency 

, In preparation for testifying at trial, both the prose-
cutl.ve team and the expert in question must carefully review the 
expert's prior public posi~ions, as espoused in publications, 
lectures, other ~onsultancl.es and testimony, etc. for consistency 
and co~g~uence wl.th the expert's planned testimony in this case. 
~n addl.~l.on, th~ planned testimony must be mapped out'so that it 
l.S conSl.stent Wl.th and a~vances the prosecution's theory of the 
case: Preferably, a reVl.ew of the technical adviser's prior 
publl.c state~ents should ~ccur even earlier, at the investigative 
stage wh~n fl.rst brought l.nto the case, in anticipation of his or 
her possl.ble u~e as a Governme~t expert witness, or as a subpoe­
naed d~fense Wl.tness. Any dell.berate changes in stated views 
o~er tl.~e o~ th~ issues in question, or any inadvertent incon­
Sl.stenCl.es l.n Vl.ews as expressed in different pUblications or 
statem~n~s must b~ identified and a contingency plan devised for 
reconcl.~l.ng ~h7 dl.screpancies, or explaining the reasons for the 
change l.n opl.nl.on, should these arise on cross-examination. 

108 

7.2.2 Review of the Expert's Credentials and Views in 
preparation for Laying the Foundation 

Counsel for the Government must thoroughly familiarize 
himself or herself at the pretrial stage with all of the experts' 
relevant credentials, in preparation for proffering the expert to 
the court as an expert witness. Obviously, the best (though not 
the only) source of information on the potential expert witness' 
accomplishments and qualifications is the expert witness himself. 
In addition, counsel should personally read the expert's publica­
tions, to the extent possible, in order to familiarize himself or 
herself for the proffer of the expert's credentials as well as 
for direct examination of the expert \'litness. 

The potential expert witness, conversely, must make a spe­
cial effort to not only review his or her prior publications and 
other oublic statements on the issues in contention, but also 
review~ other literature in the field and insure familiarity with 
the latest technological developments. In addition, the expert 
should carefully review his or her lab notes, or other notes made 
in the regular course of research or revie~ of the evidence in 
the case, in anticipation of the need to refer to such notes 
while on the stand to refresh his or her recollection, a procedure 
that will also, incidentally, make such notes discoverable by the 

defense.~j 

7.2.3 Rehearsal of Exper't Testimony to Be Given on 
Direct Examination 

Between the time that a technical adviser is designated 
or selected as a potential expert witness and the time he takes 
the stand to testify, one or more "full dress" rehearsals of the 
questions that the Government will ask on direct examination and 
the answers which the expert witness will give must take place. 
The more lead time available, the more complex the testimony, and 
the more critical the expert's testimony will be to the prosecu­
tion's case, the greater the number of such rehearsals that 
should be scheduled. 

The prosecutive team should take pains to acquaint the 
expert witness with any idiosync:a~ies ,or predilec~ions o~ 
opposing counsel and of the presl.dl.ng Judge, and, l.f possl.ble, a 
profile of the jury once impanelled. 

Such practice sessions should concentrate on appropriate 
courtroom demeanor and nonverbal communications skills as w7l~ as 
on the substantive content of the expert's remarks. In add~t~on, 
the prosecutive team should tape the mock testimony for later 
review and for use as a learning device for refinements and im­
provements in both content and delivery in later reherasals. 
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The prosecutive team should not make the mistake of 
dispensing with such rehearsals in instances where the expert 
witness has testified in court before, even on the same subject. 
The facts and evidence in each case are unique, and these shape 
th2 testimony. Just as the prosecutor should require the expert 
witness to participate in one or more such rehearsals in prepara­
tion for direct testimony, the expert should press the often 
over-burdened prosecutors to sponsor such a pretrial rehearsal 
where the Government has not taken the lead. 

7.2.4 Preparing the Expert Witness for Cross 
Examination 

Similar to the activities recommended in Section 7.2.3 
with regard to preparing the potential expert witne'ss 'for direct, 
but of even greater importance, is the need to prepare him or her 
for cross-examination. Many witnesses who convey on direct exam­
ination that they are knowledgeable and articulate cannot hold 
up under vigorous cross-examination. Defense tactics can often 
succeed in making a key expert witness appear confused, less­
than-authoritative, argumentative, surly, etc. preparing experts 
who have had little or no prior experience on the witness stand 
for the rigors of cross-examination should be a paramount concern 
at pretrial conferences between the law enforcement members of 
the case team (especially the prosecutors) and the expert. 

Useful tools for insuring effective expert witness manage­
ment in preparation for cross examination include playing devil's 
advocate with the expert in technical discussions on the points 
he or she will cover on direct examination (this is a useful role 
for another expert, experienced at cross exalnination to assume 
with the prospective expert witness); asking the prospective 
expert witness to candidly discuss weaknesses in his or her own 
theories, positions or opinions; and engaging in one or more 
IIfull dress ll rehearsals, i.e. mock cross-examination sessions, 
recorded, with other members of the team present as observers to 
later critique the expert's performance. Table 15 presents tech­
niques for cross-examining an expert witness. 

7.2.5 Anticipating Defense Objections and Impeachment 
Tactics 

Sound management of prospective expert witnesses must 
include anticipating possible defense objections to the witness I 

credentials or authority aimed at preventing him or her from 
being accepted as an expert witness, or in the alternative, 
defense efforts to impeach the witness I credibility. The process 
of anticipating such tactics must be a central theme at one or 
more pretrial conferences held with the expert. 
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Table 15 

Probable Techniques to Expect 
from Opposing Counsel when Cross­
examining the Government's Expert 

Witness 

A. Preparation for cross-examination of an expert 
imperatively requires: 

1. the obtaining of the expert's report or the substance 
of the expert's testimony by pretrial investigation 
or discovery; 

2. consultation with your own expert, who can help you 

a. understand what the other side I s expert is saying; 

b. find holes in it; and 

c. :identify recog nized standard texts containing 
assertions of opinion inconsistent with those of 
the opponent's expert. 

B. Armed with an inconsistent statement in a reputable text­
book, counsel might ask the prosecution expert: 

1. whether the expert recog nizes the text as a standard 
and reputable work: 

2 • whether the expert h.as read it; 

3. whether the expert read it in preparing his testimony 
for trial: 

4. whether it supports the opinion which the expert has 
given: 

5. whether the expert agrees with the statement just 
read: 

6. whether the expert thinks that it supports the 
opinion to which the expert has testified: 

7. whether it is not in fact inconsistent with the 
opinion to which the expert has just testififrl: and 

8. for an explanation of the inconsistency. 
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Broadly speaking, objections to the expert's status as 
expert witness can take the shape of challenges to his or her 
formal credentials, prior relevant experience, familiarity with 
current technological developments in the field, etc. A thorough 
review of the expert's qualifications and a verification of the 
currency of his or her knowledge base are, as noted previously in 
this Manual, essential background steps for the team to complete 
and review. 

Attempts to impeach the expert's credibility with the judge 
or jury will center on any of the following three allegations: 

• lack of competence, 

• bias, and 

• financial interest in the outcome of the litigation. 

Of course, the facts and circumstances of each case, and the 
situation with regard to each expert, will dictate whether one or 
more of these grounds for impeachment are invoked by the defense. 
However, with regard to impeachment for lack of competence, 
efforts to challenge the authoritativeness of the expert's views 
versus the vievls of rivals, and efforts to show that the expert 
is not familiar with the work of others prominent in the field, 
or with the latest developments in the field are cornmon tactics" 
Their use should be anticipated and countered by adequate pre­
litigation preparation.4/ 

Likewise, attempts to impeach for bias can be anticipated 
where the expert is a Government employee, has testified fre­
quently for the prosecution in such cases and infrequently (or 
never) for the defense, or has previously published or stated 
prosecution-oriented views.5/ Moreover, if the Government's 
expert refuses to meet pretrial with defense representatives-­
which he is not obligated to do--allegations of bias can be 
expected to result.6/ Here, too, an adequate preparation at 
the pretrial stage can counter such impeachment tactics accepted 
by the court and/or credited by the jury. Table 16 presents some 
cornmon objections to expert testimony. 

Impeachment with regard to financial interest can be effect­
ive if the defense can show that the expert is paid a fee for his 
services, ma.kes considerable income from such fees as a con­
sUltant to the prosecution (or from a steady salary as a 
Government employee), or that the fee is contingent upon a con­
viction in the case (which implies that the ,expert will espouse 
views most damag ing to the defense and therefore partisan or 
bia~Jed). 7/ Impeachment of expert witnesses for financial 
interest-in business related litigation is a major danger and 
should be anticipated when agreeing to the level of compensation 
and basis for payment. 
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Table 16 

Potential Trial Objections 
That Can Be Raised in 

A Computer Related Prosecution 

• 
• 
• 
• 
• 
• 
• 
• 
• 

Hearsay 

Leading & suggestive 

Asked & answered * 

Cumulative 

No proper foundation 

Arg umenta t i ve 

Irrelevant 

Immaterial 

Assuming facts not 
in evidence 

• Beyond the scope 

• Calling for a 
conclusion 

• Incompetent 

• Not the best evidence 

• Privileged communication 

• Self-incriminatory 

• Opinion by non-expert 

• Unintell ig ible 

• Compourrl 

• Self-serving 

• Impeachment of own witness 

• No corpus delecti 

• Answer is non-responsive 

* sometimes cumulative, sometimes not 
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APPENDIX A 

SIGNIFICANT ISSUES IN 

FEDERAL EXPERT WITNESS LAW 

Appendix A addresses various issues of expert witness law in 
the Federal system. Among these are the significance of, and 
criteria for, designation as an expert witness, and limitations 
upon the subject matter and form of expert witness testimony. 
All issues of expert witness law are, of course, issues of law. 

As a general rule, a witness at trial may testify only upon 
matters as to which he has personal first-hand knowledge, and 
only as to facts. The significance of the designation as an 
expert witness is that a witness who qual. '.fies as an expert may 
testify in the form of opinions. 

The applicable Federal Rule notes that such an individual 
may testify in the form of an opinion or otherwise. l The 
Advisory Committee's Note to that Rule makes the point that an 
expert witness is not confined to opin~on testimony.2 The role 
of an expert witness may, in whole or in part, be simply to prov­
ide general background--to give, for example, an exposition of 
scientific or other principles relevant to the case. 

Under Federal Rules of Evidence, a witness may be justified 
as an expert by knowledge, skill, experience, training, or 
education. 3 This represents a relatively liberal standard, not 
confined necessarily to specific credentials. The Fifth Circuit 
in 1978, for example, in a prosecution for importing marihuana 
where the Government has to prove that the marihuana came from 
outside the customs territory of the United States, held that the 
trial judge had properly admitted the testimony of an expert 
whose qualifications came entirely from "the experience of being 
around a great deal and smoking it.,,4 Titles are not dispositive 
one way or the other, as in the following two illustrations 
which, though admittedly predating the passage of the Federal 

IFederal R. Evid. 702. 

2Advisory Committee's Note to Federal R. Evid. 702. 

3 See Note 1, supra. 

4United States v. Johnson, 575 F.2d 1347, 1360-61 (5th Cir. 
1978) • 
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Rules, are Federal appellate decisions. 

In the first, the court held that the trial judge had erred 
in excluding testimony by a pipefitter, who had thirty-three 
years experience, on the ground that he was not a metal­
weightist. 5 In the second, the court held a railroad fireman 
unqualified to express an opinion as to the distance within which 
the defendant's train could have been stopped, for although he 
held the position of a railroad fireman, his experience had been 
largely confined to operations in a railroad yard. 6 

Whether a witness will be deemed qualified to _estify as an 
expert is decided by the trial judge. 7 The Supreme Court has 
recognized in the trial judge broad discretion in the admission 
or exclusion of expert evidence, and has posited that his action 
is to be sustained unless manifestly erroneous. 8 

Rule 702 of the Federal Rules of Evidence states, "(i)f 
scientific, technical, or other specialized knowledge will'assist 
the trier-of-fact to understand the evidence or to determine a 
fact in issue, a witness qualified as an expert by knowledge

i 

skill, experience, training, or education, may testify thereto in 
the form of an opinion or otherwise." The Rule encompasses the 
two fundamental issues of expert witness law, "On this sub ject 
c~n a jury from this person receive appreciable help?" 9 'rhe 
standard as to witness qualifications is a relatively liberal 
one; the expert's expertise must, of course, go to the area of 
his or her testimony. The standard as to the subject matter, 
i.e., whether expert testimony will assist the trier-of-fact, has 
similarly been characterized as somewhat broadening the rafBe of 
admissibility. 10 

5cunningham v. Gems, 507 F.2d 496 (2d Cir. 1974). 

6swift v. Southern Railway Co., 307 F.2d 315, 320 (4th Cir. 
1962) • 

7 
Fed. R. Evid. 104(a). 

8Sa1em v. United States Lines, 370 U.S. 31 (1962). See also, 
United States v. Lopez, 543 F.2d 1156, 1158 (5th Cir. 1976); 
Fernandez v. Chios Shipping Co., Ltd. 542 F.2d 145, 153 (2d 
Cir. 1976); Soo Line Railroad Co. v. Franhouf Corp., 547 F.2d 
1365, 1374 (8t.h Cir. 1977). 

9wigmore, Evidence 1293 at 21 (3d ed. 1940). 

10United States v. Lopez, 543 F.2d at 1158. 

A-2 

(Emphas is in or ig inal ) • 

----- -------

An alternate and more restrictive standard recognized in 
some prior case law, and still of some influence, would require 
th~t t~e expert testimony, to be admissible, be on a subject 
wh1ch 1S beyond lay comprehension, that is, that the expert 
testimony be not only helpful but necessary to the trier-of-fact. 
The standard enunciated in the Federal Rules is one of help­
fulness. As the Advisory Committee notes, "(w)hen opinions are 
excluded, it is because they are unhelpful and therefore 
superfluous and a waste of time. ,,11 

In a related view, expert evidence may be excluded if its 
probative value is substantially outweighed by the danger of 
unfair prejudice, confusion of the issues, or misleading the 
jury, or by considerations of undue delay, waste of time, or 
ne~less presentation of cumulative evidence .12 Furthermore, 
evidence, though admissible, is still subject to attack as to the 
weight it should be accorded by the trier-of-fact. 13 

Federal Rule of Evidence 702 can be found verbatim in the 
1974 Uniform Rules of Evidence, and in the evidence rules of 13 
States. 14 

. Four other aspects of expert witness law are worthy of note. 
~1rst, the Federal Rules of evidence do away with the ultimate 
1ssues rule, a rule characterized as having been honored as much 
in the breach as in the observance. 15 Rule 704 states, 
"(t)estimony in the form of an opinion or inference otherwise 
admissible is not objectionable because it embraces an ultimate 
issue to be decided by the trier-of-fact." Rule 704 has been 
adopted verbatim into the 1974 Uniform Rules of Evidence and in 

11 
See Note 2, supra. 

12 Fed • R. 
mony in 
1979) ; 
1977); 
1979) • 

Evid • 
United 
United 
United 

403, recognized as applicable to expert testi­
States v. Fosher, 590 F.2d 381, 383 (1st Cir. 
States v. Green, 548 F.2d 1261, 1268 (6th eire 
S"cates v. Sisvo, 543 F.2d 837, 844 (8th Cir. 

13 . 
S1fBer Co. v. E.L. DuPont de Nemours and Co., 579 F.2d 433, 
(8th Cir. 1979). 

14These States are Arizona, Arkansas, Maine, Minnesota, Montana, 
Nebraska, New Mexico, North Dakota, Oklahoma, South Dakota, 
Washington, Wisconsin, and Wyoming. 

15p . f . 
rOJect 0 a CommJ.ttee on New York Trial Lawyers, Recorcunendation 

arrl Study Relating to the Advisory Committee's Preliminary 
Draft of the Proposed Federal Rules of Evidence 205 (J"une 1, 
1970) • 
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the evidence rules of 14 States. 16 
the opinion assist the trier-of-fact 
or to determine a fact in issue. 

The requirement remains that 
to understand the evidence 

Second, Rule 703 of the Federal Rules of Evidence states, in 
pertinent part, that "(t )he facts or data in the particular case 
upon which an expert bases an opinion or inference may be those 
perceived by or made known to him at or before the hearing." 
Expert opinion could previously be elicited only by way of 
hypothetical questions posed to the expert in examination at 
trial, or by reference in 'examination at trial to personal 
knowledge possessed by the expert, such as a doctor IS personal 
knowledge of his patient. Federal Rule 703 expan:1s the possibil­
ity of allowing opinions based on facts to be made known to the 
expert witness not only at, but before trial as well. The Rule 
thus legitimizes opinions based on hypotheticals before trial, on 
trial or deposition transcripts, and/or on observations from 
attendance at trial. 17 

Third, Rule 703 also states that "(i)f of a type reasonably 
relied upon by experts in the particular field in forming opin­
ions or inferences upon the subject, the fact or data need not 
be admissible in evidence." Inadmissible evidence and evidence 
not in the record including hearsay and matters that violate the 
best evidence rule, may thus be the basis for expert testimony.18 
An expert witness will typically be asked whether he or she 
routinely relies on such data, and whether others in his or her 
field do likewise, whether he as well as others would act upon 
the information for purposes other than testifying in a lawsuit. 
The reliance exercised by the particular field of experts must, 
moreover, be reasonable. Thus, opinions based on data reasonably 
relied upon by physicians would ord inarily be recognized, while 
the opinion of an "accidentolog ist" as to the point of impact in 
an automobile collision, based on statements by bystanders, would 
not. 19 While an expert witness may and ordinarily will rely in 
some fashion on the opinions of others, he may not merely sum­
marize or act as a conduit for introduction of such hearsay 
opinions: the data may be relied upon, but only in forming his or 
her own opinion. Rule 703 has been adopted without change in the 

16 'k' M' h' These States are Arlzona, Ar ansas, Malne, lC 19an, 
Montana, Nebraska, Nevada, New Mexico, North Dakota, 
Washington, Wisconsin, and Wyoming. 

17But see Fed. R. Evid. 615, Exclusion of Witnesses. 

Minnesota, 
Oklahoma, 

18United States v. Brown, 548 F.2d 1194 (5th Cir. 1977): United 
States v. Sims, 514 F.2d 147 (9th Cir. 1975). 

19Ad visory Committee I s Note to Fed. R. Evid. 703. 
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Uniform Rules of Evidence and in the evidence rules of 14 
States. 20 

Fourth, and finally, Rule 705 of the Federal Rules of 
Evidence states, "(t)he expert may testify in terms of opinion or 
inference and give his reasons therefore without prior disclosure 
of the underlying facts or data, unless the court requires other­
wise. The expert may, in any event, be required to disclose the 
underlying facts or data on cross-examination. ,,21 The Rule 
states that the facts or data underlying an expert opinion need 
not be brought out on direct examination, unless the judge so 
requires. The Advisory Committee characterizes the Rule as a 
corollary to the recognition of other forms of expert testimony 
than the hypothetical question (Rule 703).22 The Advisory 
~ommit~ee,recogniz~s,that,the Rule might place an opposing party 
ln a dlfflcult posltlon, lf not for the opportunities for 
pretrial discovery.23 The scope of pretrial discovery, the 
importance of which is thus increased by the Rule, is examined at 
~ength in,Appendix B. Rule 705 has been adopted without change 
ln the Unlform Rules of Evidence and in the evidence rules of 
nine States. 24 

20These States are Arizona, Arkansas, Maine, Minnesota, Montana, 
Nebraska, Nevada, New Mexico, North Dakota, Oklahoma, South 
Dakota, Washington, Wisconsin, and Wyoming. 

21 1 ' 
A so pertlnent to the matter of expert witnesses is Fed. R. 
Evid. 706, Court Appointed Experts. 

22 Ad , I vlsory s Committee I S Note to Fed. R. Evid. 705. 

2 3 Ibid • 

24 
These States are Arkansas, Arizor:.a, Michigan, Minnesota, 
Montana, North Dakota, Oklahoma, Washington, and \vyoming. 
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APPENDIX B 

FEDERAL PRETRIAL AND TRIAL 

DISCOVERY ISSUES 

APPLICABLE TO COMPUTER RELATED 

CRIME CASES 

1.0 INTRODUCTION 

This Appendix identifies and examines pretrial and trial 
discovery issues relating to the use of expert witnesses and con­
sUltants in Federal cases. It addresses the question, when and 
according to what procedures, the defendant in a criminal or 
civil case will be permitted access to information, directly or 
indirectly from, or regarding, the prosecution's or plaintiff's 
expert witnesses or consultantL. The approach is in two parts, 
treating first the law applicable to criminal cases, and second, 
the law applicable to civil cases. 

2.0 THE CRIMINAL SETTING 

Discovery under the Federal Rules of Criminal Procedure is 
narrowly circumscribed. The rules provide for discovery by a 
defendant of four types of information: (1) statements of the 
defendant, (2) the defendant's prior record, (3) documents and 
tangible objects, and (4) reports of examinations and tests. 
Only the latter two are directly pertinent to expert 
information. 1 

2.1 Discovery of Documents and Tangible Objects 

The most significant provision as regards expert information 
is one which limits the discovery of documents and tangible 
objects. This provision stipulates that the rule authorizing the 
discovery of such information "does not authorize the discovery 
of inspection of reports, memoranda or other internal government 
documents made by the attorney for the Government or other 
Government agents in connection with the investigation or prose­
cution of the case, or of statements made by Government witnesses 
or prospective witnesses except as provided in 18 U.S.C. 
3500."2 The exception provided in 18 U.S.C. 3500 represents the 
Jencks Act, whicn will be examined later. 
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T~o amendments considered but not adopted by Congress will 
~lace 1nto sharper focus the scope and effect of this limitation. 
In 1975 the Supreme Court proposed, and the Congress considered, 
amendments to the Federal Rules of Criminal Procedure. 6ne 
amendment proposed by the Court,3 and adopted in rocx1 ified form 
by the,House of Representatives, would have required the 
fOll<?wl.ng--that on the request of a defendant, t1H~ Government 
fUrn1sh a wr~tten list of the names and addresses of all intended 
Government ~1t~esses, together with records of any known prior 
felony conv1ct10ns on their parts. 4 The Congress ultimately 
chose not to adopt any such amendment. The Joint Explanatory 
Statement of the ~ommit~ee on ~onference noted that a majority of 
the ,C~l1fere~s be11eved 1t not 1n the interest of the effective 
adm1nJ.strat10n of criminal justice to require that the Government 
0.r; defendant be forced to reveal the names am addresses of its 
w1tnesses before trial. S 

In the opinion of one appellate court the fact that such an 
amendment ~as ~nitiallY P.r;oposed and deleted by Congress did not 
precllld~ dl.s~r1ct court d1scretion to compel pretrial disclosure 
of the ident1ty of Government witnesses. The court held, 
h<?wever, that such authority is appealable for abuse of discre­
t10n, and reversed the lower court on the facts of that case.6 

The Congress considered also an amendment which would have 
narrowed the limitation precluding discovery of "reports 
memoranda, or other internal Government documents made b~ the 
attorne~ for the Government or other Government agents" to one 
preclud1ng mer~ly "the mental impressions, conclusions, opinions, 
or legal theorl.es of the attorney for the Government or other 
Govern~ent ager:ts." 7 This amended word ing, which paralleled the 
m~re ~1beral dl.scovery provision applicable in civil cases, was 
11.kew1se not adopted by the Congress. 

2.2 Discovery of Expert Information 

There are three possible, specific avenues to discovery of 
:xpert,information. First, by statute a defendent has the right 
1n cap1tal ca~es to be pr<?vid~ ~y tl~e Government three days in 
advance of tr1~1, or ear11er 1f Just1ce requires, the names and 
a.dd.r;esse~ of w1tnesses. 8 It has been held that a case is not 
cap1~al 1f the Government expressly disclaims any intention of 
seek1n~ the death p:nalty.9 It has been held also that, where 
the fa1lure to p~ov~~ a witness name before trial was not negli­
gent and not preJud1c1al, there was no reversible error.10 

,Second" the limitation upon the discovery of documents am 
tang~ble,obJects does not apply to the discovery of reports of 
examl.nat10ns an~ tests. ll , To ~e discoverable such reports must 
have beer: made 1n connect10n w1th the particular case, and must 
be mater1al to the preparation of the defense or intended for use 
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by the Government as evidence in chief at trial. 12 In one case 
noncompliance with a specific request for a voice comparison test 
was held not to be reversible error, where it had been the opin­
ion of the expert that the quality of the recordings was too poor 
to remer a decision one way or the other. The court held that 
the evidence was thus not material and its denial not pre judi­
cial. 13 The 1966 Committee Notes made clear that, as the defen­
dant may be unaware of what examinations or tests have been made g 

he was not required to designate particular items sought. 14 The 
same may be assumed to be true under the 1975 amemments. The 
provision for discovery of reports of examinations am tests 
constitutes a potentially significant, though limited, avenue to 
discovery of expert information. 

Where a party intends to introduce computer-obtained evi­
dence, the Manual for Complex and Multidistrict Litigation 
states, "(i)t is essential that the underlying data used in the 
analyses, programs am programming method am all relevant com­
puter inputs and outputs be made available to the opposing party 
far in advance of trial. This procedure is required in the 
interest of fairness and should facilitate the introduction of 
admissible computer evidence. Such procedure provides the adverse 
party and the court with an opportunity to test and examine the 
inputs, the program and all outputs prior to trial. lS 

The Second Circuit in 1970 considered a case wherein thE~ 
defemant had requested at trial and been denied the computer 
program on the basis of which a prosecution expert witness had 
testified. 16 The court noted the apparent correctness of the 
computer evidence, and similar considerations, on the basis of 
which it declined to reverse the conviction. 17 The court in 
dictum, however, placed "the Government on the clearest pass ible 
notice of its obligation (if it should tender a witness to sta.te 
the results of a computer's operation, to have the program 
available for defense scrutiny and use on cross-examination) curl 
also of the great desirability of making the program and other 
materials needed for cross-examination of computer witnesses, 
such as flow-charts used in the preparation of programs, 
available to the defense a reasonable time before trial. 18 

The First Circuit in 1978 cited this opinion, am stated in 
dictum that the Government is well-advised that notice of an 
intention to use computer data should be given well in 
advance. 19 No notice had been given, but the court there simi·­
larly declined to reverse the conviction in light of the apparemt 
simplicity of the computer program and the minimal prejudice to 
the defendant. 20 

The Sixth Circuit in a 1973 opinion emphasized in dictum t:lle 
need for pretrial discovery where computer evidence is to be 
introduced. Its basis for declining to reverse the conviction on 
such grouoos was that the defendant had made neither a motion for 
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discovery as to scientific tests nor a motion for a continuance 
to permit expert witnesses of his choosing to conduct their own 
tests. 2l 

Finally, the Third Circuit in 1975, in a failure to file 
income tax returns prosecution, held that IRS non-filers lists 
were not discoverable to impeach the reliability of IRS 
computers. 22 The court recognized in dictum that pretrial 
discovery of information material for the defense of a criminal 
prosecution may take precedence over the privacy interests of 
persons having no connection with a case and to whom the infor­
mation sought pertains. 23 The court held the information non­
discoverable in this case, however, in light of the tendency the 
information might have to obscure at trial the real issue in the 
case, and in light of the alternative information available to 
the defense. 24 The Government, both voluntarily and as a result 
of the district. court's order, had offered the defendanot alter­
native information, includ ing computer handbooks, statistical 
analyses, experts familiar with non-filers lists and IRS computer 
procedures, and an opportunity to perform test runs on the IRS 
computers. 25 

A third avenue to discovery of expert information is consti­
tutional due process. There are circumstances under which the 
Government is obligated, under the constitution am for reasons 
of due process, to disclose information to the defense. 26 The 
Supreme Court has enunciated that the determining factor is 
whether the information would have an effect on the outcome of the 
trial. 27 In a subsequent case the Court set forth the following 
conditions: (1) that there had been suppression of evidence by 
the prosecution after a defense request for production, (2) that 
the evidence is favorable to the defendant, and (3) that the evi­
dence is material to the issues of guilt and punishment. 28 In a 
case more recent still, the court elaborated more broadly and 
fully the applicable standards. 29 None of these cases, however, 
have involved expert information. 

In one opinion the Supreme Court reversed a murder convic­
tion, where the defense had been denied pretrial discovery of e1e 
defendant's clothing, containing stains characterized by the 
prosecution's blood-identificr.l.tion expert, in trial testimony, as 
human blood of the victim's type. 30 The stains were in reality, 
paint, a fact known to the prosecution at the time of trial. 
While constitutional due process does represent an avenue to 
discovery, and is of evolving import, it is by its nature of 
limited applicability both generally and as regards expert 
in forma t ion. 

2.3 Limitations On Discovery 

Two other aspects of the Federal Rules of Criminal Procedure 
are to be notej. The rules provide that upon a sufficient 
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showing, the court may at an ti 
inspection be denied, restri~ted me order that the discovery or 
order as is appropriate 31 Th ' or deferred, or make such other 
upon motion, to make th~ neces:a~~ur~ rn.:-y a~so permit a party, 
the form of a written statement to ~ O~lng ln whole or in part in 
alone. 32 e lnspected by the judge 

Secondly, the Rules mak ' , 
comply with th d' e provlsl0n for failure by a party to 
instance th e lScovery mandates of the rUles.33 In such an 

e court may order the nonco I ' 
diScovery or inspection grant a t,mp Ylng party to permit the 
party from introducing ~vidence n~~nd7nuance, or P~ohibit the 
such other order as it deems 'ust lsclosed~ or lt may enter 
One court hal, stated that ~ t ,under the clrcumstances. 34 
th b' ~ a mlS rlal should not b d 1 e aS1S of non-compliance with ' e ec ared on 
declaration of a mistrial should ~lscovery orders, ,and that 
double jeopardy clause of the cons~~~u:~~~~3~ retrlal under the 

2.4 The Jencks Act 

Act 3~ nex~-to-Iast SUbject for consideration is the Jencks 
• Whlle, as noted above refer ' 

thtetFederal Ru~e~, of, Criminal' proced~~~~ ~~e ~~~ to the Act in 
s a utory prOV1Slon ln its ow 'h 37 is a significant 
pretrial discovery in crimina~ rlg t. The Act precludes 
made by Government witnesses orcases of ~tate~ents or reports 
possession of the Government 38 prospectlve wltnesses, and in the 
that any such statements be' 'lIt at the same time requires 
witness has testified on dir aV~l ab17 to. the defense, once the 
Government elects not to dO:~ ~~:mlnatlo~ at,trial. 39 If the 
the testimony of the witn f' court lS dlrected to strike 
requires, to declare a mi:~:ia~~~othe record or, if justice 

While the Act requires th t 
available to the defense on a st~tements of a witness be 
examination at trial, thereC:r the wlt~e~s h~s testified on direct 
have received some considerabl e t~ob llml~at1C~ns, both of which 
first is that the statement ete a oratlon ln the courts. The 
t h' , mus relate to the ub' t o w lch wltness has testified 41 Th s Jec matter as 
of the term "statement II ~,e second concerns the scope 
II statement II for its ur ~:e use ~ ln the ,Act. The Act defines 
witness, or (2) a sugst~nti=las (1) ~rltten and adopted by the 
recording of an oral statemen!Ybverbatu~ and contemporaneous 
~r transcription of a statement y :hebwltness~ or (3) a recording 
J~ry.42 The courts have tended ~ e y,the w17ness ~o a grand 
tl0n of the second. A valuable a O ~e ~lb~ral ln thelr interpreta­
Supreme Court opinion in P t na YS1S 1S to be fOUnd in the 
less than two years sUbseq~e~~n~ ~. United States, handed down 

o passage of the Act. 43 

As to the Act's prohibition u " 
courts have considered th t ,pon pretrlal dlScovery, several 

e po entlal conflict between this prohi-
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bition which provides for discovery by a defendant of statements 
made by him or her. A number of courts have held that the Jencks 
Act prohibits pretrial disclosure of witness statements even when 
such statements contain quotations allegedly attributable to 
defendant, thus resolving such a conflict in favor of the Jencks 
Act. 44 The relation between the Jencks Act and Feder.al Rule 16 
(a)(l)(D), which provides for pretrial discovery of reports of 
examinations and tests, and whether there necessarily exists any 
tension between the two, is, on the other hand, not entirely 
clear. 

While the Jencks Act concerns Government witnesses, the 
Supreme Court in 1974 considered an issue involving a defense 
witness in an opinion worthy of note. 45 In that case a defense 
investigator had been called as a witness by the defense to 
impeach the testimony of prosecution witnesses, from whom he had 
previously obtained statements. The Court held that the District 
Court had acted within its authority in ordering that relevant 
portions of the investigator's report be made available to the 
prosecution, and that otherwise, the investigator would not be 
permitted to testify about his interviews with the witnesses. 
The Court held that Rule 16 of the Federal Rules of Criminal 
Procedure was inapplicable as a protection against trial discov­
ery, for the reason that its provisions govern pretrial proce­
dures, and do not extend into the trial context. 46 The Court 
held that the qualified privilege derived from the attorney work­
product doctrine similarly afforded no protection to the report, 
in that calling the investigator as a witness constituted a 
waiver of work-product immunity with respect to matters covered 
in his testimony.47 

Another form and basis for discovery at trial of expert 
information is provided by Federal Rule of Evidence 612, which 
applies to both criminal and civil cases, and is considered in 
the examination of the civil setting below. 

3.0 THE CIVIL SETTING 

The rules applicable to discovery in civil litigation are 
decidely and understandably more liberal than those applicable in 
criminal litigation. The Federal Rules of Civil Procedure state 
that, in general, parties may obtain discovery regarding any 
matter, not privileged, which is relevant to the subject matter 
in the pending action. 48 For purposes of pretrial discovery, 
the scope of relevancy includes information which, though not 
admissible as evidence, may lead to admissible evidence. 
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3.1 Forms Of Pretrial Discovery Applicable To Expert 
Witnesses 

While the Federal Rules of Civil Procedure delineate six 
forms of pretrial discovery,49 only two--depositions upon oral 
examinations,50 and depositions upon written examinations50-­
are applicable to nonparties, such as expert witnesses. As to 
exper~~, the Federal Rules of Civil Procedure provide a specific 
rule. Before turning to that rule, however, three other pro-
visions of the Rules are worth noting. 

3.1.1 Production of Documents by Parties 

, First~ in Rule 34, ~hich is applicable only to parties, 
and WhlCh pertalns to productlon of documents and things. This 
ru17 ha~ been, interpreted to include computer tapes. 53 In an 
actlO~ lnvolvlng a~le~edly racially discriminatory employment 
practlces, the plalntlff moved for an order compelling production 
of the defendant's current computerized mas·ter payroll file and 
all cnmputer print-outs for W-2 forms of the defendant's 
employees. The defendant objected on the basis that the 
information sought constituted a trade secret. The court held 
that because of accuracy and inexpensiveness of producing the 
requested documents, it would require the defendant to produce 
them, but would entertain a motion, if the defendant desired, to 
put ~he documents under protective order. 54 The Advisory 
C<;,mmlttee ~Otf~ to Ru;e 34 states in pertinent part, "The inclu­
Slve descrlptl0n of documents' is revised to accord with 
changing technology." It makes clear that Rule 34 applies to 
electronic data compilations from which information can be 
obtained only with the use of detection devices, and that when 
th? data can as a practical matter be made usable by the discov­
erlng party only through respondent's devices, respondent may be 
required to use his devices to translate the data into usa.ble 
form. 

In many instances, this means that respondent will have to 
supply a print-out of computer data. The burden thus placed on 
respondent will vary from case to case, and the courts have ample 
power under Rule 26(c) to protect respondent against undue burden 
or expense, either by restricting discovery or requiring that the 
discovering party pay costs. 

Similarly, if the discovering party needs to check the 
electronic source itself, the court may protect respondent with 
r 7spect to preservation of his records, confidentiality of non­
dlscoverable matters, and costs.55 Rule 34 is circumscribed, as 
are all the discovery provisions under the Federal Rules of Civil 
Procedure, by the general limitations as to relevancy and privi­
lege. In pretrial civil discovery in computer related litiga­
tion, Rule 34 is not uncommonly invoked together with Rule 26(b) 
(4), which pertains to experts. 
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Second is Rule 26(b)(3) which stipulated limitations upon, 
and standards specific to, discovery of "documents and tang ible 
things ••• prepared in anticipation of litigation or for trial by 
or for another party or by or for that party's representative 
(including his attorney, consultant, surety, i~emnit~r, ins~rer, 
or agent)."56 Known as the work-product doctrl.ne, thl.s provl.­
sion is applicable to discovery under Rule 34 above. The 
Advisory Committee's Notes, however, expressly declare the work­
prod uct doctr ine inappl icable to the discovery of facts known am 
opinions held by experts. 57 

Third is Rule 26(c) which provides that a party or person 
from whom discovery is sought may move for a protective order to 
avoid "annoyance, embarrassment, oppression, or undue burden or 
expense. " The rule enumerates protective orders of e~ght types, 
including "that the discovery not be had ••• t~at certal.n ~t~ers 
not be inquired into, or that scope of the dl.scovery b: 11.m7ted 
to certain matters ••• that a trade secret or other confl.dentl.al 
research, development, or commercial information not be disclosed 
or be disclosed only in a designated way. "58 The Rules make 
provision additionally for objections to specific questions 
during the course of an oral or written deposition. 59 

3.1.2 Discovery from Expert Witnesses not Parties 

As to experts, the Federal Rules of Civil Procedure 
provide a specific rule. 60 It is this Rule, az:d not ~t~ndards 
relevant either to work-product or attorney-cll.ent prl.vl.lege 
which shall govern the discovery of facts known and opinions held 
by experts. 6l It has been held that the identity of an expert 
who falls within the scope of the Rule is freely discoverable 
subject only to the general limitations upon discovery, since the 
matter of identity falls outside the introductory language of the 
Rule. 62 

The Rule does not apply to the expert whose information was 
not acquired in preparation for trial but rather because he was 
an actor or viewer with respect to transactions or occurrences 
that are part of the subject matter of the lawsuit. Such an 
expert should be treated as an ordinary witness. 63 Nor does the 
Rule apply to experts who are themselves parties. 64 Such experts 
should be treated according to the rules applicable to parties. 
Nor does the Rule apply to experts who were informally consulted 
in preparation for trial, but not retained or specially employed.65 
As to such experts the Rules provide virtually no basis for 
discovery. 66 The Rule v.'.ill apply to an in-house expert if but 
only if some part of the expert's work is to concern itself with 
the litigation. 67 

The Rule specifically applicable to facts known and opin.ions 
held by experts, is subj~ct to the general limitations upon 
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discovery as to relevance and privilege, and is limited to facts 
and opinions acquired or developed in anticipation of 
litigation. 68 The Rule distinguishes two categories of experts 
and establishes distinct rules for each. The first category con­
sists of each person whom a party expects to call as an expert 
witness at trial. 68 The second consists of each expert who has 
been retained or especially employed by another party in antici­
pation of litigation or preparation at tri~1.70 If an expert 
has been retained to work upon, and has worked upon, several 
aspects of a case, but is expected to testify upon only certain 
of these, it has been held that the first category's stamard s 
will apply as to those aspects upon which he is expected to 
testify, and the second category's standards otherwise. 71 

Discovery of facts known and opinions held by experts of the 
second type will be permitted only upon a showing of exceptional 
circumstances under which it is impractical for the party seeking 
discovery to obtain facts or opinions on the same subject by 
other mea ns. 72 

Discovery of facts known and opinions held by experts of the 
first type is.governed by a two-step process. A party may 
through interrogatories require any other party to state the sub­
ject matter and the substance of the facts and opinions, as to 
which each such expert is expected to testify, together with a 
summary of the grounds for each opinion. 73 Since this written 
summary of an expert's opinion and its bas is will be prepared by 
the attorney presenting the expert, it is likely to be cursory. 
Thereafter, upon motion, and subject to its discretion, a court 
may decide to order further discovery by other means. 74 

Certain courts have chosen to exercise that discretion in 
favor of liberal discovery. One such court invoked the liberal 
spirit pervading the Federal Rules of Civil Procedure and held 
that once the traditional problem of allowing one party to obtain 
·the benefit of another's expert cheaply has been solved, there 
is no reason to treat an expert differently than any other wit­
ness.

75 
The opinion in another case noted the highly technical 

nature of the lawsuit and stated that the expert testimony would 
be crucial to the resolution of the complex and technical factual 
disputes in the case, and that effective cross-examination would 
be essential.76 

Other courts have chosen to exercise that discretion conser­
vatively. One court refusing to order further discovery put for­
ward a standard of "compelling need. ,,77 Two other courts refusing 
to order further discovery set forth as the standard to be met a 
showing of substantial need and undue hardship in obtaining the 
information elsewhere. 78 In one of these cases, to encourage the 
court to deny the motion, counsel for the party resisting disco­
very provided both the reports and the questions to which they 
were prepared for the court to inspect in camera wi.thout pre jud ice 
to any claim of privilege that might be asserted later. 79 
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So are decided the discoverability of experts' reports and 
or experts, pursuant to Rule 26(b)(4)(A)(ii), which, it might be 
noted, was incorporated into the Federal Rules of Civil Procedure 
in 1970. 

Certain federal district courts have adopted local rules for 
the disclosure in civil cases of re~orts of expert witnesses as 
an element of pretrial preparation. 0 A judge may also in pre­
trial conference require on-going exchanges of information. In 
one case a judge disallowed an expert's testimony, in consequence 
of the party's failing to ~ive pretrial notice, as ordered, of all 
experts and their reports. 1 Two civil cases involving pretrial 
discovery issues relating to computer experts are Perma Research 
and Development Co. v. Singer Co.,82 and Pearl Brewing Co. v. Jos. 
Schiltz Brewing Co.83 

3.2 Discovery At Trial 

A final subject is Rule 612 of the Federal Rules of 
Evidence. This Rule, applicable to both criminal and civil liti­
gation, concerns trial discovery. The Rule requir~s that if a 
witness while testifying uses a writing to refresh his memory the 
writing must be made available to the other party. The signifi­
cance of the rule is that it additionally permits the court in 
its discretion to make available to the opposing party writings 
used by a witness to trial, to refresh his memory for the purpose 
of testifying. In a recent case the court considered a motion to 
compel production of notebooks, prepared by the attorney in an­
ticipation of trial, and furnished to an expert witness prior to 
trial not as a basis for testimony or to refresh the witness' 
memory, but merely as general background. 84 The judge ultimate­
ly declined to order the materials to be made available to the 
other party, in part because the attorney may not have realized 
the potential import of the rule. The judge emphasized, however, 
that "there will be hereafter powerful reason to hold that 
materials considered work products should be withheld from 
prospective witnesses if they are to be withheld from opposing 
parties." 85 Whether the Rule will be similarly applied elsewhere 
and in the future is to be observed. The Berkery case does, at 
least, highlight the discretion afforded by the Rule and the 
potential consequences of that discretion. 
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APPENDIX C 

FEDERAL AND STATE CASES 

REGARDING USE OF EXPERT WITNESSES 

Testimony by experts has been admitted into evidence on a broad 
range of sUbjects: 

1. The mental capacity or condition of a person, u.S. v. 
Davis, 523 F.2d 1265 (5th Cir. 1975): the results of compulsory 
psychiatric examinations are admissible on the issue of sanity, 
but the use of an incriminating statement made during a com­
pulsory examination is impermissible on the issue of guilt; 
Gibson v. Zahradnick, 581 F.2d 75 (4th Cir.),cert. deniai, 439 
U.S. 996 (1978) (and cases cited therein); but see U.S. v. 
Reason, 549 F.2d 309 (4th Cir. 1977); U.S. v. Reifsteck, 535 F.2d 
1030 (8th Cir. 1976); U.S. v. Matos v 409 F.2d 1245 (2d Cir. 
1969), cert. denied, 397 U.S. 927 (1970); that experts may differ 
in their opinions concerning the mental condition of a defendant 
does not mean, in and of itself, tha't there is a reasonable doubt 
as to sanity, U.S. v. Ur-banis, 490 F.2d 384, 386 (9th Cir.), 
cert. denied, 416 U.S. 944 (1974); U.S. v. Ortiz, 488 F.2d 175 
(9th Cir. 1973). The issue of a defendant's mental condition 
should be determined from all the evidence rather than from the 
opinions of experts alone, U.S. v. Fortune, 513 F.2d 883, 890-891 
(5th Cir.), cert. denied, 423 u.S. 1020 (1975); Mims v. U.S., 375 
F.2d 135, 143 (5th Cir. 1967). 

2. The teachings and purposes of the Communist Party, 
Frankfeld v. U.S., 198 F.2d 679 (4th Cir. 1952), cert. denied, 
344 U. S. 922 (1953). 

3. Current propaganda themes, U.S. v. German-American 
Vocational League, Inc., 153 F.2d 860 (3d Cir.), cert. denied, 
328 U.S. 833 (1946). 

4. Value of particular property, Sartor v. Arkansas 
Natural Gas Corp., 321 U.S. 620, 627 (1944). 

5. Cause of death, Clay County Cotton Co. v. Home Life 
Insurance Co., 113 F.2d 856 (8th Cir. 1940). 

6. Bookkeeping and income tax returns, U. S. v" Gray, 507 
F.2d 1013 (5th Cir.), cert. denied, 423 U.S. 824 (1975); U.S. v. 
Augustine, 189 F.2d 587 (3d Cir. 1951). 

7. Retail value of consumer goods, Cave v. U.S., 390 F.2d 
58 (8th Cir.), cert. denied, 392 U. S. 906 ( 1968) • 

8. Markings and stamps on bank checks, U.S. v. Mus·tin t 369 
F.2d 626 (7th Cir. 1966). 
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9. Mechanics of how the numbers game or bookmaking organi­
zations operate, u.s. v. Barletta, 565 F.2d 985 (8th Cir. 1977) 
(testimony of an FBI agent who had done considerable investiga­
ti ve work in the area); Moore v. U. S., 394 F. 2d 818 (5th Cir. 
1968), cert. denied, 393 U.S. 1030 (1969); see u.s. v. Scavo, 593 
F. 2d 837 (8th Cir. 1979) (agent allowed to testify as to 
defendant's role in bookmaking operation). 

10. The modus operandi of criminal schemes, U.S. v. Stull, 
521 F.2d 687 (6th Cir. 1975), cert. denied, 423 U.S. 1059 (1976) 
(testimony of postal inspector describing a mail fraud scheme); 
U.S. v. Jackson, 425 F.2d 574 (D.C. Cir. 1970) (testimony of 
operation of pickpocket scheme). 

11. Handwriting, U.S. v. Reece, 547 F.2d 432 (8th Cir. 
1977)'; U.S. V. Green, 523 F.2d 229 (2d Cir. 1975), cert. denied, 
423 U.S. 1074 (1976); U.S. v. Galvin, 394 F.2d 228 (3d Cir. 
1968); U.S. v. Acosta 369 F.2d 41 (4th Cir. 1966), cert. denied, 
386 U.S. 921 (1967); Wood v. U.S., 357 F.2d 425 (lOth Cir.), 
cert. denied, 385 U.S. 866 (1966). 

12. The technical operation of the United States Mint, 
U.S. v. Sheiner, 410 F.2d 337 (2d Cir.), CE~rt. denied, 396 U.S. 
825 (1969). 

13. The ineffectiveness of a weight-reducing drug, U.S. v. 
Andreadis 366 F.2d 423 (2d Cir. 1966), cert. denied, 385 U.S. 
1001 (1967). 

14. Spectrograms or "Voiceprints," U.S. v. Williams, 583 
F.2d 1194 (2d Cir. 1978), cert. denied, 439 U.S. 1117 (1979); 
U.S. v. Baller, 519 F.2cJ. 463 (4th Cir.), cert. denied, 423 U.S. 
1019 (1975); U.S. v. Franks, 511 F.2d 25 (6th Cir.), cert. 
denied, 422 U.S. 1042 (1975); but see U.S. v. Addison, 498 F.2d 
741 (D.C. Cir. 1974) (spectrographic identification not then suf­
ficiently accepted in scientific community). 

15. The operation of equipment for the purpose of producing 
counterfeit currency, U.S. v. Wilson, 451 F.2d 209 (5th Cir. 
1971), cert. denied, 405 U.S. 1032 (1972). 

16. The genuineness of Government bonds, U.S. v. Martin, 
459 F.2d 1009 (9th Cir.), cert. denied, 409 U.S. 864 (1972). 

17. The source of marihuana, U.S. v. Johnson, 575 F.2d 1347 
(5th Cir 1978), cert. denied, 440 U.S. 907 (1979). 

18. Firearms and ballistics, Davis v. Freels, 583 F.2d 337 
(7th Cir. 1978); U.S. v. Bowers, 534 F.2d 186 (9th Cir.), cert. 
denied, 429 U.S. 942 (1976). 
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19. Architecture, Scholz Homes, Inc. v. Wallace, 590 F.2d 
860 (lOth Cir. 1979). 

20. Valuation of pecuniary loss, Driscoll v. U.S. 456 F. 
Supp. 143 (D. Del. 1978), aff'd 605 F. 2d 1195 (1979); D'Angelo 
V. U.S., 456 F. Supp. 127 (D. Del. 1978), aff'd 605 F.2d 1194 
(1979) . 

21. Aircraft, Dychalo v. Copperloy Corp., 78 F.R.D. 146 
(E.D. Pa.), aff'd, 588 F.2d 820 (1978) (safety of loading ramp). 

22. Defective products, Nanda v. Ford Motor Co., 509 F.2d 
213 (7th Cir. 1974). 

23. Design, Soo Line R. R. Co. v. Fruehauf, Corp., 547 F. 
2d 1365, 1375-1376 (8th Cir. 1977) (design of railroad cars);. 
Holmgren V. Massey-Ferguson, Inc., 516 F.2d 856 (8th Cir. 1975) 
(defective design of corn picker). 

24. Law, U.S. v. Sturgis, 578 F.2d 1296 (9th Cir.), cert. 
denied, 439 U.S. 970 (1978) (sentences customarily imposed by 
State courts). 

25. Narcotics, U.S. v. Wolk, 398 F. Supp. 405, 414-415 
(E.D. Pa. 1975). 

26. Photographs, U.S. v. Sellers, 566 F.2d 884 (4th Cir. 
1977) expert on photographs allowed to assist the jury by 
explaining light, shadowy reflections). 

An expert witness may identify and explain charts sum­
marizing his own testimony or the testimony of other witnesses. 
U.S. v. Gray, 507 F.2d 1013 (5th Cir.), cert. denied, 423 U.S. 
824 (1975); U.S. v. Rath, 406 F.2d 757 (6th Cir.), cert. denied, 
394 U.S. 920 (1969). See also U.S. v. Scales, 594 F.2~ 558 (6th 
Cir.), cert. denied, 441 U.S. 946 (1979) (expert not needed; 
agent who catalogued exhibit and who had knowledge of analysis 
of materials was permitted to summarize). 
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APPENDIX D 

SELECTED STATE PRIVACY LAWS 

APPLICABLE TO COMPUTER SECURITY 

The following States have an ar.ray of privacy laws that will 
impact on computer security: 

ALASKA - Constitution contains a "right to privacy" provision. 
Criminal Information Systems Regulations: Any person has the 
right to inspect, challenge, and correct information in a State 
criminal justice system of records that. refers to him. 
Polygraph: Lie-detectoc test are prohibited in the private sec­
tor. 

ARIZONA - Consumer Credit Reporting: Limits credit report 
distribution to "legitimate business transactions" unless 
authorized by court order or consent of the individual. Con­
sumers are allowed access to their own credit reports to con­
test inaccuracies. 

ARKANSAS - Criminal Information Systems Regulations: A criminal 
justice and highway safety information center oversees the State­
wide information network containing criminal and motor vehicle 
records. Data subjects are guaranteed right of inspection and 
corroboration. Information Systems RegUlation: A seven-member 
information practices boa.rd chaired by the Lieutenant Governor 
was established by Act 730 of 1975 to regulate State information 
practices. Under the act, information in State systems of 
records must be accurate, current, and relevant. Individuals 
have the right of inspection and contestation. 

CALIFORNIA - An employee may now inspect most records in his per­
sonnel file--letters of reference and records of investigation 
for possible criminal offense are the only specific exceptions. 
Polygraph: Lie-detector tests are prohibited in the private sec­
tor. 

CONNECTICUT - Arrest Record Expungement: All records of arrests 
that did not lead to prosecution or conviction must be erased. 
Polygraph: Lie-detector tests are prohibited in the private sec­
tor. Medical Records: Consent of the individual, is required for 
access to mental health records. 

DELAWARE - Arrest Record Expungement: A person may petition for 
expungement of all records relating to an arrest that did not 
lead to a conviction. Polygraph: Lie-detector tests are prohi­
bited as a condition of employment in both public and private 
sectors. 



FLORIDA _ Arrest Record Expungement: Records of arrest that did 
not lead to conviction may be erased except for the one copy that 
is retained by the Department of Law Enforcement to aid in future 
investigations. 

GEORGIA _ Medical Records: Confidential medical records may be 
released only when required by law or with consent of the individ-
ual. 

HAWAII _ Arrest Record Expungement: Records of arrests that did 
not lead to conviction may be erased. polygraph: Lie-detector 
tests are prohibited for both public and private employment. 

IDAHO _ polygraph: Lie--detector tests are prohibited as a con­
dition of employment in the private sector. 

ILLINOIS - Arrest Record Expungement: Prospective private 
employers may not ask whether an applicant has an arrest record. 
Medical Records: Most public and private hospitals must provide 
copies of hospital records to former patients, their doctors, or 
attorneys. polygraph: Lie-detector tests may not be required 
during the coursl~ of criminal trial. 

IOWA _ Criminal Information Systems Regulation: Criminal history 
records may only be distributed to criminal justice agencies. A 
person may examine information maintained about him, file for 
correction and deletion, and seek judicial review. Intelligence 
and surveillance data may not be stored on computer. 

KANSAS _ Consumer Credit R'eporting: Credit reports may not be 
distributed for other than legitimate business reasons without a 
court order or an individual's consent. An individual may 
request a credit agency to disclose the nature, substance, 
source, and all recipients of the information. The right to con­
test or correct is enforced by the Consumer Cr-edit Commissioner. 

KENTUCKY - Consumer Credit Reporting: Credit agencies may not 
collect records of arrest that did not result in conviction. 

LOUISIANA - Arrest Record Expungement: Records of an arrest for 
a misdemeanor that did not result in conviction may be sealed. 

MAINE _ Arrest Record Expungement: A person receiving full par­
don of conviction may seek expungement of all records of the con-
viction. 

MARYLAND - Arrest Record Expungement: An individual may seek 
expungement of any record of arrest, detention or confinement 
that was not followed by an official charge. polygraph: Lie­
detector tests are prohibited in the private sector as a con-
dition of employment. 
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MASSACHUSETTS - Information Systems R ' 
Practices Act of 1975 pre t' egulatl.on: The Information 
'f' ven s l.nter-agency t f l.n ormatl.on unless authorized b th ' , , rans er of personal 
State law: grants a person th y, e l.ndl.vl.dual or required by 
a~d requires that any data ma~n~~l~!d of access and contestation: 
tl.mely, pertinent, and relevant ' ~e accurate, complete, 
Regulation: A Criminal Histor· Crl.ml.nal Information Systems 
lates criminal information sy i Syst~ms Board oversees and regu­
R~cor~ Expungement: Record s ~f ems, w7thin the State. ,Arrest 
fl.le l.n the office of the c : c~l.ml.nal offense convl.ction on 
c.estroyed. Records of °tmml.ssl.oner of probation may be 

, arres and convi t' & ' 
tl.on of the Controlled Subst A c l.on ~or a fl.rst viola-
L

' -d ances ct may be led l.e etector tests are prohib't d f se~. Polygraph: 
employment. l. e or both publl.c and private 

MICHIGAN - Polygraph: An employee may not 
for refus' t be dismissed 1 1 l.ng 0 take a lie-detector test. so e y 

MINNESOTA - Information S t ' 
mation by ~tate agencies 1: ~~:i~eau~atl.on: COl~e~tion of in~or-
f~r authorl.zed program administ t' 0 that specl.fl.cally requl.red 
tl.me of data collection a p ra l.on and management. At the 
of th erson must be infor ed f h e data collection, whether the ,m 0 t e purpose 
the consequences of supplying fda7a l.S legally requirai, and 

or re uSl.ng to supply the data. 

MONT~N~ - Polygraph: Lie-detector condl.tl.O f tests may not be requl.'red as a 
n 0 public employment. 

NEBRASKA - Polygraph: A person emplo d b 
cies may be required +0 submit ,t l' Y-dEC Y law enforcement agen-

~ 0 l.e etector tests. 

~~~~ - Arrest Record Expungeme t· A ' 
c~im€ may petition to sear all r

n
• person ~on~l.cted of a 

after conviction for a felon l~cords of convl.ctl.on 15 years 
demeanor, and five years aft~~ :IS year~ after for a gross mis­
chargee are dismissed or a def ~r a ml.sd~meanor. When arrest 
be sealed. e ant acqul.tted, all records may 

NEW JERSEY - Arrest Record Ex u 
did not lead tOConviction fo~ nge~ent:, Records of arrests that 
Polyg raph: Lie-detector tests a h1gh ml.sdeme~nor may be sealed. 
of private employment. cannot be requl.red as a condition 

NEW MEXICO - Arrest Record Expungement- Only 1 f 
officials, the record b I _. aw en orcement 
arrest records. su Ject, or his agent are allowed access to 

NORTH CAROLINA - Information S ' 
guards must be installed b f ystemS,Regu~atl.on: Security safe-
into a State agency comput:roreA~onf~dentl.al data may be entered 
son placed on probation'afte; 1 r~~ Rec~rd Expungement: A per-

p ea l.ng gUl.lty to the Controlled 
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Substances Act may petition for sealing of all records relating 
to the arrest and conviction. A copy of the records will be kept 
by the Department of Justice for judges' eyes only. 

OKLAHOMA - Consumer Credit Reporting: An individual has the 
right to inspect his credit file and must receive a copy of the 
report each time it is issued by the credit agency. 

OREGON - Arrest Record Expungement: Records of conviction for 
Class C felony down to misdemeanor may be sealed. Polygraph: 
Lie-detector tests may not be required for public or private 
employment. Consumer Credit Reporting: Access to credit 
reports is limited to Government agencies, credit bureaus, credi­
tors, and persons with written authorization from the consumer. 

PENNSYLVANIA - Polygraph: Only law enforcement officials and 
persons having access to narcotics and dangerous drugs may be 
required to submit to lie-detector tests. 

RHODE ISLAND - Polygraph: Lie-detector tests may not be required 
for public or private employement. 

SOUTH CAROLINA - Arrest Record ExpungemeI~t: All records of 
arrest are to be destroyed upon dismissal of charges or acquit­
tal. 

TENNESSEE Medical Records: Hospital records are closed except 
when opened by court order, when good cause is shown by the 
patient, or when required for health department inspection. 

UTAH - Information Systems Regulation: All State and local 
agencies that maintain information systems must file annual 
reports. Individuals have the right of inspection and correc­
~ion. At the time of data collection, an individual must be 
informed of the purpose for collection, whether the data is 
legally required, and what penalties exist for refusing to supply 
the data. 

WASHINGTON - Polygraph: Only law enforcement officers and per­
sons handling controlled sUbstances may be required to submit to 
lie-detector tests as a condition of employment. 

WISCONSIN - Medical Records: In a personal injury proceeding, 
a court may order all pertinent medic.al records opened for 
inspection. 
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