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OMNIBUS ANTITERRORISM ACT OF 1979

FRIDAY, MARCH 30, 1979

U.S. SENATE,
CoMMITTEE ON GOVERNMENTAL AFFAIRS,
' Washington, D.C.
The committee met, at 9:30 a.m., in room 3302, Dirksen Senate
Office Building, Hon. Abraham A. Ribicoff (chairman of the com-
mittee) presiding.
Present: Senators Ribicoff, Levin, and Javits.

OPENING STATEMENT OF SENATOR RIBICOFF

Chairman RiBrcorr. I am pleased to reopen hearings on the
antiterrorism bill. Selgator Javi@s and myself still believe that this

better combat ruthless and destructive acts of terrorists not only in
our own country but also in foreign states.

Terrorism is with us. Apparently it will stay with us. And I do
believe that all of us have a responsibility, both the legislative and
sxecutgive branch, to do everything we can to stamp out and deter
errorism.

[The prepared statement of Senator Ribicoff follows:]

PREPARED STATEMENT oF SENATOR RiBicorr

I am pleased to reopen hearings on the Antiterrorism bill.

It is an important bill that will directly address a persistent and urgent prob-
lem—l_'xow the U.:S. government can better combat ruthless and destructive acts of
terrormts'not only in our own country, but also in foreign states.

At no time has the insanity of terrorism been so vividly dramatized as in this past
week. It has been a week of joy and celebration, because two age-old enemies—
Egypt and Israel—have signed a treaty of peace. But this tremendous accomplish-
ment has been marred by senseless killing and destruction by terrorists in Israel,
Zx}d thew York with the bombing in the baggage area at the JFK International

irport. )

Terrorists have no respect for peace, for security, or for human life, They will
gox;lté%ue ktheir destruction until the peace-loving nations of this would get tough and

ight back.

The power of terrorism is constant. It varies in form and in intensity but it is
with us daily. We can read of an incident.in the morning paper and quite often see
its consequences on the evening news.

A small band of terrorists have the capability to coerce entire nations. They can
demand money, the release of prisoners, or their own exemption from prosecution,
They flaunt their illegal, immoral power, often bringing a government or an entire
nation to its knees, In the kidnapping case of Aldo Moro, the entire world waited
anxiously for his release, only to feel silent rage at the confirmation of this great
pubic figure’s death,

Our own former Ambassador to Afghanistan, Adolph Dubs, was also abducted by
terrorists and brutally killed in the crossfire of a rescue attempt earlier this year.

Policemen on patrol have been gunned down in New York.

National museums, such as the one in Versailles, have been bombed.

Throughout the world, planeloads of innocent people often have been held hostage
by one or two fanatics,

1)




2

The_entlg-e world is asking why? The decent law-abiding peoples of the world are
becommg_ Increasingly aggravated and perplexed by these blatant violations of
human rights. The are concerned by the apparent helplessness of their govern-
ments to deal forcefully with terrorism.

e are not immune. The fragile structure that American society depends upon,
nuclear reactors, pipelines, centralized power plants and airports, to name a few, is
a possible goldmine for terrorist activities. With each development in modern tech-
nology and modern weaponry, the terrorists'’s range of activities and means of
attack are enhanced,

So, terrorism is of great concern to all Americans, They expect their gover
to do everything in its power to combat it. While some ga}i,ns }lljave been glagenéﬁg}é
Is still much more we can do, '

The bill before us todai\; will provide the Federal government with more effective
leverage and tools to combat terrorism. The Omnibus Antiterrorism Act will:

Induce a therough reexamination of the current Federal structure for combating
terrorlsm‘for its effectiveness, leadership, and coordination;
Better inform the Congress of acts of terrorism affecting American citizens and

Enable the US’ government to publicly list and condemn foreign nations which
support terrorists activities, and to institute strong sanctions against them;

Require the U.S. government to asses the safety and security of foreign airports
used b){ American travelers and publicize deficiencies;

Montrea} Convention instituting stiff penalties for aircraft sabotage and piracy; and
Set priorities for the U S. government in the negotiation of future international
m.

As T have often said, it is better to act than to t i
delay thiy loprien, sai react. We simply cannot afford to

Chairman RiBicorr. Senator Javits?

OPENING STATEMENT OF SENATOR JAVITS

S_enator JaviTs, Thank you, Mr. Chairman.

Flr'st,.Mr. Chairman, may I say how much I appreciate my
association with you on the magnificent initiative for which you
are responsible, whl_ch brings us here. And I can assure the Con-
gress and the American people that we will persist in this effort,

In view of what has happened in the Middle East, I regret to
state, but it is very likely that we will Sée a new rash of terrorism
In an effort to brqak the peace effort now negotiated by Israe]
Egypt, and the United States, with the hope of finally stabiliziné
that area of the world.

. And what that does in addition is to popularize terrorism as an
instrument by which terrorists seek to coerce other people into
doing things which they have no desire whatever to do—accept
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other forms of government or other forms of authority or submit to
demands to release other terrorist criminals.

So, Mr. Chairman, it is a magnificently worthwhile effort. This is
indeed what the human rights effort isall about. And I am very,
very pleased to be associated with you and pledge myself to work
with you until we accomplish a decent stand by the United States
where we really take action against countries which harbor and
work with terrorists and against the terrorists themselves.

Thank you. I might say, too, if the rule of law is not going to
obtain in the world as to criminals, how will it ever obtain as to
criminal nations? So I thank you, Mr. Chairman, for the privilege
of working with you in this matter.

Senator RIBICOFF. Gentlemen, your entire statements will be in
the record. You may proceed, sir.

TESTIMONY OF AMBASSADOR ANTHONY C. E. QUAINTON, DI-
RECTOR, OFFICE FOR COMBATTING TERRORISM, DEPART-

ATION SECURITY SERVICE, FEDERAL AVIATION ADMINISTRA-
TION, DEPARTMENT OF TRANSPORTATION; AND RICHARD J.
DAVIS, ASSISTANT SECRETARY FOR ENFORCEMENT AND OP-
ERATIONS, DEPARTMENT OF THE TREASURY

Mr. QuaiNTON. Thank yon very much, Mr. Chairman, members

_of the committee.

It has now been some 14 months since Secretary Vance first

stified before this committee; 14 months in which, as you have
commented, terrorism has in no way abated. In fact, it has contin-
ued with a rising tide in various quarters of the world.

It remains a great issue of concern for the Department, for my
office, and indeed for the administration as a whole.

S. 333, on which we are testifying today, represents the fruits of
close collaboration between a number of Government agencies and
this committee and its staff over the last year.

As Secretary Vance made quite clear a year ago, we believe
there is a need for effective legislation to deal with a variety of
aspects of the terrorist problem. We hope that as the hearings and
as the work of this committee and other committees goes forward
we will be able to continue our efforts to have the most effective
possible legislation.

If T might begin by commenting first on what we have done in
the last year in the face of a problem which we all recognize tc be
an extremely grave one.

The Government structures which were created in September
1977, of which you are aware, put the entire management of coun-
terterrorism under the National Security Council and its Special
Coordination Committee., They have begun to work, in my view,
with very greatly enhanced effectiveness, not only in terms of
policy formulation but in our ability to handle terrorist incidents,
when and as they occur and as they affect the interests of the
United States.

We have created a network of effective working relationships
among the 30 Federal agencies which are involved. We have clari-
fied a number of jurisdictional issues, most recently in the memo-
randum of understanding signed between the Department of Trans-
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portation, Federal Aviation Administration, and the Department of
tate.

We have been handling a range of incidents, from the seizures of
consulates in Chicago and San Juan to the hijackings in Berlin and
Geneva, to the kidnapping of our Ambassador in Afgha.nistan, on
the basis of thig cooperation. This is not to say every time there ig
a terrorist incident that we will always be successful in saving the
lives of those who are the victims. Obviously in some circumstances
that is not going to be possible.

This last year has not only witnessed a greatly enhanced ability
inside the U.S. Goyernmenj: to deal with these issues but a much

international consensus that-certain kinds of acts are inadmissible
irrespective of the causes in which they are committed.

This effort was begun in the area of civil aviation, in an effort to
reinforce the Hague, Montreal, and Tokyo Conventions. In the last
year there have been over 20 new adherents to these agreements.
There are now over 100 countries which are parties to them—more
than a most any other International agreements,

Or government of the United States and six of our closest allies,
agreed that we would take sanctions against those stateg which
gave sanctuary to or refused to Prosecute or extradite hijackers.
Every hijacking which has taken place since J uly has been careful-
ly monitored by not only the U.S, Government but by other govern-
ments. I am happy to say that in all the cases to date there seems
to be the likelihood that the culprits concerned will face either
prosecution or extradition.

e have been working intensively to implement and to obtain
additional accessions to the internationa] convention signed in New
York on the protection of diplomats and to the Organization of
American States Convention, which deals also with the same ques-

Finally, in Geneva just 8 weeks ago a draft convention was
agreed upon in all but a few details which wil] outlaw the taking of
hostages. This convention will be referred to the Sixth Committee
of the General Assembl_y later this year. The United States wiil he

taking an active role in seeing that this convention passes into

and we support many of the major elements of S. 333: The listing
of patron states, the reporting requirements to Congress, the efforts
to augment international airport security, the provision for the
tagging of explosives, the encouragement to the administration to
proceed with efforts ts widen the international consensus with
regard to terrorism, and the measures to implement the Montreal
Convention,

We believe that there is a real need for comprehensive legisla-
tion, Mr. Chairrpan. A_t the moment there are a number of piece-
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cult for the administration and various .Departmez.its of govern-
ment to implement. We think a single piece of legislation which
provides a clear definition of terrorism and clear measures to deal
with it is badly needed. )

I would, however, say that in our approach to terrorism and to
the combating of it, our primary concern is that we be as effective
as possible. .

With this in mind, let me comment on three of the provisions of
the legislation which do give us some dlfﬁculty.. _ .

With regard to the reorganization proposals, it is the administra-
tion's view that the structures which were created in 1977 and
which have been working effectively obviate the need for the cre-
ation of a Council to Combat Terrorism or, ingieed, the creation of
additional Assistant Secretaries to deal with it. We are in a posi-
tion with the new structures to do what your bill would have us do,
and I believe that the reorganization proposals are not necessary at
this time, )

The key to dealing effectively with those states which show a

attern of support is obviously the measures we can take to _chapge
their policies and to influence behavior which we find objection-

able.

relationship with each individual country. ) )
This is not to say that we do not think that sanctions are

olicy of not supplying them with military equipment; or equip-
i')aem':y which migliii ybegm.ilitarily related, elements which are al-
ready in S. 333. .

Our goal is to persuade states to forego their support for terror-
ism and, in our view—I would be happy to elaborate on 'tl_us in
questions subsequently—the President should have the ability to
choose those sanctions which would be most suitable to the case at
hand and to increase incrementally the sanctions,_ if that were
desirable, to bring additional pressure on states which refused to
change their policies in support of terrorism. o . _

Finally, we do not believe that the proposal which is contained in
the legislation, that the removal of a state from the list by the
President, should be overridden by Congress by concurrent resolu-

with his constitutional authority to execute the.Iayvs. T}ie testimo-
ny of the Department of Justice addresses this issue in greater
detail. )

In conclusion, Mr. Chairman, members of the committee, let me
say that we stand ready to work as closely as possible with this

L m
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committee and with other committees, to achieve legislation which
will meet the needs of the U.S, Government, which wili respond to
the concerns of the; people and the Congress, and which will be

hank you, Mr. Chairman,
[The prepared statement of Mr. Quainton follows:]
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STATEMENT OF AMBASSADOR ANTHONY QUAINTON, DIRECTOR
OFFICE FOR COMBATTING TERRORISM

MR. CHAIRMAN, MEMBERS OF THE COMMITTEE:

When Secretary Vance appeared before thﬁs Committee last
Year, he affirmed the Administration's commitment to strong
legislation which would deter terrorist aitlacks, enhance our
ability to bring to justice those who participate in terrorist
acts, and discourage other governments from aiding and abetﬁing
terrorists. ‘The Administration remainsg strongly committed to
these objectives. we are convinced of the need for effective
legislation against terrorism,

In 1978 there was no reduction in the terrorist threat.
Americans, both official and private, continued to be victims.
Our facilities and installations continued to be attacked. i
Recent events in Tehran and Kabul have reminded us of the
tragic fact that America and its representatives abroad are
symbolically the most visible targets for those who use
violence and terror to achieve their aims.

To give you some idea of the seriousness of international
terrorism, let me‘cite the sobering statistics for 1978: 27
kidnappings, 11 barricade/hostage situations, 29 assassinations,
36 armed attacks and 207 bombings of all types. Almost every
category represents an increase over 1977. These attacks
occurred in every region of the world.

In the last year there was a rising tide of violence in
Spain, Italy, Turkey and Central America. Terrorists took the
lives not only of our Ambassador in Afghanistan but also of one

of the West's leading statesmen, Aldo Moro, of the noted
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Egyptian editor ang diplomat Yusef El-Sibai, of the editor of
one of Turkey's najor newspapers and of many other innocent‘,
people of all ranks and walks of life.

In the face of this intensifying pattern of violence, we
cannot afford to be complacent even in areas where relatively
Successful efforts have already been made. BDespite the notabile
progress we have made in combatting threats to civil aviation,
in 1978 and 1979 aircraft have been hijacked for political
reasons to Sweden, Spain, Lebanon, Libya, Costa Rica, Berlin,
-and Finland. Two civilian passenger planes were
shot down in Rhodesia with surfece-to~air missiles. Airport
security is still inaaequate in some countries. We
welcome the elements of S$.333 whi~h will help us deal with
that problem.

A more difficult and complex problem is that of the "patron
states." Although some terrorists act aloie in pursuit of a4
particular personal vision, the vast majority belong to well-
organized disciplined groups. These groups can only survive
because of the domestic and international structures which
sSupport them. Many of these groups are still receiving
training, weapons, passports and other logistical assistance
from external sources. Terrorists who succeed in fleeing from
justice find refuge in third countries. These patterns of
support are a Preozcupying concern for this Administration as

it is for this Committee.

P P
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There are no easy solutions to the patron state problem.
Terrorism and national liberation movements are often inextri-
cably linked. Our efforts have concentrated and will continue
to focus on the underlying causes of terrorism; whether in the
Miadle East, Southern Africa or Central America. We are also
giving priority to the strengthening of the international
consensus that certain violent acts are inadmissible whatever
the cause in which they are used. We must reduce the accept-
ability of terrorist violence as a tool in international
‘affairs. In a number of specific cases, where we have seen
overt and covert support to terrorist groups, we have applied
sanctions =- denying allAmilitary equipment and items of
potential military or terrorist use to countries which have
~aided and abetted terrorism.

In the last year we have actively worked to enhance our

~+response capability and our preventive measures. I would like
torreview for the Committee the principal steps we have taken

to upgrade. our contingency plans and our crisis management

" capability and to build an international consensus against

terrorism.

US_GOVERNMENT ORGANIZATION

As the Committee is aware, in September, 1977, new inter-
agency structures were established to upgrade the effectiveness
of the US Government's ability to cope with both domestic and

international terrorism.

papr
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A revitalized Working Group on Terrorism was made directly
subordinate to the Special Coordination Committee (SCC) of the
National Security Council, the highest level crisis management
group in our Government. An Executive Committee of the Working
Group, composed of key agencies, was created to function as a
central policy review body. In August, 1978, the Working Group
established several Committees to focus the energies of its 30
member agencies. Most of the Working Group's activities are
now carried out at the Committee level, while the Working Group
‘as a whole meets periodically to <oordinate their progress.
Individual Committees have active w0gk programs. These include
assessing physical security at United States Government installa-
tions both at home and abroad, updating contingency plans, and
examining the security status of the US border management
system. Committees are also evaluating and proposing new
international initiatives, setting research priorities, reviewing
proposals for research and development, and developing guide-
lines for a coordinated public affairs posture by Federal
agencies during a terrorist incident.

During 1978, the Executive Committee concentrated its
attention on interagency policy issues and the Federal Govern-
ment's crisis management capabilities. It has reviewed Federal
anti-terrorism training capabilities and is studying broader
policy questions relating to the provision of such training.

It has examined the US Government's handling of specific

terrorist incidents in the last year, as well as hijackings in
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ggneral. It has given considerable attention to security
measures for the Pan American Games. Lines of authority and
jurisdiction have been clarified and closer working relation~
ships between key persons in the concerned agencies have been
established. A Memorandum of Understanding between the State
bepartment and the Federal Aviation Administration ﬁealing with
responsibilities in international hijacking incidents has been
finalized.

1
It is obviously not possible for 30 agencies to manage

‘terrorist incidents. In these cases, there are three lead.

agencies with special responsibilities: the Department of
State, the FAA and the Department of Justice. Depending on the
location of the terrorist incident, each may be responsible for
coordinating the United States Government's response under thé
over-all direction of the NSC's Special Coordination Committee,
which can and does convene on extremely short notice to review
contingencies and to provide policy guidance.

During the past seven months, these structures have been
utilized in a number of instances: in the seizures of the
Chilean Consulate in San Juan and the West German Consulate
General in Chicago; in the TWA @ijacking to Geneva and the LOT
hijacking to West Berlin; and in the kidnapping of Ambassador
Dubs. Regrettably, no crisis management structure can guarantee
the 'successful resolution of a terrorist incident, particularly
overseas where our influence may be limited and where communica-

tions are less than perfect. However, the inter-relationships
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_6_
that we have created have ensured that, in crises, the various
responsible parts of the Federal, State and local governments
work effectively together. These capabilities continue to be
tested not only in specific incidents but also through regular

command and field exercises.

INTERNAT IONAL INITIATI%ES

On the international level, we are attempting to create a
comparable network of cooperation of mutual assistance.
Frequent and in-depth consultations among technical and policy
experts take place among key US Government Departments and their
foreign counterparts in allied and friendly countries. We w..l
shortly be reviewing with both Mexico and Canada some elements
of our counter-terrorist policies and plans. oOur familiarity
with foreign capabilities, methods and pfocedures and their
understanding of ours facilitates our ability to assist Americans
caught up in terrorist attacks.

" The international Eommunity has shown an increasing aware-
ness of the fact that certain acts —- aircfaft hijacking and
sabotage, the kidnapping of diplomats. and the taking of hostages
—-- are inadmissible in any civilized soéiety. International
agreements and conventions are the framework around which this
genuine consensus is coalescing. The United States Government
is exerting its leadership wherever and whenever possible to

build support for existing conventions and for new initiatives.
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We have taken a leading role in a contact group of
like-minded countries to gain increased adherence to the
Tokyo, Hague and Montreal Conventions against air piracy
and sabotage. In 1978 and 1979, twenty countries adhered
to one or more of the Cr \entions, bringing the totals to
99, 102 and 98 for Tokyo, Hague and Montreal respectively.
Among all UN Conventions, these figures represent uncommonly
high adherence rates. Only twenty-three states are not a
contracting party of any of the three aviation Conventions
and we expect that number to drop substantially in the
coming year.

We have also turned our attention to obtaining
additional ratifications and accessions to the UN Con-
vention on the Prevention and Punishment of Crimes Against
Internationally Protected Persons, Including Diplomatic
Agents to which only forty states are now parties. Like
the Hague and Montreal Conventions, the New York Conven-
tion contains a requirement to Prosecute or extradite. fhe
murder of Ambassador Dubs is a grim reminder of our
diplomats' special vulnerability to acts of violence and
makes us even more determined to move forward in this

area.
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In tandem with our world-wide efforts in support of the
New York Convention, we zlso are working on a regional basis to
broaden support for the, Organization of American States (oas)
Anti-Terrorism Convention, which is similar to the New York
Convention in its focus.

An important new initiative is moving forward. On February
16 in Geneva the UN's Ad Hoc Committee on the Taking of Hostages
concluded its Third Meeting by submitting a draft Convention to
the UN General Assembly for consideration and adoption. This
araft Convention represents a major achievement for the nations
of the world in their fight against terrorism. The recent
meeting of the Ad Hoc Committee was characterized by a general
willingness to address and seek an acceptable compromise on
major political issues, on which earlier Committee meetings had
foundered. While there are still two or three unresolved
issues, we believe that these can be resolved in the Sixth
Committee of the General Assembly. We are hopeful that next
Fall's Session will produce a final Convention.

Last year in Bonn, the United States joined with the
Governments of Canada, France; Italy, Japan, the United Kingdom
apd West Germany in declaring our resolve to suspend air service
to any country @hich refuses to extradite or bring for prosecu-
tion airplane hijackers. Two meetings have been held at which
experts from the seven countries have laid out procedures for
implementing the Bonn Declaration. Procedures are now in place
which enable the seven to take rapid and s#fective action in

the event of a hijacking.
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In additicn to these efforts, the Seven Bonn Summit
participants have undertaken world-wide diplomatic efforts to
ensure broad support for the Declaration. Over thirty countries
have made public or private statements of support for the
Declaration and others have indicated that while they wish to
study the Declaration further, they fully support its purpose.
The International Federation of Airlines Pilots Association at
its recent conference called on all nations to endorse the

Declaration. We welcome this action by IFALPA.

COMMENTS ON S.333

As I have indicated, the Administration appreciates the
opportunity to work with you to obtain legislation designed to
make more effective ouxr efforts to combat terrorism. A compre-
hensive approach, such as you have taken in S.333, can provide
a strong foundation of legislative authority to support our
anti-terrorism policies and actions.

We have found many existing legislation provisions designed
to combat terrorism to be difficult to intexrpret and apply
because they lack common definitions, standards and purposes.
This piecemeal approach has been a confusing signal of
Congressional intent and creates problems of over-all foreign
policy coordination. It is our hope that once omnibus anti-
terrorism legislation is passed, the Congress will act, as

necessary, to bring other legislative provisions into harmony.
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We support principal elements of $.333: the listing of
states which show a pattern of support for terrorism; the
reporting requirements which are a vital means of keeping the
Congress and the public informed of significant trends and
governmental actions; the efforts to improve international
aviation security by drawing attention to the critical question
of airport security and by modifying the United States Code to
implement the Montreal Convention on airport sabotage; -and
finally, éhe proposal to add identification and detection
taggants to the explosive materials which terrorists might use.

I am confident that Congress and the Executive share the
view that legislation in this important field must, above all,
be effective in influencing the policies of nations which might
support terrorism. If the authority you provide is to have a
positive impact on our ability to respond to a wide range of
situations, it must permit the Executive to use all the
leverage our nation can bring to bear on a particular situation.
Our mutual goal must be to convince those nations which support
terrorism to forego such support and join us in our attempt to
build an international order which rejects terrorism in all its
forms.

. Starting from that premise, let me comment on the key
sections of 5.333. Title I of the Bill which deals with the
Reorganization of the Executive Office of the President pro-

poses inter alia in Section 10) the establishment of a Council
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to Combat Terrorism and in Section 106 sanctions against states
supporting international terrorism. With respect to Section
101, we do not believe that a new institutional mechanism is
needed. As I indicated earlier, the revitalized NSC/SCC
structures are now working effectively, efficiently and
energetically. We see no need to replace them with new
structures, with essentially the same mandate.

With regard to Section 106 which gives the President

authority to respond to the "patron state" problem, we believe

significant modifications are necessary. A nation which we

conclude has demonstrated a pattern of support for terrorism,
under the definitions provided in Section 5, will be listed as
such under Section 105. It is our view that the potential
listing of these countries will, in itself, provide a deterrent
to their support for terrorist activities. We therefore
strongly support this concept. Clearly, any nation identified
as having supported terrorism would merit severe condemnation
by the world community.

§.333 also provides in Section 106(a) that all enumerated
sanctions be applied automatically to countries listed under
Section 105. The President would be permitted to waive one or
more of these automatic sanctions if he determined that the

interests of national security so require. While many of the

- sanctions included in this Bill is appropriate for dealing

with many of the varied situations we confront, we oppose
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their automatic application which could weaken our efforts to
deal with offending nations. It is our view that the President
should be able to apply sanctions appropriate to each
particular situation.

In dealing with terrorist groups and with their patrons in
recent years, we have had to consider a wide range of factors
and possible courses of action. We feel that we can be most
effective in combatting terrorism if we are able to make these
crucial judgments on a case-by-case basis. In our dealings
with a number of states whose past support for terrorist groups
is well-known, we have, in fact, a policy of denying sales of
defense articles whether for cash or credit. We also do not
sell commodities which, in our judgment, would enhance their
military potential or their ability to support acts of inter-
national_terrorism.

In each case we attempt to apply sanctions in such a way
as to gain the maximum leverage in attempting to change the
policies of those countries. If we determine that a particular
sanction will not be effective in influencing a country's
policy, we do not use it at all. The waiver provision in §.333,
which is intended to provide the President with some flexibility
in the administration of sanctions, would not work well in
actual operation. Under $.333, if we had to waive a sanction,
we would be indicating that we acquiesced in the behavior of
the offending country. It would force the Administration to
say to the world that anti-terrorist gcals have a lower priority

than other goals, thus diluting the impact of our efforts.

pam—
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Finally, not using a sanction that we judge ineffective
at a particular point in tim; permits us to recain an element
of leverage. The offending nation recognizes that further
punitive steps can be taken if its policies remain unchanged.

In asking that this legislation not tie the hands of the
President in the application of sanctions,; we are not suggesting
that the Executive Branch not be required to justify fully the
judgments it makes. We therefore support the requirement that

the Administration report to COngfess on the use or non-use of

‘sanctions. This will ensure that Congress is informed of

decisions made in the course of attempting to influence a
particular nation's policies toward terrorism.

In addition to the sanctions issue, we have serious
constitutional and practical objections to Section 105(e) (2)
which provides that Congress, by concurrent resolution, can
override a>Presidentia1 decision to remove a country f£rom the
list. Since the Bill authorizes the President to determine
which countries should properly be listed as pursuing a pattern
of support for terrorism based upon his weighing of the
evidence against the statutory criteria established in thg Bill,
the making of these determinations becomes an exercise of his
éonstitutional authority to execute the laws. Only a full i
legislative act - a statute or joint resolution subject to
his approval - can alter the functions conferred on the
President by statute or otherwise exercise oversigh§ over his

execution of the law.
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In practical terms, the President's ability to induce and
reward changes in patterns of state support for terrorism would
be sharply circumscribed if a decision to remove a state from
the list could be vetoed by legislative action - even had the
President found evidence of a change of behavior so that such
a listing was no longer justified. This provision should be
changed to authorize the President to remove states from the
list when he determines that they are no longer exhibiting a
pattern of support for international terrorist acts but to
require him to inform the Congress fully and promptly of any
such action and the reasons therefore.

With respect to the specific sanctions listed in S.333,
we believe some modifcation should be made in Section 106(a)
to allow for the provision of disaster assistance which is
essentially humanitarian in nature. We also do not believe it
would be feasible to monitor the courses of study of foreign
students who might come to the United States under the sponsor-
ship of listed states. The categories of nuclear science and
subjects having military applicability are so general as to
cover almost any work in mathematics and the physical sciences.
We recommend that Section 106(a) (5) be deleted.

With respect to Section 303 - Explosive Taggants - we
strongly support this effort to deal with all types of

terrorist bombings. For effective law enforcement; we

258
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need s*rong tagging legislation. The Treasury Department
will provide more detailed analysis of this issue.

With respect to Sections 401 and 402 of Title IV,
concerning réorganizaticn of the Department of State, the
Office for Combatting Terrorism is already in existence,
headed by a Director with administrative rank equivalent to
that of an Assistant Secretary. Therefore, these sections are
not needed. The Administration, however, does see merit in
the proposition that the head of the Office for Combatting
Terrorism be accorded the rank of Ambassador by the President
with the advice and consent of the Senate. To accord
Ambassadorial rank would demonstrate the importance we attach

to our world-wide counter~terrorism efforts. This is

particularly important in light of the President's and Secretary

Vance's recent undertakings to do more to combat terrorism.
Finally, with respect to Section 403 concerning priorities
for negotiation of international agreements, the United States
is already actively engaged in nearly all the areas covered.
I have described our efforts to broaden support of the
prospective hostage convention and the aviation conventions.
We do not think that the establishment of a permanent inter-
national working group is needed at this time. We are already
working in a variety of areas to enhance existing channels for
intelligence exthange, to control the export of weapohs of
particular use by terrorists and to review methods and proce-

dures to combat international terrorism. The US delegation to

-d
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the Spring meeting of the United Nations Ad Hoc Committee on
Terrorism is studying many of these issues at this very time.
In conclusion, Mr. Chairman, I should like to thank you
for this opportunity to testify before your Committee. Yonur
hearings are an important step in the cooparative effort which
began in the last Congress to develop comprehensive effective
legislation. We lLook forward to working closely with you
and the Committee's staff to ensure that we have the necessary

capabilities and authority to deal with terrorism in all its

‘forms.

I would be happy to answer any questions which you miy
have.

Chairman Risicorr. Mr, Lally?

Mr. Larry. Thank you, Mr. Chairman.

I appreciate the opportunity to appear before this committee
today dealing with S. 333. As this committee knows, Secretary of
Transportation Brock Adams and FAA Administrator Langhorne,
Bond have each testified in the Congress with respect to antiterror-
ism legislation. The Department of Transportation and the FAA
support the objectives of S. 333.

In the field of transportation, there is no question that transpor-
tation facilities, especially aviation activities, are highly attractive
targets for terrorist acts. They are vulnerable targets to a great
extent because of the very nature of their services.

Much has been done throughout the world to protect aviation
from acts of sabotage and hijacking, whether they are terrorist
motivated or not. However, still more needs to be done to protect
aviation from such attacks.

The provisions of S. 333 will contribute toward that goal.

The record of countries around the world in improving their
protection for aviation has been commendable. Much in the way of
improvements has been achieved. But much remains to be done.

In 1977, there were 30 airline hijackings worldwide. That is
double the number of the previous year, 1976, and more than
octurred in any year since the peak hijacking years of 1968
through 1972.

In 1978, the record was almost similar. There were 25 airline
hijackings around the world. Eight of those airline hijackings in
1978 were U.S. airline hijackings—again, more than in any year
since the peak hijacking years of 1968 to 1972.

So the mandate is clear that further action needs to be taken to
protect aviation from acts of sabotage and hijacking, whether they
be committed by terrorists or nonterrorists. We support the objec-
tives of this legislation in that direction.

Our statement has been submitted for'the record in full dealing
with this legislation. So in the interest of brevity, I would like to
confine my remaining remarks to the provisions of the bill that

[P
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most affect the Department of T i
Ax{%?tion Admieistpart: ransportation and the Federal

_ e support title II, section 2083, dealing with information
airport security, and section 204, dealin it iati ity
as%vlstaﬁce to foreign governments. g with aviation security

. e have one reservation, however. That is our belief that th
time period between notification to appropriate foreign goverﬁmene‘;
authorities on ineffective security measures at an airport and a
determination by the Secretary of Transportation that the foreign
government has failed to upgrade the security measures should be
longer than the 60 days provided in S. 333. We would favor extend-
1ﬁg this period for correcting security deficiencies to 180 days. We
think that time frame is more appropriate to accomplish some of
the kinds of improvements that would need to be achieved.

We pa}rtlcularly urge the enactment of the provisions of section
305. of title II, aircraft sabotage, which would implement for the
United States the Montrea} sabotage convention, which was rati-
ﬁfd %}_f th({e‘ United States in 1972. It is important that legislation
gl ;’3 nigg for U.S. implementation be enacted at the earliest possi-

n addition, section 806 of the bill would provi iti

, _ ‘the L provide additional -
ures for the prosecution of individuals involved in aviationaré?:t%ii
;i‘l()r;lfcise ;Xee would a%so élrtge adoptfipn of this section as it will
. .even greater deterrence for perso i
crlvr‘xfa‘%i aglalnstlz\flvil aviation. persons who would commit
1 at, Mr. Chairman, I would like to end m
s y remarks of a
general nature. I would be happy to respond t i
the committee may have. Thank gfou, sir.p © &1y questions that
[The prepared statement of Mr. Lally follows:]
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STATEMENT OF RICHARD F. LALLY, DIRECTOR, CIVIL AVIATION
SECURITY SERVICE, FEDERAL AVIATIDN ADMINISTRATION BEFORE. THE
SENATE GOVERNMENTAL AFFATRS COMMITTEE, CONCERNING S. 333, THE
OMNIBUS ANTITERRORISM ACT OF 1979. MARCH 30, 1979.

Mr. Chairman and Members of the -Committee:

Thank you for the opnortunity to appear before you today on the
subject of international terrorism. We in the Department of
Transportation share your concern about the alarming inctease
in terrorlst acts throughout the worlg and the 1ncrea51ng
tendency to use terrorism to achieve polltlcal objectives,
Clearly, there 'is a neeg to strengthen worldwide measures not
only to condemn terrorism but to work toward its ellmlnatlon
from the polltlcal Scene. We applaud the initiative of this
Committee and your desire tn build on the steps already taken
by our government and governments elsewhere in the world to

free all nations from this threat.

In November 1977, Secretary of Transportation Adams appéared
before a special meeting of the Council of the International
Civil Aviation Organization (ICAO) in Montreal to point out the

anrea51ng severity of the threat of terrorism, to urge

. universal adoption of and adherence to the conventions on

hijacking and aircraft sabotage, and to emphasize to the
Council that we must have more stringent 1nternat10nal
standards for the security of aviation. Terrorist incidents
have continued to occur since that time, underscoring far

better than words the need for effective action.

? o
For a number of years, transportation, particularly aviation,
has been 2 target for terrorist attack, often in the form of
alrcraft piracy. 1In each of the past 2 years, 1977 and 1978,

there have been more hljackmngs worldwide than anytime since

-the peak years of 1968-72 ‘In 1977, there were 30 hijackings

of scheduled alrl‘"“L of which) 5 involved U.S: carriers, 1n
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isignificant reduction in the number of aircraft hijackings by
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1978, there were 25 hijackings of scheduled airlines of which 8
involved U.S, carriers. Six of .these foreign hijackings, but
none of the U.S. hijackingsﬁ were acts of terrorism--that is
crimes intended to achiene political goals and objectives. It
appears that this increase in the number of hijackings is
continuing. To this point in 1979, there already have been 5

bijackings--3 directed against foreign airlines, 2 against U.S.

‘air carriers. All of the foreign hijackings can be categorized

as atts of terrorism, while the U.5. hijackings were not.

While the increase in hijackings is clearly a source of
concern, there exists an effective‘countermeasure. Cf the 42
foreign air carrier hijackings occurring in 1977 and 1978, 30
can be attributé? to weaknesses in passen?er screening .
procedures. Of the remaining 12, 4 were not screening related
and information on 8 is 1ncomplete at this time. Similarly,
two of the three foreign hljacklngs thls year are known to have
resulted from defective passenger screening procedures.

It should be particularly noted that 8 of the 9 terrorlst
hijackings that have occurred from 1977 to the present were
facilitated by either a total lack of or.seriously defective
screening. In those incidentg, the hijackers, who were armed,
boarded the aircraft thr&ugh the normal boarding process.
Properly operating passenger screening systems should have
detected and intercepted those:weapons. Universal. application

of effective passenger screening systems should bring about a

terrorists as well as by nonrerrorists.
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In contrast to the foreign experience, no U.S. hijacking since
1973 has involved real firearms or explosives passing
undetected through passenger screening points. FAA regulations
governing the éecurity.of air transportation currently cover 36
U.S. and 73 foreign airlines operating approximately 15,000.
scheduled passenger flights‘each day to and from 623 U.S. and
foreign airports and boarding some 700,000 passengers and more

than one million pileces of carry-on baggage daily.

In spite 6f the complexities of this system and the fact that
the person or baggage we are looking for is literally one among
millions, our experience, as well as the experience of other”’
nations who have adopted similar aggressive antihijackihg
programs, demoﬁstrates that passenger screening systems work.
IA the.U.S., during the period 1973 through 1978,.over 2
billion persons were screened-and over 3 billionh pieces of
This.activity resulted in the detection of more than 17,000
firegrmé aqd'almost 6,000 relafed arrests. None of the 25 U.S.
Vaitlihe hijackings that occurred during this period involved

- real firearms or explosives passing undetected through
passenger screening points. Moreover, it is estimated that 75
hijackings or related crimes may have been prevented by U.S..

airline and airport security measures.

The commitment of the U.S. Government to effective and
universal passenger scFeening is firm. Further, we recognize
and applaud the airlines, the airports, the airline pilots and
their organizatibns for their ‘continuing endeavors in seeking
improvements iﬁ international civil aviation security and their
vigofous efforts to promote a safe and secure flying

environment.
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Both the International Civil Aviation Organization (ICAO) and
the United Natiohs have addressed themselves to the improvement
of aviat}on security. We welcome their work. In 1974, ICAD
inébrporated a number of international Standards and
Recommended Practices for Secur{ty in Annex 17 of the
Con;éntion on International Civil Aviation, known as the
Chicago Convention. This Annex is being reviewed continuously
with a view toward improving its effectiveness. For example,
in May of 1978, the ICAO Council submitted to member states for
comment a series of changes to Annex 17 and, as a result,
Amendment #3 was adopted in December 1978. This amendment, |
‘among other things, requires that zircraft especially subject
to attack be identified and provided additional security at all

stopovers. The U.S. will continue to seek further

strengthening of international aviation security standards.

In July 1978, at an économic Summit Conference held in Bonn,
Germany, President Carter and the heads of State of six other
participating nations issued a Declarétion of their commitméht
to intensify joint efforts tbo combat terrorism, The
Declaration announced that, if a country refuses extrédition or
prosecution of those vho have hijacked an aircraft or if the
céuntry does .not retur; the aircraft, the seven hations would i
take immediate action to cease all their flight% to that
'jcountry_and to halt all incoming flights from that country or
its ‘airlines. Follow-on meetings attended by represgntgtives

of the seven countries were held in Bonn in August and Ottawa

in October 1978. The purpose of these meetings was to develop

necessary implementing procedures and to encourage other

nations to join in the Declaration. Since the Declaration,

there have been five international hijackings that the seven

states have monitored within the framework of the Declaration.

-
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Many, if not most, nations and airlines of the” world now,have.r

active civil aviation security programs and are making
significant improvements in tge security of their air
transportation systems. The U.S. has endeavored to speed these
improvements by providing technical assistance to other
countries. 1In this connection, FAA technical assistance teams:
havelvisited many countries; hundreds of foreign officials and
technicians have attended our aviation security training course

or have received indepth briefings on aviation

security; and we have made available our training materials to

-

numerous foreign governments and airlines.

We regularly conduct security inspections of U.S. flag carrier
and certain foreign carrier facilities outside the U.S. This
involves visits to most of the major foreign airporté. The
purpose of these inspections is to assure that the airlines are
in compliance with our Federal Aviation ,Regulations. _During
the course of the inspections, our representatives meet witﬂ
foreign.airport security officials zndé any airport security
weaknesses or deficiencies observed are called to their
attention. This inspection activity has produced security
improvements at many foreign airports and has helped to assure
the continuing effectiveness of airline security measures
reqguired by Federal Aviation Regulations.

In April of this year, FAA will be hosting here in Washington
an internationél aviation security conference where new
procedures, technigues and equipment will be discussed and
deﬁonstrated. Representatives from approximately

80.countries and interested aviation ageﬁcies including ICAO
are éxpected to attend along. with most of the foreign airlines

subject to U.S. security regquirements.

R
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Turi {ag now to the legislation before this Committee, Mr.

Chairman, we strongly endorse the objectives of S.333.

As to the introductory sections, i.e., Declaration of findings,
Declaration of purposés, Definitions, etcl,.the Department
would note that there should be a clear understanding that the
measures proposed in the bill are intended to deal with
terrorism, only as defined.. Many acts of criminal violence,
ineluding the hijacking of commercial aircraft, may
su#erficially resemble an act of terrorism, but are not. For
examéle; as stated previously, there were 55 air carrier
hijackings Guring 1977 and 1978. Of these 55, only 8 are
classified as terrorisf acts; Ehe remainin@ 47 are criminal
acts. We believe it is essential that the distinction be
recognized. These nonterrorist crimes should be handled by

officials assigned responsibility for them under the existing

statutes. It should also be.made clear that nothing in the

* bill would inhibit the performance of related responsibilities

assigned under these existing statutes, such as the

Department's responsibility for aviation hijacking. '

Turning now to Title I, I would note that, by Presidential
directive, crisis manaéement functions and the coordination of
related issues which cross traditional jurisdictional
boundaries have been.assigned to the National Security’
Council/Special Coordination Committee (NSC/SCC). The
membership of the Exqcutive Committee of the interagency
WOrking Group to Combat Terrorism which works under the
auspices of the NSC/SCC is élmost exactly the same as the

proposed Council to Combat Terrorism.
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-Under the general guidance of Fhe 8CC, the management of
terrorist incidents is based on the leaé Egency concept: The
Department of State has operétional resp&nsibility for
international incidents and the Department of Justice and the
Federai Bureau of InvesFigation handle domestic. incidents

coming under Federal jurisdiction. Aircraft hijacking has been

" recognized as a special case, Congress having mandated that the

Federal Aviation Administration is to have primary
responsibility in this area. Memoranda of qnderstanéiné have
been signed which formalize these responsibilities: Federal
Aviation Administration/Federal Bureau of Investigation,
February 26, 1975; Department of Transportation/Department of
befense, September 7, 1978; anc¢ Department of

Transportation/Department of State, February 15, 1979.

Because the existing organization structure is now providing
effective leadership and coordination of U.S. Government
activities in combating terrorism, we do not believe that the

proposed. Council to Combat Terrorism is necessary.

The reorganization of the Department of Transportation,
proposed in Title II, Sections 201 ané 202, is similariy
unnecessary. We believe that‘the existing framework in the
Depértment has proven to be a workable and effective one, and

see no reason to make changes at the present time.

We support the provisions of Title II, Sections 203,
Inférmatién on Airport Securit&, and 204, Aviation Security
Assistance to Foreign Government, with one minor exception,
Our concérn is that the period in Section 203 between

notification to appropriate foreign government authorities of
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ineffective security measures at an airport and the
determinatipn by the Secretary that the foreign government has
failed to upgrade its security measures is too short. We
recommend that 180 days rather than 60 days be authorized to

permit adequate time within which to make needed improvements.

We particularly urge the enactment of the provisions of Section
305 of Title III, Aircraft Sabotage, which would implement the
Montreal Sabotage Convention which was ratified by the U.S. in
1972. It is important that 1Egislation providing for.p.s. .
implementation be enacted at the earliest possible time.
Section 306 of the Eill would provide additional measures for
prosecution of individuals involved in aircraft piracy or
related criminal activ}ty. We also urge adoption of this
section as'it will provide even greater deterrence for petsons
who would commit crimes affecting the security of air

transporation. -

In closing, Mr. Chairman, I would like to express our view that
the best way to achieve lasting and widespread improvements in
aviation security is through the multilateral efforts of ail
concerned nations, working primarily through ICA0, a recognized
international, safety oriented organization. Further, the work
of ICAO should continue to be supplemented through bilateral
efforts of those nations, including the U.S., that have led in
the dévelopment and implementation of effective aviation ‘

security programs.
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It must be made clear, nonetheless, that the U.S. is Prepared
to take unilateral action, including the imposition of
sanctions, if necessary to protect U.S. c{tizens. The
provisions of S,333 place the nations of éhe world on notice of
oué’res?lve to counteract terrorist acts, and provide tools
necessary for this effort. At the same time, this

legislation would provide the mechanism for an active U.S.

brogram of helping other countries to upgrade airport security

and ‘sharing with them our expe}tise and experience, This
legislation adopts a firm policy toward countries whosé
airports do not have effective security, but it also provides
for giving to those countries belp they may need to make
necessary improvementé and to achieve an acceptable level of

security.

That concludes my statement, Mr. Chairmen. I will be pleased
to respond to questions you or members of the Committee may

have.
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Chairman Risicorr. Mr. Davis?

Mr. Davis. Mr. Chairman, members of the committee, it is a
pleasure for me to appear here today to discuss really just one title
in this bill, and that is the explosives tagging title.

We are here to urge this committee to pass that title for what we
consider to be some very important reasons.

The use of bombs and explosives in crimes is, from our perspec-
tive, one of the most vicious crimes that anybody could commit. It
costs lives; it maims people; and it causes enormous property de-
struction.

It also, unfortunately, is and has been one of the most difficult
crimes for law enforcement to solve. What we are looking for in
this bill is assistance in that effort; assistance, first, to help solve
those bombing crimes which do take place; and, second, assistance
in helping us prevent bombings from taking place in the first place,
and thus avoiding the misery which inevitably ensues when that
happens.

Now, how will this program do that? First, we have identification
tagging. Under that program, by the introduction of taggants into
explosive materials, when the bomb goes off, we will have some-
thing we do not have now; and that is a lead.

Chairman Rieicorr. You know, most people don’t understand
just how that identification works. What do you really put into the
gunpowder? When an explosion takes place, how do you trace it? I
think we ought to have that for the record, sir.

Mr. Davis. Certainly, Mr. Chairman.

The taggants involve micro-sized particles which go into the ex-
plosive which go into bombs made from those explosives. They are
indestructible by that bomb. They stay alive. They also are color
coded, at least the current version that is available now is color-
coded, and will, provide a unique tracing element; unique to a
particular lot of manufactured explosives.

Now ‘what does that mean when that happens? Well, when a
bomb goes off and we get to thesscene, our investigators get there,
they will now have something specific to look for. They will look
for it with-magnets and they will look for it -with ultraviolet lamps.
The taggants are both fluorescent and magnetic and the investiga-
tors will pick up a certain number of these taggants.

Will those taggants immediately say that the bomber was John
Jones? No; of course the taggants won’t do that. But they will solve
a series of very important problems.

One: They will tell us what type of explosive was used. Two:
They will tell us where it was made. Then we go back to the
manufacturer and then from his records, with very minor modifica-
tions on those existing records, we can trace through them,
through the channels of distribution, down as far as we can get
into that particular case. In some cases that may be to a particular
last legal owner. In some cases that may be to a particular store.

We now have a lead; a lead, I might say, that we do not have
today. After the bombing in La Guardia years ago, in which over
10 people were killed, we do not today even know the type of
explosive that was used.
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How would we use this information? We get down to either a
particular place where the explosive was last found, or even, in the
case of powders, into a particular group of dealers.

One, it will give us a lead that we can match with other evi-
dence. Perhaps the bombing was of an employment establishment.
Perhaps we can trace by matching the list of those people who
were employees who might have a grievance with a list of purchas-
ers of some of these powders or explosives.

Second, we might have evidence which suggests that the bombing
which took place in New York, included an explosive which we
may now find was stolen from a particular site in Montana. We
may not have any clues as to that bombing in New York, but we
may have some clues from that theft of explosives in Montana. We
now have an important lead. We now have a place to go. Because
in bombing crimes, that is frequently the problem—we don’t have a
place to start.

You don’t have evidence like the murder scene weapon which
you find when somebody shoots somebody. If you can find that
weapon, that will give you a place to start.

Chairman Risrcorr. Let me ask you this: Why would a person
who uses a gun legitimately object to the tagging? This is again a
mystery. Why do they object to it? What are they fearful of?

Mr. Davis. I think they should be fearful of nothing. But what
are some of the contentions and what are some of the claims?

Senator Javirs. You are talking about the National Rifle Associ-
ation.

3 Mr. Davis. I think among others. I think particularly, Senator
avits.

Chairman Risicorr. Why should they be worried about a taggant
in a bomb?

Mr. Davis. Mr. Chairman, they shouldn’t be worried at all, be-
cause the things they might be worried about are the things we are
worried about—safety. If there is anything that is going to be put
into that explosive or powder that is unsafe, certainly nobody
wants to prevent that more than us.

So what have we done to make sure that is the case? First of all,
we determined that this is the kind of area where we don't want to
rely just on inhouse expertise. We have it. We have good scientists.
But we went to the Aerospace Corp., which is a very well known,
nonprofit corporation which does an enormous amount of work in
research and development in technical programs for the Defense
Department and for other agencies.

We went to them so that they could be very heavily involved in
the design and research and development of this program. We went
to the explosive manufacturers. We went to the powder manufac-
turers. We said: ‘“Design tests for us. Give us the tests. What do
you need so that these materials will be safe?”

That has been done, and it is completed as to the dynamites, the
water gels. That has been completed as to black powder. Those
safety tests are completed.

I know that there are those who are saying that somehow it is
not safe. However, we just don’t know what they are referring to.
We have worked with the explosive manufacturers. We have
looked to them for the guidance. And we believe that safety is
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insured. And we would not want a bill, we would not want legisla-
tion which would in anyway require or authorize or enable us to
require a taggant to be introduced into an explosive material
before that safety was assured. i

Chairman RIBICOFF. In other words, what you are saying, Mr.
Davis, is that for all practical purposes, the taggant would be the
best and sometimes the only evidence that is available to trace the
perpetrator of a bomb?

Mr. Davis. That is correct. That is an identification taggant,
because the detection taggant is another opportunity, because it is
an opportunity to prevent some bombings which we cannot now
prevent.

Chairman RiBicorr. Anyone who legally uses a gun or gunpow-
der has no reason to be concerned about a taggant in the powder.

Mr. Davis. We firmly believe that. Another argument that was
made, for example, on the black powder, is that it would affect
somehow the ballistics of the powder.

Well, again, Aerospace went to the manufacturer of that black
powder, the principal manufacturer, GOEX. Aerospace said: “What
is the ballistic test you want to run? Run the ballistic test.”

GOEX ran the ballistic test. They were satisfied that their prod-
uct would not be affected.

Chairman Risrcorr. Would you please submit for the purpose of
the record at this point the results of the tests that Aerospace has
made in this entire field?

Mr. Davis. We certainly will. Some have been submitted. We will
make sure if there are others, they are also submitted, because we
believe these are important.

[The prepared statement of Mr. Davis follaws:]
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FOR RELEASE ON DELIVERY
March 30, 1979 -- 9:30 a.m. EST

STATEMENT OF THE HONORABLE RICHARD J. DAVIS
ASSISTANT SECRETARY OF THE TREASURY
(ENFORCEMENT & OPERATIONS)

BEFORE THE
COMMITTEE ON GOVERNMENTAL AFFAIRS
UNITED STATES SENATE
ON
S. 333

“THE OMNIBUS ANTITERRORISM ACT OF 1979™

I very much appreciate the opportunity to appear
before this Committee in order to discuss, the explo-
sives tagging provisions of S. 333, the "Omnibus Anti-
terrorism Act of 1979." As you know, Mr. Chairman, in
the Ninety-Fifth Congress we testified before other
committees of both the House and the Senate concerning
the Treasury Department's reasons for supporting the
adoption of explosives tagging legislation; and recently
we have again testified in the House in support of tag-
ging legislation.

. Today, I will present an overview of what the ex-
plosives tagging program is intended to accomplish, why
Federal legislation is needed, what kind of legislation
is most desirable and what our answers are to criticisms
of this program raised in other hearings. In addition
to my remarks, Mr. G. Robert Dickerson, the Director of
the Bureau of Alcohol, Tobacco & Firearms, will submit
a detgiled statement and supporting materials for the
record.

. As an attorney and former Federal prosecutor, my
primary experience has involved dealing with how to
investigate and prosecute crimes after they have been
committed., But my responsibilities for the protective
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as well as the investigative enforcement activities of
the Treasury Department demand a perspective which
gives at least egual weight to the ability of govern-
ment to prevent criminal activities, especially those
employing violence.

Cconsequently, I have followed closely the develop-
ment, under BATF and Aerospace auspices, of capabili-
ties for introducing into non-military explosives those
unique elements -- taggants =-- which would permit iden-
tification and detection of explosives. Very simply,
the explosives tagging system would work as follows.
Identification tagging involves the insertion of a
number of tiny particles -- the taggants -- in an explo-
sive material which would survive intact after an explo-
sion and be recovered by bomb scene investigators. The
identification taggant.which is presently ready for com-
mercial use involves several color-coded layers identi-
fiable under a microscope. At the bomb scene, it would
first be found in the debris through use of a long-wave
ultra-violet light which causes the taggants to fluoresce.
Since one side of most taggants will be magnetic, a
magnet will be used to extract the taggants from the
debris, The taggant itself would reveal the type of ex-
plosive involved, its manufacturer, and the date and
shift when it was made. From this, the explosive could
be traced through the distribution chain from manufac-
turers, to retailers and, in many instances, to the
last, or a group of possible last, legal owners of the
explosive. .

S

Detection taggants -- which are microscopic capsules
“containing an inert material =-- would emit a vapor which
could be detected by specially developed equipment and
animals before the explosive containing them was deto-
nated. The presence of bombs could, thus be detected
and lives and property“saved.

These techniques, some of which could be imple-
mented nationally in 1879 if we had the authority, offer
law enforcement and security authorities an opportunity
to use science and technology not only to solve more
bombing crimes but also to prevent their occurrence.

In this manner, a comprehensive explosive tagging pro-
gram can significantly enhance the public safety.

The extent to which tagging will help counter
bombing crimes will be largely influenced by how quick-
ly and how many forms of explosives are tagged. It is
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very important therefore, that as soon as technology
allows, the requirement that a particular class of ex-
plosives be tagged should go into effect. One class
of explosives ~- dynamites, water gels and slurries --
is ready for identification tagging now; black powder
will be shortly. Tagging for the other types is ex-
pected to be ready at different times throughout the
next three years, Following is a chart reflecting the
status of development for tagging the various catego-~
ries of explosives, It describes the dates we expect
tagging could begin to be implemented if legislation
is passed in this session and if sufficient taggants
are then available. These estimates are those of

BATF technical experts and the 2Zerospace Corporation,
the technical managers of this program.

IDENTIFICATION TAGGING

-- Black Powder, June 1979
-~ Smokeless Powder, July 1981
~- Dynamites, water gels & Slurries, June 1979
-- Fuse and Detonating Cord, November 1979
- Boosters, March 1980
-~ Detonators, June 1981 (label method)
October 1981 (double plug method)

DETECTION TAGGING

~- Black Powder, October 1980

-- Smokeless Powder, October 1980

-~ Dynamites, water gels & slurries, October 1980

-- Fuse and Detonating Cord, October 1980

-~ Boosters, January 1981

-- Detonators, January 1981 (both single plug methods)
June 1981 (label method)
October 1981 (double plug method)

-- Detection Taggant™Sensors, April 1981 through

March 1982 (implementation of different devices)

Changes, both positive and negative, from the schedule
projected last summer are due to various factors, in-
cluding scientific developments, the lack of legisla-~-
tion, and delays in securing testing agreements with
some manufacturers,

We urge that legislation be passed during this
session which provides the Secretary with the necessary
authority to require tagging of all types of non-mili-
tary explosives in order that we can minimize the delay
in getting tagged explosives into the marketplace and
maximize our ability to apprehend those who use bombs
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and to save the lives of their intended victims at the
earliest possible time. Elimination of particular
classes of explosives from this legislation will, we
fear, provide a disincentive for the producers of those
explosives to cooperate with the development and testing
of tagging. The passage of comprehensive legislation,
on the other hand, will provide a stimulus which would
accelerate the process by which tagging of all explo-
sives used in crimes could be accomplished.

The enactment of tagging legislation in a piece-
meal fashion also will minimize and, likely, defeat
the timely impact on bombing crimes which tagging might
have. For example, if we were to achieve legislative
authority that permits us to institute identification
tagging for the dynamites, water gels and slurries .
(which are ready for national identification tagging)
but not for other explosives, we would not be able to
respond rapidly to the expected shift from dynamites
to other forms of explosives; and that shift will re-
ceive impetus because of these exclusions. Instead,
we will have to: (1) continue to perfect tagging of
those categories of explosives not ready today, (2)
submit additional legislation to authorize the tagging
requirement for those types, (3) go through additional
sets of hearings to cover again the testimony already
given on this, and (4) if the additional legislation
then passes, wait for the taggant manufacturers and
explosive manufacturers to gear up for production and
use of the taggants in these other types of explosives.
This will be a very lengthy process giving bombers
years of immunity from the tagging of what are already
commonly used explosives in bombs, such as black and
smokeless powders. .

On the other handx if we have a single, compre-~
hensive bill -~ with the requirements that all tag-
gants be safe, suitable, non-damaging, and available,
and with the discretionary authority to make exemp-
tions or delays when needed -- the only step remaining
once taggants for these other types of explosives are
ready will be to institute the tagging requirement.
This approach will not authorize the inclusion of tag-
gants before it is safe to do so; tagging will happen
only after tests, participated in by the manufacturers,
have been completed successfully.
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Passage of a comprehensive bill is also necessary
so that the manufacturers of taggants and explosives
will be prepared to invest willingly the resources
needed to have production and distribution facilities
ready. They will do so only if they know that there
is a legal requirement for compliance and that the
tagging requirement will be implemented on a certain

date. This certainly can only be achieved Fhrough a
comprehensive tagging bill.

The Department recognizes that some have urged
that black and smokeless powders be excluded from this
program because they are used lawfully by sportsmen.

We cannot endorse such an exclusion. All explosives
have both lawful and unlawful uses. Black and.smoke-
less powders are not only used by the law-abiding:

they are also used by the bombers. For examplg, among
all bombings in 1978 recorded by ATF -- including un-
identifiables and incendiaries -- black and smokeless
powders were used in 18.5 percent of the total bombings.
FBI figures for this period attribute Zg.l_percent to
the powders. A chart presenting a statistical analysis
of the various explosives used in crime is attached

to my testimony. Together, those powders comprise a
tiny portion of the commercially available casten51t1ve
explosives, yet their frequency of occurrence ln bomb-
ings is several magnitudes greater than their propor-
tional availability.

Given this situation, a program that egcludeg
these powders will clearly have serious deflcienc;es.
Initially, such an exclusion would encourage the increased
use of powders in bombs. We are especially congerned
- about excluding powders from the detection tagging pro-
gram. Given the relative frequency of their use in
bombings, the use of taggant detectors would be of gques-
tionable value if theyucould not detect black and smoke=
less powder bombs. This exclusion would also reduce
the cost benefits of identification tagging. ,

We have recently heard charges that the safety
testing for identification-tagged dynamites, water
gels, and slurries is not sufficient. That is not
true. TIn our charge to Aerospace we have placed,
and continue to place, the highest priority on the
safety of taggants. Dynamites, water gels, and
slurries tagged with the finally selected identifica-
tion taggants have met every safety test. These tests
were established and conducted by the explosives manu-
facturers themselves. Based on these tests, the
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manufacturers were confident enough to market their
own tagged explosives. The explosives manufacturers
have produced and sold seven million pounds of tagged
explosives. These are undisputed facts attesting to
the safety of identification taggants in this class
of explosives. Further information supporting the
safety testing is submitted as an exhibit to

Mrc. Dickerson's prepared statement. Safety tests
are now being pursued on all other classes of explo-
sives with participating manufacturers, and under our
approach no tagging would be required until these
tests have been passed.

From Treasury's perspective another vital issue
for tagging has been whether the crimes solved and
the deterrence established are worth the effort and
costs of requiring the taggants. 1In order to assess
this as objectively as possible, Management Science
Associates .was asked to study this question. While
acknowledging the difficulty in. assessing the impact
of “any program. before it begins,-the study concluded,
and we believe, that the value and.cost effectiveness
of identification tagging is clear.

Identification tagging will not, of course, serve
as an instantaneous means of finding bombers. We do
not expect to solve crimes and obtain.convictions on
the basis of tagging evidence alone. Identification
taggants will instead provide initial leads and supply
an additional specific connection between the manu-
facturer of an explosive, the .category of last legal
purchasers of a particular lot, and other evidence
found at a bomb scene such as package fragments, wires,
clockworks. 1In addition, evidence extrinsic to the
bomb scene, such as employees with grievances against
a bombed business, can _be compared with the list of

. purchasers of an identffied lot of tagged explusives

in order to reduce further the list of suspects. The
additional speed with which taggants will help investi-
gators make these initial links will provide an in-
creased possibility of focusing on a class of suspects
while the criminal among them is still likely to have
some incriminating evidence in his possession.

The identification taggant is analogous to the
date/shift code already required to be printed on
high explosives. We know that date/shift data permits
speedier traces and that ATF has analyzed those cases
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where date/shift code information has been

from dynamite wrappers that survive explosigsgrgived
were found before detonation. Their study shows that
cases forwarded for prosecution where a date/shift
code was found were nearly twice the number of cases
without date/shift information. We expect at least

' a comparable result from the use of indentification

taggants,

. Furthermore, this analo should

1n.t§trorist bombings or bomggngs by piggégsgg::ily
criminals, where link analysis will be greatly enhanced
ghrough the_taggants providing a clear means of show-
ing connections and patterns common to several bombings
even if perpetrated in several different parts of theg
country. Focus on the . individual or group of extre-
mists connected to multiple bombings will not only )
increase the likelihood of solution of several bombings
through one overall investigation but will also save g
ilmmense expepdltutes of manpower on bombings which
might otherwise appear as unconnected events.

Detection tagging is, in a wa the
tggglng program from which the gregéest d??ggtogeggs
£its to the public safety can be expected. With detec-
tion devices placed at high target value locations we
can go bgyond solving bombing crimes only after thé
dgstrugtlon bhas happened and begin, through pre—detona-
tion discovery, to prevent bombings from ocecurring.
The MSA study suggests that the cost-benefit of this
form of tagglng is less certain than that for identifi-~
catloq tagging. _Its analysis makes clear, however
that if one considers just the high risk, potentiai
targgts of catastrophic bombings -- airports, planes
pub}lg buildings -- then the benefits are clear. In(
addition, when one coksiders what detection tagging
can do ~-- save life and limb ~-- the essentiality of
going forward with this Program becomes clearer,

. While additional information on costs i -
tained in Mr. Dickerson's statement, I wouldslggg to
note that the costs of tagged high explosives have
been.calculated at two cents per pound of tagged ex-
plosives. We do not believe this to be an unreason-

able burden on either m
. anufacturers or pur
explosives, purchasers of

et
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We have also heard claims that complex and cost-
ly regulatory schemes will be initiated as part of
the tagging program. Treasury and ATF have asked for
no new recordkeeping legislation. Records are now
required under existing laws, including those applic-
able to black and smokeless powders. The only addi-
tional requirement would be to show the taggant's. code
in existing records. This small additional bit of in-
formation could not possibly be a serious burden.

We also do not seek to tag those types of explo-
sives seldom found in any bombings. We have no desire
to impose burdens on commercial enterprises or pri-
vate pursuits that do not have a clear public benefit.
For example, we are not seeking to require the tagging
of those smokeless powders inserted in commercially
manufactured, fixed ammunition. Only powders for sale
in bulk quantities should be tagged. We take this
position because there is no measurable public benefit
to achieve by tagging individual rounds of ammunition.

Furthermore, we will not require the tagging of
blasting agents which are very rarely used in crimes.
The greatest portion (80 percent) of the materials
produced for use in commercial blasting is made up of
blasting agents, the most common of which is a mixture
of ammonium nitrate and fuel oil known as ANFO. The
components of ANFO are not explosives until compounded
at the blasting site. Then they nearly always require
a booster and detonator in order to be exploded suc—
cessfully. Both boosters and detonators are going to
be tagged under this program since they nearly always

“occur in criminal use of high explosives. Thus, in

the event that blasting agents are used in a particu-~
lar crime, booster and detonation tagging will provide
the tracing mechanism,>and we will not have to underx-
take the massive and costly job of requiring that
blasting agents themselves be tagged. Tagging of the
boosters and detonators is cheaper, more readily ap-
plicable, and will have a much greater impact on bomb-
ings than tagging of the blasting agents.

The explosives tagging program is designed to
help significantly in defeating the bomber, whether
he is a terrorist or any other form of criminal. And
because we believe in the overall value of tagging,
we think that it would be appropriate, in addition to
the specific safety and other protections which
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Mr, Dickerson and I describe in our statements, to
have an obligation placed on Treasury and the Bureau
of Alcohol, Tobacco and Firearms to report to Congress
at least annually on the results of the tagging pro-
gram. Such a report will enable Congress to continue
to evaluate this program and, we believe, recognize

its worth., We will be happy to work with the Committee
in developing this and other proposals designed to
assure the proper implementation of this program.

We recognize that many Americans have been touched
by acts of terrorism and other bombing crimes. The
victims -- or their survivors =-- know that bombing is
a particularly vicious and indiscriminate crime. It
is a clearly deliberate act of violence in which the
bomber has to acguire the knowledge of how to make a,
bomb; he has to fabricate the explosive device; and he
has to plant it. This is a calculated, planned and in-
disputably intentional process with severe consequences:
death, injury and the destruction of property. For
these reasons we believe that we should do all that we
legitimately can to meet this problem.

Mr. Chairman, we have never offered tagging as a
panacea to bombing crimes. It will not be. All bomb-
ings will not be stopped or prevented. In addition,
we know that it will take time for the effectiveness
of tagging to have an impact that gives a clear measure
of its worth. We are confident, however, that identifi-
cation tagging will help solve more bombings and that
detection tagging will cause the discovery of more bombs
before they detonate. Together, these two forms of
tagging will meaningfully advance our ability to deal
with the bombing problem and deter some criminals from
using this deadly insgrument. We believe that this is
a contribution to the general welfare to which the
American public is entitled.

 ———
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Department of the Treasury Statement Fobruary 26, 1979 Attachment
March 30, 1979, Committee on
Governmental Affairs,
United States Senate '
B 1978
Distribution of Explosives in Crime
¥BI aE
Percent Percent Percent Percent
Number Known w/Unknown Number Known w/Unknown
Incendiary 636 39.30 34.60 468 36.10 26,50
Black Powder 196 12.10 10.70 1711 13.20 9,70
. 7

Smokeless Powder 209 13.00 11.40 157 12.10 8.30
Military 133 8.20 7.29 55 4.20 3.10 o
Dynamite 173 10.70 9.40 251 19,40 14.20 o
Other 271 16.70 14.70 154 15.60 11.00

Subtotals 1618 .100.00 1296 106.00
Unknown 219 12.00 An 26.70

Totals 1837 100,00 1767 100.00
Black & Smokeless 25,10 25,30
(Shown as percentage

of known)

Black & Smokeless 22.10 168.50
(Percentage
including unknowns)
Black & Smokeless 40,8 39,6

(Percentage excluding
incendiaries & unknowns)
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Senator Javirs. On this point—and I will wait my turn, Mr.
Chairman—isn't it a fact that what the Rifle Association is jump-
ing up and down about is the fact that maybe somehow, somewhere
this will introduce Government control over the ammunition and
the weapon, it is just doctrinaire?

Mr. Davis. I have read that in some publications as being a
concern, that what we are trying to do is register ammunition.
How this is to be I frankly cannot figure out or fathom. It is not
gging to happen. It is not our goal. It is not what this program is
about.

This is a bombing program. It is a crime-solving program. It is a
crime-prevention program.

Chairman Risicorr. Mr. Quainton, it is my understanding that
the emergency sessions of the NSC Subcommittee on Terrorism are
not as smoothly run as they appear to be. For example, I under-
stand these meetings are sometimes directeu by individuals who do
not meet with the group as regular members. This could lead to
some confusion and could hamper effective action.

How can this process run more smoothly? I mean, if it always
has a different chairman and you are always changing the compo-
sition of the committee, how do you put this thing together?

Mr. QuaiNTON. I am not sure of the circumstances to which you
refer, Senator. In the last 10 months, all meetings of the executive
committee and of the working group for combatting terrorism have
been chaired by me.

Chairman Risicorr. You have chaired every meeting?

Mr. QuainToN. Every meeting, without exception. My recollec-
tion is I chaired all the meetings.

We have, however, created a series of subcommittees in order to
pull together those agencies around certain functional problems
about which they have a particular concern, for example the secu-
rity of particular premises overseas. Domestic agencies have little
concern about the protection of our embassies or missions or infor-
mation centers and so forth. So we have a subcommittee agency
that deals with physical security overseas. I do not chair that. I
have assigned a person from another office to that.

In the subcommittee structure there are indeed a variety of
chairmen; although again, as far as I am aware, each committee
has been chaired by a single chairman to insure continuity of
action. '

When decisions have to be taken in crises—and these have been
relatively rare—the National Security Council’s Special Coordina-
tion Committee deals with the most critical issues. There the
Chairman would be the senior National Security Council official
available at the time.

Chairman Ribicorr. Let me ask you, the President now has
discretionary authority to impose sanctions. To my knowledge,
these sanctions have never been invoked.

Why would the President be more likely to apply discretionary
sanctions now than he has been in the past? What assurances can
you give the committee that the use of these sanctions will be more
seriously considered if they are made discretionary?

Mr. QuaiNToN. Mr. Chairman, I don’t think it is exact to say
that sanctions have never been used.
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Chairman Risicorr. When have they been used?

Mr. QUAINTON. As Senator Javits is aware, several years ago in
response to a communication which he wrote to the Department,
we identified a number of states which in the past had provided
support of a variety of kinds to groups that use terrorism. These
states included Libya, Iraq, and South Yemen.

I can’t tell you whether those states would be prospectively listed
6 months after the bill becomes effective. But let's take the past.
Knowing what we knew at that time about the activities of these
governments, we have had a conscious policy to deny the sale of all
military equipment, one of the principal sanctions in your legisla-
tion, to these countries. We do not have the opportunity to deny
them concessional trade access because as members of OPEC, two
of them at least would not be eligible. They are not eligible for
economic assistance. So we have been using the principal sanction
which is in effect available to us, the sale of military equipment,
and we have not sold, to the best of my knowledge, any military
equipment to these countries.

Chairman Risicorr. Haven’t you recesitly issued a license for the
sale of planes to Libya which could be used for military purposes?

Mr. QuAINTON. Yes, sir. A second category about which we have
been very concerned are those items which might have potential
military use. We are not talking about guns or weapons. We are
talking about items such as civilian aircraft, which could have a
potential use. _

We have been very careful and have turned down requests for
transport aircraft comparable to the C-130’s which were sold to
Libya many years ago. They have never been delivered and have
been embargoed as part of our policy.

We did, however, take a decision last November to authorize the
sale of two 727’s and three 747's, sales which amount to $300
miﬂ@on, against a trade deficit which we have with Libya of $3.35
million.

In coming to the conclusion to sell these passenger aircraft, we
took into account, in the first place, their basic civilian use. They
are in the civilian inventory, not only of Libyan Airlines, but, of
course, a wide variety of airlines around the world. There is a
legitimate civilian need for these aircraft.

But we didn’t just sell them without any restrictions on their
use, and the Government of Libya gave us an undertaking that
these aircraft, the five I am now talking about-—three of which
have not been delivered, the 747’s; the 727’s were delivered earlier
this year—would not be used for military purposes; that only au-
thorized civilian pilots would be trained; and there would be no
militarization of this equipment; and that if these assurances were
violated, we would cut off the supply of spare parts—not only for
these 727's which were sold subject to specific restrictions, but on
the earlier 727’s which were sold without restrictions.

A Cha?irrnan RiBicoFF. Are these aircraft being used to support Idi
min?

Mr. QuainToN. The U.S. aircraft have been used by the Libyan
Government to support Idi Amin in terms of bringing troops and
probably ammunition and perhaps other military equipment, This
includes C-130’s sold a very long time ago and some 727’s. There
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are nine 727’s in the Libyan inventory. The Libyans have also used
a certain number of Russian cargo aircraft which they have also
had in their inventory for some time.

Senator Javirs. Mr. Chairman, may we ask the witness, are you
going to cut off the supply of spare parts. The New York Times
says, on March 8, 1979: “Western diplomats also reported that
1,400 Libyans had been flown into Uganda to help President
Amin.” Only C-planes could fly Libyans. You can fly them in 727’s
very pleasantly.

And I wrote you, with Senator Ribicoff, we joined together, on
March 16 and asked you specifically whether these aircraft, which
the United States had licensed today, were being used to supply Idi
Amin.

You haven’t replied yet. Do I understand this is your reply; that
is, they are being used?

Mr. QuainToN. We will be replying to your letter which did not
reach us until March 27.

Senator Javirs. Pretty slow mail in Washington, isn’t it?

Mr. QuaInToN. I wish we could speed it up. I will try to give you
all the answers orally.

Senator Javits. We had it delivered by hand, Mr. Ambassador.
So something is wrong not with us but with the State Department.

Mr. QuaiNToN. That is often said, Senator.

The answer is that we know that some 727’s have been used in
Uganda. We do not know at this point in time whether the two
727’s which were sold last November and which were subject to
specific restrictions are being used. I can’t tell you that because we
don’t know.

What actions we are going to take with regard to the Govern-
ment of Libya, in light of its support and relationship to the
situation in Uganda, is under intensive review at this time.

We have called in the Libyan Chargé in Washington several days
ago; indeed, shortly after this information came to our attention.
We asked our Chargé in Tripoli to raise at the highest possible
level this question and to draw to the Libyan Government's atten-
tion what is our policy; that if those 727’s subject to restrictions
were used for military purposes, we would cut off the sale of spare
parts. That is where it stands at this moment.

Senator Javirs. If the Chair would allow me, I will use my time
now.

Chairman RiBicoFF. Please go ahead.

Senator Javirts. I don’t wish to intrude at all. But I must say, sir,
you were great when you named the countries. It was marvelous.
You inspire the country, inspire the world. So your heart is in the
right place.

But I must say, having been up here, like Senator Ribicoff, for so
many years, when you testified: “The Government of Libya gave us
an undertaking,” I just laughed. What are you people; children or
naive? Are you babies? The Government of Libya gave you an
undertaking, when you had marked them yourselves as aiding and
abetting terrorism. They killed an assistant of mine. That is where
they were supplied. That brings it really home, doesn’t it?

Mr. QuaiNToN. Yes, sir.
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Senator Javits. How can we justify that kind of a policy? Is this
State Department, fabulously courageous and public spirited—I am
very serious; I am not kidding—stamping these countries by name,
and all of a sudden you tell us, you sophisticated diplomats, that
you accepted, “The Government of Libya gave us an undertaking”;
this Government of Libya which not only doesn’t believe in under-
takings but aids and abets murder. How do you explain it?

Mr. QuaINTON. As I tried to make clear, Senator, we do not and
have not and do not intend to sell military equipment or items of
significant military use to the Libyans or to the other countries
which we identified.

We do not, however, have an economic boycott on the Govern-
ment of Libya. There are a large number of Members of this House
and of the other House who have brought to our attention the
importance of the economic relationship which we have. As you are
well aware, Senator, this is a factor in decisions which this admin-
istration must and does take into account.

Chairman Rieicorr. May I interrupt? You can turn that down.
United Technologies, which makes the aircraft engines, are head-
quartered inn Connecticut. When they asked me to intervene with
the Government for the sale of those planes, I said no, that I would
not intervene for anyone, including a constituent, if the planes are
going to be used by terrorists.

We had that same problem with flatbed trucks. I made it clear to
my colleagues in the Senate and House who came from the State
that I would not intervene because there was a sale for flathed
trucks that could be used for transporting tanks.

So since when does the State Department have to cave in at the
request of any single Senator or two Senators or three Congress-
men when it is against a basic policy of the country?

Mr. QuainTON. Senator, you referred to the question of flatbed
trucks, a sale which we denied to the Government of Libya because
it was a request by the Libyan Minister of Defense. We judged
there was a real possibility that indeed these trucks would be used
for military purposes, since they were going to the military.

Chairman RiBicorr. Yes; but Senator Javits points out that these
planes were used to transport troops. This becomes a very serious
problem.

Senator Javirs. They admit it, Mr. Chairman. They say so them-
selves, that the 727’s were used to transport troops.

Mr. QuainToN. And we certainly recognize it as a serious prob-
lem. I don’t want for a moment to suggest to the committee that
we are not aware of the gravity of the situation involving the use
of Libyan aircraft in the Ugandan situation.

It is not a question of terrorism per se, but a question of the
broader foreign policy interests of the United States.

If I might say, we are trying, as I think the committee is trying,
to change the behavior of countries whose behavior is often egre-
(girimtl}sl!y opposed to what we stand for. The question is how can we

o this.

In certain limited areas, it seems to me we may be able to make
progress, even with the Government of Libya. And I am not apolo-
gizing for the Government of Libya. Everything you said, Senator
Javits, I entirely agree with.




50

But the fact is the Libyans have moved to become parties to the
major international hijacking conventions. As we understand it,
they have not received terrorist hijackers for a number of years. In
a recent hijacking which did take place into Libya, we are pressing
them to bring these hijackers to prosecution. There is a real possi-
bility they will do so.

The Libyan Government intervened, as you perhaps saw in the
press, to save the life of an American taken prisoner by terrorists
in the Philippines. The Libyan Ambassador got him out.

So it is a two-edged sword. We want them to do certain things
and change their behavior, and we are using the tools at our
disposal as best we can to that end.

There are, obviously, alternate choices which we could make. But
we are taking account of a wide range of interests—political, coun-
terterrorist, and others—in coming to these conclusions.

What I want to assure you is we are aware of the seriousness of
the problem. This is not a soft policy in which anything the Lib-
vans ask for, they get. They don't. But until we come to the point
where we have a complete embargo, these decisions are going to be
difficult to make and will have to be looked at in the light of the
circumstances and the information we have before us at any one
time.

‘Chairman Risicorr. Mr. Lally, during last year’s hearings, the
Secretary of Transportation mentioned that a number of airports
had security deficiencies. Does DOT know of any airports which
now have deficiencies?

Mr. Larry. In terms of deficiencies of the nature and seriousness
identified by the Secretary of Transportation last year, the answer
would be no.

We do know that there are airports where improvements are
needed and where work is being done to enhance security. But we
are not aware of any right now that would fall into the same
category as those mentioned last year.

Chairman RiBicorr. But are there some that still present secu-
rity problems?

Mr. LarLy. Yes, sir; problems, and need for improvement.

Chairman Risicorr. What airports are they?

Mr. Lariy. I would be reluctant to offhand identify airports.

Chairman RiBicorF. Do you know them? Do you know which
airports they are?

Mr. LaLry. Yes, sir.

Chairman RiBrcorr. Then I think you ought to identify them. I
mean, we are talking about security. We are talking about millions
of American travelers who travel abroad. I don’t know how you are
ever going to get these airports cleaned up if the public doesn’t
know what they are. The only sanction you have today against
these countries’ insecure airports is letting the world travelers
know who they are and where they are. I think you have an
obligation to the American travelers and world travelers to tell us
what airports they are.

What airports today have security deficiencies?

Mr., LaLLy. Senator, I am not trying to be uncooperative. But I
would appreciate it very much if we had the opportunity to vali-
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date what is in my mind, my recollection, and provide that for the
record, in the interest of accuracy.

Chairman Risicorr. No. If you want to go make a telephone call
now, you go ahead. Senator Javits and Senator Levin can question
the other witnesses. But I think it is important. This is what these
hearings are all about. This is what the problems are all about.

We are the largest user and we have the largest group of aircraft
internationally. More Americans travel than any other peoples. I
think every American who travels abroad has a right to know
whether the airport he is traveling to is a secure airport. I think
you have a duty.

Now if you want to clear this up with your sources downtown, we
will give you the opportunity. If it is necessary to recess this
hearing for a few minutes, we will do so. I think it is too impor-
tant, Mr. Lally.

Mr. LaLLy. Senator Ribicoff, to the best of my recollection, as I
said earlier, thers are no airports that I can personally identify
that fall in the same category as those mentioned last year by
Secretary Adams as having serious security deficiencies. There are,
however, as I indicated, some airports where continuing problems
exist and where continuing work is necessary to enhance security
to the level that we would like to see it and to the level that those
nations would like to see it.

Now there are three airports that fall into that category. I can
name those three. Those three airports at this time would be
Mexico City; Accra, Ghana; and another airport in Mexico that I
am uncertain as to its exact identification. Those three are the
ones that come immediately to my mind at this time as falling into
that category.

Chairman Risicorr. If there are any other airports, we would
expect you to submit that to the committee forthwith, as soon as
you can check them out.

Mr. Larvy. Yes, sir. We will do that.

[The information subsequently supplied follows:]
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DEPARTIMENT OF TRANSPOﬁTNﬂON
FEDERAL AVIATION ADMINISTRATION

WASHINGTON, D.C. 20591

APR 26 1979

Honorable Abraham A. Ribicoff i
Chairman, Committee on Governmental Aff
United States Senate UETE
Washington, D.C. 20510

Dear Mr. Chairman:

During my appearance on March 30 before your Committee to
testify in behalf of S.333, the Omnibus Antiterrorism Act of
1979, you noted that Secretary Adams, at last year's hearing
concerning terrorism, had identified five airports having
security deficiencies. You then asked whether we are aware of
other airports with security deficiencies. In my response, I
stated that there were no airports having deficiencies
comparable to those identified last year but that there are
several airports where we are working with the concerned
government to achieve improvements. At that time, I identified
Mexico City, another Mexican airport, and Accra, Ghana. I
would like to advise you that the second Mexican airport is
Merida, and I would also add to the list the airports at
Monterey, Mexico; Dakar, Senegal; and Casablanca, Morocco.

As was indicated in my prepared testimony, Federal Aviation
Administration inspectors regularly visit a number of foreign
airports. Their purpose is to inspect the security programs of
U.S. flag carriers and those foreign carriers flying directly
to the U.S. to assure their compliance with Federal Aviation
Regulations. While on those visits, they also may observe
areas where improvements could be achieved in other aspects of
airport security. When such observations are made, the
inspectors pass their views and recommendations on to local
authorities. Our experience has been that appropriate action
is generally taken by such authorities.

In some instances, however, the deficiency or deficiencies
observed by the FAA may be of such a nature that we have
formally advised the responsible government of our concern and
our recommendations. The six airports identified above--Mexico
City, Merida, Monterey, Accra, Dakar, and Casablanca--are the
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airports now in this category. But it is important to note
that these airports should not be categorized as having the
serious deficiencies of the five airports listed last year.
Casablanca, which was one of the five airports so identified
last year, has made considerable progress and improvements but
remains of some concern. I should emphasize, too, that we have
every reason to believe that appropriate steps are being taken
or will be initiated by the responsible aviation authorities of
the countries I have noted. Fo. example, followup visits have
shown that Dakar already has accomplished nearly all of the
actions we had recommended. We believe the approach we have
followed to be an effective way of achieving an acceptable
level of aviation security, consistent with the approach
proposed in Section 203 of S§.333.

Enclosed you will find the edited transcript of my testimony
before the Committee.

Sincerely,

- a iy

(/Zyéék ae%c(? (aee

Richard F. Lally

Director, Civil Aviation Security Service

Chairman Risicorr. What was done to upgrade the airports men-
tioned last year?

Mr. LaLLy. At the request of the Secretary of Transportation
Brock Adams, special FAA security inspections were conducted at
those airports. The deficiencies that were identified fell largely in
the areas of passenger screening procedures and access to aircraft
on the ground.

Reports were made to those governme:ts; consultations took
place with the responsible aeronautical authorities; the Secretary
of Transportation furnished officially and formally the results of
the inspections, together with recommendations, to his counter-
parts in those governments; and action was taken to improve the
situation, that is to correct the deficiencies.

The airports were reinspected by FAA security inspectors, not
just twice, but in some cases three or four times, to assure that the
improvements were in fact made and that they continue to exist.

Chairman RiBicorr. You see, when you mentioned Mexico City, 1
don’t think we should run away from the problems that could be
engendered because you mention it. The fact remains that Mexico
City probably has an intake of as many American travelers as any
airport in the world. I would guess—I don’t have the figures—that
thousands upon thousands of Americans use that airport month
after month. ,

There is no reason why Mexico City or any other airport in the
world should not put in security measures. They make a lot of
money off of American tourists. They take in a lot of money for
their entire economy. And the least they can do is to assure the
people traveling in these airports that they are safe. *

There is only one way you are going to do it. When Secretary
Adams mentioned those airports last year, you sent a shock wave
to each one of those countries. I could tell that by the visits I had
from the Ambassadors from those countries. I think the greatest
way to get them cleaned up was by mentioning them publicly. My
guess is that by mentioning Mexico City and Accra you will finally
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get action that you would never have gotten by a polite letter sent
from Secretary Adams or Secretary Vance to the heads of their
government.

One more question: DOT, as I understand it, conducts security
assistance programs to assist foreign governments in improving
their security measures. How are you assured that this information
is put to the use for which it is intended and not used to educate
possible terrorists in ways to beat the system?

Mr. LarLy. We consider each request for technical assistance,
Mr. Chairman, on a case-by-case basis. Working in conjunction
with the State Department and with the embassy overseas,
through whose channels those requests for assistance flow, we try
to assure ourselves that the responsible and appropriate govern-
ment officials are involved in the request and that those officials
would be involved in the actual conduct of the assistance and in
the followthrough on introducing measures for improvement.

I cannot identify for you any specific, firm safeguards that exist
on that score. However, the measures that we recommend general-
ly are not of an exotic or classified nature. They are good, basic,
fundamental security measures. And their application universally
throughout the world is what we desire to safeguard aviation on an
international basis.

So in answer to your specific question, Senator, we feel we have
general assurance, but I cannot identify for you specific and firm
safeguards.

Chairman RiBIcoFF. Senator Javits?

Senator Javirs. Thank you, Mr. Chairman. I would like to thank
Senator Levin for allowing me to precede him.

Gentlemen, I just have a few minutes.

I would like to tell you we support you fully. I would consider the
bill very seriously deficient without the taggant section.

Mr. Davis. Thank you.

Senator Javits. So we will fight for it.

Second, I say to Senator Ribicoff, my chairman, I completely
identify myself with him on the airport matter. I want you to know
that right now I am the guiding spirit of something called the
United States-Mexico Quadrapartite Commission which is United
States and Mexican business and government. It is a big deal. It is
working on tourism.

I have given a lot of my life’s blood to seeing that it works
because of the importance of our relations with Mexico. But I
thoroughly welcome what the chairman has just said and done. I
will talk to the President of Mexico myself. I didn’t know that. I
don’t think millions of Americans know that. And yet they are,
and we want to help them engage in a major tourist drive, includ-
ing a change in our law to help them, which Senator Bentsen and I
just introduced a bill to do, because we are jointly working in this
gﬁfﬂ" Just to show you why the Chair is right in how important

is is.

So I would join Senator Ribicoff in urging you to look over your
Eecords and so on. If there is anybody else that needs to be tabbed,

o it.

I got on a plane in an African airport about 6 months ago at 2

a.m. It is not one of those you name. The gates were pulled open
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and 150 people poured out on the plane. If it hadn’t been 2 in the
morning, I would have turned around and gone home. It was
shocking. Absolutely no check of any kind—I was there—of any
kind or character; bags, baby carriages, out they went.

Now the only other thing I would like to say to you, Ambassador
Quainton, is this: Do you understand that our bill has automatic
sanctions, but the President may suspend them, may he not?

Mr. QuainTON. He may.

Senator Javits. Provided that he certifies it is in our national
interest to suspend them.

Mr. QuainTON. That is correct.

Senator Javirs, With all respect to you, sir, I hope the State
Department takes this Libyan experience to heart. You heard the
distinguished Senator, our chairman, say that sure, we know that
Libya sells us oil. But you have to have a stomach for decency
somewhere, some time. And I think that if you had these automat-
ic sanctions, the President would think twice, not once, about sus-
pending them; whereas, when they are not automatic, you get
exactly what happened here.

I hope this has tended to convince my chairman, too, who is not
all so hot on that on my side, because it firms up your back when
the policy of a government is declared to be firm and strong, even
if it means difficulty for us, instead of what, believe me, is a joke.

The Government of Libya gave you an understanding that they
wouldn't use it for military purposes. You know as well as I do that
it didn’t mean anything to them. Of course it doesn’t. And even the
newspapers can get that information.

So, Mr. Chairman, I hope very much that the Chair will feel that
we are on the right track, as he is the author of this measure, it is
historical, and that we will continue to stand fast on this proposi-
tion.

I hope the State Department will very, very definitely review the
bidding on the Libya situation and deny them the spare parts for
727’s when the evidence is so far that that is what we ought to do.

And also, is there anything in the pipeline on which you are
asked to give a license for any other planes for Libya right now?

Mr. QuAINTON. Yes, sir. :

Senator Javirs. What are you going to do about that?

Mr. QuainToN. Let me tell you what is in the pipeline and solicit
your views about what is in the pipeline, if I may, because no
decisions have been taken. :

We have a request from the Cessna Corp. for 10 crop-duster
aircraft with a very tiny range, to be used for agricultural pur-
poses. We have a request for two other small aircraft, Cessna 1310
and 1402C to be used by the Aero Club of Libya, which is a private
group of airplane enthusiasts.

We have a request from the Canadian Government for the export
of General Electric engines and Hamilton standard propeller 10
Buffalo planes. These are American components for Canadian air-
craft. This is under review.

We are not, if I might say, likely to approve that request. But no
final decisions have been taken.




4

56

And we have a request from an Italian firm, Augusta Bell, for an
export license for two AB 12 helicopters to be used for medical
rescue purposes. all of these are currently under review.

There is one additional case. The Gulf Stream Corp. has applied
for an export license for two Gulf Stream executive jets. None of
these decisions have been taken. They range from very small,
limited-purpose aircraft—some for agriculture, some for medical
purposes—to somewhat larger ones.

We do not have any requests pending at this time for large
passenger aircraft; nor do we have any requests pending that I am
aware of for large cargo aircraft.

Senator Javirs. You said in your letter of February 183, 1979,
signed by Mr. Bennett: “Future sales plans by private companies
are matters of which we are not necessarily aware. However, it is
our understanding that Boeing anticipates additional 727 and 747
sales to Libya Airlines.”

Mr. QuaINTON. That is correct.

Senator Javrts. But no such applications have taken place?

Mr. QuaiNToN. No such applications. They have indicated to us
they anticipate in the next 4 years sales of some $600 million
worth of passenger aircraft. But we have no applications beyond
the three 747’s.

Senator Javits. Mr. Ambassador, I know what I think. That is
we ought to lower the boom on these people right now, on every-
thing. But I want to confer with the author of the bill and my
chairman. I want to take a joint position with him. I think this is a
very serious matter, and so we will advise you together on what we
believe you should do.

I do not wish in any way to be separated on my view from
Senator Ribicoff.

Chairman Risicorr. Thank you, Senator.

Senator Levin?

Senator Levin. Thank you, Mr. Chairman.

I commend you and Mr. Javits for the architecture of this bill. I
would like to associate myself with it and become a sponsor of it. I
notice my name isn't there. I think that is purely a matter of
timing. But you can come to me as a sponsor certainly of this bill.

I have two basic questions. One is you want, you say, more
flexibility in the imposition of sanctions. How much more flexibil-
ity do you want than you have in the bill?

Mr. QuainToN. The bill requires, as you know, Senator, that five
specific sanctions be applied to those cases, those states the Presi-
dent determines, 6 months after enactment of the bill, have demon-
strated a pattern of support.

All five of those sanctions in S. 833 would have to be simulta-
neously applied unless the President made a determination for
national security reasons he would not do so.

Our view is and continues to be that the President should decide
which of those sanctions are most appropriate and most likely to be
effective.

Senator LeviN. What objection do you have to the President
having to inform the Congress before he decides not to impose a
sanction?
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Mr. QuaiNTON. We have no objection to the President informing
the Congress of the reasons which he might have for not imposing
a sanction. We have no problem with the listing of sanctions. And
we think that the list itself indeed of patren states is itself going to
be a sanction.

But the President should vetermine which of the listed sanctions
should be used.

Senaior LEVIN. What objection do you have to the requirement
that the President list those sanctions which he is not going to
impose?

Mr. QuaINTON. My understanding is we have no objection. If the
President had flexibility he could choose two, three, any combina-
tion of sanctions. We have no problem with him informing the
Congress of the reasons he did not use a particular sanction
against a particular country,

We have no problem with setting out the reasons for our deci-
sions, positive or negative, whatever they might be, with relation to
a particular country.

Senator LevIN. There may be a difference in interpretation on
my part. Ij: says here the President can consult with the appropri-

Is it your understanding he must first impose a sanction before
he can suspend it? Is that how you interpret this?

Mr. QuainTon. Is this if S, 333 were in effect or if the proposal of
the administration to have discretionary sanctions was in effect?

Senator LEvIN. If this law were in effect. Is it your understand-
ing that the President must first impose the sanction before he can
suspend it?

Mr. QUAINTON. Yes. Well, suspend is not the word I would use.
The bill, as I understand it, provides that the President can waive
a sanction if he determined for national security it is required.

Senator LEVIN, Maybe I am on a wrong section.

Mr. QuaINTON. There are two issues. If the President imposes
sanctions, under what conditions may he remove them? Should
that be done by Presidential determination or subject to a concur-
rent resolution.

President must impose the sanction—al] the sanctions?

Mr. QuaiNTON. That is correct. I mean, my understanding is he
has to impose the sanction unless he makes a determination in the
interest of national security not to impose.

Senator LEVIN. Not to impose the sanction?

Mr. QuainToN. Not to Impose.

Senator LEVIN. So he doesn't have to impose the sanction?

Mr. QuainToN. He has to make a national security determina-
tion, that is correct.

Senator LEvIN. If he doesn’t, he doesn’t have to impose the
sanction?

Mr. QuainToN. That is correct,
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Senator LEvIN. Do you have any objection to the requirement
that he inform the Congress as to why it is that he has decided in
the interest of national security not to impose a sanction?

Mr. QuaintoN. We have no objection to informing the Congress
of the reasons for our decisions, whatever they may be.

Senator LEvIN. You just acknowledged he has the power in this
bill not to impose the sanctions.

Mr. QuainToN. He would have that power, that is correct.

Senator LEviN. What more flexibility do you want?

Mr. QuaiNTON. We believe that a negative decision would be
conveying to the patron states concerned a much higher degree of
acceptance of their behavior, We would be saying: “Well, other
things are more important than terrorism. Here we are; we are
going to let you have A, B, C, which are sanctioned by the bill.”

I think it is much more constructive to increase incrementally
the pressure through sanctions than to have to go through the

‘waiver provided in the draft legislation.

Senator LEVIN. Let me change the line of questioning. Is it your
opinion if this bill were in effect now that Saudi Arabia would have
to be listed because of its alleged support of the PLO?

Mr. QuaiNToN. I don’t know the answer to that question, sir,
There are a number of countries, in various parts of the world,
which provide financial and other kinds of assistance to groups,
some of whom are entirely terroristic and some of which are par-
tially. Whether that would constitute a pattern of support I cannot
say. I am not prepared to anticipate a determination which cannot
be made for at least 6 months after the bill becomes law. That
decision would have to be made in the light of circumstances then
prevailing and on the information we had about the behavior of
Saudi Arabia or any other country. I can’t give you an answer.

Senator LEVIN. Can you give us an answer for the record as to
whether or not Saudi Arabia’s support for the PLO would have
been covered if this law had been in effect a year ago?

Mr. QuaiNTON. Whether or not the support of Saudi Arabia and
other countries of the PLO would result in their being placed on
this list?

Senator Levin. That is very important to me, because I want to
know exactly what activities would be covered and which ones
would not. Is the provision of funds to a terrorist organization over
a period of years going to result in that country being listed unless
the President asks for a suspension?

Mr. QuainTon. I will have to get the legal authorities to take a
hard lock at this question. I don’t have the answer.

Senator LeviN. You have not analyzed this language to deter-
mine whether or not it would cover such a pattern of activity?

Mr. QuaiNTON. We have examined the behavior of states in the
past to determine whether a state would fall within the concept of
a patron state. As I indicated, we identified in the past a number of
states which did not include Saudi Arabia.

Senator LEVIN. The question is slightly different. If there were a
pattern of financial support from a state to an organization which
openly, avowedly supports international acts of terrorism, would
this language in your opinion result in that state having to be
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listed and sanctions being taken against that state, unless the
President asked for the suspension of those sanctions?

Mr. QuaiNToN. I do not have a legal view as to whether only
financial support would be sufficient to constitute a pattern of
support in terms of the legislation. I would like to ask the legal
experts of the Department to look at that question and to give you
a considered answer.

Senator Levin. I will ask that our staff, Mr. Chairman, analyze
the language of this bill as it might apply to that problem.

Chairman Rieicorr. Without objection.

Mr. QuainToN. That would involve quite a wide spectrum of
countries, as you would undoubtedly be aware, Senator.

Senator LEvIN. Thank you, Mr. Chairman.

Chairman Risicorr. Thank you, Senator.

Without objection, a number of Senators would like to have
written questions submitted to you gentlemen for response. They
will be forwarded to you. I would trust that you would respond to
the questions in writing.

Mr. Davis. We would be happy to.

[Answers to questions submitted by Senator Levin:]
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Q: On page 3 of your statement you note that the y.g.
Government has already applied some sanctions in 3
TOVERNMENTAL AfFAIR: 20 ! number.of cases against countries coyertly supporting
. _j.t”Wl[n-v‘; i terrorist groups. Could you please 1denp1fy or provide
) | WIELDJIu; ALY 3 51 for the record the names of these countries, what
/’QS‘ U gi atarm l sanct;ons were imposed, and what effect, if any, these
/@>{j\ DEPARTMENT OF STATE Jui fers ! sanctions had on the Subsequent behavior of these
%‘:ﬁ;’j/ Washingtan, D.C  205%0 ‘L];E"J"‘ H g
T : -

4 e

countries?

S

TUISHINGIL 02,

A: A number of countries have provided assistance to
JUN 71979 ; groups which use terrorist methods. We have been
particularly concerned by the activities in recent

R Years of Libya, Iraq and the People's Democratic
Dear Mr. Chairman: :

i i

sos s ng ;
This is in reply to your letter of May_7 conveyi .

three additional questions from Senator Lev1g in connection
with the testimony of Ambassador Agthony Qua}nton,
Director of the Office for Combatting Terrorism, before
your Committee on March 30. Attached are the responses
for the record.

Republic of Yemen. We carefully review all requests
for export of items of potential military use to

these countries. Our policy is not to supply them

articles of either direct or indirect military application.

With respect to Libya, the U.s. Government:

-~ Disapproved the overhaul of the United States or
elsewhere of § Libyan ¢-130 aircraft.

j -- Disapproved the issuance of Munitions Control licenses
|

i for the overhaul of Libya's c-130 abroad.
Enclosures: ;

As stated I -~ Disapproved the sale of a normal supply of C-130
E Spare parts and on-site maintenance of the aircraft
in Libya.

=~ Postponed indefinitely the export of 8 C-130 aircraft

purchased by Libya in 1972,
== Refused various requests for the sale of Munitions

List material to Libyan military consignees, including

The Honorable s | g
aham Ribico . ‘ |
Abr Chairman, Cémmittee on Governmental Affairs, !
United States Senate. .
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heavy helicopters, telecommunications equipment,
military tank transporters and combat support vehicles.
-- Denied licenses for third country transfer to Libya
of US-origin equipment and technology which would
enhance Libya's military capability.

-~ Denied required licenses for export of Us computers
to the Libyan Atomic Energy Research Center.

——~ Blocked a proposed sale to Libya of civilian truck
tractors suitable for use as tank transporters. (The
manufacturer subsequently withdrew the license request,
but the sale of 400 trucks of & different type incapable
of transportisy tanks was later approved.)

~— Selectively rejected Libyan requests for training

in the US of civil aviation personnel and refused a
request to send five US technical experts to a Libyan
industrial research center.

-- and, as of May 23, the State Department has recommended
that the Department of Commerce not allow the export of
3 Boeing 747 commercial aircraft ordered by Libyan Arab

Airlines.

The Libyans continue to give support to some groups
which employ terrorism; but, for over a Year and a half,
we have seen no evidence of Libyan participation in the

Planning or execution of any terrorist incident. The
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Libyans have acceded to all three international
conventions dealing with hijacking and air safety, and
during the past twenty months they have twice refused
hijacked aircraft permission to land in Libya. While
the Libyans certainly have not totally disassociated
themselves from terrorists, there appears to have been
some movement in the direction we favor, and we want to
encourage this process. It is difficult to say precisely
what part u.s. sanctions have played in this process,
but they may have been a factor in altering Libya's
posture with respect to certain forms of terrorism,

such as hijacking.

With respect to Iraq, the U.S, sells no military
equipment to the Iragis and carefully scrutinizes any
items of potential military use to assure that risks
of such use are minimal. The U.S. Government has
disapproved applications to sell:

—-- radar systems and complimentary equ’ pment

-~ communications countermeasures equipment

-~ radio monitoring equipment

The Department of State has informally disapproved
other items, sush as armored ambulances and two-way

radios,
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The volume of their requests for uU.s. equipment

purchases is relatively low due, in part, to the
absence of diplomatic relations and the minimum level

of contact with the U.S§. Government. The USSR is

Iraq's chief source of military supply.

Iraq has taken a public stand against airline hijacking
and has apparently determined to deny its airport

facilities to hijacked aircraft or to hijackers seeking

asylum. fThere have been no instances in at least the

past two years or more where Irag has cooperated in

2llowing a hijacked aircraft to land. Iraq is also

an adherent to the three major aviation conventions.
In contrast to its positive stand on hijackirngs, Iraq
continues to provide Support to international terrorist

groups - especially those associated with the Palestinian

liberation movement. While Iraq's stance on hijacking

can be considered favorable in light of our policy

considerations, there is no strong. evidence to suagest

that the US-applied sanctions have resulted in a reduction

of Iraqi support for the groups which have enjoyed its

patronage.

With respect to the People's Democratic Republic of

Yemen (PDRY), the U.S. Government has:

. ~ ety
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-- Never approved sales of any military items. N
-~ Disapproved all export license requests for the
sale of commercial aircraft over the last two years
for 1 used Boeing 707, 1 Boeing 737 and 4 demilitarized

C-47's,

The volume of South Yemeni requests for U.S. eguipment
purhcases is very low due, in part, to the absence of

diplomatic relations with the U.S. Government.

There is no evidence that U.S. sanctions have moderated
the PDRY's provision of various forms of assistance to
groups which employ terrorist tactics. It has not

adhered to any of the three major aviation conventions.

L i g s s

) . LR et
prees 8




66

Could you also provide for the record examples of
conflicting or confusing legislative provisions to
combat terrorism which You say on page 9 of your
cstatement are in need of review?

There are nine separate legislative provisiops dealing
with international terrorism which are contained in:

- P.L. 95-435, Section 6 (authorizing U.s. participation
in the Supplementary Financing Facility of the IMF)

- Export-Import Bank Act of 1945, Section 2(b) (1) (B)

~ Foreign Assistance Act of 1961, Section 620a

— Arms Export Control Act of 1976, Section 3(£) (1)

- Foreign Assistance and Related Programs Appropriations
Act of 1979, Section 607

- Trade Act of 1974, Section 502(b) (7)

~ Export Administration Act of 1969, Section 3(8)

-~ Federal Aviation Act of 1958, Section 1114

- P.L. 95-118, Section 701 (dealing with U.S. partici-

pation in international development banks).

A primary problem with these legislative provisions
is, as we testified, that they are difficult to
interpret and apply because they lack common definitions,

standards and purposes.

For example, only three provisions (P.L. 95-435 re
IMF, P.L. 95-118 re development banks, and the Federal

Aviation Act) include a definition of international

e,
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terrorism, and then only by reference to specific .
conduct, i.e. hijacking. 1In one case (P.L. 95-118),
it appears that the application of the provision is
limited only to circumstances surrounding acts of 4
hijacking; in the other two, hijacking appears to be

illustrative conduct. With respect to one of the

latter examples (P.L. 95-435), the legislative history

states: "(T)he definition of the word terrorism will

be that contained in the anti-terrorism legislation

now pending before Congress or otherwise defined by

law." Assuming the first reference is to $.333, the

definition has not been finalized and the legislative

history is incomplete; the latter refe :nce only leads

one back to the example of hijacking.

Further difficulties with existing legislative provisions
concern the lack of common, or at least complementary,
standards of application. For example, four provisions
(Foreign Assistance Act, Foreign Assistance Appropriations
Act, Arms Export Control Act, and the Trade Act) use

one standard, while the other five estabiish separaté
bases for application. The first four focus on any ;
government or country which "...aids or abets, by '
granting sanctuary from pProsecution to, any individual

or group which has committed an act of international
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terrorism." P.L. 95-118 talks about governments
which "...provide refuge to individuals committing
acts of international terrorism...". fThe Aviation

Act may apply when a "...foreign nation permits the
use of territory under its jurisdiction as a base of
operations or training or sanctuary for, or in any way
arms, aids, or abets any terrorist organization...".
The Export Administration Act concerns itself with
encouraging other countries to "...prevent the use of
their territory or resources to aid, encourage, or
give sanctuary to those persons involved in directing,
supporting or participating in acts of international
terrorism." P.L. 95-435 focuses on governments which
"...permit entry into the territory of such country to
any person who has committed an act of international
terrorism...or otherwise support=,; =ncourages, or
harbors such person; or fails to take appropriate
measures to prevent any such person from committing

any such act outside the territory of such country.”

The meaning of many of the above phrases and verbs is
far from clear. Unfortunately, the legislative

histories of many of these provisions is sparse and

inconclusive.
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Finally, some of the provisions seem at least
partially at odds with one another from a policy
standpoint. Some.provisions, dealing with unilateral
U.S. assistance, commerc%g; concessions or facilita-
LN
tion, ‘require automatic ap;lication unless national
Security or economic interests requiée)otherwise
(Foreign Assistance Act, Foreign Assistance Appropri-
ations Act, Arms Export Control Act, Trade Act). Two
other provisions in the same general category (Export
Administration Act, Eximbank Act) are to be applied
only after efforts to obtain international Cooperation
to the same effect have been exhausted or only if suech
action "would clearly and importantly advance United
States policy in such areas as international terrorism,"
The Foreign Assistance Appropriations Act and the
Eximbank Act contain somewhat contradictory provisions
dealing with the same Federal agency, the Export Import
Bank. Lastly, of the two provisions dealing with U.s.
Participation in international financial institutions
(IFI's), both require automatic application; but one
(P.L. 95-435 re IMF) has no provision for waiver, while
the other (P.L. 95-118 Te other IFI's) contains a basic

human needs exdeption.
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Q: If the application of sanct?ons is ma?e en?irely
discretionary with the President, won't this
significantly weaken the sanction as a deterrent?

A: The threat of sanctions, whether automatic or, not,
is the significant deterrent. What is important is
that foreign governments recognize that the U.S.
Government will use its programs and authority when
there is egregious behavior related to terrorism. We
have already taken important steps in the cases of
certain problem countries, as outlined in the response
to your first question, to impose sanctions by denying
sales of items of either direct or indirect military
application.

hairman Rieicorr. Thank you very much, gentlemen.
gVile?gupon, at 10:40 a.m., the committee was recessed, to recon-

vene at the call of the Chair.]
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OMNIBUS ANTITERRORISM ACT OF 1979

MONDAY, MAY 7, 1979

U.S. SENATE,
CoMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, D.C.

The committee met, at 10 a.m., in room 3302, Dirksen Senate
Office Building, Hon. Abraham A. Ribicoff (chairman of the com-
mittee) presiding.

Present: Senators Ribicoff, Sasser, Pryor, Javits, and Stevens.

Chairman RIBICOFF. The committee will be in order.

Our first witnesses today are Capt. Thomas M. Ashwood and
James E, Landry.

I want to welcome you two gentlemen. Your organizations have
been in the forefront of efforts to combat terrorism, If this bill ever
becomes law and policy in this country and abroad, it is my person-
al opinion that your contributions will be seen as the most influen-
tial force in making this possible. T don’t know when I have ever
welcomed support from any organizations more than I do yours. It
is important. I am always pleased to see you gentlemen.

. Mg Landry or Mr. Ashwood, is there any preference who goes
irst?

You may proceed.

TESTIMONY OF CAPT. THOMAS M. ASHWOOD, SECRETARY, AIR
LINE PILOTS ASSOCIATION, AND JAMES E. LANDRY, SENIOR
VICE PRESIDENT AND GENERAL COUNSEL, AIR TRANSPORT
ASSOCIATION

Mr. Asawoop. Thank you, Senator. If I may, I would like to
submit our prepared statement for the record.

Chairman Risicorr. Without objection, the entire statement will
go into the record.

Mr. Asuwoob. I thank you, sir.

I will comment on what we consider to be the high points of the
proposed legislation. First is the section where we refer to the
missiles, the SA-7 and the Red Eye. The provisions of this bill
would discourage the illegal use of these missiles and safe harbor

surface-to-air missiles in civil aviation is the most ominous escala-
tion in this bloody history of terrorism. This is the heart of the bill,
as I mentioned.

The biggest defense against such things are the automatic sanc-
tions which are contained in the bill. There is a section which
reads—this is referring to the offending countries—that ‘“have
glemgnstrated a pattern of support for acts of international terror-
ism.
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We understand right now there have been only two successful
mizsile attacks against civil aviation. These were actually launched
in Rhodesia by terrorists who have their base in Zambia. I point
this out as an example of automatic sanctions,

Right now we understand that Zambia is about to receive some-
thing like $41 million worth of direct aid from the United States,
So I feel that if such an automatic sanction were involved today, it
would perhaps temper the Zambia Government’s judgment in
giving sanction to terrorists.

We dispute the State Department’s attitude toward automatic

interest and security of the United States.
We would also point with respect to the Bonn agreement which

matic suspension of air service. So we have endorsed the principle
of automatic sanctions in another regard.

We would also like to touch on the expansion of the Federal
Aviation Administration outlined in section 204, The present
system, sir, is working at full stretch. I am referring to the FAA
Security Division in the United States. We are somewhat con-
cerned when this bill becomes law, which we hope it will of course,
that something will have to give,

They hgve insufficient personnel, we believe, to accommodate the

Civil Aviation Security Service. That may be considered in your
deliberations.

I understand that the taggants for explosives, of course, are
perhaps one of the more controversial items of the bill. We recog-
nize the technology has yet to be perfected, but we are not con-
vinced that it cannot be perfected,

The thing that concerns us most greatly is that the bill itself
may be delayed or even destroyed over the taggant question. We
ask with respect, sir, that the bill does contain provisions for the
requirements of taggants at some point in the future, with a defi-
nite time limit on it, I think the research and development can be
accomplished in a reasonable period of time, and taggants on explo-
sives should become a reality in the United States, as they are
becoming in other parts of the world.

e have had some examples recently, for example the Frankfurt
bombing, which was fortunate in that the bomb, destined for an
aircraft headed for Israel, went off on the ground.

To the best of our knowledge, it had a barometric fuse attached
to it, which means it was intended to blow up an aircraft in flight,

the mail. T think that is the only way we are going to be able to
gefgct explosives mailed in parcels or that go into the baggage
old.
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Regarding section 306, loaded guns in baggage, although it is not
specifically a terrorist act, we feel an amendment would be a very

wounded because of this.
Chairman Ripicorr, I have always been curious about that. You
o through the screening process when you enter a plane. What
happens if some of these things are put in baggage?

Mr. Asuwoop. That is the problem.

Chairman Risicorr. Is your baggage screened as it goes into the
cargo area of an airplane?

Mr. Asuwoop. That depends on what flight you are on, sir. For
flights the airlines consider to be high-risk flights, all baggage is
inspected before going on board. On most flights it is not, because
it is felt that the chance of a kamikaze-suicide-type operation
where a passenger will load a bomb on the same flight he intends
to take——

Chairman RiBicorr. That isn’t what bothers me. I have often
been bothered by someone checking in baggage, buying a ticket,
sending the baggage, and then not taking that plane.

Mr. Asuwoop. We are bothered by the same thing, sir. T know
we share this with our colleagues from ATA. There are various
systems being experimented with right now on preventing this
from happening, so a passenger and his bag do have to go on the
same flight,

If the passenger fails to check on board, we are trying to provide
a system where the unaccompanied bag is identified when we move

where this can be accomplished.

We are rather concerned with the way people who carry guns,
for legitimate reasons, like hunters and so forth, who do pack theijr
weapons in hold baggage and pack them loaded. As I said, this is

tacks this year, which is why we are also concerned this bill does
not get held up, that it go through markup as soon as possible. We
feel that is the start of a season for terrorism. We feel the summer
is going to be a particularly bad one in this regard.

We are totally unconvinced as yet that the United States has a
trained force, such as the G-9 force in West Germany or the
Special Air Services in England or the forces the Israelis have for
coping with the situation where they have to rescue hostages from
an aircraft,

We recognize the President caused a unit to be formed. While
the unit, of course, is shrouded to some degree in secrecy, we have
seen little evidence it has either the weapons or budget or proper
tr?{ining S0 we can cope with the situation where a U.S. carrier is
taken,

Chairman RiBrcorr. Are the people in this special force consult-
ing with you at all?
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Mr. Asuwoob. No, sir. We wrote to the‘Pre_sident last year, we
being the Air Line Pilots Association, offering just our expertise in
the field of aviation. We don't cox%_’sider ourselves to be expert in

bat, but we do know about avia ion. )

co%e received a rather gratuitous reply thanking us, but no
thgrﬁlgrman Risrcorr. I will get a letter off requesting the Defense
Department to consult with these organizations. What always both-
ers me is the failure to take advantage of people who ha’ve special-
ized knowledge, the realization that a bureaucracy doesn’t have the
edge and expertise. )
kn%)v& pgople whophave the grave responsibilities not only for your
own life and safety but the lives and safety of hundreds of thou-
sands of people should be consulted as to methods and means and
experience. I will get a letter off to the proper people to consult
with you gentlemen,.

[The letter and response follow:]
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COMMITTEE ON »
GOVERNMENTAL AFFAIRS o
WASHINGTON, O ¢, 810

May 7, 1979

The Honorable Harold Brown

Secretary of Defense

Washington, D, C.

Dear Mr. Secretary:

In he
Cmnibus Ant
air line pile
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arings before the Committee today on S, 333, the
iterrorism Act of 1979, representatives of the °
ts urged that the Department of Defense's

! special counter-terrorist forces be better trained in deal-

ing with aviation-related terrorism,

In Particular,

that these forces ha

the Air Line Pilors Asgociation testified
virtually no detailed trainipng for,

rescuing hostages from hijacked aircraft,

Since a great many terrorists focus' on such targets ag

American ¢
thoroughly tr
Both the pillot
valuable, unique expertise in this area, {1 believe the
Defense should work closely'with these groups .
highly specialized counter-terrorist unitg,

As the nation with
rtainly take
sional counte

airports, it would Seéem to me vitally neces-
ounter-terroristiforces be well-

and the air lipke industry have

the largest number of air travellers,

the lead by maintaining a firsg-
T-terrorist response force,

Sincerely,

Abe Ribicoff
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DEFPARTMENT OF THE ARMY
OFFICE OF THE SECRETARY OF THE ARMY
WASHINGTON, D.C. 20310 ¢

e
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UN 1879
OFFICE, CHIEF OF 2 JUN ¥
LEGISLATIVE LIAISON

Honorable Abraham Ribicoff
United States Senate
Washington, D.C. 20510

Dear Senator Ribicoff: g '

The Department of the Army has been requested to respond to your recent
letter to the Secretary of Defense concerning the training of counter-
terrorist forces for response to commercial airline terrorist incidents.

As you know, response to terrorist incidents in the domestic arena ie

the responsibility of local, State, and Federal law enforcement agencles.
At the Pederal level, the FBI'has primary responsibility for incident
resolution. Legal considerations (Posse Comitatus Act) conatrain responee
by the military unless the situation is beyond the capability of these

1aw enforcement agencies, and the President directs military action.
Training for such contingencies has been conducted in coordination with
the FBI and the Federal Aviation Administration.

With the cooperation of the Federal Aviation Administration and several
major airlines, DOD counter-terrorist forces have trained on all types
of commercial ailrliners for situations requiring rescue of hostages.
These forces have also trained at several majoy airports to ensure they
are thoroughly knowledgeable of airport operat%ona. This training has
been conducted discretely to prevent the disclogure of techniquese,
tactics and personnel that would be used during an actual incident. Ae
& result, the Air Line Pilots Association was most probably unaware
shat such training had been conducted.

JOHN L. NALER
Chief, Inveatigations and
Legislative Division
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Mr. Asuwoobn. We appreciate it. Thank you, sir.

My last comment would be on punishment fitting the crime. We
are very alarmed about a recent Federal Court decision regarding
the possible parole of the Croatian terrorists who hijacked a TWA
airliner, killing one police officer and maiming three others. It is
possible, by a recent decision 3 weeks ago, they could be released
on parole after serving 2% years of their sentences. We feel that
somehow this is inconsistent with the present stance that the
United States is taking regarding terrorism.

We just ask the question of the Justice Department: If we cannot
}iive u;)p to our own intentions, how can we expect other countries to

0 507

We believe that there are, in fact I have a newspaper clipping in
my notes from last Thursday’s Washington Post, where a police
officer was killed by a bomb delivered to a city hall in Alabama.
The assassin’s bomb, I think, is becoming the weapon of the late
1970’s. I think there is an increase in its use. I think our judicial
system should be geared and our punishment should be geared to
take account of that fact.

That is about the extent of my remarks, Mr. Chairman.

Chairman Risicorr. Thank you.

Mr. Landry?

Mr. Lawory. Thank you, Mr. Chairman. My name is James
Landry, and I am senior vice president and general counsel of the
Air Transport Association of America, which represents virtually
all of the scheduled airlines of the United States.

We have submitted our detailed statement for the record. I will
merely summarize it here this morning.

We are pleased that this committee is focusing on international
terrorism in an effort to thwart mindless acts against the users and
operators of civil aviation as well as other vicious crimes against
citizens of all nations. The antihijacking program here in the
United States has been working very well and we and the pilots
and the involved Government agencies are determined to keep it
that way.

Much has been done both domestically and internationally to
counter crimes against the aviation industry, including the U.S.
carriers’ standard security program as approved by FAA; IATA’s
airport inspection program; other IATA, ICOA, and U.N. actions
which I have described in my written testimony; the July 1978
Bonn antihijacking declaration; and voluntary carrier undertak-
ings to improve security at airports where the local effort appears
inadequate.

Let me touch briefly now on various provisions of S. 333. Section
105 would require the President to submit, 6 months after the date
of enactment, a list of states which have demonstrated a pattern of
support for international terrorism to both the Senate and the
House; and section 106 also provides for automatic sanctions,
absent what amounts to congressional approval of any waiver,
against countries on the list.

On balance we believe some degree of discretion left to the
executive branch would be preferable to an open weighing of sanc-
tions versus other national interests. However, we would urge this
committee to insure that the executive branch be firmly advised

50-412 0 - 80 - 6
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that it is the intent of Congress that sanctions be fully exploited as
a necessary and desirable tool to combat terrorism and that any
waiver from their use is to be an exception, not the rule. Required
reports to the Congress on the use of sanctions will, of course, be
necessary to attain that goal.

Section 203 would withhold, revoke, or impose conditions on the
operating authority of any carrier or foreign air carrier to engage
In foreign air transportation at an airport where security deficien-
cies had not been corrected.

Our carriers strongly urge that they be included in the consulta-
tions regarding security at airports being assessed and the opportu-
nity to remedy any deficiencies. I might add, I think probably the
pilots should be included in those consultations as well because
they are obviously extremely expert on this whole subject area.

In short, we believe that a viable alternative tc withholding or
revoking the operating authority of any carrier to engage in for-
eign air transportation at an airport would be to permit the carrier
gr carriers to supply the manpower and equipment to get the job

one. :

We have done that on some occasions at some airports. We stand
ready to do it further wherever necessary.

The airline industry heartily supports section 204 of the bill
which provides for aviation security assistance to foreign govern-
ments and aviation security training for foreign nationals as being
to the mutual advantage of all countries. We, like the Pilots Associ-
ation, do question whether $100,000 a year even approaches ade-
quate funding for such an important effort.

We also strongly support section 303 which would require the
mandatory use of identification and detection taggants in the man-
ufacture of explosives. In keeping with our primary goal of crime
prevention, we urge that an even greater emphasis be given to the
research and development effort for detection taggants.

The airline industry wholeheartedly supports full implementa-
tion of the Montreal Convention.

The member carriers of ATA support the various penalty provi-
sions of sections 305 and 306. In addition, we would like to add
another one. We strongly urge an addition to S. 333 which would
make it a Federal crime to place or attempt to have placed a
loaded firearm aboard aircraft in, or intended for operation in air
transportation or intrastate air transportation, in baggage or other
property which is not accessible to passengers in flight.

In the period September 1975 to August 1978, there were 12
instances of accidental discharge of loaded weapons in checked
baggage resulting in the death of one airline employee and the
wounding of another. Fortunately, none of the other incidents re-
sulted in death or injury.

On the various governmental organization proposals we believe
that the Presidential restructuring of the antiterrorism effort is
quite similar to the Council to Combat Terrorism described in S.
333 and works efficiently and effectively on the problem. We de not
believe it essential to establish any other offices at this time.

Mr. Chairman, Captain Ashwood’s prepared statement makes
some adverse comments on one section of the recent revision of
part 107 of the Federal Aviation Regulations. The section criticized
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is the one that would permit, under certain conditions, flexible law
enforcement response instead of a stationary law enforcement pres-
ence at each of the stations where passengers are screened. Oppo-
nents of this revision have presented their arguments. I would like
to present the full picture as we see it.

Prior to revising part 107, the merits of flexible law enforcement
response were discussed at length among responsible law enforce-
ment officials, FAA security experts, and airline security directors.
There was not complete unanimity; in fact, one of our carriers
advised that it favored stationary presence.

It was decided to give flexible law enforcement response a try at
three airports, using a different system at each airport. Those
selected were Dallas/Fort Worth; Lincoln, Nebr.; and Houston. The
tests proved to be an unqualified success.

The main objection to stationary presence is that the law-en-
forcement officer is what is called a sitting duck. The Samuel Byck
incident at Baltimore/Washington Internationial Airport a few
years ago is an example. A policeman at the screening point was
shot and killed by Byck whc then boarded an aircraft, killed the
copilot, and wounded the pilot. Byck, himself, died in the shooi-out
that followed.

At many airports a policeman roving the area rather than one
remaining in a fixed position is in a better police posture, is more
alert, and can react to an incident rather than be part of the
incident. He has a better opportunity to observe passengers, meet-
ers and greeters, and others near the screening station. He is able
to make better use of his skills and training, feels that he is really
a professional law-enforcement officer, is less likely to look for
another job, and has far better morale, which in turn affects his
performance.

Recent remarks by passengers at Lincoln, such as: “How come
there are so many cops at the airport?” indicate that flexible law
enforcement response does not decrease visibility. At many airports
flexible response is more cost effective, reduces turnover and re-
sults in retention of a higher quality law-enforcement officer.

In short, there are good arguments on each side. I think it
noteworthy that the International Association of Chiefs of Police,
representing the police departments that supply the manpower for
the antihijacking program, is on record as favoring flexible law
enforcement response.

In conclusion, Mr. Chairman, we appreciate the opportunity to
be here. We believe you are performing an admirable public service
in holding these hearings and bringing to the attention of the
American public the true facts about terrorism. We pledge a con-
tinuation of the utmost cooperation of our member airlines in
bringing these heinous crimes to an end.

I would be glad to answer any questions you may have.

Chairman Risicorr. Thank you, gentlemen.

S. 333 would require the FAA to periodically review the security
of foreign airports and publicize those which fail to correct defi-
ciencies.

At this point in the record I would like to insert a letter from
Richard Lally, Director of the Civil Aviation Security Service.

[The letter referred to follows:]
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DEPARTMENT OF TRANSPORTATION
FEDERAL AVIATION ADMINISTRATION

WASHINGTON, D.C. 20591

APR 26 1979

Honorable Abraham A. Ribicoff Iy
Chairman, Committee on Governmental Affﬁlrs 4 Pet
United States Senate Hro / g'T W
Washington, D.C. 20510 -«ﬂ”muv~ u» N 3

Dear Mr. Chairman:

During my appearance on March 30 before your Committee to
testify in behalf of S5.333, the Omnibus Antiterrorism Act of
1979, you noted that Secretary Adams, at last year's hearing
concernlng terrorism, had identified five airports having
security deficiencies. You then asked whether we are aware of
other airports with security deficiencies. In my response, I
stated that there were no airports having deficiencies
comparable to those identified last year but that there are
several airports where we are working with the concerned
government to achieve improvements. At that time, I identified
Mexico .City, another Mexican airport, and Accra, Ghana. I
would like to advise you that the second Mexican airport is
Merida,-and I would also add to the list the airports at

‘Monterey, Mexico; Dakar, Senegal; and Casablanca, Morocco.

As was indicated in my prepared testimony, Federal Aviation
Administration inspectors regularly visit a number of foreign
airports, Their . purpose is to inspect the security programs of
U.S. flag carriers and those foreign carriers flying directly
to the U.S. to assure their compliance with Federal Aviation
Regulations. While on those visits, they also may observe

- areas where improvements could be achieved in other aspects of

airport security. When such observations are made, the
inspectors pass their views and recommendations on to local
authorities. Our experience has been that appropriate action
is generally taken by such authorities.

In some instances, however, the deficiency or deficiencies
observed by the FAA may be of such a nature that we have
formally advised the responsible government of our concern and
our recommendations. The six airports identified above--Mexico
City, Merida, Monterey, Accra, Dakar, and Casablanca--are the
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airports now -1 this category. But it is important to note
that these airports should not be categorized as having the
serious deficiencies of the five airports listed last year.
Casablanca, which was one of the five airports so identified
last year, has made considerable progress and improvements but
remains of some concern. - I should empbasize, too, that we have
every reason to believe that appropriate steps are being taken
or will be initiated by the responsible aviation authorities of
the countries I have noted. For example, followup visits have
shown that Dakar already has accomplished nearly all of the
actions we had recommended. We believe the approach we have
followed to be an effective way of achieving an acceptable
level of aviation security, consistent with the approach
proposed in Section 203 of S5.333.

Enclosed you will find the edited transcript of my testimony
before the Committee.

Sincerely,

Richaré F. Lally
Director, Civil Av1at10n

(24 @Zc,&/z,(,\ 7’ ( &l
C;Lcurxty Service

Chairman Risicorr. Mr. Lally lists six foreign airports which
have security deficiencies at the present: Mexico City; Merida,
Mexico; Monterrey, Mexico; Dakar, Senegal; Casablanca, Morucco;
and Accra, Ghana. I would note each of these airports is widely
used by American citizens and airlines.

Gentlemen, do you feel that informing the American traveling
public of such deficiencies through a list will be effective in push-
ing these foreign governments to improve their security?

Mr. AsawooD. Yes, sir. If I may respond, yes, I do believe it will.
I think what it will tend to do is cause the countries responsible for
those particular airports to be embarrassed enough to perform
some security service and upgrade the security of those particular
airports. Because of the time lapses involved, it will give them the
opportunity to take corrective action.

I just don’t see any responsible member of IATA, which most of
these countries are, refusing to upgrade their security in the face
of such public humiliation, which 1 guess is the word I would use.

Mr. Lanpry. Yes. I would certainly agree, Mr. Chairman, that
that can and will help. We also feel that the kind of assistance and
cooperation that the airlines are trying to give to these countries
and to these airport authorities is very effective.

We believe, for example, that out of Mexico City now the secu-
rity of the flights to the United States is good, that they are using
X-rays and metallic detectors there, but the security of flights from
Mezxico City to other points in Mexico is very spotty, frankly

Up until a couple of years ago, before the airlines really worked
even on the flights to and from the United States, the security in
Mexico City was not very good. It has improved now international-
ly, but much remains to be done domestically.
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Chairman Risicorr. After all, American tourism is very impor-
tant to every country in the world. The use of the airplane today is
for all practical purposes the basic means for international travel.

I am sure that the traveling public, if they felt a foreign airport
was unsafe, would easily decide to go to a country with safe air-
ports instead of unsafe airports. The simple sanction of listing an
airport with security deficiencies is certainly relatively easy and
inexpensive. But [ think the international publicity of having the
airport listed would probably be the best goal to have the govern-
ments or the authorities responsible for the security of the airports
make sure the deficiencies were cleaned up.

Mr. Asawoob. I agree, sir. There is another factor of the argu-
ment against the public list, of course, which is the argument this
provides a list of vulnerable airports to terrorists. I think that is a
nonsensical argument because they are very well aware of what
airports are vulnerable and what airports are not vulnerable.

Chairmean RiBicorr. I imagine every terrorist has a pretty good
idea of security arrangements at every airport in the world.

Mr. Asawoop. Yes, sir.

Chairman RiBicorr. They certainly know which ones are more
lax than the others and which ones are completely deficient.

In the mid and late 1960’s and early 1970’s, aircraft hijacking
reached epidemic proportions. The danger to the American public
was obvious.

The airline ‘ndustry reacted responsibly by installing costly and
drastic securicy measures. The Air Transport Association predicts
it cost more than $200 million annually, but it has paid off. The
number of hijackings has dropped off dramatically. Yet we have
the case of the explosives industry opposing a security program of
explosives tagging, which is slated to cost about $40 million annual-
ly. The aircraft security program deterred would-be hijackers.

Similarly, is it not likely that the explosive tagging program will
deter would-be terrorist bombers?

Mr. Asawoop. If 1 may respond, absolutely yes, it would deter
them because of the detection of the explosives. If we are talking
about the zconomics, if the industry is talking economics, you just
mentioner a figure of $40 million a year. I would point out that the
cost of a single Boeing 747 is $55 million right now. If they want to
talk about an economic benefit, I think that the benefit is very
clear there. Just to use the excuse that it is difficult, may be costly
to meet this requirement, I don’t think answers the basic question:
Why are we trying to do it? We are trying to do it so we can stop
an aircraft from being blown up in the sky.

I think this is a very laudable purpose and objective. I certainly
don’t see a relatively small economic penalty as being a persuasive
argument against the accomplishment of that objective.

Chairman RiBicorr. Mr. Landry?

Mr. LANDRY. We share the view of the pilots. Obviously aside
from that $55 million aircraft that he spoke of, the mere thought of
saving the lives of those aboard certainly makes this a very valua-
ble enforcement tool, one that should hopefully be included in
legislation.

Obviously we recognize it is a very controversial part of the bill.
However, we have been very much encouraged by recent reports on
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the research and development going on in this area. We are par-
ticularly pleased to see the advances being made in the detection
taggant area, which is the most vital part. The identification tag-
gants are obviously very useful. Detection taggants are the ones
that can save those aircrafts and save those lives.

We hope that ultimately the entire aviation community and
manufacturers and others who have been opposed to this will come
around and support this very useful section of the bill.

Chairman Ribicorr. Your associations disagree on whether the
sanctions against country aiding terrorists, provided for in the bill,
should be automatic or discretionary.

The history of the U.S. Government in applying sanctions
against such country isn’t too promising. Generally we really
haven't applied them as a means of combating terrorism.

Are there cases that you know of where in your view the U.S.
Government should have applied economic or military sanctions
but did not? )

Mr. Asawoobn. Yes. The one I mentioned earlier in Zambia is a
case in point. The President of Zambia, at the time of the first
destruction of a Rhodesian airliner, publicly stated that he was in
support of the terrorists who were using his teriitory for a sanctu-
ary, for a safe haven, and also for a training base.

That particular year, as I understand it, the United States gave
them something like $34 million in direct dollar aid. As I men-
tioned, in 1979 I understand Congress is contemplating $41 million.

This is a substantial amount for a country the size of Zambia. I
think that is a perfect example of what I would term an offending
nation receiving aid from the United States while it supports ter-
rorist attacks against civil aviation.

So in short, yes; I agree the sanctions would be a most effective
weapon against countries allowing themselves to be used as host
nations for terrorists. I think this is the only answer, frankly, sir.

Chairman RisicorF. In other words, if it is discretionary, it would
really deter a strong antiterrorism policy.

Mr. Asuwoob. Yes, sir. This is why we are opposed to the discre-
tionary aspects by arguing against it. We have had the discretion-
ary sanctions since 1974, in the original antihijacking bill. We have
never seen them used. We feel if the discretion is taken out of this
law, then I think countries will think twice before allowing them-
selves to be used as hosts by terrorist groups.

You can always find a reason why one shouldn’t do something. I
think that since 1974, on many occasions the State Department has
found a multiplicity of reasons why we should not apply the sanc-
tions which were available. We can go on forever like this and go
on forever being blown up and shot down out of the sky.

hCl})airman Risicorr. Mr. Landry, do you want to comment fur-
ther*

Mr. Lanpry. Mr. Chairman, I think it is really a question of
degree that separates us from the pilots on this. We, as we have
stressed this morning, do feel that a very strong message ought to
go to the Department of State and to the executive branch that the
waiver of sanctions should be a very rare exception and certainly
never approach anything resembling the rule.
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What does give us some pause is, through the approach of what
we construe as being tantamount to congressional approval of any
such waiver, getting into a situation where before the world com-
munity perhaps you have an open weighing of the .S, objective
against terrorism against other national interest ohjectives. We
would hope that you don’t get into that weighing situation because
there may be that rare instance where other efforts, other than the
imposition of the full array of sanctions, might be a desired course
of action.

Chairman RiBIcoFF. Both of you support section 204 of the bill,
which provides for Federal technical civil aviation security assist-
ance to foreign governments to improve their airport security.

You also agree that an authorization of $100,000 annually is
inadequate for this function.

What in your view would be an adequate authorization?

Mr. Asuwoop. We did some research on this, sir. Of course, we
don’t have access to Government figures and Government manuals,
But we believe that the Security Division of the FAA—and I am
specifically talking about that section of the FAA—would require
an additional number of between 40 and 45 people. We estimate
that is between $2 million and $2.5 million annually to accommo-
date this increase.

We would stress, sir, that if any such increase is granted to the
FAA for this purpose, it would specifically be earmarked for this
purpose and not put in the general FAA budget where it would be
lost in the mountainous collection of departments that they al-
ready have.

Chairman RIsIcoFF. You feel that American technical assistance
is important because many of these countries don’t have it them.
selves, or it isn’t available to them and they need American help?

Mr. Asuwoobp. There are probably five nations in the world that
have probably any degree of technical expertise. The United States
would be the major one.

Chairman RiBICOFF. What are the others?

Mr. Asuwoop. I would say Great Britain, Israel, probably
France, and Canada.

Mr. LANDRY. Perhaps West Germany.

Mr. Asawoob. Yes, perhaps West Germany.

Chairman RiBICOFF. I am Just wondering if it shouldn’t be a joint
responsibility, all of these countries, or do you think that is too
complex?

Mr. Asuwoop. I am not really in a position to judge, sir, whether
they would be cooperative in that regard. There is a great deal of
international cooperation on this question, as we have seen with
the recent FAA symposium that was held 2 weeks ago here in
Washington that 54 nations participated in. But it is really a
question of who does have the material, who does have the man-
power, and who does have the financing to be able to afford this, I
think you will find most of the other countries would tend to look
to the United States once again as being the mentor of the world.

Mr. LanNory. I think, Mr, Chairman, the success of our anti-
hijacking program here in the United States, after the dreadful
situation that existed back early in the seventies, the success of
this Government-industry cooperative effort is one that is recog-
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nized throughout the world as perhaps the best performance that
has been made in aviation security anyplace on the face of this
Earth.

I think for that reason we are looked to for leadership. I think
we can provide it.

Chairman RiBicorF. Senator Sasser?

Senator Sasser. No questions, Mr. Chairman.

Chairman RiBICOFF. Senator Stevens?

Senator StTEVENS. No questions, Mr. Chairman.

Chairman RIBICOFF. Gentlemen, thank you very much for your
cooperatior.

Mr. Asawoob. Thank you.

Mr. Lanpry. Thank you.

[The prepared statements of Mr. Ashwood and Mr. Landry
follow:]
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STATEMENT OF
CAPTAIN THOMAS M. ASHWOOD, SECRETARY
ATR LINE PILOTS ASSOCIATION
'COMMITTEE ON GOVERNMENTAL AFFAIRS
U. 5. SENATE
- MAY 7, 1979

OMNIBUS ANTITERRORISM ACT OF 1979

Good morning, Mr. Chairman. I am Captain Tom Ashwood, Secretary bf the
Air Line Pilots Association (ALPA). Our Association represents the professional
interests of more than 30,000 pilots who fly for 32 airlines.

I am also chailrman of the International Flight Security Committees for both

ALPA and the International Federation of Air Line Pilots Associations.

He are grateful for this opportunity to present our views to the Committee.

We are especlally appreciative, Mr. Chairman, of the sustained effort you and
Senator Javits are making to ensure‘we have strong laws to protect us agalnst
international terrorism.

Recent events in several countries remind us that international terrorism
continues unabated. The Palestinian Liberation Organization reéently warned
that it is escalating its terrorist attacks in response to the peace treaty
between Egypt and Israel. These developments underscore the need for legislation
such as S. 333, your bill that will make Americans and others throughout the
world safer and more secure from terrorists.

Just three weeks ago today, 12 innocent Belgians were wounded when Pales-
tinian terrorists threw a bomb and then shot up a restaurant at the Brussels air-
port. It was only luck that no one was killed during this incident. But it was

good security measures, not luck, that kept the terrorists from attaining thedir
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objectives. The bill before you would encourage all foreign countries to adopt
adequate security measures such as those in Brussels.

That attack is just one of several examples that supports the prediction
the Central Intelligece Agency made last month. The CIA said international
terrorism increased in 1978 and is expected to remain at about the same lavel

this year.

Such a level is far too high, Mr. Chairman. If we are going to do anything

about reducing the level of international terrorism, we need strong legislation
such as §.333.

. We pillots are'particularly concerned about an ominous trend in terrorism --
the use of small surface-to-air missiles to shoot down unarmed civilian airliners.
Twice within the past elght months, Soviet-made SA-7 missiles have been used to
shoot down Rhodesian airliners and kill innocent passengers. SA~7s were also
involved in two earlier and unsuccessful attempts to shoot down Israeli airliners.

We are not involved in the polities of the Rhodesian situation, but we find
it deplorable that these cold-blooded attacks on unarmed civilian airliners were
not widely condemned by other nations. This cowardly silence can only serve
to encourage more such attacks and lead to the deaths of more innocent civilians.

The Soviet Union and other” Warsaw Pact nations have made the SA-7 widely
available in the Third World. Our information is that there are at least 130
SA-7s easily available to terrorist groups. In addition, an unknown number of
Redeye missiles, the U, S. equivalent of the SA-7, are unaccounted for following
the recent revolution in Iran. *

It only takes one missile to shoot down an airliner carrying hundreds of
innocent travelers. We know of no effactive measures that can be taken to protect
the aircraft; the only solution is to stamp out the terrorists and deny them their
sanctuaries.

One step the United States can take that would be very effective is to apply

sanctions against nations that support and supply terrorists. Section 106 of the
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bill you are considering provides a number of sanctions the President is to apply
to nations that “have demonstrated a pattern of support for acts of international
terrorism."

The bill also gives the President reasonable flexibility in applying these
sanctions by allowing him to suspend any of them if he consults with the appro-
priate committees of Congress and explains in detail why he is doing so.

We are aware that the State Department opposes the automatic sanctions
provision of S. 333 because it allegedly would hinder our flexibility. What the
Department apparently wants is merely to continue the discretionary sanctions
already authorized by law.

That is not good enough, Mr. Chairman. Discretionary sanctions against
nations supporting terrorists have been available in U, S, law for almost five
years. The U. S. has never applied them. Sad to say, our experience is that
the State Department can always find a reason why a sanction should not be applied,

We believe the U. S. is overdue in telling the world it is serious about
combating terrorism. Now is the time to demonstrate.our resolve by passing a
law that includes automatic sanctions against nations supporting terrorism.

In this regard, we note that the U. S. government supported the principle
of automatic sanctions when it signed the Bonn Agreement last summer. That
agreement says signatories will take "immediate action" to halt commercial air
service to and from any country that harbors aircraft hijackers.

There is nothing discretionary about the halt in air service; it is as
mandatory as it can be. We .urge the State Department to take its cue from Pres-
ident Carter's action in Bonn last summer and stop opposing the automatic sanctions
in S. 333. They provide an appropriate mixture of firmmess and flexibility in
dealing with supporters of terrorism.

We also strongly support the airport security provisions of §. 333. The
recent terrorist incident in Brussels demonstrated again -~ if further demonstration

were needed -- that good security at airports can thwart terrorists.
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Our only reservation about the airport and aviation Security provisions of
S. 333 concerns the additional authorization of funds in Section 204. Currently,

the Federal Aviation Administration's Civil Aviation Security Service is carrying

out its mission in an excellent manner. The American taxpayers have certainly

received full value for every dollar the Service has spent on aviation security.

However, we are concerned that the additional responsibilities this legis~
lation places on the Security Service will ove;tax it. The result will be either
that security at airports in this country will suffer or the FAA will be unable
to carry out adequately the foreign airport security provisions of S, 333.

" We believe the additional annual authorization of $100,000 contained in
Section 204, while helpful, will noc glve the FaA enough resources to carry out
its responsibilitiesg fully. Therefore, we ask that the Committee cousider an
increase in this authorization.

In regard to airport security, we think the Committee should be aware of a
recent change the FAA made in the rules governing passenge~ screening at U. §.
airports. Under this change, which was promulgated over our strong objections,
an armed police officer is no longer required to be present while passengers
undergo screening at certain airports. Instead, he way patrol other areas of the
airport terminal while screening takes place.

We believe this new rule seriously erodes the highly effective airport
security system that pPassengers, pilots and flight attendants have come to rely
on over the past six years. The Predence of a vigllant, armed police officer at
the screening point is a key part of the delicate and complex airport security
system.

The entire purpose of the system Js to prevent hijackings. If the police
officer is not present when the hijacker is detected, he can not react immediately
and must try to regain the initiative later. Indeed, the very absence of an
officer may be just enough to encourage a would-be hijacker.

For these reasons, we beliéve the FAA's change in the rule is a step back-
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ward ie airport security. Consequently, the Committee may wish to consider
legislation that would require an armed police officer to be present during
passenger screening at U. S. airports.

We wish to reaffirm our support for the section on explosive taggants in
this bill, Mr. Chairman. Within just the past six weeks, there have been two
instances of attempted airline bombings that could have been prevented by the use
of detection taggants. On March 25, four baggage handlers were injured Qhen a
sultcase exploded at Kennedy Airport im New York. That suitcase was destined for
an ailrcraft belonging to I*A == the airline I fly Sor. On April 3, ten persons
were injured when a bomb in a mail sack destined for Israel exploded in the air
cargo terminal in Frankfurt, Germany.

These bombings underscore the need for detection taggant;. We also support
the use of identification taggants as a valuable tool for law enforcement.

We would also like to suggest an amendment to Section 306 of the bill to
provide criminal penalties for anyone checking a loaded gun in airline baggage.
In recent years, one airline baggage handler was killed and another wounded when
loaded guns in passengers' bags have gone off. A prohibition on loaded guns in
airline baggage is in a bill introduced by Congresswoman Patricia Schroeder of
Colorado and in H.R. 2441, the anti-terrorism bill sponsored by Congressman Glenn
Anderson of California. We urge your Committee to include a similar prohibition
in your bill,

'My fipal comment, Mr. Chairman, goes somewhat beyond the scope of §. 333. It
concerns the preparations the U. S. has taken to counter alrcraft hijackings and
other terrorist attacks. We are alarmed that this country has no specially
trained force comparable to those of Britain, Germany or Israel. Curreat units
in the Defense Department appear to rely too heavily on conventional infantry
tactics and training and, as far as we know, have received no detailed training
for rescuing hostages from hijacked aircraft.

That concludes my prepared statement, Mr. Chairman. Thank you for this
opportunity to téstify on this vital and needed legislation. I would be pleased

to answer any questions.
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STATEMENT OF JAMES E. LANDRY
VICE PRESIDENT AND GENERAL COUNSEL
AIR TRANSPORT ASSOCIATION OF AMERICA
BEFORE THE GOVERNMENTAL AFFAIRS COMMITTEE
OF THE UNITED STATES SENATE

May 7, 1979

My name is James E. %andry and I am Senior Vice President
and General Counsel of the Air Transport Association of Amerxica,
a trade association representing virtually all of the cheduled
airlines of the United St&tes.

Airline security officials of the member carriers of ATA
have dedicated their efforts over the last several yecars Lo
achieving the highest possible level of security for U.S. air-
line operations world-wide. Most importantly, they have not
been alone in striving toward that goal; th~y have worked side-
by-side with equally dedicated security experts in our govern-~
hent, with the strong encouragement of the Congress and every
Administration, in what has been described as one of the finest
examples of government/industry cooperation in many years.

This common task, unfortunately, appears destined to be an
unending one in today's society. That is why we are pleascd to
have this opportunity to comment on the Omnibus Antiterrorism
Act of 1979, and we commend the Committee on Governmental Affairs

for calling these hearings and focusing on legislative changes

“to strengthen Federal programs and policies for combating in-
ternational and domestic terrorism." The member carriecrs of ATA '
have consistently supported several of the measurcs embodied in

provisions of S. 333 and we are grateful.to sec their proposod
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enactment into law. I willi comment on those\pfovisions in the

latter part of my statement. . ey

L
Scope of the Problem !
{
While the number of hard core international terrorists is

actually quite small (perhaps only a few hundred) their despicable

actions, fed by instant global publicity, have seriously affected

many elements of government, business and the general public.
Ambassadors and military attaches, a Prime Minister and othor
public officials, as well as private citizens, have been slain,
banks robbed, planes, ships and trains hijacked, and public,

commercial and residential buildings and automobiles bombod.

o
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Aircraft hijackings by terrorists and other criminals have

received massive publicity,.yet they constitute a small percoen-

e

tage of the problem. For instance, of the 353 incidents of inter-
national terrorism in 1978, two were hijackings: one in the
Middle East, and one in Latin AmericaE/ In the last eight years
there has been only one terrorist hijacking of a U.S. aircraft.
Fortunately, and due in substantial measure to the achievements
of govermment/industry aviation teams around the world -- with
the U.S. among the acknowledged leaders -- aircraft hijackings
by international terrorists declined dramatically after the peak
year of 1970. The trend was away from the formidgble bawriors i

erected by most of the world community against aviation terrorism

1/ mTable 6, Page 10, International Terrorism in 1978 (RP79-180149,
Mareh 1979), prepared by the National Foreign Assessmeni Center of
the Central Intelligence Agency.
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aﬁd toward what have become relatively simpler, more easily
accomplished forms of terrorism, such as bombing, incendiary
attacks and armed assault.

However, we recognize that so long as we face the dreadful
experience of one aircraft sabotage, or one successful hijacking,
or any other mindless act against the users and operators of civil
aviation, we face the challenge of enhancing the unified effort
to thwart these vicious crimes against mankind. We understand

that to be the focus of this Committee's deliberations.

Current Aviation Programs to Counter Terrorism

In exploring ways to meet the challenge, it is useful
to consider what has been done tc date. The aviation-related
aspects of terrorism represént a matter of serious concern to
the airline industry as well as governments. The deterrent pro-
grams in place today were developed by the aviation industry in
éonjunction with governments. All U.S. carriers operate under
a standard security program approved by the Federal RAviation
Administration. Each year the member carriers off ATA spend
more than one hundred million dollars on screening of international
flights (both to and from the United States) and domestic flights, 3
and another one hundred million dollars for law enforcement j
support of such screening. The FAA regulatory role includes
inspection of the security operations of all U.S. carriecrs as

well as the foreign carriers flying to, from or within the U.S.

International Airport Inspection Program

This activity is supplemented by the inspection pro:jram Bl

of the Security Advisory Committee of the International Alr
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Transport Association (IATA) whose membership includes over

100 of the worlid's major international airlines. IATA has do-
velopedkand promulgated its own airport Security standards for
international airports, at the invitation of the governmonts
invkoed, in-dgpth securitg Surveys under IATA Sponsorship have

been conducted at airports throughout the world, including sin-

teen in 1973, Recommendations nade are eithey being impicementod

Or are under active consideration.
IATA Resolution
~=-2 “eSolution

Another significant act by the world's airlines was the
Passage of a resolution at IATA's Annual General Meeting helaq
in Madrid in November, 1977;

calling upon the International Civil
Aviation Organization (ICA0) to ameng the Chicago Convention
hj incorporating the Tokyo (Crimes Aboarad Alrcraft), Hague(ni-
jacking) ang Hontreal (Sabotage) Conventions therein ang
applying the Provisions requiring expulsion of member states
- IATA efforts
to persuade states to ratify these Conventions through contact
are continuing.
ICAO Actions

The airline industry strongly supported the prop&sal by
Secretary of Transportatién Adams, as presesited to a special
mecting of the ICAO Council, urging that the highest priority
be given to the October 1877 1cao Asscmbly resolutions on
secufity, that a variety of Sccurity- measures formulateg by TCAO

be upgraded fronm recommended practices to world-wide standin s,

2,

o c

e T

95

-5~

and that the Promising Program of regional aviation Security
seminars be increased and expanded. oOur industry also whole-
heartedly applauds the United Nations Resolutioy, condemning
aerial hijackings, ang other acts of violence against'civil
aviation, ang calling upon ali states to improvg security arrange-

ments at airports and ratify or accede to the Tokyo, Hague and

Montreal Conventions.

The Bonn Agreement

No review of the concrete steps taken by the world comun-

nity in this area would be complete without registering tha
applause of the member carriers of the air Transport Association
for the Bonn Anti-Hijacking Declaration announced at the July,
1978 economic summnit meeting of seven of the major aviation
powers of the world. This declaration that the seven nations
would cease commercial air service to ang from any country that
harbors airline hijackers is a pPositive step in the right
direction. we have been briefed on the two meetings that have
been held to lay out the Procedures for implementing the Bonn
Declaration. We are pleased that thirty nations have magde
pPublic or pPrivate statements of support for the Declaration.
Additional assistance to obtain the Support of the rewmaimler
of the worla was received from the European Parliament which,
on Har?h 16, 1979 adopted a resolution in which the Member HSlatoes
agree to adhere to the Bonn Declaration and also undertake (o
persuade the governments of othar eountries to do the Sare,

Carrier Screonin
s—emn 2T BCrecning

As can he seen, much has bean done by the carricrs, ) v

Ertrepe s .
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the U.s. Government, by IATA, by ICAO, angd by the‘UN to insure
recognition of the universal need for quality deterrent programs.
In addition, there is increased carrier recognition that they
must provide security for their flights, whether or not govorn-
ments participate. Fortunately, a willingness of foreign authori-
ties to grapple with the security problem is the general experi-
ence. However, in situations where the performance of airport
authorities has appeared inadequate, our carriers as well as
those of other flags have taken it upon themselves to provicde
the necessary personnel and eqiipment to insure safe ang spoady
transportation for our pPassengars and cargo. At times, these

are individual carrier undertakings; at other times, -joint

efforts. Should an uitimate confrontation ever arise in which

a host government or its airport authorities refuse to allow
carrier screening, our carriers would consider not boarding -
passengers at those airports until adequate sereening is in force.

Comments on §. 333

Section 105 would require the President to submit, six
months after the date of enactment, a list of states which
have demonstrated a pattern of support for international
terrorism to the President pro tempore of the Senute and the
Speaker of the House of Representatives, and sct forth his
reason. for listing any such states. )
We believe in the principle that up-front prevention prourams
are the most effective mcans of dealing with, and neutralising,

. . . . R ..
problems in erime. Airline scourity directors have been in the
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forefront in espousing crime bPrevention and crime resistance.
In fact, the 1979 seminar of the International Association of
Airline Security Officers Qill have the theme “The Security Byck
Stops Here," meaning that the security officers recognize the
limited resources of law enforcement and are concentrating on pre-
vention of crime rather than on investigation, apprehension,
pProsecution ang incarceration, We sincerely believe that good
security is what stops hijacking and terrorism. To that eng,
technical assistance from the United States aviation community
should be the first avenue rursued.

Also, prior to establishing a List of States Supporting
International Terrorism we suggest that consideration be given to

the question of whether such a unilateral action might Prompt other

'nations to take retaliatory steps, resulting in a pattern of con-

SLrontation instead of cooperation. We would prefer that the
President, prior to Preparing an initia)l list, issue a “from this
day forwarg" announcement of intention to brepare the list in the
event that international, governmental or airline efforts prove
inadequate.

Section 106 wouuld impose automatic sanctions against a coun-
try that is on the List of States Supporting Ingernational Tex-
rorism  We defer to the Department of State on tLis question since
it is a matter s0 inextricably involved with international re-
lations policies. 1t would seem to us that selective use of .
sanctions might give the Department of State more leverage, Therefor,
we believe that existing law, which authorizes the Pregident to
impose sanctions on a discretionary basis is preferable to a publice

weighing of sanctions versus othar national intorests. Howuever,

e O SR e e
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we would urge this Committee to insure that the Executive
Branch be made avare that the intent of Congress jg

that sanctions be fully exploited as a‘necessary‘and desir-

able tool to combat terrorism,

Section 1115 of s, 333 is the Provision that impacts most

directly on airline operations and therefore is of pafticular

interest to our industry: Section 1115(a) would require the

Secretary of Transportation to assess geriodically the effoctiva~

ness of security measures at foreign airports. These assess-

ments would be made in consultation with appropriate aeronautic

authorities of the concerned foreign government. We believe that

provision should also be made for consultation with the U.5. flag

carriers serving that airport since the member carriers of A'TA

would be willing to provide additional security, if necessary,

to remedy deficiencies ip the security measures at the airpart.

In short, we believe that

a viable alternative to withholding or revoking the operating

authority of any carrier to engage in foreign air transportation

at an airport would be to permit the carrier or carriers to supply

the manpower and equipment to get the job done,
The proposed Section 1115¢a) (1) sets a sixty-day time limit

for remedial steps to be taken by a foreign govermment prior to
publishing in tha Fedoral Register, ang Posting notices at .8,

airports, the names of the Lforcign airports where sceurity measures

.
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are found to be below ICAO standards. we believe that ip some—
instances the sixty-day period would be adequate, but there couldg
be occasions when additional time would be required. we belicove
that this section should be amended to cover such situations,
especially since interim measures by carriers may help to bridge
any time gap, ° : -

Section 1115 (a) (1) (a) provides for Publishing in the Federal
Register a list of airports at which the security measures fall
below the expected level of effectiveness. Section lllS(d)(l)(B)
pProvides that after consultation with the appropriate aeronautical
authorities of the government where such an airport is locateq,
the Secretary of Transportation may, with the approval of the

Secretary of State, withholh, revoke, or impose conditions on the
.operating authority of any carrier or fofeign air carrier to an-
gage in foreign air transportation using that airport. we urge
that the words "and each carrier serving such airport" be adﬁed
after “aeronautical authorities of such government™ in Section
1115(4) (1) (B) .

The airline industry heartily supports Section 204 (a) (1)
which authorizes aviation security assistapce to foreign govcrE—
ments.  Expert, impartial surveys of intcrnationgl airports and
well conceived training Programs in aviation security for forcign
nationals are to the mutual advantage of all countries. However,
we do question whether $100,000 per year is adequate funding for.
such an important effort, .

‘ Section 303 would require mandatory use of identification

and detection taggants in the manufaclure of explosives. We

s e e
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strongly support the use of taggants in the manufacture of ox-
plosives. I should add that we in the airline industry urge
that an even greater emphasis and priority be given to the
research and development effort for detection taggants, in
keeping with our primary goal of crime prevention.

The airlihe industry'wholeheartedly supports Section 304
designed to insure the full implementation of the Montrecal
(sabotage) Convention. I had the privilege of serving as an
advisor to the U.S. delegation in the development of the
Montreal Conveﬁtion and am particularly consciocus of the
wisdom and dedication which went into its formulation.

Sections 305 and 306 set forth the penalties, including

civil penalties, for aircraft sabotage, damage or interferconce

vwith the operation of an aircraft, acts of violence against

-crew members or passengers, aircraft piracy, conveying threats

and imparting false information concerning attempts to commit .
crimes such as sabotage, air piracy and damage to aircraft. fThe
airline industry has long supported the Departments of Justice

and Transportation in efforts to obtain such penalty provisions
and we therefore endorse these provisions as well.

Mr, Chairman, the airline industry strongly urges an ad-
dition to S. 333 which would make it a Fedecral crime Lo plate,
attempt to place, or attempt to have placed a loaded fircarm
aboard aircraft in, or intended for operation in air transportation
or intrastate air transportation, in baggage or other projoerty

which is not accessible to passengers in flight,

Py
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In November, 1976 an employee of Frontier Airlines was

killed when a firearm discharged accidentally while checkeq

baggage was in the process of being transported to an aircraft,
In August of 1978 an enployee of Ozark Airlines was wounded

under similar circumstances. In the three year period from

September 1975 .to August. 1978, there were ten other instances

of accidental discharges of loaded weapons transported in chocked
baggage. Fortunately, none of these other incidents resulteq

in death or injury.

Governmental Organization Proposals

Next, there is the important question of governmental
organization. It is oux understanding that the current govern-

ment structure to counter texrrorism, as revamped by the Presi-

‘dent in 1977, consists of an Executive Committee from key

éepartﬁents which reports to a Special Coordinating Committee

of the National Security Council. a Working Group composcd of
representatives of more than 20 departments and agencies functions
under the Executive Committee. We believe that this Presiden-
tial restructuring of the antiterrorism effort is gquite similar
to the Council to Combat Terrorism which is described in
Sections 101, 102 and 103 of S.333 and works efflciently and
effectively on the problem.

While we thus endorse an interdepartmental structure under
the leadership of the Assistant to the President for National
Security Affairs, we sexiously question the nced for establish-
ing new offices such as those provided for in Scctions 201 and

301 of this bill. Experience demonstrates that the problems

ps s
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- faced in aviation security lie not with our own government, but

elsewhere. Moreover, a proliferation of concerned government
organizations often leads to friction rather than teamwvork,

to say nothing of unnecessarily added expense.

Additional Suggestions

Member carriers of our association have also asked that
we relay to the committee three suggestions to enhance the
efforts to combat terrorism: . »

(1) Continue the recent improvement in the Federal Govorn-
ment's collection, evaluation and dissemination of intelliacnce
information.

(2) seek the cooperation of the news media in order to
avoid the reporting of terrorist actions in such a manner as
to aid or abet t.rrorists during an ongoing incident or to
encourage future acts of terrorism,

(3) Urge thﬁt Interpel, with its membership of more than
100 nations, give high priority to the investigation, apprchen-~
sion and prosecution of criminal terrorists as well as the
improvement of security at the world's airports.

In conclusion, Mr. Chairman, we appreciate the opportuni by
to be here. We believe that you are performing an admirable
public service in holding these hearings and bringing to the

attention of the American éublic the true facts aboul terreriesm.

3 - sl -
We pledge a continuation of the utmost cooperation of our moembor

airlines in bringing these heinous crimes to an end.
We will be pleased to respond to any questions Lhe Ceor:iltee

may have.
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Chairman RiBicorr. The next group will be g panel discussing
explosive taggants.
There are five on the panel. We would hope that you gentlemen

would confine yourselves to 10 minutes. Your entire statement will
go in the record.

TESTIMONY OF NEAL KNOX, EXECUTIVE DIRECTOR, INSTITUTE
FOR LEGISLATIVE ACTION, NATIONAL RIFLE ASSOCIATION;
DAVID M. GLEASON, PRESIDENT, INSTITUTE OF MAKERS OF
EXPLOSIVES; CHARLES F. TURNER, TECHNICAL ADVISER
FOR SPORTING ARMS & AMMUNITIONS MANUFACTURERS IN.-
STITUTE; ROBERT MOLER, THE AEROSPACE CORP.; AND

GLENN MURPHY, GENERAL COUNSEL, INTERNATIONAL ASSO-
CIATION OF CHIEFS GF POLICE

This statement does include a response to the statement pre-
pared by BATF for this committee which purports to refute our
objections to the tagging of black and smokeless powder.!

I would call your attention to one error of substance in my
prepared statement. On page 16, under the section on “Response”
the testimony should read: “We made the statement before any
tests had been conducted.” It presently says “the tests,” which
could be a misconception that the tests had indeed been conducted.

Chairman Rieicorr. Mr., Knox, would you please correct the copy
that goes to the stenographer?

Mr. Knox. Very well.

The only tests that we are aware of are tests of black powder,
and very Iimited tests: consistently firing some 20 rounds of tagged
powder ‘in comparison with firing some 20 rounds of untagged
powder under very limited circumstances,

hose are not adequate. I can testify to that fact ag an expert
witness and ag fzgrmer editor of Handloader and Rifle magazines.

more than 50 of them that are available to handloaders and since
they vary according to size, shape, composition, and they produce
far higher levels of pressure in normal use,

One of the basic tests would involve separation of the powder
from the taggant during shipping, handling, and actua] use. As
each member of the committee is aware, if sand and gravel are

!See appendix p. 411,
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mixed, then shaken, the gravel would separate from the sand due
to the difference in size. In all probability, precisely the same thing
would occur with tagged powder, unless the tag matched the
powder in size, density, and shape. That could result in extreme
hazards to the user.

I have given the chairman a blowup of a photograph showing the
immense variation in size and shape of coinmonly used smokeless
powder. At the top we have identification taggants. You can easily
see the great difference.

We are told that these taggarnts would not be used in explosives,
but we have not yet seen what taggants would be used. We have
been told that they will be matched to the powders, but we have
seen no indication that they can be, nor that they have been.

The determination of segregation would be a simple test, but it is
a critical test. No such tests have been conducted. It is like the cost
of the taggants. We don’t yet know what the taggants will cost. The

i st e
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tion designed for potential terrorists, some of which I have includ-
ed with my statement as Appendix 4.

These publications on the simple kitchen manufacture of bombs,
timers, and initiators from household substances is provided for
your information. I ask that it not be printed in the hearing record.

BATF says the program is designed to defeat bombers. Given the
many opportunities for avoiding taggants, criminals are much
more likely to circumvent the program, despite the spending of
millions of taxpayers’ dollars and the spending of additional mil-
lions of consumers’ dollars.

As you have seen, tags can be removed from dynamite using
simple store-hbought equipment. Congressional staff personnel,
having no familiarity with explosives, assisted in the removal.
There is no reason why a criminal could not do the same thing. It
is a certainty that terrorists would do the same thing in the unlike-
ly event that they had purchased an explosive through a legal
channel, and it could be traced to them.

T R W, © e eame e o

cost figures that we have seen keep being changed. They are very
important to consumers.
I am not going to respond in detail to BATF's comments concern-

et

Although BATF submitted testimony which spoke of tagging all
explosives, they have repeatedly said and acknowledged before
other committees that this legislation would cover only 20 percent

ing our earlier statements, other than to note our statements were
made some 9 months ago and they have obviously been overtaken
by subsequent events. g

I must point out, however, that BATF has been less than honest
with the committee when it makes such claims that there would be
no increase in cost to consumers due to recordkeeping, for their
comments may be true of black powder but cannot be true of
smokeless powder, for which records are not kept in the same way
as black powder.

As for BATF’s statement to this committee that they “perform
every known test to determine whether there is any hazard,” I
submit that they have not done so, nor- have they indicated any
intention to do so, not prior to the passage of this legislation which
they are requesting.

As just one example, I have seen no evidence that they intend to
perform any environmental impact statement on taggants in any
kind of explosive on the grounds that taggants are inert materials.
I submit that while they may be inert at room temperature, they
are not necessarily inert when they burn at some 5,000 Kelvin
degrees during firing.

My question is, what harmful vapors are produced by the tag
during firing, and would they be a hazard to shooters on indoor
ranges? Would they be a hazard to explosive users in poorly venti-
lated coal mines?

We don’t know, and there has been no indication that BATF is
intending to find out.

The NRA initially became concerned about the program for two
primary reasons: Cost to our members and potential harm to our
members and their equipment. We remzin concerned about precise-
ly those same matters.

One of the flaws in this program is that no credit has been given
to the bombers for ingenuity. Most bombers, where the criminals
are bona fide terrorists, are reasonably knowledgeable about explo-
sives. Those that are not have access to a wealth of information on
the subject, including information in any library and any publica-

of commercially manufactured explosives. The remaining 80 per-
cent, primarily blasting agents and all explosives produced for
military use, would not be tagged.

BATF has said that ammonium nitrate fertilizer and fuel oil
cannot be used without initiating it with an explosive device which
would be tagged by their theory. The Institute of Manufacturers of
Explosives has conducted such tests and will tell you more about
those tests. They do substantiate what I have been telling various
congressional committees, well, since 1970 in the House.

At that time I talked about the hazards of ammonium nitrate
fertilizer mixed with anything that is classed an explosive. I have
never said smokeless or black powder cannot be made into a bomb,
but I have said it is impossible to attach a tag or otherwise control
all of the explosive materials because gasoline is an explosive, is
used as an incendiary, and certainly cannot be tagged. Neither can
propane nor butane.

Mr. Chairman, BATF contends that if propellants are not tagged,
bombers will switch over to them. I would suggest that rather than
switching to low-order explosives, such as black or smokeless
powder, they would switch to the homemade devices which are
easily made.

Further, they would increase their present use of stolen materi-
als.

‘We are extremely concerned over the costs to consumers; and as
the manufacturers, I am sure, are advising you, they sharply dis-
pute BATF’s cost estimates. We are in no position to make an
independent judgment as to the cost. We simply don’t know. But
we know it will be high.

If the program were worthwhile and proven not to be hazardous
to our members, we would not object. But under the circumstances,
we cannot support the imposition of higher costs on our members,
accompanied by risks to their safety, for a program that seems
more designed to expand BATF authority, manpower, and budget
than to fight crime or terrorists.
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Thank you, sir.

Chairman RiBicoFr. Mr. Gleason?

Mr. GLeasoN. Thank you, Mr. Chairman. In the interest of brev-
ity, as you requested, I will not read my entire statement. )

Chairman Risicorr. All of your statements will be included in
the record completely.

Mr. GLeasoN. Thank you, sir. )

My name is David Gleason. I am president of the Austin Powder
Co., whose principal headquarters is located in Cleve;land, Ohio. I
am also president of the Institute of Makers of Explosives.

Chairman Risicorr. Out of curiosity, how many makers of explo-
sives are there in the United States? How many companies are
there?

Mr. GrLeasoN. In our organization there are 13 companies, sir.

Chairman RiBicorF. So it is a rather small group of manufactur-
ers?

Mr. GLEAsoN. However you care to call it. .

Chairman Risicorr. Well, it is a big country. The 13 companies
make most of the explosives? . .

Mr. GLEasoN. I would say in excess of 75 percent, sir. A list of
those companies is in my testimony that was submitted.

We welcome this opportunity to appear before the Senate Gov-
ernmental Affairs Committee to present IME’s views regarding the
explosive-tagging provisions in S. 333. The IME is the principal
safety association of the manufacturers of explosives and its
member companies produce well over 75 percent of the commercial
explosive products manufactured in this country. _ .

Founded in 1913, IME is a nonprofit organization, primarily
concerned with safety in the manufacture, transportation, storage,
handling, and use of explosive materials. _

This organization has cooperated with all interested governmen-
tal agencies since its founding and has a reputation for expertise.
Because of this history of cooperation, it is with sober reflection
that we are compelied at this time to oppose the explosive-tagging
provisions of S. 333. '

These tags, made exclusively by the 3M Co., are actually micro-
scopic bits of shattered plastic encapsulated in polyethylene and
made up of multicolored layers which can be “coded” by varying
the color combination. Tags could be put into almost any substance
and used to identify the manufacturer, date of production, lot, et
cetera, and with extensive recordkeeping, the different persons,
perhaps thousands, to whom parts of each individual coded lot
were sold. .

The tags are magnet sensitive and fluoresce under a black light.
If they could safely be added to explosives, and then survive the
detonation, they could theoretically be found and retrieved with
magnets. S ) )

In fact, experience shows a poor rate of survivability with high
order explosives and our limited testing and experience with tags
leads us to believe that they will not survive PETN, TNT, RDX,
Pentolite, Composition B, and certain high order dynamites.

In addition, tags will not survive detonation of most military
explosives which, when sold as surplus, will be required to be
tagged under this program.
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IME opposes tagging explosives for a number of reasons. Overrid-
ing is our deep concern for the safety hazards involved with mixing
these plastic chips into our products. We also feel that the benefits
to be derived from an explosive tagging program are dubious, and
that the program would be grossly inflationary.

I would like to discuss these three points with you briefly.

One: Hazardous. The presence of any foreign contaminant in an
explosive is extremely dangerous business and avoided like the
plague in the explosive industry. Tags are contaminants and can
create friction and may affect the chemical balance in the explo-
sive over a period of time.

In the right, or maybe I should say wrong, combination of cir-
cumstances, tags could threaten the lives of the approximately
6,000 employees who manufacture explosives, as well as the lives of
the thousands who transport, store, and use these products. BATF's
very limited testing program does not even begin to approach
adequacy.

Taggants have not been adequately tested in storage, transporta-
tion, and use. There are perhaps 1,000 varieties of commercial
explosives, and tags have been tested on a limited basis in maybe
five. It would take a number of years to test explosives for tags
under the varying conditions to which they would be exposed.
There is no manmade substitute for the effects of time and the
elements.

Two: Ineffective. Although we are not criminal experts, IME
feels, and the more it learns of this program it is convinced, that
tagging, while sounding like a panacea, would be at best of dubious
benefit to law enforcement officers.

First, even if tags could be found after an explosion, they would
not identify the bombers, but, rather, that large number of rersons
who legitimately purchased parts of the lot from which the explo-
sive used in the bombing came.

To give you some idea of how many last-legitimate purchasers
might be involved, there would be 60,000 sticks of dynamite in the
20,000-pound production lot which BATF is currently recommend-
ing. While this might be another piece of information, it hardly
establishes a direct connection to terrorists and is not the kind of
information which justifies the extreme cost and hazards involved.

Second, regardless of BATF’s misrepresentations to the contrary,
tags are very easily removed from most commercial explosives and
the process does not destroy the product and neither is it danger-
ous if done with reasonable care.

This point was demonstrated for many staff members of the
House and Senate on April 5, 1979, under the auupices of the
District of Columbia Bomb Squad. I would like to pass out pictures
taken at this demonstration.

Chairman RisIcorr. Do you have those pictures with you?

Mr. GrEAsON. I do, sir.

May I submit them to you?

Chairman Risicorr. I would like to see them now.

Mr. GLEASON, Yes, sir.

Chairman Risicorr, You may proceed.

Mr. GLEAsON. Thank you, sir.
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Third, homemade bombs are easily made from materials which
can be purchased in most local communities and which never
would be tagged under this program. Detonation of such homemade
devices can be achieved with such common materials as cherry
bombs or miniature rocket motors, the latter of which can be
purchased from most hobby stores.

Because we feel that the ability to make homemade bombs easily
and effectively undermines the program, we arranged to demon-
strate the ease with which they can be made and can be detonated.
This demonstration was also documented with pictures which I
would like to hand to you. The pictures should be kept confidential,
please, for obvious reasons.

May I call your attention, sir, to picture No. 22 and picture No.
28 in the series?

Chairman Risicorr. Which number?

Mr. GLEASON. Picture No. 22. That is a homemade bomb detonat-
ing without any commercial explosive device.

Picture No. 28 is the same.

I do not care to go into the description of the pictures. They are ‘

for your use. I would not like to have this in the record.

Chairman RiBicorr. It won't be. We will return these to you, sir,
after the three of us look at them.,

Mr. GLEASON. Thank you,

Neither of the exercises illustrated by these pictures will be
necessary, however, if BATF sticks with its announced proposal of
presently tagging only cap-sensitive explosives. Dynamite, accord-
ing to the BATF, accounts for a mere 4 percent of identified filler
material in terrorist bombs. Why bother to remove tags, or stir up
a homemade mixture, when well over 90 percent of commercial
explosives will still be untagged.

Three: Inflationary. Finally, of dual significance in the proposed
tagging program is the impact upon the consumer and, in particu-
lar, the many miners who may be driven out of business because of
increased costs, as well as the inflationary impact upon the general
public, who must ultimately pay the bill.

I raise these points not because it is popular today to oppose
legislation for reasons of its inflationary impact but because the
cold facts are that based upon the costs of the taggant materials,
the code reservation costs, the decreased productivity and product
disposal costs which this program would affect, the cost of the
explosive product to the consumer will surely double in a very
short period of time. It is our feeling that the committee has been
badly misled concerning the economic impact of a tagging program
upon the explosive industry, its customers and the ultimate con-
sumers.

The Assistant Secretary of the Treasury testified before this
committee in March that it will cost 2 cents per pound to tag high
explosives. This estimate is so far off the mark as to be ludicrous,

I would ask that the committee refer to 8M’s brochure attached
to my submitted statement as attachment B, page 2, wherein 8M
quotes its price for taggants as follows: Code lots up to 49 pounds,
$200 per pound. My company checked with the 3M Co.’s sales
representative the week of March 1, 1979, and we were, at that
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time, advised by 8M that the prices contained in this brochure
remain in effect. ‘

Because of the explosive lot sizes which the explosive industry
would be required to produce under a tagging program, we will be
required to pay the $200-per-pound price.

Chairman RiBicorr. A pound of taggants could be used in how
many pounds of powder?

Mr. Greason. I didn’t hear you.

Chairman Ribicorr. A pound of taggants could be distributed
through how many pounds of powder?

Mr. GrEAsoN. The rate we are advised is there are 5 parts per
1,000. I will get to that, I think. If I don’t answer it, I will come
back to it, sir.

There will be 10 pounds of tags for each 20,000-pound lot. It is an
€asy computation to determine that each pound of explosive will
require 10 cents worth of tags as follows: 10 pounds of tags at $200
per pound is $2,000. $2,000 divided by 20,000 pounds equals 10 cents
per pound for taggants.

Chairman Risicorr, What does 1 pound of powder cost on the
market today?

Mr. .GLEASON. A pound of dynamite, about 40 cents, Senator, I
think is a good average number for that, in the retail market, to
the consumer.

Chairman Risicorr. So it would be 50 cents.

Mr. GLEASON. I haven’t completed it yet, sir.

Chairman RiBicorr. I am sorry.

Mr, GLEASON. That is perfectly all right.

Chairman RIBicOFF. Go ahead.

Mr. GLEASON. The raw material which presently goes into pro-
ducn}g 1 pound of cap-sensitive explosive costs 15 cents per pound.
If this legislation were enacted, the raw materials which go into a
pound of explosives would cost 25 cents.
here is also a code reservation cost.

_In add{tlon, we have conservatively estimated a 2-cent-per-pound
increase 1n cost to cover expenses resulting from additional record-
keeplng. requirements. Contrary to BATF's statements, there will

smaller than those presently being manufactured. Smaller lots
means more lots which means more recordkeeping.

To summarize these three cost increase items: the annual ex-
pense to. industry for the cost of the tag material, $27,50¢,000; code
reservation, $13,750,000; and for recordkeeping, $5,500,000, would
be $46,750,000 for Jjust cap-sensitive explosives.

The tgg, code reservation, and recordkeeping cost increase for
cap-sensitive explosives of $46,750,000 would be substantially in-
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exceed the commercial value of the 8.7 billion pounds of explosives
sold annually.

This is not all. These figures also assume that the tag density
concentration of .05 parts per 1,000 by weight, which is currently
recommended by BATF, would be maintained.

I would like to point out that this figure is totally discretionary
with BATF under this program, and it is perfectly possible that
BATF would require a greater concentration of tags per pound of
explosives as a result of their inability to find tags readily after an
explosion with the .05-percent concentration.

This is not a particularly theoretical problem, as I am advised
during their recent demonstration at Fort Belvoir where BATF
blew up a car that it took approximately 1 hour to recover two
tags, and this was a contiolled demonstration. In a controlled
situation, that is hardly success.

The point is that if BATF were to increase the concentration of
the taggants, say, double or quadruple, the price of the program
would go up proportionately, and we could very quickly be talking
about a multi-billion dollar tagging program.

I am not sure how I am on time, sir.

Chairman Risicorr. The clock has expired.

Do you want a couple more minutes?

Mr. GLeasoN. I think if you will accept this for the record, that is
fine.

Chairman RiBicoFr. Your entire statement will g0 in the record.

Mr. GLEASON. Yes, sir.

Chairman RiBicorr. We have three more witnesses, and we have
four Senators who would like to question you.

Thank you very much.

The next witness is Mr. Charles Turner.

You may proceed, Mr. Turner.

Mr. TurNER. Thank you, Mr. Chairman.

My name is Charles Turner. I am a technical adviser for the
Sporting Arms & Ammunition Manufacturers’ Institute, usually
referred to as SAAML I am also a member of ATF’s Advisory
Committee on Explosives Tagging.

SAAMI is a nonprofit trade association composed of 11 producers
of sporting firearms and ammunition and smokeless propellant
powders. Smokeless powder is the element of a shotgun shell or
cartridge which propels the projectile from the firearm.

The proposed Omnibus Antiferrorism Act of 1979 would require
that identification and detection taggants be added to explosive
materials under a program administered by the Treasury Depart-
ment.

Treasury proposes that the tagging program include smokeless
powder sold in small bulk quantities to persons who handload their
own ammunition, such as firearm owners, gun clubs, and police
departments. The National Reloading Manufacturers’ Association
estimates there are 8% million handloaders, Treasury, however,
does not advocate including in the tagging program the smokeless
powder used in factory-loaded ammunition.

SAAMI members are particularly concerned about the illegal use
of smokeless powder. But consideration must be given to the effec-
tiveness of using taggants to deal with this problem. In our judg-
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ment, the addition of taggants to smokeless owder ma
§f§fety rlgcllqs and involve heavy cost burdens whi?e providing‘ry li%glf:
11) O;rghg; to law enforcement agencies charged with investigating

The first concern of SAAMI members with adding ta
smokeless powder is the safety of employees and g’cheggirilrtrfagg
customers, the sportsmen and police who handload. Together
SAAMI members and Aerospace Corporation, Treasury’s contrac-
tor, have developed initial test programs for researching: (1)
Wheth_er taggants will stratify or settle during powder packing
operations, storage or shipment; and (2) whether identification tag-
gants would have adverse effects upon the operation of firearms,

It will require 18 to 36 months for completion of these prelimi-
nary fu‘garms tests. Aerospace has directed that testing of firearms
not begin until completion of the tests aimed at determining
whether the taggants will stratify.

To the best of our knowledge, 3M Co. produces a single type of
taggant. Tl}ere are approximately 80 different sizes or shapes of

be developed.
The planned safety tests might demonstrate the infeasibilit
. of
tagging due_to.adver'se effects upon the safety of firearms, ybut
could only indicate itg feasibility. Extensive additional testing

porlvglcliezi colilld be considered.
e lack of benefit from tagging smokeless powder
thz safegy risks ?re not worth bearing. povder suggests that
production lot of smokeless powder is typically between 10,000
and 20300(_) pounds, with a range of 5,000 to 50,000 pounds. Typi’cal-
ly an 1nd1y1dual handloader will purchase a one-half pound or I-
pound canister of smokeless powder. Thus, the last legal purchas-
%SO (;)60 a given lot of powder would frequently number close to
}&s éonfirmed by Treasury testimony before the House Aviatj
}SlgggclnmgntteeTlfst d i.lly, 1a give;ll lot could be sold to 20,000 or mcl)cz)'lelz
oaders. These legal purchasers 1d i
thIrtouggofglt Noue Americal? would most likely be spread
is di ficult to conceive what benefit law enforcement personnel
could obtain from expending the resources necessary rﬁerel?nteo

chased was misused,

It is particularly difficult to conceive of benefits from identif;
) rticular], entifica-
tion tagging in hghf_; of the fact that the explosives used are1 sao

within any tagging program. Smokeless powder car :
easily from factory-loaded ammunition, P ' be extracted
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In short, if criminals wish to use legally purchased explosives not
containing taggants and do not want to go through the simple
procedure of removing the taggants from tagged explosives, there
will be ample opportunities. The tagging program can be thwarted
without any difficulty.

Furthermore, the committee should recognize the apparent lack
of need for this new pervasive regulatory scheme to fight terrorise
activities. Testimony presented on H.R. 2441 by the FAA estab-
lishes that adding taggants to explosives will not aid in preventing
terrorist hijackings or bombings of aircraft.

Furthermore, recent testimony by Assistant FBI Director Donald
W. Moore demonstrates that the measures already taken have
reduced significantly the threat of terrorist bombings.

There has been a 48-percent reduction in terrorist bombings,
from 100 in 1977 to 52 in 1978. In response, we understand the
FBI's proposed budget would cut $1.6 million and 70 positions from
the FBI's terrorism program. Thus, while Treasury proposes to
greatly increase its program against terrorist bombings, the FBI is
reducing its efforts.

Given the safety risks and lack of discernible benefit from adding
taggants to smokeless powder, the significant costs generated by
the program should be given serious consideration. The recordkeep-
ing for commercial, security and tracing purposes required of man-
ufacturers, distributors, jobbers, and retail outlets alone would
cause a significant increase in the price of smokeless powder.

As set forth in great detail in our written statement, the costs
related to identification tagging only could result in an increase of
$2 to $2.50 in the retail price of a 1-pound canister of powder. One-
pound canisters currently sell for between $6 and $9. The 25- to 35-
percent increase in price may be sufficient to eliminate the cost
saving which is a primary reason for the existence of the handload-
ing trade.

Other very significant problems with the proposal to add identifi-
cation taggants to smokeless powder are detailed in our written
testimony.

Many of the serious problems facing identification tagging are
not involved in detection tagging because detection taggants are
not uniquely coded.

However, the technology for an effective detection taggant is
only in the very early stages of research and development. Aero-
space does not expect to designate a particular substance for pro-
ducing detection taggants for testing for 9 months’ to 1 year's time.
Also, the technology for detecting the detection taggants has not
been developed.

In SAAMUs view, until further research and development pro-
grams are completed, there is no basis for legislation requiring the
addition of detection taggants to smokeless powders.

SAAMI urges the committee not to require the addition of tag-
gants to smokeless powder. The ability of law enforcement agencies
to investigate bombing incidents and apprehend criminals will be
enhanced, at best, only marginally. There are major questions as to
the technical feasibility of adding identification taggants to smoke-
less powder. The cost of manufacture and distribution of smokeless
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powder with identification taggants will greatly inc
this important product to spor%smen. g Y Increase the cost of
’(I)‘}};ank you.
airman RiBicorr. Thank yo :
1]\)/;‘. jman, you, Mr. Turner.
r. MoLER. My name is Robert Moler and I am dire
) ] ctor of
explosives and materials control directorate for the Aerrc?spgcl:

8:);1;.(3 go?(;ve a prepared statement that I would like to enter into

IC\J/Ihailz\'/xln.an RIIBICOIIi‘F. Without objection.
r. MoLEr. I will confine my remarks to the tagein aspect:
lt\}dle program and will summarize only our mostg%ecgnt I;eeguslt(;l.o
uch of the data that I will report has been developed because the
explosives industry has been willing to participate in the research
?gx?ce%etv%?glge:t’ althgutgh t}}eyh do not necessarily support the
.\ re appreciative of the time and effort
be](:aél wt1_1fl“1ng to direct to these studies. ort that they have
entification tagging, in concept, is the addition of i
element that will survive an explosion and provide a Seecl?lil%%
tracing the explosive through the chain of sales. We have carried
t}}:ls concept to an advanced stage of development. The taggants
themselves are fully developed and have been subjected to an
extensive battery of tests to qualify them.
. ‘These‘ tests, the majority of which were carried out by the indus-
i’l ¥, were also largely suggested and designed by them. They have
:ivoev;/r;l Isgat the 3M ID taggants can be safely added to most explo-
explosives?re compatible with the manufacturing processes of most
We have seen no data that would i ibili
W question compatibilit
::afety, nor have any new or additional tests been sugg{f)estlecli.lgdgil:
ionally, we have carried out tests that demonstrate that ID tag-
ga.llllt's survive explosion and can be recovered and decoded. Some 7
;;111 nl](::l Lll)f(‘;lcl:ltlgs of claé)-iinsmn;le explosives have been safely tagged
re, so rough no istributi
sa,fl'g}lly transptlnrtéd old, used.g rmal distribution channels, and
ese results are still being analyzed, but it is safe t
> , oc
that tagged explosives can be traced; recordkeeping needogg’lcugg
e)gft“enswely modified or expanded; cross-contamination is not a sig-
?1 icant problem; and survivability in explosives is good. We be-
leve that these data show that for cap-sensitive packaged explo-
sn;:s, _1m1f1ementatlon can be effected.
similar story exists for black powder, where com atibilit
been demonstratqd,'cross-contamination is negligible,psurvi\:a{)ifli?;
Is excellent, ballistic effects are not detectable, the nonmagnet
Zi?ssgitéve rte;ggz?{ts are not removable, but are recoverable, and the
pulgposgs. ecordkeeping system is completely adequate for tracing
or cast booster a pilot test is underwa C ibili
: ster . . Compatibilit
sarff‘atyt _will be verified and the other factorys will Il))e eizelilﬂa?é]c;i
S es ui)g is at an early stage for ID tagging of smokeless powder.
bpvaa ility is good, but the results of the manufacturing compati-.
1111Xty and balhstlps testing are not yet available.
o ma%‘%r. effort in the ID tagging of blasting caps has been under-
aken. lhis 1s a challenging concept, one in which several ideas
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have been advanced and found wanting. We have proposed what
we believe to be a viable system, involving a double plug idea,
Unfortunately, we have been unsuccessful in achieving participa-
tion by the industry. We are proceeding independently.

Finally, the ID tagging of detonating and fuse cord looks entirely
feas(,iible using a UV-cured adhesive, and this system is being devel-
oped.

The possibility that a bomber might remove the taggants from
black or smokeless powder has been recognized from the beginning,
To eliminate this possibility we have developed a nonmagnetic
version of the ID taggant and are pursuing the idea of a taggant
that becomes magnetic on exposure to an explosion. I have a little
vial here.

Chairman Risicorr. If you want to make a point with those
small bottles, please send it up so we can look at it.

Mr. MoLgR. These are a nonmagnetic version of the ID taggants,
ones that cannot be removed readily using a magnet.

Senator STEVENS. Were those tests you described made with the
new taggant?

Mr. MoLER. Both the black powder and smokeless powder tests
all involved a combination of 50-percent magnetic and 50-percent
nonmagnetic taggants. All the manufacturers in the test program
are using that mixture.

Chairman Risicorr. Mr. Gleason showed us some pictures which
pointed out how easily it was to take out these taggants. Could you
take it out of this batch, too?

Mr. MoLER. No, sir.

Chairman Risicorr. You couldn’t?

Senator Stevens. Did I understand you to say you don't think
you can remove these at all?

Mr. MoLgr. “At all” is a bit too strong a term.

Senator STEVENS. Are they fluorescent?

Mr. MoLer. They are fluorescent.

Senator STEVENS, Have you ever heard of a black light?

Mr. Morer. Recently the issue of taggant removal from dyna-
mites and gelled slurries has arisen. We have completed an exten-
sive examination of ID taggant removal from 11 different dyna-
mites, gels, slurries, and emulsions. The details are contained in
attachment H.

We conclude that a knowledgeable individual having superior
motivation and willing to spend a considerable amount of time on
each 1- by 8-inch cartridge of explosive is highly unlikely to be able
to remove all the taggants and in many cases the repackaged
explosives will fail or partially fail to react when initiated with a
No. 8 blasting cap.

Nevertheless, in nearly every case we found it to be possible to
remove a large percentage, buf by no means all, of the taggants by
the tedious and lengthy process of extracting them one at a time
with tweezers or a magnetic needle after locating them with the
UV light.

We conclude that this possibility should be countered as in the
case of black and smokeless powders. We can do so easily with the
following measures: Make the polyethylene coating opaque to UV
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or visible light, such as the taggants I have here. I will give them
to the committee so they can examine them.

Chairman RiBicorr. In other words, with these taggants you
continue to use the black light and could take them out?

Mr. MoLEr. That is correct.

Senator STEVENS. They have been tested?

Mr. MoLER. Yes, sir.

Senator STEVENS. By the industry?

Mr. MoLEr. Not by the industry yet. They are the same materi-
als that are used in all the other taggants. No new materials have
been added.

The only difference is that to the polyethylene that is normally
used, we have added some carbon black, which is the same materi-
al used in the black layer of the taggants,

We can also reduce the size of the taggants by at least a factor of
two and thus multiply the total number to be removed, as well as
make their removal less effective by magnetic means. If these
measures are still not sufficient, we may use a 50—50 mixture of
magnet-sensitive and nonmagnet-sensitive taggants in critical ex-
plosives. These steps can be effected at an insignificant decrease in
survivability or recoverability and at no increase in cost,

The final issue in ID tagging is cost. We have recently completed
a new study of cost that is included as part of my written testimo-
ny. The results of that study are that for cap-sensitive packaged
explosives, ID tagging will cost less than 2 cents per pound. The
costs for other materials as well as for detection tagging has been
analyzed as well and the data are presented. Percentage cost in-
creases for both ID and detection combined range from 1.7 percent
for smokeless powder through 8 percent for packaged cap-sensitive
explosives to a high of 23 percent for detonating cord.

Detection tagging is our most extensive effort. The major effort
during the past year has been to develop a microencapsulated
volative fluid that would give off or emit a detectable vapor for a
period of 5 to 10 years. This we have accomplished. Two candidates
have successfully passed a battery of tests on emission rates, bar-
rier effects, mutagenicity, toxicity, and atmospheric impact. Three
others are nearing completion.

Simulated explosives have been tagged and tested using the Cus-
toms-developed baggage examiner and the Brookhaven National
Laboratories vapor detector, developed with funding from NOAA.
Blasting cap plugs have been successfully formulated that incorpo-
rate microcapsules. Simulated cast boosters tagged with the micro-
capsules have also been made successfully.

The cost of these materials should be about 1.6 cents per pound
of cap-sensitive packaged explosives. Addition to smokeless and
black powder also appears to be successful. ,

The next step is to test for safety and compatibility with the
various categories of explosives. A contract was recently awarded
to Hazards Research Corp. for the safety compatibility tests on
black powder. RFQ’s have been sent to IME members for compati-
bility/safety testing of dynamites, and gels/slurries. Two of the
manufacturers have declined to bid. A similar RFQ has been pre-
pared for smokeless powders. RFQ’s for blasting cap compatibility
studies have been issued and responses are awaited.
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Detection instrumentation is under intensive development. Three
instruments, a CECD developed by Broadhaven National Laborato-
ries for NOAA, an ion mobility spectrometer developed by PCP,
Inc., and a Mass Spectrometer. Breadboard instruments of the first
two types are available. Prototypes of all three instruments will be
available within a year.

Other areas under intensive development inciuge vapor collec-
tion, transport, and calibration systems. These areas are being
jointly developed by the FAA, the Department of Energy, and the
U.S. Customs Service.

In conclusion, we believe that we have achieved workable, safe
systems for the identification tagging of most explosives. We have
also developed and successfully tested a detection tagging concept
that appears to be applicable to all explosives, and are making
rapid strides in the development of field instruments.

Chairman Risicorr. Did you make available any of these new
types of taggants to Mr. Gleason? Have you in the past?

Mr. MoLEr. We would be happy to do that. .

Chairman RiBicorr. Do you have any objection to letting him
have them now?

Mr. MoiEr. Certainly not.

Chairman Risicorr. I am curious, Mr. Gleason. You went
through the tests and showed us pictures. I don’t expect you to do
it now, but after you have made those tests, I would appreciate it if
you would give us a result of your experimentation with the new
taggants, if you could.

Mr. GLEASON. Yes. )

Chairman Risicorf. If he needs more, you would have no objec-
tion to making more available to him?

Mr. MorEr. No problem.

Chairman Risicorr. Mr. Murphy?

Mr. MurpHY. Thank you, Mr. Chairman. I have a prepared state-
ment that I will put in the record.

I appreciate this opportunity to appear before the Senate Com-
mittee on Governmental Affairs to express the beliefs of the Inter-
national Association of Chiefs of Police regarding the explosive
taggants provision of S. 333.

The IACP is a membership organization with more than 11,000
members in 63 nations. Although the majority of its membership is
from the United States, the association believes that this legisla-
tion would have a beneficial effect on law enforcement agencies
throughout the world, as well as aid in the protection of the world
community.

We testified previously on the entirety of S. 333, and we would
like to express our support for the entire bill now, even though we
are just commenting on taggants.

If I may, I would also like to take this opportunity to support one
of your prior witnesses, Mr, Landry, who commented that the
International Association supports the flexible posts at the airports
throughout the country. We have been in considerable contact with
airport managers, airport law enforcement persons, as well as mu-
nicipal and State law enforcement agencies. We feel and they feel
that the flexible post is largely more secure than the fixed post. It
would be pretty much like a fixed post for a police officer down-
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town as opposed to a flexible post. We highly support Mr. Landry’s
statement on that, if I may deviate for a moment.

Chairman Risicorr. Certainly. We are glad to have that informa-
tion.

Mr. MurpHY. The IACP supports the tagging of explosives. If
bombings are not the worst of crimes, they are indisputably one of
the most serious. The widespread death, destruction, and personal
injury inflicted by these crimes are often of catastrophic dimen-
sions.

Law enforcement is faced with a growing use of devices dealing
with bombs, explosives, and incendiary devices used for the most
part as a means of extortion, acts of political terrorism, or by
rn?ntally deranged persons whose motives are only known to them-
selves.

We have three basic categories: The mentally deranged person,
the criminal who uses a bomb to achieve a criminal purpose, and
the political terrorist whose aim is somewhat different. Yet all
three pose the same public safety problem.

As you know, the explosive materials taggants provision amends
chapter 40, title 18, of the United States Code, to require the
addition of taggants to explosive materials for the purpose of iden-
tification and detection.

Bombings presently constitute the principal manifestation of the
true terrorism in the United States, and evidence suggests likely
increase in this form of terrorism because of, among other things,
its symbolic nature. The indiscriminate character of many terrorist
bombings, and the patent innocence of so many of the victims,
generates a great deal of public support for strong action in this
area.

Preliminary figures released by the FBI Bomb Data Center
which the IACP originally developed and was subsequently turned
over to the FBI in 1975 show that 1,314 bombing incidents occurred
in the United States and Puerto Rico in 1977. As a result of these
incidents, 22 persons were killed and 159 persons were injured.
Resulting property damage exceeded $8.9 million. Figures for 1978
show that 1,278 bombing incidents, both actual and attempted,
occurred in the United States and Puerto Rico, and 1979 shows
about the same number of bombings as in 1978,

I checked with the FBI Bomb Data Center, as of Friday, and the
information is about the same.

The inclusion of black and smokless powders in the tagging
provision of S. 333 is essential. It is well known that black and
smokeless powders are low order explosives. Therefore, they cause
the least physical damage when they go off in a normal small pipe
bomb, but they are very effective against personnel.

Further, if they were excepted from the tagging requirements,
we may assume that the use of black and smokeless powders in
bombing incidents would increase.

In 1978, FALN set off bombs at the Kennedy, La Guardia, and
Newark Airports. The ATF currently has spent more than 1,800
man-days on the LaGuardia investigation, and yet the type of bomb
has not been determined. These figures do not include the amount
of man-days that the New York Police Department has expended
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in this investigation. I think that would far surpass that of the
ATF.

The cost of taggants certainly is a very serious question, but so is

appears to be the major source of explosives for other criminal
elements as well.

The IACP recognizes that to thoroughly investigate an explosives
incident, be it a hoax, theft, or actual detonation, cooperation and
assistance are required between the Bureau of Alcohol, Tobacco,
and Firearms, State and local law enforcement agencies, and the
general public.

Terrorist groups are underground and difficult to infiltrate. With
the tagging of explosives for detection and identification we will be

It has been alleged that the taggant can be easily removed from
the explosive. This may be true, but it also should be pointed out
that the makeshift makers on the wrapper may be easily removed,
but frequently are not. The more difficult it is fo tag, of course, But
the type of person that is involved in the use of the explosive does
not always remember to remove the identifying markings that are
currently present and easily removable.

The [ACP believes that the detection of explosives is a high
priority mission in the overall program for the control of the illegal
use of explosives. The number and severity of bombing incidents,
especially those at various airports and via mailed packages—as
you know, a law enforcement official was killed last week with
such a device—are ample justification of the need for appropriate

The explosives identification and tagging program is intended to
clearly demonstrate and document the technical feasibility of
adding identification taggants to all commercially manufactured
cap-sensitive explosives. The explosive identification tagging con-
cept has three major parts: adding tiny, nonexplodable, coded parti-
cles to explosives during their manufacture; recovering and decod-
ing them; and tracing them through distribution records which has
been explained far better than I could.

The development of thig concept has been pursued as an effort to
improve the abil.ity of law enforcemen_t. personnel to apprehend
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complex scientific research as well as technical advancements in
the area.

Thank you.

Senator STEVENS, Mr. Chairman, I have to go to help on a
schedule today. May I ask, can we submit some written questions?

Chairman RiBicorr. Without objection,

I was going to sort of limit the questions to one apiece for the
first go-round. Would you like to ask a question now, Ted?

Senator STEVENS. No, thank you, sir, I will submit some written
questions to the committee.,

Chairman RigIcoFF., Thank you.

We will confine ourselves to 5§ minutes each. Then after the first
5 minutes, we can have more. Any written questions can be sub-
mitted.

This question is for Mr. Knox, Mr. Gleason, and Mr. Turner. It is

Let’s say we don’t use taggants which have been proposed. In the
absence of tagging, is there any substitute method that either one
of you would suggest we trace back the use of explosives by terror-

I don’t believe that the way they are trying to do it can work.
What I am most concerned about is would ‘the cure be worse than
the problem? I beijeve that the testimony that has been presented
this morning is ar 180 degrees from each other, opposite points
shown, on matters of substantive fact. Yet we can’t get a direct
answer of who is right.
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I think we are past the time for an objective review of the entire
program, with input from those who are interested. I think the
NRA would welcome such a review. But I am amazed by the
difference of statements of fact, because somebody is wrong.

Thank you, sir.

Mr. TurNer. I would like to say that I don’t think SAAMI is
against tagging completely. We are against the presently proposed
method of identification tagging especially. We can’t say we are
against detection tagging because we don’t know exactly what de-
tection taggants are going to be proposed.

Most of the objections we have are because we don’t know what
identification tagging is going to do to the firearms or to our
customers. We do know we have been given some horrendous cost
increase, we feel. But the most serious problem we see is the
tremendous increase in the logistics of keeping track. There is
where the big cost is going to be, also.

Now these points do not hold for detection taggants. The detec-
tion taggant has none of this. It is not uniquely coded. Also, we feel
an identification taggant isn't going to stop the blowing up of an
airplane. Detection tagging would.

So again, as I said in my statement, we feel that detection
tagging has some good points if they can get over the hurdles of
research and very, very esoteric detection instrumentation.

Chairman Ribicorr. Mr. Gleason?

Mr. GrEasoN. It is a reflective question you ask, Senator. If I
hear you correctly, you say trace back in your question.

I am not sure that it can or cannot be physically done. I am not
sure of that. I am sure that in my personal judgment this is a
matter of property damage, but what is far more important in
bombings is it is a question of human lives. I am extremely sensi-
tive to that.

My personal major concern is the safety hazards that I truly feel
exist in this particular program for the 6,000 people we have
making explosives every day. We do not have the knowledge today
necessary to assure you, let alone myself and our employees, that
this is a sound and safe program.

Chairman RiBicorr. Mr. Moler, did you go into the safety factors
in your research?

Mr. MoLER. Yes, sir.

Chairman Risicorr. Concerning the employees who make powder
by the use of taggants?

Mr. MoLer. Yes, we did. We have looked at it from the point
where the taggants themselves were manufactured all the way
through to the final user. Of course, it is never possible to prove a
negative; that is, I could never prove unequivocally that some
adverse situation may happen. That would involve doing all tests
at all times, continually and forever. Nor can anyone else prove
that an explosive is safe.

We can prove to our satisfaction that the hazards involved in
making tagged exuiosives are undetectably different from the haz-
ards involved in making nontagged explosives.

Chairman RiBicorr. Go ahead. I am sorry to have interrupted
you, Mr. Gleason.
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Mr. Greason. I would have i
. : 0 say, sir, that the Insti
Makers of Explosives, which manufactures 75 percen&e ofntsli;t:tltlas{epl?)f

fligsgag;st }?élcéatg}; rE:roduction, stfﬁrage, and handling; the effective-

: _program; the regulatory impact: i -

feCtS'b(if partial a_tpphca‘.lon;'the issues relateyd topsurx’risglt)?ﬁgla}ltﬁf

poIss‘}V ! Slglffle;;lailﬁre? to taggmlg explosives for initiators v e
€ that you gentlemen who are i i

facture of various phases of it, as well as ll\l}lz?l‘ﬁgrglh;hzéga%g-

way to trace these dastardly crimes t
’ . o th
:tpaef?elr{:ll:ezgltfor aél of tl}lls in that way, do I not(; F ?rlr)letsfxf;: rsﬁaIt ;n;
meets wi ou ir i

ok feteIl{aboutil;;aggants)t MI; .al%}:lx;)oxxg)al, all of you, ir respective of how

. XANOX. Yes, sir. Just one thing. I don’t h i
cost 1 thares s . n't hear any mention of
Gorctong b 2 ssment, the cost to the consumer. Perhaps I misun-

Chairman RiBicorF. Yes we d
] : , 0. The regulatory i i

use of explosive taggants, including recordkeepin);:,rlcr:gg’ca tc:(E g)] requllre
sni'\eds‘ industry and cost to the consumers, ° expler

r. KNox. Thank you very much. I would want that in.

Chairman R j & &
P IBICOFF. I just gave the resume, but they are all in

Iédhr. .KNOX. I see.
airman RIBICOFF. Senator Sasser?
1fdenalt{or SASSER. Tha1:1k you, Mr. Chéirman.
r. Knox, you mentioned that tags would have to match closely

in size, shape, and density in order ¢ i i
segregation problem affect the harfdlga%r:;;ent segregation. Wil the

Mr. KNox. Yes, sir. This is t} i
- Yes, sir. le same thing that :
SAAMI was talking about. He referred to it alsg str:tifli\cd;f'sig‘xﬁl ner of
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Senator Sasser. Mr. Chairman, Senator Stevens wanted me to
ask a question for him. I will ask this question on behalf of Senator
Stevens, directed to Dr. Moler, at his request.

Dr. Moler, if the new tags, which you referred to a moment ago,
and the samples which you have there are neither magnetic nor
fluorescent—that is can’t be detected under a black light—how
would they be retrieved and how would you identify them?

Mr. MoLer. For taggant materials like this one, the fluorescent
layer is underneath the black polyethylene. They maintain fluores-
cence. During an explosion, which has been demonstrated literally
thousands of times in our tests at the University of Missouri,
polyethylene always burns off in an explosion—in black powder, in
smokeless powder or in dynamites.

At that point, the fluorescence becomes visible because there is
no further obscuring layer.

For the nonmagnetic taggants, if you use those as well, our tests,
also at the University of Missouri, involving a combination of
magnetic and nonmagnetic taggants used in black powder pipe
bomb devices, showed that in all cases we are able to recover about
half as many of the nonmagnetic taggants as we recover magnetic
taggants. It is somewhat more difficult. It requires a bit more effort
on the part of the person doing the recovery, but you are not at all
defeated. And you do not need to have the materials separated in
great detail. )

As long as you have the taggant in a reasonable amount of
debris, you can see it under the microscope and read the code,
there is no real problem. You can also do a density separation
which further purifies the material.

KSenator Sasser. Mr. Chairman, 1 have one final question for Mr.
nox.

According to the Bureau of Alcohol, Tobacco, and Firearms, in
the ballistics testing of black powder, I think you said in your
direct testimony that 20 rounds was determined by the manufac-
turer to be adequate to the manufacturer’s satisfaction.

Now if the manufacturer agrees to the test, why would you raise
questions about the conclusions, Mr. Knox?

Mr. Knox. It has been stated that the manufacturer agreed to
the test. I have here a letter that is dated May 7 to the chairman,
and it is from Goex, Inc., which is the only manufacturer of black
powder and which did indeed conduct the test.

The letter states:

In previous testimony before the subcommittee on explosive taggants, the infor-
mation presented on the black powder program may have been misconstrued as an
endorsement or approval on our part. We have never made a verbal or written
statement that approved the addition of taggants into black powder. In fact, because
of the short duration of tests, the relatively small amount of powder manufactured
with the taggant material (2,300 pounds) the restricted production site to incorpo-
rate the taggants and the firing of only 40 rounds—I believe half of those tagged
and half untagged—to determine the ballistic data, Goex cannot endorse the addi-

;ion (()if‘ taggants in black powder due to the unresolved question of all safety
azards.

They go on to talk about hazards in manufacturing.
My point is that it has been stated that this company has ap-
proved the program on the basis of those limited tests. They said

the tests are not adequate. This letter indicates they were not
adequate.
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Chairman RiBIcoFF. Senator Javits.

Senator Javirts. Thank you, Mr. Chairman.

Mr. Knox, Mr. Gleason, Mr. Turner, other than the taggants
provision, are you for this biIl?

Mr. Knox. Sir, I haven’t read the other provisions of the bill. My
people have been concerned about—I believe it is title VII, which is
the taggant provision. As far as I know, we have no position on
other than that.

Senator Javirts. You are n;t for it or against it?

Mr. Knox. I have not looked «t it. If it would be an effective anti-
terrorism legislation, we would favor it because we certainly are, as
the Senator has said, law-abiding and concerned about these areas.

Senator Javits. Would you look at it and let us know, because
my experience with the National Rifle Association, its attitude on
pistols and other controls of that character, worries me about this.
I would like to know if the National Rifle Association is for this
bill, other than the taggants. Would you advise us?

Mr. Knox. We will be glad to take a look at it.

Mr. Javrrs. Thank you.

{The letter from Mr. Knox follows:]

NATIONAL RIFLE ASSOCIATION OF AMERICA,
INSTITUTE FOR LEGISLATIVE ACTION,
Washington, D.C., May 29, 1979.

Hon. Jacos K. Javirts,
U.S. Senate, Washington, D.C.

Dear SENATOR Javits: During the Governmental Affairs Committee hearing on
May 7 you asked me to respond to a question regarding the National Rifle Associ-
’efticl)n’lsl Iposii:ion on S. 333, separate from the concerns we raised about Section 303 of

itle III.

NRA believes that any viable approach to countering terrorist activities should be
pursued. However, the main text of S. 833 does not fall within the legislative
program as mandated by our Board of Directors, and since we do not have the
expertise to make decisions on methods to combat international terrorism, we
cannot take a position for or against S. 333,

However, we have testified in the past that our objections rest with the tagging
provisions of the bill and we have made every effort to assure Members of Congress
that we are not opposed to the other provisions of the anti-terrorism legislation.

As mentioned in the hearings, consideration is being given to adding language to
S. 333 similar to that adopted by the House Aviation Subcommittee regarding
loafc_}edhﬁrearms in “baggage or other property which is not accessible to passengers
in flight.”

NRA strongly supports such a safety measure. We would like to raise one objec-
tion, however. In the Fouse bill, the fine for violating this provision is a civil
penalty of not more than $1,000 and/or a criminal penalty of not more than $1,000
or imprisonment of not more than one year. We would suggest that in lieu of
imprisonment, a higher civil penalty be assessed. We suggest this for two reasons.

First, where a firearm has accidentally discharged and has been so judged, the
NRA believes imprisonment and a subsequent criminal record is too punitive, A
more positive approach might be to post signs at the airport entrance and ticket
counters notifying potential violators of a stiff civil penalty and encourage them to
recheck their firearms to make sure they are unloaded. To my knowledge, I have
not noticed any signs citing the present regulations posted in any airport. While
most firearms owners are aware of the present restrictions, signs would serve as a
reminder to those who might inadvertently violate these safety rules.

Second, the penalties for unauthorized persons boarding or attempting to board
an aircraft with a concealed deadly or dangerous weapon which could be accessible
to that person in flight are the same for having a loaded firearm in baggage.
Violations of either of these provisions should not be of the same magnitude. The
situation of more serious concern and thus accorded heavier sanction ought to be
the one in which the firearm or other weapon is actually at the disposal of the
owner.
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that the Committee give serious consideration to establishing higher
ci\yi‘llep;iglllgzg for violating the baggage requirement while maintaining t}};e cr_lmm?tl
sanctions against unauthorized possession of .access1ble_ firearms on the :cu_rcrah.
Additionally, I would like to make a suggestion that airport of'ﬁmalsdreqmrmhg a
inspection of a firearm to see if it is loaded be encouraged to conduct suc axi
inspection in an area not readily accessible to the public view. Frox? persongc
experience, inspecting a firearm in the lobby of an airport can 1creade a pani
situation for anyone not understanding why the firearm is bemg displayed. .
We appreciate having the opportunity to address the Comrplttee on our concer 'S
relating to the tagging program. I hope my letter satisfactorily answers you_xé que:
tions regarding our position on the other sections of S, 333. If we can provide you
with any further information, please let us know.
Sincerely,

. n? )

l\l\g gﬁ:a;\ssoon Yes, sir. I know of no objections that I have at all,
except the safety hazards to the people who manufacture explo-
sives. I think it is well conceived other than that,

Senator Javirs. Except for the safeﬁy of the people manuﬁactu;-
ing the explosives. I asked you specifically, are you for this bill
other than the taggants?

Mr. GLEASON. Yes, sir. .

Senator Javirs. Other than this provision?

Mr. GLEASON. Yelz\?[, si{‘. )

1TS. Mr. Turner? _ .
l%f;a’;‘cglziizg. Yes, sir; as far as I know. I heard something said
this morning about loaded firearms in baggage. I think that not a
patriotic thing to do in the first place. I know_ all the manufactur-
ers would consider it idiotic to put loaded firearms in baggage.

Senator JAvits. Mr. Gleason, I have a question for you on safety.
You said in your statement that 3M, the manufacturer of these
taggants, limits its warranty and you ask how the products can be
claimed to be safe with such a warranty.

I would now like to read to you from another warranty, an
Austin warranty, your own company. It reads as follows: . N

isclai i imitati of liabilities. Products described in this
buﬁgtiflggrsgl%“l@'rfggies gg\%dlfle?léig&nasnyfwithout warranty;_express., implied or
statutory or as to merchantability, except as expressly stated in Austén Powdefys
straight bill of lading, Under no circumstances shall.sel'ler be liable for damages for
loss of anticipated profits, consequential damages or incidental damages.

I ask you, isn’t that about the same warranty as 3M for tag-

?
galr\l/ltrs. GLEASON. Respectfully, sir, I would ha_ve to have counsel
answer that. I am not an attorney. I would like to have counsel
answer it. He is presen;tél would have him answgr. )
tor Javirs. Would you give your name and so on?

%frl?aMOLLOHAN. My nayme is Alan Mollohan. I am with the firm
of Rose, Schmidt, Dixon, Hasley, Whyte & Hardesty here in Wash-
m%tfl?i'nk the point made by Mr. Gleasoq on the liability question is
that the 3M Co. is supplying an exclus_lve product. They in effect
have a monopoly on it. If this legislation were enacted with the
tagging provision, BATF would have sole discretion to make the
determination of whether tags could be safely used in explosive-
ness. Having made that determinat.ion, the SM Co. is in a po&;1t_;on
to sell the tags and to shift all liability for their use to an unwilling

NEAL Kqu,
Executive Director.

U
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customer—the explosives industry. That is a very enviable position
for 3M and the explosives industry is in a very bad position.

In the explosives industry, it is well known that liability for
premature detonation of explosives is an absolute. The explosives
industry has a very real concern with putting tags into their prod-
ucts and feels it is a safety hazard. They will be forced to use them.

The point made by the 3M disclaimer is while willing to supply
the tags, 8M is not willing to stand behind its safety.

Senator Javirs, Is the answer to my question yes, the warranties

same?

Mr. MOLLOHAN. The difference about it jg——

Senator Javirs. Is it yes or no?

Mr. MoLLoHAN. No.

Senator Javrirs. What is the difference?

Mr. MoLLOHAN. The difference is——

Senator Javirs. Is there a difference in text?

Mr. MoLLoHAN. The difference is that you can choose your explo-
sive manufacturer from whomever you want to buy the explosives,

Senator Javirs. But there is no difference in text, is there?

Mr. MoLLoHAN. I don’t have a comparison to check.

‘Senator Javits, Make & comparison and let us know in writing
what is the difference in text,

Mr. MoLLOHAN. Certainly, sir.

Senator Javirs. I ask unanimous consent that that be included in
the record,

Chairman Risicorr. Without objection,
[The information referred to follows:]

U.S. SeNATE,
Washington, D, C, May 7, 1979,

DEAR MR. GLEASON: During the hearings on 8. 333, the Omnibus Anti-terrorism
Act, before the Senate Governmental Affairs Committee this morning, we discussed
the subject of the 3M Company’s disclaimer for its taggants,

n page 5§ of your written testimony, you first quote the 3M warranty as follows:

“8M’s only obligation shall be to replace such quantity of the product proved to be
defective. 3M shall not be liable for any injury, loss or damage, direct or cons=quen-
tial, arising out of the use or the inability fo use the product. Before using, user
shall determine the suitability of the product for his intended use, and user assumes
all risk and liability whatsoever in connection therewith,”

., You imply that thig warranty disclaimer rajses questions about the safety of
identification taggants. You then ask: “If the 8M Company is so convinced that tags
do not pose a threat to life and property, then why is jt being so careful to
contractually insulate itself from liability?

. A5 you are aware, I read another disclaimer of liability at this morning's hear-
ing—that of the Austin Powder Company of which you are President, That disclaim-
er is cited below:

“Disclaimer of Warranties and Limitation of Liabiljties, Products described in this
bulletin are sold by Austin Powder Company without warranty; express, implied, or
statutory or as to merchantability, except as expressly stated in Austin Powder's
straight bill of lading. Under no circumstances shal] seller be liable for damages for
loss of anticipated profits, consequential damages or incidential damages.”

Indeed, all of the explosives manufacturers issue substantially similar disclaimers
for their products, Based on the above, it appears that the legal effect of the
language used in Austin Powder Company’s disclaimer of warranty and the dis-
claimer used by the 8M Company is, for all practical purposes, wdentical. I would
like to-know if you continue to disagree with this and your reasons for disagreeing.

tion than the explosgves in which they are used.
Your prompt consideration and response to these questions is appreciated.
Sincerely,

dacos K. Javirs.

50-4120-80~9

o
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INSTITUTE OF MAKERS OF EXPLOSIVES,
New York, N.Y., May 18, 1979.

Re S, 333—Disclaimer of Liability.

Hon. Jacos JaviTs,
U.S. Senate,
Washington, D,C.

Dear SENATOR Javirs; During the May 7, 1979 hearings on S. 333, the Omnibus
Anti-terrorism Act of 1979, you observed that the liability disclaimer used by the
Austin Powder Company and that used by 3M would, for all practical purposes,
have much the same legal effect. Your letter of that date elaborates on this point.
Based on this similarity, you inferred that the explosives industry, by objecting to
the 3M disclaimer, is attempting to hold 3M’s tags to a higher standard of warranty
protection than the explosives in which they are used. In light of your inferences,
you ask in your letter why we would seek to have tags held to a higher standard of
warranty protection than the explosive itself.

Your question misconstrues our point. We do not per se seek to have tags held to a
higher degree of warranty protection than an explosive. Although there is an
obvious difference in the text of the disclaimers, we did not and do not now attempt
to distinguish between their legal effect. Our position is now, as before, that it is
unfair to force us not only to use a product in our explosives which we believe to be
hazardous, but to require us to bear all liability for its use. This is the effect of S.
333 and anticipated regulations when coupled with 3M’s liability disclaimers. 3M'’s
statement in its warranty that “[blefore using, user shall determine the suitability
of the product for his intended use’”’ is merely gratuitous in this instance.

We also feel strongly that it is fair to infer that 3M’s liability disclaimer, where
3M has _participated so aggresively in developing tags and in attempting to prove
their adaptability to explosives, is evidence of its concern that tags may not be
safely used in explosives.

It is important to keep in mind that the warranties disclaim liability only to the
commercial users of the product. The law doesn’t recognize any other disclaimer of
liability. Thus, 3M’s disclaimer puts the explosives manufacturers in a Catch-22
situation: should explosives prematurely detonate, the explosive manufacturer
would be strictly liable for all damages to anyone other than commercial purchas-
ers; however, should the explosion be caused by tags, the explosives manufacturer
would be unable to recover from 3M because, under the terms of the warranty, it
has been forced to assume the risk of using the tags. This is the essence of our
objection and it is clear that the terms of our warranty are irrelevant.

We feel that a telling point is made by the fact that 8M is actively promoting
development and mandatory use of a product which it exclusively manufactures and
which could greatly increase the risk of explosive accidents, while at the same time,
ensuring that the risk of using that product is placed completely on the explosives
manufacturer.

As always, I welcome the opportunity to clarify any questions you may have
concerning our position on S. 333.

Very truly yours,

Davip M. GLEASON.

Senator Javrrs. I point this up. I would like to offer for the
record a letter sent to Chairman Glenn Anderson of the Subcom-
mittee on Aviation in a previous hearing on March 14, which
shows that the costs of this taggant manufactured in ongoing
status will be $25 to $40 a pound.

Chairman Risicorr. Without objection.

[The letter referred to by Senator Javits and a subsequent letter
to Senator Ribicoff on the same subject follow:]
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3M Co., GENERAL OFFICES,
St. Paul, Minn, Moo 1™
. Paul, "
g}?n: GLEN%A;;DERSON, u inn., March 14, 1979.
airman, Subcommittee on Aniation, Congress of the United Stat
Ht;lse of 1\fli’e‘z)resentatzues, Rayburn House 5fﬁce uilding,l fVash?nger?on D.cC.
EAR MR, CHAIRMAN: During the recent hearings on H.R. 1834 . d. H
before tfhe Aviation Subcommittee, some misinformation was offeredatrlegarﬁ{ihgz‘itilé
price o 3M Brand MICROTAGGANT Identifying Particles for explosives. Two
f}‘>01nf§s were made about taggants for explosives: 1) that 8M would charge $200/1b
or five-pound codes; and 2J that there is a yearly $100 code reservation fee. Both
statements are incorrect and we would like to set the record straight. '
Reference was made to a price list published by 3M, as the source of pricing

purlt?}llisl}:ed infotrm?gion are erroneous.
e taggants offered for sale at $200/1b. in five (6) to forty-nine (49) 1
3:e oilr)]'etﬁgliggecglatmg anldtadre, %hterefore, not the same zsnthe (coitgc‘i lgat;g}:;\;g
: ntly comple i i
exlri)‘losti}\l'es m}?nufactﬂrers. pleted pilot test program, conducted by Aerospace with
urther, these taggants are produced in a pilot production facilit i i
bears no relationship to what the price of taggantps will be from ;{'nzl;grtg%iliif;lg%

prfgram.
n order to determine whether there are commercial applicati i
) the 2 ions fi -
gantts, apart from explosives, it is desirable to get them ingé) the handsogfl\g;(t:zgtt?gl
cug_ omers, so that they can test for themselves whether their own product identifi-
%a 13n negds can be met using 3M chrqtaggants. The referenced price list, and the
Product Data Sheet' which accompanies it, were prepared for the purpose of offering

explosives in the Product Data Sheet illustrates onl i
: > ‘ y one use of Microt X
. IM has no reason to change its projected price range of $25-840/1b. for e; gl%?irbt:s
f.aggant made in prodyctton-gcale equipment. This price range is a matter of record
r%n t‘estlmony' given in hearings during the 95th Congress (copy attached).
u ur;nsgo (t)he pilot test program, taggants were added to explosives in the concentra-
$g£- 58?4 o p?};“:scg:tr (r)r/l‘llthz’g (ptpnl)(.i()Z13}}/ ftmj loading, and with taggants priced at
/b, aggants a 1¢~-2¢ per pound to the cost of losi
Regarding the second point of testimon i Gloason.
I y by Messrs. Turner, Knox and Gl
ﬁM underitand_s that explosives taggant codes will require a five 5) to ségn (10(;[;15::1:
; }(l):;'fi;;t:aofptilgg?g;l;;n‘%léode re.ger;)a(tiugz fee, theno, will automatically be included in
w et !
re.i%rm;]tion AT appl;.s included in the $25-$40/1b. estimate. A separate code
e#plgsiv%g? this information clears the record regarding prices for 3M taggants for
Very truly yours,
L. J. Hesssurg,
_Technz'cal Director,
New Business Ventures Division,

M Co.,
New Busng?sip VEIN'I‘URES Division,
, , Minn.,
Re: 8. 833—Anti-Terrorism Bill, aui, Minn., May 4, 1979,
g}cl)n: ABnAfExM RiBicorr,
aitrman, Committee on Governmental ]
U.S. Senate, Washington, D.C. remental Affairs,

DeAR MR. CHAIRMAN: This letter is intended t i
) ? : : 0 supply you with f;
1m;zor§alnt issues involving the 8M Company as a suggli}:aryof exlplosigg;s tggg;}:ﬁ
ma egla s provided for in the referenced bill, I trust it will be useful to you and
members of your committee in the forthcoming hearings of May 7, 1979. The
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following issues have been the subject of some confusion and/or misinformation in
recent hearings on companion bills in the House:
Explosives tagging

The explosives tagging provisions of S. 333 will require both predetonation (detec-
tion) and post-detonation (identification) taggants. The tagging provisions will pro-
vide the capabilities to detect explosives in confined areas, to {race explosives used
in terrorist bombing episodes, and will display powerful deterrent to would-be
bombers as well. 3M Company manufactures a leading candidate for identification
tagging. The identification taggant system developed by 8M provides no capability

Explosives taggant price

In testimony to the 95th Congress, 3M estimated that identification taggant prices
would add 1.25-2.0¢/1b. to the cost of explosives. Our current Price estimate has not
changed. This price includes the “code reservation fee”, Others have testified to the
96th Congress that 3M prices would add as much as 10¢/1b. of explosive, plus 1¢/1b.
explosive ““code reservation fee”, These figures are simply incorrect, and are prob-
ably the result of confusion with prices quoted for experimental use in non-explosive
applications, some of which are described below. There is no code reservation fee to
be added to the above cost for explosives,

IM supply position

S. 833 would not create a monopoly for 3M, since specifications allow utilization of
other taggant' forms not patented by 8M. The 3M product enjoys only the limited

ment work has been, from the start, internally funded in competition with all other
organizations developing explosives taggants, including those with Government
funding.
Product liability

3M will manufacture explosives taggants to specifications developed by others,
because 3M has no expertise in the manufacture, use or testing of explosives. Our
warranty, therefore, stops with acceptance of our product by the customer. This
warranty is very similar to that used by explosive manufacturers for their own
products.

Nonexplosive uses

3M Microtaggants will find use in many non-explosive applications. Current ex-
amples under test include:

Medicated animal feed—(pending FDA approval) before slaughter, to determine if
proper medication withdrawal schedules were followed.

Cellulose insulation—to identify material made to building code specification for
fire retardancy, ete,

f‘l;"a.xits and components—to identify manufacturer and to pinpoint liability in case
of failure.

Taggants for these specialized uses are manufactured in pilot production equip-
ment to meet these development needs. Prices are $200/1b, or $100/1b., depending on
quantity. These prices for development quantities are not to be confused with the
prices explosives ma...facturers would pay upon full-scale implementation of the
tagging program. Such implementation would require a larger factory and, conse-
quently, lower costs. Without taggant legislation, increased capacity is not expected
to be required, and taggant prices will remain high for small quantities,

We appreciate the opportunity to make these clarifications and welcome the

L. J. HEssBuRg,
Technical Director,
New Business Ventures Division.

Chairman Risicors. Senator Pryor?

Senator Pryor. I just have one question, Mr. Chairman. This
question is for Mr. Knox.

Mr. Knox, the testimony that you gave focuses primarily on
black and smokeless powder. I understand that last year, in 1978,
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Mr. KNox. I believe that you understood correctly, Senator. I
would consider it an extension of our position last year. At that
time we were primarily concerned with the exemption of black and
smokeless powder for the reasons we have gone into today.

What I had increasingly become aware of, as we studied the
program, that the program would not be effective. It could not
achieve that which it was desired to achieve. And we feel that once
it proved to be ineffective, if it were enacted, then there would be
pressures upon the Congress to add éven more materials, putting
black and smokeless back in,

We have seen this before in the matter of gun legislation. When
“X” didn’t work, they wanted 5 “X”. When it didn’t work, they
wanted 10 “X”, Ten “X” stil] couldn’t fix it.

Senator Pryor. Mr. Chairman, I yield back my time.

Senator Javirs, I just have one question, Mr. Chairman.

Chairman RiBicorr. Senator Javits.

Senator Javrrs. Gentlemen, obviously further work is going on in
this black and smokeless powder field. You three gentlemen have a
very real concern and a very real control. Can we know from you,
for example, Mr. Gleason, whether you will cooperate with Dr.
Moler’s people in any further testing to find out more about this
situation?

Mr. GLEASON. Yes, sir. We will cooperate.

Senator Javirs, What about you, Mr. Turner?

Mr. TURNER. 1 can’t speak for the individual manufacturers, but
certainly the SAAMI Technical Office will.
ff§en?ator Javrrs. Is there any cooperation required from the NRA
office?

Mr. Knox. I am not aware of any specific cooperation,

Senator Javits, But you won't discourage these other enterprises
from cooperating?

r. KNox. No, sir. We would not discourage them from cooperat-
ing, provided that they had the question of cooperating not as they
have presented it to some companies; that is, perform this limited

. test and on the basis of a lirnit.ed test say it is good for everything,

Chairman Rigicorr. If the Senator would yield, just to extend
Senator Javits’ question one step further, many of these 13 compa-
nies are very large public companies, with all types of testing
laboratories. Why don’t these companies test independently the
whole problem of taggants to satisfy Dr. Moler or anybody else?
But it would seem to me you have the means to do independent
testing and give us the advantage and give the public and the
chiefs of police what your studies are.

These are very prestigious companies. Mr. Gleason, talking for
the other manufacturers——




130

Mr. GLEASON. To the extent that I am able to talk for the other
manufacturers, for my own company, sir, I assure you that will be
done.

Chairman RiBicorr. Do we have a list of those 13 companies?

Mr. GLEASON. Yes, sir. They are in the record.

Senator Javirs. Mr. Chairman, whiie the Chair is looking, may I
just say that is a most pertinent observation on the part of the
Chair, because it is a fact that sometimes people get in a routine of
being in opposition. I am well aware of the opposition of the NRA
to handgun control. I think they are just raising up an apparition
for themselves. But be that as it may, that is another argument.

I think the Chair is perfectly right. You have told us you want to
get at this thing as hard as we do. Well, help us. Here is one place
you can show your public interest, your public spirit, your anxiety
to promote the public interest, by doing exactly what the Chairman
says. If you don’t like their testing, do your own and let us know
what you think about it, what you find, because this would be of
help.

Ipam tremendously impressed with the attitude of the chiefs of
police. It would be a tremendous help to us in such grave myster-
ies, for example, as this LaGuardia bombing.

The CIA, by the way, in a study just made public predicts more
of the same and an intensification of terrorist attacks. So this is a
burning problem for us and for other people. I do hope that the
Chair’s words will carry very strongly with you.

Chairman RiBicorrF. Let me indicate the extent of the responsibil-
ity. I think probably these companies ought to be willing to say
where they stand: Apache Powder Co., Benson, Ariz.; Atlas Powder
Co., a subsidiary of Tyler Corp., Dallas, Tex.; E. I. du Pont de
Nemours & Co., Wilmington, Del.; Energy Sciences & Consultants,
Inc., of Minnesota; Ensign Bickford Co. from Connecticut—they are
from Connecticut; they are one of the oldest explosives manufactur-
ers. They trace way back to Revolutionary times. I think they have
a responsibility. Goex, Inc., of Cleburne, Tex.; Hercules, Inc., of
Wilmington, Del.; Ireco Chemicals, Salt Lake City, Utah; Monsanto
Co., St. Louis, Mo.; Sierra Chemical Co. of Reno, Nev.; and Trojan
Division, Inc., IMC Chemical Group, Inc., Des Plaines, I11.

In other words, you have some very large, prestigious companies.
I am sure that these companies do not want to take the position
that out of hand they reject a proposal without independent test-
ing, without their own testing, whether they work or don't work,
and whether they couldn’t make a contribution for the elimination
or the deterrence of terrorism around the world. So I would hope
that some of these companies that have fantastically large and
extensive laboratories, much larger than Dr. Moler is using at the
University of Missouri, would join in this effort. They ought to be
willing to do some testing of their own to prove or disprove what
Mr. Moler is saying, what we are trying to achieve.

I thank you very much, gentlemen, for your cooperation and
your testimony today. The committee stands adjourned.

[The prepared statements with attachments of the panel follow:]
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STATEMENT oF NEaL KNox, EXECUTIVE DIRECTOR, INSTITUTE FOR LEGISLATIVE
AcrioN, NATIONAL RIFLE ASSOCIATION OF AMERICA

Mr. Chairman, I am Neal Knox, Executive Director of the National
Rifle Association Institute for legislative Action. 1 am pleased to
have this opportunity to present to the Committee our concerns over the
explosives tagging proposals of the Bureau of Alcohol, Tobacco and
Firearms.

The National Rifle Association, representing the consumers of
praopellant powders, have been extremely concerned over the tagging
program since it was first discussed a half-dozen years ago.  Qur
concerns have grown steadily since that time.

We were initially concerned over both the safety questions
implicit in adding a foreign substance to propellant powders and BATF's
statements on tagging ammunition.

These latter concerns were not, as Assistant Secretary Davis
rather speciously suggested to you, manufactured out of a paranoid fear
of gun control. Rather, they were sparked by testimony given by Atley
Peterson, BATF's special assistant for Research and Development, before
the Senate Judiciary Committee on September 14, 1977. He said, and I
quote: "The Board of Governors of the American Society of Crime
Laboratory Directors, Incorporated determined that its number one
research and development priority was the tagging of ammunition. If we
are successful in tagging smokeless and black powders, we will be able
to tag ammunition and shall have satisfied this objective."

We knew of no way to interpret this statement other than as an
endorsement of ammunition tagging (which, for practical purposes, is a
technical impossibility). BATF now pretends to have never heard of the

idea, but the testimony speaks for itself.

l(
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Our technical conc'erns over costs, safety, fouling, shelf life,
and stability have not been allayed by the information and
“explanations" provided by BATF.

If anything, our concerns have been heightened by recent
developments. We have seen a claim that firing 20 rounds of tagged
black pbwder is a sufficient test of that product. As consumers, we
reject that claim out of hand. It is absurd for anyone to believe that
this is sufficient testing. It may be expedient testing; it is
certainly fnexpensive testing; but it doesn't even approach adequate
testing.

Twenty rounds, all from one can of powder, would not be sufficient
to establish anything, let alone ballistics or safety characteristics
of a contaminent that will be present in varying concentrations in
different cans and lots.

Those few rounds were fired, according to our understanding
under test procedures involving cleaning the barrel after each shot ==
while consumers will normally fire numerous shots without cleaning,
usually until the black powder fouling become too severe to accept a
bullet without cleaning. I have personally particpated in far more
extensive tests of black powder, using electronic pressure-measuring
equipment (rather than the obsolescent mechanical pressure-measuring
device used in the tests ip question) and can testify of my own
knowledge that there is a significant increase in breech pressures when
an uncleaned bore is fired. Further, with untagged black powder, the
amount of pressure-increasing fouling increases progressively with each

subesquent shot.
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1 do not know whether the addaition of partially burned taggants,
or their residues, to black powder fouling would resuit in unsafe
Pressures if the barerel is not cleaned between shots -- but neither
does BATF or the manufacturer. No tests have b;:en conducted.

I do not know whethér the taggant material would result in rapidly
Increased wear of the relatively soft barrels used in antiques and

replicas -- but neither does BATF or the manufacturer, No tests haye

been conducted. '

In addition, only ong grade of propellent black powder was tested.
There are four grades of propellent black powder, as well as variousk
types manufactured for blasting purposes and fireworks, each a
different size.

BATF has stated in the March 27 rebuttal sheet (which I win
directly address later) to our objections to tagging .that they are
experimenting with tags of the different sizes and shapes needed to
match each type of powder to avoid segregation of the tags. According
to BATF "these are coming along quite nicely." That is fine, but to

the best of my knowledge no one in industry has seen such tags, and

they certainly have not been tested.

There are 'prfoblems inherent here that do not exist with high
explosives tagging.  Grains of black powder of a given grade are
screened to obtain nearly . uniform size. Conventional tags are not;
they are rolled in sheets and shattered, resulting in a wide variety of

sizes. I have a sample of tags provided by BATF if any member of the
Committee would care to examine them.
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Tags for black powder would have to match these sizes very closely
to avoid their separating from the powder during shipment and handling.
There would be quality control problems here that simply do not occur
in the manufacture of the high explosive tags, and I have seen no
discussion of this by either BATF or 3M representatives. Any such
problems would, of course, tend to increase the price.

To explain our concerns about segregation of the taggants,

consider what happens when sand and gravel are mixed, then shaken.

Because of the different size and weight, or sectional density, the sand.

will invariably separate from the grave]..

Thus far we have discussed only black powder, which is available
in four sizes for pistol and rifle use, plus larger cannon and blasting
grades, rangihg in size from the tip of .a sharpened lead pencil to the
size of the pencil's eraser. Obviously, one size of taggant cannot be

used in those disparate sizes of powder without creating significant

‘segregation problems. (Photos of powders and tags are in Appendix I)

However, the composition of all grades of black powder from one
maker is precisely the same; size is the only difference. This is not
so for smokeless propellants. More than 50 different types are
available from manufacturers foi handloaders. An immense number of
somewhat different propellants are made available to manufacturers of
ammunition, and occasionally these commercial ammuniton propellants are
made available to handloaders as a result of excess or surplus powder
being made to distributors. Not only do smokeless powders vary in
size, many are significantly dissimilar in composition, in deterrent
coatings, and in shape.

There are t\\vvo basic classes of smokeless propellants, "single-

base," in which the principal ingredient is nitrocellulose, and
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"double-base" which s a combination of nitrocellulose and
nitroglycerin. (In addition, there are five grades of Pyrodex, varying
only in size, but using a totally different formula tc approximate
black powder characteristics in firearms.)

Within the two basic classes of firearms propellants, burning rate
varies according to the shape and size of the exposed area, including
holes through each kernel, and is modified by various deterrent

chemical coatings. The three basic shapes are "flake," extruded or

"log," and spherical.

Although the reasons for this variety are outside the scope of
this testimony, they can be summarized as a variation according to
application and according to the manufacturing process.

What is important is that each of this variety of propellants
varies according to size, shape and weight. Unless the taggant for
type precisely matched those characteristics of the powder, the taggant
would -- Tike sand from gravel -~ separate or segregate from the
propellant during transportation, handling and the ammunition loading
process itself.

The hazard of segregation is that it would result in an individual
round of ammunition with a higher percentage of propellant, which could
be dangerous under some circumstances, to a round of ammunition with
excessive amounts of taggant, which could be extremely dangerous.

To explain,.anmunition handloading normally involves pouring the
propellant from the can or keg into the long, tall hopper of a powder
measure., A drum in the base of the measure is rotated by hand to fill
1.t with powder, then drop it into a prepared cartridge case. To insure
uniform filling of the drum, and complete emptying of the drum into the

case, the drum handle is forcibly "bumped" at each end of the rotation
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stroke. If the composition of any materials in the propellant varies
from the propellant itself, the dissimilar materials wil] segregate
during the continual shaking and sliding within the powder measure
hopper.

The taggant materials we have seen are very small and light. In
all probability, a significant percentage of the tags would migrate to
the top of the powder hopper during the loading operation. As a
result, the ammunition loaded earlier would contain vefy few taggants,
resulting in somewhat higher breech pressures -- enough to cause a
hazard to the shooter under some circumstances.

On the other hand, those rounds of ammunition loaded last would
have a charge of fewer propellant kernels and a very high percentage of
tags. That is an extremely dangerous situation, not only because there
have been reliable réports of excessive breech pressures when too-light
charges are used, but a very real possibility would exist that the
Tight charge would merely shove the bullet into the barrel. If a
hunter or shooter were not aware what had happened, and that his barrel
contained an obstruction, the next shot could -- or would -- cause
catastrophic damage to the firearm resulting in blinding or other
possible serious injury to the shooter.

Despite the extreme importance of testing this one aspect of
tagging, either no tests have been conducted, or none have bean

publicized.

Every time NRA has raised technical objections to the tagging
program, BATF has met those objections by promising another tag. We
originally stated that tags, being both magnetic and florescent, could
easily be removed from the propellant pawders. BATF countered that

half would be non-magnetic and <coated with graphite to hide the
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florescence. Hopefully, the graphite would burn off during the
explosion and the florescent particles would be seen and recovered.

However, BATF has provided no information as to how well this
works in theory or in reality, and we have not seen such coated tags.
Nor have we seen them in different uniform sizes and shapes.

The Congress is simply being asked to proceed before all the
information is available.

The tagging program is a classic example of the dev.iopment of
technology for technology's sake rather than for any useful purpose.

From the beginning, the focus has been not on the question of "Will

tagging accomplish anything?", but "How do we make it work?" The
Justifications for.the program appear to be following the technical
developments rather than guiding them.

The justifications: for the program are contained, according to
BATF, in a 176-page- report done for them by Management Sciences
Associates. We can only conclude they expected the length of the
report to deter .anyone from reading it.

That report makes it clear that the Justification for explosives
tagging rests on an unstable foundation of conjecture, incomplete data,
and~unwarranted assumptions. The :eport is very explicit in most cases
as to these problems, -yet none..of. that uncertainty has made its way
into any of the BATF presentations we have witnessed.

Mr. Chairman, I would urge the .Members of this .Committee, or your
staffs, to read this report independently of any BATF presentation.,
You cannot help .but notice. many, -many -.problens with the tagging
program. I would like to briefly summarize a few of these:

Cost/Benefit Ratio <-'a) . The cost figures used in the study bear
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no resemblance to those now cited by BATF, and both are orders of
magnitude lower than costs cited by industry. However, there does not
appear to have been any re-calculation of the cost/benefit ratio based

on either set of new costs. b} As for benefits, these are strictly
conjecture. For identification tagging, benefits cited are increases
in arrests and deterrency. Increases in arrests were based on guesses

from 5 BATF agents and 5 police bomb squad experts; the deterrency
figure was plucked out of thin air. We submit that the report does not
establish any definite benefits for identification tagging.

Stocks of Untagged Explosives -- The report mentions that

criminals have a 5 - § year supply of explosives, at rates of 1,000
bombings per year, and that to the extent that these are used instead
of tagged explosives, the cost-benefit ratio developed for the program
will be reduced, However, this is not taken into account in the devel-
opment of those figures, but only noted as an aside. How anyone could
assume that criminals would use tagged explosives while they still have
untagged supplies is mystifying, other than it simplifies arriving at a
pre-determined conclusion.

Delay in Effectiveness -- The Management Sciences Associates

report notes that identification tagging will not reach a break-even
point for betwéen 8 to 12 years after initiation. Again, this figure
is produced independently of the knowledge that criminals have a 5 - 6
year supply of untagged explosives; no calculations seem to have been
done to determine the impact of the use of those untagged explosives on
the break even-point.

These are some of the technical problems whith the Justifications
for the program. However, there are problems with tagging that
transcend the technicalities of any report. Two of these deal with the

underlying rationale for the entire program. Others lie in the nature
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of the explosives distribution system.
The first of these lies with the inescapable nature 'of the
identificatfontagging process. It is by nature j regu]atorz system; it
seeks to keep track of the legal possession of explosives angd then
trace that Possession through recordkeeping procedures once g taggant
is recovered from an explosion. This sounds good op the surface, but g
second look raises serious questions as to the rationality of the

assumptions that underlie such a system.

'criminals obtain explosives in legal commerce, that they properly
identify themselves while doing so, and that they win continue to do
S0 once a tagging program is instituted.

I cannot imagine members of the Weather Underground, the FALN, the
PLO, or any similar group going into a store, Producing corprect identi-
fication and asking to buy a case of dynamite. BATF reports that
nearly 60,000 Pounds of high explosives and over 60,000 blasting caps
were stolen. last year. Over 20,000 of each were not recovered, Law
enforcement officials are virtually unanimous ip believing that stch
stolen explosives are the primary source of supply for criminal
elements. Since thefts must be reported under current Taw, tagging in
most cases would lead the investigators in a circle, If they were
unable to solve the theft when it first occurred, they are hardly
Tikely to do better when a taggant leads them back to the same stolen

explosives case months or years later.

nature of bombings in this country. The tagging program is being

brought forward under the very appealing cloak of anti-terrorism
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legislation. But the tagging program has little, if anything, to do

with terrorism.

Both the tagging program design and the figures and justifications

offered by BATF deal with all bombings, most of which do not currently
appear to be within federal jurisdiction. The MSA study conveniently
examings motives for bombings over the past few years. Charts

summarizing this, from the MSA study are reproduced below.

Mot ives
Malicious Destruction 34.5
Personal Animosity 32.8
Unknown 14.3
Political 10.8
Labor Disputes 4.6
Financial Gain 2.1
Organized Crime _0.8

99.9

Table 10: Bombing Motives
(FBI Data 1972 Through 1976)
Management Sciences Associates Report

Page 41

You will note that 2/3 of all bombings are motivated by either

personal animosity or malicious destruction. The latter are noted in

the report to be primarily by juveniles. Political, i.e. terrorist,

bombings account for only 11 percent. BATF is asking you to authorize

s TR

>

141

- 11 -
them to embark upon a multi-million dollar program to investigate
Juvenile delinquencies and attacks by one individual upon another. The
need for federal involvement here, and the propriety of authorizing it
under the guise of ap anti-terrorism program, are not at all clear to
me. ; It also is not clear that BATF has informed this Committee, or
any other Committee with jurisdiction over the matter, of the
implications of their program. '

»
I would also point out that such a program is not really needed

for the few cases of terrorist bombings in this country. The first two

paragraphs of the February &, 1979, Christian Science Monitor article

(App 2) tells the story:
Terrorist bombings in the United Stztes declined
sharply last year.
A new survey by the Federal Bureau of Investigation
(FBI) shows that the number of domestic terrorist
bombing incidents went down from exactly 100 in 1977
to 50 in 1978,

"+ 50-412 0 - 80 - 10
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You will also note that not only are terrorist bombings declining,
but that the FBI Targely knows who the terrorists are; they simply are
unable to catch them. When a terrorist bombs something, he promptly
calls the media and tells them about it.

There is another insolvable problem with tagging that goes along
with the terrorist question, that of homemade explosives, If, despite
all the evidence, the tagging program were successful, terrorists and
other bombers would soon know it, an&'turn to untagged explosives;
thereby ending whatever benefit the tagging program might provide.
Terrorists are largely well-educated people, more than able to avoid
any .tagging program by manufacturing their own explosives. However,
that may not even be necessary, inasmuch as the bill before you exempts
all military explosives and 80 percent of commercial explosives, most
of which are capable of being assembled at home, thus avoiding the need
for the more exotic made-from-scratch e§plosives.

I noted with surprise that BATF stated before the Committee that
all explosives would be tagged. I have no idea why they would have
made such a statement. In prior testimony before other Committees,
BATF has acknowledged the 1imited nature of the program. All explosives
are simply not capable of being. incorporated within the identification
tagging program.

For instance, BATF has stated it would not attempt tp tag prilled

ammonium nitrate, the principal explosive used today, because there is

no dirference between commercial ammonium nitrate used for blasting and

the far greater amounts of ammonium nitrate used as a fertilizer.

For this to be included in the identification tagging program,
records would have to be kept of all fertilizer sales. This, of

course, would generate such. costs and paperwork as to be unthinkable.
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BATF's justification for not recommending the tagging of ammonium
nitrate is that the standard ammonium nitrate/fuel oil mix requires a
booster charge of high explesive for it to be reiijably detonated; and
by BATF's theory, that booster charge would be tagged. BATF's
allegation has, of course, been proven false as demonstrated by the
Institute of Makers of Explosives (IME).

If ammonium nitrate and gasoline are combined, the result is an
explosive both more powerful and far more easily detonated than
standard amsionium nitrate/fuel oil mix.

Ammonium nitrate and gasoline may be easily and reliably detonated
by a booster charge also consisting of homemade materials, thus
avoiding the tagging program completely.

Mr. Chairman, some Members ¢f Congress have shared with me the
responses they have received from .BATF to questions about this
particular explosive mixture. These have been so devious that they can
only be considered deliberately misleading.

I cannot understand how they could make such statements. | have
attached an official government report, (App 3.) dated 1948, which

describes how ammonium nitrate fertilizer may be detonated while still

bagged, without mixing it with anything. BATF is either completely ignorant

about explosives, in which case I question their ability to manage any
part of the program, or they knowingly are providing you with false
information.

It is understandable that BATF would not want the Congress to know
that this program would exempt 80 percent of the commercially
available explosives, since such a program would make no sense
whatsoever. I leave it to your judgement whether their interest in
building a bigger bureaucracy justifies giving such distorted responses

to questions,
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The Tist of materials which may be easily and quickly fashioned
into deadly bombs is endless. An explosive consists merely of a fuel
and an oxidizer, which may either be simply oxygen from the air or a
chemical which during burning produces large amounts of oxygen.

As a case in point, a standard U.S. Army manual Tists a special

charge for use in flattening large buildings; it employs an explosive

© fuel which every Member of this Committee has in his home--~household

flour. Reprints of that Army manual are widely circulated in the
underground press. Other pamphlets and brochures with such titles as

The Poor Man's James Bond, The Militant's Formulary, and The

Anarchist's Cookbook are widely available to terrorist groups and

contain an endless list of simply-made heinous devices. I have
obtained copies of each by mail order. Last year we received in the
mail two issues of The Urban Guerilla magazine, pht out by the New
World Liberation Front. In their Manual of Warfare, they explain how
to make ammonium nitrate fertilizer explosives, "kitchen napalm" using
soap flakes, and various initiators, detonators, and timing devices
from firecrackers, cigarettes, mousetraps and wristwatches. I have
supplied several pages from one such publication to the Members of the
-Committee along with a catalog of other publications, many official

Army, CIA, and old 0SS manuals, describing in great detail how to make

and use homemade explosives. These are in Appendix 4 to this statement.

I believe you will be appalled at the ease with which common
household items may be misused because of the nature of the materials.
I ask that none of these matarials be included in the hearing recdrd.

Among other commonly available explosive substances not covered in
this tagging bill--substances not capable of being tagged-- are

flammable 1iquids. I had been aware that an increasing number of "gas

bombs"
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were being used by terrorist and criminal bombers, but until I read
BATF's statistics, I had not been aware that these account for some 39
percent of "criminal bombings"--not jyst "explosives incidents." Such
gas bombs and “Molotoy cocktails" are now more frequently used than
smokeless and black powder bombs. We can hardly taé gasoline or
butane.

The other major problem with the program that comes immediately to

mind involves the nature of the recordkeeping requirements it woyld
create. The MsA report cited the need for rapid retrieval of records
for the program to be a8 success. Does this imply computerization? We
do not know, and BATF has not seen fit to discuss the watter, However,
I do know that it would be incredibly expensive to set up a computer
system capable of tracking milliong of pounds of high explosives
through commercial distribution channels, along with the several
million cans of powder sold to Sportsmen each year. The nature of the
distribution system will also serve to negate the identification
tagging program, regardless of whether the sales records are
computerized. Powder is generally produced in Tots of 10,000 - 20,000
pounds. Each lot would Necessarily have identical tags.

However, powder is sold in 1-pound and half-pound cans. Thus,
there could be upwards of 15,000 to 20,000 people purchasing
identically tagged powder. How this would provide a useful Tlead is
beyond comprehension.

As you are undoubtedly aware, BATF distributed 4 paper which
purported to refute our objections to the tagging program. Needless to
say, it does not do so. What is interesting, however, is that it in
large part responds to statements we made in the summer of 1978 some of
which have been overtaken by more recent developments and which we
obviously have not been repeating. I would like to respond to that

paper.
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Contention: We erroneously claimed BATF had not developed
taggants for all the explosives they proposed to tag.

Response: As noted previously, if tags for each of the 50 plus
different propellant powders have been developed, we have not seen

them. We have seen claims by BATF that they are being developed, but

to our knowledge BATF has only a single type of identification tag, and
it will probably not fit into any of the powders.

Contention: NRA alleged that BATF has not conducted studies on
effects of taggants on smokeless péwders.

Response: We made the statement before any tests had in fact been
conducted. As to the tests on black powder, regardless of whether the
manufacturer accepted them, and there is some doubt as to whether ﬁoex
Corporation or Aerospace specified the test, we as consumers complateiy
reject such a limited test. As previously noted, it is clearly inade-
quate. I would also point out that NRA has been involved with powders
Tonger, and probably has greater staff expertise, than either the
manufacturer or Aerospace Corporation.

As to smokeless powders, the tests have not been completed; in
fact, to our knowledge they were not even contracted for at the time we
made the statement.

We also know that BATF attempted to persuade at least one manu-
facturer to conduct a very limited segregation test, involving one lot
of one type of powder, and one type of taggant, and then sign a state-
ment approving all aspects of tagging of their powders. This com-
pletely flies in the face of BATF's statement to this Committee that
they "perform every known test to determine whether there. is any

hazard." Needless to say, the company refused to go along.
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Contention: MNRA asserts that black and smokeless powders cause

only a limited amount of damage, and that recent statistics override
our claim.

Response: While it is true that 1978 statistics, just released by
BATF, i i i i
show an increase in powder bombings, our Previous statements were

based on composit statistics, covering several years. Obviously, the

use of any given explosive will vary from year to year. However, we do

not believe the composite would be significantly affected by factoring

1978 figures «nto the previous years. Since BATF has a monopoly on the

figures we are unable to do thig ourselves, but it seems clear that

propellant powders are simply not suited to major terrorist or criminal

activities.
0f more impor;ance is the fact that BATF once again supplied this
Committee with different information than it provided the House

Committee. A1l the statistics cited in a1] three documents provided to

the Committee on March 27 covered only dynamite, black powder, and

smokeless powder. They ignored the fact that, as clearly shown in the

statistics given the House Public Waorks Committee, incendiary devices

accounted for 39 percert of bombings 1ast year. This is only 5 percent

less than the propellants and dynamite combined,
Incendiary materials are not capable of being tagged. Given the
fact that materials such as gasoline can explode as well ag burn, it
seems much more probable that terrorists and criminals woyld switch to
incendiaries rather than switch to low order explosives such as black and
smokeless powders if the propellants were exempted.
Contention: NRA raised false concerns about

recordkeeping
burdens.
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Response:  our concerns about the increased costs of propellant

resu]tingfrom recordkeeping burdens upon dealers have been met with
vhat I consider a totally dishonest response.

BATF states that because of the detailed recordkeeping now

required of dealers, their proposal will require the addition of only

one more piece of information, therefore the recordkeeping increase is

minimal. Their statement is true only for dealers in black powder.

Dealers in smokeless powder do not presently have to maintain tie
burdensome detailed records required of dealers and wholesalers in
black powder. But BATF's tagging program would require such records
throughout the distribution chain for smokeless powder.  Some years
ago, when I researched the size of the handloading components maEket,
there was about 10 times as much smokeless powder and black powder
sold. The additional recordkeeping has been estimated by industry to
increase the cost of smokeless propellant considerably.

There is also much confusion -- but no hard information --
concerning the increaced cost of propellants due to the cost of the
tags themselves. BATF has quoted the manufacturer's prices for large
quantities of-taggants of the same code, although smokeless propellant
manufacturers would undoubtedly be required to use no more than the
minimum order of five pounds of a single code -- which would charge a
10,000-pound lot of propellant. Further, M, the sole manufacturer,
showed on its price sheet an additional charge of $100 per year for
reserving that code number.

When I testified before a House Committee two months ago, the 3M
representative stated that the price sheet [ was referring to was for
#aint taggants, and not for explosives (although the brochure

specifically mentioned taggants for explosives). When I asked the 3M
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representative what the cost for explosives taggants would be, I was
told it was being studied, and that no cost information would be
available for a month. It is still not available. However,»I have
been told that M is now claiming the costs would be greatly reduced
due to the Targe quantities of taggants that would be purchased;
further, that there would be no charge for reserving a code for 10
Years.

The Committee should be aware that if this provision is enacted,
manufacturers would neot be buying large quantities of a single code,
but large numbers of small quanitities of a sfng]e code. Further, 10
years is much shorter than the life a propellant. I have a quantity of
surplus propellant which [ purchased 20 years ago, which was probably
made during or before World War IT. Like many other handloaders, I
have a considerable number of propellants purchased more than 10 years
ago.

The cost of recordkeeping, the taggants themselves, the insertion
of the taggants and related waste of propellant, would all be borne by
the manufacturer, but eventually paid for by the -consumer -- our
members .

Both for quality control and to satisfy product safety liability
requirements, manufacturers would be forced to re-shﬁot all ballistic
data and loading information, thenvpublish the new information before
any tagged propellant could be sold. Considering that manufacturers
normally engage in two to three years of ballistic and other tests, and
considering that most manufacturers do not have adequate test equipment
and personnel to make the necessary tests on all propellant types

simultaneously, the question of how long certain propellants would be
off the market has never been answered. BATF has merely stated that it
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would pay for such tests -- presumably with taxpayers' dollars, if their
Appropriations Committees approve.

Although BATF has assured Congress that it is testing "for
everything," I have heard no mention that they have conducted the’
required Environmental Impact Statement, presumably on the grounds that
taggants are‘inert. While taggants may be inert at room temperature,
what gases are expelled by the burning taggants when the& are subjected
to the approximately 5,000 K. degree temperatures during. firing? As the
Committee is undoubtedly aware, much shooting is done indoors, with
handloads, on public ranges. Would cancer-inducing carcinoggns be
introduced into the range environment? (For that matter, has any such
EIS been conducted to determine the environmental effects of blasting
wifh tagged explosives .in poorly ventilated coal mines?) The Taw
requires such an Environmental Impact Study; has such a study been
conducted?

We have tried to determine accurately what these various costs
would be, but we -- and the Congress -- have been denied any precise
information. Instead we have received only evasive and misleading
answers from BATF. At some point we should learn the true costs of this
program, but BATF is attempting to make sure ‘that we do not learn those

costs until after the program is enacted.
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Contention: Some types of powders might be forced off the market
by added costs of the program.

Response: We remain concerned. Even if BATF wants to pay for
testing, we are not at all convinceq that the total costs for the
program, and their effect on sales, are known. Even if BATF wishes to
use taxpayer dollars to buy the necessary testing equipment ( since
few manufacturers have adequate equipment to test all prope1lant§
simu]taneousl&% and supply the trained personnel necessary to operate
it, manufacturers have normally spent two or more years completing
loading data, storage and other tests.

In addition, we would comment on BATF's contention that théy have
invited the wmanufacturers to conduct any conceivable tests 'on
taggants.

One such test was held on April 5, demonstrating the falsehood of
the BATF claim that tags could not be removed from explosives without
destroying the explosive and probably blowing the remover up in the
process. As you know, the tags were easily and safely removed. BATF
refused to attend, but did show up hoursilater, after everyone else
left, to search for tags. They, of course, found none, but if this is
an indication of cooperation, it leaves a great deal to be desired.

Contention:  NRA states Congress is being asked to approve a
program when effects on consumers and law enforcement is unknown,
whereas the Management Science Associates study conducted for BATF shows
arrests will increase and BATF has experiénced an increase in cases

forwarded for prosecution when date/shift codes are recovered from

i
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dynamite,
Response: We stand by the contention completely. The MSA study
provides most of the evidence against the program, clearly noting the

many assumptions and conjectures upen which conclusions are based.

As to the date/shift code, we attach a recent news article on how
criminals can also remove it. Furthermore, BATF provided no
information as to the nature of the cases where the code was recovered.
Were they thefts or bombings? The term used by BATF to express its
Success rate was "cases forwarded for prosecution." This is a
meaningless term. It does not define the type of case, indicate
whether the case was sfrong enough to warrant prosecution, or whether a
conviction was obtained. (Appendix 4)
Contention: The Explosive tagging program’ is designed to help
isignificantly in defeating ..the bomber, be he criminal or terrorist.
* Response: NRA believes the reverse is true: given the large
number of ways to avoid tagging, the bomber is much more likely to
defeat the program. -The bomber may remove the tags, use fertilizer, or

make <his own. black powder- or bomb device, steal the explosives, or

purchase them with false identification.

Tagging, Mr. Chairman, is a program better designed to expand
federal employment than. to capture terrorists or even common criminals.
Its costs change from time to time, always upwards; its benefits are

" pure speculation; means of avoiding it are commonplace. We do not

believe it ¢an be justified.

[Note.—The appendix to this statement is retained in the committee.files.]
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Testimony of Davig M. Gleason
On Behalf of the
INSTITUTE OF MAKERS OF EXPLOSIVES

On 5.333

Before The
Governmental Affairs Committee
of the
United States Senate

May 7, 1979

My name is David M, Gleason. I am President of the Austin
Powder Company of Cleveland, oOhio and also President of the Institute
of Makers of Explosives (IME)., 1 thank you for the opportunity to
appear before this Committee to Present IME's views concerning tne
Proposals contained in the "Omnibus Antiterrorisnm Act of 1979n,
S.333, which would require the mixing of "taggants" ip explosives,

The IME was founded in 1913 and is the safety association
of the commercial explosive industry. It is non-profit and Primarily
concerned with safety in the manufacture, transportation, storage,
handling and use of explosive materials. The member companies of
the IME produce over 75% of the commercial explosives manufacturedq
in the Uniteq States. It has cooperated extensively with all”
interesteg government agencies. and has a reputation for competence’
and professionalism, (Attachment a).

The IME opposes the requirement that manufacturers of comner-
cial explosives mix these plastic chips, "taggants”, in explosive
Products. Taggants or tags are made exclusively by the 3M Company
and are actually microscopic chips of shattered plastic composed
of multi-colored layers which can be “coded" by varying the color
combination. once coded, tags could be put into almost any sub- ;

stance (they were not developed for use in explosives per se) and 4
se 5 .

used to identify the manufacturer, date of production, lot, etcetera,

T
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and with extensive recordkeeping, the different persons {perhaps
thousands) to whom parts of each individual coded lot were sold.
While the 3M Company is attempting to adapt tags for use in com-
mercial explosives for obvious commercial reasons, the tags were
developed for general use to provide various manufacturing infor-
mation. The tags are magnet sensitive and, if they

survive an explosion, could theroretically be found and retrieved
with magnets. .

As a part of this Antiterrorist Bill, the Bureau of Alcohol,
Tobacco & Firearms (BATF) and the 3M Company are advocating that
the tags be mixed with commercial explosives on the theory that
the code information would give BATF a "starting place" in the
investigation of bombings. (Parenthetically, I am advised that the
FBi, and not BATF, has exclusive jurisdiction over almost all
terrorist bombings).

There are a number of reasons for IME's opposition to explosive
tagging. Overriding is our deep concern for the safety hazards
involved with mixing these plastic chips with explosives. Also,
the more we learn of the program, the more we are convinced that the
tagging proposal is not sound in concept as a law enforcement tool,
and that it would be extravagantly expensive,even in excess of
industry's previous estimates and far in excess of BATF's projections,
I will discuss these general objections to the vrogram under the
following headings: 1) hazardous, 2) ineffective, 3} inflationary,
4) anti-competitive.

1. Hazardous.

Why has the IME taken the position so strongly that the

explosive tagging program poses potential hazards to the lives of

the = approximately 6,000 men and women who manufacture explosive

e
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products and to those who transport, store and use them?
Our concern starts with the general proposition learnedy
from experienc; over many vears that foreign contaminants have
no place in explosives and that their presence will sooner or later
be the cause of a premature detonation. This concern is well
justified by the history of the explosive industry. Innumerable
disasters occurring during production, storage, transportation
and use of explosives have been directly traced to the presence oi
foreign contaminants in explosive products. Contaminants which
are rough edged and hard are of particular concern. The 3M tag is
a plastic chip made by shattering a layered sheet of plastic into
microscopic bits. They are both hard and rough edged and have
the potential to create friction and heat and, therefore, under the
right combination of circumstances, a premature detonation.
Contaminants can also affect the chemical balance of the
explosive, either over time under many varying conditions or upon
detonation. Indeed, some of the testing done by Aerospace, BATF's
contractor, showed that there is such an effect. The compatibility
testing done by BATF to date, falls far short of taking into consi-

deration all of the conditions to which explosives are exposed.

When the tags reach the explosive manufacturer, they are finished

- products not manufactured by nor segregated, identified or packaged

under the control of the explosive industry. Wwhile the composition
of materials which we customarily use are items of known properties,
tags with their plastic composition and metallic characteristics are,
to the explosive industry, items of unknown property. A true deter-
mination of whether they can be safely used with all explosives could
not responsibly be made without a great deal more testing. There

are a myriad of safety problems, some of which I would like to
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discuss briefly with you.

Quality cControl. Quality control refers to the means by
which each company assures that on a day by day, shift by shift
basis, contaminants and foreign materials do not f£ind their way into
an explosive. With respect to dry explosives, the ingredients are
sifted and run over a magnet. fThis has over the years Proven to
be an effective, and thus safe, method for screening the many
millions of pounds of material used. Stray metal bits, "tremp
metal", is one of our greatest concerns. If tramp metal weth its
rough edges gets into, for example, a nitroglycerin mix, an explosion
is a real probability., 1 assure you that in the past it has happened
more than once. Tags are magnet sensitive and, therefore, could not
be magnet screened. Short of examining under magnification
the millions of tags which would be used, I do not know
how quality control of the taggants could be assured. Such an
examination process would be extremely time-consuming and pro-
hibitedly expensive,

Also, there is the problem of quality control of the tags
themselves. How are we assured that the tags we are receiving .
are the right size and are all coated pProperly? We have no control

over the quality of this product. .

Rework Disposal. Disposal of "reworked explosives"” presentsg
additional problems with safety considerations. 1In the normal
course of producing explosives, a portion of the material that
comes down the production line is worked back into the‘production
cycle, or "recycled". After the implementation of a tagging program,
substantial quantities of this material would have to be destroyed.

The financial implications are obvious and very significant.

e e -
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However, there are also safety considerations. Reworked material
must be burned and, with the large quantities inzolved, the chances
of accidents will be substantially enhanced., Also, as an aside,
burning explosives in the quantities that will be necessary will
definitely have an adverse effect on the environment.

Taggant Contamination. This refers to the possible, and 1
feel inevitable, buildup of errant tags in the myriag cracks and
cranies of the prodﬁction equipment - the mixing bowls, the tallys,
the augers ang Screws., Normally, the machinery and equipment are
cleaned with solvents, but tags would be impervious to solvents
and it will be difficult for manufacturers to insure that these
chips do not accumulate in these tiny crevices. tThe potential for
an unintentional detonation from friction caused by this kind of

tag buildup is very real.

Liabilitb as a Safety Issue. The 3M Company has limited its
liability exposure for premature detonation of explosives which might
result with the Presence of taggants as follows:

"3M's only obligation shéll bé to replace such quantity

of the product proved to be defective. 3M shall not be

liable for any injury, loss or damage, direct or consequen-'

tial, arising out of the use or the inability to use the
product. Before using, user shall determine the suitability

Quare: If the 3M Company is so convinced that tags do not
pPose a threat to life and property, then why is it being so careful
to contractually insulate itself from liability? 1t is awfully easy
to say that explosive tagging is "safe" when you are not exposed to

the danger and when You are insulated from liability,.

50-412 0 ~ 80 -~ 11
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I would like to make one final point on the safety question.
On March 23, 1979, Mr. Dickerson testified before this Committee

to the effect that some explosive manufacturers have, in the process

of reporting results of tests which they conducted under the Aero-

Space contracts, endorsed the safety of explosive tagging. While
Mr. Dickerson does not specifically state that any particular
company has affirmatively endorsed the safety of explosive tagging,
he does state that "The following documents support the conclusions
that the taggants are inherently safe;" ang thereafter lists reports
submitted by several manufacturers. I have d@ttached to this state-
ment recent correspondence from the following companies: Atlas
Powder Company (Attachment Cl; Dupont (Attachment D)} ; and

Hercules Incorporated (Attachment E). Each company has expressed
its dismay that BATF would use excerpts from these reports to imply
that these companies “support the conclusions that the taggants are
inherently safe".

I will not detail all of the reasons given by these companies
to refute this contention, but I do invite youto read this corres-
pondence. In response to requests by BATF's contractor, the
Aerospace Corporation, several pProducers of cap-sensitive high
explosives participated in a pilot-scale test program which was
completed in the first half of 1978. This involved introduction of
tags into selected high explosives. Whatever results were noted
and reported to Aerospace, the testing program did not demonstrate
that explosives could be safely produced with tags under normal
production conditions, This is true because the scope of the

testing program was limited to determining whether the tags were
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short term compatible with the explosive and whether they could be
recovered after detonation. The tags were inserted into the explo~
sive batch by hand without going through the normal production line
quality screening processes. The testing program was, therefore,

atypical, a pilot project, if you will. One robin does Aot make a

Spring.

D st v
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2, Ineffective
—=i€ctive

There are basically two aspects to IME's pPosition that the
Proposed explosive tagging Prugram would be ineffective, First,
we feel that it jg conceptually deficient. That is, that the

information which couig be provideq by a Tecovered tag would be

of very little usefulness, Second, explosives without tags -

military, homemader

Ves on the theory

that the information Provided by the tags woulg give BATF & "starting

Place" in the investigation of terrorist bombings ang they admit that
tags, at best, coulg only identify that number of persons who
legitimately burchased parts of the lot from which the explosive

used in the bombing came. (0f course, assuming that the material

used in the bombing was Commercially manufactured ang the tags hag

not been removed.) The question has to be asked: Is identifying

these last legitimate purchasers of sufficient help to investigators

to justify all of the safety risks and the tremendous expense ang

broduction dislocations which this Program wiij entail?e

Although not an expert in criminology, common sense teljg

me that the answer is "pov,

to justify the risks and costs. This ig true, as it is true that

just because one can identify the last owner of g stonlen car, the

identity of the criminal who used the car ip a bank robbery is not

revealed. Furthermore, in the vast majority of terrorist attacks,

the-perpetrators are eager tg identify themselves and cannot take
credit for the incident fast enough

-
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Availability of Untaggad Explosives. There are numerous
Ways that a bomber can obtain untagged explosives if this

legislation were enacted.

an effective tagging Program is that the tags cannot be removed

prior to detonation, and BATF has on several ocoasions repfesented

to the Congress that tag removal is virtually.impossible (Attach-

ment F, pp. 4,5s6). Regardless of BATF's misrepresentations to the contrary,

TAGS ARE VERY EASILY REMOVED FROM MoOsT COMMERCIAL EXPLOSIVES AND THE

DONE WITH REASONABLE CARE, It simply requires a dime store magnet

and a black light. fhe terrorist can slit open a stick of dynamite,
obtaineg legally or illegally, sweep the materjal with a magnet,

make sure with ultraviolet light that no particles rerain, and then
repack his dynamite in the original wrapper, or a Yogurt cup or an ice
cream carten. fThe barber then has a clean explosive device. To insure that
this can be done easily, 1 asked IME's technical consultant ,

Mx. Deane Boddorff to conduct a tag removal demonstration, This was

Columbia Bomb Squad before many staff members from both the House and
Senate on April 5, 1979, Please refer to Attachment F, p.3 for details.
Also, I would like to Pass to the Commiﬁtee members and staff a
series of pictures which document the April § tag removal demon~
stration. I helieve that even BAT% wonld now have to

radmit that it jig incredibly easy to remove tags from a substantial

bulk of commercially made explosivesg,
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This program is further rendered ineffective by the fact
that HOMEMADE BOMBS ARE EASILY MADE FROM MATERIALS WHICH CAN BE
PURCHASED IN MOST LOCAL COMMUNITIES AND WHICH WOULD NEVER BE TAGGED
UNDER THIS PROGRAM. Detonation of such homemade devices can be
achieved with such common materials asvcherry bombs or miniature
rocket motors, the latter of which can be purchased from most hobby
stores. There are any number of "homemade bomb" recipes, which have
been recited by previous witnesses before this and other Congressional
committees. To demonstrate how easy it can be done, I requested
our IME technical specialist to make and detonate a homemade device.
The whole process from buying the materails in the local hobby and
hardware stores to detonation was documented with pictures which T
would like to pass out to the Committee at this time.

Tag removal and homemade bombs are two simple ways of circum-
venting tagged explosives and render the proposed tagging program
virtually useless. It should be noted that assuming this legisla-
tion were passed and tags were mixed into the required explosives,
only 50% of all the bombs detonatedvin 1976-1977 could have
contained tags.:/ And if any bomber were concerned that tagged
explosives would aid in his capture, he could easily switch to an
untagged alternative. In his testimony before this Committee on
March 30, 1979, Mr. Richard J. Davis stated at page 8 that "the
explosive tagging program is designed to help significantly in
defeating the bomber, whether he is a terrorist or any other form
of criminal". The fact is that an explosive tagging program could

be easily defeated by any bomber.

*/ Explosive Incidents, 1977 Annual Report, BATF
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3. Inflationary.

S.333 and similar legislation pending in the House will
require manufacturers of explosives to pay all the costs for the
addition to their products of taggants which make no contribution
or improvement to the explosive product in terms of safety, effec-
tiveness or utility, and instead, present real hazards to those
who manufacture, transport, store and use the product. In his
testimony before this Committee on March 30, 1979, Mr. pavis testi-
fied in regard to costs that "... I would like to note that the cost
of tagged high explosives has been calculated at 2¢ per pound of the
tagged explesives®. Wherever Mr. Davis. received this information,
he is grossly misinformed.

There are a number of factors which go into an analysis
of the impact which a tagging program will have on the cost of
explosives. First, is the cost of the taggant maiurial itself.
There are also the recordkeeping, productidn disruption, aidditional
bPersonnel and material throwaway costs.

In computing the increased cost which will result from the

Price of the taggants themselves, the TME has, in previous testimony

‘before the Congress, useq a $200 per pound figure for the taggants.

This figure is based on quotations contained in 3pm promoﬁional
literature which was sent to manufacturers as recent as January 31,
1979 (See Attachment B, p.2). BATF has recently testified before the
Congress, and 3M Company has also represented to the Congress
recently, that although 3M's Promotional literature does quote the
price of taggants at $200 Per pound, that it will actually be
charging a lesser figure, probably in the neighborhood of $40 per
pound. I cannot reconcile these twé figures,but would simply

Point out that 3M is quoting a $200 per pound price to industry.
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Only time will tell, but if this legislation did become law, ‘the 3M
company would have a monopoly and it has been my experience in business
that monopolists have very little incentive to reduce prices. And,
of course, the obvious question is, if 3M truly intended to market
tags at $40 per pound, why is the price being advertised at $200 per
pound?

BATF has ipdicated that at this time it intends to exempt
fags from introduction into explosives except for the approximately
275,000,000 pounds of cap sensitive explosives. BATF is presently
advocating a mixture of .05 percent of tags for each pound of
explosives, which would mean that in order to tag the 275,000,000
pounds of cap sensitive explosives, it would require 137,500 pounds
of tags. Using the $200 price, (which until M begins to market
the, product at a different price to customers we feel it legiti-
mate to use) the cost of taggants will be approximately $27,500,000
annually. That means that for each pound of explosive material,
the explosive manufacturers will have tc add 10¢ worth of taggants
($200 per pound X .0005 tags per pound = 10#.)} Presently, the
raw material for a pound of explosives costs approximately 15¢.
Therefore, the taggants at 10¢ per pound of explosive will represent

a cost increase for just the raw materials of 66-2/3%. We think

that that is a frightening increase in cost.

However, thatis not all of the increase which will result
from tagging. Please refer to page 2 of the 3M material once
again. (Attachment 8, pp. .2&3). It states:

wprice includes code reservatiom for the first year.
The code(s) assigned to a specific customer will not
be sold to anyone else for a period of one year.
Reservation can be continued each year by paying &
$100 renewal fee per code."
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Using the 275,000,000 pounds ‘of cap sensitive explosives
produced each year, and at production runs of 20,000 pounds per
code,:/ 13,750 coded lots will be produced per year. At $100 per
code reservation, the cost is $1,375,000 per year, for lots produced
in that year. BAssuming codes will be reserved for 10 years {and
this is a reasonable shelf life for a substantial portion of
explosives), the cost per year will accumulate to $13,750,000 in
the 1llth year. That is, after 10 years, industry will be carrying
a total code cost burden not only of the cast of reserving the code
for that year, but also for the preceding 9 years. After the 10th
year, industry would be paying to the 3M Company $13,750,000 annually,
just for code reservation. ($100 X 13,750 coded lots X 10 years =
$l3,?50,000).

In addition: to the raw material and code reservation cost, §
we have conservatively estimated a 2¢ per pound increase in cost
to cover expenses resulting from additional recordkeeping reguire-
ments. This, frankly, is very conservative. Although BATF has
represented that the recordkeeé&ng cost should not increase because
of the recordkeeping requirements of the date shift code, I feel
that the contrary is true. Presently, date shift code covers lot
sizes of approximately 100,000 pounds. BATF is now recommending
lot sizes for tagging of 20,000 pounds. That means that record-
keeping requirements will be increased by a multiple of approximately
5. Estimating 2¢ per pound increase in recordkeeping cost means

that the yearly cost for this purposes to industry of the tagging

o

*/ fThis is the code lot size which BATF is presently recommending.
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Program would be $5,500,000 (2¢ x 275,000,000 pounds = $5,500,000).
To summarize these cost figures: the annual expense to

industry for the cost of tags is $27,500,000; for code reservation

is $13,750,000; and for recordkeeping is $5,500,000, and the total
will be approximately $46,750,000.

This figure, although staggering, does not, by any means,

time be difficult to compute.
cant cost, however, ang
limiteq testing Program where tags were put into explosives at a

Dupont plant, Dupont officials estimated that the Process would

reduce their Production capability by 153,

Also, as a part of the manufacturing Process, a reasonable

amount of the explosive product is "reworked"; that is, reintroduced

Oor recycled into the production line for various reasons anc mixed

with other batches. This practice would, of course, result in a

mixing of codes and would, in substantial Part, have to be discon-

tinued. The result, of course, would be a substantial throwaway

loss. That would be wasteful, decrease productivity greatly, and

result in substantial cost increases.

of at least 1 Person on each line. This is a substantial increase

in employment and thus costs, as there are on the average only 3 to

5 people working on an explosives broduction line.
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There are two variables which would be completely under
the control of BATF and which could substantially increase the cost
of the tagging brogram. They are: 1) the taggant concentration per
pound of explosives, and 2} the exolosive lot size. Presently, -
BATF is recommending ,05% tags by weight apd production in 1ot sizes
of 20,000 pounds. An increase in the concentration to, say, .10%
tags would double the cost of the tag materiail. Likewise, a reduc-
tion in the production lot size would result in greater production
costs. I understand that BATF was only able to find 2 tags after
1 hour of searching at its Ft. Be]voirdemonstration recently. fThese
kind of results could easily lead to their increasing the tag con-
centration,

I feel that these represent conservative eStimates of what
the tagging Program will cost if jt is limited to cap sensitive )
explosives. What should be understood is that 5.333 requires that
"tags" eventually be introduced in a2ll commercial explosives, with
certain exceptions. The BATF cannot intend that "taggants" shall
forever be reserved for cap-sensitive explosives, which cohprise
less than 10% of commercial explosives produced in the United
States. fThe statute is to the contrary. When BATF gets around to
mandating tagging all explosives, the costs will just be astronomical.
There are approximately 3,7 billion pounds of commercial explosives
annually produced in the U.S.A. fhe total cost for taggants would

reach approximately $490,000,000 per year.
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4. Anti-competitive.

At this date, only one company (3M) is prepared to manufacture
these "tags". There is no competitor on the horzon; indeed
Westinghouse, an early competitor, dropped out because adding tags
to explosives is dangerous business and the potential for damages
in product liability suits was more than it desired to expose itself
to. Instead, the 3M Company has transferred this potentially massive
liability to the explosive industry.

Thus, this legislation will not only create a government
enforced monopoly, but also subject explosives manufacturers to
product liability suits because of the addition of an ingredient
to their products which is hoped by BATF to combat terrorism but
does nothing to aid the explosive.

In the long run, Congress, not Treasury, should make the
determination of when this infant technelogy should be forced
upon the business world, if ever. Treasury wants the power to
determine which explosives should be tagged and which excluded.
Tagging some, and not others, will add to manufacturing costs and
insurance expenses for the "some". This, too, is anti-competitive.
The tagging section of S$.333 does little to help the fight against

terrorism while it violates basic concepts of the antitrust laws
and the principles of due process of law. Although 3M may be
entitled to a patent monopoly, it is not entitled to a government
compelled market.

In summary, we feel that tagging explosives is potentially
very hazardous business. In addition, the program would be of
marginal benefit at best and would be highly inflationary.

[Nore.—The attachments to the testimony of Mr. Gleason are retained in the
committee files.}
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STATEMENT OF CHARLES F. TURNER, REPRESENTING THE SPORTING ARMS
AND AMMUNITION MANUFACTURERS' INSTITUTE

My name is Charles Turner. I am a Technical Advisor
for the Sporting Arms and Ammunition Manufacturers® Institute,
usually referred to as SAABI. I am also a member of ATF's
Advisory Committee on Explosive; Tagging.

SAAMI is a non-profit trade association composed of 11
producers of sporting firearms and ammunition and smokeless
propellant powders. The central purpose of SAAMI is to provide
a forum for the industry to consider technical matters that

bear upon the safety of firearms and smokeless propellant powders.
I. INTRODUCTION

The proposed Omnibus Antiterrorism Act of 1979 {S. 333)
would require that "identification" and "detection™ taggants be
added to "explosive materials”, including smokeless powder. SAAMI
strongly urges the Committee not to require the addition of detec~
tion or identification taggants to smokeless powder sold in
cannisters to handloaders of ammunition even should the Committee
decide to require the addition of taggants to any explosives.

The prevention of bombings and the apprehension of
criminals who use explosives or smokeless powder in acts of
terrorism and destruction is supported by all law-abiding Americans.
As producers of smokeless powder, SAAMI members are particularly
concerned about the illegal diversion of their product from
its intended use in ammunition.for bunting and target shooting.
However; consideration must be given to the effectiveness of using
taggants to deal with this problem. In our judgement, the addition

of taggants to smokeless powder Poses serious safety risks angd
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involves heavy cost burdens while providing little, if any, aid

to law enforcement agencies responsible for investigating bombings.

A. The Handloading ‘frade

Smokeless powder is the element of a shotgun shell or
cartridge which propels the Projectile(s) from the fi):earms.i
Smokeless powders are sold in bulk to commercial loaders of
ammunition., Smokeless powders also are sold through a complex
distribution chain in small amounts to firearms owners, to gun
clubs and to polica departments. These individuals, gun clubs
and police departments form what is known as the handloading
trade. The National Reloading Manufacturers! Association
estimates there are three and one-half million handloaders. The
total market for smokeless powder sold to the handloading trade
is only 4-to-4.s5 million pounds per year.z/ The issue raigedq
before the Subcommittee is whether the smokeless powder sold to
the handloading trade should be subject to taggingy under the
Proposed legislation.

Typically an individual handloader will Purchase a
1/2 pound or 1 pound cannister of smokeless powder. With new

or used cartridge cases, he will load his own ammunition. Hang-

1/
There are many different smokeless powders. To achieve
ballistic specifications tailoreq to propelling oyer 1000
different shotgun, rifle, revolver and pistol loads, the
grains of smokeless powders are formed in a large number
of sizes and shapes and bulk densities

b7

The total market for cap-sensitive explosives is approxi-
mately 600 million pounds, while the total market for all
high explosives ig 3.7 billion pounds per year.
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loading ammunition is less expensive than Purchasing factory
loaded ammunition. In addition, handléaded ammunition can be
tailored to provide the specific Ccharge desired by the individual
for hunting or target shooting.

Handloading is of great importance to the nation's
sportsmen and hunters. The National Reloading Manufac&urers'
Association estimates that 1.4 billion centerfire metalli¢ and
shotshell loads and 4.2 billion rimfire cartridges were hand-
loaded in 1977.

Consequently, it must be recognized that the regulation
of smokeless powders is not ragulation of commercial explosives.
It is regqulation of ammunition powder purchased by law~abiding

firearms owners.

B. Adding Taggants to Smokeless Powder

ATF testified before the Subcommittee on Criminal Laws
and Procedures of the Senate Judiciary Committee that because

bombs made of smokeless ang black powders, "produce a low-order

explosion, loss of life, injuries, ang property damage are small",”™

In fact, ATF statistics demonstrate that bombs made of smokeless
powder cause 2.6 percent of the fatalities from bombings (based
upon figqures for April 1975 through July 1977). fThe FBI reborts
that all bombings in 1977 resulted in 22 fatalities.

The use of smockeless powder in criminal activities

Testimony of A. Atley Peterson of ATF before the Subcommittee
on Criminal Law and Procedures of the Senate Committee on
Judiciary, September 14, 1877.
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should be of concern to the Committee, our industry and the
public. However, ATF's past testimony Suggests that the benefits
of tagging smokeless powder may be quite limiteg. The Committee
should carefully weigh those benefits against the problems and
adverse consequeaces of tagging smokeless powder,

The addition of identification taggants to smokeless
powders sold in canisters for‘reloading raises the following
problems:

(1) A lot of smokeless powder will typically be
distributed to 10,000 to 20,000 sportsmen for handloading. 1t
is questionable whether such a list of last legal purchasers
of powder containing a particular taggant would be of any benefit
to law enforcement agencies investigating the c¢riminal misuse
of smokeless powder; Particularly since explosives used in bombings
are so often stolen.

(2) It will be at least 18-to~36 months before
Preliminary tests with the only identification taggant currently

available will Provide information as to whether taggants may

cause fouling, ignition or other operational problems with firearms.

Extensive additional testing would be necessary before the addition
of tagganus to smokeless powder could be considered. Years of
Production experience, gained while placing employees and sports-
men at risk, would be necessary beforez the safety of taggants
might finally be establisheqd.

(3) Identification taggants cannot be added to smoke-
less powder during the normal manufacturing process without a
significant proportion of powder being rendered unmarketable.

(4) It is unknown whether a sufficient variety of

-4~

. - et g S S .

o~

Ewera

e

g e e

e ey

.

B .

173

identification taggants can be developed to match the numerous
different grain size and shapes and densities of smokeless powders
such that taggants will not stratify in shipping or be easily
Sseparated from the powder by those inclined to use smokeless
powder for criminal purposes.

(5) The monopoly position which would effectively be
granted to the producer of the identification taggants could
result in exorbitant prices being charged for taggants and in
serious disruption of the manufacturing of smokeless powder.

(6) The recordkeeping required of manufacturers,
distributors, jobbers and retail outlets for smokeless powder
alone would cauge a significant increase in the price of smokeless
powder. It can be conservatively estimated that recordkeeping
requirements only for manufacturers, distributors angd jobbers
could increase the Price of a 1 pound canister of smokeless
powder, currently selling for between $5 ang $9, by $.00. We
have not been able to quantify the cost of recordkeeping for
retailers, but the dealers we have consulted believe it would
be significant. Although until recently it was believed that
the cost of taggants would be only a few cents per pound of

powder, it is now clear that the cost of taggants coulg be as

significant a cost as recordkeeping. At current prices for taggants,

the cost to add taggants to smokeless powder could be $.70 or

more pe&r pound of powder, depending upon the number of taggants
added to the powder and the number of years for which the taggant
code need be reserved. The price of taggants suitable for
smokeless powder will likely increase due to the numerous different

~5-
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grain size and shapes and densities of smokeless powder and the

need for matching taggants.

There would be additional costs

at all levels of distribution which would significantly increase

the price of smokeless powder.

would include the cost of storing and inventorying taggants

of all different sizes and shapes and densities; of actually

physically blending taggants
rendered unmarketable by its
fications after the addition

of distributors, wholesalers

into the powder; and of powder
failure to meet ballistics speci-
of taggants. The additional costs

and retailers would include the

cost of storing powder in such a manner to facilitate recordkseping

and inventorying, and time spent with ATF providing tracing

information. .In total, the costs related to identificatiqn

tagging only would likely result in an increase of $2.00-to-$2.50

in the retail price of a one

pound cannister of powder currently

selling for between $6.00 and $9.00, or approximately a 25-to-35

percent increase.- The increase in price may be sufficient to

eliminate the-cost saving which is a primary reason for the

existence of the handloading

trade.

Many of the serious logistic problems which would be

encountered in adding.identification.taggants to smokeless powder

would not be involved in adding detection taggants because detection

. taggants are not uniquely coded. The recordkeeping and storage

‘ for the uniquely coded identification tagged powders would not be

necessary for detection tagged powders.

However, as Aerospace Corporation testified tefore the

y Subcommittee on Criminal Laws and Procedures of the Senate

Judiciary Commttee, the technology for an effective detection

YO X ‘*
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taggant is only in the very early stages of research and development.
At a meeting held February 1, 1979, Aerospace Corporation reported
to SAAMI representatives that the development of detection taggants
has continued at a slow pace. Research has progressed only to the
point where eight or pine candidate substances have been identified
in the laboratory. Aerospace does not even expect to designate

a particular substance for producing detection taggants for testing
for nine months' to a year's time. Also, the technology for de-
tecting the taggants has not been developed.

While detection taggants would not pose many of the prob-
lems of identification taggants, there are major technical and
economic questions yet to be resolved. The nature of these issues
can be illustrated by ATF's consideration of aromatic amines as
detection taggant material. Some vapor producing amines can de-
compose into ammonia gases. A brass cartridge case exposed to
ammonia vapors over a period of time could stress crack and fail
upon firing, possibly resulting in a serious injury to the shooter.

In SAAMI's view, until further research and development
programs are completed, there is no basis for legislation requiring
the addition of detection taggants to smokeless powders.

SAAMI urges the Committee hot to require the addition
of taggants to smokeless powder. The ability of law enforcement
agencies to investigate bombing incidents and apprehend criminals
will be enhanced, at best, only marginally. There are major
questions as to the technical feasibility of adding identification

taggants to smokeless powder. The cost of manufacture and distri-

‘bution of smokeless powder with identification taggants will

-7-
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greatly increase the cost bf this important product to sportsmen.

II. SMOKELESS POWDER DISTRIBUTION

A. The Market Structure

As Rerospace stated in its 1977 Annual Report, "Explosives

Tagging and Control", prepared for ATF,
The smokeless powder chain is quite complex.

Excluding from consideration sales to the Armed
Forces or to commercial ammunition loading com-
panies, and concentrating on smokeless powder
sold in cannisters at retail for handloading,
there is a total market of 4 to 4.5 million
pounds per year. Hercules sells to 9 National
distributors; Olin sells to 19; and DuPont sells
to 9. The distributors sell to hundreds of
jobbers and compete with each other on this level.
(Aerospace Annual Report at 3-23.)

The nine master or national .distributors for Hercules Incorporated
sell powders to between 500 and 600 distributors .and jobbers. E. I.
DuPont de Nemours & Company master distributors sell powde;s to
approximately 500 lesser distributors who, in turn, sell to over
20,000 jobbers. The retail-outlets for smokeless powder are the
many thousands of federally licensed .dealers. The ultimate consumer,

the handloader, normally buys a 1/2 pound or 1 pound canister of

powder.

As noted earlier, a production lot of smokeless powder is
typically between 10,000 and 20,000 pounds, with a range of 5,000 to
50,000 pounds. A given lot of powder normally will be distributed

by the manufacturer to more -than one .national or master distributor.”

1

v A typical Hercules Inc. bill of lading is .attached hereto as
Exhibit-A and shows a sale of about 27,000 pounds of 21 different
items. with 2,000 pounds being the largest quantity of any
single: powder, except for one item of 10,500 pounds.
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The master distributors will sell powder from a particular shipment
to numerous lesser distributors ang jobbers.™

The jobber normally markets powder in small quantities
to retail outlets in hig local marketing area, and may ship
powder in very small quantities to such outlets throughout the
country. A 25 poung case of powder (containing 25 one-pound
canistérs) bpurchased by a jobber might be shipped by the jobber

to 25 different dealers. fThe retail dealer Purchases handloading

of powder.

B. Effect on the Usefulness of Taggants

System would have a pProfound effect upon the usefulness of the

Proposed identification taggants Program. Any given lot of smoke-

less powder sold in cannisters will typically Pass through at !

The last recorded purchasers ¢f a given let of powder i
\ ‘4
1/ i

Exhibits Bl through B6 are typical bills of lading for

Hodgdon Powder Company, the lar i i
_ gest distributor of
bowder, which repackages powder under its own braNd52g§:}ess

E

{
!
|
}
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would frequently number close to 10,000, A given lot could be

sold to 20,000 or more handloaders.l These legal purchasers

would most likely be spread throughout the United States. It

is difficult to conceive what benefit law ?nforcement personnel

could obtain from expending the resources necessary merely to compose
a list of the 10,000 or 20,000 purchasers, much less to conduct

a2 meaningful investigation to determine which cannister so purchased
was misused. The large number of ultimate purchasers greatly
enhances tlie possibility of harassment, intentional or not, of
law-abiding dealers and handloaders.

In fact, there may be a need to investigate many more than
than 16,000 or 20,000 sportsmen. In testimony before the House Sub-
committee on Aviation, Brock Adams, Secretary of Transportation,
testified that terrorists generally are "very sophisticated" crimi-
nals.g/ Richard Davis, Assistant Secretary of Treasury, similarly
testified that "bombing is a very special kind of.crime + « o that

is committed as a result of a great deal of planning usually".”

1/
- These statements were confirmed substantially by Richard
Davis, Assistant Secretary of the Treasury, and A. Atley
Peterson, Program Director, ATF, in their testimony before
the Subcommittee on Aviation of the House Public Works and
Transportation Committee in July 1978. Mr. Peterson, stated
that "it is true that it [a tagged distribution lot of
smokeless powder] cauld be going to 20,000 different
destinations for buyers". Hearings Before the Subcommittee
on Aviation of the House Committee on Public Works and
Transportation, 95th Cong., 2d Sess. 159 (1978) (hereinafter
referred to as "Aviation Subcommittee Hearings"].

Aviation Subcommittee Hearings at 159.

Aviation Subcommittee Hearings at 142.
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These sophisticateg criminals could easily remove taggants from
smokeless powder with the aid of a magnet, a black light and a
pair of tweezers. Alternatively, they could construct bombs
using different smokeless powders obtained in different locales
or regions of the country by different persons. Finally, ter-
rorists could easily disassemble factory-made ammunition and
obtain the same types of smokeless powder found in canisters.
It would be totally infeasible to include this smokeless powder
within any tagging program. Through actions such as these terrorists
could easily eliminate any utility that the tagging program may
have for federal investigators.

It is particularly difficult to conceive of benefits from
identification tagging in light of two elements of the factual
situation surrounding past terrorist bombings; factual elements
established in the testimony of Senators Ribicoff and Javits
before the Subcommittee on Aviation of the House Public Works
Committee in July 1978, in the February 3, l97é Report of the
Subcommittee on Criminal Laws and Procedures of the Senate Judiciary
Committee, "Control of Explosives", and in the testimony before
the Subcommittee on Aviation of Glen D. King, Executive Director
of the International Association of Chiefs of Police. First,
as stated by Senators Ribicoff and Javits, “the widespread
criminal and terrorist misuse of explosives occurs frequently
as a result of thefts".™ A tagging program operating at optimum

efficiencey will only lead investigators to thousands of last

1/

Aviation Subcommittee Hearings at 68.
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legal purchasers. Second, tervorists often brag about the bomb-
ings for which they are responsible. The ueed for a massive new
regulatory program designed to proéuce a list of 10,000 to 20,000
or more innocent purchasers of smokeless powder used in a bomb is
reduced, if not elimihated, where the field of suspects is narrowed
significantly by the guilty parties' own declarations.

Apparently the members of the smokeless powder industry
are not alone in their inébility to foresee tangible benefits
form the use of identification taggants. Neither ATF, Aerospace,
nor the International Association of Chiefs of Police have pro-
vided a specific explanation of the aid to law enforcement per-

sonnel from adding identification taggants to smokeless powder.

In addition, the scenarios for benefit to law enforcement personnel
from tagging set forth in the cost-benefit study prepared for ATF

by Management Sciences AssociatES are totaliy inapplicable to smoke-
less powder. Quite frankly, it appears that the possibility of
adding identification taggants to smokeless powder has been raised
only because the idea sounds attractive when considered superfi-
cially. 1Its appeal is lost upon evaluation of the realities

of the distribution system for smokeless powder.

‘III. RESEARCH ON THE SAFETY OF IDENTIFICATION TAGGANTS

Representatives of SAAMI and its member companies met
with Aerospace in January 1978, to discuss the feasibility of adding
identification taggants to smokeless powder sold in canisters for
handloading and to develop a testing program which might demonstrate

the infeasibility of tagging due to adverse effects upon the tech-
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nical operation of firearms, but would only indicate its feasi-
bilitx.

Aerospace and SAAMI agreed that a great many ballistics
characteristics could be influenced by the presence of taggants in
smokeless powder and that the effects of taggants could vary by
types of powder. To develop a testing program which gould be
conducted within a reasonable period of time, it was agreed that
the initial testing should be limited. The program was aimed at
detecting those adverse effects from the presence of taggants in
powder whick, on the basis of the limited information now available,
are judged to be the most likely to occur and to be the most dele-
terious to proper and safe operation of firearms. The test pro-
gram, therefore, focuses on f?uling of shotguns and centerfire
rifles, and ignition of ammunition for centerfire pistols and re-
volvers. From over 50 different smokeless powders available to
the handloader, only 9 powders were selected for evaluation in this
first step test program. To evaluate the possible impact on safe
operation of firearms, pressure, velocity and in-barrel-time uni-
formity will be measured for each test Ffirearm.

The initial test program requires that a total of
249,000 rounds of ammunition be loaded_with smokeless powder con-
tairing taggants and fired in 7 different types of firearms. Olin
Corporation (Winchester-Western Division) and Remington Arms Co.,
Inc. are in the course of preparing contracts with Aerospace Cor-
poration to participate in the test program. The test program
will be conducted and completed in approximately 18-to-36 months.

1/

A detailed explanation of the testing program is set forth
in the minutes of the January 19 meeting, which is attached
hereto as Exhibit C. 13
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At Aerospace's direction, testing will not begin until the smoke-
less powder producers completé preliminary tests aimed at deter-
mining whether tagged powder can be shipped or stored without

the taggants becoming stratified.

The initial test program is not designed to establish
the technological feasibility of taggants insofar as its effect on
on firearms is concerned, although the infeasibility of taggants
due to adverse effects on firearms may be demonstrated. Further
testing would be required to demonstrate the technological feasi-
bility of taggants. SAAMI members that produce smokeless powder
are concerned about any change in the ingredient mix of a powder
which they consider as resulting in the production of a new powder
Extensive testing is conducted prior to the market introduction
of a new powder to ensure safety and protect against product lia-
bility claims. In addition, there are thousands of handloading
"recipes” published by SAAMI members . and other handloading author-
ities. The SAAMI members! recipes have been documented for safety
prior to their publication, but all of these recipes may be

changed by the addition of taggants. The testing and documentation

necessary to establish the safety of these altered recipes also

would be extensive.

The prospect of considerable product liability claims
arising from the mandated addition of taggants to smokeless powder
is underscored by the refusal of the sole producer of the taggants
to assume any liability arising from their use:

"3M's only obligation shall be to replace such

quantity of the product proved to be defective.

3M shall not be liable for any injury, loss or

damage, direct or consequential, arising out of
the use or the inability to use the product.
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Bgfgre using, user shall determine the suita-

bility of the prodgct for his intended use, and

user assumes all risk and liability whatsoever

;g connection therewith." 3M Price List for

icrotaggant Identifying Particles att

-as Exhibit E). s ached
In addition, the Treasury opposes the Government's assumption
of any liability relating to taggants on the spurious grounds
that ATF woulg thereby be a "bureaucratic intruder in the
marketplace".” ATF is intruding into the marketplace by
advocating the addition of taggants to smokeless powder but

refuses to take responsibility for its actions.

IV. ADDING IDENTIFICATION TAGGANTS TO SMOKELESS POWDER

A, Manufacturing Process

Understanding the effects upon smokeless powder manu-
facturing which would result from requiring the addition of
identification taggants requires some knowledge of the significant
elements of the manufacturing process.

Step 1. The component materials for smokeless propel-
lants are measured and physically mixed to give a desired compo-
sition. The components are nitrocellulose (nitrated cotton or
wood fibers), solvent, nitroglycerine (used in double-base powder),
stabilizers and burning rate control agents,

Step 2. fThe mix is granulated, with both the sjze and
shape of the grain carefully controlled and varying by type of

powder. '

Step 3. The solvent is removed. (The only function

Aviation Subcommittee Hearings at 139.
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of the soivent is to dissolve the nitrocellulose to facilitate
mixing ang granulation, )

Step 4. The material is screened to remove fine part-
cles and particles that may have been malformegd or which adhered
to other particles.

Step 5. The grains are coated with ballistic control
agents to ensure @ Proper burning rate ang to act as antifouling
and antiflash agents.,

Step 6. The grains are dried.

Step 7. The powder is tested for ballistic character-
isties. fThe powder is now considered a pPreliminary powder or
blending stock powder. Some or all of a preliminary powder may be
rejected and recycled for reworking through earlier Process steps
to modify its ballistic characteristies.

Step 8. The powder is glazed with a graphite coating.
The coating eliminates static charge build-up which Presents a
fire hazard due to the possibility of a spark being generated.

Step 9. The powder is subjected to quality assurance
tests to ensure proper. phySical, cheniical ang ballistic Properties.
If specifications are not met, the powder must be reworked.

Step 10. The powder is passed through a screen to re-
move chips, dust ang other impurities,

Step 11. The powder‘is-blended‘with other powders of
known characteristics to obtain a Particular powder type.

Step 12, The powder ig pPassed through a screen to
remove.chips, dust and other impurities.

Step 13. The powder is tested to determine if quality

-l6~
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assurance and ballistic specifications are met. If such specific-

cations are not met, the powder must be reblended or reworked.

The schematic drawing on the following page illustrates

these steps in the manufacturing process for smokeless powder.

B. Point At Which Taggants Could Be Added

For several reasons the only possible point in the

normal manufacturing process for the introduction of taggants
into the powder is Step 11, the blanding operation. First, there
would be an extreme hazard of explosion if taggants containing a
metallic substance were introduced into the Process prior to Step
6, drying. Second, all machinery through which the powder with
taggants passes will be contaminated with the particular taggant.

To avoid this contamination, and the resultant mix of taggants,

the taggants should be added as late in the process as possible.

Third, if taggants were added at an earlier point and a powder

failed to meet the quality assuran‘es or ballistic specifications
tested at Step 9 of the process, it would not be possible to re-

cycle or rework the powder. Upon recycling, the powder - would be

mixed with powders which were intended to receive different taggants.

Fourth, the size of a lot of powder tagged with a particular taggant
could best be limitegq if taggants were added at Step 11.

There are major manufacturing problems with adding tag-
gants during the blending operation. The blending operation is
the most crucial step in the process for meeting product performance
specifications. The characteristics of smokeless powder are very

carefully controlled for the purpose of allowing the handloader

-l17-
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; to achieve Precisely the same ballistic results time-and-time
SMOKELESS POWDER PROCESS STEPS :
‘ again for like powder types purchased at different times,
ABILIZERS & ; !
NITROGLYCERIN NITROCELLULOSE BAL?_TS‘EC MODIFIERS ’ 1. Reblending ang Reworking Powders
(for double-base) \S‘\L\
T .
L l I k Quite often a powder must be reblended to Produce an
k acceptable final bleng. In such a case reblending ecoulq result
1 MIX [~ . | P q
¥ ¢ ; in a mixture of different taggants,
1
2 | GRANULATE l ‘ : It is not feasible to Plan production in such a way
; 1 . .
: ! to ensure that a rejected powder can be reblended with a owder
3 REMOVE SOLVENT ¢ J P P
& DRY ; containing only identical taggants. Reblending will require
. 1
Y { lots with specific properties that are compatible with the
o | SCREEN | i
; }g characteristics of the powder to be reblended. Those lots may
5 L COAT GRAINS I' ! have been produceq, blended and taggeq many months earlier.
. { Complete or partial reworking of powder upon its failure
s | " DRY +— . P
* . to meet the Step 13 tests for quality assurance ang ballistic
7 L BALLISTIC TESTS ‘l_"REWOHK characteristics isg not unusual. Reworking of rejected powder from
{ ! differerit bleng lots, often a necessity, would result in a mixture
8| GLAZE ]
* of taggants. Further, reworking tagged powder through the early
g QUALITY ASSURANCE L—»REWORK Process steps would raise the same safety and ta ant segregation
& BALLISTIC TESTS P of 99 greg
{ pProblems as an original addition of taggants at those steps.
10 l SCREEN ] : If reblending ang reworking of tagged powders were not
; ossible, man thousands of pounds of tagged smokeless owder
n | BLEND - |~—iREBLEND , P + many P a9 P
) ; might have to be destroyed annually. The problem could be
12 L SCREEN ] ! alleviated if there were a quick and efficjent method for removing
"' : : the taggants from the powder, However, unless this method were a
ALTY ASSURANCE  |__J pem) enp oR REWORK 99 p '
13 Qu
& BALLISTIC TESTS Secret process or device which could not be easily duplicated,
terrorists also coulg easily remove the taggants.
[ PACK i : g
 sToRAGE & DISTRIBUTION | loo
CANNISTER COMMERCIAL GOVERNMENT ;
LOADERS ;
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Assuming a method of removing taggants during manufact-
uring were found, manufacturing costs and prices-l&kely would be
increased significantly. A production lot of powder typically
varies between 10,000 to 20,000 1bs., and raﬁges from 5,000 to
50,000 lbs. This is a sizeuble amount of material to handle

and process for any purpose.

2. Screening and Stratifying of Powders

The necessary variation in the size and shape of smoke-
less powder grains results in a serious obstacle to identification
tagging. Smokeless propellant powder is used to power well over
1,000 different rifle, pistol and shotgun loads. The required
burning characteristics to give proper velocity to the projectile(s)
apd stay within §peci£ieq sténdard Pressure levels is controlled
by the physical size and shape of the grain, the chemical composition
and the surface coatings. Thus, grain size or shape must be precise
within a particular production lot of powder, and must be precise
from lot to lot for a particular powder type.

There are approximately 30 different sizes or shapes of
powder grainé. Powder grains may be spheres, flakes, or perforated
cylinders. The spheres can vary in diameter from about 1/100 to
3/100 of an inch. The flakes can vary in diameter from about
9/1000 to 1/10 of an inch. The thickness of flakes varies from
3/1000 to 1/10 of an inch. The cylinders are most always perforated,
with one to seven perforations. The cylinder diameter ranges
from 2/100 to 5/100 of an inch for powder used in small arms, but
can be one inch or more for artillery ammunition. The length is

~20-
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usually three or four times the diameter. Apart from shapes or

sizes, there are approximately eight different specified bulk

'POWDERGRANULESHAPE

£1°-03° 20971 |

SPHERE FLAKE. .- CYLINDER

densities for powder grains. The densities range from 0.45 to

1.2 gm/ce.

For some powder types, screening of the blended powder,

Step 12 of the manufacturing process, would remove any taggants

not of the same size or shape as the powder. To prevent removal

of taggants by screening, by vibration settling, or by pouring

the powder through an airstream, the taggant must be a good

match to the size ang density of the powder. The total number of

combinations formed by the different shapes, sizes and bulk

densities would be approximately 200. To adequately match these

‘powders could require as many- as sixty to seventy different

taggants.

Apart from inviting removal by a terrorist,
~2]-
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Produce the necessary variety of taggants could result in the use
of taggants which are not suitable to the present manufacturing
Process or which stratify in cannisters during shipping and
storage. Stratification of taggants could allow use of powder
thought to be tagged without taggants actually being in the powder
placed in a ;Enticular bomb. Also, a handloader could suffer a
misfire, ang possibly a blown-up firearﬁ, by using powder with

an extraordinary concentration of taggants.

3. Unknown Hazards
—2B0Wn Hazards

It is not possible at this point in time to assess other
hazards or problems which may be created by the introduction of
taggants into the blending angd pPacking operations. An an example,
airveying (conveying with moving air through tubing) is commonly
utiliied in Packing powder. Tt simply is not known whether
taggant materials would create hazards, such as hot spots, when

moving through this type of system.

C. Source of Taggants

The only source of identification taggants is currently
the 3M Company ("3M"). It should be immediately recognized that
3M would hold a monopoly position over the supply of taggants.
Although no Person would be legally barred from competing with
3M, the practical barriers to entry into the market would be
enormous due to the testing necessary before a producer of smoke-
less powder would consider using Ehe taggant.

The presence of a monopolistic supplier of a product
which the law would require smokeless powder manufacturers tg

~22-
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putrchase ang incorporate into their product createsg numerous
Problems. Any serious disruption to the supply of taggants --

due, for example, to a strike of 3y workers -- coyld result in

less powder. of equal significance, the price charged for the
taggants may be exorpitant. The expense of Producing the taggants
for smokeless powder ‘may he high due to the necessity of Producing
S0 many different sizes with different bylk densities. Market

control by a single producer might well substantially increase
that price.

v. cosrs

A. Recordkeeging

1. Manufacturers
—==ttacturers

to allow law enforcement Personnel to trace a lot of ﬁagged bowder
would fall most heavily upon distributors, jobbers ang retailers

of smokeless powder., p manufacturer only deals with its own Powder.
A majority of master distributors and most jobbers and retailers
Purchase and sell more ‘than one manufacturer's powder. The manu-

facturers have automated recordkeeping systens, A large majority !

of distributors and most jobbers and retailers do not.

B e e

upon the information currently placed in the manufacturer's record-

keeping system. We have.estimateq that the recordkeeping cost

R
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! | owder ‘type purchased and for each differentl tagged canister
for the manufacturers would be between $.05 and $.10 per pound 1} K p YPe p y g9
j B within a particular powder type.
of powder. ! 5
v i The time to execute periodic record checks and inven-
: : | ;
2. Distributors and Wholesalers or Jobbers { ¢ tories would be increased by the need to identify powders by -
i I
! { s
Mr. Robert Hodgdon's testimony before the Subcommittee §, i taggant numbers. Each time ATF would request the names of all
. . . { : urchasers of powder with a particular taggant, the clerk would
on Crminal Laws and Procedures of the Senate Judiciary Committee g : P p P gg ’ ;
. g : conduct a search of the records and provide the names and addresses
concerning the recordkeeping costs and other problems presented z i P
: . i of purchasers.
to distributors and wholesalers of smokeless powder from the g : p
Py i L The retail dealers have been unable to provide an exact
proposed taggant program is attachedq hereto as Exhibit D. q ; P
i i cost figure for recordkeeping. However, in light of the numerous
3. Retailers ? additions and changes to their current procedures, the cost could
s i be significant. '
For retailers major changes and additions to records H g
and procedures would be necessary. The taggant identification { B.. Taggants .
numbers on the product would have to be checked against the ship- Until recently SAAMI accepted representations by Aerospace
ping documents. Record books would have to be orgainzed or cross- j BATF and 3M Company that the cost of identification taggants would
indexed by taggant numbers and powder types, rather than simply be only a few cents per pound-of smokeless powder. (SaaMr members
by powder types. In turn, incoming powder would have to be : have ‘not purchased taggants directly from 3M,) Aerospace provided
inventoried by both taggant numbers and powder types. Finally, ; the -taggants needed for testing. For several reasons SAAMI now
powders would have to be grouped in storage by taggant number and 5 questions these representations,
powder type, rather than by type alone. Storage space for powders f M recently published a price iist for~taggants, together
will necessarily increase because there likely will be numerous 1 with materials promoting their use as identifying agents in such
taggant numbers for each type of powder, and powders must be stored ‘diverse products as explosives, plastics, animal ang poultry ;
in such a way that taggant numbers are visible for inventory | feeds, rubber, oil and chemicals. (The price list and.ipromotional
checking. : materials are attached hereto as Exhibit E.) “Under. this price !
Upon selling powder the clerk would need to locate the list the producers of smokeless powder would have to pay initially . ;
proper powder type and taggant number page or section in the §200 per pound of taggants. This is only an initial cost because, :
record book. This sequence would be repeated for each different in order to reserve the code represented by the taggants, producers ) '
-25- .5 - A
: : . N
—~24- : ;
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would have to pay each year a §$100 renewal fee per code.

BATF recently presented to this Committee a letter from
3M reaffirming 3M's original estimate that taggants for explosives
will cost only $25 -~ sdo per pound éue to economies of scale
which will be achievable with a full production facility. Assuming
that the costs of producing taggants can be reduced to the extent
necessary for this 95-to-96% reduction in price (including code
reservation fees for five years), it appears quite naive to believe
that 3M will pass these savings along to producers of explosives.
The Federal antitrust laws certainly reflect the belief that a
monopolist will not act so benevolently, and 3M will be a monopo-~
list whose product the law will require explosives manufacturers
to purchase,

In addition, 3M currently produces only one type taggant.
The cost of producing taggants will likely increase significantly
when 3M attempts to produce taggants to match the numerous grain
size and shapes and densities of smokeless powder. Neither 3M or
Aerospace has ever addressed this point which SAAMI has consistently
raised in testimony before Congress over the last year.

Based upon the current 3M price list, the initial cost

. per pound of taggants results in either a $.10 or $.20 cost per
) pound of tagged powder, depending upon whether the concéntration
of taggants required is .05 or .l percent. The ballistics tests
which Aerospace have requested SAAMI members to undertake require
N ) the use of powders with concentrations of taggants at both levels.
The cost of reserving the code for the tdggants would

depend upon the number of years Treasury would require reserving.

. =26~
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Smokeless powders have virtually a limitless shelf life, but to
be conservative assume Treasury would require that the ‘code be
reserved for only five years after the year of purchase. The
cost of reserviné the code for powder would be either $.25 or
$.50 per pound of powder, again depending upon the concentration
level of taggants.

In short, the cost of taggants, once thought to be minimal,
could be substantial. at current prices the cost of taggants alone
would raise the cost of a pound of powder by $.35~t0-$.70, or
5-to~10 percent, conservatively assuming that Treasury would re-
quire codes to be reserved for only five years. 1In fact, Treasury

will likely require the reservation of codes for longer than five
years.

[Note.—The exhibits to the statement of Mr. Turner are retained in the committee
files.]

[Whereupon, at 12:05 p.m., the committee was recessed, to recon-
vene subject to the call of the Chair.]
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ABSTRACT

This is a compendium of all the data that have been
obtained on this subject together with interpretations of
the data. The tests have always shown that the 3M Company
taggants currently being used in explosives do not increase
the hazards of processing or handling high explosives,
This holds true whether the taggants are used in their
unencapsulated or encapsulated form. Those taggants
also have shown no adverse effect on performance of the
explosives or their aging properties.. Data on the com-~
patibility of various other types of taggants are also
discussed.
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I. INTRODUCTION OTHER TAGGANTS

i Other experimental cores and encapsulating materials have also been
i evaluated for 3M, These involve replacing the Type {X core by a special
i

Explosives identification tagging refers to the addition of tiny coded hard core and/or using high-melting resins fo wlati
- r encapsulation.

particles to explosives during their manufacture that can survive detona-
tion, be recovered and decoded, and, through distribution records, allow i A Westi A
. estingh i
the explosives to be traced back to the last legal possessor, These taggants ' ity part ghouse taggant consisting of a polyethylene-encapsulated
- N - 3 ! gritty particle Containing rare-earth compounds and an alkali silicat
are incorporated in quantities of 0.05% to 0. 1% by the explosives manu- | binder, as well as a fluorescent additive and a . . Stdca e.: .
facturers into their formulations. This report summarizes and evaluates magret-gensitive additive

has been evaluated, F i ias |
compatibility data on tagged explosives which have been obtained to date. temperature on magnet?erliigzgfit;t:n::/:sizhc:i: :-:!S |l,n l:\e effec‘tl of ¢
a binder similar to

i that of the Westinghouse taggant, have been encapsul i i
: R PP i ? i sulated t
Various identification taggants have been proposed for use and have ! NCR process and evasluated, P in gelatin by an

been or are being evaluated. All the data obtained are included here, even | .
though the particular type of taggant may, on the basis of the compatibility !
data, no longer be considered for use. The only identification taggant now
in use in the national pilot test (a program in which millions of pounds of
tagged commercial explosives are being manufactured and distributed
normally) is the 3M Company Type C taggant described below.

In addition, the effect of irradiating 3M Types A and C with a cobalt-

60 source, which increases cross-linki
-linking of core and encapsulant ly-
mers, has been evaluated. P ey

e

THE 3M TAGGANTS

The regular 3M taggant consists of a laminated melamine-alkyd core
encapsulated in polyethylene wax. The core is color-coded by the inclusion =
of various pigmernts. One of the layers noimally includes iron particles to '
make the taggant magnet-sensitive, and one or both exterior layers include
one of three fluorescers which respond to UV irradiation. The normal
taggant core (unencapsulated) is called a Type A taggant. A Type B taggant
(unencapsulated), consisting of a more highly cross-linked melamine- . .
acrylic, was tested in the early stages of taggant development, but this i
“hard" taggant sensitized explosives while the Type A "soft" taggant did not.
The Type A core encapsulated with polyethylene wax is called Type C.

When Type C is evaluated for use in specific explosives, both Type A and
Type C are often subjected to compatibility tests because of the possibili-
ties of inadvertent omission of polyethylene coating from the Type C or of
removal of the polyethylene coating at some stage in the processing of
explosives. The testdata on Type A and Type C have always shown that
these taggants do not increase the hazards of explosives processing or
handling.
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I, COMPATIBILITY TESTING

The test methods used for compatib ility evaluations (sensitivity,
thermal stability, aging, and performance) are those used in the explosives
industry, although there is a general lack of standardization among man-
ufacturers as to test procedures, apparatus, and interpretation. In general,
each manufacturer will want to satisfy himself, by test procedures he -
selects, thata proposed additive (i.e., taggant) is compatible with his
process, .

The sensitivity and stability tests generally compare the response of
explosives (with and without taggant) to the impact of a falling weight, to
a sliding frictional type impact, to electrostatic discharge, and to various
thermal inputs. A positive response to electrical or mechanical energy
input may be defined as any evidence of reaction or as a defined extent of
reaction, e.g., explosion. Test results may be reported as the energy
level necessary to give positive responses 50% of the time or as the energy
level which will give a single positive response in 10, 20, or more trials
(Threshold Initiation Level = TIL).

Thermal tests may consist of determining:

(1)

At what temperature exotherms occur, i.e.,, differential thermal

analysis (DTA) or differential scanning calorimetry (DSC);

(2) The rate of gas evolution at a given temperature, e.g., Taliani
or vacuum stability tests;

{(3) The time required for a color reaction {e.g., Abel test) which
indicates the presence of nitrogen oxide gases, which are
decomposition products in those explosives containing nitrate
esters, e.g., dynamites but not most aqueous gelled slurries;
and

(4) The time required for explosion.

Tests of performance ensure that the explosive containing taggant
functions as well as the same explosive without taggant.

P~
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III, SENSITIVITY AND STABILITY DATA WITH 3M TAGGANTS

Compatibility of taggants was measured with a number of different

types of commercial explosives;
(usually called slurries or water gels,
preference), cast boosters, and black powder,

data obtained for

Appendix as follows:

dynamites, gelled aqueous slurries
depending on the manwfacturerts
The sensitivity and stability

the 3M Types A, B, and ¢ taggants are tabulated in the

Table A-1 - Compatibility of Type A Taggant

(a)
(b)

{c)
(d)

With dynamites (and their ingredients)

With aqueous gelled slarry explosives (and their
ingredients)
With cast boosters

{and their ingredients)
With black powder

Table A-2 -Compatibility of Type B Taggant

(a)
(b)
(c)

With cast boosters (and their ingredients)
With dynamites (and their ingredients)
With black powder

Table A-3 -Compatibility of Type C Taggant

(a) With dynamites {and their ingredients)

(b) With aqueous gelled slurry explosives (and their
ingredients)

(c) With cast boosters

The . tables compare directly various explosives with and without
taggant added, subjected to a variety of tests of sensitivity and stability
and performed by a number of dj Despite attempts
at-elegance in reporting test results by some of the org ;
the computation of energy va
of force values in friction te
here; only the relative value
relevant. It is obvious that there are instances of se
obsolete Type B taggant but not one case of sensitizati
in the numerous tests of Type A and Type C taggants,
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1V. OTHER PROPERTIES OF THE 3M TAGGANTS

In addition to those tests of posgsible interactions of taggants with ex-
plosives, Hercules considered it desirable to characterize the electrical
properties of the Type C taggants because the taggants are electrically
insulated by plastic coatings., Tests of static electrical charge generation

and dissipation and of the response of taggants to an electrostatic discharge
were carried out at Hercules ABL,.

In the charge generation test, taggants were poured through an angled,
grounded, stainless steel chute into a container of measured capacitance; '
the voltage of this container was measured with an electrostatic voltmefsr.
Three such tests were carried out, giving an average value of 88 x 10"
coulombs/gram from three trials with individual results of 144 x 10'12, !
90 x 10"12, and 29 x 10-12 cculombs/gram. From this result, Hercules
concluded that, because of the small amount of taggants that would be
added to the mixer and the small charge that develops, these should be
no problem during addition. It may also be concluded, from the deviations
between test results, that this measurement is not one of high precision. o

Relaxation time for dissipation of an electrostatic charge wasg cal- Y
culated by Hercules from their measurements of dielectric constant and
conductivity of the taggants. The relaxation time was found to be 900 sec,
For comparison, the aluminum powder which Hercules incorporates in one
of its gelled aqueous slurry explosives was found to have a relaxation time
of 820 seconds. Thus, the taggant properties in this regard are quite
similar to those of a standard ingredient of explosives,

From their tests of response to an electrostatic discharge, Hercules
found the "'Threshold Initiation Level! (TIL) of taggants to be 0.5 joule.
Interestingly, the TiL for electrosta tic discharge tests for Hercules dyna-
mites ranged from 0.024 joules to 0.075 joules, with no differences be-
tween tagged and untagged dynamites; the TIL for a Hercules aqueous
gelled slurry was 1,26 joules, also with no difference between tagged and
untagged. However, the fact that the taggant alone has a value intermediate,
in this test, between these two types of explosives should not lead one to
conclude that Type C taggants are explosives, Instead, one may suspect
that some of the surface polyethylene wax is degraded by the electrostatic
discharge, and small gaseous molecules are produced. These molecules
are detected by the sensitive instrumentation used in this test as carried
out at Hercules ABL, and the result is considered an initiation. In short,
this test is meaningless when applied to taggants alone.
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V. AGING AND PERFORMANCE OF TAGGED EXPLOSIVES

Aging of explosives is accompanied by changes in composition and
structuye. Typical changes are loss of volatile explosive components,
chemical deterioration, and loss of porous gel structure, With dynamites,
exudation of the explosive oil (NG/EGDN) or its volatilization and conden-
sation on the exterior may lead to a hazardous situation because the explo-
sive oil then exists there without its desensitizers (e.g., wood pulp).
Chemical degradation also could lead to spontaneous combustion and
explosion. However, the major problem in aging of commercial explosives
(including dynamites) is in changes which result in failure to initiate to
detonation properly. In such circumstances, initiation of nominally cap-
sensitive explosives by a blasting cap results in no reaction or partial
reaction. (The same phenomenon can occur with fresh explosives which
are not made properly).

To make sure that taggants had no adverse effect on aging properties
of explosives, aging studies have been included when tagged explosives
were manuwfactured. Accelerated aging was utilized to speed up the proces-
ses. A general rule in decomposition of explosives is that the rate doubles
for each 10°F, Thus, stotage at 90°F for a given length of time is equal
to 4 times that storage at 70°F, and storage at 110°F is equal to 16 times
storage at 70°F,

Atlas dynamites, Atlas emulsion explosives, and Hercules and
duPont gelled aqueous slurries have been tested. No deleterious effect of
3M or Westinghouse taggants on aging and performance has been found.

The Hercules slurries contained 0. 05% each of both 3M Type C and
Westinghouse taggants. They were tested by firing 1+- x 14-in, sticks after
one, two, and four months aging at 1109F, Three shots were done after
each aging period, After four months at IIOOF, one of the shots failed too
propagate for the last 3 inches of the slurry charge. Four months at 110°F
is a rather severe storage condition for a slurry,

DuPont made laboratory mixes of Tovex® 700, 800, and 320 water
gels, comparing untagged and tagged (with double the normal amount of
3M Type C and Westinghouse tags) explosive with respect to initiation
sensitivity and detonation velocity under standard test conditions. There
was no significant difference in the performance of products with and with-
out tags. Als%, cartridged samples of the products were placed in storage
at 100 and 120 F. There was no observable difference in the quality of the
gels as made or in gel quality during storage for a period of six months.

50-412 0 - 80 - 14
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Atlas conducted a 4-month, 110°F, accelerated aging study of
dynamites tagged with a combination of 0. 05% each of 3M Type C and
Westinghouse taggants. They concluded that the three dynamites, repre-
senting a full range of energy levels, were stable at the end of thig period,
The typical deterioration of dynamites stored at 110°F is shown in Table
A-4, A typical loss of liquid explosive, EGDN, amounting to 12 to 16% of
the amount initially present was found after 3 months storage at 110°%,

Atlas also prepared special sensitized emulsion explosives tagged
with a combination of 0.05% each of 3M Type C and Westinghouse taggants,
These were stored at ambient temperature and at 90°F, along with a
control of the same explosive untagged. The effect of aging of the explo-
sives on their ability to be initiated to detonation at lowtemperatures by a #
electric blasting cap was measured. The effect of aging on detonation
velocity of the explosives was also measured. The data are shown in
Table A-5, From the data, it appears.that the tagged explosives withstand
aging better than the untagged explosives. There is no known reason for
this; possibly there was some defect in the control explosive, However,
Atlas' conclusion that itis obvious that the taggants have no deleterious
effect upon the emulsion explosive cannot be argued.

.
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V1. SENSITIVITY AND STABILITY DATA

WESTINGHOUSE TAGGANTS

Compatibility of taggants was measured with dynamites, gelled
aqueous slurries, and cast boosters. The data are shown in Table A-.6,
It is obvious that the encapsulated Westinghouse taggant (in which the
polyethylene encapsulant is 4 to 5 times the weight of the taggant core)
shows no instances of sensitization or unstabilization of explosives.
However, the unencapsulated Westinghouse taggant is shown to sensitize
explosives; this is exactly what would be expected from its physical pro-
perties.

OTHER TAGGANTS

The data on compatibility of the magnetic (ferrite) taggant is pre-
sented in Table A-7. The vacuum stability tests provide evidence of
interaction between this taggant and a typical booster explosive, but the
degree of interaction shown is considered acceptable in explosives
specifications. The response to mechanical energy iruts shows that
the unencapsulated ferrite taggant effectively sensitizes explosives, as
would be expected from its physical properties. There is also evidence of
sensitization by the encapsulated ferrite taggant, This indicates that the
thin NCR gelatin encapsulant is not adequate to protect the explosive from
the hard ferrite taggant core.

Tables A-8 and. 9 show the compatibility data on irradiated Types
A and C taggants, respectively. There is some evidence that irradiation
of the Type A taggant causes sufficient hardening (by cross-~linking)
to result in sensitization of explosives by this irradiated taggant, There
is no evidence, in the few tests performed, of this occurring with the
Type C taggant,

Tables A-10 and 1l show the compatibility data on some 3M experi-
mental taggant cores and encapsulating materials, The polyethylene
wax encapsulant appears effective in preventing sensitization of
explosives by the special hard core taggant, The high-melting resin
encapsulants are apparently too hard; they give taggants which sensitize
explosives,
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DIscussion

Analysis Methodologx

acceptably high rigks. The HERC technique was discussed in more detail
in the proposal (W-7752) for the current work and will not be repeated
here, Only the Ffirst step of the HERC Program, the PHA, was involved
in this work.

Preliminarx Hazard Analysig

A Preliminary hazards analysis was conducted on both the tagging
of slurry explosive and the tagging of dynamite to identify potential
hazards associated with these operations (see Figure 1),

Tagging Slurry Ex losives - The facilities that will be involved in
the tagging of slurry explosives were inspected at the Hercules plant at
Bessemer, Alabama. The taggants would be added as the final ingredient
at the final mixing operation, Therefore, the processes and equipment
that are subject to analysis are (1) final mixing (agitated mix tank),
(2) slurry transfer operation (positive displacement Pump), and (3)
packing (cartridge pack machine). As mentioned previously, a basje
8round rule was that the analysis be limited to those manufacturing
operations where the taggants are ipn contact with the explosives,
Although there is a variety of slurry explosives that are made by Hercules
and that could contain taggants, the three operations to be analyzed
are very similar for all explosives and the same equipment ig used,

o
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CONCLUSIONS AND RECOMMENDAT IONS

The results of the PHA conducted under this contract show that

‘there are a number of potential hazards associated with the operations

and equipment that will.be used for tagging sldrry explosive and tag~
ging dynamite. However, what is not known is if these potential
hazards are any greater with the presence of taggants in the slurry
explosive or dynamite. It is recummended that tests, as specified in
this report, be conducted on representative slurry explosives and
dynamites to determine if the Prusence of taggants affects explosive
sensitivity. It is also recommended. that if the presence of tags,
increases sensitivity, then the hazards analysis of the explosive tag-
ging operations should be quantified and completed.
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SUMMARY

OBJECTIVES .

The objectives of this program are: (1) to conduct material response
tests on certain explosives and explosives which contain taggants, and
(2) to determine if the presence of taggants has an effect on the sensi-
tivity of these explosives.

RESULTS AND CONCLUSIONS

Results from impact, friction, ESD, and DSC tests of Gel Power A-2
slurry explosive and various dynamites (Vibrogel, Unigel, Gelatin Extra
60%, ahd Red HA) indicate that the presence of taggants (encapsulated,
combined "first-article"” 3M tags) do not adversely affect the sensitivity
of these explosives. Tests were conducted on samples of the explosives,
both with and without tags. OFf the 15 sets of comparative data, all five

electrostatic discharge (ESD), two of five impact, and two of five friction

threshold of initiation levels (TIL's) were identical. Of the six sets,
where there were differences, three sets (two impact and one friction)
indicated that the explosive with tags was more sensitive, and three sets
(two friction and one impact) were less semsitive. The presence of tags

.did not reduce the temperature at which exotherms were recorded on DSC

test traces. Special electrical properties tests with the tags indicate
that a charge can be generated and stored on the tags. However, because
of the small charge, and the small quantity of taggants used per wix,

there should be no significant hazard during the addition of the taggants.

To determine how explosive sensitivity would be affected 1f the
plastic coating on the tags were absent, impact and friction tests vere
performed on the explosives containing unencapsulated tags. Impact
results show no significant difference in sensitivity when unencapsulated
tags were in the explosive as opposed to coated tags. With two of the
five explosives, Red HA and Tawptite, there were significantly lower
friction TIL's when unencapsulated taggants were present; and for one
explosive, Vibrogel, the friction TIL was significantly higher. For the
remaining two explosives, Gel Power A-2 and Unigel, the friction TIL was
between that obtained for explosives tested alone and the explosive plus

encapsulated taggants.

Based upon the results of this program, it is concluded that the
presence of 3M encapsulated taggants represented by the "combined fir