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OMNIBUS ANTITERRORISM ACT OF 1979 

FRIDA Y, MARCH 30, 1979 

U.S. SENATE, 
COMMITTEE ON GOVERNMENTAL AFFAIRS, 

. Washington, D.c. 
The committee met, at 9:30 a.m., in room 3302, Dirksen Senate 

Office Building, Hon. Abraham A. Ribicoff (chairman of the com­
mittee) presiding. 

Present: Senators Ribicoff, Levin, and Javits. 

OPENING STATEMENT OF SENATOR RIBICOFF 

Chairman RIBICOFF. I am pleased to reopen hearings on the 
antiterrorism bill. Senator Javits and myself still believe that this 
is a most important piece of legislation that will directly address a 
persistent and urgent problem-how the U.S. Government can 
better combat ruthless and destructive acts of terrorists not only in 
Our Own country but also in foreign states. 

Terrorism is with us. Apparently it will stay with us. And I do 
believe that all of us have a responsibility, both the legislative and 
executive branch, to do everything we can to stamp out and deter terrorism. 

[The prepared statement of Senator Ribicoff follows:] 

PREPARED STATEMENT OF SENATOR RIBICOFF 

I am pleased to reopen hearings on the Antiterrorism bill. 
It is an important bill that will directly address a persistent and urgent prob­

lem-how the U:S. government can better combat ruthless and destructive acts of 
terrorists not only in our own country, but also in foreign states. 

At no time has the insanity of terrorism been so vividly dramatized as in this past 
week. It has been a week of joy and celebration, because two age-old enemies­
Egypt and Israel-have signed a treaty of peace. But this tremendous accomplish­
ment has been marred by senseless killing and destruction by terrorists in Israel, 
and in New York with the bombing in the baggage area at the JFK International Airport. . 

Terrorists have no respect for peace, for security, 0.1' for human life. They will 
continue their destruction until the peace-loving nations of this would get tough and fight back. 

The power of terrorism is constant. It varies in form and in intensity but it is 
with us daily. We can read of an incident.in the morning paper and quite often see its consequences on the evening news. 

A small band of terrorists have the capability to coerce entire nations. They can 
demand money, the release of prisoners, or their own exemption from prosecution. 
They flaunt their illegal, immoral power, often bringing a government or an entire 
nation to its knees. In the kidnapping case of Aldo Moro, the entire world waited 
anxiously for his release, only to feel silent rage at the confirmation of this great pubic figure's death. 

Our own former Ambassador to Afghanistan, Adolph Dubs, was also abducted by 
terrorists and brutally killed in the crossfire of a rescue attempt earlier this year. 

Policemen on patrol have been gunned down in New York. 
National museums, such as the one in Versailles, have been bombed. 
Throughout the world, planeloads of innocent people often have been held hostage by one or two fanatics. 
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The entire world is asking why? The decent law-abiding peoples of the world are 
becoming increasingly aggravated and perplexed by these blatant violations of 
human rights. They are concerned by the apparent helplessness of their govern­ments to deal forcefully with terrorism. 

We are not immune. The fragile structure that American society depends upon, 
nuclear reactors, pipelines, centralized power plants and airports, to name a few, is 
a possible goldmine for terrorist activities. With each development in modern tech­
nology and modern weaponry, the terrorists's range of activities and means of attack are enhanced. 

So, terrorism is of great concern to all Americans. They expect their government 
to do everything in its power to combat it. While some gains have been made, there is still much more we can do. 

The bill before us today will provide the Federal government with more effective 
leverage and tools to combat terrorism. The Omnibus Antiterrorism Act will: 

Induce a thorough reexamination of the current Federal structure for combating 
terrorism for its effectiveness, leadership, and coordination; 

Better inform the Congress of acts of terrorism affecting American citizens and 
interests by requiring the President to report to Congress major terrorist incidents; 

Enable the U.S. government to publicly list and condemn foreign nations which 
SUpport terrorists' activities, and to institute strong sanctions against them; 

Require the U.S. government to asses the safety and security of foreign airports 
used by American travelers and publicize deficiencies; 

Require the tagging of explosive materials to better aid law enforcement officials 
in detecting Imd tracing bombings back to terrorists; 

Implement language agreed to b?: the U.S. and other foreign governments at the 
Montreal Convention insw'uti"g- stIff penalties for aircraft sabotage and piracy; and 

Set priorities for the US. government in the negotiation of futUre international 
agreements and initiative3 in combatting terrorism. 

Congress has already done much work on this legislation. Four committees of the 
Senate cleared the bill for floor action l&st year after many days of extensive 
hearings. Several House committees also completed action, but not all in time for 
adjournment. The committees of both Houses gave thorough consideration to all of 
the issues in the bill, and worked them out in great detail. The groundwork has already been laid. 

This bill will greatly increase our ability to combat terrorism. Again this year, I 
am pleased to have the Administration's Support for the bill's concepts. 

In these hearings, we will work to resolve the remaining issues in the legislation. 
The Committee will be looking carefully at the Federal structure to determine if it 
responds in a quick and coordinated fashion to a terrorist crisis. We will be studying 
the economic and military tools available to the President for their possible use as 
sanctions against countries aiding and abetting terrorists, and the most effective 
means of imposing them. And, the Committee will closely examine the use of 
taggants in e;(plosives for their effectiveness, costs, and benefits. 

But, all things considered, it is my hope that both the House and the Senate will 
move ahead in an expeditious and bipartisan manner. I am very pleased that s 
similar bill in the House is now proceeding through several committees. 

As I have often said, it is better to act than to react. We simply cannot afford to delay this legislation. 

Chairman RIBICOFF. Senator Javits? 

OPENING STATEMENT OF SENATOR JAVITS 
Senator JAVITS. Thank you, Mr. Chairman. 
First, Mr. Chairman, may I say how much I appreciate my 

association with you on the magnificent initiative for which you 
are responsible, which brings us here. And I can assure the Con­
gress and the American people that we will persist in this effort. 

In view of what has happened in the Middle East, I regret to 
state, but it is very likely that we will see a new rash of terrorism 
in an effort to break the peace effort now negotiated by Israel, 
Egypt, and the United States, with the hope of finally stabilizing that area of the world. 

And what that does in addition is to popularize terrorism as an 
instrument by which terrorists seek to coerce other people into 
doing things which they have no desire Whatever to do-accept 

] 
Ii 
if , 

I· . I . 

---- ----~--------

3 

other forms of government or other forms of authority or submit to 
demands to release other terrorist criminals.. . . 

So, Mr. Chairman, it is a magnificen~ly worthwhIle effort. ThIS IS 
indeed what the human rights effort IS all about. And I am very, 
very pleased to be associated with you and pledge mys~lf to work 
with you until we accomplish a d~cent stand. by th~ Umted States 
where we really take action agamst cou~tnes whIch harbor and 
work with terrorists and against the terrol'lsts them~elves. . 

Thank you. I might say, too, if the rule .of !aw IS not &"Olng to 
obtain in the world as to criminals, how WIll It ever obtaI~ ~s to 
criminal nations? So I thank you, Mr. Chairman, for the pnvilege 
of working with you in this matter.. '. 

Senator RIBICOFF. Gentlemen, your entIre statements WIll be m 
the record. You may proceed, sir. 

TESTIMONY OF AMBASSADOR ANTHONY C. E. QUAINTON, DI­
RECTOR OFFICE FOR COMBATTING TERRORISM, DEPART. 
MENT OF STATE; RICHARD P. LALLY, DIRECTOR, CIVIL A VI. 
ATION SECURITY SERVICE, FEDERAL AVIATION ADMINISTRA. 
TION DEPARTMENT OF TRANSPOR'fATION; AND RICHARD J. 
DAVIS, ASSISTANT SECRETARY FOR ENFORCEMENT AND OP. 
ERATIONS, DEPARTMENT OF THE TREASURY 

Mr. QUAINTON. Thank y(\lt very much, Mr. Chairman, members 
of the committee. . 

It has now been some 14 months since .Secre~ary Vance flrst 
testified before this committee; 14 months m whIch,. as you h~ve 
commented, terrorism has in no way abated. In fact, It has contm­
ued with a rising tide in various quarters of the world. 

It remains a great issue of concern for the Department, for my 
office and indeed for the administration as a whole. . 

S. 333, on which we are testifying today, represents the f~Ults of 
close collaboration between a number of Government agenCIes and 
this committee and its staff over the last year. . 

As Secretary Vance made quite ~lear a year !'Igo, we J:>eheve 
there is a need for effective legislatIOn to deal WIth a v~rIety of 
aspects of the terrorist pr~blem. We hope that ~s the hearmgs and 
as the work of this commIttee and other commlttees goes forw~rd 
we will be able to continue our efforts to have the most effectIve 
possible legislation. . 

If I might begin by commenting first ~n what we have. done m 
the last year in the face of a problem whIch we all recogmze to be 
an extremely grave one. . 

The Government structures which were created m September 
1977, of which you are awar!'l, put the e,ntire ma~ageme~t of co~n. 
terterrorism under the NatIOnal Secul'lty CounCIl an~ ItS Spepal 
Coordination Committee. They have begun to work, m my Vlew, 
with very greatly enhanced effectiveness, not only ,in . te~ms of 
policy formulation but in our ability to handle terrorIst mCIdents, 
when and as they OCcur and as they affect the interests of the 
United States. . . h' 

We have created a network of effective workmg relatIOns IP.S 
among the 30 Federal agencies which are involved. 'Ye have clan, 
fied a number of jurisdictional issues, most recently m the memo. 
randum of understanding signed between the Department of Trans. 
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portation, Federal Aviation Administration, and the Department of State. 

We have been handling a range of incidents, from the seizures of 
consulates in Chicago and San Juan to the hijackings in Berlin and 
Geneva, to the kidnapping of Our Ambassador in Afghanistan, on 
the basis of this Cooperation. This is not to say every time there is 
a terrorist incident that we will always be successful in saving the 
lives of those who are the victims. Obviously in some circumstances 
that is not going to be possible. 

This last year has not only witnessed a greatly enhanced ability 
inside the U.s. Government to deal with these issues but a much 
greater awareness internationally of the importance of cooperation 
in dealing with terrorism. We have been leading the search for an 
international consensus that· certain kinds of acts are inadmissible 
irrespective of the causes in which they are committed. ' 

This effort was begun in the area of civil aviation, in an effort to 
reinforce the Hague, Montreal, and Tokyo Conventions. In the last 
year there have been over 20 new adherents to these agreements. 
There are now over 100 cQuntries which are parties to them-more 
than almost any other ll1tcrnational agreements. 

In addition, at the meeting in Bonn last July, the heads of state 
or government of the United States and six of Our closest allies, 
agreed that we would take sanctions against those states which 
gave sanctuary to or refused to prosecute or extradite hijackers. 
Every hijacking which has taken place since JUly has been careful­
ly monitored by not only the U.S. Government but by other govern­
ments. I am happy to say that in all the cases to date there seems 
to be the likelihood that the culprits concerned will face either prosecution or extradition. 

We have been working intensively to implement and to obtain 
additional accessions to the international convention signed in New 
York .on the protection ?f diplo;D1ats and to the Organization of 
Amel'lcG'.n States ConventIOn, whICh deals also with the same ques­tion. 

Finally, in Geneva just 6 weeks ago a draft convention was 
agreed Upon .in all but :'l few.details which will outlaw the taking of 
hostages. ThIS conventIOn wIll be referred to the Sixth Committee 
of the General Assembly later this year. The United States will be 
~aking ~n active role in seeing that this convention passes into 
ll1ternatlOnal law and gets the SUpport which we believe it de­serves. 

I~ I ~ight turn briefly to the legislation before us, as I sa.id at the 
begull1ll1g, we welcome the concept of comprehensive le<~jslation 
and we SUpport many of the major elements of S. 333: Tho listing 
of patron sta~es, the t:eportin~ requireme~ts to Congress, the efforts 
to a!lgment ll1te~natIOnal aIrport securIty, the provision for the 
taggmg of explosIves, the encouragement to the administration to 
proceed with efforts tn widen the international consensus with 
regard to terrorism, and the measures to implement the Montreal Convention. 

. We" believe .that there is a real need for comprehensive legisla­
tIon, ~i1r. Chmrman. At the mom.3nt there are a number of piece­
meal measures in various other acts ot' Congress, which lack any 
common standard or any common definition, which are very diffi-
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cult for the administration and various Departments of govern­
ment to implement. We think a single piece of legislation which 
provides a clear definition of terrorism and clear measures to deal 
with it is badly needed. 

I would, however, say that in our approach to terrorism and to 
the combating of it, our primary concern,is that we be as effective 
as possible. . . 

With this in mind, let me comment on three of the prOVISIOns of 
the legislation which do give us some difficulty. 

With regard to the reorganization proposals, it is the administra­
tion's view that the structures which were created in 1977 and 
which have been working effectively obviate the need for the cre­
ation of a Council to Combat Terrorism or, indeed, the creation of 
additional Assistant Secretaries to deal with it, We are in a posi­
tion with the new structures to do what your bill would have us do, 
and I believe that the reorganization proposals are not necessary at this time. 

The key to dealing effectively with those states which show a 
pattern of support is obviously the measures we can take to 7ha?ge 
their policies and to influence behavior which we find obJectIon­able. 

S. 333 would provide a series of sanctions against those states 
identified by the President as demonstrating a pattern of support 
and woald oblige the President automatically to impose those sanc­
tions. In our view, it would be preferable if the President were able 
to choose those sanctions which were particularly appropriate to 
the situation at hand so that sanctions could be tailored to our 
relationship with each individual country. 

This is not to say that we do not think that sanctions are 
important or necessary. They clearly are. With a number of states 
which have been known to support terrorism, we have had a strong 
policy of not supplying them with military equipment or equip­
ment which might be militarily related, elements which are al­
ready in S. 333. 

Our goal is to persuade states to forego their Support for terror­
ism and, in Our view-I would be happy to elaborate on this in 
questions subsequently-the President should have the ability to 
choose those sanctions which would be most suitable to the case at 
hand and to increase incrementally the sanctions, if that were 
desirable, to bring additional pressure on states which refused to 
change their policies in support of terrorism. 

Finally, we do not believe that the proposal which is contained in 
the legislation, that the removal of a state from the list by the 
President, should be overridden by Congress by concurrent resolu­
tion. The bill authorizes the President to determine which Coun­
tries should be placed on the list as pursuing a pattern of support, 
based on his weighing of the evidence. We believe only a full 
legislative act can alter those functions conferred on the President 
by statute. We think that this provision of S. 333 is not consistent 
with his constitutional authority to execute the laws. The testimo­
ny of the Department of Justice addresses this issue in greater detail. 

In conclusion, Mr. Chairman, members of the committee, let me 
say that we stand ready to work as closely as possible with this 
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c~mmittee and with other committees, to achieve legislation which 
wIll meet the needs of the U.S. Government, which will respond to 
the concerns of the people and the Congress, and which will be 
effective to deal with one of the major problems of Our times­international terrorism. 

Thank you, Mr. Chairman. 
[The prepared statement of Mr. Quainton follows:] 
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STATEMENT OF AMBASSADOR ANTHONY QUAHnON, DIRECTOR 
OFFICE FOR COMBATTING TERRORISM 

MR. CHAIRMAN, MEMBERS OF THE COfotUITEE: 

When SeCre~Ary Vance appeared before this Commi~~ee las~ 

year, he affirmed ~he Adminis~ra~ion's commitmen~ ~o s~rong 

legiela~ion which would de~er ~erroris~ at.::.acks, enhance our 

abili~y ~o bring ~o jus~ice those who par~icipa~e in ~erroris~ 

ac~s, and discourage other governments from ~iding and abe~ting 

~erroris~s. The Administra~ion remains strongly committed to 

these objectives. We are convinced of the need for effe.ctive 

legislation against terrorism. 

In 1978 there was no reduction in the terrorist threat. 

Americans, both official and private, continued to be victims. 

Our facilities and installations continued to be attacked. 

Recent events in Tehran and Kabul have reminded us of the 

tragic fact that America and its representatives abroad are 

symbolically the most visible targets for those who use 

violence and terror to achieve their aims. 

To give you s~me idea of the seriousness of international 

~errorism, let me cite the sobering statistics for 1978: 27 

kidnappings, 11 barricade/hostage situations, 29 assassinations, 

36 armed attacks and 207 bombings of all types. Almost every 

category represents an increase over 1977. 

occurred in every region of the world. 
These attacks 

In the last year there was a rising tide of violence in 

Spain, Italy, Turkey and Central America. '!'errorists took the 

lives not only of our Ambassador in Afghanistan but also of one 

of the West's leading statesmen, Aldo Moro, of the noted I 
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Egyptian editor and diplomat Yusef EI-Sibai, of the editor of 

one of Turkey's ~ajor newspapers and of many other innocent 

people of all ranks and walks of life. 

In the face of this intensifying pattern of violence, we 

canno't afford to be complacent even in areas where relatively 

successfu~. efforts have already been made. Despite the notable 

progress we have made in combatting threats to civil aviation, 

in 1978 and 1979 aircraft have been hijacked for political 

reasons to Sweden, Spain, Lebanon, Libya, Costa Rica, Berlin, 

,and Finland. Two civilian passenger planes were 

shot down in Rhodesia with surf"ce-to-air missiles. Airport 

security is still inadequate in some countries. We 

welcome the elements of S.333 whi~h will help us deal with 
that problem. 

A more difficult and complex prob~em is that of the "patron 

states." Although some terrorists act alo~~ in pursuit of a 

particular personal vision, the vast majority belong to well­

organized disciplined groups. These groups can only survive 

because of the domestic and international structures which 

support them. Many of these groups are still receiving 

training, weapons, passpo1Cts and other logistical assistance 

from external sources. 'L'errorists who succeed in fleeing from 

justice find refuge in third countries. These patterns of 

support are a preoccupying concern for this Administration as 

it is for this Committee. 

" 
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There are no easy solutions to the patron state problem.. 

Terrorism and national liberation movements are often inextri­

cably linked. Our efforts have concentrated and will continue 

to focus on the underlying causes of terrorism; whether in the 

Middle East, Southern Africa or Central America. We are also 

giving priority to the strengthening of the international 

consensus that certain violent acts are inadmissible whatever 

the cause in which they are used. We must reduce the accept­

ability of terrorist violence as a tool in international 

'affairs. In a number of specific cases, where we have seen 

overt and covert support to terrorist groups, we have applied 

sanctions -- denying all military equipment and items of 

potential military or terrorist use to countries which have 

"aided and abetted terrorism. 

In the last year we have actively worked to enhance our 

,~esponse capability and our preventive measures. I would like 

to"review for the Committee the principal steps we have taken 

to upgrade our contingency plans and our crisis management 

capability and to build an international consensus against 

terrorism. 

US GOVERNMENT ORGANIZATION 

As the Committee is aware, in September, 1977, new inter­

agency structures were established to upgrade the effectiveness 

of the US Government's ability to cope with both domestic and 

international terrorism. 

, 
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A revitalized Working Group on Terrorism was made directly 

subordinate to the Special Coordination Committee (SCC) of the 

National Security Council, toe h~ghest level crisis management 

group in our Government. An Executive Committee of the Working 

Group, composed of key agencies, was created to function as a 

central policy review body. In August, 1978, the Working Group 

established several Committees to focus the energies of its 30 

member agencies. Most of the Working Group's activities are 

now carried out at the Committee level, while the Working Gro,up 

'as a whole meets periodically to ~oordinate their progress. 

Individual Committees have active wo~k progr~s. These include 

assessing physical security at United States Government installa­

tions both at home and abroad, updating contingency plans, and 

examining the security status of the US border management 

system. Committees are also evaluating and proposing new 

international initiatives, setting research priorities, reviewing 

proposals for research and development, and developing guide­

lines for a coordinated public affairs posture by Federal 

agencies during a terrorist incident. 

During 1978, the Executive Committee concentrated its 

attention on interagency policy issues and the Federal Govern­

ment's crisis management capabilities. It has reviewed Federal 

anti-terrorism training capabilities and is studying broader 

policy questions relating to the provision of such training. 

It has examined the US Government's handling of specific 

terrorist incidents in the last year, as well as hijackings in 

I 
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gr-neral. It has given considerable attention to security 

measures for the Pan American Games. Lines of authority and 

jurisdiction have been clarified and closer working relation­

ships between key persons in the concerned agencies have been 

established. A Hemorandum of Understanding between the State 

Department and the Federal Aviation Administration dealing with 

responsibilities in interna~ional hijacking incidents has been 

finalized. 

It is obviously not ,possible for 30 agencies to manage 

'terrorist incidents. In these cases, there are three lead, 

agencies with special responsibilities: the Department of 

State, the FAA and the Department of Justice. Depending on the 

location of the terrorist incident, each may be responsible for 

coordinating the United States Government's response under the 

over-all direction of the NSC's Special Coordination Committee, 

which can and does convene on extremely short notice to review 

contingencies and to provide policy guidance. 

During the past seven months, these structures have been 

utilized in a number of instances: in the seizures of the 

Chilean Consulate in San Juan and the West German Consulate 

General in Chicago; in the TWA ~ijacking to Geneva and the LOT 

hijacking to West Berlin; and in the kidnapping of Ambassador 

Dubs. Regrettably, no crisis management structure can guarantee 

the 'successful resolution of a terrorist incident, particularly 

overseas where our influence may be limited and where communica-

tions are less than perfect. However, the inter-relationships 

, 
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that we have created have ensured that, in crises, the various 

responsible parts of the Federal, State and local governments 

work effectively together. These capabilities continue to be 

tested not only in specific incidents but also through regular 

command and field exercises. 

• INTERNATIONAL INITIATIVES 

On the international level, we are attempting to create a 

comparable network of cooperation of mutual assistance. 

Frequent and in-depth consultations among technical and policy 

experts take place among key US Government Departments and their 

foreign counterparts in allied and friendly countries. We w~.l 

shortly be reviewing with both Mexico and Canada some elements 

of o~r counter-terrorist policies and plans. Our familiarity 

with foreign capabilities, methods and procedures and their 

understanding of ours facilitates our ability to assist Americans 

caught up in terrorist attacks. 

The international community has shown an increasing aware-

ness of the fact that certain acts -- aircraft hijacking and 

sabotage, the kidnapping of diplomats, and the taking of hostages 

-- are inadmissible in any civilized society. International 

agreements and conventions are the framework around which this 

genuine consensus is coalescing. The United States Government 

is exerting its leadership wherever and whenever possible to 

build support for existing conventions and for new. initiatives. 

I 
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We have taken a leading role in a contact group of 

like-minded countries to gain increased adherence to the 

Tokyo, Hague and Montreal Conventions against air piracy 

and sabotage. In 1978 and 1979, twenty countries adnered 

to one or Iilore of the Cr lventions, bringing the totals to 

99, 102 and 98 for Tokyo, Hague and Montreal respectively. 

Among all UN Conventions, these figures represent uncommonly 

high adherence rates. Only twenty-three states are not a 

contracting party of any of the three aviation Conventions 

and we expect that number to drop substantially in the 

coming year. 

We have also turned our attention to obtaining 

additional ratifications and accessions to the UN Con-

venti on on the Prevention and Punishment of Crimes Against 

Internationally Protected Persons, Including Diplomatic 

Agents to which only forty states are now parties. Like 

the Hague and Montreal Conventions, the New York Conven­

tion contains a requirement to prosecute or extradite. The 
I 

murder of Ambassador Dubs is a grim reminder of our 

diplomats' special vulnerability to acts of violence and 

makes us even more determined to move forward in this 

area. 

50-412 0 - 00 - 2 
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In tandem with our world-wide efforts in support of the 

New York Convention, "IE'. i'llso are working on a regional basis to 

broaden support for the,Organization of American states (OAS) 

Anti-Terrorism Convention, which is similar to the New York 

Convention in its focus. 

An important new initiative is moving forward. On February 

16 in Geneva the UN's Ad Hoc Committee on the Taking of Hostages 

concluded its Third Meeting by submitting a draft Convention to 

the UN General Assembly for consideration and adoption. This 

draft Convention represents a major achievement for the nations 

of the world in their fight against terrorism. The recent 

meeting of the Ad Hoc Committee was characterized by a general 

willingness to address and seek an acceptable compromise on 

major political issues, on whiCh earlier Committee meetings had 

foundered. lihile there are still two or three unresolved 

issues, we believe that these can be resolved in the Sixth 

Committee of the General Assembly. We are hopeful that next 

Fall's Session will produce a final Convention. 

Last year in Bonn, the United States joined with the 

Governments of Canada, France, Italy, Japan, the United Kingdom 

a~d West Germany in declaring our resolve to suspend air service 

to any country ~hich refuses to extradite or bring for prosecu­

tion air~lane hijackers. Two meetings have been held at which 

experts from the seven countries have laid out procedures for 

implementing the Bonn Declaration. Procedures are now in place 

which enable the seven to take rapid and e~fective action in 

the event of a hijacking. 

I 
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In addition to these efforts, the Seven Bonn Summit 

participants have undertaken world-wide diplomatic efforts to 

ensure broad support for the Declaration. Over thirty countries 

have made public or private statements of support for the 

Declaration and others have indicated that while they wish to 

study the Declaration further, they fully support its purpose. 

The International Federation of Airlines pilots Association at 

its recent conference called on all nations to endorse the 

Declaration. We welcome this action by IFALPA. 

COMMENTS ON S.333 

As I have indicated, the Administration appreciates the 

opportunity to work with you to obtain legislation designed to 

make more effective our efforts to combat terrorism. A compre-

hensive approach, such as you have taken in S.333, can provide 

a strong foundation of legislative authority to support our 

anti-terrorism policies and actions. 

We have found many existing legislation provisions designed 

to combat terrorism to be difficult to interpret and apply 

because they lack common definitions, standards and purposes. 

This piecemeal approach has been a confusing signal of 

Congressional intent and creates problems of over-all foreign 

policy coordination. It is our hope that once omnibus anti­

terrorism legislation is pa~sed, the Congress will act, as 

necessary, to bring other legislative provisions into harmony. 

, 
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We support principal elements of S.333: the listing of 

states which show a pattern of support for terrorism; the 

reporting requirements which are a vital means of keeping the 

Congress and t~e public informed of significant trends and 

governmental actions; the efforts to improve international 

aviation security by drawing attention to the critical question 

of airport security and by modifying the united States Code to 

implement the Montreal Convention on airport sabotage; -and 

finally, the proposal to add identification and detection 

~aggants to the explosive materials which terrorists might use. 

I am confident that Congress and the Executive share the 

view that legislation in this important field must, above all, 

be effective in influencing the policies of nations which might 

support terrorism. If the authority you provide is to have a 

positive impact on our ability to respond to a wide range of 

situations, it must permit the Executive to use all the 

leverage our nation can bring to bear on a particular situation. 

Our mutual goal must be to convince those nations which support 

terrorism to forego such support and join us in our attempt to 

build an international order which rejects terrorism in all its 

forms. 

Starting from that premise, let me comment on the key 

sections 'of S.333. Title I of the Bill which deals with the 

Reorganization of the Executive Office of the President pro­

poses inter alia in Section 101 the establishment of a Council 

17 
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to Combat Terrorism and in Section 106 sanctions against states 

supporting international terrorism. With respect to Section 

101, we do not believe that a new institutional mechanism is 

needed. As I indicated earlier, the revitalized NSCjSCC 

structures are now working effectively, efficiently and 

energetically. We see no need to replace them with new 

structures, with essentially the same mandate. 

With regard to Section 106 which gives the President 

authority to respond to the "patron state" problem, we believe 

'significant modifications are necessary. A nation which we 

conclude has demonstrated a pattern of support for terrorism, 

under the defini-tions provided in Sect.ion 5, will be listed as 

such under section 105. It is our view that the potential 

listing of these countries will, in itself, provide a deterrent 

to their support for terrorist activities, We therefore 

strongly support this concept. Clearly, any nation identified 

as having supported terrorism would merit severe condemnation 

by th~ world community. 

S.333 also provides in Section 106(a) that all enumerated 

sanctions be applied automatically to countries listed under 

Section 105. _The President would be permitted to waive one or 

more of these automatic sanctions if he determined that the 

interests of national security so require. Wh.ile many of the 

sanctions included in this Bill is appropriate for dealing 

with many of the varied situations we confront, we oppose 
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their automatic application which could weaken our efforts to 

deal, with offending nations. It is our view that the President 

should be able to apply sanctions appropriate to each 

particular situation. 

In dealing with terrorist groups and with their patrons in 

recent years, we have had to consider a wide range of factors 

and possible courses of action. We feel that we can be most 

effective in combatting terrorism if we are able to make these 

crucial judgments on a case-by-case basis. In our dealings 

~ith a number of states whose past support for terrorist groups 

is well-known, we have, in fact, a policy of denying sales of 

defense articles whether for cash or credit. We also do not 

sell commodities which, in our judgment, would enhance their 

military potential or their ability to support acts of inter-

national terrorism. 

In each case we attempt to apply sanctions in such a way 

as to gain the m~:imum leverage in attempting to change the 

pOlicies of those cOlmtries. If we determine that a particular 

sanction will not be effective in influencing a country's 

policy, we do not use it at all. The waiver provision in S. 333, 

which is intended to provide the President with some flexibility 

in the administration of sanctions, would not work well in 

actual operation. Under S.333, if we had to waive a sanction, 

we would be indicating that we acquiesced in the behavior of 

the offending country. It would force the Administration to 

say to the world that anti-terrorist gcals have a lower priority 

than other goals, thus diluting the impact of our efforts. 

r 
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Finally, not using a sanction that we judge ineffective 

at a particular point in time permits us to retain an element 

of leverage. The offending nation recognizes that further 

punitive steps can be taken if its policies remain unchanged. 

In asking that this legislation not tie the hands of the 

President in the application of sanctions, we are not suggesting 

that the Executive Branch not be required to justify fully the 

judgments it makes. We therefore support the requirement that 

the Administration report to Congress on the use or non-use of 

'sanctions. This will ensure that Congress is informed of 

decisions made in the course of attempting to influence a 

particular nation's policies toward terrorism. 

In addition to the sanctions issue, we have serious 

constitutional and practical objections to Section l05(e) (2) 

which provides that Congress, by concurrent resolution, can 

override a Presidential decision to remove a country from the 

list. Since the Bill authorizes the President to determine 

which countries should properly be listed as pursuing a pattern 

of support for terrorism based upon his weighing of the 

evidence against the statutory criteria established in the Bill, 

the making of these determinations becomes an exercise of his 

constitutional authority to execute the laws. Only a full 

legislative act - a statute or joint resolution subject to 

his approval - can alter the functions conferred on the 

President by statute or otherwise exercise oversight over his 

execution of the law. 
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In practical terms, the President's ability to induce and 

reward changes in patterns of state support for terrorism would 

be sharply circumscribed if a decision to remove a state from 

the list could be vetoed by legislative action - even had the 

President found evidence of a change of behavior so that such 

a listing was no longer justified. This provision should be 

changed to authorize the President to remove states from the 

list when he determines that thl:y are no longer exhibiting a 

pattern of support for international terrorist acts but to 

~equire him to inform the Congress fully and promptly of any 

such action and the reasons therefore. 

With respect to the specific sanctions listed in S.333, 

we believe some modifcation should be made in Section 106(a) 

to allow for the provision of disaster assistance which is 

essentially humanitarian in nature. We also do not believe it 

would be feasible to monitor the courses of study of foreign 

students who might come to the united States under the sponsor­

ship of listed states. The categories of nuclear science and 

subjects having military applicability are so general as to 

cover almost any work in mathematics and the physical sciences. 

We recommend that section 106(a) (5) be deleted. 

With respect to Section 303 - Explosive Taggants - we 

strongly support this effort to deal with all types of 

terrorist bombings. For effective law enforcement, we 

r 

l 
I 
I 
I 
I 

21 

- 15 -

need s~rong tagging legislation. The Treasury Depart~ent 

will provide more detailed analysis of this issue. 

With respect to Sections 401 and 402 of Title IV, 
( 

concerning reorganization of the Department of State, the 

Office for Combatting Terro~iSm is already in existence, 

headed by a Director with administrativ~ rank equivalent to 

that of an Assistant Secretary. Therefore, these sections are 

not needed. The Administration, however, does see merit in 

the proposition that the head of the Office for Combatting 

~errorism be accorded the rank of Ambassador by the President 

with the advice and consent of the Senate. To accord 

Ambassadorial rank would demonstrate the importance we attach 

to our world-wide counter-terrorism efforts. This is 

parti~ularly important in light of the President's and Secretary 

Vance's recent undertakings to do more to combat terrorism. 

Finally, with respect to Section 403 concerning priorities 

for negotiation of international agreements, the United States 

is already actively engaged in nearly all the areas covered. 

I have described our efforts to broaden support of the 

prospective hostage convention and the aviation conventions. 

We do not think that the establishment of a permanent inter­

national working group is needed at this time. We are already 

working in a variety of areas to enhance existing channels for 

intelligence exbhange, to control the export of weapons of 

particular use by terrorists and to review methods and proce­

dures to combat internation~l terrorism. The US delegation to 
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the Spring meeting of the United Nations Ad ~oc Committee on 

Terrorism is studying many of these issues at this very time. 

In conclusion, Mr. Chairman, I should like to thank you 

for this opportunity to testify before your Committee. Your 

hearings are an ,-;;,pori-ant step in th2 coopllrative effort which 

began in the last Congress to de~'elop comprehensive effective 

legislation. We ~,ook forward to working closely with you 

and the Committee's staff to ensure that we have the necessary 

capabilities and authority to deal with terrorism in all its 

'forms. 

I would be happy to answer any questions which you mt¥ 

have. 

Chairman RIBICOFF. Mr. Lally? 
Mr. LALLY. Thank you, Mr. Chairman. .. 
I appreciate the opportunity ~o appe8;r before thIS commIttee 

today dealing with S. 333. As thIS commIttee. ~nows, Secretary of 
Transportation Brock Adams and FAA A?mIlllstrator Lan~horne. 
Bond have each testified in the Congress WIth respect to antIterror­
ism legislation. The Department of TransportatIOn and the FAA 
support the objectives of S. 333. . 

In the field of transportation, there is no questIOn that transp.or­
tation facilities, especially aviation activities, are highly attractIve 
targets for terrorist acts. They are vulnerable targets to a great 
extent because of the very nature of their services. . . 

Much has been done throughout the world t.o protect aVlatI?n 
from acts of sabotage and hijacking, whether they are terronst 
motivated or not. However, still more needs to be done to protect 
aviation from such attacks. 

The provisions of S. 333 will contribute towar~ th~t goal: . 
The record of countries around the world m ImJ;>rovmg theIr 

protection for aviation has been commendable. Much m the way of 
improvements has been achieved. But much remains to be don~. 

In 1977 there were 30 airline hijackings worldwide. That IS 
double th~ number of the previous year, 1976, and more than 
occurred in any year since the peak hijacking years of 1968 
through 1972. . l' 

In 1978, the record was almost similar. Th~re. wer~. 25 ,aIr ll?-e 
hijackings around the world. Eight of those alrlme h.IJackmgs m 
1978 were U.S. airline hijackings-again, more than m any year 
since the peak hijacking years of 1968 to 1972. 

So the mandate is clear that further action needs to be taken to 
protect aviation from acts of sabotage al}d hijacking, whether t~ey 
be committed by terrorists or nonterronsts. We support the obJec-
tives of this legislation in that di~ection. . . 

Our statement has been submItted for'the record m full dealmg 
with this legislation. So in the interest of b~e.vity, I would . like to 
confine my remaining remarks to the prOVISIOns of the bIll that 
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most affect the Department of Transportation and the Federal 
Aviation Administration. 

We support title II, section 203, dealing with information on 
airport security, and section 204, dealing with aviation security 
assistance to foreign governments. ' 

We have one reservation, however. That is our belief that the 
time p~r~od bet';Veen n~tification. to appropriate foreign government 
authon.tIes. on meffectIve secunty measures at an airport and a 
determmatIOn by the Secretary of Transportation that the foreign 
government has failed to upgrade the security measures should be 
longer than the 60 days provided in S. 333. We would favor extend­
ing this period for correcting security deficiencies to 180 days. We 
think. that t~me frame is more appropriate to accomplish some of 
the kmds of Improvements that would neerl to be achieved. 

We particularly urge the enactment of the provisions of section 
305. of title III, aircraft sabotage, which would implement for the 
Uruted States the Montreal sabotage convention, which was rati­
fied ~~ the United. States in 1~72. It is important that legislation 
provldmg for U.S. ImplementatIOn be enacted at the earliest possi­
ble time. 

In addition, section 306 of the bill would provide additional meas­
ures for the prosecution of individuals involved in aviation related 
crimes. We would also urge adoption of this section as it will 
provide an even greater deterrence for persons who would commit 
crimes against civil aviation. 

With that, Mr. Chairman, I would like to end my remarks of a 
general nature. I would be happy to respond to any questions that 
the committee may have. Thank you, sir. 

[The prepared statement of Mr. Lally follows:] 
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STAT:E:MENT OF RICHARD F. LALLY, DIRECTOR, CIVIL AVIATION 
SECURITY SERVICE, FEDERAL AVIATION ADMINISTRATION, BEFORE THE 
SENA~rE GOVERNMENTAL AFFAIRS COMMITTEE, CONCERNING S.333, THE 
OMNIBUS ANTITERRORISM ACT OF 1979. MARCH 30, 1979. 

Mr. Chairman and Members of the 'Committee: 

Tha,nk you for the opportunity to appear before you today on the 

subject of international terrorism. We in the Department of 

Transportation share your concern about the alarming increase 

in terrorist acts throughout the world and the increasing 

tendency to use terrorism to achieve political objectives. 

Clear ly, there 'is a need to strengthen worldwide measures not 

only to condemn terrorism but to work toward its elimination 

from the political scene. We applaud the initiative of this 

Committee and your desire to build on the steps already taken 

by our government and governments elsewhere in the world to' 

free all nations from this threat. 

In November 1977, Secretary of, Transportation Adams appeared 

before a special'meeting of the Council of the International 

civil Aviation Organization (rCAO) in Montreal to point out the 

in~reasing severity of the threat of terrorism, to urge 

universal adoption of and adherence to the conventions on 

hij,acking and aircraft sabotage, and to emphasize to the 

Council that we must have more stringent international 

standards for the security of aviation. Terrorist incidents 

have continued to occur since that time, underscoring far 

better than words the need for effective action. 

For a number of years, transportation, particularly aviation, 

has been a target for terrorist at~ack, often in thi form of 

aircraft piracy. In ea~h of the pa~t 2 years, 1977 and 1978, 

there have been more hijackings worldwide than anytime since 

the peak years of 1968-72. 'In 1977, there were 30 hijackings 

of scheduled airl2."~J; of WhiclJ) 5 involved U.S'. carriers. 
......... ,..-.." -. l ~'r" ~:"",- In 
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1978, there were 25 hijackings of scheduled airlines of which 8 

involved U.S. carriers. Six of ,these ~oreign hijackings, bl.!,t 

none of the U.S. hijackings, were acts of terrorism--that is 

crimes intended to achieve political goals and objectives. It 

appear.s that this increase in the number of hijackings is 

continuing. To this point. in 1979, there already have been 5 

hija~kings--3 directed against foreign airlines; 2 against U.S. 

air carriers. All of the foreign hijackings can be categorized 

as acts of terrorism, while the U.S. hijackings were not. 

While the increase in hijackings is clearly a source of . 
concern, there exists an effective countermeasure. Of the 42 

foreign air carrier hijackings occurring in 1977 and 1978, 30 

can be attributed to weaknesses in passenger screening . , 
procedures. Of the remaining 12, 4 were not screening related 

and information on 8 is incomplete at' this time. Similarly, 

two of the three foreign hijackings this year are known to have 

resulted from defective passenger screening procedures. 

It should be particula~ly noted that 8 of the 9 terrorist 

hijackings that have occurred from 1977 to the present were 

facilitated by either a total lack of or. ser iously defective " 

screening. In those incident~, the hijackers, who were armed, 

boarded the aircraft through the normal boarding process. 

Properl~ operating passenger screening systems should have 

detetted and intercepted those ,weapons. Universa~ application 

of effective passenger screening systems should bring about a 

,significant reduction in the number of aircraft hijackings by 

ten'orists as well as by nonterrorists. 
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In contrast to the foreign experience, no U.S. hijacking since 

197J has involved real firearms or explosives passing 

undetected through passenger screening points. FAA regulations 

governing the securtty .of air transporta~ion currently cover 36 

U.S. and 73 foreign airlines operating approximately 15,000 

scheduled passenger flights 'each da~ to and from 623 U.S. and 

foreign airports and 'boarding some 700,000 passengers and more 

than one million pieces of carry-on baggage daily. 

In spite of the complexities of this system and the fact that 

the person or baggage we are looking for is literally one among 

millions, our experience, as well as the .experience of other' 

nations who have adopted similar aggress~ve antihijacking 

programs, demonstrates that passenger screening systems work. 

In the,U.S., during the period 1973 through 1978, over 2 

biilion persons were screened· and over 3 billion 'pieces of 

This ~ctivity resulted in the detection of more than 17,000 

firearms and' almost 6,000 related arrests. None of the 25 U.S. . . . 
airline hijackings that occurred during this period lnv6lved 

real firearms or explosives passing undetected through 

passenger screening points. Moreover, it is estimated that 75 

hijackings or related crimes may have been prevented by U.S. 

airline and airport s~cu~ity measures. 

The commitment of the U.S. Government to effective and 

universal passenger sc~eening is firm'. Further, we recognize 

and applaud the airlines, the airports, the airline pilots and 

their organizations for their 'continUing endeavors in seeking 

improvements in intern~tional civil aviation security and their 

vigorous efforts to promote a safe and secure flying 

environment. 
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Both the International Civil Aviation Organization (ICAO) and 

the United Natiohs have addressed themselves to the improvement 

of aviation securit~. We welcome their work. In 1974, ICAO 

inc~rporated a number of international Standards and 

Recommended Practices for Security in Annex 17 of the 

Convention on International Civil Aviation, known as the 

Chicago Convention. This Annex is being reviewed continuously 

with a view toward improving its effectiveness. For example, 

in May of 1978, the ICAO Council submitted to member states for 

comment a series of changes to Annex 17 and, as a result, 

Amendment ~3 was adopted in December 1978. This amendment, .. 

among other things, requires that aircraft especially subject 

to attack be identified and provided additional security at all 

stopovers. The U.S. will continue to seek further 

strengthening of internatioqal aviation security standards. 

In July 1978, at an Economic Summit Conference held in Bonn, 

Germany, President Carter and the heads of State of six other 

participating nations issued a Declaration of their commitm~nt 

to intensi'fy joint efforts to combat terrorism. The 

Declaration announced that, if a country refuses extradition or 

prosecution of those Hho have hijacked an aircraft or if the 

country does not return the aircraft, the seven ~ations would 

take immediate action to cease all their flight~ to that 

'.'country, and to halt all incoming flights from that country or 

its 'airlines. Follow-on meetIngs attended by representatives 
: .. 

of the seven countries were held in Bonn in August and Ottawa 

in October 1978. The purpose of these meetings was to develop 

necessary implementing procedures and to encourage other 

nations to join in the Declaration. Since the Declaration, 

there have been five international hijack~ngs that the ~even 

states have monitored within the framework of the Declaration. 

, 

... 

, 

f 



~----""",,,,",,,~j"-- -- - ---- - -~--------- --

r-

L 

28 

Many, if not most, nat-ions and airlines of the" world now have. 

active civil aviation security programs and are making 

significant improvements in the security of their air 

transportation systems~ The U.S. has endeavored to speed these 

improvements by providing technical assistance to other 

countries. In this connection, FAA technica~ assistance teams' 

have visited many countr ies 1 h,undreds of foreign officials and 

technicians have attended our aviation security training course 

or have received indepth briefings on aViation 

securitYl and we have made available our training materials to 

numerous foreign governments and airlines. 

We regularly conduct security inspections of U.S. flag carrier 

and certain foreign carrier facilities outside the U.S. This 

involves visits to most of the major foreign airports. The 

purpose of these inspections is to assure that the airlines are 

in compliance with our Federal Aviation ,Regulations .. During 

the course of the inspections, our representatives meet with 

foreign airport security officials ~nd any airport security 

weaknesses or deficiencies observed are called to their 

attention. This inspection activity has produced security 

improvements at many foreign airports and has helped to assure 

the continuing effectiveness of airline security measures 

required by Federal Aviation Regulations. 

In April of this year, FAA Idll be hostil)g here in Washington 

an international aviation security conference where new 

procedures, techniques and eqUipment will be discussed and 

demonstrated. Rep'resentativ'es from approximately 

eO,countries and interested aviation agencies i~cluding ICAO 

are expected to attend alon~ with most of the foreign airlines 

subject to U.S. security reguir~ments. 
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TUrl J,lg now to the legislation before this Committee, Mr. 

Chairman, we strongly endorse the objectives of 5.333. 

As to the introouctory sections, i.e., Declaration of findings, 

Declaration of purposes, Definitions, etc'., ,the Department 

would note that there should be a clear understanding that the 

measures proposed in the bill are int'ended to deal wi th 

terrorism, only as defined., Many acts,of criminal violence, 

including the hijacking of commercial aircraft, may 

superficially resemble an act of terrorism, but are not. For 

example, as stated preliously, there were 55 air carrier 

hijackings during 1977 and 1978. Of these 55, only 8 are 

classified as terrorist actsl the remainin'g 47 are criminal 

acts. We believ.e it is essent'ial that the' distinction be 

recognized. These nonterrorist crimes should be handled by 

officiais assigned ~esponsibility for them under the existing 

statutes. It shoula also be made clear that nothing in the 

bill would inhibit the performance of related responsibilities 

assigned under these existing s~atutes, such as the 

Department's responsibility for aviation hijacking. 

Turning now to Title I, I would note that, by Presidential 

directive, crisis management functions and the coordination of 

related issues which cross traditional jurisdictional 

boundaries have been assigned to the National Security 

Council/Special Coordination Committee (NSC/SCC). The 

member ship of the Executive Commi tte'e of the interagency 

Working Group to Combat Terrorism ;Ihich works under the 

auspices of the NSC/SCC is almost exactly the same as the 

proposed Council to Combat Terrorism. 
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Under the general guidance of the SCC, the management of 

terrorist incidents is based on the lead agency concept: The 

Department of State has operational responsibility for 

international incidents and the Department of Justice and the 

Federal Bureau of Investigation handle domestic incidents . . 
com~ng under Federal jurisdiction. Aircraft hijacking has been 

recognized as a special case, ~ongress having mandated that the 

Federal Aviation Administration. is to have primary 

responsibility in this area. Memoranda of understanding have 

been signed which formalize these responsibilities: Federal 

Aviation Administration/Federal Bureau of Investigation, 

February 26, 1975; Department of Transportation/Department of 

Defense, September 7',1978, anc Department of 

Transportation/Department of State, February 15, 1979. 

Because the existing organization structure is now providing 

effective leadership and coordination of u.S. Government 

activities in combating terro'rism, we do not believe that the 

proposed Councii to Cqmbat Terrorism is necessary. 

The reorganization of the Depa.tment of Transportation, 

proposed in Title II, Sections 201 and 202, is similariy 

unnecessary. We believe that the existing framework in the 

Department has proven to be a workable and effective one, and 

see, no reason to make cqanges at the present time. 

We support the provisions of T1tle II, Sections 203, 

Information on Airport Security, ano 204, Aviation Security 

Asslstance to Foreign Government, with one 'minor exception. 

Our concern is that the period in Section 203 between 

not ification to appropr iate fore ign government authori ties of 
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ineffective security measures at an airport and the 

determination by the Secretary that the foreign government has 

failed to upgrade its security measures is too short. We 

recommend that 180 days rather than 60 days be authorized to 

permit adequate time within which to make needed improvements. 

We particularly urge the enactment of the provisions of Section 

305 of Title III, Aircraft Sabotage, which would implement the 

Montreal Sabotage Convention which was ratified by the U.S. in 

1972. It is important that legislation providin9 for .U.S. 

implementation be enacted at the earliest possible time. 

Section 306 of the bill would provide additional measures for 

prosecution of individuals involved in aircraft piracy or 

related criminal activity. We also urge adoption of this 

section as it will provide even greater deterrence for persons 

who would commit crimes affecting the security of air 

transporation. 

In closing, Mr. Chairman, I would like to express our view that 

the best way to achieve lasting and widespread improvements in 

aviation security is through the multilateral efforts of all 

concerned nat ions, working pr imar lly through ICAO, ,a recognized 

international, safety oriented organization. Further, the work 

of ICAO should continue to be supplemented through bilateral 

efforts of those nations, including the U.S., that have led in 

the development and implementation of effective aviati~n 

security programs. 
" 
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It must be made clear, nonetheless, that the U.S. is prepared 

to take unilateral action, inc~uding the imposition of 

sanctions, if necessary to protect U.S. citizens. The' 

provisions of 5.333 place the nations of the world on notice of 

our res~lve to counteract terrorist acts, and provide tools 

necessary for this effo~t. At the same time, this 

legislation would provide the mechanism for an active u.s. 

program of helping other countries to upgrade airport security 

and 'sharing with them our expe~tise and experience. This 

legislation adopts a firm policy toward countries whose 

airports do not have effective security, but it also provides 

for giving to those countries help they may need to make 

necessary improvements and to achieve an acceptable level of 

security. 

That concludes my statement, Mr. Chairman. I will be pleased 

to respond to questions you or members of the Committee may 

have. 
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Chairman tlIBICOFF. Mr. Davis? 
Mr. DAVIS. Mr. Chairman, members of the committee, it is a 

pleasure for me to appear here today to discuss really just one title 
in this bill, and that is the explosives tagging title. 

We are here to urge this committee to pass that title for what we 
consider to be some very important reasons. 

The use of bombs and explosives in crimes is, from our perspec­
tive, one of the most vicious crimes that anybody could commit. It 
costs lives; it maims people; and it causes enormous property de­
struction. 

It also, unfortunately, is and has been one of the most difficult 
crimes for law enforcement to solve. What we are looking for in 
this bill is assistance in that effort; assistance, first, to help solve 
those bombing crimes which do take place; and, second, assistance 
in helping us prevent bombings from taking place in the first place, 
and thus avoiding the misery which inevitably ensues when that 
happens. 

Now, how will this program do that? First, we have identification 
tagging. Under that program, by the introduction of taggants into 
explosive materials, when the bomb goes off, we will have some­
thing we do not have now; and that is a lead. 

Chairman RIBICOFF. You know, most people don't understand 
just how that identification works. What do you really put into the 
gunpowder? When an explosion takes place, how do you trace it? I 
think we ought to have that for the record, sir. 

Mr. DAVIS. Certainly, Mr. Chairman. 
The taggants involve micro-sized particles which go into the ex­

plosive which go into bombs made from those explosives. They are 
indestructible by that bomb. They stay alive. They also are color 
coded, at least the current version that is available now is color­
coded, and wilL provide a unique tracing element; unique to a 
particular lot of manufactured explosives, 

Now'what does that mean when that happens? Well, when a 
bomb goes off and we get to the'scene, our investigators get there, 
they will now have something specific to look for. They will look 
for it with'magnets and they will look for it with ultraviolet lamps. 
The taggants are both fluorescent and magnetic and the investiga­
tors will pick up a certain number of these taggants. 

Will those taggants immediately say that the bomber was John 
Jones? No; of course the taggants won't do that. But they will solve 
a series of very important problems. 

One: They will tell us what type of explosive was used. Two: 
They will tell us where it was made. Then we go back to the 
manufacturer and then from his records, with very minor modifica­
tions on those existing records, we can trace through them, 
through the channels of distribution, down as far as we can get 
into that particular case. In some cases that may be to a particular 
last legal owner. In some cases that may be to a particular store. 

We now have a lead; a lead, I might say, that we do not have 
today. After the bombing in La Guardia years ago, in which over 
10 people were killed, we do not today even know the type of 
explosive that was used. 
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How would we use this information? We get down to either a 
particular place where the explosive was last found, or even, in the 
case of powders, into a particular group of dealers. 

One, it will give us a lead that we can match with other evi­
dence. Perhaps the bombing was of an employment establishment. 
Perhaps we can trace by matching the list of those people who 
were employees who might have a grievance with a list of purchas­
ers of some of these powders or explosives. 

Second, we might have evidence which suggests that the bombing 
which took place in New York, included an explosive which we 
may now find was stolen from a particular site in Montana. We 
may not have any clues as to that bombing in New York, but we 
may have some clues from that theft of explosives in Montana. We 
now have an important lead. We now have a place to go. Because 
in bombing crimes, that is frequently the problem-we don't have a 
place to start. 

You don't have evidence like the murder scene weapon which 
you find when somebody shoots somebody. If you can find that 
weapon, that will give you a place to start. 

Chairman RIBICOFF. Let me ask you this: Why would a person 
who uses a gun legitimately object to the tagging? This is again a 
mystery. Why do they object to it? What are they fearful of? 

Mr. DAVIS. I think they should be fearful of nothing. But what 
are some of the contentions and what are some of the claims? 

Senator JAV!'rs. You are talking about the National Rifle Associ­
ation. 

Mr. DAVIS. I think among others. I think particularly, Senator 
Javits. 

Chairman RIBICOFF. Why should they be worried about a taggant 
in a bomb? 

Mr. DAVIS. Mr. Chairman, they shouldn't be worried at all, be­
cause the things they might be worried about are the things we are 
worried about-safety. If there is anything that is going to be put 
into that explosive or powder that is unsafe, certainly nobody 
wants to prevent that more than us. 

So what have we done to make sure that is the case? First of all, 
we determined that this is the kind of area where we don't want to 
rely just on inhouse expertise. We have it. We have good scientists. 
But we went to the Aerospace Corp., which is a very well known, 
nonprofit corporation which does an enormous amount of work in 
research and development in technical programs for the Defense 
Department and for other agencies. 

We went to them so that they could be very heavily involved in 
the design and research and development of this program. We went 
to the explosive manufacturers. We went to the powder manufac­
turers. We said: "Design tests for us. Give us the test.s. What do 
you need so that these materials will be safe?" 

That has been done, and it is completed as to the dynamites, the 
water gels. That has been completed as to black powder. Those 
safety tests are completed. 

I know that there are those who are saying that somehow it is 
not safe. However, we just don't know what they are referring to. 
We have worked with the explosive manufacturers. We have 
looked to them for the guidance. And we believe that safety is 
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insured. And we would not want a bill, we would not want legisla­
tion which would in anyway require or authorize or enable us to 
require a taggant to be introduced into an explosive material 
before that safety was assured. 

Chairman RIBICOFF. In other words, what you are saying, Mr. 
Davis, is that for all practical purposes, the taggant would be the 
best and sometimes the only evidence that is available to trace the 
nerpetrator of a bomb? 
• Mr. DAVIS. That is correct. That is an identification taggant, 
because the detection taggant is another opportunity, because it is 
an opportunity to prevent some bombings which we cannot now 
prevent. 

Chairman RIBICOFF. Anyone who legally uses a gun or gunpow­
der has no reason to be concerned about a taggant in the powder. 

Mr. DAVIS. We firmly believe that. Another argument that was 
made, for example, on the black powder, is that it would affect 
somehow the ballistics of the powder. 

Well, again, Aerospace went to the manufacturer of that black 
powder, the principal manufacturer, GOEX. Aerospace said: "What 
is the ballistic test you want to run? Run the ballistic test." 

GOEX ran the ballistic test. They were satisfied that their prod­
uct would not be affected. 

Chairman RIBICOFF. Would you please submit for the purpose of 
the record at this point the results of the tests that Aerospace has 
made in this entire field? 

Mr. DAVIS. We certainly will. Some have been submitted. We will 
make sure if there are others, they are also submitted, because we 
believe these are important. 

[The prepared statement of Mr. Davis follows:] 
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FOR RELEASE ON DELIVERY 
March 30, 1979 -- 9:30 a.m. EST 

STATEMENT OF THE HONORABLE RICHARD J. DAVIS 
ASSISTANT SECRETARY OF THE TREASURY 

(ENFORCEMENT & OPERATIONS) 
BEFORE THE 

COMMITTEE ON GOVERNMENTAL AFFAIRS 
UNITED STATES SENATE 

ON 
S. 333 

"THE OMNIBUS ANTITERRORISM ACT OF 1979" 

I very much appreciate the opportunity to appear 
before this Committee in order to discuss, the explo­
sives tagging provisions of S. 333, the "Omnibus Anti­
terrorism Act of 1979." As you know, Mr. Chairman, in 
the Ninety-Fifth Congress we testified before other 
committees of both the House and the Senate concerning 
the ~'reasury Department I s reasons for sUpporting the 
adoption of explosives tagging legislation: and recently 
we have again testified in the House in support of tag­
ging legislation. 

Today, I will present an overview of what the ex­
plosives tagging program is intended to accomplish, why 
Federal legislation is needed, what kind of legislation 
is most desirable and what our answers are to criticisms 
of this program raised in other hearings. In addition 
to my remarks, Mr. G. Robert Dickerson, the Director of 
the Bureau of Alcohol, Tobacco & Firearms, will submit 
a detailed statement and supporting materials for the 
record. 

As an attorney and former Federal prosecutor, my 
primary ,experience has involved dealing with how to 
investigate and prosecute crimes after they have been 
corr~itted. But my responSibilities for the protective 

B-1494 

f 

37 

- 2 -

as well as the investigative enforcement activities of 
the Treasury Department demand a perspective which 
gives at least equal weight to the ability of govern­
ment to prevent criminal activities, especially those 
employing violence. 

consequently, I have follow~d closely the develop­
ment, under BAT:!!' and Aerospace auspice's, of capabili-
ties for introducing into non-military explosives those 
unique elements -- taggants -- which would permit iden­
tification and detection of explosives. Very simply, 
the explosives tagging system would work, as .follows. 
Identification tagging involves the insertion of a 
number of tillY particles -- the taggants -- in an explo­
sive material which would survive intact after an explo­
sion and be recovered by bomb scene investigators. The 
identification taggant,which is presently ready for com­
mercial use involves several color-coded layers identi­
fiable under a microscope. At the bomb scene, it would 
first be found in the debris through use of a long-wave 
ultra-violet light which causes the taggants to fluoresce. 
Since one side of most taggantswill be magnetic, a 
magnet will be used to extract the taggants from the 
debris. The taggant itself would reveal the type of ex­
plosive involved, its manufacturer, and the date and 
shift when it was made. From this, the explo~ive could 
be traced through the distribution chain from manufac­
turers, to retailers and, in many instances, to the 
last, or a group of possible last, legal owners of the 
explosive. 

Det~ction taggants -- which are microscopic capsules 
·containing an inert material -- would emit a vapor which 
could he detected by specially developed equipment and 
animals before the explosive containing them was deto­
nated. The presence o~ bombs could, thus be detected 
and lives and property'saved. 

These techniques, some of which could be ~mple­
men ted nationally in 1979 if we had the author1ty, offer 
law enforcement and security authorities an opportunity 
to use science and technology not only to solve more 
bombing crimes but also to prevent their occurrence. 
In this manner, a comprehensive explosive tagging pro­
gram can significantly enhance the public safety., 

The extent to which tagging will help counter 
bombing crimes will be largely influenced by how quick­
ly and how many forms of explosives are tagged. It is 
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very important therefore, that as soon as technology 
allows, the requirement that a particular class of ex­
plosives be tagged should go into effect. One class 
of explosives -- dynamites, water gels and slurries -­
is ready for identification tagging nowJ black powder 
will be shortly. Tagging for the other types is ex­
pected to be ready at different times throughout the 
next three years. Following is a chart reflecting the 
status of development for tagging the various catego­
ries of explosiv~s. It describes the dates we expect 
tagging could begin to be implemented if legislation 
is passed in this session and if sufficient taggants 
are then available. These estimates are those of 
BATF technicQl experts and the Aerospace Corporation, 
the technical managers of this program. 

IDENTIFICATION TAGGING 

Black Powder, June 1979 
Smokeless Powder, July 1981 
Dynamites, water gels & Slurries, June 197Q 
Fuse and Detonating Cord, November 1979 
Boosters, March 1980 
Detonators, June 1981 (label method) 

October 1981 (double plug method) 

DETECTION TAGGING 

Black Powder, October 1980 
Smokeless Powder, October 1980 
Dynamites, water gels & slurries, October 1980 
Fuse and Detonating Cord, October 1980 
Boosters, January 1981 
Detonators, January 1981 (both single plug methods) 

June 1981 (label method) 
October 1981 (double pl.ug method) 

-- Detection Taggant'Sensors, April 1981 through 
March 1982 (implementation of different devices) 

Changes, both positive and negative, from the schedule 
projected last summer are due to various factors, in­
cluding scientific developments, the lack of legisla­
tion, and delays in securing testing agreements with 
some manufacturers. 

We urge that legislation be passed during this 
session which provides the Secretary with the necessary 
authority to require tagging of all types of non-mili­
tary explosives in order that we can minimize the delay 
in getting tagged explosives into the marketplace and 
maximize our ability to apprehend those who use bombs 
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and to save the lives of their intended victims at the 
earliest possible time. Elimination of particular 
classes of explosives from this legislation will, we 
fear, provide a disincentive for the producers of those 
explosives to cooperate with the development and testing 
of tagging. The passage of comprehensive legislation, 
on the other hand, will provide a stimulus which would 
accelerate the process by which tagging of all explo­
sives used in crimes could be accomplished. 

The enactment of tagging legislation in a piece­
meal fashion also will minimize and, likely, defeat 
the timely impact on bombing crimes which tagging might 
have. For example, if we were to achieve legislative 
authority that permits us to institute identification 
tagging for the dynamites, water gels and slurries 
(which are ready for national identification tagging) 
but not for other explo~ives, we would not be able to 
respond rapidly to the expected shift from dynamites 
to other forms of explosives I and that shift will re­
ceive impetus because of these exclusions. Instead, 
we will have to: (1) continue to perfect tagging of 
those categories of explosives not ready today, (2) 
submit additional legislation to authorize the tagging 
requirement for those types, (3) go through additional 
sets of hearings to cover again the testimony already 
given on this, and (4) if the additional legislation 
then passes, wait for the taggant manufacturers and 
explosive manufacturers to gear up for production and 
use of the taggants in these other types of explosives. 
This will be a very lengthy process giving bombers 
years of immunity from the tagging of what are already 
commonly used explosives in bombs, such as black and 
smokeless powders. 

On the other hand}: if we have a single, compre­
hensive bill -- with the requirements that all tag­
gants be safe, suitable, non-damaging, and available, 
and with the discretionary authority to make exemp­
tions or delays when needed --the only step remaining 
once taggants for these other types of explosives are 
ready will be to institute the tagging requirement. 
This approach will not authorize the inclusion 0:1: tag­
gants before it is safe to do SOl tagging will happen 
only after tests, participated in by the manufacturers, 
have been completed successfully. 

, 
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Passage of a comprehensive b~ll is also necessary 
so that the manufacturers of taggants and explosives 
will be prepared to invest willingly the resources 
needed to have production and distribution facilities 
ready. They will do so only if they know that there 
is a legal requirement for compliance and that the. 
tagging requirement will be implemented on a certa1n 
date. This certainly can only be achieved through a 
comprehensive tagging bill. 

The Department recognizes that some have urged 
that black and smokeless powders be excluded from this 
program beca.use ::.hey are used lawfully by sportsmen. 
We cannot endorse such an exclusion. All explosives 
have both lawful and unlawful uses. Black and smoke­
less powders are not only used by the +aw-abidingl 
they are also used by the bombers. For 7xamp17' among 
all bombings in 1978 recorded by ATF -- 1nclud1ng un­
identifiables and incendiaries -- black and smokeless 
powders were used in 18.5 percent of the total bombings. 
FBI figures for this period attribute 22.1 percent to 
the powders. A chart presenting a statistical analysis 
of the various explosives used in crime·is atta7hed 
to my testimony. Together, those po~ders compr1se ~ . 
tiny portion of the commercially ava11able cap-sens1t1ve 
explosives, yet their frequency of occurrence in bomb­
ings is several magnitudes greater than their propor­
tional availabilIty. 

Given this situation, a program that excludp-s 
these powders will clearly have serious deficiencies. 
Initially such an exclusion would encourage the increased 
use of pO~ders in bombs. We are especi~llY con7erned 

'about excluding powders from the detect10n tagg1ng pro­
gram. Given the relative frequency of their use in 
bombings, the use of taggant detectors would be of ques­
tionable value if the¥'could not detect black and smoke­
less powder bombs. Thi$ exclusion would also reduce 
the cost benefits of identification tagging. 

We have recently heard charg'es that the safety 
testing for identification-tagged dynamites, water 
gels, and slurries is not sufficient. That is not 
true. In our charge to Aerospace we have placed, 
and continue to place, the highest pdority on the 
safety of taggantso Dynamites, water gels, and 
slurries tagged with the finally selected identifica­
tion taggants have met every safety test.T~ese tests 
were established and conducted by the explos1ves manu­
facturers themselves. Based on these tests, the 
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manufacturers were confident enough to market their 
own tagged explosives. The explosives manufacturers 
have produced and sold seven million pounds of tagged 
explosives. These are undisputed facts attesting to 
the safety of identification taggants in this class 
of explosives. Further information supporting the 
s~fety testing is s~bmitted as an exhibit to 
M'C'. Dickerson's prepared statement. Safety tests 
are now being pursued on all other classes of explo­
sives with participating manufacturer~ and under our 
approach no tagging would be required until these 
tests have been passed. 

From Treasury's perspective another vital issue 
for tagging has been whether the crimes solved and 
the deterrence established are worth the effort and 
costs of requiring the taggants. In order to assess 
this as objectively as possible, Management Science 

"Associates.was asked to study this question. While 
acknowledging the di~ficulty in assessing the impact 
of any program, befor.e it begins,,' the study concluded, 
and we believe" that the value and .;;cost effectiveness 
of identification tagging is clear. 

Identificat.ion tagging will not., of course, serve 
as an instantaneous means of finding bombers. We do 
not expect to solve crimes and obtain.'convictions on 
the basis of tagging evidence alone. Identification 
taggants will instead provide initial leads and supply 
an additional specific connection between the manu­
fact~rer of an explosive, the ,category of last legal 
purchasers of a particular lot, and other evidence 
found at a bomb scene such as package fragments, wires, 
clockworks. In addition, evidence extrinsic to the 
bomb scene, such as employees with grievances against 
a bombed business, can be compared with the list of 

.purchasers of an ident£Iied lot of tagged explbsives 
in order to reduce further the list of suspects. The 
additional speed with which taggants will help investi­
gators make these initial links will provide an in­
creased possibility of focusing on a class of suspects 
while the criminal among them is still likely to have 
some incriminating evidence in his possession. 

The identification taggant is analogous' to the 
date/shift code already required to be printed on 
high explosives. We know that date/shift data permits 
speedier traces and that ATF has analyzed those cases 
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where date(shift code information has been retrieved 
from dynam1te wrappers that survive explosions or 
were found before detonation. Their study shows that 
cases forwarded for prosecution where a date/shift 
c?de was found were nearly twice the number of cases 
w1thout date/shift information. We expect at least 
a comparable result from the use of indentification 
taggants. 

. Furthermore, this analogy should apply equally 
1n,t7rrorist bombings or bombings by professional 
cr1m1nals, where link analysis will be greatly enhanced 
~hrough the.taggants providing a clear means of show-
1ng c?nnect1ons and patterns common to several bombings 
even 1f perpetrated in several different parts of the 
c?untry. Focus on the individual or group of extre­
~lstS connecte~ t?,multiple bombings will not only 
1ncrease the llke~lhood of solution of several bombings 
~hrough one ov7rall investigation but will also save 
l~ense expe~d1tures of manpower on bombings which 
m1ght otherw1se appear as unconnected events. 

. Detection tagging is, in a way, the part of the 
t~gglng program ~rom which the greatest direct bene­
f7 ts to ~he publ1C safety can be expected. With detec­
t10n dev1ces placed at high target value locations we 
can go b7yond solving bombing crimes only after th~ 
d7stru7t1on has happened and begin, through pre-detona­
t10n d1scovery, to prevent bombings from occurring. 
The MSA stud¥ s~ggests that the cost-benefit of this 
for~ of tag~lng is less certain than ,that for identifi­
cat1o~ tagg1ng. ,Its a~alysis makes clear, however, 
that 1f one cons1ders,Just the high risk, potential 
targ7ts o~ c~tastroph1c bombings -- airports, planes, 
pUb~17 bU1ld1ngs -- then the benefits are clear. In' 
add1t1on, when o~e cONsiders what detection tagging 
ca~ do -- save ~lfe and limb -- the essentiality of 
g01ng forwardw1th this program becomes clearer. 

. Wh~le addi~ional information on costs is con­
ta1ned 1n Mr. D1ckerson's statement, I would like to 
note that the costs of tagged high explosives have 
been,calculated at two cents per pound of tagged ex­
plos1ves. We do not believe this to be an unreason­
able b~rden on either manufacturers or purchasers of 
explos1ves. 
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We have also heard claims that complex and cost­
ly regulatory schemes will be initiated as part of 
the tagging program. Treasury and ATF have asked for 
no new recordkeeping legislation. Records are now 
required under existing laws, including those applic­
able to black and smokeless powders. The only addi­
tional requirement would be to show the taggant I·S. code 
in existing records. This small additional bit of in­
formation could not possibly be a serious burden. 

We also do not seek to tag those types of explo­
sives seldom found in any bombings. We have no desire 
to impose burdens on commercial enterprises or pri­
vate pursuits that do not have a clear public benefit. 
For example, we are not seeking to require the tagging 
of those smokeless powders inserted in commercially 
manufactured, fixed ammunition. Only powders for sale 
in bulk quantities should be tagged. We take this 
position because there is no measurable public benefit 
to achieve by tagging individual rounds of ammunition. 

Furthermore, we will not require the tagging of 
blasting agents which are very rarely used in crimes • 
The greatest portion (80 percent) of the materials 
produced for use in commercial blasting is made up of 
blasting agents, the most common of which is a mixture 
of ammonium nitrate and fuel oil known as ANFO. The 
components of ANFO are not explosives until compounded 
at the blasting site. Then they nearly always require 
a booster and detonator in order to be exploded suc­
cessfully. Both boosters and detonators are going to 
be tagged under this program since they nearly always 
occur in criminal use of high explosives. Thus, in 
the event that blasting agents are used in a particu­
lar crime, booster and. detonation tagging will provide 
the tracing mechanism~ and we will not have to under­
take the massive and costly job of requiring that 
blasting agents themselves be tagged. Tagging of the 
boosters and detonators is cheaper, more readily ap­
plicable, and will have a much greater impact on bomb­
ings than tagging of the blasting agents. 

The explosives tagging program is designed to 
help significantly in defeating the bomber, whether 
he is a terrorist or any other form of criminal. And 
because we believe in the overall value of tagging, 
we think that it would be appropriate, in addition to 
the specific safety and other protections which 
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Mr. Dickerson and I describe in our statements, to 
have an obligation placed on Treasury and the Bureau 
of Alcohol, Tobacco and Firearms to report to Congress 
at least annually on the results of the tagging pro­
gram. Such a report will enable Congress to continue 
to evaluate this program and, we believe, recognize 
its worth. We will be happy to work with the Committee 
in developing this and other proposals designed to 
assure the proper implementation of this program. 

We recognize that many Americans have been touched 
by acts of terrorism and other bombing crimes. The 
victims -- or their survivors -- know that bombing is 
a particularly vicious and indiscriminate crime. It 
is a clearly deliberate act of violence in which the 
bomber has to acquire the knowledge of how to make a. 
bomb; he has to fabricate the explosive devic~; and he 
has to plant it. This is a calculated, planned and in­
disputably intentional process ',lith severe consequences: 
death, injury and the destruction of property. For 
these reasons we believe that we should do all that we 
legitimately can to meet this problem. 

Mr. Chairman, we have never offered tagging as a 
panacea to bombing crimes. It will not be. All bomb­
ings will not be stopped or prevented. In addition, 
we know that it will take time for the effectiveness 
of tagging to have an impact that gives a clear measure 
of its worth. We are confident, however, that identifi­
cation tagging will help solve more bombings and that 
detection tagging will cause the discovery of more bombs 

- before they detonate. Together, these two forms of 
tagging will meaningfully advance our ability to deal 
with the bombing problem and deter some criminals from 
using this deadly in~rument. We believe that this is 
a contribution to the general welfare to which the 
American public is entitled. 
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Department of the Treasury Statement Fobruary 26, 1979 Attachment March 30, 1979, Committee on 

'" Governmental Affairs, 
0 United States Senate I 

" .... 
'" 0 

1978 
CD 

Distribution of Explosives in Crime 
0 

I 

n!!. ~ 
Percent Percent Perce,nt Percent 

~ ~ w/Unknown ~ Kno~ w/Unknown 
Incendiary 636 39.30 34.60 US 36.10 26.50 
Black Powder 196 12.10 10.70 171 13.20 9.70 

1'. Smokeless Powder 209 13.00 11.40 157 12.10 B.SO 
Military 133 8.20 7.20 55 4.20 3.10 

""" Dynamite 173 10.70 9.40 251 19.40 14.20 c:n 
Other 2ll ....li:.lQ. 14.70 ....ill. 15 • .!!.!!. 11.00 

Subtotals 1618 .100.00 .1296 100.00 
Unknown ...ll2. ~ ...fl!. ~ 

Totals 1837 100.00 1767 100.00 
Black , Smokeless 25.10 25.30 (Shown as percentage 

of known) 

Black , Smokeless 22.10 111.50 (Percentage 
including unknolins) 

Black , Smokeless 40.8 39.6 (Percentage excluding 
incendiaries, unknowns) 
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Senator JAVITS. On this point-and I will wait my turn, Mr. 
Chairman-isn't it a fact that what the Rifle Association is jump­
ing up and down about is the fact that maybe somehow, so~ewhere 
this will introduce Government control over the ammumtIOn and 
the weapon, it is just doctrinaire? 

Mr. DAVIS. I have read that in some publications as being a 
concern that what we are trying to do is register ammunition. 
How this is to be I frankly cannot figure out or fathom. It is not 
going to happen. It is not our goal. It is not what this program is 
about. 

This is a bombing program. It is a crime-solving program. It is a 
crime-prevention program. . .. . 

Chairman RIBICOFF. Mr. Quamton, It IS my understandmg that 
the emergency sessions of the NSC Subcommittee on Terrorism are 
not as smoothly run as they appear ~o be. ,For .ex~~ple, I under­
stand these meetings are sometImes dll'ecteu by mdIvIduals who do 
not meet with the group as regular members. This could lead to 
some confusion and could hamper effective action. 

How can this process run more smoothly? I mean, if it always 
has a different chairman and you are always changing the compo­
sition of the committee, how do you put this thing together? . 

Mr. QUAINTON. I am not sure of the circumstances to WhICh you 
refer Senator. In the last 10 months, all meetings of the executive 
com~ittee and of the working group for combatting terrorism have 
been chaired by me. 

Chairman RIBICOFF. You. have chaired every meeting? 
Mr. QUAINTON. Every meeting, without exception. My recollec­

tion is I chaired all the meetings. 
We have, however, created a series of subcommittees in order to 

pull together those agencies around certain functional problems 
about which they have a particular concern, for example the secu­
rity of particular premises overseas. Domestic agencies have little 
concern about the protection of our embassies or missions or infor­
mation centers and so forth. So we have a subcommittee agency 
that deals with physical security overseas. I do not chair that I 
have assigned a person from another office to that. 

In the subcommittee structure there are indeed a variety of 
chairmen; although again, as far as I am aware, each committee 
has been chaired by a single chairman to insure continuity of 
action. . 

When decisions have to be taken in crises-and these have been 
relatively rare-the National Security Council's Special Coordina­
tio'n Committee deals with the most critical issues. There the 
Chairman would be the senior National Security Council official 
available at the time. 

Chairman RIBICOFF. Let me ask you, the President now has 
discretionary authority to impose sanctions. To my knowledge, 
these sanctions have never been invoked. 

Why would the President be more likely to apply discretionary 
sanctions now than he has been in the past? What assurances can 
you give the committee that the use of these sanctions will be more 
seriously considered if they are made discretionary? 

Mr. QUAINTON. Mr. Chairman, I don't think it is exact to say 
that sanctions have never been used. 
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Chairman RIBICOFF. When have they been used? 
Mr. QUAINTON. As Senator Javits is aware, several years ago in 

response to a communication which ~e 'Yrote to the Departm.ent, 
we identified a number of states WhICh m the past had provIded 
support of a variety of kinds to groups that use terrorism. These 
states included Libya, Iraq, and South Yemen. 

I can't tell you whether those states would be prospectively listed 
6 months after the bill becomes effective. But let's take the past. 
Knowing what we knew at that time about the activities of these 
governments, we have had a consc~ou~ policy to. den,y the sale of all 
military equipment, one of the prmcIpal sanctIOns m y~)Ur legIsla­
tion to these countries. We do not have the opportumty to deny 
the~ concessional trade access because as members of OPEC, two 
of them at least would not be eligible. They are not eligible for 
economic assistance. So we have been using the principal sanction 
which is in effect available to us, the sale of military equipment, 
and we have not sold, to the best of my knowledge, any military 
equipment to these countries. " 

Chairman RIBICOFF. Haven't you recently Issued a hcense for the 
sale of planes to Libya which could be used for military purposes? 

Mr. QUAINTON. Yes, sir. A second category about which we have 
been very concerned are those items which might have potential 
military use. We are not talking about guns or weapons. We are 
talking about items such as civilian aircraft, which could have a 
potential use. . 

We have been very careful and have turned down requests for 
transport aircraft comparable to the C-130's which were sold to 
Libya many years ago. They have never been delivered and have 
been embargoed as part of our policy. 

We did however, take a decision last November to authorize the 
sale of t~o 727's and three 747's, sales which amount to $300 
million, against a trade deficit which we have with Libya of $3.35 
million. 

In coming to the conclusion to sell these passenger aircraft, we 
took into account, in the first place, their basic civilian use. They 
are in the civilian inventory, not only of Libyan Airlines, but, of 
course, a wide variety of airlines around the world. There is a 
legitimate civilian need for these aircraft. 

But we didn't just sell them without any restrictions on their 
use and the Government of Libya gave us an undertaking that 
the~e aircraft, the five I am now talking about-three of which 
have not been delivered, the 747's; the 727's were delivered earlier 
this year-would not be used for military purposes; that only au­
thorized civilian pilots would be trained; and there would be no 
militarization of this equipment; and that if these assurances were 
violated, we would cut off the supply of spare parts-not only for 
these 727's which were sold subject to specific restrictions, but on 
the earlier 727's which were sold without restrictions. 

Chairman RIBICOFF. Are these aircraft being used to support Idi 
Amin? 

Mr. QUAINTON. The U.s. aircraft have been used by the Libyan 
Government to support Idi Amin in terms of bringing troops and 
probably ammunition and perhaps other military equipment. This 
includes C-130's sold a very long time ago and some 727's. There 
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are nine 727's in the Libyan inventory. The Libyans have also used 
a certain number of Russian cargo aircraft which they have also 
had in their inventory for some time. 

Senator JAVITS. Mr. Chairman, may we ask the witness, are you 
going to cut off the supply of spare parts. The New York Times 
says, on March 8, 1979: "Western diplomats also reported that 
1,400 Libyans had been flown into Uganda to help President 
Amin." Only C-planes could fly Libyans. You can fly them in 727's 
very pleasantly. 

And I wrote you, with Senator Ribicoff, we joined together, on 
March 16 and asked you specifically whether these aircraft, which 
the United States had licensed today, were being used to supply Idi 
Amin. 

You haven't replied yet. Do I understand this is your reply; that 
is, they are being used? 

Mr. QUAINTON. We will be replying to your letter which did not 
reach us until March 27. 

Senator JAVITS. Pretty slow mail in Washington, isn't it? 
Mr. QUAINTON. I wish we could speed it up. I will try to give you 

all the answers orally. 
Senator JAVITS. We had it delivered by hand, Mr. Ambassador. 

So something is wrong not with us but with the State Department. 
Mr. QTJAINTON. That is often said, Senator. 
The answer is that we know that some 727's have been used in 

Uganda. We do not know at this point in time whether the two 
727's which were sold last November and which were subject to 
specific restrictions are being used. I can't tell you that because we 
don't know. 

What actions we are going to take with regard to the Govern­
ment of Libya, in light of its support and relationship to the 
situation in Uganda, is under intensive review at this time. 

We have called in the Libyan Charge in Washington several days 
ago; indeed, shortly after this information came to our attention. 
We asked our Charge in Tripoli to raise at the highest possible 
level this question and to draw to the Libyan Government's atten­
tion what is our policy; that if those n,7's subject to restrictions 
were used for military purposes, we would cut off the sale of spare 
parts. That is where it stands at this moment. 

Senator JAVITS. If the Chair would allow me, I will use my time 
now. 

Chairman RIBICOFF. Please go ahead. 
Senator JAVITS. I don't wish to intrude at all. But I must say, sir, 

you were great when you named the countries. It was marvelous. 
You inspire the country, inspire the world. So your heart is in the 
right place. 

But I must say, having been up here, like Senator Ribicoff, for so 
many years, when you testified: "The Government of Libya gave us 
an undertaking," I just laughed. What are you people; children or 
naive? Are you babies? The Government of Libya gave you an 
undertaking, when you had marked them yourselves as aiding and 
abetting terrorism. They killed an assistant of mine. That is where 
they were supplied. That brings it really home, doesn't it? 

Mr. QUAINTON. Yes, sir. 
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Senator JAVITS. How can we justify that kind of a policy? Is this 
State Department, fabulously courageous and public spirited-I am 
very serious; I am not kidding-stamping these countries by name, 
and all of a sudden you tell us, you sophisticated diplomats, that 
you accepted, "The Government of Libya gave us an undertaking"; 
this Government of Libya which not only doesn't believe in under­
takings but aids and abets murder. How do you explain it? 

Mr. QUAINTON. As I tried to make clear, Senator, we do not and 
have not and do not intend to sell military equipment or items of 
significant military use to the Libyans or to the other countries 
which we identified. 

We do not, however, have an economic boycott on the Govern­
ment of Libya. There are a large number of Members of this House 
and of the other House who have brought to our attention the 
importance of the economic relationship which we have. As you are 
well aware, Senator, this is a factor in decisions which this admin­
istration must and does take into account. 

Chairman RIBICOFF. May I interrupt? You can turn that down. 
United Technologies, which makes the aircraft engines, are head­
quartered iIi Connecticut. When they asked me to intervene with 
the Government for the sale of those planes, I said no, that I would 
not intervene for anyone, including a constituent, if the planes are 
going to be used by terrorists. 

We had that same problem with flatbed trucks. I made it clear to 
my colleagues in the Senate and House who came from the State 
that I would not intervene because there was a sale for flatbed 
trucks that could be used for transporting tanks. 

So since when does the State Department have to cave in at the 
request of any single Senator or two Senators or three Congress­
men when it is against a basic policy of the country? 

Mr. QUAINTON. Senator, you referred to the question of flatbed 
trucks, a sale which we denied to the Government of Libya because 
it was a request by the Libyan Minister of Defense. We judged 
there was a real possibility that indeed these trucks would be used 
for military purposes, since they were going to the military. 

Chairman RIBICOFF. Yes; but Senator Javits points out that these 
planes were used to transport troops. This becomes a very serious 
problem. 

Senator JAVITS. They admit it, Mr. Chairman. They say so them­
selves, that the 727's were used to transport troops. 

Mr. QUAINTON. And we certainly recognize it as a serious prob­
lem. I don't want for a moment to suggest to the committee that 
we are not aware of the gravity of the situation involving the use 
of Libyan aircraft in the Ugandan situation. 

It is not a question of terrorism per se, but a question of the 
broader foreign policy interests of the United States. 

If I might say, we are trying, as I think the committee is trying, 
to change the behavior of countries whose behavior is often egre­
giously opposed to what we stand for. The question is how can we 
do this. 

In certain limited areas, it seems to me we may be able to make 
progress, even with the Government of Libya. And I am not apolo­
gizing for the Government of Libya. Everything you said, Senator 
Javits, I entirely agree with. 
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But the fact is the Libyans have moved to become parties to the 
major international hijacking conventions. As we understand it, 
they have not received terrorist hijackers for a number of years. In 
a recent hijacking which did take place into Libya, we are pressing 
them to bring these hijackers to prosecution. There is a real possi­
bility they will do so. 

The Libyan Government intervened, as you perhaps saw in the 
press, to save the life of an American taken prisoner by terrorists 
in the Philippines. The Libyan Ambassador got him out. 

So it is a two-edged swor(:l. We want them to do certain things 
and change their behavior, and we are using the tools at our 
disposal as best we can to that end. 

There are, obviously, alternate choices which we could make. But 
we are taking account of a wide range of interests-political, coun­
terterrorist, and others-in coming to these conclusions. 

What I want to assure you is we are aware of the seriousness of 
the problem. This is not a soft policy in which anything the Lib­
yans ask for, they get. They don't. But until we come to the point 
where we have a complete embargo, these decisions are going to be 
difficult to make and will have to be looked at in the light of the 
circumstances and the information we have before us at anyone 
time. 

'Chairman RIBICOFF. Mr. Lally, during last year's hearings, the 
Secretary of Transportation mentioned that a number of airports 
had security deficiencies. Does DOT know of any airports which 
now have deficiencies? 

Mr. LALLY. In terms of deficiencies of the nature and seriousness 
identified by the Secretary of Transportation last year, the answer 
would be no. 

We do know that there are airports where improvements are 
needed and where work is being done to enhance security. But we 
are not aware of any right now that would fall into the same 
category as those mentioned last year. 

Chairman RIBICOFF. But are there some that still present secu-
rity problems? 

Mr. LALLY. Yes, sir; problems, and need for improvement. 
Chairman RIBICOFF. What airports are they? 
Mr. LALLY. I would be reluctant to offhand identify airports. 
Chairman RIBICOFF. Do you know them? Do you know which 

airports they are? 
Mr. LALLY. Yes, sir. 
Chairman RIBICOFF. Then I think you ought to identify them. I 

mean, we are talking about security. We are talking about millions 
of American travelers who travel abroad. I don't know how you are 
ever going to get these airports cleaned up if the public doesn't 
know what they are. The only sanction you have today against 
these countries' insecure airports is letting the world travelers 
know who they are and where they are. I think you have an 
obligation to the American travelers and world travelers to tell us 
what airports they are. 

What airports today have security deficiencies? 
Mr. LALLY. Senator, I am not trying to be uncooperative. But I 

would appreciate it very much if we had the opportunity to vaIi-
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date what is in my mind, my recollection, and provide that for the 
record, in the interest of accuracy. 

Chairman RIBICOFF. No. If you want to go make a telephone call 
now, you go ahead. Senator J avits and Senator Levin can question 
the other witnesses. But I think it is important. This is what these 
hearings are all about. This is what the problems are all about. 

We are the largest user and we have the largest group of aircraft 
internationally. More Americans travel than any other peoples. I 
think every American who travels abroad has a right to know 
whether the airport he is traveling to is a secure airport. I think 
you have a duty. 

Now if you want to clear this up with your sources downtown, we 
will give you the opportunity. If it is necessary to recess this 
hearing for a few minutes, we will do so. I think it is too impor­
tant, Mr. Lally. 

Mr. LALLY. Senator Ribicoff, to the best of my recollection, as I 
said earlier, thel!'! are no airports that I can personally identify 
that fall in the same category as those mentioned last year by 
Secretary Adams as having serious security deficiencies. There are, 
however, as I indicated, some airports where continuing problems 
exist and where continuing work is necessary to enhance security 
to the level that we would like to see it and to the level that those 
nations would like to see it. 

Now there are three airports that fall into that category. I can 
name those three. Those three airports at this time would be 
Mexico City; Accra, Ghana; and another airport in Mexico that I 
am uncertain as to its exact identification. Those three are the 
ones that come immediately to my mind at this time as falling into 
that category. 

Chairman RIBICOFF. If there are any other airports, we would 
expect you to submit that to the committee forthwith, as soon as 
you can check them out. 

Mr. LALLY. Yes, sir. We will do that. 
[The information subsequently supplied follows;] 

---~-- -------
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Dt:PARTMENT OF TRANSPORTATION 
fEDERAL AVIATION ADMINISTRATION 

WASHINGTON. D.C. 20591 

APR 26 1979 

Honorable Abraham A. Ribicoff 
Chairman, Committee on Governmental 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

During my appearance on March 30 before your Committee to 
testify in behalf of S.333, the Omnibus Antiterrorism Act of 
1979, you noted that Secretary Adams, at last year's hearing 
concerning terrorism, had identified five airports having 
security deficiencies. You then asked whether we are aware of 
other airports with security deficiencies. In my response, I 
stated that there were no airports having deficiencies 
comparable to those identified last year but that there are 
several airports where we are working with the concerned 
government to achieve improvements. At that time, I identified 
Mexico City, another Mexican airport, and Accra, Ghana. I 
would like to advise you that the second Mexican airport is 
Merida, and I would also add to the list the airports at 
Monterey, Mexico; Dakar, Senegal; and Casablanca, Morocco. 

As was indicated in my prepared testimony, Federal Aviation 
Administration inspectors regularly visit a number of foreign 
airports. Their purpose is to inspect the security programs of 
U.S. flag carriers and those foreign carriers flying directly 
to the U.S. to assure their compliance with Federal Aviation 
Regulations. While on those visits, they also may observe 
areas where improvements could be achieved in other aspects of 
airport security. When such observations are made, the 
inspectors pass their views and recommendati:ons on to local 
authorities. Our experience has been that appropriate action 
is generally taken by such authorities. 

In some instances, however, the deficiency or deficiencies 
observed by the FAA may be of such a nature that we have 
formally advised the responsible government of our concern and 
our recommendations. The six airports identified above--Mexico 
City, Merida, Monterey, Accra, Dakar, and Casablanca--are the 
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airports now in this category. But it is important to note 
that these airports should not be categorized as having the 
serious deficiencies of the five airports listed last year. 
Casablanca, which was one of the five airports so identified 
last year, has made considerable progress and improvements but 
remains of some concern. I should emphasize, too, that we have 
every reason to believe that appropriate steps are being taken 
or will be initiated by the responsible aviation authorities of 
the countries I have noted. Fo. example, followup visits have 
shown that Dakar already has accomplished nearly all of the 
actions we had recommended. We believe the approach we have 
followed to be an effective way of achieving an acceptable 
level of aviation security, consistent with the approach 
proposed in Section 203 of S.333. 

Enclosed you will find the edited transcript of my testimony 
before the Committee. 

Sincerely, 

11~/:J. UVi-<-Q1 {Cr£J!<--.., 
Richard F. Lally _I 
Director, Civil Aviation ~ecurity Service 

Chairman RIBICOFF. What was done to upgrade the airports men­
tioned last year? 

Mr. LALLY. At the request of the Secretary of Transportation 
Brock Adams, special FAA security inspections were conducted at 
those airports. The deficiencies that were identified fell largely in 
the areas of passenger screening procedures and access to aircraft 
on the ground. 

Reports were made to those governm-;ats; consultations took 
place with the responsible aeronautical authorities; the Secretary 
of Transportation furnished officially and formally the results of 
the inspections, together with recommendations, to his counter­
parts in those governments; and action was taken to improve the 
situation, that is to correct the deficiencies. 

The airports were reinspected by FAA security inspectors, not 
just twice, but in some cases three or four times, to assure that the 
improvements were in fact made and that they continue to exist. 

Chairman RIBICOFF. You see, when you mentioned Mexico City, I 
don't think we should run away from the problems that could be 
engendered because you mention it. The fact remains that Mexico 
City probably has an intake of as many American travelers as any 
airport in the world. I would guess-I don't have the figures-that 
thousands upon thousands of Americans use that airport month 
after month. . 

There is no reason why Mexico City or any other airport in the 
world should not put in security measures. They make a lot of 
money off of American tourists. They take in a lot of money for 
their entire economy. And the least they can do is to assure the 
people traveling in these airports that they are safe. ' 

There is only one way you are going to do it. When Secretary 
Adams mentioned those airports last year, you sent a shock wave 
to each one of those countries. I could tell that by the visits I had 
from the Ambassadors from those countries. I think the greatest 
way to get them cleaned up was by mentioning them publicly. My 
guess is that by mentioning Mexico City and Accra you will finally 
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get action that you would never have gotten by a polite letter sent 
from Secretary Adams or Secretary Vance to the heads of their 
government. 

One more question: DOT, as I understand it, conducts security 
assistance programs to assist foreign governments in improving 
their security measures. How are you assured that this information 
is put to the use for which it is intended and not used to educate 
possible terrorists in ways to beat the system? 

Mr. LALLY. We consider each request for technical assistance, 
Mr. Chairman, on a case-by-case basis. Working in conjunction 
with the State Department and with the embassy overseas, 
through whose channels those requests for assistance flow, we try 
to assure ourselves that the responsible and appropriate govern­
ment officials are involved in the request and that those officials 
would be involved in the actual conduct of the assistance and in 
the followthrough on introducing measures for improvement. 

I cannot identify for you any specific, firm safeguards that exist 
on that score. However, the measures that we recommend general­
ly are not of an exotic or classified nature. They are good, basic, 
fundamental security measures. And their application universally 
throughout the world is what we desire to safeguard aviation on an 
international basis. 

So in answer to your specific question, Senator, we feel we have 
general assurance, but I cannot identify for you specific and firm 
safeguards. 

Chairman RIBICOFF. Senator Javits? 
Senator' JAVITS. Thank you, Mr. Chairman. I would like to thank 

Senator Levin for allowing me to precede him. 
Gentlemen, I just have a few minutes. 
I would like to tell you we support you fully. I would consider the 

bill very seriously deficient without the taggant section. 
Mr. DAVIS. Thank you. 
Senator JAVITS. So we will fight for it. 
Second, I say to Senator Ribicoff, my chairman, I completely 

identify myself with him on the airport matter. I want you to know 
that right now I am the guiding spirit of something called the 
United States-Mexico Quadrapartite Commission which is United 
States and Mexican business and government. It is a big deal. It is 
working on tourism. 

I have given a lot of my life's blood to seeing that it works 
because of the importance of our relations with Mexico. But I 
thoroughly welcome what the chairman has just said and done. I 
will talk to the President of Mexico myself. I didn't know that. I 
don't think millions of Americans know that. And yet they are, 
and we want to help them engage in a major tourist drive, includ­
ing a change in our law to help them, which Senator Bentsen and I 
just introduced a bill to do, because we are jointly working in this 
deal. Just to show you why the Chair is right in how important 
this is. 

So I would join Senator Ribicoff in urging you to look over your 
records and so on. If there is anybody else that needs to be tabbed, 
do it. 

I got on a plane in an African airport about 6 months ago at 2 
a.m. It is not one of those you name. The gates were pulled open 
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and 150 people poured out on the plane. If it hadn't been 2 in the 
morning, I would have turned around and gone home. It was 
shocking. Absolutely no check of any kind-I was there-of any 
kind or character; bags, baby carriages, out they went. 

N ow the only other thing I would like to say to you, Ambassador 
Quainton, is this: Do you understand that our bill has automatic 
sanctions, but the President may suspend them, may he not? 

Mr. QUAINTON. He may. 
Senator JAVITS. Provided that he certifies it is in our national 

interest to suspend them. 
Mr. QUAINTON. That is correct. 
Senator JAVITS. With all respect to you, sir, I hope the State 

Department takes this Libyan experience to heart. You heard the 
distinguished Senator, our chairman, say that sure, we know that 
Libya sells us oil. But you have to have a stomach for decency 
somewhere, some time. And I think that if you had these automat­
ic sanctions, the President would think twice, not once, about sus­
pending them; whereas, when they are not automatic, you get 
exactly what happened here. 

I hope this has tended to convince my chairman, too, who is not 
all so hot on that on my side, because it firms up your back when 
the policy of a government is declared to be firm and strong, even 
if it means difficulty for us, instead of what, believe me, is a joke. 

The Government of Libya gave you an understanding that they 
wouldn't use it for military purposes. You know as well as I do that 
it didn't mean anything to them. Of course it doesn't. And even the 
newspapers can get that information. 

So, Mr. Chairman, I hope very much that the Chair will feel that 
we are on the right track, as he is the author of this measure, it is 
historical, and that we will continue to stand fast on this proposi­
tion. 

I hope the State Department will very, very definitely review the 
bidding on the Libya situation and deny them the spare parts for 
727's when the evidence is so far that that is what we ought to do. 

And also, is there anything in the pipeline on which you are 
asked to give a license for any other planes for Libya right now? 

Mr. QUAINTON. Yes, sir. 
Senator JAVITS. What are you going to do about that? 
Mr. QUAINTON. Let me tell you what is in the pipeline and solicit 

your views about what is in the pipeline, if I may, because no 
decisions have been taken. ' 

We have a request from the Cessna Corp. for 10 crop-duster 
aircraft with a very tiny range, to be used for agricultural pur­
poses. We have a request for two other small aircraft, Cessna 1310 
and 1402C to be used by the Aero Club of Libya, which is a private 
group of airplane enthusiasts. 

We have a request from the Canadian Government for the export 
of General Electric engines and Hamilton standard propeller 10 
Buffalo planes. These are American components for Canadian air­
craft. This is under review. 

We are not, if I might say, likely to approve that request. But no 
final decisions have been taken. 
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And we have a request from an Italian firm, Augusta Bell, for an 
export license for two AB 12 helicopters to be used for medical 
rescue purposes. all of these are currently under review. . 

There is one additional case. The Gulf Stream Corp. has applIed 
for an export license for two Gulf Stream executive jets. None of 
these decisions have been taken. They range from very smaH, 
limited-purpose aircraft-some for agriculture, some for medical 
purposes-to somewhat larger ones. 

We do not have any requests pending at this time for large 
passenger aircraft; nor do we have any requests pending that I am 
aware of for large cargo aircraft. 

Senator JAVITS. You said in your letter of February 13, 1979, 
signed by Mr. Bennett: "Future sales plans by private companies 
are matters of which we are not necessarily aware. However, it is 
our understanding that Boeing anticipates additional 727 and 747 
sales to Libya Airlines." 

Mr. QUAINTON. 'That is correct. 
Senator JAVITS. But no such applications have taken place? 
Mr. QUAINTON. No such applications. They have indicated ~o. us 

they anticipate in the next 4 years sales of some $600 mIllIon 
worth of passenger aircraft. But we have no applications beyond 
the three 747's. 

Senator JAVITS. Mr. Ambassador, I know what I think. That is 
we ought to lower the boom on these people right now, on every­
thing. But I want to confer with the author of the bill and my 
chairman. I want to take a joint position with him. I think this is a 
very serious matter, and so we will advise you together on what we 
believe you should do. 

I do not wish in any way to be separated on my view from 
Senator Ribicoff. 

Chairman RIBICOFF. Thank you, Senator. 
Senator Levin? 
Senator Levin. Thank you, Mr. Chairman. 
I commend you and Mr. Javits for the architecture of this bill. I 

would like to associate myself with it and become a sponsor of it. I 
notice my name isn't there. I think that is pure~y a matter of 
timing. But you can come to me as a sponsor certainly of this bill. 

I have two basic questions. One is you want, you say, more 
flexibility in the imposition of sanctions. How much more flexibil­
ity do you want than you have in the bill? 

Mr. QUAINTON. The bill requires, as you know, Senator, that five 
specific sanctions be applied to those cases, those states the Presi­
dent determines, 6 months after enactment of the bill, have demon­
strated a pattern of support. 

All five of those sanctions in S. 333 would have to be simulta­
neously applied unless the President made a determination for 
national security reasons he would not do so. 

Our view is and continues to be that the President should decide 
which of those sanctions are most appropriate and most likely to be 
effective. 

Senator LEVIN. What objection do you have to the President 
having to inform the Congress before he decides not to impose a 
sanction? 
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Mr. QUAINTON. We have no objection to the President informing 
the Congress of the reasons which he might have for not imposing 
a sanction. We have no problem with the listing of sanctions. And 
we think that the list itself indeed of patron states is itself going to 
be a sanction. 

But the President should ~atermine which of the listed sanctions 
should be used. 

Senator LEVIN. What objection do you have to the requirement 
that the President list those sanctions which he is not going to 
impose? 

Mr. QUAINTON. My understanding is we have no objection. If the 
President had flexibility he could choose two, three, any combina­
tion of sanctions. We have no problem with him informing the 
Congress of the reasons he did not use a particular sanction 
against a particular country. 

We have no problem with setting out the reasons for our deci­
sions, positive or negative, whatever they might be, with relation to 
a particular country. 

Senator LEVIN. There may be a difference in interpretation on 
my part. It says here the President can consult with the appropri­
ate committee of the Congress prior to sending up a prohibition. 

Is it your understanding he must first impose a sanction before 
he can suspend it? Is that how you interpret this? 

Mr. QUAINTON. Is this if S. 333 were in effect or if the proposal of 
the administration to have discretionary sanctions was in effect? 

Senator LEVIN. If this law were in effect. Is it your understand­
ing that the President must first impose the sanction before he can 
suspend it? 

Mr. QUAINTON. Yes. Well, suspend is not the word I would use. 
The bill, as I understand it, provides that the President can waive 
a sanction if he determined for national security it is required. 

Senator LEVIN. Maybe I am on a wrong section. 
Mr. QUAINTON. There are two issues. If the President imposes 

sanctions, under what conditions may he remove them? Should 
that be done by Presidential determination or subject to a concur­
rent resolution. 

But there is also the question if he determined not to impose a 
listed sanction, what would he have to do? That is a different issue. 

Senator LEVIN. Let me ask you the question again. I haven't 
gotten an answer to it yet. Is it your understanding that the 
President must impose the sanction-all the sanctions? 

Mr. QUAINTON. That is correct. I mean, my understanding is he 
has to impose the sanction unless he makes a determination in the 
interest of national security not to impose. 

Senator LEVIN. Not to impose the sanction? 
Mr. QUAINTON. Not to impose. 
Senator LEVIN. So he doesn't have to impose the sanction? 
Mr. QUAINTON. He has to make a national security determina­

tion, that is correct. 
Senator LEVIN. If he doesn't, he doesn't have to impose the sanction? 
Mr. QUAINTON. That is correct. 
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Senat~r LEVIN. Do you have any objection to the requirement 
that he mform the Congress as to why it is that he has decided in 
the interest of national security not to impose a sanction? 

Mr. QUAINTON. We have no objection to informing the Congress 
of the reasons for our decisions, whatever they may be. 

Senator LEVIN. You just acknowledged he has the power in this 
bill not to impose the sanctions. 

Mr. QUAINTON. He would have that pOV/er, that is correct. 
Senator LEVIN. What more flexibility do you want? 
Mr. QUAINTON. We believe that a negative decision would be 

conveying to the patron states concerned a much higher degree of 
acceptance of their behavior. We would be saying: "Well, other 
things are more important than terrorism. Here we are· we are 
going to let you have A, B, C, which are sanctioned by the bill." 

I think it is much more constructive to increase incrementally 
the pressure through sanctions than to have to go through the 
waiver provided in the draft legislation. 

~e?at?r L~VIr;r. Let m~ change the line of qu.estioning. Is it your 
opmlOn If thIS bIll were m effect now that SaudI Arabia would have 
to be listed because of its alleged support of the PLO? 

Mr. QUAINTON. I don't know the answer to that question, sir. 
There are a number of countries, in various parts of the world 
which provide financial and other kinds of assistance to groups; 
some of whom are entirely terroristic and some of which are par­
tially. Whether that would constitute a pattern of support I cannot 
say. I am not prepared to anticipate a determination which cannot 
be made for at least 6 months after the bill becomes law. That 
decision would have to be made in the light of circumstances then 
prevailing and on the information we had about the behavior of 
Saudi Arabia or any other country. I can't give you an answer. 

Senator LEVIN. Can you give us an answer for the record as to 
whclther or not Saudi Arabia's support for the PLO would have 
been covered if this law had been in effect a year ago? 

Mr. QUAINTON. Whether or not the support of Saudi Arabia and 
other countries of the PLO would result in their being placed on 
this list? 

Senator LEVIN. That is very important to me, because I want to 
know exactly what activities would be covered and which ones 
woul~ p.ot. Is the pr~)Vjsion of fu~ds to a terrorist organization over 
a penoa of years gomg to result m that country being listed unless 
the President asks for a suspension? 

Mr. QUAINTON. I will have to get the legal authorities to take a 
hard look at this question. I don't have the answer. 
~enator LEVIN. You .have not analyzed this language to deter­

mme whether or not It would cover such a pattern of activity? 
Mr. QUAINTON. We have examined the behavior of states in the 

past to determine whether a state would fall within the concept of 
a patron state. As I indicated, we identified in the past a number of 
states which did not include Saudi Arabia. 

Senator LEVIN. The question is slightly different. If there were a 
pattern of financial support from a state to an organization which 
openly, avowedly supports international acts of terrorism would 
this language in your opinion result in that state having to be 

59 

listed and sanctions being taken against that state, unless the 
President asked for the suspension of those sanctions? 

Mr. QUAINTON. I do not have a legal view as to whether only 
financial support would be sufficient to constitute a pattern of 
support in terms of the legislation. I would like to ask the legal 
experts of the Department to look at that question and to give you 
a considered answer. 

Senator LEVIN. I will ask that our staff, Mr. Cha.irman, analyze 
the language of this bill as it might apply to that problem. 

Chairman RIBICOFF. Without objection. 
Mr. QUAINTON. That would involve quite a wide spectrum of 

countries, as you would undoubtedly be aware, Senator. 
Senator LEVIN. Thank you, Mr. Chairman. 
Chairman RIBICOFF. Thank you, Senator. 
Without objection, a number of Senators would like to have 

w~itten questions submitted to you gentlemen for response. They 
WIll be forwarded to you. I would trust that you would respond to 
the questions in writing. 

Mr. DAVIS. We would be happy to. 
[Answers to questions submitted by Senator Levin:] 
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DEPARTMENT OF STATE 

WatllinlitlOn, 0 C 20520 

JON 7 1979 

Dear Mr. Chairman: 

This is in reply ~o your letter of May.7 ~onveying . 
three additional quest~ons from Senator Lev~~ ~n connect~on 
with the testimony of Ambassador A~thony Qua:nton, 
Director of the Office for Combatt~ng Terror~sm, before 
your Committee on March 30. Attacheo are the responses 
for the record. 

Enclosures: 
As stated 

The Honorable 
Abraham Ribicoff, 

Chairman, Committee on Governmental Affairs, 
United States Senate. 
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On page 3 of your statement you note that the U.S. 
Government has already applied some sanctions in a 
number of cases against cOuntries covertly supporting 
terrorist groups. Could you please identify or provide 
for the record the names of these Countries, what 
sanctions were imposed, and what effect, if any, these 
sanctions had on the subsequent behavior of these countries? 

A number of COuntries have provided assistance to 

groups which use terrorist methods. Ne have been 

particularly concerned by the activities in recent 

years of Libya, Iraq and the People's Democratic 

Republic of Yemen. Ne carefully review all requests 

for export of items of potential military use to 

these countries. Our policy is not to SUpply them 

articles of either direct or indirect military application. 

Nith respect to Libya, the (l.S. Government: 

-- Disapproved the overhaul of the United States or 

elsewhere of 8 Libyan C-130 aircraft. 

-- Disapproved the issuance of Munitions Control licenses 

for the overhaul of Libya's C-130 abroad. 

-- Disapproved the sale of a normal supply of C-130 

spare parts and on-site maintenance of the aircraft 

in Libya. 

Postponed indefinitely the ex~ort of 8 C-130 aircraft 

purchased by Libya in 1972. 

-- Refused various requests for the sale of Munitions 

List material to Libyan military consignees, includir.,g 

50-412 0 - 80 - 5 
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heavy helicopters, telecommunications equipment, 

military tank transporters and combat support vehicles. 

Denied licenses for third country transfer to Libya 

of US-origin equipment and technology which would 

enhance Libya's military capability. 

Denied required licenses for export of US computers 

to the Libyan Atomic Energy Research Center. 

Blocked a proposed sale to Libya of civilian truck 

tractors suitable for Use as tank transporters. (The 

manufacturer subsequently withdrew the license request, 

but the sale of 400 trucks of ". different type incapable 

of transportit. •• tanks was later approved.) 

Selectively rejected Libyan requests for training 

in the US of civil aviation personnel and refused a 

request to send five US technical experts to a Libyan 

industrial research center. 

-- .~ld, as of May 23, the State Department has recommended 

that the Department of Commerce not allow the ex.port of 

3 Boeing 747 commercial aircraft ordered by Libyan Arab 

Airlines. 

The Libyans continue to give support to some groups 

which employ terrorism; but, for over a year and a half, 

we have seen no evidence of Libyan participation in the 

planning or execution of any terrorist incident. The 

I 
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Libyans have acceded to all three international 

conventions dealing with hijacking and air safety, and 

during the past twenty months they have twice refused 

hijacked aircraft permission to land in Libya. While 

the Libyans certainly have not totally disassociated 

themselves from terrorists, there appears to have been 

some movement in the direction we favor, and we want to 

encourage this process. It is difficult to say precisely 

what part U.S. sanctions have played in this process, 

but they may have been a factor in altering Libya's 

posture with respect to certain forms of terrorism, 

such as hijacking. 

With respect to Iraq, the U.S. sells no military 

equipment to the Iraqis and carefully scrutinizes any 

items of potential military use to assure that risks 

of such use are minimal. The U.S. Government has 

disapproved applications to sell: 

radar systems and complimentary equ'pment 

communications countermeasures equipment 

radio monitoring equipment 

The Department of State has informally disapproved 

other items, su?h as armored ambulances and two-way 

radios. 
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The volume of their requests for U.S. equipment 

purchases is relatively low due, in part, to the 

absence of diplomatic relations and the miniffium level 

of contact with the U.S. Government. The USSR is 

Iraq's chief source of military supply. 

Iraq has taken a public stand against airline hijacking 

and has apparently determined to deny its airport 

facilities to hijacked aircraft or to hijackers seeking 

asylum. There have been no instances in at least the 

past two years or more where Iraq has cooperated in 

allowing a hijacked aircraft to land. Iraq is also 

an adherent to the three major avia~ion conventions. 

In contrast to its positive stand On hijackirtgs, Iraq 

continues to provide SUpport to international terrorist 

groups - especially those aSsociated with the Palestinian 

liberation movement. While Iraq's stance on hijacking 

can be considered favorable in light of our policy 

considerations, there is no strong evidence to Suqgest 

that the US-applied sanctions have resulted in a reduction 

of Iraqi support for the groups which have enjoyed its 

patronage. 

with respect to the People's Democratic Republic of 

Yemen (PDRY), the U.S. Government has: 
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Never approved sales of any military items. 

Disapproved all export license requests for the 

sale of commercial aircraft OVer the last two years 

for I used Boeing 707, I Boeing 737 and 4 demilitarized 

C-47's. 

The volume of South Yemeni requests for U.S. equipment 

purhcases is very low due, in part, to the absence of 

diplomatic relations with the U.S. Government. 

There is no evidence that U.S. oanctions have moderated 

the PDRY's provision of various forms of assistance to 

groups which employ terrorist tactics. It has not 

adhered to any of the three major aviation conventions. 
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Could you also provide for the record examples of 
conflicting or confusing legislative provisions to 
combat terrorism which you say on page 9 of your 
statement are in need of review? 

There are nine separate legislative provisiops dealing 

with international terrorism which are contained in: 

- P.L. 95-435, Section 6 (authorizing u.S. participation 

in the Supplementary Financing Facility of the IMP) 

- Export-Import Bank Act of 1945, Section 2 (b) (1) (B) 

- Foreign Assistance Act of 1961, Section 620A 

- Arms Export Control Act of 1976, Section 3(f) (1) 

Foreign Assistance and Related Programs Appropriations 

Act of 1979, Section 607 

- Trade Act of 1974, Section 502(b) (7) 

- Export Administration Act of 1969, Section 3(8) 

- Federal Aviation Act of 1958, Section 1114 

- P.L. 95-118, Section 701 (dealing with u.S. partici-

pation in international development banks). 

A primary problem Idth these legislative provisions 

is, as We testified, that they are difficult to 

interpret and apply because they lack common definitions, 

standards and purposes. 

For example, only three provisions (P.L. 95-435 re 

IMF, P.L. 95-118 re development banks, and ~~e Federal 

Aviation Act) include a definition of international 
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terrorism, and then only by reference to specific 

conduct, i.e. hijacking. In one case (P.L. 95-118), 

it appears that the application of the provision is 

limited only to circumstances surrounding acts of 

hijacking; in the other two, hijacking appears to be 

illustrative conduct. IH th respect to one of the 

latter eX9mples (P.L. 95-435), the legislative history 

states: "(T)he definition of the word terrorism will 

be that contained in the anti-terrorism legislation 

now pending before Congress or otherwise defined by 

law." Assuming the first reference is to S. 333, the 

definition has not been finalized and the legislative 

history is incomplete; the latter ref( lnce only leads 

one ~ack to the example of hijacking. 

Further difficulties with existing legislative provisions 

concern the lack of common, or at least complementary, 

standards of application. For example, four provisions 

(Foreign Assistance Act, Foreign Assistance Appropriations 

Act, Arms Export Control Act, and the Trade Act) use 

one standard, while the other five establish separate 

bases for application. The first four focus on any 

government or country which " •.• aids or abets, by 

granting sanctuary from prosecution to, any individual 

or group which has committed an act of ihternational 
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terrorism." P.L. 95-118 talks about governments 

which " ... provide refuge to individuals committing 

acts of international terrorism ... ". The Aviation 

Act may apply when a " ... foreign nation permits the 

use of territory under its jurisdiction as a base of 

operations or training or sanctuary for, or in any way 

arms, aids, or abets any terrorist organization .•. ". 

The Export Administration Act concerns itself with 

encouraging other countries to " ... prevent the use of 

their territory or resources to aid, encourage, or 

give sanctuary to those persons involved in directing, 

supporting or participating in acts of international 

terrorism." P.L. 95-435 focuses on governments which 

" ... permit entry into the terri tory of such country to 

any person who has committed an act of Lnternational 

terrorism ... or otherwise support'l, -oncourages, or 

harbors such person; or fails to take appropriate 

measures to prevent any such person from committing 

any such act outside the territory of such country." 

The meaning of many of the above phrases and verbs is 

far from clear. Unfortunately, the legislative 

histories of many of these provisions is sparse and 

inconclusive. 

I 
\~ 

! [ 
!" 
i 
I 
I 
i 
! 
I 

I', I 

r I, 
f 
) 
i 
) " 1 
1 

\ 
~" 

\ 

I 
! 
I, 
I 

\ 
[, 

~ 
I 
tl 
L 

69 
, • I 

- 4 -

Finally, some of the provisions seem at least 

partially at odds with one another from a policy 

standpoint. Some .provisions, dealing with unilateral 

U.S. assistance, commercfRl concessions or facilita-
. ,-, ._.----

tion, 'require automatic application unless national 

security or economic interests requi~e'otherwise 

(Foreign Assistance A~t, Foreign Assistance Appropri­

ations Act, Arms Export Control Act, Trade Act). Two 

other provisions in the same general category (Export 

Administration Act, Eximbank Act) are to be applied 

only after efforts to obtain international cooperation 

to the same effect have been exhausted or only if such 

action "would clearly and importantly adVance United 

States policy in such areas as international terrorism." 

The Foreign Assistance Appropriations Act and the 

Eximbank Act contain somewhat contradictory provisions 

dealing with the same Federal agency, the Export Import 
Bank. 

Lastly, of the two provisions dealing with U.S. 

participation in international financial institutions 

(IFI's), both require automatic application; but one 

(P.L. 95-435 re IMF) has no provision for waiver, while 

the other (P.L. 95-118 re other IFI's) contains a basic 

human needs exc'eption. 
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If the application of sanctions is made entirely 
discretionary with the President, won't this 
significantly weaken the sanction as a deterrent? 

The threat of sanctions, whether automatic or, not, 

is the significant deterl:ent. \~hat is important is 

that foreign governments recognize that the U.S. 

Government will use its programs and authority when 

there is egregious behavior related to terrorism. We 

have already taken important steps in the cases of 

certain problem countries, as outlined in the response 

to your first question, to impose sanctions by denying 

sales of items of either direct or indirect military 

application. 

Chairman RIBICOFF. Thank you very much, gentlemen. 
[Whereupon, at 10:40 a.m., the committee was recessed, to recon­

vene at the call of the Chair.] 
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OMNIBUS ANTITERRORISM ACT OF 1979 

MONDAY, MAY 7, 1979 

U.s. SENATE, 
COMMITTEE ON GOVERNMENTAL AFFAIRS, 

Washington) D.C. 
The committee met, at 10 a.m., in room 3302, Dirksen Senate 

Office Building, Hon. Abraham A. Ribicoff (chairman of the com­
mittee) presiding. 

Present: Senators Ribicoff, Sasser, Pryor, Javits, and Stevens. 
Chairman RIBICOFF. The committee will be in order. 
Our first witnesses today are Capt. Thomas M. Ashwood and 

James E. Landry. 
. I want to welcome you two gentlemen. Your organizations have 
been in the forefront of efforts to combat terrorism. If this bill ever 
becomes law and policy in this country and abroad, it is my person­
al opinion that your contributions will be seen as the most influen­
tial force in making this possible. I don't know when I have ever 
welcomed Support from any organizations more than I do yours. It 
is important. I am always pleased to see you gentlemen. 

Mr. Landry or Mr. Ashwood, is there any preference who goes first? 
You may proceed. 

TESTIMONY OF CAPT. THOMAS M. ASHWOOD, SECRETARY, AIR 
LINE PILOTS ASSOCIA'I'ION, AND JAMES E. LANDRY, SENIOR 
VICE PRESIDENT AND GENERAL COUNSEL, AIR TRANSPORT 
ASSOCIATION 

Mr. ASHWOOD. Thank you, Senator. If I may, I would like to 
submit our prepared statement for the record. 

Chairman RIBICOFF. Without objection, the entire statement will 
go into the record. 

Mr. ASHWOOD. I thank you, sir. 
I will comment on what we consider to be the high points of the 

proposed legislation. First is the section where we refer to the 
missiles, the SA-7 and the Red Eye. The provisions of this bill 
would discourage the illegal use of these missiles and safe harbor 
and safe haven for their users. There is no question that the use of 
surface-to-air missiles in civil aviation is the most ominous escala­
tion in this bloody history of terrorism. This is the heart of the bill, 
as I mentioned. 

The biggest defense against such things are the automatic sanc­
tions which ai:(~ contained in the bill. There is a section which 
reads-this is referring to the offending countries-that "have 
demonstrated a pattern of support for acts of international terror-
ism." (71) 
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We understand right now there have been only two successful 
missile attacks against civil aviation. These were actually launched 
in Rhodesia by terrorists who have their base in Zambia. I point 
this out as an example of automatic sanctions. 

Right now we understand that Zambia is about to receive some­
thing like $41 million worth of direct aid from the United States. 
So I feel that if such an automatic sanction were involved today, it 
would perhaps temper the Zambia Government's judgment in 
giving sanction to terrorists. 

We dispute the State Department's attitude toward automatic 
sanctions. They say they require flexibility. I would suggest with 
respect ~o the. present. language. of the bill it grants flexibility to 
the PresIdent m sufficIent quantIty at least to protect the national 
interest and security of the United States. 

We would also point with respect to the Bonn agreement which 
the President was party to last year. It already calls for the auto­
matic suspension of air service. So we have endorsed the principle 
of automatic sanctions in another regard. 

We would also like to touch on the expansion of the Federal 
Aviation Administration outlined in section 204. The present 
system, sir, is working at full stretch. I am referring to the FAA 
Security Division in the United States. We are somewhat con­
cerned when this bill becomes law, which we hope it will of course 
that something will have to give. ' 

They have insufficient personnel, we believe, to accommodate the 
new requirements of the bill. To the best of Our ability we have 
tri~d to assess what their increased requirements would b~. We feel 
it IS between 40 and 45 additional personnel, with a cost of some­
where between $2 million and $2.5 million. We are very concerned 
t~at the budgetary requirements to meet the full provisions of the 
bIll be granted to this particular division of the FAA which is the 
Civil Aviation Security Service. That may be considered in your deliberations. 

I understand that the taggants for explosives, of course, are 
P7rhaps one of the more controversial items of the bill. We recog­
lllze the technology has yet to be perfected but we are not con-
vinced that it cannot be perfected. ' 

The thing that concerns us most greatly is that the bill itself 
may ~e delayed or. even destroyed over the taggant question. We 
ask ~Ith respect, SIr, that the bill does contain provisions for the 
reqUIrements of taggants at some point in the future with a defi­
nite time limit on it. I think the research and development can be 
a,ccomplished in a reasonable period of time, and taggants on explo­
SIves should become a reality in the United States as they are 
becoming in other parts of the world. ' 

We. have h~d some examples recently, for example the Frankfurt 
bombmg, whICh was fortunate in that the bomb destined for an 
aircraft headed for Israel, went off on the ground. ' 

To the best of OUr knowledge, it had a barometric fuse attached 
to ,it, which means it 'Yas intended to blow up an aircraft in flight. 
WIth t~ggants. such thll:gS can be detected. They can be detected in 
the mall. I t~mk tha~ IS ~he only way we are going to be able to 
detect explosIves mmled m parcels or that go into the baggage hold. 
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Regarding section 306, loaded guns in baggage, although it is not 
specifically a terrorist act, we feel an amendment would be a very 
important part of the bill. This provides defense for airline person­
nel. We have already had one baggage handler killed and one 
wounded because of this. 

Chairman RIBICOFF. I have always been curious about that. You 
go through the screening process when you enter a plane. What 
happens if some of these things are put in baggage? 

Mr. ASHWOOD. That is the problem. 
Chairman RIBICOFF. Is your baggage screened as it goes into the 

cargo area of an airplane? 
Mr. ASHWOOD. That depends on what flight you are on, sir. For 

flights the airlines consider to be high-risk flights, all baggage is 
mspected before going on board. On most flights it is not, because 
it is felt that the chance of a kamikaze-suicide-type operation 
where a passenger will load a bomb on the same flight he intends to take--

Chairman RIBICoFF. That isn't what bothers me. I have often 
been bothered by someone checking in baggage, buying a ticket 
sending the baggage, and then not taking that plane. ' 

Mr. ASHWOOD. We are bothered by the same thing, sir. I know 
we share this with our colleagues from ATA. There are various 
systems being experimented with right now on preventing this 
from happening, so a passenger and his bag do have to go on the same flight. 

If the passenger fails to check on board, we are trying to provide 
a system where the unaccompanied bag is identified when we move 
the bags. That is a rather difficult problem because of the amount 
of baggage that is handled daily in the United States and other 
parts of the world. But we hope to have some system pretty soon 
where this can be accomplished. 

We ~~e rather conce~ned with the way people who carry guns, 
for legltlI~ate reasons, lIke hunters and so forth, who do pack their 
weapons m hold baggage and pack them loaded. As I said, this is 
extremely poor gun handling. I think it should also be a criminal 
offense. I think that will prevent this sort of thing from happening. 

We are particularly alarmed. We saw a recent CIA public record 
that indicates that the United States is in for some terrorist at­
tacks this year, which is why we are also concerned this bill does 
not get held up, that it go through markup as soon as possible. We 
feel that is the start of a season for terrorism. We feel the summer 
is going to be a particularly bad one in this regard. 

We are totally unconvinced as yet that the United States has a 
traiD;ed f?rce, s,!ch !is the G-9 force in West Germany or the 
SpecIal All' SerVIces m England or the forces the Israelis have for 
coping with the situation where they have to rescue hostages from an aircraft. 

We recognize the President caused a unit to be formed. While 
the unit, of course, is shrouded to some degree in secrecy we have 
see!1 .little evidence it has .either t~e w~apons or budget ~r proper 
trammg so we can cope wIth the SItUatIOn where a U.S. carrier is taken. 

Chairman RIBICOFF. Are the people in this special force consult­ing with you at all? 

, 
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Mr. ASHWOOD. No, sir. We wrote to the President last year, we 
being the Air Line Pilots Association, offering just Our expertise in 
the field of aviation. We don't consider ourselves to be expert in 
combat, but we do know about aviation. 

We received a rather gratuitous reply thanking us, but no 
thanks. 

Chairman RIBICOFF. I will get a letter off requesting the Defense 
Department to consult with these organizations. What always both­
ers me is the failure to take advantage of people who have special­
ized knowledge, the realization that a bureaucracy doesn't have the 
knowledge and expertise. 

You people who have the grave responsibilities not only for your 
own life and safety but the lives and safety of hundreds of thou­
sands of people should be consulted as to methods and means and 
experience. I will get a letter off to the proper people to consult 
with you gentlemen. 

[The letter and response follow:] 
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The Honorable Harold Brown 
Secretary of Defense 
Washington, D. C. 20301 

Dear Mr. Secretary: 

May 7, 1979 

In hea:ings before the Committee today on S. 333, the 
Omnibus AntLterrorism Act of 1979, representatives of the • 

• air ~ine pilots urged that the Department of Defense's 
~ specLal counter-terrorist forces be better trained in deal­

ing with aviation-related terrorism. 

In particular, the Air Line Pilots Association testified 
that these forces have virtually no detailed training for 
rescuing ho~tages from hijacked aircraft. . 

Since a great many tarrorists focus' on such targets as 
aircrafts and airports, it would seem to me vitally neces­
sary that our American counter-terroristiforces be well­
versed and thoroughly trained in their response to these in­
cidents. Both the pilots and the air line industry have 
valUable, unique expertise in this area. :I believe the 
Department of Defense should work closely.with these groups. 
in developing highly specialized counter-terrorist units. 

As the nation with the largest num~r of air travellers 
we should certainly take the lead by maintaining a first- ' 
rate, professional counter-terrorist response force. 

Oi::.. IJ.J' fA L 
Abe Ribicoff .' tV 

I 
'-~~"'"·~~-~·r7."·-.,·",,,.~-,,, ,." .... ~,.-":_.~",c» .. =, ~ 

, 

, 

, 



L 

'I , 

OFFICE. cHIEF OF 
LEGISLATIVE LIAISON 

Honorable Abraham Ribicoff 
Un! ted States Senate 
Washington, D.C. 20510 

Dear Senator ~oicoff: 
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The Department of the Army has been requested to respond ~o your recent 
letter to the Secretary of Defense concerning the training of counter­
terrorist forces for response to commercial airline terrorist incidents. 

As you know, response to terrorist incidents in the domestic arena is 
the responsibility of local, .State, and Federal law enforcement agencies. 
At the Federal level., the FBr- has primary responsibility for incident 
resolution. Legal considerations (Posse Comitatus Act) constrain reepo"<~ 
by the military unless the situation is beyond the capability of these 
law enforcement agencies, and the President directs military action. 
Training for such contingencies has been conducted in coordination with 
the FBI and the Federal Aviation Administration. 

With the cooperation of the Federal Aviatio~ Administration and several 
major airlines, DOD counter-terrorist fo~ces have trained on all types 
of commercial airliners for situations requir~ng rescue of hostages. 
These forces have also trained at several majo; airports to ensure they 
are thoroughly knowledgeable of airport operati,ons. This training has 
been conducted diecretely to prevent the disclo~ure of techniques, 
tactics and personnel that would be used during- an actual incident. As 
e result, the Air Line, Pilots Associstion was most probably unaware 
that such training hA~ been conducted. 

cerel~. / ~/ 
'J 1, 7v _______ 

JOHN L. NALER 
Chief, Investigations and 
Legislative Division. 
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Mr. ASHWOOD. We appreciate it. Thank you, sir. 
My last comment would be on punishment fitting the crime. We 

are very alarmed about a recent Federal Court decision regarding 
the possible parole of the Croatian terrorists who hijacked a TWA 
airliner, killing one police ofJ:icer and maiming three others. It is 
possible, by a recent decision 3 weeks ago, they could be released 
on parole after serving 2% years of their sentences. We feel that 
somehow this is inconsistent with the present stance that the 
United States is taking regarding terrorism. 

We just ask the question of the Justice Department: If we cannot 
live up to Our own intentions, how can we expect other countries to 
do so? 

We believe that there are, in fact I have a newspaper clipping in 
my notes from last Thursday's Washington Post, where a police 
officer was killed by a bomb delivered to a city hall in Alabama. 
The assassin's bomb, I think, is becoming the weapon of the late 
1970's. I think there is an increase in its use. I think our judicial 
system should be geared and our punishment should b8 geared to 
take account of that fact. 

That is about the extent of my remarks, Mr. Chairman. 
Chairman RIBICOFF. Thank you. 
Mr. Landry? 
Mr. LANDRY. Thank you, Mr. Chairman. My name is James 

Landry, and I am senior vice president and general counsel of the 
Air Transport Association of America, which represents virtually 
all of the scheduled airlines of the United States. 

We have submitted our detailed statement for the record. I will 
merely summarize it here this morning. 

We are pleased that this committee is focusing on international 
terrorism in an effort to thwart mindless acts against the users and 
operators of civil aviation as well as other vicious crimes against 
citizens of all nations. The antihijacking program here in the 
United States has been working very well and we and the pilots 
and the involved Government agencies are determined to keep it 
that way. 

Much has been done both domestically and internationally to 
counter crimes against the aviation industry, including the U.s. 
carriers' standard security program as approved by FAA; lATA's 
airport inspection program; other lATA, ICOA, and U.N. actions 
which I have described in my written testimony; the July 1978 
Bonn antihijacking declaration; and voluntary carrier undertak­
ings to improve security at airports where the local effort appear's 
inadequate. 

Let me touch briefly now on various provisions of S. 333. Section 
105 would require the President to submit, 6 months after the date 
of enactment, a list of states which have demonstrated a pattern of 
support for international terrorism to both the Senate and the 
House; and section 106 also provides for automatic sanctions, 
absent what amounts to congressional approval of any waiver, 
against countries on the list. 

On balance we believe some degree of discretion left to the 
executive branch would be preferable to an open weighing of sanc­
tions versus other national interests. However, we would urge this 
committee to insure that the executive branch be firmly advised 
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that it is the intent of Congress that sanctions be fully exploited as 
a necessary and desirable tool to combat terrorism and that any 
waiver from their use is to be an exception, not the rule. Required 
reports to the Congress on the use of sanctions will, of course, be 
necessary to attain that goal. 

Section 203 would withhold, revoke, or impose conditions on the 
operating authority of any carrier or foreign air carrier to engage 
in foreign air transportation at an airport where security deficien­
cies had not been corrected. 

Our carriers strongly urge that they be included in the consulta­
tions regarding security at airports being assessed and the opportu­
nity to remedy any deficiencies. I might add, I think probably the 
pilots should be included in those consultations as well because 
they are obviously extremely expert on this whole subject area. 

In short, we believe that a viable alternative to withholding or 
revoking the operating authority of any carrier to engage in for­
eign air transportation at an airport would be to permit the carrier 
or carriers to supply the manpower and equipment to get the job 
done. 

We have done that on some occasions at some airports. We stand 
ready to do it further wherever necessary. 

The, airline industry heartily supports section 204 of the bill 
which provides for aviation security assistance to foreign govern­
ments and aviation security training for foreign nationals as being 
to the mutual advantage of all countries. We, like the Pilots Associ­
ation, do question whether $100,000 a year even approaches ade­
quate funding for such an important effort. 

We also strongly support section 303 which would require the 
mandatory use of identification and detection taggants in the man­
ufactur~ of explosives. In keeping with our primary goal of crime 
preventIOn, we urge that an even greater emphasis be given to the 
research. ar;d d~velopment effort for detection taggants. 

The aIrlIne mdustry wholeheartedly supports full implementa­
tion of the Montreal Convention. 
. The member carriers of ATA support the various penalty provi­

SIOns of sections 305 and 306. In addition, we would like to add 
another one. We strongly urge an addition to S. 333 which would 
make it a Federal crime to place or attempt to have placed a 
loaded firearm aboard aircraft in, or intended for operation in air 
transportation or intrastate air transportation, in baggage or other 
property which is not accessible to passengers in flight. 

In the period September 1975 to August 1978 there were 12 
instances of accidental discharge of loaded weapons in checked 
bagga~e resulting in the death of one airline employee and the 
woundmg of another. Fortunately, none of the other incidents re­
sulted in death or injury. 

On the various governmental organization proposals we believe 
that the Presidential restructuring of the antiterrorism effort is 
quite similar to the Council to Combat Terrorism described in S. 
333 and works efficiently and effectively on the problem. We de not 
believe it essential to establish any other offices at this time. 

Mr. Chairman, Captain Ashwood's prepared statement makes 
some adverse comments on one section of the recent revision of 
part 107 of the Federal Aviation RegUlations. The section criticized 
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is the one that would permit, under certain conditions, flexible law 
enforcement response instead of a stationary law enforcement pres­
ence at each of the stations where passengers are screened. Oppo­
nents of this revision have presented their arguments. I would like 
to present the full picture as we see it. 

Prior to revising part 107, the merits of flexible law enforcement 
response were discussed at length among responsible law enforce­
ment officials, FAA security experts, and airline security directors. 
There was not complete unanimity; in fact, one of our carriers 
advised that it favored stationary presence. 

It was decided to give flexible law enforcement response a try at 
three airports, using a different system at each airport. Those 
selected were Dallas/Fort Worth; Lincoln, Nebr.; and Houston. The 
tests proved to be an unqualified success. 

The main objection to stationary presence is that the law-en­
forcement officer is what is called a sitting duck. The Samuel Byck 
incident at Baltimore/Washington International Airport a few 
years ago is an example. A policeman at the screening point was 
shot and killed by Byck who then boarded an aircraft, killed the 
copilot, and wounded the pilot. Byck, himself, died in the shooL-out 
that followed. 

At many airports a policeman roving the area rather than one 
remaining in a fixed position is in a better police posture, is more 
alert, and can react to an incident rather than be part of the 
incident. He has a better opportunity to observe passengers, meet­
ers and greeters, and others near the screening station. He is able 
to make better use of his skills and training, feels that he is really 
a professional law-enforcement officer, is less likely to look for 
another job, and has far better morale, which in turn affects his 
performance. 

Recent remarks by passengers at Lincoln, such as: "How come 
there are so many cops at the airport?" indicate that flexible law 
enforcement response does not decrease visibility. At many airports 
flexible response is more cost effective, reduces turnover and re­
sults in retention of a higher quality law-enforcement officer . 

In short, there are good arguments on each side. I think it 
noteworthy that the International Association of Chiefs of Police, 
representing the police departments that supply the manpower for 
the antihijacking program, is on record as f8voring flexible law 
enforcement response. 

In conclusion, Mr. Chairman, we appreciate the opportunity to 
be here. We believe you are performing an admirable public service 
in holding these hearings and bringing to the attention of the 
American public the true facts about terrorism. We pledge a con­
tinuation of the utmost cooperation of our member airlines in 
bringing these heinous crimes to an end. 

I would be glad to answer any questions you may have. 
Chairman RIBICOFF. Thank you, gentlemen. 
S. 333 would require the FAA to periodically review the security 

of foreign airports and publicize those which fail to correct defi­
ciencies. 

At this point in the record I would like to insert a letter from 
Richard Lally, Director ofthe Civil Aviation Security Service. 

[The letter referred to follows:] 
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DEPARTMENT OF TRANSPORTATION 
FEDERAL AVIATION ADMINISTRATION 

WASHINGTON. D.C. 20591 

APR 26 1979 

Honorable Abraham A. Ribicoff 
Chairman, Committee on Governmental 
united States Senate 
Washington', D.C. 20510 

Dear Mr. Chairman: 

During my appearance on March 30 before your Committee to 
testify in behalf of S.333, the Omnibus Antiterrorism Act of 
1979, you noted that Secretary Adams, at last year's hearing 
concerning terrorism, had identified five airports having 
security deficiencies. You then asked whether we are aware of 
other airports with security deficiencies. In my response, I 
stated that there were no airports having deficiencies 
comparable to those identified last year but that there are 
several airports where we are working with the concerned 
government to achieve improvements. At that time, I identified 
Mexico.City~ another Mexican airport, and Accra, Ghana. I 
would like to advise you that the second Mexican airport is 
Merida"'and I would also add to the list the airports at 

"Monte.tey., Mexico; Dakar, Senegal; and Casablanca, Morocco. 

As was indicated in my prepared testimony, Federal Aviation 
Administration inspectors regularly visit a number of foreign 
airports. Their purpose is to inspect the security programs of 
U.S. flag carriers and those foreign carriers flying directly 
to the U.S. to assure their compliance with Federal Aviation 
Regulations. While on those visits, they also may observe 
areas where improvements could be achieved in other aspects of 
airport security. When such observations are made, the 
inspectors pass their views and recommendations on to local 
authorities. Our experience has been that appropriate action 
is generally taken by such authorities. 

In some instances, however, the deficiency or deficiencies 
observed by the FAA may be of such a nature that we have 
formally advised the responsible government of our concern and 
our recommendations. The six airports identified above--Mexico 
City, Merida, Monterey, Accra, Dakar, and Casablanca--are the 
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airports now' 1 this category. But it is important to note 
that these airports should not be categorized as having the 
serious deficiencies of the five airports listed last year. 
Casablanca, which was one of the five airports so identified 
last year, has made considerable progress and improvements but 
remains of some concern. I shoUld emphasize, too, that we have 
every reason to believe that appropriate steps are being taken 
or will be initiated by the responsible aviation authorities of 
the countries I have noted. For example, followup visits have 
shown that Dakar already has accomplished nearly all of the 
actions we had recommended. We believe the approach we have 
followed to be an effective way of achieving an acceptable 
level of aviation security, consistent with the approach 
proposed in Section 203 of S.333. 

Enclosed you will find the edited transcript of my testimony 
before the Committee. 

Sincerely, 

fl-t.tJ!uV1.-<-(( {(d2.e~ 
Richard F. Lally 
Director, Civil Aviation ecurity Service 

Chairman RIBICOFF. Mr. Lally lists six foreign airports which 
have security deficiencies at the present: Mexico City; Merida, 
Mexico; Monterrey, Mexico; Dakar, Senegal; Casablanca, Morocco; 
and Accra, Ghana. I would note each of these airports is widely 
used by American citizens and airlines. 

Gentlemen, do you feel that informing the American traveling 
public of such deficiencies through a list will be effective in push­
ing these foreign governments to improve their security? 

Mr. ASHWOOD. Yes, sir. If I may respond, yes, I do believe it will. 
I think what it will tE'nd to do is cause the countries r{;sponsible for 
those particular airports to be embarrassed enough to perform 
some security service and upgrade the security of those particular 
airports. Because of the time lapses involved, it will give them the 
opportunity to take corrective action. 

I just don't see any responsible member of lATA, which most of 
these countries are, refusing to upgrade their security in the face 
of such public humiliation, which T guess is the word I would use. 

Mr. LANDRY. Yes. I would certainly agree, Mr. Chairman, that 
that can and will help. We also feel that the kind of assistance and 
cooperation that the airlines are trying to give to these countries 
and to these airport authorities is very effective. 

We believe, for example, that out of Mexico City now the secu­
rity of the flights to the United States is good, that they are using 
X-rays and metallic detectors there, but the security of flights from 
Mexico City to other points in Mexico is very spotty, frankly. 

Up until a couple of years ago, before the airlines really worked 
even on the flights to and from the United States, the security in 
Mexico City was not very good. It has improved now int~rnational­
ly, but much remains to be done domestically. 
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Chairman RIBICOFF. After all, American tourism is very impor­
tant to every country in the world. The use of the airplane today i!:i 
for all practical purposes the basic means for international travel. 

I am sure that the traveling public, if they felt a foreign airport 
was unsafe, would easily decide to go to a country with safe air­
ports instead of unsafe airports. The simple sanction of listing an 
airport with security deficiencies is certainly relatively easy and 
inexpensive. But I think the international publicity of having the 
airport listed would probably be the best goal to have the govern­
ments or the authorities responsible for the security of the airports 
make sure the deficiencies were cleaned up. 

Mr. ASHWOOD. I agree, sir. There is another factor of the argu­
ment against the public list, of course, which is the argument this 
provides a list of vulnerable airports to terrorists. I think that is a 
nonsensical argument because they are very well aware of what 
airports are vulnerable and what airports are not vulnerable. 

Chairman RIBICOFF. I imagine every terrorist has a pretty good 
idea of security arrangements at every airport in the world. 

Mr. ASHWOOD. Yes, sir. 
Chairman RIBICOFF. They certainly know which ones are more 

lax than the others and which ones are completely deficient. 
In the mid and late 1960's and early 1970's, aircraft hijacking 

reached epidemic proportions. The danger to the American public 
was obvious. 

The airline :ndustry reacted responsibly by installing costly and 
drastic secur; ~y measures. The Air Transport Association predicts 
it cost more than $200 million annually, but it has paid off. The 
number of hijackings has dropped off dramatically. Yet we have 
the case of the explosives industry opposing a security program of 
explosives tagging, which is slated to cost about $40 million annual­
ly. The aircraft security program deterred would-be hijackers. 

Similarly, is it not likely that the explosive tagging program will 
deter would-be terrorist bombers? 

Mr. ASHWOOD. If I may respond, absolutely yes, it would deter 
them because of the detection of the explosives. If we are talking 
about the Gconomics, if the industry is talking economics, you just 
mention eli a figure of $40 million a year. I would point out that the 
cost of a single Boeing 747 is $55 million right now. If they want to 
talk about an economic benefit, I think that the benefit is very 
clear there. Just to use the excuse that it is difficult, may be costly 
to meet this requirement, I don't think answers the basic question: 
Why are we trying to do it? We are trying to do it so we can stop 
an aircraft from being blown up in the sky. 

I think this is a very laudable purpose and objective. I certainly 
don't see a relatively small economic penalty as being a persuasive 
argument against the accomplishment of that objective. 

Chairman RIBICOFF. Mr. Landry? 
Mr. LANDRY. We share the view of the pilots. Obviously aside 

from that $55 million aircraft that he spoke of, the mere thought of 
saving the lives of those aboard certainly makes this a very valua­
ble enforcement tool, one that should hopefully be included in 
legislation. 

Obviously we recognize it is a very controversial part of the bill. 
However, we have been very much encouraged by recent reports on 
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the research and development going on in this area. We are par­
ticularly pleased to see the advances being made in the detection 
taggant area, which is the most vital part. The identification tag­
gants are obviously very useful. Detection taggants are the ones 
that can save those aircrafts and save those lives. 

We hope that ultimately the entire aviation community and 
manufacturers and others who have been opposed to this will come 
around and support this very useful section of the bill. 

Chairman RIBICOFF. Your associations disagree on whether the 
sanctions against country aiding terrorists, provided for in the bill, 
should be automatic or discreti.onary. 

The history of the U.S. Government in applying sanctions 
against such country isn't too promising. Generally we really 
haven't applied them as a means of combating terrorism. 

Are there cases that you know of where in your view the U.s. 
Government should have applied economic or military sanctions 
but did not? . 

Mr. ASHWOOD. Yes. The one I mentioned earlier in Zambia is a 
case in point. The President of Zambia, at the time of the first 
destruction of a Rhodesian airliner, publicly stated that he was in 
support of the terrorists who were using his ten~tory for a sanctu­
ary, for a safe haven, and also for a training base. 

That particular year, as I understand it, the United States gave 
them something like $34 million in direct dollar aid. As I men­
tioned, in 1979 I understand Congress is contemplating $41 million. 

This is a substantial amount for a country the size of Zambia. I 
think that is a perfect example of what I would term an offending 
nation receiving aid from the United States while it supports ter­
rorist attacks against civil aviation. 

So in short, yes; I agree the sanctions would be a most effective 
weapon against countries allowing themselves to be used as host 
nations for terrorists. I think this is the only answer, frankly, sir. 

Chairman RIBICOFF. In other words, if it is discretionary, it would 
really deter a strong antiterrorism policy. 

Mr. ASHWOOD. Yes, sir. This is why we are opposed to the discre­
tionary aspects by arguing against it. We have had the discretion­
ary sanctions since 1974, in the original antihijacking bill. We have 
never seen them used. We feel if the discretion is taken out of this 
law, then I think countries will think twice before allowing them­
selves to be used as hosts by terrorist groups. 

You can always find a reason why one shouldn't do something. I 
think that since 1974, on many occasions the State Department has 
found a multiplicity of reasons why we should not apply the sanc­
tions which were available. We can go on forever like this and go 
on forever being blown up and shot down out of the sky. 

ChairnIan RIBICOFF. Mr. Landry, do you want to comment fur­
ther? 

Mr. LANDRY. Mr. Chairman, I think it is really a question of 
degree that separates us from the pilots on this. We, as we have 
stressed this morning, do feel that a very strong message ought to 
go to the Department of State and to the executive branch that the 
waiver of sanctions should be a very rare exception and certainly 
never approach anything resembling the rule. 

------------------------~-
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What does give us some pause is, through the approach. of what 
we construe as being tantamount to congressional approval of any 
such waiver, getting into a situation where before the world com­
munity perhaps you have an open weighing of the U.S. objective 
against terrorism against other national interest objectives. We 
would hope that you don't get into that weighing situation because 
there may be that rare instance where other efforts, other than the 
imposition of the full array of sanctions, might be a desired course 
of action. 

Chairman RIBICOFF. Both of you support section 204 of the bill, 
which provides for Federal technical civil avIation security assist­
ance to foreign governments to improve their airport security. 

You also agree that an authorization of $100,000 annually is 
inadequate for this function. 

What in your view would be an adequate authorization? 
Mr. ASHWOOD. We did some research on this, sir. Of course, we 

don't have access to Government figures and Government manuals. 
But we believe that the Security Division of the FAA-and I am 
specifically talking about that section of the FAA-WOUld require 
an additional number of between 40 and 45 people. We estimaie 
that is between $2 million and $2.5 million annually to accommo­
date this increase. 

We would stress, sir, that if any such increase is g:-anted to the 
FAA for this purpose, it would specifically be earmarked for this 
purpose and not put in the general FAA budget where it would be 
lost in the mountainous collection of departments that they al­
ready have. 

Chairman RIBICOFF. You feel that American technical assistance 
is important because many of these countries don't have it them­
selves, or it isn;t available to them and they need American help? 

Mr. ASHWOOD. There are probably five nations in the world that 
have probably any degree of technical expertise. The United States 
would be the major one. 

Chairman RIBICOFF. What are the others? 
Mr. ASHWOOD. I would say Great Britain, Israel, probably 

France, and Canada. 
Mr. LANDRY. Perhaps Wp.st Germany. 
Mr. ASHWOOD. Yes, perhaps West Germany. 
Chairman RIBICOFF. I am just wondering if it shouldn't be a joint 

responsibility, all of these countries, or do you think that is too 
complex? 

Mr. ASHWOOD. I am not really in a position to judge, sir, whether 
they would be cooperative in that regard. There is a great deal of 
international cooperation on this question, as we have seen with 
the recent FAA symposium that was held 2 weeks ago here in 
Washington that 54 nations participated in. But it is really a 
question of who does have the material, who does have the man­
power, and who does have the financing to be able to afford this. I 
think you will find most of the other countries would tend to look 
to the United States once again as being the mentor of the world. 

Mr. LANDRY. I think, Mr. Chairman, the success of our anti­
hijacking program here in the United States, after the dreadful 
situation that existed back early in the seventies, the success of 
this Government-industry cooperative effort is one that is recog-
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nized throughout the world as perhaps the best performance that 
has been made in aviation security anyplace on the face of this 
Earth. 

I think for that reason we are looked to for leadership. I think 
we can provide it. 

Chairman RIBICOFF. Senator Sasser? 
Senator SASSER. No questions, Mr. Chairman. 
Chairman RIBICOFF. Senator Stevens? 
Senator STEVENS. No questions, Mr. Chairman. 
Chairman RIBICOFF. Gentlemen, thank you very much for your 

cooperation. 
Mr. ASHWOOD. Thank you. 
Mr. LANDRY. 'l'hank you. 
[The prepared statements of Mr. Ashwood and Mr. Landry 

follow:] 

, 

, 

\ 



L-

7 

86 

STATEMENT OF 

CAPTAIN THOMAS M. ASHWOOD, SECRETARY 

AIR LINE PILOTS ASSOCIATION 

COMMITTEE ON GOVERNMENTAL AFFAIRS 

U. S. SENATE 

MAY 7, 1979 

OMNIBUS ANTITERRORISM ACT OF 1979 

Good morning, Mr. Chairman. I am Captain Tom Ashwood, Secretary of the 

Air Line Pilots Association (ALPA). Our Association represents the professional 

interests of more than 30,000 pHots who fly for 32 airlines. 

I am also chairman of the International Flight Security Committees for both 

ALPA and the International Federation of Air Line Pilots Associations. 

.We are grateful for this opportunity to present our views to the Committee. 

We are especially appreciative, Mr. Chairman, of the sustained effort you and 

Senator Javits are making to ensure we have strong laws to protect us against 

international terrorism. 

Recent events in several countries remind us that international terrorism 

continues unabated. The Palestinian Liberation Organization recently warned 

that it is escalating its terrori~t attacks in response to the peace treaty 

between Egypt and Israel. These developments underscore the need for legislation 

such as S. 333, your bill that will make Americans and others throughout the 

world safer and more secure from terrorists. 

Just three weeks ago today, 12 innocent Belgians were wounded wIlen Pales-

tin ian terrorists threw a bomb and then shot up a restaurant at the Brussels air-

port. It was only luck that no one was killed during this incident. But it was 

good securi<y measures, not luck, that kept the terrorists from attaining their 
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objectives. The bill before you would encourage all foreign countries to adopt 

adequate security measures such as those in Brussels. 

That attack is just one of several examples that supports the prediction 

the Central Intelligece Agency made last month. The CIA said international 

terrorism increased in 1978 and is expected to remain at about the same level 

this year. 

Such a level is far too high, Mr. Chairman. If we are going to do anything 

about reducing the level of international terrorism, we need strong legislation 

such as S.333. 

We pilots are par~icularly concerned about an ominous trend in terrorism --

the use of small surface-to-air missilas to shoot down unarmed civilian airliners. 

Twice within the past eight months, Soviet-made SA-7 missiles have been used to 

shoot down Rhodesian airliners and kill innocent passengers. SA-7s were also 

involved in two earlier and unsuccessful attempts to shoot down Israeli airliners. 

We are not involved in the politics of the Rhodesian situation, but we find 

it deplorable that these cold-blooded attacks on unarmed civilian airliners were 

not widely condemned by other nation's. This cowardly silence can only serve 

to encourage more such attacks and lead to the deaths of more innocent civilians. 

The Soviet Union and other· Warsaw Pact nations have made the SA-7 widely 

available in the Third World. Our information is that there are at least 130 

SA-7s easily available to terrorist groups. In addition, an unknown number of 

Redeye missiles, the U. S. equivalent of the SA-7, are unaccounted for following 

the recent revolution in Iran. 

It only takes one missile to shoot down an airliner carrying hundreds of 

innocent travelers. We know of no effective measures that can be taken to protect 

the aircraft; the only solution is to stamp out the terrorists and deny them their 

sanctuaries. 

One step the United States can take that would be vAry effective is to apply 

sanctions against nations that support and supply terrorists. Section 106 of the 
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bill you are considering provides a number of sanctions the President is to apply 

to nations that "have demonstrated a pattern of support for ;:lets of international 

terrorism. II 

The bill also gives the Pres1dent reasonable flexibility in applying these 

sanctions by allowing him to suspend any of them if he consults with the appro­

priate committees of Congress and explains in detail why he is doing so. 

We are aware that the State Department opposes the automatic sanctions 

provision of S. 333 because it allegedly would hinder OUr flexibility. What the 

Department apparently wants is merely to continue the discretionary sanctions 

already authorized by law .. 

That is not good enough, Mr. Chairman. Discretionary sanctions against 

nations supporting terrorists have been available in U. S. law for almost five 

years. The U. S. has never applied them. Sad to say, our experience is that 

the State Department can always find a reason why a sanction should not be applied. 

We believe the U. S. is overdue in telling the world it is serious about 

combating terrorism. Now is the time to demonstrate our resolve by passing a 

law that includes automatic sanctjons against nations supporting terrorism. 

In this regard, we note that the U. S. government supported the principle 

of automatic sanctions when it s.igned the Bonn Agreement last Summer. That 

agreement says signatories will take "immediate action" to halt commercial air 

service to and from any country that harbors aircraft hijackers. 

There is nothing discretionary about the halt in air service; it is as 

~ndatory as it can be. We.urge the State Department to take its cue from Pres­

ident Carter's action in Bonn last summer and stop opposing the automatic sanctions 

in S. 333. They provide an appropriate mixture of firmness and flexibHity in 

dealing with supporters of terrorism. 

We also strongly support the airport security provisions of S. 333. The 

recent terrorist incident in Brussels demonstrated again __ if further demonstration 

were needed -- that good security at airports can thwart terrorists. 

} 
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Our only reservation about the airport and aviation security provisions of 

S. 333 concerns the additional authorization of funds in Section 204. 
Currently, 

the Federal Aviation Administration's Civil AViation Security Service is carrying 

out its mission in an excellent manner. The American taxpayers have certainly 

received full value for every dollar the Service has spent on aviation security. 

However, we are concerned that the additional responsibilities this legis­

lation places on the Security Service will overtax it. The result will be either 

that security at airports in this country will suffer or the FAA will be unable 

to carry out adequately the foreign airport security provisions of S. 333. 

We believe the additional annual authorization of $100,000 r.ont~ined in 

Section 204, while helpful, will not give the FAA enough resources to carry out 

its responsibilities fully. Therefore, we ask that the Committee consider an 

increase In this authorization. 

In regard to airport security, we think the Committee should be aware of a 

recent change the FAA made in the rules governing passengpr screening at U. S. 

airports. Under this change, which was promulgated over our strong objections, 

an armed police officer is no longer required to be present while passengers 

undergo screening at certain airports. Instead, he may patrol other areas of the 

airport terminal while screening takes place. 

We believe this new rule seriously erodes the highly effective airport 

security system that passengers, pilots and flight attendants hav~ come to rely 

on over the past six years. The presence of a vigilant, armed police officer at 

the screening point is a key part of the delicate and complex airport security 

system. 

The entire purpose of the system is to prevent hijackings. If the police 

offic~r is not present when the hijacker is detected, he can not react immediately 

and must try to regain the initiative later. Indeed, the very absence of an 

officer may be just enough to encourage a would-be hijacker. 

For these reasons, we believe the FAA's change in the rule is a step back-
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ward in airport security. Consequently, the Committee _may wish to consider 

legislation that would require an armed police officer to be present during 

passenger screening at U. S. airports. 

We wish to reaffirm our support for the section on explos'ive taggants in 

this bill, Mr. Chairman. Within just the past six weeks, there have been two 

instances of attempted airline bombings that could have been prevented by the use 

of detection taggants. On March 25, four baggage handlers were injured when a 

suitcase exploded at Kennedy Airport in New York. That suitcase was destined for 

an aircraft belonging to TWA -- the airline I fly for. On April 3, ten persons 

were injured when a bomb in a mail sack destined for Israel exploded in the air 

cargo terminal in Frankfurt, Germany. 

These bombings underscore the need for detection taggants. We also support 

the use of identification taggants as a valuable tool for law enforcement. 

We would also like to suggest an amendment to Section 306 of the bill to 

provide criminal penalties for anyone checking a loaded gun in airline baggage. 

In recent years, one airline baggage handler was killed and another wounded when 

loaded guns in passengers' bags have gone off. A prohibition on loaded guns in 

airline baggage is in a bill introduced by Congresswoman Patricia Schroeder of 

Colorado and in H.R. 2441, the anti-terrorism bill sponsored by Congressman Glenn 

Anderson of California. We urge your Committee to include a similar prohibition 

in your bill. 

My final comment, Mr. Chairman, goes somewhat beyond the scope of S. 333. 

concerns the preparations the U. S. has taken to counter aircraft hijackings and 

other terrorist attacks. We are alarmed that this country has no specially 

trained force comparable to those of Britain, Germany or Israel. Current units 

in the Defense Department appear to rely too heavily on conventional infantry 

tactics and trainin~ and, as far as we know, have received no detailed training 

for rescuing hostages from hijacked aircraft. 

That concludes my prepared statement, Mr. Chairman. Thank you for this 

opportunity to testify on this vital and needed legislation. I would be pleased 

to answer any questions. 
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STATmlENT OF JANES E. LANDRY 
VICE PRESIDENT AND GENERAL COUNSEL 

AIR TRANSPORT ASSOCIATION OF MIERICA 
BEFORE THE GOVERN~IENTAL AFFAIRS CmU.IITTEE 

OF THE UNITED S'l'ATES SENl\TE 

~lay 7, 1979 

Hy name is James E. Landry and I am Senior Vice President 

and Gene~al Counsel of the Air Transport Association of Amer.ica, 

a trade association representing Virtually all of the ~heduled 

airlines of the United States. 

Airline security officials of the member carriers of AT;'" 

have dedicated their efforts over the last several years Lo 

achieving the highest possible level of security for U.S. air­

line operations \~orld-\~ide. Most importantly I they ha\-e not 

been alone in striving to\~ard that goal; th'.t have wJrked siclc­

by-side \dth equally dedicated security e>:perts in our 90 vern­

'ment , with the strong encouragement of the Congress and evcry 

Administration, in what has been described as one of the finest 

examples of government/industry cooperation in many years. 

This common task, unfortunately, appears destined to be' '1n 

unending one in today's society. That is \,'hy we are plellsed to 

have this opportunity to comment on the Omnibus Antiten'oril-1;l1 

Act of 1979, and we commend the Committee on Governnent"-l Aff.llrs 

for calling these hearings and focusing on legiSlative Chnll()<'!.: 

"to strengthen Federal programs and policies for comLating in-

terna tional and domes tic terror ism. " 

have consistently supported severul of the measures l':~lllbo.licd i I) 

provisions of S. 333 and \~e are grateful. to sec their pl. 01'('''·.';1 
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enactment into law. I \~ill; conunent on thos~\ pl-ol1isions in the 

latter part of my statemen~. 

Scope of the Problem 
{ 

Nhile the number of hard core international terrorists is 

actually quite small (perhaps only a few hundred) their despicable 

actions, fed oy instant global publicity, have seriously affected 

many elements of government, business and the general public. 

Ambassadors and military attaches, a Prime Ninister and other 

public officials, as well as private citizens, have been slain, 

banks robbed, planes, ships and trains hijacked, and public, 

commercial and residential buildings and automobiles bombed. 

Aircraft hijackings by terrorists and other criminals have 

received massive publicity, yet they constitui:.e a small perccn-

tage of the problem. For instance, of the 353 incidents of inter-

national terrorism in 1978, hlO \~ere hijackings: one in the 

Middle East, and one in Latin AmericaJi In the last eight yeilrs 

there has-been only one terrorist hijacking of a U.S. aircraft. 

Fortunately, and due in substantial measure to the achievements 

of government/industry aviation teams around the world -- \dth 

the U.S. among the a"knowledged leaders -- aircraft hij<lcking!l 

by international tel'rorist3 declined dramatically after lhe pl'<1k 

year of 1970. The trend was m~ay from the forll\id~ble bal.J"ieJ's 

erected by mos t of the wor Id conununi ty agains t av ia tion terror i >.Om 

1/ Table G, Page 10, Internation<ll Terrorism in 1978 (I~P79-.l(11,;9, 
Murch 1979), prepared by the National Foreign l\ssessment. Cl'IlLl'I' of 
the Central Intelligence l\gency. 
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and to\~ard what have become relatively simpler, more easily 

accomplished forms of terrorism, such as bombing, incendiary 

attacks and armed assault. 

However, we recognize that so long as we .face the dreadful 

experience of one aircraft sabotage, or one successful hijacking, 

or any other mindless act ~gainst the users and operators of civil 

aviation, we face the chal'lenge of enhancing the unified effort 

to thwart these vicious crimes against mankind. \'le undt"rstand 

that to be the focus of this Committee's deliberations. 

Current Aviation Programs to Counter Terrorism 

In exploring \~ays to meet the challenge, it is useful 

to consider what has been done to date. The aviation-related 

aspects of terrorism represent a matter of serious concern to 

the airline industry as well as governments. The deterrent pro­

grams in place today were developed by the aviation industry in 

conjunction with governments, All U.S. carriers operate under 

a standard security program approved by the Federal .I\viation 

Administration. Each year the member carriers of. ATA spend 

more than one hundred million dollars on screening of international 

flights (both to and from the United States) and domestic flights, 

and (mother one hundred nlillion dollars for lil\~ enforcemen t 

support of such screening. The FAA regulatory role includes 

inspection of the security operations of all U.S. carricrn as 

\~ell as the foreign carl'iers flying to, from or \d thin the U.S. 

International l\il'port Inspcction P,'o'l!:!!.!!! 

'rhis activi ty is supplemented by the inspection P,,'o;;ralll 

of the Sccuri ty l\dvisory Commi ttce of the Interna lion"l ;.1 r 
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Transport Association (lATA) whose membershj.p includes over 

100 of the world's major international airlines. lATA hal:: de-

veloped and promulgated its own airport security" standards for 

international airports. At the invitation of the governmQnts 

involved, in-depth securit~ SUl.'veys under lATA sponsorship hnve 

been conducted at airports throughout the world, including si:-.-

teen in 1978. Reconunendations ,.lade are either being imp:CC:'mc-nte(l 

or are under active consideration. 

lATA Resolution 

Another significant act by the World's airlines l'las th~ 
passage of a resolution at lATA's Annual General !1e~ ting held 

in Hadrid in November, 1977 i calling upon the lnternationnl Civi,l 

Aviation OrganiZation (ICAO) to amend the Chicago Convention 

l::!y incorporating the Tokyo (Crimes Abonrd Aircrnft), HagUe! (Hi­

jacking) and Hontreal (Sabotage) Conventions therein and 

applying the provisions requiring expulsion of member states 

failing to ratify the amendments so incorporated. rATA efforts 

to persuade states to ratify these Conventions through contnct 

11i th national carriers of those sta tes nre continuing. 

rCAO Actions 

The airline industry strongly sUpported the propos111 by 

Secretary of Trnnsportation AdafOls, as prese,,':~d to a specinl 

mecting of the rCAO Council, urging that the highest priority 

be given to the October 1977 IClIO Assembly resolutions 011 

securi ty, thnt n variety of securi ty mc,111ures fonilulil let! by TC,\O 

be upgraded [rom reconunendcd prnctices t'o worlc1-I\'i tic st,1nc1;1l dn, 

\iJ 
I! , 
~ 

I 
I 

95 

-5-

and that the promising program of regionnl avintion security 

seminnrs be increased and expanded. Our industry nlso whole-

heartedly npplauds the United Nations Resolutiol, condemning 

aerl.al hijackings r and other acts of violence against 'civil 

m;tntion, and calling upon nll states to improv,e security ,1rrnnclC­

ments at airports and ratify or accede to the Tokyo, Hague .. nt! 
Hontreal Conventions. 

The Bonn Agreement 

No review of the concrete steps taken by the I~orld COllU,lll-

nity in this area would be complete Idthout registel.'ing tel" 

applause of the member carriers of the Air Transport ASsoci .. U on 

for the Bonn Anti-Hijacking Declaration announced at the July, 

1978 economic sununit meeting of seven of the major aviatioll 

pOl1ers of the world. This declaration that the seven nations 

Itould cease commercial air service to and from any country thi'l 

harbors airline hijackers is a positive step in the right 

direction. Ne have been briefed on the two meetings that 11.1\'(' 

been held to layout the procedures for implementing the nonn 

Declaration. \~e are pleased that thirty nations have mnde' 

public or private statements of support for the Dec111rntlon, 

Addi tionnl nssistance to obtnin the support o[ tho n'"", j 'hlel.' 

of the world \1as received from the Europ""n Pnrlill111C'nt whie!., 

on )·Iarch IG, 1979 ndoPted a resolUtion in \"hich the NC'mbl'l' i;lal.(':; 

l1g1.'ee to adhel.'e to the Donn Decln1.'ation llnc1 nlso 1111(1<'1't,,):', (CI 

persuade the government!; of other COllntrj os to do the S'II'\,', 

Cn~rjer ScrnC'ning 

As cnn be seen, PlUeh hl1S bean clonC' by the cnrric'rr., I :' 
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the U.S. Government, by IATA, by ICAO, and by the UN to insure 

recognition of the univers?l need for quality deterrent prognlms. 

In addition, there is increased carrier recognition that they 

must provide security for their flights, \~hether or not ~,overn­

ments participate. Fortunately, a willingness of foreign authori­

ties to grapple with the security problem is the general e}:peri­

ence. However, in situations where the performance of '1irport 

authorities has appeared inadequate, our carriers as well ns 

those of other flags have taken it upon themselves to provide 

the necessary personnel and eq:!ipment to insure sa fe and SIK'('.1y 

transportation for our passeng,~rs and cargo. At times, th<?se 

are individual carrier undertakings; at other times, joint 

efforts. Should an ultimate confrontati.on ever arise in which 

a host government or its airport authorities refuse to allow 

carrier screening, our carriers would consider not boarding 

passengers at those airports until adequate screening is in forcc. 
Comments on S. 333 

Section 105 would require the President to submit, six 

months after the date of enactment, a ll.~t of stntes \~hich 

have demonstrated a pattern of support for international 

terrorism to the President pro temporc of the Pen~te and thd 

Spenker of the House of Representatives, and sct forti' hin 

reason for listing nny such states. 

I~e believe in the principle that up-front prevention j'l'Oll!"l!\ll; 

nrc the mos t effective menns of dCilling with, and nculrn1 i" i 1:,; • 

problems in crime. Airline scoul"ity dircctors !wvc been ill t:;~, 
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for'cfront in espousing crime prevention and crime resistilnce. 

In filCt, the 1979 seminnr of the Internationill Associiltion of 

Airline Security Officers will have the thcme "The Security Buck 

Stops Here," meaning that the security officers recognize the 

limited resources of law enforcement and are concentrating on pre­

vention of crime rather t~an on investigation, i1pprehension, 

prosecution and incarceration. We sincerely believe that good 

security is \~hat stops hijacking and terrorism. To that end, 

technieill assistnnce from the United States aviation community 

shOUld be the first avenue pursued. 

Also, prior to establishing a List of States Supporting 

International Terrorism I\'e suggest that consi.deriltion be givcn to 

the ques tion of \~hetner such a unila tel"al action might prompt other 

'nations to take retaliatory steps, resulting in a Pilttern of con­

,frontation insteild of cooperation, I'/e Would prefer that the 

President, prior to preparing an initial list, issue a "froni this 

day forward" announcement of intention to prepal"e the list in thc 

event that international, governmental or airline efforts prove 
inad equa te. 

Sectipn 106 \~vuld impose automatic sanctions against iI coun­

try that is on the I,ist of Stiltes Supporting In\ernntional Ter-
rorism 

I~e defer to the Department of State on this question since 

it is iI milttor so irulxtricilbly involved with intcrnational re-

1a tions policies. It: would seem to us thil t selective use of 

sanctions might give th~ Department of State more 1everngc. ~~Qre[or, 
\~~ beli~ve that existjng law, \\'hioh aUl:hol"izes the l'rl':;;,;cnt to 

impose snnctions on a diser~tionnry basis is prl'forilblo Lo n public 

weighing of snnctions versus ot,her 11,11:iol\il1 intcl."'s ts, 1I0h'''V
I
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we "'ould urge this Committee to insure that the Executive 

Dranch be made a'~are that the intent of Congress is 

that sanctions be fully exploited as a necessary, and desir­

able tool to combat terrorism. 

Section 1115 of S. 333 is the provision that impacts most 

directly on airline operations and therefore is of particular 

interest to our industry: Section 1115 (a) '~ould l'equire the 

Secretary of Transportation to assess p'eriodically the effective_ 

ness of security J11easures at foreign airports, These assess .. 

ments would be made in consul tation with appropd.a te aeronautic 

authori ties of the concerned foreign government, l~e believe th" t 

provision should also be made for consult"tion with the U,S, flag 

carriers serving that airport since the member carr. iers of lI'fil 

would be willing to provide additional security, if neceszary, 

to remedy deficienCies in the security measures at the airport, 

Our carriers have taken it upon themselves to pl'ovitle pel'­

Sonnel and equipment to enhance security at some foreign air­

ports and would be ,-illing to extend this practice to other 

locations where it proves necessary, In short, we believe that 

a viable alternative to I-lithholding or revoking the operiltin9 

authol'ity of any carrier to engage in foreign air tra'nsporl.ation 

at an airport "'ould be to permit the carrier or c(lrriC'rs Lo ""I'ply 

the manpower and eqUipment to get tIle job done. 

The proposed Section ll15(d) (1) sets a sixtY-day timc limit 

for rcmedia1 steps to be taken uy a fOl'cign govcrnm~'nt r'rlor In 

publishing in th':! !':.£.~ ~~, and posting noticcs .It !J.,<;. 

aiq'orts, the n1lmes of the fOl'cign a irl'or Ls 1'/1C!rc !;c-c.,ul'i L)' I:;. '''.:lIl'<~1; 
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are found to be below ICAO standards. Ne believe that in some 

instances the sixty-day period would be adequate, but there could 

be Occasions when additional time ,.ould be required. Ne bell eve 

that this section should be amended to cover such situations, 

espeCially since interim measures by carriers may help to bridge 
any time gap. ' 

Section 1115 (d) (1) (A) provides for Publishing in the Fcneral 

Register a list of airports at Which the security measures fall 

below the expected level of effectiveness. Section ll15(d) (1) (D) 

provides that after conSUltation with the appropriate aOrOn(1llticil1 

authori ties of the government "Ihere such an airport is located, 

the Secretary of Transportation may, l'lith the approval of .the 

Secretary of State, Withhold, revoke, or impose conditions on the 

operating authority of any carrier or foreign air carrier to en­

gage in foreign air transportation using that airport. lie urge 

that the words "and each carrier serving such airport" be ac1d"d 

after "aeronau'tical a'.thori ties of such government" in Section 
1115 (d) (1) (B) • 

The airline industry heartily supports Section 204(a) (1) 

which authorizes aviation security assistance to foreign govcrn­

ments. Expert, impartial SUrveys of internationp1 airporLs illHl 

well conceived training programs in aviation security for fOl'cign 

nationals arc to the mutual advul1tage of illl Countries. lJo,,'cvCl', 

we do question ,.hether $100,000 per yeal- is adc<]lliltc f:unuill'l fOl', 

such an impor.tant effort. 

Section 303 would require milndalol'Y use of identifiedl ion 

ann detection tugguntz in the IO,1111lf uclure of exp) m:j,vcz , 1':<) 
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strongly support the use of taggants in the manufncture of ex­

plosives. I should add th~t we in the airline industry ur~e 

that an even greater emphasis and priority be given to the 

research and development effort for detection taggant", in 

keeping I'li th our primary goal of cr ime prevention. 

The airline industry' wholeheartedly supports Section 30.1 

designed to insure the full implementation of the Montreill 

(Sabotage) Convention. I had the privilege of servin'J ,'" i111 

advisor to the U.S. delegation in the development of the 

Montreal Convention and am particularly consciolls of the 

wisdom and dedication which Iqent into its formulation. 

Sections 305 and 306 set forth the penalties, including 

civil penalties, for aircraft sabotage, damage or interferel;ce 

with the operation of an aircraft, acts of violence against 

·crel-l members or passengers, aircraft piracy, conveying thrcilt!J 

and imparting false information concerning attempts to co:nmi t 

crimes such as sabotage, air piracy and damage to aircraf t. 'j'he 

airline industry has long supported the Departments of Justic:e 

and Transportation in efforts to obtain such penalty provision!) 

and- we therefore endorse these provisions as well. 

Mr. Chairman, the airline industry strongly- Ul:ges (In ':111-

dition to S. 333 which would mal:e it a Federal crime Lo pl.lI:L', 

attempt to place, or attempt to have placed a loaded fire,tna 

aboard aircraft in, or intended for operation in air tr"npi~rlnLlnn 

or intrastate air transportation, in ba~ga~c or. other rroi,·rt i' 

which is not accessible to passengers in flight. 

.-
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In November, 1976 an employee of Frontier Airlines was 

killed when a firearm discharged accidentally while checl:ed 

baggage was in the process 'of being transported 
to an aircraft. 

In August of 1978 an employee of Ozark Airlines was Wounded 

under similar circumstances. In the three year period from 

September 1975.to August. l~78, there were ten ~ instance!; 

of accidental discharges of loaded weapons transported in chccl:c-c! 

baggage. Fortunately I none of these other incidents rcsul tl.)(l 

in death or injury. 

Governmental Organization Proposals 

Next, there is the important question of governmental 

organization. It is Oul: understanding that the current govern­

ment structure to counter terrorism, as revamoed by the Presi­

'dent in 1977, c1.:msists of an Executive Co.runittee from key 

depart~ents which reports to a Special Coordinating Committee:' 

of the Nationi~l Security Council. A Worldng Group compose.a or 

representatives of more than 20 departments and agencies functions 

under the E>:ecutive Committee. We believe that this Presiden­

tial restructuring of the antiterrorism effort is quite similar 

to the Council to Combat Terrorism Iqliich is described in 

Sections 101, 102 and 103 of S.333 and works efficiently and 

effectively on the problem. 

Nhile we thus endorse an interdepilrtmental structure llude-t. 

the leaaership of the As!)istant to the President for Nationnl 

Secyrity Affnirs, we se~iously question the need for e~t~).!lrh­

ing nel'l offices such ns those provided for in St-cl:ious 20] oint! 

301 of this bill. Experience clemonstrilter; t:hat: the pl'obl~':'~" 
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faced in aviation security lie not vlith our 0I1n government, but 

elsCl'lhere. Moreover, a proliferation of concerned government 

organizations often leads to friction rather than teaml10rk, 

to say nothing of unnecessarily added expense. 

Additional Suggestions 

Member carriers of OUt association have also asked that 

we relay to the committee three suggestions to enhance the 

efforts to cornbat terrorism: 

(1) Continue the recent irnprovernent in the Feder"l Govern­

ment's collectio"n, ,:,va iuation and dissemination of intell i nC',~('c' 
information. 

(2) Seek the cooperation of the news media in order to 

avoid the reporthlg of terrorist actions in such a manner as 

to aid or abet t.rrorists during an ongoing incident or to 

encourage future acts of terrorisrn. 

(3) Urge tl:at Interpol, with its rnembership of more thiin 

100 nations, give high priority to the investigation, apprehen­

sion and prosecution of crirninal terrorists as well as the 

improvement of security at ~he world's airports. 

In conclusion, Hr. Chairman, 11e appreciate the opportuni ty 

to be here. Ne believe that you are perforrning an ad,oirilblC' 

public service in holding these hearings ilnd bringing to thC' 

attention of the l\rncriciln public the trl1e fucts ubol1L h:-rrf'lr i ""I. 
Ne pledge a continuation of the utmost coopcriltion or ol1r IIlc"::!;"" 

airlines in bringing those heinous crirnes to un end. 

\~e l~iJ.l be plen3ed to respond to ullY questi.ons Llw C,,": ,; ~ \ "0 

rnuy have. 
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Chairman RIBICOFF. The next group will be a panel discussing explosive taggants. 
There are five on the panel. We would hope that you gentlemen 

would confine yourselves to 10 minutes. Your entire statement will go in the record. 

TESTIMONY OF NEAL KNOX, EXECUTIVE DIRECTOR, INSTITUTE 
FOR LEGISLATIVE ACTION, NATIONAL RIFLE ASSOCIATION; 
DAVID M. GLEASON, PRESIDEN'l" INSTITUTE OF MAKERS OF 
EXPLOSIVES; CHARLES F. TURNER, TECHNICAL ADVISER 
FOR SPORTING ARMS & AMMUNITIONS MANUFACTURERS IN­
STITUTE; ROBERT MOLER, THE AEROSPACE CORP.; AND 
GLENN MURPHY, GENERAL COUNSEL, INTERNA'l'IONAL ASSO­
CIATION OF CHIEFS OF POLICE 

Mr. KNOX. Thank you, Mr. Chairman. I am Neal Knox, executive 
director of the National Rifle Association Institute for Legislative 
Action. We greatly appreciate this opportunity to present our Con­
cerns on explosives tagging. My comments will be limited to identi­
fication taggants. Detection taggants are presently at best a labora­
tory curiosity. There is no way to comment on something that has 
never been seen or tested. 

I noted that the previous witnesses from the airline industry 
talked about the value of detection taggants which does not exist. 

I would like to submit my statement for the record. 
This statement does include a response to the statement pre­

pared by BATF for this committee which purports to refute our 
objections to the tagging of black and smokeless powder.

' I would call your attention to one error of Substance in mr, 
prepared statement. On page 16, under the section on "Response' 
the testimony should read: "We made the statement before any 
tests had been conducted." It presently says "the tests," which 
could be a misconception that the tests had indeed been conducted. 

Chairman RIBICOFF. Mr. Knox, would you please correct the copy 
that goes to the stenographer? 

Mr. KNOX. Very well. 
The only tests that we are aware of are tests of black powder, 

and very limited tests: consistently firing some 20 rounds of tagged 
powder in comparison with firing some 20 rounds of untagged 
powder under very limited circumstances. 

Those are not adequate. I can testify to that fact as an expert 
witness and as former editor of Handloader and Rifle magazines. 
Before a categorical statement could be made that tagged black 
powder did not offer more hazard, an immense number of tests 
would have to be conducted, and they have not been. 

The tests that have been conducted involve only one area, involv­
ing only one of the four grades of black powder. But far more tests 
would be necessary with smokeless propellants since there are 
more than 50 of them that are available to handloaders and since 
they vary according to size, shape, composition, and they produce 
far higher levels of pressure in normal use. 

One of the basic tests would involve separation of the powder 
from the taggant during shipping, handling, and actual use. As 
each member of the committee is aware, if sand and gravel are 

'See appendix p, 411. 
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mixed, then shaken, the gravel would separate from the sand due 
to the difference in size. In all probability, precisely the same thing 
would occur with tagged powder, unless the tag matched the 
powder in size, density, and shape. That could result in extreme 
hazards to the user. 

I have given the chairman a blowup of a photograph showing the 
immense variation in size and shape of commonly used smokeless 
powder. At the top we have identification taggants. You can easily 
see the great difference. 

We are told that these taggants would not be used in explosives, 
but we have not yet seen what taggants would be used. We have 
been told that they will be matched to the powders, but we have 
seen no indication that they can be, nor that they have been. 

The determination of segregation would be a simple test, but it is 
a critical test. No such tests have been conducted. It is like the cost 
of the taggants. We don't yet know what the taggants will cost. The 
cost figures that we have seen keep being changed. They are very 
important to consumers. 

I am not going to respond in detail to BATF's comments concern­
ing our earlier statements, other than to note our statements were 
made some 9 months ago and they have obviously been overtaken 
by subsequent events. 

I must point out, however, that BATF has been less than honest 
with the committee when it makes such claims that there would be 
no increase in cost to consumers due to recordkeeping, for their 
comments may be true of black powder but cannot be true of 
smokeless powder, for which records are not kept in the same way 
as black powder. 

As for BATF's statement to this committee that they "perform 
every known test to determine whether there is any hazard," I 
submit that they have not done so, nol" have they indicated any 
intention to do so, not prior to the passage of this legislation which 
they are requesting. 

As just one example, I have seen no evidence that they intend to 
perform any environmental impact statement on taggants in any 
kind of explosive on the grounds that taggants are inert materials. 
I submit that while they may be inert at room temperature, they 
are not necessarily inert when they burn at some 5,000 Kelvin 
degrees during firing. 

My question is, what harmful vapors are produced by the tag 
during firing, and would they be a hazard to shooters on indoor 
ranges? Would they be a hazard to explosive users in poorly venti­
lated coal mines? 

We don't know, and there has been no indication that BATF is 
intending to find out. 

The NRA initially became concerned about the program for two 
primary reasons: Cost to our members and potential harm to our 
members and their equipment. We rem&'in concerned about precise­
ly those same matters. 

One of the flaws in this program is that no credit has been given 
to the bombers for ingenuity. Most bombers, where the criminals 
are bona fide terrorists, are reasonably knowledgeable about explo­
sives. Those that are not have access to a wealth of information on 
the subject, including information in any library and any publica-
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tion designed for potential terrorists, some of which I have includ­
ed with my statement as Appendix 4. 

These publications on the simple kitchen manufa?ture o~ bombs, 
timers and initiators from household substances IS provIded for 
your i~formation. I ask that it not be printed in the hearing record. 

BATF says the program is designed to defeat bombers. Given the 
many opportunities for avoiding taggants, c:iminals are .much 
more likely to circumvent the program, de~pIte the ~p~ndmg ?f 
millions of taxpayers' dollars and the spendmg of addItIOnal mIl­
lions of consumers' dollars. 

As you have seen, tags can be removed from dynamite using 
simple store,bought equipment. Congressional staff personnel, 
having no familiarity with explosives, assisted in the rel!l0val. 
There is no reason why a criminal could not do the same thmg. It 
is a certainty that terrorists would do the same thing in the unlike­
ly event that they had purchased an explosive through a legal 
channel, and it could be traced to them. 

Although BA'fF submitted testimony which spoke of tagging all 
explosives, they have repeatedly said and acknowledged before 
other committees that this legislation would cover only 20 percent 
of commercially manufactured explosives. The ~emaining 80 per­
cent, primarily blasting agents and. all explOSIves produced for 
military use, would not be tagged. 

BATF has said that ammonium nitrate fertilizer and fuel oil 
cannot be used without initiating it with an explosive device which 
would be tagged by their theory. The Institute of Manufacturers of 
Explosives has conducted such tests and will tell you more about 
those tests. They do substantiate what I have been telling various 
congressional committees, well, since 1970 in the House. 

At that time I talked about the hazards of ammonium nitrate 
fertilizer mixed with anything that is classed an explosive. I have 
never said smokeless or black powder cannot be made into a bomb, 
but I have said it is impossible to attach a tag or otherwise control 
all of the explosive materials because gasoline is an explosive, is 
used as an incendiary, and certainly cannot be tagged. Neither can 
propane nor butane. 

Mr. Chairman, BATF contends that if propellants are not tagged, 
bombers will switch over to them. I would suggest-that rather than 
switching to low-order explosives, such as black or smokeless 
powder, they would switch to the homemade devices which are 
easily made. 

Further, they would increase their present use of stolen materi­
als. 

Weare extremely concerned over the costs to consumers; and as 
the manufacturers, I am sure, are advising you, they sharply dis­
pute BATF's cost estimates. We are in no position to make an 
independent judgment as to the cost. We simply don't know. But 
we know it will be high. 

If the program were worthwhile and proven not to be hazardous 
to our members, we would not object. But under the circumstances, 
we cannot support the imposition of higher costs on our members, 
accompanied by risks to their safety, for a program that seems 
more designed to expand BATF authority, manpower, and budget 
than to fight crime or terrorists. 
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Thank you, sir. 
Chairman RIBICOFF. Mr. Gleason? 
Mr. GLEASON. Thank you, Mr. Chairman. In the interest of brev­

ity, as you requested, I will not read my entire statement. 
Chairman RIBICOFF. All of your statements will be included in 

the record completely. 
Mr. GLEASON. Thank you, sir. 
My name is David Gleason. I am president of the Austin Powder 

Co., whose principal headquarters is located in Cleveland, Ohio. I 
am also president of the Institute of Makers of Explosives. 

Chairman RIBICOFF. Out of curiosity, how many makers of explo­
sives are there in the United States? How many companies are 
there? 

Mr. GLEASON. In our organization there are 13 companies, sir. 
Chairman RIBICOFF. So it is a rather small group of manufactur­

ers? 
Mr. GLEASON. However you care to call it. 
Chairman RIBICOFF. Well, it is a big country. The 13 companies 

make most of the explosives? 
Mr. GLEASON. I would say in excess of 75 percent, sir. A list of 

those companies is in my testimony that was submitted. 
We welcome this opportunity to appear before the Senate Gov­

ernmental Affairs Committee to present IME's views regarding the 
explosive-tagging provisions in S. 333. The IME is the principal 
safety association of the manufacturers of explosives and its 
member companies produce well over 75 percent of the commercial 
explosive products manufactured in this country. 

Founded in 1913, IME is a nonprofit organization, primarily 
concerned with safety in the manufacture, transportation, storage, 
handling, and use of explosive materials. 

This organization has cooperated with all interested governmen­
tal agencies since its founding and has a reputation for expertise. 
Because of this history of cooperatiun, it is with sober reflection 
that we are compelled at this time to oppose the explosive-tagging 
provisions of S. 333. 

These tags, made exclusively by the 3M Co., are actually micro­
scopic bits of shattered plastic encapsulated in polyethylene and 
made up of multicolored layers which can be "coded" by varying 
the color combination. Tags could be put into almost any substance 
and used to identify the manufacturer, date of production, lot, et 
cetera, and with extensive recordkeeping, the different persons, 
perhaps thousands, to whom parts of each individual coded lot 
were sold. 

The tags are magnet sensitive and fluoresce under a black light. 
If they could safely be added to explosives, and then survive the 
detonation, they could theoretically be found and retrieved with 
magnets. 

In fact, experience shows a poor rate of survivability with high 
order explosives and our limited testing and experience with tags 
leads us to believe that they will not survive PETN, TNT, RDX, 
Pentolite, Composition B, and certain high order dynamites. 

In addition, tags will not survive detonation of most military 
explosives which, when sold as surplus, will be required to be 
tagged under this program. 

'. 
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IME opposes tagging explosives for a number of reasons. Overrid­
ing is our deep concern for the safety hazards involved with mixing 
these plastic chips into our products. We also feel that the benefits 
to be derived from an explosive tagging program are dubious, and 
that the program would be grossly inflationary. 

I would like to discuss these three points with you briefly. 
One: Hazardous. The presence of any foreign contaminant in an 

explosive is extremely dangerous business and avoided like the 
plague in the explosive industry. Tags are contaminants and can 
create friction and may affect the chemical balance in the explo­
sive over a period of time. 

In the right, or maybe I should say wrong, combination of cir­
cumstances, tags could threaten the lives of the approximately 
6,000 employees who manufacture explosives, as well as the lives of 
the thousands who transport, store, and use these products. BATF's 
very limited testing program does not even begin to approach 
adequacy. 

Taggants have not been adequately tested in storage, transporta­
tion, and use. There are perhaps 1,000 varieties of commercial 
explosives, and tags have been tested on a limited basis in maybe 
five. It would take a number of years to test explosives for tags 
under the varying conditions to which they would be exposed. 
There is no manmade substitute for the effects of time and the 
elements. 

Two: Ineffective. Although we are not criminal experts, IME 
feels, and the more it learns of this program it is convinced, that 
tagging, while sounding like a panacea, would be at best of dubious 
benefit to law enforcement officers. 

First, even if tags could be found after an explosion, they would 
not identify the bombers, but, rather, that large number of r.ersons 
who legitimately purchased parts of the lot from which the explo­
sive used in the bombing came. 

!o give. you some idea of how many last-legitimate purchasers 
mIght be mvolved, there would be 60,000 sticks of dynamite in the 
20,000-pound production lot which BATF is currently recommend­
ing. Wh:ile this might be another piece of information, it hardly 
establishes a direct connection to terrorists and is not the kind of 
information which justifies the extreme cost and hazards involved. 

Second, regardl.ess of BATF's misrepresentations to the contrary, 
tags are very easIly removed from most commercial explosives and 
the process does not destroy the product and neither is it danger­
ous if done with reasonable care. 

This point was demonstrated for many staff members of the 
H?us~ and Senat~ on April 5, 1979, under the auupices of the 
DIStrIct of ColumbIa Bomb Squad. I would like to pass out pictures 
taken at this demonstration. 

Cl1airman RIBICOFF. Do you have those pictures with you? 
Mr. Gr.EAsoN. I do, sir. 
May I submit them to you? 
Chairman RtBICOFF. I would like to see them now. 
Mr. GLEASON. Yes, sir. 
Chairman RIBICOFF. You may proceed. 
Mr. GLEASON. Thank you, sir. 
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Third homemade bombs are easily made from materials which 
can be' purchased in most local communities and which never 
would be tagged under this program. Detonation of s~ch homemade 
devices can be achieved with such common materIals as cherry 
bombs or miniature rocket motors, the latter of which can be 
purchased from most hobby stores. . 

Because we feel that the ability to make homemade bombs easIly 
and effectively undermines the program, we arranged to demon­
strate the ease with which they can be made and can be detonated. 
This demonstration was also documented with pictures which I 
would like to hand to you. The pictures should be kept confidential, 
please, for obvious reasons. 

May I can your attention, sir, to picture No. 22 and picture No. 
28 in the series? 

Chairman RIBICOFF. Which number? 
Mr. GLEASON. Picture No. 22. That is a homemade bomb detonat­

ing without any commercial explosive device. 
Picture No. 28 is the same. 
I do not care to go into the description of the pictures. They are 

for your use. I would not like ,to have thi~ in the record. . 
Chairman RIBICOFF. It won t be. We WIll return these to you, SIr, 

after the three of us look at them. 
Mr. GLEASON. Thank you. 
Neither of the exercises illustrated by these pictures will be 

necessary, however, if BATF sticks with its. announced proposal of 
presently tagging only cap-sensitive explosIves. DynamIte, accord­
ing to the BATF, accounts for a mere 4 percent of identified filler 
material in terrorist bombs. Why bother to remove tags, or stIr up 
a homemade mixture, when well over 90 percent of commercial 
explosives will still be untagged. 

Three: Inflationary. Finally, of dual significance in th~ propo.sed 
tagging program is the impact upon the consumer and, m partIcu­
lar, the many miners who may be driven out of business because of 
increased costs, as well as the inflationary impact upon the general 
public, who must ultimately pay the bill. 

I raise these points not because it is popular today to oppose 
legislation for reasons of its inflationary impact but because the 
cold facts are that based upon the costs of the taggant materials, 
the code reservation costs, the decreased productivity and product 
diuposal costs which this program w~uld affect, the c~st of the 
explosive product to the consumer WIll surely dou~le m a very 
short period of time. It is our feeling that the commIttee has been 
badly misled concerning the economic impact of a tagging program 
upon the explosive industry, its customers and the ultimate con­
sumers. 

The Assistant Secretary of the Treasury testified before this 
committee in March that it will cost 2 cents per pound to tag high 
explosives. This estimate is so far off the mark as to be ludicrous. 

I would ask that the committee refer to 3M's brochure attached 
to my submitted statement as attachment B, page 2, wherein 3M 
quotes its price for taggants as follows: Code lots up to 49 pounds, 
$200 per pound. My company checked with the 3M Co.'s sales 
representative the week of March 1, 1979, and we were, at that 
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time, advised by 3M that the prices contained in this brochure remain in effect. 
Because of the explosive lot sizes which the explosive industry 

would be required to produce under a tagging program, we will be 
required to pay the $200-per-pound price. 

Chairman RIBICOFF. A pound of taggants could be used in how 
many pounds of powder? 

Mr. GLEASON. I didn't hear you. 
Chairman RIBICOFF. A pound of taggants could be distributed 

through how many pounds of powder? 
Mr. GLEASON. The rate we are advised is there are 5 parts per 

1,000. I will get to that, I think. If I don't answer it, I will come 
back to it, sir. 

There will be 10 pounds of tags for each 20,000-pound lot. It is an 
easy computation to determine that each pound of explosive will 
require 10 cents worth of tags as follows: 10 pounds of tags at $200 
per pound is $2,000. $2,000 divided by 20,000 pounds equals 10 cents 
per pound for taggants. 

Chairman RIBICOFF. What does 1 pound of powder cost on the market today? 
Mr. GLEASON. A pound of dynamite, about 40 cents, Senator, I 

think is a good average number for that, in the retail market, to the consumer. 
Chairman RIBICOFF. So it would be 50 cents. 
Mr. GLEASON. I haven't completed it yet, sir. 
Chairman RIBICOFF. I am sorry. 
Mr. GLEASON. That is perfectly all right. 
Chairman RIBICOFF. Go ahead. 
Mr. GLEASON. The raw material which presently goes into pro­

ducing 1 pound of cap-sensitive explosive costs 15 cents per pound. 
If this legislation were enacted, the raw materials which go into a 
pound of explosives would cost 25 cents. 

There is also a code reservation cost. 
In addition, we have conservatively estimated a 2-cent-per-pound 

increase in cost to cover expenses resulting from additional record­
keeping requirements. Contrary to BATF's statements, there will 
be considerably more record keeping requirements if for only the 
reason that we will be required to produce in lots considerably 
smaller than those presently being manufactured. Smaller lots 
means more lots which means more record keeping. 

To summarize these three cost increase items: the annual ex­
pense to industry for the cost of the tag material, $27,50/\000; code 
reservation, $13,750,000; and for recordkeeping, $5,500,000, would 
be $46,750,000 for just cap-sensitive explosives. 

The tag, code reservation, and recordkeeping cost increase for 
cap-sensitive explosives of $46,750,000 would be substantially in­
creased by the rework throwaway and production dislocation costs. 

The above figures are calculated assuming that tagging will only 
apply to the approximately 275 million pounds of cap-sensitive 
explosives produced in this country annually. However, S. 333 re­
quires that tags must eventually be used in all 3.7 billion pounds of 
commercial explosives annually produced in the United States. 

When that is accomplished, the total cost of taggants will reach 
approximately $500 million per year. This figure, gentlemen, will 
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exceed the commercial value of the 3.7 billion pounds of explosives 
sold annually. . 

This is not all. These figures also assul!1e that ~he .tag densIty 
concentration of .05 parts per 1,000 by weIght, whlCh IS currently 
recommended by BATF, would be 11!aintaine~. " 

I would like to point out that thIS figure IS totally discretlOnary 
with BATF under this program, and it is perfectly possible that 
BATF would require a greater concentration of tags p~r pound of 
explosives as a result of their inability t~ find tags readlly after an 
explosion with the .05-percent conce~tratlOn. . 

This is not a particularly thE:?retlCal problem, ~s I am advIsed 
during their recent demonstratlOn at Fort BelvOlr where BATF 
blew up a car that it took approximately 1 .hour to recover two 
tags, and this was a conb :>lled demonstratlOn. In a controlled 
situation, that is hardly success. . 

The point is that if BATF were to increase the concentratlOn of 
the taggants, say, double or quadruple, the price ?f the progr~m 
would go up proportionately, and we could very qUlckly be talkmg 
about a multi-billion dollar tagging program. 

I am not sure how I am on time, sir. 
Chairman RIBICOFF. The cloek has expired. 
Do you want a couple more minutes? . . 
Mr. GLEASON. I think if you will accept thIS for the record, that IS 

fine. '11 . th d Chairman RIBICOFF. Your entire statement WI go m e recor . 
Mr. GLEASON. Yes, sir. 
Chairman RIBICOFF. We have three more witnesses, and we have 

four Senators who would like to question you. 
Thank you very much. 
The next witness is Mr. Charles Turner. 
You may proceed, Mr. Turner. 
Mr. TURNER. Thank you, Mr. Chairman. . . 
My name is Charles Turner. I am a techmcal advIser for the 

Sporting Arms & Ammunition Manufacturers' Instit~te, uSlfally 
referred to as SAAMI. I am also a member of ATF s AdVIsory 
Committee on Explosives Tagging. 

SAAMI is a nonprofit trade association composed of 11 producers 
of sporting firearms and ammunition and smokeless propellant 
powders. Smokeless powder is the element of a shotgun shell or 
cartridge which propels the projectile from the firearm. . 

The proposed Omnibus Antiterrorism Act of 1979 would requ~re 
that identification and detection taggants be added to explosIve 
materials under a program administered by the Treasury Depart-
ment. . k 1 

Treasury proposes that the tagging program mclude smo e e~s 
powder sold in small bulk quantities to persons who handload th~Ir 
own ammunition, such as firearm owners, gun club~, and pol.lce 
departments. The National. ~eloading Manufacturers ASSOCIatlOn 
estimates there are 3% mlllIon handloaders. Treasury, however, 
does not advocate including in the tagging program the smokeless 
powder used in factory-loaded ammunition. 

SAAMI members are particularly concerned about the illegal use 
of smokeless powder. But considerati?n m~st be given to the ~ffec­
tiveness of using taggants to deal wIth thIS problem. In our Judg-
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ment, the addition of taggants to smokeless powder may pose 
safety risks and involve heavy cost burdens while providing little, 
if any, aid to law enforcement agencies charged with investigating bombings. 

The first concern of SAAMI members with adding taggants to 
smokeless powder is the safety of employees and the ultimate 
customers, the sportsmen and police who handload. Together 
SAAMI members and Aerospace Corporation, Treasury's contrac­
tor, have developed initial test programs for researching: (1) 
Whether taggants will stratify or settle during powder packing 
operations, storage or shipment; and (2) whether identification tag­
gants would have adverse effects upon the operation of firearms. 

It will require 18 to 36 months for completion of these prelimi­
nary firearms tests. Aerospace has directed that testing of firearms 
not begin until completion of the tests aimed at determining 
whether the taggants will stratify. 

To the best of Our knowledge, 3M Co. produces a single type of 
taggant. There are approximately 30 different sizes or shapes of 
powder grains and eight different bulk densities, nearly 200 combi­
nations in all. There is a strong possibility that stratification will 
OCCur unless taggants with varying shapes and bulk densities can be developed. 

The planned safety tests might demonstrate the infeasibility of 
tagging due to adverse effects upon the safety of firearms, but 
could only indicate its feasibility. Extensive additional testing 
would be necessary before the addition of taggants to smokeless 
powder could be considered. 

The lack of benefit from tagging smokeless powder suggests that 
the safety risks are not worth bearing. 

A production lot of smokeless powder is typically between 10,000 
and 20,000 pounds, with a range of 5,000 to 50,000 pounds. Typical­
ly an individual handloader will purchase a one-half pound or 1-
pound canister of smokeless powder. Thus, the last legal purchas­
ers of a given lot of powder would frequently number close to 10,000. 

As confirmed by Treasury testimony before the House Aviation 
Subcommittee last JUly, a given lot could be sold to 20,000 or more 
handloaders. These legal purchasers would most likely be spread 
throughout North America. 

It is difficult to conceive what benefit law enforcement personnel 
could obtain from expending the resources necessary merely to 
compose a list of 10,000 or 20,000 purchasers, much less to conduct 
a meaningful investigation to determine which canister so pur­chased was misused. 

It is particularly difficult to conceive of benefits from identifica­
tion tagging in light of the fact that the explosives used are so 
often stolen. A tagging program operating at optimum efficiency 
will only lead investigators to thousands of last legal purchasers. 

In ad~ition, Tre~sury intends to add taggants only to 20 percent 
of the hIgh explosIves produced annually. Treasury also recognizes 
the total infeasibility of including factory-loaded ammunition 
within any tagging program. Smokeless powder can be extracted 
easily from factory-loaded ammunition. 
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In short, if criminals wish to use legally purchased explosives not 
containing taggants and do not want to go through the simple 
procedure of removing the taggants from tagged explosives, there 
will be ample opportunities. The tagging program can be thwarted 
without any difficulty. 

Furthermore, the committee should recognize the apparent lack 
of need for this new pervasive regulatory scheme to fight terroris'~ 
activities. Testimony presented on H.R. 2441 by the FAA estab­
lishes that adding taggants to explosives will not aid in preventing 
terrorist hijackings or bombings of aircraft. 

Furthermore, recent testimony by Assistant FBI Director Donald 
W. Moore demonstrates that the measures already taken have 
reduced significantly the threat of terrorist bombings. 

There has been a 48-percent reduction in terrorist bombings, 
from 100 in 1977 to 52 in 1978. In response, we understand the 
FBI's proposed budget would cut $1.6 million and 70 positions from 
the FBI's terrorism program. Thus, while Treasury proposes to 
greatly increase its program against terrorist bombings, the FBI is 
reducing its efforts. 

Given the safety risks and lack of discernible benefit from adding 
taggants to smokeless powder, the significant costs generated by 
the program should be given serious consideration. The record keep­
ing for commercial, security and tracing purposes required of man­
ufacturers, distributors, jobbers, and retail outlets alone would 
cause a significant increase in the price of smokeless powder. 

As set forth in great detail in our wri.tten st;atement, the costs 
related to identification tagging only could result in an increase of 
$2 to $2.50 in the retail price of a I-pound canister of powder. One­
pound canisters currently sell for between $6 and $9. The 25- to 35-
percent increase in price may be sufficient to eliminate the cost 
saving which is a primary reason for the existence of the handload­
ing trade. 

Other very significant problems with the proposal to add identifi­
cation taggants to smokeless powder are detailed in our written 
testimony. 

Many of the serious problems facing identification tagging are 
not involved in detection tagging because detection taggants are 
not uniquely coded. 

However, the technology for an effective detection taggant is 
only in the very early stages of research and development. Aero­
space does not expect to designate a particular substance for pro­
ducing detection taggants for testing for 9 months' to 1 year's time. 
Also, the technology for detecting the detection taggants has not 
been developed. 

In SAAMI's view, until further research and development pro­
grams are completed, there is no basis for legislation requiring the 
addition of detection taggants to smokeless powders. 

SAAMI urges the committee not to require the addition of tag­
gants to smokeless powder. The ability of law enforcement agencies 
to investigate bombing incidents and apprehend criminals will be 
enhanced, at best, only marginally. There are major questions as to 
the technical feasibility of adding identification taggants to smoke­
less powder. The cost of manufacture and distribution of smokeless 
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Ptho:n~er with identification taggants will greatly increase the cost of 
IS Important product to sportsmen. 
Thank you. 
Chairman RIBICOFF. Thank you, Mr. Turner. 
Dr. Moler? 
Mr .. MOLER. My nan:e is Robert Moler and I am director of the 

Cxplosres and materIals control directorate for the Aerospace 

thorp, hdave a prepared statement that I would like to enter into 
e recor . 
Chairman RIBICOFF. Without objection. 
Mr. MOLER. I will confine my remarks to the tagging aspects of 

the program and will summarize only our most recent results 
Much ?f th.e data that I will report has been developed because th~ 
eX~lodlves mdustry has been willing to participate in the research 
an evelopment, although they do not necessarily Support the 

bconcep~. yre are .appreciative of the time and effort that they have 
een wI,umg .to dIrect to these studies. 
I Ident{ichtlOn .taggin~, in concept, is the addition of a coding 

e en:en t at wIll. surVIVe an explosion and provide a means of 
~h~cmg the explosIve through the chain of sales. We have carried 
th IS corcept to an advanced stage of development. The taggants 
ems~ ves are fully developed and have been subjected to a 

extensIve battery of tests to qualify them. n 
These tests, the majority of which were carried out by th . d 

try, were also largely suggested and designed by them Th! Iha~~ 
s~own that the 3M ID taggants can be safely added to 'mos{ex 10 
slve

l
s ~nd are compatible with the manufacturing processes of rriost 

exp OS1ves. 
We have seen no data that would question compatibilit 0 

s~fety, nor have any n~w or additional tests been suggested. l.ddi~ 
tIOnally, w,e have c~rned out tests that demonstrate that ID ta _ 
gayr surVIVe explOSIOn and can be recovered and decoded Some g7 
;nI IOn pzunds of cap-sensitive explosives have been safely tagged 
Ins:' m

l 
ant u acture, sold through normal distribution channels and 

saLe y ransported and used. ' 
These results ar~ still being analyzed, but it is safe to conclude 

that t~gged exp.l~sIves can be traced; recordkeeping need not be 
e1ensI;ely Wodlf1ed or expanded; cross-contamination is not a sig­r1Icaili pro

h 
em; and survivability in explosives is good. We be-

~eve . at
l 

t ese d~ta show that for cap-sensitive packaged explo­
SIves, .1~p ementatIOn can be effected. 

A SImIlar story exists for black powder where compatibilit h 
fsee~c~il~~~stb:fi.dt. crosf~-cotntamination i~ negligible, surviva'biIi:; 

. . ' IS IC e Lec s are not detectable the nonma net 
sel,1sl.tIVe taggants are not removable, but are rec~verable anlthe 
eXlstmg recordkeepmg system is completely adequate fo~ tracing purposes, 

sa~~~t'~m ~~o~~~fi~l~~~ \h; ~~h~~dfu~~:; ~illb~ti~~!~~af~l 
e~ m& !S ~t an early stage for ID tagging of smokeless owder' 

~ilitVyI:~dlhbtYIII.S t&ood
t
, btl!-t the results of the manufacturing c~mpati~ 

. a IS I?S es mg are not yet available. 
ta~e~lath' effort m

h 
thll'e ID, tagging of blasting caps has been under-

. IS IS a c a engll1g concept, one in which several ideas 
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have been advanced and found wanting. We have proposed what 
we believe to be a viable system, involving a double plug idea. 
Unfortunately, we have been unsuccessful in achieving participa­
tion by the industry. We are proceeding independently. 

Finally, the ID tagging of detonating and fuse cord looks entirely 
feasible using a UV-cured adhesive, and this system is being devel­
oped. 

The possibility that a bomber might remove the taggants from 
black or smokeless powder has been recognized from the beginning. 
To eliminate this possibility we have developed a nonmagnetic 
version of the ID taggant and are pursuing the idea of a taggant 
that becomes magnetic on exposure to an explosion. I have a little 
vial here. 

Chairman RIBICOFF. If you want to make a point with those 
small bottles, please send it up so we can look at it. 

Mr. MOLER. These are a nonmagnetic version of the ID taggants, 
ones that cannot be removed readily using a magnet. 

Senator STEVENS. Were those tests you described made with the 
new taggant? 

Mr. MOLER. Both the black powder and smokeless powder tests 
all involved a combination of 50-percent magnetic and 50-percent 
nonmagnetic taggants. All the manufacturers in the test program 
are using that mixture. 

Chairman RIBICOFF. Mr. Gleason showed us some pictures which 
pointed out how easily it was to take out these taggants. Could you 
take it out of this batch, too? 

Mr. MOLER. No, sir. 
Chairman RIBICOFF. You couldn't? 
Senator STEVENS. Did I understand you to say you don't think 

you can remove these at all? 
Mr. MOLER. "At all" is a bit too strong a term. 
Senator STEVENS. Are they fluorescent? 
Mr. MOLER. They are fluorescent. 
Senator STEVENS. Have you ever heard of a black light? 
Mr. MOLER. Recently the issue of taggant removal from dyna­

mites and gelled slurries has arisen. We have completed an exten­
sive examination of ID taggant removal from 11 different dyna­
mites, gels, slurries, and emulsions. The details are contained in 
attachment H. 

We conclude that a knowledgeable individual having superior 
motivation and willing to spend a considerable amount of time on 
each 1- by 8-inch cartridge of explosive is highly unlikely to be able 
to remove all the taggants and in many cases the repackaged 
explosives will fail or partially fail to react when initiated with a 
No.8 blasting cap. 

Nevertheless, in nearly every case we found it to be possible to 
remove a large percentage, but by no means all, of the "iaggants by 
the tedious and lengthy process of extracting them one at a time 
with tweezers or a magnetic needle after locating them with the 
UV light. 

We conclude that this possibility should be countered as in the 
case of black and smokeless powders. We can do so easily with the 
following measures: Make the polyethylene coating opaque to UV 
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or visible light, such as the taggants I have here. I will give them 
to the committee so they can examine them. 

Chairman RIBICOFF. In other words, with these taggants you 
continue to use the black light and could take them out? 

Mr. MOLER. That is correct. 
Senator STEVENS. They have been tested? 
Mr. MOLER. Yes, sir. 
Senator STEVENS. By the industry? 
Mr. MOLER. Not by the industry yet. They are the same materi­

als that are used in all the other taggants. No new materials have 
been added. 

The only difference is that to the polyethylene that is normally 
used, we have added some carbon black, which is the same materi­
al used in the black layer of the taggants. 

We can also reduce the size of the taggants by at least a factor of 
two and thus mUltiply the total number to be removed, as well as 
make their removal less effective by magnetic means. If these 
measures are still not sufficient, we may use a 50-50 mixture of 
magnet-sensitive and nonmagnet-sensitive taggants in critical ex­
plosives. These steps can be effected at an insignificant decrease in 
survivability or recoverability and at no increase in cost. 

The final issue in ID tagging is cost. We have recently completed 
a new study of cost that is included as part of my written testimo­
ny. The results of that study are that for cap-sensitive packaged 
explosives, ID tagging will cost less than 2 cents per pound. The 
costs for other materials as well as for detection tagging has been 
analyzed as well and the data are presented. Percentage cost in­
creases for both ID and detection combined range from 1.7 percent 
for smokeless powder through 8 percent for packaged cap-sensitive 
explosives to a high of 23 percent for detonating cord. 

Detection tagging is our most extensive effort. The major effort 
during the past year has been to develop a microencapsulated 
volative fluid that would give off or emit a detectable vapor for a 
period of 5 to 10 years. This we have accomplished. Two candidates 
have successfully passed a battery of tests on emission rates, bar­
rier effects, mutagenicity, toxicity, and atmosphel'ic impact. Three 
others are nearing completion. 

Simulated explosives have been tagged and tested using the Cus­
toms-developed baggage examiner and the Brookhaven National 
Laboratories vapor detector, developed with funding from NOAA. 
Blasting cap plugs have been successfully formulated that incorpo­
rate microcapsules. Simulated cast boosters tagged with the micro­
capsules have also been made successfully. 

The cost of these materials should be about 1.6 cents per pound 
of cap-sensitive packaged explosives. Addition to smokeless and 
black powder also appears to be successful. " 

The next step is to test for safety and compatibility with the 
various categories of explosives. A contract was recently awarded 
to Hazards Research Corp. for the safety compatibility tests on 
black powder. RFQ's have been sent to IME members for compati­
bility/safety testing of dynamites, and gels/slurries. Two of the 
manufacturers have declined to bid. A similar RFQ has been pre­
pared for smokeless powders. RFQ's for blasting cap compatibility 
studies have been issued and responses are awaited. 
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Detection instrumentation is under intensive development. Three 
instruments, a CECD developed by Broadhaven National Laborato­
ries for NOAA, an ion mobility spectrometer developed by PCP, 
Inc. and a Mass Spectrometer. Breadboard instruments of the first 
two'types are available. Prototypes of all three instruments will be 
available within a year. 

Other areas under intensive development in(;~ucie V:lpor collec­
tion, transport, and calibration systen:,;. These areas are being 
jointly developed by the FAA, the Dep~irtment of Energy, and the 
U.S. Customs Service. 

In conclusion, we believe that we have achieved workable, safe 
systems for the identification tagging of most explosives. We have 
also developed and successfully tested a detection tagging concept 
that appears to be applicable to all explosives, and are making 
rapid strides in the development of field instruments. 

Chairman RIBICOFF. Did you make available any of these new 
types of taggants to Mr. Gleason? Have you in the past? 

Mr. MOLER. We would be happy to do that. 
Chairman RIBICOFF'. Do you ha'l1e any objection to letting him 

have them now'? 
Mr. MOLER. Certainly not. 
Chairman RIBICOFF. I am curious, Mr. Gleason. You went 

through the tests and showed us pictures. I don't expect y?u t~ d.o 
it now, but after you have made those tests, I would appreCIate It If 
you would give us a result of your experimentation with the new 
taggants, if you could. 

Mr. GLEASON. Yes. 
Chairman RIBICOI!'F. If he needs more, you would have no objec-

tion to making more available to him? 
Mr. MOLER. No problem. 
Chairman RIBICOFF. Mr. Murphy? 
Mr. MURPHY. Thank you, Mr. Chairman. I have a prepared state­

ment that I will put in the record. 
I appreciate this opportunity to appear before the Senate Com­

mittee on Governmental Affairs to express the beliefs of the Inter­
national Association of Chiefs of Police regarding the explosive 
taggants provision of S. 333. 

The IACP is a membership organization with more than 11,000 
members in 63 nations. Although the majority of its membership is 
from the United States, the association believes that this legisla­
tion would have a beneficial effect on law enforcement agencies 
throughout the world, as well as aid in the protection of the world 
community. 

We testified previously on the entirety of S. 333, and we would 
like to express our support for the entire bill now, even though we 
are just commenting on taggants. 

If I may, I would also like to take this opportunity to support one 
of your prior witnesses, Mr. Landry, w40 commented that the 
International Association supports the flexible posts at the airports 
throughout the country. We have been in considerable contact with 
airport managers, airport law enforcement persons, as well as mu­
nicipal and State law enforcement agencies, We feel and they feel 
that the flexible post is largely more secure than the fixed post. It 
would be pretty much like a fixed post for a police officer down-
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town as opposed to a flexible post. We highly support Mr. Landry's 
statement on that, if I may deviate for a moment. 

Chairman RIBICOFF. Certainly. We are glad to have that informa­
tion. 

Mr. MURPHY. The IACP supports the tagging of explosives. If 
bO!11bings are not the worst of crimes, they are indisputably one of 
the most serious. The widespread death, destruction, and personal 
injury inflicted by these crimes are often of catastrophic dimen­
sions. 

Law enforcement is faced with a growing use of devices dealing 
with bombs, explosives, and incendiary devices used for the most 
part as a means of extortion, acts of political terrorism, or by 
mentally deranged persons whose motives are only known to them­
selves. 

We have three basic categories: The mentally deranged pers~n, 
the criminal who uses a bomb to achieve a criminal purpose, and 
the political terrorist whose aim is somewhat different. Yet all 
three pose the same public safety problem. 

As you know, the explosive materials taggants provision amends 
chapter 40, title 18, of the United States Code, to require the 
addition of taggants to explosive materials for the purpose of iden­
tification and detection. 

Bombings presently constitute the principal manifestation of the 
true terrorism in the United States, and evidence suggests likely 
increase in this form of terrorism because of, among other things, 
its symbolic nature. The indiscriminate character of many terrorist 
bombings, and the patent innocence of so many of the victims, 
generates a great deal of public support for strong action in this 
area. 

Preliminary figures released by the FBI Bomb Data Center 
which the IACP originally developed and was subsequently turned 
over to the FBI in 1975 show that 1,314 bombing incidents occurred 
in the United States and Puerto Rico in 1977. As a result of these 
incidents, 22 persons were killed and 159 persons were injured. 
Resulting property damage exceeded $8.9 million. Figures for 1978 
show that 1,278 bombing incidents, both actual and attempted, 
occurred in the United States and Puerto Rico, and 1979 shows 
about the same number of bombings as in 1978. 

I checked with the FBI Bomb Data Center, as of Friday, and the 
information is about the same. 

The inclusion of black and smokless powders in the tagging 
provision of S. 333 is essential. It is well known that black and 
smokeless powders are low order explosives. Therefore, they cause 
the least physical damage when they go off in a normal small pipe 
bomb, but they are very effective against personnel. 

Further, if they were excepted from the tagging requirements, 
we may assume that the use of black and smokeless powders in 
bombing incidents would increase. 

In 1978, F ALN set off bombs at the Kennedy, La Guardia, and 
Newark Airports. The ATF currently has spent more than 1,800 
man-days on the LaGuardia investigation, and yet the type of bomb 
has not been determined. These figures do not include the amount 
of man-days that the New York Police Department has expended 
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in this investigation. I think that would far surpass that of the ATF. 

The cost of taggants certainly is a very serious question, but so is 
the manpower that is required by law enforcement agencies. 

Dynamite used by the F ALN has been traced to thefts from 
construction sites in Colorado and New Mexico. Theft of explosives 
appears to be the major SOurce of explosives for other criminal 
elements as well. 

The IACP recognizes that to thoroughly investigate an explosives 
incident, be it a hoax, theft, or actual detonation, cooperation and 
assistance are required between the Bureau of Alcohol, Tobacco, 
and Firearms, State and local law enforcement agencies, and the 
general public. 

Terrorist groups are underground and difficult to infiltrate. With 
the tagging of explosives for detection and identification we will be 
better able to trace the movements of such groups and determine 
the size, location, and concentrations of such groups. Further, the 
tagging of explosives will help law enforcement trace the source of 
explosives used. 

It has been alleged that the taggant can be easily removed from 
the explosive. This may be true, but it also should be pointed out 
that the makeshift makers on the wrapper may be easily removed, 
but frequently are not. The more difficult it is to tag, of course. But 
the type of person that is involved in the use of the explosive does 
not always remember to remove the identifying markings that are 
currently present and easily removable. 

The lACP believes that the detection of explosives is a high 
priority mission in the overall program for the control of the illegal 
use of explosives. The number and severity of bombing incidents, 
especially those at various airports and via mailed packages-as 
you know, a law enforcement official was killed last week with 
such a device-are ample justification of the need for appropriate 
means of detecting such bombs. 

Tagging explosives at the time of manufacture with a taggant 
material that can survive detonation, be recovered, and provide an 
investigative lead has been seriously studied for several years. This 
concept has gained widespread support among many law enforce­
ment groups because of the scant clues that can presently be found 
among bombing residues. 

The explosives identification and tagging program is intended to 
clearly demonstrate and document the technical feasibility of 
adding identification taggants to all commercially manufactured 
cap-sensitive explosives. The explosive identification tagging con­
cept has three major parts: adding tiny, nonexplodable, coded parti­
cles to explosives during their manufacture; recovering and decod­
ing them; and tracing them through distribution records which has 
been explained far better than I could. 

The development of this concept has been pursued as an effort to 
improve the ability of law enforcement personnel to apprehend 
bombers and to increase the accountability of those presently re­
sponsible for the security of explosives being stored or transported. 

The IACP recognizes that ATF and many private groups have 
been working in this area for several years. We further recognize 
that tagging explosives for detection and identification requires 
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complex scientific research as well as technical advancements in the area. 

Therefore, the association realizes that passage of this provision 
of the legislation will not end the drawbacks involved in developing 
taggants or solve the problem of bombing overnight. However, 
stringent measures for control and identification should be enacted. 

Law enforcement has the grave public responsibility to protect 
society from those who engage in these illegal bombing activities. 
We are sensitive to the safety of the individuals who are loading as 
well as our own d~partments. We are very cognizant of the state­
ments we are making. The investigative and evidentiary values of 
tagging explosives cannot be overstressed. Therefore, the IACP 
wholeheartedly urges the inclusion of the explosive taggants provi­sion in S. 333. 

Thank you. 
Senator STEVENS. Mr. Chairman, I have to go to help on a 

schedule today. May I ask, can we submit some written questions? 
Chairman RIBICOFF. Without objection. 
I was going to sort of limit the questions to one apiece for the 

first go-round. Would you like to ask a question now, Ted? 
Senator STEVENS. No, thank you, sir. I will submit some written 

questions to the committee. 
Chairman RIBICOFF. Thank you. 
We will confine ourselves to 5 minutes each. Then after the first 

5 minutes, we can have more. Any written questions can be sub­mitted. 

'I'his question is for Mr. Knox, Mr. Gleason, and Mr. Turner. It is 
obvious we have a serious problem; that is, terrorist bombings. We 
are trying to get at this problem in this legislation and give Our 
law enforcers a means of tracking down these criminals. There is 
no question in my mind that the three of you are against terrorist 
bombing. I am Sure you decry it, and I am sure you want to do 
everything you can to stop it. The people you represent are all law­
abiding citizens. That is who you want to represent. 

It seems to me that you three gentlemen, the industries and 
groups you represent, have a special and tough responsibility. 
Right now we have nothing to trace the use of bombs by terrorists. 
It is just a question of luck. Mr. Murphy has testified how hard it is to get at it. 

Let's say we don't use taggants which have been proposed. In the 
absence of tagging, is there any substitute method that either one 
of you would suggest we trace back the use of explosives by terror­
ists? Do you have any suggestions, either one of the three of you? 

Mr. KNOX. Mr. Chairman, I do not have any suggested substi­
tute. We have looked at this program. I have been involved in it 
since about 1972 when Admiral Peterson of BATF first mentioned it to us. 

I don't believe that the way they are trying to do it can work. 
What I am most concerned about is would the cure be worse than 
the problem? I beiieve that the testimony that has been presented 
this morning is fit 180 degrees from each other, opposite points 
shown, on matters of sUbstantive fact. Yet we can't get a direct 
answer of who is right. 
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. D b' ctive review of the entire 
I think w~ ar~ past }he tlrr~os~r !~00 ~:e interested. I think the 

program, wIth mput romh . But I am amazed by the 

~~!:e~~~~~ s~:I~~~~tsS~f fa~t, b~~~;e somebody is wrong. 

Thank you, sir. Id like to say that I don't think SAAMI is 
Mr. TURNER. I wou ainst the presently proposed 

against tagging ~o.mp~etely. W,e are ag . II We can't say we are 
method of identlflCatl?n taggmg espe~la {know exactly what de­
against detection taggl?g because we on 

tection taggants ~re ~omg to ~e !er~~~sb~~ause we don't know what 
Most of the obJe~tlOn~ we. a t d to the firearms or to our 

identification taggmg IS gOh
ng bee~ given some horrendous cost \' 

customers. We do know we ~~:t serious problem we see is t~e 
increase, we. feel. Bu~ t~~ logistics of keeping track. There IS tremendous mcrease mel 

where the big co.st is !oingtt~ ~~ ~o~Odetection taggants. Tho detec-
Now these pomts 0 Ffh' °It is not uniquely coded. Also, we feel 

tion tag~ant ~as none 0 t .IS·'t going to stop the blowing up of an an idenbficatlOn taggar: Isn 
airplane. Detection t~ggl?g woul~. tent we feel that detection 

So again, as I Sal~ m. ~y .~ rh:~ ca~ get over the hurdles of 
tagginghhasdsome g~~y ~~~~e:i~ detection instrumentation. researc an very, v ? 

Chairman RIBICOF!". Mr. ~le~~o~'question you ask, Senator. If I 
Mr. GLEASON. It IS a re ec IV b ck in our question. 

hear you correctly, yo~ say trace a t be ~hysicallY done. I am not 
I am not sure that It can or f:n~o ersonal judgment this is. a 

sure of that. I am sdUl'e that but wbit is far more important m I, 

matter of. p~o~erty amt~ge, f h man lives. I am extremely sensi- II bombings IS It IS a ques IOn 0 u i 
tive to that.. . the safety hazards that I truly feel ~ 

My personal major concern IS D the 6 000 people we have ~ 
exist in this particular ;rogWmdo O~ot hav~ the knowledge today U 
making explosIves every lar lo~e myself and Oul' employees, that II necessary to aseure you, e a II 
this is a sound and safeMProMgralm. d'd you go into the safety factors Chairman RIBICOFF. r. 0 er, 1 I 
in your research? .~ 11'1 

Mr. MOLER. Yes, SIr. C . the employees who make powder Chairman RIBICOFF. oncernmg . 

by the use of taggants? d'd W have looked at it from the point 
Mr. MOLER. Yes, we 1. e . manufactured all the way '~I 

where the taggants themselves wel~. ever ossible to prove a 
through to the final user. Of course, It IS :nequi~ocallY that some 
negative; . that. is, I co~ld neveTh~~o~~uld involve doing all tests ~ 
adverse. SItuatIOn .maY

ll app~nforever Nor can anyone else prove II at all bmes, contmua y an . iI 

that an explosive is safe. t' £: tion that the hazards involved in f 
We can prove to o~r sa IS ~~detectablY different from the haz-making tagged eX:.HOSlves are 1 . 

ard; involved in makingGnonhtag~edI e~~ o~~~~~ to have interrupted 1 Chairman RIBICOFF. 0 a ea . l 
you, Mr. Gleason. 
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Mr. GLEASON. I would have to say, sir, that the Institute of 
Makers of Explosives, which manufactures 75 percent of the explo­
sives in this country, and perhaps in cap-sensitive explosives more 
than that percentagewise, we are not unanimously in agreement 
that this is yet a safe program. There are letters in the record to 
indicate that, sir. 

Chairman RIBICOFF. Senator Ste~ns, Senator Javits, and 
myself-Senator Javits and myself on one side of this issue and 
Senator Stevens on the other-are sending today a letter to the 
Office of Technology Assessment requesting them to review the 
data and address the following issues: The safety in the use of 
taggants and the production, storage, and handling; the effective­
ness of the taggantprogram; the regulatory impact; potential ef­
fects of partial applica:ion; the issues related to survivability; the 
possible alternatives to tagging explosives for initiators. 

I would hope that you gentlemen who are involved in the manu­
facture of various phases of it, as well as Mr. Murphy and Dr. 
Moler, would coopei'ate with the Office of Technology Assessment 
to try to get the answers to these questions. I am convinced that all 
five of you have the same objective, as all four of us here. 

This is one of the most horrendous of all crimes, and it seems to 
be getting out of hand. I am positive that all of us want to find a 
way to trace these dastardly crimes to the perpetrators. I am 
speaking for all of us in that way, do I not? I am Sure that my 
statement meets with your approval, all of you, irrespective of how 
you feel about taggants. Mr. Knox? 

Mr. KNOX. Yes, sir. Just one thing. I don't hear any mention of 
cost in that assessment, the cost to the consumer. Perhaps I misun­derstood you. 

Chairman RIBICOFF. Yes, we do. The regulatory impact to require 
use of explosive taggants, including recordkeeping cost to the explo­
sives industry and cost to the consumers. 

Mr. KNOX. Thank you very much. I would want that in. 
Chairman RIBICOFF. I just gave the resume, but they are all in here. 
Mr. KNOX. I see. 
Chairman RIBICOFF. Senator Sasser? 
Senator SASSER. Thank you, Mr. Chairman. 
Mr. Knox, you mentioned that tags would have to match closely 

in size, shape, and density in order to prevent segregation. Will the 
segregation problem affect the handloader? 

Mr. KNOX. Yes, sir. This is the same thing that Mr. Turner of 
SAAMI was talking about. He referred to it as stratification. 

In the normal loading process, a mechanical powder measure is 
used. Materials within the hopper which are not precisely the same 
will segregate. The greatest hazard to the user would be if it 
segregated, the taggants segregated to the top of the column or at 
some point within the column; then that charge would consist 
primarily of taggant. When this happens, then you have a light 
charge, which could result in the bullet being shoved into the bore 
and not out. The next round fired could be a normal round and it 
could blind the user or do other serious damage to the user. That is 
why it is such a major problem. 
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Senator SASSER. Mr. Chairman, Senator Stevens wanted me to 
ask a question for him. I will ask this question on behalf of Senator 
Stevens, directed to Dr. Moler, at his request. 

Dr. Moler, if the new tags, which you referred to a moment ago, 
and the samples which ~ou have there are n,either magnetic nor 
fluorescent-that is can t be detected under a black light-how 
would they be retrieved and how would you identify them? 

Mr. MOLER. For taggant materials like this one, the fluorescent 
layer is underneath the black polyethylene. They maintain fluores­
cence. During an explosion, which has been demonstrated literally 
thousands of times in our tests at the University of Missouri, 
polyethylene always burns off in an explosion-in black powder, in 
smokeless powder or in dynamites. 

At that point, the fluorescence becomes visible because there is 
no further obscuring layer. 

For the nonmagnetic taggants, if you use those as well, our tests, 
also at the University of Missouri, involving a combination of 
magnetic and nonmagnetic taggants used in black powder pipe 
bomb devices, showed that in all cases we are able to recover about 
half as many of the nonmagnetic taggants as we recover magnetic 
taggants. It is somewhat more difficult. It requires a bit more effort 
on the part of the person doing the recovery, but you are not at all 
defeated. And you do not need to have the materials separated in 
great detail. ' 

As long as you have the taggant in a reasonable amount of 
debris, you can see it under the microscope and read the code, 
there is no real problem. You can also do a density separation 
which further purifies the material. 

Senator SASSER. Mr. Chairman, I have one final question for Mr. 
Knox. 

According to the Bureau of Alcohol, Tobacco, and Firearms, in 
the ballistics testing of black powder, I think you said in your 
direct testimony that 20 rounds was determined by the manufac­
turer to be adequate to the manufacturer's satisfaction. 

Now if the manufacturer agrees to the test, why would you raise 
questions about the conclusions, Mr. Knox? 

Mr. KNOX. It has been stated that the manufacturer agreed to 
the test. I have here a letter that is dated May 7 to the chairman, 
and it is from Goex, Inc., which is the only manufacturer of black 
powder and which did indeed conduct the test. 

The letter states: 
In previous testimony before the subcommittee on explosive taggants, the infor­

mation presented on the black powder program may have been misconstrued as an 
endorsement or approval on our part. We have never made a verbal or written 
statement that approved the addition of taggants into black powder. In fact because 
of the short duration of tests, the relatively small amount of powder man~factured 
with the taggant material (2,300 pounds) the restricted production site to incorpo­
rate the taggants and the firing of only 40 rounds-I believe half of those tagged 
and half untagged-to determine the ballistic data, Goex cannot endorse the addi­
tion of taggants in black powder due to the unresolved question of all safety 
hazards. 

They go on to talk about hazards in manufacturing. 
My point is that it has been stated that this company has ap­

proved the program on the basis of those limited tests. They said 
the tests are not adequate. This letter indicates they were not 
adequate. 

,-
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Chairman RIBICoFF. Senator Javits. 
Senator JAVITS. Thank you, Mr. Chairman. 
Mr. Knox, Mr. Gleason, Mr. Turner, other than the taggants 

provision, are you for this bm? 
Mr. KNOX. Sir, I haven't read the other provisions of the bill. My 

people have been concerned about-I believe it is title VII, which is 
the taggant provision. As far as I know, we have no position on 
other than that. 

Senator JAVITS. You are n,;t for it or against it? 
Mr. KNOX. I have not looked t,;,t it. If it would be an effective anti­

terrorism legislation, we would favor it because we certainly are, as 
the Senator has said, law-abiding and concerned about these areas. 

Senator JAVITS. Would you look at it and let us know, because 
my experience with the National Rifle Association, its attitude on 
pistols and other controls of that character, worries me about this. 
I would like to know if the National Rifle Association is for this 
bill, other than the taggants. Would you advise us? 

Mr. KNOX. We will be glad to take a look at it. 
Mr. JAVITS. Thank you. 
[The letter from Mr. Knox follows:] 

Hon. JACOB K. JAVITS, 
U.S. Senate, Washington, D.C. 

NATIONAL RIFLE ASSOCIATION OF AMERICA, 
INSTITUTE FOR LEGISLATIVE ACTION, 

Washington, D.C., May 29, 1979. 

DEAR SENATOR JA VITS; During the Governmental Affairs Committee hearing on 
May 7 you asked me to respond to a question regarding the National Rifle Associ­
ation's position on S. 333, separate from the concerns we raised about Section 303 of 
Title III. 

NRA believes that any viable approach to countering terrorist activities should be 
pursued. However, the main text of S. 333 does not fall within the legislative 
program as mandated by our Board of Directors, and since we do not have the 
expertise to make decisions on methods to combat international terrorism we 
cannot take a position for or against S. 333. ' 

However, we have testified in the past that our objections rest with the tagging 
provisions of the bill and we have made every effort to assure Members of Congress 
that we a~e not opposed to the other provisions of the anti-terrorism legislation. 

As me~tI?ned in the hearings, consideration is being given to adding language to 
S. 333 Similar to that adopted by the House Aviation Subcommittee regarding 
loaded firearms in "baggage or other property which is not accessible to passengers 
in flight." 
. NRA strongly supports such a safety measure. We would like to raise one objec­

tion, however. In the House bill, the fine for violating this provision is a civil 
pen~lty ?f not more than $1,000 and/or a criminal penalty of not more than $1,000 
?r I~prlsonment ~f not !I1?re than one year. We would suggest that in lieu of 
ImprISOnment, a higher CIVil penalty be assessed, We suggest this for two reasons. 

First, \yhere a fir:earm has accidentally discharged and has been so judged, the 
NRA belIeves imprIsonment and a subsequent criminal record is too punitive. A 
more positiv~ approach might be to post signs at the airport entrance and ticket 
counters notifying potential violators of a stiff civil penalty and encourage them to 
recheck. their fire~rms ~o. make sure they are ul~loaded. To my knowledge, I have 
not noticed any SignS citIng the present regulations posted in any airport. While 
most firearms owners are aware of the present restrictions signs would serve as a 
reminder to those who might inadvertently violate these saf~ty rules. 
Se~ond, th~ penalties for unauthorized persons boarding or attempting to board 

an aircraft With a concealed deadly or dangerous weapon whICh could be accessible 
to that person in flight are the same for having a loaded firearm in baggage. 
'-:iola~ions of either or these provisions should not be of the same magnitude. The 
situatIOn of more senous concern and thus accorded heavier sanction ought to be 
the one in which the firearm or other weapon is actually at the disposal of the 
owner. 
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We request that the Committee give serious consideration to establishing higher 
civil penalties for violating the baggage requirement while maintaining the criminal 
sanctions against unauthorized possession of accessible firearms on the aircraft. 

Additionally, I would like to make a suggestion that airport officials requiring an 
inspection of a firearm to see if it is loaded be encouraged to conduct such an 
inspection in an area not readily accessible to the public view. From personal 
experience, inspecting a firearm in the lobby of an airport can create a panic 
situation for anyone not understanding why the firearm is being displayed. 

We appreciate having the opportunity to address the Committee on our concerns 
relating to the tagging program. I hope my letter satisfactorily answers yo~r ques­
tions regarding our position on the other sections of S. 333. If we can prOVide you 
with any further information, please let us know. 

Sincerely NEAL KNOX, 
' Executive Director. Mr. Gleason? 

Mr. GLEASON. Yes, sir. I know of no objections that I have at all, 
except the safety hazards to the people who manufacture explo­
sives. I think it is well conceived other than that. 

Senator JAVITS. Except for the safety of the people manufactur­
ing the explosives. I asked you specifically, are you for this bill 
other than the taggants? 

Mr. GLEASON. Yes, sir. 
Senator JAVITS. Other than this provision? 
Mr. GLEASON. Yes, sir. 
Senator JAVITS. Mr. Turner? 
Mr. TURNER. Yes, sir; as far as I know. I heard something said 

this morning about loaded firearms in baggage. I think that not a 
patriotic thing to do in the first place. I know all the manufactur­
ers would consider it idiotic to put loaded firearms in baggage. 

Senator JAVITS. Mr. Gleason, I have a question for you on safety. 
You said in your statement that 3M, the manufacturer of these 
taggants, limits its warranty and you ask how the products can be 
claimed to be safe with such a warranty. 

I would now like to read to you from another warranty, an 
Austin warranty, your own company. It reads as follows: 

Disclaimer of warranties and limitations of liabilities. Products described in this 
bulletin are sold by Austin Powder Company without warranty; express, implied or 
statutory or as to merchantability, except as expressly stated in Austin Powder's 
straight bill of lading. Under no circumstances shall seller be liable for damages for 
loss of anticipated profits, consequential damages or incidental damages. 

I ask you, isn't that about the same warranty as 3M for tag­
gants? 

Mr. GLEASON. Respectfully, sir, I would have to have counsel 
answer that. I am not an attorney. I would like to have counsel 
answer it. He is present. I would have him answer. 

Senator JAVITS. Would you give your name and so on? 
Mr. MOLLOHAN. My name is Alan Mollohan. I am 1; .... ith the firm 

of Rose, Schmidt, Dixon, Hasley, Whyte & Hardesty here in Wash­
ington. 

I think the point made by Mr. Gleason on the liability question is 
that the 3M Co. is supplying an exclusive product. They in effect 
have a monopoly on it. If this legislation were enacted with the 
tagging provision, BATF would have sole discretion to make the 
determination of whether tags could be safely used in explosive­
ness. Having made that determination, the 3M Co. is in a position 
to sell the tags and to shift all liability for their use to an unwilling 
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~ustomer-the explosive~ ind~stry. Tha~ is. a very enviable position 
lOr 3M and the explosIves mdustry IS m a very bad position. 

In the explosive~ industry, i~ is :well known that liability for 
premature detonatIOn of explosIves IS an absolute. The explosives 
mdustry has a. v~ry real concern with putting tags into their prod­
ucts and feels It IS a safety hazard. They will be forced to use them. 

The pomt ~ade b~ tpe 3M disclaimer is while willing to supply 
the tags, 3M IS not wIllmg to stand behind its safety. 

Senator JAVITS. ~s the answer to my question yes, the warranties 
you make at Austm Powder and they are making are about the same? 

Mr. MOLLOHAN. The difference about it is-­
Senator JAVITS. Is it yes or no? 
Mr. MOLLOHAN. No. 
Senator JAVITS. What is the difference? 
Mr. MOLLOHAN. The difference is-­
Senator JAVITS. Is there a difference in text? 

. Mr. MOLLOHAN. The difference is that you can choose your explo-
SIve manufacturer from whome;ver you. want to ~uy the explosives. 

Senator JAVITS. But, there IS no dIfference m text, is there? 
Mr. MOLLOHAN. I don t have a comparison to check. 
Senator JAVITS. Make a comparison and let us know in writing 

what is the difference in text. 
Mr. MOLLOHAN. Certainly, sir. 
Senator JAVITS. I ask unanimous consent that that be included in the record. 
9hai~man RIBICOFF. Without objection. 
[The mformation referred to follows:] 

U.S. SENATE, 
Washington, D.C., May 7, 1979. 

DEAR MR. GLEASON: DUring the hearings on S. 333, the Omnibus Anti-terrorism 
Act, be~ore the Senate Governmental Affairs Committee this morning we discussed 
the subject of the 3M C~mpany's disclaimer for its taggants. ' 

!?n I!age 5 of J:our. wntten testimony, you first quote the 3M warranty as follows: 
. 3~ s only obligatIOn shap be to repla~e .such quantity of the product proved to be 

d.efectl\:,e: 3M shall not be liable for any mJury, loss or damage, direct or conr.aquen­
tial, arlsmg .out of th~ us~. or the inability to use the product. Before using, user 
shal! determl.ne .t!le SUitability o~ the product for his intended use, and user assumes 
all nsk .and liability ',,:hatsoever m connection therewith." 
'd Yo';! Imply that thiS warranty disclaimer raises questions about the safety of 
I entlficatlOn taggants. You. then ask: "If the 3M Company is so convinced that tags 
do not pose ~ threat. to life and property, then why is it being so careful to contractually msulate Itself from liability" 
, As you are aware,. I read another disclaimer of liability at this morning's hear­
mg;-t~at of the Austm Powder Company of which you are President, That disclaim­er IS Cited below: 

b ';?i~claimer of Warranties and Limitation of Liabilities. Products described in this 
u etm are sold by Austin Powder Company without warranty' express implied or 

stat';!tory .01' as to, merchantability, except 'as expressly stated'in Aust'in Powd~r's 
strmght bl}l. of ladmg. Under no circumstances shall seller be liable for damages for 
loss of antICipated profits, ~onsequential damages or incidential damages." 
~ Inte~, all of the explOSives Illanuf~ctul'ers issue substantially similar disclaimers 
or tell' produ,cts, Ba~ed on the above, it appears that the legal effect of the 

lalwuage used m Austm Powder Company's disclaimer of warranty and the dis-
g~llmerk used .by the 3~ Compal'!y is, for .all pr.actical purposes, Identical. I would 
I. e to now It: you contmue to disagree With thiS and your reasons for disagreeing Furt~er, I. am I,nterested to know why the Institute of Makers of Explosives believe~ 
t~at Identification t~gga!lts sh,ould be held to a higher standard of warranty protec­tion than the explos!ves II'! whIch they are used. 

Your prompt conSideratIOn and response to these questions is appreciated, Smcerely, 

JACOB K. JAVITS, 
50-412 0 - 80 - 9 
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INSTITUTE OF MAKERS OF EXPLOSIVES, 
New York, N. Y., May 18, 1979. 

Re S. 333-Disclaimer of Liability. 
Hon. JACOB JAVITS, 
U.S. Senate, 
Washington, D.C. " 

DEAR SENATOR JAVITS: During the May 7, 1979 he.arI!1~s o~ S. ?33, the Ommbus 
Anti-terrorism Act of 1979, you observed that the lIabIlIty dlsclalme: used by the 
Austin Powder Company and that used by 3M would, for all practical p!lrpo~es, 
have much the same legal effect. Your letter of that ~ate ~Iaborates on t~IS ,POint. 
Based on this similarity you inferred that the explOSives Industry, by objecting to 
the 3M disclaimer, is att~mpting to hold 3M's tags to a highE!r standard of warranty 
protection than the explosives in which they are used. In lIght ot: your Inferences, 
you ask in your letter why we woul~ se~k to have tags held to a higher standard of 
warranty protection than the explOSive Itself. 

Your question misconstrues our point. We do not per se. seek to have tags hel~ to a 
higher degree of warranty protection than an explOSive. Although there IS an 
obvious difference in the text of the disclaimers, w~ .did !lot and do not now atte~l?t 
to distinguish between their legal effect. Our posItion I~ now, ~s before, .that It IS 
unfair to force us not only to use a produ~t i~ .our eXl?loslves wh!c~ we belIeve to be 
hazardous, but to require us to bear all lIabilIty. for ItS, us~. ~~IS IS. the. effect of ~. 
333 and anticipated regulations when coupled With 3M s lIabilIty. dlsclalme:s. ~J\.'1 s 
statement in its warranty that H[b]efore using, user sha\1 de~er~Ine the SUitabilIty 
of the product for his intended use" is merely gratultou~ In. th!s. Instance: 

We also feel strongly that it is fair to infer that 3M s lIa~liIty dlscl~lmer, where 
3M has participated so aggresively in developin~ tags and In attempting to prove 
their adaptability to explosives, is evidence of ItS concern that tags may not be 
safely used in explosives. . . . . .. th 

It is important to keep in mind that the warr,antIes dl~cl8!m lIabllIty.onl:>: to e 
commercial users of the product. The law doesn ~ recogmze any other. disclaimer of 
liability. Thus, 3M's disclaimer puts the explOSives manufactur~rs In a Catch-22 
situation: should explosives prematurely detonate, the explOSive m~nufacturer 
would be strictly liable for all damages to anyone other than cOI?merclal purchas­
ers' however should the explosion be caused by tags, the explOSives manufacturE;r 
wo~ld be un~ble to recover from 3M beca\;se, under the t~rn:s of the warranty, It 
has been forced to assume the risk of USing the tags. T~ls IS the essence of our 
objection and it is clear that the terms of our warranty are Irr~levan.t. . 

We feel that a telling point is made by the ~act. that 3~ IS actively pro~otIng 
development and mandatory use of a product ",!,hICh I~ excluslve!y manufactures .and 
whkh could greatly increase the risk of explOSive aCCidents, while at the same b.me, 
ensuring that the risk of using that product is placed completely on the explOSives 
manufacturer. . 

As always, I welcome the opportunity to clanfy any questions you may have 
concerning our position on S. 333. 

Very truly yours, 
DAVID M. GLEASON. 

Senator JAVITS. I point this up. I would like to offer for the 
record a letter sent to Chairman Glenn Anderson of the Subc~m­
mittee on Aviation in a previous hearing on March. 14, wh~ch 
shows that the costs of this taggant manufactured m ongomg 
status will be $25 to $40 a pound. 

Chairman RIBICOFF. Without objection. 
[The letter referred to by Senato~ Javits and a subsequent letter 

to Senator Ribicoff on the same subject follow:] 
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3M Co., GENERAL OFFICES, 
3M CENTER, 

St. Paul, Minn., March 14, 1979. Hon. GLENN ANDERSON, 
Chairman, Subcommittee on Auiation, Congress of the United States, 
House of Representatives, Rayburn House Office Building, Washington, D.C. 

DEAR MR. CHAIRMAN: During the recent hearings on H.R. 1834 and H.R. 2441 
before the Aviation Subcommittee, some misinformation was offered regarding th~ 
price of 3M Brand MICROTAGGANT Identifying Particles for explosives. Two 
points were made about taggants for e,,;plosives: 1) that 3M would charge $200/1b, 
for five-pound codes; and 2) that there IS a yearly $100 code reservation fee. Both 
statements are incorrect and we would like to set the record straight. 

Reference was made to a price list published by 3M, as the source of pricing 
information, in testimony on February 28, 1978, by Mr Charles Turner of the 
Sporting Arms and Ammunition Manufacturers Institute and again on March I, 
1978 by Messrs. Neal Knox of the National Rifle Association and David Gleason of 
the Institute of Manufacturers of Explosives. The conclusions drawn from that 
published information are erroneous. 

The taggants offered for sale at $200/Ib. in five (5) to forty-nine (49) lb. lots have 
no poJyethylene coating and are, .therefore, not the same as the coated taggants 
used In the recently completed pilot test program, conducted by Aerospace with 
explosives manufacturers. 

Further, these taggants are produced in a pilot production facility and their price 
bears no relationship to what the price of taggants will be from a major facility at 
some later date. The current pilot facility is not large enough to supply the require­
ments for national implementation of explosives tagging. A production-scale facility 
will need to be built to supply taggants for such national implementation. Econo­
mies of scale will result in lower prices for taggants-Iower than the referenced 
price list, and lower than the most recent price paid by Aerospace for the pilot test program. 

In order to determine whether there are commercial applications for Microtag­
gants, apart from explosives, it is desirable to get them into the hands of potential 
customers, so that they can test for themselves whether their own product identifi­
cation needs can be met using 3M Microtaggants. The referenced price list and the 
Product Data Sheet which accompanies it, were prepared for the purpose of offering 
introductory quantities of Microtaggants to meet the above needs. The reference to 
explosives in the Product Data Sheet illustrates only one use of Microtaggants. 

3M has no reason to change its projected price ran~e of $25-$401Ib. for eXflosives 
taggant made in production-scale equipment. This price range is a matter 0 record 
from t~stimony. given in hearings during the 95th Congress (co~y attached). 

During the pilot test program, taggants were added to explOSives in the concentra­
tion of 500 parts per million (ppm). With tltis loading, and with taggants priced at 
$25-$401Ib., the cost of taggants adds 11,4¢-2¢ per pound to the cost of explosives. 

Regarding the second point of testimony by Messrs. Turner, Knox and Gleason 
3M understan~s that explosives taggant codes will require a five (5) to ten (10) yea; 
non-repeat perIOd. Any code re~ervation (ee, then, will. automatically be included in 
the prICe of taggants and was lIlcluded In the $25-$401Ib. estimate A separate code 
reservation fee will not apply. . 

. We ~ope this information clears the record regarding prices for 3M taggants for explOSives. 
Very truly yours, 

L. J. HESSBURG, 
Technical Director, 

New Business Ventures Division. 

3M Co., 
NEW BUSINESS VENTURES DIVISION, 

St. Paul, Minn., May 4, 1979. Re: S. 333-Anti-Terrorism Bill. 
Hon. ABRAHAM RIBICOFF, 
Chairman, Committee on Governmental Affairs, 
U.S. Senate, Washington, D.C. 

. DEAR M~. CHAI!tMAN:. This letter is intended to supply you with facts on the 
Impor~ant ISSU~S 1I1volv.1I1g the 3M Compa!1Y as a suppli~r of explosives taggant 
materials prOVIded for 111 the referenced bill. I trust It wIll be useful to you and 
members of your committee in the forthcoming hearings of May 7, 1979. The 
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following issues have been the subject of some confusion and/or misinformation in 
recent hearings on companion bills in the House: 
Explosives tagging 

The explosives tagging provisions of S. 333 will require both predetonation (detec­
tion) and post-detonation (identification) taggants. The tagging provisions will pro­
vide the capabilities to detect explosives in confined areas, to trace explosives used 
in terrorist bombing episodes, and will display powerful deterrent to would-be 
bombers as well. 3M Company manufactures a leading candidate for identification 
tagging. The identification taggant system developed by 3M provides no capability for gun control measures. 
Explosives taggant price 

In testimony to the 95th Congress, 3M estimated that identification taggant prices 
would add 1.25-2.0¢/lb. to the cost of explosives. Our current price estimate has not 
changed. This price includes the "code reservation fee". Others have testified to the 
96th Congress that 3M prices would add as much as lO¢/lb. of explosive, plus l¢/lb. 
explosive "code reservation fee". These figures are simply incorrect, and are prob­
ably the result of confusion with prices quoted for experimental use in non-explosive 
applications, some of which are described below. There is no code reservation fee to 
be added to the above cost for explosives. 
3M supply position 

S. 333 would not create a monopoly for 3M, since specifications allow utilization of 
other taggant forms not patented by 3M. The 3M product enjoys only the limited 
monopoly which a patent confers as provided for by U.S. patent law. 3M develop­
ment work has been, from the start, internally funded in competition with all other 
organizations developing explosives taggants, including those with Government funding. 

Product liability 

3M will manufacture explosives taggants to specifications developed by others, 
because 3M has no expertise in the manufacture, use or testing of explosives. Our 
warranty, therefore, stops with acceptance of our product by the customer. This 
warranty is very similar to that used by explosive manufactUrers for their own products. 

Nonexplos/:ve uses 

3M Microtaggants will find use in many non-explosive applications. Current ex­amples under test include: 
Medicated animal feed-(pending FDA approval) before slaughter, to determine if 

proper medication withdrawal schedules were followed. 
Cellulose insulation-to identify material made to building code specification for fire retardancy, etc. 

Parts and components-to identify manufacturer and to pinpoint liability in case of failure. 

Taggants for these specialized uses are manufactured in pilot production equip­
ment to meet these development needs. Prices are $200/lb. or $100/lb., depending on 
quantity. These priceI' for development quantities are not to be confused with the 
prices explosives ma. _ .. facturers would pay upon full-scale implementation of the 
tagging program. Such implementation would require a larger factory and, conse­
quently, lower costs. Without taggant legislation, increased capacity is not expected 
to be required, and taggant prices will remain high for small quantities. 

We appreciate the opportunity to make these clarifications and welcome the 
opportunity to be of fUrther service to you. 

Very truly yours, 

L. J. HESSDURG, 
Technical Director, 

New Business Ventures Divi$ion. 
Chairman RIBICOFF. Senator Pryor? 
Senator PRYOR. I just have one question, Mr. Chairman. This 

question is for Mr. Knox. 
Mr. Knox, the testimony that you gave focuses primarily on 

black and smokeless powder. I understand that last year, in 1978, 
the NRA's position was to exclude black and smokeless powder 
from the legislation. But this year NRA's position, as I understand 
it, is to Oppose taggants in all explosives-dynamite, et cetera. Is 
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this a change in position? If so, I am very curious as to why the 
change has taken place. I may have misunderstood you. 

Mr. KNOX. I believe that you understood correctly, Senator. I 
would consider it an extension of our position last year. At that 
time we were primarily concerned with the exemption of black and 
smokeless powder for the reasons we have gone into today. 

What I had increasingly become aware of, as we studied the 
program, that the program would not be effective. It could not 
achieve that which it was desired to achieve. And we feel that once 
it proved to be ineffective, if it were enacted, then there would be 
pressures upon the Congress to add even more materials, putting 
black and smokeless back in. 

We have seen this before in the matter of gun legislation. When 
"X" didn't work, they wanted 5 "X". When it didn't work, they 
wanted 10 "X". Ten "X" still couldn't fix it. 

Senator PRYOR. Mr. Chairman, I yield back my time. 
Senator JAVI'rs. I just have one question, Mr. Chairman. 
Chairman RIBICOFF. Senator Javits. 
Senator JAVITS. Gentlemen, obviously further work is going on in 

this black and smokeless powder field. You three gentlemen have a 
very real concern a~d a very real control. Can we know from you, 
for example, Mr. Gleason, whether you will cooperate with Dr. 
Moler's people in any further testing to find out more about this situation? 

Mr. GLEASON. Yes, sir. We will cooperate. 
Senator JAVITS. What about you, Mr. Turner? 
Mr. TURNER. I can't speak for the individual manufacturers but 

certainly the SAAMI Technical Office will. ' 
Senator JAVITS. Is there any cooperation required from tbe NRA office? 

Mr. KNOX. I am not aware of any specific cooperation. 
Senator JAVITS. But you won't discourage these other enterprises from cooperating? 

Mr. KNOX. No, sir. We would not discourage them from Cooperat­
ing, provided thl;lt they had the question of cooperating not as they 
have presented It to some companies; that is, perform this limited 
test and on the basis of a limited test say it is good for everything. 
That has been the basis I believe of theobjec.tion from industry. 

Senator JAVITS. Let us see what is'requested before we jump to 
the conclusion it is going to be biased. We do have your assurances 
of cooperation in an effort to ascertain as much as we all can about this matter. 

Chairman RIBICOFF. If the Senator would yield, just to extend 
Senator Javits' question one step further, many of these 13 compa­
nies are .very large pUblic companies, with all types of testing 
laboratOrIes. Why don't these companies test independently the 
whol~ problem of taggants to satisfy Dr. Moler or anybody else? 
But It would seem to me you have the means to do independent 
testing and give us the advantage and give the public and the 
chiefs of police what your studies are. 

These are very prestigiQus companies. Mr. Gleason, talking for 
the other manufacturers-_ 
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Mr. GLEASON. To the extent that I am able to talk for the other 
manufacturers, for my own company, sir, I assure you that will be 
done. 

Chairman RIBICOFF. Do we have a list of those 13 companies? 
Mr. GLEASON. Yes, sir. They are in the record. 
Senator JAVITS. Mr. Chairman, while the Chair is looking, may I 

just say that is a most pertinent observation on the part of the 
Chair, because it is a fact that sometimes people get in a. routine of 
being in opposition. I am well aware of the opposition of the NRA 
to handgun control. I think they are just raising up an appar,'tion 
for themselves. But be that as it may, that is another argument. 

I think the Chair is perfectly right. You have told us you want to 
get at this thing as hard as we do. Well, help us. Here is one place 
you can show your public interest, your public spirit, your anxiety 
to promote the public interest, by doing exactly what the Chairman 
says. If you don't like their testing, do your own and let us know 
what you think about it, what you find, because this would be of 
help. 

I am tremendously impressed with the attitude of the chiefs of 
police. It would be a tremendous help to us in such grave myster­
ies, for example, as this LaGuardia bombing. 

The CIA, by the way, in a study just made public predicts more 
of the same and an intensification of terrorist attacks. So this is a 
burning problem for us and for other people. I do hope that the 
Chair's words will carry very strongly with you. 

Chairman RIBICOFF. Let me indicate the extent of the responsibil­
ity. I think probably these companies ought to be willing to say 
where they stand: Apache Powder Co., Benson, Ariz.; Atlas Powder 
Co., a subsidiary of Tyler Corp., Dallas, Tex.; E. r. du Pont de 
Nemours & Co., Wilmington, Del.; Energy Sciences & Consultants, 
Inc., of Minnesota; Ensign Bickford Co. from Connecticut-they are 
from Connf'cticut; they are one of the oldest explosives manufactur­
ers. They tmce way back to Revolutionary times. I think they have 
a responsibility. Goex, Inc., of Cleburne, Tex.; Hercules, Inc., of 
Wilmington, Del.; Ireco Chemicals, Salt Lake City, Utah; Monsanto 
Co., St. Louis, Mo.; Sierra Chemical Co. of Reno, Nev.; and Trojan 
Division, Inc., IMC Chemical Group, Inc., Des Plaines, Ill. 

In other words, you have some very large, prestigious companies. 
I am sure that these companies do not want to take the position 
that out of hand they reject a proposal without independent test­
ing, without their own testing, whether they work or don't work, 
and whether they couldn't make a contribution for the elimination 
or the deterrence of terrorism around the world. So I would hope 
that som~ of these companies that have fantastically large and 
extensive laboratories, much larger than Dr. Moler is using at the 
University of Missouri, would join in this effort. They ought to be 
willing to do some testing of their own to prove or disprove what 
Mr. Moler is saying, what we are trying to achieve. 

I thank you very much, gentlemen, for your cooperation and 
your testimony today. The committee stands adjourned. 

[The prepared statements with attachments of the panel follow:] 
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STATEMENT OF NEAL KNOX, EXECUTIVE DIRECTOR, INSTITUTE FOR LEGISLATIVE 
ACTION, NATIONAL RIFLE ASSOCIATION OF AMERICA 

Mr. Chairman, I am Neal Knox, Executive Director of the National 

Rifle Association Institute for Le.gislative Action. I am pleased to 

have this opportunity to present to the Committee our concerns over the 

explosives tagging proposals of the Bureau of Alcohol, Tobacco and 

Firearms. 

The National Rifle Association, representing the consumers of 

propel 1 ant powders, have been extremely concerned over the tagging 

program si nce it was fi rst discussed a ha If-dozen years ago. Our 

concerns have grown steadily since that time. 

We ~/ere initially concerned over both the safety questions 

implicit in adding a foreign substance to propellant powders and BATF's 

statements on tagging ammunition. 

These 1 atter concerns were not, as Assistant Secretary Davis 

rather speciously suggested to you, manufactured out of a paranoid fear 

of gun control. Rather, they were sparked by testimony given by Atley 

Peterson, BATF's special assistant for Research and DeVelopment, before 

the Senate Judiciary Committee on September 14, 1977. He said, and I 

quote: "The Board of Governors of the American Society of Crime 

Laboratory Directors, Incorporated determined that its number one 

research and development priority was the tagging of ammunition. If we 

are successful in tagging smokeless and blijck powders, we will be able 

to tag ammunition and shall have satisfied this objective." 

We knew of no way to interpret thi s statement other than as an 

endorsement of ammunHion tagging (which, for practical purposes, is a 

technical impossibility). BATF now pretends to have never heard of the 

idea, but the testimony speaks for itself. 
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Our technical concerns over costs, safety, fouling, shelf life, 

and stabil ity have not been allayed by the infonnation and 

"explanations" provided by BATF. 

If anything, our concerns have been heightened by recent 

deve 1 opments. We have seen a claim that firing 20 rounds of tagged 

black po~.der is a sufficient test of that product. As consumers, we 

reject that claim out of hand. It is absurd for anyone to believe that 

this is sl!fficient testing. It may be expedient testing; it is 

certainly inexpensive testing; but it doesn't even approach adequate 

testing. 

Tw~nty rounds, all from one can of powder, would not be sufficient 

to establish anything, let alone ballistics or safety characteristics 

of a contaminent that will be present in varying concentrations in 

different cans and lots. 

Those few rounds were fired, according to our understanding 

under test procedures involving cleaning the barrel after each shot __ 

whil e consumers wi 11 nonnally fi re numerous shots without cl eani ng, 

usually until the bl ack powder foul ing become too severe to accept a 

bull et without cl eaning". I have pet'sonally particpated in far more 

extensive tests of black powder, using electronic pressure-measuring 

equipment (rather than the obsolescent mechanical pressure-measuri"ng 

device used in the tests in question) and can testify of my own 

knowledge that there is a Significant increase in breech pressures when 

an uncleaned bore is fired. Further, with untagged black powder, the 

amount of pressure-increasing fouling increases progressively with each 

subesquent shot. 
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I do not know whether the adaltion of partially burned taggants, 

or their residues, to black powder fouling would result in unsafe 

pressures if the barerel is not cleaned between shots __ but neither 

does BATF or the manufacturer. No tests have been conducted. 

I do ~ot know whether the taggant material would result in rapidly 

increased wear of the relatively soft barrels used in antiques and 

rep] icas -- but neither does BATF or the mimufacturer. No tests have 

bee" conducted. 

In ~ddition, only one grade of propellent black POwder was tested. 

There are four grades of propell ent bl ack powder, as well as various 

types manufactured for blast i ng purposes and fi reworks ,. each a 
different size. 

BATF has stated in the March 27 rebuttal sheet (which I will 

directly address later) to our objections to tagging that they are 

experimenting with tags of the different si zes and shapes needed to 

match each type of powder to avoid segregation of the tags. According 

to BATF "these are coming along quite nicely." That is fine, but to 

the best of my knowl edge no one in industry has seen such tags, and 

they certainly have not been tested. 

There are problems inherent here that do not exist with high 

explosives tagging. Grains of bl ack powder of a given grade are 

screened to obtain nearly unifonn size. Conventional tags are not; 

they are rolled in sheets and shattered, resulting in a wide variety of 

sizes. I have a sample of tags provided by BATF if any member of the 

Committee would care to examine them. 
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Tags for black powder would have to match these sizes very closely 

to avoid their separating from the powder during shipment and handling. 

There would be quality control problems here that simply do not occur 

in the manufacture of the hi gh expl osi ve tags, and I have seen no 

discussion of this by either BATF or 3M representatives. Any such 

problems would, of course, tend to increase the price. 

To explain our concerns about segregation of the taggants, 

consider what happens when sand and gravel are mixed, then shaken. 

Because of the different si ze and weight, or sectional density, the sand, 

will invariably separate from the gravel. 

Thus far we have discussed only black pomer, which is available 

in four sizes for pistol and rifle use, plus larger cannon and blasting 

grades, ranging in size from the tip of ,a sharpened lead pencil to the 

size of the pencil's eraser. Obviously, one size of taggant cannot be 

used in those disparate sizes of pomer without creating significant 

segregation pl'oblems. (Photos of powders and tags are in Appendix I) 

However, the composition of all grades of bl ack pomer from one 

maker is precisely the same; size is the only difference. This is not 

so for smokeless propellants. More than 50 different types are 

avail abl e from manufacturers fOl' handloaders. An ill1l1ense number of 

somellilat dif~erent propell ants are made avail abl e to manufacturers of 

ammunition, and occasionally these commercial ammuniton propellants are 

made available to handloaders as a result of excess or surpl us pomer 

being made to distributors. Not only do smokeles.s pomers vary in 

size, many are significantly dissimilar in composition, in deterrent 

coatings, and in shape. 

There are two basic classes of smokeless propellants, "single­

base," in which the principal ingredient is nitroce'llulose, and 

I 

I 

l. 
r­!, 

135 

- 5 -

"double-base" \~hich is a combination of nitrocellulose and 

nitroglycerin. (In addition, there are five grades of Pyrodex, varying 

only in size, but using a totally different formula to approximate 

black pomer characteristics in firearms.) 

\~ithin the two basic classes of firearms propellants, burnil}CJ rate 

varies according to the shape and size of the exposed area, including 

holes through each kernel, and is modif'ied by various deterrent 

chemical coatings. The three basic shapes are "fl ake," ,extruded or 

"log," and spherical. 

Althougli the reasons for thi s vari ety are outside the scope of 

this testimony, they can be summarized as a variation according to 

application and according to the manufacturing process. 

What is important is that each of this variety of propellants 

varies according to size, shape and weight. Unless the taggant for 

type precisely matched those characteristics of the pomer, the taggant 

would -- 1 ike sand from gravel -- separate or segregate from the 

propellant during transportation, handl ing and the ammunition loading 

process itself. 

The hazard of segregation is that it would result in an individual 

round of ammunition with a higher percentage of propellant, which could 

be dangerous under some circumstances, to a round of ammuniti on with 

excessive amounts of taggant, which could be extremely dangerous. 

To explain, ammunition handloading normally involves pouring the 

propellant from the can or keg 'Into the l,ong, tall hopper of a pomer 

measure. A drum in the base of the measure is rotated by hand to fill 

it with pomer, then drop it into a prepared cartridge case. To insure 

uniform filling of the drum, and complete emptying of the drum into the 

r.ase, the drum handle is forcibly "bLrnped" at each end of the rotation 
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stroke. If the composition of any materials in the propellant varies 

from the propell ant itsel f, the dissimil ar material s wi 11 segregate 

during thG continual shaking and sliding within the powder measure 

hopper. 

The taggant material s we 'have seen are very small and light. In 

all probability, a Significant percentage of the tags \~ould migrate to 

the top of the powder hopper during the loading operation. As a 

result, the ammunition loaded earlier would contain very few taggants, 

resulting in somewhat higher breech pressures -- enough to cause a 

hazard to the shooter under some circumstances. 

On the other hand, those rounds of ammunition loaded last would 

have a charge of fewer propellant kernels and a very high percentage of 

tags. That is an extremely dangerous situation, not only because there 

have been reliable reports of excessive breech pressures when too-light 

charges are used, but a very real possibility would exist that the 

1 ight charge would merely shove the bullet into the barrel. If a 

hunter or shooter were not aware what had happened, and that his barrel 

contained an obstruction, the next shot could or would cause 

catastrophic damage to the firearm resulting in blinding or other 

possible serious injury to the shooter. 

Despi te th~ extreme importance of testi ng thi s one aspect of 

tagging, either no tests have been c'on~ucted, or none have b\!~!n 

publicized. 

Every time NRA has raised technical objections to the tagging 

program, BATF has met those objections by promisi ng another tag. ~~e 

originally stated that tags, being both magnetic and florescent, could 

easil y be removed from the propell ant powders. BATF countered that 

half would be non-magnetic and coated with graphite to hide the 
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florescence. Hopefully, the graphite would burn off during the 

explosion and the florescent particles would be seen and recovered. 

However, BATF has provided no information as to how well this 

works in theory or in real ity, and we have not seen such coated tags. 

Nor have we seen them in different uniform sizes and shapes. 

The Congress is Simply being asked to proceed before all the 

information is available. 

The tagging program is a classic example of the deVv'lopment of 

technol ogyfor technology's sake rather than for any useful purpose. 

From the beginning, the focus has been not on the question of "Will 

tagging accompl ish anything?", but "How do we make it work?" The 

justifications for. the program appear to be following the technical 

developments rather than guiding them. 

The just.ifications~ for the program are contained, according to 

BATF, in a 176-page' report done for them by Management Sciences 

Associates. We can only conclude they expected the length of the 

report to deter anyone from reading it. 

That report makes it clear that the justification for explosives 

tagging rests on an unstable foundation of conjecture, incomplete data, 

and~unwarranted assumptions. The report is very explicit in most cases 
~ 

as to these pr~bl.ems, -yet none .• of. that uncertainty has made its way 

into any of the BATF presentations we have witnessed. 

Mr. Chairman, I would urgexhe.Members of this.Committee, or your 

staffs, to read this report independently of any BATF presentation. 

You cannot help .but notice many, ·manyproblems with the tagging 

program. would like to briefly summarize a few of these: 

Cost/Benefit Ratio -- a) The cost figures used in the study bear 
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no resembl ance to those now cited by BATF, and both are orders of 

magnitude lower than costs cited by industry. However, there does not 

appear to have been any re-calculation of the cost/benefit ratio based 

on either set of new costs. b) As for benefi ts, these are stri ctl y 

conjecture. For identification tagging, benefits cited are increases 

in arrests and deterrency. Increases in arrests were based on .9uesses 

from 5 BATF agents and 5 police bomb squad experts; the deterrency 

figure was plucked out of thin air. We submit that the report does not 

establish ~ definite benefits for identification tagging. 

Stocks of Untagged Explosives -- The report mentions that 

criminal s have a 5 - 6 year supply of explosives, at rates of 1,000 

bombings per year, and that to the extent that these are used instead 

of tagged explosives, the cost-benefit ratio developed for the program 

will be reduced. However, this is not taken into account in the devel­

opment of those figures, but only noted as an aside. How anyone could 

assume that criminals would use tagged explosives while they still have 

untagged supplies is mystifying, other than it simplifies arriving at a 

pre-determined conclusion. 

Delay in Effectiveness 
The Management Sciences ASSOCiates 

report notes that ldentl lca lon . 'f' t" taggl'ng wi 11 not reach a break-even 

point for between 8 to 12 years after initiation. Again, this figure 

is produced independently of the knowledge that criminals have a 5 _ 6 

year supply of untagged exp os ves; no 1 i cal cul at ions seem to have been 

done to determine the impact of the use of those untagged explosives on 

the break even-point. 

These are some of the technical problems whith the justifications 

for the program. 
However, there are problems with tagging that 

transcend the technicalities of any report. Two of these deal with the 

underlying rationale for the entire program. 
Others lie in the nature 
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of the explosives distribution system. 

The first of these 1 ies with the inescapable nature of the 

identification tagging process. It is by nature a regul atorl': system; it 

seeks to keep track of the 1 egal possession of explosives and then 

trace that possession through recordkeeping procedures once a taggant 

is recovered from an explosion. This sounds good on the surface, but a 

second look raises serious questions as to the rational ity of the 

assumptions that underlie such a system. 

We are in effect being asked to assume that terrorists and 

criminals obtain explosives in legal commerce, that they properly 

identify themselves while dOing so, and that they will continue to do 

so once a tagging program is instituted. 

I cannot imagine members of the Weather Underground, the FALN, the 

PLO, or any Similar group gOing into a store, producing correct identi­

fication and asking to buy a case of dynamite. BATF reports that 

nearly 60,000 pounds of high explosives and over 60,000 blasting caps 

were stolen. 1 ast year. Over 20, 000 of each were not recovered. Law 

enforcement offiCial s are virtually unanimous in bel ieving that such 

stolen explosives are the primary SOurce of supply for criminal 

elements. Since thefts must be reported under current law, tagging in 

most cases would lead the investigators in a Circle. If they were 

unable to Solve the theft I"hen it first occurred, they are hardly 

likely to do better when a taggant leads them back to the same stolen 

explosives case months or years later. 

The second major problem with the tagging program comes from the 

nature of bombi ngs in thi s country. The tagging program is bei ng 

brought forward under ·the very appealing cloak of anti-terrorism 
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legislation. But the tagging program has little, if anything, to do 

with terrorism. 

Both the tagging program design and the figures and justifications 

offered by BATF deal with all bombings, most of which do not currently 

appear to be within federal jurisdiction. The MSA study conveniently 

examines motives for bombings over the past few years. 

summarizing this, from the MSA study are reproduced below. 

Motives 

Mal icious be struct i on 

Personal Animosity 

Unknown 

Pol itical 

Labor Disputes 

Financi al Gain 

Organi zed Crime 

Table 10: Bombing Motives 

(FBI Data 1972 Through 19H) 

Management Sciences Associates Report 

Page 41 

34.5 

32.8 

14.3 

10.8 

4.6 

2.1 

0.8 

99.9 

Charts 

You will note that 2/3 of all bombings are motivated by either 

animosity or mal icious destruction. The latter are noted in personal 

the report to be primarily b)' juveniles. Political, i.e. terrorist, 

bombings account for only 11 percent. BATF is asking you to authorize 
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them to embark upon a multi-million dollar program to investigate 

juvenile delinquencies and attacks by one individual upon another. The 

need for federal involvement here, and the propriety of authorizing it 

under the guise of an anti-terrorism program, are not at all clear to 

me. It also is not clear that BATF has informed this Committee, or 

any other Committee with jurisdiction over the matter, of the 
implications of their program. 

I would also pOint out that such a program is not really needed 

for the few cases of terrorist bombings in this country. The first two 

paragraphs of the February 5, 1979, Christian SCience Monitor article 
(App 2) tells the story: 

Terrorist bombings in the United St~tes declined 

sharplY,last year. 

A n~w survey by the Federal Bureau of Investigation 

(FBI) shows that the number of domestic terrorist 

bombing inCidents went down from exactly 100 in 1977 

to 50 in 1978. 

- - 50-412 0 - 80 - 10 
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You will also not(! that not only are terrorist bombings declining, 

but th~!t the FB I 1 argely knows who the terrori sts are; they simpl yare 

,mabIe to catch them. When a terrorist bombs something, he promptly 

calls the media and tells them about it. 

There is another insolvable problem with tagging that goes along 

with the terrorist question, that of homemade explosives. If, despite 

all the evidence, the tagging program were successful, terrorists and 

other bombers would soon know it, and turn to untagged explosives; 

thereby ending whatever benefit the tagging program might provide. 

Terrorists are largely well-educated people, more than able to avoid 

any.tagging program by manufacturing their own explosives. However, 

that may not even be necessary, inasmuch as the bill before you exempts 

all mil itary explosives and 80 percent of commercial explosives, most 

of which are capable of being assembled at home, thus avoiding the need 

for the more exotic made-from-scratch explosives. 

I noted with surpri se that BATF stated before the Committee that 

ill explosives would be tagged. I have no idea why they would have 

made such a statement. In prior testimony before other Committees, 

BATF has acknowledged the limited nature of ~~e program. All explosives 

are simply not capable of being incorporated within the identification 

tagging program. 

For instance, BATF has stated it would not attempt to tag prilled 

al1Tl1onium nitrate, the principal explosive used today, because there is 

no difference between COl1Tl1ercial al1Tl1onium nitrate used for blasting and 

the far greater amounts of al1Tl1onium nitrate used as a fertilizer. 

For this to be included in the identification tagging program, 

records would have to be kept of all fertilizer sales. This, of 

course, would generate such· costs and paperwork as to be unthinkable. 
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BATF's justification for not recommending the tagging of ammonium 

nitrate is that the standard ammonium nitrate/fuel oil mix requires a 

booster charge of high explosive for it to be reliably detonated; and 

by BATF's theory, that booster charge would be tagged. 
BATF's 

all egati on has, of course, been prOVen false as demonstrated by the 

Institute of Makers of Explosives (IME). 

If ammonium nitrate and gasoline are combined, the result is an 

explosive both more powerful and far more easily detonated than 

standard ammonium nitrate/fuel oil mix. 

Ammonium nitrate and gasoline may be easily and reliably detonated 

by a booster charge also consist;ng of homemade materials, thus 

avoiding the tagging program completely. 

Mr. Cha i rman, some Members of Congress have shared with me the 

responses they have received from .BATF to questions about this 

particular explosive mixture. These have been so deVious that they can 

only be considered deliberately misleading. 

I cannot understand how they coul d make such statements. I have 

attached an official government report, (App 3) dated 1948, which 

describes how ammonium nitrate fertilizer may be detonated while still 

bagged, without mixing it with anything. BflTF is either completely ignorant 

about explosives, in which case I question their ability to manage any 

part of the program, or they knowingly are proViding you with fal se 

information. 

It is understandable that BATF would not want the Congress to know 

that this program would exempt 80 percent of the commercially 

available explosives, since such a program would mak~ no sense 

whatsoeVer. I I eave it to your judgement whether their interest in 

building a bigger bureaucracy justlfies giVing such distorted responses 
to questions. 
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The list of materials which may be easily and quickly fashioned 

into deadly bombs is endless. An explosive consists merely of a fuel 

and an oxidlzer, which may either be simply oxygen from tne air or a 

chemical which during burning produces large amounts of oxygen. 

As a case in point, a standard U.S. Army manual lists a special 

charge for use in flattening large buildings; it employs an explosive 

fuel which every Member of this Committee has in his home--household 

flour. Reprints of that Army manual are widely circulated in the 

underground press. Other pamphl ets and brochures with such titl es as 

The Poor Man's James Bond, The Militant's Formulary, and The 

Anarchist's Cookbook are widely available to terrorist groups and 

contain an endless list of simply-made heinous devices. I have 

obtained copies of each by mail order. Last year we received in the 

mail two issues of The Urban Gueri 11 a magazi ne, put out by the New 

World Liberation Front. In their Manual of Warfare, they explain how 

to make ammonium nitrate fertilizer explosives, "kitchen napalm" using 

soap flakes, and various initiators, detonators, and timing devices 

from fi recrackers, ci garettes, mousetraps and wri stwatches. I have 

supplied several pages from one such publication to the Members of the 

,Committee along with a catalog of other publications, many official 

Army, CIA, and old ass manual s, 'describing in great detail how to make 

and use homemade explosives. These are in Appendix 4 to this statement. 

I believe you will be appalled at the ease l'lith which common 

household items may be misused because of the nature of the materials. 

ask that none of these materials be included in the hearing record. 

Among other commonly available explosive SUbstances not covered in 

this tagging bill--substances not capable of being tagged-- are 

flammable liqUl s. 'd I had been aware that an increasi ng number of "gas 

bombs" 
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were being used by terrorist and criminal bombers, but until I read 

BATF's statistics, I had not been aware that these account for some 39 

percent of "criminal bombings"--not just "explosives incidents." Such 

gas bombs and "Molotov cocktails" are now more frequently used than 

smoke 1 ess and black powder bombs. We can hardly tag gasol i ne or 
butane. 

The other major problem with the program that comes immediately to 

mind involves the nature of the recordkeeping requirements it would 

create. The MSA report cited the need for rapid retrieval of records 

for the program to be a SUccess. Does this imply computerization? We 

do not know, and BATF has not seen fit to discuss the i,;atter. However, 

I do know that it I~ould be incredibly expensive to set up a computer 

system capable of tracking millions of pounds of high explosives 

through commercial distribution channels, along with the several 

million cans of powder sold to sportsmen each year. The nature of the 

distribution system will also serve to negate the identification 

tagging program, regardl ess of whether the sales records are 

computerized. Powder 'is generally produced in lots of 10,000 _ 20,000 

pounds. Each lot would necessarily have identical tags. 

HoweVer, powder is sold in l-pound and half-pound cans. Thus, 

there could be upwards of 15,000 to 20,000 people purchasing 

identically tagged powder. How this would provide a useful lead is 
beyond comprehension. 

As you are undoubtedl y aware, BATF d i strib uted a paper whi eh 

purported to refute our objections to the tagging program. Needless to 

say, it does not do so. What is interesting, however, is that it in 

large part responds to statements we made in the summer of 1978 some of 

~Ihich have been overtaken by more recent developments and which we 

obviously have not been repeating. I would like to respond to that 
paper. 

, 
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Contention: We erroneously claimed BATF had not developed 

taggants for all the explosives they proposed to tag. 

Response: As noted previously, if tags for each of the 50 plus 

different propell ant powders have been developed, we have not seen 

them. We have seen cl aims by BATF that they are being developed, but 

to our knowledge BAT~ has only a single type of identification tag, and 

it will probably not fit into any of the powders. 

Contention: NRA alleged that BATF has not conducted studies on 

effects of taggants on smokeless powders. 

Response: We made the statement before any tests had in fact been 

conducted. As to the tests on black powder, regardless of whether the 

manufacturer accepted them, and there is some doubt as to whether :loex 

Corporation or Aerospace specified the test, we as consumers comp:etely 

reject such a limited test. As previously noted, it is clearly inad~­

quate. I would al so point out that NRA has been involved with powders 

longer, and probably has greater staff expertise, than either the 

manufacturer or Aerospace Corporation. 

As to smokehss pOl'.oers, the tests have not been compl eted; in 

fact, to our knowledge they were not even contracted for at the time we 

made the statement. 

We al so know that BATF attempted to persuade at 1 east one manu­

facturer to conduct a very limited segregation test, involving one lot 

of one type of powder, and one type of taggant, and then sign a state­

ment approving all aspects of tagging of their po~iders. This com­

pletely flies in the face of BATF's statement to this Committee that 

they per orm every .. f known test to determine whether there, is any 

hazard." Needl ess to say, the company refused to go along. 
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Contention: NRA asserts that black and smokeless powders cause 

only a 1 imited amount of damage, and that recent statistics override 
our claim. 

Response: While it is true that 1978 statistiCS, just released by 

BATF, show an increase in powder bombings, our previous statements were 

based on composit statistics, covering several years. Obviously, the 

use of any given explosive will vary from year to year. However, we do 

not believe the composite would be significantly affected by factoring 

1978 figures 'into the preVious years. Since BATF has a monopoly on the 

figures we are unable to do this ourselves, but it seems clear that 

propellant powders are simply not suited to major terrorist or criminal 
activities. 

Of more impor,tance is the fact that BATF once again supplied this 

Committee with different information than it provided the House 

Committee. All the statistics cited in all three documents provided to 

the Committee on March 27 covered only dynamite, black powder, and 

smokeless powder. They ignored the fact that, as clearly shown in the 

stati stics given the /-buse Pub1 ic Works Committee, incendiary devices 

accounted for 39 percent of bombings last year. This is only 5 percent 

less than the propellants and dYnamite combined. 

Incendiary material s are not capable of being tagged. Given the 

fact that material s such as gaso1 ine can explode as well as burn, it 

seems much more probable that terrorists and criminals would switch to 

incendiaries rather than switch to low order explosives such as black and 

smokeless powders if the propellants were exempted. 

Contention: 

burdens. 
NRA raised fa1 se concerns about recordkeeping 
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Response: our concerns about the increased costs of propellant 

resulti ng from recordkeeping burdens upon deal ers have been met with 

~/hat I consider a totally dishonest response. 

BATF states that because of the detailed recordkeeping now 

required of dealers, their proposal will require the addition of only 

one more piece of information, therefore the recordkeeping increase is 

minimal. Their statement is true only for dealer's in black powder. 

Deil1ers in smokeless powder ~ presently have to maintain tl.'!! 

burdensome detailed records required of cea1ers and wholesalers in 

black powder. But BATF's tagging program would require such records 

throughout the di stribution cha in for smokeless powder. Some years 

ago, when I researched the size of the handloading components market, 

there was about 10 times as much smokeless powder and black powder 

sold. The additional recordkeeping has been estimated by industry to 

increase the cost of smokeless propellant considerably. 

There is al so much confusion -- but no hard information __ 

concerning the increared cost of propellants due to the cost of the 

tags themselves. BATF has quoted the manufacturer's prices for large 

quantities of·taggants of the same code, although smokeless propellant 

manufacturers would undoubtedly be required to use no more than the 

minimum order of five pounds of a single code -- which would charge a 

10,000-pound lot of propellant. Further, 3M, the sole manufacturer, 

showed on its price sheet an additional charge of $100 per year for 

reserving that code number. 

When I testified before a House Committee two months ago, the 3M 

representative stated that the price sheet I was referring to ~/as for 

,~int taggants, and not for explosives (although the brochure 

specifically mentioned taggants for explosives). When I asked the 3M 
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representative what the cost for explosives taggants wou1 d be. I was 

told it was being studied, and that no cost information would be 

available for a month. It is still not available. However, I have 

been told that 3M is now claiming the costs would be greatly reduced 

due to the large quantities of taggants that would be purchased; 

further, that there would be no charge for reserving a code for 10 

years. 

The COlTlTlittee should be aware that if this prOVision is enacted, 

manufacturers wou1 d not be buyi ng 1 arge quantiti es of a si ng1 e code, 

but large numbers of small quanitities of a single code. Further, 10 

years is much shorter than the 1 i fe a propell ant. I have a quantity of 

surplus propellant which I purchased 20 years ago, which was probably 

made duri ng or before Wor1 d War II. Li ke ,many other hand1 oaders, I 

have a considerable number of propellants purchased more than )0 years 

ago. 

The cost of recordkeeping, the tag gants themsel ves, the insertion 

of the taggants and related waste of propellant, would all be borne by 

the manufacturer, but eventually paid for by the 'consumer __ our 

members. 

Both for qual ity control and to satisfy product safety 1 iabil ity 

requirements, manufac:turers would be forced to re-shoot all ball istic 

data and loading information, then publish the new information before 

any tagged propell ant could be sold. Considering that manufacturers 

normally engage in two to three years of ballistic and other tests, and 

conSidering that most manufacturers do not have adequate test eqUipment 

and personnel to make the necessary tests on all propellant types 

simultaneously, the question of how long certain propellants would be 

off the market has never been answered. BATF has merely stated that it 
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\~ould pay for such tests -- presumably with taxpayers' dollars, if their 

Appropriations Committees approve. 

Although BATF has assured Congress that it is testing "for 

everything," I have heard no ment i on that they have conducted the 

required Environmental Impact Statement, presumably on the grounds that 

taggants are inert. While taggants may be inert at room temperature, 

what gases are expelled by the burning taggants when they are subjected 

to the app\oximately 5,000 K. degree temperatures during_ firing? As the 

Committee is undoubtedl y aware, much shooti ng is done indoors, ~/i th 

handloads, on publ ic ranges. Would canc~r-inducing carcinogens be 

introduced into the range environment? (For that matter, has any such 

EIS been conducted to determine the environmental effects of blasting 

with tagged explosives in poorly venti] ated coal mines?) The 1 aw 

requires such an Environmental Impact Study; has such a study b-een 

conducted? 

We have tried to determine accurately what these various costs 

woul d be, but we -- and the Congress -- have been deni ed any preci se 

information. Instead we have received only evasive and misleading 

answers from BATF. At some point we should learn the true costs of this 

program, but BATF is attempting to make sure that we do not learn those 

costs until after the program is enacted. 
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Contention: Some types or powders might be forced off the market 

by add~d costs of the program. 

Response: 11e remain concerned. Even if BATF wants to pay for 

testing, we are not at all convinced that the total costs for the 

program, and their effect on sales, are known. Even if BATF wishes to 

use taxpayer dollars to buy the necessary testing equipment( sinc~ 

few manufacturers have adequate equipment to test all propellant~ 

simultaneously), and supply the trained personnel necessary to operate 

it, manufacturers have normally spent two or more years compl eting 

loading data, storage and other tests. 

In addition, we would comment on BATF's contention that they have 

invited the manufacturers to conduct any conceivable tests on 

t aggants. 

One such test was held on April 5, demonstrating the falsehood of 

the BATF claim that tags could not be removed from explosives without 

destroYing the explosive and probably blowing the remover up in the 

process. As you know, the tags \~ere easily and safely removed. BATF 

refused to attend, but did show up hours. later, after everyone else 

1 eft, to search for tags. They, of course, found none, but if thi s is 

an indication of cooperation, it leaves a great deal to be desired. 

Contention: NRA state~ Congress is bei ng asked to approve a 

program when effects on consumers and 1 aw enforcement is unknown, 

whereas the Management Science Associates study conducted for BATF shows 

arrests wi 11 increase and BATF has experienced an increase in cases 

forwarded for prosecution when date/shift codes are recovered from 
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dynamite. 

Response: We stand by the contention completely. The MSA study 

provides most of the evidence against the program, clearly noting the 

many assumptions and conjectures upon Il'hich concl usions are based. 

As to the date/shift code, we attach a recent news article on how 

criminals can also remove it. Furthermore, BATF provided no 

information as to the nature of the cases where the code was recovered. 

Were they thefts or bombings? n,e term used by BATF to express its 

success rate was "cases forwarded for prosecut i on." This is a 
meani ngl ess term. 

It does not define the type of case, indicate 

whether the case was strong enough to \tarrant prosecuti on, or whether a 

conviction was obtained. (Appendix 4) 

Contention: The Explosive tagging program is designed to help 

.s i gnHi"cantly· in defeati ng.the bomber, be he criminal or terrori st. 

• Response: NRA believes the reverse is true: given the 1 arge 

number of WilYS to avoid tagging, the bomber is much more 1 ikely to 

defeat the program. -The bomber may remove the tags, use fertilizer, or 

make ·hi:s own· black powder or bomb device, steal the explosives, or 

purchase them with false identification. 

Tagging, Mr. Chairman, is a program better designed to expand 

federal employment than to capture terrorists or even cOlllnon criminal s. 

Its costs change from time to time, always upwards; its benefits are 

pure speculation; means of avoiding it are commonplace. 

believe it can be justified. 
We do not 

[NOTE.-The.appendix to this statement is retained in the committee.files.] 
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Testimony of David M. Gleason 
On Behalf of the 

INSTITUTE OF MAKERS OF EXPLOSIVES 
On S.333 

Before The 
Governmental Affairs Committee 

of the 
United States Senate 

May 7, 1979 

My name is David M. Gleason. r am President of the Austin 

Powder Company of Cleveland, Ohio and also President of the Institute 

of Makers of Explosives (IME). I thank you for the opportunity to 

appear before this Committee to present IME's vielos concerning the 

proposals contained in the "Omnibus Antiterrorism Act of 1979", 

S.333, which would require the mixing of "taggants" in eXPlosives. 

The 1MB was founded in 1913 and is the safety association 

of the commercial explosive industry. It is non-profit and primarily 

concerned with safety in the manufacture, transportation, storage, 

handling and use of explosive materials. The member companies of 

the um produce over 75% of the commercial explosives manufactured 

in the United States. It has cOoperated extensively with all' 

interested government agencies. and has a reputation for competence' 

and professionalism. (Attachment A). 

The IME opposes the requirement that manufacturers of commer­

cial explosives mix these plastic chips, "taggants", in explosive 

products. Taggants or tags are made exclusively by the 3M Company 

and are actually microscopic chips of shattered plastic composed 

of multi-colored layers lohich can be "coded" by varying the color 

combination. Once coned, tags could be put into almost any sub­

stance (they were not developed for use in explosives ~~) and 

used to identify the manufacturer, date of production, lot, etcetera, 
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and with extensive recordkeeping, the different persons (perhaps 

thousands) to whom parts of each individual coded lot were sold. 

While the 3M Company is attempting to adapt tags for use in com­

mercial explosives for obvious commercial reasons, the tags were 

developed for general use to provide various manufacturing infcr-

mation. The tags are magnet sensitive and, if they 

survive an explosion, could theroretically be found and retrieved 

with magnets. 

As a part of this Antiterrorist Bill, the Bureau of AlcohOl, 

Tobacco & Firearms (BATF) and the 3M Company are advocating that 

the tags be mixed I~ith commercial explosives on the theory that 

the code information would give BATF a "starting place" in the 

investigation of bombings. (Parenthetically, I am advised that the 

FB:;', and not BATF, has exclusive jurisdiction over almost all 

terrorist bombings) . 

There are a number of reasons for UlE' s opposition to explosive 

tagging. Overriding is our deep concern for the safety hazards 

involved with mixing these plastic chips with explosives. Also, 

the more we learn of the program, the more we are convinced that tte 

tagging proposal is not sound in concept as a law enforcement tool, 

and that it Iqould be extravagantly expensive, even in excess of 

industry's previous estimates and far in excess of BATF's projections. 

I will discuss these general objections to the orogram under the 

following headings: 1) hazardous, 2) ineffective, 3) inflationary, 

4) anti-competitive. 

1. Hazardous. 

Why has the INE taken the position so strongly that the 

explosive tagging program poses potential hazards to the lives of 

the approximately 6,000 men and women who manufacture explosive 
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products and to those who transport, store and use them? 

Our concern starts with the general proposition learned 

from experience over many years that foreign contaminants have 

> , 

no place in explosives and that their presence I~ill sooner or later 

be the cause of a premature detonation. This concern is well 

justified by the history of the explosive in0ustry. Innumerable 

disasters occurring dnring production, storage, transportation 

and use of explosives have been directly traced to the presence vi 

foreign contaminants in explosive products. contaminants which 

are rough edged and hard are of particular concern. The 3~' tag is 

a plastic chip made by shattering a layered sheet of plastic into 

microscopic bits. They are both hard and rough edged and have 

the potential to create friction and heat and, therefore, under the 

right combination of circumstances, a premature detonation. 

Contaminants can also affect the chemical balance of the 

explosive, either over time under many varying conditions or upon 

detonation. Indeed, some of the testing done by Aerospace, BATF's 

contractor, showed that there is such an effect. The compatibility 

testing done by BATF to date,.fal1s far short of taking into consi~ 

deration all of the conditions to which explosives are exposed. 

When the tags reach the explosive manufacturer, t.hey are finished 

products not manufactured by nor segregated, identified or packaged 

under the control of the explosive industry. \-lhile the composition 

of materials which we customarily use are items of known properties; 

tags with their plastic composition and metallic charac\:e~'istics are, 

to the explosive industry, items of unknOl~n property. A true deter­

mination of whether they can be safely used with all explosives could 

not responsibly be made without a great deal more testing. There 

are a myriad of safety prohlems, some of which I l~ou10 like to 

... 

\ 

, 
Ii 

\ 



('-'-

L 

156 

-4-

discuss briefly with you. 

Quality Control. Quality control refers to the means by 

which each company assures that on a day by day, shift by shift 

basis, contaminants and foreign materials do not find their way into 

an explosive. With respect to dry explosives, the ingredients are 

sifted and rUn over a magnet. This has over the years proven to 

be an effective, a~d thus safe, method for screening the many 

millions of pounds of material used. Stray metal bits, "tr<ffip 

metal", is one of our greatest concerns. If tramp metal w.Lth its 

rough edges gets into, for example, a nitroglycerin mix, an explosion 

is a real probability. I assure you that in the past it has happened 

more than once. Tags are magnet sensitive and, therefore, could not 

be magnet screened. Short of examining under magnification 

the millions of tags which would be used, I do not know 

how quality control of the taggants could be assured. Such an 

examination process would be extremely time-consuming and pro­
hibitedly expensive. 

Also, there is the problem of quality control of the tags 
themselves. 

How are we assured that the tags we are receiving 

are the right size and are all coated properly? l-1e have no control 

over the quality of this product. 

Rework Disposal. Disposal of "reworked explosives" presents 

additional problems with safety considerations. In the normal 

course of producing explosives, a portion of the material that 

comes down the production line is worked back into the production 

cycle, or "recycled". After the implementation of a tagging program, 

substantial quantities of this material would have to be destroyed. 

The financial implications are obvious and very significant. 
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However, there are also safety considerations. Reworked material 

'.-must be burned and, with the large quantities involved, the chances 

of accidents will be substantially enhanced. Also, as an aside, 

burning e~plosives in the quantities that will be necessary will 

definitely have an adverse effect on the environment. 

Taggant Contamination. This refers to the possible, and I 

feel inevitable, buildup of errant tags in the myriad cracks and 

cranies of the production equipment - the mixing bowls, the tallys, 

the augers and screws. Normally, the machinery and equipment are 

cleaned with solvents, but tags would be impervious to solvents 

and it wi.l.1 be difficult for manufacturers to insure that these 

chips do not accumulate in these tiny crevices. The potential for 

an unintentional detonation from friction caused by this kind of 

tag buildup is very real. 

Liabilit~ as a Safety Issue. The 3M Company has limited its 

liability exposure for premature detonation of explosives which might 

result with ~le presence of taggants as fOllows: 

"3M's only obligation sh~ll be to replace such quantity 
of the product proved to be defective. 3~' shall not be 
liable for any injury, loss or damage, direct or consequen­
tial, arising out of the use or the inability to use the 
product. Before using, user shall determine the suitability 
of the product for his intended use, and User assumes all 
risk and liability whatsoever in connection therewith." 
(Attachment B, pp. 2 & 3). 

Quare: If the 3M Company is so convinced that tags do not 

pose a threat to life and property, then why is it being so careful 

to contractually insulate itself from liability? It is awfully easy 

to say that explosive tagging is "safe" when you are not exposed to 

the danger and when you are insulated from liability. 

50-412 0 - 80 - 11 
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I would like to make one final point on the safety question. 

On March 23, 1979, Mr. Dickerson testified before this Committee 

to the effect that some explosive manufacturers have, in the process 

of reporting results of tests which they conducted under the Aero­

space contracts, endorsed the safety of explosive tagging. \'Ihile 

Mr. Dickerson does not specifically state that any particular 

company has affirmatively endorsed the safety of explosive tagging, 

he does state that "The follOlqing documents support the conclusions 

that the taggants are inherently safe;" and thereafter lists reports 

submitted by several manufacturers. I have attached to this state-

ment recent correspondence from the following companies: Atlas 

Powder Company (Attachment Cl; Dupont (Attachment Dl; and 

Hercules Incorporated tAttachment E). Each c~mpany has expressed 

its dismay that BATF would use excerpts trom these reports to imply 

that these companies "support the c;onclusions that the taggants are 

inherently safe". 

I \dll not detail all of th", reasons given by these companies 

to refute tris contention, but I db invite youto read this corres-
pondence. 

In response to requests by BATF's contractor, the 

Aerospace Corporation, several producers of cap-sensitive high 

explosives participated in a pilot-scale test orogram which was 

completed in the first half of 197R. This involved introduction of 

tags into selected high explosives. \'Ihatever results were noted 

and reported to Aerospace, the testing program did not demonstrate 

that explosives could be safely produced with tags under normal 

production conditions. This is true because the scope of the 

testing program was limited to determining whether the tags were 
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short term compatible with the explosive and whether they could be 

recovered after detonation. The tags were inserted into the explo­

sive batch by hand without going through the normal prodUction line 

quality screening processes. The testing program was, therefore, 

atypical, a pilot project, if you will. One robin does not make a 

Spring. 
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2. Ineffective 

There are basically b,o aspects to IME' s position that the 

proposed explosive tagging Plugram would be ineffective. First, 

We feel that it is conceptually deficient. That is, that the 

information which could be provided by a recovered tag I,ould be 

of very little usefulness. Second, explosives without tags _ 

military, homemade" and de tagged commercial explosives _ are easily 

obtainable and will be easily obtainable if tagging is mandated. 

Conceptually Deficient. BATF anq the 3M Company are advocat­

ing that these cags be mixed with commercial explosiv8n on the theory 

that the information provided by the tags would give BATF a "starting 

place" in the investigation of terrorist bombings and they admit that 

tags, at best, could only identify that number of persons who 

legitimately Purchased parts of the lot from Which the explosive 
Used in the bombing came. 

(Of course, &Ssuming that the material 

Used in the bombing was conunercially manufactured and the tags had 

not been removed.) The question has to be asked: Is identifying 

thes~ last legitimate purchasers of sUfficient help to investigators 

to justify all of the safAty' risks and the tremendous expense and . 

prodUction diSlocations Which this program will entail? 

Although not an expert in criminOlogy, common sense telis 

me that the ans~ler is "no". It is dubious to suppose that this 

information can materially aid a SUfficient number of investigations 

to justify the risks and costs. This is true, as it is true that 

just because one can identify the last o"'ner of a stnlen car, the 

identity of the criminal who Used the car in a bank robbery is not 

revealed. Furthermore, in the vast majority of terrorist attacks, 

the perpetrators are eager to identify themselves and cannot take 
credit for the incident fast enough. 
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Availability of Untasgad Explosives. There are numerous. 

ways that a bomber can obtain untag~ed explosives if this 
legislation were enacted. 

BATF recognizes that one of the mandatory requirements to 

an effective tagging program is that the tags cannot be removed 

prior to detonation, and BATF has on several occasions represented 

to the Congress that tag removal is virtuallY,impossible (Attach-

ment F, pp. 4,5&6). Regardless of BATF's mi~representations to the contrary, 

TAGS ARE VERY EASILY REMOVED FROM MOST COMMERCIAL EXPLOSIVES AND THE 

PROCESS DOES NOT DESTROY THE PRODUCT - AND IT IS NOT DP~GEROUS IF 

DONE NITH REASONABLE CARE. It simply requires a dime store magnet 

and a black light. The terrorist can slit open a stick of dYnamite, 

obtained legally or illegally, Sweep the material with a magnet, 

make sure with Ultraviolet light that no particles rencain, and then 

repack his dynamite in the original wrapper, or a yogurt cup or an ice 

cream carton. ~he banber then has a clean explosive device. To insure that 

this can be done easily, I asked IME's technical consultant, 

~Ir. Deane Boddorff to conduct a tag removal demonstration. This was 

done succeSsfully and easily under the auspices of the District of. 

Columbia Bomb Squad before many staff members from both the House and 

Senate on April 5, 1979. Please refer to Attachment F, p.3 for details. 

Also, I Would like to pass to the Committee members and staff a 

series of pictures which document the April 5 tag removal demon­

stration. I believe that even BATF WOuld now have to 

'admit that it is incredibly easy to remove tags from a substantial 

buIlt of commercially made explosives. 

, 
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This program is further rendered ineffective by the fact 

that HOMEMADE BOMBS AP.E EASILY MADE FROM NATE RIALS l'lHICH CAN BE 

PURCHASED IN MOST LOCAL COM/oIUNITIES AND 11HICH I'JOULD NEVER BE TAGGED 

UNDER THIS PROGRAM. Detonation of such homemade devices can be 

achieved with such common materials as cherry bombs or miniature 

rocket motors, the latter of which can be purchased from mos.t hobby 

stores. There are any number of "homel1'ade botnb" recipes, whi ch have 

been recited by previous witnesse~ before this and other Congressional 

committees. To demonstrate how easy it can be done, I requested 

our I}ffi technical specialist to make and detonate a homemade device. 

The whole process from buying the materails in the local hobby and 

hard\~are stores to detonation was documented with pictures Hhich I 

would like to pass out to the Committee at this time. 

Tag removal and homemade bombs are tHO simple ways of circum­

venting tagged explosives and render the proposed tagging program 

virtually useless. It should be noted that assuming this legisla­

tion were passed and tags were mixed into the required explosives, 

only 50% of all the bombs detonated in 1976-1977 could have 

contained tags.:'/ And if any bomber ~)ere concerned that tagged 

explosives would aid in his capture, he could easily switch to an 

untagged alternative. In his testimony before this Committee on 

March 30, 1979, Hr. Richard J. Davis stated at page 8 that "the 

explosive tagging program is designed to help significantly in 

defeating the bomber, \~hether he is a terrorist or any other form 

of criminal". The fact is that an explosive tagging program could 

be easily defeated by any bomber. 

~/ Explosive Incidents, 1977 Annual Report, BATF 
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3. Inflationary. 

S.333 and similar legislation pending in the House will 

require manufacturers of explosives to pay all the costs for the 

addition to their products of taggants which make no contribution 

or improvement to the explosive product in terms of safety, effec­

tiveness or utility, and instead, present real hazards to those 

who manufacture, tr,ansport, store and use the product. In his 

testimony before this Committee on March 30, 1979, Mr. Davis testi­

fied in regard to costs that " ... I woulc1 like to note that the cost 

of tagged high explosives has been calculated at 2¢ per pound of the 

tagged explr,sives". l-herever Mr. Davis received this information, 

he is gros.;ly misinformed. 

There are a nUmber of factors which go into an analysis 

of the impact which a tagging program will have on the cost of 

explosives. First, is the cost of the taggant I11dL~;:-ial ibelf. 

There are also the recordkeeping, production disruption, aJditional 

personnel and material throwaway costs. 

In computing the increased cost which will result from the 

price of the taggants themselves, the I/oi.E has, in previous testimony 

'before the Congress, used a $200 per pound figure f;r the taggants. 

This figure is based on quotations contained in 3N promotional 

literature which was sent to manUfacturers as recent as January 31, 

1979 (See Attachment B, p.2). BATF has recently testified before the 

Congress,and 3M Company has also represented to the Congress 

re.cently, that although 3M's promotional literature does quote the 

price of taggants at $200 per pound, that it will actually be 

charging a lesser figure, probably in the neighborhood of $40 per 

pound. I cannot reconcile these t\~6 figures,but would simply 

point out that 3/01, is quoting a $200 per pound price to industry. 

, 

, 

\ 

-



r--

{I 

164 

-12-

Only time will tell, but if this legislation did become law, ·the 3M 

Company would have a monopoly and it has been my experience in business 

that monopolists have very little incentive to reduce prices. And, 

of course, the obvious question is, if 3M truly intended to market 

tags at $40 per pound, ,.hy is the price being advertised at $200 per 

pound? 

BATF has indicated that at this time it intends to exempt 

tags from introduction into explosives except for the approximately 

275,000,000 pounds of cap sensitive ey.plosives. BATF is presently 

advocating a mixture of .05 percent of taqs for each pound of 

explosives, which would mean that in order to tag the 275,000,000 

pounds of cap sensitive explosives, it would require 137,500 pounds 

of tags. Using the $200 price, (which until JH begins to market 

th~ product at a different price to customers we feel it legiti­

mate to us.e) the cost of taggants will be apprQ}(imately $27,500,000 

annually. That means that for each pound of explosive material, 

the explosive manufacturers will have tc add 10¢ worth of tag gants 

($200 per pound X .0005 tags per pound lO¢.) Presently, the 

raw material for a pound of explosives costs approximately 15¢. 

Therefore, the taggants at 10¢ per pound of explosive will represent 

a cost increase for just the raN materials of 66-2/3%. We think 

that that is a frightening increase in cost. 

HONever, thatis not all of the increase which will result 

from tagging. Please refer to page 2 of the 3M material once 

again. (Attachment B, pp. 2&3). It states: 

"Price includes code reservation for the first year. 
The code(s) assigned to a specific customer will not 
be sold to anyone else for a period of one year. 
Reservation can be continued each year by paying a 
$100 renewal fee per code." 

I 
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Using the 275,000,000 pounds·of cap sensitive explosives 

produced each year, and at production runs of 20,000 pounds per 

code,:/ 13,750 coded lots will be produced per year. At $100 per 

code reservation, the cost is $1,375,000 per year, for lots produced 

in that year. Assuming codes will be reserved for 10 years (and 

this is a reasonable shelf life for a substantial portion of 

explosives), the cost per year will accumulate to $13,750,000 in 

the 11th year. That is, after 10 years, industry will be carrying 

a total code cost burden not only of the cost of reserving the code 

for that year, but also for the preceding 9 years. After the 10th 

year, industry Nould be paying to the 3M Company $13,750,000 annually, 

just for code reservation. ($100 X 13,750 coded lots X 10 years = 
$13,150 ,000) . 

In addition· to the raw material and code reservation cost, 

we have conservatively estimated a 2¢ per pound increase in cost 

to cover expenses resulting from additional recordkeeping require­

ments. This, frankly, is very conservative. Although BATF has 

represented that the recordkeeping cost should not increase because 

of the recordkeeping requirements of the date shift code, I feel 

that the contrary is true. Presently, date shift code covers lot 

sizes of approximately 100,000 pounds. BATF is now recommending 

lot sizes for tagging of 20,000 pounds. That means that record­

keeping requirements will be increased by a multiple of approximately 

5. Estimating 2¢ per pound increase in recordkeeping cost means 

that the yearly cost for this purpose to industry of the tagging 

:/ This is the code lot size which BATF is presently recommending. 
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, program would be $5,500,000 (2¢ X 275,000,000 pounds = $5,500,000). 

TO sUmmarize these cost figures: the annual expense to 

industry for the cost of tags is $27,500,000; for code reservation 

is $13,750,000; and for recordkeeping is $5,500,000, and the total 

will be apprOXimately $46,750,000. 

This figure, although staggering, does not, by any means, 

represent the total cost of the tagging program on industry. The 

cost of revamping production processes and equipment would at this 

time be difficult to compute. It will be a very real and signifi-

cant cost, however, and, based upon experience gleened during the 

limited testing program I~here tags were put into explosives at a 

Dupont plant, Dupont officials estimated that the process Would 

redUce their prodUction capability by 15%. 

Also, as a part of the manufacturing process, a reas~nable 
amount of the explosive product is "reworked"; that is, reintroduced 

or recycled into the production line for various reasons ane: mixed 

with other batChes. This practice \10uld, of course, result in a 

mixing of codes and Iwuld, in substantial pa;rt, have to be discon­

tinued. The result, of course, would be a substantial throwal"ay 

loss. That would be wasteful, decrease productivity greatly, and 

result in substantial cost increases. 

Based on the limite~ testing various companies concluded 

that the recordkeeping and tagging process would require the hiring 

of at least 1 person on each line. This is a substantial increase 

in employment and thus costs, as there are on the average only 3 to 

5 people working on an explosives prodUction line. 
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There are two variables which WOuld be completely under 

the control of BATF and which could substantially increase the cost 

of the tagging program. They are: 1) the taggant concentration per 

pound of explosives, and 2) the exolosive lot size. Presently, 

BATF is recommending .05% tags by weight and production in lot sizes 

of 20,000 Pounds. An increase in the COncentration to, say, .J.O% 

tags would dOUble the cost of the tag material. Likewise, a reduc­

tion in the prodUction lot size Would result in greater production 

costs. I understand that BATF was only able to find 2 tags after 

1 hour of searching at its Ft. Belvoir demonstration recently. These 

kind of results could easily lead to their increaSing the tag con-
centration. 

I feel that these represent conservative estimates of what 

the tagging program I.ill cost if it is limited to cap sensitive 

explosives. I~hat shoulc'! be understood is that S. 333 requires that 

"tags" eventually be introdUced in all commercial explosives, with 

certain exceptions. The BATF cannot intend tt.at "taggants" shall 

forever be reserved for cap-sensitive explosives, which comprise 

less th~n 10% of commercial explosives produced in the United 

States. The statute is to the contrary. I"hen BATF gets around to 

mandating tagginq all explosives, the costs will just be astronomical. 

There are approximately 3.7 billion pounds of commercial explosives 

annually produced in the U.S.A. The total cost for taggants would 

reach approximately $490,000,000 per year. 

" 
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4. Anti-competitive. 

At this date, only ~ company (3M) is prepared to manufacture 

these "tags". There is no competitor on the horzon; indeed 

l~estinghouse, an early competitor, dropped out because adding tags 

to explosives is dangerous business and the potential for damages 

in product liability suits was more than it desired to expose itself 

to. Instead, the 3M Company has transferred this potentially massive 

liability to the explosive industry. 

Thus, this legislation will not only create a government 

enforced monopoly, but also subject explosives manufacturers to 

product liability suits because of the addition of an ingredient 

to their products which is hoped by BATF to combat terrorism but 

does nothing to aid the explosive. 

In the long run, Congress, not Treasury, shOUld make the 

determination of when this infant techn010gy should be forced 

upon the business world, if ever. Treasury I,ants the power to 

determine which explosives should be tagged and which excluded. 

Tagging some, and not others, will add to manufacturing costs and 

insurance expenses for the "some". This, too, is anti-competitive. 

The tagging section of S.333 does little to help the fight against 

terrorism while it violates basic concepts of the antitrust laws 

and the principles of due process of law. Although 3M may be 

entitled to a patent monopoly, it is not entitled to a government 

compelled market. 

In summary, we feel that tagging explosives is potentially 

very hazardous business. In addition, t.he proqram would be of 

marginal benefit at best and would be hiqhly inflationary. 

[NOTE.-The attachments to the testimony of Mr. Gleason are retained in the 
committee files.] 
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STATEMENT OF CHARLES F. TURNER, REPRESENTING THE SPORTING ARMS 
AND AMMUNITION MANUFACTURERS' INSTITUTE 

My name is Charles Turner. r am a Technical Advisor 

for the Sporting Arms and Ammunition Hanufacturers' Institute, 

usually referred to as SAAMI. I am also a nernber of ATF's 

Advisory Committee on Explosives Tagging. 

SAAMI is a non-profit trade association composed of 11 

producers of sporting firearms and ammunition and smokeless 

propellant powders. The central pUrpose of SAAMI is to provide 

a forum for the industry to consider technical matters that 

bear upon the safetu of firearms and smokeles~ 11 • - prope ant powders. 

I. INTRODUCTION 

The proposed Omnibus Antiterrorism Act of 1979 (S. 333) 

would require that "identification" and "detftction" taggants be 

added to "explosive materials':, including smokeless powder. SAAMI 

strongly urges the Committee not to require the addition .of detec­

tion or identification taggants to smOkeless powd~r sold in 

cannisters to handloaders of ammunition even should the Committee 

decide to require the addition of taggants to any explosives. 

The prevention of bombings and the apprehension of 

criminals who use explosives or smokeless powder in acts of 

terrorism and destruction is supported by all law-abiding Americans. 

As producers of smokeless powd SAAMI rnb er, me ers are particularly 

concerned about the illegal div.ersion of their product from 

its intended use in ammunition. for hunt'ng and t - arget shooting. 
However·, consideration must be given to the ff . e ect~veness of using 

taggants to deal with this problem. In our judgement, the addition 

of taggants to smokeless powder poses serious safety risks and 
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involves heavy cost burdens while providing little, if any, aid 

to law enforcement agencies responsible for investigating bombings. 

A. The Handloading '.L'rade 

Smokeless powder is the element of a shotgun shell or. 

1/ cartridge which propels the projectile(s) from the firearms.-

Smokeless powders are sold in bulk to commercial loaders of 

ammunition. Smokeless powders also are sold through a complex 

distribution chain in small amounts to firearm~ owners, to gun 

clubs and to police departments. These individuals, gun clubs 

and police departments form what is known as the handloading 

trade. The National Reloading Manufacturers' Association 

estimates there are three and one-half million handloaders. The 

total market for smokeless pOwder sold to the handloading trade 
2/ 

is only 4-to-4.5 million pounds per year.- The issue raised 

before the Subcommittee is whether the smokeless Powder sold to 

the handloading trade should be subject to tagging under the 
proposed legislation. 

Typically an individual hand loader will purchase a 

1/2 pound or 1 pound cannister of smokeless powder. With new 

or used cartridge cases, he will load his own ammunition. Hand-

There are many different smokeless powders. To achieve 
ballistic specifications tailored to propelling over 1000 
different shotgun, rifle, revolver and pistol loads, the 
grains of smokeless powders are formed in a large number 
of sizes and shapes and bulk densities 

The total market for cap-sensitive explosives is approxi­
mately 600 million pounds, while the totQl market for all 
high explosives is 3.7 billion pounds per year. 
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loading ammunition is less expensive than pUrchasing factory 

loaded ammunition. In addition, handloaded ammunition can be 

tailored to provide the specific charge desired by the individual 

for hunting or target shooting. 

Handloading is of great importance to the nation's 

sportsmen and hunters. The National Reloading Manufacturers' 

Association estimates that 1.4 billion centerfire metallid and 

shotshell loads and 4.2 billion rimfire cartridges were hand-
loaded in 1977. 

Consequently, it must be recognized that the regulation, 

of smokeless powders is not regulation of commercial explosives. 

It is regulation of ammunition powder purchased by law-abiding 
firearms owners. 

B. Adding Taggants to Smokeless Powder 

ATF testified before the Subcommittee on Criminal Laws 

and Procedures of the Senate Judiciary Committe.e that because 

bombs made ?f smokeless and black powders, "produce a low-order 

1/ explosion, loss of life, injuries, and property damage are small".-

In fact, ATF statistics demonstrate that bombs made of smokeless 

powder cause 2.6 percent of the fatalities from bombings (based 

upon figures for April 1975 through July 1977). The FBI reports 

that all bombings in 1977 resulted in 22 fatalities. 

The use of smokeless powder in criminal activities 

Testimony of A. Atley Petersofi of ATF before the Subcommittee 
on Criminal Law and Procedures of the Senate Committee on 
Judiciary, September 14, 1977. 
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should be of concern to the Committee, ou~ industry and the 

public. However, ATF's past testimony suggests that the benefits 

of tagging smokeless powder may be quite limited. The Committee 

should carefully weigh those benefits against the problems and 

adverse consequences of tagging smokeless powder. 

The addition of identification taggants to smokeless 

powders sold in canisters for 'reloading raises the following 
problems: 

(1) A lot of smokeless powder will typically be 

distributed to 10,000 to 20,000 sportsmen for handloading. It 

is questionable whether such a list of last legal purchasers 

of powder containing a particular taggant wouid be of any benefit 

to law enforcement agencies investigating the criminal misuse 

of smokeless powder; particularly since explosives used in bombings 
are so often stolen. 

(2) It will be at least 18-to-36 months before 

preliminar:t, tests with the only identification taggant currently 

available will provide information as to whether taggants may 

cause fouling, ignition or other operational problems with firearms. 

~~ additional testing would be necessary before the addition 

of taggants to smokeless p~wder could be considered. Years of 

production experience, gained while placing employees and sports­

men at risk, would be necessary befor~ the safety of taggants 

might finally be established. 

(3) Identification taggants cannot be added to smoke­

less powder during the normal manufacturing process without a 

significant proportion of pOwder being rendered unmarketnble. 

(4) It is unknown whether a sUfficient variety of 
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identification taggants can be developed to match the numerous 

different grain size and shapes and densities of smokeless powders 

such that taggants will not stratify in shipping or be easily 

separated from the powder by those inclined to use smokeless 

powder for criminal purposes. 

(5) The monopoly position which would effectively be 

granted to the produger of the identif~cation taggants could 

result in exorbitant prices being charged for taggants and in 

serious disruption of the manufacturing of smokeless powder. 

(6) The recordkeeping required of manufacturers, 

distributors, jobbers and retail outlets for smokeless powder 

alone would cauoe a significant increase in the price of smokeless 

powder. It can be conservatively estimated that recordkeeping 

requirements only for manufacturers, distributors and jobbers 

could increase the price of a 1 pound canister of smokeless 

powder, currently selling for between $6 and $9, by $.00. We 

have not been able to quantify the cost of recordkeeping for 

retailers, but the dealers we have consulted believe it would 

be significant. Although until recently it was believed that 

the cost of taggants would be only a few cents per pound of 

powder., it is now clear that the cost of taggants could be as 

significant a cost as recordkeeping. At current prices for taggants, 

the cost to add taggants to smokeless powder could be $.70 or 

more p~r pound of powder, depending Upon the number of taggants 

added to the powder and the number of years for which the taggant 

code need be reserved. The price of taggants suitable for 

smokeless powder will likely increase due to the numerous different 
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grain size and shapes and densities of smokeless powder and the 

need for matching taggants. There would be additional costs 

at all levels of distribution which would significantly increase 

the price of smokeless powder. The additional costs to manufacturers 

would include the cost of stori.ng and inventorying taggants 

of all different sizes and shapes and densities; of actually 

physically blending taggants into the powder; and of powder 

rendered unma~ketable by its failure to meet ballistics speci­

fications after the addition of taggants. The additional costs 

of distributors, wholesalers and retailers would include the 

cost of storing powder in such a manner to facilitate recordkeeping 

and inventorying, and time spent with ATF provi.ding tracing 

information. ~In total, the costs related to identification 

tagging only would likely result in an increase of ~2.00-to-$2.50 

in the retail price of a one pound cannister of powder currently 

selling for be.tween $6.00 and $9.00, or approximately a 25-to-35 

percent increase.~ The increase in price may be sufficient to 

eliminate the·cost saving which is a primary reason for the 

existence of the handloading trade. 

Many of the serious logistic problems which would be 

encountered in adding identification taggants to smokeless powder 

would not be involved in adding detection taggants because detection 

taggants are not uniquely coded. The recordkeeping and storage 

for the uniquely coded identification tagged powders would not be 

necessary for detection tagged powders. 

However, as Aerospace Corporation testified tefore the 

Subcommittee on Criminal Laws and Procedures of the Senate 

Judiciary Commttee, the technology for an effective detection 
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taggant is only in the very early stages of research and development. 

At a meeting held February 1, 1979, Aerospace Corporation reported 

to SAAMI representatives that the development of detection taggants 

has continued at a slow pace.' Research has progressed only to the 

point where eight or nine candidate substances have been identified 

in the laboratory. Aerospace dCles not even expect to designate 

a particular substance for producing detection taggants for testing 

for nine months' to a year's time. Also, the technology fnr de-

tecting the taggants has not been developed. 

While detection taggants would not pose many of the prob-

lems of identification taggants, there are major technical and 

economic questions yet to be resolved. The nature of these issues 

can be illustrated by ATF's consideration of aromatic amines as 

detectio~ taggant material. Some vapor producing amines can de­

compose into ammonia gases. A brass cartridge case exposed to 

ammonia vapors over a period of time could stress crack and fail 

upon firing, possibly resulting in a serious injury to the shooter. 

In SAAMI's view, until further research and development 

programs are completed, there is no basis for legislation requiring 

the addition of detection taggants to smokeless powders. 

SAAMI urges the Committee ~ to require the addition 

of taggants to smokeless powder. The ability of law enforcement 

agencies to investigate bombing incidents and apprehend criminals 

will be enhanced, at best, only marginally. There are major 

questions as to the technical feasibility of adding identification 

taggants to smokeless powder. The cost ~f manufacture and distri­

,bution of smokeless powder with identification taggants will 
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greatly increase the cost of this important product to sportsmen. 

II. SMOKELESS POWDER DISTRIBUTION 

A. The Market Structure 

As Aerospace stated in its 1977 Annual Report, "Explosives 

Tagging and Control", prepared for ATF, 

The smokeless powder chain is quite complex. 
Excluding from consideration 7a~es to t~e Armed 
Forces or to commercial ammun1t10n 10ad1ng com­
panies, and concentrating ~n smokeless pO~der 
sold in cannisters at reta11 for hand~oa~1ng, 
thclre is a total market of 4 to 4.5 m1111~n 
pounds per year. Hercules sells to 9 Nat10nal 
distributors; Olin sells to 19; and DuPont sells 
to 9. The distributors sell to hundreds ~f 
jobbers and compete with each other on th1s level. 
(Aerospace Annual Report at 3-23.) 

The nine master or national ,distributors for Hercules Incorporated 

sell powders to between 500 and 600 distributors ~nd jobbers. E. I. 

DuPont de ~emours & Company master distributors sell powders to 

approximately 500 lesser distributors who, in turn, sell to over 

20,000 jobbers. The retail"outlets for smokeless powder are the 

1i d d 1 rs The ultimate consumer, many thousands of federally 'cense "ea e • 

normally buys a 1/2 pound or 1 pound canister of the handloader, 

powder. 

As noted earlier, a production lot of smokeless powder is 

10,,000 and 20,000 pounds, with a range of 5,000 to typically between 

50,000 pounds. A given lot of powder normally will be distributed 
1/ 

'than one.national or master distributor.­by the manufacturer to more 

y 
A .typical Hercules Inc. ~illfO!b;~~i~~ ~~oa~;~~~~do~e~~t~i~~erent Exhibit·A and shows a sa eo, 't f any 
items with 2 O~O pounds being the largest quant1 y 0 
singl~:. powde~, except for one item of 10,500 pounds. 
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The master distributors will sell powder from a particular shipment 
1/ to numerous lesser distributors and jobbers.-

The jobber normally markets powder in small quantities 

to retail outlets in his local marketing area, and may ship 

powder in very small quantities to such outlets throughout the 

country. A 25 pound case of powder (containing 25 one-pound 

canisters) purchased by a jobber might be shipped by the jobber 

to 25 different dealers. The retail dealer purchases hand10ading 

powder at frequent intervals and in small quantities because of 

prevailing government regulations regarding shipping and storage 
of powder. 

B. Effect on the Usefulness of Taggants 

The complex structure of the slmkeless powder distribution 

system would have a profound effect upon the usefulness of the 

proposed identification taggants program. Any given lot of smoke­

less powder sold in cannisters will typically pass through at 

least four levels of distribution before finally being sold 

throughout the United States to thousands of individuals buying 

1/2 pound and 1 pound canisters. We queslion whether in this 

situation there would be benefit to law enforcement from the presence 

of identification taggants in smokeless POwder which a terrorist 
uses in a bomb. 

y 
The last recorded purchasers Cf a given lot of powder 

Exhibits B1 throu'iJ'h B6 are typical bills of lading for 
Hodgdon Powder Company, the largest distributor of smokeless 
Powder, which repackages powder under its own brand name. 
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would frequently number close to 10,000. A given lot could be 
1/ 

sold to 20,000 or more handloaders.- These legal purchasers 

would most likely be spread throughout the United States. It 

is difficult to conceive what benefit law ;nforcement personnel 

could obtain from expending the resources necessary merely to compose 

a list of the 10,000 or 20,000 purchasers, much less to conduct 

a meaningful investigation to determine which cannister so purchased 

was misused. The large number of ultimate purchasers greatly 

enhances the possibility of harassment, intentional or not, of 

law-abiding dealers and handloaders. 

In fact, there may be a need to investigate many more than 

than 10,000 or 20,000 sportsmen. In testimony before the House Sub-

committee on Aviation, Brock Adams, Secretary of Transportation, 

testified that terrorists generally are "very sophisticated" crimi-
2/ 

nals.- Richard Davis, Assistant Secretary of Treasury, similarly 

testified that "bombing is a very special kind of crime • • • that 
3/ 

is committed as a result of a great deal of planning usually".-

y 
These statements were confirmed substantially by Richard 
Davis, Assistant Secretary of the Treasury, and A. Atley 
Peterson, Program Director, ATF, in their testimony before 
the Subcommittee on Aviation of the House Public Works and 
Transportation Committee in July 1978. Mr. Peterso~ stated 
that "it is true that it [a tagged distribution lot of 
smokeless powder) CQuld be going to 20,000 different 
destinations for buyers". Hearings Before the Subcommittee 
on Aviation of the House Committee on Public Works and 
Transportation, 95th Cong., 2d Sess. 159 (1978) [hereinafter 
referred to as "Aviation subcommittee Hearings"). 

Aviation Subcommittee Hearings at 159. 

Aviation Subcommittee Hearings at 142. 
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These sophisticated criminals could easily remove taggants from 

smokeless powder with the aid of a magnet, a black light and a 

pair of tweezers. Alternatively, they could construct bombs 

using different smokeless powders obtained in different locales 

or regions of the country by different persons. Finally, ter­

rorists could easily disassemble factory-made ammunition and 

obtain the same types of smokeless powder found in canisters. 

It would be totally infeasible to include this smokeless powder 

within any tagging program. Through actions such as these terrorists 

could easily eliminate any utility that the tagging program may 

have for federal investigators. 

It is particularly difficult to conceive of benefits from 

identification tagging in light of two elements of the factual 

situation surrounding past terrorist bombings; factual elements 

established in the testimony of Senators Ribicoff and Javits 

before the Subcommittee on Aviation of the House Public Works 

Committee in July 1978, in the February 3, 1978 Report of the 

Subcommittee on Criminal Laws and Procedures of h 
t e Senate Judiciary 

Committee, "Control of Explosives", and in the testimony beforG 

the Subcommittee on Aviation of Glen D. King, Executive Director 

of the International Association of Chiefs of Police. First, 

as stated by Senators Ribicoff and Javits, "the widespread 

criminal and terrorist misuse of explosives occurs frequently 
1/ 

as a result of thefts".-
A tagging program operating at optimum 

efficiencey will only lead investigators to thousands of last 

Aviation Subcommittee Hearings at 68. 
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legal purchasers. Second, terxorists often brag about the bomb-

ings for which they are responsible. The lIeed for a massive new 

regulatory program designed to produce a list of 10,000 to 20,000 

or more innocent purchasers of smokeless powder used in a bomb is 

reduced, if not eliminated, where the field of suspects is narrowed 

significantly by the guilty parties' own declarations. 

Apparently the members of the smokeless powder industry 

are not alone in their inability to foresee tangible benefits 

form the use of identification taggants. Neither ATF, Aerospace, 

nor the International Association of Chiefs of Police have pro­

vided a specific explanation of the aid to law enforcement per­

sonnel from adding identification taggants to smokeless powder. 

In addition, the scenarios for benefit to law enforcement personnel 

from tagging set forth in the cost-benefit study prepared for ATF 

by Management Sciences Associates are totally inapplicable to smoke­

less powder. Quite frankly, it appears that the possibility of 

adding identification taggants to smokeless powder has been raised 

only because the idea sounds attractive when considered superfi­

cially. Its appeal is lost upon evaluation of the realities 

of the distribution system for smokeless powder. 

'111. RESEARCH ON THE SAFETY OF IDENTIFICATION TAGGANTS 

Representatives of SAAMI and its member companies met 

with Aerospace in January 197B, to discuss the feasibility of adding 

identification taggants to smokeless powder sold ~n canisters for 

handloading and to develop a testing program which might demonstrate 

the infeasibility of tagging due to adverse effects upon the tech-
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nical operation of firearms, but would only indicate its feasi­

bility. 

Aerospace and SAAMI agreed that.~ great many ballistics 

characteristics could be influenced by the presence of taggants in 

smokeless powder and that the effects of taggants could vary by 

types of powder. To develop a testing program which r.ould be 

conducted within a reasonable period of time, it was agreed that 

the initial testing should be limited. The program was aimed at 

detecting those adverse effects from the presence of taggants in 

powder which, on the basis of the limited information now available, 

are judged to be the most likely to occur and to be the most dele­

terious to proper and safe operation of firearms. The test pro­

gram, therefore, focuses on fouling of shotguns and centerfire 

rifles, and ignition of ammunition for centerfire pistols and re­

volvers. From over 50 different smokeless powders available to 

the handloader, only 9 powders were selected for evaluation in this 

filst step test program. To evaluate the possible impact on safe 

operation of firearms, pressure, velocity and in-barrel-time uni-

formity will be measured for each test fi.rearm. 

The initial test program requires that a total of 

249,000 rounds of ammunition be loaded with smokeless powder con­

tair.\ng tag gants and fired in 7 different types of firearms. Olin 

Corporation (Winchester-Western Division) and Remington Arms Co., 

Inc. are in the course of preparing contracts with Aerospace Cor­

poration to participate in the test program. The test program 
1/ 

will be conducted and completed in approximately 18-to-36 months.-

A detailed explanation of the testing program is set forth 
in the minutes of the January 19 meeting, which is attached 
hereto as Exhibit C. 

-13-
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At Aerospace's direction, testing will not begin until the smoke­

less powder producers complete preliminary tests aimed at deter­

m.ining whether tagged .powder can be shipped or stored without: 

the taggants becoming stratified. 

The initial test program is not designed to establish 

the technological feasibility of taggants insofar as its effect on 

on firearms is concerned, although the infeasibility of taggants 

due to adverse effects on firearms may be demonstrated. Further 

testing would be required to demonstrate the. technological feasi­

bi.lity of taggants. SAAMI members that produce smokeless powder 

al:e concerned about any change in the ingredient mix of a powder 

which they consider as resulting in the production of a new powder 

E>:tensive testing is conducted prior to the market introduction 

of: a new powder to ensure safety and protect against product lia­

bi.lity claims. In addition, there are thousands of handloading 

"recipes" published by SAAMI members and other handloading author­

it:ies. The SAAMI members' recipes have been documented for safety 

prior to their publication, but all of these recipes may be 

changed by the addition of taggants. The testing and documentation 

necessary to establish the safety of these altered recipes also 

would be extensive. 

The prospect of considerable product liability claims 

arising from the mandated addition of taggants to smokeless powder 

is underscored by the refusal of the so~e producer of the taggants 

to assume any liability arising from their use: 

"3M's only obligation shall be to replace such 
quantity of the product proved to be defective. 
3M shall not be liable for any injury, loss or 
damage, direct or consequential, arising out of 
the use or the inabili ty to use the pI·oduct. 
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Before using, user shall determine the suita­
bility of the product for his intended use and 
~ser assumes all risk and liability whatso~ver 
1r: connection therewith." 3H Price List for 
M1crot~g~ant Identifying Particles (attached 

,as Exhlb1t E). 

In addition, the Treasury opposes the G , overnment s assumption 

of any liability relating to taggants on the spurious grounds 

that ATF would thereby be a "bureaucratic intruder in the 
1/ 

marketplace". - ATF is i.ntruding into the marketplace by 

advocating the addition of taggants to smokeless powder but 

refuses to take responsibility for its actions. 

IV. ADDING IDENTIFICATION TAGGANTS TO SHORELESS POWDER 

A. Manufacturing Process 

Understanding the effects upon smokeless powder manu­

facturing which would result from requiring the addition of 

identification taggants requires some knowledge of the significant 

elements of the manufacturing process. 

Step 1. The component materials for smokeless propel­

lants are measured and physically m'xed to . • g1ve a desired compo-
sition. The components ar~ nitrocellulose (nitrated cotton or 

wood fibers), solvent, nitroglyceI:'ine (used in double-base powder), 

stabilizers and burning rate control agents. 

~. The mix is granulated, with both the size and 

shape of the grain carefully controlled and varying by type of 
powder. 

y 

~. The solvent is removed. (The only function 

Aviation Subcommittee Hearings at 139. 
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of the solvent is to dissolve the nitrocellulose to facilitate 
mixing and granulation.) 

~. The material is screened to remove fine part­

cles and particles that may have been malformed or which adhered 
to other particles. 

Step 5. The grains are coated with ballistic control 

agents to ensure a proper burning rate and to act as antifouling 
and antiflash agents. 

~. The grains are dried. 

istics. 
~. The powder is tested for ballistic character_ 

The powder is now considered a preliminary powder or 

blending stock powder. Some or all of a preliminary powdel~ may be 

rejected and recycled for reworking through earlier process steps 

to modify its ballistic characteristics. 

Step 8. The powder is glazed with a graphite coating. The coating eliminates static charge build-up which presents a fire hazard due to the possibility of a spark being generated. 
Step 9. The powder is Subjected to quality assurance 

tests to ensure proper physical, chemical and ballistic properties. 

If specifications are not met, the pOwder must be reworked. 

Step 10. The Po~'der is passed through a screen to re­
move chips, dust and other impurities. 

Step 11. The PO~:deris_ blended' with other powders of 

known characteristics to obtain a particular powder type. 

Step 12. The powder is passed through a screen to 

remove. chips, dust and other impurities. 

Step 13. The powder is tested to determine if qualitr 
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assurance and ballistic specifications are met. If such specific­

cations are not met, the powder must be reblended or reworked. 

The schematic drawing on the following page illustrates 

these steps in the manufacturing process for smokeless powder. 

B. Point At Which Taggants Could Be Added 

For several reasons the only possible point in the 

normal manufacturing process for the introduction of taggants 

into the powder is Step 11, the blending operation. First, there 

would be an extreme hazard of explosion if taggants containing a 

metallic substance were introduced into the process prior to Step 

6, drying. Second, all machinery through which the powder with 

tag gants passes will be contaminated with the particular taggant. 

To avoid this contamination, and the resultant mix of taggants, 

the taggants should be added as late in the process as possible. 

Third, if taggants were added at an earlier point and a powder 

failed to meet the quality assural:.'.e or ballistic specifications 

tested at Step 9 of the process, it would not be possible to re­

cycle or rework the powder. upon recycling, the powder would be 

mixed with powders which were intended to receive different taggants. 

Fourth, the size of a lot of powder tagged with a particuJ.ar taggant 

could best be limited if taggants were added at Step 11. 

There are major manufacturing problems wi.t.h adding tag­

gants during the blending operation. The blending operation is 

the most crucial step in the process for meeting product performance 

specifications. The characteristics of smokeless powder are very 

carefully controlled for the purpose of allowing the handloader 

-17-
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SMOKELESS POWDER PROCESS STEPS 
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to achieve precisely the same ballistic results tirne-and-time 

again for like powder types purchased at different times. 

1. Reblending and Reworking Powders 

Quite often a powder must be reblended to produce an 

acceptable final blend. In such a case reblending could result 

in a mixture of different taggants. 

It is not feasible to plan production in such a way 

to ensure that a rejected powder can be reblended with a powder 

containing only identical taggants. Reblending will require 

lots with specific properties that are compatible with the 

characteristics of the powder to be reblended. Those lots may 

have been produced, blended and tagged many months earlier. 

Complete or partial reworking of powder UpOh its f"lilure 

to meet the Step 13 tests for quality assurance and ballistic 

characteristics is not unusual. Reworking of rejected powder from 

different blend lots, often a necessity, wOUld result in a mixture 

of taggants. Further, reworking tagged powder through the early 

process steps would raise the same safety and tagganc segregation 

problems as an original addition of taggants at those steps. 

If reblending and reworking of tagged powders were not 

Possible, many thousands of pounds of tagged smokeless powder 

might have to be destroyed annually. The problem could be 

alleviated if there were a quick and efficient method for removing 

the taggants from the powder. However, unless this method were a 

secret process or device Which could not be easily duplicated, 

terrorists also could easily remove the taggants. 
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Assuming a method of removing taggants during manufact-
I 

uring were found, manufacturing costs and prices· likely would be 

increased significantly. A production lot of powder typically 

varies between 10,000 to 20,000 Ibs., and ranges from 5,000 to 

50,000 Ibs. This is a sizeable amount of material to handle 

and process for. any purpose. 

2. Screening and Stratifying of Powders 

The necessary variation in the size and shape of smoke­

less powder grains results in a serious obstacle to identification 

tagging. Smokeless propellant powder is used to power well over 

1,000 different rifle, pistol and shotgun loads. The required 

burning characteristics to give proper velocity to the projectile(s) 

apd stay within specifie~ standard pressure levels is controlled 

by the physical size and shape of the grain, the chemical composition 

and the surface coatings. Thus, grain size or shape must be precise 

within a particular production lot of powder, and must be precise 

from lot to lot for a particular powder type. 

There are approximately 30 different sizes or shapes of 

powder grains. Powder grains may be spheres, flakes, or perforated 

cylinders. The spheres can vary in diameter from about 1/100 to 

3/100 of an inch. The flakes can vary in diameter from about 

9/1000 to 1/10 of an· inch. The thickness of flakes varies from 

3/1000 to 1/10 of an inch. The cylinders are most always perforated, 

with one to seven perforations. The cylinder diameter ranges 

from 2/100 to 5/100 of an inch for powder used in small arms, but 

can be one inch or more for artillery ammunition. The length is 
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usually three or four times the diameter. Apart from shapes or 

sizes, there are approximately eight different specified bulk 

OJ 
SPHEflE 

P.OWDER GRANULE SHAPE 

.009"·.1' 

FlAKE 

-.02' • .D5" 

CYUNOEfl 

densities for powder grains. The densities range from 0.45 to 
1.2 gm/cc. 

For some powder types, screening of the blended powder, 

Step 12 of the manufacturing process, would remove any taggants 

not of the same size or shape as the powder. To prevent removal 

of taggants by screening, by vibration settlin.g, or by pouring 

the powder through an airstream, the taggant must be a good 

match to the size and density of the powder. The total number of 

combinations formed by the different shapes, sizes and bulk 

densities would be approximately 200. To adequately match these 

powders could require as many as sixty to seventy different 
taggants. 

50-412 0 - 80 - 13 

Apart from inviting removal by a ·terrorist, failure to 
-21-
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produce the necessary variety of taggants could result in the use 

of taggants which are not suitable to the present manufacturing 

process or which stratify in cannisters during shipping and 

storage. Stratification of taggants could allow use of powder 

thought to be tagged without taggants actually being in the powder 

placed in a Par.ticular bomb. Also, a handloader could suffer a 

misfire, and possibly a blown-up firea~m, by using powder with 

an extraordinary concentration of taggants. 

3. Unknown Hazards 

It is not possible at this point in time to assess other 

hazards or problems which may be created by the introduction of 

taggants into the blending and packing operations. An an example, 

airveying (conveying with moving air through tUbing) is commonly 

utilized in packing powder. It simply is not known whether 

taggant materials would create hazards, such a~ hot spots, when 

moving through this t}'pe of system. 

c. Source of Taggants 

The only source of identification taggants is currently 

the 3M Company ("3M"). It should be immediately recognized that 

3M would hold a monopoly position over the supply of taggants. 

Although no person would be legally barred from competing with 

3M, the practical barriers to entry into the market would be 

enormous due to the testing necessary before a producer of smoke­

less powder would consider using the taggant. 

The presence of a monopolistic supplier of a product 

which t:he law would require smokeless powder manufacturers to 
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purchase and incorporate into their product creates numerous 

problems. Any serious disruption to the SUPply of taggants 

dUe, for example, to a strike of 3M workers __ could result in 

a disruption of corresponding length in the manufacture of smoke­

less powder. Of equal Significance, the price charged for the 

taggants may be exorbitant. The expense of producing lhe taggants 

for smokeless powder·may be high due to the necessity of producing 

so many different sizes with different bulk densities. Market 

control by a Single producer might well substantially increase 
that price. 

v. ~ 

A. Recordkeepin~ 

1. Manufacturers 

The burden of maintaining a recordkeeping system sufficient 

to allow law enforcement personnel to trace a lot of tagged powder 

would fall most heavily upon distributors, jobbers and retailers 

of smokeless powder. A manufacturer only deals with its own powder. 

A majority of master distributors and most jobbers and retailers 

purchase and sell more ·than one manufacturer's powder. The manu­

facturers have automated recordkeeping systems. A large majority 

of distributors and most jobbers and retailers do not. 

The precise cost of recordkeeping for a particular manu­

fncturer to all~w tracing of tagged lot of powder would depend 

upon the information currently placed in the manufacturer's record­

keeping system. We have. estimated that the recordkeeping cost 
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for the manufacturers would be between ~.05 and ~.lO per pound 

of powder. 

2. Distributors and Wholesalers or Jobbers 

Mr. Robert Hodgdon's testimony before the Subcommittee 

on Crminal Laws and Procedures of the Senate Judiciary Committee 

concerning the recordkeeping costs and other problems presented 

to distributors and wholesalers of smokeless powder from the 

proposed taggant program is attached hereto as Exhibit D. 

3. Retailers 

For retailers major changes and additions to records 

and procedures would be necessary. The taggant identification 

numbers on the product would h~ve to be checked against the ship­

ping documents. Record books would have to be orgainzed or cross­

indexed by taggant numbers and po\~der types, rather than simply 

by powder types. In turn, incoming powder would have to be 

inventoried by both taggant numbers and powder types. Finally, 

powders would have to be grouped in storage by taggant number and 

powder type, rather than by type alone. Storage space for powders 

will necessarily increase because there likely will be numerous 

taggant numbers for each type of powder, and powders must be stored 

in such a way that taggant numbers are visible for inventory 

checking. 

Upon selling powder the clerk would need to locate the 

proper powder type and taggant number page or section in the 

record book. This sequence would be repeated for each different 
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powder ·type purchased and for each differently tagged canister 

within a particular powder type. 

The time to execute periodic record checks and inven-

tories would be increased by the need to identify pO~/ders by 

taggant numbers. Each time ATF would request the names of all 

purchasers of powder with a particular taggant, the clerk would 

conduct a search of the records and provide the names and addresses 
of purchasers. 

The retail dealers have been unable to provide an exact 

cost figure for recordkeeping. However, in light of the numerous 

additions and changes to their current procedures, the cost could 
be significant. 

B., Taggants 

Until recently SAAMI accepted representations by Aerospace 

BATF and 3M .Company that the cost of identification taggants would 

be only a few cents per pound of smokeless powder. (SAAMI members 

have not purchased taggants directly from 3M.) Aerospace provided 

the-taggants needed for testing. For several reasons SAAMI now 

questions these representations, 

3M recently published a price list for ·taggants, together 

with materials promoting their use as identifying agents in such 

'diverse products as explosives, plastics, animal and poultry 

feeds, rubber, oil and chemicals. (The price ~ist and~promotional 
materials are attached hereto as Exhibit E.) -Under. this price 

list the producers of smokeless powder would have to pay initially 

~'200 per pound of taggants. This is only an initial cost because, 

in order to reserve the code represented by the taggants, producers 
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would have to pay each year a $100 renewal fee per code. 

BATF recently presented to this Committee a letter from 

3H reaffirming 3H's original estimate that taggants for explosives 

will cost only $25 - $40 per pound due to economies of scale 

which will be achievable with a full production facility. Assuming 

that the ~ of producing taggants can be reduced to the extent 

necessary for this 95-to-96% reduction in price (including code 

reservation fees for five years), it appears quite naive to believe 

that 3M will pass these savings along to producers of explosives. 

The Federal antitrust laws certainly reflect the belief that a 

monopolist will not act so benevolently, and 3H will be a monopo­

list whose product the law will require explosives manufacturers 

to purchase. 

In addition, 3M currently produces only one type taggant. 

The cost of producing taggants will likely increase significantly 

when 3~1 attempts to produce taggants to match the numerous grain 

size and shapes and densities of smokeless powder. Neither 3M or 

Aerospace has ever addressed this point which SAAHI has consistently 

raised in testimony before Congress over the last year. 

Based upon the current 3M price list, the initial cost 

per pound of taggants results in either a $.10 or $.20 cost per 

pound of tagged powder, depending upon whether the concentration 

of taggants required is .05 or .1 percent. The ballistics tests 

which Aerospace have requested SAAHI members to undertake require 

the use of powders with concentrations of taggants at both levels. 

The cost of reserving the code for the taggants would 

depend upon the number of years Treasury would require reserving. 
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Smokeless powders have virtually a limitless shelf life, but to 

be conservative assume Treasury would require that the 'code be 

reserved for only five years after the year of purchase. The 

cost of reserving the code for powder would be either $,'25 or 

$.50 per pound of powder, again. depending upon tqe concentration 

level of taggants. 

In short, the cost of taggants, once thought to be minimal, 

could be substantial. At current prices the cost of taggants alone 

would raise the cost of a pound of powder by $.35-to-$.70, or 

5-to-IO percent, conservatively assuming that Treasury would re­

quire codes to be reserved for only five years. In fact, Treasury 

will likely require the reservation of codes for longer than five 
years. 

[NoTE.-The exhibits to the statement of Mr. Turner are retained in the committee files.] 

[Whereupon, at 12:05 p.m., the committee was recessed, to recon­
vene subject to the call of the Chair.] 
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ABSTRACT 

This is a compendium of all the data that have been 
obtained on this subject together with interpr,etations of 
the data. The tests have always shown that the 3M Company 
taggants currently being used in explosives do not increase 
the hazards of processing or handling high explosives. 
This holds true whether the taggants are used in their 
unencapsulated or encapsulated form. Those taggants 
also have shown no adverse effect on performance of the 
explosives or their aging properties. Data on the com­
patibility of various other types of taggants are also 
discussed. 
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1. INTRODUCTION 

Explosives identification tagging refers to the addition of tiny coded 
particle" to explosives during their manufacture that can survive detona­
tion, be recovered and decoded, and, through distribution records, allow 
the explosives to be traced back to the last legal possessor. 'I'~ese taggants 
are incorporated in quantities of 0.05'70 to 0.10/0 by the explosives manu­
facturers into their formulations. Thill report summarizes and evaluates 
compatibility data on tagged explosives which have been obtained to date. 

Various identification taggants have been proposed for use and have 
been or are being evaluated. All the data obtained are included here, even 
though the particular type of taggant ma,y, on the basis of the compatibility 
data, no longer be considered for use. The only identification taggant now 
in use in the national pilot test (a progral:n in which millions of pounds of 
tagged commercial explosives are being manufactured and distributed 
normally) is the 3M Company Type C taggant described below. 

THE 3M TAGGANTS 

The regular 3M taggant consists of a, laminated melamine-alkyd core 
encapsulated in polyethylene wax. The core is color-coded by the inclusion 
of various pigments. One of the layers nOl:mally includes iron particles to 
make the taggant magnet-sensiti'le, and ont! or both exterior layers include 
one of three fluorescers which respond to UV irradiation. The normal 
taggant core (unencapsulated) is called a Type A taggant. A Type B taggant 
(unencapsulated), consisting of a more highly cross-linked melamine­
acrylic, was tested in the early stages of taggant development, but th is 
"hard" taggant sensitized explosives while the Type A "soft" taggant did not. 
The Type A core encapsulated with polyethylene wax is called Type C. 
When Type C is evaluated for use in specific explosives, both Type A and 
Type C are often subjected to compatibility tests because of the possibili­
ties of inadvertent omiss ion of polyethylene coating from the Type C or of 
removal of the polyethylene coating at some stage in the processing of 
explosives. The tdSt data 011 Type A and Type C have always shown that 
these taggants do not increase the hazards of explosives processing or 
handling. 
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OTHER TAGGANTS 

Other experimental cores and encapsulating materials have also been 
evaluated for 3M. These involve replacing the Type <\ core by a special 
hard core and/or using high-melting resins for encap~ulation. 

. A W~stinghouse taggant,consisting of a polyethylene-encapsulated 
~~ltty particle ("ontaining rare-earth compounds and an alkali silicate 

Inder, as well as a fluorescent additive and a magnet-s'ensitive additive 
has been evaluated. Ferrite taggants, whose code lies in the effect of 
temperature on magnetic properties and which are in a binder similar t 
that of the Westingho\1se taggant, have been encapsulated in gelatin by a~ 
NCR process and evduated. ' 

In additi~n, ,the effect of irradia,ting 3M Types A and C with a cobalt_ 
60 source, whLch Increases cros s-linking of Core and encapSUlant pol _ 
mers, has been evaluated. y 
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II. COMPATIBILITY TESTING 

The test methods used for compatibility evaluations (sensitivity. 
thermal stability, aging, and performance) are those used in the explosives 
industry, although there is a general lack of standardization among man­
ufacturers as to test procedures, apparatus, and interpretation. In general, 
each manufacturer will want to satisfy himself, by test procedures he 
selects, that a proposed additive (i. e., taggant) is compatible with his 
process. 

The sensitivity and stability test. g"nerally compare the response of 
explosives (with and without taggant) to the impact of a falling weight, to 
a sliding frictional type impact, to electrosta,tic discharge, and to various 
thermal inputs. A positive response to electrical O!' mechanical energy 
input may be defined as any evidence of reaction or as a defined extent of 
reaction, e. g., explosion. Test results may be reported as the energy 
level necessary to give pos itive responses 50% of the time or as the energy 
level which will give a single positive response in 10, 20, or more trials 
(Threshold Initiation Level = TIL). 

Thermal tests may consist of determining: 

(1) At what temperature exotherms occur, i. e., differential thermal 
analysis (DTA) or differential scanning calorimetry (DSC); 

(2) The rate of gas evolution at a given temperature, e. g. ,Taliani 
or vacuum .tability tests; 

(3) The time required for a color reaction (e. g., Abel tes t) which 
indicates the presence of nitrogen oxide gases, which are 
decomposition products in those explosives containing nitrate 
esters, e. g., dynamites but not most aqueous gelled slurries; 
and 

(4) The time required for explosion. 

Tests of performance ensure that the explosive containing taggant 
functions as well as the same explosive without taggant. 
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III, SENSITIVITY AND STABILITY DATA WITH 3M TAGG'.h'TS 

Compatibility of t&ggants was measured with a number of different 
types of commercial explo~ives: dynamites, gelled aqueous slurries 
(usually called slurries or water gels, depending on the manufacturer's 
preferen~e), cast boosters, and black powder. The sensitivity and stability 
da'":. ob:a llled for the 3M Types A, B, and C taggants are tabulated in the 
Appenduc as follows: 

Table A-I - Compatibility of Type A Taggant 

(a) With dynamites (and their ingredients) 
(b) With aqueous gelled sluJ2ry explosives (and their 

ingredients) 

(c) With cast boosters (and their ingredients) 
(d) With black powder 

Table A-Z -Compatibility of Type B Taggant 

(a) With cast boosters (and their ingredients) 
(b) With dynamites (and their ingredients) 
(c) With black powder 

Table A_3 -Compatibility of Type C Taggant 

(a) With dynamites (and their ingredients) 
(b) With aqueous gelled slurry explostves (and their 

ingredients) 
(c) With cast boosters 

The tables compare directly various explosives with and without 
taggant added, subjected to a variety of tests of sensitivity and stability 
and performed by a number of .different organizations. Despite attempts 
at· elegance i~ reporting test results by some of the organizations, e. g., 
the computation of energy values in drop weight tests and the computation 
of force values in friction tests, the absolute values have no significance 
here; only th-: rela:ive values of tagged versus untagged explosives are 
relevant. It IS obVIOUS that there are Ulstances of sensitization by the 
?bsolete Type B taggant but not one case of sensitization or unstabilization 
In the numerous tests of Type A and Type C taggants. 
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IV. OlHER PROPERTIES OF THE 3M TAGGANTS 

In addition to those tests of possible interactions of taggants with ex­
plosives, Hercules considered it desirable to characterize the electrical 
~roperties of the Type C taggants because the taggants are electrically 
msulated by plastic coatings. Tests of static electrical charge generation 
and dissipation and of the response of taggants to an elect,ostatic discharge 
were carried out at Hercules ABL. 

In the charge generation test, taggants were poured through an angled, 
grounded, stainless steel chute into a container of measured capacitance; . 
the voltage of this container was measured with an electrostatic vOltmefzr. 
Three such tests were carried out, giving an average value of 88 x 10-
co\llomb./gram from three trials with individual results of 144 x 10-12 
90 x 10-

12
, and 29 x 10- 12 cculombs/gram. From this result, 'Hercul~s 

concluded that, because of the small amount of taggants that would be 
added to the mixer and the small charge that develops, these should be 
no problem during addition. It may also be concluded, from the deviations 
between test results, that this measurement is not one of high precision. 

Relaxation time for dissipation of an electrostatt.: charge was cal­
culated by Hercules from their measurements of dielectric constant and 
conductivity of the taggants. The relaxation time was found to be 900 sec. 
For comparison, the aluminum powder which Hercules incorporates in one 
of its gelled aqueous slurry explosives was found to have a relaxation time 
of 820 seconds. Thus, the taggant properties in this regard are quite 
similar to those of a standard ingredient of explosives. 

From their tests of response to an electrostatic discharge, Hercules 
found the "Threshold Initiation Level" (TIL) of taggants to be 0.5 joule. 
Interestingly, the TIL for electrosta tic discharge tests for Hercules dyna­
mites ranged from 0.024 joules to 0.075 joules, with no differences be­
tween tagged and untagged dynamites; the TIL for a Hercules aqueous 
gelled slurry was 1. 26 joules, also with no differ~nce between tagged and 
untagged. However, the fact that the taggant alone has a value intermediate 
in this test, between these two types of explosives should not lead one to ' 
conclude that Type C taggants are explosives. Instead, one may suspect 
tha t some of the surface polyethylene wax is degraded by the elec.trostatic 
discharge, and small gaseous molecules are produced. These molecules 
are detected by the sensitive instrumentation used in this test as carried 
out at Hercules ABL, and the result is considered an initiation. In short, 
this test is meaningless when applied to taggants alone. 
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V. AGING AND PERFORMANCE OF TAGGED EXPLOSIVES 

Aging of explosives is accompanied by changes in composition and 
structu,G. Typical changes are loss of volatile explosive components, 
chemical deterioration, and loss of porous gel structure. With dynamites, 
exudation of the explosive oil (NG/EGDN) or its volatilization and conden­
sation on the exterior may lead to a hazardous situation becaus e the explo­
sive oil then exists there without its desensitizers (e. g., wood pulp). 
Chemical degradation also could lead to spontaneous combustion and 
explosion. However, the major problem in aging of commercial explosives 
(including dynamite3) is in changes which result in failure to initiate to 
detonation properly. In such Circumstances, initiation of nominally cap­
sensitive explosives by a blasting cap results in no reaction or partial 
reaction. (The same phenomenon can occur with fresh explosives which 
are not made properly). 

To make sure that taggants had no adverse effect on aging properties 
of explos ives, aging studies have been included when tagged explo sives 
were manufactured. Accelerated aging was utilized to speed)lp the proces­
ses. A general rule in decomposition of explosives is that the rate doubles 
for each lOaF. Thus, storalle at 900 F for a given length of time is equal 
to 4 times that storage at 70 F, and storage at !lOaF is equal to 16 times 
storage at 70 0 F. 

Atlas dynamites, Atlas emulsion explosives, and Hercules and 
duPont gelled aqueous slurries have been tested. No deleterious effect of 
3M or Westinghouse taggants on aging and performance has been found. 

The Hercules slurries contained 0.050/0 each of both 3M Type C and 
Westinghouse taggants. They were tested by firing l{-- x l4-in. sticks after 
one, two, and four months aging at 1100F. Three shots were done after 
each aging period. After four months at !lOaF, one of the shots failed to 
propagate for the last 3 inches of the slurry charge. Four months at 1l00F 
is a rather severe storage condition for a slurry. 

DuPont made laboratory mixes of Tovex® 700, 800, and 320 wat~r 
gels, comparing untagged and tagged (with double the normal amount of 
3M Type C and Westinghouse tags) explosive with respect to initiation 
sensitivity and detonation velocity under standard test conditions. There 
was no significant difference in the performance of products with a~_ 
out tags. Als~, cartridged samples of the products were placed in storage 
at 100 and 120 F. Tr.ere was no observable difference in the quality of the 
gels as made or in gel quality during storage for a period of six months. 
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Atlas conducted a 4-month, llOoF, accelerated aging study of 
dynamites tagged with a combination of 0.05% each of 3M Type C and 
Westinghouse taggants. They concluded that the three dynamites, repre­
senting a full range of energy levels, were stable at the end of this period. 
The typical deterioration of dynamites stored at 1l00F is shown in Table 
A-4. A typical loss of liquid e>tplosive, EGDN, amounting til 12 to 16" of 
the amount initially present was found after 3 months storage at 1l00F. 

Atlas also prepared special sensitized emulsion "xplosives tagged 
with a combination of 0.05% each of 3M Type G and Westinghouse tagg;;nts. 
These were stored at ambient temperature and at 900F, along with a 
control of the same explosive untagged. The effect of aging of the explo­
sives on their ability'to be initiated to detonation at low temperatures by a 116 
electric blasting cap was measured. The effect of aging on detonation 
velocity of the explosives was aho measured. The data are shown in 
Table A-5. From the data, it appears ,that the tagged explosives withstand 
aging better than the untagged explosives. There is no known reason for 
this; possibly there was some defect in the control explosive. However, 
Atlas' conclusion that it is obvious that the taggants have no deleterious 
effect upon the emulsion explosive_ cannot be argued. 
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VI. SENSITIVITY AND STABILITY DATA 

WESTINGHOUSE TAGGANTS 

Compatibility of taggants was measured with dynamites, gelled 
aqueous slurries, and cast boosters. The data are shown in Table A-6. 
It is obvious that the encapsulated Westinghouse taggant (in which the 
polyethylene encapsulant is 4 to 5 times the weight of the taggant co re) 
shows no instances of sensitization or unstabilization of explosives. 
However, the unencapsulated Westinghouse taggant is shown to sensitize 
explosives; this is exactly what would'be expected from its physical pro­
perties. 

OTHER TAGGANTS 

The data on compatibility of the magnetic (ferrite) taggant is pre­
sented in Table A-7. The vacuum stability tests provide evidence of 
interaction between this taggant and a typical booster explosive, but the 
degree of interaction shown is considered acceptable in explosives 
specifications. The response to mechanical energy i~·.:uts shows that 
the unencapsulated ferrite taggant effectively sensitizes explosives, as 
would be expected from its physical properties. There is also evidence of 
sensitization by the encapsulated ferrite taggant. This indicates that the 
thin NCR gelatin encapsulant is not adequate to protect the explosive from 
the hard ferrite taggant core. 

Tables A-8 and, 9 show the compatibility data Oll irradiated Types 
A and G taggants, respectively. There is some evidence that ir~adiation 
of the Type A taggant causes sufficient hardening (by cross-linkmg) 
to result in sensitization of explosives by this irradiated taggant. There 
is no evidence. in the few tests performed, of this occurring with the 
Type C taggant. 

Tables A-IO and II show the co~patibility data: on some 3M experi­
mental taggant cores and encapsulating materials. The polyethylene 
wax encapsulant appears effective in preventing sensitization of 
explosives by the special hard core taggant. The high-melting resin 
encapsulants are apparently too hard; they give taggants which sensitize 
explosives. 
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DISCUSSION 

Analysis Methodology 

Hercules Incorporated, Allegany Ballistics Laboratory has 
developed Hazards EValuation and Risk Control (HERC) as a systems engi­
neering ~pproach to a quantitative evaluation of hazards present in 
processes involving combustible materials. Briefly, HERC is a multi­
step program which (1) identifies potential hazards in a facility, (2) 
quantifies these hazards in engineering terms, (3) ranks these hazards 
according to the likelihood of caUSing a fire or exploSion, and (4) 
provides design and operating criteria which should reduce any un­
acceptably high risks. The HERC technique was discussed in more detail 
in the proposal (W-7752) for the current work and will not be repeated 
here. Only the first step of the HERC program, the FHA, was involved in this work. 

Preliminary Hazard AnalYSis 

A preliminary hazards analysis was conducted on both the tagging 
of sluny explosive and the tagging of dynamite to identify potential 
hazards associated with these operations (see Figure 1). . 

Tagging Slurry Explosives - The facilities that will be involved in 
the tagging of slurry explosives were inspected at the Hercules plant at 
Bessemer, Alabama. The taggants would be added as the final ingredient 
at the final mixing operation. Therefore, the processes and equipment 
that are Subject to analysis are (1) final mixing (agitated mix tank), 
(2) slurry transfer operation (Positive displacement pump), and (3) 
packing (cartridge pack machine). As mentioned previously, a baSic 
ground rule was that the analYSis be limited to those manufacturing 
operations where the taggants are in contact l<ith the explosives. 
Although there is a variety of slurry explosives th~t are made by Hp.rcules 
and that could contain taggants, the three operations to be analyzed 
are very similar for all explosives and the same equipment is used. 
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CONCLUS IONS AND RECONNEN IlAT IONS 

The results of the PHA conduct~d u~der this contract show that 
-there are a number of potential hazards associated with the operations 
and equipment that wilLbe used for tagging slurry explosive and tag­
ging dynamite_ However, what is not known i1' if t.h'lse potential 
hazards are any greater wi~h the presp-n~e of taggants in the slurry 
explosive or dynamite. It is rec~mmended that tests, as specified in 
this report, be conducted on representative slurry explosives and 
dynamites to determine if the pn.ence of taggllnts affects explosive 
sensitivity. It is also reconnnendeJ. that if the p.resence of tags, 
increases sensitivity, then the hazards analysis of the explosive tag­
ging operations should be quantified and completed. 
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SUMMARY 

OBJECTIVES 

The objectives of this program are: (1) to conduct material response 
tests on certain explosives and explosives which contain taggants, and 
(2) to determine if the presence of taggants has an effect on the sensi­
tivity of these explosives. 

RESULTS AND CONCLUSIONS 

Results from impact, friction, ESD, and DSC tests of Gel Power A-2 
slurry explosive and various dynamites (Vibrogel, Unigel, Gelatin Extra 
60%, ahd Red HA} indicate that the presence of taggants (encapsulated, 
combined" fi.st-article" 3M tags) do not adversely affect the sensitivity 
of these explosives. Tests were conducted on samples of the explosives, 
both with and without tags. Of the 15 sets of comparative data, all five 
electrostatic discharge (ESD), two of five impact, and two of five friction 
threshold of initiation levels (TIL's) were identical. Of the six sets, 
where there were differences, three sets (two impact and One friction) 
indicated that the explosive. w!th_ tags w!S-~o~ __ sensit.~ve, and--Eh.!!'~~ets. 
(two friction and one impact) were less sensitive. The presence of tags 

.did not reduce the temperature at which exotherms were recorded on DSC 
test traces. Special electrical properties tests with the tags indicate 
that a charge can be generated and stored on the tags. However, because 
of the small charge, and the small quantity of taggants used per mix, 
there should be no significant hazard during the addition of the taggants. 

To determine how explosive sensitivity would be affected if the 
plastic coating on the tags were absent, impact and friction tests were 
performed on the explosives containing unencapsulated tags. Impact 
results show no significant difference in sensitivity when unencapsulated 
tags were in the explosive as opposed to coated tags. With two of the 
five explosives, Red HA and Tamptite, there were significantly lower 
friction TIL's when unencapsulated taggants were present; and for one 
explosive, Vibrogel, the friction TIL was significantly. higher. For the 
remaining two explosives, Gel Power A-2 and Unigel, the friction TIL was 
between that obtained for explosives tested alone and the explosive plus 
encapsulated taggants. 

Based upon the results of this program, it is concluded that the 
presence of 3M encapsulated taggants represented by the "combined first 
article" taggants furnished by Aerospace Corporation does not signifi­
cantly increase the sensitivity or the manufacturing hazard level for 
producing slurry explosive or dynamite. 
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DISCUSSION 

Table I shows a summary of the material response test results; 
Table II lists all impact, friction, and ESD data generated under 
this program; Tables III and IV show DSC and electrical properties 
test results. 

Materials Tested 

For the purpose of determining the effect of taggants on the sensi­
tivity of explosives, it was not possible to test all of the explosives 
manufactured by Hercules Incorporated. Data were aya.ilaole to 1.ndicate 
that.GeI Power A-2 is sufficiently representative, so that. this was the 
only slurry explosive tested. Four dynamites were selected which repre­
sented the wide range of strengths available, Unigel, 607. Extra Gelatin, 
Red HA,and Vibrogel. In addition, tests were also conducted to deter­
mine any effect the tags might have on the sensitivity of nitroglycerin. 

Impact Tests 

ABL uses a modified Bureau of Mines test apparatus to determine the 
susceptibility of the explosives to initiation by impact. The ABL 
machine is designed to deliver controlled energy from a falling weight, 
through an intermediate hammer (steel), to the test material resting on 
an anvil (steel). Initiation, or a "shot," is detected by observing 
odor, stain, smoke, noise, etc. An infrared analyzer is also used to 
detect decomposition products. Sufficient tests are conducted to gen­
erate data necessary to perform a probit analysis. Figures 1~5 show 
the probit plots, probability of initiation versus test stimuli, for 
the four dynamites and NG. No plot is shown for Gel Power A-2 since 
no shots were detected at the highest equipment test levels wi~h either 
A-2 or A-2 plus encapsulated tags. In most cases there was little or no 
difference whether or not tags were present in the explosive or whether 
or not the tags were encapsulated. 

Friction Tests 

Friction testing was conducted on the ABL sliding friction machine. 
This machine is capable of determining the initiation respon.se of an 
explosive to friction by exposing the test material to the friction of 
a steel wheel sliding on a steel anvil. The anvil is driven at a known 
velocity while a static· pressure is applied to the wheel.. The velocity 
was 3 mps, except for NG, and the pressure was reduced in_steps until there 
were no shots in twenty trials (this constituted the TIL). As was the 
case for impact, the percentage of shots at a given energy level w~s 
plotted on probability paper. These probit plots are shown ~s Figures 
6-10. 
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CONCLUSIONS AND RECOMMENDATIONS 

The results of the tests conducted under this contract indicate 
the presence of "combined, first article, 'encapsulated, 3M" taggants 
does not significantly affect the sensitivity of the slurry explosive 
or dynamites teste. t oug a so not cons ere to const tute a 

"significant'dif.ference, some explosives (4 or 5) are slightly more 
friction sensitive when unencapsulated (as opposed to encapsulated) 
tags are present. 

The overall conclusion of this analysis is that the presence of 
encapsulated tags should not adversely affect the manufacturing hazard 
if these materials are added to the slurry explosives and dynamites 
tested In the concentrations cited. Further, the data obtained on 

"unencapsulated tags do not alter this concl\~ion. 
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NATIONAL nIFLE ASSOCIATION OF A~lEHICA 
lNSTITu-rE FOR LEGISLATIVE ACTION 

1600 HuonE ISL .... ND AVl:!NUE j • I' 

\V AtUUNO'rON'. D.C. 20036 

The Honorable Abraham Ribicoff 
United States Senate 
14ashi ngton, DC 20510 

Dear Senator Ribicoff: 

June 6, 1979 

I appreciated your many courtesies when I testified May 7 before your 
Committee on the explosives tagging section of the anti-terrorism bill. I 
hope the following information will satisfactorily answer the written 
questions you sent me. 

You asked for my comments on additional tests that may need to be 
conducted to study the effects of taggants in black and smokeless powder. 
The question was prefaced with a statement that GOEX reported the taggant 
compatible with its manufacturing process al,d its product in trial runs, 
and that the taggant had little effect on ballistics. According to the 
letter from GOEX that I submitted with my testimony, the company mentions 
specific concerns about the use of tag gants in it~ ~,lanufactllring process. 
Mr. Fahringer stated, "we have never made a verbal or wr'itten statement 
that approved the addition of taggants into black powder." 

It is my firm conViction, based upon personal experience Hith elec­
tronic pressure measuring eqUipment and blackpowder, that data developed 
fror.1 tests conducted on only 20 rounds of tagged and 20 rounds of untagged 
black powder is insufficient, particularly when using an obsolescent 
mechanical pressure-measuring device. 'The bl ack powder tests were 
conducted for GOEX by Edward Yard. In other bl ack powder tests in the 
past, with which I am familiar, Mr. Yard had followed a procedure of 
cleaning the bore after each round. In normal use, most shooters of black 
powder firearms do not clean the barrel after each round. Electronic 
pressure measuring equipment shows that there is a significant increase in 
peak pressure after the first round if the barrel is not cleaned, with a 
generany higher, progressive increase in pressures following subsequent 
shots until the barrel is cleaned. Depending upon the tightness of the 
bullet patch, and other factors, a barrel can usually be fired seven to as 
many as twelve or fifteen shots prior to cleaning. With each shot, the 
cumul at i ve buil d up of black powder foul i n9 causes the subsequent shot to 
be harder to load and to generally produce higher pressure. 

Extensive tests would have to be conducted to: 

1. Determine the amount and effects of tagged bl ack powder foul ing, 
and subsequent effects upon pressures. 

2. Determi ne whether the tagged bl ack powder foul i ng creates 
Significantly higher abrasiveness, which would increase damage to the 
relatively soft steels used in antique barrels, or replicas. 
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3. Determine what gases are emitted fr~et~~x~~g~;n~!r~i~~~~n~~:h 
temperature burning, and whether s~ch,gases to the best of my 

t~~~~~a~e~l~~~ck~~~e~sb~~~k~s~el~r~~~~~~l;a~~~~'loaded for use in the 
movie and drama lndustry. 

I 'th t ggants should ai so be tested for 
Smokel ess propel ents w~ a 'ble toxic or carcinogenic fumes 

environmental effects ~esu~tln~ fr: ~~s~~O psi pressure and approximately 
and vapors emitted,durlng. U~nlOg (at which the propellent burns during 
5!0~0 ~egr~es d~el~l~ ~:E~~~i~~e~S frequently used in indoor raryges, ~oth 
~~r~~ii~e a~~ i~~i~idual competitive shooters, so toxic or carclnogenlC 
fumes would be extremely hazardous. 

A possibil ity exists that residues, from smok~~s~th~~P~~~~~ie~~wder 
containing tag~ants cou~d ~eh~~:~~aiod~~~~~~n~iih age and/or with humid­
~ropell f!n~, resldu~~~c:\h~~iers of modern, noncorrosive propell ents and 

~~~m~~;l~ol~~~. religiously clean th~i~/i~~~~f ~~~~~ i~e~n a~~cf:~n:: 
clean them at a~l, prbessures !rom f~~~t~ for this effect would be time­
stored barrel mlght e exceSSlVe. 
consuming, due to their nature. 

Last year, one of the eXP10~!V~~u~:n~~a~~~~~~~y~:~~~t~~ ~y~~~~~:e 
~~~~~~o~~s~f s~~~e i:~~a~~oe~! 1 ~~i~o~~ s~i ~~~t~!~c~~~~OgWC~~!~~ !~re a 
quantities of flVe percen ,0 a f' es could be produced in the 
reaction of the taggant~~rln~ st~~:f;'Sh~~ld be conducted to determine 
homes of handlofadteagrsge'd smo~~~~~~ powder' untagged smokeless propellant is 
safe storage 0 ' 
extremely safe to store. 

, NRA' swill i ngness to encourage its 
In answer ~o ,your ~uest~on on 'n I bel ieve the type of testing that 

members to partlcl pat
d
e tlndthlsl~e~;lw~th such sophisticated instrument-

would have to be con uc e wou '11 ssi st in the 
ation that individual shoote~s could ~~~u~~t:r~~nu~a~turer produce tagged 
performance of such te~s. ~~~~'it tested by volunteer consumers, I 
black and smokeless po er an d nd the NRA would be pleased to 
feel certain that it could ,~e ,rra~~~ b/ done in a manner that would avoid 
encourage,suchl,voblluntfeoerrsst~ralge ~~res gun damage, or other mishaps. 
our beComlng la e , 

oct question asked what if any, additional recordkeeping 
Your,seco laced on black and ;mokeless powder retailers and 

~~~~~e~~U~1t~ethe implementation of the tagging program. 

It is not possible to provi~e a precise answ~~l tOm~~:\q~:!;~~~bf~r 
the regulations have not be~n wrltten, andh! c~~sentYtime black powder 
assumption based upon ~erta~ n r:~~~kee~~n~ throughout th~ di stribution 
req~ires ex~rel1!elY st~~~~e~hat a taggant c~de could be added to the 
~~:~~~t a~~c~~dk~e~~~~\ithout too much additional time and effort. 

'. \' 

" 

219 

- 3 -

However, a totally different set of circumstances appl ies to smoke­
less propellants, for it is (ny understanding that wholesalers keep only 
normal conr '~cial records (such as information indicating "received 100 
pounds of r ·4831 "). Under a taggant law, those who I esa 1 ers would ha ve 
to make on'" "I~e entry for each 10-pound case of IMR-4831, since each case 
might bear a dilferent taggant code. Further, each case would have to be 
physically inspected, and the recorded code compared, both upon receipt 
and upon shipment. 

In the instance of reta i1 dealers, much the same is true for the 
additional recordkeeping required for receipts, but the amount of 
increased recordkecping per sale would vary according to the type of 
smokeless propellant being sold, and Whether that powder is normally used 
for handguns or rifles and shotguns. The difficulty in attempting to 
predict additional recordkeeping is that the amount of recordkeeping 
required under existing law may vary according to interpretation, for 
Congress has given BATF and dealers the impossible task of separating the 
inseparable. Under law, retail dealers must record sales of handgun 
ammunition, and ammunition is defined to include handloading components. 
The difficulty is that almost all rifle cartridges have been chambered in 
certain special-purpose handguns; further, since every rifle propellant 
could be used in those handgun-chambered essent i ally ri f1 e cartridges, any 
ammunition component could be considered a "handgun anmunition component" 
-- Congress enacted an exempt i on for ri fl e and Shotgun ammun i t i on a decade 
ago, and undoubtedly intended that something be exempted. 

As a practical matter, we View the additional recordkeeping by 
wholesalers and dealers through the eyes of consumers; we have a general 
idea of what is involved and what would be added by the proposed lal~, but 
we defer to the experts in industry to accurately predict the amount and 
cost of recordkeeping. As you are aware, they estimate that the total 
cost for additional recordkeeping and the purchase of taggants would 
result in an increase in the price per pound of propellant of $2 to $2.50, 
or roughly a 25 percent to 30 percent increase in the price to consumer. 

In testimony before the House Subcommittee on Aviation we had 
expressed concerns about the potential recordkeeping costs that would 
ultimately be passed on to the consumer. These costs were considered 
along with costs of the purchase of taggants; their insertion in prop­
ellant powders during the manufacturing process; the costs incurred in 
ballistic and other testing, and other increased costs to consumers. 

In response to our concerns on recordkeeping, BATF advised Congress 
that the only additional requi rement would be to add the taggant ident­
ification number to the information requesting caliber, gauge, or type of 
component. However, as indicated above, the ramifications of that simple 
requirement are substantial. 

Our members have experienced first hand the problems with additional 
regulations on fireanns and ammunition. When legislation was passed to 
increase the amount of b I ackpowder an indi v id ua 1 coul d purchase wi thout 
permit from 5 pounds to 50 pounds, it was clear that black powder would 
cont i nue to be exempted from additi onal recordkeeping requi rements. 
However, BATF proposed and eventually finalized regulations imposing 
separate recordkeepi ng on b I ackpowder in quant it i es 50 pounds and under. 
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Unless specific leg~~~~ti~: ~~~1~a~: ~~l~t~~e~r~~o~~~:~i~~s that 
r.equirements 'is written not be l'mposed on the retall er, and costs passed 
additional burdens will 
on to the consumer. 

, be leased to offer you any further information which you may 
find ~e~!!!ary ~n eval uating the explosives tagging program. 

Sincerely, 0-

'''''"~~ Exec ut i ve Oi rector 

NK/mdr 

~-- - -------------~-
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Question from Senator Stevens 

Question, 
No.1 

Answer: 

Question: 
No.2 

Answer: 

Question: 
No.3 

Answer: 

It is my understanding that 3M tags will illuminate 
when exposed to a "black light" and that this is a 
method of determining their presence in the explo­
sive. Is this correct? 

The 3M tags will fluoresce when exposed to a 
"black light." This does not, however, ensure 
that one can use this fluorescence as a method 
of determining their presence in the explosive. 
It is technically possib~e to obscure the fluo­
rescence under a UV-opaque layer so that the tag 
will not strongly fluoresce in the explosive. 
The UV-opacifier is then burned away by heat 
during detonation, thus exposing the fluorescent 
surface and thereby facilitating "black light" 
search and tag recovery. 

I underst~nd that BATF plans to require that part 
of the tags used be magnet sensitive and part not 
be ma~et sensitive. 'Is that correct? 

This plan is presently under consideration to insure 
against the magnetic removal of identification tags 
from explosives. Alternatively, under development ,is 

,a tag which would become magnet-sensitive only after 
detonation of the tagged explosive. 

Taking a·l/2 pound stick of dynamite, it would be 
relatively easy, would it not, to open the dyna­
mite, spread out and illuminate the powder with 
the "black Light" and then to remove the tags 
with either a magnet by hand or something like a 
toothpick? 

No;complete removal would not necessarily be a 
"relatively easy" task. The ease with which this 
action may be achieved depends upon the type of 
dynamite used and whether or not UV-opaque and/or 
non-magnetic tags are incorporated. The degree of 
ease with which this could be accomplished will 
r&nge through the;extremely difficult requiring 
laboratory facilities. 

If UV-opaque and non-magnetic tags are used, as in 
the d=y, powdery dynamites from which taggant 
removal is the least arduous, then it appears at 
this time that no removals could be viewed as easy 
or dependable. 
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Question from Senator Stevens 

Question: 
No.4 

Answer: 

And, would you not also agree that this process, if 
done with reasonable care, is not dangerous and does 
not destroy the explosive quality of the material? 

No. As with the difficulty of thorough removal of 
taggants, the safety of the process and the reliability 
of the remaining explosive material depend upon the type 
of explosive from which the tag removal is being attempted 
and the skill level of the individual attempting the 
remeval. Removal is not a process that we would endorse 
as safe. 

Question: It is my understanding that a homemade bomb can 
be assembled and detonated from materials which 
are easily obtainable and which would never be 

No. 5 

ta~ged under the provisions of this" bill. Would 
you agree? 

Answer: ATF bomb investigation reports and laboratory 
analyses show that the majority of homemade bombs 
are made with dynamites, and black and $mokeless 
powders, all of which we propose to tag, and all 
of which are easily obtainable. 

Question: 
No.6 

Answer: 

Furthermore, it is common for even homemade bombs 
to use commercial detonating cord and blasting caps 
to initiate the explosions. We intend to tag such 
cords and caps. 

I am aware of at least six, widely circulated 
publications which describe in detail how to make a 
homemade bomb. You are, "of r~ourse, aware of these. 
Is it your opinion that these are either ineffective 
or are out of the reach of terrorists? 

There are inany publications now in the public domain, 
and therefore readily available to terrorists, that 
describe how to make homemade bombs. 

Their effectiveness, how~ver, is highly questionable. 
Please refer to the attached tables showing the fillers 
used in pipe bombs and all bombs inVestigated by ATF 
in 1978. It is obvious that the bomber prefers to use 
a readily available explosive filler rather than 
concoct his own. 

For those cases involving political terrorism, 
investigative jurisdiction is assumed by the FBI pursuant 
to inter-agency agreement between the Departments of 
Treasury and Justice. Determinations as to jurisdic­
Lion are made by the Office of the Attorney Ceneral on 
a case by case basis. The FBI has stated that the pipe 
bomb is most used in political terrorist attacks, and 
over 50% are filled with black or smokeless powders. 

I 

r 
f 

223 

-2-

The folloHing ShOII'S the fillers found in pipe bombs in 
1978. Data c~mes from reports of analysis made by all ATF 1aborator~es. 

Type of Filler 

SIi.okelcss pOI~der 
Illaclt POI~uer 
Unknown 
Flash powder 
Dynamite 
Low explosive 
Matchheads 
Gels 
Militarv 
Sugar/Chlorate 
Smokeless and 101~ 
Srnokel~ss and flash 
Dynamite and C4 and TNT 
Binary 
~lack powder and gasoline 

Total 

Fre9uenc~ 

66 
42 
21 

6 
6 
6 
3 
2 
1 
1 
1 
1 
1 
1 
1 

159 

Pcrcenta~c 

41 
26 
13 

3 
3 
3 
1.B 
1 

Types of explosive filler used in all bombings investinated by ATF in 197B. " 

TYpe of Filler Freguencl, Percenta9:e 
Flammable liquid 

46B 26.5% Black powder 
171 9.7% Smokeless powder 
157 B.9% Military explosives 54 3.0% Dynamite 
251 14.2% Blasting agent B .4% Chemical 

7 .4% Other 
176 10.0% Unknown 
475 26.9% 

Total Finer 1,767 100.0% 
SOL:rce: ATF Case Summary Reports 
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Question from Senator Stevens 

Question: Would you agree that a homemade bomb could be 
made from such materials as low density prilled 
ammonium nitrate, gasoline and a small amount 
of finely powdered aluminum and gasoline? 

No.7 

Answer: ATF bomb investigation reports and laboratory 
analyses reveal that the overwhelming majority 
of homemade bombs are made from commercially 
available powders rather than the improvised 
explosive materials such as those you suggest. 

While explosive devices can be fabricated from 
materials such as you describe, the occurrence 
of these ANFO-type bOmbs has been rare. Further­
more, while it is conceptually feasible to detonate 
an ANFO-type explosive with something other than 
a commercial high explosive, in practice that is 
not done; and both commercial blasting practices 
and underground pUblications call for the use of 
high explosive commercial boosters or dynamite to 
initiate ANFO-type detonations. We will tag both 
dynamites and boosters. The one notable use of ~n 
ANFO-type blasting agent was the bombing of the 
University of Wisconsin mathematics center. That 
bomb was detonated by using dynamite as the ini­
tiator. 

Question: 
Would you agree that these ingredients can be 
purchased from many suppll" stores and hobby shops? 

No.8 

Answer: Yes 

Question: 
Do you intend to tag any of these ingredients under 
the provisions of S.333? No.9 

Answer: Our intention, and we hope the purpose of Section 303 
of 5.333, is to cOmbat the criminal misuse of explo­
sives by tagging those explosives most often used in 
crimes. On that basis, we set priorities when we 
e~tablished.the Explosives Tagging Program. At that 
t~me, dynam~te and other high explosives were most 
frequently used in cr.iminal bombings and we directed 
our initial research at that class of explosive mater­
ials. Meanwhile, the frequency of use of black and 
smokeless powder~ in bombings increased substantially, 
and these explos~ves were included in our explosives 
tagging research program. 

As our responses to questions 6 and 7 demonstrate the 
many ingredients from which homemade bombs could pos­
sibly be manufactured are rarely found to be used in 
criminal bombs. Therefore, at this time, we do not 
intend to tag these ingredients. Furthermore, in 1970 
Congress itself felt that many of these ingredients 
did not require regulation in the same manner as other 
explosives and specifically exempted them from control 
under Title XI of the Organized Crime Control Act. On 
the other hand, the cOmmercial eXplosives used as fillers 
or detonators for homemade bOmbs -- dynamites, black 
and smOkeless powdexs, boosters, fuses, blasting caps __ will be ta9,!!Z>d. 

I 

~ 
I· , 

r 

1J 

11 
\ I, 

!' 

f 

225 

Question from Senator Stevens 

Question: 
Would manufacturers not find it difficult in seeking 
a reduced price if each manufacturina, lot is not ' 
large enough t~ warrant large amounts,of a single 
tag? i'lon't th~s present a hardship to smokeless 
powder manufacturers who produce a variety of ~owder 
types? Will not different types of grain sizes, ''i' 
shapes a~d densities require a different tag? 

No. 11 

Ans\~er: 
As explained in QUestion No. 10, the prices and order 
quantities quoted in the 3M Company price list do not 
apply to the Explosives Tagging Program. 

Concerning the tagging of smokeless powder, the standard 
taggant will have a density and particle size which may 
not match some smokeless powder grains; however, these 
taggants may be further modified by molding them to 
match the size and shape of grains of smokeless powder. 
On the Inflation Impact Analysis (April 1979), prepared 
by T~e Aerospace Corporation, the estimated total price 
increase of the Explosives Tagging Program (including 
both identification and detection tagging) for a one­
pound can of smokeless powder would be ll¢. In al1~' 
case, e~tensive tests are being condUcted at this time 
by manufacturers of smokeless powder. Upon completion 
of these tests, we will be better able to define any 
problems that may exist and work to eliminate them. 
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Question from Senator Stevens 

Question: 
No. 12 

Answer: 

Propellant powders have a long shelf life. 
How many years does BATF intend to have 
manufacturers reserve a code? 

Codes will not be reserved by manufacturers. 
The taggant supplier will automatically reserve 
the codes for the manufacturers. At present, 
the codes will have a repeat period of five 
years. However, even with repetitions of c?des 
after a five year period, tracing should st~ll 
be possible in many cases although it would clea71y 
be compounded in difficulty because of the repet~­
tion. 

Since there is no technical limitation inhering 
in ID-taggants which imposes only a 5-year repeat 
period, the taggant distribution system shoulu.be 
able to develop alternatives capable of extend~ng 
the years between repetitions of the codes. 

We should also note that there is little history 
of the use of old explosives in criminal bOmbings. 
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Question from Senator Stevens 

Question: 
No. 13 

Answer, 

By your estimate, what would be the overall costs 
to the explosive and powder manufacturers for 
taggants per year? Please include not only the 
cost of tagging but the costs of paperwork. 
Please detail any data on which you base your 
conclusions. , 

The projected overall costs of tagging to the 
explosives and powder manufacturers are shown in 
the attached Amended Table No. 4-3, Annual Costs to 
Explosives Manufacturers, prepared by The Aerospace 
Corporation. The col= headed "Labor Cost" includes 
recordkeeping costs. The attached table is taken 
from the "Explosives Tagging Inflation Impact Analysis" 
(April 1979) which was included as Attachment I of the 
written statement submitted, for the record, by Dr. 
Robert Moler of the Aerospace Corporation to the 
Senate GOv€rnmental Affairs Committee on May 7, 1979. 
The analysis assesses in detail all the expected costs 
of tagging explosives for detection and identification. 

, 

... 

\ 

I 

! 
r\ ,J 
lJ 

II 
, 

..... 



-- --- ----------

1 
-.-

----------------------------~ 

-, 

April 1979 

knended Table 4-3. An~ual Costs to Explosives Manufacturers 

Material Cost EX2losive !lEe .!Q. Detection 
Cap-sensitive Packaged 

Explosives $6,500,000 $5,200,000 

Cast Boosters 732,000 96,000 
Smokeless Powder 120,000 BO,O~O 

"-Black POWder 10,000 6,400 
Detonating Cord 60,000 17,600 
Blasting Caps 1,155,000 2,402,400 

Labor Cost 

$900,000 

400,000 

330,000 

6,000 

10,000 

400,000 

1 

Retooling Cost 
Amortized Over 

5 Years 

$ 50,000 

1,600,000 

TOTAL: 

Total Armual 
~t:. 

$12,600,000 

1,228,000 

530,000 

~2,400 

137,160 

5,557,408 

$20,074,968 
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QUestion from Senator Stevens 

\ 
Question: i ' I \ \ Ie" I \ 

I am extremely concerned \:hat ~'i3~ c~~kms ~l? l~a~illt~(\ 
for any injury, loss, or 'damage, d~rect or conse-' 
quential, arising out of the Uf\e or \inability to Use 
their product. Is not Congress' mandilting a program 
requiring manufacturers to add something to their 
product over ~Ihich they ha,'c no' cont1iol while 
dictatinc;I that they will have 110 redXiess? Do you 
agree that this is a probleM? I~hat is your solution? 

No. 14 

Ans\~er: 
' ! 

The explosives industry historically has been an 
extremely hazardous business. This is the reason that 
in asking the companies to perform the safety and com­
patibility tests we request them to specify their own 
tests in order that they could satisfy themselves that 
the product was safe. In each case, this was done. 
The 3M Company is willing to provide a taggant in 
accordance with specifications which have been proven 
to be safe and with standards which will be set down by 
the Secretary of tpe Treasury. The 3M Company is 
willing to accept liability for defects in its taggants, 
which is the proper limit of its liability and no less 
than the product guarantee given by the explo~iv~~ manufacturers themselves. 

Question: 
Your MSA study, used aSa justification for this 
prog,ram, reports that criminals have enough explo­
sives for 5 - 6 years, assuming 1,000 bOmbings per 
year. The same report indicates that the identifi_ 
cation tagging will not reach a break-even point 
for 8 - 12 years. Yet, this break-even Point and 

No. 15 

Answer: 

the cost-benefit ratio seem to be computed independent 
of the knoWledge that criminals have supplies of 
untagged explosives. That fact is added as a Sort of 
post script. Could you explain this? 

The Congressionally mandated purpose of 18 USC, 
Chapter 40, " ••• to protect interstate and foreign 
COffiMerce against interference and interruption by 
redUcing the hazard to persons and property arising 
from misuse of explosive materials ••• " is the 
justification for the tagging research, not the cost­
benefit stUdy made by Management SCience Associates. 

The MSA report, which makes an honest attempt to 
quantify, in dollars, the full array of costs to society 
caused by bombings, addresses the stockPiling of E:Xplo-
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Question: 
No. 16 

Answer: 
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sives by criminals only briefly. The study does address 
the effect of pre-program thefts on program cost 
benefits (Section 6-6, p. 108). B¥ formul~, it"i~ " 
demonstrated that benefit-cost rat~os for ~dent~f~ca~~on 
tagging are favorable," in terms of deterrency, even ~f 
criminals used only their pre-program "stocks" of explo­
sives. For detection tagging, the rep~rt states that 
the use of pre-program explosives may ~ndeed change a 
borderline situation into an unfavorable one. 

Some side issues are worthy of mention in regard to 
stockpiling. 

1. 

2. 

Areas of the United States that have 
the largest number of thefts do not have 
the largest number of bombings: 

Bombing cases show that in most cases 
the explosives were obtained locally 
(within 200 miles) to the bomb site. 

Some exp16sives, therefore, are likely stolen for 
legitimate blasting use, and it is not likely that 
every pound stolen is being stockpiled by criminal 
Qombers. 

In your own opinion, would not the ~assage of this 
legislation provide a powerful incentive for 
criminals to cteal as ,many explosives as possible 
before the deadline as well as starting a profitable 
black market in un tagged military explosives? 

At present, the Bureau finds that there is a black 
market in industrial explosives. The Bureau is making 

"every effort to stop it. The proposed Explosives 
Tagging Program is intended to be a part of that effort, 
by naking possible the identification of sources so 
those sources can be tightened. 

Reported thefts ann undercover buys of military 
explosives are only a fr.\ction of one percent of the 
totals. Consequently, we see no 'black market of sig­
nificant proportions in military explosives. 
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Question from Senator Stevens 

Question: 
It appears that this is essentially a regulatory 
program, since you obviously cannot trace an ex­
plosive Which is not bought through legal commerce. 
Your agency reports that 60,000 pounds of explo­
sives were stolen last year and you recovered 
40,000. Do you believe that ,criminal and terro­
rist explosives are purchased with proper identi­
fication? Existing federal law requires thefts 

No. 17 

Answer: 

to be reported, how do you expect to accomplish 
anything when a taggant leads back to a theft 
reported earlier which you did not solve? 

We will be able tO~ace a tagged explosive material 
directly until it leaves the legal channels of commerce. 
This is a valuable t ,!i)l to the investigator and gives 
him a point at which to start an investigation. 
This permits an investigation that is considerably more 
focussed than can ordinarily be expected in bomb cases 
without the clear trail of legal ownerships that tagging will provide. 

Although Federal law requires that When the thefts of 
explosives are discovered they be reported to ATF, 
many persons are not aware that a theft from their 
stock of explosives has Occurred until an ATF trace of 
recovered explosives is made. The thefts that are not 
discovered are mainly internal and not easily detected. 
We feel that a secondary benefit from tagging would be 
a reduction in thefts because owners of explosives would 
improve their security in order not to be caught in the 
situation where their explosives had been stolen without 
their knowledge and used in a crime. 

The value of identification tagging could not be 
demonstrated more clearly than by ATF's June 18 
arrest of a West Virginia man in a homicide­
bombing case. By tracing taggants recovered at the 
scene of a fatal truck bombing, ATF Special Agents 
identified the suspect who had purchased dynamite 
containing identification taggants added as part of 
ATF's nationwide pilot test of tagging. By matching 
the color code of the recovered particles with the 
manufacturing and distribution records, ATF agents 
were able to identify the last legal purchasers of 
the dynamite lot used in the fatal bombing. Armed 
with the scientifically developed identity of this 
group of possible suspects, ATF agents were able to 
examine other facts, such as association with the 
Victim, motive, and opportunity for the murder, and 
thus to identify and arrest the suspect. 
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QUestion from Senator Stevens 

Question: 
No. 18 

You are promoting tagging as an anti-terrorism 
measure. Yet, only 11% of bombings corne under 
the heading of terrorism and, the FBI has recently 
reported a 48% decrease in terrorist bombings for 
1978. The FBI, in fact, has announced tha·t they 
are reducing the manpower assigned to terrorist 
activities by 70 men. I also note tpat the FBI, 
not the BATF has exc,lusive j'lrisdiction over 
bombings. I'1hy are you promoting a new, multi­
million dollar program in your agency \Ihen the 
FBI, with exclusive jur,isdiction over bombings is 
cutting the program back? 

~le are proposing explosives tagging as one measurc 
to combat the misuse of explosives in all criminal 
bombings, not merely terrorist bombings. In the 
investigation of bombings, the FBI, takes charge 
where there is evidence of terrorist involvement, 
while ATF has responsibility for investigating most 
other bombings. Although the number of bombings 
committed by terrorists may have decreased (hTF does 
not maintain statistics on all terrorist bombings), 
our statistics indicate that the total number of 
criminal bombings has increased. 

Question from Senator Ribicoff 

Question: In the March 30 hearing, Hr. Davis told the 
Committee he would furnish; for the record, the 
ballistic tests results for black powder. 

Ans\~er: The ballistics tests on tagged black powder were 
included in ~ttachrnent G of the written statement 
submitted, for the record, by Dr. Robert Holer of the 
Aerospace Corporation to the Senate Governmental, 
Affairs Committee on Hay 7, 1979. 
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Question from Senator Levin 

Question: 
I understand that it's been estimated by the Bureau 
of Al,?oho~, To~acco and l?irearms that the adoption 
of th1s b111 w111 have a minimal effect on the cost 
of black and smokeless powder. Could you elaborate? 

No.1 

Answer: 
Our research contractor, The Aerospace Corporation 
has,prepa~ed an inflation impact analysis on the ' 
bas1s of 1nformation provided by producers of black 
and smoke~ess powders and information obtained from 
a~ an~lys7s of r~cordkeeping practices in the market 
d1st~1but10n c~ain. This has been provided to the 
~ornrn7ttee,p~ev1~uslY. The projected costs of tagging 
or 1dent1f1cat10n and detection are as follows. 

Quantity Produced/Yr. 
(millions of pounds) 

Program Cost 
($1000' s) 

Increased Cost 
$/pound 

Retail Price/pound 

Range 

Average 

Percent Increase 

5.00 

Black POWder 

0.4 

22 

0.77 

- 7.00 

6.00 

1% 

SmOkeless Powder 

5.0 

530 

0.11 

4.00 - 8.00 

6.00 

1.7% 
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Question from Senator Levir. 

Question: 
No.2 

Answer: 

Isn't it true that there's been a 'significant 
increase in the deaths and injuries resulting from 
use pf black and smokeless powder in terrorist 
bombings? 

ATF records show the following with respect to 
investigation of bombings in which black and 
smokeless powder.s were used. 

Black Powder 
Killed In ured 

1976 
1977 
1978 

4 
2 
4 

14 
32 
19 

2 
3 
3 

13 
16 
23 

Question: 
No.3 

MSNer: 

For the past 3 years, ATF figures for persons killed 
and injured in bombings involving black and smokeless 
powders remain relatively constant at 6 killed and 39 
injured per year. 

For t~oGe cases involving political terrorism, 
investigative jurisdiction is assumed by the FBI 
pursuant to inter-agency agreement between the Depart­
ments of Treasury and Justice. Determinations as to 
jurisdiction are made by the Office of the Attorney 
General on a case by case basis. The FBI has stated 
that the pipe bomb is most used in politic~l terrorist 
attacks, and over 50% are filled with black or 
smokeless powders. 

If this powder is excluded from the explosives 
tagging program, won't its use increase and its 
exclusion seriously undercut the effectiveness of 
the tAgging effort and the fight against terrorism? 

It is likely that the use of black and smokeless powders 
in bombings will in9rease if they are excluded from 
tagging. 

Refer to the attached tables showing fillers found in 
pipe bombs and all bombs in 197B. It is obvious that 
the bomber prefers to use a readily available powder 
rather than concoct his own. If cap-sensitive explo­
sives fallout of favor because they are tagged, the 
bomber is ~st likely to switch to untagged black and 
smokeless powders as the fillers 'of choice. 
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Even if black and smokeless powders are excluded from 
taggi~g! the program might be worthwhile and cost­
benefl.cl.al. 

T~e Nanagemenl:,Scienccc AGsociates study projected 
d7re~t and indl.rect social costs from bombings at $130 
~~ll.~n per year. This includes costs of fatalities" 
l.nJurl.es, property damage, and all other costs. The 
report also states that dynamites and unknowns account 
for roughly 60% of ~atalities and injuries, and about 
BOil of property damllge if most of the "unknown" cate­
gory is attributed to dynamite. 

If we conservatively attribute 50% of the total annual' 
direct and indirect bombing costs to dynamites alone, 
the annual cost of dynamite bombings is $65 million. 

The current infiation impact analysis prepared by The 
Aer~space Corporation projects the costs of identifi­
catl.on and detection tagging of cap-sensitive packaged 
explosives, which categor~' i:lcludes dynamites, at 
$40,500,000. This includes the $12,600 000 cost to 
lnanufacturers, $22,500,000 ,instrumentation cost and 
$5,400,000 increased investigative cost. ' 

If the $40.5 million annual tagging cost for all 
cap-sensitive packaged explosives is taken as the cost 
of tagging only dYnamites, Which use in bombings 
generates an estimated annual cost of $65 million 
then sudh a limited tagging of explosives might b~ 
worth\~hile and cost··beneficial. 

The elimination of black and smokeless powders from 
consideratio~ for ta9gin9 would extend the prOjected 

,break-even tl.me for the program from the 11 years from 
date of program commence~ent to a later year. ~his 
break-even time is the time after which the program 
becomes economi,cally worthwhile, as described in the 
study, i.e., the direct and indirect cost of bombings 
now at $130 million annually has been reduced to the 
cost of tagging. 
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The folloldng ShOll'S the fillers found in pipe bombs in 
1978. Data comes from reports of analysis made by all 
ATF laboratories. 

Type of Filler Freguenc;L PercentDC!e 
Sr..or-eless pOI;der 66 41 lllack pOI"uer 42 26 Unknown 21 13 Flash po\\'cler 6 3 Dynamite 

6 3 Low explosive 6 3 Matchheads 
3 1.B Gels 
2 1 Hilitary 
1 Sugar/Chlorate 1 Smokeless and 101" 1 Srr.okel~ss and flash 1 Dyn~~ite and C4 and TNT, 1 Binary 
1 Blilck powder and 9I1s01i.'le 1 

Total 159 

Types of explosive filler used in all bombings investi9Dted by ATF in 197B. 

Type of Filler 

Flammable liquid 
Black powder 
Smokeless powder 
Military explosives 
Dynamite 
Blasting agent 
Chemical 
Other 
Unkno",'n 

Total Filler 

FrequenC;L 

468 
171 
157 

54 
251 

8 
7 

176 
475 

1,767 

Source: ATF Case Summary Reports 

Percentage 

26.5' 
9. " 
8.9' 
3.0' 

14.2' 
.4\ 
.U 

10.0' 
26.9% 

100.0\ 
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4110 LEXinGTOn AVEnUE 

D. M. Gt.£ASON President 

DnSr'lTUTl!OF 

[/[fiJAKERS OF 

[lXPLOSIVES 
nEW YORK, n. Y. fOOf7 

PHonE (1m/) 986-69110 

H. J, BURCH,ELL Vice Prllrhent 
H.L HAMPTON. JR, EXBCUtivtt Director 

R.O. BOOOORFF s..i~ty Conw/r~nr 

• the safety aSSOciation of the commerclal explosives Industry • 

Honorable Abraham Ribicoff 
Chairman, Senate Governmental 

Affairs Committee 
Room 337 
Russell Senate Office Building 
Washington, D.C. 20510 

July 16, 1979 

Re: S.333 - Identification Tagging 
~XPlosives 

Dear Senator Ribicoff: 

:r am enclosing my answers to the questions that yoU 
posed in your letter of HaY.9, 1979. In answering these 
thoughtful questions the IHE carefUlly reviewed all aspects 
of t.he identification tagging program proposed by BAi'F. 
This review reaffirmed all of the safety, feasibility and 
cost concerns that we have previously expressed. 

In recognition of the possibility that the broad dis­
agreements on the issues surrounding explosives tagging may 
make it difficult for the Committee to draw reasonably certain 
conclusions about the pr.oposed program, We have provided 
lengthy, detailed answers. If the !HE can be of any further 
assistance to you or the Committee in this important matter, please do not hesitate to ask. 

Very truly yours, 

DHG:cmm 

])~~/~ 
David H. Gleason ~ 

Enclosure 
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UNITED S'!'i,TH SENATE 

COMMITTEE ON GOVERNMENTAL AFFAIRS 

ANSWERS SUBMITTED BY DAVID ~. GLEASON, 
PRESIDENT OF THE INSTITUTE OF MAKERS 
OF EXPLOSIVES, TO QUESTIONS PROPOUND­
ED BY CHAIRMAN RIBICOFF AT THE MAY 7, 
1979 COMMITTEE HEARING ON S.333 

INTRODUCTION 

These answers are submitted in response to questions pro-

pounded to Mr. David M. Gleason, President of the Institute of 

Makers of Explosives by Chairman Ribicoff at the May 7, 1979 

Committee hearing on S.333. The broad disagreements on the 

issues surrounding explosives tagging have made it difficult 

for those unfamiliar with the explosives industry to draw reason-

ably certain conclusions about the proposed program. Consequently, 

we have provided lengthy, detailed answers to assist those.who 

must evaluate the merits of the tagging program. 

Aware of the potential credibility gap created by these 

divergent viewpoints, we drafted these detailed answers only 

after critically re-analyzing the testimony and data pres~nted 

in support of a tagging program. That re-evaluation confirmed 

our conviction: at very best the tagging program is a premature, 

cost-ineffective proposal of questionable social value. It is 

premature because at the present time the proposal is completely 

open-ended and dependent upon the resolution of many variables 
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which dramatically affect 't 
~ s Cost/benefit and feasibility evaluations: 

No all-purpose ta 
ggant has been developed. 

The taggants have not b 
both survivability and een adequ~t7ly tested for 
World conditions in allr~coverab~l~ty U~der real 
sequently, no one is yp~S of explos~ves. Con-
sizes and taggant con~~~~r~ti~~:.appropriate lot 

Taggants have not been ad 
they meet the high st d ejUately tested to insure 
by the explosives ind~~t:;:s of safety required 

Taggants have not been fUlly t 
commercial production in any ested in full-scale 
product. type of explosive 

A more realistic appraisal of the 
it tagging program is, that 

will be an exorbitantly priced law enforcement 

a marginal benefit. The costs will be high: 
tool having 

The existing cost t' . 
o~ S.333 and exclu~! ~mates ~gnore the language 
c~ally-produced the largest class of commer~ 
sives) . explosives (noncap-sensitive explo-

The existing cost estim t 
low price for the ta a es.assume an unrealistically 
created by a nationaigatnts.~n the monopolistic market 

agg~ng program. 
The existing cost estimat f' 
how the renewal fees curr:~tl;~lhto adequately explain 
eliminated in a monopolistic ma~k:~~ed by 3M would be 

The 7ec~rdkeeping cost estimates 
real~st~c. are grossly Un-

The cost estimates . 
15% loss of producti~r~re the 7conomic impact of the 
of taggants into the ma~u~acccatS~~ned by the introduction 

ur~ng process. 
We believe that a more 

accurate estimate of the annual cost 
to industry alone will b 

e at least $703 million dollars. 
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When weighed against the "benefi ts" of tagging explosives, 

very serious questions must be raised. Bombings are well-planned 

premeditated acts, not crimes of passion, and tagging will deter 

neither the criminal nor the terrorist from cold-blooded killing. 

At'very best it provides a confirmatory tool for a solvable 
...!I 

crime. 
According to BATF, commercially-produced explosives 

are used in 53% of the bombings - or approxir.ately 950 bombings 
_1/ _1/ 

annually. Arrests are made in 8% or 76 of these bombings; 

11 The much-publicized "McFillin Bombing," involving tagged cap­
sensitive explosives, is a case in point. For several reasons, it is 
clear that taggants were not necessary to establish the nexus between 
McFillin, and either the crime or the purchase of the explosives: 

o McFillin was the prime suspect from the beginning because: 
1) he had accused the deceased of having an affair with his wife, 

. 2) he had previously threatened the deceased with a shotgun, and 
3) the morning before the bombing he had publicly accused his 

wife of having an affair with the deceased. 
o BATF suspected McFillin before they knew he had purchased the 
exp~os~ves! becau7e the~ took McFillin's picture !2 ~ dealer. 

o McF1ll1n s1gned h1s real name when he purchased the explos1ves. 
Had he acted like the majority of bombers, he would have stolen 
the explosives, or used an alias. 

o McFillin admitted purchasing the dynamite, but a search disproved 
his alibi and uncovered an ignition wire from the deceased's 
vehicle in the trunk of McFillin's car. See Affidavit of 

Daniel P. Boeh, United States v. MCFillin, Magis. No •. 2-79 l33P 
(D.Md filed June 18, 1979). Thus, at best, the taggants were a 
~irmat2!:Y !22l for an easil~ solvable, ~ bombing. 

Moreover. this was an atypical bombing because the explosive 
did not completely detonate. Thus, the taggants that were re­
covered came from the undetonated explosive. Lyons, Tagging Bombs, 
Trapoing Bombers, N.Y. Times, June 24, 1979, at E7, col. 1. 

~I Intelligence Branch, Bureau of Alcohol, Tobacco and Firearms, 
Department of the Treasury, Ex losives Incidents: 1977 Annual 
Report 22 (1978). This figure is der1ved by subtract1ng omb1ngs 
involving non-commercially produced explosives (flammable liquids, 
military explosives, chemicals, other) from the total of bombings 
where the filler was known. This involved 408 or 53% of the bomb­
ings. We then assumed that commercial explosives were involved in 
the same proportion of bombings where the filler was unknown __ or 546 bombings. 

1-1 Roth, Evaluation of the Needs and Benefits of the Explosives 
Tagging Program: Final Report 67 (In8) , reprinted.!:.!! ~ 
National Terrorism: Hearings on M.R. 13261 Before the Subcom­
mittee on Aviation of the House Committee on Public Works and 
Transportation, 95th Cong., 2d Sess. 207, 282 1978). 
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and BATF believes that tagging will increase the arrest rate 4 I 
to 12%.-- Thus, the tagging program, assuming no Circumvention, 

assertedly will allow BATF to arrest 38 more suspects On bombing 
charges. 

We believe the figures speak for themselves. Placing iden­

tification taggants in explosives is a bad idea whose time will 
never come. 

±-I f£.; ~ Statement of G. R. Dickerson, Director. Bureau 
2i:...~lcohcl, Tobacco and F1"earms on Section 303 _ Explosives 
Ta ants of S.333 the Omnibus Anti-Terrorism Act of 1979 for 
the Senate Comm1ttee on Governmental Affairs 8 (March 23, 1979). 
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QUESTIONS AND ANSWERS 

1. If the explosives industry believes taggants to be unsafe, 
can you explain why your member companies have sold their 
customers millions of pounds of tagged explosives? We 
understand three lME member companies are still under 
contract with the Aerospace Corporation to tag permissible 
explosives for sale once the permissibility test program 
is complete (Bureau of Mines and Mining Safety and Health 
Administration), 

Response 

Participation in an experimental, limited pilot program 

designed to test the feasibility of tagging explosives products 

should not be construed as a carte ~ endorsement of the 

conclusions drawn therefrom by the advocates and sponsor.s of 

the experiment - BATF and Aerospace Corporation. In fact, the 

parameters of the experimental program alone belie the sweeping 

conclusion that all tagged explosives products are safe fur nor-

mal production methods, storage, transportation, and use. 

The "millions of pounds of ta.,ged explosives" produced in 

this program represented only 2.4% of the 275 million pounds of 

cap-sensitive explosives produced in the United States each 

'. 
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...2../ 
year. It did not include the remaining 3.42 billion pounds 

of explosives materials (cast boosters, smokeless and black 

powders, and noncap-sensitive explosives), the 500 million feet 

of detonating cord, and the 84 million blasting caps produced 

annually. The latter products must also be tagged under S.333; 

however, they have ~ been ~ommercially produced with taggants 

2n ~ ~ experimental ~ Consequently, there is no basis 

to conclude that the addition of taggants to these products will 

not diminish safety during production, storage, transportation, 

and use. For this reason we construe the question as asking us 

to address only the safety questions of tagging cap-sensitive ex­

plo~iv7s in light of the pilot program. We will answer it accordingly. 

Contrary. to the assertions of BATF and Aerospace, the 

pilot program did not conclusively demonstrate that tagged cap­

sensitive explosives could be safely produced, stored, transported 

and used on a full-production basis. These explosives were not 

mass-produced; instead, for safety reasons the contract with 

Aerospace Corporation expressly required that the taggants be 
§J 

added by hand during the mixing process. This led one parti-

5 / According to BATF's contrac:tor, the Aerospace Corporation, 
6:"6 m~llion pounds of cap-sensitive explosives were tagged in 
the pl.lot program. Prepared St;1tement of Dr. Robert Moler of 
the Aerosoace Corporation For Presentation to the Government 
Affairs Committee of the U.S. Senate on Explosives Taggl.ng 4 
(May 7, 1979). The 2.4% fIgure Is calculated uSl.ng an annual 
production level for cap-sensitive explosives of 275 million 
pounds. 

6 / ~,~., Agreement Between the Aerospace Corporation 
(Aerospace) and E. I. DuPont de Nemours & Company (DuPont) 
RelatIve to the Performance of the Pilot Test of EXplosives 
Identification Tagging cl. 3.5 (Sept. 3, 1977), reprinted in 
Statement of Dr. Robert Moler, supra note 5, at Attachment¥. 
Appendix B, Enclosure. 
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cipant in the pilot program to conclude that althoug~ no 
. , . 

production problems were encountered in the pilot program, 

"[il t is obvious that under less controlled conditions there 
----- L/ 

will be a much greater probability of errors." Thus, as 

of today, taggants have only been added to a limited number of 

products. This has only been done under experimental conditions, 

with laboratory-produced taggants, and no one has ever added and 

mixed taqgants by normal production methods. 

We are aware that other industries routinely implement full­

scale production changes based solely on engineerlng analyses 

and pilot programs; however, the explosives industry cannot. 

We manufacture high explosives; the production of which demands 

100% safety 100% of the time, for one error of any type can 

trigger an explosion that endangers us, our employees, and the 

public at large. Our social and legal responsibility requires 

that this be prevented, and prevention requires ultraconservatism. 

Thus, any full-scale produ"'.ic,n or product changes have always 

been made only after extensive and time-consuming limited produc­

tion. This is particularly true where a foreign substance, such 

as taggants, is introduced into the product. It is beyond dispute 

that this type of testing has nO,t been done with taggants. 

There is one additional reason for our hesitancy to quic~ly 

and draMatically change our production p:ocesses und 'products to 

include taggants: we are strictly liable for any premature 

1-/ E. I. DuPont de Nemours & Co., Progress Report: 'Pilot 
Test - A~rospace Order 67885 4 (undated) (emphasis added), 
rapr1nted ~ Statement of Dr. Robert Moler, supra note 5, 
at Attachment E. 
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detonation caused by the taggants, whether in the factory or 
8/ 

in the field.-- These damages average in the hundreds of 

millions of dollars. Recognizing this, Aerospace Corporation 

offered to, and did indemnify the participants in the pilot 

9/ program for all damages resulting from the taggants.-- Thus, 

while I~E members participated in the program, they bore no risk. 

The magnitude of the risk is such that While it is one thing 

for Aerospace (who would be reimbursed by the United States 

government) to accept the risk of a pilot program; it is another 

to place the burden of a full-scale program on the industry. 

One additional salient feature of the experimental program 

is overlooked by the question: distribution of the tagged 

explosives. The question infers that the explosives were dis­

tributed to customers generally. This is inaccurate. The con­

tract with Aerospace Corporation only requir~d limited distribution 

~ Challoner v. Day & Zimmerman, Inc., 512 F.2d 77 (5th Cir.), 
~~ o~ ~ grounds, 423 U.S. 3 (1975), remanded, 546 F.2d 
26 (5th C17, 1977); Foster v. Day & Zimmerman, Inc., 502 F.2d 
8~7. (8th C1r. 1974); Bailey v. Atlas Powder Co~, 445 F. SuPp. 374 
(lv.D.Pa. 1978); Clay v. Ensign - B1Ckford Co., 307 F. Supp. 288 
(D. Colo. ~9~9). Although 3M could theoretically be sued for 

damages ar1s1ng from the use of taggants, it intends to disclaim 
all. liability for their use in explosives. See Letter from 
D~V1d ~. Gleason to Sen. Jacob Javits (May la;-1979). This 
~1scla1mer would legally inSUlate 3M against all damages result-
1ng from the use of taggants in explosives. Restatement (Second) 
of T~r~ §402A, comment m; U.C.C. §2-316; Idaho Power Co. v. 
West1n~house Elec. Corp., 7 Prod. Safety and Liab. Rep. 492 
(9th C1r. 1979); Keystone Aero. Corp. v. R. J. Enstrom Corp., 
499 F.2d 146 (3d Cir. 1974). 

~/ Aerospace/DuPont Agreement, supra note 7, at cl. 3.18. 
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10/ 
to twenty customers. Customer participation was purely 

voluntary because in order to test the traceability of taggants 

the customer was required to keep records of the taggant 'codes 

received. Thus, the inference that the explosives industry 

was glutting the market with tagged explosives is invalid. 

In actuality only 2.4% of a limited number of cap-sensitive 

explosive products was distributed to a miniscule number of our 

customers - with all liability and cost for the program being 

borne by Aerospace Corporation. 

IME member companies will continue to participate in 

experimental programs because it is in our interest as well 

as ti,e public's to enhance the utility of our product: however, 

we cannot and will not be cavalier about safety. Moreover, 

our participation should not be inf&rred as carte blanche en­

dorsement of the conclusions drawn from that experiment by 

Aerospace Corporation, BATF, or others. 

10/ !.<!.:. at cl. 3.17. 
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2. Are you aware of any test that has ever been conducted, 
which shows the current 3M taggant, the one used during 
the pilot test to tag some 7 million pounds of explo­
sives, to be unsafe? 

Response 

This question reasons from two false assumptions, each 

of which will be addressed below. 

a. FALSE ASSUMPTION II: Taggants should be used unless 
they are proven unsafe. 

As we discussed in our answer to question 1, the hazardous 

nature of the explosives industry necessitates the contrary 

presumption in the public interest: taggants should not be 

used unless they are conclusivelY proven safe. At the present 

time, taggants have been tested in only one type of explosive 

product - cap-sensitive explosives. These tests were conducted 

under experimental conditions. Thus, reqardless of whether the 

test results were encouraging, they should not be accepted as 

conclusive proof that all cap-sensitive explosives, or any other 

type of e>:plosives, can be safely manufactured, transported, stored, 

and used with taggants under all possible conditions. The partici­

pants in the Pilot Program unanimously concur in this conclusion: 

DuPont: The Pilot Program was "of an experimental 
and exploratory nature ••.• [Olur research did 
not include other commercial explosives, where in­
creased hazards ••• could result from the Use of 
taggants. II .ll/ J 

11/ Letter from A. B. Oppermann to G. R. Dickerson (April 20, 
1979), reprinted in Testimony of David M. Gleason on Behalf of 
the Institute of Makers of ExplosiVes on S.333 Before the 
Governmental Affairs Committee of the United States Senate 
Attachment D (May 7" 1979) • 
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Atlas Po"der Co.: The Pilot Program results "are 
very limited in scope, and it would be irresponsible 
to think that this test could prove the safety of 
an experimental program. 11 12/ 

Hercules Incorporated: The Pilot Program tests "were 
not adequate to support the conclusion that taggants 
can be safely ~ntroduced into the mass production of 
explosives." .l11 

These conclusions, based on experience and expertise in the 

manufacturing of explosives, make it abundantly clear that the 

initiatiQ~ of a nationwide tagging progrrun based on current 

knowledge would launch the explosives industry onto a sea of 

uncertainty where the potential dangers are very great __ and 

very real. 

b. FALSE ASSUMPTION H2: The taggants used in the pilot pro-
- gram will be used in the propo~ed national tagging program. 

The taggants used in the pilot program were standard 3M 
il/ microtaggants encapsulated in polyethelene. Curiously, how-

ever, Aerospace has reached the ill~gicaJ_conclusion that 

12/ Letter from H. Joseph Burchell to G. R. Dickerson (May 3, 
1979), reprinted in i£. at Attachment C. 

13/ Letter from W. D. Cashin to G. R. Dickerson (May 4, 1979), 
reprinted in id. at Attachment E. 

14/ Letter from L. J. Hessburg to Hon. Glenn Anderson 1 (March 14, 
1979), reprinted in Statement of Dr. Robert Moler, s,;!pra note 5 
at,. Attachment I, Appendix A. The abstract for the pl.lot program 
envisioned testing both encapsulated and unencapsulated taggants, 
Fuller, Pilot Test for Identification Ta in of Packa ed Ca­
Sensitive Explosives 484 (undated), reprinted in Statement 0 

Dr. Robert Moler, supra note 5, at Attachment C; however, 
even a cursory examl.nation of the program ~ discloses 
that no such distinction was made. Consequently, any attemot 
to compare the safety characteristics of encapsulated and Un­
encapsulated taggants is wholly unfounded. 

I 
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because encapsulated taggants were tested in the pilot program, 

1 ~/ unencapsu ated taggants can safely be used in all explosives. 

Thus, the question's premise is inaccurate. 

We believe that Aerospace 0 s unfounded conclusion tha t 

unencapsulated taggants are safe not only typifies its treatment 

of the safety question, but it evinces a horrifying lack of 

appreciation for the inherent dangers of producing, transporting, 

stcrinq, and usinq explosives. 

Another example of this disregard for the safety question 

occurred with the proposed tagging of powders. When IME demon­

strated that taggants could be easily reMoved from powders, 

Aerospace suggested that a variety of materials could be added 

to the taggant to mask them without ever conSidering the safety 

question involved in adding these foreign materials to the t 
~/ ag-

gants. Moreover, the tagging of propellant powders has never 

been tested in a pilot program, and the only manufacturer of black 

powder (GOEX, Inc.) conclUded that due to the deficiencies and 

limi ted nature of Aerospace 0 s tests, "GOEX cannot ",ndorse the 

addition of taggants into black powder due to the unresolved 
17/ questionable safety hazards."-

15/ The Aerospace Corporation, Explosives Tagging Inflation 
Impact Analysis 6 (April 1979), reprinted in Statement of 
Dr. Robert Moler, supra note 5, at Attachm.ent I. 

16/ ~, ~, The Aerospace Corporation, supra note 15, at 10. 

17/ Letter from F. L. Fahringer to Hon. Gl~nn Anderson (May 7, 1979) . 

\ 

\ 

f 



250 

-13-

For these reasons, we believe that the tests necessary 

to establish the safety of taggants with an acceptable level 
ill of certainty have not been performed. Ne also believe that, 

by making safety the stepchild of its testing program, Aerospace 

and BATF have grossly distorted the role of safety in the nation's most 

safety-conscious industry. Nost ominously, by placing its 

narrow law enforcement goals above those of public safety, 

BATF may be subjecting the public to a wh.· .ly different 

and equally unacceptable type of "bombing" _ premature detona­

tions of tagged explosives. 

~ We are also concerned that BATF has performed insufficient 
tests to conclude that taggants will survive and are recoverable 
in real-world detonations of all types of explosive products. 
Our concern is predicated on the reasonable assumption that there 
are significant differences between explosives detonated under 
laboratory conditions (~ in a sartd-filled bunker) and under 
the conditions of a criminal bombing (~ an automobile or a 
building). In the latter, while the taggants may survive the 
explosion, either the taggants or their color coding may be 
destroyed by the intense heat of an ensuing fire. Additionally, 
all types of explosives products must be tested and proved adequate 
lest terrorists circumvent the tagging program by using explosives 
whose taggants do not survive. The much-publicized "McFillin Bomb­
ing" does not alter these conclusions. ~ note 1 supra._ 

To assuage OUr fears we filed a broadly-drafted Freeaom of 
Information Act Request (which requires full disclosure of all 
records) with BATF in our attempt to locate the factual basis 
for this conclusion. Letter from Alan B. Mollohan to Paul Mosny 
(May 23, 1979). BATF's response showed that comprehensive real­
world survivability and recoverability tests have Dot been conducted 
with any type of explosive product. Letter from-pauI Mosny 
to Alan B. Nollohun (June 27, 1979). 

I 
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3. You testified that taggants wera unsafe because they would 
constitute "unknown" foreign substances added to potentially 
dangerous explosive powders. 

a. Are materials such as bagasse (crushed ground sugar 
cane residue) ever used as carbonaceous material for 
dynamitesc What are the specifications used for allow­
able grit content for such materials? Will you provide 
for the record copies of such specifications? 

b. Are materials such as g~ass beads ever added to explo­
sives dU,1:ing manufacture? If so, is not this type of 
material gritty? 

c. Are you aware of any specific test which shows the 
current 3N taggant, the one used in the pilot test, 
to be gritty? 

d. How do you eliminate the hazard of Using gritty and 
abrasive ammonium nitrate prills in dynamite? 

e. It is our understanding that taggants do not increase 
the sensitivity of explosives to friction-induced deton­
ating. How do they present a friction source in pro­
duction machinery? 

Response 

a. Bagasse 

Bagasse has been used as a low density carbonaceous filler 

in a limited number of dynamites since the early 1940's. It is 

currently used only in a small number of the less-sensitive per­

missible dynamites. It is not used in more sensitive dynamites, 

~ gelatin nitroglycerine, because i~s grit content makes it 

a potential safety hazard. 

The grit content of bagasse arises from dirt particles 

cles attached to the su,gar cane stalk. Bagasse manufacturers 

use an air separator to blow the low density bagasse away from 

the heaVier grit particles. The specifications require a grit 

'-
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content of less than 1%, which is stringently monitored. Ship­

ments have been rejected for failing to meet these specifica-

tions. After receiving the bagasse, it is dried to reduce 

the moisture content. This process reduces the grit content 

to approximately 0.5%. The highest concentration of bagasse 

Used in permissible dynamite is 10%; although the average 

concentration is much lower. Moreover, as noted above, in many 

explosive products the grit specifications are much ~ore 
stringent. 

As requested, a record copy of one companyt s purchase 

specifications may be found on page 17: 

b. Glass Beada 

Glass beads are used in a limited number of inherently 

stable slurry mixtures. These beads could be considered "gritty." 

They are used in 'the slurrys that are of sUfficient stability 

to tolerate the glass beads without hazard. 
They "-"e banned 

from use in il.'. troglycerine dynami tes anC: 0 :her more sensi tive 

explosives because their grittiness would create a substantial 

safety hazard. 

19/ Shipments of bagasse normally contain grit concentrations 
far lower than the specifications. For example, the average 
grit content of the bagasse received by Atlas Powder Company 
during the last year was .29%. 

/7 
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c. 
Gritti~~f the Current 3M 

Taqqa..!!.S 
.As discussed in question 2, PP. 

3M 11-12 su~, the current 
taggant was not Used in the pilot 

program. Furthermt;re, as 
discussed in .question 2, Pp. 10-11 ~ra, the 
here is whether th cor,rect question 

decides to 
e 3M taggant - whichever 

9ne BATF/Aerospace 
use - has been adequately 

tested for all aspects of safety, inclUding grittiness. h 
T e answer to that ,question .is (as before) - No, it has not. 

d. Ammonium Nitrate Pril~ 

The ammonium nitrate prill
s 

Used in certain explosive 
a higher grade .than th 

products are of 

as fertilizer. ose Used in agricUlture 
They have been Used in explosives d 

since the 1940' s an theY.are neither i 
gr tty nor abrasive. 

If they were, they wO'lld nut be uSed. 

e. 

YOll.r "understanding" is incorr.ect. 

sup~, sufficient real-world As discussed at PP. 6-7 

commercial testing has not bee 
conducted to determine Whether tagqants~ncrease ___ n 

f the sensitivity o eXPlosiVes to friction-induced 
detonating or whether they 'present a friction 

source in prOduction machinery. 

50-412 0 - 80 - 11 
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1 ATLAS POWDER COfVlPANY 
2119/64 
~OR~D~E=R-II-/G~O~eS~c~R~I~PT~I~O~N~----

';u!'UISEOES 
'/lAOe NMoIE I A1 

Bagasse 

",kAME OF SUWl.I£A 

M::Ca:rthy Sales CJ., Inc. 
1114. Carcndele t Bl~. 
New Orleans, L:l. 70130 

USING PL,,"ns 

I Reyno 1ds, Pa. 
1 Adas, 1-h. 
3 

• 
QUANTITY 
J,1INIMUM 

elL (21,CCO) 

UNIT 

LB. 

OIFFr;'l. I 
ENTIA\. I 

i 
-:S>i=II'I'=IN::G~P;;;O:::I::"-;:T-;S-------------------lpACI<.4"Glt'G 

1 Gleruxxl (M.:nsons), La. 

I 

2 

J 

Bags ~ll1.ti'oJall Pape.:-
~IG" r CL .. ~S;~7'c;;:'i,-o',,'----·----

) . Dehydrated SU2,ar cane Pith 

~ 
.J 

PROPER flfS METHOO 

SCREEN ~:At.YSIS 

7. lC USS 1,!12 
;: :<: USS 1J4Q 0.~:<) 
7. lC l!SS 1160 (t ~,) 

I-bist:ure ('7. ~!a:<. ) 
Density - glee G·!a.:<) Atlas Bagasse 

Censill'.eter 
Grit 'Z. ~!a:<. in 5.-mt>l~ - lC07. finer 

than USS no 

100 
30 
10 

10.0 

.120 

1.0 

1Un::: nus IS WE S;.'!E SPEClTICATIClI AS USED .'{ JOIlI1' ,\GREU' ~:r '..n;m IlERCUlE 
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4. We understand ATF-recommends the conoentration of taggants 
be limited to 0.05% of the explosive substances. 

a. Does the industry control the quality and composition 
of eaoh ingredient used •. in. explosives to 0.05%? How 

.is this acoomplished? 

b. If· it is not done, "does the industry routinely carry 
out all the ,safety tests under all possible conditions 
of manufactuJ::ing ,. handling, tr.anspor.tation, and use 
each time a'different source of·supplY~r minor varia­
tion in composition is used? 

. Response 

a. Quality and Composition Control 

All-ingredients are constantly monitoreq for both qual.ity 

and.compcsition. Only certain critical ingredients are stringent­

ly controlled to a 0.05% level. For eXample, nitroglycerine 

is purified below the 0.05% level to remove excess acids whioh 

generate heat and thereby detonate the explosive •. Similarly, 

.. critical mixtures suoh as water gels are strictly. controllel!! to' 

prevent "gaSSing" (which would inflate the cartridge) and 

similar reactions. 

Meeting these rigorous levels of quality control requires 

time, expertise, and exp~rience with the products and processes. 

A detailed explanation \oiould require cdmpr.ehensive engineering 

analyses which·we .would be happy to provide on request. 

GiVen the pJ::esent .state of the drt, we consider taggants 

to be "critical materials" because they are foreign substances 

introduced into oarefully balanced mixtures. While guantita­

tivel'( they may appear to be "insignificant" at a 0.05% concen-

, 
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tration, ~alitativelY they have the potential to cause a 

serious imbalance in the explosive product. Eyebrows may 

be raised when we assert that such a seemingly small amount 

of an ingredient could cause a serious problem; however, in 

'tne explosives industry ~ problem has potentially catastrophic 

cons~quences. For example, dropping a seemingly insignificant 

lighted match into a vat of nitroglycerine would cause an ex­

tremely powerful explosion. The same must be assumed for any 

foreign subRtance introduced into a volatile mixture: you assume 

it to be a lighted match until proven otherwise. 

b. Safety Tests 

Safety tests are performed ev<:ry time a different source 

of supply is used until there is satisfaction that the new source 

of supply is safe. The nUmber and type of tests performed will 

vary according to several factors, ~., the experience with the 

supplier, the characteristics of the item supplied, the unique 

safety problems that may be associated with the item (~ gritti-

ness) I and whether that item is a "critical material." The 

quality and composition of all raw materials are also constantly 

monitored. 

Conversely, if there is a minor variation in composition 

an explosives maker would be less likely to perform comprehensive 

tests. Whether a variation is IIrnajor" or "minor ll would, as 

illustrated by our match head analogy, depend upon the gualitative 

and not necessarily the guantitative aspects of the change. It 

would also depend on experience with the product and the other 

I 
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factors enumerated above. 

From this perspective taggants are a major variation. 

They have never been used in commercial explosives under 

real-world production, transportation, storage and Use condi-
-tions. ~ pp. 6-7 supra. 

They have not been thoroughly 

tested for safety. ~ pp. 10-11 ~~. Thus, comprehensive 

tests must be conduc.ted before making any commitment to place 

taggants in any explosive products. 

, 
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5. IME expects the tagging program to result in burdensome 
recording requirements. 

a. 

b. 

What additional recordkeeping burden, 2t any, would 
the tagging program place on the retailers and legal 
consumers of black powder and other explosives? 
Please be as specific as possible. 

You stress that much care and dOUble checking would 
be required for recording tag codes and that a casual 
error in recording the code could not be tolerated. 
Is it not true that a casual error in recording the 
present date shift code is equally intolerable and 
Would have an equally devastating effect on an attempt 
to carry out a trace? 

Response 

a. Recordkeepinq Burden on Retailers and Consumers 

The Bureau of Alcohol, lrobacco I and Firearms, with Con-

gressionally-appropriated tax dollars, hired a consultant 

(Aerospace Corporation) to prepare a thorough assessment of 

the expected costs of a national tagging program. In that .£QI 

analYsis, Aerospace overlooked the additional recordkeeping 

costs to the consumer and retailer of a national tagging pro-
gram. 

We do not believe that industry should be responsible 

for ameliorating the deficiencies of BATF-approved work. Thus, 

although we can isolate problem areas, we cannot be respon­

sible for commissioning our own study to remedy BATF's ills. 

Although we cannot quantify the additional recordkeeping 

costs to retailers and consumers, we can generally say that 

tile recordkeeping requirements for all links in the distribution 

.£QI The Aerospace Corporation, supra note 15. 
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chain will be increased. For example, under a national tagging 

program, retailers would be reqUired to: 

Compare the taggant lot nUmbers with the bill 
of lading with greater frequency. 

Classify each explosive product by type and 
taggant lo~ nUmber to facilitate locating records. 21/ 

Expand storage space for the increased number 
of bOOks and records. 

Increase the time to locate the proper product 
and taggant lot number at sale (due to the greater 
nUmber of records that mUst be searched) . 

The cost of the additional time and decreased productivity 

inVolved cannot be estimated without a major industry-wide task/time 

study; however, the costs will obviously be greater than those under 

the date/shi'ft code program because there wlll be far more taggant lot 

nUmbers to fOllow than there are date/shift codes. If the date/shift 

code is applied to production runs of approximately 100,000 pounds and 

22/ tagging codes are changed after batches of 2,000-20,000 pounds,-- the 

recordkeeping requirements £or tagged explosives would be in-

creased by at least 500%. The costs Would increase accordingly. 
~ ~nerall.J:: pp. 43-50 infra. 

b. Effect of Clerical Error in Recording Taggant Codes 

It is axiomatic that any clerical error in a recording 

system is intolerable, and we have never stated otherwise. Our 

Concern is that the taggant code system inherently presents many 

more opportunities for making clerical errors than does the 

21/ This could also be accomplished by crOSs-indexing to the aate/shift'code . 

22/ ~ p. 44 infra (column headed "Tagging Level") • 

............... .:~ .............. :. ................................................ ~ .......... --~----.:--------------~/~/--------------------------------~----------------------------------------------------------------------~--~----""~ 
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3Y date/shift code system. Thus, minimizing these opportuni-

ties for error would require a greater degree of care and 

double checking. 

The date/shift code is stamped onto each cartridge casing 

by a rubber die as the paper is fed to the cutter from a large 

roll. Clearly, no recording error can be made at this stage of 

the production process. The recording requirements for taggants, 

and thus the chance for errors, would begin much sooner: 

Taggant lot numbers must be recorded as received. 

Taggant lot numbers must be verified against the 
contents of the box. This would require microscopic 
examina tion of the taggan ts. 

Taggant lot numbers must be inventoried after verifi­
cation and stored under security conditions to prevent 
contamination. 

Taggant lot numbers must be verified as they are re­
moved from the storage areas. 

Taggant lot numbers must be verified as they enter the 
mixing process. 

All these steps present a possibility of a recording error 

that is not present with the date/shift code. Most critically, 

a recording error made prior to inserting the taggants into 

the explosive mix cannot be detected or rectified after t~e 

taggant is mixed into the explosive because the only means 

of verifying the taaaant code in the explosive is by micro­

'scopic examination of the taggant itself. 

23/ It is impossible to estimate the number of errors in re­
cording the date/shift code t.hat occur throughout the distri­
bution chain because the annual number of traces is statisti­
cally insignificant when compared to the total amount of explo­
sives produced. 

261 

-24_ 

Several ~ther factors will naturally tend to increase 

the probability of errors in recording the taggant code: 

The,date/s~ift,code'remains constant throughout an 
ent1rp. prOQlct10n run. Assuming a 100 000 pound 
the .taggant code will. change at least 5 times duriun , 
.eac~ run. Each, change...increases the probability o~g 
mak1ng 4 reCOrd1ng error. 

The tiate/shift code has fewer le~ters,and digits 
than the taggant code. It is aX10mat1c that the 
frequency o~ ,;ecordingerrors will increase as the 
number of ~~91tS recorded increases. 

For these.reasons we are concerned that the degree of 

quality con.trol necessary to ensure a reasonable nUmber of 

,recording errors will be vexatious, burdensome, and expensive 

in terms of both capital exp d't 
en 1 ures and lest productivity. 

~'PP. 43-50 infra. 
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6. Does the date shift code currently used by the industry 
truly reflect the precise date and shift of manufacture, 
or is it merely used to define a given lot of production 
even though this production may span several shifts? 

f.esponse 

Several methods are used to stamp the date/shift code 

onto an explosive's casing. In one type of process the date/ 

shift code is stamped onto the casing as the paper is unrolled 

(prior to cutting) and contemporaneous with the loading of the 

powder into the casing. ~ith this type of process the date/shift 

code accurately reflects both the date and shift during which 

the product was produced. 

In the second type of process, the date/shift code is 

stamped onto the wrappers expected to be used during the day 

and sl]ift prigr to a production run. Occasionally, prodU(;tion 

levels fall short of projections, thus leaving an excess of 

stamped wrappers. Rather than discard these or re-st?~p them 

(which would increa~e the chance of error due to blurring, un­

stamped wrappers, ~), they are used shortly thereafter 

on the next appropriate production run. This has no effect on 

traceability because the date/shift code on the wrapper is 

recorded; thus providing us with the information required to 

conduct a trace: place of manufacture, type of product, and 

purchaser. 

" 
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7. What makes rework material a particularly hazardous 
material'compared to the same material prior to rework? 

Response 

The hazardous nature of rework material is no,t appreciably 

different from that of the same material prior to rework. We 

have never stated otherwise. Our concern is that 'the disposal 

of 'rework material presents a potential safety hazard and the 

use of taggants in explosives indirectly increases that risk.~4V 
Currently, some of our production is reworked due 

to. some defect encountered during the prodUction process. For 

example, a shell machine may "bruise" or dent the product. 

Under current ,practices these deficient products would be pulled 

,from the line' and stored in a magazine until the next production 

rUn of that product - 'at which time ,the explosive material in 

the product would be added to the mix and "reworked." If this 

product were tagged, however, some rework material may not be 

used because the taggan,ts contained therein might contaminate 

,the unique,taggant code of the new mix. Therefore the rework 

material would have to be destroyed. 

~ ~ Testimony oL'David M. Gleason, supra note ll, at 4-5. 
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The cost estimates of using explosive taggants are gross­
ly disparate. For example, in a letter to the Committee, 
3M, the manufacturer of the taggants, says it will charge 
a maximum of $40 per pound of taggants. IME says the 
cost will go to $200 per pound. Total annual cost of ~he. 
program is put at $40 million by Aerospace, and $490 m11110n 
by IME. How do you explain these discrepancies? 

Response 

We are acutely aware of the gross disparities in estimated 

costs, disparities that are great enough to imperil our c~edibility 
before the Committee. We are concerned, however, that the only 

'=cst estimates prepared for BATF have been done by those who have 

strongly advocated taggant development for years. We are particu­

larly concerned that these figures not only ignore the current 

market price for taggants, but are based on estimated prices sup­

plied by 3M -- the only BATF-approved supplier of explosive 

taggants. Of coUrse, we are not suggesting that Aerospace and 

3M have falsified or otherwise altered the cost figures in any 

way. We suggest only that 3M's potential posit~on as a legis­

latively-sanctioned monopolist raises very ser.ious questiuns about 

the future pricing of taggants that have not been satisfactorily 

answered. We will address the Committee's questions from this 
perspective. 

a. Price Der Pound 

The disparity in the price per pound of taggants has not 

resulted from Aerospace' 5 Udeflating" the projected prices nor from 

/ 
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our "inflating" the figures. It has arisen from two grossly dis­
parate es~imates supplied by 3M. 

In a let,ter to Mr. Howard McDanel of the Austin Poweder 
" 25/ 

Company dated January 31;, 1979,- 3M enclosed its current sales 

brochure for microta~ants. In a section entitled "Price List," 

3M quoted a price of $2QO per pound for code lots of up to 
26/ " 

49 pounds.- A recent chec~ with 3M's sales representatives , 
confirmed that these are curre~t market prices. When We 
prepared 

our estimate, .we made the',eminently rtlasonable asSumtion 

taggants would be sold to us.at a price no iess than 
that the 

the current market price. " Aerospace, on ,~he other hand, relied 

on a'$25-40 per pound price range quoted bY'~M in a letter from 

, 27/ L. J. Hessburg to Won. Glen Anderson dated March 14, 1979.-

25/Reprinted !E Testimony of David M. Gleason, sUpra note 11, at Attachment B. 

26/ The $200 per pound price figure was used instead of the 
Other prices quoted in the sales brochure because it corresponds 
with the code lot size range (.0016 to SIbs.) recommended by 
Aerospace. The Aerospace Corporation, Ex losive Ta in Inflation 
Impact Analysis 7 (April 1979) (under column headed "Taggant Batc 
Size"), reprinted in Statement of Dr. Robert Moler, supra note 5, 
at Attachment I. ThTs is an ultraconser~ative figure because 
3M does not sell taggants ,in lots less than 5 pounds in today's 
market. Lloyd D. Lea, supra note rr;-at Enclosure p. 3. 

27/ Reprinted in Statement of Dr. Robert Moler, supra note 5, at 
Attachment I, Appendix A. See the Aerospace Corporation, ~upra 
note 15, at 6. Although itTs not at all 'clear, Aerospace s 
price analysis reflects 3M's estimated maximum price of $40 per 
pound. The price paid by. Aerospace, for the ,taggants during t.he 
pilot 'program, $49 per pound, reflects encapsulated taggants, 
Whereas 3M's $25-40 estimate apparently reflects prices for unen­
capsulated taggants (i.e. those currently marketed). On th~ 
assumption that encapsUlated taggants will not be required by 
BATF, Aerospace Used the latter'estimate to compute the final 
cost figures. ~. at 6-8; ~ pp. 11-13 supra. 

" 
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Thus the real question here is not how IME can explain th" dis­

parity in estimated prices, but whether 3M has adequately explained 

how the price of taggants would be reduced 500-800% below the 

current market price, We do not believD they have. 

This tremendous price reduction is defended by 3~1 on several 

grounds, First, 3M tells the Committee that the taggants currently 

marketed do not have a polyethylene coating, whereas those 

used in the pilot tagging program were coated, From this 311 

attempts to infer that ~ taggants are less expensive to produce 

than uncoated tag gants and, therefore, the price for coated t~§lants 
would be lower than the uncoated taggants currently marketed,--

IME is aware that economics is an imprecise science, but we know 

of no theory that explains how the addition of an item to a prod-

uct reduces its per unit production cost. 
Thus, regardless of 

whether coated or uncoated taggants are used in the program, the 

current market price for uncoated taggants ($200) must be the 

lowest possible price, 

Second, 3M asks the Committee to accept its novel economic 

theory of the "Benevolent Monopolist." It is beyond question 

2BI L. J. Hessburg, supra note 14, at 1. As discussed 
supra p~. 11-13 and p. 28 n: 27, Aerospace states tha~ _ 
polyethelene encapsulation 1S no longer necessary. S1nce un , 
encapsulated taggants were not tested i~ the,pilot program, we 
believe this assumption eVinces a cava11er d1sregard for the 
potential hazards of the explosives industry, partiCUlarly 
since a polyethelene coating was necessary "~o provide an. 
ablative coating and to minimize the ~bsorpt10~ o~ explos1ves 
ingredients." The Aerospace C0l'pora t10n Descr1pt10n of the 
Pilot Program, Appendix A (undated). 
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that 3M is the.only prodUcer of identification taggants that has 

surviVed the stiff competition to produce taggants that meet 
29/ 

HATF's ",.tringent" criteria.-- According to 3M, til" "upplier of 

a produr.t who has achieved this monopolistic position will slash 

the current market price of its product because of economies 

of scale; however, the opposite is universally true: 

lU/ pOlist has no such incentive to redUce prices. 
A rnono-

Nevertheless, BATF sugge~~s several reasons why 3M will keep 32/ 
prices reasonable.-- First, BATF tells the Committee that 3M 

33/ will keep its prices reasonable because "( tJ /ley said .so in writing. ,, __ 

As businessmen or attorneys, we hope the Committee recognizes that 

~/ Statement of G. R. Dickerson, supra note 4, at 5. 

~/ It must be kept in mind that 3M WOuld not be a regUlated 
monopoly such .\s a public utility. Instead, it would be a pure 
monopolist. A4 such it would have pricing powers as unrestrained 
as those of the OPEC cartel. We are not saying that 3M may never 
have an incentive to reduce prices: only that as an OPEC-like 
supplier its priCing policies will be set at a level that will 
freely exploit its guaranteed market. This in no way assures 
tha t the pric\,s will be reasonable. Put simply _ 3M will .I'harge 
wha t the market (,1I1i,.='1 is guaranteed) will bear. See C. MCConnell, 
Economics: Principles, Problems, and Policies 485=8'f (5th ed. 1972) • 

31/ The fact that 3M "sold" taggants to Aerospace for $49 per 
pOUnd does not support this theory. There is no economic reason 
for 3M to "sell" its taggants to Aerospace for $151 per pound 
less than its adVertised competitive market price. The only plau­
SIbI'e reason is that 3M recognized the business advantages of 
"selling" taggants to Aerospace at an unrealistically low price. 
Thus, this "sale" price is an inaccurate guideline for 3~1's future monopolistic priCing policies. 

3jL/ Statement of G. R. Dickerson, supra note 4, at 5. 
31...1 !!!. 
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gants it does not guarantee that prices will, in fact, remain rea-

b. Annual Cost 
unless 3M's "writing" is a signed contract wi th the buyers of tag- The annual cost of 5.333 (as currently wri tten) to the ex-

sonable. BATF then tells the Commi ttee tha t "na tural economic 
plosives industry has been grossly understated by Aerospace. We 

371 believe that a more realistic estimate is $703,000'9 00 each year.-
forces" will inspire competition that will, in turn, keep taggant 

li.1 
prices reasonable. This, too, is belied by both the facts and 

textbook economic theory. As BATF acknowledges, the "stiff 

competitionll has already occurred, and 3M has emerged as the 

sole supplier of the product, i.e. it is the Oft? supplier that 

can meet BATF' s "stringent" taggant standards. - 3M thus totally 

controls the expertise, processes, and facilities necessary to' 

manufacture taggants for explosives. As long as taggant standards are 

stringent barriers to entering the market, other manufacturers 

(particularly those who have already failed) have little incentive 

to devote capital, manpower and resources to produce BATF _ approved 

taggants --only to compete with a manufacturer (3M) who is already 
361 

firmly ensconced in the market. 

For those reasons, we are highly skeptical of 3M's ~ in 

Wonderland economics. Experience and reason both tell us that the 

only ~ price for taggants is the ~ competitive ~ 

price of $200 per pound. To argue that $25-40 per pound is an 

accurate estimated price for the ~ product in a monopolistic 

~ is belied by ~conomic theory and business experience, 

and common sense. 

W !!!. 
351 Id. 

I BATF also suggests that prices will be kept reasonable by ~e addition of a requirement to 5.333 similar to sectio~ 308. 
of the Clean Air Act. This statute requires mandatory l~cens~ng 
of patents. It does not grant authority to dictate mandat?ry 
erice controls on products sold to Ultimate consu~ers •. Wh~le 
price protection would be desirable t? ~he exp~os~ves.~ndustry, 
such mandatory price controls are pol~t~cally ~mpract~cal. 

i 
I 

l 

l i! 
t 

I. ,. 

The components of this figure are dIscussed below and are tabu-
lated on page 54. 

1) Cost of Materials 

The taggant price per pv~nd discussed at PP. 27-31 

supra, will significantly affect the total cost of the raw 

materidls used in producing explosives. Based on all avail­

able data, we have calculated that the addition of taggants 

to explosives will add an additional $392,464,600 in raw materi­

al cost to explosives products. The cost estimates for the 

various types of explosives products are discussed below 

and are tabulated on page 40. 

Cap-sensitive Packaged Explosives: Total annual produc­

tion of cap-sensitive packaged explosives in the United States 
ill 

is 275 million pounds. During the'pilot program, the 

taggant concentration in the explosiv~s was 0.05% by weight. 

Aerospace now proposes to reduce this concentration to 0.025. 

by removing the polyethelene coating (which accoullts for 50% 

of the taggant weight) from the taggants. As discussed in 

our response to question 2, ~ pp, 11-13 supra, because 

371 This cost figure excludes costs associated with tagginq 
smokeless powder. These have been excluded because smokeless 
powder.s are not used in commercial blasting _ the area in Which 
IMS represents the explosives industry. • 

381 In its calculations, Aerospace assumes a production lev",l 
Of 325 million pounds. This figure is inaccurate. Our analysis 
uses the more correct figure of 275 mill;on pounds. 
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,uncoated taggants were not used in the pilot program 

and have ~ been thoroughly tested; Aerospace's suggestion 

that they should be used in a n~tional tagging program evinces 

a cavalier disregard for the inherent hazards of the explo-

sives manufacturing process. Thus, our analysis will assurn~ 

a coated taggant concentration of 0.05% by weight as used in 
the pilot program. 

~ With a taggant concentration of 0.05% by weight, one 

pound of taggants will be required for every 2000 pounds of 
ll/ 

explosives. Thus, if taggan~s are priced at $200 per 

pound, the cost of the taggants in each pound of explosives 
f.O./ 

will be 10 cents. 

This additional cost is frighteningly inflationary. The 

'current cost of raw materials used in producing one pound of 

cap sensitive explosive is approximately 15 cents. Consequently, 

tagging cap sensitive explosives will increase raw material 

costs 66 2/3%. With an annual production level of 275 million 

pounds, the annual increased raw material cost for the taggants 

will be $27,500,000. 

Cast Boosters: Cast boosters are extremely. powerfUl 

explosives used to detonate nonca~-sen5itive packaged ex­

plosives and other blasting agents. Tests have shown that 

taggants in boosters have seVere survivability problems. 

1 lb. explosives 
0.0005 lb. taggants 

(I lb. taggants) x ($200) 
or 10 cents per pound. 

2000 lb. explosives 
1 lb. taggants 

(2000 Ibs. explosives) x $(x) 

! 
I 
I 
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Moreover, the feasibility of tagging these explosives in 

conventional production processes ~ ~ ~ tested. Con­

sequently, we believe that both Aerospar.e's price projection 

for these taggants {which must be specially manufactured 

to insure even a mOdicum of survivability),~/ and the 

projected tagging level are purely speculative. It is cer­

tain, however, that the price of these taggants will be 

considerably greater than those used in tagging cap-sensi-

tive explosives simply because ~ more sophisticated taggant must 

b . 42/ e spec1ally manufactured from more exoensive materials~ Rather 

than speculate, our analysis uses the artificially low 

minimum taggant price of $200 per pound. 

Aerospace suggests tagging boosters at 0.1% by weight. 

Thus, one pound of taggants will be required for every 1000 
43/ 

pounds of explosives.-- Consequently, if taggants are priced 

at $200 per pound, the cost of taggants in each pound of 
44/ 

explosives will be 20 cents.-- Since the cost of raw materi-

als for boosters is 60 cents per pound, the addition of 

taggants will increase the cost of raw materials by 33%. 

With an annual production level of 6 million pounds, the 

annual increased raw material cost for the taggants will 
be $1,200,000. 

41/ Statement of Dr. Robert Moler, supra note 5, at 9. 

11/ !§.. 

~/ 1 lb. explosives 
0.001 lb. taggants 1000 lb. explosives 

1 lb. taggants 
ii/ (I lb. taggants) x ($200) 

or 20 cents per pound. (lOOO lb. explosives) x ($X) 

~~-------------------~~~-
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Black Powder: As with cast boosters, tagged black 

powders·have not been test~for compatability with 

the manufacturing process. These taggan ts, however, 

must be specially manufactured to prevenl; a user from mag-
46/ 

netically separating the taggants .from t.he powder. - Thus, 

while any cost estimate is speculative, it can be said that 

the addition of demagnetizing or masking agents to t~ese 

taggants will make them more expensiv .. ·than the bas.ic unencap-
ill 

sulated taggant. Consequently, this analysis U5es $200 

per pound as a conservative minimum taggant price. 

ul With a taggant concentration c,f 0.05% by weight, one 

pound of ,taggants will be requil:'eo, for every 2000 pounds of 
49/ 

powder.- If taggants are priced at $2QO per pound, the 
50/ 

cost of the taggallts in each pound of· powder will be 10 cents.-

Since the cost of raw materials for black powder is 

-11 certts~per'.PQund, _the addition of taggants will 

45/ Statement.of Dr .. Robert ,Mol,!r,. supra note 5, at 8, 11. 
The only -l'abora tory, tests that have ..been 'completed on 
black powder~were·.done with 'spoJ:ti:ng .grade black powder -
a smail percentage '.of 'the total commerciaL production. Boyars, 
Feasibi'li ty of Ident.i:fication Tagging of Black Powder: Progress 
Report 21 (M~ch 1979)~ reprinted~n Statement of Dr. Robert 
Moler,.-supra note 5,'at Attachment G; ~ note 51 infra. 

46/ Id. at 3.; S.tatement of Dr. Robert Moler, supra note 5, 
.a t 10-:-

47/ ~ note 45 supra. 

fa/ The Aerospace Corporation~'supra note IS, at 10. 

iJl./ ~ note '39 supra. 

50/ See note 40 supra. 

, 
I 
I 
" 
" r 

273 

-36-

increase the cost of raw materials by 91%. \"lith an 
5l/ 

annual production level of 2.5 million pounds,- the annual 

increased raw material cost for the taggants would be $250,000. 

Detonating Cord: As with cast boosters and black 

powder, the feasibility of tagging detonating cord i~ any 

conventional production process has ~ been ~. 

Moreover, the explosive material used in the core of the 

detonating cord is the highly sensitive, highlY energetic 
l21 

FETN which would vaporize anr known taggant. Nevertheless, 

5.333 would require detonating cord to contain taggants. 

Aerospace grossly understates the annual production 

of detonating cord. According to Aerospace, 12 million 

E/ 

50/ 
feet of detonating cord are manufactured each year;- how-

ever, IME members actually produce nearly 500,000,000 feet 

~/ Aerospace apparently only studied sporting grade hlack 
powder, the annual production level of which is 400,000 pounds, 
However, over seven million pounds of black powder is annually 
produced for commercial production. This figure is not reflected 
in the Bureau of Mines reports because black powder is not used 
in mining and quarrying. Instead it is caed to make specialty 
explosives, ~ jet tappers and perforators for the oil industry. 
Since these are "explosive materials" by definition, 5.333 would 
require them to be tagged and the cost estimates should be ad­
justed accordingly. See note 53 and p. 38 ~~. 

2.,.21 Detonating cord is also considered to have a "lower overall 
threat potential." Statement of Dr. Robert Moler, supra note 5, 
at 13. Of course, this assumes that other explosives have 
"threat potential" a premise we have consistently questioned. 
~ pp. 3-4 supra. 

-5.JI S.33J applies to "any explosive materiaL" 5.333, 96th 
Cong., 1st Sess. §303(b) (1979). The term explosive material 
means "explosives, blasting agents, and detonators." 18 U.S.C. 
S841 (c) • 

l4' The Aerospace Corporation, supra note IS, at 15. i 
.\! 
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5-.2../ of commercially-marketed detonating cord annu'Ill.y. 

Accepting Aerospace's estimate·that approximately 2,600 

pounds of taggants would be required to .tag the 12 million 

feet of cord, we can calculate that 108,333 pounds of 

taggants would be required to tag 500 million feet of 
5~1 th 

cord. 'With ·taggants priced at $200 per pound, e 

:.annual increase in raw. materials cos ts for detona ting cord 

will be $.21,666,600, or 4.3 cents per foot. This figure is greater 

.than the value of all explosive products sold by the largest 

.~roducer of detonating cord in the United States today! 

cost of raw materials for detonating cord iS2 cents per 

foot,. the addition of taggants will increase .the cost of 

raw material" by 215%. 

Since the 

Blasting Caps: Like cast boosters,. powders and deton­

ating cord, blasting caps have not been tested for.compat-
571 

ability, .feasibility or safety.- ·Nevertheless, ther are 

"explosive material". and under section '303 (b) of 5.333 they 

would be sUbject to mandatory tagging. Even Aerospace reluc-
5IY tantly 'admits"tbat tagging'capswil'l be very costly.-

~I Thi~ 'number waS derived by summing the production levels 
for the three domestic .producers of detonating cord. Those 
production figures.·were supplied to, lME on a proprietary basis. 

(2,.600 ITunds taggants) 
12 l1I.l. lion feet 

pounds of taggants. 

(x pounds taggants) or 108,333 
500 million feet 

Statement of Dr. Robert Moler, supra note 5, at 13. 
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Aerospace suggests a tagging level of 50 mg of 
~I 

taggants per cap. With taggants priced at $200 per 

60 I pound, the cost of taggants in each cap will be 2.2 cents.-

Since the cost of raw materials for caps is 20-30 cents 

per cap, the addition of tnggants will increase the cost 

of raw materials by 7-11%. With an annual production level 

of 84 million caps, the annual increased raw material cost 

for tag gants will be $1,848,000. 

Noncap-sensitive EXPlosives: ~oncap-sensitive 
explosives are those explosives requiring another explo­

sive to achieve detonation. Despite the fact that 3.4 

billion pounds of these explosives are commer.cially produced 

each year, Aerospace has opted to recommend taggants only 

in t~e booster charge that detonates the explosive because 

"the tagging of [noncap-sensitive explosives] would he a 
ti/ 

very expensive undertaking." Unfortunately, S. 333 allows 

no such latitude, for Under section 303(b) it will be Un­

lawful to manufacture, transport, distribute, or receive 

~ untagged explosive material: whiCh definition includes 

noncap-sensitive explosives. 18 U.S.C. §841(c). Any valid 

cost analysis must consider the legislation as written, 

because by conveniently ignoring the broad SCope of the 

!i.2,.1 The Aerospace Corporation, supra note 15, at 11. 

~ (~)x(~)X(~)~(2.2046 Ib.)x(_ $200 ) 
(1 cap) ( 1 mg) (1000 gm) ( 1 kg ) (1 lb. taggants) 
$.022 per cap or 2.2 cents per cap. 

211 Statement of Dr. RObert Moler, SUpra note 5, at 12. 
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proposed law •. Aerospace ignored the admittedly exorbitant 

cost of tagging the most common commercially-produced ex­

plosives. Since Aerospace and BATF have never studied the 

tagging of noncap-sensitive explosives, we can only guess 

at the necessary tagging level. A good conservative esti­

mate would·be the lowest taggant concentration found ade-
62/ 

quate by Aerospace: 0.05% by weight.-- With this 

taggant concentration, one pound of taggants will be re-
63/ 

quired for every 2000 pounds of explosive.-- With taggants 

prioed at $200 per pound, the cost ,~!! the taggants in each 
H/ 

pound of explosive will be 10 cents. Since the cost 

of raw materials for the most common noncap-sensitive 

.2.2/ explosive, ANFO, is6. 3 cents per pound, the addition 

of taggants ~ill increase the cost of raw materials by 159%. 

With an annual production level of 3.4 billion pounds, the 

annual increased raw material cost for the taggants alone 
M/ will' be a _whopping $340,000,000. 

g See note 39.supra. 

64/ ~ee no\e 40 supra. 

65/ ANFO is a-mixture of 6.6 lbs. fuel oil and ~OO lhs. ammonium 
n3CtLate. The raw materials for this basic -mixture cost $6.70. 
The cost for one .pound is calculated. accordingly: ($6.70) 

ex) or 6.3 ~ents per pound. 
(1 lb.) 

(106.6 lb.) 

66/ Even using the Aerospace/3M estimated taggant price of $40 
per pound, the cost of tagging noncap-sensitive explosives would 
be $68,000,000. 
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Explosive Product 
Catcgorx 

Cap-sensitive 
Explosives 

Cast Boosters 

Black Powd.r 

.Detonating Cord 

Blasting Caps 

Noncap-sensitive 
Explosives 

TOTAL: 

L. 

:/ " 

Tqtal Taggant 
Cost 

$27,500,000 

1,200,000 

250,000 

21,666,600 

1,848,000 

340,000,000 

$392,464,600 

-40-

ANNUAL COST OF RAW MATERIALS 
FOR TAGGING PROGRAM 

Current Cost of 
Explosive 
Raw Materials 

15 cents/lb. 

60 cents/lb. 

11 cent_/1b. 

2 cents/ft. 

20-30 cents/cap 

6.3 cent_/Ib. 

, 
_ ....... ·t 

'\ 

Cost of 
Taggants Percent Increase 

l\:) ~.!!!.. in Raw Materials Cost ...;:a 
...;:a 

10 cents 66 2/3% 

20 cents 33% 

10 cents 9J·· 

4.3 cents/ft. 215% 

2.2 cents/cap 7-11% 

10 cents 159% 

\ 
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2) Code Renewal Fees 

3M cur~ently charges Users of taggants a $100 annual 
code renewal fee. JUI 

According to 3M, with an explosiv: 

tagging program the fee will neith~r be eliminated nor 

reduced: it will be included in the estimated taggant 
6117 -

price of $25-40 per pound.- Aerpspace did not question 

this statement, and its Inflation Impact Analysis does 

not include cost reservation fees. 

For several reasons, we believe it is unreasonable 

to exclude these fees from taggant program cost estimates. 

First, 3M is again asking the Committee to accept its 

,"Benevolent Monopolist" theory. Again we ask: If the 

fee applies to current competitive market prices, what 

assurance do We have that the current renewal fee will be 

eliminated or redUced once 3M has a guaranteed market in 

which it is the sole Supplier? For the reasons discussed at 

Pp. 28-31 Supra, We strongly believe that both economic 

theory and experience compel a negative answer to OUr 

question. In fact, they tell us that we have every reason 

to believe that the renewal fee will remain at $100 per year. 

3M's rationale is even less believable for a second 

reason: the renewal fee could not pOSSibly have been 

~I Lloyd D. Lea, SUpra note 11"Enclosure at p. 3. 

JUV L. J. Hessburg, ~ note 14, at 2. 
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691 absorbed in the estimated taggant price. Under its 

current priCing policy, 3M's taggant price includes the 

first year's reservation fee; and we do not dispute that 

this fee could be included in a $25-40 per pound taggant 

price. We are concern;;>d solely with the $100 annual renew-

al fee; Which, since a code must be reserved for ten years, 
701 amounts to ~n additional $900 per code lot.- If 3M charged 

$25-40 per pound with a taggant lot siz/! of 5, pounds (the 
711 

maximum size projected by Aerospace) ,- each lot would 

cost $125-200. 3M is asking the Committee to believe that 

in this one-time payment, 3M recovers $900 worth of 

code reservation fees, raw material costs and production 

costs! We are aware of economies of scale, but the magnitude 

of alleged savings here makes such an exp1antion implausible. 

For these raasons, we believe that a realistic cost 

analysis must include the $100 annual renewal fee per cOlde 

OVer the 10 year reservation period that is currently 

charged by 3M in the competitive market. Thus, after ~~e 

~/ ~ notes 30-31 supra and accompanying text. 

70/ Statement of Dr. Robert Moler, supra note 5, at 8. Al­
though'the total lot reservation fee would be $1000 ($100 per 
year .1< 10 years), $100 is already paid in the price of the tags 
itself. Thus, the amount of resel·vation fees would be $1000 _ 
$100 or $900 per lot over a 10 year period. 

Lli The Aerospace Corporation, supra note S, at 7 (Table 3-1, 
column heeded "Taggant Batch Size"). 
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10th year of the tagging program (the year when all possi-

ble lots are being renewed), the explosives industry will 

be paying 3M $291,131,000 annuallv in renewal fees alone. 

The fees for each explosive product category are tabulated 

on the follmdng page. 

3) Recordkeeping Costs: 

Aerospace estimates the annual increased recordkeeping 
72/ 

costs associated wi~~ tagging as $1,236,000.-- We believe 

this number is an unrealistic representation of recordkeeping 

requirements that will innundate the explo.sives industry 

in an ocean of paperwork. Based on past experience, we 

believe that a realistic figure would be $19,497,500. 

The basis for this figure will be discussed below according 

to the type of explosivps produced. 

Cap-Sensitive Packaged Explosives. Aerospace asserts 

that the only additional recordkeeping cost from tagging 

cap-sensitive packaged explosives would be an ad~itional 

entry on currently-existing records, which would cost 
73/ 

$900,.000 or .27 cents per pound of explosives.-- This 

.estimate not only understates the cost of making "additional 

entries" but it naively characterizes thi"s as the singular 

component of recordkeeping cost. 

Lal This figure was calculated by summing the figures in The 
Aerospace .Corporation, supra note 15, at 19-22: ~900,OOO 
(cap-sensitive .. exPlosives) + $330,000 (smokeless powder) + 
$6,000-(.blacl<:· powder) = $1,23.6,000. 

u/ ($900,000) 
(325,000,000 Ibs). 

$.0027 (or .27 cents) per pound. 
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ANNUAL COST OF RENEWAL FEES 
IN 10TK YEAR OF TAGGING PROGRAM 

Explosive Product 
Category pr~~~~~~on !!/ Tagging Level !!/ 

20,000 lbs .. ~/ 

Total Number of b/ 
Codes RequIred Annually -

Cap Sensitive Explosives 

Cas t Boos ters 

Black Powder 

Detonating Cord 

Blasting Caps 

Noncap-sensitive 
Explosives 

275,OOO,OOOlbs.!!.! 

6,000,000 Ibs. 

d/ 
2,500,000 lbs.-

d/ 
500,000,000 ft.-

84,000,000 units 

3,419,000,000 lbs.!.! 

2,000 lbe .• 

5,000 lbs. 

5,000 ft. 

2,381 caps 

20,000 lbs. (est.) 

.!ol Based on data in The Aerospace Corporation, supra note 15, at 7 (Table 3-1). 

EJ Derived by dividing IITagglng Level" into "Annual Production ll • 

£/ Derived by multiplying "Total Number of Codes Required Annually" by $900. 

£1/ IHE figure. ~ notes 37, 51, ~~ supra snd accompanying text. 

13,750 

3,OOCI 

500 

100,000 

35,279 

170,950 

TOTAL 

$12,375,000 

2,700,vOO 

450,000 

90,000,000 

31,751,000 

153,855,000 

!./ Aerospace has also stated that" tsgging level as low as 10,000 lbs. may be necessary. Statement of Dr. Robert 
Holer, supra note 5, at 7. If this figure was used, 27,500 codes would be required each year and the 10th year renewal fees woutd be $24...7,50,000. 

1/ This figure includea: 3,150,000,000 lbs. ammonium nitrate prills and prill products; 269,000,000 lbs. noncap­sensitive slurries and water gels. 
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The cost. of making "additional entries" will be sub-

stantially more than .27 cents per pound. The cost of com-

PlYing with date/shift code regUlations has been 1.25 cents 

'per pound of eXplosives. Aerospace never refutes this figure: 

it merely asserts that· since tagging will only require 

filling-in an additional blank on the date/shift form, the 

additional cost will be nominal. The problem with this 

reasoning is that it assumes an equivalency between the 

nUmber of code lots Used and the production run (which is 

the basis for the date/shift code). This is simply not true. 

For eXample, a 100,000 POUnd production rUn wi~, a Unique 

taggant code eVery 20,000 POunds requires 5 separate markings. 

As a result, records cannot be kept by production run, but 

they must be categorized by taggant code because each prOduc_ 

tion run will have a variety of COdes. Thus, one form will 

not have five additional' markings. Instead, five separate 

forms will be required -- ~ of which must be filled-out. 

For this reason We believe that Aerospace's cost estimates 

rea~on from a flatly erroneous premise. 

-Aerospace's cost estimates are defective for a 

second reason: they assume 'that the onl~ costs incurred 

are ,in marking 'the explosive and recording those markings 

for Posterity. This, too, is belied by common sense. 
Recordkeeping costs include: 

. 
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::.front End" Costs: i.e. "the eXPlOsives manu~acturer mulit ~~-urFe the tagg
ant

, store, ~nd ~nventory it."_ These costs are not ~ncurred Under the date/shift Code syst~ 
They are enumerated in OUr answer to question 5(b), Pp. 22-24~. 

~orage and Retrieval Costs: As Aerospace notes 
the recordkeeping requ~rements will generate a ' 
"SUbstantial" VOlume of reCords that must be stored~ catal?gue~, a~d monitored.22/ Addition_ 
ally, ~f bOmb~ng ~s a SUbstantial problem and 
if the tagg

ants 
are recoverable We shoUld expect 

to be innund~ted with ret7ieval requests Which, 
of Course, w~ll incur add~tional costs. 

Nevertheless, Aerospace offhandedly assum~ ~ ~tiViti~ 
~quire ~ additio~ ~penditures: This arbitrary and 

preSUmptuous dismissal of readilY-apparent cost factors typi­

fies Aerospace's treatment of the entire cost issue and 

raises grave questions about the entire Inflation Impact 
AnalYsis. 

For these reasons, We believe that the recordkeeping 

costs for a tagging program must, at a minimum, equal the 

1.25 cents p~r POUnd incurred Under current recordkeeping 

requirements. In fact, We believe that these costs will 

Z!./ The Aerospace Corporation, ~ note 15, at 14. 
U/ ~. at 17. 
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76/ 
realistically approach 2 cents per pound.- Thus, annual 

recordkeeping costs for cap-sensi.tive explosives should 

range 'from $3,440,000 to $5,500,000. 

Cast Boosters: Curiously," .Aerospace provides no cost 
77/ 'estimate of· the recordkeeping costs for ,cast boosters.--

GOEX, Inc. which is conducting a pilot test of boosters, 

has estimated a 2 cent per pound recordkeeping cost. 1-&1 

Using our 1.25 cent per pound figure as a bottom-line and 

an annual production level of 6 million pounds, the 

recordkeeping cos ts should range from $7'5, 000 to $120, 000. 

Black Powder: ·Aerospace estimates the annual record-

keeping cos ts of tagging black pOl,der at $6, 000 (1. 5 cents 
7!V 

. per pound) • -- These figures may be overly conservative; 

however, for the sake of argument we will assume 1.5 cents 

per pound as a reasonable bottom line figure. Nevertheless, 

as discussed at note 51 sup~a, Aerospace's produc-

tion figures assume that only sporting grade black powder 

~/ This is due, in part, to the fact that the recordkeeping 
costs ignored by Aerospace are precisely those costs not incurred 
in the date/shift 'code program, ~ the costs of acquiring, 
storing and. keeping inventory on taggants. ~ pp. 22-24 supra. 

77/ Instead it assumes an additional manufacturing cost of 
$'foo,OOO.despite its admission that there is no known process 
to add taggants to boosters. This faith in American know-how 
is commendable, but faith alone does not provide a sound basis 
for a ,cost estip-,ate. See The Aerospace Corporation, supra note 15, at 19. -

~/ "Letter from David Levey, President, GOEX, Inc. to Alan B. 
Mollohan, Esq. 2 (July 11, 1979). 

~!V The Aerospace Corporation, supra note 15, at 21-22. 
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will be tagged. 
This ignores the remaining 2.1 million POunds of black 

powder prodUced and Used for 
commercial purposes. Thus. the 

recordkeeping cost for tagging all 
blaCk Powder will be $37,500. 

Detonating Co~: As with Cast boosters, Aerospace 

provides no cost estimate of the recordkeeping 
detonating cord. JUY COSts for 

As discussed at pp_ 45-46 
recordkeeping costs for a tagging program ~, 

incurred in th d 
e ate/shift program due to 

storage and retrieval costs. 

will exceed those 

front end and 

Recordkeeping costs for 
detonating cord will be even greater. C 

urrently, detonating cord producti< 
'achinery prodUces hUndreds of thousands 

of feet of detonating cord on each 
prodUction run. This Cord is wou d 

n onto large reels, from which it is cut and 
shipped to millions of CUstomers. 

Keeping track of the start/end POint for 
each taggant lot as well as the 

CUstomers who receive the cord when it i 
s unWound from the reels will b II . 

--------------_____________________ e a erculean 

~~t ~~ethfeigurte.supplied by Aerospace 
es ~mated manpower represents the annUal 

station. ~. at 22. necessary to Operate a tagging 

JU/ ~. at 7 (column headed "Taggant Level") . 
create a suhstantial loss of This will also 

productivity. ~ pp. 50-53 . 
.lnfra. 
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task. Thus, the costs will grossly exceed costs incurred 
Jl.?' under the date/shift code. 

The current recordkeeping costs for detonating cord 

are .05 cents per foot. Thus, a very conservative minimum 

figure of the costs to keep track of the records required 

for an annual production level of 500 million feet of cord 

is $250,000. 

Blasting Caps: As with cast boosters and detonating 

cord, Aerospace provides no estimate of the recordkeeping 
83/ 

costs for blasting caps;-- and, as far as the Committee 

knows, they may never have considered the question. 

The current recordkeeping cost for blasting caps is 

1 cent per cap. Since, as discussed at pp. 45-46 supra, 

we can reasonably conclude that total recordkeeping costs 

for the tagging program will at a minimum equal those under 

the date/shift code program, the recordkeeping costs for 

tagging 84 millien blasting caps should, at a minimum, be 

$840,000. 

Noncap-sensitive EXplosives: As it has throughout 

the Inflation Impact Analysis, Aerospace has ignored the 

cost impact of tagging what it characterizes as the mos.t 

821 Currently each detonating cord production facility requires 
three full time employees simply to keep track of the date/shift 
code as the cord is unwound from the reels and prepared for shipment. 

83/ The cost figures supplied by Aerospace pertain to production 
machinery and ~ recordkeeping. ~ The Aerospace Corporation, 
supra note 15, at 22. 
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JL4I common commercially-produced explo~ive. 
Most importantly 

• (as shown by the figures) the tagging of noncap-sensi tive 

explosives has ~nt~iblY increased the estimated costs 

of the tagging program.--

The current recordkeeping costs.associated with placing 

the date/shift code on noncap-sensitive explosives is .375 

cents per pound. As discussed at pp. 45-46 supra, this 

figure represents a conservative estimate of ~~~ recordkeep­

ing costs associated with tagging. Since 3.4 billion pounds 

ofnoncap-senstive explosives are produced annually, the 

.racordkeeping costs associated with tagging these explosives 

are approximately $12,750,000. 

4) Unquantified Manufacturing Process Cost~ 

As with recordkeeping costs, Aero,space glibly assumes 

that the costs to incorporate taggants into the manufactur­

ing process will be ~~. The shallowness of their 

analysis is illustrated by the length of the discussion of 

. manufacturing costs -- the equivalent of one full page. 

8~/ Statement of Dr. Robert Moler, supra note 5, at 12; 
see p. 3B supra. 

W 

85/ 'Many of these explosives are inexpensive! bulk product~ sold 
to large users 'of explosives, ~, surface m~ne7s. Th;re ~s 
a very real probability the cost ~ncreases assoc~ated w~th ~e 
addition of taggants to these (as well as other) produc~s w~ll 
make it cheaper for industrial consumers to prepare the~r own 
mixes of these products. This would drive many small manufacturers 
out of business and would force the remaining manufacturers to 
escalate the cost of their products to compensate for. the loss of business. 

Jl..6./ The Aerospace. Corporation, supra note 15, at 22-23. 
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As a practical matter, these costs are impossible 

to estimate because taggants have never been added to any 

explosive product in non-experimental conditl.Oh'J; and, as 

discussed in our answer to question 2, pp. 10-13 'supra, 

the explosives industry at this time does not know of a 

100% safe way to add taggants to any explosive product. 

Consequently, Aerospace's inability to specify the machinery, 

processes, etc. required to add taggants reduces its II con -

servative estimates" of manufacturing costs to unfounded 

speculations. The only conclusion that can <9 drawn at 

this time is that expensive retooling and equipment will be 

necessary. 

Only a few cf the explosive products in the cap-sensitive 

explosives category hava undergone testing in a pilnt production 

run. The taggants were added by hand during the mixing process. 
87/ 

Using this method, which Aerospace apparently assumes,- the 
88/ 

pilot program encountered a 15% loss in production capability.-

Such a loss of productivity would have grave consequences for 

both the price and the supply of explosives, and is precisely 

the type of "inflation impact" that should be thoroughly discussed 

in an Inflation Impact Analysis. Nevertheless, Aerospace 

remained mute on this statistic. 

JUV Id. at 22. The assumption that.the c07t of mechan~cal taggant 
dispensing equipment to equal to the labor ~~ replaces ~s wholly 
unfounded. It also ignores the safety quest~on. See pp. 6-8 
supra. 

8~ C. W. Eilo, Report of Pilot Test Program For Tagqinq ?f 
EXplosives: Hercules Incorporated 8 (Oct. 25, 1978), repr~nted 
in Statement of Dr. Robert Moler, supra note ?, at Attachment D. 
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Another consequence of ';agging that was mentioned 

but ignored by Aerospace is the throwaway loss occasioned 
JL9I' 

by taggant use. As part of the manufacturing process, 

a significant amount of the explosives produced are "re­

worked,!! i.e. recycled into the production line and mixed 

with other batches. Tagging would undoubtedly require some 

throwaway to prevent mixing codes. This would not onlv 

b~ wasteful: it would decrease productivity and require 

the purch~s~ of more raw materials, thereby increasing 

the per unit cost of the raw materials used in an explosives 

product. See p. 26 supra. 

Conclusions 

The foregoing analysis clearly explains t.he disparities 

between the estimated costs proffered by Aerospace and those 

developed by IME. In preparing its estimates, Aerospace ignored 

economic theory and business reality by accepting unrealistically 

price per pound and renewal fee e~timates from 3M. Aerospace 

also understated or ignored significant and substantial portions 

of the cos t equa tion, notably' recordkeeping and retooling costs. 

It also ignored the 15% loss of productivity encountered in 

pilot program, as well as the loss of productivity due to 

'the elimination of rework. Most importantly, by ignoring the 

mandate of S.333 that all explosive material be tagged, Aero­

space artificially, excluded the .cost impact of tagging the 

most common commercially-produced explosives, noncap-sensitive 

~/ The Aerospace Corporation, supra note 15, at 14. 
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explosives, thereby grossly understating the projected cost 

estimates. 

As illustrated by the table on the following page,we 

believe a more realistic conservative estimate of the annual 

cost of the nationwide program envisioned in 5.333 would be 

$703,093,100. Since the current market value of all explosives 

sold is $500,000,000, the addit~on of taggants would more than double 

the cost of explosives to the consumer, and would have a dramatic 

economic effect on the domestic explesiv~s industry. 

This sebering fact cempels us te ask the ebvieun questien: 

Is it werth it? We think not. Everyene but BATF and its hired 

contractor, .Aerospace Corporation, seems to agree. Bombings are 

well-planned premeditated acts, n.ot crimes .of passien, and iden­

tificatien tagging will net deter the criminal .or the terrorist 

frem celd-bleeded killing. At very best, tagging prevides a 

cenfirmatery tool fer a selvable crime. In .our epinien, this 

dubieus benefit certainly dees net justify mandating a costly 

and untested technelegy en the explesives industry and the cen-

surning public. 

, 

1 
, 

1 

, 
., 



------., .......... ~ .. ,---- - ----

r-

Explosive Product 
Cate!jor:t 

Cap-Sensitive Explosives 

Cast Boosters 

Black Powder 

Getonating Cord 

Blasting Caps 

Noncap-Sensitive Explosives 

TOTALS 

L 
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ANNUAL COST OF TAGGING PROGRAM 
TO THE EXPLOSIVES INDUSTRY 

Taggant Renewal Fees Recordkeeping Costs 
~ (lOth Year) (conservative minimum) 

~ 

$ 27,500,000 $ 12,375,000 $ 5,500,000 $ 45,375,000 
1,200,008 2,700,000 120.000 4,020,000 

250,000 450,000 37,500 737,500 
21,666,600 90,000,000 250,000 111,916,600 
1,848,000 31,751,000 840,000 34,439,000 

340,000,000 153,855,000 12,750,000 506,605,000 
$:J92, 464,600 $291,131,000 $19 , 497 , 500 $703,093,100 
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DEPARTMENT OF TRANSPORTATION 
FEDERAL AVIATION ADMINISTRATION 

MAY 251979 

Honorable Abraham Ribicoff 
Chairman, Committee on 

Governmental Affairs 
United States Senate 
Washington, D.C. 20510 

D~ar Mr. Chairman: 

292 

Thank you for your letter of May 7 which enclosed additional 
questions from Senators Stevens and Levin. 

Senator Stevens asked if there have been bombs containing 
black or smokeless powder used against aircraft. According 
to our data, between January 1974 and January 1979, tnere 
were 12 explosions aboard United States aircraft. None of 
the devices contained black or smokeless powder. In the same 
time period~ 10 explosive devices were disc07ered on U.S. 
aircraft, prior to detonation, and again none contained black 
or smokeless powder. Two bombs containing black or smokeless 
powder were discovered in checked baggage which had been left 
unclaimed at the flight destination point. One device had 
been timed to detonate during the flight but did not because 
of a malfunction. The other device was so crudely constructed 
it was not possible to determine the intent of the individual 
who caused it to be loaded upon the aircraft. In addition to 
the above, a number of bombs have detonated, or were discovered 
prior to detonation, in airport terminals or locations other 
than aircraft. At least 10 of these contained black or smoke­
less powder. 

Concerning Senator Levin's question, the Bonn Declaration 
provides that the participating economic summit nations will 
take immediate action to halt air service with countries that 
refuse to extradite or prosecute hijackers and/or return 
hijacked aircraft. No action has been taken pursuant to the 
Declaration to date. 

Sincerely, 
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fMU' TI 
SPOR'TlNG ARMS AND AMMUNITION MANUFACTURERS' HI.STlTUTE, IN.C,. 

E.~, HADLEY 
HOIIUlI10 OIairmal1 

H. ROBERT CLARK 
IttJidtnt 

WILLIAM B. RUGER 
Vic,. !+uidtnt 

July 9, 

The Honorable Abraham Ribicoff 
United States Senate 
Chairman, Committee on Governmental 

."ffairs 
Washington, D.C. 20510 

Dear Senator Ribicoff: 

19d'OVERNM£NTAl AFFAIRS CO/,II,I. 

O~U-UU.LlJ..C. 

fl.ITrrr::n--,.,..- I 

20510 

HARRY L. HAMPTON, JR. 
Utr:lltl"'~'"'(1 

420 LluntlOnAvttllJ. 
N.'N "{lI~. NY HIOI] 

PtIan«:U12I!1!6-6!120 

WALTER M. BELLEMORE 
T,cMic.lAIA\I", 

CHARLES F. tURNER 
AuIlC»" TIMC4} AQW(,II' 

On. ewrgrttn A"'Ul:l' 
H.lllchn, CT DES II 

P'hanl:120JJ 245-9381 

" This letter,is in respO~se to your letter'of May 9, 1979, 
ra~~~ng three guest~ons concern~~g the testimony on S. 333, the 
Omn~bus Antiterrorism Act of 1979, presented to the Committee on 
May?, 1979, by the Sporting Arms and Ammunition Manufacturers 
Ins~~tute (SAAMI). Each question is repeated here for your con­ven~ence and followed by SAAMI's response. 
QUESTION NO.1 

" 

You claim that much smOkeless powder would oe rendered 
unmarketable because of tagging. How is this Possible? ATF 
and Aerospace have testified that 10% of each production ~un 
could be reworked material. Therefore, it can't be bec~use of rework, 50 how? 

SAAMI RESPONSE 

In its testimony, BATF discusses agreements with'IME and ~ member companies .for limiting the extent to whicn hign explo­
S~ves are reworked with a resulting mixture of taggants. The 
te~timony also suggests that limited mixing of explosives con­
ta~ning taggant7 Would be beneficial by creating, in effect a 
batch of explos~ves coded with two cOdes. ' 
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In brief, powder containing taggants which has failed to meet 
ballistics specifications cannot be reworked due to the hazar~ 
of explosions which would be created by passage of th~ tagg

7
d 

powder through the manufacturing steps necessary for rework1ng. 

In addition, SAAMI emphasized that the need to rework 
powders to meet ballistics specifications arises frequently and 
that the rework procedure is very precise due to the great va:ia­
tion in the specific sizes and shapes of smokeless powder gra1ns. 
Thus, even if reworking powders containing tag gants could be 
safely performed, an arbitrary limit on the amount of powder,in 
this condition which could be reworked would create very ser10US 
inventory and recordkeeping problems. The powder would have to 
be stored as it was reworked and mixed with batches of similar 
powder in amounts small enough ta avoid taggant contamination 
greater than 10 percent. Significant additional record keeping 
probably would be needed to keep track of the taggant codes in 
the many powders which are reworked. 

QUESTION NO.2 

(A) Is not double-base smokeless powder just as energet­
ic as many dynamites? (B) Is it not reasonable th~t the bomber 
would immediately begin using this material if he chose not to 
Use high explosives? 

SAAMI RESPONSE TO NO. 2(A) 

Double-base smokeless powder is definitely NOT as ener­
getic as dynamites. Double-base smokeless powder containing the 
maximum amount of nitroglycerin (39.5%) will produce an energy 
output of approximately 380,000 foot pounds'per pound Qf powder. 
Dynamites produce energy outputs from between 980,000 and 2,000,000 
foot pounds per pound of dynamite. In addition, smoke1

7
ss powder 

will produce an explosive energy 0blY When confined. W1thout con­
finement smokeless powders merely urn rapidly. True explosives 
such as dynamites, once initiated, produce an explosion without 
any confinement. 

SAAMI RESPONSE TO NO:.2(B) 

This question implicitly assumes that all high explosives 
will contain taggants. In fact, as BATF ha~ admitted,in testi­
mony before the Congress, only 20% of the h1gh e~plos1~es pro­
duced annually will contain taggants. There nre addit10nal, 
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very significant defects in the coverage ~of the proposed tagging 
program Which demonstrate the invalidity of BATF's assertion 
that black and smokeless powders must be tagged or criminals ' 
will "shift to the powders exclUsively". 

In acidi~i"On: NRA and IME h,ave testified as to the simple 
means of prOdUc1ng 'homemade" eXPlosive~.Thus, if criminals wish 
t? Use explosive materials not containing taggants (and do not 
W1sh to go through the simple procedUre of remOVing the taggants 
from,tagged .explosives) there will be ample opportunities. The 
tagg1ng program can be thwarted Without any difficulty. 

Our views concerning the ease with Which criminals may 
construct bOmbs made of high Or low explosives not containing 
taggants are shared by the Federal Bureau of.Investigation In 
response to an in9uiry by Congressman Harold Johnson, Chai~~n 
of the House Pub11C Works and Transportation Committee Which 
currently has before .it the House antiterrorism measur~ (H R 
2441), FBI Director William Webster wrote: •• 

, "Even if a~l commercial explosives are tagged, 
7t mus~ be real1z7d that numerous nonexplosive 

,.'1ngred~ents, ,read~l:( avai~able ~o the 9i!nerij.l public, 
can be used to fabr~cate ~mprov~sed explosive rnix­
t~res. One e~ample is ammonium nitrate mixed with 
7~ther fuel o~l or aluminum powder. ,Another example 
7

s ~atch.heads wh~Ch producs explosive forcs When 
~~n~ted ~n a conf~ned condition ~uch as within a Plope bOmb. 

, "If all COIl\lJ!<;rci<;,l explosives are tagged, it is 
log~cal bombers w~ll l.ncrease their use of improvised 
e~p~osive mixtures, will increase efforts to obtain 
m~l~tary explosives"and, When Possible,.will remove 
taggants from tagged commercial explosives." , 

, Mr: We~st7r <;,ls? st<;,ted that the Bureau, "which has 
~nvestiga~~ve )Ur~sd'~ct70n, ~~ terrorist b.ombings, feels the tagging 
program w~l~ not be a Sl.gn~f~cant.deterrent to terrorist bombers. ' 
Fu:ther, th~s Bure<;,u has res7rva~~ons c?ncerning the,present stata­o~ the art of tagg~ng explos~ves ~nclud~n~ contamination and quality 
a~r control." (Mr. ~Iebster' s letter to Congressman J.ohnson is attached hereto as an exhibit.) 

It is clear that criminals will be able easily to'construct 
·bombs without t~e use of tagged explosives. However, SAAMI 
believes there ~s an even more fundamental defect ip'the proposed 
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tagging problem which virtually eliminates any significant risk 
to a criminal from using smokeless powder containing taggants. 

QUESTION NO.3 

What additional recordkeeping burden, if any, would the 
tagging program place on the retailers and legal consumers of 
smokeless powders? Please be as specific as po~sible. 

SAAMI RESPONSE 

Under current recordkeeping requirements, the name and 
address of a purchaser of smokeless powder must be recorded along 
with a description of the type of powder, "except that no record 
need be maintained for·the sale of shotgun ammunition, ammunition 
suitable for use only in rifles generally available in commerce, 
or compcnent parts of these types of ammunition." 29 C.F.R. 
S 178.125(c). The term "ammunition" is defined in the regula­
tions as "Ammunition or cartridge cases, primers, bullets or 
proeellant powder designed iur use in any firearm other than an 
ant~que fuearm." 29 C.F.R. § 178.ll (emphasis added). The 
records must be kept for a period of two years. 

" . Recordkeeping would be increased under the tagging program 
due to the requirement to record sales of all powders and, for 
each sale, the taggant code. There is currently no need to record 
any specific identifying information such as the taggant code even 
for powders for which disposition records must be kept. Thus, 
BATF's t!"stimony that, "Existing recordkeeping requirements are 
sufficient for [BATF) to trace an explosive," is a clearly inaccur­
ate statement even as applied to smokeless powder for which dis­
position records need be kept. In addition, under any tagging 
program records would have to be maintained for a period much great­
er than two yeare. BATF's suggestion that It i6 a matter of record-:' 
ing "three or four additional digits" ,understates the major changes 
and additJ,ons to records and .procedures which would be necessary 
for all sellers of smokelese powder in order to facilitate tho 
recording of the taggant codes. SAlIMI testimony has consillterltly' 
described the high costs associated with recordkeeping systems 
which allow for ~ccurate recording of specific identifying infor­
mation such as taggant codes. (See the,SAAMI written t.estimony at 
pages 23-25.) 

The burden of maintaining a recordkeeping system sufficient 
to allow law enforcement personnel to trace a lot of tagged powder 
would fall most heavily upon distributors, jobbers and retailers 
of smokeless powder because they sell more than one manufactu~~r's 
powder and most do not have automated recordkeepi.ng systems. 
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.. Mr. Robert Hodgdon's testimony before the Subcommittee on 
Cr~~~nal Laws an~ Pro~edures of the Senate Judiciary Committee 
est~mated the potential recordkeeping costs for distributors and 
wholesalers of smokeless powder by extrapolating from'Hodgdon's 
curr~nt system for fir~arrns recordkeeping as approved by BATF. 

At the,distributor level, Hodgdon'estimated that its cost 
for recordkeep~ng would be $.10 for a l-pound canister of powder 
or 2.45 percent of the distributor sale price. However, at the' 
whoIeSale level, where items are not handled strictly in case 
lo,ts, Hodgdon estimated the cost for r(>cordkeeping would be $.42 
for a l-pound canister of powder, or 12.0 percent of the whore=-
sa1er's sale price. ---,-

~hese cost-figur~s for distributors and wholesalers repre­
sent str~ct1y recordkeep~ng and exclude possible significant costa 
for storag~ space and inVentory practices necessary to facilitate 
recordk~ep~ng. Ho~gdon W,lS unable to estimate those costs. Also, 
Hodg~on s cos~ est~mate ~~obab1y understates the costs of record­
keep~ng for d~stributors or wholesalers which are not computerized. 

, The ~ dea1e:;s contacted by SAAMI have been unable to 
est~mate' an e:!act cost f~gure ,for recordkeeping. However in light 

,of,the numerous add~tions an~.changes to their current pr~cedures 
wh~ch wou1d-,be requ~red the cost could be significant. The taggant 
identi~icat~on numbers on the product would have to be checked against 

-the sh~pping documents. Record books would have to be organized or 
cross-~ndexed by taggant' numbers ,!U\d powder types, rather than .. imply 
~y powder types. In turn, incoming powder would have to be inventor­
~ed by both ta~9ant numbers and powder types. Powders would have 
to be grouped ~n storage by taggant number and powder type rather 
than by type alone. Upon selling powder, the clerk wopld ~eed to 
locate the propAr'powder type'and taggAnt number page or saction in 
the record book. 

• * 
We believe these responses fully answer your que'tions. 

We will be glad to provide for the record' any additional in~or­
mation deemed necessary by the Gornmittee. 

In closing I would like to assure you on behalf of SAAMI 
that,-as you requested at the hearing, SAAMI will continue to 
cooperate fully wil:h law enforcement efforto aimed at those who 
use smokeless powde,r for illegal purposes. 

Very truly yours, 

~~ 
Charles F. Turner 
Associate Technical 

Advisor 
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PREP.ARED STATEMENT OF DR. ROI3ERT MOLER OF THE AEROSPACE 

CORPORATION FOR PRESENTATION TO THE GOVERNMENT AFFAIRS 

COMMITTEE OF THE U.S. SENATE ON EXPLOSIVES TAGGING 

MAY 7, 1979 

Mr. Chairman and members of the Subcommittee, my name is Robert 

Moler, Director of Explosives and Materials Control Programs for The 

Aerospace Corporation. I am here in response to your request to provide 

information on Aerospace's participation in the Bureau of Alcohol, Tobacco 
and Firearms tagging program. 

My discussion will address two areas: first, the technical aspects of 

:dentification tagging and, secand, the technology of detection tagging. 

Before beginning ,7 I would like to acknowledge the willingness to participate 

that has been exhibited by the various manufacturers of explosives, without 

which these development efforts could hav.e been severely hampered. In par­

ticular, the participation of Atlas, duPont, Hercules, Independent, GOEX, 

Olin, Sierra, and Trojan in compatibility testing and pilot testing has been 

crucial -in this effort. These companies have expended considerable time and 

effort assisting in this development even though they do not generally sup­
port the concept of tagging. 

EXPLOSIVES IDENTIFICATION TAGGING 

The explosives identification tagging concept has three major parts: 

adding tiny, nonconsumable, survivable, coded particles to explosives during 

their manufacture; recovering them after detonation and decoding them; and 

tracing them through distribution records to the last legal possessors of ex­

plosives from the tagged production lot. Development of the concept has 

been pursued to increase the ability of law enforcement personnel to appre­

hend bombers and other illegal users of explosives, to increase the account-

i , 
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ability of those who are responsible for the security of explosives be­
stored or transport d d _ _ Ing 
_ e , an to asSist mine explosion investigators to determine 
If approved (permissible) explosives were being used. 

Qr-scription of Taggants 

, ~dver~~ ty:s of taggants have been proposed as candidates for explo-
sives I entiflcatlon tagg' 1 19 

Ing. n 69, the Westinghouse Electric Corporation 
s~pported by the, Bureau of Mines, began development of a tagging system' 

Since then, various candidate taggants have been developed by the 311.~ 
Company, Ames Laboratories, and the General Electric C 
one tag ant h bee _ , ompany. At present 

g as n tested sufficiently to indicate that I't ' bl 
-, h ' IS capa e of sur 

VIVlng t e severe environment of detonation of be' -
db' , Ing recovered from the 

e rIS, and decoded, and of being compatible with explosives and their manu 
facturmg process Th - t ' -

, • IS aggant IS a color-coded polymer laminate made b 
3M and I~ referred to as a color-Coded taggant. Thls taggal1t has been test~ 
ed extensively for surviv&billty and compatibility with ex I ' 

, P OSlve prodUcts and 
manufacturing procedures, and its utility for national implementation 
been demonstrated. has 

Cap-Sensitive Packaged Explosives 

The testing to date 0 th 3M ' , 
, n e taggant indicates that it can be added 

d~mg the production of packaged cap-sensitive water gels/slurries dyna 
mites and emulsions S' , -

, • IX manufactUrers have tested this tagg t f com t'b'l' , an or 
pa I I Ity With their products· three manu! t ha 

' ac urers ve demonstrated that taggants can be readily added d ' , 
su ' unng normal production runs and that 

ch tagged explOSives are functionally indistinguishable from th 
of unt d I' e same type 

agge exp OSlves. Furthermore, these tests demonstrated that ta' t 
distribution - 'f . ggan 

IS unl orm and that batch-to-batch contamination is not a severe problem. 
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Evaluation of test data by the Bureau of Explosives under the auspices 

of the U.S. Department of Transportation h". determined that because the 

addition of taggants did not cha~6e ,;.<:: hazard characteristics of explosives, 

such explosives could be transported in the same manner as un tagged explo­
sives. 

Extensive laboratory testing has been conducted to determine the sur­

vivability of taggants and the presence of any contaminate taggants. This 

testing has indicated that while many of these taggants will be destroyed 

during detonation, a sufficient number will survive to ensure recoverability 
by law enforcement officials. 

To determine the safety of the color-coded taggants in dynamites, 

water gels/slurries, and emulsions, we went to the manufacturers and asked: 

What safety tests do you currently run for new ingredients in your explosives 

and what tests should be run to determine whether the taggants are unsafe. 

A workshop was held at the U.S. Bureau of Mines in Bruceton, Pennsylvania,. 

during March 1977 and most explosives manufacturers were represented. A 

special panel was set up to discuss safety and compatibility and to define a 

test plan. Based on the discussions at this workshop and subsequent discus­

sions with the manufacturers, requests for proposals were sent to each ex­

plosive manufacturer to (J) perform his own compatibility testing on his 

explosives and (2) participate in a pilot test using the taggants in ordinary 
explosives production. 

Four manufacturers accepted this offer and were funded for safety and 

compatibility testing. These were Atlas, duPont, Hercules, and Indepen­

dent. Three of these companies have performed extensive compatibility test­

ing including drop weight impact, BAM friction (TIL), sliding rod, chemical 

stability, projectile impact, electrostatic discharge, 750 Taliani, Abel Heat, 

Hot Bar, thermal stability (3500 bath) and accelerated aging to assess the 

long-term affect, if any, of their taggants on the explosives. Allegheny 
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Ballistics Inc., a Hercules owned company, and one that also performs safety 

tests for other manufacturers, conducted one of the most extensive test pro­

grams. I would like to submit for the record our summary of all tests 

undertaken (Attachment A) as well as the Hercules Hazards Analysis. 

(Attachment B).Nowhere in these reports are there any test results which 

show that these taggants are unsafe. Also, nowhere in these reports have 

any tests been suggested by the industry that were not funded and 
conducted. 

During the past 2 years, we have made considerable progress in pilot 

testing the color-coded identification taggant il) cap-sensitive dynamites and 

slurries. To ?ate, the Atlas POWder Company has tagged, distributed, and 

sold some 3 milJion pounds of their normal production. E.I. duPont de 

Nemours de Company has tagged, distributed and sold some 2.3 million 

pounds and Hercules Incorporated has recently completed the tagging and sale 

of some 1.3 million pounds of explosives. (See Attachment C for a summary 

of the pilot test procedures and Attachments D, E, and F for reports from 
the participants.) 

Testing is being conducted by the Bureau of Mines for the Mining 

Safety and Health Administration in order to determine if the addition of 

taggants will have an effect on the status of certain explosives that are 

deSignated as "permissible" to use in an underground coal mine as a conse­

quence of having passed the incendivity test sequence as well as other tests. 

The Independent POWder Company, as well as Atlas, Hercules, and duPont 

are awaiting the successful conclUsion of the incendivity testing (and subse­

quent approval by the Mining Safety and Health Administration) before they 

begin tagging as part of the pilot test some 1.7 million additional pounds of 
explosives which will be used in underground coal mines. 

The permissibility testing of tagged explosives for use in underground 

coal mines is almost complete. Two of the three test samples have passed 
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all tests. The third sample is undergoing retesting because the un tagged 

explosives did not meet the standard test criteria. The Bureau of Mines has 

stated several times that they saw no problem with the permissibility of tag-

,ged permissible explosives, but they have experienced significant difficulty 

with test repeatibility for the un tagged explosives which were to be used as 
a benchmark to test the tagged explosives. 

As part of the pilot test, several A TF agents across the country have 

purchased tagged pilot test explosives in the marketplace, detonated the 

explosi ves , recovered the taggan ts , and traced the explosives back to the 

point of purchase in order to provide information on the potentiality of the 
identification tagging of high explosives. 

Although the pilot test is not yet complete, several conclusions can be 

drawn at this time, and these conclusions are generally applicable to other 
explosives as well. 

(1) Tagged explosives purchased in the marketplace can be traced 

after detonation to the points of purchase for the tagged production lot. 

,(2) Explosives manufacturers can addtaggants to their products and 

modify their recordkeeping with some impact on existing procedures. The 

extent of recordkeeping modification is dependent on the final tagging 

method selected. One tagging method is to tag all explosives of a given 

type produced during one shift with a unique code. Another tagging method 

might be to tag each sequential 10,000 pounds of pl'oduction with a unique 

code. Each method is based on the existing date/shift code or some slight 

modification to it. During the course of 'the pilot test, 'an increase in the 

volume of recordkeeping was noted. This increase was a consequence of the 

increase in the number of items to be inventoried resulting from the tagging 
method used. 
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(3) Some cross-contamination does occur in the packing machine at 

the taggant change point, but this has not interfered with the trace capabil­
ity. 

(4) Properly trained distributors experience no problems in recording 
the modified date/shift codes. 

(5) Investigators can learn to recover and decode taggants with a few 
hours of training, 

(6) Taggant survivabilityJrecoverability has been good. However, for 

the most energetic .materials, successful variations in the tagging method­
ology have been developed and successfully tested. 

(7) Because of the volume of explosives to be uniquely tagged (i.e., 

taggant code specificity), the coding should be more specific than just the 

name of the manufacturer and the date of manufacture. A 10,000- or 

20,000-pound production lot for each species of taggant is much more bene­
ficial to the investigator. 

The specificity of the information carried b}' the taggant code is an 

important issue not only for high explosives, but also for all other explosives 

to be tagged. The level of specificity described in concJll~\on 7 is supported 

by an earlier analysis of "traces" conducted on recoveree: ulldetonated explo­

sives which indicated that a taggant that identified only the name of the 

manufacturer and date of manufacture would apply to over 100,000 pounds 

of explosives. This volume of explosives has so many final distribution points 

that the value of the tagging process to law enforcement is Significantly 

diminished. The determination of the desired size of production lot (i.e., 

level of uniqueness) is difficult and is expected to be different for each type 

of explosive: cap-sensitive packaged explosives, black powder, cast 
boosters, smokeless powder, and blasting ~aps. 
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Today, the capability for tracing undetonated packaged high explosives 

is based on the name of the manufacturer, the name and strength of the 

product, the size of the package, and the date/shift of manufacture--all of 

which can be roughly translated to about 12,000 pounds of explosives 

produced with such a unique set of characteristics. The pilot test is using 

10,000- and 20,000-pound lots of explosives as the level of uniqueness. The 

usefulness of these lot. sizes for tagging is being determined as a part of the 

pilot test. An initial indication is that 26, 000 pounds is on the high side 

and that 10, 000 pounds is much more useful. Analysis is currently underway 

to determine. the quantity of cast boosters, blasting caps, smokeless powder, 

and black powder which should be uniquely tagged. Final determination of 

the specific quantity of explosives to be uniquely tagged should await further 
analysis. 

Based on observations made during the pilot test, w.e conclude that any 

definition of identification taggant should provide for the requirement of 

additional information' to "'be carried by the taggant. This information should 

include (l)"the identification of "a -given lot of production, the size of which 

should"be defined by regulation, and. (2) identification of whether the explo­

sive is' permissible or nonpermissible for use in an undergr.ound coal mine or 

other' mines where permissibles are' required by the Mining Safety and Health 
Administration. 

The.'3M 'Company is under -contract· to· perform a lead-time study pur­

suant to·. "large-scale production of tag gants -supporting- nationwide tagging 

implementation. The primary effort involves design of a facility with suffi­

cient automation and process controls to ensure economic delivery of an 

adequate product in desired quantities. Manufacturing and quality assurance 

technIques have been defined to ensure that'the basic 'performance character­
istics of the taggants are not altered. 
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The required code library, for a la-year nonrepeat period is about 

2, 000, 000. This includes anticipated requirements for cap-sensitive packaged 

explosives, boosters, smokeless and black powder, detonating cord, and 

blasting caps, plus expected Canadian needs. A nine-layer taggant config­

uration with a floating black magnetic layer will be necessary to provide 

such a large library. Taggants have been satisfactorily made dnd tested in 
this configuration. 

A small number of variations in production methods have been necessi­

tated by the scale-up from the present 3M pilot plant to the large-scale 

production facility uni:!er design. The effects of these variations on taggant 

performance are being evaluated. To date, no changes in taggant perfor­
mance have been observed. 

A t the conclUsion of the lead-time study, 3M will provide firm price, 

schedule, and quality assurance information for SUbsequent large-scale tag­

gant production, plus samples of taggants made using the selected prodUction 
equipment and techniques. 

Black POWder 

The feasibility of the identification tagging of sporting grade black 

powder using the normal manufacturing process with 3M color-coded taggants 

(magnet-sensiti ve and magnet- insensiti ve) has been established. GOEX, the 

only domestic manufacturer of black powder, participated in a series of tests 

that showed that there is no increase in hazard of manufacture or use and 

no adverse effect on performance as a propelling charge in antique or replica 

weapons. Cross contamination of taggants is negligible and segregation of 

taggants on transportation vibration does not OCcur. Taggant survival and 

recovery of both magnet-sensitive and magnet-insensitive taggants in pipe 

bomb explosions is good; !llso, their incorporation in black powder requires no 

change in recordkeeping. A copy of a progress report on this test program 
is included for the record (Attachment G). 
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A ,black powder substitute, Pyrodex, is scheduled to be in production 

soon. Once normal 'production has been established, .an evaluation of the 

effect of taggant addition is planned in cooperation with the manufacturer. 

Cast Boosters 

Preparations are being made for the performance of a 3-month pilot 

test of cast booster tagging .for identification. GOEX, Sierra, and Trojan 

have indicated theIr willingness to participate, with a total of about 400,000 

pounds of boosters to' be tagged, distributed, and used. One contract has 

been signed and two others are being negotiated. 

For the cast boosters, taggants will be added as pellets to enhance 

survivability. The pellet is a 50-percent mixture of soft polyethylene and 

taggant particles, cast in the form of a cylinder roughly ){. inch in length 

and diameter. The pellet (or pellets, depending on booster size) will be 

placed into the cast booster mold iust prior to mold filling. Testing has 

shown that taggant survivability is gow using the pellet method. 3M is 

currently manufacturing pellets with production scheduled to be completed in 
May. 

. Smokeless Powder 

Sm()~eless powder represents a significant percentage of the known fil­

lers in illegal bombs. The actual number, as a use fraction of the amount 

of smokeless powder available, far exceeds high explosives. It should be 

noted also that a knowledgeable bomber. using double_based smokeless powder 

can construct a bomb as powerful as a' dynamite bomb of similar size. 

Thus, we have been charged with determining the feasibility of the identifi­
cation tagging of smokeless powder. 
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The tagging of commercial smokeless powders is a more complex pro­

than it is for commercial high explosives. This is largely a result of 

the considerably different end use of the material. Several issues must b~ 
considered 'n the tagging of smokeless powders. I would like to address the 
important ( .it ~ here. 

I. Survivability--Testing to date demonstrates that the 3M Company 

color-coded taggants survive explosion in adequate quantity in smokeless pow­

der pipe bomb configurations. Tests of smokeless powder in the pipe bomb 

configuration have been carried out. These range from tests carried out in 

the Bureau of Mines facility at Bruceton, Pennsylvania, in which semi-quan­

titative taggant recovery was possit'le, to nearly open-field configurations at 

the Hercules facility in Kenvil, New Jersey. These tests involved quite 

large pipe bombs (3 in. wide x 19 in. long) that used the most energetic 

smokeless powder and the most severe initiation method (blasting caps) as 

well as various other modes of initiation. Our conclusion, based on these 

tests, is that taggants survive in entirely adequate numbers in smokeless 
powder explosions. 

2. Separability--The current magnet-sensitive color-coded taggant can 

be removed from smokeless powders by using a magnet. To counter this pos­

sible countermeasure, a color-coded taggant has been developed without the 

magnetic layer. Although this makes the taggant more difficult to recover 

at the scene of the bombing (fluorescent recovery only), recovery is quite 

possible without undue effort, and tests have shown that it is a worthwhile 
trade-off. 

Also under development is a color-coded taggant that has the 

normal magnet-sensitive layer replaced with a material which is not normally 

magnet sensitive, but which will become magnet sensitive when exposed to a 

strong shock wave and the thermal environment of the explcsion. Recent 

studies have revealed that nickle formate undergoes such a transition at a 

suitable temperature, and work in this area is being intensified. 
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The taggant will ordinarily have a density and particle size which 

may not be a very close match to smokeless powder grains. A significant 

mismatch could result in segregation. . However, for particles that are 

matched in size, segregation should not occur in spite of a substantial dif­

ference in density. Testing of whether segregation occurs is under way by 

all smokeless powder manufacturers. 

3. Compatibility with Manufacturing Procedure--The manufacturing 

procedures for smokeless powders are, in general, more complex than pro­

cedures for making dynamites and slurries. Contracts have been signed with 

Olin, Hercules, and duPont to conduct extensive .compatibility testing. 

The testing being carried out on smokeless powders will include 

thermal, friction, and static discharge, along with other tests. Because 

each manufacturer's process and product differ, the range of tests is exten­

sive, and not all tests are being perforrTJ.ed by all manufacturers. 

4. Compatibility with Firearms--Because smokeless powders are used 

in firearms, provisions must be made to ensure the compatibility of any tag­

gants with respect to barrel erosion, fouling, and performance. As a result 

of discussions between Aerospace and SAAMI, a committee on taggallts in 

'sm'l!"1Jess powder was organized and a detailed testing program defined. 

This" testing program, which is to be -carried out in part by Winchester­

WeStern Company and Remington Arms Company, involves smokeless powder 

from all three smokeless powder manufacturers and several types of 

firearms. . It! is designed ,to determine if there is any significant fouling, 

erosion, or, other deleterious effect on firearms or on the performance of 

car.tridges. These testing programs are presently being further defined and 

detailed. The tests will be classic double blind experiments (i.e., the 
: -I 

individual performing our experiment will not know which cartridges contain 

taggants). Hundreds of thousands of ,firings are scheduled, even though the 

program has been confined to worst-case conditions. 
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5. Recordkeeping--A t the current time, no recordkeeping comparable 

to the current date/shift coding used for high explosives is required for 

smokeless powder. To evaluate the problems and costs of the recordkeeping 

associated with various levels of uniqueness and to determine their useful­

ness, a request has been made to SAAMI to secure the appropriate data 

from its member companies. Data have not yet been received, but Aero­

space has visited all of the commercial smokeless powder manufacturing 

plants and discussed distribution patterns with both manufacturers and distrib­

utors. The distribution patterns for smokeless powders are considerably more 

complex than those for dynamites and slurries, including such recordkeeping 

problems as those resulting from the reblending and repackaging of a primary 

manufacturer's product by a distributor/secondary manufacturer. 

Boosters 

Most of the 3.3 billion pounds of explosives manufactured in this coun­

try is not designed and manufactured to be detonated by using only a blast­

ing cap. These explosives -- called noncap-sensitive explosives or blasting 

agents -- generally require another explosive called a booster to achieve 

reliable detonation. The most cr.'mmon noncap-sensitive explosive or blast-

ing agent is a commercially produced ammonium nitrate/fuel oil mixture 

referred to as ANFO. (ANFO can be produced from commercial fertilizer 

and in this form is not included in the 3.3 billion pounds of commercial 

explosives produced annually.) The tagging of all noncap-sensitive explosives 

as well as concentrated ammonium nitrate fertilizers would be a very expen­

sive undertaking. A reasonable alternative is to tag the booster explosive. 

Our early tests on cast boosters involved dispersing the taggants in the 

explosive during" the casting process. Initial detonation testing indicated an 

unacceptably low survival rate for the color-coded taggant. Subsequent test­

ing showed that by casting the taggants into a pellet form adequate slJrviv­

ability could be obtained. 
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Detonating Cord 

The identification tagging of detonation cord has proceeded slowly be­

cause it is considered to have a lower overall threat potential and th~ avail­

able resources would be more usefully applied to the solution of other 
problems. 

Testing has been carried out using various adhesives to bond the ID 

taggants to the detonation cord just prior to its co~ting with polyethylene. 

An ultraviolet (UV) cured adhesive has functioned well and a prototype auto­
matic applicator is being developed. 

Blasting Caps 

An important program element is tagging the blasting cap because these 

are difficult to improvise and are usually used in bombings which are 

remotely detonated. Bombers who Usually improvise their own explosives 

appear to usualJy employ a ·commercial cap to ensure reliable detonation. 

Several blasting cap tagging methods appear feasible and are being evaluated. 

One manufacturer uses a polyethylene sheath inside each blasting cap. We 

are attempting to fabricate similar sheaths with the ID taggants embedded in 

the polyethylene. Another manufacturer employs two end closure plugs. We 

are exploring the possibility of adding the ID taggants between these two 

plugs. These efforts are only in the early stages of development. Time will 

be required for compatibility testing, and, for the two manufacturers who do 

not use a double plug or polyethylene sheath, retooling will be required. 

Development of New and Improved Identification Taggants 

In order to ensure competition in taggant production, we are also 

actively pursuing the development of other types of identification taggants. 
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One approach -- the Curie point taggant -- uses aggregates of ferrites, 

each having a different Curie temperature, as taggants. Taggants so con­

structed have a large code possibility, use low cost raw materials, and 

survive the most energetic explosives. General Electric, under subcontract, 

has manufactured a quantity of these taggants and is currently testing their 

survivability and readability. This development is promising as an alternative 

to the color-coded taggant and could be produced on a large scale within 
several years. 

Removal of ID Taggants 

Because the color-coded ID tag gants as presently employed are magnet 

sensitive and visible under UV light illumination, the question of removability 

arises. We have noted that removing the magnet-sensitive taggants from 

smokeless and black powders is relatively simple; therefore, we hal'e 

developed a magnet-insensitive version to counter this possibility. Recently, 

it has become clear that removal of the magnet-sensitive taggqnts from 

some dynamites is possible under some conditions but with some reduction in 

reliability, contrary to what is implied by our earlier statements. We have 

recently completed an extensive examination of ID taggant removal from 11 

different dynamites, slurries, water gels and emulsions. The results of that 

study are contained in Attachment H. We conclude that a knowledgeable 

individual having superior motivation and willing to spend 2.5 to 15 hours on 

a single 1- x 8-in. cartridge of explosive is highly unlikely to be able to 

remove alJ the taggants and in many cases (4 of 8 attempts) the repackaged 

explosive will fail or partially fail to react when initiated with a No. 8 

blasting cap. Nevertheless, in nearly every case we found it to be possible 

to remove a large percentage of the taggants by the laborious process of 

extracting them one at a time with tweezers or a magnetic needle after 

locating them with the UV light. Only in the case of two granular permis­

sible dynamites was removal of the taggants with a simple magnet sweeping, 
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moderately effective or even possible. In one out of the two cases tried, 

the permissible dynamite failed to detonate properly after careful repack­
aging. 

We conclude that the possibility of removal using UV light, magnet and 

tweezers, however unlikely it may be in practice, needs to be countered. 

Consequently we are testing taggants that h<\ve been encapsulated with poly_ 

ethylene made opaque to UV and visible light. These taggants cannot be 

o,bserved with a UV light; however, in an explosion, the polyethylene burns 

off and spotting the ID taggant with the UV light becomes possible, As 

further discouragement to taggant remi:>vai, the size of the taggant particles 

can be reduced by a factor of 2 without significantly changing survivability, 

recoverability or code readout. This would increase the number of particles 

by a factor of two and make removal by magnetic or other means substan­

tially more difficult. Also, the use of a 50-50 mixture of magnet-sensitive 

and magnet-insensitive taggants could be employed (as in the case of black 

and smokeless powders) at the cost of some increase in difficulty in taggant 
recovery on the .part of the investigator. 

One of the early objectives of this program was to develop a color­

coded taggant that contains a material that is not magnet sensitive before 

explosions, but is, converted to a magnet-sensitive material by the heat and 

pressure ·of the explosion. One such material meeting these requirements is 
being tested. 

Cost of National Implementation __ ID Tagging 

The principal cost item' in "the explosives identification tagging program 

is ~the cost .. of the taggants. The most realistic cost of' adding the 3M color­

coded- taggant to explosives_ is ,about 1.25 cents to 2 cents per pound of cap­

sensitive packaged explosives.. (Polyethylene encapsulated taggants cost $25 

to $40 a pound, and unencapsulated taggants cost $50 to $80 a pound {which 

-of course would be used for twice as much explosives).) The nominal cost 
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of these t:xplosives is 50 cents per pound of explosives. Additionally, there 

are increased costs resulting from from: (I) receiving and inventorying tag­

gants, (2) measuring and adding the taggants, (3) controlling cross-contami_ 

nation at taggant changeover points, (4) controlling the amount of rework 

material that can be added, (5) modifying explosives packages and shipping 

cases to reflect the added taggants, (6) modifying the inventory, invoicing, 

and other recordkeeping systems, and (7) establishing increased quality assur­

ance measures. We are trying to determine the actual increased cost to the 

manufacturer during the national pilot test. The cost of other program 

elements are discussed in detail in an updated inflationary impact statement, 
a copy of which is included as Attachment I. 
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"EXPLOSIVES DETECTION TAGGING 

Explosives detection tagging is not as' far advanced technically as explo­

sives identification tagging. A detection tagging development effort was 

initiated in 1975 under the sponsorship of, the Federal A'iiation Administra­

tion, the Law Enforcement Assistance Administration, and BiOokhaven 
National Laboratory. 

During ,the early development efforts on explosives detection, the idea 

of 'an intrinsic vapor detection 'meichod hcd great a"peal to the research 

community. Consequently, various methods using vapor detection concepts 

were developed. An impetus for the initial optimism concerning intrinsic 

vapor detection was the fact that the commercial explosives market was 

dominated by nitroglycerin-based dynamites. A number of early studies has 

also mistakenly ·suggested that most other materials, (e.g., smokeless pow­

ders, black powder" and military explosives) emitted distinctive vapors in 
sufficient quantities to be detectable. 

Over the past several years, a number of carefully designed studies 

have been. conducted to characterize, compute, and measure the vapor efflu­

ents from explosives under laboratory and simulated real-world conditions. 

While these 'studies (which were sponsored by the :Law Enforc~ment Assist­

ance Administration, the Federal Aviation Administration, the U.S. Postal 

Service, and the U.S. Army Mobility Equipment Research and Development 

Command (USAMERADCOM}) disagree on the specifics, they concluded that 

only dynamites based on ethylene glycol dinitrateor nitroglycerin, and poss­

ibly TNT, have sufficiently high vapor pressures and emission rates to allow 

for reasonably reliable vapor detection at a point of controlled access. When 

the military explosive, Composition C-Il, was not. exposed to the air for long 

'periods before use, it was found to emit 'significant amounts of cyclohexa­

none, a solvent used in the manufacturing process. Therefore, cyclohexa­

none vapor could be a potential aid in detecting the presence of C-Il. How-
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ever, slurries/water gels, black powders and smokeless powders (commonly 

used in pipe bombs), PETN, RDX, HMX, and tetryl were found to have 

vapor pressures so low that reliable detection would be possible only if 

detection thresholds of 1 part in lOlll were attained. Because slurries/ 

water gels are rapidly replacing dynamites on the American market and be­

cause pipe bombs account for ab)ut 20 percent of the bombing Incidents 

(A TF investigations), the serious limitations of all intrinsic vapor detection 
techniques ,are now realized. 

While there are promising nonvapor techniques for detecting some in­

trinsic characteristics of explosives (e.g., tomography), they have three char­

acteristics that limit their implementation. First, they are applicable only 

for a limited access seij.rch. Second, they involve the use of ionizing radia-
tion and cannot be used 0 I Th' d h 
of research. 

n peop e. Ir, t ey are only in the early stages 

It is our conclusion that the most effective way to detect explosives 

before detonation in the near term, is to add something to the explosi'le 

during its manufacture, i.e., ,tag it ror detection. The taggant might be a 

vapor tag, or it might be something which would be sensed by electro­
magnetic radiation or ether non vapor methods. 

The areas of tagging for detection and development of detection instru­

mentation are the major eff.orts now being undertaken in the tagging pro­
gram. 

Microencapsulated Taggant Development 

The major effort today in detection tagging is in microencapsulating 

volatile fluids which give off vapors that will be indicative of the presence 

of explosives. (Microcapsules are commonly used in such items as scratch 
and smell labels.) 
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More specifically/, the objective of this program is to develop and 

~emonstrate, through pilot testing, a vapor taggant that is unique to the 

that I 's easl'ly detectable, will emit the desired amount of environment " 

f at least 5 years is inexpensive, and that can be added to com-,vapor or , 

mercial explosives without affecting their safety or usage. Three sllbcontrac­

tors are currently developing such .taggants: Capsulated Systems, Inc., SRI 

International using Appleton Paper Technology, and the 3M Company. There 

are cu-rently five candidate taggants and three approaches to microencapsu­
lating them. 

These microcapsules may be mixed directly with most explosives during 

their manufacture (at the same time ID taggants are added). This method 

applies to dynamites, water gels and slurries, emulsions, smokeless powde~, 

black powder, and cast boosters. In the case of detonating cord, they will 

be placed on the detonating cord fabric cover just before the polyethylene 
layer IS app Ie . , I' d In the case of blasting caps, the microcapsules will be 

, , h the rubber plug material currently used for the added by mixing them Wit 

blasting cap _ end closure. 

The five candidate taggants are currently being tested for long term 

emission rates, escape rates through potential barriers, atmospheric impact, 

, , d t "t Two taggants have success-thermal stability, mutagenicity, an OXICI y. , , 

fully passed all of these tests, and the testing program for the ~emammg 

three candidates will be. completed this summer. Simulated explOSives have 

been tagged and every indication IS t a ey , h t th are working as expected. 
These tagged explosives have been successfully detected using a baggage 
examiner developed by the U.S. Customs Service and a vapor detector 
developed by Brookhaven National Laboratories. 

boosters have been tagged with successful, results. 

19 

Also, simulated cast 

I 
I 
I 
I 
I 

- c 

The cost of these taggants should be no higher than ·$65 per pound ($60 

for the taggant material and $5 for the microencapsulation). At 250 parts 

per million, the cost per pound of cap-sensitive packaged explosives should 
be less than 1.6 cents. 

The next step is the testing of the safety/compatibility of the taggants 

with explosives. ,A contract was recently awarded to Haz<\rds Research Cor­

poration for safety/compatibility testing of the candidate taggants with black 

powder. The resu.lts of this study will be available in June 1979. Also, 

Request for QUotations have been sent to Atlas, duPont, and Hercules for 

compatibility testing with dynamites and water gels/slurries. Hercules has 

declined to bid; Atlas has declined to participate citing personnel shortages; 

and dUPont has formaJJy delayed their response. While there are other 

sources (laboratories) where such testing can be undertaken (to which we 

have now sent RFQ's), we will continue to try to enlist the participants of 

the explosive industry. A competitive RFP for smokeless powder compat­

ibility studies has been prepared and will be released shortly. RFQ's for 

compatibility testing with blasting caps have also been sent to Atlas, 
duPont, and Hercules and their response is awaited. 

_ Detection Instrumentation 

The incorporation of vapor taggants into explosives requires appropriate 

sensing instrumentation for detection. In order to avoid false alarms from 

normal or naturaJJy occurring ambient pollutants, vapor detectors that are 

specific and sensitive to trace quantities of the incorporated vapor taggants 
must be developed. 

Three different types of vapor taggant analyzers are being investigated: 

ion mobility Spectrometry OMS), continuous electron capture detector 
(CECD), mass spectrometry (MS). 

20 
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The IMS development feasibility investigation wil1 be completed in Ij. 

months. An off-the-shelf unit, available commercial1y, is being used in this 

work (PCP, Inc., Model PC-100). A special-purpose IMS prototype unit will 

be developed for laboratory and field testing after feasibility is established. 

This instrument is a leading candidate with an expected cost of about 
$10,000. 

Mass spectrometry is a commonly used laboratory technique. It is high­

ly sensitive to the candidate taggants and can easily distinguish them from 

the environmental background. Also, low cost field units are currently in 

use by industry. These field units appear quite rugged and are maintained 

not by laboratory technicians but by regular plant maintenance personnel. 

However, a special purpose instrument must be developed for the specific 

requirements of this program. Projected costs for this instrument is $30,000 
to $35,000. 

A continuous electron capture instrument has been developed by the 

Brookhaven National Laboratories. This instrument has been used in recent 

work trials to demonstrate the feasibility of detecting the presence of tagged 

explosives in luggage. This laboratory instrument must, however, be rede­

signed for rugged field use by untrained operators. Of the three develop­

ment efforts, this one could be the most difficult. The cost of such an 

instrument should be comparable to the IMS instrument. 

Of equal concern is the development of vapor collector, transport, and 

calibration systems. These systems would become an integral part of any 

detection system. The vapor collector and transport system are particularly 

important because, in large measure, they determine the taggant conconcen­

tration in the air samples presented to the detector. Development of such 

systems have been undertaken by the U.S. Customs Service, by Sandia Labor­

atories for the Department of Energy, and by the Federal Aviation Adminis­

tration. Our efforts in these areas will rely heavily on this other work and 

wil1 continue concurrently with the detector development effort. 

[NOTE.-The attachments to the statement of Dr. Moler are retained in the 
committee files.] 
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.ADDITIONAL MATERIAL SUBMITTED FOR THE HEARING RECORD 

96TH CONGRESS S 333 
1ST SESSION 

, . 
·To effect certain . reorganization of the Federal Government to strengthen Federal 

programs and policies for combating international and domestic terrorism. 

. IN THE SENATE OF THE UNITED STATES 

FEBRUARY 5 Oegislative day, JANUARY 15), 1979 

Mr. RmrcoFF (for himself, ifr. JAVITS, lIfr. BAKER, Mr. BENTSEN, Mr. DOLE, 
. Mr. HEINz, Mr. lliTHIAS, Mr. MATSUNAGA, Mr. MCGOVERN, Mr. MOYNI­
HAN, Mr. PELL, Mr. RANDOLPH, Mr. SABBANES, 1IJr. STAFFORD, lIfr. 
TS?NGAS, and lIfr. YOUNG) introduced the following bill; which was read 
tWICe and referred, by unanimOl:s consent, to the Committee on Governmen­
tal Affairs, with instructions that if and when reported it be referred jointly 
to th.e Commit~ees on Commerce, Science, and Tr~nsportation, Foreign 
RelatIOns, Intelhgence, and the Judiciary for not to exceed 30 days. 

A BILL 
To effect certain reorganization of the Federal Government to 

strengthen Federal programs and policies for combating 
international ana. domestic terrorism. 

1 
Be it enacted. by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled, 

3 SECTION 1. This Act may be cited as the "Omnibus 

4 Antiterrorism Act of 1979". 

5 SEC. 2. TABLE OF OONTENTS. 
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Sec. 301. Establishment of Office for Combating Terrorism. 
Sec. 302. Offiee functions. 
Sec. 303. Explosive taggants. 
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Sec. 401. Establishment of Offieo for Combating Terrorism. 
Sec. 402. Office functions. 

Sec. 403. Priorities for negotiation of international agreements. 

.. ~ 

DECLARATION OF FINDINGS 

SEC. 3. (a) The Oongress hereby finds that-

(1) innocent persons have been killed, injured, and 

victimized, human rights violated, property destroyed 

r 
I' 
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and damaged, and international commerce obstructed 

as a result of terrorist acts; 

. (2) such acts represent an intolerable attack 

against the fundamental right to life and security of all 

peoples of the world; 

(3) such acts constitute a threat to the orderly and 

civilized functions of the international community; 

(4) certain nations exhibit a pattern of support for 

international terrorist acts; and 

(5) certain international airports fail to maintain 

consistently effective security measures. 

12 (b) Further, the Oongress finds that a Oouncil for Oom-

13 bating Terrorism (hereinafter referred to as "Oouncil") must 

14 be established in the Executive Office of the President to 

15 assure consistency in the management of such policy, to 

16 assure an efficient response to emergency and crisis situa­

"1tl,7; tions; and to press for international sanctions· against convict-

18 ed terrorists. 

19 
• (c) Further, the Oongress finds'and declares'it necessary 

20 to provide for an Assistant Secretary.of State, an Assistant 

21 Attorney General, and an Assistant Secretary of Transporta-

22 tion to assure .high-Ievel attention to activities to combat ter-

23 rorism in the United States Department of State, United 

24 States Department of Transportation, and United States De-

25 partment of Justice. 
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1 (d) Further, the Oongress finds and declares that eco-

2 nomic sanctions should be directed at countries which harbor, 

3 aid, abet, or assist terrorists. 

4 DECLARATION OF PURPOSES 

5 SEC. 4. The Oongress therefore declares that the estab-

6 lishment of a Oouncil for Oombating Terrorism and the as-

7 signment of a high priority to antiterrorist policy is in the 

8 public intnrest to promote the welfare of American citizens 

9 by assuring coordinated and effective administration of Fed-

10 eral programs and poliflies for combating terrorism. It is the 

11 purpose of this Act-

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

(a) to establish in the Executive Office of the 

President a permanent Oouncil for Oombating Terror-

ism; 

(b) to establish in the Department of State an 

Office, headed by an Assistant Secretary, to coordinate 

the responsibilities of that Department fvr combating 

international terrorism; 

(c) to establish in the Department of Justice an 

Office, headed by an Assistant Attorney General, to 

coordinate the responsibilities of that Department for 

combating terrorism; 

(d) to establish in the Department of Transporta­

tion an Office, headed by an Assistant Secretary, to 
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coordinate the responsibilities of that Department for 

combating terrorism; 

(e) to bring together in the new offices the respon­

sibility for coordinating management of all of the anti­

terrorist policies and programs; 

(0 to provide an appropriate organizational frame­

work for the implementation of such programs; 

(g) to provide for effective permanent mechanisms 

for development and implementation of a comprehen­

sive national antiterrorist policy; 

(h) to asSUre coordinated and effective research in 

antiterrorist measures; 

(i) to' impmve the effectiveness of the information­

gathering system regarding terrorist acts and results; 

G) to establish effective 'Sanctions against those 

countries which harbor, aid, or abet international ter­

rorists; 

(k) to coordinate and supervise the implementation 

of United States policy with respect to international 

acts of terrorism; 

(1) to oversee and administer the provisions of this 

Act; 

(m) to develop new initiatives which the United 

States".can. implement unilaterally or with other nations 

25 tto control international acts of terrorism; 
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(n) to participate in international conferences and 

negotiations on the control of international acts of ter-

rorism; 

(0) to devise procedures for reacting swiftly and 

effectively to acts of terrorism that occur; 

(p) to strengthen Federal capabilities in policy and 

planning, coordination, intelligence, and response capa­

bility, and to enlist the cooperation of all other nations 

and national and international organizations in initia­

tives to counter terrorist acts more effectively through­

out the world, while safeguarding democratic values; 

(q) to promote appropriate action by the United 

States and other governments in order to combat inter­

national terrorism; and 

(r) to provide public notice to persons traveling in 

international air commerce of deficient security pro-

17 grams and facilities at certain foreign airports. 

18 DEFINITIONS 

19 SEC. 5. For the purposes of this Act, the following defi-

20 nitions are established: 

21 (a) "International terrorism" includes any act designat-

2~ ed as an offense or crime under-

23 (1) the Oonvention for the Suppression of Unlaw-

24 ful Seizure of Aircraft (done at The Hague, December 

25 16, 1970); 
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(2) the Oonvention for the Suppression of Unlaw­

fulActs Against -the Safety of Oivil Aviation (done at 

Montreal, September 23, 1971); and 

(3) the Oonvention on the PI'evcntion and Punish­

ment. of Orimes Against Internationally Protected Per­

sons, including diplomatic agents (adopted by the Gen­

eral Assembly of the United Nations at New York 
, 

December 14, 1973); or 

(4) any other. unlawful act which results ill the 

death, bodily harin, or -forcible deprivation of Jiberty to 

any person, or in the violent destruction of property, or 

in intrrferencewith facilities and installations vital to 

pUblic health, safety, welfare and commerce, or an at­

tempt or credible threat to commit any such act, if the 

act, threat, or attempt is committed or takes effect_ 

(A) outside the territory of a state of which 

the' alleged offender is a national; or 

(8) outside the territory of the state against 

which the. act is directed; or 

(0) within the territory of the state against 

which the act is directed and the alleged offender 

knows or has reason to know that a person 

against whom the act is directed is not a national 

of that s'tate; or 
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(D) "within the territory of any state when 

found to have been supported by a foreign state 

as defined in section 5(b), irrespective of the na­

tionality of the alleged offender: 

P1YJvided, That the act of international terrorism 

(i) intended to damage or threaten the inter­

ests of or obtain concessions from a state or an 

international organization; and 

(ii) not committed in the Course of military or 

paramilitary operations directed essentially 

against military forces or military targets of a 

state or an organized armed group. 
14 

15 

16 

(b) "State support of international terrorism" shall con­

sist of any of the following acts when committed deliberately 

by a state: 

17 

18 

19 

20 

21 

22 

23 

24 

25 

(1) furnishing arms, explosives, or lethal sub­

stances to individuals, groups, or organizations with 

the likelihood that they will be used in the commission 

of any act of international terrorism; 

(2) planning, directing, providing training for, or 

assisting in the execution of any act of international 

terrorism; 

(3) providing direct financial support for the com­

mission of any act of international terrorism; 
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(4) providing diplomatic facilities intended to aid 

or abet the commission of any act of international ter-

rorism; or 

(5) allOWing the use of its territory as It sanctuary 

from extradition or prosecution for any act of interna­

"tional terrorism. 

TITLE I-REORGANIZATION OF EXEOUTIVE 

OFFICE OF THE PRESIDENT 

ESTABLISHMENT OF COUNCIL TO COMBAT TERRORISM 

SEC. 101. There is hereby established in the Executive 

11 Office of the President an entity to be known as the Oouncil 

12 To Oombat Terrorism Olereinafter referred to"as the "Ooun-

13 cil"). The Oounoil shall be headed by, and its activities shall 

14 be administered under the supervision and direction of, the 

15 Assistant to the President for National Security Affairs. 
16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

COUNCIL FUNCTIONS 

SEC. 102. The Oouncil shall-

(a) assist the President in the implementation of 

this Act and shall provide staff Support and assistance 

in the preparation of the Lists of States Supporting In-

ternational Terrorism; 

(b) consider the mQst effective means by which to 

combat terrorism in the United States and abroad; 

(c) serve as the lead group in establishing proce­

dures to insure that the United States Government can 
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take appropriate action in response to acts of terrorism 

which directly or indirectly affect United States citi-

zens; 

(d) coordinate, among the Government agencies, 

ongoing activity for. the prevention of terrorism, includ­

ing the collection of worldwide intelligence, the physi­

cal protection of United States personnel and installa­

tions abroad, and foreign diplomats and diplomatic in­

stallations in the United States; 

(e) evaluate all such programs and activities and, 

where necessary, recommend methods for increasing 

the effectiveness of their implementation; and 

(f) make recommendations to the Director of the 

Office of Management and Budget concerning proposed 

funding of such programs. 

COUNCIL MEMBERSHIP 

SEC. 103. The Oouncil shall consist of the following 

18 individuals: 

19 (1) the Assistant to the President for National Se-

20 

21 

22 

23 

24 

25 

curity Affairs; 

(2) the Secretary of State; 

(3) the Secretary of the Treasury; 

(4) the Secretary of Defense; 

(5) the Attorney General; 

(6) the Secretary of Transportation; 
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(7) the United States Ambassador to the United 
1 

2 Nations; 

3 (8) the Director of Oentral Intelligence; 

4 (9) the Assistant to the President for Domestic 

5 Affairs; 

6 (10) the Director of the Federal Bureau of Inves-

7 tigation; 

8 or their delegates, and any additional members which the 

9 Assistant to the President for National Security Affairs may 

,10 determine are necessary. 

11 

12 

13 
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15-

16 

17 

18 
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20 

REPORT ON ACTS OF INTERNATIONAL TERRORISM 

SEC. 104. (a) Sl.x months after the date of enactment of 

this Act and each year thereafter, the President shall trans­

mit to the, President pro tempore' of the Senate and the 

Speaker' .of the House of Representatives a report on those 

incidents lie determines to be acts of international terrorism 

pursuant to section 5 of this Act: Provided, however, That 

any such ,incident which affects or involves citizens or signifi­

cant interests or property of the United States shall be re­

ported to Oongress not later than sixty days after the OCcur-

21 rence of such an incident. 

22 (b) With respect to any such incident which affects or 

23 involves citizens or significant interests or property of the 

24 United States, and with respect to any major act of interna-
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1 tional terrorism, such reports shall include, but not be limited 

2 to, the following information: 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

(1) a description of the incident and of the in­

volvement and identity of each individual, entity, 

group, or organization involved in such incident; 

(2) the identity of any government providing state 

support for such acts of international terrorism, and a 

statement setting forth the exact nature and extent of 

such government's involvement; 

(3) a description of the actions of any government 

which assisted in bringing about a positive termination 

of the incident; 

(4) a description of the response of the United 

States Government to such incident. 

(c) Nothing in this section is intended to require the 

16 public disclosure of information which is properly classified 

17 under criteria established by Execut.ive order, or is otherwise 

18 protected by law. Such information shall be provided to the 

19 President pro tempore of the Senate and the Speaker of the 

20 House of Representatives in a written classified report. In 

21 such case, an unclassified summary of llUch information shall 

22 be prepared and submitted to the President pro tempore of 

23 the Senate and the Speaker of the House of Representatives. 

24 (b) Nothing in this section is intended to require disclo-

25 sure of investigatory records compiled for law enforcement 

" 
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1 purposes specifically protected by section 552(b)(7) of title 5, 

2 United States Oode. 

3 LIST OF STATES SUPPORTING INTERNATIONAL TERRORISM 

4 SEC. 105. (a) Six months after the date of enactment of 

5 this Act and {lach year thereafter, the President shall consid-

6 er which, if any, states have demonstrated a pattern of sup-

7 port for acts of international terrorism. If the President deter-

8 mines that any states have so acted, he shall submit a list of 

9 states supporting international terrorism to the President pro 

10 tempore of the Senate and the Speaker of the House of Rep-

11 resentatives, and set forth his reasons for listing any such 

12 states. The President may at any time add to any such list 

13 the name of any state supporting international terrorism by 

14 transmitting the name of such state to the President pro tem-

15 pore of the Senate and the Speaker of the House of Repre-

16 sentatives together ,vith his reasons for adding the name of 

17 such state to the list. If the President determines that no 

18 states have undertaken such acts, he shall report the same 

19 with a detailed explanation. 

20 (b) Such list shall also identify any states against which 

21 sanctions have been applied pursuant to section 106 of this 

22 Act, and any other initiatives of the United States with re-

23 spect to such states. 

24 (c) Nothing in this section is intended to require the 

25 public disclosure of information which is properly classified 
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1 under criteria established by Executive order, or is otherwise 

2 protected by law. Such information shall be provided to the 

3 President PT,) tempore of the Senate and the Speaker of the 

4 House of Representatives in a written classified report. In 

5 such case, an unclassified summary of such information shall 

6 be prepared and submitted to the President pro tempore of 

7 the Senate and the Speaker of the House of Representatives. 

8 (d) Nothing in this sllction is intended to require disclo-' 

9 sure of investigatory records compiled for law enforcement 

10 purposes specifically protected by section 552(b)(7) of title 5, 

11 United States Oode. 

12 (e)(l) The list shall be reviewed periodically by the 

13 President. The President may propose to Oongress a request 

14 for removal of any state from the list. Such request shall be 

15 accompanied by the reasons therefor. 

16 (2) A state requasted by the President to be deleted 

17 from the list shall be removed from the list thirty days after 

18 the submission of that request to the Oongress unless Oon-

19 gress by concurrent resolution disapproves that request. 

20 

21 

22 

SANCTIONS AGAINST STATES SUPPORTING 

INTERNATIONAL TERRORISM 

SEC. 106. (a) When a foreign government is listed pur-

23 suant to section 105 of this Act, the President shall-

24 

25 

(1) provide no assistance under the Foreign As­

sistance Act of 1961, or 
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(2) not authorize any sale, or extend any credit or 

guaranty, with respect to any defense article or service 

as defined by section 47 of the Arms Export Oontrol 

4 Act, or 

5 (3) approve no export license for the export of 

commodities or technical data which would enhance 6 

7 the military potential of the foreign government or 

which would otherwise enhance its ability to support 

acts of international terrorism, or 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

(4) extend no duty-free treatment under title V of 

the Trade Act of 1974, or 

(5) permit no entry to the United States by na­

tionals of such country, or foreign nationals sponsored 

by such country, for the purpose of acquiring training 

or education in nuclear sciences or subjects having 

military applicability. 

(b)(1) If the President finds that the interests of national 

security so require, he may suspend the applicability of all or 

any part of the prohibitions listed in subsection (a) of this 

section in such case: Pmvided, That the President consults 

with the appropriate committees of Oongress prior to the sus­

pension of such prohibitions. He shall report his reasons 

therefor in writing in detail to the President pro tempore of 

the Senate, and the Speaker of the House of Representatives 

25 and those prohibitions shall not apply. 
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1 (2) In determining- which of the prohibitions in subsec-

2 tion (a) of this section should be taken, the President, in con-

3 sultation with Oongress, shall consider-

4 

5 

6 

7 

8 

9 

10 

11 

(A) the effectiveness of suspending any prohibition 

in inducing change in a country's policy or practice of 

supporting acts of international terrorism; 

(B) the effect of such suspension on United States 

relations with other governments; and 

(0) the effects of such suspension on other nation­

al interests of the United States. 

(c) In devising initiatives to combat international terror-

12 ist actions and to reduce state support for such actions, the 

13 President shall take such other measures available to him as 

14 he ·deems appropriate; he shall take into account the effec-

15 tiveness of specific sanctions in inducing change in a coun-

16 try's policy or practice of support.ing acts of international ter-

17 rorismj the likely effect·of sanctions on overall· United States 

18 relations with such country or with other countries; and the 

19 -effect such sanctions would have on other United States na-

20 tional interests. 

21 (d) The President shall take all appropriate diplomatic 

22 measures consistent with international obligations to support 

23 the effectiveness of actions taken pursuant to this authority in 

24 the accomplishment of the purposes of this Act. 
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(e) The President shall promptly and fully inform the 

President pro tempore of the Senate and the Speaker of the 

House of Representatives of each exercise of authority grant­

ed under the Act. 

(f) Nothing in this section is intended to require the 

public disclosure of information that is properly classified 

under criteria established by Executive order or is otherwise 

protected by law. Such information shall be provided to the 

President pro tempore of the Senate and to ~he Speaker of 

the House of Representatives in a written classified report. 

In such case, an unclassified summary of such information 

shall be prepared and submitted to the President pro tempore 

of the Senate and the Speaker of the House of Representa-

14 tives. 

15 REPORT ON FEDERAL AND INTERNATIONAL CAPABILITIES 

16 

17 

TO COMBAT TERRORISM 

SEC. 107. (a) Not later than six months after the date of 

18 enactment of this Act, and at intervals of two years thereaf-

19 tel', the President shall submit to the President pro tempore 

20 of the Senate and the Speaker of the House of Representa-

21 tives a Report on Federal and International Oapabilities To 

22 Oombat Terrorism. Such report shall include a comprehen-

23 Give and specific review of Federal antiterrorism organiza-

24 tion, policies, and activities. It shall include a description and 

25 evaluate of the effectiveness of relevant Federal organization-
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1 al structures, planning, coordination, including with State 

2 and local authorities, response capability, intelligence gather-

3 ing and analysis, assistance to and cooperation with United 

4 Stated business representatives abroad, and seeurity prepar-

5 edness and security adequacy of the United States diplomatic 

6 and military installations. Such report shall further include a 

7 statement and evaluation of all relevant Federal policies, in-

8 cluding those with respect to 'responding to threats, and the 

9 management of a terrorist incident. The Teport shall contain 

10 an assessment of the capability and effoctiveness of ,the Inter-

11 national Civil Aviation Organization and 'otheruill\;ernational 

12 programs and organizations to establish u1-ppropriate airport 

13 security standards and combat terrorist activities. 

14 (b) Nothing in this section is intended~to,.require the 

15 Ipublic disclosure of information which is 'properly classified 

16 under criteria established by Executive ordeI', oris otherwise 

17 protected by law. Such information shall be ""provided to the 

18 President pro tempore of the Senate and the Speak?;' of the 

19 House of Representatives in a 'written, classified report. In 

20 such case, an unclassified' summar:), 'of such information shall 

21 be prepared and submitted to the' President pro tempore of 

22 the Senate and the Speaker of the House of Representatives. 

23 TRANSFER OF EXISTING FUNCTIONS AND PROPERTY 

24 SEC. 108. There are hereby transferred to and vested in 

25 the Council all functions and authorities, ,personnel, property, 

I 
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and records vested in the National Security COUllcil/Special 

Coordination Committee, Working Group on 'l'errorism. 

TITLE IT-REORGANIZATION OF THE 

DEPARTMENT OF TRANdPORTATION 

ESTABLISHMENT OF OFFIOE FOR COMBATING TERRORISM 

7 
SEC. 201. (a) There is hereby established in the De­

partment of Transportation an Office for Oombating Terror­

ism, which shall be headed by an Assistant Secretary, ap­

pointed by the President, by and ,vith the advice and consent 
of the Senate. 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

(b) Section 5315(81) of title 5, United States Code, is 

amended by striking out "(4)" and by inserting in lieu thereof 
"(5)". 

OFFICE FUNOTIONS 

SEO. 202. The Office shall-

(a) coordinate, Supervise, and insure th.e efficient 

management, implementation, and development of all 

antiterrorist policies, programs, and activities of the 

Department of Transportation; and 

(b) work closely with the Council To Combat 

Terrorism, in assisting that Council in the performance 

of its functions. 

, 
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INFORMATION ON AIRPORT SECURITY 

SEC 203. Section 1115 of the Federal Aviation Act of 

3 1958 (49 U.S.C. 1515) relating to security standards in for-

4 eign air transportation is amended to ,read as follows: 

5 

6 

7 

"SECURITY STANDARDS IN FOREIGN AIR 

TRANSPORTATION 

"SEC .. 1115. (a;) The Secretary of Transportation shall 

8 conduct at such intervals as the Secretary shall deem neces-

9 sary an assessment of the effectiveness of the security meas-

10 ures maintained at those foreign airports serving United 

11 States carriers, those foreign airports from which foreign air 

12 carriers serve the United States, and at such other foreign 

13 lI.irports as the Secretary may deem appropriate. Such as-

14 sessments shall be made by the Secretary in consultation 

15 ,vith the appropriate aeronautic authorities of the concerned 

16 foreign government. The assessment shall determine the 

17 extent to which an ail'port effectively maintains and adminis-

18 ters security measures. The criteria utilized by the Secretary 

19 in assessing the effectiveness of security at United States air-

20 ports shall be considered in making such assessments and 

21 shall be equal to or above the standards established pursuant 

22 to the Convention on International Civil Aviation. The as-

23 sessment shall include consideration of specific security pro-

24 grams and techniques, including but not limited to, physical 

25 and personnel security programs and procedures, passenger 

,. 
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Ii 
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1 security and baggage examination, the use of electronic, me-

2 chanical, or other detection devices, airport police and secu-

3 rity forces, and control of unauthorized access to the airport 

4 aircraft, airport perimeter, passenger boarding, and cargo, 

5 storage, and handling areas. 

6 "(b) The report to the Congress required by section 315 

7 of this Act shall contain: 

8 

9 

10 

11 

12 

13 

14 

15 

16 

"(1) A summary of those assessments conducted 

pursuant to subsection (a) of this section. The summary 

shall identify the airports assessed and describe any 

significant deficiencies and actions taken or recom­

mended. 

(2) A description of the extent, if any, to which 

specific deficiencies previously identified, if any, have 

been eliminated. 

"(c) When the Secretary finds that an airport does not 

17 maintain and administer effective security measures at the 

18 level of effectiveness specified in subsection (a) of this section , 
19 the Secretary shall notify the appropriate authorities of such 

20 foreign government of this finding, and recommend the steps 

21 necessary to bring the security measures in use at that air-

22 port to the acceptable level of effectiveness. 

23 "(d)(I) Not later than 60 days after the notification re-

24 quired in subsection (c) of this section and upon a determina-

25 tion by the Secretary that the foreign government has failed 

to. 

, 
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1 to bring the security·measures at the identified airport to the 

2 level of effectiveness specified ill subsection (a) of this section, 

3 the Secretary-

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

"(A) shall publish .in the Federal Register and 

cause to be posted and prominently displayed at all 

United States airports regularly serving scheduled air 

carrier operations the identification of such airport; and 

'!(B) after consultation with the appropriate aero­

nautical authorities of such government and, notwith­

standing section 1102 of this Act,may, with the ap­

proval of the Secretary of State, withhold, revoke, or 

impose conditions on the operating authority of any 

carrier or foreign air carrier to engage in foreign air 

transportation utilizing that airport. 

"(2) The Secretary shall promptly report to the Oon-

16 gress any action taken under this subsection setting forth in-

17 formation concerning the attempts the Secretary has made to 

18 secure the cooperation of the nation in attaining the accept-

19 able level of effectiveness. 

20 "(e) Nothing in this section is intended to require the 

21 public disclosure of information that is properly classified 

22 under criteria established by Executive order or is otherwise 

23 protected by law. Such information shall be provided to the 

24 President pro tempore of the Senate and to the Speaker of 

25 the House of Representatives in a written classified report. 

f , 
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1 In such case, an unclassified summary of such information 

2 shall be prepared and submitted to the President pro tempore 

3 of the Senate and the Speaker of the House of Representa-
4 tives. ". 

5 

6 

7 

AVIATION SECURITY ASSISTANCE TO FOREIGN 

GOVERNMENTS 

SEC. 204. (a)(I) The Secretary of Transportation is 

8 authorized to promote the achievement of international avi-

9 ation security by providing technical assistance concerning 

10 aviation security to foreign governments. Such technical as-

11 sistanco may include the conduct of surveys to analyze the 

12 level of aviation security in airports and the provision of 

13 training in aviation security to foreign nationals. Such train-

14 ing in aviation security may be conducted either in the 

15 United States or in foreign nations. The Secretary may pro-

16 vide for the payment of subsistence and expenses for travel 

17 within the United States for foreign nationals receiving such 

18 aviation security training in the United States. 

19 
(2) The Secretary may require a foreign government to 

20 reimburse the United States for all, part, or none of the cost 

21 of providing the technical assistance authorized under para-

22 graph (1). 

23 (b) There is authorized to be appropriated to carry out 

24 the provisions of this subsection au amount not to exceed 

25 $100,000 for each of the fiscal years 1980, 1981, and 1982. 
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TITLE ill-..:REORGANIZATION OF THE 

DEPARTMENT OF JUBTICE 

3 ESTABLISHMENT OF OFFICE FOR COMBATING TERRORISM 

4 SEC. 301. (a) There is hereby established in the Depart-

5 ment of Justice an Office for Combating Terrorism, which 

6 shall be headed by an Assistant Attorney General, appointed 

7 by the President, by and with the advice and consent of the 

8 Senate. 

9 (b) Section 5315(19) of title 5, United States Code, is 

10 amended by striking out ~'(9)" and by inserting in lieu thereof 

11 "(10)". 

12 

13 

14 

15 

16 

17 

18 

OFFICE FUNCTIONS 

SEC. 302. The Office shall-

(a) coordinate, supervise, and insure the efficient 

management, implementation, and development of all 

antiterrorist policies, programs, and activities of the 

Departm,mt of Justice; and 

(b) work closely with the Council To Combat Ter-

19 rorism, in assisting that Council in the performance of 

20 its functions. 

21 EXPLOSIVE TAG GANTS 

22 SEC. 303. (a) 8ection 841 of title 18, United States 

23 Code, is amended by adding at the end thereof the following: 

24 "(CI) 'Identification taggant' means any substance which 

25 (1) is adlled to an explosive material during the manufacture 
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1 of such material and (2) is retrievable after detonation and 

2 permits the identification of the manufacturer, the date of 

3 manufacture of such material, and provides such other infor-

4 mation as determined by the Secretary of the Treasury. 
5 

"(p) 'Detective taggant' means any substance which (1) 

6 is added to an explosive material during the manufacture of 

7 such material, and (2) permits detection 'of such material 

8 prior to its detonation.". 

9 
(b) Section 842 of title 18, United States Code, IS 

10 amended by adding at the end thereof the fo!lowing: 

11 
"(1) One year after the date of the enactment of this Act, 

12 it shall be unlawful for any person or persons to manufacture 

13 any explosive material which does not contain an identifica-

14 tion taggant which satisfies the standards promulgated by the 

15 Secretn,ry as provided in section 847. 

16 
"(m) Two years after the date of the enactment of this 

17 Act, it shall be unlawful for any person or persons to manu-

18 facture any explosive material which does not contain a de-

19 tection taggant which satisfies the standards promulgated by 

20 the Secretary as provided in section 847. 

21 "(n) Two years after the date of the enactment of this 

22 Act, it shall be unlawful for any person or persons to trans-

23 port, ship, distribute, or receive, or cause to be transported, 

24 shipped, distributed, or receivl'ld, in interstate or foreign corn-

25 merce any explosive material which does not contain an iden-
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1 tification taggant which satisfies the standards promulgated 

2 by the Secretary as provided in section 847. 

3 "(0) Three years after the date of the enactmcnt of this 

4 Act, it shall be unlawful for any person or persons to trans-

5 port, ship, distribute, or receive, or cause to be transported, 

6 shipped, i!istributed, or received, in interstate or foreign com-

7 merce any explosive material which does not contain a detec-

8 tion taggant which satisfies the standards promulgated by the 

9 Secretary as provided in section 847. 

10 "(p) One year after the date of the enactment of this 

11 Act, it shall be unlawful for any person or persons to import 

12 any explosive material which does not contain an identifica-

13 tion taggant which satisfies the standards promulgated by the 

. 14 .secretary as provided in section 847. 

15 "(q) Two years after the date of the enactment of this 

16 Act, it shall be unlawful for any person or persons to import 

17 any' eKplosive_material which. does' not contain a detection 

18 .. taggant which satisfies the standards .promulgated by the 

19 Secretary a"8.provided in section 847. 

20 "(r) Two years after. the date of the enactment of this 

21 Act, it...shall.be unlawful for any person to resell or otherwise 

22 dispose of any explosive material sold as surplus .by a military 

23 or naval service or other agency of the United States which 

24 does not contain an identification taggant which satisfies the 

25 standards promulgated by the Secretary as provided in sec-
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1 tion 847. The shipment of surplus explosive materials from 

2 the Military Establishment where sold to the purchaser's 

3 place of business shall be in accordance with regulations pro-

4 mulgated by the Secretary. 

5 "(s) Three years after the date of the enactment of this 

6 Act, it shall be unlawful for any person to resell or otherwise 

7 dispose of any explosive material sold as surplus by a military 

8 or naval service or other agency of the United States which 

9 does not contain a detection taggant which satisfies the 

10 standards promulgated by the Secretary as provided in sec-

11 tion 847. The shipment of surplus explosive materials from 

12 the Military Establishment where sdd to the purchaser's 

13 place of business shall be in accordance ,vith regulations pro-

14 mulgated by the Secretary. 

15 "(t) The Secretary shall by regulation defer one or more 

16 of the time periods specified in paragraphs 0) through (s) by 

17 extensions of not more than one year at a time until thp, 

18 Secretary is satisfied that taggants: are available in sufficient 

19 quantity for commercial purposes; will not impair the quality 

20 of the explosive materials for their intended use; are not 

21 unsnfe; or will not adversely affect the environment. The 

22 Secretary shall inform the Congress sixty days prior to each 

23 extension, specifying the reasons for such extension, and esti-

24 mating the time the Secretary expects the provisions of this 

25 section will become effective. 
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1 "(u) The requirements of paragraphs (1) through (q) of 

2 this subsection shall not apply to any explosive material des-

3 ignated by the President' or his designee as an explosive ma-

4 terial to be used by the Department of Defense or another 

5 agency of Govermnent for .national defense or international 

6 security purposes. Any explosive material-so designated shall 

7 -be reported promptly to the Secretary of the Treasury.". 

8 (c) Section 844(a) of title 18, United States Oode, is 

9 amended (1) by striking out "(a) Any" and inserting in lieu 

10 thereof "(a)(I) Any", and (2) by adding at the end thereof the 

11 following new subsection. 

12 "(2) Any person who violates subsection (1) of section 

13 842 of this chapter .shall be fined not more than $10,000 or 

14 imprisoned not more than ten years, or both.". 

15 (d) Section 845(a) of title 18, United States Oode, is 

16 amended-

17 

18 

19 

20 

21 

22 

23 

24 

25 

(1) by striking "and" at the end of paragraph (5) 

thereof; 

(2) by striking the period at the end of paragraph 

(6); and by inserting in lieu thereof the following: 

"; and"; and 

(3) by adding at the end thereof the following: 

"(7) the provisions of subsection (1) of section 842 

of this title shall apply to paragraphs (4) and (5) of this 

subsection." . 
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IMPLEMENTATION OF MONTREAL CONVENTION 

SEC. 304. The Pre3ident shall develop standards' and 

3 programs to insure the full implementation of the provisions 

4 of the Oonvention for the Suppression of Unlawful Acts 

5 Against the Safety of Oivil Aviation (Montreal, September 

6 23, 1971). 

7 

8 
AIRCRAFT SABOTAGE 

SEC. 305. (a) Section 31 of title 18, United States 

9· Code, is amended-

10 

11 

12 

13 

14 

15 

16 

17 

(1) by striking out the words "Oivil Aerona,utics 

Act of 1938" and inserting in lieu thereof the words 

"Federal Aviation Act of 1958"; 

(2) by striking "and" at the end of the third 

undesignated paragraph thereof; 

(3) by striking the period at the end thereof and 

inserting in lieu thereof ";"; and 

, (4) by adding at the end thereof the follo\ving: 

18 "'In flight' means any time from the moment all the 

19 external doors of an aircraft are closed follOwing embarkation 

20 until the moment when any such door is opened for disembar-

21 kation. In the case of a forced landing the flight shall be 

22 deemed to continue until competent authorities take over the 

23 responsibility for the aircraft and the persons and property 

24 aboard. 
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1 "'In service'means an~ time from the beginning of pre-

2 flight preparation of the aircraft by ground personnel or by 

3 the crew·for a. specific flight until twenty-four hours after any 

4 landing; the period of service shall, in any event, extend for 

5 the entire period during which the aircraft is in flight.". 

6 (h) Section 32, title 18, United States Code, is amended 

7 to read as follows: 

8 "Whoever willfully sets fire to, damages, destroys, dis-

9 ables, or interferes with the operation of, or makes unsuitable 

10 Jor use any civil aircraft used, (I~erated, or employed in inter­

n state, overseas, .or foreign air commerce; .or willfully places a 

12 destructive substance in, upon, or in proximity to any such 

13 aircraft which is likely to damage, destroy, or disable any 

14 such aircraft, or any part or other material used, or intended 

15 to be used, in connection with the operation of such aircraft; 

16 .or willfully sets fire to, damages, destroys, or disables any air 

17 navigation fa{Jility or interferes ,vith the operation of such air 

18 navigation facility, if any such act is likely to 'endanger the 

19 safety of such aircraft in flight; or 

20 "Whoever, with . intent to damage, destroy, or disable 

21 any such aircraft, willfully sets fire to, damages, destroys, or 

22 disables or places a destructive substance in, upon, or in the 

23 proximity of any appliance or structure, ramp, landing area, 

24 property, machine, or apparatus, or any facility, or other ma-

25 terial used, or intended to be used, in connection with the 
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1· operation, maintenance, or loading or unloading or storage of 

2 any such aircraft or any cargo carried or intended to be car-

3 ried on any such aircraft; or 

4 "Whoever willfully performs an act of violence against 

5 or incapacitates any passenger or member of the crew of any 

6 such aircraft if such act of violence or incapacitation is likely 

7 to endanger the safety of such aircraft in service; or 

8 "Whoever willfully communicates information, which he 

9 knows to be false, thereby endangering the safety of any such 

10 aircraft while in flight; or 

11 "Whoever willfully attempts to do any of the aforesaid 

12 acts-shall be fined not more than $10,000 or imprisoned not 

13 more than twenty yearS,.or both.". 

14 (c)(l) 'Chapter 2, title 18, United States Code, is 

15 amended by adding a new section after section 32 to read as 

16 follows: 

17 "§ 32A. Offenses in violation of the Convention for the 
18 

19 
Suppression of Unlawful Acts Against the 

Safety of Civil Aviation 

20 "(a) Whoever commits an offense as defined in subsec-

21 tion (h) against or on board an aircraft registered in a state 

22 other than the United States and is afterward found in this 

23 country-

24 shall be fined not more than $10,000 or imprisoned not 

25 more than twenty years, or both. 
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1 '''(b) For purposes of this section a person commits an 

2 'offense' when he willfully-

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18· 

19 

"(1) performs an act of violence against a person 

on board an aircraft in flight if that act is likely to en­

danger the safety of that aircraft; Or 

"(2) destroys an aircraft in service or causes 

damage to such an aircraft which renders it incapable 

of flight or which is likely to endanger its safety in 

flight; or 

"(3) places or causes to be placed on an aircraft 

in service, by any means whatsoever, a device or sub­

stance which is likely to destroy that aircraft, or to 

. cause damage to it which renders it incapable of flight, 

or to cause damage to it which is likely to endanger its 

safety in flight; or 

"(4) attempts to commit, or is an accomplice of Ii 

person who commits or [lttempts to commit, an offense 

enumerated in this subsection.". 

{2) The analysis of chapter 2 of title 18 of the United 

20 States Code is amended by adding after item 

"32. IJestruction of aircraft or aircraft facilities." 

21 the follo\ving new item: 

"32A. Offenses in violation of the Convention for the Suppression of Unlawful Acts 
Against the Safety of Civil Aviation.". 

22 (d) Section 101(34) of the Federal Aviation Act of 1958, 

23 as ainended (49 U.S.C. 1301(34», relating to the definition of 
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1 the term "special aircraft jurisdiction of the United States," 

:2 is amended as follows: 

8 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

(1) by deleting the word "or" at the end of sub­
section (d)(i); 

€2) by deleting the word "and" at the end of sub­

section (d)(ii) and inserting in lieu thereof the word 

"or"; and 

(3) by adding a new SUbsection (d) (iii) as follows: 

"(iii) regarding which an offense as defined in sub­

section (d) or (e) of article I, section I of the (Montreal) 

Convention for the Suppression of Unlawful Acts 

Against the Safety of Civil Aviation is committed: Pro­

vided, That the aircraft lands in the United States with 

14 an alleged offender still on board; and". 

15 (e) Section 902(k) of the Federal Aviation Act of 1958 
, 

16 as amended (49 U.S.C. 1472(k», is amended by adding sub-

17 section (3) to the end thereof, to read as follows: 
18 

"(3) Wboever while aboard an aircraft in the special 

19 aircraft jurisdiction of the United States commits an act 

20 which would be an offense under section 32 of title 18, 

21 United States Code, shall be punished as provided therein.". 

22 (0(1) Chapter 2 of title 18,. United States Code, is 

23 amended by adding at the end thereof the follOwing new sec-
24 tion: 

... 
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1 "§ 36. Imparting or conveying threats 

2 "(a) Whoever imparts or conveys or causes to be im-

3 parted or conveyed any threat to do an act which would be a 

4 felony prohibited by section 32 or 33 of this chapter or sec-

5 tion 1992 of chapter 97 or section 2275 of chapter 111 of 

6 this title with an apparent determination and will to carry the 

7 threat into execution shall be fined not more than $5,000 or 

8 imprisoned not more than five years, or both.". 

9 (2) The analysis of chapter 2 of title 18 of the United 

10 States Code is amended by adding at the end thereof the 

11 following new item: 

12 

13 

"36. Imparting or conveying threats.". 

AIRORAFT PIRAOY 

SEO. 306. (a) Section 901 of the Federal Aviation Act 

14 of H158, as amended (49 U.S.C. 1471), is amended by adding 

15 at the end thereof the follo,ving new subsections: 

16 "(c) Whoever imparts or conveys or causes to be im-

17 parted or conveyed false information, knowing the inform a-

18 tion to be false, concerning an attempt or alleged attempt 

19 being made or to be made, to do any act which would be a 

20 crime prohibited by subsection (i), G), (k), or (I) of section 902 

21 of this Act, shall be subject to a civil penalty of not more 

22 than $1,000 which shall be recoverable III It civil action 

~13 brought in the name of the United States. 
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1 

2 

3 

4 

5 

6 

7 

"(d) Except for law enforcement officers of any munici­

pal or State government, or the Federal Government, who 

are authorized or required within their official capacities to 

carry arms, or other persons who may be so authorized under 

regulations issued by the Administrator, whoever, while 

aboard, or while attempting to board, any aircraft' in, or in­

tended for operation in, air transportation or intrastate air 

transportation, has on or about his person or his property a 

concealed deadly or dangerous weapon, which is, or would 

be, accessible to such person in flight shall be subject to a 

civil penalty of not more than $1,000 which shall be recover­

able in a (;ivil action brought in the name of the United 

States.". 
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(b) Subsection (a) of section 1395 of title 28, United 

States Code, is amended by striking the period at the end of 

such subsection and adding the follo,v.ing: ", and in any pro­

ceedin¥"to recover a civil penalty under section 35(a) of title 

18 of the United States Code or Sllotitn 901(c) or 901(d) of 

,the Federal Aviation Act of 1958, all process against any 

defendant or witness, othenvise not authorized under the 

Federal Rules of Civil Procedure, may be served in any judi­

cial district of the United States upon an ex parte order for 

23 good cause shown.". 

24 (c)(l) Section 902(m) of the Federal Aviation Act of 

25 1958 (49 U.S.C. 1472(m» is amended to read as follows: 

, 

" 
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1 "FALSE INFORMATION AND THREATS 

2 "(m)(I) Whoever willfully and maliciously, or with reck-

3 less disregard for the safety of human liie, imparts or conveys 

4 or causes to be imparted or conveyed false information know-

5 ing the information to be false, concerning an attempt or al-

6 leged attempt being made or to be made, to do any act which 

7 would be Ii felony prohibited by subsection (i), G), or (1)(2) of 

8 this section, shall Ii: fined not more than $5,000 or impris-

9 oned not more than five years, or both 

10 "(2) Whoever imparts or conveys or causes to be im-

11 parted or conveyed any threat tQ do an act which would be a 

12 felony prohibited by subsection (i), G), or (1)(2) of this section, 

13 with an apparent determination and will to carry the threat 

14 into execution, shall be fined not more than $5,000 or impris-

15 one~ not more than five years, or both.". 

16 (2) Tho table of contents of the Federal Aviation Act of 

17 1958, in the matter of title IT (subchapter IX, chapter 20 of 

18 title 49, United States Oode, section 1472(m», is amended by 

19 redesignating 

"(m) l~alse information." 

20 to read 

"(m) False information and throats.". 

21 (d) Section 903 of the Federal Aviation Act of 1958 (49 

22 U.S.O. 1473) is amended by striking "Such" at the begin-

23 ning of the second sentence of subsection (b)(I) of that sec- I 

-, 
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tion, and substituting therefor "Except with respect to civil 

penalties under section 901 (c) and (d) of this Act, such". 

~I.'ITLE IV -REORGANIZATION OF THE 

DEPARTMENT OF STATE 

ESTABLISHMENT OF OFFICE FOR COMBATING 

INTERNATIONAL TERRORISM 

SEC. 401. (a) There is hereby establis.hed in the De­

partment of State an Office. for Oombating International Ter­

rorism (hereinafter referred to as the "Office"), which shall 

be headed by an Assistant Secretary of State, appointed by 

the President, by and with the adviee and cons€nt of the 
12 Senate. 

13 
(b) Section 5315(22) of title 5, United States Oode, is 

14 amended by striking out "(11)" and inserting in lieu thereof 
15 "(12)". 

16 

17 

18 

19 

20 

21 

22 

23 

24 

OFFICE FUNCTIONS 

SEC. 402. l'he Office shall-

(a) coordinate, supervise, and ·insure the efficient 

management, implementation, and development of all 

antiterrorist policies, programs, and activities of the 

Department of State; 

(b) work closely with the Oouncil to Oombat Ter­

rorism, in assisting that Oouncil in the performance of 

its functions; and 

, 
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(c) assist the President in the implementation of 

section 105 and the other provisions of this Act. 

PRIORITIES FOR NEGOTIATION OF INTERNATIONAL 

AGREEMENTS 

5 SEC. 403. (a) The President is hereby urged to seek 

6 international agreements to assure more effective iuternation-

7 al cooperation in combating terrorism. 

8 (b) High priority in the negotiation of such agreements 

9 should be given to agreements which include, but which need 

10 not be limited to the following: 

11 (1) establishment of a permanent international 

12 working group, including subgroups on topics as may 

13 be appropriate, including but not limited to, law en-

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

forcement and crisis management, which would combat 

international terrorism by-

of-

(A) promoting international cooperation 

among countries; and 

(B) developing new methods, procedures, 

and standards to combat international terrorism; 

(2) establishment of means to effect observance 

(A) the Oonvention for the Suppression of 

Unlawful Seizure of Aircrdt (The Hague, Decem­

ber 16, 1970); 

r 
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(B) the Oonvention for the Suppression of 

Unlawful Acts Against the Safety of Oivil Avi­

ation (Montreal, September 23, 1971); and 

(0)' the Oonvention on the Prevention and 

Punishment of Orimes Against Internationally 

Protected Persons, Includ\ng Diplomatic Agents 

(New York, lJecember 14, 1973); 

(3) establishment of international legal require­

m(mts to prohibit and punish the act of taking 

hostages. 

\ 
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SECTION-BY-SECTION ANALYSIS OF THE 
"OMNIBUS ANTITERRORISM ACT OF 1979" 

Sec. 1. This section provides that this act shall be named 

the "Omnibus Antiterrorism Act of 1979." 

Sec. 2. Table of Contents. 

Sec. 3. Declaration of Findings. 

This section lists the findings of Congress. The findings 

include: that terrorism has caused and resulted in Violations 

of human rights, the killing of innocent people, and threats 

presented to an orderly, civilized world. Also found is the 

need for top-level, federal coordination of policy planning 

and implementation to combat terrorism,' and therefor~ the need 

for the creation of the Council for Combating Terrorism and 

the creation of the Positions of Assistant Secretary of State, 

Assistant Secretary of Transportation, and Assistant Attorney 

General. Further l.n l.ngs lonc u e: f · d' . 1 d certain nations have sho.m 

support for terroristic acts; some nations ,have not implemented, 

effective se~urity measures ~n their L~ternational airports; 

and economic sanctions should be established against countries 

which aid, ,abet or harbor terrorists. 

Sec. 4. Declaration of PUrJIoses. 

'Pie Act ~ll strengthen U.S. federal capacities in policy 

and planning, coordination, intelligence gathering, and response 

• Counclo'l for Combating Terrorism under by creating a permanent 

,the Executive Office of the President, and by establishing . 
offices in the Departments of State, Transportation, and 

Justice, each to be headed by an Assistant Secretary and, 
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in the case of,the Department of Justice, by an Assistant 
Attorney General. 

F~rther. the purpose uf this act is to link the U.S. pol­

icies and, obj ectives conCernirlg terrorism with those of the 

world Community,' to provide for strong u. S,un'ilateral steps 

to be taken, against states which support terrorist actiVities, 

and to take a lead in the i~ternational COmmunity to demonstrate 

that the U.S. is committed to solving the problems of terrorism. 
Sec. 5. Definitions_ 

In this section, the definition of "in7ernational terrorism" 

is comprised of five component parts. First, the definition 

includes 'those of three international conventions: The Hague 

COnvention, 1970, The Montreal Convention, 1971, and the Conven­

tion of the Prevention and Punishment of Crimes Against Inter-

• nationally Protected PersonS,-InCluding Diplomatic Agents, 
1973. 

Second, the definition includes descriptions of other unlaw­

ful actions ,including all Possible forms of terrorism, such as ' 

bombing, kidnapPing, or obst~ction of commerce. 

Third, the definition concerns. itself with the international 
context in,which the act must take place. 

Fourth, ~he definition explains that the act performed, 

in order to be considered an act of international terrorism, 

must. threaten the interests of a state or an international 
organization. 

Fifth, the definition sets out that essentially military 

operations are not to be considered acts of international 
terrorism. 
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The definition of "state support of international terrorism" 

means that any state shall be considered supportive of terrQrism 

if the ,stat~ deliberately furnishes arms, explosives, training, 

or'lethal substan.ces, planning, directing, provi'ding assistance, 

) or use of diplomatic faCilities, financial support or sanctuary 

from extradition to persons Who will very likely commit acts 

of terrorism. 

TITLE I - REORGANIZATION OF EXECUTIVE OFFICE OF THE 
PRESIDENT 

Sec. 101. Establishment of CDuncil to Combat Terrorism. 

This section establishes, in the Executive Office of the 

President, the Council to Combert Terrorism, placing it under 

the supervision and direction of the Assistant to the President 

for National Security Affairs. 

Sec. 102. Council Functions. 

Listed in this sect:i,on are the six functions of the proposed 

Council. They include: assisting the President in implementing 

this Act; aSSisting in the preparation of the Lists of States 

Supporting International Terrorism; coordinating and evaluating 

ongoing activities and programs pertaining to terrorism; insuring 

that the U.S. government can react appropriately to t~rrorist 

acts a!fecting U.S. citize~s OF property; and making recommenda­

tions to the Director of the Office of Management and Budget 

concerning the funding of any antiterrorist programs. 

Sec. 103. Council Membership. 

Listed in this section are the members of the proposed 

Council. They are: 
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1) the Assistant to the President for National 

Security Affairs; 

2) the Secretary of State; 

,3) the Secretary of the. Treasury; 
4) the Secretary of Defense; 
5) the Attorney General; 

6) the Secretary of Transportation; 

7) the United States Ambassador to the 

United Nations; 

B) the Director of Central Intell~gence; 

9) the Assistant to the President for Domestic 

Affairs; 

10) the,illirector of the Federal Bureau of 

Investigat:(on. 

Sec. 104., Report on Acts .0f .. International Terrorism. 

This section.describes the annual'report,tobe prepared 

. by "the President fol:' sUbmission td Congress. The report shall 

describe in detail. any acts of international terrorism involv_ 

.ing U;S. citiZens or interests" the countries involved, their 

roles, and the response of the U.S. 

Sec. 105. List of States Supporting International T~rrorism. 
This section describes the. annual list of states support­

ing international terrorism to be prepared by the President 

for the Congress. The-report will list any states found to 

be supportiv~ of ·terrorism and desc,ribe any sanctions placed 

up~n those states. The President may, at any time add a 

country to the list'provided that the addition and an explana­

tion' are reported to the Congress, The ~residel1t mp,y remove 

, 
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a country from-the list, provided Congress does not disapprove 

of the removal by concurrent resoluti?n. 

Sec. 106. Sanctions Against States SuPporting Inter­
national Terrorism. 

Sanctions to be placed upon states supporting international 

terrorism and listed according to Sec. lOS, are automatic. 

The sanctions include: providing no assistance under the 

Foreign Assistance Act of 1961, denying military sales and 

training as provided for in the Arms Export Ccmtrol Act, extend­

ing no duty free treatment as provided for in the Trade Act 

of 1974, approval of no export licenses for'the export of 

commodities or technical data which would enhance the military 

potential of the foreign government, and permitting no entry 

to the United States of any nationals of such country for the 

purpose of acquiring training in the nuclear sciences or sub-

jects of military applic~bility. 

If the President finds that national security dictates, 

the waiver of sanctians may be so done providing the President 
consults the' Congress beforehand. 

The President is charged with the duty of combating inter­

national terrorism and reducing the number of states supportive 

of int.ernational terrorism. He would be required to seek appro­

priate diplomatic actions and other measures to achieve this 

goal, taking into account the U.S .. ~elatidns with the nations 

involved while pursuing his goals. 

Sec. lei7. Report on Federal and International Capabilities 
to Combat Terrorism. 

This section requires a report on Federal and International 
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Capabilities to COmbat Terrorism, to be submitted biannually to 

Congress by the President·. The report shall review and evaluate 

federal. poliCies, programs, organizational structures, and 

res.ponse c;apabilities. Also, the. report shall assess the 

effectiveness and capabilities of the International Civil Avia­

tion Organization and other international programs aimed at 

establishing proper airport security standards to combat terrorist 
activities. 

Sec. 108. Transfer of Existing Functions and Property. 

Under this section, the functions,' authorities, records, 

personnel, and property of the Cabinet COmmittee to COmbat 

Terrorism are transferred to and vested in the Council to 
Combat Terrorism. 

TITLE II - REORGANIZATION OF THE DEPARTMENT OF TRANS­
PORTATION 

Sec. 201. Esta.blishment of Office for Combating Terrorism. 

. An Oftice for Combating Terrorism is established in the 

Department of Transportation. The office ~s to be headed by 
an Assistant Secretary. 

Sec. 202. Office Functions. 

The office shall work with and assist the Council to Combat 

Terrorism by coordinating, developing and implementing all 

anti-terrorist policies of the Department of Transportation. 

Sec. 203. Information on Airport Secur:i.ty. 

This section amends Sec. 1115 of the Federal AViation Act 

of 1958 by requiring the Secretary of Transportation to study' 

and assess the effectiveness and maintenance of security measures 

used in foreign airports serving U.S. planes or serving any 
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foreign aircraft flying into the United States. In making these 

assessments, he is required to consider the effectiveness of 

security at United States airports and shall consider other 

specific ~riteria, including those standards agreed upon at 

the Convention of International Civil Aviation. If deficiencies 

are noted, the Secretary shall recommend to the foreign author­

ities measures to upgrade their security system. Should the 

foreign officials not act upon the recommendations of the Sec­

retary, the Secretary shall make public the deficiencies ,of 

the airport, and with the approval of the S~cretary of St~te, 
may hold, revoke or impose operating conditions on the authority 

of any carrier or foreign air carrier to engage in transportation 
at that airport. 

The Secretary's report to Congress shall identify all air­

ports assessed, their deficiencies, and any actions taken qr, 

recommended. All actions taken by the Secretary shall be 

promptly reported to the Congress; 

Sec. 204, Aviation Security Assistance to Foreign Govern- , 
ments. 

The Secretary of Transportation is authorized to proVide 

technical aviation security assistance to foreign countries. 

The .3s~istance may consist of conducting surveys to measure the 

quali~ty of security or training foreign nationals in the field 

of aviation security. Should the t;:raining be held in the U.S., 

travel and subsistence expenses may be provided for by the 

Secretary, who mayor may not reque'st reimbursement from the 
for-eign country, 
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TITLE III - REORGANIZATION OF THE DEPARTMENT OF JUSTICE 

Sec. 301. Establishment of Office of Combating'Terrorism. 

T~is section establishes, in the Department of JUstice, 

an'Office for Combating Terrorism, to be headed by an Assistant 
Attorney, General. 

Sec. 302. Of;fice P'unctions. 

The office shall work with and assi~t the Council to Combat 

Terrorism by coordinating, developing and implementing anti-

terrorist policies of the Department of Justice. 

Sec. 303. Explosive Taggants. 

This section amends section 841 of title 18, United States 

Code, by defining and requiring the use of identification and 

detection taggants in explosives. A detection taggant is defined 

as a substance added to explosive material permitting detection 

of the cAplosive material prior to its detonation. An identifi­

cation taggant is defined as a substance added to an explosive 

material which can be retrieved after detonation, decoded and 

traced back to the manUfacturer. 

The fOllOwing are descr~ptions of subsections amending 

section B42 of title lB, United States Code: 

(1) This section declares that one, year after the enact­

ment of this Act it shall be unla,wful to manufacture' explosive 

mater~al that does not contain an identification taggant. 

(m) This section declares that 'two years after the enact­

ment of this Act it shall be unlawful to manufacture explosive 

material that does not contain a dete.ction taggant~ 

(n) This section declares that two years after the enact-

50-412 a - 80 - 24 
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ment of this Act it shall be unlawful to transport or to receive 

any explosive material not containing an identificatton taggant. 

(0) This sectiC:1 declares that three years after the enact­

ment of th,is Act it shall be unlawful to transport or lio receive 

any explosive material not containing a detection taggant. 

(p) This section declares that one year after the enactment 

of this Act it shall be unlawful to import any explosive material 

not containing an identi£ication taggant. 

(q) This section declares that two years after the e,nact­

ment of this Act it shall be unlawful to i~ort any explosive 

mateT'ial not containing a detection taggant. 

(r) This section declares that two years after the enact­

ment of this Act it shall be unlawful to resell or dispose of 

explosive material sold as surplus by a military s€!rvice not 

containing an identification taggant. 

(s) This section declares that three years after the enact­

ment of this Act it shall be unlawful to resell or dispose of 

explosive ma.terial sold as surplus by a military service not 

containing a detection taggaI!t. 

, (t) This section declares that the time pe,:iods for para­

graphs (l).throug~ (s) ma~ be extended by the Secretary until 

the taggants meet his specifications of quality, quantity, 

and safety. 

(u) This section declares that'paragraphs (1) through (q) 

shall not apply to military explos~ves used by the Depa:t;tment 

'of .Defense. 
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Sec. 304. Implementation of Montreal Convention. 

This section provides that the President shall create pro­

grams and policies in order' to insure the full implementation 

of,the provisions accepted in the Montreal Convention, 1971. 

Sec. 305. Aircraft Sabotage. 

This section proposes amendments to existing law, title 18, 

United States Code, to implement the provisions adopted at the 

Montreal Convention. 

Subl~ection (a) adds the definitions of "itt flight" a,nd 

"in service" as an amendment to title 18, United States Code, 

making it more clear and precise. The amended section lists 

specific acts of air terrorism (such as bombing, damaging civil 

aircraft or endangering the lives of passengers or crew members), 

and declares that an offender shall be fined not more than 

'$10,000 or imprisoned not more t'han twenty years, or both. 

Subsec'l:ion (c) (1) amends chapter 2, title 18, United States 

Code, by adding a new section 32A. Jurisdiction is established 

over anyone committing any offense described in 32A(b), pro­

vided the offender is on boa~d a foreign registered aircraft 

that is found afterward in this country. Offenses described in 

32A(b) inc~ude: willfully endangering or attempting to endanger 

the safety of an aircraft in flight by performing an act of 

viole~ce against a person on board an aircraft; by destroying 

or damaging an aircraft; or by placing any device on an air­

craft in service that is likely to destroy that aircraft. An 

offender shall not be fined more than $10,000 or imprisoned not 

more than 20 years, or both. 
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Subsections (d) and (e) further -impiem~nt proposals set 

forth in the Montreal Convention by amending the Federal Avia­

tion Ac.t of 1958. 

Subsection (f) amends chapter 2, title 18, of the Uni,ted 

States Code by declaring it a felony to convey threats ,of 

destruction or disablement of aircraft or related facilities. 

Sec. 306. Aircraft Piracy. 

This'section amends .section 901 of the Federal Aviation 

Act of 1953 by adding new subsections declaring it illegal 

to impart or convey false information, kno~ng that info~tion 

to be. false and also decJ:aring it illegal for an unauthorized 

person to board an aircraft with a concealed, dangerous weapon. 

Also 'amended is title 28, United States Code, section 

1395.(a) by providing that all process against any defendant or 

witness could be served, ;not only at the place of residence of 

the defendant but also iIi ..the district where the violation 

occurred. 

Sec. 902(m) of the Federal Aviation Act is also updated 

to agree 'with proposed laws ~n this section. 

TITLE IV -- REORGANIZATION OF THE DEPARTMENT OF STATE 

Sec. 401. Establishment of Office. for Combating Inter­
national Terrorism. 

'l;his section establishes an Of.:fice for Combating Inter­

national 'i'errorism in the DepartlT.ent .of State, to be headed 

';y an Assistant Secretary of State. 

Sec. ~02. Office Funct~ons. 

The office shall work with and assist the Council to Combat 
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Terrorism by coordinating, developing and implementing anti­

terrorist policies of the Department of State. 

Sec. 403. Priorities for Negotiation of International 
Agreements. 

This section sets some Presidential priorities to be .con­

sidered'in negotiating international agreements, including: 

the establishment of a permanent international working group 

to promote cooperation among countries and to develop new 

response methods to combat international terr0rism; the observance 

of the Hague Convention, 1970, the Montreal Convention, 1971, 

and the Convention of the Prevention and Punishment of Crimes 

Against Internationally Protected Persons. Including Diplomatic 

Agents, 1973; and the establishment of international laws pro­

hibiting the taking of hostdges. 
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S~ATEMENT OF 

MARY C. LAWTON 
- DEPUTY ASSISTANT ATTORNEY GENERAL 

OFFICE OF LEGAL COUNSEL 

BEFORE TIlE 

COMMITTEE ON GOVERNMENTAL AFFAIRS 

'UNITED STATES SENATE 

S. 333 

OMNIBUS ANTITERRORISM ACT OF 1979 

March 30, 1979 

I 371 

Mr. Chairman and Members of the Committee: 

The Department of Justice appreciates the 

opportunity to sUbmit this statement concerning S. 333, 

the Omnibus Antiterrorism Act of 1979. We worked closely 

v 

with this COmmittee and other Committees of both the 

Senate and House of Representatives last year on the 

predecessor bill and we look forward to working with you 

again in an effort to enact effective antiterrorism 
legislation. 

Many provisions of S. 333 are within the primary 

expertise of other agencies in the Executive Branch Which 

will 'address them in greater detail for this Commjttee. 

This statement will be confined, for the most part, to 

provisions of the bill directly affecting concerns of the 

Department of Justice. First among these is the provision 

in section LOSee) which Subjects a Presidential "proposal" 

to remove a country from the list of those supporting 

international terrorism to a congressional veto by 

concurrent r~solution. In the opinion of the Department 

of Justice, this provision is unconstitutional. 

As drafted' the provision could be read in one of two 

ways: either the President has been giVen authority to 
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determine which countries belong on the list but 

Congress can veto some of his determinations, or the 

President has only been given authority to place 

countries on the list but only Congress can remove 

co.ul1tries from the list. In either case, the provision 

is constitutionally defective. 

If authority has been cc~ferred upon the President 

by statute to place countries on the list and remove 

them from it, the responsibility to exercise that 

authority is vested in him by Article II, §3 of the 

Constitution. The Congress may revoke the authority 

granted by statute, but only by enacting another statute 

in the manner prescribed by Article I, §7, that is, the 

action of both Houses and the approval of the president 

or the override of h~s veto. Accordingly, if the intent 

of S. 333 is to confer on the President the authority to 

determine which countries should properly be listed as 

Supporting international terrorism, placing names on the 

list or removing them qS the facts warrant, the making of 

these determinations becomes an exercise of his 

constitutional authority to execute the laws. Congress 
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may not limit this authority or review its exercise 

except by a full legislative act __ a statute or joint 

resolution Subject to his approval. This is the sole 

method prescribed by the Constitution for altering the 

functions conferred on the President by statute or 

otherwise exercising oversight over his execut~on of 
the law. 

If the bill intends to confer on the President the 

power to place nations on the list but to retain in 

is likeWise defective. As drafted, the bill provides 

for negative action only. That is, Congress could be 

silent and a country would presumably cease to be on the 

Congress the power to remove nations from the list, it 

list, but Congress could, by concurrent resolution, retain 

~ name on the list. This is inconsistent with the method 

of legislating prescribed in Article I. Under the 

Constitution, the Congress must act in order to exercise 

its legislative role, it cannot legislate by silence. 

Moreover, every act of Congress "shall, before it becomes 

a Law, be presented to the President of the United States." 

If, then, Congress intends that only it may remove names 

from the list of nations supporting terrorism, it must 

provide for removal by statute. 
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Congress could, we assume, establish the list 

directly by statute, reserving as always the power to 

amend the list by statute. Congress may also confer the 

authority on the President to establish such a list or 

to delete countries from it. But if this authority is 

conferred on the President by statute, a statute is 

required to revoke it or to control the exercise of 

power under it. If Congress wishes to be advised of 

contemplated actions of the President so that it may have 

forewarning in order to prevent the President's action by 

alteration of his authority, then this shoUld be 

~~complished by requiring a notice, as provided in section 

105(e) and an alteration by jOint resolution. This is 

the method prescribed by the Constitution for maintaining 

the checks and balances among the separate but co-equal 
branches of Government. 

Title III of the bill would create a new Office in 

the Department of Justice, headed by an Assistant Attorney 

General, to coordinate all antiterrorism plans and policies 

of ~he Department. In our view, the creation of such a 

new office is unnecessary and undesirable. Presently 

responsibility for developing policies on terrorism, 
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working with the National Security Council Working 

Group on Terror~sm, and supervising Department of 

Justice response to specific investigations is vested 

in the Deputy Attorney General, the second ranking 

official in the Depar~~ent. We view the assignment of 

responsibility at such a high level as commensurate 

with the importance of our antiterrorism efforts. 

Since the Deputy Attorney General has continuing 

supervisory responsibility over, among others, the 

Federal Bureau of Investigation, the Criminal DiVision, 

the Law Enforcement Assistance Administration, the 

United States Marshals, and the Executive Office of 

U.S. Attorneys, elements of the Department having a role 

in the efforts to cOmbat terrorism, it is important that 

he bear the responsibility for coordinating the Depart-

-ment's efforts in this regard. The creation of a new 

and separate office would only serve to diffuse responsi­

bi~ity at a lower level with more limited authority. 

We are pleased to see that section 303 of the bill 

contains authority to require identification and detection 

taggants in explosives, as technology makes this feasible. 

The primary responsibility for these provisions rests with 
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of the Treasury, but the Department of the Department 

Justice is convinced that taggant requirements could 

to the entire law enforce­provide important assistance 

, terrorist incidents and ment community in prevent~ng 

apprehending those responsible. 

f th bill contain provision8 'Sections 305 and 306 0 e 

which the Department of Justice recommended to the 

, 1977 to implement the Montreal Convention Congress ~n 

the Suppression 'of Unlawful Acts Against the Safety of 

civil Aviation. We wholeheartedly endorse these 

provisions and urge their enactment. 

for 

t 1 Convention obligate Articles 1 and 5 of the Mon rea 

each contracting state to take such measures as may be 

h J'urisdiction over certain offens'es. necessary to establis 

'b certain acts such as Specifically, Article 1 proscr~ es 

damaging o~ destroying aircraft or navigation facilities, 

against persons aboard aircraft, or committing vi:>lence 

if such acts are likely to result in endangering the 

safety of the aircraft. Section 1(2) of Article 5 requires 

that each contracting state 

the offense is committed in 

To a great extent 18 U.S.C. 

establish jurisdiction "when 

the territory of that state." 

32 and related laws already 

make unlawful the offenses enumerated in Article 1. 
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However, because of certain significant gaps in our 

existing law it is necessary to amend 18 U.S.C. 32 to 

achieve complete conformity. For example, S. 333 would 

amend that section by Substituting for the present 

requirement of proving intent to damage an aircraft, the 

standard of the Montreal Convention __ namely, the 

conduct involved would be likely to damage the aircraft. 

Article 5 of the Convention obligates each contract­

ing state to establish jurisdiction over offenses when 

they are committed aboard an aircraft registered in that 

state and also "where the aircraft on board which the 

offense is committed lands in its territory with the 

alleged offender still on board." Thi.s latter requirement 

is met in S. 333 by creation of a new section 32A of 

Title 18, United States Code, which extends jurisdiction 

over offenses against the safety of aircraft to crimes 

committed on foreign registered aircraft where the offender 

is later found in the United States. This extension of 

jurisdiction will enable us to deal with international 

terrorists who are sUbsequently apprehended in the United 
States. 

Aside from the Converltion obligations, S. 333 would 

add a new provision to the code proscribing threats to 

destroy aircraft, 'proposed 18 U. S. C. 36,' would provide 

- 7 -
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civil penalties for certain aircraft hijack hoaxes 

and attempts to carry concealed weapons aboard aircraft 

and would establish special venue provisions in proceed­

ings to enforce civil penalties. We believe these civil 

penalties will provide a real aid to enforcement in those 

instances where the motive of the individual is not' 

perceived by juries to be truly criminal and the juries 

are therefore unlikely to convict him of a criminal 

offense. 

Aside from the foregoing comments, the Department. 

of Justice has one rather technical concern with S. 333, 

as presently drafted. Sections 104 and 105 of the bill 

require reports to the Congress but contain protection 

for classified information and information relating to 

criminal investigations. As drafted, h~wever, the 

protection for information relating to criminal investiga-' 

tions may be inadequate to protect pending cases from 

premature disclosure. The bill would protect only that 

informatio~ e~empted from disclosure by subsection (b) (7) 

of the Freedom of Information Act, 5 U.S.C. 552. That 

Act, by its terms, is inapplicable to disclosures to the 
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Congress,s U.S.C.' 552(cl. Accordingly, the literal 

terms of the bill would not authorize the exclusion of 

information relating to pending cases, even grand jury 

infOr~ation, from the report to Congress required by the 

bill. We are sure that this is not the intent of the 
Committee. 

The Department of Justice wili be pleased to respond 

to any questions of the Committee. 
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The Fire Marshals Association of North America appreciates 
the opportunity to submit comments on 5.333, the Omnibus 
Antiterrorism.Act of 1979. The Association specifically 
limits its comments to Section 303 entitled, Explosive 
Taggants. This section impacts directly on the duties and 
responsibilities of the members of the Fire ~!arshals 
Association of North America. 

As a matter of background, the Fire Marshals Association 
of North America (FMANA) was organized in 1906, and in 1927, 
became associated with the National Fire Protection Association. 
The membership of the Fire Marshals Association of North 
America is composed of state, county, and local fire marshals 
and designated members of their staff. 

Fire. Marshals are officials with statuto~y responsibilities which include: 

• the enforcement of fire codes 
• review of building construction fire safety plans 
• fire prevention inspections 
• fire cause', and arson investigations 
• fire data collection 
• fire legislation development 

Fire Marshals also provide advice to other officials or 
agencies within a jurisdiction on matters concerning firesafety, 
and are responsible for public firesafety education. 

In many state, county, or local jurisdictions, the Fire 
~!arshal is the official assigned responsibility for explosivllS 
licensing; for the issuance of permits for storage, transportation, 
or use of eX~)losives; for the certification of blasters; and 
the investigation of incidents involving the theft, misuse, Ot~ malicious use of explosives. 

The state, county, or local Fire Marshal is the public 
officer charged with the responsibility for determining the 
cause of fires and explosions that occur within their 
jurisdiction. The search for evidence at a fire scene or 
at the site of an explosion is often difficult. 

Any process or procedure which facilitates the gathering 
of evidence at an explosive incident Or allows the ready 
detection and identification of explosives, expedites the 
investigation conducted by the Fire Marshal. We realize 
that identification tagging is not designed to replace existing 
bomb scene investigation techniques, but to provide an accurate 
and simple method of supplementing the information gathering process. 
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Present methods of collection and anal': sis of explosive 
residues can and do provide critical inform~tion as to the 
type of explosive used in an incident. However, the present 
coding method.s do not assist. the investigative agency in 
tracing the product chain from manufacturer, through the 
distributor, 'LO the legal or illegal user following the 
blast. Taggants provide this ready trace mechanism: 

The Fire Marshals Association of North America strongly 
endorses the concept of providing readily identifiable 
taggants for explosive materials in order to assist in the 
detection and identification of explosive materials. i 
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Study of the Removal of Taggants 

from Explosives 

David J •. Edwards 

The Aerospace Corporation 

The samples of various taggant recovery tests performed by Rollins 

and Associates as described in his letter of 16 March 1979 (attached) 

were examined in their Rolla, Missouri test facility. There were two 

sticks each of Atlas 60% extr~ and Independent E explosives. There 

were three (3) samples from each stick. The first sample for sticks 

1-3 consisted of material removed from the sticks by Dr. Rollins 

in an attempt to remove taggants using a normal light and tweezers. 

In the case of the fourth stick, a normal light and a magnet Was used. 

The second sample from each stick was material collected using" 

UV light and strong magnet ~amorium-cobalt magnet). Because the uv 
light made the. taggants Visible, Dr. Rollins could be confident that 
taggants were being retrieved. 

F·jr sticks 2 and 3 the third sample consisted of the residue 

obtf'ined by. slurrying the detagged explosive in water and retrieving 
, 

any remaining taggants with a magnet. For sticks 1 and 4 the third 

sample~ consisted of residue collected from the firing chamber following 
a shot using detagged-explosive. 

Each of thes~residues was carefully examined and the number of 

taggants was counted and recorded in the attached table. The number 

of tags found in each sample are listed iii the a.ttached table. 

Samples 1,2,4,5,6,7,9, and 10 required no additional work to 

enable us to count the taggants in the sample. Sample 3, which failed 

to detonate in the chamber, had most of the original explosive present. 

This sample was slurried with water and the taggant removed with a magnet. 

Samples 8 and 11 had.'enough explosive material adhering to the tnggants 

that to facilitate counting, the samples were slurried in water and the 

taggants were removed with a magnet. SampJ~ 12 which ~as detonated in 

the firing chamber,_ had the normal amount of paint chips fro.n the charnbel;'. 

This sample was, as before, slurried in water and taggants "ere removed 
with a magnet. 

" 

\ 
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There ?ppears to be quite a discrepancy in the number of tags in 

the Atlas 60% Extra samples 8 and 11. This ma terial Has one of the 

earliest tagged in our program, It appears that the stick of dynamite 

corresponding to sample 11 had only -0.005% taggant. This low 

percentage is reflected in sample 12 which was the detonated sample. 

One very interesting feature wa~ the amount of taggant left in 

the water slurry from Ramples 6 and 9. Apparently, the taggants are 

attached to some of the explosive ingredients. The extra weight of 

the attached explosive preven"ts them from being picked up by a magnet. 

In any case complete removal of taggants appears to be impractical 

short of heroic efforts. In all instances 10-15% ,of the original taggants 

were left in the explosive after laborious removal efforts, and 2-6% of the 

original number of taggants were recovered after detonatio;' of the 
de tagged explosive. I 
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16 ~larch 1979 

Dave Edwards 

The Aerospace Corporation 

Re: At"las 60% Extra taggant retrieval 

The tags contained in two sticks of Atlas 60% Extra dynamite have 
been separated and recovered as described below. The sticks were 
2" X 8" and marked 070 6 77 R2. 

Bo"th charges .were unwrappe'(j and spread out in 2 yellow Kodak 
Duraf1ex trays, 12.5" wide by 14.5" long by 2.5" high. It is a granular 
material, gray in appearance, and cakes ,1 ike fine moist sand. Visible 
particles consist of spherical whitish-yellow particles and ?ma11er 
dark (black) particles. A small quantity of the explosive was spread 
out in a thin layer and some of the tiny dark specks were removed using 
a small screwdriver, a pair of tlveezers, and by separating them and 
Picking them up by a finger. Microscopic examination disclosed the 
black particle~ have the appearance of pulverized coal and the spherical 
particles are ammonium nitrate prills. No tags 'were visible upon 
exposing the separated particles to the long wavelength ( 366 nm) 

ultraviolet light. It is a ,slow, tedious process to separate the black, 
specks. Exposure to the nitroglycerine fUmes causes headaches and 

bending pver ,the, sp'r~ad"out mater,1~1 ca~~es a"""'ching back and shoulders. 
It is estimClted that more than 50: hours would 'be required to separate 
most of the ti~y ~ark s~ecks, from a single stick, of the 2" X.!l" Atlas 
60% Extra dynamite if someone. wanted to remove them.' 

The tags are not visible to the eye and microscopic examination 
of the explosive reveals .that the tags have explosive' material adhering 
to them,and are stuck to clumps of material rather than occurring as 
scattered loose tags that are easily separated. 

The spread out powder in the tray was exposed to the ultraviolet 
light, using the long wavelength (366 nm), and the visible tags were 
removed using the magnetic bar from the magnetic broom inside a plastic 
bag and a magnetic probe. Although the tags that are on edge or have 
the fluorescent side up are readily Visible under the light, some 8 hours 
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were spent separating the tags from the first stick of explosive. A 
flat \~ooden stick 5/8" wide by 5 i/2" long \~as used to spread and move 
the explosive around in the tray. exposing the concealed tags. 

After all visible tags were removed the explosive was reloaded 
into the original wrapper to the original density by pressing it, 
suspended in the cleaned and painted blast chamber and fired by a C-4 
electric blasting cap ( 13.5,grains). It was a good shot. 

The original charge weight was 458 grams. The collected residue 
after shooting in the chamber was 23.3 g. No tags were readily visible 
in the residue. The microscope revealed charred solid pieces, paint 
flecks, masking tape fragments, charred coal (?) particles, and some 

. ,.fi brous ma teri al. 

The second 2" X 8" stick of Atlas 60% Extra (452 g) was' treated 
exactly as the first down to where the explosive from the first stick 
was reloaded into its original wrapper. At this point, the detagged 
explosive from the second stick was slurried with water, dissolving 
the ammonium·nitrate and revealing additional tags that were collected 
and placed in a separate plastic bag. This indicates there are 
possibly tags, in the residue from the detonated material. 

The entire effort for both sticks required some 24 hours of tiring,' 
tedious, headachy effol·t.· About 1 hour was spent on each stick in 
collecting black particles, about 9 hours ear~n collecting tags, and 
2 hours each in shooting, collecting r~?idue and slurrying and collecting 
tags. The we't tags are more difficult to retrieve than dry ones and some 
seem to have lost their magnetic layer ~r didn"t have one. 

Re: Independent E -K type taggant retrieval 

A single stick, 1 1/2" X 12", of the K type material was cut in 
half. The first half weighed 208.8 g. and the second half was 213.3 g. 

Each half was divided into thirds and spread out in a thin layer 
on pieces of paper revealing spherical ammonium nitrate pri11s, brownish 
"damp sand" appearing material and small black particles but much less 
than for the Atlas 50% Extra material. The entire material was searched 
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for the black particles and about 40 ~Iere collected in an hour. The 
microscope showed black particles (pulverized coal ?), dark brown 
(nitroglycerine saturated ammonivm nitrate prills ?), and anmonium 
nitrate fines. No tags were visible with or without the ultraviolet 
light. ' 

The light (355 nm) was then used to make the tags visible and they 
were collected by the magnetic bar and the magnetic probe as before. 
The tags are coated and ~tick to explosive clumps that have to be 
phYSically crushed in order to''retrieve the tags. The same tiring 
effort was necessary to retri eve the tags a 1 though there was 1 ess 
material and less time was required, 5 to 7 hours per half stick of 
explosive. Some of the nitroglycerine \~as absorbed by the paper and 
when mater:ial from the first half was ,loaded and tamped bac'k' i'nto the 
original \~rapper and fired 'by a C-4 cap it failed (partial reaction). 
This Independent E material is also over;: yeal's old. 

The scattered residue was collected from the chamber and weighed 
154.3 g. as compared to the original weight of 208.8 g. 

The second half \~as treated identical to the first half down to 
where the detagged material was slurried with wate~ rather than 
reloading it. The water dissolved the ammonium nitrate and revealed 
additional tags th,at were. retrieved by the magnetic probe and placed 
in a separate plastic bag, 

,..c.. 

The effort for the Independent E material required about 20 hours 
of effort since there was less total material to handle than the 50% 

Extra charges, These wet tags,are also more difficult to retrieve than 
the dry ones and some seem not to be magnetic. 

.("r:~ ./f.' /P.-&..":" 
Ronald R. Rollins 
Senior Investigator 
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Sample Explosives Recovery Method No. of Tagsants 

stick 
1 Independent E Norn~l light & tweezer 0 
2 " " UV light and magnet 1371 
3 " " Residue f,rom firing chamber 93 

4 Independent E Normal light & tweezer 0 
5 " " UV light and magnet 1705 
6 " " water slurry & magnet 235>\ 

stick 2 

7 Atlas 60% Extra Normal lir.ht & tweezer. 0 
8 " " UV light and magnet 2000 
9 " " water slurry & magnet 82it>\ 

stick 3 

.' ~ 
00 
00 10 Atlas 60% Extra Normal light 6 magnet 4 

11 " " UV light and magnet 291 
12 " " Residue from firing chamber 5 

stick 4 

~ 

*-20 additional taggants were still visible in water slurry 

H 100-200 additinnnl tnggnnts were still visllblc in water s).urry 
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STATEMENT OF G. R. DICKERSON, DIRECTOR, BUREAU OF ALCOHOL, 
TOBACCO AND FIREAR~'S, DEPARTMENT OF THE TREASURY, ON SECTION 303 OF S.333 

Surrun~u:y -----
This statement has been developed by the Bureau of 
l\lcohol, ~'()bacco and Firearms, Departmen t of the 
Treasury, ~Iith the seientific advice of the l\.erospace 
Corporation, in order \:0 clarify the status of the 
g>:plOl1ives Taqging Program. This statement includes 
a brief history and status' report of the H [, D progl'am. 
Finally, recomnlendntions and suggested wording to be. 
incorporated into S.333 arc included. 

!~!.z 

'1'he J~xplosives 'fagging Program has a long history. For 
over 20 years laly enforeelllen·t o:."ficers who howe had to 
investiga b~ bombing crimes, and securi. ty officers I-Iho 
at·~cr.tpt to prcvcni: bombi.ngs have sought some support in 
the apprchcmG:i.on of the cl:inlinal and the Pl"<~vention of 
the crjl:tc. In 1973 the Bureau of Alcohel, ~i:obacco and 
l'irearmr:;, ~lh i,eh had beGfl ~i Vi~n the administ:r.ati ve 
iluthori ty OV0r the explosives industry in 'l'i tIc XI of 
thc Orgcmized Cl"ime Control l\ct of 1970, took tho 1('11d 
am()ng :int(!l:as"ted Pecteral agencies. In 197~ an l>,dvisory 
COP.'::littec en l::.plosives Tagying \"D5 char.tered to «d'!i!:0 
the Director 0.:: the Bureau of Alcohol, Tobacco and 
P:crcl<lrnu: in thE: use of SCic11ce "to SUppress criminal 
bOlnbil1~s, Since that til.tC, the Institute of Hakc~:::s of 
Explosivm; (THlJ) and the Sporting Arms ilnd Ammunition 
H<lllUfactllrcrs I Institute (SAAMI) wer(~ asked to become 
member:; of thi.s committee ~lh:i.ch they did. 1'.ttachment A 
gives the current memberohip. 'I'his membership is an 
amnl\1i1mation of "those uttempting to suppress bombing 
crimes <lIld those reprer3enting the industr.ies victimized 
by the crime. Since 1973, the I/1E and SM/.II have given 
a great deal of support to the progrnm in technology and 
in the I.lafety tests. l'1ithont their help, this program 
could not be as far along in the research us it is. 

!9.£I~~tion Ta9"E2llI 

To date, vie kno\~ th/lt I~e have developed a 'I:r:ggant for 
identification \~hi.ch survives the blast 0:1; commercially 
prOduced expl()sives ,\lId can be recovered at the scene 
of the crime Ulldcl' extl:emely adve.l;'se circUlllstances "to 
giVe u.s :information ~.'hich permits us to trace the explo­
sive. This trace ir~ valuable to the lUI-I enforcement 
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investigator becCluse it gives him a point at which to 
stClrt an investigation. In the La Guardia Airport 
bombing, the type of bomb has not been determined and 
no such pofnt to start the investigation has yet emerged. 

l'he existence of the identificati()n taggant I~ould do 
several other things which have b'~en of benefi t to 
society. First, if the same tag',)ant occurred in two 
places, this I·wuld indicate a conspiracy or at lenst a 
ncxus of tI~Cl criminal acts. l'his is an additional help 
to the criminnl investigator. It I~ould also tell us 
the type of explosi ve and from where it came. 'L'his in 
very hclpful in identifying the frequency of use of the 
various J:inds of explosives and gives us information on 
the technicjues used by criminals. In nddition, it would 
help us detcrmine a very difficult element in litigation, 
and that is whether an explosion was accidental or 
deliberate. Thousands of dollars Ul:e spent over this 
one point by insurance companios and claimants. Conse­
quently, there are benefi1:s beyond those which are 
norr-lally associated only \'lith the apprehension of the 
criminal bOlllber. 

Ive do not intnnd to tag all explosives. We intend to 
tag only i:hose that are significantly used in crime. 
'rhe AN],'O type of explosive is used commercially in great 
ql1untities in the United States; but In1 1'lOuld not tag 
thut type becnuse it almost never appears in Cril\leS and 
because it almost ahluys rcquires some sort of a booster 
or detonator to set it off. We will ba tagging these 
boosters and detonators. The last reported use of MFO 
in the United States: in a criminal bombing I~as t.he 
bombing of the mathematics center of the University of 
1·lisconsin. In that instance, dynamite ~taS used as the 
detonator, and if t.he dynamite had been tagged, inves­
tigators Iwuld have had an almost immediate reference 
to the criminal. 

,!Jetection Tagqing 

Research on detection tagging took longer than that for 
identificution tagging. Ive nOI~ have iS01ated several 
v1tpors which can meet our strict requirements,. which 
include h;:wing at least a 5-yC!ar life, not existing in 
nature, having no effect on health or the atmosphere, 
and being reasonable in cost. I'/e also have nO\~ 
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developed a method of packing in small spherical 
m~cro-capsules. 'rhree cOl~panies have made acceptable 
mLcro-encapsulated detectLon taggants. 

lIerospace is nOI~ negotiating contracts with the 
manufactUrers to perform the compatibility and safety 
tests as were done for identification taggants. Since 
detection taggants are much smaller than the identifi­
cation taggants, I~e foresee no problems of compatibility 
or safety. Since no records are required for detection 
taggants, l'le foresee much less opposition from those 
concerned I~i th recordkeeping. 

0pposi tio~ _and SUpport 

We recognize that no industry wants incL-eased government 
interfQ~'en?e ,in its business, and I/e have at.tempted to 
m~ke thLS Lnterference the least possible. The National 
RLfle lI~sociation representatives and representatives of 
the NatLonal Muzzle Loading Rifle Association are con­
cerned wi th ;::c1t1i tional government interference I~i th 
their sporting use of the POI~ders. These arc legi till1ate 
concern~; however, we are convinced that the taggants 
·c~n. be Lncorpo::ated into explosives safely, at a very' 
mLnLmal cost Inthout affecting performance and withou,t: 
burdensome recordkeeping. 

On the other hund, support for the tagging program comes 
not only from the Federal agencies responsible for pro­
tection against explosive crimes, but also from those 
groups victimized by bombing cri.mes. These i.nclude, 
among others, the Internntional Association of Chiefs of 
Police, the Air Line Pilots Ansociatioll, the Iiir 
Transport lIssociation, and the Fire Marshals lIssociation 
of North America. 

~bjections to ExplosiVes T~gqing 

The objections to the program baSically are: 
(2) cost; and (3) value to law enforcement. 

Safet:):: 

(1) safety; 

l,\t/~ac~r.l~nt ~ is a summa.ry of the safety testing of 
Ldent7f 7catLon taggants done by the ma.jor companies 
comprLsLng t.he Il1E anO. compiled by the Aerospace 
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Corporation. The participating companies have 
produced about seven million pounds of ta~Jg(!d 
explo~ives and distribut:d them for ~ale ~n,normal 
conunerciill channels. Tlus I~as a nat~om:l p~lot 
test designed by the Aerospace Corporat~on ~nder 
contract to ATF. No undue hazard has ~een ~d:n­
tified in the original laboratory test~ng or ~n 
this P~-oduction. 

The "permissible" explosives are those used in 
mines and are subjected to special safety tests by 
the Bureau of Hines Research and Development Center 
in Bruceton, Pennsylvania. The three makers of 
permissible explosives are Hercules, D~Po~t, and 
Atlas. As of Harch 20, 1979, the permJ.ss~ble explo­
sives with identificntion taggants of all three 
manufacturHrs hud passed the incenc1ivity tests. 
The tagged perxnissibles of DuPont a~d l.re:c~lles ,h~ve 
also passed the balance of the perm~ss:-b~lJ.ty tI~",t­
ing for chemical analyois and homogeneJ. ty. ~'he~r 
tagged permissibles have, th(!re~o:e,.passe~na~l . 
tests and they have been so not~f~ed. Atla ... ~s , 
still in test for Cheillical analysis nnd ho:nogcn~!J.ty. 
There is every rC'ason to believe the Atlas p~rmJ.s­
sibles will also pass. This is one more ind~cator 
of safety of tiOlgged explosives. 

~ 

Concern 'has been expressed over the price the 31~ 
Company nlight cl1nrge for the ta'ilgants., Nr. L. J. 
!Jessburg of tile 3N Company in h~s testunony before 
the SUDcommi ttee on Cl.-iminal La\~s and Procedures 
of the Senate Committee on the Judicinry o~ 
April 17, 19'18, stated thnt 3).1 caloulates ~ts cost 
for explosives taggant,s I~ill be bet\~een $25 and $40 
per pound. The $40 figure I~as used to calculate 
the cost of the program. While ~t may b: true th,:t 
for other purposes, such as taggJ.ng text~les or l~ve­
stock feed, the 3H Company is asking hi9"I1er pric~s, 
those prices do not apply to the ExplosJ.ves Tagg,tng 
Program. Attachlnent C is a copy of the letto:r 
dated Nilrch 14, 1979, frol11 3M to nepresentat~ve 
Glenn N. Anderson, Chairman of the House Sub­
committee on Aviation, re-affirming this price. 
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Th7 3M CCmpilnY ,at this stage is the only supplier. 
Thl s 000.S not n!e;l11 .that other manufacturers could 
not compete. Furthermore, 3~1 I~as the survivor of 
three contenders: the Ames National I,aboratory 
the \'lestinghousc CorpoJ:lltion, and the 3M Compan;. 
It helS surviVed a stiff competition. WhetheJ: or 
not it can maintain its favorable Position is 
something the mar);et ~lilJ. determine. G. E. is aloo I~orking on an identification taggant. 

To a~certain the leg-al posi tion, the DepaJ:tment of 
JUst.lce I~as gUeried on oimilar situations. 'l'he 
CIClan hir luncndmcnts of 1!J 70 addrCf3sed such a 
situation I~hen ,it appeared Possible that only one 
manufacturer could produce Pollution control 
dev·ices. '1'his amendr.lent authol:i:;:ed the depart­
mental Secretar.y to requf.Ost the assistance of the 
Attorney Gl'nc,ral \~ho would seek a court order to 
require the loanuCactul-cr of the unique device to 
licen:;e it to othel: manufacturers under rea(;ol1ahle 
ter.ms. If this is felt [:0 be a problem, similar 
language could be developed for this bill. 

Thus, there are several reasons to believe the 
c~7ts \·Io~l.ld b~ :,8pt rea8.ol1a~l7' Thc 3N Company 
sa~tl so :-n I~r:t. t:t.ng. CCl1!!,ct:t. t~on I,'ill probably 
emergC' SJ.nlpl}' through natUral economic forces. 
G: c. can produce an altC'rnate tagging system. 
F~nally, a legal requirement follo\'l1ng the prece­
dent of the environmental prote,.tion legislation 
would add a Pl-OGcdu:ce to ensure reasonable costs and service. 

Cons~do:rable conUllent I~as made on the subject of 
liab~l:t.ty. The eXplosiVes industry historically 
has been an ext:remely ha~al:dous business. This 
is tlw reason that in asking the companies to per­fOl:~ the safety anal.yses \','0 ask them to specify 
theJ.r own tests in ordel- thilt they could satisfy 
themselVes that the product was safe. In each 
,?ase, this ~as been done. The 311 Company is will­
:t.ng to pro:nde a taggant in accordance Idth 
specifications \~hich have been proven to be safe 
~nd, it is wil.U ng to accept liability for Clcfect~ 
~n lts taggants. 'l.'hat is the proper linlit of its liability. . 

, 
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Considm:able effort: and study have becn made to 
ensurc that the rccordkeepin~ £ ..... r trncing Iwuld 
not be Rn undue hU:CC\0n '1n~j a high cost. Nrl? has 
not (lsked for any :..ddition.:ll record keeping 
authOJ:ization. H(,cordkecping is nOI~ required for 
nIl m:plosives, m'd hlnck 'Uld smoJ~eless powders. 
Existing recordkeap.t1g l:equirements are sufficient 
for us to trace an explosive. \'113. do so occa­
sionally, today, "'hen lie are fortunate enough to 
recover the da'te/Ilhift code on the ontside I~rapper 
of iln \lIlexploded oxplosive, either nsed or don inned 
to be Ul,;cd in crime. l1e };noI1 it helps. We do not 
see anl' significcmt burd-~n unloss the three or four 
Rrldit:ional digits to record the taggant code are 
considered a burden over and above the recording of 
tho dai:e/f.lhift code for ·thE' explosive::; or the type 
of pOI';der required unclc,t' the logi$lation concerning 
firearms under which recol.'llkeepillg for smokeless 
POI';dl.lr is regulnt.ed. 

The cost to n(1minister the program has been miniMal, 
to dnte, t!nd \'lOuld be very small even I~hen fuJ.ly 
implemented. ur until I·larch of 1979, only 4 A'l~P. 
r,lo.n-ycal.'s per yeur were dcvotetl to the program nnd 
none of these lI'ere full-tilne personnel. As I~e gc~t 
into the adminintration of the p:cogrnm, I~e foresee 
that there I"ill be nC'edecl Rdc1itionRl personnel in 
the laboratories because r,lore residue will be sent 
to the laboratories for analysis, and we I"ill need 
more tJ:acers. Together these to·tal iive. We \'Iill 
need blo additionnl people in RegUlatory Enforce­
ment to ensure that the pro<]ram is Rdminist:ered 
properly. The Office of Criminal Enforcement, 
which provides the investigators of Cril:1eS, has 
deteJ:mined that no ndditional specinl a<]ents l'lill 
be needed for this program because the time of 
invelltigations Idll be cut so much that they will 
be'Rbl'e to hnl'lclle t,J1e increased number of investi­
gations Idthout ndditional people. 

There has been concern that reworked explcsives 
~Iould impair the progrnnt. Under ngrcements with 
the I11T:: and its member companies up until the end 
of 1978, it was determined that they could restrict 
their rework in mixing '.oJ 10~ of one mixture to 
another. This would be a very re<.lsonable rework 
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loixtur£? and ~s prncticnblc as identified by the 
compa~:t.c~ I-IhJ.ch have been 11illing to tUlk to us 
~n th.ts :t.;J~\le. On the other hand, the mixing of 
tagga}1ts I:1J.gh~ be a great benefit to invest:i.ga­
tors h,?cause J. t Iwuld nnrro~1 the pathways of the 
explosJ.ve to the criminal to a much more 
managenble level.. In short, we would hnve tl\'O 
or mort) pnthways to trace that would eliminute 
all othe:c pathl~ays identifi.ed. So thUl:e is an 
advanta~JC to rev;ork if not overdone. 

~I!£._t.~~~_l}.~~~ 

'l'here is <;,oncern by ::;portmncm about the use of 
~agval1ts J.n bl,(ck pOl1dl~r and srnokelefls POI'lc1er. J:: J.s true that thene POI','c1ers are uS\l<tlly con-. 
Ill.dered 1';'11 ordor explosives and t.her.efore caU1:e 
less 'ph~.·sJ.cal damage. On the othel: band, clouble­
baseu,slUokeless powder properly packed in a pipe 
bomb J.s as_po\~e~ful as soml~ dynamites. 'l'he major 
:;.eason to l.ncludo the blnck and r.:mokeless POI'.'clcrs 
l.~, th~t both arc effective against people. In 
J:.I18 J.n .1c:co~dnnce ~1.i.1:h reports to JITE' of thu 
l.nown explos_\vc<" black Po\\'dcr accounted for 20% 
(4 of the total.o.~ 20) of the killed and 14.8% (19 
of 128) of the l.nJured. Smclkeless PO\~der accounted' 
fOJ: l5~, (~ of 20) of the killed and 18'& (23 of 128) 
of the In]ured. 'rhe frequency of use of knol"11 
explosives in 1978 was as follows: 

Black POI~der 
SmOkeJess POwder 
Dynmnite 

12.1% 
13.0'1; 
10.n 

ATP Re1.~£E~ 

13.2% 
12.1'1; 
19.4% 

During~ that period black po\~cler p,t'oduction ~las less 
thall l~ of all commercially prodUced cap-scnsitive 
cxplor;J,ves, and smo]:eless POI'ldel.- repl.'esented 
~7tl,'een only H ~n~ 2'1;. The f:n~quel'tcy of usc, the 
kl.llec1, .and the l.!1Jured are far grenter than the 
proportl.on of production \~ould sugg(;st. For this 
:'easol1 alc;>ne, hlack ilnd Smokelcss powders shouid be 
J.ncluded J.n the t:agging program. 

On the other hnnd, if black and smokeless POI~dcrs 
arc excluded, it I~ill be nil Open invitation for 

( 
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the criminal to shift to the pmlders exc,lusively. 
They are cheap, casily acquired, and can be made 
into bo~bs very oonveniently. 

Dr. Julius Roth of the Management Science 
Associa'tes in his study, "Evaluation of the Needs 
and Benefits of the Explosives Tagging Program," 
fOlmd lJupport among la\~ enforcement officials 
for this program. He has fonmrded to us a 
letter identifying 14 sources contacted, of whidl 
10 provided the judgment as to the improvement in 
the arl:cst rate (Attachment D). supporting 
Dr. Roth's conclusion, hO\1eVCr, ATF has made its 
own study for FY-1978. It was an annlysis of the 
explosi ves .,hicl1 have a date/shift code on their 
.lrappel.· and \·;hich ar.e normally used I~i thin the 
wrapper. These are the dynnmites, water gels, 
and slurries. In some instances, 11e are able to 
recover t:he wrapper I~i th the date/shift code 
vlhioh enables UG to malee a :trace_ rathel.· promptly. 
!'Ie Hanted to det<ll:rnine if there was a difference 
in the success r.at:es. Attachment E Sl101'IS t:he 
statistics on tlwse explosives cr:illles for the 
year 1970 invcstigated by ATF special agents. 
ATF uses as the figure of merit those crimes 
"fol:I'larcled for prollecution." In the explosives 
with the date/shift code recovm:ed, the "for­
warded for prosc:cuti,;m" percentage is almost 
twice tlla t of the exploshres 11i thout the date/, 
shift coda recovered. Therefore, the llanagemcmt 
Science Associates prediction of an increase of 
from 8%,to a 12% arrest rate seems reasonab17· 
It has been asserted that in at least one state 
most blacl, powder llsed in bombs was homemade, 
so tagging would nol: help. \'lhile none of the 
crime laboratories break the data down betl1een 
homerntlde and cO!1mlercially made, it is very easy 
for the laboratOl:y analyst to distinguish home­
made black pOI'lder from commercially produced 
black pOI~der. Homemade black powder' is rarel~ 
used in criminal bombs. 

----------- -----
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1\ survey of qunlifincl explosives scientists 
sho\'led that homemade black pCJI~der \'las iClentified 
~n less than 5% of the caseo l.n ATF laboratories, 
~n le::;s thetn 2% of the cases in the FBI labora­
tory, and in none of the easel; in 8 years in the 
Louisiana State Police explosiv(~s laboratory. 
The FBI r s Nat~ionill DOln)) JJata Center docs not 
separate, but it reports very little homemade 
black pOI'/(lcr is reported. 

There has becn some concern th"t Rince the 
identificati<.m taggants are magnetic they could 
be. r,;mloved f~om the c):plosive by an enterprising 
cr.~ml.n~1. "IJ,th most explosives, ext:rac'l:ing the 
magnetl.c taggants would require vc~rj' sophisti­
cated scientific separation techniques. If 
attempted, there! is a good CI11111CO of destroying 
the explosive~ or t.he criminal or both. 

BlilCk and .smokeless pOI'lders t being dry and 
gr~nular, m:0- uno-Lher matter. r,1ngne'tic taggants 
could be rcmov':'ld by a magnet. To offset tiHlt 
cOllvenience, we, pJ all to use half magnetic 
taggant and half wi tllout the magnetic layer. 

In addition, I'm have research being pursued to 
devc::lop a 1\1(J,teriLll that is not magnetic until 
subJc'?ted to the heal and shod.; of an e:-:plosion. 
Then ~t becoln,?s magnetic. One family of chemical 
compounds exlubiting this chClracteristic is the 
ferrocenes. Tohe research to find the optimum 
such compound is being done at the Univl'll::sity of 
Maryland. Once this type of mat.erial is devel­
oped, the taggants vill no longer be ext:ractable 
by magnets. Neanwhil.e, the 50:"50 approach is 
suitable. 

DC'1tection tagging ~lill tal,e longer to become co:;:t­
beneficial; lmt on the other hand, if it can 
prevent th,,;, blo\\'ing up of one major passenger air­
craft cost~ng nearly $100 million, its benefit 
would be l?ai~ for. Obviously, we cannot protect 
all the m,'llll.ons of places that a criminal could 
place a bomb in the Unitcd States with a sensor to 
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G~nsc the explosives tagged for detection, but if 
II'e place it CIt points vlhero the likelihood is 
high or the cost of the possible explosion is 
high, then it l'.'ill be· beneficiu.1. It is also 
vallli:lblc fOl: the protection of highly s(msitive 
instnllations, both of privn·te corporations 'nnd 
the government. ~I'herefore, while Dr. Roth does 
not give it as rapid a pnyout u.s identification 
tagging, he cloes conclude that detection tagging 
also is c0st-ben(·£icinl. ~l'his analYllis by 
Dr. Roth I'las done w.i!:h HlodeJ:n scientific methods 
of prediction, nncl a.s he po.ints ollt, 1'7clS very 
conservative. 

RecO!'1lnendal:ionD 

Curren·tly, th(!re are several types of e}:p] osi ve 
materials, Gueh .... s medicineD and propel] <'nt-actua.ted 
tools, II'hieh arc nOI'1 (n:eI1pt from r(~gt11<.lt.ion by reaHon 
of ilp~cific OXGlTlptions in 10 U.S.C., Chapter 40, or the 
p(~c1cral Explosive Regulutions, 27 CFR, Purt 181. 

In aC!dit.ion, th!rc are: r:1nny explosive ma!:ori.als thell: 
lire m)ed in other ill<lu~·l:ri(!s·· and are rnrely used j n 
cri.ma. 'rhesa could be oxemp·t from tagging rc;:quirel.1ents. 
FurLhermore, tl1e1:0 are times in the 11>lIlU£auturing 
process when t<tg~ring is llot neened. l\'e lIould I\'elcome 
the opportunity to \'lOrk \d.th the CommiLt<:'e to develop 
suitabl(~ Imlguagc to provide for Guch a:wmpt.i.ons F.md 
temporary slwpension of the tugging rcqui:t'cllients. 

~9..l~ion 

We b:Ul;!: that these COhlll1ents \·d], 1. cla.rify some of the 
impl:(!Ss.i.on lcft by the statE,ments made hy wi tnes!')('!s. 
'rhe program is safe, not unduly enst:ly, <>nd is of vH1 un 
to la~l enforcC'rtwllt. W(> welcome tilly type of cxaminc:tion 
at allY time. 'l'hrough the j\dvi~:()ry Com.11i ttan on 1>;:-:1-'10-' 
sives Tagging I 1'.'0 keep all of the participunts fully 
infol'med as to the pl::09rE'ss of the research, and the 
cOlnl.d.ttee ill tl1l:n provides guidLLllce for Lhe Director of 
Nl'F on the ll'Cxt steps to be talwn. '.Phis hus proved a 
very \~orka!Jle arrnngeJ:'fmt, and I~hila we cannot ngree 
with the comments made on March 1, 1979, by the 
president of the Institute of Makers of U>:p10sives, 
~Ie are certainly apprecinl:ive of the suppor.t that hilS 
Leen giVen by the HlP. l:;embers in the past and also by 
the Sl'.MII members as 1'if'IJ.. 

[NoTE.-The attachments to the statement of Mr. Dickerson are retained in the committee files.] 
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STATEMENT OF GLEN R. MURPHY. DIRECTOR. INTERNATIONAL ASSOCIATION 
OF POLICE -- GAITHERSBURG. MARYLAND 

THANK YOU MR. CHAIRMAN, f APPRECIATE THI~ OPPORTUNITY TO 

APPEAR BEFORE THE SENATE COMMITTEE ON GOVERNMENTAL AFFAIRS TO 

EXPRESS THE BELIEFS OF THE fNTERNATIONAL ASSOCIATION OF CHIEFS 

OF POLICE REGARDING THE EXPLOSIVE TAGGANTS PROVISION OF S.333, 

THE fACP IS A NEMBERSHIP ORGAlnZATION WITH MORE !'HAN 

11,000 MEMBERS IN 63 NATIONS, ALTriOUGH THE MA,)ORITY OF ITS 

MEMBERSHIP IS FROM THE UNITED STATES, THE ASSOCIATION BELIEVES 

THAT THIS LEGISLATION WOULD HAVE A BENEFICIAL EFFECT ON LAW 

ENFORCEMENT AGENCIES THROUGHOUT TH[ WORLD, AS I~ELL AS AID IN 
THE PROTECTION OF THE WORLD COMMUN:TY, 

THE fACP SUPPORTS THE TAGGING OF EXPLOSIVES. fF BOMBINGS 

ARE NOT THE WORST OF CRI~IES, THEY I\RE INDISPUTABLY ONE OF THE 

MOST SERIOUS. THE WIDESPREAD DEATII, DESTRUCTION, AND PERSONAL 

INJURY INFLICTED BY THESE CRIMES ARE OFTEN OF CATASTROPHIC 

DIMENSIONS. BOMBS ARE A MOST FEARSOME WEAPON IN THE HANDS OF 

ANYONE. FOR THESE REASONS, EXPLOS! VE AND INCENDI ARY DEVI CES ARE 

A TRADEMARK OF THE TERRORIST WHO U!lES THEIR POTENTIAL FOR INTIMI­

DATION TO COW THE PUBLIC AND OFFIC!ALDOM INTO CONSIDERING BRAZEN 
AND UNREASONABLE DHIANDS. 

LAW ENFORCEMENT IS FACED WITH A GROWING USE OF DEVICES DEALING 

\'11TH BOMBS, EXPLOSIVES, AND INCEND!ARY DEVICES USED FOR THE MOST 

PART AS A MEANS OF EXTORTION, ACTS OF POLITICAL TERRORISM, OR 

BY MENTALLY DERANGED PERSONS WHOSE MOTIVES ARE ONLY KNOWN TO 

THEMSELVES. WE HAVE THREE BASIC CATEGORIES: THE MENTALLY 
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DERANGED PE~SON, THE CRIMINAL WHO USES A BOMB TO ACHIEVE A 

CRIMINAL PURPOSE, AND THE POLITICAL TERRORIST \~HOSE AIM IS 

WHAT DIFFERENT. YET ALL THREE POSE THE SAME PUBLIC SAFETY 

PROBLEM. 

SOME-

As YOU KNOW, THE EXPLOSIVE MAfER1ALS TAGGANTS PROVISION 

AMENDS CHAPTER 40, TITLE 18, OF THE UNITED STATES CODE, TO REQUIRE 

THE ADDITION OF TAGGANTS TO EXPLOSIVE MATERIALS FOR THE PURPOSE 

OF IDENTIFICATION AND DETECTION. 

AN "IDENTIFICATION TAGGANT" 1:0 DEFINED AS ANY SUBSTANCE 

WHICH IS ADDED TO AN EXPLOSIVE MATERIAL DURING THE MANUFACTURE 

OF SUCH MATERIAL AND IS RETRIEVABLE AFTER DETONATION AND PER~lITS 

THE IDENTIFICATION OF THE MANUFACTURER AND THE DATE OF MANUFACTURE 

OF SUCH MATERIAL. 

A "DETECTION TAGGANT" IS DEFINED IN THE PROPOSED BILL AS 

ANY SUBSTANCE THAT IS ADDED TO AN EXPLOSIVE ~IATERIAL DURING THE 

MANUFACTURE OF SUCH MATERIAL AND PERMITS DETECTION OF SUCH 

MATERIAL PRIOR TO ITS DETONATION. 

SECTION 81\2 OF TITLE 18 U.S. CODE CURRENTLY REGULATES THE 

IMPORTATION, TRANSPORTATION, SALE, RECEIPT, AND THE MANUFACTURE 

OF ~XPLOSIVES THAT ARE IN, OR AFFECT, INTERSTATE COMMERCE. 

UNLESS A PERSON IS PROPERLY LICENSED OR POSSESSES A PERMIT TO DEAL 

IN EXPLOSIVES, THAT INDIVIDUAL liAY NOT BE INVOLVED IN ANY OF THE 

ABOVE-MENTIONED AREAS WITH REGARD TO EXPLOSIVES. 

2 ~ 
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S. 333 AMENDS SECTI ON 842 BY ADDI NG THAT AFTER ENACTMENT OF 

THE BILL IT WII.L BE I LLEGAL FOR ANY PERSON OR PERSONS TO MANU­

FACTURE ANY EXPLOSIVE MATERIAL WHICH DOES NOT CONTAIN AN IDENTI-

FICATION TAGGANT. FURTHERI10RE, AFTER ENACTMENT IT WILL BE ILLEGAL 

FOR ANY PERSON OR PERSONS TO MANUFACTURE ANY EXPLOSIVE MATERIAL 

THAT DOES NOT >.J.ITAIN A DETECTION TAGGANT. 

§. 303 OF THE BILL PROVIDES THAT IT IS ILLEGAL FOR ANY 

PERSON OR PERSONS TO SHIP, DISTRIBUTE, OR RECEIVE, OR CAUSE TO 

BE TRANSPORTED, SHIPPED, DISTRIBUTED OR RECEIVED, ANY EXPLOSIVE 

MATERIALS NOT CONTAINING IDENTIFICr.TION AND DETECTION TAGGANTS 

IN INTERSTATE OR FOREIGN COMMEflCF.. IT IS ALSO UNLAWFUL FOR ANY 

PERSON OR PERSONS TO IMPORT ANY EXPI.OSIVE MATERIAL NOT CONTAINING 

AN IDENTIFICATION AND DETECTION TAGGANT. STAGGERED DATES FOR 

EFFECTUATION OF THE PROVIS IONS ARE ?i~OVI DED FOR BY THE SECTI ON. 

PURSUANT TO THE DEFINITION OF "EXPLOSIVES" CONTAINED IN 

TITLE 18, IT APPEARS THE BILL WOULD COVER UP TO 80% OF THE EX­

PLOSIVE DEVICES, AND AS A MINIMUM EOl, IF THE "EXPLOSIVE MATERIALS" 

DEFINITION INCLUDED BLACK AND SMOKELESS PO\~DER. IF THE DEFINITION 

JUST INCLUDED DYNAMITE, MILITARY IIt-:D OTHER HIGH EXPLOSIVES, 37% 

OF THE DEVI CES WOULD BE COVERED. Ir APPEARS THAT I F THE TERI-J 

"EXPLOSIVE MATERIAL" IS DEFINED PROPERLY, THE TAGGING WOULD BE 

OF GREAT AID TO THE LAW ENFORCEMENT INVESTIGATOR. TAGGING IS 

INEXPENSIVE, NOT EXPENSIVE. 

BOMBINGS PRESENTLY CONSTITUTE THE PRINCIPAL MANIFESTATION 

OF TRUE TERRORISM IN THE UNITED STJ'.TES, AND EVIDENCE SUGGESTS A 
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lI'KELY INCREASE IN THIS FORM OF TE~RORISM BECAUSE OF, AI10NG 

OTHER THINGS, ITS SYMBOLIC NATURE. THE INDISCRIMINATE CHARACTER 

OF MANY TERRORIST BOMBINGS, AND THE PATENT INNOCENCE OF S9 MANY 

OF THE VICTIMS, GENERATES A GREAT DEAL OF PUBLIC SUPPORT FOR 

STRONG ACTION IN THIS AREA. 

PRELIMINARY FIGURES RELEASED BY THE FBI BOMB DATA CENTER 

WHICH THE IACP ORIGINALLY DEVELOPED AND WAS SUBSEQUENTLY TURNED 

OVER TO THE FBI IN 1975, SHOW THAT 1,314 BOMBING INCIDENTS OCCURRED 

IN THE UNITED STATES AND PUERTO RIco IN 1977. As A RESULT OF 

THESE INCIDENTS, 22 PERSONS WERE KILLED AND 159 PERSONS WERE 

INJURED. RESULTING PROPERTY DAMAGE EXCEEDED $8.9 MILLION. 

FIGURES FOR 1978 SHOW THAT 1,278 BOMBING INCIDENTS, BOTH ACTUAL 

AND ATTEMPTED, OCCURRED IN THE 'UNITED STATES AND PUERTO RICO, AND 

FOR JANUARY AND FEBRUARY OF 1979, 158 BOMBING INCIDENTS OCCURRED 

IN THE UNITED STATE5 AND PUERTO RIco. 

DURING 1977, 984 OF THE 1,314 INCIDENTS INVOLVED EXPLOSIVE 

BOMBS AND 330 WERE INCENDIARY. TH~RE WERE 1,538 DEVICES USED. 

ONE THOUSAND AND SIXTY-THREE WERE ~XPLOSIVE AND 475 INCENDIARY. 

THE LEADING TARGETS IN 1977 WERE RESIDENCES, WITH 292 

ATTACKS. OF THE ATTACKS, 182 WERE EXPLOSIVE AND 110. INCENDIARY. 

THERE WERE 281 AGA INST COMMERC.I AL OPERATIONS AND OFFI CE BUI LDINGS, 

OF WHICH 211 WERE EXPLOSIVE AND 70 INCENDIARY. ONE HUNDRED 

AND SEVENTY-FOUR ATTACKS MERE MADE AGAINST VEHICLES, 125 EXPLOSIVE 

AND 49 INCENDIARY. SCHOOL FArIlITIES' WERE TARGETS IN 100 ATTACKS. 

EIGHTY-TWO INVOLVED EXPLOSIVE BOMBS AND 18 INCENDIARY. THIRTY-SIX 
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ATTACKS WERE DIRECTED AT LAI~ ENFORCEMENT, 18 OF WHICH WERE 

EXPLOSIVE AND 18 INCENDIARY. THE REMAINING 431 ATTACKS WERE 

WIDELY DISTRIBUTED AMONG A VARIETY OF OTHER TARGETS. BUREAU OF 

ALCOHOL, TOBACCO AND FIREARI1S DATA FOR APRIL El75-JULY 1977 

SHOWS THAT COMMERCIAL ESTABLISHMENTS, PRIVATE RESIDENCES AND 

VEHICLES ACCOUNTED FOR 60.7% OF ALL BOMBING INCIDENTS. 

IN 1976, 42.5% OF THE PERSON INJURIES SUFFERED FROM 

BOMBINGS WERE INCURRED BY INNOCENT 8YSTANDERS. INTENDED VICTIMS 

AND SUBJECTS ACCOUNTED FOR 24.5 PERCENT EACH. LAw ENFORCEMENT 

OFFICERS ACCOUNTED FOR 6.6 PERCENT OF THE PERSONAL INJURIES 

SUFFERED IN 1976. 

THE INCLUSION OF BLACK AND SMOKELESS POWDERS IN THE TAGGING 

PROVISION OF S.333 IS ESSENTIAL. IN THE PAST THE DYNAMITES, 

WATER GELS, AND SLURRI ES WERE THE HEAVY DANGER TO SOCI ETY. IN 

FACT, IN 1969 THAT CLASS OF EXPLOSIVES CAUSED 69% OF THE DEATHS, 

68X OF THE INJURIES, AND CLOSE TO 80% OF THE PROPERTY DAMAGE. 

IN 1978 THESE FIGURES H./IVE DRASTIC.~LLY CHANGED WITH THE SHARP 

INCREASE IN DEATHS AND INJURIES FROM THE USE OF BLACK AND SMOKE­

LESS POWDERS. IN 1978 OF ALL KNOWN BOMBINGS REPORTED TO ATF, 

DYNAMITES REPRESENTED 19.11% OF THE BOMBINGS, BLACK POWDER 13.2%, 

AND SMOKELESS POWDER 12.1%; HOWEVER, THE DAMAGE FOR DYNAMITES 

HAD DROPPED SIGNIFICANTLY. DYNAMITES ACCOUNTED FOR 35% OF THE 

KILLED, 20.3% OF THE INJURED, AND 34.3% OF THE PROPERTY DAMAGE. 

BLACK PO\~DER, ON THE OTHER HAND, H!iS ACCOUNTED FOR 20% OF THE 

KI LLED, 14.8% OF THE I NJURED, AND 1. 8% OF PROPERTY DAMAGE. 

SMOKELESS POWDER ACCOUNTED FOR 15% OF THE KILLED, 18% OF THE 
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INJURED, AND 1.5% OF THE PROPERTY DAMAGE. IN CONJUNCTION WITH 

THESE FIGURES, WE MUST NOTE THAT BLACK POWDER ACCOUNTS FOR LESS 

THAN 1% OF ALL CAP SENSITIVE EXPLOSIVES MANUFACTURED IN THE 

UNITED STATES AND SMOKELESS POWDER ACCOUNTS FOR JUST OVER 1% OF 

ALL CAP SENSITIVE EXPLOSIVES MANUFACTURED IN THE UNITED STATES. 

IT IS WELL KNOWN THAT BLACK AND SMOKELESS POWDERS ARE 

LOW ORDER EXPLOS IVES; THEREFORE, THEY CAUSE THE LEAST PHYS I CAL 

DAMAGE WHEN THEY GO OFF I N A NORMAl. SMALL PIPE BOMB, BUT THEY 

ARE VERY EFFECTIVE AGAINST PERSONNEL. CONSEQUENTLY, THE GROWTH 

IN THEIR DAMAGE IN KILLED AND INJURED AND THEIR INCREASED FRE~ 

QUENCY OF USE ARE VERY SIC;NIFICANT. FURTHER, IF THEY W~RE 

EXCEPTED FROM THE TAGGING REQUIRENENTS WE MAY ASSUME THAT THE 

USE OF BU,CK AND SMOKELESS POWDERS IN BOMBING INCIDENTS WOULD 

INCREASE. 

PREMATURE DETONATION OF BOMBING DEVICES EXACTED A HEAVY 

TOLL ON THOSE PERSONS COMMITTING BOMBING CRI~'ES. NEARLY ONE OF 

EVERY FOUR PERSONS KILLED OR INJURED IN BOMB OR INCENDIARY 

EXPLOSIONS WERE IN THE ACT OF DIRECTING THESE LETHAL AND UN­

STABLE WEAPONS AGAINST PROPERTY AND OTHER PERSONS. THERE IS 

NO DOUBT THAT THESE PREMATURE EXPLOS'IONS SPARED THE LIVES OF 

MANY OTHERS, PARTI CULARL Y I NNOCENT BYSTANDERS \'/HO HAVE BECOME 

THE MOST FREQU~NT VICTIMS--ALMOST TWO OF EVERY FIVE--KILLED OR 

INJURED AS A RESULT OF THESE CRIMES DURING THE PERIOD 1972-1976. 

As PREVIOUSLY MENTIONED, TERRORIST GROUPS ACCOUNT FOR A 

MAJOR PORTION OF THE BOMBINGS WITIHN THE UNITED STATES. THE 

~-~'" .'- ._----- ., 
~h' .~ ••• _, __ "~_. 
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PUERTO RICAN TERRORIST ORGANIZATION, FALN (FUERZAS ANNADAS DE 

LIBERACION PUERTORIQUENA -- THE ARMED FORCES OF NATIONAL LIBERA­

TION FOR PUERTO RICO), IS ACTIVE IN CONTINENTAL UNITED STATES. 

THIS GROUP SURFACED IN 1974. SOME 58 BOMBS OR INCENDIARY DEVICES 

HAVE GONE OFF DURING THE PAST FOUR YEARS IN A VARIETY OF PLACES-­

MACY'S, GIMBELS AND BLOOMINGDALES IN MANHATTAN, THE STANDARD OIL 

IlUILDING IN CHICAGO, THE NEWARK CITY HALL AND POLICE HEADQUARTERS J 

fHE NATION'S CAPITAL, ETC.--WITH THE BO~1BERS' NOTES CALLJNG FOR 

PUERTO RICAN INDEPENDENCE. 

ONE OF THE MOST TRAGIC BOMBINGS BY THE FALN WAS THE 1975 
LUNCHTIME BOMBING OF MANHATTAN'S FRAUNCES TAVERN, WHICH LEFT 

FOUR DEAD. IN AUGUST OF 1977 THE FALN CLAIMED CREDIT FOR THE 

BOMBING OF TWO BUILDINGS IN MIDTOWN MANHATTAN. THE CHRISTIAN 

SCIENCE BUILDING AND THE MOBILE OIL OFFICE BUILDING WERE BOTH 

BOMBED, THE ~10BIL OIL INCIDENT LEFT ONE DEAD AND SEVEN INJURED, 

TWO OF WHOM WERE SERIOUSLY INJURED. 

IN 1978 FALN SET OFF BOMBS AT THE KENNEDY, LAGUARDIA, AND 

NEWARK AIRPORTS AND OUTSIDE THE JUSTICE DEPARTMENT IN \~ASHINGTON. 

T!jE ATF SPENT MORE THAN 1800 NAN-DAYS ON THE LAGUARDIA INVESTIGA­

TION, AND AS OF YET, THE TYPE OF BOMB HAS NOT BEEN DETERMINED, 

THIS FlGURE DOES NOT lp.KE INTO ACCOUNT THE MAN-DAYS THAT THE 

NEW Y()RK POLICE DEPARTMENT HAVE EXPENDED ON THE I NVESTIGATI ON. 

DYNAM I TE USED BY THE FALN HAS kEEN TRACED' TO THE FTS FROM 

CON~TRUCTION SITES IN COLORADO AND NEW NEXICO. THEFT OF EXPLOSIVES 

APPEARS TO BE THE MAJOR SOURCE OF EXPLOSIVES FOR OTHER CRIMINAL 
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ELENENTS AS WELL. THE IACP RECOGNIZES THAT TO THOROUGHLY 

INVESTIGATE AN EXPLOSIVES INq:Jf.NT, BE IT A HOAX, THEFT, OR 

ACTUAL DETONATION, COOPERATION "AND ASSISTANCE ARE REQUIRED 

BETWEEN THE BUREAU OF ALCOHOL, TOBACCO AND FIREARMS, STATE AND 

LOCAL LAW ENFORCEMENT AGENCIES, AND THE GENERAL PUBLIC. 

WITH SUCH COOPERATION SEVERAL CASES HAVE BEEN SOLVED, 

ALTHOUGH IT ENTAILED PAINSTAKING EFFORTS AND THE EXHAUSTION OF 
MANY MAN-HOURS: 

IN FEBRUARY 1977, TWO BROTHERS WERE CONVICTED AND SENTENCED 

TO FIVE YEARS EACH IN FEDERAL PRISON FOR IiIRING A "CONTRACT 

BOMBER." THEY SOUGHT TO COLLECT A $100,000 INSURANCE CLAIM 

AFTER A FIRE AT THEIR NORTHEAST SPRAY PAINT COMPANY INC. IN 

NORTH EASTON, MASSACHUSETTS. A BOMB SCENE SEARCH BY ATF AND 

STATE 'POLICE REVEALED THAT TWO DYNAMITE CHARGES WERE SET WITH 
AN ALARM CLOCK TIMING DEVICE. 

ON JULY 21, 1977, THREE DYNAMITE BOMBS EXPLODED ON A 

SECTION OF THE ALASKAN PIPELINE NEAR FAIRBANKS, CAUSING MORE THAN 

$100,000 IN DAMAGE. ALASKA STATE POLICE AND ATF SPECIAL AGENTS 

ARRESTED THE TWO MEN ALLEGEDLY RESPONSIBLE. ONE IS UNDER STATE 

PSYCHIATRIC CARE AND THE OTHER WENT TO TRIAL IN EARLY 1978. 

ON MAY 10, 1977, 23 STICKS OF DYNAMITE, 254 BLASTING CAPS 

AND 500 FEET OF SAFETY LINE WERE STOLEN FROM A MINE NEAR FULTON, 

NISSOURI. \~ITHIN THE NEXT THREE DAYS, FIVE BOMBINGS TOOK PLACE 

IN THE SURROUNDING AREA. INVESTIGATIONS BY ATF Arm THE FULTON 

POLICE RESULTED IN THE ARREST OF THREE MEN AND THE RECOVERY OF 
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THE REMAINING EXPLOSIVES. ALL PLEADED GUILTY TO STATE CHARGES. 

THE BILL, IF PASSED WITH §. 303 IN PLACE, WOULD AFFORD EASIER 

DETECTION AND ELIMINATE COSTLY LAW ENFORCEMENT EFFORTS AT ALL 
LEVELS. 

TERRORIST GROUPS ARE UNDERGROUND AND DIFFICULT TO INFILTRATE. 

\hTH THE TAGGING OF EXPLOSIVES FOR DETECTION AND IDENTIFICATION 

WE WILL BE BETTER ABLE TO TRACE THE MOVEMENTS OF SUCH GROUPS 

AND DETERMINE THE SIZE, LOCATION, AND CONCENTRATIONS OF SUCH 

GROUPS. FURTHER, THE TAGGING OF EXPLOSIVES WILL HELP LAW ENFORCE­
I'IENT TRACE THE SOURCE OF EXPLOSIVES USED. 

JULI US ROTH OF THE MANAGEMENT SCI ENCE ASSOCIATES POLLED 

SEVERAL LAW ENFORCEMENT OFFICIALS AS TO THEIR VIEW OF THE EF­

FECTIVENESS OF IDENTIFICATION TAGGING OF EXPLOSIVES. THEIR 
JUDG~lENTS ARE SUMMARIZED AS FOLLOWS: 

l.N.~ESIIGllIO.R POLICgQ~~P~~~~g~TS AND 
J, JORDAN 

iJ, HANSEN 

T. BRODIE 

J, HELLBOCK 

W, POE 

D, KAMMER 

COrORADO BUREAU OF 
NVESTIGA'fION 

SAN FRANCISCO BOMB SQUAD 

DARE COHNTY (FLORIDA) 
OMS QUAD 

NEW YORK CITY BOMB SQUAD 

LOUISIANA STATE POLICE 

LOB ANGELES SHERIF~/s 
FFICE 

9 

C lll:1tilllJ oS. 

200% INCREASE IN 
ARRESTS 

0% INCREASf. IN ARRESTS 

20% INCREASE IN ARRESTS 

"SURSTANTI ~L INCREASE 
IN ARRESTS (VERY MUCH 
IN FAVOR OF TAGGING) 

VERY MUCH IN FAVOR 
OF TAGGING 

"TREMENDOUS POTENTI AL 
AS AN ASSIST I~ 
I NVESTI GATI ONS 
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POLICBo~~P~~0~g~TS AND 

CLEVELAND BOMB SQUAD 

Los ANGELES POLICE 
DEPARTMENT 

COMMENTS. 

"MAy CREATE A LEAD" 

"MAY CUT DOWN LABORA­
TORY WORK) OTHE~WISE 
NOT TOO HELPFUL' 

SUPPORTING THIS OPINION) ATF CONDUCTED ITS OWN STUDY IN 

FISCAL YEAR 1978, IN CASES WHERE THE DATE/SHIFT CODE) WHICH 

APPEARS ON THE WRAPPERS OF DYNAMITES) WATER GELS) AND SLURRIES) 

wAS FOUND SUBSEQUENT TO DETONATION) THE ARREST RATE WAS ALMOST 

TWICE AS GREAT AS WHERE NO DATE/SHIFT CODE WAS NOT FOUND, THIS 

LEADS US TO THE CONCLUSION THAT TAGGING EXPLOSIVES FOR IDENTI­

FICATiON WILL MOST DEFINITELY AID LAW ENFORCEMENT INVESTIGATIONS 
AS TO BOMBING INCIDENTS, 

THE IACP BELIEVES THAT THE DETECTION OF EXPLOSIVES IS A 

HIGH PRIORITY MISSION IN THE OVERALL PROGRAM FOR THE CONTROL OF 

THE ILLEGAL USE OF EXPLOSIVES, THE NUMBER AND SEVERITY OF BOMBING 

INCIDENTS) ESPECIALLY THOSE AT VARIOUS AIRPORTS AND VIA 11AILED 

PACKAGES) ARE A~IPLE JUSTI FI CATION OF THE NEED FOR APPROPR lATE 

~IEANS OF DETECTI NG SUCH BOMBS, ONE PARTI CULARLY EFFECTI VE TECH­

NIQUE [S THE TAGGING OF EXPLOSIVES OR COMPONENTS WITH A MATERIAL 

THAT CAN BE DETECTED BY A TRACE VAPOR METHOD, WITH SUCCESSFUL 

DETECTION TAGGING METHODS) GOVERNMENTAL UNITS COULD PLACE DETECTORS 

AT PUBLIC LOCATIONS (AIRPORTS) TERMINALS) POST OFFICES) ETC,) MOST 

LIKELY TO BE THE TARGET OF EXPLOSIVE ASSAULTS, LIKEWISE) CORPORA­

TIONS AND OTHER PRIVATE ENTITIES COULD INSTALL DETECTORS FOR 
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THEIR OWN PROTECTION ALLEVIATING BOMBINGS) HOAXES) AND THREATS 

\~HI CH COST THE PUBLI C AND LAW, ENFORCEMENT AGENCI ES MANY MAN-HOURS 

AS WELL AS CATASTROPHIC LOSS OF LIFE, 

TAGGING EXPLOSIVES AT THE TIME OF MANUFACTURE WITH A TAGGANT 

MATERIAL THAT CAN SURVIVE DETONATION) BE RECOVERED) AND PROVIDE 

AN INVESTIGATIVE LEAD HAS BEEN SERIOUSLY STUDIED FOR SEVERAL 

YEARS, THIS CONCEPT HAS GAINED WIDESPREAD SUPPORT AMONG MANY 

LAW ENFORCEMENT GROUPS BECAUSE OF THE SCANT CLUES THAT CAN PRESENTLY 

BE FOUND AMONG BOMBING RESIDUES, 

IN 1972) THi; EFFORTS OF PRIVATE AND GOVERNMENT INVESTIGATORS 

IN THE MEA OF EXPLOSIVES TAGGING BEGAN TO GAIN NATIONAL VISIBILITY 

THROUGH THE JOINT fSTABLISHMENT BY THE BUREAU OF ALCOHOL) TOBACCO 

AND FIREARMS AND THE FEDERAL AVIATION ADMiNISTRATION (FAA) OF 

AN AD HOC COr-1f>lITTEE ON EXPLOSIVES SEEDING, TillS LEO TO TilE 

FORMATION IN 1973 OF THe ADVISORY COMMITTEE ON EXPLOSIVES TAGGING 

CHAIRED BY ATF) WHICH ACTS TO COORDINATE THE ACTIVITIES OF THE 

VARIOUS FEDERAL AGENCIES CONCERNED WITH THE CONTROL OF THE IL­

LEGAL USE OF EXPLOSIVES, 

THE EXPLOSIVES IDENT!FICATION AND TAGGING PROGRAM IS INTENDED 

TO CLEARLY DEMONSTRATE AND DOCUMENT THE TECHNICAL FEASIBILITY OF 

ADDING IDENTIFICATION TAGGANTS TO ALL COMMERCIALLY MANUFACTURED 

CAP-SENSITIVE EXPLOSIVES, THE EXPLOSIVE IDENTIFICATION TAGGING 

CONCEPT HAS THREE MAJOR PARTS; ADDING TINY) NONEXPLODABLE, CODED 

PARTICLES TO EXPLOSIVES ,DURING THEIR MANUFACTUREJ RECOVERING AND 

DECODING THEMJ AND TRACING THEM THROUGH DISTRIBUTION RECORDS TO 
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THE LAST LEGAL PROCESSOR. DEVELOPMENT OF THIS CONCEPT HAS BEEN 

PURSUED AS AN EFFORT TO IMPROVE THE ABILITY OF LAW ENFORCEMENT 

PERSONNEL TO APPREHEND BOMBERS AND TO INCREASE THE ACCOUNTABILITY 

OF THOSE PRESENTLY RESPONSIBLE FOR THE SECURITY OF EXPLOSIVES 

BEING STORED OR TRANSPORTED. 

THE IACP RECOGNIZES THAT ATF AND MANY PRIVATE GROUPS HAVE 

BEEN WORKING IN THIS AREA FOR SEVERAL YEARS. WE FURTHER RECOGNIZE 

THAT TAGGING EXPLOSIVES FOR DETECTION AND IDENTIFICATION REQUIRES 

COMPLEX SCI ENTI FI C RESEARCH AS WELL AS TECHN ICAL ADVANCEMENTS IN 

THE AREA. THEREFORE, THE ASSOCIATION REALIZES THAT PASSAGE OF 

TI'f1S PROVISION OF THE LEGISLATION WILL NOT END THE DRAWBACKS 

INVOLVED IN DEVELOPING TAGGANTS OR SOLVE THE PROBLEM OF BO~IBING 
OVERNIGHT. HOWEVER, STRINGENT MEASURES FOR CONTROL AND IDENTI-

FICATION SHOULD BE ENACTED. LAW ENFORCENi:NT HAS THE GRAVE PUBLIC 

RESPONSIBILITY TO PROTECT SOCIETY FROM THOSE WHO ENGAGE IN THESE 

ILLEGAL BOMBING ACTIVITIES. THE INVESTIGATIVE AND EVIDENTIARY 

VALUES OF TAGGING EXPLOSIVES CANNOT BE OVERSTRESSED. THEREFORE 

THE IACP WHOLEHEARTEDLY URGES THE INCLUSION OF THE EXPLOSIVE 

TAGGANTS PROVISION IN S. 333. 

THANK YOU. 
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Mr.u:ch 27, 1979 

Bureau of Alcohol, '.cobaeeo and Firearms 

comments on the NRl!. Objections to 
Tagging of Black and SmokeJ.c~;s Powders 

The NRA states the taggants have not been developed for 

all the products BhTF proposes to tag. This is not 

correct. Technologically, the taggants have 

been developed--both an identification taggant Which 

has been used in over seven million pounds of lnanu-

factured explor,ivcs and a dGtection taggant Which at 

this stage is, of course, still ·in the laboratory but 

has been mixed into various explosiVe materials for 

laboratory tests. '1.'he. NR1\' spokesmen are, of course, 

noting thai; the :i;ormulation of the taggants is under­

going changes fl'om t±lile to time. \\'e are experimenting 

wi th the pellet"shaped taggnnts, ~ri th the rod-shaped 

taggnnts, and with oblated' spheroids to conform ",ith 

the shape of the material into "hich the taggant goes, 

These are coming «long quite nicely. This, hOI',ever, is 

only changing tho shape of the tClggant. 

The NRl!. alleges that ATF has not had any studies on the 

effect of taggc:nts on smokeless pOI~der or black POI'lder 

produc tion. '1.'his is not accurate either. The' 

s<lfety und compatibility tests by the manufnci;urers em 

bJ.ack powdel' l'lere completed in late 1978, and the 
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ballistics tests of the black powder tagged with 

were completed during that fall. identification taggants 

In the hallistics testing, ~t ~s rue , 't that 40 rounds 

, d by the manufacturer were used, but this was determ~ne 

to be adequate to his satisfaction of the black pOI'Ider 

for the tests. 

In the smokeless pOl'lder area, the contracts have been 

W;th the three manufacturers of smokeless negotiated • 

pOI"ders to test the identification taggants in their 

for safety and compati­normal manufacturing process 

bility. t cts run from ~ months to 18 months These con"ra 

("es;re of the individual company, and depending on the ., • 

W;ll test all his different smokeless one manufacturer • 

powder products. We are aware of the large number of 

;n the balli;tics testing because of rounds necessary • 

the many varieties and forms of smokeless pOI'lders, and 

100,000 rounds the NRA feels are ade­rather than tho 

our plan l'lorked out wi.th the Sporting Arms and quate, 

Anununition Hanufacturers' Institute (SAAHI) requires 

282,500 rounds for the bal ~s ~cs • l ' t' tests Ne are al'1are 

that there is concern among t e spor h tsmen who buy the 

smokeless powder and black powder about. the tagged 

explosives. For this reason we perform e..:rery knolm 

I 
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test to determine whether or not there is any hazard 

connected l'lith the Use of the taggants. Thus far, in 

every test we have run, there has been no hazard, and 

as far as I>,e know at this time there is no deleterious 

effect on the ballistics qualities of the po\\'ders. W'e 

l'1ill test to ensure that the firearm itself using tagged 

POI'1ders l'1ill not suffer undue fouling or wear. f.ole 

'believe that sportsmen l'1ill recognize that We are 

attempting through the tagging program to reduoe crime 

conuuitted with explosives. We are doing everything we 

knol'1 to ensure that they are not interfel."ed with in their 

sport shooting, but on the other h11.nd, I'le would like to 

feel that th~y SUpport us in our efforts as well. We do 

not plan to tag the PO\'ldcrs in COIluuf.:)rcially produced 

fixed ammunition, for this pOv/der extracted from the 

cartridge is rarely used in crime. The convenience and 

ready availability of the. po\.,ders in canisters .tead the 

criminal to this POI'1der, and this is the POI'lder that 
should be tagged. 

The NHA asserts that the black and smokeless powders 

cause only a small amount of the total damage from 

bombing. A fCM years ago this Was correct, but under 
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the data developed during 1978 the situ~tion has 

changed radically. In tho past the dynamites, "later 

gels, and slurries in 1976 \'lere the heavy danger to 

society •. ' In fact, that class of explosives caused 69% 

of the deaths, 68% of the injuries, and clo.se to 80% 

of the property damage. In 1978 t.hese figures have 

drastically changed l·lith the sharp increase in deaths . 
and injuries from the use of black and smokeless powders: 

Il;! 1978 of all knolV1l bombings reported to ATF, dynamites 

r~presented 19.4% of the bombingfl, black PO\'lder 13.2%, 

and smOkeless pO\'lder 12.1%; hOI'lever, the damage for 

dynamites had dropped significantly. Dynamites aCcounted 

for ~5% of the killed, 20.3% of the injured, and 34.3% of 

the property damage. Black PO\'1der, on the other hand, 

. has accOlmtedfor 20% of .the killed, 14.8% of the injured, 

and 1.8% of property damage. Smokeless powder. accounted 

for is'/; of the killed, 18% of the.. injured, and 1;5% of 

the property damage. It is well kno\'ln that black and 

smokeless powders are 10\'1 order explosives; therefore, 

they cause the least physical damage \'1hen they go off in 

a normal small pipe bomb, but they are very effective 

against personnel. Consequentllr, the growth in their 

damage in killed and.injured and their increased 

frequency of Use are very significant. 
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It shOUld also be borne in mind that for the black 

powder which is no\'l manufactured at about 1,000,000 

POunds annually, it represents less than 1% of the 

300,000,000 Pounds of cap-sensit.ive explosives manu-

factured in the United StateD, and yet it is Used 12.1% 

of the t.ill1e in bombing crimes. On the other hand, 

smokeless pOlvder \-.'1 t.h an annual production of 5,000,000 

pounds accounts for somet.hing OVer 1% of the total of 

the 300,000,000 pounds of cap-sensitive eXPlosives, and 

yet accounts for 13% of the frequency of use in bombings. 

This is very dispClrate. i-ilien one COntliders the limited 

producl:ion of blClck and Smo):eless powders" The ease of 

avuilabili ty is \·,hat p€lrhaps entices the criminal to 

make Use of these materials • 

The NRA raises thc concern of the extreme amount of 

recordkeeping tha t \'I'ould be incurred in the Use of tag-

gant records \.,itl1 hlack and smokeless po\.,ders. The la\., 

already requires that recordkeeping be undertaken by 

handlers of black and smOkeless P01'1d~):t:'s" No additional 

la\'ls are l:equest0.d for the recordkeeping I a'nd if one 

considers the minor change that ~V'ould be required if a 

taggant record is giVen rather than the date/shift code 

or the recol-ded type of PO\';dp.r, then this amOllnt of the 
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change and the overall requirements for the records 

are ull that can be conceived. This could not 

h cost of the l~pound canister as possibly increase t e 

indicated by the NRA. 

There ,~ill be no recordkeeping raquirement for detection 

tagging. Since this portion of the program is directed 

at preventing the introduction of explosives into public 

facilities, such as transportation facilities and 

govarnment buildings, through addition of a detectable 

taggant, only verification that the taggant has been 

properly induced into the explosives will be required. 

There have been claims from ~Iho~esalersand retailers of 

black and smokeless powders that other burdens impos'cd 

~ncl'ld~ng complex inventory requirements and by tagging, ~ ,~ 

addi tiona 1 storage space for segregating pOI.,ders accord­

ing to taggant numbers, ",ould result in much red tape 

and staggering cos·ts to tha industry. No basis exists 

for such claims. ~ Tagg ~llg ,-/ould not require the estab-

li:;;hment of neVI inventory procedures, and pOl>,ders could 

continue to be stored in the existing manner. Once a 

tagged powdcr is identified by the manufacturer, a 

tracing request to the distributor inclUdes a description 

of the powder ~ as to del ~very date, brand name, type, atc. 

In short, all information required to complete a trace 

------~-----~ ------
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request from current records and inventories would be 

available to the distributor.. 

The NRA raiscs the concern that some smOkeless po,.,ders 

are mi:ll:ginally profitable and that because of the added 

cost of the program these might be discontinued because 

of the lack of profitability to the manufacturer. The 

first comment is made that some of the powders Would be 

priced out of the marketplace by the costs of the tests. 

The costs of the tests are being paid for by ATF through 

the Aerospace Corporation ,.,hich negotiates contracts for 

tests. We recognize that a considerable amount of 

testing is necessary, and we are inviting the manufacturers 

to offer any tests that they can propose '''hich may prove 

or disprove the safety and compatibility of the taggants. 

At that time the manufacturers I.,ill determine the true 

costs of the addition of the taggants '''hich to date have 

not proved sj,gnificClnt, and there has been no safety 

hazard shol'l!l in any of the tests thus far. We assuma 

that the Selme l\'ill be tJ:ue in the smOkeless powders as it 

has been proved true alreeldy in the black powders and the 
higher po,.,er explosives. 
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The NRA is concerned about products being kept off the 

market for several years. \'le do not for(lsee such a 

possibility. If it were because the taggants were not 

available, the current bills in Congress all have the 

opportunity for the Secretary of the TreOasury to suspend 

the requirements for tagging until the taggants are 

available. We knot., of no reason '1hy any of the products, 

including pm<lders, should be kept off t?e market unless, 

of course, the manufacturers decline to comply I"ith the 

taggant requirements. 

'l.'he NM states that the Cong.1:ess is being usked to 

impose a progrurn by la~ when the effects upon crime 

control are purely guesswork, and the effects Upon 

consumers and pl70ducts they use are unknown. The 

effects upon crime control are not purely guess,,,ork. 

Statistics show the difference bGtween the Success rate 

in apPl7ehending criminals in the few cases in '''hich ,,,e 

are able to get a date/shift code and those cases in 

which "Ie are not able to get the date/shift code. The 

figure of merit we use is !' for,V'arded for prosecution." 

In the case of the Sllccessful acquisition, of the date/ 

shift code in the investigation, the figure for "forlvarded' 
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for prosecution" is nearly tl-lice as much as that '''hen 've 

are unable to get the date/shift code. The taggant code 

has essenti~lly the same infOl:mation as the date/shift 

code 'vould have. All explosives that are commercially 

manufactured would have the taggant code; therefore, 

there is every reason to believe that the crime control 

would be improved. Furthcn-, a contraot \-las negotiated 

bet,,,een A'l'l~ and the NaXlagement Soience Associates (MSA) 

for an analysis of the value to crime control. In its 

study, "The Evaluat:i,on of the Needs i:tnd Benefits of the 

Explosives Tugging ;Program," submitted in Barch 1978, MSA 

pointed ou't that th2re ",'QuId be a definite improvement in 

the arrest rate, there would be un improvement in deter­

rence, and there would be secondary effects such as the 

reduction in theft because the mV'llGrs of explosives "lOuld 

improve their security in order not to be caught in the 

situation ",here their explosives had beon stolen'and used 

in a crime ,,,ithout their knolV'J.ec1ge. Furthermore, the use 

of a taggnnt would assist in the litigation of Claimants 

against insnrance companies conce:r:ning explosions in 

which it is impossible or very difficult to determine 

\~hGther they had been accidental explosions or del.iberately 

set explosions. There are mdny advantages to the tagging 

program, and ,qe have done every knol'm type of scientific 

---~~--------------~ ~ --
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analysis to conduct the analyses scientifically rather 

than by gllQssl~ork. 'l'he effects on the consumer twuld 

probably be minimal. 'rhe consumer \~ould probably not 

kno\~ that he is using a tagged explosive. As our tests 

are completed, the products themselves are being proved 

to be perfectly safe lvi th taggants, and they theJ=efore 

cannot bc considered in any sense infnrior to or 

distinguish.:l.ble from current products. 
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1iriittb .6tattit llepartmtnt of Justiu 

ASSISTANT ATIORNEV GENERAL 
CRIMINAL DIVISION 

WASHINGTON, D.c, 21Xi30 

JUL 231979 

Honorable Abraham A. Ribicoff 
Honorable Jacob K: Javits 
United States Senate 
Washington, D.C. 

Dear Senators Ribicoff and Javita: 

This is in response to your lett$r of June 21, 1979, to 
the Attorney General requesting clarification of a position 
taken by the Federal Bur«;au of Inyestigation on the effect;I:",.e_ 
ness of explosive tagganta. In a letter dated May 14, 1979. 
to the House Committee on Public Works and Transportation, FBI 
Dizector Webster expressed the view that the tagging progr~ 

'will not be a significant deterrent to terrorist bombers 
because they might construct bombs from materials other than 
those to which taggants have been added. In a subsequent , 
letter on the same subject, Director Webster stated that "this' 
Bureau regards the concept of the tagging program to be .. 
benefiCial to law enforcement in the identificati'on and tracing 
of explosive devices when technology permits." He has. also 
expre~sed support of the tagging program in a letter to you 
~~ted June 29, 1979. 

So that there will be no misunderstanding on the position 
of the Department of Justice on the subject of explosive 
taggants, this Department regards them as an effective and 
important law enforcement tool. We strongly support section 
nine of H.R. 2441 and feel that the discretion given to the 
Secretary of the Treasury under the bill's proposed' 18 U.S, C, 
842(1)(9) to extend the time period in which taggants mUlt . 
be included in particular explosives provid,aa for suffiCient. 
flexibility in 'this area. 18 U.S.C, 842(1)(9) would allow tn. 
Secretary to extend the time period in which a tall:gant 1II1I.e; . ' :, 
be added to explosives if the taggant is unavallable in "':,' 
sufficient quantities for commercial purpose.,' will impair the 
.quality of...1theexplosives, is unsafe, or would harm the' , .' 
environment.. Thb discretio!l given to the Sncretary will, we 
feel, oV.ereome 'any problem of contamination (Ir qt,1ality control 
that might presently exist with respect to the sta'te-of-the 
art of tagging particular explosives. 
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Our support of taggants is consistent with o~r P07ition 
on the rovisions ofH.R. 1834 and H.R. 2441 deal~ng w~th 
ta ant~ as set forth by Deputy Assistant Attorney General 
Ma~g C Lawton in her testimony on these bills on March 1, 19?9, 
bef;re'the Subcommittee on Aviation of the House Committee on 
Public'Works and Transportation. The Department has .~lso 
supported legislation providing for the use of explos~ve taggants 
in the past Congress. 

We would also rei cerate our position on tne exclus~on of 
black and smokeless powder from those explosiVes that w~~dl have 

. W hope that when the Senate cons~ ers to contain ~agga~ts. e ~ ill'be required for these materials 

~:g~:~i ;:g~~~a~~~~~ ~~~!:n~!t:~t~:irfs~ t~~~a~~t~~~i~yp~;~~~ular 
the Treasury Departmen 0 i' ality or is not 
~~~~l~~l:xl~o:~ffi~~e~~s~;:~tr~~!~ ~~~ac~~;~c{~~ Plrp~ses ~hOUld 
provide enough safeguards against the premature ~nc us on 0 
taggants in black or smokeless powder. 

~y.~;s~~t, 1, L 
~'()~~~ 
PHIL;;B-:--~~N 
Assistant Attorney General 
Criminal Division 

I 
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SPORTING ARMS AND AMMUNITION MANUFACTURERS' INSTITUTE, INC. 

. p, ,: "'~. !"'~1 \" , 
E. C. HADLEY 

IIl1tfIJrar)'lhairman 

H. ROBERT CLARK 
PreIidtfll 

WILLIAM B. RUGER 
lr,r" Presidrnl Narch 28, 1979 

Honorable Abraham A. Ribicoff 
337 Russell Senate Office Building 
Washington, D. C. 20510 

Dear Senator Ribicoff: 

( 

HARflY t, HAUnOH, JR. 
":r",unwll",.",, 

420 lulnglGn A .... nu. 
N,w Yor., NY 10011 
Phon.~ 12121 986-6920 

WALTER M. aEllEJ.IOAE 
TtehfllaJ/ AchUrw 

CHARLES F. TURNER 
Au • .onatt TrchniraJ Adviu .. 

On. EWIOft," A .... nu. 
H.m(lIn. CT 06511 

Pt\onl:120J)248·9381 

We understand that the Senate Governmental Affairs 
Committee will begin hearings on S. 333, entitled .Omnibus 
Antiterrorism Act of 1979,· on Friday, Narch 30, 1979. Section 
303 of that bill, as introduced, would require the addition 
of i.dentification and detection taggants to explosive materials, 
in~luding smokeless propellant powders. 

The Sporting Arms and Ammunition Nanufacturer's 
Institute (SAAMI) is a non-profit trade association composed of 
11 producers of ''ji;porting firearms and ammuni tion and smokeless 
propellant powders. Included among SAAMI's members are the Gole 
United States producers of smokeless powders. The mandated addition 
of taggants to these powders, wi th the at tendant recordkeeping 
requirements, would have a major adverse impact upon producers and 
conBumers of smokeless powders. 

The present concept of identification t~9gants is color 
coded particles. They are intended to survive a detonation of 
explosives and, when recovered, to provide identificati~n of the 
manufacturer of the explosives through the particular color code. 
Theoretically, by imposing an extensive recordkeeping system, a 
Federal investigative agency could compile a list of last legal 
purchasers of the production lot or lots of explosives from which 
the bomb was constructed. Detection taggants are particles I<hich 
are intended to emit some type of vapor which may be detected by 
specialized equipment scanning for bombs. The technology for 
detection taggants is only in the very early stages of research and development. 

_1,_ 
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Ilarch 28, 1979 
Page Two 

SAAMI's first concern over the addition of taggants 
to smokeless powder is the danger the presence of this contami_ 
nant in POwder may present to SAAMI employees and to consumers 
using powder to hand load ammunition. Requiring tagging of smoke­
less powder also would impose substantial technological problems, 
recordkeeping burdens and costs upon the entire industry and sportsmen. 

A production lot of tagged smokeless powder typically 
will be distributed to 10,000 to 20,000 sportsmen spread throughout 
the United States. Consequently, the identification of a taggant 
in smokeless powder which has been criminally misused would 
provide a list of 10,000 to 20,000 names of purchasers of powder 
containing the particular taggant. It is difficult to conceive 
what benefit such a lise will provide law enforcement agencies 
investigating the criminal misuse of smokeless powder, particularly 
since terrorists normally use stolen explosives. 

Although SAAMI members do not produce commercial ex­
plosives, we firmly believe that the most appropriate action for 
the Committee would be to strike Section 303 in its entirety. The 
testimony which has been presented to the appropriate House 
committee and which will be presanted to the Government Affairs 
Committee demonstrates that the tagging program is ill-conceived 
and will not appreciably increase the effectiveness of law 
enforcemenr-personnel in halting criminal bombings. The Federal 
Aviation Administration has testified that adding taggants to 
explosives will not aid in preventing terrorist hijackings or 
bombings of aircraft. Furthermore, Assistant FBI Directo~ ~nald 
W. Moore testified on Ilarch e, 1979 (before the House JUdlclary 
Subcommittee on Civil and Constitutional Rights) that the measures 
already taken have reduced significantly the terrorist bombing 
problem. He stated that there has been a 48 percent reduction 
in terrorist bombings, from 100 in both 1976 and 1977 to 52 in 
1978. As a result, the FOI haR propoRed a bUdget which would 
cut $1.6 million and 70 positions from the FOI's anti-terrorism program. 

rle thank you for your consideration of this matter. 

Very truly yours, 

1/ j'lI.:idA ,_ 
T'aNut f/7l--»U 
Harry,. Hampton 
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DEPARTMENT OF THE TREASURY 
auftlEAU OF ALCOHOL, 'Ta..o\cco "NO F.ftIEARM. 

W".H.NGlTON. D.C. 20225 

APR 3 1979 

Dear Mr. Chairman: 

It. has come to our attention that there are allegations 
~that magnetic taggants can be removed from dynamites, 
'water gels, and slurries. Our information does not 
indicate this, and forwarded hereWith is a letter from 
the Aerospace Corporation noting the various efforts to 
remove the magnetic tagg,ants and the results. In every 
case, SUfficient taggants remained to survive the 
explosion and be retrievable for tracing purposes. 

Should there be individuals who make this contention, 
we would respectfully request that they provide us the 
residue of the explosive with a sample of the taggants 
extracted and the date/shift code. Under any condition 
that they may wish to apply, we would like to determine if any taggants remain. 

Furtliermore, with determined efforts far beyond that 
Which a criminal might use, SUfficient taggants always 
remained for a trace. While perhaps not impossible, it 
is extremely improbable that all taggants could be 
removed. We have expended conside~le effort on this 
problem. In black and smokeless powders, we know the 
magnetic taggants can be removed~ therefore, we plan to 
USe half magnetic taggants and half non-magnetic. In 
addition, we have research being pursued for materials 
which are non-mag'netic until subjected to the temperature 
and shock of an explOsion. This would prevent removal 
by magnets. Should there be other techniques for 
remOVal, we should like to know about them in order to develop counter-measures. 

, 
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We request that the Aerospace letter be made a par~ 
of the official record of th7 report.on ~e explos1ves 
taggants section of your. ant1-terror1sm b11l. 

The Honorable 

Sincerely yours, 

G. R. Dickerson 
Director 

Abraham A. Ribicoff, Chairman 
committee on Governmental Affairs 
united States Senate 
Washington, DC 20510 

Enclosure 
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THE AEROSPACE CORPORATION 

SHife 4000, 9JJ L'El1fal1/ Plaza, S.W., Walhil1g/ol1, D.C. 20024, rele/lhon" (202) 488.6000 

2930-RBM-79-084 
29 March 1979 

Mr. A. Atley Peterson -
U.S. Department of Treasury 
Bureau of Alcohol, Tobacco 

and Firearms 
1200 Pennsylvania Avenue N.W. 
Room 5205 
Washington, D.C. 20226 

Dear Hr. Peterson: 

The question of the ease of removal of ID taggants from high 
explosives (dynamites and gelled slurries in particular) has been 
raised On several occasions, most recently by Hr. David M. Gleason 
of the Austin Powder Company. Mr. Gleason asserts that ID taggants 
can be removed easily and completely from most commercial explo­
sives, including ANFO and the non-gelatinous explosives. 

We agree that partial removal of ID taggants from -ANFO would 
be relatively easily but we doubt that complete removal would be 
easy, if at all possible. This is a moot point considering that 
tagging of ANFO has not. been con?idered. 

The catagories of explosives being considered are the dynamites, 
the gelled slurries and the emulsions. Accqrding to data supplied 
by the industry, the latter two types comprrt.t 30% to 50% of the 
total. Mr. Gleason seems to accede to the point that ID taggants 
cannot be removed from these materials. We agree. In numerous 

. experiments involving removal of ID taggants from duPont Tovex, 
Atlas Emulsion, and Hercules slurries, extreme difficulty has been 
encountered in taggant recovery. In all cases destruction of the 
explosive was required to achieve complete t3ggant r~moval. 

Mr. Gleason's charge relative to taggant removal from dynamites 
appears to be unsupportable by factual information. Although on 
several occasi~ns. we have carried out experiments to removed ID 
taggants from explosives we did not document the difficulties or time 
involved because such removal has always been a minor part of a 
larger study. 

In order to document the .time and difficulty involved, we requested 
that Dr. Ronald RolUns of the University of Missouricarry out a si:udy 
on the separation of ID taggants from dynamites. Dr. Rollins operates 
the testing facil:ity at the University of Missouri and has carried out 
literally hundreds of test shots, and tag8ed explosives studies as part 
of the tagging program. 
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Dr. Rollins and his assistants made an exhaustive effort to remove 
taggants from two types of dynamite, one a powdery permisSible, and the 
other an ordinary 60% extra ammonium nitrate dynamite. On~.detagged 
stick of each was detonated in a closed chamber by Dr. Rol11ns and 
the residue recovered. Aerospace personnel then examined the residue 
for taggants and also made a further study of the explosive from which 
taggants had been removed. In spite of the many ~ours of ~f:ort expended 
in removing taggants from a single stick of dynamLte, suff1c1ent number 
of taggants remained to insure survival and recovery of an adequate 
number for tracing. 

It is notable that Dr. Rollins indicates that even with the very 
high strength magnets available to him (samarium-cobalt super magnets 
used in the taggant recovery kits), taggant recovery from the powdery 
permissible was incomplete and was negligible from the 60% extra: To. 
approach complete removal, required many hours of tedious la~or 1~vol~Lng 
turning and stirring tiny portions of the dynamite under UV 1llum1nat10n 
and picking out individually each of the more than. two thousand taggant 
particles in a single 0.5 pound cartridge of dynam1tes. 

The attached reports document the results obtained in this study. 
They consist of a letter from Dr. Rollins and a short description of 
the work of Dr. David Edwards of The Aerospace Corporation. You will 
note that after some twelve hours of intense effort, even in the most 
favorable case, 13% of the taggants were still available, a number 
quite sufficient for adequate survival and recovery leading to a success­
ful trace. 

I believe this shou~d settle once and for all the question of 
taggant removal from explosives.' 

RBM:md 

Very truly yours, 
---=-

(7 J~' ~ ./'hU-' d . ·i\ (/ .IV'r( tY/ / /1 lJ!-I 

Robert B. Moler 
Director, Explosives and Materials 
Control Directorate 

Eastern Technical Division 
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The Fertilizer Institute 
1015 18th Street, N.W. 
Washington, D.C. 20036 r·--

[202J 466·2700 • Telex 89.2699 
EOWIN M. WHEELER 
President 
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April 6, 1979 

The Honorable Abraham Ribicoff 
337 Russell Senate Office Bldg. 
Washington, ~. C. ~0510 

Re: S. 333 
Dear Senator Ribicoff: 

It has corne to my attention that S. 333 will soon 
corne before your Governmental Affairs Committee for markup. 

We understand that there is a possibility that 
S. 333 could be interpreted to require every U.S. ammonium 
nitrate producer to tag (taggant) or identify this product 

.. so' that if.. the product were used illegally as an expl,osive 
it cou·ld"be:;;b:aced.·back·:.to ... the manufacturer. Our current 
output of ammonium nitrate is running at about 7.2 million 
tons per ~ear. In addition, .weimported 427,000 tons last 
year alone. ~As'reported by the U.S. Department of Commerce, 
1,447,000.tons (20%' of output) were Used for explosives and 
other industrial uses in 1978. Location of these production 
plants is sc.attered .throughout the United States: 

Industry~stimates that the·taggant would cost .not 
less than $30.00 per ton, Or that the nation's farmers would 
pay not less-;than $136,000,000 per year for a service of 
absolutely no':direct value to them or their crops. If 

. ammonium ~Ltrate liquor were to be covered, an additional 
$172,440,.000 cost. would be-Lncurred. We are talking here 
in the final analysrs of higher costs to our farmers who, 

. as you are well aware, are saddled with soaring costs. 
Farmers are.virtuallY·defenseless 'in trying to absorb these 
ever higher' agricultural input prices, let alone pass them 
through to those who' purchase their.product. And, with 
inflation raging out of .. control ,.this is one more unnecessary 
way to driVe up the cost of food. FertiliZer price increases 
have· an immediate and adverseimpact.on food costs because 
30-40% of the nation's food production is a direct result 
of fertilizer application. And, the ultimate bearer of cost 
increases Such as this one is the consumer. 

\ .\ I, 
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Ammonium nitrate is not ordinarily considered to be 
an explosive. It will not explode unless (1) a ~arbonous 
material is purposefully added and (2) a detonatLng cap is 
used to "activate" it. 

Another factor to be considered is that ammonium nitrate 
use is extremely hard to trace. This product ordinarily 
moves through many plants, warehouses' and is traded often, 

t Even if a taggant would show who the producer of ~he :a~~rial was it woufd be virtually impossible to d~terrnLne 
where a criminal carne into possession of the materLal. Th~ 
system of marking contemplated in s. 333, inso~ar as ammonLum 
nitrate is concerned, will simply not do what LS sought, stay 
the illegal use of explosives. We, theref?re, request th~t 
S 333 be amended to clearly show that agrLcultural ammonLum 
nitrate is not subject to the purview of the measure and. that 
the accompanying report allude to the Committee's directLon 
and intent to so exempt same. 

We respectfully request that this letter be made 
a part of the record on bill s. 333. 

Edwin M. Wheeler 
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THE AEROSPACE CORPORATION 

Sui/~ 4040, 955 L 'En/ant Plaza, S.W., h'asM(lgtotl. ~C; 20024. Telepholl
t
',' (202) 484.5500 

2930-RBII-79_112 
17 lIay 1979 

Senator Abraham Ribicoff 
United States Senate 
Committee on Governmental 

Affairs 
l~ashington, D.C. 20510 

I 

Dear Senator Ribicoff: 

GOVERNMENTAL AFFAIRS COW,!. 

I r:'.. Q.Jdlt~~ ~.t:-')' MAY 211979 

C5r,;;rnn 
lV~SHINGTOII, D.C. 205/0 

QUring the hearings on the Omnibus Antiterrorism .!lill (S-333), 
several points were raised either in testimony or by question. 

-In my written statement I included a report on the safety of 
ID taggants With explosives prepared by the Allegheny Ballistics 
Laboratory of the Hercules Corporation. I inadvertently provided 
a draft version rather than the final version of the report. I am 
including for the record the correct Final Report. The only 
significant difference between the draft and final version is in the 
Conclusions and Recommendations. The final version does not imply 
(incorrectly) that ID taggants senSitize explosives, only that there 
is a slight difference between encapsulated and unencapsulated taggants. 

Your question regarding the participation of the industry is 
particularly pertinent. I am enclosing for the record letters that 
I have sent to the industry requesting their participation in the 
testing programs. I~e have received no response to these letters. 
I~e are, of course, Vitally concerned that the test program be one 
in which industry participates. It is only in this manner that we 
can be confident that the test programs are meaningful and provide 
reasonable assurance that the proposed method or materials does 
not significantly increase the risk involving a process or product. 

An interesting case in point is the testing of III taggants in 
black powder. You received a letter from GOEX that indicated Some 
concerns about tagging black powder. That letter, is inconsistent 
with OUr prior correspondence With GOEX and appears to ignore the fact 
of the substantial testing that has taken place. Nr. Neal Knox 
of the National Rifle Association, testified along similar lines and 
he also appears to be unaware of the facts. I Would like to take this 
opportunity to examinp. ehe validity of these concerns and to document 
GOEX's partiCipation in the evaluation of black powder tagging. 

All Equal Oppor/ulli/y employ" 
aCNltIU.1. O"".CIt. lOCATItO AT, aSlo 11:"'1" 1:1. SeGUNDO bDULEY"RO. ItL II:GUNDO. CALI,.ORNI" 

, 

\ 

~ ,J 
, I; 

l( H 
ij 

" 



--- -~--~ 
c; •• i . 

----- -------

432 

-2-

Request for Quotation, No. 1043, "Process and Product Taggant 
Compatibility Demonstration Test for Black Powder" (copy enclosed) 
was sent by Aerospace on April 24, 1978, to GOEX at Hoosic, Attention 
Hr. Fahringer. The Statement of \York which is included with that 
request for quotation requires from GOEX, among other matters: 

1. Heasurement of the compatibility of the tags 
by laboratory tests selected to assure the 
contractor that introduction of the tags into 
the manufacturing process l<1i11 not create a 
hazard, if the data from the Bureau of Hines' 
prior compatibility tests of tags ,dth blac k 
powder are not considered by the contractor 
to be adequate. 

2. Manufacture of sequential batches of superfine 
black rifle powder, adding tags to the first 
batch, specifying that manufacture is to be by 
regular procedures and there is not to be any 
unusual cleanout of equipment. 

3. Arranging for the performance in a double blind 
experiment of sufficient proof firings of the 
tagged batch and an un tagged control to determine 
the effect, if any, of taggant addition on ballistic 
variation in cartridges and on fouling and wear in 
guns. 

4. Participation with Aerospace in transportation­
vibration tests to determine if segregation of 
taggant occurs. 

5. A new cost analysis for tagging black powder if 
GaEl( rllgarded their earlier cost analysis to 
be obsolete. 

On Hay 10, 1978, a letter was sent from GOEX to Aerospace (copy 
enclosed) which states: 

1. The data supplied by the Bureau of Hines recent 
compatibility tests of taggants and black 
powder is adequate and considered acceptable 
by GOEl(. 

2. GOEX has secured the services of a well known 
ballistic expert to perform all the necessary 
tests to determine what effect, if any, the 
taggants have on ballistic variation, fouling, 
and wear of the guns. 

3. GOEX agrees to perform the necessary vibration 
tests and to cooperate with Aerospace in deter­
mining taggant segregation. 
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4. GOEX agrees that, if new data warrants recalcula­
tion of cost analysis, it will be performed. 

5. All standard operating and manufacturing pro-
cedures will be identical to their regular I 
production methods except that, in the tagged 
batch, the required amount of taggants would 
also be added at the time the graphite is 
introduced into the charge. 

On Hay 24, 1978, a purchase order (copy enclosed) for this work 
"as sent to GOEX. The work required by the purchase order was 
carried out. In addition, in order to determine whether the addition 
of taggants introduced any increased electrostatic hazard into black 
powder, a separate contract was let by Aerospace to Hazards Research 
Corporation of Denville, N.J., to determine the rate of electrostatic 
charge dissipation of tagged and untagged black powder. 

lVhen much of the work on feasibility of identification tagging 
of black powder was complete, a progress report dated December 1978 
was prepared by Aerospace for BATF. Draft copies of this report 
(copy enclosed) were submitted to BATF for review and also to Hr. 
Fahringer at GOEX for review. A copy of the letter forwarding the 
report to Hr. Fahringer and asking if he would identify any errors 
in the report is enclosed. Also, enclosed is Hr. Fahringer's letter, 
January 12, 1979, to Aerospace which states, "I have reviewed the 
draft of the progress report on feasibility of identification tagging 
of black powder and found it to be in order." 

In Harch 1979, an updated progress report on the feasibility 
of identification tagging of black powder was issued by Aerospace. 
The report contained additional data, but the conclusions were 
unchanged from those of the draft of December 1978. On Harch 5, 1979, 
GOEX sent a letter to Aerospace stating that they considered the work 
dOll(, on the Aerospace Purchase Order to be complete. In support 
of thiS, GOEX pointed out that the Bureau of Hines compatibility test 
data had been accepted, that the recalculation of cost data was not 
warranted, and that the ballistic data obt<tined by their subcontractor 
was sufficient for the ballistics expert to conclude that lito the extent 
that these tests and observations allowed, a user aud shooter would 
not be likely to discern any differences between the samples submitted 
and tested." The GOEl( letter also stated that, although the number 
of shots fired to acquire the necessary ballistic data appeared low (a 
total of 40 shots), the expert had been given "carte blanche" on the 
test progrllm. 

On page 2 of his prepared Statement, Hr. Knox states that "grains 
of black powder of a given trade are screened to obtain nearly uniform 
size. II This is not true. The black powder is screened into size ranges. 
For FFFg black powder (the most popular granulation for muzzle loaders), 
the range of grain sizes is from 0.0117 inc. to 0.0331 in., the exact 
same size range of the identification taggnnts that were incorporated 
into it. 
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Hr. Knox's sta.tement in his oral testimony that no tests of 
taggant segregation have been conducted is obviously false, as can 
be seen from Section VI of the progress report. 

The enclosed progress report and the most recent one included 
in my written statement of 7 May 1979 show that every aspect of the 
:easib~lity of identification tagging of black powder has been 
~nvest~gation and that no eVidence of any adverse effect due to the 
introduction of the taggants had b~en found. 

We are in agreement with GOEX that the number of firin~ dppears 
low and we would be willing to Sponsor additional testa by another 
expert with qualifications the equal of Hr. Yards', a former technical 
editor of The Handloader Magazine, with technical publications in this 
area see, The Gun Digest, 27th Edition,1973). Any such testing 
shoul~ be caretully deSigned and should be carried out as a "double 
blind experiment, that is, neither the tester nor the compiler 
and analyzer of the data has knowledge of which samples contain tags and which do not. 

\~e appreciate the opportunity of being of assistance to the 
committee. Please feel free to callan us whenever we can be f assistance. 0 

RBfl:md 

Very truly yours, 

Robert B. Holer 
Director, Explosives and Materials 

Control Directorate 
Eastern Technical DiVision 

[NoTE.-The enclosures to Dr. Moler's letter are retained in the committee files.] 
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g[~~PRV~n·. ~Z~teJ [fjmr.I~E,1r[S ». A~S"(f~~*~ 
"A wcll reBtJla1td MI­
lJt~. bnng uecurarv 10 
tho ICCt.lrlt~ 0/ .a frn 
Slate, the rishl uJ the 
PtJaP~ 1o ltt'P unJ beur 
..... m~. ,haJJ not bo ltl­
/rlnSl-d." 

P. O. BOX 67 FRIENDSHIP, INDIANA 47021 

June 4, 1979 

SI:CUNU AIII.:Hl.I.'t.Nl 
'ro ,·u. CoNlITllVnUN G[OOER:I~~~~~~S]COM~I~'\' 

The Honorable Abraham Ribicott JON 0 \979 
Uni ted States Senate Tn17;Tr[r~l /" 
Committee on Governmental Atfairs L::Jl.::JL.::l . 
Washington, D.C. 20510 \'I~SUIHtlt!iI, D.C. 2 

Dear Chairman Ribioott: 

Thank you tor your reply ooncerning my request to provide 
testimony in regard to the explosive tagging seotion ot S.B. 333. 
Sinoe I received your reply on the dmy ot the hearing, it would have 
been impossible for me to teatify in person anyway. I do appreCiate 
the opportunity to provide written testimony regarding S.B. 333 and 
ita taggant section. Pl~ase acoept this letter for oonsideration by 
you and your fellow members ot the Senate Committee on Governmental AUairs. 

First ot all, I'd like to commend both you and Senator Javits 
tor your eftorts to quell terrorist aotion in the United States. It 
iv a worthwhile goal, and it does merit the attention of the Congress. 

Seoondly, I would like to reoommend that the entire explosive 
taggant seotion of S.B. 333 be dropped, to allow the rest of the 
Bill to progress toward enaotment. I believe I am oorrect in saying 
that the Bureau of Aloohol, Tobbaoo, and Firearms is once again 
trying to develop a program that io hardly past the guessing stage. 
Faulty, inept, and ill prepared testimony on the part ot B.A.T.F. is 
oert&inl~ an affront to you and your oolleagues. Atter two years of 
"testing and "stUdy" , the B.A.T.F. people oannot even produoe a 
taggant that oannot be removed from explosives. It S8ems obvious that 
the B.A.T.F.'e zealoua lobbying is baoked by very few technioal sureties 
and even fewer elementa ot Oommon sense. 

The tagging program proposed would be extremely oostly, and 
from all aspeots conSidered, very inofteotive. Tagging the many 
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different kinds and lots of explosives produced and distributed in 
our Countl'Y '~ould be almost an imp"ssible task. If one could tag 
explosives with a SUbstance that couldn't be removed, and if the 
Agents could use th~ taggants found from a bpmbing, where would that 
place their investigation? Perhaps they oould connect the explosive 
used to a thousand or ten thousand people. It seems unlikely that 
a group of that size would be useful to an investigation. How many 
agents would be needed to investigat~ several thousand Possible oulprits? 
I realize that B.A.T.P often comes tu the "Hill" with proposals that 
reqUire much additional funding:f many new agents, and 1noreased power 
for them; however in this case think the program offered is be-
yond the limits of goo~ common sense and reason. 

A taggant program, if technically POSSible, would heap huge 
additional costs on the explOSive and ammunition manufacturers, 
who, in tUrn would have to increase the price of their product by 
a similar huge amount. Of COUl'sa an inflated price may not then be 
accepted by the final consumer, in which case dealers, and the 
producers, would have to drop out of the market. I doubt seriously 
that you gentlemen wish to wreck manutacturers and dealers, add more 
inflation to our eoonomy, and ore ate Aavoc in oonsumer markets. This 
result would be the price of enaoting an extremely ineffective pro­
gram that would not even. touch suoh oommonly used explosive materials 
as ammonium nitrate fertilizer and fuel oil,'or gasolino whioh, tho 
National Safety Counoil has recently warned, nationwide, is so ex­
plosive that one gallon is equal to the explosive foroe of 14 sticks Of dynamite. 

In addition to being ~oatly, ineffeotive, and built on guess­
work, the B.A.T.F. taggant ,1rogram could very likely oreate a safety 
hazard for producers and consumers. Nc conclUSive tests thus far 
have proven that an ~!fective taggant will not creat~ additional 
hazards in the produotion process or !:; final usage. 

I havs been informed, sinoe the taggant hearing, that more 
researoh has been ordered by your Cummittee, to be done by a research 
arm of Congress. I think that suoh action was Wise, although I 
doubt if it will add any evidence that the taggant program would 
not be very costly, and almost useless. 

~f gOOQ sense. and reason does not prevail as to dropping the 
taggant program Ilomplete'ly, I. hope you gentlemen will conSider 
exempting black and smokeless powder' from the taggant provisions. 
Commercially manufactured blaok and omokeless powder is seldom 
used in bombings. They are already morediffioult to find and 
purohase than other more common explosives, and they are quite 
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necessary to the respective shooting sports they serve. In the case 
of commercially manufactured black powder, it is the only propellant 
Which can be used in firing Hntique, muzzleloading firearms. Many, 
many thousands of black pOwdf'r shooters across the U.S. would be most 
appreoiative of your oonsideration in regard to their interests. 

In olosing I'd like to thank you again for your oonsideration, 
and to again suggest that the publio intereS9 would best be served 
by enacting S.B. 333 without the taggant seotion. 

Sincerely, 

(lL Ctr'-'l--r. 
Al Cors Jr. 

Legislative Coordinator 
National Muzzle LOading Rifle Assoc. 

Home address: 227 East High St. 
Lawrenceburg, Ind. 
47025 

, 
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~ m m. ~ TI ~> rj-:i~_ 
SPORTING ARMS AND AMMUNITION MANUFACTURERS' .ltJ.STlTUTE. INC. 

E. C. HADLEY 
Honora".> Olairman 

H. ROBERT CLARK 
heidenr 

WILLIAM B. RUGER 
l'Tee lteJuJent 

July 10, 1979 

~'he Honorable Abraham Ribicoff 
~nited States Senate 
Chairman, Committee on Governmental 

Affairs 
Washington, D.C. 20510 

Dear Senator Ribicoff: 

. ~ 
HARRY:', HAM?TON. JR 

EUnllH'tD.rrr:10t' 
42J LUmglon AVfnuf 
Nt", VOI~. NY IOOU 
~ont.1212J98G-&920 

WALTER M. BELLEMORE 
TtchlliadAdluOl" 

CHARLES F. TURNER 
AJJOCia,r T,dvUc::J "'dlvar­

Onl EI11grttnAvtnut 
H.lnden, CT DSSIS 

Phonr:12~248·9381 

It recently came to our attention that the analysis of 
the Treasury Department's proposed explosives tagging program 
performed by Management Science Associates, entitled "Evaluation 
ot the Needs and Benefits of the Explosives Tagging Program," was 
incomplete as distributed publicly. Specifically, Appendix 11 
to the Evaluation, entitled "Countermeasures," was omitted .. The 
Evaluation stated simply that Appendix 11 was "Under Separate Cover." 

It appears that Appendix 11 also may have been omitted 
from the copies of the MSA Evaluation presented as part of BATF's 
and the Treasury's testimony before the House and Senate. SAAMI 
has been able to obtain a copy of Appendix 11 through a formal 
Freedom of Information Act request. Our initial, informal request 
Was refused on the grounds that the Appendix contained "sensitive material." 

The "Countermeasures" set forth in Appendix 11 consist of 
various methods for thwarting the tagging program by removing tag­
gants from explosives and by mixing tagged explosives in order to 
make tracing of the explosives even more difficult than under ideal 
conditions. SAAMI, the National Rifle Association and the Institute 
of Makers of Explosives have pointed out many of these same or 
similar methods for easily defeating the tagging program in their 
respective testimonies before the Subcommittee. The BATF and the 
Treasury Department have disputed these points without ever reveal­
ing that the MSA Evaluation recognized these same deficiencies in its final pages. 
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The Honora,ble Abraham Ribicoff 
July 10, ',979 
Page Two 

A cop~ of Appendix 11 is enclosed for your consideration. 
We also would request that a copy of Appendix 11 be placed in-the hearing record for S. 333 • ---

EnClosure 
cc: Members of the Senate 

Committee on GOvernmental 
Affairs 

Very truly yours, 

~r?( ,~~ 
Harry L. Hampton 
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APPENDiX II 

COUNTERNEASURES 
By: 

Paul Dougherty and Julius Roth 

The purpose of this se~tion is to e:-:ami!1e possib,le counter­

measures \,'hich might be employed to defeat" the effectiveness of 

identification and detection tagging. This discussion is based 
On current know-l'7dge of thOe relative- sophisticaiion of groups 
that would employ explosives for illeg-al ,?urposes. 

A. Identific-ation Taaging 

The'~emoval of the taggant from the explosive by magnetic 
separation is considered to be practical in the case of granular 
materials such as black powder, smokeless powder or ANFO. 

Hagnetic separation of taggants is ineffective in tagged 

dynamites anc slurries because of the tacky nature of the matrix 
in '-Ihich the taggents are located. 

If taggants are made non-magnetic there is an alternate 

method which can be applied to explosives that are largely 
composed of a~~onium nitrate (AN). Since AN is very soluble 

in hot water it is easy to make concentrated and cen;;e AN-\'later 

solutions. In such solutions the taggants will float to the 

top and can be ski~~ed off. The water is then evaporated to 

reconstitute the eh?losive. Sim~lar means of separating AN 

from'adul~erants have been used in Northern Ireland by the IRA. 

B. Black POt,der 

Black powder is produced in a variety of grain sizes. Por 
coarse black pOt"der it is possible to re!OOVQ the taggant,s by 
sc::reening so that co·arser 'grain Qlack i?o;'lder remains on the 

screen and the finer taggant falls through the screen. This 

can be ove4come by making the taggant the same size as th~ black 
pow-de:- grain. 
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c. Mixed Bxolosives 

The mixing of tagged explosives of different'lQts either 
by design or. aC'cident ca~ ;"'ork both for and agai;{st the 

investigator. It can work for the investigator by shOt"ing 

a,combination of'taggants at the scene and that same combinat~on 
in the possession of the suspect. It could also help establish 

that the bombing was committed by a group (conspiracy) "ho obtained 
explosives from diff~rent sources, This ca~, however, work against 
the investigator because a bomb filled with ~xplosives from many 
sources could be most difficult to track b~?~ to a suspect or 
suspects. 

Another aspect of this mixing problem would be the deliberate 
mixing of a small amount of tagged dynamite >lith tintagged smolteless 
po"der loaded into a pipe bonb. This could confuse the picture 
as to \.;hat explosive \</as used and make the tracing much more 
difficult. ' 

D. Disruotion of Taggant Suonlv 

If u nolo nourco in ~sad for procureme~t of taggants there 
is al\vays. the possibility that it will become a target for 

bombings. If the bombing is sll'Ocessrul in destroying the source 
of sup?l~l, the manufacture of taggants will be curtailed and the 

manUfacture 0: explosives \\'ould have to be curtailed or some 

untagged explosives will have to be sold until taggant production 
is resumed. 

One must also consider the diversion (hijacking) of taggant 
rnateriill before it is added to the explosi\·e. Thus, consideraticn 

must be given to the security of the tag.gants from their paint of 
manufacture to their addition to the explosive. 

Stolen taggant material and/or taggllnts removed from ot~er 
lots of tagged explo$ives could be deliberately mixed into an 
explosive to confuse its tracing. 
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A. Detection of E:.:olosives 

Various methods' have be'3n consic.e::-ec. fer the: detection cf 

natural vapors' o.r delibE7ra tely added vapor-prod'ilcing taggants" 

Both of these methods depend on the vapor reaching a detection 
system. 

It· is possible to defeat a vapor detection system by preventing 
the vapor from reaching the detector by enclosing the explosive 

construction in a barrier. One terrorist group is kno\</n to have 

spent ro~ny hours in teaching its members how to wrap explosives 

in plastic to create a barrier to prevent detection of the bomb 

to be placed in a public building. They were taught to use gloves 

and change them frequently so that eX?losive material (and finger­

prints) would not be transferred to the outside of the package. 

This is the simplest method ana \-:ith care and a little thought 

can be used to defeat almost any vapor detection system. Barriers 

can be rnu~h more elaborate depending on the equip~ent available to 

the bombers. Such devices as hermetically sealed containars, that 

are total vapor barrie~s, which have a pair of buil~-in con~acts 

for fusing the device, are not beyond the ability of so~e g=oups. 

However, it is doubtful that they will go to this extreme as long 

as other simpler methods \'o'ork. Since va?or detection can be 

defeated,by a determined and intelligen~ person, "ide-spread 

publicity of this method of detection may alert the determined 
person to take precautions in building his det~·ice. On the other 

hand, publicity may deter some bombers. This deterrent ef=ect 

could be increased through the wide-s!?read"placement of "duIr""Y" 
de~ectors made to resemble the real detectors. 

B. Dielectric Heasurement Technicues 

I-Ihile this is still in the experir..ental stage and the limi 1:S 

of this technique are not fully known, it is possible to cons':de= 

so~~ ways to defeat it. One method would be to introduce cis~rct~e 
pack fc,il or similar material into the e:-:plosive pdckage.. '!"h:'s 
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CQuld greatly confuse the detectr'l.bility of explosives by the 
dielectric measur~::ient technique. Fcrther:r:ore, "c1um:ny" 

explosives could be sent through the mails to qener-ate ma:1Y 
false alarr:ts. 

c. Dual-Energv Tomoqraphz 

Dual-energy tomography is being proposed as a means of 

detecting. explosives based on their density and atomic nlli.ber. 
It is unknown just how effective this ,dll be for explosives 

of all types in their original form but additional testing nOl' 
in progress may give some indication of its ef=ectiveness. It 

is also important to determine "hether tomograph~' can detect 
and identify explosives in disguised form. For e:-:ar.tple, sheet 
explosives made to appear as pa=t 0= the material or linir.g of 

a suitcase. "Durr.:ny" material might also be used to create 
false alar:ns. 
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The Honorable Abraham A. Ribicoff 
United States Senate 
Washington, D. C. 20510 

Dear Senator Ribicoff, 

Ford Motor Company 
The American Rood 
Dearborn, Michigan 4B121 

July ZO, 1979 

We have reviewed S. 333, the bill you have introduced for 
the purpose of cOlnbating international and domestic terrorism. 
Ford has a direct concern, particularly as relates to the problem 
of airline hijackings and other airline .. related terrorists' acts, as 
our management personnel travel widely throughout the world. 

While we are not competent to judge the practicability or 
the merit of each of the bill's provisions, in the overall we believe 
your proposal contains an eS'SentiaUy sound set of U. S. Government 
actions. As you have pointed out, mi!~lon8 of Americans travel 
overseas each year, and under present conditions their safety too 
often is threatened by lack of adequate security provisions 'at foreign 
airports and lack of a good comprehensive program for combating 
international terrorism. 

We commend you for the initiative you have taken on this 
subject and urge the adoption of legislation along the lines of your 
bill. ' 

Sincerely, 

.- A., 
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/ 
MCDONNELL DOUGLA~ 
.; r ••.•• _ l-~ SANFOIiD N, McDONNELL 

Pt.IId,nr"lrlChi.f tA'ClJfI~. 011/1;1( 

Honorable Abraham A. Ribicoff 
United States Senate 
337 RSOB 
Washington, D. C. Z0510 

Dear Senator Ribicoff: 

30 July 1979 

. 1 an.' writin~ to ""press my support and thanks for your 
~chon. in IOtroduc1ng S. 333, which i! cnacted will become the 

Omnibus Antiterrorism Act of 1979_ " 

CORPORATION 

y!e of McDo~ell Douglas Corporation deplore all acto of 
terrorlsm. We beheve that the United States must take firm 
measures to deal with and help prevent such acts. 

. T~lerefore We are in full agreement with the propo~ed 
leglBl~h~n, and we hope that you,' colleagues in Congres s will 
enact lt lnto law. 

Sincerely, 

,.. 0. Bra 61~, 3,,,, lOlJn. MillO"" ttJ/~' 
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AMERICAN FEDERATION OF LABOR AND CONGRESS OF INDUSTRIAL ORGANIZATIONS 
••• O:",,""'aCOV,,"CIi. 

OIiOAGIi MIlAN... '-'Na KI"'''IiL.ANC 

Honorable Abraham Ribicoff. Chairman 
Senate Government Affairs Committee 
United States Senate 
Washington, DC 20510 

Den:;; Chairman Ribicoff: 

GUI 5IXTItl.NTH aTl'u:n. N.W. 
WAsHINGTON, D.C, 20008 

(aol, .17.15000 

Recently, the Government Affaire Committee completed hearings on 
S. 333, the Omnibus Antiterrorism Act of 1979. The AFL-CIO strongly 
endo'cscs this legislation as essential to Bssuring the safety of ~ir 
passenger transportation for both the consumers of this service and 
the workers who provide it. At its twelfth Constitutional convention 
in 1977. the Federation endorsed Congressional approval of similar 
legislation; I have encl~sed a copy of that policy statement. 

To successfully combat terrorist activities, law enforcement 
authoritics must have the ability til quickly identify and apprehend 
those cngaged in such criminal conduce. Section :103 of S. 3.33, which 
mandates the use of taggants in explosive materials will. we believe. 
aid that effort immeasurably by helping to pinpoint the brand. manu­
facturer and seller of explosives used in criminal conduct. Such 
taggants have already proved their value by leading to the arrest of 
n suspect in the bomb-killing of a steelworker earlier this year. 
Section 303 will thus assure the application of the best technology 
to help solve the mOdt violent of crimes. The AFL-CIO specifically 
supports Section 303 of the bill. 

In summary. I would ask that this letter and attached Convention 
Resolution be included in the hearing record of the Conrnittee on this 
legislation. 

Sincerely. 

~~e~aO 
DEPARTMENT OF LEGISLA'rlON 

Enclosure 
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P 
{,Sr;>JJ-)I' ""'-~ 

A 
ALLIED PILOTS ASSOCIATION 
GATJlWAV PLAU, 2621 AVINUI "n" J!..uT 5 
M A J L J N a ADD a I a a : P.O.' n ~I:' 2,O~ ; ~lL:aro~. Trw 7601 I • PHOHI: 617.261.0261 

,.1 1::;'r:lfl~-yTON.TIXAA 76011 

August 7, 1979 

V 
Honorable Abrahom Ribicoff GOVERtH.lENTAL AFf,\lliS COhn. 
337 ~ussell Senate Office Building [r:::'\1-:1r,11 ruL.\-\~ 
Washmgton, DC 20510 0 Ll.!i.lLJ.IJ..L , 

i.1j)t.'.\')7') \ 
Dear Senator Ribicoff, "I 

• I IJT5\.0 I:SHTTTf _l 
The Alhed Pilots Association, the cq/lt.<>tlWlc>'!b":~ l2~·'lO 
~~r~~::s 4300 flight crew member. in 'the emPl:; :t~'!e~~;~! 
the A t" TIne., .Whoillheartedly endorses all of the provisions of 

n l- error,sm Act of 1979. 

':Ie wish to commend you and the other sponsors of this 
Important legislation that will thwart hijackin d ~ery 
activities. We have noted your k g an terror18t 
C remar s as reported in the 

ongressional Record regarding this bill d . 
agreement. ' an are 1n complete 

We would be pleased t " 
enacted into law. 0 ass 1St 1n an effort to have this bill 

RHM/eb 
cc: Board of Directors, APA 

Air Line Pilots ASSOCiation 

Very truly yours. 

?mr;Z~ 
Robert H. Malone 
President 
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The following page 448 contain material protected by the 
Copyright Act of 1976 (17U.S.C.): "SUSPECT IN TRUCK EXPLOSION 
CAPTURED WITH NEW SYSTEM" from the Washington Post, June 19, 1979 

Re NDAA support for S. 333, the Omnibus Antiterrori~m Act 
Hon. JACOB JAVITS, 
Ranking Minority Senator 
Hon. ABRAHAM RIBICOF~', 
Chairman, Senate Committee on Governmental Affairs, 
Russell Senate Office Building, 
Washington, D.C. 

DEAR SENATORS: As Special Washington Counsel for the National District Attorneys 
Association (NDAA), I am pleased to advise you that at its December 1979 meeting, 
the full Board of Directors voted to support S. 383, the Omnibus Antiterrorism bill 
which has been jointly introduced by you for Senate consideration . 

Several aspects of the legislation were of particular interest to over 1,500 state and 
local prosecutor offices and '1,000 association members who comprise the membership 
of NDAA. The proposed involvement of the federal government in an extensive, 
coordinated plan of attack against terrorism is a positive step in our present era of 
international unrest. 

A particularly intriguing section of S. 333 is Section 303 concerning explosive 
taggants. The addition of "identification" taggants and "detection" taggants to 
explosive materials would have two salutary effects: (1) widespread knowledge that 
the distribution chain for a particular explosive could be traced to a particular retailer 
and/ or detected prior to detonation and is therefore likely to inhibit the use of such 
explosives by potential criminals; and (2) the establishment of even a partial custody 
trail for an explosive is likely to assist law enforcement personnel in more rapid 
apl>rehension and prosecution of terrorists. 

NDAA requests that its support for this enlightened and needed antiterrorism 
legislation be noted in the headng record by the inclusion of this letter. 

Respectfully yours, 

o 

PAUL L. PERITO, 
Special· Washington Counsel. I 
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