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PREFACE ; e

The Institute for Law and Social Research, onder LEAA Contract
Number J-~LEAA~026-77, was asked to develop a cost model for esti-
mating the incremental costs to state and local agencies of com-
plying with DOJ/LEAA privacy and security regulations governing the
dissemination of criminal history record information.

This document is the last of three volumes that describe the
workings and application of the Privacy and Security cost model.

Volume II, the Automation Supplement to the User's Guide, is

designed for those persons electing to use the automated version
of the Privacy and Security cost model. This volume provides
instructions on how to compile and load the various programs and
subroutines that comprise the automated model. Detailed descrip-
tions of the programs are furnished. In addition, instructions are
provided on how to execute the software, including descriptions of
the various types of entries that users can make from the Cost
Analysis Form (CAF) and related schedules described in Volume I.
A third section describes the two different types of output re-
ports that can be generated by the automated model and how the
data on those reports can be used. The final section of Volume II
deals with the logic that underlies the programs. This section
is included to providé users with a basis upon which to make modi-
fications to the computer programs if required.

It is designed to provide program managers and others with
background information about privacy and security, generally,
and the DOJ/LEAA regulations, specifically. The document also
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I. PROJECT OVERVIEW

A. BACKGROUND

The DOJ/LEAA privacy and security regulations are a federal
response to the need to strike a balance between the individual's
right to privacy and society's legitimate needs for information.
Prcmulgated in May 1975 and amended in 1976 and 1977, the regula-
tions establish standards regarding the dissemination of criminal
history record information by state and local criminal justice
agencies.

The events leading to the issuance of the privacy and security
regulations are summarized in Exhibit 1. Highlights of the regu-
lations are presented in Exhibit 2.

Concern on the part of state and local agencies regarding the
cost implications of the regulations led LEAA to contract with
INSLAW for the development of cost data and principles relating
to compliance with the regulations.

According to LEAA,

.+« a majority of states ... indicated that signifi-
cant additions or modifications have to be made to
their state "systems" in order to achieve compliance,
and that in most cases additional state legislation
must be enacted. A major problem of achieving both
these objectives is the general uncertainty among
states as to the ultimate costs involved in achieving
compliance.

..+ state agencies responsible for implementation of
the Regulations have stressed the need for this infor-
mation in order to Jjustify budget requests and to sup-
port legislative proposals. Estimations of privacy and

security costs are also needed by LEAA for purpises
of immediate and long-range program evaluation.

lLaw Enforcement Assistance Administration, "Statement of Work,"
Contract J-LEAA-026-77, August 28, 1977.
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Exhibit 1

EVENTS LEADING TO FINAL.
DOJ/LEAA PRIVACY AND SECURITY REGULATIONS

Events

1970

Mathias amendment to
crime control legis-
lation enacted.

1973

Amendment to Omnibus Crime
Control and Safe Streets
Act of 1968 enacted as
Section 524(b)

1974

Draft regulations (highlights
at right) published in
February. Revised and put
in final form in September
but not issued in antici-
pation of congressional
passage of comprehensive
privacy and security law
(not forthcoming).

May 1975

"Final" regulations issued
(28 CFR Part 20) reflecting
numerous changes in 2/74
version.

October 1975
DOJ/LEAA proposes amendment
to 5/75 regulations

Significance

LEAA called upon to submit
privacy and security recom-
mendations to President and
Congress.

Follow-up legislation not
acted upon.

Mandated completeness, ac-
curacy, privacy, and security
of criminal histcry informa-
tion, and provided for chal-
lenge and correction.

Basis for future DOJ/LEAA regu-

lations.

Dissemination guidelines.
Review-and~correction pro-
cedures.

Requirement for states to de-
velop plans for keeping crim-
inal information "complete,
accurate, and current."

Plans to be operational by
7/1/76.

Requirements established in
five basic areas: complete~
ness and accuracy, dissemina-
tion, audit, security, and
access and review. Procedures
to be operational by 12/31/77.
DOJ;“LEAA soon receives objec-
tions to limitations on dis-
semination and to dedicated
computer requirement.

Dedicated computer requirement
to be eliminated.

III-2
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f: | Exhibit 1
Events
March 1976
Revised regulations are
issued.

December 1977
DOJ/LEAA amends regula-
tions

(Continued)

Significance

- Dedication mandate deleted.
- Less stringent dissemina-
tion limitations.

- Deadline for fully operational
state privacy and security
plans extended from 12/31/77
to 3/1/78.

- Extensions beyond 3/1/78 granted
on case-by-case basis only.
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Exhibit 2

HIGHLIGHTS OF DOJ/LEAA REGULATIONS REGARDING
CRIMINAL JUSTICE INFORMATION SYSTEMS (28 CFR Part 20)

Applicability of Regulations

All state and local agencies and individuals having received
LEAA funds for collection, storage, or dissemination of criminal
history record information in either manual or automated systems

since 7/1/73.%({20.20)

Criminal History Record Information (CHRI)

Data collected on individuals consisting of identifiable
descriptions and notations of arrests and of any of the full rarige
of possible dispositions--e.g., any of the basic OBTS/CCH data
elements.
psychiatric records, social histories, photographs, fingerprint
records, and the like, when such information does not indicate
specific involvement of person with criminal justice system;
statistical data not identifying particular individuals. (20.3b)

Limitations on Dissemination**

Regulations do not limit dissemination of the following CHRI:
Conviction data, including pleas and nolo contendere.
Information about an offense for which an individual is
currently within the criminal justice system.

Data in "wanted" posters, announcements, lists.

Notations in original records of entry (such as police
blotters) compiled chronologically and open to public by

law or custom.
Data in court records of public judicial proceedings,; pub-

lished court or administrative opinions, records of traffic
offenses maintained for licensing purposes, announcements
of executive clemency.

Agencies may disseminate CHRI for purposes of international
travel and granting of citizenship, may respond to specific CHRI
requests from media if data are in sources exempt from regula-
tions (no matter how dated the information), may transmit CHRI to
other criminal justice agencies, and must giye CHRI to subject in-
dividuals who challenge it.

Otherwise, dissemination of CHRI, including juvenile data, is
subject to limitations—-see 20.21(b)(c){d).

ITI-4
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Exhibit 2 (Continued)

Completeness and Accuracy

Arrest data at central state repository (CSRs are optional)
and available for dissemination must be updated with dispositions

within 90 days of disposition. Agency must query CSR, if any,
prior to dissemination of CHRI to assure competeness.*** Agencies

must implement audits and other quality control procedures to
assure accuracy of data. (20.21aj}

Audits and Related Records

If representative sample of state and local criminal justice
agencies are to be audited annually by the state to verify ad- i
herence to regulations. Related records include names of all per- i
sons and agencies receiving disseminated data, and dates of dis-

(20.21le) BAnnual state audits are in addition to the

semination.
agency-conducted audits noted under "completeness and accuracy."

Security Requirements

Must adhere to security standards issued by the state. Computer
data processing may be shared or dedicated, and procedures must pre-
clude access by noncriminal justice terminals. Other regquirements
relate to programs, personnel, physical security, and accountability.

(20.21f)

Access and Review

Implement procedures to permit individuals to challenge, review
for completeness and accuracy, and correct CHRI, including agency
notification of all criminal justice recipients of corrections to

previously disseminated CHRI. (20.21qg)

*The regulations do not apply to agencies receiving criminal history
record information (CHRI) from LEAA-funded agencies if the receiving
agencies have not been granted LEAA funds for the collection, storage,
or dissemination of CHRI, except to the extent the regulations are
incorporated into the user agreements the recipients would be required

to sign.

**"Dissemination”™ is not defined in the regulations.

However, LEAA
defines the term as the disclosure of information to anyone outside the

criminal justice agency maintaining the information, except those dis-

closures to a local, state, or federal repository.

***Except in those cases in which time is of the essence and the re-
pository is technically incapable of responding within the necessary
Queries are required even when disemination is to

time period.
another criminal justice agency, except when reposting "up the line"
to the next appropriate agency (as when police transfer arrest re-

ports to prosecutors or when an agency reports CHRI to NCIC).
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however, the model is neutral on these matters of interpretation,

i.e., what should or should not be charged to privacy and security.

A methodology is presented to add up costs and to facilitate such

additions. Interpretations are left to the state or local offi-

cials who use the model.

1. Development of the Cost Model

As reported in Volume I, development of the cost model pro-
ceeded through eight steps.

These are summarized in Exhibit 3.
2.

The Models in Overview

The manual model is actually two models in one. The first part

is the Cost Analysis Form {CAF), which has eight sections-—-one sec-

tion for each of the six functional cost areas, one for frequently

used cost factors, and one for a summary. The CAF can be used to

make "broad brush" estimates using default values and experience

factors that were developed in the course of the project. As can

be seen in Exhibit 4, the eight CAF sections require a maximum of
197 cost items (excluding security, which does not have default

values and hence requires detailed costing). The other part of the

manual model is the detailed supporting cost schedules—--seven in

all. There is one aatailed supporting cost schedule for each func-

tional cost area, plus a schedule for developing frequently used

cost factors. The detailed supporting schedules require a maximum

of 1,242 data items. Cost details are then transferred from the

schedules to the appropriate CAF section. Thus, the CAF serves a
dual function: It provides broad brush estimates and it also serves

as a place to post interim summaries. Ultimately, all costs are

transferred to CAF the Cost Summary.

Section I,
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Exhibit 3

STEPS IN THE DEVELOPMENT OF THE COST MODEL

STEP NUMBER

STEP DESCRIPTION

APPROACH OR METHODOLOGY

1

Regulation analysis

Requirements analysis undertaken;
literature review conducted.

Develop skeletal outline of
cost elements

Basis:

Identified functional require-
ments and compliance options; IN{LAW's
previous work with CJIS cost modeling
proved to be invaluable.

6~III

Develop initial cost data collection
instrument and test in two states

Detailed cost recording for each func-
tional requirement; data collection in
Maryland and Virginia.

Revise cost data collection instrument
and collect data in five states

Alabama, Arizona, California, Georgia,
Minnesota

Develop the manual model and support-
ing schedules

Finalized identity of cost elements,
cost experience factors and cost
defaults, short-form cost estimating
methodology, and detailed supporting
schedules.

S .

(Continued)
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Exhibit 3 (continued)

Ot s,

STEP NUMBER STEP DESCRIPTION APPROACH OR METHODOLOGY

6 Develop the automated cost model Adapted manual model to automation;
eliminated all interim, manual com-
putations; automatic production of
output reports.

7 Field testing and outside evaluation Field testing done in Virginia; inde-
pendent evaluation by RLM Associates.

0T-III

8 Final Report Three-volume report prepared: Volume
I - User's Guide; Volume II - Auto-
mation Supplement; Volume III -
Executive Summary.
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Exhibit 4.

OVERVIEW OF THE MANUAL COST MODEL

CosT
SUMMARY

2
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The automated model is much like the manual model
it facilitates short-cut, broad br

called "standard costs.,”

inasmuch as

ush estimates using what are

The automated model allows moving from

standard costs to detailed costs--back and forth with ease as all

extensions and computations are handled by the computer.

costs are entered,

computer.

several output reports can be produced by the

To facilitate data entry, the manual model can be used

as an input source; for this purpose all data items on the manual

model that are to be entered into the automated model are indicated

with a check mark (V).

tures:

«+ Interactive, question and answer format

Keyed to the manual cost model

The automated model has the following fea-

+ Requires input of frequently used cost factors and

variable information

- Allows short form (standard .osts) or long form
(detailed costs) inputs

. Steps through each area of the requirements

. Performs all interim computations

» Provides hard-copy output of input for data verification

. Provides hard-copy output reports

3. Field TeSting and Evaluation

As part of the project, INSLAW staff field tested the model in

Virginia.

Results are reported in Section II; examples of the man-

uél and automated‘model output (using Virginia cost data) are in-

cluded in Appendixes a and B.

Q)
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The model was also evaluated by an independent firm, RLM Asso-

A copy of the evaluation is included as Appendix C.

ments on the evaluation report are included in Section III.

Observations on Privacy and Security Costs in the States

Development of the manual and automated cost models and the
supporting field work led to a number of observations relevant to

the development of plans and programs in the privacy and security

State legislation and costs incident to privacy and

security. Many states had enacted legislation before
the DOJ/LEAA regulations were issued; thus costs were
incurred before the DOJ/LEAA regulations. These costs
should not be considered as costs incident to federal

privacy and security regulations, per se.

Planning for privacy and security compliance. States
visited by INSLAW staff had made concerted efforts to
review their compliance at the state and local levels
and to determine what compliance options were pos-

sible and practical.

The cost of planning for privacy and security compli-
ance. Compliance planning was a major development
cost; ongoing planning costs are less, but still in-

volve significant outlays.

Disposition data reporting and recording.

——- The bulk of disposition reporting is being
done by manual means; for the most part,
data are collected on special forms. Many
of the collection procedures pre—-date the

regulations.

-- In most of the states surveyed, final dis-
positions are reported less than 50 percent
of the time, but there is evidence that the
percentage has been increasing since the
regulations were issued.

-—- Disposition costs include expenditures for
personnel, forms, and postage; a major cost
element will be following up on dispositions

not reported.
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in addition to their other duties
(UCR, NCIC, CCH, etc.). In states
not using 'UCR representatives, a
minimum number of auditors have been
hired (1-3)=-—-and these persons often

have other duties.

—- Audit costs

INSLAW's cost model recognizes two
types of audits--a procedural or
"compliance-oriented” audit, and a
full audit, which would include all
procedural checks, as well as an
evaluation of security precautions.

. Most local agencies can be audited
within three days. Major costs in-
clude auditor personnel time, travel,
and per diem. Larger urban agencies
could require up to one month to
audit.

—— Quality control

States have done very little with
quality control other than at the
point of data entry (i.e., checking
input records against source docu-
ments). Most of the existing quality
control procedures pre-date the pri-
vacy and security regulations.

Security. Security costs are up at state and local
Tevels; we suspect that major future costs will be

incurred at the local level.

Access, challenge, and review. These are generally
new procedures and additional cost items for most
states, but our examinations reveal that the costs
are negligible, to-date. These costs may increase
with time as individuals learn about their rights
to challenge the completeness and accuracy of their
criminal history records. ;

Records corrections. This could be a very costly
activity in terms of ensuring that all discrepan-
cies are corrected and that appropriate action is
taken. Arizona is using an "all points broadcast"

to correct errors--a seemingly efficient procedure.

In one state, manual procedures to ensure that
records are corrected take considerable time and

effort.
III-15
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the data a:e not complete and were not verified on-site, they

In conclusion, the DOJ/LEAA regulations have heightened con-
cern with the privacy and security of criminal history record in-
formation. This is particularly so at the local level. The regu-
lations are not looked upon as impeding law enforcement activities;
particularly at the local level, the regulations are appreciated,
since they impose an absolute prohibition on diséeminations to non
criminal justice users. This has curbed what many local police
officials looked on as a questionable police service.

5. Observations on Local Costs

| In the course of the project, limited samples of data were
collected from several municipalities in the five states that
cooperated in the study. These included Alabama, Arizona, Gecrgia,
Minnesota, and Virginia. 1In each state, the Privacy and Security
Coordinator or his or her representative collected data from three
to five local jurisdictions. The data collected covered three cost
areas: (1) increased disposition reporting costs; (2) costs inci-
dent to dissemination logging; and (3) costs related to security,
including building security.

The collected data have been reduced and are included as Exhi-
bit 5. Data are presented from 18 municipal police departments,
including a department at the University of Georgia (Athens). In
most instances, a population indicator is also included. Five
population groups are listed: under 24,999; 25,000 to 49,999;

50,000 to 99,999; 100,000 to 249,999; and over 250,000. Although

highlight several items of interést.
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Criminal history disposition reporting. Of 18 jurisdictions,

only six reported increased disposition reporting volumes. Ex-
cepting one agency with very small volumes (McLeod County, MN,
which had an increase oflfrom 5 to 20 dispositions), only one
agency (Montgomery, AL) attributed as much as 40 percent of its
increased disposition reporting to Privacy and Security. The
"none," "not applicable," and "unknown" answers were in the major-
ity as to what percentage of the increase was attributable to
Privacy and Security. Disposition reporting has not increased

in these municipalities as yet, not at least to any appreciable
extent.

Criminal history disposition logging. The picture that

emerges from the data is clearer in regard to disposition logging.
For example, the three Virginia municipalities indicated increases
ranging from 4,000 to 8,000, whereas none had been required pre-
viously. Two of the Minnesota municipalities indicated that they
were required to log before the regulations were required.

Alabama and Georgia reported increases, including an increase of
33,000 in Atlanta. The data from Arizona are inconclusive and
confused. On balance, though, dissemination logging dces appear
to be an additional cost item for many municipalities.

Security costs. Seven police agencies indicated security

expenditures ranging from $100 to $67,750; the median expenditure
for the seven jurisdictioﬁs was $500. It is impossible to say
whether the expenditures in Portsmouth ($67,750) and at the
University of Georgia (#9,000) were a direct result of the regu-
lations. Ir any event, security costs could be a major factor

III-17
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Exhibit 5, PRIVACY AND SECURITY Coé‘*«--}DATA FROM SELECTED MUNICIPALITIES f} |
|/
!
ki
-
Birmingham Selma Montgomery Phoenix Tucson Pim . ;
(AL} (AL) (AL) (a2) (AZ) (AZ)
POP: 1 POP: 4 pop: 2 POP: 1 POP: 1 POP: 1 i
A. Criminal History Dispo. Reporting
1. Dispos reported to CSR pre-P&S Regs. 3600 1800 966 Minimal Unknown Unknown
2, Dispos reported currently 3600 18G0 1500 All Unkncwn 420
3. If incr., % attributable to P&S
Regs. None None 40% Yes - Unknown
4. Avg. # of minutes o prepare dispo 10 3" N/A 5" —— s"
5. Add'l clerks required, if any None 1/2 None None None 1/2
6. Avg. annual salary incl fringe WA $5760 N/A N/A ——— $7,000
7. Other costs
a. Forms None N/A N/A Unknown Norie Unknown
b. Photooopy $ .05 N/A — N/A Nore Unknown
c. Specialized input equipment N/A N/A — N/A None Unknown
d. Other (specify) —_— N/A —_— N/A $ 300 -
B. Criminal History Dispo logging
1. pissem's logged before P&S Regs All None None 1500/day 5 Unknown
2. Dissem's logged currently . All 540 250 1400/8ay | None 500
3. Avg. # of minutes to log dissem 1" 1" 2" 1" 3" 1"
4. Add'l clerks reguired, if any None 1/2 None None None None
5. Avg. annual salary incl fringe N/A $5760 N/A N/A — N/A
6. Other ocosts
a. Formse None $ 50 None — e Unknown
b. Postage — ——— —_— - — Unknown
c. Other (specify) — — —— $100 —
7. Annual revenue $ 5 § 1lea No change $ 25/mo. — None
8. Amt in #7 attribt'd to P&S Regs None — N/A All -— None
C. Security
1. Locks installed to control access None —-— None $25 — Unknown
2. Badges for employees None — None -— Unknown
3. Closed circuit tv nonitors None — MNone: — Unknown
4. Backgrouwd inv. of enpioyees None — None - Unknowr
5. Lockable storage cabinets None - None -— Unknown
6. Building modification None -— None -— Unknown
7. Hire add'l security guards None -— None m— Unknown
8. Computer software modification None —— None rem Unknown
9. Other (specify) None -— Ncmglone - $210 — Unknown
10. Total None & 300 cost 1$lo7w,0m00\: : $235 —— Unknown
Iegend ~- Population Groups :
fl-—over 250,000 #3—50,000 - 99,999 #5--10,000 - 24,999
#2—100,000 ~ 249,999 #4—25,000 - 49,999
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Presoctt Cochise (o. Atlanta Clayton (o. U. of GA PD Charlottesville
(az) ) (@) (GA) Athens (GA) (VA
POP: 5 POP: 3 POP: 1 POP: 2 (20,000 stdts) POP: 4
) A. Criminal History Dispo. Reporting
1. Dispos reported to CSR pre-P&S Regs. (Other Agency N/A 28,000 4,000 900 3,000
2. Dispos reported currently ther Agency N/A 28,000 8,000 900 3,200
3. If incr., % attributable to P&S )
Regs. N/A None N/A None None N/A
4. Avg. # of minutes to prepare dispo N/A N/A 10" 3" 30" 5"
5. Add'l clerks required, if any None None None None 1 Sec'y 0
6. Awg. annual salary incl fringe N/A N/A N/A N/A $7,000 N/A
7. Other costs
a. Forms 1 N/A None None ~0- 0
b. Photocopy $ 500 N/A None None $ .12 0
c. Specialized input equiprent N/A N/A None None N/A 0
d. Other (specify) N/A N/A None —— N/A 0
B. Criminal History Dispo. logging
H 1. Dissem's logged before P&S Regs Not Fegq‘’d. Unknown 40,000 None 200 None
ﬁ 2. Dissem's logged currently 1269 N/A 73,000 2,700 200 4,000
| 3. Avy. # of minutes to log dissem i N/A 30’ 2" 10" 5"
! = 4. Add'l clerks required, if any N/A N/A None None 1 ? (6)
, o 5. Avg. annal salary incl fringe N/A N/A N/A N/A $7,000 $6,000
' 6. Other ocosts
a. Forms $ 5 N/A $ 87.50 $ 200 None $§ 50
b. Postage — N/A None None None $ 250
c. Other (specify) —— N/A None — None 0
» 7. Annual revenue No fees N/A $ 90.00 No fees None 0
8. Amt in #7 attribt'd to P&S Regs N/A N/A (Decv) N/A N/A 0
C. Secu;i
A ’ 1. Iocks installed to control access N/A — None —_— $ 750 $ 100
2. Badges for employees N/A -— None — 5 $ 150
. 3. Closed circuit tv monitors N/A — None —_ None 0
4 4. Background inv. of employees NA — None —— 45 0
5. Lockable storage cabinets N/A -— Nona — 1,200 0
- . 6. Building wodification N/A $ 100 None —— None 0
7. Hire add'l security guards N/A -— None - None 0
L 8. Computer software modification N/A —_— None _— 1,800 0
9. Other (specify) N/A — None —— 5,200 $ 400
10. Total N/A $ 100 None —— $9,000 $ 7650
5 Legend -~ Population Groups ‘
i #1-—over 250,000 #3--50,000 - 99,999 #5~-~10,000 - 24,999
j{ #2—100,000 ~ 249,999 #4--25,000 = 49,999
. H
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Exhibit 5 (Continued)

Riianat T o

Rochester Duluth Faribault Mcleod o. Richmond Portamouth /
(M) (MV) (M) (M) (VA) (va) i
POP: 3 POP: 3 POP: 5 POP: 4 POP: 2 PoOP: 2
A. Criminal History Dispo. Reporting
1. bispos reported to CSR pre-PiS Reys. 1,450 4,300 700 5 18,000 4000
2. Dispos reported currently 1,450 3,850 800 20 18,0600 ?
3. If incr., $ attributable to P&S
Regs. -— 74 None 50% 0 7%
4. Avg. § of minutes to prepare dispo — 1/2" 2" 5" 5" q"
5. Add'1 clerks required, if any None None 1/4 None Unknown None
6. Ava. apnual salary incl fringe — N/A $9,058 0 0 N/A
7. Other costs
a. Forrse Minimal $ 100 $ 200 0 0 $ 400
b. Photooopy None 0 $§ 55 $ 20 0 $ 500
©. Specialized irput equipment None 0 0 0 0 N/A
d. Other (specify) — 0 0 0 0 N/A
8. Crimiml History Dispo Logging ‘
Logged bef. Logged bef.
1. Dissem's logged before P&S Regs P&S Regs None 100 P&S Regs None Unknown
2. Dissem's logged currently — 275 100 5 8,000 5,300
3. Avg. # of minutes to log dissem 2" 1 p L ou " 120"
4. AAQ') clerks required, if any None None 1/4 0 1/8 None
5. Avg. amual salary incl fringe — N/B $8,013 0 N/A N/A
f. Other costs
a. Forms — $ 14 Minimal 0 None 0
b. Postage ——— e} Minimal 0 Unknown 0
c. Other (specify) — 0 Minimal —_— Unkniown 0
7. Armual revenue $ 275 $. 100 0 None 0
8. Amt in #7 attribt'd to P&S Regs None 100% None ] N/A N/A
C. Security
1. Iocks installed to control access None N/A None 0 $ 400 - $ 150
2. Badges for employees None N/A None N/A $ 100 $ 50
3. Closed circuit tv nonitors None N/A None N/A 0 0
4. Backgrownd inv. of employees None N/A None N/A Unknown $ 50
5. lockable storage cabinets None N/A None - 0 0 $18,500
6. Building modification None N/A None N/A 0 $11,000
7. Hire add'l security guards None N/A. None N/A 0 $14,000
8. (omputer software modification None N/A None N/A 0 0
9. Other (specify) None N/A None ‘N/A 0 $24,000
10. Total None N/A None N/A $ 500 $67,750
Legend--Population Groups
#1--over 250,000 #3--50,000 - 99,999 #5--10,000 - 24,999
#2--100,000 - 249,999 #4—25,000 - 49,999
N . - — . -

o
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in the future, especially when states are in a position to audit

local operations on a regular basis. Even a $500 expenditure per

police department would be a major cost, notwithstanding costs

that might be incurred by prosecutors, courts, pretrial agencies,

public defenders, probation agencies,

2ll such agencies generally house criminal history record informa-

tion.

III—Zl'

and correctional institutions.

[

O

II. FIELD TESTING THE MODELS

On January 8 and 9, 1979, members of the INSLAW staff visited
three state agencies in Richmond, VA, to gather data for a test of
the Privacy and Security cost model. The agencies visited and
types of cost data cbllected are listed below.

After the cost information was collected, the manual version
of the model was exercised to compute the costs of compliance in
each of the six functional areas addressed by the DOJ/LEAA regula-
tions. 1In each instance, the detailed costs schedule was used to
compute the costs experienced by the state.

The next step was to enter the required data from th com-
pleted Cost Analysis Form and related schedules into the automated
model. A comparison was then made between the results of the
computer~generated reports and the results of the manual model.
With the exception of two arithmetic errors in the manual model,
which were later corrected, the costs arrived at using the manual
and automated models were within 0.5 percent of one ancther; this
difference was attributed to the computer carrying alllcomputa—'
tions éﬂt to four decimal places rather than to the two decimal
places used in the manual model.

As a result of the field test, some minor changes were made in
the manual model forms. The order in which some questions appeared
on the CAF or schedules was dhanged; some questions were consoli-
dated; and the method for capturing percentages was chahged‘to be

carried to two decimal places in both models.

III-22
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' | AGENCY VIST
——==T=°ITED INFORMATION PROVIDED : g
L III. COMMENTS ON THE EVALUATION BY RLM ASSOCIATES

e

DiViSion of Crimi
ilminal
Justice and crj Costs associj ;
ime Clated with p] .
Prevention for compliance wi Planning
; With DOJ/LE
regulations, AR
INSLAW contracted with RLM Associates and its principal con-

(Adv?soyy Committee
to V}rglnia Criminal
Justice Services Com-

sultant, Robert L. Marx, to provide a third-party evaluation of the

As stated in the Introduction to the evaliuaton, RLM

mission)
Virginia Crinin
. lnal Justic . .
Services Commission e ggsfemlnatiOn Procedures ang cost model.
; sts
Aud it ‘ Associates were employed to "provide a critical review of the cost
uditing procedures and cost o ' i _ , , .
5 S ] ] model and to comment concerning the rationality and applicability
eCurity costs for Commi :
Offlcers mmission | of the model." A copy of the evaluation is included in Appendix C.
geCOrd challenge ang review In the course of Mr. Marx's on-site review and data collection,
4 rocedures and cost '
. Se R, .
Central Criminaj Records ; ) several modifications were made to the manual and automated models.
gxcpange (Virginia State Disposition recording pro o
o Olice) ing and costs - cess~ As also noted in the Introduction: "During detailed conversation
o Security for CCRE building with the INSLAW project staff members, several recommendations for
Biziemination Procedures and refinement of the model have already been presented and changes
~ S ‘ oy
r (;} made. This report does not, then, represent a complete summary of
A ~Pata processing costs, .
5 noted earlier, g sample of cost ) our work but only that work not already responded to by INSLAW."
S computed by the .
s . . ma 7 e . . . .
model for Virginia ig contained in Appendij nual The first part of the evaluation (pp. 1-6, inclusive) provides
' €ndix A. A sampl ’ |
e o - : . , .
buts from the automateg model, again f Viec o f out an Introduction and General Comments on the model, its applica-
é Or Virginia, are co .
n .y s . .
taineq bility and quality. As noted on page 5, the overall comment is
"The INSLAW cost model is well done and thoroughly

in Appendix B.
positive:

professional."
The second part of the evaluation (pp. 7ff) comments on each

of the six functional areas of privacy and security costs; our

iespcnse to those comments follows:
Disposition Data Reporting and Recording Costs (Section II and

On the topic of "Determining the Number of Disposi-

Schedule B).
tions," there are twc major, related criticisms: One concerns the

number of dispositions per arrest (whether it is one or more than

IIT-23
III-24
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one) and the number of delinquent dispositions. The model evalu-
ated by RLM Associates contemplated costing interim and final dis-
positions, i.e., costing increased disposition reporting and record-
ing expenses that could be attributed to the regulations, as well as
costing efforts to collect delinquent dispositions. On the basis

of these criticisms, a change has been made. The model has been
revised to cost "final" disposition--i.e., one disposition per

arrest. As noted in both Section II and Schedule B, although one

"disposition per arrest is assumed, the jurisdiction is free to

cost "interim and final dispositions."

Other comments in this section deal with whether software,
microfilming, and computer time should or should not be chargeable
to Privacy and Secufity. Our field studies»indicated that states
had incurred costs in these areas because of the DOJ/LEAA regula-
tions. Cost apportionment is appropriate if, in fact, such costs
were incurred. The model.provides categories for recording costs
incurred; it is neutral regarding whether costs should or should
not be recorded therein. The model's construction is intended to
record costs when and as appropriate; it is not intended to either
encourage or discourage any particular cost.

Dissemination Costs (Section II and Schedule C). A fairly

fundamental problem is raised in the evaluation--whether the forms
adequately differentiate dissemination costs chargeable to the
regulation from those not chargeable. It is our finding that

the language in Section II ("What percentage of the disseminations

III-25
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logged annually is the result of Privacy and Security regulations?")
and in Schedule C (as noted in most of the major sections) is ade-
quate to separate costs that should not be charged.

Other comments include a suggestion that dissemination revenue
should be ignored (P« 9); no action was taken on this matter. The
default value for the number of disseminations~-"4,145" (also noted
on page 9)--was sgparated into its component parts (1.376 hard-copy
criminal history disseminations per arrest and 2.769 on-line crimi-
nal history summary disseminations per arrest); the comment on this
subject was very helful in clarifying the suggested default value.
Another very helpful comment concerned the costs associated with
logging disseminations in an automated system. Our assumptions
and initial calculations were revised accordingly; the costs per
transaction, as can be seen in Schedule C (page C-2), are now in

line with RIM's estimates.

Auditing for Compliance Costs (Section IV and Schedule D). '»

comments.

Security Costs (Section V and Schedule E). No comments.

. Record Challenge and Review Costs (Section VI and Schedule F).

On the basis of RLM's comments that the default values were low,

we re—-computed the costs under new asgumptions and the costs are

i

higher, as indicated. (Volume I, Section IV contains a justifica-

tion for the costs for these defaults and for other defaults used

in the model.)

Planning Costs (Section VII and Schedule G). No comments.

Frequently Used’Cost Faatprs (Section VIII and Schedule H).

No comments.

III-26
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APPENDIXES
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Appendix A. EXCERPT. OF COMPLETED MANUAL MODEL

PRIVACY AND SECURITY COST ANALYSIS FORH4 (CAF)

SECTION ]
PURPOSE, INSTRUCTIONS, AHD COST SUMMARY

Purpose and Instructions

1.

This form is designed to estimate the cost impact of the DOJ/LEAA Privacy and Security
regulations on state and local criminal justice agenci€s.

The model can be used to compute "broad brush" or "ballpark" cost estimates by complet-

ing only Section 11 through VIII of this form and transferring the results to the

chart in item B below. Sections Il through VI1l include several mathematically de-
vised default cost values based upon costs observed in selected states. The "Users
Guide" for this model explains how each of these defaults was developed {Volume I,
Section D). :

The model can be used to estimate moi‘:e detailed costs by answering the questions con-
tained in Schedules B through G that supplement this form.

It is also possible to use a combination of the detailed Schedules (B through G) for
some sections of this cost model and the defaults on this form (II through V1II) for
other sections. :

Ifk\‘_sv'ou elect to fill out any of the detailed cost schedules, you must first complete
Section VI1} of this form.

Summary of Privacy and Security Custs

b. Annual Operating Costs

Functional Requirements a, Devejopment Costs

U Recoraing e i [ 5§81 .00 # T, 640 . 22
2. Dissemination =~ O — §, /563 . 39
3. Auditing | 7 Dol 72 /6,337. 89
4. Security 741’492,/ . 00 /'7, /.92\: . 46‘
5. Record Challenge and Review 7/ ’/ / /7 i LY. 15
6. -Planning for Implementation /éoj q 9/ ‘ 4{ éé/ &Zé ) 7/ B
7. (Dissemination Revenue) - 0O — — 0 —

o 245 046 771 79552 O
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SECTION II

DISPOSITION DATA REPORTING AND RECORDING COSTS

e v s K 8 < S S

NOTE:

assumes one (final) disposition per arrest. If

quired

OR
Complete Schedule B and insert the costs in the
bozes below, as directed.

Complete this section to egtimate final disposi-
tion reporting and recording costs; this section

the jurisdiction desires to cost interim and final
dispositions, appropriate adjustments will be re-

Reporting Final Disposition Data by State and Local Agencies

1.

7.

Enter the number of arrests currently reported to the Cen-
tral State Repository (CSR) by state and local agencies

arnually.

Enter the number of dispositions reported annually to the
CSR by state and local agencies prior to the implementation
of P&S regulations.

Compute the incremental increase in the annual number of dis-
positions reported to the CSR by all agencies as a result of
P&S regulations. Subtract item 2 from item 1.

How many of the additional dispositions to be reported to
the CSR (item 3 above) will be reported in an automated mode?

How many of the additional dispositions to be reported to
the CSR {item 3 above) will be reported in a manual mode
using forms?

Compute the total increased disposition reporting costs re-
sulting from P&S regulations by applying the following
formula OR complete Section 1 of Schedule B.

a. Number of dispositions reported in an automated mode
(item 4 above) - x $ 0.60.

fiumber of dispositions reported ina manual mode
(item 5 aboveg x $ 0.55.

Add figures in items” 6a and 6b above and enter total in

i zox at the right.

Recording Final Disposition Data at the £SR

1.

How many of the additional dispositions (item 3 above) will
be recorded at the CSR in a manual mode?

How many of the additional dispositions (item 3 above) will
be recorded at the CSR in an automated mode?

Compute the additional disposition recording costs resulting
from P&S regulations by applying the following formula OR
complete Section 2 of Schedule B.

a. Number of CSR dispositions recorded in a manual mode
(item 1 above) x-$ 0.60.

b. Number of CSR dispositions recorded in an automated mode
(item 2 above) x-$ 0.

Add figures in items 3a and 3b and enter total in box
at the right.

Development Operating

N/A v

~

" ) (<X}
-
~

i

S Gl

Q

Detlinquent Disposition Monitoring

1. Approximately how many arrests re
. 2 ; ported to- the CSR
have delinquent final dispositions? Item 4.1 aboveagn?:];%

enter the actual number, if known.

2. Compute the cost of collecting delinquent final disposition

data. Item L above x $ 0.40 OR Loy
data, Iter OR complete Secticy 3 of

iof:zare Modifications.
0 the CSR computer system to allow for delin i iti

0t C quent disposition
ronitoring or for other changes resulting from disposigion re-

cording requirements, complete Secti
cording requi be]ow.’ plete Section 4 of Schedule B and

1. Development costs.

2. Annual operating costs.

Microfilm Costs. If microfilm is d i iti
used to store dispositio

gata.at the CSR as a result of the P&S regu]at1ons,pcomp1e2e

bg$§&on 5 of Schedule B and enter the results in the boxes

1. Development costs.

2. Annual operating costs.

Total Final Disposition Reporting and Recording Costs

1. Development Costs. Add the fi A
. gures in the boxes in th
"Qevelopmeqt" .conrm. Enter total in the box at the ¢
right and in item B.l.a, Section I, CAF.

2. Annual Operating Costs. Add the figures in t;e boxes in

the "Operating' colwmn. Enter total in
( ting . the box at t
right and in item B.l.b; Section I, CAF. he

If software modifications were required

Developinent

Operating

$- 0 —

N/A v

[s/ oo

$~0O —

s, 984.%

0,034,
/o,

32

s/,881.%

S N S

71,48
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SCHEDULE B
DISPOSITION DATA REPORTING AWND RECORDING COSTS* .
c. Data Entry Equipment Costs
Development Operating g (1) what special types of data entry equipment are used by
. inal Di L L state and local agencies to report dispositions? (In-
1. Repor§1qng1na Dispositjon Data by State and local 2 clude only equipment purchased or leased solely for P&S
Agencies oM compliance.)
a. (Clerical Costs v
R %1 Leased Equipment Purchased Equipment
(1) Enter the number of arrests currently reported to the : . - .
Central State Repository (CSR) by state and local ‘ - (a) (b) (c) {d) (e) (f) (g) (h) (1)
agencies annually, (96% 00O Y Annual Annual
3 ) ) Annual Total Quantity | Purchase Total Mainten- Main-
(2) Enter the number of final dispositions reported annually , Equipment Quantity Rental/ Lease Pur- Price/ Purchase |ance Cost/| tenance
to the CSR prior to the implementation of the Privacy 234/ C}l>l> : Type Leased Tmit Cost chased Unit Cost Unit Cost, ANl
and Security (P&S) regulations. AR e v ! ; , (b) x (¢) (e) x () Pur- Units
oo y chased e) x (h
(3) Compute the incremental increase in the annual number L Y 4 / Y v (e) x (h)
of dispositions reported to the CSR by all agencies .. .. ! Key to Disk
as a result of the P&S regulations. Subtract item (2) !
from item (1) and enter the result in the space o the Key to Tape
right. . . / 060 .
. r_éj_____ IégyT:gemsk
(4) Approximately how many minutes does it take a ¢lerk to
prepare a form or make a_computer entry reporting a crim- Keypunch
inal history disposition? (Experience in other juris-
dictions indicates a range hetween 2 minutes and 11 / Z Other
minutes.) Y . (Name) J/
{5) Compute the estimated total number of clerica] person-
hours required statewide by ail agencies to report .
criminal history disnositions. Items (3) z (4) above - IO L 77 1 d .
(6) Enter the average adjusted hourly salary of a clerk
from item B.3.a, Section VIII, CAF. $ {/Q, 22;2 o . ) ‘
' | Development Operating
(7} Compute the annual clerical cost to all agencies for i (2) Total a 1 1 . .
disposition reporting. Itemes (5) « (6) above. %634. q o] nnual rental fees. Add figures in colum (d). $ (-
ri
b. Machine-readable Tape Costs (3) Total cost of purchased equipment. Add figures in
colum (g). $ O-
1f
HEtflsggglfiZSSSZ:at;;efg$;231;gpgzzgglggsthe CSR on mag- (4) Total annual maintenance cost. Add figures in
eolum (i). $ -/~
(1) Approximately how many tapes ‘equired annually ,
for disposition reporting are chargeable to P&S? ——( 2.‘ Y (5) }'g}albggzuﬂ data entry equipment cost. Items (2) + :

(2) Estimate the average cost/tape using the table below. d. Forms Costs

Tape Length | Cost/Tape (1) wWhat is the estimated cost per copy for the dispo- 3/
sition report form? See item H, Section o .
presr— T o0 ' po ee item ection VIII, CAF. $ 0 Y
§ (2) ~Cumpute the total cost to all agencies for dis-
1200 feet ¥ 10.60 » p051t1on report forms chargeable to P&S. Items
R I.a(3) z d(1) abov 2
2400 feet $ 15,00 $— —_— e $4Qé
5 7 e. Total Final Disposition Reporting Costs
(3) ggmpute the total cost for tapes. Items (1) z (2) s : Add bozes 1. af?), b(3), e(5) and d(2} above. Enter
ove ( - 0 - ; .. total in box at the right and in item A.?, Seetion II, ,
*As noted in Section 1I, this Schedule /assumes one (final) disposition per arrest. If the juris- Car. SCZ /E;C).
diction desires to cost interim-and f1n dispositions, appropriate adjustments will be required. o
| &
B-1 VL
B-2
ao /Q " N e
& S & o * . - = ’

e e e e e
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& Development Operating
g Qi;f 2. Recording Final Disposition Data at the CSR
: a. MWhat type(s) of system(s) are used by your state for recording
criminal history case disposition data? Check all that y
apply.
[[] Manual forms. Answer only question b below.
[:] Computer-generated input medium. Answer only question ¢
elow. -
In-line terminal data entry to CSR data base. Answer
only question ¢ below.
b. Manual Data Recording Costs
Fi11 in the chart below to derive clerical and forms costs
for recording data on manuval forms. NOTE: WNumber may not
exceed incremental increase reported by all agencies in
item 1.a(3) above.
(1) (2} (3) (4) (5) (6)
Average No. of Such Annga] Forms Annuatl
Activity No. of Mins. Actions Clericai Cost/ Forms
Required Annually Time Single Cost
v J (2) x (3) Activity* J/ (3) x (5)
Receive, Open and Route
Jispo. Report Form
Sight Verification of Data
( ; Pull Case Jacket, Enter
" Dispo. Data, Refile
Other (Name) Y
*Enter cost, if known, or refer to item H, Section VIII, CAF.
Development Opercting

(7) Total clerical hours required.
(4} and divide total by 60.

Add numbers in colwm
(8) Enter the average adjusted hourly salary of a clerk.
Same as item l.a(6) above.

(9) Compute the total clerical cost for recording dispo-
sition data. Multiply items (7) x (8) above.

(10) Total annual forms cost chargeable to P&S.
in colum (6).

Add numbers

{i11) Total manual system recording costs. Add items (3) and
(12) above. Enter total in box at right and in item
B.3.a, Section II, CAF.

-0
s- O~
s -0~
s- O~

YSES

R

et gy

c. HAutomated System Data Recording Costs

(1) Clerical and forms Costs.

Fi11 in the chart below to de-

i iated with entering
ive clerical and forms costs associate
;isposition data into an automated system. -
| f
e
(a) (b) (c) R (d) (e) s
nnual Forms !
Average No. of Such Clerical Cos i gte ég:f
Activity No. of Mins. Actions Time o S5t
Required J/ Annually A ®) x (c) / c
Receive, Open & Route 2 . L 0g /92 g
Dispo. Report Form t ]0Z§“ 97 /b‘ 000 4/{‘04&0 0 )8 e
- R
Sight verification of Data | [2] e
Create Computer Code Sheet [2]
Sight Verification of Code [2]
Sheet
Keystroke Data into system | [3]

*Numbers in brackets ar

(a)

(h)

(3)

e values for use in lieu of local estimates.

Total clerical hours required. - Add nwnbers in

coiwm (d) and divide by 60.

Enter the average adjusted hourly salary of a clerk.

Same as item 2.b(8) above.

i ding
Compute the total clerical costs for recor
disgosition data in an automated system. Ttems

(g) = (h) above.
Total annual forms cost. Add figures.in colwm

(7).

(2) Computer Costs

(a)

(b)

()

(d)

i iti tered
Enter the annual number of dispositions en
into the CSR computer that are chargeable to
P&S.

T snout
Enter the average cost/on-line inquiry {inpu
transaction) from item C.2, Section VIII, CAF.

i R directly
£ data are entered into the CSR computen
%rom agency magnetic‘tapes,.approximate1)
how many CPU hours are required annually for
processing?

Enter the cost of a CPU hour from item C.3,
section VIII, CAF.

nge]ogment

Operating

L850, ¢ 7
$ e AA
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(e} How many computer-generated reports resulting
solely from the P&S program relate to the re-
cording of criminal history data? Fill in
the chart below:

Name of Report Quantity Produced Annually
Missing or Incomplete Data Y
Delinquent Disposition v
Printout of Transactions Recorded :5ﬂ¢21» v
Requests for Delinquent Dispo. Data v
Other (Name) Y v
Development Operating
{f) Total number of computer-generated reports. Add
the figures in the "Quantity Produced Annually" 2 Z
colwm above.
(g) Enter the cost of a computer-generated report from
item C.1, Section VIII, CAF. soS. S22/
(h)} Compute the total cost for computer-generated
reports. Multiply items (f) x (g) above. 35,40’7. 04
(i} Total computer processing costs. Items
[(a) = (B)] + [ (c) = (d)] + (h) above. 510,511, O4f
(3) Total Automated System Data Recording Costs. Add bozes
(1)(2) + (1)(j) + (2) (1) above. Enter total im box at the .
right and in item B.3.b, Section II, CAF. 553;250 ‘ ’1)
3. Delinguent Disposition Monitoring
a. Indicate_below the methods used to check with state and local
agencies on delinquent dispositions.
(1) (2) (3) (4) (5) (6)
1 Annual P&S
Check (7) : Annual Average Cost Each % Chargeable Tota
; Cost/Method

Telephone Calls

Teletype

Telegraph

. 305" /00

Form Letters

7//):7100

55

Individually Writ-
ten Letters

~CSR Personnel Sent .
to Field NOTE:

If this method is usea, answer subsection 3.b below.

.....

ot it merng s+

(7) Compute the total cost
disposition tracers.

(6) above.

(8) Approximately how many cl
’ ing requests for delinque

(less 1abor) for delinquent

Add the numbers in colum

erks are responsible for prepar-
nt disposition information?

(9) MWhat is the average number of hours/year a clerk spends

preparing requests for delin
mation?

quent disposition infor-

(10) - Enter the average adjusted hourly salary of a clerk.
Same as item 2.¢(1)(h) above.

(11) Compute the total annual clerical cost for preparing
requests for delinquent disposition information. Mul-
tiply items (8) x (9) x= (10) above.

(12) Compute total cost of notifying agencies about
delinquent dispositions.

b. CSR Personnel Sent to Field

Add items (7) and (11) above.

If CSR.pgrsoqne1 are sent to the field to gather delinquent
disposition information, supply the following information:

(1) Estimated number of trips/year.

(2) Average travel cost/trip.

between $13 and $140.)

(3) Average number of days/trip.

(4) Average per diem rate.
between $14 (meals only) and $35.)

(5) Total travel cost.

(6) Total per diem cost.

(Experience shows range

{Experience shows range

Items (1) x (2) above.

Items (1) x (3) x (4) above.

(7) 1ndicate on the chart below the types of CSR personnel
sent to the field:

Development

Operating

$4438
/ v

/00 v
$6o A

(a) (b) (c) (d) ' (e) (f)
Average No. of Enter Avg. Adj.] Total Cost/
Average No. of Working Hours/ % of Time Hourly Salary Personnel
Personnel Type Trigs/Yeér Person/Trip Chargeable from Section Type
P (Including to P&S VIII, CAF, (b) x (c) x
/1 Travel Time) Y item B.3 {d) x (e)
Auditor
Clerk
Clerk Supervisor
Police Officer
Other (Name) J/

(g) Compute the total salary costs for CSR personnel
Add the numbers in colum

-sent to the field.
(f) above.

$ O

TR ENT

e ——




Y

i
i

S E e i BT

Development Operating
(8) Total cost for personnel sent to field. Add boxes :
(5) + (6) + (7)(g) above. 0
c. Total Delinquent Disposition Monitoring Costs ‘
Add boxes a{12) + b(8) above. Enter total in box at the o
riaht and in item C. 2, Section II, CAF. $ 4 060l
4. Software Modifications
ificati ta dispo-
. What software developments or mod1f1cat1ons to the da
: sition recording process were required solely becqgge of P&sS
requirements? DO NOT incluue developments or modifications
due to other programs such as OBTS/CCH, 5JIS, etc. An
example of an item to include is programming an infor-
matior. system to produce a disposition tape in a format
readable by the CSR computer.
(1) (2) (3)
Enter Number of Enter Number of
Type of Software Programmer System Analyst
Modification or Development Person-hours Required,| Person-hours Required/
Request for Delinquent Disposition
Disposition Due Date Tickler File
Incomplete or Missing Data Report
Other (Name) J/
. A
(4) Total programmer person-hours. Add numbers in columm _ (2/ —_
(2) above.
(5) Total system analyst person-hours. Add numbers in _ C:) _
colum (3) above. ;
{6) Enter the average adjusted hourly salary for a programmer Y
Erom item B.3.e, Section VIII, CAF, §__~j;Z_____
j tem
{7)  Enter the average adjusted hogr1y salary for a sys . - .
analyst from item B.3.d, Section VIII, CAF. 9 (:)
. R 11 .
8) Approximately how many hours of programmer time wi
(8) bgpreQUired annually to maintain the above software _ (:D"' J/

developments?

9) Approximately how many hours of system analyst time
® w$€1 be required annually to maintain the above

software developments?

B-7

4\}’

(10) Compute the total programmer software development
costs. Items (4) x (6) above.

(11) Compute the total system analyst software develop-
ment costs. ITtems (5) = (7) above.

(12) Total personnel costs for software development.
Add items (19) + (11) above.

(13) Compute the total programmer annual software majn-
tenance cost. Items (6) x (8) above.

(1a) Compute the total system analyst annual software
maintenance cost. Items (7} z (9) above.

(15) Compute total annual personnel costs for software main-

tenance. 4Add items (13) + (14) above.

Development Operating

i~ 0-

s-0—

5-O—

b. Computer Processing Costs

(1) Approximately how many hours of CPU time were required
to develop the above software modifications?

(2) Approximately how many hours of CPU time will be re-
quired annually to maintain the above software
modifications?

(3) Enter the total cost of an_hour of CPU processing
time from item C.3, Section VII1I, CAF.

(4) Compute the CPU cost for developing the above software
modifications. Multiply items (1) z (3) above.

(5) Compute the annual CPU cost for the maintenance of the
above software modifications. Multiply items (2) =z (3)
above.

€. Total Software Modification Costs

(1) Total development costs. add boxes a(12) + b(4)
above. Enter total in box at the right and in item
D.1, Section II, CAF.

(2) Total annual operating .costs. Add boxes a(15) + b(5)
Enter total in box at the right and in item

above.
D.2, Section II, CAF.

5. Microfilm Costs

a. Is microfilm used as a medium for storing case disposition
soltce documents at the CSR? ) J/

Yes [ #o
If yes, answer the following questions:

b. Supplies and Processing Costs

(1) What is the estimated

filmed/year (assumes 3 images per second)?

B-8

Nusber of defendant reconds micro-

$-0-

$-0O-

/6,000
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Development Operating
(2) Use the chart below to derive an average cost/record (3
images per second) for microfilming or enter your own es-
timates, if known.
Microfilming Process | Cost or Cost Range/Record
Ro11 Microfilm $ 0.003 - $ 0.004
Microfiche $ 0.458
Microfilm Jacket $0.08 -4 0.10
NOTE: The above costs are for supplies and process- ; /
ing only. Labor costs are not included. §J1£;2£__
(3) Compute total microfilming costs (less CSR labor). Mul- -
tiply item (1) = (2) above. $/60
c. Egquipment Costs
(1) Fi11 in the chart below to derive the cost of equipment
used to microfilm case disposition source documents.
Inelude only equipment purchased or leased for P&S
compliance.
Leased Equipment Purchased Equipment
(a) (b) (c) (d) (e) (f) (g) (h) (i)
Annual Apnual
. Total ‘e Total Mainten- | Mainten-
Equipment| o antity Annual Lease Quantity | Purchase | p oce lance Cost/lance Cost
Type Leased Rental/ Cost Pur- Price/ Cost Unit All
(Specify) Unit chased Unit .
(b) x (c) (e) x (f) Pur- Units
. ,‘/ /I Y Y v chased ¥| (e) x (h)
Keaoler =z
rintor 313300 19,900| /98 | 574

(2) Total annual rental fees. Add figures in colum (d).

(3) Total cost of purchased equipment. Add figures in 6;7 67
eolum (g). $

S

(4) What percentage of the above is chargeable to P&S?
(5) Total annual maintenance cost. Add figures in colum (i).
{6) Total microfilm equipment development cost. Items (3) =

(4). Enter total in box at the right and in item E.1,
Section II, CAF.

5/, 88/,

(7) Total annual microfilm equipment cost. Items (2) + (§)
above.

d. Labor Costs

(1) How many hours of microfilm operator labor are spent on
filming disposition records?

(2) What percentage of the above is chargeable to P&S?

(3) Enter the average adjusted hourly salary of a microfilm
operator from item B.3.f, Section VIII, CAF.

(4) Compute the total labor cost chargeable to P&S. Items
(1) = (2) = (3).

e. Total Microfiim Operating Costs. Compute the total microfilm
cost for supplies, leased equipment, and labor. Add boxes
b(3), e(?) and d(4). Enter total in box at the right and in
item E.2, Section II, CAF.

s
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Appendix B. EXCERPT OF AUTOMATED MODEL OUTPUT REPORT

1. DISPOSITION REPORTING AND RECORDING COSTS
COMPUTER
PERSONNEL PROCESSING
REPORTING
DISPOSITIONS
RECORDING
DISPOSITIONS
DELINOUENT DISP,
MONITORING
SOFTWARE
MODIFICATIONS 0. 0.
NICROFILN
T0TALS T o, 0.
11, DISSEMINATION COSTS
COMPUTER
PERSONNEL PROCESSING

DISSEMINATION
PROCESSING

TERMINAL & LINE
COSTS

SOFTWARE
& PROCESSING

TOTALS

EREERERRRRRK XN RPRERRRE
LA L 2 T 1 g LA 2 L1 X X2 ¥

(2332222282 ] EXERRERERRANR
\ o

TRAVFEL &
PER DIEM

0.

TRAVEL &
PFR DIEM

o.

BN

EQUIP,

SUPPLIES,

& SERVICES

0.

18R,

EQUIP,

SUPPLIYES,

& SERVICES

EEERERERR AN

REREKREEREXEXK

FACILITIES

0.

FACILITIES

0.

TERMINALS ¢
LINES

0.

TERMINALS &
LINES

SEeeeaceecens

RRRENEKERERR S

FERRREREEEEE

e

TOTALS

0,

188;.

1881.

TOTALS

0.

0.
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111, AUDITING FDR COMPLIANCE

mow LTI L DT E L LD L A Al

)

e

PERSONNEL

FULL AUDITING
PRGCEDURE. AUDITING

AUDIT
GUIDELINES 7162,

SOFTWARE DEVEL.

& MAINTENLNCE ERRERURRARELK
L L L 1 g
TOTALS RAKERRERNKRER

1v. SECURITY COSTS

PERSONMEL

PHYSICAL

SECURYTY

SOFTNARE ;

SECURITY 0.
EMPLOYEE SCREENING.
ORIENTATION, TRAIN,

& PERFORMANCE ‘ 0.
ADDITIONAL SECURITY

PERSONNEL

SECURITY COSTS TO

LOCAL CJ AGENCIES 0.
TOTALS 0.

COMPUTER
PROCESSING

KEKRKERRRRR K

I Y L LT )

L3332 ¢ 2222282

COMPUTER
PROCESSING

0.

0.

TRAVEL &
PER DIFM

0‘

TRAVEL &
PER DIEM

0.

()

~

EOUIP, SUPPLIES,
& SERVICES

LY TP LA AL X ]

LYY R LY L LX)

0.

EQUIP, SUPPLIES.
& SFRVICES

0.

CRaecmavNERRENERR®o

0.

FACILITIES

0.

FACILITIES

13780,

0.

CL DL L X L L)

137%50.

TERMINALS &
LINES

0.

TERMINALS &
LINES

0.

)
TOTALS

7762.

1762,

TOTALS

13750.

0.

60672,

T4421.
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& SERVICES
TOTALS 103701.
i
i
i
|
1
]
i
[
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vi. ﬁbbNN[ﬂG AND DEVELOPMENT & GROUP A

[

-----(V (A;}-------un-----.--------.----'-

PERSONNEL

Sy O -

APPOINTED MEMBERS3
OF GROUP 6078.

SUPPORT STAFF 97623,

OFFICE & CONF,
FACILITIES

TRAVEL & PER DIEM
OFFICE EQUIP.,SUPPLIES

COMPUTEPR
PROCESSING

owmEUeS =

0.

TRAVEL &
PER DIEM

{w”
EGuiP, SUPPLIES,
& SERVICES

i .
' TERMINALS & B
FACILITIES LINES TOTALS

3398,

3398. 0.

6078,
97623,

31394.
863.

4689,

112649,

863,
4609,
863. 4688.
4
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I

o

S,
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vi. PbA%ﬁlNG AND DEVELOPMENT ¢ GROIP B
B

COMPUTER
PROCESSING

PERSONNEL

APPOINTED MEMBERS

OF GROUP 1425.

SUPPORT STAFF 35723.

OFFICE & CONF,
FACILITIES

TRAVEL & PER DIEM
OFFICE EQUIP.,SUPPLIES

& SERVICES
. aeNtGmoane Yy 2 Ll g
POTALS 37149, 0.

TRAVEL &
PFR DIEM

202.

282.

it A A S B VT ey

PR

EOUIP. SUPPLIES,
& SERVICFS

P somreenenmwSew

2421,

«
PoTeaeEEeETRRNEPERS®

2421,

FACILITIES

1649.

1649.

TERMINALS &
LINES

0.

P
O
ik

Ly

TOTALS

1425,
1357213,

1649.
282,

2421,

41501,
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vi. PLANNING AND DEVELOPMENT FOR P&S COMPLIRNCE

- ap W }‘--—----C--------------...----------
COMPUTER
PERSONNEL PROCESSING

ADDT'L
PERSONNEL

OFFICE
FACILITIES

TRAVEL &
PER DIEM

EQUIP.,SUPPLIES
& SERVICES

TRAINING
PERSONNEL COSTS

TRAINING
FACILITIES

TRAVEL & PER DIEM
FOR TRAINING

TOTALS

o-

6278.

6278.

TRAVEL &
PER DIFM

EGUIP, SUPPLIES,
& SFERVICES

0.
ol
881.
0. 881. 0.
SR )
P -

FACILITIES

0.

TERMINALS &
LINES

0.

881.

7160.
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1. DISPOSITION REPORTING ANC RECORDING COSTS

&

PERSONNEL

REPORTING

DISPOSITIONS 6639.
RECORDING

DISPOSITIONS 426137.
DELINQUENT DISP.

MONITORING 622.
SOFTWARE :

MODIFICATIONS 0.
MICROFILM 9451.
TOTALS 59348.

.

I1. DISSEMINATION COSTS

PERSONNEL

DISSEMINATION
PROCESSING 7434.

TERMINAL & LIKNE
CosSTs

SOFTWARE
& PROCESSING EEREERKERRRA

DISSEMINATION
REVENUE

TOTALS EXERRERRKRERE

COMPUTER
PROCESSING

10511,

ol

10511,

COMPUTER
PROCESSING

168,

EXEEEERRKEKK

EXRRENNRERKE

TRAVEL & EOUIP, SUPPLIES.

PER DIEM & SFERVICES FACILITIES
L L L L g ) LA LR T LY X L YY) LA 2 X X 0 L XK J
496,
128,
0. 438.
75‘.
C. 1816. 0.

TRAVEL & EQUIP, SUPPLIES,

PER DIEM & SERVICES FACILITIES
559.
ERLRNRRRERRN
0. TARERRARRRRR 0.
¥

TERMINALS &
LINES

LY TR Tk T Y Y

o.

TERMINALS &
.LINES

EERREREEERRXE

EEREXERRRKAE

:sg‘ 3
W
¥

TOTALS

7138,

53276,

1060.

0.

10208,

71675.

TOTALS

8158,

o.

0.

o.

8158,
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111, AUDITING FDR COMPILTANCE

XL ”\:------------.----
¥

%

FULL AUDITING

PROCEDURE
AUDITING

AUDIT
GUIDELINES

SOFTWARE DEVEL.
& MAINTENANCE

TOTALS

COMPUTER
PROCESSING

TRAVEL &
PER DIFM

PERSONNEL

Iv. SECURITY CO8TS

PHYEXCAL
SECURITY

SOFTWARE
SECURITY

EMPLOYEE SCREENING,
ORIENTATION,TRAIN,

& PERFORMANCE

ADDITIONAL SECURITY

PERSONNEL

SECURITY COSTS TO
LOCAL CJ AGENCIES

TOTALS

Q

14405. 0. 1650.
EERXRRKKRRLX KEXRERKERNEX
518.
KEKEERRERRRK EERERERRNKEKN
ARERRARKERRE EXEXRRERREER AEERARRARKEE
COMPUTER TRAVEL &
PERSONNEL PROCESSING PER DIEM
-ar e W W L L L LY L4 1.7 ) LA L L X
00 o.
1126,
0. N
1126. 0. 0.

K

EQUIP, SUPPLIES,
§ SERVICES

0.

0.

EQUIP, SUPPLIES,
& SERVICES

0.

FACILITIES

. 0.

FACILITIES

SosoTonwse

0.

TERMINALS &
LINES

0.

TERMINALS &
LINES

LI LT DL LT LY

o.

TOTALS

16055.

0.

S18.

0.

16574.

TOTALS

15999,

17128,
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RECORD REVIEW 19. 2. 12. 33.
RECORD CHALLENGE . 1. f. 6.
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vi. PblN%i“G AND DEVELOPMENT 3 GROUP A

Semme %u---q-—--------oﬂn-n-----.--.
COMPUTER
PERSONNEL PROCESSING

P T X 3 A 2 1A \ PUSTREEB®® W

APPOINTED MEMBERS
or GROUP 2701,

387313,

SUPPORT STAIF

OFFICE & CONF.
FACILITIES

TRAVEL & PER DIEM

OFricT EQUIP.,8UPPLIES
& SERVICES

TOTALS 50424, 0.

TRAVEL &
PER DIEM

173.

173.

EQUIP, SUPPLIES,
& SERVICES

1298,

1298.

FACILITIES

4009,

4009,

TERMINALS &
LINES

LT XL 1 3 1 X )

0.

D

TOTALS

270%.
55733,

4009.
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63913.
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vi. PLANNING AND DEVELOPMENT FNR P&S COMPLIANCE

5
53 »Af

ADDT'L
PERSONNEL

orrice
FACILITIES

TRAVEL &
PER DIEM

EQUIP.,SUPPLIES
& SERVICES

TRAINING
PERSONNEL COSTS

TRAINING
FACILITIES

TRAVERL, & PER DIEN
FOR TRAINING

TOTALS

PERSONNEL

o.

1256.

1256.

Vi o o o e 9 0 0 B e O S O D D O O S e W
113

COMPUITER
PROCESSING

o.

TRAVEL &
PER DIFM

176.

176.

FOUIP., SUPPLIES,
& SERVICES

0.

FACILITIES

0.

LA A L O L L L 2 44

0.

TERMINALS &
LINES

0.
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0.

o.
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gﬁnmv OF PRIVACY AND SECURITY COSTS

FUNCTIONAL REOQUTREMENTS

1. DISPOSTION CATA REPORTING
AND RECORDING

2. DISSEMINATION

3. AUDITING

4. SBECURITY

%, RECORD CHALLFNGE AND REVIEW

6. PLANNING FOR IMPLEMENATION
TOTALS

e

o

DEVELOPMENT COSTS

PY T YL LD L DL Ll

1881,
0.
7762,
74421,

, 0.
161310,
245374.
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ANNUAL OPFRATING COSTS
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39.
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ROBERT L. MARX

1077 TICONDEROGA DRIVE

SUNNYVALE, CALIFORNIA 94087

TELEPHONE (408) 245-9441
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Appendix C

COMMENTS ON

A PRIVACY COST MODEL

prepared for

The lnstitute for Law and Social Research

February 1979

\
by

RLM Associates

T

INTRODUCTION

On 19 March 1976 The Law Enforcement As;i'istance
Administration (LEAA) published in the Federal Register
its amended regulations concerning the collection, '
storage, and dissemination of Information for criminal
history records.

LEAA, through the National Criminal Justice
Information and Statistics Service (NCJISS) has
contracted with the Institute for Law and Social
Research (INSLAW) to "“"develop costing data and
principles relating to the expense of achieving
compliance with the regutations.'" This contract, now
nearing completion, has resulted in the construction of
a cost model and associated data collection forms.

INSLAW has contracted with RLM Associates (Robert
L. Marx) to provide a critical review of the cost model,
and to comment concerning the rationality and
applicability of the model.

. During detailed conversations with the INSLAW
project staff members, several recommendations for
refinement of the model have already been presented and
changes made. This report does not, then, represent a
complete summary of our work but only that work not
already responded to by INSLAW.

7 We have enjoyed the opportunity to review the model
and collection forms. By the very nature of our task,
there is a somewhat negative tone to this report. tet
there be no inference drawn, however, that we are

wi thout respect for the product or the people who
constructed It. On the contrary, we are convinced that
the cost model is useful, professionally constructed,
and marks an admirable beginning in the potentially

frui tful area of determining the cost implications of
policy decisions and regulations.
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GENERAL COMMENTS
MODEL OVERVIEW

The cost model is organized in much the same way as

the regulations themseives. There are six major sections
of the model, each corresponding to a major portion of

the regulations:
Disposition reporting and recording,

Record dissemination,
System audit,

System security,

Record challenge and review, and

Planning for system compliance.

epor The

regulations suggest the continuation or creation of a
central state repository, and mandate that criminal
history records kept there shall contain disposition
information current to within 90 days. Although the
qegulations themselves define disposition as
“information disclosing that criminal proceedings have
been concluded" the ampliifying remarks published with
the regulations add the key words "within an agency".
The number of dispositions per arrest record is
multiplied severa) fold by this amplification.

Record Dissemination, The regulations specifically

state that record dissemination Is always voluntary on
the part of the central repository, never mandated by
the regulations. When dissemination does occur, however,
the repository must make sure that the receiving person
or agency has a right to the information (implying a
list of authorized recipients) and that an audit trai)
of disseminations is provided (implying dissemination
logs). To the extent that such procedures were not in
effect before publication of the regulations, their
institution and operation generate costs ascribable to

the regulations.

R The regulations require that states
conduct audits of a representative sample of state and
local criminal justice agencies, to determine adherence
to the regulations and In particular to check
dissemination logs. The costs of such audlt capability
Is Included In the cost model developed by INSLAW.

&

Securltyv, The regulations require security for
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criminal history systems, including physical
containment, personnel reviews, and computer hardware
and software changes In some cases. To the extent that
information systems were not in compliance before ~
publilcation of the regulations, costs to come into
compliance would be included in the INSLAW model.

Challenge and Review, The regulations outline

procedures to assure that subjects of criminal history
records can inspect them, challenge their accuracy or
completeness, and obtain changes< they also provide that
the successful challenger can obtain a list of non
criminal justice recipients of the erroneous record. All
costs to assure compliance with these provisions are

picked up in the model.

Planping for Compliance, The regulations require a
certification of compliance by each state, and the model
allows for expenditures associated with the planning and

administrative functions to achleve certification.

[HE MODEL TYPE
We wish to describe the model in two dimensions.,

First, it is a marginal model rather than a system
model. That is, it considers only the additional costs
in a particular state needed to bring the previously
existing system into compliance with the regulations,
rather than considering all costs asvocliated with
operating the system. This Is entireiy appropriate In
light of the INSLAW contract specifications.
Nevertheless it makes it nearly impossible to estimate
nationwide costs from costs in a few states. For
example, a state may have already had a good
professional system beforehand, so that compliance with
the regulations would require only minor "touching up",
whereas another state may have had little or no system
at all, so that compliance with the regulations would
incorporate nearly all the costs of building a system

from scratch.,

Second, the model is primarily a payout model
rather than &in econoinic modei. That is, for the most
part It does not consider the allocation of existing
resources to newly mandated tasks, but only the
procurement of new resources. Again the choice is
appropriate In light of the contract objectives. It
does, however, again make comparison betwen states or
extrapolation from a few states' data impossible. There
are a few exceptions, malnly in the computer area, where
the. model changes from a payout form to an economic

form; these are discussed in the detailed comments later

in this report.
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LONG AND SHORT FORMS

The data collection form, and indeed the model
Itself, Is similar to a tax collection form. Very
detailed pieces of information are collected, and a
specific method is ordered to aggregate the information
pleces into intermediate cost figures, and then into
cost figures for each of the six major compliance
elements discussed above and fo* total compliance. This
technique is analogous to the "long form" in the income
tax. The modei also provides a '"short form'" analogy, in
which detailed and intermediate calculations can be
avolided In favor of default values based on INSLAW
experience In deveiopment of the model.

Unlike the tax analogy, however, the user is
allowed to migrate between the long and short forms on
an item by item basis. The .result of this provision is
that, within limits, a state can make the resulting cost
estimate somewhat larger or smaller than it would
otherwise be by figuring the costs both ways, then
selecting the more advantageous figures for each cost
element.

This is not a serious deficiency of the model, as
long as It is seen primarily as a method to understand
the impact of the requlations, rather than the
foundations for future funding requests from the states
to NCJISS. If the model is intended for such a purpose,
it should be considered as merely a preliminary
estimate, to be backed up with a detailed budget in the
conventional way for grant applications.

CONCOMITANT CHANGES

The cost figures derived from this model, even if
carefully estimated, should not for a moment be thought
of as a plan of action for the state concerned. The
regulatlions provide an opportunity to rethink the whole
concept of criminal history and the central state
reposi tory. By its very nature the model provides costs

i : e whereas we
can hope that substantial changes will be undertaken at
the same time that compliance Is achieved. For example,
many state repositories file and maintain all arrest
fingerprint cards received, whether or not the arrests
are for crimes covered by their state mandatory reporting
law; simple adherence to the letter of their own laws
could substantially reduce operating costs without
hindering effectiveness and while compliying with the
regulations. This is also the proper time to consider
automation, or perhaps. to make major alterations in the
existing automated system. It is possible that now !s
the time to conslder subject In process systems. or
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purge and expungement laws or any of many other

modi fications to the 'old ways‘. In short, for many
states future expenditures will bear little relationship
to the costs estimated here. This should not be
considered a fallure of the model, but rather a success
for those system managers who recognize the regulations
as a vehicle for change rather than a burden to be borne.

GENERAL APPLICABILITY OF THE MODEL

The model is suitable = in fact excellent - as a
way to estimate costs of compliance with the regulations
wi thout concomitant changes in the system. It is our
opinion that for most states the short form will be
sufficient to gain the level of detailed knowledge
necessary for their internal purposes. The long form,
useful perhaps in some cases, seems to promise a level
of precision that no such model can deliver.

Some may try to read into the mcdel an imp]icit
plan of action, that is a primer of what to do in order
to assure compliance. Although the model, especially the
titles of some of the cost components, may seem to
suggest such an interpretation, it should be resisted.
The model output is not the budget section of a grant
request or state plan, it is merely an estimate of what
could be involved financially, depending on the
strategic and tactical actions of the .Individual state.

The model results should not be used to compare the
status of one state to that of another, nor the .
efficiency of one state to that of another. The security
and privacy regulations probably do not represent
anything like a major component of the total cost
picture for criminal history record keeping.

The model can be very useful to LEAA jtseif. Since
the model outputs are closely related to sections’of the
regulations themselves, it could be useful to see what
sections of the regulations 'caused' the most additional
costs. Both for these regulations and for others which
might be drawn In the future, it would be useful for the
regulators to develop a sensitivity to the costs of
compliance. As we have already suggested, the specific
model outputs themselves may be less important here than

merely acting to form a consciousness and way of thinking

about costs for various regulatory forms.
The INSLAW cost model is well done and thoroughly
professionai. in any particular state it may be

difflcult or impossible to collect some of the primary
cost element data specified Iin the model; this is less a
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i ism of the model than a statement about the
g?&::iity of budget method§ anq operational metZods .
among the states. Its applicability to the broa ran%
of questions facing states and the federal govea?migis
concerning criminal history systems is not broad; s
is not because the model is !ncompetent but bec?use ]
was designed to answer questions in the narrow focus o
a particular set of regulations.

ORGANIZATION OF THE REPORT

i d in
The remainder of this reporg is pre§ente
chapters corresponding to the major sections of the data
collection forms and cost model.

,,,,,
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SECTION 11 AND SCHEDULE B

Section !l a)d schedule B are the short and long
forms respectively of the data collection form for costs
associated with the reporting and recording of
disposition Information in compliance with the
regulations. (Section | is a cost summary section and
there Is no schedule A, so these are the first portions
of the model discussed).

B 0 ISP

Dissemination reporting and recording represent one
of the larger cost eiements under consideration. The
INSLAW approach is to estimate or measure the number of
disseminations reported before and after the
regulations. Unfortunately this is far trickier than it
at first seems. The mode! assumes that one can subtract
the prior dispositions received from the current arrest
potifications received to arrive at an estimate of
disposition reports attributable to the regulations.
Implicit here is the assumption that each arrest
generates one and only one disposition. Although this
may on occasion be true, it is subject to two kinds of
counterexample. First, a single arrest may involve
multiple charges (e.g. an arrest which "clears'" twenty
burglaries); depending on the system In use in the
state, each of the charges can generate dispositions.
Second, each charge may result in multiple dispositions;
for example conviction, sentence, release from prison,
release from parole. Such multiple dispositions seem to
be contemplated in the amplifying remarks if not in the
regulations themselves. '

Once the number of dispositions chargeable to the
regulations Is estimated, t%e default values ($0.50 -
0.69 for reporting or $0.60=u.78 for recording) give the
required cost figures directly In the short form. These
default values seem reasonable notwithstanding the fact
that a test run in Virginia yielded much higher numbers
using the long form approach. :

The short form next takes up the matter of
delinquent disposition monitoring. Here the form
provides the implicit assumption that each arrest
reported results in 3.5 dispositions, and that a1l such
dispositions are delinquent. The differences in
treatment here compared to the earlier estimation of
total dispositions attributable to the regulations is
obvious. Changes should be made to (a) normalize only to
those dispositions attributabie to the regulations (by
subtracting those dispositions previously received) and

in both cases. A cost of $0.74 Is then assigned to
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monl tor each delinquent dispositien; the amount seems
reasonable, but we have no data to support or refute it.

Next the short form takes up the subject of scftware
modifications to support diss.~1tion recording and
delinquent disposition monitc-ing. Both development and
operating costs are allowed. We assume that pperating
costs are primarily what is usually called "software
maintenance". |If so we doubt that such costs should be
allowed. Software maintenance usually comes about in
response to redefined objectives; but the regulations
are unlikely to be redefined, and in any case the task
was to define costs of meeting the regulations s they

exiss.

Finally the short form takes up the subject of
microfilm. Costs are to be tabulated if the microfilm is
being used "...as a result of the regulations."”" We
frankly do not see how any aspect of the regulations can
he construed to mandate microfilm. Microfilm is used, if
at all, because it is perceived as more efficient in
retrieval or storage than manual stcrage. Sinct we don't

allow a cost Item for manual storage facilities, we
shouldn't allow such an item for microfilim systems.

CALCULATING COSTS USING THE LONG FORM

The long form (schedule B) presents some of the
same conceptual difficuities as the short form In the
estimation of dispositions to be received.

In the case of data enkgry equipment, the costs of
equl pment rental and maintenance are to be included only
if the equipment is used solely in support of the
regulations. This seems proper in light of our
introductory comments that this is a "payout" model
rather than an economic aliocation model. Later in the
schedule, however, compui-r CPU time is included on a
task basis even If the cemputer s used only partially
in support of the regulations. Granted that there are
some situations in which there is actually a payout for
each Incremental unit of CPU time, more often the
equipment is on a general lease agreement in which lease
costs stay the same regardless of usage. We therefore
think that CPU time should be excluded from the mode’).

A similar arguement can be made concerning
microfilm equipment. The data collection form does not
specify that the equipment must be used solely for
compliance with the regulations (cf. our comments above
for the short form). Moreover the scaling factor called
for in the form is the total number of dispositions
f11med rather than the net amount ascribable to the

regulations.
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2ECTION 11§ AND SCHEDULL C

Section |1l and schedule C are the
forms respectively concerned with dissem?:g;?oﬁngolggg
Ngte that the regulations neither mandate nor forbid )
dissemination, but merely regulate the types of '
information that may be disseminated (current, accurate
and complet?) and dictate dissemination logs so that ’
~:22:$urate information disseminated can be corrected

Currency, accuracy, and

] R completeness costs are
zrlmarily handled elsewhere irn the cost model (e.g.
ell?quent disposition monitorirng, audit, etc.). This

Z?Ct on of the cost model should properly contain costs

q;;$?§$dctotth?‘?issemlnation log maintenance and some

ity contro or completeness and acs A j
before dissamination, uracy Just

We do not believe that the data co i
adequately draw this distinction. Thecclgigtéggmfzgmge
all costs associated with dissemination, not just those
in direct support of the regulations.For example, the
model Includ+s costs for fingerprint classification
pulling subj~.t's file, preparing record for maillné
Eosts fgr pgstage, envelopes, and copying, computer ’
;ecqrd inquiries, and so forth. These costs would be the
E:ﬁgeghgshzgeegcgotftz§ regulations existed; they areﬂ

. v act o
oSt Tone. ; issemination, not by the

. By the same token, revenuz coll

disseminations is deducted from the,gggidogor
dfssemlnatlom. Again the revenue derlves from the
dissemination rather than the regulations. Heré the
Eroblgm is more subtle; If a state repository is
charging for some disseminations, then it should not
show payout costs for regulation complianc2 on those
disseminations. Perhaps the best way would be to ignore
reimbursed disseminations from the wnrkload, on the 4
assumption that fees are set to recapture ail costs.

The mndel provides a default value (4.1
number of arrests reported) to be used If th:5a2i3§? the
number of disseminations is not known. We do not know
how this default value was derived, but are susblsious
of it. Perhaps It was meant to represent one
dissemination for the arrest report itself and one for
each disposition reporting for that arrest. If so, it
lgnores the substantial number of disseminations to
:lcensing agencles etc., and also probably overestimates
n the sense that many states da not dissemlinate

automatically whenever arrest or disposition data is

recelved. In any case the default ls almost surely
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SECTION 1V AND SCHEDULE D

unnecessary,.slpce state repositories "always" keep
mgnthly statistics concerning the number of
disseminations.

The model provides for costs assocliated with
logging disseminations in an automated system. The
defau]t values, which include storage medium costs and
a@ortlzation of a tape or disk drive, are inordinately
high (nearly $4.00 per dissemination in the case of a
small system tape log) because of the underlying
assumption that a drive will be dedicated to this task
alqng, and thus must be written off in the cost of
loggang. In fact the cost of such logging should be very
small uf.good design practice (which calls for
transaction ]ogging) has already been practiced and the
logging required by the regulations can be piggy-backed
on this existing capability. We believe that a single
default value, probably in the range of $.01 per

Section 1V and schedule D are the short and long
forms respectively concerned with costs of auditing for
compliance with the regulations.

Most of the problems of distinguishing whether costs
are directly attributable to the regulations, which
arise in other areas, do not exist in the audit area
because noone performed such audits until required to do
so. Problems involving the distinction between payout
costs versus cost allocation do not occur either, since
the audits tend to be separable and identifiable
activities which can be counted and priced.

The cost areas identified Iin the data collection
form are relatively straighti»rward:

The design, maintenance, and

R R S A et ¢ ik bt R DT T, .

distribution of audit guidelines and

dissemination, would be more ap i |
€ propriate, in which cas
the cost impact would be so modest as to'be ignorable.e : ’ thepgﬁiignfind maintenance of
sup software;

OQur comments offered eariler about com i

. . puter CPU time - . .
= briefly we believe that in most instances the use of The extraction and copying of random
computer time does not represent a payout type cost a samples of criminal records;
appropriate for the model - are also relevant here. <;) Travel to selected sites and conduct

7Y

of the audits;
@ ‘ The preparation of audit reports.

Each of these cost areas is described and
appropriate intermediate data collected to allow cost
estimation for the entire audit function. At times the
methodology employed to collect the iritermediate data is
slightly clumsy (e.g. sometimes we start with the number
of auditors on the staff, other times with the number of
audit sites vislted; one method or the other could be
selected and all the questions framed in the same way).

o We can detect no serijcus flaw In the logic (as d.stinct
= from style), however, and have no critical comments on

this section.

Our earlier comments concerriing the Inclusion of
computer CPU time = we believe it should be excluded as
not being a payout type cost = are relevant here.

10
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SECTION V _AND SCHEDULE E

Schedule E is the long form for estimating costs
the security area. Unlike other sections of the form,
there are no default values and therefore no short form
in the usual sense; riather, sectlion V is a sort of tally

sheet for intermediate results.

in

For the most part the schedule is straightforward.
There are two areas in which we offer comments below.

The form asks for an estimate of the number of
personnel background investigations made, and then for
an estimate of what percentage of these are attributable
to the regulations. We believe it would be better to ask
first whether background investigations were required for
any personnel positions prior to the regulations and the
number of such investigations in the itast full year
before the regulations, then to get the comparable number
for the year after the regulations, and to use these
data as the basis for the cost estimate. In this way we
can avoid some of the subjectivity implicit in the

question as now stated.

The form asks for the number of agencies subject to
the regulations, and then asks the responder to picture
an "average'" agency and to estimate the security costs
for that agency. We are unable to formulate an
alternatlive approach, but are uncomfortable with this
one. In most states there will be hundreds of such
agencies varying widely in size, sophistication, and
security requirements. With such a large "multiplier
effect! even small errors in estimation will be
magnified, and could blas the entire cost estimate
significantly. Perhaps this cannot be avoided; it may be
worthwhile to isolate these cost estimates (along with
others to be borne at the local agency level) in the
model results, so that they can be examined separately
from those costs berne at the state level, where the

forms are most likely to be filled out.
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SECTION V] AND SCHEDULE F

Section VI and schedule F
are th
forms related to record challenge a:der:C?gi and long

The forms actually treat three separable functions:
Record Review,
Record Challenge, and
Appeals Processing.

For each of these j
major func
areas are explored, including: tions, several cost

The cost of forms,

Labor costs (includin
g clerks,
hearing officers, etc), °

Photocopy costs,

Postage, telephone, and
telecommunications costs,

The method layed out i ‘
. n the long form i
:ﬁ;a;ﬁgﬁioggggdae?ndlze h?ve no negative com;ents In
: au values for cost ‘ ]
$1.93 per record revie S are provided:
S W, $8.63 per record
$75.99 per appeal c ord challenge, and
prccess. Although we ha
Support us, we believe that the ve no data to
se values may b
low side, perhaps by a factor of three or sg. gegnaggewe

consume supervisory and mana
Y gement labor time
?;sg?sgéonl;olﬁgﬁAtherent difficulty of the tg:£s°f
. can support the defaul
elther through collecti Th otharues.
on of cost data i
or through task anal D ooher States
ysis meth
commentary on this section.thOds' we have no further
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SECTION Vi1l AND SCHEDULE G

These are the short arnd long forms associated with
costs for planning and development of legislation,
rules, policies, standards, or methods for compllance
with the regulations, Perhaps the title could more
appropriately dlstinguish between the planning function
(which covers 'development' costs in the sense used In
the model, and an administration function (which covers
the 'annual operating costs' discussed in the model.

The complexity of this area is perhaps best shown
by pointing out that the long form is eleven pages long
(multiplled by the number of separate planning groups
within the statel) and even the short form is an unshort
four pages long.

Although the point is brought up in the forms
several times, we believe that it should be emphasised
even more that the discipline of the model requires that
only those costs which are directly ascribable to the
regulations, and only costs that were clearly pavouts
should be reflected on the forms. This point Is
especially important in the area of boards and
commissions, most members of which are not paid
separately and distinctly for service on the board, but
rather attend as part of the 'other duties assigned’
with their regular government positions. Labor costs for
these persons should not.be included, although travel .
and other specific costs may be.

Some boards and commissions should also be excluded
on the arguement that their involvement in planning for
or administering the regulations is minimal and
incidental for their major purpose for existence. For
example, many information system policy boards spend
much of thelir time discussing possible new applications
for the system, funding, and pcliclies distinct from the
subject matter of the regulations.

Finally, the reminder should be given that
preexlisting bou. s, commissions, staffs, and programs do
not fall within the scope of the cost model. Several
states were concerned with security and privacy long
before 19 March 1976; continuation of such Interest and
programs does not constitute an allowable cost in the
model.

14
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‘ Section VIIi and Schedule H are concerned
frequently used cost factors which recur in oth::th
portions of the model. Perhaps they are best thought of

not as integral parts of the model but r
anclillary to the model. ather as

Cost estimation procedures are
provided for various
categories E of labor, for computer processing, report
generation, and inquiry, for office space, equipment,

and supplies, for forms and photoc
and subsistence. P oples, and for travel

We have already commented
. perhaps too often, abou
our feeling that most computer time costs should émt ¢
enter lgto the model since it is usually not a payout
cost. With this exception we have no major comments

concerning the methods used or the
proposed. default values

This completes our critique of th
modgl. For the reader who has patlentls ::?Lﬁgtcggt
patneptly) regd through the seemingly neverending
negativism, nihilism, and nitpicking of this repor%, we
request one fipal task: return to the introductory !
;$Z?£::?QLQIWh|CS we :ugge?t that the model Is soiid,

. and usefu

hae sslonal, ar within the bounds for which it

S
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