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THE FREEDOM OF INFORMATION ACT: FEDERAL LAW 
ENFORCEMENT IMPLEMENTATION 

WEDNESDAY, FEBRUARY 28,1979 

HOUSE OF REPRESENTATIVES, 
GOVERNMENT INFORMATION 

AND INDIVIDUAL RIGHTS SUBCOMMITTEE 
OF '.tHE COMMITTEE ON GOVERNMENT OPERATIONS, 

Washington, D.O. 
The subcommW;ee met, pursuant to notice, at 10 :05 a.m., in room 

2154, Rayburn House Office Building, Hon. Richardson Preyer 
( chairman of the subcommittee) presiding. 

Present: Representatives Richardson Preyer, Robert F. Drinan, 
David W. Evans, Ted Weiss, Thomas N. Kindness, M. Caldwell 
Butler, and John N. Erlenborn. 

Also present: Timothy H. Ingram, staff director; Edward J. Glei­
man, counsel; MaUl'a J. Flaherty, clerk; and ThomasG. Morr, minor­
ity professional staff, Committee on Government Operations. 

Mr. PREYER. The subcommittee will come to order. 
The Government Information and Individual Rights Subcommit­

tee begins today its hearings on the impact of the Freedom of In­
formation, Act on Federal law enforcement agencies. 

During the course of the year we plan to take 1t close look at the 
procedures used by the investigative agencies to protect sensitive 
records, while complying with the disclosure requirements of the 
Freedom of Information Act and the Privacy Act of 1974. 

We are pleased to have as our witness today FBI Director Wil­
liam Webster. 

Today's hearing was, in large part, sparked by a letter received 
by the subcommittee on January 24 of this year, stating that "given 
the resources available, the FBI cannot now, nor in the foreseeable 
future, comply with the time limits of the Freedom of Information 
Act" or the Privacy Act regulations of the Department of Justice. 

According to Director Webster's letter, it currently takes 4 to 6 
months to answer Freedom of Information Act requests. The Free­
dom of Information Act's statutory deadlines provide 10 working 
days to reply to citizen document requests, and a maximum of 40 
working days-or 8 weeks-to respond to both the initial request 
and appeal of denial. 

The Freedom of Information Act was enacted in 1966 and estab­
lished the general principle that any person should have access to 
records maintained by executive branch agencies. 

Following heari~gs by the st;J.bcommittee in the early seventies, .the 
act was amended III 1974 to tIg4teh procedural reqUIrements. TIme 
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limits were added for the processing of requests, and the seventh ex­
emption of the act WIts modified to allow disclosure of certain portionA 
of inactive files of Federal law enforcement agencies. 

Specific grounds were included to allow the withholding of infor­
matIon that might jeopardize ongoing investigations, and such im­
portant concerns as the identity of informants, special investigative 
techniques, and the safety of law enforcement personnel. 

Last year, the General Accounting Office, at the request of Senator 
~astland, was a~ked to examine the effect of the Freedom of Informa­
tIon Act and PrIvacy Act on Federal law enforcement. The GAO con­
cluded "it was not possible to fl;ccurat-ely. document. the total impact 
these two laws have had on the lllvestigative op61'atlOns of the FBI." 

The GAO report observed that: 
Other laws or regula.tions, administrative policies, and a general distrust of law 
enforcement agencies may have had as much or more to do with the FBI's dif­
ficulties as the FOIPA-The Freedom of Information and Privacy Act. 

These issue~ are obyiously quite complex. We began an examination 
of FBI ~omplIance wIth th~ Freedom of Information Act at a hearing 
~ast AprIl 10, when we receIved testimony from the General Account­
mg .Office. vVe proce~d today with Director vVebster's presentation. 

pU'ector Webster, III accordance with the traditions of this com­
mIttee, we swear all of our witnesses. 

Would you please stand and be sworn ~ 
po you solemnly swear that the testimony you are about to give in 

this case shall be the truth, the whole trutb, and nothing but the 
truth, so help you God ~ 

Mr. WEBSTER. I do. 
Mr. PREYER. You may proceed in any way you prefer. 

STATEMENT OF WILLIAM H. WEBSTER, DIRECTOR, FEDERAL 
BURBA U OF INVESTIGATION 

Mr. WEBSTER. Thank you, Mr. Ohairman. 
I appreciate your invitation to appear before this subcommittee 

today. . 
As the chairman just noted, you referenced my letter of January 24 

to the Honorable Jack Brooks, chairman of the full committee, and 
asked that I elaborate on certain matters that I addresc:!ed in that 
~~ ~ 

You pn:rticulal'~Y re9u~sted that I discuss the FBI's inability to 
comply WIth the tIme IU1?-ltS imposed by the Freedom of Information 
Ac~, .the seventh exemptIOn of that act and oV,r records destruction 
polICIes. ' 

I am glad to have th~s opportunity to address these areas of concern 
today. I would also lIke to take the opportunity to discuss briefly 
some ?ther areas of co~cern relating to the FOIA. 

I '~Ill dISCUSS first, tIme limits. 
WIth regard to ~ur inability to comply with the time limits of 

the ,FOIA and P~'Ivacy Act, the principal reasons are: one, the 
volume of the work lllvolved; two, the extreme care necessary to process 
the requests; and, three, the limited resources available for this 
program. 
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Given these three factors, achieving a final response within the 
prescribed time frames, ranging from a minimum of 10 to a maximum 
of 20 working days under the FOIA, and 40 working days under regu­
lations implementing the Privacy Act, is, as the General Accountmg 
Office recognized, virtually impossible in many cases. 

In its report to this subcommittee of April 10, 1978, entitled "Time­
liness and Oompleteness of FBI Responses to Requests Under Free­
dOlnJ of Information and Privacy Acts Have Improved," the f;tt~;O 
included the recommendation that the present time limitations for 
certain responses be modified. 

The re)?ort, however, did not make any recommendations which 
could be unplemented to reduce the timelag in responding to requests. 

I would emphasize, as I did in my letter, that criminal and national 
security investigative recorda :must be processed with great care to 
protect valid law enforcement interests and sensitive issues of per-
sonal privacy. : 

These legitimate concerns require the time necessary to maIm good 
judgments regardin~ the disclosure of information .. 

Let me discuss brIefly the impact judicial review has had on our 
ability to make timely responses. Personnel assigned to review, excise 
and disclose requested records are also required to participate in the 
preparation of detailed affidavits in defense of excisions from docu­
ments which have been challenged in litigation. 

, Time spent performing this function naturally results in time lost 
responding to an average of over 60 incoming requests per workday. 

In one case we, with the concurrence of the Department of Justice, 
withheld 3 pages of requested material, and then had to submit over 
150 pages -of briefs and affidavits defending our actions. 

We have also had court orders directin~ that a specified number of 
pages be processed within a specified time. This means reassigning per­
sonnel from the requests of others to the crash project instituted to 
meet court-imposed deadlines. 

My comments regarding judicial review are not intended as an 
indication that such review of our actions is unwise. Rather, I want 
to suggest that it may well be time for a careful reexamination of the 
time constraints, as well as the accelerated docketing of FOIP A com­
plaints. 

Next, I want to l!tddress exemption seven of the act dealing with 
investigative records. More specifically, I want to discuss some of the 
problems we are ellCountering protecting information legitimately 
withholdable, purslUlllt to this exemption. 

As you are u,ware, these exemptions are permissive and not manda­
tory. Furthermore, the exemptions must be read in conjunction with 
the one sentence paragraph which appears at the end of subsection 
(b). That sentence requires any reasonably segregable portion of a 
record be released after exempt portions have been deleted. 

With that in mind, we turned to the first exemption under (b) (7). 
Subsection (A) permits withholding of investigatory records com­
piled for law enforcement purposes to the extent that the release of 

,these records would interfere with law enforcement proceedings. 
Notwithstanding the design of this exemption to protect ongoing 

investigations, we find at times it is difficult to respond to some re­
quests in such a way that an investigation will not be harmed . 

\ 



, , 

4 

There are investigations, such as those covered by the racketeer 
influenced and corrupt organizations statute-the RICO statute­
which logically require information from files which may have been 
closed for a period of time. 

Furth(lJrmore, effective law enforcement demands that in certain sit­
uatioTkS the existence of an investigation not be.disclosed. 
If we invoke the exemption provided })l (b) ('7) (A), we effectively 

a.Jert the requester to the fact he is the subJect of an onO'oing investiga-tIon. b 

The single most important investigative tool available to law en­
forcement today is the confidential informant. For this reason our 
principal concern in working with FOIA is the protection of the informant's identity. 

Authority to p~otect that identity is specifically provided for in the 
act. ~owever, an mherent problem with this exemption is the parallel 
r~qUlrement that segregaole, nonidentifying portions of records be dIsclosed. 

In practice, this means that an FBI employee, even though he has 
learned to evaluate more carefully what information is reasonably 
segregable, does not know, cannot lmow, and has no way of learning 
the extent of a reql!ester's forelmowl~dg~ of dates, places, and events. 
. Yet some~ow he IS expected to predIct It. The consequences uf erring 
m favor o~ dIsclosure, rather than withholding information, are severe. 
. Approxll~ately 16 I!ercent of FOIA requests are coming from prison 
mmates. ThIS figure IS an escalating one. An analysis conducted 15 
m<?nths ago showed that only 6 percent of the requests were from prIsoners. 

pur experience tells us that in many instances these requests are 
bemg made for the purpose of identifying the informants who 
probably were responsible for their incarceration. 

It can be assumed that many of these prisoners will not require proof 
be~on~ a r~asonable doubt ~n identifying a person as an informant. 
~ mIght Just sll;Y as an aSIde that not long ago I got a letter from a 

prIsoner demandmg, as a result of reading an article in the U.S. News 
and 1Vor~d Repor~, t~at I disclose the names of all our informants. 

It IS th~s type of prIsoner that I am least worried about. 'WImt con­
cerns me IS the one who has developed skill in making the type of re­
quests mat the law requires we answer. 

To our knowledge, no informant has suffered physical harm as a 
result of a FOIP A disclosure. I always make that statement when I talk about this. , 

But absence of a victim does not lessen our concern. We lmow that 
r~questers are working together, pooling FOIA information, to iden­
tIfy Sources. For example, we know that an organized crime group 
made a ~?ncerted effort to identify sources through the Freedom of InformatIOn Act. 

. Ou!, sour?es. of information nre not convinced by the absence of 
Iden~Ified YlCb.ms that we are still guarantors of their confidential 
relahonsh.Ip wIth us. We can provide examples from a cross section 
of ou~ SOCIety showing refusals to furnish information because of their 
percenred fear of disclosure under FOIA. 

These are not merel);, uncooperative professional confidential in­
formants. We are spealnng here also of private citizens, businessmen, 
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and officials of municipal, State, Federal, and even foreign 
governments. ",. f f h . 

'WIlen I say they are fearful, It IS not restrlC~ed ~o a ea~? p YSI­
cal harm. What our agents in th~ field ar~ findmg IS that CIt~zens a!e 
reluctant to divulge derogatory mformatI<?n because they ale afraId 
disclosure of their comments could result m embarrassment, or even 
civil suits directed against t.hem. ' . 

Without catalo!!"inO' all of our recent experIences WIth persons 
refusing to coope~teOwith us because of FOIA, let me at least IlJ.US~ 
trate the breadth of this problem. . . 

Recently, a U.S. dist.rict judge, intervI~wed du~mg the c.ourse of an 
applicant inves~igati!ln, refused t<? furnIsh any mformatIOn because 
he believed his IdentIty could pOSSIbly be revealed as a source of that 
information. .. d' ffi 

I miO'ht say Mr. Chairman, that I have bee~ VIslte m my 0 ce 
by Fed~ral judges, including appellnte F~der(lJl Judges, W~lO have ex­
pressed a real concern, and want~d to be assured ~hat th~Ir resJ?onses 
to the inquiries, particularly in bght of th~ new JudgeshIps, wIll not 
surface because of the Fl'eedom of InformatIOn Act. . 

Problems have also nris~n in regard to the mter~hange of mfor­
mation between State, loctl,l, Federal, ~nd even !oreI~l lll;w enforce­
ment agencies, which i~ absoluteJy e~sentH11 to our m vestIg~tIve process. 

In a south western ~Ity, FBI offiCIals noted'~ tren~ to exclude. agen.ts 
working organized crime matters from key ~ntelhgencef~neetlI~gs m 
that area. State law enfo.rcement officers mentIOned to us u.lat thIS was 
becau&' of possible FOIA disclosures. .. 

In one Northeastern State, the attorney genernl decIded to !ollow 
the policy that in app1ica~t investigation ~rrests records of apphcant's 
relatives are not made avaIlable to us, that IS, the F~I. 

Our foreign Jiaison with law enfor~ell1ent agenCIes around the.wor!d 
has been similarly weakened accordmg to comments from offiCIals m 
friendly countries. '.. d 

Our ability to obtain information. from the gener~l publIc, mclu _ 
ing institutions such as banks, credIt bureaus, hospItals, and educa-
tional institutions, has also been affected. . 

In one instance, a major airline in a !lortheastern c~ty .accepted a 
stolen check for airline passage. 'WIlen l~S computer~ I?dlCated that 
the check was stolen, the FBI was called m, but the aU'hne .would not 
turn the check oyer to the Bureau because of FOIA and Its fear of 
civil liability. . A 

These examples have largely been suppl}ed to .the. General .ccount­
ing Office. Many of them are reflected m theIr report., wInch you 
received this spring. "Te have continued t? ask our fi~ld offices to 
document other instances. The rep?Ii~ c0l?-tl1~ue to flow ~n .. I had an 
update as recently as last week of SImIlar mCIden!-s and SImIlar pr<?b­
Jams with the general c,ommunity, as well as WIth our confidentIal 
informants. . OIA Th' . th 

I want to address one final item concernmg E:' • IS IS . e 
failure of FOIA to specifically exempt our operatmg manuals of m-
~tructions and guidelines from disclosure. , 
. I mig-ht say, l\{r. Chairman, t.hat. the Department of.'Jus~lCe takes 
the position that t.hese manuals are exempt and we wIll vIgorously 
resist. any efforts to disclose. them. 
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But in connection with other hearings, such as the proposed FBI 
charter, concern has heen broadly expressed that manuals such as Mi 
undercover agent manual, might be the subject of nn FOIA disclosure 

We would like very much to see that thesl3 important tools of controi 
of our operations 00 pi'otected. As I said, the Department of J"ustice 
takes the position that they are. But there is no satisfactory language 
t,hat any of us can find that clearly nails this problem dow!:. ' 

It is important that our investi~ative agents, who ,are being asked 
to go out on the poin.t, have set out In writing, with as much specificity 
as possible, what is expected of them, and what investigatIve steps 
should be taken. ~hese are the purposes of our manuals and guidelines. 

Recent FBI hIstOry tells us that reliance on oral approvals and 
assumed inherent authority contributed to some of the sad events that 
have been fuUy chronicled. 

And, yet, il we provide specific investigative guides to our agents 
~nd tl~ey !tre available to outside requesters, the effectiveness of our 
lllvestIgatIOns and the .safety of our agents could be affected. 

Our undercover speCIal agents, for example, on whom we are relying 
!ll0re an~ more, need detailed guidelines and instructions, as I have 
Just mentIOned. But the act, as presently written, would not specifically 
~xempt them from disclosure to a requester. 

Exemption 7 protects only investigatory records compiled for law 
enforcement purposes. Our manuals and guidelines under present 
definitions, do not qu~lify as investigatory records. ' 
. I know you apprecIate ~ur reluctance to draft such detailed instruc­

tIons ~hen the game plan IS not protected from disclosure. 
Agam, I repeat, the Department of Justice does take the position 

th!tt they 'are protected, but we see this as a wea1."11eSS in the draftsman­
ShIP. WhICh could be .addressed and should be addressed. 

Fmally, I would l~m to address the question of records destruction 
~y the FBI. QUI' entire records management program in this regard 
IS ~onducted m accordance with the requirements in title 44 of the 
Um~ed States .Code and the various guidelines established by the 
National ArchIves a!1d Records Service-NARS. 

Our records retentIOn and records destruction policies are in no way 
responses to tJhe disclosure burdens imposed by t.he FOIPA. 

The current plan authorized hy the Archivist for destruction of 
files at FBI headquarters is limited to certain records that do not 
have a continuing value for investigative research or historical pur­
poses. 'Ve do not have authority to destroy substantive investigative 
matters at FBI headquarters. . 

However, in an effort to comply with Federal regulations to dispose 
o,f obsolete files that are no !onger timely and relevant to FBI needs, 
the FB~ has proposed a reVIsed records I'3tention plan for headquar­
ters whIch would allow for the destruction of criminal files that are 
more than 10 years old and se.curity-related and applicant-related files 
that are morG than 30 years old. 

The p!an !tlso pr~'Yides for the reten~i?n of historical files, according' 
to tJhe crIterIa estwbnshed by the ArchIVIst. 'rhe Archivist has referred 
our plan to Congress. 

Because all substantive matters from field office files are maintained 
at FBI.headquarters, the Archivist has granted auNlOrity for the 
destructIOn of field office files that are over 5 years oJd in criminal 
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cases and over 10 years old in security-related and applicant-related. 
cases. 

The neld, however, can retain those files tJhat have a continuing 
\Talue for investigative reference, even though they are beyond the 
time criteria. 

I am aware there has been recent criticism regarding field office file 
destruction programs. This same criticism -has been directed to the 
Archivist for allowing the FBI to destroy field office investigative 
files. 

As a result, the Archivist conducted an in-depth survey by review­
ing files in selected field offices and comparing those files t.o the files 
maintained at the FBI headquarters to determine if the FBI was 
pursuing file destruction according to the authority that was granted. 
by the Archivist. 

The results of vhe Archivist's survey have be,en completed and the 
Archivist concluded that the. :H'BI file destruction program is being 
conducted accordinJ! to the guidelines tJhey have establishr!d. 

It you desire, I will make available to you a copy of. the final report 
prepared by .N ARS. ~ _ 

In conclusion, I want to emphasize that the FBI is not asking that 
you repeal the FOIP A. The objective of public disclosure aimed to­
ward the goal of an informed citizenry is one to which the FBI is 
committed. 

In calendar veal' 1978, the FBI made final responses to 19,982 Free­
dom of Information and Privacy Act requests, releasing 2.25 million 
pages to requesters. ' 

Our public reading room contains over 600,000 pages of materials 
concerning major investigations of the assassinations of Dr. King and 
President Kennedy; Cointelpro; significant civil rights matters; ma­
j or espionage cases ; World War II; counterintelligence and ~abotage 
cases; gangsters of the 1930's; and even historical matters preceding 
that period. 

Any of these materials can be accessed and reviewed at no cost. The 
FBI's demonstrated response to the mandate of Congress in this area 
is one with which I am justifiably pleased. 

This response has, however, been achieved at a substantial cost. Last 
year, we expended over $9 million and had over 300 employees as­
sig'Iled to our FOIP A program. 

Please understand that these figures refer to the calendar year 1978. 
The $9 million represents total cost expended, Bureauwide, including 
what we paid to the Department of Justice for appeals. 

The 300 employees refers only to those assigned to the FOIP A 
branch at FBI headquarters and does not include field personnel 
working on Freedom of Information and Privacy Act matters. 

In the half decade that has elapsed since the Freedom of Informa­
tion Act was amended, the FBI. the Congress, and others have ob­
served the benefits of, and difficulties with, the 1974 amendments. 

I am very pleased that you have announced plans, Mr. Chairman, to 
examine in detail during' this session of Congress, the Federal law en­
forcement's ability to comp!y with the act in its present form. 

Although I have not raIsed all the problems the FBI has encoun­
tered with the acts, I have raised some problems without offering any 
specifio proposals designed to remedy them . 
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I would like to say to you that the Deparbnent of Justice currently 
has in operation a joint task force considering all the aspects 01 the 
lfreedom of Information Act. It will, in due course, I am sure, offer 
for the consideration of the committee a number of suggestions. 

During the past several months, I have had occlJsion to comment 
concerning the FOIA at various speaJdng engagements. Many of the 
things that I have said publicly represent my own ~ews. For example, 
I mentioned a "moratorium" on the disclosure of closed criminal in­
vestigative files as a concept that may be considered a proper solution 
to the 'problem of balancing the public's right to know and the pro­
tection of legitimate law enforcement noods. 

Although I have spoken in terms of a 10-year moratorium, I have 
always cautioned that there is nothing magical regarding the period 
of 10 years, and there indeed may /be a more appropriate time period. 

Similarly, I recognize there must he exceptions for records involv­
ing cases of public interest. There may be subjects of such national 
interest and concern that we should make files availa:ble. 

That would be a subject not only for our discretion, but rulso for 
appellate process through the Department of Justice and perhaps even 
the courts. 

As you m~y he aware, the Attorney General asked both the public 
and private sectors to provide the Department with their thoughts and 
opinions about the manner in which the FOIA can be improved. 

The Bureau is working closely with other members of the Federal 
la,w enforcement community :md the Department, and, hopefully, the 
day is not too far off when this committee will invite me IbMk to pre­
sent specific proposals for it to consider. 

I again thank you for invit;ng me here today. I would like to an­
swer any questions you may have. 

Let me say, Mr. Chairman, that when I came down for my confir­
mation hearings and subsequently the first round of budget hearin~, 
which introduced me to the congressional process, I was asked in rull 
of the hearings to come to the oversi'ght committees if we had problems. 

That was the purpose of my letter to Chairman Jack Brooks. We 
ha,ve a problem in that we are un ruble to comply with the time con­
straints, with the budgets and the resources that have been made 
available to us. 

I am uncomfortable in discharging my responsibilities when I know 
t.hat ,we cannot perform in a Iparticular area. I thought I had an ob­
lIgatIOn to call that to the committee's attention and enlist its help. 

Mr. PREYER. Thank you very much, Director ·Webster. I will try to 
remember to call you Hdirector," instead of "judge," althouO'h you 
have proba:bly been called a lot wOY.'se things than "judge" sh~ce you 

" have taken on, this position. [Laul,{hter.] 
y! e appreCIate your presentation and ,we apprecic.te the sl?irit in 

whICh you call these thmgs to our attentIOn rather than waitmg for 
ovel,'sight committees to dig out the problems. 

I have a few general questions before we get into more specific 
analyses. 

You ~tate in your testimony: "1 want to emphasize that the FBI is 
not askmg that you repeal the Freedom of Information Act." 
. Have the two acts-the Privacy Act and the Freedom of Informa­

tIOn Act-been of some help to the FBH Have these acts increased 
public confidence in the FBI ~ 
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You me~tioned your reading rooms. I congratulate you for all you 
ha ve done m that regard. 
, H~ that .had some beneficial effect on the way the FBI is regarded 
m thIS country ~ 

.Mr. WEBSTER. I suppose the candid answer is that it has been a 
mIxed bag. Some of the materials that have surfaced throuO'h the 
Fre~dom of InformatiOl~ Act operated to carryover a bad t:ste of 
earher ,ears, most of whICh was fully explored and ventilated during 
the perIOd o! the Church committee and the Pike committee and so on. 

The candId answer would be that while some of those disclosures 
w~re occul?ying front pages in the years of 1977 and early 1978, 1 
thmk that IS less of a problem today. 
. O:r;t the ot~er hand, the balancing aspect is that those who have a 
r~al mterest 111 the observation and a legItimate interest in the observa­
tIOn of what we 0,0 and how we do it have been reassured I think by 
the efforts of the F;BI t? comply fully with the act. ' , 

In many cases, hIstorIans and others examining investigations have 
been largely reassured. 

Again, it is a mixed concern. Conclusions may be reached that we 
~id or did not pursue a· partiCUlar avenue. as well as we should have, or 
m the way that we should have, but at least the observations that have 
come to me are that l'evi~wers are pleased to see our thoroughness as 
they do review those files that can legiti'mately be made avaIlable. 
. Therefore, I would pot for a minute suggest any modification simply 

to prote?t our backSIde. That would be absolutely wrong. It in no 
way motIvates my letter to you, 

Mr. PREYER. There ,was considerable criticism of. the FBI dudng 
the lat~er years, partICularly of Mr. Hoover's regime, that it was 
herme~ICally .sealed and a ,closed door operation. 

I tlunk WIth the readmg rooms and the opening up through the 
F~)IA Il}igl~t ?ave an effect on, the image of the FBI and the respect 
WIth whiclut IS held, although It would be hard to measure or quantify 
that, I agree. 

Mr. W~BSTF...R. It is a con('e~t of ~ccountability that we are con­
cerne~ WIth. I hope the commIttee, 111 the course of its study, will 
take mto nccount the balance aspect. ""Ve should have as much public 
accountability as possible. 
~en we begin to st~p on areas, such as confidentiality of sources, 

wluch protect human lIves and also a.ffect our ability to get legiti­
mately the information that we need for law enforcement then we 
have t<;> l~k for other me,\1~s. of accountability that will not wbandon 
the prmCIple of accou?ta~Ihty, but, through the surrogate process, 
d,evelop a means of satIsfymg the AmerIcan people through our over­
SIght groups that we are doing the job that we should be doing. 

Mr. PRE~R. I imagine one "thing it has done is that it has called 
your attentIOn to the problems of record retrieval; :,8 that right ~ 

Mr. WEBSTER. 'l'hat is right. 
Mr. PREYER. Has that not been useful to you in looking at the 

records management progr~m.~ I t.ake it that it takes a long tinY~ to 
retrIeve a record whether It IS bemg retrieved for use at the f i,ate 
and local la~ enforcement level, or for the purpose of the Freedom 
of InformatIOn Act . 

Mr. V\TEBSTER. I think that is a fa.ir statement, Mr. Chairman. We 
have made, as a result of that and some specific recotnmendations of 
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the General Accounting Office, efforts to increase the speed in 
retrieval. 

We haNe 60 million index cards in our indexing system. We have 
developed some techniques for moving some of the older files or older 
references out of the principal system. 

It is not susceptible at the present time to computerization, but we, 
in an effort to shorten the time, have devised automated techniques, 
computerized techniques, for keeping track of our records so that 
we do not lose time with a clerk going to the second floor for a file 
and finding it is not there and having to check to see where it is. We 
know where our file,s are as they move around in the building now. 

So, we can shorten gaps in that way. The answer is "Yes." In our 
effort to comply with very tight time frames, we have increasw our 
effectiveness mechanically. 

}Ir: PREYER. Thank you. 
'Ve will proceed under the 5-minute rule. 
I recognize our ranking minority member, Mr. Kindness. 
Mr. KINDNESS. Thank you, ::afro Chairman. 
I join the chaiTmMl in welcoming the Director here today. We 

appreciate tlhe spirit in which you have instigated, if I might say so, 
this section of inquiry and oversight. 

I would like to try to get into better context the proportion of re­
sources devoted to tJhe FOIA and FOIP A effort. 

Could you submit, for tJhe record, if it is not available at this time, 
an approximation of tJhe portion of resources oompared to the whole 
of the FBI in W ashin~n ~ 

Mr. WEBSTER. I wilT be glad ,to do that. Let me look to see if I have 
something quickly to show you here. . 

Mr. PREYER. 'Yithout oojection, that material will be made part of 
tlhe record. 

[See app. 2.] 
Mr. KINDNESS. While you are looking through there, I wonder if 

you wou!d .also have any breakdown availwble with respect to what 
occurs wIthm that area of effort, in terms of responding to litigation as 
?Ontrasted or comp.ared with that part of the effort devoted to search­
mg records and mamtenance of the effort otherwise ~ 

Mr. WEBSTER. In other words, the percentruge of -time once it gets 
into the litigation process ~ 

Mr. KINDNESS. Yes. 
Mr. WEBSTER. I will be glad to furnish that fortlhe rooord. 
Our total ·percentages for FOIA now run about 1 percent of our 

total budget. 'I'here are various ways to describe that. 
. We ha,:e about 300 people, about 35 of whom are agents, work­
mg full bme at headqu~rters. I do not know whether it is entirely 
fall' to make the compal'lson, but we have ahout 1'7 supervisors and as 
many other support personnel running our entire organized crime 
effort at headquarters. 

Mr: KINDNESS. That is the kind of comparison I wanted to O'et to. 
That IS exactly what I was after. b 

You have 70 supervisory personnel and SUpptH·t personnel that 
would be proportionate to taiat number ~ 

Mr. WEBSTER. Seventeen. 
Mr. KINDNESS. Oh, I see--17. 

i<. .t." 
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Mr. WEBSTER. We have people in the field doing FOIPA work, but 
as far as the supervisory work at. headquarters is concerned, we are 
getting by on about 35 agents and the total number of employees in 
the Freedom of Information Branch is running about 300. 
. I do not know that is entirely a fair comparison because the em­
phasis on organized crime work is in the field and the emphasis on 
the freedom of informp.tion is here at headquarters. 

It is costing between $8 and $9 million to do FOIP A work. 
I have not made the cost argument. I assume that the American 

people 8.re willing to pay for whatever they feel is of value and which 
serves a useful value. . 

The two point..c; that I hoped to make this morning have been t!lat 
we simply cannot do what we have got to do with those 300 people 
and meet the deadlines. 

We are slowly making inroads into our backlog, but it is just not 
possible to respond in 10 days, given the huge volume of requests that 
we are getting. 

As tIme goes along you can see the shifts and tre.nds from people 
who are asking for this information. More and more of them are get­
ting more and more skilled so that a smaller and smaller percentage 
of the requests bounce back because we do not have a record, and more 
and more of the requests have records which require us to respond. 

More and more of thE" .. requests are detailed and involve a large 
volume of data that requh'bJ increasing concern, both from the stand­
point of classification 'and the time required to go through that 
material. . . ' 

Mr. KINDNESS. Please allow me to express a theoretical question, or 
a hypothetical question, and ask your response to it. 
. It seems to me that a presentable proportion of the resources of the 
Bureau are devoted to responding to the litigation that arises in con­
neCtion with these matters. 

If it were possible somehow to cut down on the time of response, 
then we might eliminate a fair part of that litigation that is aimed at 
t.rying to obtain compliance by the Bureau with th~ time limits. 

Would you care to respond to that ~ 
Mr. WEBSTER. I am not sure I have data. If I do, I will supply it 

for the record as to how many law suits are precipitated because re­
questers are impatient with t.he results. 

We routinely acknowledge within 10 days each request as it comes 
in, but then, of course, as the chairman pointed out, it backs up to 4 
to 6 months. 

I would hope that, given more time., we would be able to provide a 
response that would be less likely to generate unneeded litigation 
through the appellate processes. 

Mr. KINDNESS. As an overall matter, would you comment as to 
whether the cost and devotion of resources to the FOIA compliance haS 
had an adverse impact on the amount of resources available to pursue 
the Bureau's primary mission ~. .-

Or, conversely, is this an isolated application of resources that really 
has not impacted on the overall mission of the Bureau ~ 

Mr. WEBSTER. Well, if I understand your question, we were reduced 
by, I believe, about 100 positions from what we had requested for our 
1979 budget. This was largely through the administration's budget. 
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Our budget request, as it is coming to ihe Congress for 1980, is the 
same as 1979. In other words, we are about 100 down from what we 
thought we would need. Actually, we ~hought we would nee.d about 450 
more people than we have right now III order ~o comply wI.th the law. 

If the law is changed so that we can deal 'Ylth re<J.uests In a longer 
time frame than the present statute, then the Impact IS not as adverse. 

We have been receiving about the same number of ~equests for the 
last 2 years: a little o~Ter 60 every workday. In.4ugust It may go up to 
114 a day. It is cyclIcal. It responds to publICIty and a lot of other 
thingS that I cannot figure· out. . 

Mr. KINDNESS. Phases of the Moon and so on ~ [Laughter.] . 
Mr. WEBSTER, It has been holding its own. It has not fallen off whI~h 

was the origi~al assumption under which OMB cut back our figures In 

this area. It has not fallen off. 
I remember when the bill was first enacted, the estimates-not our 

estimates, but the estimates of those who reviewed the situation-was 
that it would probably cost the entire executive branch about $50,000 a 
year to comply with requests. '. 

We were over $1 million for the first year and we were up to $9 mIl­
lion at one point. We are down to about $8 million now. 

We brouO'ht a special task force into the operation and doubled the 
size. We caiJ it Project Onslaught. I believe that came in around 1977. 
That made an enormous inroad in our backlog. The bacldog, how­
ever, continues to mount. 

There may be other areas that could be addressed that would mate­
rially improve our opportunity to comply witn the time frame. 

Two examples occur to me. One is the major projects. When a major 
project gets into the system, it is a tremendous drain on our manpower. 
V ~ry often it is the subject of court orders and time frames. 

I do not }mow what we can do about that in a statut.ory way, but if 
the projects could be recognized, that is, volume projects which ac­
count for an enormous percentage of the total paper going out, then 
perhaps they could be treated a little differently than the ordinary 
citizen requests. 

The other requests that I think deserve some scrutiny, at least, are 
the 16 to 17 percent of our total requests coming from prIsons. I am not 
sure that a convicted felon is entItled to impact so heavily upon our 
program. . 

Perhaps others would differ with me on that, but felons have lost 
other rights. I am not so sure that they ought to be prow ling around ill 
our files the same as anybody else. Perhaps there ought to be some re­
straint on their activity while in 1?rison. 

Addressing those two areas mIght give us some special and specific 
relief so that we can meet our time ·frame with the citizens. 

We are trying to work out some team systems to take the major 
projects off a little to the right or to the left so that the short responses 
are not held up for 4 to 6 months. 

Court decisions make it clear that we are safe if we take them on a 
first-in, first-out basis. On the other hand, there clearly are cases that 
we have to address immediately such as those in which somebody is on 
trial or there is a major problem at hand. 

I interceded in the Liuzzo case because there seemed to be some need 
to expedite release of information with respect to the murder 'Of Mrs. 
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Liuzzo. We did release 1,500 pieces of paper, even though S~ate and 
Federal 'law enforcement people had protested the release. We honored 
the protests for WIlother 1,500 that are still waiting. But we did man­
age to get the 1,500 'out. They had been in line waiting their turn for 
8~veral months. 

I was ahle to do some.thing there. 
Mr. KINDNESS. Mr. Chairman, I suspect my time has expired. I have 

a lot of questionA later on. 
Mr. 'VEBSTER. I want to apologize for such a long-winded series of 

answers, but II thought your question opened up a number of areas. 
Mr. KINDNESS. 'Surf~ly. Thank you. 
Mr. PREYER. Mr. Drinwn~ 
Mr. DRINAN. Thank you, Mr. Chairman. . 
Director Webster, I am bitterly disappointed with the FBI for its 

reluctance to move forward in thIS program. 
I have been involved iri this program for 3 or 4 years, and in another 

subcommittee of this Congress, I complimented Mr. Powers of the FBI 
on June 27,1977, for the FBI's performance. At that time the FBI had, 
in fact, complied with the arran~ement that they had made with the 
subcommittee of the Honse Judiclfi.ry Committee. Mr. Clarence Kelley 
went forward with that work and showed that the FBI could, and did, 
comply with the FOIA. 

I, therefore, feel that it is maladministration on the part of the 
present FBI to go back on the commitments that they made and sol­
emnly carried out in this document. 

As. you lmow, this Congress checked out your contention that the 
:r;lumber and quality of informants has decHned as a result of the 
FOIA. The GAO found no substance in that. 

Now you come back and say: 
We can provide examples from a cross·section of our society, showing refusals 

to furnish information becausE.' of their perceived fear of disclosure under ]j'OIA. 

As you know, sir, GAO said there is ltbsolutely no way to demon­
strate that this is a fact. It is the post-'Vatergate syndrome that ap­
parently inhibits some people from coming forward. 

Furthermore, how do you conclude that actually quantitatively and 
qualitatively you have iess information ~ Two yea,rs ago the FBI, in 
1976, had 11,000 informants. All of a sudden it dropped, so far as we 
know, to 2,800. So far as we know, $2.4 million was spent this partic­
ular year for informants. 

How can you tell us, when the GAO did not concur in that, that as 
a result of FOIA, the 2,200 informants are gi-ving less information, or 
inf0l1nation of a lower quality ~ 

Mr. WEBSTER. You have handed me quite a bit there, Congressman 
Drinan. 

First 'Of all, very respectfully, I do not agree with your nssessmen.t of 
the General Accounting Office report. That report, if anything, praIsed 
the FBI for its efforts to comply in terms of timeliness. 

Mr. Shea, who is in charge of the appeaJsprocess for the Department 
of Justice, has publicly testified that the FBI is one of the best, if not 
the best, of ·all the departmental components, with compliance of the 
Freedom of Information Act. No one has seriously questioned our 
earnest effort to comply with the act, especially the GAO. 
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Second, with respect to the informants, Congressman Drinan, 
the General Accounting Offic~ did not dispute our assertions that we 
were losing informants and losing informant information as a result 
of their concerns and fears about the Freedom of Information Act. 
They carefully documented those. 

Wnat they did say was that it was impossible to determine what 
impact that would have, but not the .fact that we were getting less 
information. 

Mr. DRINAN. They conceded that ~ your estimatioI~ and your ~er­
ception you were getting less informatIOn, but they dem,ed that gett~ng 
less information was due to the Freedom of InformatIon Act, whICh 
is the essential question before us. 

Mr. 'VEBSTER. I thought that their response was t.hat we had not 
shown that our effectiveness had been reduced. 

Mr. DRINAN. Precisely. 
And you are saying today, sir, in con~radicting that GAO rep?rt, 

that your effectiveness has, in fact, declmed preCIsely and exclusIve­
ly due to the implementation of the FOIA. I challenge ~hat. 

Mr. WEBSTER. I do not think we are as far apart as It seemed at 
first .. 

Mr. DnrNAN. I am afraid we are. 
'Mr. WWTER. Then let me say that we are far apart because I 

disagree with you, respectfully, that th~ GAO ~ays that we have 
not lost inmportant and needed informant mformatIon. , 

They are simply saying there are no data to show effectIveness. 
I do not know how you show effectiveness unless you stop your 

operations and start from a zero base. Every unit of law enforcement 
is concerned with the problem of the drymg up of sources. If we 
lose one informant it may result in the loss of 1 case or. 100 cases. 

If we lose one informant, we do not know how many mformants 
we may fail to develop because of th~ 'FOI/P A. . 

'But the point I have made publIcly has been that there IS ~ pe:­
ceptual problem here, a re~l, valid, perceptual p~oblem_. whIch IS 
documented in the GAO report and documented m our files by a 
subsequent effort. . 

We are not getting the same number of mformants to serve us 
and our agents are having difficulty i~ dev('loping them because they 
do not believe that confidentiality can be assured. . 

Mr. DRINAN. May I go back to the ~entral pomt and quote what 
the GAO said ~ , ' 

The GAO report observed: .. 
Other laws or regulations, administrative policies, and a general dlstrul!lt 

of law enforcement agencies may have had as much or more to do with the 
FBI's difficulties as the FOI/PA (the Freedom of Information and Privacy 
Acts). 

There it says that they deny what you are saying to us today that 
the FOIA has dri('d up the sources. 

Let me come back to the equally essential. matter this !TIorning. 
As I read your letter, and as I hear your testImony,.yoll gIve us no 
hO:R6 that the FBI, in the foreseeable futu~e,. may, m fact, comply 
with the law which says that you must, withm 20 days, fulfill the 
requests of a person seeking this informn.tion. 
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I !I-ssume the FBI has not cut back in services in other public infor­
matlon areas. I assume they have the same number of aaents giving 
the tours to gue~ts and visitors in Washington that they :lways have. 
. If y~u are gomg to say you cannot do this, then you have to show, 
In my ]udgme!lt,. that yo~ have done everything you can to cut back 
on other publIc mformation sources. 

After all, we do not tell you people that you have to have a tour 
service for visitors coming from Peoria, Ill., but we do tell you that 
in 20 days you have to grant every request. The FBI made an honest 
effort and they were almost in compliance 2 years ago. 
~ow, the F;BI has a backlog. of 3,600 requests or more. I hear you 

saym~ there IS no way by wInch that backlog can decrease and, in 
iact, It will increase. 

Mr. WEBSTER. I believe my statement was that there is no way in 
the foreseeable future that we can come into compliance with the act 
given the 'present resources allocated by the Congress on a line iteU: 
budget basis for this program. 

I am not in the pOSItion of asking for more money. I am simply 
trying to recognize a hard fact. 

We were not that close to comJ?liance, in my view, 1 year ago, or 
2 years ago. We have never been m the position of responding in 10 
days to a request. 

Mr. DRINAN. But you are in less compliance now than you were 
2 years ago. 

Mr. WEBSTER. I am not even certain of that. 
Mr. DRINAN. I wonder if the FBI would comply with the GAO 

recommendation that nonagents be used in connection with processing 
the requests. The FBI apparently was opposed to that. Is the FBI 
still opposed to this strong recommendation of the GAO that non­
agents be used as processors ~ 

Mr. WEBSTER. No; as a matter of fact, we are using special analysts 
on a pilot study basis to see their effectiveness. 
If you will recall, the Depaltment of Justice was likewise opposed 

to taking the law-trained person away from this subject, The compli­
ance turns on compHance with tough 'legal questions, like privacy and 
the Freedom of Information Act. 

We only have 35 special 'agents involved in this whole program. In 
answer to your question, we are on pilot programs trying to do whlRt 
the General Accounting Office suggested to see whether it would work. 
We have worked at every Qne of the suggestions that the General Ac­
counting Office has given. 

Mr. DRINAN. One last point. It is not the Congress that has with­
held the funds for this purpose. At no time did the Congress ever 
yield on ~he statutory obligation of your agency, or any agency, to 
comply Wlt~l the FOIA. It IS some faceless person, apparently, in the 
Office of Management and Budget. 

I say it is not a line item. I repeat and conclude with this that the 
FBI has a duty to fulfill this law and live by its letter rather than to 
do all the other things they do in public information. 

I th'ank you. 
Mr. PREYER. Thank you. 
Mr. Butler? 
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Mr. BUTJ:.ER. Thank you, Mr. Chairman. 
Mr. Direct'Or, I appreciate your presence here today and your can­

dor in telling us the problems that y'Ou are having. 
I was privileged to serve on the Civil and Constitutional Rights 

Subc'Ommitt~e of the Judiciary. I know the harassm~nt that we have 
given you wIth reference to thIS. I have felt over the tIme that we have 
had our hearings that you have made a conscientious effort and have 
made real progress in this regard. 

I have been able to observe my friend from Massachusetts during 
these heari~. I hope you will take some comfoli from knowinO' that 
he is impartllal and he treats all FBI Directors the same. fLUiugllter.] 

Indeed, if we had to have a title for these hearings, It could be: 
"Look What Drinan Hath Wrought." [Laughter.] 

Nevertheless, I do think that you are candid with us. You have 
suggestions for us. This places the responsibility on this subcommittee 
to do what we can to soften the impact. 

I note your suggestions with reference to a moratorium or a cooling 
off period. S'Omew~ere I had t~e impression that YO!J were going. to 
give us more detaIled suggestIOns as to how we mIght accomplIsh 
this. 

Are you awaiting some further invitation from this subcommittee 
or is there a possibility that you might give us some legislative sugges­
tions now~ 

Mr. WEBSTER. WheiJ. I first made the proposal, which was at the 
annual meeting of the Federal Bar Association, I stated then, and my 
purpose was, to invoke a rational dioJog about this problem. I did 
not really think I should !be wringing my hands without offering some 
type of an approach which might form the basis for that dialog. 

I gave the reasons for a moratorium, that is, that it would put some 
age on criminal investigative files, and, therefore, make the likelihood 
of serious harm by disclosure of an informant less of a danger and less 
of a perceptual danger. It would have less of an impUiCt on our ability 
to develop informants. 

I carefully said, as I did this morning, that there would have to be 
exceptions and the Attorney General will certainly retain waiver au­
thorities. But that might be a beginning. 

I am reluctant to go beyond that at the present time until the De­
partment of Justice task force has completed its study because it may 
come up with other alternative solutions that would be as good or 
better. 

But at least the dialog has commenced. That was the purpose of my 
initial suggestion. . 

Mr. BUTLER. I appreciate that. I hope that will produce something 
more concrete in this dialog. 

Let me turn to another area. I do not believe you touched on this too 
much. 

The res}Jonsibility for foreign counterintelligence activity within 
t.his country lies solely with the FBI. Would you comment on the im­
pact the act has had on the foreign counterintelligence ~ 

Mr. WEBSTER. It has had an impact. I have to say that is our assess­
ment of it based on Hlustrations. Whether the GAb would agree that 
we have detailed it in quantum or graphic way, I do not know beyond 
the impaired experience with it. . 
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We have had a number of cases in which we have had former effec­
tive assets, as th~y a.re called in foreign c?unterintelligence, cease to 
supply informatIOn that was formerly ·avallable. . .. . . 

A good deal of concern has been expressed to me by VlsItmg mtellI­
gence officers chiefs of intelligence services around the world, who 
have come to this country to talk about problems. 

As you know, it is often necessary for us to co~perll:te. T~ey do co­
opel~ate with us because we do not have.our.operrutlves m tJhelr country 
and they are not allowed to have opel'atlves m our country. 

However, in followi1!g thos.e who b.rea~ the. law and th~se who 
enO'age in counter or m foreIgn hostIle mtelhgence gathermg, we 

b f . need a degree 0 cooperatIOn. . . 
There is really nothing Ii.ke vhe F~·e.edom 'Of Inf~rmatIOn Act any­

where else in the world. It IS very dIfficult to explam. It makes them 
very apprehensive. . . . . 

Mr. BUTLER. I st~spect also the~'e are n?t wiretapping lImItatIOns In 
this area in the rest of the \\101'1$1 ; IS that .rIght ~ 

Mr. WEBSTER. Yes; thati~true. . 
l\fl'. BUTLER. Inasmuch as you have touched on the I~formant ques­

tion several times, I judge t~l'at you .a~re now .chai'ged ~Ith ~he resp<?n­
sibility of culling out the mformatI'On whIch may IdentIfy the m-
formant and yet pass on a good deal of the file at that level. . 

Can a' pretty sophisticated eriminal, or criminal element, ~stabhsh 
the identity of the informant by stmdying -these releases WIth some 
degree of care ~ . 

Mr. WEBSTER. They certainly think they can because they are domg 
it at :a pretty 'high rate. . 

'Ve ran ·a war ~ame within our office at headquarters \V1'th people 
who had no more mfOl'mation than anyone else on the streets had and 
had no special access to any special techniques. . . . 

By making two 01' three re9.uests fOl: documents mv~~vmg multIple 
meetings and that tY1?e of thmg, ·that I~, the. type of thmg that org~­
nized crime figures ffilght c:hoose to do, mvarmbly our task t~am~ ~ere 
able to go to the freedom-of-information people and say:. TIns I~ a 
symbol informant," 01'. "This. is th~ in~ormant who supphed the m­
formation" for the partIcular mvestIgatIOn. 

As a result of that we were able to tighten up our procedures som~· 
what with respect to' our interpretation of, the ac~, whic:h d~s permIt 
us under the exemption, t'O exclude materIals wl1l<~h are attrIbuted to 
co~fidential sources. . . 

This hr..c:; been dono in concert, 'Und in consultatIOn WIth the Depart­
ment of Justice. 'We will continue to run these tests because we have 
found that a.gain and ag~in by sil!lple ted~niques like. merely measur­
ing ·the numoor of spaces m nn eXCIsed pOlilOn and laymg out the num­
bers of meetings and figuring out who was there, -and so on, we are 
able to figure tQlese things out. . . 

There is the ever-present human faIlure rIsk also that we have. V'!e 
will somehow fail to go all tl~e way .~ ~he en4 of the word, or exCIse 
entirely. Tho mechanioal part IS l1,n addItlon~1 rISk. . 

Much as we try to keep our people alert It can happen. T1~at IS on6 
of the reasons that we are reluctant to see too m.any specIal agent 
lawyers disappear from tho Freedom of InformatIOn Act branch. 
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But we are training specialists, and we have done everything that 
the GAO has suggested. 'We have tried to follow those techniques 
consistent with protecting the informants. 

When we use that world, it sounds sometimes like we are talking 
about unsavory types. Some of them are unsavory in the sense that 
they have had criminal associations. That is probably the way that we 
best get access to criminal information. 

However, many of them, as I mentioned in my statement, are private 
citizens wanting to do their duty by their country. They are deeply 
concerned that the information will not be maintained as confidential. 

1Vhen I hear Federal judges, who ought to know that act better than 
anyone else, say they are not supplying information anymore, then 
t,hat is a matter of concern. 

Mr. BUTLER. I thank you very much. 
It seems to me, with all due respect to others who have commented, 

that an intelligent, God-fearing potential informant, under these cir­
cum~tances, would be somewhat inclined, or inhibited, at least, from 
helplllg you. 

I appreciate your bringing this to our attention. I think it is our 
responsibility, and I think we ought to do something about it. 

Mr, PREYER. Mr. Evans ~ 
l\fr. EVANS. Thank you, Mr. Chairman. 
Director Webster, in your testimony on page 6, you noted, and as 

you were responding to Mr. Butler, you also noted that r~questers 
o,ften work together and pool freedom of infO!'mation type informa­
tIOn. 

",Vhat type of information would be pooled ~ I am not sure that I 
understand how an individual in a pool of requesters might be able to 
obtain information that any other requester might not be able to ob­
tain singularly. 

Mr. 1VEBSTER. I will supplement my answer, if I am not complete 
here. 
,G:iv~n a criminal enterprise, for instance, there are various in­

dIVIduals who can request their own files and receive information about 
themselves under the Privacy Act provisions that an ordinary re­
quester would not be able to see because of privacy considerations. 

So, he is apt to get a more complete file, as I understand it. 
Then if he requests his file-and we have even had instances where 

lower level organized crime figures have been directed by superiors 
to ask for their files in order to pool releases toO'ether-then thev have 
the combination of the material gathered. b . v 

This provides a broader base for analysis in order to see who was 
~here and ~ho had ac?ess to that information. Therefore, who was, 
m fact, the lllformant III the case ~ Or, was there any informant ~ 

You probalbly will recall in years past the instance of lower level 
ol'gan,ized crime figures going into grand jury rooms buO'ged by their 
superIors. There is a constant preoccupation among peoPle within the 
organization over who might be supplyinO' information to the Govern­
ment for their own protection or for wh~tever reason. 

As a matter of fact, I will put it on the reoord mvself without being 
asl~ed. In Cleveland last year, an employee of the Cleveland office sold 
a lIst of informants to the organized crime family unit in Cleveland 
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for $14,000. The amount paid 'and the facts support the intense interest 
that they have in knowing where the sources are coming from. 

H it only succeeds in intimidating people from talking, then it serves 
ll, purpose for organized crime. 

Mr. EVANS. I would also like to ask this: As you noted in your testi­
mony, certain investigative manuals, guidelines, and internal papers 
of the Bureau are often available to those persons requesting infor­
mation under 1:Ihe Freedom of Information Act. 

Has the Bureau made any attempts to withhold such information 
under exemptions related to internal rules and practices, or inter­
agency memorandums, or letters unde,r the Freedom of Information 
Act. 

Mr. WEBSTER. Yes; it is my understanding we h;ave. 
We have revealed nonsensitive portions of these manuals. I think 

there was just a case a few weeks ago in the eighth circuit in which a 
prisoner wanted to see the investigative manuals and was denied. He 
appealed and tIle eighth circuit said ille was not entitled to that because 
it was not germane to his inquiry. 

But there is always that kind of qualification thatt in a given situa­
tion, h,e might be able to surface it out. 

Once it is out, lit is out. 
Mr. EVANS. But so far that information and those manuals and those 

guidelines have not become--
Mr. ",VEBSTER. Readily available. , 
So far as I know, they have not surfaced out in any material degree, 

although in the last several years we have made uhem available to 
committees of the Congress and their staffs and so on. 

Let me be clear on this. We do not have an undercover agent manual. 
This has been of great concern to me. ",Ve have directives which have 
been carefully reviewed and under my dh'ection have been .bro~ght 
up to date. Each field office has been readvised on the current dIrectIves 
applicable to undercover agents. 

The directives should be incorporn,ted in a manual. Everyone who 
works in this tough and difficult. field should have a very clear reading 
of his responsibilities. 

The immediate problem presented is the Freedom of Information 
Act. The Department cannot give us any clear assurance that we will 
not have to divulge the undercover agent manual if we produce one. 

However, they take the position that manuals are not discoverable, 
but the Department has not been able to give us t.hat assurance. This 
was a subject of considerable eoncern during earlier testimony about 
the charter before a Senate committee last spring. 

It seems to me it is not that difficult a question to address as a 
statutory measure rather than take the chance that we might lose in 
a lawsuit on tho subject. 

l\fr. EVANS. One last question. 
Given the problem, or potential problem, of information becoming 

availabJe to persons, especially information as to the identity of in­
formants, vou are concerned that there is a potential threat under the 
Freedom of Information Act in terms of drying up informant sources. 

However, how much of that is a problem, would you say, versus the 
problem, as you mentioned, of a Bureau employee who sold that 
information ~ . 
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Would that not also tend to dry up informants, at least in the 
Cleveland area ~ 

I was wondering how much the potential problem under the Free­
dom of Information Act relates to the real problem here that we are 
encountering. 

Mr. WEBSTER. I think I understand your question. I do not want to 
be unders~ood to say that the Freedom of Information Act is responsi­
ble exclusrvely for all the concerns about confidentiality 

Of course i~ is not. Ther~ are many other factors tha.t 'come to play 
here: I r~adIly agree wIth those that say there may be other 
consIder.atlOns. 

However, there are none that are as persistentlv and as pervasively 
on the minds 'of the informants. As reports come J)ack to us and as we 
log them in and make them available to the GAO and to our own 
people, this is the one dominant factor. 
~Te can'do something about the Cleveland case. 1¥e did. First of all, 

we p~osecuted imme~ia~ly the clerk and her husband who were re­
sponSIble. rheyare m Jail. 

Second, ;t gav~us a chance to overhaul our filing techniques for 
the protectIon of ll1formants. 1¥ e have done that. 

1Ve ll!~ve ~aken a number of moves, like providing for more secure 
COmJ~lU~llcat'lOn an~ segregated filing. We have protected t.he confi­
dentIalIty for meetll1gs between the informant and his operator. Those 
are called meets. 

At each step oftlw way we have made this situation more and more 
clear to each field office. Our inspectors are checkinO' out there to be 
sure that we have tightened up everything that we ~n do internally 
to protect the sources. 

That gives the agents who develop informants and who operate 
them the aSSUl'nn('e to make repre,sentations in this area. 

But ',:he1'e we ?annot effectively make representations is in the free­
dom of mformatlOn area. 1¥e do our level best but it is seen as a real 
problem. ' 

Mr. EVANS. Thank you. 
Thank you, Mr. Chairman. 
1\11'. PREYER. Mr. Erlenborn ~ 
Mr. E~LENBORN. Thank you, Mr. Chairman. 
Mr. DIrector, let me also, as my colleR!!ues have :welcome you and 

thRnk you for your testimony today. t-I , 

In 1974, when we repealed the exemption for investiO'ative files I do 
not l~now whether it was oD.1cial policy and announced policy but it 
certall1ly was ap~arent to members of this subcommittee that the De­
partme!lt of JustIce and the FBI were opposed to the repeal of that 
exemptlOn. 
. FBI. repl:esent!Lti,ves came to Congress not to seek a workable revi­
sI~n WIth tIme hnnts and so forth that you could comply with but 
f~Irly stronf! eff~l'ts were made to convince this communIty and our 
SIster commIt,tee m the Senate not to repeal the exemption so that none 
of your files 'You]d b~ opened up. 

I get the ll~l?reSSlOn that from your testimony today that is no 
~onger the pOSItIon of the Department or of the Bureau: that is even 
If you thought the committee were receptive, which I Rl~ not sure we 
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are, or would be, you would not be seeking a reinstatement of the ex­
emption that existed prior to the 1914 amendments. 

Is my impression correct ~ 
Mr. WEBSTER. Of course. That would simplify my problem a great 

deal. . ' 
I think we have to recognizt~ n, legitimate value in our society that 

has come out of a. lot of experiences that we hope will never be re­
peated. That value has to be served. 

My own position is that what we ought to seek is a balance. When 
we find that the act is having an effect not contemplated and throw­
inO' something out of kilter or putting things in a, state of imbu.lance, 
th~n it is time for some fine tuning. I think there has been a lot of 
experience since the amendment and enough data that has been de­
veloped to try to do some fine tuning. 

On the side of the informants, I think the Congress can do some­
thing, to protect them. Th~re i~ no ~nte~est, and never ~as J;>een. u..."l 
interest, so far as I Imow, m dIscloSlllg Illformants and III vlOlatlllg 
eonfidentality of informan~.. ' ., . 

That is a fundamental prIllClpal. No one has really agreed WIth that. 
What we have been concerned about is whether or not the law cause.~ 

us to disclose informants or run the risk of it, or is seen that way 
to the extent that we are not getting the information. 
If it is so seen, as I deeply believe it is, then can the law b'e adjusted 

so that those perceptions can be moderated and we can get back to 
business again 1 

That is my view of it with respect to the informants. 
The other side of the experience i~ that: Given a sta.tic r~our~t1 

to comply with the law, we are havll1g trouble complYlll~ WIth It. 
People can take different views of what the General Accountlllg Office 
has said about our performance in its report last April, but I am very 
proud of that report. I think it shows an earned effort at compliance. 

We have followed up on those suggestions. We are doing every­
thinO' we can, but there is a "Catch 22" to be given 1'1, certain number 
of r~ources in a certain time frame whiCh had no reference to any­
body's analytical assumptions of what we could do. 

Then when we, cannot comply, there we are with am ~bligati(;m. I 
believe in complying with the law, but I do not want to be 111 a 'Chlllese 
torture chamber in the process. 

I use that illnstration of $50,000 as the estimated cost when the bUl 
wa~ !>,mended. Tha.t shows how badly the estimates wern at that time. 

1 i hink we ought to look at what we have right now ,and ask what 
we ean do in order t.o comply. I want to comply. That is the whole 
purpose of my letter. 

Mr. ERLENBOR~. I would l'espectfully t~lm issue w~th two of your 
statements. First of all, that it was not posmble to predIct the problems 
that you would face. I think it was possible. I think the FBI and the 
Department did predict many of the problems. 

I think you overbl~w them in those da,ys. I am n?t talking abou~ you 
personally. But I tlunk they were overstated. I thlllk that uomphance 
has not been as difficult as the Department thought nor as easy as some 
of my liberal friends on the committee thought it would be. 

The other statement I w()uld take issue with is that no one would 
want to violate the confidential sources. I have reference here to the 
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Privacy Act rather than the Free,dom of Info~mation ~~t: 1Ve are not 
talking about criminapnvestigatIon~, ~ut I, th~nk acqu!sIhon of m,for­
mation on a promise of confidentIalIty IS Just ali; Important m a 
backO'round check on a prospective Federal appointee as it is ill the "" , criminal cases. 

MI'. WEBSTER, Yes. 
Mr. ERLENBORN. When we considered . the ,Privacy A.ct, there were 

members of the committee who wanted to WIpe out entirely any pro­
tection of confidentiality not only prospective in the future, but to 
open up the files and reve~l the names of confidential sources from the 
past, as well. . 

So there are people here in the Congress who have sought to vIOlate 
the c~nfidentiality. I think you prob~bly are aware of that. . 

I think your comment had to, do wIth the Freedo~ of Inform!LtIOn 
Act in criminal investigations, but I wanted to get mto the PrIvacy 
Act as well. 

Mr. WEBSTER. I should have said that no one could reasonably 
predict the results. 

MI'. EE;LENBORN. I agree with you. I do not think it was reasonable 
but it was not an easy fight in !h~s c~mmittee and in confere,;!ce;, to 
maintain the right of confid,entIahty m matters other than crlmmal 
investiO'ations. It was very difficult because there were many influen­
tial me~bers of this committee who were trying to repeal the right 
to confidentiality. 

Let me ask you this about the Privacy Act and your responsibility 
for backgroun'd checks. How important is that right of confidentiality 
in order to get the informatioll that you must get served to this 
Congress? 

Mr. 'VEBSTER, 'Ve have stat.utory duties there. 'Ve are supposed to l1e 
able to develop information with respect. to employees, for instance, 
and prospective nominees that will demonstrate the presence or ab­
sence of unswerving loyalty to the United States. 

In the caSe of judges with which I am most familia.r and I guess 
because I came out of tha.t background more of them feel free to share 
their concerns with me-they are often looking at someone who is 
going to be sitting alongside of them if he is confirmed. If they have 
derogatory information, they are hesitant about putting it into the 
files hecause they feel that will impair their relati'OnshIp down the 
road. ~ 

On the other hand, they have an obligation to disclose that deroga­
tory information if they have it. I am afraid that many of them have 
opted just to stand mtlte. 

Mr. ERLENBORN, Is there a fear, under the Privacy Act and the 
Freedom of Inforn1ation Act, that these oonfidential sources will be 
revealed ~ Is the law deficient in the respect to files other than the crim-
inal investiga.tion ~ . . ' 

Mr. WEBSTER. Yes; it has to b~ said to apply to the name check files, 
background files, investigations, and things of that kind. 

Mr. ERl:JENBORN. The Federal judge you referred to in your prepared 
testimony--was that a background check or a criminal investigation 
check~ 

M:;:, WEBS'rER. That was a background check. As a matter of fact, 
that was just one, I know of three or four in addition to that where it 
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is going on. Without naming the one I mentioned, I happen to ,lmow 
who he is and he is one of the most respected Federal judges m the 
United States. He is one of the most well known. 

Mr. ERLENBORN. Do you feel that the language of the Privacy Act 
does not give you sufficient cause to withhold informatic!>ll that wouM 
lead to identifying the confidential source? 

Mr. WEBSTER. Perhaps in terms of clarity it does not make clear that 
information wBl not be disclosed and that it cannot in any circum" 
stances be surfaced. It just is not that clear. 

I think the country, fortunately for agencies like the FBI" has other 
institutions in our society which have been going through thIS proc~ss. 
The Btanfo'rd Daily case gave the press and the medIa a searchmg 
opportunity to think through the principle of confic.entiality. 

Mr. ERLENBORN. They may sympathize with your position a little 
more than in the past? 

Mr. WEBSTER. There is no question about that. . 
Incidentally, when that came down I immediately put 'Out a general 

directive that regard~ess of the o~inion no search warrant w.ould be 
sought by the FBI WIthout my prIOr approval because I reahzed the 
sensItivity in that area and the Attorney General subsequently fol­
lowed up with a broader policy. 

It seems to me that it is an ignoble act for the Government, through 
its agents, to promis? c,onfi,dentiality and then provide legislation in 
which that confidentIalIty IS up for grabs. 

Mr. ERLENBORN. I think that your observation that no reasonable 
man could disagree is one that I would endorse. I would seek your help 
and advice as to how we can amend the Privacy Act and the Freedo~ 
of Information Act so that rthe reasonable men and women of thIS 
Congress can O'ive you the authority to protect, those soorces, 

Thank you Overy much, Mr. Chairman. 
Mr. PREYER. Mr. Weiss ~ . 
Mr. WEISS. Thank you, Mr. Chairman. Let me say at the ou~set that 

Mr. Kostmayer indicated he wanted very mucl~ to be here tIllS morn­
ing. At the moment he is handling a rule ~hftnge on the floor of the 
Democratic Caucus, He will try to get. h~l'e as soon as he can., 

Mr. Director, you alluded to this on/one of the responses. but I 
would like to underscore it. That is the.:national disgrace when it was 
discovered that the FBI, among othar agencies, was wantonly con­
ducting surveillance' and keeping ?-.Qss~ers on citizens. r~gard'less of 
what their involvement may .have ,jean 111 the body polItIc. The F:'31 
bitterly fought the 1914 amendmr;}lts to the F.reedom of InformatIOn 
Act, as Mr. Erlenborn recollects .. Indeed, PresIdent Ford vetoed those 
amendments and the Congress m~'erode the veto. , , 

Is irt your position that the agency ~s st.~ll o~posed to the legIslatIOn' 
Mr. WEBSTER. Still opposed 'to what legIslatIOn ~ 
Mr. WEISS. The Freedom o.flnformation Act Amendments of 19'74. 
Mr. 1VEBSTER. No. I think when the Congress has spoken that that 

is the law. The next observation is for me to see how the law works 
and not to go back to som.ething I would rather have or that someone 
else would rather have, but to see how the law works.. . 

That is why I brought our problems to t!le, att~ntIOn of tIllS su!r 
committee because in the arear. that I mentIOned m my letter I dId 
not feel that the law was working as it had been intended to work. 

" 

I 
I: 
;j 

Ii 
II 
i 

Ii 

II 
'J 

I 

I 
I 
i 
l 

\ 



. , 

24 

There were problems created in the exeoution of the law which were 
if not anticipated, at least more severe and ought to be attended to~ 
That was the spirit in which I approached this meeting. 

Mr"WE!Ss. I am somewhat surp~ised. within that context to find, 
upon readmg the letter and upon hstemng to some of the testimony 
t?~ay, that nowhere do you suggest what would be an appropriate re­
VISIon of the FOIA timetable requirements. Your su~gestion would 
affect the workload itself but not the speed with wluch the agency 
responds to requests. 

I assuIhe that that was a deliberate omission on your part. I wonder 
whether, in fact, you have any suggestions or recommendations to 
make to 'this committee. 

Mr. WEBSTER. As I recall, the GAO suggested maybe increasing the 
response time to, let's say, 60 days. I think that was the figure that the 
GAO used. . 

Mr. WEISS. I think they said 10 plus 30. 
Mr. WEBSTER. All right, 10 plus 30. 
Mr. WEISS. Let me ask you this. Would you find tha,t to he a reason-

able amendment ~ . 
Mr. WEBsrER. Do,\vn the road it might very well be. It would depend 

upon a number of factors whic~ have to be explored to decide whether 
they have value or not. I mentIOned one-do you want us to continue 
to respond to felons in penitentiaries ~ 

Mr. WEISS. Pardon me, but without getting into the additional 
change~ or proposals for changes, given the law as it is riO'ht now I 
would hke fr?m you some indication as to whether you thinl~ the GAO 
recommendatIOn makes sense. If not, then what time frame would you 
suggest~ 

~~. WF..nsr:r:ER. I want to study that further because I am not in the 
posIt~on to gIve you a time. today. '''hat I was trying to suggest was 
that m ordeo: to lmow the tIme, I have to lmow what the assumptions 
are. I mean like the number of people and so on. 

Mr. WEISS. '.Dhe only assumption is that we are working within the 
parameters of today's legislation. 

Mr. WEBSTER. It,is not the legislation. I want to lmow whether the 
ass.u~ptIOns are gomg to be the same number of people doing the work. 
If It IS the same number of people-

Mr. WEISS. That is within your control, is it not ~ The executive 
?ran~h ~as control. Congress has ~ot told you how many people to use 
m tIllS lOb. rlU'. Consrr~ss has wrItten a piece of legislation and told 
r;he FBI. ~ Imp~ement It. It h~s told other agencies to do it. It is up to 
the admimstratlOn to determme how you are O'oing to allocate your 
personnel to do the job. Is that right ~ b 

M;r: WEBSTER. It IS not entirely up to me in t.enus of allocation. In 
acl.d~tIOn to what we get on a ~ine item budsret basis, we also have pri­
orIhe~ ~hat we have to, deal WIth. I don't think YOU want to put me in 
a posItl~n where. I d~n. t have the troops to do what you want me to do. 

I realIze th!l't IS a Jomt problem. I do not. think you ean put that off 
on the executIve branc~. It is one that we have to'explore together. 

Mr. WEISS. I would l;ke to do that. However. I will not. do it nt this 
moment beca?se there !s another subject that I would like to pursue. 
I hope we wIll have tIme to get into that division of responsibility 
later. 
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I am concerned as a former prosecutor,as a Member of Congress, 
and as an American citizen, WIth the safety and security of people 
who cooperate with the law enforcement agencies of this country. Call 
them informants or call them what you will. 

I am bothered, however, by what I perceive to be the FBI's exclu­
sive focus on the Freedom of Information Act as the prime danger to 
the safety and security of. informants. In fact, we have had repeated 
public disclosures of cases involving FBI employees, FBI agents, who 
have allegedly been responsible for dealing with organiz('d crime 
figures. In October 1977, the New York Times Magazine did a story 
in which it reported there had been some 23 murders of informants 
and potential witnesses and raised the question as to whether FBI 
information was being made. available in some way t.o organized crime 
by people inside the FBI. You referred to the. Cleveland situation. 
However, there have been disclosures and allegations hot only about 
Cleveland but about N e,,,, York, and Newark, and Sacramento, and 
Detroit, and Las Vegas. 

The impression I get in reading about these cases and in listening to 
the FBI's responses, is that you would rather riot recognize the per­
sonnel problem involving agents of the FBI. I guess you operate on 
the theory that it is better to stick to the one rotton apple theory as 
in the case of Mr. Stabile, for example, than to recogll1ze the general 
problem. I would feel much more confiden~ about the c?nce~n y~u 
express regardinO' the Freedom of InformatIOn 'Act's ramIficatIOns If 
I felt the FBI w~re really going out full force to protect the sec~u'ity 
of informants from corrupt FBI employees-agents and otherWIse. I 
would like your reaction to that. 

Mr. WEBSTER. My reaction is that I really agree with you as far as 
our responsibility within the Bureau is concerned; that is, to protect 
the integrity of our informants. . 

Where I would disagree with you is the scope of the problem as 
an internal one. Those stories have all been carefully analy~ed. The 
story about the number of informants alleged to be murdered IS totally 
inaccurate. The references in New York are there. ""Ve have had cor­
rupt activities from t.ime t? thpe in what you .call disclosure ?f con­
fidential records or dIssemmatIon of confidentIal records outsIde the 
Bureau. The one in New Jersey did not involve informants. It in~ 
volved documents but not informants. 

Really, the only one that has involved a disclosure of informa~ts 
that I am aware of is the Cleveland case. I told you what we dId 
about it. We prosecuted. We did not try to bury it. We dealt wit~ it. 

We have had the most intensive ana1ysis going on of our securIty, 
partly in. reference to that and pa.rtly because of the fallout f~'om the 
[{ a'lnpiles case to make sur~ we had the means t? detect mternal 
corruption. I could take all day to tell you the varIOUS reasons why 
I feel that that _problem is less in the FBI than many other places. 

Mr. WEISS. Could you submit to the subcommittee a detailed 
updating of agency inyestigations fl;nd fil!dings of C?rrul?t personnel 
involvinO' the illeO'al dIsclosure of eIther mformant IdentIty or docu­
mental i~fol1uati~n across the country and what the results of those 
inquiries land investigations were, both administratively and 
judicially ~ 
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Mr. WEBSTER. I would be more tha,n happy to do that. It is a matter 
of great concern, not because of its magnitude but because of its 
importance. 

Mr. PREYER. Without objection, this material will be inserted into 
the record. 

[See app. 2.] 
Mr. "rEISS. I think, as far as impact on potential informants is 

concerned, nothing would more quickly destroy the capacity of the 
FBI or other law enforcement agencies to secure the cooperation of 
witn~s~es-info~mants or otherwise-than the knowledge or ,the 
SuspicIOn that, In fact, whatever they say has a good chance of being 
dehvere~ back into the hands of the very people about whom they 
are talkIng. 

Mr. WEBSTER. As a matter of fact, I am sure tha,t you are aware 
that the FBI has been the beneficiary of information by people who 
would talk ,to no other agency than the FBI because of our historic 
efforts to protect confidentiality. 

We treat our informants differently. They are not co-opted inform­
ants. They are not throwaway informants. We work with them. Many 
of them ~ecome. witnesses. Others do not become witnesses. But we 
do, both In our Internal procedures and in our operation with them 
have a v~r~ deep and historic commitment to the protection of that 
confiden~Iahty. I am glad thllit you are concerned about the problem, 
an? I wIll be more than happy to document our efforts to tighten our 
ShI p. t? be sure that that type of thing is either eliminated or kept to 
a mmImum. 

Mr. WEISS. Thank you for that. . 
.Mr. Webste.r, flIb~>ut a yen;r ago there was a hearing of this subcom­

mIttee. at which 't;tme ProJect Onslaught was described. It was in 
operatIOn at that tm~e and was supposed to resolve the problem of the 
backlog. ~t that pomt we were told that the situation was in hand 
and that, If we would bear with it a little longer it would be taken 
care of. ' 

I expressed some questions md concern even then. To learn the 
process. I h~d made an FOIA request in November 1977. I got the in­
formatIOn In September 1978. This indicated to me that Project On­
slaught perhaps was not all that it was touted to be 

However, I am curious as to why an operation' which seemed to be 
so successful a year ago suddenly fell apart. 

Mr. WEBSTER. ~ d? not think it would be accurate to say that it Ihad 
fallen al?art. It IS SImply that we made great prOoaress-vhat is docu­
men~ed m the GAO report-with the doubling of our resources in 
pullIng peopl~ from tfue field. We did cut into ·the backlog. 

We are gettmg about 60 requests a day. )Ve disposed of about 18 000 
?r 19,000 requests. last year. We are trying to increase and we have 
mcreased our effiCIency. We are continuing. We do not feel we have 

f
gotten as good as we can get at tIhis, but we are trying to improve a<: 
ast. as we can. "'"' 

I jIowever, .we ~id not have ,the momentum to reach a 10-day response 
o not thmk It takes much imagination to realize that when o~ 

~lnalyze the nature of the inHuiries that we are getting today Jlat 
ley tre m~re r;fined. The~e .IS more and more from fewer and fewer 

poop e commg m and reqUlrmg more and more information. 
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We did a study-and I can document or supplement the record for 
this-there were some 675,000 pages during a 1-mauth period at the 
end of last year and we wanted to see where they were coming from. 
Over 85 percent of it was cOIIlling from about 12 percent of tJhe people 
requesting. Eighty-five percent of the work was coming from about 
12 percent of the people making the requests. 

It is a skilled business now. There is a reporter system, a commercial 
system that advises people on how to do this. That is fine. 

However, it simply means that the curiosity seeker is going down 
in numbers and the crarck shooters are coming in. and we [have to do 
this work. Most of our work is classified and has to be reviewed and 
evaluated for dassification and then for privacy. 

I do not think you can ever mass-produce tJhis· material. 
~fr. WEISS. I think I probwbly have exceeded my 5 minutes. I will 

ask one further question on this round, Mr. Chairman, with your 
permission. 

As for the informants, you indicated that you have a feeling that 
your sources of information from informants may be· drying up. 

Do you have any statistical information to back that up ~ Do you 
have any systematic way of getting reports back from your field .offices 
indicating that whereas last year at this time you had w number of 
sources of information, now you have w minus 50 percent ~ 

Mr. WEBSTER. Yes, we have that information. Ed Sharp, who heads 
our Organized Crime Section, testified up here last year and talked 
about 2,800 informants. Congressman Drinan referred to that num­
ber. I was more s1?ecific in Atlanta last year when I said we had about 
1,0001 informants m organized crime and about 1,800 in general crimes 
and 42 in the old domestic security cases which were the cause of 
most of this concern, I think. 

This was 42 compared with several thousand in years past. 
I did not mention at that time the number of informants in forei~n 

counterintelligence which includes the investigation of the Commulllst 
Party. I made clear that I was not including those informants. 

However, in the organized crime and general crimes and domestic 
security area-we do not even call it that anymore because they are 
all pure terrorism cases-there are only 12 or 16 of those organizations 
and 40 to 60 individuals involved and in that category there have 
been significant reductions. It is so significant in some respects that I 
would prefer not to make that as matter of open testimony, but I 
would be glad to supply the information to the committee. 

Mr. WEISS. vVould you ~ I appreciate your doing that. 
I seem to recall having read that one of the concerns of your 

office has been so-called phony or false informants, and that some of 
the agents had, in fact, De en listing informants who never existed. 

Mr. VVEBSTER. That is right. 
Mr. WEISS. The elimination of those would also reduce the num­

ber that seemed to have been available at one time but no longer are. 
Mr. 'V'EBs'rER. That is true. That was achieved before the figure of 

2,800 that we were talking about was achieved. 
There had been a lot of pressure from headquarters to develop in­

formants. There was so much pressure and it was handled in such a 
way historically that many people were adding the bartender and 
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the taxicab drivel' and everyone who said "It looks like rain outside" 
as a potential informant. 

They also had possible sources of various types. We applied a pro­
fessional ax to that type of informant collection. vVha,t we have now 
are the classic concept of confidential informants. Our symbol in­
formants regularly supply information on a continuing basis to us 
with respect to criminal activities of which they are a.ware. 

We have prided ourselves on keeping the proper kind of documenta­
tion of the activities of our informants We do not want our special 
agents to have hip-pocket informants and not tell us about them. 
We make it very clear that that is a, breach of discipline in our 
organization. 

So, what we have is what we need. 
I know the Secret Service and others have complained because they 

are not getting the information that they used to get. 'Vhether they 
are getting, as Congressman Drinan says, as valuable information as 
they used to get-in other words, whether they are getting the same 
,amount of information from reliable informants-is going to be very 
hard to document. 

I would like to think that is the case, but it is clear to me that our in­
formants are dropping in numbers. And it is clear to me from specific 
examples from the field, from my own experience in some 27 cities 
that I visited last year and visits with agents, that it is a real problem 
to them. We are having a major problem in the development of in­
formants because of the fear of disclosure. 

We will do everything we can internally to protect the confidenti­
ality of informants. I ask that this committee consider what it can do 
to eliminate the concern of American citizens supplying information 
on a confidential basis and having it be disclosed. 

:MI'. VVEISS. Thank you, and thank you, Mr. Chairman. 
Mr. PREYER. Thank you, Mr. Weiss. 
Let me ask a couple of questions for the record in an area which we 

hav:e not touched on yet. I am .ta1king about the records destruction 
polIcy. 

I understand that the records destruction policy at FBI headquar­
ters here in Washington has not gone forward pending an informal 
npproval from the House and Senate Intelligence Committees; is that 
ri~' . 

Mr. WEBSTER. That is right. 
Mr. PREYER. Do you have any projected date as to when that pro­

gram might begin I· 
Mr. WEBSTER. The program could begin just as soon as the Archivist 

has been satisfied by the oversight committees to whom he reports that 
the program is satisfactory. We are prepared to procee~ with it. 

There are all kinds of reasons why I would like to see the destruc­
tion plan ~o forward, both from the standpoint of records manage­
ment and from the standpoint of finally getting rid of these things 
that have caused so much grief with their indiscriminate disclosure in 
the public. There is the appar,ent inability to differentiate between 
current news and t),ncient history. 

So, I would like to see them ~o. Much of it we keep trying to find a 
way to put aside and use our index on current criminal investigations, 
but it does present a management problem for us. 
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Historians, I suppose, like all the :rest of us who tend to be string 
savers, do not want anything to go; but the Archivist is the Nation's 
historian. If he app'roves the plan, then it seems to me we ought to be 
allowed to go forward with it. He is waiting on some indication that 
his congressional oversight committees approve the plan. ..' 

Mr. PREYER. In connection with your records destruction program, 
I served on the Select Committee on Assassinations and have been in-
terested in the files and records in the Kennedy assassination. . 

As I recall that, a hold was placed on the destruction of those files 
both in Washington and in the various field OffiCel;l, like Miami, New 
Orleans, and Dallas. 

Mr. WEBSTER. That is correct, Mr. Ohairman. 
Mr. PREYER. Is that the current status of those r6<lordsl Is that 

hold in effect ~ 
Mr. WEBSTER. That is correct. As a matter of fact, except for some 

very insignificate useless records from ancient days, we have not de­
stroyed anything pending the action of the Archivist. It is my under­
standing that our destruction plan contemplates several hold orders 
in the event of any type of investigation which is going to be of broad 
historic or national mterest or which is apt to provide a useful tie-in 
to a current inv{'.stigation where we need the'background informatiOll1. 

Mr. PREYER. I am glad to hear that inasmuch· as your current records 
destruction policy involves or envisages destroying records over 5 
years old. That is, those held in field offices. I wonder what would be 
t.he situation on the Kennedy records, for example, in the next 2 years ~ 

Mr. WEBSTER. As far as I can determine, I anticipate that that com­
mittee will file a report that would require further study on the part of 
at least tihe FBI and maybe other investigative agencies. There would 
be no immediate action to destroy those records. They would be part 
of an ongoing evaluation. 

Mr. PREYER. As far as you know none have been destroyed at tIris 
time I 

Mr. WEBSTER. That is correct. 
When I said no records have been destroyed, I think for the record 

I have to be clear that we are talking about records. I do understand 
that some files were destroyed in the Bureau which were not part of 
the record system but were part of the "do not file" file approach some 
years ago. These became the subject of an internal inquiry. I am not 
talking about those. I do not know enough about those. 

They were not a part of the records. They were materials that were 
kept around. We do not have that sort of thin~ anymore,. Everything 
has a file. It either ~oes in the file or goes in the wastebasket. We do 
not ha,ve "do not file" files anymore. 

:Mr. PREYER. That is a very healthy improvement, I must say. 
Let me ask a few questions to clear up areas that we have gon~ into 

earlier. 
You mentioned to Mr. Kindness that you were not making the cost 

nrgument to rebut the Freedom of Information Act statutory require­
ments. Yet, it does seem to me implicit in much 0:£ what we have been 
sayimr here about allocation of resources and priorities that we in­
evitably are making the cost ar~ument. 

Hmv much money do you estimate it would take to reduco your 4- to 
6-month backlog to comply with the present statutory time limit ~ 
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Mr. WEBSTER. There are tw'O aspects 'Of that questi'On, Mr. Chairman. 
One is what w'Ould it'take t'O reduce our backl'Og, and then tihe next part 
of that w'Ould, be what would it take not to devel'Op a new backl'Og, 
given no increase in numbers 'Of requests. 

I am not sure that I am prepared t'O give y'Ou tlhose figures. If I may, 
r will file a supplement for the record with 'Our best estimates 'On both 
th'Ose questions. . 

Mr. PREYER. I 'ivish you would. 
'Without ohjection, 1:1he inf'Ormation referred to will be inserted into 

the record. 
Along the lines of Mr. Kindness' questions and Mr. Drinan's ques­

tions, you have told us that the percentage 'Of the FBI budget spent 
on handling FOIA requests was about 1 percent. Can y'Ou also give 
us what percenta~e is spent on other pU'blic informati'On activities ~ 
Mr. Drinan mentIOned public tours and the facilities and so forth. 

Mr. WEBSTER. Yes, we will be glad to d'O that. 
For 1978, the percent of 'Our total budget for FOIA was 1.34 percent. 

For uniform crime rep 'Orting, it was 0.23 percent. That is a law enforce­
ment function. I do n'Ot know that it is appropriate to compare it with 
the Freedom of Inf'Ormation, but anyway it is 1.34 percent c'Ompared 
to 0.23 percent. 

Our Public Affairs Office is 0.33 percent f'Or 1978 compared wiLh 
1.34 percent for FOIA. 

Our correspondence and tours is 0.39 percent. Again, I do not know 
that is a proper comparison because correspondence includes respond­
ing to public inquiries. I do not know what part of that is broken out 
as 'being the tour and what part is correspondence. ,V" e do not initiate 
the correspondence. That is in response to public inquiries. 

So, I now jump to 1979. The FOIA figure drops to 1.05 percent. 
The uniform crime reporting remains the same at 0.23 percent. 
Public Affairs is 0.35 percent. Correspondence and tours drops to 0.36 
percent. . 

Our budget request for 1'980 shows a slight increase in FOIA to 
1.08 percent, and a slight increase for uniform crime reporting from 
0.23 percent to 0.24 percent. There is a slight increase in public affair~; 
from 0.35 percent to 0.36 percent. Correspondence ahd t'Ours goes fr'Om 
0.36 percent to 0.37 percent of 'Our t'Otal budget. 

Mr. PREYER. Thank y'Ou very much. If you could give us y'Our best 
estimate' on what it would cost t'O bring this backl'Og up t'O' date, we 
would appreciate it. 

In connecti'On with the budget, you mentioned some 309, I think it 
was, positions in your freedom of information situati'On. How many 
of those are clerical and how many are agents ~ 

Mr. WEBSTER. About 30 of those are agents. 
Mr. PREYER. I. think the General Accounting Office, when they 

made the report to us last April, recommended increaRed use of para­
legals and trained clerks in place of the FBI agents. Have you found 
that this is feasible and workable W 

Mr. WEBSTER. First, Mr. Chairman, let me sav thnt, it is 35 rather 
than 30 agents in that group. Let me correct myseif. 

We are running pilot tests now for special analysts. We are training 
them. I do not know that that will result in a significant monetary 
savings because of the skills involved. I am more concerned about free-
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jng'special agents to do investigative work than I am the actual cost 
differential here. . . 

However we are trying it. I do not want them to get too far away 
from leO'al 'baclrO'round and experience because it is. a narrow path 
Between"'the crinrinal penalties for failing to disclose and the criminal 
penalties for disclosing too much. . 

Mr. PREYER. I hope that that would be a way to free up more agents. 
Shifting to another area now, you mentione? very e~rl~ in your 

testimony the results of an FBI task force whIch you mdlCate was 
able to identify, in some cases, th~ identity C?f informants through a 
review of FOIA documents. I thmk you saId you had a war game. 
That is a very disturbing thought. Intelligent people might be able 
to identify the process or establish a proce$s' by which informants 
could be identified. 

Could you give us any additional detaIls on that study.' 
Mr. WEBSTER. I can,'but what I prefer to offer instead is to perhaps 

invite members of the committee or their staffs to come down to t.he 
Bureau and have a demonstration, a visual demonstration, which 
would take about 50 minutes or an hour with those particular docu­
ments. ,V" e can show how it was done. 

I have to say this. That formed the. basis for our taking a tougher 
view on what we had to disclose. The Justice Department approved 
a tightening up of what, we had to disclose in terms of informant 
information. . 

We have not run similar games since we put those changes into 
effect just a short while ago. "Te will, of course, analyze whether 
those positions which we believe are legally sustainable have gotten 
us over the major difficulties with analysis. But I still~ have concern 
that the problem is still there. It does, however, relate to procedures 
which hltve been modified to correct the 1?roblem as a t·esult. So, we 
would like you to see both, if the commIttee is interested in doing 
that. 

Mr. PREYER. Thank you. I appreciate that. I think that is an ex­
cellent thought. This is an important area .. The committee would like 
to take advantage of a full review of that study. That would be very 
helpful. We will be in touch with you on that. 

Let me ask you about one other area. There have been a number of 
questions. Mr. Erlenborn asked you a question about the judge, for 
example, who refused to give any information on a, background 
check. Don't you think the judge was rather overrating on that ~ Are 
not our laws pretty clear that there is no real problem in that 
situation? . 

Mr. WEBSTER. I am not so certain of that, Mr. Chairman. If the 
judge 01' whoever is supplying the information states that a certain 
time this fellow did or did not do something, and describes an in­
cident or a course of conduct, and if the law does not clearly exclude 
that material fr'Om recovery by the requester-and I am not convinced, 
that it does-then the person giving the information can say "If l 
am the only person who knew that or if I am the only one of two or 
three who loiew that," then it would not take too much imagination 
from the point of view of the requester to figure out who it was that 
supplied that information. 
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Mt:. PREY~R. Anything we can do by way of tightening that up J 
cer~amly thmk we sh~:>uld do. I suppose we can hardly draft a law ill 
wInch you could thmk of some extreme case in which someone's 
hand would ~e tipped.off. It is certainly the strong intent of the law 
that sort of lllformatlOl,l, as Mr. Erlenborn pointed out would be 
entirely confidential. . ' 
. Do yOl~ instruct ?r provide your special agent.s with any sort of 
mfor~atlOn regardmg t.he Freedom of Information Act so that they 
can dIspel some of the misunderst.andings about it ~ You cited the 
example of the southwestern city key intelligence people who refused 
t? let FBI agent.s meet t.hem because they we,re afraid of the situa~ 
t,lOn. There should not be-we ought to dIspel that sort of thinO' and 
those sorts of rumors; right? b 

Mr. 'YEBST.ER. ~ ag~ee wit.h ,You. I am not sure that we are doing all 
we can m tIllS (hrectlOn. I wIll go back and have another look at it. 

'Vhen I am out in the field. I try to impress on the people in the 
field that we are operating under a law that we must support and do 
t.he best we can so that no victim is killed as a result of disclosure under 
freedom of Informati<;ln Act. That is not, a very comforting t.hing. It 
IS not a very salable pomt, but we have ~old the agent.s the importance 
of ~levelol~mg the program and not ,gOIng back t.o the old system of 
taXICab drIvers and saloon keepers. "Te have t.old them the importance 
of rebuilding onr badly debilitated informant system. 

'Ya are working with them to train them in 'techniqnes to do this. 
As far as people like t.he Federal judges are concerned, I am not cer~ 

ta~n that we have given any specific instructions to the agent.s, but I 
WIll make sure that the areas of protection afforded by the act are made 
clear to the people snch as the Federal iudges and' that they under­
st.and what kind of protections are available and given an opportunity 
to assert them. 

I think they have a process where there is a waiver that they are 
asked to sign. but that is for full disclosure. It is t.he limited disclosure 
that they are most concerne.d about. 

Mr. PREYER. I would like to ask that you provide for the record 
any memorandums or statements that the Bureau provides for special 
agents. 

Mr: DRINAN. Director, I take it yon are speaking on your own this 
mormng and not for the Department of .Tustice because De,puty At­
torney General Peter Flaherty said this a few months ago: 

We wnnt to make it clear that we do not agree with those who suO'gest that 
we are being forced to release illformation whi('h is damaging to tl~e law en­
forcement process. By and large the present exemption is broad enough to 
enable us to protect that information Which we must protect. 

Is that. stil1 the, nosition of the Denartment of .Tustice ~ 
Mr. "TRJ3STER. I don't think so. I am speaking on my own. 
Mr. D;HNAN. 'Vas :v:our statement cleared by the Attorney General ~ 
Mr, WEBSTER. Yefi; ltwas. 
I am sp~aking on my own. It. was el!.'ared. The, statement that you 

are refel'rmg to by the thcm Deputy Attorney General Flaherty was 
not. n few months ago. It. was n few years ago. He was opel'ntiilg on 
a dIfff\l'ent. base of Tach;. 'Ve, know n !!reat deal more nbollt. that t.hnn 
1Ifl'. Flaherty knew at that. time. 'Ve kno'w more now than he knew 
then. 
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Mr. DRINAN. One of the things that you complain about is the slow 
process by which you people go to court in defense of excisions made. 
From past information I know that the rate of litigation is very high. 
Why are so many denials made and 'what is the rate of reversal in the 
courts~ 

Mr. WEBSTER. I am not sure about the rate of reversal in tlle 
courts--
Mr~ DRINAN. Two years ago I asked that identical question and I 

got the identical answer. "We do not know the rate of reversals." How 
can we make any honest or fair assessment when I cannot find out a 
very key question? If you people are denying too much and if you 
are losing regularly in the courts, then that is obviously maladminis­
t.ration. AU I can say is what I said 2 years ago-would you please 
furnish that infol'mation? It was not furnished then. Maybe you have 
it now. 

Mr. WEBSTER. You interrupted me and that is your privilege. But, 
what I was about to say is that I don't know the precise answer in 
terms of plaintiff versus Department of Justice, and I don't know 
that it is possible for us to give it to you. I will certainly try. 

There have been about 50 percent modification of appeals. I can 
show the number of appeals, I believe. The modification does not really 
tell us anything because a word or a comma is considered to be a modI-
fication, Congressman Drinan. . . 

I have a period here from July 14, 1978, to February 15, 1979. That 
js roughJy a 6-month period. Two hundred and ninety administrative 
appell,! determinations were reviewed and categorized as follows: 43.4 
percent were modified, 54.4 percent were affirmed. 

Thttt is 408 cases, appeal determinations. I think we could reason­
ably compare that with the 18,000 requests that we get per year. If 
it all came in a calendar period, then divide that by two. So you are 
talking roughly about 9,000 reques,ts 'with 290 appeals, 43 percent of 
which were modified and 54 percent affirmed. 

Mr. DRINAN. Is that a high rate of reversal ~ Is 43 percent a high 
rate? It seems high to me. 

Mr. 'VEBSTER. It is only high if we know what they did. They are 
not reversed. They are modified. A comma, or a sentence, or ~ word, 
forms a modificatIon. 

I think you would have to study the cases and analyze them to see 
what kind of adjustments there were. It is modification. It is not a 
reversal. I cannot say without seeing those cases whether that is high 
or not. I will say this. 1Ifr. Shea, who is in charge of the Appeal Sec­
tion in the Department, says that the Bureau is as good or better than 
any other component of the Department of Justice and we have by far 
the biggest job to do here. 

Mr. DRINAN.,I thank you. 
I have one last point. The 42 people who are informants in domestic 

security cases and that is down, as you said, from seve.ral thousand­
have you noticed that the FOIA has inhibited any of t.hese 42 from 
telling you things that you should know ~ . 

Mr. WEBSTER. 'Yell, it is not 42 anymore. I prefe.r not to give that 
number in public. It is not 42 anymore. It is significantly less than 
that. 

Just the fact that we have significantly fewer does not tell us specifi­
cally that the FOrA is resJ?onsible for that. 'Ye could have closed a 
domestic security investigatIOn and lost informants in the process. 
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It is one of the factors. It is one of the important factors. It is 
also-I would have to say that it gets into the overall question of 
whether you want us to have adequate information coming from 
terrorist organizations. 

We had the Mobil Oil Building in upstate New York bombed last 
night by a Puerto Rican terrorist organization. There was no advance 
information available to us. 

I have never sU1?ported putting people in place to investigate first 
amendment orgamzations just to filld out what they are saying or 
doing. I think my record is clear on that. 

That makes it all the more important that when we have bona fide 
terrorist organizations working in this country, we have a few sources 
of information where we can legitimately use informants that we 
do nothing to hamper the flow of that information. I approach it more 
from that point of view than being able to say that it is attributable to 
the Freedom of Information Act versus three or four other different 
things. 

Mr. DRINAN. Do you expect to ask for a supplemental appropria­
tion so you c~n carry out your duties under the law and fulfill all 
requests under the FOIA ~ 

Mr. ,VEBSTER. I have not been authorized to make that statement. 
Mr. DRINAN. Thank you very much. 
Mr. PREYER. Mr. ,Veiss~ 
Mr. 'VEISS. Thank you, Mr. Ohairman. 
Let. me ask a question of the Chair, if I may. Would it be appro­

priate to submit questions to the Director in ,vriting' and ask for the 
response back to the subcommittee and to the Chair ~ I would like to 
submit some additional questions, and I'm sure that Mr. Kostmayer 
would like to do so as well, since he never made it back from the House 
floor. 

Mr. PREYER. Yes. Thrtt would be appropriate. I was going to ask 
Mr. ,Vebster if it would be appropriitte if we would submit follow­
up questions which he could answer in writing with more statistical­
type answers. 
. J\fr. WEBSTER. I would be alad to do that. 

1\fr. PREYER. Without objection, the information referred to will 
h' insP,l'ted into the record. ' 

Mr. 1VEIss. A little while a,f!O ~TOU said t.lULt to the Bureau's Imowl­
edr-e no informant has heC'n killed flS a result of Fre('dom of Infor­
mation Art. dtsrloRur(ls. On pa,u:e 6 of your testimony you stated that, 
to the ag(ll1ry s knowledge, no mformant had snffered physir.al harm 
as a reRult. of Freedom of Information or Privacy Act disclosures. 
Both of thos(' statem(lnts are accnrate; is t.hat right? 

Mr. 'VEBS'l'1<JR. That is true. 
Mr. 'VJ~ISS. Bo, as of now, the danger that any informant mayor 

may ~ot be sub;erted to is l)~lre.ly spe~nlat.ive and hypothetical. This 
£(>ar IS not based on actual mformatIOn that you or anyone else in 
t.he BUl'(>au has ~ .' 
. Mr. ·WEBSTER. If you are talking about physical harm, then that 
IS true. 

Mr. WEISS. That is what. I am talking about. 
Mr. WEBSTER. I rannot add to what yoU have said but I want to 

supplement that by saying that th(' drying up of info;mation 'and the 
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willingness of people to supply information is what concerns us. This 
is quite aside from the numbers of people. 

Mr. WEISS. Yes, let me follow up briefly on exactly that point. I 
think we have established our mutual concern for the sa:f~y and 
security of informants, be it because.of.FrelJdom of InformatIOn 1\ct 
disclosures or beca.use of abuses wIt1lln the agency by any of lts 
personnel. ~., . 

Given the large amount or natIOnal pubbcIty that the alleged abl!ses 
within the agency have received and compa~ed to the lack, I ~lllnk, 
of broad public information about the potentIal for freedom of mfor­
mation disclosures, would yO~l not say that there IS n;t least an ("qual 
likelihood that whatever drymg up has taken place In the course of 
recent years has emanated from conce~ of disclosures by FBI per~ 
sonnel as much as from disclosures WJth regard to the Freedom of 
Information Act ~ . 

Mr. 'VEBS'mU. I cannot agree with you t,here. I base !U0st.of my 
information on the reports f~'om the field and. the rela~IOnslllps be­
tween the informants and theIr operators. The mformatIOn that they 
report back to me is 99 percent freedom or information and 1 percent 
the other. '. 

Mr. WEISS. In the information that you ha,ve agreed to submIt to 
us indicating this drying-up process, will you list, on a percentage or 
numerical basis, the instances in which you have been told of inform­
ants who have indicated to a field office that, because of the Freedom 
of Information Act p,rovisions, they will not continue to inform ~ 

Mr. 'VEBSTER. I WIll be glad to. I will have to poll the field for that 
information because in our previous polls we were trying to track 
the Freedom of Information Act is connection with the audit by the 
GAO. 

Mr WEISS. Yes. I wonder if, in the COUl'se of any kind of followup 
or sU{'vey that you take, you would also t~'ack the fl:reas, loca!es, cities, 
and districts where there have been publIc allegatIons of lmsconduct 
and abuse related to the disclosure or sale of information on the part 
of FBI personnel. 

Mr. WEBS'fER. Yes. If I understand that question, I will be glad 
to do that. They are so minimal that there should not be any difficulty. 

Mr. 'VEIss. t have information that I would be glad to supply to 
you, although I imagine you have seen it since your Office of Profes­
~;iollal Responsibility has been given this information. There have 
been public allegations in six or seven major cities across the country 
und it seems to 111e that, in order to get an objective reading of the 
problem, not just for our benefit but for your own as well, you would 
want to know'the impact of these broad ailegations that it is not safe to 
give information to the FBI ibecause there is somebody inside who 
may be in the pay of the mob.. . 

1\11'. 'VEBS'rER. I would not want to let that statement go WIthout my 
saying this. In my many visits to the field and in our in-depth discus­
sions of this prOblem, that has never been indicated to me as being of 
tlny significance. 

I think you have a right to know whatever we know about it. ",Ve win 
develop that for you. 

There have been so few instances, given the number of special agents 
and the long years of the Bureau, that I cannot believe that that has 

------~-----............. ,~,~~---"~~"-... --"-----.~---.-~-'- .. --'-.--------~'- -- -

'" \ , 

, . 

, 
I, 

\ 



, , 

" 

36 

become at all n factor. I still believe that the FBI is the one institution 
in which informants hnve the greatest confidence. 
. Mr. 'VRISS. 'rhat may ~e so. All that I am in.terested in finding out 
IS to what extent these :dIsclosures and allegatIOns have impacted on 
that record. 

l.Jet me ask you this. X ou referred in the course of your testimony 
to the fact that the probleIi1s in filling- out and supplyinO' information 
and providing for disclosures not originally intended °usually come 
'a:bout because of human error in the agency itself. 

Mr. 'YEBSTER. Not usually. That was another risk I said which 
occurred. 

Mr. 'VEISS. All right. 
'Vhat kind of training program do you have for the people who 

search out tl.l~ requests .and exercis~ tl~e information which they think 
n~ay be sensItIve or whICh comes wltllln the exemptions? Do you pro­
VIde any kind of formalize.d training for those people? 

Mr. 'YEllSTER. Yes. I wIll supplement that III cletail for the record 
Mr. ·WEISS. I would appreciate that. . 

. Mr. P~EYF..R. "Without objection, the information referred to will be 
lllserted lIlto the record. 

Mr. 'V~ISS. Finally, Mr. Chairman, let me say this. The Director 
has mentIOned on a. number of oc.casions in his testimony and in 
~peeches elsewhere, hIS thought that If we had a moratorium-whether 
It ble 10 years or ~ yea.rs-we might reduce the workload. 

My unde:standmg IS that there have been two things suO'gested 
90rrect ~e If I am wrong. One is a 10-year moratorium insurhIg that. 
mformatIOn w?ulq not b~ available until 10 years had passed. The 
second suggestIOn IS thet mformation would be destroyed at the end 
of 5 years. 

H. in fact, that i.s .accurate, do you not find yourself in the impossi­
ble '~cat~h-22" pOSItIOn that by the time it is possible to make that 
nppl.lCatIOll, at the end of the. 10-year .moratorium, a requester would 
be Q"Iven rthe answer that. the mformatIon was dGi:ltroyed 5 years al!o? 
/"!. Mr. "EBSTER. Yes. I can see the argumen.t for a "catch-22." The 
.l-year ~gure relates to field records. I would say that there is not 
muc!l d01~bt. .that almost every mate.rial record that is in the field is 
retaIned' at h~adquarters. There are some routing-slip-type materials 
that you:~nd m the field. Maybe about a third more paper in the field 
on a par.tIcu]ar case than we have at headquarters but it is not of 
consequence. ~t is the nonmaterial part of the record that does not 
come to Waslllngton. 

Mr. 'VEISS. The chairman would recoHect this better than I but I 
scell?- to. recall that during the course of the recent assassination in­
vestIl!atIOn there w~s some information which should have been at the 
'c~ntr~~l office that, m fact, had been misfiled in some field office. Is 
thnt rIght ~ 

Mr. WEBSTER. It ~as filed properlv but it was not filed in enough 
pl~ces. It was filed In t]~e informant's file but it was not put into the 
Kmg murder file where It should have been. I do not think that would 
~1ave been affected one way or another by the subjects that we are talk-
mg~ool . 

I d~ not mean to cr~ate any kind of "catch-22" situation. You havl;> 
to dpcIde how m11ch tIme historians or others have in which to plow 
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through investigative files. There has to be that gap opportunity, 
obviously. vVe don't want to destroy them before someone has a chance 
to look at them. All I want to do is put a reasonable amount of age on 
t.hem. 

lVIr. WEISS. vVould you think that) perhaps as an alternative to the 
broad extension of time or the moratorium to reduce the workload. 
some effort to create categories based on the numbers of pages re­
<luested might be a constructive approach ~ Let's say you had an ap­
plication which would require the review of some 3,000 pages. You 
('ould have triple the amount of time that you would normally havl;> 
1'0 be able to go through that. 

Mr. WEBSTER. We are talking about two things at the same time. 
'fhat would. certainly help the workload aspect, that is, the impact 
on the workload. 

The moratorium was not intended to help the workload. The mora­
torium was intended to give greater assurance 01 confidentialit~ to 
informants. That was the only purpose for advancmg that suggestI?n. 

But the suggestion you have would certainly o.fier some. potentIal 
Tor helping us on the workload, at least to get the lIttle questIons f~om 
the John Q. Citizen who wanted a quick answer and keep the pIpes· 
flowing in his direction. Then you would have to tell the requester 
with the big project to wait awhile. 

Mr. WEISS. Thank you very much. 
Mr. PREYER. Thank you very much, Mr. 'Veiss. . 
As for your suggestion of. the moratorium. I am not ql!Ite clear 

whether that is your suggestIOn or the. Dep~rtment suggestIo? 
Mr. 'VEBSTER. Mr. Chairman, that IS entIrely my suggestIOn ad­

vanced at an early date. I still think it has merit for consideration. 
There may be al~ernative~ to ~t like. tighten}ng the cla,!se~ that permit 
11S to withhold mformatIon III wInch an mformant IS mvolved, for 
example. These would be equally effective, maybe, for the goal that 
I seek. '. 

It is purely my suggestion. A~ you can tell, it is not fC!rmah~ed. I 
Raid that 10 years was not a magIC number. There was no IntentIOn to 
keep all informatioll forever from the. public domain. 

Mr. PREYER. Just so I understand it, you are not proposing other 
alternatives ~ . 

Mr. WEBSTER. If there is a better idea around, I am looking for It. 
The joint task force is exploring-~his. . . . 

Mr. PREYER. I think the testImony today has mdlCated one PC!mt 
and that is that there is some misund.erstanding in the fiel~ concernmg' 
just what the requirements of the Freedom .of. InformatIOn Act and 
the Privacy Act are. I was pleased. at your wllh!lgn.ess to make efforts 
to clarify what the acts actually say and do. I WIll look forward to the 
next fe,,, months fo see what kind of progress we have been able to 
make on that. . 

If we can gpt the acts clear in everyone's minds regarding what IS 
really required and what is 110t re.qnired, then it seems to me ,:"e can 
get at the real problems underneath and solve them bett~r. WIthout 
beinO' distraded by rumors of this, that, and the other, or mIsmterpre-
M. • 

tations of the acts. . ' 
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This is an important area. I a,pp~'eciate your ~alling it to our, atten­
tion, We certainly will be contmumg to,l,ook, mto thes~ questlOn~. I 
hope that we might be able to ask yau to VISIt WIth US agam and testIfy, 
let's ,say, during the latter part.of this year. 

Mr. WEBSTER. I would be dehghted to. 
Mr. PREYER, We will have a few more concrete thoughts about it at that time. 
Mr. WEBSTER. Thank you. , 
Mr. PREYER. We appreciate your being here and your straightfor­

ward testimony. It has been ver.y helpful. 
The subcommittee stands adJourned. 
[Whereupon, at 12 :30 p.m., the subcommittee adjourned, to recon­

vene subject to the call of the Chair.] 
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ApPENDIX 1.-Ll~T'1'Jm FROl\{ HONORABLE PETER H. KOSTl\UYER TO 

ClIAIRl\IAN RH'HAHDSON PHEYEH, SUBC01\nIlTTl~E ON GOVEHNMEN1' 
INFORl\fA1'ION AND INDIVIDUAL RI01ITS DATED MARCH 26, 1979 
PE~R H, KOSTMAYER 

Itnt DIIT.UCT, P'ENfdYLYANIA 

Congrt~~ of tbt Unitd. 3i>tatt~ 
~ou~e of l\epre~entatibe~ 

lIa.ubinaton, ~.4C. 20515 

March 26, 1979 

Dear Mr. Chairman: 

As you may recall, I was unable to attend the 
hearing of the Subcommittee on February 28, 
1979 at which FBI Director William Webster 
testified on FBI compliance with the Freedom 
of Information Act because of a simultaneous 
meeting of the Democratic Caucus. I had 
spoken to you of my interest in expanding 
the scope of the February 28th hearing by 
raising a peripheral issue -- the Bureau:s 
policy regarding oversight of the do~est~c 
intelligence program and the use of ~nformers. 
I wrote Director Webster on February 27th 
concerning my interest in raising this issue 
at the hearing. 

It's my understanding that unanimous consent 
was given at the hearing for members to submit 
additional questions to Director Webster, and 
I would like to avail myself of the opportunity 
of doing so. I request that this letter to you 
and the accompanying documents be made a part 
of the official record for the February 28th 
hearing, as well as the responses of Director 
Webster to my questions which follow. 
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In June 1974 the Chairman of the House JUdiciary 
Committee requested the General Accounting Office 
to review operations of the FBI on a continuous 
basis. This was requested so that the GAO could 
assist the Judiciary Committee in its legislative 
oversight responsibilities over the Department 
of Justice and provide the Committee with informa­
tion on the efficiency, effectiveness, and economy 
of FBI operations. The chairmen of the JUdiciary 
Committee specifically requested that the GAO first 
review the FBI's domestic intelligence operations. 

The GAO review of domestic intelligence operations 
was undertaken in response to allegations of abuse 
by the FBI in its conduct of domestic intelligence 

. operations. "Domestic intelligence" applies generally 
to the FBI's efforts to detect and gather informa­
tion on individuals within the united States who 
allegedly attempt to overthrow the government or 
deprive others of their civil liberties or rights. 
At the time the GAO review was ordered, it was 
contended by many that the FBI was indiscriminate 
in initiating and overzealous in carrying out 
domestic intelligence operations. Since domestic 
intelligence investigative techniques include the 
use of informants, mail covers and electronic 
surveillance there are obvious civil liberty issues 
at stake. 

GAO began its review by exam1n1ng recently active 
domestic intelligence cases totaling 898 in number. 
These were investigated in calendar year 1974 at 
10 of the 59 FBI field offices. The GAO reported 
back to the Congress in a report dated February 24, 
1976 entitled, "FBI Domestic Intelligence Operations 
Their Purpose and Scope: Issues That Need to be 
Resolved." 
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One thorny problem for the GAO was its ability 
to verify the accuracy and completeness of 
information provided by the FBI without com­
promising on-going investigations and sensitive 
information (such as the names of informants) 
in the files. The GAO stated in its report that 
it was perfectly willing to allow certain in­
formation in those files such as the names of 
informants to be protected. Therefore, in lieu 
of rsviewing raw investigative files, the GAO 
agreed with the FBI director to let FBI special 
agents prepare summaries of the information in 
each case selected, provided the GAO could randomly 
verify the accuracy and completeness of the summaries 
against information in the corresponding ra\'l files. 
The GAO devised a format which included the process 
of randomly selecting certain documents from the 
FBI case files and comparing them to the summaries 
provided by the agents through interviews. The 
GAO submitted this proposal for verifying the 
summaries to the FBI on February 4, 1975. However, 
the attorney general and the FBI director rejected 
the GAO's verification proposal because it would 
allow the GAO to see raw investigative files. 

The chairman of the House Judiciary Committee in 
a protracted exchange of correspondence with the 
attorney general supported the position of the GAO. 
The chairman cited voluminous legislative authority 
granting the GAO the right to "assist committees 
to develop statements of legislative objectives 
and goals and methods to assess and report actual 
program performance in relation to such objectives 
and goals." (Section 1154 (b), Title 31 u.S. Code). 
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The GAO and the Judiciary Committee also cited 
Title 31, U.S.C. 53, Section 312 of the Budget 
and Accounting Act, 192,1, which provides that 
the comptroller general investigate all matters 
relating to the receipt, disbursement, and 
application of public funds and that he or she 
make investigations and reports as ordered by 
either House of Congress or by congressional 
appropriation committees. Furthermore, 31 U.S.C. 
54, Section 313 of the 1921 Act says that the 
comptroller general shall have access to and 
the right to examine all the books, documents, 
papers, and records of all departments and 
agencies and that they shall furnish to him the 
information he requires regarding the powers, 
duties, activities, organization, financial 
transaction, and methods of business of their 
respective offices. 

The chairman of the JUdiciary Committee stated 
that the GAO had both the need for and the authority 
to independently verify information in FBI files. 
Chairman Rodino also noted that the essence of 
legislative oversight is lost if the agency being 
investigated makes its own investigation to the 
exclusion of an independent body. 

Nevertheless, the FBI and the Justice Department 
have continually resisted the GAO's authority and 
cited: (1) the government's need to avoid disclosure 
to prospective defendants of information in their 
cases; (2) the need to protect its informants; 
(3) the need to prevent the release of unevaluated 
and unverified data; (4) the belief that the GAO's 
charter does not include the power to allow GAO 
personnel to examine investigative files. 
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In further correspondence the GAO and the 
Judiciary Committee objected to the Depart­
ment of Jus.tice's position on this matter 
but the issue was left unresolved at the 
time the GAO published their report in 
Febr~ary 1976. The GAO report has a whole 
sect~on on the problem of verification and 
the dispute between the FBI and the GAO on 
the issue. 

The FBI is justifiably sensitive about re­
leasing to any outside source information 
about its informant network. The FBI claims 
that its informant network is an essential 
part of its domestic intelligence operation. 
The Bureau will not provide information of 
the number and payments to informants used 
by ~ield offices and the number of payments 
t? ~nformants targeted against each organiza­
t~on or group. The GAO in its report stated 
that because of this it could not determine 
and evaluate the efficiency of the FBI in­
formant coverage iIi terms of number and quality 
the contribution informants make toward in- ' 
vestigative accomplishments, and the FBI's 
effic~ency an~ effectiveness in developing, 
manag~ng, pay~ng, and targeting informants. 

~'he issue. of. infor~ants is particularly important 
~n domest~c ~ntell~gence oversight since in­
formants are the most common source of informa­
~io~ :esulting in initiating investigations of 
~nd~v~duals. GAO found that informants were 
the initiating force in launching 48 percent 
of the 898 cases they examined. 
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The battle between the GAO and the Congress 
and the FBI and Justice Department on the issue 
of access to files persists to this day. I am 
attaching a letter from the comptroller general 
to the Chairman of the Subcommittee on civil and 
Constitutional Rights of the House Judiciary 
Committee, Don Edwards, stating that the FBI 
had refused the most recent methodology proposal 
of the GAO for reviewing the FBI's informant 
program. 

since the Government Operations Committee will 
be taking up legislation later this year on 
granting the GAO subpoena power to conduct its 
investigations, and since I understand that you 
will be testifying before Chairman Brooks on 
behalf of our Subcommittee on this issue, I 
believe it would be useful to explore this issue 
with Director Webster at this time. I suggest 
the following questions: 

1. Why will the FBI not permit the GAO to confirm 
its audit of the domestic intelligence program by 
randomingly verifying data in investigative files 
with the proviso -- as outlined in the GAO method­
ology -- that informants' identities could be 
withheld? 

2. What is the basis for the FBI's contention in 
their October 3, 1978 letter to Comptroller General 
Elmer B. Staats that such an audit by the General 
Accounting Office would heighten concern among 
informants about the FBI's ability to maintain 
their confidentiality? 

3. What legal authority does the FBI cite to bar 
GAO access to investigative records? 
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4. What alternative means are there for the 
Congress to effectively oversee the conduGt 
of the FBI in its domestic intelligence 
operations? 

5. Does the director see any other way to 
guarantee public confidence in the activities 
of the FBI after the recent years' adverse 
publicity of alleged:J.y ill'C;gal FBI activities 
than through oversight by Congress and the 
GAO? 

6. Is the·FBI still negotiating with the GAO 
over an acceptable methodology or are the 
parties at an "impasse?" 

7. There is currently a bill befo~e the 
Government Operations Committee to give GAO 
power to subpoena records from government 
agencies. Under GAO's existing access authority, 
would GAO in the FBI's opinion be able to sub­
poena records from the FBI if explicit subpoena 
power were provided? 

8. Does the director object to giving GAO 
subpoena authority for FBI records? 

9. Does the director agree with the GAO 
contention that without access to raw investiga­
tive files it cannot conduct a meaningful re­
view of some FBI operations, including informant 
operations? 

75-227 0 - 81 - II 
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Finally, Mr. Chairman, I might add that I 
believe there has been great improvement in 
the FBI's operations and image of late, as 
well as great improvement in the FBI's conduct 
of its domestic security and terrorism investiga­
tion. I note that in last year's House Judiciary 
report on the authorization for the Department 
of Justice (Report 95-1148, Parts 1 and 2) it 
was noted that the number of individuals and 
organizations under investigation in the 
domestic security and terrorism program had 
been reduced from a total of 626 in fiscal year 
1976 to the then current total of 73. During 
the same period the number of informal)~~s had 
been reduced from 645 to 42 and investigative 
matters from 27,402 to 8,306. The domestic 
intelligence program certainly seems to have 
been brought under control. 

Nevertheless, I do believe that the Congress 
should have the right through its investigative 
arm, the GAO, to audit the raw files for verifi­
cation, so long as precautions are made to protect 
informants' identities. The FBI has authorized 
expenditures of $1.2 million in the last year 
for the remaining 42 informants. This is nearly 
$30,000 per informant and certainly this seems 
worth aUditing. 

u 

. \. . 

I 
(I 
I, 

'I 
J ~ 

i 
If, ' 

:( , 
• 

47 

Regardless of the finqnc!al aspects of the 
program, however, I think a basic issue of 
legislative authority is at stake in this 
matter. It is the elected legislature's 
right -- within reasonable limits -- to oVer-
see the functions of the executive. The FBI: 
should protect its informants, but Congress 
has the obligation to conduct effective over~ 
sight.. Certainly, there must be a way to 
achieve this without compromising sensitive 
information. I would hope, therefore, that 
the FBI and the GAO would continue to seek a 
compromise to develop a system for independent 
verification through access to files, If such 
a system cannot be negotiated, however, I would 
reluctantly recommend that the Government Opera­
tions Committee insure such independent verifica­
tion through appropriate legislation. 

~erel-r,--
UM... 

Hon. Richardson Preyer 
Chairman 
Committee on Government Operations 
Subcommittee on Government Information 

and Individual Rights 
B349 Rayburn HOB 
Washington, D.C. 20515 
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: .. ~. ': estab1iS:nment. ::In -accordance with your'~uest ,ana subsequent :m.scus- :i.:~ • 
· .. 'sicns -with j'OIlJ' office» -we .aeve.loped. a ':nethoc1ology (see -enclosure :'.1) : :'.~=-, .'. 
' .. :: ~:fo~. revielWtg 1:he : Federa:t 13ureau ·of Investigation I 5 ~in.fanna:lit program.' .'.~: . 

. Our ?Dethoclology lias provided to '1:he.lhIreau·:in JUne 1978. ,Since 
then we have been t:rying to .work out an arrangement with "the 'FBI wbich 
'Would enable llS to 'perfonn a J:leaningful review. Unfortunately 'l'le nave 
reacbed an inpasse and on .O::tober 3. J.978, (see ehclosure . .!I) the FlU" 

. Director- infonned us that -:'the.FBI could not al101iUS :to :revieli.its . 
• ··:informant·program.· The :Director said he could not -.al.ldl{ any review 
.' that WQilld ·1.end "the ·.impression of."2l1Y' type. of access ·to :the .infonnation 

.in .informant illes. '.The .Director ·tooK the;-pasition·,that-the ·Bureau 
' . .:must· protect ·the confidentiality of· infonnarits" 'id~titiesand ..:files to. 

· .' --maintain,~edibility. lcith 'those 'Persons "'ihose assistance .is vital "to ·the . 
· '. ''FBI's .inveStigative !JUssicn;l. ~lfuile ow·.:revieli ·rnethoaology :ru.d 'liot :call:· .~ .. 
, ',' for access to .lnfo:ona.!lts I ,;.identities and .:files .. it did. of necessit;y;, 
· '. -ca;u: for -access '"to ce.:t:tam in£onna1ji'an iil those'xiles; --thus.:::the basis. . _ " 
...for 'the 'F.Br's.::reject~. . . :. 

,I .1 ..... 

':. . :.: The lli~c:tor did ~ress a Clesire:to'be cooperative . .and·.a. wil:l.ing-
.. ness to COI1tinue discuss~ons 1:0 arrive at a mutually ac!=eptable position • 

.AcCordingly. lie continued discussions but it became apparent 'that "the 
·FBI would not agree 1:0 a GAO revif!l{ of any kind. Instead. the.FBI l~ould 
'prefer to' conau~t its Olm stu-3:y 6f 1:h~ informant program. ·.J3ureau offi-
cials-told us that.if a. study is conducted. its results l{ould 1I1OSt :likely 

, be ~cU: available to us for revieli. '. . . 

-:-::.::::;:;:::::::::-:::::--::-::-_~'l::":."';:; __ I"_ ... _ -~~~::-::~~.-:-:'_:::_::_---_:___::. 
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.. We regret our inability to be more responsive. As can be seen we 
encountered more than our usual problems of access. If you should fbd 
tlle prospect of an internal FBI study acceptable. a direct expression 
of your interest would be instrunental in getting a study tmdeniar. 

Enclosures - ~ 

Sincerely yours. 

(SIGNED) ELM£R B. STAATS 

Oomptroller General 
of the United States 

, .. _ .... __ ._-------------_ .. _-_ .... _--
'" ~ ~~ ._. :.J\~. 
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,ENCLOSURE I 

OBJEX:TIVES AND METHODOLOGY FOR 
GAO nEVIEW OF }'Bl IN},OFJ,IANT 

pnOGHA~! 

(Request of Hrms'e' S~bcommi ttee On " 
Civil and Constitutional Rights) 

1. ,To determine how informants are developed. 

:"-GAO.will inquire into the backgrQuad and chllrac­

te;"'istics 0,£ i~Iorman'ts, 'ho~' the·y. a~'e .ident.if~ed 

and selected, what i nforma tion or services are, 

e~pected of them~,~he~r motivations (~.g.mo~ey, 

egoti~m, fear), how they were determined to be 

reliable. ilOW ~bey could provide information and 

services that were not available through r,egular 

,~nforcement techniques; what assess~ents are .... 
,'made of the pl)tential benefits and risks.' 

" ',',: 

2 .. To d'etermine informant activities and contr'1ls 

exercised. 

--GAO will inquire into what informants do and how 

they. do it. This will basically cover the type 

of irt~ormation gathered and the informants' 

sour,ces and means of securing in;E0nnation .. 

hegarding controls, GAO will inquire into the 

specific. instructions provided to infnnnants, 

frequency of c'lntacts, efforts made to insure 

1.' - _.. -
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E:-/CLOSURE I ENCLOSUR,E I 

. conduct conforms ~ri legal and administrative 

requirements, and notifications of viola.'ti'o~s· tt) 
. ',' 

appropriate authorities. 

3,. To .determine what evaluations are made of the 

usefulness of informants~ informatinn a~d iervice~. 

--GAO will inquire into such things as wht) evaluates . , 
'informant act.ivitie.s, the type and frequency of 

evaluati?nS, conclusions drawn on the value of 

informati~nor services, and other results of 

I t · GAO will also, review stud;i.es. CO,n-, ,eva ua l.ons .. 

ducted by the O~iice of Inspections and Office 

of Pl~nning and Evaluation. 

. '. 
4. To test the fiscal controls over the transf~r and 

. custody 'Jf funds a~d the' payments made ·.to inf"ll"mants . 

--GAO ~vill examine t'he adherence to established pay-. . .. , .: . .,' . 
ment polici~s and pl"ocec;!ures used to equate value 

of inf('>rmation received with the ~a~ment amount. 
':. . . . '" 

GAO will also revie\v the work a;tready perfo~med 

by the' Department's Office of Mana,gement'and 

Finance in an attempt ,to limit the scope of the 

GAO inquiry. 
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ENCLOSURE.I ENCLOSURE I 

5.. To determine informants' accomplishments. 

--GAO' will inquire'into the uses made' ~f informant~1 

information or services and verify specific accom-. ... .... . . 

plishm~nts such as arrests and merchandise recnvered. 

METHODOLOGY 

'To fully evaluate'. FBI ,~ Informant 'Program, GAp would need 

. full and comple~e access to FBI iI).formant and inve~tigative; 
. ". . .. 

files: Recogn~~i~g the se~sitivity. of the informant area and 

. th~·exis~ing ~ay 21, 1976, ag~eement betwe~n Comptro~ler 
'. . 
. '. Geperal Staats and former FBI Director Kelley, GAO 'proposes 

. the following review ~ethodo1ogy.; 

. Exclud~ng foreign counterintelligence, GAO will select 

a random samp'le of active informants and informants terminated 

. within the 'last year (Size,' strata, a~d "field offices to. be 

·qetermined). For comparison purposes, GAO will also inquire 

into'th~ scope'~nd'magnitude of undercover operations.' It is 

not anticipated' tha.t ',GAO will require access to informants I 

names. 

Short of full and complete.access, GAO will base much 

of its evaluation' on sp.ecific document's provided by the FBI 

and on in~erv~ews with special agents and their supervisors. 
. " 

Documents to be providetl include. quarterly and annual progress 

and evaluation reports on i!1formants sampled, payment records, 

and re~ated serials from'investigative files. Also, GAO will 

-- -"-~ ~--~ 
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ENCLOSURE I ENCLOSURE I 

be provided excised·. copies of ;;eria1s in informctn~ .fi1es when 

quarterly and annual progress.reports do not contain informa­

tion necessary to satisfy .. ~h~ previous lis.ted reryiew obj ectives 

and for verification purposes. . Excisions. will g;enera11y· be 

limited tq names 'and any other specific da'ta rel.at~d to pro-
'. . 

tecting the identities of the sources of information. GAO 

will be permitted to dis~uss the general nature of any 

e~'ci:sions .. 
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J.J. 

, ~~ .~. t 'OJ'?O 
Vl';I'fED STATES o F.l',\ H'n'!EX'r 'OF JVS' 'reI:" 

FEDEnAL llt:nE,\!: OF IX\,ES'f1GA'rIOX 

Honorable Elme~ B. Staats 
Comptroller General of the 
United States 
441 G Street, N. W. 
Washington, D. C. 20548 

Dear Mr. sfaats: 

October 3, J.978 

, The FBI has' thoroughly disc:ussed \~i th your 
representatives the proposed General Accounting Office' 
review of the FBI informant program on behalf of the United 
statei House of Representatives Subcommittee on Civil and 
Constitutional Rights. .Hy considered opinion is that the 
FBI cannot allow an'y informant review or audit \~hich would 
lend the impression of any type of access to the information 
in informant files. 

The SUccess "Ie have enjoyed in the operation of 
informants has been based primarily on the ability to 
maintain the confidentiality of informants' identities and 
files. Informants and other persons have expressed strong 
concern regarding the FBI's ability to maintain their 
confidentiality. The publicity surrounding certain civil 
suits and the Freedom of Information Act have contributed to 
their concern '~hich would undoubtedly be heightened by 
kno\~ledge of fUrther proliferation of this sensitive data 
by a General Accounting Office revie\~. The FBI must protect 
this confidential relationship to maintain credibility \~ith 
those persons whose assistance is vital to our investigative 
mission and this position is consistent with that taken in 
pending civil litigation. 

• k. ' 
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Hr. Elmer~. Staats , , 

It is my earnest desire to be as cooperative and 
forthcoming as possible in assisting you in earring out your 
responsibilities. In this regard, we have had discussions 
wfth Philip B. Heymann, Assistant Attorney General of the 
Criminal Division in ,the Department of Justice, and ~Ie are 
continuing to explore possibilities short of full . 

.. ,disclosure. Please. let me assure you of ,our 'willingness to. 
" .continue discussions Idth your representative in an effort 

to arrive at a mutually acceptable position. 

> 

Sincerely yours, 

~~/d-~ 
: l'lilliam H. lvebster 

Director , 

\ 
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A.PPEKDIX ~.-SUPPLE~:[EN'1'AL j\iA'l'ERIAL SUBl\Il'l"l'ED '1'0 'rIfE RECORD BY 
DIRECTOR ,VILLL\:\I H. ,VEBS'l'ER, FEDERAL BUREAU OF INVES'l'IGA'rION 

SUPPLEMENTS TO THE RECORD OF 
DIRECTOR WILLIAM H. WEBSTER'S TESTIMONY 

BEFORE THE HOUSE SUBCOMMITTEE ON 
GOVERNMENT INFORMATION AND INDIVIDUAL 

RIGHTS OF HOUSE COMMITTEE ON GOVERNMENT OPERATIONS 
February 28, 1979 

The following material is submitted in response 
to Director Webster's offer to supplement his testimoay 
with additional information. 

(56) 
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Question: What is the portion of resources committed 

to Freedom of Information and Privacy Acts (FOIPA) matters 

as compared to all of FBI Headquarters resources? 

Answer: The great majority of our FOIPA processing and 

disclosure is performed at FBI Headquarters. The FOIPA 

Branch is staffed with 34 Special Agent supervisors and 

275 support employees. All of the Special Agents are 

lawyers. This commitment represents one-fourth of our 

entire Special Agent attorney strength in FBI Headquarters. 

There are ten more Special Agent attorneys in our Legal 

Counsel Division who are assigned FOIPA litigation matters. 

The nonagent employees entrusted with the disclosure 

analysis of our files are some of the Bureau's most competent 

and experienced nonagent employees. Many were reassigned 

from other Headquarters functions to the FOIPA Branch 

on the basis of their analytical abilities and other 

talents. Over one-third of the Bureau's GS-ll nonagent 

Headquarters employees and nearly 15 percent of our GS-9 

Headquarters employees are assigned to the FOIPA Branch. 

Financ ially, our 8.7 million dollar compliance 

cost for FY 1979 is over four percent of our estimated 

two hundred million dollar FY 1979 Headquarters expenditures. 

The FOIPA Branch has more employees than 51 

of the 59 FBI field offices • 

\ . 

\ 



.. 

I( 

58 

Question: What is the cost of responding to Freedom 

of Information-Privacy Acts (FOIPA) litigation in comparison 

with other FOIPA costs? 

Answer: In calendar year (CY) 1979, we spent $8,078,865 

on our FOIPA operational and disclosure program. Our 

FOIPA litigation costs for the same period were $546,516. 

Included in our FOIPA operational and disclosure costs 

were $442,000 in payments to the Department of Justice 

for FOIPA appeals and related legal services. 

Based on data collected during the third and 

fourth quarters of FY 1979, we estimate that $568,475 

represents that portion of research analyst salaries 

spent strictly on litigation related matters. 

; 
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Question: What are the number of law suits filed by 

requesters who are "impatient" with the FBI? 

Answer: Although the Freedom of Information Act does 

not require a plaintiff to state a reason for filing 

suit, those who allege lack of "due diligence" on the 

part of the FBI may be considered as being impatient 

with the FBI's ability to respond to a request within 

the statutory period. We reviewed 115 pending and 123 

closed lawsuits, all selected at random. Thirty-four 

percent of the pending cases and twenty-four percent 

of the closed cases were litigated primarily on the basis 

of "due diligence." 

\ 
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Question: Explain how requesters can and do work together 

and pool information to identify sources. 

Answer: Groups of requesters seek the identity of Government 

sources by collecting and carefully comparing the information 

released to them by the FBI against information and records 

within their own knowledge and control. In addition, 

it can be anticipated that in many instances prison inmates, 

who make about 12 to 16 percent of our Freedom of Information 

Act requests, are doing so for the purpose of identifying 

informants. We know that in one instance an organized 

crime group made a concerted effort to identify sources 

through the Freedom of Information Act. It must also 

be recognized that hostile foreign governments, terrorist 

and organized crime groups not only have the motive to 

subject our releases to detailed analysis, but also have 

the resources to finance such an examination by knowledgeable 

and skilled analysts. 

One particular group publishes advertisements 

seeking individuals willing to create a "Peoples' History" 

by making the group a repository for a copy of their 

individual Freedom of Information Act releases. The 

group advises its members to " ••. request the informer 

files pertaining to the area of your request" and follows 

by advising which of our classification numbers refer 

to Informant £iles. 

'\ 
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Answer (continued) 

Groups seeking the identity of Government sources 

eMamine all available released FBI documents, comparing 

and charting the reported activities, times, places and 

personalities. Common items found in several files are 

carefully noted and compared to other information in 

the group's possession, such as organizational minutes 

or membership records. Documents showing FBI investigative 

interest at a specific time and place may then be tied 

to other facts within the group's knowledge and reveal 

consider~.)ly more than intended. Sometimes the assertion 

of the confidential source exemption itself, particularly 

at critical junctures in an investigation, or with regard 

to critical activities or locations where those activities 

occurred, confirms for the requester the presence of 

informant data where not readily apparent before. While 

this may not. actually pinpoint the source's identity, 

it does sharpen the requester's focus to an intolerably 

close degree. 

The FBI analyst may unknowingly assist the 

hostile analyst in responding to the requester. Seldom 

can an FBI employee learn the extent of a requester's 

knowledge of dates, places and events. The person most 

knowledgeable about what particular information may lead 

75-227 0 - 81 - 5 

-----~-----------.----.• --... --....... ----... -.-.-. - - ..... --....... - ...... . , . ..,: " •. ~ ___ .~_~ .• #".0/ ~., .c:-." 
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Answer (continued) 

to a source's identity is, unfortunately for us, oftentimes 

the requester who is the subject of investigation. 

What appears to our analysts to be innocuous or harmless 

information may provide the group a missing piece of 

the puzzle. When the records pertain to investigations 

of organizations and the members have the opportunity 

to pool and compare the information furnished to them, 

the danger is magnified. 

~--------
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Question: Would you provide an update of FBI investigation 

and findings of "corrupt" personnel involved in the 

illegal disclosure of either informant identity or "documental 

information" across the country, and the administrative 

and judicial results of the investigations? In addition, 

would you provide documentation of the efforts of the 

FBI to "tighten the ship" to be sure incidents such 

as these either are eliminated or kept to a minimum? 

Answer: (1) For.mer Special Agent--Now Retired 

This Special Agent was determined to be a 

close associate of an individual who had suspected organized 

crime ties and was alleged to have been taking bribes. 

His name was overheard on a Federal Title III authorized 

wiretap in conversations between subjects of a Racketeer 

Influenced and/or Corrupt Organization (RICO) investigation. 

Intensive investigation conducted by the FBI Inspection 

Staff failed to substantiate the allegation that he 

was taking bribes from a high-level Detro{t hoodlum. 

Action Taken: The Special Age~t was censured, placed 

on probation, and transferred for insubordination, lack 

of candor during interviews by FBI Inspectors and furnishing 

misleading information during the administrative inquiry. 

He subsequently retired. 

\; 
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Answer (continued) 

(2) Former Clerk 

This employee furnished advance information 

to a cousin, a bookmaker, about a gambling raid. In 

addition, she made indices searches on individuals as 

requested by her husband, as well as obtaining Department 

of Motor Vehicle regis'tration information on selected 

individuals. She extracted information from FBI records 

and furnished this information to her husband. She 

denied in a sworn statement receiving any money for 

information furnished from FBI sources. 

Action Taken: The employee was dismissed. A departmental 

attorney declined proseoution, noting that she was several 

months pregnant at the time of her dismissal. 

(3) Former Clerk 

This employee admitted furnishing Title III 

wiretap information, a copy of art organized crime report, 

an itemized list of the description of the entire Cleveland 

Division automobile fleet, and at least two lists containing 

the identities of criminal, organized crime, and intelligence 

asset informants possibly totaling 56 names, to organized 

crime figures. She received cash in the amount of approximately 

$16,300. 

.... ' . 
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Answer (continued) 

Action Taken: She was immediately terminated on March 9, 

1978, taken into protective custody on March 22, 1978, 

and pled yuilty to a two-count indictment charging both 

her and her husband with violation of Title 18, USC, 

section 201. Both were convicted and sentenced to 2~ 

years on each count (total of 5 years) in custody of 

the Attorney General. 

(4) Special Agent (Resigned) 

Brooklyn-Queens Metropolitan Resident Agency 

New York Office 

This Special Agent was alleged to have accepted 

a $10,000 bribe from a New York organized crime figure 

in exchange for assistance in getting a gambling case 

dismissed against this person. An exhaustive internal 

inquiry failed to substantiate this allegation in 1973. 

An allegation surfaced during the inquiry that the agent 

had furnished the identity of one and possibly more 

informants of the New York Office to organized crime 

figures. A 1978 grand jury proceeding, directed by 

the Attorney-in-Charge of the Brooklyn Strike Force, 

Eastern District of New York, surfaced his involvement 

with unaccounted for monies which he claimed were loans 

from a relative. The relative later denied these "loans." 

\ 
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Answer (continued) 

Action Taken: He voluntarily resigned, and subsequently 

to one count of a six-count indictment charging pled guilty 

Obstruction of Justice. He was sentenced to one year 

and one day (a felony) and began serving his sentence 

at the U. S. Prison Camp, Maxwell Air Force Base, Alabama, 

February 7, 1979. 

(5) Gangland Murders 

In March 1978, the FBI conducted an inquiry 

into allegations that FBI personnel made unauthorized 

disclosure of information to the news media, particularly 

to Time Magazine, in connection with an ongoing investigation 

involving the killing of a number of individuals connected 

with organized crime. Key FBI personnel were interviewed 

in Washington, D. C., San Francisco, Los Angeles, and 

San Diego in an effort to resolve these allegations. 

The investigation revealed that the information disclosed 

was known to a number of agencie$ and individuals and 

the news media could have obtained it from a number 

of sources. FBI personnel who were interviewed furnished 

signed sworn statements denying any unauthorized disclosure 

of information to the news !Qed ia. 

• L· 
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Answer (continued) 

Action Taken: The investigative results were furnished the 

Office of Professional Responsibility, Department of Justice. 

No administrative action was taken against any FBI personnel 

as none was warranted. 

The FBI has taken action to see that incidents 

such as these are either eliminated or kept to a minimum. 

The Office of Inspections reviews the security of informant 

files in each division during annual inspections, at which 

time employees are reminded of the confidential nature of 

FBI work. Any allegations of this nature brought to the 

attention of the Agent in Charge and other divisional heads 

are immediatel~ referred to the Office of Professional Responsibility 

and investigation instituted for a prompt resolution. Where 

warranted, cases are referred to the Department of Justice 

for criminal prosecution. Informant data and records are 

treated on a strict need-to-know basis and careful internal 

controls are maintained to secure confidentiality of the 

informant's identity and information. 

In addition, on October 19, 1979, all field offices 

were instructed to modify their file jackets for informant 

files to be readily recognizable and not confused with other 

investigative and personnel files. Special treatment is to be 

\ 
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Answer (continued) 

afforded information transmitted to and from field offices 

regarding informants and their identities. Finally, access 

to confidential file rooms is to be recorded on a "sign in/sign 

out" basis. 

These changes in procedure and equipment were made 

to assist in controlling the flew of informant data and limiting 

access to its storage. 

• 
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Question: Would you supplement or update the study 

taken last year wherein 85 percent of 675,000 pages 

of material were processed for 12 percent of the requ@r.~',ers? 

11 -.: 

.. 

.). . 

Answer: An "update" study was done based on newly assigned 

cases originating in January and continuing through 

August, 1979. This study was done by sampling 2,199 

requests reflecting the actual page count to be processed. 

Size of 
Request 

0-100 
101-250 
251-500 
501-3,000 
3,000+ 

Number of Percent of 
Requests Regu1esters 

1,587 72 
391 18 
119 5 

91 4 
11 1 

2,199 100 

Total Pages 
£Q.!:!!!! 

49,532 
67,278 
47,077 

100,429 
240,008 

504,234 

Percent of 
Pages 

Processed 

10 
13 

9 
20 

Average 
Pages Per 
Request 

31 
172 
396 

1,104 
48 21,819 

100 

Th.iti survey indicates that of the 2,199 requesters 

surveyed, 102 sought quanti'ties of materials in excess 

of 500 pages. This means that 68 percent of the pages 

processed by our analysts was done for only five percent 

of our requesters. 

,1 
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Question: What are the reasons for the reduction in the 

number of informants in terrorism cases? 

Answer: The number of informants utilized in domestic security 

investigations has dropped significantly since the imple­

mentation of the Attorney General's Guidelines. Under 

previous investigative policy the FBI investigated many 

individuals and organizations within the domestic security 

area that would not qualify under current guidelines, nor 

would they be characterized as terrorists. A concurrent 

reduction in the number of informants utilized occurred. 

Today's investigations are limited to individual 

groups whose terrorist activities are clearly substantiated. 

Informant penetration of such groups is extremely difficult. 

Most are organized into small cells consisting of individuals 

with shared backgrounds. Individual members of the group 

or cell are educated, politically informed and zealous. 

Rarely will they talk about their activities outside the 

cell. 

Such terrorists, in some instances suspected of 

being supported in their efforts by hostile foreign 

intelligence services, pose a sophisticated threat to the 

recruitment and/or use of informants against them. 

Disclosure, or the risk of disclosure due to FOIA 

releases adds an additional inhibitor to cooperation by 

any person associated with, or in a position to furnish 

information regarding members of such groups, their 

. L ' 
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Answer (continued) 

activities or contacts. 

Terrorism investigations necessitate effective 

source coverage, particularly if containment of terrorist 

activities is to be achieved. As with confidential sources 

targeted against other criminal conspiracies, where the 

perpetrators are ruthless and intelligent, the FBI has 

lost actual and potential sources against terrorists because 

of fear of disclosure due to the FOIA. 

, : 
i; 
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Question: What is the amount of money required to reduce 

the existing 4-6 month backlog to enable the Bureau to 

comply with the present time limits? 

Answer: The experience of the FBI in dealing with FOIPA 

requests contraindicates achieving compliance with existing 

statutory time limits by adding additional resources. The 

volume of requests, and, in particular, the voluminous 

number of documents requested in certain individual requests 

virtually precludes compliance regardless of the resources 

applied to the request. As more personnel are dedicated 

to the processing of a single request, the process of 

coordinating the analyses to achieve uniform application 

of exemptions grows more complex, negating time saved by 

subdividing the total number of pages to be reviewed among 

an excessive number of personnel. While economies of 

scale preclude assigning an overly large task force to a 

single request, the FBI does strive to maximize production 

by using the team approach to project (3,OOO+page) requests. 

Secondly, the FBI operates and maintains 

essentially a manual indices, referencing primarily hard 

copy bound volume records. Some microfilmed records which 

must be converted to hard copy for FOIPA processing are 

also maintained. In most instances more than ten days 

elapse before we can identify, locate and assemble requested 

documents, much less process the records for release. We 

do respond within ten days acknowledging the request and 

~--.\..~. 
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Answer (continued) 

indicating if 'I:here may be identifiable records or advising 

if the indices search revealed no record. 

Third, the sensitivity of investigative records 

necessitates a page-by-page, line-by-line review. No 

short cut exists for this exercise of reasonable care to 

insure that classified information, protectable law 

enforcement interests and third-party privacy considerations 

are not jeopardized. 

Given the care that must be exercised, our manual 

records system and the limitations on task force processing 

of voluminous requests, I do not believe any realistic 

figure can be proffered that would permit FBI compliance 

with existing time limits. 
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Question: The subcommittee requested information concerning 

the results of more recent tests to see if our change in 

processing has resolved the major difficulties surfaced 

in the mosaic study. 

Answer: The results of our studies indicate that serious 

vulnerabilities in our records systems continue as a 

result of processing investigative data for Freedom of 

Information Act (FOIA) requests. 

While we have assumed the responsibility of 

withholding virtually all information furnished by a con­

fidential source, the possibility that an FOIA release may 

identify a source still exists. 

No analyst can know the extent of the requester's 

knowledge of dates, places and events. consequently, what 

appears to the FBI employee as innocuous or harmless 

information may instead provide the requester the key to 

an informant's identity. 

The vulnerability of our records becomes even 

more apparent when members of an organization pool and com­

pare the information furnished them from FBI files with 

information of their own. In andition, approximately 12 to 16 

percent of our FOIA requests come from prison inmates 

whose interest in developing informant lC1entities is documented. 

Our studies indicate that the assertion of the 

confidential source exemption itself, particularly at 

_.l "_ 
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Answer (continued) 

critical junctures in an investigation or with regard to 

critical activities or locations where the activities 

occurred, confirms for the requester informant coverage 

which might not have been readily apparent otherwise. 

Revealing the absence of information in our files 

is also damaging. The lack of any investigative activity 

in a particular place at a particular time conveys in clear 

and unmistakable terms our limitations. That we do not 

possess records showing FBI investigative activity in a certain 

city is to announce we have no knowledge of what transpired 

there. 

Our analysts have adopted a more conservative 

disclosnre approach since the development of the mosaic 

study. Recent FBI analysis indicates that using a more 

conservative disclosure approach does lessen, but cannot 

eliminate, the potential of recipients to identify FBI 

confidential sources from record disclosures. The obligation 

to segregate and release portions of recently generated 

investigatory records involving criminal conspiracies, 

terrorist organizations or hostile foreign intelligence 

services operating within the United states continues to 

create a sUbstantial hazard that careful analysis will 

identify FBI sources. 

Finally, there is absolutely nothing the FBI can 

do under the existing statute to prevent alerting a subject 

! ' 
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Answer (continued) 

of a pending investigation that we have an interest in that 

person if he or she makes a request. As written the statute 

compels disclosure of FBI interest even when no records are 

in fact. released. This dilemma is potentially one of the 

most damaging aspects of the FOIA. 

. ~--.-,,-----:.~.-...... ,-,--~-.-; ~:~, .•. ;, "·';'i, .. o;';fr7:q::rr;z:"~~#j;:if;;-;~-:;:~;'~1)'~~.:~-~'·-
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Question: V;,lat is the FBI doing to dispel some of the 

misunderstanding of Special Agents and the public about 

the Freedom of Information Act? Please include copies 

of memoranda and statements that FBIHQ has provided Special 

Agents to inform them of the various provisions of the 

Act. 

Answer: 'i'raining and instruction in the FOIA is regularly 

given New Agents' Classes at Quantico as part of their 

overall instruction prior to assignment in the field. 

In addition, National Academy police officers are given 

similar familiarization with the Acts, with particular 

emphasis placed on those portions that concern state 

and local police authorities. 

Our own executives are given briefings as part of the 

top management conferences periodically held at Quantico 

and at FB!HQ. 

In April, 1979, each field division was called upon 

to designate one of its law-trained Special Agents as 

its Field Privacy Control Officer (FPCO). This individual, 

responsible for instructing and advising his or her colleagues 

in the provisions of the Privacy Act dealing with the 

collection and storage of personal information, was also 

75-227 0 - B1 - 6 
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Answer (continued) 

made responsible for the management of the FBI "records 

systems" at the field office level. In short, this individual 

has become our "compliance coordinator" for the particular 

field office to which he or she is assigned. Additionally, 

this person has the responsibility for supervision of 

the research analy~ts that process the Freedom of Information 

and Privacy Acts (FOIPA) requests received by that office. 

The Field Coordination and Appeals Unit at 

FBI Headquarters is in constant contact with the FPCO 

in each office and thereby assures consistent and timely 

implementation of FOIPA policies and practices throughout 

the FBI. All FPCOs and their non-Agent analyst assistants 

are trained at our Quantico facility during an in-service 

session, and periodically retrained at regional conferences. 

These are regularly supplemented by instructions and 

information sent out by FBI Headquarters, samples of 

which I have included at the end of this answer. 

On a biweekly basis, a memorandum outlining 

recent developments in information and privacy law is 

published by the FOIPA Branch and 'Jistributed to the 

field offices and FBI Headquarters' analysts. Revisions 

to the FOIPA Manual generally follow policy changes brought 

about by changes in the law, significant court decisions 

or Departmental guidance. 

. ., ~-~'~-.--~.-.. - .. ~ --_.>- ------ "~<---~ .. ,.- ",<~'-.~ - -_.- -'-"~ 
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Answer (continued) 

Annually, each field office holds a conference 

during which the FPCO, among others, is given the opportunity 

to update all Agents in the office with current privacy 

and information policy and procedure. 
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~ . t." '" '" 

)rRANg~ 'n\: ___ A=I;;,:R'l'B=L"'-____ _ 

PRBCED~: ___________________ _ 
. .. ..... ~. ; 

·C~~F~~~~~O~N:~-~--~-=-=--=-=-=--=-=-=--=-=-=--=-=--=-___ .. ~_" __ ~~~~~;======~~~ 
BAC, Albany 

Director. ftI 

PRIVAcY ACT OP 1974, 
DISSEMINATION TO OTHER AGBHCIIS 
PURSUANT '1'0 -aouTINB USB-

t,. .r 

. ~. ,'. - '*. ,'0' 

, Recently, a question was raised by tb .... ygrk 
Pield Division relative to .aking a deter.ination whether 
or not a requesting Pederal agency h •• both the -rlgbt, ,. 
and need- to access particular infor.ation about an ) 
Individual froa our central records .ystea so as to 
disclosure to the agency .s a routine U.e. , ... ,', .. ~~ ~:,,;,,""~': 

I A routine use as defined by the PrlYacr -act ,,'0-''--<,'''''' ! is one which Is coapatible witb the u •• for which it 
t Originally was collected. !'be explanation of our geIIlQ;~ 
~ r.cords .y.tea routine u.e. publi.hed annually In tbe 

Pederal Register .tate. in general that In~or.atiOft fra. 
thia syute. ia disseainated to other governaent agenci •• 
for any legi tiaate purpose. Inforaation in our centr~ . , 
record. syste. wa •. collected originally for u •• by thl. 
Bureau in accoapli.hing its ov.rall inv •• tig.tive aandate. 
inherent in which i. the r.spon.ibility tQ effect appropriate ' 
di .... in.tion froa our file. to oth.r gov.rna.nt agencl .. 
pursuant to a legitiaat. requ .. t. ", .... ' ', .... '_ 

'.' 

Bach Pederal ag.ncy reque.tlng froa u. anrOlr"I~I.aa 
concerning an Individual is bound by all the 'prov1aloaa 
of the Privacy Act; including tho •• governing the letltla.a.r. 
of the request .nd the u.es which w11l be •• de of tbe .,._,-i.:.~ 
inforaation. Por thia rcl',f1IOn, we do not require ellCb ' . ";,r 
reque.ting Peder.l agency to .UbMit det.iled d.t. d.acrlblag 
the legiti .. cy of a r,ue'Jt. Where we ar. a.tisfled tbe . ..,.."~~~ 
request Is auth.ntic, nforlllltion reque.ted by anotber,:::::~\;!~;) 

-. 
r' 2 - B.ch Pi.ld Office 

'4,.,·1 ":" Bach Leg.t 
'1"';'· " l" ~. 4~~"":' .. ·. 

'~.' .. "'-:~~ .. --:.~.-... ~---~+-- -c-________ . __ ~ ______ ,_~._ .. __ ~ • ____ .~ _.~ _____ . 

..... < 
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~;Airt.i to SAC. Albany '1·.>~~.~ ... ':~"; .~<;~",:;'~.,. 
·Re 'Priv.cy Act of 1974, .:. . .. I, 

:',<;' ~~::~:!~.:!o~R=t~!:e~.!i·ncl •• ,· ' .. "': " .:':,.~:: •. ;~;~.~~~>. 
: • ~ .. ~ \I"·-····<F··\ .. ~?I. 

Pederal ag.ncy aay be diaclolled to the agency 80 long "11:: 
a. such disclosure is in coapUance witb our own di ... I~' 
nation regul.tion.. %t tb.n 1a the respon.ibillty Gf .~.'. 
the recipient agency to .ffect ooapU.nce with the ttd,,4CY . 
Act telative to tb. u.e of the InforaaUOft.. ,,,...,' .. ," ,i~ 

'.~. .' ... '':. .. 
"hUe we noraally will consid.r a reque.t .era..!::, 

a Pederal agency pursu.nt to the above polley, it would ·· .•... S 
be advisable to ev.luate acre closely a requ •• t .ubaitted .~.~.1 
from a .t.te, loc.l or foreign ag.ncI' none of wblcb are .. :" . 
affected by Pederal privacy 1egi.tat Oft. In aucb a c .... · ~,..~. 
where I t is uncl •• r froa the wording of the reque.t wily :-:'.:':' 
the infor •• tion ia needed and/or to wh.t u.e It wU1_ .· ... r:.,':..r­
put, effort ahould be •• de to insure the diaclo.ure ,. Z.:i;"~.;,.::. 

. pursu.nt to a .t.ted routine u.e. .... . :-'-.. ' .~'::'~"·-:-6:;."eF· ~ 
. ." '~ .. ' • ... ··I' ... :.::.~I:·-~; ~ 

. "l'he aoon to be Ji)ubU.hed revision. of the 1lanua1.~!·~:' 
of Rul •• and Regulation., ~ be known as tbe llalN.l of '."'.Jr-t~,,: 
Adminiatr.tive Oper.tions and Procedures. will ocntain y .• ~~ •• :. 
a acre detailed e.pl.nation of our di •••• in.tion pollc.r. ..~ . ' ....... , 

.. his coaaunication •• y be reproduced a. nec .... ~" '. 
to insure it. content •• r •• ade known to appropriate pe~~l. 

.. 't' .. 
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,.. 
TRANsurr VIA: AIR'l'BL 

PRECEDENCE: ____________________ _ 

·CLASSIF~~~I~~~_-_-_-_-__ -_-_-_-_-_-__ -_-_-_-_-_-__ -_-__________ .,!>_A!~~_.::_::_::_= __ =_::_=;?~¢~ 
SAC, Albany ATTENTION: l'ie1d 

Privacy control Officer 

Director, FBI 

OF INFORMATION/PRIVACY ACTS (FOIPA), 
FIELD DIVISION RECORDS RESPONSIVE 

TO REQUESTS FOR ACCESS 

'l'he possibUity exists that .limultaneous to receipt 
an.FOIPA request, the subject records in an office may be 
the process of being destroyed pursuant to Bection 2-4.5 of 

Manual of Administrative Operations and Procedures. '%11 
of this, upon receipt of an POIPA request the followini 

l ... rn ... , .. Ii't.,.~." should be implemented. - .... 

(a) Immediately conduct search of all field indices 
identify records sought. 

(b) Promptl¥ retrieve such records, both .ain files 
references, from f11e storage and place in .acure location 

~li~~la1.ng POIPA review/procassing. 

(c) Appropriately IIUlrk processed records and/or _. 
files in accordance with applicable records destruction 
schedules to prevent premature destruction. 

(d) 'l'he above procedure also Ilust be followed where 
investigative files were not processed as described in 

28, CPR, 16.57(~). Such records Ilust ~ retained til ..... 
....... ~r'IA", .... with the FOIPA records retention·.chedules, even 

tho:lgh initial processing of the Headquarters _in investiCJa-
tive file will be conducted by FOIPA Branch at Headquarters. 

-
-. ..... :_-.. <tOr --r~ r' or 
.', • :.., '4 ~ -: 2 - All Field Offices 

10. "'" ~I",,· tIIi. 1 •• 1 ...... 
.. :-. f~ 
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-. 
;..(.. ~ ...... -' ... :,"r -:0.: .... ,,~ 

.:.. "TRANsurr VIA: _-.AA!J1o.£R\:ATJilEJ,tL________ .,' ... 
,.. .. .. =, '0\",.1.,;, 

. ·.PItEC£DENCE: " ····S:: .. / ..... 
.1'" ' •• '. 

Continuing review of FOIPA field processed :.. :-.: 
records has ahown instances. where information provi~ >,f.',.·.:·: 
by a aourcl! on • confidential basis has been releaari "~~'1 ... s.~.~:' 
to a requester to a degree exceeding that which ia .; .~' 
required. . ~'. ~. :' • . ~ .~." ':: . 

'l'he Office of Privacy and Information Appeala , 
~ (OPIA), Departmeiit of Justice, agrees with and aupports our .... 
~ concern for the protection of confidential aources. :~.::.:::;:;..:-

'It is essential that we exercise a high degree '~';-:' .... 
of care when processing information furn~shed by lnforaanta .. 
and other confidential sources. Each record auat be 

J analyzed carefully to permit as accurate an understanaini 
- of the cir~UIlstances surrounding the inforaant ~ata as 
.: necessary to insure confidentiality. Where there exiata :' 
~ any reasonable doubt in the aind of the analyst, it 'a . 

to be resolved in favor of excising the questionable ., . 
aaterial. . . _ ........ -..... 

Such'data as the date the information wa. furniahed 
and the locale of the informant cont&ct, as well as apecific 
details aurrounding the obtaining by the aource of the ~ 
information, ahould be excised. Substantive inforaation~""";'" 
concerning the requester aay be released if it would ./ i ./, 
not tend to identify the aource or th~ informant, bowever,·· 

2 - Each Pield Office \.... -
"._ •••••• ~~ _."V ::.'~ ... '.~~~ I·~·::;::l·~~·.-

........ . ...... ",:: ... ~. -...!~-~"':~J: ~w: ... "· 
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:'::Alrtel to SAC, Albany "~~':.~" :.·.\:.'i;i~}:~~~~f(~f~~~~ ·.e ',PaIPA ' .. ' .... ,~ .. ..,H'~il.i~~ 
,": Protection of Confidenti.l Source ·'D.t •..... , •.• .,- .. <' ....... 

Any questioos .rhing during proceesing cml, . . 
aost likely, be resolved by referring to exe.ption·(b)(7)~) " 
in the POIPA Reference Manu.l. Any doubt ahould be £eso~!~. 
by contact with t.he Pield Coordin.tion, Corrections ad ·1:;;~1 
Appeals Unit, FOIPA Branch, PBI Headquarters. '.' ....... "'/'>;"!:x.\4 . -. ... ~ .... ~ "':'~:!' 

'1'hia communication .ay be duplic.ted for use «tf :$ 
Agents or inalysts handling POIPA .. tters.s well.s otbe~' 

i t pe".onnel ' , " •.. ~":"'" appropr It e.. ,,_, ._o ... __ .'l:"·"";"'~·~~-· 

______ \. 11 __ 

---- ------~ 
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~ft.~~N-74) ~~",;::::/R~tI~~~[;,~, 
/"'"' I • '.'f B I . . "o:t o.! ,N .. j.; . ...... ~, 
:' ~ ..~. ~!.\..;''''~~~~~f~~·~.:~~'~\~!.f-:~·~., . 
'''I'nm ... 1t ill' Vi. AIRTEL ," ,." ... "., ~" 

",.,.. ill "aJru.. or -ul ",...., •• _" ' ' - - - - . - - - - - - - - - - - - - - - - - - - - - - - - .- - ~ --: r;. '-:. -- ~ .:,.. ~ ~~. ..... -
, " I SAC, Albany .. • ,.;:,;:ri'!'J/nl7~' ,.' 

ml Director, PBI 

PRIVACY ACT OP 1974, 
CCOUNTING OF CERTAIN DISCLOSunzS 

D MISCELLANEOUS PROBLEMS 

" 

ofPtIe) :~" 

"~'.~ ... ~ ~ .. ~~.;;.\ l' 
.... ! ~ ~.~ ...... 

.... ,:4 ~.'!~ "It:,',,'~ 

. '.,' ~.~"".:\~~,':~~~:A:;~:2· 
....... !; . 

On 6/28/76, the Lo. Angeie. Dividon raisel! aev~~~i':":' 
question. concerning compliance by FBI personnel with 
sub.ection (c) of the Privacy Act, Which requires. written 
aceounting be kept of certain I!bclosures. '1'he following " ~ 
reepon~es to theae question. are b~ing furnishel! to all _ 

. _ Held divi8iQns for quidance and future reference I • , . ~ 

~ Questions 1 and 2 .ubmitted by the Los Angeles . ~ ! Divi8ion concern accounting for cUaaemination of fugitive., Q 

t information, consisting of an All Point. Bulletin, wanted J'~ ~ 
III flyer or a photograph, to either the general public or to,:':.. III 

~ the~ Federal, .tate or local law enforcement agenci.s. "~:~"o-: ! 
J Such an accounting is unneces.ary, the reason being 
.~ that it i. public .ource information (a Federal fugitive E 'arrant being a public document), thu., required to be 41s­

lOBed under the Freedom of Information Act (FOUl, which is 
ne of the exception. (b) (2), to the accounting requirement:. 
f (c:) (1). . 

Question. 3 and 4 pertain to false idsntity inveeti­
'ations and the accounting of dis.emination to appropriate 
gencifts. 

- Each Pield Office 

.. ,., .' 

. '. ". :.... ..~ '. . 
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·Airtel to Albany 
~J PRIVACY ACT OF ~974, 

~CCotnnING OF CERTAIN DISCLOSUReS 
AND MISCELLANEOUS PROBLEMS 

A document containing information about an indivi!ual, 
Whose true identity i. unknown, but who i. currently operating. 
with fal.e identification paper., i. not considered to be •. '" 
-record,- .s defined in (.) (4), hence, it is not .uhject to the 
(c) (1) reouirement. It i. not considered to be a record becau.e 
it contains no personal identifier referring to the subject of 
the information. The identifier it doe. contain, the per.on'. 
name, does not refer to the .ubject of the information, ~t 
refers to .omeone el.e, in mo.t case., a deceased per.on •. 

Bowever, in fal.e identity ca.es, •• in .11 other 
cases, once an -un.ub- has been identified, he i. an individual 
with a personal identifier. and any dis.emination of informa­
tion so identified must be .ccounted for pursuant ~ te)(l).:-· 

Question. 5 and 7 concern information dissemin.t.d·~ . 
to the United States Secret Service, pursuant to .n inter­
.gency agreement, concerning information of pos.ible inter •• t 
to that agency. 

Again, if the information i. about an individual, 
.nd not an unsub, (c) (1) requires an accounting of dissemination 
to other agencies, Federal, .tate, local and foreign. 

Question 6 pertain. to complaint. receivad by local 
PBI field divisions, concerning violation. of law under ~. 
jurisdiction of another ageney, ,vhich complaint. are . " ' .. 
~diat.ly referr.d by l.tter i:o the .ppropriate .g.ncy •.. ~.t.,_ 

No accounting need be k.pt of such • di •• emination .. 
if there 18 no record of the corn!,laint maintained in the field 
division file.. In other word., if the agent receiving the 
complaint .imply writes it out in a letter and .end. it to . 
another agency without keeping a copy or other notation of the 
complaint, he need not keep an .ccounting of the di •• emin.tion. 

-~.'-----------",--~.I 
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~irtel to Albany 
Re: PRIVACY ACT OF 1974, 

ACCOUNTING OF CERTAIN DISCLOSURES 
AND MISCELLANEOUS PROBLErts 

-4~ .. ' • "... 'f .. .. . ~~ ... ~ :..: ~ 

-.: ':' /~:.1'~~~~~~r. 
If, however, he doe. maintain a complaint form;":~"'::~ -,: 

memorandum or other type record of the nature of the com!?~.int;· 
containing the Subject 'a name, and/or the complainant or ."ic-.. ;., 
tim'. name, he must .lao maintain an accounting of i:he .; -:;;:~,;,"'f;":' 
dissemination pursuant to (c) (1). ;' ... ' .,' ... . 

.:,' ...... . 
Question 8 pertain. to furnishing to ~ . . .. ' ... -: 

referring agency. copy of our letter to the United St.tes . " ';:'. 
Attorney acknowledging hi. declination concerning. viol.tion·· 
of Title 18, United Statea Code, Section 1001, in some cl ••• i- .. 
ficationa, such •• Fraud Against the Government. , '.,.' 

The furniahing of .uch information to .nother Ped.rai" 
agency, to the extent that it doe. pertain dir.ctly to'th., .. "_: 
subject of the record, is • di.cloaure under ·the Act and, ... -.;­
.uch, is .uhject to the (c) (1) requirement ,I A copy of euch a ~ 
letter, ahowing the .gency to which it was furnish.d, would .:,.:-' 
.uffice aa an accounting of the disclo.ure, it would not be .. '!­
neceaaary to execute a .eparate PD-159 in this c.... ;: '.=. 

Que.tion 9 concern. whether or not a copy of the 
cover page to a r.port can be u.ed in lieu of an PD-159 to 
.ccount for the di.semination of the entire r.port. 

• ". ;: .. ',r 

The PD-159 i. merely an internal device used to "-"-­
record dis.emination 'of information to another Ag.ncy. 'l'h.re 
i. no .tatutory r.quirement to u.e this particul.r fora •. Any . 
type document or form can be used to maintain .n account1D9 .. .' 
of the disclo.ur., a. long a. it contain. the.~requir.d d.ta.+,. 
~et forth in (c) U) (A) and (8). -~. , .. ~ 'J' 

,....... .. · ... t ~ 
Que.tion 10 concern. diaaemination of information ,'-' 

about an organization, and whether or not .uch inforaation :.:' 
con.titutel a -record,· al de8cribed in ,a, (4). . ... (, .. !'~~:-'.: .. 

• -.i"·""-"'~~ 
. Becau •• a wr.cord- contain. information -about an ~~\';;'.;~ 

.' individual, including • per.onal identifi.r, inforlllAtion ~~j 
about an organization, without any reference to • named .• ~~ 
individual would not conform to the de.cription of • r.cora-, 
found U\ (~)t.), hence, dis.emination of auch informationt, ~ • 

• . would not be .ubj.ct to the (c) (1) requirement. .. _.' "'~;.v~~ 
, ... , .,~., 
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~irtel to Albany 
·Re: PRIVACY ACT OF 1974 f 

ACCOUNTING OF CERTAIN DISCLOSURES 
AND MISCELLANEOUS PROBLEMS 

Of, ~~:"~.-, 

,'. ... .. : .... -~.: ,,'\ 

Question 11 concerns the administrative handling .# 
and storage of those FD-l59 forms which might be classified T·. 
because of the nature of the information thereon recorded .... ' 

,~, .... 
In all but rare cases, the data on the PD-159 can 

be wordad in such a manner as to preclude the necessity of 
classification. If. however, the only possible wording .':;'':'"t· 
would require .some classification of the PD-159, under .... ~. 

. current procedures, it still can be fUed routinely in the ... -. 
regular office control file. , .... : . 

In addition to the above, the Los Angeles nivision 
submitted two miscellaneous questions concerning the,· . >~'. 
Privacy Act: ' _ ....... -.:, ... 

. '. ~" ; .. 
'the rirst pertains to a case which lIiqbt beqin as~' ;.: 

an investigation of a criminal nature, but subsequently •• ,._; 
evglve8 into a civil-type inquiry, such as anti-trust and , 
eome civil rights violations. As a result, individuals 
interviewed during the course of the criminal investiqation 
will not have been provided the opportunity to solicit a . , 
promise of confide~tiality, pursuant to the provisions of 
the Privacy Act, while those persons interviewed durinq the 

. course of the civil investigation will have been provideeS . - '-
such an opportunity. . . 

'. f _ ..•• ~ 

'the Bureau anticipates no problems with this type " 
Situation because those records reporting the ):esults of the .. ' 
criminal se.gment of the investigation can only be processed . '. 
for releasf! to the subject of the file pursuant to the ex.ap-
tions spec:LfieeS in the Foa. Under such processing, DO ... 
express promise of confidentiality is needed to conceal the 
identity of a source of information. The balance of the fila 
that part eSealing with the civil law violation, will be .... ~. 
processed pursuant to the provisions of the Privacy Act, end .' 
,the expreBB promise, where provieSed in response to such a ; ":. 
request, will be honored when proceBBing the fUe for release" 
to the Subject.. .. .. 
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·~lrtel to Albany • ' .. , "0 .. oI~"; 

"el PRIVACY ACT OF 1974, 
. ACCOUNTING OF CERTAIN DISCLOSURES 

AND MISCELLANEOUS PROBLEMS 

~: ~. '.T •• 

:.'. ':"'~~'.""-. ~.' . ~~. 
" .> .. ,~ ~·:·I .. 

: ". ,;.:.: --! •. :~i·A~t .. ~ 
fte seconeS question pertains to Federal'Wort ·~1:;;..h_ 

.Claims Act cases, conducted on behalf of another GovernMnt·:. 
·.gency, where the employee of thlll other aqency 's' lnterview.a: 

'the Privacy Act requirell in all cases, ~~e~ ~~;i? 
criminal, domestic aecurity ~nd foreign counterintelliqenoe ... ~ .. 
investigationa, that an individual being interviewed for 'the- .. 
purpose of soliciting information about himself and/or Ilia \'l"'~i" 
activities be apprised of our authority for seeJting the .'';.~ . , 
information, whether furnishing the information is IMndatorY' .. ' 
or voluntary, what our purpose is in asking for the inforaa-' ." .... 
tion, what use will be made of the information, and what wil1~· .. 
be the effect on him of not furnishing the information ...... ~ ",~~ .•. ;~ 
(subsection (a) (3». . '" ..... ,- . ..,:_"i.i.~ .... ,. 

. ... .. .... ,,~.'.~.:\~ .. :~.:!;~~~:: .. 
,.his question also raised the point of ~e ~ec-;'~-;it7;; 

of apprising an investigator for the other agency in the '.' .~-~~;'­
above example, who has conducted a preliminary investiqation '. 
into the matter and who has furnished the results to our • 
office, of the provisions of the Privacy Act.. . :.,': 

;" ~., .' -
'there is nothing in the Act which would hava t:o be' .. ,. 

furnished to him, other than that information he requiras for 
his own accounting requirements under (c) (2). - . ": "\"~-:: • 

.. ... ',. '. ~', .'I. ~ •• 

Once aqain you are reminded that these ·i:esponses an . 
not to be construed as proven legal doctrine, as thera "s,.< .... ,.,. 
.till no case law interpreting the myriad pr~iaion. of tha ~". 
Privacy Act. Once such jueSicial eSechions are renderec!, al1":~':-.,;.!..· 
fieleS divisions will be apprised promptly of the. #Jnpact 0:.9 j.J 1 • 
Bureau field operations. . '., -.' . .~., <¥~I"t,. ... 

• ,.' H' ~'.:'''~ • ,: "'"f 

'1'his communication should be sufficiently 4upu'cated . 
-to insure all appropriate personnal are .. da awara.of :j.~.~;;:' 
. contents. ". .. .:' ..~ .. .:. : .. .:..j;. .... ~" ... 
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