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Computer "Crime 

, - = ~  . . . . . . . .  ~ -  , = ~ o m p u t e r - r e t a t e d  Fraud 

Q 

Computer Abuse 

By whatever  name you c a l l  ~ • - t h e r e  are many, as we w i l l  see 

L a t e r - - i t  i s  an i n t r i g u i n g  s u b j e c t .  I t  i s  a t o p i c  on the agenda 

of  many con fe rences  be ing  he ld  t h i s  year~ As a ma t te r  of  f a c t ,  . . . .  

some c o n f e r e n c e s  are devo ted  s o l e l y  to  t h i s  s u b j e c t .  People have 

w r i t t e n  books about  i t  and newspapers and v a r i o u s  p e r i o d i c a l s  

c a r r y  f e a t u r e  s t o r i e s  about  i t .  

At the o u t s e t  here t h i s  m o r n i n g ,  I would l i k e  to  Look i n t o  

some of  the r e a s o n s .  
. . .  

WHY COMPUTER-RELATED 
CRIM~ 15 AN ISSUE 

~n my o p i n i o n ,  s e v e r a l  f a c t o r s  have caused i t  to  be an i s s u e  

o f  ~mpor tance ;  the f i r s t ,  I l i k e  to  c a l l  the  " c o n f u s i o n  f a c t o r . "  

In  p a r t ,  t h i s  can be i L l u s t r a t e ~  by some h e a d l i n e s  and e x c e r o t s  

i n  newspapers and the t r a d e  p r e s s .  For examp le ,  j u s t  l a s t  month 

one of  Bus iness  Weekms f e a t u r e  a r t i c l e s  was " t h e  Spread ing  Danger 

o f  Computer C r i m e . "  About 6 months e a r l i e r s e v e r a l  newspapers  

r e p o r t e d  t h a t  a c c o r d i n g  to  e x p e r t s  more peop le  are g e t t i n g  away 

w t t ~ ' a n d  g e t t i n g  r i c h  from computer  c r i m e .  But i t  was j u s t  ove r  

a ye~.r ago t h a t  e x p e r t  w i t n e s s e s  were t e s t i f y i n g  be fo re  the Congress 

t h a t - c o m p u t e r  c r ime was a bogus i s s u e ,  not  s i g n i f i c a n t  enough t o  

w a r r a n t  passage of  a Fede ra l  computer  c r ime s t a t u t e .  

Con fus i on  a l s o  s u r r o u n d s  the  d e f i n i t i o n  of  computer  c r i m e .  

•any w i l t  say t h a t  the  $10.Z m i l l i o n ,  w i r e - t r a n s f e r ,  " d i amond"  

f r a u d  at  a major  C a l i f o r n i a  bank i s  a compute~ f r a u d ;  o t h e r s  say 

4t  | s  n o t .  
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Confusion a lso  surrounds the magnitude of the computer c r ime .  
I 

Some e s t i m a t e ~ t h a t  i t  i s  a b o u t  $ 1 0 0  m i l l i o n  a y e a r ;  some say  
I 

'ion; / $300 mill some evep say it is in the billions. The truth is, 

• nobody really knows because many cases go undetected for a lopg 

time which makes you wonder how many are never detected; and many 

of those which are detected generally are not reported publicly 

In addition to the "confusion factor" various legislative 

proposals make computer-related crime an issue of some significance. 

In t977, Senator Ribicoff introduced his computer crime bill 

entitled "The Federal Computer Systems Protection Act of 1977." 

He introduced the bill, in part, because of three reports we - 

Q o.o 

issued in the mid seventies. Later, I wilt discuss one of those 

reports--the one on computer-related crimes in Government. The 

othe;s addressed major weaknesses in computer security and 

faulty controls in major computer appticat!on~. 

While the bill has not become taw, several States have 

enacted their own. According to my last count, 11 States have 

" pas~ed computer crime statutes and several others are considering 

such laws.  

Two o ther  c l o s e l y  r e l a t e d  f a c t o r s  make computer cr ime an 
• D .  

issue worth reckoning w i t h .  One is the growing dependence of 

" c o r p o r a t i o n s  and Government on the use of computer t echno logy .  

The o t h e r  is the growing pressure  fo r  the account ing  and a u d i t i n g  

p r o f e s s i o n  to accept  more r e s p o n s i b i l i t y  fo r  d e t e c t i n g  f r a u d .  

The computer dependency phenomenon has been creeping  up on 

us.  -Many i n d u s t r i e s - - b a n k i n g ,  i n s u r a n c e ,  r e t a i l ,  m a n u f a c t u r i n g - -  

are  so dependent ,  they could not f u n c t i o n  very tong wi thout  t h e i r  

computers;  fo r  o t h e r s ,  i t s  j u s t  a mat te r  of t i m e .  Computer 
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dependency  i n  the  F e d e r a l  Government  i s  v e r y  h i g h .  T o d a y ,  Yor  

e x a m p l e ,  we have o v e r  1 8 , 0 0 0  compu te r  sys tems  i n  o p e r a t i o n ;  

compared t o  o n l y  a s m a l l  h a n d f u L l  i n  t h e  1 9 5 0 ' s .  As we a l l  know,  

t h e  s i z e  and scope o f  F e d e r a l  a c t i v i t i e s  has i n c reased  s u b s t a n -  

t i a l l y ,  y e t  t h e  Federa l  work f o r c e  has i n c r e a s e d  o n l y  abou t  

15 p e r c e n t  s i n c e  t h e  5 0 ' s .  
" o  

.Wi th  t h i s  i n c r e a s e d  dependence  comes an i n c r e a s ~ e x p o s u r e  

t o  t h e  i n c i d e n c e  to  c o m p u t e r - r e l a t e d  f r a u d •  T h i s  i s  o c c u r r i n g  

a t  a t i m e  when a u d i t  r e s p o n s i b i l i t y  f o r  d e t e c t i n g  f r a u d  i s  

r e c e i v . i n g  i n c r e a s e d  e m p h a s i s .  I n  L978,  t h e  Commiss ion  on 

A u d i t o r s  ° R e s p o n s i b i l i t i e s  c o n c l u d e d  t h a t  "ALL segments  o f  t h e  
. . °  . 

p u b ~ - i c - - i n c L u d i n g  t h e  most k n o w l e d g e a b l e  u s e r ~  o f  t he  f i n a n c i a l  

s t a t e m e n t s - - a p p e a r  t o  c o n s i d e r  t h e  d e t e c t i o n  o f  f r a u d  as a 

n e c e s s a r y  and i m p o r t a n t  o b j e c t i v e  o f  an a u d i t , "  The R e o o r t  o f  

t h e  S p e c i a l  Commi t tee  on E q u i t y  F u n d i n g  s t a r ' ' ;  t h a t  t h e  a u d i t i n g  

p r o f e s s i o n  s h o u l d  c o n t i n u e  to  i m p r o v e  i t s  a u d i t i n g  p r o c e d u r e s  so 

i t  can i n c r e a s e  t h e  p r o b a b i l i t y  o f  d e t e c t i n g  m a t e r i a l  f r a u d s .  

L a s t l y ,  t h e  S t a t e m e n t  o f  A u d i t i n g  S t a n d a r d s ,  Number L6,  i n  e f f e c t  

t e l l s  t h e  a u d i t o r  t o  p l a n  t h e  a u d i t  t o  s e a r c h  f o r  m a t e r i a l  e r r o r s  

o r ~ | r r e g u L a r t t i e s - - t h a t  i s ,  f r a u d s .  

So, on t he  one hand we have L e g i s l a t i o n  b e i n g  c o n s i d e r e d  o r  

e n a c t e d  t o  a d d r e s s  p a r t  o f  " t h e  P r o b l e m , "  a push f o r  a u d i t o r s  t o  

b e t t e r  a t t a c k  " t h e  P r o b l e m , "  b u t ,  on t h e  o t h e r  hand¢ we have some 

c o ~ . f u s i o n  on t he  d e f i n i t i o n  and s i z e  o f  " t h e  P r o b l e m . "  D u r i n g  

t h e  r e s t  o f  t h i s  s e s s i o n  I p r o p o s e  to  Look a t  d e f i n i t i o n s ,  t h e  

t e g i s t a t T ~  s c e n e ,  and r e c e n t  and o n - g o i n g  s t u d i e s  w h i c h  a d d r e s s  

t h e  s e c u r i t y  and a u d i t  i m p l i c a t i o n s  o f  c o m p u t e r - r e l a t e d  c r i m e .  
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WHAT I5  COHPUTER-RELATED FRAUD/CRIME?" 

Up to  nou Z have used t h r e e  o r  fot,,r t e rms  somewhat i n t e r -  

c h a n g e a b l y :  compu te r  c r i m e /  c o m p u t e n - r e t a t e d  c r i m e ,  and c o m p u t e r -  

related fraud. From now on % uill us: the later two terms, which 

% u i t l  d e f i n e  i n  a moment.  

One a u t h o r  c o m p l i e d  a l i s t  o f  o v e r  20 te rms  wh ich  a re  U s e d  

i n  t h e  l i t o r a t u r e  d i s c u s s i r r  t h i s  s u b j e c t .  Among o t h e r s  t h e s e  

i n c l u d e :  compu te r  a b u s e ,  c~mpu te r  c a p e r s ,  compu te r  t h e f t ,  c o m p u t e r -  

managed f r a u d ,  and p rogrammer  f r a u d .  

Computer  abuse i s  a commonly used te rm w h i c h  has been made 

p o p u l a r  by Donn P a r k e r  o f  t he  s t a n f o r d  R e s e a r c h  % n s t i t u t e .  H e  
Q•°  

uses  t h e  te rm to  d e s c r i b e  
o . 

" . any i n c i d e n t  a s s o c i a t e d  w i t h  compu te r  t e c h n o l o g y  
- i n  wh i ch  a v i c t i m  s u f f e r e d  o r  c o u l d  have s u f f e r e d  Loss 

- and a p e r p e t r a t o r  by i n t e n t i o n ,  made o r  c o u l d  have made 
g a i n . "  

• . 

; ;~  u~¢ :b  ~lm~:~ ; . ~ l , n  u l u o u l ,  y ~.U l n { ; L u o e  c o m p u E e r  T r a u u s ;  o e s ~ : r u c t : l o n  

o f  compu te r  h a r d w a r e ,  s o f t u a r e ,  and d a t a ;  t h e f t  o f  s o f t w a r e  o r  

D 

• • • o  

data. ;  and u n a u t h o r i z e d  use o f  c o m p u t e r  t i m e .  

C o m p u t e r - r e l a t e d  c r i m e s  i s  t h e  te rm we used  i n  o u r  1976 r e ~ o r t  . 

on such c r i m e s  4n G o v e r n m e n t .  Me d e f i n e d  c o m p u t e r - r e l a t e d  c r i m e s  

t o  be 

Go'o'n'e actsvrmnt of inte tio ,lly caused losses to the 
or  p e r s o n a l  g a i n s  t o  i n d i v i d u a l s  r e l a t e d  

.o t o  t h e  d e s i g n ,  u s e ,  o r  o p e r a t i o n  o f  t h e  sys tems  t n  
w h i c h  t h e y  a re  c o m m i t t e d . "  

T h i s  d e f i n i t i o n  r e c o g n i z e s  t h a t  c o m p u t e r  based d a t a  p r o c e s s i n g  

s y s t e m s  a re  c o m p r i s e d  o f  more t h a n  j u s t  c o m p u t e r  h a r d w a r e  and 

s o f t w a r e  t h a t  r u n  them.  The s y s t e m  i n c l u d e s  t h e  o r g a n i z a t i o n  

and p r o c e d u r e s - - s o m e  m a n u a l - - f o r  p r e p a r i n g  i n p u t  t o  t h e  c o m p u t e r  

. :  ._r 
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and u s i n g  o u t p u t  f rom i t .  T h u s ,  by t h i s  d e f i n i t i o n ,  compu te r  

r e l a t e d  c r i m e s  may r e s u l t  f rom p r e ~ 3 f i n g  f a l s e  i n p u t  to  s y s t e m s  
/ 

and t h e  m isuse  o f  o u t p u t  as w e l l  as t h e  more t e c h n i c a l l y  

s o p h i s t i c a t e d  c r i m e s  such as a l t e r i n g  compu te r  p r o g r a m s .  %t 

a l s o  i n c l u d e s  t he  t h e f t  o f  compu te r  t i m e  and s o f t w a r e ,  as w e l t  

as t h e  d e s t r u c t i o n  o f  s o f t w a r e  and d a t a  f i l e s .  

C o m p u t e r - r e l a t e d  f ra 'ud  i s  t h e  te rm we a re  u s i n p  on t h e  AIcPA 

EDP Fraud  Review Task F o r c e .  We have d e f i n e d  t h i s  term to  

i n c l u d e :  

Q .  Q 

~ °  

" • . any i n t e n t i o n a l  a c t  o r  s e r i e s  o f  a c t s  d e s i g n e d  
t o  d e c e i v e  o r  m i s l e a d  o t h e r s .  Such a c t  must  impac t  o r  
p o t e n t i a l l y  i m p a c t  t h e  f i n a n c i a l  s t a t e m e n t s  and a 
compu te r  sys tem must be i n v o l v e d  i n  t h e  p e r p e t r a t i o n  
o r  c o v e r - u p  o f  t he  s c h e m e . "  

P l e a s e  n o t e  t h a t  t h e r e  a re  t h r e e  e s s e n t i a l  e l e m e n t s  i n  t h i s  

d e f i n i t i o n .  
. o  F i r s t ,  t h e r e  must  be i , l t e n t  t o  d e f r a u d .  Second' .  

t h e r e  must be i m p a c t ,  o r  p o t e n t i ~  i m p a c t  on t h e  f i n a n c i a l  

s , a ~ e m e n ~ s ,  and a c o m p u t e r  sys tem must be tr, v o l v v d .  The l a s t  

e l e m e n t  i s  t h e  one w h i c h  i s  u s u a l l y  t h e  c o r n e r s t o n e  o f  most 

d e b a t e s  o v e r  w h e t h e r  a t r a u d  i s  c o m p u t e r  r e l a t e d .  C o n s e q u e n t l y ,  

we have a s s e r t e d  t h a t  a c o m p u t e r  s y s t e m  m i g h t  be i n v o l v e d  t h r o u g h  

tmRrope r  m a n i p u l a t i o n  c f :  

( 1 )  i n p u t  o r  t r a n s a c t i o n  d a t a  
° .  

( 2 )  OUtpu t  o r  r e s u l t s  
Q 

(3 )  ~ p p t t c a t t o n  p rog rams  

(4 )  d a t a  f i l e s  

( 5 )  compu te r  o p e r a t i o n s  

- ( 6 )  c o m m u n i c a t i o n s ,  o r  

( 7 )  compu te r  h a r d w a r e ,  sys tems  s o f t w a r e ,  o r  f i r m w a r e .  

6 

. °  
o .  



The T a s k  Force  has s p e c i f i c a l l y  e x c l u d e d  f r o -  i t s  d e f i n i t i o n  

the theft of software, hardware, or data as well as theft of 

computer time. The Task Force believes that such thefts do not 

have a direct impact on the financial statements. 

Before I move on tO the legislative scene, I would Like to 

add a personal observation on devising a definition. We must . 

recognize that we are dealing with a moving train. Computer 

technology is not standing still--it is moving ahead at ever- 

~ncreasing pace. Also, the application of this technGlogy to 

financial and general management systems is increasing in ;ntensity 

and in soPhistication. Therefore, it is very likely that schemes 

an~-methodologies for perpetrating and covering-up fraud in 

automated systems will also change. The way frauds were perpetrated 

5 Tears ago may not be perpetrated the same way 5 years from now. 

Consequently, our definition must be flexible enouoh to accomodate 

these changes. In my opinion, the term "computer-related" does 

this quite well--it causes us to Look at the general system in 
D 

which the fraud was perpetrated, not just the computer itself. 

From an accounting and auditing point of view, our ultimate 

o b j e c t i v e  i s  t o  d e v i s e  a s y s t e m  o f  i n t e r n a l  c o n t r o l s  wh i ch  w i l l  

h e l p  p r e v e n t  and d e t e c t  c o m p u t e r - r e l a t e d  f r a u d s ;  we c a n n o t  do 

t h i s .  w e l l  by l o o k i n g  a t  t h e  c o m p u t e r  o n l y .  

WHAT DOES THE LEGZSLATZVE SCENE LOOK LIKE? 

So much f o r  d e f i n i t i o n s ;  % w o u l d  l i k e  now t o  t u r n  t o  t h e  

l e g i s l a t i v e  s c e n e .  

Over  t h e  Las t  4 y e a r s ,  C o n g r e s s  has been c o n s i d e r i n g  a 

F e d e r a l  compu te r  c r i m e  s t a t u t e ,  b u t ,  as y e t ,  none has been p a s s e d .  

7 
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As % i n d i c a t e d  e a r l i e r ,  S e n a t o r  R i b c o f f  i n t r o d u c e d  h i s  b i l l  

................... b e~c~u~se"~Of a g r o w i n g  n a t i o n a l  dependence  on c o m p u t e r s  and t h e  

opportunities for white collar crime were becoming great; yet, 

at the same time, he was very concerned about the difficulties 

lawyers were encountering in prosecuting computer crimes under 

existing laws. He had learned, for example, that . . . .  

--~n one case, part of an indictment was dismissed because 
electromagnetic impulses which transmitted valuable data 
over a telephone line were determined not to be "property" 
as defined in the Interstate Transportation of Stolen 
Property Statute. 

--in another attempted @rosecution, the Government lost 
the case because of difficulties in establishing whether 
checks  i s s u e d  by a c o m p u t e r  on t h e  b a s i s  o f  f r a u d u l e h t  
o r  man ip . . . l a ted  da ta  were f o r g e r i e s .  

" "  H e a r i n g s  were h e l d  on t h i s  b i l l  i n  1978 and a g a i n  i n  1980;  

h o w e v e r ,  t he  b i l l  was n e v e r  r e p o r t e d  o u t  o f  t he  Senate  Commi t tee  

on t h e  J u d i c i a r y .  Opponen ts  o f  t h e  b i l l  a r g u e d - - a p p a r e n t l y  w i t h  

~ t .  ~ t . , ,  I | ° i i • • i e . , °  . • • • 

r e s e r v e d  f o r  t h e  S t a t e s ;  and thef t  m.~ny s e c t i o n s  o f  e x i s t i n g  Law 

• a l r e a d y  p r o v i d e  a d e q u a t e  a u t h o r i t y  f o r  p r o s e c u t i n g  compu te r  

c r i m e .  

Even t h o u g h  t he  Feds have n o t  passed  a c o m p u t e r  c r i m e  

s t a t u t e ,  a t  l e a s t  11 S t a t e s  h a v e ,  and o t h e r s  a re  c o n s i d e r i n g  such 

" laws' .  For  t h e  most p a r t ,  t h e s e  laws make ~ h e  f o l l o w i n g  a c t s  

" c r t n f t n a  L - - m o s t  f e l o n y - - o f f e n s e s :  

(1 )  

( 2 )  

- ( 3 )  

d e v i s i n g  o r  e x e c u t i n g  any scheme t o  d e f r a u d ,  

s t e a l i n g  o f  d a t a ,  s o f t w a r e ,  o r  compu te r  t i m e ,  and 

a l t e r i n g ,  d a m a g i n g ,  o r  d e s t r o y i n g  c o m p u t e r  h a r d w a r e ,  
s o f t w a r e ,  o r  d a t a .  

" 7  
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The c o m p u t e r  c r i m e  s t a t u t e  i n  one S t a t e  ( N o r t h  C a r o l i n a )  

makes i t  a m~sdemeanor o f f e n s e  t o  d e v i s e  o r  e x e c u t e  a scheme 
• l / 

t o  o b t a i n  a f a l s e  e d u c a t i o n a l  t e s t i n g  s c o r e ,  o r  a f a l s e  academic  

or vocational grade. Two States (Florida and North Carolina) also 

make it a criminal offense for any person to act willfully and 

• w i t h o u t  a u t h o r i z a t i o n  so as to  deny o r  c a u s e  t o  deny c o m p u t e r  

s e r v i c e s  t o  an a u t h o r i z e d  u s e r  o f  a s y s t e m .  

As you can s e e ,  t h e s e  s t a t u t e s  a re  d e s i g n e d  primarily t o  

a s s i s t  l a w y e r s  i n  p r o s e c u t i n g  c r i m i n a l  cases  w h i c h  i n v o l v e  t h e  

Q 

• Q 

use o f  c o m p u t e r s .  Hos t  o f  us h e r e ,  h o w e v e r ,  a re  more c o n c e r n e d  

abou t  t h e  a u d i t o r ' s  P e r s p e c t i v e .  A n d ,  % suppose  t h e  f i r s t  t h i n g  

t h a t  comes t o  mind i s  t h e  F o r e i g n  C o r r u p t  P r a c t i c e s  A c t .  W e l l ,  
. . .  

I am no t  a l a w y e r ,  and % am no t  p r e s u m p t u o u s  enough to  s t a n d  up 

heee a n d a t t e m p t  t o  i n t e r p r e t  t h a t  o n e - - w e  w i l l  h a v e  to  l e a v e  t h a t  

t o  t he  l a w y e r s  and a few t e s t  c a s e s .  % s u s p e c t ,  h o w e v e r ,  t h a t  

t h e  p r o v i s i o n s  i n  t h e  Ac t  d e a l i n g  w i t h  i n t e r n a l  c o n t r o l s  wou ld  

be a cause f o r  c o n c e r n  because  most  o f  t h e  c o m p u t e r  c r i m e  cases  

I have a n a l y z e d  were a b l e  t o  happen b e c a u s e - o f  b reakdowns  i n  

f u n d a m e n t a l  i n ~ e r n a l  c o n t r o l s .  

~ Q  
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GAO Report on Computer-Re~ate~ 
Crimes in Government 

Several years ago, a now well-known individual began 

telling the world about the potential for computer crime, or 

abuse, and cited several cases. Odaly enough, none involved 

the Government. Based upon our experiences, we knew the Gov~ 

ernment could not be "Clean as a hound's tooth." If it was, 

it would be a first. 

So we undertook a major ~ffort to look into this obviously 

unusual phenomen0~ Our work confirmed out doubts: The Govern- 

ment is not unique; it, too, has its share of computer-related 
o . .  

criae. 
° .  

Our Job was not easy because agency records ~Id not simply 

sayj "This is a computer-related crime." As I indicated earlier, 

such a aefinition recognizes that the computer is not the system, 

but is only a part, albeit an ever-increaslng part. 

In the final analysis, our primary sources for cases were 

memories of FBI agents, U.S. attorneys , the criminal investi- 

gator types in DOD, and audit and Investigatfve groups in Other 

Federal agencies. 

When we checked out over I00 such cases, we found that not 

all were, in fact, computer-related, and our confirmed cases 
o 

narrowed down to 69. When we analyzed these cases, we ended up 

categorizing them in four major groupings. 

--Fraudulent input: 62 percent 

---Unauthorized use of facilities: 26 percent 

--Alteration or destruction of 
data files o r  programs: 23 p e r c e n t  

--Misuse oE output: 17 percent 

10 



In the fraudulent input area, we have the case o~ a szper- 
\ 

.~._~ .......... ~isory_clerk who was responsible for entering claim transactions 

tO a computer-based social welfare system• She found she could 

introduce [ictitious claims on behalf of accomplices, and they 

would receive the benefits. She was able to process over 

$90,000 in claims (authorities believe it might have been up 

to $250,000) before she was discovered through an anonymous 

telephone tip. (Note: She was a system user, not a computer 

type.) 

In the unauthorized use of £acilities, we have the compu- 

ter programmer who used the systemto develop programs which 
• . . .  

he.hDped to sell commercially. 

In the third area of altering files or programs, we have 

the_case of a transferred serviceman who--beln9 familiar with 

an automated personnel system--used a terminal to ~Iter his 

efficiency rating upward, and who was promoted on the DasIs O~ 

that high rating. Here, again, the disccvery was a fluke. 

" In the misuse of output we distinguish between output 

which was generated from fraudulent Input and ordinary legit, 

• itmate output which was "gloomed on to" by an enterprising 

criminal. A case in point would be the selling of Information 
• -° 

on pzlvate citizens to special interest groups. 

I'm not going to describe any more caseJfor you~ you've 

probably heard enough "war stories." I think it would be 

more useful to look at these cases as a common body of know- 

l e d g e  and s e e  w h a t  k i n d  o f  g e n e ~ a l i z a t i o n s  we c a n  d r a w - f ~ o m  

11 



I 
it. I've identified several points; 

i 
probably reveal more. They are: 

further analysis wi:.l 

o . °  

° ° 

6. 

L / payrolls, I. All types of systems were vulnerable: 

accounts payable, welfare, inventory, etc. 

2. Fraudulent input was a high vulnerability area. 

3. The distinction of being a computer criminal was 

not reserved to computer'knowledgeable people. 

Systemusers seem to be equally, if not more, 

common.  

4. Perpetrators took advantage of system control 

• weaknesses. " " 

Weaknesses exploited were mostly basic management 

controls long recognized as being necessary to 

insure proper operations. 

Most common weaknesses which wereexploited were 

(a) separation of duties, and (b) physical control 

o v e r  f a c i l i t i e s  and s u p p l i e s .  

7. Sometimes these weaknesses were due t o  O o o r l y  

desianed systems, but in 7 of 1 2  cases we studied 

- in detail, controls or orocedures existed ut were 

no enforced by operatin? personnel. 

8. Computer" crime detection was mostly accidental, 

n o t  discovered by audit. 

12 



AICPA EDP FRAUD RqVIEI9 TASK FORCE 

.~ ~.~ ......... ............ It was against this back-drop.ln 1977 that the AICPA 

e 

established the EDP Fraud Review Task Force. Donn Parker and 

our office were reporting on various cases of computer-related 

fraud; Senator Ribicoff and some States were introducing 

computer crime legislation; and the auditing profession was 

being told to do more to combat and detect fraud. There was 

also a recognition that the clients of CPA firms were becoming 

extremely computer intensive. 

The Task Force met for the first time in 1978. it was 

composed of people from the auditing profession, academea, 

priyate industry, and the Government. The basic objectives • 

of the group are to 

_ --raise the awareness of the auditing profession to the 

incidence of computer-related fraud; and 

--~u~**~fy anu propose controls an~ aud~tlng procedures 

that will help detect and prevent computer-related frauds. 

-- The specific tasks were to determine 

--the kind of data needed for anal~sls, and 

--where and how to get the data. 

In carrying out the work, two major problems ensued. First, 

what is computer-related fraud? W~ solved this one fairly 
° 

easily--we have a good working definition and it is serving 

our purpose quite well. 

The second problem was more difficult to solve--we knew 

what-klnd of data we needed for analysis, but we couldn't get 

it very easily. We went to many sources: CPA firms, district 

attorneys, the FBi, industry trade associations, the Department 

13 
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of Justice. They did not have the data we needed; in ~6me cases 
f 

(e.g. FBi) the data they had could not be released. 
i 

We finally hit upon a questionnaire approach to be applied 
/ 

on an industry-by-industry basis• The industry we selected first 

was banking because 

--several cases had been reported in this industry by 

Donn Parker and the presS; . . . . .  

--banks had a commodity that computer criminals usually 

sought--money; 

--it is a heavy user of ADP; and 

--it is heavily regulated and therefore required to 

"'" r~port cases of fraud to regulatory authorities . . . . .  

"" We also added members to the Task Force temporarily--the 

chief internal audltor of a major bank, a member of th~ FDIC, 

and a CPA who specializes in auditng banks. 

We also souqht and got the help and support of the Bank 

Administration Institute--the BAI has been one of the keys to 

the-success of the study. All members of the Task Force are 

convinced that it was the joint sponsorship of the BAI and the 

AICPA which elicited the high level of cooreration we got from 

the banking industry. 

- The questionnaire was tailored to the banking industry-- 

incl~ding banking jargon• Zt includes 34 questlons--some with 

many sub-parts. It asks for information on who tho perpetrator 

was, how the fraud was perpetrated and concealed, how It was 

detected, the degree of computer involvement, the exlstance 

and absence of controls, the degree to which audits were made, 

e t c . ,  e t c .  
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Because of the sensitivity of the issue and the general 

reluctance to report frauds, wedld not require the respondents 

tO identify themselves. There is no way we could identify them 

unless they volunteered their identlty--wh~ch was an option we 

gave them. Interestingly, about half of those who reported 

that they had had frauds and were willing to fill out the . 

questionnaire, identified themselves. 

We sent the questionnaire to all 9,000 (plus) banks which 

are members of the BAI. This gave u¢ excellent coverage of 

the banking industry which is composed of over 14,000 banks. 

Re-also sent a follow-up request to the top 1,000 banks of BAI. 

ThL~, of course, had to be sent blind because we did not know 

Who had responded to the first request. 

Over 5,100 banks responded to the questionnaire, a response 

rate of about 57 percent. Of these, 105 banks reported at least 

one case of what was believed to be computer-related fraud; a 

fewbanks said they had more than one case. After reviewing the 

cases in deta~l and ~Ollo~Ing up with those who identified 

themselves, we have reduced the number of cases to 85. Some 

dld-~ot meet our definition; for others, enough data was not 

available to make a judgment. 

.-What I would like to do now is to step through several 

slides which summarize some of the data on the 85 cases. But 

first, let me throw out a couple of precautions. First, these 

are preliminary statistics. We are still re-checklng our 

analyses and some of the figures may change by a point or two. 

Second, do not attempt to project this data to the banking 
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Industry--there are biases in the universe whose significance 

...... ~ ...... t ~~ ...... ~mnnot be evaluated statistically. For example, it is believed 

that many frauds go undetected--we don't know the effect of that; 

there is the reluctance to report--we do not know the effect 

of that either. Also, we still have the problem of definitlon-- 

two banks told us they disagreed with our definltionand were 

not going to participate. 

On the positive side, however, we do have a very good 

• picture of the nature of computer fraud in these 85 cases. They 

can be good indicators of vulnerable areas and things to look 

for and possibly concentrate on. 

• Applications 
. . .  

I. 16 applications systems were hit. 

. 2._ About half were in checking and savings. 

3. Five Applications account for over 77 percent. 

Perpetrators 

I. Clerks and proof operators accounted for 46 percent; these 

• --run the gamut from; 

--removing items from processing, 

• - --forcing rejects and reprocessing to other accounts& 

--changing due dates on peronal loans, 
. ., 

--increasing personal credit llmlts. 

2. Managers: these were mostly loan officers. 

Scheme 

i. Scheme: basic type of artifice or ploy used to perpetrate 

. the fraud--16 different ones in all. 
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FictitiOus loans--actually the loans were "real" in several 

cases, j t unauthorized. For example, a Charge Card loan 
I 

officer et up several unauthorized charge accounts on the 

master file and set very high credit limits. The officer 
/ 

would put in time extensions to avoid past due accounts; 

at other times he would destroy past due reports; $50,000 

over a 15-month period. 

Diversion of deposits. 

Deferral of posting checks. 

Increasing Credit limits. 

Forgery: computer operator encoded checks with numbers of 

__closed accounts. Accomplice cashed them. Operator interupted 
. ° .  

them and returned them unpaid because the accounts were 

_ closed. 

Method Used 

I. Methodology refers to the way the computer system was 

manipulated: 

a. file maintenance 

. 

b. transactions 

-•c. access inquiry (media) 

d. programming 
-o 

e. direct file changes 

File maintenance--most non-flnanclal 

increasing credit limits 

changing due dates on loans 

--Example: unauthorized extension of due dates on $I 

million in loansl $250,000 proved to be uncollectlble; 

motive not clear, but probably to hide poor p~rformance 

in collection. 
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c. changing date of last payment 

d. reactivating closed credit or loan accounts with 

altered addresses. 

Transaction manipulations 
o. 

a. tO force rejects 

--Example: Encoding altered to force rejects; typically 

perpetrator had access to rejects. Bookkeeper changed 

one of the MICR digits on his checks; cashed the check; 

and destroyed the rejected item. 

b. to divert deposits 

--Example: Proof operator found deposit ticket failed 

to include one check, so added it to his own account; 

it worked~ He became bolder and began removing 

depcslts from customer accounts and added to his own. 

Went on for 7 months. 

c. Diversion of receipts 

---misencodlng rejects during reprocessing 

d. Creatlng original items 

Access to medla--had access tO ATM card of customer; stole 

-~card from the bank; used terminal to obtain PIN and used 

card to make unauthorized withdrawals. 

Direct file changes 

a. Applications programmer used a utility program to transfer 

funds to hls savings account from account of customer. 

b. Used software program to decrease balances in il,actlve 

savings accounts and increase balance of his own account. 

18 
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Prepared falsified statement to customer; was revealed 

• ...... L~: .......... ~.~ ............. when Post Office return falsified statement; customer 

came in, asked for his statement; got a current one and 

questioned it. 

How detected 

. Concerns about muney 

--reluctant to disclose because of tendency to say this is 

average size of computer-related fraud--this is misleading; 

could be used to over dramatize or underdramatize and 

misdirect attention away from other lessons to be learned. 

--reluctan# not to disclose because might be accused of 

withholding information. 

2. Twent?-nlne cases (1/3) detected by audit and internal 

control. Eight of 12 detected by internal controls were 
m 

detected 4-12 months after first initiated. 

~. ",~enny-zour cases I ; / ~ ;  aetecueu oy customer comp~aznt 

(mostly in first 3 months). Reinforces role of customer 

--as key element of control. 

General Observations 

Many observations can be drawn from this data; as a task 

force we are still doing this, but here are some for starters: 

I. The customer is still a major control element for identifying 

"proble,~. Consequently, controls over developing and mailing 

customer statements are very important. 

2. Many perpetrators used their own accounts to extract funds; 

• herefore, special controls and extra audit of employee 

accounts may be in order. 
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. Loan officers frequently used fictitious loan schemes to 

l 
perpetrate fraud. Therefore, enhanced control over loans 

might be An order--e~g, reporting new loans and maturity 

extensions to higher management. 

We are now refining our analysis of the dataand developing 

observations. We have a tight time schedule ahead of us--we 

are hoping to get a final draft approved in September; and 

publish a research paper and article in the Journal of Accountancy 

soon thereafter. 

At this time, we are also working hard on a comparable study 

o~the insurance industry. In early April we mailed at: insurance 

version of ~he questionnaire to ~.ver 1,200 insurance companies. 

Th~ questionnaires are just now coming in and we will be publlsh- 

ing a separate research paper on those cases. We ultimately hope 

to survey several industries and issue separate reports on each. 

Later, we propose to summarize all industries pointing out common 

results. 

In closing, I would llke to request any of you who may be 

lucky enough to receive one of our questionnaires to fill it out 

if you have any cases of computer-related fraud. I am convinced 

that this is the only way for us to eliminate some of the 

confusion that surrounds this area. 

Thank you. 
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