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THE FREEDOM OF INFORMATION ACT: FEDERAL LAW 
ENFORCEMENT IMPLEMENTATION 

WEDNESDAY, FEBRUARY 28, 1979 

HOUSE OF REPRESENTATIVES, 
GOVERNMENT INFORMATION 

AND INDIVIDUAL RIGHTS SUBCOMMITTEE 
OF 'l'HE COMMITTEE ON GOVERNMENT OPERATIONS, 

Washington, D.O. 
The subcommitGee met, pursuant to notice, at 10 :05 a.m., in room 

2154, Rayburn House Office Buildin.g, Hon. Richardson Preyer 
( chairman of the subcommittee) presiding. 

Present: Representatives Richardson Preyer, Robert F. Drinan, 
David W. Evans, Ted Weiss, Thomas N. Kindness, M. Caldwell 
Butler, and John N. Erlenborn. 

Also present: Timothy H. Ingram, staff director; Edward J. Glei­
man, counsel; Maura J. Flaherty, clerk; and ThomasG. Morr, minor­
ity professional staff, Committee on Government Operations. 

Mr. PREYER. The subcommittee will come to order. 
The Government Information and Individua.l Rights Subcommit­

tee begins today its hearings on the impact of the Freedom of In­
formation, Act on Federal law enforcement agencies. 

During the courSe of the year we plan to take It close look at the 
procedures used by the investigative agencies to protect sensitive 
records, while complying with the disclosure requirements of the 
Freedom of Information Act and the Privacy Act of 1974. 

We are pleased to have 8,8 our witness today FBI Director Wil­
liam Webster. 

Today's hearing was, in large part, sparked by a letter received 
by the subcommittee on January 24 of this year, stating that "given 
the resources available, the FBI cannot now, nor in the foreseeable 
future, comply with the time limits of the Freedom of Information 
Act" or the Privacy Act regulations of the Department of J tlstice. 

According to Director Webster's letter, it currently takes 4 to 6 
months to answer Freedom of Information Act requests. The Free­
dom of Information Act's statutory deadlines provide 10 working 
days to reply to citizen document requests, and a maximum of 40 
working days-or 8 weeks-to respond to both the initial request 
and appeal of denial. 

The Freedom of Information Act was enacted in 1966 and estab­
lished the general principle that any person should have access to 
records maintained by executive branch agencies. 

Following hearings by -the subcommittee in the 'early seventies, the 
act was amended in 1974 to tig~teh procedural requirements. Time 
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limits were added for the processing of requests, and the seventh ex­
emption of the act was modified to allow disclosure of certain portionf:! 
of inactive files of Federal law enforcement agencies. 

Specific grounds were included to allow the withholdinO' ot infor­
matIon that might jeopardize ongoing investigations, an3 such im­
portant concerns as the identity of informants, spooial investigative 
teclmiques, and the safety of law enforcement personnel. 

Last year, the Geneml Accounting Office, at the request of Senator 
Eastland, was asked to examine the effect of the Freedom of Informa­
tion Act and Privacy Act on Federal law enforcement. The GAO con­
cluded "it was not possible to accurately document the total impact 
these two laws have had on the investigative operations of the FBI." 

The GAO report observed that: 
Other laws or regulations, administrative policies, and a g~neral distrust of law 
enforcement agencies may have had as much or more to do with the FBI's dif­
ficulties as the FOIP A-The Freedom of Information and Privacy Act. 

These issue~ are obyiously quite complex. 'We began an examination 
of FBI comphance wIth the Freedom of Information Act at a hearing 
~ast April 10, when we received testimony from the General Account-
111g .Office. We proce~d today with Dirootor 1Vebster's presentatjon . 

.DIrector Webster, 111 accordance with the traditions of this com­
mIttee, we swear all of our witnesses. 

Would you please stand and be sworn ~ 
po you solemnly swear that the testimony you are about to give in 

this case shall be the truth, the whole trutb, and nothinno but the 
truth, so help you God ~ l:> 

Mr. WEBSTER. I do. 
Mr. PREYER. You may proceed in any way you prefer. 

STATEMENT OF WILLIAM H. WEBSTER, DIRECTOR, FEDERAL 
BUREAU OF INVESTIGATION 

Mr. WEBSTER. Thank you, Mr. Chairman. 
I appreciate your invitation to appear before this subcommittee 

today. . 
As the chairman just noted, you referenced my letter of January 24 

to the Honorable Jack Brooks, chairman of the full committee, and 
asked that I elaborate on certain matters that I addresCled in that 
letter. ;:j 

y ou pa.rticulaJ.'~y regu~sted that I discuss the FBI's inability to 
comply WIth the tIme h~ltS imposed by the Freedom of Information 
Ac~, phe seventh exemptIOn of that act and our records destruction 
polICIes. ' 

I am glad to have th~s opportunity to address these areas of concern 
today. I would also hke to take the opportunity to discuss briefly 
some ?ther areas of cO~lCer~ relating to the FOIA. 

I 'YIll dISCUSS first, tIme lImits. 
WIth regard to ~ur inability to comply with the time limits of 

the ,FOlA and P~'Ivacy Act, the principal reasons are: one, the 
volum.e of the work 111volved; two, the extreme care necessary to process 
the requests; and, three, the limited resources available for this 
program. 
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Given these three factors, achieving a final response within the 
prescribed time frames, ranging from a minimum of 10 to a maximum 
of 20 working days under the FOIA, and 40 working days under regu­
lations implementing the Privacy Act, is, as the General Accouutmg 
Office recognized, virtually impossible in many cases. 

In its report to this subcommittee of April 10, 1978, entitled "Time­
liness and Complete:ness of FBI Responses to Requests Under Free­
dOlnJ of Information and Privacy Acts Have Improved," the (-1L&O 
included the recommendation that the present time limitations for 
certain responses be modified. 

The report, however, did not make any recommendations which 
could be Implemented to reduce the timelag in responding to requests. 

I would emphasize, as I did in my letter, that criminal and national 
security investigative records must be processed with great care to 
protect valid law enforcement interests and sensitive issues of per-
sonal privacy. . 

These legitimate concerns require the time nooessary to make good 
judgments regardin~ the disclosure of information .. 

Let me discuss brIefly the impact judicial review has had on our 
ability to make timely responses. Personnel assigned to review, excise 
and disclose requested records are also required to participate in the 
preparation of detailed affidavits in defense of excisions from docu­
ments which have been challenged in litigation. 

. Time spent performing this function naturally results in time lost 
responding to an average of over 60 incoming requests per workday. 

In one case we, with the concurrence of the Department of Justice, 
withheld 3 pages of requested material, and then had to submit over 
150 pages ·of briefs and affidavits defending our actions. 

We have also had court orders directin~ that a specified number of 
pages b'e processed within a specified time. This means reassigning per­
sonnel from the requests of others to the crash project instituted to 
meet court-imposed deadlines. 

My comments regarding judicial review are not intended as an 
indication that such review of our actions is unwise. Rather, I want 
to suggest that it may well be time for a careful reexamination of the 
time constraints, as well as the accelerated docketing of FOIP A com­
plaints. 

Next, I want to l!tddress exemption seven of the act dealing with 
investigative records. More specifically, I want to discuss some of the 
problems we are encountering protecting information legitimately 
withholdable, pursUlmt to this exemption. 

As yo~·; are t\ware, these exemptions are permissive and not manda­
tory. Furthermore, the exemptions must be read in conjunction with 
the one sentence paragraph which appears at the end of subsection 
(b). That sentence requires any reasonably segregable portion of a 
record be released after exempt portions have been deleted. 

With that in mind, we turned to the first exemption under (b) (7). 
Subsection (A) permits withholding of investigatory records com­
piled for law enforcement purposes to the extent that t.he release of 

. these records would interfere with law enforcement proceedings. 
Notwithstanding the design of this exemption to protect ongoing 

investigations, we find at times it is difficult to respond to some re­
quests in such a way that an investigation will not be harmed. 

\ 
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There are investigations, such as those covered by the racketeer 
influenced and corrupt organizations statute-the RICO statute­
which logically require information from files which may have been 
closed for a period of time. 

Furthermore, effective law enforcement demands tllat in certain sit­
uations the existence of an investigation not be· disclosed. 
If we invoke the exemption provided by (b) (7) (A), we effectively 

a,lert the requester to the fact he is the subject of an ongoing investiga­tIon. 
The single most important investigative tool available to lr.,w en­

fo~cel;nent today is the confidential informant. For this reason our 
prInCIpal concern in working with FOrA is the protection of the 
informant13 identity. 

Authority to p~otect that identity is specifically provided for in the 
act. ~owever, an Inherent problem with this exemption is the paranel 
r~qUlrement that segregable, nonidentifying portions of records be 
dIsclosed. 

In practice, this means that an FBI employee, even though he has 
learned to evaluate more carefully what information is reasonably 
segregable, does not know, cannot know, and has no way of learning 
the extent of a reql!e:ilter's foreknowl~dg~ of dates, places, and events. 
. Yet someh.ow he IS expected to predICt It. The consequences of erring' 
In favor o~ dIsclosure, rather than withholding information, are severe. 
. Approxll~ately 16 ~ercent of FOrA requests are coming from prison 
Inmates. ThIS. figure IS an escalating one. An analysis conducted 15 
m~nths ago showed that only 6 percent of the requests were from prIsoners. 

pur experience tells us that in many instances these requests are 
beIng made for the purpose of identifying the informants who 
probably were responsible for their incarceration. 

It can be assumed that mll;n~ of tl~es~ prisoners will not require proof 
beyon~ a r~asonable doubt ~n IdentIfymg a person as an informant. 
~ mIght Just sll;y as an aSIde that not long ago I got a letter from a 

prIsoner demandmg, as a result of reading an article in the U.S. News 
and World Report, that I disclose the names of all our informants 

It is th!s type of prisoner that I am least worried about. What c~n­
cerns me IS the one who has developed skill in making the type of re­
quests tTlat the law requires we answer. 

To our knowledge, no informant has suffered physical harm as a 
result of a FOIP A disclosure. I always make that statement when I 
talk about this~ , 

But absence of a yictim does not lessen our concern. We know that 
r~questers are workmg together, pooling FOIA information to iden­
tIfy sources. For example, we know that an organized cri~e group 
made a ~~mcerted effort to identify sources through the Freedom of 
Inf0rmatIOn Act. 
. OU!' sour~es. of information are not convinced by the absence of 
Iden~Ified ,vIctI.ms that we are still guarantors of their confidential 
relahonsh.Ip WIth l!s. We can provide examples from a cross section 
of ou: ~ocIety showmg refusals to furnish i:nformation because of their 
DerceIved fear of disclosure under FOIA. 

These are not merelJ; uncooperative professional confidential in­
formants. We are speakmg here also of private citizens, businessmen, 
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and officials of municipal, State, Federal, and even foreign 
governments. .... f f h . 

When I say they are fearful, It IS not restrIC~ed ~o a ea~? p YEn­
cal harm. What our .agents in the field are findmg IS that CItIzen!:; a!e 
reluctant to divulge dr-rogatory informati~n because they are afraId 
disclosure of their comments could result In embarrassment, 01' even 
civil suits directed against t.hem. '.. 

Without cataloging all of our recent experIences WIth pe~sons 
refusinO'to cooperate with us because of FOIA, let me at least Illus-
trate th~ breadth of this problem. , . 

Recently, a U.S. dist.rict judge, intervI~wed du~mg the c.ourse of an 
applicant investigation, refused to furnIsh any mformatIOn because 
he believed his identity could possibly be revealed as a source of that 
information. .. d' ffi 

I might say MI'. Chairman, that I have bee~ VIsIte m my 0 ce 
by Federal judges, including appellate F~dera,l Judges, WJlO have ex­
pressed a real concern, and want~d to be assured ~hat th~Ir resJ?onses 
to the inquiries, particularly in lIght of th~ new JudgeshIps, wIll not 
surface because of the F.reedom of InformatIOn Act. . 

Problems have also arisen in regard to the inter?hange of mfor­
mation between State, local, Feder'al, Il;nd even !OreIgp. la:w enforce­
ment agencies, which i~ absolute.Jy e~sentIaI to our III vestIg~tlve pr~cess. 

In a southwestern CIty, FBI offiCIals noted'll; tren~ to exclude,aoen~s 
working organized crime matters from key ~ntelhgence meetlI~gs III 
that area. State law enfo.rcement officers mentIOned to us that tl1J.~ was 
because of possible FOIA disclosures. .. , 

In one N orthenstern State, the attorney general decided to ~ohow 
the policy that in n,pplica~t investigation ~rrests records of applIcant's 
relatives are not made aVaIlable to us, that IS, the F~I. 

Our foreign Jiaison with law enforcement agencIes around the,wor!d 
has been similarly weakened according to comments from offic1ltls m 
friendly countries. ,. d 

Our ability to obtain information, from the generl!'l pubhc, mclu -
ing institutions such as banks, credIt bureaus, hospItals, and educa-
tional institutions, has also been affected. . 

In one instance, a major airline in a !lortheastern c~ty .accepted a 
stolen check for airline passage. When ItS computers mdICated that 
the check was stolen, the FBI was called in, but the ail'line .would not 
turn the check over to the Bureau because of FOIA and Its fear of 
civil liability. , 

These exa.'l1ples have largely been suppl.Ied to ~he General Account­
ing Office. Many of them are refie<:ted III theIr report" WhICh you 
received this spring. 'Ve have contmued t? ask our fi~ld offices to 
document other instances. The I'ep?Ii:, co~tl1~ue to flow I,n .. I had an 
update.as recently as last week C?f SImIlar mClden~ and ~ImIlar pr<!b­
Jems WIth the general commumty, as well as WIth oUI confidentIal 
informants. . FOIA Th' . th I want to address one final item concernmg. . IS IS , e 
failure of FOIA to specifically exempt our operatmg manuals of m-
Rtructions and guidelines from disclosure. . 

I might say, Mr. Chairman, that, the Department of, .Jus~Ice takes 
the position that the.'3e manuals are exempt and we WIll vIgorously 
resist, any efforts to disclose. them. 

\ " 
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But in connection with other hearings, such as the proposed FBI 
Cllarter, concern has been broadly expressed that manuals such as an 
undercover agent manual, might be the subject of an FOIA disclosure. 

We would like very much to see that these importttnt tools of control 
of our operations be pl'otected. As I said, the DepaJ.'tment of Justice 
takes the position that they are. But there is no satisfactory language 
t,hat any of us can find that clearly nails this problem down. ) 

It is important that our investigative agents, who. are being asked 
to go out on the point, have set out m writing, with as much specificity 
as possible, what is expected of them, and what investigatIve steps 
should be taken. ~hese are the purposes o! our manuals and guidelines. 

Recent FBI hIstOry tells us that relIance on oral approvals and 
assumed inherent authority contributed to some of the sad events that 
have been fully chronicled. 

And, yet, if we provide specific investigative guides to our agents 
and they are available to outside requesters, the effectiveness of our 
investigations and the .safety of our agents could be affected. 

Our unde~ver speCIal a~ents, ~or e~ample, ~n whom. we are relying 
~ore &n~ mOle, need detaIled gUIdelmes and mstructIons, as I have 
Just mentIOned. But the act, as presently written, would not specifically 
~xempt them from disclosure to a requester. 

Exemption 7 protects only investigatory records compiled for law 
enforcement purposes. Our manuals and guidelines under present 
definitions, do not qu~lify as investigatory records. ' 
. I know you apprecIate ~ur reluctance to draft such detailed instruc­

hons ',:hen the game plan IS not protected frQm .discIQsure. 
Agam, I repeat, the Department .of Justice does ~ake the position 

th~t they 'are protected, but we see tIns as a weakness m the draftsman­
ShIP whIch could be addressed and. should be addressed 

Finally, I would l~e to address the question of records destruction 
~y the FBI. 9ur entIre records management pro!!ram in this regard 
IS ~onducted m accordance with the requirements in title 44 of the 
Ulll~ed States .Code and the various guidelines established by the 
NatIonal ArchIves a!ld Recol~ds Service-NARS. 

Our records re~ntIQn and record~ destructiQn policies are in no way 
responses to the dIsclosure burdens Imposed by t.he FOIPA. 

The current plan authorized hy the Archivist for destruction of 
files at FB~ h~adquarters is limited to certain records that do not 
have a contmumg value fOol' i~vestigative research or historical pur­
poses. We do nQt have authorIty to. destroy substantive investigative 
matters at FBI headquarters. . 

However, in an effort to comply with Federal regulationR to disposB 
o,f obsQlete files that are no !onger timely and relevant to. FBI needs, 
the FB~ has proposed a reVIsed records retention plan for headquar­
ters whIch would allow for the destruction of criminal files that are 
more than 10 years old and se.curity-related and applicant-related files 
that are more than 30 :years old. 

The p!an ~lso pro:rides for the rehmtion of historical files, according 
to the crIterIa est81bhshed by the Archivist. 'rhe Archivist has referred 
our plan to Congress. 

Because all substantive matters from field office files nre maintained 
nt FBI.headquarters, the Archivist has grant.ed authority for the 
destructIOn of field office files that are over 5 years old in cri.minal 
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cases and over 10 years old in security-related and applicn.nt-related. 
cases. 

The field, however, can retain those files tJhat have a continuing 
\Talue for investigative reference, even though they are beyond the 
time criteria. 

I am aware there has been recent criticism regarding field office file 
destruction programs. This same criticism ·has heen directed to the 
Archivist for allowing the FBI to destroy field office investigative 
files. 

As a result, the Archivist conducted an in-depth survey by review­
ing files in selected Held offices and comparing those files t.o the files 
maintained at the FBI headquarters to determine if the FBI was 
pursuing file destruction according to the authQrity that was granted 
by the Archivist. 

The results of the Archivist's survey have been completed and the 
Archivist concluded that the FBI file destruction program is being 
conducted accordinl! to the ~uidelines they have establishf~d. 

If you desire, I will make available to you a copy of the final report 
prepared by NARS. ' 

In conclusion, I want to emphasize that the FBI is not asking that 
you repeal the FOIPA. The objective of public disclosure aimed to­
ward the goal of an informed citizenry is one to which the FBI is 
committed. 

In calendar veal' 1978, the FBI made final responses to 19,982 Free­
dom of Information and Privacy Act requests, releasing 2.25 million 
pages to requesters. . . 

Our public reading room contains over 600,000 pages of materials 
concerning major investigations of the assassinations of Dr. King and 
President Kennedy; Cointelpro; significant civil rights matters j ma­
jor espionage cases ; World ,V' ar II; counterintelligence and sabotag~ 
cases; gangsters of the 1930's; and even historical matters preceding 
that period. 

Any of these materials can be accessed and reviewed at no cost. The 
FBI's demonstrated response to the mandate of Congress in this area 
is one with which I am justifiably pleased. 

This response has, however, been achieved at a substantial cost. Last 
year, we expended over $9 million and had over 300 employees as­
signed to our FOIP A program. 

Please understand that these figures refer to the calendar year 1978. 
The $9 million represents total cost expended, Bureauwide, including 
what we paid to the Department of Justice for appeals. 

The 300 employees refers only to those assigned to the FOIP A 
branch at FBI headquarters and does not include field personnel 
working on Freedom of Information and Privacy Act matters. 

In the half decade that has elapsed since the Freedom of Informa­
tion Act was amended, the FBI, the Congress, and others have ob­
served the benefits of, and difficulties with, the 1974 amendments. 

I am very pleased that you have announced plans, Mr. Chairman, to 
examine in detail during this session of Congress, the Federal law en­
forcement's ability to comply with the act in its present form. 

Although I have not raised all the problems the FBI has encoun­
t.ered with the acts, I have raised some problems without offering any 
specifio proposals designed to remedy them. 

'1'- --
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I would like to say to you that the Department of .Justice currently 
has in operation a joint task force considering all the aspects of the 
~'reedom of Information Act. It will, in due course, I am sure, offer 
for the consideration of the committee a number of suggestions. 

During the past several months, I have had occBsion to comtnent 
concerning the FOIA at various speaking engagements. Many of the 
things that I have said publicly represent my own views. For example, 
I mentioned a "moratorium" on the disclosure of closed criminal in­
vestigative fHes as a concept that may be considered a proper solution 
to the 'problem of balancing the public's right to know and the pro­
tection of legitimate law enforcement noods. 

Although I have spoken in terms of a 10-yea.r moratorium, I have 
always cautioned that there is nothing magical regarding the period 
of 10 years, and there indeed may be a more appropriate time period. 

Similarly, I recognize there must he exceptions for records involv­
ing cases of public interest. There may be subjects of such national 
interest and concern that we should make files availa:ble. 

That would be a subject not only for our disoretion, but rulso for 
appellate process through the Department of Justice and perhaps even 
the courts. 

As you may he aware, the Attorney General asked both the public 
and private sectors to provide the Department with their thoughts and 
opinions about the manner in which the FOIA can be improved. 

The Bureau is working closely with other members of the Federal 
law enforcement community and the Department, and, hopefully, the 
day is not too far off when this committee will invite me hack to pre­
sent specific proposals for it to consider. 

I again thank you for inviting me here today. I would like to an­
swer any questions you may have. 

Let me say, Mr. Chairman, that when I came down for my confir­
mation hearings and subsequently the first round of budget hearin~, 
which introduced me to the congressional process, I was asked in wll 
of the hearings to come to the oversight committees if we had problems. 

That was the purpose of my letter to Chairman Jack Brooks. We 
have a problem in that we are una:ble to comply with the time con­
straints, with the budgets and the resources that have been made 
available to us. 

I am uncomfortable in discharging my responsibilities when I know 
t.hat .we cannot perform in a particular area. I thought I had an ob­
lIgatIOn to call that to the committee's attention and enlist its help. 

Mr. PREYER. Thank you very much, Director Webster. I will try to 
remember to caH you "director," instead of "judge," althouoh you 
have probrubly been called a lot WOl'se things than "judge" siI~ce you 

. have taken on,this position. [Lau~hter.] 
We appreCIate your presentatIOn and we appreciate the sI?irit in 

which you call these things to our attention rather than waitmg for 
oversight committees to dig out the problems, 

I have a few general questions before ',re get into more specific 
analyses. 

You ~tate in your testimony: "I want to emphasize that the FBI is 
not askmg that you repeal the Freedom of Information Act." 
. Have the two acts-the Privacy Act and the Freedom of Infonna­

tIOn Act-been of some help to the FBH Have these acts increased 
public confidence in the FBI ~ 

. ; 
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You me~tioned your reading rooms. I congratulate you for all you 
have done m that regard. 
. H~ that .had some beneficial effect on the way the FBI is regarded 
m thIS country ~ 

.Mr. WEBSTER. I suppose the candid answer is that it has been a 
mIxed bag, Some of the materials that have surfaced throuO'h the 
Fre~dom of Information Act operated to carryover a bad t~ste of 
earher years, most of which was fully explored and ventilated during 
the perIOd o! the Church committee and the Pike committee and so on. 

The candId answer would be that while some of those disclosures 
w~re occuI?ying :,i.'ont pages in the years of 1977 and early 197'8, I 
thmk that IS less of a problem today, 
. O:t;t the ot~er hand, the balancing aspect is that those who have a 
r~alIllterest III the observation and a legItimate interest in the observa­
tIOn of what we do and how we do it have been reassured I think by 
the efforts of the F;BI t? comply fully with the act. ' , 

In many cases, hIstorIans and others examining investigations have 
been largely reassured. 

. Again.,,it is a mixed conc~rn. Conclusions may be rea.ched that we 
~Id or dia. not pursue a partIcular avenue as well as we should have, or 
m the way that we should have, but at least the observations that have 
come to me .are that r~vi(;nvers are pleased. to see our thoroughness as 
they do reVIew those tiles that can legitimately be made avaIlable. 
. Therefore, I would,not for a minute suggest any modification simply 

to prote?t our backSIde. That would be absolutely wrong. It in no 
way motIvates my letter to you, 

Mr. PREYER. There ,was considerable criticism of, the FBI duilng 
the lat~er years, partIcularly of Mr. Hoover's regIme, that it was 
herme~ICany ,sealed and a .closed door operation. 

I thmk WIth the readmg rooms and the opening up through the 
F~:nA n:ig~t ?ave an effect on, the image of the FBI and the respect 
WIth whiclllt IS held, although It would be hard to measure or quantify 
that, I agree. 

Mr. W~BSTF..R. It is a concept of accountabllity that we are con­
cerne~ WIth. I hope the committee, in the course of its study, will 
take mto u,ccount the balance aspect. We should have as much public 
accountability' as possible. 

'Yhen we begin to st~p on areas, such as confidentiality of sources, 
wInch protect human lIves and also a.ffect our ability to get legiti­
mately the information that we need for law enforcement then we 
have to look for other means of accountability that will not wbandon 
the principle of accou?ta~ility, but, th,rough the surrogate process, 
d.evelop a means of sahsfymg the AmerIcan people through our over­
SIght groups that weare doing the. job that we should be doing . 

Mr. PRE?R. I imagine one ~hing it has done is that it has cal1ed 
your attentIOn to the pI:oblems of record retrieval; is that r:ght ~ 

Mr. WEBSTER. 'l'hat IS right. 
Mr. PREYER. Has that not been useful to you in looking at the 

reco.rds management program ~ I take it that It takes a long time to 
retrIeve a record whether it is being retrieved for use at the State 
and loca.! law enforcement level, or for the purpose of the Freedom 
of Information Act . 

Mr. 1\TEBSTER. I think that is a fair statement, Mr. Chairman. We 
have made, as a result of that and some specific recotnmendations of 
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the General Accounting Office, efforts to increase the speed in 
retrieval. 

We have 60 million index cards in. our indexing system. We have 
developed some techniques for moving some of the older files or older 
references out of the principal system. 

It is not susceptible at the present time to computerization, but we, 
in an effort to shorten the time, have devised automated techniques, 
computerized techniques, for keeping track of our records so that 
we do not lose time with a clerk going to the second floor for a file 
and finding it is not there and having to check to see where it is. We 
know where our files are as they move around in the building now. 

So, we can shorten gaps in that way. The answer is "Yes." In our 
effort to comply with very tight time frames, we have increas~ our 
effectiveness mechanically. 

Mr: PREYER. Thank you. 
'Ve will proceed under the 5-minute rule. 
I recognize our ranking minority member, Mr. Kindness. 
Mr. KINDNESS. Thank you, Mr. Chairml.m. 
I join the chaiTmMl. in welcoming the Director here today. We 

a.pprooiate tJhe spirit in which you have instigated, if I might say so, 
this section of inquiry and oversight. 

I would like to try to ·get into better context the proportion of re­
sources devoted to the FOIA and FOIP A effort. 

Could you submit, for the record, if it is not available at this time, 
an approximation of tJhe portion of resources oompared to the whole 
of the FBI in Washin~n ~ 

Mr. WEBSTER. I win be glad to do that. Let me look to see if I have 
something quickly to show you here. 

Mr. PREYER. Without oojection, that material will be made part of 
illle record. 

[See app. 2.] 
Mr. KINDNESS. WIille you are looking through there, I wonder it 

you wou!d .also have any breakdown availwble with respect to what 
occurs wlthm that area of effort, in terms of responding to litigation as 
~ontrasted or comp.ared with that part of the effort devoted to search­
mg records and mamtenance of the effort otherwise ~ 

Mr. WEBSTER. In other words, the percentruge of time once it gets 
into the litigation process ~ 

Mr. KINDNESS. Yes. 
Mr. WEBSTER. I will be glad to furnish that £orflhE', record. 
Our total percentages for FOIA now run about 1 percent of our 

total budget. There are various ways to describe that. 
. We ha,:e about 300 people, about 35 of whom are agents, work­
mg full bme at headqu~rters. I do not know whether it is entirely 
fall' to make the companson, ibut we have ahout 17 supervisors and as 
many other support personnel running our ent/ire organized crime 
effort at headquarters. 

Mr: KINDNESS. That is the kind of comparison I wanted to O'et to. 
That IS exactly what I waR after. I:> 

You have 70 supervisorv personnel &nd support personnel that 
would be proportionate to tlliatnum'ber~ 

Mr. WEBSTER. Seventeen. 
Mr. KINDNESS. Oh, I see-17. 
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Mr. WEBSTER. We have people in the field doing FOIPA work, but 
as far as the supervisory work at headquarters is concerned, we are 
getting by on about 35 agents and the total number of employees in 
the Freedom of Information Branch is running about 300. 
. I do not know that is entirely a fair comparison because the em­
phasis on organized crime work is in t.he fie1d and the emphasis on 
the freedom of information is here at headquarters. 

It is costing between $8 and $9 million to do FOIP A work. 
I have not made the cost argument. I assume that the American 

people 8,re willing to pay for whatever they feel is of value and which 
serves a useful value. . 

The two points that I hoped to make this morning have been that 
we simply cannot do what we have got to do with those 300 people 
and meet the deadlines. 

We are slowly making inroads into our backlog, but it is just not 
possible to respond in 10 days, given the huge volume of requests that 
we a·re g-etting. 

As tIme goes along you can see the shifts and trends frOM people 
who are asking for this information. More and more of them are get­
ting more and more skilled so that a smaller and smaller percentage 
of the requests bounce back bec.:'l.use we do not have a record, and more 
and more of the requests have records which require us to respond. 

More and more of the reque..c;t<::. are detailed and involve a large 
volume of data that requires increal:.ing concern, both from tJIe stand­
point of classification 'and the time required to go through that 
material. . .' 

Mr. KINDNESS. Please allow me to express a theoretical question, or 
a hypothetical question, and ask your response to it. 
. It seems to me that a presentable proportion of the resources of the 
Bureau are devoted to responding to the litigation that arises in con­
nection with these matters. 

If it were possible somehow to cut down on the time of response, 
then we might eliminate a fair part of that litigation that is aimed at 
t.rying to obtain compliance by the Bureau with the time 1imits. 

Would you care to respond to tJIat ~ 
Mr. WEBSTER. I am not sure I have data. If I do, I will supply it 

for the record as to how many law suits are precipitated because re­
questers are impatient with the results. 

We routinely acknowledge within 10 days each request as it comes 
in, but then, of course, as the chairman pointed out, it backs up to 4 
to 6 months. 

I would hope that, given more time, we would be able to provide a 
response that would be less likely to generate unneeded litigation 
through the appellate processes. 

Mr. KINDNESS. As an overall matter, would you comment as to 
whether the cost and devotion of resources to the FOIA compliance haS 
had an adverse impact on the amount of resources available to pursue 
the Bureau's primary mission ~ , ,~ 

Or, conversely, is this an isolated application of resources that really 
has not impacted on the overall mission of the Bureau ~ 

Mr. WEBSTER. Well, if I understand your question, we were reduced 
by, I believe, about 100 positions from what we had requested for our 
1979 budget. This was largely through the administration's budget. 
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Our budget request, as it is coming to the Congress for 1980, is the 
same as 1979. In other words, we are about 100 down from what we 
thought we would need. Actually, we ~hought we would nee.d about 450 
more people than we have right now m order ~o comply wI.th the law. 

If the law is changed so that we can deal 'Ylth re<l,uests In a longer 
time frame than the present statute, then the Impact IS not as adverse. 

We have been receiving about the same number of ~equests for the 
last 2 years: a little o~Ter 60 every workday. In.4ugust It may go up to 
114 a day. It is cyclIcal. It responds to publICIty and a lot of other 
things that I cannot figure. out. . 

Mr. KINDNESS. Phases of the Moon and so on ~ [Laughter.] . 
Mr. WEBSTER, It has been holding its own. It has not fallen off whl~h 

was the origi~al assumption under which OMB cut back our figures In 
this area. It has not fallen off. 

I remember when the bill was first enacted, the estimates-not our 
estimates, but the estimates of those who reviewed the situation-was 
that it would probably cost the entire executive branch about $50,000 a 
year to comply with requests. '. 

We were over $1 million for the first year and we were up to $9 mIl­
lion at one point. Weare down to about $8 million now. 

We brought a special task force into the operation and doubled the 
size. We call it Project Onslaught. I believe that came in around 1977. 
That made an enormous inroad in our backlog. The backlog, how­
ever, continues to mount. 

There may be other areas that could be addressed that would mate­
rially improve our opportunity to comply witn the time frame. 

Two examples occur to me. One is the major projects. When a major 
project gets into the system, it is a tremendous drain on our manpower. 
Very often it is the subject of court orders al!d time frames. . 

I do not lmow what we can do about that In a statutory way, but If 
the projects could be recognized, that is, volume projects which ac­
count for an enormous percentage of the total paper going out, then 
perhaps they could be treated a little differently than the ordinary 
citi?;en requests. 

The other requests that I think deserve some scrut.iny, at least, are 
the 16 to 17 percent of our total requests coming from prIsons. I am not 
sure that a convicted felon is entItled to impact so heavily upon our 
program. . 

Perhaps others would differ with me on that, but felons have lost 
other rights. I am not so sure that they ought to be prow ling around in 
our files the same as anybody else. Perhaps there ought to be some re­
straint on their activity while in 1?rison. 

Addressing those two areas mIght give us some special and specific 
relief so that we can meet our time ·frame with the citizens. 

We are trying to work out some team systems to take the major 
projects off a Jittle to the right or to the left so that the short responses 
are not held up for 4 to 6 months. 

Court decisions make it clear that we are safe if we take them on a 
first-in, first-out basis. On the other hand, there clearly are cases that 
we have to address immediately such as those in which somebody is on 
trial or there is a major problem at hand. 

I interceded in the Liuz,z,o case <because there seemed to be some need 
to expedite release of information with respect to the murder "Of Mrs. 
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Liuzzo. We did release 1,500 pieces of paper, even though S~ate and 
Federal law enforcement people had protested the release. We honored 
the protests for another 1,500 that are still waiting. But we did man­
age to get the 1,500 out. They had been in line waiting their turn for 
s~veral months. 

I was able to do something there. 
Mr. KINDNESS. Mr. Chairman, I suspect my time has expired. I have 

a lot of questions later on. 
Mr. -WEBSTER. I want to apologize for such a long-winded series of 

answers, but II thought your question opened up a number of areas. 
Mr. KINDNESS. 'Sur'F~ly. 'r.hank you. 
Mr. PREYER. Mr. Drinan ~ 
Mr. DRINAN. Thank you, Mr. Chairman. . 
Director Webster, I am bitterly disappointed with the FBI for its 

reluctance to move forward in this program. 
I have been involved iri this program for 3 or 4 years, and in another 

subcommittee of this Congress, I complimented Mr. Powers of the FBI 
on June 27, 1977, for the FBI's performance. At that time the FBI had, 
in fact, complied with the arran~ement that they had made with the 
subcommittee of the House J udiclury Committee. Mr. Clarence Kelley 
went forward ";vith that work and showed that the FBI could, and did, 
comply with the FOIA. 

I, therefore, feel that it is maladministration on the part of the 
present FBI to go back on the commitments that they made and sol­
emnly carried out in this document. 

As. you lmow, this Congress checked out your contention t.hat the 
:r;lumber and quality of informants has declined as a result of the 
FOIA. The GAO found no substance in that. 

Now you come back and say: 
We can provide examples from a cross-section of our society, showing refusals 

to furnish information becaus(> of their perceived fear of disclosure under }'OIA. 

As you know, sir, GAO said there is ILbsolutely no way to demon­
strate that this is a fact. It is the post-Watergate syndrome that ap­
parently inhibits some people from coming forward. 

Furthermore, how do you conclude that actually quantitatively and 
qualitatively you have less information ~ Two yea.rs ago the FBI, in 
1976, had 11,000 informants. All of a sudden it dropped, so far a.s we 
know, to 2,800. So far as we know, $2.4 million was spent this partic­
ular year for informants. 

How can you tell us, when the GAO did not concur in that, that as 
a result of FOIA, t.he 2,200 informants are giving less informa.tion, or 
information of a lower quality ~ 

Mr. WEBSTER. You have handed me quite a bit there, Congressman 
Drinan. 

First 'Of all, very respectfully, I do not agree witI~ your n~essmen.t of 
the General Accounting Office report. Thatreport, If anythmg, praIsed 
the FBI for its efforts to comply in terms of timeliness. 

Mr. Shea, who is in charge of the appeaJsprocess for the Department 
of Justice, has publicly testified that the FBI is one of the best, if not 
the best, of . all the departmental components, with compliance of the 
Freedom of Information Act. No one has seriously questioned our 
earnest effort to comply with the act, especially the GAO. 
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Second, with respect to the informants, Congressman Drinan, 
the General Accounting Office did not dispute our assertions that we 
were losing informants and losing informant information as a result 
of their concerns and fears about the Freedom of Information Act. 
They carefully documented those. 

What they did say was that it was impossible to determine what 
impact that would have, but not the ,fact that we were getting less 
information. 

Mr. DRINAN. They conceded that in your estimatiOI~ and your ~er­
ception you were getting less information, but they dem,ed that gett~ng 
less information was due to the Freedom of InformatIOn Act, whICh 
is the essential question before us. 

Mr. 'VE'BSTER. I thought that their response was t.hat we had not 
shown that our effectiveness had been reduced. 

Mr. DRINAN. Precisely. 
And you are saying today, sir, in contradictin~ that GAO rep?rt, 

that your effectiveness has, in fact, declined preCIsely and excluslve­
ly due to the implementation of the FOIA. I challenge that. 

Mr. WEBSTER. I do not think 'We are as far apart as it seemed at 
first •. 

Mr. DruNAN. I am afraid we are. 
'Mr. WWTER. Then let me say that we are far apart because I 

disagree withyou~ respectfully, that th~ GAO ~ays that we have 
not lost inmportant and needed informant mformatIOn. . 

They are simply saying there are no data to show effectIveness. 
I do not know how you show effectiveness unless you stop your 

operations and ~tart from a zero base. Every unit of law enforcement 
is concerned Wlth the problem of the drymg up of sources. If we 
lose one informant it may result in the loss of 1 case or. 100 cases. 

If we lose one informant, we do not know how many mformants 
we may fail to develop because of the 'FOI/P A. . 

'But the point I have made publicly has been that there IS ~ pe~­
ceptual problem here, a re~l, valid, perceptual p~oblem_. whICh IS 
documented in the GAO report and documented m our files by a 
subsequent effort. 

We are not getting the same number of informants to serve us 
and our agents are having difficulty irt developing them because they 
do not believe that confidentiality can be assured. . 

Mr. DRINAN. May I go back to the ~entral pomt and quote what 
theGAOsaid~ , ' 

The GAO report observed: .. 
Other laws or regulations, administrative policies, and a general distrust 

of law enforcement agencies may have had as much or more to do with the 
FBI's difficulties as the FOI/PA (the Freedom of Information and Privacy 
Acts), 

There it says that they deny what you are saying to us today that 
the FOIA has dri~d up the sources.. .. 

Let me come back to the equally essentIal matter thIS mornmg. 
As I read your Jetter, and as I hear your testimony,.YCHl give us no 
hope that the F~I, in the foreseeable future,.may, m fact, comply 
with the law whIch says that you must, wlthm 20 days, fulfill the 
requests of a person seeking this information. 
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I !lssume the FBI has not cut back in services in other public infor­
matIon areas. I assume they have the same .number of aaents giving 
the tours to gue~ts and visitors in Washington that they ~lways have. 
. If y<!u are gomg to say you cannot do this, then you have to show, 
III my ]udgme~t,.that Y0ll; have done everything you can to cut back 
on other publIc mformatInn sources. 

After all, we do not tell you people that you have to have a tour 
~ervice for visitors coming from Peoria, Ill., but we do tell you that 
m 20 days you have to grant every request. The FBI made ,an honest 
effort and th~y were almost in compliance 2 years ago. 
~ow, the F;BI has a backlog. of 3,600 requests or more. I hear you 

saym~ there IS no way by wInch that backlog can decrease and in 
tact, It will increase. ' 

Mr. WEBSTER. I believe my statement was that there is no way in 
the foreseeable future that we<:lan come into compliance with the act 
given the 'present resources allocated by the Congress on a line iten: 
budget basis for this program. 

I. am not in t~e pOSItion of asking for more money. I am simply 
trymg to recogmze a hard fact. 

We were not that close to comJ?liance, in my view, 1 year ago, or 
2 years ago. We have never been m the position of responding in 10 
days to a request. 

Mr. DRINAN. But you are in less compliance now than you were 
2 years ago. 

Mr. WEBSTER. I am not even certain of tha.t. 
Mr. DRINAN. I wonder if the FBI would comply with the GAO 

recommendation that nonagents be used in connection with processing 
the requests. The FBI apparently was opposed to that. Is the FBI 
still opposed to this strong recommendation of the GAO that non­
agents be used as processors ~ 

Mr. WEBSTER. No; as a matter of fact, we are using special analysts 
0111 a pilot study basis to see their effectiveness. 
If you will recall, the Department of Justice was likewise opposed 

to baking the law-trained person away from this subject. The compli­
ance turns on compHance with tough legal questions, like privacy and 
the Freedom of Information Act. 

We only have 35 special 'agents involved in this whole program. In 
answer to your question, we are on pilot programs trying to do what 
the General Accounting Office suggested to see whether it would work. 
We have worked at every Qne of the suggestions that the General Ac­
counting Office has given. 

Mr. DRINAN. One last point. It is not the Congress that has with­
held the funds for this 'purpose. At no time did the Congress ever 
yield on the statutory obligation of your agency, or any agency, to 
comply witb the FOIA. It is some faceless person, apparently, in the 
Office of Management and Budget. 

I say it is not a line item. I repeat and conclude with this that the 
FBI has a duty to fulfill this law and live by its letter rather than to 
do all the other things they do in public information. 

I thank you. 
Mr. PREYER. Thank you. 
Mr. Butler? 
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Mr. BUT:fJER. Thank you, MI'. Chairman. 
Mr. Director, I appreciate yQur presence here today and yQur can-

dQr in telling us the prQblems that y'OU !l'r~ having. " . 
I was privileged t'O serve 'On the CIVIl and ConstltutIOnal RIghts 

Subc'OmmittM of the JUdiciary. I kn'Ow the harassment that we have 
given you with reference to this. I have felt over the time that we have 
had QUI' hearings that you have made a cQnscientious effort and have 
made real progress in this regard. 

I have been able to observe my friend from Massachusetts during 
these heari~. I hope you will take SQme comfort from kn'Owing that 
he is impartla.l and he treats all FBI Directors the same. [LulUghter.] 

Indeed, if we had to have a title for these hearings, It could be: 
"Look What Drinan Hath Wr'Ought." [Laughter.] 

Nevertheless, I do think that y'OU are candid with us. You have 
suggestiQns f'Or us. This places the resP'Onsibility 'On this subcommittee 
tQ d'O what we can to sQften the impact. 

I nQte your suggestiQns with reference to a moratorium or a cooling 
'Off period. SQmew~ere I had t~e impression that yQ~ were going. to 
give us more detaIled suggestIOns as to h'OW we mlght accQmplIsh 
this. 

Are you aW'aiting some further invitation from this subcommittee 
'Or is there a. possibility that you might give us SQme legislative sugges­
tions now~ 

Mr. WEBSTER. 'Vhen I first made the proposal, which was at the 
annual meeting 'Of the Federal Bar Association, I stated then, and my 
purpose was, to invoke a rational dialog about this problem. I did 
not really think I should !be wringing my hands withQut 'Offering some 
type of an appr'Oach which might form the basis for that dialog. 

I gave the reasons for a m'Oru,torium, that is, that it would put some 
age on criminal investigative files, and, therefQre, make the likelihood 
of serious harm by disclosure of an informant less 'Of a danger and less 
of a perceptual danger. It would have less 'Of an impact on our ability 
to develop informants. 

I carefully said, as I did this morning, that there would have to be 
exceptions and the Attorney Genera.l will certainly retain waiver au­
thQrities. But that might be a beginning. 

I am reluctant tQ go beyond that at the present time until the De­
partment 'Of Justice task force has completed its study because it may 
CQme up with other alternative solutions that would be as good 'Or better. 

But at least the dialog has commenced. That was the purpose of my 
initial suggestion. 

Mr. BUTLER. I appreciate that. I hope that will produce something 
more concrete in this dialog. 

Let me turn to another area. I do not believe you tQuched 'On this too much. 
The responsibility for foreign counterintelligence activity within 

t.his country lies solely with the FBI. Would yQU c'Omment on the im­
pact the act has had on the foreign counterintelHgence ~ 

Mr. WEBSTER. It has had an impact. I have to say that is our assess­
ment of it based on Hlustrations. 'Whether the GAb would agree that 
we have detailed it in quantum or graphic way, I do not know beyond 
the impaired experience with it. . 
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We have had a number of cases in which we have had fQrmer effec­
tive assets as they a.re called in foreign cQunterintelligence, cease to 
supply information that was fQrmerly ,available. . " , , 
. A good deal 'Of concern has been expressed to me by VIsltmg mtellI­
gence officers chie.fs of intelligence services around the WQrld, who 
have come to this country to talk about problems. 

As you know, it is often necessary for us to co~pern:te, T~ey do co­
opel'ate with us because we do nQt have, our ,operaotIves m thear country 
and they are not allow,~d to have opel'atlves III our country. 

HQwever in following those who break the law and those who 
enO'ago in ~ounter or in foreign hostile intelligence gathering, we 
ne~d a degree of cooperation. , 

There is really nothing li,Im vhe Fre,edom 'Of Info,rmatIOn Act any­
where else in the world. It IS very dIfficult to explam. It makes them 
very apprehensive. , , , . 

Mr. BUTLER. I suspect also there are not wiretapping lImItatIOns m 
this area in the rest of the 'VQrl$1; isthat.l'ight ~ 

Mr. WEBsnm. Yes; that i~ true. . 
Mr. BUTL7.m, Inasmuch as you have touched on the lI~formant ques­

tion several times, I judge t~lat you ,a;re now ,chat'god ~Vlth ~he respC?n­
sibiHty of culling out the mformatIOn wIuch may IdentIfy the lll-
forma.nt and yet pass on a O'ood deal of the file at that level. . 

Can a' pretty sophisticate~ criminal, 0,1' criminal element, ~stabhsh 
the identity 'Of the infQrma.nt by stmdymg these releases WIth some 
degree of care? , 

Mr. WEBSTER. They certainly think they can because they are domg 
it a.t a pretty 'high rate. , 

'Ve ran ·a war ~ame wit~lin 'Our 'Office at headquarters ,nth people 
who had no mQre lllformation thananyono else on the streets had and 
had no special access to any special techniques. . , . 

By making two or three re9.uests fOl: documents lllv,o~vmg multIple 
meetinQ'S and that type 'Of thmg, ,that IS, the type 'Of Hung that 'Orga­
nized c~ime figures miO'ht choose to dQ, invariably our task team~ ~ere 
able to go to the freedQm-of-information people and say:. "TIus I~ a 
symbol informant," or, "This, is th~ in!ormant who supplIed the m­
formation" for the particular mvestIga~IOn. 

As a result of that we were able to tIghten up our p~'ocedures som~. 
what with respect to' our interpretation 'Of. the ac~, WillCh d~s permIt 
us, under the exemption, t'O exclude materIals wludh are attrIbuted to 
confidential sources. . . 

This has been done in concert, 'and in consultatIOn WIth the Depart­
ment of .Tustice, 'Ve will continue to run tl~ese tes!s beea.use we have 
found that again and again hy siI?ple tMI~ll1ques lIke, merely measur­
ing the numoor 'Of spaces in an eXCIsed portIOn and laymg 'Out the num­
bers of meetings and figuring out who was there, 'and SQ 'On, we are 
able to figure these things out. . . . 

There is the ever-present human faIlure rIsk also that we have. We 
will somehow fail to 0'0 all the way to the end of the word, or exCIse 
entirely. The moohani~al part is an additional risk. . 

Much as we try to keep our people alert it can happen. T~at IS one 
of the reasons that we are reluctant to see too m,any speCIal agent 
lawyers disappear from the Freedom of InformatIon Act branch. 
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But we are training specialists, and we have done everything that 
t,he GAO has suggested. We have tried to follow those techniques 
consistent with protecting the informants. 

When we use that world, it sounds sometimes like we are talking 
about unsavory types. Some of them are unsavory in the sense that 
they have had criminal associations. That is probably the way that we 
best get acceSs to criminal information. 

However, many of them, as I mentioned in my statement, are private 
citizens wanting to do their duty by their country. They are deeply 
concerned that the information will not be maintained as confidential. 

'Vhen I hear Federal judges, who ought to know that act better than 
anyone else, say they are not supplying information anymore, then 
that is a matter of concern. 

Mr. BUTLER. I thank you very much. 
It seems to me, with all due respect to others who have commented, 

that an intelligent, God-fearing potential informant, under these cir­
cum~tances, would be somewhat inclined, or inhibited, at least, from 
helpmg you. 

I appreciate your bringing this to our attention. I think it is our 
responsibility, and I think we ought to do something about it. 

Mr. PREYER. Mr. Evans ~ 
Mr. EVANS. Thank you, Mr. Chairman. 
Director Webster, in your testimony on page 6, you noted, and as 

you were responding to Mr. Butler, you also noted that requesters 
o.ften work together and pool freedom of information type informa­
tIOll. 

What type of information would be pooled ~ I am not sure that I 
understand how an individual in a pool of requesters might be able to 
obtain information that any other requester might not be able to ob­
tain singularly. 

Mr. WEBSTER. I will supplement my answer, if I am not complete 
here. 

. qiv~n a criminal enterprise, for instance, there are various in­
dIVIduals who can request their own files and receive information about 
themselves under the Privacy Act provisions that an ordinary re­
quester would not be able to see because of privacy considerations. 

So, he is apt to get a more complete file, as I understand it. 
Then if he requests his file-and we have even had instances where 

lower level organized crime figures have been directed by superiors 
to ask for their files in order to pool releases toO'ether-then thev luwe 
the combination of the material gathered. b ~ 

This provides a broader base for analysis in order to see who was 
~here and ,!ho h,ad ac?ess to that information. Therefore, who was, 
m fact, the mformunt m the case ~ Or, was there any informant ~ 

You probaJbly will recall in years past the instance of lower level 
organized crime figures going into grand jury rooms bUCTged by their 
superiors. There is a constant preoccupation among peoPle within the 
organization over who might be supplying information to the Govern­
ment for their own protecmon or for whatever reason. 

As a matter of fact, I will put it on the renord mvself without being 
asl~ed. In Cleveland last year, an employee of th,e Cleveland office sold 
a lIst of informants to the organized crime family unit in Cleveland 
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for $14,000. The amount paid und the facts support the intense interest 
that they have in knowing where the sources are com~ng fron. I 

1£ it only succeeds in intimidating people from talking, then it serves 
a purpose for organized crime. 

Mr. EVANS. I would also like to ask this: As you noted in your testi­
mony, certain investigative manuals, guidelines, and internal papers 
of the Bureau are often available to those persons requesting infor­
mation under vhe Freedom of Information Act. 

Has the Bureau made any attempts to withhold such information 
under exemptions related to internal rules and practices, or inter­
agency memorandums, or letters under the Freedom of Information 
Act. 

Mr. "VEBs'rER. Yes; it is my understanding we h;ave. 
We have revealed nonsensitive portions of these manuals. I think 

there was just a case a few weeks ago in the eighth circuit in which a 
prisoner wanted to see the investigative manuals and was denied. He 
appealed und tlie eighth circuit said ille was not entitled to that because 
it was not germane to his inquiry. 

But there is always that kind of qualification thatt in a given situa­
tion, h.e might be able to surface it out. 

Once it is out,!it is out. 
Mr. EVANS. But so far that information and those manuals and those 

guidelines have not become--
Mr. 'VEBSTER. Readily available. . 
So far as I know, they have not surfaced out in any material degree, 

although in the last several years we have made them available to 
committees of the aongre~s and their staffs and so on. 

Let me be clear on this. W· e do not have an undercover agent manual. 
This has been of great concern to me. 'Ve have directives which have 
been carefully reviewed and under my direction have been brought 
up to date. Each field office has been rea'dvised on the current directives 
applicable to undercover agents . 

The directives should be incorporated in a manual. Everyone who 
works in this tough and difficult fieJd should have a very clear reading 
of his responsibilities. 

The immediate problem presented is the Freedom of Information 
Act. The Department cannot give us any clear assurance that we will 
not have to divulge the undercover ap:ent manual if we produce one. 

However, they take the position that manuals are not discoverable, 
but the Department has not been able to give us that assurance. This 
was a subject of considerable concern during earlier testimony about 
the charter before a Senate committee last spring. 

It seems to me it is not that difficult a question to address as a 
statutory measure rather than take the chance that we might lose in 
a lawsuit on the subject . 

Mr. EVANS. One last question. 
Given the problem, or potentia,} problem, of information becoming 

availabJe to persons, especially information as to the identity of in­
formants, YOU are concerned that there is a potential threat under the 
Freedom of Information Act in terms of drying lIP informant sources. 

However, how much of that is a problem; would you say, versus the 
problem, as you mentioned, of a Bureau employee who sold that 
information ~ . 
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Would that not also tend to dry up informants, at least in the 
Cleveland area ~ 

I was wondering how much the potential problem under the Free­
dom of II~formation Act relates to the real problem here that we are 
encountermg. 

Mr. WEBSTER. I think I understand your question. I do not want to 
be unders~ood to say that the Freedom of Information Act is responsi­
ble exclusrve~y .for all the concerns about confidentiality. 

Of course I~ IS not. Ther~ are many other factors that come to play 
here: I r~adIly agree WIth those that say there may be other 
consider.atlOns. 

However, there are none that are as persistently and as pervasively 
on the mi~ds of the informants. As reports come back to us, and as we 
log them 111 and make them available to the GAO and to our own 
people, this is the one dominant factor. 

We can· do something about the Cleveland case. 'Ve did. First of all, 
we prosecuted immediately the clerk and her husband who were re­
sponsible. They are in jail. 

Second, ;tt gav~us a chance to overhaul our filing teC'hniques for 
the protectIon of mformants. 'Ve have done that. 

'Ve lu~ve ~aken a number of moves, like providing for more secure 
coml~1U~llcat.lOn an~ segregated filing. We have protected the confi­
dentIalIty for meetmgs between the informant and his operator. Those 
are called meets. 

At each step ofth.e way we have made this situation more and more 
clear to each field <?ffice. Our inspectors are checkinO' out there to be 
sure that we have tIghtened up fwerythinO' that we ~an do internally 
to pl'otect the sources. b 

That gives the agents :vho develop informants and. who operate 
them the assuran(l·~ to nl!!'~ ... e repre.sentations in this area. 

But ',:here we ?annot effectively make representations is in the free­
dom of mformatIOn area. 'Ve do our level best but it is seen as a real 
problem. ' 

Mr. EVANS. Thank you. 
Thank you, Mr. Chairman. 
Mr. PREYER. Mr. Erlenborn ~ 
Mr. E~LENBORN. Thank you, Mr. Ohairman. 
~fr. DIrector, let me also, as my collearnes have :welcome you and 

thank you for your testimony today. b , 

In 1974, when we. repealed tl~e exe~ption for investigative files, I do 
not l~ow whether It. was offiCIal polIcy and announced policy, but it 
certamly was ap~arent to members of this subcommittee that the De­
partm'e!lt of JustIce and the FBI were opposed to the repeal of that exemptIOn. 
. FBI. rep~esent!ltiyes came to Congress not to seek a workable revi­
sI~n WIth tuue Imllts and so forth that you could comply with but 
f!lIrly strong eif<?I'ts were made to convince this communIty ana' our 
SIster commIttee Jll the Senate not to repeal the exemption so that no e 
of your files 'Yould b~ opened up. n 

I get the lll~l?reSSIOn that from your testimony today that is no 
~onger the pOSItion of th~ Department or of the Bureau: that is even 
If you thought the comlmttee were receptive, which I adt not sure we 
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are, or would be, you would not be seeking a reinstatement of the ex­
emption that existed prior to the 1974 amendments. 

Is my impression correct ~ .. 
Mr. WEBSTER. Of course. That would SImplIfy my problem a great 

deal. , . 
I think we have to recognize It legitimate value in our society that 

has come out of a lot of experiences that we hope will never 'be re­
peated. That value has to be served. 

My own position is that what we ought to seek is a balance. When 
we find that the act is having an effect not eontemplated and throw­
ing something out of kilter or putting things in a state of imbalance, 
then it is time for some fine tuning. I think there has been a lot of 
experience since the amendment and enough data that has been de­
veloped to try to do some fine tuning. 

On the side of the informants, I think the Congress can do some .. 
thing, to protect them. Tll(~re i~ no ~nte~est, and never ~as ?een. an 
interest, so far as I know, In dIsclOSIng Informants and In vIOlatmg 
confic.entality of informants. 

That is a fundamental principal. No one luis really agreed with that. 
What we have been concerned about is whether or not the law cause.c; 

us to disclose informants or run the risk of it, or is seen that way 
to the extent that we are not getting the information. 
If it is so seen, 1.!.S I deeply believe it is, then can the law b'e adjusted 

so that those perceptions can be moderated and we can get back to 
business again 1 

That is my view of it with respect to the informants. 
The other side of the experience is that: Given a static resourcll 

to comply with t~le law, ~e are having trouble complyin&, with it. 
People can take dIfferent VIews of what the General Accountmg Office 
has said about our performance in its report last April, but I am very 
proud of that report. I think it shows an earned effort at compliance. 

We have followed up on those suggestions. We are doing every­
thing we can, but there is a "Catch 22" to be given 1'1, certain number 
of resources in a certain time frame which had no reference to any­
body's analytical assumptions of what we could do. 

Then when we cannot comply, there we nre with nm obligation. I 
believe in complyin~ with the law, but I do not want to be in a 'Chinese 
torture chamber in tIle process. 

I use that illnstration of $50,000 as the estimated cost. when the bill 
was amended. That SllOWS how badly the estimates wero at that time. 

I think we ought to look at what we have right now ,and ask what 
we can d('n order to comply. I want to com,ply. That is the whole 
purpose 01 .illy letter. 

Mr. ERLENBORl'f. I would respect.fully t~lm issue w~th two of your 
statements. First of all, that it was not pos~nhle to predIct the problems 
that you would face. I think it was possible. I think the F~BI and the 
Department did predict many of the problems. 

I think you overblew them in those days. I am n?t talking abou~ you 
personally. But I think they were overstated. I Hunk that comphal'l~e 
has not been as difficult as the Department thought nor as easy as some 
of my liberal friends on the committee thought it would be. 

The other statement I would takl"\, issue with is that no one would 
want to violate the confidential sources. I have reference here to the 
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Privacy Act rather than the Free,dom of Info~mation ~~t: We are not 
talking about criminapnvestigatIOn~, ~ut I, th~nk acqu!sIhon of In,for­
mation on a promise of confidentIalIty IS Just as Important In a 
backO'round check on a prospective Federal appointee as it is in the 

I:> . 

criminal cases, 
Mr. WEBSTER, Yes. 
Mr. ERLENBORN. When we considered' the, Privacy A.ct, there were 

members of the committee who war.ted to WIpe out entIrely any pro­
tection of confidentiality, not only prospective i~ the future, bu~.to 
open up the files and reveal the names of confidentIal sources from lJhe 
past, as well. . 

So there are people here in the Congress who have sought to vIolate 
the c~nfidentiality. I think you prob~bly a.re aware of that. .. 

I think your comment had to, do wIth the Freedo~ of Inform!l'tIOn 
Act in criminal investigations, but I wanted to get Into the Pnvacy 
Act as well. 

Mr. WEBSTER. I should have said that no one could reasonably 
predict the results, 

Mr. EEJ.ENBORN. I agree wi.th y~u. I do l}ot think ~t was reasonable 
but it was not an easy fight In thIS commIttee and III conferel}ce;, to 
maintain the right of confidentiality in matters other than crImInal 
investiO'ations. It was very difficult because there were many Influen­
tial me~bers Of this committee who were trying to repeal the right 
to confidentiality. 

Let me ask you this about the Privacy Act and your responsibility 
for backgroun'd checks. How important 'is that right of confidentiality 
in order to get the information that you must get served to this 
Congress ~ 

Mr. 1VEBSTER. 1Ve have statutory duties there. We are supposed to 11e 
able to develop information with respect to employees, for instance, 
and prospective nominees that will demonstrate the presence or ab­
sence of unswerving loyalty to the United States. 

In the caSe of judges with which I am most familiar and I guess 
because I came out of that background more of them feel free to share 
their concerns with me-they are often looking at someone who is 
going to be sitting alongside of them if he is confirmed. If they have 
derogatory information, they are hesitant about putting it into the 
files because they feel that will impair their relationshIp down the 
road. ~ 

On the other hand, they have an obligation to disclose that deroga­
tory information if they have it, I am afraid that many of them have 
opted just to stand mute. 

Mr. ERLENBORN. Is there a fear, under the Privacy Act Rnd the 
Freedom of Information Act, that these confidential sources will be 
revealed ~ Is the law deficient in the respect to files other than the crim-
inal investig~tion ~ . . . 

Mr. WEBsTER. Yes; it has to b~ said to apply to the name check files, 
background files, investigations, and things of that kind. 

Mr. ERLENBORN, The Federal judge you referred to in your prepared 
testimony-was thllt a background check or a criminal investigation 
check~ 

Mr. WEBS'l'ER. That was a backgrOlmd check. As a matter of fact, 
that was just one. I know of three or four in addition to that where it 
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is going on. Without naming the one I mentioned, I happen to. know 
who he is and he is one of the most respected Federal judges In the 
United States. He is one of the most well known. 

Mr. ERLENBORN. Do 'you feel that the language of the Privacy Act 
does not give you sufficient cause to withhold information that woulil. 
lead to identifying the confidential source ~ 

Mr. WEBSTER. Perhaps in terms of clarity it does not make clear that 
information will not be disclosed and that it cannot in any circum ... 
stances be surfaced, It just is not that clear. 

I think the country, fortunately for agencies like the FBI"has other 
institutions in our society which have been going throu~h thIS proc~ss. 
The Stanfo'J'd Daily case gave the press and the medIa a searchmg 
opportunity to think through the principle of confidentiality. 

Mr. ERLENBORN. They may sympathIze with your position a little 
more than in the past ~ 

Mr. WEBSTER. There is no question about that. . 
Incidentally, when that came down I immediately put out a general 

directive that regardless of the opinion no search warrant would be 
sought by the FBI without my prior approval because I realized the 
senSItivity in that area and the Attorney General subsequently fol­
lowed up with a brDader policy. 

It seems to me that it is an ignoble act for the Government, through 
its agents, to promise confidentiality and then provide legislation in 
which that confidentiality is up :fDr grabs. 

Mr. ERLENBDRN. I think that your observation that no reasonable 
man could disagree is Dne that I would endorse. I would seek your help 
and advice as to how we can amend the Privacy Act and the Freedo~ 
of Information Act so, that the reasonable men and women of thIS 
Congress can give you the authority to protect those sources, 

Thank you very much, Mr. Chairman. 
Mr. PREYER. Mr. Weiss ~ . 
Mr. WEISS. Thank you, Mr, Chairman. Let me say at the Du~set that 

Mr. Kostmayer indicated he wanted very much to be here thIS morn­
ing. At the mDment he is handling a rule ~hnnge Dn the floor of the 
DemDcratic Caucus. He will try to get b~l'e as SODn as h~ can .. 

Mr. Director YDU alluded to this on/one of the responses but I 
would like to u~derscore it. That is the/national disgrace when it was 
discovered that the FBI, among other agencies, was wantonly con­
ducting surveillance' and keeping ~ossi,ers on citizens. r~gardlless of 
what their involvement may .have }Jeen III the body polItIC. The F;BI 
bitterly fDught the 1914 amendmf,hts to the F.reedom of InformatIOn 
Act, as Mr. Erlenborn roo()llects .. Indeed, PresIdent Ford vetoed those 
amendments and the Congress m~'ero~e th~ veto. , . 

Is it your 'Positi~n that the agency ~s st~ll o~posed to the legIslatIOn i 
Mr. WEBSTER. StIll opposed 'to what legIslatIOn ~ 
Mr. WEISS. The Freedom 01 InforInation Act Amendments Df 1974. 
Mr. "WEBSTER. No. I think when the CDngress has spoken that that 

is the law. The next obseryatiDn is for me to see how the law works 
and not to go back to something I would rather have or that someone 
else would rather have, but to see how the law works.. . 

That is why I brought our problems to t~e att~ntIOn of tlns su!r 
committee because in the areas that I mentIOned III my letter I dId 
not feel that the law was working as it had been intended to work. 
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There were problems created in the execution of the law which were 
if not anticipated, at least more severe and ought to be attended to~ 
That was the spirit in which I approached this meeting. 

Mr"WE!Ss. I am somewhat surp~ised. within that context to find, 
upon readIng the letter and upon hstenmg to some of the testimony 
t?~ay, tihat nowhere do you suggest what would be an appropriate re­
VISIon of the FOIA timetable requirements. YonI' stlO'gestion would 
affect the workload itself but not the speed with wl{fch bhe agency 
responds to requests. 

I assu~e that that was a deliberate omission on your part. I wonder 
whether, 1ll fact, you have any suggestions or recommendations to 
maJre to 'this committee. 

Mr. W~STER. As I recall, the GAO suggested maybe increasing the 
response tlffie to, let's say, 60 days. I think that was the figure that the 
GAO used. . 

Mr. WEISS. I think they said 10 plm; 30. 
Mr. WEBSTER. All right, 10 plus 30. 
Mr. WEISS. Let me ask you this. Would you find tha,t to he a reason­

able amendment ~ 
Mr. WEBSTER. Do\vn the road it might very well be. It would depend 

upon a number of factors whic~ have to be explored to decide whether 
they have value 01' not. I mentIOned one-do you want us to continue 
to respond to felons in penitentiaries ~ 

Mr. WEISS. Pardon me, but without getting into the additional 
change~ or proposals for ohanges, given the law as it is riO'ht now I 
would hke fr?m you some indication as to whether you think the GAO 
recommendatIOn malres sense. If not, then what time frame would you 
suggest? 
~~. WF.BSr.r:ER. I want to study that further be~ause I am not in the 

poslt!On to gIve you a time. today. 'V'hat I was trying to suggest was 
that In ord~ to know the tIme, I have to lmow what the assumptions 
are. I mean like the number of people and so on. 

Mr. WEISS. 'I'he only assumption is that we are working within the 
parameters of today's legislation. 

Mr. WEBSTER. It.is not the legislation. I want to lmow whether the 
a~Ul!lptIOns are gOIng to be the same number of people doing the work. 
If It IS the same number of people---

Mr. WEISS. That is within your control, is it noH The executive 
?ran<:h ~as control. Congress has ~ot told you how many people to use 
m tIllS lob. :rhe Cona'r~ss has wrlttl'n a piece of legislation and told 
t·he FBI.1x? Imp~ement ~t. It h~s told other agencil'S to do it. It is up to 
the admInlstratIOn.to determIne how you are going to allocate your 
personnel to do the 10b. Is that right ~ 

M;r: WEBSTER. It IS not entirely up to me in t.erms of aUocation. In 
ail.d!tlOn to what we get on a ~ine item bud~et bllsis, we also have pri­
orIhe~ ~hat we have to, deal WIth. I don't thmk YOU want to put me in 
a posItI~n where. I d?n. t have the troops to do what. you want me to do. 

I realIze th!l't IS a JOInt problem. I do not, think you ean put that off 
on the executIve branc~. It is one that we have to explore together. 

Mr. WEISS. I would l;ke to do that. Howtwl.'l', I will not, do it at this 
moment beca!lse there !s another ~ubject that I would like to pnrsue. 
I hope we wIll have tIme to get lllto that division of responsibility 
later. 
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I am concerned as a former :prosecutor, as a Member of Congress, 
and as an American citizen, WIth the safety and security of people 
who cooperate with the law enforcement agencies of this country. Call 
them informants or call them what you will. 

I am bothered, however, by what I perceive to be the FBI's exclu­
sive focus on the Freedom of Information Act as the prime danger to 
the safety and security of. informants. In fact, we have had repeated 
public disclosures of cases involving FBI employees, FBI agents, who 
have allegedly been responsible for dealing with organized crime: 
figures. In October 1977; the New York Times Magazine did a story 
in which it reported there had been some 23 murders of informants 
and potential witnesses and raised the question as to whether FBI 
inforn}a,tion was being made available in some way to organized crime 
by people inside the FBI. You referred to the. Cleveland, situation. 
However, there have been disclosures and aHegations hot only about 
Cleveland but about New York, and Newark, and Sacramento, and 
Detroit, and Las Vegas. 

The impression I get in reading ahout these ca~es and in .listening to 
the FBI's responses, is that you would rather not recogmze the per­
sonnel problem involving agents of the FBI. I guess you operate on 
the theory that it is better to stick to the one rotton apple theory as 
in the case of Mr. St.abile, for example, than to recogmze the general 
problem. I would feel much more confiden~ about the c?nce~n y~u 
express regardinO' the Freedom of Informa,tIOn'Act's ramIficatIOns If 
I felt the FBI w~re really going out full force to protect the sec~rity 
of informants from corrupt FBI employees-agents and otherWIse. I 
would like your reaction to that. 

Mr. WEBS'l'ER. My reaction is that I really agree with you as far as 
our responsibility within the Bureau is concerned; that is, to protect 
the integrity of our informants. . 

Where I would disagree with you is the scope of the problem as 
an internal one. Those stories have all been carefully analyzed. The 
story about the number of informants alleged to be murdered is totally 
inaccurate. The references in New York are there. 'Ve have had cor­
rupt activities from t.ime t? ti:r,ne in what you .call disclosure ?f con­
fidential records or dlssemlllahon of confidentwl records outSIde the 
Bureau. The one in New Jersey did not involve informants. It in-
volved documents but not informants. . 

Really, the only one that has involved a disclosure of informaIl;ts 
that I am ltware of is the Cleveland case. I told you what we dId 
about it. We prosecuted. We did not try to bury it. We dealt wit~ it. 

We have had the most intensive analysis going on of our securIty, 
partly in reference to that and pa.rtly because of the fallout f~'om the 
[( ampiles case to make sur~ we had the means t? detect lllt.e1'llal 
corruption. I cO'U~d take ~ll day. to tell you the varIOUS reasons why 
I feel that that _problem IS less III the FBI than many other places. 

Mr. WEISS. Could you submit to the subcommittee a detailed 
updatinO' of aO'ency investigations and findings of corrupt personnel 
involvin~ the illegal disclosure of either informant identity or docu­
mental i~fOlmation across the country and what the results of those 
inquiries land investigations were, both administratively and 
judicially ~ 
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Mr. WEBSTER. I would he more than happy to do that. It is a matter 
of great concern, not because of its magnitude but because of its 
importance. 

Mr. PREYER. Without objection, this material will be inserted into 
the record. 

[See app. 2.] 
Mr. WEISS. I think, as far as impact on potential informants is 

concerned, nothing would more quickly destroy the capacity of the 
FBI or other law enforcement agencies to secure the cooperation of 
witnesses-informants or otherwise-than the knowledge or ·the 
suspicion that, in fact, whatever they say has a good chance of being 
dehvere~ back into the hands of the very people about whom they 
are talkmg. 

Mr. WEBSTER. As a matter of fact, I am sure tha,t you are aware 
that the FBI has been the beneficiary of information by people who 
would talk ·to no other agency than the FBI because of our historic 
efforts to protect confidentiality. 

We treat our informants di~erently. They are not co-opted infonn­
ants. They are not ,throwaway mformants. We work with them. ~fany 
of them ~ecome. witnesses. Others do not become witnesses. But we 
do, both m our mternal procedures and in our operation with them 
have a v~ry: deep and historic commitment to the protection of that 
confiden~Iahty. I am glad that you are concerned about the problem, 
an~ I wIll be more than happy to document our efforts to tighten our 
ShIP' t? be sure that that type of thing is either eliminated or kept to 
a mImmum. 

Mr. WEISS. Thank you for that. . 
.Mr. Webste,r, 8Jb?ut a year ago there was a hearing of this subcom­

mIttee. at which 't~me Project Onslauo-ht was described. It was in 
operatIOn a.t that tll~e and was suppose~ to resolve the problem of the 
backlog . .t\-t that pomt we were told that the situation was in hand 
and that, If we would bear witili. it a little longer it would be taken 
care of. ' 

I expres<'0.>8d some questions and concern even then. To learn the 
process. I h~d made an FOIA request in N avember 1977. I gat the in­
formatIan m September 1978. This indicated to. me that Praject On­
slaught perhaps was n.ot all that it was touted to be. 

Hawever, I am curIOUS as to. why an operation which seemed to be 
so. successful a year ago suddenly fell apart. 

Mr. WEBSTER. ~ d? not tJhink it would be accurate to say that it Ihad 
fallen a~art. It IS SImply that we made great progress-vhat is docu­
men~ed m the GAO report-with the doubling af our resources in 
pullIng peapl~ from tille field. We did cut into ·the backlog. 

'Ve are gettIng about 60 requests a day. "Ve disposed of about 18 000 
?r 19,00~ requests . last year. Weare trying to increase and we have 
mc~ase our effiCIency. We are continuing. We do n ,t feel we have 

f
got n as good as we can get at tihis, but we are trying to improve as 
ast· as we can. 

I ,f0wever,.we ~id nothave.themomentum to relOOh a 10-day response 
a not thmk It takes much imagination to realize that when o~ 

~talyze the nature af the inquiries that we are getting today Jlat 
ley tre m~re r;fined. The~e,is mare and mare fram fewer and fewer 

peop e cammg m and reqmrlllg mare and mare infarmation. 
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We did a study-and I can document or supplement the record for 
this-there were some 675,000 pages during a 1-mooth period at the 
end of last year and we wanted to see where they were coming from. 
Over 85 percent of it was coming from about 12 percent of tJhe people 
requesting. Eighty-five percent of the work was coming from about 
12 percent of the people making the requests. 

It is a skilled business now. There is a reporter system, a commercial 
system that advises people on how to do this. That is fine. 

However, it simply means that the curiosity seeker is going down 
in numbers and the crack shooters are coming in and we !have to do 
this work. Most af our work is classified and has to be reviewed and 
evaluated for elassifica·tion and then for privacy. 

I do not think you can ever mass-produce tJhis material. 
~fr. WEISS. I think I probwbly have exceeded my 5 minutes. I will 

ask one fmiher question on this round, Mr. Chairman, with your 
permission. 

As for the infarmants, you indicated that you have a feeling that 
your sources of informatian fram informants may be· drying up. 

Do yau have any statistical infarmatian to back that up ~ Do. you 
have any systematic way of getting reparts back from your field offices 
ind.icating that whereas last year at this time you had w number of 
sources of information, now you have w minus 50 percent ~ 

Mr. "VEBSTER. Yes, we have that informatian. Ed Sharp, who. heads 
our Organized Crime Section, testified up here last year and talked 
abaut 2,800 infarmants. Congressman Drinan referred to that num­
ber. I was more sJ?ecific in Atlanta last year when I said we had abaut 
1,0001 informants 1Il organized crime and abaut 1,800 in general crimes 
and ·1,2 in the old domestic security cases which were the cause of 
most of this cancern, I think. 

This was 42 campared with severn'! thausand in years past. 
I did not mentian at that time the number of informants in fa reign 

caunterintelligence which includes the investigatian of the CommuIllst 
Party. I made clear that I was not including thase informants. 

However, in the organized crime and general crimes and damestic 
security area-we do. nat even call it that anymare because they are 
all pura terrorism cases-there are only 12 0.1' 16 of thase arganizations 
and 40 to 60 individuals involved and in that categary there have 
been significant reductions. It is so significant in some respects that I 
would. prefer not to make that as matter of open testimany, but I 
wauld be glad to supply the infarmatian to. the committee. 

Mr. WEISS. 'Vauld yau ~ I appreciate your doing that. 
I seem to recall having read that one of the concerns of your 

office has been sa-called phany 0.1' false infarmants, and that same of 
the agents had, in fact, been listing infarmants who. never existed. 

Mr. 'VEBSTER. That is right. 
~fr. WEISS. The elimination of thase wauld also reduce the num­

ber that seemed to have been It vailable at one time but no langeI' are. 
Mr. 'VEBs'rER. That is true. That was achieved before the figure of 

2,800 that we were talking abaut was achieved. 
There had been a lat af pressure from headquarters to develop in­

formants. There was so. much pressure and it was handled in such a 
way historically that many people were adding the bartender and 
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the taxicab driver and everyone who said "It looks like rain outside" 
as a potential informant. 

They also had possible sources of various types. We applied a pro­
fessional ax to that type of informant collection. Wha,t we have now 
are the classic concept of confidential informants. Our symbol in­
formants regularly supply information on a continuing basis to us 
with respect to criminal activities of which they are n.ware. 

We have prided ourselves on keeping the proper kind of documenta­
tion of the activities of our informants We do not want our special 
agents to have hip-pocket informants and not tell us about them. 
We make it very clear that that is n, breach of discipline in our 
organization. 

So, what we have is what we need. 
I know the Secret Service and others have complained because they 

are not getting the information that they used to get. 'Vhether they 
are getting,as Congressman Drinan says, as valuable information as 
they used to get-in other words, whether they are getting the same 
amount of information from reliable informants-is going to be very 
hard to document. 

I would like to think that is the case, but it is clear to me that our in­
formants are dropping in numbers. And it is clear to me from specific 
e.xamples from the field, from my own experience in some 27 cities 
that I visited last year and visits with agents, that it is a real problem 
to them. We are having a major problem in the development of in­
formants because of the fear of disclosure. 

We will do everything we can internally to protect the confidenti­
ality of informants. I ask that this committee consider what it can do 
to eliminate the concern of American citizens supplying information 
on a confidential basis and having it be disclosed. 

MI'. "VEISS. Thank you, and thank you, Mr. Chairman. 
Mr. PREYER. Thank you, Mr. Weiss. 
Let me ask a couple of questions for the record in an area which we 

ha,:e not touched on yet. I am,ta~ldng about the records destruction 
polley. 

I understand that the records destruction policy at FBI headquar­
ters here in Washington has not gone forward pending an informal 
approval from the House and Senate Intelligence Committees; is that 
ri~tl ' 

Mr. WEBSTER. That is right. . 
Mr. PREYER. Do you have any projected date as to when that pro­

gram might begin I· 
Mr. WEBSTER. The program could begin just as soon as the Archivist 

has been satisfied by the oversight committees to whom he reports that 
the program is satisfactory. We are prepared to proceel;l with it. 

There are all kinds of reasons why I would like to see the destruc­
tion plan ~o forward, both from the standpoint of records manage­
ment and from the standpoint of finally getting rid of these things 
that have caused so much grief with their indiscriminate disclosure in 
the public. There is the appar,ent inability to differentiate between 
current news and l),ncient history. 

So, I would like to see them frO. Much of it we keep trying to find a 
way to put aside and use our index on current criminal investigations, 
but it does present a management problem for us. 
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Historians, I suppose, like all the :rest of us who tend to be string 
savers, do not want anything to go; but the Archivist is the Nation's 
historian. If he app'roves the plan, then it seems to me we ought to be 
allowed to go forward with it. He is waiting on some indication that 
his congressional oversight committees approve the plan. ',' 

Mr. PREYER. In connection with your records destruction program, 
1 served on the Select Committee on Assassinations and have been in-
terested in the files and records in the Kennedy assassination. . 

As I recall that, a hold was placed on the destruction of those files 
both in Washington and in the various field offices, like Miami, New 
Orleans, and Dallas. 

Mr. WEBSTER. That is correct, Mr. Ohairman. 
MI'. PREYER. Is that the current status of those records~ Is that 

hold in effect ~ 
Mr. WEBSTER. That is correct. As a matter of fact, except for some 

very insignificate useless records from ancient days, we have not de­
stroyed anything pending the action of the Archivist. It is my under­
standing that our destruction plan contemplates several hold orders 
i~ the .event of. any type of investi~ati(;>n which is go~ng to be of b~'o~d 
hIstorIC or natIOnal mterest or whIch IS apt to prOVIde a useful tIe-Ill 
to a current investigation where we need the'background information. 

Mr. PREYER. I am glad to hear that inasmuch- as your current records 
destruction policy involves or envisages destroying records over 5 
years old. That is, those held in field offices. I wonder what would be 
t.he situation on the Kennedy records, for example, in the next 2 years ~ 

Mr. WEBSTER. As far as I can determine, I anticipate that that com­
mittee will file a report that would require further study on the part of 
at least tJhe FBI and maybe other investigative agencies. There would 
be no immediate action to destroy those records. They would be part 
of an ongoing evaluation. 

Mr. PREYER. As far as you know none have been destroyed at this 
time~ 

Mr. WEBSTER. That is correct. 
When I said no records h& ve been destroyed, I think for the record 

I have to be clear that we are talking about records. I do understand 
that some files were destroyed in the Bureau which were not part of 
the record system but were part of the "do not file" file approach some 
years ago. These became the subject of an internal inquiry. I am not 
talking about those. I do not know enough about those. 

They were not a part of the records. They were materials that were 
kept around. We do not have that sort of thinfr anymore,. Everything 
has a file. It either froes in the file or goes in the wastebasket. We do 
not have "do not file" files anymore. 

Mr. PREYER. That is a very healthy improvement, I must say. 
Let me ask a few questions to clear up areas that we have gone into 

earlier. 
You mentioned to Mr. Kindness that you were not making the cost 

argument to rebut the Freedom of Information Act statutory require­
Iments. Yet, it does seem to me implicit in much of what we have been 
sayina here about allocation of resources and priorities that we in­
evitably are making the cost ar~umell!. 

How much money do you estImate It would take to reduce your 4· to 
6-month backlog to comply with the present statutory time limit~ 

75-227 0 - 81 - 3 
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Mr. WEBSTER. There are two aspects of that question, Mr. Chairman. 
One is what would it'take to reduce QUI' ,backlog, and then the next part 
'Of that woulq be what WQuld it take nQt tQ develop a new backlog, 
given no increase in numbers of requests. 

I am not sure that I am prepared to give you thQse figures. If I may, 
I will file a supplement fQr the record with our best estimates 'On bQth 
thQse questiQns. 

Mr. PREYER. I wish yQU WQuld. 
'WithQut O'bjectiQn, the informatiQn referred to will be inserted intQ 

the recQrd. 
Al'Ong the lines of Mr. Kindness' questiQns and Mr. Drinan's ques­

tiQns, yQU have tQld us that the percentage of the FBI budget spent 
'On handling FOIA requests was abQut 1 percent. Can yQU alsQ give 
us what percentage is spent on 'Other public infQrmatiQn activities ~ 
Mr. Drinan mentiQned public tours and the facilities and SQ :forth. 

Mr. WEBSTER. Yes, we will be glad tQ do that. 
F'Or 1978, the percent 'Of 'Our tQtal budget fQr FOIA was 1.34 percent. 

FQr unifQrm crime reporting, it was 0.23 percent. That is a law enf'Orce­
ment functiQn. I dQ nQt kn'Ow that it is apprQpriate tQ CQmpare it with 
the FreedQm 'Of InformatiQn, hut anyway it is 1.34 percent cQmpared 
tQ 0.23 percent. 

Our Public Affairs Office is 0.33 percent for 1978 c'Ompared with 
1.34 percent fQr FOIA. 

Our c'Orresp'Ondence and tQurs is 0.39 percent. Again, I dQ not know 
that is a prQper comparison because ,c'OrresPQndence includes resPQnd­
ing tQ public inquiries. I do nQt knQw what part 'Of that is brQken out 
as 'being the tour and what part is cQrresp'Ondence. W" e dQ nQt initiate 
the c'Orresp'Ondence. That is in reSPQnse tQ public inquiries. 

SQ, I nQW' jump tQ 1979. The FOIA figure drops to 1.05 percent. 
The unifQrm crime repQrting remains the same at 0.23 percent. 
Public Affairs is 0.35 percent. CQrresPQndence and tQurs drops tQ 0.36 
percent. ' 

Our budget request fQr 1980 shQWS a slight increase in FOIA to 
1.08 percent, and a slight increase fQr uniform crime repQrting from 
0.23 percent tQ 0.24 percent. There is a slight increase in public affairs 
frQm 0.35 percent tQ 0.36 percent. CQrresPQndence and tours gQes from 
0.36 percent tQ 0.37 percent 'Of QUI' tQtal budget. 

Mr. PREYER. Thank yQU very much. If yQU CQuld give us your best 
estimate' 'On what it would CQst t'O bring this backlQg up tQ'date, we 
WQuld appreciate it. 

In cQnnection with the budget, yQU mentiQned SQme 309, I think it 
was, PQsitiQns in VQur freedQm 'Of infQrmatiQn situatiQn. How many 
'Of th'Ose are clerical and hQW many are agents ~ 

Mr. WEBSTER. AbQut 30 'Of thQse are agents. 
Mr. PRE!ER. I, think the qeneral AccQunti~g Office, when they 

made the repQrt tQ us last Api'll, recommended lllcreaRed use 'Of para­
legals and trained clerks in place 'Of the FBI agents. Have yQU fQund 
that this is feasible and wQrkable ~ 

Mr. WEBSTER, First, Mr. Chairman, let me sav that, it is 35 rather 
than 30 agents in that grQUp. Let me CQrrect myseif. 

We are running pilQt tests nQW fQr special analysts. We are training 
them. I dQ nQt know that that will result in a significant mQnetary 
savings because 'Of the skills involved. I am mQre cQncerned about free-
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jng'special agents tQ dQ investigative wQrk than I am the actual CQst 
differential here. . ' 

HQwever we are trying it. I dQ nQt want them to get tQQ far a way 
frQm leO'al 'backO'rQund and experience because it is.a narr'Ow path 
Between "'the criminal penalties for failing tQ disclQse and the criminal 
penalties for disclQsing tQQ much. ' 

Mr. PREYER. I hQpe that that WQuld be a way tQ free up more agents. 
Shifting tQ anQther area nQW, yQU menti'One~ very e~rlJ:' in yQur 

testimQny the results 'Of an FBI task fQrce WhICh yQU mdlcate was 
able tQ identify, in SQme cases, the identity 'Of infQrmants thrQugh a 
review of FoiA dQcuments. I think yQU said yQU had a war game. 
That is a very disturbing thQught. Intelligent peQple might be able 
tQ identify the prQcess 'Or establish a prQce$s by which infQrmants 
CQuld be identified. 

CQuld yQU give us any additiQnal detaIls on that study.~ 
Mr. VVEBSTER. I can,'but what I prefer to 'Offer instead is to perllaps 

invite members 'Of the cQmmittee 'Or their staffs tQ come dQwn tQ the 
Bureau and have a demQnstratiQn, a visual demQnstratiQn, which 
WQuld take about 50 minutes 'Or an hQur with thQse particular dQcu­
ments. "\V' e can shQW how it was dQne. 

I have tQ say this. That fQrmed the, basis £'01' QUI' taking a tQugher 
view 'On what we had tQ disclQse. The Justice Department appr'Oved 
a tightening up 'Of what, we had tQ disclQse in terms 'Of infQrmant 
infQrmatiQn. , 

We have nQt run similar games since we put thQse changes intQ 
effect just a shQrt while agQ. We will, 'Of CQurse, analyze whether 
thQse PQsitiQns which we believe are legally sustainable have gotten 
us over the majQr difficulties with analysis. But I still. have CQncern 
that the prQblem is still there. It dQes, however, relate tQ prQcedures 
which IUtve been mQdified tQ CQrrect the I?rQblem as a l·esult. SQ, we 
WQuld like yQU to see bQth, if the commIttee is interested in dQing 
that. 

Mr. PREYER. Thank you. I appreciate that. I think that is an ex­
cellent thQught. This is an impQrtant aren .. The CQmmittee WQuld like 
to take advantage 'Of a full review 'Of that study. That WQuld be very 
helpful. We will be in tQuch with yQU 'On that. 

Let me ask yQU abQut 'One 'Other area. There have been a number of 
questiQns. Mr. ErlenbQrn asked yQU a questiQn abQut the judge, for 
example, whQ refused tQgive any infQrmatiQn 'On a. background 
check. DQn't yQU think the judge was rather 'Overrating on tlu~t ~ Are 
nQt 'Our laws pretty clear that there is nQ real pr'Oblem in that 
situatiQn ~ , 

Mr. WEBSTER. I am nQt SQ certain 'Of that, Mr. Chairman. If the 
judge 'Or whoever is supplying the infQrmatiQn states that a certain 
time this fellQw did 'Or did nQt dQ s'Omething, and describes an in­
cident 'Or a CQurse 'Of cQnduct, and if the law dQes nQt clearly exclude 
that material frQm reCQvery by the requester-and I am nQt cQnvinceq 
that it dQes-then the persQn giving the infQrmatiQn can say "If I, 
am the 'Only person who knew that 'Or if I am the 'Only one 'Of tWQ or 
three whQ knew that," then it WQuid nQt take tQQ much imaginatiQn 
from the PQint 'Of view 'Of the requester to figure 'Out whQ it was that 
supplied that infQrmation. 

-"-' ~ '-.--~---,.-~.'---. ' 

\ 



• 

32 

M~. PRE~R. Anything we CiUl do by way of tightening that up 1 
cer~alllly tlunk we should do. I Suppose we can hardly draft a law ill 
whICh you could think of some extreme case in which someone's 
hand would ~e tipped. off. It is certainly the strong intent of the law 
that sort of mformatIOJ,1, as Mr. Erlenborn pointed out would be 
entirely confidential. ' 
. Do yOl~ instruct ?r provide your special agents with any sort of 
IllfOr~latIOn regardlllg the Freedom of Information Act so that they 
can dIspel some of the misunderstandings about it? You cited the 
example of the southwestem city key intelligence people who refused 
t? let FBI agents meet them because they were afraid of the situa­
tIon. There should not be-we ought to dIspel that sort of thinO' and 
those sorts of rumors; right ~ Eo 

Mr. "y"EBST!ill' ~ ag~'ee with ,You. I am not sure that we are doing all 
we can III tIus chrectIOn. I wIll go back and have another look at it. 

1V'hen I am out in the field. I try to impress on the people in the 
field that. we are operating under a law that we must support and do 
t.he best we can so that no victim is killed as a result of disc.losure under 
'!freedom of Informati<.m Act. '.rhat is not. a very comforting thing. It 
IS not a very salable pomt, but we have ~old the agents the importance 
of ~levelol~lllg the program and not ,g'Olng back to the. old system of 
taxIcab drIvers and saloon keepers. "Te have told them the importance 
of l'e.building our badly debilitated informant system. 

"" e are working with them to train t.hem in 'techniques to do this. 
As far as people like the Federal judges are concerned, I am not cer­

ta;in that we have given any specific instructions to the agents, but I 
WIll make sure that the areas of protection afforded by the act are made 
clear to the people such as the Federal judges and' that they under­
stand what kind of protections are available and given an opportunity 
to assert them. 

I think. they have a process where there is a waiver that they are 
asked to SIgn. but that is for full disclosure. It is the limited disclosure 
that they are most concerned about. 

Mr. PREYER. I would like to ask that you provide for the record 
any memorandums 01' statements that the Bureau provides for special 
agents. 

Mr: DRINAN. Director, I take it you are. speaking on your own this 
mormng and not for the Department of .Tustice because Deputy At­
torney General Peter Fla.hel'ty said this a few months ago: 

We wnn~ to make it clear that: we do not agree with those who suggest thnt 
we are bemg forced to release information whieh is damaging to the law en­
forcement process. By and large the present exemption is brond enough to 
enable us to protect thnt information which we must protect. 

Is that still t.he, nosition of t.he Del)a.rtment of .Tustice ~ 
Mr. ,\TEBSTEH. I don't think so. I am speaking on my own. 
Mr. DRINAN. 1Vas your statement cleared by t.he Attorney General ~ 
Mr. 'VEllR'rER. YeH; it was. . . 
I am sp~aking on my own. It was eleared. The. statement. that you 

are referrmg to by the then Deputy Attorney Gpnel'a.I Flahpl'ty ·wa..c; 
not. It few months a~o. It. was a few ypars ago. Hp was operating on 
a dliff'rent. base of factR. 1Ve. know It (!'l'pat deal more about. that than 
l\fr. Flaherty knew at that time. 1Ve- know more now than he knew 
then. 
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Mr. DRINAN. One of the things that you complain about is the slow 
process by which you people go to court in defense of excisions made. 
From past information I know that the rate of litigation is very high. 
Why are so many denials ma.de a.nd what is the rate of reversal in the 
courts~ 

Mr. 1VEBSTER. I am not sure about the rate of reversal in the 
courts--

Mr. DRINAN. Two years ago I asked that identical question and I 
got the identical answer. ")Ve do not know the rate of reversals." How 
can we make any honest or fair assessment when I cannot find out a 
very key question ~ If you people are denying too much and if you 
are losin~ regularly in the courts, then that is obviously maladminis­
t.ration. AU I can say is what I said 2 years ago-would you please 
furnish that infol'll1ation ~ It was not furnished then. Maybe you have 
it now. 

Mr. WEBSTER. You interrupted me and that is your privilege. But, 
what I was about to say is that I don't know the precise answer in 
terms of plaintiff versus Department of Justice, and I don't know 
that it is possible for us to give it to you. I will certainly try. 

There have been about 50 percent modification of appeals. I can 
show the number of appeals, I believe. The modification does not really 
tell us anything because a word or a comma is considered to be tt modI-
fication, Congressman Drinan. ' . 

I have a period here from July 14, 1978, to February 15, 1979. That 
js roughly a 6-month period. Two hundred and ninety administrative 
appe<l.l detel'miu3,tions were reviewed and categ:orized as follows: 43.4 
percent were modified, 54.4 percent were a.ffirmect. 

That is 408 cases, appeal determinations. I think we could reason­
n.bly compare that with the 18,000 requests that we get per year. If 
it all came in a calendar period, then divide that by two. So you are 
talking roughly about 9,000 reques-ts with 290 appeals, 43 percent of 
which were modified and 54 percent affirmed. 

Mr. DRINAN. Is that a high rate of reversal ~ Is 43 percent flo high 
rate ~ It seems high to me. 

Mr. WEBSTER. It is only l~igh if we know what they did. They are 
not reversed. They are modIfied. A comma, or a sentence, or ~ word, 
forms a modificatIon. 

I think you would have to study the cases and analyze them to see 
what kind of adjustments there were. It is modification. It is not a 
reversal. I cannot say without seeing those cases whether tha'/; is high 
or not. I will say this. Mr. Shea, who is in chal'ge of the Appeal Sec­
t.ion in the Department, says that the Bureau is as good or better than 
any other component of the Department of Justice and we have by far 
the biggest job to do here. 

Mr. DRINAN .. I thank you. 
I have one last point. The 42 people who are informants in domestic 

security cases and that is down, as you said, from seve.ral thousand­
have you noticed that the FOIA has inhibited any of these 42 from 
telling you things that you should know ~ , 

Mr. WEBSTER. '''en, it is not 42 anymore. I prefer not to give that 
number in public. It is not 42 anymore. It is significantly less than 
that. 

Just the fact that we have significantly fewer does not tell us specifi­
cally that the ForA is l'es1?onsible for that. 1Ye could have closed a 
domestic security investigatIOn and lost informants in the process . 
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It is one of the factors. It is one of the important factors. It is 
also-I would have to say that it gets into the overall question of 
whether you 'yan~ us to have adequate information coming from 
terrorist orgalllzabons. 

We had the Mobil Oil Building in upstate New York bombed last 
night by a Puerto Rican terrorist organization. There was no advance 
infol'mationavailable to us. 

I have never su]?ported putting people in place to investigate first 
amendment orgalllzations just to find out what they are saying or 
doing. I think my record is clear on that. 

That makes it all the more important that when we have bona fide 
terrorist organizations working in this country, we have a few sources 
of information where we can legitimately use informants that we 
do nothing to hamper the flow of that information. I approach it more 
from that point of view than being able to say that it is attributable to 
the' Freedom of Information Act versus three or four other different 
things. 

Mr. DRINAN. Do you expect to ask for a supplemental appropria­
tion so you cun carry out your duties under the law and fulfill all 
requests under the FOIA ~ 

Mr. 'VEBSTER. I have not been authorized to make that statement. 
Mr. DRINAN. Thank you very much. 
Mr. PREYER. Mr. ,,\Veiss~ 
Mr. 'VEISS. Thank you, Mr. Ohairmnn. 
Let me ask a question of the Chair, if I may. Would it be appro­

priate to submit questions to the Director in writing and ask for the 
response back to the subcommittee and to the Chair ~ I would like to 
submit some additional questions, and I'm sure that Mr. Kostmayer 
would like to do so as well, since he never made it back from the House 
floor. 

Ml'. PREYER. Yes. Thrtt would be appropriate. I was going to ask 
Mr. 'Vebster if it would be appropriate if we would submit follow­
up questions which he could answer in writing with more statistical­
type answers. 
. J\fr. WEBSTER. I would be alad to do that. 

J\fr. PRE1."'ER. Without objection, the information referred to wil1 
h, inserted into the record. ' 

Mr. 'VEIRS. A litt.le while a.c!0 you said that to the Bureau's knowl­
edr"e no informant has he('n ki1led as a result of Freedom of Infor­
mat,ion Act. disrlosnr('s. On paae 6 of your testimony you stated that, 
to the agpney's knowledge, 110' inforn:unt had S!lft'el:ed phys.ical harm 
as a re,sult, of Freedom of Informabon or PrIVacy Act dIsclosures. 
Both of those statf'me~ts are accnrate j is that right ~ 

Mr. WEBSTIjR. That IS true. 
}'fr. 'VEISS. Ro, as of now, the danger that any informant mav or 

may ~ot be suh;ected to is mm.'.ly speculative and hypothetical. This 
{('ar IS not based. on actnal information that you or anyone else in 
the Burc>au has~ 
. }'fr. WEBSTER. If you are talking about physical harm, then that 
IS true. 

Mr. WEISS. That is what I am talking about. 
Mr. ,,\VEBSTER. I eannot aeld to what yon have said but I want to 

supplement that by saying that the drying up of info~ation 'and the 
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willingness of people to supply information is what concerns us. This 
is quite aside from the numhers of people. 

Mr. WEISS. Yes, let me follow up briefly on exactly that point. I 
think we have established our mutual concern for the saf~ty and 
security of informants, be it because.of.Freedom of InformatIOn 1\ct 
disclosures or beca.use of abuses WItlun the agency by any of Its 
personnel. ., . 

Given the large amount of nutIOnal publICIty that the alleged abl!ses 
within the aO'ency have received and compared to the lack, I ~lunk, 
of broad public information about the potential :for freedom of mfor­
mation dIsclosures, would you not say that there IS n;t least an equal 
likelihood that whatever drying up has taken place m the course of 
recent years has emanated from con~e~ of disclosures by FBI per~ 
sonnel as much as from disclosures WJth regard to the Freedom of 
Information Act ~ . 

Mr. WEBSTER. I cannot agree with you there. I base !Uost .of my 
information on thf' reports f~'om the field and. the rela~Ionslups be­
tween the informants and theIr operators. The mformatIOn that they 
report back to me is 99 percent freedom of information and 1 percent 
the other. '. 

Mr. WEISS. In the information that you have agreed to suhlTIlt to 
us indicating this drying-up process I will you list, on a p'ercsntage or 
numerical basis, the instances in which you have been told of inform­
.ants who have indicated to a field office that, because of the Freedom 
of Information Act p,l'ovisions, they will not continue to inform ~ 

Mr. 'VEBSTER. I WIll be glad to. I will have to poll the field for that 
information because in our previous polls we were trying to track 
the Freedom of Information Act is connection with the audit by the 
GAO. 

Mr WEISS. Yes. I wonder if, in the course of any kind of followup 
or sU;'vey that you take, you would also t~'ack the a.reas, loca~es, cities, 
and districts where there have been publIc allegatIOns of mIsconduct 
and abuse related to the disclosure or sale of information on the part 
of FBI personnel. 

Mr. WEBS'fER. Yes. If I understand that question, I will be glad 
to do that. They are so minimal that there shonld not be any difficulty. 

Mr. 'VEISS. i have information that I would be glad to supply to 
you, although I imagine you have seen it since your Office of Profes­
sional Responsibility has been given this information. There have 
been public allegaHons in six or seven major cities across the country 
und it seems to me that, in order to get an objective reading of the 
problem, not just for our benefit but for your own as well, you would 
want to know'the impact of these broad ailegations that it is not safe to 
give information to the FlU !because there is somebody inside who 
may be in the pay of the mob. . 

},fr. 'VEBSTER. I would not w:tnt to let that statement go without my 
saying this. In my many visits to the field and in our in-depth discus­
sions of this problem, that has neve.r been indicated to me as being of 
tlny significance. 

I think you have a right to know whatever we know about it. We 'wi1l 
develop that for you. 

There llave been so few instances, given the number of special agents 
and the long years of the Bureau, that I cannot believe that thnt has 
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become at all a factoI'. I still believe that the FBI is the one institution 
in which informants haye the greatest confidence. 
. Mr. 'VEISS. 'rhat may ~e so. All that I am in,terested h~ finding out 
IS to what extent these :dIsclosures and allegatIOns have Impaoted on 
t hat record. 

Let me ask you this . .You ~eferr~d in the course of. Y0l'!r testimony 
to the fact that the problems 111 fillIng out and supplymO' mformation 
a~d providing for disclosure.s not originapy intended busually COme 
'n.bont because of human error m the agency Itself. 

Mr. 'VEBS'l'ER. Not usually. That was another risk I said which 
occurred. 

Mr. "rEISS. All right. 
1Vhat kind of training program do you have for the people who 

search out tI.l~ requests .and exercis~ tI~e information which they think 
n~ay be seI,lsIhve or wh~ch com~ .wltlun the exemptions? Do you pro­
vIde any Innd of formalIze.d trammg for those people? 

Mr. 1VEBSTER. Yes. I wIll supplement that III cletail for the record 
Mr. 'VEISS. I would appreciate that. . 

. Mr. P~EYF..R. ·WIthout objection, the information referred to will be 
lllserted mto the record. 

Mr. 'V~ISS. Finally, Mr. Chairman, let me say this. The Director 
has mentIOned on a. number of occasions in hIS testimony and in 
~peeches elsewhere, hIS thought that if we had a Tiloratorium-' whether 
It be 10 years or ~ yea;rs-we might reduce the workload. 

My unde:standmg IS that tl~ere have, been two things stlO'gested. 
90rrect ~le If I am wrong. One IS a lO-year moratorium insurfug that. 
mformatIOn w?ul~ not b~ available until 10 years had passed. The 
second suggestIon IS that mformation would be destroyed at the end 
of 5 years. 

If. in fact, that i.s .accurate, do you not find yourself in the impossi­
ble '~cat~h-22" pOSItIOn that by the time it is possible to make that 
npp~IcatIOn, at the end of the 10-year moratorium a requester would 
be .Q'Iven rthe answer that. the infoi'mation was dest~oyed 5 years ago? 
r; Mr. "EBSTER. Yes. I can see the argument for a "catch-22." The 
.I-year ~gure relates to field records. I would say that there is not 
nmc!l dOl!bt. ,that almost every material record that is in the field is 
retamed 'at h~adquarters. There are some routing-slip-type materials 
that you ;~nd III the field. Maybe about a third more paper in the fip,ld 
on a, par.tlcular case than we have at headquarters but it is not of 
consequence. ~t is the nonmaterial part of the reco:L'd that does not 
('ome to Wasllln~ton. 

Mr. ,,,rEISS. The chai~man would recollect this better than I, but I 
see~ to. recnll that durmg the course of the recent assassination in" 
'TesbgatIOn there was sOme information which should have been at the 
'c(mtr~~l office that, in fact, had been misfiled in some field office. Is 
thAt rIght ~ 

Mr. WEBSTER. It ~as filed properlv but it was not filed in enough 
nl~ces. It was filed m tl~e informant's file but it was not put into the 
Temg murder me where It should have bC'en. I do not think that would 
~lave been affected one way or another by the subjects that we are talk­
mgabout. 

! d~ not mean to create any kind of "catch-22" situation. You have 
to d<'clde how mllch time historians or others have in which to plow 
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through investigative files. There has to be that gap opportunity, 
obviously. ·We don't want to destroy them before someone has a chance 
to look at them. All I want to do is put a reasonable amount of age on 
t,hem. 

J\fr.vVEIsS. vVould you think that, perhaps as an alternative to the 
broad extension of time or the moratorium to reduce the workload, 
some effort to create categories based on the numbers of pages re­
quested might be a constructive approach? Let's say you had an ap­
plication which would require the review of some 3,000 pages. You 
('ould have triple the amount of time that you would normally have 
1'0 be able to go throu2:h that. 

Mr. WEBSTER. We are talking about two things at t!le ~:am~ time. 
That would certainly help the workload aspect, that IS, "he Impact 
on the workload. 

The moratorium was not intended to help the workload. The mora­
torium was intended to give greater assurance of confidentialitJ: to 
informants. That was the only purpose for advancmg that suggestI<?n. 

But the suggestion you have would certainly o.ffer some. potentIal 
for helping us on the workload, at least to get the lIttle questIons f~om 
t.he J olm Q. Citizen who wanted a quick answer and keep the pIpes' 
fiowinO' in his direction. Then you would have to tell the requester 
with the big project to wait awhile. 

Mr. WEISS. Thank you very much. . 
Mr. PREYER. Thank you very much, Mr. 'Vmss. . 
As for your suggestion of. the moratorium. I am not q~Ite clear 

whether that is your suggestIOn or the Department snggestIOn. 
Mr. 'VEBSTER.· Mr. Chairman, that is entirely my suggestion ad­

vanced at an early date. I still think it has merit for consideration. 
There may be al~e'rnative~ to ~t like.tighten.ing the cla~se~ that permit 
ns to withhold mformatIOn In whIch an mformant IS mvolved, for 
example. These would be equally effective, maybe, fur the goal that 
I seek. . 

It is purely my suggestion. As you can tell, it is not f~rmah~ed. I 
Raid that 10 years was not a magic number. There was no mtentIOn to 
keep all information foreyer from the. public domain. 

Mr. PREYER. Just so I understand it, you are not proposing other 
alternatives ~ . . 

Mr. WEBSTER. If there is a better idea around, I am lookmg for It. 
The j oint task force is exploring phis. . . . 

Mr. PREYER. I think the testimony today has mdlCated one p~mt 
and that is that there is some misunderstanding in the field concermng 
just what the requirements of the Freedom .of. Information Act and 
the Privacy Act are. I was pleased at yonI' wllh!'gness to make efforts 
to clarify what the aets actually say and do. I wIll look forward to the 
next fe,,, months t'o see what kind of progress we have been able to 
make on that. . . 

If we can gf:\t the acts clear in everyone's miJ;ds regardmg what IS 
really required and what is 110t reqnired, t.hen It seems to me we can 
get at the real problems underI~eath and solve them bett~r. without 
being distracted by rumors of tIus, that, and the other, or mlsI~terpre-
tations of the acts. , .. 
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This is an important area. I appreciate your calling it to our atten­
tion. We certainly will be continuing to look into these questions. I 
hope that we might be able to ask you to visit with us again and testify 
let's say, during the latter part of this year. ' 

Mr. WEBSTER. I would be delighted to. 
Mr. PREYER. We will have a few more concrete thoughts about it 

at that time. 
Mr. WEBSTER. Thank you. 
Mr. PREYER. We appreciate your being here and your straightfor­

ward testimony. It has been very helpful. 
The subcommittee stands adJourned. 
[Whereupon, at 12 :30 p.m., the subcommittee adjourned, to recon­

vene subject to the call of the Chair.] 
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.ApPENDIX 1.-LBT'l'fm FRO1\-! HONORABLE PETER H. l{OSTMAYER TO 
CHAIRl\fAN RH'HAHDSON PUEYER, SUHC01\[~[l'lvl'l~E ON GOVERNl\IEN'l' 
INFORl\UTIOX AND INDIVIDUAL RWHTS DA'l'ED MARCH 26,1979 
PETER H. KOSTMAYER 

8TH DIIT"tCT. PQl .... Yl.YANIA 
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~ongrt~~ of tbt Wnittb 6tatt~ 
~ouse of l\epresentatibes 

Uiagb{ltgtolt. ~.€. 20515 

March 26, 1979 

Dear Mr. Chairman: 

As you may recall, I was unable to attend the 
hearing of the Subcommittee on February 28, 
1979 at which FBI Director William Webster 
testified on FBI compliance with the Freedom 
of Information Act because of a simUltaneous 
meeting of the Democratic Caucus. I had 
spoken to you of my interest in expanding 
the scope of the February 28th hearing by 
raising a peripheral issue -- the Bureau's 
policy regarding oversight of the domestic 
intelligence program and the use of informers. 
I wrote Director Webster on February 27th 
concerning my interest in raising this issue 
at the hearing . 

It's my understanding that unanimous consent 
was g'iven at the hearing for members to submit 
additional questions to Director Webster, and 
I would like to avail myself of the opportunity 
of doing so. I request that this letter to you 
and the accompanying documents be made a part 
of the official record for the February 28th 
hearing, as well as the responses of Director 
Webster to my questions which follow. 
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In June 1974 the Chairman of the House Judiciary 
Committee requested the General Accounting Office 
to review operations of the FBI on a continuous 
basis. This was requested so that the GAO could 
assist the JUdiciary Committee in its legislative 
oversight responsibilities over the Department 
of Justice and provide the Committee with informa­
tion on the efficiency, effectiveness, and economy 
of FBI operations. The chairmen of the Judiciary 
Committee specifically requested that the GAO first 
review the FBI's domestic intelligence operations. 

The GAO review of domestic intelligence operations 
was undertaken in response to allegations of abuse 
by the FBI in its conduct of domestic intelligence 

. operations. "Domestic intelligence" applies generally 
to the FBI's efforts to detect and gather informa­
tion on individuals within the United states who 
allegedly attempt to overthrow the government or 
deprive others of their civil liberties or rights. 
At the time the GAO review was ordered, it was 
contended by many that the FBI was indiscriminate 
in initiating and overzealous in carrying out 
domestic intelligence operations. Since domestic 
intelligence investigative techniques include the 
use of informants, mail covers and electronic 
surveillance there are obvious civil liberty issues 
at. stake. 

GAO began its review by exam~n~ng recently active 
domestic intelligence cases totaling 898 in number. 
These were investigated in calendar year 1974 at 
10 of the 59 FBI field offices. The GAO reported 
back to the Congress in a report dated February 24, 
1976 entitled, "FBI Domestic Intelligence Operations 
Their Purpose and Scope: Issues That Need to be 
Resolved." 
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One thorny problem for the GAO was its ability 
to verify the accuracy and completeness of 
information provided by the FBI without com­
promising on-going investigations and sensitive 
information (such as the names of informants) 
in the files. The GAO stated in its report that 
it was perfectly willing to allow certain in­
formation in those files such as the names of 
informants to be protected. Therefore, in lieu 
of reviewing raw investigative files, the GAO 
agreed with the FBI director to let FBI special 
agents prepare summaries of the information in 
each case selected, provided the GAO could randomly 
verify the accuracy and completeness of the summaries 
against information in the corresponding raw files. 
The GAO devised a format which included the process 
of randomly selecting certain documents from the 
FBI case files and comparing them to the summaries 
provided by the agents through interviews. The 
GAO submitted this proposal for verifying the 
summaries to the FBI on February 4, 1975. However, 
the attorney general and the FBI director rejected 
the GAO's verification proposal because it would 
allow the GAO to see raw investigative files. 

The chairman of the House Judiciary committee in 
a protracted exchange of correspondence with the 
attorney general supported the position of the GAO. 
The chairman cited voluminous legislative authority 
granting the GAO the right to "assist committees 
to develop statements of legislative objectives 
and goals and methods to assess and report actual 
program performance in relation to such objectives 
and goals." (Section 1154 (b), Title 31 U.S. Code). 
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The GAO and the JUdiciary Committee also cited 
Title 31, U.S.C. 53, Section 312 of the Budget 
and Accounting Act, 192,1, which provides that 
the comptroller general investigate all matters 
relating to the receipt, disbursement, and 
application of public funds and that he or she 
make investigations and reports as ordered by 
either House of Congress or by congressional 
appropriation committees. Furthermore, 31 U.S.C. 
54, Section 313 of the 1921 Act says that the 
comptroller general shall have access to and 
the right to examine all the books, documents, 
papers, and records of all departments and 
agencies and that they shall furnish to him the 
information he requires regarding the powers, 
duties, activities, organization, financial 
transaction, and methods of business of their 
respective offices. 

The chairman of the JUdiciary Committee stated 
that the GAO had both the need for and the authority 
to independently verify information in FBI files. 
Chairman Rodino also noted that the essence of 
legislative oversight is lost if the agency being 
investigated makes its own investigation to the 
exclusion of an independent body. 

Nevertheless, the FBI and the Justice Department 
have continually resisted the GAO's authority and 
cited: (1) the government's need to avoid disclosure 
to prospective defendants of information in their 
cases; (2) the need to protect its informants; 
(3) the need to prevent the release of unevaluated 
and unverified data; (4) the belief that the GAO's 
charter does not include the power to allow GAO 
personnel to examine investigative files. 
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In further correspondence the GAO and the 
Judiciary Committee objected to the Depart­
ment of Jus.tice's position on this matter 
but the issue was left unresolved at the 
time the GAO published their report in 
February 1976. The GAO report has a whole 
section on the problem of verification and 
the dispute between the FBI and the GAO on 
the issue. 

The FBI is justifiably sensitive about re­
leasing to any outside source information 
about its informant network. The FBI claims 
that its informant network is an essential 
part of its domestic intelligence operation. 
The Bureau will not provide information of 
the number and payments to informants used 
by ~ield offices and the number of payments 
t~ ~nformants targeted against each organiza­
t~on or group. The GAO in its report stated 
that because of this it could not determine 
and evaluate the efficiency of the FBI in­
formant coverage in terms of number and quality 
the contribution informants make toward in- ' 
vestigative accomplishments, and the FBI's 
effic~ency an~ effectiveness in developing, 
manag~ng, pay~ng, and targeting informants. 

~he issue.of.infor~ants is particularly important 
~n domest~c ~ntell~gence oversight since in­
formants are the most common source of informa­
~io~ ~esulting in initiating investigations of 
~nd~v~duals. GAO found that informants were 
the initiating force in launching 48 percent 
of the 898 cases they examined. 
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The battle between the GAO and the Congress 
and the FBI and Justice Department on the issue 
of access to files persists to this day. I am 
attaching a letter from the comptroller general 
to the Chairman of the Subcommittee on Civil and 
Constitutional Rights of the House Judiciary 
Committee, Don Edwards, stating that the FBI 
had refused the most recent methodology proposal 
of the GAO for revievling the FBI's informant 
program. 

Since the Government Operations Committee will 
be taking up legislation later this year on 
granting the GAO subpoena power to conduct its 
investigations, and since I understand that you 
will be testifying before Chairman Brooks on 
behalf of our Subcommittee on this issue, I 
believe it would be useful to explore this issue 
with Director Webster at this time. I suggest 
the following questions: 

1. Why will the FBI not permit the GAO to confirm 
its audit of the domestic intelligence program by 
randomingly verifying data in investigative files 
with the proviso -- as outlined in the GAO method­
ology -- that informants' identities could be 
withheld? 

2. What is the basis for the FBI's contention in 
their October 3, 1978 letter to Comptroller General 
Elmer B. Staats that such an audit by the General 
Accounting Office would heighten concern among 
informants about the FBI's ability to maintain 
their confidentiality? 

3. What legal authority does the FBI cite to bar 
GAO access to investigative records? 
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4. What alternative means are there for the 
Congress to effectively oversee the conduct 
of the FBI in its domestic intelligence 
operations? 

5. Does the director see any other way to 
guarantee public confidence in the activities 
of the FBI after the recent years' adverse 
pUblicity of allegedly illeg~l FBI activities 
than through oversight by Congress and the 
GAO? 

6. Is the ,FBI still negotiating with the GAO 
over an acceptable methodology or are the 
parties at an "impasse?" 

7. There is currently a bill before the 
Government Operations Committee to give GAO 
power to subpoena records from government 
agencies. Under GAO's existing access authority, 
would GAO in the FBI's opinion be able to sub­
poena records from the FBI if explicit subpoena 
power were provided? 

8. Does the director object to giving GAO 
subpoena authority for FBI records? 

9. Does the director agree with the GAO 
contention that without access to raw investiga­
tive files it cannot conduct a meaningful re­
view of some FBI operations, including informant 
operations? 
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Finally, Mr. Chairman, I might add that I 
believe there has been great improvement in 
the FBI's operations and image of late, as 
well as great improvement in the FBI's conduct 
of its domestic security and terrorism investiga­
tion. I note that in last year's House Judiciary 
report on the authorization for the Department 
of Justice (Report 95-1148, Parts 1 and 2) it 
was noted that the number of individuals and 
organizations under investigation in the 
domestic security and terrorism program had 
been reduced from a total of 626 in fiscal year 
1976 to the then current total of 73. During 
the same period the number of informants had 
been reduced from 645 to 42 and investigati' e 
matters from 27,402 to 8,306. The domestic 
intelligence program certainly seems to have 
been brought under control. 

Nevertheless, I do believe that the Congress 
should have the right through its investigative 
arm, the GAO, to audit the raw files for verifi­
cation, so long as precautions are made to protect 
informants' identities. The FBI has authorized 
expenditures of $1.2 million in the last year 
for the remaining 42 informants. This is nearly 
$30,000 per informant and certainly this seems 
worth auditing. 

• 
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Regardless of the financial aspects of the 
program, however, I think a basic issue of 
legislative authority is at st:ake in this 
matter. It is the elected legislature's 
right -- within reasonable limits -- to over-
see the functions of the executive. The ;FBI; 
should protect its informants, but Congress 
has the obligation to conduct e;t;fecti ve over.,.. 
sight. Certainly, there must be a way to 
achieve this without compromising sensitive 
information. I would hope, therefore, that 
the FBI and the GAO would continue to seek a 
compromise to develop a system for independent 
verification through access to files, If such 
a system cannot be negotiated, however, I would 
reluctantly recommend that the Government Opera­
tions Committee insure such independent verifica­
tion through appropriate legislation, 

~erel""'--
~ 

Hon. Richardson Preyer 
Chairman 
Committee on Government Operations 
Subcommittee on Government Information 

and Individual Rights 
B349 Rayburn HOB 
Washington, D.C. 20515 
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" ' '. ' .... ' . 

'DIll" 1Dethodology l~2S provided. to -tbe.Bureau 'in JUne 1978. ,Since 
then we have been trying "to ,work out an arrangement with -the 'FBI wbich 
'Would enable llS "to 'perlonn a J:leaningful :review. Unforttmately "lITe nave 
reaChed an iupasse and on ·October 3, J.978, (see ehclosure,.!I) the F.l3I\· 
DirectoI' :infonned us t.hat -"the.FBI colD a not al101~ us :to :revie\~.its ' 

" "'informant'program.' The J)heetor said he could ]lot -.alldl,r any -review 
" that would 'lend -the '.impression of ,"2l1J ,type, of access '1:0 :the .information 

in .informailt 'files. 'The .Director 'tOOK the »Osition'\ that -the ,Bureau 
'. lllUSt'protect:the canfidentiali1;y of, infonnarits t, 'id~titiescmd .::files to 

. .' -malnta.in,~edibility, l'lith ;;hose -persons 'l~nose assistance is vital;:o 'the 
. " ''FBI's inveStigative ::missim:t. ~l\'hile ow'.:revie\~ ,methodology :ru.a mot :.call:, ,~' , 
, ',' for access to ..infOI'ma!lts t .)'identities and :files,' it did, of necessit;)';, 

, ,-ca:;u: for -access "to c~ain infonna1jien iiI 1:hose'.files; -thus,::the basis, . _ " 
....for the :F.BIts,::reje~. ' , :' .. , .... 

:, ' ... : The Di~ctor did ~ress a oesire:to'be cooperative,.and',a. 'Wil:ling-
.. ness to ~tinue discuss;tons to arrive at a nuItually ac~eptable position • 

.Acc'ordingly, lie continued discussions but' it became apparent "that 'the 
,FBI would not agree 1:0 a GAO revieJ{ of any kind. Instead, the.FBI l~ould 
'prefer to' conduct its Olin study 6f th~ informant program. ::Bureau ofE-
cials-told us that .if a, stuay is conducted, its results liOuld most 'JJ.kely 

, be ~cU: available to US for revie\~. " , ' 

• 

n 

..... ..:;. 

••• 4. 
" 
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., We regret ou-r: inability to be more responsive. As can be seen we 
encountered more than our usual problems of access. If you should fmd 
tIle prospect of an internal FBI study acceptable, a direct expression 
of your mterest would be instrumental in gettmg a study unden~ay. 

Enclosures - ~ 

Smcerely yours, 

(Slm~ED~ ELMER B. STAATS 

Oomptroller General 
of the United States 

'I 
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. ENCLOSURE I 

OBJECTIVES AND METHODOLOGY FOR 
GAO nEVIlm OF .F'Bl INr'OEMANT 

pnOGH,'\~! 

(Request of HtlUs'e' S~bcommi ttee On ,. 
Civil and Constitutional Rights) 

1 .. To determine h~w informants are developed. 

:"-CAO,will inquire into the backgrQuQd and charac­

te;"istics of i~forman'ts, 'hoon: they, a~'e ,ident'ified 
' ., 

and selected, what information or service~ are 

e~pected of ~hem~.~he~r motivations (e.g .. mopey, 

egoti~m. fear), how they were determined to be 

l'eliable, ilOW ~bey could provide information and 

services that were not available through r,egular 

. enforcement techniques; what assessl1}ents are 

.'made of the potential benefits and risks.' 
' ..... : 

2. ' To d'etermine informant activities and contr')ls 

exercised. 

--GAO will inquire into what informants do and how 

they. do it, This will basically cover the type 

of irt~ormation gathered and the informants' 

sources and means of securing in;Eormation. , 

}-.egal'ding controls, GAO will inquire in to the 

specific, instructions provided to Infnnnants, 

frequency of c~ntacts, efforts made to insure 

.to" 

if 

!l 

i 
I", 

.. 
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1::-jCLOSURE 1 
ENCLOSU~ 1 

,conduct conforms ~ri legal and administrative 

requirements, and notifications of viola'tio~s' to 
. ',' 

appropriate authorities; 

3.. To ,determine What evaluations are made of the 

usefulness of informants: informatinn a~d iervice~. 

--GAO will inquire into such things as wht) evaluates , , 

',' 
. informant act.ivitie.s, the type and frequency of 

evaluati?ns. conclusions drawn on the value of 

informati~nor services, and other results of 

' ,eva ua lons. , .... I t ' GAO "';1'1 also. review stud;i.es, cO,n-

ducted by the Office of Inspections and Office 

of Pl~nning and Evaluation. 

',. 

4. To test the fiscal controls over the transf,:!r and 

, ~ustody 0f funds a~d the 'payments made ~o inf~rmants, 
--GAO ~vill examine t'he adherence to established pay-

. . . . .' .:' .,' . 
ment polici~s and procedures used to equate value 

of information received with the I:a~ment amount, 
.~. . .. ... 

'. 

GAO will also revie'w the work a~ready perfo~med 

by the'Depa:r:tment's Office of Mana.gement'and 

Finance in an attempt.to limit the scope Qf the 

GAO inquiry. 

Ii 
II 
I, 
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ENCLOSURE ,I ENCLOSURE I 

5" To determine informants' accnmplishments. 

--GAO' wili inquire'into the uses made' ~f informant~" 

information or services and verify specific accom-. . ..... '. '. . .. 
piishments such as arrests and merchandise ~'ecnvered. 

METHODOLOGY 

'To fiIlly evai:uate', FB:,r' s Informant 'Program, GAp would need 

'full and comple~e a,ccess to FBI ,il}formant and investigative; 
'. . . . . 

: files: Recogn~;i~g the se~sitivit~ of the informant area and 

,th~' exis~ing ~ay 21. 1976, ag~eement betwe~n Comptio~l •. 

, ',Gep.eral, Staats ~ndformer FBI Director Kelley, GAO ,proposes 

, ~he following review ~ethodology,; .', 

, Exclud~ng foreign counterintelligence, GAO will select 

a random samp'le of active informants and informants terminated 

,within the 'last year (size,' strat~, a~d 'field offices to, be 

'qetermined). For comparison purposes. GAO will also inquire 

'into'th~ scope'and'magnitude of undercover operations.' It is 

not anticipated' tha,t ',GAO will require access to informants I 

names. 

Short of full and complete ,access, GAO will base much 

of i1;s evaluation' on sp,ecific document's provided by the FBI 

and on interviews with special agents and their supervisors. ' , 
, , 

Documents to be providea include, quarterly and annual progress 

and evaluation reports on i~formants sampled, payment records, 

and re~ated serials from'investigative files. Also, GAO will 

. ). , 

, 

.. 
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ENCLOSURE I ENCLOSURE I 

be provided excised ,copies of ~erials in inform~ln~ .files when 

quarterly and annual progress ,reports do not contain informa­

tion necessary to satisfy ,,~h~ previous lis,ted rEr~,riew objectives 

and for verification purposes. ,Excisions, will g;enerally' be 

limited tq names' and any other specific da'ta relat~d to pro-
" , 

tecting the identities of the sources of information. GAO 

will be permitted to dis~uss the gene~al nature of any 

" , 
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, ~~ .~. "oj'?O 
Ui\"ITED ST .. \TES nF.:I'.\kTSJE~'i 'OF Jl:S' 'ree v 

FF:DEnAL lII:nEAl: OF IXVESTIGATIOX 

Honorable Elme~ B. Staats 
Comptroller General of the 
United states 
441 G Street, N. W. 
Washington, D. C. 20548 

Dear Hr. Sfaal:s: 

October 3, J.978 

. The FBI has' thordughly discussed ,~i th your . 
representatives the proposed General Accounting Office 
review of the FBI informant program on behalf of the United 
Statei House of Representatives Subcommittee on Civil and 
Constitutional Rights. Ny considered opinion is that the 
FBI cannot:: allow an'y informant review or aud it \.;hich \,ould 
lend the impression of any type of access to the information 
in informant files. 

The success I"/e have enjoyed in the operation of 
informants has been based primarily on the ability to 
maintain the confidentiality of informants' identities and 
files. Informants and other persons have expressed strong 
corlcern regarding the FBI's ability to main·tain their 
confidentiality. The publicity surrounding certain civil 
suits and the Freedom of Infqrmation Act have contributed to 
their concern \~hich \-Iould undoubtedly be heightened by 
kno"lledge of further proliferation of this sensitive data 
by a General Accounting Office revie,.,. The FBI must protect 
this confidential relationship to maintain credibility !-lith 
those persons whose assistance is vital to our investigative 
mission and this position is consistent with that taken in 
pending civil litigation. 

___ .. L~ __ 

.. 
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Mr. Elmer~. staats 
, , 

It is my earnest desire to be 'as cooperative and 
forthcoming as possible in assisting you in earring out your 
responsibilities. In this regard, we have had discussions 
\-I1'th Philip B. Heymann, .l\ssistant Attorney General of the 
Crimin-al Division in ,the Department of Justice, and ~le are 
continuing to explore possibilities short of full . 

... disclosure. Please. let me assur·e you of ·our 'willingness to, 
, ~ontinue discussions !-lith your representative in an effort 

to arrive at a mutu~lly acceptable position. 

.... \" 
.>' 

Since'rely yours, 

~~kt~ 
: l'lilliam H. l'1ebster 

Director , 

\ 
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ApPEXDIX ~.-SUPPLE~rENTAL ~iA'l'ERIAL SUmU'rl'ED TO 'rIm RECORD BY 
DIRECTOR 'VILLL\:\f H. 'VEBS'rIm, FEDERAL BlTREAU OF INVESTIGA'l'ION 

SUPPLEMENTS TO THE RECORD OF 
DIRECTOR WILLIAM H. WEBSTER'S TESTIMONY 

BEFORE THE HOUSE SUBCOMMITTEE ON 
GOVERNMENT INFORMATION AND INDIVIDUAL 

RIGHTS OF HOUSE COMMITTEE ON GOVERNMENT OPERATIONS 
February 28, 1979 

The following material is submitted in response 
to Director Webster'S offer to supplement his testimony 
with additional information. 
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Question: What is the portion of resources committed 

to Freedom of Information and Privacy Acts (FOIPA) matters 

as compared to all of FBI Headquarters resources? 

Answer: The great majority of our FOIPA processing and 

disclosure is performed at FBI Headquarters. The FOIPA 

Branch is staffed with 34 Special Agent supervisors and 

275 support employees. All of the Special Agents are 

lawyers. This commitment represents one-fourth of our 

entire Special Agent attorney strength in FBI Headquarters. 

There are ten more Special Agent attorneys in our Legal 

Counsel Division who are assigned FOIPA litigation matters. 

The nonagent employees entrusted with the disclosure 

analysis of our files are some of the Bureau's most competent 

and experienced nonagent employees. Many were reassigned 

from other Headquarters functions to the FOIPA Branch 

on the basis of their analytical abilities and other 

talents. Over one-third of the Bureau's GS-ll nonagent 

Headquarters employees and nearly 15 percent of our GS-9 

Headquarters employees are assigned to the FOIPA Branch. 

Financially, our 8.7 million dollar compliance 

cost for FY 1979 is over four percent of our estimated 

two hundred million dollar FY 1979 Headquarters expenditures. 

The FOIPA Branch has more employees than 51 

of the 59 FBI field offices. 

_ •• ____ ._~_,_~.,_~~. __ ~.~_. ___ •• ,. _____ ~c __ - •• ~ -- " 
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Question: What is the cost of responding to Freedom 

of Information-Privacy Acts (FOIPA) litigation in comparison 

with other FOIPA costs? 

Answer: In calendar year (CY) 1979, we spent $8,078,865 

on our FOIPA operational and disclosure program. Our 

FOIPA litigation costs for the same period were $546,516. 

Included in our FOIPA operational and disclosure costs 

were $442,000 in payments to the Department of Justice 

for FOIPA appeals and related legal services. 

Based on data collected during the third and 

fourth quarters of FY 1979, we estimate that $568,475 

represents that portion of research analyst salaries 

spent strictly on litigation related matters. 

.t. • 
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Question: What are the number of law suits filed by 

requesters who are "impatient" with the FBI? 

Answer: Although the Freedom of Information Act does 

not require a plaintiff to state a reason for filing 

suit, those who allege lack of "due diligence" on the 

part of the FBI may be considered as being impatient 

with the FBI's ability to respond to a request within 

the statutory period. We reviewed 115 pending and 123 

closed lawsuits, all selected at random. Thirty-four 

percent of the pending cases and twenty-four percent 

of the closed cases were litigated primarily on the basis 

of "due diligence." 

\ 
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Question: Explain how requesters can and do work together 

and pool information to identify S0urces. 

Answer: Groups of requesters seek the identity of Government 

sources by collecting and carefully comparing the information 

released to them by the FBI against information and records 

within their own knowledge and control. In addition, 

it can be anticipated that in many instances prison inmates, 

who make about 12 to 16 percent Qf our Freedom of Information 

Act requests, are doing so for the purpose of identifying 

informants. We know that in on~ instance an organized 

crime group made a concerted effort to identify sources 

through the Freedom of Information Act. It must also 

be recognized that hostile foreign governments, terrorist 

and organized crime groups not only have the motive to 

subject our releases to detailed analysis, but also have 

the resou:cces to finance such an examination by knowledgeable 

and skilled analysts. 

One particular group publishes advertisements 

seeking individuals willing to create a "Peoples' History" 

by making the group a repository for a copy of the,j,r 

individual Freedom of Information Act releases. The 

group advises its members to " ••• request the informer 

files pertaining to the area of your request" and follows 

by advising which of our classification numbers refer 

to informant files. 
, 

------------------~-~----.-"-"- ----

.; 
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Answer (continued) 

Groups seeking the identity of Government sources 

e~amine all available released FBI documents, comparing 

and charting the reported activities, times, places and 

personalities. Common items found in several files are 

carefully noted and compared to other information in 

the group's possession, such as organizational minutes 

or membership records. Documents showing FBI investigative 

interest at a specific time and place may then be tied 

to other facts within the group's knowledge and reveal 

considerably more than intended. Sometimes the assertion 

of the confidential s 'Irce exemption itself, particularly 

at critical junctures in an investigation, or with regard 

to critical activities or locations where those activities 

occurred, confirms for the requester the presence of 

informant data where not readily apparent before. While 

this may not actually pinpoint the source's identity, 

it does sharpen the requester's focus to an intolerably 

close degree. 

The FBI analyst may unknowingly assist the 

hostile analyst in responding to the requester. Seldom 

can an FBI employee learn the extent of a requester's 

knowledge of dates, places and events. The person most 

knowledgeable about what particular information may lead 

75-227 0 - 81 - 5 
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~ (continued) 

to a source's identity is, unfortunately for us, oftentimes 

the requester who is the subject of investigation. 

What appears to our analysts to be innocuous or harmless 

information may provide the group a missing piece of 

the puzzle. When the records pertain to investigations 

of organizations and the members have the opportunity 

to pool and compare the information furnished to them, 

the danger is magnified. 

--------

f .. 
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Question: Would you provide an update of FBI investigation 

and findings of "corrupt" personnel involved in the 

illegal disclosure of either informant identity or "documental 

information" across the country, and the administrative 

and judicial results of the investigations? In addition, 

would you provide documentation of the efforts of the 

FBI to "tighten the ship" to be sure incidents such 

as these either are eliminated or kept to a minimuTA? 

Answer: (1) Former Special Agent--Now Retired 

This Special Agent was determined to be a 

close associate of an individual who had suspected organized 

crime ties and was alleged to have been taking bribes. 

His name was overheard on a Federal Title III authorized 

wiretap in conversations between subjects of a Racketeer 

Influenced and/or Corrupt Organization (RICO) investigation. 

Intensive investigation conducted by the FBI Inspection 

Staff failed to SUbstantiate the allegation that he 

was tak ing bribes from a high-level Detroi t hoodbm. 

Action Taken: The Special Agent was censured, placed 

on probation, and transferred for insubordination, lack 

of candor during interviews by FBI Inspectors and furnishing 

misleading information during the administrative inquiry. 

He subsequently retired. 

" 
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Answer (continued) 

(2) Former Clerk 

This employee furnished advance information 

to a cousin, a bookmak~r, about a gambling raid. In 

addition, she made indices searches on individuals as 

requested by her husband, as well as obtaining Department 

of Motor Vehicle registration information on selected 

individuals. She extracted information from FBI records 

and furnished this information to her husband. She 

denied in a sworn statement receiving any money for 

information furnished from FBI sources. 

Action Taken: The employee was dismissed. A departmental 

attorney de~lined prosecution, noting that she was several 

months pregnant at the time of her dismissal. 

(3) Former Clerk 

This employee admitted furnishing Title III 

wiretap information, a copy of an organized crime report, 

an itemized list of the description of the entire Cleveland 

Division automobile fleet, and at least two lists containing 

the identities of criminal, organized criw~, and intelligence 

asset informants possibly totaling 56 names, to organized 

crime figures. She received cash in the amount of approximately 

$16,300. 

"-.-.>-' .. ~.--c=~"C~,,:.--.----._._. _._._ .. _, ... 
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Answer (continued) 

Action Taken: She was immediately terminated on March 9, 

1978, taken into protective custody on March 22, 1978, 

and pled guilty to a two-count indictment charging both 

her and her husband with violation of Title 18, USC, 

Section 201. Both were convicted and sentenced to 2~ 

years on each count (total of 5 years) in custody of 

the Attorney General. 

(4) Special Agent (Resigned) 

Brooklyn-Queens Metropolitan Resident Agency 

New York Office 

This Special Agent was alleged to have accepted 

a $10,000 bribe from a New York organized crime figure 

in exchange for assistance in getting a gambling case 

dismissed against this person. An exhaustive internal 

inquiry failed to substantiate this allegation in 1973. 

An allegation surfaced during the inquiry that the agent 

had furnished the identity of one and possibly more 

informants of the New York Office to organized crime 

figures. A 1978 grand jury proceeding, directed by 

the Attorney-in-Charge of the Brooklyn strike Force, 

Eastern District of New York, surfaced his involvement 

with unaccounted for monies which he claimed were loans 

from a relative. The relative later denied these "loans." 

.<>. <~ '. ,~, 7~:t:.'t~ V':::::':::;~:::",~-:-~-~~~-::-..:-:-:::-_-::::-::r.:::-:-:~~:::-~""!"::.~-:::-:-~-::::---··--:;-·::~.-;"-::-;-'--.--.~-~----.-~~'---
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Answer (continued) 

Action Taken: He voluntarily resigned, and subsequently 

to one coun t of a six-count indictment charging pled guilty 

Obstruction of Justice. He was sentenced to one year 

and one day (a felony) and began serving his sentence 

at the U. S. Prison Camp, Maxwell Air Force Base, Alabama, 

February 7, 1979. 

(5) Gangland Murders 

In March 1978, the FBI conducted an inquiry 

into allegations that FBI personnel made unauthorized 

disclosure of information to the news media, particularly 

to Time Magazine, in connection with an ongoing investigation 

involving the killing of a number of individuals connected 

with organized crime. Key FBI personnel were interviewed 

in Washington, D. C., San Francisco, Los Angeles, and 

San Diego in an effort to resolve these allegations. 

The investigation revealed that the information disclosed 

was known to a number of agencies and individuals and 

the news media could have obtained it from a number 

of sources. FBr personnel who were inrerviewed furnished 

signed sworn statements denying any unauthorized disclosure 

of information to the news media. 

'. 

• 
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Answer (continued) 

Action Taken: The investigative results were furnished the 

Office of Professional Responsibility, Department of Justice. 

No administrative action was taken against any FBI personnel 

as none was warranted. 

The FBI has taken action to see that incidents 

such as these are either eliminated or kept to a minimum. 

The Office of Inspections reviews the security of informant 

files in each division during annual inspections, at which 

time employees are reminded of the confidential nature of 

FBI work. Any allegations of this nature brought to the 

attention of the Agent in Charge and other divisional heads 

are immediate11 referred to the Office of Professional Responsibility 

and investigation instituted for a prompt resolution. Where 

warranted, cases are referred to the Department of Justice 

for criminal prosecution. Informant data and records are 

treated on a strict need-to-know basis and careful internal 

controls are maintained to secure confidentiality of the 

informant's identity and information. 

In addition, on October 19, 1979, all field offices 

were instructed to modify their file jackets for informant 

files to be readily recognizable and not confused with other 

investigative and personnel files. Special treatment is to be 

... , 
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Answer (continued) 

afforded information transmitted to and from field offices 

regarding informants and their identities. Finally, access 

to confidential file rooms is to be recorded on a "sign in/sign 

out" basis. 

These changes in procedure and equipment were made 

to assist in controlling the flow of informant data and limiting 

access to its storage. .. 

• 
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Question: Would you supplement or update the study 

taken last year wherein 85 percent of 675,000 pages 

of material were procBssed for 12 percent of the requesters? 

Answer: An "update" study was done based on newly assigned 

cases originating in January and continuing through 

August, 1979. This study was done by sampling 2,199 

requests reflecting the actual page count to be processed. 

Size of 
Request 

0-100 
101-250 
251-500 
501-3,000 
3,000+ 

Number of Percent of 
Requests Reguesters 

1,587 72 
391 18 
119 5 

91 4 
11 1 

2,199 100 

Total Pages 
Count 

49,532 
67,278 
47,0'17 

100,429 
240,008 

504,234 

Percent of 
Pages 

Processed 

10 
13 

9 
20 

Average 
Pages Per 
Reguest 

31 
]72 
396 

1,104 
48 21,819 

100 

This survey indicates that of the 2,199 requesters 

surveyed, 102 sought quanti'ties of materials in excess 

of 500 pages. This means that 68 percent of the pages 

processed by our analysts was done for only five percent 

of our requesters. 

\ 
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Question: What are the reasons for the reduction in the 

number of informants in terrorism cases? 

Answer: The number of informants utilized in domestic security 

investigations has dropped significantly since the imple­

mentation of the Attorney General's Guidelines. Under 

previous investigative policy the FBI investigated many 

individuals and organizations within the domestic security 

area that would not qualify under current guidelines, nor 

would they be characterized as terrorists. A concurrent 

reduction in the number of informants utilized occurred. 

Today's investigations are limited to individual 

groups whose terrorist activities are clearly sUbstantiated. 

Informant penetration of such groups is extremely difficult. 

Most are organized into small ~~lls consisting of individuals 

with shared backgrounds. Individual members of the group 

or cell are educated, politically informed and zealous. 

Rarely will they talk about their activities outside the 

cell. 

Such terrorists, in some instances suspected of 

being supported in their efforts by hostile foreign 

intelligence services, pose a sophisticated threat to the 

recruitment and/or use of informants against them. 

Disclosure, or the risk of disclosure due to FOIA 

releases adds an add~t~onal ' h'b't ~ ~ ~n ~ ~ or to cooperation by 

any person associated with, or in a position to furnish 

information regarding members of such groups, their 

,j' 

" 
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Answer (continued) 

activities or contacts. 

Terrorism investigations necessitate effective 

source coverage, particularly if containment of terrorist 

activities is to be achieved. As with confidential sources 

targeted against other criminal conspiracies, where the 

perpetrators are ruthless and intelligent, the FBI has 

lost actual and potential sources against terrorists because 

of fear of disclosure due to the FOIA. 

\ 



72 

Question: What is the amount of money required to reduce 

the existing 4-6 month backlog to enable the Bureau to 

comply with the present time limits? 

Answer: The experience of the FBI in dealing with FOIPA 

requests contraindicates achieving compliance with existing 

statutory time limits by adding additional resources. The 

volume of requests, and, in particular, the voluminous 

number of documents requested in cert~in individual requests 

virtually precludes compliance regardless of the resources 

applied to the request. As metre personnel are dedicated 

to the processing of a single request, the process of 

coordinating the analyses to achieve uniform application 

of exemptions grows more complex, negating time saved by 

subdividing the total number of pages to be reviewed among 

an excessive number of Fl!arsonnel. While economies of 

scale preclude assigning an overly large task force to a 

single request, the FBI does strive to maximize production 

by using the team approach to project (3,OOO+page) requests. 

Secondly, the FBI operates and maintains 

essentially a manual indices, referencing primarily hard 

copy bound volume records. Some microfilmed records which 

must be converted to hard copy for FOIPA processing are 

also maintained. In most instances more than ten days 

elapse before we can identify, locate and assemble reguested 

documents, milch less process the records for release. We 

do respond within ten days acknowledging the request and 

~~-.--~----.--------
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Answer (cont.inued) 

indicating if there may be identifiable records or advising 

if the indices search revealed no record. 

Third, the sensitivity of investigative records 

necessitates a page-by-page, line-by-line review. No 

short cut exists for this exercise of reasonable care to 

insure that classified information, protectable law 

enforcement interests and third-party privacy considerations 

are not jeopardized. 

Given the care that must be exercised, our manual 

records system and the limitations on task force processing 

of voluminous requests, I do not believe any realistic 

figure can be proffered that would permit FBI compliance 

with existing time limits. 
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Question: The Subcommittee requested information concerning 

the results of more recent tests to see if our change in 

h resolvec' the major difficulties surfaced processing as .l 

in the mosaic study. 

Answer: The results of our studies indicate that serious 

vulnerabilities in our records systems continue as a 

result of processing investigative data for Freedom of 

Information Act (FOIA) requests. 

While we have assumed the responsibility of 

withholding virtually all information furnished by a con­

fidential source, the possibility that an FOIA release may 

identify a source still exists. 

No analyst can know the extent of the requester's 

knowledge of dates, places and events. consequently, what 

appears to the FBI employee as innocuous or harmless 

information may instead provide the requester the key to 

an informant's identity. 

The vulnerability of our records becomes even 

more apparent when members of an organization pool and com­

pare the information furnished them from FBI files with 

information of their own. In addition, approximately 12 to 16 

percent of our FOIA requests come from prison inmates 

whose interest in developing informant identities is documented. 

Our studies indicate that the assertion of the 

confidential source exemption itself, particularly at 

___ __ to ~ __ 
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Answer (conti.nued) 

critical junctures in an investigation or wi~h regard to 

critical activities or locations where the activities 

occurred, confirms for the requester informant coverage 

which might not have been readily apparent otherwise. 

Revealing the absence of information in our files 

is also damaging. The lack of any investigative activity 

in a particular place at a particular time conveys in clear 

~nd unmistakable terms our limitations. That we do not 

possess records showing FBI investigative activity in a certain 

city is to announce we have no knowledge of what transpired 

there. 

Our analysts have adopted a more conservative 

disclosure approach since the development of the mosaic 

study. Recent FBI analysis indicates that using a more 

conservative disclosure approach does lessen, but cannot 

eliminate, the potential of recipients to identify FBI 

confidential sources from record disclosures. The obligation 

to segregate and release portions of recently generated 

investigatory records involving criminal conspiracies, 

terrorist organizations or hostile foreign intelligence 

services operating within the United states continues to 

create a substantial hazard that careful analysis will 

identify FBI sources. 

Finally, there is absolutely nothing the FBI can 

do under the existing statute to prevent alerting a subject 
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Answer (continued) 

of a pending investigation that we have an interest in that 

person if he or she makes a request. As written the statute 

compels disclosure of FBI interest even when no records are 

in fact released. This dilemma is potentially one of the 

most damaging aspects of the FOIA. 

... _ to • 
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Question: What is tile FBI doing to di9pel some Of the 

misunderstanding of Special Agents and the public about 

the Freedom of Information Act? Please include copies 

of memoranda and statements that FBIHQ has provided Special 

Agents to inform them of the various provisions of the 

Act. 

Answer: Trainin9 and instruction in the FOIA is regularly 

given New Agents' Classes at QUantico as part of their 

overall instruction prior to assignment in the field. 

In addition, National Academy police officers are given 

similar familiarization with the Acts, with particular 

emphasis placed on those portions that concern state 

and 10dal police authorities. 

Our own executives are given briefings as part of the 

top management conferences periodically held at Quantico 

and at FBInQ. 

In April, 1979, each field division was called upon 

to designate one of its law-trained Special Agents as 

its Field Privacy Control Officer (FPCO). This individual, 

responsible for instructing and advising his or her colleagues 

in the provisions of the Privacy Act dealing with the 

COllection and storage of personal information, was also 

75-227 0 - 81 - 6 
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Answer (continued) 

made responsible for the management of the FBI "records 

systems" at the field office level. In short, this individual 

has become our "compliance coordinator" for the particular 

field office to which he or she is assigned. Additionally, 

this person has the responsibility for supervision of 

the research analysts that process the Freedom of Information 

and Privacy Acts (FOIPA) requests received by that offioe. 

The Field Coordination and Appeals Unit at 

FBI Headquarters is in constant contact with the FPCO 

in each office and thereby assures consiBtent and timely 

implementation of FOIPA policies and practices throughout 

the FBI. All FPCOs and their non-Agent analyst assistants 

are trained at our Quantico facility during an in-service 

session, and periodically retrained at regional conferences. 

These are regularly supplemented by instructions and 

information sent out by FBI Headquarters, samples of 

which I have included at the cnd of this answer. 

On a biweekly basis, a memorandulfl outlining 

recent developments in information and privacy law is 

published by the FOIPA Branch and distrib~ted to the 

field offioes and FBI Headquarters' analysts. Revisions 

to the FOIPA Manual generally follow policy ohanges brought 

about by changes in the law, significant court decisions 

or Departmental guidance. 

• 

-'-- --------------
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Answer (continued) 

Annually, each field office holds a conference 

during which the FPCO, among others, is given the opportunity 

to update all Agents in the office with current privacy 

and information policy and procedure. 

, , 
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9; __ ... .".., .... ", 
.. ....... '" '" 

frRANS~ 'flA: AIR'l'KL 

PRECEDBNCB: ____________________ _ 
• j ...... 1.; 

. CLASSIFICATION: 

SAC, Albany 

Director, ftI 

PRIVAcY ACT OP 1974, 
DISSEMINATION !O OTHER AGBHCIIS 
PURSUANT '1'0 -MOU'1'INB USB-

.... ,', 

.' 
........ ,'" 

, Recently, a ~uestion was rai.ed by tb. W .. York 
Pield Division relative to .aking a deter.ination whether 
or not a reque.ting Pederal agency ha. both the -rlgbt. ,. 
and need- to accesa particular Infor.ation about an ;. 
individual fro. our central record •• y.tea ao a. to ___ •• 
disclosure to the agency •• a routine u.e. 

A routine use a. defined by tbe Prlyacy~ 
is one which is cOlipatible with the u •• for whlob ~tt;n'~.~'~~~jl! 
originally was collected. ~e explanation of our 0 
r.corda .y.tell routine u.e. pubU.hed 'annually In tbe '.. 
Pederal Regiater atatea in general that In~or.atlon fraa ~"~<\""I~ 
this .yute. ia disse.inated to other governaent agenel.. ,~~ 
for any legitiaate purpo.e. Inforaation In our "ntr.", '-;;':;';" 
recorda .ystell was .collecte4 originally for u •• by till. "'~"':',;' 
Bure.u in .cco.plishing it. ov.rall inv •• tig.tive •• nd.te. . 
inherent in which i. the responaibility to .ffect appropriate', 
dissemin.tion fro. our fil •• to oth.r governaent agenel .. 
pursu.nt to a 1egitiaat. reque.t. ' 

B.ch Pederal agency reque.ting 
concerning .n individu.l i. bound by .11 tbe 
of the Privacy Act, including tho •• gov.rning tbe leg&~ll~ __ 
of the request and the u.es which will be .ade of tbe 
Inforaation. Por this reason, we "0 not require e~b . -.,o' 
requesting Peder.l .gency to .ubll! : det.iled data detcrlblag 
the 1egi Uaacy of a r1ueat. Wheu we are •• ti.fied tbe ' 

. request is auth.ntic, nfor .. tion requeated by another ~ .... ,.~~,t.<;t 
-. 

r 2 - .ach Pi.ld Offioe 
·-\.,·1 ":' .ach Leg.t 
'1"';''': " , .. ' 4~\-":''''' 

" --'--fr-~--"'-----'~---' ...,....~-........-_________ . ____ ~_~_~~ __ ~, __ ~. __ ,~ ___ . ,.. , 

.t." 

~----------------~--~ 
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;; Alrtal to SAC, Albany . 1·.>~~.~. '··· .. ·f .~\~:s:;· .. ': 
,R. 'ltd v.cy Act of 1974, ". .' ' .. ' ' ... , " 

:i. t :~~:~:~~a:!o~R~t~~:e~.!2encle.: .... :,. . /:,:::~':~;~.:~:\ 
~ .. -;"~\,··,,··~··.·,,,;,"71 

Pederal ag.ncy aay be cUaclolle4 to the agency 80 lang ~':: 
aa .uch di.clo.ur. i. In coapliance with our own dl .... l-
nation regullUon.. 1:t tb.n " the re.pon.lbility -of .:.': 
the recipient ag.ncy to effect -ooepUance with the JlrlYacy . 
Act telath. to the u.e of the InforaaUon., " ;; .... ~ .. .>.~~. 

While w. neraally will con.ld.r a requ •• t .fro. ::~::, 
a Peder.l agency puuuant to the above polley, it would ", ... ~ 
be advi •• ble to evalu.te acr~ cloaely a requ •• t .ubaltted '~'$': 
frOID •• tate, loc.l or foreign ag.ncr' none of whicb are '. ,,": 
affect.d by Peder.l priv.cy legl.lat on. In .uch • c ... , , :. ";. 
where it is uncl.ar frOID the wording of the requ •• t wily .:"." 
the infor.ation i. needed and/or to what u •• It will '.. .~~~~~ 
put, effort .hould be •• d. to In.ure tb. disclo.ure ,. z.:;t,~,;,-::. 

'pursu.nt to a .tated routine use. ...;..; -' .-::;~~<".-:-,,:;;#.. ~ 
. . ." '~.' ....... ,. .... .::.:.:v=~'~:".: ~ 

. The .oon to be pubU.hed f:ev1.ion. of ~be 1lanua1~~": 
of Rul •• and RegulaUon., to be knCiWn .a tb. Kamaa1 of '::'..l',f?>~'~:' 
AdministraUve Operation •• nd Procedure., will contain ""'~~ •. :, 
• acre det.iled explanation of our di •••• in.tlon po11e.r •.•. ~ 

. "W.'., 
'l'ht. oaaaunicaUon .ay be reproduced •• nec .... q.. ". 

to inaur. ita cont.nt. ar ••• de known to appropriate R8~~1. 
.. 'r'- ... 
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,.. 

:'::=~N' ...... .. o'T.:::~~E·i~';· 
, ----------------------------------------------------~~~~:-. 

AT'l'ENTIOH: l'ie14 ~.,., SAC, Albany 
Privacy ~ntro1 Officer 

Director, FBI 

REEDOM OF INFORMATION/PRIVACY ACTS (FOIPA), 
i~SERVING FIELD DIVISION RECORDS RESPONSIVE 

TO REQUESTS FOR ACCESS 

The possibility exists that simultaneous to receipt 
f an,FOIPA request, the subject records in an office say be 

in the process of being destroyed pursuant to Bection 2-4.5 of 
the Manu~l of Administr~tive Operations and Procedures. ·ID 

iew of this, upon receipt of an FOIPA request the following 
~ rocedure~ should be implemente4. t:: ' • 

i 'a) Immediately conduct Be~rch of all fie14 in4ices 
t: to identify records BOUght. 

~ (b) Promptl¥ retrieve such records, both .. in fil.s 
land references, from f11e storage and place in secure location 
::: pending FOIPA review/procaBBing. 
" ~ (c) Appropriately mark processed records and/or ~. 

files in accordance with applicable records 4estruction 
schedules to prevent premature destruction. 

(d) The above procedure also Must be followed where 
main investigative files were not processed as 4escribe4 in 
Title 28, CPR, 16.57(c). Such recorda lIust ~ retain.4 -in ~. 
accordance with the POIPA records retention'8Ch~dules, even 
though initial processing of the Headquarters .. in investiga­
tive file will be conducte4 by FOIPA Branch At Beadquatters. 

2 - All Fie14 Offices 

.:-. , . 
. ;t .• ,.'1 •• ,: 

:~ ,;.;. :..... ... .... 

10. nor "~ ""'OM' 1101. '/tw.1 

. 
..... :~ ••• ~-...... !'" ~--::. ,rl ~"" . 
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~~. - , - .•• , .: ..... ·f ~ •• : ... I. ,,'7'" ;,J;'.,:: ";;'l;:N~~"'~1;\I 
~, 'TRANS~IT VIA: ____ AI!oLIRnT""E!;<LI.!-______ ': .. :j:::",:X 

'J>aEC£1)ENCE: ", : .... ~,.:: .. <,~ .. ; '_'L,",."".,,~., 
CLASSIFICATION: , -DATE: 

-------------------------------------------~---~. 
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'1'0: SAC, Albany .• ;:,.,.;. ::. 

Director, PBI . ..' "," .;;,r':::"~:i::f!i:: ... , 
0':: •• ~:::..~ .. ,;# (~f.;.f.":,;-;:p''',,:-:, •. 

FREEDOM OF INPORMATION-PRIVACY ACTS (FOIPA) . "'7';': -'~'::;:f':"" 
PROTECTION OF CONFIDENTIAL SOURCE DATA ' ';<. ,,.: •. ,:.,,,, •• ;;'(,;.,,,~<.~: .• ', . . ~ .. ~ . ""~~~ ~~·~l:~:t~~-· 

............ '.' ," 

Continuing review of POIPA field proce .. e4 : ... : .. : 
records has shown instances, where infor.ation provide4 >~f},~,:': 
by a source on a confidential basis has been release4 .'~~'1,,;s.~.,.~. 
to a requester to a 4egree exceeding that which is ,~ .. ~: " , 
required. .-:: ~.' -. ~ ''"'; ... ~.' . 

The Office of Privacy and Infor.ation Appeals . 
(OPIA), Department of JusHce, agrees with and supports our .'" 
concern for the protection of confidential sources.- :-.::-.~:,~-

',' \. .. , f\.., ... 1IiII"~ 

'It is essential that we exercise a high cJegree '{'~:' .. 
of care when processing information furnished bf infor .. nts ' . 
and othe! confidential sources. Bach record .ust be 
analyzed carefully to permit as accurate an understanding 
of the circumstanq~~ surrounding the infor .. nt ~ata .s 
necessary to insure confidentiality. Where there exists :­
any reasonable doubt in the .ind of the analyst, it is 
to be resolved in favor of exching the questionable. -
.aterial.· -_."'-".-.... 

Such'4ata as the date the infor.ation was furnishe4 
and the locale of the informant cont&ct, as well .s specific 
details surrounding the obtaining by the Bource of the ~ 
inforllation, should be excised. Substantive infor .. tion~·"·­
concerning the requester .ay be released if it wou14 .. ~ i -,­
not tend to identify the source or the informant, however, ,. 

2 - Bach Fitlld Office '-- -
~._ •• '~' .~~ _.'~ :;. ': •• 'f ~ ,·~·:::':~l·~v~·._ 
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"~lrtel to 8AC, Albany '-~~':'~':-:: 
-ae --POIPA - . .' 
'.'. Protection of Confidential ::: . .. 

Any questio~s ari.ing during processing can, 
.ost likely, be resolved by referring to exe.ption,(b)(7)~): 
in the POIPA Reference Manual. Any doubt should be reso~!~v 
by contact with the Pield Coordination, Correction. and '~~i 
Appeal. Uni t, POIPA Branch, PBI Headquarters. '.' ",,'. ··./.;;:;.t . . ....... ,..~ .... ~ ... ~' 

This COIIIIIIunication aay be duplicated for u.e ctf ~., 
Agents or analysts handling POIPA .. tters 'a. well •• otbe~,' 
appropriate personnel. " " _ .. _., .:.~ .. !:., ..... *;.(,~",:;:. .... ":,." 
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;~~~~74' '.~ B I ,~:-:.;;::::;·:N~~{~~t~},;~ . 
" ~ .... \t .. ~'''~'?'''~. 4''''~·':;''~ ... i.''!f''''''·~' 

: ....... salt ill' Vi. _ AIRTEL .. : ,.' -::" .;: ". -' .•. ;.' . , 
rr')I,.. ill ~";ru.. or "","I 1PNc.*-'. ' . 

- - -, ~.~ - ; - 8~C-, -A~~~ - - - - - - - - - - - - - - ,- -. ~,~;!l;;-;~;:II~/~7~~:-' 

ml Director, pal 

PRIVACY ACT OF 197., 
CCOUNTING OF CERTAIN DISCLOSURES 

D MISCELLANEOUS PROBLEMS 

., 

. ~.~-~ 
~~~;;,.-............. ""~ ~ : 

.j ".~c ~-"' .... '. 

.... t:4 , ~. "~::. .• ~~',:~ 

~r· /.{ :=::~:~:! f:: 2 . 
•• ' • .v..J; • 

On 6/28/76, the Lo. Angeiel Division raised sev~~;i:~' 
questions concerning compliance by FBI personnel with 
lublection (c) of the Privacy Act, which requires a written 
accounting be kept of ct!rtain disc1olurel. The following .' ~ 
response I to these questionl are being furnilhed to all _ 

, _ field divilions for quidance and future referenc.1 . . ~ 

~ Ouestions 1 and 2 submitted by the Los Ange1.s ,.. ~ ! Division concern accounting for diaaemination of fugitiv.-: Cl 

t information, consisting of an All Points Bulletin, wanted - ~ 
III flyer or a photograph, to either the general public or to ~~':>.. ~ l the~ Federal, state or local law enforc_ent agenci.s •. ' .:~~,,-: . ! 
I Such an accounting is unnecessary, the reason ~~. . i 
'J that it is public source information (a Federal fugitive ~ 
t arrant being a public document), thus, required to be 41s-

lOBed under the Freedom of Information Act (FOUl, which ia 
ne of the exceptions (b) (2), to the accounting requirements 
f (c) (1). ' 

QUestions 3 and • pertain to fa1.e idsntity Inveeti­
ationa and the accounting of dissemination to appropriate 
genciC\s. 

\. ~ 
, ,. 

- Each Pield Office 
" o· 'I' 

~ ~ ;' -: - :.. ... :-.:~ ....... 
'- ~ ;:-;~. 
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,~irtel to Albany 
~: PRIVACY ACT OF 1974~ 

hCCOtn~ING OF CERTAIN DISCLOSUReS 
AND MISCELLANEOUS PROBLEMS 

A document containing info~ation about an tn4iviaual, 
whose true identity is unknown, but who is currently operating, 
with false identification ~pers, is not considered to be. ' '" 
-record,- .s defined in (.1 (4), hence, it is not .uhject ~o ~e 
(c) (1) reauirement. It is not considered to be • record bec(tuse 
it contains no personal identifier referring to the .ubject ~f 
the information. The identifier it does contain, the per.on'. 
name, does not refer to the .ubject of the information, it 
refers to .omeone else, in most cases, a deceased peraon., 

Bowever, in f.lse identity cases, as in all other 
cases, once an -unsub- has been identified, he is an individual 
with a personal identifier, and .ny dissemination of informa­
tion.o identified muat be accounted for pursuant ~ (c)(l).:-·' 

Questiona 5 .nd 7 concern information disseminatecf"""'. 
to the United States Secret Service, pursuant to an inter­
Agency agreement, concerning information of possible intereat 
to that agency. 

Again, if the information ia about an in4ividual, 
and not an unsub, (c) (1) requires an accounting of dissem1nation 
to other agenciea, Federal, .tate, local and foreign. . ., 

Qv~stion 6 pertains to complaints received by local 
PBI field divisions, concerning violatiens of law under tbe 
jurisdiction of another agency, which complaints are .. " '" 
immediately referred by letter to the appropri.te .gency ... -.t',_ 

, " 
No .ccolmt·:ng need be kept of .uch a di.ssemination ' ' 

if there is no record of the CQllIplaint maintained in the field 
division file.. In other word., if the agent receiving the 
complaint .imply writes it out in a letter and .ends it to ' 
another agency without keeping. copy or other notation of the 
complaint, he need not keep an .ccounting of the dissemination. 

11 
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~lrtel to Albany 
Res PRIVACY ACT OF 1974, 

,ACCOUNTING OF CERTAIN DISCLOSURES 
AND MISCELLANEOUS PROBLEllS 

-\ ..... >- .. 'flO 

-.: ': ,;~2}~;;:'f', 
\ .. ,.-~'" :~~~:::.r 

, If, however, he does maintain a complaint form;":]':: 
memorandum or other type record of the nature of the COID!?laint,,' 
containing the .ubject '. name, and/or the complainant or .ic- ,;, 
tim's name he must also maintain an accounting of '4:he "--.·.4~.,,..!, 
dissemination pursuant to (c) U). :' ~: ':'.>',',~.~::, 

.':.' ...... . 
Question 8 pertains to furnishing to the ' .•. ' ,._: 

referring agency a copy of our letter to the United State. ' "';;" 
Attorney acknowledging hi. declination concerning. violation" 
of Title 18, United States Code, Section 1001, in some cl •• si-" 
fica tiona, such as Praud Against the GoverNllent. , '.,. ,I 

The furnishing of .uch information to another Peder.i" 
agency, to the extent that it does pertain directly to 'the ..... 
subject of the record, is a discloaure under ,the ~ct and, "s-.;:O­
such, 1 •• uhject to the (c) (1) requirement. A ccpy of euch a ~ 
letter, .howing the agency to which it was furnish,td, tfOuld ,:,.:,~' 
.uffice .s an accounting of the disclosure, it would not be .. '!­
necessary to execute a separate PD-159 in this c.... ;', ',: _ 

Question 9 concerns whether or not • copy of the 
cover page to • report can be used in lieu of an PD-159 to ,', 
account for the dissemination of the entire report. 

• "0 ;: .. '.t 
The PD-159 is merely an internal device used to .. _"-­

record disseminaUon 'of information to another agency. 'l'here 
is no .tatutory requirement to us. this particul.r for.. ,Any, 
type document or form can be used to maintain .n account1D9 .. .' 
of the di.clo.ure, a. long a. it contains the, '"required data .+'. 
.et forth in (c) U) (A) and (8). -~' :. -S 'J' 

~.r- • ~ ... t ..r 

Question 10 concerns diuemination of information "-. 
about an organization, and whether or not .uch inforJIation : ': . 
conatitute. a -record,· ". deacribed in (a, (f). ,., "" .. :'r.o.:~, .. '", . -..... , ... --~;,. 
. Because a -record- contains information .boutan ':;~t;:.~ 

.' individual, including • personal identifier, information ;-<:uj 
about an organization, without any reference to a named , •.. .......­
individual would not conform to the description of ere,corij-' 
found Ut (~) (4), henc., dissemination of .uch information .' ,:-> • 

• . ,"",uld not be !lubject to the (c) (1) requirement. ,. _'. ,', ,~;-?~ , 
• ...... • ~ WoO • 
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~irtel to Albany 
'Re: PRIVACY ACT OP 1974; 

ACCOUNTING OF CERTAIN DISCLOSURES 
AND MISCELLANEOUS PROBLEMS ,. . 

", :::' .. :.' .. ~ :: .... "".:.: .. ' 
Question 11 concerns the administr.tive ban4liDg ~~ 

and .torage of those PO-1S9 fOrllls which might be cla .. ified T­
because of the nature of the information thereon recorded .... ' 

.~ r-;' 

In all but rare cases, the 4ata on the PD-159 can 
be worded in such a manner .s to preclude the nece.sity of 
classification. If, however, the only possible wor4ing .~~ (' 
would require ,some classification of the PD-159, un4et" ... :.'. 

. current pro<?edures, it stUl can be filed routinely in the J 
regular offl.ce control file. , ... , : . 

In .ddition to the .bove, the Los Angeles nivision 
submitted two miscellaneous questions concerning the.' ., ... , 
Privacy Act: ' _.: .... -.: ... . 

. t.!" : .. 

'lhe fint per~ains to a case which might begin.. .~ ;.: 
an investigation of a criminal nature, but subsequently "' , .. -; 
evplves into. civil-type inquiry, such as anti-trust an4 • 
some civil rights violations. As. result, indivi4u.ls 
interviewed during the course of the criminal investig.tion 
will not have been provided the opportunity to .olicit a .' . 
promise of confide~tiality, pursuant to the provisions of 
the Privacy Act, while those persons interviewed during the 

. cpurse of the civil investigation will have been provide4 
.uch an opportunity. . . 

The Bureau anticipates no problems with 'this type-:'~, 
.ituation because those records reporting the ~esults of the ~ 
criminal segment of the investigation can only be processed ", 
for release to the .ubject of the file pursuant to the •• .-p-
tions specified in the pone Onder such processiJig, 110 ... 
express promise of confidentiality is needed to conce.l the 
identity of • soure:e of information. The balance of the fil •. 
that part dealing with the civil 1.'1 violation, will be .... I, 
processed pursuant. to the provisions of the Priv.cy Act, an4 " 

. the express promilJe, wher. provide4 in response to .uch a ' . ':. 
request, will be honored when processing the file for rele ••• •· 
to the .ubj.ct. .. .. 

I) 
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.~lrt.l to Albany • '.. • ,. .. oI~-l. 

"Rei PRIVACY ACT OP 1974, 
ACCOUNTING OP CERTAIN DISCLOSURES 
AND MISCELLANEOUS PROBLEMS 

:: f,' 'oi .. , 

.; .. ~ 
~.' .. : ... : .... "'-.. " . ~~. 

: ". ~;: ~~:'~·"~il\t~. 
'!'he secon4 question pertains to P"l!r.l,"rt ·vf!;..t>. 

·Cl.ims Act cases, conducted on beh.lf of another Gover ... nt~:, 
·.agency, where the employ.e of the other agency .... lnt.rvi..,.a; . , 

The Priv.cy Act require,. in all c .... , othe~ ~~~\~~ 
crimin.l, domestic .ecurity ~nd foreign counterintelligence .,'~ .. 
investigations, th.t an individu.l being interviewe4 for 'the- " 
purpose of .oliciting inform.tion .bout himself and/or Ilia ,·Z't:,· 
activities be apprised of our authority for seeking the .'~~ .. 
information, whether furnishing the information is IMnd.tozY' ,'. 
or voluntary, wh.t our purpose is in asking for the inforaa-' '~ .... 
tion, what u •• will be made of the inform.tion, and wh.t .will~· .. 
be the effect on him of not furnishing the inforaation ,':",'i ., ... ~ ••• ;. 

(subuction (.)(3». .'~' :," ~. :~~t~~l:£!g;.::'· 
~hi. question also r.ised the point of the ~e~~;i~-;; 

of apprising an investigator for the other agency in the '.' .~~.~;o­
above example, who h.s conducted. prelimin.ry investig.tion '­
into the matter .nd who h.s furniahed the results to our • 
office, of the provision. of the Priv.cy Act.. . :." 

~. !' .. ' .• ", ... 

There is nothing in the Act which would h.v. to be'" • 
furnished to him, other than that information he requir •• for 
his own accounting requirements under (el (2). .. .' -~ ",' .~~:: -

~ .. "" • .:' ~. h. 

Once ag.in you are remin4ed th.t th •••. t'espon ••• are 
not to be construed as proven leg.l doctrine, a. ther ..... "' .... ,." 
.Ull no CAB. l.w interpreting the nyri.d pro"ision. of the ..;. .. ., 
Priv.cy Act. Once .uch judici.l decisions are rendere4, all ~~~. 
field divisions will be .pprised promptly of the, ~.ct ~ I.J I . 
Bure.u field oper.tions. . .•. -.' : '~'~,1¥~I'~"" 

.. .. ~:. "-t • ,: .• -or 

~his communic.tion .hould be .ufficiently duplicated , 
-to insure all appropri.te personnel are .. de awar •. of ."'~.~~. 
. contents. ' .. , .: ... ~ .. .: . . : .. ;:,.J;;"!~"" . 

., 
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'TRANSMIT VIA: 

PRECEDENCE: ." 

. . .~. : ,~'''~ .', . 

"LAi~::::.-:::--------------:::~-~-~::_-"-"''''E~_::._::_~. ~~~:;~~:: 
From: Director, PBI~ '.: "". • 

PREEDOM 01' INPORMA~ION AC'l' (pO' ...... ~.'.:::,} 
PROTECTION 0" IA) .. , .. , ....... . " " PBI INPORMAN'l'S" .. ,-'; .~ .. ~ .. ,,:!:~~ . 

. . ' 
- A .eriou. and long recognized concern" fl.. 

:n~orcement officials at every level i. the po~ent::l cr~.,~~ 
i~f~ ~IA f~rththe exposure of criminal «nd intelli 
our ablli:y ~o co eir f~ormation, particularly vhen t ............ ... 
proce.sing FOIPA ~q:e.tson~!ng cfi~nal con.piracie •• 
might tend to identif &n'i ec • on .. to what "'Qxo.rm'.~;La~. 
ha .. e not had th b .. Y nformant .,u.t be lllade by tho.e 

~particular inve:ti:~~f~! :!dpe~ona:lY participating ~n 
~ a review of the file of the ~ens~~~ vi~;' o:-~:oi ~e' aware ,l ~lationshiP to the reque.ting individual or grO~~rmant 
~ 'l'he FOIA recognizes and atte t -t .' .. " .. '~. ·:~S3l;];'-"~!;;: 

.! f roblflm by allowing under (b) (71 (D) :r ·Wi~e~~~ve 't:h1U 
.. confidential information furnished 0 ng a 1 
- source -, thereby eUminatin th ;.nly by the confid 
~ to engage in a C]Ueaeing gu!. e ne for ~gency per~onne 
t: .; .. , t ,~;; : 

Effective immecUatel " . ".' " ,.,~,,, .... , .. ,.,;:. 
.• Illation from a living inform~t any i~ecord reporting in 
.: ing or ha. in the p •• t furniah~P:nf or ~Paid, who. i. 
'. and coni'identhl ba/li b i orma OIl on a ............... I<IUJ..aa 

" of the information, w:et~e~ f!~~v~!u hf· proxill!ty to l:he 
,true -informant- in every sen.e of a or groqp, «nd who 
information on • confidential ba i thedWOrd, 1.... .. ......... ug 

N S • an not expected 
• .". ", .... I," ..... ..., ..... ' ,c'· ", ~, ... J!', .' ,_...... . .. -.~, 

, : 2 - All Field 'Offi '.' ' . .. ;"u;" I'~~ ,~;",~i~~~;'L~",;';/;~Y;ij 
r~:~,. ,;~': . .., c.~ ,:t.~ j ,":\~~"~'-' 
'l~. 1 ~ .. All T.egata ~. '7'''';,'; .... f.-, .. ·"IJ~~~t~~4.:::~t;'~i~7~~~;~ ~._. .:; ... :. _.. .:'" ~ /';·.4 . ;,-{" " ',~ 

.~- .' 
.~t: ~~~~l ~, : 

.•• fl;·*,::' ; ~:'_'; 
M',~~*w.-·;.> , ... 
. ,~Q ~A '.~'. '" '. . 

I, ... • .. -
• .:. .... .~" ~ f "1 ",' ':-

, 

.\.-­

~"----------------~--~---

• 

, 

91 

Airtel to SAC, Albany 
ae: Freedom of Information Act (FOIA) 

Protectiofi of FBI Informant. 

" . , .. ' :t', 
.. :,,~:~~;,:');·.r:;,t 

' . ... 0,-

, ,'; i~~ ~~ .. >:~~j~:. .• ~ \ . 

in court or otherwise expose ~ia/her relationship with the PBI:';\~'i" 
tlhould be withheld in itl!l entirety pursuant to (b) (7) (D). '~1:D • .;:: ".:. 
addition, peripheral information on other serial., e.g., ·aate.~·"":~·· 
ini tials and miscellaneous administrative markings referrinQ ... ". 
to the informant information, is to be excised. • . 

""', ... 

Emphal!lil!l is on expresl!l confidential .ources and their .: , ....... 
information. Of particular concern are organized crime inve.ti­
gations, wherein the life and safety of an informant could be 
jeopardized by the information releal!led to the requester. 
Similerly, informants in many groups, previously investigated .1 • 

by the FBI, could be harasse~, threatened and quite pol!Isibly 
.. ~ .. "" r: :', . harmed, physically or econol1lically. The FBI cann,ot afford _'-"-':_, 

to risk the reputation or lives of these individuals or jeopar·; ~ ... 
dize the flow of information obtained from them. In processing; . 
this type of information, there is no excuse for failure to .... 
apply applicable exemptions or inattention to detail. . .... ..; 

It is realized a field division doe. not proce •• 
~y criminal investigative files because of 28 CPR, 16.57(c). -
However, references to criminal files are processed in the 
field, and the .arne risks exist with the.e-relea •••• 

An additional tool .ometime. not utilized i. the 
application of (b) (7) (A) to closed investigation., which .. _ . ""'''''-' 
contain informati~n applicable to open, related matter.. ..:.<_'. 
This is particularly true in closed organized c~ime or "'mber-~. 
ship investigationl!l, mentioning organizations or individuals .~~: " .... 
.till under .crutiny. Where the information reveals. the .cope I ,J 

of our investigation or penetration of the criminal-conspiracy, - .. 
not only are informants jeopardized, but alao our ability ~o ' .. ' 
effectively investigate those groups. Therefol'e (b) (7) (A) 
i. available to protect information, from informants or otherwi ••• 
which has continuing value to our effort., regardle.s of' the . ... ·v 

.tatu. of the requested investigation. . . ·W';"'7:':' 
., ''t~:,;<;.::-. 

: .... The Field Privacy Control Officer (pPCO) La to, . "i~~~:"'­
consider informant security and ongoing investigations hi. ~,=> ... 
primary concern.. He .hould conl!listently remind all inve.tl~~ ~ 
gative personnel that information obtained from an informant : •. ,' 

.-... ; 

\ 
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, 'Airtel '1:0 SAC, Albany ':-)r~:..'::,'~ )E'~;:~~:, 
ReI . Preedom of Information Act (FOIA) , :".:"~ (.d::"~,J;;J!;;t;,~ 

'Protection of PBI Informant. :' , ,- ~.:,,:;·t:.::;,'t;;tn'(l~~ 

~ , " :": -:, ~~ '/"~~;~:;~~~~~~~ 
.hould clearly be described .s such, especially In .ensitl,. 

-, -criminal and intelligence investigations where lnformant 'f:f~ 
safety is at stake. Recording of information vhichaight .. :!A~ 
t.end to identify the informant .. ust be kept to a IllinblUs. ",~'l,~; 
And the FPCO should be extremely careful before approving an7 
release to assure that all (b) (7) (A) ramifications have been 
<:onsidered. .::~~~..:~,~(#.~\~ 

Thi~ communication may be duplicated as necessary 'fOr 
, .appropriate distribution to concerned personnel. _ .: .. ' ~:,":-5 

. .. ... 
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Question: What are the rates with which Freedom of Information 
f 

lawsuits are reversed? 

Answer: Based on a survey of 96 closed FOIA lawsuits, we 

found none to be "reversals" in the legal sense of complete 

rejections. On the other hand, our survey did show that we 

frequently are awarded outright "wins" in the sense that we 

are given summary judgment on the merits or a dismissal in 

our favor . 

Our policy is to apply the exemption provisions 

of the FOIA based on the harm test rather than a technical 

legal argument that the exemption may be applicable. For 

this reason, we, in effect, are avoiding needless litigation. 

Most of our litigation involves matters that have already 

undergone, or are then undergoing, administrative appeal. At the 

appeal stage we carefully re-examine our initial determinations 

and make supplemental releases as appropriate and as mutually 

agreed upon with the Department of Justice Offjce of Information 

and Privacy Acts Appeals. During our affidavit preparation 

we again re-examine our harm test determinations with a view 

toward litigating only those considered vital, thus reducing 

needless litigations. For these reasons, reversals should 

not occur. 

The table below shows the litigation results of 

a statistically valid sample drawn from our experience during 

75-227 0 - 81 - 7 

, .. 

\ 



94 

Answer (continued) 

the last four calendar years. Those cases won outright are placed 

in one category, modifications or settlements in the other. 
Year Total Dismissals Modifications/ Percent Percent 
Closed Cases (Wins) Settlements Wins MOdifiE2,.Q 1976 19 15 4 79 21 
1977 30 23 7 77 23 
1978 30 16 14 53 47 
1979 18 10 8 55 45 

It,' 
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Question: What is the percent or numerical basis of informants 

who have indicated they will not provide us information 

because of the Freedom of Information Act (FOIA) as opposed to 

some other reason? 

Answer: During the last quarter of 1979, over 500 FBI 

informant files were closed. The percentage of those 

files closed due to the informant's perception of the 

FOIA as a threat to his or her anonymity or physical safety 

is unknown. Specific reasons are not always provided 

and explanations cannot be compelled. Further, most of 

the closings were initiated by the Agent handling the 

informant based on his or her opinion that the informant 

was no longer effective or productive. 

Consequently, while less than ten Sources were 

known to have ceased cooperating with the FBI during this 

same time frame, specifically citing the FOrA as their 

reason for noncooperation, comparison of these figures 

is not considered a valid indication of the Act's impact 

on informant development or retentio~ of productive sources. 

The Report of the Comptroller General captioned, 

"Impact of the Freedom of Information and Privacy Acts 

(FOIPA) on Law Enforcement Agencies," dated November 15, 

1978, contains specific examples of documented instances 

wherein established or potential sources of information 

declihed to assist us in our investigations due to FOIPA 

disclosure risks. At page 14 of that Report, the GAO 

asserldd: 

I , 
i 

\ 
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Answer (continued) 

We believe that the examples provided 
by the FBI show that in some specific 
cases, it has taken the FBI longer to 
apprehend a criminal, that the FBI has 
had to spend additional agent hours collecting 
and/or verifying information, that the 
public has been increasingly reluctant 
to cooperate, and that some criminals 
are using the acts to try to obtain sensitive 
informa~ion from law enforcement agencies. 
(Emphasls added) 

We consider this perception by the public to 

be a serious impairment to our development and use of 

confidential sources. 

I 
1 
I 
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Question: What training program is provided our analysts 

and Agents who search our records and excise infoImation? 

Answer: At FBIHQ, our analysts receive 40 hours of formal 

instruction provided by the Training and-Research Unit, FOIPA 

Branch. Primary emphasis is placed on the practical aspects 

of processing FBI records for FOIA requesters. Our instruction 

acquaints the employee with the organization of the FBI's 

FOIPA Branch, its mail and operational structure, and its 

services and functions. The training then moves to a general 

discussion of the FOIA and Privacy Acts, their historical 

development, as well as their disclosure mandates and exemptions. 

A more detailed discussion follows, dealing with 

particular "topics and questions" that routinely arise when 

processing FBI records for release. Topics stressed are those 

dealing with classification, privacy rights, and confidentiality 

of FBI and Government sources. 

Finally, the various administrative duties customarily 

performed by FOIPA Branch personnel are set out, including 

an explanation of the forms and procedures used in FOIPA processing. 

Sixteen (16) to twenty (20) hours are spent in practice 

exercises using sample documents to assist the new analyst 

in "warming" into his or her new duties. The training is 

performed primarily by members Ot the FOIPA Branch and Legal 

Counsel Division • 

-~-"~'-- - ~ .. -.- .. ~-... '''----.. ---.- .. --.. --~--.. ~------ ."_ .. - --"--_.,,-- ~'---'~-'-- ~"--"-~~----..,--~., -.-~ -. ~- . ............. "".... ..• .-.. . .. ~ 
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Answer (continued) 

In addition, our FOIPA reference manual is periodically 

updated to reflect changes in the law and procedural stre~mlining 
in the B'Canch. 

The FOIPA Branch publishes a "Bi-Weekly Developments 

Memorandum" which covers recent developments, court decisions 

and legislation in the Information and Privacy field. 

Units within the Branch have monthly "re-training" 

exercises and conferences wherein one or more analysts specializing 

in a particular area take turns "teaching" the other members 

of the unit in that particular specialty or skill. 

The Training and Research Unit maintains a library 

of opinions, texts, law-review articles, training aids and 

renders personal assistance to those involved in their unit 

conferences and training. 

Finally, we have monthly sessions with other executive 

agencies' FOIPA personnel to keep abreast of developments 

encountered by others in the same field. 

The Field Coordination and Appeals Unit sends messages 

to our field offices of an instructional nature dealing with 

questions posed by the Field Office Privacy Control Officers 

and items coming to FBIRO attention that would be pertinent 
to those in the field. 

I 
'I 
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Question: Are FOIA expenses a line item in the budget? 

If not, how and when does it appear in the budget? 

Answer: FOIA expenses are ~ a "line" item in the budget, 

but appear as a program under the Executive Direction and 

Control Decision Unit. (Records Management generally is under 

a different decision unit.) 

'l 
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Question: What effect did Project Onslaught have on the 

backlog? What was the backlog before Onslaught and after? 

Answer: Proiect Onslaught is credited by GAO in their 

report entitled "Timeliness and Completeness of FBI Responses 

to Requests Under the Freedom of Information and Privacy 

Acts Have Improved," (April 10, 1978) with reducing but not 

eliminating the backlog. Quoting from page 37 of that 

report: "When Project Onslaught ended on September 30, 

1977, 2,059 of the nonproject cases processed by the first 

group had been closed. Additionally, on the basis of the 

work done by the second group, 33 nonproj~ct cases were 

closed and 1,615 volumes of material ",,'ere released which 

r.elated to 47 project cases." 

Although Project Onslaught did not accomplish 

its objective of eliminating the backlog, it was successful 

in reducing it. When the project began, the FBI had 7,566 

requests on hand. From May 2, 1977, through September 30, 

1977, the FOIPA Branch received 7,892 new requests; when 

Project Onslaught ended, the FBI had 4,910 requests on 

hand. Thus, during the 5-month period, the FBI closed 

10,548 requests for a net reduction in the backlog of 2,656 
cases. 

Furthermore Project Onslaught, coupled with 

reorganization of the FBI's total FOIPA effort, have reduced 

substantially the time lag between receipt of a request 

and a dispositive response for the average nonproject 

ft\,' 
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Answer (continued) 

request. The time lag dropped from 10 to 12 months to 

4 to 6 months for such requests. 

The GAO's conclusion however, in the "Timeliness" 

report cited earlier, was that Project Onslaught was not 

successful and merely reduced the backlog. At page 39, the 

GAO advised "This project was very costly and any similar 

efforts in the future should be carefully studied before 

being implemented." 

\ 
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API'ENDIX 3.-LETTEH FROi\I DIREOTOR 1,TILLIA:a-r H. 1VEBST.ER DA'l'ED 
.TUNE 19, 1979, 1'0 CIIAJRl\fAN RWHAUDSON PRl!}YEU, SUB1\Hl"'l'ING 
LEGISL.\TI\,E PROPOSALS To Al\IEXD 'l'IlE FREEDOM OF INJ!'OUMA'l'ION 
ACT 

OF>'ICK or TIl. DI .. ero. 

UNITED STATES DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

1I'ASUINGTON. D.C. 20535 

June 19, 1979 

BY LIAISON 

Honorable Richardson Preyer 
Chairman 
Subcommittee on Government Information 

and Individual Rights 
Committee on Government Operations 
House of Representatives 
Washington, D. C. 

Dear Mr. Chairman: 

During my appearance before your Subcommittee on 
February 28, 1979, you requested me to provide you with the 
Bureau's legislative proposals to amend the Freedom of Infor­mation Act. 

Enclosure 

Enclosed are our proposed amendments. 

Sincerely yours, 

~l~~ 
William H. Wabster 

Director 

(102) 

. L· 

t • 

103 

Orf"rCE OF TIIB DIRECTOR 

UNITED STATES DEPAltTMENT OF JUSTICE 

FEDEUAL BUUEAU OF INVESTIGATION 

WASlIINGTON. D.C. 20535 

June 19, 1979 

To make the 1966 Freedom of Information Act more 

effective and responsive to an open society, Congress 

amended the law in 1974. Because some of the amendments 

required law enforcement agencies to disclose information 

in their files, Congress, recognizing the sensitive nature 

of those files, included provisions which permit law 

enforcement agencies to withhold certain types of in for-

mation. Thus, enactment of the amendments was an effort 

to strike a balance between the disclosure of sensitive 

information and the need to withhold from public disclosure 

information which the national security and effective law 

enforcement demand be held in confidence. 

i'1hen President Lyndon B. Johnson signed the 

Freedom of Information Act into law on July 4, 1966, 

he said, "This legislation springs from one of our most 

essential prinCiples: a democracy works best when the 

people have all the information that the security of 

the Nation permits." I am as convinced today of the 

undeniable validity of that proposition as President 

Johnson was more than a decade ago. \ 
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The objecti,'e of public disclosure aimed toward 

the goal of an informed citizenry is one to which the FBI is 

committed. For example, although the Privacy Act provides 

for the exemption of files compiled for law enforcement 

purposes, the Bureau processes first-person requests under 

the Freedom of Information ~ct to afford the requester the 

maximum possible disclosure. In 1978 the FBI made final 

responses to 20,000 Freedom of Information-Privacy Acts 

requests. We have placed in our public reading room over 

600,000 ~ages of materials concerning such matters as our 

investigations of the assassinations of President Kennedy 

and Dr. Martin Luther King, Jr.; Cointe1prol and many 

significant cases of historical interest. The public can 

review any of these materials at no cost. I am well pleased 

with the_~BI's demonstrated response to the mandate of 

Congress in this area. 

It should be noted our response has been achieved 

at a sul;;!I';>'tantia1 cost. With over 300 employees at FBI 

Headquartcrs a~,igned full time to Freedom of Information­

Privacy Acts matters, the Bureau expended over nine million 

dollars in the program last year. Furthermore, we have learned 

that because of the Act the FBI is not now receiving vital 

information previously provided by persons throughout the 

." .. 
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private sector, foreign, state and municipal law enforce­

ment organizations, informants and ot.her sources. 

I have described the FBI's experience with the 

Freedom of Information Act in testimony before Committees 

of Congress. Several of our Oversight Committees asked me 

to submit to them proposed changes in the Act. In response 

to those requests, I hav~ prepared some amendments. 

My proposals, which do not necessarily represent 

the views of the Department of Justice or the Administration, 

endeavor to refine the Act, not to repeal it. As you con­

sider them, I ask you to observe not only what they would 

do, but also what they would not do. They would not, for 

example, diminish the rights and privileges a criminal 

defendant or civil litigant now enjoys under the rules of 

civil and criminal procedure, nor would they limit or 

restrict in any way the power of the Department of Justice 

or the Congress or the Courts to oversee any activity of 

the FBI. What they would do, I submit, is make those 

adjustments to the Act suggested by reason and experience. 

Existing time limits for responding to requests 

would be changed to establish a relationship between the 

amount of work required in responding to requests and the 

amount of time permitted to do the work. The proposals also 

would change the law to permit, not require, us to disclose 

our records to felons and citizens of foreign countries. We 

(l 
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also propose deleting the requirement a record be an inves­

tigatory record before it can be protected under existing 

exemption (b) (7). This proposal would enable the FBI to 

protect such noninvestigatory records as manuals and guide­

lines to the extent the production of them would cause any 

of the harms specified in existing exemptions (b) (7) (A) 

through (F). 

The proposals would divide all FBI records into 

two categories. The first category would cons!st of the 

most sensitive information the FBI possesses: records per­

taining to foreign intelligence, foreign counterintelligence, 

organized crime, and terrorism. The proposals would exempt 

them from the mandatory disclosure provisions of the Act. 

Title 28, Code of Federal Regulations, section 50.8, which 

provides for access to files over 15 years old of historical 

interest, will remain in effect. 

All other FBI records would be in the second cate-

gory and subject to the Act's mandatory disclosure provisions. 

Several proposals are designed to reestablish the 

essential free flow of information from the public to the FBI. 

We propose the statute specify that state and municipal 

agencies and foreign governments merit confidential source 

protection when they provide information on a confidential 

basis. To make clear we are permitted to withhold seemingly 

innocuous information which standing alone may not identify 

. \,' 

'1 
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a source, but which could do so when combined with other 

information subject to release under the Act or known to the 

requester, we propose we be permitted to withhold information 

which would tend to identify a source. This proposal would 

adopt the C0mments of several courts and make the language 

of the exemption conform more closely to the original intent 

of Congress. 

To increase our ability to protect confidential 

sources, we are proposing a seven··year moratorium on law 

enf,"rcement records pertaining to law enforcement investi-

gations. The FBI will not use the moratorium in concert with 

a file destruction program to frustrate the Freedom of l:nfor-

mation Act. 

Because the proposals are permissive in nature, 

they would not prohibit releasing information. To insure 

fundamental fairness and to address matters of public interest, 

the FBI will draft with the Department of Justice a policy 

for disclosing information even though the law would permit 

withholding it. 

These proposals would protect legitimate law enforce­

ment interests while carefully preserving the basic principle 

underlying the Fre7dom of Information Act. In my view they 

merit your consideration. 

Sincerely yours, 

William H. Webster 
Director 

i 
i 
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TIME LIMITS 

Existing Law 

Subsection (a) (6) (A) requires each agency upon any 

request for records to make the records available within 

10 days. 

Subsection (a) (6) (B) permits the agency in narrowly 

defined unusual circumstances to extend the time limits for 

no more than 10 additional days. 

If an agency fails to comply with the time limits, 

subsection (a) (6) (C) enables the person who made the request 

to file suit in United States District Court to enjoin the 

agency from withholding documents. The subsection provides 

that if the Government can show exceptional circumstances 

exist and the agency is exercising due diligence, the court 

may allow the agency additional time. 

Observations 

Every working day the FBI receives approximately 60 

new requests for records. Although we do not have any records 

pertaining to the subject matter of some requests and others 

reSuire processing only a few pages, some requests encom-

pass thousands of documents. In most instances more than 

ten days elapse before we can identify, locate and assemble 
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the requested documents, much less process them for release. 

Contrary to what some may imagine, ther~ is no machine which 

reproduces in a matter of minutes all the requested information 

contained in anyone or more of the millions of FBI files. 

Often we must review many documents which contain information 

concerning other individuals as well as the requester. 

The ability to respond to requests within an 

extremely short time period depends largely on the sensi­

tivity of the records the agency's duties and functions 

require it to maintain. The FBI must review its records 

with extreme care prior to releasing them. That review 

entails a page-by-page, line-by-line examination of each 

document. To proceed in any other manner would jeopardize 

classified data, valid law enforcement interests, and 

third-party privacy considerations. 

The volume and nature of work involved and, to an 

extent the limited resources available, render it impossible 

for the FBI to meet the 10-day time limit. As the General 

Accounting Office concluded after a 14-month review of our 

operations, "Considering the nature of the information 

gathered by the FBI, the processing of requests within 10 

working days will probably never become a reality." "Timeli­

ness and Completeness of FBI Responses to Freedom of 

Information and Privacy Acts Requests Have Improved," page 12. 

- 2 -

111 

of a Report to the Congress by the Comptroller General of the 

united States, April 10, 1978. 

The General Accounting Office determined the FBI 

appeared to be making every effort to reduce the response 

time and it is noteworthy the Comptroller General did not 

recommend any administrative or managerial changes to reduce 

that time. 

Our failure to meet the time limits does more than 

place us in the unseemly posture of failing to be. in strict 

compliance with the law. It creates a vicious circle. When 

we miss a deadline the person who requested the records can 

file a lawsuit. Time spent responding to the lawsuit naturally 

results in time lost responding to the requests of others. 

That in turn delays eve.n more our responding to those other 

requests. 

The conclusion appears inescapable. The time 

limit provisions should be modified. 

Proposal 

We propose SUbsection (a) (6) (A) be amended to 

read: "Each agency, upon any request for records made under 

paragraphs (1), (2), or (3) of this subsection shall --
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"(i) notify the person making the request of 

the receipt of the request and notify the person 

making the request within 30 days after receipt 

of the request of the number of pages encompassed 

by the request and the time limits imposed by this 

subsection upon the agency for responding to the 

request; determine whether to comply with the 

request and notify the person making the request 

of such determination and the reasons therefor 

within 60 days from receipt of the request 

(excepting Saturdays, Sundays and legal public 

holidays) if the request encompasses less than 

200 pages of records with an additional 60 days 

(excepting Saturdays, Sunii.!\ys and legal public 

holidays) permitted for each additional 200 pages 

of records encompassed by the request, but all 

determinations and notifications shall be made 

within one year; and notify the person making 

the request of the right of such person to 

appeal to the head of the agency any adverse 

determination; 

and 

" (li) 

" (B) 
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" (C) Any person making a request to any agency for 

records under paragraph (1), (2), or (3) of this subsection 

shall be deemed to have exhausted his administrative remedies 

with respect to such request if the agency fails to comply 

with the applicable time limit provisions of this paragraph. 

If the Government can show exceptional circumstances exist 

and that the agency is exercising due diligence in attempting 

to respond to ·the request, the court shall allow the agency 

additional time to complete its review of the records •..• " 

commentary 

Our proposal has two main features. It would 

establish a relationship between the amount of work required 

to respond to a request and the amount of time permitted to 

do the work. It would insure we would be granted additional 

time to respond to requests if exceptional circumstances exist 

and if we are exercising due diligence. 

Our current practices of acknowledging receipt of 

the request promptly and notifying the requester at the out­

set if we do not have any records concerning the subject 

matter of his request would not be affected. 

The proposal would require us to notify the reques­

ter within 30 days of the number of pages encompassed by his 

re~uest and to inform him of the applicable time limits. ..,. 
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In the absence of exceptional circuIi\stances the pro­

posal would permit no more than 60 working days to process 

every 200 pages of records encompassed by the request. Because 

some requests require the review of thousands of pages and the 

proposed schedule could result in a prolonged response time, 

we suggest the imposition of a maximun time limit of one year, 

absent exceptional circumstances. 

Although we are convinced making the time limits 

proportional to the amount of work required is a sound idea, 

we are not wedded either to the 60-day:200-page ratio or the 

one year maximum limitation. We propose that schedule with the 

realization the subsection under consideration applies to all 

Executive agencies, not just to those which, like ours, must 

review exttremely sensitive records in a detailed, careful, 

and time-consuming manner. 

If we were able to begin working on requests as 

soon as they are received, we could process most, but not 

all of them within the proposed time limits. Because we 

could not meet the 60-day:200-page deadline in exceptionally 

complex cases, or the one year maximum limit in exceptionally 

large requests, or either when confronted with other excep­

tional circumstances, our proposal would make clear we will 

be given additional time if we can show the court there arc 

exceptional circumstances and that we are exercising due 

diligence in attempting to respond to the request. 
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Unfortunately, we are not currently in a position 

to begin working on a request soon after it is received. We 

note, indeed we underscore, the number of requests now on hand 

and awaiting processing and the volume and scope of incoming 

requests and pending litigation are so great, that four to six 

months usually elapse between the time a request is received 

and the time we are able to furnish the records to the 

requester. 

We propose the 60-day:200-page schedule, with the 

exceptional circumstance provision intact, as a reasonable 

alternative to existing law, notwithstanding the four- to six­

month delay imposed mainly by the backlog of work. The proposal 

relies on Open America v. Watergate Special Prosecution Force, 

547 F.2d 605 (D.C. Cir. 1976). In that case the court found 

the deluge of requests in excess of that anticipated by Congress 

is a factor to be considered in determining the existence of 

exceptional circumstances. 
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~IN ALIENS: FELONS 

Existing ~ 

Subsection 552(a) (3) requires each agency upon any 

request for records to make the records promptly available 

to any person. 

Observations 

Although only a citizen of the united States or 

an alien lawfully admitted for perma~ent residence may make 

a request for records under the Priv~cy Act, the Freedom of 

Xnformation Act imposes upon the FBI the duty to furnish 

records to any person in the world who asks for them. 

At present about 16 percent of our Freedom of Infor­

mation Act requests are made by or on behalf of prisoners. 

The actual figure could be higher bec~use only those requests 

which bear the return address ~f a prison or which state 

the requester is a prisoner are counted in our statistical 

tabulation. The percentage of requents from prisoners is 

growing. A little more than a year ago only six percent of 

the requests were made by prison inmates. 

Although we do not know how many requests are made 

by convicted felons, it may be assumed we are receiving 

requests from persons who have been convicted of a felony but 
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are no longer under sentence. Members of organized crime 

families, for example, despite having been convicted of felo­

nies, are free to request FBI documents. We do receive requests 

from organized crime figures. 

Furthermore, because the present statute requires 

us to furnish FBI records to "any person," a citizen of a 

foreign country, even a citizen of a hostile foreign country, 

may demand and receive FBI documents. We have had requests 

from individuals who reside in foreign countries. 

Becal.lse every request must be honored and because 

we receive more requests·than we can process immediately, it 

is our policy to respond to requests in the order in which 

they are received. The result is the requests of most citi­

zens must wait their turn while the Bureau responds to 

requests for FBI documents from felons and residents of 

foreign countries. 

Proposal 

We propose amending existing sUbsection (a) (3) by 

adding the following sentence: 

"This section does not require a law 

enforcement or intelligence agency to dis­

close information to any person convicted 

of a felo'1" under the laws of the United 
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states or of any state, or to any person 

acting on behalf of any felon excluded 

from this section." 

We propose subsection (e) be amended to define 

"person" as "a united states person as defined by the Foreign 

Intelligence Surveillance Act of 1978." 

commentary 

The Foreign Intelligence surveillance Act of 1978 

defihes "united states person" as "a citizen of the United 

states, an alien lawfully admitted for permanent residence 

(as defined in section 101{a) (20) of the Immigration and 

Nationality Act), an unincorporated association a substantial 

number of members of which are citizens of the united States 

or aliens lawfully admitted for permanent residence, or a 

corporation which is incorporated in the united States, but 

does not include a corporation or an association which is a 

foreign power, as defined in subsection (a) (1) I (2), or (3)." 

Subsection (a) reads, "F,:)reign Power" means --

"(1) a foreign government or any component thereof, 

whether or not recognized by the united States~ 

"(2) a faction of a foreign nation or nations, not 

substantially composed of united states persons~ 
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"(3) an entity that is openly acknowledged by a 

foreign government or governments to be directed and controlled 

by such foreign government or governments~" 

The legislative history of the Freedom of Information 

Act makes clear the passage of the law was prompted in no small 

part on the premise that the opportunity to obtain information 

is essential to an informed electorate. Our proposal would 

tailor the Act to serve that purpose, while carefully preserv­

ing the rights of the electorate. The definition of "person" 

is sufficiently broad to insure the rights of public interest 

groups and associations would not be affected. 

Some of those the proposal could exclude from the 

Act are not a part of the electorate because they are citizens 

of foreign countries. The proposal also would preclude felons 

~rom demanding as a matter of right the benefits of the Act 

at taxpayers' expense. That would have two advantages. 

First it would enable the FBI to respond more promptly t.o 

the requests of those for whom the Act primarily was designed. 

Indeed, most felons have lost their right to vote and thus 

are not part of the electorate. Secondly, it would put to 

an end the current practice of convicts who are making 

requests for the purpose of identifying those who probably 
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were responsible for their conviction. LIt can be assumed 

many of these felons do not require proof beyond a reasonable 

doubt in identifying a particular person as a source of 

information.!.7 If felons can be prohibited from votingr in 

elections, a right lying at the very heart of our democracy, 

the law should permit their being excluded from FBI files 

as well as the voting booth. 

The proposal would not limit existing habeas corpus 

or civil and criminal discovery procedures, all of which will 

remain as they are today. Furthermore, the proposal does not 

prohibit the Bureau from ~esponding to requests of felons 

and those who are not United states persons. It provides 

we would not be required to respond to those requests. Thus, 

the FBI would be permitted to make records available and we 

shall work with the Department of Justice to draft guidelines 

governing access under the Act to a law enforcement or intelli-

gence agency's information by felons and those who are not 

United States persons. 
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PROTECTION OF LAW ENFORCEMENT INTERESTS 

Existing Law 

Subsection 552(b) provides the Act does not apply 
to matters that are __ 

"(7) investigatory records compiled for law enforce­

ment purposes, but only to the extent that the production of 

such records would (A) interfere with enforcement proceedings, 

(B) deprive a person of a right to a fair trial or an impartial 

a.djudication, (C) constitute an unwarranted invasion of personal 

privacy, (D) disclose the identity of a confidential source 

and, in the case of a record compiled by a criminal law 

enforcement authority in the course of a criminal investiga­

tion, or by an agency conducting a lawful natio~al security 

intelligence investigation, confidential information furnished 

only by the confidential source, (E) disclose investigative 

techniques and procedures, or (F) endanger the life or 

physical safety of law enforcement personnel; 

" 

" 
"Any reasonably s bl t' f d eg'rega e por J.on 0 a recor shall be pro-

vided to any person requesting such record after deletion of 

the portions which are exempt under this subsection." 
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Observations 
The FBI observes there are difficulties in applying 

this exemption in such a way that legitimate law enforcement 

interests receive adequate protection. Those interests 

include protecting highly sensitive information, ongoing 

investigations, manuals and some other non investigatory 

records, and confidential sources. 

Proposal 

follows: 

We propose subsection (b) (7) be amended to read as 

U(b) This section does not apply to matters that are-­

"(7) records maintained, collected or used for 

foreign intelligence, foreign counterintelligence, organized 

crime, or terrorism purposes~ or records maintained, collected 

or used for law enforcement purposes, but only to the extent 

that the production of such law enforcement records would 

(A) interfere with enforcement proceedings, (Bl deprive a 

person of a right to a fair trial or an impartial adjudication, 

(e) constitute an unwarranted invasion of personal privacy or 

the privacy of a natural person who has been deceased for less 

than 25 years, (D) tend to disclose the identity of a confiden~ 

tial source, including a state or municipal agency or foreign 

government which furnished information on a confidential basis, 
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and in the case of a record maintained, collected or used by a 

criminal law enforcement authority in the course of a criminal 

investigation, or by an agency conducting a lawful national 

security intelligence investigation, information furnished by 

the confiden'tial source including confidential information fur­

nished by a state or municipal agency or foreign government, 

(E) disclose investigative techniques and procedures or (F) 

endanger the life or physical safety of any natural person; 

PROVIDED, however, this section shall not require a law enforce­

ment or intelligence agency to (i) make available any records 

maintained, collected or used for law enforcement purposes 

which pertain to a law enforcement investigation for seven 

years after termination of the investigation without prosecu­

tion or seven years after prosecution; or (ii) disclose any 

information which would interfere with an ongoing criminal 

investigation or foreign intelligence or foreign counter­

intelligence activity, if the head of the agency or in the 

case of the Department of Justice, a component thereof, 

certifies in writi~g to the Attorney General, and the Attorney 

General determines, disclosing the information would interfere 

with an ongoing criminal investigation or foreign intelligence 

or foreign counterintelligence activity." 

We also propose the following definitions be added 

to SUbsection (e): 
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"Foreign intelligence" means information 

relating to the capabilities, intentions and 

activities of foreign powers, organizations 

or persons. 

"Foreign counterintelligence" means infor-

mation gathered and activities conducted to 

protect against espionage and other clandestine 

intelligence activities, sabotage, inter-

national terrorist activities or assassinations 

conducted for or on behalf of foreign powers, 

organizations or persons. 

"Terrorism" means any activity that involves 

a violent act that is dangerous,to human life or 

risks serious bodily harm or that involves 

aggravated property destruction, for the purpose 

of 

(i) intimidating or coercing the civil 

population or any segment thereof; 

(ii) influencing or retaliating against 

the policies or actions of the government of 

the United States or of any state or political 

subdivision thereof or of any foreign state, 

by intimidation or coercion; or 
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(iii) influencing or retaliating against 

the trade or economic policies or actions of 

a corporation or other entity engaged in foreign 

commerce. by intimidation or coercion. 

"Organized crime" means criminal activity 

by two or more persons who are engaged in a 

continuing enterprise for the purpose of obtain­

ing monetary or commercial gains or profits 

wholely or in part through racketeering 

activity." 

Our proposal would divide all FBI records into two 

categories. The first category would consist of the most 

sensitive information the FBI possesses: records pertaining 

to foreign intelligence, foreign counterintelligence, organized 

crime, and terrorism. The proposal would exempt them from 

the mandatory disclosure provisions of the Act. 
All other 

FBI records would be in the second category and subject to 

the Act's mandatory disclosure provisions. 

Title 28, Code of Federal Regulations, Section 50.8, 

will remain in effect. Th t t' b a sec ~on, ased on an Order dated 

July 17, 1973, provides for access to files of historical 

interest. The complete text is in the appendix. 
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The proposal sUbstitutes for the Freedom of Informa-

tion Act's "compiled," the. definition of "maintained" used in 

the Privacy Act of 1974, 5 U.S.C. ! 552a (a) (3). Not only 

would the proposed change aid the consistency of the two 

related statutes, it also would preclude any gap in protection 

resulting from a narrow interpretation of "compiled." The 

thrust should go to the purpose for which the records are 

maintained, collected or used, and not soley the purpose for 

which they originally were compiled. 

~ ~ ~ Sensitive Records 

The FBI is charged with the responsibility for 

foreign intelligence, foreign counterintelligence, terrorism 

and organized crime investigations within the United States. 

Our activities in these four areas invariably are among the 

most sensitive the FBI conducts and the records we maintain, 

collect and use in connection with these matters are our 

most sensitive. The degree of sensitivity of information is 

directly proportional to the degree of harm resulting from 

the disclosure of that information to the wrong person. 

Most of our investigations in these areas are 

detailed, complex and extensive. Thus, of all our records 

OUr most sensitive are also the most vulnerable to examina­

tion by those motivated by other than legitimate reasons to 
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identify sources and determine the scope, capabilities and 

limitations of our efforts. 

Although one of the purposes of the Freedom of 

Information Act was to compel disclosure of agency information 

to assist in informing the electorate, one cannot conclude 

all citizens request and receive the FBI's most sensitive 

information for the purpose of making themselves a more 

informed electorate. 

This is not to intimate all persons who desire to 

examine these records have evil motives. A few, no doubt, do. 

We know, for example, of an ,organized crime group which made 

a concerted effort to use the Freedom of Information Act to 

identify the FBI's confidential sources. 

In these types of cases revealing the absence of 

information in our files is most damaging. The lack of any 

investigative activity in a particular place at a particular 

time conveys in clear and unmistakable terms our limitations. 

That we do n~t possess records showing FBI investigative 

activity in a certain city is to announce we have no knowledge 

of what transpired there. It is important to remember under 

the Freedom of Information Act we are required to explain why 

information is being withheld, identify with as much specifi­

city as possible the nature of the information, and describe 

document not being disclosed. 
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It must be recognized that hostile foreign govern­

ments, terrorist and organized crime groups not only have the 

motive to subject our releases to detailed analysis, they have 

the resources to finance such an examination by knowledgeable 

and skilled analysts. 

Risks surface internally as well. The FBI tradi­

tionally has operated on the "need-to-know" principle: 

sensitive information is provided only to those FBI employees 

who have a need-to-know(' the information. It would not be 

uncommon for a veteran Special Agent assigned to the Criminal 

Investigative Division to have no knowledge about a foreign 

counterintelligence case, and for an employee assigned foreign 

counterintelligence responsibilities to know only a portion 

of the de'tails of that same case. Yet, to respond to a 

Freedom of Information Act request all relevant records must 

be assembled in one place. Throughout the response, appeal 

and litigation stages the records receive much more exposure 

than thfay otherwise would. 

We must remember, too, it is human beings in the 

FBI who review our records and try to decide what must be 

released and what properly should be withheld. Human beings 

have made mistakes in the past; they will make them in the 

future. Furthermore, there is a limit to human knowledge. FBI 

employees do not know, cannot know and hav(~ no way of learn­

ing the extent of a requester's knowledge of names, dates 
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a~d places. The Freedom of Information Act analyst in the 

FBI may have no way of knowing or learning the significance 

to a hostile analyst of a particular item of information. 

Yet, somehow, the FBI employee is suppose to make an intelli-

gent judgment. 

To our knowledge no confidential source has ever 

experienced physical harm as a result of one of our releases, 

but one of the most alarming aspects of this entire area is 

that the greatest danger lies in a hostile foreign government 

identifying an FBI source and leaving that source in place. 

We are heartened by the absence of an identifiable victim; we 

remain concerned. 

We have not lost sight of our commitment to be as 

open as possible. To that end we have defined the four highly 

sensitive categories in an effort to strike a proper balance 

between openness in government and keE1ping secret those things 

which are fit to be kept secret from the world. 

Through its elected representatives the public has 

placed upon the FBI our foreign intelligence, foreign counter­

intelligence, terrorism and organized crime responsibilities. 

We recognize the American people have a right to know how the 

FBI is discharging those responsibilities. The Act does not 

require any person who desires to receive a document to show 

a need for the information or to express a reason for request-

ing it. We do not suggest the Act be changed to impose any 
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such requirements. What we a~e proposing is that the public's 

right to know about these highly sensitive matters be chan­

neled through the existing powers of its courts, its Congress, 

and its other representatives. 

The FBI must account to the public for its activi­

ties in th~se particularly sensitive areas. We should give 

our accounting not to the world, but to the public's courts, 

Congress, and Executive. All other FBI records would remain 

subject to direct public access. 

All ~ !:!!!. Records 

Existing sUbsection (b) (7) clearly does not protect 

law enforcement manuals because they are not "investigatory 

records." with the law in its present form, we are unable to 

reduce to writing in a manual, training document or similar 

paper those items of information we want our Special Agents 

in the field to know without running the risk of having to 

provide our game plan to those who would use our own informa­

tion to avoid detection or capture. 

The manner in which the courts have struggled to 

find some basis to justify withholding those portions of law 

enforcement manuals which deserve protection may be seen in 

such cases as Cox v. Department of Justice, 576 F.2d 1302 

(8th Cir. 1978); ~ v. Department of Justice, F.2d_ 
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(8th Cir. 1979); Caplan v. Bureau of Alcohol, Tobacco and 

Firearms, 445 F.Supp. 699 (S.D.N.Y. 1978); aff'd on other 

grounds, 587 F.2d 544 (2nd Cir. 1978). 

The difficulty the courts have had in relying on 

existing exemption (b) (2), which protects all records relat­

ing solely to the internal personnel rules and practices of 

an agency, lies in part in the difference between the House 

and Senate Reports on the sdope of exemption (b) (2). The 

House Report would allow manuals to be procected; the Senate 

Report would not. 

We propose deleting the requirement the record be 

an investigatory record before it can be protected under 

exemption (b) (7). The proper test ought to be whether the 

production of the record would cause any of the harms sub-

sections (b) (7) (A) through (F) are designed to prevent. 

Ginsburg, Feldman and Bress v. Federal Energy Administration; 

Civ. Act. No. 76-27, 39 Ad. L.2d (P & F) 332 (D.D.C. June 18, 

1976), aff'd, No. 76-1759 (D.C. Cir. Feb. 14, 1978), vacated 

pending_rehearing en banc (D.C. Cir. Feb. 14, 1978), ~~ 

~., No. 76-1759 (D.C. Cir. 1978). 

If our proposal were enacted, exemption (b) (7) would 

protect all FBI records to the extent the production of them 

would cause any of the harms addressed in exemptions (b) (7) (A) 
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through (F). See ~ v. Bell, et al., ___ F.2d __ _ 

(1st Cir. 1979). Remaining portions of records would be 

disclosed under the Freedom of Information Act. 

Ongoing Investigations 

Effective law enforcement demands that in certain 

situations the existence of an investigation not be disclosed. 

Although existing exemption (b) (7) (A) permits the withholding 

of information to the extent that the production of records 

would "interfere with enforcement proceedings," we kno~'l of 

no way to respond to a Freedom of Information Act request 

without alerting the requester there is an ongoing investiga­

tion. Subsection (a) (6) (A) (i) requires us to inform the 

requester the reasons for our determination whether to comply 

with his request. Thus, we are required by the statute to 

cite (b) (7) (A) to protect an ongoing investigation and by 

citing that exemption we confirm the existence of the inves­

tigation. 

The General Accounting Office found, "(I)f reques-

ters, unaware that they are under investigation, seek access 

to their records, they would immediately realize the situation 

once the agency cited the (b) (7) (A) exemption to withhold 

information that may harm a pending investigation. Thus, the 

agency faces a dilemma. It cannot lie to requesters by say­

ing that no records exist, nor can it choose to ignore the 
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requesters •••• Because the use of the (b) (7) (A) exemption 

puts the agency in a 'no-win' situation, some feasible pro­

cedure is needed by which the Government's and public's 

interests are served fairly and efficiently." "Timeliness 

and Completeness of FBI Responses to Freedom of Information 

and Privacy Acts Requests Have Improved," pages 57-58 of a 

Report to the Congress by the Comptroller General of the 

United states, April 10, 1978. 

Our proposal would solve this dilemma. It would 

enable us to avoid alerting a requester only in those instances 

in which alerting him would interfere with an ongoing criminal 

investigation or foreign intelligence or foreign counter­

intelligence activity. To insure the provision would be 

employed only when absolutely necessary, our proposal would 

require the Director of the FBI to certify in writing to the 

Attorney General and for the Attorney General to make the 

determination that disclosing the information would interfere 

with the ongoing criminal investigation or foreign intelli­

gence or foreign counterintelligence activity. 

Personal Privacy 

Exemption (b) (7) (C) permits the FBI to withhold 

information in its investigatory records which would "con­

stitute an unwarranted invasion of personal privacy." This 
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exemption does not protsct any interests of deceased individ­

uals because personal privacy considerations do not survive 

death. 

Our proposal would extend the privacy interests 

protected by this exemption for 25 years after death. 

Confidential Sources 

Although exemption (b) (7) (D) is designed to protect 

confidential sources, there are difficulties with making the 

exemption do that for which it is intended. It is essential 

these difficulties be minimized or eliminated because the 

confidential source is indispensable; he is the single most 

important investigative tool available to law enforcement. 

"The courts have also recognized the danger that citizen 

cooperation with law enforcement ~gencies will end if such 

confidential sources are not protected." May v. Department 

of Justice, civil Action No. 77-264SD (S.D. Me. 1978). 

In responding to a requGst for information from an 

investigative file, we must review each record to determine 

if we can release the information. The duty is ours to 

establish the need to withhold, and we must demonstrate that 

records being withheld contain no "reasonably segregable" 

information; that is, information not specifically protected 

by exemption (b) (7) (D) or any of the other eight exemptions. 

- 26 -
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In practice this means that an FBI employee, even 

though he has learned to evaluate more carefully what infor-

mation is reasonably segregable, does not know, cannot know, 

and has no way of learning the extent of a requester's 

knowledge of dates, places and events. The person most 

knowledgeable about what particular information may lead to 

source identity is, unfortunately for us, oftentimes the 

requester who is the subject of the investigation. What 

appears to us to be innocuous or harmless information may pro­

vide the requester the missing piece of the puzzle. Stassi v. 

Department of Justice, et al., Civil Action No. 78-0536 

(D.D.C. 1979). When the records pertain to investigations of 

organizations and the members have the opportunity to pool 

and compare the information furnished to them, the danger 

becomes more apparent. 

We have further concern for the inadvertent dis-

closure which may result from human er~or. That is a risk 

present whenever a page-by-page review of thousands of docu-

ments is undertaken. 

Still, an FBI employee must review the relevant 

materials and predict what information can be released. The 

consequences of erring are severe. 

Approximately 16 percent of our Freedom of Informa-

tion Act requests are coming from prison inmates. Our 

experience tells us that in many instances their requests 
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are being made for the purpose of identifying informants. 

We know that an organized crime group made a concerted effort 

to identify sources through the Freedom of Information Act. 

The FBI's ability to discharge its responsibilities 

depends in large measure upon the willingness of human beings 

to furnish information to us. To the extent the Freedom of 

Information Act or any other statute or event or circumstance 

inhibits someone from telling the FBI what he knows, our 

ability to do our job is made more difficult. 

We have found that there are those in many segments 

of society who are refusing to provide us information because 

they fear their identity may be disclosed under the law. 

These people are not only confidential informants, but also 

private citizens, businessmen and representatives of municipal 

and state governments. Included as well are officials of 

foreign governments. The FBI is not suggesting that every 

person who is reluctant to provide us information does so 

solely because of the Freedom of Information Act. We are 

saying we do have examples -- actual case histories -- of 

people who have told us they do not want to provide inform~­

tion to us because they fear disclosure under the Act. 

Several of these examples are in the appendix. 

The Report of the Comptroller General captioned, 

"Impact of the Freedom of Information and Privacy Acts on 

Law Enforcement Agencies," dated November 15, 1978, contains 
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several specific examples of documented instances wherein 

established or potential sources of information declined to 

assist us in our investigations. This General Accounting 

Office Report points out our belief that the Acts have had 

the greatest impact on informants in the organized crime and 

foreign counterintelligence areas, two of the areas in which 

the FBI currently concentrates its greatest efforts. Our 

sources of information in the foreign counterintelligence field 

are usually well educated, sophisticated and informed about 

the laws, court decisions and media coverage concerning the 

release of information from FBI files. They are very sensi­

tive to the fact that Freedom of Information-Privacy Acts 

disclosure of their cooperation with us could jeopardize their 

community standing or livelihood, or more seriously, given 

the appropriate situation, their life or physical safety. 

~V'e consider this perception by the public to be a 

serious impairment to our capabilities. The Comptroller 

General's Report concluded the various law enforcement agencies 

surveyed almost universally believe that the ability of law 

enforcement agencies to gather and exchange information is 

being eroded, but the extent and significance of the informa­

tion not being gathered because of the Freedom of Information 

Act and the Privacy Act cannot be measured. It is true 

quantitative measurement of the loss of information is most 

- 29 -
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difficult to ascertain. In many cases we will never be sure 

why a source or potential source of information declined to 

provide vital information to us, but the Freedom of Information 

Act has been specifically cited by many as the reason for 

their refusal to cooperate. 

The practical problems that confront us in applying 

the existing (b) (7) (D) exemption and the risks present when-

ever sensitive records are reviewed for public disclosure place 

us in the position of not being able to dispel as completely 

mythical or imagined the perceptual problem which exists among 

the citizenry. Our proposal addresses the practical and per-

ceptual problems. 

The first part of exemption (b) (7) (D) permits the FBI 

to withhold information which "would" identify a confidential 

source. The second part protects any confidential information 

the source furnished to the FBI in the course of a criminal 

or lawful national security investigation. To make clear we 

are permitted to withhold seemingly innocuous information 

which in and of itself would not identify a source, but which 

could identify a source when combined with other information 

subject to release under the Freedom of Information Act, we 

propose amending subsection (b) (7) (D) to permit withholding 

information would would tend to identify a source. 

- 30 -
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changing the exemption from "would disclose the 

identity of a confidential source" to "would tend to disclose 

the identity of a confidential source" adopts the comments of 

the courts in such cases as Nix v. united States of America, 

572 F.2d 998 (4th Cir. 1978), Church of Scientology v. Depart­

ment of Justice, 410 F.Supp. 1297 (C.D. Cal. 1976), and 

Mitsubishi Electric Corp., et al., v. Department of Justice, 

Civil Action No. 76-0813 (D.D.C. 1977). 

The proposal also would make the language of the 

exemption conform more closely to the original intent of 

Congress. The author of the exemption, Senator Hart, stated, 

"The amendment protects without exception and without limita­

tion the identity of informers. It protects both the identity 

of the informer and information which might reasonably be 

found to lead to such disclosure. These may be paid informers 

or simply concerned citizens who give information to law 

enforcement agencies and desire their identity be kept con-

fidential," 120 Congressional Record 17034 (emphasis added). 

Our proposal would make clear state and municipal 

agencies and foreign governments whicn furnish information 

on a confidential basis are confidential sources within the 

meaning of the exemption. The proposal would be consistent 

with Nix, supra; Church of Scientology, supra; Lesar v. 

Department of Justice, 455 F.Supp. 921 (D.D.C. 1978); 
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May, supra; and Varona Pacheco v. F.B.I., et al., 456 F.Supp. 

1024 (D. Puerto Rico 1978). 

Our proposal also would eliminate the requirement 

that the information be furnished "only" by the confidential 

source before it may be protected. striking the word "only" 

would preclude the possibility of a successful demand the 

information must be released because the same information was 

furnished by two or more confidential sources. 

Moratorium 

The Act should include a moratorium provision. The 

requester who has as his purpose identifying FBI sources can 

review an FBI release while names, dat,es, places and relation-

ships are relatively fresh in his mind. That recollection, 

undimmed by the passage of time, is of no small aid to the 

individual endeavoring to identify a confidential source by 

sUbjecting an FBI release to a detailed analysis. 

We propose we not be required to release law enforce­

ment records pertaining to a law enforcement investigation for 

seven years after termination of the investigation without 

prosecution or seven years after prosecution. 

We will not use the moratorium provision in concert 

with a file destruction program to frustrate the Freedom of 

Information Act. 

- 32 -
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Because some investigations are ongoing for extended 

periods, records pertaining to them could be withheld for a 

long time. Since our proposal is worded to permit, not pro-

hibit, OUr releasing information during the moratorium, we will 

be able to and we shall work with the Departl'1.ent of Justice 

to formulate a policy for access to records of public interest 

and to information pertaining to protracted investigations. 

Physical Safety 

Exemption (b) (7) (F) permits the FBI to withhold 

informat~on which would endanger the life or physical safety 

of law enforcement personnel. 

Our proposal would permit protecting the life or 

physical safety of any natural person. 
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PUBLIC RECORDS 

Existing Law 

Subsection 552(b), after itemizing those matters to 

which the Act does not apply, reads, 

"Any reasonably segregable portion of a 

record shall be provided to any person request­

ing such record after deletion of the portions 

which are exempt under this subsection." 

Observations 

This provision prevents an agency from withholding 

an entire document when only a portion of it is exempt. It 

necessitates our making a line-by-line review of records to 

determine if any portion should be released. Such a review 

requires a great deal of effort and expense with very little 

corresponding benefit to the requester in some cases, 

especially those involving requests for records pertaining 

to ongoing investigations. 

Proposal 

We propose the last sentence of subsection 552(b) 
be amended to read, 
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"Any reasonably segregable portion of 

a record nett already in the public domain 

which contains information pertaining to 

the subject of a request shall be provided 

to any person properly requesting such 

record after deletion of the portions which 

are exempt under this subsection." 

Exemption (b) (7) (A) allows an agency to with­

hold investigatory records compiled for law enforcement 

purposes, but only to the extent that their release would 

interfere with enforcement proceedings. The FBI uses 

this exemption most often in responding to requests for 

records about pending, ongoing investigations. Of course, 

the (b) (7) ('A') exemption, like all others, must be applied 

with the reasonably segregable clause in mind. The General 

Accounting Office concluded, "As a result requesters would 

probably not receive any information they were not already 

aware of, while the agency would have devoted many useless 

hours deciding what information could be released." "Time­

liness and Completeness of FBI Responses to Freedom of 

Information and Privacy Acts Requests Have Improved," page 57 

of a Report to the Congress by the Comptroller General of the 

United States, April 10, 1978 . 

- 35 - \ 

; ! 



144 

Our proposal would harmonize the (b) (7) (A) and 

"reasonably segregable" provisions without striking discord 

in the design of either. 
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IN CAMERA REVIEW 

Existing Law 

Subsection 552(a) (4) (B) empowers United States 

District Courts to order the production of any agency records 

improperly withheld from the person who requested the records. 

It requires the court to determine the matter de ~ and 

permits the court to examine agen~y records in camera to 

determine whether the records should be withheld under any 

of the exemptions set forth in subsection (b) of the Act. 

The sUbsection places the burden on the agency to sustain 

its action. 

Observations 

To meet the burden of justifying our withholding 

information, the FBI often must submit detailed affidavits 

describing the information being withheld and expla.i.ning with 

specificity why that information fits within the exemptions of 

the Act. The filing of a public affidavit in litigation may 

result in more har.m than releasing the documents themselves. 

In Kanter v. Internal Revenue Service, et aJ.., 

433 F.Supp. 812 (N.D.Ill. 1977), the court observed, "The 

government is correct in noting thqt a detailed index would 

be a cure as perilous as the disease. Such an index would 
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enable the astute defendants in the criminal case LWho were 

the plaintiffs in this Freedom of Information Act lawsui~ 

to define with great accuracy the identity and nature of the 

information in the possession of the prosecution. 433 F.Supp. 

at 820, 

" •.. (T)he principal problem with a standard 

..• index is the government's fear that detailed itemiza-

tion and justification would enable the objects of its 

investigation to 'fill in the blanks,' i.e., that it would 

impede its enforcement almost as seriously as complete dis-

closure ••.• (T)he court acknowledges the validity of the 

government's concern." 433 F.Supp. at 823. 

In recognition of the danger, agencies are permitted 

to submit more detailed affidavits to the court in camera 

when a public affidavit would harm governmental interests. 

Phillippi v. CIA, 546 F.2d 1009 (D.C. Cir. 1976); Kanter v. 

IRS, et al., supra; S.Rep. No. 93-854, 93d Cong., 2d Sess. 

Affidavits submitted for in camera review usually contain as 

much information or more than the documents themselves, an 

analysis of the information and an assessment of the damage its 

release would cause. For example, the affidavit may explain 

exactly how the release of certain information would identify 

an informant or harm national security. Yet one court recently 
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ordered the rel~ase of all but two paragraphs of an affidavit 

which an agency had submitted in camera. Baez v. National 

Security Agency, et al., Civil Action No. 76-1921 (D.D.C. 

Memorandum and Order Filed November 2, 1978). The case is 

being appealed. 

Furthermore, some reservations have been expressed 

over the use of in camera inspections. The critics maintain 

in camera ins~ections defeat the adversary process because 

the plaintiff and his atto:rney are not permitted to examine 

the documents. See, for example, the concurring opinion in 

Ray v. Turner, 587 F.2d at 1199. (D.C. Cir. 1978). 

Proposal 

We propose the second sentence in subsection 

552(a) (4) (B) be amended to read as follows: 

"In such a case the court sha.ll determine 

the matter de ~, and may examine the contents 

of such agency records in camera to determine 

whether such records or any part thereof shall 

be withheld under any of the exemptions set 

forth in subsection (b) of this section, and 

the burden is on the agency to sustain its 

action; but if the court examines the contents 

of a law enforcement or intelligence agency's 

records withheld by the agency under exemptions 
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(b) (1), (b) (3), the introductory clause of 

exemption (b) (7), or exemption (b) (7) (D), the 

examination shall be in camera. The court 

shall maintain under seal any affidavit sub­

mitted by a law enforcement or intelligence 

agency to the court in camera." 

LThe phrase "the introductory clause of exemption 

(b) (7)" refers to a clause we propose be added to existing 

subsection (b) (7)~ 

commentary 

Under this proposal the burden would remain on the 

agency to sustain its action, and the p~w0r of the court to 

make de ~ determinations and inspect agency records 

in camera would not be affected. 

The proposal would make clear that if a court decides 

to review the records of a law enforcement or intelligence 

agency, the review of some of those records must be in camera. 

Records which could be reviewed only by the court would include 

th(js~ L;::ing withheld under exemption (b) (1) -- properly clas-

sified information; exemption (b) (3) -- information required 

by some other statute to be kept confidential; the introductory 

clause of exemption (b) (7) -.- foreign intelligence, foreign 
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counterintelligence, terrorism and organized crime information; 

and/or exemption (b) (7) (D) -- information identifying a confi-

dential source. 

The proposal also would insure that affidavits 

submitted by law enforcement or intelligence agencies for 

in camera examination are reviewed only by the court. 

Adoption of this proposal would di&miss the sugges­

tion that a plaintiff or his attorney should examine highly 

sensitive documents, which are being reviewed by a court 

in camera, so the plaintiff can assist the court in determining 

whether the documents should be disclosed to the plaintiff. 

Congress, in enacting the de ~ determination and in camera 

inspection provisions of the Act, was adamant in its convic-

tion that the courts could be entrusted to make intelligent 

decisions about highly sensitive Government document.s. Our 

proposal rejects the notion the courts have shown themselves 

incapable of making in camera determinations without the 

assistance of the plaintiff or his attorney. 

As to affidavits submitted for in camera review, the 

proposal adopts the philosophy of Kanter, supra at 824, "The 

method of a detailed index was devised by the court in 

Vau9:hn v. Rosen for the benefit of the court rather than the 

plaintiffs. There is no reason why the court cannot consider 
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such an index in camera, thereby preventing undue disclosures 

to the pla~nt~ s. • • , 'ff Wh 4 1e 4 n camera consideration will deprive 

the court of the benefit of plaintiffs' critique of the index, 

it does have certain advantages. It is preferable to the 

laborious task of scrutiny of the documents themselves. 

Furthermore, a properly drawn index will summarize documents, 

and put into relief their fundamental facts and importance. 

An index will also focus the court's attention on the basis 

of the government's claim that each docum.ent is covered by 

Lone of the exemptionsJ" See also ~ v. Department of 

Justice, 455 F.Supp. 921 (D.D.C. 1978). 
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ANNUAL REPORT 

Existing Law 

Subsection 552(d) requires each agency to submit to 

Congress on or before March 1 of each calendar year a report 

covering the preceding calendar year. It also requires the 

Attorney General to submit an annual report on or before 

March 1 for the prior calendar year. Both reports must 

include statistical compilations for various aspects of the 

processing of Freedom of Information Act requests. 

Observations 

We are required to keep two sets of statistics: 

one for the calendar year report required by the statute 

and another for programs operating on a fiscal year basis. 

The administrative burden and unnecessary expense which 

result from these duplicative efforts could be eliminated 

if the existing statute required a fiscal year report. 

Proposal 

We propose the first sentence of eXisting subsec-

tion 552(d) be amended to read, 
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"On or before December 1 of each calend.ar 

year, each agency shall submit a report covering 

the preceding fiscal year to •••• " 

and the last paragraph of subsection 552(d) be 

amended to read, 

"The Attorney General shall submit an 

annual report on or before December 1 of each 

calendar year which shall include for the 

prior fiscal year a listing of •••• " 
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APPENDIX 

t 

SURVEY OF IMPACT OF 

THE FREEDOM OF INFORMATION ACT (FOIA) 

AND 

PRIVACY ACT (PA) 

ON LAW ENFORCEMENT ACTIVITIES 
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INTRODUCTION 

On April 25, 1978, the General Accounting Office 
(GAO) requested Federal Bureau of Investigation (FBI) 
participation in a GAO study on the impact of the Freedom of 
Information Act (FOIA) and the Privacy Act (PA) of 1974 on 
law enforcement activities. To compile data for the GAO 
request, the FBI canvassed its Headquarters components and 
59 field divisions. The following examples include 
instances of perceived and/or actual impact reported by FBI 
field offices and Headquarters divisions in response to the 
GAO request and subsequent to the GAO study. Examples 
which involve classified matters are not included. 

A. STATE AND MUNICIPAL LAW ENFORCEMENT AGENCIES 

An FBI office noted a trend to exclude Agents 
working organized crime matters from key intelligence 
meetings in their area. Several state law enforcement 
officers have mentioned a concern for the security of 
information in connection with Freedom of Information­
Privacy Acts (FOIPA) disclosures as the reason for the 
closed meetings. The office undertook efforts through meetings 
with state and local. law enforcement agencies to improve 
their understanding of the FOIA and PA legislation. These 
efforts have not met with complete success. 

* 
The Attorney General for a certain state has 

advised he intends to follow a policy concerning the rele~se 
of state records to be in conformity with the FOIPA. 
Consequently, in applicant background investigations, state 
police arrest records concerning relatives of applicants are 
not made available to the FBI. 

* 
Due to the FOIPA, difficulty has been experienced 

on several occasions in obtaining information from a certain 
police department. Some officers have stated their reluc­
tance to make information available concerning subjects of 
local investigation because of these Acts. The 0rganized 
crime control bureau and the intelligence division of the 
police department have expressed concern over the FBI's 
ability to protect sources of information. 

* 
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Ih a civil rights investigation in which the 
subject was a former employee of a law enforcement agency, 
the head of that agency advised subject's personnel file 
contained several previous complaints concerning his alleged 
brutality. Howeve.r, the agency refused to make the 
personnel file or information contained .in it available to 
the FBI, out of fear the subject would have aCC8SS to this 
information under the PA. 

* 
In a recent civil rights investigation, an effort 

was made to obtain a copy of a police department report 
of the victim's death. Local authorities would make the 
report available for review but declined to provide a copy 
for inclusion in the FBI's investigative report. Antici­
pating a civil suit would be filed against the city and 
police department arising from the victim's death, they 
questioned the ability of the FBI in view of the FOIA and 
PA to maintain the local report in confidence. 

* 
A representative of a certain police department 

intelligence division has stated he is very reluctant to 
furnish information regarding possible domestic revolution­
aries. He is fearful such information could inadvertently 
be released pursuant to the FOIPA. 

* 
A detective of a prosecutor's office was contact­

ing his local sources relative to the whereabouts of a 
former resident who was a Federal fugitive charged with 
murder. The detective said his sources and contacts in the 
Cuban community were reluctant to provide information in 
this case or others because of the fear of disclosure under 
the FOIA. 

The following letter was written by the Chief of 
Police of a major city: 

"With respect to FBI files being made accessible 
to persons or organizations pursuant to the Privacy Act or 
the Freedom of Information Act, I request that all 
investigative records of information, from whatever 
(deleted) Bureau of Police source (including the (deleted) 
Police Bureau as an organization, its employees, etc.), 
in your files be protected and kept confidential. 
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, "If such protection cannot be assured to this 
organization by the FBI, we will only be able to cooperate 
in the exchange of non-sensitive, non-confidential infor­
mation. The (deleted) Bureau of police would not be able 
to pass on sensitive information to the FBI without this 
assurance of confidentiality, and the effectiveness of the 
working relationship between our organizations would be 
greatly diminished." 

* 
A chief of police stated in the early part of 

1977, that if any information is released by Federal law 
enforcement agencies as a result of a request under the 
FOIPA, which indicated that the source of information was 
his police department, he would no longer allow his 
department to furnish information to any Federal law 
enforcement agencies. 

* 
A representative from the criminal conspiracy 

section of a certain police department has stated his section 
is very reluctant to discuss information concerning possible 
intelligence operations. The representative stated he feared 
this information could inadvertently be released by the FBI 
to an individual pursuant to an FOIPA request. 

* 
In civil rights matters, officers of a certain 

police department have been cautioned by their departmental 
attorneys tnat, when interviewed as subjects by FBI Agents, 
they should respectfully decline to furnish any information 
based on the 5th Amendment. They have been cautioned further 
that any statement they do make to the FBI would be subject 
to disclosure under tha FOIPA. 

* 
Two police departments in a certain state will not 

share their informants and, more importantly, a substantial 
amount of their informant information on Federal violations, 
for fear an informant will be disclosed accidentally by the 
FBI through a request in connection with the FOIPA. 

* 
It has been observed the exchange of information 

among local police, state and Federal investigators ~t the 
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mqnthly meetings o~ a police intelligence organization has 
~ecrease~ substant~ally. Because of uncertainty over what 
~nformat~on may meet FOIA or PA disclosure criteria there 
is very little information exchanged at these meeti~gs. 

* 
Since the spring of 1976, a southern office of 

the FBI has encountered an express reluctance by a police 
department and a sheriff's office's intelligence unit to 
cooperate in furnishing written information to the FBI on 
security, as well as criminal, matters. A member of the 
intelligence unit stated that, despite past FBI assurances 
that all intelligence information would be considered 
confidential, it had been learned a former black activist, 
who had made an FOIA request to the FBI was furnished a 
copy of an intelligence report previously furnished to the 
FBI by the police department. Although this document did 
notore~e~l the identi~y of any informant, that local agency 
adv~sed ~t had no cho~ce but to decline to furnish further 
written information to the FBI, in order to prevent this 
situation from arising again. 

* 
In the course of 'a fugitive investigation, an 

FBI Agent was denied information contained in city employment 
records, due to the PA. Subsequently, the Agent was able to 
obtain these records through a Federal search warrant which 
was served on city Hall. However, because of delays required 
to obtain the search warrant, the Agent missed apprehending 
the fugitive at his place of employment. 

B. FOREIGN LIAISON 

In recent conveJ=sations with two members of a 
foreign police agency in an investigation concerning copy­
right matters, these officers stated they did not furnish 
all information to the FBI as they had in the past, due to 
the FOIA. 

* 
On April 11, 1978, an individual who has some 

contact with foreign police department officers declined 
to actively assist the FBI because of the fear of seeing 
his name in the newspapers. He advised the promise of 
confidentiality by law enforcement in today's political 
environment is worthless. 

* 
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A citizen who has close contact with a foreign 
police agency discontinued his association with the FBI 
because he feared that, under the FOIA, information might 
be released which would identify either himself or this 
foreign police agency. 

* 
In the past two years, several Agents have had 

contact with foreign police representatives visiting the 
united states. These representatives have come from western 
countries, some of which have experienced internal problems 
with ter.rorism. These police representatives generally 
offered the observation that, despi'l:e their high regard 
for the reputation and professionalism of the FBI, they 
believed (one said it was sadly amusing) all of the fine 
efforts of the FBI are sometimes diluted, if not negated, 
when the investigative results have to be furnished under 
the FOIPA to subjects of investigations. This same dismay 
over restrictions on the FBI was relayed by a person who 
traveled to another foreign country and visited that 
country's national police force. 

C. ABILITY OF LAW ENFORCEMENT PERSONNEL TO OBTAIN INFORMATION 
FROM THE GENERAL PUBLIC 

1. AIRLINES 

In an FBI case an airline company accepted a 
stolen check for airline passage. As their computers 
indicated to the ticket agent the check was stolen, 
the airline refused to issue the ticket which had been 
completed by the ticket agent. During the course ot FBI 
investigation, the airline was requested to surrender the 
completed but Unused ticket as evidence; however, the company 
declined to make the ticket available to the FBI due to the 
FOIPA. 

2. BANKS 

Citing the PA, a large bank \'/ould not make 
available details of a particular financial transaction 
without a subpoena, although the bank was the vehicle in a 
possible 2.2 million dollar fraudulent Interstate Trans­
portation of Stolen Property transaction. 

* 
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A former president of another bank obtained loans 
using fraudulent financial statements. The former employee's 
bank would not make available to the FBI the personnel file, 
the loan file, or the results of the internal audit regarding 
the president's activities, based on the PA. This information 
was not available from other sources. 

* 
During an investigation concerning the disappearance 

of $1,000 from a bank, investigating ~gents c~ntacted a senior 
vice president to request background ~nformat~on on a 
particular suspect bank employee. The vice president advised 
that due to recent Federal and state privacy legislation, 
he c~uld not furnish personnel information concerning this 
employee, as he feared the employee might then have grounds 
to file a lawsuit for invasion of privacy. 

* 
In an investigatlon involving false statements to 

an estimated 50 to 65 banks resulting in 3.B million dollars 
in lawsuits an FBI office served a subpoena for bank records 
~n a bank a~d made request to in~erview bank officers,wh? had 
been personally contacted by subJects. The bank, a v~ct~m 
of the scheme, would not permit the requested in~erviews 
without additional subpoenas directed to the off~cers 
involved. By way of explanation, the bank advised the PA 
prevented discussion of any information concerning a bank 
customer without subpoena. 

* 
A certain bank was the victim in a Bank Fraud and 

Embezzlement - conspiracy case. Losses suffered in this 
case were approximately $476,000. Bank officials advised 
that under bank policy, which was based on the FOIPA, they 
would furnish no information to the FBI without a subpoena 
duces tecum. 

3. HOSPITALS AND PHYSICIANS 

In an applicant investigation a waiver was 
provided the FB! to obtain medical records concerz:ting 
hospitalization at the health center of an educat~onal 
institution. The school physician refused t? provide any 
information either to the FBI or to the appl~cant, even 
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afte~ the latter personally went to the health centGr to 
sign a second waiver drawn by the school. The office of 
the school president advised refusal to release information 
was due to the PA. 

* 
An individual identified as operating a check­

kite scheme with banks in several states had been 
hospitalized. Investigation determined this individual 
had initiated his check-kite scheme from a hospital tele­
phone. Nevertheless, hospital officials, citing the 
FOIPA, refused to verify his hospitalization or dates 
of confinement. 

* 
In a fugitive case, an FBI Agent attempted to 

obtain background data on the fugitive from a private hospital 
where he had been a former patient. Hospital officials 
expressed the belief that Federal privacy law inhibited them 
from verifying the subject's status as a former patient, 
much less releasing background information on him. 

4. HOTELS 

A hotel which is a part of a large nationwide 
hotel chain refused to furnish information on guests, 
including foreign visitors, without a subpoena due to 
the enactment of the FOI~A. 

* 
During a fugitive investigation of a subject wanted 

by Federal and local authorities for extortion and firearms 
violations, an Agent contacted the security officer at a 
hGLel. The purpose of this contact was to develop background 
information on a former employee of the hotel, an associate 
of the fugitive, who had knowledge of the fugitive!s current 
whereabouts. Security officials at the hotel refused to 
furnish ailY information from their files without a subpoena 
becaus~ they felt they were open to civil litigation under the 
provis~oiis of the PA, 

* 
Numerous hotels and gambling casinos in the State 

of Nevada, which would formerly furnish information from 
their records on hotel guests and gambling customers during 
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routine investigations, now require a subpoena before they 
will release.a~y in~ormation to the FBI. The reason given 
by hotel off~c~als ~s for hotel protection, in the event of 
a lawsuit following an FOIPA release to these subjects of 
investigation. 

5. INSURANCE COMPANIES 

Information submitt.ed to Medicare through an 
insurance company, which w0111d show Medicare fraud perpetrated 
by the staff of a hospital, was withheld by the company, 
citing the PA. It was necessary to obtain a Federal Grand 
Jury subpoena for the desired information. 

* 
In the field of arson investigations, major 

insurance companies and the Fire Marshal Reporting Service 
have stated they will provide no information to Federal law 
enforcement agencies except under subpoena. They advise 
their legal departments believe this position is necessary 
for protection against civil suit, in the event of an FOIPA 
disclosure. 

* 
In a Racketeer Influenced and Corrupt Organizations 

investigation involving numerous subjects in an arson-for­
profit scheme in which insurance companies are defrauded 
after the insured property is burned, at least 15 insurance 
companies, numerous insurance claims adjusting firms, and 
insuranc~ agents have refused or have been most reluctant 
to furnish files regarding losses and coverage because of 
the universal fear that the information furnished could be 
obtained by the insured in an FOIPA disclosure which the 
insured might use against the insurance company or firm in a 
civil suit. FBI recourse has been the obtaining of Federal 
Grand Jury subpoenas to obtain the desired informatiu~, 
which in every instance caused delay in the investigation. 
Many of these firms cited widespread news pUblicity resulting 
from FOIPA disclosures as cause for their total lack of 
confidence in the FBI maintaining any information confidential. 

6. LEGAL PROFESSION 

On May 5, 1977, a nationally known U. S. District 
Court judge refused to be interviewed on an applicant matter 
because he wanted any information furnished about the 
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applicant to remain confidential. It was the judge's 
opinion the FBI could not prevent disclosure of this 
information at a later date to the applicant under the PA. 

* 
In response to an FBI inquiry concerning an 

applicant, a former Assistant united states Attorney (AUSA) 
confided that significant information, meaningful and 
derogatory, would not be forthcoming concerning the 
applicant because of the FOIPA. When pressed by the FBI 
Agents upon this point, the former AU SA stated that he 
would counsel his clients not to furnish the FBI with 
derogatory information in applicant-suitability matters. 

* 
During an investigation in March, 1978, by a mid­

western FBI office, private attorneys were interviewed 
concerning. the qualifications of a candidate for a Government 
position. These private attorneys initially declined to 
furnish derogatory information in their possession concerning 
the candidate, in view of the provisions of the PA. They did 
furnish pertinent information on a promise of confidentiality, 
and it is unknown what information they withheld due to fear 
of the effect of the PA. 

* 
A Federal district judge was interviewed in a 

background investigation concerning a departmental applicant. 
The judge stated he did not feel that the FBI could provide 
confidentiality concerning his statements. He declined to 
furnish candid comments concerning the applicant and stated 
he did not wish to be interviewed concerning any FBI 
applicant investigations in the future. 

* 
A prominent attorney was contacted concerning an 

applicant. He indicated he was in a position to furnish 
uncomplimentary information concerning the applicant, but 
advised the interviewing Agent that due to the FOIPA he 
would not do so. Thereupon, he furnished a brief, neutral 
commentary. 

* 
In connection with a suitability investigation 

concerning a nominee for U. S. district judge, two attorneys 
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contacted in July, 1976, expressed extreme reluctance to 
furnish their true opinion regarding the qualifications 
of the candidate. They indicated they were fearful that, 
should the candidate be appointed to a judgeship and later 
learn of their statements, he would find a way to punish 
them professionally through his position. The attorneys 
eventually provided their comments after receiving an 
express promise of confidentiality; however, there is no 
assurance that they were as candid as they might have been. 

* 
In a recent background investigation conducted 

pertaining to a Federal judgeship, one attorney contacted 
advised he had derogatory information concerning the judicial 
candidate. However, he declined to furnish this information 
to the FBI stating he felt the information would eventually 
be disclosed to the applicant under the PA. He felt that, 
if this disclosure ever occurred, he would be unable to 
practice before the applicant's court. 

7. NEWSPAPERS 

In a corruption of Public Officials case, 
consideration was being given for change of venue to another 
city. The local FBI office was requested to review newspaper 
clipping files to determine tha amount of pUblicity the cor­
ruption matter had received. On April 10, 1978, a newspaper 
editor advised that, in light of the FOIPA, no information 
from newspaper clipping files would be made available to 
the FBI except upon servic~ of a subpoena. 

8. POLITICIANS 

Recently in a southern state, the state chairman 
on one of the state's two major political parties was 
interviewed regarding a presidential appointment. This 
individual was advised of the provisions of the PA at the 
outset of the interview and requested confidentiality. He 
made one or two statements of a derogatory nature and then 
requested that these statements be disregarded. He advised 
that, although he was aware his identity could be protected 
under the PA, he was not confident this protection would be 
effective. After the above statement, the interviewee would 
provide only a general statement regarding the appointee's 
honesty and terminated the interview. 

* 
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In a southwestern state, a highly placed political 
figure offered to furnish information to the FBI concerning 
a multimillion dollar act of political corruption. The 
information was never received because the Agen~ could not 
guarantee that his identity would not later be ~nadvertently 
disclosed through sophisticated querries sent to the FBI . 
through the FOIA. This source feared that the adversary .In 
this matter could collect pieces of information from the FBI 
through the FOIA, then assemble the information, possibly 
using a computer and identify the source. 

* 
During the course of a public corrupti~n investi­

gation, the interviewing Agent in a southern off~ce detected 
reluctance of witness police officers to provide complete 
information, subsequent to a discussion of the FOIPA. It 
was the opinion of the interviewing Agent this reluctance was 
based on apprehension by the police officers this information 
could be made avail~ble to the subject, a trial judge before 
whom the police officers frequently appeared. 

9. PRIVATE COMPANIES 

During a routine investigation, a Special Agent 
sought the cooperation of a company personnel manager to 
determine the subject employee's residence from company 
records. Citing the restrictions of the PA, the personnel 
manager would neither confirm the subject's employment with 
his company nor provide any background information. 

* 
During a recent national security investigation 

involving a possible Foreign Agents Registration Act 
violation, a lead was set out to interview the owner of an 
electronics firm regarding the purchase of loudspeakers and 
other electronics used by foreign nationals in a public 
demonstration. The owner of the electronics firm refused to 
disclose this information unless a subpoena was issued, 
stating he feared the customers who rented his equipment 
might learn of his cooperation, under the FOIPA, and bring a 
civil action against the electronics firm for breach of 
confidentiality. 

* 
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In connection with bank fraud matters being 
investigated in a certain city, an auto dealer refused to 
furnish time cards of employees because he would violate 
the PA. 

* 
Because of the FOIPA, the policy of an oil 

company limits the type and amount of information that the 
company will provide to the FBI regarding an applicant for 
employment. The personnel clerk for that company advised 
that, even when an applicant has executed a waiver form, 
the only information the company will furnish regarding the 
applicant's employment is as follows: verification of 
employment, dates of employment, position and salary. 

* 
During the course of an investigation, Agents 

sought to review employment records at a department store 
and were advised that employment records were no longer 
available because of the PA. Agents also attempted to 
secure information concerning the subject from two other 
stores and were advised that this information was not 
available without a court subpoena. 

* 
In an investigative matter regarding an electronics 

company, a former employee of the company, who was a principal 
witness, became fearful that he would be sued by the subjects 
of the investigation and the company if he provided infor­
mation to the FBI. He was reluGtant because he believed this 
information would be available through the FOIPA; if the 
criminal allegation was not ultimately resolved in court, he 
feared he would become civilly liab:e. On several occasions, 
this witness asked what his civil liability would be and 
expressed reluctance in providing information of value to the 
investigating Agent. 

* 
Another investigative matter was based on infor­

mation furnished by businessmen in a small town. When they 
initially furnished the information, these soarces asked 
that they not be called upon to testify. Being businessmen 
in a small town, thp.y expressed fear the information they 
provided would be used against them and harm their businesses. 
When these sources learned information which they furnished 
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might be obtained through the provisions of the FOIPA by 
the investigation subjects, they stated they would not 
furnish any further information to the FBI. 

* 
In a fugitive inves~igation, information was 

developed that the subject was a former employee of an oil 
company. When contacted, the oil company management declined 
to furnish any background information from their personnel 
files concerning subject's former employment. The stated 
reason for not furnishing this information was concern for 
possible future company liability should the fact of FBI 
cooperation become known to the subject under the FOIPA. 

10. PRIVATE LENDING COMPANIES 

An Equal Credit Opportunity Act case involved a 
limited investigation based on a Department of Justice 
memorandum which directed that 14 former employees of a loan 
company be identified and interviewed. Citing the PA the 
loan company's legal counsel declined to identify to the FBI 
the 14 former employees. Instead, he had his current 
employees make personal contact with these 14 individuals to 
re~ue~t ~heir permission to release their names to the FBI. 
Th~s ~nd~rect process delayed the investigation for a one­
week period. The company was also asked to release loan 
applications of certain individuals who had been granted 
loans within the past 18 months. On the basis of the PA 
the loan company declined to release thr'".e financial ' 
documents. 

11. PUBLIC UTILITIES 

During a recent security investigation a lead was 
~et fort~ requesting utility checks to be made t~ obtain 
~nf07m~t~on regarding certain individuals. Officials of 
a ut~l~ ty were contacted and advised tha"c checks of their 
records would not be possible due to the provisions of the PA. 

* 
A ~ocal security office of a telephone company 

referred an ~llegal telephone call case to an FBI resident 
agency. 0 However'oth~ comp~ny refused to furnish any data 
concern~ng the pr~nc~pals ~nvolved in the violation without 
a subpoena for telephone company records • 

* 
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In a fugitive investigation, an FBI office was 
given reliable information concerning the nonpublished 
telephone number of the fugitiv~'s locatio~ on th7 0 

Christmas holiday. The FBI hol~day superv~sor tr~7d ~n 
vain to obtain the location of the number from var~ous 
officials· at the telephone company and the fugitIve was 
not apprehended. The company insisted a subpoena was 
needed, based on FOIPA considerations, before this type 
of information could be released to the FBI. 

12. QUASI-LAW ENFORCEMENT 

The disciplinary board of a state su~reme court 
advised that because of FOIPA considerations, all requests 
for information by the FBI must be in letter form and a 
release authorization signed by the applicant must be 
enclosed with the request letter. It was intimated that a 
written ,request might not elicit all information if the 
disclosure could cause difficulties for the board. 

* 
An association will no longer provide any infor­

mation to law enforcement agencies or investigators unless 
served with a subpoena. This association has in t~e past 
assisted the FBI in coverage of aspects of the rac~ng 
industry. The association has advised its current 0 , 

restrictive policy is the direct result of FOIPA leg~slat~on. 

13. TRAVELER'S AID 

A kidnapping case involved a 65-year-old victi~ 
who had been brutally beaten, stabbed and left for dead ~n 0 

a rural area of one state. The victim could only provide n~ck­
names for the kidnappers. Investigation revealed that the 
subjects had attempted to gain t:ansportation ~rom th7 
Traveler's Aid Society. The Soc~ety, after be~ng adv~sed of 
the urgency of the matter, nevertheless refused t~ supply 
information on December 20, 1977, from records wh~ch would 
identify one of the subjects and possibly reveal the where­
abouts of both subjects. This information was subsequently 
obtained the next day by subpoena duces tecum ~nd teletyped 
to an FBI office within a few hours after rece~pt. Both 
subjects were arrested in another state on December 26, 1977. 
However, a few hours prior to the arrest, one subject shot 
and killed an individual in that other state. 
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14. UNIONS 

On alleged privacy grounds, an international 
union will no longer provide information to law enforce­
ment agencies unless served with a subpoena. 

* 
During the course of a Racketeer Influenced 

Corrupt Organizations case involving certain union members 
and company officials, the investigating Agent contacted 
nonunion employees concerning alleged harassmen';;: by union 
members and the firing of several rifle shots at nonunion 
members. A prospective witness to a particular incident 
declined to furnish any information to the FBI, on FOIPA 
grounds, stating that, "the Government just can't keep a 
secret anymore," 

* 
In a similar FBI case, a labor union official 

refused to furnish information to the FBI. He claimed 
he would have no confidence in the security of his 
information in view of the ability of individuals to 
obtain their files under the FOIPA. 

15. WESTERN UNION 

During the course of an investigation to locate 
a~d apprehend a fugitive, ,a ~pecial ~gent and a cooperating 
w~tness attempted to obta~n ~nformat~on from a Western 
Union office, concerning a telegraph money order and message 
sent to the cooperating witness from the subject. Employees 
at the Western Union Company advised they could not disclose 
any information regarding the money order or message due to 
"privacy concerns," without a court order. ' 

16. MISCELLANEOUS 

, In an investigation regarding an escaped Federal 
pr~soner, a man telephoned an FBI office and advised he 
knew the location of the fugitive. The caller stated he 
was concerned that the fugitive would find and kill.him 
i~ he furnished the FBI the information. The caller was 
g~ven assurances that his identity and any information 
he gave would be considered confidential. The caller 
refused to give his na~e, specifically stating, "I know 
about the FOIA. Anyth~ng I tell you guys will get back 
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to him." When asked the location of the fugitive, the 
caller stated he was in a motel on a certain street and 
then hung up the phone. After contacting numerous motels 
on that street, the fugitive was located and apprehended. 

* 
In a bank robbery investigation a high school 

student was identified as a suspect. When officials at 
the high school were approached in an attempt to obtain 
necessary information concerning the suspect (descriptive 
data, address, whereabouts, etc.), the officials declined 
to furnish the information due to the FOIPA. After the 
loss of precious time, the school principal was finally, 
convinced that the student posed a threat to the commun~ty, 
in view of the fact he was armed and probably desperate. 
He eventually provided the information and the student was 
arrested. 

* 
During the course of another bank robbery 

investigation a warrant was obtained for a female subject. 
The investigation determined the subject had applied for a 
job through the state unemployment office. That office 
refused to provide any information, advising it was protected 
by state and Federal privacy acts. It was necessary to 
obtain a subpoena to force the unemployment office to disclose 
the requested information. During the period of time between 
the service of the subpoena and its return, the subject 
committed another bank robbery. The FBI believes that if the 
information had been disclosed at an earlier time, the second 
bank robbery would not have occurred, as the subject would 
have been arrested more promptly. 

* 
One FBI office received information from an AUSA 

indicating a woman had information concerning ghost employees 
and other frauds within the Comprehensive Employment and 
Training Act (CETA) program. When contacted, the woman 
refused to be interviewed because she feared that her 
identity might be disclosed through an FOIPA request. 

* 
Two individuals in a posi':ion to furnish important 

information regarding a series of tt'ain wrecks refused to do 
so because they feared the FOIA would force the FBI to reveal 
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their identities. This attitude existed even after 
assurances were given by the Agents regarding the FOIA. 

D. IMPACT ON CURRENT INFORMANTS OR POTENTIAL INFORMANTS 
RESULTING FROM PRESENT FOIPA DISCLOSURE POLICIES 

Three individuals were separately contacted in 
an effort to obtain their cooperation in organized crimt~ 
matters. Each of these individuals advised the contacting 
Agert they felt their confidentiality could not be main­
tained due to current FOIA legislation. It is believed 
these individuals would have been cooperative had they not 
feared the FOIA and they would have been valuable FBI 
informants. Because of the \"ide publicity which the FOIA 
has received, these individuals were well aware of the 
public's ability to gain access to information in FBI files. 

* 
Shortly after a skyjacking began, an unidentified 

caller stated to a Special Agent that he was a medical 
doctor and that the skyjacker was probably identical to an 
individual who was an outpatient at the psychiatric clinic 
where the caller was employed. He stated the individual 
was schizophrenic and was dangerous to himself and to other 
persons. The caller suggested that a psychiatrist should 
be available during all negotiations with the skyiacker. 
The caller's identity was requested since he was ;bvious1y 
knowledgeable concerning the skyjacker and could furnish 
possible valuable information in an attempt to have the 
skyjacker peacefully surrender. Despite the fact that 
several lives were in jeopardy, the caller stressed that he 
was unable to furnish his name because of FOIPA requirements 
and terminated the call. Because of this telephone call 
the FBI did have a psychiatrist available during negotiations 
with the skyjacker (who had been correctly identified by the 
caller) and the skyjacker's surrender was accomplished 
without loss of lives or property. 

* 
For approximately three years, a telephone calle.r 

known to the FBI Agent only by a code name furnished infor­
mation in,a wide variety of cases, from drug-related matters 
to ~error~sm. The caller never identified himself and 
adv~sed he could never testify since to do so would risk 
death. ,The caller final~y terminated his relationship, 
express~ng fear that an ~nadvertent release of information 
by the FBI, under the FOIA, might identify him. 

* 
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An individual in a position to know information 
about an FBI subject stated to a Special Agent that she 
would not furnish any information lest it and her identity 
appear in the newspapers. She made reference to infor­
mation which was being published in the press as a result 
of an FOIPA request. 

* 
An Agent was recently in contact with an individual 

believed capable of providing reliab~e,direct and ~ndirect, 
information regarding high-level pol~t~ca1 corrupt~on. Th~7. 
individual advised his information would be furnished only ~f 
the contacting Special Agent could guarantee that the 
individual's identity would never be set forth in any FBI 
files. The contacting Agent attributed this individual's 
reluctance to have his identity set forth in FBI files to a 
fear of the FOIPA and its effect on the FBI's ability to 
maintain confidentiality of information from informants. 

* 
In August, 1976, an FBI field office contacted a 

source to determine why he was not now providing the FBI with 
information as he had been in the past. This source replied 
that he was in fear of losing his job and of retaliation by 
individuals about whom he might furnish information. The 
source asked if the FBI could guarantee the confidentiality 
of his relationship and of the information he furnished. He 
stated he was particularly concerned about confidentiality in 
light of the FOIA. In view of his apprehensions, this 
individual is no longer being contacted by the FBI. 

* 
A particular organized crime case involved an 

investigation to identify male juveniles being transported 
interstate for homosexual activity. Due to fear of 
reprisals sterrlllling from FOIA disclosures and PA problems, 
various school officials would not cooperate in the 
investigation to verify the identity of the juveniles. In 
the same case, prominent citizens in a community displayed 
reluctant cooperation with the FBI out of fear of FOIA 
disclosure. 

* 
A potential source advised he would not cooperate 

with the FBI due to fear his identity would be publicly 
revealed, which would be detrimental to his profession. 
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This potential source referred to news accounts in the 
local press regarding material made available under the 
FOIA, which had disclosed the names of several individuals 
in professional capacities who had assisted the FBI and 
the nature of their assistance. This type of publicity, 
according to the potential source, would be detrimental to 
any individual in business who elected to cooperate with 
the FBI. 

* 
A Special Agent advised that an individual in 

a high management position in a state agency wished to 
provide informa·tion to the FBI on a confidential basis. 
During one of the Agent's initial conversations with this 
source, confidentiality was requested, specifically that 
the source's name never be mentioned in FBI files due to 
"past legislation, FOIPA, etc." This cerson was in a 
position to furnish information concE"rrling white-collar 
crime and political corruption; however, the potential 
so~rce subsequently refused to cooperate with the FBI, in 
sp~te of the Agent's assurances. 

* 
An FBI office ~as had success in developing a 

number of valuable informants from a group of loanshark 
victims. Recently, upon interview, several of these 
individuals stated a desire to cooperate, but have refused 
to do so for fear of the subjects of the investigation 
learning their identities through an FOIPA release. 

* 
, " A r.;:riminal, infc;>rmant, who furnished very 

s~g~~f~cant ~nformat~on,~n ~n automobile theft ring case, 
adv~sed he feared for h~s l~fe after reading in various 
newspapers of disclosures made under the FOIPA. As a 
result, this source will no longer furnish information 
which is singular in nature. 

* 
Several attempts have been made to reactivate a 

former ~ource, who had been extremely cooperative and 
product~~e. ,Current attempts to persuade the source to 
c;>nce aga~n a~d the FBI have been negative. The former 
~nformant refuses to cooperate, as he believes his identity 
cannot be kept secure due to FOIPA disclosure policy. 

* 
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An informant was recenf •. :'y closed inasmuch as the 
source advised he believed the FBI could not efficiently 
protect the c0nfidentiality of his relationship and his 
iderlti ty J du~) to the FOIPA. This source has previously 
provided ex~ellent information regarding gambling and 
organized r,;:rime. He stated that he is afraid, if his name 
ever s1.lrf?,.~ed as providing information to the FBI, he would 
lose his business and everything he has worked for in his 
life. 

* 
In 1976, all active informant stated he would no 

longer f:ontinue in that capaldty because it was his belief, 
as a x'e:;ult of the FOIPA, hie identity and confidentiality 
could no longer be protected. 

* 
In an Interstate Transportation In Aid of 

Racke",;,eering investigation, an individual was successfully 
deveJ,;)ped as a potential source of information concerning 
rackl,>:teering and political corruption. However, upon 
learning of the provisions of the FOIPA, this individual 
requested that his a,)nversations not be recorded and refused 
further cooperation. 

* 
Another field office informant related a conver­

sation which occurred bet.ween himself and several organized 
crime figures. One individual commented that within the 
next few years the FBI will be severely restricted in its 
efforts to obtain information from confidential sources. 
He stated that he fully expected the provisions of the 
FOIPA would be successfully utilized in identifying FBI 
informants. Agents subsequently contacting this valuable 
source have noted a subtle reluctance on his part to more 
fully penetrate the particular organized crime activities 
which he is in a position to cover. 

* 
An FBI office in a major city has received infor­

mation from several reliable informants that most organized 
crime members in the area have been instructed to write to 
FBI Headquarters requesting file information pertaining to 
themselves. Th~~e informants have advised the sole purpose 
of this process is to attempt to identify informants who 
have supplied information to the FBI on organized crime 
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matters. Requests helve been submitted by virtua,J"ly every 
o.rganized crime figure in the area. 

* 
An informant who has a great deal of knowledge 

~oncer.ning a violent group is reluctant to furnish infor­
mation on the gang because of the FOIPA. He has considerably 
reduced the amount of information he furnishes to the FBI. 

* 
An informant who has furnished considerable 

information concerning a terrorist organization advised that 
he is very upset about the FOIA. He has learned through 
conversations that former and current extremists are writing 
to FBI Headquarters under the FOIA in an effort to identify 
and expose informants. The informant indicated he is 
apprehensive about the Bureau's ability to properly safe­
guard information furnished by him. 

* 
A long-time confidential informant stated, "I 

can't help you any more due to the Freedom of Information 
Act." This informant had previously furnished valuable 
information which led to arrests and recovery of Government 
property. Even though the promise of confidentiality was 
explained to the informant, he still refused to furnish 
further ,in forma tion. 

* 
A former informant regularly furnished information 

resulting in recovery of large amounts of stolen Government 
property and the arrest and conviction of several subjects. 
In a pending case, the former informant refused to cooperate 
because of his fear or the FOIPA, which he felt would in , 
fact jeopardize his life should he continue cooperating with 
the FBI. 

* 
In January, 1978, an office of the FBI received 

information one prime bombing suspect was 'applying under the 
FOIA for his file. Sources close to the suspect advised 
he was seeking to discover the FBI's knowledge of his 
activities and the identities of Agents who were investigating 
him. .1 
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In a western field office, a former highly 
productive confidential informant advised that he did not 
feel secure, due to widespread publicity concerning FBI 
informants and the FOIA legislation. He stated that, 
although he continued to maintai~ his confidentiality 
regarding his relationship with the FBI, he was not sure 
that the FBI could do the same. Dua to this source's 
feelings, he discontinued all contact with the FBI. 

* 
An informant furnished information concerning 

organized crime figut'es and em organized crime conditions. 
Subsequently, the source acquired the conviction that no 
guarantee could be given that his identity would be 
protected. Accordingly, the source declined to furnish 
any fUrther information to the FBI. 

* 
The Drug Enforcement Administration (DEA) was 

advised that an informant of one FBI office might be in a 
position to provide timely information concerning large 
narcotics shipments, in exchange for a reward from DEA and 
the guarantee of confidentiality. A local representative 
of DEA responded that confidentiality could be guaranteed 
by DEA only in instances where the informant was operated 
by DEA as a source. DEA reward money could be paid to any 
individual supplying information; however, the true 
identity of an FBI source wc'\ld be reflected in DEA records 
for such payment. The FBI source was advised of the results 
of the inquiry with the DEA. The source subsequently 
furnished the identities of the drug subjects of which he 
had knowledge. This information was disseminated to DEA. 
However, the source declined to have further contact wi·th 
these subje~ts, for fear his identity would be made known 
at some later uate under an FOIA request to DEA. 

* 
An FBI informant is well connected to the 

organized crime element. Over the past year the informant's 
productivity has dramatically decreased. Consequently, this 
decrease was discussed with the informant, who stated that 
he had begun to doubt the FBI's ability to protect the 
contents of its own files and information provided by its 
informants. He had learned that an organized crime figure 
had received over 300 pages of FBI documents and was 
unquestionably trying to identify informants. 

* 

\ 
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The criminal informant coordinator of a northeast 
o'ffice has been told by an individual, who would potentially 
be an excellent source of criminal information on the water­
front, that even though he had cooperated with law 7nforce­
ment personnel in the past he would never do so aga~n. He 
stated that he was afraid that one day, as the result of 
FOIPA, he might "see his name in the newspaper." 

* 
An informant who has been furnishing information 

to Special Agents of the FBI since 1953, regarding gambling, 
prostitution, stolen goods, and criminal intelligence 
information, when last contacted by an Agent, indicated he 
would no longer furnish any information to the FBI due to the 
fact it could be disclosed under the FOIPA. The informant 
felt his personal safety could be jeopardized by the 
disclosure of his identity, and he no longer wanted to take 
the personal risk and provide information regarding criminal 
activities. 

* 
An organized crime informant has expressed great 

concern over his safety due to the recent disclosure of 
information released under the FOIPA. A Special Agent has 
advised that he believes the informant will terminate his 
relationship with the FBI because of his concern. 

* 
A confidential source stated he was fearful his 

name would become known to certain individuals. He cited 
their possible access through FOIPA requests to the infor­
mation he has provided. The source became unproductive and 
contact with him was discontinued. 

* 
A confidential source advised that "g6~eral street 

talk" was that one should not provide informatic.n to the 
Governm(mt since this information wou) d eventually be 
publici2·.ed as a result of the FOIPA. 

* 
A long-time informant announced that he felt his 

confidenl:iality could no longer be guaranteed and refused 
to furnish further informat.i.on. Provisions of the FOIPA 
were explained to the informant, particularly relating to 

.).11 
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disclosure of informants and informants' information~ 
however, this inform~nt still wishes to sever contacts with 
the FBI. 

* 
Agents recently contacted a former criminal 

informant who associated 'with several individuals currently 
under investigation. The source, who displayed knowledge 
of the FOIA, expressed extreme concern of the disclosure 
provisions. The two Agents spent approximately one-half 
hour discussing this with the source. Both Agents were of 
the opinion that the FOIA prevented them from obtaining 
details of value. 

* 
An asset advised that, while talking with an 

individual who is a known intelligence officer of a foreign 
country, he was advised that certain officials of that 
country were using the FOIl'. law to obtain information from 
the files of the FBI and other agencies through intermedi­
aries. The official expressed some humor over the fact that 
such information is available. 

* 
An individual, who is in a position to furnish 

possible foreign counterintelligence information, expressed 
the opinion the Federal Government could not protect his 
identity in view of the constant scrutiny by Congress of the 
FBI and CIA and the subsequent news media leaks. This 
individual also stated he would be fearful that his identity 
would be revealed through access to records by the public 
under the FOIA, as well as extensive civil discovery 
proceedings exemplified by the Socialist Workers Party civil 
lawsuit. In addition, this individual expressed concern over 
former intelligence agency officers who were publishing 
books, possibly jeopardizing the confidentiality of sources. 

* 
In another FBI security investigation, an individual 

was located who was in a unique position to act as an 
operational asset in foreign counterintelligence activities. 
While willing to assist the U. S. Government for patriotic 
reasons, this individual felt his identity might be revealed 
under the FOIPA. He therefore felt compelled to report a 
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pending highly sensitive undercover operat~on concerning 
national security to his employment superv~sors, thereby 
jeopardizing that most sensitive operation. 

* 
An informant expressed deep concern over security 

and possible disclosure of his relationship with the FBI, 
noting recent instances in which FBI sources had been 
identified in the press. The informant, who had provided 
critical information for many years in matters of the 
highest sensitivity, request~d that his relationship witl'l 
the FBI be terminated and that his name be deleted from 
the FBI records. 

* 
One informant is a well-known and highly respected 

individual with many dealings with certain foreign countries. 
The informant has repeatedly voiced concern oVer possible 
disclosure of his identity through the FOIA. The source 
has now requested that all contacts be minimized in frequency 
and duration, that all information furnished be paraphrased, 
that his real or code names never be used, and that access 
to his information be severely restricted within the FBI. 
It has become apparent also, that while the informant's 
dealings with certain foreigners are known to have increased, 
the frequenoy of his FBI contacts, the length of these 

, contacts, and the amount of substantive information 
furnished have declined. 

* 
A former source of excellent quality was 

recontacted, since his background was such that he could 
develop information of value concerning a terrorist group. 
After three hours of conversation, the former source agreed 
to cooperate with the FBI but only in a very limited manner. 
He stated that due to the FOIA he no longer believes that 
FBI Agents can assure his complete protection. He made it 
~lear that he will never again function as he had previously 
~n behalf of the FBI, noting that disclosure of his 
identity would most assuredly cost him his life. 

* 
An individual who has requested his identity be 

protected and who has provided information pertinent to a 
suspected foreign government intelligence officer has 
also expressed concern pertinent to ~~velation of ' his 
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i~entity as furnishing information to the FBI. This 
individual querried the Special Agent involved in the 
~nvestigation as to whether his identity could be protected 
and stated that he was concerned because of future business 
dealings with certain foreign countries. He felt that should 
his identity become known to foreign government officials 
it would cause damage to his business relationships. ' 
Because of the above, this individual stated that he did 
not wish to be contacted on a regular basis by the FBI. 

* 
In September, 1977, a former Special Agent advised 

an FBI Agent that an informant had contacted him upon 
learning that an FBI suhject had obtained documents under 
the FOIPA. The informant expressed the fear that his 
identity as a confidential source against this subject 
would be revealed. This subject was trying to identify 
individuals who had provided information to the FBI 
concerning his activities. 

* 
In a western FBI office, an individual was 

contacted in a recent foreign counterintelligence 
investigation, as he was in a position to furnish valuable 
information on a continuing basis regarding the subject. 
Although this potential source displayed an otherwise 
cooperative attitude, he stated he wQuld not furnish 
info'cmation for fear his identity might be revealed at 
some' future date due to provisions of the ForA. 

* 
Members of an organization dedicated to bringing 

about a movement based on Marxism-Leninism, recently dis­
cussed the FOIA. A decision was reached to direct inquiries 
to both the FBI and the CIA under provisions of the FOIA 
requesting information concerning the organization. It 
was anticipated that a comparison of information concerning 
individuals, including dates, times and activities, would 
identify informants in the organization. 

* 
In 1976, a most valuable and productive FBI 

informant ceased his activity in behalf of the Bureau. His 
reason for this decision was his concern over the FOIA, 
which he believed offered the distinct possibility of \ 
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disclosing his identity as an informant. This source 
provided coverage on two major subversive- and/or 
violence-oriented groups of investigative interest. 

* 
Recently an informant, who is furnishing 

information regarding certain foreign visitors to the 
United states, expressed great concern over the possibility 
of his identity being disclosed. The source stated that he 
recently read in a local newspaper that foreign visitors 
could gain access to FBI records through the FOIPA. 

* 
A businessma.n was being approached by an 

inteJ.ligence officer of a foreign government. Upon interview 
by the FBI, the asset stated that were it not for the FOIPA 
he would be willing to be operated against this and other ' 
hostile intelligence officers. However, because of FOIPA 
he,felt a re':ll danger t~at his identity would be divulged' 
wh~ch would ~n turn ser~ously and detrimentally effect his 
business overseas. For this reason, asset has refused to 
become involved in a foreign counterintelligence operation. 

* 
Since the advent of the FOIPA, numerous documents 

conta~ning information furnished by an FBI asset of long­
stand~ng have been released under provisions of these laws. 
These releases have had a deleterious effect upon an asset's 
relations0ip with the FBI. There has been a noticeable 
decrease ~n the volume of information furnished by the asset, 
who ~as been frank to state that he no longer has his former 
c~nf~denc7 tha~ the FBI can maintain the confidentiality of 
h~s relat~onsh~p. On numerous occasions, the asset has 
e~pressed reluctance to furnish information which he fears 
~~ght be release~ under the FOIA, resulting in his physical 
Jeopardy or leav~ng him open to civil suit. This asset has 
not Y7t te7mi~ated his relationship with the FBI, but the 
relat~onsh~p ~s now a very tenuous one. 

* 
, A ~ource w~o previously furnished information on 

a t~mely bas~s relat~ng to foreign terrorist activities has 
expressed reluctance to furnish additional information 
because of the possibility of his identity being exposed due 
to the FOIPA. 

* 
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A southwestern confidential source, who is in 
a 'position to furnish information concerning Middle 
East terrorist matters, advised that he did not desire to 
continue contact with any representative of the FBI or to 
furnish information because of fears that his assistance 
might become known. The source stated t~~t his concern 
was due to various media articles relating to actual or 
potential FOIPA disclosure of information furnished 
confidentially to law enforcement agencies. 

* 
An informant of one FBI office has expressed 

concern that individuals about whom he was providing 
information were requesting 'cheir FBI files under the 
FOIPA. This informant expressed fear for his personal 
safety and that of his family." This source had in the past 
provided reliable and corroborating information about 
individuals who have been convicted of Federal crimes. 
There has been a recent reduction in amount and quality of 
the source's information. 

* 
On several occasions in the recent past, an 

informant voiced his concern for his safety out of fear 
that his identity would in the future be revealed under the 
FOIPA. He stated that when he began assisting the FBI it 
was his understanding that his identity and the information 
he furnished would always remain confidential. 

E. MISCELLANEOUS (OTHER RELEVANT EXAMPLES) 

1. SUITABILITY INVESTIGATIONS 

In an applicant investigation, an official of a 
police department refused to be candid in his remarks 
pertaining to the applicant in view of the FOIPA. 

* 
In a recent applicant case, a source expressed 

concern less he be identified a.s the provider of derogatory 
information. He clearly indicated he was aware that the 
applicant would have access to this information through the. 
PA. Other officers interviewed simply refused to be candid 
regarding the applicant, due to their awareness that the 
information might be released to him. 

* 
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In a suitability investigation, a local police 
department refused to make a record check on the ap~licant's 
brother without a waiver from the brother, because ~t was 
believed there was a possible PA violation. 

* 
special Agents have recently observed a general 

reluctance by local law enf~rce~ent ~ffi~e~s t~ furn~sh . 
derogatory hearsay informat~on ~n su~tab~l~ty ~nvest~gatl.ons. 
Members of the law enforcement conununity have been apprised 
of the access and disclosure provisions of the FOIPA. 

* 
A former high official of one city was being 

considered for a White House' staff position. An individual 
in that municipality refused to conunent since he believed 
the candidate would be able to obtain this information 
through the PA. The official, ~ho was aware ~f the AC~'S 
provision;:, stated he still bel~eved someone ~n the Wh~te 
House would have access to comments made. 

* 
During a 1978 Special Inquiry investigation in 

one city, the interviewee advised he was a business competitor 
acquainted with the a~pointee. He inquired as to what degree 
of confidentiality could be provided if he furnished infor­
mation regarding the appointee. The PA provisions were 
explained to the interviewee. This was not a sufficient 
degree of confidentiality and he would have nothing to say 
about the appointee. 

During the same investigation, a police officer 
advised he had derogatory background information concerning 
the appointee. He said he did not want to "go on record" 
wich the FBI concerning this information in view,of the PA. 
He stated that he considered the information so pertinent 
that it required his direct contact with the Congressional 
Committee, which had requested the investigation. After 
receiving the officer's information, the Committee requested 
the FBI to discontinue the suitability investigation. 

2. LAWSUITS 

A $600,000 civil suit was filed by a Honolulu 
plaintiff against a neighbor regarding derogatory information 
provided the FBI approximately 20 years ago concerning the 
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plaintiff in a suitability investigation. The FOIPA request 
made by the plaintiff allegedly had enabled her to identify 
the defendant as the source of the derogatory information, 
which she claimed in her lawsuit was defamatory. The civil 
action required the defendant to retain private counsel at 
great personal expense and resulted in personal trauma. 
The defendant's ret.ined counsel was successful in obtaining 
dismissal of the suit on the technical defense of "Statute 
of Limitations." The primary issue of whether or not a 
person could sue an individual who had proviQed information 
to the FBI \"as not addressed. 

* 
In early 1978, an employer contacted one FBI 

office concerning certain derogatory information furnished 
in 1967, on an employee who was then seeking a position with 
the White House stuff. This individual, who has subsequently 
made a PA request to the FBI, determined that the form~r. 
employer had provided derogatory information concerning her, 
and threatened to sue the employer if correction of this 
information was not forwarded to the FBI. The employer's 
written retraction of the previous information was 
subsequently submitted to the FBI. 

* 
An unsuccessful applicant for the position of 

F'ederal Bankruptcy judge obtained his file under the FOIPA. 
He subsequently decided that several former employers and 
law partners had furnished derogatory information to the 
FBI concerning him. He filed civil suit against these former 
employers and law partners and also filed an FOIPA civil suit 
against the FBI. 

* 
A subject found guilty in a criminal case, 

subsequently filed a civil action against witnesses who 
testified against him in that matter. He made several 
FOIPA requests to discovar the identities of additional 
witnesses whom he may join in his civil suit. 
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THE PROPOSED 

FREEDOM OF INFORMATION ACT 

If our proposals are enacted, the Freedom of Information Act 
will read as follows: 

§ 552. Public informatio~; agency rules, opinions, orders, 
records, and proqeed~ngs 

(a) Each agency shall make availabl.e to the public 
information as follows: 

(1) Each agency shall separately state and currently 
publish in the Federal Register for the guidance of the 
public --

(A) descriptions of its central and field organiza­
tion and the established places at which, the employees 
(and in the case of a uniformed service, the members) 
from whom, and the methods whereby, the public may obtain 
information, make submittals or requests, or obtain 
decisions; 

(B) statements of the general course and method 
by which its functions are channeled and determined, 
including the nature and requirements of all formal 
and informal procedures available; 

(e) rules of procedure, descriptions of forms 
available or the places at which forms may be obtained, 
and instructions as to the scope and contents of all 
papers, reports, or examinations; 

(D) substantive rules of general applicability 
adopted as authorized by law, and statements of general 
policy or interpretations of general applicability 
formulated and adopted by the agency; and 

(E) each amendmentrrevision, or repeal of the 
foregoing. 

Except to the extent that a person has actual and timely notice 
of the terms thereof, a person may not in any manner be 
required to resort to, or be adversely affected by, a matter 
required to be published in the Federal Register and not so 
published. For the purpose of this paragraph, matter rea­
sonably available to the class of persons affected thereby 
is deemed published in the Federal Register when incorporated 
by reference therein with the approval of the Director of the 
Federal Register. 
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(2) Each agency, in accordance with published rules, 
shall make available for public inspection and copying--

(A) final opinions, including concurring and 
dissenting opinions, as well as orders, made in the 
adjudication of cases; 

(B) those statements of policy and interpretations 
which have been adopted by the agency and are not pub­
lished in the Federal Register; and 

(e) administrative staff manuals and instructions 
to staff that affect a member of the public; 

unless the materials are promptly published and copies offered 
for sale. To the extent required to prevent a clearly unwar­
rant~d invasion of personal privacy, an agency may delete 
identifying details when it makes available or publishes an 
opinion, statement of policy, interpretation, or staff manual 
or instruction. However, in each case the justification for 
the deletion shall be explained fully in writing. Each agency 
shall also maintain and make available for public inspection 
and copying current indexes providing identifying information 
for the public as to any matter issued, adopted, or promulgated 
after July 4, 1967, and required by this paragraph to be made 
available or published. Each agency shall promptly publish, 
quarterly or more frequently, and distribute (by sale or 
otherwise) copies of each index or supplements thereto unless 
it determines by order published in the Federal Register that 
the pUblication would be unnecessary and impracticable, in 
which case the agency shall nonetheless provide copies of such 
index on request at a cost not to exceed the direct cost of 
duplic:ation. A final order, opinion, statement of policy, 
interpretation, or staff manual or instruction that affects 
a member of the public may be relied on, used, or cited as 
precedent by an agency against a party other than an agency 
only if--

(i) it has been indexed and either made 
available or published as provided by this para­
graph; or 

(ii) the party has actual and timely notice 
of the terms thereof. 
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(3) Except with respect to the records made 
available under paragraphs (1) and (2) of this subsec­
tion, each agency, upon any request for record~ which 
(A) reasonably describes such records and (B) ~s made 
in accordance with pUblished rules stating the time, 
place, fees (if any), and procedures to be followed, 
shall make the records promptly available to any 
persoll. This section does not require a law enforce­
ment or intelligence agency to disclose information 
to any person convicted of a felony under the laws 
of the United States or of any state, or to an¥ person 
acting on behalf of any felon excluded from th~s 
section. 

(4) (A) In order to carry out the provisions of 
this section, each agency shall promulgate regulations, 
pursuant to notice and receipt of pu~lic comment, 
specifying a uniform schedule of fees applicable to all 
constitutent units of sU0h agency. Such fees shall be 
limited to reasonable standard charges for document 
search and duplication and provide for recovery of only 
the direct costs of such search and duplication. Docu­
ments shall be furnished without charge or at a reduced 
charge where the agency determines that waiver or 
reduction of the fee is in the public interest because 
furnishing the information can be considered as primarily 
benefiting the general public. 

(B) On complaint, the district court of the United 
States in the district in which the complainant resides, 
or has his principal place of business, or in which the 
agency records are situated, or in the District of 
Columbia, has jurisdiction to enjoin the agency from 
withholding agency records and to order the production 
of any agency records improperly withheld from the 
complainant. In such a case the court shall determine 
the matter de novo, and may examine the contents of 
such agency records in camera to determine whether 
such records or any part thereof shall be withheld 
under any of the exemptions set forth in subsection 
(b) of this section, and the burden is on the agency 
to sustain its action; but if the court examines the 
contents of a law enforcement or intelli ence a enc 's 
records w~thheld by the agency under exempt~ons (b) 1) 
(b) (3), the introductory clause of exemption (b) (7) , 
or exemption (b) (7) (D), the examination shall be ' 
in camera. The court shall maintain under seal an¥ 
affidavit submitted by a law enforcement or intelli­
gence agency to the court in camera. 
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(Cl Notwithstanding any other prov~s~on of law, 
the defendant shall serve an answer or otherwise plead 
to any complaint made under this subsection within 
thirty days after service upon the defendant of the 
pleading in which such complaint is made, unless the 
court otherwise directs for good cause shown. 

(0) Except as to cases the court considers of 
greater importance, proceedings before the district 
court, as authorized by this subsection, and appeals 
therefrom, take precedence on the docket over all 
cases and shall be assigned for hearing and trial or for 
argument at the earliest practicable date and expedited 
in every way. 

(E) The court may assess against the united States 
reasonable attorney fees and other litigation costs 
reasonably incurred in any case under this section in 
which the complainant has substantially prevailed. 

(F) Whenever the court orders the production of 
any agency records improperly withheld from the com­
plainant and assesses against the United States reason­
able attorney fees and other litigation costs, and the 
court additionally issues a written finding that the 
CirClllnstances surrounding the withholding raise ques­
tions whether agency personnel acted arbitrarily or 
capriciously with respect to the withholding, the 
Civil Service Commission shall promptly initiate a 
proceeding to determine whether disciplinary action 
is warranted against the officer or employee who was 
primarily responsible for the withholding. The 
Commission, after investigation and consideration of 
the evidence submitted, shall submit its findings 
and recommendations to the administrative authority of 
the agency concerned and shall send copies of the 
findings and recommendations to the officer or employee 
or his representative. The administrative authority shall 
take the corrective action that the Commission recommends. 

(G) In the event of noncompliance with the order 
of the court, the district court may punish for con­
tempt the responsible employee, and in the case of a 
uniformed service, the responsible member. 

(5) Each agency having more than one member shall main­
tain and make available for public inspection a record of the 
fin.al votes of each member in every agency proceeding. 
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st for records made 
(6) (A) Each agenc(Y2)' upon(~n)Yo~ef~~s subsection shall--under paragraphs (1), , or 

(i) notify the person making the request. o~ the 

receipt Oftth~t~~~u~~td:~~ ~~~!~yr;~:ig~r~~nt~:k~~§uest 
the reques w~ ~ - th uest and f the number of pages encompassed by Ie reg 

~he time limits i~~ose~ob~h;h~:q~~~~~C~~~~r~l~~ ;~:ther 
agency for 7~~P~~e~~~quest and notify the person making 
to comp y w~ . . d th reason'" the re uest of such determ~nat~on an e ~ 
theref~r within 60 days from receipt of the :equest 
(excepting Saturdays, Sundays and leg~l pu~~~~ 200 
holidays) if the request enc?m~asses ess ~ t-

a es of records with an add~t~onal 60 da s exce 
~n Saturdays, Sundays and lega pu ~c hol~days 

pe~mitted for each additional 200 pages of.rec~rds 
encompassed b~ the request, but afl ~eterm~nat~~n:nd 
and:notifications shall be made w~th~n one ye~rht 
notify the person making the request of the r~g 
of such person to appeal to the head of the agency 
any adverse determination; and 

(ii) make a dete!:mination ~ith respect to any 
appeal within twenty days (excepting Saturdays,.Sun­
days and legal public holidays) after therece~pt of 
such' appeal. If one appeal the denial of the reques~ 
for records is in whole or in part upheld, the agencl 
shall notify the person making such request o~ th~ 
provisions for judicial review of t~at determ~nat~on 
under paragraph (4) of this subsect~on. 

(B) In unusual circumstances a~ spe7ifi:d in this 
subparagraph the time limits prescr~bed ~n e~ther 
clause (i) 0; clause (ii) of subparagraph (A~ may be 
extended by written notice to the person mak~ng s~ch 
request setting forth the reas~ns ~or ~uch extens~on 

nd the date on which a determ~nat~on ~s expected to ~e dispatched. No such notice shall specify a date 
that would result in an extension for more than ten 
~brking days. As used in this subparagraph, "unusual 
circumstances" means, but only to th~ extent reason­
ably necessary to the proper process~ng of the 
particular request--
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(i) the need to search for and collect the 
requested records from field facilities or other 
establishments that are separate from the office 
processing the request; 

(ii) the need to search for, oollect, and appro­
priately examine a voluminous amount of separate and 
distinct records which are demanded in a single request; or 

(iii) the need for consultation, which shall be 
conducted with all practicable speed, with another 
agency having a substantial interest in the determina­
tion of the request or among two or more components 
of the agency having substantial subject-matter 
interest therein. 

(e) Any person making a request to any agency for 
records under paragraphs (1), (2), or (3) of this subsec­
tion shall be deeme,d to have exhausted his administrative 
remedies wi~h respect to such request if the agency fails 
to comply w~th the applicable time limit provisions of 
this paragraph. If the Government can show exceptional 
circumstances exist and that the agency is exercising 
due diligence in attempting to respond to the request, 
the court shall allow the agency additional time to 
complete its review of the records. Upon any determina­
tion by an agency to comply with a request for records, 
the records shall be made promptly available to such 
person making such request. Any notification of denial 
of any request for records under this subsection shall 
set forth the names and titles or positions of each 
person responsible for the denial of such request. 

are-- (b) This section does not apply to matters that 

(1) (A) specifically authorized under criteria 
established by an Executive order to be kept secret 
in the interest of national defense or foreign 
policy and (B) are in fact properly classified 
pursuant to such Executive order; 

(2) related solely to the internal personnel 
rules and practices of an agency; 
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(3) specifically e.xempted from d~scl~sure by 
statute (other than section 552b of th~s t~tle), 
provided that such statute (A) requires that the 
matters be withheld from the ~ublic in s~ch a 
manner as to leave no discret~on on th~ ~ssu~, 
or (B) establishes particular criteria for w~th­
holding or refers to particular types of matters 
to be withheld; 

(4) trade secrets and commercial or financial 
information obtained from a person and privileged 
or confidential; 

(5) inter-agency or intra-agency memorandums 
or letters which would not be available by law to 
a party other than an agency in litigation with 
the agency; 

(6) personnel and medical files and similar 
files the disclosure of which would constitute 
a clearly unwarranted invasion of personal privacy; 

(7) records maintained, collected or used for 
forei~n intelli ence, forei n counterintelli ence, 
or~an~zed crime, or terror~sm purposes; or records 
ma~ntained, collected or used for law enforcement, 
purposes but only to the extent that the product~on 
of such law enforcement records would (A) interfere 
with enforcement proceedings, (B) deprive a person 
of a right to a fair trial or an impa~tial,adjudica­
tion (e) constitute an unwarranted ~nvaSJ.on of 
pers~nal privacy or the privacy of a natural person 
who has been deceased for less than 25 years, , 
(D) tend to disclose the identity of a confident~al 
sourc~~udin a state or munici al a enc or 
foreign government wh~ch furn~shed ~nformat~on on ~ 
confidential basis, and in the case of a record ~ 
tained collected or used by a criminal law enforcement 
authority in the course of a criminal investigation, 
or by an agency conducting a lawful national security 
intelligence investigation, information furnished by 
the confidential source including confidential infor­
mation furnished b a state or munici al a enc or 
forei~n government, (E) disclose investigative 
techn~ques and procedures or (F) endanger the life 
or physical safety of any natural person; 
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PROVIDED, however, this section shall not require a law 
enforcement or intelligence agency to 

(i) make available any records maintained 
co~lected 0: used for law enforcement pur~oses ' 
wh~ch perta~n to a law enforcement investigation 
f9r seyen years after termination of the investiga­
t~on w~t~out prosecution or seven years after 
prosecut~on; or 
, (ii) d~sclose any information which woulu 
~nterfe:e w~th an,ongoing criminal investigation 
or fore~gn ~ntell~gence or foreign counterintelli­
gence activity, if the head of the agency or in 
the case of t~e,Depc;trtment of Justice, a cc.mponent 
thereof, cert~f~es ~n writing to the Attorney 
Gene:al, and the Attorney General determines dis­
clos7ng th~t,info:mation would interfere with an 
ongo~ng cr~m~~al ~nvesti?ation or foreign intelli­
gence or fore~gn counter~ntelligence activity; 

(~) containe~ in or related to examination, 
operat~ng, or cond~tion reports prepared by on 
behalf of, or f~r the use of an agency resp~nsible 
~or. ~he :egulatl.on or supervision of financial 
~nst~tut~ons; or 

(9) geological and geophysical information 
and data, including maps, concerning wells. 

Any reasonably segregable portion of a record not already in 
the pub~ic domain which contains information pertaining to 
the subJect of a request shall be provided to any person 
p:operlY,requesting such record after deletion of the por­
t~ons wh~ch are exempt under this subsection. 

, (c), This s~c~ion does ~ot ~uthorize withholding of 
~nformat~on or,l7m~t the ava~lab~lity of records to the public 
~xcept as spe~~f~call~ stated in this section. This section ' 
~s not author~ty to w~thhold information from Congress. 

(d) On or b~fore December 1 of each calendar year, each 
agency shall subm~t a report covering the preceding fiscal 
year,to the Speaker of the House of Representatives ~a~n~d~~ 
P7es~dent of the Senate for referral to the appropriate com­
m~ttees of the Congress. The report shall include--
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(1) the number of determinations made by 
such agency not to comply with requests for records 
made to such agency under subsection (a) and the 
reasons for each such determination; 

(2) the number of appeals made by persons 
under subsection (a) (6), the result of such 
appeals, and the reason f~r the a7tion u~on 
each appeal that results 1n a den1al of 1nfor­
mation; 

(3) the names and titles or positions of 
each person responsible for the denial of 
records requested under this section, and the 
number of instances of participation for each; 

(4) the results of each proceeding conducted 
pursuant to subsection (a) (4) (F), including a 
report of the disciplinary action taken against 
the officer or employee who was primarily respons­
ible for improperly withholding records or an 
explanation of why disciplinary action was not 
taken; 

(5) a copy of every rule made by such agency 
regarding this section; 

(6) a copy of the fee schedule and the total 
amount of fees collected by the agency for making 
records available under this section; and 

(7) such other information as indicates efforts 
to administer fully this section. 

The Attorney General shall submit an annual report on or 
before December 1 of each calendar year which shall include 
for the prior fiscal year a listing of the number of cases 
arising under this section, the exemption involved in each 
case, the disposition of such case, and the cost, fees, and 
penalties assessed under subsections (a) (4) (E), (F), and (G). 
Such report shall also include a description of the efforts 
undertaken by the Department of Justice to encourage agency 
compliance with this section. 
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(e) For the purpose of this section--

(1) the term "agency" as defined in section 551(1) 
of this title includes any executive department, military 
department, Government corporation, Government controlled 
corporation, or other establishment in the executive 
branch of the Government (including the Executive Office 
of the President), or any indepAndent regulatory agency; 

(2) the term "person" means a united States person 
as defined by the Foreign ]ntelligence Surveillance Act 
of 1978; 

(3) the term "foreign intelligence" means informa­
tion relating to the capabilities, intentions and 
activities of foreign powers, organizations or persons; 

(4) the term "foreign counterintelligence" means 
information gathered and activities conducted to protect 
against e~pionage and other clandestine intelligence 
activities, sabotage, international terrorist activities 
or assassinations conducted for or on behalf of foreign 
powers, organizations or persons; 

the term "terrorism" means any activity that 
a violent act that is dangerous to human life 

destruction, for the ur ose of --
(1 1nt1m1dat1ng or coerc1ng the civil popu­

lation or any segment thereof; 
(ii) influencing or retaliating against the 

policies or actions of the government of th~ 
United States or of any State or political subdi­
vision thereof or of any foreign state, by 
intimidation or coercion; or 

(iii) influencing or retaliating against the 
trade or economic policies or actions of a corpora­
tion or other entity engaged in foreign comroe.rce, 
by intimidation or coercion; 

(6) the term "organized crime" means criminal 
activit~ by two or more persons who are engaged in a 
continu1ng enterprise for the purpose of obtaining 
monetary or conwercial gains or profits wholely or in 
part through racketeering activity. 
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Policy with regard to criteria for discretionary access 
to investigatory records of historical interest. 

(a) In response to the increased demand for access to 
investigatory fil~s of historical interest that were compiled 
by the Department of Justice for law enforcement purposes 
and are thus exempted from compulsory disclosure under the 
Freedom of Information Act, the Department has decided to 
modify to the extent hereinafter indicated its general prac­
tice regarding their discretionary release. Issuance of 
this section and actions considered or taken pursuant hereto 
are not to be deemed a waiver of the Government's position 
that the materials in question are exempted under the Act. 
By providing the exemptions in the Act, Congress conferred 
upon agencies the option, at. the discretion of the agency, 
to grant or deny access to e~e~pt materials unless prohibited 
by other law. Possible rele~ses that may be considered under 
this section are at the sole discretion of the Attorney 
General and of those persons to whom authority hereunder may 
be delegated. 

(b) Persons outside the Executive Branch engaged in 
historical research projects will be accorded access to 
information or material of historical interest contained 
within the Department's investigatory files compiled for 
law enforcement purposes that are more than fifteen years 
old and are no longer substantially related to current inves­
tigative or law enforcement activities, subject to deletions 
to the minimum extent deemed necessary to protect law enforce­
ment efficiency and the privacy, confidences, or other 
legitimate interests of any person named or identified in 
such files. Access may be requested pursuant to the Depart­
ment's regulations in 28 CFR Part 16A, as revised February 14, 
1973, which set forth procedures and fees for processing such 
requests. 

(c) The deletions referr.ed to above will generally be 
as follows: 

(1) Names or other identifying information as to infor­
mants: 

(2) Names or other identifying information as to law 
enforcement personnel, where the disclosure of such informa­
tion would jeopardize the safety of the employee or his 
family, or would disclose information about an employee's 
assignments that would impair his ability to work effectively: 

(3) Unsubstantiated charges, defamatory material, matter 
involving an unwarranted invasion of privacy, or other matter 
which may be used adversely to affect private persons: 

(4) Investigatory techniques and procedures; and 

'. 

\ 

i: 



" 

196 

(5) Information the release of which would deprive an 
individual of a right to a fair trial or impartial adjudica­
tion, or would interfere with law enforcement functions 
designed directly to protect individuals against violations 
of law. 

(d) This policy for the exercise of administrative 
discretion is designed to further the public's knowledge of 
matters of historical interest and, at the same time, to 
preserve this Department's law enforcement efficiency and 
protect the legitimate interests of pr~vate persons. 

LOrder No. 528-73, 38 FR 19029, July 17, 19717 
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