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PREFACE

Project SEARCH is an 18-month multi-state effort designed to develgp}fprotm
type computerized criminal jusﬁce information system. The project is financed
($2.5nmillion) by the Law Enforcement Assistance Administration and the fif-
teen participating states. Itis coordinated by the California Council on Criminal
Justice through the California Crime Technological Research Foundation.

‘The objectives of the project are to:

e Establish and demonstrate the feasibilty of an on-line system allowing for the
interstate transfer of criminal histories.

® Design and demonstrate a computerized statistics system based on an account-
ing of individual offenders proceeding through the criminal justice system.

~ One segment of SEARCH has been devoted to disseminating the results of the
project. One means of dissemination selected was to conduct a national sympo--

sium. To prgvide an even more meaningful program for the syr\ix\l\)osium it was
decided toinvite speakers representing cther progressive criminal justice infor-
mation and statistjéé systems—regional, state and local. The reports presented
in this documeq.{ are the papers delivered at this SEARCH Symposium—A
National Symgééium on Criminal Iustice Information and Statistics Systems.
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0. J. HAWKINS
Deputy Director

California Department of Justice

(SEARCH Project Group Chairman)

Q

J

TABLE OF CONTENTS

e PAGE
KEYNOTE ADDRESS
by RIChard W. VEIde ....covcvc evosmssssnsossesemsssnessss oo 9
SESSION 1
- SESSION CHAIRMAN: O. J. HAwWKINS
PROJECT SEARCH—SYSTEM FOR ELECTRONIC ANALYSIS
AND RETRIEVAL OF CRIMINAL HISTORIES .
by Paul K. WOITNEH ..oooocvvtrstirescscnnnscssnnns e soseee 17
SEARCH—SECURITY AND PRIVACY CONSIDERATIONS
by Dr. Robert R. J. Gallati .......cooooooooooroooo Mot rassenaenteanesesnarera 27
CRIMINAL HISTORIES—A MANAGEMENT PERSPECTIVE
by Commissioner William L. Reed................ Feterensaststssensrensas e st benrane 33
LEGISLATIVE IMPLICATIONS OF PROJECT SEARCH
by Emery Barrette........,.......cooo......... Nt s anseenies teerraanie rrseeniaetns whreree 37

PROJECT SEARCH—CRIMINAL HISTORY EXCHANGE SYSTEM
RESULTS
by Captain C. J. BEAAOME .....o.ccuvvumvrreesessrsmsessosses oo 43
PROJECT SEARCH CENTRAL INDEX—PHILOSOPHICAL,
TECHNICAL AND OPERATIONAL ASPECTS
by Captain John R. Plants ... . Erebsrersreirieines s res st tereenias
THE ROLE OF FACSIMILE TRANSMISSION IN PROJECT SEARCH
by Adam D’Alessandro, James Paley and Ronald Wheeler................. 51
DEVELOPMENT OF INTRASTATE REGIONAL INFORMATION
SYSTEMS IN COORDINATION WITH A STATE CRIMINAL
‘JUSTICE INFORMATION SYSTEM . ‘
by James N. O’Connor ... Hevesrornrerns Tt nne 69

SESSION II

SESSION CHAIRMAN: THOMAS J. TRIMBACH

SURVEY OF STATE CRIMINAL JUSTICE INFORMATION SYSTEMS

by Harry Bratt ..........co.coonn.n., B et esbe et e er e ebeseaas T
PROJECT CLEAR—AN INTEGRATED REGIONAL INFORMATION
SYSTEM SERVING GOVERNMENT, LAW AND JUSTICE
by Andrews O. AtKINSON........oooovveeroo U, -~
NAME SEARCH TECHNIQUES
by Robert L. Taft......... et esssaerestobens R Cesrenesteennr et eennes 89
SUBJECT-IN-PROCESS—A DYNAMIC INVENTORY OF A :
CRIMINAL JUSTICE PROCESS ’
by Dr. James Stevens ............ et e sassabeae e esiaensesheeesesesrens 91
THE DEVELOPMENT OF A LAW ENFORCEMENT
COMPUTERIZED SYSTEM FOR TACTICAL INFORMATION
CORRELATION AND RETRIEVAL '
by Sgt. Robert L.Kenney and
Captain George Conroy .....imierennns Pt s b eenas 103
THE ALERT SYSTEM FROM CONCEPTUAL DESIGN—PRESENT
DAY OPERATIONS—TO FUTURE PLANS :
by Melvin F, Bockelman ............... H s g aes 18
A COMPARISON OF AN.IDEAL CRIMINAL COURT INFORMATION
SYSTEM TO THE PHILABELPHIA CRIMINAL COURT

INFORMATION SYSTEM =~~~ 4

by Larry Polansky and . \ -
Mrs, J. M WhIte .o Sageeire e e rerssesaeses 133

. ; N J

o

3

’ N




AR

TABLE OF CONTENTS—Cont.

, BASE WITH
ESS IN COMBINING A NATIONAL DATA .
PRDOIQA§OG, A GENERAL PURPOSE ON—LINI*% RETI}ISX&&S& STEM -
'FOR COMPUTER ASSISTED PAROLE DELISIOI\-
by Ernst A. Wenk,
Don M. Gottfredson,
Roger K. St(llmmit T 1
Mark S. Radwin......ceee treesertins preveesreraane reestsasaetssersrsnsbetreaaet
AN INTEGRATED APPROACH TO CORRECTIONAL
INFORMATION SYSTEM DESIGN . 183

Harland L. Hill cmiiissimninsms o perssastenensasnenses
NEV?ngi’(K g{‘ATE PAROLE AND PROBATION: INFORMATION

PAGE

NEEDS AND RE‘?UIREMENTS .......... 195-.-
hn F. Burbige ....ceivsrsmsisenses veesrsnsbensisesessasastas Geseesnestassstsnensiven
SPE}é}I:gI?‘IélED CONSIDERATION OF COURT AND PROSECUTION
NEEDS : 900

mes R. Donovan ....... revesesassreseresarase rsteneaeresserestavasateL ISR IL RSO RER TSRS ES
THF_}‘.){/IKRYLAND APPROACH TO DATA COLLECTION AND

REDUCTION FOR PROJECT SEARCH 013
by Richard Hilton ... ORISR

4 SESSION III

SESSION CHAIRMAN: HUGH W. MCLELAND
EVALUATION—CRIMINAL- HISTORY EXTCHANGE SYSTEM

by Robert L. MArx ..o reeveetesssissreressssbarerasasaseen tereeussanessesssbatrsenasss
A TEéHNICAL ANALYSIS AND REVIEW OF THE SEARCH

PROTOTYPE

Tilliam R. Nelson.....cuneies resenesbserassbterinis reastesrersaseais rerverensesrareies
A C(b)}ll\lgﬁllP%OR A NATIONAL CB,IMINAL ]QSTICE

INFORMATION SYSTEM .......... om0

les . RODINSON oveviriairsissasnsssssssasssnsrases eeeresseenassressasn
SON}%’ gﬁgBeIiEMS ASSOCIATED WITH THE DEVELOPMENT OF

A NATIONAL CRIMINAL INFORMATION SYSTEM -

by Robert P. Shumate OO OPRRUPPRUROE PP TINING ireepressrsprsasane
COMPUTERIZED INFORMATION SERVICES FOR LEAA ............ 055

" by Alfred Sansone@.....msssissssses peeverereasine seeeresaasinaees

SESSION IV -

SESSION CHAIRMAN: JAMES A. MCCAFFERTY
THE NATIONAL CRIMINAL JUSTICE STATISTICS CENTER—A
LONG-RANGE 1II’ROGRAM
G e Hall ..cccecrnens reveseeens sesssirsaess
CRII%N‘:(I)IETATISTICS—-STATE-OF-THE-ART STATISTICAL
DEVELOPMENT .

Dr. Charles M. Friel......c.cooees ceeniaerens ervensraresoress L .......
PRO‘;EC{' SEARCH STATISTICAL SYSTEM—-RESULTS AND

EVALUATION OF THE PBPTOTYPE N o

by Steve E. Kolodney .o venrssiensases iveserenes

DEVELOPING IN INTEGRATED CRIMINAL REC?RDS v oo
by Romald H. Beattie ......ocooeee, sreentssrerirtsispsbatases povseesons ireseserertreasestes

: CKING, RETRIEVAL
ECT TRACE~-A SYSTEM FOR THE RA )
PR&D ANALYSIS OF CRIMINAL EVENTS

L 227

249

........ 287
by Mrs. Joan Jacoby ... presessrrusnetered s poassseneparsasanens crerseanss werser
DATK Mzr\sNJAGEMENT SYSTEM FOR PROJECT SEARCH
by Dr. Val Punga,
David Weinstein,
Tom Schroeder and

i BaadbaneniReenes Stroneersvesintiasnid sede 291
Nelson White......... ceersanans posseesressesiebshnent vessosions :

W

<. 261 %
lllllllllllllllllllllllllllllllllllll iBareses

Remarks before the National Symposium on Criminal

Justice Information and Statistics Systems

by Richard W, Velde, Associate Adminiztrator
Law Enforcement #ssistance Administration

United States Department of Justice

This nation has long prided itself on being able to
accomplish things, on being able to achieve whatev-
er it set ont to do. The old slogan, “where there’s a
will, there's a way,” has in“a sense been a national
motto. But that motto failed for decades to produce
anything even remotzly resembling needed results
in at least one area of our national life—the control
of crime. There was indeed a will to do something
about the growing and awesome problems of crime
and the shortcomings of the eririnal justice system.
But it was not until two years ago that effective pro-
grams began to carry out this national impulse to
once 4gain fully achieve some of our most basic free-
domgs—freedom from harm, freedom from.fear.

Slightly more than two years ago, no nationwide
crime control program ‘existed. Today, it is a reality,
in every state from coast to coast, a cooperative un-
dertaking by the federal, state and lcal govern-
ments. The program of the Law Enforcement Assist-
ance Administration is a keystone of this new
national effort, I stress that it is a national effort,
rather than the effort alone of the federal govern-
ment, for if we really are to roll back the wave of
crime then.a major share of the effort must be made
by state and local governments.

Your presence here today is heartening, for you
arg committed—as are we in LEAA—to a safer
America, But in a sense something else is even more
heartening. As important as your efforts are, they
comprise only one of hundreds of efforts, of thou-
sands, to make the new national crime control pro-
gram a complete success as quickly as possible, If all
of the projects and programs are carried out with a

- dedication to match that of all of those involved in

the effort we are meeting about today, the future
looks very bright. \

It is about that effort, Project SEARCH, that I wish
to talk with you today. As.you all know, the acronym
in Project SEARCH stands for System for Electronic
Analysis and Retrieval of Criminal Histories. On one
level—and a very important one—Project SEARCH
is designed to give criminal justice agencies neéded
information on offenders in a matter of seconds. But
on another level, Project SEARCH has implications
far beyond providing information to criminal justice
agencies or providing statistics to criminal justice
managers.

For some time, people have been asking seriously

whether it is possible to do anything really meaning-
ful to improve and modernize the criminal justice
system. Though it is ¢nly one example of what is
being accomplished under the Law Enforcement As-
sistance Administration program, Project SEARCH,
though in its infancy, has provided an affirmative
answer, :

SEARCH has shown it is possible to adapt complex
modern technology to meet intricate criminal justice
needs. It has shown that seemingly insurmountable
obstacles can be overcome. Not much more than a
year ago, there was substantial doubt among many
persons that a SEARCH system could be created.
There also was a body of opinion that it would take
a number of years to carry out even the testing and
demonstration phases.

Today, SEARCH is a reality—so much of a reality
that the project states have decided to move beyond
the demonstration and make the system operational.
The implications of SEARCH are enormous. Though
the word frequently is overused, SEARCH repre-
sents a breakthrough in criminal justice.

It has shown that a complex project can be con-
ceived and carried out. It has shown that criminal

_justice does not have to be bound to 19th century
“techniques and practices. It has shown that long-

sought dreams of cooperation among local, state, and
federal agencies can be brought to fruition with har-
mony and meaning rather than with endless bicker-
ing and jealousies.

SEARCH has also shown that things can be done
speedily. In our criminal justice system today, there
is great need for doing things swiftly. Police must
apprehend offenders faster. Courts must speed case
processing to ensure the rights of both the defendant
and society. Corrections must move more swiftly to
rehabilitate offenders in its care.

Through the use of computers and related tech-
nology, SEARCH has shown it is possible to transmit
in seconds information that formerly took days or
weeks to obtain—if, indeed, it could be obtained at
all, SEARCH also has shown it is possible to conceive
of and then develop a revolutionary new system in
months instead of years—and overcome the skepti-
cism of some that it could be done at all.

I personally am very proud of the contribution that
LEAA has made to SEARCH, as I am proud of the
stunning accomplishments of the project states—
especially California as the project leader. Support
for SEARCH also has been evident in the Federal
government. Attorney General John N. Mitchell has
voiced his support of SEARCH efforts carried out so
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far. My colleague in LEAA, Associate Administrator
Clarence M. Coster, fully shares my enthusiasm and
support for the SEARCH program. c

Today, I would like to outline the c.levelo'pment o
SEARCH from the LEAA point of view, discuss the
practival applications and implications of SEAI}CH,
and make a few observations about the system’s fu-
ture.

SEARCH began shortly after LEAA bega}m LEAA
was created by Congress in June of 1968, yvxth a first-
year budget of only $63 million. Early in ca_dqndar
1969, after I joined LEAA, we began receiving a
number of grant applications from states seekl‘ng
funds to develop state criminal justice information

tems. ,
Sy§[‘he need for such systems—both from LEAA’s
viewpoint and that of the states—was great. But
there were problems. First, each application or pro-
posal dealt with only one state. If a number of states
were given funds, then there could be a rl'urpber- of
state systems. But each state might g0 off in its own
direction, leaving us with a bewildering complex of
independent and incompatible programs. Thgn,
there was the matter of the amount of money availa-

e to support such projects.
blIn fisc£‘1969, out gf that $63 million bu@get, only

$4 million was available in action funds which LEAA
could give at its own discretion. One state yvanted
$300,000 for its own criminal justice information pro-
ject. Other requests were comparably large. It quick-
ly became clear that only one project f:ould be start-
ed. It would have to be defined precisely. It would
have to embrace a number of states. It al.so was clear
that the system wonld have to be compap'ble not only
among participating states but would utlhz'e a format
into which other states could eventually fit so that a
true nationwide system could be developed.
" LEAA set to work. We conducted an inforial na-
tional survey to determine those states whfch
seemed to hold the greatest promise for becoming
participants and then invited 24 states to Washing-
ton, D.C. for an in-depth meeting to outline our con-
cept and encourage applications, By June of .1969,
the first six participants had been selected—Arizona,
California, Maryland, Michigan, Minnesota and New
York. Four other states were chosen to take part as
observers—Connecticut, Florida, Texas, and Wash-
ington. As you know, participants now total 15. By
June 30, 1969, a $600,000 discretionary grant had
been given to the participant states to launch
SEARCH. That June 30 date, by the way, rgpresent-
ed the end of the first year of LEAA operations. The
program had been devised quickly but carefully.
The speed at which SEARCH would proceed
subsequently also was a matter of urgent concern to
me. In discussions with federal agencies and others,
we were told that the demonstration phase alone
would take at least three years. Those experts based
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their estimates on the length of the start-up time
required for other similar computerized systems.

I am frank when I tell you that I took those esti-
mates seriously. I also will be frank and tell you that
I believed the estimates could be proven wrong. I
had two urgent concerns. First, the services that
could be provided by SEARCH were critically need-
ed by the criminal justice system. In our e_fforts to
reduce crime and help fashion a safer society, we
simply could not afford three years for the demon-
stration alone and then uncounted years more to
make the system operational. Every dela.y in bring-
ing criminal justice improvements makes it harder to
break the trend of increasing crime. ,

My second concern involved the nged for a system
that truly was nationwide, one in which al.l the states
could eventually take part. I feared that if the dem-
onstration alone would take three years, many states
and cities during that period would go off on their
own. That could have meant, for instance, that even
if SEARCH was found to work after a three-year
demonstration, many states would already have
developed different systems. They I?robably would
‘have been systems incompatible with each other.

'Some states might have been reluctant to ever

change, meaning that no rationwide system could be
created. For those states willing to change, untold
amounts of vitally-needed funds would perhaps have
in large part been wasted and funds needed glse—
where would then have to be used for conversion.
The decision which was made may not have be;en
a popular one, but it was the correct one. My view
was that the demonstration of SEARCH could be—
had to be—carried out within 14 months instead.of
three years. We were prepared for the eye_n@uahty
that it might take longer. But we set, as conditions of
our grant, the 14-month time schedule. That sched-
ule, I am pleased to say, was met. The funds were
given at the end of fiscal 1969—-—-]1.me 30. Twelve
months later, in July of 1970, the project states began
their demonstration and ended the initial Qhasg by
the end of August. The preliminary e\{aluahon }l’ldl-
cates that every goal of the demonstration was either
met or was exceeded. The demonstration period has
been extended to continue through December of
this year, and an additional demonstration may be
held in the spring of 1971.
In addition, and this is of critical importance, thfa
project states themselves have now mad‘e the deci-
sion to make the SEARCH system operational in the
summer of 1971. I am confident that schedule will be
met, and that by the end of 1971 at least two-t}urds
of the nation’s serious criminal transactions will be
recorded by the SEARCH system. _ .
The undertaking of SEARCH was not without its
difficulties. Could the necessary levels of cooperation
be attained, not only between the states and the {?ed-
eral government but among the states themselves?
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Could the proper administrative structure be creat-
ed? Could we resolve the problem of a proper format
for criminal histories? Could we find means to con-
vert paper histories to a machine-readable format?
Could we resolve the problems related to transmit-
ting data across the country and feasibility of leased
lines? Could we devise a proper format for the cen-
tral index? Could we resolve-—-and this was of great
importance—the delicate questions of security and
privacy?

As I indicated earlier, we were fortunate to have
states involved which devoted every ounce of their
energies to making SEARCH work. California, as the
project leader, deserves a special commendation, as
does Mr. O. J. Hawkins, Chairman of the SEARCH
Project Group, and Mr. Paul K. Wormeli, the project
coordinator. For the Project Group staff, there was
no such thing as a 40-hour week.

The basic problems facing SEARCH in the demon-
stration period have been solved. A common format
for criminal histories was developed, and in ma-
chine-readable form thanks in no small part to the
pioneering work of the FBI. Each active participant
converted at least 10,000 felony records to the
SEARCH system for the demonstration. As the test
period showed, a state making an inquiry of the cen-
tral index with perhaps no more information than a
driver’s license number, could find out if that person
was in the index, and then be switched to the state
holding the complete criminal history. It takes mere-
ly seconds to do all of that and receive the informa-
tion.

SEARCH created an administrative structure that
works well. Levels of cooperation are higher than

anyone could reasonably expect. Problems of dis- .

tance and lines of communication were resolved.
The design of a workable central index was perfect-
ed. And the security and privacy questions were so
thoroughly researched and developed that SEARCH
will from this point on be the standard for any com-
gluterized system which contains records of individu-
S. B
A number of tzugh questions must still be faced
4nd resolved. They include: Should there be uniform
state laws, based on a model, concerning file content
and access? What public agencies should be involved
in the system? Should there be federal legislation to
govern interstate exchange of criminal history infor-
mation? Should criminal and civil remedies be avail-
able to the individual who claims his privacy has
been invaded?
AsImentioned earlier, SEARCH is indebted to the
contributions made by the Federal Bureau of Investi-
gation, The FBI gave substantial help in develop-

ment of a record format, and much of the progress

of SEARCH springs from the pioneering work of the
Bureau’s National Crime Information Center. I
might add here another example of the benefits of

cooperation, for LEAA and its predecessor agency
have given the FBI nearly $1.1 million for support of
NCIC. In addition, the Department of Transporta-
tion, through its highway safety program, has given
great assistance in the area of computerized criminal
justice information systems. In the past three fiscal
years, the Department awarded some $37 million to
state and local governments for traffic records pro-
jects—nearly all of them computerized. This has ena-
bled police, for instance, to not only become familiar
with such computerized programs and their bene-
fits, but to also purchase needed computer hardware
and software that can be used for other aspects of
their work. In a sense, police have a leg-up on other
components of the criminal justice system in com-
puterized systems, and generally a much higher de-
gree of expertness and sophistication than courts or
corrections agencies. I anticipate that this gap won’t
exist for long. LEAA block grant funds will be util-
ized by the'states to help automate court and correc-
tions systems.

We should consider for a few moments the im-
plications when Project SEARCH becomes a national
system. The benefits that would flow from SEARCH
fall into two major categories. First, there would be
the benefits to operational criminal justice agencies.
The number of inquiries would be greatest for police,
since police comprise the bulk of the criminal justice
system. Police need information on suspects and per-
sons taken into custody-—need it not only quickly but
in massive volume. Prior to SEARCH, only one or
two states had statewide computerized criminal jus-
tice information systems that could produce informa-
tion on suspects or defendants.

There was simply no fast way to ask every state
whether or not they had an individual in their files,
A nationwide SEARCH system would make such an
inquiry possible—indeed, it would be routine. A
query to the central index would discover whether a
file existed on the individual, give a brief summary,
and tell what state in which the full record was kept.
A second inquiry, to the state of record, would pro-
duce the detailed material. Such information is valu-
able to police—when they have detained a suspect,
when they are trying to determine whether there is
probable: cause to arrest, after they have made an
arrest.

To cite only one illustration, police might find a
man loitering near a school, or in the vicinity of
where a sex crime has been reported. A check
through the SEARCH system might disclose the in-
formation that he has a record of arrests and convic-
tions in another state that would give police probable
cause to hold him for a crime they are investigating,

SEARCH will be a very valuable tool for operation
of the courts.- Quick access to an individual’s com-
plete criminal history would help a judge or magis-
trate, for instance, to reach the best possible determi-
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nation on whether to gran* bail or'whether to sent-
ence a person to prison or place him on probation. A
. peoseontor might, for instance, query SEARCH to
obtain the criminal history, if any, of a surprise de-
fense witness, and perhaps use that information to
discredit the testimony.

Corrections agencies could use SEARCH to great
advantage as well. In trying to determine the best
methods of treatment for incoming prisoners, judg-
ments could be made on the basis of complete crimi»
nal histories that would show all encounters with all
phases of criminal justice—police, courts, and correc-
tions. Such decisions are inadequate if records are
incomplete, Full criminal histories also are important
in reaching the best possible decisions in parole and
in work release programs.

The second major benefit to flow from a nation-
wide SEARCH system would rot be in operations—
though it certainly will have a great impact on opera-
tions. This benefit would be in using SEARCH data
to help compile complete, meaningful statistics on
every aspect of the criminal justice system-—both
within every state and nationally.

Why are national statistics important? The answer
is simple: So we can find out exactly what is happen-
ing within the criminal justice system. Until we have
reliable data, we cannot move precisely in all areas
that need attention. When I say we, I mean not only
the federal government—but more importantly,
state and local governments and their criminal jus-
tice agencies. ‘

Today, information does not exist on a nationwide
basis on what happens to an individual at every step
of the way through the criminal justice system—from
arrest to trial to imprisonment, to release. Such infor-
mation is vitally needed by criminal justice adminis-
trators and planners as they seek to develop new and
more effective programs and improve and modern-
ize ones already in existence.

The effectiveness of the police cannot be gauged
accurately if we do not know, in every state as well
as throughout the nation, precisely how many people
are arrested, and for what, The reporting must be
complete, but many jurisdictions do not report at all.
Tke reporting must be uniform, and many jurisdic-
tions now compile crime statistics in varying ways.
But we must know more than how many persons are
arrested. We must know what then happens to them
after arrest if criminal justice agencies are to im-
prove. We must know how many of those taken into
custody are formally charged. How many of those
who are formally charged obtain dismissals for one
reason or another. How many of those tried are con-
victed? How many plead guilty? Of those convicted,
how many go to jail or prison? How long did they
wait to go on trail? How many received probation?
Were sentences uniform? How long do persons in
prison serve before being released? What is the rate
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of recidivism?P
" Until we know all of those things, cities and states
cannot begin to assess whether criminal justice agen-
cies are functioning at full effectiveness. But today,
on a national scale, we don’t know any of those
things. Reliable statistics would not only help fashion
new programs, but would enable proper evaluation
of existing ones. If one state has a very low rate of
recidivism among its former inmates, then it must be
doing something right, and perhaps something that
other states can copy. But in the field of corrections,
for instance, there is no precise idea today of the
extent of recidivism.

A particular state may keep good records on the
re-arrests within the state of its former inmates. But
it probably will have little or no idea of whether
those inmates are re-arrested in other states.
SEARCH would provide such information—for the
criminal histories would be complete, ahd masses of
such important data could be retrieved to determine
national patterns. ’

As one observer has put it, there now is a national
sea of ignorance concerning criminal justice, That
must be ended. '

What of the future of Project SEARCH? The pro-
ject states have made the decision to go operational
next summer, and have indicated they will ask for
further funds from LEAA. No one can predict with
any accuracy at this point precisely how much
money LEAA might award for SEARCH over an ex-
tended period of timé—the next five or 10 years.
That will depend in large measure on the full results
of the entire demonstration and a full evaluation plus
the efforts of the states themselves.

I am pleased to be able to announce to you today
that the Law Enforcement Assistance Administra-
tion has decided to support the SEARCH system
going operational. Today LEAA is awarding $1,500,
000 to the SEARCH project to support the work of
the 15 SEARCH states during the 12 month period
beginning next January 1. In addition, the SEARCH
states themselves will provide $1,000,000 in match-
ing funds next year, making the total SEARCH
Budget in 1971 a total of over $2,500,000.

But it certainly is no secret that LEAA has been
most enthusiastic about SEARCH and supported it to
the limit of our ability, LEAA discretionary funds to
SEARCH so far have total¢d some $1.6 million.

LEAA awarded a $600,000 grant in fiscal 1969 to
initiate the SEARCH project. That grant represent-
ed 15 percent of our total discretionary action funds
for that year. In fiscal 1970, LEAA awarded an addi-
tional $1 million to support SEARCH. It is clear that
our commitment has been substantial, as has been
the case with the states. The participating states have
added another $1 million of their own funds.

I personally have had no doubts that SEARCH
could develop into an operational, nationwide sys-
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tem. Somg problems remain, of course, to be worked
out. To cite only one, a method must ke found to
update criminal histories that is both efficient and
fully takes into account the privacy considerations.
But all of the problems can be resolved—just as I
thought more than a year ago that a successful dem-
onstration could be mounted in 14 months,

w.'ghe key, h(f)v}rever, to lSEARCH becoming a nation-

lde successtul system lies where it always has—

with LEAA and the federal government b):xt vsfth ?l;)e:
states themselves. They will have to continue to do

- the bulk of the work. They will have to expend the

bu'}‘l;l of the funds.

is is what I meant earlier when I said
SEARCH is a good illustration of what the enttli]ra;
LEAA program seeks to do. We can provide some of
the money. We can provide some of the ideas. We
can provide some of the experts. But when it comes
dgwn to doing the work, sriminal justice programs
will be successful only if state and local governments
themselves make them successful.

Lavy gnforcement is primarily a local and state re-
sponsibility. It must continue to be. SEARCH, like
any ther project in which we are involved, can work
only if the states make it work. Their commitmernt
must not only be intense but it must be lasting,

T am proud to have been a part of this project and
pf the role LEAA is playing—to be a catalyst in the
Improvement of law enforcement so that this coun.-
try can really be made safer for all of its citizens—
much faster than any of us dare now dream.

The great urgency of the need to overcome crime
was stressed very stongly by President Nixon in his
State o£ the Union Message when he said, and I
quote: “We have heard a great deal of over-blown
rhetoric during the sixties in which the word “war”
has perhzps too often been used—the war on pov-
erty, the war on misery, the war on disease, the war

on hl‘,‘J‘n.gen But if there is one area where the word
war' 1s appropriate it is in the fight against crime.
We must declare and win the war against the crimi-

nal elements which increasingly threaten our cities,
our homes and our lives.”
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| "~ AND RETRIEVAL OF CRIMINAL HISTORIES
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by Poul K. Wormeli, Vice President
: Public Systems incorporated

1. PROJECT SUMMARY

Project SEARCH—System for Electromc ‘Analysis
and Retrieval of Criminal Histories=~is designed to

develop a prototype computenzed .criminal justice
information system. The project is a multi-state effort

to demonstrate the value and feasibility of a criminal

justice data file and statistics system which is based

on automated files created and maintainéd by in-

. dividual states and provxdmg for interstate transfer

of-data.

Flfteen states are participating in the project:
Arizona, California, Colorado, Connecticut, Florida,
Tlinois, Maryland, Michigan, Minnesota, New Jersey,
New York, Ohio, Pennsylvania, Texas, and Washing-
ton. The California Council on Criminal Justice is

coordinating the project through the California

Crime Technological Research Foundation.

-The long-term goal of the SEARCH project is to
expand the usefulness and scope of computerized
law enforcement information systems composed: of
state entities which enjoy a capability of interstate
inquiry and an mventory of avaxlable cnmmal justice
statistics,

The immediate goal of this prOJect is to establxsh
and demonstrate a multi-state prototype system and
capability which will: -

(a) Establish and demonstrate’ the feas:bnhty of an on-line sys:

" tem allowing for the interstate exchange of offender files in
the states based on a compatible “criminal justice offander
record”, integrating police, prosecutxon, court and correc-
tional offender data. PN

(b) Design and demonstrate a computenzed criminal Justxce
statistics system (e.g., offense auid arrest statistics, court sta-
~ tistics, probation and parole statistics, etc.) which would per-
mit access by LEAA and by police, court, correctional, and
plarining agencies.

For the exchange of criminal history data, each

state is developing its own internal system meeting °

minimum requirements developed by a Standardiza-

tion Task Force which was responsible for standard- .

izing interstate termmology, deﬁmtnons, data ele-
“ments,. ete;

-« "The statistical system concept consists of the crea-

tion of+a set of transaction-based statistical data, the

analysis of the-data and the generation of illustrative

reports.:A \S{: tistical Methods Task Force has deve-
loped guidelines for the individual states, indicating
the specific data to be mcluded and the output for-'
mats for the presentation of statistics. - «

A 15-man Project Group, consisting of one re-

pnesentahve from each participating state, is respon-

sible for the conduct of the project. -

- 'The project is scheduled to run from July 1, 1969,
to December 31, 1970. The total project budget ex-
ceeds $2 5 mxlhon. .

2. PROJECT OBJECTIVES '
There are two major objechves of this cooperatxve
project: : S
Objective 1: Evaluation of the technical feasibili-
ty and operational utility of a cdoperative interstate
transference of criminal history data.
In meeting this.first project objective, three sub-
o sidiary project objectives will'be attamed

Sa) A standardized minimum set of data elements with stand- *

ardized definitions for each data element will be provided

»  in the areas of oﬁ‘ender identification, offenses, and disposi-
tions.

(b) A prototype centralized index accessible by a state request-

. ing information on a properly identified offender and prov-

“iding the names of states holding offender data will be deve- '

lo :

(c) Thp:gapacxty for interstate transference of criminal hlstones
and response to requests for criminal histories will be
demonstrated and evaluated.

Objective 2: Demonstration of a capability to
generate transaction-based criminal statistics. In car-
rying out this project objective, three subsidiary ob-
jectives will be attained: )

(a) The requirements of various classes of users for: cnmmal
justice statistics will be reviewed and recommendations for
 a standardized set of criminal justice statistics will be deve-
loped.

(b) Presently available statistics which are compatible among
the participating states and which can be provided in com-
puterized form will be delineated.

(c) A demonstration of automated generation of criminal justice
statistics will be conducted, and appropnate reports will be
prepared '

In addition to these primary objectives, a number
of supporting objectives will be achieved by the spe-
cial prOJects conducted by the various states, as de-
scnbed in a later section.

3 PARTICIPANTS
A large number of federal and state agencies are
par ticipating in Project SEARCH. Figure 1 shows the
- relatively simple project organization that was estab-
lished at the beginning of the project. A Project

Group, consisting of one representative from each of -

the 15 project, states, is the primary policy board *

governing the work. performed in the project. The
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Project Coordinator, supplied by the California
Council on Criminal Justice, using the offices of the
California Crime Technological Research Founda-
tion, is responsible for insuring that the various poli-
cies laid down by the Project Group are cgrned out
in the various states thro gh the State Project Coot-
dinator in each state. Two task forces were created
at the beginning of the project. The Statistical I\:Iqth-
ods Task Force had the responsibility of determining
the data elements to be collected which would pro-
duce a criminal justice statistical system. T.he_, ta§k
force members reviewed the available statistics in
the various project states, and cor.lsid.ered th.e 'long-
range requirements for criminal justice statistics as
expressed by the various possible users. The Stand-
ardization Task Force was responsible for the deve-
lopment of the specific data elements a.nd,output
formats to be used in the SEARCH states in generat-
ing their state files and responding to requests from
other states. The State Project Coorc_]mator in e_ach
state is ‘esponsible for the execution of Project
SEARCH within his state.

Although the primary effort has been concentrat-
ed in the 15 project states, various fet‘_leral and o.ther
state agencies have been involved in the project.
Table 1 shows the participation by all state and feder-
al agencies. e g

Table 1
PARTICIPANT ROLES

Standard.  Stolistical SEARCH

Profect  isation  Methods State Project

Group  TaskForce  TaskFoce  project CDOI:JI- Obsérver

Membzr ~ Member- Member Funded natfon Only
17V W X X"
-] J, . X X
Bureau of ) .

Census ...,
Bureau of y
Prisons ...

Arizona ... .
California......
Colorado ......
Connecticut ..
Florida ....
llinois ..ccvcree
Maryland ......
Michigan ......
Minnesota ...
Now Jersey ..
New “fork ...
Ohig wvieessnss
Pennsylvania
TeXAS erearrenss
Washington 3.

3¢ 3¢ 3¢ D¢ 3 D 3 D D 3 K 3¢ X X
X OXXXN XX XX
MMM XX XX
X XXX XX XX

>
> x
>

4. PROTOTYPE OFFENDER HISTORY
EXCHANGE SYSTEM .

The system’ concept is based on the maintenance
of individually state-held files and the existence of a
central index, directly accessible by each state and
containing summary data on each state-held file, The

- central index will respond to an inquiring state by

providing personal descriptors and identifying num-
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bers (shown in Table 2), an abbreviated crimir}al pro-
file and the name of the state or agency holding the
full criminal history record (Agency of Record). The
requesting state may then directly access the desired
file from the Agency of Record.

Table 2

IDENTIFICATION DATA ELEMENTS
FOR SEARCH FILES ~

STATE FILES AND CENTRAL INDEX

*Name Visible Scars, Marks, Tattoos,
Amputations or Deformities
*Sex Miscellaneous Identifying Numbers
+*Race *State tdentification Number
% Place of Birth *FBI Number.
*Date of Birth Social Security Numberb
*Height Cperator's License Number
Weight Fingerprint Classification
Hair Color Skin Tone
STATE FILES OBILY
Address
Occupation

*Elements indicated by an asterisk are the minimum.!:gﬁuived for the entry of a record in the central
index. .

When a transaction takes place between an offend-

er and an agency in a state other than the Ageticy of
Recurd, that state becomes the Agency of Record,

the criminal history file is transferred from the previ-.:

ous Agency of Record, the file is updatediand the
central index is updated to reflect these changes.

The central index has the capability of conducting
a file search based on (1) FBI number, or (2) operators

.. license number, or (3) social security number, or (4)

miscellaneous identification numbers, or (5) name,
x, and date of birth. . 5 _
Se"I"here are several reasons behind the choice of this
system concept for the prototype system. Ong.of the
critical elements of this concept is the‘ ap[_)rgach of
using criminal history files created, maxntame’d_, and
controlled by the individual states. The central index
then becomes actually more of a directory of wher_e
to obtain additional information on a subject. This
approach is an alternative to a national data base
containing complete information on all offenders.
There are many trade-offs to be considered in cl}oos-
ing between a single national data base and an inte-
grated and coordinated set of state systams. Al-

though economic considerations and the difficulty of '.

updating support a national file, the project partici-
pgnts bglievl;g that the desirability of state-he!d ‘files
was sufficient to warrant testing this more difficult
approach in the prototype system. Tpe;;\ project has
conducted a study of felon mobility in an effort to
estimate the-extent of record exchange which would

be required beyond adjacent states. The study .

showed that a relatively small percentage of qffend—
ers aré really mobile in a national sense. This fact
argues for regional systems interfaced between
states rather than a national data bank. ¢
The full criminal history files maintained by the
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Agency of Record will include a set of required data
plus other optional data required for internal state
use. The recorded data inciudes a minimum set of
personal descriptors and identifying numbers
(shown in Table 2) and a record of each criminal
justice transaction between the offender and the in-
volved criminal justice agencies. These transactions
for felonies or gross misdemeanors will include.infor-
mation on, and outcomes of arrest, pre-trial hearing,
trial, sentencing, correction (including probation/
parole) and postconviction. .

_ Offense terms to be included in the files will be
based on NCIC’s Uniform Offense Classifications,

In developing the file design, the most difficult
decisions were associated with the type of criminal
history summaries that were to be included in the
central index and state files. Many alternatives were
possible, and the actual cperational requirements of
all the various users are still rather poorly defined.
The joint decision of the project participants was
based on an intuitive understanding of user require-
ments. ‘ .

The central index, containing a count of arrests
and convictions by major offense category was con-
sidered to be sufficient for answering inquiries by
officers in the field needing a quick response as to
whether or not a person was in the system (has a prior
record) and some-Yrief indication of prior offenses.
The index “points” to a state file which is designed
primarily to allow investigative and other less im-
mediate needs to be satisfied. The state file indicates
dates and agencies where the subject has had prior
involvement with the criminal justice system, allow-
ing' a more refined “pointer” for obtaining further
information. o .

There was a general belief that the criminal sum-
mary contained jn the central index would satisfy
over half of the inquiries, avoiding the second in.
quiry to the state. The state inquiry should then satis-

£y a major:portion of the remaining needs, minimiz-

ing the effort required in contacting numerous local
agencies for more detail on the offender.

The results of our efforts can be shown by the
illustrative set. of inquiries and responses shown in
Table, 3,

The system was tested and evaluated during a
period of system demonstration in July and August,
The evaluation will continue during the remainder
of this year, Thé demonstration included an on-line
operational system test. The State of Michigan,
through the Michigén State Police, provided thé cen.
tral index for the period of the demonstration and
also provided message switching capabilities to han-
dle the stitesto-state inquiries as shown in Figure 2.
A single low-speed (110 baud) line connected:each
state to the Burroughs B-5500 cimputeér in Michigan,
The computer-to-computer interface, allowed each
state to set up as many demonstration terminals as it

chose to show the system to users in each SEARCH

. state. Seven of the states (Arizona, California, Flori-

da, Maryland, Michigan, Minnesota, and New York)
were on-line in July and August. Connecticut was
on-line for inquiry only via a terminal to the New
York computer.

One of the primary purposes of the evaluation is to
involve a large number of actual potential system
users in determining the extent to which this system
concept meets operational needs.

During the period of the demonstration, the cen-
tralindex contained close to 75,000 offender records.
Each state was committed to entering at least 10,000
offender records, This was obviously not a sufficient
data base to expect a large number of actual hits
during the period of this demonstration, However,
since the states were concentrating on the records of

relatively active offenders, a number of hits actually
occurred.

Table 3
INQUIRIES AND RESPONSES
Inquiry to Central Index

[INQUIRY CODE] NAM/BIGLOW, CHARLES.SEX/M. DOB/0B1624.

Response From Central index

NAM/BIGLOW,CHARLES, RAC/ WHITE, SEX/MALE, DOB/071624
HGT/600, WGT/192, HAl/| BROWN, OLN/CA/HO721460
SOC/531-82-6201, FBI/0602141E '

OFF/
HOMICIDE 02 ARR, 01 CONV
KIDNAPPING 02 ARR, 01 CONV

SEXUAL ASSAULT 01 ARR, 00 CONV
ASSAULT - 01 ARR, 00 CONV
STOLEN VEHICLE 01 ARR, 00 CONV
DANGEROUS DRUGS 01 ARR, 00 CONV
SEX OFFENSE 01 ARR, 00 CONV
TRAFFIC OFFENSE 01 ARR, 00 CONV
SIN/CA/CA09123463

CAUTION  IDENTIFICATION NOT SASED ON FINGERPRINT COMPARI- .,

SON.
END

Inguig fo State File

[INQUIRY CODE] CA/CA09123443.
Response From State File

SIN/CA/CA09123463.PAG/01.
CA OFFENDER RECORD, FBI/0602741E.
NAM/BIGLOW, CHARLES, SEX/M, RAC/W. POB/CA,
DOB/071624. HGT/600. WGT/192. HAI/BR. EYE/8R. $0C/531826201.
FPC/6 L 1 UA—T Ol 6.0LN/CAH 721460.
L3V OI0 10.

*HrAk CHARGE AND DISPOSITION **##s

CYCCT DATE AGENCY-FILE NO.CHARGE DISPOSITION
01 1 061062 CA03801.721430 SEXUAL ASSAULT ACQUITTED
01 2 061062 CA03801-721430 KIDNAPPING CONYV KIDNAP-

& N PING

01 3 061062 CAO38G1.721430 SEX OFFENSE  ACQUITTED

01 4 061062 CA03801-721430 MURDER CONV MURDER-

HOMICIDE HOMICIDE

02 1 061770 CAQ1942-882916 MURDER-HOMICIDE RELEASED
02 2 061770 CAU1942-882916 ASSAULT RELEASED
02 3 061770 CAO1942-882916 KIDNAPPING RELEASED
02 4 061770 CAO1942-882916 STOLEN VEHICLE  RELEASED
gg f 081770 CA01942-882916 DANGEROUS DRUGS RELEASED

062070 CA01942-882916 UNKNWN ' CONV REDUCD
, CHG

- 19



*hkkx CUSTODY AND SUPERVISION *#*x#

AGENCY-FILE NO. DATE—ACTION =~ DATE—ACTION
01 2 CAQ0095-A4216Z  092362—CONFINED
01 2 CAO0095-A4216Z  092362—1Y-20Y
01 4 CAD0095-A4216Z  092362—CONFINED
01 4 CA00095-A4216Z  092362—5Y-LIFE CC
01 0 CAQ0095-44216Z  101369—PAROLED  040770—DSCHG
FRM PAROLE
03 1 CA01942-882916  062270—FINE 35

CAUTION  IDENTIFICATION NOT BASED ON FINGERPRINT COMPARI-
SON.
END.

The Law Enforcement Assistance Administration
also had access to a terminal for demonstrations to
legislative and other federal officials. The records
accessible by the terminal in the Law Enforcement
Assistance Administration were entirely simulated,
in that artificial records were generated solely for
demonstration purposes to officials not directly in-
volved in the criminal justice system.

The demonstration period in July and August real-
ly began a six-month evaluation period with the pur-
pose of determining the changes which should be
made in the system before it can become a national
operational reality. One of the major concerns dur-
ing this period will be to design an adequate updat-
ing procedure for all of the states. Also during this
period, the states which were unable to be on-line in
July and August will complete the conversion of at
least 10,000 records so that by December 1970, all 10
of the funded states will have prepared a basic file of
offender records for loading into a subsequent na-
tional system.

The final products of Project SEARCH to be deliv-
ered in December 1970, include the converted re-
cords, the central index loading, and a detaiied plan
for a national system. )

One of the primary considerations in developing
the system concept will continue to be a comprehen-
sive concern regarding the protection of individual
rights in developing the data files and the security
precautions in providing access to the files. The pro-
ject participants are well aware of the implications of
creating this national data base, and are taking strong
steps toward insuring that individual rights are pro-

tected in the final system design. The Project Group
in SEARCH has established a special committee
chaired by Dr. Robert Gallati of NYSIIS to concern
itself exclusively with the security and privacy issues
related to the development of this system. The com-
mittee has already drafted a Code of Ethics adopted
by the project participants, and has issued a special
report on the issues of privacy and security,

5. PROTOTYPE CRIMINAL JUSTICE

STATISTICS SYSTEM
The system concept is based on the collection,
analysis, and report generation of transaction-based
statistics—transactions between individual offenders
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and the criminal justice agencies with whom they
come in contact. The systemn concept adopted for
project utilization is as follows:

Need. The facts that describe each state’s ad-
ministration of criminal justice and the processes
used against adult criminal defendants are scattered
throughout the files of local police; county prosecu-
tors, different levels of courts, and various state and
local correctional agencies,

It will not be possible to describe how effectively
the criminal justice system is working unless the
presently dispersed facts on indidividuals exposed to
prosecution can be brought together to portray the
justice system in each state.

Objective. The recommended reporting scheme
will permit developing information that will join the
segmented bodies of information now kept by the
separate criminal justice agencies, The facts deve-
loped will provide an example of how each par-
ticipating state, if properly financed, could routinely
describe its separate system of criminal justice.

Approach. Each participating state will trace a
select group of adult felony defendants from entry
into the criminal justice system at the point of arrest
to their point of departure. Each administrative
agency, its procedures and decisions affecting the
defendant’s progress through the justice framework
will be identified. Certain data, will be abstracted
from the information gathered and processed for
analysis of the system.

Criteria. The individual at the point of arrest, not
the number of charges, is the accepted unit of count
for the purpose of building the statistical model.
Each of several multiple charges lodged against sin-
gle defendants at the time of arrest is to be traced
through the system and identified with the responsi-
ble defendant. Multiple defendants involved in sin-
gle events are to be counted separately.

In applying this concept a minimum of 250 adult
defendants (in each state) arrested on felony charges
during the past several years were traced from the
point of arrest to the point of departure from the
system. \

The major focus of the analysis was on the “fall
out”’—defendants leaving the system; The analytical
plan identified departure points and time intervals
for each state by the characteristics of the criminal
offenders.

A data collection format was developed and con-
sisted of the data elements shown in Table 4: Figure
3 shows the responsibilities of the participants in

- completing this effort.

Table 4

STATISTICAL SYSTEM DATA ELEMENTS
OFFENDER CHARACTERISTICS

State

State ID Number

Age at Time of Arrest

Sex

Race

.Number of Arrests

Number of Convictions

Number of Jail <90 Days
Number of Jail >90 Days

Number of Prison {State Instifution}
Status at Time of Arrest

Status of Supervision {If Status Not = 0)

LEVEL 1—POLICE ACTION

Date of Arrest (Mo/Day/Yr)
Arresting Agency )

Type of Arrest

Apparent Intended Offense

Primary Charged Offense {Most Serious)
Police Disposition

LEVEL 2-—PRE-FELONY TRIAL

Pre-Trial Cycle Number
Proceeding Type

Offense Charged

Date of initiation

Date of Completion
Disposition

Release Actions

Offense Charge at Disposition
Plea

Length of Jail Term in Days
Length of Probation in Months
Amount of Fine in $

LEVEL S—FELONY TRIAL

Date Filed

Offense Charged

Inital Plea

Final Plea

Type of Trial

Release Action

Disposition

Date of Dispasition

Reason for Dismissal
Convicted Offense
Pre-Sentence Report Available
Length of Prison

Length of Probation in Months
Length of Jail in Days
Amount of Fine in $ .
Length of Work Furlough
Type of Defense Counsel
Non-Supervisory Sentence

LEVEL 4—CORRECTIONS

Corrections Cycle Number
Receiving Agency &
Date of Receipt

Date of Termination
Reason for Termination

6. SPECIAL PROJECTS

In addition to those specific project objectives
which are directly related to the comnstruction,
demonstration, and evaluation of the prototype sys-
tem, a number of specialized efforts are being under-
taken by individual grantee states to address certain
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critical problems which will be encountered in the
future development of a full-scale (50-state) system:

_ Integrated Record Development, A special pro-
Ject is being carried out (by California) in an effort to
link information corzerning individual offenses, the
offenders involved, and the criminal justice pro-
cesses through which the offenders proceed. Feasi-
bility of construction of such integrated records in a
form capable of producing complete criminal Jjustice
system statistics is being tested by means of a pilot
project involving approximately 10,000 record en-
tries from 12 counties of the state.

Specialized Consideration of Court and Prosecu-
tion Needs. A detailed study of the requirements of
courts and prosecuting attorneys for individual of-
fense and offender records as well as statistical data
is being performed (by Maryland). In addition to the
data requirements analysis, an analysis of the court
and prosecuting subsystem is being performed to
allow determination of the most effective and effi-
cient locatipns within that subsystem from which to
collgct criminal justice information for other users.

Specialized Probation and Parole Requirements.
A detailed study of the requirements for statistical
information is being conducted (by New York) and
will lead to a statement of the statistical data re-
quired for effective planning, management, and pro-
gram evaluation in the area of probation and parole.

Stmultaneous Statistics/History Generation.
Connecticut’s unique contribution to Project
SEARCH is an attempt to design a file and establish
a system of offender-based data collection which will
permit nearly automatic and simultaneous genera-
tion of statistical data and criminal history files. They
will closely document and monitor their efforts so
that the feasibility of programmatically generating

statistical data from offender records can be deter-
mined.

Transaction Utility in Status File Maintenance.
Texas is concentrating on a “subject-in-process” ap-
proach. They are establishing an offender-based file
that will reflect the dynamic composition and char-
acteristics of a criminal justice system. Each record in
the data base reflects the history of each arrest and
thfa current status of an offender while he is in the
criminal justice process. Each record is updated as an
offender moves through the process, and when the
record of his arrest has proceeded to a point of exit
from the system a summary of that record is created
to update a criminal history file. '

.Feasibility of Intra-State Indexing—Regional
Files. Washington is testing the feasibility of estab-
lishing a computerized offender history file in a met-
ropolitan region. Tt is anticipated that Washington
will ultimately be served by approximately four re-
gional information centers, each of which will have
the capacity of making automatic inquiry of the oth-
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ers through a combined index maintained at the
state crime information center. An inquiry from out-
side the state to the center will likewise automatical-
ly query the regional centers.

Facsimile © Equipment  Demonstration. A
demonstration of facsimile fingerprint transmission
between the States of Maryland, Michigan, Min-
nesota, and New York is being conducted.

7, FUTURE DEVELOPMENTS

One very important aspect of SEARCH is keeping
all states informed of the details oif SEARCH deve-
lopment and progress to provide for their eventual
interface to the system. This is being handled on a

general basis through this symposium, of course, cor-,

respondence, a monthly newsletter, a brochure,
" news releases, and possibly a film will be made availa-
ble nationally. The most important requirement,
however, of other states is the detailed content of the
system. To meet this requirement, technical reports
are being prepared for general distribution. These
reports will concern such things as standardized data
elements for criminal history files, long-term statisti-
cal requirements, security/privacy considerations,
results of special projects, etc. These reports will go
into considerable detail to provide the basis for work
to be accomplished in all states.

It is fairly clear that SEARCH is producing more
than a prototype. The demand for a national system
will not, I believe, allow us to abandon this effort
when the project is concluded in December. The
developmental work in progress, not only by the
SEARCH states but also by other states, counties, and
cities will require a continued effort leading to a na-
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tional system.

There are serious problems yet to be solved. In
addition to the technical problems of system inter-
facing, file updating and purging, etc., there are or-
ganizational problems related to cheosing a “home”
for the central index and establishing a hierarchy of
controls and responsibilities.

The communication load, with all of this data
being exchanged, requires a lot of telephone line
capability. We are discussing with NASA the feasibili-
ty of using a satellite for this purpose and we may
conduct an experiment using an existing satellite to
determine the sptimum configuration of such a sys-
tem. A second problem yet to be solved is to provide
an equally fast way of verifying the identity of an
individual about whom an inquiry is made. With fin-
gerprints as the only positive means of identification,
we need to develop high-speed methods of finger-
print transmission and classification or verification.
We are investigating the use of satellites with wide
band-width transmission capabilities and the use of
laser-based holography for high-speed fingerprint
comparison. :

The project group has set July, 1971, as a target
date for starting an operational system. The present
states will be asked to convert a minimum of 300,000
records to provide the initial file. After July, we ex-
pect that these states will continue to provide input
data, and that other states will be invited to partici-
pate.
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SEARCH—Security and Privacy Considerations

by Dr. Robert R. J. Gallati, Director

New York State ldentification
and Intelligence System (NYSIIS)

The most difficult problem involved in presenting
a paper on security and privacy these days is decid-
ing upon the parameters of the discussion. So much
is being written in this area, and so many people are
expressing viewpoints concerning an entire array of
various aspects of the subject, that the preparation of
these materials requires careful focus lest we become
overwhelmed. It was not always thus; indeed, secu-
rity and privacy was a back-burner item until very
recently.

At a conference last month on criminal justice in-
formation systems one of the speakers, a state legisla-
tor, whose first name is Pete, stated his position on
privacy very precisely. He told how one of his fellow
assemblymen had for several years talked up the
need to purify our rivers and lakes, Somewhat deri-
sively he came to be known as “Clean Water Klein”
around the State Capitol. The legislator said: “Today
Klein is heading up a federal conservation agency
with a salary of almost $50,000 a year, and I'm still
making $9,000 a year in the Assembly—from now on
I'm going to be known as ‘Personal Privacy Pete’—
I'm getting in on the ground floor of this thing like
‘Clean Water Klein’ latched onto conservation.”

Yes, today security and privacy is rapidly becom-
ing the “in” thing, and a lot of “johnny-come-late-
lies” are jumping on the bandwagon. I'm happy to
report that the interest of SEARCH and its policy
makers in this subject is NOT an instant phenome-
non. Long before security and privacy became a red-
hot public issue, it was already a burning concern
within the policy-making Project Group of SEARCH.

You may wonder why security and privacy are al-
ways linked together as though they were two sides
of the same coin. They are, of course, closely inter-
related. However, we could have ultimate security in
a system and still violate privacy; but it is impossible
to preserve the individual right to privacy without
security. Indeed, the ultimate criterion by which we
may judge any system’s security and privacy is
whether or not it optimizes privacy considerations,
for, if privacy is properly protected, adequate secu-
rity is the essential condition precedent.

Assuming that some kind of national system such
as SEARCH is essential, what are the anticipated
threats to security and privacy in an operational sys-

tem? Let us look first at the most obvious kinds of

hazards—those that relate to security.

During a recent 15-month period, there was a total
of 4,330 bombings in the United States. There were
also another 1,475 attempted bombings and 35,129

bomb threats. As I am sure you are aware, police
facilities and computers are the favorite targets of
the terrorists—we combine both features and
SEARCH is, therefore, doubly attractive. But let us
not assume that anything so traumatic as a bomb is
required to create havoc in so finely tuned a system
as SEARCH, More subtle sabotage may be even
more devastating than incendiaries and explosives,
according to the scholar W. H. Ferry, formerly with
+the Center for Democratic Institutions, presently a
Fellow of the Research Institute for the Study of
Man. I quote from an underground handout au-
thored by Mr. Ferry:
“Most important of all to the modern revolutionary is a search-
ing understanding of the computer which is more and more
becoming the nerve center of all activity public and private,
The vulnerability of the computer proceeds in direct ratio to its
expanding use in centralizing information and giving orders
whether to lathes or to groups of men. It is not nearly enough
to know where the computer is connected to the power line—
this is the least important kind of knowledge to a modern revo-
lutionary. He needs to know rather the workings of the comput-
er itself, its premises and procedures. From such technical
knowlege flows an understanding of its vulnerabilities. With
this kind of information he can readily bring temporary disrup-
tions of the system angl, if he plans long and systematically
enough, he can bring the apparatus of the establishment to a
trembling halt. Security for the system in sense of walls and bars
appears surely to be equally unavailing—if only because the
vulnerable spots are so numerous and in so many places and
because each new contribution to the efficiency of the system
brings with it a horde of fresh possibilities for slowing, stopping
or merely gumming up the system. When systems become in-
tricately connected and interdependent they inevitably make
themselves into a series of revolutionary targets and invite con-
sideration as the possible focus of all revolutionary activities,”

Lest we draw the conclusion that security threats
may be anticipated from terrorists and revolutionar-
ies only, I hasten to assure you that computer systems
and particularly crime fighting systems such as
SEARCH, have many potential enemies, perhaps
more dangerous than those we already know. Ralph
Salerno, one of the nation’s leading authorities on
organized crime has said that compromising the
security of cviminal justice information systems is a
top priority of the Confederation. Less spectacular,
but none-the-less a continuing threat, are those unor-
ganized individuals and groups who will suffer from
the system; either like Luddites in the loss of their
jobs, or as subjects of SEARCH frustrated by the re-
lentless efficiency of the system. Destruction, sabot-
age, compromise, alteration of data, unauthorized
access and dissemination, all can be achieved with-
out bombing the computer, and by persons who ap-
pear far less threatening than terrorists and revolu-
tionaries. X

Threats to security are perhaps more readily un-

27



derstood, and, therefore, more likely to be attended

to than threats to individual privacy. Yet in a system

such as SEARCH there are privacy problems of a

unique and most sensitive nature which many civil

libertarians and other concerned citizens view with

alarm. Some fear that SEARCH will degenerate into

a National Data Bank and they conjure up visions of

Big Brother as they warn that 1984, is but 14 years

away. Data security is generally regarded as an ex-

penditure to be borne by public administration,

whereas losses in privacy are paid for by the affected

citizen, so there may be an unbalanced state of moti-

vation in the absence of express dedication on the
part of system operators to preserve American liber-

ties. It is this need for just such a high order of dedica-

tion which appears to cause so many people to per-
ceive possible peril in vast, nation-wide offender
record systems. In the last few weeks I have noted
media articles entitled: Big Brother Is Watching You;
Electronic Stool Pigeon; Data Banks, etc. Are on fo
Something: You; Federal Computers Amass Files on
Suspect Citizens; ‘Big Brother’ Computers Worry
British; etc. There seems to be a growing tendency
to sensationalize the perceived threat.

The threat to systems like SEARCH lie—not so
much in Congressional hearings such as those con-
ducted by Congressman Gallagher and Senator Long
and the announced hearings on Federal Data Banks
and the Systems and the Bill of Rights to be con-
ducted by Senator Ervin as Chairman of the Consti-
tutional Rights Subcommittee, but rather in a rising
crescendo of public revulsion against potential viola-
tions of personal privacy by data banks and systems
which have not recognized the problem of privacy
and have no plans for safeguards.

Examples of the reaction of articulate segments of
public opinion are these excerpts from a proposal
passed by the American Civil Liberties Union (A-
CLU) at its Biennial Conference held in New York
City last June:

“Whenever a government amasses files about its
citizens an inherent threat to liberties exists. The
ACLU—should work towards statutes setting forth
rigorous tests of compelling need. When personal
information is transferred betsveen agencies—spe-
cial protection must be established. The National
Data Bank proposals exemplify such use; the seem-
ing insensitivity of its proponents for safeguards un-

derscores the need for legislative protections. The .

ACLU should oppose establishment of centralized
dossier-type data collections. The ACLU believes
that the process of converting manual records to
computer processing poses a great risk to privacy and
due process.~—~The ACLU shall act as a public spokes-
man in the defense of personal privaéy and civil lib-
erty in this area.” )

It is to the credit of Chairman Hawkins and the
members of the Project SEARCH policy group that
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matters of security and privacy were addressed from
the very beginning. It was recognized that the conse-
quences of even unintentional errors may be sub-
stantially amplified by the accessibility of the data
and the speed of the system—a speed which may
exceed the error detection and correction speed.

Likewise, it was foreseen that the possibility of -

misusing data may increase substantiglly over a man-
ual system, also because of the increase in users and
the easy access, unless controls are implemented.
The computer itself introduces more opportunities
for misuse. For example, a computerized file can be
quickly searched by whatever data elements it con-
tains, so that compilations. of subjects can be pre-
pared with respect to certain characteristics con-
tained in the file.

Also, it was anticipated that the opportunity for
intentional modification or destruction of records
would be increased in proportion to the file centrali-

. zation of the system. A disc or tape file is much more

vulnerable to undetectable modifications by pro-
gramming or other means than the more inefficient
dispersed paper file.

In response to this perceived significance of a new
technological approach to the criminal history file, a
program was undertaken to address the security and
privacy issues. During the initial organization of the
project, a Security of Records Subcommittee was
formed under a Standardization Task Force to deal
specifically with this issue. This subcommittee was
chaired by Chief H. W. McFarling of the Data Proc-
essing Division of the Texas Department of Public
Safety. Other members included Inspector Jerome
Daunt of the Federai Bureau of Investigation, and
Mr. Philip Tannian of the Wayne County Prosecut-
ing Attorney’s Office in Detroit, Michigan.

The subcommittee was responsible for providing
initial research and a general analysis of the security
and privacy implications on the project. Their rec-
ommendations for a future course of action were pre-
sented to the Project Group (the policy-making body
of the project).

This group created a Security and Privacy Com-
mittee to review and carry forward the recommen-
dations of the subcommittee. Dr. Robert Gallati, Di-
rector of the New York State Identification and
Intelligence System, was appointed Committee
Chairman. Other members included Emery Bar-
rette, Executive Director of the Minnesota Gover-
nor’s Commnission on Crime Prevention and Control;
Gélorge Hall, Director, National Criminal Justice Sta-
tistics Cerniter, LEAA; Captain C. J. Beddome of the
Arizona Department of Public Safety; Chief H. W.
McFarling; and David Weinstein, Executive Direc-

tor of the Connecticut Planning Committee on -

Criminal Administration.
The committee immediately began to explore the
specific issues telated to the development of a com-

P e

puterized criminal history syste identi
problems that should be );d);lresr;le?ir.ld to identify the

The.initial review of the problem areas which the
committee would have to investigate brought forth
a number of recommendations which were imple-
mented. Among these were:

¢ The decision to draft a Code of Ethics. ¢

® A recommendation that consultants be hired,

° A ;esoluh‘on to limit the information content of the central
index,

®  Acceptance of the principle of post-auditing,

o Identificati i : 1 ) )
sions, ation of specific Questions that required policy deci-

The Project Group authorized the committee to
§elect .appropriate consultants to assist the members
in thelr studies and the preparation of a report. The
selected consultants were: Professor Charles Lister
of Yale University Law School, and Mr. Jerome Lobel
of ’II‘Etht & Efmst, Phoenix, Arizona.

€ most fundamental philosophical proble -
derlying t‘he challenge of providilll)g adeguate sr:c:llg-
ty and privacy for SEARCH is one of a balancing of
yalges. The need for an informed, effective criminal
Justice system must be balanced against the need for
an 1r‘1d1v1c.lual to keep information about himself and
his life private. The committee concluded that there
need not be a conflict between the safeguarding of
reasonab!e rights to privacy and the construcfion of
?o?l}:f‘r?d mfoxt'maticin syslt)tlam such as SEARCH”, if the

wing potential proble i

quate consideration:p T fress are given ade-

L ;Iz‘l:i té'l[::s of data that will be contained in the computer-
The persons who will receive the data,

The purposes for which the data will be used.

Tlfe {'elahonship between the system and the people whose
criminal history records comprise the data bank,

’tI;l:g organizational and administrative aspects of the sys-
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The committee dedicated itself to the -
ment of both individual freedom and effectiir;hci?rﬁg-
nal justice. Oné need not be sacrificed for the other.
ﬁ:ﬁ:& lsevels Oft _pﬁogress are achieved, the delicate

0 essential to a j i ill i ili
balan 0 a just society will find equilib-

It is in this spirit, based on an understandi
dynarpic_s of both society and technology, lzlgla?tf:lﬁ:
Security and Privacy Committee, over a period of
several mont!ls, developed a frame of reference for
a gorrespoqdmgly dynamic concept of security and
privacy policy with respect to criminal history infor-
mation systems. Statements of recommended policy
were drawn up and officially approved by the Pro-

Ject Group. Some of the major policy recommenda-
tions include the following:

¢ Dataincluded in the'systern must be lim;
that with the characteristics of ubligr}gggrg)
® Participants shall adopt a careful and perma-

nent program of data verification i )
systernatio an iy verification including

o
5

Purge procedures shall be dev
2 eloped.
model state statute for protectin and con-
trolling data should be drafted and i?s adop%?(;:l
?ﬁlecosl‘g'gggil. (Thcis II)S .the major task in which
an p .
. lr)e.ntl); enga}éed.) rivacy Committee is cur-
irect access to the system should be restriot-
ed to public agencies which perform, as tfllgitr
rincipal f;lll.nct_mr,_ crime prevention, appre-
Eeel{l(}flgxsl., adjudication, or rehabilitation o of-
¢ Lach participating state should build its d
gﬁgg}rlnezgﬁqd a central computer, ::hroﬁtg%
inquiry m i
. %nd, verif;icatior(ll.b y must pass for screening
yarious state “public record” and “freed
information” octrines should be studiedovn&}i?lf
? v1iw to ob,tammg, appropriate exemptions
o%r tth: sa):g%r;ldsa d?ta..(g‘ 1§ is the very next item
N € .
%‘ommittefg.) r the Security and Privacy
° € use or system data for research shall in-
Zolve stringent restrictions to preserve ?)ll}i\l/g-

° sers should be cautioned that relian
ngtfailggﬁgndafgq Cils hzti_z;ardl?uslgnlgl tﬁat %%gg(\)rg
r of identity shou i
’%lllnck_l){ 2% possibi y e obtained as
e citizen'’s right to access and challenge the

contents of his records should form an integral

art of the system consistent with st
. in}t’llx!el;lelgr)lledl‘es shofgtlg be provided ?otx? éﬁ:)vs‘e
1 misuse o -
vided for by state law.e “ystem where not pro

¢ The system participants should ele
s 1 ctab
directors ( overning body) to establiszil o(?lli.gigsf

and procedures governing th tral i
: e
and Proce g g central index

® The system should remain fully independent of

justice data systems and shall be

noneriminal d
exclusively dedicated to the service of the

criminal justice community:.

® Asystems audit should y "
an outside agency. be made periodically by

® A permanent committee or staff should b
tablished to consider problems of securityeagfi
privacy and conduct studies in that ares,

The full list of 23 maijor olic -
ﬂf ons with detailed réfergncesyigictfrﬁlﬁae%
1970.)

i h
SEARCH Technical Report No. 2, July,
These pplicy recommendations were formulated
after f:onsxaerable study of the emergence of the con-
sptuhonaliy protected right to privacy. The implica-
tions of this newly defined constitutional guarantee
are as broad and sweeping as life itself. While it will
ultlma.tel_y affect every aspect of law enforcement
and criminal justice, it Aere and now has an immedi-
ate impact upon computerized offender systems. It
is \fvell that the Project Group members were aware
pf its nature, scope and applicability to the system. It
is alsg to the everlasting credit of the Project Group
that it announced its dedication to the preservation
of American liberties and declared its intention to
pursue system development in a manner that pro-
yxdgs_ all reasonable safeguards for the protection of
individual privacy. Indeed, we may anticipate that
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the public will look upon the Project Group’s record
in this regard as the ultimate criterion of its profes-

~ sionalism, That record is additionally embellished by

the adoption of a Code of Ethics, the observance qf
which the participants pledged ,themsel\"es. This
public acknowledgment of proper intentions and
sound values is particularly critical at this time as we
develop nationwide offender data systems such as
SEARCH. : _

In this spirit of dedication to the preservation of
civil liberties and public attestation theret.63, the Prp-
ject Group adopted the value system articulated in
the canons of the Code of Ethics to serve as a basic
source of understanding, inspiration, motive{tion and
witness for all participants. A '

The Code of Ethics in Article I sets out the limita-
tions of the sytem which serves a limited area of
government and a limited category of users, which
contains limited amounts of information, and, at the
national level, is limited to a Central Index V\{hich
serves a directory role only. Article II addresses itself
to the integrity of information spelling out assur-
ances that every step of the system will optimize the
protection of individual privacy; detailing proscrip-
tions concerning the collection, maintenance, and
dissemination of data; and praviding for the estab-
lishment of an advisory committee for policy direc-
tion and to entertain complaints about alleged intru-
sions on individual privacy, Article III constrains the
use of the system’s data base for research gmphasxz-
ing the necessity for safeguarding anonymity and an
abiding commitment to privacy.

(The complete Code of Ethics as approvegl by the
Project Group is contained in Appendix A of
SEARCH Technical Report No. 2, July, 1970.)

There are still many very difficult and controversi-
al matters relating to privacy which must be reck-
oned with. It is not the position of the Project Group

or of the Security and Privacy Committee that all the -

answers are to be found in Technical Report No. 2.
Indeed, there is every intent to encourage furthc::-r
progress in the development of these concepts in
conjunction with progress in the devqlopment of im-
proved aids for criminal justice agencies. Some of the
more controversial issues that must be resolved are:

» 1, Purging of the files to eliminate information that, bet:‘aus'e
of its age, is thought to be an unreliable guide to the subject’s
present attitudes or behavior and purging based upon the con-
cept that society ought to encourage the rek'mbxhtatlon of of-
fenders by ignoring, or permitting them to ignore, re]a_tlvely
ancient wrongdoing. An important part of the opposition to
large-scale information systems is the fearr:r.that. individuals
would no longer be permitted to outlive their mistakes, that
isolated or immature errors would follow an offender through
a lifetime. ' .

2. The development of a sensitivity classification system. The
mere fact that the system deals exclusively with public .record
data does not eliminate the need for attention to security apd
privacy protection, since the data itself becomes fuseq yv{th
system characteristics and cannot be evaluated as to sensitivity
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as something separate and apart from the system itself.

Thus, the least sensitive data in the substantive sensé may
become highly sensitive by virtue of the system procedures
enveloping it. It is not alone the information that is in the data
base that determines sensitivity. Amount and quulft)f of con-
tent, where the data is located, who has access, l_lO‘W itis stqred,
speed and format of retrieval, how and to whom it is disseminat-
ed, ete,, all are relevant and impact the sensitivity of a system,
while the individual capsules of data as such do not in then.l-
selved change their character as particular unit items of public
record information, )

Arguments have been advanced that a statemde‘(.lx.xta bank
of criminal offender records is inherently more sensitive than
a local file and that a computerization of the statewide ﬁlfa
increases the sensitivity. Carrying such arguments to their lqgl-
cal extreme, a nationwide file, computerized or otherwise,
woiuld be more sensitive than a statewide file and a name file
would be more sensitive than a fingerprint file. While these
questions are subject to debate, if we assume Fhe accumc_y‘of
this premise, the security problems increase with the sensitiv-
l . M I3

tyAs an information file progresses from a small, uqcoordma.ted

manual file maintained on a local basis through an extensive,
real-time, on-line nationwide computerized file of the same
material, the very possibility for more rapid access and greater
correlative activities leads to the probability that a constantly
increasing security and privacy protection must also be pro-
vided even though the basic unit of information has rema.med
constant. Thus, we must evaluate the data in terms of classifica-
tion, niot necessarily from inherent sensitivity, bug ralther from
a standpoint of available combinations, as they exist in the sys-
tem. : . .

A minimal classification system would determine the security
pattern of processing, storage and transmission, the insinvxdugxls
to whom the data may be disseminated, the manner in which
the data must be protected by the recipient thereof anfl proce-
dures for classification and/or destruction, Such a classification
system should be.applicable to all data in the system. An even
more comprehensive classification system may b.e desirable for
any future systern. This classification system might extend to
the data, the various parts of the physical system that processes
or stores the data, and all the documentation descri@ing system
componerits and functions. System access and desn_gn criteria
should also bie included in the sensitivity classification.

3. Elimination or limitation of use of system for applica.nt/
licensee record checks. A wide variety of demands for Project
SEARCH data can be anticipated from outside the immediate
criminal justice community, For reasons, both gogd and_bnd,
legislators and other state and local officials hayg mcreasu'lgly
required a criminal records check as a prerequisite for various
licenses, occupations, and professions. In many.states, fapp]x-
cants for civil service employment, private detectives, taxi dm{-
ers, boxing, wrestling and racing personnel, .pistol permit :.\p[_)lx-
cants, liquor distributors and licensees, applicants for admission
to the bar, and many others must have criminal records ghecks.
State and local criminal justice agencies are often required by
law to conduct or at least to permit these checks. In addition,
the military services, and other federal agencies very frequent-
ly request access to local criminal records, sometimes for pur-
poses with little direct connection to the criminal justice proc-
ess. i )

The comprehensive system of governmental and mdusgru}l
security cledrances depends heavily upon chgl records: Crimi-
nal justice agencies, like the schools, the mll{tary service, and
the credit bureaus, have become depositories of data upon
which an impressive variety of agencies, public and private,
seek to draw. It must be expected that such requests would
markedly increase if a future system, with all its attendant con-
veniences, were established. .

The Security and Privacy Committee believes that all such
collateral uses of system data should, so far as reasonably possi-

“
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ble, be prohibited. It fears the widespread use of system data
for purposes unconnected with criminal Jjustice will stimulate
substantial pressures to collect and disseminate categories of
data irrelevant for the criminal Justice process.

4. Maintaining system independenice by housing system data
banks in existing criminal justice agencies capable of properly
managing the system within the system’s defined guidelines or
in computers under the operational control of agencies special-
ly created for such purpose and, in either case, independent of
any noncriminal justice agency or data file.

It must be recognized that there are strong pressures to com-
bine and consolidate all state and local data processing into
major integrated systems, There are very persuasive and com-
pelling arguments in favor of such integration of data, since, it
is argued, that same datu elements may be of value to a number
of different types of agencies, including law enforcement and
criminal justice agencies within a given jurisdiction.

5. Provision of internal and external controls. The Security
and Privacy Committee has recommended that there should be
a permanent council of state representatives, supplemented by
representatives of the relevant federal agencies and the gener-
al public. The public representatives should consist of a small
number of distinguished private citizens, selected for their
known interest in civil liberties and criminal justice.

This governing board should be given wide powers over the
system including authority to:

e Monitor the activities of the participating state agencies.

* @ i Adopt administrative rules and regulations for the sys-
tem.

¢ Exercise sanctions over all agencies connected with the
system,

The council should also have authority to delegate any
and all of its powers to an executive committee, In addition, it
should be supplemented by a small permanent staff, including
a suitably qualified director, and such advisors and consultants
as it finds necessary or appropriate.

Among its other activities, the council should conduct period-
ic investigations of the methods adopted by the participating
states for the protection of privacy and security, It should, from
time to time, formulate its findings into administrative stand-
ards for the entire system. It should exercise particular control
over any proposed programs of research.

It should be clear that the committee envisions two layers of
internal administrative controls for the system,

First, the individual agencies should k& generally responsible
for the conduct of the system within their own jurisdictions,

Second, the national governing board and staff should moni-
tor the activities of the several state agencies to insure proper
cooperation and the full observance of national standards,

Both levels should be empowered to conduct investigatory
hearings in which evidence would be taken, argument heard,
and findings made. Both levels of administrative control should
be empowered to impose prompt and appropriate sanctions
upon any agency that has abused the system or its data.

The sanctions at both levels could involve suspension or ex-
pulsion of agencies from the system. However, at the state
level, in cases of individual offenders, there should be a whole
range of employment sanctions, including discharge.

Further, the committee believes that administrative sanc-
tions should be supplemented by the imposition of criminal
penalties upon those who willfully misuse the system or its data.
These penalties ought to include the possibility of terms of
imprisonment as well as fines. ]

It should be clear that the system will win the confidence of
the general public only if it first provides tangible evidence of
genuine concern for the rights of those about whom it will
collect information, A meaningful system of judicial remedies
would provide such evidence. Two sets of remedies should be
considered: First, the administrative rights of notice, access,
challenge, and review should be made judicially enforceable by

W
statutory authorization of a prerogative writ, on the order of
mandamus and habeas corpus. This in itself wiliadd nothing to
the burdens or inconveniences placed upon the data system by
these rights. It merely provides persuasive testimony that these
rights are seriously intended and that they may, if necessary, be
guaranteed by the courts.

Second, statutory authorization should be given for broad-
ened civil rights of action in cases in which inaccurate, incom-
plete, or misused data cause injury to the data’s subjects.

As the situation now stands, private citizens in most states are
given civil causes of action in cases of defamation, invasions of
privacy, and breaches of confidentiality. These rights of action
are, however, often of little practical value because of various
exceptions and limitations. The pressures and situations that
shaped these restrictions have little relevance to the issues that
now concern us.

The committee, therefore, recommends inclusion in the
mode! state statute of supplemerntary civil rights of action,

under which individuals could recover actual damages suffered °

- as a consequence of negligent or willful misconduct by the data
system or its employees.

As I stated in my opening remarks, privacy is of
vital concern to a system such as SEARCH, but we
cannot have privacy if we lack security—just as we
cannot have justice if law and order fail. Adequate
security is the essential condition precedent,

The Security and Privacy Committee recom-
mended hardware, software,, personnel, communi-
cations and physical security measures to protect
the system itself and its operations. These detailed
recommendations may be summed up in a series
of Policy Statements approved by the Project
Group:

1. The input, modification, cancellation, or re-
trieval of information from the system will be
limited to authorized agency terminals.

2. Disclosure of inforynation from the system
through terminals will be limited to authorized
final users.

3. Information in the system will be protected
against unauthorized access in the computer
center.

4. Information in the system will be protected
against unauthorized alteration.

5. Information in the system will be protected
against loss.

6. Information in the system will be protected
against unauthorized use.

7. System security is a line responsibility
equal in importance to system performance.

I'would like to conclude this paper by speaking to
the nagging problem of the perceived threat posed
by a National Data Bank.

It seems to me that a very reasonable solution to
the problem of possible compromise of American
freedoms because of “instant dossiers” is to keep
comprehensive criminal justice computerized data
banks containing sensitive information about in-
dividuals at the state level. This would allow the fed-
eral government to perform the role of supervising
and controlling the state-based data manipulators to
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insure that they do not violate the liber_ties of the
people. If such data banks are all at the national level,
or, if a single National Data Bank devglops, we woqld
not have any superior level of government to pollge
possible excesses. Or, as some people would put it,
the people would have no appeal except to qu.

I am confident that the efficiency and functional
effectiveness that are implicit in large scale comput-
erized information systems can be achieved w1§hout
trampling upon personal privacy. Indged, I firmly
believe that such systems, properly demgnec! for op-
timum security and dedicated to human liberties,
can enhance the very rights and freedoms that some

. fear may be endangered.

The emergence of comprehensive state cri¥ninal
justice information systems is strongly supportive of
the concept of keeping such computerized systems
at the level of the sovereign states. The system de-
signed by the Project Group with the Central quex
serving as a pointer to the state of recorc} comb.mes
the advantages of a national criminal justice registry
while the comprehensive data banks themselves re-
main at the state level.
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The essence of this commitment is to avoid the
creation of a computerized National Data Bax}k con-
taining comprehensive criminal justice doss.lers on
tens of millions of persons who at some time in their
lives were arrested and fingerprinted, but at th‘e
same tirne, to provide a nationwide record for c;ir‘m-
nal justice purposes in a way that avoids jeopardizing
personal liberties.

In a word, the Project Group through its establis}l-
ment of the Security and Privacy Committee and its
approval for publication of SEARCH Te.chmcal Re-
port No. 2, has cut Big Brother down to size. We feel
that there are great things ahead for the system and
if we in the Security and Privacy Committee have
helped a little to keep the trolley on the track and

headed in the right direction, we are well pleased..

There are many matters still to be studiegl and
reported on but the pattern has been established.
The committee is alive and well and eager for a re-
match with Big Brother—we think we can knock
higa all the way from here to 1984.

D

CRIMINAL HISTORIES—A MANAGEMENT PERSPECTIVE

_ by William L. Reed, Commissioner
Florida Department of'Law Enforcement

Never before in the history of the United States has
the problem of crime and the general subject of law
enforcement received such widespread attention
and intensive study. Crime, violence, civil disorder,
and the entire subject of the criminal justice process
is a primary national concern. Law Enforcement is a
major theme of all political parties—only the ap-
proach differs.

In 1969, the President’s Advisory Commission on
Inter-Governmental Relations made the following
statement about “Law and Order—Whose Responsi-
bility?”: S

“In the 1968 Presidential campaign,:‘law and order’ was the

most talked about domestic issue. A groat deal of the campaign
oratory revolved around the extent to which the National Gov-

ernment had failed to “insure domestic tranquility’, or indeed,.

by other action had unleashed and encouraged forces of crime
and violence. Conversely, concern was expressed lest law en-
forcement come to be a wholly national, rather than primarily
a state-local function. The candidates gave much Jess attention
to a critically important phase of law enforcement and adminis-
tration of justice—namely the division of responsibilities in this
field between the states on the one hand, and loecal govern-
ments on the other. A variety of key questions regarding the
role of the state government in this area vis-a-vis that of county,
city and other units of general local government have not been
answered--or even adequately explored—in recent law en-
forcement surveys.”

In response to the widespread concern, monies are
‘now provided by Congress through the Law En-
forcement Assistance Administration. Hopefully,
these monies will be used wisely to identify and solve
many of the traditional problems that plague crimi-
nal justice. Certainly the collection, evaluation, and
dissemination of information on crimes, criminals
and criminal activity are primary and traditional
problems. Those of us who have management re-
sponsibilities throughout the criminal justice process
for collecting, evaluating and disseminating crime
related information, must recognize that there are
some basic decisions that must be made before we
can address the problems, let alone hope for solution.

-Certainly, if as the Inter-Governmental Relations
Commission states, we have not even defined the
“role” of the various agencies at the different levels
of government, how can we begin to define the infor-
mation requirements of these agencies much less
present a coordinated effort? The resulting duplica-
tion is not only wasteful in the monetary sense, but
it creates serious conflicts between the agencies at
the different levels of government with regards to
who is responsible and lessens the opportunity for
solution. »

Perhaps before we start “computerizing” tradi-
tional crime and criminal identification information
and records, we had better define the “role” of the
agencies involved. We had better seek answers to
some questions that are inseparable from the defini-
tion of “role”. For example, in the area of criminal
histories, we need to answer such questions as:

. What information is needed?

. Why is the information needed?

Who has a need for the information?

When and how should this information be provided?

. In what form is the information needed?

How will the information be used?

. Will the information improve or enhance the criminal jus-

tice process?

. Does the utility of the information justify the cost of collect-
ing and disseminating it? Not just resource cost but consid-
erations of security and privacy and the possibility of losing
the right to collect the information if abused. .

9. What agencies should maintain this information, at what
level of government, in what branch of government?

10. Is it possible to attach responsibility to any single level or

branch of government for the collection and sole dissemina-

tion of criminal history informationP

11. How would the fixing of sole responsibility affect the tradi-

tional separation of powers between the Executive, Legisla-
tive and Judicial branches?

12, How much “social” information should be included in

criminal history records?

13. Can we justify the cost of computerizing and transmitting

interstate the traditional criminal history (rap sheet) infor-

mation? Project SEARCH proved we could do it technical-
ly, but is our statement of the need strong enough to justify

the enormous cost? .

14. And, inherent to all questions, have we ever even reached

an agreement on a common definition for criminal histo-

ries?

0 TG UL

I submit to you these questions, not to imply that
the answers are readily available, but rather to sug-
gest that if we hope to receive the necessary re-
sources to develop and expand criminal history re-
cords and information, we must subject ourselves to
systematic analysis to determine what is being done,
by whom, and why. We must determine the value of
criminal history information in relation to the cost.
We must determine to what extent criminal history
information contributes to the accomplishment of
criminal justice objectives in the states and in the
United States.

Project SEARCH assumed that criminal history in-
formation had utility across state lines. I do not think
that anyone in the criminal justice community would
debate this assumption at this point in time, Yet, I am
not sure that we are in a position to justify the cost
involved to implement SEARCH on an operational
basis. This is not a fault of the concept, or the efforts,
or the hopes. The failure lies—and rightfully so—
with those of us with criminal justice management
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and leadership responsibilities—to look within,
before we demand of others. o
Experience has shown that many crnmlpal justice
agencies, including the courts and corrections, hgvei
repeatedly refused to generate t.he primary crimina
history source document—the fxngerpr{nt card, -
We must give credit to the FBI fqr thegr.leaflershlp
in the area of criminal fingerprint 1dent1flcat§on apd
the associated criminal history record§. Buf, in spite
of the FBI’s encouragement and pleac!mg, in spite pf
the urging of state and local leadershlp qnd even in
spite of legislation requiring such criminal fmggr-
print submissions, many law enforcemeqt agencies
repeatedly refuse to generate a f”mgerprmt carfl at
the time of arrest, Thus, in spite of all this, the Crimi-
nal Justice Community has still not developgd the
recognition or basic understanding ‘of the: impor-
tance of fingerprints and criminal history informa-
tion. ) _ |
I can assure you from my own experience as a law
enforcement manager charged w}th .the state re-
sponsibility of providing fingerprint identification
and criminal history records services, that Fhe Execu-
tive and Legislative branches, charged wntl} allocat-
ing the resources for continuing and expapdn;g thgse
functions, will demand considerable gust.xfncahon
before providing funds. Particular attention is always
given to the cost-utility relationship of our current
and proposed systems. The elaborate computer}zed
information systems for processing a}nd dlsgemmat-
ing criminal history information requires major fund-
ing commitments on the part of governments at gll
levels. Remember too, we are maku'lg. our rfequest in
an atmosphere of intense competition with other
govérnmental services for the tax dollar—and the tax
dollar appears to be more illusive eac,h year.
We need only refer to the President’s Crime Com-
mission’s comment in the “Task Force Report; The
Police”, and I quote:

“Clearly law enforcement is competing for tax dollars with a
I:Slgeeam);mber of other social services provided by all levels of
government, for police agencies over thg past 65 years hgve
received a declining percentage of increasing total government
expenditures . . . the percentage of government allotments
to law enforcement continues to decline even though the cost
of enforcing the law has risen.”

I submit to you that we, the managers in layv en-
forcement-—criminal justice—must be ever qundful
of the fact that L.E.A.A. monies are pnma’lley de-
signed by Congress as seed money—"start up” fuqu.
Once the priorities change or the funds are _thh-
drawn, the programs started must eltl}er be discon-
tinued or continually funded at the city, county or
state level. We must be prepared to defgnd the pro-
grams we initiate including their .relatlve,/.va.lug to
other programs. If we develop a crime and criminal
records and information system, then we must'be
prepared to justify the cost, for we are competing
with other government services and programs. |
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Let me assure you again that I am not challenging
the SEARCH concept; quite the contrary, Iam very
much a proponent of increasing our crime and crimi-
nal records and information services. But we have a
tremendous amount of work yet té) cflo, at all le‘ve!s—l
in all branches of government, to define our crimina
records and information problems. The SEARCH
demonstration has proven beyond a shadow _of a
doubt that we have the technical knowledgg. If given
the resources, we can maintain criminal history in-
formation in computers and exchange it from state to
state. But the question is and has been can we deye-
lop the capability in the police, courts and correction
agencies at the city, county apd state_levels for a
meaningful criminal history mformatl_on system?
Perhaps, it is academic to over-erpphasxze thfe una-
vailability of courts and correctional da’fa in the
“traditional” criminal history or “rap sheet” until law
enforcement agencies fingerprint every person ar-

ested.
' Since one of the objectives of Project SEARQH }las
been the design of an “offender based crimi al jus-
tice information system” and the only practical
method of identifying and tracking the offender at
this time is his fingerprints, we must fogu.s on the
actual comparison of fingerprints for positive iden-
tification. Unfortunately, this is one area that has es-
caped computerization. Even if we are successful in
getting all arrested persons fingerprinted, we are
then faced with the availability of enough manpower
to process the data for inpat into t.he s’ystem. This
manual process tends to be the Acl_nl}es heel .of .the
computerization and rapid transmission of criminal
history information. Needless to say, the computer
can only be as fast as our manual cqpabxhty pf prepar-
ing the source document and/or information for in-
clusion in the system. _
This once again returns us to the problerp (?f defxp-
ing “roles” and fixing responsibilityfor criminal .hlS-
tory information. This is not to say that the various
levels of government—local, state and federal would

lose any of their status in this records area, but rather.

that by defini{ig/the “role” and responsibility of each
level, a considerable amount of duplication cquld bg
avoided and even more importantly, the expendi-
ture of unnecessary resources could be prevented. If
we can answer these questions, a plan can be deve-
loped that will be compatible V\fif:h our needs and
capabilities. A primary responsibility must be at _the
state level where central fingerprints and criminal
history depositories are maintained. quhaps some
states would provide a total information service,
other states might depend on one or more l_arge
urban areas having needs precluding the additional
or duplicate expenditure at the state leyg;]_;‘ The key
is that a SEARCH “type” system must be ﬂexnt.ﬂe.
With an operational SEARCH system, and assuming
the FBI's National Crime Information Center as the
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index, we could then consider substantial modifica-
tion of the necessity for each city or county police

agency to continue to maintain their own identifica-

tion and criminal history records capability. Consid-
er too, the tested ability of transmitting fingerprints
by facsimile. Could not the cities.and counties better
utilize the resources committed to this type of re-
cords keeping for line functions?

The point is that criminal justice agencies at all
levels of government maintain duplicative records
and information. Some are necessary but many of
these records are bulky, outdated, inaccurate and not
related to any meaningful utility. The process of
checking for criminal history information on a single

offender usually takes an exorbitant amount of time,

and often results in information that may not be ca-
pable of substantiation by positive identification—
even on a known offender.

But enough of the problem. I now respectfully sub-
mit for your consideration, a solution—perhaps 1
should say attempt towards solution. I propose there
are several important and meaningful activities that
should be commenced. First, let us candidly admit
that a great portion of our crime and criminal re-
cords are inadequate and, have very little measura-
ble utility in improving the efficiency and effective-
ness of the criminal justice process.

Second, that the National Institute of Law En-
forcement and Criminal Justice of the Law Enforce-
ment Assistance Administration begin immediately a
priority level project using the collective experience
and expertise of both public and private sectors to:

Develop a detailed issue paper or “white paper” on crime and
criminal records and information needs—an issue paper en-
compassing the needs for all Jevels of criminal justice, that ties
the Executive, Legislative, and Judicial requirements into a
meaningful package. This issue paper must serve as the first
phase of an in-depth cost-utility enalysis of the fotal crime and

criminal records and information area and specifically address
the following:

What is the problem?

What are the objectives and evaluation criteriaP
What are the current activities and who is involved?
What are the political and other significant factorsp

Political or practical if you prefer—I submit the choice
is one of candor.

What are the alternativesp

What are the recommendationis for followup and/or im-
plementationp

oo to
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Most of you will recognize that this is basically a
standard outline for any issue paper. At first glance
there appears some duplication of the questions that
I posed earlier. The important departure from the
earlier questions is the consideration that there are
political ramifications and that there presently exist
alternatives. For example: The State of Florida re-
cently considered as one alternative—complete
withdrawal from operation of a fingerprint and
criminal records depository. Not doing something is
always an alternative, If followed through, the issue
paper could be a valuable aid in gaining improved

understanding and insight into this problem area as
well as provide the impetus for the Executive, Legis-
lative and Judicial Branches to determine needs. As
most of you recognize, determination of needs is only
the first step; and there must follow a detailed plan
of action. Where the issue paper would begin to pro-
vide a meaningful input for consideration of certain
statutory changes and/or revenue that would be re-
quired of the Legislative Branch, the plan of action
would follow up with the detailed specific data
necessary for finalizing a plan acceptable to the Ex-
ecutive, Legislative and Judicial Branches, It would
also give management an opportunity to gear up for
a meaningful systematic implementation.

There are, of course, severe limitations on under-
taking meaningful, in-depth, cost-utility or cost-
benefit analyses in the area of crime and criminal
records and information. These limitations should be
recognized from the beginning so that they will not
unnecessarily detain or divert the finalization of the
analyses. They include:

1. Problems in defining the real objectives—removing the

“traditional emotionalism” associated with federal, state
and local government and the separation of government
powers.

2. The presence of multiple benefits—some of which may
apply ic “social service” areas other than criminal justice,
such as welfare or education.

3. Problems in obtaining accurate information pertinent to the
development of a plan including information as to what
effect each alternative will have on the total objectives of
criminal justice versus the individual objectives of eack sih-
system,

4. Difficulties in considering continuing future costs and bene-
fits for the criminal justice system as a whole rathér than
simple evaluation of costs and benefits for a single sub-sys-
tem at any single point in time.

5. The political value of popular and unpopular issues relative

to the allocation of government resources for government

scyvices. Perhaps better stated, the emotional and political
value of “big brother” type attacks and other philosophical
security and privacy considerations.

In summary, I would like to reiterate the urgent
need for comprehensive definition and analysis in
the total area of crime and criminal records and in-
formation; with primary emphasis on the identity of
offenders and the collection and dissemination of
criminal history records. For too long we have stud-
ied this problem area much like the well-known ver-
sion of the famous Indian legend, titled “The Blind
Men and the Elephant”. Just as each blind man was
certain what the elephant was like, so we are certain
that each of us know what criminal history informa-
tion is, and who needs it. I propose to you that the
closing verse of the legend is just as applicable to us
as it was to the blind man:

“And so these men of Indostan
Disputed loud and long,

Each in his own opinion
Extceeding stiff and strong

Though each was partly in the right,
And all were in the wrong”,
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LEGISLATIVE IMPLICATIONS OF PROJECT SEARCH

by Emery Barrette, Exaz:utuva Durector

Governor's Commission on Crime’ Preventlon and Control
State of Minnesota

INTRODUCTION

“There is much crime in America, more than ever
is reported, far more than ever is solved, far too
much for the health of the Nation. . . . Violence
and theft have not only injured . hundreds of
thousands of citizens, but have directly affected ev-
eryone. . . ” )

“The most understandable mood into which many
Americans have been plunged by crime is one of
frustration and bewilderment. For ‘crime’ is not a
single simple phenomenon that can be examined,
analyzed and described in one piece. It occurs in
every part of the country and in every stratum of
society. Its practitioners and its victims are people of
all ages, incomes and backgrounds. Its trends are dif-
ficult to ascertain. Its causes are legion. Its cures are
speculative and controversial. An examination of any
smgle kind of crime, let alone ‘crime in America,’
raises a myriad of issues of the utmost complexity.” !
So begins the President’s Comrnission on Law En-
forcement and Administration of Justice Report.

The scientific and technological revolution that
has radically changed American society has had sur-
prisingly little impact upon the prevention and con-
trol of crime. Thousands of scientists and engineers
have been engaged in helping solve problems in the
military and in the exploration of space, yet few have
been engaged to assist in the war against crime.?

The Commission Task Force on Science and Tech-
nology gave considerable attention to computer
technology, information systems, commurucatnons
engineering and systems analysis, “since these ap-
peared to offer the greatest unrealized potentials for
systemwide’improvement.®

Since the Commission Report in 1967, there has
been evidence that the tools and skills of science and
technology are beginning to be utilized to fight
crime. At the International Association of Chiefs of
Police Convention in Atlantic City last month, Attor-
ney General John Mitchell told the nation’s police
chiefs that electronic surveillance was the most valu-
able tool in the federal arsenal in the war against
organized crime. General Mitchell said, “Court-au-
thorized wiretapping is a key factor in our plans and
it has amply demonstrated its effectiveness. . . . It
has won an appropriate place in the American legal
structure, But we believe it is our duty to be just as
diligent in halting illegal uses of wiretap as we are in
usmg it against the criminal syndicates.” 4

PROJECT SEARCH

Some sixteen months ago, under a grant by the
Law Enforcement Assistance Administration, a
major step was taken to utilize the expertise of the
corﬁputer industry in preventing and controlling
crime. Project SEARCH, an acronym for “System for
Dlectromc Analysis and Remeval of Criminal Histo-
ries” had two primary goals:

1) to evaluate the technical feasibility and operational utility

. of a cooperative interstate transference of criminal history
" data, and
2) to demonstrate the capability to automate state-collected

criminial statistics for retrieval by selected state and federal
agencies,

Initial evaluation of the demonstrations held in
July and August of this year clearly indicated that
Project SEARCH has not only been a resounding
success, but promises to be a major technological
advance in fighting crime.

If the SEARCH concept is to be accepted by the
fifty states as a prototype of an on-going, permanent
system of information gathering, storage and dis-
semination, then it becomes clear that each state
must have, or develop, an organizational structure
through which this task can be achieved.

Conversely, the citizens of each state must have a
method of controlling such a system.5 Developing a
method to control such a system becomes extremely
important because we are dealing with critical infor-
matipn which can, and is properly intended, to re-
strict or abolish the freedom of some citizens. Appro-
priate administrative regulations and controls may
require legislative authority.

It is anticipated that this criminal history informa-
tion system will span the entire criminal justice sys-
tem, from apprehension to prosecutxon to adjudica-
tion to rehabilitation. The “people data” gathered in
this system should have “people control.” ¢ Appro-
priate citizen authority and control may also require
legislation.

We must not fail to secure each citizen against

_unwarranted misuse of data in the system. This can ;
most effectively be done by providing criminal pe+

nalties for those persons who deliberately misuse this
information, and by providing cxvxl recovery to any
such-aggrieved person.

CRITERIA OF A CRIMINAL JUSTICE ,
INFORMATION SYSTEM
Let us explore some criteria of such g/éystem

FIRST of all, the information necessary includ fé the identifica-
tion of each arrested subject, togethe? with the dutes,
times, places and agencies of arrest. It includes the origi-
nal charge, the arraignment process, the trial process, the
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ntence given if guilty and the entire correction.nl proc-
:s. Xt eafh step ir% this process, dates, places and xdgnhf‘i-
cation of each adjudication agency, as well as action, is
needed. Information concerning offenses repqrted must
also be available to provide a yardstick measuring device
valuation processes. )

SECOXS)l;ﬁY, we neeg an organization capab}e of collecting all
of this information. The organization will undou,btg.dly l?e
a state level agency and it is most appgrent tha.t }t ‘wdl
need a broad, mandatory reporting requirement if it is to
be effective. Having this requirement: thg agency must
then develop a system of reporting which is sxpmple, com-
plete, efficient and readily converted to coding.

THIRDLY, the information gatheredi must be convg\:ted to
standard codes in order to have interstate capability and
inter-changeability.

FOUREII‘]IEIeLY: t_hegdata myust be stored in a f:ledicated“co.mput?r
system, in a high speed on-line gnvnronmenl;.wnh 50 td
ware capability of interfacing with a ceqtral index ‘nnd
the capability of manipulating the data in any desire

nner. _

FlF'[‘HTj\!(, an intrastate telecommunication netwprk is needgd,
linking all of the police, courts, and co.rrec':honal agencies
to the state computer. Radio communications and/or mo-
bile telecommunications are obviously peeded for law
enforcement units, in order that the inquiry and response
moves from the officer on the street, to the data storage
system, and back to the officer with the greatest possible

eed. e

SIXTHSI!_).Y, a clear deﬁnit(ilon of all qualified users of the system

ust be developed. )

SEVEI{IT"I‘HLY, a meags of reviewing t‘he da‘ta, correction of
errors and purging of data by official action must bq prov-
ided for the public sector as well as the private citizen.

BASIC IMPLICATIONS OF A CRIMINAL
INFORMATION SYSTEM

The basic implications of such an information sys-

tem are twofold: -

1) there is a clearly established need to devglop a structure or
organization capable of providing on-line mform‘atnon for up-
grading the criminal justice systern and the maintenance of
law and order, and

2) there is a clea;ly established need to develop a prpgram_of
security and privacy as-it relates to the preservation of in-
dividual rights,

PUBLIC AND PRIVATE CONCERN—TO
MAINTAIN A BALANCE BETWEEN THE
NEED TO MAINTAIN LAW AND ORDER AND
THE NEED TO PRESERVE INDIVIDUAL
RIGHTS

A recent editorial in the New York Timqs reﬂecl_:ed
upon these basic implications. “There is qothmg
wrong with the use of the computer to help make
efficient and effective the legitimate work of law
enforcement and other agencies. A modern society
must use modern techniques to help enforce and
administer its.laws and to protect itself frorr_x thpse
who would do violence to its leaders and institu-
tions= . .” 7 The editorial goes on to say that federal
agencies have been employing ‘t‘h.e new tec&no_logy
to gather information that has th.le or no ‘qlrect
relation to criminal or other activities of legitimate
federal concern.
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It has been said that such files are data ri.ch, and the
individuals to whom they referred are privacy poor.
Professor Arthur Miller recently said, “I don t oppose
the communication of data. It would be 9strnph-llke
to ban the use of technology just because‘lt might be
abused. An increasingly urbanized society cannot
survive too many years without plannfng. We live in
an increasingly, information-based society. Exeryone
wants more data. We must strike a balam’:e, he de-
clared. “To date, the information system s planners
have been impervious to questions of privacy. The
current system has no controls and no regulations on
the collection, use and exchange of data.. Thfa federal
government can collect any damn thing it wants,

ere is no limit,” 8
ThIn discussing the nationwide study of data banks
and personal privacy being conducted by the Na-
tional Academy of Sciences and the ‘Russell Sag.e
Foundation, Professor Alan Westin indu_:a.ted' that' it
will address the question of whether civil liberties
can function amid the proliferation of p_ersonal data.
He said, “The purpose is to make it eminently clear
that ethical curbs must be placed over the curren.tly
unregulated and unsupervised da@a banks, or in-
dividual privacy and due process will llecomeylrtu-
ally meaningless in the electronic age.” He sau_i fur-
ther, ‘Civil liberties safeguards must be ‘established
.during the next five years or it will be too late. There
are no laws or court decisions in the country support-
ing the individual’s right to see, contest, cbange or
eliminate any of the information about him in a data
»g ) .
baggﬁator Edward Long of Missouri ob.served ix_l Sen-
ate hearings, that in the area of invasion of privacy,
“We are both in a legal desert and a legal jungle—u
legal desert because of the sparsity of law, a legal
jungle because of the conflicting nature of the law
at exists,” 10 ‘
thCongressman Cornelius Gallagher referrefl toare-
cent Washington Star editorial as a provocative ‘a}ddn-
tion to the continuing debate over whether th'e Age
of Aquarius will actually be the Age of Aquanu'fx}f in
which we live most of our lives in a fishbowl.
Honeywell Vice President, Rob‘ert Henderson,
said recently, “If we cannot stop this relentless flow
of information into central files, we can contrpl
it . . . Frankly, I think we will need some new lea:gls«
lation in this area... . . Such new legxs!ahon r.mght
make personal information a property right, with all
of the traditional protections .gnd guarantees of due
process. , . " 12 N )
Stanley Rothman feels that “with laws, research.m
technology of protection and new govgrpmental in-
stitutions, a redesigned federal stah‘stl'cal systfn;
would be better protected than the existing one. !
In his book, Privacy and Fr@edom,. Alan Westin
said, “It will be apparent that the shifting equilib-
rium among privacy disclosure and surveillance can-
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not be captured by legislation alone, nor is legislation
necessarily the best first step to achieve control over
surveillance techniques. . . . There are areas in which
the stimulation of private authorities to protect
rights of privacy will have far more real impact . . .
areas in which there is no real need for legislation,
and where hastily enacted statutes might prevent
the development of a wise accommodation by pri-
vate and judicial forces. Legislation may be needed
to control some ‘outlaw’ behavior. . . . or to stimu-
late the non-legislative forces, and give them the
broad moral authority with which to operate.” 14

Professor Westin then outlines what he feels to be
the role of private forces (moral consciousness, scien-
tific counter measures, intra-organizational re-
straints, private agreements, and professional stand-
ards) and the role of public governmental forces
(legislative, executive and Jjudicial).'® This discussion
deserves extensive attention by all interested in and
concerned with this issue.

Project SEARCH has from the outset illustrated its
major concern for appropriate balance between the
need to maintain law and order and the need to
preserve individual rights, The Project group adopt-
ed a “Code of Ethics” for purposes of the demonstra-
tion and operation of any future system.!¢ It was
adopted with the recognition that there are a variety
of methods which could be utilized in relating to this
concern i.e.—Constitutional Amendment, Statutes,
Rulings and Judicial Decisions.

A LEGISLATIVE PROGRAM

Even though the SEARCH Security and Privacy
Committee is in the process of drafting a model stat-
ute, it is still appropriate to discuss needed elements
in a legislative program. I therefore recommend con-
sideration of the following:

1) Creation of an agency, or designation of an existing agency,
as the central agency to collect broad based, detailed data
from the State’s criminal justice agencies,

The Wickersham Commission of 193] reported:“A proper
system of gathering, compiling and reporting statistics of
crime, of eriminals, of criminal Jjustice and of penal treatment
is one of the first steps in the direction of improvement , . ,
if the Stotes would enact a uniform state law governing the
gathering of such statistics and sending them to such a (Fed-
eral) bureau while retaining such local provisions for local
use, as local needs may indicate, an adequate nationwide
system could be brought about.” 17

The statutes of the States of California and Minnesota are
cited as examples of models of the recommended enactment.

A recent study conducted by LEAA indicates that 48 states
have a present agency with some criminal records, Thirty-
five states have some statutory basis for collecting finger-
prints, and twenty-iwo states have some statutory authority
for collecting offender histories, but only eight states indicat-
ed that their offender histories were more than 90 per cent
complete,!®

These statistics tell us that most of the states have an agen-
cy with some informational data on hand. They also tell us
that no state has adequate systems, records, or information
gathering functions,

The National Crime Information Center (NCIC), a com-

puterized information system established to improve the ef-
fectiveness of law enforcement through the more efficient
handling and exchange of documented police information,
recently issued a statement that “The states need to central-
ize crime information for management, operational and re-
search purposes,” 19

92) Establishmept of a mandatory reporting system incorporat-
ing all criminal justice agencies. Failure to comply with this
provision would carry a civil penalty.

The present national system is voluntary, The lack of man-
datory reporting limits file completeness. The State of Min-
nesota has a mandatory reporting statute dating back to
1934, If an agency fails to comply, the salary of the responsi-
ble official can be withheld,? Sych a statute has enabled the
State to have a miost complete data base,

3) Establishment of a criminal Justice computer system with a
unit of state government assigned full responsibility for its
operation, The agency should have authority to establish a
telecommunications network linking all segments of police,
courts and corrections to the criminal justice computer. In-
clusion in the network should be mandatory for all contribu-
tors and users,

In his preliminary Report to the New York State Identifica-
tion and Intelligence System (NYSIIS), Alan Westin states
that there are five major types of computerized information
systems being developed by public agencies:

a) Autonomous Data Banks for Statistical Studies

b) Independent Data Banks for Information Coordination

in a Field

¢) Interagency Data Bank

d) Single-Agency Data Bank

€) Mixed Public-Private Data Banks 2!

In the Spring of 1965, Governor Rockefeller recommend-
ed to the New York Legislature the creation of the New York
State 1Identification and Intelligence System (NYSIIS),
NYSIIS was empowered to establish a central electronic data
facility and a communications network to serve qualified
agencies concerned with the administration of criminal jus-
tice throughout the State,

The NYSIIS concept is founded upon six principles:

1) Unitary concept of criminal Jjustice

2} Information sharing

3) Voluntary participation

4) Separation from administrative action

5) Research and technology

6) Security and Privacy 12

The computer agency should be required to provide for
the security of the system and give extreme care in the selec-
tion and training of all personnel,

Graduate students of computer science at Harvard recent-
ly offered a cash prize for the most effective plan for destroy-
ing computerized information, The contest was designed to
bring various computer security problems to light.2?

4) Enactment of u statute defining the classes of public agencies

which may have direct terminal access. to the system, The
statute should also cite those classes of agencies and individu-
als that would be excluded from direct terminal access to the
system, It is strongly recommended that there be criminal
penalties 24 for misuse of information. For user agencies.
misusing their privilege of access, partial or complete exclu-
sion should be provided.

5) Enactment of an agency review process which includes pub-

lic audit. It should include the mandatory correction of errors
and allow for the purging of records, either as a result of
official court action, or as a result of o conclusion reached that
retaining the data would hinder or prevent desired rehabili-
tation,

Project SEARCH presently provides that records will be
purged when the agency of record indicates either (1) that
the offender is not under correctional supervision and that
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no additions have been made to the offender’s criminal histo-
ry for a period of time beyond which the likelihood of recidi-
vism is remote, or (2) that a purging of every entry on the
history has been ordered by a competent court or executive
authority,2s

These requirements are supplemented by provisions in
the Code of Ethics, Article II, Section 2, which endorses
purging, particularly in cases of {irst offender.2%

6) Enactment of a statute providing for guaranteed rights of

access, notice and challenge.®™ Provisions should include
specified legal procedures to be followed when a point of
dispute cannot be resolved through administrative proce-
dures,?®

Various other vehicles have been suggestzd including
“Ombudsman,” 2° “Privacy Administrator,” 3 “National In-
formation Utility for Individuals,” 3! and a “State Data Avail-
ability Office.” 32

In a statement prepared for presentation before the Sen-
ate Subcommittee cn Constitutional Rights, Professor
Charles Lister said, “Every federal agency that proposes to
commence or significantly to extend its data collection activi-
ties, or to consolidate its data facilities, should be compelled
to obtain prior approval of the new regulatory agency. A
variety of standards and guidelines will be required but, in
general, I would have the regulatory agency adhere for this
purpose to the following principle: absent, (if there is not)
clear and convincing evidence of public benefit, the collec-
tion, consolidation or dissemination of personal information
should be impermissible without the prior, informed and
written consent of the individual involved . ., The burden of
proof should be placed upon the intended dollector.” 33

Earlier this year at Johns Hopkins University, Alan Westin
told a computer symposium that a new “writ of habeas data”
is required to insure individual rights in the computer age.
He equated the “writ of habeas data” to the “writ of habeas
corpus” (the command of the Courts to the Crown to pro-
duce the body of a person being held, and to justify his im:-
prisonment). “The ‘writ of habeas data” would mean com-
manding government and powerful private organizations tc¢
produce the data they have collected and are using to make
judgments about an individual, and to justify their using
it'” 34

On October 8, 1970, the Senate passed the Judiciary Com-
mittee’s bill (HR 17825) to extend and modify the Omnibus
Crime Control and Safe Streets Act of 1968. A significant
amendment was made to Sec. 519(b) “Not later than Febru-

© ary 1, 1971, the Administration (LEAA) shall submit to the

President and to the Congress recornmendations for legisla-
tion to promote the integrity and accuracy of criminal justice
data collection, processing and dissemination systems funded
in whole or in part by the Federal Government, and to pro-
tect the constitutional rights of all persons covered or affect-
ed by such systems,” 35

7) Enactment of provisions for civil recovery of injury due to

misuse of information. This might well be included in a vic-
tim of crime compensation law which would include all vic-
tims of injury from a criminal act.

The SEARCH Security-Privacy Committee recommended
the creation by statute of supplementary civil rights of ac-
tion, under which individuals could recover actual damages
suffered as a consequence of negligent or willful misconduct
by the data gystem or its employees,?®

8) Appropriation of funds to establish and operate the agency
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system, to provide for review procedures and to provide for
an appropriate program of victim compensation,

The State Legislatures of Texas and Florida recently appro-
priated sizeable funds for information system programs,

It is very clear that those states with the most advanced
information systems are those states which have made signifi-
cant financial commitments. In the State of Minnesota were
it not for the total commitment on the part of the Governor,
Attorney General and State Legislature in 1967, their system

could not be so far advanced.

It is therefore critical that the State legislative and execu-
tive leadership be involved in the total program planning.
Churchman reminds us that “planners are notoriously very
poor politicians.” This discussion of politics in systems plan-
ning is worthy of consideration. “It would be nice for plan-
ners if there were something called ‘applied political science’
which would tell them how to act in order to overcome politi-
cal opposition.” 37

The legislative program of eight areas should receive con-
sideration by state and federal legislative bodies, Whether
they are enacted as separate pieces of legislation or incor-
porated in the blanket approach like that being considered
by Senator Ervin of North Carolina ® is not import4nt, It is
important that positive ACTION be provided soon or we will
be forced to REACT to a most serious national crisis,

CONCLUSION

We could take the position of total opposition to
the creation of information systems—we could as-
sume that existing administrative and legal safe-
guards are adequate, or we could assume that neither
total opposition nor existing safeguards represent ac-
ceptable alternatives. “What is called for is a new
legal approach to the processing of personal informa-
tion by authorities in a free society and a new set of
legal, administrative and system protections to ac-
complish this objective. The fact is that American
society wants both better information analvsis and
privacy.”3®

Henry Steel Commager said, “Animated by impa-
tience, anger and fear, we are giving up essential
liberties, not for safety, but for the appearance of
safety. We are corroding due process and the rule of
law not for Order, but for the semblance of order.
We will find that when we have given up liberty, we
will not have safety, and that when we have given up
justice, we will not have order.”

I sincerely believe that we can and will provide a
sensible balance between the need to maintain law
and order and the need to preserve individual rights.
Creative legislation will greatly assist us to this end.
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"~ by CAPTAIN C, J. BEDDOME
Arizona Department of Public Safety

a

I'm really proud tobe a participant at this Symposi-
um. This gathering together today is tribute to the
fantastic relationships that have developed in the
past year and a half between ‘the personalities in-
volved directly and remotely in Project SEARCH
and related enterprises. Lasting freindships have
been launched and older friendships have been
strengthened. We have used each other as sounding
boards to try out ideas, some good and some not so
practical. Project: SEARCH meetings brought
together groups of some of the finest talent from
diverse disciplines and backgrounds. We had rough
task masters who made the meetings working ses-
sions and not social affairs. I've never worked so hard
or put in such hours as were necessary to accomplish
the task set out for us in Project SEARCH.

That includes trying to get ready for this Symposi-
um. You know—just when we thought the worst of
SEARCH was behind us and we could get back to the

_primary chores at home a decision was madé ta hold
>’ this Symposium. From the beginning SEARCH has

been one challenge after another. ‘
I told Chairman Hawkins one time that my boss

» wondered if I had decided to make SEARCH a ca-
reer project. He is still patiently wondering,

Meanwhile I'd like to present, quite subjectively, a
number of non-statistical aspects concerning Project
SEARCH. Non-statistical in the sense that I don’t
want to talk about the number of “hits” made, the
hours the system was functional, ete.

Those topi¢s will, I'm sure, be presented. to your

complete satsifaction by knowledgeable speakers
who share this podium with me.

At this point, I'd like to make a direct quote from

a report by the President’s Commission on Law En-
forcement and Administration of Justice:

) “Cnmnal records and communications systems together
: 'provnde the mechanisms by which the pohce should be able,
swiftly-and efficiently, to learri about crimes; to store and
retrieve pertinent information, and to deploy personnel ef-
: fechvely _Thi\ establishment of an areawide records center
is fundamenthto successfm pohce operations, particularly in
‘métropolitan kreas compnsmg several jurisdictions, each
with its owii | bree. The integration at anareawide records
center of basic information collected by many law:enforce-
~ ment agencies would enable inquiring polite:departments to.
.cheq only one sou;ce rather thamseveral This wppld elimi-
nalé duplication of effortand physical facilitiés, redtice the’
possibility of error, and reduce mgmﬁcantly the’ ﬁme needed
tojconduct an; inquiry: or searchop s 2t i

PROJECT SEARCH——CRIMINAL HISTORY )
” EXCHANGE SYSTEM RESULTS -

The quoted section of this report continues and
projects re-emphasis on centralization through unifi-
cation of police coinmunications facilities and re-
sources. ‘

-We are all well aware that this quote presents a
philosophy for all elements of the criminal justice .

community and not just the pohce to claim as their
own.

There are six functional groupings of official au-
tonomous agencies that are concerned with the ad-
ministration of criminal justice—police, prosecuhon,
criminal courts, probation, correctional institutions
and parole. Despite their autonomy, they are
charged with supporting what is in fact a continuous
process, Because of their autonomy, they do not have
regular systems by which they share and coordinate
operational information. Yet, sharing and coordina-
tion of information are vital to intelligent action.
When addressed to the problems created by a mobile
criminal society it is more evident than not that the

- solid law abiding citizens of this country deserve and

desire a unified national cnmmal justice mformahon
system.
This, however, requires prior consideration of the

proper relationship between such basically separate
_units of public administration as are the police, be-

longing to the executive, and the criminal ‘courts,
belonging to the judicial, when speaking in the tradi-
tional concept of separation of power. Is it possible to
establish an organized information function which
does not interfere with this concept?

Fortunately the administrators of LEAA had the
foresight and initiative to propose using some of the

_remnants of their discretionary funds a'year ago last

. summer to attempt the creation of such a system or
Project SEARCH might not now be at the stage it is
. today. This was a pretty gutsey demsnon that we ap-

AR

plaud.

The problem solving necessary to make this a roar-
ing success is not deng by a long shot. However; this
paper is to deal with résults of the prototype system.

I take nothing away from the valuable utility of the
present system in the area of “hits"—These go on
even to- this late date. Our’ ‘Criminal Identification

Officer says he is uhlxzmg the system daily to service

Arizona justice pgencxes w:th considerable effect.

- What L have feference toiin the way of great results
are the almost insurmountable number of problems
resolved by the various ageacies and individuals that
were brought together orlocalized, if you will, for

the purpose ‘of creating a system like ‘this.
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We created, for the first time in the history of our
country, a place, a climate and a system whereby
large groups of inter-related disciplines from several
states and federal agencies worked without discord—
certainly not harmony at all times—but no serious,
irreconcilable arguments on the legal aspects,
philosophies and myriad systems and components
necessary in this project.

I have talked publicly and privately on this matter
at some length before, It has been a tremendous
experience to attend the Project Group meetings, to
take part in the discussions and negotiations which
have taken place trying to resolve the innumerable
differences that exist.

As difficult as this problem is it has been made
even more difficult by the time constraints that were
established. By July 1st of this year, each of the six
original States plus Florida was expected to have 10,
000 records converted, systems designed and pro-
grammed, and to have the telecommunications capa-
bility to automatically exchange records among the
computers in the several States, A very formidable
objective.

When we started talking about storage, retrieval
and dissemination of criminal history information it
meant we needed.to give considerable thought to

the systems involved in this matter. They couldn’t be’

left to develop in and of themselves like some of our
early roadways that followed the paths laid out by
hungry cows. Following the lines of least resistence
were temptations that we were careful to avoid.

An example of this is the serious work undertaken
by the SEARCH Project Group in the establishment
of a Code of Ethics and rules and goals in the area of
Security and Privacy. Another example was the put-
ting together of a national communications network
in the time allotted and have it functioning as well as
it did even with the assistance of numerous skillful
technicians in the employ of vendors and agency
shops. : \

Lots of people said it couldn’t be done—at least not
in the year that was given to use to kick off the start
of on-line operations. ‘

We use the term History in our project name. His-
tory is the recording of incidents with details about
the persons and places and times involved\in the

incidents. The Social Scientist can take large quanti--

ties of these data and make analyses that will in all
likelihood lead us in the“direction of some elusive
truths—why persons act the way they do towards the
rights of others— what are the proper corrective
measures needed to heal this sickness that is consum-
‘ing our land.

We also need to gather data to preserve ourselves
from organized crime. I'm not one of thnse who be-
lieves all organized criminals are bound by secret
loyalty oaths to national or international gangs. But
nevertheless we all recognize that there are thou-
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sands of criminal conspiracies going on all over the
place at any given time. The very term “organized”,
implies they are as well off as we are in our systems.
Perhaps even better off financially.

It may be a tossup as to which concern the Ameri-
can public addresses itself the most—the Viet Nam
War or the crime problem in this country—Remem-
ber the 1968 Presidential Election—or the more re-
cent election of a few days ago? We know some of the
candidates won’t forget—nor those of us that had
candidates fail to make the grade after we cast our
valuable ballots for them.

The crime rate in this country is rising five times
faster than our rate of population. A Harris Survey
taken late last year indicated that 81 percent of the
Americans surveyed feel that our system of law and
order has broken down. According to reports pub-
lished by the FBI, crime in the United States is cost-
ing the American taxpayers over sixty billion dollars
a year.

We could really have a lot of fun with that much I

money—or ease a lot of pain and suffering.

All this depressing news has not gone unnoticed—
many boards, commissions and agencies have come
to the conclusion that the criminal justice communi-
ty had better develop some more sophisticated oper-
ational methods and take full advantage of the latest
technological devzlopments and forget the cost.

> Maybe the time has come to take Admiral David

Farragut’s approach to serious problem solving—you
history buffs remember his classic statement, “Damn
the torpedos-full speed ahead.” It all boils down to
our paying sixty-plus billion per year versus paying
some several millions of dollars to develop proper
police, court and correctional systems. The results of
this work should be the isolation from society of the

uncorrectible and the rehabilitation of those who can. -

and should contribute as first rate citizens.

The communications media and the public peri-
odically get extremely critical of the court system
because of unpopular bail decisions or other court
adjudications. Perhaps the courts have been remiss

on occasion but if current, unbiased criminal history

information was instantly available to the judges they
would be in a better position to make their judg-
ments.

Centralization of criminal history records is techni-
cally feasible now that data can be managed effi-
ciently at some central point where security and con-
fidentiality can be closely monitored and controlled.

We already talked about the various units in the
system with operative tasks. There is or should be
considerable data traffic between these units, It
seems desirable to centralize records to try and sup-
port the underlying unity of those associated func-
tions when so many elements of the records that they
all need are common,

All this commentary leads us to the computer. It

[8)
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vyill have great power if properly programmed and
tied to all the agencies involved in the justice proc-
ess. We haye demonstrated this past summer what an
en:]humﬁstlc, hardworking group can do toward these
ends when given a green light and
pioneer with. 8 some funds to
I started this brief talk with an exce
. ¢ ief cerpt from the
Ifremdent s Commission Report regarding consolida-
tion of records and communications in metropolitan
areas. We worked in concert to go one step further
tn PI'Q]I;ECt SESRCH by creating the vehicle for states
0 exchange data necessary for the criminal just:
B han y riminal justice
Those who said we couldn’t brin
g off the recentl
concluded SEARCH demonstration may now fee){

that we can do the impossible. They may feel like the

next step is just to go forward and corhplete the file

conversions that are already started, hook-up other

age.nmes, etc., over the next twelve months once

flga},n. L, born an optimist, say, “Hold on there pard-
er”,

I'd like to make a “Dave Farragut saying” but my
Past experiences tell me to go slow, be methodical
cle'an up old files, purge bad data and systematicall);
build up our communications systems so that we stay
orderly at every step of the way.

Ladies and gentlemen the time to start these tasks

is now—we do need these s stems. Shall
about the taskp ¢ : e geton
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‘Project SEARCH Central Index—Philosophical,
Technical and Operational Aspects

by Captain John R. Plants
‘Michigan State Police

..Any discussion concerning the philosophical, tech-
nical or operational aspects of a central index must be
prefaced with some comment as to why this type of
operation was chosen. The Project Group had at least
three alternatives to seriously consider when defin-
ing the operational aspects of Project SEARCH.
These alternatives were: (1) A central agency, proba-
bly at the federal level which could hold complete
records or histories on individuals which would be
updated .by any state participating in the system.
This national data base would greatly reduce the
need for individual states to maintain records of their
own. (2) The states could individually maintain their.
own complete record systems and inquiries could be
bounced around from state to state to determine
where an individual’s total criminal history was kept.

The limitations to this system are very obvious, (3)

The states could individually maintain their own re-

«cords while a central index to those records was es-

tablished to provide.a response to a single inquiry
which listed the location of the cnmmai history any-
where in the country.

Alternatives (1) and (3) were the two given most
serious consideration by the Project Group. The lat-
ter was finally chosen because it clearly presented
fewer technical problems associated with huge data
bases and multiple inquiry generatlon but most im-
portantly because of the inherent privacy and secu-
rity dangers present in a large national data base.
The Project Group also felt that the states would be
better able to control their own records with this
type of arrangement since they could determine
what went out of their state and in what form.

Once the decision was made to create a central
index with pointers back to individual records in

. state files, other less serious questions had to be an-
swered. These evolved principally around what was

to be in the mdex, how much information was to be
given to inquiring terminals, what format was to be

_used in responses and who was to have access to the
information. Clearly, one of the most important deci-

sions was the physical location and control of the
index.

Because of its vast experience operating the Na—
tional Crime Information Center, the Federal Bu-
reau of Investigation was asked early in the project
to assume the responsibility for the central index.
The Bureau, however, because of their extremely
heavy workload, could not participate in the demon-
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stration or let the SEARCH project use their facilities
for the central index. The Michigan Law Enforce-
ment Information Network, operated by the Michi-
gan State Police, was selected by the Project Group

~ to house and operate the central index during the

demonstration period.

There are several possibilities to consider in decid-
ing where the permanent central index would go for
an operating system, The following organizations
have been considered as a permanent home for the
index: (1) the Federal Bureau of Investigation, (2) the
Law Enforcement Assistance Administration, (3)
another federal agency such as the Census Bureau,
(4) a specific state operating under a consortium of
states. A recommendation has been made to the
United States Attorney General, and a decision is
expected from him, and indeed may already have
been made, as to the location of the central index.
Regardless of where the index is housed, the Project
Group thinks it imperative that the states retain sig-
nificant control of central index policy and operation
bécause of the inherent dangers to what is essentially
state information, and they have communicated this

“concern to the Attorney General.

Once, the decision was made that the full records
would be kept in state files, it logically followed that
the central index would contain only identifiers, a
brief synopsis of the record and pointers indicating
where the complete file could be located. This synop-
sis and other common data elements required a
standardization of items such as charge codes, dispo-
sition codes and correction codes. Since the National
Crime Information Center advisory group had al-
ready drafted a manual of standardized codes, the
Project Group accepted that document for use in
Project SEARCH, ‘

The Project Group also decided that access to the
central index would be through state computers only
so that each state would have precise control over
their users in the system. Each state, by its own soft-
ware, limited the participation within its state and

formated whatever information it wished to release 4

from its records,

Two 2400 baud high speed lines connected Florida
and Maryland to the central index while 150 baud
lines connected New York, Minnesota, Arizona and

' California. The computers involved were e IBM, UNI-

VAC, RCA, EMR and Burroughs. The system used

essenhally the software developed for the Michigan

Law Enforcement Information Network.
The software provided a sound alike name search
that was sophisticated, reliable and selective. The
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communicatons code used in the project was the
1967 version of USASCII with minor variations. The
line discipline required some hardware changes in
one or two state computers and some major software
changes in others. A hybrid bid-contention system
was used on low speed lines which required the ini-
tiating computer to'send a bid to the switch and the
switch then polled the inquiring computer. This
procedure allowed the switch to be in complete con-
trol of the network at all timnes while providing most
of the advantages of both a polled and a contention
system. In the absence of traffic on the line, the
switch did poll the computers every five minutes to
insure that the lines were still up and functioning.

The following information is the minimum neces-
sary for entry of a record into the central index:
name, sex, race, date of birth, height, State Identifi-
cation Number, FBI number and the synopsis of ar-
rests and convictions under major categories. Op-
tional elements which could be included are: social
security number, operators license number, miscel-
laneous identification numbers, NCIC fingerprint
classification, skin tone, hair color, place of birth,
weight, and visible scars, marks, tattoos, amputations
or deformities. By July 1, there were 76,000 batch
loaded records in the index. '

An inquiry into the central index requires one of
the following minimum formats: (A) FBI number, or
(B) Operators license number, or (C) Social security
number, or (D) Name plus sex plus date of birth, or
(E) Miscellaneous number which normally is the
state identification number. If more than the mini-
mum required data is provided in the inquiry, the
index search is made on all of the data provided.

Inquiry messages to the central index allow a fif-
teen character header which is returned to the state
computer for routing back to the initiating terminal.
NCIC addresses and field codes were used wherever
possible because most of the users in the field were
familiar with them.

Operationally there are two types of messages
which the switch receives from the initiating com-
puters. The first is a query into the central index and
this message is preceded by the initials “QH.” This
header rolls in the program for searching the central
index based on the elements contained in the inqui-
ry. There are three possible responses to a “QH”
inquiry. The first possibility would be an error mes-

sage which could take any of the following forms; (1)~

“Text Format or Content Error.” This response in-
dicated that the message field code and the data
being entered are not compatible within the param-
eters established by the program. An example would
be trying to enter hair color with a date of birth field
code. (2) “Line Security Violation—No Response Al-
lowed.” This error message indicates that there was
an attempt to access a restricted file. During the
demonstration period, certain terminals are allowed

48

access to demonstration information only and not
live records. If one of these demonstration terminals
attempted to access a live record, this error message
was sent to them. (3) “Invalid Header.” This response
indicates that the message key code did not contain
a valid NCIC address. (4) “Invalid Data Line Desig-
nator.” This response indicates that a message field
code was used that was not acceptable to the pro-
gram. An example would be using the designator BD
instead of DOB to indicate date of birth. (5) “Insuffi-
cient data to QH.” This response indicates that an
inquiry message has been received which does not
include some of the essential data elements for ac-
ceptance by the switch.

The second possibility would be a negative re-
sponse or “no record”, followed by the search de-
scriptors which were submitted in the inquiry.

The third possible response to a “QH” would be a
“hit” or positive response which contains first the
name or other criteria which was submitted. It then
gives back the central index record including all
identifiers that have been entered by the stdte of
record. In addition, it gives a brief synopsis of the
subject’s record and a state identification number.
The positive response always ends with the phrase
“Caution—Identification Not Based on Fingerprint
Comparison,”

Upen receipt of a positive response, the inquiring
terminal is able to access the record from the state of
record by using the state identification number. This
is dorie by initiating a second inquiry with the code
“QR.” The only information acceptable in a QR in-
quiry is the state identification number. The QR in-
quiry comes into the switch and is sent on to the state
holding the record. That state’s computer searches
their file by state identification number and returns
the record through the switch to the state of inquiry
and on to the originating terminal. The only other
possible response from the state of record would be
a “no record” which indicates that either an improp-
er state identification number was used or an im-
proper state identification number was submitted to
the central index.

The following restrictions were placed on states of
records in formating their responses to a QR. (1) All
information on the response must be in interpretable
form. This means that unique coding couid not be
used. English language was stressed wherever possi-
ble. (2) Each of the elements must be preceded by a
standardized field code. (3) The description of the
offense and the disposition must be taken from the
list of standard terms provided by the project. (4)
Entries not supported by fingerprints must be in-
dicated by some means. Within these parameters,
the state of record was free to format their response
any way they wished,

The technical problems connected with tying the
computer net together were impressive but not

unexpected. As in the case of most computer-to-com-

puter hookups, we tackled them one at a time and in

a logical order until the lines and the two systems

became operational. There were, however, some

problems that we were not able to overcome.

The 150 baud lines, transmitting at ten characters
per second, were not fast enough to handle the QR
responses from the state computers. As an example
gf New York was accessing a record from Arizona and

it was a 3,000 character record, it would take 300
seconds or five minutes for that record to come down
the line from Arizona to the switch and another 300
seconds from the switch to New York making a total
of ten minutes line time for the transmission of that
one criminal history. I think the demonstration
proved without question that high speed lines are
necessary and the desirability of a printer at the re-
ceiving end capable of 30 characters per second or
more,

. Another serious procedural problem was also an-
ticipated but not completely overcome. This is the
question of positively identifying the man held by
New York as the same man with a record in Arizona,
We all know that this can only be done conclusively
b): fingerprints. You will hear later from Adam
]? Atlessandro concerning a four state fingerprint fac-
simile hookup which was conducted in connection

with the identification problem. As those of you
know who have been in the fingerprint facsimile
business, the existing state of the art is slow and
procedures and equipmént are being considered to
speed it up.

Another technical problem was created because
the project was a demonstration one and we in Mi-
f:higan did not want to fully integrate the central
index software into our operating LEIN system be-
cause we knew we would take it out after a relatively
short period of time. Because of this, we developed
the programs as an adjunct to the LEIN system and
this was inefficient and sometimes time consuming.
There is no question that in a fully operational sys-
tem, the central index software could be refined and
speeded up from that which was used during the
demonstration period.

To briefly sum up, the system did work and it
worked well. I think it indicated conclusively that an
operating network is a necessity for the law. enforce-
ment community, but I think it pointed to some spe-
cific problgmﬂs which must be tackled before a fuily
operational program is implemented. We in Michi-
gan look forward to participating in this operational
system and if we can be of any assistance to any state
please let us know. ’
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THE ROLE OF FACSIMILE TBAD{SMISSION
in the |
PROJECT SEARCH DEMONSTRATION

by Adam D'Alunndro, James Paley, Ronald Wheeler
New York State Idonﬂﬂcnlon and intelligence System .

Aclnowl.dwnm—me material in Mpop«hosbemdcnvdﬁwthuﬁomd the staff members
of the four states porticipating in the Project SEARCH Facsimile Damonsiration and most puttkulody
the following commitiee reprasentatives of the shates involved:

James R, Donovon,,...
E&ymd T, Matison ... s
onald Whealer...o s i Naw York

I would like to talk to you today about facsimile
transmission and its relationship to Project SEARCH.
It might be helpful if I gave a short description of
how facsimile transmission works and some of the
specifications necessary for effective transmission of
fingerprints,

Facsimile might be defined as a process for trans-
mitting printed matter or graphic information, e.g.
still photographs, via wire or radio for the purpose of
obtaining an exact reproduction at a remote location,
Basically then, a facsimile system consists of a trans-
mitter, communication link and a receiver or record-
er.

Figure 1 depicts a very simplified facsimile system.
Its operation might be summarized as follows:

The copy to be transmitted is attached to a drum
on the transmitter. At the same time at the receiving
end, a clean sheet of recording medium is attached
to the drum on the receiver. When transmission be-
gins, the copy to be reproduced is “scanned” by the
optical system of the transmitter. As shown on the
diagram, the optical system consists of a light source
for illuminating the sutface of the copy as the drum
rotates, and a photo cell. As the copy passes under
the photo-cell, it senses the amount of light which is
reflected from a very small finite area passing direct-
ly beneath it. If the area is totally dark the photo-cell
doesn’t pass any significant current; if the area is
white the photo-cell passes maximum current since
white will reflect maximum light. For tones between
white'and black the photo-cell passes current propor-
tionate to the amount of reflected light it detects.

The electronic signal from the photo-cell is ampli-
fied, modulated and transmitted over a telephone
grade wire to the receiver. At this point it is appro-
priate to mention the fact that before transmnssxon
can begin, the receiver is electronically “locked in”
or synchronized to the transmitter, Very simply what
this means is that the drum on both pieces of hard-
ware start at exactly the same time and rotate at the
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same speed. The “scanner” of the transmitter and
the recording device of the receiver also start hori-
zontal traversing at exactly the same time and con-
tinue at the same rate. This gives a one-to-one point
relationship between-the copy being scanned and
the reproduction copy being generated by the re-
ceiver.

When the scanning signal from the transmitter ar-
rives at the receiving end, it is demodulated and fed
directly to the recordmg device on the receiver.
There are several methods of recording; some meth-
ods employ direct contact stylus and others utilize a
photographic process with a lamp-type device whose
light intensity is varied in proportion to the signal
being sent from the transiitter. This method of re-
cording is shown in Figure 1, and labelled “Crater
Lamp.” The Crater Lamp emits a very small diame-
ter, sharply focused beam of light which impinges on
the recording medium (photographic paper) surface.
Depending on the amount of signal current received
from the transmitter, the intensity of the beam varies
from maximum for black to some minimum for a
signal associated with a white area on the copy being
scanned.

The specifications for each of the three compo-
nents of the system are determined by the applica-
tion. Probably the three most iniportant considera-
tions of any facsimile system are its speed of
transmlssnox%, resolution and contrast of reproduc-
tion.

Resolution, very simply, is the ability of the system
to discern between discrete details of the material
being transmitted, and the &bility of the hardware at

the. receiving end to reproduce this detail. Resolu- -

tion is generally spoken of in terms of lines per inch.
For example, a good reproduction of a fingerprint
card requires a resolution of 200 lines per inch, A
good reproduction of a typical business letter re-

quires a resolution of only 99 lines per inch. If one

were to examine a copy of each of the respective
reproductions, he would observe in the case of the
fingerprint card a string of microscopic black dots,
numbering 200 per lineal inch. For the businéss let-
ter he would observe a packing of 99 per lineal inch.

Contrast relates to the degree of blackness (or gray
scale) a'copy might exhibit. In the case of the business

letter everything is essentially black or white. For -

photegraphs or fingerprint records tone is crucial;
hencer the ability of a transmitter and receiver to
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sense and reproduce tonal variation is an important
consideration, but dependent on the application.

The communications link is dictated by the ap-
plication requirement of resolution and scan rate.
These two parameters taken together result in the
bandwidth of frequencies the communication link
must accommodate. For a given resolution, increas-
ing the scan rate yields a shorter transmission time,
at a higher signal frequency.

For NYSIIS purposes, we have effected an eco-
nomic trade off. We require higher resolution for the
fingerprint card at the sacrifice of transmission time.
A standard 8” x 8" fingerprint card normally re-

quires a 15-minute transmission time. However, this «

allows the use of single, conditioned (4KC) telephone
voice grade lines. Any shorter transmission time
would force the utilization of group channels with a
commensurate increase in cost. ,

On the message-type transmissions with the much
lower resolution requirement, transmission time can
be reduced to 5 minutes for an 8%2"” x 11" docu-
ment, still employing the voice grade telephone cir-
cuit.

Facsimile transmission, sometimes called “Graph-
jc Communications,” is by no means new, As early as
1842 a Scottish physicist, Alexander Bain, developed
an electrochemical recording telegraph. In the
1920’s A.T.&T. inaugurated a facsimile communica-
tion by cable which was used as a wirephoto service
for newspapers. In the 1930’s Speedfoto equipment
was used to transmit photographs and fingerprints
among police agencies. This technique fell into
disuse primarily because it required that the fingg:r-
prints be magnified at least double the original size
in order to receive a classifiable image at the other
end of the transmission. This proved impractical and
caused the equipment to fall into disuse. Technical
advances have continued to be made and have re-
sulted in the increased reliability required for ope-
rating systems. This increased reliability has resulted
in a limited resurgence in the utilization of facsimile
by criminal justice agencies.

The Chicago Police Department has been trans-
mitting fingerprints via facsimile on an intra-depart-
mental basis since 1964. We in New York State have
been doing the same thing on an intra-state basis
since 1967. At the present time we have 105 pieces
of equipment servicing 41 different locations—po-
lice, courts and probation—throughout the state. For
a short period of time in 1968 we tested the selective
transmission of fingerprints between NYSIIS and the
Federal Bureau of Investigation in Washington, D.C.
For the past year or so the Detroit Police Depart-
ment has been sending fingerprints via facsimile to
the FBI in Washington on a selective basis. The Los
Angeles Police Department has initiated the use of
facsimile within its own department just recently.
Although the concept is not new, the utilization of
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facsirmnile for fingerprint transmission is fairly limited.
One of the reasons for the apparent reluctance of
criminal justice agencies to use facsimile extensively
is .the relatively slow transmission rate of existing
equipment—about fifteen minutes for fingerprints
and about five minutes for each page of a criminal
history. Of course, when you consider that the alter-
native method for transmitting fingerprints from
one location to another is the U.S. Mail which takes
an average of several days, 15 minutes appears to be
a rather significant improvement. However, in to-
day’s environment when data can be transmitted in
seconds, facsimile transmission time is considered
inadequate. One of the other problems with today’s
equipment is that in order to insure the high quality
resolution required for fingerprint transmission,
dedicated telephone lines must be used and they
must be conditioned (specially treated). In New York
State each remote station is connected to NYSIIS by
dedicated, conditioned lines. The cost of this ap-
proach for a nation-wide network wouid obviously be
prohibitive and except for possibly a few states could
not be fiscally justified.

The Detroit-FBI linkup uses a dial-up technique
over nondedicated unconditioned lines which is
quite different from the usual method. The dial-up
method requires that you pay for the use of the com-
munications lines only when you use them, as you
would for any telephone call. It was decided, there-
fore, that for a low-volume operation such as the
Project SEARCH Demonstration the dial-up method
would be economically preferable.

While the dial-up system is less expensive to oper-
ate, it has not in the past provided the quality of
image resolution that is usually required of ﬁpger-
print transmissions to permit fingerprint technicians
to classify fingerprints for identification. However, as
conceived for Project SEARCH, fingerprints are in-
tended to be used for verification rather than iden-
tification. That is, the resolution needed must be suf-
ficient to permit comparison of the transmitteel
fingerprint with a file fingerprint. Although the reso-
lution had proven adequate when used for this pur-
pose between two locations, the use of the dial-up
technique among a number of stations had never

_been attempted for facsimile transmission; It was felt

that the Demonstration would present an opportuni-
ty to test more thoroughly the concept. .

Project SEARCH, as originally described, had two

primary objectives: :

1, To develop and demonstrate that a computerized crim{nal
offender file, containing data from all segments of criminal
justice, can be standardized an]/L' exchanged between states
on a timely basis; and i i "

2. 'To explore the feasibility of ‘rleveloping various statistical
series and meaningful researizh data directly from comput-
erized offender files.

[*)

This paper will deal only with the first of these
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objectives. \‘

The original concept envisioned a name inquiry
system bolstered by pexxonal descriptors to inctrease
the reliability of the sgarch. The intent apparently
was to utilize information'from the files for field and
investigative situations. Although the criteria estab-
lished for creating the Project SEARCH files provid-
ed that at least one record éntered into the system
must be based on fingerprﬁx‘*\lts, no provision was
made in the operating system'for the use of firiger-
prints for verification purposes in connection with

records which would be transfertied from one state to

. another. ¢

Several months after the start'of the project, it
became apparent to some of the pa%‘t\icipants that the
system being designed lacked a vety important in-
gredient. The missing ingredient wal the use of fin-
gerprints to verify, whenever possible, that the in-
dividual about whom an inquiry was made was in fact
the same individual concerning whom the transmit-
ted record was compiled. \l

Historically the criminal justice community has re-
lied on fingerprint comparison to verify the identity
of persons entering the criminal justice system. The
lack of this element in Project SEARCH raised
doubts in the minds of some of the project partici-
pants, It was felt that the widespread dissemination
of individuals’ criminal records based only on name
and personal descriptors could lead to criticistn both
from within and without the criminal justice' com-
munity. It seemed that the addition of this other
dimension—the use of fingerprints as verification—
could forestall this criticism. More importantly, it
could provide a much more valuable capability—-
that of permitting the collection in a timely manner
of a nationwide criminal record concerning an in-
dividual which would be acceptable in a court of law.
This is a rather significant accomplishment when one
considers that historically it has taken ten days to two
weeks to obtain such a record from most identifica-
tion bureaus. In almost every case this record is re-
ceived by appropriate local authorities far too late to
be considered at the time of a defendant’s initial
arraignment.

In January, 1970, therefore, a suggestion was made
by New York State to add another dimension to the
scope of Project SEARCH. The proposal provided for
the transmission of fingerprints. and photographs,
when appropriate, simultaneously with the related
summary criminal history of the individual. It was
recognized that in many cases it was not practical to
have a set of fingerprints or a photograph of the
‘person about whom an inquiry was made against the .
central index. Howevér, identification bureaus at the
state level would have that capability and it was for
such situations that the proposal was introduced.

It was proposed that the Demonstration be carried
out in the following manner: (see Figure 2)

1. ‘The state making the inquiry receives a set of fingerprints

fron; a local jurisdiction (by mail or by electronic transmis-
sion).

2. The central state agency makes a search of its files to deter-
riine if the individual has a prior criminal record.

a, If an identification is made and an FBI number is ob-

tained, an inquiry is made against the SEARCH Central
Index by FBI number;

b. If no identification is made, or if an identification is
made and no FBI number is available, an inquiry is
made against the SEARCH Central Index by name and
one or more descriptors,

3. In either case, if a match is made at the Central Index, the
inquiring state would then request the summary criminal
history from the state of record.

4. The state of record would respond with the summary crimi-
nal history. It would also, when requested, transmit a copy
of that individual’s fingerprint record to the state of inquiry.
In special cases the photograph of the individual could
simultaneously be transmitted. ‘

5. The inquiring state would compare the electronically trans-
mitted fingerprints with the fingerprint record received
from the local jurisdiction to insure that the criminal history
received does in fact belong to the individual about whom
the inquiry was made,

Another proposal that had been previously ap-
proved in conjunction with the Project SEARCH
Demonstration was the creation of 10 “simulated™
records by each of the seven actively participating
states, The proposal also provided that each of the
states would have a listing of all 70 “simulated” re-
cords contained in the Central Index. This listing
would be utilized for testing, for demonstrations to
visitors, and to alleviate the boredom of continuing
negative responses which could be reasonably an-
ticipated from the rather limited files of the
SEARCH project.

While the criminal histories, fingerprint cards and
photographs of vctual records in the system would be
readily available for real-life situations, such would
not be the case for any “simulated” records that
might be used during the Demonstration. To make
the facsimile phase more realistic and to obtain a
broader-based experience on the use of facsimile, it
was proposed that the following be done by each of
the states: A

In addition to loading “simulated” records both in
the Central Index and in each participating state’s
computer, it was essential if we were to demonstrate
effectively the facsimile portion of the system that a
“simulated” fingerprint record and photograph also
be prepared. It was proposed, therefore, that each of
the states involved prepare sets of fingerprint re-
cords and photographs for each of the ter: “simulat-
ed” criminal histories which would be used in the
demonstration. The fingerprint records would be
prepared in the normal manner with all the data
elements on the card corresponding to the data ele-
ments in the criminal history record. To avoid any
possible misuse of these “simulated” records, the
criminal histories, fingerprint cards and photographs
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were to be clearly marked. For example, “Project
SEARCH Demonstration Record—Not For Official
Jse.” \
¢ Each state would receive ten fingerprint records
from each of the other participating states. T!lis
would provide each of the states with a fingerprint
file of “simulated” fingerprint and photograph re-
cords. The procedure for using these records was the
same as delineated above for actual inquiries; one of
the facsimile states would make an inquiry against a
“simulated” criminal history in another facsimile
state. The response from the state of record would

“include a summary criminal history, a fingerprint

record and photograph. .

It was intended that this approach would provide
each of the states with valuable experience concern-
ing the utility, the speed, and the resolution of the
facsimile transmission. Also important would be t'he
data gathered to show the practical problems .whlcb
would be created because of the anticipated d1§par1-
ty in transmission times between the criminal history
and the fingerprint record.

Because the project was so far along and because
no money had been provided for this new task, only
four states—Maryland, Michigan, Minnesota and
New York—agreed to participate. A prerequisite for
participation was agreement by the states concerned
to divert to the facsimile demonstration funds that
had already been earmarked for other project ta§ks.
It was estimated that the total costs for participation
in the demonstration would not exceed $3,000 per
state, Approval was granted by the Project Group for
the diversion of the necessary funds. (See Figure 3)

Arrangements were made with Litcom Company
to provide us with the facsimile equipment ar}d tl.le
Western. Union Company to provide us with its
broad-band communications lines. This was the same
system being utilized in the Detroit-FBI test,

We had a litany of complzints concerning the
equipment which was used during the dempnstra-
tion, We had hoped to begin testing the equipment
on June 15, to provide the operators with some va!ua-
ble experience before the start of the demonstration.
New York, however, was unable to make any trans-
missions until July 2 because Western Union made a

two-wire connection instead of a four-wire connec-
tion. The situations in the other states were worse,
Western Union failed to provide 600 ohm impedance
matching for the terminals in Michigan, ;Mary‘l‘and
and Minnesota. As a result these states received poor
copy or no copy at all until thg,condition was correct-
ed. New York, meanwhile, was getting good copy
from the other terminals, The Maryland problem

was cleared in several weeks. The condition in the

other two states was not cleared until the end of July.

Both vendors apparently failed to train operators
adequately in the other states, resulting in inquiries
to New York as to how to correct operating prob-
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lems. Minnesota had a data set failure lasting about
two weeks during the middle of the Demonstration
and was inoperative from August 24 until the end of
the test period on August 31. . ...

The results of the facsimile demonstration, which
frankly were somewhat disappointing although not
discouraging, showed the following: _

A total of 125 transmissions were made during the
demonstration. Of these 95 were conisidered of good
quality—seventy-six percent (see Figure 4). This was
considerably below what I had expected and certain-
ly not adequate for an operating system. Much of this
relatively low rate can be attributed to lack of opera-
tor experience and<equipment problems. Th‘ese are
factors which can be overcome by proper training of
operators and more efficierit equipment mainte-
nance by vendors. g

It is interesting to note that of the fifty-five trans-
missions received at NYSIIS, fifty were good enough
for classification (identificaticn) purposes, while four
of the remainder were adequate for comparison
(verification)—ninety-one percent. This represents
more closely what we had anticipated when we in-
troduced the idea for the test. It demonstrates, in my
opinion, what can be achieved if everyone involved
devotes sufficient dedication;to the operation,

In New York State we had & fingerprint technician
review all of the fingerpririt transmissions which
were received in order to classify properly the qua.l-
ity of the print, In at least one; of the other states this
was not done, so that it was passible that some of the
“poor” prints could have been utilized for compari-
son purposes and should therefore have been rated
as “good”. )

The test demonstrated very vividly that one re-
corder (receiver) per state is not adequate ‘for. an
inter-state operating system evén for one as lu.'mtqd
in scope as this one was, We ericountered this dif-
ficulty early in the test and tried to overcome it !)y

rigidly scheduling transmissions for each state..Whlle

this eased the problem it did not solve it. The difficul-
ties that could ensue from a nationil network make
this problem infinitely more compley and is one that
requires much attention.

Since the system as conceived is irtended to be
used only for verification purposes it is not necessary
to transmit an entire fingerprint card (se2 Figure 5?.
What we have done in New York State ir: appropri-
ate cases is to send only part of the card (sze Figure
6). This is sufficient to permit verificatioq of‘gpe iden-
tity of the individual in question. This approach
reduces the transmission time by about for‘ty per-
cent, so that even without equipment upgradnﬁg ,the
time required can be significantly improved.

If this concept is to work effectively, each é;ate
must have a central repository for all the criminal
fingerprints in that state. This was demonstr{gted
very vividly during the test when New York mage a

“live hit” on a fingerprint inquiry against the Central
Index. When we attempted to obtain the related fin-
gerprints from tlw state of record we were unable to
get the prints for several days because the state of
record does not have a state identification bureau.

A very important benefit that can be derived from
a system such as Project SEARCH is a substantial
reduction in the FBI Identification workload. Since
more than half of the criminals arrested are recidi-
vists (repeaters) and are identified at the state level,
there is no need for such fingerprints to be sent to the
FBI for processing. Once he has been identified at
the state level, inquiry can be made against the Cen-
tral Index to ascertain whether the individual has an
arrest record anywhere else in the country, If the
response from the index is positive, the individual’s
out-of-state record can be added to the inquiring
state’s record and a nationwide criminal record can
be quickly compiled (see Figures 7, 8 & 9). With this
very substantial reduction in workload, it is conceiva-
ble that the FBI could then process the remaining
arrest fingerprints on an on-line basis and provide a
national criminal history in a matter of several hours
instead of the substantially longer turn-around time
now required.

The approach used for this demonstration project
is certainly not the only one that can be used for this
purpose, It is widely recognized that other types of
equipment and communications can be employed
for the transmission of both textual and graphic data.
Our experience with and cur study of facsimile tech-
niques indicate to us that current research will sig-
nificantly impact facsimile transmission and that
within the next five years the most likely develop-
ments will occur in one or more of the following
approaches:

L. Video-Transmission—The use of video transmission offers
an immediate solution to the rapid transmission of finger-
print and rap sheet data, The New York City Police Depart-
ment conducted a federally funded research project to test
the feasibility of transmitting fingerprints intra-departmen-
tally via coaxial cable and remotely displaying such images
on television consoles. The results of that project affirmed
the rapid transmission aspects, in addition to demonstrating
that the quality of the images was sufficient for classification
and identification purposes. Hard copy images were also
obtainable at the receiving end of the system,

This means of communications is extremely valuable for
fingerprint record transmission where there is high volume
over a relatively short distance. The wide spread employ-
ment of this medium is currently impeded by costs. A leased
coaxial cable nominally costs approximately $80/mile/
month. This can be compared with a cost of about $3.50 per
mile, per month on the NYSIIS system, The cancept of time
sharing a coaxinl communications link could significanily

influence the accelerated utilization of this communications
made for criminal justice purposes.

2. Fibre-Optic Scanners—In the area of improved facsimile
hardware there is considerable interest in a new technique
for document scanning, You will reeall earlier I mentioned
that the conventional facsimile document scanner consists
of a photo-cell deteclor and an illuminating source which
complately traverses the document in the vertical and hori-

>
N\

zontal directions. The new technique for scanning consists
of three paralie! rows of very small diameter fibre-optic
glass fibers positioned side by side extending for a length of
nominally 8%4 inches. This forms a transmitter scanning bar,
The middle fibre transmits light from an external source to
the copy surface and the two adjacent fibers detect the
reflected light and transmit it to a remote photo-cell, The
transmitter scanning bar is rigidly mounted and the copy is
made to pass beneath it at a distance of three thousandths

- of an inch, The copy is essentially scanned one full 8%
inches long) row simultaneously.

The advantage to this new technique is high resolution,
and fewer moving parts which will yield improved quality,
reliability and less expensive equipment,

NYSIIS has had technical discussions with the developers
of this technique. They are very willing to make this tech-
nology available for criminal justice purposes, Additional
development and modification would be required, howev-
er.,

3. Bandwidth Compression—Very simply, bandwidth com-
pression is an electronic technique that achieves more rapid
facsimile transmission over voice grade circuits by more
efficient utilization of the circuit, This is accomplished by
first scanning and transmitting only the intelligence portion
of a document and ignoring the white or space areas. Sec-
ondly, the intelligence that is to be transmitted is converted
to digital information that facilitates other electronic tech-
niques (modulation schemes) which permit the transmission
of data at the maximum frequency capability of the voice
grade line with a minimum of distortion,

A typical business letter (8%* x 11" ) can be transmitted
in approximately 60 seconds over an unconditioned tele-
phone line, One immediate application for equipment of
this type might be the transmission of rap sheets,

Various tests by NYSIIS of transmitting fingerprint re-
cords using this technique have not been too successful. The
half tone requirement of the fingerprint documents man-
dates modification of most currently available commercial
equipment. The problems are not insurmountable and we
expect this technique can be employed for fingerprint
transmission in the forseeable future.

4. Satellite Transmission—As was pointed out in the discus-
sion of video transmission, the monthly rental charge for
coaxial cable or a microwave link is very expensive, particu-
larly for inter-city or inter-state communications. Even in-
ter-state voice grade telephone line service is relatively ex-
pensive,

The incresased utilization of “stationary” or synchronous
satellites such as “Early Bird” and INTELSAT IT will even-
tually drastically reduce the cost of long distance data trans-
mission that would be required by a system such as
SEARCH.

Such a satellite would allow the inquirer in Albaay, N.Y.
to contact Sacramento, California by “bouncing” or relay-
ing his transmission off the satellite anchored some twenty
thousand miles above the earth, The inquirer could just as
easily and for the same price query INTERPOL, Scotland
Yard or the Hong Kong Police Department. In other words,
a single transmission to the satellite relay station can be
directed to any part of the world {with the exception of the
region close to the poles). The transmissions can be voice,
facsimile, video, ete,

5. Computer-Facsimile Interface—Another new facsimile
development which will be useful to SEARCH communica-
tions is an On-Line Facsimile Printer. This device will allow
the computer to transmit formatted rap sheet data directly
via voice grade lines to a printer at a remote site at a rate
well in excess of 100 lines (of 132 characters) per minute.
This is considerably faster than teletype, and the cost is only
% that of a conventional on-line impact printer.

6. Color Facsimile Transmission—Equipment naw being
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marketed by the Japanese), The system uses digital trans-
mission over conditioned teélephone lines and would be use-
ful for the transmission of photographs.

7. Direct Dial Message Transceivers—There is equipment on
the market which can transmit data cver ordinary tele-
phone lines by means of a coupling device attached to a
telephone. This equipment currently is being widely used
for the transmission of textual data. The manufacturers
claim that they can obtain the resolution required for fin-
gerprint transmissions. This remains to be demonstrated.
We had hoped to test this equipment during the Project
SEARCH Demonstration but were unable to complete satis-
fectory arrangements with the vendor,

There are two important problems not presently
being given serious consideration which must be ad-
dressed before any future interstate network of fac-
simile transmission can be expected to operate as
effectively as it should. The first of these is the lack
of compatibility among the facsimile equipment of
different manufacturers. If this incompatibility con-
tinues it means that one vendor would have to supply
the equipment for all stations on such a network.
Thus, if the equipment were to prove unsatisfactory,
the entire system would have to be replaced simul-
taneously. This would be catastrophic. The monopo-
listic climate which a one vendor system would gen-
erate would be wundesirable. It is imperative
therefore that criminal justice representatives im-
press upon facsimile equipment vendors the neces-
sity for providing compatibility among equipment of
the various manufacturers.

The second issue that should be recognized is that
we in criminal justice are trying to improve the iden-
tification process by repairing or patching different
parts of the process instead of starting at the front
end of the system, This is analogous to trying to re-
pair or replace the upper floors of an existing build-
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ing which has a weak foundation. The weak founda-
tion in this case is the present method for recording
fingerprints which historically has consisted of roll-
ing a finger on a thin layer of black ink and then
rolling the finger on a card form to create an inked
impression. This method has resulted in fingerprint
records lacking uniform quality because of over-ink-

ing, under-inking, smudging and distortions. This.

lack of uniformity has hampered the effectiveness of
the identification process because it slows the system
and leads to errors. A fingerprint recording method
which results in uniformly good fingerprint impres-
sions is sorely needed not only to improve the exist-
ing manual method but even more for any automat-
ed fingerprint classification system that may be
developed. It will also increase the reliability of fac-
simile transmission systems and automated image re-
trieval systems. It is strongly urged that every effort
be made to encourage necessary research in this very
vital area. '

While everyone agrees that existing capabilities -

fall short of meeting all the specifications of an ope-
rating criminal justice system, the possibilities thal
are implied by the work that is being carried on
make the future very promising indeed. We look
forward to being a part of that very promising future.
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NYSNS=2 (1/68)
(Arrest)

STATE OF NEW YORK - EXECUTIVE DEPARTMENT

IDENTIFICATION AND INTELLIGENCE SYSTEM

ALBANY, NEW YORK 12225

44. Name(s) and ID Number(s) of Asaoclates

35, Desaription of Crime

84. Ocoupation

a7. Wt lag, Color of Hair

89, Physical Marks & Oddities

40, Additional Information

o

10

13
16.

25.
26,
28,

30.
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INSTRUCTIONS

Leave all shaded areas blank.
Enter dates as month/day/year, e.9. 1 2-27~67,
When rolling Hingerprints, disregard the dotted box in lower right comer.

NYSHS No. — Formerly DCI Number.

. Nickname ~ Enterany identifier, except versions of person’s .

name, usually descriptive, e.g., Baldy, Shorty, Butch, Fatso.

. Alias and/or Maiden Name — Enter any alias. An alias is a
complete name in which the given and/or surname s dif~

ferent than those entered above.

Racial Appearance — Check the racial category which best
describes the person's appearance: White if Caucasoid,
Negroid if Negro, and Mongoloid if Oriental or American
Indian. Classify as White persons those of mixed ancestry
who are definitely not Negroid or Mongoloid,

Skin Tone — Check the skin tone category which best des~
cribas the individuai's complexion in relation to his
racial oppearance, For example, classity white persons
with olive or swarthy complexion as Dark Skin _Tone, and
classify light~colored Negroes in the Negroid Category as
Light Skin Tone, )

Place of Birth ~ 1f not U,S5.A,, enter city and country.

Agency Ident. Number .. Enter your identificatior number
assigned to this individual,

Date of Crime — |f more thon one, uge space in ltem 40.

Place of Crime —~ |f more than one, use space in ltem 40,

Faesimile Control Number = Enter when facsimile trans—
mission is used.

Charge(s) — Enter oll charges with most serious first, as

set forth in the NYS!IS Charge Code Manuals. [fmore space

is necessary, enter in |tem 40,

Law - Enter law abbroviaﬁ‘or';. For;xa;ncplio: Proced
PL ~ | L CCP — Codeof Crim. Proced,
PHC T B0Elie Health Law VTL = Vehicle & Traffic Law

Section Number — Enter Section Number of Law,

&

31
32.

34.

35.
39.
40.

Subsection Number—~ Enter number found after dash in
Section Number.
Cl‘cv"nd— Enterclass of crime, A,B,C,D,E, orU~Unclass-
ed,
Offense Category — Enter letter as follows:
F w Felony Y ~ Violation
- Misdemeanor | — Infrantion
Attempted Code . Enter letter as follows:
A - Attempted Crime 0 - Actual Crime
Name of Offense ~Enter name_ of crime for whichindi..
vidual is chorged, such as Fraud, Ar-~ault or Larceny,
Degree ~ Enter degrae of crime, if applicable.

Contributor — Enter name of agency if ditfarent than Arrest-
ing A?oncy.

Court of Arraignment — Enter Court name and City, Town or
Village. Enter name of Justice of Peace or Police Justice
and mailing address in {tem 40.

NYC .~ Enter court name including part of court and
borough. Forexample, Criminal Court, Part 1A, Queens.

Name(s& and ID Number(s) of Assoclates — Enter name(s)
and ID Number(s) if known, of persons arrested with or
involved with the arrestee in the commission of the offense
for which the fingerprint card is submitted,

Description of Crime ~ Describe the criminal act for which
this individual was arrested,

Physical Marks & Oddities — Enter any amputations, deform-
ities, visible scars, marks or tattoos,

Additional Information -~ Enter any miscellaneous informa~
tion which may be helpful,

Refer 10 the original entry whenever an item is carried
over to ltem 40, @.g., Item 25, Date of Crime ~12-27-67,

2

a

1, NYSIIS Number

03001784

e

Adams, Sandro F.

2, Name of Person Fingerpriiited (LastFirat~Middle)

. Classification (Leave blank)

4. Address of Paerson Fingemrinted

)

8 Nickname

27 Swish st., N.Y.C. Sneaky
7. Alias and/Zor Maiden Name g - M % paotal White Negroid Mongoleid
Soxlx Appurlnoel X
. Light M , Helght 19 . Pl

1gkm ght Modium Dark 1‘“ le s"th lf‘m&'ﬁ&?ﬂ?—‘%&r) 18, Place of Birth (City and State)

rem | x B |9" 02-02-22" | Oswego, N.Y.

18, Agenay 1dent, Number 17. FBl Number 18, Social Seocurity No, 19, gerprinted|pg, Signature of Person Taking Prints
B-123U5X 999008z 1.oY4-37-5698 |5/22/70 ‘

TR

21, Data of Arr

7-9-70

eat 122, Place of Arrest (Oity and State)

East Ring, N.Y,

26, Date of Cri

7-9-T70

me | 26, Place of Cyime (City and State) 1

East Ring, N.Y,

’} 24, Signature of Person Fingerprinted

28. Fac. Con, No. 20, Arresting Agency

ER-5 East Ring P.D.

80, Law

Name .°' Offense

0 Section No. ggb: clanRIrA
¢ 1 PL [140.30]01 B ’““FM

1 |31 contributor

31a Proc. Arrest No.

215

i Burglary

A East Ring P.D.
g 32, Court of Arralgnment

(5)

Fast Ring Police Ct.

1. Right Thumb

2, Right Index

o

e e —

s

3. Right Midadle

4, Right Ring 5. Right Little

6. Left Thumb

7. Leoft Index

- -

8. l.oft Middle

9. Left Ring 10. Left Little

jm———— -— - -

|
|
!
f i

e - - -

Loft Four Finge

rs ‘Cakon Simultaneously Left Thumb:

Right Thumb Right Four Fingers Taken Simultaneously

o

Project SEARCH Demonstration Rec}ord - Not!{For Official Use

Figure

6
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NYSHS-2 {1/¢8)

(Arrest)

ALBANY, NEW YORK 12225

STATE OF NEW YORK — EXECUTIVE DEPARTMENT
IDENTIFICATION AND INTELLIGENCE SYSTEM

84. Name(s) and (D Number(s) of Associates

356, Doscription of Crime

36, Ocoupation 37, Wt [38, Color of Hair

39, Physical Marks & Oddities

40, Additionsl Information

9.

10

13.
16.

25.
28.
30.

64

INSTRUCTIONS

Leave oll shaded areas blank.

Enter dutes as month/day/year, e.g. | 2-27~67,
thn rolling fingerprints, disregard the dotted box in lower right comer.

RYSIIS Mo, — Formerly DCI Number.
Nickname — Enter any identifier, except versions of person's
name, usually descriptive, 8.g., Baldy, Shorty, Butch, Fatso,

. Alios and/or Maiden Name — Enter any alios. An olias is o

complete name in which the given and/or surname is dif-
ferent than those entered above.

Racic! Appearance - Check the racial category which best
describes the person’s appeorancei’ White if Caucasoid,
Negroid if Negro, and Mongoloid if Oriental or American
Indian. Classily os White persons those of mixed ancestry
who are definitely not Negroid or Mongeloid.

Skin Tone — Check the skin tone category which best des—~
cribes the individual's complexion in relation to his
racial appearance. For example, classity white persons
with olive or swarthy complexion as Dark Skin Tone, and
classify light—colored Negroes in the Negroid Category as
Light Skin Tone.

Place of Birth — If not U.S.A,, enter city and country.

Agency ldent. Number — Enter your identification number
assigned to this individual.

Date of Crime — !f more than one, use spoce in [tem 40,

. Place of Crime — |f more than one, use space in ltem 40,

Focsimile Control Number ~ Enter when facsimile trans..
mission is used,

Charge(s) ~ Enter all charges with most serious first, as
set forthin the NYSIIS Charge Code Monuals, lfmore space
is necessaty, enter in Item 40,

l.ow ~ Enter law ubbroviu!iog. Fgr;xo;ngla: p 4
PL . Penal Low CCP — Codeof Crim, Proced.
B FoEl e ttalth Law VTL - Vehicle & Traffic Low

Section Number — Enter Section Number of Law.

31,

Subsection Number— Enter number found after dash in
Section Number,
Class — Enterclass of crime, A,B,C,D,E, orUxUnclassa

ified,

Offense Category ~ Enter letter as follows:
F ~ Felony V - Violation
M — Misdemeanor I = Infraction

Attempted Code ~ Enter letter as follows:
N A~ ?g:;npud Céime o] —'Acmal Crime
ome o ense — Enter name of crime for whichindi—
vidual is charged, such as Fraud, Ar-ault or Larg‘:’n'y.
Degree — Enter degree of crime, if applicable,

Contributor — Enter name of ogency ifdifferant than Arrest.
ing Agency.

Court of Arraignment — Enter Court hame and City, Town or
Village, Enter name of Justice of Peace or Police Justice
ond mailing address in ltem 40.

NYC . Enter court name including part of court and
borough, Forexample, Criminal Court, Part 1A, Quiteens.

Name(s?} and {D Number(s) of Associates — Enter nome(s)
and 1D Nunber(s) if known, of persons arrested with or
involved with the arrestee in the commission of the offense
for which the fingerprint card is submitted,

Description of Crime - Describe the ctiminal act for which
this individual was arrested.

Physical Marks & Odditles ~ Enfer any amputations, deform-
ities, visible scars, marks or tattoos.

Additional Information — Enter any miscellaneous informa~
tion which may be helpful.

Refer to the original entry whenever an item is corried
overto ltem 40, e.g., Item 25, Dote of Crime -12-27-67.
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DEVELOPMENT OF INTRASTATE REGIONAL
INFORMATION SYSTEMS IN COORDINATION WITH
A STATE CRIMINAL JUSTICE INFORMATION SYSTEM

by James N. O’Connor, Administrator

Law and Justice Planning Office
Planning and Community Affairs Agency
State of Washington "

Among the persons present today from the State of
Washington are DeWitt Whitman, Director of the
‘Washington Crime Information Center, and Dale
Douglass, Project Director for Sea-King Alert. These
men have been the principal movers in the develop-
ment of Washington’s state and regional information
systems, and .would be most pleased to discuss in
detail any facets of our system which might be of
interest to you.

My presentation this afternoon is not intended to
be a technical one. I intend to describe.some of the
canditions and factors which led to the design of the
intrastate regionalized criminal history information
system which we aré presently undertaking to deve-
lop. I must emphasize at the outset that.the criminal
history segment of our information system is still
under development, and it is not at all clear today
that regional files, with a central state index and
switch, will prove to be more efficient and economi-
cal than the single state file that a number of larger
states are implementing.

Washington’s decision to develop a regionalized
information system was made prior to the availability
of substantial federal financial assistance for such sys-
tems. It was hypothesized by the state Central Budg-
et Agency (even before it had a very good idea of the

. information needs of prosecutors and courts) that the
computer capacity necessary to store, process and

communicate all law enforcement information
which would be useful on a real-time basis would not
be avilable in the state’s Data Processing Service
Center, but would exist in county and city systems in
various locations throughout the state, some of which
then had under-utilized CPU capacity. In addition,
the state communications network would need sub-
stantial upgrading to handle a real-time offender his-
tory file. The Law Enforcement Teletype System
was the principal mode for communication with the
. Washington Crime Information Center, which util-
ized the “torn tape” method of taking an inquiry
from the teletypewriter, using a terminal in the re-
cords division of the Washington State Patrol (which
has responsibility for operation of the Crime Infor-
mation.Center) to access the computer, and carrying
the computer response back to the teletypewriter to
send to the inquiring agency, It was obvious \Ehal% this
e

: A
and length of messages reflecied the servicing of an
operating offender history file, as well as the other
files which were to be held by WACIC.

This leads into another very important factor: an
offender history file was the last item on WACIC’s list
of programming priorities. Without going into the
rationale, which was entirely supportable so long as
only police needs were thoroughly considered,
WACIC's first file priority was vehicles, second guns,
third stolen and recovered articles, and fourth want-
ed persons. Only the last file would be capable of
being expanded or linking into a criminal history file.

For local police agencies and sheriffs, as well as the
courts which were beginning to become interested
ih computerized information, the priorities were
quite different. Real-time access to outstanding war-
rants, and information about offenders, was a pri-
mary need. This need was reinforced by the fact that
local police records were built around persons, and
the sheer bulk of the existing paper and manila fold-
ers was an important factor which motivated the
larger cities to act. '

The development of our regional information sys-
tems, therefore, was the result of a conscious deter-
mination by the state and principal local agencies to
build regional files, as well as a state information
system; but only very general notions were initially
held as to what file content would ultimately be
maintained at each level with respect to offender
history information. There was also a lurking prob-
lem, which I will return to later, which was to arise
subsequently as a result of two different “under-
standings” of the configuration of the communica-
tions network which would be developed to access
the system data. ‘

The establishment of a state law enforcement
planning agency, and the availability of LEAA funds
for the development of law enforcement information
systems, caused a new ldok at the overall plan to be
taken in the spring of 1969. It was decided then to
re-affirm the original decision as to the system con-
cept. In effect, a miniSEARCH system would be
created in the state for the maintenance of criminal
history files, The Washington Crime Information
Center would hold an index; at least two geographic
regions (perhaps as many as six ultimately) would
hold offender files, as would the stgrtr: correctional
agency, the Division of Institutions, Terminals ac-
cessing these files would have capability-to make au-
thorized inquiries of any of -the files in the system.

i

. This concept would not only significantly reduce the
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storage capacity necessary at the state center, but if
a large proportion of the “hits” by system users
should prove to be against the data base held for the
users’ own region, the communications load and ex-
pense would be much less than if all inquiries and all
responses on hits had to go to, and be returned from,
the state CPU.

Another important consideration in designing the
system is the extent to which the data base in the
offender history file is composed of elements which
are common to the management information system
utilized by the local agency to improve its operation-
al efficiency. On the other side of the coin is com-
monality with the data elements that are reported to
a state records bureau. In Washington, the former
consideration far outweighed the latter. Local inter-
est in using information about offenders and their
status, for the purpose of improving efficiency of op-
eration, is very high; on the other hand, no state
records bureau was or is operational.

Once the system design has been settled upon, the
precise content of the state index is one of the most
critical considerations for developing the intrastate
SEARCH. Our present anticipation, barring a radical
change, is to use the SEARCH index format of iden-
tifiers and offense “box score” of arrests and convic-
tions for our state index.

Another question which was of concern to the
SEARCH Project Group, and which must also be ad-
dressed in developing an intra-state system which
utilizes regional files and an index, is the determina-
tion as to what files ought to be indexed. That is,
should the misdeameanant, the traffic offender, or
other minor offenders be listed so as to cause trans-
mission of their records in response to a subsequent

~inguiry from outside that region. (I assume that the

record will be automatically available within the re-
gion because all or almost all record keeping will be
done on the region’s computer. However, program-
ming could be accomplished to restrict availability of
the record even within the region.)

To return to the subject of communications, the
configuration of the network must not be overlooked
while considering matters relating to file content and
format, The regional concept, quite naturally, was
assumned by the personnel developing the regional
files, to call for lines from terminals in the field and
operating agencies directly to the CPU holding the
regional data base. A switch at the regional CPU
would automatically transfer inquiries and re-
sponses, when appropriate, to and from the state
center, other regions within the state, NCIC and
SEARCH. Development at the Washington Crime
Information Center, however, assumed direct lines

to its central processing unit from all field agencies, ,
Resolution of this difference obviously has a signifi- -

cant bearing on the capacity and design, as well as
software and programmitg, for both the state and
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regional switches.

In developing a system such as ours, as well as
SEARCH, there is value in re-examining assumptions
which one might make almost automatically with
respect to which agency might most appropriately
maintain the index for the state. Although the Wash-
ington Crime Information Center came first to mind
when the concept for the system was discussed, there
is no intrinsic reason why the index function could
not be performed within one of the regional centers,
or even by contract with a private vendor. At the
moment, we are hopeful that the State Crime Infor-
mation Center will maintain the index, but workload
factors may preclude it.

I have avoided going into a detailed description of
either of the two regional files within the state, since
they are largely pirated from systems which will be
described later in the program of the Symposium. To
conclude, no technological roadblocks to a successful
intra-state regional system have yet appeared. The
cost/effectiveness of such a system cannot be deter-
mined until patterns of use develop.

The development of such a system is far more dif-
ficult than having a single state agency undertake
the design and implementation of an information
and records bureau; however, there is a widely held
belief that a state agency may not be as responsive to
local agency needs in system design and operation.
The key to making our approach work is a very high
degree of cooperation among the agencies involved,
and an active, continuous effort at coordination. We
have been fortunate in having seen outstanding
cooperation among the developers of the informa-
tion centers, state and local, and among the users. We
are also presently obtaining the benefit of active
coordination, which for a period had lapsed because
of the pressures upon the time of the persons in-
volved. That lapse was long enough to show what a
disaster in terms of lost efficiency, could have oc-
curred, but was not of such duration as to seriously
set back the development of the system.

For any state which may choose to undertake
development of a similar system, be sure to include
in your budgeting for staff the time necessary to
maintain continuous and effective liaison among
agencies. That activity is far too important to be
treated as an afterthought or the twelfth item in the
project director’s job description. o

If we in Washington can assist you in any way by
sharing our experiences, please call on us.
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SURVEY OF STATE CRIMINAL JUSTICE INFORMATION
SYSTEMS

by Harry Bratt
Law Enforcomont Assistance Administration
United States Department of Justice

During the first half of 1970, LEAA conducted a
field survey of criminal justice information systems.
The development of information systems is probably
the most dynamic area in law ‘enforcement and
criminal justice.” Almost all. states are engaged in
planning, implementing or operating a criminal jus-
tice information system. City and regional systems
are springing up throughout the country. All compo-
nents of the eriminal justice conmunity—police, cor-
rections, courts, parole, probation, and prosecution
—have become increasingly involved,

BACKGROUND

All of this development has ocourred during the
past decade. The Air Force SAGE system, and the
American Airlines SABRE system, in the civilian sec-
tor, ushered in the era of large, real-time computer
systems in the late 1950’s and early 1960’s. The early
computerized law enfercement systems also attract-
ed considerable attention in various computer and
law enforcement journals and at professional meet-
ings. These systems include the Alameda County
PIN system, which became operational in 1963, the
California Highway Patrol AUT¢-STATIS system in
1965, and the New York NYSIIS system. The FBI's

National Crime Information Center (NCIC) system J

had a tremendous impact. The Law Enforcement
Assistance Act of 1965 and the Highway Safety Act
of 1966 provided federal funds for the development
of information systems..

A

SAFE STREETS ACT OF 1968 4 §

In 1968, only about 10 states had cdmputenzed
information svitems under development. Most of
these systems were in the design or early i (‘nplemen-
tation stage. Among the most advanced were those
of California, Michigan, Chio and New Yotk. At the
present time, virtually every state and countless cit-
ies and counties are planning, implementing and
operating law enforcement systems. There has been
a tremendous surge in the development of these sys-
tems during the past few years. This may be at\nbut-
ed to a large extent to funds made available u\nder
the Omnibus Crime Control and Safe Streets Act of
1968. Project SEARCH has been a catalyst in \thrs
development. . i

The states and units of local government have
placed high priorities on statistics and information
systems, This is best illustrated by examrnmg th\e
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1970 block grants and the discretionary fund grants.
According to the FY1970 state plans, $16.0 million of
the $182,0 million, or 9% of the block grant funds
were devoted to this area. In addition, mgre than
$2.5 million of the $32.0 million of the discretionary
grants were for statistics and information systems.
Most projected funding requests in the 1970 state
plans show sizable increases. One of the reasons for
this is that many systems now in the design stage will
require substantial funds for implementation.

NATIONAL SURVEY

The survey of state criminal justice information
systems was undertaken by the National Criminal
Justice Information and Statistics Service during the
first half of 1970. Computerized law enforcement
information systems in most of the nation’s largest
cities were also reviewed. The survey covered com-
puterized law enforcement and criminal justice sys-
tems, central criminal records, correctional and
court records and information systems, police com-
munication systems, and criminal justice statistics.

Theré were several major goals in conducting this
survey.-One of the prime objectives was to establish
a base from which to measuze future progress in in-
formation and statistical systerns. Another was to col-
lect data to aid in determining the level of funding
and technical assistance required to establish nation-
wide systems for criminal justice information and sta-
tistics. A third objective was to gather data and estab-
lish contacts which will assist in organizing a
clearinghouse for information on law enforcement
and criminal justice systems, During the course of
the survey, it became apparent that there would be
several other benefits. These included the identifica-
tion of potential research and development require-
ments, the opportunity to exchange information and
ideas on LEAA programs with state and local crimi-
nal justice personnel, and the knowledge gained by
LEAA staff conducting the survey.

Field visits were made to all states except Alaska,
Arizona and Hawaii which were surveyed by state
personnel. The time spent in each state ranged from
one to four days. Dozens of individuals and organiza-
tions were contacted. For example, in California
more than twenty-five state law enforcement and

/ crrmmal Jjustice agencies were visited. A wealthof
information was obtained from theasurvey We will
shortly issue a publication containing general com-

,fs‘ ments and capsule descriptions of each state system.

Much of the information gathered has provided ex-
cellent background data for technicgl assistance to
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the states and units of local government. In view of
the dynamic nature of this area, tentative plans have
been made to update the data on a periodic basis.

CENTRAL BUREAUS ‘

A key factor in any statewide information system
is the state’s central record-keeping system for crimi-
nal offenders. Central bureaus maintain three basic
files: fingerprint, name index to prints and criminal
histories, The differences between states in this re-
gard is extreme, ranging from non-existence of a bu-
reau to a very complex record system,

Forty-eight states and the District of Columbia
have a state bureau serving as a central depository
for criminal fingerprints and offender history data.
The two states lacking central bureaus, Washington
and Nevada, have built systems around criminal re-
cords of major localities. A few of the state bureaus
are not authorized by statute, several have limited
operations, €.8., serving only state police, and a few
are just starting operations. o

The oldest bureau is the California Bureau of
Criminal Identification and Investigation which was
established in 1918. The most recently established
are those in Arizona (1968), Colorado (1967), Virginia
(1966), and Wisconsin: {1989). The organizational lo-
cation of these state bureaus has often changed. Sev-
eral were initially established under a Department of
Corrections. At the present time, almost all are ei-
ther under a state Department of Justice or the state
police, with the latter in the majority.

There are more than 2,000 persons employed in
state central bureaus. The numbers of employees in

the various state bureaus cannot be validly compared
because of the differences in functions of the organi-
zations, the nature of the crime problemin a particu-
lar state, and other factors. However, some of the
hureaus are definitely undermanned with substantial
backlogs in classifying fingerprints and rather cha-
otic file conditions. The largest bureaus in terms of
number of employees are ‘those in California, New
York and New Jersey.

The various state bureaus have nearly 50,000,000
fingerprint charts, approximately 29,000,000 of
which are criminal prints. The largest number are in
the California bureau which has 8,000,000 including
5,500,000 criminal prints. New York has 6,700,000
including 3,500,000 criminal prints. The aggregate
annual growth is approximately 4,000,000. In most
states, the rate of growth is 5-10% annually.

One of the critical factors affecting the complete-
ness of fingerprint operations is whether there is a
statutory requirement for arrest fingerprinting and
transmission of arrest prints to the state bureau.
Thirty-five states have such a statute. This is further
complicated by the actual content of the legislation.
For example, in some instances the legislation calls
for mandatory reporting only by certain law enforce-
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ment agencies, i.e., county sheriffs and not local po-
lice departments. Only 11 states report that arrest
print reporting is substantially complete and this is
probably arc optimistic evaluation.

The name index to prints is another key file. The
records contain name, aliases, print classification,
date of birth, physical characteristics, and a variety of
other information.

Some states will include index cards on offenders
even if they have no prints, as long as some other
information or evidence is submitted. Criminal and
non-criminal (e.g., applicants) index cards are often
lumped in the same file. Purging of filesis a problem
in most central bureaus.

The state bureaus have about 75,000,000 name
index cards, about one-half of which are criminal.
These are very active files as there are numerous
requests to check name-card files to see if a person
has a record or has prints on file. Consequently, sev-
eral states are putting name index cards on-line for
inquiry purposes.

Criminal history files show the greatest variance
among the states. Some of the state files are rather
complete with FBI and state RAP sheets, repeater
prints, mug shots, correctional information, proba-
tion and parole reports, court dispositions, etc.
Criminal history files in other states are limited to
FBI RAP sheets. One of the most important aspects
of criminal history files is whether they contain court
dispositions. Twenty-two of the states had statutory
or administrative regulations requiring the reporting
of dispositions. However, only six of these stated that
reporting is substantially (more than 90%) complete.

The various state bureaus have more than 18,000,
000 criminal history jackets. The annual rate of in-
crease is about 7%. New York and California each
have approximately 4,000,000 criminal histories.
Prior to Project SEARCH, only a few states including
New York (NYSIIS) were developirg criminal histo-
ries as a computer application. At the present time,
in addition to the states participating in SEARCH,
many others plan to include criminal histories in

their state criminal justice information systems.

STATE OF STATE CRIMINAL JUSTICE

INFORMATION SYSTEMS

There are several ways of trying to indicate the
state or status of state criminal justice information
systems and none are entirely satisfactory. One rea-
son for this difficulty is the dynamic nature of the
field as has been continuously stressed. Even if the
data were collected in a short span of time, by the
time they are analyzed and evaluated, the informa-
tion is often out of date.

Another problem is the difficulty in defining a
criminal justice information system. By any defini-
tion, there are extreme differences in the various
state systems. One approach was to use the following
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stages of systems development: i ign i

. : pre-design, design in
progress, design completed, design impleat’nentgticm
started but systein not yet operational, system opera-

tional with implementation substantially completed.

However, many systems do not follow thi

Some systems have no overall design; theirscﬁaa\f::;;:
ment has been evolutionary. Others have very com-
prehensive designs. This can be illustrated by the
fact that design costs ranged from a few thousand
dollars to $750,000. Additional design will often be
underway whi}e the original design is being imple-
mentegl. By this approach alone, a state with a limit-
ed police information system would appear to be
further along than a state with a comprehensive de-
sign of a criminal justice information system. There-
fore, thq stage of development must be considered
along with what is encompassed by the system de-
sign. The following is a discussion of the principal
components of the present state systems.

COMPONENTS OF CRIMINAL JUST
INFORMATION SYSTEMS TUSTIGE

One qf th‘e primary requirements for state crimi-
n_al justice }nformation systems is a computerized
message switching capability and a computer inter-
face with the FBI's National Crime Information Cen-
ter (NCIC). The states have had a rapidly increasing
amount gf traffic on their telecommunications sys-
tems. Th{S !las resulteq in frequent delays in sending
;n;ls s;e;c;emqg l111.1essal%es. The use of a computer for

switching has i is si ion 1
g e g alleviated this situation in

One of the foremost achievements in
ment has been the development of NCI(I;.‘%?: I{(I)(rICI%
prO\.udes law enforcement officials with on-line infor-
mation on wanted persons, stolen vehicles, stolen li-
cense .plates, stolen articles, stolen guns, stolen
securities, and stolen boats. All states excep,t‘ Alaska
havc? at least one terminal on the NCIC system. As of
April 1970, fourteen state systems and the Dist;'ict of
Columbia system had computer interfaces with the
NCIC system which allows terminal users to have
on-line access to the NCIC.

In four other states, information systems in one or

more cities had a computer interf; i
system, P rface with the NCIC

DRIVER AND VEHICLE REGISTRATIONS

:Another important component or modu

cnm_mal justice information systems prolxleig:SStﬁ:ﬁ
rgednate or rgal-time access to motor vehicle registra-
tions and driver records. This data is often available
through a computer interface with a Department of
Motor Vehicles system. The Highway Safety Act of
1.9(§6 has resulted in major contributions in this area
which are beneficial not only to improved highway
safety, but also to law enforcement. One of the priori-
ty functional program areas under this Act is a traffic

records program. The purpose of the program i

assure that appropriate data on trafgc %ci?:l;tt:

drivers, mptor vehicles and roadways are available:
for pla}nmng and implementing safety improve-

?l:eensttsaltn tho.z1 r}:otlor :lehicle transportation system of

e and its local jurisdicti i i
anX)le o and i jurisdiction. An illustrative ex-
n Ohio Traffic Records project was origi

started in April 1967 by a feasibili!ty study flolir'xgg:lag;'
the Office of Law Enforcement Assistance, the pred-
ecessor of the Law Enforcement Assistance Adminis-
trat.lon. Federal funds in excess of $2 million were
gblxga}ted to implement this traffic records system
identified as a Law Enforcement Automated Data
System (LEADS). This resulted in the development
of an on-line computer system involving driver k-
censes, motor vehicle registrations, conviction re-
cords and other items essential to a total traffic re-
cords system. The system was interfaced with the
NCIC and the Law Enforcement Telecommunica-
tions System (LETS) and has teletype terminals
throughout the state. Law enforcement users
Fhroggh t.he teletype terminals, receive answers t(;
inquiries into traffic record computer files within se-
conds, and are able to exchange messages with all
other terrpinals in the system. In 1970, a want/war-
rant file is being added to the system with funds
awarded to Ohio under the Omnibus Crime Control
and Safe Stx:eets Act of 1968, Thus, through the avail-
able grant:m-aid funds from two Federal Depart-
ments, Ohio and its local comrnunities can now ob-
tain instantaneous identifying data on vehicles and
drivers, which are essential elements for both high-
W:X'bsafetaty ax;gl lfav; t}a‘nforcement.

_About one-half of the states had this capabili -
mtgly planned, under development or%ﬁ?gigsfl
This included 9 states where police agencies had di:
rect file access from terminals on police networks via
a computer interface between the law enforcement
system and the motor vehicle system. In some states
police can 9ommunicate by teletype or phone to thé
Motor \{ehlcle Department, which has direct file ac-
cess by m-bouse terminals. Several other states have
driver registrations and vehicle registrations on a
computer with batch processing.

STATE NCIC-TYPE FILES

Another component of a state criminal justi
1 riminal justice data
base: consists of NCIC-type files, i.e., wanted persons
}\;ehlcles, license plates, articles, guns, secarities anci
tigitss; A:most all states with criminal justice info’rma-
ystems maintain certain of thes -
pl%ment the NCIC. @ files to com

ne of the main reasons for this is to i
alleviate the
burderf on the NCIC system. For example, if all stol-
en vehlcles,bea;mg a state’s registration are included
in the state’s stolen vehicle file, inquiries within that
state can be handled by its system. Another reason
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for state NCIC-type files is that they serve as a back-
up to the NCIC. Many states also include additional
records to those maintained in the NCIC files. For
example, a wanted persons file at the state level
might include missing persons, misdemeanant war-
rants and ‘other entries not eligible for entry in the
NCIC. In 4 vehicle file, the state file might include
impounded vehicles, vehicles involved in accidents,
etc., in addition to stolen vehicles. Some NCIC-type
files, especially wanted persons, are also maintained
in city and regional systems for the same general
reasons as indicated for state files. Thus, there is a
hierarchy of information composed of national, state,
and local NCIC-type files.

CRIMINAL HISTORIES

One of the newest and most important compo-
nents of state criminal justice information systems
consists of criminal histories. The previously dis-
cussed components were primarily involved with the
police function and could be described as the essen-
tial elements of “police information systems.” Crimi-
nal histories are not only vital to the police function
but are important to all functions of the criminal
justice system—police, courts, corrections, proba-
tion, parole and prosecution. The details on Project
SEARCH are well covered in other papers. The only
point to be reiterated is that 7 states (Arizona, Cali-
fornia, Florida, Maryland, Michigan, Minnesota, and
New York) are presently on-line, 8 other states
(Connecticut, Texas, Washington, Colorado, Illinois,
New Jersey, Ohio and Pennsylvania) are also par-
ticipating in Project SEARCH; and most other states
have plans to include criminal histories in their state
information system,

Computers

A vast array of computers and communications
facilities are involved in state criminal justice infor-
mation systems. Computer facilities are continually
being upgraded to handle new and expanding sys-
tems. Most of these systems have, or will have, du-
plexed or backup computers to allow uninterrupted
operation. Many computers are on order to supple-
ment or replace existing hardware. Additional stor-
age and peripheral devices are also being acquired.
Almost all manufacturers of computers and peri-
pheral equipment are represented in state law en-
forcement systems. These include: IBM in Arizona,
Illinois, Maryland, Ohio, and other states; Burroughs
in Florida, Massachusetts, Michigan and New York
(NYSIIS); UNIVAC in Louisiana, Minnesota and
Pennsylvania; RCA in the Law Enforcement Tele-
communications System (CLETS) in California; and
Honeywell in Georgia.

Communications . 4
Communications facilities and networks are a vital
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part of criminal justice information systems. Forty-
six states have some type of law enforcement tele-
communications system. However, many of these
systems are grossly inadequate. Some of the state
systems have developed in a haphazard manner and
are a conglomeration of equipment, lines and termi-
nals. Many networks have a limited number of lines
and terminals. Some of the communications centers
often have huge backlogs of messages and are cha-
racterized by streamers of torn tape awaiting trans-
mission. Most state telecommunications systemis re-
quire some improvement especially with the

‘increased demands resulting from emerging crimi-

nal justice information systems. Consequently, many
states have placed a high priority on their telecom-
munications systems either prior to or as an integral
part of the development of a criminal justice infor-
mation system.

The computer has proved a boon to telecommuni-
cations systems. Data comrnhunications programs can
audit, switch, pumber and queue messages. This
“message switching” capability was included in one
of the previously discussed requisites of criminal jus-
tice information systems. The capacity and number
of telecommunication lines is being increased in
most states. In several states, including Colorado and
Indiana, microwave systems are planned or under
development.

Another aspect of communications systems is the
rnumber and type of terminal devices, There are
more than 4600 terminals on the various state sys-
tems not including those on city and regional sys-
tems. The California Law Enforcement Telecom-
munications System (CLETS) has more than 1,000
terminals serving 414 local law enforcement agen-
cies, 80 state law enforcement agencies, 4 Federal
agencies, 6 correctional agencies; and others. Some
of the smaller states have law enforcement systems
with less than 10 terminals. There are also wide var-
ieties in the types and models of terminals. The type
of teletype terminals include receive only, non-buff-
ered send-receive, and buffered send-receive. There
has been a general continual upgrading of these ter-
minals with send-receive replacing receive-only,
buffered replacing non-buffered, and automatic re-
placing manual equipment. There is also increasing
emphasis on video display terminals.

New Developments

There are many new developments in criminal
justice information systems occurring throughout
the country. Several of these are being discussed at
this symposium. Some involve well-established sys-
tems such as the Cincinnati/Hamilton County
CLEAR and the Kansas City ALERT systems. Others
are prototype systems such as Project TRACE, Wash-
ington, D.C;; which will serve the prosecutor’s needs,
and the California Correctional Decisions Informa-
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tion Project (CDIP). The coordination of intrastate
regional information systems with a state system is of
growing interest,

Other interesting developments include the trend
toward the adaptation of existing systems and com-
puter programs by other states and other units of
local government. The Massachusetts LEAP system
is an adaptation of the Michigan LEIN system. The
Nebraska NCIS is based on the Arizona ACIC system.
Seattle is adapting the Kansas City ALERT system.
There are obvious advantages to this but it is often
more difficult than it initially appears.

A feasibility study has just been completed for a
regional criminal justice information system for the
New England states. There have also been prelimi-
nary discussions regarding a regional system by
another group of states. A number of states are con-

sidering linking their systems with that of neighbor-
ing states such as the present link between the Ohio
LEADS and the Michigan LEIN system. In addition
to Project SEARCH, LEAA is developing an auto-
mated grants management information system, a
technical reference service and a statistical data base
to serve the criminal justice community.

The development of criminal justice information
systems offers a tremendous challenge for the 70’s.
Although there has been substantial progress, and
the development has gained considerable momen-
tum, there is still a vast amount of work to be done.
There are formidable problems to overcome. It will
require the combined efforts of local, state and feder-
al governments and the private sector to strive to-
ward the goal of a national network of criminal jus-
tice information systems.
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PROJECT CLEAR

AN INTEGRATED REGIONAL INFORMATION SYSTEM
'SERVING GOVERNMENT, LAW AND JUSTICE

by Andrews O. Atkinson
Superintendent
Regional Computer Center
Cincinnati/Hamilton County, Ohio

We are on the\*)threshold of a new decacle. The 60’s
were full of frustrations and disillusions. The Ameri-

can people entered the decade with & search and .

dream of peace and prosperity; but they could not
find leadership equal to the task. »

We witnessed man walk on the moon-——but we
could not assure our citizens a safe walk on our city
streets. The 60’s brought additions to our vocabulary
=such terms as walk-in, sit-in, moratoriums and love-

_ins,
. Lost in the shuffle was the simple term “faith-in”.
“ Our citizens lost their “faith-in” leadership.

Allow me to dramatizetthe situation in Hamilton
County, Ohio. The City of Cincinnati passed on the
May ballot, a.7% income tax increase. Also passed on
the May ballot was a Cincinnati School Board renew-
al of an 8 mill operating property tax levy vy, They will
follow in November with an increase of an 8 mill
operating tax levy. Hannlton County has just institut-

ed'a .5% sales tax:increase to relieve its financial |

crisis.
The City of Cincinnati settled an 1llegal 6-week

strike by agreeing to wage increases which helped -

necessitate the .7% income tax increase. At times
during the strike things were so desperate that it was
necessary to dump raw sewage into the Ohio River.

JRecently a. Cincinnati Patrolinan, Edwin Schin-

dler, was shot and criticaliy wounded while sitting in -

a patrol car at the corner of Reading and Rockdale—
the focal point of the civil disturbances which rocked
Cincinnati in 1967. A few weeks later, in_the same
area, two firemen were wounded while on duty in-
side a fire station. Both-incidents were totally un-
proveked and have significantly increaserl tension in
the entire community.

‘Governments, local to federal, desperately need to
develop a new awareness and responsiveness in

every phase of govemment As Richard Krabach,

sity Manager foxéthe City of Cincinnati has stated,
“People will pay well for good services, but wxll not
stand stil! for ml[zanor products”,

Present’ governments, whose orgamzatlonal con-
cepts are more tharMOO years old (an example is our
electoral college), are’ mfenor products ofa long-past
er ﬁ. » )
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A better informed and continually aware public is
demanding better, more responsive, faster acting,

.. and most 1mportantly, management-oriented gov-
-ernment bodies, This is the challenge to government

in the 70’s. Can we meet the challenge? I would like
to dispuss with you the manner in which one group
of metropolitan governments has approached the

70’s.
THE “CLEAR” CHALLENGE
TO‘ AMERICAN: GOVERNMENT
% IN THE 70°S

“We must ent costs.” “We have o increase ser-
vices.” Conflicting statements like these constantly
confront today’s urban admlmstrators How can we,
these men ask, hope to accomplish bbth tasks?

Cincinnati and Hamilton County, Ohio, have
found one solution in a Regional Computer Cénter.
Through wide-spread cooperation on the part of
many local jurisdictions, associations, and key in-

dividuals, the Center came into existence in 1968. It
serves 38 police departments; the City of Cincinnati

and Hamilton County. Future plans call for the ex-
tension of the Center’s service 1\\11’0 three states and
eight more counties, - > A

At present, the Center provxdes a computer-based
communicgtions and information netwoérk for the
area’s police departments. In addition, it provndes a
wide range of data processing for the City and sepa-

- rate, but-equally-varied appliciitions, fot the County.

Most: 1mportant it does thisat a savmg to all users.
OUT QF COOPERATION——THE DECISIQN
WAS CLFEAR .

‘Law enforéement cagencies in Hamilion County
are most effective today because in late 1966, they all
agreed “Yes, our problems are if many. ways simi-
lar”. This agreement eventually led to development
of Project CLEAR (County Law Enforcement Ap-

* pliéd Regionally), linking the thirty-eight otherwise

autonomous law enforcement agencies in a single
computerized information and compunications sys-
tem. CLEAR became fully operatmnal in March,

1969,

More importan t,{y, t]ze unitjue cooperative eﬁfort of
faw enforcement kad a catalytic effect on-all local

" government and brought about. one of the most

unique go vemment cammztmems In Amencan his-
tory o B
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At the same time that the police association began
to deveiop ideas about the feasibility of Project
CLEAR, the City of Cincinnati’s Department of Fi-
nance was developing a program to computerize
routine City functions. Hamilton County also en-
thusiastically joined the pioneering cooperative ef-
fort. The three projects were merged and the con-
cept evolved to establish a single computer center
that could serve not only the law enforcement func-
tion, but the many other tasks as well. It was deter-
mined that in practice, much the same information
that would be stored in the computer’s memory bank
for use in crime prevention also would have applica-
tion in the routine functions. For instance, land and

occupancy data is appropriate both for police work -

and for water and tax billings, ete.

Project CLEAR joined Projects CINSY (Cincinnati
INformation SYstem, the acronym for the system’s
team effort associated with the design and im-
plementation of programs for the City of Cincinnati)
and HAMCO (HAMilton COunty information sys-
tem which denotes the system’s effort of the team
responsible for studying and implementing projects
for the County), all three organizations contributing
to and benefitting from the information resources of
the Management Information System.

The system’s prime intent is to provide a more
accurate, more efficient and more usable record-
keeping system that eliminates duplications, yet is
able to make available needed information to all the
using law enforcement agencies. \

Thus CLEAR has developed as a multi-jurisdic-
tional facility to serve izll urban and rural govern-
ments and law enforcement agencies, regardless of
size or political boundaries, represented in the
Hamilton County Police Associaticn,

A Law Enforcement Assistance Grant from the
U. S. Department of Justice, secured in March, 1967,
made possible much of the groundwork and prelimi-
nary investigation necessary to set up CLEAR. Then
in the fall of that year, the voters of Hamilton County
passed a special .3 mill tax levy, giving their support
to the law enforcement program. This act involved
every citizen in the nation’s only special tax-support-
ed system for law enforcement.

Within, thirty days after the election, data process-
ing equipment began to arrive at the Center’s head-
quarters in downtown Cincinnati. Installation was
completed by September 1, 1968.

CLEAR IN ACTION ,

To illustrate Project CLEAR in operation; A‘police’

officer in a patrol car radios his dispatcher tqhe license
number of a suspicious vehicle he is trailing. The

_ license number is keyed into a video data terminal

and immediately the terminal displays all informa-

ticn ondfile at the Regional Comxputer Center and at-

the state and federal levels pertaining to the license,
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vehicle and its owner, plus his address and any past
criminal record. In turn, the dispatcher radios the
information to the patrol officer.

The simplicity of the system today veils the com-
plexity of planning that went into the development
of Project CLEAR.

In order to define the requirements for CLEAR, a

detailed analysis was made of the then existing tele- -

type networks, record centers, and radio communi-
cation centers in the police departments in Cincin-
nati and Hamilton County. This investigation and
meetings with local law enforcement officers and
officials of the Ohio Highway Patrol and the National
Crime Information Center led to the decision to set:
up the CLEAR system to provide information stor-
age and retrieval on a real-time basis. ‘

The system provides message switching capabili-
ties on a point-to-point, point-to-multiple-points or
on a broadcast basis, giving the various police agen-
cies the ability to-exchange administrative informa-
tion and to distribute critical data quickly. .

Approximately eighty percent of the activity with
CLEAR regards such information as wanted persons;
stolen, wanted, towed or repossessed vehicles; stolen
auto parts; stolen articles, and stolen guns. This infor-
mation is stored on disc units which are quickly ac-
cessible. ; ‘

The Criminal History File is on mass storage and
consists of arrest records, offense records, traffic acci-
dent records, gun registrations and applications, field
interrogation reports, aided cases and general condi-
tions reports. Mass storage units are slower than
discs, but the volume and nature of the data is easily
adaptable to such systems. The Criminal History
File, the first operating in the United States, formed
the backbone for Ohio Project SEARCH and is a
testimonial to the modularity of the file design con-
cepts built into Project CLEAR.

The CLEAR communications network consists of
eighty terminals for the thirty-eight police agencies,
plus computer interface linkage to the LEADS sys-
tem of the Ohio Highway Patrol and the National
Crime Information Center of the FBY in Washington,
D.Q, ' The terminal ynits are teletype terminals or
video data termina’s, depending upon the needs of
the using agencies) The teletype devices are two
types—RO (Receiyé Only) and ASR (Automatic Send
Receive).

The terminal‘configuration can be changed easily
to adjust_to néeds as they arise or to accommodate
agencies that may come into the system. The com-
puter center maintains traffic flow statistics in order
that the need for any modification might be easily
detected. : L ‘ =

Message traffic within the CLEAR system can be

categorized into three groups—(1) inquiries, (2) hew
entries or cancellations, and (3) message switching

transactions. Inquiries and message switching is an

o
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around-the-clock activity, while adjustments to the
memory bank’s information in the form of additions,
changes and deletions are handled, for the most part
on an eight-hour-per-day basis. ’

Henry Sandman, Cincinnati Safety Director, has
stat.ed that: “The CLEAR intelligence and communi-
cations network is the most advanced police tool
since the introduction of police radios in the 1920’s”,

CLEAR: HARDWARE AND SOFTWARE
CAPABILITIES

Hardware Specifications

The CLEAR system consists of a_fully duplexed
RCA Spectra 70/45 system. Data files are Znainlt?ained
on both disc and mass storage units. The communica-
tions capability will faciiitate forty-eight (48) com-
mon carrier lines with the following terminal de-
vices:

18—RCA 70/752 Video Data Terminals—1200 Raud

35—ASR MOD 35 Teletype Terminals—150 Baud

30—RO MOD 28 Teletype Terminals—75 Baud
2—IBM 360-40 Computers—150 Baud.

Software Specificah’oﬁs
The software criterion for CLEAR was established

-to permit the design of a system with a modular

approach to both the communications and data' file
environments for ease in expansion into other law
enforcement sreas and to be able to use any software
dgvgloped in non-police applications. To accomplish
this interaction programs were developed and inte-
grated with vendor software. The primary parts of
the executive system are: .

1. A communications executive routine which controls the

computer and line program environment beyond that
which the vendor supplies. Y

2, A file executive routine which facilitates all searches and

updates while maintaining file security in a multi-program-
ming mode.

3. A scheduler routine which controls the CLEAR processing

environment outside the confines of the vendor supplied
software.

4, User‘ or .applicatzbn Dprograms to-interface with the com-
munications, file and scheduler to perform all necessary
background tasks.

The CLEAR scftware was carefully designed to in-
corporate the following characteristics:
Own multi-programming capability.
Re-entrant program capability.

Pynamic queueing for all aspects of the sys-
em.

Macro capability. & ’

Facilitate a wide range of terminal equipment
as needed.

Modular file concept for the addition of both
data bases and indices as needed.

Full back-up restart capability-with both the
communication and file environments. 5

N gk Lo

Operating Specifications

Project CLEAR'’s operating requirements were ul-
timately defined as;

1. To provide a message switching capability within
the CLEAR system for instant cornmunication. be-
tween terminals. The destination of a message may
be routed to single or multiple terminals at the oper-
ator’s discretion. This includes area and all terminals
broadcasts.

2. To provide a comprehensive central repository of
information which can be updated and searched in
a real-time environment. The data files now availa-
ble on the CLEAR system are defined in the CLEAR
File Content Chart. .

3. To provide computer-to-computer communications
to interface with the Law Ehforcement Automated
Data System (LEADS) which is a computer based
police {nformation system maintained by the State of
Ohio. Access to this system provides CLEAR termi-
nals with the following capabilities:

a. Message switching to all terminals on the LEADS
Law Enforcement Teletype Service (LETS) and
the Michigan Law Enforcement Information
Network (LEIN) systems by means of the LEADS
computer.

b. Access to the-data bases maintained by the
LEADS system (See CLEAR File Content—Ohio
Highway Patrol).

¢. All searches and updates in the CLEAR system
that meet the criteria for search or update in the
LEADS system are handled aufomatically by the
CLEAR system.

4. To provide a computer-to-computer communica-
tions interface with the National Crime Information
Qenter (NCIC) which is a computer based police
information system maintained by the FBI. Access to
this system provides CLEAR terminals with the fol
lowinsg capabilities:

a. Switching of messages to the NCIC system for the
purpose of performing any update to NCIC files
not within the CLEAR system such as the locate
ﬁ:nction, updates to the securities and boat files,
ete. -

b. Acgess to all data bases maintained by the NCIC

system.

¢. All searches and updates in the CLEAR system

that meet the criteria for search and update in

the NCIC system are handled automatically by
the CLEAR system,

5. Provide a data collection and processing capability
to enhance the following areas:
a. Management information to assist in administra-
tive decision-making by providing a wide variety
‘ of accurate and timely reports at all levels,
b. Resource allocation.

¢. Command and control capability.
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; CLEAR FILE CONTENT

_ File Name and Contents
Arﬁcle File—5 thousand

A. Stolen Properr{ lost, ete.
ns—stolen, tos
g: “x::‘;%ns recover‘ed in connection with unsolved crime.

Warrant/Waonted File—25 thousand

A. Warrants el .
- B. Temporary felon wanis
c. Watf'ed persons for which a warrant

t
D. g:z::t\d:; revoked and denied drivers licenses

E. Known police characters such as gong. memb
* - cotic offenders.

Vehicle File—10 thousand

A. Stolen Vehicles ot
or missing plotes .
21 §I':‘Il:cges belonging to known police characters
D. Wanted vehicles
E. Stolen auto parts with serial number
. Repossessed vehicles
G. Towed or impounded vehicles.

Name History. File—2 million plus

A. “Arrest and Convictions

B. Traffic Accident Reporls

C. Field Interrogation Reports .
D. Offense Reports

E. Gun File
F. Minor Accident or Aided Cases

G. General Conditions Report

H. Vehicle Inspechoh Lane Data.

Ohio Highway Patrol Files—Statewide
A. Regnstmhon File

8. Drivers license File {Brivers record)
C. Vehicle File.

a

has not been issued, run-aways,

ers, puarolees, sex and nar-

Real-Time Search and Access By:

A. Serial number " .
8. Unserially numbered stolen property wil

| be listed and distributed on a
background basis. .

A. Name and additional data.such as date of birth, sex and physical descrip-

tion

.. B. License plate aumber

C. Drivers license number
D. Social Security number
£. Vehicle tdentification number.

A. License plate number
B. Vehicle identification number
C. Serial number.

A. Name and additional data such as date of birth, sex and physical descrip-, /
tion /

8. Ucense plate number

C. Drivers license number

D. Social Security number

£. Vehicle identification number

F. Seal number.

A. License plate number

B. Vehicle identification number
C. Operator's license number
D. Social Security number.
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CLEAR A FUTURE NECESSITY FOR
COMMAND/CONTROL

The need for improved methods for dispatching
and assigning mobile personnel in the field has been
obvious to police administrators for some time.
Under normal circumstances, police departments
spend more than sixty percent of their budgets to
man}gam mobile forces in the field for call-answering
service and crime prevention activities. T The CLEAR
system will significantly i 1mprove the control and use
of these mobile resources.

In addition to providing assistance to the dnspatch
function within the police departments, the system
through its remote terminals at the dispatch loca-
tions will serve as an on-line data collection device
for the entry of performance information relating to
the use of patrol forces which, in turn, may support
the command and control function and long-range
planning for allocation of resources.

A recent file package enhancement designated by
the acronym SIAM (Street Intersection Access Meth-
od) will provide the complex file handler and data
base for the Command/Control system. The
capabilities and ﬂexnbxhty of thls software package
are overpowering.

Much information stored in a Management Infor-
mation System is accessed by premisé address. This
information must be entered into a computer storage
location on the basis of the premise address. The

computer storage 1ogaitions may pertain to individual,
addresses, city blocks, census sub-tracts, or other™

groupings. The desired groupings may be different
for different sets of computer records within the sys-
tem. For example, one file of records may divide a
geographic area into blocks, while another file of re-
cords divides the area into school districts.

The process of converting premise addresses to.

other geographic areas has traditionally been per-
formed by use of maps, directories, and other aids to
an essentially manual process. Street and Intersec-
tion Access Method (SIAM) provides a fully automat-
ed alternative to this process. It provides the ability
to define, access and update data files on the basis of
premise address. ,

Records are accessed by specifying a street name
and address. A record may be accessed by only one
premise address or by many different premise ad-
dresses.

Some data may be identified by an intersection,
rather than premise address. These data may be
grouped with premise address data, or may be
placed in separate records. Records may also be re-
trieved by references to intersections. The intersec-
tion is described by the names of the streets which
Cross.

Although premise address is the basic descnptor
for access of data files generated by SIAM, other de-
scriptors of a record may be used for retrneval These

- .
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_descriptors of a record are called secondary identifi-
ers. Each secondary identifier forms a secondary in-
dex. An index refers to a single data file. It can be
either a one-to-one index, or a one-to-many index,
depending on the characteristics of its identifier. A
one-to-one index contains a unique value of the iden-
tifier for each record in the data file. Such an index
might reference census sub-tract numbers for a data
file containing one record for each census sub-tract.
A one-to-many secondary index identifies several re-
cords to be accessed, on the basis of a single value of
the sécondary identifier which describes all the re-
cords. Such a one-to-many secondary value might be
census tract number for a system in which there is a
record for each census sub-tract. In such a case, the
tract number would identify records for all sub-tracts
within the census tract. SIAM would present all re-
cords for the tract sequentially to the user processing
program,

@ SIAM can serve as the base of a large number of
police applications. Computer-based command and
control systems rely on the capability to return
promptly the location of a given premise address. In
addition, SIAM may be used to maintain auxiliary
data such as intelligence information, which may be
required by a command and control system.

A manpower resource allccation system requires
SIAM’z-chilities to maintain a geographically dis-
trJuuted ddlta base of patrol activity. Such a system is
of value in the study of many problems such as beat
design.,

Geographically differentiated data are of 'value in
many areas of police mvesugatlon Systems which
record the incidence of crime, are valuable in deter-

" mining enforcement and patrol policies. Data lsases

incorporating field interrogations and detailed crime
records are a valuable enforcement tool.

SIAM is actuaily a set of macro subroutines which
have built-in flexibility to establish, on instruction,
secondary indexes for special statlstlcal reporting or

analysis of the primary data base and a multitude of *

sub files appended to it.

SIAM retrieval programs may be used by pro-
grams written in either assembly language or high
level languages. From assembly language programs,
SIAM is accessed in the same manner as other system
I/O support routines. The same macro instructions
will be used when system structure allows. Flom
high level languages, subroutine linkages will’ \\f*

used for each SIAM retrleval function,

CLEAR: CRIMINA».«\]USTICE

With the powerful (CLEAR information resource
as the foundation, the Eremendous benefits of a com-
plex’Criminal Justice Iformation System can now be
made available to the tri-state region. Systems de-
signs are now underway,

A Cr\'\minal Justice Information System is basically
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an information retrieval system encompassing three
separately organized parts—the police, courts, fmd
correctional institutions. Although each has a distinct
task, the parts are by no means independent of one
another. The actions of each have a direct effect
upon the activities and responsibilities of the others.
The courts must deal, and can only deal, with those
whom the police arrest. The business of correction is
with those delivered by the courts. How successfully
corrections reforms convicts determines whether
they once again become police business and influ-
ences the sentences which permit reforming and re-
organizing any part of prpcedures within the system
and also affects all other parts of the procedures.
Furthermore, the criminal processor method by
which the system deals with individual cases, is not
a dissimilar mixture of random actions. It is ,rather.an
orderly progression of events, some of which, like
arrest and trial, are highly visible and some of which,
though of great importance, occur out of public view.

" The Criminal Justice Information System will en-
compass all of Hamilton County and can easily be
expanded to a tri-state region. It will have the capa-
bility of communicating data of this nature vith any
system at the state or national levels, both automati-
cally and upon request. .

The major functions of this Criminal Justice Infor-

mation System are to:

1. Increase signiﬁcaﬁtly the amount of comprehensive infor-
mation available to decision-making elements within the
system-

9. Performirecord keeping and clerical tasks to free personnel
for morejmportant duties, and

3. Collect,s.%re, and disseminate these data as required by the
system. !

puter Centey to provide both the courts anq correc-
tions with a oﬁ)\mprehensive management informa-
tion system. ’ ‘

Any data processing system is governed and con-
trolled by data, used as input, and reports aqd action
which are output. In a CJIS these two ingredients are
better described as arrest and release. The system
will track individuals through the entire criminal jus-
tice system from the time an individual enters the
system, by being held for investigation or arrested,
until eventual release. Each step along the system
flow will be recorded by either the:

—Police, which would include investigation, ar-

“ rest and booking. This information would then

be fed into the police and court MIS and cor-

related with other inputs to produce the UCR

reports, patrol beat workload and performance,

crime occurrence by beat, precinct, etc., and

begin scheduling court and prosecution work-
loads.

— Prosecution, which would provide input such as

initial appearance, delays, and preliminary hear-

Full develognent should permit the Regional Com-
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ing. This information, along with that put in by
the police, would then become active in assign-
ment of judges and courtrooms, scheduling of
preliminary hearings, pre-trial conferences, and
trials, and the monitoring of attorney workloads
and schedules.

—Courts, which would provide input concerning
hearing, grand juries, arraignments, trials, guilty
and not guilty pleas, and sentencing and fines.
This information would be used for extensive
case monitoring and history, and be made a part
of the court MIS. .

—Corrections, which would provide input relating
to probation and subsequent revoqatiops, con-
finements, parole and subsequent violations, jail
populations and scheduling for possible parole
and eventual release. '

The purpose of gathering and maintaining these data
is to prepare statistics and attempt to smooth the
flow of persons through the system and reduce the
costs by eliminating delays and permitting better
utilization of personnel. ‘

FROM DATA PROCESSING TO DATA

MANAGEMENT

While the CLEAR system is the most highly ac}-
vanced activity of the Regional Computer Center, it
is not the unit’s only task. The fundamental design
concept of Time-Sharing gives the Center.thg capa-
bility to perform for all government agencies in Clx}-
cinnati and Hamilton County. Further, a dramatic
projection of data management has been introc_luced
by the Center called Data-Sharing. An extension of
the data bank approach, this concept represents a
“new dimension” in data processing utilization and
effectiveness, ‘

Through employment cf Time-Sharing techniques
and by establishing common data banks, the Re-
gional Computer Center gains maximum effecpve;,.,,
ness and utilization for all possible using agencies{ >

Time-Sharing considers that users normally take
from ten to thirty seconds to think before entering
commands on a terminal and with the command tak-
ing but a fraction of a second to execute, it is pogsible
for the Center to service a number of users simul-
taneously. Internally, of course, the requests are
taken serially; but due to the actual short execution
time, responses occurring within seconds give each
user the impression that he has exclusive access to
the processor. p )

Data-Sharing is designed around the concept that
at least half of all records of the City of Cincinnati
and other county governments are the same. These

“mclude such data as property records, payroll and
accounting procedures, and legal records. Therefore,

. when this information is available at a central com-

puterized source, massive duplication and mginte/—
nance effort is eliminated. Elimination of this dus

&
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plication more than pays for the Center itself.

With the Regional Computer Center as an infor-
mation utility for data management, many govern-
ment agencies share computer power and software
technology without sacrifice to individual autonomy.
The most direct benefit is realized by the citizens
served by the Center both in Cincinnati and Hamil-
ton County.

As further progress is made in data management
through computers, it becomes more and more evi-
dent that the key to success is in software.

~ The auxiliary services of the Regional Computer
'Center operate within the Management Information

. System, providing each manager at every level of

government data to assist him in decision-making.
Through this system numergus projects of benefit to
the community have been or presently are being
developed which take advantage of all the social,
environmental and economic information available
in the computer’s memory bank.

WHAT IS A MANAGEMENT INFORMATION
SYSTEM?

A Management Information System, simply, is an
organized method of providing each manager, at
every level of government, with all the data and only
that data which he needs for decision, when he needs
it and in a form which aids his understanding and
stimulates his action. A MIS System:

1. Considers the full effect of a decision in advance by supply-
ing complete, accurate and timely data for use in the plan-
ning and decision-making processes.

2. Eliminates from the planning and decision-making pro-
cesses the problems associated with the use of inconsistent
and incomplete data by providing a meansfor“preparing
and presenting information in a uniform manner.

3. Uses common data and methods in the preparation of long-
range and short-term plans,

4, Identifies, structures and quantifies significant past relation-
ships through the use of advanced mathematical techniques
in analyzing data:~

- 8. Merges financial and operational data to produce significant
measures of performance to facilitate control of present
costs and to facilitate planning decisions with minimum
processing of data.

6. Recognizes the needs of all agencies so that the require-
ments of each are met with a minimum of duplication while
serving the Regional Governments as a whole,

7. Reduces the time and volume of informatipn required to
make decisions by reporting to gach level ¢f management
only necessary degrées of detail and usually only the excep-
tion from the standard or norm.

8. Utilizes personnel and data processing equipment effective-
ly so that the optimum in speed and accuracy is achieved at
the lowest cost,

9. Requires that the data be presented to those responsible for
the decision-making and planning processes in a form
which minimizes the need for analysis and interpretation.

10, Provides flexibility and adaptability to change.

, The concept of management information is one
that would be equally valid if the organization were
small or large or if the data were obtained and proc-

essed through the most simple manual means or
through the most sophisticated computer.

The level of intelligence made available by the
correlation, quantification and mathematical ana-
lyses of data extracted from the many significant in-
formation sources, drawn together in a time-sharing
environment, establishes an awesome responsibility
for the Regional Computer Center to effectively and
accurately apply this power to the best advantage of
the community. In order to handle this responsibili-
ty, the Regional Computer Center Management In-
formation System has been designed to permit the
implementation of six subsystems, each with an in-
dividual responsibility for a segment of the total
Management Information System.

I would like to now discuss the organizational con-
cept of the Regional Computer Center Management
Information System. The Control Board, which is the
governing body of the Regional Computer Center, is
respounsible for determining the fiscal policy with the
Regional Computer Center. By ertactment of a City

1 Ordinance and a County Resolution, the following
members participate on the Control Board for the
Regional Computer Center: the City Manager,
County Administrator, City Finance Director, Coun-
ty Auditor, County Sheriff, and the Safety Director of
the City. The organizational concept of the Regional
Computer Center is that autonomous government
agencies share a management information system. It
s the only center of its type in the United States—a
political milestone. ’

A Priorities Committee is responsible for the coor-
dination and interrelation of the many projects as-
sociated with the Management Information System.
The members of this committee are selected because
of their responsibility for development of the long-
range policy and plans of local government. The pri-
mary responsibility of the Priorities Commiittee is to
control, organize, guide, plan, direct and evaluate all
information subsystems with relation to each other
and the long-range goals of regional management.

Each of the six information subsystems is served by
an Advisory Committee made up of men in local
government, industry and commerce selected be-
cause of their basic relation or interest, as an in-
dividual or a company, to the respective subsystems.
In this manner, the Regional Computer Center is
able to command the advice and experience of out-
standing citizens of the region in formulating the
develbpment and implementation of the framework
of the Management Information System.

The basic goal and purpose of the Management
Information System for the Regional Computer Cen-
ter is, therefore, to advise and promote the develop-
ment of a decision-oriented Management Informa-

tion model which will permit evaluation and analysis -

of the resources of Cincinnati/Hamilton County, and
the tri-state region.
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'MANAGEMENT INFORMATION SYSTEM
~ INFORMATION SYSTEMS DETAIL

\ HEALTH v
" INFORMATION INFORMATION |
INFORMATION ) v
SYSTEMS SYSTEM
i Public Health
gﬁ(c:l(;:;it:;g General Hospital
Cash Flow Drake Hospital ’
Investments Dunham Hospital !
Purchasing - Inspection Licensing
Inventory Control Patient Care
Federal Grants Vital Statistics
Industrial Level
Research Capacity POLICE
Capital Improvements SYSTEMS
Fiscal P.P.B.S. ‘ .
ll:grs(i:l)lnpse;ssgrlrx:se : Law Enforcement .
Treasury Management (Iig::l;:fis

Revenue Management

ENVIRONMENT
~ INFORMATION
© " SYSTEMS

3

Water Distribution
Transportation
Highway—Expressway
Traffic Engineering
Public Utilities

Water, Air Pollution
Recreation, Parks
Library

Government’ ‘
Solid Waste Treatment
Fire Prevention Protection

" LAND
INFORMATION
SYSTEM

Culdata
Land Use
Buildings

OKI Trans. Study . o,

County Auditor
County Recorder
Regional Planning
Inspections

Real Estate Appraisal
Real Estate Tax
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Vehicle Inspection

Ohio Highway Patrol

Bureau Motor Vehicles

NCIC

SP.CA. .

Command Control

Corrections

Ohio Dist. 13 v
Crime Commission

Kentucky State Police

Northern Kentucky Crime
Commission

Louisville-Jefferson County
Kentucky Crime Commission

PEOPLE -
INFORMATION
* SYSTEM
Income Tax
Board of Education .
Manpower/ Employment
Census
Relocation Rehabilitation
Welfare
Population Projection
Civil Defense
CAl

= ot

4

All systems objectives and information sets are
categorized for the Management Information Sub-
systems described on the Information Systems Detail
Chart describing the six subsystems whnch are:

The Economic Information System !
The Environment Information System

The Land Information System

The Health Information System

The Police Information System

The People Information System.

2 ol ol o

Through the use of the talent, equipment #sd in-
formation available through the Regional Computer
Center, the Management Information System seeks
to optimize the resources’of this area through mathe-
matical modeling, review, evaluation and refine-

-ment of data, and by stimulating and cultivating in-

formation sources. From this powerful base, City and
County management can evaluate the growth by po-
tential of every parcel, block, tract or segment of this
region and guide individuals, industries and manage-
ment to the optimumn investments within Hamilton
County for locating businesses, establishing parks,
deve[opmg transportation, promoting water, power
and, in general, optimizing the development of the

. most economically sound and culturally balanced
community through computer analyses of its total '

environment and capacity,

The value and accomplishments of the Manage-
ment Information System to the Regional Computer
Center and to the region will be totally dependent
upon the sensitivity, awareness and responsiveness
of Advisory Committee members charged with the
long-range planning and policy for the region. In
order to achieve complete effectiveness, both sides
of this two-way street must be completely consid-
ered. That is, regional management must be continu-
ally aware of the social, environmental and economic
information available in the decision-oriented Man-
agement Information System and either apply or ad-
just these long-range goals to coincide with the long-
range plans of the government and prepare to maxi-
mize the utility of the power available to the region.

The value of the data base and information re-
sources available to support Project CLEAR, through
the Management Information System concept, is un-
limited. Instantaneous availability of data such as this
is a fundamental by-product of the information base
and can only be made possible in a concept such as
a Management Information System. Data processing,
dedicated only to a police information system such as
the many others being implemented throughout the

country, cannot take advantage of these tremendous
information resources which also provide significant
savings to alll -

CONCLUSION
The judicial system is the-backbone of our demo-

cratic process, All government resources must be

marshalled, dedicated and committed to the devel-
opment of advanced technological procedures paral-
leling the scope and complexity of our accomplish-
ments in space.

We must upgrade our judicial process to-a level
current with space-age technology. At the present
time, this antiquated system is a haven for those who
wish to undermine our judicial system—our demo-
cratic process. A national system for criminal justice
must be developed to strengthen and stabilize de-
mocracy. &

Too much of the system is physically inadequate,
antiquated or dilapidated. This condition goes
beyond the obvious obsolescence of many correc-
tional institutions and the squalor and congestion of
many urban lower courts, which make it difficult to
treat defendants or convicts humanely. The system’s
personnel often must work with poor facilities: re-
cord-keeping systems that are clumsy and ineffi-
cient, communications equipment that makes
speedy action difficult, and an absence of all kinds of
scientific and technological aids. Furthermore, in
few States is there the variety of correctional facili-
ties that could make a variety of correctional pro-
grams possible. Most institutions are almost entirely
custodial in a physical sense—with high walls, locked
gates, and barred windows. New kinds of institutions,
less forbidding in character and situated within reach
of the community, are an immediate and pressing
need.

Probably the single greatest technical hmltatlon
on the system’s ability to make its decisions wisely
and fairly is that the people in the system are often
required to decide issues without enough informa-
tion. A policeman who has just set out in pursuit of
a speeding and suspicious looking car should be able
to get immediate information as to whether or not
the car is wanted; a judge about to sentence a crimi-
nal should know everything about him that the po-
lice know; and the correctional authorities to whom
the criminal is delivered should know everything
about him that the judge knows. When they make
dispositional decisions, judges and corrections offi-
cials should be able to draw on the experience of the |
system in dealing with different offenders-in differ-
ent ways. Existing procedures must be made more
efficient and new procedures must be devised, so
that information can flow more fully and swiftly
among the system’s many parts.

The Regional ‘Computer Center of Hamilton
County and the City of Cincinnati has made a signifi-
cant thrust forward in developing a computerized
criminal justice information system as an integral
part of a total community management concept.

Overlooking political and geographical differ-
ences, the men who helped establish the center and
who cooperate in its operation truly have shown
their concern for their own jurisdictions by cooperat-
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ing with others.

ln'gI‘he establishment of the Regional Computer Cep~
ter—Project CLEAR—represents a mnl.est.'one in
local government cooperation. But that is just the
beginning. It is now apparent that the potential for
use of the center is almost unlimited.

88

As Mr. Anderegg, the Hamilton County Adminis-
trator, put it: “The precedent established by many
communities working together for a common g.oa}l
may in the long run prove to be the greatest dwx’:
dend derived from the Regional Computer Center.

Gentlemen, the challenge to Government in ’Ehe.
70’s which our people now demand is “CLEAR”.

o .

-

NAME SEARCH TECHNIQUES

by Robert L. Taft, Principal Analyst

Computer Usage Compan
N:w York, New Yo?l: Y

This presentation outlined the results of an exten-
sive study of names and name searching techniques
recently completed at the New York State Identifica-
tion and Intelligence System, 3

The initial phases of the study developed frequen-
¢y distributions of the population contained in the
computerized criminal history files at NYSIIS. Four
basic distributions were developed. These were—

1. Frequenty distribution of surnames

2. Frequency distribution of given names

3. Frequency distribution of variations in sur-
names

4. Frequency distribution of variations in given
names :

Using these files, an analysis of the nature and
causes of variations in names was made. Following
this, twenty-three known methods of coding names
(SOUNDEX, Consonant Coding, etc.) were evaluat-

* ed. The coding procedures and statistical results for

each of the methods are included in the report.

During the study, a new method of name coding
was developed (the NYSIIS Method). This method
offers significantly higher reliability than any previ-
ously known method while retaining desirable
grouping characteristics.

The study also resulted in the development of a
weighting scheme which permits direct evaluation
of the probability that a file entry is a true match to
a search argument. This permits the selection of the

- most probable match from s file.

The full report is available from Project SEARCH

under the title—“Name Search Techniques”—Spe-
cial Report #1.
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' SUBJECT-IN-PROCESS: A DYNAMIC INVENTORY
OF A CRIMINAL JUSTICE PROCESS

3

P

by James W, Stevens .
Assistant Director -
The Institute of Urban Studies
The University of Texas at’ Arlington
Arlington, Toxas

The fact that very little central coordination exists
for a subject’s progress through the criminal justice
system from arrest to final release is well document-

ed, In few instances are all agencies involved with-
the process able to locate the same individual or able

to produce identical information copcerning previ-
ous steps in the process. Many officials have argued
long and hard for some type of central index which
could provide operatmg officials with the data they
-need for managing each individual and, yet, a system
which would produce information ort the total crimi-
nal justice process to allow informed management
decisions.

A step in this direction was taken with the proposal
to develop and 1mplement a “subject-in-process”
trackmg system in Tarrant County, Texas, as the
state’s part in Project SEARCH. The prOJect will
achieve the following:

1. It'will demonstrate that the subject-in-process concept is '
technically possible and will show the utility and value of -

such a system to the criminal justice community. An inte-
grated information system will make vitally needed infor-
mation on events occurring within cne agency available
almost immediately to officials responslble for the adrqnms-
tration of justice.

2, Havingarecord of each accused felon's movement through
the various criminal justice agencies will provide data for
the systematic evaluation of the over-all system. and the
efficacy of the various programs and policies of the mdmdu—

- al agencies.

8. This project will provide a vehicle for the gathering of
knowledge and the training of personnel, thus allowing the
expansion of such a system to a larger area or to other
jurisdictions.

4. The subject-m-process system will also provide data which
will assist in agency decision-making with regard to such

‘'management matters as the allocation of agency resources
(personnel, equnpment and so forth).

Basically, the pro_]ect will result in the development
of a tracking system which will establish a data file on
each adult charged with committing a felony in Tar-

rant’ County. This data file will be updated as the

individual moves thrgagh the criminal justice system
toward his eventual exit, thus providing a record,
current at any given time, of the individual’s status
within the system and automatically creating a com-
plete criminal history of this transaction upon the
subject’s exit frorn the system.

Addressmg 1tself to the subjectqn-process concept/f

7

{
the Assessmient of Crime Task Force of the Fresi-

dent’s Cpmmission on Law Enforcement stated:

. there is . . . an urgent need for information concern-
ing the criminal justice system as a wholz. The delay in-

volved in the criminal justice process, for example, may look "~
quite reasonable from the viewpoint of each separate agency |
but wholly unreasonable from the viewpoint of the individu- ..
al person forced to run through the whole system. There are,

in addition, various points in the system where similar func-
tions are performed by different agencies, parole and proba-
tion, for example. Only through knowledge of the whole
system can performance regarding these kinds of functions
be evaluated. {p. 127)

An effective subject<in-process system will reQuire

" the cooperation and interest of criminal justice agen-

cies of all types—police, courts, corrections, parole,
probation—and at all levels—local, state, and federal.
The persons covered will be limited to those accused
or convicted of committing felonies within this geo-
g:‘laphlcal jurisdiction and will be further limited to
adults

The resulting computerized systera for trackmg
subj\=cts of the criminal justice process should be dis-
tmgulshed from the National Crime Information
Centér since these two systems will be very differ-
ent. The National Crime Information Center (NCIC)
contains information on wanted persons and objects
and cax‘.\\ provide immediate information’ for opera-
tional uses. However, whenever an object or person

is located\, th¢é NCIC does not maintain data which

could tell'an official what progress the accused felon
has made \through the criminal justice system. The
subject-in-process tracking system would: provide
such information.

The NCIC regional connections are being handled
by the North {{entral Texas Crime Information Cen-
ter (NCT/ CIC) \Adyisory Committee which will be

kept informed O\the progress made in the project. It
t

is expected tha the system developed in Tarrant
County will even ually become a reglonal system
and that it will supplement the coverage already
provided by the NCTI CIC. Eventually, both systems
could be merged at the regional level and connec-

" tions made to the Tex‘\gs Crime Information Center

(TCIC) whxch is presen{ly in the planning stages.

TEXAS PARTICIP: ATIO\N IN PROJECT SEARCH

Texas became a PmJect* SEARCH participant state
on January 1, 1970, afterﬂsxx months as an observer
state. The Texas Criminal Justice Council (CJC) was
desigriated staté SEARC) H coordinator; Mr. Hugh

McLeland, Program Director for Research and De-

);‘ e
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velopment, Texas Criminal Justice Council is Texas’
representative on the National Project. Group: .

Responsibility for the criminal justice sta}tlstxcgl
systern component of Texas’ participation in
SEARCH rests with the Criminal Justice Council and
Mr. Peter B. Kleck, Program Director for Science
and Technology. This component requires the devel-
opment of 250 complete criminal history records for
a demonstration of the capability of states to gener-
ate transaction-based criminal justice statistics.

The North Central Texas Council of Governments
was designated by the Texas Criminal Justice Coun-
cil to direct the special project proposed for comple-

tion in Texas. After extensive discussion and negotia- -

tion with the Texas Criminal Justice Council sta.ff,
development and testing of a prototype‘sgbject-m-
process tracking system was proposed. This‘coverage
of the criminal justice process has been proposed as
a subsystem of the Texas Crime Information Center;
the Tarrant County project will serve as a test of the
feasibility of this subsystem and also as thg deyelop-
mental grounds for working out difficulties in the
original conceptualization.

PROJECT COMMITTEES

The North Central Texas Council of Governments

(NCTCOG) has appointed two committees to gdyise
and assist during the project. The Regional Cr;mlpal
Justice Information'Systemn Committee will funct:zon
in an advisory and observer capacity. The Project
Committee will be a working group whick will par-
ticipate in project decision-making, evaluation, and
implementation.
Regional Criminal Justice: Information System
Committee. This committee is composed of re-
presentatives of communities within NCTCOG’s
ten-county region. The general responsibility of the
Committee is to observe the progress and results of
the demonstration project from a regional perspec-
tive. Because of the possible statewide implications
of the research, the regional committee includes rep-
resentatives from cities and counties in other parts of
_the state; they were asked to join in the committee’s
observer role and to offer advice and assistance
wherever possible.

The tasks of the regional committee will be deter-
mined by the committee itself as the project pro-
gresses; initially the following are suggested as guide-
lines for committee activity:

1. Examine the possible applications of the system in the North
Central Texas region as well as in other metropolitan areas
in the state.

2. Anticipate problems which could arise in developing the
system on a region-wide basis, Suggest alternatives and solu-

3. lt\:i(::r:ast. periodically during the course of the projggt with
NCTCOG representatives and members of the project staff

to discuss the progress of the project, Offer advice and as-
sistance as appropriate, '
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Tarrant County Project Committee. This committee

will be composed of representatives from Tarrant

County criminal justice and related agencies which
will cooperate with NCTCOG in the project. The
committee will be a working group which will pro-
vide detailed as well as general directions to project
staff members. A primary function of the group will
be to represent the needs and interests of Tarrant
County criminal justice agencies to NCTQOQ anfl
the project staff. In carrying out this responsibility, it
is anticipated that the committee will perform the
following tasks: ’

1. Provide recommendations concerning system security.

2. Examine the reporting forms and procedures recommend-
ed by the project staff from the viewpoint of the reporting
agencies.

Review system design and suggest modifications.

Provide liaison with criminal justice agencies throughout
Tarrant County,

Promote interagency coordination and cooperation.

Meet regularly with representatives of NCTCOG and mem-
bers of the project staff to review project status.

2R S

In general, both committees will participate as much
as possible in all phases of project dev.elopme_np
Since cooperation and coordination of project activi-
ties are of the utmost importarice in achieving a test-
able system within the time alloted, much can be
gained by edrly committee evaluation and participa-
tion in system design and implementation. In .addl-
tion, since committee members are represeqtatlve of
operating agencies, it is expected that all interests
can be effectively considered in initial system struc-
turing and that problem areas will be readily appar-
ent prior to an extensive investment of resources.

STATE COMMITTEES

In 1970, a Task Force on Criminal Justice Reports
and Records was created from the membership of
the Texas Criminal Justice Council. The prescril?ed
purpose of the Task Force was to study criminal jus-
tice reporting procedures in Texas and to make rec-
ommendations for a mandatory reporting system
that would be essential for operation of the Texas
Crime Information Center (TCIC). The work of the
Task Force is supervised and directed by an Execu-
tive Committee, which also appointed the group’s
Technical (working) Committee. The Techn‘ical
Committee, chaired by Peter Kleck of the Criminal
Justice Council Staff, is made up of pex:sonpel from
representative state and local criminal justice agen-
cies. oo

As set forth by the Criminal Justiée Council, the
objectives of the Technical Committee are as follows:
Analyze present reporting procedures.

Recommend reporting statutes to the state legislature.
Design a model system for uniform reporting—data need-
ed, types of reports, forms design and instruction manua!s.
Demonstrate recommendations under Project SEARCH in
Tarrarit County, N
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Functionally the Technical Committee is divided
into three subcommittees assigned to the areas of
Law Enforcement, Prosecution and Courts, and Cor-
rections. The ad hoc Committee for Criminal Justice
Reporting Law has been given the task of preparing
-amodel uniform mandatory reporting statute to pro-
vide the data input for TCIC.

The Task Force objectives and the project goals
overlap to a great degree. The work of analyzing
present reporting procedures in Tarrant County, de-
termining data needs, and designing model forms
clearly coincides with the statewide objectives estab-
lished by the Criminal Justice Council for the Tech-
nical Committee. For this reason the local project
will utilize the recommendations made by the Tech-
nical Committee. At the same time the Tarrant
County participant agencies are in a unique position
to influence state criminal justice reporting deci-
sions. The research and analysis for the Project will
be used in the design of a model mandatory report-
ing statute and a model system for uniform report-
ing.
If duplication and wasteful overlap are to be avoid-
ed, it is essential that there be close contact and coor-
dination between the State Task Force and the Tar-
rant County Project. Dr. James Stevens, a member of
the project staff, is a member of the Technical Com-
mittee and Chairman of fhe Implementation sub-
committee, He will provide liaison between the two
groups. In turn, the Technical Committee will pro-
vide project personnel with copies of its reports and
recommendations. Peter Kleck, Chairman of the
Technical Committee and Criminal Justice Council
Director for Science and Technology, will serve as an
ex-officio member of the local committees.

RESEARCH AND DEVELOPMENT ACTIVITIES

As indicated above, the North Central Texas Coun-
cil of Goyernments was the grantee under the Pro-
ject SEARCH involvement of the Stsite of Texas, Mr,
Fred Keithley, Director of Criminal Justice,
NCTCOG, is the regional project director and is re-
sponsible for ensuring coordination and implementa-
tion of the project as outlined in the grant proposal.
Mr. Keithley’s role is one of supervision and direc-
tion, thus allowing the degree of objectivity and de-
tachment essential for regional monitoring  and
evaluation of the project.

INSTITUTE OF URBAN STUDIES

Specific research and developmental activities
were contracted to The Institute of Urban Studies at
The University of Téxﬁt*ﬁ?lington and to the City
of Fort Worth. The scope of services listed for the
Institute of Urban Studies includes the following:

1. Prepare and publish a detailed study design and explanato-

ry material for dissemination te organizations involved with
the design, development and implementation of this

project. This will include statements of objectives, me-
thodology, time schedules, and final products to be expect-
ed.

Provide supervision for the project,

Coordinate and refine current systems analyses to specify

reporting variables,

Design and guide the implementation of reporting and data

gathering methods for file creation and maintenance.

Supervise the collection of data on offenses and offenders

within Tarrant County for a six-month period.

Participate with the City of Fort Worth to that extent possi-

ble in the development of the software package for the

subject-in-process subsystem of the Texas Criminal Justice

Information and Communications system, )

7. Supervise the creation of a communications system for the
purpose of providing a data base for inquiry and statistical
analyses of a criminal justice system,

8. Provide on a demonstration basis statistical and manage-
ment information on offenders from the tracking system to
agencies involved in the development of the system to de-
termine uses of data and to test system structure,

9. Document methods and procedures of the project.

10. Coordinate with the Planning Agency Staff and any com-
mittees it may specify in the performance of all the forego-
ing work and submit monthly reports on progress.

11, Provide 500 copies of a final report describing project de-
velopment and explaining successes and failures. This re-
port will include information on organizations involved,
procedures developed for project implementation, forms
designed for data input, instruction manuals prepared for
system implementation, and an evaluation of system func-
tioning.

S gt s N

Dr. James W. Stevens is the Institute’s project direg-
tor and is project manager for the North Central
Texas Council of Governments. Dr. Allan K. Butcher
of the Institute staff is charged with responsibility for,
coordinating the criminal justice field research and’
implementation insofar as operating agencies are
concerned. Mr. Gerald S. Tyson is responsible for the
information systems and data processing tasks re-
quired under the Institute’s portion of the project.

CITY OF FORT WORTH

The scope of services contractually specified for
the City of Fort Worth includes the following:

1. Edit and keypunch all data used in the criminal justice

 tracking system.

2, Provide data processing systems design and programming
of the data used in the criminal Jjustice tracking system,

3. Provide such computer processing as may be required to
develop and test the criminal justice tracking system.

4. Provide such data, reports, and records as are existing and
in possession specified by the Grantee as being n¢cessary for
the carrying out of the criminal justice tracking system,

5. Submit monthly progress reports to the Grantes at the end
of each calendar month during the course of this project.

6. Submit quarterly accounting of expenditures, fully docu-
mented, to the Grantee in order to provide a basis for audit-
ing and accounting of expenditures.

Mr. Charles Binford, Assistant City Manager, is the
project director for the City of Fort Worth. Mr. Don
Harwell, Director of Data Processing, is in charge of
data processing coordination and Mr. James England

93

D



is supervising systems design, data processing, and
programming for Fort Worth.

RESEARCH AND METHODS

Two types of research were conducted before final
design and development of the system. The first type
of research consisted of an in-depth examination of
presently operable or planned information systems
of a similar nature. A survey of such systems has been
completed. The second type of research consisted of
field investigation which began during the month of
August. Field research concentrated on unique char-
acteristics of operating agencies in Tarrant County.

The general areas for initial study inclyded the
following: '

1. What forms or reports are used within your agency to re-

cord or control the processing of a subject?

What is the internal flow of these forms or reports?

What periodic internal reports or summaries are made and

with what frequency?

What periodic reports are made o other agencies or offi-

cials?

How much and what type (forma! or informal) communica-

“tion' takes place between your organization and other crimi-

nal justice agencies?

6. What information froin other agencies would be useful to
the functioning of your ugency? In what form or how often
would this information be dssirable?

LAl S &

7. How do you see the type of information to be contained in

the subject-in-process system as being of assistance to your
office?

This phase of the research required the collection of
all reporting forms used in the various agencies, a
charting of information exchange across organiza-
tional boundaries, a linking of agencies for subject
processing, and other matters that bear on the sub-
ject’s movement through the system.

Information solely relevant to 4 subject’s move-

ment within an agency was not sought since the em- |

phasis was on the total system and the interrelation
of agencies rather than the internal operation of the
individual agencies.

DATA ELEMENTS

In order to provide a starting point for discussion
of the kinds of data to be contained in the master file
of the subject as he progresses through the criminal
justice system, a tentative list of data elements was
constructed. Some of the elements, such as those
identifying the subject (name, sex, race, etc.) were
determined by the requirements of the NCIC and
SEARCH. Likewise, since it is imperative that this

- system be compatible with that of the TCIC, where

possible the codes and data elements designated by
the State of Texas were used,
Having the codes and forms bf the data elements

* for this system compatiible with those of NCIC and

TCIC should facilitate handling of the data by agen-

cies in the field and should reduce duplication. Tt is

also expected that if the subject-in-process system is
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fully implemented, any entry into the system would
contain the requisite information for an automatic
check of the NCIC and TCIC files also.

In addition to the data elements to be used for the
simple tracking of the subject as he progresses
through the system, other information, such as social
characteristics, was included in the final data file to
facilitate long-range research on recidivism, rehabili-
tation, and other subjects of interest to criminal jus-
tice agencies.

The listing in Appendix III indicates the basic
framework used in structuring the final master file.
Efforts were made during the field research to solicit
reactions to these items and their value in the final
file for retrieval and management purposes. Other
data items will be included in future systems if need-
ed, and it is expected that suggestions from criminal
justice officials will result in the expansion of the
master list to provide system capabilities not an-
ticipated at present.

THE SUBJECT-IN-PRGCESS CONCEPT
System Overview -

An overview-of the system to be covered and the
basic segments of the process are presented in the
following flow chart. The chart indicates the three

basic segments which will provide data input for the.
system. These include (1) arrest and beoking records -

from law enforcement agencies for the-initial file of
personal data and event description, (2) processing
phase data from prosecuting attorneys and courts,
and (3) data on the custody phase from corrections,
parole officers, and probation officers.

The first phase data are static in the sense that they
do not change during the course of the process nor
are they generated by the operation of the agencies
involved. These data are recorded as initially report-
ed and only corrections will result in changes after
the first file is created. The second two phases pro-
vide data created by the agencies that process the
individual. These data change as the individual
moves from agency to agency or as the individual is
processed by a single agency. In this sense, they are
dynamic. , :

The final disposition of the process master file re-
sults when the individual is released from the crimi-
nal justice system. At this point, a criminal history file
is forwarded to the Texas Department of Public Safe-
ty for inclusion in the State criminal history file.

In its preliminary draft of the project proposal, the
staff of the Criminal Justice Council summarized the
subject-in-process system as a “demonstration pro-

‘ject to establish an offender-based file that will re-

flect the dynamic composition and characteristics of
a criminal justice system. Each record in the data
base will reflect the history of each arrest and the
current status of an offender while he is in the crimi-
nal justicé:process. Each record will be updated as an
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offender moves through the pracess, and when th_e
record of his arrest has proceeded to a point of exit
from the system a summary of that record will be
created to update a criminal history file. '

“In aggregate, the file will reflect, at any time, a
dynamic inventory of a criminal justice system. This
file will be used to extract information relating to a
particular offender for his current status, for analygls
of a group of offenders having common characteris-
tics, for research to study any aspect of a cr;mmal
justice system for management information to evalu-
ate the effectiveness of system components, and
other applications that relate to specific or summary
information of an operational or management na-
ture.” . ‘

In the same preliminary draft, the council enume-
rated the specific objectives of the subject-in-process
tracking system project to be the following:

1. Createa substantial data base of complete trans.action-based

offender records to provide a means of évaluating and mea-
suring a’criminal justice process. . .

9. Provide an available base of comprehensive information on
crime and criminals for research, diagnostic and manage-
ment purposes. . .

3. Establish on-going data requirements, collection, redl}chon,
and dissemination procedures to gain experience for imple-
menting 2 state-wide criminal justice reporting system.

4. .Provide a basis for utilizing operations research techniques,

" such as input/output simulation models as a means Qf test-
ing new approaches or concepts of systems altern_ahves.

5. Prepare for the integration of this sub-system into .the‘
State’s Criminal Justice Information and Communications
System.

6. Provide experience and documented methodology for es-
tablishing and maintaining a madel system for other states
or jurisdictions. .

THE SUBJECT-IN-PROCESS IN PERSPECTIVE

While the subject-in-process system is being deve-
loped, every effort is being made to organize t.he
system to achieve maximum compatibility with

_ other existing or proposed information systems. One

of the most important of these is the Texas Crime
Information Center. Basically, the TCIC will provide
two types of information to support law enfoq:emept
agencies; these are management and operational in-
formation, with the assumption that information and
data for research will be subsumed and utilized
under management. While it may be difficult to dis-
tinguish the function of data in various contexts
based on these categories, some examples may suf-
fice for purposes of definition. The T7CIC Fipal Re-
port offered the following:
Operational information—services related to in-
formation about persons, property, vehicles, ete.
o Managementinformatz’on—-related to that‘ infor-
" mation required by those who manage cr;rr.\lnal
justice agencies, such as statistical informiation.!

Examples of uses of information offered by the 1970
Criminal Justice Plan for Texas include:
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A law enforcement officer can radio in for information on
a license plate or suspicious subject and rc‘eceive'an_ answer
regarding a stolen car or dangerous criminal within a few
seconds, L

A prosecutor can epsily and quickly obtain complete crimi-
nal records on subjects he must prosecute. ) ;

A judge can quickly determine bail risk by viewing a sum-
mary of a subject’s criminal history, and/or the status .of
other arrests should he already be on bail in another jurisdic-
tion. .
Prison and jail authorities can more efficiently process the
inmates coming into their jurisdiction by obtaining more
complete information,

Parole and probation officers can be automatically notified

when one of their subjects is arrested either locally or in

another jurisdiction.
These examples illustrate what may be general!y de-
fined as “operational information,” since the mfo‘r-
mation recieved is expected-to affect the process in
which particular individuals are involved. IThe infor-
mation will, supposedly, change the course of events
in a manner that should ensure more comprehensive:
understanding of the circumstances and provide for
a more rational decision on the part of the official
involved. . : _

Management information aids in the general deci-

sion-making process and supports planning and allo-
cation of organizational resources. Types of reports
suggested by the TCIC Final Report include:

Activity summary reports for each agency

Communication lines traffic reports

NCIC traffic reports

NDRS traffic reports

LETS traffic reports

Rejected messages reports

Arrest reports

Dispositions reports 7

Rap sheet printouts T

Fingerprint lookup routine for DPS - .

Vehicle file content reports by make, model, contributing

agency, etc. o

Property file content reports by make, model, contributing

agency, etc. .

Person sub-file content reports by age, sex, race, contribut-

ing agency, etc. .
While these items suggest the types of stahst»mal re-
ports possible with the system, the TCIC Final Re-
portdid not attempt “to specify exact data elements
and format requirements because this is generally
late in the system implementation phase and usually
continues as new requirements arise from the vari-
ous Criminal Justice agencies.”

Management-related studies exemplified by the

following will be possible from the subject-in-process
information: ~

1. Studies of groups categorized by age, race, crime specialty,
geographical region, disposition, treatment, etc.

2. Reports which display subject processing times, bqttlenecks
in the criminal justice process, work loads, reporting defici-
encies, ete. . )

3. Studies of criminal careers of selected individuals.

4. Detailed studies of recidivists which should contribute to

' crime prevention and rehabilitation.
5. Simulation of the Criminal Justice Process.
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An additional operational use of the subject-in-proc-
ess data involves the use of informaticn for “alert-
ing.” This use results when a subject is arrested or
detained by one jurisdiction and is being processed
or carried on probation or parole by another jurisdic-
tion. The first jurisdiction can notify the second juris-
diction of the violation and the action taken in the
second incident, and thus provide officials with data
about the individual which.may be relevant to his
treatment or control.

The alerting capability is not identical to that pro-
vided for wanted persons although the concepts are
similar. The information that a person is wanted
would result in an arresting jurisdiction holding the
subject until the agency “wanting” the individual has
had the opportunity to evaluate the situation and
possibly initiate extradition proceedings. In the alert-
ing process, the concerned jurisdiction is simply noti-
fied of new developments and should take whatever
action is warranted. in the light of the individual’s
status. B

Analysis of the “subject-in-process” thus facilitates -

“operational” control of subjects, since progress can
be monitored and subsequent actioh taken to affect
movement. The provision of this type of data sup-
ports research studies and operations analysis for
general decision making and management and, in
addition, provides the operational basis for more ef-
fective movement and control of specific in-
dividuals.? s »

BENEFITS TO CRIMINAL JUSTICE AGENCIES
Getting accurate, current information tc the prop-

“er individuals and agencies when they need it and in

the form they néed it is the goal of the subject-in-
process system. Many obvious benefits will acerue to
the individual agencies and the criminal justice sys-
tem as 2 whole from such an interagency information
system, While some of the more apparent of these
are listed below, it can be expected that many others
will be realized once the system is in operation, Basi-
cally, these benefits can be divided into those relat-
ing to a specific individual in thesystem and those
involving management reports derived from the
total or aggregate data.

. Immediate Retrieval of Specific Information,

A. By means of an automatic alert, interested agencies
such as the District Attorney's Office or parole offices
will be notified of the arrest of any person who is al-
ready in the criminal justice system on a previous

" charge. This timely information will allow the agencies
to take appropriate action based on the knowledge of
the new situation or events,

B. Provide a wnified information source for the District
Attorney’s Office to use in presenting the charges to
the grand jury.

C. Provide a unified information source for presentence
report purposes.

D. Provide a unified information source for use by the
Board of Pardons and Parole in considering action,

E. Provide information for law enforcement agencies in

the scheduling of personnel so as to have the necessary
officers available for trial at the proper time,

F. Provide information for probation or parole officers to
facilitate record keeping, identification, and other ac-
tivities.

G. Provide time controls to monitor the system to ensure
a continuous flow of current information on the status
of each individual in the system. For example, the Dis-
trict Attorney's Office might want a print-out each
week alerting it of individuals whose progress in the
systern has been interrupted or delayed for an unusual
amount of time. )

H. Provide a completé criminal history of each transac-
tion which can be filed locally and by the state agencies
upon the subject’s exit from the system.

II. Benefits Derived from Aggregate Data

A. Provide statistics for managemenit decisions.such as the
optimum allocation of agency resources (e.g. person-
nel, equipment, etc.),

B. Provide data for the scheduling and balancing of the
work load within each agency.

C. Provide data for the systematic evaluation of programs,
policies, and personnel.

Provide data for long-range research into areas such as
recidivism, rehabilitation, and other areas of vital im-
portance to criminal justice agencies.

E. Provide data to support requests by the agencies for
additional personnel, equipment, funding or other re-
sources.

Numerous other benefits to participating agencies
will undoubtedly become evident as the system is
put into operation and tested. It is the intention and
objective of the project staff to observe and monitor
the agencies’ uses of the system in order to illuminate
those areas of operation in which further system
benefits can be enhanced.

CONCLUSION

Several ideas which were touched on in this paper,
and several others that were not emphasized, should
be summarized at this point. First, extensive cooper-
ation among criminal justice agencies will be re-
quired. Heretofore these agencies have not been in-
clined to give up any institutional autonomy that
might be required by participation in such a system.
Extensive education and strong emphasis on total
system benefits will have to be used to break the
trgditional sense of sovereignty that has character:

“ized organizations involved in the criminal justice

process.

Secondly, the system advocated will eventually
allow control over the entire criminal justice process
(in addition to benefiting each participating agency).
The disrupHons caused by lack of interagency com-
munication should be minimized—at least insofar as
data about the subjects of operations are concerned.
Accurate measurement of processing times and
quantity of persons moved should be achieved. Auto-
matic, programmed reports on criminal justice sys-
tem operation will be possible.

Thirdly, the research and development project
will concentrate on problems involved in establish-
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ing regional, metropolitan, or inter-jurisdictional in-
formation systems. The project in Tarrant County
will involve a regional council of governments as the
project control agency and will attempt to design,
develop, ’*{md implement a system that requires par-
ticipation, riot only from all agencies at each level,
but from different jurisdictions (with all agencies),
Thus county, municipal, state, and federal agencies
will be involved in the system when it becomes oper-
ational. A major objective of this project is to deter-
mine what problems-are involved in implementing
such a system and the strategies required for stimu-
lating cooperation.

Finally, the subject-in-process tracking system in-
volves the type of system that will today receive pub-
lic support because of the emphasis on law enforce-
ment. The system should provide a concrete product
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that will stimulate long-run financial support after its
capabilities are demonstrated. However, the opera-
tions and benefits will not be as dramatic or as visible
as those of immediate response systems such as the
NCIC. The advantage of total criminal justice proc-
ess coverage must still be demionstrated and use of
the system stimulated. In the long run, it is expected
that system payoffs will become evident. ”

! Systems Science Development Corporation, Texis Crime Information
Center: Final Report (St. Louis, Missouri: SSDC, July 1969), Section 3, p.1.

2 Much of this material is taken verbatim from James W, Stevens, State
and Regional Information Systems: The Criminal Justice Component, (Ar-
lington; The Institute of Urban Studies, The University of Texus at Arling.
ton, 1970), pp. 42-47.
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Appendix III
Y Description Length Description Length
) L. Name...nininisis veerseieseenny 30 51. Date Subject Transferred to County Jail.. 5
‘ Dt SEX vrtrrrininnsiisssise i nbe s s isnsnies SR | 52, Amount Bond Set........cccouveienrivirninene R 4
g 3. RaACE..rorrrrrrrns vevsesnans rebene e s s staens 1 53. Date Bond Posted .........c.cicvenniennneiinrennens 5
/ 4. Date of bxrth drsrsreseiessaens crveseeraennes avestriesstsing 6 54, Type of Bond........ccovcvennmarininsescnrssscasennens 1
' 5. Place of Birth ....c.ciiviiininnnnnn, ereresaons 3 55. Place Held When Bond Posted ........cccc... 7
6. Height.....oooviveveinnrninnnnnennneenen: vevserasterensari 3 56. Name of Bondsman ........c.ouiinioneenns 30
7. Weight .......ceuee. cretrieriaens teervesettatntnsrsasansenet . 3 57. Date of Grand Jury Indlctment.....d ...... voone 5
8. Eyes, color ... erereeebeaenirentone e, .1 58. Indictment Number,........ccocervuune.. peeeseerenenas 6
9. Hair, color ......cceueee. ererest i eaebates 2 59. Indictment Charge A.......c.ccocvvrinienrernrivenens 4
10, Visible marks.......... s sases et one 49 60. Indictment Charge B.......cccecvvvnernniinarnnn . 4
, ‘ , . s 11. Address, residence ....... irerererrebentrabeanees svns 30 61. Indictment Charge C......cccccorveimvvrnrererennnens 4
, ' ' 12. Census Tract and Block .......... pestrrasasanes w 9 62. Date of Formal Arraignment.........ccocovvneee 5
y ' 13, Occupabion.......cerieanmini vererseniiereneenes O 63. Court Arraigned Judge) ......ccoveevimerrevevarnnns 2
: L 14." Driver’s License Number ............ thereestsserei 8 64, Plea Entered ........ccoocinn teretesisreenens veoreanis 1
15. Driver’s License State ........... rereteaaens e 3 65. Amount Bond Set......... teesrainenenie verrereteansaaaens 4
! 16. Social Security Number............... ORI * & 66. Date Bond Posted ... . 5
/ 17. Miscellaneous Numbers......ccevurisrnvenn. weene 15 67. Type c£Bond.............. Ceiernninene e, 1
\\\\ ’ o 18. First Offense; Code ... 4 68. Place Held .......ccevvrrunen. bt bt saeat 7
R L : 19. Offense Location, Address ............. vepesveneener 30 69. Name of Bondsman ... T 30
' 20. Census Tract and Block ....cviiiniinins 9 70. Date Applied for Counsel.......ccceeeurne peenerees 5
: “ 21, Offense Date ..o dtvetas v 5 71. Date Counsel Assigned ............... rseereranieases 5
J , ¢ 22. Offense Time...,..oceveees Jetestarensessatbesnashebsasnates 4 72. Name of Counsel .......veericnns drrrrenene vinees 29
4 23. Offense Day of Week .......... SRR v 1 73. Name of Prosecuting Attorney ............... 29
: 24, Type of Place of Offense ......c.ovviviniiinine 2 74. Date of Pretrial Conference.........ciues e B
R 25, Second Offense, Code .....oiveicinvennne U 75. First Pretrial Motion ... e 2
~ 26, Third Offense, Code ........counineas v oA 76. Date......o. prertsreseanes vt wersereranne 5
27. Arrest Date ............ veverereeseaenes ISR | 2 T7.  OULCOME ..oiririririsinssressensesssesessons ORI |
- 28. Arresting Agency Code......cccernivenn reeraeneas .7 ~ 78. Second Pretrial Motion ........coveervcnnicnneian 2
0 ‘ ‘ . 29, Arrest:-Number ... RPN 6 79. “Date .......... crereenaens ererrererasens cervrnrrenns peevens 5
‘ - 30. Offense NUmber ... 7 80. "OuUtcome.....ccvveccrerreirinrinnsennes prrsensaaes ST |
. 31. Arrest Agency File Number........ccenniann -8  81. Third Pretrial Motion ........ verteesisrassreens vrarene 2
32. Fingerprint Classification .........ccoovviiinns 2(,\( .82, Date...cerrnins cresaianrnens v e v B
33. Previous Offense Code, No. 1 ........... oo & 83.  Outcome....niirnciiivninnns b 1
9 . ’ . 34. Date.erinne, rebeterersbasasarenrns chresreresanteeses 5 84. Fourth Pretrial Motxon resesteneress ristsieesestonenes 2
o ‘ - - ] 35, Conviction .....ceeiricrinnirinns YT Y | 85. Date......... TS S S e D
' p 36. Previous Offense Code, No. 2 ............ e 4 86.  OQULCOME....covierrerinirrinirerasnsnesniins R
; 37. Date.riiiin penrereees retereebet e et bernessanat 5 87. Fifth Pretrial Motion ..........ccceceuss brenneeans 2
38, Conviction ............ essssreararenas ereesrresseraaes 1 B8,  Date..icivvinicrinirioienrininiesssesresssssiessenss 5
39. Previous Offense Code, No. 3 .ccccopeerserries . 4 89. Outcome.....iicrinieniiesensns Vossenesnanins 1
, 40,  Dateuuiineessmsrnssimsssenonn e 5 90. Sixth Prétrial MotON «......covveeeensernen S 2
_ . 41, ConviCtion .....civieninironmeeininiosens w 1 91.  Date..ininiinonn reerrerenpersasins enerenes w 5
" - . ' 42. Alias.......... e R v 300 92, Outcome........ wetsssasanasssrnnanssrasah sisspeseisonses 1
e : ° o ~ : 43. Skin Tone........... veerrraesstens tereverene reerverarerereine 1 93. Seventh Pretrial Motlon .......... feeernseeiennes w 2
‘ . : ’ 44, Trademark ... . 30 94,  Date....ceiiniens wrrereanenean werereae fevsensasens 5
Y , 0 45. Driver’s License, Year Expires ... w 2 95,  OutCOME iueircnrnriosnireicsinenns e oo 1
A 46. FBI Number ........... s 8 96. Eighth Pretrial Motion ... v 2
: 47. DPS Number ......oonivvisiiisinsecns s wrerenees 107 97.  Date...inian rereanatrsrrrens tertesrgaraeenrataes 5
° ‘ ‘ o . 48. Preliminary Hearing Date .....covrirrnivennne . 5 . /
N N ST 49. Preliminary Hearing Magxstrage ...... e 2
o s 50, Date Charges Filed in J.P. Codrt ... 5
BN ©
- @ !
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Description ‘ Length
101. Trial Disposition Date ... 1
102. DiSpOSition ...t 4
103. Type of Sentence .......ursseinnesoss rvesternieenie 4
104. Type of Length of SENEEIICE rrevomrieeersrses 4
105. Duration of Sentence (in months)........ dovens 5
106. Amount of Fine (in 00°s) .c.c.cvne.. vrvirerionsnieien 4
107. Date of Appeal to Texas

Court of Criminal Appeal............. O 5
108. DiSPOSIHON «ccvuuiriveirisinnnarorssiassiossssssssssnans R
109. Date Appeal to Federal Court

: of Criminal Appeal.......ccivenssninn 3

110. DiSPOSIHON c.ovoviiivirerinmeimisisisessssisnssmnssisisnns 1
111. Date Appeal to U.S. Supreme Court ........ 5
112, DHSPOSILON ..covvirnsresivmirseisassnnssssissssssnessssnsssenns 1
113. Date Entered Probation ........c........ worssenes w 5
114. Probation Officer Assigned........... prssssensens 1
115. Date of Motion for Probation ;

ReVOCEHON wovverirrerrveriieiinersssinssssssasiersssnes 5
116. REASOI.ivviiiensressestraresmsessrensrssersssnssssensisssass 4
117. Date Revoked ...ciivenivnnnininiiminens 5
118. Disposition From Revocation or

Attempt to Revoke....oiiinisicnsnns 4
119. Date Entered Correctional Institution...... 5
120. TDC NUMDbET ...ccovvvririrnnirirnnnsiiesansne i 6
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Description ‘ Length
121. Institution Held........covcocnnrennns Leverersasereresennes 2
122. InstitutionARehabi]itation
Program- Participation ... 2
123. Date Re-entered....... Geerererereinentisentseresasienaasia 1
124. Unit Re-entered ......ccneiiressicninsvines rernrerais 2
125. Date Parole Granted .....c.ccoiiiiisnennen . D
126. DPO Assigned ......c.ivevennenns rreeegybesssrasereains 3
127. Date Parole Revoked.......ivivnsnsiviriciniinnes
" 128. Reason......... ereeessaretenssertrassreniassenniatestensestarsaring 4
129. Date Exited From System e e 5
130, BEASOM.cuiiceirrrririirecsiariramsinsrsstessossisisessinasiasesnsas 4_
131, Charges Reduced to Mlsdemeanor weieseeneins 4
132. Extradicted to __ (State) ......coueisnrininne 3
133, EdUCation .....cccovreeviremscisesionsesssessnssanssssassussnssess 2
134, Qoo srassnssssasessasenes - 3
135. Narcotlcs Use (Yes or No) ....... bererisenienis 1
Previous Arrests Not Listed Before
136. Offense Code...i’ ...................... reeesreiearssresbiets 4
137. Date....ccoverreiinens peerisbatesssissnineratases crerserenssieseasas 5
138. Offense Code..cvnicreiiiiiinens dessssarsnaresianyas 4
189, Daté....veiisvriniecemenssssssnsans rerereressinenanseneaasatns 5
140. Offense Code,......c.cvrvrensisrisiscscimsssinanans o 4
141. DAL evrerrsvesersiesiesesiarenssses rerseriitesnteassinessnienss 5
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THE DEVELOPMENT OF A LAW ENFORCEMENT
COMPUTERIZED SYSTEM FOR TACTICAL
INFORMATION CORRELATIO’N AND RETRIEVAL

by Sergeant R. L. Kenney and
Captain George E. Conroy
Los Angeles Police Department

INTRODUCTION

Since the early 1960’s the Los Angeles Police De-
partment’s research and development of automated
information systems has burgeoned, Today a family
of such systems exist within LAPD; the Automated
Want/Warrant System provides real-time access to
300,000 records; Law Enforcement Manpower Re-
sources Allocation System (LEMRAS) provides watch
commanders with predictions of work load; the Traf-
fic Information System ferrets out traffic acc1dent/
citation correlations; and the Automated Arrest/
Booking system expedites arrestee processing. An
Automated Record Management System (ARMS) is
on the drawing board as is an Emergency Command
Control Communications System (ECCCS). These
systems cover the basic logistical and functional de-
mands of a large metropolitan police department
but a void still exists as to modus operandi and crime
prediction considerations. This last member of the
automation family will be the Law Enforcement
Computerized System for Tactical Information Cor-
relation and Retrieval, also known as the PATRIC
System (Pattern Recognition and Information Corre-
lation), and future reference to: this system will be
under that acronym:. -~
7~ PATRIC represents an MO system concept differ-
ent in kind, not degree. Boiled down to its essentials,
the PATRIC Project is concerned with devising an
effective man/machine interface which simulates
specialized investigative reasoning. The difficulties
involved are familiar to anyone who has worked with
modus operandi considerations. In the absence of
hard data such as named suspects, license numbers,
or fingerprints, MO searches become almost a ghost
hunt when the investigator considers all of the possi-
ble -combinations/permutations involved in such
analysis,

This paper has four basic sections. The first is a
description of the basic PATRIC functions and their
relation to the operations of a police department.
The second part describes an experiment conducted
by LAPD and Systems Development Corporation
(SDC) of Santa Monica, California {contractor for the
forthcoming PATRIC experiment); this experiment
consisted of taking a small amount of LAPD MO data
and placing it in an automated environment and con-
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ducting various tests to examine the feasibility of an
automated MO system. The third section. describes
the PATRIC operational test-bed which will be a
one-year effort consisting of a real-time information

system with crime and crime-related report files ac-

cessible to 5 of the 17 geographic police divisions of
Los Angeles. The fourth section deals with the tech-
nical characteristics to be determined during the
one-year effort. Because technical characteristics
will determine costs involved in building the ulti-

mate PATRIC System, this section is prefaced by

statements on methodology of acquiring cost effec-
tiveness,

It is anticipated that the PATRIC operational test-
bed will commence January 1, 1971.

PATRIC: ITS BASIC FUNCTION

Three basic areas for operational research will be
conducted during the PATRIC test-bed period. Of
these three areas, two are rather straightforward.
First there is the detection of crime patterns in order
to supply patrol personnel with detailed deployment
plans for problems indigenous to their assigned area.
The second is the correlation of suspect, modus ope-
randj, and property information to supply investiga-
tors with filtered and distilled data from existing re-
cords within the police department. The basic
difference between these two functions is that the
former, patrol deployment, is not so much con-
cerned with following up on a specific crime in order
to arrest the perpetrator and recover any property
outstanding, as it is to take a group of crimes and
extract that information which would be of use to the
patrol officer. For example, if a rash of burglaries are
occurring, it is the patrol function to deploy in such
a fashion as to be in the right place at the right time
to stop the burglar whoever he may be.

This is opposed to the detective function wherein
a specific burglary is assigned to an investigator and
he is charged with the follow-up on that crime for the

express purpose-of apprehending the perpetrator -

and recovering any stolen property. If inforination is
available concerning the specific perpetrator of the
crime, then the investigator will follow up and solve.
the problem in that matter. Oftentimes, however, a
series of burglaries has no information other than
basic MO, The PATRIC function will be to analyze
burglaries, for example, and pull out that information
which will be most useful to the patrolman. This
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would include the type of premise most often at-
tacked. It would also include the prime time during
which the burglars are committing the crimes. And
would give other information such as the type. of
property most often attacked, the method of entry,
especially if specialized burglary tools were used, etc.
Thus each radio car in a division would be supplied
with a tailor-made deployment plan which would
provide the officer a blueprint for intelligently de-
ploying on that problem. Currently techniques such
as pin maps are employed, but they are of limited
utility because the officer more than likely does not
have unlimited time to deploy. Given his basic duties
of responding to calls, serving warrants, handling
traffic problems, etc., he normally has only limited
time for deploying on special problems, PATRIC
would thus provide him with information that would
go something like this: between 10:00 and 11:00
there is a high probability that a burglar will be in a
certain area, and that he will be attacking two-story
apartment buildings using a jimmy, and taking elec-
tronic sound equipment. By 11:00 the crime patterns
might show that burglaries drop dramatically but
that a robbery pattern develops near midnight. In
this way a more effective and efficient use of patrol
personnel can be effected. :

The research conducted during the test phase will
be geared toward isolating those descriptors from
incoming crime reports which best serve patrol offic-
ers and deployment techniques. Another question to
be addressed in the PATRIC research is the peri-
odicity of such deployment reports, Would it be
necessary to supply such reports daily, weekly, or
monthly? This becomes exceedingly important in
costing out a system such as PATRIC.

The second area of PATRIC:function is the correla-
tion of data for the investigator. Here the emphasis
is on specific suspects being identified with specific
crimes. In this case each incoming crime report is
examined to see what other possible files could be of
use in the correlation strategies. For example, a bur-
glary report might have a sketchy physical descrip-
tion and vehicle description, along with the basic MO
information and stolen property description. In this
case several passes would be made at the files. The
investigator would be provided a listing of all other
crimes with the same MO, a listing of possible suspect
descriptions from the field interview and Investiga-
tor’s Final Report File, and a listing of property from
pawn'shop records which matched the property stol-
en in the burglary. This entire package would be
presented to an investigator; he would evaluate it
and follow-up on that which he-deemed appropriate.
At this point his evaluation would be fed back to the
research team. -

" The third area of the PATRIC function is perhaps
one of the most interesting. It is termed the detec-
tion of multiple occurrence. This function was the
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result of an observation stumbled upon. During the
1968-69 tests at SDC, project personnel were scan-
ning a data base profile wherein all of the data ele-
ments were displayed on a cathode ray tube along
with their occurrence count in the data base. While
examining a field interview file, there was an occur-
rence of one license number appearing six times in
the data base. Since this could possibly have been a
loading error or an instance of six duplications of one
record, the entry was investigated. It seemed that
there were six different field interviews entered at
different times on the same vehicle, and they were
all in a given location of the city except one, which
was in an area frequented by narcotic addicts. All of
the instances were in the early morning hours, and
none of the persons listed as being in the vehicle
lived in that area. The hard copies of the interview
cards were obtained and the concerned investigators
interviewed. All of the persons in the car weré
known to the detectives and all of the persons hiad
records of burglary. Thus it was obvious that there
was a high potential for a burglary ring existing, and
this would be a natural for surveillance deployment
in the affected area. From this incident the PATRIC
researchers built a hypothesis that this sort of multi-
ple occurrence could be applied to other areas of the
data base and become a monitoring function.

One of the initial determinations which will have
to be made during the project period will be to estab-
lish levels of significance in multiple ocgurrence.
Another example of a multiple occurrence monitor-
ing function would be in the pawnshop records. Tak-
ing, for example, the pawning of typewriters of a
given type or even of all typewriters, the researcher
would have to know what is the normal level of such
transactions. From there certain parameters must be
established wherein a level of significance occurs. If
the average daily pawnshop transactions in typewrit-
ers is 100, then some number above 100 becomes
significant. If during a given period, one week for
instance, 160 typewriters were pawned and all of
them were IBM Selectrics, there is a probability that
these articles were taken in a burglary or theft. The
important point is that an investigator be notified to
check out the situation; conceivably a theft would
not be discovered for some weeks to come. If the
detective were to go to the pawnshops and examine
the merchandise and question the pawnshop dealer,
it is quite possible that the theft could be detected
earlier and the follow-up work done at a more advan-
tageous time, The danger here is in eliciting data not
necessarily of significance and thus defeating the
purpose of the system by misdirecting investigators.

The three functional areas outlined above will be
closely controlled and constantly monitored and eva-
luated. As correlation strategies, deployment tech-
niques, and multiple occurrence parameters are ar-
rived at there will be intensive evaluation of their
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effectiveness. Feedback loops will be established to
the system operators so as to cross-pollinate the sys-
tem in the various divisions in order to capitalize
upon better techniques as they evolve. This is not to
say th?t the system operators at the test divisions will
be stringently controlled in all that they do. In fact

Some amounts of experimentation will be en-S
cour.aged as the operators and the investigators con-
fer. in the best approach to solving problems. If
unique or unorthodox methods seem appropriate

they will be tried and their results will be monitoreci
by the research staffin the laboratory, and if it should
Seem appropriate these techniques will be fed back
to ’I?ﬁher systems operators.

e overriding objective during the o i

tes t-begl period will be to derive as riuch in?c?:;t:t);il
regarding the tactical effectiveness of police data as

poscslible, and any and all techniques will be exam.-
ined. '

A LABORATORY EXPERIMENT

Between June 1968 and January 1969, LAPD and
Systems Development Corporation conducted a
computer-based laboratory experiment to test MO
correlz’ltion feasibility.! A data base consisting of ten-
weeks’ worth of crime and field interview data was
constructed, utilizing SDC’s Q32 computer complex
wx.th the lucid programs. This system is highly user-
oriented, employing simple English instructions.
The data source was punched cards produced by the
Los Angeles Police Department; these cards contain
80 columns of data per crime incident. |

PATBIC Project personnel were in-house at SDC

dul:mg the seven months of this study. In order to
validate correlation hits, three investigators were de-
.tached from their divisional assignments and phased
into th_e PATRIC laboratory test environment. Using
fially listings of crime and suspect descriptions, pro-
ject staff could make queries of the system based on
crime characteristics. For example, a male, Cauca-
sian, 25 to 30 years, 5'10” to 6 , 180 to 200 Ibs.
commits a robbery and uses a German Luger binds
the victim and forces him to the back room, takes
ca§h only and departs in an old green sedax;. This
crnime extract would be run against other robberies
in the d.ata base. And the very construction of the
query highlights a central problem still facing PA-
TRI‘C research, a problem which must be resolved
during the forthcoming operational test-bed experi-
ment,

If. the suspect description, his MO actions, and his
vehicle are entered into the system exactly as listed
on the crime extract, any retrieved robbery correla-
tion would_, on the face of it, have high probability of
being a crime perpetrated by the same individual.

Somfa interesting questions arise as each descriptor is
considered,

. ) Male
This information is virtually assured as corect.

. _ Caucasian
This information has a high probability of being correct.

At this point we b 25-30 years of age
15 point we become involved in a gray area potentiall
creating problems for the automated system, Foxl') exampley
the suspect may well be described elsewhere with an agé
range outside of the one given on this extract. For example,
ifon anqthe'r report the suspect is described as 22 to 24 that
correlation indicator would be lost to this inquiry, ’
5'10" to 6 '
The same problem arises here,
180 to 200 Ibs.
Again, we are faced with the same probl i
-is that piece of information. problem ofhow reliable

German Luger weapon

The suspect may well have two
_ > or three weapo i
uses on different occasions. pons which he

Binds the victim and forces him to the bac
The suspect may on occasion deviate from this Nlt((;(::)ol? nec-
essarily b_ecause he would not follow it, but perhaps because
the thSICal layout of the premise being robbed does not
lend itself to such action. At any rate, there are many consid-

f::i?:ons as to how much reliability can be based on this MO

And so.it goes. If the search parameters are too
loose (as 1n retrieving age on five-year parameters
surrounding victim’s description of suspects, which
means 20 to 35 years) then “hits” too volu,m.inous
may be retrieved, making it unfeasible to have inves-
tigators check out all of the possibilities. If the param-
Ie)l;zrgl are too ti%hli,)ﬂgood “hits” may be lost. Thus a

em in probabiliti
problem in p ties stands squarely before the

This area of research, however, was deferred from
first priority as a twofold basic problem emerged as
a result of the laboratory testing. The time lag (four
weeks) between capture of initial data (e.g., crime
repqrts) and the time that the pertinent crime data
was in machine processable form is intolerable from
a t:achcal point of view. Second, the data itself was
losing something in the informational preprocessing
proced}n.'es; its reliability was suspect,

Tr.adltxonally, the data preprocessing procedure
consists of an officer completing a source document
which is sent to a coding unit where a clerk analyzes
the narrative content. From that analysis the clerk

selects sets of MO descriptor codes from a catalog.
The codce:s are then punched into a Hollerith card.
and the input data media is available. It was this
procedure which was to be the villain. )

Whlle the upshot of the 1968-69 experiment
pomged toward feasibility of an automated MO cor-
relation system, investigators, to a man, said that the
system must be capable of rapid input of data arid-the
data must be more reliable. If information is never
more than a month old, too much potential was lost.

Thus a queueing problem ;
solution, gp appeared t? be“ éégdmg
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Speeding up of data preparations seemed relative-
ly zi[:nple, %utpdata reliability was another balllga‘me%
The PATRIC Project Team conducted an ana }(’1818 }?
the Department’s information processing, and the
resulting document was “An Analysis of the Captt;re,
Flow and Processing of Selecfed Los Angeles Po ice
Department Crime and C.rlmejRelated Repqrtsd.
Every step, procedure, and policy was examxttlle..
And a problem definition, almost an hypot esis
emerged. Police officers were recording a crime
event or personal contact which was oftentimes in
interpretation of an event glqaned from composite
statements of victims and witnesses. The officer’s

expertise in interviewing techniques usually guided -

ity of the report. The report was thgin sent to
z?:rﬁ:ﬁlggrsonnel with the officer’s in.terpretfltlon,
and the clerks had to then perform their own inter-
pretation based on tha}tx narrative. The data became
i oved from the occurrence.

thgetlrlzncloc‘iling clerks reached conclusions as to the
MO involved, they had to find an appropriate dle-
scriptor from a book of MO co@,es. Unfortun?t_e Y,
MOs are not always cut and dru;d; close (.iecmons
sometimes had to be made. And if further mforrr;]a-
tion was required, it was unfeasible to go back l:olt g
original source because the volume_and\ work loa
level were prohibitive—not to mention the logistics
i d.

m\{%ltv ?o make each officer a coding clerk would not
be cost effective. The solution appeared to be a (i;).m-
promise, and the first step was to evaluate the coding
charts of MO data, to perform frequency runs, and to
conduct interviews of investigators.well-vc?rsed in
MO techniques. This effort resulted in massive rgw-
sions to MO tables. Deadwood was cut away, up‘ a&-
ing of descriptors was made, .and terms revise f
When the dust cleared, a drastically red}lced set od
MO descriptors emerged. Lo an_d behold it appeare
feasible to place the Il\;IO descriptors on field crime

. (See Figure L

rellilcgttsorily didgtllllis crime report forrqat appear tg
solve the interpretation problem, it po'mted towalx;
the speed-of-input problem. ques‘ still had to be
given to the descriptors, but subjective 'evaluah(‘ms
became the sole responsibility of the officer making

the initial investigation of the crime event. Also, op’.i s
cal character recognition became a dlstmf:t possibi
ity, permitting a truly real-time information system

merge and reducing possible error to only the
fﬁvistigfting officer (OCR wpuld el‘lmmatek tran-
sposed code numbers, misstroking during the eyléll%
of data to magnetic tape, etc.). Even though .O
application may be some time in the futurt'e, owing }to
costs involved presently, thg preprecessing of the
new reports would be drastically redgced in time
because the clerical process would no lopger requgre
reading of narrative and time-consuming searcdes
through coding books for the appropriate MO code.
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i tment is

At present the Los Angeles Pohge Depar
pregaring phaseover to its iew crime report format
processing procedure during the first quarter of
1971. o o

The present target is to have crime information in
machine processable form within a 24-hour tur-

around time. .
! With the new reports and the streamlme‘d pre-
processing methodology, the PATRIC Pro?e_ct is
ready to conduct further tests geax:ed to obtaining a
real-time MO processing information system.

PATRIC: AN OPERATIONAL TEST-BED
SYSTEM

he California Council on Criminal ]ust{ce has.
awrl;rded grant funds to the Lgs Angeles PO!ICG lge-
partment to develop an operational test-bed in orf er
to perform basic resel:‘alr(c:hsantd development in fur-
e of the PAT ystemn.
theAl;i“cl:[:)erational test-bed environment has been de-
cided as the method of approac& bec?use to-date
there have been extensive “paper” studies gnd labc:i
ratory experiments; it now appears feasxble. an l
proper to conduct an experxmept using operatnolx}g
personnel and operational situgtions to test.the valid-
ity of the PATRIC hypothesis.”'T_he operatl.onal. test-
bed will have a data base consisting of tactical infor-
mation from reports on robbery, burglar.y, theft frol;n
person, burglary/theft from motor v.ehlcle, theft 5
trick and device, auto theft, ho;mcnde, aggravate
assault, rape, child molesting, indecent exposurhe,
kidnap, and prowler. In addition to these rechds fsl e
field interview file, the pawnshop transactlpn ile,
registered sex offender file, and .the Investlgatorﬁ
Final Report will all be included in the system. Ad
relevant tactical information from these reports ag
records will be entered into the system. All of ‘tl e
crime information will be taken fx:om reports s1m11§r
to the robbery report shown in Flgure I. Figure I‘ 1}:
an exemplar of the Investigator’s lf‘mal Report whic
was revised as a result of the studies cond}xcted dl}llr-
ing the past year. Of note is the formatting on the
back of the Investigator’s Final Report and the at-
tached MO sheet. (See Figurg IIL) The terms em-
ployed on the Investigator's Fma} Report and its at-
tendant MO sheet are identical w1t1'1 tl'{o'se appearllx:g
on the reviséd crime reports. The‘ significance of this
is that all ope‘:ha\i"onal personnel, both p:atrol officers
and detective investigators, are employmg the §arge
terminology while preparing reports whu;h will he
input to the PATRIC System. Also of note 1s‘that the
Investigator’s Final Report allows the investigator t((;
determine whether or not the report will be entere
into the PATRIC data base. It is fe!t that. the. investi-
gator, who conducts the follow-up investigation, is in
the best position to judge whether or not t}l;xle m;
dividual in question is indeed someone capable t?
perpetrating other crimes when released from the
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criminal justice system or whether it is an arrest

wherein the perpetrator will probably not again
come in contact with law enforcement.

The operational test-bed sites will be six geograph-
ic police divisions with 2741 terminals installed in
the squad rooms or the analytical offices. In this way
the terminal operators will be in daily contact with
operations personne! and will have firsthand contact
with them and will be privy to a free flow of informa-
tion from investigative or patrol personnel, The sig-
nificance of this is,addressed by Mr. Earl E. Hall of
Dikewood Corporition and Captain Jack F. Chap-
pell, Albuquerque Police Department, in their pa-
per, “Man/Machine Systems to Aid-in the Apprehen-
sion of Career Criminals”, which was presented at
the proceedings of the Second National Symposium
on Law Enforcement Science and Technology in
Chicago, Illinois, during 1068,

“With great respect for the substantial knowledge and
skills typically developed out of experience by good police
officers, we nevertheless suggest that some changes be
made, In doing so we in no way wish to lose their ex-
perienced-based individual skills or to change those aspects
of the system that allow them to develop. What we do sug-
gest is that the organized nature of much crime, the natures
of rules of evidence in court (which take little account of the
police officer’s judgments and educated intuition) and the
availability of this new tool—the computer—indicate the
great value of a team approach over highly individualized
approach,

“The team approach asks that the patrol officer report
accurately on each offense he investigates and that he pro-
vide to the systems analyst any auxiliary information about
the city and about crime that becomes available to him. The
system depends heavily upon identification crime site teams
and other auxiliary investigators reporting accurately and in
great detail on their investigations, All reporting must be
done 50 as to facilitate compiling of the several sources of
information on each single crime,”

Further on in their paper, Dikewood and Chappell
comment:

“The cooperative sharing of information and participating
in planning officer assignments is not limited to systems ana-
lysts and patrol officers. The systems analysts should work
closely with the detective division. A case can be made for
including systems analysis as a part of the detective division,
It is also possible to make a case for a separate section, or
even for haying systems analysis under patrol, In most cases,
systems analysis will probably be part of the records division,
The important point is not where this function is headquar-
tered and managed. The important point is that a good free
flow of information among all divisions to and from the sys-
tems analysis operation is crucial to jts success,”?

Through decentralizing the PATRIC operational
test-bed experiment into the detective squad rooms
and the patrol division’s analytical offices, it is hoped
that the free flow of information will reinforce the
experimentation conducted using the PATRIC data
base. Through this type of operation, the full poten-
tial for retrieving tactical information from a police
information data base can be realized, Full documen-
tation of al] uses made of the system in assisting inves-

tigators and patrol officers will be made and
analyzed by the PATRIC research team. In thi¢ way
feedback will be given to system operators as to the
most effective method of searching the data base,
One of the objectives of the PATRIC test period is
to derive correlation strategies for individual crime
occurrences. During the operational test-bed phase,
the entire operation will be through on-line interac-
tive access to the computer. The volume of crime in
a large metropolitan area such as Los Angeles,
however, would probably prohibit a full interactive
mode for an MO system., What is envisioned as results
from the experiment would be automatic correlation
strategies. If, for example, a strategy could be de-
vised to handle an incoming robbery report, then the
search would be made automatically and any result-
ing hits from any of the appropriate files would be
transmitted to the investigator. It is also foreseen that
there would be some amount of real-time interactive
capability available, but this would have to be re-
duced to that which would be cost-effective. Thus
the majority of incoming crime reports would be
automatically correlated; automatic correlation
could be overridden, and interactive correlation con-
ducted in instances of severe crimes.
The kind of information that will be derived from
the PATRIC experiment will be along these lines:
The height of a described suspect should be expand-
ed to a two-inch parameter outside of the given
height description from the crime report; the weight
descriptor should be expanded to 26 pounds of the
given crime report descriptor. Certain MO charac-
teristics would be flagged so as to indicate that their
absence in a correlation search would not call for a
rejection of other correlating reports which did not
contain that particular descriptor. In other words, all
points of information from a given record in the data
base will be evaluated as to their intrinsic value in a
correlation search. In this way an hierarchy of de-
scriptors can be established in rank order of their
probabilistic value, Again, the need to establish such
hierarchies regarding the data concerned with
modus operand; is central to the PATRIC research.
The thrust behind the operational test-bed tech-
nique to be used on PATRIC is exemplified in Ward
Edwards and Robert M. Gagne’s Psychological Prin-
ciples in System Development,

“One reason why men are good at tolerating and exploit-
ing ambiguity is that they can effectively translate uncertain-
ty into probability—another task in which men far excel
computers. . , . Computers, on the other hand, are far su.
perior to men in taking probabilities and payoffs and com-
puting from them the best course of action. These considera-
tions suggest that a military information processing system
which must cope with relatively unreliable data . , . might
profitably use human operators as transducers for probabili-
ties. These probabilities could be entered into a computer,

which would then compute the optimal course of action in
the light of them.”
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The principle involved is pertinent to PATRIC re-
search. During the 1968-69 experiments at SDC,
certain tables were established which have guided
the thinking behind the present operational test-bed
concept. For example, on robberies the resulting cor-
relations which the investigators indicated were wor-
thy of follow-up were analyzed by descriptor type.
The sets of correlating reports were divided into
such categories as time of day, day of week, height,
weight, age of suspect, means used, property in-
volved, and trademarks exhibited by suspect, etc.
The resulting tables showed that the match on time
of day was within one hour in 15% of the instances;
15.7% was within 2 hours, etc. The height of the
suspect was on an exact match in 34.7% of the cor-
relating reports, one interval away (an interval being
3 inches) in 23.7% of the correlating reports. On the
trademarks exhibited by suspect, the trademark
match was good in 1.6%, fair on 36.4%, within possi-
bility on 50% and dissimilar in 12%. The subjective
nature of the evaluation of trademarks was necessary
because of the very nature of trademarks which are
a reflection of behavior. The investigators arbitrarily
ranked them into the four categories. It is this sort of
information analysis which will be continued and ex-
panded during the upcoming PATRIC Project peri-
od.

This leads to evaluation. Two forms of evaluation
will be conducted. First will be the classical measure-
ments of police effectiveness: arrest rates, crime
rates, property recovery rate, and crime clearance
rate. As an adjunct to this objective evaluation, there
will be subjective evaluation by a cadre of investiga-
tive specialists. This cadre would consist of specialists
from robbery investigation, burglary, sex crimes, etc.
The reason for supplementing the crime statistics
with the subjective opinion of police experts is justi-
fied because there could be successful correlations
which would not necessarily result in a dramatic de-
crease in a given crime rate. To abandon such corre-
lations, especially when the system itself is on a limit-
ed geographic basis, would be unfair to the total
system development.

Along with the establishment of value tables for
the various modus operandi descriptors, a second hi-
erarchy of information will be necessarily derived.
This might be termed data age utility tables, or the
establishment of utility of data as a function of its age.
Because of the extremely large volumes of data in-
volved, it becomes essential that some knowledge be
derived regarding the length of time that the data
should be retained, especially in a high speed storage
environment. Data utility curves will be established
wherein each correlation hit will be plotted so as to
reflect the time between an incoming report and any
reports which positively correlate against that in-
coming report. In this way information will be
derived as to how long a given file should be kept
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established until purging begins.
Along with the operational evaluation of PATRIC
correlations, statistical research scientists will be

using certain classieal statistical techniques to derive -

meaningful patterns from sets of correlation hits. Of
particular interest will be instances where an arre-
stee admits to perpetrating a series of crimes, a bur-
glar, for example, admitting a series of 20 to 30 bur-
glaries. These reports would be isolated in the data
base and such techniques as regression analysis, dis-
criminant analysis, and cluster analysis would be ap-
plied to these events to discover the various relation-
ships existing therein. Also available will be a
statistical technique developed by Systems Develop-
ment Corporation and entitled JDEA (Inductive
Data Exploration and. Analysis).

“By use of teletype console and, when available, a cathode
ray tube display with a light pen, IDEA enables the scientist
to participate interactively in a data analysis process which
involves the creation of a decision tree to represent impor-
tant relationships in the data. As each potential branching
point in an evolving decision tree is considered, IDEA dis-
plays the alternatives evaluated by the program, a measure
of the value (desirability) of each, and a reccmmended
course of action. The scientist may then decide: (a) to accept
the program’s solutions; (b} select one of the other alterna-
tives; (c) request statistical evaluation of alteri:atives not con-
sidered by the program; (d) impose his own choice of action.
In this way the scientist collaborates with the program in an
inductive search for an underlying tree structure in his
data.”*

The justification for using IDEA as well as-other
classical statistical methods is described.

“Classical induction algorithms such as regression analysis,
discriminant analysis, and cluster analysis are cften used by
an investigator to help him discover, understand, summa-
rize, and represent various relationships that exist among
many measurements and observations, Whenever these in-
terrelationships become very complex—containing non-
linearity and interaction—the usefulness of the classical ap-
proaches is limited. In many cases the emergent structure is

not obvious to the researcher; nor is he solely interested in

testing an & priori hypothesis. Under these conditions his
knowledge of the field from which the data come, and his
experience, intuition, and pattern recognition skills—if these
could be used—would enable him to improve on the results
of classical methods or perhaps to succeed where the classi-
cal techniques fails,”

Thus the preceding paragraphs describe the me-
thodology involved in the operational test-bed ap-
proach, It is designed to wed the best of an opera-
tions approach using automated MO information in
a real-life situation with classical statistica! tech-
niques in a laboratory environment. The desired re-
_sult of this approach will be an understanding of the
“usefulness of complex modus operandi information
in an automated environment as well as the interre-
lations of the various files resident in that system.
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PATRIC: TECHNICAL CHARACTERISTICS
AND REQUIREMENTS

Thus far this discussion has centered around the
tactical utility of a police information system and the
methods to be employed in arriving at decisions re-
garding that information. Evaluations can be made
concerning the utility of such a system, but to equate

those capabilities to cost effectiveness is a delicate:

issue. To attempt to put a price on the apprehension
of a burglar or to put a price tag on the recovery of
contraband is questionable at best and impossible at
worst. Yet some measure of cost effectiveness must
be developed during the PATRIC research period.
The considerations which will be used will include
the increased effectiveness of police personnel. Pres-
ently an investigator on the Los Angeles Police De-
partment devotes 40% of his time to pure investiga-
tive procedures; the remainder of the time deals
with administrative processes such as the making of
certain reports, the arraignment of suspects, and in-
terviews with the district attorney’s personnel in
seeking complaints. If presently investigators can
handle a case load of, say, five reports per day, then
increasing that case load to ten per day as a result of
functions of the PATRIC System can show a definite
cost effectiveness. The same principle applies to de-
ployed unifermed personnel, Another area is that of
duplication; in a city such as Los Angeles the criminal
element possesses high mobility within the 460 odd
square miles of the city. During the experiments at
SDC in 1968-69, there were several instances
wherein crimes were correlated and it was found
that investigators in different geographic divisicns
were working on the same problem unbeknownst to
the individual investigators. Through a pooling of
information there could be a much faster resolution
of the case as well as an avoidance of duplication of
effort. These sorts of considerations will constitute
the basis for cost effectiveness evaluation.

Thedetermination of the tactical system functions
as described above is only one half of the PATRIC
evaluation. The second half will comprise the techni-
cal requirements needed to produce the tactical re-
sults desired. This consideration will be handled
through the assigning of a Senior Data Processing
Analyst and a Software Systems Specialist to the
PATRIC work group during the test-bed operation.

The objectives and the configuration of the opera-
tional test-bed are such that the anticipated test-bed
system characteristics are felt to be justified. They
include on-line interactivé mode, time sharing, mul-
tiple remote terminal access, general purpose data
manipulation, report generation capability, orienta-
tion to nonprogrammer use, English-like language,
explanation of error message and command, system
guidance on-line for inexperienced users, off-line

batch processing initiated either off-line or by on-line
interactive command, and disc/drum/tape orienta-
tion. The system is capable of handling massive
volumes of data (445,000 records per six months). All
of these features would have to be justified in the
eventual PATRIC System, and that evaluation as to
their justification will be the province of the techni-
cal personnel described above. Another area of
evaluation will be the input/output devices. The pro-
liferation of IO devices today will require careful
evaluation as to the most appropriate types necessary
as well as the number of devices necessary to provide
proper support for a PATRIC System.

Also, technical research will necessarily have to be
conducted into the retrieval logic which the system
would have to use to ultimately display information
to the user.

These and numerous other questions must be an-
swered by appropriate technical personnel because
they will significantly impact upon the ultimate con-
figuration of the system. Both technical considera-
tions and cost tradeoffs must be taken into account in
this feasibility evaluation since a major objective of
the program is to provide an optimum system of
maximum utility at the least total cost.

The operational test-bed period will, at its conclu-
sion, provide three documented areas of concern: (1)
a tactical requirements analysis, (2) a technical re-
quirements analysis (those requirements necessary
to support the tactical considerations), (3) a systems
design document to guide the building of the ulti-
mate PATRIC configuration.

SUMMARY

The Los Angeles Police Department has, for the
past several years, experienced an increase in work
load not commensurate with the increase in police
personnel. The increased work load results in a pro-
liferation of reports which traditional manual proce-
dures can no longer efficiently nor effectively ac-
commodate. The need for automation is now well
established within the police service, especially in

.large metropolitan areas. Wholesale numbers of au-

tomated police information systems are springing up
throughout the nation, but most of these systems are
based on retrieval of discrete elements. These sys-
tems call for a name, a license number, or some other
hard fact, and such systems might be termed, “pure
retrieval”. The PATRIC System calls for a somewhat
different system concept based on the blanket term,
modus operandi evaluation.

Various studies and tests conducted over the past
several years have indicated that the prerequisites to
an effective MO system are accuracy and speed of
data input. In furtherance of these two ends, the
PATRIC Project over the past two years has radically
revised crime report’forms and has called for the
magnetic tape encoding of all MO data available.
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With these two objectives met, the PATRIC research
team is now preparing to conduct an operational
test-bed experiment to span one year using one of
the more powerful hardware/software configura-
tions available in private industry. The results and
subsequent evaluation of this forthcoming year’s ef-
fort will determine the configuration of the ultimate
PATRIC Project, and will be available through the
offices of the California Council on Criminal Justice
for dissernination to interested agencies which may
care to study the techniques, the results and the
evaluation of this effort. ’
The operational test-bed environment will consist
of six geographic police divisions, five of which will
have on-line interactive access to the full data base
and will have trained operators to work directly with
investigative and patrol deployment personnel in
furtherance of the;police function. The data base will
consist of crime reports, Investigator’s Final Reports
(these reports are hased on interviews of arrestees),

pawnshop records, field interviews, and registered

sex offender reports. Correlation techniques will be
derived that will point out the most efficient method
to isolate other appropriate records which may bear
on the case at hand and to supply the concerned
investigator with that data. The three basic functions
to be developed in the PATRIC research will be the
correlation of appropriate records to provide the in-
vestigator with data in furtherance of his investiga-
tions. Feedback from the field personnel will be one
of the methods of evaluating the effectiveness of all
correlation techniques. A second will be the develop-
ment of individual deployment plans for each radio
car in a given division based upon specific problems
indigenous to that radio car area. And a third will be
the so-called multiple occurrence detection wherein
significant patterns, which arise within the data base
and reflect an identical value appearing more than
once, will be evaluated for possible tactical signifi-

.
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cance.

The evaluation of the PATRIC experiments will be
divided between the opinion of police experts in
their respective fields and the monitoring of classic
police indicators such as crime and arrest rates as
well as crime clearance and property recovery rates.
Along with the operational testing in real-life situa-
tions, there will be laboratory experimentation on
the data using classical statistical approaches to
deriving significant patterns in the data. :

Of particular interest is the utility of the data,
which means assigning relative weights to all MO
descriptors as to their value in an MO correlation
search; also the data age utility is of extreme impor-
tance, meaning that at some point in time after an
event is placed in a data base, that information
decays because it has outlived its usefulness and
should be purged from the system. As the answers to

these questions are derived, a second area of concern
comes into focus.

With the isolation of the full tactical usefulness of
police information, the question arises as to what
technical considerations must be taken into account
to support those tactical functions. And this consider-
ation leads to cost effectiveness evaluation. Specific
personnel will be attached to the PATRIC Project to
make just such evaluations; they will perform exhaus-

tive analyses of the system functions and begin the
process of a systems requirements analysis which will
serve as a blueprint for the PATRIC Project.

1 “Results and Evaluation of the LAPD/SDC Project, June 1968-January
1969". System Developmett Corporation, Santa Nionica, California. 1969.

2 Hall, Earl E,, and Chappell, J. F. “Man-Machine Systems to Aid in the
Apprehension of Career Criminals”, Law Enforcement Science and Tech-
nology II. Ed. Cohn, S. L. (USA, Port City Press, Inc.) P477.

3 Edwards, Ward. “Men and Computers”, Psychological Principles in Sys-
tem Development, Ed. Gague, Robert M. (New York: Holt, Rinehart and
Winston), 1962, P95.

4 Laurence L Press, et al, “An Interactive Technique for the Analysis of
Multivariate Data”, Behavior Science. Vol. 14, No. 5, September, 1969,

P364.
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THE ALERT SYSTEM FROM CONCEPTUAL DESIGN—
PRESENT DAY OPERATIONS—TO FUTURE PLANS

by Melvin Bockelman
Manager, Data Systems Division
Kansas City Missouri, Police Department

The City of Kansas City, Missouri, like other l.arge
metropolitan communities, has been facsad vylth a
rapid increase in population and a rising crime mde}c.
The city, with nearly 500,000 citizens, ranks 26th in
the national population class; however, in area, Kan-
sas City is the fifth largest city of the United §tatqs.
Geographically, the city covers 316 square miles, in
which 9,000 city blocks and 15,000 street intersec-
tions are divided into 174 patrol beats.

The police force of only 950 uniformed personnel
has been hard pressed to process the rising yearly
workload of 146,350 arrests, investigate 57,574 re-
ported offenses, respond to and record 26,905 Yehl-
cle accidents and answer 285,540 “calls for service.”
The Communications Center, operating on seven
radio frequencies, responds to nine million radip
transmissions annually. Warrants issued by munici-
pal and county magistrates and filed with the Police
Department continued to be received in almost un-
manageable numbers. The law enforcement officer,
as a result, could not in many instances obtain need-
ed information without a 30-minute delay.

Citizens of the Kansas City metropolitan area are
victims of crime at a ratio of 2.9 for every 100 citizens
as compared to 2 citizens in 100 for the natione}l
average. Crime indices reflect the fact that one veh}-
cle is stolen approximately every hour; one woman is
criminally assaulted and seven robberies, 44 burglar-
ies and seven aggravated assault cases are committed
every day. ‘

The Police Force has 1.5 officers assigned per
1,000 population as compared with the national aver-
age of 2.2 per 1,000 population. Area-wise, the force
has 3.3 officers assigned per square mile as compared
with 7.3 officers per square mile as the national aver-
age. With this workload, the Kansas City Missogri
Police Department decided to seriously consider in-
troducing electronic data processing as a technologi-
cal means of improving the efficiency of its law en-
forcemeént operation. By late 1966, it became
evident that only a “real time” police computer sys-
tem could be responsive to the needs of law enforce-
ment. The Board of Police Commissioners approved

of the program and an order was placed for an ad-
vanced telecommunications-oriented, third-genera-
tion computer.

Chief of Police Clarence Kelley's instructions to
the computer technicians, who were about to begin
systems design and programming of the computer-
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ized teleprocessing system, were to “Build me a Po-
lice Information System which will provide a quick
response to the informational needs of the law en-
forcement officer on duty on the streets.”

Police Department administrators and technicians
of the Data Systems Division entered into a series of
studies and discussions in an effort to determine the
informational needs of the district officer and the
volume of requests for information which would be
forthcoming during a five-to-seven year period.

Department philosophy ‘and policy were estab-
lished around the following thirteen points:

(1) The computer system will be a slave to the needs of the
officer in the field, rather than regimenting the cificer to
become a slave to computer systems. )

(2) The computer must function in a law enforcement envi-
ronment, rather than attempting to orientate police operations
into a computerized environment. . . e

(3) Computer technicians and hardware engineers will adjust:
their working hours to the needs of law enforcement opera-
tions. o

{4) A law enforcement officer isan extremely_busy individual,
Besides performing his basic duties of enforcing the law and
fighting crime, he has many documented reports to prepare
(some are required by law), Whatever the system, it must first
assist the officer in the more efficient performance of his duties
and, second, it must provide for his ease in its use.

(5) At a time when society was restricting the powers of the
law enforcement officer, it became necessary to develop the
technological means by which the ldw enforcement officer
could receive an immediate response to his inform‘atxon.nI
needs; thus reducing or eliminating unnecessary pen‘ods‘ in
which the citizen is held, pending the outcome of investigation
checks. The System must, therefore, be designed to furnish
responses within 10 seconds to inquiries inititated by the field
forces. . )

(6) The first basic category of information to be com_putenzed
to which the law enforcement officer needed immediate access
was outstanding warrants and police pickup orders.

(7) The second category of information needed l;y the field
force was abstract data related to criminal convictions, Qnrole
status, penitentiary releases, and other information relative to
criminal records. N X )

(8) The third categgf):;pf information needed was that which
would forewarn the piticer of impending danger, such as per-
sons known to have Eee#{ armed, considered dangerous or those
who have resisted arrest.

(9) The data bank stored in the police computer system must
be afforded security and protection from access by unauth«:n'-
ized persons or agencies, as required by law enforcement ethics
and state law,

(10) The system must be validated as absolutely accurate,
since the citizen's freedom or detention may be at stake, Every
safeguard must be built in to permit the system to npprogch 100
percent reliability on the ‘grounds for arrest’ lpformnhon. )

(11) Every category of information entered into the police
computer’s memory banks must be backed up by a legal docu-
ment which, by law, authorizes police access to such informa-
tion and empowers them to investigate and, where w‘nrr‘nnted,
to arrest the citizen when the circumstances clearly indicate a
violation of the law.
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(12) The system must employ the capability of transmitting
‘all points bulletin’ and other administrative messages through
a message switching system to any of the on-line Data Com-
munication terminal devices. As a result of the expected high
volume of inquiring traffic, the terminals must be buffered to
provide for minimum line transmission time. It was determined
that we could assign up to 10 terminals per line- with each
terminal transmitting on the line for a maximum of 8 seconds
per transmission. The system would be designed for automatic
numbering of messages thus reducing the administrative con-
trol of station clerks.

(13) The hardware and software must be capable of operating
in a multi-programming environment, with law enforcement
telecommunications functioning in one partition and adminis-
trative report programs functioning simultaneously in a second
partition.

The conceptual systems study clearly showed that
it was essential that the Police Deparnent have an
advanced communications system to support the
computerized teleprocessing system being planned
for the Department. A new communications system
which would support seven broadcast channels
through various areas of Kansas City was recently
placed in operation. It possesses the capacity to han-
dle in excess of one million radio transmissions per
year, ‘ .

The police teleprocessing system originally was
built around six major files, each of which could be
accessed separately, but which could also access the
remaining five files through the Cross Reference In-
dex. The parameters of inquiry were established by
name, license number, vehicle identification num-
ber, and complaint number.

Provisions were made to ‘log’ every action occur-
ring in the teleprocessing network operations since
this capability would be vital in determining tele-
processing problems; and retrieving on-line transac-
tions should the need arise.

A technical manual was prepared which covered
on-line teleprocessing operations. An 80-question
test was prepared and given to all police communica-
tions personnel since it was felt that they were the
heart of the operation. If these personnel failed to
understand the new police information system effec-
tively, it could not succeed however successful the
computer operations might be. The test stimulated
police communications personnel to become familiar
with the new system, and their conversion to the use
of the video and printer terminals was accomplished
with relative ease.

During the month of May, 1968,. the hardware
equipment was delivered and installed on the fourth
floor of the Police Department and the display termi-
nals were installed in the Police Communications
Center, Warrant Service Center and Message Cen-
ter. Action was then initiated to build the operating
system in early June and action was initiated to estab-
lish the real-time files. Limited teleprocessing serv-
ice was made available for police operations begin-
ning July 1, 1968. This joint venture in law
enforcement utilizing the electronic computer

became known as ‘ALERT’ or Automated Law En-
forcement Response Team.

An extensive checkout of the reliability of the sys-
tem was conducted during the summer months. All
precautions were taken to insure that arrests result-
ing from information supplied by the teleprocessing
system were authentic. To assure that this important
phase was accurately and promptly accomplished,
the Records Unit of the Police Department was origi-
nally assigned cne terminal device from which war-
rants served or recalled could be cancelled immedi-
ately into the real-time files. The Message Center of
the Communications Division was made responsible
for cancellation of recovered stolen vehicles and
pickup orders as soon as disposition was completed.
One terminal was installed in the Kansas City, Mis-

souri Municipal Court to provide immediate on-line .

cancellation and recall of warrants, an essential in-
gredient in maintaining the integrity of real-time
files. Program °‘locks’ were developed which pre-
vented non-law enforcement agencies from gaining
access to restricted intelligence information.
On-line teleprocessing demonstrations were con-
ducted for the orientation of police field command-
ers, which stimulated the commanders to encourage
their field personnel o use the system. Field Ser-
geants weie also scheduled for the orientation. It was
noted that utilization of the police computer tele-
processing system increased considerably immedi-
ately after the orientation. All law enforcernent field
officers were scheduled in groups of 25 per day and
given an extensive indoctrination concerning the po-
tential of the system. The capabilities of the new
on-line police %eleprocessing system clearly demon-

* strated to police officials that the department would

have the ability to operate in a 21st Century urban-
ized environment.

Programs were developed which would extract
and print from the log file those records on which
specific incidents transpired and at the approximate
time the incident occurred, as may be requested.
The log proved an invaluable aid in recovery prob-
lems, was extremely useful in extracting statistics for
the patrol commanders regarding use by subordinate
personnel, and provided the ability to look at specific
events occurring in the police environment.

Procedures were implemented to provide fre-
quent backup of all on-line files. The capability was
developed by which transactions could be extracted
from the log files if recovery so required. One theory
soon was verified—the moment the teleprocessing
system became inopeyative, the integrity of the sys-
tem was seriously affected. Programs were devel-
oped to produce listings of “hot files” for use when
the system was inoperative. Experience showed that
inquiries from the field were greatly reduced when
tield personnel knew they did not have access to the
police teleprocessing system, o
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It was determined that data collection and process-

.ing of information into on-line files were highly im-

portant elements of real-time telecommunications
systems and the mission was assigned to the Data
Control Unit. In order to establish firm and rigid
control over this function, a special job description
was established for Data Control Clerks, with
prerequisites similar to Computer Operators. It was
felt these persons must necessarily understand the
function of the system if they were to be capable of
managing and controlling the quality of the ALERT
Data Bank. All data entry for the Kansas City Mis-
souri Police Department was assigned to this unit
which must man the on-line terminals on a 24-hour
basis. Punch card actions were eliminated from the
Real-Time system by July, 1969.

One of the major problems confronting Police Ad-
ministrators was developing a system which would
provide district officers with a compact, but mean-
ingful, listing of subjects wanted, who reside within
the officer’s district. A program was developed
which contained an inventory of all wanted persons
in street name and residence sequence within dis-
trict. The system proved extremely helpful in assist-
ing the district officer in apprehending wanted sub-
jects. .

The Telecommunications System, while being re-
sponsive to the needs of law enforcement operations
when requested, still lacked the capability of provid-
ing information to officers prior to arrival at a scene
or incident. It was decided that the system must be
cross-indexed by street name and tesidence number,
with capability of inquiry by street name and resi-
dence number for all persons wanted and those with
active criminal records. An additional feature was
added so that if no one lived at a specific address, the
computer would supply names of those individuals
who live on the street name within a two-block ra-
dius of the residence number. The Address Inquiry
routine is generally used when police officers are
called to a specific address on a disturbance call and
the computer response is given by radio so that offic-
er may be forewarned of wanted subjects or persons
who live there and are known to be armed, danger-
ous or resist arrest. Names and addresses of citizens
with no criminal records were specifically excluded
and the local chapter of the Civil Liberties Union was
advised of that fact. .

Kansas City, Missouri provides approximately one-
third of the metropolitan area population where 31
jurisdictions exist. It was decided to invite all agen-
cies involved in the criminal justice process to join
the ALERT Telecommunications Network System.
Those agencies wishing to join would be subject to

* the following policy:

(1) Procure the Data Communications Terminal and accept
a prorated share of the communieations line cost.

(2) Abide by all system disciplines required of the comput-
erized telecommunications system.
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(3) Safeguard all information obtaine¢d from the Data Bank,

(4) Maintain. appropriate source documents which are the
authority for entry into the Criminal Data Bank.

(5) Accept full responsibility for accurate entry of informa-
tion into the Criminal Data Bank and timely cancellation when
the want no longer exists.

At this time, law enforcement agencies represent-
ing 3,000 square miles of eastern Kansas and western
Missouri are interfaced into the system. These agen-
cies utilize 68 terminals, represent two state highway
patrols, four county sheriffs, 19 police departments,
one municipal court, county prosecuting attorney
and county juvenile court. Since many of the active
criminal elements are involved with multi-police
agencies, it was decided to establish a master name-
index within the ALERT Data Bank. Each criminal
record entry would be identified with the ORI of the
agency which entered the record, thus multi entries
by various law enforcement agencies would be as-
sociated with one Master Name Record.

The ALERT System was further extended to inter-
face with the National Crime Information Center.
Because of our policy of providing response within
10 seconds to the officer in the street, it was decided

to interface NCIC on a Binary-Synchronous (2400

Baud) line. Programming was initiated to relieve the
dispatcher of the addional burden of making two
inquiries (into the ALERT Data Bank and the NCIC
Data Bank). Local inquiry codes requiring only half
as many keystrokes as NCIC formats were devised,
thereby relieving the dispatcher of the additional
time required. The on-line system is now pro-
grammed so the inquiry searches the ALERT Data
Bank and gives the response back to the dispatcher,
converts the local inquiry into NCIC formats and
automatically searches NCIC files, giving the second
response to the dispatcher,

Organized crime activity is fairly well concentrat-
ed in the Kansas City Metropolitan Area and, as such,
is of concern to law enforcement. The intelligence
officer, previously hampered by being unaware of
other law enforcement contacts with Organized
Crime (Intelligence Subjects), began to give serious
consideration to automating his files. The intelli-
gence officer is vested with complete responsibility
in data collection of information pertaining to Or-
ganized Crime, Militants and Activist activity and all
information related to this category of data must be
released by the intelligence officer before it can be
entered into on-line files. On-line programs were
modified so that any time an Organized Crime sub-
ject or vehicle known to be used by a member of
Organized Crime was checked by law enforcement
agencies, the computer, once it had determined the
relationship with Organized Crime subjects would
relay ‘confirmation of the contact with Organized
Crime subjects’, together with the time, date, and
law enforcement agency of contact, to the Data
Communications Terminal operated by the intelli-
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gence officer. This feature provides the first step in
poordmating contacts with Organized Crime sub-
Jects for all regional law enforcement agencies in the
Telecommunications Network System.

Parole Officers in this region have always been
hampex:ed by a lack of information as to the conduct
and activity of persons on parole status, It was decid-
ed to record, in the ALERT Data Bank, all persons on
parole status. Law enforcement officers contacting
parolfaes are required to prepare a report concerning
the circumstances which surround the contact with
parolees. This proved to be a valuable source of infor-
mation to Parole Officers. In some instances, this
new source of information proved to be of sufficient
value to warrant cancellation of parole and the sub-
Ject’s return to jail. |

The ALERT System Data Bank presently consists
of the following categories of information:

Outstanding Warrants 36,00

Stop/Pickup Orders 11:208
Orgungzed Crime Subjects (10cal) ...umuvenssnsonneen 480
Organized Crime Subjects (national) w..isiieene... 2,000

On Parole Status ¢
Penitentiary Releases . 4@28 v
Adult Arrest/Conviction Record......... ssssninnnenn 31,000
quenile Arrest/Conviction Record ..........., . .8’100
Fingerprint Classification Numbers ..o, 18:000

Assault Against Police
Narcotic Users Wt

Narcotic Dealers . ) 4§g
Militants * ... 660
Activists 35
Shoplifting Subjects 250
Robbery Subjects ., . 445
Burglary Subjects - 750
Auto Theft Subjects.... ) 450
Molestation Subjects . 37

*Includes all nationally known militnants i
I a
with Black Panthers, ociated

Thgse files may be accessed by name, alias, monik-
er, license number, vehicle identification number,
address and complaint number.,

The following pages contain examples of inquiry

%nd l:'etrieval of information from the ALERT Data
ank. )



ATEST.114.200

ATEST.114.200
UNABLE TO FIND EXACT ADDRESS
FOUND THESE POSSIBLES
ZXAMPLE BARBARA WF 061154 KS 503 130 BN BL
MOKPDOO 110 E 200 ST KANS CITY MO
MOKPDOO 09945670 JA W PROSTITUTION 010168

XM .TEST.0000020

(Address inquiry at 114 East 200 sireet)

ZXAMPLE BARRY X WF 121248 KS 502 120 BR BK SUICIDAL
MOKPDOO 111 E 200 ST KANS CITY MO
MOKPD0OO 01020304 JA W MURDER 1 051670 01000

XM .TEST.0000018
IXAMPLE BENJAMIN D J NM 010240 KS 600 140 GY MN SUICIDAL
MOKPDOO 112 W 200 ST KANS CITY A0

MOKPDOO 01111345 KC W NON-APPEARANCE 092368 00035 2121
XM .TEST.0000004 HAS MORE WANTS.

ZXAMPLE BARON A J WM 010530 MO. 408 146G GY BL SUICIDAL s
ARMED DANGEROUS MENTAL RESIST ARREST
MOKPDOO 115 E 200 . ST KANS CITY MO

K510502 88889999 W LARCENY

972870 00100 9823 9
XM .TEST.0000008 HAS MORE WANTS

ZXAMPLE BARRY b WM 070444 UN UN
ARMED DANGEROUS RESIST ARREST
MOKPDOO 116 200 ST KANS CITY MO

E
MOKPD0OO 00006998 JA W SFTY RSPNS FNCL 061070
XM .TEST.0125084. HAS MORE WANTS

(A search by the computer reveals no one resides at 114 E 200 with a criminal record or wants however within a
2 bleck radius on 200 St 5 persons live who have criminal records or outstanding warrants),

A.TEST.112.200 (Addiess inquiry)

A.TEST.112.200
IXAMPLE BENJAMIN D J NM 010240 KS 600 140 GY MN . SUICIDAL
MOKPDOO 112 W 200 ST KANS CITY MO

MOKPDOO 01111345 KC W NON-APPEARANCE 092368 00035 2121
MOKPDO0O 00111654 KC W RECKLESS DRIV 092368 00100 2121
MOKPDOO 00114460 REL 060566 JACKSON CTY JAIL (FORGERY)

MOKPDOU 00999922 MENTALLY DISTURBED INDIVIDUAL

MOKPDCO 00114460 REL 072264 MO STATE PEN (BURGLARY)

MOKPDOO CRN = *0000044 TA-020 TC-020 MA-015 MC-008 FA-010 FC-010
NATIONAL INTELL SUBJECT—PREPARE FIC

SHOPLIFTING SUBJECT—PREPARE FIC g

BURGLARY SUBJECT—PREPARE FIC G
ROBBERY SUBJECT—PREPARE FIC

AUTO THEFT SUBJECT-—PREPARE FIC

MOLESTATION SUBJECT—PREPARE FIC

MENTAL SUBJECT

ALERT/0000004

ALIAS ZXAMPLE BOB

NLTEST.SPARKPLUG. (Nickname inquiry)

NL.TEST.SPARKPLUG,

XXAMPLE BARDVARK X NM 071915 KS 600 180 BR BR
MOKPDOO FBI = SOC = 593628741 OIN = NIC = WO027896547
MOKPDOO 109 W 200 ST KANS CTY MO
MOKPDOO 722299 MO 1 66 FORD MUS 2D RED 987654322

MOKPDOO 9090A0AO KC W MURDER 1 120469

PMAOKPDOO 12345679 AB S ESCAPE 100968

MOKPDOO 88889999 CC W PARKING VIOLATN 121569

MOKPDOO 9090BOBO JA W PARKING VIOLATN 120469

MOKPDOO 9090COCO KC W PARKING VIOLATN 120469 -
MOKPDOO 00000CCC ON PAROLE MO STATE PAROLE O EXP 010172
MOKPDOO 09999999 REL 010170 MO STATE PEN (ROBBERY)
ALERT/0066450 100%

MONIKER SPARKPLUG Fa

MOKPDOO 272790 MO 1 65 FORD FAL 2D CRM 1234567890
(The nickname inquiry reveals the computer found the subject’s true name and 