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FINANCIAL INVESTIGATION OF DRUG
TRAFFICKING

FRIDAY, OCTOBER 9, 1981

HouUSE OoF REPRESENTATIVES,
SeLECcT COMMITTEE ON NARCOTICS, ABUSE AND CONTROL,
Fort Lauderdale, Fla.

The committee met, pursuant to call, at 9 a.m., in city hall, Fort
Lauderdale, Fla., Hon. Leo C. Zeferetti (chairman) presiding.

Present: Representatives Leo C. Zeferetti, Earl Hutto, Benjamin
A. Gilman, Matthew J. Rinaldo, and E. Clay Shaw, Jr.

Staff present: Patrick L. Carpentier, chief counsel; Roscoe B.
Starek, minority counsel; John R. Thorne, investigator; Edward H.
Jurith, counsel; and James J. Heavey, press officer.

Mrr.) ZerERETTI. Ladies and gentlemen, will you please find your
seats?

Good morning ladies and gentlemen. Today, the Select Commit-
tee on Narcotics Abuse and Control will conduct a public hearing
on the efforts of the Federal Government to identify, seize, and
forfeit the profits and assets of narcotics traffickers.

At the outset, I want to thank Mayor Virginia Young of Fort
Lauderdale for allowing the select committee the use of the Fort
Lauderdale city hall for this hearing. The cooperation of public
officials, such as Mayor Young, is an essential ingredient in our
fight against these merchants of death and human destruction.

I would also like to welcome the State’s Advisory Youth Council.

Today’s hearing will focus upon existing legislation that gives
Federal investigators the ability to trace the vast amounts of
money gained by drug dealers. The Bank Secrecy Act is paramount
among these tools. Today, we will examine the act’s effectiveness,
the impediments to its more fruitful implementation, and areas for
the act’s improvement. We seek to solicit suggestions for legislation
that will enhance the arsenal of Federal investigators to ferret out
the financial strongbox of the drug trade; a strongbox that can
keep a continual flow of drugs coming into this country; a strong
box that can post unheard amounts of bail; a strongbox that can,
no matter how many traffickers we put behind bars, sustain an
ongoing criminal organization.

The select committee staff has visited south Florida often in the
past few months. They have reported back to us in Washington
that an atmosphere of fear is gripping this area of our land: There
is open violence in the streets; an atmosphere prevails that pre-
vents yachtsmen from boating for fear of hijacking at sea; boat-
owners are unsure of renting to strangers fearing they will traffic
in drugs with their craft; legitimate bankers are refusing large
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cash deposits from unknown customers; and the local economy is
artificially inflated by enormous amounts of cash driving up real
estate and consumer prices. South Florida is the front line battle-
field in the war against drug trafficking.

In the atmosphere of fear, the Federal Government has initiated
positive actions. “Operation Greenback,” a joint IRS, Customs,
DEA, and Justice Department venture, deserves our utmost sup-
port for its innovative techniques. We also compliment the FBI for
its joining the fight against the financial gains sought by narcotics
traffickers.

I do not believe it can be overstated th-* the elimination of the
vast profits traffickers thrive on is the most effective weapon in the
war against drug traffickers. Obviously, the conventional law en-
forcement tool of imprisonment is. alone, insufficient to do the job.
We must attack the financial heart of narcotics trafficking organi-
zations and lay them to rest. Our objective today is to identify
endeavors in this area and to strengthen them.

Before we begin testimony, I invite my colleagues to make open-
ing statements. Mr. Gilman.

Mr. GiLman. Thank you, Mr. Chairman. First, I want to asso-
ciate myself with your remarks and to commend you for arranging
this hearing at a time when we have been receiving alarming
reports of the escalating drug trafficking operations and the laun-
dering of vast sums of drug dollars in southeastern Florida.

I am delighted to participate with our colleagues from Florida,
Mr. Hutto and Mr. Shaw, in this vitally important hearing. I have
been informed that Congressman Shaw, who has been so kind to
host this meeting, will be joining us in just a few minutes—he
began his day at 10 o’clock by addressing a parent/teachers confer-
ence on drug education and prevention. .

Three years ago we held hearings in southeastern Florida. The
testimony we received at that time convinced us that we were in
the middle of what we then called a catastrophic and overwhelm-
ing drug disaster. At the conclusion of those hearings, we wired the
top drug administrators in the White House, the State Department,
the Drug Enforcement Administration, and U.S. Customs Service,
and stated, from the results of the hearing, that what we have seen
in this area convinces us that this region is in the middle of an
overwhelming drug disaster. We further stated, as in any other
natural disaster faced by our Nation, the situation must be coun-
tered by whatever means are necessary, and whatever material is
needed to cope with that problem.

We stated that the situation is so serious that we must take
immediate action to stem the tide of illegal drugs into the United
States through south Florida. As you recall, the White House, then,
did respond to the request. Subsequent to our 1978 hearings, our
select committee met with key drug law enforcement officials that
outlined a Federal response by the executive agencies. Although
that response was a step in the right direction, it did lack the
necessary presidential commitment to maintain the initiatives.

Today we have a new administration. Some of the key drug law
enforcement officials are now on board; but, unfortunately, the
drug trafficking problem, both in this region of the United States
and throughout the world, is growing by leaps and bounds. We still
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do not have a comprehensive, coordinated Federal drug strategy
that is needed to interdict drug trafficking, to properly eradicate
the illegal drugs at their source, educate the public regarding the
danger of drug abuse, and treat and rehabilitate those individuals
who are addicted to or who are dependent upon drugs.

Mr. Chairman, it is extremely important that our select commit-
tee examine the illicit financial transactions that are generated by
the narcotics trafficking activities of organized crime. We hope
some improvements can be made since we last visited and explored
this critical area. '

We hope from these hearings we will be able to determine how
narcotics profits are being laundered, just where the funds origi-
nate and who controls the laundered cash. We also hope that this
administration will elevate narcotics trafficking and drug abuse to
a top priority on its agenda. The administration must elevate nar-
cotics trafficking and drug abuse to a top priority.

We must develop a comprehensive, coordinated Federal drug
strategy to come to grips with this perplexing problem; otherwise,
our Nation will have lost the war on drugs, and future pronounce-
ments about such a “war,” “war on crime”’ will become empty,
rhetorical slogans, endangering the defense of this Nation and the
health of all of our citizens.

I am pleased to join you and our distinguished colleagues in
participating in these hearings, and look forward to the testimony.

Mr. ZerERETTI. Thank you. Mr. Hutto.

Mr. Hutto. Thank you very much, Mr. Chairman.

As a member of the Florida delegation, I want to thank you for
arranging this hearing. Thank you for your dedication in trying to
do something about the tremendous problem that we have in Jur
Nation.

Of course, I am very pleased that we have distinguished officials
from our State, the Honorable Bob Graham and Attorney General
Jim Smith, and others, throughout the day, who will be heard by
this committee.

I come from a different section of Florida. I mentioned to socme-
body a few minutes ago, coming from Panama City to Miami is like
going to Chicago. We do have a big and wonderful State in the
Land of Sunshine. We are a land of opportunity, a State that has
many problems and 9 million people; and others continue to come
to enjoy what we have here. But with all of this, we have many,
many problems. I am glad to know that our Governor and other
officials of Florida have emphasized the fact that we have problems
that need to be addressed nationally, because of the immigration
problems we have and, also, the drug trafficking.

Florida is bearing the brunt of a lot of activity that needs atten-
tion. So I am very pleased that you are here, and I look forward to
participating with you and our colleagues in this hearing today.

Mr. ZerEreTTI. Thank you. Mr. Rinaldo.

Mr. RivaLpo. Thank you very much, Mr. Chairman. I want to
join you in welcoming such distinguished witnesses to our hearing
this morning. Further, I want to take this opportunity to commend
you for holding this hearing, because, as has been pointed out, it is
an extremely important topic. Certainly your dedicated efforts are
well-known in this area and as chairman of this select committee.




4

As you have indicated in your opening statement, the select
committee is here to gather additional information regarding the
efforts of the Federal Government to investigate drug traffickers,
and to identify, seize, and forfeit the vast profits obtained in the
illicit drug trade. I think we will all agree that this is one of the
most urgent problems facing our Nation. It is an epidemic. It is an
epidemic that has affected the cities, urban centers, and even the
suburbs. It is spread throughout the country and is all pervasive.
The epidemic in illegal drug trafficking and the rash of drug-
related crimes are terrorizing our citizens from the east coast to
the west coast and from the North to the South. It is a desperate
situation that the Congress and the new administration must curb
by intensifying law enforcement efforts designed to take the profit
out of drug dealing and increase the risk of apprehension and
prosecution for those who would engage in_ this illicit activity.

The rewards are so great for big time drug dealers—as I am sure
today we will hear from the witnesses—that they are willing to
take risks; and they do so, unfortunately, in many cases with
impunity. I am appalled, as is every member of this committee, by
the flagrant abuse of our laws. I am concerned that the situation
will continue to grow worse unless we find more effective measures
to deal with the drug runners and the drug peddlers.

I look forward to hearing from our witnesses today on how we
can best proceed to rewrite our laws, and to enforce the existing
laws, so that we can properly deal with what I would label as a
national crisis.

Thank you, Mr. Chairman. I look forward to the testimony of our
very, very distinguished witnesses.

Mr. ZerereTTL. Thank you, Mr. Rinaldo.

Without objection, at this time I ask unanimous consent to
submit testimony from Congressman Joseph Minish, who is the
chairman of the Subcommittee on General Oversight and Renegoti-
ation of the House Committee on Banking, Finance and Urban
Affairs, who was unable to be with us this morning.

[The statement of Representative Minish follows:]

PREPARED STATEMENT OF JOSEPH G. MINISH, A REPRESENTATIVE IN CONGRESS
FroMm THE STATE OF NEW JERSEY

Mr. Chairman, members of the Committee, I wish to commend you for taking the
initiative to hold hearings on the Bank Secrecy Act here in Miami, where the drug
trafficking problem seems so severe.

The Subcommittee of which I am Chairman, the Oversight Subcommittee of the
House Banking Committee, has had a long-standing interest in the enforcement and
use of the Bank Secrecy Act. We first examined this law at hearings held in
November of 1979. Since then, we have looked at it in hearings in October and
December of 1980 and in July of 1981. We commissioned an extensive study of the
Bank Secrecy Act by the General Accounting Office and received the GAO'’s final
report on July 23d of this year. Throughout the period of our interest, we have been
exerting considerable informal pressure on the Treasury and the regulatory agen-
cies to ensure proper enforcement and use of the Bank Secrecy Act. Since you
assumed the Chairmanship of the Select Committee on Narcotics, Mr. Zeferetti, we
have enjoyed working with you on this matter and we appreciate the substantial
contributions you have made to our July hearings and to the overall effort to
strengthen the effectiveness of the Bank Secrecy Act.

I think our efforts are beginning to show results. Both the Treasury Department
and the bank regulatory agencies have begun to show a stronger commitment to
enforcement of the Act. The regulatory agencies have changed their examination
procedures and, at least on paper, it looks as if the new procedures will force
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financial institutions to take Bank Secrecy reporting requirements more seriously.
The IRS has initiated a program to improve the completeness and accuracy of
currency transaction reports. It appears that the Treasury and the Justice Depart-
%r.lent enforcement people are learning to make better use of Bank Secrecy informa-
ion.

Although the focus of my Subcommittee’s investigation was on what was going on
at the banks and at the Treasury Department, I don’t want to give the impression
that we were unaware of the ultimate consequences of a strong Bank Secrecy Act. I
think that this law, when properly used, can be one of the most effective tools at
our disposal for catching and convicting drug traffickers. The successes of Operation
Greenback and other enforcement efforts are beginning to demonstrate this. I think
it is safe to say that, without the Bank Secrecy Act, there would be no Operation
Greenback.

Despite some successes, however, I believe that financial information of the type
collected under the Bank Secrecy Act can be used much more extensively than it is.
This is a proper focus for your Committee hearings today. I don’t think it’s possible
to be ’too strong in attacking drug dealers, so I hope that you will use the occasion of
today’s hearings to put even more heat on the people who are literally poisoning
our country. I am confident, Mr. Zeferetti, that you are capable of doing just that.

Thank you for requesting my opinion and I look forward to working with you on
this issue in the future.

Mr. ZereEreTrTi. I would like to introduce our first witness, the
Honorable Robert Graham, Governor of Florida. Governor, thank
you so very much for taking time out from a hectic schedule to be
with us and for taking the time to understand our efforts in this
part of the country, and in all of our country.

I think it is essential that we work together on the efforts
necessary to make an impact on the overall problem. It is essential,
too, that we offer you our cooperation and our effort in formulating
the legislative recommendations that can make your job a little bit
easier.

I welcome you, sir, and welcome you on behalf of the committee.
You may proceed in any manner you feel appropriate.

TESTIMONY OF HON. D. ROBERT GRAHAM, GOVERNOR OF THE
STATE OF FLORIDA

Governor GraHAM. Thank you very much, Mr. Chairman, and
members of the committee. We also extend a warm welcome to you
and grateful appreciation for your being in our State today. The
subject that we will be considering is one that goes to the heart of
many of our most pressing concerns in Florida, as I will discus:
later. This issue permeates our State’s life in a very substantial
and negative way. I hope that I will be able to demonstrate to you
that the citizens of Florida have made a strong commitment to
dealing with this problem. We are asking for the necessary part-
nership with the Federal Government to make that commitment
meaningful.

I also appreciate, Mr. Chairman, the focus that you have given to
the economics of this issue. There will be other witnesses that will
talk specifically to the details of Federal legislative changes that
might more effectively arm us to disarm the dollars that have
flowed into the pockets of those who have engaged in these illicit
transactions. I am going to talk about another dimension of the
economics; and that is, the necessity of government, as the repre-
sentative of the public and those responsible for the protection of
our people, to be prepared to make an economic, a resources com-
mitment to deal with this problem.
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I would like to say a word on behalf of the Florida congressional
delegation. We have had many issues in this State in recent years
which have been national but which have especially impacted Flor-
ida and, therefore, on occasion after occasion we have had to call
upon our congressional delegation to be a voice for those national
issues, based on their special familiarity with them, because of
their heavy location in our State. And I would like to commend
Congressman Hutto and his colleagues. Without exception, they
have heard that call and have been extremsly responsive and
effective in dealing with these issues. And 1 am confident that the
concerns that we are going to be discussing today will similarly
strike a responsive chord with the membeis of this committee, who
are well-informed on the severity of this issue and its national
importance, and that you, in turn, will be better armed to carry
this message to your colleagues where we wili look ultimately for a
national response at the scale that the problem demands. :

Much of what I am going to bz doing today is sharing with you
frustration: a frustration that is felt by many Floridians about the
evil effects on our State of illegal drug traffic, and a more specific
frustration about the Federal response today to this problem. Many
Floridians are beginning to ask if Florida has, through some secret
process, been cut off from the benefits of being one of the United
States. When thousands of illegal aliens began to swamp our State
and seriously drain our human services resources, the Federal
Government spoke of its concern, but did little. And when it
became obvious that Florida alone could not turn back another
dostructive tide-—that consisting of billions of dollars worth of il-
legal drugs—we again heard words of great concern, followed by
little action from the Federal Government. So, Florida has shoul-
dered the burdens of these two problems. It is this unequal load
that produces our frustration.

Florida has armed itself for this war as best it can. I would like
to review some of the initiatives that have come from the State. In
1979, we enacted a law providing for minimum mandatory penal-
ties for narcotic tratficking, which is a2 model for proposals in
several other States. Under our law, anyone convicted of traffick-
ing in 10,000 pounds or more of marihuana must receive a mini-
mum sentence of 15 years. This sentence may not be shortened,
and the 15 years must be served before the convict is eligible for
parole. This sentence may only be reduced if the convict provides
substantial help to law enforcers; particularly, help in moving up
the chain of command of the drug conspiracy. We have passed
similar laws covering cocaine, opium, PCP, and Quaaludes. At least
three States and the Virgin Islands have followed Florida’s lead
and adopted this legislation. It is also under consideration in ap-
proximately 16 States and Puerto Rico.

I would like to show you a chart relative to the financial commit-
ment which the State of Florida has made. The last 2% years, we
have increased the staffs in our State prosecutor’s offices by 802
positions and added 67 special agents to the Florida Law Enforce-
ment Department and 193 troopers to the Florida Highway Patrol.
Due to this increase our prosecutors will not be as likely to plea
bargain with accused drug traffickers in order to reduce almost
intolerable caseloads, and there will be enough prosecutors to allow

7

some to be involved in complex trafficking cases that involve a
variety of laws and jurisdictions. Now the highway patrol can
relieve local law enforcers of some of their traffic law enforcement
duties so that these local policemen can fight more dangerous
crime, including that associated with drugs. Now the Florida De-
partment of Law Enforcement has the resources to answer its
mandate to be the lead agency in the State in enforcing drug laws.

In the past 2 years, we have created within FDLE the Florida
Narcotics Information Center to collect, coordinate, analyze, and
distribute among State and local law enforcers information about
drug-related crimes and operations. But, Mr. Chairman, the nation-
wide market for these drugs dwarfs the resources we can apply to
stop the flow. Between this huge U.S. market and the Caribbean
sources of these drugs lies Florida, a natural connection of supply
and demand.

Since this trade is illicit, exact figures about its size are natural-
ly unavailable. But a recent report from the Federal General Ac-
counting Office contains an estimate that the drug trade through
south Florida in 1978 totaled $7 billion. With that much money
involved, it is particularly important that you have come here to
see how Federal banking laws can be used in this fight against
drug trafficking. It is a big problem that requires all the ingenuity
we can bring to bear.

The problem has many manifestations. This drug business has
dramatically increased the number of homicides in our most popu-
lous county, Dade, and has contaminated our public and private
institutions. In 1980, there were 77 drug-reiated homicides through-
out Florida; of these, 60 occurred in the south Florida counties of
Dade and Broward. The year before, city of Miami police investi-
gated 35 drug-related homicides, and the Dade County Public
Safety Department investigated 42. W are doing what we can with
our limited resources and we Floridians are always looking for
more effective ways to bring these resources to bear against our
gigantic foe.

But, at best, we alone can only win skirmishes, without an
effective Federal partnership. The battle against illegal drug im-
portation in Florida can become a winnable war only when the
Federal Government decides to vigorouly join the fight. I was
heartened by the recent announcment that 100 customs officials
will be reassigned to south Florida. But I was discouraged to hear
that President Reagan, despite his pledges to fight crime, is actual-
ly planning to cut Federal crime-fighting budgets. Although final
congressional action has not been taken—and I am very pleased
that we are having this opportunity to discuss this issue before it is
taken—a review of the latest requests from President Reagan show
that he seems bent on reducing the budgets of the main Federal
agencies fighting drug crimes.

The chart of the budget in 1981 with the recommendations as of
January 1981, March 1981 recommendations, and now with the
September 1981 recommendations, have gone to the major law
enforcement agencies. The President has recommended that $47.5
million be cut from the January 1981 request for the FBI; $35.2
million from the January 1981 request of the Drug Enforcement
Administration; $11.4 million from the January 1981 request for
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U.S. attorneys; $195.2 million from the January 1981 request for
the IRS; $59 million from the January 1981 request for the Cus-
toms Service—and this is particularly disturbing to Florida because
of our double concern for drugs and illegal immigration—$236.3
million from the January 1981 request for the U.S. Coast Guard. I
see no way we can believeably say we are toughening our stance
against crime while we are severely cutting the budgets of crime-
fighting agencies.

In the slightly less than 3 years since 1 became Governor, we
have also taken a tough stand against crime. But in that time, we
have added $57.5 million to the budgets of our crime-fighting agen-
cies—an increase, in less than 3 years, of 7 5 percent. The Federal
Government must also commit its resources if we are to be able to
fight the corrosive effects of big-money drug smuggling on our
society.

Oury society is being seriously corroded, not only by those who are
unfortunate enough to suffer frem the use of these drugs but also
from the broad perception that this Nation cannot or will not
enforce its own laws against these drugs. The people of America
want their Federal Government to act. Two years ago, I went to
Colombia, with a delegation organized by the United States of
America, to discuss with the leaders of that country what we could
do to cut the flow of illicit drugs from Colombia to Florida. They
were singularly unconvinced that the United States seriously
wanted to enforce its own drug laws, based on the Colombian
perception of how little the U.S. Government was willing to do to
stop the drug trade. I found myself in the midst of a Caribbean
face-off, with Colombians and Americans standing at opposite sides
of the sea doubting each other’s sincerity.

To answer the questions of our commitment to fighting drug-
related crime, I would like the Federal Government to take several
actions. The Federal Government should support a reinstitution of
spraying herbicides on drug crops in other counties, a process
which has been proven in the past to be extremely effective in
reducing heroin from Mexico and Turkey. The Federal Government
should modify the concept of posse comitatus to allow information
sharing between Defense Department agencies and civilian law
enforcement agencies seeking drug smugglers. The Federal Govern-
ment has to commit its manpower in sufficient numbers to effec-
tively cut drug supply routes. The Federal Government has to
share tax information collected by the Interral Revenue Service
with appropriate State and local crime-fighting agencies. Federal
prosecutors should fully cooperate with State prosecutors to get
these smugglers jailed. Federal drug smuggling laws should be as
tough as Florida’s. I would recommend a consideration of the utili-
zation of the kind of minimum mandatory sentencing procedures
with relief only available when positive assistance is offered as a
technique, which we have found to be increasingly effective in
Florida. I believe it would be beneficial at the national level.

In essence, Mr. Chairman, Floridians want their Federal Govern-
ment to be as appalled as they are at the size of drug smuggling
and to be as driven as they are to wipe these smugglers out of
business. Florida, not by its citizens’ choice but because of its
location, is this country’s main drug war battleground. Florida’s
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attorney general, Jim Smith, and others, will recom
, , an , mend h 3
f‘}fdgrﬁl Government can best join the battle. I am here to tgﬁ’ ;lgg
; at Florida, acting virtually alone, has held part of the battlefield
Bgrd several years. But the enemy is gaining strength from the
ederal reluctance and we law-abiding Floridians are getting more
ialn more frustrated. Your presence here is encouraging, and we
f_o%g it marks a new level of Federal interest and commitment to
Inding innovative ways of crippling drug smuggling in Florida.

R ) - >
ngfls{ 'assured that Florida officials will do all we can to help your

ﬁha%k you, Mr. Chairman.
r. ZEFERETTI. Thank you, Governor Graham, f
1Isllsnswe statement. If I can, let me comment on grciuﬁgyocfoirgs%;
at you brought up. One, the type of legislative effort that you are
chommendmg 1s presently being worked on in Congress right now
t_s ahmatter of fact, some of the subcommittees that have jurisdic:
tﬁm avelalready passed some of those very laws. Posse comitatus
the reP}izg of the Percy amendment on the spraying of herbicides:
; 1?se things are going forward, and I am certain in the very near
u ‘}n'e you are going to find them as a tool for working effectively.
ou bring up an interesting subject when you talk about mini-
rrfl‘um_ mandatory sentencing. We in New York have had that kind
0 3 judicious effort against drug smuggling and drug trafficking
23er )\;{)((a) ({;uvr;gn\gaerzot}éeythid.tlllose Cliginds of mandatory sentences
_ o to trial; and as a resul
overloaded with calendars that made it almost tirgggs(s:(i)ﬁztstgv 22?;
%nykwork done. Beyond that, we found—as it is in Florida, New
ork, around the country—we found our jails overcrowded to such
an extent that we are finding ourselves sort of put down by the
Federal courts as far as minimum standards are concerned
I am a great believer that it is great to have a lot of p(;licemen
and I am an ex-law enforcement officer. But at the same time
unlless you give priorities to the rest of the system—we are putting
a1 ot of people out there, and creating an awful lot of arrests but
clogging up the system in such a way that we are not really doin
?l? effective job. We find ourselves with more people on the stree%
%n should be off the street and incarcerated to protect societyu
. ot ygu find yourself——wﬂ:h_ the mandatery sentencing going into
etfect, do you find yourself with an overload of case work and your
jails becoming overcrowded? What kind of effort can you make
without the budgetary considerations and priorities that you need
to cl}lave an ef(ffct in that whole problem? g
Lovernor GrRAHAM. Mr. Chairman, you are prol Famili
with 1{;{he television advertisement of they autonfob;i)f: bmaggatnai?iivhﬁg
saysi,. You can pay me now or you can pay me later.” That analogy
%Ilalp ies to this situation. There is a tremendous cost to drug traffic
ere is a cost if we let it go undetected and take a less than full};
?g%)resswe stance against it. There is a cost to mount the war, to go
X attle. I believe that we have no choice but to mount that war
sbqur figures indicate, we recognize this means a substantial
pqdhc commitment of dollars. We also recognize what you have
ial so effectively, that it has to be a balanced system. You have to
t.ave_resources at the police level for effective detection and inves-
igation. You have to have resources at the prosecutorial and judi-
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cial levels, so that you are not placed in the position of having to
plea bargain cases because you do not have sufficient judges or
prosecutors to handle the cases. You have to have the prison capac-
ity to incarcerate those individuals.

We in Florida are preparing and have taken those necessary
measures so that we will have a system that can complement the
strength of our laws; so that people know that if you do engage in
large-scale drug trafficking in Florida you are going to jail for a
long time, and you will not have any means of relief unless you
participate in a meaningful way in breaking the drug conspiracy.

Mr. ZerErETTL 1 am grateful to hear that, and I do not want you
to misunderstand what I am trying to say, because I am for stiffer
sentences. But I think when we do that sometimes we defeat our-
selves if we don’t give ourselves the priority to augment the system
to work in a proper way. I am sure when the attorney general gets
up to testify, he will lend himself to the problems of bail reform
and the like, which are an integral part of what we are talking
about. _ _

Hopefully, on the legislative side, we can provide the types of
tools that you outline to make that job a little bit easier to put
them away and to get the proper assistance and money. But with
the budgetary cuts we are facing now, which you _1nd1cated and
which are coming out of Washington at the present time under the
present administration, we find ourselves pretty well strapped
when it comes to giving aid to those agencies that have the respon-
sibility. .

We have been trying to shore it up, as an auxiliary to that—we
believe—strategy that includes business, industry, government,
churches, all playing a role, whether it be on a Federal or local
level. Working together is the only way we are going to attack this
whole effort. We find ourselves all too often worried about the
amount of money we are spending and not looking at the human
effect we are avoiding to confront by virtue of not spending that
dollar. So we are looking for a Federal strategy to combine all of
those efforts and make one collective effort out of it. Legislatively,
we have problems. We need your input on a local level to tell us
also how those various laws affect you, how they come down on a
local level, and how they make it possible for us to function more
efficiently. So as you indicated in your opening statement, you
commended your local Congress pecple, they are the ones that are
carrying your message to this committee and, hopefully, through
other committees we can make that kind of effort.

Mr. Gilman.

Mr. GizMmaN. Thank you, Mr. Chairman. .

Governor, we certainly appreciate your attending and presenting
this analysis of where we stand in the Florida area. Of course we
recognize we are not giving the kind of dollars that should be
placed among various law enforcement agencies. Unfortunately,
the economy has required us to cut back the budget a bit in every
direction.

I hope that we are going to be able to turn the economy around
so we will eventually have improvement in all of these areas.

It is not just dollars that are going to resolve this problem. We
are going to need some serious initiatives in all directions. We
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appreciate your recommendations with regard to various legislative
needs, and as our chairman has indicated to you, a great deal of
that has been adopted already. The herbicide spraying, the Senate
has repealed the Percy amendment, and the House Foreign Affairs
Committee has passed that portion of the bill, the foreign aid bill,
and it is now awaiting full House action, and 1 would assume we
are going to be able to address that in the near future.

With regard to military action, the posse comitatus measure,
both the House and Senate have adopted that measure in the
Department of Defense appropriations bill that is currently in
conference. We hope that will soon be adopted.

With regard to IRS hearing information, Senator Nunn and Con-
gressman Gibbons both have introduced legislation with that objec-
tive in mind. The administration is now preparing a tax reform
bill, and we hope that that will come before both houses very
shortly.

And with regard to tougher Federal drug smuggling laws, the
Criminal Code reform bill, passed by the Senate and now having
been reported out of the House Judiciary Committee last year,
contains a great deal of legislation in that direction, providing
stiffer penalties for trafficking and illicit narcotics involvement.
Both bills are being considered in committee, and again this year
we hope to have them on the floor. So your initiatives are well
founded, they are being undertaken, and we hope they will soon be
in place to help.

Do you have any other initiative suggestions that we could un-
dertake to combine the efforts of the Federal and State government
besides just throwing more money into the pile, which apparently
has %1e1ped but not made a major dent in drug trafficking in the
past?

Governor GrRanaM. Mr. Congressman, you have, in reviewing the
comments I have made, touched on the major priorities that we
have identified as being helpful to our State. I must return to the
question of resources, however. I discussed on the way here this
morning with one of our experienced FDLE agents—who happens
to have an extended previous career in Federal law enforcement—
what he thought would be the most effective thing the Feds could
do in south Florida. His answer was resources, that the State and
local agencies are constrained in their ability to be effective. If
those functions of Government which are exclusively national func-
tions, such as coastal patrol, Customs interdiction, are not effective-
ly staffed, and we have seen in the past period in this area a
consistently strained and diluted Federal presence in those areas.

As an example, there is now going to be some diversion of
equipment that has been used for general Coast Guard functions,
including law enforcement, to an enhanced effort to resist ilisgal
immigration. We very much applaud that effort, but have to ex-
press a concern when it is mounted out of the already inadequate
resources that are in this community to resist drug trafficking and
other important law enforcement functions. I would suggest, as
national policy seems to be moving to a division between those
things that are national security in nature—and those being given
preferred, increased position—and those functions that are consid-
ered to be domestic, that that issue of law enforcement specifically
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related to fighting drug trafficking, is very legitimately an issue of
national security. If there is one thing that a nation must be able
to do, it is to protect its citizens. And while in our country we
wisely divide law enforcement among a variety of local, State, and
Federal agencies, the dimension of protection of our citizens
against illicit activity which has an origin external to the United
States is exclusively a national responsibility. So failure to accept
that dimension of national security as a priority national responsi-
bility is going to result in a continued avalanche of those drug-
related problems domestically within the United States.

Mr. GizMAaN. We will all concede that manpower and equipment
certainly are essential tools in the battle against narcotics traffick-
ing. But what I am seeking from you is, do you have any new
strategy initiatives that will assist us in our continuing war on
narcotics trafficking.

Governor GrRaHAM. Let me suggest, this is not new in the sense
that our State and others have been using it with increasing vigor,
and that is, in trying to capture the resources of the illicit oper-
ation to then help support more adequately the law enforcement
offorts in the future. We have recently reformed our laws which
deal with the confiscation of real estate, airplanes, boats, and any
other type of real or personal property which is used as part of a
drug conspiracy and facilitated the conversion of that into useful
equipment for law enforcement or cash that can be used to support
law enforcement.

I would suggest a review of, or to the degree to which that is
being used by Federal agencies as a means of providing funding
which through traditional channels is being recommended for re-
duction. It also strikes directly at the same pocketbook that you
are concerned about, the bank accounts. If you can take away the
land or the fancy boats or airplanes that were used in the conspir-
acy but also are the places in which the profits are converted, you
hav? struck a heavy blow at the economic nerve end of the drug
traffic.

Mr. GimaN. You are talking about forfeiture laws. I happen to

be a sponsor of one of those measures to try to provide the forfeit-
ure funds for drug enforcement purposes.

I am also curious, you say you met with some of the Colombian
officials, this committee has felt if we could get to the producing
areas and do more good, we could prevent the great amount of
drugs that are reaching our shores and be more effective at the
source rather than to try to prevent it in the distribution end.

Governor GraHAM. I met with President Turbay 2 years ago this
month. Our Ambassador to Colombia was Diego Arsencio, who is
now head of the Consular Corps in the State Department, and I,
individually, would recommend him as a possible source of assist-
ance to this committee. Ambassador Arsencio had informed us that
he felt the new government in Colombia would be responsive to
US. assistance at the source of supply, a drug initiative; that is,
particularly, a herbicide spraying effort. It was at the same ap-
proximate time that the Percy amendment was passed, which pre-
cluded the United States from participating in that kind of an
effort except if conditions could be met, which, as I indicated in my
remarks, the Colombians felt to be a signal of a lack of sincerity.
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It is very important that we use this opportunity with friendly
governments, and we have a friendly government in Colombia,
another one in Jamaica, to mention two countries that have been
suggested as major areas of external concern—that the repeal of
the Percy amendment and a vigorous effort at the diplomatic level
to initiate those bilateral agreements would be extremely timely
and, I think, the most cost-effective initiative that we could mount.

Mr. GiLmaN. Both Colombia and Florida seem to have a similar
problem of about $7 to $8 billion in illicit trade. I see back in 1978
you estimated your illicit trade to be about $7 billion. Has it
exceeded that at the present time?

Governor GRaHAM. The estimate I gave you was the estimate
that comes from the General Accounting Office, which seems to be
as reliable a source of information on this. I would have no infor-
mation that the conditions since 1978 have slackened; if anything
thl?/.[ voléme has increased. ’

r. GiLMaN. Has your State done anything to try t
source of the launder}éd funds? d g Y to get fo the

Governor GraHaM. Yes. Our comptroller, who I hope will be
sharing information with you today, is responsible for banking
regulation and can speak in more detail. But in my discussions
with ,h1m and with our law enforcement officials and with our
State’s attorneys in the areas most affected, they have developed a
cooperative effort at attacking those financial institutions which
are under State jurisdiction as it relates to the allegations of
misuse for drug and other criminal activities. I think he would be
in a better position to discuss whether there are some areas of
Federal law reform that would facilitate State-Federal banking and
law enforcement efforts, because with our mixture of State and
Federal regulation over much of our financial community that
kind of partnership is crucial if we are to be effective.

Mr. GiLMAN. One last question. With the fiscal problems at the
Federal level and trying to cut back in every direction and bring
our Federal budget within our needs, a greater amount of responsi-
bility is going to be placed on the shoulders of State governments.
Have you recommended any increase in enforcement in the narcot-
ics effort as a result of the anticipated cutback in the Federal
budget?

Governor GranaM. We have increased, at the State investigative
and prosecutorial level, by approximately 75 percent, our funding
levels over 1978. The budget that I will be submitting to the legisla-
ture in January will contain another substantial increase in our
State budgets for those same functions.

Mr. GiLmaN. I want to commend you for the efforts you have
been undertaking.

Thank you, Mr. Chairman.

Mr. ZerereTTI. Mr. Hutto.

Mr. Hutto. Thank you, Mr. Chairman.

Thank you for a very eloquent statement. You have demonstrat-
ed time and time again that you can make hard decisions, and your
report here shows vividly that you are serious about the problem of
crime in our State. I think you and the legislature have done a fine
job in trying to do what you can about beefing up our law enforce-
ment agencies and passing the proper legislation to deal with the
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many problems that we have. I want to thank you for your wonder-
ful cooperation with our Florida delegation, and also thank you for
your consistent efforts, by you and other Florida officials, in trying
to focus on and to bring to the attention of the Nation that we
have problems in Florida which should be addressed in Washington
in a more serious vein. You have been to Washington time and
time again, and I believe that the message is beginning to come
through.

Qur chairman indicated, and Congressman Gilman indicated, we
are doing some things that hopefully will be helpful to Florida, and
I want to make mention of the fact that our colleague, Congress-
man Charley Bennett of Jacksonville has been at the forefront.o_f
doing something about the posse comitatus law to allow the mili-
tary to help us—and they can help in a big way—and he was very
effective in our Armed Services Committee when we were able to
get this amendment in the defense authorization bill; and when it
came to the floor, Congressman Clay Shaw was very effective in
helping. So I do think we are moving forward in the right way. As
Mr. Gilman indicated, it passed the Senate and is in conference, so
I do feel we will have legislation in place that should be effective
quite soon.

I think this is going to be a big help along with repeal of the
Percy amendment for the herbicide spraying. Senator Chiles has
long been active in the Senate, and others, so these are two things
that definitely will be forthcoming shortly to help.

You mentioned mandatory sentencing, and it might be that I
should address these to Attorney General Smith later for the spe-
cifics, but as you know, I was in the Florida Legislature when we
passed the minimum sentencing law for crimes committed with a
handgun. I am not as familiar with your more recent legislation
regarding minimum sentencing related to drug trafficking crimes
and so on. It is my understanding that the minimum sentencing
law that we passed has been effective as a deterrent; and not only
for the fact that the criminals know they are going to be dealt with
severely but, also, it has been a good public relations thing for all
of our populace, because we have been able, it seems to me, to
promote the fact that they are going to be dealt with and they are
going to have to serve a minimum sentence if they are convicted of
those crimes, because we have had it on billboards, public service
announcements and this type of thing.

I would like for you to comment on how you feel the minimum
sentencing is working. Is it helping as a deterrent?

Governor GRaAHAM. Mr. Congressman, we have had several years
of experience with 3-year minimum mandatory sentencing for the
use of a firearm in the commission of a crime. That has been
effective. Its effectiveness is in significant part a function of the
strength of the rest of the system, as your chairman pointed out. It
is imperative that the criminal element feel that if they do commit
that type of offense that there are enough police to make an
effective arrest in a case, that there are prosecutors who will bring
that effectively before a jury, and a judge that will in an expedi-
tious way render the sentence, and a jail in which they will be
located.
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As long as we maintain our commitment on the side of the
resources to make the law meaningful, I think that minimum
mandatory sentences in specific, high-visibility, high-impact areas
can have a positive effect on the reduction of crime. We have seen
with our minimum mandatory drug law, which has been on the
books for approximately 2 years—it took the better part of 1 year
to go through a series of judicial challenges which has now been
held to be constitutional, at least by our Florida Supreme Court.

We have developed investigative information, through wiretaps
and other devices, that will indicate that drug conspiracies which
had previously been organized in this State purposefully moved to
another State in order to avoid the application of our law should
they be detected. That is some additional impetus for this kind of a
procedure to be national in scope, so that we don’t solve our prob-
lem by creating a problem for somebody else.

Mr. Hutro. If 1T hear you correctly, you would recommend that
there be mandatory sentencing on a national level for some of
these problems that are national in scope?

Governor GRAHAM. Yes, sir.

Mr. Hurro. I know we are specifically trying to focus ir on the
money situation with regard to drug trafficking today. It is obvious
when you get someone in the pocketbook you hit them where it

- hurts, and this is certainly true of drug trafficking. Do you believe

that there is some national legislation regarding people involved in
the money aspects of this that should be forthcoming? When we
spoke of the minimum sentencing, we have been speaking mainly
of the guy who is wielding the gun. How about minimum sentenc-
ing for crimes that are related to the crime but not the actual guy
who has been involved in the violent part?

Governor GraHAM. Our Florida law relates to anyone who is

involved in the conspiracy. One of the objectives is, as you detect
the captain of the boat who is caught or the offload crew, that they
face the prospect of spending 10 or 15 or up to 25 years in prison
they will be more likely to indicate who it was that paid them the
$250,000 for the use of their vessel, and through that device you
can move up the chain of command and get the people who are the
real conspirators in the drug trade.

As to Federal laws that can attack the pocketbook, the sharing of
IRS information with law enforcement officials, which I under-
stand was close to being enacted by Congress in the last IRS
reforming legislation—and I am pleased to hear it is going to be
reconsidered at the next period of tax reform measure—the
changes in the banking law that you are looking at, a review of
forfeiture and confiscation laws, would all be measures that would
focus the attention on the pocketbook of drug trafficking.

Mr. Hurro. Thank you, Mr. Chairman, and Governor.

Mr. Zererert1. I would like to welcome Congressman Shaw, who
represents this district where we are enjoying all this Florida
hospitality.

Mr. Suaw. I will be brief. I had a wonderful feeling coming into
this building, and I see my police chief out there, Leo Callahan,
and various people seated here today. It is really a question of
coming home for me. I felt a little bit of concern this morning
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when I was told I had to illegally park in the Commissioner’s
parking place and that, of course, was not the case some time ago.

We have been doing an awful lot of work in Washington, and we
had tremendous support from Tallahassee, both from the Gover-
nor’s office and the attorney general’s office, in what we are trying
to accomplish. I could not have had an experience of working with
a finer delegation on both sides of the aisle. I have been privileged
to work with the entire Florida delegation. Of course, my good
friend Congressman Hutto and others are teaching me the ropes,
and also teaching me the pitfalls, some of which I have learned all
by myself. One thing we did accomplish in the House of Repre-
sentatives—and I know there is some disagreement on the ways of
obtaining those objectives in the Congress, and on this particular
committee—is the issue of posse comitatus.

The Senate passed a provision, and I see, Governor, that you
made reference to it on page 25 of your statement, you provided
that this would allow information sharing between the Defense
Department agencies and civilian law enforcement agencies seek-
ing drug smugglers. That language applies, too, pretty much on all
fours, with the Senate language on posse comitatus, which does
provide information obtained in the normal course of military oper-
ations can be shared. That is an important distinction, because the
House side would allow the information to be deliberately obtained
for the use of law enforcement by military personnel.

It also goes on and says:

The Secretary of Defense may make available equipment or research facilities to

local law enforcement, and can provide the necessary personnel in order to ade-
quately train law enforcement people in the use of military equipment.

Actually we are doing that now, so that really does not give us
anything. The only thing the Senate bill adds to what we are
doing, it removes a fuzzy area, and it allows the military to give us
intelligence gathered in the normal military operation.

What the House bill does for the first time is get involved with
the actual allowing of the military personnel outside of the United
States, and I think that is a very important distinction, outside of
the United States, to actually be involved in the actual arrest and
seizures of drugs. This position has been supported almost to the
maximum. But there was one exception by the Florida delegation:
The amendment which I offered on the floor, which was spoken for
by Dante Fascell, Bill McCollum, Charley Bennett, and it is now
known as the Shaw amendment to the posse comitatus provision.
This has now gone through a reconciliation process between the
two Houses; and that is, whether or not the Senate will agree to
pick up that language. Charley Bennett is leasting the fight. You
can’t have a better negotiator, because he accepts and embraces
the same opinion that I have—in the area of drugs there is no
compromise.

The figures which you have exhibited this morning, those that
are further proposals for cuts by the Coast Guard, vividly show the
need to get the U.S. Navy involved. If you can’t cut that, we are
still sorely underfunded, and the additional task we continually
place upon the Coast Guard certainly shows that we are asking the
Coast Guard to do more and more with less and less. Right now
they are only being able to capture about 15 percent of the drugs
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that are coming in by sea—and of course, I am not sure it is even
that much, but you can translate that and say it means 85 percent
are getting through. That is absolutely unacceptable. It is neces-
sary—we are putting so much money into the U.S. military—that
we do get the Navy actively involved offshore in actually making
some of the seizures.

There are subtleties between the two, but there is a very real
difference. It can’t be argued but that the House language is much
stronger and will carry much more immediate results if it is prop-
erly implemented by the law enforcement officials and the Defense
Department.

Would you care to comment on the two bills, and which one you
would prefer, and your views?

Governor GRAHAM. Mr. Congressman, I would adopt your posi-
tion and the position that Congressman Bennett has stated, and
that is, that the problem is so severe in Florida, we need all the
help that we can get. It has been our law enforcement community’s
feeling, that if we had to divide the issue that getting that sharing
of intelligence information is a critical first step, because with it
we could use our resources so much more effectively.

Take the example of the person who is the sheriff of Collier
County with an immense amount of shoreline and interior space
and a relatively small department trying to do all their regular
functions and operate an interdiction effort against boats and air-
planes. If that sheriff had available to him the information which
the U.S. defense agencies have as to illicit boat and plane move-
glent approaching southwest Florida, he could be much more effec-
ive.

Any other assistance that we could get would be welcomed.

Mr. Suaw. Very good. I am delighted to hear that. One other
point: I would like to advise you and this committee of a bill that I
have filed, and I might say for the first time, in my recoilection, to
my knowledge, this is an all-Florida bill. It has been endorsed by
each member of the Florida delegation as an original cosponsor,
and without hesitation by each one, and it is the major bail reform
bill. It would require, in drug cases, Federal judges for the first
time to inquire into the source of funds being used and being
posted as bail money. Here in Florida, a half a million dollars bail
bond is simply an invitation to freedom. It is not any guarantee
that somebody will show up for trial. Believe it or not, for the time
it also requires a judge to consider, in setting bail, not only the
question of whether the individual will show up for trial, but also
it requires him to consider what danger this individual might be to
the community while he is awaiting trial.

I was surprised to find out it was already in the law, but in
noncapital cases it is not in the law. It is going to be a giant step,
and it %s something that you and we in Washington will vigorously
support.

I want to thank you for continuing to focus the spotlight on this
most important problem. I think that the message will get through
to Washington in so many areas. This committee was extremely
anxious to come down and have hearings. This committee is well
aware of the tremendous problem that we have here. I am cochair-
man of a task force, a criminal task force of this committee, that I
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hope will come down, perhaps, to Dade County and look into the
question of violent crime, which is not on the agenda today.

You have many fine people that I would like to inctude on the
agenda, the sheriff of Broward County, and this is an area which
we have to look into because of the absolute solid connection be-
tween violent crime and drugs, as we are so painfully aware of
here in Florida.

It is good to see you.

Mr. ZerererTi. Mr. Rinaldo.

Mr. Rinavpo. Thank you very much. I know the hour is late, and
we want to move along. But I do want to state for the record that I
completely agree with you, Governor, when you say the problem
should be a national priority, when you speak about the connection
between the drug problem and our national security. I agree when
you mention that manpower and equipment, particularly Coast
Guard resources, should be beefed up. But we went through a list
of legislative initiatives, and as other members of the committee
have amply demonstrated and described, most of them are in the
hopper or on their way to fruition. I feel very confident that most
of that legislation is going to be passed.

Now, if we had to forget about those legislative recommenda-
tions, could you tell us what you would classify as the No. 1, the
highest priority, major new legislative recommendation, aside from
money and Federal funds that you think the Congress of the
United States should pass to effectively aid the State of Florida in
its fight against the entry of illicit drugs and the drug trafficking
that is going on?

Governor GraHaMm. Mr. Congressman, I have presented, in my
testimony and in my comments, what I think the priorities are,
and I am very heartened by the fact that there has been such a
strong congressional interest in this issue. Putting aside the re-
sources which I have indicated I feel is the No. 1 Federal initiative,
the kind of things that are already before this committee and
before the Congress, such as the herbicide spraying, the posse
comitatus reform, and modifications in IRS information sharing,
and some of the initiatives that go to the other economic dimen-
sions, I think, are the priority.

Mr. RinaLpo. Is there anything new that you think should be
introduced by the members of the committee or by the members of
a committee that has jurisdiction in that area, a brandnew piece of
legislation not yet introduced that you feel would assist in this
cause?

Governor GraHAM. Mr. Congressman, you may be penetrating
the outer parameters of my own knowledge in this. We have dis-
cussed today what in my judgment and in the judgment of law
enforcement officials in this State, who brought their concern to
my attention, would indicate to be the priority.

I must refer again to the issue of resources. The gap between
laws and the statute books that say ‘“thou shalt not bring illicit
drugs into the United States,” and the person who is standing at
the Miami International Airport as the agent of the U.S. Customs
Service who has to enforce that law is critical. The fact is that
much of our deficiency has not been in the statutes which Congress
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has passed but in the capacity of the responsible law enforcement
agencies to see that those laws are enforced.

Mr. RinaLpo. Thank you very much, Governor.

Mr. ZereERETTI. Again, thank you, Governor.

One last point. In the area that you were talking about, the
overcrowded jail conditions that we face throughout the country,
there has been a piece of legislation introduced that would give
Federal surplus property to local governments if in fact that Feder-
al surplus property could be used through the criminal justice
system for penal institutions.

Governor GrAHAM. Yes; in World War II training grounds we
had a substantial amount of Federal surplus property, and the
Federal Government has been very generous in sharing that for a
variety of purposes, including law enforcement.

Mr. ZerereTTI. We have already worked on it, and I think it is
going to be a reality within a very short period of time. So if that
helps you any in sort of identifying those areas, you might want to
do that, because it is backed by the President and is something
that will go forward.

Governor GrRaHAM. One of the other recommendations from the
Attorney General’s Task Force on Violent Crime had to do with
Federal assistance to detention facilities.

Mr. ZeFerETTL. Again, Governor, thank you. We really appreciate
your contribution.

Governor GraHAM. Thank you very much. We, again, appreciate
your presence here and what that signifies as to your, and the
national commitment, to an effective response to this serious drug
problem.

Mr. ZerereTrTI. I would like to call up Attorney General Jim
Smith, who is a friend with whom we have had the good fortune of
discussing some of these issues with in the past. And we welcome
you, Jim, and thank you for taking the time to work with us in this
particular way and, also, to give what I consider to be some pretty
strong testimony to the points we are trying to make.

You may proceed. We have your full statement. It will be consid-
ered as part of the record.

TESTIMONY OF JIM SMITH, ATTORNEY GENERAL, STATE OF
FLORIDA

Mr. Smrte. Thank you, Mr. Chairman. I appreciate the opportu-
nity to be here. We are delighted to have you in Florida. The
committee’s attention to our problem and its willingness to come
here to the mountain is appreciated by all the citizens of our State.

When it comes to drug smuggling, let me assure you that Florida
is the mountain. I don’t know how much trafficking goes on in the
District of Columbia, but I would be surprised if there isn’t $50
million worth of illegal drugs within a 20-mile radius of this
room—right now—as I speak. Smuggling is a fact of life here, like
the palm trees and beaches. The flow of contraband entering this
State is as endless as the waves that wash up on those beaches—
and about as easy to stop.

During the past 2 years I have testified on this problem a
number of times, to congressional committees and to the Attorney
General’s Task Force on Violent Crime. The thrust of my testimo-
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ny, and of that given by all other officials of this State, has been to
urge the Federal Government to take action on a series of propos-
als that would have measurable effect in the near term. I refer to
spray eradication programs On marihuana and poppy Crops in
source countries, use of military intelligence in tracking and inter-
dicting drug shipments, tougher Federal laws and bail procedures,
and use of Internal Revenue Service records in criminal prosecu-
tions.

I want to emphasize these are not complex policy and economic
initiatives, although these are also needed over the long haul to
deal with the tolerance of smuggling in some source countries for
its economic return. The proposals we have made, and which are
now in the final report of the Attorney General’s Task Force, are
easily described as line law enforcement measures. They are not
experimental. They are not expensive. State and Federal authori-
ties have recommended herbicide spraying as the single most effec-
tive and cost-efficient way to curb drug smuggling.

In a military sense, spraying is analogous to destroying the
enemy’s ammunition. It makes a lot more sense to do it at the
factory than to wait until it reaches the frontline troops. Spraying
operations in Mexico eliminated 70 percent of the opium crop and
reduced marihuana imports to the United States by 80 percent.
This demonstrated success make our failure to act decisively all
the more frustrating. But the smugglers are loving it.

Smugglers are happy to discount their staggering profits by 10
percent to allow for what is being confiscated in this country. It
goes without saying that the trade would be a lot less attractive
with 80 percent of the crops destroyed and law enforcement con-
centrating on intercepting the remaining 20 percent. Florida has
been trying for more than 2 years now to get the Federal Govern-
ment’s active participation in putting these measures to work. I
have to be frank and say that the Government, has not, to this day,
demonstrated its commitment to enforcing the controlled substance
laws of the United States. Nor has it demonstrated any sensitivity
to the plight of Florida, which is by any definition a crime disaster
area whose social and economic structure is endangered by the
presence of the smuggling syndicates.

This economic threat is the subject of your hearing today, Mr.
Chairman, and we applaud your interest and hope our testimony
will result in strong legislation. At the same time, I am compelled
to take the opportunity to suggest that you join us in urging swift
action on the other legislation that is pending. Time is critical.
Next year there will be elections in Colombia in which we could
lose the officials, including President Turbay, who support spraying
and other enforcement measures against those who would favor
legalization. That will be a major issue in that presidential cam-
paign.

I hate to think of how many marihuana and poppy harvests have
passed while we engage in legislative deliberation. QOur priorities
are justifiably being questioned. I assure you, if the decisions were
Florida’s to make, they would have been made long ago. This
committee, by resolution, could be invaluable in influencing Con-
gress to turn out the tools we need. Florida has done a lot by itself,
putting money and agents into the field and enacting some of the
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lightning speed, a defendant can liquidate assets and funnel the
proceeds offshore through the same conduit that brought the
money in. The defendant has the advantage, obviously, of knowing
where his assets are. In 1981, our legislature addressed this prob-
lem with a RICO lien law that applies to secret land trusts, which
are legal in Florida, as they are in most States of this country.

This law puts a lien on a defendant’s beneficial interest in secret
trusts. Any trustee who sells the property after the filing of the
lien becomes personally liable to the State if the property is
deemed forfeitable. The lien will also apply to all other real estate
owned by the person convicted, whether in a secret trust or not. It
requires offshore corporations that purchase real property in Flor-
ida to list the names of directors and officers with the State and
designate a resident agent. The law also says that if a forfeitable
asset gets away, the court is to enter a personal money judgment
against the defendant in an amount equal to the value of the asset.
It is then up to us to collect the best way we know how. This is one
example of the usefulness Internal Revenue Service tax return
information would be. IRS tax information will be invaluable in
such cases. We are not asking for unlimited access to these records.
But we think when we have a case that is good enough to cause us
to file against a smuggler we should be able to go straight to the
IRS and not have to work through the Justice Department.

It costs us right now about $10,000 per defendant to try to
establish what assets that individual might have when those tax
records would answer that question for us very quickly. In 1977,
the United States and Switzerland signed a treaty under which
evidence of illegal funds deposited in Swiss banks can be made
available to U.S. authorities. If we could get similar treaties with
countries like Panama, the Caymans, and the Bahamas, which are
known banking havens, the work of Federal and State prosecutors
in tracing the flow of drug money would be greatly facilitated.
Even without formal treaties, the Government of the United States
has the means at its disposal to use economic diplomacy to pene-
trate the curtain of secrecy that surrounds such transactions.

Estimates of the money flowing through these banks for tax
evasion, fraud, laundering, and organized crime operations runs
into the billions, I am told. The primary motivation in any crimi-
nal enterprise is profit. Money rewards the participants for the
risks they take, buys whatever protection is available and pays the
operating expenses. We might agree that the only way to shut such
operations down is to take the profit out of them. That is what we
are doing in Florida with every resource we can muster, working
directly with the State Department of Law Enforcement on joint
civil and criminal prosecutions. That is what we are trying to do
here in Florida with joint civil and criminal prosecutions under our
RICO statutes.

We are small peanuts compared to what might be mounted with
a full-scale commitment from the Federal Government combined
with bail reform, tougher drug sentencing laws and removal of
investigative barriers. Unless this kind of effort is mounted, we will
continue to have drugs on our streets and in our schools, and the
financial power of the syndicates and the organized crime activities
they support will go on growing. Then we may find ourselves in the
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dllemr_na expressed by Donald R. Cressey in his 1969 book. Theft of
a Nation: “Organized crime will put a man in the White House
some day, and he won't know it until they hand him the bill.”

Thank you, Mr. Chairman.

Mr. ZrvererT. Thank you, Mr. Smith. Let me comment on the
eradication problem and the efforts that we have made. I know we,
as a committee, and I, as an individual, have been concerned about
what efforts are being made by the State Department, and with the
various treaties of convenience that they put together, how we go
forward and make our eradication possible.

The people in Colombia, tell you about the kind of marihuana
that they grow, and we find out about the good marihuana that we
are growing out in California.

Mr. Smrta. And Florida.

Mr. ZerererTi. There are efforts being made, and I concur with
you that it is essential that some movement be made before the
coming election takes place down in Colombia. I can also assure
you that the State Department has for the first time I think, put
somebody in charge who is going to have the ability to combat this
In a most positive way. He is a gentleman that I know, and he
comes out of my State, who I know will go after this vigorously.

I, myself, just came back a few weeks ago from Peru where we
are doing the same for eradication of the coca leaf. We are putting
forth more effort, not only in the area of development and repro-
cessing but also in the area of law enforcement for that eradication
purpose. There is an ongoing effort, and I can assure you the
Interest is there by the committee and by the Government and the
administration, and I am looking forward to the new man in
charge doing some good things resulting from his efforts.

One other phase I would like to touch on concerns the various
laws we have and the ambiguous way that they could be interpret-
ed. Could you possibly give us a specific statutory change that you
would like to see which would give you some teeth in the law to
effeptlv_el_y prosecute drug traffickers particularly in the area of
availability of information and cooperation between agencies?

Mr. SmitH. I think the language that was contained, that was
eliminated from the tax-cutting legislation, would have served our
purpose. If we can get access to that information from IRS returns,
it will save us an enormous amount of time and money in terms of
those Investigations. It also will very quickly—I was talking to the
lawyer that is head of my RICO unit yesterday; it would let us very
quickly eliminate a person as a target if we could look at that
information. We have to spend $10,000 to $15,000 per defendant to
investigate the resources on our own. If we could get the IRS tax
return information, it would save us a lot of time and some of our
citizens some amount of hassle.

Mr. ZEIf‘ERETTI.. Do you think we could get some additional help
from the industries; for instance, the banking industry? Part of the
problem I find is sometimes they feel we come in as adversaries,
and they curl up and are afraid to cooperate. They are fearful of
the impact 1t might have on anything they might do or say. Is
there anything we could do to make them feel that we are an arm
to render them assistance, and not cne to chop their head off.
Whether it be with the industry itself that has a problem or
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whether it be with those agencies that have the jurisdiction, to
form a coalition of effort or a coalition of cooperation that could be
more meaningful. Would you comment on that, please?

Mr. SmiTH. 1 am sure Mr. Lewis, this afternoon, our comptroller,
can go into much greater detail. I am sure he will share with you
the frustration he has had in trying to get cooperation from Feder-
al agencies as it relates to banking activities, as it relates to the
banking industry.

There are so many exemptions in the law that bankers for the
most part are really not violating the law. But in terms of having
to report cash deposits, many businesses like restaurants, coin-
operated laundries, many cash flow-type businesses are exempted
from that reporting procedure. If we could close those exemptions,
we put a greater burden on the banking industry to make that
kind of reporting. The crooks are smart. They know what the
exemptions are, and they lean to those kinds of business activities.
So that information is not required to be reported.

Mr. ZerereTTI. Thank you. Mr. Gilman.

Mr. Smrra. If I may, Mr. Chairman, I would like to, on the
paraquat issue and the posse comitatus information, the informa-
tion in our office, that is monitored, both of these legislative initia-
tives, very closely. I am very concerned that both of these may fall
through the crack. The paraquat issue is tied to the Foreign Asgsist-
ance Act, which may become, or is the subject of, a continuing
resolution. Then there is, I think, some jurisdictional games being
played between committees about what kind of amendments may
be allowed or not.

1 hope that the posse comitatus amendment, you know, the
debate between the Senate and House, won’t go on for so long that
that falls through the crack. Paraquat, No. 1, and posse comitatus,
No. 2, are both in a way the most important things in terms of
national policy that we must have if we are going to send out the
signals to Colombia and Jamaica and other countries, that we are
really serious about the problem. If we lose a friendly president in
Colombia, who will allow spraying operations, I fear for the United
States, because obviously with the resources that we have today
and what we can envision in the future, we are going to get 10, 15
percent, but it is going to continue to be worth it. We have got to
go to the source country, spend our dollars there, and eliminate 78

percent of it there. I really think to whatever extent this commit-
tee or to whatever extent our State can try to get a sense of your
urgency from the Congress on those two pending bills, we are

.

ready to do anything. But my information is both of them are in
serious trouble.

Mr. ZEFERETTL. 1 hope they are not really in serious trouble
because they have a priority. I appreciate our point on both of
them. You are going to find the specific language that they are
going to adopt will be accomplished through a conference. We have
done it in the House and the Senate pretty much on posse comita-
tus. They have laid the groundwork; it is being worked out.

On the paraquat problem, the repeal of the Percy amendment,
that goes deeper. That could very well develop into a fight. But
again it is incumbent upon us to make that case on the floor.
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r. SmitH. We have a speedy trial rule for the major cases. I
doi\la’t think we have a significant backlog. There were sLeveral
constitutional challenges to our minimum mandatory statute. I
personally argued the first case before the Florida Supreme Court,
and I am happy to say now in about four different cases our
supreme court has sustained the constitutionality of ?ha{; law. .

We don’t find backlogs to be a major problem. In Florida, our big
problem is the misdemeanor area and minor crime areas, because
we have focused attention on the more significant crimes.

Mr. GiLMAN. Not in the drug trafficking area? .

Mr. Smita. No, sir; and we have found, specifically since our
statute’s constitutionality has been upheld, a lot of these people
going to North Carolina, and Georgia, and Alabama for their activ-
ities, to escape prosecution under the State statute. Where we have
made major arrests we can hardly keep them from singing; they
come under the provision to gletftheu J.au}lD sentence reduced. So the

3 ery effectively for us so far. .
laxﬁva?aségﬁ'fﬁfl Kdr.ySmith, yo%’l talked about the racketeering and
the RICO Act, and how you are restricted in its use somewhat with
regard to the Department of Commerce information. I am very
much interested in what you are saying. Have you made requests
from the Department of Ccilmn;erce, and they said it is statutorily

ibited from providing that? _
prl(‘:/?;.bg;rr}l. Yeg, sir; so%ne of my people have been to Washington
and talked to Commerce people about that, and that information
by Federal law is confidential; and they, by law, are prohibited
iving it to us. '
fr(ﬁ”.g g;EDiAN. I certainly think our committee should be looking
into it. We will explore some ways of trying to get that made
ilable to law enforcement agencies. _
aVI?Ilell%Z you pursued any of the RICO liens and been able to seize

‘?
prggﬁrgﬁn‘ﬂ. Yes, sir. I was able to convince the legislature, too.
When I was elected attorney general, the RICO law had been on
the books 5 or 6 years. There was not a RICO prosecution unit in
the Attorney General’s Office. The legislature, in the first year
that I served, gave me two lawyers, which is really a pittance.
They, in 1 year, two lawyers working, were able to in cash for land
value get in excess if §1 million. Last year the legislature author-
ized me about four more attorneys, so we really are—it is really
starting to emerge. Right now, we have in suits filed, another
couple millions of dollars we can seize and many, many millions of
dollars under investigation. I have six lawyers, and you know how
difficult these cases are. We have shown the legislature, though,
that we think each lawyefr each year can produce in excess of $1

illion, so it is very cost-effective. _
m%\%llfx)gn you measgre that, though, against a drug business that we
estimate to be about $7 million a year, you know, we are screwing
nd with it. .
arR/?r.%ILMAN. Scratching the surface. It is an effective tool? _

Mr. SmrtH. It is a deterrent, and I am hopeful the legislature will
see fit to continue it. As long as I am able to produce $1 million to
the State with one lawyer, that is a very cost-effective program,
when we pay him $25,000 a year.
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Mr. GiLmaN. How fast could we help you with that tool?

Mr. Smita. The best way the Federal Government can help us is
by making it possible to get information from IRS returns and
information from the Department of Commerce about offshore cor-
porations and that kind of thing, and I would hope that in some
way, and I know that it is very difficult, that through the State
Department we could initiate some treaty initiatives with the Ba-
hamas, and the Cayman Islands, and Panama, and other South
American countries to make it easier to get information for pros-
ecution.

Offshore, well, it is almost impossible for us to get information to
help us with prosecution.

Mr. GiLMAN. Thank you, Mr. Smith.

Mr. ZererETTI. Mr. Hutto.

Mr. Hurro. Thank you for your statement and your vigorous
efforts in attacking the drug problem we have in the State of
Florida. Frequently we hear from the citizens and public officials
who have been involved in the drug problem that there is corrup-
tion among elected officials and law enforcement officials. Is that a
big problem?

Mr. Smita. Well, we have had enough indictments certainly to
tell us it is a problem. Recently I think about nine police officers in
Dade County were indicted. We have seen in Taylor and Dixie
Counties in north Florida some trials concluded involving county
commissioners, law enforcement officers. Almost weekly, as I read
the papers from around the State, I read about some public official
who has been indicted on some drug-related payoff kind of scheme.
The level of corruption that we don’t know about is really what I
am concerned about.

I think it is deep-seated and a kind of cancer in our society.
When we find out about it, it may be terminal. That is why I have
been so outspoken about the Percy amendment and those kinds of
things, because we, at the national level, have not dealt with the
problem. We have not had national policies that will help us win
the war, and it is killing Florida.

Mr. Hurro. I certainly hope that we can help you in this area.
The two bills that you mentioned will go a long way in helping to
nip the problem in the bud. It is such a big business and involves
so many billions of dollars, there must be a lot of big dealers in the
drug business to keep it going.

Do you know who the big dealers are?

Mr. Smith. I wish we were so fortunate, really, to have the
traditional organized Mafia-type families running the drug busi-
ness. We got about 28 or 27 families identified as operating in
Florida. We might be able to keep up with that kind of activity, but
our State law enforcement agencies have identified something like
1,000 major drug dealers in the Dade-Broward County areas, and
that quickly gives you some idea of the magnitude of the problem.

Mr. Hurro. You don’t have the tools to deal with them, although
you know who they are. Is that because you can’t get IRS records
and other similar information?

Mr. Smrra. That would help us in our prosecutions, would help
State attorneys and help our office and RICO. Again, the point that
needs to be made, if we don’t get to source countries and spend our
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money eliminating it there where it is grown or produced, given
the money involved in the business, given the shoreline that we
have in the Southeastern United States, and the ability to land on,
you know, country roads with small aircraft, I don’t believe tradi-
tional law enforcement can ever effectively deal with the problem,
because we are looking at people. One or two trips a year will
make you $200,000, $300,000, $400,000, $500,000. Enough people are
involved in it that unless we get to the point we have a military
standing shoulder to shoulder around our coastline, I don’t think
we will get it done with traditional law enforcement methods. We
have to get to the source countries to do it.

Mr. Hurto. You mentioned the possibility of President Turbay
possibly being replaced. We don’t know who could be in or what
their position would be on this. Do you have any feel at all about
the Colombian people with relation to this problem? It obviously is
big business there for a lot of people and means something to the
economy. What is the feeling of the people?

Mr. SmiTs. I was on that trip with Governor Graham 2 years ago
when we met with President Turbay. The legalization issue is a big
issue in that country and will be a major issue in the campaign for
President. I know the most difficult time that the Governor and I
had was when we met with the president of the Colombian senate,
and he just barraged us with, your country is not serious about the
problem; why don’t you come to Colombia and spray our fields like
you did in Mexico; and you are talking out of both sides of your
mouth. He was very blunt, very critical of the lack of national
policy that exists. He said, “You all are just kidding about it.” Why
don’t we go ahead and legalize it in this country. He was very
much an advocate of that, so we have to be extremely concerned
about the attitude down there on the legalization issue.

Obviously the illegal activities in that country causes them enor-
mous problems and fuels inflation as it does here in the United
States, and certainly in Florida.

Mr. Hutto. You spoke of the need of having more treaties, and I
certainly would agree with you that we need that. I was pleased to
hear the chairman say the State Department apparently has some-
one in charge that will be working on this. Has the State Depart-
ment been involved in this very much? Have they been working
cooperatively in this effort?

Mr. SmiTH. The signals that I have seen from the Reagan admin-
istration indicate that they will be serious about the problem. The
signals that we had from the Carter administration, frankly, were
very much of the other way. I don’t think they cared about it. I
just hope that we will have the guts as a country to tell some of
these other countries, “Either you cooperate with us and try to
solve this problem or we will cut off foreign aid” or tell the Baha-
mian Government they would be in serious trouble if we said “We
are not going to let our aircraft land on your islands until you start
helping us.” If we got the guts to do something like that, we will
get their attention.

Obviously, I probably would never make it in the State Depart-
ment. The niceties that they deal with, I can’t operate that way.
But I hope we can overcome some of that and use the enormous
pressure that this country has to really help us win this battle.
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Mr. HUTTO. Really, on this matter, rather than the need of
Federal legislation, it is a matter that can be handled administra-
tively, and if the State Department and national policies can
become more effective well, maybe we can have something.

One final question. Would you comment about the minimum
sentencing? It seems to me the State of Florida has done a good job
of promoting this as a vehicle that would be a deterrent against
crime.

Mr. Smrrh. Obviously we cannot go to a system where we would
have minimum mandatory sentencing across the board. I think the
chairman’s comments about that are well taken. For selected
criminal activities, 3 years-to-life sentence for armed robbery. The
first year that law was put on the books, we had a 28-percent
decline in armed robberies in Florida, The thing we have not done
in Florida that has to be done with minimum mandatory sentences,
the first year that law was on the books, the legislature appropri-
ated and a great deal of money was spent advertising that law,
television spots, heavy billboard campaign, so that the citizens
were very much aware of the consequences. If they committed a
robbery and used a weapon, 3 years to life, that was it.

That was only 1 year. Sinre then we have seen armed robberies
escalate very much again, so [ think where we have those kinds of
sentences, if we will accompany that with an advertising campaign,
it will become effective. I have been struggling to keep the help
stop crime program alive in Florida, and it has been a battle, but
we recently converted the Governor and he very much now be-
lieves in it, and some people in the legislature, and I hope we will
see some funding in those areas.

Mr. Hurro. Are you saying that the advertising and promotion
was not funded after the first part?

Mr. SmiTH. Yes. So the awareness level dropped off. I think if we
can keep the awareness level high, people will not be willing to
make that kind of a change.

Mr. Hutro. Has the media been cooperative?

Mr. SMI'TH. No, sir, I think a lot of the media gave us some very
good public service time. Once in a while, I catch a spot now at 9
o’cleck on Sunday morning.

Mr. Hutrto. That is the way the normal public service announce-
Er.lents are made. It is a shame you have to pay to get it in those
imes.

Mr. SmitH. The reality is we are going to have to i

Mr. Hurto. Thank you.y gome pay for it

Mr. ZEFERETTI. Mr. Shaw.

Mr. SHAW. First of all, I would like to say that my office has had
a treme,ndou_s amount of help and cooperation from the Attorney
General’s office and the attorney general personally—he has one of
the finest staffs of lawyers that anybody has ever assembled in that
particular position. As far as a State-elected official anywhere in
this country, you have probably done more to work in the area of
combating the city’s growth of our drug problem. You have done so
without television lights or batteries of reporters, in a very quiet
and efficient manner, and for that I have nothing but the highest
praise for you, and, of course, I value our friendship very, very
much, which has crossed party lines for years.
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Something you spoke of, you touched upon it very lightly but
maybe the time has come that we should hit it directly. What is
happening offshore in this country? What is happening in the
other countries, the Bahamas, and all the island nations in the
Caribbean and South America?

The problem is, the corruption is either rampant or it is a policy
of government to look the other way and in far too many instances.
I don’t mean to make an indictment of all officials, but it is
absolutely impossible that the amount of activity that is going on
in the banking community, in actually physically moving drugs in
and out of these countries, is being done without some knowledge
and tacit approval of the government.

I would add to your remarks about the niceties of the State
Department. The time has come for us to put an end to it, and find
out Whp our friends are in the world, and view the assaults that
are being made on this country daily from these countries as
genuine assaults, assaults we are not going to take any longer. We
should put an end to it, whichever way we have to, and niceties be
damned.

Mr. SmiTH. I could not agree with you more. With the economic
influence that we have, certainly, in this hemisphere, it is absurd
that our country has allowed the kind of activities in parts of the
world to go on the way they have.

Commissioner York is going to testify. He could give you—he is
sort of like me; pretty blunt about these things—where he has had
gfficials in the Bahamas just kind of laugh. They don’t give a
amn.

Mr. SEAW. We are holding the cue cards when they laugh, and
we have to reverse that procedure and put some new messages on
those cards. I look forward to that, I am glad you brought that up.
It is within the sphere of these hearings, and it is something we
may want to follow up and do more work on in the future.

I would like to ask you a question with regard to the Posse
Comitatus provisions, and ask you which version you support, the
Senate or the House version?

Mr. SmitH. It really struck me this morning, I was really not
aware that the budget cuts for Federal law enforcement agencies
are as deep as apparently they may be. If that is geing to stand up,
1t is even more important to try to get on the national security side
of the ledger, and in that sense, appropriately solve to some extent,
the military outside the jurisdiction of the United States, on the
high seas, to try to help us in this battle. In that sense I would
certainly support the position that you and Congressman Bennett
have taken.

I also have to say, though, that at some point, some compromise
must be struck between the Senate and the House so that we get
something. I hope we don’t continue to debate the issue until it
falls through the crack.

Mr. Suaw. If we were to adopt the Senate language, it would be
a full retreat, and that is what we have to be extremely careful to
avoid. The compromise, if there is such a thing as compromise in
the area of drug law enforcement, has already been struck; and
that is, vyhen we took the armed services’ position and actually
compromised that on the floor of the House by saying the military

31

will only be involved in making arrests and seizures outside of the
land area of the United States. I think that was a good, positive
move and one that took a lot of the objections that have been
expressed by various organizations out of consideration, which
makes the House version, in my opinion, already a substantial
compromise.

Mr. Smrta. It may not be appropriate to say-this publicly, but we
need some attitude adjustment in the Department of State, how
they do business in protecting the interest of our country, and also
we need some significant attitude adjustments in the Defense De-
partment and their willingness to really get involved in this issue
and be concerned about this issue to our country, and you know as
well as I how much they really resist the Congress trying to move
them in any involvement at all.

Mr. Suaw. I think we need some lessons given from the very top.

Mr. ZerereTTI. Would the gentleman yield?

Back to that one issue, because I think the definition in the
language is very, very important. Are you advocating the use of
military personnel in making arrests? Doesn’t a prosecutor find
that a little cumbersome in effecting a kind of arrest that will be
proper without these people having the proper training? I would
find that very hard to accept. I would like to use the military
intelligence and equipment for surveillance to enhance our capa-
bilities to make seizures and arrests that would still stand up in a
Federal or a local court. But I would be very, very hesitant to go
for the kind of language that would give some second lieutenant
the opportunity to go aboard a ship and grab four or five people,
even in aid of a local government, without the proper training and
skills so that the case is not jeopardized and prosecution is success-
ful.

Mr. Hutro. Will the chairman yield?

As I understand it—and maybe Mr. Shaw can comment on this
too. It is my understanding the way that we had the bill in the
Defense authorization bill, any effort had to be under the direction
of civilian authority so it would not be a willy-nilly thing where
somebody in a boat could go out looking for somebody to arrest?

Mr. ZErFERETTI. You still have the problem of utilizing the mili-
tary offshore or in an area where you don’t have local government.
You still have the responsibility of them intercepting or going
aboard or into an area where just the military would be without
the assistance of local government.

As a prosecutor, would you feel that that could be a hindrance to
the lawful prosecution of an individual committing a crime?

Mr. Smrta. Obviously, if the military personnel were not, did not
make those kinds of arrests or handle themselves correctly, then
you might lose the opportunity to prosecute, and that certainly
wouldn’t help us at all, so I would think any involvement would
necessarily require that kind of training.

I think probably all of us, if we could see some significant re-
sources going to the Coast Guard, for example, then this won’t be
the necessary——

Mr. ZerereTTL. We don’t disagree at all with that.

Mr. Smita. The frustration is to see a $200 million cut from the
Coast Guard, $40 million cut from DEA, and we see all these
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enormous amounts of money going for national security. We got to
ride somewhere if we are going to solve this problem.

Mr. ZererRETTI. I worry about going to the Defense Department
and getting the kind of assistance that is meaningful. I can make
an argument on using intelligence and equipment. I cannot make
an argument on using manpower, because if we have to go into
that, we will have training for every individual they have under
their jurisdiction, and a monetary expense within the system that
would be prohibitive.

I am looking for the easiest way. From talking with Navy, Coast
Guard, and those agencies that could lend assistance, we can utilize
them in a most productive way.

Mr. Suaw. If I might reclaim my time on that. I have looked
through the Federal statutes, and I have found nowhere is there a
requirement that we train our soldiers before we send them to war.
You have a question of commonsense. If you are going to have
people fulfill this responsibility, we do assume they are going to
have a certain amount of basic training. Also, I think that the
House side of Posse Comitatus is very clear in that it does provide
that it is to be under the direction of law enforcement personnel. I
think also that the Attorney General will also agree that some-
times a bad arrest is better than no arrest, if you take in several
tons of marihuana in the process, because that is taking drugs off
the street—and even when you do not have a perfect arrest that
goes forward to a perfect prosecution, but certainly we have accom-
plished a lot by taking a lot of these drugs off of the street. You
have accomplished something even under a situation which is not
always the way that you would like for it to come out. I, too, have
a background in law enforcement, both as a city prosecutor, as a
city judge, and also I think in my years as mayor in this particular
house, I certainly have had dealings with law enforcement which
would also allow me to have seen not only that but the results of
the tremendous amount of quantities of drugs that are getting into
our communities. When you have 1 out of 10 high school seniors
using marihuana on a regular basis, you say the whole situation is
out of control, and I do think we need a dramatic shift, drastic
action, and a full commitment made by the Federal Government to
stop this situation.

Mr. Smita. I would like to underscore again, I can certainly live
with Congressman Shaw’s position or your position, Mr. Chairman.
It is vital that we come out very soon with something. I hope that,
again, we don’t debate this issue until it really falls through the
cracks. I agree the information would help us tremendously, and I
also agree with Clay that if we are going to cut civilian law
enforcement, Federal law enforcement to that extent, it is appro-
priate to try to get some help, and maybe somebody ought to take a
hard look at taking money out of the Defense budget.

Mr. Saaw. I would be a proponent of that. The Coast Guard is so
far landermanned at this point it will take years to get them up to
speed.

Mr. ZerERETTI. Our goals are all the same. The route we take is
maybe a little bit different, but the overall issue of getting that
into the law is the most important part; and if we can accomplish
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that much, we will have gone a long way toward solving some of
our budgetary problems.

Mr. Rinaldo.

Mr. Rinawpo. Thank you, Mr. Chairman. I want to thank you,
Attorney General, for your testimony. One point should be cleared
up so we don’t panic everyone on this committee against budget
cuts for law enforcement, particularly when it affects the fight
against drugs that has to be waged. I didn't have the opportunity
to examine the chart in detail. Even on that chart, in every area
the expenditures increase over the budget recommendations of the
former President, and maybe not enough to satisfy me or you or
members of this committee, and the final column represented an
additional 12-percent cut as suggested in the latest speech by the
President, which I am not so sure is going to pass or is going to be
acted on very receptively by the House or the Senate. So the
situation is bad, but certainly not as bad as it was portrayed.

Mr. SmitH. We are facing in Florida, the Governor and the
legislature and all of us, having to make those kinds of cuts, and
we have taken the position, public safety, law enforcement in our
State is an area where we just don’t compromise. We made a
commitment over the next 2 years by $200 million—over the next 2
years—and I would respectfully suggest the same thing to the
Congress about Federal law enforcement. There are some basic
things in society that can’t stand a 5-percent cut across the board,
whatever. All of us in public life are faced with having to make a
hard decision about what kinds of programs are we going to elimi-
nate so that we can actually take care of the safety of our citizens,
which we are all paying for years and years of neglect. We got to
get to the point if we need a 40-percent increase, they got it; good.
gf that means we got to totally eliminate some other programs, let’s

o it.

Mr. RiNaLDO. I agree with you. If we eliminate the tax loopholes
in the law, we will have enough money to fund the Coast Guard
and other agencies to the extent we would like to see. We discussed
the attitude of the State Department. To the best of your knowl-
edge, has any effort been made in this area to get the treaties
underway that you think are so necessary in order to obtain evi-
dence of illegal funds deposited in banks in Colombia, et cetera?

Mr. SmitH. No, sir. The only one that has been done successfully
was with the Swiss Government, and I think probably primarily
because the Swiss Government was interested in trying to elimi-
nate those kinds of activities from taking place in their country.
They had a strong desire to clean up banking in their country. So
the task ahead of us, you know, South America and Central Amer-
ica is going to be very difficult, because the attitude of the govern-
ments of some of those countries is not too cooperative.

Mr. RinaLpo. Has the State Attorneys General Association or
any other group pushed or fostered this proposal somewhere?

Mr. SmitH. No, sir, I don’t think so.

Mr. RinaLpo. There was quite a discussion of aerial eradication.
What percent of the illegal drugs that have come into Florida
would be stopped by comprehensive programs in some of the for-
eign countries that were mentioned, in your view?
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Mr. SmitH. Really, I think that the best way to answer that is to
look at the Mexican experience, and the information that I have is
with the spraying operations that we had in Mexico: marihuana
and poppies, we eliminated about 89 percent of it. Colombia and
Ja_malca are the major source countries for marihuana, and I think
going there with spraying operations, we could eliminate 60 to 75
percent of the supply.

Mr. Rinazpo. Would you label this as the No. 1 priority of the
Federal Government?

_Mr. Smrra. I think, repeal of the Percy amendment is the most
significant thing we could do, because it is the most effective ex-
penditure of the dollar we could make.

Mr. Rinawpo. Thank you very much. I have no further questions.

Mr. ZerereTT1. Thank you very much. We really appreciate your
taking the time to enlighten us as to your problems in Florida.

I would like to call up dJeffrey Harris, Deputy Associate Attorney
General; Hon. Robert E. Powis, Deputy Assistant Secretary of the
Treasury for Enforcement; and Hon. Philip Coates, Assistant Com-
missioner for Compliance, Internal Revenue Service.

Gentlemen, welcome. I have your statements, which will be j-
corporated into the record, and you can proceed in any manner
that you are comfortable. )

Mr. Harris, would you like to start?

TESTIMONY OF HON. JEFFREY HARRIS, DEPUTY ASSOCIATE
ATTORNEY GENERAL OF THE UNITED STATES

Mr. Harris. Thank you, Mr. Chairman. As you know, the Attor-
ney General and the President are exiremely concerned with the
narcotics problem and, specifically, the Attorney General has made
great efforts in the area of violent crime, with narcotics being
perhaps the single greatest criminal enterprise which spawns vio-
lent crime.

Additionall}{, it is the primary area where Federal law enforce-

ment has a mission. Most street crime is primarily the responsibili-
ty of State and local governments. Not so in narcotics. In the area
of narcotics it is becoming increasingly apparent that the higher-
ups in narcotics organizations do not necessarily have their hands
in the white powder, but they do necessarily have their hands on
the money. The investigative strategy that is becoming more and
more necessary in narcotics operations is the ability to investigate
the paper trail, the money trail, and identify the managers and
supervisors of narcotics organizations through financial investiga-
tion as opposed merely to tracing the white powder.
. In this regard, the Attorney General is looking at the best way to
involve the Federal Bureau of Investigation in this effort. As you
know, they have great financial expertise, and also have a substan-
tial expertise in the investigation of organized crime activities. The
Attorney General would like to bring those particular areas of
expertise to bear in the war on drugs, and this is one of the
principal reasons he has directed the study, which is now under-
way, as to how we can best, as a Federal Government, bring all our
investigative resources to bear in this new strategy, an increasingly
apparent correct strategy, of tracing financial assets in order to
identify supervisors in drug transactions.
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Most drug dealers do one of three things. They either use the
banking facilities in order to accomplish their financial transfers,
they may or may not be involved in filing tax returns. If they do
neither of the above two, they do have their hands on the hard
currency and do involve themselves in financial transactions.
There are laws in each of the areas I just mentioned which signifi-
cantly hamper the ability of Federal narcotics investigators to
determine who is involved in narcotics trafficking and bring them
to justice.

First, in the area of taxes, the Tax Reform Act of 1976 has been
a major impediment to the effective prosecution of narcotics deal-
ers. As you know, this act limits the ability of Federal investigators
to get tax return or taxpayers information, and it also limits the
ability of Federal investigators to get third party information about
taxpayers which is in the hands of IRA. A U.S. magistrate could
authorize the search of any of our homes upon the proper showing
of probable cause and the like, but a U.S. magistrate cannot order
taxpayer information turned over to a Federal narcotics investiga-
tor. It must be a U.S. district judge. That clogs the court system
and it seems that we have placed such an interest in protecting
taxpayer information that we have really tied the hands of the
people we ask to investigate these crimes. There has to be modifica-
tion of that law, in our view; and the modification, for example,
that the Task Force on Violent Crime recommended, of which I
was the executive director; or the bill that Senator Nunn has
introduced is along the lines that we think is appropriate.

I won’t take your time now to detail those, but the net effect has
to be that Federal investigators have the ability to get this infor-
mation in order to trace higher-ups in illicit narcotics operations.

Second, the Financial Privacy Act places severe impediments on
the ability of Federal investigators to have access to bank records.
it calls for prior notification to the customers before a bank turns
over information to a Federal investigator or, if that prior notifica-
tion is to be dispensed with, there has to be an ex parte court order
to delay notification. It has had a chilling effect on the ability to
get bank records and the ability to conduct investigations of bank-
ing records.

By the way, it also has one of the most cumbersome processes
imaginable. You need a Ph. D. to understand how to comply with
the Financial Privacy Act; and each of the acts I am mentioning
have their own forms, administrative procedures, and it would take
many attorneys, full-time, to figure out how to comply with these
acts in a given investigation. We need to have laws which make it
easier for Federal investigators to have access to bank records
without prior notification to customers. As you probably can well
see, that sort of prior notification really makes it impossible to
conduct an investigation in a professional law enforcement way.
Having to go tc court every 90 days to get an order so as not to
have to notify the customer before you get the records takes valua-
ble prosecutor time, valuable resources and also involves a prosecu-
tor at a stage in which it might best be handled by only the
investigators. An investigator ought to be able to get these records
without having to go to court.
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The Bank Secrecy Act: We are very concerned that an attempt to
get money out of the United States does not violate the law. It is
unclear whether an attempt violates the law. There have been
bizarre cases in which, in order to try to comply with the law,
arrests have been delayed until the airplane has been on the
taxiway waiting to leave the United States. Some courts have rules
that that does not violate the Bank Secrecy Act if the person has
not reported the currency transactions. Since it is only an attempt
until the plane is in the air in international air space, the crime is
not completed until the person and the money is beyond the reach
of the Federal prosecutors. That is a catch-22 situation and makes
no sense.

Another area in which we really have handcuffed ourselves is
what happens after we get information. We have a statute, the
Freedom of Information Act, which mandates the Government to
provide information to criminals which assist them in carrying out
their purposes. For example, one of the principal uses of the Free-
dom of Information Act in the area of drugs is by convicted nar-
cotics dealers attempting to identify the informants who testified
or provided information against them so that they can eliminate
those people. This has had a chilling effect in the Drug Enforce-
ment Administration’s view, and has caused a decrease in the
number of informants who are willing to come forward. While
there is a specific prohibition in the act about having to give out
informants’ identities, those involved in complex criminal enter-
prises who receive documentary information from Government
files, most often can identify the informant.

Second, there is an exception in the act which allows the Govern-
ment to refuse to give information to people currently under inves-
tigation. A number of people request information merely to find
out whether or not they are under investigation. In denying such
requests the Government states: “We deny your request to provide
you information because this is the subject of an ongoing investiga-
tion.’ It does not take a genius to figure it out when he gets that
sort of response. Organized crime is constantly testing us with
those sorts of requests.

Third, it is simply used as a way to eat up resources. Fourth, it
causes, both internationally and domestically, what can best be
described as paranoia about sharing information with the Federal
Government. There is widespread fear that this information will
not be safe in the hands of the Federal Government, and that it
will be turned over to criminals.

Lastly, one thing that does not directly touch on what you are
hearing today but every American has to be concerned about this
and, frankly, I find it so shocking as to bear mention. Foreign
intelligence services routinely use the Freedom of Information Act
to get information which will be helpful to them and hurt the
interests of the United States. There is no other country that 1
have ever heard of which has a law that allows this kind of activity
to go on.

Once we have convicted someone of a narcotics transaction, it is
very unlikely that they will have to part with the fruits of their
labors, the forfeiture of proceeds of narcotics transactions. We have
laws which provide for criminal forfeiture in cases involving RICO
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prosecutions and continuing criminal enterprises. However, the
run-of-the-mill narcotics prosecution does not have a criminal for-
feiture provision. In order to get the assets that were the profits of
?i lil(;ug venture, one gqi to lg?( tlhroﬁgh a separate civil proceeding—
onsuming—and it is likely that this wi i i
theIa forgziture ig—and it is y will not occur, this being
n addition, there ought to be a presumption that any ass
which have been garnered by the defendants during the p}ériodeitx?
which he was engaged in narcotics trafficking are presumed to be
from the narcotics traffic. If a defendant says they are not, let him
come forward and establish that certain of his assets may have
been gotten by legal means.

Assets are often converted, and we ought to have the ability to
reach substituted assets, so where narcotics money is put intc
legitimate businesses we ought to be able to get forfeiture of those
legitimate businesses. We also ought, to reach assets after a sham
transfer to a third party. In addition, there ought to be restraints
against alienation, restraints against moving the assets from the
hands of the defendant into a third party’s. During the period of
investigation we ought to have the ability to go to court and have
orders of the court which prohibit the transfer of those assets. Last
we ought to be able to obtain forfeiture of real property. The fact
Eﬁat‘%—)altpropert% is not {o}gfetitable is an oversight. For example, in

e “Continuing Criminal Enterprises’’ section, r is
one of the scheduled forfeitable elt)ssets. , real propexty is not

In summation, when you look at the patchwork quilt of laws
which were passed to protect American citizens’ privacy and their
right to confidential treatment of their bank records, we have
created a safe haven in which sophisticated narcotics trafficking
can go on. We tie the hands of law enforcement.

Mr. ZEFERETTI. Mr. Powis.

TESTIMONY OF HON. ROBERT E. POWIS, DEPUTY ASSISTANT
SECRETARY OF THE TREASURY FOR ENFORCEMENT

Mr. Powrs. I have a brief summary. Since my testimony is con-
cerned mainly with the Treasury Department’g use of t}};e Ba%nk
Secrecy Act to attack the financial aspects of drug trafficking in
Florida, I think that it would be helpful to briefly review the
provisions of the act. As you probably know, Mr. Chairman, the act
was passed in 1970 after Congress recognized that there was a need
to strengthen the ability of Federal law enforcement agencies to
investigate white collar and organized crime. Congress was espe-
cially concerned about international financial transactions related
to tax evasion, securities fraud, and drug trafficking.

The act was designed to make financial transactions related to
criminal activity easier to detect and document. Congress was
aware that many major criminals use legitimate financial institu-
tions to facilitate their illegal activities. There are two types of
provisions to help law enforcement officials investigate the finan-
cial aspects of crime. The act provides for recordkeeping standards
for banks and savings and loan associations, as well as for a wide
variety of other financial institutions. In addition, the act requires

reports of certain types of transactions to be fil i i
ury Department. e filed with the Treas




38

The implementing regulations provide for the following reports:
(1) IRS Form 4789 [Report of Currency Transaction]. All financial
institutions are required to report to the IRS any unusual currency
transaction in excess of $10,000. (2) Customs Form 4790 [Report of
the international transportation of currency or other monetary
instruments]. Except for certain shipments made by banks, the
international transportation of currency and certain other mone-
tary instruments in excess of $5,000 are required to be reported to
the Customs Service. The civil sanctions for violations of this re-
quirement are especially powerful. Customs can seize the entire
amount of unreported currency or other monetary instruments
involved in a violation at the time the violation occurs. If a viola-
tion is detected too late to effect a seizure, the Assistant Secretary
[Enforcement and Operations] can assess a civil penalty equal to
the amount of unreported monetary instruments that were not
seized and forfeited. (3) Treasury Department Form 90-22.1 [Report
of Foreign Bank and Financial Accounts]. Every person who has a
foreign financial account or authority over an account is required
to file a report.

The reporting requirements are intended to serve two purposes:
first, they provide leads and intelligence as to possible violations of
law; and, second, they provide added criminal sanctions and there-
by create an additional deterrent to illegal activity. The sanctions
for criminal violations of the regulations can be as much as a fine
of $500,000 and 5 years’ imprisonment on each count. The maxi-
mum has been imposed in certain cases where the Bank Secrecy
Act violations were related to drug violations.

The reporting requirements are interrelated. They complement
each other. For example, if banks were not required to report
currency transactions, there would be little need for criminals to
smuggle money out of the country. Currency simply could be taken
into a bank and the funds transferred abroad to a secret bank
account without disclosing the identities of the persons directing
the transfer or receiving the funds. Conversely, without reports of
the import or export of currency, the requirements that banks
report large currency transactions would be much less meaningful.

In accordance with the intent of the act, the Treasury Depart-
ment’s implementing regulations delegated specific responsibilities
for assuring compliance with the regulations to the following Fed-
eral supervisory agencies: (1) the Comptroller of the Currency; (2)
the Board of Governors of the Federal Reserve System; (3) the
Federal Home Loan Bank Board; (4) the Administrator of the Na-
tional Credit Union Administration; (5) the Federal Deposit Insur-
ance Corporation; (6) the Securities and Exchange Commission; (7)
the Commissioner of Customs; and (8) the Commissioner of Internal
Revenue.

Overall responsibility for coordinating the procedures and efforts
of the agencies listed above and for administering the regulations
was delegated to the Office of the Assistant Secretary [Enforcement
and Operations].

Cash flow study: As part of our continuing efforts to improve the
implementation of the Bank Secrecy Act, the Treasury Depart-
ment, in 1979, initiated a study of currency transactions at Federal
Reserve offices throughout the United States. As the report of our
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findings indicates, it was undertaken ‘“to gather information which
would be useful in assessing the effectiveness of the existing report-
ing requirements and in identifying areas that appear to merit
further study or investigation.” The data covered the period 1970
through 1978 and showed a constantly increasing supply of curren-
¢y in circulation. In 1978, for example, an additional $10.2 billion
was placed into circulation. We discovered, however, an amazing
growth in currency deposits in the Federal Reserve banks in Flor-
ida. The discovery of this pattern was a major factor in the Treas-
ury Department’s decision to promote and develop “Operation
Greenback.”

Although the Treasury Department had been aware, from the
currency transaction report required by the Bank Secrecy Act, that
a large number of huge currency transactions had occurred in
Florida since the mid-1970’s, the 1979 study provided an overview
of the size and accelerating growth of the problem.

“Operation Greenback” was based on two concepts. First, the
attack on drug trafficking and other illegal activity should be made
through the vulnerability of the financial operations of the viola-
tors—not only the income tax laws but the Bank Secrecy Act,
which requires the reporting of large currency transactions or the
international movement of large amounts of currency should be
used. Both laws are within Treasury’s investigative jurisdiction.
Second, the integration of the criminal investigations should be
achieved through the grand jury process with special prosecutors
coordinating all of the related criminal investigations, including
those involving BATF, FBI, Secret Service, or DEA violations. It
should be noted that about 20 percent of the counterfeit bills
passed in the United States originate from Colombians and that
drug traffickers are often involved in crimes of violence, including
the use of illegal firearms and destructive devices. The use of a
grand jury permits all of the Federal agents participating in the
investigation to pool information, including tax and other financial
information. This type of sharing is not permitted under the proce-
dures governing administrative investigations.

In addition to the plans for grand jury investigations, provisions
were made for certain administration actions. My office identified
24 banks that had deposited large amounts of currency at the
Federal Reserve, and those banks were given indepth examinations
by the Federal bank supervisory agencies. Several of the examina-
tions resulted in referrals for criminal investigations. The IRS was
also encouraged to undertake civil tax examinations of those per-
sons involved in the large currency transactions.

Approximately 26 IRS special agents, 7 IRS revenue agents, 10
Customs special agents, a squad of DEA agents, and 6 Federal
attorneys currently are assigned to the grand jury investigations
related to the project. FBI and BATF agents are also involved. The
charges being investigated include possible income tax evasion,
Bank Secrecy Act violations, and drug charges.

Although the project in Florida is still fairly young, a substantial
number of criminal cases have been developed by the IRS and the
Customs Service; Customs has seized more than $19 million in
currency and monetary instruments.
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The reporting requirements in the Bank Secrecy Act have played
a key ro{)e in tghesg investigations. Many of the reports that have
been filed have clearly identified persons who are laundering cur-
rency for violators. In addition, many of the indictments are based
on attempts to conceal unusual currency transactions from the IRS

failing to file truthful and complete reports. -
byItailsllrrlngy understanding that IRS and Customs officials from local

offices in Florida are going to testify in greater de’call’ concerning
the criminal investigations stemming from “Greenback. Neverthe-
less, I would like to emphasize my belief that the results in Florida
alone have already proven the value of the Bank Secrecy Act
reporting requirements to Federal law enforcement efforts.

Finally, I would like to point out that we recognize that the
enforcement of the requirement to report the international trans-
portation of currency and monetary instruments has been particu-
larly difficult. Although we have good reason to believe that hun-
dreds of millions of dollars actually have been carried or shipped
out of the United States to purchase illegal drugs, we have been
able to intercept only a very small part of those funds. I fully
concur in and support Mr. Harris' position on the need for an
“attempt provision’ in the Bank Secrecy Act.

Thank you, Mr. Chairman, that concludes my statement. I would
be pleased to answer any questions from the committee.

[The prepared statement of Mr. Powis follows:]

PREPARED STATEMENT OF RoBERT E. Powis

Mr. Chairman and members of the committee, thank you for the opportunity to
testify concerning the Treasury Department’s efforts to use the laws within its
jurisdiction to attack the ﬁnsancial ajipgcts of drug trafficking in Florida and the

to strengthen the Bank Secrecy Act. )
nelegvould 1ikgtto begin with a brief review of the Bank Secrecy Act in order to place
our activities in perspective. The Bank Secrecy Act became law in 1970 after
extensive hearings in both the House and Senate documented the need to strength-
en Federal law enforcement efforts against white collar and organized crime and
especially criminal activity involving international financial transactions. Govern-
ment officials who testified at the hearings described how foreign financial accounts
were being used in tax evasion, securities violations, black marketing, and drug
trafficking. _ . o o

The Act was designed to make financial transactions related to criminal activity
easier to detect and document. Congress recognized the fact that many major
criminals use legitimate financial institutions to facilitate their illegal activities.
There are two types of provisions to help law enforcement officials investigate the
financial aspects of crime. The Act provides for recordkeeping standards for banks
and savings and loan associations as well as for a wide variety of other financial
institutions. In addition, the Act requires reports of certain types of transactions.
Reports disclosing unusual currency transactions, the 1ntgrnat10nal transportation
of monetary instruments, and foreign bank or other financial accounts must be filed
with the Treasury Department. ) '

The reporting requirements were intended to serve two purposes. First, they
provide leads and intelligence as to possible violations of law and, second, they
provide added criminal sanctions and thereby create an additional deterrent to
illegal activity. This intent is clear in the following quote from the Senate report on
the bill: ) _ )

“Reports are not a foolproof method of preventing organized crime from sending
currency out of the country. Obviously, a criminal who is already breaking the law
could just as easily ignore the reporting requirement. The significance of requiring
reports is that it provides the Justice Department with another means of obtaining
a conviction. The mere failure to file a report would constitute a criminal v.mlamon
much easier to establish compared to proving the funds transported were illegally
acquired or were to be used for an illegal purpose. Those who fail to report would be
subject to a criminal penalty of a year in prison, a $1,000 fine, or both. If the failure
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to report was committed in furtherance of the commission of any other violation of
Federal law, or a part of a pattern of illegal activity involving transactions exceed-
ing $100,000 a year, the person who fails to file a report is subject to a much stiffer
criminal penalty—5 years in jail or a $500,000 fine, or both. Finally, any unreported
currency is subject to seizure and forfeiture to the United States and those who fail
to make required reports are liable for a civil penalty equal to the amount of
currency transported less any amount already seized and forfeited.

“It is believed that these penalties will constitute a significant deterrent to
organized crime. At the same time, the Secretary has broad discretionary authority
to return seized currency or waive the civil penalties which he could use to prevent
ordinary citizens or businessmen for being unduly penalized from an inadvertent
violation.”

The reporting requirements authorized by the Act are interrelated. They comple-
ment each other. For example, if banks were not required to report currency
transactions, there would be little need for criminals to smuggle money out of the
country. Currency simply could be taken into a bank and the funds transferred
abroad to a secret bank account without disclosing the identities of the persons
directing the transfer or receiving the funds. Conversely, without reports of the
import or export of currency, the requirement that banks report large currency
transactions would be much less meaningful.

IMPLEMENTING REGULATIONS

Although the Bank Secrecy Act gives the Secretary wide discretion in its imple-
mentation, the Act states that only records and reports for “have a high degree of
usefulness in criminal, tax, or regulatory investigations or proceedings” should be
required. With that background, in 1972, the Treasury Department issued regula-
tions which require banks to maintain certain basic records, including the following:
canceled checks and debits over $100; signature cards; statements of account; exten-
sions of credit in excess of $5,000; and records of international transfers of more
than $10,000.

The regulations also provide for the following reports:

IRS Form 4789 (Report of Currency Transactions). All financial institutions are
required to report to the IRS any unusual currency transaction in excess of $10,000.
Although this is only a modification of a similar requirement that was in effect for
more than 25 years, this requirement was challenged in the courts. The Secretary
was prohibited from enforcing it until May, 1974, when the U.S. Supreme Court
upheld the constitutionality of the Bank Secrecy Act and the implementing regula-
tions.

Customs Form 4790 (Report of the International Transpertation of Currency or
Other Monetary Instruments). Except for certain shipments made by banks, the
international transportation of currency and certain other monetary instruments in
excess of $5,000 are required to be reported to the Customs Service. The civil
sanctions for violations of this requirement are especially powerful. Customs can
seize the entire amount of unreported currency or other monetary instruments
involved in a violation at the time a violation occurs. If a violation is detected too
iate to effect a seizure, the Assistant Secretary (Enforcement and Operations) can
assess a civil penalty equal to the amount of unreported monetary instruments that
were not seized.

Treasury Department Form 90-22.1 (Report of Foreign Bank and Financial Ac-
counts). The Act provides specific legal authority to require reports of foreign bunk
accounts. The IRS, however, put the foreign bank account question on the income
tax returns for 1970 and issued IRS Form 4683, the predecessor of Form 90-22.1, on
the basis of its authority under the Internal Revenue Code. Consequently, the first
reports of foreign financial accounts were filed with the IRS in 1971 even before the
Treasury regulations requiring such reports were issued in 1972. The disclosure that
a Form 4683 had been filed arguably was, in effect, a disclosure of the fact that an
income tax return had been filed. Consequently, there was concern, with the pas-
sage of the Tax Reform Act of 1976, that dissemination of these reports outside IRS
was prohibited. Therefore, in 1977, we decided to separate the foreign bank account
report from the tax return and to have it filed directly with the Office of the
Secretary. The change was made to permit the information to be made available to
other agencies as the Bank Secrecy Act intended. At that time, the form was
changed to Treasury Department Form 90-22.1.

The sanctions for criminal violations of the regulations can be as niuch as a fine
of $500,000 and 5 years imprisonment on each count. The maximum has been

imposed on certain cases where the Bank Secrecy Act violations were related to
drug violations.
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MONITORING FINANCIAL INSTITUTIONS COMPLIANCE

In accordance with the intent of the Act, the Treasury Department’s implement-
ing regulations delegated responsibility for assuring compliance with the regula-
tions to existing Federal bank supervisory agencies. The delegation is as follows:

(1) To the Comptroller of the Currency, with respect to national banks and banks
in the District of Columbia;

(2) To the Board of Governors of the Federal Reserve System, with respect to
State bank members of the Federal Reserve System,;

(3) To the Federal Home Loan Bank Board, with respect to insured building and
loan associations, insured savings and loan associations, and insured institutions as
defined in Section 401 of the National Housing Act;

(4) To the Administrator of the National Credit Union Administration, with
respect to Federal credit unions;

(5) To the Federal Deposit Insurance Corporation, with respect to all other banks
except agents of foreign banks which agents are not supervised by State or Federal
bank supervisory authorities. The exception pertains to persons who represent
foreign banks in this country but do so surreptitiously or in such a manner that
they are not regulated by State or Federal authorities. Responsibility for this group
has been delegated to the IRS.

(6) To the Securities and Exchange Commission, with respect to brokers and
dealers in securities;

(7) To the Commissioner of Customs with respect to reports of the international
transportation of currency or monetary instruments. The regulations give him the
authority to seize currency and monetary instruments which have not been proper-
ly reported.

(8) To the Commissioner of Internal Revenue except as otherwise specified in this
section.

Overall responsibility for coordinating the procedures and efforts of the agencies
listed above and for administering the regulations was delegated to the Office of the
Assistant Secretary (Enforcement and Operations).

CASH FLOW STUDY

As part of our continuing efforts to improve the implementation of the Bank
Secrecy Act, in 1979 the Treasury Department initiated a study of currency transac-
tions at Federal Reserve offices throughout the United States. As the report of our
findings indicates, it was undertaken “to gather information which would be useful
in assessing the effectiveness of the existing reporting requirements and in identify-
ing areas that appear to merit further study or investigation.” The data covered the
period 1970 through 1978 and showed a constantly increasing supply of currency in
circulation. In 1978, for example, an additional $10.2 billion was placed into circula-
tion. Our analysis of the data highlighted at least two patterns which warranted
additional investigation.

One of the patterns disclosed an unusually large volume of $100 bills that had
been added to circulation by the Federal Reserve Bank in New York. This phenom-
enon, which is still being studied, appears to have been significantly related, in part,
to ecomomic problems in other nations.

The other pattern disclosed by the study was the amazing growth in currency
deposits in the Federal Reserve banks in Florida. The discovery of this patiern was
a major factor in the Treasury Department’s decision to promote and develop
“Operation Greenback.”

During the years 1974 through 1980, while the overwhelming majority of Federal
Reserve banks found it necessary to add hundreds of millions of dollars to the total
currency in circulation, the banks in Florida had surpluses of currency deposits and
removed billions from circulation. In 1974 the deposits in Federal Reserve banks in
Florida totalled $2.9 billion; by 1980 they had jumped to $9.2 billion. The net
surplus, the amount removed from circulation, was $5.8 billion in 1980.

Although the Treasury Department had been aware, from the currency transac-
tion reports required by the Bank Secrecy Act, that a large number of huge
currency transactions have occurred in Florida since the mid-1970’s, the 1979 study
provided an overview of the size and accelerating growth of the problem.

Operation Greenback was based on two concepts. First, the attack on drug traf-
ficking and other illegal activity should be made through the vulnerability of the
financial operations of the violators—not only the income tax laws but the Bank
Secrecy Act, which requires the reporting of large currency transactions or the
international movement of large amounts of currency. Both laws are within Treas-
ury’s investigative jurisdiction. Second, the integration of the criminal investiga-
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tions should be achieved through the grand jury process with special prosecutors
coordinating all of the related criminal investigations including those involving
BATF, FBI, Secret Service, or DEA violations. It should be noted that over 20
percent of the counterfeit bills passed in the United States originated from Colombi-
ans and that traffickers are often involved in crimes of violence including the use of
illegal firearms and destructive devices. The use of a grand jury permits all of the
Federal agents participating in the investigation to pool information, including tax
or other financial information. This type of sharing is not permitted under the
procedures governing administrative investigations.

In addition to the plans for grand jury investigations, provisions were made for
certain administrative actions. My office identified 24 banks that had deposited
large amounts of currency at the Federal Reserve, and those banks were given in-
depth examinations by the Federal bank supervisory agencies. Several of the exami-
nations resulted in referrals for criminal investigations. The IRS was also encour-
aged to undertake civil tax examinations of those persons involved in the large
currency transactions. '

Approximately 26 IRS special agents, 7 IRS revenue agents, 10 Customs special
agents, a squad of DEA agents, and 6 Federal attorneys currently are assigned to
the grand jury investigations related to the project. FBI and BATF agents are also
involved. The charges being investigated include possible income tax evasion, Bank
Secrecy Act violations, and drug charges.

Although the project in Florida is still fairly young, a substantial number of
¢criminal cases have been developed by IRS and the Customs Service.

INTERNAL REVENUE SERVICE (COB AUG. 31, 1881)

Banks Individuals
Total criminal investigations authorized ...........coeevrrevecsserenne 23 66
Under indiCEMENT ... cerecsnesisisernssinsssisissssstssssesrsessssvesosss
Declined

Referrals pending.....coooeesvveeeseessssssesnrones .
REfErrals FEJRCIEU. ... s erssisevsssas s sssssaesssasssssbaensssssssessnss

U.S. CUSTOMS SERVICE (C0B SEPT. 30, 1981)

Number of active major investigations..... . 17
Suspects under indictment....... 43
Currency seized . $19,291,264

The reporting requirements in the Bank Secrecy Act have played a key role in
these investigations. Many of the reports that have been filed have clearly identified
persons who are laundering currency for violators. In addition, many of the indict-
ments are based on attempts to conceal unusual currency transactions from the IRS
by failing to file truthful and complete reports.

It is my understanding that IRS and Customs officials from local offices in Florida
are going to testify in greater detail concerning the criminal investigations stem-
ming from Greenback. Nevertheless, I would like to emphasize my belief that the
results in Florida alone have already proven the value of the Bank Secrecy Act
reporting requirements.

Finally, I would like to point out that we recognize that the enforcement of the
requirement to report the international transportation of currency and monetary
instruments has been particularly difficult. Although we have good reason to be-
lieve that hundreds of millions of dollars actually have been carried or shipped out
of the United States to purchase illegal drugs, we have been able to intercept only a
very small part of those funds. We know, for example, that in excess of 200 million
dollars in currency is returned to the U.S. each year from banks in drug significant
South American countries.

Mr. ZereERETTI. Thank you, Mr. Powis.
Mr. Coates.

TESTIMONY OF HON. PHILIP E. COATES, ASSISTANT COMMIS-
SIONER FOR COMPLIANCE, INTERNAL REVENUE SERVICE

Mr. CoAtes. Thank you, Mr. Chairman. The IRS is strongly
committed to participating in the concerted Federal antinarcotics
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campaign, because those who profit are likely to receive substantial
income on which no tax has been paid.

Before discussing our enforcement programs aimed at narcotics
trafficking, I would like to begin by outlining briefly the Service’s
overall efforts to deal with criminal violations of our tax laws. The
IRS Criminal Tnvestigation Division [CID] allocates resources to
two areas, a general enforcement program [GEP] and special en-
forcement program [SEP]. GEP is aimed at those individuals and
businesses deriving their income from legal activities but attempt-
ing to illegally shield that income from tax collection. The Service
attempts to identify and investigate areas of high noncompliance,
and where appropriate, achieve broad geographical and occupation-
al coverage.

SEP deals with those individuals and organizations which derive
substantial income from illegal activities, most of which also is not
reported to the IRS. Such illegal activities include narcotics traf-
ficking, organized crime, gambling, labor racketeering, et cetera.
As part of the Service’s SEP, we coordinate with other law enforce-
ment agencies. These efforts include our participation in the De-
partment of Justice strike force program, as well as our program to
investigate high-level drug traffickers and financiers with assist-
ance from Customs and the Drug Enforcement Administration,
including participation in the Florida cash flow project—Operation
Greenback. ,

During fiscal year 1982 the Service plans to devote approximate-
ly 45 percent of its direct investigative time to SEP. This is a
substantial increase over the 19 percent that the program received
in fiscal year 1976 and reflects our continued belief that the enor-
mous profits reaped by organized crime must not be allowed to
escape taxation. The Criminal Investigation Division’s total case
inventory, as of August 28, 1981, consisted of 5,336 criminal investi-
gations of which 8,711 are GEP cases and 2,123, or 36.4 percent,
involve cases related to illegal activities under SEP.

With this perspective, I would now like to discuss what the
Service is doing nationally to investigate drug traffickers and later
touch upon our participation in “Operation Greenback” in Florida.
In increasing our SEP resou:ces, we have placed a greater empha-
sis on criminal investigation of narcotics cases similarly. For exam-
ple, our inventory of narcotics cases under criminal investigation
has continued to increase from 300 cases at the close of the fiscal
year 1979 to 850 cases as of August 1981. The number of investiga-
tions resulting in prosecution recommendations also has increased
substantially, from 49 in fiscal year 1980 to 141 in fiscal year 1981,
through August 28, 1981. In the civil area, the number of examina-
tions in inventory increased from 2,102 at the close of fiscal year
1980 to 2,443 as of June 1981. Our Criminal Investigation Division
has more than doubled its expenditure of resources for narcotics
investigations, from 232 staff-years in fiscal year 1980 to over 500
staff-years in fiscal year 1981.

During fiscal year 1980 taxes totaling $81.2 million were assessed
as a result of our narcotics traffickers program. During the first 6
months of fiscal year 1981, $75.4 million has been assessed. Al-
though termination and jeopardy assessments have been important
tools for quick attachment of funds on deposit, currency already
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laundered and placed beyond - reach of IRS is obviously not
subject to seizure by our Collec...:. Division. In addition, it should
be noted that jeopardy and termination assessments are also sub-
ject to adjustments resulting from subsequent filing of returns, Tax
Court litigation, et cetera. I will discuss this subject further when I
respond to the committee’s request for views on problems associat-
ed with our narcotics tax program.

I will skip through several of the initiatives that the Service has
taken in this area. They are all a part of the opening statement.

Mr. ZeErerETTI. The testimony will be made part of the record.

Mr. Coartrs. I will focus very briefly on our narcotics program,

Greenback, and some of the problems that are inhibiting our ef-
forts. Greenback is probably the most significant single law en-
forcement effort developed to date from the Bank Secrecy Act
reporting requirements. The Service currently has 26 special agent
criminal investigators assigned to the project and an additional
seven revenue agents are assigned to assist in grand jury investiga-
tions. Through August 1581, of the 89 cases authorized by Treas-
ury, the Jacksonville District has initiated 72 criminal investiga-
tions that involved the laundering of illegally generated profits,
substantially from narcotics trafficking. The primary viclation in
most cases are title 31 and related offenses; that is, conspiracy.
 For comparison purposes, nationally 18.3 percent of our direct
investigative resources are devoted to our high-level drug leaders
tax enforcement project; whereas the Jacksonville District devoted
51 percent of direct investigative resources to the program.
It should be noted that of the 850 narcotics program cases in
inventory nationwide, 412 are being investigated in conjunction
with Federal grand jury proceedings. Many of the drug traffickers
cases involve subjects for whom substantive criminal violations
cannot be proven, but where tax violations are apparent. Most of
the 412 grand jury cases are being conducted jointly with DEA
and/or Customs. DEA and Customs investigate narcotics aspects,
IRS pursues tax violations. By combining the two areas of exper-
tise, evidence of the source of funds can be coupled with the accu-
mulation of assets, thus improving the chances for successful pros-
ecution.

Multiagency financial investigative forces, similar to “Operation

Gre’enbagk” in Florida and under the guidance of the U.S. attor-
ney’s office via a grand jury, have been developed to identify nar-
cotics traffickers. These teams, which are primarily in our western
region, are utilizing Bank Secrecy Act reports to a great extent.
One case which benefited from this approach was the Araujo case
in Los Angeles which involved $32 million in income from narcotics
sales over a 3-year period.
I would like now to respond to the committee’s inquiry’ concern-
ing problems associated with enforcement of the tax statutes in
relation to narcotics traffickers. There are three specific areas
which the Service believes are inhibiting our efforts to address the
drug trafficking problem.

The first area concerns rule 6(e) of the Federal Rules of Criminal
Procedure. Rule 6(e) imposes a secrecy requirement on information
gathered during the course of a grand jury investigation. More
than half of our narcotics trafficker investigations are grand jury
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investigations. Before any information covered by rule 6(e) may be
dizclosgd and used for c};vil tax purposes a court order must be
obtained from the district court supervising the grand jury. One
requirement for obtaining such an order is that the information to
be obtained must be requested preliminary to or in connection with
a judicial proceeding. Recent court decisions have res‘quqted the
definition of what activities may be considered to be preliminary to
a judicial proceeding and, accordingly, have not permitted the
Service to use the information developed by our own ‘agents. This
trend has been particularly evident in the fifth circuit, which en-
compasses the State of Florida and where much of the narcotics
activity is located. Thus, in the fifth_01rc_u1t the Service may not be
able to obtain grand jury information 1n order to determine the
civil tax liability of an alleged drug trafficker unless the Supreme
Court or the Congress resolves the problem associated with rule
(

6\%}‘.}18 second matter which has caused problems in narcotics cases
is the summons provisions of Internal Revenue Code section 7609.
Any time we serve a summons on a third party recordkeeper, if
they ask for a stay, it is incumbent upon the Government to go
into court to enforce the summons. Tlgls{: probiem is discussed in

ter detail in my complete opening statement. .

gr%}g final major zoncern that I would like to comment on 1s the
limitations of the legal machanisms available for the Service to use
to seize the enormous amounts of currency being laundered. Our
Criminal Investigations Division has estimated that in the Oper-
ation Greenback investigations alone, hundreds of mﬂhons of dol-
lars of currency have been laundered through Florida banks. At-
tempts to seize these funds for tax collection purposes, however,
face two difficulties. First if the short length of time that funds
remain in a bank. Once the funds are deposited, they are frequent-
ly wired to secret foreign bank accounts in tax haven countries,
often within a few hours. Also, the funds may be trap.sfeyred into
other foreign-domestic investments through layers of fictitious enti-
ties or converted into less suspicious forms, such as cashiers checks
or certificates of deposit. . .

In contrast, reports of the currency deposits are not required to
be filed until 15 days after the transaction. The initial stages of the
laundering process are ordinarily corppleted within a few days. By
the time the currency reports are filed and the Service becomes
aware of the deposits, the funds have been put beyond our reach.

A second difficulty can arise even when we are aware of a large
deposit in an account, and only a small percentage of those funds
actually belong to the money launderers. The IRS lacks the author-
ity to seize the remaining funds because it does not know the true
owner or whether that person has a tax liability. o

Because our agents in Operation Greenback are heavily involved
in money laundering investigations, the Jacksonville district has
had greater success in making jeopardy and termination assess-
ments than other districts in the country. The problems still exist,
however, and I presently know of no solution. One alternative that
we have asked the Department of the Treasury to consider is to
attempt to pursue legislation that would make it a criminal viola-

tion to attempt to violate the currency reporting requirements, and
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that would also provide civil forfeiture provisions for such viola-
tions.

This would allow the Service to make a forfeiture under title 31
as soon as the funds are deposited into the bank, if the evidence
indicates the funds are about to be laundered and placed beyond
the reach of the Government.

Mr. Chairman, this concludes my testimony. Anthony Langone,
Assistant District Director for the Jacksonville District, will be
testifying later on the details of Operation Greenback, accompanied
by Mike McDonald, a group manager in the Criminal Investigation
Division. I would now be pleased to respond to any questions the
committee may have.

[The prepared statement of Philip E. Coates follows:]

PrEPARED STATEMENT OF PHILIP E. COATES

Mr. Chairman and members of the select committee, I am pleased to appear
before the Select Committee today to discuss the Service's role in investigating high-
level narcotics traffickers for both tax violations as well as violations of the Bank
Secrecy Act.

The Service believes that devoting substantial resources to the investigation of
narcotics trafficking is appropriate not only because of a significant amount of
unreported income involved but also to maintain public confidence in the perception
that the tax laws are administered fairly and evenhandedly. The Service is strongly
committed to participation in the concerted federal anti-narcotics campaign because
those who profit from illegal narcotics trafficking are likely to receive substantial
income on which no tax has been paid.

Before discussing our enforcement programs aimed at narcotics trafficking, I
would like to begin by outlining briefly the Service's overall efforts to deal with
criminal violations of our tax laws. The IRS Criminal Investigation Division (CID)
allocates resources to two areas, a general enforcement program (GEP) and a special
enforcement program (SEP). GEP is aimed to those individuals and businesses
deriving their income from legal activities but attempting to illegally shield that
income from tax collection. The Service attempts to identify and investigate areas of
high noncompliance, and where appropriate, achieve broad geographical and occu-
pational coverage.

SEP deals with those individuals and organizations which derive substantial
income from illegal activities, most of which also is not reported to the IRS. Such
illegal activities include narcotics trafficking, organized crime, gambling, labor rack-
eteering, etc. As part of the Service’s SEP, we coordinate with other law enforce-
ment agencies. These efforts include our participation in the Department of Justice
Strike Force Program, as well as our program to investigate high-level drug traffick-
ers and financiers with assistance from Customs and the Drug Enforcement Admin-
%)str%ion, including participation in the Florida Cash Flow Project (Operation Green-

ack).

During fiscal year 1982 the Service plans to devote approximately 45 percent of
its direct investigative time to SEP. This is a substantial increase over the 19
percent that the program received in fiscal year 1976, and reflects our continued
belief that the enormous profits reaped by organized crime must not be allowed to
escape taxation. The Criminal Investigation Division’s total case inventory, as of
August 28, 1981, consists of 5,836 criminal investigations of which 3,711 are GEP
cases and 2,128 or 36.4 percent involve cases related to illegal activities under SEP.

With this perspective, I would now like to discuss what the Service is doing
nationally to investigate drug traffickers and later touch upon our participation in
“Operation Greenback” in Florida. In increasing our SEP resources, we have placed
a greater emphasis on criminal investigation of narcotics cases similarly. For exam-
ple, our inventory of narcotics cases under criminal investigation has continued to
increase from 300 cases at the close of the fiscal year 1979 to 850 cases as of August
1981. The number of investigations resulting in prosecution recommendations also
has increased substantially, from 49 in fiscal year 1980 to 141 in fiscal year 1981
through August 28, 1981. In the civil area, the number of examinations in inventory
increased from 2,102 at the close of fiscal year 1980 to 2,443 as of June, 1981. Our
Criminal Investigation Division has more than doubled its expenditure of resources
for narcotics investigations, from 232 staff years in fiscal year 1980 to over 500 staff
years in fiscal year 1981.
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During fiscal year 1980, taxes totalling $81.2 million were assessed as a result of
our narcotics traffickers program. During the first six months of fiscal year 1981,
$75.4 million has been assessed. Although termination and jeopardy assessments
have been important tools for quick attachment of funds on deposit, currency
already laundered and placed beyond the reach of IRS is obviously not subject to
seizure by our Collection Division. In addition, it should be noted that jeopardy and
termination assessments are also subject to adjustments resulting from subsequent
filing of returns, tax court litigation, etc. I will discuss this subject further when I
respond to the Committee’s request for views on problems associated with our
narcotics tax program.

We have begun recently a joint program with DEA to enhance collection of
deficiencies from narcotics traffickers. This program will enable Collection person-
nel to obtain the latest information concerning assets, addresses, and other perti-
nent information on open delinquent accounts involving drug traffickers from a
sophisticated DEA computer system.

The Service’s specific responsibilities under the Bank Secrecy Act involve limited
jurisdiction with respect to the recordkeeping and reporting requirements of second-
ary financial institutions and money-laundering specialists. However, our Criminal
Investigation Division, at the request of the Assistant Secretary (Enforcement and
Operations) has conducted criminal investigations of major financial institutions for
violations of the Bank Secrecy Act.

The Service has also initiated other programs to utilize reports required under the
Bank Secrecy Act. For example:

In addition to our use of currency transaction reports (Forms 4789) for criminal
purposes, all such forms for the tax years 1979 and 1980 are being transcribed and
entered into the Information Return Selection System (IRSS) file by the IRS. IRSS
transcripts of this data will be associated with all tax returns seiected from Dis-
criminant Function (DIF) inventory regardless of source code; all returns selected
from Self-Employment Tax (SET) and DIF Correspondence Inventories; as well as
all returns from the Taxpayer Compliance Measurement Program (TCMP). Basical-
ly, this means that all 1979 and 1980 Forms 4789 data contained on IRSS will be
associated with related individual returns that are selected for examination.

In 1980, the currency reporting provisions were amended, Form 4789 was revised,
and a repurt perfection procedure developed and implemented by IRS at our Ogden
Service Center. These were major steps forward in the refining of the information
being entered into the Bank Secrecy Act data base. As Treasury makes the financial
community more fully aware of the changes, the data will become even more
valuable to the IRS, Customs, and other law enforcement agencies.

IRS has mailed a Bank Secrecy Act “Compliance Package” to all federally insured
banks and savings and loan associations. This mailing furnished financial institu-
tions with material that can be used to alert their employees to the filing require-
ments.

From 1974 through 1980, IRS initiated 432 criminal investigations based on cur-
rency transaction report information. Since 1977, nine additional criminal cases
have been initiated as a result of data from the Forms 4790 (Report of International
Transportation of Currency or Monetary Instruments).

The IRS Collection Division is testing the usefulness of the Currency Transaction
Report (Form 4789), Report of International Transportation of Currency or Mone-
tary Instruments (Form 4790) and Report of Foreign Bank and Financial Accounts
(Form 90-22.1) in four large districts with significant Customs activity over a six-
month period. The IRS Examination Division has developed a plan to canvass all
regions and extract report data on cases under examination. The canvass will
include between 3,000 and 4,000 open Special Enforcement Program (SEP) cases (i.e.,
narcotics traffickers, labor racketeers, organized crime subjects, etc.) It is anticipat-
ed that the Collection Division test and the canvass will establish a basis for
evaluating the usefulness of currency transaction report information in these areas,

The currency reports, generated as a result of the Bank Secrecy Act reporting
requirements, are being used to help identify and convict narcotics traffickers in all
parts of the country. The reports help identify bank accounts and specific transac-
tions which are needed to complete the financial investigations. Also by identifying
bank accounts, any ultimate seizures of assets can, at times, be enhanced.

The most significant single law enforcement effort developed to date from the
Bank Secrecy Act reporting requirements has been “Operation Greenback”. The
Service currently has 26 Special Agent Criminal Investigators assigned to the proj-
ect and an additional seven Revenue Agents are assigned to assist in grand jury
investigations. Through August, 1981, of the 89 cases authorized by Treasury, the
Jacksonville District has initiated 72 criminal investigations that involved the laun-
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dering of illegally generated profits, substantially from narcotics trafficking. The
primary violation in most cases are Title 31 and related offenses, i.e., conspiracy.

For comparison purposes, nationally 18.3 percent of our direct investigative re-
sources are devoted to our High-Level Drug Leaders Tax Enforcement Project;
whereas the Jacksonville District devoted 51 percent of direct investigative re-
sources to the program.

It should be noted that of the 850 narcotics program cases in inventory nation-
wide, 412 are being investigated in conjunction with Federal Grand Jury proceed-
ings. Many of the drug traffickers cases involve subjects for whom substantive
criminal violations cannot be proven, but where tax violations are apparent. Most of
the 412 grand jury cases are being conducted jointly with DEA and/or Customs.
DEA and Customs investigate narcotics aspects, IRS pursues tax violations. By
combining the two areas of expertise, evidence of the source of funds can be coupled
with the accumulation of assets, thus improving the chances for successful prosecu-
tion.

Multi-agency financial investigative forces, similar to “Operation Greenback” in
Florida and under the guidance of the U.S. Attorney’s office via a grand jury have
been developed to identify narcotics traffickers. These teams, which are primarily in
our Western Region, are utilizing Bank Secrecy Act reports to a great extent. One
case which benefitted from this approach was the Araujo case in Los Angeles which
involved $32 million in income from narcotics sales over a three-year period.

I would like now to respond to the Committee’s inquiry concerning problems
associated with enforcement of the tax statutes in relation to narcotics traffickers.
There are three specific areas which the Service believes are inhibiting our efforts
to address the drug trafficking problem.

The first area concerns Rule 6(e) of the Federal Rules of Criminal Procedure. Rule
6(e) imposes a secrecy requirement on information gathered during the course of a
grand jury investigation. Before any information covered by Rule 6(e) may be
disclosed and used for civil tax purposes, a court order must be obtained from the
District Court supervising the Grand Jury. One requirement for obtaining such an
order is that the information to be obtained must be requested preliminary to or in
connection with a judicial proceeding. Recent court decisions have restricted the
definition of what activities may be considered to be preliminary to a judicial
proceeding and, accordingly, have not permitted the Service to use the information
developed by our own agents, this trend has been particularly evident in the Fifth
Circuit, which encompasses the State of Florida and where much of the narcotics
activity is located. Thus, in the Fifth Circuit, the Service may not be able to obtain
Grand Jury information in order to determine the civil tax liability of an alleged
drug trafficker unless the Supreme Court or the Congress resolves the problem
associated with Rule 6(e).

The second matter which has caused problems in narcotics tax cases is the
summons provisions of Internal Revenue Code Section 7609. This section has result-
ed often in a great delay in our obtaining access to records essential to an investiga-
tion when they are in the possession of a third-party recordkeeper. When a sum-
mons is issued, the bank or other third-party recordkeeper is required to notify the
person whose records are requested of our summons. If that person, for any reason,
notifies the bank (etc.) not to comply, we must go into court to enforce the sum-
mons. Since by definition the term ‘“third-party recordkeeper’ includes banks, sav-
ings and loan institutions, consumer reporting agencies, extenders of credit through
the use of credit cards, stockbrokers, and attorneys or accountants, a narcotics
trafficker may seriously hamper an investigation through delaying tactics.

Some relief would be afforded if the Internal Revenue Code provisions were in
line with the Right of Financial Privacy Act. Under that act, a person whose
records are sought has the responsibility to bring the court action to prevent the
production of records.

The final major concern that I would like to comment on is the limitations of the
legal mechanisms available for the Service to use to seize the enormous amounts of
currency being laundered. Qur Criminal Investigations Division has estimated that
in the “Operation Greenback” investigations alone, hundreds of millions of dollars
of currency have been laundered through banks in the Miami and Tampa areas.

Attempts to seize these funds for tax collection purposes, however, face two
difficulties. First is the short length of time that funds remain in a bank. Once the
funds are deposited, they are frequently wired to secret foreign bank accounts in tax
haven countries, often within a few hours. Also, the funds may be transferred into
other foreign domestic investments through layers of fictitious entities, or converted
into less suspicious forms, such as cashiers’ checks or certificates of deposit.

In contrast, reports of the currency deposits are not required to be filed until 15
days after the transaction. The initial stages of the laundering process are ordinari-
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ly completed within a few days. By the time the currency reports are filed and the
Service becomes aware of the deposits, the funds have been put beyond our reach.

A second difficulty can arise even when we are aware of a large deposit in an
account, and only a small percentage of those funds actually belong to the money
launderers. The IRS lacks the authority to seize the remaining funds because it does
not know the true owner or whether that person has a tax liability.

Because our agents in “Operation Greenback’ are heavily involved in money
laundering investigations, the Jacksonville District has had greater success in
making jeopardy and termination assessments than other districts in the country.
The problems still exist, however, and I presently know of no solution. One alterna-
tive that we have asked the Department of the Treasury to consider is to attempt to
pursue legislation that would make it a criminal violation to “attempt” to violate
the currency reporting requirements, and that would also provide civil forfeiture
provisions for such violations.

This would allow the Service to make a forfeiture under Title 31 as soon as the
funds are deposited into the bank, if the evidence indicates the funds are about to
be laundered and placed beyond the reach of the Government.

Mr. Chairman, this concludes my testimony. Anthony Langone, Assistant District
Director for the Jacksonville District, will be testifying later on the details of
“Operation Greenback” accompanied by Mike McDonald, a group manager in the
Criminal Investigation Division. I would now be pleased to respond to any questions
the Committee may have.

Mr. ZerereTTI. Thank you, Mr. Coates.

Mzr. Harris, most of the language that is in some of these bills or
statutes, whether it be the Financial Privacy Act, the Tax Reform
Act, et cetera, is so restrictive, every time we try and do something
with it conflicts of policy considerations or constitutional questions
arise. You heard the attorney general of the State of Florida. We
were talking about specific language in defining the law that could
make our jocb a little bit easier, defining the law. Is there anything
that you could help us with? Is there any language that you might
suggest that would open up that definition process, so that we don’t
have those barriers whenever we try to do something to give you
the kind of tools to do your job?

Mr. Harris. We will be coming forward with some Freedom of
Information Act legislation and other legislation. One way that
this committee can be particularly helpful is to act as a clearing-
house. What happens is, for example, on the bank records question
and financie!l privacy, there is one way to avoid the prior notifica-
tion, and thau is to go via the grand jury investigation. That sounds
pretty reasonable. So we get the bank records by going via the
grand jury route, and because of rule 6(e) we are prohibited from
giving them to IRS because we went by the grand jury route.
Under the Financial Privacy Act we have to notify the customer.
My point being that when various committees, the Banking Com-
mittee and the Government Operations Committee passed these
various pieces of legislation, there is no one place such as your
committee, where we can say look at how they fit together and
look at the impact they will have on drug investigations. We would
be very pleased to work with you.

Mr. ZerFERETTI. You get criticized by the GAO for not sharing
information. There was a recent report that took Treasury a little
bit over the coals for not sharing this very same kind of informa-
tion. They call it a spirit of ccoperation between agencies, and you
have that problem. But it is a legal problem beyond that, and that
is something that we must address if we are ever going to solve the
problem. There are presently three bills on forfeiture that we are
trying to get passed in the House. I have one, Mr. Gilman does, and
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Mr. Sawyer of Michigan has one. Have you looked
and can you judge their merits? Y at any of them

Mr: HARI.?,IS.. Mr. Dennis, who heads the Narcotics Section of the
Criminal Division, has previously testified specifically on those bills
and the way they fit together. And I would be pleased to make sure
your committee has a copy of his testimony.

Mr. ZerFERETTL. | appreciate that because one of them has a
constitutional question involved in it which goes to the presump-
tive section that you were talking about earlier. There has been
sonlvqle cﬁalleng%% toliéc.

r. HUTTO. Would you yield? Some of us not bei ’
understand some of tgese {hings. being lawyers don't

Mr. ZeFerRETTL I am not a lawyer, either.
~Mr. Hurro. Well_, you are pretty good. You have referred several
times to constitutional problems. What provision, specifically, in
the Constitution is causing them this problem? ’

Mr. ZerereTTI. I Will let the lawyers answer that.

Mr. Hurro. Is our Constitution that restrictive?

Mr. HARRIs. A number of issues in this area in terms of the
Government’s right to information do reach constitutional propor-
tion, as well as the question of taking property without due process
of law. And the question of what is required to meet constitutional
muster is often raised. So when you are attempting to remove
someone’s boat or car or bank account under the charge that it
represents the proceeds of an illegal activity, the first ground of
attack for a good defense lawyer is to say the statute is unconstitu-
tional before you get into the specifics of the case.

Mr. ZEFERETTL. One other question. How is Justice working with
or utilizing the resources of DEA the FBI and Customs in putting
together a financial investigation against drug traffickers? Are you
using the mformaj:ion and their resources to the best advantage?

Mr. Harris. Within the Justice Department, as I said in my
testlmopy, we are very shortly going to come forward with some
suggestions for better ways to use the Justice agencies, primarily
DEA and the FBI, to insure that the financial expertise of the FBI
is fully brought to bear as is their organized crime expertise in
na{{coiélcsc.l i Wash ’

esterday in Washington, I met with John Walker, who i
Assmtanf_; Secretary of the Treasury for Enforcement, as céiils gllﬁ
dolph Giuliani, to discuss specifically the reinvolvement of the
Customs Service in narcotics.

Mr. ZerereTTI. You are not talking merger?

Mr. Harris. No, we are not talking merger. I am talking about
really getting the people in the trenches, the on-line agents work-
Ing In a cooperative way.

Mr. ZererETTI. Most of the banking officials that have been
talking to our committee regarding the Banking Secrecy Act feel
that therg has not been a kind of communication, a kind of advice
and working arrangement with your agency for a better under-
standing of compliance requirements. As I said earlier, they feel
threatened a little bit, and they don’t feel there is a cooperative
arm to lend them some assistance. Is there any way we can shore
that up and any way you might provide the assistance that they
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need, give them the kind of confidence they need to fulfill the1r

obligation? .

P There are some things ! :
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counts of bane 1;1;;0&:?:11%8,0,3 gnd it takes a little time for some

ice i nstantly in con-
i tion to shake down. Our office is co
gf E:h@iizllllf%ggisl and bankers and banking assqma%qns, 21;’5 rv;rlzergié
baeC able to do something in terms of bankers 1n this area,
i ing to them. . -
Wl%let}ézﬁéfsglgfe not interested int ﬁce}rmg i)eeile:g;iteasarﬁﬁihalg
and we are intere:sted in their coo
bac?sléegfs them are interested in cooperating with us. 1 this feel
mM 7EFERETII. 1 appreciate hearing that !because w bt er.
ing 1ca)f threat that is out there, you have to get peop

%/Ih; %IIIS\I/ITN ‘fhank you, Mr. Chairman. I welcome the panel’s

i i u
information. Mr. Harris, something you .sald bothered me, that yo

are trying to get Customs involved again in narcotics. Where has

‘? »
Cul\s/,fx(') mIS-IE:;IIIS;. Well, During the year?i v;hig&lg g:;sftsr :lﬁl e:)tf ’%1}112
it the last 4 years and t,
?gsgil\fgger?g iﬁg}tl,l re?:all when I was assistant U.S. attorney in the

itted to narcotics 18
’ the number of agents comml
i%ilzv}gg (i)tswzr;(.iMr. Powis can _givetgog g lleth)lrisbig:% g:gk\;%zgl}iﬁ?é
AN. It is my impression thal LUSLOME A
i g o By 5.4 57 08 o
. The Reorganizati No. ' ibi

C hs/{c%miogf)sm investigating drug .smu.gghng casesTahnd gighilrllntﬁ(i
t}11l m from gathering drug smuggling 1nte111.genc%.. ¥ ey e e
dri business very heavily in terms of the interdic éoxgm s, ke
crirge interdiction agency for drug smuggling an y
smuggling is the U.S. Customs.

Mr. GiumaN. Just the investigative por
gations of smuggling, they have been ac
not?

7 iat is correct. _
1\I\ﬁ[ﬁ; %YS/LSANTk %(ollj mentioned you met with some of the folks

i i ture have

i ington. How many meetings of this na -

zgﬁeﬁggyiénpgiiﬁzgg comprehensive intelligence plan and strat

eg% Haggis. I couldn’t give you a number. ed a
i\’llxi GILMAI;I. I am talking about you personally. You arrang

mﬁ?nfgig&s&:?%‘?&r, six, somewhere in that geighborhood.
Mr. GriLMAN. Was this with Treasury, IRS? on & couple of
Mr.. Harris. With ﬁhe Tbreasuryegggsrvgxﬁ}eln&e Ir%{ & e
i here may have been me )
g%ete}gngss’sitstggt Sec¥etary of the Treasury for Enforcement.

ting?
"M _ For how long have you been meeting:
l\l\g %ng}?;s\r. Sglfing and summer; March, April, right up to now.

Mr. GiLMmaN. Have you developed a plan now as a result of these
meetings?

tion of getting into investi-
tively involved, have they
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Mr. Hargis. Primarily we have been, with the Treasury Depart-
ment, exploring the ways we can have the Customs agents involved
in more than simply the border interdiction as they used to be, and
also I have been talking with them about the best ways of allowing
the IRS to get involved.

Mr. GiLMAN. Has there evolved a strategy, a plan?

Mr. Harris. I think so, the primary piece of the strategy with
regard to Customs is to find a way to get them reinvolved in more
than the border interdiction of narcotics, but to use their intelli-
gence expertise in the narcotics efforts. That is still ongoing, and
we have made substantial progress.

Mr. GiLmanN. What about getting Treasury and IRS involved?

Mr. Harris. My impression is IRS is more than willing and
would like to be able to do so and feel they are acting within the
law. It is the legal impediments which concern them.

Mr. GiLMaN. Is anyone calling on them to get them involved?

Mr. Harris. We almost got the Tax Reform Act changed in the
last—the last time it came up, and we are working to change that.

Mr. GiLMAaN. Do you need that Tax Reform Act to get them
involved in a major national strategy to do something about getting
financial assets seized and that sort of thing? Do yoa need to
reform the Tax Act?

Mr. Harris. I think so, with the personal liability and the crimi-
nal liability.

Mr. GiLMaN. You mean under the present law IRS can’t be of
more help to you in seizing financial assets, in tracing the flow of
n%orﬁey?and trying to do something about taking the profit out of all
of this?

Mr. HArris. They can by shifting manpower, and they are work-
ing on doing that. Short of removing some of the legal impediments
to information sharing, that would be helpful.

Mr. GimaN. Who is working on trying to pull all of this together
in the administration?

Mr. Harris. With regard to the Tax Reform Act both the Treas-
ury Department and the Justice Department have been working
toward getting changes, and we got very, very close, as you know.

Mr. GiLmAN. You mentioned before that you were having prob-
lems trying to focus in on one committee. Wouldn’'t that be essen-
tially the Judiciary Committee’s responsibility? Have you talked
with them?

Mr. Harris. The problem is that the banking—the banking laws
go to the Banking Committee and other laws go to other commit-
tees, and very often they come up with different administrative
schemes and different legal schemes for accomplishing their pur-
poses. When you put them together, they very often create ditffer-
ent sets of regulations, different sets of forms, and don’t fit togeth-
er terribly well; and it would be helpful to have one place, and
maybe, as you say, Judiciary is the place where those would all
funnel through and make sure they are consistent, at least in their
administrative schemes.

Mr. GiLmaAN. Just as helpful would be a comprehensive plan by
the administration presented to show how all of these pieces fit
together. Our committee would be willing to work in that direction.
What we are looking for again, as we did in prior administrations,
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is for some leadership in the national strategy. That is what is
sorely lacking here. And I would hope that maybe the meetings
that you have started could result in putting together a more
effective strategy.

Mr. Powis, you talk about the value of the Bank Secrecy Act, do
you not? I agsume all three of you recognize the importance of the
act.

Mr. Powis. Yes, sir.

Mr. GimMaN. Why is it that the GAO, in its report in July of
1981, says, “After 10 years, reports required by this act are not
widely used by law enforcement agencies.” They even talk about
eliminating the act because it has not been properly used, and they
talk about Treasury not developing a coordinated compliance en-
forcement policy are not getting the information out, not making
the data readily available to law enforcement. If it is so valuable a
tool, why aren’t we using it?

Mr. Powis. We took some exeception to the GAQ report. We
pointed out a situation where several hundred thousand usages
were not accounted for in terms of the GAO report. It is being
used. It is a situation where the bill was passed in 1970. Because of
legal problems, there could be no implementation until 197 4. It
really got off the ground in 1977, and the stride since 1977 has
been substantial

Mr. GizMan. This report is dated July 1981, only a few months
ago. They are saying you are not using them properly, and they
make many recommendations here. They say you are not allocat-
ing the staff that is necessary to effectively eliminate it; dissemina-
tion of guidelines is sorely lacking; you are not working with the
financial institution’s regulatory agencies in developing a workable
compliance enforcement program that needs to be developed in
cooperation with the Customs Report Analysis Branch and the
financial institution regulatory agencies; and they go on and on
with a number of areas that need to be attended to.

If this is such an important teol, it would seem to me you would
be giving it greater attention. And I might say IRS even expressed
skepticism, where they said skepticism exists as to whether or not
form 4790 can even be useful. They say the bank account question
is yet to be established and raised some other questions with
regard to utilization. If this is such an important tool, I would hope
your department would follow some of these recommendations and
make it a workable mechanism so we can accomplish what we are

seeking to do.

Mr. Powis. As we indicated to Chairman Minish, we certainly
intend to follow some of the recommendations. We also must point
out that in terms of staff there have been improvements.

In 1979, the function of analyzing all the computerized informa-
tion accumulated from the reports requirements was transferred
from our office to the Customs Service.

There is now a reports analysis branch in the Customs Service
consisting of 12 people.

The Bank Secrecy Act is being used very heavily these days by
both Customs and IRS, and I must say from a Treasury perspec-
tive, IRS is heavily involved not only in the Bank Secrecy Act as it
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relates to d : ol o
supporting SlEgAt.rafflcklng and other areas, but heavily involved in

Mr. GILMAN. Are you trying to i
mendations that the GAO sigggested%?mplement some of the recom-
%r. EOWIS. WZ certainly are.
r. GiLMAN. Allocating more manpower in this ar i
. ' ea and
to 1\i[mprove the quality of the data and making it more a?vaitl?l;llrela%
Mr. gOWIS. WIe certl?imly are doing that. '
r. GiLMAN. I would like to ask the IRS representati i
o GIL _ ive, you raise
purposes?cem about not being able to use 6(e) for prosecution
%r. 80ATES. F\%xil civil purposes.
r. GILMAN. y can’t you use it for criminal ?
I i . purposes?
thgal". fCOATES‘:. We go into a grand jury investigative project, and
¢ hlé’l g;'(r)r};alt(glrgni sthai';t ﬁs t%atbeﬁed is used for criminal pur}_;oses
wi e Information that is gathered :
{slugent%v and agents of DEA and Customs participati%g inr’gnatb Bg,r:;llé
] 1;3}71 e cannot use the grand jury information for civil purposes
VVlM ou;c} a rule 6(Ie)dorder, for assessing a tax.
r. GILMAN. on't understand the obstacle. You h
you are in a criminal i it AL
crﬁinacl b e proceeding, why can’t you use it for a
r. CoaTEs. We have no problem in the criminal
- . . . . a *
:&ifg;l fﬁ; tcgn(limall 1nv§sp1gi1f110ns. Our problem is that 1&2 :i[flf:,)VI?IIT‘Il;S:
eveloped in the grand jury is not ilable civi
fion that, y | available civilly to
the I o assess or develop a tax deficiency without a rule 6(e)

Mr. GILMAN. ’ ici i i
ergeeding? You can’t develop a tax deficiency with a criminal
r. Coates. We would have to do it inde
_ _ . _ . pendent of that
qurg proceeding. Grand jury information, absent a 6(e) ord:r lz;;; e%rﬁg
1sMr;ct éllllflge, carImoE be used in developing a civil case
. MAN. ’ fici i ' imi
prlci/?ecution AN sn’t there sufficient evidence to get a criminal
r. CoaTEs. Yes, sir; it works well in the crimi
v , Sir; I e criminal area.
47 r. GiLMAN. Why do you need a jeopardy assessment on top of
Mr. Coates. Notwithstandin imi icti
Mr. . . g a criminal conviction
e _ , nal , we would
still ike to determine a trafficker’s tax liability and collect the tax
%\{/%u G;ilgml\r. What aboult the RICO prosecution?
in a crimina i ’
stei’&utecto assets?prosecu’mon. Can’t you use the RICO
r. Coates. Mr. Chairman, the racketeer influ
Co! , enced
%rézrﬁizgaetéogr[RIC%] Siatllltg was passed by the Congresgnlfnggrg}?;
1me Control Act in October 1970. Th
act was to curtail the infiltration of or i et e o e
act v u ltra ganized crime and -
%§d1§totizglgtrgﬁatf oxg}amzamons operating in interst:?e éﬁﬁgigz
: ute, there is a property seizure isi ich
provides for the forfeiture of i Do el
1n%‘l§1arf§tssics b e of the proceeds of illegal activity, includ-
e ’ primary investigative responsibility relat
fiznses and related v1ol§1tiogls committed in contzaventigfl }(C)% ttﬁ: t(;f;
statutes. The IRS, as in “Operation Greenback,” also pursues se-
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lected title 31, Bank Secrecy Act violations. The RICO statutes
have not been determined to be violations of the tax laws. Howev-
er, when the Service participates in a grand jury investigation, the
evidence gathered for a tax case may be used by the Government
attorney to support a RICO charge. Also, on rare occasions, our
agents can complete a RICO investigation at the request of the U.S.
attorney. This would occur when the tax case cannot be proven,
but due to other evidence our agents can continue the RICO inves-
tigation in accordance with the IRS/DOJ strike force agreement.
As an alternate to the RICO forfeiture provisions, the IRS has the
authority under jeopardy and termination of tax years to assess
and collect the tax due from those engaged in illegal activities,
including narcotics trafficking.

Mr. GiLMaN. What about for a criminal liability?

Mr. Coates. As I indicated, the Service when assisting a grand
jury, may become involved in a RICO investigation.

Mr. GiLMAN. You are not prevented frormn pursuing him under

RICO?
Mr. CoaTes. No, sir.
Mr. GiLMaN. Why don’t you pursue him under RICO?
Mr. Coates. We do, in those situations I described, generally
where a grand jury proceeding evolves into a RICO investigation.
Mr. GILMAN. You seemed to imply that you couldn’t use RICO.
It seems RICO is available in criminal penalties, and you can use

it.

Mr. Harris. You are right. There are criminal forfeiture provi-
sions of the RICO statute.

Mr. GiLMAN. Why does he need 6 (e) for civil viclations?

Mr. Harris. If the narcotics prosecution fits all the elements of
the RICO statutes, we can separate the drug dealer from his assets
via the RICO prosecution. However, if it is title 21, distribution or
possession with intent to distribute narcotics prosecution, and IRS
would like to go in and civilly assess the taxes due and owing, they
will be prohibited from using anything that was developed during
the course of the grand jury proceeding as evidence in their civil
tax case.

They will have to make believe that evidence does not exist,
unless they get an order from a district judge saying that they can,
and in this circuit, the law of the circuit is that that is an inappro-
priate basis for an order, and it will not be granted.

Mr. GiLMmaN. They can pursue all of his assets?

Mr. Harris. If they can develop independent evidence, not using
anything that was developed in the grand jury, not using the grand
jury for leads, if they independently can develop evidence, yes, they
can go after his assets.

Mr. GimaN. Where is that prohibition in the RICO statute?

Mr. Hagrris. Mr. Gilman, it isn’t. If the original prosecution is
under RICO, there is no problem, you are right. We are suggesting
not all narcotics cases are prosecuted under RICO.

Some of them are prosecuted under title 21.

In those cases, the only way to separate the person from his
assets is via a civil proceeding, and in that civil proceeding, the
evidence developed in the grand jury cannot be used.

Mr. GiLMAN. You can if it is a criminal proceeding?

o7

Mr. HARRISs. Correct.

r. GILMAN. How many RICO prosecutions have there been in

this region?
Mr. Hagris. I don’t have th
: e answer.,
BI\ZII;‘ gIIiMAN. IFederal, have there beene;nyI‘? can get the answer.
. RRIS. | am sure th ' 3
are not under the RICO statteligs.have' There are many more which
Mr. GiLmAN. Pardon? '

.

Mr. Harris. The major :
. jority of narcotics prosecuti
the 5180 statute or the continuing crimigal enltle;%?issgre not under
the léW,ILgfﬁNbg‘cléits és n(ﬂ: bec%usetthere 1s some restriction under
them, is that correct? you prefer to pursue them or not pursue

Mr. Hargris. That often i i i

RICS ;gosecution. often is because the evidence will not justify a

. GILMAN. It is not a matter of not fallin
, under th i
a l{dnftﬁzRg{};ft V%rrgill (;’l;)n t have sufflicient evigence, ris ti;%“;iégég
- HARRIS, » SIT, as a general rule you analyze t i -
iy:r;)%a}clf?‘ e, a}:tlld you see if it satisfies the elements g’fzihs thZ:Jdtimﬁ
you have some question about whether you can satisfy RICO

Mr. GiLMAN. One more i
. question of Mr. Coates.

an\é\f%hare talking about_ a $60-. to $70-billion business nationwide
apd ¢ 0se are conservative estimates, and in your report you t 1k
2 gﬁcovermg some $8_O million in taxes. About 250-some taff
/eﬁrs, at has now been increased to 500 staff-years. i
i ovgtilnany people does that entail that are involved trying t

Mex? K e taxes on this $60- to $7 0-billion business? g to
o R OATES. What I was speaking of in terms of the staff-years

s Gman, were the number of special agent staff-years d ,

- UILMAN. How many years are you talking about?

Mr. CoATEs. : -y ;
sion 2,800 We have roughly in our criminal investigation divi-

1\ll\jIIr. (éILMAN. I know how many.
I LOATES. Twenty percent of their time 1
. - » 3 ]'S d i
f)ll'le:.)ff}lﬁi{;l‘ng C};immal tax cases. In the State of Fli‘;(i)(gzd g(()) gziggrtlltc
out n: 1011}:\71_ e .aboqt 20 percent of our criminal inveétigators ’
pM 1gg eir time in the narcotic trafficking program e
Mr. Griman. About one-fifth of your 2,807 '
Mi 8(1351\';1438. Tl\x&venéy percent; yes, sir.
. AN. Mr. Coates, if I might interrupt. that i
about 500 nvestigators’ time who are worin)n,g oit ;S g(li)()o-ugowg’?&

spent, as I said, on the
evading taxes from legalg(;lee;ils,program’ all the taxpayers who are

a0n e
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i ts are spending

i i ne-half of our s_pemal agents '

T'hetl'lrlrieg aolnﬂgfé %?lzggfgide, whether it be ;éarcotlgz traffickers,

o 'éed crime or loan-sharking or ngtever 1 m?irn ﬁarcotics, 50
orgTa\L:rlénty percent of the total is specifically spen

i ized crime or illegal side. ¢ on
peﬁimé}ﬁnﬁir O%zn;ie apparently rﬁt maléglllgc erg;ggazg a den
: 0-billi i , would you : .
thig $6?3—0th§;( 0-8;111;1%212%813068\?%% we assessed last year, 1o sir.
T. .

Mr. GrmaN. What do you need to try t(l))le B o ution of the rule

esources. A favorabie _ rule
6(2)/I I;rg;'AEgsbel}*argg’? tfhe use of grand jury information to condau

Ci‘i\% exéﬁﬁigor%?éu have 2,800 special agents out there. It is a
r. .

ini riorities. ,
matter((j)f yoél:; c'lf‘a}?;cnﬁ tgilgl'ﬁ, and we have greatlséhln‘?fﬁaagsaeld S;%l:
mfx/ln%er %I}Tou.r agents that are spending time on et ’
and specifically in the narcotics side. the personnel?

her resources? Do you have
1&/[/[11" %gﬁ‘glsq. ghatis t’ci?ne 1 would say that personnel would be

t
principal need, and the need to pursue & balanced enforcemen
our ,
program.

i f the respons.ibility‘?. .
%/[/Ir. %ggrgg.sgéfts?s 0:33 3:em ﬁa(:re, and we will continue to shift
r. . , sir,

i ifti ises. o . _
it as the ?eeiggglsggtgsﬁ;%gﬁive task forces, like Operatlgn Sf)%%rxl*-
Th’? Si main Florida, we are entering into the svavrma:c ggd oper-
e erﬁnd the cour;try, in the Midwest and the : eseé
22?3255&11,3 more and more of our resources to that area.

Pl\A/Ir' ZI—I‘I:SI'E;ZE)TTIIE.);\C/I}? (:E—%u;f)% gentlemen has made excellent state-
r. .

e.
m(’el‘n]:: gigblem I see from what you have sa

General Jim Smith has said, 1t appears

i the enemy, and he is . 1 have
?gfrz?lsfénws?ugﬁv; rrél:;e of laws and hangups that is really inhibit

blem of narcotics.
i i - »ation and our attack on the pro ‘ ’
1n%V%u11*: ;rs“g);;laglellitrllcénto me is that we have allowe%ht}?s v;;g }Illigge?()
and Ia Mr. Harris, 1 certainly agree with you, tha

coordinate and do something aboug 1tI'—Ias the dJustice Department

’ e doing more: stice ment
brzYl};}lzxt V‘E’g;gﬁ ttthhe Congress proposals to eliminate all

the U.S. Code. 1 have

bottleneok 1 he Congress. Others are on
eady before the g .

thle\g . EQRiﬁéiorﬁlﬁtagfe? irn tge next month or so you will have

them all.

se
Justice Department, as far as I know, opposed a number of the

i d we have had

i d pointed out the problems, an ) :

vhen they g%réte lrIllo‘?vnan% we are now 1n a different era, 2 dalflfgriﬂe

time, ez\(.p?umber of the problems are far more cfevr%rcommenda-
%g;fg.ress is looking at it again and we will provide

i i as. .
tlohl}lsi*lrfl{%%r?r% O%tt?se?gc%ﬁgprehensible to me, though, that foreigners

i i der the \
zﬁ?niey(?s?ﬁeargggrg rcl)f Congress are aware of the need to do so,

Freedom of Information Act. I don’t
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and if it is brought to our attention and pursued, we will be able to
come up with some answers to that. ,

Mr. Coates, is not title 31 a more effective type weapon against
drug traffickers as much as it can move swiftly against a drug
trafficker’s assets?

Mr. CoaTEs. As compared to title 26, an income tax case, the title
31 would be a quicker case to make than an intricate financial
investigation that would develop a title 26 income tax prosecution
case. However, as indicated in my opening statement, there are
problems when the service considers initiating termination and
jeopardy assessments in relation to currency on deposit in banks.

We are in a project here in Florida. It is primarily a title 31 type
investigation and the cases that are being made primarily title 31
and title 18 conspiracy cases.

Mr. Hurro. Is this being utilized as a vehicle in going against the
assets to the fullest extent?

Mr. CoaTes. Yes, sir, where we can show that currency on depos-
it in a bank is the property of a narcotics trafficker, we can initiate
termination and jeopardy procedures.

Mr. Hutro. A recent GAO report in April of this year criticized
the IRS for failing to streamline its criminal prosecution when
investigators identify major drug violators.

Is it necessary for criminal title 26 violations to go through these
very complicated channels?

Mr. Coates. The actual investigation of a drug trafficker for tax
violations, where the activity involves cash transactions with no
financial paper trails to pursue, is a time consuming process. How-
ever, the Service agrees with the GAO that the review process,
once the investigation has been completed and a criminal prosecu-
tion has been recommended, needs to be streamlined. Chief counsel
for IRS and the Justice Department’s Tax Division have been work-
ing to streamline this review process and are exploring new ave-
nues to expedite the review of criminal tax bases.

Mr. Hurro. Mr. Harris, over the last several months, the staff of
this committee has spent many hours with the staff of “Operation
Greenback.” One problem that is quite evident is that the Justice
Department has not committed the flow of resources required to
make a “Greenback’ program more effective.

This operation is doing an effective job from all I can hear. All
the agencies point to it as a model of financial investigation, and
yet it lacks attorneys to prosecute cases and a backlog is developing
Nnow.

It lacks a law library; but is attempting to develop new legal
ﬁleorief. It lacks adequate space and even the U.S. Attorney’s

anual.

What does the Justice Department plan to do to correct these
serious deficiencies?

Mr. Harris. We have just reassigned six U.S. attorney positions
to the southern district of Florida, a portion of which is to be used
to support “Operation Greenback”, so we are taking steps to in-
crease the effort.

We have lost through attrition some people that had been work-
ing on it, and we are seeking to correct that situation right now.

e
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Mr. Hurro. In the interest of time, I will forego any further

questions. n
_Thank you very much. N
%daa%l%F&R%ﬁgnk you ggntlemen very, very much for your contri
bu(t)igx;. last thing, maybe through gll of _this, perhaps We; esl;c;t;ﬁ
examine legislative language dealing with drugss tis ?‘reecli)om te
entity from the problems which are faced with H}hz keMr edom o8
Information Act, and oth?lr caies. W{g;’i dﬁ; {(;1; ;ezl‘fclai’rx I an‘tageé
ris. It is something to exp N A s
inh’g}iél_]il‘?ggésom of Information 1Ac{):. Itcau:1 I&?ggrfct)aﬁgoxxhgv }ﬁgsniile
ioht be a little skeptical about W .
Fi s oca they iesieeles 0GOS Y T o comvet,
Narcotics violations, what publiC nect ] 0 have B e Feds
tics dealer spending his time 1n prison query
Z%orlllirg?r;:?elf his activities, and.who turned him in? I‘% .woslgell)‘:
better for the American people if a lot of these exception
limited to narcotics. ' . ies and maybe
1+ here in 1981 talking about narcotics, ak
inVXSS%rivzltngld be saying we should have applied this to who
knows what. . _
1 ther side of it, Mr. Chairman.
'll\‘dyi"atzlzgéfﬁzgﬂ. I thank you very much, and 1 would hc)g.pen ;:hv?’ec
you would submit whatever answers to some written questio
may want to ask you along the way.
Thank you very much.

E\]?ISEJ[‘ZEZCEEBRS};]TL I would like to call Mr. Vernon Meyer, Mr.

d Mr. William Rosenblatt. o o
Jols\/?xl?hR%%gng,a&nis the Regional Director of Invegst1ggt1qnls(i 1(\)/[%321
Regic;n' Mr. Corless, Special Agent in Charge, Miami Fie ,

a] f Investigation. . '
Fel(\i/.[err aI{/IE;;S 511;1 f(x)‘om the DEA, Southeast Iie%mnal t]glrr%c}i;g;. will be
: elcome. We have your statements. _
maG(fe:1 %Ziﬂrtlecr)lf, tvlvxe record. You may summarize in any fashion you
would like.
Mr. Rosenblatt.

’ ENBLATT, REGIONAL DIREC-
TESTIMONY OF WILLIAM P. ROS , -
TOR OF INVESTIGATIONS, MIAMI, FLA., US. CUSTOMS SERV

ICE -
issi toms, William Van

NBLATT. The Commissioner of Cus , : !

Ral\gg. SL%SI'Eesses his regrets that he is una}ble to address this com
mitte,e in person today, due to other commitments. \ the U.S. Cus-
He has asked me to take his place and represent the N.ar.cotics

toms Service before the House Select Committee on
trol. ' . _
Abluaslsna\ril\fdﬂ%glrln P. Rosenblatt, Customs Regional Director of Inves
igati in the Miami region. ' _
tlg'?fllg n:bl'ﬁity of escalati?lg cxi)lmllr:al %mgggls‘n tt?heliilliﬁ?gﬁl ftglria&g
through secret offshore banks an : eir .

;Igoinnegltraﬁ:e 1gegitimate business or expand their criminal horizons

is legendary.
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The Bank Secrecy Act was designed to create an audit trail
where none had existed and provide Federal investigators a useful
system of records to combat organized crime and narcotic traffick-
ers.

Of course, there had to be provisions for the inevitable failures
by criminals to abide by the reporting provisions of the act. The
regulations which implemented this act delegated the responsibili-
ty for enforcement of key sections to the Commissioner of Customs.
Those sections deal with the required reports for the international
transportation of currency and bearer instruments in excess of
$5,000. Intentional failure to file the required report is a misde-
meanor; however, if these omissions are in furtherance of another
Federal crime or pattern of illegal activity; then the omission is
itself a substantive Federal felony punishable by up to 5 years in
the penitentiary and/or a criminal fine of $500,000.

It may be hard to visualize the significance of this act until it is
seen that the narcotics business in the United States exceeds $60
billion a year. Almost all of those narcotics are foreign sourced.

Customs special agents have had experience in many types of
financial investigations, particularly the commercial operations of
importers. Currency reporting investigations were enthusiastically
received by agents despite reorganizations, court challenges, and
conflicting priorities.

By 1976, these obstacles had been overcome and financial investi-
gations of Bank Secrecy Act violations had come to the forefront.
The investigative hours spent by Customs agents on currency cases
for the past 3 years is as follows: fiscal year 1979, 111,032 agent
hours [44 M/Y]; fiscal year 1980, 168,220 agent hours [67 M/Y], and
fiscal year 1981, 376,320 agent hours [1560 M/Y].

Felony arrests and seizures follow the same pattern of growth.

Currency reporting is not only the top investigative and enforce-
ment priority in the Customs Service, but it is the primary priority
in servicewide training and public awareness programs as well.

During the early stages of our Bank Secrecy Act financial inves-
tigations evolution, we were heavily dependent on pursuing targets
of opportunity.

ur San Diego field office first suggested, in a 1976 investigation,

that it may be possible to use the financial reports to target crimi-
nal groups through patterns of suspect activity. This case netted
felony convictions of 12 individuals who formed the nucleus of a
major California heroin and cocaine drug smuggling ring.

Financial investigation showed that in 18 months the organiza-
tion transported in excess of $32 million from the United States to
Mezxico. Currency, real estate, and other derivative assets resulted
in the forfeiture of over $2 million, a major criminal organization
was disrupted, and criminal fines total multimillions.

Repeated successes provided the impetus for the Treasury-initiat-
ed “Operation Greenback.”

In the late 1970’s, the Federal Reserve System noted that the
Florida Federal Reserve branches at Jacksonville and Miami were
experiencing untypical inflows of surplus currency. The Miami

office of the Federal Reserve takes in almost five times as much
currency as it pays out.

86-971 O - 82 -~ §
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Under the guidance of the Treasury Department, Customs ana-
lysts studied the reports filed by banks and ingiw1dqals under the
Bank Secrecy Act and compared that information with the intelli-
gence on known and suspected drug dealers and couriers. _

That analysis produced eight studies identifying five organiza-
tions operating in Florida, with patterns of financial act1v1ty.w_h1ch
strongly suggested criminal activity in the hundreds-of-millions-
dollar range. . . .

The analysis also identified the financial kingpins and clearly
delineated the organizational structures. You are all familiar with
conventional narcotic enforcement which starts with pndercove:r
sales and attempts to work up the pyramid. The h1e_rarchy is
unfortunately well insulated from the illicit transactions they

direct.

The analysis and investigative methodology I describe is a new
enforcement approach to which the criminal organizations have
not yet evolved an immunity; indeed, it may always remain a
vulnerable area because an organization’s leader will always be
close to the organization’s wealth. . .

Targeting the groups identified through analysis, Treasury, in
January 1980, initiated the formation of a multiagency task force
named “Operation Greenback” to focus on the proceeds rather
than the commodity. Customs responded by transferring additional
agents and resources to Miami. .

The Criminal Investigations Division of IRS also committed
agents to the project. The Department of Justice responded by
assigning special prosecutors to “Operation Greenback.” “Green-
back’s” multiagency approach has proven extremely effective In
combating large-scale money laundering operations. _IRS—CID has
investigative jurisdiction for omissions in reporting domestic
income and also has been investigating institutional reporting of
domestic transactions.

Customs has jurisdiction over international transportations, pro-
vides analytical support, and maintains the financial information
data base. The DEA and FBI have jurisdiction over various other
violations which generate these illicit fortunes.

One group was recently targeted by “Greenback” because of
suspect financial transactions which came to light through the
financial reports. After identifying the organization, “Greenback”
was successful in placing an undercover Customs agent in the office
building utilized by this group. ‘

A special agency on surveillance in the lobby of the building was
summoned by the suspects to assist a courier in unloading cash
stuffed in boxes from a luxury car. The agent was also asked to
assist in counting over $2 million in small bills. A seizure was later
effected and a total of $3.7 million in small bills was found in a
variety of cardboard boxes and other containers.

A narcotic detector dog alerted on several of the boxes and
subsequent search warrants netted an additional $5.3 million in
Miami. A civil penalty was issued by Treasury and an additional
$453,000 in a New York account was attached.

Incredibly, this $9.5 million seizure, the largest in recent law
enforcement history, was part of $19 million laundered by the
organization over a 2-week period.
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“Operation Greenback” has truly put the pressure on criminal
organizations in Florida. One informant recently said that getting
rid of the money has become the hardest part of the dope business.
" e(iuitogns L}})Ironer}ce 1nf fii;imlanlc{ial investigations was further bol-

ed by the transfer of the Reports Analysis i i
Treasury to Customs in 1979. P alysis Unit from Main

This unit, which has now become the Reports Analysis Branch of
our Currency Investigations Division, is the repository for all the
financial reports required by the Bank Secrecy Act.

This branch serves the dual functions of making the information
available to other Federal enforcement agencies and analyzing the
data to detect patterns of possible criminality.
~ The Reports Analysis Branch is currently providing financial
information for 19 Federal law enforcement agencies. Customs is
constantly seeking to perfect the accuracy of the data we provide.
We expect a more effective delivery system in the near future
which will deliver this vital intelligence to Federal enforcement
users in hours rather than days.

Analysis of the data base will continue to be the source of ex-
tracts for use by task forces in identifying criminal targets.

I find it is not difficult to speak of the future direction for
Customs in financial investigations, that course was charted as
early as 1975. The point of departure was then and still is the Bank
Secrecy Act.

Both its reports and its sanctions are tools to build the financial
cases that are most disruptive to the illegal corporations that have
given new meaning to the term “organized crime.”

_ The skepticism which characterized observers of our early effort

is being gradually replaced by acceptance and even enthusiasm. To

have said it first is not as important as assuring that the course

g{lidrted for the future is as accurate as that which we have trav-
ed.

“Operation Greenback” initially brought the prospective e
tise of Justice and the financial investiggtive expgrtis% of Treaxslljligf
to bear on the problem. However, the “Greenback’” approach was a
fundamental precept of the Customs currency program even in the
e et £

e thirst for currency cases led Customs agents to encou
establishment of financial task forces in majogrg' narcotic disti?ﬁ?t?(})lg
i}?éi .flélaill'l.CIal cnn{:ers. &M‘% leasf]:3 ten of which have benefited from

intelligence gleaned from Bank Secrecy Act r i

by the Reports Analysis Branch of Customs.y eports furnished
The initial success of “Operation Greenback” in south Florida is
Sg:rirsl%:’o aﬁg&rgﬁng ff;p reli_akl)lle intelligence sources, criminal ele-
shi eir financially associat i
ot}l&er locatéo?s in the United gtates. ed naxcotic arrangements fo
s a model, “Operation Greenback” only represents a beginni
Customs will continue to concentrate itg ingestigative regsf)llrll;crzlgs;
and encourage the formation of multiagency task forces in those
areas of the country where criminal organizations decide to con-
duct the financial side of their nefarious and insidious criminal

than e committee for this opportunity to speak and i

continued support in our efforts to combat t}};e hig%est echelf)(gs 1(f;sf
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the narcotics business through the use of the enforcement provi-

sions of the Bank Secrecy Act.
[The prepared statement of Mr. Rosenblatt follows:]

PrEPARED STATEMENT OF WILLIAM P. ROSENBLATT

The Commissioner of Customs expresses his regrets that he is unable to address
this Committee in person today. He has asked me to take his place and represent
Customs before the House Select Committee on Narcotics Abuse and Control. I am
William P. Rosenblatt, Customs Regional Director of Investigations in the Miami
Region.

The Bank Secrecy Act was passed in 1970. This Act was the legislative response to
the escalating criminal empires, their ability to launder their money through secret
offshore banks and return their illicit funds to infiltrate legitimate business or
expand their criminal horizons. The Act was designed to create an audit trail where
none had existed and provide Federal investigators a useful system of records to
combat organized crime and narcotic traffickers. The required reports covered inter-
national transportations of cash or bearer negotiable instruments (over $5,000), cash
transactions in domestic banks (over $10,000) and ownership of foreign bank ac-
counts by United States residents.

Of course there had to be provisions for the inevitable failures by criminals to
abide by the reporting provisions of the Act. The regulations which implemented
this Act delegated the responsibility for enforcement of key sections to the Commis-
sioner of Customs (31 CFR 103.46(a)(7)). Those sections dealt with the required
reports for the international transportation of currency and certain instruments in
excess of $5,000. Knowing omissions were a misdemeanor, however, if these omis-
sions are in furtherance of another Federal crime, then the omission is itself a
substantive Federal felony punishable by 5 years in the penitentiary and a criminal
fine of $500,000. Customs was also delegated authority to seize unreported currency
which is subject to forfeiture.

It may be hard to visualize the significance of this Act until it is seen that the
narcotics business in the United States exceeds $60 billion a year. Almost all of
those narcotics are foreign sourced. Additionally much of this money as wzll as the
profits from other criminal enterprises are laundered through the clandestine banks
operating in the Caribbean.

Customs prominence in financial investigations was further bolstered by the
transfer of the Reports Analysis Unit from Main Treasury to Customs in 1979. This
unit, which has now become the Reports Analysis Branch of our Currency Investiga-
tions Division, is the repository for all the financial reports required by the Bank
Secrecy Act. This Branch serves the dual functions of making the information
available to other Federal enforcement agencies and analyzing the data to detect
patterns of possible criminality.

Customs special agents have had experience in many types of financial investiga-
tions, particularly the commercial operations of importers. Currency reporting in-
vestigations were enthusiastically received by agents despite reorganizations, court
challenges, and conflicting priorities. By 1976 these obstacles had been overcome
and financial investigations of Bank Secrecy Act violations has come to the fore-
front. The inwvestigative hours spend on currency cases for the past 3 years is as
follows: fiscal year 1979—111,032 agent hours; fiscal year 1980—168,220 agent hours;
and fiscal year 1981—376,320 agent hours. Felony arrests and seizures follow the
same pattern of growth.

This awareness is not limited to agents. The increased emphasis of currency
reporting enforcement is now a major issue with the Customs patrol and inspection
functions. Currency reporting is not only the top investigative and enforcement
priority but it is the primary priority in servicewide training and public awareness
programs as well.

During the early stages of our Bank Secrecy Act financial investigations evolution
we were heavily dependent on pursuing targets of opportunity, those cases where
we were advised of currency seizures by inspectors or learned of financial aspects
attached to other investigations. Our San Diego field office first suggested, in a 1976
investigation, that it may be possible to use the financial reports to target criminal
groups through patterns of suspect activity. This case netted felony convictions of 12
individuals who formed the nucleus of a major California heroin and cocaine drug
smuggling ring. Financial investigation showed that in 18 months the organization
transported in excess of $32 million from the U.S. to Mexico. Currency, real estate
and other derivative assets resulted in the forfeiture of over $2 million, a major
criminal organization was disrupted, and criminal fines total multimillions.
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have traveled. Operation Greenback initially brought the prospective expertise of
Justice and the financial investigative expertise of Treasury to bear on the problem.
However, the Greenback approach was a fundamental precept of the Customs
currency program even in the early years. The thirst for currency cases led Customs
agents to encourage the establishment of financial task forces in major narcotic
distribution and financial centers. At least 10 of which have benefited from the
intelligence gleaned from Bank Secrecy Act reports furnished by the Reports Analy-
sis Branch of Customs. ) )

The Reports Analysis Branch is currently providing financial information for 19
Federal law enforcement agencies. This year the dollar amount of those dissemina-
tions has doubled last year’s figures. Customs is constantly seeking to perfect the
accuracy of the data we provide. We expect a more effective delivery system in the
near future which will deliver this vital intelligence to our Federal enforcement
users in hours rather than days. Analysis of the data base will continue to be the
source of extracts for use by task forces in identifying criminal targets. New tech-
niques including the identification of stolen passport numbers and false social
security numbers in the records promise to prove effective in identifying previously
unknown criminal operations.

I thank the Committee for this opportunity to speak and for its continued support
in our efforts to combat the highest echelons of the narcotics business through the
use of the enforcement provisions of the Bank Secrecy Act.

Mr. ZerereTTI. Mr. Corless.

TESTIMONY OF JOSEPH V. CORLESS, SPECIAL AGENT IN
CHARGE, MIAMI DIVISION, FEDERAL BUREAU OF INVESTIGA-
TION

Mr. CorrLess. Mr. Chairman, Congressmen, on behalf of the Di-
rector of the FBI, I appreciate the opportunity you have provided
for me to testify. Perhaps no other area of law enforcement calls
for cooperative effort more than the fight against drug trafficking
and abuse.

Nlicit products come into this country in incredible quantities,
overwhelming the resources currently committed to their interdic-
tion, feeding the giant profits of criminal networks and enterprises,
generating corruption, violence, and tragedy.

The principal components of the Federal effort must be the DEA,
the FBI, and Customs. We are hard at work to maximize coopera-
tion. Throughout these efforts, the theme has been: “How can we
do it better together?”’ _

In the evolution of a joint strategy, there are now, nationwide,
some 60 operations in which DEA agents and FBI agents are
working together in important investigations.

Just a few weeks ago, working with DEA, we arrested over three
dozen men and women engaged in massive drug trafficking be-
tween Colombia and Florida. We seized, with the help of IRS, $7
million in cash, $11 million in bank accounts, 5 airplanes, 20 auto-
mobiles, and a 4,800-acre ranch all in 1 day.

We called the case Bancoshares, and it involved a long-term
undercover operation in which we acted undercover as the brokers
to launder money before it went into a bank. We laundered about
$170 million in a very short period of time. I don’t think the
Agnerican people fully realizes what a big business we are talking
about.

In your invitation to testify, you indicated that your committee
wanted to focus on amendments to the law which would result in
more effective financial investigations and prosecutions.

The administration is in the process of drafting specific proposals
which we believe, if enacted, would significantly assist in this
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regard. I would like to comment on two areas of the law that
directly affect the FBI's financial investigations.

The disclosure provisions of the Tax Reform Act of 1976 found in
section 6103 of the Internal Revenue Code of 1954 (26 U.S.C. 6103)
were intended to avoid future abuses of a ‘“Watergate” nature.

Various congressional committees determined that the White
House has used tax returns to pressure potential campaign contrib-
utors and certain other individuals who were on an ‘“enemies list.”

It was also revealed that an IRS special service staff disseminat-
ed information about individuals and groups on the basis of their
“extremist views and philosophies.” In short, Congress determined
that information collected by the IRS was misused.

To cure these abuses the Tax Reform Act made tax returns and
most other information gathered by the IRS confidential and sub-
ject to disclosure only in accordance with very strict procedures.

These procedures apply across the board and govern disclosure to
all Federal agencies despite the fact that there was no documented
abuse of tax information disclosed for the purpose of Federal pros-
ecution of criminal violations.

Specifically, the law creates four major problems with regard to
FBI operations:

One, the IRS is virtually unable to advise us of the cases on
Wf}flich it is working with the result that there is duplication of
effort.

Two, it is unduly difficult—at times impossible—and time-con-
suming to obtain IRS information which would materially assist in
the development of important cases.

Three, the statute makes it difficult—and extremely hazardous
in terms of both civil and criminal liability to the IRS personnel
involved—for IRS to provide us even with evidence developed based
on sources independent of tax returns.

Four, in those few circumstances where our agents are permitted
to work with IRS personnel—that is, joint Federal grand juries—
the delays caused by the intricate and cumbersome mechanisms of
the act often stall investigations interminably.

The second area I would like to address is the right to Financial
Privacy Act. This complex privacy measure governs Federal access
to most financial records held by banking institutions and credit
card issuers.

Although Congress sought to protect legitimate privacy interests
the act is most notable for its overlapping—and in several respects,
redundant—restrictions upon law enforcement officials.

The act requires (1) documentation of access to protected finan-
cial records; (2) certification of compliance with the procedures of
the act; (3) either advance notice to the customer and standing to
challenge Government access or an ex parte court order delaying
notice for good cause; (4) civil, injunctive, and administrative disci-
plinary remedies for any violation of the act, (56) annual reporting
to the Congress of all instances of access to protected records, (6)
reimbursement of record custodians for search and reproduction
costs—to discourage ‘“fishing expeditions”, and (7) a series of re-
strictions upon transfers of records to other Federal agencies which
vary depending upon how the records were initially obtained.
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Not surprisingly, the byproducts of these overlapping safeguards
include greatly expanded paperwork, increases litigation and delay.

None of these safeguards is more troubling than the notice-
challenge provisions. Generally under the act, Federal law enforce-
ment must notify the customer to whom the records relate, of its
intention to gain access to those records and its purpose in doing
s0.

The customer may then challenge the Government’s access to
the records by alleging that they are not relevant to a legitimate
law enforcement inquiry or there has not been substantial compli-
ance with act, thus causing a substantial delay in the investigation.

This delay will occur even if the customer does not show up in
court to argue his position. There is no constitutional ground on
which to base a challenge since the Supreme Court has clearly
stated in U.S. v. Miller that ‘“the fourth amendment does not
prohibit the obtaining of information revealed to a third party and
conveyed by him to Government authorities, even if the informa-
tion is revealed on the assumption that it will be used only for a
limited purpose and the confidence in the third party will not be
betrayed.”

It is our position that the documentation requirements of the act
coupled with the civil penalties provision provides substantial pro-
tection from abuse and ample remedy should it occur.

The notice-challenge provisions serve only to delay investigations
and increase the likelihood of premature, detailed notice to crimi-
nal suspects that they are under investigation.

Thank you. I will try to answer any questions you may have.

Mr. ZerErETTI. Thank you. Mr. Meyer.

TESTIMONY OF VERNON D. MEYER, SOUTHEAST REGIONAL
DIRECTOR, DRUG ENFORCEMENT ADMINISTRATION

Mr. MevEr. Chairman Zeferetti, distinguished members of the
House Select Committee on Narcotics, it is indeed a privilege for
me to appear here today representing the Drug Enforcement Ad-
ministration.

I would like to summarize and highlight my statement which has
been submitted, to highlight particularly the Drug Enforcement
tAdrfxgtinistration’s response to the financial implications of the drug
raffic.

Although my statement does deal with the magnitude and di-
mensions and implications of the drug traffic, I will forego much
discussion other than to say that I am certainly aware that the
committee is aware of the monumental proportions of the drug
traffic in south Florida and throughout the State, for that matter.
That certainly commands your presence here.

What we are experiencing has been very adequately described by
previous witnesses. I would only add, I reinforce that from my
perspective, I think we are experiencing a condition that relates to
drug activity that is nearing emergency proportions.

The Select Committee’s focus at this hearing on the financial
implications of drug trafficking is a critical issue worthy of close
scrutiny. It is DEA’s responsibility to immobilize upper echelon
narcotics traffickers and to bring them to justice, and the removal
of assets from drug trafficking organizations is an integral compo-
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nent of our three dimensional approach to realize this primary
objective.

One, we seek to remove the drugs from the marketplace; two, we
seek to have the drug traffickers incarcerated; three, we seek to
have the assets of the organizations seized and forfeited to the
Government.

DEA is certainly not alone in’ pursuing financial aspects of crimi-
nal violations, and the cooperation and expertise of the entire
Federal enforcement complex are required to reach the traffickers,
their drugs and their assets.

I would like to stress to the committee that in order for DEA to
become involved in a financial investigation, there must first be a
nexus to a drug law violation. There is statutory authority related
to drug law violation which affords DEA the opportunity to identi-
fy assets liable for both criminal and civil forfeiture.

From our perspective of pursuing cases of drug-related violations
of law, financial investigation is a tool, a technique. Within DEA
we consider a financial investigation to be the process of identify-
ing through drug investigations, financial information or evidence
which will result in the prosecution of drug violators as well as the
identification and seizure of illicit profits and/or assets.

There is a clear standing policy directive to all DEA field offices
to identify the financial aspects of their investigations. All class I
and II cases must be examined with an eye toward exploiting the
financial aspects of the investigation.

Because I am most familiar with the DEA southeastern region’s
drug asset removal program, I shall address the balance of my
remarks specifically to this one region’s approach.

However, please bear in mind that the southeastern region’s
financial operations embody the primary characteristics of DEA
financial programs in the other regions, and that the approaches
and programs like the ones I will be describing are also being
actively pursued nationwide.

The deputy regional director is responsible for monitoring the
overall regional effort in the drug asset removal program and for
reporting to headquarters the levels of enforcement activity.

Further, the special agents in charge of the district offices are
accountable for establishing a drug asset removal coordination unit
within their offices to assure that the drug asset removal approach
is exploited to the fullest extent.

At a minimum, this unit is responsible for reviewing all class 1
and II cases for asset removal potential and for coordinating and
supporting any ad hoc multiagency enforcement efforts.

In the DEA Miami District Office, a financial coordination unit
has been established with the district intelligence group. This unit
serves as the central point of coordination for intelligence and
operational activities related to the identification and tracking of
financial assets of illicit drug trafficking organizations.

Their secondary objective is to gather intelligence on the finan-
cial assets of narcotics trafficking groups.

Several approaches are used to achieve these primary and sec-
ondary goals. Specifically, financial intelligence is collected and
disseminated to expand ongoing conspiracy investigations through
analysis and documentation of fiscal transactions.

P
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Additionally, intelligence is exchanged with IRS with the goal in
mind of joint prosecution of both narcotic and tax statutes.

Similarly, intelligence is exchanged with the U.S. Customs Serv-
ice with the aim of prosecuting violations of both narcotics and
currency transport statutes. In addition, there has been increased
emphasis placed on joint investigations with the FBL

Mr. Corless just mentioned that the number of joint investiga-
tions has increased dramatically over the past several months, and
there are all indications that that escalation of mutual effort will
continue.

Another approach embraces the continuation of earlier enforce-
ment programs through the input and query process of the Region-
al Automated Intelligence Data System [RAIDS] to identify possi-
ble targets for investigation.

Financial intelligence is also disseminated to other DEA ele-
ments to promote the utilization of the civil forfeiture provision.

Information of this type is also forwarded to DEA elements so
that, where appropriate, the various strike forces can seize assets
under the RICO statute.

The unit also exchanges financial intelligence with the Securities
and Exchange Commission so that again, where appropriate, the
SEC can take action against narcotics-related corporate assets con-
trolled by traffickers.

Financial intelligence is also made available to foreign govern-
ments through DEA offices overseas, the ultimate goal being the
seizure and ultimate forfeiture of narcotics-derived assets, and
prosecution of those drug trafficking organizations under any of
the particular country’s existing statutes.

The Miami District Office Financial Coordination Unit is DEA’s
liaison between the Department of Treasury’s Cash Flow Project
[“Operation Greenback’’] and DEA enforcement elements of the
Miami District Office.

In furtherance of this operation, the unit also maintains and
updates existing records to include ‘“Greenback’ material into the
RAID system. The financial coordination unit is the liaison point
between IRS and DEA enforcement elements. They also work to
maintain continuing relations between DEA, the Federal Reserve
System, the U.S. Comptroller of the Currency and the Florida
Comptroller’s Office.

The unit provides analytical and research services for enforce-
ment efforts on specific investigations involving continuing crimi-
nal enterprise or RICO violations. They also compile and analyze
Miami District asset seizures on a monthly basis.

When there are developments or new information which affect
criminal or civil seizure and forfeiture laws, the unit advises all
District Office enforcement elements of the changes.

I would like at this point to reiterate DEA’s major commitment
to the targeting, seizing, and removal of drug-related assets.

We are firmly committed to closer coordination with the U.S.
attorney offices and all other Federal agencies, as well as with
State, local, and foreign governments to support a coordinated
governmental effort against illicitly derived assets.

Since 1979, DEA has trained approximately 85 percent of its
special agents in the financial aspects of drug investigations. As a
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result of the training, an increased emphasis on financial investiga-
tions by DEA management between 1979 and 1980, the volume of
trafficker assets seized in which DEA was involved increased from
less than $14 million to over $94 million.
19?{(3 estimate that this figure will reach $150 million in fiscal year

Through August of this year, we had reported as seized $135
million in trafficker assets.

Gentlemen, that concludes my summarization.

[The prepared statement of Mr. Meyer follows:]

PREPARED STATEMENT OF VERNON D. MEYER

Members of the Select Committee on Narcotics Abuse and Control: It is a privi-
lege to be here today to represent the Drug Enforcement Administration at this
hearing. In the past, the Select Committee has done an outstanding job of bringing
national attention to bear on the full range of issues associated with the drug
problem, particularly as it has affected Florida and the Southeastern region of the
United States. The Select Committee’s more narrow focus today on the financial
implications of drug trafficking is a critical issue worthy of close scrutiny.

It is DEA’s responsibility to immobilize upper-echelon narcotics traffickers and to
bring them to justice, and the removal of assets from drug trafficking organizations
is an integral component of our three-dimensional approach to realize this primary
objective. We seek to remove the drugs from the marketplace; we seek to have the
traffickers incarcerated; we seek to have the assets of the organization seized and
forfeited to the government.

The range of witnesses here today, representing the Federal Bureau of Investiga-
tion, U.S. Customs Service, the Internal Revenue Service and the Florida Depart-
ment of Law Enforcement, underscores the truly cooperative, interagency nature of
financial investigations. Obviously, DEA is not alone in pursuing financial aspects
of criminal violations. The cooperation and expertise of the entire enforcement
element are required to reach the traffickers, their drugs, and their assets. Coopera-
tive efforts enhance the government’s ability to dismantle drug trafficking organiza-
tions.

Prior to describing DEA’s drug-related financial investigations program in depth,
for the benefit of the record, I would like to re-state the scope of the drug trafficking
groblem, particularly as it applies to the Southeastern quadrant of the United

tates.

Our intelligence and trend analysis indicates that there will be little or no change
in cocaine, marihuana and methaqualone trafficking. Florida’s geographic location,
topography, tourist industry, and positions in international trade and finance assure
this area’s continued preeminent position in drug trafficking. DEA estimates that
approximately 15,5600 metric tons of marihuana and 40 metric tons of cocaine
entered the United States in 1980. It has been further estimated that 75 percent of
these illicit drugs entered through Florida and the surrounding environs. Cocaine is
responsible for one third of all retail drug sales in the United States; marihuana
accounts for just under one third. According to the National Narcotics Intelligence
Consumers Committee, in 1979, the national total retail value for these two drugs
alone was just under $50 billion. Because of Florida's role in the forefront of the
wholesale to retail activity, the economic impact here is amplified. The dollar drain
caused by drugs shipped through Florida alone is estimated to be in excess of $6
billion. The influx of easy drug dollars has driven the inflation rate up in south
Florida, especially in the areas of real estate and automobiles.

I would like to stress to the Committee that in order for DEA to become involved
in a financial investigation, there must first be a nexus to a drug law violation.
There is statutory authority related to drug law violations which affords DEA the
opportunity to identify assets liable for both criminal and civil forfeiture. From our
perspective of pursuing cases of drug-related violations of law, financial investiga-
tion is a tool, a technique. Within DEA we consider a financial investigation to be
the process of identifying through drug investigations, financial information/evi-
dence which will result in the prosecution of drug violators, as well as the identifica-
tion and seizure of illicit profits and/or assets.”

There is a clear standing policy directive to all DEA field offices to identify the
financial aspects of their investigations. All Class I and II cases must be examined
with an eye toward exploiting the financial aspects of the investigation.
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Because I am most familiar with the DEA Southeastern region’s drug asset
removal program, I shall address the balance of my remarks specifically to this one
region’s approach. However, please bear in mind that the Southeastern region’s
financial operations embody the primary characteristics of our financial programs
in the other regions, and that the approaches and programs like the ones I will be
describing are also being actively pursued nationwide. ) .

The Deputy Regional Director is responsible for monitoring the overall regional
effort in the drug asset removal program and for reporting to Headquarters the
levels of enforcement activity. Further, the Special Agents in Charge of the District
Offices are accountable for establishing a Drug Asset Removal Coordination Unit
within their offices to assure that the drug asset removal approach is exploited to
the fullest extent. At a minimum, this Unit is responsible for reviewing all Class I
and II cases for asset removal potential and for coordinating and supporting any ad
hoc multi-agency enforcement efforts.

In the DEA Miami District Office, a Financial Coordination Unit has been estab-
lished within the District Intelligence Group. This Unit serves as the central point
of coordination for intelligence and operational activities related to the identifica-
tion and tracking of financial assets of illicit drug trafficking organizations. Their
secondary objective is to gather intelligence on the financial assets of narcotics
trafficking groups.

Several approaches are used to achieve these primary and secondary goals. Spe-
cifically, financial intelligence is collected and disseminated to expand ongoing
conspiracy investigations through analysis and documentation of fiscal transactions.
Additionally, intelligence is exchanged with IRS with the goal in mind of joint
prosecution of both narcotic and tax statutes. Similarly, intelligence is exchanged
with the U.S. Customs Service with the aim of prosecuting violations of both
narcotics and currency transport statutes. In addition, there has been increased
emphasis placed on joint investigations with the FBIL. Since July of this year, the
number of DEA/FBI cooperative investigations has increased dramatically.

Another approach embraces the continuation of earlier enforcement programs
through the input and query process of the Regional Automated Intelligence Data
System (RAIDS) to identify possible targets for investigation. Financial intelligence
is also disseminated to other DEA elements to promote the utilization of the civil
forfeiture provision. Information of this type is also forwarded to DEA elements so
that, where appropriate, the various Strike Forces can seize assets under the RICO
statute. The Unit also exchanges financial intelligence with the Securities and
Exchange Commission so that again, where appropriate, the SEC can take action
against narcotics-related corporate assets controlled by traffickers. Financial intelli-
gence is also made available to foreign governments through DEA offices overseas,
the ultimate goal being the seizure and ultimate forfeiture of narcotics-derived
assets, and prosecution of those drug trafficking organizations under any of the
particular country’s existing statutes.

At the present time, the Miami District Office Financial Coordination Unit is
staffed by one senior Special Agent and two Research Intelligence Specialists. The
Unit is DEA’s liaison between the Department of Treasury’s Cash Flow Project
(Operation Greenback) and DEA enforcement elements of the Miami District Office.
In furtherance of this operation, the Unit also maintains and updates existing
records to include Greenback material into the RAID System. Also, the Financial
Coordination Unit, which will have an IRS agent assigned to it, is the liaison point
between IRS and DEA enforcement elements. They also work to maintain continu-
ing relations between DEA, the Federal Reserve System, the U.S. Comptroller of the
Currency and the Florida Comptroller's Office.

The Unit provides analytical and research services for enforcement efforts on
specific investigations involving Continuing Criminal Enterprise or RICO violations.
They also compile and analyze Miami District asset seizures on a monthly basis.
When there are developments or new information which affect criminal or civil
seizure and forfeiture laws, the Unit advises all District Office enforcement ele-
ments of the changes.

Operation Greenback was initiated in Florida in early 1980 to address the multi-
tude of problems associated with money flow as it relates to national and interna-
tional criminal enterprises. The Operation’s goals were: (1) to identify the unusual
flow of currency in Miami; (2) to frustrate organized and white collar criminal
elements’ usage of legitimate national and international financial channels to trans-
mit or launder illicit proceeds; (3) to attack and destroy criminal enterprises’ finan-
cial base and disrupt their infrastructures; and (4) to return the area’s economic
stability to normal, legitimate patterns.

Consequently, the investigations were concerned with sophisticated money laun-
dering schemes and very intricate legal theories of criminal activity patterns. The
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targets of the project were the banking institutions, organizations and individuals
involved in such activity. A blend of traditional and financial investigative tech-
niques was used in conjunction with the domestic and foreign transaction provisions
of the Bank Secrecy Act (Title 31 U.S. Code) and Titles 26, 21 and 18 of the Code.
Enforcement responsibilities for these acts are within the jurisdictions of the var-
lous Federal law enforcement agencies. DEA was fully involved in the development
coo‘rdmatwn and progress of the operation. ’

The Treasury Department has the Congressionally mandated responsibility for
the Bank Secrecy Act, and so they directed the Operation. When Operation Green-
back was first conceived, one DEA Agent was assigned to the project. This past July,
a DEA group consisting of one supervisor and five Special Agents was assigned to
Operation Greenback to provide DEA’s narcotic financial investigative expertise.

The DEA agents selected in July 1981 to participate full time in Operation
Greenback had previously worked closely with Greenback personnel. These agents,
as well as personnel from other domestic and foreign DEA offices had initiated
investigations that were the basis of the most significant successes of Greenback, A
brief synopsis of these investigations would be helpful.

In April 1980, 300 kilograms of cocaine were seized at the Miami International
Airport. An extensive post seizure conspiracy investigation was conducted by DEA.
During this investigation DEA reports and intelligence were provided to Greenback.
Acting on DEA-provided information and after a one-week surveillance, Greenback
agents seized 1.6 million dollars in cash at a suburban Miami Airport. The individuals
involved were preparing to depart the U.S. by private aircraft.

' Durlng August 1980, DEA seized 1.5 million dollars in cash at the Miami Interna-
tional Airport from a passenger departing the U.S. for Colombia. This investigation
was turned over to Greenback for prosecution.

P(_)SSlbly the most significant investigation to date began during January 1981.
During thg pre-arrest stage, DEA provided investigative reports to Greenback. The
principal individual was subsequently arrested by DEA in possession of 20 kilo-
grams of cocaine and $18,000 in U.S. currency. The following day DEA obtained
search and seizure warrants for two banks, bank accounts and three residences.
DEA invited Greenback agents to participate in the raids which they did. To date
over 4.75 million dollars have been seized from U.S. and Swiss bank accounts
through bond forfeitures, court fines and vehicle seizures. Currently, legal prepara:
tions are underway to seize additional bank accounts in five other countries.

Gentlemen, peforq I respond to questions, I would like to take this opportunity to
reiterate DEA’s major commitment to the targeting, seizing and removal of drug-
related assets. We are firmly committed to closer coordination with the U.S. Attor-
neys Offices and other Federal agencies, as well as with state, local and foreign
governments to support a coordinated governmental effort against illicitly derived
assets. Since 1979, DEA has trained approximately 85 percent of its Special Agents
in the financial aspects of drug investigations. Consequently, as a result of the
training and increased emphasis on financial investigations by DEA management,
}iae‘tlamezxé 1979 ang }980, 1the t‘ﬁ)lurg(lazlc’f tlriafficker assets seized in which DEA was
nvolved increased from less than million to over $94 million. i
this ﬁgure will reach $150 million in 1981. $94 million. We estimate that
_ It is essential that we remain vigilant in this approach if we are to truly immobi-
lize the drug trafficking organizations. The historical and continuing support of this
Committee is significant and we look forward to sharing with you the outcomes of

our endeavors.
Mr. ZererRETTI. Thank you very much.
How much of that money is going to be forfeited?
Mr. MevER. It is really hard to tell. We are hoping a lot of it.
Mr. ZerereTTI. Thank you for your instructional testimony.
Mr. Rosenblatt, did you hear Mr. Harris’ statement awhile ago in

Whic’g he referred to “Getting Customs back into the narcotic busi-
ness’’?

Mr. RoseNBLATT. Yes.

Mr. ZererETTI. Would you like to comment on that?

Mr. RoseENBLATT. I have not personally heard it before. If this is
what is being decided by the administration, Customs would wel-
come getting back into the investigation of narcotics.

Mr. ZerererT. We can’t get you back in there if we cut you in
half and you lose necessary manpower.
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I am more interested, though, in finding out how you, how do
you create that paper trail, and how do you share the information
that you get out of that, and how do you work with the other
agencies?

Mr. RoseNBLATT. You are talking about the Reports Analysis
Unit at headquarters?

Mr. ZEFERETTI. Yes.

Mr. RosenNBrATT. All of the forms we have been talking about
today, required by the act, have been computerized, and we can do
a very simple interrogation of the data base based on various
criteria. :

I]r:1 gome instances, the criteria is established by either Customs
or IRS.

We have actively, with the concurrence of Treasury in the past
and in the present, solicited the other Federal enforcement agen-
cies at the Washington level about the capability of the Reports
Analysis Unit, and have encouraged them to take advantage of the
facility and the capability.

There have been certain dissemination guidelines set up by the
Treasury Department which in my opinion facilitates the request
at the Department level.

Mr. ZeEFeErETTI. Is it used as an aid to the other agencies?

Mr. RosENBLATT. Yes, we encourage the other agencies to use it.
While I was assigned in Washington, we sent letters out to all the
different agencies with a copy of the dissemination guidelines, as
well as the manner in which they could obtain the information
from us.

Mr. ZerergTTI. Thank you.

Mr. Corless, a recent GAO report criticized the FBI for only
recently emphasizing financially oriented conspiracy investigations.

I thought it was part and parcel of some of the responsibilities
you have as an ongoing jurisdictional part of your job.

Are they talking about emphasis now on that kind of investiga-
tion, or is it something new?

Mr. CorrEss. I am not familiar with the GAO report you are
referring to, but for the many years I have been in the Bureau, we
have had accounting squads work on accounting type cases involv-
ing financial fraud.

We have had increased emphasis since we have established the
identity of three major programs within the Bureau in our priority
one area which would include organized crime and white collar
crime.

Mr. ZerereTTI. It’s your increased emphasis on the Banking Se-
crecy Act, and using that as an instrument for your investigation?

Mr. Corress. That is entirely possible. Since we do not have
primary jurisdiction in that area, we have not used it that often.
Probably some of the problems in that area may come from the
fact that it deals primarily with the movement of funds outside of
this country, and until our recent, you might say, introduction into
the narcotics-type violations, we have not been active.

Mr. ZerereTTI. Do you use the act as an instrument for conspir-
acy investigations?

Mr. Corrgss. I would hate to say across the board, but for the
Miami office there has been limited use. We have been increasing
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our contacts with IRS, and if it does fit into investigations which
we handle, we certainly would use the act.

Mr. ZerFereTTI. Thank you. Mr. Shaw.

Mr. SuAw. No questions.

Mr. Hutro. I applaud all three for their statements. They fur-
ther pinpoint the need for some changes, and in the interest of
getting on with the hearing, I forego any questions.

Mr. ZerereTTI. Mr. Rosenblatt, stay there.

Mr. Jorge Rios, Mr. Langone, Mr. Peter Gruden.

Gentlemen, you may proceed.

TESTIMONY OF JORGE RIOS-TORRES, ATTORNEY IN CHARGE,
OPERATION GREENBACK, U.S. DEPARTMENT OF JUSTICE

Mr. Rios-Torres. Mr. Chairman, and other distinguished mem-
bers of the panel of the select committee.

We want to thank you personally for holding these hearings on
financial investigations and the status of “Greenback.”

We have decided in the interest of saving time, unless the honor-
able committee deems otherwise, we will make a general presenta-
tion, I will make a summary of ‘“Operation Greenback,” and there-
after we will make a visual presentation for the benefit of the
committee.

At the beginning of 1980, the Treasury Department, through its
enforcement components, Internal Revenue Service [IRS] and U.S.
Customs Service [USCS], became aware of the tremendous flow of
currency occurring through the banks of south Florida; south Flor-
ida had already been considered by Federal authorities to be the
main port of entry of drugs coming from South America.

As a result, a cash flow project was initiated by the Department
of the Treasury with the purpose of identifying and tracing the
assets of major drug trafficking organizations for seizure and for-
feiture and at the same time to develop enough evidence to crimi-
nally prosecute the principals of these organizations. This is the
type of “financial investigation” for which “Operation Greenback”
was created.

“Operation Greenback” is a joint investigative effort between
components of the Department of Justice—Criminal Division, Tax
Division, U.S. Attorneys’ Offices, DEA and FBI—and the Depart-
ment of the Treasury—IRS, U.S. Customs Service, and Secret Serv-
ice.

The Criminal Division, through the Narcotic and Dangerous
Drug Section [INDDS)], provides attorney support to the investiga-
tive effort of the enforcement agencies. This participation is direct-
ed to secure two main objectives:

One, to work operationally with the U.S. Attorney’s Office and
Tax Division attorneys using innovative approaches to develop and
prosecute cases utilizing title 31-—currency violations, title 26—tax
violations, title 21—drug violations, and title 18—racketeering vio-
lations, and to seek the forfeiture of illegally obtained assets under
titles 18, 21, and 31.

Two, to take the investigative and prosecutorial techniques
learned in this pilot program and disseminate them to other dis-
tricts by, (a) active onsite participation in support of other U.S.
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attorneys and; (b) through conferences, training programs, and sim-
ilar information exchanges with U.S. attorneys and investigators.

AGENCY COMMITMENT

“Operation Greenback” has been functioning as such since May
of 1980, when the first contingent of Department of Justice attor-
neys—two—was sent to Miami for the purpose of organizing a task
force under the supervision of the U.S. attorney.

At the present there are three Department of Justice attorneys
assigned full-time to ‘“Operation Greenback” in Miami, one attor-
ney assigned to the middle district of Florida to work on ‘‘Green-
back” cases and one attorney recently transferred from “Green-
back’ in Miami to Chicago for the purpose of organizing a similar
task force in that district.

In addition, until recently we had two attorneys from the Depart-
ment of the Treasury assigned to work exclusively in “Operation
Greenback”. They were out of the Office of Regional Counsel, U.S.
Customs Service and the district counsel’s office of IRS in Miami
and a’ssigned to work exclusively in cases on ‘“Operation Green-
back.’

One of those attorneys is now in private practice, but there are
ongoing negotiations with the Department of the Treasury to fill
that vacancy. We still have an IRS attorney working full time in
“Greenback.”

We also have the support of one tax division attorney, who is
handling two “Greenback” cases and is presently on trial in one of
them in Miami.

The agent force is composed of 25 IRS agents, 12 U.S. Customs
agents, and six DEA agents. In addition, we have four revenue
agents from IRS, one intelligence analyst from DEA and two re-
search specialists from U.S. Customs.

The other enforcement components of both Justice and Treasury
have assigned one agent each to be the liaison with “Operation
Greenback.”

The U.S. attorney has committed himself to assigning two of his
assistants to “Operation Greenback” as soon as he is authorized to
hire six new assistants that he has requested.

I understand Mr. Harris has addressed himself to that possibility
of getting six new assistants.

The Executive Office for U.S. Attorneys has provided space and
equipment within the U.S. attorney’s office in three districts—
southern district of Florida, middle district of Florida, and north-
ern district of Illinois—to house and support the respective compo-
nents of “Operation Greenback.”

As stated above, one of the main purposes in creating “Operation
Greenback” was to develop and effectively use innovative ap-
proaches in the prosecution of title 18, title 21, title 26, and title 31
violations.

Since its inception, “Operation Greenback’ has been a learning
process for everybody concerned: Prosecutors, agents, the courts,
and certainly defense attorneys.

Agents in “Greenback” have utilized the information obtained
through reports required by the Bank Secrecy Act of 1970 to detect
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and target major organizations moving fabulous amounts of curren-
cy through the banks of south Florida and elsewhere.

Prosecutors have utilized the same reports or the falsification of
information contained therein to go after the principals of some of
those organizations by grand jury investigations which have result-
ed in several indictments.

The use of the forfeiture provisions in the Bank Secrecy Act and
in title 21 has resulted in the seizure of numerous assets, some of
which have either been forfeited or are in the process of being
forfeited to the Government.

I might add that information obtained from “Greenback” investi-
gations has led to seizure of funds and assets in foreign countries
through mutual assistance efforts.

I understand there was a question this morning with regards to
similar treaties, as to the one we have with Switzerland.

I must say at this moment, there are two similar treaties pend-
ing before the Foreign Relations Committee of the Senate, pending
approval, that have been initiated, one with Colombia, and I be-
lieve one with Turkey.

In every prosecution attempted so far in “Operation Greenback,”
prosecutors have tried to maximize the use of the criminal statutes
available to them; however, some of the stronger statutes otherwise
available for other types of violations—RICO: title 18 U.S.C. 1962 et
seq.—are not available for title 31 violations as these are not
predicate RICO offenses.

Our experience, however, tells us that some of the statutes that
we are dealing with in “Operation Greenback,” mainly the Bank
Secrecy Act, should be amended to close some apparent and some
not so apparent loopholes.

Mr. Harris addressed this morning some of those problems, and
he has advised the committee that there is proposed legislation
before Congress and some intended proposed legislation by the
administration under consideration this morning.

Mr. ZerereTTI. He made that very clear.

Mr. Rios-TorrEs. Additionally, the Department of Justice is reex-
amining certain statutes that have limited the success of investiga-
tive and enforcement efforts and will soon propose new legislation
to enable us to more effectively investigate and prosecute drug
trafficking activities and its all-important aspect of financial gains.

To this effect, there has been recent testimony by a Department
of Justice representative before the Subcommittee on Crime of the
Committee on the Judiciary of the U.S. House of Representatives.

To date, “Operation Greenback” has filed 14 indictments involv-
ing approximately 51 defendants. We have 32 other investigations
open at various stages of activity. Because of the limited attorney
resources at our disposal, we have had to establish certain prior-
ities in the handling of investigations before the grand jury.

As you are probably well aware, grand jury practice has become
very sophisticated and in some respects very cumbersome.

Nonetheless, we have managed to proceed with our priority in-
vestigations at a reasonable pace, bearing in mind that financial
investigations of this type normally take years to complete.

“Operation Greenback” has its share of fugitives out of the
southern district of Florida. Some because they are aliens who
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have not been arrested, others because they have fled after posting
bail. However, we have succeeded in keeping bails in “Greenback”
cases at a higher than ‘“‘normal” amount.

Bails in “Greenback’ cases have, on the average, fluctuated from
$150,000 cash or surety to $1 million cash or surety. Certain cases
have gone much higher than that to as much as 35 million surety.

Total seizures in currency exceed so far $20 million to date, with
individual seizures of up to approximately $9 million from one
entity.

Ag}(;nts from ‘“Greenback’” have also seized five aircraft, includ-
ing several twin-engine late model airplanes and seven other vehi-
cles. We have also seized approximately 50 pounds of cocaine of the
highest purity, as you will see.

Finally, we want to indicate that since “Operation Greenback”
started, compliance with the reporting requirements of the Bank
Secrecy Act relating to financial institutions have increased 400
percent both in the number of currency transaction reports filed
and in the dollar amount reported. This has enabled us to deter-
mine that some of the more significant money exchanges that
“Greenback” has under investigation have moved over $2 billion
through their bank accounts during the last 3 years.

We have identified approximately 50 exchange houses operating
in the Miami area and these are very conservative figures.

We would like now to proceed with a visual presentation.

Mr. Rosenblatt has this.

[Presentation of slides.]

Mr. RosEnBrLATT. The first slide is self-explanatory.

This was initiated by the Treasury Department with the U.S.
Customs Service, Internal Revenue Service, and what we have here
is a currency transaction report, IRS Form 4789.

Due to privacy and sensitivities, we have eliminated the identifi-
cation of the individual.

If you will notice the amount about the middle of the page, that
is not an unusual transaction here in Florida.

You take this particular form with this partic.: - » form and what
you are able to establish is source and origin of t. 2 currency, do a
comparison, and here you begin to use manpower, and document
the unusual flow, in this instance, as it related to Florida.

You begin your analytical phase as we did in “Operation Green-
back,” and you understand the relaticnship to the national and
international elements that are involved. This initial process is
done at the headquarters level in Washington and maximizes the
use of limited resources for target selection.

This analytical product is also coupled up with some charts that
clearly exhibit a geographic flow of currency from the Jnited
States to the source country.

Broken down in a different geographical representation is a
chart for the conceptual money flow. In essence, it is the reverse
side, or as we say, the flip side of the narcotics routes.

“Operation Greenback,” as I said before, focuses on the proceeds.
The targets selected are those financial institutions, organization:
and individuals who launder these proceeds by whatever means.

These projects require agent and analytical personnel, U.S. attor-
ney resources, and what they are doing is a further refinement of
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target selection and the application of financial investigative meth-
odology.

Agents query data bases, criminal indices, and in this particular
slide, we have an agent scheduling out the CTR or the currency
transaction reports, and the CMIR reports.

The source and the origin of the currency together is either
foreign or domestic and both require reports. In this fashion we
have ‘what we call the hammer and anvil effect.

_This is a room within the “Greenback” facilities, for communica-
tions, and part of the traditional techniques of investigation is to
have communication with sources of information, even in foreign
countries.

Over to your left in this particular slide is some of the sophisti-
cated technology we are using, video cameras to observe certain
activities of suspects.

One might be curious when one sees some monopoly game sets
under the mattress of a bed but your curiosity is rapidly satisfied
When you discover that an individual back on August 23, 1980, left
with six sets concealing $1.5 million.

You will notice in the upper portion of the picture, that the
boxes are hermetically sealed with plastic wrappings.

This is an example of another courier recently departing from
the Miami area.

The Pamper diaper box later turns out to be a container in
which over $700,000 in U.S. currency was concealed.

_Another method of taking money out of the country is by private
aircraft. You will notice the identification markings on the upper
rlghtdportlon of the aircraft. This is one of three aircrafts that were
seized.

By applying Customs law, two aircrafts were seized, and in coop-
eration with DEA, a third aircraft was seized in August 1981.

In this particular case, as the monopoly case, vital information
was provided by DEA.

What makes private aircraft cases more difficult is the enormous
amount of general cargo that can be carried out of the country. In
this instance, they were attempting to export merchandise valued
at over a $.100,000 which was an additional violation.

_Along with or commingled with this, shoe boxes full of money,
six shoe boxes representing $1.6 million.

The next few slides you are about to see relate to an incident
that happened here recently, a complete unloading process of
money. Two boxes coming out of a vehicle trunk, and, by the way,
the name in the upper right-hand corner has no bearing on this
particular investigation. You have two individuals using a hand
dolly to transport two large boxes, obviously too heavy to carry,
into an office in a commercial building.

If you look in the center of the picture above and to the right of
the lamp, you see two figures. That is the particular office these
two boxes went into.

You will notice the stuffed condition, that is money. When you
take the money out of one of these boxes, that is how much you
can get in one of these boxes. Both boxes, twice as much.

Here is an example of another container found in this office with
that much money in it.
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i ing tape to bring the
They even use wrapping paper and masking
moneesy into the office which represents a pooling or a stash area for
currency. " ai
is i er container. ' o
%F(}cﬁls lﬁa%fréoto recognize that trafficilkgrs need financial interme-
iari here they can store or pool their money. p
dl%}’(l)?ls vys;gllenoticeyon the tables, although not necessarily related to
this case, “Greenback” agents seized money counting machines, _a?
well as I’ninicomputers which violators need to run the financia
i f their operations. _ . y .
Sl(}l‘eh% next fII')ame represents the focus of (}reen’pack. As with
smuggling, narcotics seized at the border are in their most con_?cer.l—
trated for’m, the proceeds are also most vulnerable when {}, is
pooled prior to exiting the country through the use of legitimate or
illegitimate channels. .
ey right there represents $3.6 n‘1‘1lhon. A
rllilhe};:olillls? Ild(j)rwng to—these are agents, ‘“‘Greenback” per sonngelé
counting the money. It took them over 8 hours to count $3.
m%‘%znériminal element has the same logistical problem that we
do, only we have to be more accurate fox;; court plllrlxjpozes.

’ 1so have to employ money-counting machines.

rIIt‘:hggﬂas down to, this bulk of money has got to get outhof th}ei
country or be brought from around the country, either t rou%
legitimate or illegitimate channels. What the criminal elements,
narcotics traffickers are attempting to do is to take it O}ﬁ_ in sics)}rln?;
fashion like this. This representstg check, over $4.2 million, tha

ized in this particular operation. . .
W%iszlzi?acglcal se%se, “Greenbacks” represents a virtual _certan}
potential for a significant number of important prosecuiglonts of
major money launderers, financial institutions, and narcotics traf-
ficking organizations together with forfeiture of their assets.

In a strategic sense, the operation has the_potentlal to be develi
more meaningful. It represents more than just another Federa
effort. It is an innovative approach which blends target _selec1_;1c})cn
and the techniques of traditional and investigative disciplines Tho
a devastating weapon for Federal law enforcement against the
organized criminal elements.

hank you. . y
are.l%hoys—TORRES. In concluding, “Operation Greenback” has thus

it 1 joi Federal
trated that it is only through a joint effort of all ¥e
ii?ci‘?:?rgrel;t agencies that we will be able to make some inroads
into the multi-million-dollar business of drug traffic. ”
We now submit ourselves to whatever questions the commiitee

ight have. . '
ml[%‘}llle pi";pared statement of Mr. Rios-Torres follows:]

PREPARED STATEMENT OF JORGE R10s-TORRES

i i behalf of the
i ; thank the Committee for the opportunity to speak on
Delpg’ltsrlrlleg:ﬁ fr;Jfaleustice on Financial Investigations and on Operation Greenback.

HISTORY AND BACKGROUND

i its enforcement
inning of 1980, the Treasury Department, through its e
corﬁ%otr?:ntzegiﬁ?érr%al Revenue Service (IRS) and U.S. Customs Serzﬁceb(UIS{CSg%
became aware of the tremendous flow of currency occurring through the banks
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South Florida; South Florida had already been considered by federal authorities to
be the main port of entry of drugs coming from South America.

As a result, a Cash Flow Project was initiated by the Department of the Treasury
with the purpose of identifying and tracing the assets of major drug trafficking
organizations for seizure and forfeiture and at the same time to develop enough
evidence to criminally prosecute the principals of these organizations. This is the
type of “financial investigation” for which Operation Greenback was created.

Operation Greenback is a joint investigative effort between components of the
Department of Justice (Criminal Division, Tax Division, U.S. Attorneys’ Offices,
DEA and FBI), and the Department of the Treasury (IRS, U.S. Customs Service and
Secret Service).

The Criminal Division, through the Narcotic and Dangerous Drug Section
(NDDS), provides attorney support to the investigative effort of the enforcement
agencies. This participation is directed to secure two main objectives:

(1) To work operationally with the U.S. Attorney’s Office and Tax Division Attor-
neys using innovative approaches to develop and prosecute cases utilizing Title 81
(Currency violations), Title 26 (Tax violations), Title 21 (Drug violations) and Title 18
(Racketeering violations), and to seek the forefeiture of illegally obtained assets
under Titles 18, 21 and 31.

(2) To take the investigative and prosecutorial techniques learned in this pilot
program and disseminate them to other districts by: (a) active on-site participation
in support of other U.S. Attorneys and, (b) through conferences, training programs,
and similar information exchanges with U.S. Attorneys and investigators.

AGENCY COMMITMENT

Operation Greenback has been functioning as such since May of 1980, when the
first contingent of Department of Justice Attorneys (2) was sent to Miami for the
purpose of organizing a Task Force under the supervision of the U.S. Attorney.

At present there are three (3) Department of Justice Attorneys assigned full time
to Operation Greenback in Miami, one attorney assigned to the Middle District of
Florida to work on Greenback-type cases and one attorney recently transferred from
Greenback in Miami to Chicago for the purpose of organizing a similar Task Force
in that District.

In addition, until recently we had two attorneys from the Department of the
Treasury assigned to work exclusively in Operation Greenback. One of those attor-
neys is now in private practice, but there are ongoing negotiations with the Depart-
ment of the Treasury to fill that vacancy. We still have an IRS attorney working
full time in Greenback.

We also have the support of one Tax Division attorney, who is handling two
“Greenback” cases and is presently on trial in one of them in Miami.

The agent force is composed of 25 IRS Agents, 12 U.S. Customs Agents, and 6
DEA Agents. In addition, we have 4 Revenue Agents from IRS, 1 Intelligence
Analyst from DEA and 2 Research Specialists from U.S. Customs.

The other enforcement components of both Justice and Treasury have assigned
one agent each to be the liaison with Operation Greenback.

The U.S. Attorney has committed himself to assign 2 of his assistants to Oper-
ation Greenback as soon as he is authorized to hire 6 new assistants that he has
requested.

The Executive Office for U.S. Attorneys has provided space and equipment within
the U.S. Attorney’s Office in three Districts (Southern District of Florida, Middle
District of Florida and Northern District of Illinois) to house and support the
respective components of Operation Greenback.

DEVELOPMENT OF INNOVATIVE APPROACHES

As stated above, one of the main purposes in creating Operation Greenback was
to develop and effectively use innovative approaches in the prosecution of Title 18,
Title 21, Title 26 and Title 81 violations.

Since its inception, Operation Greenback has been a learning process for every-
body concerned: prosecutors, agents, the courts and certainly defense attorneys.

Agents in Greenback have utilized the information obtained through reports
required by the Bank Secrecy Act of 1970 to detect and target major organizations
moving fabulous amounts of currency through the banks of South Florida and
elsewhere. Prosecutors have utilized the same reports or the falsification of informa-
tion contained therein to go after the principals of some of those organizations by
Grand Jury investigations which have resulted in indictments.
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The use of the forfeiture provisions in the Bank Secrecy Act and in Title 21 has
resulted in the seizure of numerous assets, some of which have either been forfeited
or are in the process of being forfeited to the government,

I might add that information obtained from Greenback investigations has led to
seizure of funds and assets in foreign countries through mutual assistance efforts.

In every prosecution attempted so far in Operation Greenback, prosecutors have
tried to maximize the use of the criminal statutes available to them; however, some
of the stronger statutes otherwise available for other types of violations (RICO: Title
18 USC 1962 et seq.) are not available for Title 81 violations as these are not
predicate RICO offenses.

Qur experience, however, tells us that some of the statutes that we are dealing
with in Operation Greenback, mainly the Bank Secrecy Act, should be amended to
close some apparent and some not so apparent loopholes. I understand that the
Justice Department has submitted its proposals in this regard to the Office of
Management and Budget. When the proposals have been cleared by OMB, the
Department will be prepared to discuss them with this Committee.

Additionally the Department of Justice is re-examining certain statutes that have
limited the success of investigative and enforcement efforts and will soon propose
new legislation to enable us to more effectively investigate and prosecute drug
trafficking activities and its all-important aspect of financial gains. To this effect,
there has been recent testimony by a Department of Justice representative before
the Subcommittee on Crime of the Committee on the Judiciary of the U.S. House of

Representatives.

ACHIEVEMENTS

To date, Operation Greenback has filed 14 indictments involving approximately
51 defendants. We have 32 other investigations open at various stages of activity.
Because of the limited attorney resources at our disposal, we have had to establish
certain priorities in the handling of investigations before the Grand Jury.

As you are probably well aware, Grand Jury practice has become very sophisticat-
ed and in some respects very cumbersome. (See The Right To Financial Privacy Act
of 1978, and the records to be kept under it, even for material obtained through
Grand Jury subpoena.)

Nonetheless, we have managed to proceed with our priority investigations at a
reasonable pace, bearing in mind that financial investigations of this type normally
take years to complete.

Operation Greenback has its share of fugitives out of the Southern District of
Florida. Some because they are aliens who have not been arrested, others because
they have fled after posting bail. However, we have succeeded in keeping bails in
Greenback cases at a higher than “normal” amount. Bails in Greenback cases have,
on the average, fluctuated from $150,000 cash or surety to $1,000,000 cash or surety.
Certain cases have gone much higher than that to as much as five million dollars
surety.

Total seizures in currency exceed $20,000,000 to date, with individual seizures of
up to approximately $9,000,000 from one entity.

Agents from Greenback have also seized 5 aircraft, including several twin engine
late model airplanes and 7 other vehicles. We have also seized approximately 50 Ibs.
of cocaine of the highest purity.

Finally, we want to indicate that since Operation Greenback started, compliance
with the reporting requirements of the Bank Secrecy Act relating to financial
institutions have increased 400% both in the number of Currency Transaction
Reports filed and in the dollar amount reported. This has enabled us to determine
that some of the more significant money exchanges that Greenback has under
investigation have moved over 2 billion dollars through their bank accounts during
the last 3 years. We have identified approximately 50 exchange houses operating in
the Miami area and these are very conservative figures.

CONCLUSION

Operation Greenback has thus far demonstrated that it is only through a joint
effort of all federal enforcement agencies that we will be able to make some inroads
into the multi-million dollar business of drug trafficking.

Mr. ZerFERETTL. Thank you. That was an excellent presentation. I
know the record you have accomplished. I want to commend all of

you.
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The only question I have, what do i
, you think you need as far as
resources are concerned to do this job more effecti
gril?terl'% 1mpr%ct on this overall probl‘zem? © effectively and have a
r. R10s-TorrES. Mr. Chairman, as was said before thi i
here, there are some legislati , ood o be dono 1o
or%/(ler phere are gislative changes that need to be done in
r. ZEFERETTI. I know that. I am talking about th i
of it, the mechanics of it. I k legi B e i arorking part
WeI ol T paraes now legislatively which way we think
am talking about the nuts and bolts. Is th
. . ere a
assist you, at least by recognizing the problem, maybév?}’le?s ic;ag
W&{\}& allRof u% can assist toward that effort.
Mr. Rios-TORREs. Definitely resources, human reso i
gler:dnri%d in hOper:lation Greenback.” We need more a&?r?e;; e“l’ré
re physical space to locate t i :
yoﬁ‘ st;ff R il v}r)are. ate the operation, as members of
r. ZEFERETTI. I want to apologize, too. I i
last night. We got lost in traffic, = "as going to get there
%/I/Ir. SRHAWTWe also need roads here.
r. Rios-Torres. Basically, those are our most i
more attorney support and more spac i press.mg~ oy
ﬁr. gEFERE%TL e e e SI})1 X v?r .and security considerations.
r. SHAW. Earlier in the day during the testimon i i
of J
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W%*e creating havens for narcotics dealers ar?d tra}}ﬁckar};. intention
_ Could you expand on that and tell us exactly what is your
impression as to the extent the governments such as the Bahamas
?Ssn(iarllgl%l :oggleratmg with us or not cooperating, or if they are
purning the er way and allowing illegal activity to go on in
If my question i iti i
it 1 un}:i grsta rign 18 too sensitive, and you would rather not discuss
Mr. ZerereTTI. Mr. Gruden.

TESTIMONY OF PETER GRUDEN, SPECIA
, L AGENT IN CHAR
DRUG ENFORCEMENT ADMINISTRATION, MIAMI, FLA. o
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equipment. There is another problem in the Bahamas, and they
tend to acknowledge it.

They do have a problem with corruption. I don’t think it would
do any good to get into any detail, but they do acknowledge the
fact that they do not control several of the islands within their
possession, and the Colombian flag flies ¢ er some of those islands.

Mr. Saaw. I have heard particular reference to Andros lately
which is certainly, it would not be one of the uninhabited islands
and one of the chief islands of the Bahama chain.

I received information that the law enforcement officials seem to
turn their head the other way almost by way of practice with
regard to the enforcement of laws and complete disregard for our
laws.

Do you have any specific information as to what example?

Mr. GrupeN. No, I don’t. The only comment I could make in
terms of my perception of what is happening in the Bahamas is
that they are completely overwhelmed with the problem as we are
here, and they probably lack in resources to respond even in the
small way we have in this country. They are hurting.

Mr. SHAW. Perhaps we should continue this with testimony from
the State Department. It is an area that we should explore further.

Yes, sir?

Mr. Rios-Torres. If I may, my experience has also been with
regards to cooperation and exchange of information, banking infor-
mation from the Bahamas. They have strict, very strict privacy
laws, banking privacy laws over there, and they have decided it is
against their best interest to try to negotiate any type of agree-
ment that would open the doors for law enforcement to get access
to those banking records.

We have approached through the Office of the International
Affairs of the Criminal Division, the British Government who con-
ducts all their foreign affairs and would negotiate in a similar
treaty like the Swiss Treaty on Mutual Assistance. And we have
been turned down in our offer to engage in that type of negotiation
with the British Government.

Mr. SHaw. Our negotiations have been with the United Kingdom
rather than with the Bahamas?

Mr. Rios-TorRES. Yes.

Mr. Hurto. Well, Attorney General Smith this morning indicat-
ed that the people of the Bahamas just laugh at the United States.

Did you agree with that or do you find they are willing?

Mr. Rios-Torres. No, they are not willing.

Mr. Hurto. I see.

Mr. Suaw. It appears an area that might be very fertile for
further hearings for this particular committee.

When you have governments that are totally looking the other
way, when we are being literally assaulted, and that these places
are offering havens of opportunity for those that would violate our
laws, a destructive process as this, it is time Congress acted and
perhaps the State Department speak out.

Mr. ZerErRETTI. Mr. Hutto.

Mr. Hutto. Just a brief question.
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I believe you said earlier, or it was in your statement, on the
cash transaction reports, some of those reports are filled out, but
the one that goes to the Government is done away with?

Mr: RoseEnsrLaTT. That is correct, two cases, the most recent one
here in “Operation Greenback.” The individuals only prepare what
we would call a file or bank copy of the 4789.

The original whick is supposed to go to the IRS was destroyed.

Mr. Hurro. How many copies do they fill out?

Mr. RosgNBLATT. You only need one currency transaction report
for each transaction in excess of $10,000 or unusual transaction.
Only one report needs to be filled out.

Mr. Hurro. And that report normally goes to whom?

Mr. RosenBLATT. It goes to the IRS, I believe, in Ogden, Utah.

A copy should be kept on file. I would rather defer to Mr.
Langone.

Mr. Hurro. It is the file copy that is usually done away with?

Mr. RoseNBLATT. The original, I believe.

TESTIMONY OF ANTHONY LANGONE, INTERNAL REVENUE
SERVICE

Mr. LaNGoNE. Mr. Hutto, in that particular instance, the banker
prepared the forms, maintained the copy of their forms for their
records, but neglected to send IRS our copy, so that if the bank
investigative agency went in there, they would find a copy of a
4789, but it has never been reported to IRS.
~ Mr. Hurro. In that particular case, then he had violated the law
in fact, and was any action taken?

Mr. LANGONE. It is under investigation.

Mr. Hutro. OK.

Mr. ZerereTTL. Thank you very, very much. continue your good
work. One question: Can you give us an idea of the value of the
assets you've seized thus far?

Mr. RosENBLATT. In excess of $20 million.

Mr. Rios-Torres. So far we have seized in excess of $20 million.

Mr. RosENBLATT. Also I believe, Mr. Langone——

Mr. LanGgoNE. IRS has assessed both jeopardies, terminations,
and regular assessments at $85 million in 1981.

Mr. ZerereETTI. Thank you very much.

We will come back at 2:30 p.m.

[Whereupon, at 1:50 p.m., the select committee was recessed, to
reconvene at 2:30 p.m., the same day.]

AFTERNOON SESSION

Mr. ZerERETTL. Our next witness will be Hon. Gerald Lewis, State
com;gtroller, and Mr. James York, Department of Law Enforce-
ment.

Your prepared statements will be made part of the record. Pro-
ceed in any manner you feel comfortable with. Start, Mr. Lewis.

TESTIMONY OF GERALD LEWIS, COMPTROLLER OF FLORIDA

Mr. LEwis. Mr. Chairman, and members of the committee, we
want to thank you for the opportunity of being here and perhaps
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most important, thank you for coming to Forida to get right at the
heart of the action.

I have given to the committee a statement, and will try to
summarize my initial several pages and deal with the overall prob-
lem of the drug menace, not only as it relates to Florida, but I
think to the entire country, but you have heard that from the
Governor and the Attorney General.

I would like to go directly to my particular responsibility which
is as banking commissioner.

There is no secret that the drug business, goes into the billions of
dollars, and obviously, this money is cash money, and to whatever
extent we don’t know but some of it has to get into the banking
system, as it does into other legitimate businesses.

As you know, the Currency and Foreign Transactions Reporting
Act, title IT of the Bank Secrecy Act, is Federal legislation that
requires financial institutions to report certain currency transac-
tions to the Internal Revenue Service on a form called a currency
- transaction report, commonly referred to as a CTR. I have a chart
which makes it somewhat simpler to understand.

Under the act, the Secretary of the Treasury is authorized to
delegate the responsibility of ensuring compliance with the act to
other agencies of the Federal Government. In the case of State
banks that are members of the Federal Reserve, the Federal Re-
serve has been delegated the responsibility. In the case of non-
member banks, the FDIC has the responsibility to ensure compli-
ance.

The purpose of this act was to require banks to report cash
transactions in excess of $10,000 to the IRS within 15 days of the
transaction.

This information was to be reviewed and stored in a computer
base to be used by law enforcement officials to detect criminal
activities of members of the underworld, those engaging in white
collar crime, and income tax evaders, and anything that falls into
that category, and in this case, I am certain to be used as a tool in
checking on the laundering of drug money.

Since law enforcement officials have found that persons involved
in criminal activity use financial institutions to facilitate their
schemes, the CTR has been recognized as a tool to aid in tracing
drug money laundered through financial institutions.

The bank regulators’ role is to ensure that the CTR’s identifying
the cash transactions are reported timely and accurately. Although
the bank regulators’ role is only one piece of the puzzle in drug
enforcement, it is a very important tool for law enforcement.

A couple of years ago I set up a task force to study this matter,
and they recommended a number of improved methods for our
operation, but the matter that would affect this committee is the
checking on the large cash transactions, those in excess of $10,000.

The task force concluded that the Federal rules for reporting
cash transactions were too loose and easily circumvented. Further,
prior to July 1980, banks were not required to maintain a copy of
the CTR filed with the IRS at the bank.

The FDIC and the Fed in checking a bank had no way of know-
ing whether thay had filed CTR’s, because they didn’'t have the
copies on file.
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I had the opportunity to testify before the Senate Banki -
rmttee in 1980, and I discussed at that time the rules ha?dg t((])org;
tightened by the Treasury Department. Whether or not my testi-
mony had anything to do with it, I don’t know.

The rules have been tightened.

Th(?re is a balance that has to be achieved, obviously, before
allo.wmg ordinary commerce to go on. You have a lot of legitimate
businesses that deal in cash, school boards, for example, and you
want to allow that type of activity to proceed. ’

. You want to draw a line between that and getting the illegal
transactions; but in any event, the Treasury Department has tight-
ened the rules.

We have also established a special team of investigators on cash
transactions. )

I might say no other State does this, no other Stat
We have checked with all the other States. © regulator.

I have taken the position that we are in a somewhat unique
position perha_ps here, and that it is something that we have to do
in our ofﬁce,.lf we are going to try to get a handle on the large
cash transactions that are flowing around, especially in the south
Florida area. '

We found out some rather interesting facts wh .
this, Mr. Chairman. g 8 when we began doing

thz}Ilfe{ Sc.hart is in different colors by design. The bank reports to
Those agencies that h:e access to the CRTs are the T
Department, Customs, ar.d IRS, and also th ¥ Depart.
erertment, Custom , so the U.S. Justice Depart-
We don’t. We don’t have access to any infi i i
_ \ ¥ Information that resides
ilsﬁ any of the other agencies, so we are kind of flying blind as we do
is.
We found some other interesting facts. We found in our i
_ . . examina-
tion of banks in the south Florida area that some banks are r?gt
filling out the Cash Transaction Report completely.
We haye.a copy of one. It is a very simple form, but some people
?;ef'ﬁofi fllhtng 1tdo%11’: complgtely. We found others are not accurate-
1lled out, an en we found that in so
not even sending them in at all. me cases the banks are
Now, in one case, one State chartered bank, we checked with the
gjst b}lg é;}elzle%l}ﬁﬁle ?ﬁldt recelicved an informal response that 48 per-
ent of the 's that we found on file i
fllzd o CIRS n file in the bank had not been
Imost half had not been filed, and we found lett
\ , er perfect
copies, but they had never gone to the IRS, according to thpe IRS.
We asked for verification in writing that we could use as compe-
tent.a.nd sqbstantla} evidence that we need in court, and at an
administrative hearing in Florida, and the IRS apparently has
fs;;.oome legal problem as to whether they can convey this informa-
ion.
They told us we would have to submit a re i iti
hej quest in writing to th
Assistant Secretary of the Treasury in Washington, and hegconsidGi

ers each request on an individual basis o
6 months. 18, and would respond within
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We sent out a request to him on a total of originally four banks,
now a total of seven, and that was in August, August 19 of this
year. About 1 month later in September we received an acknowl-
edgment that this had been received, but we have not yet received
the OK for the IRS to give us some written certification.

I don’t know whether we have a problem with Federal legisla-
tion, or whether this is just the case, a case of what I have seen at
the State level, I guess at every level, local and State of one
bureaucracy versus another one and things getting bogged down.

I don’t know, but I would respectfully suggest that there needs tc
be some more rapid response to this type of thing. We can't take
any action. We are furthering our investigation. We have tried to
get the bank to enter into a memorandum of understanding on the
one that did not submit half of its reports, and they are claiming
that we are in error, and we are going over that, and we may be.

That is a possibility, but the point is, there is nothing really that
we can do because if we were to take action againt them and they
were to protest, and our only evidence is a telephone call to the
IRS, and I don’t have to tell you that is not exactly the kind of
evidence that we could get by with, and it just seems to me that
that is fairly basically just letting us know in some verifiable form
whether or not these reports are on file.

If I seem somewhat frustrated, I must tell you that I am, and not
at you, because I am delighted that you are here and are taking
this interest, but this has been going on for a long time.

I first wrote in February 1979 to the Secretary, then Secretary of
the Treasury, and then U.S. Attorney General saying we were
beginning to read articles about banks in south Florida laundering
drug money, and any information that they had that would help
me do my job, I would appreciate and I will be glad to furnish you
with a file which but for the seriousness of it would cause some
laughter.

It looks like a “Keystone Cops” operation. We never could get a
meeting with the Treasury Department until after I testified before
the Senate Banking Committee, and some of the members became
a little upset, and then Treasury people said we would like to meet
with you, and even then, the meetings were very nonproductive,
and we then were beginning to read about a secret Treasury De-
partment report that showed Miami banks involved in laundering
of money. And we tried unsuccessfully to obtain a copy of that
report, and we were told on occasions that it didn't exist, that was
a product of the media, and I was given a copy then by a member
of the national media in an interview when he said, “You have
never seen it?”’

I said, “No, I haven’t.” He said, “Well, would you like a copy?”
And I said, “Yes.”

“If you have a Xerox machine, it is yours,” he said.

I get frustrated with that kind of action. Also, I was asked of
that same program if I ever heard of “‘Operation Greenback.” I said
no. One week before that interview which was in November of last
year, representatives of the Treasury Department told us there was
no such thing as “Operation Greenback.” We now know there was,
and I hope that it is very successful.

Mr. Suaw. Could you put this in a time sequence?
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Mr. Lewis. The first date that I actually have some reccrd of
would be February 1979 when I wrote to the then Secretary of the
Treasury and the then U.S. Attorney General saying that we have
read about.Federal investigations dealing with banks, and that if
there was information that they could make available to us, we
would appreciate it.

That began a series of correspondence back and forth. I don’t
recall the exact sequence. We can give that to you.

Mr. SHAW. Has there been an increase in cooperation, or is it
business as usual with the present administration?

How is that shaping up?

‘ Mr. LEwis. In fairness, I am not sure that the new administra-
tion has had enough time for there to be a noticeable change, so I
really can't say.

We are proceeding with our investigations, and we continue to
turn over whatever we have to all of the law enforcement agencies,
Statga and Federal, that are in the area, and we have not yet ever
received any feedback from law enforcement agencies.

We have a very good working relationship with the bank regula-
tory agencies. We don’t have problems getting information from
the FDIC, even the Comptroller of the Currency, though we don’t
correspond as often, because he has the national banks and we
have the State banks but when there has been occasion to work
together, we found cooperation.

Again, there may be legislative problems involving the secrecy of
law enforcement information. If that is the case, I wish someone
would just tell us that, and perhaps, to the extent that is feasible
the law could be changed. ’

There is information, I am certain, that we should not have
access to, that law enforcement agencies have.

Two examples of cases that I think might have been handled
somewhat differently: One involved an investigation we were con-
ducting of a State bank.

_We went to the FBI agent in Miami who was our contact, told
him about our concerns and asked if they had any information or
wanted to work with us or whatever.

He said that they were aware of the particular concern we had
about this particular individual who was a major stockholder of the
bank but he could not tell us anything else.

As we proceeded with our investigation, we found the name of
that very FBI agent turning up as a guarantor on a note on a loan
made by the bank. We didn’t know what to do with that, so we
went to the DEA representative, and told him of our dilemma.

Here is the FBI agent we are dealing with and yvet we find his
name, and we don’t know whether he is an undercover agent or is
he doing something improper.

DEA acknowledged, yes, they did have an investigation going on
of the bank, but couldn’t tell us anything going on at the bank. We
were able to remove that principal stockholder and two others
resigned and the U.S. attorney did subsequently indict all three of
th(%:_se individuals, but scmewhere back there there was no coordi-
nation.

A second example occurred just about that many months ago, in
the last 6 months or so, when we were investigating a bank, and
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received an urgent call from the Federal law enforcement
ggeency saying thatgyou are tripping over our investigators. \Ze
have undercover people planted in the bank, and we should quietly
withdraw, so they could conduct their criminal investigation.

We did in response to their request. There must be a better way
to do it, because we might have blown their cr1m1na1’ 1nvest1gat}1101%
without knowing it, and this just, as I say, I don’t know wha
technicalities may prevent them from coming to us and letting us

know, but it is just very frustrating to me.
[The prepared statement of Mr. Lewis follows:]

PREPARED STATEMENT OF GERALD LEWIS

is a cancer that threatens every citizen of this nation. And
un'Ilzlses gfl(la%tir\rrf I;igshods of dealing with this cancer are developed, the1 c1gnhzat10ns,
economy, and way of life that we have created in this country will sure yt eco}xiu? a1
emaciase’d as the victims of real cancer. We will see the body of this country s rlvg,o
and die right before our eyes urfﬂess we begilsp treatment, and if necessary, surgery
i i rowth from our nation. . o
rerﬁg‘\;fve ;?ésvl‘gaglggzrégngeg? Banking, which I am here to discuss, is just one s.maﬂ
piece of the entire jigsaw puzzle. Everything is interrelated, and when you put it a
e the whole picture. _ )
to%elg: eér?lgupi%blem is not%ust a Miami problem, not just a Florida Erobl.emil atr'ld
not even a national problem. It is an international problem. It begins 1ﬁnd i?hntl:
America and elsewhere where the marijuana and cocaine are grown. Wehru,a a
payoffs and kickbacks are made to ensure the uninterrupted growth of t ege grgﬁs
of destruction. More payoffs and bribes are made to allow for the export of the
nited States. . )
dr}%%zézso atgg glanes are loaded to the bursting point and methods of sneal]é{mg thein
into the U.S. are set in motion. People are hired to pick up these dru%{s a s%alt ox:d ;
catch an air drop at some isolated out-of-the-way place. And as we ehllb now, ofn la,
because of its proximity tcl) Latin Amtc_lenca1 antd the_Ctarlbbean, and because of o
iles of coastline, is a natural entry point. ' o
th%‘éiiﬁgz ?)ff lilzl}ieiuge amount of cash that drug trafficking generates, it is c}ala}rsy ’zo
understand how persons who are normally law abiding citizens can be brought, into
this operation. Huge sums of money, often many times V{h.at a person Ci'?‘il e%rn Xl 3
full year, are offered for one night’s work to bring the illicit drugs into Florida. An
one other factor—reportedly only about 5 to 10 percent of the drug caigoe}f agg
stopped. So a boat owner, offered astronomical sums of money with a fiern(% e g .511111
of getting caught, become a part of the scheme. It is not hard to unders t;emffvv‘ :{s
Now the drugs are here, and already we have bribery of government o 101&11
abroad and the corruption of our own citizens, and the drugs aren’t even on the
streets yet. ) o in < of
ion of our society begins when the drugs are sold and huge sum
mg‘zgaey ggg?ggused into our ecgnon%y. If you consider just the drugs alone, tha;;. lead?
to a variety of odious effects. The urge to acquire drugs leads to des'tguc 1onlo
families, fortunes, and lives. Crimes related to the financing of drug habits are also
ffshoot.
an@%%ié 0effects are serious enough, but the drug problem goes further. The dlgulgl
gangs need ways to hide cash they have acquired, and so legitimate uusmelsses da
prey to the lure of huge profits. We read that movie theaters, book stores, alﬁ f1:0-
mats, and similar legitimate btflsinizsfsestt};lha(fi nor(rinallly sdeal in cash are bought for
rpose of providing a front for the drug dealers. .
th%lslcgg é)lfmgoof casg are usgd to purchase expensive property, homes and cor}d%mén-
iums. And I mean purchase, not just down payments. That unreah.st_lcally_tl.n a Es
the price of real estate, making it nﬁ)re d1ff“£:u1t for the law abiding citizen to
i merican dream of owning his own home.
re%lilzgltggnés battle it out for control of the drug market. Almost every .c%la'y yog can
pick up a copy of the local papers and read o’f; some drug related ki H%g..t_ome
people say, “So what! It's just scum killing scum.” But all too often innocent ci t1;zek:)ns
are also victims. About a year ago at the Dadeland Shopping Mall, innocen f“y-
standers were hit when a drug Tmuggler let loose with a spray of machine gun fire
i ill a rival smuggler. ) .
atf:re}rlr;%t lirrllgat%sts}*ell, is whatgv%e are facing. Now turning to my area of resplonglb\%lll-
ty, the financial institutions of this state and the role they have in this problem. We
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cannot ignore the reality that some of this illicit drug money is ending up in our
banking system. Federal Reserve figures clearly show huge increases in cash in the
Miami area, and some of that money has to be drug related.

As you know, the Currency and Foreign Transactions Reporting Act, Title II of
the Bank Secrecy Act, is Federal legislation that requires financial institutions to
report certain currency transactions to the Internal Revenue Service on a form
called a Currency Transaction Report, commonly referred to as a “CTR”. Under the
Act, the Secretary of the Treasury is authorized to delegate the responsibility of
ensuring compliance with the Act to other agencies of the Federal government. In
the case of state banks that are members of the Federal Reserve, the Federal
Reserve has been delegated the responsibility. In the case of non-member banks, the
FDIC has the responsibility to ensure compliance.

The purpose of this Act was to require banks to report cash transactions in excess
of $10,000 to the LR.S. within fifteen days of the transaction. This information was
to be reviewed and stored in a computer base to be used by law enforcement
officials to detect criminal activities of members of the underworld, those engaging
in “white collar crime,” and income tax evaders.

Since law enforcement officials have found that persons involved in criminal
activity use financial institutions to facilitate their schemes, the CTR has been
recognized as a too! to aid in tracing drug money laundered through financial
institutions.

The bank regulators’ role is to ensure that the CTR’s identifying the cash transac-
tions are reported timely and accurately. Although the bank regulators’ role is only
one piece cf the puzzle in drug enforcement, it is a very important tool for law
enforcement.

Widespread reports of laundering drug money through financial institutions
began to surface in late 1978. Since my office has the power to remove any state
bank officer, director, or employee that engages in illegal activity, we began to
communicate with federal law enforcement and regulatory agencies, asking for any
information they might have that would implicate any bank official in drug related
activity. We also offered them any cooperation they might need that would assist
them in their investigations.

Meanwhile, my office was actively engaged in an investigation of huge sums of
cash flowing in and out of a Miami bank. This investigation underlines the Frustra-
tion we sometimes experience. The focus of our investigation was the principal
stockholder of the bank. We went to the FBI and told them of our concern. We told
them we were going to investigate and would, of course, turn over any information
to them that might be helpful to them. We also asked if they were involved in any
investigation of this bank. The agent we talked to said that his office was aware of
the individual, but could not tell us anything further than that. So we continued
with our investigation, and discovered that the same FBI agent we had gone to had
signed as a guarantor on a loan made by this particular bank. We went fo the Drug
Enforcement Administration and informed them that the FBI agent was involved in
a transaction with the bank. At that point the DEA said “Yes, we do have an
investigation going on involving DEA and the FBL” but they did not and would not
tell us the nature of their investigation. They did say that they had an undercover
agent working in the bank. But they did not identify the agent. We continued our
investigation and eventually removed the principal stockholder from the bank. Two
other bank officials resigned during the course of our investigation. Our findings
were turned over to the U.S. Attorney in June, 1980. Those three bank officials
were indicted earlier this year as a result of our investigation.

The frustration we felt at the time was that we wanted to do our job, and we
certainly did not want to interfere with what the FBI and DEA were doing. But, I
have to believe that when agencies are tripping over each other like that, it has to
hinder the overall scope of an investigation,

Meanwhil_e, our office has been developing procedures to attack the problem. We

created an internal task force to investlga’pe launderl.ng‘ operations. This task force

investigate, what our examinations could discover, what changes in our examina-
tions, if any, would be hecessary to discover laundering schemes, establishing a
liaison with all law enforcement agencies to exchange information pertaining to
drug activity, and determining if reviewing Currency Transaction Reports would be
helpful in detecting drug smuggling money, and if so, designing a method of exami-
nation and reporting.

The task force recommended the creation of a special team of investigators and
examiners that would concentrate solely on tracing cash transactions within state-
chartered banks. This team would examine state-chartered banks to see if they were
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in compliance with Federal requirements for cash reporting. This team is now in
operation full time.

I might add that this team was created from existing personnel and budget. The
recently concluded session of the State Legislature did provide four additional
positions for the compliance team.

The internal task force recommended that a special review section be set up
within our office to carefully review results of examinations to determine what
actions need to be taken and to make referrals to the proper law enforcement
agencies when necessary.

We also began to employ a special computer program to trace not only those
transactions that were being reported, but also those transactions that fell just
under $10,000.

The task force recommended improved methods for determining if banks were
complying with the federal requirement of reporting cash transactions in excess of
$10,000. The task force concluded that the federal rules for reporting cash transac-
tions were too loose, easily circumvented and difficult to enforce. Further, prior to
July of 1980, banks were not required to maintain a copy of the CTR filed with the
LR.S. at the bank. I recommended a tightening of those rules to the U.S. Senate
Banking Committee in 1980, and these rules have been tightened. Only time will
tell how effective these changes will be.

Theoretically, one should be able to take the CRT's and the information that'is
contained in them to learn more of the person or corporation that made the
transaction. However, the information that is being relied upon by law enforcement
is only as reliable as the information that is being transmitted to the I.R.S. by the
banks. We have found numerous instances in which either the forms were not filled
out properly, or the forms were not being filed in a timely fashion with the LR.S,, or
were not being filed at all. The one tool that we had all been led to rely on turned
out to be a weak link in our information gathering process.

I have taken enforcement action to require the banks in question to improve their
procedure of reporting. I have issued specific administrative orders to those banks
listing their noncompliance with reporting requirements and ordered them to make
a more concerted effort to comply with reporting procedures. If, after a period of
time, we find they are still not complying, then more severe action against the
banks will be taken. Our findings, as always, have been turned over to the federal
authorities. .

I said that we have discovered that some CTR’s are being filled out by the bank,
but are not being filed with the I.R.S. Unbelievably, there appears to be no mecha-
nism for determining whether these forms have been filed. In other words, an
examination of the bank may show letterperfect compliance, yet the LR.S. would
have no knowledge of what forms have not been filed with them. The information
that law enforcement agencies are relying on could well be incomplete and even
useless. In the case of one bank we hLave been investigating, we checked with the
LR.S. and received an informal response that 48 percent of the CTR's filed in the
bank were not filed with the IL.R.S. When we requested that the LR.S. certify that
information so that it could be considered competent and substantial evidence for
enforcement purposes, we were told that we must request the certification in
writing to the Assistant Secretary of the Treasury and they would try to respond
within six months. Apparently, there is some question as to whether the LR.S. has
legal authority to share information filed with their office.

I might point out that according to a survey conducted by our task force, Florida
is the only state bank regulatory agency that is routinely conducting compliance
examinations on Currency Transaction Reports.

It has been very frustrating, as a state regulator, to attempt to enforce the filing
of CTR’s with the current federal restrictions. The laws were tightened up in July,
1980; however, I feel there are still some changes that are necessary if state
regulators are to be effective in assisting the federal government in this endeavor.

Under current federal law, state regulators do not have access to CTR’s that are
filed with the LR.S. Therefore, I feel it is imperative that there be some federal
legislation to give state regulators access to this information.

1 also recommend that agencies conducting compliance examinations set up proce-
dures to verify that the CTR’s filed at the bank are also filed with the ILR.S. in a
timely manner.

I have tried to limit my discussion to my specific area of jurisdiction—banking. I
hope I'm not being presumptuous to venture one further suggestion. I have read
that there may be action at the federal level to coordinate under one head the
entire fight against illicit drugs. I believe this is essential.

We are literally engaged in a war. The organizations we are fighting are well
funded, are well armed, and have the unity and leadership to carry out their
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objectives. Unless we are just as committed to fight them, we will lose. It’s as simple
as that.

We cannot afford to be divided and bickering. Every public agency must make the
commitment now to pledge total cooperation with each other or the drug people will
win,

Banking is just one piece of the puzzle, as I have said, but the very nature of
banking points out the need for cooperation. In my area of responsibility, state
banks, I can and will continue my efforts. But the drug people are sophisticated
enough to know that my trail stops once the cash leaves a state bank and enters a
national bank, or leaves a state bank and enters any bank in another state or
abroad.

I will continue to do what I can, of course, but without assistance and coopgration,
my office can only score a few minor victories, not total victory. I will continue to
provide information that our investigators discover to the proper law enforcement
authorities. The only thing I ask for is that information that I can use is also
provided to me. . _

This complex problem can only be effectively addressed when all public agencies
work together. By pooling the energy and resources of all the agencies involved in
this effort, we can and will drive this illegal unwanted menace from our state and
our nation.

Mr. ZerEreTTI. Thank you. Mr. York.

TESTIMONY OF JAMES W. YORK, FLORIDA DEPARTMENT OF
LAW ENFORCEMENT

Mr. York. Thank you, Mr. Chairman.

This committee is interested in hearing about the money and
financing associated with drug smuggling. The State of Florida has
been diligent about providing documentation about the drug smug-
gling problem to the Executive and legislative leadership at the
Federal level.

This is at least the third congressional committee that my de-
partment has provided specific data for. Without repeating these
statistics which my staff will be glad to provide to the staff of this
committee, let me assure you once again that the money and the
profits associated with this $60 billion a year illegal industry are
staggering. _

One of the reasons they are staggering is that we have made and
continue to make a tragic error. Yes, a tragic error in the executive
branch, in Congress, in the State Department and even right here.
While we have been holding these public hearings and waiting for
legislation to be passed up in Washington, drug smuggling is
marching on.

Our tragic error is focusing on the moral/philosophical debate of
the drug smuggling problem. We ask ourselves, “Is marihuana and
cocaine more harmful to the health of its users than, for example,
alcohol or tobacco?”’

The question of whether or not marihuana is more or less harm-
ful to one’s health than tobacco or alcohol is virtually irrelevant at
this point, because drug smuggling is harmful to our health. It
touches the lives of every citizen in some way. Drug smuggling
impacts us either through inflated real estate prices, property
crimes, violence, corruption, or more directly, abuse in our own
homes.

Drug smuggling was very harmful to the health of: Sheila and
Sandra McAdams, aged 16 and 15; and George Sims, aged 39, and
Doug Hood, aged 21.

86-071 0 ~-82 - 7
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These people, innocent bystanders, committed the unpardonable
sin of accidently stumbling on a marihuana offload operation. They
were summarily executed. _

Drug smuggling was very dangerous to the health of little 7-year-
old Andrew Martinez who was kidnaped and held as collateral for
a $700,000 cocaine debt.

Drug smuggling was also very hazardous to the health of those
innocent bystanders who were shopping in Dade Land Mall Liquor
Store during a cocaine cowboy shootout. These people had to
scramble for their lives.

And drug smuggling was also very harmful to the health of
Donald Gaddis, 47 years; Steven Pollis, 37 years, and Joseph
Nelson, 38 years. Not long ago we pulled their bodies from a
shallow grave in Fort Myers. It appears they tried to doublecross
their boss during an offload operation by taking more than their
fair share.

A moment ago I alluded to the inflationary impact of drug
smuggling on real estate, especially in south Florida. It is estimat-
ed that $2.5 billion in drug profits have been invested in Florida
real estate, much of it in secret trusts concealing the identity of the
owner. And these investments have caused real estate prices in
south Florida to escalate an average of $2,500 because of drug
dealers’ willingness to pay inflated prices—often in cash.

In addition to the citizen sacrifices that I have already men-
tioned, further sacrifices are made through the indictment of not
only our law enforcement, judicial, and public officials, but once
law abiding citizens as well.

Yes, these drug profits all too often have an awesome power to
corrupt. This particular sacrifice is destroying the very credibility
of our criminal justice system in this State. _

Despite all of this, the Federal Government has given the im-
pression, by their inaction, that they don’t believe that drug smug-
gling is a national problem. Instead, it has forced the States to
apply limited budgets against an enemy with virtually unlimited
resources.

And the frightening reality about all of this is that even with our
best efforts against drug smuggling, our hands have been tied.
They have been tied because law enforcement has been handi-
capped by too many excessive rules, laws, and restraints governing
our criminal justice system.

But President Reagan in his address to the International Associ-
ation of Chiefs of Police seems to be ready to seek to loosen those
restraints. He paved the way for major reforms in Federal policies
and criminal laws that have heretofore been ambiguous, unclear,
and inconsistent.

Until now we have expected our Latin American neighbors to
use the might of their small armies to assist us in combating this
trade while our military forces, among the mightiest in the world,
have stood idle.

But the President is now urging amending the Posse Comitatus
Act to allow military forces to assist law enforcement in this
battle—a position that the political leadership in Florida has advo-
cated for 2 years.
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Until now we have imposed U.S. environmental standards on
other countries and withheld financial assistance if they sprayed
herbicides that would eradicate the illicit crops. But the President
is now supporting the responsible use of herbicide spraying in drug
eradication efforts—a position that the political leadership in Flor-
ida has advocated for 2 years.

Until now the smugglers with-their unlimited financial resources
have too easily jumped their million dollar bonds and fled to the
havens of the Latin Americas and other countries.

But the President has now recommended a bail bond reform that
will allow judges, under carefully limited conditions, to keep some
defendants from using bail to return to the streets or, more likely,
flee the country. The political leadership in Florida has advocated
this position for the last year.

Until now, the IRS has been prohibited from cooperating with
criminal investigations. But the President is now recommending
that we amend the Tax Reform Act of 1976. This Act, interpreted
by criminals as the Organized Crime Relief Act of 1976, when
amended, should hurt smugglers where they fear it the most—in
their pocketbook.

This proposal, probably as much as any other, will strike the
greatest blow to drug smuggling—the organized crime of the eight-
ies. And again, Florida’s political leadership has advocated this
position for a couple of years.

To those of us in Florida, the true significance of Reagan’s com-
ments is perhaps the knowledge that the Federal Government is
recognizing that drug smuggling is of national concern.

It is no longer sufficient to pay lip service to the State of Flor-
ida’s position on the front line against drug smuggling. We need
more than just a change in attitude, we also need those tools that
President Reagan has outlined—the tools that the political leader-
ahip in Florida has advocated for years—and we need them imme-

iately.

How long can we go on telling the parents of Sheila and Sandra
McAdams that relief is coming?

How long can we tell children like Andrew Martinez that they
have to be afraid to walk to school in our State?

How long can we continue telling people that it is unsafe to walk
the streets or go shopping?

I am prepared to tell this committee that I can’t, with a straight
face, tell the citizens of this State that there is a light at the end of
the tunnel, or even a glimmer of light at the end of the tunnel, if
we don’t get the much needed tools to fight this battle.

The remedies that President Reagan has called for can curb this
“American Epidemic” if they are supported and given a chance.
And if this committee really wants to make a major contribution to
efforts against drug smuggling, then you should return to the Hill
with a firm resolve to assist those Senators—Ilike Sam Nunn and
Lawton Chiles—and those Congressmen—like Clay Shaw—who
have led the charge in getting these proposals off the ground and
moving them through both Houses of Congress.

Now is the time for us to keep the spotlight on the President’s
words until we see the action behind those words. And I hope I
heard him correctly, and that we will see that action.
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We will finally get those Federal reforms that we need to assist
law enforcement in harnessing the smuggling tidal wave that has
engulfed our Nation.

Thank you, Mr. Chairman.

Mr. ZererETTI. Thank you very much, and we thank you both for
your contribution and your testimony.

I am sure that each and every one of us, whether we are mem-
bers of this committee or Members of Congress, we all share your
frustrations in working toward a solution to this overall problem
that has pretty much permeated our whole country, if not the
world.

I can assure you that it has been our objective to bring to light
the reforms and the identifiable tools necessary to give agencies
the opportunity to function more effectively and at the same time
to make the public aware that it needs a national priority to meet
the problem head on.

That effort is going to be continued in the Congress and again
your fine comments on the fact that the administration is finally
coming out with a message that conveys a recognition that these
things have a priority is welcome news. You can rest assured that
we in the Congress are going to work for effective legislation that
will be meaningful and make an impact.

I have a couple of questions, though.

When you get information, is it something that is sent to you on
a confidential basis on the Executive level that can only be shared
by you as the Executive Director of Law Enforcement or something
to be shared with the rest of the cabinet of the State? And what is
your relationship with the Federal agencies such as DEA, Treasury
and Justice in the area of drug enforcement?

Mr. York. Primarily criminal history information for a lot of
reasons can’'t always be shared with the rest of the cabinet, al-
though the cabinet in this case is our department head.

Our primary relationship with Federal agencies is with DEA and
with Customs in this State.

With respect to DEA, we have not always had an enjoyable,
cooperative relationship, but I will tell you that in the last 2 years,
particularly in south Florida, we have worked very closely with
DEA and those problems have been minimized.

They are not nonexistent, because law enforcement officers are
human beings and there are going to be day-to-day problems; but I
believe the leadership in this region, Vernon Meyer and I, have a
very close working relationship and because of that, and the fact
that our agents have been willing to work together, the problem is
just not anywhere near the magnitude it has been in the past.

This same holds true with Customs.

With the Internal Revenue Service, what we are hearing and my
units are hearing are the frustrations of the IRS agents, because
they can’t work as closely as they would like with us, and I believe,
in order to correct that, it is going to take a commitment from the
Congress, but also a commitment of the top echelon of the IRS.

Mr. ZerFErETTI. Have you been notified when an operation such
as “Greenback” goes into operation? Is that kind of information
shared with you, or is it something that is kept within their own
department?
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Mr. York. I will give you a very quick example. I was informed
last week that the Operation Outrigger case which my Department
has been involved in with Justice for some 3 years, was about to be
announced.

It involves a national bank in Miami, and a development corpo-
ration, and the allegations and charges involved: fraudulent loan.

I asked for a specific briefing, and despite the fact that my
agents were working every day with the Justice Department Task
Force to make this case, I was informed that that information
could not be released to me because of the Federal restrictions.

Now, I do not resent Mr. Wampler, who is U.S. attorney, for
taking that position.

That is the position he has to take by law.

Mr. ZererETTI. What are the Federal restrictions to your knowl-
edge? Are they regulations within the Department structure. Why
couldn’t they share that kind of information with you?

Its unfortunate especially since you are dealing with the execu-
tive level of Government, and especially since you are utilizing the
very agencies that you need the assistance from, that we would
have this kind of cumbersome operation.

Mr. York. I think between the various problems, with freedom of
information and right to privacy, that you will find a great deal of
frustration not only on the part of State and local law enforcement
officials, but on the part of the agents and the people within
Justice involving this same situation.

Mr. ZerererTi. I know. I don’t know whether you were here
earlier in the day. There were various people that testified about
the same problems and, it is going to be our responsibility, hopeful-
ly, to work to solve these problems. I think we will ask Justice
again and try to find out exactly why this kind of cooperative
information is not able to be shared.

Mr. York. Let me assure this committee that in the interim, that
my agents will continue to render every bit of assistance to the
Federal Strike Force, and all U.S. attorneys throughout this State
that we can.

Mr. ZerFERETTI. One question, Mr. Lewis, because you mentioned
it. I read it.

On the handling of school board money, and the reporting of
same, since they deal in large sums of cash, is the reporting of an
amount over the $10,000 limit still a responsibility of theirs? Or is
that handled in a different way?

Mr. LEwis. Mr. Chairman, the regulation which I don’t think I
have right in front of me has certain exemptions which have been
tightened. Originally, the exemption in my opinion was so broad,
and in the opinion of the Treasury Department it was, and they
have since tightened it, it talked in terms of the normal course of
business which use large amounts of cash, and those entities did
not even have to report that they were getting the exemption, so
there was really no way of knowing, and I believe the way it works
now is that a school board, for example, merely signs the form
appropriate to indicate that it is exempt, and then they don’t have
to constantly fill out the form.
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Again, I think there has to be some reasonable balance to allow
entities like that to carry on their normal function, and I think
maybe the changes would hit at some of the key areas.

By the way, if I may, I neglected to say one thing. Unless you
think I am just concerned that I don't get this information back
from IRS, unbelievably when we checked with the Federal agen-
%é]e)szs[,cwe found that there is no mechanism between the IRS and the

Mr. ZerereTTI. We found out the same thing.

Mr. Lewis. Meanwhile, that data base, you know, we all tend to
rely on the computer as kind of like a god.

The information through that data base is only as good as what
goes in, and I don’t think anyone can guarantee you that that
information is really very useful, because if only 50 percent of the
reports from a bank are in there, that could be totally meaningless
to any law enforcement agency.

Mr. ZEFERETTI. Mr. Shaw.

Mr. Suaw. Do you think it might be helpful to require by iaw, or
perhaps by regulation, that the banking house get back from the
Internal Revenue Service some type of a receipt that they would by
law be required to hold in their files and produce when they are
questioned?

It seems absurd to require these things to be sent in, and if there
is no check, it doesn’t take anybody very long to figure it out, and
the transactions they don’t want to report, they can shop around
and find somebody who will turn their head the other way and not
put them in.

It is a foolish law, in my opinion, that its only use is its abuse, I
guess.

Do you think that would be helpful to do something in that
regard?

Mr. LEwis. I hadn’t heard that recommended before, but it
makes sense. It really does, and does not sound like an onerous
requirement.

At first blush it would seem to make some sense, and then when
you check it, attached to it would be the receipt certification,
whatever, and you would know that it was up there.

It seems to make sense.

Mr. SHAW. It is done in other areas.

I know, for instance, when you are filing a subchapter S corpora-
tion, or something of that nature, they send you back notification
that your filing has been accepted and you hold that, and you can
prove that this has been done.

We have a similar type of mailing back with regard to home-
stead exemptions and things like that. It is a question of going one
step further and requiring the bank to hold onto that and keep it
in their file.

I will followup on that.

Mr. Lewis. I appreciate that.

As you talk, send it up and in duplicate, and have one certified
and sent back.

Mr. SHAw. I will look into it and see if it is legislative or
regulatory.
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Mr. York, thank you for your kind remarks, and I would like to
advise you along the lines that you talked about, on the bail bond
reform, that I filed a bill which I might add, has been co-sponsored
by every member of the Florida delegation in the House of Repre-
sentatives, including, of course, Mr. Hutto, which would require
hearings as a compulsory hearing in drug cases, so the source of
funds being placed in bonds would to have been justified as coming
from legitimate means, and further, in requiring the judge to con-
sider the amount of bond, as to whether or not the individual being
released is a threat to the community. That in Federal law is not
required except in capital cases.

This would also apply in drug cases which would be a meaning-
ful step forward.

I thank you both for very good statements.

Mr. ZerereTTI. Mr. Hutto.

Mr. Hutro. Thank you, Mr. Chairman. Thank you, gentlemen,
for your testimony here today. I understand your frustration.

In some ways it echoes pretty much along the line of what
Governor Graham and Attorney General Smith said earlier, as
well as a number of Federal officials who testified about many of
the hangups and rules and regulations, and quirks in the law that
give us a real problem in trying to curb drug trafficking.

Mr. Lewis, you regulate State banks only, is that correct?

Mr. LEwis. State chartered banks and State chartered savings
and loan associations as well. When I said banks, I should have
used that as a generic term, as these institutions become more and
more alike these days.

Mr. Hurro. I can see your real frustration at not being able to
have access to this information when investigations are going on.

I think you ought to be plugged into that, and I was glad to hear
the chairman say he would check on that.

I wonder if you would sign a letter as the chairman of the
committee, maybe sign a letter or get a letter with other members
of the Florida delegation asking specifically, if you say it is not in
law, why the State Comptroller of Florida cannot receive this infor-
mation.

Mr. ZereretrTI. I think we will call, and we will get some answers
back and whatever replies we get, we will be more than happy to
send them through so you have that information.

Mr. Hurro. In the meantime, Mr. Lewis, realizing that the Fed-
eral bureaucracy grinds slowly, the Legislature will be in session
before too long. In the interim, could you not have them pass a
State law requiring the same information about the cash transac-
tion reports?

Mr. LEwis. We could. Candidly from an industry point of view, I
have to say that they are already filing volumes of reports, and I
sort of—I have sort of tried to cut down on what they have to do
where they are already filing with the Federal agencies, tried to
say send us a duplicate rather than make them do double work.

In our spirit of deregulation, I have done that, and, of course,
those are available to us, but perhaps something like that, which
they are filing anyway, maybe sending us a copy.

That might not even require legislation. I have tried not to put
more of a burden on the honest bankers, and I want to say this,
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because everybody talks about bankers, bankers; 99.9 percent of
your bankers deplore drugs and drug trafficking as much as any of
us do.

Also, you have got bad apples just as you do in people that sell
real estate or boats or airplanes. There is a lot of cash out there
and it is going to find its way into some people’s hands.

We have got some cooperation from bankers voluntarily. A
banker here in Broward County called us about some banking
transactions. It turned out to be cash related to an investment
fraud.

We also regulate State securities laws, Mr. Chairman, and it was
not drug related, but it was criminal activity, as we have had
cooperation.

Most of your bankers feel just as bad about this as anyone else,
and so I don’t want a broad brush to paint any industry.

You got a few as you do in any industry, and so I don’t want to
overreact. In this one area in my limited jurisdiction, I have a
feeling we could do some things. I am not saying that I want the
FBI or DEA to give us information which should not be given to us.

There are occasions, if we go to them and tell them we are
investigating a bank, our good faith ought to be evident enough,
and it shouldn’t take a situation of our tripping over their agents
before they come to us, and we could have messed up in that one
situation I told you about.

Sometimes it gets down to people, if you could sit down and
discuss it together, it may not mean changing the law or changing
a regulation, but I don’t know how you do that.

Commissioner York and I have a good work relationship. We
have sat down and discussed matters which we could work closer
together in certain areas. There is no law or regulation that could
make us do that.

In years past before he was here, this was not always the case
with the Department of Law Enforcement, and there was some-
times some friction. I don’t know how to say it other then personal-
ities sometimes mesh, and I get the impression that Commissioner
York does not consider FDLE his private domain. I consider my
office the taxpayer’s office.

We both have that attitude and as a result, we don’t have any
problems.

That is not a really good solid, concrete answer, but maybe a lot
of it boils down to that.

Mr. Hurro. I appreciate both of you emphasizing the fact that
this is a national problem, and I think slowly and surely the
message is being received.

Mr. ZerereETTI. Thank you, Mr. Lewis and Mr. York, and I might
just add to that, that some of the testimony we have heard this
morning and through our discussions we hope we have helped to
create a little bit more of a cooperative relationship between Treas-
ury and the banks.

Most of the bankers feel somewhat threatened. But they believe
also, I think, that if the problems are going to be solved, we must
have more cooperation and more discussions which will hopefully
lead to better cooperation in the future.

Thank you both, gentlemen, for your contribution.
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I want to call the Federal Regulatory Panel, Mr. Jesse Snyder,
Mr. Robert Herrmann and Mr. John Ryan.

Mr. Herrmann, you may proceed.

We have your statements, and they will be included in the record
in their entirety.

TESTIMONY OF ROBERT J. HERRMANN, REGIONAL ADMINIS-
TRATOR, SIXTH NATIONAL BANK REGION, OFFICE OF THE
COMPTROLLER OF THE CURRENCY

Mr. HErrMANN. Thank you, Mr. Chairman. Unique to this panel,
I am a Regional Administrator of National Banks and work out of
the Atlanta, Ga., office.

Mr. Ryan and Mr. Snyder represent their organizations from
Washington.

My testimony deals with the problem in general, and speaks for
the Comptroller’s Office, but given my unique perspective, I would
like to add some personal views given the fact that south Florida
has been an area of great significance with respect to this problem.

Mr. ZereErRETTI. Before you continue, as the Comptroller, did you
run into the same problem in your area as was just testified to?

Mr. HErRrMANN. Yes, sir.

Mr. ZerereTTI. I wanted to cover that before you got any further.

Mr. HERRMANN. In this region which covers three States and 271
national banks in Florida, South Carolina, and Georgia, our func-
tion as bank supervisor is simply to insure that banks operate in
conformance with safe and sound banking practices, and in compli-
ance with many and varied statutes affecting bank conduct, and
that, of course, includes the Bank Secrecy Act.

In carrying out our supervisory responsibilities, our examiners
perform periodic onsite examinations. They do not, however, as a
matter of course, review a bank’s daily transactions.

It is essential, and a major part of our responsibility, that we
insure that banks are fully informed regarding the requirements of
the law and that we subject them to tests to determine that they
have adopted and implemented adequate policies and procedures to
insure compliance.

Earlier this year, we adopted a two-staged examination approach
regarding the Bank Secrecy Act.

This approach is scaled to review those banks that we find have
the potential for significant problems.
© It reserves the most extensive, time-consuming procedures to
tlflgsi institutions that we believe warrant additional examination
effort.

In this region, and this is a very recent survey, we have extended
our examination approach in 47 percent of the Florida banks that
we examined, 25 percent of the banks in Georgia and only 11
percent of the banks in South Carolina.

Relative to improvements that might be made in the process, it
is (1)ur view that targeting of specific financial institutions is cru-
cial.

We believe that this could be based on a substantial increase in
the volume of shipments of cash to the Federal Reserve and a more
refined approach to determining those banks where the variations
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occur, so that we can target examinations and proceed to the
institutions that we suspect are having a problem.

This could result in an early warning system for us, and one that
I think would be more effective from a cost and human resource
allocation.

Second, we do believe that better receipt of information from
other law enforcement agencies would help us to target institu-
tions.

We have found situations where, similar to what Comptroller
Lewis mentioned, we were in a bank, and in our examination
process had unearthed some transactions we felt were clear viola-
tions and subsequently found out we were involved in a Sting
operation that was ongoing and in finding that out, we had to pull
out.

Lastly, and in my judgment, most important to the success of the
Bank Secrecy Act, is the self-policing efforts of the banks them-
selves.

No amount of regulatory supervision works as well as banks
having strict policies and procedures in effect which are monitored
internally.

In our judgment, the major impediments to the effective use of
information developed pursuant to the Bank Secrecy Act are the
numerous barriers that have been established which limit coopera-
tion between all the agencies.

These limitations, actual or perceived, are among others, the
Privacy Act, the Freedom of Information Act, the Tax Reform Act,
the Right to Financial Privacy Act of 1978, State Privacy Acts, the
grand jury secrecy issue as well as the procedures of the various
agencies.

In conclusion, Mr. Chairman, we have worked very hard with the
bankers.

We feel that our responsibility is to insure that the CTR’s are
completely filled out and forwarded.

That is our mission, and we have been very aggressive on that.

Activity insofar as the number of forms sent is increasing rapid-
ly. There is much more to be done.

Thank you.

[The prepared statement of Mr. Herrmann follows:]

PREPARED STATEMENT OF ROBERT J. HERRMANN

Mr. Chairman and members of the committee, I am pleased to appear before this
Committee to discuss the experiences and views of the Office of the Comptroller of
E:Re )Currency regarding our compliance efforts concerning the Bank Secrecy Act

ct).

The Office of the Comptroller of the Currency (OCC) is charged by the Congress
with general supervisory responsibility over the activities of national banks. There
are currently approximately 42,000 domestic financial institutions, including com-
mercial banks, savings and loan associations, and credit unions. National banks
comprise approximately 4,400 of that total. These 4,400 national banks have ap-
proximately 19,800 branch offices. The statutory mandate of the Comptroller is to
assure that national banks operate both in conformance with safe and sound bank-
ing practices and in compliance with the many and varied statutes afffecting bank
conduct, including the Bank Secrecy Act. The Act and regulations promulgated
thereunder are designed to assist law enforcement officials in detection and prosecu-
tion of criminal conduct by documenting certain fund flows which could involve
such activities.
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The Act and regulations require, among other things, that banks obtain and
preserve financial information and file certain reports regarding large cash transac-
tions. The legislative history of the Act emphasizes its purpose to facilitate the
investigation of narcotics trafficking, tax evasion, and other “white collar” criminal
activities which may have a high degree of usefulness in such investigations by
requiring the preservation of financial information. The OCC shares the concern of
the Committee and law enforcement officials regarding the potential for abuse of
our nation’s financial institutions by criminal elements in the handling of funds
obtained through illegal activities. The Act is designed to assist law enforcement
agencies in exposing such abuses. We welcome the interest that this Committee has
taken with regard to the implementation and effectiveness of that law.

Today I would like to address several areas of interest to the Committee.

Y

EXAMINATION PROCEDURES AND COMPLIANCE MONITORING

The Bank Secrecy Act requires financial institutions to file a Currency Transac-
tion Report with the Internal Revenue Service whenever they handle a currency
transaction in excess of $10,000. The OCC has been delegated responsibility for
monjﬁtoring the compliance of national banks with this and other requirements of
the Act.

In carrying out our supervisory responsibilities, our examiners perform periodic
on-site examinations. They do not, however, as a matter of course review a bank’s
daily transactions nor do they necessarily visit bank branches during the regular
examination process. It is thus essential that banks under our supervision be
informed of the requirements of the law and, during our examinations, ¥ e subjected
to tests which will determine whether the banks have adopted and implemented
adequate policies and procedures to ensure their compliance with those require-
ments.

Since the enactment of the Bank Secrecy Act, we have informed banks of its
requirements and instructed our examiners to verify the adoption of adequate
compliance procedures by each bank. Notwithstanding a delay in the initial imple-
mentation of the act by a court challenge to the constitutionality of its regulations,
as early as April 15, 1972, this Office required compliance with those provisions of
the law which were not challenged in that suit. Soon after the resolition of that
action, we put full compliance procedures into place. Over the years, as the imple-
menting regulations have been amended, we have provided specific guidance to the
national banking industry and to our examination personnel about their responsibil-
ities under the Act, through the issuance of various Banking Circulars, Examining
Bulletins, and letters.

Efforts have been underway over the past eighteen months to improve our exami-
nation procedures. At the request of Congress, the General Accounting Office under-
took a study of the implementation of the Act. As a result of such increased
attention to the Act, the OCC, in conjunction with Treasury, GAQO, and the other
financial institutions regulatory agencies, have developed, tested, and implemented
revised and improved compliance examination procedures.

The revised procedures contain a two-module examination approach which re-
quires all financial institutions to be subjected to a more thorough compliance check
than was previously utilized. However, it reserves the most extensive, time-consum-
ing procedures for institutions which warrant further examination based on the
results of the first module. This is consistent with all our examination procedures
which rely less on a “hands on’”’ examination than on one which checks to see that
the banks have adequate controls and procedures in place.

We have, of course, utilized more intensive compliance procedures in those geo-
graphic areas of the nation where we have observed the greatest volume of suspi-
cions or large cash transactions.

While the revised examination procedures represent the cificient allocation of our
scarce personnel resources and are consistent with the approach taken with respect
to our other examination procedures, further improvements could be made in the
compliance monitoring practices. Targeting of specific financial institutions for ex-
tensive examination could be based on a substantial increase in the amount of cash
shipments reported from each bank to the local Federal Reserve bank or branch.
This automated process could result in an early warning system which could allow
us more effectively to target institutions for rmore intensive examination but the
timeliness of such reports is important. Then, in some instances, we would need to
conduct separate Bank Secrecy Act compliance examinations. We are currently
forced by manpower limitations to undertake regular examinations of some banks
at as much as eighteen month intervals. We also believe that receipt of information
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from the law enforcement community may help us to target institutions in which
we should concentrate our resources.

Lastly, and probably most important to the success of the Bank Secrecy Act, is
the attitude and self policing efforts of the banks themselves. It has been our
experience that no amount of regulatory supervision works as well as a bank having
strict policies and procedures in effect which are monitored internally.

OocC COMMITMENT

The OCC is fully committed to its compliance responsibilities under the Act. To
better fulfill our delegated responsibilities under that law, we have: Emphasized the
need for the industry to develop compliance audit programs; recommended they
strengthen their compliance procedures; met with accounting firms to emphasize
the need for external audit coverage in the Bank Secrecy Act area; met with
insurance firms who were asked to encourage the banks they insure to comply with
the Bank Secrecy Act; improved our examination procedures and training; reported
violations of the Bank Secrecy Act to the Treasury Department; made specific
referrals to the Treasury Department and the Justice Department and assigned
examiners to assist in related investigations; participated in the Operation Green-
back project, almost from its inception, assigning examiners to carry out extensive
investigations of institutions targeted by the Treasury Department; taken adminis-
trative actions against banks for Bank Secrecy Act violations; denied or conditional-
ly approved corporate applications based on a bank’s compliance with the Bank
Secrecy Act; and met with the board of directors of banks in order to encovrage the
banks in their compliance with the Bank Secrecy Act.

We believe that the OCC has indeed demonstrated a substantial commitment to
compliance with Bank Secrecy Act requirements and our cfforts are continuing.

IMPEDIMENTS TO USEFULNESS OF BANK SECRECY ACT INFORMATION

Compliance with the requirements of the Act must be coupled with the use of
Bank Secrecy Act information by law enforcement agencies in order to effectuate
the Act’s intended purpose. The major impediments to the effective use of informa-
tion developed pursuant to the Bank Secrecy Act are the numerous barriers that
have been established which limit cooperation between federal supervisory and law
enforcement agencies. These are limitations, actual or perceived, that arise from,
among others: the Privacy Act of 1974, the Freedom of Information Act, the Tax
Reform Act of 1976, the Right to Financial Privacy Act of 1978, state privacy acts,
grand jury secrecy rules, as well as the procedures of varjous agencies.

For example, in hearings held this summer before the Subcommittee on Govern-
ment Information of the House Committee on Government Operations, extensive
discussion was directed to problems faced by the law enforcement agencies under
the Freedom of Information Act. The procedural mechanisms and rights established
by that law, and similar statutes, are designed to promote Congressionally sanc-
tioned values and may, inadvertently or purposefully, restrain government informa-
tion-gathering activities.

The OCC endorses cooperative government efforts which are aimed at achieving
legitimate law enforcement purposes. We applaud the efforts of the agencies partici-
pating in the Operation Greenback project, which bears the promise of developing
successful prosecutions and which has already substantially raised the level of
awareness of the banking community regarding the importance of compliance with
the Act's requirements. However, that interagency effort has been hampered, to
some extent, by constraints on the free flow of information between and among the
agencies. We believe that statutory barriers to interagency cooperation should be re-
examined and revised to assure that the intended purposes of each law cited above
are carried out in a manner which is least disruptive to efficient and effective law
enforcement efforts.

CONCLUSION

Recer:t re-examination of the implementation and effectiveness of the Bank Secre-
cy Act has proved a useful exercise in pinpointing deficiencies in existing compli-
ance procedures. We believe that by emphasizing Bank Secrecy Act regulations,
continuing to improve examination procedures, and fostering greater cooperation
among the agencies we should be able to facilitate enforcement of the Act and our
efforts will result in improved compliance. Let me underscore the commitment of
the OCC to continued efforts to ensure the compliance of national banks with the
requirements of the Bank Secrecy Act and to improve cooperation with the law
enforcement community.
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Mr. ZEFERETTI. Mr. Snyder.

TESTIMONY OF JESSE G. SNYDER, CHIEF, INTELLIGENCE SEC-
TION, DIVISION OF BANK SUPERVISION, FEDERAL DEPOSIT
INSURANCE CORPORATION

Mr. SnypER. Mr. Chairman, I am pleased to be here today on
behalf of the Federal Deposit Insurance Corporation [FDIC] to dis-
cuss the progress which has been made in improving the effective-
ness of the currency transaction reporting mechanism prescribed
by the Bank Secrecy Act and to explain the FDIC’s role in assisting
Federal law enforcement agencies in their efforts to investigate
and prosecute drug traffickers.

The FDIC insures approximately 14,800 of our Nation’s commer-
cial and mutual savings banks and is responsible for examination
and supervision of approximately 9,300 of these institutions which
are State-chartered and not members of the Federal Reserve
System.

The FDIC has been delegated the responsibility to assure compli-
ance with Bank Secrecy Act rules by the banks it supervises.

LOOPHOLES TIGHTENED BY JUNE 1980 AMENDMENTS

Until June 1980, when the Treasury Department adopted amend-
ments to the currency reporting regulations which closed loopholes
and significantly tightened the rules, the reporting requirements
were very difficult to enforce.

Under the previous regulations financial institutions could legal-
ly evade the spirit of the Bank Secrecy Act if they chose to do so,
and our examiners could do little about it.

For example, (1) the exempt customer provisions were so loosely
worded that almost any customer of the bank—who made large
currency deposits or withdrawals with some regularity—could be
granted an exemption, (2) banks were not required to retain copies
of currency transaction reports [CTR’s], and (8) the rules did not
require banks to maintain lists of their exempt customers, merely
the ability to generate lists if requested by the Secretary of the
Treasury.

Our examiners did not have the legal authority to require that
such lists be maintained.

The amendments adopted in June of last year closed these loop-
holes and, we believe, sufficiently tightened the rules to enable
examiners to identify undisputed violations of the reporting regula-
tions. The amended rules have resolved many of the practical
problems previously encountered by our examiners.

NEW COMPLIANCE EXAMINATION PROCEDURES

In April of this year, FDIC implemented new examination proce-
dures for determining compliance with the Bank Secrecy Act regu-
lations. The procedures are now in place nationwide and were
uniformly adopted by the FDIC, the Office of the Comptroller of
the Currency and the Board of Governors of the Federal Reserve
System.

The new procedures, consisting of a two-stage examination ap-
proach, are designed to identify banks which require a more inten-
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sive review and to avoid imposing burdens of full-scope examina-
tion where they are not warranted.

The first stage. or module as it is called, requires the examiner
to establish that the institution has appropriate operating and
auditing standards. In addition, the module requires the examiner
to conduct a detailed review of the institution’s internal audit
function and to check procedures and selected work papers, re-
ports, and responses.

This review of auditing methodology and implementation helps
the examiner decide whether to conclude the review at this point
or examine further.

The second module involves an intensive examination of teller
operations for compliance with the currency reporting require-
ments. It sets out procedures and guidelines the examiner should
use in checking actual transactions and related documentation.

Criteria for selection of branches for such detailed review are
provided along with general guidelines that apply to exarnination
of multiple and single-office financial institutions.

Under this second module the examiner reviews a minimum of 5,
a]glfgl preferably 10 or more, days of transactions at 1 to 3 branch
offices.

The procedures have been fully integrated into FDIC’s regular
compliance examination program which also covers compliance
with Federal consumer laws and the Bank Protection Act.

Administration of the compliance examination program is cen-
tralized in each of our regional offices, where responsibility is
lodged for instituting followup actions with banks which have been
cited for violations by compliance examiners.

This followup action can take various forms, from a mere phone
call or letter asking for bank management’s affirmative intentions
to correct deficiencies cited in our reports to initiation of formal
administrative actions to correct the situation.

EXAMINATION AND ENFORCEMENT EXPERIENCE UNDER THE NEW
PROCEDURES

Our examination results to date under the new procedures bear
out earlier assumptions that the incidence of noncompliance with
the currency reporting regulations is more prevalent in certain
sections of the country.

For example, of the 138 module II or full-scope examinations
conducted since April of this year, 121 were conducted in our
Atlanta, Chicago, Dallas, and San Francisco regions.

Also, we expect examinations to reflect greater than average
noncompliance in our New York region—which includes Puerto
Rico—as the new examination program progresses.

As of September 30, approximately 1,100 insured State non-
member banks had been examined for compliance with 31 CFR 103
under the new procedures. The module II or full-scope examination
was employed in about 13 percent of these banks.

Based on these examination results our regional offices initiated
one cease and desist order and 57 memoranda of understanding.

A cease and desist order must be approved by the FDIC’s Board
of Directors and is a more formal enforcement action.
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Memoranda of understanding are written agreements entered
into by the FDIC's regional director and the boards of directors of
offending banks.

Failure to abide by these understandings on the parts of banks
may lead to the issuance of cease and desist orders.

Our most intense enforcement efforts have been concentrated in
the areas where problems are evident. For example, in the Atlanta
region, which encompasses the States of Florida, Georgia, and Ala-
bama, 36 percent of all bank secrecy examinations were carried to
the module II level. One cease and desist order relating to Bank
Secrecy Act problems is now in effect and 43 memoranda of under-
standing have been initiated.

In addition to our formal efforts to assure compliance, the Atlan-
ta regional office staff has instituted a program to follow up per- .
sonally with bank managers on all violations of failure to file
CTR’s which are cited during examinations.

Our Atlanta staff has also conducted seminars for bankers which
include detailed coverage of the currency reporting requirements
and demonstrations of how to properly complete CTR’s.

Through direct mail notices and reminders, personal contacts,
and our regulatory seminars coupled with publicity surrounding
criminal law enforcement activities, bankers have become much
more aware of their responsibilities under the Bank Secrecy rules.

Bankers have also been put on notice that willful disregard for
the regulations will be forcefully dealt with and might result in
civil money penalties or criminal sanctions. As a result of these
efforts, we expect compliance to continue to improve significantly.

FDIC ASSISTANCE TO THE TREASURY AND LAW ENFORCEMENT
AGENCIES

The FDIC has been fully cooperating with the Treasury Depart-
ment in its enforcement of the Bank Secrecy Act. Violations of 31
CFR 103 found in the banks we supervise are reported to the
Treasury on a quarterly basis. We provide detailed information
concerning specific situations to Treasury upon request. Project
“Greenback” is another example of our cooperation. At the request
and direction of the Treasury the FDIC recently completed three
special investigations of State member banks exhibiting unusual
currency flows. Another State nonmember bank was later identified
from the cash shipment records of one of the selected national
banks, and an FDIC review ensued.

Serious problems with large currency transactions were uncov-
ered at one of the four banks, and the situation is currently under
investigation by a Federal grand jury. Our investigation report on
at least one of the other banks has been referred by Treasury to
IRS for possible criminal investigation.

We have also cooperated directly with the Internal Revenue
Service. That agency’s criminal division has been authorized by
Treasury to initiate criminal investigations relating to large cur-
rency transactions violations in 19 State nonmember banks; 9 in
Florida, 5 in Texas, 3 in New Jersey, and 1 each in Oklahoma and
Connecticut.
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One investigation in Florida and one in Texas have since been
completed.

In these situations, we do not conduct a regular compliance
examination until the IRS has completed its investigation but pro-
vide examiners to assist the investigators when requested.

Currently we are providing such assistance in Florida and Texas.
We will continue to provide such assistance wherever and when-
ever we can to the extent that such demands do not seriously
inpede other priority commitments.

In fact, the director of our division of bank supervision has just
issued guidelines to our regional offices covering our providing
examiner assistance to law enforcement authorities. Our policy of
maximum cooperation is clearly stated in the directive, and the
new guidelines should make it easier for regional directors to au-
thorize examiners to assist law enforcement officials.

We have recently established communications with IRS officials
in the New York and Chicago areas and are exploring ways to
improve cooperation and exchange of information regarding viola-
tions at local levels.

The legal hurdles have almost all been cleared, and we expect to
be able to directly exchange information by year end. We believe
that initiatives of this type will be expanded to other areas of the
country and will further strengthen enforcement of the Bank Se-
crecy Act rules.

In a cooperative effort to make further improvements in the
currency transactions reporting system, FDIC and the other bank
regulatory agencies also agreed with Treasury to facilitate return
and correction of incomplete or inaccurate forms 4789 which banks
had filed with the IRS Reports Analysis Unit in Ogden, Utah.

In addition to direct contact with the specific banks involved we
have notified all banks under our supervision that IRS will no
longer accept outdated or inaccurate reports and provided a copy of
the revised form 4789 suitable for reproduction by those banks
which may not have a ready supply of up-to-date forms.

LEGAL BARRIERS TO INFORMATION INTERCHANGE

The Right to Financial Privacy Act [RFPA] which was passed by
Congress in 1978 to protect bank customer records from unwar-
ranted scrutiny by government authorities makes it difficult for
bank regulatory agencies to transfer some information gathered
during bank examinations to law enforcement agencies.

In fact, unless the information clearly points to a violation of
law, it may not be legally passed on at all.

An example is probably the best way to explain how the RFPA
serves as a barrier to the flow of information between Federal
agencies. Assume that during an examination an FDIC examiner
discovers inordinate amounts of cash are being channeled through
an insured bank by those he may suspect to be drug traffickers.

The cash transactions, however, flow through the accounts of
ABC Grocers, proprietorship. The grocery store accounts can be
exempted from the reporting requirements and if they are, the

transactions are not required to be reported to the IRS on form
4789,
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According to most interpretations of the RFPA, information
about this situation cannot be transferred to the IRS because a
violation of law is not evident.

In other, less extreme cases where some violations of Federal law
is apparent but where title 31 violations are not evident, the FDIC
can, under the RFPA, notify the IRS or Treasury but must also
notify the customer within 14 days that information from his ac-
count was transferred to another Federal agency for a legitimate
law enforcement purpose.

Another impediment which may not be readily apparent is that
the RFPA prescribes penalties for individual employees of a Feder-
al agency who improperly transfer customer information. Even
where an employee is instructed by a supervisor to disclose infor-
mation and the disclosure is later considered to violate the RFPA,
the employee could conceivably be penalized.

Thus, some examiners may be reluctant to initiate a referral of
information to or discuss it with another Federal agency because
they do not feel comfortable with the intricacies of the statute.

These barriers are not insurmountable and we have worked hard
to insure that information which may be important to law enforce-
ment officials gets to them in a timely manner and without violat-
ing the privacy laws.

Information flowing in the other direction, that is, from law
enforcement agencies to the bank regulators, appears to be even
more inhibited by Federal restrictions. For instance, if Treasury
could identify suspected banks or provide other minimal intelli-
gence to our regional directors, we could intensify examination
efforts in those areas and communicate our findings to local IRS
officials.

Apparently, because of the secrecy restrictions of the Federal
grand jury process, and perhaps due to limitations imposed by the
Privacy Act of 1974, such information is seldom communicated to
us.

In summary, significant progress is being made in several impor-
tant areas which will ultimately insure a higher level of compli-
ance with the currency reporting requirements by the banking
industry.

First, the June 1980 amendments closed loopholes which may
]:Aaxtfe allowed some banks to ignore the spirit of the Bank Secrecy

ct.

Second, the new examination procedures implemented by the
bank regulatory agencies are very comprehensive and should foster
greater compliance.

Third, much progress has been made in improving cooperation
among law enforcement agencies and bank regulators; particularly
in exchanging information at local levels.

Fourth, our enforcement efforts are yielding results.

The FDIC has been relatively successful in bringing about com-
pliance through its use of memoranda of undestanding between
FDIC and banks’ board of directors and is prepared to initiate
formal administrative action where necessary.

Strategic use of Treasury’s civil money penalty powers, an option
that has not yet been sufficiently employed, could be effective in
bringing about compliance in specific, egregious situations. Such

86~971 0 ~ 82 - 8
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penalties, coupled with possible criminal sanctions, may have addi-

i ce value. _ . -
tloXsa 1f3:§§2§'e§rogress is made in this cooperative effort to effective

iti 1 fident that
1 1 activities, we are .becom1.ng more con
ZOSS r(k))f %i%gielated cash transactions will be reporte;i ar}d 1;}1}ga;;
better audit trails will exist tcl){ .track tthe movements o
h through the banking system.
an(l)ollll;l t:esff(())t;tcsaio impro%e compliance coupled with increased eg"gzrgsf
by law enforcement authorities should lead to a greater num

successful prosecutions of criminal drug traffickers.

Thank you.
Mr. ZEF}‘TERETTI. Thank you, Mr. Snyder.

Mr. Ryan.

TESTIMONY
ING SUPERVISION AND REGULATION, BOARD

NORS OF THE FEDERAL RESERVE SYSTEM

Mr. Rvan. Thank you, Mr. Chairman. I will just be brief.

I request that myhfultl i@ate{a}r.nen
. ZererETTI. Without objection. .
%/Il‘fle prepared statement of Mr. Ryan follows:]

OF GOVER-

OF JOHN E. RYAN, DIRECTOR, DIVISION OF BANK-

t be submitted in the record.
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STATEMENT OF JouN E. RvanN, Direcror, DivisioN oF BANKING SUPERVISION AND
REGULATION BOARD OF GOVERNORS OF THE FEDERAL RESERVE SvysTEM

I 'am pleased to appear before this Committee and participate on behalf
of the Federal Reserve in this public hearing on Governmental efforts to
investigate and prosecute those involved in drug ftrafficking. The human
consequences of narcotics abuse are extremely severe and therefore require
effective action to ensure that those responsible for trafficking in drugs are
prevented from exacting the terrible human and social costs associated with drug
abuse. In view of the dimensions of this problem, the Federal Reserve is fully
committed to cooperating with law enforcement agencies in conducting special
investigations and providing information where appropriate, and in ensuring
compliance with the Bank Secrecy Act's reporting requirements.

At the outset, | think it may be useful to spell out the activities and
responsibilities of the Federal Reserve that have a bearing on the concerns of this
Committee. As a bank supervisory and regulatory agency, the Federal Reserve
refers 1o the appropriate law enforcement agency evidence of possible criminal
conduct that is brought fo light through its examination powers. -ln addition, the
Federal Reserve issues, redeems, destroys, and processes currency for member
banks and has provided technical expertise to law enforcement agencies on banking
matters in connection with drug-related investigations.  Further, the Federal
Reserve has specific responsibilities for monitering compliance of the financial
institutions under its direct supervision with the requirements of the Bank Secrecy
Act.  This responsibility was delegated to the Federal Reserve and other bank
regulatory agencies by the Department of the Treasury, which has brimory
responsibility for the enforcement of the statute. Among other provisions, the
Bank Secrecy Act requires financial institutions to report certain currency
transactions in excess of $10,000 to the Treasury Depqumem‘. The reporting and

other requirements of the Bank Secrecy Act were designed to frustrate organized

Aonsti s
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criminal elements by putting the spotlight on currency transactions that are out of
the ordinary.

The Federal Reserve System has primary supervisory authority over
approximately 1,000 State member banks and 125 Edge Corporations, domestic
subsidiaries of banks that are licensed to engage exclusively in international
banking. The System is charged by Congress for ensuring that these commercial
banking organizatfions are operated in a safe and sound manner and for determining
their compliance with U.S. banking laws and regulations. The Federal Reserve
discharges its safety and soundness and compliance responsiblities largely through
the conduct of supervisory examinations and through the referral of possible
violations of law to *he designated agency with primary responsibility for enforcing
the relevant statufe.

As a result of its responsibilities for processing currency and coin, the
Federal Reserve cooperates with the Treasury Department by providing informa-
tion concerning currency flows into and out of the Federal Reserve Banks and their
branches that result from the requests of banks for currency and coin. This
information can assist the Treasury in determining which regions of the country
have a pattern or volume of cash transactions that may warrant further
investigation.

One study by the Treasury Department of these flows showed what
appeared to be unusually heavy inflows of currency at the Miami branch of »The
Federal Reserve Bank of Atlantaq, particularly in $50 and $100 bills, denominations
that are reportedly popular with narcotics operatives. Using the records of the
Federal Reserve, and the currency transactions reports filed by banks, a number of
financial institutions in Florida were selected for review for compliance with the

Bank Secrecy Act as part of an effort known as Operation Greenback. Each of the

)
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Federal banking agencies have conducted examinations as part of this on-going
effort. Prior to the commencement of these examinations, the banking agencies
conducted a special training session in Florida for the bank examiners who were
assigned the responsibility for the examinations.. The training session was designed
to brief the examiners on expanded examination techniques developed principally
by the Federal Reserve in conjunction with the other Federal banking agencies. In
addition to these examinations, Federal Reserve examiners have responded to
various requests from the Internal Revenue Service and the Justice Department for
technical assistance in connection with investigations of possible violations of the
Bank Secrecy Act by financial institutions.

The examination procedures followed by the Federal Reserve to
monitor bank compliance with the Bank Secrecy Act have evolved over time and
expanded as our experience with enforcement has broadened. Beginning with the
passage of the Bank Secrecy Act in 1970, Federal Reseve éxominers were
instructed as to its requirements in examination schools and were provided with
examinafion procedures to check compliance. The original compliance checklist,
worked out in consultation with the Department of the Treasury, designed more
detailed examination guidelines which were forwofded to the examiners for
implementation.  In addition to consulting with Treasury to develop these
procedures, Federal Reserve examiners have conducted special examinations of
State member banks for possible violations of the Bank Secrecy Act, such as the
Operation Greenback project in south Florida to which | have already referred.
Moreover, the Federal Reserve remains committed to assisting law enforcement
agencies when necessary and feasible in the conduct of special investigations of
possible violations. We believe these steps represent a long-standing desire and

commitment on the part of the Federal Reserve to cooperate with the U.S.
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S . . th
Treasury and the primary law enforcement agencies in ensuring compliance wi

the Bank Secrecy Act.
In order to irnprove our ability to monitor compliance with the Bank
Secrecy Act and to provide Treasury with better information on possible violations,
e
new and more comprehensive examination procedures, based on those in place at

the Federal Reserve Bank of New York, were developed in 1980 by staffs of all the

Federal regulatory agencies working under the aegis of the Federal Financial

Institutions Examination Council. These revised procedures (which are appended to
] . .

my testimony) were initally field tested'by the agencies late last year and reviewe
ent
by staffs of both the Department of the Treasury and the GAO, whose comments

resulted in some modifications to the procedures. The procedures were formally

implemented in February of this year.

The new examination procedures are comprised of fwo separafe phases
.o ) ‘aned
or modules that are progressively extensive in scope. This approach was desig

inimi 4 he bank
to determine compliance in a manner that minimizes undue burden on 1

. . st
while making maximum efficient use of limited examiner resources. In the fir

hase the examiner must establish that the financial institution has appropriate
P

internal operating and auditing standards to ensure compliance, determine that the
institution has established a program of employee education with regard to the
requirements of the regulations, and determine that operatfions personnel are
sufficiently knowledgeable about these requirements. This phase also contemplates
actual review of the reports submitted (4789's and 4790's), the list of customers
and the volume of cash shipped to and/or received from

exempted from reporting,

. 3 '. . . [
the Federal Reserve Bank or a correspondent bank. If the financial institution’s

performance is found deficient as a result of this evaluation, or if the institution

has an unusually high volume of cash shipments fo correspondent banks or Reserve
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Banks, the examiner proceeds to the more exhaustive second phase procedures that
involve extensive testing of actual transactions to determine if reports are filed as
required. The procedures as | have outlined them were implemented on a
Systemwide basis in February of this year, and our experience to date is that the
procedures are an effective tool in monitoring compliance with the Bank Secrecy
Act,

We are pleased to note that the GAQ, in a recent report, concluded that
the new procedures will enhance our ability to monitor compliance with the Bank
Secrecy Act and that, together with actions taken by the Treasury Department,
they will improve the quality, timeliness and usefulness of Bank Secrecy reports to
the responsible law enforcement investigators. In conjunction with the procedures,
the Federal Reserve has taken a number of other actions to contribute to these
objectives.  In particular, the Federal Reserve has increased the number of
examiner days devoted to Bank Secrecy, expanded training efforts in this area and
has improved the timeliness and detail associated with the information on possible
violations that is provided fo the Treasury on a quarterly basis. This information
includes a list of banks cited for apparent violations of the Bank Secrecy Act,
specific transactions that were not reported, and bank management plans for
ensuring future compliance. In addition, the Federal Reserve is continuing to
explore ways in which the study of cash flows between member banks and Reserve
Banks can be effectively used in targeting the Bank Secrecy examination

procedures on those banks whose circumstances suggest a high volume of cash
transactions,

We believe that there have over time been some compliance problems
with the Bank Secrecy Act. Some of these problems, as the GAO recognized in its

study, were due to vague and imprecise regulations that left room for wide-ranging
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inferpretations, unclear or overly broad exemption provisions, or to the difficu!‘r.ies
that a number of commercial bdnks, particularly smaller institutions, were having
in devising compliance mechanisms and understanding the requirements in light of
the strains that were placed on these resources by a surge of new regulations and
paperwork. Finally, some of the problems, prior to this year, may have been due
to the need for more comprehensive procedures on the part of the banking agencies
to monitor and enforce compliance.

Recent amendments by the Treasury department to the implementing
regulations that tighten exemption procedures for the filing of currency
transactions reports have removed many ambiguities. We believe that these
revisions should result in more consistent interpretation and reporting. Moreover,

. . . il
believe that these changes combined with the new examination procedures wi
we

facilitate more effective complionce monitoring. )

A review of the reports we have submitted to the Treasury between

January |, 1980 and June 30, 1981 indicates that the Federal Reserve has:
H

- examined and reviewed Bank Secrecy Act compliance in ,573
financial institutions;

- cited 71 institutions for not filing currency transaction reports;

itici instituti intaining a current list of

- ed 88 institutions for not maintal . st of

ztrJlsT’rlcc):rlrfers who are exempt from reporting such transactions;
and

- responded to four requests from the Treasury for additional
information regarding apparent violations.

in spite of certain instances of noncompliance, we believe that the
overwhelming majority of senior managements of the financial insfift{fions under
the supervision of the Federal Reserve would not knowingly permit their
institutions to be used as vehicies for laundering narcotics-related monies and that

i ' . Moreover, the banks
compliance with the Bank Secrecy Act is generally good ;

S

)

o]
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cited for noncompliance have responded to examiner criticism and have instituted
corrective action to insure future compliance with the Bank Secrecy Act.
Nevertheless, in an efforf to reinforce the compliance commitment of financial
institutions, the Federal Reserve, on September 17, 1980, forwarded a letter to the
Chief Executive Officers of the institutions under its supervision requesting a
review of procedures to insure thai employees were being properly trained
concerning the requirements of the regulations and that adequate internal controls
were in place fo insure compliance with the Bank Secrecy Act.

In conclusion, it is my opinion that the recent changes in the regulation,
the steps being taken by the enforcement agencies to make greater use of the
reported data, and the new bank examination procedures will improve the level of
compliance with the Bank Secrecy Act by financial institutions. We believe that
this is important, given the importance of the Act. We must recognize, to be sure,
that it may not be possible for cur bank examiners, or for the bankers themselves
for that matter, to be one hundred percent certain that narcé‘r.ics-relcfed monies
are not flowing through the banks. As we all know, currency, being fungible with
no lasting identity to any particular transaction, is extremely difficult to trace,
and there seem to be an infinite number of ways for the dishonest to frustrate or
circumvent necessarily rigid statutory or regulatory requirements. We share,
however, the Committee's concern over the harmful effects of drug trafficking and
will continue to cooperate with law enforcement agencies and strive to improve

our examination techniques for ensuring compliance with the relevant laws and

regulations.
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RTING REGULATIONS
JAL RECORDKEEPING AND REPO
FINARCA EXAMINATION PROCEDURES

The following procedures for testing compl;an;:eBlwg;RFiggncxara;
Recordkeeping and Reporting Regulations (Bank SecrecCy lCte;(tensive ! sc’ope.
forth in two separate modules v{hlch are progressive y e ity 1o
;e;e first module includes "stops" which provide the examiner with e aner
determine whether the examination can be concluded at that potin

the examiner should continue.

Module 1 requires the examiner 1o establlzh (;cshat Irt‘hzdz(te;;n;’neicti
institution has appropriate operating anq auditing standards. e el
roui he miner to conduct a detailed review of the institull rerna
it 1 retion and entails the examination of proc.e‘dures and selec ed
B bare, re orts and responses. This review of auditing methodologdy e::\
;vn?ggriifts;tig?should enable the examiner to decide whether to conclude the

review or examine further.
. . in
Module 1l sets forth guidelines for althet exarr;;?ggs tomgml?’l;);téd
i i {f a sample of actu ransa
conducting a review O
documentation.

both Modules I and 1I)
d by the primary
as being

i i ination (i.e.,

This same type of extensive examir _

i ain institutions determine

also be conducted in certaln Ins .

‘:/eoglgldator or identified by other regulatory of law enforcement agencies
in extensive noncompliance with the regulations.
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MODULE |

Pl . The purpose of this module is to determine that the financial institution under
examination has established operating standards and audit procedures to reasonably ensure
~ompliance with the requirements of the regulations.

. It is recognized that the reporting requirements will not be applicable to those’

credit unions which do not conduct cash transactions.

Procedures

1. The examiner should meet with and submit the "Checklist" to either a senior

official or compliance officer, if applicable, of the institution for completion and require
sign-off by the official.

2. The examiner should ascertain that the institution has established in writing
formal operating procedures to ensure compliance with the regulations. It would be
acceptable for certain small financial institutions which do not regularly handle large
currency transactions to operate under standard procedures not reduced to writing.

a) Reporting ~ Operating procedures should set forth the requirements of the
regulations and establish compliance guidelines with respect to large cash
transactions and exemptions granted to customers.

b) Recordkeeping - The institution's record retention schedule should, at a
minimum, include the record retention requirements.of the regulations.
Furthermore, requirements for the maintenance of lists of exempt
customers with retail affiliations and customers from whom taxpayer
identification numbers have not been obtained should be inciuded.

3. Obtain a copy of the institution's list of exempt customers. Through a review of
this document, determine:

a) that its contents conform to the requirements of the regulations (name,
address, business, nine-digit Federal taxpayer identification number, reason
for exemption, etc.) (103.22(e)), and that the exemptions appear reasonable.

b) that the institution has, in granting exemptions, adhered to its established
policy.

4, The examiner should review the file of reports submitted (4789 and 4790) and
ascertain that they are properly completed and filed as required.

5. The examiner should ascertain that the institution has established a program of
employee education with regard to the requirements of the regulations.

a) Tellers, through an ongoing training program, should be apprised of the
reporting requirements for large cash transactions.

* b) Operations personnel should be made aware of the current requirements of
the regulations and management should periodically reinforce the
importance of compliance.

A .
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Procedures (continued)

Operations personnel (i.e., tellers, platform officers, branch managers)
should be interviewed to ascertain whether they are suificiently
knowledgeable concerning the regulations and operating procedures 10
assure compliance. This phase of the examination should be conducted at
those branches which conduct relatively large volumes of cash business.

c)

PROCEDURE 6 IS TO BE OMITTED IF THE INSTITUTION DOES NOT HAVE AN
INTERNAL AUDIT FUNCTION. IN SUCH CASES, THE EXAMINER SHOULD
ASCERTAIN THAT A PROGRAM OF MANAGEMENT REVIEWS OR SELF AUDITS HAS
BEEN ESTABLISHED WHICH ENCOMPASSES THE REQUIREMENTS OF THE

REGULATIONS.

6. The examiner should test the institution's own audit procedures and determine
that the internal audit function provides coverage of the following sections of the

regulations.

a) Reporting - Coverage of the reporting requirements should be found in the
procedures and should include a review of actual tellers' work and

Forms 4789 and 4790.

b) Recordkeeping - Coverage of the institution's recordkeeping activities
should encompass a test of adherence to the in-house record retention
schedule. It is understood that this schedule should meet the requirements

of the regulations.

-

c) Exemptions - Coverage should include audit steps necessary 10 ascertain
That the institution is maintaining a list of exempt customers which includes
their retail affiliations as required by the regulations. The examiner should
expect the audit procedure to provide a test of the reasonableness of the

exemptions granted.

d) Foreign Accounts - Coverage in this area should require the auditor- to
ascertain that the institution has filed Form 90-22.1 declaring interest in a

foreign financial account.

7. The examiner should review the results of the prior examination report and
follow-up on any deficiencies.

8. The examiner should review the totals of cash shipped to and/or received from
the Federal Reserve Bank (reported on Form MD-115) or correspondent bank during the
last six months. If, in the examiner's judgement, that amount appears high in relation to
the amount the bank has reported on Form 4789 for the last six months, the examiner
should discuss his/her findings with management and obtain a reasonable explanation.

 STOPS
At this point, the examiner has to exercise judgement in deciding whether further
examination and testing is needed.
—1f the examiner is satisfied with the results from the steps above, the findings
should be summarized in the workpapers.

—-1f, however, it is determined that further work is warranted, the examiner should
implement Module I,

&S

o
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MODULE I

The purpose of this module is to conduct i inati
i F C ; on-site examinat
?np:dr:lt;osn:tsrelatnve todFmancxal Recordkeeping and Reporting Regnulal'ggngf t!El!lhei:,
out procedures and guidelines the examiner should he ducti
test checks for compliance with the regulati Criteri et of bramehes
: . _ . teria for selection of b
for detailed review are listed alon §vith general guideli e to sitner
: _ eneral i i
multiple or single office financial ins%itut.ionsg. guidelines applicable o elither

This phase of the examination should i ini
include a minim i
(preferably ten or more) days of transactions and one to three rt:lranug;\ giﬁf:levse

Branch examinations should en :
within the days selected. compass a review of the work of selected tellers

The selection of tellers should be
1t tel governed by the bank's int
tp:::seadcutrizs:{s ti;ogngiafr;::pi:,“ﬁsxtti the bank's practice to direct all larges c?rreerr?:)lr
er examiner may concentrate on the
tellers. In the absence of s:uch Y el
procedures, or if t 3t
followed, the work of all tellers should be revi’ewed. he procedures are not heéing

I. Complete Exhibits A and B: A Revi ‘ istributi
Conpele bl S and B eview of Currency Distribution/Cash Control

A. Submit Exhibit A, the Currency Distribution and Cash Control Center

Letter and its attached Currency Shi istributi
Officer-in-Charge of the Ceme:rf:y pment/Distribution Report 10 the

B. 1f branches ship directl
If branc y to a Federal Reserve Bank or a corr
institution, then a copy of Exhibit A must be submitted to evetr:;pg:::;:

that does ship currency di
institution. p y directly to a Federal Reserve or correspondent

C. Check the records maintained :
. at the currency distribution
(c:‘:?nt;t;)til :mw?tr:nc.::f to en:ure that the information in thc/s?i:cisr&:r?s{
pa information provided by the Officer-i i
Exhibit A and the guidelines outlined below. (See Section H.;n-Charge "

D. A Branch Office Lett ibi
: sent to every branch. er (Exhibit B) should be personally addressed and

Guidelines faor Selection of Branches for On-Site Review

A. In reviewing the information provided in Exhibits A and B, examiners
y

should use the following criteri
should g criteria to select those branches for on-sight

* 1. Branch requests for lar inati
branch : ge denomination currency represen
significant portions of their total currency requir{me?'\ts; ¢ the most

2. Branch requests for lar irat
ge denomination © e
. greater than average branch requirements; currency are significantly

Aty
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3, Branch does not ship large denomination currency;
4. Branch reports no exempt list;
5. Branch manager would not sign the statement (Exhibit B); and

6. Branch is characterized by unusual cash transactions with Cash
Control Center, Federal Reserve Bank, or correspondent institution.

In the absence of significant leads, consider selection of branches for on-
sight review by sampling on a random basis.

General Guidelines for On-Sight Review

A.

When at the office jocation, the examiner is to review the work of
selected tellers within a specific time period. (See above criteria for
selection of tellers. Recommended time period: minimum five days,
preferably ten days.) The examiner should take into account the time
period allowed for filing Forms 4789 and 4790 in selecting the time
frame in which the examination will be conducted. For example, if the
date of examination is 12/31/80, the grace period for filing is 15 days,
and the examiner is reviewing transactions for 2 weeks, or 14 days, then
the examiner should review transactions at least 29 days before

12/31/80.

Obtain, for selected tellers, completed cash proof sheets for as many
consecutive dates as practical. From a day-to-day comparison of total
$50 bills and $100 bills, determine specific tellers who experienced a
significant ($10,000) fall-off in these denominations that is not supported
by the tellers' transactions. Incidents of this type should be reported to
management as possible incidents of currency washing.

Review Procedures for Selected Tellers and Selected Dates

A.

B.

C.

Obtain and review tellers’ documentation for the selected dates.
Note any cash-in of cash-out transactions of more than $10,000.

In instances where such transactions are discovered, determine the type
of transaction and if it was reported. Transactions with non-exempt
customers not reported should be researched to ascertain if they are
truly subject to the regulation.

Review consecutive transactions which total in excess of $10,000 to
ascertain if made by or for one depositor.

The following transactions should be checked:

l. Cashed checks — items should be traced to ascertain if they are a

cash-out of more than $10,000 or part of a split transaction. Split

transactions which do not involve a cash-out of more than $10,000
should be eliminated.
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Cash deposits — any t i : .
510,000‘;():0a5h. y transaction Involving the receipt of more than

3. Savings withdrawal — cash withdrawals of more than $10,000
b I .

4, Personal money orders or offici
cial checks sold -- any sale
than $10,000 cash must be reported, even to an exernp); custon?rerr.noé:

aware of consecutive items sold. A ch i
. eck of i
that they were sold to same customer. paid ftems could revea!

5. Savings bonds sold or - i i i
S0, 055 cmen, cashed transactions involving more than

6. Ofificial checks cashed — cash-outs.

7. Loans — note teller receipt or pay-out of more than $10,000.

8. Securities sold or if insti
Secue purchased -- if institution acts as
individual and the transaction involves more than $10,000a§:ee\2; for &n

I?sﬁex\sglcr::rashould obtain and review the list of exempt customers
Lists which pspit;ar inordinately long or which contain names of.
customers the sti or nature of vyhose business would not ordinarily
merit Sxe uEder a.us_sho_uld be discussed with management of the
nstitution w the:am.m.at'ion. If after discussion with management, the
examiner I hea criticism may s‘tx.ll be warranted, the matter should
o the examiner's supervision department or regional office.

List exceptions for possible inclusion in the report of examination

PEVEINY
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EXHIBIT A

CURRENCY DISTRIBUTION AND CASH CONTROL CENTER LETTER

Date:

, Officer-in-Charge Branch#:
Currency Distribution/Cash Control Center '

(Location)

Dear Sir/Madam:

In order to facilitate our review for compliance with Financial

Recordkeeping and Reporting Regulations, please submit to the below-named examiner
the following information. Supporting source records should be made available for

review upon request.

Examiner

Please provide, according to the attached format, the following

information for the period from to ,
inclusive,
1) For branches which ship and receive currency through a central currency
distribution center within the institution, please provide:

a) A list of all currency shipments between the distribution center and
the Federal Reserve Bank or correspondent institution;

b) A list, by branch, of all currency shipments between the distribution
center and branches;

c) A list of currency shipments between branches;

d) A list of branches which have shown a significant increase in their use
of large bills during the past twelve months, either as a portion of
their total shipment of currency or in comparison to other branches.

2) For branches which transact (ship and/or receive currency) with the

Federal Reserve Bank or correspondent institution, please provide:

a) A list of all currency transactions between the branch and the Federal

Reserve Bank or correspondent institution;
b) A list of all currency transactions with other branches

(Signed)

(Title and Position)




6 - 28 - 0 TL6-98

Officer-in-Charge
Institutiorrlj

Narre

-

CURRENCY SHIPMEMT/DISTRIBUTION REPORT

from

to

Location

1/ The Report would be submitted to the institution if cash distribution was carried out through a cash distribution éenter.

CURRENCY RECEIVED

CURRENCY SHIPPED

Date Received Total amount of Total amount of Date Shipped Total amount of | Total amount of
from shipment large ($50's & 100's) to shipment large ($50's & 100's)
bills bills
(Signed)
 (Title and Position) . {(Date)

get

b
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EXHIBIT B

BRANCH OFFICE LETTER

Date:

, Officer-in-Charge

, (Office)

, (Location)

Dear Sir/Madam:

To facilitate our examination of compliance with Finqncial Recordyeepi.ng
and Reporting Regulations under Public Law 91-508, please furnish the examiner-in-
charge with the information listed below.

Examiner

1) A copy of your list of customers who normally have currency transactions
over $10,000 (exempt customers).

2) Describe how currency transactions over SI0,000_ for customers are
recorded and reported by individual tellers at your office.

3) Describe the records used at your office to document, by denomination,
currency transfers between tellers, including transfer from and to vault
cash.

4) Name of person in your office who is responsible for filing Currency
Transaction Reports (Form 4789).

5) Indicate where copies of all Currency Transaction Reports (Form 4789)
prepared by your office are maintained.

6) A list of all transactions for which Currency Transaction Reports
(Form 4789) are due to be filed but have not yet been submitted by your
office.

7) U periodic reviews are conducted by office management of exempt
customers to ensure that their status has not changed under Recordkeeping
and Reporting Regulations, please make supporting documentation
available, including:

o

s

Ll
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Branch Office Letter

a) datés of last two reviews; .
b) description of work reviewed;
¢) names of individuals who conducted the review and their findings.

LR B B B BN

Currency Transaction Reports (Form 4789) have been completed for all
required transactions. Lists of customers who npormally have currency transactions
over $10,000 (exempt customers) are currently maintained.

(Signed)

Office Manager

Mr. Ryan. There is probably no point in me going into a descrip-
tion of the examination procedures. We all follow the same proce-
dures that were worked out on a joint basis.

The GAO has reviewed those procedures, and we think they are
sufficient to insure reasonable compliance. They are in place, and
we have every reason to believe that they are working pretty well.

I might just touch on an aspect that the Federal Reserve is
uniquely involved in, and that is the provider of currency to the
banks.

Banks ship currency to the Federal Reserve and order currency
back from the Federal Reserve.

Mr. Herrmann mentioned if we had some way to access this
information, we might be in a better position to target individual
banks that had unusual currency flows.

I might mention that the Federal Reserve Bank of New York is
now in the process of building a computer model that is designed to
do just that, to identify banks that have unusual flows, and to
highlight those banks, so that they can be targeted for more inten-
sive investigation to see that they are complying with the Bank
Secrecy Act.

As an aside, I might mention that that process at first blush
seemed to be a relatively simple one, but as we got into it, it
turned out to be much more complex than one might imagine.

In any event, that effort is underway, and we would expect to
have results from the New York work, and we would try to imple-
ment that throughout the Federal Reserve System.

The third point I might make is that indeed we hive experienced
the same, some of the same difficulties that otl.er members or
other witnesses today have mentioned.

We have had an instance that I can recall very vividly in which
the bank had in its files copies of the forms, the currency transac-
tion reports, and yet there were no corresponding forms on file
with the IRS.

The bank claimed that they sent them, that maybe the IRS lost
them.
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We had no way to judge the veracity of that claim, so we were
unable to get to the bottom of it, frankly.

Your suggestion, or the suggestion that was made about some

mechanism for insuring that the forms are indeed filed is a good
one and worth exploring.

In conclusion, Mr. Chairman, I think that, I know as a matter of
fact, that the Federal Reserve is committed to enforcement of the
Bank Secrecy Act.

I think, as a matter of recognizing reality, we have to recognize
that it may not be possible for our bank examiners or even for the
bankers themselves to be 100 percent certain that narcotics money
isn’t flowing through their banks.

Currency is fungible. There is no lasting identity to any particu-
lar transaction and, therefore, it is extremely difficult to trace and,
therefore, there are an infinite number of ways for the dishonest to
frustrate and circumvent these regulations.

1 think that the regulations on the currency transactions are a
step in the right direction and a useful tool.

We remain committed to its enforcement.

Mr. ZereEreTTI. Thank you, gentlemen.

Since the three of you represent the agencies that have the
Federal auditing responsibilities there have been complaints that
auditors have cited banks for seemingly inconsequential technical
violations, such as a zip code on a 4789 record which contained a
wrong number, and an instance where a 4789 had not been filed on
a series of some 250 individual cash deposits from area public
school lunchrooms, which aggregately exceeded $10,000.

One banking institution went on to describe a catch 22 situation
wherein they are hesitant to call attention to a discrepancy in a
4789 which they may discover through their own internal auditing
operations for fear their diligence to check their own compliance
would bring about certain citations.

Do you see that as a problem for auditors who are perhaps
unable to make a differentiation between what is a violation and a
common error, and therefore carry out their audits in a rather
callous fashion?

There has to be a way of creating a cooperative spirit between
the auditor and the banks, and I would like to hear your comments
on what you may have run across, what your people may have told
you and if in fact this is something that is an ongoing problem, or
is it merely an isolated case?

Mr. HERRMANN. Mr. Chairman, from a personal point of view in
the Atlanta regional office, I would agree that early on as we
stepped up the pressure and became very, very aggressive, there
was some overkill, some examiner overzealousness.

There has been a balance mechanism now put in place, but I
frankly think in some instances bankers were using that to cloud
the issue where forms were not completed and forwarded on.

I do think there certainly were some incidents of that early on,
but I believe that has now settled down. I think it is a reasonable
statement to say at this point those kinds of problems are no
longer occurring.

Mr. ZerFerETTI. Anybody else care to comment?

129

Mr. SNYDER. While an examiner may cite numerous small tech-
nical errors, he is not putting the same weight on them. He would
have a responsibility to point out that there are errors in the way

. these forms may have been filled out, or to point to various defi-

ciencies but as his findings move up the regulatory ladder, techni-
cal errors don't have the same impact as substantive violations.

Mr. ZeFErRETTI. Basically what they are talking about is whether
or not the individual is intent on violating that specific law, and
that is where we are at.

The other parts of it, yes, I could agree with you, but not on that
one. Sometimes, I know, the bank managers feel like they get
harassed, and we are trying to open up the dialog, so it becomes an
easier job for you and for them to transform that information into
something that our law enforcement officials may be able to use.

Mr. SNyDER. We, and each of the agencies, are assisting the
Internal Revenue Service in their data capture process, getting
those forms correctly submitted, the blanks filled out properly, and
obtaining the necessary data.

The IRS has been sending back thousands of these forms for such
innocuous errors as you just mentioned. We have agreed to help
them get the best data bank possible.

Mr. ZEFERETTI. What is your operational relationship with the
othe .gencies, whether it be on the Federal or State level?

Is there an ongoing working relationship? Are you able to sit
down and work to solve your mutual problems?

Mr. SnypER. Currently, many of the common problems or the
common objectives are being channeled or met through the Federal
Financial Institutions Examination Council.

The FDIC, the Office of the Comptroller of the Currency, the
Federal Reserve System, the Federal Home Loan Bank Board and
the National Credit Union Administration are represented on that
Council, and there is a representative of the State banking agen-
cies, so that when a program like this channels through that
l()3011'nci1, we can attack the problems on a cooperative and joint

asis.

Mr. ZerEreTTI. Thank you. Mr. Shaw.

Mr. Suaw. Mr. Ryan, I have heard from time to time how the
bank deposits through the Federal Reserve System seem to swell
way out of proportion in this part of the country.

Could you give us a little overview on that and the extent to
which we are out of whack with the rest of the country which
would, I assume, indicate this is drug money coming in?

Mr. Ryan. I will have to submit the data for the record and get
the information. I don’t have the numbers.

[Mr. Ryan subsequently submitted the following information for
inclusion in the record of the hearing:]
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CURRENCY RECEIPTS FROM AND PAYMENTS INTO CIRCULATION—TOTAL 1980

[in thousands of dollars}

‘Reserve bank/branch

100's

Received from
commercial

banks

100's shipped
to commercial
banks

Net paid

Boston 369,274 857,650 488,376
New York 3,270,622 7,419,710 4,149,088
Buffalo 110,678 211,846 101,168
Philadelphia .........cosrecerses 406,301 594,632 188,331
Cleveland........ 96,108 230,966 134,858
Cincinnati 139,098 274,863 135,765
Pittsburgh 91,644 159,797 68,153
Richmond 384,260 484,055 99,795
Baltimore 278,922 398,981 120,059
Charlotte 338,627 394,929 56,302
Atlanta 244,052 267,970 23,918
Birmingham ... 127,894 175,657 47,763
Jacksonville 433,868 126,281 * (307,587)
Nashville 159,407 160,580 1,173

New Orleans 397,132 553,020 155,888
Miami 1,916,629 163,608 * (1,753,021)
Chicago 422,240 1,124,044 701,804
Dasroit 148,951 438,000 289,049

SE. LOUIS wovvvsevmssesessesssssessessssossessesssasessasssssissssssssassssssssssssessssassasssssssssssassssssssssssasssissesniso 114,560 195,072 80,512
Little Rock 66,302 84,638 18,336
Louisville 106,001 171,313 65,312
Memphis 62,213 105,327 43,114
Minneapolis 97,009 225,772 128,763
Helena 29,639 42,154 12,515
Kansas City 79,853 165,341 85,488
Denver 196,961 232,780 35,819
Okalahoma City 108,473 269,875 161,402
Omaha 29,855 85,393 55,538
Dallas 263,265 443,130 179,865
£l Paso 89,203 179,120 89,917
Houston 108,740 411,055 302,315

San Antonio 235,730 174,965 1 (60,765)

San Francisco 1,102,312 1,154,500 52,188
Los Angeles 1,241,529 1,618,800 371,21
Portland 59,994 104,245 44,251

Salt Lake City... 75,203 65,000 1 (10,203)
Seattle 84,363 261,690 177,321
System total 13,486,912 20,026,758 6,539,847

System averages .. 364,511 541,264 ...oveoerenrrianens

1 Net paid amounts indicate that the amount of currency received from commercial banks exceeds the amount of currency shipped to commercial
banks.

Mr. Suaw. I would appreciate that, because we have had a lot pf
speculation. This might be very valuable tc us, so we can put in
proper perspective exactly how severe this is.

Mr. Ryan. Be happy to do that.

Mr. Suaw. That is all. . '

Mr. ZEFERETTI Our next panel is Mr. Masvidal, chairman of the
board of the Biscayne Bank, and Mr. Charles Kimball.

We have your statements, and they will be made a part of the
record.

You can read it, summarize it or proceed in any manner that you
feel comfortable. ‘ .

I thank you, by the way, for sitting and listening to all the
testimony this afternoon.

%
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TESTIMONY OF RAUL MASVIDAL, CHAIRMAN OF THE BOARD
AND PRESIDENT, BISCAYNE BANK, MIAMI, FLA.

Mr. MasvipaL. Since the term frustration and lack of coopera-
tion has been heard over and over during this hearing, I would
prefer just to refer to one practical experience I would like to share
with the committee rather than read my entire testimony of which
you have a copy.

Mr. ZEFerRETTI. Your entire testimony will be made part of the
record.

Mr. MasvipAL. Let me say we are crying, and I am speaking of
the banking industry in south Florida in particular, we are crying
from cooperation from all sides as we also share the frustrations of
the law enforcement agencies in fighting this intractable problem.

We would be extremely shortsighted, aside from immoral, to
pretenid that one can look the other way and allow your institution
to be utilized to store or transfer the cash proceeds of drug traffick-
ing.

I call for an aggressive stand on this issue. I call for an expanded
cooperative approach on our part with regulatory authorities and
enforcement officials.

I can see many ways through which a banker, without violating
any laws, can assist investigators in prosecuting dope dealers.

This assistance can take many forms such as reacting with expe-
diency to requests for information from law enforcement agencies
i?l Ofder to impede the maneuvering of funds beyond the reach of
the law.

Another form is by providing nonrecorded information on any
suspicious customer or activity.

By the same token, bankers could use some cooperation in being
{)rovided with information to assist them in the enforcement of the
aw.

I have just gone through another frustrating experience in this
respect with my own bank.

Last February, in the program ‘“60 Minutes,” CBS aired a list of
banks in Miami that had allegedly been utilized by a drug traffick-
er in laundering illicit money.

CBS alluded to the information stemming from a secret report of
the U.S. Department of Treasury. My bank was one of those
named. I immediately took steps to try to identify the transaction,
customer or account and dates involved. Through the courtesy of
the local CBS affiliated station I viewed a video tape of the pro-
gram about five times looking for a clue. I ordered a full-scale
invesfggation of transactions between our bank and the other banks
named.

Finally, I decided to go to the source of the information itself,
that is, CBS or the Department of the Treasury.

I also requested the assistance of the regulatory authorities with
supervisory responsibilities over my bank.

The exchange of correspondence that took place during the ensu-
ing months is attached herewith as part of my testimony. This is
part of this file that you see right here.

At the end, I was basically referred from cne agency to another
and most of them, as you can see, claimed no knowledge of the
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information or their inability to obtain the same from whoever had
it.

r what it really matters, Mr. Chairman, I stand before you
toggy without knov&ying in fact whether the allegations made by
CBS were true or not, and if they were true, obviously a TV
network seems to be more entitled to Government information and
to divulge its contents selectively at its own discretion to 60 million
viewers, for their own benefit than somebody who 1is concerned
with cooperating in the prosecution of drug tyafﬁckmg. :

My point, in conclusion, Mr. Chairman, in that as a banker
have taken all of the steps I have considered necessary to prevent
the utilization of our bank for drug money laundering act1v1ple,s.

We do not open accounts to strangers. We do not sell cashier’s
checks or transfer money for individuals who are not our custom-
ers. We have a strong program today to enforce compliance with

ank Secrecy Act.
th? }}?ave the buryden of responsibility upon my shoulders to protect
integrity of our institution. _ _
th%tllr c%ntzolling stockholders have been in the banking business
for over 100 years and intend to remain in it for the next century
too. The preserving of their reputation and integrity on a long-term
basis has to be foremost in my mind. .

There is no way, and I repeat no way, I can see any possible
permanent benefits to be reaped by any responsible banking insti-
tution in neglecting its moral obligation on this issue.

We are talking about the defense of our own community and our
own children. To limit ourselves to the exact requisites provided
under the act would be not only foolish but irrgzsp_onmble.

We welcome attempts to increase the capabilities of law enforce-
ment agencies to monitor and assure compliance with the Bank
Secrecy Act. We do not consider the present requirements a colos-
sal burden. o . '

We have already received significant cooperation from the office
of the comptroller of Florida and the FDIC in improving our ap-

ach to compliance.
pr%Ve do feel tlljlat without expanded cooperation between the bank-
ing community and the enforcement authorities our impact on the
overall effort is being severely curtailed. '

The enemy may have occasionally infiltrated some of our finan-
cial institutions but at some point those who volunteer their efforts
to this cause should also be willing to volunteer their own informa-
tion to earn the trust of investigators. Most bankers, myself includ-
ed, stand ready to do that. _ _

Thank you, Mr. Chairman, this concludes my testimony. If you
or any members have any questions I will try to answer them.

[The prepared statement of Mr. Masvidal follows:]

PREPARED STATEMENT OF RAUL MAsSVIDAL, CHAIRMAN OF THE BOARD AND PRESIDENT,
BiscaYNE Bank, Miami, Fra.

_Chairman and members of the Committee, my name is Raul Masvidal. I am
thlgléhgirman of the Board and President of Bisca_yne.Bar.lk in Miami, Florida. For
your information this bank is a state chartered institution of approximately $89
million in total assets. The Bank is located in downtown Miami and was founded in
1973. 1 acquired controlling interest of the same in 1977 gnd sgbsequently, 1n‘19_78,
allowed Portuguese interests to acquire majority ownership. Prior to my association
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with this bank I was President and Chief Operating Officer of Royal Trust Bank of
Miami, N.A. and prior to that I was a Resident Vice President of Citibank of New
York assigned mostly to the Caribbean area.

My purpose is to provide you with an overview of the problems faced by banks
today arising from the cash flow generated by drug trafficking and the effectiveness
of the reporting requirements under the Bank Secrecy Act in providing law enforce-
ment agencies with the necessary information to prosecute drug traffickers. I should
make special emphasis at the start that I can speak with firsthand knowledge about
my bank only and my personal experiences as a banker for the last 15 years.

American history is being re-enacted in South Florida. The days of the Old
West—cowboys vs. indians—are being revived. As in the old days too, the cowboys
seem to win most of the time. Decent people are now the modern day “indians” and
we seem to be fighting with inferior weapons against an aggressor that basically has
established a regime of terror to rule the land. Bankers too are victims of this
regime of terror.

We seem to be trapped to the crossfire between the law enforcement agencies and
the public opinion. We have an obligation to our customers to protect their rights to
financial privacy as required by law. Frequently this protective attitude has been
misinterpreted, and perhaps with reason, as a lack of cooperation with criminal
prosecution by the law enforcement agencies. This presents a problem. Above all
our duty is to society and more specifically to the community in which we work and
live. Drug trafficking has put in peril the entire fiber of a society. As bankers we do
have an obligation that stands above and beyond any other: that of being good
citizens. Thus our cooperation in combating the criminal elements involved in drug
trafficking is not an option. It is our duty to the same society where our customers
earn a living so that the need for a bank arises. We must go beyond the letter of the
law. We can not allow our institutions to be utilized by these criminal elements to
hide or transfer the proceeds from illicit activities just because they seem to be
better than us in finding loopholes.

The vast majority of bankers that I have discussed the problem with feel this way.
I sense a lot of frustration on the other hand to have the law enforcement authori-
ties consider us as part of the enemy. Our industry’s image has been badly tar-
nished by a few individuals without scruples.

In one of the banks that I was previously associated with I personally suffered the
effects of this reality upon facing the disgraceful discovery of accounts showing
unusual patterns of cash transactions under the protective mantle of cooperating
members of the staff. The end result of this unhealthy environment is that we
operate in an atmosphere where we breath fear.

As a matter of fact upon receipt of your letter of invitation to testify before this
committee I contacted some bank officials to obtain their opinions and comments on
the subject. I found a significant degree of reluctance to discuss it. Most indicated
that the less it’s aired in public the better. In the past, efforts by some of my
colleagues to organize task forces or committees to confront the problem have not
found many receptive ears. My own efforts in this respect have also proven fruitless.
Purely out of fear to attract additional attention from the media.

It’s the ultimate sense of frustration. We have taken all kinds of measures,
established new controls, created double control points and gone to extents that
sometimes have created a police state situation within a bank.

I don't regret seeing all of this take place if I could state categorically to you
today that we are invulnerable. But the problem is that we still aren’t. It has to be
tragic when I as a banker read the headlines of our newspapers and run across
another article about drug money being discovered at some bank.

My first reaction is one of hope that I will not find the name of my bank. The
mere mention of your bank’s name as having been unknowingly utilized by a drug
trafficker to conduct some of his illegal activities, is a severe blow not only to the
institution but to its management, its directors and of course their families. Perhaps
ironically all of this has brought the level of awareness on the part of the bankers
as to the magnitude of the problem to a point where the law enforcement bodies felt
it was necessary to obtain the cooperation of the bankers. This brings me to the
point that I will try to make the central theme of this testimony: “Cooperation.”

Mr. Chairman, your letter inviting me to appear before this committee also
indicated that you wished me to address the issue of the effectiveness of the reports
required by financial institutions as well as the impact on the banking community
of involved regulatory schemes that will enhance financial investigations.

Putting it in simple terms, as a banker, I welcome this approach and appreciate
this committee allowing me to voice my comments. However, to answer the specific
questions of the effectiveness of the report I would like to refer to the title of a 214-
page report issued in 1979 by the General Accounting Office: “Gains made in
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controlling illegal drugs, yet the drug trade flourishes”. I think the same is applica-
ble today to the effectiveness of the reporting requirements under Title 31.

We are crying for cooperation from all sides as we also share the frustrations of
law enforcement agencies in fighting this intractable problem. It would be extreme-
ly short-sighted, aside from immoral, to pretend that one can look the other way
and allow your institution to be utilized to store or transfer the cash proceeds of
drug trafficking. I call for an aggressive stand on this issue. I call for an expanded
cooperative approach on our part with regulatory authorities and enforcement
officials. I can see many ways through which a banker, without violating any laws,
can assist investigators in prosecuting dope dealers. This assistance can take many
forms such as reacting with expediency to requests for information from law en-
forcement agencies in order to impede the maneuvering of funds beyond the reach
of the law. Another form is by providing non-recorded information on any suspicious
customer or activity.

By the same token, bankers could use some cooperation in being provided with
information to assist them in the enforcement of the law.

I have just gone through another frustrating experience in this respect with my
own bank.

Last February, in the program “60 Minutes” CBS aired a list of banks in Miami

that had allegedly been utilized by a drug trafficker in laundering illicit money.’

CBS alluded to the information stemming from a secret report of the U.S. Depart-
ment of Treasury. My bank was one of those named. I immediately took steps to try
to identify the transaction, customer or account and dates involved. Through the
courtesy of the local CBS affiliated station. I viewed a video tape of the program
about five times looking for a clue. I ordered a full scale investigation of transac-
tions between our bank and the other banks named. Finally, I decided to go to the
source of the information itself, i.e.,, CBS or the Department of the Treasury. I also
requested the assistance of the regulatory authorities with supervisory responsibil-
ities over my bank. The exchange of correspondence that took place during the
ensuing months is attached herewith as part of my testimony. At the end, I was
basically referred from one agency to another and most of them as you can see
claimed no knowledge of the information or their inability to obtain the same from
whoever had it.

For what it really matters Mr. Chairman, I stand before you today without
knowing in fact whether the allegations made by CBS were true or not, and if they
were true, obviously a TV network seems to be more entitled to government infor-
mation and to divulge its contents selectively at its own discretion to 60 million
viewers, for their own benefit than somebody who is concerned with cooperating in
the prosecution of drug trafficking.

My point, in conclusion, Mr. Chairman, in that as a banker I have taken all of the
steps I have considered necessary to prevent the utilization of our bank for drug
money laundering activities. We do not open accounts to strangers. We do not sell
Cashier’s Checks or transfer money for individuals who are not our customers. We
have a strong program today to enforce compliance with the Bank Secrecy Act.

I have the burden of responsibility upon my shoulders to protect the integrity of
our institution.

Our controlling stockholders have been in the banking business for over a 100
years and intend to remain in it for the next century too. The preserving of their
reputation and integrity on a long term basis has to be foremost in my mind. There
is no way, and I repeat no way, I can see any possible permanent benefits to be
reaped by any responsible banking institution in neglecting its moral obligation on
this issue. We are talking about the defense of our own community and our chil-
dren. To limit ourselves to the exact requisites provided under the Act would be not
only foolish but irresponsible.

We welcome attempts to increase the capabilities of law enforcement agencies to
monitor and assure compliance with the Bank Secrecy Act. We do not consider the
present requirements a colossal burden. We have already received significant coop-
eration from the Office of the Comptroller of Florida and the FDIC in improving our
approach to compliance. We do feel that without expanded cooperation between the
banking community and the enforcement authorities our impact on the overall
effort is being severely curtailed.

The enemy may have occasionally infiltrated some of cur financial institutions
but at some point those who volunteer their efforts to this cause sheuld also be
willing to volunteer their own information to earn the trust of investigators. Most
bankers, myself included, stand ready to do that.

Thank you, Mr. Chairman this concludes my testimony. If you or any members
have any questions I will try to answer them.
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Mr. ZerererTI. Thank you very much.
Mr. Kimball.

TESTIMONY OF CHARLES KIMBALL, REAL ESTATE ECONOMIST

Mr. KimBaLL. Real estate in south Florida is big business.

A survey we recently completed covering the year ending the
second quarter of 1981 showed that in the three south Florida
counties, there were 3,215 sales of commercial property and land
for $300,000 or more each. ‘

This generated a business level in the three counties of $4.3
billion.

My firm uses the transactions of property for appraisal purposes
and for our consultation assignments with many major lenders,
including several large New York banks, so we analyze every
transaction of this kind, and as a sideline to my work Wh}ch
includes for many years consultation assignments with the Florida
Department of Law Enforcement and other agencies, we have been
analyzing which of those transactions involved purchases by for-
eigners.

gDuring that year’s period in south Florida out of the 3,215 major
sales, 1,127 were purchases by foreign individuals or offshore corpo-
rations.

Again, cooperating with law enforcement authorities, we have
taken out of that 1,127 purchases, and we have found 446 of those
amounting to some $683 million which we can tracz to some type
of illicit and illegal funds.

One of the specific studies that I made, and one which dates back
in part to work I did with the Internal Revenue Service in the
early seventies, was an analysis of the source of funds which are
used to buy properties here in south Florida through offshore cor-
porations.

I am specifically concerned about the corporations from the
Netherlands Antilles, Cayman Island, and Panama, along with
other jurisdictions where corporate regulation in those countries 1s
virtually nonexistent or else the law permits absolute secrecy in
terms of the flow of funds in and out of the companies or informa-
tion as to whom the stockholders might be.

We have this analysis in the form of a chart here, and it shows,
this chart shows two columns: One, the result of a 1979 study
which was used for testimony before the Nunn committee in Wash-
ington, and then a more recent study which was completed specifi-
cally for this committee.

Mr. ZergrETTI. Can I interrupt you?

How do you compile those figures?

Mr. KimmBaiLL. By taking all of the transactions in a particular
class and analyzing them by our knowledge.

Mr. ZerERETTI. Yes, but how do you find out that the mafia is 20
percent, and foreign tax evasion is 30 percent, and how do you
make that determination?

Mr. KimBaLL. The way, these are actually good estimates, and 1
can tell you how we make the determination.

There is a substantial amount of intelligence available about
criminals in south Florida. You have heard testimony that there
are over a 1,000 major narcotics dealers here.
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Many of those people have been arrested, and search warrants
executed, and searches made in their homes, and some of which I
have even been on and many documents have been found indicat-
ing their connections.

In the case of an example which I was going to discuss, let’s see
how finding a relationship with one Netherlands Antilles corpora-
tion then leads us to others that may have similar officers or
nominees holding office in these companies.

Sometimes the narcotics traffickers themselves sign documents
which are a matter of record concerning these corporations, and in
the case of the example I have here today which is called Narcotics
Financier B.

This individual who was recently arrested and charged with
crimes actually signed as an officer of a great many corporations,
When he was identified as a person being involved in narcotics
money, it was impossible to look at all these corporations that he
was signed as an officer and collect them together.

While the arrival of new corporations is very, very, substantial,
it has been possible over the years to go back to where we have
collected this total information and break down the companies into
those which we have knowledge of in general, as to where the
sources of funds come, so these are our best estimates made on
rather circumstantial evidence at times, but which are the best
information available.

I have not heard from anybody else who has made any studies in
these fields or has any better estimates of where this money comes
from.

Now, you have to remember what I am talking about, when I
talk about offshore corporations, I am talking about four out of ten
of the foreign investment transactions.

The other six out of the ten are transactions which would appear
to have some legitimacy in terms of movements of money into this
country, but it is through the anonymous corporations we especial-
ly find over and over again, it is these vehicles being used by the
narcotics financiers and drug dealers, and so we have developed
estimates certainly as to what percentage of these companies are
being used for various purposes.

You have to remember, use in the Netherlands Antilles corpora-
tion has no special legitimate reason in terms of use at the present
time over a Florida corporation or a corporation from some other
State in this country.

The only reason to use that corporation now is the anonymous
nature which you can gain through your ownership of that firm or
the movements of funds in and out of the accounts of that firm,
and so what we have is a very, very serious problem in terms of all
law enforcement activity, especially IRS and banks in dealing with
offshore corporations, because these corporations frequently only
appear not with cash, but with checks from offshore banks, and so
these estimates are the best ones that we have, and we have found
increasing numbers of these firms being utilized by the narcotics
dealers in the world making investments here.

Talking about foreign tax evasion, I am talking about flight
capital which comes here from countries where the exportation of
capital is essentially illegal.
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I am talking about the U.S. mafia. We have some very, very good
evidence from various law enforcement sources indicating much of
the profits of organized crime in terms of cash, that this cash is
taken out of the country, reinvested here through these anonymous
corporations. That way the nature of the investors who backed
these companies can be kept in rather strict confidence in many
cases, but there are people who have to administer these invest-
ments and people who oversee them and over the years it has been
possible, since I have been watching this activity in south Florida,
to form a pretty well considered opinion of these activities.

I hope I will be able to be more specific and name some of these
corporations and give you examples which are very well document-
ed which would be sufficient to convince you of the seriousness of
the concern we have about the use of these offshore companies in
these foreign areas.

We have a large number of categories, and there are some legiti-
mate reasons for the use of these foreign corporations, but I am not
sure exactiy what they would be in this present financial climate
throughout the world, so we have many categories.

We know, for example, that people like international swindlers
such as Mr. Vesco and other have large sums of money. Where is
this money? Much of it can easily be invested secretly and come
?ack into this country through the vehicle of the offshore corpora-
ions.

You can see, first of all, foreign investment is substantial and
that the use of these foreign corporations is significantly large in
south Florida, and I think you can see that the advantages of
having these investments, more or less, secretly concealed through
these devices is something which is very important to these dealers
because, after all, what is the reason and motivation of being in
the narcotics and drug business?

It is to make money and secure yourself in a very comfortable,
luxurious position in life, and this is what we have to deal with
when we deal with the end result of all this criminal activity, and
this is Wherg we are when we are dealing with real estate, because
real estate in total in south Florida and everywhere is the least
monitored type of business transaction.

If somebody buys a million dollar apartment building, there is no
place, no agency that monitors such transactions and the amount
of cash involved, and there is no place that this has to be reported
to and, therefore, real estate affords the greatest degree of unregu-
lated, unaudited activity of any type of business transactions
APt to refer ¢ the tabl

want to refer to the table in my testimony, in my prepar
statement, which refers to wholesale r}lrarcotics des;ler A. ¥ prepared

To briefly give you a sharp picture of the way we can see this
type of activity taking place and the consequences of using these
offshore corporations, what they are to our financial and economic
structure.

The wholesale narcotics dealer A, is a person who has been
arrested, but never convicted.

He first purchased a house in Dade County in 1978 for $99,500,
and you can see how he has risen to a substantial degree of
affluence in a very short time by dealing in narcotics.
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By May of 1979, 5 months later, he moved to a $230,000 house. Of
all the five houses he bought in the last 2 years, he has only sold to
others one of them, and that was it. He has kept all the others.
June of 1979, he purchased another one for $250,000. October of
1979, a $200,000 house, and then in August of 1980 in the city of
Miami, $232,300 house, and in Coral Gables he purchased for cash
a $675,000 home.

Meanwhile, this individual set up a large number of offshore
corporations, Cayman Islands, Panama, and Netherlands Antilles,
and during the same period he acquired large numbers of invest-
ment holdings in Dade and Broward County.

Much of these holdings, and a favorite type of investment is in
homebuilding land, and I have listed the different types of proper-
ties.

They range from a small warehouse near the Miami Internation-
al Airport that costs $80,000 up to $100,000 worth of homebuilding
land.

The properties that this individual acquired in a 2-year period
came to some $2.8 million of initial acquisitions.

Not too many months ago almost all the investment properties
were sold. They were sold for what appeared to be in terms of what
is in the records all cash over the previous purchase prices.

The properties that cost $2.8 million were sold for $6.2 million.
The new owners were laundered at the Netherlands Antilles—
different entities are now believed to be totally under the control of
the same individual, but through this device of laundering through
Netherlands Antilles and foreign corporations, these properties,
this narcotics financier was able to earn capital gains of $3.4 mil-
lion in a period of a year, and I don’t know of any Bank Secrecy
Act or any other devices which clearly call for the reporting of
these funds which were deposited in south Florida banks and
checks drawn from out-of-the-country banks.

So I think you can see when we come to the end consequence of
all this criminal activity, that we have serious problems which
dwarf anything perhaps that we have thought about so far today.

The consequence of this huge investment flow, and it involves
every type of property from office buildings to country clubs, even
to the acquisition of some banks, is something which is staggering
in south Florida.

Who knows what is happening elsewhere in the country where
nobody is making any kind of study?

South Florida has been a favorite of the criminal element for
years.

In my prepared statement I indicate that my studies that I have
made for other hearings in past years for law enforcement agencies
are the old-time criminals, Mafia, a huge network of lawyers, ac-
countants, other professionals, managers, developers and builders,
and so on, who help these criminals in their criminal activity in
terms of legitimatizing their profits and these networks of profes-
sionals never were people who have been publicly identified yet,
but could be, if there were proper investigations, have gained posi-
tions of power.

A prominent front man, for example, for organized crime, has
held a position of the president of the Chamber of Commerce.
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We have judges who, if it were
) . 10, if only known, have as busi
garlt;ners organized crime figures, and this type of infiltrationnvire}fﬁ
maxe campaign contributions and encourage and influence legisla-

hass to pa;;l a price.

0 much of the homebuilding land and vacant | i

houses was purchased by funds from out of the co?frslt?;aéizzli'}fgr

%r‘llrtqally took over the market. New home prices rose in sout}{
i>r1da an average of $20,000 per house just in the last year
, 11 our previous testimony we indicated this money attributable

]sj_‘lmgly to narcotics funds added $2,000 per house to homes in south
1%1;1da, but it may have added another $5,000 in the last year

X Vhen these people buy warehouses and office buildings and
egin to bid up the price of every type of income property, that

ultupately the cost of these income properties and the cc,>st of

our communit is i : oo : (
South Florlildlg, ¥, and this is what is happening in a rapid rate in

Thank you, gentlemen.
[The prepared statement of Mr. Kimball follows:]
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PREPARED STATEMENT OF
CHARLES KIMBALL

Real Estate Economist

Charles Kimball is a real estate economist affiliated with AREEA Irc.,

an appraisal and real estate research firm. AREEA Inc. clients include
major financial institutions and developers. He has been cited for his
studies in the Wall Street Journal, New York Times, Forbes, Barrons,

¥ .S . News &Wbrld Report, Readers Digest, and has been interviewed on
Good Morning America and 60 Minutes. In 1968 he testified at the hearings
h&ld in Florida by the Shevin Committee and in 1979 before the Nunn
Committee in Washington, Since 1968 he has cooperated with the Florida
Department of Law Enforcement and other agencies in collecting and
analizing information about the investment by criminal syndicates of funds
into business and real estate enterprises in Florida. He is a special
writer on real estate for the Miami Herald and a commentator on WINZ.

In past years he has made several special studies and presentations on
foreign investment in conjunction with agents of a federal agency.

These studies were used in part as a basis for today's testimony.

During the 12 month period ending July 1, 1981, there were 3,215 real
estate transactions of $300,000 or more compieted in three county area
of-Pilm Beach, Broward, and Dade counties. These sales included all

land and commercial income properties sold in South Florida. Every one of
these sales was analized in detail and special cards were prepared for

this purpose. Out of the 3,215 purchases in the year, 1,127 or 35% were
made by foreign corporations or individuals. Based in an extensive analysis

of all such sales for a threByear period, it would appear that 446 or 40%

of all purchases originating out of the country were made with 111icit funds.

In terms of dollar volume during the year surveyed, the major transactions
generated $4.3 billion in business. In the three counties the foreign share
of this business came to 34% of the total of $1.47 billion. Out of the
$1.47 billion in foreign acquisitions about 47% reflect funds from illegal
sources. In just one year, then, $683,038,500 has been invested in South
Florida real estate acquisitions,Of this amount up to 50% represents the

cash positions of the criminal element in these investments.

. In a series of conferances and discussions with agents of several agencies over

a period of years, a special effort has been made to analize the sources
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of funds coming into south Florida through offshore corporations.

These especially include corporations domiciled in the Cayman Islands,
Netherlands Antilles, and-Pnama along with some from Liechtenstein,
the Jersey Islands, Liberia, and a few other jurisdictions. Though

some criminal gvoups invest in their own names and through domestic
corporations, since the early seventies the use of anonymous corporations
from out of the country has become the favorite vehicle for the

holding of real estate here. These are even preferred over the secret
land trusts and nominee systems of irvestment utilized in the forties,

fifties, and sixties by American based criminal investment groups here.

A comparison with the i1licit investment patterns analized in 1979 and

the current market reveals a dramatic shift in the sources of funds.

sWhile a best estimate made two years ago was that 10% of the "Hot"

money here was from narcotics traffic profits, today il1legal drug dealings
produce sufficient profits to account for about one-third of fhe criminal
financed investment activity in South Florida. In addition it should be
noted that Mafia investments reflecting money shipped out of the country and
then back in to purchase real estate may in part also originate from
marcitics traffic along with profits from all other criminal enterprises

controlled by the Mafia. South Florida is also the recipient of funds

brought here in violation of tax and currency export laws of other countries.

This illegal flight capital is in contrast with money that “flies“Here
Tegally from countries 1ike Germany and Canada. Foreign criminals

and international swindlers also invest their funds here through offshore
corporations. Finally there are*those funds invested here which originate
from American tax evaders. A1l these categories and their relative position

in the i1licit investment picture here are tabulated on an attached chart.

86~971 0 - 82 - 10

453wl .
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Several specific examples of investment empires assembled by major
narcitics traffic figures are given for analysis. These are typical
of the many such empires which exist in South Florida. at the present
time and whose growth continues virtually unchecked and in some cases

unaudited.

The first of these is narcotics financier B. This individual is currently
facing criminal charges. Investments he has made along with members of

his family and other partners in Dade County in a two year span come

to $8,351,000, Financier Bs six partners and one set of nominees .are Bogata baset
Partner number 7 is, according to internationai intelligence, the major
financier in Columbia of narcotics exports from that country. In

addition to the holdings of $8.3 million in Dade County, Financier B

along with other associates has even larger holdings in Broward County.

He currently lives in-Palm Beach County and is having a new home completed
in Broward County at a location on the Intracoastal Waterway. Financier B
uses Netherlands Antilles firms along with others from the Gayman Islands and

Panama.

The second shart covers Harcotics dealer A. This individual has been

charged but escaped conviction. His status as a major dealer has only recently
been concluded based on the size of his real estate holdings. Dealer”A

has purchased $1,687,000 worth of homes in Dade County most of which he
retains in his okn name. In 1979 and 1980 using Cayman Istands nominees
dealer A purchased $2,817,000 worth of investment propetties in Dade County.
Most of these acquisitions were through offshore corporations. Very

recently most of these properties were resold in a lauddering operation.

The sales prices on resale came to $6,245,000 with the markup being all cash.
Under this laundering operation the holdings were sold by one group of foreign

corporations to others. Asa result the sellers gained 53,428,000 in
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SOUTH FLORIDA_FOREIGH INVESTIIENT

One Year/ inding Second “narter 1981

Commercial Real Estate Sales Over 300,000

1. 411 Sales _Forelpn Investment I11licit Investment
Dace 1,696 §2,209,100,000 751 $937,500,00(j
Srowaxd 935 $1,213,500,000 240 $318,300,000
Yalm Teach 584  $883,400,000 136 $212,800,000
Total 3,215 $#,306,000,000 1,127 $1,468,900,000 e H0Us, 038, 500

SOUTH FLORLDA_FCREIGY, UVASTIERT
One Year/ Imding Second iLusrter 10C
C onmercial Real istate Sales Cver $300,000
1T, All Sales Foreign Investnent illicit Investment

Dade 1,568 $2,391,300,000 665 $1,032,500,000

proward 84l _$975,900,000 254 _$381,100,000,.

Totals . 2,409 $3,367,200,000 919 $1,414,200,000 364 $ou4,875,200

SRt
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capital gains from what could be described as legitimate real estate
transactions. This $3.4 million can now be used to invest in still

further Florida enterprises.

During the Lansky era of investments in South Florida in land and

motels, criminal syndicates established a statewide network of major

real estate holdings.With this shear economic impact tiers of professionals
became the employees and fronts of the criminal groups. In recent years
i11icit investment has escalated to the billions on a statewide basis.

Along with this flow of funds has come a greater economic, political, and
social influehce on the business climate of the State of Florida.

Unless the needs of law enforcement are met in terms of greater

capabilities in dealing with criminal investment, serious permanent damage

to the State of Florida could result.
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OFF SHORE CORPORATIONS

CRIGINS OF FUNDS USED
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Mr. ZerereETTI. Thank you for some very informative testimony.
Mr. Masvidal, I can’'t talk to the problems of what you have
incurred with the CBS report or anything like that. ‘
I am sure that you must have experienced great frustration.
However, we can talk to the point of getting you the kind of
information and cooperation from Treasury. I don’t know if you
heard Mr. Powis’ testimony earlier, as he responded to my question
of whether or not the communication and the sharing of informa-
tion can be something that the banking institution can depend on

along with a more cooperative spirit.

He said that he would try to make every effort.

Beyond that, I can assure you that we will be monitoring the
Treasury Department’s efforts and if we can help you in any way
to find out what may have occurred regarding the denial of infor-
mation in response to a proper request, I am sure that we can get
some answers.

I feel very, very strongly about the fact that you were not able to
get the information you wanted, but more importantly I feel very
strongly about not giving the institution the opportunity to share
in the overall information exchange that is needed to get you to
cooperate.

Since you were here for most of the day I saw you sitting in the
back you can tell that most of the testimony expressed a willing-
ness to cooperate, and I would hope that that is the case. If it is
not, I would suggest to you, sir, drop us a line, and we would be
more than happy to find out why.

Mr. MasvipaL. Thank you, Mr. Chairman.

I do think we have had some improvement over the last 6
months, but more than a question of lack of coordination, it is a
problem of a lack of trust.

The banking industry in south Florida, and particularly the
smaller banks, are still viewed by the law enforcement agencies as
part or maybe the potential enemy, and I think that at some point
somebody has to trust somebody, and what I am saying is that if
we are willing to open our books and open our records and cooper-
ate with an investigation, we deserve at some point at least to
share in the information that they have obtained so that we can
take some action.

None of us want that kind of money going through our banks.
No honest banker would want that, but unless we get some means
for identifying those funds or identifying those criminals, there is
nothing that we can do as far as getting them out of the bank or

getting them not to participate in the banking system.

Mr. ZerFerETTI. Thank you.

Mr. Shaw.
Mr. Suaw. I have, my curiosity is somewhat piqued, more legal

curiosity, but with regard to that, CBS would have a responsibility
to have something in response, to back up what it said to make
such an accusation.

What did your counsel have to say about that?

Mr. MasvipaL. Our counsel drafted it, or helped to draft, the
initial letter that we addressed to the Department of Treasury,
since CBS claimed that the information had come from these so-
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We lack here in south Florida, for example, a functioning crime
commission, or we lack a responsibility on the part of our State
and local agencies, law enforcement agencies publicizing the publi-
cation of the names of people who are in the narcotics business.

Testimony today indicated over 1,000 substantial persons who
live in Florida have been identified through arrests and other legal
law enforcement activities as narcotics dealers.

I have seen the list, and when I go over the list, I see people who
own properties, have business enterprises, and it is appalling to
think that we do not have a way to help a responsible business
public who want to do something about this to encourage them to
take action on their own when it comes to a matter of dealing with
their depositors and business people.

You have no way to protect yourself in terms of selling your own
property at a very difficult time in terms of identifying whether or
not a person who comes into your business with a suticase full of
money is legitimate or not.

We need to beef up our efforts in terms of public education in
banking.

Mr. SuAw. We, also as politicians, have the same problem with
our contributors. I am sure if we knew the full background of each
of the people that contribute money to our campaigns, it might be
something that might be very frightening, but there is no way of
knowing. .

Mr. KimBaLL. It is impossible to clear everyone, and it is a very
dangerous game.

The very people you don’t want contributions from are most
certain to try to make them.

Politicans are vulnerable in the State of Florida because the
stakes are very, very high.

I have to sympathize with you, we have the same problem.

Mr. SHAw. As one unsolicited statement which has nothing to do
with what we are talking about, I would say at the conclusion, I
think it has been very obvious from this hearing, Florida has
temendous problems and we do not have to add to them by bring-
ing in casino gambling.

Mr. ZerereTTI. Thank you, gentlemen.

That will conclude our hearings for today, and I want to thank
my colleague, Mr. Shaw, for his hospitality, and thank Mayor
Young for graciously letting us use this magnificent building and
her offices and her staff and everything that goes with this wonder-
{lul office of mayor that she holds, and our gratitude is extended to

er.

Thank you all very much.

[Whereupon, at 4:30 p.m., the select committee was adjourned.]
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