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PREFACE TO SECOND PRINTING 

~fter the first printing of this report, 

the 1978 Hawaii Legislature passed a statute 

authorizing 'court-ordered, wiretapping. The 

statute enacted was nearly identical 'to the 

model statute contained in Appendix I and 

described in Chapter IV of this report. The 

few changes made by the Legislature are dis­

cussed in Addendum to Chapter VI. 

U.S. Department of Justice 
National Institute of Justice 

This document has been reproduced exactly as received from the 
person or organization originating it. Points of view or opinions stated 
in this document are those of the authors and do not necessarily 
represent the official position or pOlicies of the National Institute of 
JUstice. 

Commission 

to the National Criminal JUstice Reference Service (NCJRS). 

Further reproduction outside of the NCJRS system requires permis­
sion of the ~ owner. 

"; 

.. 

o 

., 
1 
I 

,! 

I : 
" , 

I 
,I : ; 
I 

1 

I ; I , 

I . " 
i:" -1 

I ,~1 : i 

;. 1 ~ (" 'j 

~ r . ~ :J, ;;.1 

~ ! il . 

I ~; H 

i 
~ 1: : 
~ ~ 
r, _, 

I . ' 
I 
I 
I 

I' 

I 
0 

, 
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CHAPTER I 
INTRODUCTION TO ELECTRONIC EAVESDROPPING 

Wiretapping has long been used by law enforcement officials as an 

investigative tool. It is not an ordinary tool, in that there 

are certain potential dangers th~t accompany any benefits derived from 

its use. The difficulty 1n deciding whether to adopt a wiretapping I~ 

I~! . statute is that, in spite~of many years of controversy, the precise 

[ kilJ:d and degree of the potential dangers and benefits of wiretapping 

[ 

[ 

[ 

[ 

[ 

[ 

have not been clearly established. 

( 
~' 

On one side of the issue are those ,.,hose primary concern is the 

protection of civil liberties, in particular the right of privacy. 

Justice Holmes called wiretapping a )'dirty business," because of the 'II 

peculiar "peeping tom" nature of electronic E?avesdroppip.g. It is 

possible for investigators to learn the most intimate and sacred 

details of people's lives, and such knowledge carries with it an 

immeasurable power to cause feelings of sh,ame, degradation and insecurity. 

Though the right of privacy is not expressly mentioned in the Bill of . 
Rights, it is accepted as a natural derivative of the ,constitutional 

[ .rights th~t ar~ clearly stated. The abhorrence that civil libertarians 

feel toward wiretapping has been enhanced by recently documented cases 
[ 

[ 

[ 

[-. 
.~ 

o~ illegal and abusive use. 
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Then there are the law enforcement officials and others who.are 

primarily concerned about the threat posed by crime, especially 

organized crime. Just as the need for effective investigation of 

murder and other major crimes is said to justify the invasion of 

privacy inherent ~\n physical searches, it is claimed that wiretapping 
\\ 
II 

is indispensable in certain investigations, and that its benefits 

override, on certain occasions, the individual's right to be free from 

being, overheard in private conversations. If wiretapping succeeds in 

undermining organized crime, or in preventing serious crimes, it is 

'; ~ argued that society ought to have this tool at its disp~sa~. 

~ 
IJ 

The Hawaii Commission Don Crime held a public hearing on wiretapping 

pn November 22, 1977, at the State Capitol. Sixteen persons testified. 

In addition, written testimony was submitted by seven persons. The 

witnesses included representatives of law enforcement and prosecution, 

State and Federal, Oahu and Neighbor Islands';' the academic community 

a~ the University of Hawaii; the Legal Aid and Public Defender Offices; 

the Hawaii Legislature; labor; the telephone company; the Attorney 

General; the State Judiciary; and the American Civil Liberties Union. 
" 

At the public h~aring there was vigorous discussion both for and 

.against wiretapping and0for and ~gainst particular provisions of a 

J I state wiretap statute. (The transcript of the public hearing is 

I 
available at the Crime Commission office.) 

I The Commission held a decision-making meeting on December 15, 

9. , -2-
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1977, and decided to recommend the adoption or a state wiretapping 

statute by the. Legislature. The Commission further decided on the 

provisions of a model statute designed t.O allow court-ordered wiretapping 

while protecting privacy to the fullest extent possible. The model' 

statute was formally adopted by the Commission on January 16,. 197.8. 

" '. (A description o~ that statute is included as Chapter VI of this 

report. The text of the statute is in Appendix I.) 

The purpose of this report is to provide information that may be 

helpful in determining the desirability of a state wiretapping law 

and, if it is desirable, to offer for the Legislature's consideration 

a model statute that incorporates provisioris that have won aomeasure 

of support from both civil libertarians and law enforcement officials. 

The report will briefly examine the existing laws in Hawaii which 

prohibit court-ordered wiretapping; describe. the state .of the art of 

wiretapping; discuss the constitutional limitations on wiretapping; 

describe the Federal wiretap statute, which has served as a model for 

most state Wiretap statutes; examine state statutes which diffeJ::' from 

and provide alternatives to the, Federal model; attempt to assess the 

effectiveness of wiretapping as a tool to fight crime} and, finally, 

-present a~d discuss the provisions of a model statute. 

-3-
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DEFINITIONS 

It shoulQ be noted that "wiretapping" is technically the intercep­

tion of telephone or other wire communications by a third party using 

electronic or mechanical devices. But in this report wiretapping will 

also include "bugging." Bugging is the'interception of conversations 

other than telep on~ h or wl're communic.ations by use o.f a device which 

transmits or records ",7hat 'is said. 'l'he term "electronic surveillance" 

generally means the use of electronic devices to gather information 

about what is happening and specifically includes wiretapping and 

bugg;i.ng. 

I~ this report, wiretapping will be used generally to medn the 

interception of both wire and private spoken conversations by electronic 

or mechanical devices. Wiretapping, including bugging, authorized by 

a court order is usually referred to as "court-ordered wiretapping." 

In order to distinguish between wiretapping by court order and wire­

tapping with the consent of a party(s) to the conversation, the latter 

will be referred to as "consensual wiretapping." 

CURRENT LAW 

Hawaij.. law generally prohibits wiretapping, including bugging, by 

both private persons and State law enforcement officials. 1 However, 

wiretapping with the consent of one party to the conversation is 

-4-
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allowed except that bugging requires the consent of all persons 

[ . entitled to privacy in the place to be bugged. In addition, persons 

[ 

[ 

[ 

[ 

[ 

[ 

[ 
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[ 

[ 

or party lines. 

Wiretapping, except when authorized by law or in the execution of 

a public duty, is considered "Violation of Privacy," a misdemeanor 

punishable by a maximum sentence of one year in jail and a $1,000 

fine. Present Hawaii law does no·t allow state law enforcement officials 

to apply for a court order authorizing.wir~tapping. Bills which would 
\ 

have allowed Hawaii state law enforcement officials to apply for 

court-ordered wiretaps were introduced in the Hawaii Legislature 

during the 1975, 1976i and 1977 sessions. These bills like most other 

state statutes were modeled after.the Federal wiretap statute. 

Federal law allows court-ordered wiretapping by Federal law 

enforcement officials, such as .the FBI. 'Federal law also allows 

wiretapping and bugging with the consent of a party to the conversation. 

The Federal law also authorizes states to enact state laws allowing 

[, court-ordered wiietapping. 

\ 
[ Twenty-four states currently have statutes which allow court-

[ ordered wiretapping. 

statute, but some protect privacy more than the Federal statute. 

i 

Most state statutes are modeled after the Federal 

[ 

[ 

[ 
-5-
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CHAPTER II 
CONSTIT~tIPNAL LIMITATfONS ON WIRETAPPING 

Wiretapping and wiretapping statutes are limited by both the 

[ United States and Hawaii Constitutions. 
However, wiretapping was not 

[ 
I. 

HISTORY OF THE CONSTITUTIONAL CONTROLS ON WIRETAPPING] 

[ The interception of spoken conversations by a person not a party 

( England, on which American law is based, recognized eavesdropping as a 

to the conversation is as old as history itself. 
The common law of 

r_' public nuisance. 

I eavesdrop became common in the United States during the Civil War when 

[ 

The use of electronic or mechanical devices to 

opposing forces tapped telegraph lines for military intelligence. 

[ 

[ 

[ 

[ 

[ 

\1 

There was ';0 uniform'ieaction to the practice, at that' time, although 

s~me states did prohibit the practice. 
California enacted a statute 

in 1862 prohibiting wiretapping of telegraph lines. 

problem could not be ignored •. The New York State Legislature found 

Wi th the r~pid growth of the telephone system, .however, the 

in 
1916 that the local police ~ad been. tapping telephone lines, although 

(~I 

j' [ 

the practice was prohibited by State law. D~ring World War I, Federal 

laws were passed prohibiting wiretapping in order to insure the 

[ 
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. f t rets However, these laws were limited. to 
protectl0n 0 governmen sec • 

the duration of the war and ~hortly thereaftel:' wiretapping was again 
, 

allowed. D~rini the 1920's and early 1930"s, the Federal Bureau of 
\', Prohibition found the practice of wiretapping useful in apprehending 

bootleggers. 

The Supreme Court first considered the legality of wiretapping in 

the case of Olmstead v. qnited Stales in 1928. 2 The Cohrt decided 

that the United States Constitution's Fourth Am'endment ban against 

W;retappi~g.3 unreasonable searches and seizures was not violated by ~ 

The reasoning of the Court was that there was no physical invasion of 

a home or office by wiretapping a~d that there was no seizure of 

,tangible items.
4 

The Court also concluded that the Fifth Amendment 

ban against compulsory self-incrimination was not violated because no 

person was being "compelled" or forced"to be a witness against himself. 5 

The Supreme Court decided in 1942 "~in Goldman v. United States ., 

that bugging, like wiretapping, did not violate the Fourth Amendment 

prohibition against unreasonable searches a:hd seizures. 6 The 

reasoning behind this decision was the same as that in Olmstead. 
The 

bugging did not involve 'a physical trespass·into Goldman's office and 

there was no s~izure of tangible items from the office. 7 

In 1934, Congress passed Section' 60S of the Comm'unications Act of" 

1934 prohibiting the interception and divulgence of wire communica-. 

-8-
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tions. Thus, although the Constitution allowed wiretapping, a Federal 

statute prohibited it. Three years'later the Supreme Court ruled 

that evidence from a wiretap that violated Section 605 of the Federal 

Communications Act of 1934cotild not be used as evidence at a Federal 

. . 1 . 1 8 cr1.m1.na tr1.a. In 1939, the Court also ruled that evidence dis-

covered as a result of information gain~d by illegal wiretapping could 

not be'used. 9 The Department of Justice, however, interpreted Section 

605 to mean that Federal agents could not both intercept and divulge 

in court the contents of wi~e communications. It continued to wiretap 

for strategic information until 1940, when the Attorney Gen~al 

a~opted a policy prohibiting wiretapping. During World War II, 

however, President Roosevelt did use wiretapping extensively to check 

the activiti,es of foreign agents. .' ),., 

Also, consensual exceptions to Section 605 of the Federal Com­

munications Act were recognized. In On Lee v. united States, the 
, . 

Court found that a government informant 'could transmit conversations 

through a device hidden.on his body because the defendant, by vo.1un­

tarily conversing with the informant, consented to the interception of 

. . 10 
the conversation"by that l.nformant. 

In 1963, the Supreme Court clearly stat;.ed thdt verbal evidence as 
e-

well as tangible items are protectedO from unreasonabl:e search. and 

. . 11 
se1.zure. Finally in 1967, two Supreme Court cases £inally changed 

the law of wiretapping and ele9tronic eavesdroppi'ng, deciding that 
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wiretapping was a search and seizure that must not be' unreasonable. 

In Katz v. United States, the Court abandoned the concept of trespas-
, 

sory invasion and moved toward an invasion of privacy concept. 12 In 

the Katz case, FBI agents had attached a bug to the exterior of a 

h d f d 13 The Court d;d not rely on the phone booth used by tee en ant. ~ 

theory of trrespassory invasion, but instead declared that the Fourth 

Amendment protects a person's reasonable expectation of privacy 
1\ • 

whether or not a PhYSical.tr~;~pass is involved. 14 The Court held that 

wiretapping was a search and s\~~izure and that a court order was 

required before it was reasonable. 1S 

';~'. 

In Berger v. New York, the Supreme Court found that a New York 

statute authorizing court-ordered·wiretapping was constitutionally 

deficient in not providing Fourth ,Amendment safeguards. 16 Among the 

absent safeguards were a failure to require facts rather than con­

clus.ions to support die issuance of a wiretap order; a particular 

description of the conversations to be seized and of the crime that 

had been or was being committed; an explanation of why no prior notice 

ff of the search was given to those persons whose privacy had been invaded; 
" 

and other limitations on the officers executing the order. 17 Finally 

the constitutionality of consensual wiretapping and bugging was 

clearly established in United States v. White, decided in 1971.18 

. 
The Katz and Berger decisions made clear that wiretapping w~s a 

;' 

search and seizure subj~ct to p'ourth Amendment controls and formed the 

basis for the present constitutional law of wiretapping. 

. -10-

~" 
< 
i 

D 
~--------'----' ----------------~-~~ 



~~~---~----~-------------------------------------

I: 

[ 

[ 

[ 

[ 

[ 

[ 

( 

[, 

[ 

( 

[ 

[ 

[ 

[ 

[ 
~ ; , [ 

" 0 [ 

[ 

II. THE LAW OF' SEARCH AND SEIZURE 

Both the United States and Hawaii Constitutions prohibit un-

reasonable searches and seizures by government officials and' require 

warrants to be issued only upon probable cause estab!ished by sworn 

* 
facts. In addition, both the Uriited States and Hawaii Constitutions 

prohibit unreasonable invasions of an individual's right of privacy.19 

Hawaii's Constitution expressly includes the right of privacy while 

the Federal Constitution does not do so.20 The right of privacy is 

implied in the Federal Constitution. 2l Nevertheless, the Federal and 

the Hawaii rights of privacy are probably the same and each probably 

is identical to the prohibition against unreasonable searches and 

** seizures for our pur~oses. 

*Four.th Amendment, U. S. Constitution (1791) provides: 

The right of the people to be secure in their persons, houses, papers, and 
effects, against unreasonable searches and seizures, shall not be violated, and 

" no warrants shall issue, but upon probable cause, supported by oath or affirma­
tion, and particularly describing the place to be searched, and the persons or 
things to be seized. 

Article I, Section 5, Hawaii Constitution (1968) provides: 

The right of the people to be secure in their persons, houses, papers, and 
"effects agains.t unreasonable searches, seizures, and invasions of privacy shall 
not be violated; and no warrants shall issue but upon probable cause, supported 
by oath or affirmation, and partipularly describing the place to be searched 
and the persons or things to be seized or the communications saught to be 
intercepted. 

**State v. Pokini, 45 Haw. 295, 309 (1961). It should be noted, however, that the 
Hal·,raii Supreme Court could interpret Article I, Section 5, of the Hawaii Consti­
tutior;\ to protect privacy even more than the Fourth Amendment to the u. S. Consti­
tution does; State v. Cotton, 55 Haw. 361 (1973); State v. Texeira, 50 Haw. 138 
(1967). It is doubtful that Hawaii's Constitution could be interpreted to prohibit 
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A search occurs when officials look in a place that a person 

b 't 22 reasonably expects to e prlva e. A seizure occurs when government 

officials take possession of a person or 'property including intangible 

property!3 Wiretapping is now considered a type of search and 

seizure, since priyate conversati~ns are searched for incriminating 

ff ' , 1 24 statements and then seized for use by law enforcement 0 lCla s. 

Th~s, wiretapping must not be ~nreasonable and must generally meet the 

. ,25 warrant requirements for legal searches and selzures. 

THE WARRANT REQUlRE~mNT 

Generally, a search warrant or court order approving a search 

and seizure must be obtained before any search or seizur~ is reasonable.26 
(I 

However, there are exceptions to the requirement of a search 

warrant in certain emergency situations where there is danger to 

pers·ons or the probability of evidence being destroyed or lost and 

27 no time exists to obtain a warrant before the search. Some of 

the exceptions to the warrant requirement are searches incident to 

arrest, searches of a vehicle for contraband, stop and frisk, and 

" 28 
seai1ches while i~ hot pur sui t of an offender. Searches with the 

consent of a person entitled to privacy in the place to be searched 

is also an exception to the warrant requirement and to other 

(cont'd) wir()tapping since the language of Article I, Section 5 contemplates the 
interceptioniof communications pursuant'to a warrant particularly describing 
the communications. 

. -12-
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; * requirements of reasonablen'ess. The right to be free from unreasonable 
" 

searches and seizures, like any other constitutional right, may be 
.- , 

knowingly and voluntarily waived. 29 Thus, if a person consents to a 

search, the search is no longer subject to the requirements of the 

Fourth Amendment. 

PROBABLE CAUSE 

A court can only issue a warrant after determining that there is 

(1) probable cause to believe a crime has been or is 'being committed 

and (2) probable cause to believe that the place to be searched con­

tains particular evidence of that crime. 30 
, Stated simply" probable 

cause is facts which justify a reasonable belief th'at a crime is being 

committed and that evidence may be obtained by the' searcn.}~,' It i·s 

more than just a suspicion or hunch but less than convincing evidence 

of guilt. 32 The government official requesting the warrant must show 

the court, by way of affidavit, facts and circumstance's which support 

probable cause as to the crime and existence of the evidence to be, 

seized. 33 The affidavit must set out the facts supporting projjJable 

cause, not just a conclusion that probable cause exists' or that the 

official believes there i.s p~obable cause. 34 

*Ringe1, Searches and Seizures, Arrest;s and Confessions §167.01, p. 202 (1972). 
Consent; searches are not; subject; to t;he requirement;s qf the Fourt;h Amendment; to 
t;he U. S. Const;it;ut;io~ or Art;ic1e I, Sect;ion 5, of t;he Hawaii Const;it;ut;ion. Con­
sent searches are nqt; required t;o sat;isfy any of the requirement;s for other 
searches and seizures. 
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PARTICULAR DESCRIPTION 

,The search warrant must describe particularly the person or place 
II 

b 35 
to 'foe searched and the things to be seized., Almost any place or any 

person can be searched as long as there is probable cause to believe 

that evidence of a crime will be found in the place to be searched. 

If the search is of a place, then the persons who may be there are not 

required to be described with particularity in ?rder to search the 

place except to the extent, necessary to describe the place. For 

example, a description of the owner or occupant of an apartment ~o be , 

searched may be necessary to accurately describe the apartment. If 

the search is of a person" then the person,must be particularly 
. 36 

descr~bed •. A description of a person as John Doe is not suffi-
• oJ 

ci.ently particular, although the person's name, if unknown, is 'not 

necessary as long as the person is particularly described. 37 

The warrant must also particularly describe the things to be 

seized. 38 A seizure may be made of any fruits, instrumentalities, or 

evidence of crime, or contraband, that are particularly described in 

the warrant. 39 Conversations and recordings of conversations can also 

be seized when they are fruits, instrumentalities or evidence of' 

. 40 
cr~me. Also, what a law officer observes or hears during a search 

can be seized and is considered evidence which is the product of a 

h d · 41 searc an se~zure~ 
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The scope of the search.and seizure and, thus, the extent of the 

invasion of privacy is limited and controlled by the particular 

description of the person or place to be searched and the items to be 

seized.
42 

A search cannot be conducted of places other than those 
43 

described in the warrant. Also, the extent of the search is limited 

by the nature of the items to be seized. 44 For example, if the 

warrant describes a rifle, then a search of jewelry boxes or other 

plases too small to conceal a rifle would probably be considered 

outside the legal scope of the search.· Only the things p~rticularly 

described in a search warrant may be seized, with the exception of 
'i'l , 

contraband and other evidence of' crime reasonably related, to the 

search which can be seized when they are found in the course of an 

otherwise legal search. 45 

NOTICE 

All other aspects of the search itself must also ,be reas'onable. 46 

Generally, notice of a search is required before the search, unless 

there are exceptional circumstances why notice cannot be given. 47 

For example, prior notice of a search for narcotics might result in 

destruction of' the evidence which is sought by the search. Prior 

notice probably would not be required in this situation. 48 In the 

case of exceptional circumstances, notice of ' the search must be given 

within a reasonable time after the search. 49 ., Often'times the notice is 

given immediately prior to the entry and searqh. 50 
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PROMPT EXECUTION 

, 
The search itself must be conducted within a reasonable time 

.. d 51 after the warrant 1S 1ssue • This is intended to make sure that the 

probable cause that .justifies the search is still present at the time 

. the search, is conducted. 52 Federal law requires execution of the 

53 
search warrant within 10 days. Although the Constitution does not 

expressly state that a wqrrant must be executed. within 10 days, the 

Constitution requires that searches be reasonable. The Federal rule 
o 

allowing ·10 days is evidence of what Congress thinks. is a reasonable 

time. 

DURATION 

The duration as well as the scope of the search, must be re.ason­

able.
54 

'The search may be no longer than reasonably necessary to 

conduct the search.
55 

Usually, this means the search 'must terminate 

when the things described. in the warrant are found. 56 This require-. 

ment also limits the extent of the invasion of privacy. 

RETURN ON THE SEARCH 

Generally, the search warrant and an inventory of items seized 

must be returned to a judge. 57 The inventory is also required to be 

. 58 given to the person to whom the items belong, upon request. 
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However, . failure to do e~ther of these requirements does not neces­

sarily make the search illegal. 59 The inventory serves as notice to 

the person(s) whose premises were searched of the fact of the search 

and seizure and of the things seized. 

EFFECT OF ,ILLEGAL SEARCHES 

If a search and seizure is unreasonable and thus in violation of 

the Constitution, several~possible remedies exist. If the judge 

determines at the time of application' for'a search warrant that the 

application is insufficient, he must deny the application. 

. THE EXCLUSIONARY RULE 

If the search has already occurred, generally the evidence can be 

exc'luded from a criminal. trial andilie per~on whose privacy was 

invaded.may sue for damages. 60 The Constitution prohibits the use of 

evidence obtained as a result of an unreasqpahle search at a criminal 

, 1 f h h' 'd d 61 tr1a ot e person W ose pr1vacy was 1nva e . This is called the 

exclusionary rule. The Fourth Amendment does not expr~~sly state that 

evidence obtained in an unreasonable search must be exc:~,::;tded from a 

criminal trial. (;. However, the United States Supreme Court has deter-

mined that exclusion of such'evi?ence is required by the Fourth 

Amendment to deter law enforcement officers from activity in violation 

.-17-

rl 
I 

I 

l 
! 

1 , 

. I 

., 
( 

1 ; ':~ ; J 

I 
iji 
~ 

9) 
ctl 

n 

" n 
u 
u 
[l 
" 

n 
D 

U 
D 

m 

U 
I 
I 

of the Constitution.62 
The exclusion is not automatic but is accom-

plished through a motion to suppress the evidence in a criminal trial, 

which must be made by the defendari~ or his at~orney.63 If the judge 

then determines (1) that the search was unreasonable, (-2) that the 

defendant's right to privacy was invaded by the search, and (3) that 

the evidence sought to be admitted was obtained as a result of the 

search, the evidence must be excluded. 64 The evidence excluded 

includes both the actual,things seized in the unreasonable search, 

including what the officers saw and heard during the search and any 

evidence discovered not only in the search itself but as a result of 

65 the evidence obtained in the search. 

~IVIL SUIT 

The Constitution also allows a civil suit for damages by the 

person whose privacy was invaded against the law officers who con­

ducted the search.
66 

This right also is not expreased in the Fourth 

Amendment but is allowed by judicial decisions interpreting the 

Constitution to deter police conduct in violation of the Constitution. 67 

This civil suit ~s similar to and generally governe~ by rules for 

other civil suits for damages. 68 

III. WIRETAPPING 

Although wiretapping is usually a search be9ause of its very 

o 
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nature, it must interfere with a person's reasonable expectatiop of 

: 69 privacy before it is considered a pearch~ The interception of 

telephone conversations almost always interferes with a person's 

reasonable expectation of privacy. * However, bugging mayor may not 

invade an expectation of privacy. For example, if ~ne bugging is, 

conducted in a crowded park where conversations could be overheard 

without the aid of any device, there probably is no reasonable expecta-

tion of privacy and, thus,. no search. , 

Since wiretapping is considered a search and s~izure, it must be 

reasonable and, generally, mus~ comply with the rules for all other 

searches and seizures. 7?, However, because. wiretapping iS,different 

from other types of searches and seizures in that law officers use 

electronic devices to search and seize conversations over a period of 

time, there are problems in applying all the requirements of search 

and seizure to wiretapping. 

THE WARRANT REQUIREMENT 

Wiretapping requires a court oicier much like a search warrant. 7l 

As in other searches and seizures, the purpose of the warrant r~quire-

*Tllus, the Federal Wiretapping statute prohibits all unauthorized interception 
of wire (telephone) con~unications but prohibits unau~horized interception 
of oral communication only when it is intended to be pri,vate. See 18 U.S.C. 
§§2510(l) and (2) and'251l (1970). 

-19-

" I 
j , 

" 

j 
I , 
i 
j 
J 
1 
I 
i 
,[ 

I ;, .l 
" ~ 

~ ,;,11 

~ .: J;! 
': 

J l" , , ' 

~ 

I , I 

I 1; i 

I 
'I 
m 

I 

ment is to establish judicial control of decisions of law officers to 
() 

conduct searches and of the limits of the search. 72 As with other 

searches and seizures, there raay be exceptions to the warrant require­

ment. However, all of the exceptions applicable to ordinary' searches 

andcseizures may not apply to wiretapping. 73 Wiretapping may probably 

be done without a prior court order in an emergency situation where 

there is no time to obtain a warrant before evidence is lost or 
74 ' 

destroyed. Probable cause and the other elements of reasonableness 

* would" still be required. There are few court decisions setting the 

permissible parameters for emergency ~ire~apping. However, several 

courts have generally held that Federal and similar state statutes' 

containing a provision allowing emergency wiretaps to be constitu-

t.ional.'l5 

CONSENSUAL WIRETAPPING 

In addition neither a wiretap order nor probable cause is neces­

sary for wiretapping with the consent of a party wiretapped. 76 This 

latter exception is similar to the consent exception for other 

searches and seizures. In other ~earches and'seizuies, consent may be 

given by any person enti~led to poss~~sion and control of the thing(s) 

to be searched.
77 

The consent of all persons who have a right to 

possession or control of the thing(s) searched is not necessary. 78 

*See, e.g., Carolle v. U.S., 267 u.s. 132, 136 (1925). A ''Iarr.ant1ess sear.ch 
of an automobile for contraband was found unreasonable bepause there lv-as 
no probable cause. 
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Thus, in consensual wiretaps, only the consent of one party to the 

conversation is required. 79 

The reason for the consent exception is that a person takes the 

risk that others who share p~emises or conversations and thus have 
/' '~ 

,knowledge of the contents of the premises or conv~.rsations may d:L's­

close the contents to others. 80 Thus, it is reasoned, a person has no 

expectation of privacy in shared premises or shared conversation 

beyond the probability that the person sharing the knowledge will 

choose not to disclose it. This rationale equates d~sclosure by"the 

trusted person with a search and seizure on the premises or of the 

conversation by a third party. 

The C::pns·ti tution probably allows wiretapping, without a court 
\\ t 

order with the con'sent of any party to the conversation. 81 Generally, 

other exceptions to the warrant requirement recognized for ge~eral 

.searches and seizures do not apply to wiretapping. 82 

PROBABLE CAUSE 

Like a search warrant, a wiretap order can only be issued upon 

probable cause (1) that a particular crime has been, or is being 

committed and (2) that incriminating statements concerning the parti­

cular crime will be made over· the lines being tapped or I'll the place 

being bugged.
83 

Again, as with search warrants, the probable cause 
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mus.t be established in the application by way of sworn facts as. 

• . 84 opposed to conclusions of the appll.cant. The .application and order . 
must also describe the specific offense involved. 85 

PARTICULAR DESCRIPTION 

As with search warrants, a wiretap application and order must 

describe particularly the place or persons to be searched and the 

things to b~ seized. 86 
It is unclear'whether wiretapping'is a search 

\\ 
of a person or of a place. Wiretapping, .including bugging, is 

probably considered a search of a place since the search is focused on 

a place, is stationery, and is not limited" to particular * persons • 

Thus, the facilities or the place to be wiretapped must be described 
I, 
. I 

ac'curately. It ~ .• rs unclear whether the Constitution requires the 

person to be intercepted to be described, beyond any description 

necessary to particularly describe the facilities or place to be 

.wiretapped or other conversations to be seized. For example, a 

description of the person leasing the telephone or apartment .:,to be 

wiretapped may be necessary to particularly describe the place to be 

searched. Also, a description of the person may be necessary to 

establish probable cau~e that a crim~ is being committed. - However, 

*Berger v. New York appears to treat wiretapping as a search ,of a place. 
See 388 U.S. at 56. However, the New York statute provided for the 
naming of persons to be intercepted, so that the court did not reach 
the question of whether it is a search of a person or place. Se~ 
388 U.S. at 59. 
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whether or not a person is particularly described, conversations of 

persons other than the ~erson(s) described can be intercepted. 87 

As with search warrants, the purpose of requiring particular 

descriptions of thecFersons or place to be wiretapped is to limit the 

scope of the search and, thus, limit the extent of the invasion of 
. 88 . . 

prlvacy. Requlrlng only a description of the room to be bugged and 

the telephone to be wi.v;etapped has been criticized since it does not 

limit the scope of the search very much. 89 Conversations of anyone in 

th~:' bugged room or using the wiretapped telephone ar,e intercepted. In 
.' i; 

other searches a law enforcement official cannot relnain in a house for 

long periods c~- time and indiscri~inately'observe or search everyone 

who enters the house. -In addition, allowing the search of any person's 

conversations may establish guilt by association. Anyone communicating 

with a person thought to be 'committing a crime or at a place where a 

crime is being committed may hav1e their conversations searched. 

The Constitution also requires that an order particularly describe 

the things to be seized.
90 

In the ~a~e of wiretapping, the things to 

be seized are conversations that have not yet occurred. A wiretapping 

order is required to pa~ticularly describe the type of conversations 

to be seized, since it is impossible to accurately describe future 

conversations. 91 This requirement of particularity may limit the 

scope of the search and seizure more effectively than the requirement 

of a desc~iption of the place or facilities to be wiretapped. 92 
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MINIMIZATION 

In other searches, the search must be limited to places where the 

items to be seized Gould be hidden. 93 In wiretapping/only conver­

sations in which the type of communications described in the order are 

. likely to Occur may be searched and seized. 94 For example, 

enforcement officers listening to and recording conversations on a 

crime figure's phone should cease monitoring and recording when the 

babysitter calls her boyfriend. This is called minimization and is 

intended to minimize the invasion of privacy resulting from wire­

tapping. 95 Minimiz~tion has been criticized because it is difficult 

to determine in advance what conversations'are likely to ~esult in 

incriminating statements related to the described 6ffense. 96 For 

example, a crime figure's call to his wife, mistress, or mother mayor 

may not·result in a discussio~ of criminal activities. 

Generally, the seizure of incriminating conversations other 

than the type described in the application and court order should be 

allowed as long as the conversation appeared at the time the inter-
\\ 

ception i~'\,occurring to be likely to contain sta,tements of the type 

described in the application and 0rder. 97 

NOTICE 

As with other searches, prior notice of the search, or. circum-

-24-
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" b'" d f 't ' 9B stances why prJ.or notJ.ce cannot e gJ.ven, J.s.requJ.re, or wJ.re appJ.ng. 

Some courts fe,el that the failure or the danger of investigative 

methods other than wiretapping is considered exigent circumstances why 

prior notice cannot be given. 99 The nature of wiretapping.is such 

that exigent circumstances, why prior notice may not be given are 

probably present in every case. In the same way that prior notice may 

resul t in the destruction of evidence in searches for drugs " incrimina­

ting statements will almost certainly not occur if prior notice of a 

wiretap is given. 

As in other searches,. notice must be given within a reasonable 

time after the search if it cannot be given before. 100 In the case of 

,wiretapping, most courts feel that 90 days after the termination of the 

wiretap is a reasonable time. 101 

PROMPT EXECUTION AND DURATION 

Like other searches, a wiretap order must be promptly executed or 

begun, and the duration of the search must not be unreasonable}02 

Unlike other searches, wiretaps are of a continuing nature lasting 

over a period of time. Since the duration of the search in wire-

j[ . tapping continues over a period of time, there is a problem of ensur-. "~'\ -' 

\\ J[ ing the existence of probable cause throughout the duration of the 

search.103 In other searches thts problem is solved by prompt execu-

( 

[ 

r 

tion. In wiretapping the problem must be solved by limiti.ng the 
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duration of the search and requiring proof o'f probable cause before. 

the wiretap can continue further!04 

The U. S. Supreme Court has decided that 60 days is ?n unreason­

able duration and that wiretaps, like other searches, cannot continue 

after the things to be seized have been found and seized.10S 
Thus, 

wiretaps like other searches'must automatically terminate when the 

type of conversation de!?cribed in the order has been se'ized.106 Just 

as it is difficult to accurately describe in advance the conversations 

to be seized, it is difficult to determin~ whether a particular con­

versation seized is the type of conversation described in the order 

which is the ultimate object o·f the search. The conversation inter­

cepted may be incriminating and may be of the type described but may 

not be the convincing proof of guilt whJ.' ch J.' s ht b h soug Y t e wiretap~ 

Thus, the requirement of automatic termination is both difficult to 

apply and to enforce. 

RETURN ON THE WIRETAP 

Finally, the wiretap order, like other searches, must be returned 

to a judge who has control over the wiretap: 107 Usually, a return 

includes. an inventory listing the things seized in the search.10B 

a copy of the inventory and search warrant is usually given to the 

person whose place is searched or whose things are s~ized within a 

reasonable time after the search!09 It is not clear whether the 

-26- ':::c 

Also 

. ; , 



I~, --,j 

[ 

f"'. ,~) 

I: 
I
', 

,~. ~<l 

I: 
[. 

[ 

r 
[ 

[ 

r 
( 

[ 

[ 

I. 
I 
[ 

r 

Constitution requires this in the case of wiretapping, although this' 
-'::<, 

may be consid~red necessary to make wiretapping a reasonable invasion 

of privacy. Additionally, all other aspects of a wiretap must be 

reasonable. 110 

THE EXCLUSIONARY RULE AND CIVIL SUIT 

Like other unreasona~le searches and seizures, evidence obtained 

as a result of an unreasonable wiretap is excluded from a criminal 

prosecution and a civil suit may be brought for damages suffered as a 

result of the wiretap.III 

IV. 'CONSTITUTIONAL LIMITATIONS AND THE FEDERAL WIRETAP STATUTE 

The Federal wiretap statute generally incorporates the require-

ments of the U. S. Constitution concerning tpe use of ~iretaps. 

Although the United States=Supreme Court has not examined the constitu-

tionality of all the provisions of the Federal statute, numerous other 

c04rts have upheld its constitutionality.112 

V. CONCLUSION 

Although all the constitutional limits on wiretapping have not 

yet been decided, it is clear that wiretapping must g$nerally meet 

th~ reasonableness requirements for other types of searches and seizures. 
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In particular, wiretap orders can only be issued upon probable cause 

that a partic.ular crime is being or has been committed and that 

incriminating statements concerning that crime' will be intercepted 

through the facilities or at the place to be wiretapped •. In addition 

the existence of the probable cause must be established by sworn 

fa6ts. Both applica~ions and orders must describe particularly the 

specific offense involved, the facilities00r the place to be wire­

tapped, and the type of 90mmunications to be intercepted. The order 

must be promptly executed. The reasons for not giving prior notice of 

the wiretap should be stated. The duration of the wiretap must not be 

unreasonable. The wiretap must automatically terminate when the 

conversations described have been seized. There must also be judicial 

control of the execution of the wiretap and a return to a judge. 

. Ii 
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CHAPTER III 
THE FEDERAL WIRETAP STATUTE 

I. INTRODUCTION 

There has been a FeQeral statute that allows court-ordered 
\\ 

wiretapping by Federal law enforcement officials since 1968. This 

law, which is often referred to as Title III of the Omnibus Crime 

Control and Safe Streets Act of 1968,1 was written to accomplish two 

primary purposes. The law is int~nded, first, to provide a means of 

combatting organized crime 2 and, second, to protect the privacy of 

k . t' 3 spo en commun1ca 10ns. .The Federal· law accomplishes these somewhat 

inconsistent purposes by defining the circumstances under which the 

interception by electronic or mechanicaldeyices of"p:r;ivate spoken 

communications can be authorized, and prohibiting other u~authorized 

interceptions of spoken communications.4 ·Generally, Title III allows 

the interception of conversations by Federal law enforcement officers 

pursuant to a court order which sets forth stric:t ,limits on the 

operation and use of the wiretap.5 The law prohibits all other 

mechanical or electronic ~pterbeption of such conyersations~ without 

the consent of a party to the cohve;;sation. 6 'the Fede·'t'al law also 

establishes minimum standards for state authorization of court-ordered 
. . 7 1/ 

w~retapp1ng. 
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II. SCOPE 

PRIVATE SPOKEN COMMUNICATIONS 

Title Ill; 'applies to and prohibits all interceptions by devices 

of "wire or oral communications" w'ith certain specified exceptions. 8 

Title III was intended to be "~omprehensive," and covers both intra­

state and interstate wir~ co~~unications. In passing the law, Congress 

noted that in this dountry these communications.are "inextricably 

interwoven:" 9 Title III also governs non-wire oral 'communications 

made with a reasonable expectation that it is not subject to being 

intercepted.
10 

The SUbjective intent of the person making the state-

ment or utterance and the place where the co~nunication is uttered, 

among other circumstances, may be considered in determining whether an 

expectation of privacy is justified. Thus, Title III generally 

prohibits, with some exceptions, the interception by any device (other 

than the ear) of private spoken c6~unication. 
),' . 

Title III provides exceptions for and, thus, allows consensual 

interceptions; interceptions by use of extension phones or party 

lines, interception by telephone, telegraph and other communications 
• I) ~'. 

compan~es and agencies including t.he,Federal Communications Commission; 

and interceptions pursuant to court order by Federal or state law. 
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CONSENSUAL WIRETAPPING 

Title III allows any person to intercept conversations if he is a 

party to the conversation or has the consent of one of the parties to 

the communication. This type of interception is often called "con-

sensual" l' nterceptl' on. A prl' at 1/ d t h . t v e person maY}.f0n uc suc an ln ercep-

tion, as long as his purpose is not "crimina~ or tortious."ll The 
\\ .-

consensual exception is based upon the idea that the law should only 

protect a person's reasonable expectation of privacy. A person 

communicating ''lith another person takes 'the risk that the other person 

will disclose the contents of the conversation. Since this is so, it 

is no different if the other person allows' someone else to listen, 

record or transmit the conversation to'a- third party. Thus, consensual 

interception does not interfere with a person's reasonable expectation 

of privacy. This reasoning has been criticized since having your 

conversatjon recorded or having an uninvited stranger as an unknown 

,party to your conversation may be considered different than the risk 

that a friend may later tell in .his own words what he remembers of 

your conversation with him. 

BUSINESS NECESSITY WIRETAPPING 

Te-lephone and other communications companies may conduct random 

monitoring of conversations in order to maintain. mechanical and 
12 

service quality cont~0l. Finally, an employee of the Federal 
I. 
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OFFENSES 

Court-ordered wiretapping can be used to investigate only those 

criminal offenses specified l'n the statute. h f Teo fenses were chosen 

because they were thought to be characteristic of the activities of 

organized crime. 16 
These crimes include, among others, murder, 

kidnapping, riots, robbery, ex~ortion, bribery, transmission of 

wagering information, obstr~ction of justice, interference with 

commerce by threats or violence, racketeering enterprises, counter­

feiting, ban~ruptcy fraud, dealing in,nar~otics, and extortionate 

credit transactions. Any , t ' consplracy 0 commlt any offense listed in 
CJ 

the Federal, statute is also included.17 

(~ \ 

WHO MAY APPLY·-

., Any Federal official who can investigate or prosecute- the crimes 

listed in the statute may apply for a wiretap o;rder .18 However, the 

Attorney General, or a designated Assistant Attorney General, must' 

authorize the application.
19 

In practice, a number of law enforcement 

officials must concur before an .. application for an interception can 

be made to a Federal judge. Usually applications are initi~ted by a 

Federal law enforcement of.ficer such FBI ' as an agent ln conjunction 

with a U. S. Attorney. Once the decision is made to apply for a 
• 1-··) , 

wlretap order, the approval of the heads of both the local U. S. 

Attorney's Office and the loc~l FBi office is sought. Then the 
\\ 
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application is sent to Washington, D. C. with supporting documents for 

approval by the FBI office and finally forwarded to the Attorney 

General of the United States. Ultimately, the wiretapping application 

would need to receive authorization by the U. S. Attorney.General or 

by his "specially designated" Assistant Attorney General. Then the 

application would be made to a Federal judge for a wiretap order. The 

legislative history of this section indicates its purpose: 

This provision centralizes in a publicly 
responsible official subject to the political 
process. the formulation of law enforcement 
policy on the use of electronic surveillance 
techniques. Centralization wi.ll avoid the 
possib~lity that divergent practices will 
develop. Should abuses occur, the lines of 
responsibility lead to an identifiable person. 
This provision in itself should go a long way 
toward guaranteeing th~t no abuses will 
happen. 20 

WHO MAY ISSUE ORDERS 

Under Title III, th~ application for interception of a wire or 

oral communication must be made to a U. S. District Court or a U. S. 

Court of Appeals judge.
2l 

According to the legislative history, 

neutral and detached judicial review will ensure that a proper and 

fair decisionc will be made.22 

WIRETAP ORDERS 

The Federal wiretap law sets out very ~pecific requirements for 
'.) 

-40-

f. 
;. 
; 

, 

-:m .... 
..,.. 
;~~ 

JU 

in 1:1, 
t 

ril>i 

] 
'] 

',~ \ 
"a." 

~ ..... 

-
~ ;,11 

..... 
~O --,jJ 
It :w 

« ~ \ 
""* 

~ 

~ 

0 
[J 

fj 

n 
0 
0 
n 

both wiretap applications and orders. The application for a 

wiretap orde:r ·must be in writing and upon oath, usually by affidavit 

containing the facts supporting the application, and must state the 

applicant's authority to apply. In addition, the application must. 

state' the identity of the law officers, inVOlved; sworn facts support­

ing the, applicat.ion including details of the particular offense 

committed, being c~mmitted, or about to be committe~, a particular 

description of the nature'and location of facilities or place of 

interception; a particular description of the type of communications 

to be intercepted; the identity of the person committing the offense 

and.being intercepted; and whether other investigative procedures have 

been tried and failed or why they appear unlikely to succeed or are 

too dangerous. The application must also give the facts regarding 

previous app.lications involving the "same pers0ns,· facilities or 

places
ll

; the period of time for which the interception is to be 

maintained; and, if the order,is not to terminate upon,the intercep­

tion of the incriminating statem.ent, the facts establishing probable 

cause to believe thJ~t additional incriminating statements will be 

made. 23 The legislative history states that these requirements reflect 

the constitutional requirement~ for court-ordered wiretapping 

establ.i'shed by" the U. S. Supreme Court in Berger v. New' York a~d 
Katz v. United States.24 

Applications for extensions of wiretaps must 

also state the results of the wiretap or an explanation of the failure 

to obtain results in addition to satisfying the requirements for an 

original application, set out above. js 
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The Federal law also specifies what the authorizing judge must 

determine before he can issue a wir~tap order.· The issuing judge must 
, 

determine that there is probable cause to believe that an offense 

, b' has been, or is, about to· be included in the wiretap statute 1S e1ng, 

committed by an individual. The judge must also determine that there 

cause to' believe that particular communications concerning is' probable 

the offense will be obtained through the vliretap and that normal 

h · failed, appear unlikely to succeed, or investigative procedures, ave 

are too dangerous. The judge must also determine that there is 

the facilities or the place where the probable cause to believe 

interception will .be made are being used or are about to be used in 

the commission of the offense, or are leased to, li~ted in the name 

of, or used by the 
26 

person named ~n the application and order. 

According to the legislative history, these requirements are intend'ed 

to reflect the constitutional standards enunciated in Berger v. 

27 
New York. 

, Title III also specifies the required contents of a wiretap 

order. The order must specify the identity of the person, if known, 

b l'ntercepted, the nature and location of whose communications are to e 

, th' t of communication to the facilities or place 'of intercept10n, e ype 

be intercepted, the particular offense involved, the agency authorized 

authorizing the application; and the maximum to intercept, the person 

duration of the interception including whether the interception 
" 28 

the described communication is obtained. automatically terminates when 
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DURATION 

Title III allows interception pursuant to an order for up to 30 

days. 29 However, the wiretap should automatically terminate when the 

incriminating communications described in the application and order 

are interc.epted, unless the order provides for continued interception. 

Title ill allows~extensions of up to 30 days each. There is no statu-

tory limit on the number,of extensions which may be granted, but a 

period of extension must also terminate automatically when the specified 

conversahions are intercepted, unless the order provides for continued 

interception. Orders granting extensions are governed by the same 

. 30 requirements set forth for the 6riginal wiretap order. 

EMERGENCY WIRETAPS 

The 'Federal law allows emergency wiretaps without prior court 

order. A wiretap. may be initiated in an emergency situation as long 

as an application for a.wiretap order is made within 48 hours. A law 

enforcement officer, designated by the U. S. Attorney General, can 

initiate an emergency interception only when an organized crime 

conspiracy or threat to national security exists. Applications and 

orders for emergency wiretaps must. satisfy the same requirements as 

for regular wiretaps.31 According to the legislative history of the 

emergency wiretap provision, such a provision is necessary because it 

is often found that organized crime figures will call a meeting and 
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choose a meeting place simultaneously. To :r-equire a court order pr.ior 

to initiation of the wiretap would be tantamount to failing to authorize 

the surveillance.32 

EXECUTION 

Title III also requires that the order specify that the wiretap 

must be executed as soon,as practicable and in a way which minimizes 

the interception of communications not described in the application 

and order. 33 Minimization is usually accomplished by not intercepting 

conversations that are unlikely to contain incriminating statements. 

Thus, if a babysitter at the house where the interception is being 

conducted calls her boyfriend, the call probably should not be monitored. 

In practice, it has proven difficult to minimize interception of noh-

incriminating private conversations. Because the contents of con-

versations cannot be predicted in advance, the overhearing of partial 

or complete conversations which are not authorized occur in almost 

every wiretap. In determining whether law. enforcement officers have 

minimized the interception of irrelevant conversations, courts have 

generally resorted to a test of reasonableness based on the circum­

stances known to the officers at the time of interception. Thus, even 

if intercepted conversations later prove to be pertinent, they may not 

be used to obtain evidence or as evidence in a criminal trial if at 
. 

the time they were intercepted the circumstances did not warrant such 

interception. 34 Minimization is intended to prevent violations of the 
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Constitution's Fourth Amendment prohibition against general searches. 

An order authorizing an interception may also require periodic 

reports to the issuing judge showing the progress being made on the 

. t . 35 1n ercept1on. Title III also sets out safeguards to insure that 

accurate records are kept of intercepted communications. The law 

requires that the communication be recorded if possible. Immediately 

upon the termination of an interception, the recordings must be given 

to the issuing judge and sealed along'with the application(s) and 

order(s). Applications, orders, and recordings may 'be destroyed after 

10 years, by order of the judge. 36 

Notice.of the wiretap must be given to the person named in a 

wiretap order within 90 days after the termination of the interception 

or the denial of a wiretap application. A judge may also order notice 
/i 
'I 

to other persons whose conversations are intercepted.. The notice must 

include whether the application was granted, the period of intercep-

tion, and whether any communications were intercepted. The judge may 

order disclosure of the contents of the communications intercepted, 

the applications, and the orders to persons whose conversations are 
37 

intercepted. However, if evidence obtained as a result of wire-

tapping is to be used in.a trial,. the applications and wiretap orders 
~ 

must be disclosed to the defendant 10 days before the trial.
38 
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USE OF WIRETAP EVIDENCE 

The purpose of wiretapping is, of course, to obtain evidence to 

prosecute criminals. Title III also sets out procedures and standa'rds 

for the use of evidence obtained as a result of wiretapping. 

Any evidence obtained as a result of a legally authorized inter-
• ;t-"-\~, 

ception may be dlsclosed by one 'law enforcement officer to another so 

long as it is appropriate to the proper performance of either person's 

official duties. 39 This provision is designed to encourage information 

sha~ing within the ,law enforcement community and to encourage Federal, 

state and local cooperation. 40 'A ,law enforcement officer may also use 

legally obtained wiretap evidence in the performance of his official 

duties, such as establishing probable cause for search or arrest, o~ 

developing witnesses. 41 

Legally obtained wiretap evidence can also be used as evidence 

in any criminal case or grand jury proceeding. 42 Such evidence can be 

used at trial to establish guilt directly, or to corroborate, impeach, 

or refresh the recollection of witnesses. 43 If information or ~vidence 

of crimes other than those specified in an interception order1are 

, obtained" it can be used by law enforcement officers in the proper 

performance of their official duties. For use by any person in a 

criminal proceeding, a judge must find in a subsequent application that 

the interception was proper. 44 The application would need to include a 
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showing that the original order was lawfully obtai?ed, that it was 
" 

sought in, good fait.h and not as a '''subterfuge'' search, and that the 

communication was incidentally intercepted during the course of a 

legally executed wiretap.45 

, EXCLUSION OF EVIDENCE 

Evidence obtained through or as a result o£ an illegal wiretap is 

not admissible in criminal proceedings against the person wiretapped. 

If such wiretap evidence is sought to be admitted against a party to 

an intercepted communication in a criminal case" that party can move 

to suppress the evidence. If the court decides that the communication 

was unlawfully intercepted; that the order of authorization was 

insufficient on its face; or that the inte~ception was not made in 

conformity with the order of authorization, then any evidence obtained 

as a result of the wiretap will qe suppress'ed or excluded from the 

trial. 46 

Whether all of the wiretap evidence or just parts of it are 

suppressed dep~nds upon which particular provision of the statute is 

involved. If the court order itself is determined to have been 

invalid, then all the evidence obtained should be suppressed. How­

ever, where a wiretap is continued beyond the 'authorized period, or 

when there is no minimization, only that part of the wiretap evidence 

obtained after the authorization ended or auring tIle period when 
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interception should not have occurred, may be suppressed. 47 

III. FEDERAL REGULATION OF COURT-ORDERED WIRETAPPING BY STATE OFFICIALS 

The Federal wiretapping statute not only includes the require-

merits of the Federal Constitution with which state statutes must 

comply, but may also set forth additional Federal statutory standards 

with which state statutes must comply. 

PREEMPTION 

The power to regulate wiretapping may belong exclusively to the 

Federal government, except to the extent that the Federal government 

allows state regulation of wiretapping which does not conflict with' 

Federal regulations. Generally, the powers of government in the 

united States are divided between the Federal and sta~e governments by 

the United States Constitution. The Constitution itself grants 
\\ 

specific powers to the Federal government and in particular to the 

Congress. All powers not granted to the Federal government are powers 

of the states~8 If the Constitution grants to Congress the power to 

regulate an area, the Congressional legislation is supreme over any 

conflict~ng state leg1slation. Thus, Federal legislation may preempt 

inconsistent state legislation. 

)j 

The U. S. Constitution grants to Congress tho power to prohibit 
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unreasonable searches and seizures by state offici~ls and to regulate 

interstatecommerc~.49 It is now clear that wiretapping, including 
, 

bugging, is a search and seizure under the Fourth Amendment. Thus, 

Congress has the power to enact legislation to prohibit unreasonable 

wiretapping by state officials. The Constitution also grants to 

Congress the power to regulate inter.state commerce. 50 The Federal 

government using this power may regulate matters which occur totally 

within one state if there is an effect on interstate commerce. Thus 

Congress may regulate interception of communications by telephone and 

telegraph by state officials or private persons because interstate 

calls as well as intrastate (purely within a state) calls are made on 

the same facilities. Also, devices used in wiretapping including 

bugging may be manufactured or sold in interstate commerce. In 

addition, bugging may have an effect on interstate commerce because 

of the context of the bugging. For example, bugging a meeting of a 

business with offices in several states could affect interstate comnlerce. 

.Because the U. S. Constitution has granted Congress the exclusive 

power to regulate interstate commerce, the states do not have power to 

regulab; interstate commerce and state laws which interfere with 
II 

Federal " regulations or place an unreaso~able burden on interstate 

commerce are unconstitutional. 51 This.irs called Federal preemption, 
" 

since the Federal regulation preempts or prevents the states from 

regulating "the same area in a conflicting manner. However, the Congress 

may allow states to regulate areas which affect interstate commerce. 
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Whether and to what extent states are preempted from regulating. a 

specific area is a question of what Congres.s intended in enacting 
, 

particular Federal legislation. It is clear that Congress intended to 

allow state regulation of wiretapping since the Federal statute expres[;ly 

says so. 52 But there remains the question of whether and to what· 

extent state statutes may differ from the Federal statute. The intent 

of Congress in passing the Federal wiretap statute was to set forth 

the minimum standards fo~ protection of privacy. which states must 

follbw. 53 
It is clear that Congress intended to allow the states to 

adopt stricter standards for the pJ:'0tection of privacy and to inter­

pret their statutes. more strictly than the Federal courts.54 

Thus, it is generally felt that state statutes need not be 

identical with the Federal statute but must. be in substantial con-

formity with it or establish stricter standards for the issuance of 
'" 

wiretap orders. 55 In particular, state statutes must be in substantial .. , , 

conformity with or stricter than the Federal statute as to the offense 

for which wiretap orders may be issued, who may apply for orders, who 

may issue orders and the standards for application, issuance and 

execution of orders;6 a:6wever, it may be that a state'statute is not 

required to list offenses, but that the offenses specifically listed~ 

(:, 57' in the Federal statute are then i~plied into the state statute. There 

is a possibility that a state statute could satisfy both the U. S. 

.Consti tution and Hie Federal statute' wi thout specifying standards 

for the application tor or issuance of ~iretap orders, as long as 
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the state courts require standards as stric~ as the Federal statute' 

before orders are issued. 58 However, it is generally beiieved that 

state wiretap statutes may differ fro~ the Federal statute as to 

criminal liability and civil rem~dies.59 

9FFENSES FOR STATE tHRETAPS 

Generally, Title III allows states to enact statutes authorizing 

court-ordered wiretapping in the investigation of serious offenses. 

Title III specifies the crimes for which states may authori~e wire­

tapping. These c:r::imes are "murder, kidnapping, gambling, robbery, 

bribery, extortion, dealing in na~cotic drugs, marihuana or other 

dangerous drugs, or other crimes dangerous to life, limb, or property, 
((' 

and punishable by imprisonme(~t for more than one year, or any con-
\~ 

spiracy to con~it any of thes~ offenses." 60 Because Congress intended 

to allow states to enact stricter standards for the pr.ot~ction of 

privacy, states may authorize wiretapping for any number of the 

allowable offenses or none at all. 

WHO MAY APPLX 

Tit~e III provides that, if a state statute so allows, the 

principal prosecuting attorney of a state, or of any political sub­

divis~on of the state, can apply for a wiretapping order.61 The 0 

principal prosecuting attorney of a state is usually the attorney 
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general. The principal prosecuting attorney of a political subdivision 

of a state would usually be a district attorney or a county prosecuting 

attorney. 62. In Hawaii, it is most probable that the Attorney General 

and the county prosecuting attorn~ys can be empowered to apply for 

wiretap orders. 

WHO MAY ISSUE 

The Federal law allows states to authorize any judge of a court 

63 of general criminal jurisdiction to issue wiretap orders. General 

c~iminal jurisdiction probably means jurisdiction over most criminal 

offenses and proceedings. In Hawaii, the. district courts do not have 
'. 

jurisdiction over all crimes, nor over felony trials (most offenses 

for which wiretaps may be employed are felonies). Thus, the Federal 
I 

statute may prevent Hawa:ii from giving district court judges the 

authority to issue wiretap orders, unless general criminal jurisdic-
. . 

tion includes misdemeanor jurisdiction and/or jurisdic·tion over some 

felony proceedings other. than trial. Hawaii circuit courts are 

probably courts of general criminal jurisdiction since they have 

jurisdiction over all criminal trials by jury •. Additionally, Hawaii's 

Supreme Court probably could be empowered to issue wiretap orders. 

Although the Hawaii Supreme Court has appellate jurisdiction, its 

jurisdiction includes all offenses. The U. S. Court'of Appeals, also 

appellate courts, are allowed to issue wiretap orders. 64 

-52-

STATE WIRE'IIAP ORDERS 

State applications and orders for wiretaps must satisfy the same 

statutory requirements as Federal applications and orders, as described 

previously. 

IV. PROHIBITING UNAUTHORIZED WIRETAPPING 

In order to protect privacy by enforcing the standards and 

procedures for court-ordered wiretapping, the Federal statute provides 

bbth criminal pen~lties and civil liability for wiretapping which 

violates those standards. 
" 

CRIMINAL PENALTIES 

The law makes criminal. the willful interception, disclosure, and 

use of communications where the/interception is in violation of the 
'\~--

statute. 65 Because the scope of the statute is limited, as previously 

discussed, there is no criminal liability for consensual interception, 
i, ! 

interceptions by use of an extension telephone or party lines, nor for 

. business inte~ception by communications carriers and the Federal 

Communications Commission. Additionally, the manufacture, distribu­

tion, possession, or advertising of a wiretapping device is made 

'. . 1 66 67 crlmlna and these devices can be confiscated. A good faith 

rl:!liance upon a court order is a complete defense to criminal 

-5;3-
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68 
charges, even though the court order is invalid and the interception 

is thus unauthorized. The maximum penalty for any violation is five 

years imprisonment and a $10,000 fine. 6~ 

CIVIL LIABILITY 

Ti tIe III also provides c.ivil liability for unauthorized wire­

tapping in order to detel! illegal wiretapping and compensate persons 

who suffer damages as a result of illegal wiretapping. Any person whose 

wire or oral communication is intercepted~ disclosed, or used in 

violation of Title III has a civil cause of action against any person 

[ who intercepts, discloses or uses such communication or procures any 

[ 

[ 

[ 

[ 

[ 

[ 

[ 

person to do the same. The Federal statute provides fo~ recovery of 

(1) ?,-ctual damages, with a minimum recovery of $100 per day, 01; 

$1,000, whichever is greater; (2) punitive damages, where malice is 

shq~n; and (3) reasonable attorney's fees and other litigation qosts. 

A6tua,l damages include economic, physical, and intanQ'ible, psychologi­

cal injuries such as invasion of privacy, anxiety, lowering one's / 

reputation in the community, etc. The Federal statute provides for 
. 

minimum damages "in order to encourage suit which can be costly and 

uneconomic where damage awards are small. Minimum damages of $1,000 

also recognize that any invasion of privacy is a serious and sub~. 

stantial injury, although difficult to assess in terms of a dollar and 

cents figure. As :l~\~c;iminal li~bility, a good faith reliance on a 
'~.::"-

court order is a complete defense to an action for damages even 
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though the order may be illegal. 

V. CONCLUSION 

Thus, the Federal wiretapping statute provides detailed pro-, 

. cedures and standards for Federal and state court-ordered wiretapping 

and attempts to prohibit other unauthorized wiretapping by criminal 

penalties, civil liabili~y and exclusion of evigence in criminal 

cases. In this way, the Federal statute attempts to accomplish the 

somewhat inconsistent purposes of fighting organized crime while 

protecting individual privacy. 

Because of Federal preemption in regulating wiretapping, states 

probably must enact statutes which require (1) a sworn, written 

application; (2) 1ncluding a statement of the authority for the 

application; (3) the identity of the applicant and authorizing person; 

(4) a statement of circumstances as to why there should be a wiretap 

including; (5) details of the offenses involved; (6) details of the 

place of the interceptio~ and facilities to b,e used,· (7) d " 
. a escrlptlon 

of the type of communications to be intercepted; (8) the identity of 
o 

the person committing the offense involved; (9) details of the failure 

or dangerousness of other means of investigation; (10) the proposed 

duration of 'the wirectap and why it should last that long; and (11) 

details of previous applications involving the p~~10n or faci.J.ities 

involved. Any state statute must also specify that there must be 
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(1) probable cause that the person named in the order or using the 

facilities to be wiretapped will commit, 'is committing or has committed 

the offense specified in the application; (2) probable cause that 

'incriminating statements concerning the offense will be made through 

the facilities being wiretapped; and (3) that other investigations have 

failed, will probably fail, or are too dangerous. 

State statutes probably must also not spec'ify offenses which are 

not included in the Federal statute, may not allow applications for 

wiretaps unless authorized by the chief prosecuting 'official of the 

state or political subdivision of the state, an~ may not allow anyone 

other than judges of courts.of general cri~inal jurisdiction to issue 

wiretap orders. As long as a state stat'ute does not do these things, 

the state should be free to depart from the language, format, 

procedures and substance of the Federal wiretapping statute, especially 

in the areas of criminal and civil liability. 
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9 1968 Code Congo & Ad. News at note 2, pp. 2177-78. 

1°18 U.S.C. §2510 (2) (1970) • 

ll Ibid., §2511(c)-(d) . 

l2Ibid ., §2511 (2) (a) • 

13Ibid ., §25ll (2) (b) . 

14Ibid., §2511 (3) • 

l5~., §25ll(3) • 
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CHAPTER IV: 
SURVEY OF STATE WIRETAP STATUT,ES 

I. INTRODUCTION 

Twenty-three states and the Dis~rict of Columbia have enacted 

statutes which allow court-ordered wiretapping in criminal investiga­

tions.1 The general purpose of state wiretap statutes is the same as 

that of the Federal statute: to combat organized'crime while protect-
, 

ing privacy. The state statutes attempt to accomplish this purpose by 
-

setting strict standards for court-ordered wiretapping and prohibiting 

other unauthorized wiretapping. Most state statutes are modeled 

after, and are almost identical.to, the Federal statute because the 
o U 

Federal stat'ute i,s thought to be. preemptive. 2 

While most states have adopted both the format and substance of 

the Federal statute, several states have enacted legislation which 

places stricter limitations on c.ourt-ordered wiretapping. 3 Other 

differences in the Federal and state statutes reflect local differences 

in the structur.e of state judiciaries and ,the needs of local law 
r? 

.. 8nforcemen t. The following chapter attempts to highlight the varying 

substantive provision~ of state statutes. 
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II. SCOPE OF STATE STATUTES 

The scope of state statutes is identical to that of the Federal 

statute except that state statutes do not apply to Federal officials 

acting in the course of their employment. State statutes, like the 

Federal sta·tute, recognize exceptions for consensual wiretapping, 

wiretapping by use of an extension phone or party line, and necessary 

exceptions for certain businesses and agencies such as telephone 

companies and the Federal Communications Commission. 

Although almost all states allow wiretapping with the consent of 

a party to a conversation, eleven states require the consent of all 

parties for consensual wiretapping. 4 However, qf these, California, 

Georgia, Massachusetts, Michigan, Montana and Oregon allow one-party 

consent monitoring by law enforcement officers without a court order 

* in the interest of preventing or detecting a crime. Oregon ~akes a 

Qistinction between the interception of wire communications for which 

the consent of one party is sufficient, and the interception of other 

types of communications which requires the consent of all parties 

involved. 

*Montana and Oregon allow o~e-party consensual monitoring by any public official in 
tIle performance of his or her duties. 
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III. COURT-ORDERED WIRETAPPING 

All state wiretap statutes allow certain state law enforcement 

officers to wiretap pursuant to a court order. 

OFFENSES 

Most state statutes authorize court-ordered wiretaps only for 

specific offenses. Designated offenses can be as encompassing as 

those in New York's statute which lists all types of offenses and 

the~r degree of severity, or as limiting as that of Pennsylvania which 

authorizes court-ordered wiretaps only when a police officer's life is 

endangered. Commonly designated offenses that are included in most 

state statutes are: murder, robbery, kidnapping, extortion, bribery, 

drug abuse, and gambling. Other less commonly designated offenses 

are: prostitution, obstruction of justice, dealing in.stolen goods, 

auto theft, embezzlement, usury, arson, and riot. Other states allow 

wiretapping for any felony dangerous to life, or to life, limb and 

property. 5 

WHO MAY APPLY 

In most states, the attorney general, the prosecuting attorney, 

the county attorney, or their desi~pates are authorized to apply for a 

wiretap order. Some states allow applications only by the attorney 
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1 1 b 6. general, or by his designate in the attorney gener~ s a sence. 
. 

Florida also allows its Governor arid Department of Criminal Law 

Enforcement to apply for court-ordered wiretaps. New Jersey's State 

Commission on Investigation is also given such authorization. Wisconsin 
<! 

requires the Attorney General and District Attorney to apply jointly. 

/) 

WIfe MAY ISSUE ORDERS 

Most state statutes authori~~e any judge of a st.ate court having 

jurisdiction over felony criminal trials to authorize a wiretap. 

Several statutes also authorize a judge of a state appellate court to 

authorize wiretaps. 7 Some state I,)statutes a"re more specific, howe~er. 

Connecticut requires the unanimo~s appr~val of wiretap applicatio~s by 

a designated three-judge panel. New Jersey and Delaware call for the 

Chief Justice of that state to periodically designate a judge to 

review applications. The Wisconsin statute specifies that in.those 

counties having more than one branch of the circuit court', applica­

tions must go to the circuit court judge of the lowest branch having 

criminal jurisdiction., The purpose of specifying a certain judge or 

court to hear a,pplications is to prevent "forum shopping", the prac-

. tice of choosing the most sympathetic judge. 

WIRETAP ORDERS 

The state statutes without exception follow the requirements and 
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,procedures in the Federal statute regarding wiretap applications and 

orders, as set out in Chapter III. 8 Some stat~s require that necessary 

cooperation by communications carriers in conducting the wiretap be 

specified in the court order. 9 Massachusetts and New York- require 

that the court order specify if entry into any building is necessar~ 

to install wiretapping devices. 

EMERGENCY WIRETAPS 

Only Delaware, the District; of Columbia, Nevada, and New Jersey 

allow emergency wiretaps without a court order. The procedures under 

these state statutes are identIcal to the provision of the Federal 

statute. 

DURATION 

Most'states allow a· 30-day period of surveillance for an original 

wiretap order and unlimited numbers of court-ordered extensions i\6f~ 30-

day periods, as provided ip the Federal statute. However, eight 

states provide for shorter periods of 10, IS, or 20 days.10 Most states 

place a limit on the number of extensions that may be authorized:1 

For example, New Jersey allows only two 10-day extensions; Connecticut 

reptricts the total number of wiretaps allowed per ye~r to 34 orders 

and allows three 10-da~f extensions of each wiretap; while Colorado, 

Georgia and Washington authorize only one extension of the original 
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order. Other states allow an unlimited number of extensions like the 

Federal statute.12 However, all state statutes provide that a wiretap 

shall automatically terminate upon attainment of its objective, as 

both the U. S. Constitution and the Federal statute require. 

EXECUTION 

The state statutes are identical to the Federal statute in 

requiring that every court order shall include a directive to initiate 

the wiretap as quickly as possible and, to minimize the resulting 

invasion of privacy. New Jersey and Massachusetts attempt tq achieve 

minimization by limiting the hours and days of interception. Additional-

ly, many statutes specify that privileged communications cannot be 

intercepted or used as evidence.l~privileged communications are 

confidential communications between a person and his doctor, lawyer, 
\\ 

cler.gyman, or spouse. 14 However, Delaware and New Jersey allow the 

wiretap of a privileged conversation upon a shotJing of "special 

need." Pennsylvania's statute, one of the most restrictive, forbids 

the recording of any wiretapped conversation. 

NOTICE/DISCLOSURE 

Notice of a wire~ap is generally required to be served on a 

\~ 
person named in the application after the termination of the wiretap. 

A judge may also require notice to 'any other party whose communication 

, -66-

" 

I) 

(? 

'" , 

is intercepted by the wiretap~ Most state statutes follow the Federal 

statute and require that this notice be served within 90 days after 
, 

the filing of an application which is denied or after the termination 

of the wiretap. In addition, the majority of states require notice of 

n the existence of the wiretap,to be served 10 days before any court' ...... 

lTl ~l .... 

] 

] 

~ it 

.
':-.' ' 

~ 

·proceeding 'concerning the admissibility of evidence obtained by 

wiretap. Georgia provides that notice shall be given upon indictment 

of a person who has been wiretapped. Massachusetts provides that 

notice must be served within 30 days of h 
t e termination of the wire-

tap, unless postponed by the judge, but ir. no event later than three 

years after the wiretap is ended. As in the Federal statute most . , 
state statutes allow the issuing judge to decide whether to disclose 

the contents of the intercepted convers'at1'ons to 
any 0ersons who were 

wiretapped. In Georgia and Massachusetts, disclosure of the contents 

to a party to the intercepted conversations is mandatory. 

CUSTODY OF INTERCEPTED COMMUNICATIONS 

Most stat~s h~rve ~.F0cedures similar to those of the Federal 
) (j 

statute, which.provide for the safeguarding and prompt return to 
the 

court of wiretap evidence. 
Many states require the storage of wiretap 

records for up to five years and some up to 10 years. G . 
eorg1a requires 

tha~ all wiretkp eVidence be destroyed imm'ed1' ately l' ,f 
-~ no incriminating 

communications were obtained. 
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INTERLOCUTORY APPE~L 
,?,~?\ ' 

\' 

Twelve state statutes allow an immediate appeal from a judge '\~'" 
decision to exclude wiretap evidence from a criminal trial. Usually 

appeals are not allowed until the criminal case is completed. If 'an 

immediate appeal is not allowed, the prosecution may lose the case 

without the wiretap evidence and be unable to prosecute the same case 

again, even if a later ap.peal is successful. Rhode Island and some 

other states also allow an appeal from a denial of a wiretap applica-

tion. 

REPORTS --.-

Many states require annual reports of wiretap activities to be 

filed either with the state's Chief Justice, judicial council, commit-

tee, or legislature. The Federal wiretapping law also requires all 

~tate judges and law enforcement officials to report annually conc~7n­

ing applications for wiretap orders. 

IV. PROHIBITING UNAUTHORIZED WIRETAPS 

The state statutes, like the Federal, enforc~ the prohibition 

against unauthorized wiretapping by providing criminal penalties and 

civil liability, and by prohibiting the use of evidence obtained as a 

result of unauthorized wiretaps. 
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CRIMINAL PENALTIES 

All state wiretapping statutes follow the Federal model in 

pro,hibiting the unauthorized interception, use, or disclosure of any 

wire or oral communication. Almost all state statutes also prohibit 

the manufacture, marketing or possession of devices designed primarily 

t . t t' t .. 16 o ln ercep. prlva e communlcatlons. Generally, statutes outlawing 

wiretapping devices also ~llow the confiscation of such equipment. In 

addition, Arizona and New York require a telephone company to inform 
." 

law enforcement officers of any wiretap violation coming within its 

knowledge. 

Criminal penalties for wiretapping violations range from a $500 

maximum fine in.Alabama to a maximum of seven years in .prison in 

Delaware and six years in Nevada. Many other state statutes provide 

the same maximum penalty as the Federal statute: five years in prison 

and a $lD,OOO fine: 17 most of the remaining state statutes make wire-

tapping off,enses misdemeanors, a -less serious crime, with a maximum 

penalty of less than a year in prison and a fine of $1,000 or 1ess~18 

Some states provide different penalties for different types of wire­

. tapping violations, depending upon the seriousness of the offense. 

California, for example, p',tovides different penalties for disclosure 

and possession of wiretap devices and allows a more severe penalty for 

the second violation. 
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EXCLUSION OF EVIDENCE 

, 
More than half of the state statutes expressly provide that 

evidence obtained in an illegal wiretap or as a result of ?n illegal 

wiretap cannot be used as evidence at the criminal trial of a party to 

th,e conversation.19 -Since it is generally accepted that evidence 

obtained as a result of illegal action by state officials cannot be 

used in a criminal trial ~gainst the person wronged, it is probable 

that all states prohibiting unauthorized wiretapping would not allow 

use of the evidence in a criminal trial against a person who was 

wiretapped. 

CIVIL ACTION FOR DAMAGES 

Sixteen state statutes, like the Federal statute, expressly allow 

a party whose conversations are illegally intercepted a civil action 

20 
for damages. All statutes allow the person whose privacy was 

invaded to recover actual damages incurred as a result of the illegal 
I, 

wiretap. Thirteen of these states have:followed the Federal statute 

and allow recovery of actual damages with minimum damages of $100 for 

each day of wiretapping with a $1,000 minimum recovery, in addition to 

punitive damages anq costs of suit. 21 Pennsylvania provides only a 

$100 minimum recovery. Minnesota awards three times the"actual damages 

(known as treble damages) with a minimum of $1,000. In addition to 

damages, Minnesota specifically provides for injunctive relief, a 
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court order directing certain persons to cease the unauthorized wire­

tapping. Most state statutes make good faith reliance on a court 

order as a complete defense against any civil or criminal action 

brought under the wiretap statute. 22 However, Nebraska's statute does 

not include the good faith defense. 

V. CONCLUSION 

While most states have adopted wiretap statutes substantially 

identical to the Federal wiretap statute, it is apparent that many 

states attempt to further protect privacy by the use of additional 

controls on court-ordered wiretapping. 

Many states have attempted tQ further protect privacy by limiting 

such things as: (1) the offenses for \vhich .wiretaps can be ordered; 

(2) who may apply for wiretap orders,· (3) who may ~ssue w~retap ord 
.L .L ers; 

(4) the factual situation in which orders may be issued; (5) the 

duration of wiretaps; and (6) by providing other procedures for judicial 

control of the use of wiretaps. 
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COMPARISON OF WIRETAP STATUTES 

, 
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r\~to!"nI'!Y C!!nE:ral: District .lIttorney_ 

~. S·Jprc:-.c Court I: 
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FOOTNOTES 

CHAPTER IV - SURVEY OF STATE WIRETAP STATUTES 

lArizona, Colorado, Connecticut, Delaware, Florida, .Geo~gia, Kansas, 
Maryland, Massachusetts, New Jersey, New Mexico, New York, Oregon, 
Pennsylvania, Rhode Island, South Dakota, Virginia, Washington and 
Wisconsin have statutes which allow court-0rdered wiretapping. Ariz. 
Rev. Stat. §13-1051 et.~. (1975 Supp.); Colo. Rev. Stat. §lS-9-201 
et.seq. (1973); Conn-.-Gen. Stat. §53a-lS7 et.seq. (1975 Supp.); Del. 
Code-§1336 et.seq. (1974); Fla. Stat. Ann. §934.01 et.seg. (1975 Supp.); 
Ga. Code An~ §26-3001 et.seq. (1972); Kan. Stat. §22-2514 et.seq. 
(1974); Md. Ct. & Jud. Proc. Ann. Code, C.J. §lO·-401 et.seq. (1974); 

Mass. Gen. Law Ann., Chap. 272, §99 (1974 Supp.); 1-1inn. Stat. Ann. 
§626A.Ol et.seq. (1975 Supp.); N~b. Rev. Stat. §86-701 et.seg. (1971); 
Nev. Rev. Stat. §179.410 et.seg. and §200.610 et.seg. (1973); N.li, •. 1 
Rev. Stat. Ann. §570-A: 1 et.~. (1974); N.J. Stat. Ann. §2A: 15~;~"71~,. 
et. seq. (1971); N.M. Stat. §40A-12-1.1 et.~. (1973 Supp.); N. Y. Cr~m. 
Proc. Law §700.05 et.seq. (1971 McKinney) and N.Y. Penal Law §250.00 
et.~. (1967 McKinney); Or •. Rev. Stat. §141.720 et.~. (1974); Pa. 
Stat. Ann. §5701 et.~. (1967 Purdon); R.I. Gen. Laws §12-5.1-1 et.~. 
(1974 Supp.); S.D--. Compo Laws§23-13A-l et.~. (1974 SUPP.)i Va. 
Code Ann. §19.1-S9 et.seq. (1975 Supp.);:-Wa~h. Rev. Code Ann. §9.73.030 
et.seq. (1974 Supp.rT Wise. Stat. Ann. §96S.27-33 et.seq. (1975 Supp.). 
See also D.C. Code §23-541 et.~. (1973). 

2Ringel, Searches and Seizures Arrests and Confessions, §320, p. 407 
(1972) • 

3see , ~ Connecticut, New Hampshire, Pennsylvania and Washington statutes cited 
in footnote 1 above. 

4California, Ann. Cal. Code Penal §630 et.~. (1970); Delaw'are; 
Georgia; Kansas; Maine; Massachusetts; Michigan, Mich. Compo Laws Ann. 

. §750.539·et.seq. (1976); N~\.;·Hampshire; New Mexico; Pennsylvania; and 
Washington. See footnote 1 for citations to state statutes above. 

5se~ Arizona, Connecticut, Georg~a, Kansas, Minnesota, Nevada, oiegon, R110de Island 
and Virginia statutes. Of these, Connect,icut, Georgicl, Kansas, Oregon, arid 
rvashingto'l allow wiretapping only where th!?re is danger of. bodily harm. 
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6See Delaware, Rhode Island, and Wisconsin statutes. 

7Arizona, Colorado, Connecticut, District of Columbia, F~orida, Kansas, Maryland, 
Minnesota, Nevada, and New York. 

BSee pp. 40-42 of Chapter III. 

9Seef e.g., Va. Code ~nn. §19.1-89.8 (1975 Supp.). ---. ---

lOConn. Gen. Stat~ §54-41(f) (1975 Supp.) (10 days); Ga. Code Ann. 
§26-3004 (1972) (20 days); Mass. Gen. IJaws Ann. I Chap. 272 §99 (I) 
(1974 Supp.) (15 days) i Minn. Stat .. :Ann. §626A-06 (5) (1975 Supp.) 
(10 days); N.H. Rev. Stat. Ann .. ·.~.sTO-A: 9 (V) (1974) (10 days); N.J. 
Stat. Ann. §2A: 156A-13 (f) (1971) '(,20 days); Va\. Code Ann. §19.1-S9.8 
(1975 Supp.) (15 days); Wash. Rev. Code Ann. §\i~.73.040(6) (1974 Supp.) 
(15 days). 

11Arizona (1 extension) i Colorado (1); Connecticut. (3); District of Columbia (1); 
Delaware (1); Florida (1); Georgia (1); Kansas (1); Massachusetts ( 1); Nebraska (1); 
New Hampshire (1); Ne~ada(l); New Jersey (2); New Mexico (1); New York (1); and 
Washington (1) • 

12Louisiana, Maryland, Oregon, Pennsylvania~ Rhode j;'s,land, Virginia and Wisconsin. 
1/ 

13See, !!!..:S!..:..., District of Columbia, Del~ware, Florida, Georgia, New Jersey and 
Rhode Island statutes. 

14~, !!!..:S!..:..., District of Columbia and New Jersey statutes. 
, 

15colorado, District of CoJ,umbia, .Delatvare, Fl.orida, Kansas, NebrasKa, Minnesota, 
New Hampshire, New Jersey', New Mexico, Pennsylvania and Wisconsin. 

16Rhode Island and South Dakota;s statutes do not prohibit the possession, etc. 
of wiretapping or bugging devices .• 

17California, District of Columbia, Georgia, Maine, New Hampshire, New Jersey and 
Wisconsin. 

(r. " . 
1 BSee:', e.g., Kansas, Louisiana, Maryland, New York, Pennsylvania and Washington 

sta~utes. 

19 Colorado , Connecticut, Delaware, F.Zorida, Kansas, J.fassachusetts~ Minnesota, 
Nebraska, New Hcl.mpshire, Netv Jeisey, New Mexico, New York, Pennsylvania, South 
Dakota, Virginja and Wisconsin. 

20Connecticut, District,of Columbia, Delaware, Florida, Kansas, Massachusetts, 
Ninnesota, New Hampshire, Nevada, New Jersey, New Nex.ico, Pennsyl vania, Rhode 
Island, Virginia, rvashington and Wisconsin. 
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2lpennsylvania, Minnesota and Washington qo not .follow the Federal damages provision'. 

22Arizona Colorado, Connecticut, District ~f Columbia, Delaware, Florida, Geor9~ia, , , 
Kansas, Massachusetts, Minnesota, Ner..r Hampshire, New Jersey, New Mexico, Nevada, 
Rhode Island, Virginia, and Wisconsin. 
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CHAPTER V 

II 
II, 

EFFECTIVENESS OF WIRETAPPIN~ 

I. INTRODUCTION 

The problem in evaluating.the effectiveness of wiretapping is 

the frequency and importance of the exceptions to the rule. To be 

sure, there are centain general conclusions that can be extracted from 

the mass of data collected by the Federal government on wiretapping 

activities -throughout the nation;'; but the nature of such data is that 

the distinct features of individual c:ases are reflected, if at all, 

quite poorly. It is difficult to know, for example, whether wiretapping 

led to the successful.:Lnvestigation of a particularly hein0l.1S crime, 

or even whether it was an inq-tspensable tool in the investigation of 
- " 

any .crime, unless the circumstances surrounding the ~ase are known. 

This means .examining the pertinent Cburt records, and, assessing what 

may be called the quality of individual cases. Even after examining 

,such records, there remains the additionaL difficulty of weighing the 

significance of these qualitatively-worthy, exceptional cases in 

comparison to the significance and the applicability of the general 

cdhclusions themselves. 
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II. GENERAL CONCLUSIONS 

The general conclusions about wiretapping that can be made on the 

basis of the data provided by Federal and state agencies are as 

follows: 

1. Wiretapp£ng is useful in the investigation of gambling and 

narcotics but is seldom used against other crimes. 

During the last four years, 1973 through 1976, more than 80% of 

all'court-authorized wiretaps have been used in the investigation of 

gamblin~ and narcotic cases. Other categories of crimes each account 

for, at the most, less than 5% of the total. In some years, wire-

~apping has been occasionally useful in loan sharking, usury and 
(! 

extortion cases; in other years, it was bribery or the fencing of 

stolen goods. Hardly ever was wiretapping used in homicide, burglary, 

kidnapping or arson investigations. l 

Gambling and narcotics are included in the special class of 
\:) 

offenses called "victimless crime," in which the "victims" either, 

participate willingly or are habituated to the vice. The demand for 

gambling 'and narcotics has always existed, and in spite of the best 

efforts of law enforcement officials, it is unlikely that these vices 

will ever be eradicated. Gambling and narcotics are probably, at the 

same time, the prima~y source of income for many organized crime 
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families. 

It is known that, between the two, wiretaps are more effective 

against gambling than against narcotics. 2 In the few state jurisdictions 

that have established a record of succ~ss in the use of wiretapping, 

for example New Jersey, the convictions as a direct result of wiretaps 

have been overwhelm,ingly in gambling cases. The one problem - or 

para~ox - of gambling cases is that, in spite of the appropriateness 
\ 

of wiretaps, the offense is considered minor. Gambling convictions 

rarely justify the monetary expense of wiretaps,3 as can be seen in 

the .following table: 

Reported sentences for ganililing convictions 
as a result of wiretaps, for 1968 - 1973 

More than 5 years ..•.••••.••.•.•••• 1% 
1 - 5 years ..••..•...••••••••..••• 21% 
Less than 1 year .•.•••••.•.••.•..• 20% 
Discharge, fine, probation ••..•..• 5~% 

Federal agencies have a far better record of success than state 

agencies in using wiretaps against narcotics. Indeed, there are ~ 

glaring examples of state juri~dictions that have been unable to use 

wiretaps eJfectively against narcotics, even though they use them 

successfully against gambling. 4 The Federal' experience in narcotics, 

however, is somewhat different from that of state agencies, because 

the distances involved in arranging certaininters·tate and many 

internat~onal narcotic deals occasionally make it n~8essary for criminals 
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to rely on telephone communication. 5 Even then, the telephone is used 

infrequently or not at all; or if used, it is often a public phone 

which is dif~icult to wiretap.6 As a result, the Drug Enforcement 

Administration requests wiretap au orl y spar . th 't l'ngly Between 1968 and 

1974, the DEA obtained 155 court authorizatipns, which ran an average 

7 of 18.5 days, and 'which resulted in the 'following reported sentences: 

Reported Sentences 

More than 5 years ••••••.•••••••••.• 29% 
1 to 5 years •.•••.••••••••••••••.•• 22% 
Less than 1 year •••.•.••.•••••••••• 12% 
Discharge, fine, probation ••••••••• 37% 

2 . Wiretaps used by state agencies have rarely been effective 

in obtaining evidence against the leaders or "bosses" of organized 

crime. The record of Federal agencies is characterized by a few 

exceptional successes and many fruitless efforts. 

Most gambling wiretaps are used against small-time operators. 

This is also 

concede that 

true for narcotics. Many law enforcement officials 
II 

organized crime bosses are too sophfsticated to r~ly on 

the telephone to convey important information and are also cautious 
• I 

about conducting incriminating conversations in places where bugs can 

be installed. The exceptions in the Federal ~x~erience to this 
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* generalization, however, are spectacul~r. It is also clear from 

National Wiretap Commission studies, however, that wiretaps, if they 

do not lead to convictions, at least inconvenience or disrupt organized 

crime operations. 

3. Most state jurisdictions that have wiretapping powers do not 

use them very often. 

Twenty-seven of fifty states do not have wiretap statutes. Of 

tho'se which do, New York and New Jersey together account for 70-80% of 

all state wiretaps installed.8 
The reasons for thw infrequent use of 

wiretaps include high expenses, drain on manpower, paperwork, fear of 

evidence obtained through improperly implemented wiretaps being adjudge~ 

inadmissible,9 inexperience in the handling of wiretap~, the effective­

ness of other types of investigatory methods, personal dislike of 

wiretapping by certain prosecutors, and fear of public outcry.lO The 

chart on the following pages summari~es th~ use of wiretaps during 

, . d' t' 11 1976 by Jurls lC lons. 

4. The Federal agencies in Ha~aii rarely rely on wiretaps for 

non-national security cases. 

*The_,National r1~retap Commission cites as examples the c;:onvictions of Dominic Brooklier 
of'ios Angeles (extortion), Nicholas Civella of Kansas City (bookmaking), Frank Dasti 
of Montreal and !VE:r" J8rsey (narcotics), Sam DeCavlcante of Ner" Jersey (gambling), 
and Joseph Columbo of Ne"' York (indicted for gambli-ng, loan siJarking and tux' 
fraud before assassin,1tec1). Members of the Genovese family hiHte also been convicted. 
Other non-mafia ~'ings have been broken in KFJ.nsas City, Philadelphia, Pi ttsburg und 
Miami. N..JtioniJl Iv.irctap Commission, Electronl:c Surveillance p. 140 (1.976). 
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Major Offcn[;c for \O/hic.h COltrt-1\uthori~.(>\"~ Intercepts were Granted Jlursuant 
'1'0 'I'it1" lB, united States Code, section 2519, Jilnuary 1, 1976 lo December 31, 1976 

(Concluded) 

Report:ing 
jurisdiction 

Minnesota 
Anoka ................. . 

Nebraska 
Douglas ••.••••••••.•••• 
Lancaster •..•••....•••• 

New Hampshire 
State Attorney General. 

New Jersey 
State Attorney General. 
Atlantic ••••••••••••••• 
Bergen ............................... .. 
camden ............................... .. 
Cape May ••••••••••••••• 
Essex ................................. .. 
Hudson ................................ .. 
Mercer ............................... .. 
Middlesex •••••••••••••• 
Monmouth ........................... .. 
Morris ............................... .. 
Ocean ................................. .. 
Passaic ............................. .. 
Somerset .....••..•.•.•• 
Union ........................ . 

New York 
State l,ttl)rney General. 
Bronx .................... .. 
chautauqua* ............. . 
Dutchess .............. . 
Erie ........................ . 
KintJs ••• , ............. . 
f.1onroe ...... * ................ .. 
Nassi.l.u. ~ ...................... . 
Nc.w york .•...•••• " ..... . 
Niagara ....................... . 
Onondaga ••••••••••••••• 
Ontario .................... .. 
Orange ......................... .. 
Queens ....................... .. 
Rensselaer .................. ,,. 
Richmond ••••••••••••• :. 
Rockland ••••.. a ••• MP ••• 

Schenectady· ••••••••••• 
Suffolk ................ . 
Sullivan ............. .. 
Ulster ................ . 
l..,estchest~r ................. . 

Rhode Island 

1\ 
2 

2 

44 
2 
3 
7 
2 
~9 

13 
5 

13 
1 
1\ 
2 
6 
9 

~7 

9 
13 

1 
1 

16 
17 

3 
25 
17 
11 

2 
1 
2 

13 
11 

3 
2 
6 

16 
1 
1 

16 

stt\tc Attorn('y General.. 2 

WLlshington 
Kilst\p ................. ~ 1 
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ReporLing 
jurisdiction 

Wi!.!.e .. 0· .......................... .. 

~ ................. . 
l!.!Jo?'~.ne 

r.~tJt:'i-:.COP3~ ..................... . 

Colori'l:do 
state Attorney General. 
Seconrl Judicial 
Distriot ..................... . 

Connecticut 
Fairfield •••••••••••••• 
Hartford ••••••••••••••• 
Litchfield ••••••••••••• 
~lidd).ese" •• " " •••••••• 
JUdicial District of 
Waterb\lry ••••••••••••• 

Delaware 
State Attorney General. 

District of Columbia ••••• 

~ 
State Attorney General. 
Sixth Judicial Circuit 

(pasco & Pinellas 
Counties) ••••••••••• 

Ninth Judichll Circuit 
(Orange & Osceola 

cOuJ'ltics) .............. . 
Eleventh Judicial 
Circuit (Dade County). 

Seventeenth Judicial 
ci rcui t (Broward 

Count:.-) ........... , .. 

Georgia 
Bibb* •.•••••••••••••••• 
Chathar ••••••••••••••••• 
Clayton •••••••••••••••• 
DeJ(alb ................ . 
Fulton ...... , ......... . 

Kansas 
~~on ................. . 

I-Iynndott" •••••••••••••• 

tt·'x.Y].illl!l 
l\nne .=\rul\dc 1 .............. .. 
lin 1 timorc City ....... .. 
Ilnlt-lmorc county ......... . 

, chnrl(':f;, ................ :. ..... .. 
11" .. 1",11\1 ......... , •••••••• 
PtOillct,' GeololJe' s ........... . 
Worc.. ....... ulcor .................... .. 

l'.!:1!k,!O}.lj l.lt~~:! .U~ 
~l·ltl(' I\r.tOl"I111Y General. 
Pl\"i,l'Ut h ...................... ~ 
Ruf("lk ............... . 

. Major Off..~lo'SC for which Court-1Hlthorizco . Intercept!; were GrD.nted Pursuant 
To Tltle lB. Ulllted States Code, Section 2519. January 1. 1976 to December 31. 1976 
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Since 1968, Federal agencies in,Hawaii have used only three 

court-orderadwiretaps. Federal officials cit~ the expense of 

. 12 wiretaps as the primary reason for the infrequency of lts use. 

Evidence obtained from those wiretaps, however, was critical in the 

. 13 prosecution of sever~l organized crime' flgures. And it should be 1', 

said that, in spite of i/ the ra'ri ty of its use, both the;1 FBI and the 

Federal Strike Force of the United States Attorney's Office strongly 

14 believe in the effectiven~ss of wiretapping as an investigative tool. 

5. Wiretapping is an expensive operation. 

The cost of a wiretap includes the value of plant and equipment, 

tapes, manpower - for repair and maintenance men as well as for detec­

tives - and attorney time. Gambling cases are usually cheaper than 

narcotic cases because the tap is normally in operation for,a portion 

of the day, whereas narcotics 

f · 15 for long stretches 0 tl~e. 

wiretap equipment is $18,SOQ. 

taps are likely to run all day and night 

In New Jersey, the capital cost of 

Most jurisdlctlons '" that report costs of, wiretap exclude the costs 

of preparing and filing an application, other qttorney time and,' 

sometimes', clerical time. With this in ~ind, the ave~age reported 

cost of a state jurisdiction's wiretap is $8,482, with a range' of $387 

to $33,131. The average cost of a Federal ~)Fet~p is $19,223!6 

Judging from the analysis of cases in which wiretaps played a vital 
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role, the average cost is more like $10,000 to $20,DOO. 

It is difficult for prosecutors to judge whether a wiretap will 

be cost-effective, owing to the problem of predicting when and where 

conversations yielding valuable information or evidence will take 
* 'place. 

Since most wiretaps are us~ful against gambling _ and since 

gambling is a minor offense in most jurisdictions, resulting in sentences 

of rarely more than a year of actual prison time and often less _ many 

prosecutors simply do not want to spend their fUl1ds on wiretaps. 

6. There is some dispute as to whether evidence obtained from 

wiretapping has often been of critical importance in criminal pros~cu-
tions. 

It is of doubtful value to simply correlate the number of wiret~ps 
with the number of~onvictions in cases that used wi~etaps, since it 

is not clear that the evidence obtained from wiretaps resulted in the 

conviction, or played a vital role in it. Nor is it clear that other 

investigative methods would not have yielded the same results. Each 

case must be examined individually - or, failing this, there should be 
" 

an exalhination of a representative sample of cases. The 

~The National Wiretap Commission found unproductive taps to be the rule in Colorado: 
Arapahoe County, Denver County and Garfield County; in'G90rgia: Fulton County; in 
Arizona: NaJ:icopa Couhty and Pima County; in Kansas; in Maryland: Prince Gcorgc' s 
County; in Minnesota: llennpin County (Minneapol.is), and Rtl](lS0y County (St. Paul); 
in;\New York: Queens County,· Erie Couilty (Buffalo), and M6nroe County (Rochester). 
National Wiretap Commission, ~f St!1dies and Surveys (.1976). 
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National Wiretap COIDITlission undertook such an evaluation of represen-

tative samples. Their conclusions are much les.s supportive" of wire-

tapping than the statistics would appear to show. 17 

7. An ancillary benefit of wiretapping is the collection of 

what is called "strategic intelligence." 

Although a wiretap can be authorized only to intercept incriminat­

ing conversations concerning a particular offense, strategic informa­

tion often will also be intercepted. Strategic intelligence is the 
\\ 

bits and pieces of·information which, put together, give a picture of 

the life of the suspect, for instance his personality, associations, 

habits, and life-style. Rarely is such information directly helpful 

in the prosecution of a particular case. 18 Before 1968, when the 

minimization principle - namely, th(~ limiting of electronic eaves­

dropping only to matters relating to a particular criminal case - went, 

into effect, Federal age11:cies use,d wiretapping to collect encyclopaedic 

information about organized .crime figures. Such information was 
" 

useful as a basis o~ planning an investigat.ion or moving iI1 new direc-

tions. Strategic intell~gence'wiretaps have. been frequently used in 

national security cases. It has been occasionally used by state 

jurisdictions, but due to the minimization principle,. the use of 

wi~etapping to gather strategic intelligence is of doubtful constitu~ 

. l't 19 t1.ona 1. y. 
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III. PARTICULAR JURISDICTIONS AND CASES 

Wiretapping has been usef~l - indeed indispensable in many 

individual cases. These cases occur mainly in New York and New Jersey 

on the state and county levels, and in the work of Federal agencies in 

such places as New York, San Francisqo, Philadelphia and Detroit. The 

following is a brief discussion of such exceptional jurisdictions and 

cases. 

State of New Jersey 

The Office of the Attorney General in New Jersey contains an 

Organized Crime and Special Prosecution Se,ction which, with the aid of 

wiretaps, appears to have established a commendable record in prose­

cuting organized crime figures and corrupt officials. Consensual 

wiretapping is preferred in corruption cases, but court-authorized 

non-con§ensual electronic surveillance, especially bugs, has been used 

~~tensively in the investigatiori of criminals and to penetrate higher 

levels of organized crime: 20 C', ''''~ 

"~' 
From 1969 to 1974, this section secured 330!! indicfments against 

841 defendents, of whom 122 or 35~ were indicted for gambling. About 

20% were corruption cases, while 15% involved major thefts or robberies. 

The remaining one-t.hird of the indictments :included murder, narcotics, 

perjury, and prison riot. During this period the Section used 341 
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. 21 
wlretaps. 

Number of EJkctronic Surveillance. Orders, 
1969-73: 318 

Bribery and Corruption .•••..••••.•••••.•.•.• 6 
Escape . •.•......•..•.••...•.•.••••......... . 1 
Extortion . .••.••••••••.••.• ' ..•••••••••.••••• 9 
Gambl ing . •••.••.••••••.•••••.•••.••••••.• • 231 
Homicide • •..•••••.•••••••••••••••••••••.•••• 6 
Larceny and Receiving stolen Goods ..•••.••• 27 

/ .Narcotics • •••.•••.• '.' •• : ••••••••.•••••••••• 38 

Number of Electronic Surveillance Orders, 
1974: 23 

Burglary, Larceny, and Stolen Property •.•.•• 2 
Burglary, Robbery, and Stolen Property .•.••• l 
Gambling . •••.•.•••••••••••.••••.•••••.••••. 11 
Homicide • •••••.•••••••••••••.•••••••••••••• . 1 
Narcotics • .•• ~ •..••.••••• '.' ••.•.••••.••.•••• 7 
Narcotics, Burglary, Robbery, and Stolen 

Property • ••••••••••••••• ',' ••••••••.•••••• 1 

New York County (Manhattan), N.Y. 

The Manhattan District Attorney's office was under the direction 

of a single man, Frank S. Hogan, for over 30 years (until';{974) and 

has been esteemed as a model of sophisticated, incorruptible, non­

political la\;1 enforcement. In recent.years (siryce 1974h, the office 

has been the target of some criticism and has undergone a more rapid. 

turnover of personnel than was cornmon in the past. Nonetheless, it 

remains a leader among local law enforcement agencies, especially in 

the use of electronic surveillance 'Of organized' c.riminal activity. 
" 
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This prosecutorial agency has not ,only the mos~ successful record 

in the use of wiretaps of any non-F'ederal agency, it also employs 
~ 

wiretaps effectively in a wide varie'ty of investigations, including 

forgery, trafficking in stolen property and weapons, h9micide, and 

extortion. Moreover~: wiretapping is restricted to major cases and, 

'apparently,' does not supplant other investigative methods. 

!i 

Number of Electronic Surveillance Orders, 
1968-73: 251 

Arson . ......•...•..••.......•....•........•.• 9 
Bribery . ••••••••••••••••••••••••••••...•••• • 14 
Burglary . ...•.....•••..••....••..........•... 1 
Escape • ...•.•.••••.•••••••.•.•••••...•••....• 1 . 
Extortion • ••••.•••••••••••••••••••••••• ~ ••• • 11 
Forgery . •..........••..•.•.............. . , .... 5 
Gambling • ••••••.•••••••••••••••••• ',' •••••••• 42 
Homicide . .....•...•.•.••....•.......• ' . ....... . 24 
Kidnapping • ••••••••••••••••••••••••••••••••• • 1 
Larpeny, Robbery, Stolen Property ••• ~ .•••••. 63 
Narcotics. ' .......................... : ....... 78 
Obstruction of Justice •••••••••••••.••••••••• l 

.. Weapons . ••• " ............................. ..... •• 1 

Number of Electronic Surveillance Orders, 
1974: ).8 

Extortion (Usury).: •••••••••••••••••••••••••• 1' 
Extortion and Stolen Property •••••••.•••••••• 2 
Extortion, Stolen Property, and Larce~y •••.•• l 
Grand Larceny and Extortion (CoercionF •.••••• 2 
Grand Larceny and Stol.en Property . ••••••••••• 2 
Narcotics . •••••.••••••• ...................... ' •• 9 
Weapons . ••.••• " ............................... .• 1 

I ~ i 

The following are examples of cases in,which wiretapping played a 

key role in the investigation of "major crimes: 
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CASE I 

When the initial investigation provided , 
prob~ble cause to believe the suspect was involved 
in gambling and bribery of policemen, electronic 
surveillance was commenced. The electronic surveil­
lance produced information which may have saved a 
witness at a federal trial from possible assassina­
tion; the surveillance also resulted in the disci­
plining of certain police officers. A spinoff tap 
on suspected gamblers was relatively unproductive. 
But, as a result of the entire investigation, 
thirteen per~ons were indicted for perjury or 
criminal contempt before a grand jury; according 
to an attorney directing the investigation, twelve 
persons were convicted, and one case is still 
pending. The major sentence meted out was four 
years imprisonment. The attorney stressed that 
when crime figures obey a code of silence and 
cannot be penetrated by undercover agents, the 
only successful tactic is to call the suspects 
before a grand jury, give them immunity, and 
confront them with the overheard conversations. 
The attorney also noted that this case was one 
that did not rely on infor.mants; the case was made 
through physical surveillance and overheard conver­
sations which required devoted police work. The 
attorney expressed doubts about the reliability of 
informants and believed that prosecutors should be 
wary of proceeding with cases based on such evidence; 
the attorney believed that electronic $urve,illance 
was one of the few ways to eliminate the reliance 
on informants in some types of conspiratorial 
cases. 

CASE II 

Another successful investigation concerned 
the investigation of a fencing ring. Beginning 
with a tap at the hangout of a suspected receiver 
of stolen goods, who apparently specialized in 
stolen traveler's checks, the investigators" traced 
the scheme to persons to whom the receiver disposed 
of the checks. Taps on their phones led to an 
apartment where the stolen checks were delivered. 
A tap and bug tv'ere placed at this apartment. . 
These electronic surveillances revealed information 

(I 
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as to burglaries, as well as fencing. Thirteen 
persons were arrested in all • . Most have pled 
guil ty; some are awai ting t.r. ial.' 

One rather unique investigation was designed 
to detect persons dealing in counterfeited phono­
graph records and tapes; that is, records and 
tapes bearing a label similar to that of the 
genuine manufacturer or distributor, in a case 
den,ominated as forgery investigation. Eight 
persons were arrested; four had tpeir cases dis­
missed, and the other four pled guilty and received 
fines. 22 

Federal Agencies 

The staff of the National Wiretap Commission found that 

Federal agencies - mainly the FBI, the Organized Crime Task Force and 

t~e Drug Enforcement Administration - have used wiretapping effectively 

in a number of important cases, though again it is clear that wire-

tapping is infrequently used except in gambling cases. The following, 

however, are examples of cases in which wiretaps were used effectively 

by a Federal agency: 

CASE III 

I 
This case deal t wi th the All€m bl!others 

Aubrey Joe (A.J.) and Ambrey DeWitt (A.D.), who 
lived in the small town of COIl11l/erce, Georgia. Both 
brothers had extensive crimina1 records da,ting­
back to the mid-1940's for moonshining, Internal 
Revenue Law violations, and automobile theft.' 
Both were also regc:u'ded as violence prone and 
extl'emely dangerous memb~rs of the Dixie Mafia. 

III Oct:01.Jel.' 1972 an informant notified the FBI 
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that the Allen brothers and others working at 
their direction had bc.en involved in' a number of 
large thefts from clothing manufacturing plants in 
Georgia and South Carolina. Tlle informant con'­
tinued to provide such information until mid­
January 1973, by which time he had provided the 
FBI with the details of 12 major burglaries, all 
of which were alleged to have been committed by 
the Allen gang. Through independent investiga­
ti~n, FBI agents were able to verify the facts of 
each of the 12 occurrences. In a~dition, this 
informant stated that the Allens were operating a 
large-scale fencing operation to dispose of the 
stolen merchandise and that they were using the~r 
home telephones to conduct these activities. 

A second informant provided the FBI wi th the 
four telephone numbers used by the Allens (two in 
each of their residences) and SUbstantiated the 
fact from personal knowledge, that both brothers 
were involved in theft and fencing operations in, 
several southeastern states. A third infQrmant 
stated that he had spoken with a nUmber of persons 
who deal t in stolen clothing and had he,en told 
that they had bought the goods from A.D. Allen. A 
fourth informant had called A.D. Allen at a 
telephone number (the same as one of the four 
supplied by the first informant) and personally 
arranged for the plfrchase of stolen clothing. 

Based on this information, the FBI decided 
to seek wiretaps on the Allens' telephones. 
The affidavit in support of the application detailed 
all of the informant information, as well as 
telephone toll records, which showed frequent 
calls by both Allen brothers to a number qf 
persons throughout the southeast who were known by 
authorities to be dealing in stolen clothing. The 
affidavit also detailed why physical surveillance 
could not be used; both Allens lived in identical 
house trailers set high on a hill overlooking the 
only approach road to their property. In one 
instance t"here physical surveillance was attempted, 
the surveilling agents had been detected almost at 
once by A.J. Allen. 

The lS-day wiretap order was signed qn 
February 26, 1973. A leased' line was provided by 
the telephone company and a monitoring post was 
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established at a motel near the Allens' property. 
Monitoring on two of the four lines was discontinued 
after a few days when it became apparent that no 
incriminating calls were being intercepted on ' 
those lines. A lS-day extension on the remaining 
two telephones was sought arid granted on March 14. 
Because of a delay in getting approval for the 
extension, it was necessary to shut the taps down 
for one day, but once the order was signed monitor­
ing ,began again and continued for a 'total of 28 
days. 

The results of the wiretap were excellent. 
Hundreds of incriminating conversations were 
intercepted, including several that enabled the 
FBI to locate two retail outlets that the Allens 
had established for the sale of their stolen 
goods. Search warrants were executed at the 
Allens' homes and 15 persons, including both Allen 
brothers, were later arrested. 

Of those arrested, two pleaded guilty to 
reduced charges and one was dismissed. Twelve 
persons went to trial, where approximately 75 
taped conversations were played for the jury. Four 
defendants were acquitted but eight were found 
guilty and were sentenced' to prison terms ranging 
from 15 years (for both Allens) to two years. 

The Allen case was a clear example of how a 
well-conceived wiretap can be usee: to attack a 
criminal conspiracy which may be immune fr;m 
ordinary, i(1vestiga ti ve techniques. Wi thout elec-. 
tronic surveil.Zance .i t is doubtful whether the 
major participants in this organization could have 
been convicted and the stolen goods located. It 
should also be noted that the fear which the 
~nfor1T}ants expressed as a reason for not testifying 
~n th~s case ("as apparently real. One wi tness Who 
did agree to testify against the Allens was killed 
when his home was destroyed by a late night dynamite 
blast just a few days before the trial was to 
begin. 

CASE IV 

WiJ:etapping has also been used effectively 
in Atlanta against gambling organizations. One 
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case took place in 1971 and involveq the lottery 
operation of Joe Dean Stanley and his associates. 

Probable cause to seek wiretaps in the case 
came from informant· infol:mation and limited physi­
cal surveillance. Beginning in January 1971, an 
FBI informant had revealed that Stanley, Hudson 
Ashley, and Henry "Jelly" Jones were the principals 
in a lottery operation in Atlanta grossing 10 to 
15 .thousand dollars a day. This informant also 
identified one woman who was operating a relay 
station for the lottery and provided her telephone 
number. 

In February, a ;econd informant substantiated 
this information and provided the FBI with the 
name and phone number of a second relay station 
operator. In May, this same informant provided a 
telephone number which Ashley was using to conduct 
lottery business. 

..?l third informant was developed and, ·in July, 
he confirmed Stanley's role in the operation and 
provided his telephone number. A day' later, 
informan t No. 3 identified the main drag man for 
the Stanley organization. 

During this period, FBI agents had surveilled 
the subjects on a number of occasions. The identified 
principals were observed meeting frequently at 
.Stanley , s home and the drag man was seen pllcking 
up small packages from, the relay stations daily. 

Finally, in mid-November 1971, all three 
informants confirmed their previous information as 
accurate and provided the further information that 
Stanley, in conjunction with a woman, was running 
a separate lay-off operation and taking lay-off 
bets from other lottery operators .in Atlanta. T.he 
name and telephone number of the woman running 
this operation was provided. 

Based on this information; a lS-day order 
authorizing ~viretaps on four telephones (StanJ,ey's, 
Ashley's and the two relay stations') was signed 
on November 24, 1971. Up to five days were required 
to install all of the taps because of inaccurate 
cable and pair information w1;icll was initially 
provided 1)y cthe telephone company and the .fact 
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that the FBI had only one agent trained to make 
the necessary connections. All of the taps were 
run oVt,?r leased lines into a central monitoring' 
post"at FB.r headquarters. 

Incriminating co~versations on each line were 
monitored from the start. In the case of one of 
the relay stations, so many incriminating calls 
were intercepted that the tap was shut down after 
just a few days. because sufficient evidence had 
been gath~red against the individual. 

Because the lottery headquRrters had not 
been located; lS-day extensions were sought on the 
remaining three wiretaps. In this case, as in the 
Allen case, the agents were forced to shut down 
the taps for two days because the extension order 
could not be signed before the original order 
expired. 

Just two days after the extension was approved 
and the taps reinstalled, agents monitored a 
conversation between an unidentified caller and 
Ashley's wife, who was told, "you are hooked up 
allover". Later that day Ashley instructed the 
drag man, "don't talk on this line, it is tapped". 
Shortly thereafter, conversations on all three 
monitored lines ceased. 

Despite this breach of security (which 
authorities attribute to a never-identified tele­
phone employee), search warrants for the fObr 
tapped locations were secured and executed resulting 
in the seizure of be.tting slips, $30, 000 i~ cash 
(from Stanley's home), and the confiscation of 
three a{ltoS. (Lottery headquarters was never 
located.) Later, 37 individua.ls were indicted for 
their parts in the gambling operation, including 
all of the named participants except Stanley's 
alleged lay-off partner, against whom there was 
inSUfficient evidence. 

Attempts to suppress the wiretap evidence 
were based on the alleged invalidity of the Attorney 
General's authorization. The resolution of this 
question dragged on for yec'lrs, during which time 
$tanley andoone other indicted individual died. 
When the signature question fV'as later decided in 
,tile Government's favor, 26 defendants pleaded 
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g~i1ty to Federal gambling violations. The remaining 
nine went to trial, at which seven were convicted 
and two were acquitted. 

Unlike many gambling cases, most of the 
participants in this organization went to prison. 
Twenty-three persons were sentenced to terms 
ranging from 90 days to 10 year.s. The other 10 
were p1aced,on probation for tpree years. 

In this instance, electronic surveillance was 
able to put an entire gambling organization out of 
business. Not all of the wiretap cases in Atlanta 
are this successful, of course. The FBI believeS 
that one bookmaking operation closed up for two 
years after a number of wiretap-related arrests, 
but is now back in business. A1thoug-h the problem 
is an ongoing one, the FBI's Ogden feels that 
wiretapping isl? the only tool which offers the 
potential for(~ffective, sustained attacks on 
illegal gambling activity.23 

IV. -OVERVIEW 

The effectiveness of electronic surveillance is partly determined 

by the importance that society attaches to the investigation of the 

crimes in which wiretaps are mos't useful ~ For example, the then 

Attorney General Mitchell considered it important to make a special 

effort to catch bookmakers. This resulted in frequent use of wiretaps 

in the years 1970-72 in "Project Anvil." Funds and other resources 

were allocated to this project in accordance, \.,i th the Attorney General's 

judgment of the importance of prohibiting gambling, in preference to 

other needs in the criminal justice system. Wiretaps, of course, are 

most effectively used in the investigation of gambling cases. It can 

be seen that if the crime of gambling were to be given a lower priority 
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or if organized criminal activities were to be relegated to a lower 

priority - the effectiveness of wiretapping, in so far as cost/benefit 

is considered, diminishes as the "benefit" side of the calculation 

diminishes. In the same way, if extortion or any other crime, in 

which wiretaps are marginally or occasionally useful, becomes such 'a 

danger to society that even marginally useful investigative tools are 

considered invaluable, it is possible that the effectiveness of wire­

taps will be considered gFeater. 

In summary, then, the Crime Commission and the L~gislature must 

decide how much of a threat to society is posed by the crimes against 

which wiretaps are most effective, namely gambling, narcotics and 

organized criminal activities, and then'measure that threat against 

th~ threat to individual privacy posed by wiretapping itself. 

/~:. 
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FOOTNOTES 

CHAPTER V EFFECTIVENESS OF WIRETAPPING 

ISee Administrative Office of the united States Courts, Report on 
Applications for Orders Authorizing or Approving the Interception 
of Wi+e or Oral Communications, (hereafter cited as Report on Appli­
cations), Washington, D.C., 1973-1976. 

2National Wiretap Commission, Staff Studies and Surveys, (hereafter 
cited as "Staff Studies and Surveysll), P. 177, Washington, D.C. (1976). 

3National Wiretap Commission, Electronic Surveillance, (hereafter cited 
as ~Electronic Sur~eillance"), p. 141, Washington, D.C. (1976). 

4Staff Studies and Surveys, pp.108-115. 
conspicuous example. 

5Electronic Surveillance, p. 146. 

New Jers'ey is the most 

[ 6Ibid. 

7Ibid., pp. 145-146. 

[ 

[ 

[ 

BHerman Schwartz, Taps, Bugs and Fooling the People, New York,'N.Y. 
1977, p. 30. 

9Electronic Surveillance, p. 127 (Interviews with law enforcement 
officials in Miami.); Staff'Studies and Surveys, pp. 31 and 58 
(Interviews with law enforcement in Connecticut and Georgia 
respectively.). 

10 Interviews with law enforceiuent officials in Colorado, in Connec-

(, 
ticut, and in Georgia. Staff Studies and SurVeys, pp. 22-23, 31, 

, and 58. 

r 
[ 
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I~ 

l.lReport'on Applications, pp. X-XI. 

12Staff interview with Lee Laster, Special AgGnt-in-Cha~ge, Honolulu 
Field Office, Federal Bureau of Investigation, July 26, 1977. Mr. 
Las,ter mentioned that for one wiretapping case 3? agents had to be 
brought in fro~ the Mainland. 
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13Ibid.; Staff interview with, u.s. Attorney Ha~old Fong, September 20, 
1977. 

14Ibid.; Staff interview with Michael Sterrett, Federal Strike Force 
Attorney, U.S. Dept. of Justice, Honolulu, September 20, 1977; and 
Sta,ff interview cited in fNl3 supra,. 

15Staff Studies and Surveys, pp. 121 and 124. 

16Report on Application's, pp. XIV-XV. 

If11 ;~b 17Staff Studies and Surveys, pp. 121 and 124. 
114 (Analysis of cases in New Jersey) . 

~ 1 ' 'B' BSchwartz, Ope cit., p. 31. 

See also Ibid., pp.108-

19For example, Niagara County, New York. 
p. 239. (' 

Staff Studies and Surveys, 

20St'aff Studies and Surveys, pp. 108-114. 

~ 21Ibid., p. 108. 

i,l 22Ibid." pp. 300-301. 

_1 23Ibid., pp. 424-425. 
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CHAPTER VI 
// . . " 

A MODEL WIRETAP STATUTE 

I. INTRODUCTION 

Generally, the model wire~ap statute (see Appendix I) is similar 

to the Federal statute but incorporates added safeguards against 

unwarranted invasions of privacy •. The most significant differences 

between the model statute and the Fede;ral and most other state wire­

tapping statutes are~' the complete prohibition of court-ordered bugging, 

the use of an appointed attorney to oppose the wiretap application 

(·the so-called "challenger"), the limitation of wiretap <;>rders to very 

serious crimes or to other specific seri'ous offenses when the involve~ 

ment of organized crime is shown, the rigorous notice, disclosure, and 

destruction provisions, and a sunset provision that requires reenact-
., 

ment of the statute after eight years. 

II. SCOPE 

WIRETAPPING ONLY 

The scope of the model statute is iqentical to that of the 

Federal ~tatute and most other state wiretapping statutes ~xcept that 

court-ordered bugging is prohibited. The prohibi.tion of court-ordered 
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bugging is a provision of House Draft 1 df House Bill 412, Ninth 
,', 

Legislature,. S'tate of Haw~ii, 1977, and is desi,gned to limit invasion 

of privacy. 
'._-<, ':..\ 

Although bugging is very similar to wiretapping in that 

both intercept private spoken conversations, bugging may involve a 

greater invasion of p~ivacy. Bugging usually requires the placement 

of the bug inside or adjacent to the place being bugged. To the 

extent this involves a physical trespass it may be more of an invasion 

of privacy than wiretappi~g. Wiretapping can almost always be achieved 

by the use 6f telephone b'bmpany facilities at telephone company 

offices. During a physical entry to place a bug, police officers 

investigating a crime would probably be tempted to observe as much as 

possible. Evidence found by the off'icers in "plain view ll during the 

placement of a legal bug would be admissible in a criminal trial. 

Thus the temptation to conduct a general search or use a wiretap as a 

reason for entering a place to conduct a search might lead to even 

more extensive invasions of, privacy. 

Additionally, minimization is much more difficult in bugging than 

in wiretapping. UsualIy, only two persons are involved in a telephone 

conversation, and the pefsons involved usual.ly identify themselves at 

the beginning of the conversation. Thus, it may be easier to determine 

the subj~ct matter of aotelephone conversation than that of oral 

conversations in a room where th(:! parties to a conversation may change 

rapidly. Thus, telephone calls between persons not suspected of a 

wiretappable offense and involving a sub~ect other than the offense 
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can be minimized. However, continuous monitoring o£ oral conver'sations 

may be believed to be necessary bec'ause it is ~mpossible to tell when 

a conversation unlikely to contain incriminating statements begins or 

ends. With telephone conversations minimization is more r~adily 

accomplished. Monitoring equipment is trigger~d by the placing or 

'receiving of a call. Monitoring off~cers determine if the two parties 

involved are likely to converse about the crime under investigation. 

If not, the monitoring equipment is shut off until the next telephone 

call. Finally, the prohibition of court-ordered'bugging may be one 

way to limit invasions of privacy wh;j.le still allowi~g some form of 
\L ' 

court-ordered interception of conversations. Thus, the model statute 

prohibits all wiretapping and bugging except court-ordered'wiretapping 

and other exceptions set out. below. 

CONSENSUAL WIRETAPPING, 

The consensuale~.ception for wiretapping as found in the i!"ederal 
:( -,' " 

L. 
and most state ~tatutes is included in the model statute. Consensual 

wiretapping is allowed without a court order with the consent of one 

of the parties ,to a conversation. However, bugging requires the 

consent of all parties entitled to privacy in the place bugged as 

under present law. l If one-party consensual bugging were allowed, 

r~,; • 
extenslve consensual bugging might make the prohibition of court-

ordered bugging meaningless. 
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BUSINESS ~ECESSITY WIRETAPPING 

For practical reasons of business necessity, exceptions for wire-

tapping by use of extension phones or party lines, by telephone 

companies, and by the Federal Communications Commission are retained 

in the model statute. It should be clarified that the exception for 

use of party line or extension ,phones applies only when the party line 

or extension phone is usea by the person(s) to whom they are issued by 

the telephone company and is used in the normal course of business or 

operation. 

OTHER AUTHORIZED WIRETAPPING 

The model statute also does not prohibit wiretapping authorized 

by Federal law. This is considere~ necessary to avoid state inter­

ference with Federal supremacy. 

III~ COURT-ORDERED WIRETAPPING 

The model statute allows court-ordered wiretapping by State 

officials with very stricit regulation of the situations in which wire~ 

tap orders can be issued, the procedures and requirements for applica­

tion, issuance, and execution of orders, and the protection of the 

privacy of int~rcepted conversations after the wiretap. 
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OFFENSES 

Since the primary purpose of a wiretapping statute is to fight 

organized crime, the model statute requires that court-ordered wire~ 

tapping be allowed only in cases where.organized crime is involved, 

except ~or a few,very serious offenses. 2' Additionally, the model 

statute allows cour~-ordered wiretapping to be used. only in the 

investigation of felony offenses which may involve usc of telephone 

conversations. These severe restrictions are considered necessary 

since wiretapping is considered a substantial invasion of privacy and 

an .extraordinary investigative tool to be used only in extraordinary 

cases. Thus, under the model statute the judge issuing the order 

must determine both (1) that organized crime is involved and (2) that 

a particular offense enumerated in the statute is being committed, 

except in the case of murder, kidnapping, and criminal property damage 

involving the danger of serious bodily i~jury. 

ORGANIZED CRIME 

Under the model statute, ~he application would usually be required 

to include facts which make i tprobab1e that organized, crime is 

. involved.. The model statute includes a definition of organized crime 

which is a variation of bhe definition recommended by the Conference 

of State Governments and adopted by the Hawaii Legislature in the 

Organized Crime Act: 
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Organized crime is d~fined as any combination 
or conspiracy to engage in criminal activity 
as a source ofincome. J 

SPECIFIC OFFENSES 

Wiretap orders may be issued in,cases of murder, kidnapping and 

criminal property damage dangerous to persons without a showing of 

organized crime involvement. The model statute 'al~ows the use of 

wiretapping to invest~gate the following offenses when they are felonies 
, 

and when organized crime is involved: bribery of' a juror, witness or 

police officer; extortion; criminal,coercion; receiving stolen property 

(fencing); gambling; and drug sales. 

These specific offenses were chosen because they are thought to 

be characteristic of organized crime and may involve telephone communi­

cation. The offenses were limited to ,felony offenses in which organized 

crime is involved to ensure that wiretapping would only be used for 

serious offenses and to d.i'stinguish between small-time occasional 

gamblers, drug distributors, and fences and those likely to have 

connections'with organized crime. In the case of small-time occasional 

offenses, the cost of wiretapping may not be justified and other 

investigative methods may be effec~ive. 

Several offenses included in House Draft 1wer~ changed to reflect 

proper Hawaii renal Code titles for the offenses: arson was changed 
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to crimin~l property damage a~d corruption of public officials was 

changed to bribery of a witness, juror, o~ police pfficer. , ' 
Bri?ery of 

(\ 

a public official was not included in the offenses because of the 
)1 

potential for abuse of wiretap power for political purposes. Fencing 

or receiving stolen property under, Hawaii law was added as a crime 

that is both characteristic of organized crime and may involve the use 

of the telephone. Some offenses included in House Draft 1 w~re deleted: 

prostitution, drug abuse, 'and loan sharking. Prostitution is probably' 

not a wiretappable offense under the Federal wiretapping statute, 

since it is not a felony dangerous to life,. limb, or property. Drug 

libuse is neither a crime nor is it characteristic of organized crime. 

Rather, it is believed that organized crime is involved in drug sales, 

which is a wiretappable offense under the model statute. , Finally, 

loan sharking is deleted from the model statute because there is no 

comprehensive Hawaii law regulating loan sharking. Criminal coercion, 

included in the model statute, may cover most extortionate lending 

practices. If the Hawaii Legislature does enact comp~ehensive regula-

• ' 4 
tl0n of loan sharking similar to the Federal Extortionate Credit Act, 

then it should be considered by the Legislature for inclusion as an 
co 

offense for which wiretapping orders may be issued. 

WHO MAY APPLY 

The model statute adopts an 9Pplication procedure similar to that 

of the Federal statute. The Attorney General and the chief prosecuting 

attorney of each county may apply for wiretap order~. Ii The model 

statute contemplates that the county prosecu~ing attorney or the 
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Attorney General would apply in person for the wir~tap order. Allowing 

application by deputies with the authorization of the prosecuting 

attorney or Attorney General might result in "rubber stamp" approval. 

Wiretapping is designed for infrequent use in extraordinary situations 

so that requiring the applicant to appear in person when not absent 

.from the State or incapacitated should not be an undue burden. 

WHO MAY ISSUE 

The Federal statute allows a state to empower arty judge of "general 

crimfnal jurisdiction" to issue wiretap orders. S General criminal 

jurisdiction probably means jurisdiction over criminal hearings, trials 

or appeals of all levels and kinds of offenses. This would probably 

exclude Hawaii district court judges since they have limited criminal 

jurisdiction. Generally, district court judges have misdemeanor (non-

felony cases) criminal jurisdiction and jurisdiction only over arraign-

ments, preliminary hearings, and issuance of search and arrest warrants 

in felony cases. Circuit court judges have general criminal jurisdic-

tion over all criminal cases and, thus, could be empowered to issue 

wiretap orders. 

The model statute allows a designated circuit court judge in each 

circuit to issue a wiretapping order. The Chief Justice of the Supreme 

~Court is required to appoint a judge in each circuit to hear wiretap 

applications. This 'should prevent "forum shopping" for favorable 
".\ 

judges. 
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STANDARDS FOR ISSUING ORDERS 

'\ . 

The standards for issuing orders set by the model statute are 

identical to those required by the Federal statute except that no 

court-ordered bugging is allowed and the application and order must 

specify whether physical entry is nec~ssary to accomplish the wiretap. 

This is designed to prevent physical entry unless it is absolutely 

necessary. Most wiretaps 'can be accomplished by'use of telephone 

company facilities without physical entry. 

EMERGENCY WIRETAPS 

The model statute allows no emergency wiretaps. ,All wiretaps 

require a court order. Most other state sta'tutes do not allow emer­

gency wiretapping. Emergency wiretaps have been'criticized because. 

there is no judicial control over law ·enforcement officers in initiat­

ing and conducting the wiretap. Wiretapping is believed to be too 

great an invasion of privacy without the safeguards imposed by judic~al 

supervision of the wiretap at all stages. Unlike the Federal procedures 

for application, State law enfo~~ement officers seeking,' a wiretap 

, need not seek approval from Washington, D.C. Thus, the application 

process in the model statute should be much quicker than the Federal 

procedure. ,This should eliminate the need for' emergency wiretaps i:n 

many cases. 
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CHALLENGER PROVISION 

The model statute provides for an adversary hearing on an applica-

tion for a wiretap order. In an ad'1ersary hearing, opposing attorneys 

present facts and argue different side~ of an issue{s) before a judge. 

It is often believed'that the search for'truth and justice is best 

accomplished through an adversary hearing. Normally, a hearing for 

the issuance of search or· arrest warrants is ~ parte, meaning that 

only one side of the case is presented to the judge. This ex parte 

procedure is em~loyed in wiretap applications under the Federal and 

other state statutes. Opposition by an attorney representing the 

public will provide the best possible protect;ion against "rubber 

stamping" by judges" or decisions based on a distorted one-sided view 

of the evidence and arguments supporting an application. 

Like other rigorous procedures that further protect privacy, an 

adversary henring will result in some additional costs and delay. 

However, because wiretapping will be used infrequently and because it 

may result in a substantial invasion of privacy, the added costs are 

considered justified. 

The ~ttorney to represent the public by opposing the application 

should be appointed by the circuit court judge hearing the application 

on a case-by-case basis. The circuit court judge"may a,ppoint a 

D -...governmene>t attorney, such as the public defender,' or a private attorney. 
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Any private attorney appointed should be compensate~ on an hourly basis 

at the same rate as other court-appointed'attorneys. 

The hearing itself would be held in secret in the judge's chambers 

to protect the confidentiality necessary to a successful wiretap. 'The" 

'attorney snould have the right to cross-examine the affiant supporting 

the application and to present arguments in opposition to the applica-

tion. In order to do this effectively, the attorney must be allowed 

to Lead the application and supporting documents prior to the hearing 
,j 

and then prepare for the hearing. Twenty-four hours 'notice and discovery;, 

to an opposing attorney is required by the model statute. This should 

be adequate notice to ensure that the attorney opposing . 'the application 

can do so effectively and still allow law' enforcement to move swiftly. 

/J 
.;f 

DURATION OF WIRETAP 

The model wire~ap stat.ute, like the Federal statute, allows wire-

taps to be conducted for a maximum of 30 days and allows extensions of 

15 days each. Although organized crime is believed to be conducting 

criminal activ~ty, such as gambling, on a daily basis, . contacts with 

the leaders of organized cri~e may, occur less often. Thirty days is 

believed to be a sufficient period. to intercept these contacts between 

lower-level criminal operators and high-level leaders of organized 
o 

crime. Additionally,. anything less than 30 days would probably result 

in increased applications for extensions at added costs. 
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Application for extensions must follow the same procedures 'as that 

for'original applicatJ.'ons. AJso . , th F d 1 . ,as J.n ~ e .e.era statute, "fresh" 

probable cause must be shown in addition to an explanation why the wire­

tap should be continued .• Extensions of shorter periods of 15 days each 

are allowed because a failure of the wiretap during the original period 

may question the justification for a~ substantial an invasion of pri­

vacy as an additional 30 days. 

However, all wiretaps must automatically terminate if the evidence 

sought is obtained. This ,requirement is mandated by 'the Federal and 

Hawaii Constitutions and the Federal wiretap statute. Automatic termi­

nation has been criticized as an.unworkable· concept since it is diffi ..... 

cult t~ decide whether a particular int~rcepted statement is the type 
. ./ 

of communication described in the wiretap order and since a law enfo~ce-

ment offi~er interested in obtaining as much evidence as possible must 

make this decision. The model statute provides for an immediate report 

to the issuing judge when an incriminating statement is obtained. This 

allows a ne,utral judge, rather than the law enforcement officers 

involved, to decide whether the statement intercepted is the type of 

statement sought by the wJ.'retap. Th' . d ' d J.S J.S eSJ.gne to ensure that auto-

. matic termination occurs. 

MINIMIZATION 

The Federal and Hawaii Constitutions and all wiretap statutes 
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require that wiretapping be done in such a way as to minimize the 

invasion of privacy. The model statute includes this general require­

ment and also specifies some methods of minimization. The first method 

of minimization recognized by Federal and other state law enforcemellt 

officials is monitoring only those conversations likely to contain 

. The' statut.e also sers ou" t sofne factors to incriminating convers~tlons. _ 

be considered in determining whether a conversation is likely to result 

in incriminating statements. These factors are the parties involved; 

the initial~subject matter of the conversation; the particular offense 
<l 

, , th subJ'ect matter of previous conversations uhder investlgatlon; e 

between the same parties and whether incriminating statements were 

made; and the time and day of the particular conversation. 
() 

'. 

Because it is difficult to determine in advance whether a particu­

lar conversation will contain incriminating statements, other means of 

minimization are also specified. Only conversations involving at 

least one person who is named or describ~d i~ the wiretap application 

and order may be monitored. For example, if the wiretap order names 

Joe Gambler and establishes 'probable cause that he is conducting a 

gambling operation, any telephone call Joe makes or receives may be 

monitored. However, if Joe Ga~bler's daughter calls her boyfriend, 

then the co~versation cannot be intercepted. This limits the invasion 

of privacy to persons about whom there is probable cadse that they 

committing a crim~ and those who converse with them by telephone. 

-113-

are 

It 

1 
I ., 

"j 

\ 

'3 
'0 

. ~ 

J, 

r 
I' 

1 

i~l 

I 
I 
I " l 

[E t': ! "\ 

1 ': ,I 

, " 

1 : 1 

~ 
'"\'1"1 

;1~ hl -
~ 

n 
~. 

~l 

n 
u 
U 

U 
U 
U 

U 

may still result in guilt by association, as does all wiretapping 

where probable. cause is not required for each p~'rty to a conversation. 

However, with this requirement persons about whom there is no probable 

cause who happen to use a telephone that is wiretapped do not have ' 

their privacy invaded. 

The final method of minimization expressly included in the statute 

is the protection of privileged conversations, such as conversations 

between a person. and his spouse, doctor, attorney or clergyman. The 

law of evidence has traditionally recognized these conversations as 

bein,g very important and confidential. Since these conversations 

would not usually be admissible ina court proceeding, there is no 
~ \ 

justificat~on for intercepting this type of conversation except when 

the conversations are not privileged, when both parties to the conver­

sation are involved in the'co'mmission of a crime. Thus, the model 

statute would allow interception of these co~versation~ only when 

there is probable cause to believe that both parties are involved in 

the commission of the named offense. 

As the statute implies, an,d as the Hawaii and Federal Constitutions 

require, the execution of the wiretap must be in such a way as to 

·minimize :the invasion of privacy, which in certain circumstances may 

, than the specific methods of minimization included in the requl.re more 

statute. 
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The model statute allows ~he issuing judge to determine if and 

when reports on the progress of the wiretap should be made by the 

officers conducting the tap. The challenger may make it likely that a 

Judge will require such reports. Ho~ever, it is considered unwise for 

the statute to require periodic reports in every wiretap since it may 

be burdensome for law officers to prepare and for judges to review 

several days of recorded conversations while the'wiretap is still being 
\ 

conducted. Additionally, reports are required whenever an incriminat-

ing ~tatement is obtained. 

NOTICE OF THE WIRETAP 

The model statute suggests that. notice be given to all kno~ 
'\\ 

persons whose conv~rsations were intercepted and to any person(s) 

named in the wiretap order. Notice to everyone whose privacy is 

invaded is considered fair and necessary to deterring illegal wire­

tapping. Without such notice a person may not know of the invasion of 

privacy and cannot furthef investigat:e to determ'i'ne its legality, 

. consider a civil suit, or urge prosecution by the State if the wire­

tap appears to have been an illegal one. Because notice is required 

only to known parties, the burden on the courts or' law enf~rcement 

should not be too great. The parties must be identified anyway before 

the conversations can be useful to law enforcement. 
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Because wiretap investigations may be complex and may require additional 

follow-up investigation after the wiretap is completed, the model 

statute follows the Federal and most state statutes in allowing 90 days 

and possible ext~nsi6~s. However, the model statute requires notice 

immediately upon the arrest or indictment of a perspn for an offense 

in \vhich there is wiretap' evidence. At the time that an arrest is made 

or a public indictment is obtained, any investigation relating to the 

person arrested is probably already public and already completed, so 

that few reasons remain for keeping the wiretap secret. At the time 

of arrest or indictment, an accused should be told of the use of the 

wiretap so that he can investigate and prepare his defense. 

The notice must contain the fact that a wiretap was conducted, 

the dates and duration of the wiretap, wl).eth.~r any conversatio.ns were 

monitored and whether incriminating statements were obtained. The 

Federal statute also requires notice of whether an application for a 

wiretap order was denied. The model statute does not'require notice 

" 
of this since no invasion of p~ivacy results when an application is 

denied, and since law enforcement may again apply for a wiretap 

involving. the same person wh~n additional evidence is obtained. Notice 

t~ a person of a prior unsuccessful application might make a subsequent 

wir~tap on tha~ person ineffective, since he could purposefully avoid 

incriminating conversations. 
c. 
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DISCLOSURE 

The model statute makes the disclosure of the application, order, 

and a person'~ intercepted conversations mandatory upon request of any 

person whose conversations are intercepted. The disclosure occurs 

after notice has been given but at least 30 days before any trial in 

which the wiretap evidence is to be used. Ahy person intercepted has 

the right to sue civilly 0r to seek criminaL'prosecution if the wiretap 

was illegal. A person cannot determine the legality of the wiretap 

without seeing the application, the order, and the cdntents of his or 

her intercepted communications. Since this woul~ occur after notice, 

there should be no compelling reasons to ,keep the application, the 

order, or the contents secret. 

It should be noted that a person can only see intercepted conver­

sations to which he was a party. Otherwise, any persoil, intercepted 

~ight be able to see conversations of other people which should remain 

as confidential as possible. A person should be able to see h~s conver­

sations both to evaluate the legality of the wiretap and plan a crimina~ 

defense if prosecution appears likely. A person's int~rcepted conver­

sations may be relevant to the legality of the wiretap, for example, 

because they ,can show the absence of required minimization. If 

incriminating, statements are intercepted, a person should be able to 

see them in o,rder to plan a possible defense. Currently, Hawaii's 

Rules of Criminal Procedure require that an accused be allowed to view 
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any statements he or she made to law enforcement concerning the crlme. 

INTERLOCUTORY APPEAL 

The model statute allows appeal by the applicant upon ~he denial 

of an applicatiop and upon granting of a' motion to suppress any wire-

tap evidence in a criminal case. In the case of denial of an applica-

tion, no one is prejudiced by the appeal and a judge's decision whether 

to allow a wiretap should, l,ike other judicial decisions r be subject 

m to review. Immediate appeal does not prejudice anyone involved and may 

~"',~ allow a decision before the opportunity to intercept incriminating con­

~ ver~ations is lost. 

I 
I 

" I , til 

m 

I 
m 

Interlocutory appeal from the granting of a motion to suppress is 

probably already allowed by Hawaii law.
7 

The model statute expressly 

allows it to ensure that it is allowed in wi~etap cases. Interlocu­

tory appeal is necessary because the State cannot take a normal appeal 

at the end of the case. If the State wins a conviction there,'is nothing 

for it to appeal. If the State loses, it cannot try the defendant 

again because of the prohibiti~n against putting a person twice in 

jeopardy for the same criminal offense. 

Although interlocutory appeal from the suppression of evid~nce 

is allowed, the model statute requires that the appeal be filed as 

soon as possible and that the issue be decided ag rapidly as possible 
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in ordex to protect the defend'ant' s right to a speec;1y trial. 
Generally, 

trial is required to begin within six months after arrest or indict­

ment in Hawaii. 8 

IV. PROHIBITING UNAUTHORIZED ~nRETAPS 

Like the Federal and most state statutes, the model statute 

seeks to prevent unauthorized wiretapping and bugging by criminal, 

penalties, civil suits, and exclusion of illegally obtained wiretap 

evidence. 

CRIMINAL LIABILITY 

Like the Federal and all state statutes, the model statute makes 

criminal the illeg~l or unauthorized interception, use, or disclosure 

of privat~ conversations and the possession, manufacture, or disi;r:
i

-

~ution of wiretap devices. Confiscation of illegal devices is allowed. 

Finally, the'telephone company is required to report all wiretaps of 

which it has knowledge asa check on illegal wiretaps that might be 

conducted without proper court authorization. 

A good faith reliance upon a court order is mad'e a complete 
o 

defense to any criminal charge. A telephone company employee or a law 

enforc~m~nt officer'e*ecuting the wiretap p~rsuant to a court order 

1 't appears that the court order 
should not be criminally liable Wlen 1 

. ,~, 
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is illegal because of something the employee or law enforcement officer 

] 'did not do and did not know about. 

] 
A maximum criminal penalty of $5,000 and a five-year prison term 

:1 is thought appropriate, since higher penalties might deter the judge 

from giving a prison sentence. In Hawaii, a judge must give the maxi-

:I 

~I 
'f 

" 

mum if he gives any prison sentence; then the parole board determines 

e1igibi1i ty for early parole',9 

CIVIL SUI,:\, 

The model st~tute allows a civil suit for illegal invasion of 

privacy and recovery of actual d~mages or $100 a day, whichever is 
1.1 
:' greater, court costs including rea,sonable attorney's fees, and punitive 

"I damages if malice is shown. Unlike the Federal and many state statutes, 
L 

"I 
" 

,I 

1 
] 

the ,~odel statute does not provide a minimum recovery of $1,000. 

Presumably, a minimum recovery would be .. allowed to any person whose 

conversation was intercepted in an illegal wiretap regardless of the 

length, number, and nature of the conversations. Since one wiretap 

may involve the conversations of many people, a minimum recovexy of 

$1,000 might place a financial hardship on the State. $100 a day or 

actual damages, plus the costs of suit are considered sufficient to 

encourage civil suits which deter illegal wiretapping and compensate 
. 

the victim of illegal wiretapping. 
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Good faith reliance upon a court order i's also a defense to civil 

liability on the part of an individual for the same reasons that it is 

made a defense to criminal liability. However, the model statute does 

not allow good faith as a defense to liability on the part'of the 

State. Any illegal wiretap is still an illegal invasion of privacy 

regardless of go~d faith and the victim should be compensated. 

EXCLUSION OF EVIDENCE 

The model statute provides for exclusion of evidence obtained as 

a result of an illegal wiretap, as is required by both Federal and, 

State laws. 

ANNUAL REPORTS ON WIRETAPS 

The model statute also requires that applicants fQr and judges 

hearing applications for wiretaps report to the Administrative Director 

of Hawaii Courts the information required to be reported to the Federal 

authorities by the Federal statute. In turn, the Administrative 

Director must report to the Leg.islature concerning wiretaps. 

will allow Hawaii to judge the effectiveness of wiretapping and does 
c 

-not requi+e additional data beyond that required for Federal repor~sD 

SUNSET PROVISION 

Finally, the model statute provides a sunset provision that pro-
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vides that the wiretapping statute automatically expire in eight 

years. A commission is to be appointed at the end of five years to 

study wiretapping in Hawaii. The commission must report to the Legisla­

ture before the statute expires so that-the Legislature can make an 

informed decision as to whether court~ordered wiretapping should be 

continued in Hawaii. 

The sunset provision.is a recognition that the effectiveness and 

effec~ of wiretapping are not accurately known and that such a substan­

tial invasion of privacy should not co~tinue unless it is effective in 

fighting crime. Because it is perhaps more difficult to repeal an 

existing law than to pass a new one, a sunset. provision is considered 

prudent. 

V. CONCLUSION 

The model statute is designed to allow court-ordered wiretapping 

to fight organized crime in Hawaii, while protecting privacy to the' 

fullest extent possible without crippling law enforcement efforts. In 

order to do this,' the model sta-tute includes more rigid procedures and 

protections of privacy than perhaps any other state or Federal statute~ 

The use of an adversary attorney to challenge applications; the require­

ment that a showing of the involvement of organized crime be made in 

most cases; the specified methods'~f minimization required; and several 

other statutory provisions are unique and are designed to meet many of 
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the criticisms of the Federal statute and other state'statutes modeled 

after the Federal statute. 
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ADDENDUM 

The model statute described in this Chapter and 
, 

contained in Appendix I was introduced in the 1978 

Hawaii Legislature. The legislature passed the wiretap 

bill with a few substantive changes. The substantive 

changes are as follows: 

~'~ 
.-

).\ 

1) the definition of organized crime was changed 
from " ••• any combination or conspiracy to 
engage in criminal activity as a source of 
income" to " ••• any combination or conspiracy 
to engage'in criminal activity"; 

2) the requirement in the model bill that only 
communications in which qne party was named 
in the wiretap order~could be monitored was 
deleted; , 

3) the minimization provision allowing initial 
monitoring of a telephone conversation to 
determine if the conversation is iikely to 
result in incr·iminating statements was modi-

4) 

5) 
i't' 

6) 

,fied to allow intermittent monitoring to 
determine if incriminating statements are 
likely; 
the reporting requirement in the model bill 
requiring immediate reports of the intercep­
tion of incriminating statements was changed 
to,~equire periodic reports to the issuing 
judge concernin~ the wiretap; 
a good faith belief in a court-order was made 
a defense to civil liability of the state, as 
well as individuals for illegal wiretapping; and 
the sunset provision gives the wiretap law a 
life of six years rather than eight years as 
specified in the model statute. 

The legislature also made a few non-substantive changes 

in wording. The statute with the legislative changes is 

still more protective of individual privacy than the 

federal statute or most other state wiretap s'tatutes. 
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Fo.OTNOTES 

( ) 

CHAPTEH VI A f10DEL \H RETAP STATUTE 

IHawaii Revised Statutes ("H.R.S.") §711-1111 (1976). 

2House Bill 412, House Draft 1 adopts the Sfu~e requirement. 

3Counci1 of State Governments, 1971 Suggested State Legislation XXX 
43-30-00 (1970); H.R.S. §842-1 et.seq. (1976). 

418 United States Code ("U.S.C.") §891 et.seq. (1968): 

518 U.S.C. §§2510(9) and 2516(2) (1968). 

6Rule 16(b) (ii), Hawaii Ru~es of Penal Procedure (1977). 

7H.R.S. §641-1:3 (1976). 

BRuie 48 (b), Hawaii Rules of Penal "Procedure (1977). 

9H.R.S. §§706-605 and 706-660 (1976). 
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APPENDIX I 
TEXT OF THE MODEL WIRETAP STATUTE 

The text of the model statute follows. The model statute is an 

amended form of House. Bill 412, House Draft 1 (H.D. 1), Ninth Legis­

lature, State of'Hawaii, 1977, which in turn was modeled upon the 

Federal wiretap statute. 
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(To be made one and ten copies) 

HOUSE OF REPRESEf'n A TIVES 

... NlN..rrU ...... LEG ISLA TURE, 19.7.B .. 

STATE OF HAWAII 
"<--~-~ 

A B II J~R A~ A[1 
"\ 

RELATING TO ELECTRONIC EAVESDROPPING 

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAWAII: 

'SECTION 1. Purpose. 

(1) In order to protect effect{veli the privacy of wir~ 

and oral communications while fighting organized crime 
~ 

and to protect the integrity of court and administrative 

procee~ings, it is necessary for the Legislature to 

define on a uniform basis the circumstances and 

conditions under which the interception of wire and 

oral communications may be authorized, to prohibit any 

unauthorized interception of wire and orai communicatio~s, 

and the use of the contents thereof in evidence in courts 

and administrative proceedings. 

Organized criminals make extehsive use of wi~e 

communications in their criminal activities. The 

intercept~en of such communications to obtain evidence 
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(3) 

of the commission of crimes or to prevent their 

commission is an indispensable aid to law enforcement 

and the administration of justice. 

To safeguard the privacy of innocent persons, the 

inte:rception of wire communications where none of 

the parties to the communication has consented to 

the intercepbion should be allowed only when 

authorized by a court of competent jurisdiction 

and should remain under the control and supervision 

of the. author~zing court. Interception of wire 

communications should further be limited to the 

most serious offenses iand less serious offenses only 

when organized crime is involved, with assurances 

that ~he interception is justified and that the 

information obtained thereb~ wi~l not be ~isused. 

SECTION 2 .. Chapter 803, Hawaii Revised Statutes is amended 

by adding a new part to read as follows: 

IIPART IV. ELEC TRONIC EAVESDROPPING. 

Sec. 803-41 Definition~. In this part: 

/1 
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(1) "Wire communication" means any communication made 

in whole or in part through·the use of facilities 

for the transmission of communications by the aid 

of wi~e, cable, or other like connection between 

the P9int of origin and the point of reception 

furnished or operated by any person engaged as a 

common carrier in providing or operating such 

facilities for the transmission of intrastate, 

interstate, or foreign communtcations; 

(2) "Oral communication" means any oral communication 

uttered by a person exhibiting an expectation that 

such communication ·is not subj ect to interception 

under circumstances justifying such expectation; 

(3) "Intercept" means the aural acquisition of the contents 

of any wire communication through the use of any 
,\ 

electronic, mechanical, or other device;. 

(4) "Electroni~mechanical, or other device" means any 

device or apparatus which can be used to intercept a 

wire or oral communication other than: 

(a) Any telephone or telegraph i.nstrument, equipment 

or facility, or any component thereof, (i) 

furnished to the subsc'riber or user by a 

communications common carrier in the ordinary 

.-128-
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, 
couz:se of its busi'ness and being used by the 

subscriber or user in the ordinary course of 

its business; or (ii) being used bya communi­

cations common carrier in the ordinary course 

of its business, or by an investigative or law 

enforcement officer in the ~rdinary course of 

:! h' \\ t' 1.S au 1.es; 

(b) A hearing aid or similar device being used to 

correct subnormal hearing to not better than 

normal; 

(5) "Person" means any official, employee, or agent of 

the United States or this State or political sub­

divisi~n thereof, and any individual, partnership, 

association, joint stock company, trust, or 

corporation; 

(6) "Inves,tigative or law en£orcement officer" means any 

of~~cer of the State or political subdivision thereof, 

who is empowered by the law of this State to conduct 

investigations of or to make arrests for offenses 

enumerated in this part; 

"contents" when used ~ith respect to any wire 

communi?ation, includes any informatiori concerning 

the identity of the ~arties to .such communication or 
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.the existence, substance, purport" or meaning 

of that communication; 

(8) "Organized crime" means any combination or conspiracy 

to engage in criminal activity as a source of income; 

(9) "Aggrieved p~lrson" means a person who was a party 

to any· interq:(epted wire or oral communication or a 
1\ . 

person against whom the interception was directed. 

Sec. 803-42 Interception and disclosure of wire or oral 

communications prohibited. 
.------=-.:......:.=.:.=~=-::..:::.:.:.::.=.=-===. 

(1) Except as otherwise specifically provided in this 

part any person who: 

(a) Wilfully intercepts, endeavors to intercept, 

or procures any other person to intercept or 

endeavor to intercept, any wire or oral 

communication; 

(b) Wilfully uses, endeavors to use, or procures 

any other person to use or endeavor to use any 

electronic, mechanical, or other device to 

intercept any wire or oral. communication; 

(c) Wilfully discloses, or endeavors to disclose, 

to any other person the contents of. any wire 

or oral communication, knowing or having reason 

to know that the information was obtained through 
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<,2) 

HH N~. 
the interception of a wire or oral 

communication in violation of this 

subsection; or 

(d) Willfully'uses, or endeavors to use, the 

contents of any wire or oral communication, 

knowing or having reason to know that the 

informatibn was obtained through the inter­

ception of a wire or oral communication in 

violation of this subsection; 

shall be guilty of a class C felony. 

Cal It shall not be unlawflll under this part for 

an operator. of a switchboard, or an officer, 

em~loyee, or agent of any communications common 

carrier, whose facilities are used in the 

transmission of a wire communication~ to 

intercept, disclose, or use that communication 

in the normal course of his employment while 

engaged in any activity which is a necessary 

incident to the rendition of his service or 

to the protection of the. rights or.;. property of 

the carrier of such communication; provided 

that such communications common carriers shall 
. -; \--\ 

not ut~\l!t.ze service observing or random j) )) 
/I 
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(b) 

(c) 

monitoring except for mechanical or service 

quality control checks. 

It shall not be unlawful under this part" for 

an officer, employee '. or agent of the Federal 

Corr~unications Commission, in the nonnal 

course of his employment and in d~scharge of 

the monttoring responsibilities exercised by 

the Commission in the enforcement of chapter 

5 of title 47 of the United States Code, to 

intercept a wire communication, or oral 

communication transmitted by radio, or to 

disclose or use the information thereby 

obtained. 

It shall not be unlawful under this part for 

a person to intercept a. wiJ;e or oral .communi­

cation where such person is a par·ty to the 

communication or where one of the parties to 

the communication has given prior consent to 

such interception unless such communication is 

intercepted for the purpose of committing any 

criminal or tortious act in violation of the 

Constitution or laws of the United states or 

of this state or for the purpose of committing 
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(d) 

(, 

anY'other injurious act; provided that 

installation in any private place, without 

consent of the person or persons entitled to 

privacy therein, of any device for recording, 

amplifying, or broadcasting sounds or events 

i~ that plice, or use of any such unauthorized 

installation, or installation or ~se outside 

a private place of such device to intercept 

sounds originating in that place which would 

nbt ordinarily be audible or comprehensible 

outside, without the consent of the person 

or persons entitled to privacy therein is 

prohibited. 

It shall not be unlawful under this part for 

any person to intercept a wire or oral 

communication or to disclose or use the contents 

of an inte~cepted communication, when such 

interception is pursuant to a valid court order 

under this chapter or as otherwise authorized 

by law; provided that a communications carrier 

with knowledge of an interception of cornrnunica­

ti~ns accomplished through the use of the 
i' 

communications carrier's facilities shall report 
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the'fact and duration of the interception to 

the administrative director of the courts of 

this State. 

(e) Good faith reliance upon a court order shall 

be a complete defense to anY,criminal prosecu-

tion for ille9al interception, disclosure, or 

use. 

Sec. 803-43 Devices to intercept wire or oral communications 

prohibited; penalty; confiscation. ,Any.person, other than a 

communications or other common carrier and its duly authorized 

officers and employees, or any person acting 'under color of law, 

who, in this State, manufactures, assembles, possesses, or 

distributes, or who attempts to.distribute, any electronic, 

mechanical, or ~ther device, knowing or having reason to know that 

the device or the design of the device renders it primarily useful 

for the purpose'of wiretapping, wire interception, or eavesdropping, 

shall be guilty of a class C felony. Any police officer may 

confiscate any such electronic, mechanical, or other device in 

violation of this section, and upon conviction the devices shall be 

destroyed or otherwise disposed of as ordered by the court. 

Sec. 803-44 Application for court order to intercept 

communications. The attorney general of this State, or a designated 

deputy attorney general in the attorney general's absence or 

incapacity, or the prosecuting attorney of each county, or a 
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designated deputy prosecuting attorney in the prosecuting attorney's 

absence or incapacity, may make application 'to a circuit court judge, 

designated by the chie;!:.' justice of the Hawaii supreme court in 

the county where the iriterception is to take place, for an order 

authorizing or approvin9 the interception of wire communications, 

and such court may grant in conformity with section 803-46 an 

order authorizing, or qpproving the interception of wire communica­

tions by investigative or law enforcement officers having responsi­

bility for the investigation of the offense as to which the 

'application is m~de, when such interception may provide or has 

provided evidence of murder, kidnapping, or felony criminal 

property damage involving the danger of serious bodily injury as 

defined in H.R.S. Section 707-700(3), or involving organized crime and 

any of the following felony offenses: extortion; criminal coercion; 

bribery of a juror, of a witness, or of a police officer; ~e-

ceiving stolen property; gambling; and sales of dangerous, 

harmful or detrimental' drugs. 

Sec. 803-45 Authorization for disclosure and use of 

intercepted wire communications. (1) Any investigative or 

law enforcement officer who, by any means' authorized by this part, 

has ob~ained knowledge of the contents of any wire or oral communi­

cation, or evidence derived therefrom, may disclose such contents to 

another investigative or law enforcement officer t~ the extent 

that such disclosure is appropriate to the proper performance of 
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the official duties of the officer making or receiving the 

disclosure. 

(2) Any investigative or law enforcement officer, who 

by any means authorized by this part, has obtained knowledge 

of the contents of any wire or oral communication or evidence 

derived therefrom may use such contents to the extent such use 

is appropriate to the proper performance of his official duties. 

(3) Any person who has received, by any means authorizea 

by this part, any information concerning a wire or oral commun~­

cation, or evidence derived therefrom intercepted in accordance 

with the provisions of this part may disclose the contents of that 

communication or such derivativ.e evidence while giving testimony 

under oath or affirmation in any, proceeding in any court or before 

the grand jury in this state. 

(41 No otherwise privil~ged wire or oral communication inter-

cepted in accordance with, or in violation of, the provisions of 

this part shall lose its privileged character. 

(5) When an investigative or law enforcement officer, while 

[
22 

- 23 

engaged in intercepting wire or oral communications in the manner 

authorized, intercepts communications relating to offenses other than 

those specified in the order of authorization or approval, the 

contents thereof, and evidence derived therefrom, may be disclosed 

or used as provided in subsections (1) and (2) of this section. 
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Such contents and any evidence 'd<7riv'ed ,therefrom' may be used 

under subsection (3) of this section when authorized or approved 

by the designated circuit court where such court finds on 

subsequent application, made as soon as practicable, that the 

contents ,were otherwise intercepted in accordance with the 

provisions of this part. 

(6) No testimony or evidence relating to a wire or oral 

communication or any evidence derived therefr~m intercepted in 

accordance with the provisions of this part shall ,be admissible 

i~ any proceeding for any misdemeanor charge. 

Sec. 803-46 Procedure for interception of wire communications. 

el) Each application for an order authorizing or approving the 

interception of a wire communication shall be made l.'n . writing upon 

oath or affirmation to ad' t d ' ' eSl.gna e cl.rcui t court an'd shall state 

the applicant's authority to make such application. Each application 

shall include the following information: 

(a) 

(b) 

The identity of the investigative or law 

enforcement officer(s} requesting the 

application, the official(s) applying'fo~ 
\1 
II 

a wiretap order; 

A full and compl~te statement of the facts and 

c~rcumstances relied upon by. the applicant, 

to' justify his belief that an order should be 
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issued, including (i) details as to the 

particular off~nse that has been, is being, 

or is about to be committed, (ii) a particular 

description of the nature ~nd location of the 

facilities 'from which or the place where the 

'conununic<;ltion is to be intercepted, (iii) a 

particular description of the type of 

communications sought to be intercepted, (iv) the 

iqentity or descriptJ.on of all persons, if known, 

committi~g the of,fense and whose communications 

are to be intercepted, and lvl the involvement 

of o~ganized crime; 

(c) A full and complete statement of the facts 

(d) 

(e) 

concerning how the interception is to be 

accomplished, and if physical entry upon private 

premise~ is necessarY'ifacts supporting such 

neceGSitYi 

A full and complete statement of facts as to 

whether or not otheJ;:", inves'tigati~e procedures have 

been tried'and failed or why they reasonably 

appear to be unlikely to succeed if' tried or 

to be too dangerous; 

A statement of facts indicating the period of 
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time for which the interception is required 

to be maintained. If the nature of the 

investigation is such that the authorization 

for interception should not automatically 

terminate when the described type of communication 

has been obtained, a particular description 

of facts establishing probable cause to believe 

that additional communications of the same type 

will occur thereafte~; 

(f) A full and' complete statement of the facts 

(g) 

concerning all previous applications known 

to the individual authorizing and making the 

application, made to any court for ~uthori-
~ 

~ati6n to intercept, or for ~ppro~al of inter-

ceptions of, wire comnlunic~tions involving 

any of the Same persons, facilities, or places 

specified in the application, and the action taken 

by the court on each such application; and 

Where the application is for the extension of an 

order, a statement setting ~orth the results thus 

far obtained from the interception, or a reasonable 

explanation of the failure to obtain such results. 
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(2) "An in camera adversary hearing sha'll be held on 

any wiretap application or application for extension. Upon 

receipt of the application the designated judge shall appoint an 

attorney to oppos~,the application. The attorney shall be appointed 

and compensated in the same manner as attorneys are appointed to 

represent indigent criminal defendants. The appointed attorney 

shall be given at least twenty-four hours notice of the hearing 

and shall be served with copies of the application, proposed order, 

.if any, and supporting documents with the notice. At the hearing, 

the attorney appointed may cross-examine witnesses and present 

arguments in opposition to the application. The affiant supporting 

the application shall be present at the hearing. If an interlocutory 

appeal is taken by the state from the denial of an application, the 

appointed attorney shall be i)etained to answer the appeal or another 
ir 

II . 
attorney shall be appointed Jor the appeat. The designated circuit 

/1 
JI 

court may require the applidant to furn~sh additional testimony 

or documentary evide~ce under oath or affirmation in support of the 

application. A transcript of the hearing shall be made and kept with 

application and orders. 

(3) Upon such application the court may enter an order, as 
" 

requested or as modified, authorizing or approving' interception of 

wire conununications within the county in which the' court is sitting,' 

if the court determines on the basis of the facts subm~tted by the' 

, )( 

l' / 
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applicant that: 

(a) There is probable cause for belief that an 

',' 

'\ 
)\ 

\,\1 

individual is committing, has committed/ or' 

is about to conunit murder, kidnapping, or 

felony criminal property damage involving 

the danger of. serious bodily injury or that 

an individual is committing, has committed, 

<..>r is about to commit one of the other offenses 

specified in section.803~44 and that o~ganized 

crime is involved; 

(b) 'There is probable cause for belief that 

(c) 

(d) 

~.-

'-' 

partIcular conununications concerning that 

offense will be .obtained thr.ough suchintercep-

tion; 

Normal investigative procedures have been tried 

and have!failed or reasonably appea:r to be 

unlikely to succeed if tried or to be too 

dangerous; and 

There is probable cause for belief that the 

facilities from which, or t~e place where, the 

wire communications are to be intercepted are 

being used, or are about to be used, in 

connection with the cOllL'llission of such offense, 

,,·-141-
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or are leased to, -listed in the name of, or 

commonly used by such person. 

If the order allows physical entry to accomplish the interception, 

the issuing judge shall find that the interception could not be' 

accomplished by means other than physical entry. 

(4) Each order authorizing or approving the interception of 

any wire communication .shall specify: 

(a) The identity or description of all persons, if known, 

(b) 

(c) 

(d) 

(e) 

whose communications are to be intercepted; 

The nature and location of the communications 

facilities as to which, or the place whe+e, 

authority to intercept is granted, and the 

means by which such interceptions shall be 

made; 

A particular description of the type of comrnuni­

cation soughi to be intercepted, and: a statement 

of t.he particular offense to which it relates; 

The identity of the agency authorized to 

intercept the communications and the'persons 

applying for the application; 

The period of~time during which such interception 

is authorized, including a statement as to 

whether or not the interc~ption shall automatically 
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terminate when the described communication 

has been first obtained; and 

(f) How the interception is to be accomplished. 

An order authorizing the interception of a wire communication 

shall, upon request of t.he applicant, direct that a communications 

common carrier, landlord, custodian, or other person shall furnish 
. 

the applicant forthwith all information, facilities, and technical 

assistance necessary to accomplish the interception unobtrusively 

and with a minimum of interference with the services that such 

carrier, landlord, custodian, or person is according the person 

whose communications are to be intercepted. Any communications 

common carrier, landlord, custodian, or other person furnishing 

sucv facilities or technical ass'istance shall be compensated there-

f '\~\b h . '\'\. or \1 y t e appl~cant at the prevailing rates. 

(5) No order entered under this section shall authorize 

or approve the interception of any wire communication for any 

period longer than 'is necessary to achieve the objective of the 

authorization, nor in any' event longer than thirty days. Extensions 

of an order maybe granted, but only upon application for an 

extension made in accordance with subsections (1) and (2) of this 

section and the court making the findings required by subsection (3) 

of this section. The period of extension shall be no longer than 
, . 

the authorizing circuit court deems necessary to achieve 
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the purpos~s for which it was granted and in no event for longer 

than fifteen days. Every order and extension thereof shall 

contain a prqvision that the authorization to intercept 'shall be' 

executed as soon as practicable, shall be conducted in such a way 

as to minimize, the interception of communications not otherwise 

subject to interception under this part, and shall terminate upon 

attainment of the authorized objective, or in any event in thirty 

days or in fifteen days in case of an extension. 

(a) The interception shall be conducted in such a way 

as to minimize the resulting invasion of privacy 

including but not limited to the following methods 

of minimization: 

(i) Conversations that appear unlikely to result 

(ii) 

(iii) 

in incriminating conversations relating to 

the offense for which:the order ,is issued 

sh~ll not be intercepted; 

Conversations, in which none of the persons 

involved are named or described in the appli-

cation and order sha~~ not be intercepted;, and 

Privileged conversations, including those between 

a person and his spouse, attor~ey, physician, or , 

clergyman, shall not be intercepted unless both 

parties to the conversation are named or described 

in the wiretap application and order. 
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(b) In determining whether incriminating statements 

are likely to occur during a c~nversation the , 

following factors should be considered~ 

(i) The parties to the conversation; 

(ii) The particular offense being investigated; 

(iii) The initial subject matter of the conversation; 

(iv) The.subject matter of previous conversations 

between the same parties and whe.ther any 

incriminating statements occurred; and 

(v} The hour and day of the conversation. 

(6) Whenever an order authorizing interception is ~ntered 

pursuant to this part, the order may require reports to be made 

to the court which issued the order showing what pr~gress has been 

made toward achievement of the authorized objective and the need for 

continued interception. Such reports shail be made at such intervals 

as the court may' require. In addition, reports of the interception 

of incriminating statements shall be made as soon as practicable 

after such interception ,in order for the issuing judge to decide 

whether the' i.nterception should automatically terminate. 

(7) (al The contents of any wire communication intercepted 

by any means authorized by this part shall, if 

possible, be recorded on tape or wire or other com­

parable ~evice. The recor~ing of the contents of any 

wire communication under this subsection shall be done 

" 
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in s~ch way as will'protect th~ recording from 

editing or other alterations.' Immediately upon 

the expiration of the period of the order, or 

extensions thereof, such recordings shall be 

made available to th~ court issuing such order 

and sealed under the court's directions. Custody 

of the recordings shall be wherever the court 

orders. Recordings and other evidence of the 

contents of conversations and applications and 

orders shall be destroyed upon the expiration of 

the statute of limitations for the particular offense 

for which the order was issued: six years in the 

case of class A felonies and three years in the 

case of class Band C felonies. However, upon 

the request of all the parties to particular 

conversations, evidenc~ of'conversations between 

those part·ies shall be destroyed (i) if there 

are no incriminating statements; (ii) if any 

incriminating statements relate to misd~meanor 

offense's; or '(iii) if the interception of the 

conversations is determined to have been illegal. 

Duplicate recordings may be made fot use or 

disclosure pursuant to the provisioris of sections 

803-4'5 (1) and (2) for investiga.tions. Tl}e 
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presence of the seal provided for by this 

subsection, o~ a satisfactory explanation 

for the absence thereof, shall be a prerequisite 

for the use or disclosure of the contents of 

any wire communication or evidence derived 

therefrom under section 803-45(3). 

(b) Applicatlons made and orders granted under this 

part, transcripts of hearings on applications, 

and evidence obtained through court~ordered 

wiretaps shall be sealed by the ,designated 

circuit court. Custody of the above shal~ be 

whenever the court directs. 

(el A~y violation of the provisions of this subsection 

may be punished as contempt of 'the issuing or 

denying court. 

(d) Within a reasonable time but no later than ninety 

days after the termination of the period of an 

order or extensions thereof or upon arrest or 

indictment of a person who has been wiretapped, 

whichever comes sooner, the issuing court shall 

cause to be served, ... on the persons named in the 

order, on all other known parties to intercepted 

communications, and to suqh other persons as the 

court may determine is in the interest 'of justice, 

an inventory which shall include notice ot: 
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til The fact of the entry of the order; 

(ii) The date of the entry and the period 

of authorized, or approved interception; 

(iii} The fact whether during the period wire 

communic~tions were intercepted; and 

(iv) The fact whether any incriminating state-

ments were intercepted. 

The designated circuit court, upon the filing of a 

'motion, shall make available to such person or his 

counsel for inspection after the inventory has been 

served all portions of the intercepted communications 

which contain conversations'of that person, applications, 

orders, transcripts of hearings, and other evidence 

obtained as a result of the use of wiretap orders. 

The court may order such additional disclosure as the 

court determines to be in the interest of justice. On 

an ex parte showihg of good cause to a court the serving 

of the inventory required by this subsection may be postponed. 

(8l The,contents of any intercepted wire communication or 

evidence derived therefrom shall not be received in evidepce or 

otherwise disclosed in any trial; hearing, or other proceeding iti 

any court of this State unless each party, not less than thirty 

.. 
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days before the trial, hearing, or proceeding; has been' furnished 

with copies of the documents required to be disclosed, and contents 

of intercepted communications or other evidence obtained. as a result 

of wiretapping which is sought to be admitted in evidence. This 

thirty-day period may be shortened or waived by the court if it 

finds that it was not possible to furnish the party with the above 

information thirty days'before the trial, hearing, or proceeding 

and that the party will not be prejudiced by the delay in receiving 

such information. 

(9) (a) Any aggrieved person in any trial, hearing, or 

proceeding in or ,before any court, department, 

officer, agency, regulatory body, or other 

authority of this State, or a political subdivisio~ 

thereof, may move to suppress the contents of any 

intercepted wire commun.ica~ion, or evidence derived 

therefrom, on the grounds that: 

(i) The communication waS unlawfully intercepted; 

(ii) The order of authorization or approva.l under 

which it was intercepted is insufficient on 

its face; or 

(iii) The interception was not made in conformity 

with the order of authorization or approval. 

Such motion shall pe made before the trial, 
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(b) 

hearing, or p.roceedings unless there was 

no opportunity to make such motion or the 

person was not aware of the grounds of the 

motion. If the motion is granted, the 

contents of the intercepted wire communica­

tion, or evidence derived therefrom, shall 

be treated as having been, obtained in violation . 
of this part. The court, ,or other official 

before whom the motion is mad~, upon the filing 

of such motion by the aggrieved person, shall 

make available to the aggrieved per~on or his 

counsel for inspection portions of the 

recording which contain intercepted communica­

tions of the defendant or evidence derived 

therefrom, the applications, orders, transcript 

of.hearing, and such additional evidence as 

the court determines to be in the interest of 

justice. 

In addition to any other right to appeal the State 

shall have the right to appeal: 

(i) From an ord~r granting a motion to suppress 

made under paragraph (a) of this subsection 

if the attorney general or prosecuting 
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attorney, or their designated representatives, 

shall certify to the court or other official 

granting such motion that the appeal shali be 

taken within th~rty days after the date the 

order of suppression was entered and shall be 

diligently prosecuted as in the case of other 

interlocutory appeals or under such rules 

as the supreme court may adopt; 

(ii) From an order denying a,n applicat.ion for an 

order of authorization or approval, and such 
n 

l an appeal shall be in camera and~n prefe,;r./ence 

to all other pending appeals in accordance with 

rules promulgated by the supreme court. 

Sec. 803-47 Reports concerning intercepted wire communications. 

(1) In January of each year, the attorney general ~nd county 

prosecuting attorneys of this State shall report to the aqroinistrativf2 

director of the courts of this State and to the adm~nistrative 

,} • ".1 office of the Unlted States courts: 

(a) The fa~t that, an order or extension was applied for; 

(b) The kind of order or extension applied for; 

(c) The fact that the order or extension was granted 

as applied for, was ~odified, or was denied; 

(d) The period of interceptions authorized by the 
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order, and the number and duration of any 

extensions of the order; 

(e) The offense specified in the order or application, 

or extension of an order; 

(f) The identity of the investigative or law 

enforcement officer and agency requesting the 

application and the person authorizing the request 

for application; 

'(g) The nature of the facilities from which or the 

place where communications were to be intercepted; 

(h) A general description of the interceptions made 

under such ord~r or extension, including (i) the 

'approximate nature and frequency of incriminating 

communications intercepted, (ii) the approximate 

nature and frequency of other communications 

intercepted, (iii)tpe approximate number of 

persons whose communications were intercepted, 

and (iv) the approximate nature, amount, and 

cost of the manpower and other resources used 

in th~ interceptions; 
Ii 

(i) The number of arrests resulting from interceptions 

made under such order or extension, and the offenses 
" 

for which arrests were made; 
, . 
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(j) The 'number of trials resulting from such 

interceptions; 

(k) The number of motions to suppress made with 

respect to such inte~ceptions, and the number 

granted or denied; 

(1) The number of convictions resulting from such 

interceptions and the offenses for which the 

convictions w~re obtained and a general 

assessment of the importance of the interceptions; 

(m) The information required by paragraphs (b) 

through (f) of this subsection with respect to 

orders or extensions obtained in a preceding 

cchendar year and not yet reported; and 

(n) 9ther information required by the rules and 

regulations of the adm~nis,trative of~ice of the 

United States Courts. 

(2) In March of each year the administrative director of 

the courts shall transmit to the legislature a full and complete 

report concerning the numbe~ of applications for orders authorizing 

or approving the interception of wire conununications and 

the number of orders and extensions granted or denied during the 

. preceding calendar year. Such report shall include a summary and 

analysis of the data required to be filed with the administrative 

-153-
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director of the courts by the attorney general and prosecuting 

attorneys: 

Sec. 803-48 Recovery of civil damages authorized. Any 

person whose wire or oral communication is inter.cepted, disclosed, 

or used in violation of this part shall (l) have a civil cause of 

action against any person who intercepts, discloses, or uses, or 

procures any other person to intercept, disclose, or use such . 
communications, and (2) be entitled to recover from any such 

person: 

(a) Actual damages but not less than liquidated 

damages computed at the rate of $100 a day for 

each day of violation; 

(b) Punitive damages; and 

(c) A reasonable attorney's fee and other litigation 

costs reasonably incurred. 

A good fa·a. th reliance on a cQurt order shall constitute a complete 

defense to any civil a'ction against an individual, but shall not 

constitute a defense to ~ivil liability of the State. 

Sec. 803-49 Severability. If any portion or subsection 

of this p~rt or the a~plication thereof io any person or circum-

stances is invalid, such invalidity shall not affect other sections 

or applications of the part which 'can be given effect without the 
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~.I 

invalid s~ction or application, and to this end the provisions 

of this part are declared to be severable." 

SECTION 3. 
This Act shall take effect upon its approval 

and shall be effective for a perl'od of . 
SlX years. 
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,APPEND IX I I 
TEXT OF THE FEDERAL WIRETAP STATUT~ 

CHAPTBR 119-WIRE INTERCEPTION AND 
INTERCEP'rION 01i' ORAL 

COMMUNICATIONS 

Sec. 
2510. Definitions. 
2511. Interception and disclosure of wire or oral communications 

prohibited. 
2512. :Manufa~ture, distribution, possession, and advertising of wire 

or oral communication intercepting devices prohibited. 
2513. Confiscation of wire or oral communication intercepting de­

vices. 
2514. Immunity of witnesses. 
2515. Prohibition of use as evidence of intercepted wire or oral 

communications. 
2516. Authorization for interception of wire or oral communica­

tions. 
2517. Authorization for disclosure and use of intercepted wire or 

oral communications. 
2518. Procedure for interception of, wire or" oral communications. 
2519. Reports concerning intercepted wire or oral communications. 
2520. Recovery of civil damages authorized. 

lIistorical ~otc 

1968 Amendment. Pub.L. 1lCJ.-351, Title cd chapter 119 nnditems 2510-21)20. 
III, i 502, JUliO 19, lOGS, 52 Stat. 212, add. 

§ 2510. Definitions 
As used in this chapter-

(1) "wire communication" 'means any communicati'on made in 
whole or in part through the use of facilities for the transmis­
sion of communications by the aid of wire, cable, or other like 
connection between the point of origin and the point of recep­
tion furnished or operated by any person engaged as a common 
carrier in providing or operating such facilities for the trans. 
mission of interstate or forc'ign communications; 

(2) "oral communication" means any oral communicntion 
uttered by a person exhibiting an eXl)edatioll that such com­
munication is not subject to intercl'ption under circUIll~tances 
justifying such expectation; 

(8) "Stnte" means any State of the United'States, the District 
o~, Columbia, t.he Commonwealth of Puerto !tico, :llld nny ter-
rItory or possession of the United State~; .. 
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18 § 2510 CRIMES Part 1. 

(4) "intercept" means the aural acquisition of the contl'IlI~\ of 
any wire or oral communicatiol! through the use of any elec­
tronic, mechanical, or other device. 

(5) "electronic, mechanical, or other device", means any c1c\'ic:l' 
or apparatus which can be used to intercept a'wire or oral com­
munication other than-

(a) any telephone or telegraph instrument, equipmellt or 
facility; or any com110nent thereof, Ci) furnished to the ~lIh. 
'scriber or user by a communications common carrier in the 
ordinary course of it,"l business and being used by the Rub­
scriber or user in the ordinary course of its business; or 
(ii) being used by a communications common carrier in the 

. ordinal;y course of its business, or by an investigative or law 
enforcement officer in the ordinary course of his duties; 

(b) a hearing aid or similar device being used to correct 
subllormal hearing to not better than normal; 

(6) "person" means any employee, or agent of theVnited 
States or any State or political subdivision thereof, and any 
individual, partnership, association, joint stock company, trust, 
or corporation; 

(7) "Investigative or law enforcement officer" il1eanS any of­
ficel' of the United States or of a State or political subdivision 
thereof, who is empowered by law to conduct investigations of 
or to make arrests for offenses enumerat.ed in this chapter, and 
any attorney authorized by law to prosecute or participate in the 
prosecution of such offenses; 

(8) "contents", when used with re;spe-ct to any wire or oral 
communication, includes any infoi'mation concerning the 
identity of the pmties to such communication or the existence, 
SUbstance, pm'port, or meaning of that communication; 

(9) "Judge of co~petel1t jurisdict~on" means-

(a)' a judge of. a United States district court or a United 
States court of appeals; and 

(b) a judge of any court of geneml criminal jurisdiction 
of a State who is nuthorized by a statute of that State to 
entcr orders authorizing interceptions of wire or ol:al com· 
munications; 

(10) "communication common carder" shall hnve the same 
mcaning whieh is given the term "common C1UTicl'" by section 
153(h) of title 47 of the United Stales Code; aud. 
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18 § 2510 CRIMES Part 1 

"(d) [Function] It shall be the dnty 
or tho Comlnission to conduct a compre· 
hensive study and Tc"iew' ot the operation 
ot tho provisIons of t))is title, in effcct on 
the eftecth'c date of this s,,~tIon, to deter­
mine the effecth'eness o! sucll pro"Isions 
dnrlng the six-year /leriod immediately 
following the date of tlloir enactment 
[June 19, 1U~01. , 

"(e) [1'or90nnol; "llilolntmcnt; com­
pensation and qualifications) (1) Subject 
to such rules and regulations as may be 
adopted by the Commission the Chairman 
shnll hnve the power to-

'. "(A) appoint and fix the compensa­
tlon ot an ExccuU.-e Director, and such 
additional staff personnel as he deems 
necessary, without regard to the provi­
sions of title 5, 'Cnited Stntes ('"dc, gOY­

erning appoIntments in the competiti.-e 
service, nnd without reg-ard to the pro­
"isions of chapter 51 and subchapter III 
ot chapter 53 of such tiile relating to 
classificatiou and General Schedule pay 
rates, but at !'ates not in excess ot the 
maximuJU rate for GS-1S of the General 
SP.hedule under sectlon 5332 of such ti­
tle; nnd 

"(B) procure temporary and intermit-

rected to fllrnl~h to the C"nllll!",l"n. 1'1'''" 
request mnde hy the Chn!rman, RI1"h >lA' 

tistlcnl datn, report9, and other InC"tllla. 
tlon ns the Commission ueems u''<'''''arr 
to cnrry out Its functions und~r lhl< ,,,'. 
tion. The ('hairmnn j" fu!!.!:e'r unthor::,·1 
to cnll upon til" depnrtmentE, nl:",,:·I,·. 
and other offices of the seycral lltal,', \,; 
furnish such statistical (latn, report". nl\'\ 
other infornHltion as the Commi~~i'lf' 
deems necessnry to cnrry out its [uucll"". 
undcr this section, 

"(h) [ltellor!. to President nnd l'"n. 
I:'rcss; termlnntion dnlel The CUl1\uII"· 
sion shnll mnke such interim rC~lOrls n. It 
deems advisable, and it shall make n (,. 
nal report of its !In<ling's nnd recomll\~n· 
dations to the President of the Unll,;.\ 
states Rnd to lhe Congress wilhin tho 
one-yenr period following' the cffectl\,. 
date ot this .subsectlon. Sh:ty dnys neh'r 
submission of its fInal report, the Com· 
mIssion shall cense to exist. 

"(i) [Conflict at interest; ex~m,,­
tion1 (1) Excnpt ns provided in pnrn· 
grnpit (2) ot this subsection, R.ny mcmlll·r 
01 the CommIssion is exempted, wIth r", 
speet to his appointment, from the opern, 
tion of sections 203, 205, 201, and 20D oC tI· 
tic 18, 'Cniteu. States Code. 

"(2) The exemption granted by para· 
grapll (1) ot this subsection shnll not u· 
tend-

tent services to tile snme extcnt as is 
authorized by section 3100 of title 5, 
United States Code, but at rates not to 
exceed $100 a day for Inulviduals. 
"(2) In making appointmcnts pursuant 

to paragraph (1) of tills subsectIon, the 
Chairman sball include Rmon£, hlR ap­
pointmcnt individunls dctcrmined hy thc 
Chairman to be competent social scien­
tists, lawyers, and faw cnforccmcnt offi-

"(A) to the rcr.eipt of payment or snl· 
nry in conneclion wIth the appointe,,'" 
Govcrnment service from nn)- sour"" 
otller than tile private employer ot tho 
nppotntee at the time ot his appoint· 
ment, or 

"(Hi durIng the perioel or sllchop­
p(,lntment, to lhe prosecution, hy nil), 
p~rsoll' so nppolnted, of any claim 
a!;ninst the Goyernment involvin~ nllr 
matter with which such \lerson, llurilll: 
snch perIod, is or WIlS directly conued' 
cd hy renson or snch appointment. 

sers. 
"(f) [CoDlp.",."tlon, tr:wcl and other 

cXI.enses] (1) A memhcr of the Commis­
sion who is n M~lllber oC Congress shnll 
scn'e witllout ndditionnl 'c')lllpensation, 
but shn11 be rchnuurscd for trn\'eI, sub-

, sistence, :lnd olher nece~snry expenses in­
curred in the, llerformance of duties vesled, 
In thc Comlr'i.'~ioll. 

"(2) A memher of the COllllllission from 
lUi\'utc life shnll rcc~h'e $100 p~r diem 
when cngnge<l in thl1 a<!lunl 1'erformnll('e 
or dulles \'esletl in tho Conlll1i~sion,.l'lus 
r('imhur~('mcl1t (,n· ll':L\"cl, ~tlh!'\i};tetH'~" nrltl 
other n('ct'~sary (,Xll(.\ll~CH incurrNl in tllC 

lll'rformnllco oC sUl'h ,I uti,,~, 
"(It) [Coolwrntion or }""drr,,1 ","1 

e;t~,ta ,;;:('lwh-»1 E:l\!h th'lHlf'lmcnt, n~cn .. 
<,)', on(l iu~lrulI"\llt,,!ity or till' ~x"cnll\'e 
hrnnC'h or the (1nYl'rl1t1IPut. in('l llllin r.- t~lt!(I­
llCllllcnt ag('ncie9, is nuthori'l.cll' nnll dl-
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"(j) [ApprO llrlaliollH1 Thl're is all' 
thori1.l'd to hn a PIlrol,riated ~nl'h sum "q 
Il\ny he IIccc~sn,.y to cnrry out the provl· 
sious oC this s~r:t!on. 

u(l,) [J~rr<"'lh'o c1atr] 'rhe forel:"!U\! 
pro"isions o[ lhi~ s<'dion shall take "rr,·f·t 
upon tho C'Xl)irntioll or llle RiX'-ypnr pprhlll 
iI1lI1lNlI"t~ly JlIllCl\\'Iu~ tllc dnlc or., tile ,'no 
actm,'nt of this Act [June HI, l!lllS]." 

J"';-Islath'o Jll,tory. l~or IC'v:lslntl\'" 
hi}"llnr~' IlUt! t~tll'()(l5-'n or Puh.Tlo DO ~!"a. ~t'(! 
lonS U.::;.Coilc <.:ong. nnd ~\d1ll.Ncws, I" 
~112. 

I 
I 

Ch. 119 WillE INTERCEPTION, ETC. 18 § 2510 

(1~) "aggrieved. person" means a person who was a party to 
any mtercc:pted wire or oral communication or a person against 
whom the mterception was directed. 

Added pub,L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 112. 

Histol'ieal Note 

Referen'ces In Text. Section 153(h) of 
title 47 ot the 'Cnited ~tnles Code, referred 
to In pnr. (10), is section lu3(h) of 'ritle 
(T, Telegraphs, Telphones, and nadiotele­
graphs. 

Congressional Findings. Section 801 ot 
rub.L. 90-31i1 proyided that: 

"On the lmsis of its own investigations 
and of published studies, the Con!;ress 
makes the following findings: 

"(a) 'Wire communications are normally 
conducted through the use of facilllics 
which form part of an interstate network. 
The same facilities nre nsed for interstate 
nnd intrnstate communications. There 
bns been extensive wiretnpping carrie(l on 
withont legal sanctions, and without the 
consent of any ot the parties to the con­
\·('rsntion. Electronic, mechnnlcal, and 
othcr intercepting devices arc being uSl'd 
to overhenr ornl conversations made in 
private, without tbe consent of any or. the 
pRrtles to such communications, The 
contcnts of tllese communications and evi­
dence derived therefrom nre being used by 
JluhllC nnd privnte pn:rties as evidence in 
court nnd ndministrntive procccuing's nnti 
by \lersons whose netivities affect inter­
state commerce. Thc possession. lIlO nu­
fncture, distribution, nciYeTtlsin!;. nnd use 
or these devices are facilitated by inter­
stnte commerce, 

"(b) In order to protect rrfeclivcly the 
primcy of wire nnd ornl 'comlllunicntions, 
to protect the intp!!,rlty of court and nu­
mlnistrnti\'e procecuin;;s, nnd to IlTC\'ent 
the obstruction of interstate commcrce, It 
is necessary for Congrcss lo d~nne on a 
uniform basiS the circumstnl"'~s :Ind C(JIl­

dltlons undl'r whit'h tho intercciltion of 
",Ire find ornl communicati(lns mny lie 1\11-

thori7.ed, to prohibit nllY unauthorized in· 
·t~rccption of such COllllllunkatinns. nnll 
the usc ot tllp (·,'ntcnts thel'roC In ('villl'lll'C 
In court~ nll,l Ilfhnini~tr:ltl\'l' l'r,\\'c",lillgS. 

"(c) Orgnnizctl criminals mllkc ~xtl'n­

sl\'e usc oC wire nnll orlli Cflllllllllnil'alions 
in their criminnl ncti\·itll'~. '1'111' illtt'r<~~," 
tlon or such (',\mlllllulf'af!lln, Iv vitlain 
~l"idcnt!c o[ tile ('OlUmi:-:;.>iult lit t'I'iIIlP~ or to 
llrc"cnt their l'Ullll1li!-::-.inn Is nu ill.tl~pl\n· 

6:1hlo nlll lo I:'<w cn[I\I'I','n,,'nl anti the all· 
1lI1niHlrntion of jll~tkc, 
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"(d) To safe;;unr<l tile pr,vney at inno­
cent persons, the lntcrl'eption of wire or 
oral communications where none of the 
parties to the communicat.ion has consent­
eu to the interccption should be allowen 
only when nuthorizcd by a court of com­
pctent jurisdiction and should remain un­
der the control nnd supcrvision of the au­
thorizing' court. Interception of wire 
and oral communications should further 
be limited to certain mnjor types of of­
fenses and sllecific categories of crime 
~itI~ .assurnnces that the interception is 
JustIfIed nnd thnt the information ob­
tained thercby will not bc misuscd." 

National Commission tor the lte,';cw ot 
Federal nn,l Stato Laws nclatinJ:' to 
"'lr"tallllin;;- nntl Electronic SUHcillance 
Seelion 804 of Pub.L. 90-351 providea 
tllat: 

H(a) [1::stnbllshment1 There Is hereby 
p.stnblishcd a :\ationnl Commission for 
lhe ~(!\'le\V of Federal nnd State Laws 
Helnilng to 'Viretapping- und Electronic 
Sur\'elllnnce (hcr~lnnftC'r in this section 
r~.~erl'e~ to us the 'Commission'), 

(b) p[cmbcrship1 The Comml~s;on 

shall be composed of fifteen members ap· 
poillted ns follows: 

"(A) FOllr nppointcd hy tho Pr~sielent 
or the Sennte from ~Icmbers of the Scn­
nte; 

H(13) Four Ilppointcd by the Speaker 
ot the IIouse ·of nCJlr~~cnt:lli\'es from 
!\Icmbers of the IIoilse of ncprcsenln­
lh'cs; nnu 

H(C) ~c\'en appointed by the Prc~i­

dent of lhe 1.'nitcu Stales fr"m nil srg· 
mcnts of life in the United Stutes, in­
cluding' Il1wycrs, t~nch('rs, artblH, hu,i· 
I1CHSml'tl. Ilt'wspnpC'rmCIl, jurlsls, police· 
m\~n, 3tHl cornnlunlf:y lC:Hlflrg, none of 
\':lIolll shall he ofl'icl'-rs oC llle cxecu!i\'c 
\)rallch or the (i,)\·crIlIlH:,ut. 

U(c) IThnirm:l.n: '-:l(':tlldcs] 'J'hc l'\J·e~i· 
(l,'nt o[ (h .. Unllrll St"tl'~ Rlu,ll dt's· 
iL:natt) ~\ (!1I:lirman frtHU amon~ the li.';l\Jlle 

lH'r . ...; of tIll' C'lIl1mi:\:-;iou. .\11)"· y:t<.'ancy in 
the Cummission $.hall not afft','l its puw· .. 
t'l'~ hut ~II:l11 hl! fill"1\ In thl' "" me nllu,uPr 
In whil'h tllo ori!;lnal "l'llllInlllll'ut \\'u~ 

IIUltll'. 
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Ch. 119 wnm INTERCEPTION, ETC. 18 § 2511 

Libral'Y Rofel'onoes 

'l'eleco~munlcations <S:;>491 et 8eq. C . .T.S. Tel~grnphs, Telepllones, Radio, 
and Teleylsion §§ 287, 288. 

I Notes of Decisions 

Generally 2 
Retro"cth'o eflect 1 

1. netroBeU\'o effect 
T.his chapter applies only prospccth·cly. 

U, S. v. AmerIcan Radiator & Standard 

Sanitary Corp., D.C.Pa.19G8, 28S F.Supp. 
70L 

2. Generally 
'This chapler Is directed to rcliability 

components ot conression-e:ccluslou rule~, 
not to cxtrinsic pollcy components. U. ~ 
v. Schipani, D.C.N .Y.100S, 2S9 F.Supp. 43. 

§ 2511. Interception and disclosure of wire or oral com­
mwlications prollihited 

(1) Except as otherwise specifically provided in this chapter any 
nerson who--
- (a) willfully intercepts, endeavors to inte~cept, or procu~es 

any other person to intel:cept or endeavor to mtercept, any WIre 
or· oral communication; . 

(b) willfully uses, endeavors to use, or pr?cures an~ other 
person to use or endeavor to use any electr.onI<:, mechanIcal, or 
other device to intercept any oral communIcatIon when-

(i) such device is affixed to, or oth.erwise tra~smits a 
signal through, a wire, cable, or other lIke connectIon used 
in wire communication; or 

(ii) such device transmit~ ~ommunications by radio, or 
interferes with the transmIssion of such communication; 
or 

(iii) such person knows, or has reason to know, that such 
device or any component thereof has been sent through the 
mail or transported in interstate or fo-reign commerce; or 

(iv) such use or endeavor to use (A) takes place. on the 
premises of any businrss or other commercial estab.hshment 
the operations of which affect interstate or foreign .c~m­
merce; or (B) obtains or is for the pUl'pose 0bf ol,>tmlllng 
information relating to the operations Of. any uSlIl.ess or 
other commercial establishment the operations of which af­
fect interstate or foreign commerce; or 

(v) such person aetl! in the District Of. Columbia, the 
Commonwealth of Puerto Hico, or any lerl'llo)'Y or posses­
sion of the United I:>t:ltes;. 
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18 § 2511 CRIMES Part 1. 

(c) willfully discloses, or endeavors to disclose, to any atht'r 
person the contents of any wire or oral communication, know_ 
ing or having reason to know that the information was obt:lilll',1 
thrQugh the interception of a wire or oral communication ill 
violation of this subsection; or 

(d) willfully uses, or endeavors to use, the contents of anv 
/ wire or oral communication, knowing or having reason to klJo\~. 

that the information was obtained through the interception of a 
wire or oral communication in violation of this subsection; 

shall be fined not more than $10,000 or imprisoned not ml)re than 
five years, or both. 

(2) (a) It shall not be unla'wiul under this chapter for an opC'r­
ator of a switchboard, or an officer, employee, or agent of :lI:Y 
communication common carrier, whose facilities are used in the 
transmission of a wire communication, to intercept, disclose, or usc 
that communication in the normal course of his employment \Vhilt' 
engaged in any activity which is a necessary incident to the rendi­
tion of his service or to the protection of the rights or property of 
the carrier of such communication: P1'ovided, That said cOT(lmullica­
tion common carriers shall not utilize service observing or ranuom 
monitoring except for mechanical or service quality control check,.;. 

(b) It shall not be unlawful under this chapter for an officer, 
employee, or agent of the Federal Communications Commission, in 
the normal course of his employment and in discharge of the moni­
toring responsibilities exercised by the Commission in the enfol'I."'­
ment of chapter 5 of title 47 of the United States Code, to intercept a 
wire communication, or oral communication transmitted by radio, or 
to disclose or use the information thereby obtained, 

(c) It shall not be unlawful under this chapter for a person :lcting' 
under color of law to intercept a wire or oral communication, where 
such person is a party to the communication or one of the parties to 
the communication has given prior cons('nt to such interception. 

Cd) It shall not be unlmviul under this chapter for a persoll not 
acting under color of law to intcrcept a wire or oral communicali.)J) 
where such I)Orson is a pilrty to the commllllicalion or where one of 
the parties io:-1,he communication has given prior consent to sUl'h 
inierception unless such communication is iutercepted for the pUI'­
pose of committing any criminal or tortious net in yiolation of f hI' 
Constitution 01' In\\'8 of ihe United States 01' of any Stale or :(ur till' 

purpose of committing any other injuriolls act. 

(3) Nothing' cont:lineci in t.his ch:llltcr or in section 605 of the 
Communications Aci of 19;1·1 (48 Stat, 11.10 ; ,n U,S.C. 605) shall lilll­
it the constitutional power of the President to Lake such measures :1:1. 

he deems necessal'y to protect the Nation ngainst. actun.1 or potential 
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CIt. 119 WillE INTERCEPTION, ETC. 18 § 2511 
or other hostile acts of a foreign power, to obtain forei1;l'n ?t~~~~gence information deemed essential to the s:curity ?f ~I~e U~lt­

In tes or to rotect national security information agalnS orelgn 
ed St~, t.P ·t· NOI' shall anything contained in this chapter . telhgence ac IVI les, '. , t t t k 
~: deemed to limit the constitutional power of the

t
P
h

re
u
Sld?tn d 0Staatees 

d a ry to protect e III e ch measures as he eems necess I f 1 
su ninst the overthrow of the Government by force or other un aw u 
ag, . 'nst any other clear and present danger to the ~truc-
means, or agm Th ontents of any WIre or 
ture or existence of the Govcrnment. .e c th P 'd nt in the 
oral communication interceptcd by authorltY?f ~ r~sl c . n 
exercise of the foregoing powers IT':\Y be receIved In. eVldenc

t
: 1Il a Y 

trial hearing, or other proceeding only where suc~ lntercep :011 was 
bl d shall not be otherwise used or dIsclosed except as reasona e, an , 

is necessary to implement that power. 

Added Pub.L. 90-351, Title III, § 802, .June ~9, 1968, 82 Stat. 213. 

Historical Note 

References In Text. Chapter 5 ot title 
n oC the United Stntes Code, referred t.? 
In pnr. (2) (b), Is chapter 5 of T.1tle 41, 
Telegraphs, Telephones, nnd Radiotele· 
graphs. Such chnpter 5, set out as sec­
tion 151 ct seq. ot 'l'itle 47, is the COIJ1IDU­
ulcatlons Act ot 1934. 

Section G05 ot the Communications Act 
of 1934, (48 Stat. 1143; 47 U.S.C. 005), re-

terred to In pa r. (3), Is section 605 of Title 
41, Telegraphs, Telephones, and Radiotel­
egraphs. 

Leglslatlv& Instory. For legl~lnth-e 
history nnll purpose ot Pub.L. 90-351, sec 
19G8 U.S.Code Congo nud Adm.~ews, p. 
2112. 

Library Refe1'enees 

Telecommunications G=>4.01, 103, 494. C:r S Telegrnphs, Telephoncs, Radio, 
'n~d Television §§ 122, 2;:)2, 287, 288. 

Notes of Decisions 

Crimea S 
Enlnrccnlent : 
Frobable caus& 1 

1. Frobnblti c~uso . 

General rl!le, under this chaptl'r ~rOlll~)' 
IUllg unauthorized ~Icctro!lie sl~.n:Clllancc, 
Is thnt cnve5droPPlng and \\ Irdnpping 
arc l\Crll1ltted only with prol>ahlc cnuse 
and n warrant. AI<1!'rmnn Y. U. S~, ~)OIO. 
& N.:r.lnun, St. S.Ct. 001, 3!\.I U.S. 10", __ !~. 
Ed.~d 170. r .. 'llcnrin~ tI"lIied S9 S.Ct. 11. " 
394. U.S. 030, 22 rJ.H(1.~tI ·1,5. 

!. )~nlur("{'nl('nt 

Without eXIIl'ripnce ~howln~ tlln con­
trary Suprcme Court shOUld not assul1\e 

that this chapter pI'ohlhiting unautllor­
Izcd electronic surveillllnce will be· cllva­
llerly disregarded or will not be enforced 
against trnnsgre~sors. Aldermnn \'. '!1' ~~, 
Colo. & N.J.I0(j!l, 59 S.Ct. 001, 301 U.S'c?(l:>. 
!!'.:l L.Ed.2d 176, rchcnrin!; tienied SU .,.Ct. 
11;;, 3!H U.S. 039, 22 L.Ed.2d '~i5. 

3. Crime .. 

Telephone ~uhscriher Is not nllthor!z~d 
to lise hl~ telephone t,) cI\l1\lIIit a <:rtIllP. 
St:lte v. lIollhlny, 10\\'(1 lOGO, 1(j!J N.W.2t.1 
76'3. 
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)8 §2512 

§ 2512. 
CRIl\iES 

Part 1 

lUullufacturc, distribution, possession, and advertis_ 

ing of "ire or oral communication illterccptill~ 
devices prohibited 

(1) Except as otherwise specificalIy provided in this chapter, any 
person Who willfulIy-

(n) sends through the mail, or sends or carries in inhm,tntc 
or foreign cymmerce, any electronic, mechanical, or other de­
vice, Imowing or having l'eason to know that the design of SUch 
device renders it primarily useful for the purpose of 'the Sur­
reptitious interception of wire or oral communications; 

(b) lnanufactures, assembles, possesses, or sells any clectron_ 
ic, mechanical, or othcr device, knowing or having reason to 
know that the design of such device renders it primarily useful 
for the purpose of the surreptitious interception of wire or oral 
communications, and that such device or any component thereof 
has been or will be sent through the mail or transported in inter­
state or foreign commerce; or 

(e) places in any newspaper, magazine, handbill, or other 
PUblication any advertisement of-

(i) any electronic, mechanical, or other device knowin g-
01' llaving reason to know that the design of such device 
renders it primarily useful for the purpose of the surrepti­
tious interception of wire 01' oral communications; or 

(ii) any othcr electronic, mechanical, or other device, 
where such advertisement promotes the use of such device 
for the purpose of the surreptitious interception of wire or 
oral eommunications, 

knowing or llaving reason to know that such advertisement will 
be sent through the Illail 01' transported in interstate or foreign 
commerce, 

shall be fined not more than $10,000 or imprisoned not more than 
five years, 01' botll. 

. (2) It shall not be unlawful under this section for-

(a) a communications common carrier or an officer, agcnt, 
or employee of, or a pcrson under contract with, a communica­
t.ions comnlon carrier, in the normal course of thc communica­
tions common carricr's bUSiness, or 

(b) an officer, agent, 01' employee of, 01' a person undcr con­
tract with, the Unitcd States, a Stnl'c, 01' a political subdivision 
thereof, in the normal cotm;c of t.he acth'Wcs of the United 
States, 11 State, 01' a Jlolitknl subdivision tht'l'eof, io selld through 
the nwn, senu 01' CatTY' ill interstate 01' [vrl'ign commerce, (\1' 
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Ch.119 WIRE INTERCEPTION, ETC. 18 § 2513 
manufacture, assemble, possess, or sell any electronic, mechan­
ical, or other device knowing or having reason to know that 
the design of such device renders' it primarily useful for the 
purpose of the surreptitious interception of wire or oral com­
inunications. 

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 214. 

Historical Note 

J.l'~lslnth'o l£istor)'. For leglslntlve lOaS U.S.Code Congo and .A.dn~Ne\Vs, p. 
history nnd purpose of Pub.:::". 00-251, see 2112. 

Library Refe1'enees 

Telecommunlcatlons C=:>491. C.J.S. Telegrnphs, Telephont3. Rndlo, 
and Television §§ 28i, 288. 

§ 2513. Confiscation of wire or oral communication iI1tel'­
cepting devices 

Any electronic, mechanical, or other device used, sent, carried, 
manufactured, assembled, possessed, sold, or advertised in violation 
of section 2511 or section 2512 of this chapter may be seized and 
forfeited to the United States. All provisidns of law relating to (1) 
the seizure, summary and judicial forfeiture, and condemnation of 
vessels, vehicles, merchandise, and baggage for violations of the 
customs laws contained in title 19 of the United States Code, (2) the 
disposition of such vessels, vchic1es, merchandise, and baggage or 
the proceeds from the sale thereof, (3) the l'emLc;sion or mitigation 
of such forfeiture, (4) the compromise of claims, and (5) the 
award of compensation to informers in respect of such forfeitures, 
shall apply to seiz~res and forfeitures incurred, or alleged to have 
been incurred, under the provisiollS of this s('ction, insofar as ap­
plicable and not inconsistent with the provisions of this section; 
except that such duties as are imposed upon the collector of customs 
or any other pcrson with respect to the seizure and forfeiture of 
vessels, vehicles, merchandise, and bagg-age under the provisions of 
tIle customs Inws cOlltaineu in titlo 19 of the United Stutes Code shall 
be performed with respect'to seizure and forfeiture of electronic, 
mechanical, or other intercepting' deYiers under tid::; section by slIch 
officers, agents, or oiher persons as may be nuthorizec1 or dc:li~.mated 
for that purpose by the Attorney General. 

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. ,215. 

lIillto1'ieal Nota 

Ut'(t'r('n(,t'~ III T ... t. Tltl" 19 tIC th" 
lJnU"d Ht:ttl's CollI', rt'("r!'<!\1 to In t,'xt, 18 
!l'1t III 19, Cu~lul1ls J)utll.!s, 

J..,c·;:b;lnf 1\·0 11 is[nry. Vor IC'L:i!'ol:tth·e 
l1J:-lh)r~· nnfl pllrplI .. (' i,f l'~lh.TJ. !In :::-11, ~f'(! 
lnll~ U. S.t'..) <It' CIlIl!;. uno! -'Atllll.:\I.!W~, 1'. 
::11:!. 
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Library References 

- ForCeltures cS:=>3. C.J.S. Forfeitures § 3. 

§ 2514. IIpmmuty of wii11esses 
Whenever in the judgment of a United States attorney the testi­

mony of any witness, or the production of books, papers, or oth.)r 
evidence by any witness, in any case or proceeding before any grand 
jury or court of the United States involving any "liolation of thi!'l 
chapter or any of the offenses enumerated in section 2516, or any 
conspiracy to violate this chapter or any of the offenses enumerate(1 
in section 2516 is necessary to the public interest, .'3uch United States 
attorney, upon the approval of the Attorney General, shall make np­
plication to the court that the witness shall be instructed to testify 
or produce evidence subject to the provisions of this section, aIHI 
upon order of the court sjlch witness shall not be excused from tes­
tifying or from producing books, papers, or other evidence on the 
ground that the testimony or evidence required of him may tend to 
incriminate him or subject liim to a penalty or forfeiture. N-o such 
witness shall be prosecuted or subjected to any penalty or forfeiture 
for or on account of any transaction, matter or thing concel'llin~ 
which he is compelled, after having claimed his pl'ivilege against 
self-incrimination, to testify or produce evidence, nor shall testimoll)' 
so compelled be used as evidence in any criminal proceeding (except 
in a In'oceeding described in the J''1cxt sentence) against him in any 
court, No witness shall be exempt under.this section from prosecu­
tion for perjury or contempt committed while giving testimony 01' 

produciilg evidence under compulsion as provided in this section. 

Added Pub.L. 90-351, Title III, § 802, Jtl-ne 19, 1968, 82 Stat. 216, 

llistol'ical Nota 

L('l:lslnlh'o Illslnry. l~or )~gll<).ltiYe scp lOG'S U.S.Co(]e Congo alld A(]III.:\~\\'~, 
blstory nnd purpose ot Pub.IJ. 00-3:;1, 11. !!11:!. 

Library Refel'cneei'! 

C.J.S. Criminnl r,nw n ,n, ~G. 

Notes of Decisions 

A\'1l1lt-"lIol1 for qrtl('r S nt'ss should ·lIot he cXl!lI~('d on /,:rollllll .. r 
('onslUuUunalil)' 1 s~I(·h"'riminntij)1I :11111 Ihat h" ~h"u].1 ],., 
(.'oll' .. frucUnn 2: hUIIlU1U' from l.rOSt'(!ution ns to nnythiTlt.:' 
,, .. If-I,,,·rlmllll\UUIl " com'l'rnlng wlllt'h Ill! hud h.','n cOII'\lI'II," 

to h'stl(y, nOi nlll.Ii.:tl to WIl,III,'S~"" III,r".',' 
grtlllll jury In'lulrill~r h"o malt('rOi in\·"I'" 

1, C.,n~titllllfln .. lIt,. IIII\' \utcrstlltc trllvel' til Ilrolllot n riul~, 
1,'hl" ~ .. ct1on Ruthorl?lug \,cl\lrt til or.h'r "rllllh'tl 1r1llUlIllity c,,('xt''<.I~i\·t\ with "It, 

'wltues:! to "tc~tiry iliad Ill'ovltllu(; that wit· Ill':;SCS' l,rivUl'l:e !lot to illcriluiunte tlt"ln' 
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Ch. 119 WIRE INTERCEPTION, ETC. 18 § 2515 
~rh'cs, nnd w:tl.' not unconstltntlonnl. 
Cnrter. v. U. S., C.A.CIlJ.lOOO, 417 F.2d.3&1. 

ThlR section nuthorlzlng court to order 
... ·Itncss to testify nnd providing thnt wit­
IIOS9 should not be excused on ground or 
melt-Inerimlnntion nnd that he should be 
Itnlllunc from prosecution IlS to nnything 
concernIng which he hnd been compelled 

was necessary to puullc interest, eonrt to 
which application for or<1er to compel tes­
timony WIlS mnde dl<l not llllye power to 
inqulro Into accuracy or merits of judg­
ment as Congress had left judgmcnt to 
executive discretion. In re Shead, D.C. 
Cal.lllGO, 30.2 F.Supp. GGO, affirmed -tIT 10'. 
2d 3&1. 

to testily does not ullconstitutionally 
hnmpcr stntes In prosecuting offenses 4. S ... lf Incrintinn!lon 

that nrc contrnry to their Inws, thcr,eby EYen It nnswering grand jur~"s ques­
trenching npon resen'cd powers or the tions concerning a trip to Canada would 
state. Id. haye incrlmlnnted witness lu Canada, nn­

Grand jury wltnesscs had standing to 
question constitutionality of this section. 
Icl. 

"-itnesses, who refnsed to answer ques­
tions uefore grand jury relating to mat­
ter>! inyoh'ing Interstate tra\'el to organ­
Ize, promote and encourage riot;:; and to 
tcnelt and demonstrate use and making or 
firearms nnd explosives on ground that 
answers might tend to incriminate them, 
had standing to chnllenge constitution­
ality ot this section and /Seellon 2101 at 
seq. pl this title, at hearing of govern­
ment's motion for order granting imllllllli­
ty. In re Shead, D.C.Cal.lOGD, 3D!! P.Supp. 
OGO, affirmed 417 F.!!d 384. 

:l. Construction 
This section did not limit Immunity in 

criminal proceedings to testimony, as op­
posed to other evidence which may ue 
comllelled, and wag sufficiently uro,1\1 in 
its grant of immunity. In re Shead, D.C. 
Cnl.lDGO, 302 P.SuPp. 000, affirJlled 417 F. 
2d 38-1. 

S. ApI,lIcation for artier 

Tn dctermlnlng that In judgm"llt ,,( a 
United States attorney the te~tilllollY 
sought to be compelled uc(ore grlllld jury 

swers to questions dircctly relating to de­
struction of pu blic sen'ice 10\\'ers In J1en· 
vcr nnd the surrounding area nnd {rtlm 
wliich wltn'ess was grauted complete im­
Dluuity within the United Slates could not 
present Il danger ot incrimin:\~ion in ei­
ther the United States or Canada, so that 
witness' refusal to a11swer Intter ql"'.~· 

tions was clearly not j11sttt'ied, and she 
could properly ue held In cka contelllJlt. 
In re Parker, C.A..Colo.lOOO, 411 F.!!d 10U7. 

I'rh'i1cge against self-incrimination 111\­

der V.S.C.A.Const. Amend. ij pro\'ides 110 

sheltcr for a parson llgainst incrimination 
in n foreign jurisdiction when prl)\'ision:; 
of this section gl'anting immunity from 
both :Cederal nnd state prosecution arc nil' 
pll~d. Id. 

Since grand jury witness had speciCicnl. 
Iy ucen granted Immunity trom both feo]­
eral Ilnd state prosecution, and since any 
eviclence, incllipatory or otherwise, relatr.<l 
by witness durin!; proceeding would 1m 
unn\'nliaule to the Canadian goverumcnt 
In eithcr nn extrllditioll proceeding In 
United States or In a criminal proceeding 
in Canndn, witness was not justltied III 
reCusing to answer quest!o\.s ot grand 
jury on grrlUnds tbnt there vms danger ot 
incrimination in Canada. Id. 

§ 2515. Prohibition of usc as C\'jcJellCc of intcrcepted wire or 
oral cOJlulluniClltiolls 

Whencver any wire or oral communicat.ion has heen intercepted, 
no pnrt of the contents of such communication and 110 evidence 
derh'ed therefrom may be receivcd in evidencc in any trial, hearing', 
or other proceeding. in or before any court, grand jury, departmC'nt, 
officer, agener, regUlatol·Y body, JC'[(iRlnti\'c committee, or olher 
aut.hority of the United StafcR, a St:ltC', or a political subdivision 
thereof if the diRt:!OSU1'C of t.hat inform:;iion would be ill violation 
of this chapter. 

Added Pub.L. 90·351, ']'itIl' nT, § SO::!, ,TUll(, 19, 19G8, 82 Stat. 216. 
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Histodeal Noto 

Le1:181aUt'o III.tory. For leglslaU\'e 19O5 U.S.Code Congo aud Adm.New8, p. 
history and purpose ot I'uu.L. 00-351, scc 2112. 

Library References 

Crlmlnnl Lnw e::>39-!.3 
Evidence ~1:>1. • 

C.:r.S. Criminnl TJ:lw § %7(21) et seq. 
C..T.S. Evidence § 187. 

Notes of Decisions 

Crlmes " 
Disclosures wlthln sectlon :: 
EvIdence 3 . 
Retroncth'o effect 1 

1. Retronc£t\'c .eUcct . 
This chllPter relnting to disclosure ot 

contents ot wire or ornl communication 
Which has been Intercepted Ilpplies pro­
spectlyely nnd did not preclude applica­
bility of discovery proy!sions to tnpes ot 
conversations made I)rior to ndoptlon of 
act. Philadelphia IIousing AuthorIty v. 
Amerlcnn T:ndintor &. Standard Sanitnry 
Corp., D.C.Pa.lOGS, 201 z,'.SuPP. Hi. 

This section providing that any wire or 
oral ('onlllluuication could not ue ndlllitted 
in c\'jdence it disclosure of Informntion 
therein would ue In \'Iolntlon of this chup. 
ter did not 1l11ply retronctiYrly to nuthor­
lze s\)ppressln~ tape re,mrdint;s of tele­
pbone eonl'ersations Ilnd meetings nnd 
e\'ldence derived tltel'cCrolll nPl)licahle to 
17 corporate dcfendnnts chnr~ed with nn­
tltrust "iol"tions where the recordings 
were taken before effecth'c <lute ot tllis 
chapter. U. S. y •• \merkan na(liator &. 
Standard Sanitary Corp., D.C.Pa.10GS, 2SS 
1<'.SUI1P, 701. 

t. Disclosures within section 

Dctense counsel who would rCYiew tapos 
of eonYersntiOItB Ilnd would produce thplll 
pursuant to order ot court could lIot 1>0 
)Ield to violate provisions of this chapter 
relating to disclosure ot intercepted com­
nlUnications. Philadelphia Housing Au. 
thorlty v. A'meriean RlIdiator &. StaIHlnr<1 
Snnltllry Corp., D.C.I'8.l90B, 201 F.Supp •. 
2{7. 

s. E\'Idcnco 

Where pan re:;lster was nttnchcd h, 
telephone compnny to defendant's tele. 
phone line wltlt knowledge and consent ot 
recipient of threatening cnlls, eyldenre 
that cnlls wel'e lIla,le from defendant'u 
telephont) to recipient's telephone did not 
violate this section prohibiting the unau. 
thorized Interception and dl\'ulgcnce of 
any tclephone comnlltnieaLion. Stllte v. 
lioliid"y, Iowa l~GO, lGO N.W.2d 70s. 

4. Crlmcs 

Telcl)hone subserib!:'r is not authorized 
to usc l.is tcit'phone to ~onmlit a crime. 
Stnte l'. liolliduy, Iown lOGO, 1UD N.W.2d 
768. 

§ 2516. Authorizrtiioll for interception of wire or oral com~ 
llluuicatiollS 

(1) The Attol'l1cy Gcncl'nl,. or any Assistant Attorncy Genel'nl 
specialiy designated by the Attorney General, may nuthorize nn ap­
plication to a Federal judge of competent jlll·jsdictioll for, and Ruch 
judge 1I.lay gl"nllt in conformity with sect.ion 2518 of this chapter nil 
order :lULhol'izing or approving the illtt'rception of wirc 01' oral CO!l1-

munications hy thc Fcderal BUI'call of Investigation, 01· a Fcderal 
agclley ll:lvin!r rCilpollsibilily for the illv('sLigation of the offellse 'as 
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Ch. 119 , WffiE INTERCEPTION, ETC. 18 § 2516 

( which the application is made, when such interception may pro-
\'~de or has provided evidence of- . 

(a) any offense punishable by death or by imprisonment for 
more than one year under sections 2274 through 2277 of title 
42 of the United States Code (relating to the enforcement of the 
Atomic Energy Act of 1954), or under the following chapters 
of this title: chapter 37 (relating to espionage), chapter 105 
(relating to sabotage), chapter 115 (relating to treason), or 
chapter 102 (relating to riots) ; 

(b) a violation of section 186 or section 501(c) of title 29, 
United States Code (dealing with restrictions on payments and 
loans to labor organizations), or any offense which involves 
murder, kidnapping, robbery, or extortion, and which is punish­
able under this title; 

(c) any offense which is punishable under the following sec­
tions of this title: section 201 (bribery of public officials and 
witnesses), section 224 (bribery in sporting contests), secti.on 
1084 (transmission of wagering information), section 1503 (m­
fluencing or injuring an officer, juror, or witness generally), 
section 1510 (obstructi.on of criminal investigations), section 
1751 (Presidential assassinations, kidnapping, and assault), sec­
tion 1951 (interference with commerce by threats or violence), 
section 1952 (interstate and foreign travel qr transportation in 
aid of racketeering enterprises), section 1954 (offer, acceptance, 
or solicitation to influence operations of employee benefit plan), 
section 659 (theft from interstate shipment), section 664 (em­
bezzlement from pension and welfare funds), or sections 2314 
and 2315 (iuterstate transportation of stolen property); 

(d) any offense involving counterfeiting punishable under 
section 4.71, 472, or 4.73 of this title; 

(e) any offense involving bankruptcy fraud or the manu­
facture, importation, receiving, concealment, buying, selling, or 
otherwise dealing in narcotic drugs, marihuana, or other danger­
ous drugs, punishable under any law of the United Sta,tes; 

(f) any offense including extortionate credit trallsactions 
under sections 892, 8D3, or 894 of this title; or 

(g) any conflpirncy to commit an? of the iOl'eglJing offenses. 
(2) The princ.ipal prosecuting attorney of any State, or the Ilrin­

cipal prosecuting attorney of any political sulJdiviHion thereof, if 
such attorney is authorized by a statute of that Slate to make ap­
plication to a State court judge of competent jurisdiction for an or­
der authorizillg or approving the intel'celltion of wire or oml com­
ll1UnicuLions, may apply to such judge for, and such judge lllay vrant 
in conformity with s(!ction 2518 of thh; chapter a ntl with Lhe up-
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,18 § 2516 CRIMES Part 1 

plicable State statute an order authorizing, or approving the . t 
t · f' III cr· cep IOn 0 wl~'e or ora~ communications by investigative or law ('n. 

forcement officershavlllg responsibility for the investigation of tl • 
offense a~ to which the ~pplication is made, when sllch intCl'CClllil~r\ 
may provlde or has provlded evidence of the commission of the of. 
fense o! m~rder, ki~napping, gam.bling, robbery, bribery, extortio/l, 
or dealmg m narcohc drugs, manhuana or other dangerous dt'u . 
?r ot?el' crime dangerous to life, limb, or property, and punishable ~~: 
Imprlsonment for more than one year, designated in any applicabl~ 
State .statute authorizing such interception, or any conspiracy to 
commIt any of the foregoing offenses. . 

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 216. 

Histo1'lcal Nate 

Referenccs In Text. Sections !!274 
throllgh 227i of title 42 ot the Unlled 
Stntes Code, referred to in par. (1) (n), 
arc sections 2274 through !!2i7 ot Title 42, 
The Publlc Health and Welfare. 

Sections ISG and 501 (c) of title 29, Unit. 
cd States Code, referred to in par. (1) (b), 

arc sections 18G and 501(e), rcspccth'cly. 
of Title 29, Lnbor. 

Legislatlvo Illstory. For legi~lnti\'e 
history and purpose of Pub.L. !lo.:3lil, sc<) 
"!lGB U.S.Code COllg. nnd .-\.dm.Xcws, p. 
2112. 

Libra1'Y References 
Searcbes nnd Seizures G:=>S.O. 
Telecommunications e=>493. 

C . .r.S. S<'nrch<,s nnd Seizures § i3 et seq. 
C . .r.S. Tclcgrnphs, Telephoncs, Rndlo, 

and ~'elevlsion §§ 122, !lSi. 

§ 2517. Authorization for disclosure and use of intercepted 
wire or oral cOllUUlmications 

(1) Any investigative 01' law enforcement officer who by any 
means authorized by this chapter, has obtained knowled~e of {Ih~ 
contents of allY wire or oral communication, or evidence deriv\\!d 
therefrom, may disclose such contents to another investigative or 
la:v enforcement officer to the extent that such disclosure' is appro­
Ill'late to the proper performance of the official duties of the officer 
making or receiving the disclosure. 

(2) Any investigative or la\\" enforcement officer who, by any 
means authorized by this chapter, has obtained knowledge 05 the 
contents of any wire or oral communication or evidence derived 
therefrom may usc such contents to the extent such usc is nppropri­
ate to the propel' performance of his official duties. 

(3) Any person who has received, by any means nuthorized by tId:; 
chapt.er, any information cOllccl'I1ing a wire 01' ol:al communic;ltion, 
or evidence derived therefrom intercepted in accord:Hlce willt the 
llrovisiolls of this chapler may disclose the conlenh; of thnt com­
municatioll or such derivative cvidence While giving testimony l!nder 
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Ch.119 WIRE INTERCEPTION, ETC. 18 § 2518 

oath or affirmation in any criminal proceeding in any court of the 
United states or of any State or in any Federal 01' State grand jury 
procecding. 

(4) No otherwise privileged wire, or oral communication inter­
cepted in accordance with, or in violation of, the provisions of this 
chapter shall lose its privileged character. 

(5) When an investigative or law enforcement officer, while en­
gaged in intercepting wire or oral communications in the manner 
authorized herein, intercepts wire or oral communications relating 
to offenses other than those specified in the or02r of authorization 
or approval, the contents thereof, and evidence derived therefrom, 
may be disclosed or used as provided in subsections (1) and (2) of 
this section. Such contents and any evidence derived therefrom may 
be used under subsection (3) of this section when authorized or ap­
proved by a judge of competent jurisdiction where such judge finds 
on subsequent application that the contents were otherwise inter­
cepted in accordance with the provisions of this chapter. Such 
application shall be made as soon as practicable. 

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 217. 

lIistorical 1lote 

ugls!.tdlyo History. For legislative lOGS U.S.Code Congo and Adm.News, p. 
history and purpose of Pull.L. Do-351, see 2112. 

Searches nnd Seizures cS=>3.5. 
Telecommunications e=o·193. 

Library Referenees 

C.J.S. Searches and Seizures § 73 et scq. 
C.oT.S. Tclcgrnphs, Telephones, nadio, 

and TcleyisiolJ §§ 122, 2¢l. 

Notes of Decisions 

1. GeneraUy prohIbIted electronic survelll,mce, Is pro-
DIvulgence nt trial or to other goyern- blblted by this l'hl\lljr.f. U. S. V. Schipani, 

nlcnt Ilgents, of information obtained by D.C.N.Y.10G:3, :!SU lJ'.SuIlP, 43. 

§' 2518. Procedure for interception of wire or oral communi­
cations 

(1) Each application for an order authorizing or approving the 
intcrception of a wire or oral communication shall be made in writ­
ing upon oath or affirmation to a judge of competent jurisdiction 
and shall state the al1plicant's authority to make ·such application. 
l~ach application shall incl ude the following informn. tion: 

(a) the idcontity of the investigative or law enforcement offi~ 
cer making the application, and the offic('r authorizillg the 
application; 

-170-

:1 :? 

-
I 

. \' I t) 

I ~ 

] .. 
q,' 

] 

j~ 

N~ ... ~ 

q~ 
.. ,P 

~~ 

~ 

~i 

I.

" . 

. ' . \ 

,~ 1 

I 

18 § 2518 CRIMES Part J 

t (b) a f~~l dand complete statement of the facts anu circlI!n. 
s ances re Ie upon?y the ~pplic~nt, b? justify his belief th;!~ 
an order should be Issued, mcludmg (I) details as to llie . 
t " ff p.lr. 
lcu~ar 0 ense that has been, is being, or is about to be . 
·tt d C) 1;' I' Cllr., m; t~ 'f ll'l't~ pafl ICU ar.descnption of the nature and locatioll 

~ ? aCl 1 le.s rom whlCh or the place where the commllnil':\. 
tl?n IS to be m~erc:pted, (iii) a padicular description of t h,~ 
t~pe of commulllcatxons sought to be intercepted, (hi) the idL'Ii­
tlty of t~e ~erson, if known, committing the offense and who~I' 
commulllcab~\n~ are to be intercepted; 

• (c).a f~II ~:ind complete statement as to whether or not othc.r 
Investigative procedures have been tried and failed or whv 
they reasonably appear to be unlikely to succeed if tried 0';' 
to be too dangerous; , '.' ' 

. (d? a ~tateme?t of the period of time for which the'iintor. 
~eptIo? IS. req.ulred to be maintained. If the nature of the 
Investigation IS such that the authorization for interception 
should not, au~omatically te:minate when the described type 
o.f commumcatlOn h~s ?een fIrst obtained, a particular descrip­
bon of facts estabhshmg probable cause to believe that addi­
tional communications of the same type will occur thereafter; 

(e) a .rull and. co~plete statement of the facts concerning 
all preVIOUS apphcatlO!lS known to the individual authorizing 
~nd making the application, made to any judge for authoriza­
tion to intercept, or for approval of interceptions of wire or 
o~ai communications involving any. of the same perso~s, facili­
tIes or ?laces specified in the application, and the action taken 
by the Judge on each such application i and 

(f) whei'e t~e application is for the extension of an order, a 
~tatemen~ seUmg fodh the results thus far obtained from the 
InterceptIon, or a reasonable explanation of the failure to ob­
tain such results. 

(~) The judge may require the applicant to furnish additional 
testimony ,pr ~ocumentary ,eVidence in support of the application, 

(3) UPO~l sucl~ application the judge may e'nter an ex parte order, 
as re~uested or as modified, authorizing or approving interception 
o~ WIre or oral communications within the territorial jurisdie­
b?n of the cOUl'~ in which the judge is sitting, if the judge deter­
nllnes on the basls of the facts submitted by the applicant that-

(a) there is probable cause for belief that an individual i!i 
committing, has committed, or is about to commit a particular 
offense ellumerated in section 2516 of this challter; 

~ 
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(b. 119 WillE INTERCEPTION, ETC. 18 § 2518 
(b) there il3 probable cause for belief that particular com­

munications concerning that offense will be obtained through 
such, interception; 

(c) normal investigative procedures have been tried and have 
failed or reasonably appear to be unlikely to succeed if tried 
or to be too dangerous; 

(d) there is probable cause for belief that the facilities from 
which, or the place where, the wire or oral communkations are 
to be intercepted are being used, or are about to be used, in 
connection with the commission of such offense, or are leased 
to, listed in the name of, or commonly used by such person. 

(4) Each order authorizing or approving the interception of any 
wire or oral communication shall specify"'-

(a) the identity of the person, if known, whose communica- , 
tions are to be intercepted; 

(b) the nature and location of the communications faclIities 
as to which, or the place where, authority to intercept is grant-
ed; , 

(~) a particular description of the type of communication 
sought to be intercepted, and a statement of the particular 
offense to which it relates; 

(d) the identity of the agency authori2:ed to intercept the 
<,;ommunications, and of the person authori'z'ing the application; 
and 

(e) the period of time during which such interception is au­
thorized, including a statement as to whether or not the intC.!r­
ception shall lllitomatically terminate when the described com­
munication has been first obtained. 

(5) No order entered undg~ this section may authorize or approve 
the interception of any wire or oral communication for any period 
longer than is necessary to achieve the objective of the authorizu­
ticm, nor in ~ny event longer than thirty days. Extensions of an 
order may be granted, hut only upon application for an extension 
made in accordance with subsection (1) of this section and the 
court making the findings required by subsection (3) of this sec­
tion. The period of extension shall be no longer than the authorizing 
judge deems necessary to achieve the purposes for which it was 
granted :Ilid in no event for longer than thirtY.; days. Every order 
and extension thereof shall contain a provisiori that the authoriza­
tion t\l\ intercept shnllbe execul'etl as soon as practicable, shall be 
conducted in such n W:IY as to minimize the intercept.ion of com­
munications not ot.herwise suhject~o interception under this chap-
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18 § 2518 CRIMES Part 1 

ter, and must terminate upon attainment of the authorized objective 
or in any event in thirty days.. ' 

(6) Whenever an order authorizing interception is entered pur­
suant to this chapter, the order may require reports to be made to 
the judge Who issued the order showing what progress has been 
made towal·d achievement of the authorized objective and the need 
for continued interception. Such reports shall be made 'at such 
intervals as the judge may require. 

• (7) .Not.withstanding any other provision of this chapter, any 
mvestIgatIve or law enforcement officer, specially designated by 
the Attorney General or by the principal prosecuting attorney of 
any State or subdivision thereof acting pursuant to a statute of 
that State, who reasonably determines that-

(n) an emergency situation exists with respect to conspira­
torial activities threatening the national security interest or 
to conspiratorial activities characteristic of organized crime 
that requires a wire or oral communication to be intercepted 
before an order authorizing snch interception can with due 
diligence be obtained, and 

(b) there are grounds upon/which an order could be entered 
under this chapter to authorize such interception, 

may intercept such wire or oral communication if an application for 
an order apprtlving the interception is made in accordance with this 
section within forty-eight llours after the interception has occurred, 
or begins to occur. In the absence of an order,·.such interaeption 
shall immediately terminate when the communication sought i!1 
obtained or when the application for the order is denied whichever 
is earlier. In the '~ent such application for approvai is denied, 
or in any other case where the interception is terminated without 
an order having been issued, the contents of any wire or oral com­
munication intercepted shall be: treated as having been obtained 
ill violation of this chapter, and ::m inventory shall be served us 
prov.ided for in subsection (d) of this section on the person named 
in the application. 

(8) (a) 'I'he contents of any wire or oral communication int<'l'­
cepted by any means authorized by this chupter shall, if possible, be 
recorded on tape or wire or other comparable device. The recording' 
of the contents of any wire or oral communication under this sub­
section shall be done in such way as wiII protect the recording fr'o/ll 
editing or other alterations. Immediately upon the expiration of the 
period of the order, or extensions thereof, such recordings shall 'be 
made nvailnble to the judge issuing' such order and scaled under his 
directions. Custody'o[ the recordings shall be wherever the ju<!j,fC 
orders. 'I'h~y shaH not be desh·oyed excl'pt upon an order of the 

~ 
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CIt. 119 wmE INTERCEPTION, ETC. 18 § 2~18 

·ssuing or denying judge and in any event shall be kept for ten years. 
buplieate recordings may be made for use or disclo?ure pursuant ~o 
the provisions of subsections (1) and (2) of sechon 2517. of thIS 

. ehapter for investigations. The presence of the seal provIded for 
by this subsection, or a satisfactory explanation for the absence 
thereof shall be a prerequisite for the use or disclosure of the con­
tents of any wire or oral communication or evidence derived there­
from under subsection (3) of seetion 2517. 

(b) Applications made and orders granted und~r ~his chapter 
shall be sealed by the judge. Custody of the apphcatIons and or­
ders shall be wherever the judge directs. Such applications and or­
ders shall be disclosed only upon a showing of good cause before a 
judge of competent jurisdiction and shall not be destroyed except 
on order of the issuing or denying judge, and in any event shall be 
kept for ten years. 

(c) Any violation of the provisions of this subsection may be 
punished as contempt of the issuing or denying ~udge. 

(cn Within a reasonable time but not later than niriety days af~er 
the filing of an applicaticn

C 

for an order of approval under sectIon 
2518(7) (b) which is denied or the termination of the period of an 
order or extensions thereof, the issuing or denying judge shal.l cn.use 
to be served on the persons named in the order or the applIcatIon, 
and such other parties to intercepted communications as .the. judge 
may determine in his discretion that is in the interest of JustIce, an 
inventory which shall include notice of-

(1) the fact of the entry of the order or the application; 

(2) the date of the entry and the period ~f authorized, .ap­
proved or dIsapproved interception, or the demal of the apphca­
tion; and 

(3) the fact that during tpe period wire or oral communica-. 
tions were or were not intercepted. 

The judge, upon the filing of a motion, may inbis discretiof.l ~ake 
available to such person or his counsel for inspection such portIons 
of the intercepted communications, applications and orders as the 
judge determines to be in the interest of justi.ce.. <!n. an ex parte 
showing of good cause to a judge of competent JurIsdIctIon the serv­
ing of the inventol"y required by this subsection may be postpon~d. 

(9) The contents of any intercepted wire or ~ral ~omm?nication 
or evidence derived therefrom shall not be receIved 10 eVIdence or 
otherwise disclosed in any trial, hearing, or ether proceeding in a 
Federal or State court unless each party, not less than ten days be­
fore the trial, hearing, or proceeding, has been furnished with a 

, copy of the court order, and accompanying··application, under which 
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the interception was authorized or approved. This ten-day period 
maY.be waived by the judge if he finds that it Was not possible to 
furnIsh the party with the above information ten days before the 
t:iai, hearing, or proceeding and that the party will not be preju­
dIced by the delay in receiving such information. 

(10) (a) Any aggrieved person in any trial, hearing, or proceed­
ing in or before any court, department, officer, agency, regulatory 
body, or other authority of the United States, a State, or a Political 
subdivision thereof, may movl'j to Suppress the contents of any inter­
cepted wire or oral communication, or evidence derived therefrom, 
on the grounds that-

(i) the communication was unlawfully intercepted; 

(ii) the order of authorization or approval under which it 
was intercepted is insufficient on its face; or 

(iii) the interception was not made in conformity with the 
order of authorization or approval. 

Such motion shall be made before the trial, hearing, or proceeding 
unless there was no opportunity to make such motion or the person 
was not aware of the grounds of the motion. If the motion is grant­
ed, the contents of the intercepted wire or oral communication, or 
evidence derived therefrom, shall be treated as having been obtained 
in violation of this chapter. The judge, upon the filing of such mo. 
tion by the aggrieved person, may in his discretion make available 
to the a~grieved person or his counsel for inspection such portions 
of the jntercepted communication or evidence derived therefrom as 
the judge determines to be in the interests of justice. 

(b) In addition to any other rIght to appeal, the United States 
shall have the right to appeal from an order granting a motion to 
suppress made under paragraph (a) of this sllbsection, or the denial 
of an application for an order of approval, if the United States at­
torney shall certify to the judge or other official granting such 
motion or denying such application that the appeal is not taken for 
purposes of delay. Such appeal shall be taken within thirty days 
after the date the order was entered and shall be diligently prose-
cuted. . 

4dded Pub.L. 90-351, Title III, § 802, June 19; 1968, 82 Stat. 218. 

JlJatorieal Note 

MC'IAJath-e RlatorT. J'or legislative 1lI08 ·U.S.Code CODIr. and Adm.News, Po 
hietor7 aud purpose of Pub.L. 00-351. aee 2ll2.. 

'lurches and Sclzurell cS=>3.t1. 
""l~'OIIIl\l1]llllC&ttOD" cS=>-103. 

L.ibral'7 Reference. 
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c..r.S. !l'elcgraphs, !l'clcphoDc9, }tadlo, 
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Ch. 119 WIRE INTERCEPTIONl ETC. 18 § 2519 
Note. of Decisions 

.ccrleyed persons C 
pllWYeI'T and inspection : 
l'n>reqaloUu to lo~uance of warrant 1 
Suppression ot evidence a 

1. Prerequisites to I .. nanee ot 'Inu'rani 
Findings ot fact prerequisite to iS9U­

ance ot investigative warrant under this 
chapter need not be aet forth in warrant 
itself, especially where It appears from 
a!!ldavit or other evidence submitted to 
iuulng judge that lIuch findings as nre 
required thereby would clearly have been 
authQrlzed. Cross v. State, Ga.1069, In 
S.E.2d 607. 

:. Dlseo\'el'T and Inspection 

For purpose of resolvIng Issue whether 
e,.ldence Ilgalnst any defendant grew out 
of his JIIeg-ally overhenrd conversations or 
conversations occurring on his premises, 
aurvelllance records a9 to which any de. 
fendant has standing to object should 'be 
turned o\'er to him without first being 
nbmltted to trial judge tor In camera ex­
amination as to relevancy. .Alderman v. 
U. S., Colo. &. N.J',lOO9, SO S.Ct. !Hll 304 U 
S. 165, 22 L.Ed.2d 176, rehenrlng d~nied 59 
S.Ct. 1177, 304 U.S. 030, 2!! r..Ed.!!d 475. 

Government's representation thnt over. 
heard product ot electronic eavesdropping 
w" 1I0t relevant to Indictment did not af. 
ford defense to de!endnnt's request for 
dl.~covery concernln/; such envesdropplag 
and court would not make determinntiod 
of rele\'ance In in cnmera Inspection U 
S. v. McCarthy, D.C.N.Y.I0US "0" ',' S'upp' 1137. ' • - ... • 

I. Suppression of evidence 

Cilnversatlons overheard as result of 
unauthorized electronic aerveillance are 

tnlldmlsslble in evidence against owner ot 
premises wbether or not he Willi present 
on the premises or party to the overheard 
convcrsaUon. Alderman v. U. S., Colo. & 
N • .T.1969, 89 S.Ct. 901, 304 U.S. 1G5, 22 h 
Ed.2d 176, rehearing denied SO S.Ct. 1177, 
3M U.S. 939, 22 L.Ed.2d 475. 

This chapter renders nny recordings ob. 
talned as result ot wlre·tapplu/; without 
c?mpllanre with federal statuto in:ulmls­
s,ble In evidence irrespective ot constltu. 
tlonnllty of state wlre.tapplng statute 
Cross v. State. Ga.1969, 171.S.E.2d 5Oi. 

Where orders Quthorlzlng tappln/; ot 
telephone lines tnllt!d to comply with reo 
qulrements ot tWa chapter becnuse the;r 
failed to Include provisions that orders 
.hould be executed ns soon as practIcn b Ie. 
failed to state whether interception of 
conversations shOUld automaticni)y termi­
nate when described communication wns 
first obtained, and tI,at senrch should be 
conducted In such way as to minimize in­
terce~tlon ot communications not subject 
to seIzure, lind s110uld terminate on at­
tainment ot authorized objective, record­
Ings were inadmissible. Id. 

4. .4.&:,,;rrlevcd persons 

Under subsec. (10) (a) ot this section 
prohibiting unnuthorized electx:onlc sur. 
veillance nnd provIding thnt an aggrieved 
llerson. may move to suppress tile contents 
ot 11 w,re or ornl communlcntion IIlegnllJ ... 
Intercepted, phrase "nggrieved person;' 
should be construed In accordance with 
existent stand Ing rules. Aldermun \' r 
S .• Colo. & N.J'.1000, SO S.Ct. DOl 304 =c S· 
1M, !!'.! L.Ed.2d 176, rel,earlng de~led SO ·s: 
Ct. 1177, 31).t U.S, 930, 2!!'L.Ed.2d 475, 

Unlawful Wiretapping or envesdrOPPlng, 
whether deliberate or negligent, cnn pro. 
duce nothing usa ble against the defend­
&nt aggrieved by the Invasion. Id. 

§ 2519. Reports concerning intercepted wire or ora) COlll­

munications 
(1) ~Vjthin thirty days after the e:l!:plration of an order 

extensIOn thereof) entered under section 2518 or th d .(~r efach 
order approving an intel'ce tion th' . ' . e :ma 0 an 
report to the Administrativ~ Office eo;s:~~n~n~~e~e~~~~e~ J~:::tsShali 

(a) the fact that an order or extension was applied for: 

(b) the kind of order or extension applied for: 

-176-

-----------

I 
I 
I 

I 

18.§ 2519 CRIMES Pnrt 1 

(c) the fact that the order or extension was granted as ap­
plied for, was modified, or was denied; 

(d) the period of interceptions authorized by the order, and 
the number and duration of any extensions of the order; 

(e) the offense specified in the order or application, or ex­
tension of an order; 

(f) the identity of the applying investigative or law enforce­
ment officer and agency making the applicat.ion and the person 
authorizfni£"the 'appTicatloI'i ;· ... imd· ... '.. . 

(g) the nature of the facilities from which or the place where 
communications were to be intercepted. 

(2) In January of each year thi! Attorney General, an Assistant 
Attorney General specially designat'2_d by the Attorney General, or 
the principal prosecuting attorney of a State, or the principal prose­
cuting attorney for any political subdivision of a State, shall report 
to the Administrative Officc of the United States Courts-

(a) the informati'on required by paragraphs (a) througll (g) 
of subsection (1) of this section with respect to each applica­
tion for an order or extension made during the preceding calen-
dar year; 

(b) a general description .of the interceptions made under 
such order or extension, including (i) the approximate nature 
and frequency of incriminating communications intercepted, 
(ii) the approximate nature and frequency of other communica­
tions intercepted, (iii) the approximate number of persons whose 
communications were intercepted, and (iv) the approximate na­
ture, amount, and cost of the manpower and other resources 
used in the interceptions; 

(c) the number of arrests resulting from interceptions made 
under such order or extension, and the offenses for which ar­
rests were made; 

(d) the number of trials resulting from such interceptions; 

(e) the number of motions to suppress made with respect to 
such interceptions, and the number granted or denied; 

(f) the number of convictions resulting from such intercel)­
tions and the offenses for which. the convictions were obtained 
and a general assessment of the importance of the interceptions; 
and 

(g) the information required by prlragraphs (b) through (f) 
of this subsection with respect to ordcrs or extensions obtained 
in a preceding calendar year. 
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Ch. 119 WillE INTERCEPTION, ETC. . 18 § 2520 

(8) In April of each year the Director of the Administrative Of­
fice of the United States Courts shall transmit to the Congress a 
full and complete report concerning the number of applications for 
orders authorizing or approving the interception of wire or oral com­
munications and the number of orders and extensions granted or 
denied during the preceding calendar year. Such report shall in­
clude a summary and analysis of the data required to be filed with 
the Administrative Office by subsections (1) and (2) of this section. 
The Director of the Administrative Office of the United States 
Cuurts is authorized to issue binding regulations dealing with the 
content and form of the reports required to be filed by subsections 
(1) and (2) of this section. 
Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 222. 

lIistorlcal liote 

Leclslath'o nlsto..,.. I,'or legislative 1968 U.S.Code Cong. and Adm.News, p. 
history and purpose ot Pub.L. 9th351, see 2112. 

Searches and Seizures €=>3.5. 
Telecommunications «S=>493. 

Library References 

C.J'.S. Searches and Sel:mres § 73 et Feq. 
c.J'.S. Telegraphs. Telephones, nadlo 

and T.elevislon §§ 122. 2Si. 

§ 2520. Recovery of civil damages authorized 
Any person whose wire or oral communication is intercepted, dis­

closed, or used in violation of this chapter shall (1) have a civil cause 
of action against any person who intercepts, discloses, or uses, or 
procures any other person to intercept, disclose, or use such com·· 
munications, and (2) be entitled to recover from any such pel'son-

(a) actual damages but not less than liquidated damages 
computed at the rate of $100 a nay for each day of violation 
or $1,000, whichever is higher; 

(b) punitive damages; and 
(c) a reasonable attorney's fee and other litigation costs rea-

sonably incurred. 
A good faith reliance on a court order or on the prO\TISlOns of sel!­
tion 2518(7) of this chapter shaH constitute a complete defens,~ to 
any civil or criminal action brought under this chapter. 
Added Pub.L. 9Q.-351, Title III, § 802, June 19, 1968, 82 Stat. 223. 

m.torlcal liote 

Lecla1ath'o nlstorT. For legislative IIlGS U.s. Code Congo and Adm.News, p. 
Ililtor:y and purpose of Pllb.L. 00-3:l1, Bce 211.2. 
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Library References 

I!Iearches and Seizures «S=>8. c.:r.S. Searches and Seizur~s I ~ § 00 ·160{ 

Netes of Decisions 
Enforcement % 
r ... bablecaus.. 1 

L rrobable C1\~8" 
General rule, under this chapter prohib­

Iting unauthorized electronic sUr\'clllnnce, 
111 that ~a"esd;:oPping nnll wlret:J.pping 
are permItted only with probable cause 
nnd a ~arrant. Alderman 'IT. U. S., Colo. 
.&: N..T.1009. 59 S.Ct. !l61. 3!l4 U.S. 1w, 22 L 
lCd.2d 176. rehearing denied 59 S.Ct. 1177' 
39-l U.S. 939. 22 L.Ed.2d {is. • 
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I. Enforcoment 

... Without experience Showing the co . 
..i117 SUl,reme Court should IIOt n 
that this chapter prohibitln<> ns,"m., 
!zed 1 t " unnutl",r, 

e ee .ronle Bur'l'elllallCtl w',ll ' 11 1 dl L'O e:1\·n· 
er Y srell'arded or wlll not It. r .. itt c ell "rro'<1 

l1"a ns ransgressors. Alderman v U H 
;.,010. ~ :,r.J'.l,?09, 89 S.Ct. !l61, 3lJl U:S. 'l~:': 
__ .!'.l,d._d 1.G, rehearill::;- denied Sl' S Cl 
1111,301 U.S. 939. 22 L.Ed.!!d 4j(;. " 

... _--_. -_.-

.j. 

___ ....o.--___________________ ~. __ . ___ .. ~ __ 
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APPENDIX III 
STATE OF THE ART OF ELECTRONIC SURVEILLANCE 

PURPOSE 

The purpose of this appendix is to describe the state of the art 

of electronic surveillance. Technological advances in the field of 

electronics, especially the development of the transistor and the 

integrated circuit, have made possible a large array of new devices 

and techniques for electronic surveillance in recent years. These 

same advances have also improved the effectiveness of countermeasures 

against electronic surveillance. 

KINDS OF ELECTRONIC SURVEILLANCE 

In general, electronic surveillance can, be divided into two 

classes: audio and non-audio. 

Audio surveillance includes the interception of telephone con-

versations (wiretapping), and eavesdropping on conversations in other­

wise private places b~~ means ~~ electronic devices (bugging). 

Non~audio surveillance includes the interception of 'bulk data '., 

communications links, computer systems, visual sighting systems for 
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low light-level conditions, and electronic vehicle and cargo tracking 

systems. Non-audio surveillance will not be covered in this appendix. 

AUDIO SURVEILLANCE 

The division of audio surveillance into two types, wiretapping 

and bugging! is done to distinguish the kinds of conversations that 

are to be surveilled, i.e., telephoni.:: and non-telephonic. 
In practice, 

there is pn intermixture of techniques and devices used in audio 
surveillance. 

For example, ,radio transmitters used for buggin.g may 

also be used to transmit a tapped telephone conversation to a con­

venient listening or recording post. ' Similarly, telephone wires may 

be used to carry a conversation picked up by a ~idden micropho~e "bug" 

to a remote listening post. 

WIRETAPPING 

The history of wiretapping predates the invention of the tele­

phone. One of its earliest recorded uses Occurred during the U.S. 

Civil War when inteliigence agents of the Opposing armies tapped 

teleg.i:'aph lines to intercept messages ab' out troop 

plans. 
movements and battle 

Telephone wiretapping carne into use soon after the invention of 

the telephone. Its practical value depends on several factors: 
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1. The kind of information contained in the 

telephone conversation; 

2. The. need of the wiretapper t.o gain this information; 

., .... The intelligibility o£ the intercepted conversation; 

4. The security of the wiretap against detection; and 

1/ 

5. The convenience and'\.\cost of establishing and 

maintaining the wiretap. 

It should be noted that the same factors apply to bugging. Because 

this appendix is meant to describe the state of the art of electronic 

surveillance, only the latter three factors will be discussed. 

TELEPHONE SYSTEMS 

Telephone conversations are carried from one telephone instrument 

·to another over pairs of wires which are inter-connected by automatic 

switching equipment located in telephone company substations and 

central exchanges. The telephone system provides all the electrical 

power needed to operate the telephones as well as the various elec­

tronic signals which cause dial tones, ringing, and busy signals. Some 

of these features may be .used ·to advantage in telepho~e surveillance 
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as well as in the detection of wiretaps and bugs. 

WIRETAPS 

When a listening device, such as a set of headphones, loudspeaker, 

or tape recorder, is connected to a pair of wires at some point 

between two telephone instruments, then the conversation can be inter­

cepted. Two methods are.used to connect the listening device to the 

* telephone line. One method uses a wire coil to inductively couple 

the audio signals on the line. to the listening device. The other 

** method uses a. direct wire connection with electronic matching network. 

Properly installed, neither method creates noises on the line or 

fluctuations in loudness that would alert users,of the telephone to . 

the existence of the tap. However, the direct wire equipment is much 

easier to attach and provides a more reliable and usable output signal 

*A magnetic field of varying intensity surrounds a wire through which a va~ying 
electrical current is flowing. The field is intensified or concentrated ~f the 
wire is wound in t~he form of a coil. .If a second coil is placed close to the first, 
a proportional electrical current will flow through the second coil. This process 
is called induction. 

,> , 
**Electrical and electronic circuits exhibit ce;~flin electrical cllaracterist:i.'Cs which 

Ilcan be measured. When two circuits are connect~d together, they s,fould be as nearly 
1~ alike as possible for maximum efficien~. The term impeden~e m~tching is u~ed to 

describe the process of adding electron~c components to a c~rcu~t to match "Its 
impedence to another. Impedend'e is th~ resist;:ance to the flow of alternat~ng current 
and results from,the combined ~~fect .of resistance, inductance and capacita~ce. .~ 
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than the induction coil method. Electronic tests'" of the telephone 

line by the telephone company are usually able to det~rmi1ire if foreign 

instrurnznts are connected to the line. Similar checks by private ir 
I 

countermeasu~e experts, without the cQoperation of the telephone 

1 . company, are less~ successful. 
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HARDWIRE TAPS THROUGH THE CENTRAL EXCHANGE 

Under Title III, 6f the Omnibus Crime Control and Safe Streets Act 

of 1968, /,certain government agencies may obtain court authorization to 

conduct wiretapping. In, such circumstances, the telephone company 

makes the hardwire connection to the specified telephone line and 

provides a leased wire to the agency's listening post. If the equip­

ment in the listening post is isolated electronically from the line in 

a proper manner f t~e tap cannot be detected. This is the preferred 

method of wiretapping because of its rel~ability, superior performance, 

good audio quality, and security from detection. 

"'A number ofl,tests may be made. A basic one is to measure the voltage on the line. 
When not in use the line will measure 48 vol ts. When the handset is lifted oft­
hook, the voltage will drop to between 6 and 12 volts. Another indication is 
current flow. When the telephone is in use, a current of 60 to 100 milliamperes 
",rill flow through the instrument. Devices such as infinity transmitters function 
as though the telephone is in use, thus their pres?nce can be determined with 

, '.' . ,f) 

simple instruments such as vol t-ohm meter. A sophisticated ,system called domain 
reflectometry send pulses of energy down telephon~ wires; these pulses are reflected 
from electrical junctions along the wire back to the source. ;~ wiretap will 
appear as a new junction. 'A good history of the system installation must be known 
and the test must be performed by skilled personnel to be. effective. 
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Other hardwire taps c:an be made at any point betw~en the tele-

phone instrument and the ttl h neares e ep one eXChange. These. taps may be 

. made on the premises of the telephone user, at b a near y utility pole 

terminal box, or, in the case of apartment and ff' b 'I ' o J.ce UJ. dJ.ngs, in 

wire closets or terminal rooms. Because it may be inconvenient to 

establish a listening post at the 1 t' f 
I' oca J.on 0 the tap, means must be 

provided to carry the intercepted telephone conversation to a remote 
location. This may be done by wJ.'re d' or ra J.O transmission. 

WIRE TRANSMISSION OF TELEPHONE TAPS 

A sep~rate telephone line may be leased from the telephone company 

to carry the ~apped conversation to a remote , location. However, this 

would be less possible if the tap was not sanctioned by the court 
order. A device called a telephone slave can be used which permits a 

convenient wire connection to a tapped telephone line. In use,' two 

wires from the slave arec, connect~d to a pair of wires from the phone 

to be tapped. Two other' f wJ.res . rom the slave are connected to a 

second telephone line pair with a known number. When the number of 

this second telephone is dialed from any' other t 1 . ,e ephone, the slave 

device automatically ~onnectslthe two lines so that the 'caller can 

hear conversations on either line. Th 1 e save device, while providing 

a convenient, way to transmit a tapped conversa, t"J.' on to a remote location, 
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tends to be unreliable and 'sometimes will cause the wiretapper's line 

to be held in the open position causing a busy signal the next time an 

attempt is made to activate the slave unit. 

RADIO TRANSMISSION OF TELEPHONE TAPS 

The more usual way of carrying the tapped conversation to a 

remote location is with a radio transmitter. The transmitter may be 

connected to the telephone line inside the telep~one instrument, 

between the instrument and a terminal box, or at a convenient terminal 

box. A popular radio tap t~n~mitter, the telephone drop-in mouth-
, LI 
piece, is simply placed in '1:;;le telephone handset after removal of the 

original mouthpiece unit. Its utility is 'limited by the fact that it 

can be readily detected by visual inspection. 

Because most radio tap transmitters ~se conventional FM modu-

. * latl.on, they are easily detected by field strength meters ** and 

*Radio frequencies range between one thousand oscillations per s~cond (one kilohertz 
formerly kilocycle) and 100 billion oscillations per second ,(100 gigahertz). 
Commercial FM radio frequencies range between 88 millidn oscillations per second 

, (88 megahertz) and 108 milliOn 'Oscill a, t:i,ons per second (108 megahertz). Radio 
transmitters send out electrical energy at a singlfJ set" frequency. Audio signals 
which range from about 50 hertz to about 10 thousand hertz may be transmitted by 
using them to modulate the radio carrier frequency. ,In FM modulation the frequency 
of the carrier is va.ried slightly above and below its standard frequency to conform 
with the variations in the audio signal. 

----An electro,nic radio field detection device that detects the presence of radio- , 
frequency (r-f) energy. 

( ( 
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. * countermeasure recel.vers, especially ,when they are located on the 

premises being tapped. To avoid such 'detection, and because of the 
, 

nature of the devices and the limitation of their power sources, radio 

tap transmitters send signals over very s~ort distances, usually no 

more than a few city blocks. A common' practice is to connect the 

radio tap receiver to a "voice-actuated tape recorder ** located in the 

locked trunk of a car parked on the street clo'se to the transmitter. 

This permits the signal to be received and recorded without the 

necessity of the eavesdropper being present. 

An, important accessory sometimes used in connection with wiretaps 

permi¢.~~.>:the eavesdropper to record the phone numbers that are dialed 
· ..... .so, 

on the target telephone.. These de~;ices are known as, dial impulse 

recorders (or pen registers) for the older dial system, and touch tone 

decoders for the new push button telephones. These moderately priced 

($1,000-$2,000) instruments automatically count the dial impulses or 

decode the touch tones and provide the user with a direct read-out of 

the number'being called. 

*Radio receivers which; unlike a standard rad.io receiver, have high sensit,ivity and 
selectivity over the ,large radio spectrum, are capable of different demodulation 
techniques, exhibit frequency stability and capability to acquire weak signals and 
demonstrate rejection of unwanted signals in adjacent frequency ranges. 

**When an audio signal is received at the input terminals of a voice-actuated tape 
'recorder, a switch activates the recorder. Thus, the tape supply and battery power 
are used only when a signal is beil'lg received. 

o 
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BUGGING 

Audio surveillance of conversations in private places has been 

going on at least since mankind moved from caves to thatched huts. 

. Thus the name "eavesdropping." The advent of the microphone o~ "bug" 

has permitted the eavesdroppe'r greater flexibility and the security of 

not having to stand under the eaves of a house next to an open window .. 

The earliest and simplest form of bugging consists of a concealed 

microphone connected by wire to a listening device. While still used 

at the present time, the simple bug has" been supplemented by more 

sophisticated devices. Some of these devices re~y on a portion of the 

telephone system, others use radio transmitters or light beams to 

carry their signals. 

WIRE BUGS 

Bugs connected by wire to l.istening posts, while the earlie$t 

form of bugging, have benefited from recent techno~ogical advances. 

'Prog'ress in miniaturization has allowed better congealment of micro-

, ~t)' 't 'd" 'I it ""ell 'as Increases 1n senS1 1V1 y a1 1n concea m<tn as /: .• , Ii 
/.. - . phones. 

. ::J" 

improve the intelligibility of the monitored conversation. 

Wire bugging systems have advantages over other methods including 

durability, security, limitless operating life and low cost. 
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The usual wire bug will, have one or more miniature microphones 

concealed in a target room and connected to a remote amplifier and 

listening device by fine, easily concealed wire or conquctive paint. 

* ** Specialized microphones such as spike and crystal contact types can 

IJ .be used to pick up room conversations on or through a wall or partition. 

~1 
Ordinary permanent magnet speakers found in most radio, television 

sets and stereo systems can be used as eavesdropping microphones. 

i U While intended to produce sound from electrical energy, permanent 

U 
11 \:;, .. 
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II 
11 

ti 
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magne~ speakers can also do the reverse since they are structurally 

similar to dynamic microphones.*** They may be connected to a listen-

ing post by wire or radio without impairing their function as speakers. 

SHOTGUN AND PARABOLIC MICROPHONES 

Shbtg~~ and parabolic microphones can be used to retrieve normal 

conversat£ons from distances as great as 300 feet under ideal conditions. 

Both are directional devices which tend to exclude all sounds other 

than those coming from the direction in which they are pointed. 

*A contact type microphone with a long needle-like 
through walls. 

\ 
extensi~ 

~ 
used'for listening 

**A crystal miDrophone depends for its operation on the generation of an electrical 
charge by" the deformation of a crystal by sound waves. A contact microphone is 
'designed to be attached direc'tly to the surface to be monitored, when the surface 
vibrates as a resul t of sound waves which hi tit. 

***The movement of a small coil of wire near a permanent magnet will generate a small 
electrical current in the coil. If the coil is attached to a, thin diaphram, sound 
waves which strike the diaphram will generate a current which is R~oportional to the 
sound. This is a dynamic or magnetic microphont\" ",\, 
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A shotgun microphone uses an arrangement of various length tubes 

to achieve its directional capability. The 'parabolic microphone uses 

a parabolic reflector of from one and a half to four feet in diameter 

to concentrate the received audio energy. Both devices have limited 

use because they are difficult to disguise and because of background 

inter.ference from wind and ambient noises. Because of their limita-

tions they are most useful at night in an open field or park where the 

target conversation is taking place in an extremely quiet environment. 

TELEPHONE BUGS 

I) 

The most widely publicized bug that uses the telephone system is 

the infinity transmitter or harmonica bug. Inexpensive versions of 

the infinity transm~tter are marketed as burglar detectors and elec-

tronic baby sitters. o 0 \\ • 0 

This device is not a transm1tter 1n the sense of 

a ra,dio transmitter, but rather a tone contr.oll~~~ switch connected 

between a microphone concealed in a room and the telephone system. In 

operation, the eavesdropper dials the target telephone and, before it 

rings, sounds a predetermined note on, a tone producing device. If 

sounded in time, the tone will switch on the room. microphone an~ its 

associated amplifier while preventing the telephone from ringing. The 

name infinity transmitter derives from the claim by an early manu-

facturer that the devicelcan,be operated from an infinite distance, 

that is, from the most distant telephone able to call the target 

telephone. The name harmonica bug r~sults from the early use of a 
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harmonica to sound the selected tone. 

Widespread publicity about the 0 

1nfinity transmitter has created a 
\\popular belief that itO c' ," 
t 1S more useful for eavesdropping than the facts 
~ ld 0 0 

·wou 1nd1cate. There are a number of dOf 0 

1 f1culties encountered in 
using the device: 

1. 

2. 

Not all telephone systems are 0 compat1ble with 
a particular device., I n some systems the audio 

connection between two teLephones is not 
, ~' " \ . completed 

at the same t.ime as the riri~ing' signal,. In such a 

situatio.n the telephone': will ring and must be 

an~wered before the tone switch can be triggered, 

thus impairing the security of the device. 

During the period when the devic, e .;,s ':n' ... ... operation, 
the ,telephone system's ' 0 Sens1ng equipment indicates , 
that the line is busy so all incoming calls will 

receive the normal busy signal. This may raise 

questions that will alert the tar,get person that 

something is wrong with the line. . 
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5. 

6. 

A voltage ~hange on the line caused by 

activation of the infinity transmitter can easily 

. be detected by a" technicIan ~ 

Audio sensing equipm~nt attached to the line 

qan detect the same signal being received by the 

eavesdropper. 

A variable tone may be inserted on the line to 

trigger a suspected infinity transmitter. If one 

exists, its presence can be detected by the 

methods described 'above. ·To defend against this 
" 

countermeasure, some newer, more expensive devices 

require multiple tones or time-spaced tones ,to 

trigger the device. However, multiple tone sweeping 

devices are being perfected in response to this \.) 

development. 

The eavesdroppe~ must activate the device repeatedly, 

increasing the possibility of detection, because 

there is no way of know~ng when valuable or interesting 

conversation is taking place. 
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LISTEN BACKS AND KEEP ALIVES 

Like the infinity transmitter, .these devices permit the use of the 

telephone sY~,~em, to eavesdrop on room conversations,. -Because they are 

.not tone"activated and do not use sepa~ate microphones and amplifiers, 
" 

"listen backs" and "keep alives~ are smaller, less expensive, and less 

likely to be detected by visual inspectlion than is the infinity trans­

mitter. 

These devices consist of simple, electrical modifications to the 

hookswitch* of the target telephone instrument which operate by keeping 

the line open and the telephone mouthpiece active after a call from the 

eavesdropperis telephone is completed and ,the target telephone headset 

1/ "The switch in a telephone instrument actuated by the·hook or plunger on which the 
handset rests when not in use. ., 

.is returned to its cradle. Until the eavesdropper hangs up his tele­

phone, ,', conversation close to the target instrument can be overheard. 

However, Q by design, the carbon microphone ** in the mouthpiece of the 

telephone performs poorly in picking up sounds more than a few inches 

from the front of the mouthpiece. "Listen backs" and "keep alives" 

suffer from many of the same disadvantages as the infinity t!ansmitters 

E "The original microphone invented by Al."xander GrabaJl" Bell in 1876 is dUrable 
reliab~e, rugged, and re~istant to changes in hundd1ty and temperature. In' 

I operahon, an electrical current is passed througll carbon granules in the micro-
. .phone behind a thin diaphram. As sound pressure;"varies the compression on the 

'carbon granules, their electrical resistance varies proportionally. 

I 0 
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, 1 t ' t 11 In addition, the presence 6f such a and are more aiff,~cu t 0 ~ns a" • 

device can be easily determined by following the same procedure as that 

used by the eavesdropper to activate the 'device. 

ON-LINE MICROPHONES 

os·e • • • M t t. lephone ;nstallat;ons conta;n unused pairs of wires which 

d ' s;gnal An on-line can be used by an eavesdropper to carry an au ~o • . • 

microphone is a bug and associated amplifier which is connected to an 

unused telephone w~re pa~r. ~ , , It ca"nnot ~e dialed or used from a remote 

telephone to eaves r0p. ~ d Its ma;n advantage is that it relieves the 

eavesdropper of the need to install a separate line or use a radio 

transmi tter wi thin' the target premises. Its disadvantage is that the 

audio signal can be detected on the line during debugging operations. 

TELEPHONE MODIFICATION OR COMPROMISE 

This eavesdropping technique, like the "keep alive", uses th"e 

mouthpiece of the target telephone to pick up~room conversations by a 

modification of the hookswitch, at the same time allowing the telephone 

to be used normally. In operation, the signals are picked up as in a 

usual telep one ape • h t Wh;le the modifications to the hookswitch are 

, I . I d 1'nexpens1've, a h1'gh degree of technical skill is relatJ.ve y s1mp e an " 

th It t1' n or disruption of the normal elec­required to prevent ,.e a era 0 

trical status of the te1ephoneline when it is not in use, so as tq 
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prevent detection by the teleph1iine company. In addition, multiple line 
' ,I 

. instruments with rotary line sel'ection switching, '" as found in many 

offices~ pr~~ents the selection of a single line pair from outside the 

office, thus thwarting the purpose of tne eavesdropp~r. ,'Telephone 

compromising of this kind is most likely with single·line instruments, 
. , or within a building or office system in the: case of. multiple line 

systems. 

RADIO BUGS 

The fictional secret agent's bug in the olive of a martini is a 

technical reality. Recent advances in miniaturization for computer, 

hearing aid, and aerospace applications· have made possible extremely 

small devices. Further miniaturization is limited by battery tech­

nology. 

Radio bugs, regardless of their size, consist of a microphone, v 

amplifier and modulation circuitry, antenna, and power supply. The 

size 6f a radio bug generally determines the distance its signal can be l,\ 

,transmitted, the period of time·it can be in operation, and, inversely, 

its price. The decision as to what kind of bug will be used depends 

upon sucp factors as the degree of concealment necessary, the range of 

"'Automatic selection of a telephone line not in use, where several lines enter an 
office system. If ~ tap is placed OIl line one and it is in use, inCOming calls 
routed to line two could not be monitored by the wiretapper. 
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S ·fgn'al to be received, and the availability transmission needed for the • 

of funds. An additional consideration is the ease with which the 

sig~al from the bug can be detected in a"debugging swe~p. Radio bugs 

ma¥,be classified accord~ng to s~ze, me o 0 ans of concealment, k,ind of 

modulation used, frequency range used, and cost. 

MINIATURE RADIO BUGS 

0 1' b1" to law enforcement agencies The smalles,t bug generally aya~ a '(e 

in this country is about the size of a~ aspirin tablet. 

battery and microphone and costs about $2,000. 

It includes 

1 bug, about the size of three cubes of sugar, A somewhat arger I) 

$50 and transmits up to 350 feet. However, bugs of this costs ·less "than 
,. 

kind have poor reliability and lack frequency stability. 

;.) 

characteristics, including Most radio bugs with good performance 

, i: f 0 range of one quarter to one half mile, frequency stability, ef ect~ve 

60 hours, tend to be from one to three and operating periods of 48 to 

b t $500 Future advance"s in elec-cubic inches in vol~e and cost aou • 
, " 

tronic technology including r~duction in the size of cr"ystal f~equency. 

. tier frequency witpin narrow limits. rtAbility of a transmit~er to mainta~n ~ se ca~r , 
Poor stability results in poor recept~on qual~ty. 
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control devices and battery" size reduction may make possible smaller 

high performance bugs at moderate cost. 

RAD.IO BUG APPLICATIONS 

The smallest bugs are useful for quick installation. They are 

called drop-in or quick plant transmitters. "Because of their small 

size they must be retrieved regularly for battery replacement. 

Agent or bO,gy transmitters designed to be carried by an individual 

are generally larger, more powerful and 'better constructed than drop-in 

bugs~ They are usually about the size of a cigarette package, includ­

ing b~tteries, and usually have crystal contr9Iled frequencies for good 

stability. 

Small radio bugs are often supplied"in concealment packages 

consisting of normal household or office fixtures. A common type is 

made to look like an electric socket or cube tap. Because such a 
,' .. 

device is able to use standard electrical power fo! its operation it is" " 
o # 

'able to be permanently installed. Such d~vices normally transmit a 

rtThe carri(j!r wave of a transmitter is generated by an oscillator which is designed 
to cause ali' electrical curiient to vary at a set frequency. Simple oscillators 
use tuned circuits which most easily pass currents at, or close to, the set frequtiJncy. 
The values of the comPonents mr;lking up the tuned circuit will vary with changing (, " 
atmosph'eric conditions and with time, thus allowing the carrier frequency to change. 
A crystal oscillator will generate a current with a frequency maintained within a 
very narrow range. It ts little affected by heat," moistpre ox age. 
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signal over a distance of 700 to 1,200 feet and 'cost less than $500. 

MODULATION TECHNIQUES 
II 

Most radio bugs use normal frequency modulation (FM) techniques. 

Some of the least expensive devices, sold as wireless microphones, use 

'. * either FM or amplitude modulation (AM).· More sophisticated methods 

are used in a few, more expensive bugs" for added security. 

l 
An attractive, non-standard method is .sub~carrier modulation. In 

this method the audio signal picked up by the m,;crophone is first 

modulated onto a very low frequency (VLF) ** signal. ,T~is combined 
[I 
,', 

signal is then used to modulate a high frequency signal for trans~ 

mission. The resulting si:gnal is not able to be demodulated by a 

conventional radio receiver because of its complexity. In most cir~um­

stances no signal at\,£::tll wlltl/ be observed because the VLF sub-carrier 

frequency is far above the audible range. To gain added security, the 

eavesdropper may select a main carrier frequency that i1the same as a 

commercial broadcast station. Now a standard receiver WO\ld play back 
o .' ~~~jf 

the commercial broadcast without affecting t;.he sub-carrier signal. 

This techniique adds security "to the bug. 

*The amplitude or size of current variations in a radio carrier are changed to conform 
with an audio signal. AM is used for standard radio broadcasting. . 

*The radio spectrum band from 10 kilohertz to .100 kilohertz. 
the standard radio broadcast band. 

It is found just below 
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AI-' special class of modulation is involved in a bugging device 

called a passive reflector. The bug consists of a small metallic 

capsule, about three-quarters of an inch· in diameter with a wire 

antenna about nine inches long (more or less, depending on the fre-

quency of the system). One end of th l' • e capsu e ~s a very thin metallic 

diaphragm which vibrates in sympathy with room sounds. There are no 

batteries or other power sources needed. A'h' h . ~g powered radio trans-

mitter, located outside the target,pre~ises, beams its signal at the 

reflective diaphragm. The radio signal is. modulated by the room audio 

present on the vibrating diaphragm. Th d 1 t d . e mo u a e s~gnal is radiated 

by the short antenna to a radio receiv~r for recovery of .the audio. In 

1952 a device of this kind was discovered ~mbedded ;n ... ... a carving of the 

Great Se,al of the 'United States, a gift of the Soviet Union government 

,hanging. in the office of the 'American Ambassador in Moscow. The 

Russians operated their device in the frequency range between our 

commercial VHF and UHF television channels. 

FREQUENCY RANGE. 

1\ 
(I 

Inexpensive devices ?uch as wireless microphone$ or wireless 'baby 

monitors, which can be used as radio bU'gs, use the standard AM or FM 

* broadcast bands. As .'~ consequence ,they are easily detected while in 

*The standard AM band is from 540 kilohertz to 1,600 kilohertz • 
is from 88 megahertz to 108 megahertz. 
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operation. .In general, professional radio b~gs are designed to operate 

at other frequencies to avoid the possibility of accidental discovery 

when a standard radio receiver is used in the vicinity of the bug. 

Most often they are operated in the very high (VHF) or ultra high (UHF) 

* -frequency range. 

A valuable method for increasing security of radio bugs that use 

the standard broadcast bands' is "snuggling."- This method can be used 

regardless of power, method of modulation, or frequency selected, 

although it is most effective in the FM broadcast band. A frequency is 

selected for the bug that is very close to that of a nearby powerful 

radio station. Because stan~ard FM receivers usually operate with 

automatic frequency control circuits (AFC)** they.automatically select 

the stronger of two very c,lose signals, thus preventing accidental 

discovery. The eavesdropper must use a receiver modified to permit the 

weaker signal from the bug to be received,. The same is true for the 

debugger. 

*The VHF band is from 30 megahertz to 300 megahertz. The UHF,I band is from 300 
megahertz to three gigahertz. From on~ gigahertz to 10 gigahertz radio frequencies 
are called microwaves. 

.. 
**Some FM,receivers used in component stereo systems have an AFt defeat switch for 

fine tuning purposes. However,,, many of these receivers will not have the selectiv­
ity necessary to hear a weak.transmitter snuggled close to a powerful signal. 
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One type of bug uses the very low frequency (VLF) range which is 

found below the commercial AM broadcast band'. These devices, called 

carrier'current transmitters, modulate an FM signal at very low fre-

quency along electric power lines or telephone lines. Very little 

radio energy is radiated into space t h a suc low frequencies, but such 

signals move readily along any w;re path. • The technique is used in 

many wirele§:s intercom devices sold ,to homeowners and hobbyists and in 

a few type of bugs. An import t d an a vantage is that ,they cannot be 

detected by radio receivers in most situations. Instead, a VLF receiver 

I must be connected to the power line with I appropriate filters to exclude 
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the electrical power from the receiver. One disadvantage is limited 

range, since the carrier current sig,nal' bl k d ~s oc e by the transformers 

used on power networks. Sometimes ·the power company will install by-

passes on the transformers for its own car,r;er ~ current signaling and 

switching purposes. 

\\" 

OPTICAL DIRECTIONAL SYSTEMS 

A new development in. eavesdropping technology uses directional 

beams of light energy. 
(,:, 

Small solid, state devices called light emitting 
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diodes * (LED) are available which produce invisible infrared or visible 

light. An LED 1 d ' . t~ . h , coup e WJ. u;.a mJ.c~op one, power supply, and modulator, 

can be used to transmit a signal to a sensitive optical receiver some 

distance away for retrieval of the audio signal. Properly installed, 

detection of such a device would be extremely difficult, except by 

physical inspection. 

Another optical device has received wide publici.ty as a sinister 
J ** 

new advance in eavesdropping. .This is the coherent J~aser beam which 

can be used to detect minute vibrations of a glass window pane caused 

by nearby room conversation. The vibrations cause det.ectable shifts in 

the laser beam's wave length. The beam reflects off the window pane to 

a receiving site where the wave shifts are demodulated to recover the 

room audio. There are two difficulties with the laser beam/window 

reflection technique. Because the necessary equipment costs from 

$10;000 to $50,000 it is not cost effective. More significant i~ the 

fact that window panes are c;::aused to vibrate by all sounds present in 

the environment including traffic 'and construction noi~es. They are 

also made to vibrate by the wind and by building'vibratio~ due to 

*LED devices are commonly used in displaY$ of numbers in pocket calculators and 
electronic wrist watches. The intensity of t;he light e~i tted would be varied in ,',C 

modulation. ' 

" 
1I'*,.ll tight, coherent beam of visible or invisible light that can be transmtJtted over 

great distances with a low 'degree of degradation due to beam spreading, as in a 
non-coherent light beam. 
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J machinery, air conditioners·,. fans, running wa.t,.,er, and plumbing. M 

tl) of these vibrations are of much greater amPl.;t'ude any 
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~ than those caused by 
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room conversat~ons. The retrieval of small audio vibrations from this 

maze of sign~ls is neither reliable nor practical. 

AUDIO SECURITY COUNTERMEASURES 

Individual audio security countermeasures or. methods for debugging 

were d' d b \\ . ' J.scusse a ove J.n connection with several devices. It should be 

understood that effective debugging requires highly trained technicians 
/ 

equipped with instruments.t~osting several.tens of thousands of dollars 

and cOI\ppmE?s considerable time. Even then, no countermeasures expert 

can give assurance that no.taps or bugs exist. While it is trUe that 

some devices can be detected with simple procedures and inexpensive 

equipment, proper installation of sophisticated taps and bugs makes 

debugging an imperfect art'. 
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