If you have issues viewing or accessing this file contact us at NCJRS.gov.

i s e
B e O

B I T g R STy i g R T T @ oy o e :'_‘_f o > ‘m Loy « ‘: " o g

National Criminai Jushce Reference Service

This mlcroflche was produced from documents received for
inclusion in the NCJRS data base. Since NCJRS cannot exercise
control over the physical condition of the documents submitted,
the individual frame quality will vary. The resolution chart on
this frame may be used to evaluate the document quality.

s gl e, et e e e

e . N

10 &l iz
= = I l!"l— T
e fiz "= ’ ;
=" g
|
22 s e
\ MICROCOPY RESOLUTION TEST CHART ;
%} v NATIONAL BQREAU OF STANDARDS-1963-A a
Mlcrofllmmg procedures used to create this fiche comply with
Y
! the standards set forth in 41CFR 101-11.504.
Points of view or opinions stated in this document are i .
those of the author(s) and do not represent the official '
position or policies of the U. S. Department of Justice. ‘ T
,ﬁ: R ) ) | QD . ‘
National Institute of Justice s
United States Department of Justice .
Washington, D.C. 20531 :
\¥ . 5 \ : ' E
zi %o ! - 0 :
1 . ’ f”t? g By S SURE




S

Justice.

PREFACE Td SECOND PRINTING

After the first printing of this report,

the 1978 Hawaii Legislature passed a statute
authorizing'court—orderedywiretapping. The
statuté enacted was nearly identical to the
model statute contained in Appendix I and
described in Chapter IV of this report. The
- few changes made by the Legiélature are dis-

cussed in Addendum to Chapter VI.
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CHAPTER I
INTRODUCTION TO ELECTRONIC EAVESDROPPING

Wiretapping has long been used by law enforéement officials as an
investigative tool. it is not an ordinary tool,‘in that there
are certain potential dangers that accompany any bépefits derived from
its use. The difficulty in deciding whether to adopt a wiretapping
statute is that, in spite-.of manymyears of controversy, the precise
kiiid and degree of the potential dangers and benefits of wiretapping
have not been clearly established.

« .

On one side‘gf the issue are those whose primary concern is the
protection of civil liberties, in particular the right of privacy.
Jﬁstice Holmes called wiretapping a "dirty business," because of the o
peculiar "peeping tom" nature of electronic eavesdropping. It is
possible for investigators to learn the most intimate and'sacréd

details of people's lives} and such knowledge carries with it an’

immeasurable power to cause feelings of shame, degradation and insecurity.

. Though the right of privacy is pot expressly mentioned in the Bill of
Rights, it is accepted éé a natural derivati&e of the constitutional

.rights thatbaré.clearly stated. The abhorrence that civil libeftariané

- feel toward wiretapping has been enhanced by recentiyfdocumented cases

of illegal and abusive use.

15‘
8

.against wiretapping and:for and against particular provisions of a ; i

— o s B B

Then there are the law enforcement officials and others who .are
primarily concerned about the threat posed by crime, especially
organized crime. Just as the need for effective investigation of

murder and other major crimes is said to justify the invasion of

privacy inherent %n physical searches, it is claimed that wiretapping
\ .

A\
_ is indispensable in certain investigations, and that its benefits

i override, on certain occasions, the individual's right to be free from

being. overheard in private conversations. If wiretapping succeeds in
undermining organized crime, or in preventing serious criméé, it is
argued that society ought to have this tool at its disposal.

The Hawaii Commission ‘on Crime held a public hearing on wiretapping ?
on November 22, 1977, aﬁ the State Capitol. Sixteen persons testified.
In éddiﬁion, written testimony was submitted by seven persons. The
witnesses included represenﬁatives of law enfoircement ahd prosecution,
State ahd federél, Oahu and Neighbor Islands; the academic community
at‘the Uniﬁersity of Hawaii; the Legal Aid and Public ﬁefender Offices;
the Hawail Legislature; labor; the‘telephone company; the Attorney ' :
General; the State Judiciary; and the American Civil Liberties Union.

At the public hgaring there was vigorous discussionAboéh for and ;

state wiretap statute. (The transcript of the public hearing is

available at the Crime Commission office.)

The Commission held a decision-making meeting on December 15,

b L
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. 1977, and decided to recommend the adoption of a state wiretapping

statute by the.LegiSlature. The Commission further decided on the
provisions of a model statute designed to allow court-ordered wiretapping
while protecting privacy to the fullest extent possible. The model
statute was formally adopted by the Commission on January 16 1978

(A descrlptlon of that statute is included as Chapter VI of this

report. The text of the statute is in Appendix I.)

(
The purpose of this report is to providghinformation that may be
helpful in determining the desirability of a state wiretapping law
and,.if it is desirable, to offer for the Legislature's consideration
a model statute that incorporates provisions.that have won a.measure

of support from both civil libertarians and law enforcement officials.

The report will briefly examine the existing laws in Hawaii which
prohibit court-ordered wiretapping; descrlbe the state of the art of
w1retapp1ng, discuss the constitutional limitations on wiretapping;
describe the Federal wiretap statute, which has served as a model for

most state wiretap statutes; examine state statutes which differ from

-and provide alternatives to the Federal model; attempt to assess the

effectiveness of wiretapping as a tool to fight crime; and, finally,

-present and discuss the proviSions of a model statute.
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DEFINTTIONS

L)

- It should be noted that “wrretapping“ is technically the intercep-
tion of telephone or other wire communications by a third party using
eleotronic or mechanical devices. But in this report wiretapping will.
also include "bugging;" Bugging is the'ihterception of conversations
other than telephone or wire communlcatlons by use of a dev1ce which
transmits or records what 'is said. The term electronlc surveillance"
generally means the use of electronic_devices to gather information
about what is happening and specifically includes w1retapp1ng and.

bugglng.

In this report; wiretapping will be-used generally to mean the
interceptionhof both wire and private spoken conversations by electronic
or mechanical devices. Wiretapping, including bugging, authorized by

a court order is usually referred to as ﬁcourt—ordered.wiretapping."

In order to distinguish between wiretapping by court order and wire-

tapping with the consent of a party(s) to the conversation, the latter

will be referred to as "consensual wiretapping."

CURRENT LAW

Hawaii law generally prohibits w1retapp1ng, 1nclud1ng bugging, by
1
both prlvate persons and State law enforcement off1c1als. However,

wiretapping with the consent of one party to the~conversation is
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allowed except that bugging reqﬁires the consent of all persons

“entitled to privacy in the place to be bugged. 1In addition, persons

~

may listen to telephone conversations. using their own extensicn phones

or party lines.

Wiretépping, éxcept when autﬂorized by law or in the execution of
a public duty, is considered "Violation of Privacy," a misdemeanor
punishable by a.maximum sentence of one year in jail and a $l;000
fine. Preéent Hawaii law does not allow state law enforcement officials
to apély for a court order auth@rizing‘wirgtapping. Bills inch would
have.allowed Hawaii state law enforcement officials to apply fér
court-ordered wiretaps were inﬁfoduced in the.Hawaii Legislature
during the 1975, 1976, and 1977 sessions. These biils like most other

state statutes were modeled after.the Federal wiretap statute.

.. Federal law allows court-ordered wiretappiné by Federal law
enforcement officials, such as .the FBI. ‘Federal law glso allows
wiretapping and bugging wiéh the consent of a party to the cgnversatiOn.
The Federal law‘also authorizes states to enact state laws allowing

court-ordered wifetapping.

Twenty-four states currently have statutes which allow court-
ordered wiretapping. - Most state statutes are moaeled‘after the Federal

statute, but some protect privacy.more'than the Federal statute.

FOOTNOTE

CHAPTER T - INTRODUCTION TO ELECTRONIC EAVESDROPPING

;© 'Hawaii Revised Statutes, §711-1111 (1976).

S B o

5 R A R e L




v

¥ ¥

T}

TS e 5w L L - S X gy s, sy

CHAPTER 11
CONSTITUTIONAL LIMITATIONS ON WIRETAPPING

Wiretapping and wiretapping statutes are limited by.both the

United States and Hawaii Constitutions. However, wiretapping was not

. always thought to be regulated by the U. g. Constitution.

[y

I. HISTORY OF THE CONSTITUTIONAL CONTROLS ON WIRETAPPINGl

The interception of spoken conversations by a person not a party
te the conversation is as ©ld as history itself. The common law of
England, on which American law is based, recognized eavesdropping as a

Public nuisance. The use of electronic or mechanical devices to

There was no uniform\feaction to the practice at that‘time,\although
some states did prohibit the practice. cCalifornia enacted a statute

in 1862fprohibiting wiretapping of telegraph lines.

With the rapid growth of the telephone system,,howeéer, the
problem could not be ignored., The New York State Legislature founa‘in
1916 that the local police had been-tapping telephohe“lines, althoﬁgh
the practice was pProhibited by State law. quing World war 1T, Federal

laws were passed prohibitihg wiretapping in order to insure the

pretection of government secrets, However,.these laws wereriimited-to
the duration of the war and ehortly thereafter wiretapping was again
allowed. Daring\the 1920's and early l9§0"s, the Federal Bureau of

. N

Prohibition found the‘practice of wiretapping useful in apprehending

bootleggers.

The Supreme Court first considered the legality of wiretapping in

the case of Olmstead v. United States in 1928, 2 The Court decided

that the United States Constitution's Fourth Amendment ban against

unreasonable searches and seizures was not violated by wiretapping.3

‘The reasoning of the Court was that there was no physical invasion of

a home or office by wiretapping and that there was no seizure of

. tangible items. The Court also concluded that the Fifth Amendment

ban against compulsory self-incrimination was not violated because ho

person was being "compelled" or forced to be a witness against himself.®

The Supreme Court decided in 1942 'in Goldman v, United States
that bugging, like wiretapping, did not violate the Fourth Amendment

Prohibition against unreasonable searches ahd seizures.® The

reasoning behind this decision was the same as that in Olmstead. The

bugging did not involve a physical trespass into Goldman's office and

<

there was no seizure of tangible items from the office.”’

U

In 1934, Congress pPassed Section 605 of the Commﬁnications Act of

1934 prohibiting the interception and divulgence of wire communica- .

S
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tions. Thus, althoudgh the Constitution aliowed wiretapping,la Federal
statute prohibited it. Three years later £he Supremé Court ruled

that evidencé from a wiretap that violated Section 605 of the Federal
Communications Act of 1934 could not be used as evidence at a Fedgral

criminal trial.8 In 1939, the Court also ruled that evidence dis-

covered as a result of information gaiped by illegal wiretapping could

not be’ used.’ The Department of Justice, however, interpreted Section

605 to mean that Federal agents could not both intercept and divulge

in court the contents of wire communications. It continued to wiretap

for strategic information until 1940, when the Attorney Gengeral
' -

adopted a policy prohibiting wiretapping. During World War II,

however, President Roosevelt did use wiretapping extensively to check

the activities of foreign agents..

Also, consensual exceptions to Section 605 of the Federal Com-

munications Act were recognized. In On Lee v. United States, the

Court found that a government informant could transmit conversations
through a device hidden.on his body because the defendant, by volun-
tarily conversing with the informant, consented to the interception of

the conversation®by that informant.lo

o

In 1963, the Supreme Court clearly stated éh%t verbal evidence as

well as tangible items are p%otecté&)from unireasonable search and

sélzure.l Finally in 1967, two Supreme Court cases f£inally changed

the law of wiretapping and elegtronic eavesdropping, deciding that

prbiioiigcchuttiin
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wiretapping was a search and seizure that must not be unreasonable.

';In Katz v. United States, the Court abandoned the concept of trespas~

-

sory invasion and moved toward.an invasion of privacy concept.lz In
the Katz case, FBI agentsbhad attached a bug to the exterior of a
phone booth used by the defendant.3 The Court did not rely on the
theory of tgespasséry invasion, bﬁt instead declared that the Fourth
Amendment proteéts a person'ﬁ ﬁeasonable expectation of privacy
whethef or not'a~physical.tf§§?ass is involved.l? The Court held that
wiretapping was a search and ééizure and that a court order was

required before it was reasonable. 1%

In Béfger v. New York, the Supreme Court found that a New York

statute authorizing court-ordered‘wiretapping was consti;utionally
deficient in not providing Fourth Amendment safeguards.l6 Amoné the
absent safeguards were a failure to require facts‘rather than con-
clusions tépsupport tﬁéﬂissuance of a Wiretap order; a particular

description of the conversations to be seized and of the crime that

had been or was being committed; an explanation of why no prior notice
i .

of the seérch was given to those persons whose privacy had been invaded;

and other limitations on the officers executing the order.17 Finally

the constitutionality of consensual wiretapping and bugging was

clearly established in United States v. White, decided in 1971.18
The Katz and Berger'decisioné made clear that wiretapping was a
search and seizure subject to Fourth Amendment controls and formed the

basis for theﬂpreSent constitutional law of wiretapping.
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ITI. THE LAW OF SEARCH AND SEiZURE

5 Both the United States and Hawaii Coﬁstiﬁutions prohibit un;

i} reasonable searches and seizures by government officials and  require
warrants to be issued only upon probable cause estab;ished'by sworn

facts.* In addition, both the United States and Hawaii Constitutions

prohibit unreasonable invasions of an individual's right of privacy.19
Hawaii's Constitution expressl& includes the right of privacy while

the Federal Constitution does not do s0.2?% ghe right of privacy is

gm implied in the Federal Constitution.?1 Nevertheless, the Federal and
the Hawaii rights of privacy are probably.the same and each pfobably'
is identical to the prohibition against unreasonable searches and

. * &
Selzures for our purposes.

*Fourth Amendment, U. S. Constitution (1791) provides:

effects, against unreasonable searches and seizures, shall not be violated, and
- No warrants shall issue, but upon probable cause, supported by oath or affirma-

tion, and barticularly describing the blace to be searched, and the persons or

g: The right of the beople to be secure in their persons, houses, bapers, and
E: things to be seized.

gf Article I, Section 5, Hawaii Constitution (1968) provides:

The right of the people to be secure in their bersons, houses, papers, and
“effects against unreasonable searches, seizures, and invasions of privacy shall
not be violated; and no warrants shall issue but upon provable cause, supported
by ocath or affirmation, and particularly describing the place to be searched
and the persons or things to be seized or the communications s@ught to be

E: intercepted.

**State v. Pokini, 45 Haw. 295, 309 (1961). It should be noted, however, that the
gj Hawaii Supreme Court could interpret Article I, Section 5, of the Hawaii Consti-

tution to protect privacy even more than the Fourth Amendment to the U. S. Consti-
tution does;
(1967).

State v. Cotton, 55 Haw. 361 (1973); State v. Texeira, 50 Haw. 138
It is doubtful that Hawaii's Constitution could be interpreted to prohibit

1. —11~

i,
4
3
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'reasonably expects to be private.22

A search occurs when officials look in a place that a person
A seizure occurs when government

Y

officials take possession of a person or-'property including intangible

property?3

Wiretapping is now considered a type of search ana
seizure, since private conversatiqns are searched for incriminating
statements and then seized for use by law enforcement officials.??
Thﬁs, wiretappiﬂg must not be unreasonable and must generally meet the

. X : 25
warrant requirements for legal searches and seizures.

THE WARRANT REQUIREMENT

Generally, a search warrant or court ordér approving a‘search
and seigure m?st be obtained before any search or seizurg is reasonable.?®
However, there are exceptions to the requirement of a search
warrant in certain emergency situations where there is danger to
persons or the probability of evidence being destroyed or lost and
no'time exists to obtain a warrant before the search.?7 Some of
the exceptioné.to the warrant requirement are searches incident to
arrest, searches of a vehicle for contraband,’stop and frisk, and
seé%éhes while in hot pursuit of an offender.?? Searches with the
coﬁéen% of a person entitled to privacy in the place to be searched

is also an exception to the warrant requirement and to other

* (cont'd) wir%tapping since the language of Article I, Section 5 contemplates the

interception “of communications-pursuant to a warrant particularly describing
the communications.

. =12~
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- official believes there is probable cause.

requirements of reasonableness.” The right to be free from unreasonable

searches and seizures, like any other constitutional right, may be
a.2?

Y

knowingly and voluntarily waive Thus, if a person consents to a

search, the search is no longer subject to the requireménts of the

Fourth Amendment.

PROBABLE CAUSE

A court can only issue a warrant after determining that there is
(1) probéble cause to believe a crime has been or is‘being committed
and (2) probable cause to believe that the pléce'to be searched con-
tains particular evidence of that crime.30“Stated simply, probable
cause is facts which justify a reasonable belief that a crime is being
committed and that evidence may be obtained by tpe'search;?f‘ It is
more than just a suspicion or hunch but lessyfhan convincing evidence
of guilt.jz The government official requesting the wafrant must show
the court, by way of affidavit, facts and circumstances which support
probable cause as to the crime and existence of ﬁhe‘evidence to be.
seized.?? ‘The affidavit must set out the facts supporting pfbmable ‘.

cause, not just a conclusion that probable cause exists or that the
34 |

“#*Ringel, Searches and Seizures, Arrests and Confessions §167.01, p. 202 (1972).
Consent searches are not subject to the requirements of the Fourth Amendment to
the U. 5. Constitution or Article I, Section 5, of the Hawaii Constitution. Con-
sent searches are not required to satisfy any of the requirements for other
searches and seizures. . '

i
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PARTICULAR DESCRIPTION

;:The search.warrantnmust describe particulhrly the person or place
//

to %e searched and the things to be seized.%5 Almost any place or any

person can be searched as long as there is probable cause to believe

that evidence of a crime will be found in the place to be searched.

If the search is of a pléce, then the persons'who may be there are not
required to be described with particularity in order to search the
place except to the extent necessary to describg the place. For
example, a description of the owner or occupant of an apartment to be
searched may be necessary to accurately describe the apartment. If
the search is of a person,.Ehen the person must be particuiarly
described.%6 A description of a person as John Doe is no£ suffi-

ciently particular, although the person's name, if unknown, is not ' f

necessary as long as the person is particularly described. 3’

The warrant must also particularly describe the things Eo be -
seized.?® A seizure may be made of any fruits, instrumentalities, or

evidence of crime, or contraband, that are particularly described in

Ckiri S i a8 p e

the warrant.?? Cconversations and recordings of conversations can also i

be seized when they are fruits, instrumentalities or evidence of" o

40

crime. Also, what a law officer observes or hears during a search

can be seized and is considered evidence which is the product of a

search and seizure;4l

~14- co o !
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The scope of the Search,and seizure and; thus,4the extent of the
invasion of privacy is limited and contrplled by the particular
description of the person or place to be searched and the items to be

a.42

seize A search cannot be conducted of places other than those

described in the warrant. Also, the extent of the search rs limited

by the nature of the items to be seized.?? For example, if the
‘warrant describes a rifle, then a search of jewelry boxes or other
places too small to conceal a rifle would prebably be considered

*

outside the legal scope of the search. Only the things particularly
described in a search warn%nt may be seized, with the exception of
contraband and other evidence of crime reasonably related to the

search which can be seized when they are found in the course of an

otherwise;legal search. 4’
NOTICE

All other aspects of the search itself must also be reascnable.46

.Generally, notice of a search is required before the search, unless-

there are exceptional circumstances why notice cannot be given.47
For example, prior notice of a search for narcotics might result in
destruction of’ the evidence which is sought by the search. Prior
notlce probably would not be requlred in this s1tuat10n.48 In the
case of exceptlonal circumstances, notlce of the search must be given

within a reasonable time after the search.49'°0ftentimes the notice is

given immediately prior to the entry and search.?’?

~15-
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. the search- is conducted.

conduct the search

given to the person to whom the items belong, upon request.ég

PROMPT EXECUTION

The search itself must be conducted within a reasonable time

51

after the warrant is issued. This is intended to make sure that the

probable cause that .justifies the search is still present at the time

32 Federal law reéquires execution of the

. . 53
search warrant within 10 days.

Alrhough the Constitution does not
expressly state that a warrant must be executed. within 10 days, the

Constitution requires that searches be reasonable. The.Federal rule
allo%ing~10 days is evidence of what Congress thinks is a reasonable

time.

DURATION

I
The duration as well as the scope of the search.must be reason-

able.”? The search may be no longer than reasonably necessary to

Usually, this means the search must termlnate

when the things described.in the warrant are found. This requlrem

|
I

7
/

ment also limits the extent of the invasion of privacy. e ¥

RETURN ON THE SEARCH ‘ ' ¢

Generally, the search warrant and an inventory of items seized

57

must be returned to a judge. The inventory is also required to be -

W N
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However, failure to do either of these requirements does not neces-
sarlly make the search illegal. 9 The 1nVenthy serves as notice to
the person(s) whose premises were searched of the fact of the search

and seizure and of the thlngs seized.

EFFECT OF ILLEGAL SEARCHES

If a search and seizure is unreasonable and thus in violation of
the Constitution, several -possible remedies exist. If the judge
determines at the time of application’ for-a search warrant thet the

application is insufficient, he must deny the application.

- THE EXCLUSIONARY RULE

If the search has already occurred, generally the evidence can be

invaded may sue for damages.®? ©he Constitution prohibits the use of
evidence obtained as a result‘of an unreesqpahle search at a criminal
trial of the person whose privacy was invaded.6 This is called the
exclusionary rule. The Fourth Amendment does not ekpressly state that
evidence obtained in an unreasonable search must be excluded from a
criminal”trial However, the Unlted States supreme Court has deter-~
mined that exclusion of such’ ev1dence is required by the Fourth

LY

Amendment to deter law enforcement officers from activity in violation

~17-

of the Constitution.®? ghe exclu51on is not automatic but is accom-
plished through a motion to suppress the evidence in a criminal trial,
which must be made by the defendant or his attorney. 63 If the judge
then determines (1) that the search was unreasonable, (2) that the
defendant's right to prlvacy was invaded by the search, and (3) that
the evidence sought to be admltted was obtalned as a result of the
search, the evidence must be excluded 64 The evidence excluded
includes both the actual, things seized in the unreasonable search,
including what the offlcers saw and heard during the search and any
ev1dence discovered not only in the search itself but as a result of

the evidence obtained in the search. 65

CIVIL SUIT

The Constitution also allows a civil suit for dsmages bywthe
person whose privacy was invaded against the law officers who con-
ducted the search.®® This right also is not expressed in the Fourth
Amendment but is allowed by judicial decisions interpreting the

Constltutlon to deter police conduct in violation of the Constitution.®’

~ This 01v1l suit 1is 51m11ar to and generally governed by rules for

other civil suits for damages.68

III. WIRETAPPING

Although wiretapping is usually a search because of its very

[\og
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nature, it must interfere with a person's reasonable expectation of

, ~ L. 69
privacy before it is considered a search:

The interception of
telephone conversations almost always interferes with a person's
reasonable expectation of privacy.* However, bugging may or may not

invade an expectation of privacy. For example, if the bugging is-

conducted in a crowded park where conversations could be overheard

without the aid of any device, there probably is no reasonable expecta-

tion of privacy and, thus, no search.

&)

Since wiretapping is considered a search and seizure, it must be
reasonable and, generally, must comply with the rules for all other
searches and seizures.’?- However, because-wiretapping is‘different
from other types of searches and seizures in that law officers use
electronic devices to search énd seize conversations over a period of
time, there are problems in applying all the requirements of search

and seizure to wiretapping.

THE WARRANT REQUIREMENT

s : . , 71
Wiretapping requires a court order much like a search warrant.

As in other searches and seizures, the purpose of the warrant require-

*Thus, the Federal Wiretapping Statute prohibits all unaut@orizgd inte;cgptlon
of wire (telephone) communications but prohibits unauthorized 1ntercept10n
of oral communication only when it is intended to be priyvate. See 18 U.S.C.
§§2510(1) and (2) and 2511 (1970).

-]10~

ment is to establish judicial control of decisions of law officers to

conduct searches and of the limits of the search.’? As with other

~

searches and seizures, there may be exceptions to the warrant require-

ment. However, all of the exceptions applicable to ordinary searches

and seizures may not apply to wiretapping.73 Wiretapping may probably

be done without a prior court order in an emergency situation where

there is no time to obtain a warrant before evidence is lost or

destroyed.74 Probable cause and the other elements of reasonableness

' *
would still be required. There are few court decisions setting the

permissible parameters for emergency wiretapping. However, several

courts have generally held that Federal and similar state statutes

containing a provision allowing emergency wiretaps to be constitu-

. &
tional.zs : .

CONSENSUAL WIRETAPPING

In addition neither a wiretap order nor probable cause is neces-

sary for wiretapping with the consent of a party wiretapped.76 This
‘latter exception is similar to the consent exception for other

searches and seizures. 1In other searches and ‘seizures, consent may be

given by any person entitled to possé@sion and control of the thing (s)

to be searched.’’ The consent of all persons who have a right to

possession or control of the thing(s) searched is not necessary.78

Ky

IS SN S

*See, e.g., Carolle v. U.s., 267 U.s. 132, 136 (1925).
of an automobile for contra
no probable cause. :

- A warrantless search
band was found unreasonable because there was
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Thus, in consensual wiretaps,‘only thg consent of one party to the

: . . s 79
conversation is required.

The reason for the consent eXception is that a person takes the

risk that others who share premises or conversations and thus have
A "V
i

- knowledge of the contents of the premises or conversations may di'g-

close the contents to others.80

Thus, it is reasoned, a person has no
expectation of privacy in shared premises or shared convepsation
beyond the probability that the person sharing the knowleége will
choose not to disclose it. This rationale equates disclosure by the

trusted person with a search and seizure on the premises or of the

conversation by a third party.

The Constitution probablyvallows wiretapping, without a court

order with tﬁe consent of any party to the chversation.gl Generally,

- other exceptieons to the warrant requiremgnt recognized for general

séarches and seizures do not apply to wiretapping.82

Y
J

PROBABLE CAUSE

Like a search warrant, a wiretap order can only be issued uéon
probable cause (l’ thatha partiéular crime haé been, or is being ‘
committed and (2) that incriminating statements concerning the parti-
cular crime will bé made over-the lines be;ng tapped or in the place

being bugged.83 Again, as with search“warrants,othe probable cause

-21-
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must be established in the application by way of sworn facts as.
opposed to conclusions of the aEplicant.84 The application and order

must also describe the specific offense invqlved.85

PARTICULAR DESCRIPTION

As with search warrants, a wiretap application and order must

describe particularly the place or persons to be searched and the

. things to be seized.®® 1t is unclear whether wiretapping is a search

Y
of a person or of a place. Wiretapping, .including bugging, is

probably considered a search of a place since‘thg search is focused on
a place, is stationery, and is not limited to particular persons.*
Thus, . the féciliFigs or the place to bé wiretapped must be described
accurately. It ig unclear whether the Conséitution requires the
person to be interceptéd to be described, beyond any description

necessarj to particularly describe the facilities or place to be

wiretapped or other conversations to be seized. For example, a

description of the person leasing the telephone or apartment to be
wiretapped may be necessary to particularly describe the place to be
searched. Also, a description of the person may be nécessary to

establish probable cause that a crime is being committed. Howevér,

*Berger v. New York appears to treat'Wiretapping as a search ©f a place.
See 388 U.S. at 56. However, the New York statute provided for the
naming of pbersons to be intercepted, so that the court did not reach
the question of whether it is a search of a person or place. See

388 v.S. at 59. o

-22-
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whether or not a person is particularly described, conversations of

persons other than the person(s) described can be intercepted. 87

Y

As with search warrants, phe purpose of requiring particular -
descriptions of the persons or Place to be wiretapped is to limit the
scope of the search and, thus, limit the extent of the invasion of
privacy.88 Requiring only avdescription of the room to be bugged ang
the telephone to be wiwvetapped has been criticized.sinceiit does not

limit the scope of the search very much. 89 Conversations of anyone in

&huﬁbugged Toom or using the Wiretapped telephone‘a#e intercepted. 1In

th

otaer searches a law enforcement official cannot reiain in a house for
long periods ¢# time and indiscriminately'observe O search everyone
who enters the house. In addition, allowing the search of any prerson's

conversations may establish gquilt by association. Anyone communicafing

the things to be seized, 90 ‘In the'ca§e of wiretapping, the things to
. be seized are conversations tgat have not yet occurred. A wiretapping
order is required to pafticularly describe the type of conversations
to be seized, since it is impossible to acéurately describe future
cpnversations.gl This requirement of particularity ﬁay limit the
Scope of the search and seizure more effectively thanlfhe:requirement

of‘a description of the Place or facilities to pe wiretapped.92

-23-

MINIMIZATION

In other searches, the search must be limited to places where the
items to be seized could be hidden.93 1n wiretapping, only conver-

sations in which the type of communications described in the order are

-likely to oocﬁr may be searched and seized.?? for example,

enforcement officers listening to and recording conversations on a
crime figure's phone should cease monitoring and recording when the
babysitter calls her boyfriend. This is called-minimizatipn and is
intended to minimize the invasion of privacy resulting from wire-
tapping.95‘ Minimization has been criticized becguse it is difficult

to determine in advance what conversations-are likely to result in
incriminating statements related to thé described offense.%6 For
exémple, a crime figure's call to his wife, mistress, or mother may or

may not-result in a discussion of criminal activities.

Generally, the seizure of incriminating conversations other

L
ey

- than the type described in the application and court order should be

allowed as long as the conversation appeared at the time the intexr-
\\\ , y
ception iéwoccprring to be likely to contain statements of the type

described in the application and order,?’ ' é

NOTICE

As with other searches, prior notice of the search, or- circum-

~24-
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‘ . . 98
stances why prior notice cannot be given, is.required for wiretapping.

Some courts feel that the failure or the danger of investigative
methods other than wiretapping is considered exigent circumstances why

99  The nature of wiretapping.is such -

prior notice cannot be given.
that exigent circumstances. why prior notice may not be diven are

probably preSentAin e&ery case. TIn the same way that prior notice may
result in the destruction of evidence in searches for drugs[ incrimina-

ting statements will almost certainly not occur if prior notice of a

wiretap is given.

As in other searches,. notice must be given within a reasonable
time after the search if it cannot be given before.loo In the case of
wiretapping, most courts feel that 90 days after the termination of the

wiretap is a reasonable time.10Z

PROMPT EXECUTION AND DURATION

Like other searches, a wiretap order must be promptly executed or
begun, and the duration of the search must not be unreasonable.l??
Unlike other searches, wiretap; are of a continuing nature lasting
over a period of time. éince the duration of the search in wire-

. tapping contiﬁués,over a period of time, there is a problem of ensur-
A

ing the existence of probable cause throughout the duration of the
search}03 In other searches this problem is solved by prompt execu-

tion. 1In wiretapping the problem must be solved by limiting the

25

duration of the search and requiring proof of probable cause before-

the wiretap can continue further.l04

.~

The U. S. Supreme Court has decided that 60 days is an unreason-

able duration and that wiretaps, like other searches, cannot continue

after the things to be seized have been found and seized.105 Thus,
wiretabs like other searches must automatically terminate when the
type of conversatién described in the order has béen seized:uw Just
as it is difficult to accurately describe in advance the conversations
to be seized, it is difficult to geterminé'whether a particular con-
versation seized is the type of conversation described in the order
which is the ultimate object of the search. The conversation inter-
éepted may be incriminating and may be of the type described but may
not be the convincing proof of guilt which is sought by the wiretaplk
,Thus, the requirement of automatic termination is both difficult to

Ve

Aapply and to enforce.

RETURN ON THE WIRETAP

Finally, the wiretap order, like other searches, must be returned
to a judge‘whovhas control ove? the‘wiretap;107 Usually, a return
includes an inventory listing the things seized in the search.l%® a1lso
a copy‘of the inventory and search warraht is usually given toc the

person whose place is searched or whose things are seized within a

reasonable time after the searchfog It is not clear whether the

e P SR by ot




Constitution reguires this in the case of wiretapping, although this
may be considered necessary to make wiretapping a reasonable invasion
of privacy. Additionally, all other aspects of a wiretap must be

reasonable.llo

THE EXCLUSIONARY RULE AND CIVIL SUIT ‘ LN

Like other unreasonable searches and seizures, evidence obtained
as a result of an unreasonable wiretap is excluded from a criminal
prosecution and a civil suit may be brought for damages suffered as a

result of the wiretap.ll!

IV. - CONSTITUTIONAL LIMITATIONS AND THE FEDERAL WIRETAP STATUTE

The Federal wiretap statute generally incorporates the require-

ments of the U. S. Constitution concerning the use of wiretaps.

Although the United States .Supreme Court has not examined the constitu-

courts have upheld its cons‘titutionality.ll2

V. CONCLUSION

Although all the constitutional limits on wiretapping have not

yet been decided, it is clear that wirétapping must geénerally meet

-27-

tionality of all the provisions of the Federal statute, numerous other

g s R ok WA

the reasonableness requirements for other types of searches and seizures.

In particular, wiretép orders can onl§ be issued upon probable cause
that a partiqular crime is being or.has been committed and that
incriminatiﬁg statements concerning that crime‘will be intercepted
through the facilities or at tﬁe place to be wiretapped.  In addition
the existence of the probable cause must be established by sworn
faéts{ Both applications and orders ﬁust describe particularly the
specific offense involved, the facilities‘or the place to be wire-
tapped, and the tybe of gommunicationé to be interéepted: The order

must be promptly executed. The reasons for not giving prior notice of

the wiretap should be stated. The duration of the wiretap must not be
unreasonable. The wiretap must automatically terminate wheﬁ the
conversations described have been seized. There must also be judicial

control of the execution of the wiretap and a return to a judge.

~-28-
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CHAPTER 111

THE FEDERAL WIRETAP STATUTE

I. INTRODUCTION

There has been a Federal statute that allows count-ordered
wiretapping by Federal lgw enforcement officials since 1968. This
law, which is often referred to as Title IIi of the Omnibus Crime
Control and Safe Streets Act of 1968,1 was written to accomplish two
primary purposes. The law is intended, firet, to provide a means of
combatting organized crime? and, second, to protect the privacy of
spoken communications.3 The Federal- law accomplishes these somewhat
inconsistent purposes by defining the circumstances under which the
interception by electronic or mechanical devices of, private sooken
communications can be auéhorized, and prohibiting other‘unautnorized
interceptions of spoken communications.? Generally, Title III allows
the interception of conversations by Federal law enforcement officers’
pursuant to a court order which sets forth sﬁrict«limits on the
operation and‘use of the wiretap.5 Theulaw‘prohibits all other
mechanicalyor electronic interéeption of such conversations, without
the consent of a party to the convg;eation.s he Federal law also

establishes minimum standards for state authorization of court-ordered

X . _35_
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intercepted.lo

II. SCOPE

PRIVATE SPOKEN COMMUNICATIONS

Title III ‘applies to and prohibits all interceptions by devices

Nyad + + : 3 :
. of "wire or oral communications" with certain specified exceptions.

Title III was intended to be "comprehensive," and covers beth intra-

state and interstate wire coﬂﬁunications. In pa551ng the law, Congress

noted that in this country these communications .are "1nextrlcably

n 9
1nterwoven. Title III also governs non-wire oral'communlcatlons

made with a reasonable expectation that it is not subject to being

The subjective intent of the person making the state-
ment or utterance and the place where the communication is uttered,
among other circumstances, may be considered in determining whether an
lexpectation of privacy is justified. Thus, Title III éenerally

prohibits, with some exceptions, the 1nterceptlon by any dev1ce (other

than the ear) of private spoken communlcatlon.

Title III provides exceptions for and, thus, allows consensual
interceptions;\interceptions by;use of extension phones or party
lines, interception by telephone, telegraph and other communlcatlons
companles and agencies 1nclud1ng the Pederal Communlcatlons Comm1551on,

and interceptions pursuant to court order by Federal or state law.

-36-
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CONSENSUAL WIRETAPPING
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Title III allows any person to intercept conversations if he is a
party to the conversation or has the consent of one of the parties to

the communication. This type of interception is often called "con-

- sensual" interception. A private person may&qonduct such an intercep-

4

tion, as long as his purpose is not "crimina%*or tortious."ll The
consensual exception is based upon the idea that the law should only
protect a person's reasonable expectation of privacy. A berson
communicating with another person takes the risk that the other person
will disclose the contents of the conversatioh. ‘Since this is so, it
is no different if the other person allows‘someone else to listen,
record or transmit the cbnversation to a third party. Thus, consensual
interception does not interfere with a person's reasonable expectation.

of privacy. This reasoning has been criticized since having your

conversaticn recorded or having an uninvited stranger as an unknown

Jparty to your conversation may be considered different than the risk

that a friend may later tell in his own words what he remembers of

your conversation with him. L=
3

BUSINESS MNECESSITY WIRETAPPING

Telephone and other communications companies may conduct random
monitoring of conversations in order to maintain mechanical and

. . 12 . '
service quality control. Finally, an employee of the Federal

-
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authorize the application.lg

OFFENSES

~

Court-ordered wiretapping can be used to investigate only those

criminal offenses specified in the statute. The offenstes were chosen

because they were thought to be characteristic of the activities of

16

organized crime. These crimes include, among others, murder,

kidnapping, riots, robbery, extortion, bribery, transmission of

wagering information, obstruction of justice, interference with

commerce by threats or violence, racketeering enterprises, counter-

feiting, bankruptcy fraud, dealing in narcotics, and extortionate
credit transactions. Any conspiracy to commit any offense listed in

the Federai.statute is also included.l7

WHO MAY APPLY

Any Federal official who can investigate or prosecute the crimes

the

1i§ted in the statute may apply for a wiretap order;lg However,

Attorney General, or a designated Assistant Attorney General, must "’

In practice, a number of law enforcement
officials mus£ concur before an.application for an interception can

be made to a Federal judge. Usually applications are initiated by a
Federal law enforcement officef such as an FBI agent in conjunction

with a U. s. Attorney. Once the decision is made to apply for a

' e .
wiretap order, the approval of the heads of both the local U. §.

Attorney's Office and the 1ocgl FBI office is sought. Then the
. : ‘ - A )
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application is sent to Washington, D. C. with supporting documents for
approval by the FBI office and finally forwarded to the Attorney

General of the United States. Ultimately, the wiretapping application

would need to receive authorization by the U. S. Attorney.General or

by his "specially designated" Assistant %ttorney General. Then the

application would be made to a Federal judge for a wiretap order. The
legislative history of this section indicates its purpose:

This provision centralizes in a publicly )
respon51b1e official subject toe the political i
process. the formulation of law enforcement

policy on the use of electronic surveillance

technigues. Centralization will avoid the

possibility that divergent practices will

develop. Should abuses occur, the lines of
responsibility lead to an identifiable person.

This provision in itself should go a long way

toward guaranteeing that no abuses will

happen.20

WHO MAY ISSUE ORDERS

Under Title III, the application for interception of a wire or

oral communication must be made to a U. S. District Court or a U. s.

Court of Appeals judge.21 According to the legislative history,

neutral and detached judicial review will ensure that a proper and

. . 22
fair decision:will be made.

WIRETAP ORDERS

The Federal wiretap law sets out very specific requirements for
! ‘ g
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" Katz v. Unlted States.

both wiretap applications and orders. The application for a

wiretap order must be in writing and upon oath, usually by affidavit
containing the facts supporting.the application, and must state the

applicant's authority to apply. 1In addition, the application must -’

state the Jdentlty of the law officers, involved; sworn facts support-

1ng the application 1nclud1ng details of the particular offense

committed, being committed, or about to be committed a partlcular

description of the nature-'and location of facilities or place of
1nterceptlon, a particular description of the type of communications

to be intercepted; the identity of the person committing the offense

and Jbeing intercepted; and whether other 1nvest1gat1ve procedures have

been tried and failed or why they appear unllkely to succeed or are

too dangerous. The application must also give the facts regarding

Previous applications involving the "same persons,- facilities or

Places"; the period of time for which the interception is to be

maintained; and, if the order is not to terminate upon . the 1ntercep-

tion of the 1ncr1m1nat1ng statement, the facts establishing probable

cause to believe thdt addltlonal 1ncr1m1nat1ng statements will be

23

made. The legislative history states that these requirements reflect

the constitutional requlrements for court- ordered w1retapp1ng

establtshed by the U. S. Supreme Court in Berger v. New York and

\

Applications for extensions of wiretaps must
also state the results of the wiretap or an explanatlon of the failure
to obtain results in addltlon to satlsfylng the requirements for an

orlglnal application, set out above.25
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The Federal law'also specifies wﬁat the authorizing judge must
determine before he can issue a wirétap order. - The issuing judge must
determine that there is probable cause to beliéve that an offense
included in the wiretap statuté is being, has been, or is, about to be
committed by an individual. Tﬁe judge must also determine that there
is' probable cause to believe that par£icular communications concerniné
the offense wili be obtained through the wiretap and that normal
investigative procédures,haVe failed, appear unlikély to‘succeed, or
are too dangerous. The judge must also determine that there is
probable cause to believe the facilities or the place where the
interception will be made are being used or are about to be used in
thé commission of the offense, or are leased to, listed in the name
of, or used by the person named in the application and order.26
According to the legislative history, these requirements are intended
to reflect the constitutional standards enunciated in Berger v.

7
New York.2

- Title III also specifies the required contents of a wiretap

order. The order must specify the identity of the person, if known,

~whose communications are to be intercepted, the nature and location of

the facilities or place of interception, the type of communication to
be intercepted, the particular offense involved, the agency authorized
to intercept, the person authorizing the applicatiOn; and the maximum

duration of the interception including whether the iﬁterception

automatically terminates when the described communication is obtainedlza

—-42-
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DURATION

Title III allows interception pursuant'tdfan order for up to 30

29
days. However, the wiretap should automatically terminate when the

incriminating communications described in the application and order

. are 1ntercepted, unless the order provides for continued interception

Title III allows extensions of up té 30 days each. There is no statu-
tory limit on the number,of extensions which may be granted, but a
period of extension must also terminate automatically wheﬁ the specified
conversaﬁions are intercepted, unless the order provides for continued
interception. Orders granting extensions are governéd by the séme

requirements set forth for the original wiretap order. 3

EMERGENCY WIRETAPS

The Federal law allows émergency wiretaps without prior court
‘order. A wiretap may be initiated in an emergency éituation”as long
as an application for a.wiretép order is made within 48 hours. A law
enforcement officer, designated by the U. S. Attorney General, can
initiate an,emgrgenéy interception only when an organized crime

conspiracy or threat to national security exists. Applications and

orders for emergency -wiretaps must satisfy the same requirements as

. 31 . ’
for regular w1ret§ps. Accord;ng to the legislative history of the 1

emergency wiretap provision, such a provision is necessary because it é

is often found that organized crime figures will call a meeting and

~43- | | -
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choose a meeting place simultaneously. To require a court order prior

to initiation of the wiretap would be tantamount to failing to authorize

the surveillance.3?

EXECUTION

Title III also requires that the order specify that the wiretap

. must be executed as soon as practicable and in a way which minimizes

the interception of communications not described in the application

and order.33

Minimization is usually accomplished by not intercepting
conversations that are unlikely to contain incriminating statements.

Thus, if a babysitter at the house where the interception is being

conducted calls her boyfriend, the call probably should not be monitored.

In practice, it has proven difficult to minimize interception of non-
incriminating private conversations. Because the contents of con-
versations cannot be predictea in advance, the overhearing of partial
or complete conversations which are not‘autﬁorized occur in almost
every wiretap. In determining whether law enforcement officers have
minimized the interception of irrelevant conversations, courts have
generally resorted to a test of reasonableness based on the circum-

stances known to the officers at the time of interception. Thus, even

if intercepted'conVersations later prove to be pertinent, they may not

be used to obtain evidence or as evidence in a criminal trial if at

the time they were intercepted the circumstances did not warrant such

. . 34 e aa . s ~ . .
interception. Minimization is intended to prevent violations of the

-44-
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Constitution's Fourth Amendment prohibition against general searches.

“

An order authorizing an interception may also require periodic

reports to the issuing judge showing the progress being made on the

35

interception. Title III also .sets out safeguards to insure that

. accurate records are kept of intercepted communications. The law

requires that the communicétion be recorded if possible. Immediately
upon the termination of an interception, the recordings must be given
to the issuing judge and sealed along with the applicatioh(s) and

ordér(s). Applications, orders, and recordings may 'be destroyed after

10 years, by order of the judge.36

Notice of the wiretap must be givén to the person named in a

wiretap order within 90 days after the termination of the interception

or the denial of a wiretap application. A judge may also order notice

77

. J/an )
to other persons whose conversations are intercepted. The notice must

include whether the application was granted, the period of intercep-

tion, and whether any communications were intercepted. The judge may
order disciosure of the contents of the communications intercepted,
the applications, and the orders to persons whose conVérsations are
intercepted. However, if evidence obtained as a result of wire-

tapping is to be used in.a trial,.the applications and wiretap orders

=

-must be disclosed to the defendant 10 days before the trial.38
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USE OF WIRETAP EVIDENCE

Y

The purpose of wiretapping is, of course, to obtain evidence to
prosecute criminals. Title III also sets out procedures and standards

for the use of evidence obtained as a result of wiretapping.

Any evidence obtained as a result of a legally.authoriZed inter-

ception may be disclosed by one ‘law enforcement. officer to another so
long as it is appropriate to the'proper performance of either person's

official duties.??

This provision is designed to encourage information
shé;ing within the .law enforcement community and to encourage Federal,
state and local cooperation.40 ‘A law enforcément officer may also use
legally obtained wiretap evidence in the performance of his official
duties, such as establishing probable cause for search or arrest, or

developing witnesses.¥

Legally obtained wiretap evidence can also be used as evidence
in any criminal case or grand jury proceeding.42 Such evidence can be
used at trial to establish guilt directly, or to corroborate, impeach,

43

or refresh the recollection of witnesses. If information or evidence

of crimes other than those specified in an interception order’ are

. obtained,, it cah be used by law enforcement officers in the proper

performance of their official duties. For use by any person in a

criminal proceeding, a judge must find in a subsequent application that

44

the interception was proper. The application would need to include a

46—
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showing that the original order was lawfully obtained, that it was
sought in good faith and not as a "subterfuge" search, and that the

communication was incidentally intercepted during the course of a

. 45
legally executed wiretap.

- EXCLUSION OF EVIDENCE

- Evidence obtained through or as a result of an illegal wiretap is

not admissible in criminal proceedings against the person.wiretapped.
If such wiretap evidence is sought to be admitted against a party to

an intercepted communication in a criminal case, that party can move

to suppress the evidence. If the court detides that the communication
was unlawfully intercepted; that the order of authorization was
inéufficient on its face; or that the intefception was not made in
conformity with tﬁe order of authorization, then any e&idence obtaiped‘
as a result of the wifetap will be suppreséed or e#cluded from the
trial. 46

Whethér all of the wiretap evidehcé or just. parts of it are
suppressed depends upon which particular provision of the statute is
involved. If the court order itself is determined to have been |
invalid, then all the evidence obtained should be suppressed. Hoﬁé
ever, where a wiretap is continued beyond the ‘authorized period, or
when there is no minimization, only that part of tge wiretap evidence

obtained after the authorization ended or during the period when

-47~
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" interception should not have occurred, may be suppressed.4

7

IIT. FEDERAL REGULATION OF COURT-ORDERED WIRETAPPING BY STATE OFFICIALS

The Federal wiretapping statute not only includes the require-
ments of the Federal Constitution with which state statutes must
comply, but may also set forth additional Federal statutory standards

with which state statutes must comply.

PREEMPTION

The power to‘regulate wiretappin§ may belong exclusively to the
Federal government, except to the extent that the Federal éovernment
allows state regulation of wiretapping which does not conflict witﬁ
Federal regulatio;s. Generally, the powers of goverﬁﬁent in the
United States are divided between the Federal and state governments by
Fhe‘United States Constitution. The Coﬁstitution itself granfs
specific powers to the Federal government and in particular to the
Congress. All powers not gfanted to the Federal government are powers
of the states?® If the Conspitution grants to Congress the power to
regulate an area, the Cdngressional 1egisla£ion is supreme over any
conflicting state legliislation. Thus,Federal legislation may preempt
inconsistent state legislation.

Vs

The U. S. Constitution grants to Congress the powér to prohibit

-48—~
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"Congress the power to regulate interstate commerce.

unreasonable éearches and seiéures»by state officials and to regulate
interstate commerce.?? It is now clear éhat w?retapping, including
bugging, is a search and seizure under the Fourth Amendment. Thus,
Congress has the power to enact legislation to prohibit unreasonable
wiretapping by state officials. The Constitution also grants to

The Federal
government using this power may regulate matters which occur totally
within one state if there is an effect on interstate commerce. Thus
Congress may regulate interception of communications by télephone and
telegraph by state officials or private persons because interstate

calls as well as intrastate (purely within a state) calls are made on
the same facilities. Also, devices used in wiretapping including
bugging may ye manufactured or sold in interstate éommerce.' In

addition, bugging may have an effect on interstate commerce because

of the context of the bugging. For example, bugging a‘meeting of a
business.wiﬁh offices in several states coﬁid affect interstate commerce.
Because the U. S. Constitution has granted Congress the exclusive

power to regulate ihterstate commerce, the states do not have power to
regulate inFerstateccommerce and state laws which interﬁere with
Federal'regulgtions or place an unreasonable burden on interstate
commerce are unconstitutional.sl This is called Fede;al preemption,
since the Federal regulation preempts or prevents the states froﬁ

regulating the same area in a conflicting manner. However, the Congress

may allow states to regulate areas which affect interstate commerce.

-49-
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. extent state statutes may differ from the Federal statute.

Whether and to what extent states are preempted from regulating. a
specific area is a question of what Céngress intended in enacting

particular Federal legislation. It is clear that Congress intended to

allow state regulation of wiretapping since the Federal statute expressly

says so. 2 But there remains the question of whether and to what-

The intent
of Congress in passing the Federal Qiretap statute was to set forth
the minimum standards for protection of privacy which states mﬁst
foll&w.53 It is clear that Congress intended to allow thé states to

adopt stricter standards for the protection of privacy and to inter-

pret their statutes more strictly than the Federal courts.’?

Thus, it is generally felt that state statutes need not be
idéntical with the Federal statute but must be in substantial con-
formity with it or establish stricter standards for the issuance of

wiretap orders.’® In particular, state statutes must be in substantial

conformity with or stricter than the Federal statute as to the offense

for which wiretap orders may be issued, who may apply for orders} who
may issue orders and the standards for application, issuance and

execution of orders?B

Héwever, it may be that a state statute is not
required to list offenses, but that the offenses specifically 1iSted$,
in the Federal statute are then implied inﬁo the stgte statute.”’ There
is a possibility that a state statute cculd satisfy both the U. §.

Constitution and the Federal statute-without specifying standards

for the application for or issuance of Wiretap orders, as long as

-50-
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the State>courts require standards as strict as the Federal statute’

beﬁore orders are issued. 58 However, it is gerierally beiieved that

N

state wiretap statutes may differ from the Federal statute as to

criminal liability and civil remedies.”’

OFFENSES FOR STATE WiRETAPS

Generally, Title IIIﬁéllows states to enact statuteé authorizing
court-ordered wiretapping in the investigation of serious offenses.
Title III specifies the crimes for which states may authorize wire-
taning. These crimes are "murder, kidnapping, gambling, robbery,
bribery, extortion, dealing in narcotic drués, marihuana or other

dangerous drugs, or other crimes dangerous to life, limb, or property,

and punishable by imprison&eﬁt for more‘than one year, or any con-

\
spirapy to commit any of theéé offenses."%? Because Congress intended
tq allow states to enact stricter standards for the p;otéction of
privacy, states may authorize wiretappiﬁg fér any number of the

allowable offenses or none at all.

WHO MAY APPLY

,Tit;e III provides that, if a state statute so allows, the

principal prosecutingnattbrney of a state, or of any‘political“sub— . -

divis%fn of the state,

principal prosecuting attorney of a state is usually the attorney

can apply for a wiretapping order.&z The

2
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" criminal jurisdiction probably means jurisdiction over most criminal

‘felony proceedings other. than trial. Hawaii circuit courts are

general. The principal prosecuting attorney of a political subdivision
of a state would usually be a district attorney or a county prosecuting
attorney.62‘ In Hewaii, it is most probable that the Attorney General

and the county prosecuting attOrneys can be empowered to apply fo;

wiretap orders.

WHO MAY ISSUE

The Federal law allows states to authorize any judge of a court

A . . . . . . 63
of general criminal jurisdiction to issue wiretap orders. General

offenses and proceedings. In Hawaii, the district courts do not have
jurisdiction over all crimes, nor-over feloﬁy trials (most offenses
for Wthh wiretaps may be employed are felonles) Thus, the Federal
statute may prevent Hawall from giving dlstrlct court judges the

authority to issue wiretap orders, unless general criminal jurisdic-

tion includes misdemeanor jurisdiction and/or jurisdiction over some

probably courts of general criminal jurisdiction since they have
jurisdiction over all criminal trials by jury. .Additionally, Hawaii's
Supreme Court probably could be empowered to issue w1retap orders.
Although the Hawaii Supreme Court has appellate jurisdiction, its
jurisdicfion includes all offenses. The U. S. Court ‘of Appeals, also

appellate courts, are allowed to issue wiretap orders. ¢4

-52~ ’ )

TSy e s

STATE WIRETAP ORDERS

.

State applications and orders for wiretaps must satisfy the same

statutory requirements as Federal applications and orders, as described

previously.

IV. ©PROHIBITING UNAUTHORIZED WIRETAPPING

In order to protect privacy by enforcing the standards and
procedures for court-ordered wiretapping, the Federal statute provides
boch criminal éenelties and civil liability for wiretapping which

violates those standards.

CRIMINAL PENALTIES

The law makes criminal. the willful lnterceptlon, disclosure, and

use of communications where the, 1ntercept10n is in violation of the
\

he

65
-statute. Because the scope of the statute is limited, as previously

discussed, there is no crlmlnal llablllty for consensual interception,

~ interceptions by use of an extension telephone or party lines, nor for

 business interception by communications carriers and the Federal

Communicetions:Commission. Additionally, the manufacture, distribu-
tion, possession, or advertising of a wiretapping device is made
criminal6 and these devices can be conflscatedfw A good faith
rellance upon a court order is a complete defense to criminal

y
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charges,68

is thus unauthorized. The maximum penalty for any violation is five

69

~

years imprisonment and a $10,000 fine.

CIVIL LIABILITY

Title III‘also provides civil liability for unauthorized wire-
tapping‘in order to deter illegal wiretapping and compensate persons
who suffer damages as a result of illegal wiretapping.
wire‘or oral communication is intercepted( disclosed, or used in
violation of Title III has a civil cause of action‘against any person
who intercepts, discloses or uses such commuﬁication Or procures any
person to do the same. The Federal statute provides for recovery of
(1) actual damages, with a minimum recovery of $100 per day, or
$1,000, whichever is greater; (2) punitive demages, where malice is
shown; and (3) reasonable attorney's fees and other litigation costs.
Actual damages include economic, physical, and intangible, psychologi-
cal injuries such as’invasion of privacy, anxiety, lowering one's
reputation in the community, etc. The Federal statute provides for
minimum damages in order to encourage suit which can be costly and
uneconomic where damage awards are small. Mlnlmum damages of §1, 000

also recognize that any invasion of privacy is a serious and sub-

stantial injury, although difficult to assess in terms of a dollar and

,r\

cents figure. As 1n

crlmlnal llablllty, a good faith reliance on a

\
S

court order is a complete defense to an action for damages even

.=54-

even though the court order is invalid and the interception.

Any person whose
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though the order may be illegal.

“

V. CONCLUSION

Thus, the Federal wiretapping statute provides detailed pro--

. cedures and standards for Federal and state court-ordered wiretapping

and attempts to prohibit other unauthorized wiretapping by criminal
penalties( civil liability and exclusion of evidence in criminal

cases. In this way, the Federal statute attempts to accomplish the

somewhat inconsistent purposes of fighting organized‘crime while

protecting individual privacy.

Because of Federal preemption in regulating wiretapping, states
probably must enact statutes which require (1) a sworn, written
application; (2) including a statement of the authority for the

application; (3) the Ldentlty of the applicant and authorlzlng person,

‘(d) a statement of c1rcumstances as to why there should be a wiretap

including; (5) details of the offenses involved; (6) details of the

place of the interception and facilities to be used; (7) a description

of the type of communications to be intercepted; (8) the identity of

the person commlttlng the offense involved; (9) details of the failure

or dangerousness of other means of investigation; (lO) the proposed

duration of the wiretap and why it should last that long; and (11)
details of previous applications involving the person or - fac111t1es

1nvolved Any state statute must also spec1fy that there must be

=55
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(1) probable éause that the person named in the order or using the

facilities to be wiretapped will COmmit,‘is‘committing or has committed

-~

the offense specified in the application; (2) probable cause that

incriminating statements concerning the offense will be made through

the facilities being wiretapped; and (3) that other investigations have

- failed, will probably fail, or are too dangerous.

State statutes probably must also not specify offenses which are
not included in the Federal statute, may not allow applicétions for
wiretaps unless authorized by the chief prosecuting ‘official of the
state or political subdivision of the state, and may not allow anyone
other than judges of courts.of general criminal jurisdiction to issue
wiretap orders. As long as a state statute does hbt do these things,
the state should be free to depart from the language, format,
procedures and substance of the Federal wiretapping séatute, especially

in the areas of criminal and civil liabilify.
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CHAPTER 1V

681pid., §2520. | . ‘
SURVEY OF STATE WIRETAP STATUTES

T

691pid., §2511(1).

I. INTRODUCTION

Twenty-three states and the District of Columbia have enacted

statutes which allow court-ordered wiretapping in criminal investiga-

I

tions. The general purpodse of state wiretap statutes is the same as

that of the Federal statute: to combat organized crime while protect-

ing privacy. The state statutes attempt to accompliéh this purpose by

setting strict standards fbr court-ordered wiretapping and prohibiting

other unauthorized wiretapping. Most state statutes are modeled

after, and are almost identical .to, the ngeral statute because the

B

Federal statute is‘thought to be“preemptive.z

=

While most states have adopted both the format and substance of

the Federal statute, several states have enacted legislation which

placés stricter limitations on court-ordered wiretapping.3 Other

‘differences in the Federal and state statutes reflect local differences

. in the structure of state judiciaries and the needs of local law ' i
P i

~enforcement. The following chapter attempts to highlight the varying %

substantive provisions of state statutes. . b
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Federal statute, recognize exceptions for consensual wiretapping,

II. SCOPE OF STATE STATUTES

The scope of state statutes is identical to that of the Federal

statute except that state statutes do not apply to Federal officials

acting in the course of their employment. State statutes, like the

4

wiretapping by use of an extension phone or party line, and necessary
exceptions for certain businesses and agencies such as telephone %

companies and the Federal Communications Commission.

!

Although almost all states allow wiretapping with the consent of
a party to a conversation, eleven statés require the consent of all
parties for consensual wiretapping.4 However, qf-these, California,
Gédrgia, Massachusetts, Michigan, Montana and Oregon allow one-party
consent monitoring-by law enforcement officers without‘a court order
in the inferest of preventing or detecting é’crime.*’ Oregon makes a
distinction between the interception of wire communications for which
the consent of one party is sufficient, and the interception of other

types of communications which requires the consent of all parties

involved.

*Montana and Oregon allow one-party consensual monitoring by any public official in
the performance of his or her duties.
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ITI. COURT-ORDERED WIRETAPPING

All state wiretap statutes'allow certain state law enforcement

officers to wiretap pursuant to a court order.
OFFENSES

Most state statutes authorize court-ordered wiretéps only for
specific offenses. Designated offenses can be as encompassing as
those in New York's statute which lists all types of offenses and
théir degree of severity, or as limiting as that of Pennsylvania whlch

authorizes court-ordered wiretaps only when a police officer's llfe is

‘endangered. Commonly designated offenses that are included in most

state statutes are: murder, robbery, kidnapping, extortion, briberf,
drug abuse, and gambling. Other less commonly designated offenses
are: prostitution, obstruction of justiqe, dealing in.stolen goods,
auto theft, embezzlemeﬁt, usury, arson, and riot. Other states allow
wiretapping for any felon& dangerous to life, or to life, limb and

property.5

WHO MAY APPLY

In most states, the attorney general, the prosecuting attorney,
the county attorney, or their designates are authorized to apply for a

wiretap order. Some states aliow applications only by the attorney
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general, or by his designate in the attorney general's‘absence.ﬁ

Florida also allows its Governor and Department of Criminal Law

Enforcement to apply for court-ordered wiretaps. New Jersey's State

| R —y

Commission on Investigation is also given such authorization. Wisconsin

g reqﬁires the Attorney General and District Attorney to apply jointiy.

WHO MAY ISSUE ORDERS

Most state statutes authorize any judge of a state court having

jurisdiction over felony criminal trials to authorize a wiretap.

=

Several statutes also authorize a judge of a state appellate court to

o
. &

authorize wiretaps.7 Some stateWStatutes are more specific, however.

i

Connecticut requires the unanimous apprbVal of wiretap applicatioﬁs-by

s [

a designated three-judge panel. New Jersey and Delaware call for the
E: Chief Justice of that state to periodically designate a judge to
; review apélications. The Wisconsin statute.épecifies that in .those
i. counties haQing more than 6ne branchvof the circuit coﬁrt;‘applica—
{‘ tions must go to the circuit court judge of the lowest branch having
criminal jﬂrisdiction.. The purpose of specifying a certain judge or
gz court to hear applications is to prevent "forum shoppiﬁg", the prac-

- tice of‘choosing the most sympathetic judge.

WIRETAP ORDERS

i ok

The state statutes without exception follow the requirements and
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'Foriexample; New Jersey allows only two 10-day extensions: Connecticut

, procedures in the Federal statute regarding Qiretap applications and

orders, as set out in Chapter III.® Some statqé require that necessary
cooperation by communications carriers in conducting the wiretap be
specified in the court order.? Massachusetts and New York require '

that the court order specify if entry into any building is necessary

to install wiretappihg devices.

EMERGENCY WIRETAPS '

Only Delaware, the District-of Columbia, Nevada,oand.New Jersey
allow emergency wiretaps without a court order. The procedures under
these state statutes are identical to the provision of the Federal

statufe.
DURATION

Most’ states allow a 30-day period of surveillance for an criginal

wiretap order and unlimited numbers of court-ordered extensions (6f 30-

s §

day periods, as provided in the Federal statute. However, eight
states provide for shorter periods of 10, 15, or 20 days.lo Most states

place a limit on the number of extensions that may be authorized !

restricts the total number of wiretaps allowed per year to 34 orders
and allows three 10-day extensions of each wiretap; while Colorado,

Georgia and Washington authorize only one extension of the original
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) Federal statute.1?

order. Other states allow an unlimited number of extensions like the
However, all state statutes provide that a wiretap
shall automatically terminate upon attainment of its objective, as

both the U. S. Constitution and the Federal statute require,
EXECUTION

The state Statutes are identical to the Federal statute in
requirihg that every court order shall include a directive to initiate
the wrretap as quickly as possible and to minimize the resultihg“
invasion of privacy. New Jersey and Massachusetts attempt to achieve
minimization by limiting the hours and days of interception. Additional-
ly, many statutes specify that pr1v1leged communlcatlons cannot be
intercepted or used as evidence.l’ Pr1v1leged communications are
confidential communications between a person and his doctor, lawyer,

W

14 However, Delaware and New Jersey allow the

clergyman, or spouse. :
wiretap of a privileged conversation upon a showing of "special
need." Pennsylvania's statute, one of the most restrictive, forbids

the recording of any wiretapped conversation.

NOTICE/DISCLOSURE

Notice of a‘wiretap is generally required to be served on a
' . , v ,
person named in the application after the termination of the wiretap.

A judge may also require notice to ‘any other party whose communication

. -66-

. court of wiretap evidence.

is intercepted by the wiretap.

statute and require that this notice be served within 90 days after

.

the filing of an application which is denied or after the termination

of the wiretap. 1In addition, the majority of states require notice of

the existence of the wiretap, to be served 10 days before any court

‘Proceeding ‘concerning the admissibility of evidence obtained by

wiretap. Georgia provides that notice shall be given upon indictment

of a person who has been wiretapped. Massachusetts provides that

notice must be served within 30 days of the termination ofuthe wire-

tap, unless postponed by the judge, but irn no event later than three

years after the wiretap is ended. As in the Federal statute, most

state statutes allow the issuing‘judge to decide whether to disclose
the contents of the intercepted conversations to any persons who were
wiretapped. 1In Georgia and Massachusetts, disclosure of the contents

to a party to the intercepted conversations is mandatory.

CUSTODY OF INTERCEPTED COMMUNICATIONS

Most states have procedures similar to those of the Federal

J

statute, which prov1de for the safeguarding and prompt return to the

Many states require the storage of wiretap

records for up to five years and Some up to 10 years. Georgia requlres

that all w1retap evidence be destroyed immediately if no 1ncr1m1nat1ng

communications were obtalned

-67-
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INTERLOCUTORY APPEAL

. 4 :

' ; . N
Twelve state statutes allow an immediate appeal from a judge'ss
decision to exclude wiretap evidence from a criminal trial. Usually

appeals are not allowed until the criminal case is completed. If an

immediate appeal is not allowed, the prosecution may lose the case

without the wiretap evidence and be unable to prosecute the same case
again, even if a later appéal is successful. Rhode Island and some
other states also allow an appeal from a denial of a wiretap applica-

+

tion.
REPQRTS
Many states require annual reports of wiretap activities to be

filed either with the state's Chief Justice, judicial council, commit—

tee, or législature. The Federal wiretapping law also requires all

Hstate judges and law enforcement officials to report annually concern-

ing applications for wiretap orders.

3
3

IV. PROHIBITING UNAUTHORIZED WIRETAPS

The state statutes, like the Federal, enforce the prohibition
against unauthorized wiretapping by providing criminal penalties and
¢civil liability, ana by prohibiting the use‘of evidence obtained as a

result of unauthorized wiretaps.

-68-
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CRIMINAL PENALTIES

“~

All state wiretapping statutes follow the Federal model in
prqhibitingkthe unauthorized interception, use, or disclosure of any
wire or oral communication. Almost all state statutes also prohibit
‘the manufaéture, marketing or possession of devices designed primarily
16

to intercept private communications. Generally, statutes outlawing

wiretapping devices also allow the confiscation of such equipment. In
addition, Arizona and New York require a telephone company to inform

&

law enforcement officers of any wiretap violation coming within its

knowledge.

Crimina; penalties for wiretapping ﬁiolations range from a $500
makimum fine in Alabama to a maximum of seven years in prison in
Delaware and six years in Nevada. Many other state statutes provide
the same maximum penalty as the Federal statute: fivé years in prison
and a $10,000 fine;l7 most of the remaining state statutes make wire-
tapping offenses misdemeanors, a-less serious crime, with a maximum

penalty of less than a yeér in prison and a fine of $1,000 ér less .t

Some states provide different penalties for different types of wire-

" tapping violations, depending upon the seriousness of the offense.

California, for example, provides different penalties for disclosure

and possession of wiretap devices and allows a more severe penalty for

the second violation.

7
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~punitive damages and costs of suit.?l

EXCLUSION OF EVIDENCE

More than half of the state statutes expréssly provide that
evidence obtained in an illegal wiretap or as a result of an illegal
wiretap cannot be used as evidence at the criminal trial of a party to

19 since it is generally accepted that evidence

the conversation.
obtainéd as a régult of illegal action by state officials cannot be
used in a criminalitrial against the person wronged} it is probable
that all states prohibiting unauthorized wiretapping would not allow

use of the evidence in a criminal trial against a person who was

wiretapped.

CIVIL ACTION FOR DAMAGES

Sixteen state statutes, like the Federal statute, expressly allow
a party whose conversations are illegally intercepted a civil action

20 All statutes allow the person whose privacy was

for damages.
invaded to recover actual damages incurred as a result of the illegal
wifetap. Thirteen of these states have ﬁollowed the Federal statute
and allow recovery of actual damages with minimum damages of $100 for
each day of wiretapping with a.$l,000 minimum recovery, in addition to
Pennsylvania provides only a
$100 minimum recovery. Minnesota awards three times the actual damages

(known as treble-damages) with a minimum of §1,000. In addition to

damages, Minnesota specifically provides for injunctive relief, a
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court order directing certain persons to cease the unauthorized wire-

- tapping. Most state statutes make good faith reliance on a court

order as a complete defense against any civil or criminal action
brought under the wiretap statute. 22 However, Nebraska's statute does

not include the good faith defense.

V. CONCLUSION

While most states have adopted wiretap statutes substantially
identical tc the Federal wiretap statute, it is apparent that many
states attempt to further protect privacy by the use of additional

controls on court-ordered wiretapping.

Many states have attemptea to further protect privacy by limiting
such things as: (1) the offenses for which.ﬁiretaps can be ordered;
(2)»yho may apply for wiretap orders; (3) who may issue wiretap orders;
(4) the factual situation in which orders may be issued; (5) the

duration of wiretaps; and (6) by providing other procedures for judicial

control of the use of wiretaps.

©
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SENT {200 ENT CF ) X X parties required x
ATYIIPED LNLESS
WITED GTRIFVISE) . i
Cohspiracy in comecH X Any offense made Conspiracy;aiding Organized criminal
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FOOTNOTES

CHAPTER 1V - SURVEY OF STATE WIRETAP STATUTES

larizona, Colorado, Connecticut, Delaware, Florida, .Georgia, Kansas,
Maryland, Massachusetts, New Jersey, New Mexico, New York, Oregon,
Pennsylvania, Rhode Island, South Dakota, Virginia, Washington and

Wisconsin have statutes which allow court-srdered wiretapping. Ariz.
Rev. Stat. §13-1051 et.seq. (1975 Supp.); Colo. Rev. Stat. §18-9-201

(1973), Conn. Gen. Stat. §53a-187 et.seq.
Code §1336 et.seq. (1974); Fla. Stat. Ann. 7§934.01 et.seq.
Ga. Code Ann. §26-3001 et.seq. (1972); Kan. Stat. §22- 2514 et.seq.

(1974); Md. Ct. & Jud. Proc. Ann. Code, C.J. §10-401 et.seq. (1974);

et.seq. (1975 Supp.); Del.

Mass. Gen. Law Ann., Chap. 272, §99 (1974 Supp.); Minn. Stat. Ann.
§626A.0L et.seq. (1975 Supp.); Neb. Rev. Stat. §86-701 et.seg. (1971);
Nev. Rev. Stat. §179.410 et.seq. and §200.610 et.seq. (1973); N. h.g
Rev. Stat. Ann. §570-3A:1 et.seg. (1974); N.J. Stat. Ann. §2A: 156z~

(1971); N.M. Stat. §40A-12-1.1 et.seg. (1973 Supp.); N.Y. Crim.
Proc. Law §700.05 et.seq. (1971 McKinney) and N.Y. Penal Law §250.00
et.seg. (1967 McKinney); Or.. Rev. Stat. §141.720 et.seqg. (1974); Pa.
Stat. Ann. §5701 et.seq. (1967 Purdon); R.I. Gen. Laws §12-5.1-1 et.seq.
(1974 Supp.); S.D. Comp. Laws §23-13A-1 et.seg. (1974 Supp.); Va.

Code Ann. §19.1-89 et.seqg. (1975 Supp.);. Wash. Rev. Code Ann. §9.73.030
et.seq. (1974 Supp.); Wisc. Stat. Ann. §968.27-33 et.seqg. (1975 Supp.).
See also D.C. Code §23 541 et.seq. (1973).

et. .5eq.

2R1ngel Searches and Selzures Arrests and Confe551ons, §?20, p. 407
(1972).

%See, e.g. Connecticut, New Hampshlre, Pennsylvania and Washington statutes cited
in footnote 1 above.

Cal. Code Penal §630 et.seq. (1970); Delaware;
Georgia; Kansas; Maine; Massachusetts; Michigan, Mich. Comp. Laws Ann.
§750.539 -et.seq. (1976); New Hampshire; New Mexico; Pennsylvania; and
Washington. See footnote 1 for citations to state statutes above.

4california, Ann.

Ssee Arizona, Connecticut, Georgia, Kansas, Minnesota, Nevada, Oregon, Rhode Island
and Virginia statutes. Of these, Connecqicut, Georgia, Kansas, Oregon, and
Washington allow wiretapping only where there is danger of bodily harm.
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6See Delaware, Rhode Island, and Wisconsin statutes.

7Arizona, Colorado, Connecticut, District of Columbia, Florida, Kansas, Maryland,
Minnesota, Nevada, and New York.

8See pp. 40-42 of Chapter III.

dSee; e.g., Va. Code Ann. §19.1-89.8 (1975 Supp ).

l0conn. Gen. Stat: §54 41(£f) (1975 Supp.) (10 days); Ga. Code Ann.
§26-3004 (1972) (20 days); Mass. Gen. Laws Ann., Chap. 272 §99(I)
(1974 Supp.) (15 days); Minn. Stat. Ann. §626A~06(5) (1975 Supp.)

(10 days); N.H. Rev. Stat. Ann.- §570—A 9(v) (1974) (10 days); N.J.

Stat. Ann. §2A:156A-13(f) (1971) (20 days); VaL Code Ann. §19.1-89.8
(1975 Supp.) (15 days); Wash. Rev. Code Ann. §9 73.040(6) (1974 Supp.)
(15 days).

1larizona (1 extension); Colorado (l1); Connecticut (3); District of Columbia (1);
Delaware (1); Florida (1); Georgia (1); Kansas (l); Massachusetts (1l); Nebraska (1);
New Hampshire (1); Nevada (1); New Jersey (2); New Mexico (1); New York (1); and
Washington (1). A

lzLouisiana, Maryland, Oregon, Pennsylvania, Rhode I'sland, Virginia and Wisconsin.
]
13See, e.g9., District of Columbia, Delaware, Florida, Georgia, New Jersey and
Rhode Island statutes.

ldgee, e.g., District of Columbia and New Jersey statutes.

15Colorado, District of Columbla, Delaware, Florida, Kansas, Nebraska, Minnesota,
New Hampshire, New Jersey, New Mexico, Pennsylvanla and Wisconsin.

16Rhode Island and South Dakota's statutes do not prohibit the possession, etc.
of wiretapping or bugging devices.

17California, District of Columbia, Georgia, Maine, New Hampshire, New Jersey and
Wisconsin.
[ .
lgSee e.9., Kansas, Lou151ana, Maryland, New York, Pennsylvanla and Washlngton
staeutes .

lgColorado, Connecticut, Delaware, Florida, Kansas, Massachusetts, Minnesota,
Nebraska, New Hampshire, New Jersey, New Mexico, New York Pennsylvania, South
Dakota, Virginia and Wisconsin.
p e
20Cbnnecticut, District of Columbia, Delaware, Florida, Kansas, Massachusetts,
Minnesota, New Hampshire, Nevada, New Jersecy, New Mexico, Pennsylvania, Rhode
Island, 'Virginia, Washington and Wisconsin. - N

A\
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2-ZPennsylvama,

22Ar.1zona, Colorado, Connecticut, District of Columbia,
Kansas, Massachusetts, Minnesota,
Rhode Island, Virginia, and Wiscon

Q

e
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__

Mlnne sotd and Washington do - not follow the Federal damages prov151on

N

Deiaware, Florlda, Georgia,

New Hampshire, New Jerseg, New Mex1co, Nevada,

sin.

7
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CHAPTER V
EFFECTIVENESS OF WIRETAPPING

I. INTRODUCTION

20

S

The problem in evaluating .the effectiveness of wiretapping is

the frequency and importahce of the exceptions to the rule. To be

=
7

sure, there are certain general conclusions that can be extracted from =
the mass of data collected by the Federal Qovernment on wiretapping
activities throughout the nation, but the nature of such data is that
the distinct features of individual cases are reflected if at all,
quite poorly. It is dlfflcult to know, for example, whether w1retapp1ng
led to the successful 1nveqt1gat10n of a partlcularly heinous crime,

or even whether it was an 1n@;spensable tool in the investigation of

any -crime, unless the circumstances surrounding the case are known.

ThlS means examining the pertinent court records, and. assessing what

may be called the quality of individual cases. Even after examininé

e

>such records, there remains the additional. dlfflculty of weighing the

significance of these qualltatlvely-worthy, exceptlonal cases in
comparison to the 91gn1ficance and the applicability of the general

conclusions themselves.
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II. GENERAL CONCLUSIONS

The general conclusions about wiretapping that can be made on the
basis of the data provided by Federal and state agencies are as

follows:

1. Wiretapping is useful in the investigation of gambling and

narcotics but is seldom used against other crimes.

During the last four years, 1973 through 1976, more than 80% of
ali.court—authorized wiretaps have been used in the investigation of
gambling and narcotic cases. Other categories of crimes each account
for, at the most, less than 5% of the total. In some years, wire-
tapping has b%en otcasionally useful in loan sharking, usury and
exto;tion casés; in other years, it was bribery or the fencing of

stolen goods. Hardly ever was wiretapping used in homicide, burglary,

kidnapping or arson investigations.l

Gambling and narcotics are included in the special class of
offenses called "victimless crime,& in which.the "victims" either.

participate willingly or are habituated to the vice. The demand for

- gambling -and narcotics has always existed, and in spite of the best

efforts of law enforcement officials, it is unlikely that these vices

o F

will ever be eradicated. Gambling and narcotics are probably, at the

same: time, the primary source of income for many organized crime

~79~
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- successfully against gambling.4

families.

It is known that, between the two, wiretaps are more effective
against gambling than against narcotics.?
that have established a record of success in the use of wiretapping,
for example New Jersef; the convictions as a direct result of wiretaps
have been overwheimingly in gambling cases. The one problem - or
paraﬁox - of gambling cases ig that, in spite of the app;opriateness
of wi}etaps, the offense is considered minor. Gambling convictions
rarely justify the monetary expense of wiretaps,3 as can be seen in

thé_following table:

Reported sentences for gambling convictions
as a result of wiretaps, for 1968 -~ 1973

More than 5 years......eeeeecenens 1%
1l - 5 years.. v iiiiieeansesnnes 21%
Less than 1 Year...ceeeeeeesaannas 20%
Discharge, fine, probation....... .58%

Federal agencies havé a far better record of success than state
agencies in using wiretaps égainst narcotics. Indeed, there are !
glaring examples of state jurisdictions that have been unable to use
wiretaps effectively against narcotics, even'though they use them
The Federal experience in narcotics,

however, is somewhat different from that of state agencies, because

the distances involved in arranging certain_ interstate and many

7

international narcotic deals occasionally make it n¢cessary for criminals

-80-
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to rely on telephone communication.” Even then, the telephone is used

infrequently or not at all; or if used, it is often a public phone

~

which is difficult to wiretap.6 As a result, the Drug Enforcement
Adminiétration requests wiretap authority sparingly. Between 1968 and
1974, the DEA obtained 155 court autho;izatipns, which ran an average

. .7
of 18.5 days, and which resulted in the following reported sentences:

Reported Sentences

More than 5 YearS......eeeeeceace.s 29%
1l to 5 years..eeeineeeneiinenenannn 22%
Less than I Jear....eweeeevenannaes 12%
Discharge, fine, probation......... 37%

2. Wiretaps used by state agencies have‘rarely been effective
in obtaining evidence against the leaders or "bosses" of organized
crime. The record of Federal agencies is characterized by a few
exceptional successes and many fruitless efforts.

Most gambiing wiretaps are used against small-time operators.
This is also true for narcotics. Many law enforcement officials

o
concede that organized crime bosses are too soph;sticated to rely on

the telephone to convey important information and are also cautious

. , .
about conducting incriminating conversations in places where bugs can

-be installed. The exceptions in the Federal experience to this

-81-
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generalization, however, are spectacular.* It is also clear from
National Wiretap Commission studieé, however, that wiretaps, if they

do not lead to convictions, at least inconvenience or disrupt organized

crime operations.

3. Most state jurisdictions that have wiretapping powers do not

use them very often.

Twenty-seven of fifty states do not - have wifetap stat&tes. Oof
those which do, New York and New Jersey together accéunt for 70-80% of
all state wiretaps installea.g The reasons for the infrequent use of
wiretaps include high expenses, drain on maﬁpower, paperwork, fear of
evidence obtained through improperly imblemented wiretaps being adjudged
inédmissible,g inexperience in the handling of wiretaps, the effective-
ness of o@her types of investigatory methods, personal dislike of
wiretapping by certain prosecutors, and fear of public outcry.lo The
chart on the following pages summarizes the use of wirétaps during

1976 by ju;isdictions.ll S

4.  The Federal agencies in Hawaii rarely rely on wiretaps for

- non-national security cases.

*The National Wiretap Commission cites as éxamples the convictions of Dominic Brooklier
of ILos Angeles (extortion), Nicholas Civella of Kansas City (bookmaking), Frank Dasti
of Montreal and New Jersey (narcotics), Sam DeCavlcante of New Jersey (gambling),
and Joseph Columbo of New York (indic;ed for gambling, loan sharking and tax
fraud before assassinated). Members of the Genovese family have also been convicted.

Other non-mafia rings have been broken in Kansas City, Philadelphia, Pittsburg and
Miami. National Wiretap Commission, Electronic Surveillance p. 140 (1976).
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) jurisdiction £ E m a 3] fu 5] w £ - = = o [ o o 3 W - :
: { TOLHL. v e iensannssoanean 686 41 24 - 1 1 378 10 1 9 1% 190 1 10 2 30 8
Minnesota
ANOK&41oevneronsonensns 1 - - - - - - - |- 1 - - - - - - =73 Federal.....ovvevnnenenne 137 2 - - - 1 53 - - 1 6 26 1 s | - 30 2
H #
Nebraska X j Brizona
* DoUglas...esss teseaanran 4 - - - - - 3 - - - - 1 - - - - - ¥ Mariropa® .. coiiiiiann 11 - - - - - 9 - - 2 - - - - - - -
LancastCrecsseeccscasss 2 - - - - - - 1 - - - 1 - - - - - i
, B Colorado .
New Hampshire B 4Ia State Attorney General. 2 - - - - - - - - - - 2 - - -~
¥ # . s : - -
State Attorney General. 2 - - - - - - - - - - 2 - - ~- - - N {} Second Judicial
¥ Districte..v.veeeessss 1 - - - - - - 1 - - - - - - - -
Rew Jersey i
State Attorney General. 44 - - - - - 30 - - - - 14 - - - - - 5 Connecticut
- ALLANEIC, v nesvnrnnnnan 2 _ - - - - 2 - _ - - - - - - - - K{.: e Fairfield.. . eceeennnss 8 - - - - - 8 - - - - - - - - - -
BELGEN.cveacsossonroases 3 - - - - - 1 - - - - 2 - - - - - ! s Hartford.. 4 - - - - - 1 « - - - 3 - - - - -
Camden..coveersnans cees 7 - - -1 - - "2 - | - - - s| - .- - -1 - L I Litchfield. 1 - - - - - 1 - - - - - - -] -
COPE MAY.erenarerneanenn 2 - - - - - - - | - - -1 2 - - - - - {1 MiddleseX.....vevnnnnns 1 -1 - - - - - - - _ _ 1 - - - - -
. 39 - - - - - 32 - - - -1 e - - 1 - - Y ’ Judicial District of - -
N 13 - - - - - 11 - - - - 2 - - - - - b Waterbury..eevevescine 2 f - - - - - 1 - - - - 1 - _ - _
5 - - - - - - - - = - 5 - - - - - Pl
13 - - - - - 5 - - - - 8 - - - - - N %} ! Delaware .
MODMOUEN . s+ vavsocnaasss 1 - - - 1 - - - - - - - - - - - - [ State Attorney General, 1 - - - - - - - - - - 1 - - - - -
MOXLiS.eseneeencecannas 4 - - - - - 4 - - - ~ - - - - - - : .
0CCAN. . eucasses 2 - - - - - 1 - - - - 1 - - - - - { District of Columbia..... 1 - - - - - - - - - - 1 - - - _
¢+ PassaicC...cceives [ - - - - - - 5 - - - - 1 - - - - - : Y .
Somerset..covevccnse 9 - - -~ - - 5 - - - - ‘3 - 1 - - - 3 ﬂ Florida
UNEON. veeavenenrnennns 17 - - -] - - 12 - |- - - s| - - -t - P State Attorney General. 18 T - - - 14 - - - - s - -1 - R
e N . F Sixth Judicial Circuit )
New York { (Pasco & Pinellas
State Attprney General. 9 - 7 - - - 2 - - - - - - - - - - 1 - Counties) eevevesrenes 13 - - - - - 8 - - - _ 5 - . _ B -
BIONK.eu.sovaoononoonnn 13 - - - - - - - - - 1 10 - - - - 2 ! r Ninth Judicial Circuit '
Chautauqua®...eeeeasass 1 - - - - - 1 - - - - - - - - - : J (Orange & Osceola
- DULChESSeeeeeroannsnsns 1 - - - - - - - - - - 1 - - - - - [ counties).ieeanaans. 6 - - - - - 5 - - - - 1 _ - - R -
23 1NN 16 - - - - - 15 - - - - 1 - - | - - - : Eleventh Judicial
KingS.oesesoeoevevanocns 17 - 10 - - - 5 - - - - 2 - - - - - 5;: Circuit {Dade County}. 12 - - - - - 10 - - - - 2 - - - - -
" MONTOB. ssvapavesncecnen 3 - - - - - 1 1 - - - 1 - - - - - R G e Seventeenth Judicial B * .
NaSS0Uererteresnasnnnns 25 - 1 - - - 15 3 1 2 - 3 - - - - 2 : ! %; Circuit (Broward
. New YOrK.seeeesoosoove- 17 - 5 - - - - - - - 2 10 - - - - - 4 :} County).vseeaanaesian 24 - - - - - 18 - - - 1 3 - 1 1 “ -
NiagATA.seeccecnncannns 11 - - - - - 1 1 - - - 9 - - - - - ¥ ’ .
OnoNdaga.e.cscecensanes 2 - - - - - 2 - - - < - - - - - - i Georgia .
. ONtarit..ceesesvenennven 1 - - - - - 1 - - - - - - - - - - R Bibb#..... 1 - - - - - - - - - - 1 - - - - -
OLangei.eesesesvcaccons 2 - - - - - - - - - - - - 2 - - - i Chathan... 2 - - - - - - - - - - 2 - - -
‘ QUEENS. o nn e vannnnnenes | 13 - - S - - - 1| - 3 3 6l - - - - | - ) Clayton... 3 - - - - - - Z _ - N S - - -
“ Rensselaer. 1} - - - - - 11 - - - - - - - - - - { y s Dekalb..... 2 - - - - - 2 - - - - - - - - - -
Richmond. .. 3 - - - - - 2 - - — - 1 - - - - - [ PUltON. s eearnesacearvons 1 - - - - - 1 - - - - - - - - - -
Rocklande.ssecrsas 2 - - " - - 2 - - - R - - - - - - i .
o Schenectady*...... 6 ~ - - - - 6° - - - - - - - - - - i =n  Ransas
SUELOLKF eecnonnnns 16 - 1 -t - - 9 |- - - 51 - - - - - JohNSON. . ehiueieitan 3 -1 - - - - - - - - - 3l - T I -
L‘ GULLEVAN. e cnervaen 1 - - - - 1 - - - - - - - - - * theandottCee e susnsnanes L - - - - Fo- - - - - - 1 - - - . R
- Ulsterseecoovnane 1 1 - - = - - - - - - - - - - - - y -
Westchester.....c.ceoeee 16 - - - - - 11 1 - - - 2 - ) - .- 1 4 Marvland
" . o : Aong Aruiddelisseeeeeos. 3 - - - - - 2 - - - - 1 - - - - -
. Rhode Island Baltimore City..eeceon. 25 - - - - - 21 - - - - 4 - - _ B R
{ . “state At ;\t-torney General. 2 - - - = - - - - - - 1 - - - - ] _Baltimore County....... 16 - - - - - 13 - - - - 3 - R - - -
y i CharleRe.esirsenatonans 1 1 - - - - - - - - - - - - -
Washington v forde ce e nannaneenans 1 - - - - - 1 - - - [ R - - - B -
KitSap.eeesenesvanossns 1 - - - - - Co- 1 - - - - ~ - - - - Prince Georye’s.e...... 2 - - - - - - - - - - 2 - - -
o n WOrcestor.ii isecacenans 2 - - - - - 2 - - - - - - - - -
Wirconsin ’ " \
{ : M IWAUKC® e st vrernonans 1 - - -1 - - - L - - - -1 - - - -] - Nassachuiseiis
— \ B State Artorney General, 5 - - - - - 5 - - - - - -
R . ; i - PIymoutble e isncnseseces 5 - % - - - 5 _ - - - N - - - -
g NOTE: 7Mhis table shows aenerally the most serious offense for each court-authorized interception. Suffolkeeiiiaieoiions, 4 = - - - - - - - - A - - - - : :
L sNo prosecutor’s report. ¢ . A
. a
o 19 " 5
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' sometimes, clerical time.

-

Since 1968, Federal agencies in-Hawaii'ﬁave used only three»
court-ordered wiretaps. Federal officials cite.the expense of
wiretaps as the primary reason for the infrequency of its use.12
Evidence obtained from those wiretaps, however, was critical in thé
prosecution of several organized crime-figures.l3 Anq it should be
said that, in spite 6f fhe rdrity of ité use, both thé FBI and the
Federal Strike Force of the United States Attorney's Office.strongly

. . . . . . . . . 14
believe in the effectiveness of wiretapping as an investigative tool.
5. Wiretapping is an expensive operation.

The cost of a wiretap includes the vaiue of plant and equipment,
tapes; manpower - for repair and maintenance men as well as for detgc—
tives - and attorney time. Gambling cases are usually cheaper than
narcotic cases because the tép is normally in operation for .a portion
of the day, whereas narcotics taps are likely to run all day and night
for longvstretches of time.ls In New Jersey, the capital cost of
wiretap equipment is $18,500.

Most jurisdictions that report costs of wiretap exclude the costs
of pfeparing and filing an application, other attorney ﬁime and, -

With this in miﬂa, the average reported
cost of a state jurisdiction's wiretap is $8,482, with a range of $387
to $33,131.

The average cost of a Federal %}petap is $l9,223}6

Judging from the analysis of cases in which wireﬁéps pPlayed a vital
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role, the average cost is more like $10,000 to $20,000.

«

Y

It is difficult for pProsecutors to judge whether a wiretap will

be cost-effective, owing to the problem of pPredicting when and where

resulting in sentences

of rarely more than a yeatr of actual Prison time and often less - mahy

prosecutors simply do not want to spend their funds on wiretaps.

since it
is not clear that the evidence obtained from wiretaps fesulted in the

conviction, or Played a vital role in it. Nor is it clear that other

investigative methods would not have yielded the same results. Each

case must be examined individually - or, failing this,>there should be

"

" an examination of a Tepresentative sample of cases. The

*The National Wiretap Commission found unproductive taps to be the

Arapahoe County, Denver County and Garfield County; in'Georgia: Fulton County; in
Arizona: )

‘ Maricopa County and Pima County; in Kansas; in Maryland - Prince George's
ngnty; in Minnesota: Hennpin County (Minneapolis[ and Ramsey County (St. Paul);
lndyew Yor@: Queens QOunty; Erie County (Buffalo), and Méﬁroe County (Rochester) .
National Wiretap Commission, Staff Studies and Surveys (1976) ’
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National Wiretap Commission undertook such an evaluation of represen-

Their conclusions are much less supportive,of wire-

17

tative sampleé.

tapping than the statistics would appear to show.

7. An ancillary benefit of wiretapping is the collection of

what is called "strategic intelligence."

Although a wiretap can be authorized only to intercept incriminat-
ing conversations concerning a particular offense, strategic informa-

tion often will also be intercepted. Strategic intelligence is the

W
bits and pieces of information which, put together, give a picture of

the life of the suspect, for instance his personality, associations,

habits, and life-style. Rarely is such information directly helpful

18

in the prosecution of a particular case. Before 1968, when the

minimization principle - namely, thé¢ limiting of electronic eaves-

dropping only to matters relating to a particular criminal case - went

into effect, Federal agencies used wiretapping to collect encyclopaedic

information about organized crime figures. Such information was

useful as a basis of planning an investigation or moving in new direc-
tions. Strategic intelligence-wiretaps have been frequently used in

national security cases. It has been occasionally used‘by state

" jurisdictions, but due to the minimization principle, the use of

wiretapping to gather strategic intelligence is of doubtful constitu-

tionality.19
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III. PARTICULAR JURISDICTIONS AND CASES

~

Wiretapping has been useful - indeed indispensable - in many
individual cases. These cases occur mainly in New York and New Jersey

on the state and county levels, and in the work of Federal agencies in

such piaces.as New York, San Francisco, Philadelphia and Detroit. The

following is a brief discussion of such exceptional jurisdictions and

cases.

State of New Jersey

The Office of the;Attorney General in New Jersey contains an
Organized Crime and Special Prosecution Section which, with the aid of
wiretaps, appears to have established a commendable record in prose-

cuting organized crime figures and corrupt officials. Consensual

wiretapping is preferred in corruption cases, but court-authorized
non-consensual electronic surveillance, especially bugs, has been used

éktensively in the investigation of criminals and to penetrate higher
levels of organized crime.?? o \\\

2

o s “\{;\\ -
From 1969 to 1974, this section secured 330 indictments against

J,’

841 defendents, of whom 122 or 35% were indicted for gambling. .About
20% were corruption cases, while 15% involved major thefts or robberies.
The remainingcone—third of the indictments included murder, narcotics, -

perjury, and prison riot. During this period the Section used 341

f ;
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. 21
wiretaps.

Number of Eléctronic Surveillance- Orders,
1969-73: 318

Bribery and COrruptiON.....eveeeeeeeses beaaeb
ESCADCe s eeasenaceesosciotsaccssnsnsasaccsansns 1
Extortion......... ceecaactsacasnans csanasess9
Gambling..eeeeeeooasensss Sesescsssaneas . e.231
Homicide.....eoeeeneeanan ceecsssrsssessannash
Larceny and Receiving Stolen GoodS......... 27
 NarcoticS...eeeenss crearenanaes Ceeetecaanca 38

Number of Electronic Surveillance Orders,
1974: 23

Burglary, Larceny, and Stolen Property......2
Burglary, Robbery, and Stolen Property......l

Gambling......... A O I y.
B Homicide..soeeeon feeeescteciacteatotoetoacne s 1 ¢
0 NarcOticCS.iieisiesnnas heceivenciacena senseas? ‘

Narcotics, Burglary, Robbery, and Stolen

Property..... ciceensss Ceeesecansans P |

New York County (Manhattan), N.Y.
O

Pl

The Manhattan District Attorney's office was under the direction
of a single man; Frank S. Hogan,kfor over 30 years (untilff§74) and
has been esteemed as a model of sophisticated, incorruptible, non-
political law enforcement. In recent years (since 1974), the office
has been the target of some criticism and has undefgone a more iapid.
turnover éf personnél than was common in the past. Nonetheless, it
remains a leader among local law gnfbrcément agehcies,.especially in

the use of electronic surveillance of organized criminal activity.
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This prosecutofial agencj has not only the most successful record

AN

|

A

in the use of wiretaps of any non—Féderal‘agency, it also employs

Ry,

~

wiretaps effectively in a wide variety of investigations, including

forgery, trafficking in stolen property and weapons, homicide, and

extortion.

‘apparently, does not supplant other investigative methods.

The.followipg are exanples of cases in~which wiretapping

i
i

~WeaponSieeiaseesansos

Moreover, wiretapping is restricted to major cases and,

Numbei of Electronic Surveillance Orders,
1968-73: 251

AISONeusessconsasanrsssssnssssaasssssssns ceesasd
Bribery.eeeeeesscssssccnssssan Gedenean cesea.ld
BUrglaryeveiceeeeasscansnsancsanscnees csesacsd
ESCAPDE e eeeeeesactssssasascnsassananss ceisesiee 1.
BXtOrtiOn..seeieecienseeianenscncsosnassanananldl
FOIgEIY.eeesesssennanncacnsesnnnns tesssancasad
Gambling..ecoseneseassoscsacasacssassacsnacas 42
HOMICIAE€ . e eeeieeneansnnsananosacsnnsonsenesald

Kidnapping..:eeeecesecenecionssceseansnsaneenal

Larceny, Robbery, Stolen Property...........63

NArCOLICS e eeaoessesssssnsancoccess L -
ObsStruction Of JUSEIC .. e eesnosessseceesoassl

Number of Electronic Surveil%ance Orders,
1974: 18

EXCOTTion (USULY) «ieesesssosseonseaonssennnnal

Extortion and Stolen Propertl..sececeseassessal
Extortion, Stolen Propéerty, and Larceny...-.. 1
Grand Larceny and Extortion (COSTCION) «voees?
Grand Larceny and Stolen Property....c.c.ece.2
NarCOtiCS e easesnoseonsnsanssessnsssarscseenaeed
HEapOnS.cueeesseetossesntenedeoessencanacnsns .1

key role in thehinbestigation of major crimes:
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CASE T

.When the initial investigation provided
probable cause to believe the suspect was involved
in gambling and bribery of policemen, electronic
surveillance was commenced. The electronic surveii-
lance produced information which may have saved a
witness at a federal trial from possible assassina-
tion; the surveillance also resulted in the disci-
plining of certain police officers. A spinoff tap
on suspected gamblers was relatively unproductive.
But, as a result of the entire investigation,
thirteen persons were indicted for perjury or
criminal contempt before a grand jury; according
to an attorney directing the investigation, twelve
persons were convicted, and one case is still
pending. The major sentence meted out was four
years imprisonment. The attorney stressed that
when crime figures obey a code of silence and
cannot be penetrated by undercover agents, the
only successful tactic is to call the suspects
before a grand jury, give them immunity, and
confront them with the overheard conversations.

The attorney also noted that this case was one

that did not rely on informants; the case was made
through physical surveillance and overheard conver-
sations which required devoted police work. The
attorney expressed doubts about the reliability of
informants and believed that prosecutors should be
wary of proceeding with cases based on such evidence;
the attorney believed that electronic surveillance
was one of the few ways to eliminate the reliance
on informants in some types of conspiraterial
cases. ’

CASE 1T

Another successful investigation conceérned
the investigation of a fencing ring. Beginning
with a tap at the hangout of a suspected receiver
of stolen goods, who apparently specialized in
stolen traveler's checks, the investigators traced
the scheme to persons to whom the receiver disposed
of the checks. Taps on their phones led to an
apartment where the stolen checks were delivered.
A tap and bug were placed at this apartment.
These electronic surveillances revealed information

i
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as to burglaries, as well as fencing. Thirteen
persons were arrested in all. Most have pled
guilty; some are awaiting trial.
One rather unique investigation was designed
to detect persons dealing in counterfeited phono-
© graph records and tapes; that is, records and
tapes bearing a label similar to that of the
genuine manufacturer or distributor, in a case
denominated as forgery investigation. Eight
-+ persons were arrested; four had their cases dis-

missed, and the other four pled guilty and received
fines.??

Federal Agencies

The staff of the National Wiretap Commiésion found that

Federal agencies - mainly the FBI, the Orgahized Crime Task Force and

the Drug Enforcement Administration - have used wirétapping effectively

in a number of impqrtant cases, though again it is clear that wire-
tapping ig infrequently used except in gambling cases. The following,

however,‘are examples of cases in which wiretaps were used effectively

by a Federal agency:

CASE IIT

This case dealt with the allen Luéthers -

Aubrey Joe (A.J.) and Ambrey DeWitt (A.D.), who

lived in the small town of Commerce, Georgia. Both :
brothers had extensive criminal records dating ﬁ 5
back to the mid-1940's for moonshining, Internal i
Revenue Law violations, and automobile theft.
Both were also regarded as violence brone and ‘ 4
extremely dangerous members of the Dixie Mafia. ‘ |

In October 1972 an informant notified the FBI

- -Q2-
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that the Allen brothers and others working at
their direction had been involved in a number of
large thefts from clothing manufacturing plants in
Georgia and South Carolina. The informant con-
tinued to provide such information until mid-
January 1973, by which time he had provided the
FBI with the details of 12 major burglaries, all
of which were alleged to have been committed by
the Allen gang. Through independent investiga-
tion, FBI agents were able to verify the facts of
each of the 12 occurrences. In addition, this
informant stated that the Allens were operating a
large-scale fencing operation to dispose of the
stolen merchandise and that they were using their
home telephones to cbnduct these activities.

A second informant provided the FBI with the
four telephone numbers used by the Allens (two in
each of their residences) and substantiated the
fact from personal knowledge, that both brothers
were involved in theft and fencing operations in.
several southeastern states. A third Informant
stated that he had spoken with a number of persons
who dealt in stolen clothing and had been told
that they had bought the goods from A.D. Allen. A
fourth informant had called A.D. Allen at a
telephone number (the same as one of the four
supplied by the first informant) and personally
arranged for the purchase of stolen clothing.

Based on this information, the FBT decided
to seek wiretaps on the Allens' telephones.
The affidavit in support of the application detailed
all of the informant information, as well as
telephone toll records, which showed frequent
calls by both Allen brothers to a number of
persons throughout the southeast who were known by
authorities to bé‘dealing in stolen clothing. The
affidavit also detailed why phuysical surveillance
could not be used; both Allens lived in identical
house trailers set high on a hill overlooking the
only approach road to their property.  In one
instance where physical surveillance was attempted,
the surveilling agents had been detected almost at
once by A.J. Allen. '

A

The 15-day wiretap order was signed on
February 26, 1973. A leased line was provided by
the telephone company and a monitoring post was
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established at a motel near the Allens' property.
Monitoring on two of the four lines was discontinued
after a few days when it became apparent that no
incriminating calls were being intercepted on
those lines. A 15-day extension on the remaining
two telephones was sought and granted on March 14.
Because of a delay in getting approval for the
extension, it was necessary to shut the taps down
for one day, but once the order was signed monitor-

ing began again and continued for a total of 28
days. ’ '

The results of the wiretap were excellent.
Hundreds of incriminating conversations were
intercepted, including several that enabled the
FBT to locate two retail outlets that the Allens
had established for the sale of their stolen
goods. Search warrants were executed at the
Allens' homes and 15 bersons, including both allen
brothers, were later arrested.

Of those arrested, two pleaded guilty to
reduced charges and one was dismissed. Twelve
persons went to trial, where approximately 75
taped conversations were played for the Jjury. Four
defendants were acquitted but eight were found
guilty and were sentenced to prison terms ranging
from 15 years (for both Allens) to two vears.

The Allen case was a clear example of how a
well~conceived wiretap can be used to attack a
criminal conspiracy which may be immuné from
ordinary.investigative techniques. Without elec~
tronic surveillance .it is doubtful whether the
major participants in this organization could have
been convicted and the stolen goods located. It
should also be noted that the fear which the
informants expressed as a reason for not testifying
in this case was apparently real. One witness who
did agree to testify against the Allens was killed
when his home was destroyed by a late night dynamite

blast just a few days before the trial was to
begin.

CASE IV

Wiretapping has also been used effectively
in Atlanta against gambling organizations.. One
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case took place in 1971 and involved the lottery
operation of Joe Dean Stanley and his associates.

Probable cause to seek wiretaps in the case
came from informant information and limited physi-
cal surveillance. Beginning in January 1971, an
FBI informant had revealed that Stanley, Hudson
Ashley, and Henry "Jelly" Jones were the principals
in a lottery operation in Atlanta grossing 10 to
15 thousand dollars a day. This informant also
identified one woman who was operating a relay
station for the lottery and provided her telephone
number.

In February, a éecond informant substantiated
this information and provided the FBI with. the
name and phone number of a second relay station
operator. In May, this same informant provided a
telephone number which Ashley was using to conduct
lottery business.

A third informant was developed and, -in July,
he confirmed Stanley's role in the operation and
provided his telephone number. A day later,
informant No. 3 identified the main drag man for
the Stanley organization.

During this beriod, FBI agents had surveilled

the subjects on a number of occasions. The identified

principals were observed meeting frequently at I

.Stanley's home and the drag man was seen picking
up small packages from the relay stations daily.

Finally, in mid-November 1971, all three
informants confirmed their previous information as
accurate and provided the further information that
Stanley, in conjunction with a woman, was running
a. separate lay-off operation and taking lay-off
bets from other lottery operators in Atlanta, The °
name and telephone number of the woman running
this operation was provided.

Based on this information, a 15~day order
authorizing wiretaps on four telephones (Stanley's,
Ashley's and the two relay stations') was signed -
on November 24, 1971. Up to five days were required
to install all of the taps because of inaccurate
cable and pair information which was initially
provided by -the telephone company and the fact
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that the FBI had only orne agent trained to make
the necessary connections. All of the taps were
run over leased lines into a

central monitorin
bost-at FBI headquarters. 7

~

Incriminating conversati
monitored from the start,
the relay stations,

ons on each line were
In the case of one of

. SO many incriminating calls
yere intercepted that the tap was shut down after
Just a few days. because sufficient evidence had
been gathered against the individual. -

Because the lottery headguarters had not
been'l?cated; 15~day extensions were sought on the
remaining three wiretaps. 1In this case, as in the
Allen case, the agents were forced to shut down
the taps for two days because the extension order

~Just two days after the extension wa
and the taps reinstalled, agents monitored a
conversation between an unidentified caller and
Ashley's wife, who was told, "ybu are hooked u
all over", Later that day Ashley instructed tge
drag man, "don't talk on this line, it is tapped”.

Shoitly tbereafter, conversations on all three
monitored lines ceased.

S approved

: Despite this breach of securit ]
(3 J Wh
authoritles attribute ? ity

ured and executed, resulting
slips, $30,000 in cash
the confiscation of
uvarters was never

in the seizure of betting
(from Stanley's«home), and
three autos. (Lottery headg
locnted.) Later, 37 individuals were indicted for
their parts in the gambling opération, including
all of the named participants except Stanley's

nllegeq iay—off partner, against whom there was
lnsufficient evidence.

Attempts to Suppress the wiretap evidence

were ba?ed on th? alleged invalidity of the Attorney
General's authorization. The resolution of this

question dragged on for years, during which time
icted individual died.
n was later decided in
26 defendants pleaded

=06~
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guilty to Federal gambling violations. The remalnlng

nine went to trial, at which seven were conv1cted

and two were acquitted. .
Unlike many gambling cases, most of the

participants in this organization went to prison.

Twenty-three persons were sentenced to terms

.

.~

diminishes. In the same way, if extortion or any otherACrime, in

or if organized criminal activities were to be relegated to a lower
priority ~ the effectiveness of wiretapping, in so far as cost/benefit

is considered, diminishes as the "benefit" side of the calculation

o - , ranging from 90 days to 10 years. The otber i0 ) . . . ,
?} wenepiﬂmd(m)pnﬂmtlm1fbr three years. which wiretaps are marginally or occasionally useful, becomes such ‘a
In this instance, electronic surveillance was danger to sobciety that even marginally useful investigative tools are
gt able to put an entire gambling organization out of
- business. Not all of the wiretap cases in Atlanta
' are this successful, of course. The FBI believes
3 that one boolmaking oOperation closed up for two
years after a number of wiretap-related arrests,
but is now back in business. Although the problem
gm is an ongoing one, the FBI's Ogden feels that

considered invaluable, it is possible that the effectiveness of wire-

taps will be considered greater.

wiretapping is,the only tool which offers the In summary, then, the Crime Commission and the Legislature must
botential for/effective, sustained attacks on

illegal gambling activity.23 decide how much of a threat to society is posed by the crimes against

which w1retaps are most effective, namely gambling, narcotics and

organized criminal activities, and then measure that threat against

[f Co ' 1V. -OVERVIEW

The effectiveness of electronic surveillance is partly determined
by the importance that society attaches to the investigation of the
crlmes in whlch wiretaps are most useful. TFor example, the then
AtLorney General Mitchell considered it important to make a spec1al
effort to catch bookmakers. This resulted in frequent use of wiretaps

in the years 1970 =72 in "Project Anvil. Funds and other resources

were allocated to this project in accordance ‘with the Attorney General's

judgment of the 1mportance of prohlbltlng gambllng, in preference to

other needs in the criminal justice system. Wiretaps, of course, are

A

most effectlvely used in the investigation of gambling cases.

~\""

It can

be seen that if the crime of gambllng were to be glven a lower prlorlty -
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the threat to individual privacy posed by wiretapping itself.
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FOOTNOTES

CHAPTER V - EFFECTIVENESS OF WIRETAPPING

b

lsee Administrative Office of the United States Courts, Report on
Applications for Orders Authorizing or Approving the Interception

of Wire or Oral Communications, (hereafter cited as Report on Appll—
cations), Washington, D.C., 1973 1976.

.—,.,
H

2National Wiretap Commission, Staff Studies and Surveyu, (hereafter
- cited as "Staff Studies and Surveys"), p. 177, Washington, D.C. (1976).

3National Wiretap Commigsion, Electronic Surveillance, (hereafter cited
- as "Electronic Surveillance"), p. 141, Washington, D.C. (1976).

- 4staff Studies and Surveys, pp.;108—115. New Jersey is the most

conspicuous example.

1; 5Blectronic Surveillance, p. 146.

¥ 6Ibid-

71bid., pp. 145-146.

J 3Herman Schwartz, Taps, Bugs and Foollng the People, New York, N.Y.
L. 1977, p. 30.

9Electronic Surveillance, p. 127 (Interviews with law enforcement

L5 officials in Miami.); Staff Studies and Surveys, pp. 31 and 58
(Interviews with law enforcement in Connecticut and Georgia

ij respectively.).

10 Interviews with law enforceinent officials in Colorado, in Connec-
}j ticut, and in Georgia. Staff Studies and Surveys, pp. 22-23, 31,
and 58. o .

IlReport ‘on Applications, pp. X-XI.

= \

4: 125taff interview with Lee Laster, Special Agent-in-Charge, Honolulu
Field Office, Federal Bureau of Investigation, July 26, 1977. Mr.

s Laster mentioned that for one wiretapping case 35 ‘agents had to be

3. brought in from the Mainland.
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1977.

14Ibid otaff interview with Michael Sterrett, Federal Strike Force

Attorney, U.S. Dept. of Justice, Honolulu, September 20, 1977; and
Staff interview cited in f£N13 supra.

I5staff Studies and Surveys, pp. 121 and 124.

16Report on Applicatione, pp. XIV-XV.

17gtaff Studles and Surveys, pp. 121 and 124.
114 (Analysis of cases in New Jersey).

See also Ibid., pp.l08-

g

fowei .

-18schwartz, op. c1t., p. 31.

i

19ror example, Niagara County, New York.
p. 239- i

i

Staff Studies and Surveys,

20staff Studies and Surveys, pp. 108-114.

=

211bid., p. 108.

. 221bid.,. pp. 300-301.

s TR it

231bid., pp. 424-425.

13Ib1d., Staff interview Wlth U S. Attoerney Harold Fong, September 20,
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CHAPTER VI
A MODEL WIRETAP STATUTE

I. INTRODUCTION

Generally, the model wiretap statute (see Appendix I) is similar

" to the Federal statute but incorporates added safeguards against

unwarranted invasions of privacy. .The most significant differences
between the model statute and the Federal and most other state.wire—
tapping statutes are®the complete prohibition of court-ordered bugging,
the use of an appointed attorney to oppose the wiretap application

(the so-called "challenger"), the limitation of wiretap orders to very
lserious crimes or to other speCiflc serious offenses when the involve-
ment of organized crime is shown, the rigorous notice, disclosure, and
destruction provisions, and a sunset provision that requirés reenact-
ment of the statute after eight years.

e
S

II. SCOPE

WIRETAPPING ONLY

The scope of the model statute is identical to that of the
Federal statute and most other state wiretapping statutes except that

court-ordered bugging is prohibited.

el

The prohibition of court-ordered
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bugging is a provision of House Draft 1 of House Bill 412 Ninth

Legislature, State of Hawali, 1977, and is de51gned to limit invasion

of privacy. Although bugging is very similar to wiretapping in that
both intercept private spoken conversations, bugging may involve a

greater invasion of privacy. Bugging usually requires the placement

of the bug inside or adjacent to the place being bugged. To thé

extent this involves a physical trespass it may be more of an invas1on

of privacy than w1retapp1ng. Wiretapping can almost always be achieved

by the use of telephone ébmpany facilities at telephone company
offices. During a physical entry to place a bug, police officers
investlgatlng a crime would probably be- tempted to observe as much as

poss1ble. Evidence found by the officers 1n "plain view" during the
placement of a legal bug would be adm1551bie in a criminal trial.

Thus the temptation to conduct a general search or use a wiretap as a

"reason for entering a place to conduct a search might lead to even

more extensive invasions of privacy.

Additionally, minimization is much more difficult in bugging than

in wiretapping. Usuallky, only two persons are involved in a telephone

&

‘conversation, and the persons involved usually identify themselves at

the beginning of the conversation. Thus, it may be easier to determine

1

the subject matter of a_telephone conversation than that of oral

conversations in a room where the parties to a conversation may change

)

rapidly. Thus, telephone calls between persons not suspected of a

wiretappable offense and involving a subﬁect other than the offense

i 14
ES
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can be minimizéd. However, céntinuous;monitoring of oral conversations
may be believed to be necessary because i£ is %mpossible to tell when

a conversation unlikely to contain incriminating statements begins or
ends. With telephone conversations minimization is more readily

accomplished. Monitoring equipment is triggered by the placing or

‘receiving of a call. Monitoring officers determine if the two parties

involved are likely to éonverse about the crime under investigation.
If not, the monitoring equipment is shﬁt off'unfil,the next telephone
callj Finally, the prohibition of court-ordered bugging may be one
way to limit invasions of privacy wh%le stillAallowiﬁg some form of
court-ordered interception of convergztidns. Thus, the model statute
prohibits all wiretapping and bugging excepf court-ordered wiretapping
and other exceptions set out below. .

5]

CONSENSTAL WIRETAPPING -

The consensual exception for wiretapping as found in the Federal
i 7 ;

and most statekétatutes is included in the model statute. Consensual
wiretapping is allowed without a court order with the consent of one

of the parties .to a conversation. However, bugging requires the

- consent of all parties entitled to privacy in the place bugged as

under present law.l If one-party consensual bugging were allowed,
extensive consensual bugging might make the prohibition of court-

ordered bugging meaningless.
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. privacy of intércepted conversations after the wiretap.

BUSINESS NECESSITY WIRETAPPING

For practical reasons of business necessity, exceptions for wire-

tapping by use of extension phones or party lines, by telephone .

companies, and by the Federal Communications Commission are retained

in the model statute. It should be clarified that the exception for

use of party’line 6r extension .phones applies only when the party line
or extension phone is used By the person(s) to whom they are issued by
the tglephone‘company and is used in the normal course of business or

operation.

OTHER AUTHORIZED WIRETAPPING

The model statute also does not prohibit wiretapping authorized

- by Federal law. This is considered, necessary to avoid state inter-

ference with Federal supremacy.

ITI. COURT-ORDERED WIRETAPPING

The model statute allows court-ordered wiretapping by State
officials with very strict regulation of the situations in which wire-
tap orders can be issued, the procedures and requirements for applica- i

tion, issuance, and execution of orders, and the protection of the
. : - Y

B

a
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. except for a few very serious offenses.

OFFENSES

Since the primary purpose of a wiretapping statute is to fight
organized crime, the model statute requires that court-ordeéred wire-
tapping be allowed only in cases where .organized crime is involved,
. vy Additionally, the model
statute allows court-ordered wiretapping to be ﬁsed_only in‘the
investigaEion of felony offenses which may involve use of telephone
conversations. These severe restrictions are considered necessary
since wiretapping is considered a substantial invasion of privacy and
an'.extraordinary investigative tool to be used only in extraordinary
cases. Thus, under thé model statute the judge issuing the order
must determine both (1) that organized crime is involved and (2) that
a particular offense enumerated in the statute is being committed,

except in the case of murder; kidnapping, and criminal property damage

involving the danger of serious bodily injury.

ORGANIZED CRIME

Under the model statute, the application would usually be required

to include facts which make it probable that organized crime is )

- ijnvolved.. The model statute includes a definition of organized crime

which is a variation of the definition recommended by the Conference
of State Governments and adopted by the Hawaii Legislatu;e in the

Organized Crime Act:
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Organized crime is defined as any combination
or conspiracy to engage in criminal activity
as a source of income, ‘

SPECIFIC OFFENSES

Wiretép orders may be issued in cases of murder, kidnapping and
criminal property damage dangerous to personé without a showing of
organized crime involvemeht. The model statute allows the use of
wiretapping to investigate the following offenses when they are felonies
and when organized crime is involved: bribery of a ﬁuror, witness or
police officer; extortion; criminal. coercion; receiving stolen property

(fencing); gambling; and drug sales.

These specific offenses were chosen because they are thought to
be'characteristic of organized crime and may ihvblve telephonebcommuni-.
cation. The offenses were limited tonfelony.offenseé in which organized
crime is involved to ensure that wiretapping would onlf be used for
serious ofﬁenses and to distinguish between small—time occasional
gamblers, drug distributors, and fences and those likely to have

connections with organized crime. 1In the case of small-time occasional

- offenses, the cost of wiretépping may not be justified and other

investigative methods may be effective.

>
IS

Several offenses included in House Draft 1 were changed to reflect

proper Hawaii Penal ‘Code titles for the offenses: arson was changed

L
i
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to criminal property damage and corruption of public officials was

- A ' ' ‘ i :
‘changed to bribery of a witness, juror, or police officer. Bripery of
- ~ N ‘

a public official was not included in the offenses because of the
potential for abuse of wiretap power for political purposes. .Fencing
or receiving stolen property under Hawaii law was added as a crime
that is both characteristic of organized crime and may involve the use
of the telephoné. Some offenses included in House Draft 1 were deleted:
prostitution, drug abuse,'ana loan sharking. Prostitution is'probably“
not a wiretappable offense under the Federal wiretapping statute,

since it is not a felony dangerous to life, limb, or property. Drug
dbuse is neither a crime nor is it characteristic of organized crime.
Rather, it is believed that organized crime is. involved in drug sales,
which is a wiretappable offense under the model statute. Finally,

loan sharking is deleted from the model statu;e because there is no
comprehensive Hawaii law regulating loan sharking. Criminal coercion,
included in the model statute, may cover most extortionate lending
préctices. If the H;waii Legislature does enact comprehenéive regula-
tion of loan sharking similar to the Federal Extortionate Credit Ac£,4
then it should be considered by the Legislature for inclusion as an

offense for which wiretapping orders may be issued.

WHO MAY APPLY

W

The model statute adopts an applicatidh prccedure similar to that

T, . 3

of the Federal statute. The Attorney General and the chief prosecuting

The model

éttorney of each county may apply for wiretap ordérs.q
. N *

statute contemplates that the county prosecuting attorney or the
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Attorney General would apply in person for the wiretap order. Allowing
application by deputies with the éuthofizétion of the prosecuting
attorney or Attorney General might result in "éubber stamp" approval.
Wiretapping is designed for iﬁfrequent use in extraordihary situations

so that requiring the applicant to appear in person when not absent

from the State or incapacitated should not be an undue burden.

WHO MAY ISSUE : .

The Federal statute allows a state to empower any judge of "general
crimfnal jurisdiction" to issue wiretap orders.SA General criminal
jurisdiétion probably means jurisdiction over criminal hearings, trials
or appeals of all levelsiand kinds of offenseé. This would probably
exclude Hawaii district court judges since they have limitéd criminal
jurisdiction. Genérally, district court judges have misdemeanor (non-
felony cases) criminal jurisdiction and jurisdiction‘only over arraign-
ments, preliminary hearings, and issuance of search and arrest warrants

in felony cases. Circuit court judges have general criminal jurisdic-

tion over all criminal cases and, thus, could be empowered to issue

wiretap orders.

The model statute allows a designated circuit court judge in’each
circuit to issue a wiretapping order. The Chief Justice of the Supreme
‘Court is required to appoint a judge in each circuit to hear wiretap
applications. This should preveﬁt "forum shobpiﬁg" for fayorable
judges. | ' |
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STANDARDS FOR ISSUING ORDERS

~

The standards for issuing orders set by the model statute are
identical to those required by the Federal statute except that no
court-ordered bugging is allowed and the application and order must
specify whether physical entry is necessary to accomplish the wiretap.
This is designed to prevent physical entry unless it is absolutely
necessary. Most wiretaPS'oan be accomplished by ‘use of telephone

company facilities without physical entry.

EMERGENCY WIRETAPS

The model statute allows no emergency wiretaps; .All wiretaps
reqnire a court order. Most other state statutes do not allow emer-
gency niretapping. Emergency wiretaps have been- criticized because
there is no judicial control over laW~enforcement officers in initiat-
ing and conducting the wiretap. Wiretapping is believed to be too
great an 1nva51on of privacy w1thout the safeguards imposed by judlClal
superv1s1on of the wiretap at ail stages.‘ Unlike the Federal procedures

for application, State law enforcement officers seeking a w1retap

"need not seek approval from Washington, D.C. Thus, the applicatlon

process in the model statute should be much qulcker than the Federal
procedure, This should ellminate the need for' emergency wiretaps 1n

many cases.

 ~109-

CHALLENGER PROVISION

N

The model statute prov1des for an adversary hearing on an applica-
tion for a Wiretap order. In an adversary hearing, opp051ng attorneys
present facts and argue different sides of an issue(s) before a judge.
It is often belleved'that the search for truth and justice is best
accomplished through an adversary hearing. Normally, a hearing for
the issuance of search or-arrest warrants is ex parte, neaning that

only one side of the case is presented.to the judge. This ex parte

procedure is employed in wiretap applications under the Federal and
other state statutes. Opp051t10n by an attorney representing the
public will prOVide the best possible protectlon against “rubber
stamping" by Jjudges, or decisions based on a distorted one-sided view

of the evidence and arguments supporting an application.

Like other rigorous procedures that further protect privacy, an

adversary hearing will result in some additional costs and delay.
However, because wiretapping will be used infrequently and because it
may result in a substantial invasion of privacy, the added costs are

considered justified.

The attorney to represent the public by oppOSing the application

should be app01nted by the circuit court judge hearing the application

=3

on a case-by-case basis. The circuit court judge may app01nt a
government attorney; such as the public defender, or a private attorney.
“ ¥y o ¢ “a :
o <
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Any private attorney appointed should be compensated on an hourly basis

at the same rate as other cou:t—appointed‘attorneys.

.

The hearing itself would be held in secret in the judge's chambers

to protect the confidentiality necessary to a successful wiretap. The -

attorney should have the right to cross—examine the affiant supporting

the application and to present arguments in opposition to the applica-
tion. In order to do this effectively, the attorney must be allowed
to read the application and supporting documents prior to Ehe hearing
and then prepare for the hearing.
to’an opposing attorney is required by the model statute. This should
be adequate notice to ensure that the attorney opposingﬂihe application

can do so effectively and still allow léw‘enforcemeht to move swiftly.

y/
-

DURATION OF WIRETAP

The model wiretap statute, like the Federal statute; allows wire-
taps to be conducted for a maximum of 30 days and allows extensions of
15 days ééch. Although organized crime is believed to be conducting

criminal activity, such as gambling, on a daily basis, contacts with

. the leaders of organized crime may occur less often. Thirty days is

believed to be a sufficient period to intercept these contacts between
lower-level criminal oéerators and high-level leaders of organized
crime. Additionally,-anything less than 30 days would probably result -

in increased applications for extensions at added costs.

~111-
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' Application for extensions must follow the same procedures as that
for original applications. Also, as in the Federal statute, "fresh"

probable cause must be shown in addition to an explanation why the wire- .

tap should be continued.

'Extensions of shorter periods of 15 days each

are allowed because a failure of the wiretap during the original périod
may question the justification for as substantial an invasion of pri-

vacy as an additional 30 days.

However, all wiretaps must automatically terminate if the evidence
sought is obtained..rThis.requirement is mandated by‘the Federal and

Hawaii Constitutions and the Federal wiretap statute.

]

Automatic termi-

nation has been cripicized”as an .unworkable concept since it is diffi-

cult tq decide whether a particular interéepted statement is the type

i
i

of communication described in the wiretap order and since a law enforce-~

ment officer interested in obtaining as much evidence as possible must

make this decision. The model statute provides for an immediate report

to the issuing judge when an incriminating statement ié obtained. This
allows a neutral judge, rather than the law enforcement officersv
involved, to decide whether the statement intercepted is the type of

statement sought by the wiretap.

-matic termination occurs. o : !

MINIMIZATION

N ;

~ The Federal and Hawaii Constitutions and all wiretap statutes '

~112- e . |
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vrequire that wiretapping be done in such a way as to minimize the

invasion of privacy. The model statute includes this general require-
ment and also specifies some methods of minimization. The first méthod
of minimization recognized by Federal and other state law enforcement
officials is monitoring only those conversations likely to contain
incriminating conversations. The statﬁte also sets out some factors to
be considered inldetermining whether a conversation is likely to result
in incriminating stétemenps. These factors are the.partiés involved;
the initialnsqgject matter of the conversation; the particular offense
under:investigation; the subject matter of previous conversations
between the same parties and whether incriminating statements were
madé; and the time ahd day of the particular conversation. N
Because it is difficult to determine in advange whether a particu-
lar conversation will contain incriminating statements, othernﬁeans of
minimization are also specified. Only conversations involving at
least one person who is named or describéd ih the wireéap application
and order may be monitored. For example, if the wiretap order names
Joe Gambler and establishes probable cause that he is conducting a

gambling operation, any telephone call Joe makes or receives may be

.monitored. However, if Joe Gaﬁbler's daughter calls her boyfriend,

then the conversation cannot be intercepted. This limits the invasion

of privacy to persons about whom there is probable cause that they are

cohmitting a crime and those who converse with them by telephone. Tt

-113~

may 'still result in guilt by association, as does all wiretapping
where probable cause is not required for each party to a conversation.
However, with this requirement persons about whom there is no probable

cause who happen to use a telephone that is wiretapped do rot have

their privacy invaded.

The final method of minimization expressly inc;uded in the statute
is the protection of privileged conversations, such as conversations
between a person and his spouse, doctor, attorney or clergyman. The
law of evidence has traditionally recognized these conversations as
being very important and confidential. Since these conversations
would not usually be admissible in a court proceeding, there is no

& ! Ca » .
just;fication for intercepting this type of conversation except when
the conversations are not privileged, when both parties to the conver-
sation are’involved in the commission of a crime. Thus, the model
statute would allow interception of these conversations only when

there is probable cause to believe that both parties are involved in

the commisgssion of the naméd offense.

As the statute implies, and as the Hawaii and Federal Constitutions

require, the execution of the wiretap must be in such a way as to

-minimize the invasion of privacy, which in certain circumstances may

require more than the specific methods of minimization included in the

statute.
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REPORTS TO THE JUDGE °

The model statute allows the issuing judge to determine if and
when reports on the progress of the wiretap should be made by the
officers conducting the tap. The challenger may make it likely that a
judge will fequire such reports. However, it is considered unwise for

the statute to require periodic reports in every wiretap since it may

be burdensome for law officers to prepare and for judges to review

several days of recorded conversations while the wiretap is still being

conducted. Additionally, reports are required whenever an incriminat-

ing statement is obtained.

NOTICE OF THE WIRETAP

The model statute suggests that notice be given to all known
. ' . \ ‘\
persons whose conversations were intercepted and to any person(s)

named in the wiretap order. Notice to everyone whose privacy is
. . . . . ‘ . . L0 0
invaded is considered fair and necessary to deterring illegal wire-

tapping. Without such notice a person may not know of the invasion of

privacy and cannot further investiga@é to determine its legality, -

" consider a civil suit, or urge prosecution by the State if the wire-

tap appears to have been an illegal one. Because notice is required
only to known parties, the burden on the courts or law enforcément

. . i .
should not be too great. The parties must be identified anyway before

the conversations can be useful to law enforcement.

0
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The statute requires notice to be given Within 90 days, but allows
a judge to extend the time if there is a good {éason for aoing SO.
Becausehwiretap investigations may be complex and may require additional
follow-up investigation after the wiretap is completed, the model
statute follows the Fedgral and most state statutes in allowing 90 days
andApossible extensié#s. However, the model statute requires notice
immediately upon the arrest or indictment of a person for»aﬁ offense
in which there is wiretap'evidence. At the time that an arrest is made
or a public indictment is obtained, any investigation relating to thej
person arrested is probably already public and already completed, so
thét few reasons remain for keeping the wiretap secret. At the time
of arrest or indictment, an accused should be told of“the use of the

ﬁiretap so that he can investigate and prepare his defense.

The notice must contain the fact that a wiretap was conducted,
the dates and duration of the wiretap, whether any conversations were
‘ monitored and whethéf inCriminating statements were obtained. The
Federal statute also requires notice of whether an application for a ,/
wiretap order was denied. The model statute does not require notiéé
of this since no invasion of privacy results whgn an appl&cation is
denied, and since law enforcement may again %pply for a wiretap

" involving the samg person whén additional evidence is obtained. Notice

to a person of a prior unsuccessful application might make a subsequent

wiretap on that person ineffective, since he could purposefully avoid

incriminating conversations.
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DISCLOSURE

N

The model statute makes the disclosure of the gpplication, order,

and a person's:interceptéd conversations mandatory upon request of any

person whose conversations are intercepted. The disclosure occurs’

after notice has been given but at least 30 days before any trial in

which the wiretap evidence is to be used. Any person intercepted has
the right to sue civilly or to seek criminal- prosecution if the Wiretap
was illegal. A person cannot determine the legality of the wiret;p
without sééing\the application, the order, and the contents of his or
her intercepted communications. Since this wouldyéccur after notice,

there should be no compelling reasons to keep the application, the

order, or the contents secret.

It should be noted that a person can only see intercepted conver-

sations to which he was a party. Otherwise; any person intercepted

i

might be able to see conversations of other people which should remain

as confidential as possible. A person should be able to see his conver-

sations both to evaluate the legality of the wiretap and plan a criminal .

defense if prosecution appears likely. A person's intéfcepted conver-

. sations may be relevant to the legality of the wiretap, for example,

because they can show the absence of required minimization. If

incriminating statements are intercepted, a person should be able to

" see them in order to plan a possible defense. Currently, Hawaii's

Rules of Criminal Procedure require that an accused be allowed to view
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any statements he or she made to law enforcement concerning the crime.®

INTERLOCUTORY APPEAL

!

The model statute allows appeal by the applicant upon the denial
of an application and‘upon granting of a motion to suppress any wire-
tap evidence in a cfiminal case. In the case of denial of an applica-
tion, no one is prejudiced by the appeal and a judge's decision whether
to allow a wiretap should, like other judicial decisions, be subject
to review. Immediate appeal does not prejudice anyone involved and may

aliqw a decision before the opportunity to intercept incriminating con-

versations is lost.

Interlocutory appeal from the granting of a motion to suppress‘is‘
probably already ailowed by Hawaii law.—7 The model statute expressly
allows it to ensure that it is allowed in wiretap cases.. Interlocu-
tory appeal is necessary because the State cannot take a normal appeal
at the end of the case. if the State wins a conviction there:is nothing
for it to appeal. If the S£ate loses, it cannot try the defendant
again because of the prohibition against putting a person twice in

jeopardy for the same criminal offense.

Although interlocutory appeal from the suppression of evidence

_is allowed, the model statute requires that the appeal be filed as

soon' as possible and that the issue be decided as rapidly as possible

\f“ )
s .
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in order to prétecﬁ the defendant's right to a speedy trial. Generally,

p—

trial is required to begin within six months after arrest or indict-

N, .. 8
ment in Hawall.

| ——

IV. PROHIBITING UNAUTHORIZED WIRETAPS

Like the Federal and most state statutés, the model statute

fueng

seeks to prevent unauthorized wiretapping and bugging by crlmlnalu

penalties, civil suits, and exclusion of illegally obtalned wiretap

evidence.

CRIMINAL LIABILITY

sy sy PR

Like the Federal and all state statutes, the model statute makes

' i i g i i ure
criminal the illegal or unauthorized interception, use, Or disclos :

i“!

. i i stri-
of private conversations and the possession, manufacture, or distr

-

bution of wiretap devices. Confiscation of illegal devices is allowed.

Finally, the telephone company is required to report all wiretaps of

which it hae knowledge as a check on illegal wiretaps that might be

conducted without proper court authorization.

p— R

A good faith reliance upon a court order is made a complete
defense to any criminal charge. A telephone company employee or a law
‘ enforcement officex ekecutlng the w1retap pursuant to a court order

should not be criminally liable when it appears that the court order

\}\\‘—//‘ i
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is illegal because of something'the employee or law enforcement officer

-did not do and did not know about.

A maximum criminal penaity of $5,000 and a five-year priéon term
is thought appropriate, since higher penalties might deter the judge

from giving a prison sentence. In Hawaii, a judge must give the maxi-

mum if he gives any prison sentence; then the parole board determines

eligibility for early parole)g

CIVIL SUIT

The model statute allows a civil suit for illegal invasion of
privacy and recovery of actual damages or $100 a day, whichever is

greater, court costs including reasonable attorney's fees, and punitive

damages if malice is shown. Unlike the Federal and many state statutes,

the model statute does not provide a minimum recovery of $1,000

Presumably, a minimum recovery would be.allowed to any.person whose
conversation was intercepted in an illegal wiretap regardless of the
length, number, and nature of the conversations. Since one wiretap

may involve the conversations of many people, a minimum recovery of

$1,000 might place a financial hardship on the State. §$100 a day or
actual damages, plus the costs of suit are considered sufficient to

encourage civil suits which deter illegal wiretapping and compensate

the victim of illegal wiretapping:

. -120-
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Good faith reliance upon a court order is also a defense to civil
liability on the part of an individual for the ﬁame'reasoﬁs that it is
méde a defenée to criminal liability. However, the model statute does
not allow good faith as a defense to liability on the part:-of the
State. Any illegal wiretap is still an illegal invasion of privacy

regérdless of good faith and the victim should be compensated.

EXCLUSION OF EVIDENCE

The model statute provides for exclusion of evidence obtained as
a result of an illegal wiretap, as is required by both Federal and

State laws.

ANNUAL REPORTS ON WIRETAPS

The model statute also requires that applicants for and judges
hearing applications for wiretaps report to the Administrative Director
of:Hawaii Courts the information required to be reported to the Federal

authorities by the Federal statute. In turn, the Administrative

- Director must report to the Legislature concerning wiretaps. This

will allow Hawaii to judge the effectiveness of wiretapping and does

-not require additional data beyond that required for Federal regortsQ

SUNSET PROVISION

Finally, the model statute provides a sunset provision thatﬁprp-

-121-

most cases; the specified methods of minimization required;
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vides that the wiretapping statute automatically expire in eight
‘yéars. A commission is to be appointed at the end of five Years to
study wiretapping in Hawaii. The commission must report to the Legisla-

ture before the statute expires so that-the Legislature can make an

informed decision as to whether court-ordered wiretapping should be

continued in Hawaii.

The sunset provision .is a recognition that the effectiveness and
effect of wiretapping are not accurately known and that such a substan-
tial iﬁvasion of privacy should not continge unless it is effective in
fighting crime. |

Because it is perhaps more difficult to repeal an

existing law than to pass a new one, a sunset provision is considered

prudent.

V. CONCLUSION

The model statute is designed to allow court—-ordered wiretapping

to fight organized crime in Hawaii, while protecting privacy to the'

fullest extent possible without crippling law enforcement efforts. In

order to do this, the model staﬁute includes more rigid procedures and

protections of privacy than perhaps any other state or Federal statute.
The use of an adversary attorney to challenge applications; the require-

ment that a showing of the involvement of organized crime be made in

and several

other statutory provisions are unique and are designed to meet many of
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the nr1t1c1sms of the Federal statute and other state statutes modeled

% a: 'after the Federal statute.
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ADDENDUM

The model statute described in this Chapter and

N

contained in Appendix I was introduced in the 1978

Hawaii Legislaturé. The legislature passed the wiretap

bill with a few substantive changes. The substantive

changes are as follows:

1)

2)

3)

4)

5)

6)

8

the definition of organized crime was changed
from "...any combination or conspiracy to
engage in criminal activity as a source of
income" to "...any combination or conspiracy °
to engage in criminal activity";

the requirement in the model bill that only
communications in which one party was named
in the wiretap order, could be monitored was
deleted;

the minimization provision allowing initial
monitoring of a telephone conversatlon to
determine if the conversation is likely to
result in incriminating statements was modi-

fied to allow intermittent monitoring to

determine if incriminating statements are
likely;

the reporting requirement in the model bill
requiring immediate reports of the intercep-
tion of incriminating statements was changed
to .require periodic reports to the issuing
judge concerning the wiretap:

a good faith belief in a court- order was made
a defense to civil liability of the state, as
well as individuals for illegal wiretapping; and
the sunset provision gives the wiretap law a

. life of six years rather than eight years as

specified in the model statute.

”The legislature also made a few non—sgbstantive changes

in wording. The statute with the legislative changes is

still more protective of individual privacy than the

federal statute or most other state wiretap statutes.
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FOOTNOTES
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CHAPTER VI - A MODEL WIRETAP STATUTE

lHawaii Revised Statutes ("H.R.S.") §711-1111 (1976).
Z2House Bill 412, House Draft 1 adopts the same requirement.

3Council of State Governments, 1971 Suggested State Legislation XXX
43-30-00 (1970); H.R.S. §842-1 et.seq. (1976).

418 United States Code ("U.S5.C.") §891 et.seq. (1968).
518 U.S.C. §§2510(9) and 2516(2) (1968)..

6Rule 16(b) (ii), Hawaii Rules of Penal Procedure (1977) .
7H.R.S. §641-13 (1976). \1 | |
8Rule 48(b), Hawaii Rules of Penal Procedure (1977).

9H.R.S. §§706-605 and 706-660 (1976).

I
-124~-

o

 ' /

ARy

APPENDIX I
TEXT OF THE MODEL WIRETAP STATUTE

)

The text of the model statute follows. The model statute is an
amended form of House.Bill 412, House Draft 1 (H.D. 1), Ninth Legis-

lature, State of Hawaii, 1977, which in turn was modeled upon the

Federal wiretap statute.
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(To be made one and ten copies)

g: HOUSE OF REPRESENTATIVES ' ' L

NINTH. . LEGISLATURE, 1978..

g STATE OF HAWAIL | o | N

. o
E-* RELATING TO ELECTRONIC EAVESDROPPING

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF HAWAII:.

0 R

o 1 "SECTION 1. Purpose.

~9 (1) In order to protect effectively'the privacy of wire g

"3 and oral communications while fighting organized crime ;

'4 ‘ and to piotect the integrity of court and administrative

;5 proceedings, it is nécessary for the Legislature to

rﬁ | define on a uniform baéis the circumstances and

7 conditions under which the interception of wire and

68 .v' oral communications may be authorized, to prohibit any E

«9 unauthorized interception of wire and oral communications, i

gjo and the uée of the contents thereof in evidencekin courts g

11 | and administrative proceedings. j

42 xﬁZ) Organized criminals make extensive use of wire .

?3 communications inﬂﬁheir criminal activities. The 3

j4 interceptilsnd of‘s;ch communications to obtain evidence %f
A ' _ ' o S

16 S : o ; | ' lQ }i
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.19

20

21

22

(3)

of the commission of crimes or to prevent their
.éommission is an indispensable aid\to law enforcement
and the administration of justice.

To safeguard the privacy of innocent persons, the

interception of wire communications where none of

the parties to the communication has consented to

" the interception should be allowed only when

authorized by a court of competent jurisdiction

and should remain under the control and supervision
of the. authorjizing court. Interception of wire
communications should further gé limited to the

most serious offenses,éﬁd less serious offenses only
when organized crime is involved, with assurances
that the interception is justified and that the

information obtained thereby will not be misused.

SECTION 2. - Chapter 803, Hawaii Revised Statutes is amended

by adding a new part to read as follows:

23

24

25

"PART IV. ELECTRONIC EAVESDROPPING.

Sec. 803-41 Definitions. In this part: 1
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(1)

(2)

(3)

(4)

"Wire communication" méans any communication méde
in whole or in paft through -the u;é of facilities
for the transmission of communications by the aia
of wi;e, cable, orwopher like connection between
the pgint of origin and the point of reception
furﬁished or operated by any person engaged as a

common carrier in providing or operating such

facilities for the transmission of intrastate,

~ interstate, or foreign communications;

"Oral communication" means any oral communication
uttered by a person\exhibiting an expectation that
such communication is not subject to interception
under circumstances justifying such expectation;

"Intercept" means the aural acquisition of the contents

- of any wire communication through the use of any

. Wb
electronic, mechanical, or other device;
"Electronic; mechanical, or other device" means any
device or apparatus which can be used to intercept a

wire or oral communication other than:

(a) Any telephone or telegraph instrument, equipment

or facility, or any component thereof, (i)
furnished to the subscriber or user by a

communitations common carrier in the ordinary

e
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(5)

(6)

(1)

course of its busihesé and being used by the
subscriber or user inrthe ordinary course of
its business; or (ii) being used by a communi-
cations‘common carrier in the ordinary course
of its business, or by an investigative or law
enforcement officer in the ordinary course of
his éuties;

(b) A hearing aid or similar device being uséd to
correct subnormal hearing to not better than
normal;

"Person" means any official, employee, or agent of

the United States or this State or political sub-

divisiqn thereof, and any individual, partnership,
association, joint stock company, trust, or
corpofation; |

"Investigative or law enforcement officer" means any

officer of the State or political subdivision thereof,

who is empowered by the law of this State to conduct
investigations of or to make arrests for offenses
enumerated in this part;

"Contents" when used with respect to any wire
commqnigation, includes any information concerning

the identity of the‘parties tc such communication or

-129-
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Page 5 . U .
the existence, substance, purport,;or meaning
of that communication;
(8) "Organized crime" means any combination or cohspiracy‘
to engage in criminal activity as a source of income;
(2) '“AggrieQed pqgson" means a éerson who was a party

v .

to any-intercepted wire or oral communication or a
Wy

person againét whom the interception was directed.

Sec. 803-42 Interception and disclosure of wire or oral

communications prohibited.

(1) Except as otherwise specifically provided in this

part any person who:

(a)

(b)

(c)

Wilfully intercepts, endeavors to intercept,
Ooxr procures any other pexrson to intercept or
endeavor to intercept, any wire or oral
communication;

Wilfully uses, endeavors to use, or procures
any other person tokuse or endeavor to ﬁsetany
electronic, mechanical, or other device to
intgrcept any wire or oral. communication;
Wilfully discloses, or endeavors to disclose,
to any other person the contents of. any wire

or oral communication, knowing or having reason

to know that the information was obtainecd through
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(2)

(a)

the interception of a wiré or oral
communication in violation of this
subsection; or

Willfully uses, or endeavors to use, ﬁhe
contents of any wire or oral communication,
knowing or having reason to know that the
information was obtained through the inter-
ception of a wire or oral communication iﬂ

violation of this subsection;

shall be guilty of a class C felony.

(a)

It shall not be unlawful under this part for
an operator of a switchbdard, or aﬂ officer,
employee, or agent of any communications common
carrier, whose facilities are used in éhe
transmission of a wire commﬁnication, to
intercept, disclose, or use that communication
inﬁthe normal course of his employment while
engaged in any activity which is a necessary
ingident to the rendition of his service or
to the protection of the rights orx.property of
theocarrier of such communication; prévided
that §Pch communicationsvcommon carriers shall
A

oy : .
not ut%lﬁze service observing or random
y .
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(b)

(c)

mdnitoring except for mechanical or service
quality control checks.
It shall not be unlawful under this part- for

an officer, employee, or agent of the Federal

~ Communications Commission, in the normal

course of his employment and in discharge'of
the monitoring responsibilities exercised by
the Commission in the enforcement of chapter
5 of title 47 of the United States Code, to
intercept a wire communication, or oral
communication transmitted by radio, or to
disclose or use the information thereby
obtained. |

It shall not be unlawful under this part for
a person to intercept a wire or oral .communi-
cation where such person is a party to the
comﬁunieation or where one of the parties to
the communication has given prior consent to
such in#erception unless such communication is
intercepted for the purpose of committing any
criminal or tortious act in yiolatinn.of the
Constitution or laws of the United States or

of this State or for the purpose of committing
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(a)

any ‘other injurious act; provided that
installation in any private place, without
consent of the person or persons entitled to
priyacy'therein, of any device for recording,
amnlifying, or broadcaéting sounds or events
in that place, or use of any such,unauthprized
installdtion, or installation or use outside

a private place of such device to intercept
sounds originating in that place which would
not ordinarily be audible or comprehensible
outside, without the consent of the person

or persons entitled to privacy therein is
prohibited.

It shall net be unlawful under’this part for
any person to intercept a wire or oral
communieation or to disclose or use the contents
of an intercepted communication, when such
interception is pursuant to a valid court order
under this chapter or as otherwise authorized
by law; provided that a communications carrier

with knowledge of an interception of communica-

N tiéns accomplished through the use of the

communications carrier's facilities shall report
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the ‘fact and duraﬁioﬁ of the interception to
the administfative director Af the courts of
this Staﬁe.

(e) Good faith reliance upon a court order shall
be a complete défense to any criminal prosecu-
tion for illegal interception, disclosure, or

use. '

Sec. 803-43 Devices to intercept wire or oral communications

prohibited; penalty; confiscation. Any person, other than a

communications or other common carrier and its duly authorized
officers and employees, Or any peréon actiﬁg'under color of law,
who, in this State, manufactures, asseﬁbles, possesses, Or
distributes, or who attempts to .distribute, any electronic,
mechanical, or other device, knowing orfhéving reason to know that
the device or the design of the device renders it primarily useful
‘for the purpose ‘of wiretapping, wire interception, or eavesdropping,
shall be guilty of a class C felony. Any police officer may
confiscate any such electronic, mechanical, or other device in
violation of éhis section, and upon éonviction the'devices shall be

destroyed or otherwise disposed of as ordered by the court.

Sec. 803-44 Application for court order to intercept

communications. The attorney general of this State, or a designated
deputy attorney general in the attorney general's absence or

incapagity, or the prosecuting attorney of each county, or a
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cation, or evidence derived therefrom, may disclose such contents to

- another investigative or law enforcement officer to the extent

designated eruty prosecuting attorney in the prosecuting attorney's

absence or incapacity, may make application‘to a circuit court judge,

designated by the chief justice of the Hawaii supreme court in

the county where the interception is to take place, for an order
authorizing or approving the intercéption of wire communications,
and such court may grant in conformity with section 803-46 an

order authoriziné, or approving the interception‘of'wire communica-
tions by investigative or law enforcement officers having responsi-

bility for the invesfigation of the offense as to which the

'application is made, when such interception may provide or has

provided evidence of murder, kidnapping, or felony criminal

property damage invoclving the danger of sérious godily ihjury as
defined in H.R.S. Section 707-700(3), or involving organized crime and
any of the following felony offenses: extortion; criminal coercion;
bribery of a juror, of a witness, or of a police officer; re-
céiving'stolen property; gambling; and saies of danéerous,.

harmful or detrimental'drugs.

Sec. 803-45 Authoriéation for disclosure and use of

intercepted wire communications. (1) Any investigative or

law enforcement officer who, by any means'authorized'by this part, é

has obtainéd'knowledge of the contents of any wire or oral communi-

that such disclosure is appropriate to the proper performance of
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1 the official duties of the officer making or receiving the-
§:2 disclosure. ‘
(2) Any investigative or law enforcement officer, who -

3’4 by any means authorlzed by this part, has obtained knowledge

5 of the contents of any w1re or oral communication or evidence

g»ﬁ derived therefrom may use such contents to the extent such use

to the proper performance of his official duties

(3) Any person who has received, by any means authorized

g“7 is appropriate
g information concerning a wire or oral communi-

9 by this part, any

10 cation, or evidence derlved therefrom 1ntercepted in accordance

11 with the provisions of this part may disclose the contents of that

g12 communication or such derivative evidence while giving testimony

13 under oath or affirmation in any . proceeding in any court or before

5’14 the grand jury in this State.

(4) No otherwise privileged wire or oral communication inter-

or in vieolation of, the provisions of

a 16 cepted in accordance with,
a 17 this part shall lose its privileged charécter.

" (5) When an investigative or law enforcement officer, while

19 engaged in intercepting wire or oral communications in the manner

20 authorized, intercepts communications relating to offe

21 those specified in the order of authorization or approval, the

22 contents thereof, and evidence derived therefrom, may be disclosed

23 or used as provided in subsectlons (1) and (2) of this section.

{
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Such contents and any evidence derived.therefrom.may be used
under subsection (3) of this section when authorized or approved
by the designated circuit court where such court finds on
subsequent application, made as soon as practicable, that the
contents were otherwise intercepted in accordance with the
provisions of this part..

(6) No testimony or evidence relating to a wire or oral
communication or any evidence derived therefrom intercepted rn
accordance with the provisions of this part shall be admissible

in any proceeding for any misdemeanor charge.

Sec. 803-46 Procedure for interception of wire communications.
(1) Each application for an order authorizing or approping the
interception of a wire communication shall be made in writing upon
oath or affirmation to a designated circuit court and shali state
the applicant's authority to make such application. Each application
shall include the following information: '
(a) The identity of the investigative or law
enforcement officer(s) requesting the
application; the official(s) applying'f&%
a wiretap order; |
(b) A full and complete statement of the facts and

crrcumstances relied upon by . tiie applicant,

to justify his belief that an order should be
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issued, including (i) details ‘as to the
particular offense that has been, is being,
or is about to be committed, (ii) a particular
description of the naeure and location of the
‘facilities.from which or the place where the
eoﬁmunicetion is to be intercepted, (iii) a
particular description of the type of
communicatiens sought to be.intercepted, (iv) the
identity or description of all persons, if known,
committing the offense and whose communications

are to be intercepted, and (v) the invqlvement

of organized crime;

(c) A full and complete statement of the facts
concerning how the interception is to'be
accomplished, and if pﬁysieal entry epon private

\ipremiseé is necessaryyﬁfacts supporting such
necessity;l

(d) A full and complete statement of facts as to
whethef o¥ net othe%winvestigatiQe pfoéedures have
been tried and failed ot why they reasoﬁably
appear to be unlikelyhto succeed if tried or
to be too dangerous;

(e) A statement of facts indicating the period of

%
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(£)

(9) k\

time for which the interception is required

to be maintaihed. If the nature of the

" investigation is such that the authorization

for interception should not automatically

" terminate when the described type of communication

has been obtained, a particular description
of facts eetablishing probable cause to believe

that additional communications of the same type

. will occur thereafter;

A full and complete statement of the facts

"concerning all previous applications known

to the individual authorizing and making the

app}ication, made to any court for authori-
- zation to intercept, or for approval of jinter-

- ceptions of, wire communications involving

any of the same persons, facilities or places

-specified in the application, and the action taken

by the court on each such applicetion; and

Where the applicatioﬁ is for the extension of an
order, a statement settiné forth the results thus
far obtained from the ihterception, or a reasonable

explanation of the failure to obtain such results.
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(2) 'Aﬁ ig(caﬁera adversary hearing shall be held on
any wiretap application or application for extension. Upon
receipt of the application the designated judge shall abpoint aﬂ
attorney to oppose-the application. The attorney shall be appointed
and COmpensatéd in the same manner as attorneys are appointed to
represent indigent criminal defendants. The appointed attorney
shall be given at least twenty-four hours notice of the hearing
and shall be served with copies of the application, proposed order,
.1f any, and supporting documents with the notice. At the hearing,
tﬁe attorney appéinted may cross-examine witnesses and present
arguments in opposition to the épplication. The affiant supporting
the application shall be present at the hearing. If an interlocutory
appeal is taken by the State from the denial qﬁvan application, the
appointed attorney shall be %Etained}to answer the appeal or another
attorney shall be appointed %or the appeéi. The deéignatgd circuit
court may require the applié;nt to furnish additional testimony
or documentary evidence under oath or affirmation in support of the
application. A transcript of the hearing shall be made and kept with
application andworders.

(3) Upon such application the court ma& enter an order, as

Q€

requested or as modified, authorizing or approving' interception of

wire communications within the county in which the court is sitting,’

if the court determines on the basis of the facts subm%tted‘by the

!
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9 (a) There is probéble cause for belief that an

individual is committing, has committed, Qr'

is about to commit murder, kidnapping, or
felony criminal property damage involving

the danger of serious bodily injury or that

an individﬁal is committing, has committed,

Hr is about to commit one of the other offenses
specified in section 803-44 and that organized
crime is involved;

There is probable cause for.belief that
particular communications concerning that
‘offense will be obtained through such intercep-
tion; ‘

Normal investijgfive procedures have been tried
and have 'failed or reasonably appear to ﬁe
unlikeiy to succeed if tried or to be too

dangerous; and

There is probable cauSe for belief that the

' facilities from which, or the place where, the

o

wire communications are to be intercepted are
being used, or are about to be used, in

\

connection with the commission of such offense,
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or are leased to, .listed in the name of, or

Y

commonly used by such person.

If the order allows physical entry to accomplish the interception,

the issuing judge shall find that the interception could not be:

accomplished by means other than physical entry.

(4) Each order authorizing or approving the interception of

any wire communication .shall specify:

(a)

(b)

(c)

(a)

(e)

The identity or description of -all persohs, if known,

whose communications are to be intercepted;
The nature and location of the communications

facilities as to which, or the place where,

~authority to intercept. is granted, and the

means by which such interceptdons shall be

made;

A particular description of the type of communi-
cation soughﬁ to be intercepted, and’ a statement
of the particular offense to which it relates;
The identity of the agency authorized to
intercept the communications and the persons
applying for the application; |

The period of time during which such 1nterceptlon

is authorlzed, including a statement as to

whether or not the intercoption shall automatically

-142-
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;j & ] ‘terminate when the described communication
?i ;g 2 ‘has been first obtained; and

! ;f _ 3 , (f) How the interception is to be accomplished.

; S

: ;5;§ 4 An order authorizing the interception of a wire communication
;: T 5 shall, upon request of the applicant, direct that a communications
i% : 6 common carrier, landlord, custodian, or other person shall furnish
if g 7 the applicant forthwith all information, facilities, and technical

¥ 8 assistance necessary to accomplish the interception unobtrusively

- |

e
o
©

and with a minimum of interference with the services that such

carrier, landlord, custodian, or person is according the person
whose communications are to be intercepted. Any communications

common carrier, landlord, custodian, or other person. furnishing e
i

suc% facilities or technical assistance shall be compensated there-

W\

for\by the applicant at the prevalllng rates. “

(5) No order entered under this section shall authorize

Or approve the interception of any wiré communication for any.

period longer than is necessary to achieve ‘the objective of the

authorization, nor in any event longer than thirty days. Extensions

of an order may .be granted, but only upon application for an

extension made in accordance with subsections (1) and (2) of this ' “

section and the court making the findings required by subsectlon (3)

of this sectlon. The period of extension shall be no longer than T

the authorizing circuit court deems necessary to achieve
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the purposes for which it was granted and in~ho event for longer

than fifteen days.

Every order and extension thereof shall

contain a provision that the authorization to intercept 'shall be’

executed as soon as practicable, shall be conducted in such a way

as to minimize the interception of communications not otherwise

subject to interception under this part, and shall terminate upon

attainment of the authorized objective, or in any event in thirty

days or in fifteen days in case of an extension.

(a)

The interception shall be conducted in such a way

as to minimize the resulting invasion of privacy

including but not limited to the following methods

of minimization:

(1)

(ii)

C(iii)

Conversations that appear unlikely to result

in incriminating conversations relating to

the offense for which-:the order is issued

shall not be intercepted;

Conversations, in which none of the persons
involved are named or described in the appli-
cation and order shall not be intercepted;,and
Privileged conversations, including those between
a person and his spouse, attorney; physician, or
clergyman, shall not bevintercepted unless both
parties té the conversation are named or described

in the wiretap application and order.
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(b) In determining whether incriminating statements

are likely to occur during a conversation the

following facﬁors should be considered:

(i)
(ii)
(iii)

(iv)

(v)

The parties to the conversation;

The particular offense being'investigated;

The initial squect matter of the conversation:
The .subject matter of previous conversations
between the same parties and whether any |
incriminating statements occurred; and

The hour and day of the conversation.

(6) Whenever an order authorizing interception is entered

pursuant to this part, the order may require reports to be made

to the court which issued the order showing what progress has been

made toward achigvement of the authorized objective énd the need for -

continued interception. Such reports shall be made at such intervals

. as the court may require.

In addition, reports of the intercéption

of incriminating statements shall be made as soon as practicable

after such interception in order for the issuing judge to decide

whether the interception should automatically terminate.

(7)  (a)

The contents of any wire communication intercepted

by any means authorized by this part shall, if

possible, be recorded on tape or wire or other com-

parable device.

The recording of the contents of any .

[y

wire communication under this subsection shall be done

-145-




in such way as will'protecﬁ the recofding from
éditing or other alterations.: Immediately upon
the expiration of the period of the order, or
extensions thereof, such recordings shali be

made available to the court issuing such order

" and sealed under the court's directions. Custody

of the recordings shall be wherever the court
orders. Recordings and other evidence of the
contents of conversations and applications and

orders shall be destroyed upon the expiration of

the statute of limitations for the particular offense

for which the order was issued: six years in the
case of class A felonies and three years in the
case of class B and C felonies. .However, upon
the request of all the parties to‘particular
conversations, evidence ofzconversations between
thOSeAparties shall be destroyed (i) if there

are no incriminating stateménts; (ii) if any
incriminating statements relate to misdemeanor
offenses; or kiii) if the interception of the
conversations is determined to haVe been illegal.
Duplicate recordings may be made for use or
disclosure pursuant to the provisions of sections

803-45(1) and (2) for investigations. The

-146-

(b)

(c)

(d)

presence of the seal pro&ided‘for by this
subsection, or a satisfactory explanation

for the absence thereof, shall be a prerequisite
for the use or disclosure of the contents of

any wire communication or evidence derived
therefrom under section 803445(3).

Applications made and orders granted under this
part, transcripts of hearings on applications,
and evidence obtained through court-ordered
wiretaps shall be sealed by the .designated
circuit court. Custody of the above shall be
whenever the court directs.

Any violation of the provisions of this subsection
may be punished as contempt of ‘the iséuing or
denying court. | |

Within a reasonable time but no later.than ninety
days after the termination of the period of an
order or extensions thereof Oor upon arrest or
indictment of a person who has been wifetapped,
whichever comes sooner, the issuing court shall
cause to be served, on the persons named in the
o;der, on all other known parties to intercepted
communications{ and to such other persons as the
court may determine is in the interest ‘of justice,

an inventory which shall include notice of:

-147-




Punt

[Z-]

b B S

N

- L

=2}

10

o H,B,N,.H

(i) The fact of the entfy of the order;
(ii) The date of the entry and tﬂe period
of authorizéd, or approved interception;
(iii) The fact whether during the period wire
communications were intercepted; and
(iv) The fact whether any incriminating state-
ments were intercepted.
The designated circuit court, upon the filing of a
'motion, shall make available to such.perSon or his
counsel for inspection after the inventory has been
served all portions of the intércepted communications
which contain conversations of that peréon, applications,
orders, transcripts of hearings, and other evidence
obtaineé as a result of the use of wiretap‘orders.
The court may order such additional disclosure as the
court determines to be in the interest of justice. On

an ex parte showing of good cause to a court the serving

of the inventory required by this subsection may be postponed.

(8) The contents of any intercepted wire communication or
evidence derived therefrom shall not be received in evidence or
otherwise disclosed in any trial; hearing, or other procceeding in

any court of this State unless each party, not less than thirty

-148-

days before the trial, hearing, or proceeding, has been furnished

with copies of the documents :equired to be disclosed, and contents

of intercepted communications or other evidence obtained. as a result
of wiretapping which is sought to be_admitted in evidence. This
tﬂirty~day period méy bekshortened or waived by the court if it
finds that it was not possible to furnish the party with the above
information thirty days'before the trial, hearing, or proceeding

and that the party will not be prejudiced by the delay in receiving

such information.

. (9) (a) Any aggrieved person in any trial, hearing, or
proceeding in or before any court, department,
officer, agency, regulatory body, or other
authority of this State, or a political subdivision
thereof, may move to suppress the cohtents of any ‘
intercepted Qire communication, or evidence derived
therefrom, on the grounds that:

(1) Thé communication was unlawfully intercepted;

(ii) The order of authorization or approval under

which it was intercepted is insufficient on
its face; or

(iii) The interception was not made in conformity

with the order of authorizatiop or approval.

Such motion shall be made before the trial,
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. hearing, or proceedings unless there was

no opportunity to make such motion or the
person was not aware of the grounds of the
motion. If the motion is granted, the

contents of the intercepted wire communica-

tion, or evidehce derived therefrom, shall

~ be treated as having been obtained in violation

of this part. The court, or other official
before whom the motion is made, upon the filing
of such motion by the aggrieved person, shall
make available to the aggrieved person or his
counsel for inspectioh ?ortions cf the
recording which contain intercepted commugica—
tions of the defendant or evidence derived
therefrom, the applications, orders, transcrift

of -hearing, and such additional evidence as

the court determines to be 'in the interest of

justice.

In addition to any other right to appeal the State

shall have the right to appeal:

From an order granting a motion to suppress
made under paragraph (a) of this subsection

if the attorney general or prosecuting

-150-

Nl g
Vo A e

ey
3
e

?M.,w.q LI % sy Vv |

Er S |

-

e

e

- e

10
11
12
13k
14
15
16
17

18

24

25

Sec. 803-47

- attorney, or their designated représentatives,

shall certify to the court or other official

granting such motion that the appeal shall be

taken within thirty days after the date the

order of suppression was entered and shall be

diligently prosecuted as in the case of other

interlocutory appeals or under such rules

as the supreme court may adopt;

(ii) From an order denying an application for an

order of authorization or approval, and such

/e

o " . 7
an appeal shall be in caméra and. in preference

to all other pending appeals in accordance with

rules promulgated by the sSupreme court.

Reports concerning intercepted wire communications.

(1) In January of each year, the attorney general and county

prosecuting attorneysﬁof this State shall report to the administrative

director of the courts of this State and to the administrative

office of the 'United States Courts: ' o

(a) The fact that, an order or extension was applied for;

(b)
(c)

(d)

The kind of order or extension applied for;
The fact that the order or extension was granted
as'applied for, wasvmoaified, or was denied;

The period of interceptions authorized by the
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(e)

(£)

(9)

(h)

(i)

order, and the nuﬁber and duration of any
extensions of the ordef;

The offense specified in the order or application,
or extension of an order;

fhe ident;ty of £he investigative or law
enforceﬁent officer and agency requesting the
application and the person authorizing the request
for applicagion;

The nature of the facilities from which or the
place where communications were to be intercépted;
A general description of the interceptions made

under such order or extension, including (i) the

‘approximate nature and frequency of incriminating

communications intercepted; (ii) the approximate
nature and frequency of other communications
intercepted, (iii) the approximate number of
persons whgse communications were intercepted,

and (iv) the approximate nature, amount, and

cost of the manpower and other resources used

in the interceptions; p
The number of arrests resulting from interceptions
made under such order or extension, and the offenses

for which arrests were made;

-152~
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(k)

(1)

(m)

(n)

p
The '‘number of trials resulting from such
interceptions; ‘
The number of motions‘to suppress made with
resbeét to such interceptions, and the number
graﬁted or denied;
The number of convictions resultipg from such
interceptions and the offenses for which the
convictions were obtained and a general
aséessment of the importance of the interceptions;
The information required by paragraphs (b)
through (f) of this subsecﬁion with respect to
orders or extensions obtained in a preceding
calendar year and not fet reported; and
Other information required by the rules and
regulations of the administrative office of the

United States Courts.

(2) In March of each year the administrative director of

the courts shall transmit to the legislature a full and complete

report concerning the number of applications for orders authorizing

or approving the interception of wire communications and

the number of orders and extensions granted or denied during the

. preceding calendar year. Such reportcshall include a summary and

analysis of the data required to be filed with the administrative

4
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- attorneys.

director of the courts by the attorney general and prosecuting

~

Sec. 803-48 Recovery of civil damages authorized. Any

person whose wire or oral communication is intexcepted,.disclosed,
or used in violation of this part sﬁall (1) have a civil cause of
action agains£ any person who intercepts, discloses, or uses, or
procures any other person to intercept, disclosé, or use such
communications, and (2) be entitled to recover from any such
person:

(a) Actual damages but not less than liquidated
damages computed at the rate of $100 a day for
each day of violétion; |

(b) Punitive damages; and

(c) A reasonable attorney's fee and other litigation
costs reasonably incurred.

A good faith reliance on a court order sh;li consti£ute a complete
defense to any civil action against an individual, but shall not
constitute a defense to civil liability of the‘State.

Sec. 803-49 Severability. If any portion or subsection

of this part or the abplication thereof to any person or circum-
stances is invalid, such invalidity shall not affect other sections

or applications of the part which can be given effect without the
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~invalid sgction Oor application, and to this end the pro&isions

of this part are declared to be severable."

SECTION 3. This Act shall take effect upon its approval

and shall be effective for a period of six years.
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APPENDIX II -

TEXT OF THE FEDERAL WIRETAP STATUTE

Sec.
2510.
2511.

2512.

2513.

2514,
2515.

2516.
25117,
2518.

2519,
2520.

~

CHAPTER 119—WIRE INTERCEPTION AND
INTERCEPTION OF ORAL
COMMUNICATIONS

Definitions.
Interception and disclosure of wire or oral communications
prohibited.

Manufacture, distribution, possession, and advertising of wire
or oral communication intercepting devices prohibited.
Confiscation of wire or oral communication intercepting de-

vices. ;
Immunity of witnesses. \
Prohibition of use as evidence of intercepted wire or oral
communications,

Authorization for interception of wire or oral communica- -

tions.
Authorization for disclosure and use of intercepted wire oy
oral communications.
Procedure for interception of wire or-oral communications.
Reports concerning intercepted wire or oral communications,
Recovery of civil damages authorized. '

Historical Note ’

1968 Amendment. Pudb.L. 00-351, Title ed chapter 119 and items 2510-2320,
III, § 802, June 19, 1963, 82 Stat. 212, add-

§ 2510. Definitions

As used in this chapter—

(1) “wire communication"” means any communication made in

whole or in part through the use of facilities for the transmis-
sion of communications by the aid of wire, cable, or other like
connection between the point of origin and the point of recep-
tion furnished or operated by any person engaged as a common
carrier in providing or operating such facilities for the trans-
mission of interstate or forcign communications;

(2) “oral communication” means any oral communication
uttered by a person exhibiting an expectation that such com-
munication is not subject to interception under eircumstances
Justifying such expectation;

(8) “State” means any State of the Unitcd‘States, the District
of- Columbia, the Commonwealth of Puerto Rico, and any ter-
ritory or possecssion of the United Stnte:_;; ’

SR

ok wa e m
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18 §2510 " CRIMES Part 1.

(4) “intercept” means the aural acquisition of the contents of
any wire or oral communication through the use of any clec.
tronic, mechanical, or other device.

(5) “electronic, mechanical, or other device” means any device
or apparatus which can be used to intercept awvire or oral com-
munication other than—

(a) any telephone or telegraph instrument, equipment ap
facility, or any component thereof, (i) furnished to the sub-
‘scriber or user by a communications common carrier in the
ordinary course of its business and being used by the sub-
scriber or user in the ordinary course of its business; or
(ii) being used by a communications common carrier in the

" ordinary course of its business, or by an investigative or law
enforcement officer in the ordinary course of his duties;

(b) a hearing aid or similar device being used to correct
subnormal hearing to not better than normal;

(6) “person” means any employee, or agent of the United
States or any Stute or political subdivision thereof, and any
individual, partnership, association, joint stock company, trust,
or corporation; .

9

(7) “Investigative or law enforcement officer mégms any of-
ficer of the United States or of a State or political subdivision
thereof, who is empowered by law to conduct investigations of
or to make arrests for offenses enumerated in this chapter, and
any attorney authorized by law to prosecute or participate in the
prosecution of such offenses;

(8) “contents”, when used with respect to any wire or oral
communication, includes any informatioh concerning the
identity of the parties to such communication or the existence,
substance, purport, or meaning of that communication;

(9) “Judge of competent jurisdictidn" means-——

(a)'a judge of a United States district court or a United
States court of appeals; and :

(b) a judge of any court of general criminal jurisdiction
of a State who is authorized by a statute of that Stnte to
enter orders authorizing interceptions of wire or oral com-
munications; -

(10) “communication common carrier” shall have the same
meaning which is given the term “common carrier” by section
153(h) of tille 47 of the United Stales Code; and.
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*#(d) [Function] 1t shall be the daty
of the Commission to conduct a compre-
hensive study and review of the operation
of the provisions of this title, in effect on
the effective date of this scotion, to deter-
mine the effectiveness o2 stich provisions
duoring the six-year period immediately
following the date of their enactment
[June 19, 18557, .

#(e) [Personnel; appointment; c(zm-
pensation and qualifications] (1) Subject
to such rules and regulations as may be
adopted by the Commission the Chairman
ghall have the power to—

« #(A) appoint and fix the compensa-

tion of an Executive Director, and such
additional staff personnel as he dccm‘s
necessary, without regard to the provi-
slons of title 5, United States rade, gov-
erning appolintments in the competitive

service, and without regard to the pro-

visions of chapter 51 and subchapter IIL

of chopter 53 of such title relating to

classification and General Schedule pay
rates, but at rates not in excess of the
maximum rate for GS-18 of the General

Srchedule under sectlon 5332 of such ti-

tle; and .

“(B) procure temporary and intermit-
tent services to the same extent as is

authorized by section 3100 of title 5,

United States Code, but at rates not to

exceed $100 a day for individunls.

#(2) In making appointments pursuant
to paragraph (1) of this subsection, the
Chairman shall include among his ap-
polntment individuals determined by the
Chairman to be competent social scien-
tists, lawyers, and Taw enforcement offl-
sers.

s#(f) [Compensation, travel and ofh‘cr
expenses] (1) A member of the Commis-
sion who is a Member of Congress shall
serve without additionnl -compensation,

rected to furnish to the Commlssion, ypay
request made by the Chairman, sueh «ta.
tistical data, reports, and other inforua.
tion as the Commission deems neccssary
to carry out its functions under this see.
tion. The Chairman is fyurilier author
to call upon the departments, awenstes,
and other offices of the several States ta
furnish such statistical data, reports, ang
other information as the Commission
deems necessary to earry out its fuvctlong
pnder this section.

“(h) [Reporis to President and Con-
gress; termination date] The Consnte.
sion shall make such interim reports ns it
deems advisable, and it shall make a2 n.
nal report of its findings and recommen.
dations to the President of the Uniteld
States and to the Congress within the
onc-year period following the effcetive
date of this.subsecction. Sixty days after
submission of its final report, the Com- .
niission shall cease to exist.

“(i) [Conflict ef interest; exempe
tion] (1) Lixcept as provided in pnra-
graph (2) of this subsection, sny member
of the Commission js exempted, with re.
spect to his appointment, from the opera-
tion of sections 203, 205, 207, and 200 of t!-
tle 18, United States Code. ’

“(2) The exemption granted by para-
graph (1) of this subsection shall not ex-
tend— :

#(A) to the receipt of payment of sal-
ary in connection witlL the appointece’s

Government service from any sourte .

other than the private employer of the
appointee at the timme of his appoint-
ment, or

#(By during the period of such ‘ap-
pointment, to the prosccution, by any
person - so appointed, of any claim
against the Government involving any
matter with which such person, during

FoEmEELy

3

pEay

but shall Le reimbursed for travel, sub-
_ sistence, and other necessary expenses in-

curred in the performance of duties vested

in the Comihission.

#(2) A member of the Commission iz:om
private life shall receive $100 per diem
when engaged in the actual performance
of duties vested in the Cotmmissian,. plus
reimbursement for travel, subsistency, and
olher nccessiry expenses tnenrred in the
performance of such duties.

t(g) [Cooperation of Yedernl  and
Stato ni,’:'cm‘i(w] Iieh department, agen-
cy, and fnstrumentatity of the exrcutive

guch period, is or was directly conucct-

cd by reason of such appolutment.

6] [Appropriations] There 19 . au-
thorized to be appropriated such sum 19
may e necessary to carry out the provi-
sions of this seetion.

“(k) [Effective datel] The foremninms
provisions of this sealion shall tike l'ff_-""-
upon the expiration of the giv-year perivl
immediately following the date of the en-
actment of this Act [June 190, 1965)."

Y.egisiatlve Mistory. For legislative
history and purpese of Pub.T,. 90 301, see
1068 U.8.Cude Cong. and Adm.News, I

%
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(11) “aggrieved person” means a person who was a party to
any intercepted wire or oral communication or a person against
whom the interception was directed.

Added Pub.L. 90-351, Title III, §

802, June 19, 1968, 82 Stat. 112.

Historical Note

References §n Text. Section 153(h) of
title 47 of the United States Code, referred
to in par. (10), is section 353(h) of Title
47, Telegraphs, Telphones, and Radiotele-
graphs.

Congressional Findings, Section 801 of
Tub.L. 90-351 provided that:

#0On the basis of iis own investigations
and of published studies, the Congress
makes the following findings:

“(g) Wire communications are normally
conducted through the use of facilities
which form part of an interstate network.
The same facilities are used for interstate
and intrastate communications. There
has been exiensive wiretapping carried on
without legal sanctions, and without the
consent of any of the parties to the con-
versation. Blectronie, mechanical, and
other intercepting devices are being used
to overhear oral conversations made in
private, without the consent of any of the
parties to such communications. The
contents of these communications and evi-
dence derived therefrom are being used by
public and privale parties as evidence in
court and administrative proceedings and
by persons whose activities affeet inter-
state commerce. The possession, manu-
facture, distribution, advertising. and use
of these devices are facilitated by inier-
state commerce.

“(b) In order to protect effectively the
privacy of wire and oral ‘communiecations,
to protect the integrity of court and ad-
ministrative procecedings, and to prevent
the obstruction of interstate commerce, it
is necessary for Congress to define on a
uniform binsis the circumstancgs and cone
ditions under which the interception of
wire and oral communications may be au-
thorized, to prohibit any unauthorized in-

-terception of such communi¢ations, and

the use of the contents thereof in evidence
in courts and administrative procecdings.

“(c) Organized criminals make exten-
sive use of wire and oral communications
ifn their criminal activities. The intercep-
tion of such communications to obtain
evidence of the commizsion ol erimes or Lo

“(d) To safeguard the priviaey of inno-
cent persons, the interception of wire or
oral communications where none of the
parties to the communication has consent-
ed to the interception should be allowed
only when authorized by a court of com-
petent jurisdiction and should remain un-
der the control and supervision of the au-
thorizing court, Interception of wire
and oral communications should further
be limited to certain major types of of-
fenses and specific categories of crime
with assurances that the interception is
justified and that the information ob-
tained thereby will not be misused.”

Nationdl Comrmission for the Review of
Tederal and Stato Laws Relating te
Wiretapping and Elecironic Surveillance,
Section 804 of Pub.L. 90-351 provided
that:

“(a) [Establishment] There is hereby
established a National Commission for
the Review of Federal and State Laws
Relating to Wiretapping and Xlectronic
Surveillance (hereinafter in this scction
referred to as the ‘Commission’).

“(h) " [Membership] The Commission
shall be composed of fifteen members ap-
pointed as follows:

#(A) Four appointed by the President
of the Senate from Members of the Sen-
ate;

*(B) Four appointed by the Speaker
of the IIouse of Representatives from
Members of the Iouse of Representa-
tives; and

“{C) fcven appointed by the Presi-
dent of the United States from all seg-
ments of life in the United States, in-
cluding Inwyers, teachers, artisty, busi.
nessmen, newspapermen, jurists, police-
men, and communtty leaders, none of
whom shall be officers of the executive
Lrauch of the Government.

“{¢) [Chairman; vacaucies) The Iresi-
dent of {he United States shall des-
irnate a Chairman from among the riem-
bers of the Commission,  Any vacancey in
the Commission shatl nat affeet ils pows

branch of the Government, inelwling inde- Ui12, -

prevent their commission ix an fndispens  ers but shall be fillad fn the same mannee
pendent agencies, s authorized’ and di-

it sable ald to lww enforeentent awl the ad-  ln which the originul appointment way
minislration of justice. nunle,
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Library References

C.J.8. Telegraphs, Telephones, Radio,

i 401 et scq.
Telecommunlications €&=4 q and Television §§ 287, 288,

Notcs of Decisions
Generally 2 Sanitary Corp., D.C.Pa.1968, 288 F.Supp.

Retronetive effcet 1 ' 01,
— 2. Generally

"This chapter s directed to reliabillity

nents of confession-exclusion rules,

1. Retroactive effect compo AeTeh o e
Y y componen .

hapter applies only prospectively. mnot to extrinsic p 5

Umgis:lfmerlcsf Radiator & Standard v. Schipani, D.C.N.Y.1068, 289 F.Supp. 43.

§ 2511. Interception and disclosure of wire or oral com-
munications prohibited

(1) Except as otherwise specifically provided in this chapter any
verson who—

(a) willfully intercepts, endeavors to inte}'cept, or procures
any other person to intercept or endeavor to intercept, any wire
or. oral communication;

(b) willfully uses, endeavors to use, or prf)cures any o;cher
person to use or endeavor to use any electr.onuz, mechanical, or
other device to intercept any oral communication when—

(i) such device is affixed to, or otherwise trar.xsmlts g
signal through, a wire, cable, or other like connection use
in wire communication; or

(ii) such device transmits communications by radio, or

interferes with the transmission of such communication;
or’

(iii) such person knows, or has reason to know, that su;:h
device or any component thereof has been sent through the
mail or transported in interstate or foreign commerce; or

(iv) such use or endeavor to use (A) ta}ccs p]ace_ on the
premises of any business or other commerecial cstab'hshment
the operations of which affect interstate or forcign _cqm-
merce; or (B) obtains or is for the purpose of ol.)tmmng
information relating to the operations of any busm.ess or
other commercial establishment the operations of which af-
fect interstate or foreign commerce; or

(v) such person acls in the Dislrict of. Columbia, the
Commonwealth of Puerto Rico, or any lerritory or posses-
sion of the United States;.
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18 §2511 CRIMES

(¢) willfully discloses, or endeavors to disclose, to any other
person the contents of any wire or oral communic
ing or having reason to know that the information
through the interception of a wire or or
violation of this subsection; or

(d) willfully uses, or endeavors io use, the contents of

/ wire or oral communication, knowing or
b that the information was obtained thr
wire or oral communication in violati

shall be fined not more than 310,000 or
five years, or both.

ation, know-
was obtained
al communication iy

any
having reason to know
ough the interception of 5
on of this Subsection;

imprisoned not more than

'(2) (a) It shall not be unlawful under this chapter for
ator of a switchboard, or an officer,

communication common carrier, whose
transmission of a wire communication, to intercept, disclose, or use
that communication in the normal course of his employment while
engaged in any activity which is a necessary incident to the rendi-
tion of his service or to the protection of the rights or property of
the carrier of such communication: Provided, That said communica-
tion common carriers shall not utilize service observing or randem
monitoring except for mechanical or service quality control checks.

(b) It shall not be unlawful under this chapter for an officer,
employee, or agent of the Federal Communications Comimission, in
the normal course of his employment and in discharge of the moni-
toring responsibilities exercised by the Commission in the enforce-
ment of chapter 5 of title 47 of the United States Code, to intercept a
wire communication, or oral communication transmitted by radio, or
to disclose or use the informalion thereby obtained.

(c) It shall not be unlawful under this chapter for a person acling
under color of law to intercept a wire or oral communication, where
such person is a party to the communication or one of the parties {o
the communication has given prior consent to such interception.

(d) It shall not be unlawful under this chapter for
acting under color of law to inlercept a wire or or
where such person is a pirty te the communie
the parties to{the communication h
interception unléss such communic

pose of committing any criminal or tortious act in violation of the

Constitution or laws of the United States or of any State or for the
purpose of commitling any other injurious act.

(3) Nothing contained in this chapter
Communications Act of 1934 (48 Stat, 1143;
it the constitutional power of the PP
he deems necess

an oper-
employee, or agent of any
facilities are used in the

a person not
al communication
alion or where one of
as given prior consent to such
alion is intercepled for the pur-

or in scction 605 of thd

47 U.S.C. 605) shall lim-
resident to take such measures as.
ary to protect the Nation against actual or potential

~-1l61-
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Ch. 119 WIRE INTERCEPTION, ETc. 18 § 2511

attack or other hostile acts of a foreign power, to obtain foreign
intelligence information deemed essential to the security of the Unit-

ed States, or to protect national security information against foreign

intelligence activities. Nor shall anything contained in this chapter
be deemed to limit the constitutional power of the President to take
such measures as he deems necessary to protect the United States
against the overthrow of the Government by force or other unlawful
means, or against any other clear and present danger to the struc-
ture or existence of the Government. The contents of any wire or
oral communication intercepted by authority of the President in the
exercise of the foregoing powers may be received in evidence in any
trial hearing, or other proceeding only where such interception was
reasonable, and shall not be otherwise used or disclosed except as
is necessary to implement that power.

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 213.

Historical Note

Refcrences in Text. Chapter 5 of title ferred to In par. (3), Is section 605 of Title
47 of the United States Code, referred to 47, Telegrapls, Telephones, and Radiotel-
in par. (2) (b), is chapter 5 of Title 47, egraphs.

Telegraphs, Telephones, and Radiotele-
Logisintive Xistory. For legislative

5 -
graphs. Such chapter 5, set out as sec history and purpose of Pub.L. 90-351, sce

o - ) _
tion 151 et seq. of Title 47, is the Commu 1968 U.8.Code Cong. and Adm.News, p.

nicatlons Act of 1934. 2112

Sectioh 605 of the Communications Act
of 1934 (48 Stat. 1143; 47 U.S.C. (05), re-

YLibrary References

Telecommunications €&=401, 403, 494, C.J.8. Telegraphs, Teleplhiones, Radio,
: and Tclevision §§ 122, 272, 287, 288,

Notes of Decisions

Crimes 8 that this chapter prohlbiting unauthor-
Enforcement 2 - ized electronic surveillanee will be. eava-
Probable cause 1 lierly disregarded or will not be enforced
against transgressors. Alderman v, U. S,
Colo. & N.J.1009, §9 S.Ct. 961, 591 U.S. 163,
) 22 L.B4.2d 176, rehearing denied 89 S.Ct.
1. Probablé cause 1177, 39% U.S. 039, 22 L.EQ.2d 475.
General rule, under this chapter prohib.
iting unauthorized electronic surveillance, 3. Crimes

is that eavesdropping aud wirctapping Telephone subseriber is not authorized

are permitied only with probable cause
and a warrant. Alderman v. U. S, Colo.
& N.J.1969, &0 S.Ct. 961, 304 U.S. 163, 22 I,
Ed.2d 176, rehearing denied 89 S.Ct. 1177,
394 U.S, 959, 22 1,120,240 475,

2, Enforcement
Without experience showing the con-
trary Supreme Court should not assume

Y

to use his telephone Lo commit a crime,
State v. Llolliday, Iowa 1909, 169 N.W.2d
763,

~162-

.

==

i
oo

i

Pt
b e e

RN

-3

1 e

¢

3

Jome
Lo

i

e,

18 §2512 " CRIMES Part 1

§_ 2512. Manufacture, distribution, possession, and ady.
Ing of wire or oral communication interce
devices prohibited

(1) Except as otherwise specifi i i
pecificall i
person who willfully—- : Y provided in this ch

ertis.
ping

apter, any

(a) s.ends through the mail, or sends or carries in interstat
or forexgn. commerce, any electronic, mechanical, or othe . ’; :
wce., knowing or having reason to know that the c}esign ofr o
dev:..c? ren.ders it primarily useful for the purpose of t} Sl
reptitious interception of wire or oral communications: o s

’

. (b) mam.lfactures, assembles, possesses, or sells any elcet

1c, mechanical, or other device, knowing or having reas(‘ o
know that the design of such device renders it primarily uosnft(;
for the purx_nose of the surreptitious interception of wire or ; ul
commumcatlons,ﬂand that such device oy any component theomf
has been or will be sent through the mail or 'trans ort ‘d in i reo'
state or foreign commerce; or ported it inter

(c¢) places in any news l i |
) pl paper, magazine, handbi
publication any advertisement of— Pill, or other

(i) any electronic, mechanical, or other device knowing
or havm.g reason to know that the design of such device
rc.andex:s it primarily useful] for the purpose of the surrepti
tious Interception of wire or oral communications; or .

Wh(u) any other c:\lectronic, mechanical, or other device,
ere such advertisement promotes the use of such device

fOI Llle pu! Dan OI the Sulleptltlous llltelcepuOIl Of wire or
.
ozal LOIHlnunlcath]lS,

knowing or having reason to know that such advertisement will

g ©
be Sent thlou h the m lll or tlanS t d folel n
pOl C n lllterstate or g

shall be fined not more than § PR '
five yours, o oot d n $10,000 or imprisoned not more than

(2) It shall not be unlawful under thig scetion for—

or((z:%z; communications common carrier or an officer, agent,
or e f oyee of, or a pcirson under contract with, a conimunica-
t.. ommon un'x:mr, in the normal course of the communica-
1ons common carrier’s business, or

. (bf;) :}_n officer, :}gent, or employee of, or a person under con-
t.ll;ac'.‘ \;lt!‘l, the United States, a State, or a politieal subdivision

»eu.o » in the normal course of the activities of the United
States, a State, or a political subdivision thereof, io send through
the mail, send or carry in interstate op [orci;m comnierce, éc'\r
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manufacture, assemble, possess, or sell any electronic, mechan-
ical, or other device knowing or having reason to know that
the design of such device renders it primarily useful for the
purpose of the surreptitious interception of wire or oral com-
imunications.

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 214.

Historical Note

Leglsiative Mistory. For leglslative 1968 U.S.Code Cong. and Adn‘{;.News, p-
history and purpose of Pub.XL, 90-351, see 2112, A

Library References
Telecommunications ¢=491, C.J.8. Telegraphs, Te]cphone:,‘ Radlio,
and Television §§ 287, 288, .

Y

§ 2513. Contiscation of wire or oral communication inter-
cepting devices

Any electronic, mechanieal, or other device used, sent, carried,
manufactured, assembled, possessed, sold, or advertised in violation
of section 2511 or section 2512 of this chapter may be seized and
forfeited to the United States. All provisions of law relating to (1)
the seizure, summary and judicial forfeiture, and condemnation of
vessels, vehicles, merchandise, and baggage for violations of the
customs laws contained in title 19 of the United States Code, (2) the
disposition of such vessels, vehicles, merchandise, and baggage or
the proceeds from the sale tliereof, (3) the remission or mitigation
of such forfeiture, (4) the compromise of claims, and (5) the
award of compensation to informers in respect of such forfeitures,
shall apply to scizures and forfeitures ineurred, or alleged to have
been incurred, under the provisions of this section, insofar as ap-
plicable and not inconsistent with the provisions of this section;
except that such duties as are imposed-upon the collector of customs
or any other person with respect to the scizure and forfeiture of
vessels, vehicles, merchandise, and baggage under the provisions of
the customs laws contained in title 19 of the United States Code shall
be performed with respect to seizuve and forfeiture of clectronie,
mechanical, or other intercepting devices under this scetion by such
officers, agents, or other persons as may be authorized or designated
for that purpose by the Attorney General.

Added Pub.L. 90-351, Title 1II, § 802, Junc 19, 1968, 82 Stat. 215,

Histoxrieal Note

References 1o Text,  Title 19 of the Tegistative  Nislory, For legistutive
United States Code, voferred to In toxt, 18 history and purpose of yh.L 90 351, sea
Title 19, Custums Dutles, I8 LS. Code Cong. and =Adm,News, p.

2112,
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Library References

; Forfeitures &3, C.J.8. Forfeitures § 3.

§ 2514, Immunity of witnesses

Whenever in the judgment of a United States attorney the testi-
mony of any witness, or the production of books, papers, or other
evidence by any witness, in any case or proceeding before any grand
jury or court of the United States invelving any w7iolation of {his
chapter or any of the offenses enumerated in section 2516, or any
conspiracy to violate this chapter or any of the offenses enumerated
in section 2516 is necessary to the public interest, 5uch United States
attorney, upon the approval of the Attorney Geneéral, shall make ap-
plication to the court that the witness shall be instructed to testify
or produce evidence subject to the provisions of this section, and
upon order of the court such witness shall not be excused from tes-
tifying or from producing books, papers, or other evidence on the
ground that the testimony or evidence required of him may tend to
incriminate him or subject Him to a penalty or forfeiture. No such
witness shall be prosecuted or subjected to any penalty or forfeiture
for or on account of any transaction, matter or thing concerning
which he is compelled, after having claimed his privilege against
self-inerimination, to testify or produce evidence, nor shall testimony
so compelled be used as evidence in any criminal proceeding (except
in a proceeding described in the rext sentence) against him in any
court. No witness shall be exempt under-this section from prosecu-
tion for perjury or contempt committed while giving testimony or
producing evidence under compulsion as provided in this section.

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 216.

: Historical Note .

Legislative History,’ For legislative sece 1968 U.S.Code Cong. and Adm.News,
history and purpose of Pub.I. 90-351, p. 2112,

Library Refcrences
Criminal Law =42, ! C.J.S. Criminal Law §§ 41, 16,

Notes of Dccisions

Application for order 8 nesg should not he excused on groum?! of
Cousfitutlonulity 1 . self-ineriminatinn and that he should be
Construction 2 jmmune from prosecuiion as (o anything
Sell-tnecimination 4 conceening which he had bhesn compriiod

to testify, as applled to witnesses befors
. grand jury luguiring .ixm) matters Involv-
1. Constitutlonality fug interstate travet to promota rivts,

This sectfon authorizing court to arder xranted Immupity coextensive with wit-
’\\;itllcss to testify nud providing that wit- nesses’ privilege not to incriminate them-
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.

aclves, and wag not unconstitutional.
carter.v. U. 8, C.A.Cal1009, 417 124 35¢.

This scction authorlzing court to order
witness to testify and providing that wit-
negs should not be excused on ground of
gelf-incrimination and that he should be
pmmune from prosccution as to anything
concerning which he had been compelied
to testify does not uuconstitutionally
hamper states in prosccuting offenscs
that are contrary to their laws, thereby
trenching upon reserved powers of the
state. Id.

Grand jury witnesses had standing to
question constitutionality of this scction.
1d.

Witnesses, who refused to answer ques-
tions before grand jury relating to mat-
ters involving interstate travel to organ-
fze, promote and encourage riots and to
teach and demionstrate use and making of
firearms and cxplosives on ground that
answers might tend to incriminate them,
had standing to challenge constitution-
ality of this section and section 2101 et
seq. of this title, at hearing of govern-
ment's motion for order granting immuni-
ty. In re Shead, D.C.Cal.19G9, 202 ¥.Supp.
560, affirmed 417 F.24 384,

2. Construction

This section did not Imit immunity in
criminal proceedings to testimony, as op-
posed to other evidence which may bLe
compelled, and was sufficiently broad in
its grant of immunity. In re Shead, D.C.
Cal.1969, 302 ¥.Supp. 560, affirmed 417 F.
24 3%4.

3. Apnplication for order

In determining that in judgment of a
United States attorney the testimony
sought to be compelled before grand jury

was necessary to public Interest, court to
which application for order to compel tes-
timony was made did not have power to
inquire into accuracy or merits of judy-
ment as Congress had left judgment to
executive disc¢retion. In re Shead, D.C.
Cal.1969, 302 F.Supp. 569, affirmed 417 I
24 384,

4. Self Incrimination

Even if answering grand jury's ques-
tions concerning a trip to Canada would
have incriminated witness in Canada, ai-
swers to questions directly relating to de-
struction of public service towers in Den-
ver and the surrounding area and frem
which witness was granted complete im-
munity within the United States could not
present a danger of incrimination in ei-
ther the United States or Canada, so that
witness’ refusal to auswer latter ques.
tions was clearly not justified, and she
could properly be held in civil contempt.
In re Parker, C.A.Colo,1969, 411 ¥.2d 1047,

Trivilege against self-incrimination un-
der TU.8.C.A.Const. Amend. 5 provides uo
shelter for a person against inerimination
in a foreign jurisdiction when provisions
of this section granting iinmunity from
both federal and state prosecution are ap-
plied. Id.

Since grand jury witness had specifical.
1y Leen granted finmunity {from both fed-
eral and state prosecution, and since any
evidence, inculpatory or otherwise; related
by witness during proceeding would be
unavailable to the Canadian government
in either an extradition proceeding in
United States or in a criminal procecding
in Cannda, witness was not justified in
refusing to answer questions of grand
jury on grounds that there was danger of
incrimination in Canada, Id.

§ 2515. rProhibition of use as evidence of intercepled wire or
oral communications

Whenever any wire or oral communication has been intercepted,
no part of the contents of such communication and no evidence
derived therefrom may be received in evidence in any trial, hearing,
or other proceeding in or before any court, grand jury, department,
officer, agency, regulatory body, legislative commiltee, or other
authority of the United Stafes, a State, or a political subdivision
thereof if the disclosure of that informution would be in violation

of this chapter.

Added Pub.L. 90-351, Title IIT, § 802, June 19, 1968, 82 Stat. 216.

-166-

oy
i

Is

5 Sp— 4 o

A

&

=3

PvT—

gy e

o

E

A RN A st e

18 § 2515  CRIMES . Party

Historical Note

Leglslativo Mistory. Yor legislative
history and purpose of Iub.L, 90-351, sce

:mbs U.S.Code Cong. and Adm.Newa, N

2112,

Library References

Criminal Law @Wiz
Evidence ¢=154,

Notes of

Crimes 4

Dlsclosyres within section 8
Evidence 3

Retroactive effect 1

L. Retroactive.effect .

Thig chapter relating to disclosure of
contents of wire or oral communication
which has been intercepted applies pro-
spectively and did not preclude applica-
bility of discovery provisions to tapes of

conversations made prior to adoption of °

act. Philadelphin Iousing Authority w,
American Radiator & Standard Sanitary
Corp., D.C.P2a.1968, 201 F.Supp. 247.

This section providing that any wire or
oral communication could not be admitted
in evidence if disclosure of information
therein would be in violation of this chap-
ter did not apply retroactively to author-
ize suppressing tape reeordings of teles
phone conversations  and meetings and
evidence derived therefrom applicable to
17 corporate defendants charged with an-
titrust violations where the recordings
were taken Uefore effective date of this
chapter. U. S. v. American Nadiator &
Standard Sanitary Corp, D.C.I'4.1968, &
¥.Supp, 701,

C.J.8, Criminal Law § 657(21) et 8eq.
C.J.8. Bvidence § 187.

Decisions

2. Disclosures within section

Defense counsel who would réview tapes
of conversationg and would produce them
pursuant to order of court could not ha
held to violate provisions of this chapter
relating to disclosure of iutercepted comn-
munications. Philadelphia Housing Au-
thority v. American Radiator & Standard .
Sanitary Corp., D.C.Pa.1968, 201 F.Supp,
247,

3. Evidence

Where pen register was attached by
telephone company to defendant's tele-
phone line with knowledge and consent of
recipient of threatening calls, evidence
that calls were made from defendant's
telephone to recipient's telephone did not
violate this section prohibiting the unau-
thorized interception and divulgence of
any telephone communicalion, State v.
Liolliday, Towa 1809, 160 N.W.2d 768.

4. Crimes

Telephone subseriber is not authorized
to use his telephone to conunit a crime.
State v. Holliday, Iowa 1969, 169 N.W.2d
768,

n . . . . e
§ 2516. Authorization for interception of wire or oral com-

munications

(1) The Attorncy General,.or any Assistant Attorney General
specially designated by the Attorney General, may authorize an ap-
plication to a Federal judge of competent jurisdiction for, and such
judge may grant in conformity with section 2518 of this chapter an
order authorizing or approving the interception of wire or oral com-
municalions by the Federal Bureau of Investigation, or a Federal
ageney having respounsibility for the investigation of Lhe offense-as
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to which the application is made, when such interception may pro-
vide or has provided evidence of— .

(a2) any offense punishable by death or by imprisonment for
more than one year under sections 2274 through 2277 of title
42 of the United States Code (relating to the enforcement of the

. Atomic Energy Act of 1954), or under the following chapters
of this title: chapter 37 (relating to espionage), chapter 105
(relating to sabotage), chapter 115 (relating to treason), or
chapter 102 ('relating to riots);

(b) a violation of section 186 or section 501(c) of title 29,
United States Code (dealing with restrictions on payments and
loans to labor organizations), or any offense which involves
murder, kidnapping, robbery, or extortion, and which is punish-
able under this title; . .

(c) any offense which is punishable under the following sec-
tions of this title: section 201 (bribery of public officials and
witnesses), section 224 (bribery in sporting contests), section
1084 (transmission of wagering information), section 1503 (in-
fluencing or injuring an officer, juror, or witness generally),
section 1510 (obstruction of criminal investigations), section
1751 (Presidential assassinations, kidnapping, and assault), sec-
tion 1951 (interference with commerce by threats or violence),
section 1952 (interstate and foreign travel or transportation in
aid of racketeering enterprises), section 1954 (offer, acceptance,
or solicitation to influence operations of employee benefit plan),
section 659 (theft from interstate shipment), section 664 (em-
bezzlement from pension and welfare funds), or sections 2514
and 2815 (interstate transportation of stolen property);

(d) any offense involving counterfeiting punishable under
section 471, 472, or 473 of this title;

(e) any offense involving bankruptcy fraud or the manu-
facture, importation, receiving, concealment, buying, selling, or
otherwise dealing in narcotic drugs, marihuana, or other danger-

ous drugs, punishable under any law of the United Sta'tes;

(f) any offense including extortionate credit traunsactions
under sectfons 892, 893, or 894 of this Litle; or

(g) any conspiracy to commit any of the foregoing offenses.

(2) The principal prosccuting attorney of any State, or the prin-
cipal proscculing ailtorney of any polilical subdivision thereof, if
such attorney is authorized by a statute of that State to make ap-
plication to a State court judge of competent jurisdiction for an or-
der authorizing or approving the interceplion of wire or oral com-
munications, may apply to such judge for, and such judge may grant
in conformily with scction 2518 of this chapter and with the ap-
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phcszle State statute an order authorizing, or approviné the ing

ception of wire or oral communications by investigative or h\]: i,
forcement officers having responsibility for the investigation‘of‘ t()n
offense as to which the application is made, when such interce;t‘ .
may provide or has provided evidence of the commission of thle m[n
fense of.’ mt‘n'der, kidnapping, gambling, robhery, bribery, e\:torti: i
or d(falmg‘m narcotic drugs, marihuana or other dangel"ou‘s dru II’
or ot.ner crime dangerous to life, limb, or property, and punishable xl?z
imprisonment for more than one year, designated in any app‘lic'xbl.\v
State .statute authorizing such interception, or any conspir: " to
commit any of the foregoing offenses. : Py to

Added Pub.L. 90-351, Title I, § 802, June 19, 1968, 82 Stat. 216,

Part

Historical Note

References fn Text. Sections 2074 5
through 2277 of title 42 of the United z;eTftt;t;t;%n;::grnnd S0t{e). respectively,
States Code, referred to in par. (1) (a), ' )
are scctions 2274 through 2277 of Title 42, Leglslative Mistory. Tor legislative
The Public Health and \Welfare. listory and purpose of Pub.L. 90-351, sce
Sections 156 and 501(c) of title 20, Unit- igs, Lo CCoC COME. and Adm.News, p.

ed States Code, referred to in par. (1) (b),

Library References

Searches and Scizures €&3.5. C. ‘
.5, -J.S. Searches and Selzures § 72 et se
Telecommunications @&2493. C.J.8. Telegraphs, Teclephones, Rudi?)‘.
and Television §§ 122, 287,

§ 2517, Authorization for disclosure and use of intercepted

wire or oral communications .

(1) Any investigative or law enforcement officer who, by any
means authorized by this chapter, has obtained knowledg’e of ffh;
contents of any wire or oral communication, or evidence derivid
therefrom, may disclose such contents to another investigative or
la\'v enforcement, officer to the extent that such disclosure is appro-
priate to the proper performance of the official duties of the officer

) making or receiving the disclosure.

(2) Any investigative or laiw enforcement officer who by any
means authorized by this chapter, has obtained lmowledg:e o% the
contents of any wire or oral communication or evidence de;'ivcd
therefrom may usec such contents to the extent such use is appropri-
ate to the proper performance of his official duties.

(3) Any person who has reccived, by any means authorized by this
clmpt‘.cr, any information concerning a wire or oral communiczmion
or cy:floxice derived therefrom intercepted in accordance with t}u:.
[)l'O\'}SlOl.lS of this chapler may disclose the contents of that com-
munication or such derivative evidence while giving testimony under
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ch. 119 WIRE INTERCEPTION, ETC. 18 §2518

oath or affirmation in any criminal proceeding in any court of the
United States or of any State or in any Federal or State grand jury
procecding.

(4) No otherwise privileged wire or oral communication inter-

cepted in accordance with, or in violation of, the provisions of this
chapter shall lose its privileged character.
_(5) When an investigative or law enforcement officer, while en-
gaged in intercepting wire or oral communications in the manner
authorized herein, intercepts wire or oral communications relating
to offenses other than those specified in the orazr of authorization
or approval, the contents thereof, and evidence derived therefrom,
may be disclosed or used as provided in subsections (1) and Y{2) of
this section. Such contents and any evidence derived therefrom may
be used under subsection (3) of this section when authorized or ap-
proved by a judge of competent jurisdiction where such judge finds
on subsequent application that the contents were otherwise inter-
cepted in accordance with the provisions of this chapter. Such
application shall be made as soon as practicable.

Added Pub.L. 90-351, Title ITI, § 802, June 19, 1968, 82 Stat. 217,

Historical Note

I.cglslntive History. For Jlegislative 1968 U.S.Code Cong. and Adm.News, D.
history and purpose of Pub.L. 90-351, see 2112, :

Library Recferences

C.J.S. Scarches and Seclzures § 73 et seq,
C.J.8. Telegraphs, Telephones, Radio,
and Television §§ 122, 2687,

Searches and Seizures €=3.5,
Telecommunications €=0193.

Notes of Yeccisions

1. Genorally prohibited electronic survelllance, s pro-
Divulgence at trial or to other govern- hibited by this chapter. "U. S. v. Schipani,
ment agents, of information obtained by D.C.N.Y.1003, 259 I*.Supp, 43.

§ 2518. Procedure for interceplion of wire or oral communi-
cations

(1) Each application for an order authorizing or approving the

interception of a wire or oral communication shall be made in writ-

ing upon oath or affirmation to a judge of competent jurisdiction

and shall state the applicant’s authority to make -such application.

Fach application shall include the following information:

(a) the identity of the investigative or .law enforcement offi-

cer making the application, and the officer authorizing the
application; ‘
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(b) a full and complete statement of the facts and cireym,. )

stances relied upon by the applicant, io justify his belief gy,
an order should be issued, including (i) details as to the p"x-:
ticuiar offense that has been, is being, or is about to be cUlr i
mitted, (i) a particular description of the nature and locq‘.il;‘;
o_f thfa facilities from which or the place where the commu‘nimi
tlgn is to be intercepted, (iii) a particular description of tl'n.-
t,ype of communications sought to be intercepted, (iv) the i(lu-;
tity of the person, if known, committing the offense and whnc‘n\
communicatigns are to be intercepted; ‘

] (e) a ft_xll ind complete statement as to whether or not other
Investigative procedures have been tried and failed or why
they reasonably appear to be unlikely to succeed if tried o.:’*
to be too dangerous; I

-(d? a §tatement of the period of time for which the\/‘x-intcr-
f:eptlor.x is required to be maintained. If the nature of the
investigation is such that the authorization for interception
should not automatically terminate when the described type
o.f communication has been first obtained, a particular descrip-
tzon of facts establishing probable cause to believe that addi-
tional communications of the same type will occur thereafter;

(e) a‘full and complele statement of the facts concerning
all previous applications known to the individual authorizins,:
z':nd malfmg the application, made to any judge for authoriza-
tion to intercept, or for approval of interceptions of, wire or
O}'al communications involving any. of the same persons, faeili-
ties or places specified in the application, and the action taken
by the judge on each such application; and

(f) where the application is for the extension of an order, a
§tatement settipg forth the results thus far obtained from the
interception, or a reasonable explanation of the failure to ob-
tain such results. ;

(2.) The judge may require the applicant to furnish additional
testimony pr documentary evidence in support of the application.

(3) Upo’l such application the judge may enter an ex parte order,
as r«;gucsted or as modified, authorizing or approving interception
o.f wire or oral communications within the territorial jurisdic-
tl?n of the court in which the judge is sitting, if the judge deter-
mines on the basis of the facts submitted by the applicant that—

(a)‘thcrc is probable cause for belief that an individual is
committing, has committed, or is about to commit a particular
offense enumerated in section 2516 of this chapter;
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(b) there is probable cause for belief that particular com-
munications concerning that offense will be obtained through
such interception;

Ch. 119 WIRE INTERCEPTION, ETC.

(¢) normal investigative procedures have been tried and have
failed or reasonably appear to be unlikely to succeed if tried
or to be too dangerous; -

(d) there is probable cause for belief that the facilities from
which, or the place where, the wire or oral communications are
to be intercepted are being used, or are about to be used, in
connection with the commission of such offense, or are leased
to, listed in the name of, or commonly used by such person.

(4) Each order authorizing or approving the interception of any
wire or oral communication shall specify— .

(a) the identity of the person, if known, whose communica- .

tions are to be intercepted;

(b) the nature and location of the communications facilities
as to which, or the place where, authority to intercept is grant-
ed; ’

(¢) a particular description of the type of communication
sought to be intercepted, and a statement of the particular
offense to which it relates;

(d) the identity of the agency authori‘z\ed to intercept the
communications, and of the person authorizing the application;
and

(e) the period of time during which such interception is au-
thorized, including a statement as to whether or not the inter-
ception shall automatically terminate when the described com-
munication has been first obtained.

(5) No order entered undgr this seclion may authorize or approve
the interception of any wire or oral communication for any period
longer than is necessary to achicve the objective of the authoriza-
tion, nor in any event longer than thirty days. Extensions of an
order may be granted, but only upon application for an extension
made in accordance-with subsection (1) of this scetion and the
court making the findings required by subsection (3) of this sec-
tion. The period of extension shall be no longer than the authorizing
judge deems necessary to achieve the purposes for which it was

granted and in no cvent for longer than thirty days. Every order’

and extension thercof shall contain a provision that the authoriza-
tion to intercept shall be execuled as soon as practicable, shall be

conducted in such a way as t6 minimize the interception of com- .
munications not otherwise subject {o interception under this chap- ’
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ter, and must terminate upon attainment of the authorized objective,
or in any event in thirty days.

CRIMES Part 1

(6) Whepever an order authorizing interception is entered pur-
suant to this chapter, the order may require reports to be made to
the judge who issued the order showing what progress has been
made toward achievement of the authorized objective and the need
for continued interception. Such reports shall be made at such
intervals as the judge may require,

(7) Notwithstanding any other provision of this chapter, any
investigative or law enforcement officer, specially designated by
the Attorney General or by the principal prosecuting attorney of
any State or subdivision thereof acting pursuant to a statute of
that State, who reasonably determines that—

(&) an emergency situation exists with respeet to conspira-
torial activities threatening the national security interest or
to conspiratorial activities characteristic of organized crime
that requires a wire or oral communication to be intercepted
before an order authorizing such interception can with due
diligence be obtained, and

(b) there are grounds upon which an order could be entered
under this chapter to authorize such interception,

may intercept such wire or oral communication if an application for
an order appruving the interception is made in accordance with this
section within forty-eight hours after the interception has occurred,
or begins to occur. In the absence of an order,.such intereeption
shall immediately terminate when the communication sought i3
obtained or when the application for the order is denied, whichever
is ecarlier. In the “ovent such application for approval is denied,
or in any other case where the interception is terminated without
an order having been issued, the contents of any wire or oral com-
munication intercepted’ shall be treated as having been obtained
in violation of this chapter, and an inventory shall be served as

provided for in subsection (d) of this section on the person named
in the application, .

(8) (a) The contents of any wire or oral communication inter-
cepted by any means authorized by this chapter shall, if possible, be
recorded on tape or wire or other comparable device. The recording
of the contents of any wire or oral communication under this sub-
section shall be done in such way as will protect the recording {rom
editing or other alterations. Immediately upon the expiration of the

period of the order, or extensions thereof, such recordings shall be «

made available to the judge issuing such order and scaled under his
directions. Custody-of the recordings shall be wherever the judge

orders. They shall not be dcstx'oygd except upon an order of the

=
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issuing or denying judge and in any event shall be kept for ten years,
Duplicate recordings may be made for use or disclosure pursuant to
the provisions of subsections (1) and (2) of section 2517 of this

"chapter for investigations. The presence of the seal provided for

by this subsection, or a satisfactory explanation for the absence
thereof, shall be a prerequisite for the use or disclosure of the con-
tents of any wire or oral communication or evidence derived there-
from under subsection (3) of section 2517. :

(b) Applications made and orders granted under this chapter
shall be sealed by the judge. Custody of the applications and or-
ders shall be wherever the judge directs. Such applications and or-
ders shall be disclosed only upon a showing of good cause before a
judge of competent jurisdiction and shall not be destroyed except
on order of the issuing or denying judge, and in any event shall be

vkept for ten years.

(¢) Any violation of the provisions of this subsection may be
punisheq as contempt of the issuing or denying judge.

(d) Within a reasonable time but not later than ninety days after
the filing of an applicaticn for an order of approval under section

* 2518(7) (b) which is denied or the termination of the period of an

order or extensions thereof, the issuing or denying judge shall cause
to be served, on the persons named in the order or the application,
and such other parties to intercepted communications as the judge
may determine in his discretion that is in the interest of justice, an
inventory which shall include notice of— .
(1) the fact of the entry of the order or the application;
(2) the date of the entry and the period of authorized, ap-
proved or disapproved interception, or the denial of the applica-
tion; and

(3) the fact that during the period wire or oral communica-

tions were or were not intercepted.
The judge, upon the filing of a motion, may in his discretion make
available to such person or his counsel for inspection such portions
of ihe intercepted communications, applications and orders as the
judge determines to be in the interest of justice. On an ex parte
showing of good cause to a judge of competent jurisdiction the serv-
ing of the inventory required by this subsecction may be postponed.

(9) The contents of any intercepted wire or oral communication
or evidence derived therefrom shall not be received in evidence or
otherwise disclosed in any trial, hearing, or ether proceeding in a
Federal or.State court unless each party, not less than ten days be-
fore the trial, hearing, or procceding, has been furnished with a

- copy of the court order, and accompanying-application, under which
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the interception was authorized or approved This ten-d i

may.be waived by the judge if he finds that it was not pﬁ:’sﬁ:xzd
fu}'nxsh thfz party with the above information ten days before t} .
t!:mi, hearing, or proceeding and that the party will not be pr -
diced by the delay in receiving such information. preju-

. (19) (a) Any aggrieved person in any trial, hearing, or proceed-

:)ng in or before any‘pourt, department, officer, agency, regulatory
ody: or other authority of the United States, a State, or a politica]

:ubttllgxsl?n thereof, may movs to suppress the contents of any inter-
€plea wire or oral communication or evidence deri

on the grounds that— ’ erived therefrom,

(i) the communication was unlawfully intercepted;

(ii? the order of authorization or approval under which it
was intercepted is insufficient on its face; or

(iii) the interception was mot made in ¢ i i
; onformity wit
order of authorization or approval, R the

Such motion shall be made before the trial, hearing, or Proceeding
unless there was no opportunity to make such motion or the person
was not aware of the grounds of the motion. If the motion is grant-
ed: the contents of the intercepted wire or oral communication, or
?vzd?nce.derived therefrom, shall be treated as having been obtai,ned
u.x violation of this chapter. The judge, upon the filing of such mo-
tion by the_ aggrieved person, may in his discretion make available
to the ?ggrxeved person or his counsel for inspection such portions
of the intercepted communication or evidence derived therefrom as
the judge determines to be in the interests of justice;

(b) In addition o any other right to appeal, the United States

Part 1

- shall have the right to appeal from an order granting a motion to

suppress nzade. under paragraph (a) of this subsection, or the denial
of an apphcatxon.i‘or an order of approval, if the United States at-
torney shall certify to the judge or other official granting such

" motion or denying such application that the appeal is not taken for

purposes of delay. Such appeal shall be taken within thirt

a i y days
ai'iex(" the date the order was entered and shall be diligently prose-
cuted. ’

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 218,

Historical Note

Leglislative History. ¥or leglslative 1963 'U.8.C
history ana purpose of Pub.L. 90-351, see 2n2, S Code (ionz. 4nd AdmNews, n

Library Refercnces

fearches and Selzures €=3.5,

Relccommunicetion PRy C.J.8. Bearches and Seizures § 73 et seq,

CJ.8. Telegraphs, Telephones, Radlo,
and Television §§ 122, 287,
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Ch. 119 WIRE INTERCEPTION, ETC. 18 § 2519

Notes of Decisions

Aggrioved persons &
Plscovery and inspection 2

Preroqulsites to Isiuance of warrant 1

supp of evid s

1. FPrerequisites to issumnce of warrant

Findings of fact prerequisite to issu-
snce of investigative warrant under this
chapter need not be set forth In warrant

itself, especially where it appears from
affidavit or other evidence submitted to
issuing judge that such findings as are
required thereby would clearly have been
authorized, Cross v. State, Ga.1969, 171
8.E.2a 507,

2. Discovery and Inspection

For purpose of resolving issue whether
evidence agalnst any defendant grew out
of his fllegally overheard conversations or
conversations occurring on his premises,
surveillance records as to which any de-
fendant has standing te object should ‘be
turned over to him without first bLeing
submitted to trial judge for in camera ex-
amination as to relpvancy. Alderman v.
U. 8., Colo. & N.J.1969, 89 S.Ct. 961, 304 T.
8. 165, 22 1. Ed.2d 176, rehenring denied S9
S.Ct. 1177, 394 U.S. 939, 22 1, Ed.2d 475,

Government’s representation that over-
heard product of electronic eavesdropping
was not relevant to indictment did not af-
ford defense to defendant's request for
discovery concerning such eavesdropping,
and court would not make determination
of relevance in in camera inspection. U.
8. v. McCarthy, D.C.N.X.1968, 202 T".Supp.
937,

3. Suppression of evidence

Cnnversations overheard as result of
unauthorized electronic serveillance are

§ 25109. Reports concerning intercepted wire

munications

(1) Within thirty days after the e
extension thereof) entered under se

order approving an interception,
report to the Administrative Offi

inadmissible in evidence against owner of
premises whether or not he was present
on the premises or party to the overheard
conversation. Alderman v. U. S., Colo. &
N.J.1909, 89 8.Ct. 961, 3%¢ U.S. 163, 22 L.
Ed.2d 176, rehearing denied SO S.Ct. 1177,
304 0.8, 939, 22 L.Ed.2d 475.

This chapter renders any recordings ob-
tained es result of wire-tapping without
compliance with federal statute inadmis-
sible in evidence irrespective of constitu.
tionality of state wire-tapping statute
Cross v. State, Ga.1909, 171.S.8.2d 507,

‘Where orders authorizing tapping of
telephone jines failed to comply with re-
quirements of this chapter because they
failed to include provisions that orders
should be executed as soon as practicable.
falled to state whether interception of
conversations should automaticaiiy termi-
nate when described communication was
first obtained, and that search suould e
conducted in such way as to minimize in-
terception of communications not gubject
to seizure, and should terminate on at-
tainment of authorized objective, record-
ings were inadmissible. 1d.

4. Aggrieved persons

Tnder subsec. (10) (a) of this section
prohibiting unauthorized electronie sur.
veillance and providiag that an aggrieved
person may move to suppress the contents
of a wire or oral communication illegalliy
intercepted, phrase “sggrieved person’
should be construed in accordance with
existent standing rules. Alderman v. .
S., Colo, & N.J.1969, 89 S.Ct. 901, 304 T.S.
165, 22 L.Ed.2d 176, rehiearing denied €9 S.
Ct. 1177, 304 U.S. 930, 22 1..Ed.2d 475,

Unlawful wiretapping or eavesdropping,
whether deliberate or negligent, can pro-
duce nothing usable against the defend-
ant aggrieved by the invaslou. Id.

or oral com-

xpiration of an order (or each
ction 2518, or the denial of an

the issuing or denying judge shall
ce of the United States Courts—

(a) the fact that an order or extension was applied for;

(b} the kind of order or extension applied for;
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18.§2519 CRIMES Part 1

(c) the fact that the order or extension was granted as ap-
plied for, was modified, or was denied;

(d) the period of interceptions autho;ized by the order, and
the number and duration of any extensions of the order;

(e) the offense specified in the order or application, or ex-
tension of an order; o

(f) the identity of the applying investzgatl.ve or law enforce-
ment officer and agency making the application and the person

k.

authorizing the application ; aund

(g) the nature of the facilities from which or the place where
communications were to be intercepted.

(2) In January of each year the Attorney General, an Ass.istnnt
Attorney General specially designated by the A:;;orney Cfex;;exl;'xllc,)s(;r
inci i v State, or the princip ‘050~

he principal prosecuting attorney of a State, .
tutigg attgrney for any political subd1v1§1on of a State, sthall report

to the Administrative Office of the United States Courts— \

(a) the information required by paragraphs (a) throughl.(;?)
of subsection (1) of this section with %'espect to eac}} app {C.l-
tion for an order or extension made during the preceding calen-

dar year; . ]
(b) a general description of the interceptions .made ur;c el:
guch order or extension, including (i) the_ apl.)roxm.late na tUI(]L
and freguency of incriminating communications mterccp'sq:
(ii) the ;pproximate nature and frequency of other (fonxmugllo;c
tions intercepted, (iii) the approximat; x(\ur)nbtc}alr ofp;;)?os\?:q?e ntx ;

i i a xims H

unications were intercepted, and (iv e ‘

:ttx):zmamount, and cost of the manpower and other resources

used in the interceptions; .
) - 3 » T e
(¢) the number of arrests resulting from mterceptlor}x‘s_cr}:mar-
under such order or extension, and the offenses for whi
rests were made;

(d) the number of trials resulting from such interceptions;

(e) the number of motions to suppress made wi.thdfcspcct to
such interceptions, and the numbér granted or denied;

(f) the number of convictions resultiniz_ fx:om suc}.x 111&0'11(:’]0(1}7(]
tions and the offenses for whick the convictions Yvele- ) t‘ions;
and a general assessment of the importance of the intercep

and

i i i aragraphs (b) through (f)
the information required by paragrap : . B ed
of (tgh)is subsection with respect to orders or extensions obtain
fn a preceding calendar year.
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Ch. 119 WIRE INTERCEPTION, ETC. 18 §2520

(3) In April of each year the Director of the Administrative Of-
fice of the United States Courts shall transmif{ to the Congress a
{ull and complete report concerning the number of applications for
orders authorizing or approving the interception of wire or oral com-
munications and the number of orders and extensions granted or
denied during the preceding calendar year. Such report shall in-
clude a summary and analysis of the data required to be filed with
the Administrative Office by subsections (1) and (2) of this section.
The Director of the Administrative Office of the United States
Courts is authorized to issue binding regulations dealing with the
content and form of the reports required to be filed by subsections
(1) and (2) of this section.

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 222

Historical Note

Lezlslative History. ‘Ix‘or legislative 1968 U.S.Code Cong. and Adm.News, D.
history and purpose of Pub.L. 90-351, see 2112,

Library Refercnces

C.7.S. Searches and Seizures § 73 et req.
C.J.8. Telegraphs, Telephones, Radio
and Television §§ 122, 287,

Searches and Seizures €3.5.
Telecommunications €&=493.

§ 2520. Recovery of civil damages authorized
Any person whose wire or oral communication is intercepted, dis-
closed, or used in violation of this chapter shall (1) have a civil cause
of action against any person who intercepts, discloses, or uses, or
procures any other person to intercept, disclose, or use such com-
munications, and (2) be entitled to recover from any such person—
(a) actual damages but not less than liquidated damages
computed at the rate of $100 a day for each day of violation
or $1,000, whichever is higher;
(b) punitive damages; and
(c) a reasonable atlorney’s fee and other litigation costs rea-
sonably incurred.
A good faith reliance on a court order or on the provisions of sec-
tion 2518(7) of this chapter shall constitute a complete defensa to
any civil or criminal action brought under this chapter.

Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 223.

. ' Historical Note

Yegislative Ilistory. For legislative 1968 U.S.Code Cong. and Adm.News, p.

Bistory and purpose of Pub.L. 00-351, sce 2112,
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18 §2520 CRIMES

Part 1

Library References

Searches 2nd Scizures =8

C.J.8, Scarches and Scizures § 00 -106

Netes of Decisions

Enforcement 2
Probable cause 1

—

1. Probabloe em':u

General! rule, under this chapter pr -
iting unauthorized electronie Eur\-eli)ll‘:ll:cbe,
is that cavesdropping and wiretapping
are permitted only with probable cause
and a warrant. Alderman v. U. §., Colo
& N.J.1569, 89 S.Ct. 961, 304 U.S. 165, 22 L.
1d.2d 176, rehearing denied 69 S.Ct' 1177-
394 U.S. 039, 22 L.EQ.24 475, T

~179~-

2. Enforcement

‘Without experience showin
trary Supreme Court should iotm:sqfn‘:\?.
that this chapter prohibiting unnnlum”
ized electronie surveillance will be c:u':.
lierly disregarded or will not be enrur-.‘;
against transgressors. Alderman v. U L“;
Colo. & N.J.1909, 89 S.Ct. 961, 504 U.S, 10,
-.‘..ZEJ.]*.d..Zd 176, rehearing denied &p § Cl'
1177, 304 U.S. 939, 22 L.Ed.2d 475, h
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| APPENDIX II1 .
STATE OF THE ART OF ELECTRONIC SURVEILLANCE |

_ PURPOSE

The purpose of this appendix is to describe the state of the art
of electronic surveillance. Technological advances in the field of
electronics, especially the development of the transistor and the
integrated circuit, have made possible a large array of new devices
and techniques for electronic surveillance in recént years. These

same advances have also improved the effectiveness of countermeasures

against electronic surveillance. .

KINDS OF ELECTRONIC SURVEILLANCE

In general, electronic surveillance can, be divided into two

classes: audio and non-audio.

Audio surveillance includes the interception of telephone con-
versations (wiretapping), and eavesdropping on conversations in other-

. . LT . . .
wise private places by means of electronic devices (bugging).

Nongaudio surveillance includes the interception of bulk data

~

communications links, computer systems, visual sighting systems for

-180-
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WIRETAPPING

low light-level conditions, and electronic vehicle and cargo tracking

systems. Non-audio surveillance will not be covered in this appendix.

The division of audio surveillance into two types, wiretapping
and bugging, is done te distinguish the kinds of conversations that

are to be surveilled, i.e., telephonic and non-telephonic.

surveillance. For example, radio transmitters used for bugging may
also be used to transmit a tapped telephone conversation to a con-

venient listening or recording post. - Similarly, telephone wires may ‘

it

be used to c;rry a conversation picked up by a hidden microphohe "bug"

to a remote listening post.

The history of wiretapping predates the invention of the tele~
pPhone. One of its earliest recorded uses occurred during the U.§

Civil War when inteliigence agents of the Opposing armies tapped

Telephone wiretapping came into use soon after the invention of

Its practical value depends on several factors:

i
EXS

the telephone.:

-181~
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l. The kind of information contained in the

telephone conversation;

2. The.need of the wiretapper to gain this information;

)
+3
>

he intelligibility of the intercepted conversation; .

4. The security of the wiretap against detection; and

Y

5. The convenience and'cost of establishing and

maintaining the wiretap.
It should be noted that the same factors apply to bugging. ﬁecause
this appendix is meant to describe the state of the art of electronic

surveillance, only the latter three factors will be discussed.

TELEPHONE SYSTEMS ‘ -

Telephone conversations are carried from one pelephone instrument
‘to another over pairs of wires which afe inter-connected by automatic
switching equipment located in telephone company substations and
central exchanges. The telephone system pro&ides all the electrical
power needed to operate the telephones as well as tﬁe various elec-

tronic signals which cause dial tones, ringing, and busy signals. Some

o

of these features may be .used ‘to advantage in telephone surveillance

1

-182~
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as well as in the detection of wiretaps and bugs.

WIRETAPS

When a listening device, such as a set of headphones, loudspeaker,
or tape recorder, is connected to a pair of wires at some point
between two telephone instruments, then the cohversation can be inter-
cepted. Two methods are.used torconnect the listening device to the
telephone line. One method uses a w;re coil to inductively couple*

the audio signals on the line.to the listening device. The other

**
method uses a direct wire connection with electronic matching network.
Properly installed, neither method creates noises on the line or
fluctuations in loudness that would alert users&ef the telephone to

the existence of the tap. However, the direct wire equipment is much

easier to attach and provides a more reliable and usable output signal

*A magnetic field of varying intensity surrounds a wire through which a varying
electrical current is flowing. The field is intensified or concentrated if the
wire is wound in the form of a coil. If a second coil is placed close to the first,
a proportional electrical current will flow through the second coil. This process
is called induction. :

S

**plectrical and electronic circuits exhibit~ce§W§in electrical characteristics which
can be measured. When two circuits are connectled together, they should be as nearly
alike as possible for maximum efficiengg. The term impedence matching is used to
describe the process of adding electronic components to a circuit to match its
impedence to another. Impedence is the resistance to the flow of alternating current

and results from the combined effect .of resistance, inductance and capacitance.

A

-183~
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than the induction coil method. Electronic tests” of the telephone

“line by the telephone company are usually able to determine itoforeign |

. by

instrunents are connected to the line. Similar checks by private

countermeasure experts, without the cooperation of the telephone

it

. company, are less successful.

HARDWIRE TAPS THROUGH THE CENTRAL EXCHANGE

_Under Title III of the Omnibus Crime Control and Safe Streets Act
of l968,xpertain government agencies may obtain court authorization to
conduct wiretapping. .In.such circumstancee, the telephone company
makes the hardwire connection to the specified telephone line and
provides a leased wire to the agency's listening‘post. If the equip-
ment in the listening post is isolated electronically from the line in
a proper manner, the tap cannot be detected. This is the preferred

method of wiretapping because of its reliability, superior performance,

good audio quality, and security from detection.

*2 number of‘tests may be made. A basic one is to measure the voltage on the line.
When not in use the line will measure 48 volts. When the handset is lifted off- .
hook, the voltage will drop to between 6 and 12 volts. Another indication is

. current flow. When the telephone is in use, a current of 60 to 100 milliamperes
will flow through the instrument. Devices such as infinity transmitters function
as though the telephones is in use, thus their presence can be determined with
simple instruments such as volt-ohm meter. A sophlstlcated system called domain
reflectometry send pulses of energy down telephone wires; these pulses are reflected
from electrical junctions along the wire back to the source. A wiretap will
appear as a new junction. A good history of the system installation must be known
and the tést must be performed by skilled personnel to be effective.

e . i

: hear conversations on;either(line.

ST IR hmae e

:// g

OTHER HARDWIRE TADS

Other hardwire taps can be made at any point between the tele-~

phone instrument and the nearest telephone exchange. These taps may be

.made on the premises of the telephone user, at.a nearby utility pole

_termlnal box, or, in the case of apartment and office buildings, in

wire closets or terminal rooms. Because it may be inconvenient to

establish a listening post at the location of the tap, means must be

prov1ded to carry the intercepted telephone conversation to a remote

location. This may be done by wire or radio transmission.

WIRE TRANSMISSION OF TELEPHONE TAPS

R

A separate telephone line‘may be leased from the telephone company

to carry the tapped conversation to a remote location. However, this

would be less possible if the tap was not sanctioned by the court

order.’ A device called a telephone slave can be used ‘which permits a

convenlent wire connection to a tapped telephone line. In use, two

wires from the slave are. connected to a palr of wires from the phone

to be tapped Two other wires from the slave are connected to a

second telephone line palr w1th a known number. When the number of

thls second telephone is dlaled from any: other telephone, the slave

device automatically connectSathe two lines so that the’caller can

The slave dev1ce, while prov1d1ng

a convenlent way to transmlt a tapped conversat

i o -tes-

ion to a remote location,

TR A s
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tends to be unreliable and sometimes will cause the wiretapper's line
to be held in the open position causing a busy signal the next time an
attempt is made to activate the slave unit.

]

RADIO TRANSMISSION OF TELEPHONE TAPS

The more usual way of carrying the tapped conversation to a

remote location is with a radio transmitter. The transmitter may be

connected to the telephone line inside the telephone instrument,
between the instrument and a terminal box, or at a convenient terminal

box. A popular radio tap tyén7mitter, the telephone drop-in mouth- -

/

piece, is simply placed in tlie telephone handset after removal of the

original mouthpiece unit. Its utility is limited by the fact that it

can be readily detected by visual inspection. : }

i

Because most radio tap transmitters use conventional FM modu-

. *
lation,

they are easily detected by field strength meters . and

*rRadio frequencies range between one thousand oscillations per second (one kilohertz -

formerly kilocycle) and 100 billion oscillations per second (100 gigahertz).
Commercial FM radio frequencies range between 88 millicn oscillations per second.

- (88 megahertz) and 108 million osc1llatlons per second (108 megahertz). Radio’
transmitters send out electrical energy at a single set. frequency. Audio sighals
which range from about 50 hertz to about 10 thousand hertz may be transmitted by
using them to modulate the radio carrier frequency. -In FM modulation the frequency

of the carrier is varied slightly above and below its standard frequency to conform
with the variations in the audio szgnal.

**An electronic radio field detection device that detects the presence of radio- .
frequency (r~f) energy. ;

o
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. . . . .
countermeasure receivers, especially when they are located on the

premises being tapped.“ To avoid such ‘detection,

and because of the
nature 6f the devices and the limitation of their power sources, radio

tap transmitters send signals over very short distances, usually no

more than a few city blocks. A common practice is to connect the

radio tap receiver to_a<§oice-actuaﬁed tape recorder ** located in the
locked trunk of a car parked on the street close to the transmitter.
This permits the signal to be received and recorded without thé

necessity of the eavesdropper being present.

An. important aécessory_sometimes used in connection with wiretaps
permi@gqghe eavesdropper to record the phone numbers that are dialed
on the térget telephoneé. These devices are known as.dial impulse

recorders (or pen registers) for the older dial system, and touch tone
_decoders for the new push‘button telephones. These moderately priced

($1,000-$2,000) instruments automatically count the dial impulses or

decode the touch tones and provide the user with a diréect read-out of

the number being called.

‘#*Radio receivers which, unlike a standard radio receiver, have high sensitivity and
selectivity over the -large radio spectrum, are capable of different demodulation
techniques, exhibit frequency stability and capability to acquire weak signals and
demonstrate rejection of unwanted signals in adjacent frequency ranges.

*#phen an audio signal is received at the input terminals of a voice-actuated tape
:recorder, a switch activates the recorder. Thus, the tape supply and battery power
are used only when a signal is being received.

O
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The usual wire bug will have one or more miniature microphones

é. BUGGING | ) o . : ~ concealed in a target room and connected to a remote amplifier and
i

listening device by fine, easily concealed wire or conductive paint.

b

i * ok
Specialized microphones such as spikef and crystal contact types can

g' ' Audio surveillance of conversations in private places has been
=4

sl

Vi

going on at least since mankind moved from caves to thatched huts. .be used to pick up room conversations on or through a wall or partition.

1

g . Thus the name "eavesdropping." The advent of the microphone or "bug" Ordinary permanent magnet speakers found in most radio, television

el

?mﬂ,

has permitted the eavesdroppéx greater flexibility and the security of sets and stereo systems can be used as eavesdropping microphones.

not having‘to stand under the eaves of a house next to an open window..

The earliest and simplest form of bugging consists of a concealed

;W{

While intended to produce sound from electrical energy, permanent
magnet speakers can also do the reverse since they are structurally

. . o . o o ok
similar to dynamic microphones.

They may be connected to a listen-

Rasesky
{ Lk
j;ME ii:i“‘!,

microphone connected by wire to a listening device. While still used ing post by wire or radio without impairing their function as speakers.

{;

at the present time, the simple bug haéibeen supplemented by more

§~ sophisticated devices. Some of these devices rely on a portion of the

SHOTGUN AND PARABOLIC MICROPHONES ‘ . . T

gf telephone system, others use radio transmitters or light beams to - vﬂ Q

>/\;

Shotgun and parabolic microphones can be used to retrieve normal

By

carry their signals.

conversat&ans‘from distances as great as 300 feet under ideal conditions.

v by

«  WIRE BUGS Both are directional devices which tend to exclude all sounds other
ié gerfthan those coming from the direction in which they are pointed. !
gz Bugs connected by wire to listening posts, while the earliest ! \\\ 5
5 ; . ‘ T w *A contact type microphone with a long needle-like extensiog used for listening : f
form of bugging, have benefited from recent technological advances. E % through walls. , ! B

**a crystal microphone depends for its operation on the generation of an electrical

- charge by-the deformation of a crystal by sound waves. A contact microphone is
designed to be attached directly to the surface to be monitored, when the surface
vibrates as a result of sound waves which hit it. »

Progress in miniaturization has allowed better congéalment of micro-
phones. Increases in sensitivity aid in concealment as well as
J e !

<

=

impréve the intelligibility of the monitored conversation.

**trhe movement of a small coil of wire near a permanent magnet will generate a small
electrical current in the coil. If the coil is attached to a thin diaphram, sound

iy (R

Uy

_ L . f ‘ waves which strike the diaphram will generate a current which is proportional to the ~ oo
Wire bugging systems have advantages over other methods including g . sound. This is a dynamic or magnetic microphonts N ‘ ; ; o
‘ ~ E : - ; ‘ ) ' o e .
durability, security, limitless operating life and low cost. _ ‘ v : . B
i : . =188~ - ’ : - o
o . . o \ ] —_’_’________’__.__—————————*—’_‘M
l G ﬁ " 3 \\ Py

Vaane



IR R R R e i s

A shotgun microphone uses an arrangement of various length tubes

g: to achieve its directional capability. The parabolic microphone uses
g. a parabolic reflector of from one and a half to four feet in diameter

=  to concentrate the received audio energy. Both devices have limited

g: use because they are difficult to disguise and because of background
interference from wind and ambient noises. Because of their limita-

tions they are most useful at night in an open field or park where the

target conversation is taking place in an extremely quiet environment.

The most widely publicized bug that uses the telephone system is
the infinity transmitter or harmonica bug. Inexpensive versions of -

the infinity transmitter are marketed as burglar detectors and elec-

a radio transmltter, but rather a tone controlled switch connected

between a microphone concealed in a room and the telephone systeka In

operation, the eavesdropper dials the target telephone'and, before it

rings, sounds a predeternined note on a tone producing device. If
3; sonnded in time, the tone will switch on the room.microphone and its
associated amplifier whlle preventlng the telephone from ringing. The

name infinity transmitter derives from the clalm by an early manu-

facturer that the dev1cefcan be operated from an 1nf1n1te dlstance,

that is, from the most distant telephone able to call the target

o =190- ,‘*L;~}-

g’ telephone. The name harmonica bug results from the early use of a

tronic baby sitters. ThlS devmce is not a transmltter in the sense of

*&ould lndlcate.

harmonica to sound the selected tone.

There are a number of difficulties encountered in

using the device:

1. Not all telephone Systems are compatible with
a particular device. In some systems the audio
connectlon between two te]ephones is not completed
at ‘the same time as the rlnglng signal. 1In such a
31tuat10n the telephone will ring and must be
answered before the tone switch can be trlggered

thus 1mpa1r1ng the securlty of the dev1ce.

~.2. During the period when the device is in‘operation,
i the telephone System's sensing equipment indicates
that the line is busy ao all 1ncomlng calls will
receive the normal busy 51gnal This may ralse
questions that will alert the target person that

AT

somethlng ls wrong with the,llne.

-191-
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A voltage change on the line caused by

activation of the infinity transmitter can easily

.be detected by a technician:

Audio sensing equipment attached to the line
can detect the same signal being received by tne

eavesdropper.

A variable tone may be inserted on the line to
trigger a suspected infinity transmitter. If one
exists, its presence can be detected by the
methods described'ab0ve. " To defend against this
counterneasure, some newer, more expensive devices
require multiple tones or time—speced tones to
trigger the device. However, mnltiple tone sweeping
devices are being perfected in response to this "

development.

The eaVeedropper must activate the device repeatedly,
increaeing the possibility of detection,'because
there is no way of knowing when valuable oxr 1nterest1ng

conversatlon is taklng place.
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LISTEN BACKS AND KEEP ALIVES

Lite the infinity-transmitter,.these devices permit the use of the
telephone system to eavesdrop on room conversations. -Because they are
_not tone actlvated and do not use separate microphones and ampllflers,
"listen backs" and "keep allves" are smaller, less expen51ve, and less

likely to be detected by wvisual 1nspec€pon than is the 1nf1n1ty trans-

mitter.

These devices consist of simple, electrical modifications to the
hookswitch® of the target telephone instrument which operate by keeping
the line open and the telephone mouthpiece actlve after a call from the

eavesdropper s telephone is completed and .the target telephone headset

is returned to its cradle. Until the eavesdropper»hangs up hlS tele-

phone,”conversation close to the target instrument can be overheard. @
. .

However,oby design, the carbon mlcrophone in the mouthpiece of the

telephone performs poorly in Picking up sounds more than a few inches ]

from the front of the mouthplece. "Listen backs" and "keep alives"

suffer from many of the same dlsadvantages as the 1nf1n1ty transmltters f

*The switch in a telephone instrument.ectuated by tbe‘hook or plunger on which the
handset rests when not in use. :

S e

**7he orlglnal microphone invented bg Alexander Graham Bell in 1876 is durable,
reliable, rugged, and resistant to changes in humidity and temperature. 1In
operation, an electrical current is passed through carbon granules in the mlcro-
-phone behind a thin diaphram. As sound bressure:varies the compression on the
-earbon granules, thezr electrical resistance varies proportionally.

-
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and are more difficult to install. 1In addition, the presence of such a
device can be easily determined by following the same procedure as that

used by the eavesdropper to activate the -device.

_ ON-LINE MICROPHONES

- Most telephone installations contain unused pairs of wires which
can be used by an eavesdropper to carry an audio signal. An on-line
microphone is a bug and associated amplifierbwhich is connected to an'
unused telephone wire pair. It cannot be dialed or used from a remote
telephone to eavesdrop. Its main advantage is that it relieves the
eavesdropper of the need to install a separate line or use a radio
transmitter within the target_premisesL Its disadvantage is that the‘
‘audio signal can be détected on the line during debugging operations.

I

TELEPHONE MODIFICATION OR COMPROMISE

This eavesdropplng technique, like the "keep alive", uses the
mouthpiece.of the target telephone to pick up,room conversations by a

modification of the hooksw1tch, at the same time allow1ng the telephone

- to be used normally. In operatlon, the smgnals are plcked up as in a

usual telephone tap. Whlle the modlflcatlons to the hookswitch are
relatlvely simple and 1nexpen51ve, a high degree of technlcal Sklll is

required to prevent the alteratlon or disruption of the normal elec-

trical status of the telephone 1line when~it is not in use, so as to

=194~ .

N

prevent detectlon by the telephune company. In addition, multiple line
’1nstruments with rotary line selectlon sw1tching,* as found in many
offices, prevents the selection of a single line pair from outside the

office, thus thwartlng the purpose of the eavesdropper.l‘Telephone

‘compromlslng of this klnd is most llkely with single line instruments,

or within a building or office system in the case of. multlple llne

systems.

RADIO BUGS

The fictional secret agent's bug in the olive of a martini is a
technical reality. -Recent advances in miniaturization for computer,
hearing aid, and aerospace applications have made possible extremely
small devices. Further miniaturization is llmlted‘by battery tech-

nology.

§
o

Radio bugs, regardless of their size, consist of a microphone,

amplifier and modulation circuitry, antenna, and power supply. The

size of a radlo bug generally determlnes the dlstance its signal can be

_‘transmltted the period of time it can be in operatlon, and, inversely,

its price. The dec181on as to what klnd of bug w111 be used depends

:upon such factors as the degree of concealment heécessary, the range of

*Automatic selection of a telephone line not in use, where several‘llnes enter.an
office system. If a tap is placed on line one and it is in use, incoming calls
routed to line two could not be monitored by the wiretapper.

<
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transmission needed for the signal to be received, and the availability
of funds. Aniadditional éonsideration is the ease with which the
sig;al from the bug can be detected in a’'debugging sweep. '‘Radio bugs
'may“be classified according to size, means of concealment, kind of

Y

_modulation uéed, frequency range used, and cost.

e I

MINIATURE RADIO BUGS

|

The smallest bug generally ayailabla_tb law enforcement agencies

in‘this country is aboﬁt the size of an aspirin tablet. It includes

battery and microphone and costs about $2,000.

o

i

A somewhat lérger bug, about the size of three cubes of sugar,

»

p

fcosts-lessﬁthah $50 and transmits up to 350 feet. However, bugs of this

kind have poor reliability and lack frequency stability.

Most radio bugs with good performance characteristics,iincluding
frequency stability,‘éffective range of one quarter to one half mile,
and operating periods of 48 to 60 hours, tend to be from one to three

cubic inches in volume and cost about $500. Future advances in elec-

size of crystal frequency

tronic technology including reduction in the

D

*ability of a transmitter to maintain a set carrier frequency within narrow limits.
Poor stability results in poor reception quality.
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made to’ look like'an electric socket or. cube tap.
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control devices

and battery. size reduction may make possible smaller.
’high performance bugs at moderate cost.
RADIO BUG APPLICATIONS
The smallést bugs are useful for quick installation. They are

cailed drop-in or quick plant transmitters. - Because of their small

size they must be retrieved regularly for battery’replacemeht.

Agent or body transmitters designed to be carried by an individual
are generally larger, more powerful and better constructed than drop¥in

bugs. They are usually about the size of a ciga;ette package,

includ-
ing bétteries, and usually have crystal controlled frequencies for good

stability.

Small radio bugs are often supplied in concealment packages

consisting of normal household or office fixtures. A common type is

o

Because such a

device is able to use standard electrical power for its operation it is °

able to be permanently installed. Such devices normally transmit a

*The carrier wave of a transmitter is generated by an oscillator which is designed

to cause anm electrical current to vary at a set frequency. Simple oscillators

use tuned ¢ircuits which most easily pass currents at, or close to, the set fregugncy.
The va%ues of theycoqponents miking up the tuned circuit will vary with changing v
atmaspferic conditions and with time, thus allowing the carrier frequency to change.
A crystal oscillator will generate a current with a frequency maintained within a
very narrow range. It is little affected by heat, moisture or age.
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signal over a distance of 700 to 1,200 feet and cost less than $500.

MODULATION TECHNIQUES

e

Most radio bugs use normal frequency modulation (FM) techniques.
Some or the least expensive devices, sold as«wireiess microphones, use
either FM o£>amp1itude modulation (AM).f ‘More sophisticeted methods
are used in a few, more expensive bugs, for added security.

L

An attractive, non-standard method is sub-carrier modulation. In

peasy g pamy

this method the audio signal picked up by the mlcrophone is first

=

modulated onto a very low frequency (VLF) 51gna1. .This comblned

H

signal is then used to modulate a hlgh frequency 51gnal for trans-

=

nission. The resulting signal is not ablé to be demodulated by a

conventional radlo receiver because of its complexity. In most c1rgum-'

gy

stances no signal at&all will be observed because the VLF sub—carrler
frequency is far above the audible range. To gain added securlty, the
eavesdropper may select a main carrier frequency that iss the same as a
commercial broadcast station. Now a standard receiver woa%d pigy back

S

the commercial broadcast without affecting the sub-carrier signal.

R

This techkrique adds security ‘to the bug.

se=g
J

*The amplitude or size of current variations in a radio carrier are changed to conform
with an audio signal. AM is used for standard radio broadcasting.

*7he radio spectrum band from 10 kilohertz to 100 kilohertz. It is found just below
the standard radio broadcast band.
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quency of the system).

Acspecial class of modulation is involved in a bugging device
called a passive reflector. The bug consists of a small metallic

capsule, about three-quarters of an inch- in diameter with a wire

- antenna about nine inches long (more or less, depending on the fre-

One end of the capsule is a very thin metallic

diaphragm Which vibrates in sympathy with room sounds. There are no

batteries or other power sources needed. Afhigh powered radio trans-

mitter, located outside the target.premises, beams its signal at the

‘reflective diaphragm. The radio signal is. modulated by the room audio

present on the vibrating diaphragm. The modulated signal is radiated
by the short antennafto a radio receiver for recovery of the audio. 1In

1952 a device of this kind was discovered imbedded in a cerving of the

Great Seal of the United States, a gift of the Soviet Union government

vhanging.inathe office of the Américan Ambassador in Moscow. The

Russians operated their device in the frequency range between our

commerc1al VHF and UHF television channels.

FREQUENCY RANGE.

Q
!

5l

Inexpensive devices such as wireless microphones or wireless"baﬁy

monitors, whicn can be<used as radio bugs,»use the standard AM or FM

broadcast bands. As‘e consequencevthey.are easily detected while in

*The standard AM band is from 540 kllohertz to 1,600 kilohertz.
is from 88 _megahertz to 108 megahertz.

G

‘The standard FM band

b
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operation. .In general, professional radio bugs are designed to operate
at other frequencies to avoid the possibility of accidental discovery
when a standard radio receiver is used in the vicinity of the bug.

Most often they are operated in the very high (VHF) or ultra high (UHF)

*

- frequency range.

A valuable method for increasing security of radio bugs that use
the standard broadcast bands is "snuggling.™ This method can be used
regardless of power, méthod of modulation, or‘frequency selected,
although it is most effective in the FM broadcast band. A frequency is
selected for the bug that is very close to that of a nearby powerful
radio station. Becéuse étandard FM receivers usually operate with
automatic fregquency control circuiﬁs (AFC)MQ they . automatically select
the stronger of two/very close signals, tﬁus preventing accidental
discovery. The eavesdropper must use a receiver modified to permit the

weaker signal from the bug to be received. The same is true for the

debugger.

*Phe VHF band is from 30 megahertz to 300 megahertz. The UHF' band is from 300
megahertz to three gigahertz. From one gigahertz to 10 gigahertz radio frequencies
are called microwaves.

o
NSl

**gome FM.receivers used in component stereo systems have an AFC defeat switch for
fine tuning purposes. However, many of these receivers will not have the selectiv-
ity necessary to hear a weak .transmitter snuggled close to a powerful signal.

@
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' a few type of bugs.

i‘m mﬁ-
e

‘beams of light‘energy.

One type of bug uses the very low frequency (VLF) range which is
found below the commercial AM broadcast band. .Thesé devices, called
carrier current transmitters, modulate an FM signal at very low fre-

quency along electric power lines or telephone lines. Very little

.radio energy is radiated into space at such low frequencies, but such

signals move readily aiong any wire path. The tecﬁnique is used in
many wirele&s intepcom devices sold to homeowners and hobbyists and in

An important advantage is that they cannot be

detected by radio receivers in most situations. Instead, a VLF receiver
must be connected to»the power line with appropriate filters to exclude
the electrical power from the receiver. One disadvantage is limited
range, since the carrier current signal is blocked by the transformers
used on power networks. Sometimes -the power company will install by-

passes on the transformers for its own carrier current signaling and

switching purposes.

N\

OPTICAL DIRECTIONAL SYSTEMS

A new development in eavesdropping technology uses directional

Small solid state devices called light emitting
Q :

&
{7

Oy

i
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" distance away for retrieval of the audio signal.

b

diodes (LED)* are available which produce invisible infrared or visible
, \ - ) » : .

light. An LED, coupled witgxa microphcne, power supply, and modulator,

can be used to transmit a signal to a sensitive optical receiver some

Properly installed,

_detection of such a device would be extremely difficult, except by

physical inspectibn.

Another optical'device has received wide publicity as a sinister
: )

; * ok
new advance in eavesdropping. This is the coherent laser beam

. which
can be used to detect minute vibrations of a glaés window~pane caused
by nearby room conversation. The vibrétions cause detectable shifts in
the laser beam's wave length. The beam reflects off the window pane to
a receiving site Qhere the wave shifts are demodulatea to recover the
room audio. There are two difficulties with the laser beam/window
reflection technique. Because the necessary equipment costs from
$10,000 tp $50,000 it is not cost effective. More significant iﬁlfhe
fact that window panes are caused to vibrate by all soundé preseﬁt in
the environment including traffic -and construction noises. They are

also made to vibrate by the wind and by building vibration due to

*LED devices are commonly used in displays of numbers in pocket calculators and
electronic wrist watches. The intensity of the light emitted would be varied in =«
modulation. . , :

#ta tight, coherent beam of visible or invisible light that can be transm@tted over
great distances with a low ’'degree of degradation due to beam spreading, as in a
non-coherent light bean. , ‘ - 2
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machinery, air conditioners, fans, running water, and plumbing. Many

o,

I

of these vibrations are of much greater amplitude than those caused by

[

) : i\ ; ‘ . . .
room conversations. The retrieval of small audio vibrations from this

Skt

maze of signals is neither reliable nor practical.

AUDIO SECURITY COUNTERMEASURES

-®

% Individual audio security countermeasures or. methods for debugging
b . Lo . )
were discussed abové in connection with several devices. It should be

understood that effective debugging requires highly trained technicians

NS

equipped with instruments‘costing several .tens of thousands of dollars
and consumes considerable time. Even then, no countermeasures expert

can give assurance that no .taps or bugs exist. While it is trie that

some devices can be detected with simple procedures and inexpensive

equipment, proper installation'bf sophisticated taps andubugs makes

debugging an imperfect art.
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