
AL 

' , " ~ " •  . : i  ....... " . . . . . .  . . /  ~ . . . v  

" NUREG/CR-III8 

.i" 

The Distribution of Illegal Incident Characteristics: Cases of 
Bank Fraud and Embezzlement, Computer-Related Crime, & Insider 
Theft from Drug Manufacture=s and Distributors 

Lawrence Livermore National Lab,, California 

./ 

• f- 

. . ,.. 

• i 

Prepared for 
Nuclear Regulatory Commission 
Washington, D. C. 

June1980 

I 

J 

~- _ ... ~(~ ~ . . . .  i i '. ~ -- .. 

• . '!__~ 

i. - m l ,  , r =  - - - -  - -  - 

U.S. Department Of CommerCe 
lNational Technical Information 

/ 

I 

"~"~T: ~i. ~ ~-7-~.i~: .~ " .~ : 

, . • ~ - ~.. . ~ , ~[ - ~,:_- .... _L-~-- :i-y ~ =, ~. 

! 

I 

'\ 

If you have issues viewing or accessing this file contact us at NCJRS.gov.



11 

/ 

- " t , ,  

\ 

. . - f  

/ 

,1' 

t.* 

4. : ,  o . .~ t "  . i * "  

/ 
, .~. . . j  , ~ . ~ "  

. "  2':" 



k ~ 
P •  

I 

L, i 

.J 

!; 

;? 

i(: 
g-J 

L 

f. 
r: 
e, fi 

1 

~.,, ", 

.U  

F~CJRS 

~0~' ~,9 1982 

A C q U i S i T i O n ,  s 

• .:; .i '-. 

N U R E G / C R . 1 1  18 ! 
• U C R L - 5 2 7 4 2  ~ 

• ~! 

r :  

:-. / e  

• :!! 

:7; ,~ 

:5 

~ 

-. t~ 

g 
. J  

,? 

4' 
~t  . . . .  

The Distribut_~. of Illegal Incident 
Characteristics: CaseS~ 0f: Bank 
Fraud andEmbezzlement~ Computer- 
Related Crime, and Insider Theft from 
Drug Manufacturers and Distributors 

J. M. Heineke and Associates 

Prepared for 
U.S.  Nuclear Regulatory Commission 

L ~  LAVVRENCE LlVERMORE 
LABORATORY 

REPRODUCEP BY 
NATIONAL TECHNICAL 

INFORMATION SERVICE 



,,,J 

CY:"----- 

,,~k ,?~,.. 



: NOTICE 

This report was prep-_,~ed as an account of work sponsored by 
an ~agency of the United States Government. Neither the 
United States Government nor any agency thereof, or any of 
their employees, makes any warranty, expressed or implied, or 
assumes any legal liability or responsibility for any third 
party's use, or the results of such use, of any information, 
apparatus product or process disclosed in this report, o r  
represents that its use by such third party would not infringe 
pi'ivately owned rights. 

I. ) 

t~  

b e  

H 

! 

i 
( 

) 

A v a i l a b l e  f r o m  

GPO Sales Progrdrn 
Division of Technical Infomation and Document Control 

U. S. Nuclear Regulatory Commission 
Washington, D. C. 20555 

and- - 

National Technical Infomat!on-Servlte ~ 
Sprlngfleld, Vlrglni~ 2216! 



,4 

--41" 

' d"  



NRC FORM 335 U.$. NLNJLEAR REGULATORY COMMISSION 

( v ~ : ~  BIBLIOGRAPHIC DATA SHEET l 
'~, TITLE AND SUBTITLE ( A ~ ' ,  ifa~opro, onam) 

- The Distribution of. Illegal Incident characteristics: 
Cases of BankFraud and. Embezzlement, Computer-Related 

~9 Crime,and Insider Theft from Dru Manufacturers and Di ~ 
AUTHOR IS) 

John Heineke and Associates .. 

PERFORMING ORGANIZATION NAME AND MAILING ~DDRESS (Include Zip Code) 

Lawrence Livermore. National Laboratory 
NSS SafeguardsProgram, L-97 . . 

P. O. Box 808~' 
Liverm0re~ CA '94550 

SPONSORING ORGANIZATION NAME ANO MAILING ADDRESS (Indlu~ Z ~  C o ~ '  
- -  ~ " l l l J J - -  E , , A ] r U P ] =  ~na  Fnvironmental Division of Safeguards, Fuel Cycle 

U.S. Nuclear Regulatory Commission 
Washington, D.C. 20555 

and E n v i r m  

13. TYPE OF REPORT 
NUREG 

SUPPLEMENTARY NOTES 

1. REPORT NUMBER ~ss,~edby DDC' 

NUREG/CR-1118 
U C R L - 5 2 7 4 2  _ _ _ _ _ _ _ _ _  

2. (Leawe ~ 1 ~ /  l~ l " 

RE ClPIE N'~'S ACCESSl ON NO. 

S. DATE REPORT COMPLETED 

; o ;to be 
DATE REPORT ISSUED 

(Leawe blank) 

8. (LeaUe blankl. 

R e s e a t  PROJECT/TASK/WORK UNIT. NO. 

• I l l .  CONTRACT NO. • 

F I N  No. A0132 
PERIOD COVERED I.Inclu#ve dams) 

t L ~  ~ank) 

ABSTRACT (200 woras or le=s) 

Three data sets were used to estimate jo int  and conditional probabil i ty 
distributions between various variables of interest in bank fraud and 
embezzlement (BF&E)cases of $I0,000 dollars or more, compu t e r : r e l a t e d c r i m e -  
cases of various types, and cases of insider theft from drug manufacturers and 

distributors. 

17a. DESCRIPTORS- 
17. KEY WOHDS AND DOCUMENT ANALYSIS 

7b, IDENTIFIERS/OPEN'ENDED TERMS 

18. AV A~L~B" ~lTy ST ATEMENT 
un/imitea 

~'RC FORM 335(7-77) 

19. SECURIT.Y-C. et ~ Ilrh~= repor# 
• Unclassltle 

21. NO. OF PAGES 
124 

22. ~, RTCE 





/ 

• ! 

,.~ ~, 

N U R E G / C R -  1118 
U C R L - 5 2 7 4 2  
RS 

The Distribution of Illegal Incident 
Characteristics: Cases of Bank 
Fraud and Embezzlement, Computer- 
Related Crime, and Insider Theft from 
Drug Manufacturers arid Distributors 

Manuscript Completed: October 1979 
Date Published: June 1980 

i"  

Prepared by 
J. M. Heineke and Associates 
Los Gatos, California 

Lawrence Livermore Laboratory 
7000 East Avenue " =- 
Livermore, CA 94550 

Prepared for 
' SAFER 
U . S .  Nuclear Regulatory Commission 

Washington, D.C. 20555 
NRC FIN No. A-0132 





FOREWORD 

This report was prepared by J. M. Heineke and Associates of LosGatos , 

California under purchase order number 4910809 for Lawrence Livermore 

Laboratory (LLL). 

We are indebted to: Jesse Snyder, chief of the intelligence section at the 

Federal Deposit Insurance Corporation (FDIC), and his staff for the bank fraud 

and embezzlement (BF&E) data; Donn Parker of stanford Research Institute (SRI) 

International for the use of his computer-related crime files; personnel of ..: ' ~ ' 

the federal Drug Enforcement Agency (DEA) for the insider drug theft data; 

Richard Schechter of Lawrence Livermore Laboratory, who served as technical 

contact and assisted in collecting the bank fraud and embezzlement data; 

Cheryl Rose for her attention to detail and •accuracy in computing table 

entries; and Sallie A. Mullen of the Nuclear Regulatory Commission (NRC) for 

her valuable technical guidance. 

r 

•/ 

•L 
\ 

iii 





CON-TEh'TS 

FOr e w o r d  • . . . . . . . . . .  * • • • . . . . . .  

Abbreviations and Definitions . . . . . . . .  

Abstract . . . . . . . .  

Introduction • • • - . . . . . . . . . .  

Bank Fraud and Embezzlement (BF&E), 1976-77 . - • • 

1 9 5 8 - 7 8  - . . . . . .  Computer-Related Crime, . . . . . . .  

Insider Theft from DrugManufactureLs and Distributors, 1973-77: • 

the Distribution of Incident Characteristics. • . . . .  • " " " 

Appendix 

A Catalog of illegal Incidents in Secure Industries: 
Bank Fraud and Embezzlement and Computer-Related Crime Cases . • • • 

Introduction . . . . . . . . . . .  ~ 

Bank Fraud and Embezzlement (BF&E) Case Characteristics' 1976-77 . . 

Abbreviations and Definitions . . . . .  ~ . . . . . . . . .  

Computer Related Crime Case Characteristics, 1958-78 

Abbreviations and Definitions . . . . . . .  

:[~.:I. 
x:L 

1 
• 1 

" 3 

19 

39 

!42 

~ 4 ~  ) 

43 

44  

. 7 2  

. . . . . . .  , ~  7 2  

[- 

P[eceding page blank• 





LIST OF TABLES 

/ 

i. Joint distribution of perpetrator position and 

method of detection: BF&E cases, 1976-77 . . . . . . . . .  

2. Distribution of pexpetrator position, conditionel 

on method Of detection: BF&E cases, 1976-77 . . . .  . . . 4 

3. Distribution of method of detection, conditional 

on position of perpetrator: BF&E cases, 1976-7" • • • 5 

4. Distribution of bank fraud and embezzl~ment cases 

by perpetrator position: 1976-77 . . . . . . . . . . . . . . .  5 

5. Distribution of collusive attacks on banks, conditiona ~ 

on perpetrator: position: BF&E cases, 1976'77~ :!,~ " ...... , . . . . .  6 

6. Jointdistribution of perpetrator position and 

number of perpetrators: BF&E cases, 1976-77 . . . . . . .  . 6 

7. Distribution of perpetrator POsition, conditional ' - 

on consplracy size: BF&E cases, 1976-77 . . . • . . . . .  7 

8. Distribution of conspiracy size, conditional 

on perpetrator position: BF&E cases, 1976-77 , • . . . . . .  7 

9. Distribution of number of perpetrators, conditional 

on bank size: BF&E cases, 1976-77 . . . . . . . . . . . . .  8 

i0. Joint distribution of k.ank size and number of 

perpetrators: BF&E cases, 1976-77 . . . . . . .  . ....... 8 

II. Distribution of bank size, conditional on number 

of perpetrators: BF&E cases, 1976-77 . . . . . . . . . . . . .  

12. Joint distribution Of method of detection and number 

of perpetrators: BF&E cases, 1976-77 . . . . . . . . . . . .  

13. Distribution of method of detection, conditional on 

number of perpetrators: BF&E cases, 1976-77 • . . . . . .  . I0 

14. Distribution of number of perpetrators, conditional 

on method of detection: BF&E Cases, 1976-77 • • . . . .. . I0 

15. Joint distribution of loss size and perpetrator ' 

• position: BF&E cases, 1976-77 . . . . . . . .  . . . . .  II 

16. Distribution of perpetrator position, conditional 

on loss size: BF&E cases, 1976-77 . . . . . . . . . .  ii 

4 

9 

9. 

vii 
Preceding page blank- 





• o 

17. Distribution of loss size, conditional on 

perpetrator position: BF&E cases, 1976-77 . . . . . . . .  . . 12 

18. Joint distribution of bond and loss size: 

BF&E cases, 1976-77 . . . . . . . . .  
• . . . . . .  12 

19. Distribution of loss size, conditional on bond: 

BF&E cases, 1976-77 . . . . . . . . .  
. . . . . . . . . .  13 

20. Joint distribution of loss size and bank size: 

BF&E cases, 1976-77 ..... 
. . . . . . . . . . .  ~ . . . . .  13 

21. Distribution of loss, conditional cn bank size: 

BF&E cases, 1976-77 . . . . . .  
. . . . . . . .  . . 14 

22. Distribution of bank size, conditional on collusion 

among perpetrators: BF&E cases, 1976-77 . . . . . . . . .  . . 14 

23. Joint distribution of time concealed and perpetrator 

position: BF&E cases, 1976-77 . " . . . . . .  . . . . .  15 

24. Distribution of perpetrator position, conditional 

on time concealed: BF&E cases, 1976-77 . . . . . . . . . .  15 

25. Distribution of time concealed, conditional on 

perpetrator position: BF&E cases, 1976-77 . . . . . . . . .  16 

26. Frequency of detection by method: BF&E cases, 

1976-77 . . . . . . . . .  , . . . . . .  
• . . 17 

27. Distribution of perpetrators by t~l~e of group: 

BF&E cases, 1976-77 . . . . . . . . . . . . . .  17 

28. Distribution of group size: BF&E cases, 1976-77 . . . . . .  17 

29. Summary of Hobbs Act violations and extortion 

threats against banks as reported to FDIC: 1975-78 . . . . . .  18 

30. Joint distribution of crime category and Perpetrator 

position: computer crimes, 1958-78 
• • - . . . . . .  20 

31. Distribution of crime category, conditional on 

perpetrator position: computer crimes, 1958-78 . . . . . .  20 

32. Distribution of PerPetrator position, conditional 

on crime category: computer crimes, 1958-78 . . . . . . .  21 

33. Joint distribution of loss size and perPetrator 

location: computer crimes, 1958-78 
• • . . . . . . .  21 

34. Distribution of loss size, conditional on PerPetrator 

location: computer crimes, 1958-78 . . . . .  
. . . . .  22 

viii 





k~ 

? i 

35. Dist~ [bution of perpetrator location, conditional 

on loss size: computer crimes, 1958-78 . . . . . . . . .  22 

36. Joint distribution of loss size and number of 

perpetrators: computer crimes, 1958-78 . . . . . . .  ~ 23 

37. Distribution of number of perpetrators, conditional 

on loss size: computer crimes, 1958-78 . . . . . . . . .  23 

38. Distribution of loss size, conditional on number 

of perpetrators: computer crimes, 1958-78 . . . . . . . .  . . 24 

39. Joint distribution of perpetrator position and 

loss: computer crimes, 1958-78 . . . . • . . . . . . .  • . 24 

• 40. Distribution of perpetrator position, conditional 

on loss size: com~iter crimes, 1958-78 25 

~ 41. Distribution of loss size, conditional on perpetrator 

. position: computer crimes, 1958-78 . . . . . .  . . . . . .  "25 

42. Joint distribution of number of perpetrators and / 

perpetrator positions: computer crimes, 1958-78 . . . . .  . . 26 

43. Distribution of perpetrator position, conditional 

~ on number of perpetrators: computer crimes, 1958-78 26 

44. Distribution of number perpetrators, conditional 

on perpetrator position: ocmputer crimes, 1958-78 • . . . . .  27 

45. Joint distribution of crime category and number of 

perpetrators: computer crimes, 1958-78 . . . . . . . . . .  27 

46. Distribution of crime c~tegory, conditional on 

number of perpetrators: computer crimes, 1958-78 . . . . . . . .  28 

47. Distribution of number of perpetrators, conditional 

on crime cat~.~gory: computer crimes, 1958-78 • • . . . . . . 28 

48. Joint distribution of category Perpetrator 

cr' location: computer imes, 1958-78 • • ". - . . ..... 29 

~. 49. Distrlbuti°nof perpetrator location, conditional 

on crime category: computer crimes, 1958-78 . . . . . . . .  29 

50. Distribution of crime category, conditional on 

perpetrator location: computer crimes, 1958-78 . . . . . .  . 30 

51. Joint distribution of perpetrator location and 

victim institution: computer crimes 1958-78 . . . . . . . .  30 

ix 

L 





52. Distribution of • victim institution,•conditional 

on perpetrator location: computer crimes, 1958-78 . . . . . 31 

53. Distribution of perpetrator location, conditional 

on victim institution: computer crimes, 1958-78 . . . 31 

54. Joint distribution of crime category and victim ~ . 

institution: computer crimes, 1958-78 . . . . . . . . .  32 

55. Distribution of crime category, conditional on 

victim institution: computer crimes, 1958-78 . . 32 

56. Distribution of victim institution, conditional 

on crime category: computer crimes, 1958-78 . 

57. Joint distribution of perpetrator position and 

case disposition: computer crimes, 1958-78 . . 

58. Distribution of case disposition, conditional on 

perpetrator position:~omputer crimes, 1958-78 

•••i•, 

• . . 33• 

. . . .  . . •. 33 • 

..... . . . 34 

59. Distribution of perpetrator position, conditional on 

case disposition: computer crimes, 1958-78 . . . . .  .... 35 

60. The distribution of suspect disposition: computer• 

crimes, 1958-77 . • . . . . . .  • . . . .  36 

61. Distribution of perpetrator position: •computer .... 

crimes, 1958-77 . . . . . . . . . . .  . . . 36 

62. Distrioution of number of perpetrators: computer 

crimes, 1958-77 . . . . . . .  ~ ~: 37 

63. Distribution of type of crime: computer crimes, 

1958-77 . . . . . . . . .  . . .. , .... . 37 • 

64. Distribution of victim institutions: computer 

crimes, 1958-77 . . . . . . . . .  ~ . . 38 

65. Relative importance of drug thefts from manufacturers and 

distributors by type of incident, 1973-77 . ........ • . . , 40 

66. Relative importance of employee drug thefts from 

M/D and drugs lost in transit from M/D, each as a proportion 

of total drugs stolen from M/D by type of drug, 1973-77 . ~ . 40 

67. Relative importance of employee drug thefts from M/D and 

: drugs lost in transit from M/D each as a proportion of 

total dosage units stolen by employees from M/D by type of 

drug, 1973-77 . . . . . . . . . . . . . . . . . .  41 

X • 





ABBREVIATIONS AND DEFINITIONS 

BANK FRAUD AND E/~EZZLEMENT (BF&E) TABLES 

Perpetrator Pos i  tion 

Executive: President, Chairman of the Board, Director 

Top Management: Cashier, Senior Vice President, OperatiOn Officer 

Trust Officer, Treasurer 

LOw-Middle Management: Assistant Cashier, Vice President, Branch Manager, 

Head Teller, etc, 

Staff: Teller, Clerk, Bookkeeping department employees, etc. 

,[ 

9 

i 

i 
! 
i i 
J 

Method of Detection 

Bank examination-- represents a state or federal examination. 

Audit--usually represents an internal audit, but occasionally indicates audit 
by outside firm. 

Insider information--indicates perpetrator was detected via information 

furnished by fellow employee. 

Outsider infOrmation--indicates perpetrator was detected via information 

supplied by individuals not employed by bank, usually a customer and often a 

customer complaint concerning some aspect of his dealings with the bank or 
perpetrator. 

Confession--indicates both out and out confessions and errors on the part of 

the perpetrator which led to confession. 

Absence--indicates perpetrator was detected while absenu, usually on vacation 
or after death. 

CO~UT~R ~Z~ ~LBS 

Perpetrator Position 

E x e c u t i v e :  

Cemp: Computer employee 

Ncemp: Noncomputer -mployee 

xl 
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I • 
Unemp: Employee, position unknown 

Corp: Corporation 

Outsider: Nonemployee 

Exemp: Ex-employee 

Unknown: Unknown p~petr ator 

Student: • 

C r i m e  C a t e g o r y  

Phydest: Physical destruction; facility, service, or .hardware damage 

Tinfo: Theft of information 

Tiny: Theft of inventory 

Datadest: Data destruction• 

Thw/sw: Theft of hardware and/or software 

Nuse: Unauthorized use of data and/or service 

Fraud: Fraud and/or embezzlement 

Error: i Keypunch or computer error 

Victim Institution 

Fin: Finance; banking, insurance, securities 

Govt: Federal, foreig,~, state, local goverr~ent 

Meal: Medical 

Educ: Educational 

Salmfc: Sale~ and manufacturing; chemical and pharmaceutical, petroleum 

Compub: Co~nurdcations and publications 

Tranutil: Transportation and utilities 

Compserv: Computer service bureau, consulting, credit bureau 

Profor9: Professional organizations, labor u~ions, fraternal and political 

organizations 

Ind: Individuals 

xii 
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Three data sets were used to estimate joint and conditional probability 

distributions between various variables of intrest in bank fraud and 

embezzlement (BF&E) cases of $10,000 dollars or more, computer-related crime 

cases of various types, and cases of insider theft from drug manufacturers and 

distributors. 

INTRODUCTION 

This report describes in tabular form the informatlon contained in three 

rather extensive data sets from •industries facing insider threats which, in 

one or more dimensions, are analogous to insider threats potentially 

confronting managers in the nuclear industry. • The •three data sets were 

obtained from banking, from a number of industries directly dependent upon 

electronic data processing for accounting and inventory control, and from 

drug manufacturers and distributors. 

The data in Tables 1 through 29 were computed from the 313 cases of bank 

fraud and embezzlement (BF&E) representing losses of $i0,000 or more reported 

to the Federal Deposit I~surance Corporation (FDIC) for the period 1977-78. 

(See the appendix.) 

The data in Tables 30 through 64 were computed from the 461 cases of 

computer-related crime obtained from SRI International for the period ~ 

1958-78. These incidents include inventory manipulations designed to hide 

errors, phony entries used to cover embezzlements, schemes used to penetrate a 

system and surreptitiously bring about a system crash, and sabotage. 

t 
One industry in our sample, academic institutions, is an exception to 

this use pattern. Here the primary use of computers tends to be for problem 

solving. It is largely this difference in system task that is responsible for 

the fact that intellec£ual game playing is the dominant form of computer abuse 

i n  u n i v e r s i t i e s .  
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The data in Tables 65 through 67 were computed from data reported by the 

Drug Enforcement Agency (DEA) for the period 1973-78. These data, though 

limited, provided several interesting ins!ght s into the insider-threat 

problem. Because the drug data were availabl e only as aggregates, we: were not 

able to provide the sane detail as with the bank fraud and embezzlement and 
the computer-related crime data. • 

Analysis of these and other data sets*, conversations with investigators 

in a number of federal agencies, and discussions with individuals 

knowledgeable in the area of security breaches in both the private and public 

sector, have convinced us that insiders pose a substantial threat to the 

operation of nuclear facilities. " 

. .y 

These same data are subjected to further statistical analysi s in J. M. 

Helneke and Associates, The Insider Threat £o Secure Facilities: Dat." 

Analysis, Lawrence Livermore Laboratory, Livermore, Callf., NUREG/CR-1234, 
~KIRL-52744 (1979).-- ............. 

" " " " " 2 
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TABLE i. Joint distribution of perpetrator position and method of detection: 

BF&E cases, 1976-77. a 

Method of detection c 

Perpetrator Bank Outside~ Insider 

position b examination Audit information information Confession Absence 

Executive 0.121 0.058 0;018 0.033 0.058 0.003 

Top management 0.033 0;025 0.011 0.014 0.025 0.003 

Low/middle 
management 0.044 0.121 0.018 0.066 0.125 0.003 

Staff 0.022 0.062 0 • 0.040 0.084 0.003 

Branch 
manager 0.007 0.029 0.007 0.007 0.018 0 

aTotal number of cases with data on each variable is 292. Rounding error 
may cause totals to deviate from one. 

bFirst four positions are mutually exclusive and exhaustive; in conspiracy 
cases the position of the highest ranking perpetrator is listed. The category 
branch manager stands alone and is reported whether Or not a branch manager 
was the highest ranking perpetrator. 

CSee Abbreviations and Definitions. 

TABLE 2. Distribution of perpetrator position, conditional on method of 

detection: BF&E cases, 1976-77. a 

Given that 

method of Top 

detection isb: Executive management 

Distribution of perpetrator position isC: 

Lcw/mi ddl e Branch 

management Staff manager 

Bank examination 0.55 0.15 

Audit 0.22 0. i0 

Insider information 0.38 0.23 

Outsider information 0.21 0.1C 

Confession 0.20 0.09 

Absence 0.25 0.25 

0.20 

0.45 

0.38 

0.43 

0.43 

0.25 

0. i0 0.03 

0.23 0.ii 

0 0.15 

0.26 0.05 

0.29: 0.06 

O. 25 0 

aTotal number of cases with data on each variable is 272. Rounding error 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions . . . . .  , •• 

CFirst four positions are mutually exclusive and exhaustive; in conspiracy 
cases the position of the highest ranking perpetrator is listed. The category 
branch manager stands alone and is reported Whether or not a brancb~manager ..... :~:, ....... ........ 
was the highest ranking perpetrator. , . . . .  - .  . . . . .  

4 
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TABLE 3. Distribution of method of detection, conditional on perpetrator 

position: BF&E cases, 1976-77. a 

Given that Distribution of method of detection isC: 

perpetrator Bank Insider Outsider 

position isb: 
examination Audit information information Confession Absence 

Executive 0.41 0.20 0.06 0.Ii 0.20 0.01 

Top management 0.29 0.23 0.10 0.13 0.23 0.03 

Low/middle 

management 0.12 0.32 0.05 0.17 0.33 0.01 

Staff 0. i0 0.29 0 0.19 0.40 0.02 

Branch 

manager 0. Ii 0.42 0.Ii 0. ii 0.26 0 

aTotal number of cases with data on each variable is 272. Roundihgerror 
may cause totals to deviate from one. 

bFirst four positions are mutually exclusive and exhaustive; in conspiracy 
cases the position of the highest ranking perpetrator is listed. The category 
branch manager stands alone and is reported whether or not a branch manager 
was the highest ranking perpetrator. 

CSee Abbreviations and Definitions. 

TABLE 4. Distribution of bank fraud and 

embezzlenentcases by perpetrator position: 

1976-77. a 

Perpetrator position b Distribution 

Execu tive 0.30 

Top management 0.12 

Low/middle management 0.29 

Staff 0.21 

Branch manager 0.08 

aTotal number of cases with data on each - 
variable is 286. Rounding error may cause 
totals to deviate from one. 

bFirst four positions are mutually exclu- 
sive and exhaustive; in conspiracy cases 
the ix)sition of the highest ranking perpetrator 
is listed. The category branch manager 
stands alone and is reported whether or 
not a branch manager~was the highest :ranking 
perpetrator . . . . .  . . . . .  

5 
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TABLE 5. Distribution of collusive attacks on banks, 

conditional on perpetrator position: BF&E cases, 

1976-77. a 

Given tha£ perpetrator 

position isb: 

Proportion of 

cases with collusion 

among perpetrators is: 

Executive 0.71 

Top management 0.18 

Low/middle management 0.30 

Staff 0.14 

Branch manager 0.28 

aTotal number of cases with data on each variable 
is 286. 

bFirst four positions are mutually exclusive and 
exhaustive; in conspiracy cases the position of the 
higheot ranking perpetrator is listed. The category 
branch manager stands alone and is reported whether 
or not a branch manager was the highest ranking 
perpetrator. 

TABLE 6. Joint distribution of perpetrator position and number of 
a 

perpetrators: BF&E cases, 1976-77. 

Perpetrator position b 

Number of Top Lowmiddle Branch 

perpetrators Executive management management Staff Manager 

2 

4 

5 or greater 

0.083 0.094 0.276 0.175 0.048 

0.108 0.007 0.063 0.018 0.003 

0.042 0.011 0.035 0.004 0.010 

0.021 • 0.018 0 0.006 

0.032 0.004 0.004 0..007 0 

aTotal number of cases with data on each variable is 286. Rounding error 
may cause totals to deviate from one. 

bFirst four positions are mutually exclusive and exhaustive; in 
conspiracy cases the position of the highest ranking perpetrator is 
listed. The category branch manager stands alone and is reported whether 
or not a branch manager was the highest ranking perpetrator. 

r 
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TABLE 7. Distribution of perpetrator position, conditional on conspiracy 

size: BF&E cases, 1976-77. a 

b 
Distribution of perpetrator position is: 

Given that 

conspiracy Top Low/middle Branch 

size is: Executive management management Staff manager 

1 0.13 0.15 0.44 0.28 0.08 

2 0.55 0.04 0.32 0.09 0.02 

3 0.46 0.12 0.38 0.04 0.12 

4 0.55 0 0.45 0 •0.18 

5 or greater 0.69 0.07 0.08 0.15 0 

aTotal number of ca;~es With data on each variable is 286. Rounding 
errors may cause totals to deviate from one. 

, 

bFirst four positions are mutually exclusive and exhaustive; in 
conspiracy cases the position of the highest ranking perpetrator is 
listed. The category branch manager stands alone and is reported whether : 
or not a branch manager was the highest ranking perpetrator. 

TABLE 8. Distribution of conspiracy size, cond'tional on perpetrator 

position: BF&E cases, 1976-77. a 

Give_ n that 

perpetrator Distribution of conspiracy size is: 

position isb: 1 2 3 4 5 or greater 

Executive 0.29 0.38 0.15 0.07 0. ii 

Top management 0.82 0.06 0.09 0 0.03 

Low/mi ddl e 
management 0.70 0.16 0.09 0.04 0.01 

Staff 0.86 0.09 0.02 0 0.03 

Branch manager 0.7 0.05 0.15 0.1 0 

aTotal number of cases with data on each variable is 286. Rounding 
errors may cause totals to deviate from one. 

bFirst four positions are mutually exclusive andexhaustive; in 
conspiracy cases the position of the highest ranking peKpetrator is 
listed. The category branch manager stands alone and is reported 
whether or not a branchmanager was the highest ranking perpetrator. 
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TABLE 9. Distribution of nmuber cf perpetrators, conditional on bank 

BF&E cases, 1976-77. a 
size: 

Given that " Distribution of number of perpetrators is: 

bank size isb: 1 2 3 4 5 or greater 

Small 0.57 0.27 0.ii 0%05 0 

Medium 0.65• 0.2 0.07 0.03 0.04 

Large 0.65 0.12 0. ii 0.03 0.09 

Rounding aTotal number of cases with data on each variable is 284. 
errors may cause totals to deviate from one. 

bBank size: small = up tO $10,000,000 in deposits. 
medium= $10,000,000-$100,000,000 indeposits. 
large = over $100,000,000 in deposits. 

TABLE I0. Joint distribution of bank size and number of 

perpetrators: BF&E cases, 1976-77. a 

Number of Bank Size b 

perpetrators Small Medium Lar ge 

1 0.13 0.34 0.17 

2 0.06 0.i 0.03 

3 0.02 0.04 0.03 

4 0.01 0.02 0.01 

5 or greater 0 0.02 0.02 

aTotal number of cases with data on each variable 
is 284. Rounding errors may cause totals to deviate 
from one. 

bBank size: small = up to $i0,000,000 in deposits. 
medium = $]0,000,000-$100,000,000-in 

de posits. 
large =over $100,000,000 in deposits. 
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TABLE ii. Distribution of bank size, conditional on 

number of perpetrators: BF&E cases, 1976-77. a 

Given that 

number of 

perpeurators is: 

Distribution of bank size isb: 

Small Medi um Large 

i 0.2 0.53 0.27 

2 0.31 0.53 0.16 

3 0.27 0.42 0.31 

4 ~ .  0.3 0.5 0.2 

5 or greater 0 0.46 0.54 

&Total number of cases with data on each variable is 
284. Rounding errors may cause totals to deviate 
from one. 

bBank size: small = up to $10,000,000 in deposits. 
medium = $10,000,000-$100,000,000 in 

deposits. 
large = over $i00,000,000 in deposits. 

TABLE 12. Joint distribution of method Of detection and number of 

perpetrators: BF&E cases, 1976-77. a 

Method of detection b 

Number of Bank Insider Outsider 

perpetrators examination Audit infom, ation informatJ on Confession Absence 

1 0. i 0.18 0.03 0.II 

2 0.05 0.06 0.01 0.02 

3 0.04 0.02 0.01 0.01 

4 0.02 0 0 0 

5 or greater 0.01 0.01 0 •0 

0.18 

0.06 

0.02 

0.01 

0.02 

0.01 

0.01 

0 

0 

0 

aTotal number of cases with data on each variable is 274. 
may cause totals to deviate from one. 

bSeeAbbrevlatlons and Definitions. 

Rounding errors 

.. , . . . . .  • . 





TABLE 13. Distributior, of method of detection, conditional on number of 

perpetrators: BF&E cases, 1976-77. a 

Given that : 
Distribution of method of detection isb: 

number of 

per pet r ators Bank I nsi der Outs i dee 

iS: examination Audit information information Confession Absence 

1 0.17 0.30 0.05 0.18 0.29 0.01 

2 0.24 0.28 0.05 0.i 0.29 0.03 

• 3 0.37 0.19 0.07 9.15 0.22 0 

4 0.45 • 0.09 0.09 0.09 0.27 0 

5 or greater 0.15 0.31 0 0.08 0.46 0 

aTotal number of cases with data on each variable is 274. Rounding errors may 
cause totals to deviate from one. 

bSeeAbbreviations and Definitions. 

TABLE 14. Distribution of number of perpetrators, conditional on method of 

detection: BF&E cases, 1976-77. a 

Given that 

method of 

detection isb: 

Distribution of number of perpetrators is: 

1 2 3 4 5 or greater 

Bank examination 0.47 0.24 0.17 

Audit 0.65 0.21 0.07 

Insider 
information 0.57 0.21 0.14 

Outsider 
information 0.71 0.14 0.I 

Confession 0.60 0.21 0.08 

Absence 0.5 0~5 0 

0 . 0 8  

0.01 

0.07 

O. 02 

O. 04 

0 

0.03 

0.05 

0 

0 . 0 2  

0 . 0 8  

0 

aTotal number of cases with data on each variable 
errors may cause totals to deviate from one. 

bsee Abbreviations and Definitions, 

is 274. Rounding 
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TABLE. 15. 

BF&E cases, 

Joint distribution of loss size and perpetrator position: 

1976-77. a 

Perpetrator Loss size c ~ 

position b 0-49 50-99 100-199 200-499 500-999 1000 and over 

Executive 0.12 0.06 0.06 0.03 0.02 0.02 

Top management 0.06 0.02 0.02 0.01 0.01 0 

Low/middle 

management 0.22 0.06 0.03 0.03 0.02 0 

Staff 0.17 0.01 0.01 0.01 0 0 

Branch manager 0.05 0.01 0.01 0.01 0 0 

aTotal number of cases with data on each variable is 286. Rounding 
errors may cause totals to deviate from one. 

bFirst four positions are mutually exclusive and exhaustive; in conspiracy 
c~es the position of the highest ranking perpetrator is listed. The category 
branch manager stands alone and is reported whether or not a branch manager 
was the highest ranking perpetrator. 

CLoss size--total loss to bank exclusive of any recovery in thousands of 
dollars. 

TABLE 16. Distribution of perpetrator position, conditional on loss size: 

BF&E cases, 1976-77.a 

Given that Distribution of perpetrahor position isC: 

pot ent i al Top Low/m[ ddl e 

loss isb: Executive management management Staff Branch manager 

0 - 4 9  O. 20 O. 1 O. 39 O. 31 O. 08 

50-99  0 .37  0 .12  0 • 42 O. 09 O. 05 

100 -199  O. 5 O. 15 O. 29 O. 06 O. 09 

200 -499  0 .39  O. 17 0 • 35 0 . 0 9  O. 09 

500 -999  O. 36 O. 14 O. 5 0 0 

I009 and over 0.56 0 0.44 0 0.II 

aTotal number of cases with data on each variable is 286. Rounding 
errors may cause totals to deviate from one. 

bpotential loss--total loss to bank exclusive of any recovery in 
thousands of dollars. 

CFirst four positions are mutually exclusive and exhaustive; in 
conspiracy cases the position of the highest ranking perpetrator is 
listed. The category branch manager stands alone and is~reported 
whether or not a branch manager was the highest perpetrator. 

11 





TABLE17. Distribution of loss size, conditional on PerPetrator position: 

BF&E cases, 1976-77. a ~ 

Given that 

perpetrator Distribution of potential loss IsC: 

position isb: 0-49 50-99 100-199 200-499 500-1000 I000 and over 

Executi ve 

Top management 

Low/m/ddl e 
management 

Staff 

0.39 0.19 0.2 0. Ii 0.06 0.06 

0.5 0.16 0.16 0.13 0.06 0 

0.58 0.16 0.09 0.07 0.06 0.04 

0.8~ 0.07 9.03 0.03 0 : 0 

Branch manager 0.62 0. i 0.14 0. i 0 0.05 

aTotal number of cases with data on each variable is 286. Rounding : 
errors may cause totals to deviate from one. 

bFirst four positions are mutually exclusive and exhaustive; in 
conspiracy cases the position of the highest tanking perpetrator is 
listed. The category branch manager stands alone and is reported whether 
or not a branch manager was the highest ranking perpetrator. 

Cpotential loss--total loss to bank exclusive of any recovery in 
thousands of dollars. 

TABLE 18. 

BF&E cases, 

Joint distribution of bond and loss size: 

1976-77. a 

Bond c 

Loss size b Small Medi,m~ Large 

0-49 0 . 2 3  

50-99 0 . 0 6  

100-199 0.05 

200-499 0.04 

500-999 0.02 

1000 and over 0.01 

0.27 

0.07 

0.06 

0 . 0 4  

0.03 

0.01 

0.07 

0.02 

0.01 

0.01 

0 

0.01 

aTotal number of cases with data on each variable 
is 285. Rounding errors may cause totals to deviate 
from one. 

bL~s size--total loss to bank exclusive of any 
recovery in thousands of dollars. 

CBond--the fidelity coverage per incident in 
thousands of dollars. Bond size: 

emall = $0-$499. 
medium = $500-$4999. 
large = $5000 and over. 

12 
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TABLE 19. Distribution of loss size, conditional on bond: BF&E cases, 

1976-77. a 

Distribution of loss size isC: 
Given that 

bond isb: 0-49 50-99 100-199 200-499 500-999 i000 and over 

Small 0.57 0.14 0.12 0.09 0.04 : 0.03 

Medium 0.56 0.16 0.12 0.08 0.06 0.02 

Large 0.57 • 0.17 0.11 0.06 0.03 0.06 

aTotal number of cases with data on each variable is 285. Rounding errors 
may cause totals to deviate from one. 

bBond--the fidelity coverage per incident in thousands of dollars. Bond 
size: small = $0-$499. 

medium= $500-$4999. 
large = $5000 and over. 

CLoss size--total loss to bank exclusive of any recovery in thousands of 
dollars. 

TABLE 20. Joint distribution of loss size and bank size: BF&E cases, 

1976-77. a 

Loss size c 

Bank size b 0-49 50-99 100-199 200-499 500-999 i000 and over 

Small 0.12 0.04 0.04 0.02 •0.01 0 

Medium 0.29 0.07 0.05 0.05 0.02 0.02 

Large 0.16 ~ 0.04 0.03 0.01 0.01 0.01 

f 

aTotal number of cases with data on each variable is 285. Rounding errors 
: may cause totals to deviate from one. 

bBank size: small = up to $i0,000,000 in deposits. 
medium = $10,000,000-$100,000,000 in deposits. 
large = over $i00,000,000 ~n deposits. 

CLoss size--total loss to bank exclusive of any recovery in thousands of 
dollars. 

\ 
\ 
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TABLE 21. 

1976-77. a 

Distribution of loss, conditional on bank size: BF&E cases, 

Given that 

bank size 

isb: 

Distribution of potential loss isC: 

0-49 50-99 100-199 200-499 500-999 I000 and over 

i l 

Small 0.515 0.151 0.166 0.106 0.045~ 0.015 

Medium 0.569 0.145 0.104 0.090 0.048 0.041 

Larg~ 0.600 0.160 0.106 0.053 0.053 0.026 

aTctal number of cases with data on each variable is 285. Rounding errors 
may cause totals to deviate from one. .... :~ 

bBank size: small = up to $I0,000,000 in deposits. 
medium= $10,000,000-$100,000,000 in deposits. 
large = over $100,000,000 in deposits. 

Cpotential loss--total loss to bank exclusive of any recovery in thousands 
of dollars. 

TABLE 22. Distribution of bank size, condi- 

tional on collusion among perpetrators: 

BF&E cases, 1976-77.a 

Distribution Probability 

of bank size of collusion 

• b 
is 

Small 0.28 

Medium 0.47 

Large 0.25 

aTotal number of cases w~th data on each 
variable is 108. Rounding errors may cause 
totals to deviate from one . . . .  

bBank size: small = up to $10,000,000 in 
deposits. 

medium = $10,000,000-$100,000,000 
in deposits. 

large = over $i00,000,000 in 
deposits. 

14 





, 

" ! 

I TABLE 23. Joint distribution of time concealed and 

perpetrator position: BF&E cases, 1976-77. a 

Time concealed c 
Per petr ator 

pos i ti on b Short Med i um Lon 9 

l 

{ 

\ 

TABLE 24. 

concealed: 

Executive 0.08 0.23 0.07 

Top management 0.04 0.03 0.03 

Low/mi dd I e 
management 0.1 0.11 0.09 

Staff 0.14 0.05 0.G2 

Branch manager O. 04 O. 02 O. 01 

aTotal number of cases with data on each variable is 136. 
Rounding errors may cause totals to deviate from one. 

bFirst four positions are mutually exclusive and exhaustive; 
in conspiracy cases the position of the highest ranking 
perpetrator is listed. The category branch manager stands 
alone and is reported whether or not a branch manager was 
the highest perpetrator. 

CTime concealed is the total length of time activity is 
concealed: 

short = 0-6 months. 
medium= 7-24 months. 
long = over 25 months. 

Distribution of perpetrator position, conditional on time 

BF&E cases, 1976-77. a 

Given 

that time Distribution of perpetrator position isC: 

concealed isb: Top Low/middle 

Manager Executive management management Staff Branch 

Short 0.22 0.12 0.28 0.38 0.i 

Medium 0.54 0.07 0.26 0.12 0.05 

Long 0.34 0.14 0.41 0.1 0.07 

aTotal number of cases with data on each variable is 136. Rounding errors 
may cause totals to deviate from one. 

bTime concealed is the total length of time activity is concealed: 
short = 0-6 months. 
medium = 7-24 months. 
long = over 25 months. 

°First four positions are mutually exclusive and exhaustive; in conspiracy 
cases the position of the highest ranking perpetrator is listed. The category 
branch manager stands alone and is reported whether or not a branch manager 
was the highest ranking perpetrator. 

15 





TABLE 25. Distribution of time concealed, conditional on perpetrator 

position: BF&E cases, 1976-77. a 

Given that 

perpetrator 

position isb: 

Distribution of time concealed isC: 

S hot t Medium Long 

Executive 0.21 0.60 

Top managume nt 0.43 0.29 

Lcw/mi ddl e 
management 0.34 0.37 

Staff 0.66 0.24 

0.19 

0.29 

0.29 

0. i 

Branch manager 0.5 0.3 0.2 

aTotal number of cases with data on each v~riable is 136. R°unding 
errors may cause totals to deviate from one. 

bFirst four positions are mutually exclusive and exhaustive; in 
conspiracy cases the position of the highest ranking perpetrator is 
listed. The category branch manager stands alone and is reported 
whether or not a branch manager was the highest ranking perpetrator. 

CTime concealed is the total length of time activity is concealed: 
short = G-6 months. 
medium = 7-24 months. 
long = over 25 months. 

16 
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TABLE 26. Frequency of detection by 

method: BF&E cases, 1976-77.a 

Method•of detection Probability 

Bank examination 0.25 

Audit 0.26 

Insider information 0.05 

Outsider information 0.i4 

Confession 0 ' 2 8  

Absence 0.01 

&Total number of cases with data 
on method of detection is 295. 

TABLE 27. •Distribution of perpetrators by type 

of group: BF&E cases, 1976-77. a 

Type of group Probability 

Single perpetrator 

Insider with other insider(s) 

Insider with outsider (s) 

0.61 

0.18 

0.21 

&Total number of cases is 296. 

TABLE 28. Distribution of grou p size: 

BF&E cases, 1976-77. a 

Number of perpetrators Probability 

l 0.61 

2 0.21 

3 0.i0 

4 0.03 

5 or greater 0.04 

&Total number of cases used in 
table is 274. 
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TABLE 29. Summary of Hobbs Act violations and extortion threats against banks 

as reported to FDIC: 1975-78. a 

Total number of cases reported: 59 

Proportion of cases in which loss was incurred: 0.14 

Average loss: 

Proportion of 

Proportion of 

Average amount demanded (including hoaxes): $2,537,450c 

Proportion of bomb threats: 0.24 b 

Proportion of bomb threat hoaxes: 0.i0 b 

$18,244 

cases in which an arrest wasl made (includes hoaxes): 0.20 

cases which were hoaxes: 0.25 b 

Proportion of kidnappings: 0.24 

Proportion of kidnap attempt or threats: 0.08 b 

Proportion of kidnap threat hoaxes: 0.12 b 

Proportion of death threats: 0.02 b 

Proportion of death threat hoaxes: 0.02 b 

proportion of cases in which origin of extraction threat was: 

I. note or letter: 0.03 

2. phone call: 0.20 

3. unknown: 0.77 

(Of the 59 cases reported, in only 8 cases did money pass from the v~ctim to 

the adversary. No arrest was made in any of these cases.) 

aBanks are not required to report Hobbs Act cases to the FDIC. Hence these 
cases a~e a subset of all Hobbs Act cases that occurred in°thi s time period--- 

cases which were (mistakenly) reported to FDIC' " 

bThreats and threat hoaxes are differentiated according to the credibility 

of the threat as detailed in the FDIC reports. 

CIn one case $50,000,000 was demanded. If this case is omitted, the. average 

demand is $39,420. 

° 
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TABLE 30. Joint distribution of crime category and perpetrator Position: 

computer crimes, 1958-78. a 

b 
Crime category 

perpetrator 

position b Phydest Tinfo Tiny Datadest Thw/sw Nuse Fraud Error 

Executive 0.002 0.020 0.006 0 0 0.009 0.094 0 

Cemp 0.022 0.022 0.006 0.013 0.020 0.015 0.094 0.004 

Ncemp 0 0.013 0.002 0.004 0.002 0.022 0.105 0 

Unemp 0.006 0.022 0.004 0.017 0.009 0.017 0.116 0 

Corp 0.002 0.006 0 0 0.004 0.004 0.011 0.007 

Outsider 0.011 0.006 • 0.002 0.006 0.004 0.057 0.002 

Student 0.020 0.013 0.004 0 0.002 0.031 0.007 0.002 

Exemp 0 0.004 0 0.002 0.009 0.002 0.013 0 

Unknown 0.024 0.011 0 0.002 0.006 0.013 0.041 0 

aTotal number of cases with data on each variable is 458. 

cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

Rounding errors may 

TABLE 31. Distribution of crime category, conditional on perpetrator position: 

computer crimes, 1958-78. a 

Given that 

perpetrator 
• Distribution of crime category isb: 

position isb: Phydest Tinfo Tiny Datadest Thw/sw Nuse Fraud Error 

Executive 

Cemp 

Ncemp 

U nemp 

Corp 

Outsider 

Student 

Exemp 

Unknown 

0.016 0.150 0.050 0 0 0.066 0.716 0 

0.iii 0.Iii 0.033 0.066 0.i00 0.077 0.477 0.022 

0 0.088 0.014 0.029 0.014 0.147 0.705 0 

0.034 0.113 0.022 0.090 0.045 0.090 0.602 0 

0.062 0.187• 0 0 •0.125 0.125 0.312 0.187 

0.121 0.073 0 0.024 0.073 0.048 0.634 • 0.024 

0.250 0.166 0.055 0 . 0.027 0.388 0.083 0.027 

0 0.142 0 0.071 0.285 0.071 0.428 0 

0.244 0.iii 0 0.022 0.066 0.133 0.422 0 

aT0tal number of cases with data on each variable is 458. 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 
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TABLE 32. Distribution of perpetrator position, conditional on crime category: 

computer crimes, 1958-78. a 

Giventhat 

Distribution of perpetrator position isb: crime cate- 

gory isb: Executive Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown 

Phydest 0.025 0.250 0 0.075 0.025 0.125 0.225 0 0.275 

Tinfo 0.166 0.185 0.iii 0.185 0.055 0.055 0.iii 0.03.7 0.092 

Tiny 0.272 0.276 0.090 0.181 0 0 0.181 0 0 

Datadest 0 0.315 0.iii 0.421 0 0.052 0 0.052 0.052 

Thw/sw 0 0.333 0.037 0.148 0.074 0.111 0.037 0.148 0.111 

Nuse 0.074 0.129 0.185 0.148 0.037 0.037 0.259 0.018 0.111 

Fraud 0.174 0.174 0.195 0.215 0.026 0.I05 0.012 0.024 0.077 

Error 0 0.285 0 0 0.428 0.142 0.142 0 0 

aTotal number of cases with data on each variable is 458. 
cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

Rounding errors may 

TABLE 33. •Joint distribution of loss size and perpetrator location: computer 

crimes, 1958-78. a 

Perpetrator Loss size ($i000) 

location 0-9 10-49 50-99 100-199 200-499 500-999 ~000 and over 

Insider(S) 0.21 0.14 

Outsider (s) 0.04 0.01 

Insider (s)/ 
outsider (s) 0.03 0.06 

0 . 0 6  0 . 0 9  

0 . 0 2  0 . 0 2  

0 . 0 5  0 . 0 2  0 . 0 9  

0 0 . 0 2  0 . 0 2  

0 . 0 5  0 . 0 2  0 . 0 3  0 . 0 1  0 . 0 2  

aTotai number of cases with data on each variable is 232. Rounding errors 
may cause totals to deviate from one. 
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TABLE 34. 

oomputer crimes,•1958-78, a . 

• .~. • • 

• ~i: ••• 

Distribution of loss size, conditional on perpetrator location: 

Given that 
Distribution of lo~s size ($I000)is: 

perpetrator 

location is: 0-9 10-49 50-99 100-199 200-499 500-999 1000and over 

Insider (s) 

Outsider (s) 

Insider (s)/ 
outsider (s) 

0.31 0.22 0.08 0.14 • 0.07 0.03• :0'14 

0.32 0.06 0.16 0,16 0 0.13 0.16 

0 . 1 3  0 . 2 9  0 . 2 5  0 . 0 8  0 . 1 3  0 ' .04  0 . 0 8  

aTotal number of Cases with data on each variable is 232. • 
may cause totals to deviate from one. 

Rounding errors:,. 

/ 

• r 

TABLE 35. Distribution Of perpetrator location, conditional on loss size: 

compute r crimes, 1958-78. a . 

Given that 

loss size ($1000 

0-9 

10-49 

50-99 

100-199 • 

200-499 

500 -999 

I000 and over 

Distribution of perpetrator location is: 

Insider Outsider• Insider/outsider 

0.75 

0.67 

0.43 

0.7 

0.65 

0.45 

0:71 

is. 

0.16 

0.04 

0.17 

0.17 

0 

0.36 

0.16 

0.09 

0.29 

0.4 

o.13  

0.35 

0.18 

0 . 1 3  

aTotal number of cases with data on each variable is 232. Rounding errors 
may cause totals to deviate from one. 

. ~ 
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TABLE 36. Joint distribution of loss size and number Of perpetrators: 

computer crimes, 1958-78. a 

Number of Loss size ($i000) 

perpetrators 0-9 i0-49 50-99 100-199 200-499 500-999 i000 and over 

1 0.208 0.139 0.074 0.083 0.042 0.019 0.051 

2 0.037 0.042 0.023 0.019 0.005 0.009 0.014 

3 0.019 0.009 0.009 0.005 0.005 0.005 0.005 

4 0 0.009 0.014 0 0.009 0.005 ~ 0.014 

5 or greater 0.019 0.019 0.023 0.019 0.014 0.005 0.032 

aTotal number of cases with •data on each variable is 216. Rounding errors 
may cause totals to deviate from one. 

TABLE 37. Distribution of number of perpetrators, conditional on loss size: 

computer crimes, 1958-78. a 

Given tha£ 

loss size ($i000) 

is: 

Distribution of number of perpetrators is: 

1 2 3 4 5 or greater 

0-9 

10-49 

50-99 

100-199 

200-499 

500-999 

i000 and over 

0.74 

O. 64 

0.52 

O. 67 

0.56 

0.44 

0.44 

0.13 0 .07 0 0 .07  

0 .19  O. 04 O. 04 O. 09 

0 .16  0 .06 0 .1  0 .16  

0.15 0.04 0 0.15 

0.06 0.06 0.13 0.19 

0.22 0.Ii 0.II 0.ii 

0.12 0.04 0,12 0.28 

aTotal number of Cases with data on each variable 
may cause totals to deviate from one. 

is•216. Rounding errors 

r-.o 
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TABLE 38. Distribution of loss size, conditional on number of perpetrators: 

computer crimes, 1958-78. a 

Given that 

number of 

perpetrators Distribution of loss size ($i000) is: 

is: 0-9 10-49 50-99 100-199 200-499 500-999 I000 and over 

1 0 . 3 4  0.23 0 . 1 2  0 .14  

2 0.25 0.28 0 . 1 6  0 .13  

3 0.33 0.17 0 .17  0 .08  

4 ~ 0.i8 0.27 0 

5 or greater 0.14 0.14 0.18 0.14 

aTotal number of cases with data on eac5 variable 
may cause totals to deviate from one. 

0.07  0.03 0 . 0 8  

0 .03  0 .06  0 .09  

0 .08  0 .08  0 . 0 8  

0 .18  0 .09 0 .27 

0.Ii 0.04 0.25 

is 216. Rounding errors 

TABLE 39. Joint distribution of perpetrator position and loss: computer 

crimes, 1958-78. a 

Loss 

size Perpetrator position b 

($1000) Executive C~p Ncemp Unemp Corp Outsider Student Exemp Unknown 

0-9 

10-49 

50-99 

100-199 

200-499 

- 500-999 

1000 and 
ove r 

0.037 

0.028 

0.021 

0.037 

0.021 

0.012 

0.028 

0.057 0.053 0.049 0 0 .024  

0.037 0.053 0 . 0 4 9 , ' 0 . 0 0 8  0.008 

0 . 0 3 2  0.021 0.028 0 0.02"1 

0.008 0.016 0.024 0.004 0 . 0 2 1  

0.012 C.008 0.012 0 0.004 

0.004 0.008 0.008 0 0 . 0 1 2  

0.028 0.021 0 . 0 2 1  0 . 0 2 1  0.021 

0.021 

0 

0 

0 

0 

0 

0.008 

0.004 0.041 

0.016 0.008 

0.004 0 

0.008 0.004 

0.004 0.008 

0 0.004 

0.004 0.004 

aTotal number of cases with data on each variable is 243. Rounding errors may 
cause totals to deviate from one. 

bsee Abbreviations and Definitions. 
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TABLE 40. Distribution of perpetrator position, conditional on lo6s size: 

computer crimes, 1958-78. a 

Given that 

loss size 

($I000) 
Distribution of perpetrator position isb: 

is: Executive Cemp Ncemp Unemp Corp Outsider 

0-9 0.13 0.2 0.19 0.17 0 0.09 

10-49 0.14 0.18 0.25 0.24 0.04 0.04 

50"99 0.16 0.26 0.16 0.23 0 0.16 

100-199 0.3 0.07 0.13 0.2 0.03 0.17 

200-499 0.29 0.18 0.12 0.18 0 0.06 

500-999 0.25 0.08 0.17 0.17 0 0.25 

i000 and 
over 0.22 0.22 0.03 0.16 0.09 0.16 

Student Exemp Unknown 

0.07 0.01 0.14 

0 0.08 0.04 

0 0.03 0 

0 0.07 0.03 

0 0.06 0.12 

0 0 0 . 0 8  

0.06 0.03 0.03 

aTotal number of cases with data on each variable is 243. 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

Rounding errors 

TABLE 41. Distribution of loss size, conditional on perpetrator position: 

computer cr lines, 1958-78. a 

Given that 

Distribution of loss size ($i000) is: perpetrator 

position isb: 0-9 10-49 50-99 100-199 200-499 500-999 I000 and over 

Executive 0.2 0.16 0.ii 0.2 0.ii 0.07 0.16 

Cemp 0.32 0.20 0.18 0.05 0.07 0.02 0.16 

Ncemp 0.33 0.32 0.13 0.1 0.05 0.05 0.03 

Unemp 0.26 0.26 0.15 0.13 0.06 0.04 0.II 

Corp 0 0.33 0 0.17 0 0 0.5 

Outsider 0.22 0.07 0.19 0.19 0.04 0.ii 0.19 

Student 0.71 0 0 0 0 0 0.29 c 

Exemp 0.I 0.4 0.i 0.2 0.I 0 0.I 

Unknown O. 59 0.12 0 0.06 0.12 0.06 0.06 

aTotal number of cases with data on each variable is 243. Rounding errors 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

CThere were only seven cases in which a student was the perpetrator, two of 
which involved very large losses. 
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TABLE 42. Joint distribution of number of perpetrators and perpetrator 

position: computer crimes, 1958=78. a 

b 
Perpetrator position 

Number of 

perpetrators Exec Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown 

1 0.09 0.14 0.I 0.14 0 0.06" 0.04 0.03 0.04 

2 0.02 0.03 0.04 0.03 0 0.01 8.02 0.01 0 

3 0.01 0.02 0.01 0 0 0.01 0.01 0 0 

4 0.01 0.01 0.01 0 0 0 0 0 0 

5 
or greater 0.02 0.01 0.02 0.03 0.01 0.01 e.01 0 0 

aTotal number of cases with data on each variable is 380. Rounding errors 

may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

TABLE 43. Distribution of perpetrator position, conditional on number of 

perpetrators: computer crime ~, 1958 -78-a 

Given that 

number of 

perpetrators 

is: 

Distribution of perpetrator position isb: 

Exec Cemp Ncemp Unemp C0rp Outsider Student Exemp Unknown 

1 0.15 0.22 0.16 0.21 0 0.09 

2 0.15 0.22 0.25 0.17 0.02 0.07 

3 0.18 0.32 0.14 0.05 0.05 0.09 

4 0.38 0.23 0.23 0 0 0.08 

5 or greater 0.16 0.08 0.19 0.35 0.05 0.05 

0.07 0 . 0 5  0 .06  

0 .1  0 .03 0 

0.18 0 O 

O. 08 0 0 

0 . 1 1  0 0 

aTotal number of cases wzth data on each variable is 380. Rounding errors 

may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 
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'IABLE 44. Distribution of number of perpetrators, conditional on 

perpetrator position: computer crimes, 1958-78. a 

Given that 
Distribution of number of perpetrators is: 

perpetrator 

position isb: 1 2 3 4 5 or greater 

Executive 0.6 0.15 0.07 0.08 0.i 

Cemp 0.68 0.16 0.09 0.04 0.04 

Ncemp 0.58 0.22 0.05 0.05 0.1 

Unmup 0.69 0.13 0.01 0 0.17 

Corp 0 0.25 O. 25 0 0.5 

Outsider 0.71 0.13 0.06 0.03 0.06 

Student 0.53 0.19 0.13 0.03 0.13 

Exemp 0.86 0.14 0 0 0 

Unknown 1.0 0 0 0 0 

aTotal number of cases with data on each variable is 380. 
errors may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

Rounding 

TABLE 45. Joint distribution of crime category and number of perpetrators: 

computer crimes, 1958-78. a 

b 
Number of Crime category 

perpetrators Phydest Tinfo Tinv Datadest THw/sw Nuse Fraud Error 

I 0.044 0.065 0.005 0.044 0.041 0.073 0.356 0.007 

' i 2 0.005 0.026 0 0 0.005 0.028 0.094 0 

! 3 0.005 0.005 0.002 0.002 0.002 0.013 0.026 0.002 

! 4 0.005 0.005 0.007 0 0 0 0.018 0 

5 or greater 0.007 0.010 0.005 0.002 0.005 0.005 0.06 0 

aTotal number of cases with data on each variable is 381. 
may cause totals to deviate from One. 

bse~ Abbreviations ~nd Definitions. 

Roundi n~ ~.r rors 
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TABLE 46. Distribution of crime category, conditional on number of 

perpetrators: computer crimes, 1958-78. a 

Given that 

number of 

perpetrators 

is: 

Distribution Qf crime category isb: 

Phydest Tinfo Tiny Datadest Thw/sw Nuse Fraud Error 

1 0.07 0.i 0.01 0.07 0.07 0.ii 0.56 0.01 

2 0.03 0.16 0 0 0.03 0.18 0.59 0 

3 0.09 0.09 0.04 0.04 0.04 0.22 0.43 0.04 .= 

4 0.14 0.14 0.21 0 0 0 0.5 0 

5 or greater 0.08 0.1 0.06 0.03 0.05 0.05 0.64 0 

aTotal number of cases with data on each variable is 381. 
may cause totals to deviate fram one. .... 

bsee Abbreviations and Definitions. 

Rounding errors 

TABLE 47. Distribution of number of perpetrators, conditional oncrime 

category: computer crimes, 1958-78. a 

Given that 
Distribution of number of perpetrators is: 

crime 

category isb: 1 2 3 4 5 or greater 

Phydest 0.65 0.08 0.08 

Tinfo 0.58 0.23 0.05 

Tiny 0.25 0 0.13 

Datadest 0.89 0 0.05 

Thw/sw 0.76 0.1 0.05 

Nuse 0.61 0.24 0.Ii 

Fraud 0.64 0.17 0.05 

Error 0.75 0 0.25 

0.08 

0.05 

0.38 

0 

0 

0 

0.03 

0 

0.12 

0.09 

0.25 

0.05 

0.I 

0.04 

0.12 

0 

&Total number of cases with data on each variable is381. 
errors may cause totals to deviate from one~ 

bsee Abbreviations and Definitions. 

Rounding 

28 

L 





L 

~%BLE 48. - Joint distribution of cr~me category and perpetrator location: 

computer crimes, 1958-78 a 

b 
Crime category 

Perpetrator 

location b Phydest Tinfo Tiny Datadest Thw/sw Nuse Fraud Error 

Insider 0.06 0.i 0.01 0.05 0.05 0.09 0.36 0.01 

Outsider 0.01 0.01 0 0 0,01 0.01 01.07 0 

Insider/ 
outsider 0 0.01 0.01 0 0 0.01 0.12 0 

aTotal number of cases with data on each variable is 416. 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions• 

Rounding errors 

TABLE49. 

category: 

Distribution of perpetrator location, 

computer crimes, 1958-78. a 

Conditional on crime 

Given that 

crime 

category isD: 

Distribution of perpetrator location isb: 

Insider Outsider Insider/outsider 

Phydest 0.79 0.17 

Tinfo 0.84 0.i 

Tiny 0.56 0 

Datadest 0.95 0.05 

Thw/sw 0.83 0.17 

Nuse 0.81 0.13 

Fraud 0.66 0.12 

Error 0.86 0.14 

O. 03 

0 .06  

0 .44 

0 

0 

0 .06 

0 .22 

0 

aTotal number of cases with data on each variable is 416. 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

Rounding errors 
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TABLE 50. Distribution of crime category, conditional on perpetratorl location: 

comPuter crimes, 1958-78 a 

~iven that 

Distribution of crime category isb: perpetrator 

location isb: Phydest Tinfo Tiny Datadest Thw/sw Nuse Fraud Error 

Insider 0.08 0.13 0.02 0.06 0.07 0.13 0.5 0.02 

Outsider 0.i 0.i 0 0.02 _ ~ 0.08 0.12 ~ 0.56 0.02 

Ins i de r/ 

outsider 0.02 0.05 0.06 0 0 0.05 0.82 0 

aTotal number of cases with data on each variable is 416. 
may cause totals to deviate fr~ one. 

bsee Abbreviations and Definitions. 

Rounding errors 

TABLE 51. Joint distribution of perpetrator location and victim 

institution: computer crimes, 1958-78. a 

vict~ 

institution b Insider 

Perpetrator location b 

Outsider Insider/Outsider 

Fin 0.194 0.060 0.065 

Go%~ 0.131 0.020 0.045 

Med 0.005 0 0 

Educ 0.100 0.008 0.002 

Salmfc 0.125 0.008 0.017 

Ccmpub 0.008 0.002 0 

Tranutil 0.017 0 0.008 

Ccmpserv 0.077 0.017 0.022 

Proforg 0.008 0 0.005 

Ind 0.040 0.002 0.008 

aTotal number of cases with data on each variable is350. 
Rounding errors may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 
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TABLE 52. 

location: 

Distribution of victim institution, conditional on perpetrator 

computer crimes, 1958-78. a- 

Given that 

perpetrator 
Distribution of victim ins£itution isb: 

location 

isb: Fin Govt Med Educ Salmc Compub Tranutil Compserv Proforg Ind 

Insider 0.27 0.19 0.01 0.14 0.18 0.01 

Outsider 0.51 0.17 0 0.07 0.07 0.02 

Insider/ 
outsider 0.38 0.27 0 0.02 0.i 0 

0.02 o . n  o . o i  

0 0.14•  0 

0.06 

O. 02 

0 . 0 5  0 . 1 3  0 . 0 3  0 . 0 2  

aTotal number of cases with data On each variable is 350. 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

Rounding errors 

• . • . 

TABLE 53. Distribution of perpetrator location, conditional on victim 

institution: computer crimes, 1958-78. a 

Given that 

victim 

institution isb: 

Distribution of perpetrator location isb: 

Insider Outsider Ins i der/O uts i de r  

Fin 

Govt 

Med 

Educ 

Salm£c 

Compub 

Tranutil 

Comps er v 

Proforg 

Ind 

0.61 

0.67 

1.0 

0.9 

O. 83 

0.75 

0.67 

0.66 

0.6 

0.88 

O. 19 

0.I 

0 

0.08 

0.06 

0.25 

0 

0.15 

0 

0.06 

0 . 2 1  

0 . 2 3  

O. 

0 . 0 3  

0 . 1 1  

0 

• 0.33 

0.2 

0.4 

0 . 0 6  

aTotal number of cases with data on each variable is 350. 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

Rounding errors 
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TABLE 54. Joint distribution of crime category and victim institution: 

computer c/imes, 1958-78. a 

Victim Crime category b 

institution b Phydest Tinfo Tiny Datadest Thw/sw Nuse Fraud Error 

Fin 

Govt 

Med 

Educ 

Salmfc 

Compub 

Tranutil 

Compserv 

Proforg 

I n d  

0.013 • 0.003 0 

0.006 0.036 0.007 

0.003 0 0 

0.041 0.015 0 

0.006 0.010 0.010 

0 0.006 0 

0.006  0 0 .006  

0 .006  0 .028  0 

0 .003  0 .003  0 

0 0.006 0 

0.006 0.003 0 0.296 0 

0.006 0.006 0.020 0.113 0.003 

0 0 0 0.006 0 

0.003 0.010 0.036 0.013 0.003 

0.018 0.023 0.013 0.061 0 

0 0.003 0 0.0061 0.003 

0 0 0 0 . 0 2 0  0 

0 0.015 0.025 0.033 0 

0.003 0 0 0.006 0 

0 0 0.013 0.020 0.007 

aTotal number of cases• with data on each variable is 388. Rounding errors 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

TABLE 55. Distribution of crime category, conditional on victim institution: 

computer crimes, 1958-78. a 

Given that 

victim 

institution Dis£ribution of crime category isb: 

isb: Phydest Tinfo Tinv Datadest Thw/sw Nuse Fraud Error 

Fin 0.04 

Govt 0.03 • 

Meal 0.33 

Educ 0.34 

salmfc 0.04 

Ca'npub 0 

Tranutil 0.17 

Compserv 0.05 

Proforg 0.2 

Ind 0 

0.01 0 0.02 0.01 

0.18 0.04 0.03 0.03 

0 0 0 0 

0.13 0 0.02 0.09 

0.07 0.07 0.13 0.16 

0.33 0 0 0.17 

0 0.17 0 0 

0.26 0 0 0.14 

0.2 0 0.2 O 

0.11 0 0 0 

0 0.93 0 

0.ii 0.58 0.01 

0 0.67 0 

0.3 0.ii 0.02 

0.09 0.44 0 

0 0.33 0.17 

0 0.67 0 

0.24 0.31 0 

0 0.4 0 

0.28 0.44 0.17 

aTotal number of cases with data on each variable is 388. Rounding errors 
may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 
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TABLE 56. Distribution of victim institution, conditional on c,:ime category: computer crimes, 1958-78. a 

Given that, 
Distribution of victim institution isb: 

crime 
category isb: Fin Govt Med Educ Salmfc Compub Tranutil Compserv Ptoforg Ind_ 

Phydest 0.161 0.064 0.032 0.516 0.064 0 0;064 

Tinfo 0.024 0.341 0 0.146 0.097 0.048 0 

Tiny 0 0.333 0 0 ~0.444 0 0~222 

Datadest 0.153 0.153 0 0.075 0.538 0 0 

Thw/sw 0.043 0.096 0 0.173 0.391 0.043 0 

Nuse 0 0.190 0 0.333 0.119 0 0 

Fraud 0.515 0.197 0.008 0.022 0.107 0.008 0.035 

Error 0 0.166 0 0.166 0 0.166 0 

0.064 0.032 0 

0.268 0 . 0 2 4  0.048 

0 0 0 

0 0.076 0 

0.260 0 0 

0.238 0 0.119 

0.058 0.008 0.035 

0 0 0.500 

aTotal number of cases with data on each variable is 388. Rounding errors may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 

TABLE 57. Joint distribution of perpetrator position and case disposition: computer crimes, 1958-78. a 

Perpetrator ,position b 
Disposition 

of case EXec. Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown 

Suspect not 
apprehended 0.003 0.022 0.012 0.018 0.003 

Suspect 
apprehended 0.164 0.154 0.157 0.173 0.025 

0.015 0.012 0.003 0.041 

0.072 0.072' 0.034 0.012 

Suspect 
apprehended 
and 
incarcerated 0.031 0.018 0.025 0.006 0 0.012 0 . 0 1 2  0 0 

aTotal number of cases wlt~ data on each variable is 317. Rounding errors may cause totals to deviate from one. 

bsee Abbreviations and Definitions. 
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TABLE 58. Distribution of case disposition, conditional on Perpetrator 

position: computer crimes, 1958-78. a 

Distribution of disposition of case 
Given that 

perpetrator Suspect not Suspect Suspect apprehended 

position isb: apprehended apprehended and incarcerated 

Executive 0.02 

Cemp 0.13 

NCemp 0.07 

Unemp 0. i0 

Outsider 0.18 

Student O .15 

Exemp 0.08 

0.98 0 . 1 9  

0 . 8 8  0 .11  

0 .93  0 .15  

0 .9  0 .03  

0 .82  0 .14  

0.85 0.04 

0.92 0 

aTotal number of cases with data on each variable is 317. 
may cause totals to deviate from one. 

bSeeAbbreviations and Definitions. 

Rounding errors 
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TABLE 59. Distribution of perpetrator position, conditional on case disposition: computer crimes, 1958-78. a 

Given that 

disposition• Distribution of perpetrator position isb: 

of case is: Exec Cemp Ncemp Unemp Corp Outsider Student Exemp Unknown 

Suspect not 
apprehended 0.02 0.17 0.i 0.14 0.02 0.12 0.i 0.02 0.31 

Suspect 
apprehended 0.19 0.18 0.18 0.2 0.03 0.08 0.08 0.04 0.01 

Suspect 
apprehended 
and 
incarcerated 0.32 0.19 0.26 0.06 0• 0.13 0.03 0 0 

tn 

aTotal number of cases with data on each variable is 317. 

bsee Abbreviations and Definitions. 
Rounding errors may cause totals to deviate from one. 
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TABLE 66. The distribution of suspect dispositions: 

computer crimes, 1958-77. a 

3 

/" 

Disposition of suspect Probability 

Suspect not apprehended 

Suspect apprehended 

0.136 

0.860 

Suspect incarcerated b 0.099 

Suspect incarcerated g~ven 
suspect is apprehended 0.115 

a312 incidents were available for these calculations. : ...... 

bThe probability that a suspect is incarcerated is 
unconditional and represents the chance before 
apprehension that any given suspect will end up in 
prison. The last row presents the probability of 
incarceration after the suspect has been apprehended. 
Dividing the former by the latter obviously yields 
the chance of apprehension, the entry in row 2. 

t ~ 

TABLE 61. Distribution of perpetrator 

position: Computer crimes, 1958-77. a 

Perpetrator position Probability 

Executive 

Computer employee 

Noncomputeremployee 
Unknown employee 

Corporation 

Student 

Ex-employee 

Outsider 

Unknown 

0 .130  

0 .195  

0 .149  

0 .193  

0 .035  

0 . 0 7 8  

0 . 0 3 0  

0 .089  

0 .101  

a461 sample points were available for 
these calculations. 
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TABLE 62. Distribution of number of perpe- 

trators: computer crimes, 1958-77. a 

Number of 

perpetrahors Probability 

1 0.64 

2 0.16 

3 0.06 

4 0.03 

5 or greater 0.II 

aTotal number of cases with data on each 
variable is 380. Rounding errors may cause 
totals to deviate from one. 

4 

TABLE 63. Distribution of type of crime: 

computer crimes, 1958-77. a 

Crime category Probability 

Physical destruction 

Theft of information 

Theft of inventory 

Data destruction 

Theft of hdw or stw 

unauthorized use 

Fraud 

Error 

O. 086 

0.117 

0.021 

0.045 

0.058 

0.117 

0.538 

0.018 

a461 incidents were available for these • 
calcul ati ons. 
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TABLE 64. Distribution of victim institutions: 

computer crimes, 1958-77. a 

Victim institution Probability 

Financial 

Government 

Medical 

Educational 

Sales/manuf act ur i ng 

Ccmuunications and publishing 

Transportation and utilities 

Computer services 

Profession organizations 

Individual victim 

0.320 

0.200 

0.008 

0.121 

0.142 

0.016 

O. 031 

O. 108 

0.0i3 
0.041 

a388 sample points were available for these 
calculations. 
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INSIDER THEFT FROM DRUG MANUFACTURERS AND DISTRIBUTORS, 1973-77: 

THE DISTRIBUTION OF INCIDENT CHARACTERISTICS 

~H 
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TABLE 65. Relative importance of drug thefts from manufacturers and 

distributors by type of incident, 1973-77. a 

• Type of incident 

Units of Night 

measurement break-in 

Armed Employee Customer Lost in 

robbery pilferage • theft transit 

Number of 
incidents ÷ 
total of 
incidents i 

0.023 0.006 0.020 • 0.021 0.657 

Dosage units 
stolen ÷ 
total dosage 
units stolen 

0.062 0.015 0.195 0.542 0.012 

arotal number of incidents with data on both variables is 247. 

Other 

thefts 

• 0.264 

0.171 

TABLE 66. Relative importance of employee drug thefts 

from M/D and drugs lost in transit from M/D each as a 

proportion of total drugs stolen from M/D by type of 

drug, 1973-77. a 

Type of Employee Lost in 

drug thefts transit 

Cocaine 0.172 0.360 

Amphetamines 0.120 i.54 

Barbituates 0.213 0.518 

Narcotics 0.116 0.146 

aLosses are measured in dosage ~nits. Total drugs stolen 
from M/D (manufacturers and distributors) is the stml of 
drug specific losses from night break-ins, armed robberies, 
employee pilferage, customer theft, and other thefts, but 
does not include drugs lost in transit which may or may not 
be stolen. 





TABLE 67. Relative importance of employee drug thefts 

from M/D and drugs lost in transit from M/D each as a 

proportion of total dosage units stole~, by employees 

from M/D by type of drug, 1973-77. a 

Type of drug Employee thefts Lost in transit 

Cocaine 

Amphetamines 

Barbituates 

Narcotics 

aLosses are measure. 

0.005 0.009 

0.025 0.323 

0.138 0.335 

357 0.450 

dosage units. Total dosage 
units stolen by employ~s from M/D (manufacturers and 
distributors) is the sum of drug thefts (in dosage 
units) by employees of all drug tyDes. 
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APPENDIX 

A CATALOG OF ILLEGAL INCIDENTS IN SECURE INDUSTRIES: 

BANK FRAUD AND EMBEZZLEMENT AND COMPUTER-RELATED 

CRIME CASES 

INTRODUCT ION 

This appendix contains a fairly detailed catalog of 313 cases of bank 

fraud and embezzlement (BF&E) of $10,000 or more reported by FDIC regulated 

banks for the period 1976-77 and 461 cases of computer-related crime obtained 

from the files of Donn Parker at SRI International for the period1958-78. 

The two su~uaries provide an overview of a large number of insider thefts in 

terms of a group of variables deemed to be significant attributes of the 

incidents. 

The characteristics of many of the cases are analogous to the 

characteristics of threats potentially confronting managers in the nuclear 

industry. 

The catalog begins with the bank fraud and embezzlement cases and 

concludes with the computer-related crime cases. Note that all large bank 

fraud and embezzlement cases involve insiders or insiders in collusion with 

outsiders; the same holds for computer-related crime cases With the exception 

of a small number of cases in which an outsider Was able to penetrate a 

computing system without inside assistance. 
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BANK FRAUD AND F~4BEZZLEMENT (BF&E) 

CASE CHARACTERISTICS, 1976-77 

: r 

/• 

This data set contains information on bank defalcations of $10,000 or more 

from January i, 1976, to December 31, 1977, as reported in FDIC internal 

memorandum, Bank Defalcations of $i0t000 or More and FDIC ban k examination 

reports. 

The BF&E data set catalog lists the characteristics of the perpetrator•(s), 

describes the nature of the event and its method of•detection, and contains 

remarks as to the probable cause(s) of the accounting system ''- defeat. 

Each variable isself-explanatory except for bank size which is ranked by 

the ABA deposit group number as shown in the following table. 

asize 
state. 

Bank Size by ABA Deposit GroupNumber a 

Bank size by 
ABA deposit 
group number 

1 if deposits 

2 if deposits 

3 if deposits 

4 if deposits 

5 if deposits 

6 if deposits 

7 if deposits 

8 if deposits 

9 if deposits 

i0 if deposits 

Ii if deposits 

12 if deposits 

13 if deposits 

14 if deposits 

15 if deposits 

16 if deposits 

17 if deposits 

18 if deposits 

19 if deposits 

20 if deposits 

of entire 

; \ 

h 

i . 

Total 
Deposits 
($1000) 

<750 ~ 

750-1,500 

1,500-2,000 

2,000-3,000 

3,000-5,000 

5,000-7,500 

7,500-10,000 

I0,00(~-15,000 

15'000-20,000 

20,000-25,000 

25,000-35,000 

35,000-50,000 

50,000-75,000 

75,000-100,000 

100,000-150,000 

150,000-250,000 

250,000-500,000 . 

500,000-1,000,000 

1,000,000-2,000,000 

>2zO00tO00 

bank; not size of victimized branch in a branch banking 
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ABBREVIATIONS AND DEFINITIONS 

Y = yes; N = no; ? = unknown 

L a p p i n g :  The t h e f t  o f  c a s h  r e c e i v e d  f rom a c ' u s tomer  and c ~ v e r e d a t  a l a t e r  

date by an illegal entry--e.g., using, another cust.omer's :deposit to cover the 

t h e f t .  

Kiting: ~ny • scheme that involves illicit use of a monetary float. A 

monetary float is the total value, at any. one time, of checks in the-process 

of payment and cancellation. In general~ kiting schemes take advantage of the 

fact that there is a lag between the time a checkis~'issued and the time the • 

bank receives it for payment. 

< 

......... ~..~ ~ ~. -.~ ...... -~ ............. - ............. ~ ~:~-~.i '~ ~-~~. 
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Bank fraud and embezziement (BF&E) cases: a catalog of case characteristics, 1976-77. 

@ b  

tn 

Collusion Outsider 

ABA bank Nighest 
size Group PeticxJ ranking 
no. size concealed insider 

Y Y 8 

Y N 6 

Loss 
{,lOOO) 

15.2 2 ? 

500.0 ? ? 

N N 7 10.0 1 2 y 

Y Y 11 243.5 3 2 y 

Pres. 

Officer 

V.P. 

Pres. 

Y N 8 32.0 2 ? V.P .  

645.0 1 N N 3 

N N 7 78.36 1 ? 

N N ? 22.6 I 3.5 y 

Y g 15 43.1 5 18 m 

Cashier 

s S 5 

Branch 
~r. 

BOok- j 
keeper 

Dir • 

20-30 I 6 m Pres. 

Nature Detection Remarks 

Fictitious contractsl 
forgeries 

Issuance of drafts not 
entered on books; con- 
cealed overdraft by not 
posting foregoing checks 

Issued trust agreement 
without board authority; 
issued certificate with- 
Out b~k entry 

Withholding of entries; 
false land appraisal 

Payment of an unsigned 
savings withdrawal; 
records destroyed and/ 
or falsi f ied 

Fictitious loans taken 
to pay off previous 
fictitious loans 

Withholding of custome~ 
deposits 

False debits made to 
customeraccounts and 
credited to perpetrator 

Concealed property to 
avoid writ ofattach- 
ment; ledger entries 
used to transfer funds 
to affiliated co. 

Kickback scheme; mis- 
application by improper 
loan approval 

Annual audit by CPA 

Officials became aware of 
unusual re tu rn  o f  checks 
by Fed 

~evlew of  files after 
resignation of suspect 

Unknown 

Withdrawal slip returned 
unpaid by computer center 

Examiner was suspicious 
of signature, and col- 
lateral on loans 

Employee observed per- 
petrator placing deposit 
t i c k e t s  in personal safe 
deposit box 

Suspicious deposit slips 
found that had not gone 
through proof machine 
account 

State examination 

Allegation by loan . 
customer 

Failure to confirm contract 
d i rect lywl th custOmer 

One-man operation; weak 
i n t e r n a l  con t ro l s  

None 

Ambiguity in policies con- 
cerning dealings between 
custOmers and officials 

No clear rsponsibility for 
safeguarding records, f a i l -  
ure to  balance accounts 
daily; casual handling of 
transactions 

One-man operation; dual con- 
trols circumvented 

Branch operated in near ly  
autonomous manner 

No segregation and rotation 
of duties 

No board approval fo r  a 
t ransac t i on  invo lv ing  i n -  
aiders 

None 

L 
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ABA bank Highest 
size . Lo~s Group Period ranking 

Collusion Outsider no. ($i0001 size concealed insider Nature Detection Remarks 

N N 250.0 I I0 m PEeS. Examinations by FDIC Poor lending pollcSes~ i r r  
and state authority adequate board supervision 

¥ H I~ 152.6~ 5 m Clerk  

Fraudulent  lease pur-  
chases! kickbacks; ap- 
proval  o f  substandard 
lease contcacts 

Unauthorized withdrawals 
~rca customer accoontm 

N N 19 15,6 1 7 m A s s t .  Embezzlement o f  custom- 
mqr. er accounts 

N N 

¥ ¥ 

S N 

H H 

H N 

6 416.6 I ? Cashier Embezzlement Of funds 
and possible record 
f a l s i f i c a t i o n  

10 40.0 2 ? Employee Made and concealed un- 
author ized loan; f a l s i -  
f ied r eco rds  

12 10.0 1 3 m Book- D i v e r t e d  funds fro~ 
keeper cashie~ check account 

to personal account 

18 35.0 l 9 • Asst. Embezzlement through 
V.P. forged unauthorized 

withdrawals [rom dormant 
deposit accounts 

11 35;45 1 m F~ployee Theft o f  cash 

10 100.00 ? Loan 
o f f i c e r  

13 15.0 1 d T e l l e r  

13 $0.65 ? D l r .  

5 20  o0 I ? P r e s ,  

N N 

H N 

y N 

H H 

Fictitious loans 

Cash shortage 

P r o p e r t i e s  o v e r s p p r a i s e d  
on mor tgages  to  cus -  
to~nrs who bought In- 
su~ance f r o a  suspect; 
parcel  of  land given to  
suspect as a gift 

Loan granted was an ac- 
commodation to officer 
making the loan. 

Customer c o m p l a i n t  

Customer r e p o r t e d  
s h o r t a g e  

I n t e r n a l  a u d i t  

F a i l u r e  o f  p e r s o n n e l  " r.b~:k 
records aga ins t  new account 
number l i s t i n g  

Customer t r u s t e d  suspect,  o~- 
c a s i o n a l l y  d i d  no t  r e c e i v e  
d e p o s i t  r e c e i p t s  

None 

Confessed  to  p r e s i d e n t  
b e f o r e  l~ IC  e x a m i n a t i o n  

5oo~keepar discovered 
uncancelled checks when 
suspect was absent 

Cuatocer complaint  

None 

None 

None 

S h o r t a g e  in  c o i n  bag 
during t r a n s f e r  from 
one o f f i c e  t o  ano the r  

UnknOWn 

T a l l e r  r e p o r t e d  
s h o r t a g e  

P r e s i d e n t  looked  a t  some 
of  p r o p e r t i e s  when mor t -  
9ages  ove rdue  

Coin  e h i l ~ e n t s  not  v e r i -  
f i e d  

I n a d e q u a t e  s epa ra t iO~  o f  
dut ies  and i n t e r n a l  a u d i t  

Hon~ 

Znoo~plete d,~x:~entat ion 
o f  Lortgage f i l e s  

Borrower revealed the 
t r u t h  

None 
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Collusion Outsider 

ABA bank 
s i z e  

no. 

N N 16 

Y Y 17 

Y Y 7 

Y Y 8 

N N 7 

N N 11 

Loss 
I~looo~ 

252.0 

60.0 

? 

44.0 

32.96 

50.0 

Group 
s ize  

1 

1 

1 

Period, 
concealed 

? 

? 

? 

N N 11 92.5 1 ? 

18.16 Y N 8 

20 m 

Highest 
rsnki~ 
insider 

Manager 

V°P. 

V.P. 

Pres. 

Pres. 

V.P. 

Asst. 
cashier  

V.P. 

Nature Detection Remarks 

Y N 13 12.2 2 9 m Auditor  

51.0 3 y  • 

2 y  ¥ ¥ 86.3 

V,P. 

P re s .  

Unauthorized charge to 
customer account 

Outsider pretended to 
own equipment he d id  
not have to obtain 
lease• financing 

Emoluments received by 
vice president for 
granting loans; falsi ~ 
flcation of records  

Unsecured loans granted 

Improper advances on 
construction loans 

Fraudulent loans un- 
authorized withdrawals 
from custc~er accounts 
bogus loan applications 

Credit cards granted to 
questionable individuals 
and corporations 

Loan f raud i n v o l v i n g  
forgery 

Forged withdrawals f rom 
dormant savings and check- 
ing accounts 

Overcharged .purchases  of  
securities for customers 
and bank 

Unsecured loans 

Borrower noticed dis- 
crepancy 

Employees became sus- 
P ic ious  and spoke to ex-  
aminer during examinatlon 

Outside tips to senior 
management led to in- 
vestigation 

Regular examination 

President checked on 
collateral 

Customer complaints 

One-man operation; suspect's 
activities unquestioned by 
senior management 

No supervialon of leasing 
deptl no verification of 
equipment ownership 

Loan o f f i c e r  a c t i v i t i e u  d id  
not r e c e i v e  appropriate 
review 

Inadequate superv i s ion  o f  
c h i e f  e x e c u t i v e  by d i r e c t o r a l  
poor loan files and records  

Failure to review advances by 
board or loan con~ittee 

Loose procedures  for  r e -  
viewing and approving loans 

Discovered  by a u d i t o r s  
dur ing  i n v e s t i g a t i o n  of  
unusually large cash 
advances 

Borrower f i l e d  s u i t  
agains t  bmk  claiming 
f o r g e r y  

Customer compla in t  led  
to polygraph teat of  
suspect 

Customer complaint 

Credit ca rds  sent to suspect 
instead of mailed directly to 
customer 

None 

T e l l e r s  b l i n d l y  f o l l owed  
auditor's instructions 
and cashed his withdrawals 
without question 

Ill-defined procedures  and 
inadequate  aud i t  s u p e r v i s i o n  

: • • -•• i ̧ ..... :/-: /i<i••i! •i<:~:~/ 
Pers i s t en t  c o l l e c t i o n  None 
e f f o r t  b y o f f t c i s l s  
caused b o r r o ~ r s  to  
p rov ide  in~ormat ion 
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ABA bank 
s i z e  • 

no. 

N N 12 

¥ N 6 

s S 1 0  

N N 12 

¥ Y 5 

N N 5 

N N 6 

Y N 7 

N N . 13 

L088 
(~ooo) 

1 8 8 . 9 5  

10.0 

lS.96 

100.0 

10.24 

19.82 

14.5 

145.0 

1 2 3 . 1 8  

X N 11 73.76 2 

N N 8 10.07 

4 1 . 7 2  

Group 
s i z e  

I 

3 ¸ 

1 

1 

3 • 

Period 
concealed 

? 

3 m 

8 d 

? 

11 m 

1 0  m 

17 m 

2 y  

45 m 

32 m 

? 

20 m 

Highest 
ranking 
insider 

V.P. 

Chairman 
of the 
board 

Exec. 
V.P. 

Exec. 
V.P. 

P re s .  

Teller 

Dir. 

Pres. 

St. V.P. 

Pres .  

T e l l e r  

P r e s .  

Nature Detection Remarks 

False en t ry ;  unsecured 
loans in  f i c t i t i o u s  
names; f i c t i t i o u s  f i -  
nanc ia l  statements 

Unsecured loan made to  
customer for  payment o f  
debt suspect owed cus- 
tomer 

False entries~ issuance 
of unpaid cashier 
checks 

Issuance of unrecorded 
letter of c r e d i t  

N o n e x i s t e n t  c o l l a t e r a l  
used to renew loan 

False entries and lapping 
of deposits; check total 
on ledger r a i s e d  to cover 
misappropriate d cash 

Fraudulent collateral 
doc~en t s ;  f o r g e r y  

Misrepresentation of 
collateral for a loan 
to FDICexaminere 

Extension of credit made 
despite disapproval of 
loan conmittee; suspect 
benefited 

Un~uthorlzod customer 
deb i ts  o f f s e t  by de- 
Pos i ts  to personal account 

Cash s h o r t a g e  in t e l l e r  
drawer 

Excessive use of expense 
accounts and bank cars .  
w i thou t  board approval 
or knowledge 

President became aus- 
p i c ious  after question- 
ing suspect on a loan 

Examination 

Discovered by Cashier 
during normal audit 

Unknown 

Investigation by new 
president after dis- 
missal of suspect 

Discovered by asst. 
cashier  dur ing rou t i ne  
review of  deposi t  
records 

Attorney noticed poss ib le  
forgery during foreclos- 
ure of collateral/ re- 
ported to examiner 

Examination 

Review of suspect's 
account 

Unknown 

Routi..~e count of tel ler 
cash 

~Check o f  bank's b i l l s  
and expense items a n ~  
review of  f i xed  a s s e t s  

Small s ize of  each loan a l -  
lowed suspect to bypass normal 
procedures; inadequate aud i t  
system 

None 

None 

Poor con t ro l  o f  l e t t e r s  o f  
c r e d i t  

C o l l a t e r a l  f i l e s  to be more 
c l o s e l y  reviewed by d i r e c t o r s  

Post ing o f  i n d i v i d u a l  ledger 
and custc~er statements not 
ro ta ted  

Bank's a t to rney  handled t i t l e  
• work on h is  own loan 

None 

Lack o f  superv is ion by. 
board and f inance co=n i t t ee  

None 

~one 

None 
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Collusion Outsider 

ABA bank 
size 
no. 

N N 14 

N N 14 

LOSS Group Period 
($I0001 size concealed 

105.0 1 ? 

535.0 I ? 

N N 15 I0.0 1 ? 

N N I0 

¥ N 9 

H H 3 

40 -50 .0  1 ? 

179.0 3 10 y 

1 2 . 3 6  1 4 m 

N N I I  1 6 . 0  I 

N N II 17.95 I 

N N 16 11.84 I ? 

Highest 
ranking 
insider Nature Detection Remarks 

Pres. Receipt of royalty in- Unknown None 
retest for arranging 
loans and providing f i -  
nanc ia l  guidance for 
borrower; false• entry 

V.P. Understating loan de- Semiannual audit reveaied insufficient segregation and 
linquency reports to significant increase in rotation of duties; deviation 
board of directors delinquent loans fro(~ customary reporting pro- 

cedures 

v.P. Customer checks made 
payable to bank were 
converted to official 
checks, made payable 
to a fictitious name and 
cashe0 

Pres. Unauthorized use of 
travel and entertainment 
account; personal use of 
income from insurance 
sales 

Ch. of Withholding income from 
the insurance commissions 
board without knowledge of 

directorate 

Pres. Wire transfer of bank 
funds to personal ac- 
count charged p0rsonal 
expenses to bank 

Book- Shortage in correspondent 
keeper account 

Proof Proof operator embezzled 
Oper. by extracting own p e r -  

sona l  checks from out- 
going cash letter 

Asst, Approved expenses for 
V.P. services and materials 

never furnished to bank 

Questioning of a loan of- 
ficer and subsequent fo l- 
low through 

Discovered during regular 
CPA audit after dismissal 
of subject 

Asst. cashier discussed 
matter with new presi- 
dent, unaware that it 
WaS inappropriate 

Employee resignation and 
wire transfer brought 
matter to attention of 
chairman of the board 

Routine balancing pro- 
cedures during absence 
of suspect 

Corporation examination 
noted missing checks in 
reconcilement 

Unknown' 

Loan officer receiving payment 
was negligent 

Lack of internal control 
over officer checks; in- 
adequate review of expense 
accounts 

Lack of director supervision 
of insurance arrangement 

None 

Separat ion o f  duties not 
followed 

SeparatiOn o f  du t ies  not 
fo l lowed;  proof  operator  
a l s o  r e s p o n s i b l e  fo r  r e -  
c o n c i l e m e n t  of accounts 

Lack of dual control over 
expense disbursements, no 
follow-up procedures to see 
i f  disbursements were made 
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ABA bank 
s i z e  Loss 

C o l l u s i o n  Outsider no. ( ~ 0 0 }  

H N 10 284.69 

N N 6 

N N 6 

N 14 G 

N N $ 

N H 7 

Y N 5 

-,.. ,.. 

Group P e r i o d  • 
s i z e  concealed 

Highest 
r a n k i n g  
insider 

18.6 1 

111.6.6 1 I m 

Nature Detection Remarks 

I ? Pres. 

2.'5 y Asst. 
cashier 

C a s h i e r  

05.7 1 1 m C a s h i e r  

182.23 1 ? Pres. 

1 ? Pres. 771.62 

s6.22 , ASst. 
cashier 

N il 9 11.97 1 ? T e l l e r  

30.0 1 N N 9 • Branch 

,Certain notes sold tO 
pr iva te  par t ies  not 
e n t e r e d  on l oan  r e c o r d s  
and letter of  cred i t  
not d i s c l o s e d  

Checks charges against 
customer, dormant demand 
deposit accounts; when 
customers requested a 
statement, shortage was 
shifted to another ac- 
count through error cor-  
rect ions 

Issued check backed by 
i n s u f f i c i e n t  funds; man- 
ipulated clerical staff 
for cover-up 

Forged money o r d e r s  

President made bank loans 
fOE personal benefit/ 
false statements made to 
conceal loans 

Collateral for loans 
listed livestock that 
did not exist 

Ma:~ipulation of  demand 
deposit accounts; con- 
cealment of ledger sheets 
from examiners 

Withdrawal  o f  cash  from 
taller windows 

F a l s e  e n t r i e s  t o  o f f s e t  
a customer's Insuf- 
ficlent funds check 

• Board members found out 
by accident 

Customer wrote a check 
in excess  of balance 
shown on records 

Members of bookkeeping  
staff n o t i f i e d  p r e s i d e n t  
of unpaid checks 

Corporation examiner • 
s u g g e s t e d  audit 

Information supplied by 
a bank d i rec tor  and r e -  

view of checkln? accounts 

Regu la r  e x a m i n a t i o n  

Balancing o f  demand 
deposits 

Audit• of teller's cash 

• A u d i t  by CPA f i r m  

Transactions initiated by 
e x e c u t i v e  o f f i c e r  and not 
questloned by su~)rdinates! 
no d a i l y  r ev iew of large 
t ransact ions 

Lack of separation and r o -  
t a t i o n  of duties; no follow 
up on unusual entrie3 When 
noticed by vlce-president 

Clerical staff felt that they 
owed their allegiance to 
suspect (v.p.) as their im- 
mediate supervisor not board 
of directors 

Vice president not supervised 
by directoratel unorthodox 
procedures not reported to 
directors by clerical staff 

Lack of thorough review of 
loans by discount ~ittee 
or d i r e c t o r a t e  

Failure to review daily report 
of large items; failure of. • 
loan cc~nmlttee and directorate 
to question lar~ and un- 
secured loans 

Lack ofcontrols and I n f r e -  
q u e n t  balancing to g e n e r a l  
ledger 

F a i l u r e  t o  have an o f f i c e r  
i n i t i a l  a l l  s h o r t a g e s  and 
failure to check all begin- 
i ~  t e l l e r  cash  b a l a n c e s  
with gene:al ledger 

Suspect trusted customer to 
cover deflclt in a few day 

• •:,i ~• / i~i: •:!, :•::~ ~̧ ••̧ ~ 
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b# 

Co l lu s ion  Out s ide r  

• "S" 

ABA bank 
s i z e  Loss Group Perlod 

no. {$1000} s i z e  concealed 

N N 

Y Y 5 

29.85 

84.4 

N N 12 1157.52 

1 ? 

2 .? 

Sev. y 

N N 17 40.0 1 25 y 

Nighes t  
ranking . 
i n s i d e r  Nature Detection Remarks 

N N 5 25.39 1 

16.06 N H 5 

¥ ¥ 6 55.0 

Y N 9 10.39 4 

. .? . 

. S d  

ABets 
V.P. 

Pres. 

V.P. 

Super.  

Teller 

Asst. 
cashier 

Pres. 

Aast0 
cashier  

Entered p r e v i o u s l y  pa id  
out notes back on bank 
books; forged signatures 
on notes and received 
~roceeds  for s e l f .  

Paid o v e r d r a f t  checks 
without proper author- 
i z a t i o n l  routed re tu rned  
checks to a co~respondent 
bank 

Funds embezzled through 
f raudu len t  en t r i es  to 
correspondent bank ac- 
count v ia  unauthor ized 
memo deposits to p e r -  
sonal  account 

Embezzlement and con- 
cealment by withholding 
subsidiary records  
f i r s t  in s a v i n g s  dept .  
and then in  time ac- 
counts after convers ion 
tO computer 

Altered deposits and con- 
ver ted to cash for pe r -  
sonal  use; sent fa l se  
statement to custo~ner 

Embezzlement by f a l s i f i -  
c a t i o n . o f  r eco rds ;  i n -  
creased the amount of 
interest due on t ime 
d e p o s i t s  and d i v e r t e d  
the d i f f e r e n c e  to p e r -  
sonal use 

Received kickbacks  on 
loan 

Shortage o f  vau l t ' caah  

Regular  audit by CPA f i r m  None 

Reported by banks who 
r ece ived  checks 

Examination 

Upon retirement suspec t  
replaced ledbger sheets; 

when proofed to general  
t o t a l s ,  d e f i c i t  was found 

Customer complaint  

P r e s i d e n t  no t i ced  d i f -  
f e r e nc e  in  t o t a l  i n t e r e s t  
pa id  on comp'uter p r i n t -  
out  and ge ne ra l  l edger  

P r e s i d e n t  became aware of  
irregularity w~en t r y i n g  
to collect balance of 
debt  from o u t s i d e r  

Vault  t e l l e r  d i s c o v e r e d  
a h o r t a g e  dur ing cash 
count 

Lack of  d a i l y  revlew of  o v e r -  
d r a f t s  

O f f i c i a l  checking accounts  now 
r econc i l ed  by persons  who do 
not have authority to issue 
checks on these accounts 

Fa i l u re  to  separate and ro-  
t a t e  d u t i e s  

F a i l u r e  to  have p e r i o d i c  
aud i t  wi th  d i r e c t  v e r i f i c a -  
t i o n  of  depos i t  account . !  
inadequate  review by d i -  
r e c t o r a t e ,  allowing employees 
tO process their own deposits 

Or~e-person con t ro l  Of in -  
t e res t  paid  accounts 

None 

Vaul t  cash v e r i f i e d  d a i l y  
many employees had ecceaa 
to v a u l t  

: 
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ABA bank 
s ize  Loss 

Collus ion Outsider  no, l~1000~ 
Group 
s i ze  

Period 
concealed 

Highest 
ranking 
insider Nature Detection Remarks 

Y, 

N 

Y 

N 

12 400-900 2 

9 20.0 1 

16 95,6 2 

17 

11 

16 

19 

i9 

1 2  

16.08 

10,0 

26.604 

10.46 

10,53 

26.9 

31.23 

? 

? 

1 d 

7 m 

ld  

? m 

13 d 

Asst. 
V.P. 

Mort. 
officer 

L'mployee 

Bead 
t e l l e r  

Head 
t e l l e r  

V,P, 

clerk 

Clerk 

T e l l e r  

T e l l e r  

Gave loans for personal 
benefit 

Diverted mortgage pay- 
ments to private use 

A l l  cash except b a i t  
money removed from 
safe while bank was 
closed~ alarms de- 
activated 

Cashing of fraudulent 
coupons; insider was 
deemed negligent but 
not suspect 

Mysterious disappearance 
of currency fr~ Brink's 
shipment; no suspects 

Embezzlement of funds by 
manipulation and/or re- 
moval of notes, ledgers, 
and c r e d i t  files 

Misappropriation of funds 
through fraudulent book- 
keeping entries 

Substituted customer Big- 
nature cards with fic- 
tltioua ones and made 
withdrawals from these 
accounts 

Cashed stolen government 
checks; fo rge ry  scheme 

Hissing checks f r ~  d a i l y  
work of t e l l e r .  

A suspic ious  loan 
prompted an audit 

Unknown 

Branch manager found safe 
open in morning 

Bookkeeper became sue- 
picious of activity in, 
account 

Cash count 

I n a b i l i t y  to balance 
books during examina- 
t ion  

Routine audit 

Customer complaint 

Alert security guard 
noticed a customer avoid 
the ready teller line 
and go to a particular 
teller 

'Regula r examinat ion 

Loan ma t t e : a  not r epor t ed  to  
board of  d i r e c t o r s  

Bone 

Setting of time lock not w i t -  
nessed by manager; inside 
suspect had acceds to all 
keys and combinations 

None 

No known de f i c i ency ;  s e a l  
mainta ined u n t i l  d i scovery  

Weak ope ra t i ona l  procedures  
and c o n t r o l s  

None 

Access to t e l l e r  window by 
nonopera t iona l  persoanel  

T e l l e r  was able  to accept  
t ceasury  checks bear ing  a 
second "endorsement without 
approval  by branch manager 

Fa i lu re  of opera t ing  super-  
v i so r  to "prove-out* a l l  
t e l l e r s  p r i o r  to d a i l y  de- 
p a r t u r e  
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tn 
UJ 

Collusion Outsider  

ABA bank 
s i ze  

oo, 

Y N 19 

N N 

N N 

N N 

N 

13 

19 

19 

14 

tl t~ 5 

LO6s 
{$1000) 

11.41 

2 8 4 . 4 0  

31.51 

600.0  

8-10 

27.5 

Group 
s i ze  

1 

Peri~ 
oonceai~ 

I m  

4 y  

)1 N 9 52.2  1 ? 

30.34 

178.0 

¥ N 

¥ ¥ 

T N 

19" 

19 

325.0 

9 m 

? 

Highest 
ranking 
insider Nature Detection Recear ks 

Asst. 
V.P. 

t4gr. 

Book- 
keeper 

Asst. 
cashier 

Proof 
mach. 
spar • 

~ e c ,  
V.P. 

St .  
V.P. 

Mgr~ 

PROS. 

Pres.  

Fraudulent withdrawal of 
certificate of deposi t  by 
'substituting f a l s e  s ig -  
na ture  card for authen- 
tic one 

Unauthorized loans made 
to borrowers in excess of 
lending au thor i ty .  

False  e n t r i e s  to personal 
account; destroyir~ off 
setting debit, and r~ount 
as a missing item in 
daily reconcilement 

Misapplication and false 
entries thcough conceal- 
ment of bank money 
orders/ customer cheCks 
held to prevent over- 
drafts 

Teller would cash sue- 
pect 's  persona] checks/ 
suspect would later de- 
stroy the check 

A i~ was granted by 
the vice  president to 
two state examiners 

Misapplicrtlon of funds 
by issuing bogus notes 
a~d money order 

Forged Loans 

Misappl ica t ion ;  g r a -  
t u i t y  for  loanl f a l s e  
e n t r i e s /  f o rg e ry  of 
notes; loan fraud 

Issuance  of c e r t i f i -  
ca tes  of depos i t s  with 
~ d~posits having . .  
been made; omission of " 
e n t r i e s  

Bank Off ice r  d i scovered  
s u b s t i t u t i o n  of s igna tu re  
cards  

Exaunination began whi le 
suspect was on vacation 

I n t e r n a l  aud i t  

Regular audit discovered  
ledger  accounts out of 
balance and money orders  
not en te red  ~,  books, 

Off ' icer  reviewing t h e  
missing item account d i s -  
covered a pat tern of  
missing checks 

Regular examinations 

Regular independent aud i t  

Anonymous t i p  r ece ived  
by loan o f f i c e r  

Trac ing  of l o a n p r o c e e d s  

Sblultaneoua examination 
of a l l  banks owned 
suopect 

None 

Inadequate  supervison by 
senior manage=ant; r es t ra in -  
leg of  loan personnel 

Lack of separation of d u t i e s  

TOO much re l iance on suspect/ 
branch manager lacked knowl- 
edge of d e t a i l  opera t ion  

Warning signs were not r e -  
sponded to  

Lack of underetandi~ of  
c r imina l  s t a t u t e s  

Lack of cont ro l  in the d is -  
bursement of loan proceeds 

None 

One-man operat ion! i ne f fec -  
t i ve  board; unsat is far tozy 
vacation p regrm 

Poor records/ inept '  and d is -  
honest s t a f f /  absence of con- 

t r o l a  
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Collusion Outsider 

AaA bank 
Bi le  
no. 

¥ ¥ 12 

¥ ¥ 9 

Loss 
I~lOOO) 

121.35 

610.0 

Group 
size 

2 

Period 
concealed 

3 . 5 y  

Highest 
ranking 
insider 

Pres. 

D i r ,  

Y ¥ ii 371.0 4 18 m Pres. 

N N 12 30 .0 : :  I 

1094.28 

10.82 

902.4 

2 2 . 0  

¥ N 

U1 
d~ 

N N 

¥ 1" 

? ? 

3 d 

? 

B m  

? 

? 

9 

9 

II 

? 

7 7 7 

N N 9 

40.18 

36.62 

Runner 

Pres .  

Sec re -  
t a r y  

PreS. 

UnknOvn 

Unknow~ 

Zxec. 
V,P. 

¥ N 11 12.0 2 2.5 m Te l l e r  

Nature Detection Remarks 

Loan to company in dire 
financial stress 

Suspec t  p r o f i t e d  from 
loan to c u s t o m e r  

Loan issued aa a favor 

Disappearance of cash 
placed in vault 

Forgery of  customer 
signatures to notes; 
lack of documentation 
Of personal expense 
account financed by 
Dank 

Diverted funds by inter- 
mixi..) personal bills 
with regular bank ex- 
penses, using unauth- 
orized cashier checks 
f o r p e r s o n a l  bills 

False entries :.. 

False entries 

D i v e r s i o n  of loan funds 
for p e r s o n a l  use 

Embezzled from ban~ 
secuJities account 

Disappearance of cash 
and bank records 

After sustained loan 
losses, investigation 
revealed collusion 

Trac ing  proceeds of 
large credits during 
examiner v i s i t a t i o n s  

Disclosed by presldent 
during examination after 
default of loan 

Suspect had liberal 
spending habits; dis- 
covery of $3000 in his 
trunk led to confession 

Forged notes discovered 
by internalaudit through 
direct verification of 
loans purchased by bank 

Investigation after dis- 
covery of fictitious note 

R~.~ular examinat ion 

C o n f i d e n t i a l  t i p ;  inves-  
t i ga ted  while employee 
on vacation 

Internalcheck 

Cashier notifiedexam- 
iners of unusual trans- 
actions 

Shortage during recon- 
ciliation of  teller 
transactions 

Failure of insider suspect to 
reveal conflict of interest 

One-man operetlon 

Inadequate supervision by 
board of  directors 

Onsupervlscd accessibility of 
suspect to cash 

Failure of management to ex- 
e rc ise  executive supervision 

None 

One-man bank (president)  

Loose. i n t e r n a l  opera t ion  

Lax internal con t ro l s  on 
loans to managers 

Excessive personal spending, 
marital problems; unlimited 
control overaccount by one 
individual 

None 
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Col lus ion  Out s ide r  

N 

Examiner reviewing loan 
? ? 15. •outs 

N N 

N N 

N N 

N N 
U1 
U1 

bank H ighe s t  
s i z e  Loss Group Per iod  ranking  

no. ~$1000} s i z e  concealed i n s i d e r  Nature De tec t ion  

8, 87.5 I 5 m Ch. of Misused funds loaned to Examiner traced loan pro- 
the director ceeds 
Board 

? ? Unknown 

17 10.06 

14 205.96 

8 49.91 

I0 

N N 14 

N N 15 

N N 11 

N N 17 

H N 17 

12.0 

380.0 

1 9 m  

l l y  

1 ? 

I ? 

1 ? 

22',85 1 4 y 

1 1 . 3 8  

32.63 

2g.8 

1 2m 

1 6m 

1 ? 

Hfsrepresentstion of f i -  
nanc ia l  condition by 
director when applying 
for  loan 

Loan Fictitious loans 
o f f i c e r  

Routine in ternal  check 

E~ployee CD not entered in books ~udit of  interest account 
by CD deposi~ clerk 

Asst. Understated amount of Numerous unexplained dis- 
cashier interest received on ' crepancies in dept. 

loan~, keeping d i f ference 

Opera- Transferred money from Customer complaint of 
tions customer demand de- shortages in his account 

Off icer  posi t to personal ac- 
count internally 

Employee C~sseminated fa lse  in- Complaint by D,A. o f f i c e  
formation to customers 
concerning investment 
In loca l  firm 

Note Dept. interest paid to Routine internst audit of 
Te l le r  perpetrator by fa lse c¢~.erc ia l  loan in terest  

entries in books account.. 

Hook- • Irregular transactions Routine audit 
keeper probably embezzlement 

Remarks 

Branch O v e r d r a f t s  "On customers 
mgr. account not reported 

Utility T~ok customer deposits 
Clerk and deposited t~ 

account 

No monitoring of loan a p p l i -  
cation statements 

Lack of  proper c r e d i t  a n a l y s i s  
of  i n s i d e r  t r a n s a c t i o n  

None 

Routine audit 

Customer complaint 

Kept CD hecself 

Lack of  supervision of  
employees 

Lack of e f f ec t i ve  day-to- 
day in terna l  audit 

Employee receivin9 ccmmlssion 
for d i rect ing investments to 
firm 

None 

Low leve l  employee exceeded 
her authcr i ty  and cashed 
checks without okay from 
above; lack of  proper checks 
and supervision 

SlopPy'managerial procedure; 
checks not processed on 
timely basis 

AlsO authorized overdraft; 
exceeded her authority 



~ ~ 0 I g 



\ ', ' 7 " , .',. -., 

., . . . 

"~I' ~ • 

• ! 

! 

T 

:l 

\ 

k 

i '  

• i 

C o l l u s i o n  outsider 

~ bank 
s i z e  

no. 

N N ii 

N N 16 

~ N 6 

N N ii 

Loss Group Per iod 
(~1000~ size concealed 

13.76 1 ? 

Highest 
ranking 
insider Nature Detection Remarks 

V.P. Routine check of 
securities portfolio 

170.0 I ? Loan Unknown 
o f f i c e r  

120.76 I ? Teller State examination 

59.99 1 i m 

Purchased securities at 
price above market quote; 
kept difference; con- 
spiracy with broker 

Kickback fOr loans 
granted 

Used ca sh i e r  checks;  
records destroyed 

Commer- Employee auditing cash- 
c i a l  ier check sales 
teller 

Bought cashier check' 
but  w i thhe ld  check used 
to pay for it and the 
credit copy of the 
cashier check 

Secre- Diver ted  funds from Internal aud i t  
tary customer acounts to own 

account 

N N 17 38.7 1 ? 

? ? ? 22.39 ? ? Pres. 

¥ N 15 16 lq  2 32m 

False financial informa- 
tion filed in loan ap- 
plication 

Bank requested to v e r i f y  
status of loan collat- 
eral 

N N 8 15 • 0 

Asst. Made loans to friends Routine audit 
V.P. for own ultimate use 

I i y Pres .  

Y N 8 550.9 16 16 m P r e s . :  

8 m Prea, N N II 37.14 I 

N N 

Undervalued bank r e a l  
estate and sold to son- 
in-law 

Loans made to variOUS 
people to  be used u l -  
t i m a t e l y  by one special 
Custoc~er 

Falsification of records; 
rece ived portlonof loan 
proceeds himself 

Withdrew.money from cus- 
tomers accounts; series 
of false entries used to 
Cover; some records de- 
s t royed 

30.0 1 I y Book- 
keeper 

Rdutine perusa l  of other  
real estate account 

Routine evaluation of 
loan portfolio 

Unknown 

Examiner found shortage 

Formal investment policies 
violated; inexperienced pres- 
ident let i t  sllp by; poor 
controls 

None 

Incident d i f f i c u l t  to uncover 
because employee destroyed 
records 

Caught iraediately 

Suspect had signing authority 
over accounts affected 

Weak lo~n policy for insiders 

Lack of proper review of new 
loanl; lack of review of of- 
ficer and employee deposit 
accounts 

B o a r d o f  d i r e c t o r s  not  OVer- 
seeing president's actlvltys 
too much authority 

This  arrangement clrcum~ented 
the bank's lending l imits to 
individuals; recipients o f  
loan paid people  for t h e i r  i n -  
vestments 

None 

None 
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T 

~ bamk 
s ize  

Collusion Outsider no. 

N N 18 

" " " i 

LOSS 

) 
{~looo) 

178.0 

N N 17 3 8 . 8  

N N 18 1 0 0 0 . 0  

N N 0 5-20 

N H 10 71.53 

N N ii 10.09 

N N 10 27.8 

N N 10 

15 N N 

H N 7 

455.59 

10.01 

5 0 . 0  

¥ T 8 72.0 

Highest  
Group Per iod • rank ing 
s ize  concea led  ins ide r  Nature Detection Remarks 

I ? V.P. Forged security agreement Original turned up during 
• after losing original cours~ of business 

I l0 m St. Created factitious loans Subordinates became sus- 
V.P. and used proceeds picious of delays in 

processing nctes 

1 I y V.P. Issued phony CD payable Custooer questioned 
tc bearer! debits to lavish life style of 
r e s e r v e  funds vice president which 

triggered an audit after 
the death of the suspect 

1 2.5 y Invest- Diverted securities and Internal audit which 
ment miscellaneous fees via lasted 3 years 
officer phcny deblt/credit memos 

1 ? Asst. Cashed checks without Checks bounced 
cashier verifying sufficient 

balances-insufficient 
funds  

7 m Teller Received deposits but Depositer reported 
did not record them credit had not been 

rece ived fo r  d e p o s i t s  

1 ~ y Admin, Cash ie rcheck  presented 
Assist. for payment; payment not 

e n t e r e d  i n t o  ledger 

Fa)se entrlesl sales of 
bonds and cashier checks 

l" ? V.P. Fraudu lent  loan f o r  own Regular aud i t  by Haskins 
use! false e n t r i e s  to  & Sells 
cover  

i ? ASSt. Issued loan to customer Bank suspicious when Bus o 
cashier for personal use pert over-extended him- 

self 

I 2.5 y P re s .  Used u n i s s u e d  bank s t o c k s  Examina t ion  
as  collateral for  loan~ 
falsified books to ~e- 
fleet •this 

2 ? Pres. Altered face  amount on 
CD 

O f f i c e r s  checked on CD 
in q u e s t i o n  

Afraid c f  consequences so 
covered up errorl some evi- 
dence Of outside interest in 
firm to which loan was made 

None 

NO supervision; inadequate 
audit program 

Too much autonomy in 
several areas 

Far exceeded check cashing 
a u t h o r i t y l  lack o f  adequate 
con t ro l s  On Junior  l e v e l  
staff 

Haphazard and loose pro-  
cedures on bag depos i ts  

Too much autonc~yl performed 
numerous account functions 
and had access to  numerous 
accounts, permitting Jugg l ing  

Lack of segregation of duties 

Got i n t o  f i n a n c i a l  d i f f i -  
c u l t i e s  

Extravagant llfestyle~ could 
not make interest payments 
with salary 

President in collusion with 
female outsider 
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Co l l us ion  Outside 

bank 
s ize  

no. 

Y X 6 

N N 8 

Loss 
($10oo) 

43.68 

32.28 

Group 
s i ze  

4 

1 

Y Y 4 . 2 0 0 . 0  '1 

¥ Y . 

¥ . ¥  

150.0 

52.5 

75.0 

26.o7 

? 

10.5 

28.0 

Y 

Y ¥ 

Y Y 

¥ I' 

Y • 

4 

Y T 12 36.98 

4 

3 

3 

3 

Period 
conceal;.d 

l y  

4 y  

2 y  

2 y  

2y 

2 y  

2 y  

Im 

4m 

3.5 ¥ 

N N 10 1 0 . 0  1 5 y 

T Y 14 

N N 2 

1' N 4 

"5 

1 

2 

32.1 

38.0 

15.5 

58 m 

? 

1 ¥  

Nighest 
ranking 
insider Nature 

Dlr. Fake money order 

Ass t .  E~bezziement through 
cash ie r  withholding of deposit 

items 

Chai~. Klt[ng between't~ i~anks 
of the 
board 

Pres. Loan fraud 

Pres .  Mis appllcstion " 

Pres. Loan conspiracy 

Pres. Cashier check fraud 

Pres. Misapplication 

Exec. Misapplica tlon; kiting 
V.P. 

Chai r .  Misapplication 
of the 
board 

V.P. Renewed loans to bank- 
rupt partner , 

Cashier Unauthor Ized withdrawals 
and transfers 

Pres.• Loan fraud " 

Excc, M iSapp l i ca t i on  
V.P. 

Exec. Check f raud 
oCficer  

Detection Remarks 

Rout ine examination 

Customer complaint 

Routine examination 

/. 

Loose accounting syste~ 

to rotate employee Failure 
duties 

None 

Examinatiot~ 

Detected by o f f i c e r s  
after resignation of 
perpetrate: 

Routine procedures 

Suspicion of ~anagers 

Confession by outsider 

Rout ine examfnat ion 

Discovered by p~eaident 

Discovered by c i e r ks  
wh i le  suepect on 
vaca t ion  

Discrepancy noted by 
v i c t i m i z e d  account 
holder 

Review of r e a l e s t a t e  
records 

Examinat ion 

Failure to separate duties 

Ill-deflned practices 

Too much authority t0 one 
person) lack of independent 
appra isa l  

Too much a u t h o r i t y  to one 
pe~ son 

Too much a u t h o r i t y  to one 
person 

Loose operations 

None 

Consumer complaint 

None 

None 

: N o n e '  " : i : " "  ' 7 : , " :  

Too much t r u s t  in  one man 

E~ployee ignorance 
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tn 

Col lus ion  Outsider 

ABA bank 
s ize  

no. 

y N 

y Y 1% 

N N 17 

y y 15 

N N " 14 

N N 7 

N N 12 

N N 9 

N N 

y N 11 

y N 12 

B N 3 

• N N 12 

N N 16 

N N 15 

¥ ¥ 13 

Loss 
I~10001 

30.72 

119.07 

74.14 

12.53 " 

20.0 

100.0 

35.0 

10.41 

12.5 

2 1 . 4  

29.0 

8 4 . 0  

17.16 

58.05 

32.0 

25.0 

Highest 
Group Pericd ranking 
size concealed insider Nature 

3 • 

1 

1 

1 

3 

? Exec. Misapplication 

4 m Branch Misapplication! kiting 

? Asst. Delayed posting of  
credits 

officer 

mgr. 

bro 
~gr. 

$ d E~ployee F a l s i f i c a t i o n  of  r eco rds  

? ASSt. Forgery 
V.P. 

? Cashier Fictitious note 

1.5 y 

16 d 

? 

? 

4 m  

Detection 

? 

? 

3 d  

V.P. F i c t i t i o u s  loans  

V.P. Cash ie r  check f raud  

S p e c i a l  The f t  o f  c a s h i e r  checks 
s e r v i c e  
t e l l e r  

Teller Mysterious disappearance 
of cash 

V.P. Embezzlement of cash 

Exec. Overdrafts 
V.P. 

Auditor Cashier checks issued 
to cover personal debts  

Loan Fictitious notes 

officer 

Branch Cash stolen from vault 
mgr. 

Branch Conflict of interest; 
mgr. receipt of commissions 

for procur ing  loans 

Customer complaint 

Routine review of  over -  
draft report 

Customer complalnt 

Return of check for non- 
" sufficient funds 

State examination 

Admitted crime to bank 
officers 

Detection by employee 

. Approached by p res iden t  
and confessed 

Discovered by FBI 

I n t e r n a l  audit 

Customer complaints 

Discovered by president 
while suspect on 
vacation 

Bankers became suspicious 
due to mis s ing  checks 

Review of  records  by v i c e  
p r e s i d e n t  

Note l e f t  by t h i e f  

Accidental discovery of 
conflict 

None 

Remarks 

Lack o f  superv is ion  by bank 
manager 

Improved monitorin9 of  con- 
trol pcocedures needed 

None 

Lack of separation of duties 

Lack of 9oDd audit programl 
cashier in financial diffi- 
culties 

None 

Lack of dual control over 
cash ier  checks 

No dual control over un i s sued  
cashier checks 

None 

Lax procedure for t e l l e r  
machines 

i n s u f f i c i e n t  s u p e r v i s i o n  
by L~ard of  d i r e c t o r s  

Unauthorized person allowed 
to sign offlcial checks 

None 

One Ban had full access to 
cash 

Better auditing needed 
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Collusion Outsider 

N N 

N N 

Y Y 

N N 

N N 

ASA ban; 
s i z e  

no • 

13 

9 

8 

9 

10 

¥ Y 8 

¥ .¥ 8 

N N 8 

¥ ¥ 

Y ¥ O 

N N 

N N 

Y Y 

Y Y 

12 

8 

? 

12 

•-t 

t 

! // 

,,,/ i 
,- ", i 

/ 
/ 

Loss 
(~1000~ 

Group 
s i z e  

P e r i o d  
concealed 

Nighest 
ranking 
i n s i d e r  Nature D e t e c t i o n  Remarks 

16.5 

18.4 

35.24 

184.0 

70.55 

I0.0 

2472.05 

921.0  

5151.785 

10.0  

23.25 

I0•0 

52.9 

104.0 

I Om 

2 14 m 

? 

? 

31 m 

.? 

? 

12 d 

Teller 

Asst. 
V.P. 

Pres. 

Pree .  

Exec. 
V.P. 

V.P. 

V.F. 

V.P. 

P r e s .  

P r e j .  

Clerk  

Employee 

UnknoWn 

Asst. 
c a s h i e r  

Lapping f e d e r a l  ta'x de- 
posits of d e p o s i t o r s  

Fictitious notes 

Purchased bonds in  excess  
of value;  kickback 

Forge ry  

Falsification of records; 
financial link bet~*een 
o f f i c e r  and outside agency 

Misapplication! receipt 
of cc~missions for ~ro- 
curing loans 

Misapplication; kiting 

Loan fraud 

Misapplication; t r ad i ng  
U.S.  securltles f o r  own 
b e n e f i t  

Unauthorized c a s h i e r s  
check fo r  payment 
to outsider 

Improper computer input 
and erroneous loans 

Misapplication; demand 
deposit account etK>rtage 

Fake c o l l a t e r a l  

Forgery 

IRS inquiry while suspect 
absent with illness 

Rumors reached president 

Examination 

Customer complaint 

Investigation of agency 
going out of business 

Unknown 

Informant told examiners 

Confessed  a f t e r  being 
f i r e d  fo r  o t h e r  unex- 
p l a i n e d  d i f f e r e n c e s  

C o n f e s s i o n  

S p e c i a l  e x a m i n a t i o n  

Rou t ine  p r o c e d u r e s  

Review of  le&. s h e e t s  

Anonymous t i p - o f f  

Customer c o m p l a i n t  

None 

Failure t o r e v l e w  employee 
accounts 

Failure t o ' supe rv i se  bond 
transactions by board o f  
d i r e c t o r s  

I n e f f e c t i v e  r e v i e w  Of a c t i v -  
i t i e s  ofbankofflcere 

Bet te r  de f ined  lines of auth- 
ority required 

None 

One-man operat ions financial 
distress 

One-man operation 

One man hand led  a l l  secur -  
i t i e s  transactions 

None 

None 

None 

Failure to  v e r i f y  
collateral 

None 

/ 
/s 

/// 
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Collusion Outsider 

N N 

ASA bank 

size 
no, 

Logs 

($1000) 

36.5 

Group 
size 

1 

Per iod  
concealed 

? 

N N 8 53.0 1 ? 

13.04 

? 

14.5 

52.0 

250.0 

15.0 

4 0 . 0  

11.05 

100.0 

;P 

? 

15 

12 

14 

12 

11 

6 

? 

? ? 

? ? 

N N 

N H 

N N 

Y N 

N H 

N N 

? ? 

N N 12 1 6 . 9  I ? 

? ? ? 50.0 

N N 16 10.0 

N N 18 20.0 

? 

? 

2 y  

? 

? 

? 

1 y 

? 

? 

? 

,6d 

Highest 
ranking 

insider Nature Detection Remarks 

I ns ta l l -  
ment 
loan 
clerk 

Install- 
ment 
loan 
c le r k  

Unknown 

Unknown 

Trust 
officer 

V.P. 

Branch 
l~gr. 

Branch 

mgr. 

ABet. 
cashier  

Te l l e r  

Unknown 

V.F. 
branch 
mgr. 

Unknown 

T e l l e r  

Vault 
custO- 
d ian"  

Faked balance of  l e d g e r  
sheets 

False register sheets 

Unlocated d i f f e rence  in 
ledger 

K i t i ng  operat ion w i th  
outside corporation 

Transfer of fueds 

Illegal transfer of 
funds; cashier checks 

Irregular signatures; 

forgery 

Cash missing from teller 

box 

~Iteration of loan doc- 
uments 

Manipulation of cash 
collections by t e l l e r  

Misuse of bank funds to 
obtain a loan from 
another bank 

Theft of cash from tel- 

ler window 

Loan fraud 

Forged withdrawals from 
customer accounts " " 

Vau l t  cash shortage 

Regular examinat ion Lack of adequate i n t e r n a l  
audit 

InspectiOn Of ledger 
sheets 

Examinetlon 

Routine examination 

Routine examinat ion by 
bank trust auditor 

Routine audit 

Uncovered bY employee 
of  other  branch 

Examination 

unknown 

Discovered by empioyees 

Regular e x a m i n a t i o n  

Lack of adequate internal 
audit; no continuous2-week 
vacation 

No r o t a t i o n  and separat ion 
du t ies ;  no suspects 

None 

Hone 

None 

None 

None 

None 

Lack of  control of  cash 
c o l l e c t i o n s  

None 

Unknown None 

Regular examinat ion None 

Customer compla int  None 

/ 
Revealed in  cash settle- Hone 

ment 

\ . . . . . . .  
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C o l l u s i o n  

N 

N 

N 

Outsider 

N 

s i z e  Loss  Group 
no. (~000 } s i z e  

12 2200.0 

13 11.568 

12 17.21 

14 1500.0 

N 

N 

N 

10 90.0 

16 81.0 

I? 11.48 10 

14 " 100.0 

14 250.0 

8 23.15 

10 100.0 

50.0 

12 24.25 

14 17.24 

15 190.3 

Period 
c o n c e a l e d  

3 y 

? 

22 d 

5 d  

2 y  

1.5 y 

? 

1 

?. 

H i g h e s t  
renking 
i n s i d e r  Natur~  Detection Remarks 

Pres. 

Book- 
k e e p e r  

Settle- 
ment 
clerk 

V.P. 

Heed 
book-  
k e e p e r  

Asst.. 
head 
~.~.ller 

Money 
room 
employee 

P r e s .  

V.P .  

Head 
t e l l e r  

Pres. 

Pres. 

Tel le r  

NO te 
teller 

Cashier 

Back-datlng notices of 
the right to rescission 

Misapplication of s e r v i c e  
charges 

M i s s i n g  bond coupons in 
registered mail shipment 

Loan fraud 

F o r g e r y  

Issued and cashed re~- 
istered checks through 
cash drawer 

Disappearance of cash 
from money rcx~ 

Loan fraud 

Receipt of coaunissions 
for procuring loans 

Shortage in coin bags 
and lapping of deposits 

President asked loan 
officer to falsify 
a p p r a i s a l  

Kite Involvlr~ many 
banks 

Cash removed and re- 
placed bydeb t t  entr ies 

Misappropriation through 
false entries 

Checking abuse; f a l s e  
.entr ies 

Regular examination None 

Audit by outside CPA f i rm None 

Unknown None 

Discovery of concealed 
records 

Suspect found in company 
of  a known felon/ inves- 
t iga t ion  begun 

Examination 

D i s c o v e r e d  by manager  
of money room 

Regular examination 

Regular examination 

Customer complaint 

Loan officer reported 
incident to board 

R~<J~lar examination 

In ternal  audit 

Normal a . d i t  

Bookkeeper  reported 
i r r e g u l a r i t y  to president 

Loose loan proceduresl 
c o l l a t e r a l  not checked for  
authent ic i ty  

One-man operation 

None 

None 

Negligence in granting loan 

Proper procedures ignored 

None 

None 

Suspect held above suspicion 
due to his insider re la t i on -  
ships in each institution 

None 

None 

No in terna l  audit o f  book- 
keeping department 
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ABA bank 

- "  ,zuuo Size COncealed lnsl  
N N . . . .  ~¢azea insider Nat 

• ure Detection 
15 17.3 1 ? ASSt. Transfer of funds; flc- Customer inquiry 

branch tltious loans 

Y Y ? 90.0 3 ,7 Unknown Fraud 

Discovery of encoding 
error by Fed. Reserve 
Bank• 

N N 9 10.5 1 ? Loan Pa ls i f l ca t i on  of records; Customer information 
o f f i c e r  forged nOtes 

Y Y ? 35.0 2 ? Unknown 

ba~ se loan appl icat ion Examination 
(president and d i rec tor  
of another bank) 

N B 78.0 I 9 m V.P. Falsif ication of r e c o r d s  

and fictitiOus loans Customer COmplalnt 

N 6 60.0 2 0 m Pres. Fake PromisSory note Routine examination 

N 6 150.0 ? ? Pres. Une~;~hnrlzed l e t t e r  of 

Credit Routine examination 

N 9 67.0 I ? Teller Fa ls i f i ca t i on  of records Federal Reserve Bank 
9 120.28 l ? BOOk- Check fraud 

keeper Anonymous t lp by employee 
during audit  

N 12 10,0 1 ? Proof Bank records a l tered and NlSSing ledger copies 

and destroyed for  d ivers ion  COuld nOt be located t rans i t  of  funds 
Clerk 

N B 20.1 1 14 d Vault  Theft of  vau l t  cash 

t e l l e r  Cash Count in cOrnectlon 
With regular audit 

N 11 16.7 1 ? Discount Diversion of  In teres t  Review of WOrk when e ~  
t e l l e r  and lo~n Payments 

Ployee  f a i l e d  to  r e t u r n  

N ? 34.9 2 ? Pres .  Misrepresentat ion and from lunch 

misapplication of hoE- Examination 
rowers funds 

N 15 435.0 1 lO y St ,  Fo rge ry  of  checks/ Customer c o . p l a i n  t 
V.P. falc~icatlon of monthly 

statements 

N 

X 

¥ 

N 

N 

N 

N 

N 

-----...__ 

Rem~arks 

Lack of Segregation of d u t i e s  

None 

None 

None 

To pay gambling debts 

None 

NOne 

Def ic ien t  audi t  prOCedures 

One-man contro l  OVer Posting 
of  d e p o s i t  l e d g e r s  

None 

NO restrictions on vault 
access 

Inadequate in te rna l  audi t  
program 

None 

Bank slicked account State- 
menta to go directly to new 
business officers instead of 
directly to custo~pr; inade- 
quate controls on debit memos 
paid by cash 

J 
I 
| 
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C o l l u s i o n  O u t s i d e r  

Y N 

bank 
size LOSS Group 
no. (~i000) s ize 

6 161.08 3 

N 16 32.36 1 

¥ 6 16.57 2 

P e r i o d  
concealed 

2 . 5 y  

H i g h e s t  
ranking 
insider 

Pres. 

Asst. 
Trea- 
surer 

Asst. 
cashier  

4 1 0 . 1  1 1 y Pres ,  

3 98.3 1 9 m Exec. 
V.P.  

6 246.8 2 14 m ]Pres. 

125.0 

285.0 

Nature Detection Remarks 

,? ? ? ? ? ? 

? 2938.0  

Branch 
mgL. 

Prancb 
mcjr. 

Branch 
mgc. 

Branch 
mgr. + 

Embezzlement o f  customer 
funds 

Fictitious loans, di- 
version of loan proceeds, 
false entry on general 
l e d g e r  

Disposed of property 
used for coilsteral 

Acquired charged-off 
notes which were not 
declared worthless by 
directorate 

Fictit ious loan e n t r i e s  

Concealed use of funds 
for ventures in which 
suspects had an interest; 
deceived directors and 
bank examiners 

Falsified information 
on loan application 

v.P. and senior  l oan  
o f f i c e r  submitted fa l se  
information to board of 
directors to grant loans 
to outsiders 

Numerous loans made to 
outsiders without credit 
verification 

Purchased installment 
loans frc~ various local 
corporations; essen- 
tially worthless 

Replacement of management 
personnel disclosed same 
i r r e g u l a r i t i e s ;  the  rest 
found during specia l  ex- 
aminat ion 

I n t e r n a l  aud i t  

Review of loans 

Rotation of employees inst i -  
tuted to avoid collusion 

More formalized record re- 
tentlon System; better audit; 
b e t t e r  r ev iew of  employee 
deposi t  accounts needed 

Failure to service lien line 
in  keeping wi th  the known 
financial problems of bor- 
rowers 

Normal rev iew of  charged- None 
o f f  ~otes 

Examina t ion  

D i r e c t o r s  who were non- 
active office~s notified 
supervisory• a u t h o r i t i e s  

Examination turned up 
suspicious loan 

Examina t ion  

Exami n a t i o n  

Examination . • 

None 

Domination o f  bank a f f a i r s  
by the two suspects 

Low standards in screening 
loans to insiders 

Cred i t  v e r i f i c a t i o n  and loan 
gran t ing  were not separated 

Aud i t ing  department did not 
care;  f u l l y  aud i t  loan account 

Fa i l u re  t o  es tab l i sh  review 
and aud i t  procedures to  t e s t  
soundness o f  loans 
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Co l l us ion  Outs ider  

7 

7 7 

T N 

N N 

ABA bank Bighest 
s ize  Lone Group P e r i o d  ranking 

no. (~1000 ~ s i s e  concealed i ns ide r  

788.0 ? 

? 1150.0 ? 

8 74.22 2 

17 1 9 . 9  1 

¥ X 17 1 6 3 . 1 9  

N N 
¢h 
U! 

"\ 

k, 

N N 

N N 19 

N 

Nature . Detectl~Jn Remarks  

N N 

N N 

13 23 • 43 1 ? 

7 

6 m  

? 

l y  

Branch. 
mgr. 

Branch 
mgr, 

Pres. 

Head 
t e l l e r  

?. 

B fahch  
mgr .  

N N 

Asst. 
V.P. 

15 1 6 ¥ T e l l e r  1 1 . 2 3  

1 0 . 0  1 Sm 

20 1 0 . 0  1 5 m 

19 1 2 . 2  1 2 m 

18 4 3 . 6 4  1 ? 

8 1 0 . 0 7  1 ? 

Asst. 
V.P. 
(branch 

Serv ice  
rep. 

T e l l s -  

ASst. 
bank 
officer 

Branch'  
n~Jr. 

Accepted poor q u a l i t y  i n -  
stallment loans as col- 
lateral for business 
loans" 

Loans made without 
proper collateral 

Fraudulent e n t r i e s  " 

Forge4 w i t h d r a w a l  slip 
to  withdraw f rom d o r -  
mant account 

Credit given without 
proper authorization 

Diverted funds into 
demand d e p o s i t  f o r  own 
use  

Withheld cash depos i ts  

CD accoun t  disappeared; 
manager  d i v e r t e d  t o  own 
use  

P r o c e s s e d  f a l s e  l o a n s  
a g a i n s t  t i m e  c e r t i f i -  
c a t e s  o f  d e p o s l t e r s  

Wade out  a cash iers  
cheek to h i . s e l f  

Lost money on customer's 
~oreign exchange account 
by mistake; covered with 
false entries 

E~berrlement through 
manipulation of de- 
poslter accounts 

, 1 

Examinat ion 

Examination 

R o u t i n e  r e v i e w  o f  t r a n s -  
a c t i o n s  

Customer came in to up- 
date interest and dis- 
puted withdrawal 

l.~ternal audit 

Routine internal audit 

Internal audit 

Deposi ter  came in  to  see 
why i n t e r e s t  was not  
being p a i d ;  had no ac- 
count number a s s i g n e d  t o  
him 

Deposi ter  rece ived loan 
• v e r i f i c a t i o n  form a s  ~ r t  
of rou t i ne  audit•and 
called the bank 

Internal audit 

Internal •audit 

Customer compla ln t  f o l -  
lowed by i n t e r n a l  aud i t  

V.P. and sen ior  loan o f f i c e r  
r epo r t ed l y  covered up problenm 
and continued with same prac-  
t i c e s  

No controls over officers 

No controls OVer president in 
small bank; failure of auditor 
to reconcile accounts on s 
regular basis 

NO regu la r  cheekln 9 of dormant 
accounts 

Unauthor ized loans g iven to 
a number of firms headed by 
same individual 

No p e r i o d i c  r e v i e w  of  f u n c t i o n  
p e r f o r m e d  by s u s p e c t  

Shoddy oontrols; withheld 
small amounts on a con- 
tlnulng basis 

Depositer did not speak 
English; manager took money 

Poor internal control 

None 

H o n e s t ,  b u t  Ix)or Judgement 

None 

• , J 
.L 



0 • V 0 ¸ P 



.t 

Ot 

:ollusion O u t s i d e r  

bank 
size 

no. 
Loss 

($10001 
Group 
size 

P e r i o d  
concealed 

Highest 
ranking 
insider 

N N 17 12.52 I 1 d T e l l e r  

N N 

N y 

N N 2 0  

i / 

17 11.29 1 Branch 
mgr, 

15 16.64 I Pres. 

19.25  1 1 d T e l l e r  

N N 12 11 .8  1 ? 

N N 19 8 1 . 0  1 0 m 

N N 19 10.37 

Nat*lr~ Detection Remarks  

1 

N N 

¥ N 

¥ N 

H e a d  
t e l l e r  

Asst. 
V.P. 

Branch 
mgr. 

19 95.3 4 14 m Branch 
mgr. 

13 124.75 1 2 m Branch 
~gr. 

I~ O. 95 8 2 y Pres. 

19 ? 8 2 y Pres. 

All cash missing from box 
of te l ler  who did not 
report to work 

Forgedwithdrawals frO~ 
customer.account 

Misapplication of mOrt- 
gage p~ments to personal 
account by president 
of mortgage company (out- 
sider}  

S~spect left fo r  lunch 
with cash and did not 
return 

Cash shortage 

Granted u n a u t h o r i z e d  
l o a n s  to  r e l a t i v e s ;  
indirect b e n e f i t s  to 
suspect 

Four f i c t i t i o u s  loans 

Conspiracy to  make 
loans for  the bene f i t  
o f  other than the n ~ e d  
borrower 

False entries to shov 
loan payments f rom a 
f i r m  in  which t h e  mart- 
a g e r  had an i n t e r e s t ;  
f o r g e r y  

Bank funds  used to pay 
peroonal l e t t e r  o f  c r e d i t  

Use o f  compensating " 
balances to obtain per- 
sonal loans; u~e of  bank 
funds to p a y i n t e r e s t  on 
personal debts 

Unknown 

Customer co~plai,|t 

Bank ordered special 
audit of  mortgage firm 

Cash m i s s i n g  

Unknown 

Annua ! i n t e r n a l  a u d i t  

Loans v e r i f i e d  a f t e r ,  
a r r e s t  f o r  nonbank 
re la ted  t h e f t  

• Ins ider  confessed 

I n t e r n a l  i n v e s t i g a t i o n  
o f  bad account revealed 
f o rge r i es  

Internal s c r u t i n y  o f  un- 
usual a c t i v i t y  in acCOunt 

Scrutiny Of ~ accoun t  
because of  unusual 
activity 

None 

No veri f icat ion of  a l l  
savings aCCOUnts 

None 

None 

None 

None 

Loans  r e p a i d  by t h i r d  p a r t y  
p o s s i b l y  i n  c o l l u s i o n  w i t h  
suspect 

None 

None 

One-man operation by c h a i r °  
man o f  the board  

On.-man o ~ r a t i o n  by c h a i r -  
of  the board 
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' ABA bank 
s i z e  Loss 

Collusion Outsider no. (~I000} 

Y N Ig 12000.0 

Y -N 19 84.0 

N N 

Highest 
Group Period ranking . 
size concealed insider 

Y Y 

9 29.9 1 ? T e l l e r  
super. 

? 10.0 2 ? ? 

Y Y ? 14.49 

Nature Detection Remarks 

8 2 y Pres. Loan.z made in excess of Routine analysis of the 
authorized lending limits branch loan portfolio 
by v a r i o u s  o f f i c e r s  

8 2 y Pres. Utilization of loan pFc- Investigation instituted 
ceede by president after disclosures by 

comptroller 

Misapplication of in- Routine check of em- 
ac t i ve  customer s a v i n g s  ployee's accounts d u r i n g  
account funds regular vacation 

Wire transfer did not 
• clear th: bank inter- 
office system 

Outsider fraudulently 
instructed a teller to 
transfer funds to him- 
self from another cus- 
tomer account 

? ? ? Securities sold to bank Examination 
in excess of  going rate 

O't 
-4 N N 12 21.92 1 ? T e l l e r  

Y N "7 25.0 

Forged endorsements on 
cashier checks made out 
to customers; based o: 
fraudulent noten 

Customer c o m p l a i n t  

2 ? Pres .  Examination 

Y N 

7 2 3 . 9  1 ? 

3 220.0 

Exec. 
o f f i c e r  

Unknown 

3ale of nonbooked loan 
and concealment of 
from board of directors 
and regulating agencies 

Took money in excess o f  
amount author ized and 
f . ~ l s i f i ed  bookkeeping 
entries 

Deposited rubber checks 
from another bank and 
received irmnediate 
credit 

Switched loans from one 
name to another; f a l s i -  
f i e d  collateral reports; . 
intercepted overdraft 
report 

2 ? Chair- Checks were returned 
man of 
the 
board 

N N 13 5 0 0 . 0  1 ? V . P .  Unknown 

Senior management accepted 
and condoned this practice 

F a u l t y  lending p o l i c i e s  

None 

NO test code was required for 
, money wire transfers 

Lack of investJ~ent policy and 
board participation in pur- 
chase of securitles 

F a i l u r e  t o  c o n t r o l  con~u te r  
work p r i o r  to  open ing  hr~re 
a l l o w i n g  suspect tO remc~e 
l a t e  no t ices  from computer. 
T e l l e r s  cashing checks f o r  
other then en~orsors, taking 
the word of benk officers 

Weak i n t e r n a l  c o n t r o l s ;  no 
independent aud i t  

No i n t e r n a l  auditor~ one-man 
o p e r a t i o n !  board o f  d i r e c t o r s  
was a rubber stamp 

Def i c iency :  pay i r  R checks on 
unco l lec ted  f u n d s  l i qu ida ted  

None 

• • :r: : ' ::ii::: :•! i:: '::/ 
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Collusion Outsider 

ABA bank 
s i z e  

F~D. 

N N 5 

Loss 
iszoo0) 

22.97 

Group 
size 

Per iOd  
concealed 

N N Ii 17.5 

N N 18 14.45 

N N 17 53.0 1 ? 

Highest 
ranking 
insider 

V.P. 

Loan 
officer 

New 
account 
c le r k  

Asst. 
V.P. 

N N 9 33.0 28 m D i r ,  

¥ ¥ 15 95.? 

9 m 

¥ ¥ 15 750 .0  

Nature Detection Remarks 

? ? ? 190.56 

y Y 15 53 . i5  

4 0 0 . 0  N N 17 

y y ? 119 ,8  

V.P. 

V.P. 

Branch 
mgr. 

Branch  
mqr. 

Misapplication of funds Unknown 

and falsification of 
records 

Disbursement of loan 
procoeds to the loan 
officer's personal 
checking account 

Defalcation oF funds; 
interstate transport 
of.f~audulently ob- 
ta ined checks 

Altered ar~ destroyed 
treasurer's check records 
and documents to em- 

bezzle 

Personal use and benefits 
of  loan proceeds by 
falsely purporting an 
affiliated ccmpany to be 
the borrower 

Acceptance of  bribe to 
approve vouchers o f  
b o r r o w e r s  

Conspired to lend a 
construction firm more 
money than was actu~lly 

used . 

Fraudulent notes dis- 
counted at bank 

Granted loans to cus- 
tomer from whom he re- 
ceived, a loan of the 
same a~ount 

Cash acquired via fic-- Unknown 

titiou8 loans and an In- 
ternal accounting t[aJts- 
mittsl system 

Check k l t l n g  

Regular examin~ t ion 

Checks r e t u r n e d  because 
of  forgery and/or im- 
proper endorsoment 

Audit performed during 
suspect's absence due to 

illness 

Regular examinat ion 

Borrowers admitted pay- 
offs when bank threatened 
to foreclose 

Detailed review of  ac- 
count after insider wae 

terminated 

Annual directors audit 

Internal loan r e v i e w  

• I n t e r n a l  r e v i e w '  

None 

DisburSement o f  loan 
p r o c e e d s  i n  c a s h  t h r o u g h  
l o a n  o f f i c e r s  

E~ployees were not thorough 
in e f f o r t s  to obtain proper 

I , D . s  

None 

None 

None 

Phony voucher system allowed 
over-payment 

NO credit checks, lack Of 
formal loan review 

None 

None 

Fa i l u re  to  monitor repor ts  
o f  k i t e  suspects 
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ABAbank Highest 
size Loss Group Period ranking 

Collusion Outsld~r no. (~i000} size concealed insider 

N N 6 25.84 1 ? Cashier 

N N 13 100.O 1 1 y Book- 
keeper 

? Y ? 

¥ N 6 

50.0 ? ? 

331.16 3 ? 

O~ 

E x e c .  
V.P .  

Y N 7 176.0 2 14 d P r e s .  

N 7 100.68 2 ? Pres. 

N I0 23.5 2 4 m Pres. • 

Y ¥ 3 373.0 3 ? V.P. 

X N 9 

N N 8 

N N 11 

300.0  2 ? C a s h i e r  

41 .54  1 3 ¥ ~ e c .  
V.P. 

25.74 1 2 y ~ p l o y e e  

¥ N 12 22.0 J ? s t .  
V.P .  

Nature Detect ion Remarks 

Deposits not posted to 
customer account but 
used by cashier 

7aise entries 

False or stolen titles 
used as loan collateral 

Made loans and issued 
checks in  excess o f  • 
authorlty 

Kiting scheme and loans 
in excess of suthot.lty 

Theft of cashier checks 

Mlsp1acement of funds 
for cashier check to 

aCCOunt 

'Improperly g r a n t e d  loans 
and released collateral 
without approval 

Irregu~..ritles i n  l e d g e r  
accou.ts; embezzlement 

Paid p e r s o n a l  expenses 
w i t h  bank expense checks; 
stole recording and f i l -  
Ing fees 

FalsiFied r e c o r d s ,  mis- 
application by diverting 
,$160 per week from a 
company account 

Embezzled funds ' f rom 
d u e - f r o m  end due-to 
accounts; used them 
to pay loans at other 
banks 

Customer complaint 

Customer co~p la in t  

Normal loan review 

Examination 

Examination 

Review o f  checking ac- 
counts o f  SUSpeCtS 

Examination 

Review of loans by 
directorate 

Checks discovered in 
cashier drawer wh i le  
on vacat ion 

Chairman of  audi t  c o ~ | t -  
tee bec~aeconcerned over 
suspect 's  manner Of l i v -  
i n g  

Corporation examination 

UnknOWn 

None 

I n a d e q u a t e  managerial r e v l e w l  
a s i n g l e  p e r s o n ' c o u l d  bo th  
generate and post entries 

None 

NO control over unissued 
c a s h i e r  c h e c k s  o r  p r e s i d e n t ' s  
signature stamp; no Internal 
audt t  

Inadequate superv is ion of  
ove rd ra f t s  by senior manage- 
ment 

Audit program d i d  not include 
review of  officer accounts 

One person issued and bal- 
anced cashier  check liablhty 

Lack of  petlodic r e v i e w  by 
another o f f i c e r  

Lax c o n t r o l ;  no s e p a r a t i o n  
of  duties 

None 

Poor i n t e r n a l  COntrols;  
records :,~t balanced d a i l y ;  
i ~ d e q u a t e  aud i t  t r a i l s  

None 

]: 
]; 
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AEA bank Highest 
s i z e  Loss GrOup Per iod ranking 

no. I~lOOO; Collusion Outsider size concealed insider Nature Detection Re,arks 

N N 8 13.3 I ? St. Embezzled funds; falsi- Audit of loans made after 
V.P. fled records Suspect's suicide 

N 18 572.9  3 ? Cash Embez : l ed  c a s h  f rom E x t r a v a g a n t  life S t y l e  
vault money shipments re- and effort to prepay 
super- ceived by vault t e l l e r ;  lease fo r a girlfriend 
visor• defalcation concealed caused suspicion and 

by holding out other investigation 
deposits until sub- 
sequent days 

¥ II 603.0 3 8 m Chief Submitted false linen- Review of affairs by 
exec. cial statements to Outside auditors 
officer obtain loan 

N i0 400.0 1 7 V.P. Fictitious entries State examination 

Y N 10 128.4  2 3 y ASSt .  M i s s i n g  c a s h i e r  c h e c k s ,  E x a m i n a t i o n  
cashier not purchased but books 

in balance 

N N 13 5 - 1 0 . 0  1 ? Exec Kiting State examinat ion 
V.P. 

¥ Y ? 44.4 2 ? ? Check f raud Review of nonsufficient 
funds checks which were 
paid into overdraft 
status. The volume and 
nature of checks prompted 
a r e v i e w  

¥ 5 135.0 4 2 y Loan guarantee granted E x a m i n a t i o n  
under fa l se  p r e t e n s e s  

O 

C h a i r -  
man o f  
the 
board 

T N 7 150.0 2 3 y P r e d .  R e c e i p t  o f  c o ,  l e s i o n s  Unknown 
f o r  p r o c e s s i n g  loans;  
misapFlication 

Y N 8 350 .0  2 ? C h i e f  F a l s i f i e d  loan  i n f o r m a -  Rev iew o f  l o a n  f i l e  
exec. t i o n  and v e r i f i c a t i o n  o f  
o f f i c e r  c o l l a t e r a I  l o a n s  

N N S 88.25 I ? Pres. President made unauth- Informed I~ minority 
orized loan to oil shareholdeE 
company in which he had 
an interest 

Bank practice to audit an 
officer's loans• if he resigns 

or leaves abruptly 

No mandatory vacation policy 

Inadequate supervision by 
board o f  directors 

Failure to verify all en- 
tries r e l a t . , ~  to  t he  co r -  
respondent b~nk account 

No vacation policy 

None 

Paying c h e c k s  on unco l lec ted  
balances 

One-man c o n t r o l  - 

None 

Lax s e r v i c i n g  o f  loans 

Small bank run by One man 
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ABA ba~k Highest 
size Loss Group Period ranking 

Collu*:~n Outsider no. (~I000) size concealed insider Nature 

X R 7 I0.0 2 23 d 

¥ N 9 

N N II 

N N 16 

Y N 16 

N N 12 

¥ Y 15 

N N 7 

N H 7 

Detect ion Remarks 

Exec. Illegal transfer of Review of debit and :, 
V.P loan proceeds credit activity of er- 

rant account 

1100.0 3 ? Pres. 

14.3 I I w Stock- 
boy 

40.3 1 ? Super- 
v i s o £  

1S.0 2 1 d Branch 
o f f i c e r  

25-30.0 1 3 y Branch 
mgr. 

63.0 2 4 y .  I n v e s t -  
merit 
dlr. 

I00.0 I 2.5 y Pres. 

12.5 1 4 ca Pres. 

? Exec. 
V.P. 

2 m Pres. 

¥ N 8 ? 6 

N N 6 1 0 . 0  1 

Use of uncollected 
fundsj kiting 

Cash missing from night 
depository bag 

Actlvsteddormant credit 
carJ numbers to convert 
funds to personsl ac- 
count 

Shipment of  currency 
fund short 

Converted funds from 
loan payments to pri- 
vate use 

Purchased securities at 
inflated pr ices!  k i ck -  
backs 

Letter of  credit issued 
without board or loan 
committee approval 

Intent to deceive board 
o f  directors by issuing 
five unsecured notes 

Mysterious disappearance 
of savings ledgers and 
abstraction of an equiv- 
alent amount of cash 
through collusion 

Sl0,000 com~Ission de- 
manded for recoBc~ending 
loan approval 

Regular examination 

Teller noticed cash bo~ 
missing 

Internal audit 

Count of money 

I n t e r n a l  audit 

Internal audit of class- 
ified s e c u r i t i e s  

Documents r e l a t i n g  to  
i nc iden t  were found in  
suspect's desk while on 
vacation 

Examination 

Customers presented pass- 
~ooks for which bank had 
no records 

Loan applicant reported 
to FDIC 

None 

No fo l low-up  on k i t e  suspects 

Stock boy had access to area 
where cash boxes kept 

Inadequate controls on dor- 
mant accounts 

None 

Regular audits to be con- 
ducted 

None 

No c o n t r o l  over t h e  i s s u a n c e  
o f  l e t t e r s  o f  c r e d i t  

Loose loan  p r o c e d u r e s  fo r  
amounts l e s s  t h s n  $5000 

S u r p r i s e  c o u n t s  o f  t e l l e r  
c a s h  end more f r e q u e n t  
a u d i t s  r e q u i r e d  

None 





COMPUTER-RELATED CRIME CASE CHARACTERISTICS, 1958-78 
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ABBREVIATIONS AND DEFINITIONS 

?: 

ID: •year of crime and sequence number 

Loss: in dollars 

Typ e of organization: • 

Finance: banking, insurance, securities 

Govt: federal, foreign, state, local government 

Medical 

Educational 

Sales/mfc: chemical/pharmaceutical, petroleum, manufacturing 

Comm/publ: communications, publications ~ 

Trans/util: transportation, utilities 

Comp serv: service bureau, consulting, credit bureau ~ 

Prof org: professional organizations, labor unions, fraternal and 

political organizations 

Ind: individuals 

Conspiracy: Y = yes; N = no 

No. of perp: number of perpetrators involved in the conspiracy 

In/out: I = insider; O = outside; I/O = both 

[ 

Indicates that only Sketchy background information•was available, 

A •question mark indicates uncertainty. For example, if there was a • 

conspiracy, and one perpetrator •was known to be an insider, but the status 

of the other was not known, I/? was used. • 

Position (of perpetrator): The title of the highest ranking insider is listed. 

• If the exact position was unknown, employee was used. • [ If the •incident 

~ •involved outsiders only, outsider was used unless his position • in outside 

employment was known. 

Eescription: A brief explanatio n of the nature of the crime, method of dis- 

covery, motive, and Personal •information, if known. 

Trap door: A specifically designed clandestine program inserted into the 

original software or inserted• later by a system penetrator. The program 

cuts off a legitimate user Of a time sharing system and transfers his 

7~ 
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access and data to the perpetrator, upon falling through the trap door the 

legitimate user is usually led to believe the system has malfunctioned. 

Trojan horse: As with the trap door, a trojan horse is a specifically designed 

clandestinely inserted program. The program is written such that a user 

with certain specified characteristics will trigger a sequence of events 

(unbeknownst to the legitimate user) which allows the perpetrator complete 

control over the system. 

The following abbreviations are used: 

ATM: Automatic teller machine 

EDP: Electronic data processing 

DP: Data processing 

A: age(s) of perpetrator(s), if known 

• '% 

73 

• • i 
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ID boss {$) 

581 20 

591 277,607 

621 ? 

622 2 

631 2,000,000 

632 81,120 

641 ? 

642 2,500,000 

~43 " ? 

644 ? 

645 ? 

651 ? 

652 ? 

653 1,O00 Educ 

654 ? 

Computer related crimes: a catalog of case characteristics, 1958-78 

Type of 
Organization 

Sales/mfc 

Finance 

Pcof org 

Finance 

? 

Finance 

gduc 

Sales/m~c 

Finance 

Finance 

? 

T r a n a / u t i l  

Sales/mfc 

Conspiracy No. of Perp. In/out Position 

N t I 

N l 

Employee 

I V.P. 

l Employee 

I EmploYee 

I Comp 
operator 

I EDP mgr. 

7 7 

I Progra~uer 

l Employee 

? 2 

0 Depos i te r  

I Employee 

I DF mgr 

I Super- 
ViSOr 

Keypunch 
operator 

Description 

Overran sick leave; raised computer punch card check; 
employed 20 years 

Fictitious entries for cash recelpts;punched cards 
on weekends, !951-59; emp]'~ cd 10 years; $18e000 
annual salary; motive: gam~llng money 

Erased tape by running magnet 0vec reeled tape through 
flange openings 

Destroyed tapes of ell GE dividend accounts with sharp 
instrument 

Overworked operator took unentered billings home and 
destroyed them 

Addedphony names to punched cards foe check produc- 
tion; cashed checks; employed 16 yearsl $16,000 
plus bonuses annual salary 

Trojan horse program kept appearing; when used, cut 
user off 

Attempted to sell programs he worked with to Texaco 
for $5 million 

Sold e ~ l o y e e  address l i s t  

Opened accoun t ;  pu t  own d e p o s i t  s l i p s  on c o u n t e r ;  g o t  
o t h e r s '  d e p o s i t s  

Depos i t c r  r e p l a c e d  b lank  d e p o s i t  s l i p s  wi th  h i s  own 
micro-coded forms 

Program run each month to add one cent to each,ltem 
(sales and cost of sales) until columns balanced; 
justification was, "You should hear those accountants 
scream if these don't balance." 

Credited employee tax wlthholdings to own payroll ac- 
count by using a punch card an d staying within control 
total ranges; caught when company changed to 1401 
• system which changed controls 

Did not remov e employees Who had gultfrom payroll 
• lists; continued to send in tlme reports; caught when 

hig employer quegtlonod hig W-2 form 

Keypunch operators destroyed charge slips for own 
purchases 
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ID 

655 

656 

661 

662 

663 

671 

672 

6 7 3  

6 8 1  

6 8 2  

Loss ($) 

? 

? 

? 

1,357 

26,300 

? 

2OO 

I0,000 

203,000 

1,000,880 

683 l,O00,O00 

Type o~ 
Organization 

Educ 

Educ 

Educ 

Finance 

Finance 

? 

Educ . 

? 

• ? 

Sales/mfc 

conspiracy No. of Perp. In/out 

Y ? ? 

N I I 

Y ? I 

Comp serw 

N 

N 

N 

Y 

Y 

Y 

N 

1 

i 

1 • 

2 

2 

7 

1 

I 

I 

I 

I/0 

I/0 

I 

I 

684 500,000 Finance Y I 

Position 

? 

Personnel 

Student 

Progran~ner 

Employee ~ 

Comp 
opera tor  

Employee 

Employee 

Employee 

Accountant 

Gang 

Employee 

Descr ip t ion  

Trapdoor c a l l  used to patch t ime-used f l g u r e a l  Some 
g e t t i n g  use f r ee  

Terminal repair log-ln ID was being used by un- 
authorized person 

Out of curiosity, students crashedsystem by creatln 9 
a large numbe r of temporary mode files Until physical 
disk storage space wa& exhausted " 

Altered progra~ to ignore overdrafts in checking ac- 
count 

Ban k employee transferred money from. inactive accounts 
to own, 1961-66 

Dropped pieces of metal into IBM 2740s causing fire, 
shorts, downtime 

Employee caused system crashes to allow friend to lo9- 
in; identified by analysis of core dump 

Unauthorlzed use of  services resulting in  loss of 
$i0,000 

Employees formed newflrm, took docum~entatlon, and 
did work for old clients 

Embezzled for six years, using "compu'ter to perform 
financial analysis of company' s true cost o f  
operation and to budget amounts embezzled; suspect 
was in charge of accounting for company but alao 
owned a computer service bu:eau that performed 
s e r v i c e s  for  co~pany/ progran~ed a lgor i thms such that 
given the bottom l ine  f i g u r e  of accounting da ta ,  the 
program would then generate al l  of the detailed data 
that would produce the required end results; wanted 
to COnfess so he arranged a deal with an attorney for 
apayoff if given a light sentence A:38 

Gang used computer printout of credi t card customers 
and 3000 stolen blank credit cards to make phony 
cards • with real names and account numbers 

Misapproprlati0n ~ of customer funds; alleged• • • . •. 
securitlesman!pulatlon; clients were told that " " 
fraudulent transactions appearing on their accounts 
were mistakes caused by company computer 





685 2,750,000 

66~ ? 

687 ? 

688 7 

689 ? 

691 ? 

692 ? 

693 ? 

694 ? 

695 ? 

696 100 

697 ? 

698 4,000 

4 

%. 
% 

Type of  
Organization 

Govt 

Conppirsc 7 No. of Perp. In/out position 

y 30 I Employee 

T r a n S / u t i l  Y 3 ~/O C l a i m s  
c l e r k  

S a l e s / a r c  

Educ 

Educ 

Zduc 

Educ 

T r a n s / u t i l  

Ind  

Comp a e r v  

N I I DP con- 
sultant 

Y 2 I Student 

Y 2 I Student 

? ? ? ? 

y ? l Student 

N 1 I Terminal 
operator 

N 1 I PrOgrammer 

? ? I P rOgra~ne r  

S a l e s / a r c  N l I Programmer 

? 

GOvt 

N 1 I Employee 

y 2 I / ?  O p e r a t o r  

D e s c r i p t i o n  

u s i n g  compu te r ,  g e n e r a t e d  t i m e  s h e e t  w i t h  f a k e  names 
and a d d r e s s e e 1  t u r n e d  them in  so  t h a t  c c n p u t e r  
printed youth corps paychecks~ $2,750,000 over nine 
monthsl discovered checks in car 

Railroad claims clerk processed duplicate photocopied 
claims! undetected until input error caused a dupli- 
cate claim to be placed in surplus file where 
duplication was noticed 

Changed holes in punched card to credit his oll 
company account 

Reprogra~ned student records tapes to provide them- 
selves higher grades 

Found passwords in trash! ran up p~ogram charges! 
comprised all passwords 

IBM 360/40 central procesa0r damaged by wire cutting 
and a c i d  

Students took control of ccmputer center to force 
demands on administration 

Broke CRT terminal! wrecked luggage control system 

Progr~ed _,:c~puter to weed out blacks from employee 
selection p~ocess 

Two time-sharing [irma were supposed to share tech- 
nology, cut when they did not to the extent agreed 
upon, they decided to penetrate each other's system 
to check on data; penetration started with discovery , 
el priveleged ccxnmands by trial and errorl error 
messages helped inform user that a command was 
legitimate but-did not havehigh enoug h privilege 
status to use it 

Altered progr~ to print fictitious credit notes for 
cigarette coupons for self! collected credit notes 
end exchanged for goods; motivez to demonstrate 
company weakness| discovered by outside information! 
A:38. 

Computer accessed proprietary salary info on 
executives disseminated! no financial gain 

Payroll checks produced, by computer [or fictltloua 
employee 
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I D  

699 

6910  

6911 

6912  

701 

702 

70] 

704 

705 

706 

707 

708 

;Og 

7010 

7011 

7012 

2,000 

1,800 

? 

I00,000 

1,500,000 

? 

? 

1,000,000 

? 

? 

3,000,000 

2,500,000 

? 

21,500 

20,000 

Type of 
Or~anisa t ion 

Finance 

Conspiracy No, of Perp. 

Finance N 1 

C ~ p  s e r v  

Educ 

Sales/mtc 

Educ 

Educ 

Educ 

Educ 

Sales/arc 

.Govt.  

C o ~ / ~ b l  

Cc~ /pub l  

Comp serv 

Ccmp se rv  

N 

Y 

Y 

Y 

? 

Y 

1 

2 

5 

4 

? 

60 

-? 

1 

1 

3 

? 

In/cot Pcai t ion  

l Employee 

I l~ployee 

romp 
operator 

Student 

Anti-war 
group 

Student 

? 

Student 

Student 

l~r~loyee 

Army 
o f f i c e r  

romp 
operator 

Company 

Employee 

Employee 

Comp 
operator 

Descr ip t ion  

Made unauthorized loan and f a l s e  entries; extended 
$2000 c r e d i t  of  revo lv ing loan account 

Inserted accounts payable punch cards i n to  system to 
i s s u e  $9999.99 monthly checks to a f i c t i t i ous  nursln 9 
home: slgned to OWn firm: amounts stolen were just 
below f loor  l imi ts on audits: discovered accidentally 

Sold personal medical record tapes for marketing use 

Students accessed accounting f i l e ;  suppressed charges 
a,;d obtained p r i o r i t y  

Beaver SS, antiwar group, destroyed tapes and punch 
cards 

Data center bombed; twenty years  of  data lOSt• 

UniverSity data center bombed; small damage to tape 
racks 

Students hold AZ~ computer fo r  ransom-Incendiary de- 
vices defused; motive: to get b a i l  money fo r  Ja i led  
Black Panther 

C~C ]150 f i r e - I x~bed  in  s tudent - led r i o t ;  A:!S 

Terminated e~ployee des t royed 'on - l i ne  f i l e  in 
pharmaceutical  f i rm; had :Just  been given two weeks 
notice 

Disgruntled of f icer  erased army purchasing data 
from magnetic tape 

Three mi l l ion c,;stomer na~ea l i s t  stolen during 
night shi f t  and sold by o[,etators 

Magazine used computer t ° handle f i l e s  on 
subscribers; when aubsrlber notifled magazine of 
change of address; co~pu~.er was supposed to create a 
new record but ins tead  wiped out s e rv i ce  to 
subscr iber  due to SDC progrsm and/or operator  e r ro r  

Populat ion tapes borrowed, copied and s o l d  

Took computerized address l l s t  f rom employer for use 
In own new firm 

RemOved input  docunents and r e l a t ed  cash; i n s e r t e d  
cards in to  co~puter which pr in ted  f a l s e  t o t a l s  cot 
equal to de ta i l  records; company v io la ted  basic ru le  
of  con t ro l :  persons in  data processing department. 
had access to cash and other departments 
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ID LoBe (~} 

7013 30,000 

7014 128,000 

7015 , 50,000 

7016 900,000 

7017 I 1,500 

Type of  
Organization 

Finanoe 

F i n a n c e  

Govt 

Finance 

Govt 

7018 1,600 Finance 

7019 ? 

7020 200,000 

7021 2g,O00 

7022 ? 

7023  8,~00,000 

7024 ? 

Govt 

? 

Finance 

Govt 

F inance  

ca~ Serv 

Consptrac X 

Y 

N 

? 

¥ .  

N 

No. of Perp. 

,2 

5 

II 

In/out 

Z/? 

i/o 

IlO 

z/o 

I 

x/? 

x 

l 

? 

x/o 

Pos i t ion  Description 

Bank clerk 

V.P. comp 
system 

~ p l o y e e  

Bank V.P, 

Adjustment 
clerk 

DP su|:~r- 
v isor  

DP 
o~rato¢ 

E x e c u t i v e  

Pr~raumer 

.? 

.V.P. 

•? 

Bank clerk withheld checks deposited and forwarded 
for processing; gave checks to accomplice, who 
duplicated signatures and machine encoding; made out 
forged checks in same amount payable to account of 
accomplice and inserted in next day's processing so 
control total would balance. As checks Cleared, 
accomplice withdrew funds 

Transferred money from infrequently used accounts to 
new accounts 

Used computer-gene'ated terminated state welfare 
numbers, changed nm~es to issue checks; discovered 
through questioning of payees and former payees 

Entere6 checks as cash deposits, then drew on checks 
not covered 

Through data prepared for a co~puter, transferred 
unclaimed tax credits from one taxpayer's account to 
another. Each tlme a'credit was ~ecorded, 
transferred it to' another account until it ended up 
in arelstive's account; detected when real claimant 
of tax credits turned up for his money 

Night-shift supervisor of DP Input/Output Control 
function withdrew frc~ savings account and destroyed 
Withdrawal Slips before keypunching; caught when 
missing withdrawals equaled deposits in his checking 
account 

Sold fuel ,  reduced inventory records without b i l l~ng,  
made dummy vendor Involcef. 

Executive w.~o was both a director on the board and a 
sales manager, made credits to ficltitlous companies 
with simultaneous debits for same amounts; put into 
computer payment autho, izations for goods which he 
pretended had been supplied by fake companies; 
co!leered processed checks/ Ax 33 

Electronically transferred funds to account under 
alias 

Rate changes made on postal bank payment card 

During a two year computer change over, V.P. and 
other;entered credits in new computer SystesD that • . :: .:'. :ii::i- !- :" :~"~" 
were not in 01d onel caught erasing 

Seized a long l i ne  leased tO TS s e r v i c e /  used account 
numbers and passwords oE TSie~ployees to gain access 
and extract p r i v a t e  data 



~ m 



j, , 
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• D )  

7025 ? .  

7026 ? 

7027 ? 

7028 ? 

911 ? 

712 ? . 

~D 

713 ? 

714 ? 

715 ? 

71(; ? 

727 6 ,000 ,000  

718 ? 

719 ? 

7110 30,000 

7111 -~ ? 

7112 22,000 

7113 ? 

~ . .  . , 

. J "  

m 

1 ' y p e o f  
O r q a n l z a t l o ~  

s e x y  

? 

Edoc 

Ccx~ BeEr 

? 

FLnance 

? 

? 

s a l e s / ~ c  

Educ 

Ccmp se rv  

T r a n a / u t i l  

Camp s e r v  

? 

C.cmp se rv  

Govt 

Comp se rv  

Consp i r acy  N,o., o f  Perp. I ~ /ou t  

y 21 I/7 

Y 2 I 

S 1 ! 

N 1 I 

T 3 I/7 

N 1 ll 

¥ ? O 

N 1 I 

S I I 

1 

Position 

Engineer  

Z~ployee 

Student 

~ployee 

~mployee 

comp 
techn ic ian  

Progra~m~ 

E~tremJst  

Employee 

Student 

~ l o y e e  

Chief  f i n  
o f f i c e r  

C o ~  
p r o g r a m e r  

P r o g r ~ e r  

Company 

Company 

Progrmmor  

Des~r lp t i on  

By acc ident  used co~ptzme passw~cd a l l ow ing  u n l i m i t e d  " 
pr iv i led<jed  access  

Attempted to set up business based on unauthorized 
use of service 

Students found • way of E'ur~ing Job without being 
charged 

Used employe¢'s ccmuputer as a resource in  personal  
consu l t i ng  se rv ice  

L a i d - o f f  employee removed l abe l s  on 1500 tapes 

By- te lephon ing a tape" record ing  o f  the s i gna l s  used 
by a c e n t r a l  data c o l l e c t i o n  cc~puter to  p o l l  remote 
data stations,• saboteurs prevented printout of 
processed data such as bill payments and 10an requests 

Programmer changed employer*s program to dest roy  a l l  
records ~hen terminated 

Le f t -w ing  ex t rem is t s  vanda l i zed  computer center  

Angry employee destroyed a l l  f i l e s  and programs 

Student t r i e d  to erase every volu~e o f  tab le  o f  con- 
ten ts  on d isk-packs 

Computer program s to len  over phone c i r c u i t  t e rm ina l  
at  Univ.  computleg; d iscovered when co~puter began 
spewing cards i n e x p l i c a b l y ;  A:29 

r o l l i n g  stock by manlpulatlng Inven tory  The f t  o f  
Input  

Obtained 
cc~puter 

safeguarded passwords from tlme-shared 
through ter,ninal 

Contract program~xer held programs for extortion 

Software firm took safeguarded contract software 
and sold to other firm 

Used registered ,,otsr llst for cOmmercial purposesl 
to address Junk mall to voters 

Software taken from old employer and sold to new 
e~ployer  
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. . .  , . .  

/ 

0 

xo Loss {$! 

7114 ? 

7115 ? • 

7116 ? 

7117 ? 

7116 ? 

7119 ? 

7120 5,000 

7121 5,00~,000 

7122 10,150 

7123 ? 

7124 ? 

7125 ? 

7126 120,000 

7127 6,000 

7128 123,000 

7129 

. T y p e  o f  

Or~anization 

Govt 

? 

Sales/mfc 

Comp s e r v .  

? 

Sales/mfc 

Comp s e r v  

f i na nc e  

Finance 

? 

? 

Medical 

Sales/mfc 

Salee/mfc 

Sales/mfc 

Sales/mfc 

,,, Conspiracy NO. of Perp. In/out 

N i I 

y 2 

N 1 

¥ 2 

N 1 

N 

¥ 6 

¥ 2 

N 1 

N * 

Y ? 

N I 

y 2 

N 1 

N 1 

N I. 

I /O 

I 

l 

I 

I 

X/O 

I / ?  

I 

I 

I 

I 

X/O 

I 

I 

P o s i t i o n  

Policeman 

Progran~er  

Technic ian  

Employee 

C.omp 
operator 

Engineer 

Owner of 
E~P 
s e r v i c e  

Designer 
of soft- 
ware pkg 

Systems 
analyst 

E~ployee 

Clerk 

Claims mgr 

Accounts 
clerk 

Bookkeeper 

Employee 

E~ployee 

Descript ion . ~  

Tapped r e f u t e r  to ge t . i n fo  for pr ivate use; puZled 
the dossier of a financier and passed to lawyer 
brother-in-law, who was considerln9 taking on the 
financier as a c l i e n t  

' Inf 0 stolen from payroll system and sold to insurance 
company agent 

~emoved PDP-8 one piece at a time from pla~t and 
assembled st home 

Extracted and s01d data; afte~ being fired, tried to 
..get others to do same thing 

Destroyed header input cards punched to watch for 
his unauthorized long distance phone calls 

Agent copied safeguarded data on 3000 W. German 
f i r m s ;  gave to East Germany" 

650,000 addresses copies without authorization; 
86,500 business letters with copied addresses 
printed for amsll order company by EDP service 

Designer of software package took programs from old 
employer to new . 

Misapplication of funds by former systems analyst 

Accrued round-downs to own Sa la ry  

Govt. c l e r k s  d i v e r t e d  computer ized f ami ly  al lowsncea 
for  c h i l d r e n  when death n o t i c e s  were r e c e i v e d  

Manager of  c la lma In a government sponsored medical  
a id  program put in  f a l s e  doctor  c la ims  and d i r e c t e d  
payme~tts to f i c t i t i o u s  d o c t o r ' s  o f f i c e  

False account and invoices entered from store for  
food not d e l l v e r e d  over t h ree  year  per iod  

Bo6kkeeper embezzled $6000 through con~uter  system 

~ployee changed punch card input to change sa lar ies!  
Inadc-~uate data  con t ro l s  s u r p r i s e  aud i t  d i s cove red  ! 
fictitious ss lar les  ! 

Altered deceased employee's data to have pension pai~. 
to own account 
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ka 

/ 

ID LOSS [$) 

7130 ? 

7131 

7132 ? 

7133 30,000 

7134 ? 

7135 211,000 

7136 ? '  

7137 ? 

7138 2,400 

7139 130,000 

7140 200,000 

7141 

7142 

V t f 

Type o f  
Organization 

Finance 

Conspiracy No. Of PerF. In/out Position. 

N I I " l'~mployee 

? N i I Employee 

? 

? 

F inance  

Finance 

S a l e s / m f c  

. T r a n e / u t i l  

? 

Finance 

Finance 

? 

Finance 

N I 

N I 

N I 

N I 

S i 

Y ? 

N 1 

I DP 
operator 

I Programmer 

I P rogran~er  

I Progranurer 

I P rogra~ner  

. . . .  

I P r o g r a ~ r e r  

I P r o g r a ~ e r  

I Aset.9.P 

I/O Gang 

i Company 

- • • • 

D e s c r i p t i o n  

Changed account  numbers o f  ~eceased t o  own t o  c o l l e c t  
pensions; caug.ht when a staple in one punch card 
forced manual handling, which revealed crime 

Left accounts of dead pensioners in system but 
changed the rec ip ient  b~nk account m,mbersl caught 
when auditors noted that most pensioners appeared to 
die in January andFebruary 

Pressed prlnter repeat' button to make 200 extra 
copies of own :hack 

programmer transferred LI7,000 to special account 
established fo~ writing off errors 

Raised limit check from $2,000 to $200,000 tO claim 
higher credit 

Programmer c o l l e c t e d  round-downs 

Mail order company was preparing a conmisslons 
ledger; progre~m~er opened new account named Zwana; 
rounded down other accounts to nearest penny and 
accumulated in •last account/ discovered after three 
years when marketing chose the first and last account 
for a PR exercise 

Input false cards to pay gran~other's electricity 
bill for three years 

Traded in old car as deposi t on new one; knew own 
code number in computer system; patched program to 

. bypass  printing h i s  account balance out so it did not 
appear on the current llst 

Embez:lement by computer operator and asst. V.P. 

Gang got credit bureau employees to set up false 
indentlties andrecords in company computer; placed 
people in credit positions in banks to feed fa lse 
ln fo into data banks and make bogus loans 

To enable k i t ing  fraud to be s c i e n t i f i c a l l y  
contro l led and system enlarged, company leased a 
computer with a free supply of programs originally 
devised for stock control 

• Tapped computers  o f  t i m e - a b a r i r ~  s e r v i c e s  by b u s y i n g  ....  
out a l l  the lines, going into a verification trunk, 
and listening in to the passwords. 
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O0 

7143 720 

7144 ? 

721 500,000 

Type of  
Organ iza t ion  

N 

Conspiracy No. of  perp.  In /o~ t  

1 I 

S a l e x / ~ f c  ¥ ? I 

P r o f / o r 9  N 1 I 

722 ? Sales/mfc N 1 I 

723 8,000 Educ ¥ 2 I / ?  

724 10,000,000" 

725 50,000 

726 ? 

727 ? 

728 ? 

729 589,500 

7210 ? 

7211 ? 

7212 ? 

7213 ? 

Finance N I I 

? N 1 I 

? N 1 1 

? ? ? ? 

]MuC N 1 I 

Finance ? ? ? 

Medical  N 1 ? 

? H 1 I 

? N 1 I 

T rans / ,~ t i l  ? ? ? 

Position 

Wages 
c l e r k  

~ployee 

Keypunch 
operator 

Messenger 

Co~ 
opera tor  

Tape 
l i b r a r i a n  

[~ployee 

Student 

? 

Student 

? 

? 

Comp 
operator 

Former 
employee 

? 

Desc~lpt ion 

Comuitted f raud ~ i n g  cOmputer because i t  was a 
horrible impersonal machine'; falsified computer 

accounts 

Employees studied internal computer system! 
information to be used for private gain 

Inserted metal object to cause short circuit in d i s k  
file drive 56 times in two yearal $500,000 spent o~ 
tracklng down problem; closed circuit TV eyat~ was 
installed to monitor activity and catch perpetrator! 
motlvez overpowering, urge to shut down computer 

MesSenger carried computer tapes between two 
companies; erased data using magnet 

Malicious mischief case of crashing t,le system! 
through unauthorized I nqL~Iriea into the system, 
obtained safeguarded systems info which allowedi¢rash 
program to be developed and stop operation of system 

Tape librarian to be fired replaced all tapes in 
vault with blank tapes 

Shut down computer three times i n  week to embarass 
supervisor; Investigation of breakdown led to 
culprit's identity! motive; disliked new boas 

Student destroyed course files, left messages until 

caught 

Acid dumped on longllne phone wires into ccaputer 
causin 9 downtimes, etc 

Student allegedly had inser ted  trap door into system 

Damage to memory stacks by pointed instr,-.ent 

Unauthorized order entered for patient of doctor 
opposedto cc~puter system; breech of security made 
possible by an innocent physician who failed to press 

sign-off key 

Computer operator sabotaged computer systeml detected 
by c losed  c i r c u i t  T.V. 

Destroyed minor amount of documentation and data 

identification 

Gained access to control room, shut off power to 
airport computer center 
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/ /  

¢0 

7 2 1 4  7 

7215 ? 

721~ 21,600 

.Type of 
Orqanlza t lon  

Coma/p~bl 

Ind 

Ind 

7217 7 Covt 

7 2 ~ 8  7 

721) ? 

7220 ? 

7221 ? 

7222 ? 

7223 ? 

7Z24 80,000 

7225 7 

Govt 

Conspirac T No. o f  Perp. I n / o u t  

N 1 0 

? ? I 

7 7 I 

¥ 5 l 

X 2 l 

Edu¢ N 1 I 

Comp s e : v  N 1 I 

Co~ ps e r  N 1 l 

Co~p s e r v  

Sslse/mfC 

Ss les /mfc  

Govt 

¥ ? 

¥ 2 

N 1 

Position 

Outs ider  

C o . a n y  

Company 

DP 
opera to r  

Attain 
~ssi~t 

Student 

Ex- 
employee 

~ p l o y e e  

Pro<it stoner 

Pro</r~er 

Proqr~er 

Comp 
s p e c i a l i s t  

Descr ip t ion .  

By POsing as s. J o u r n a l i s t ,  opers tor  o f  te lecom- 
municat ions supply f i r m  was g iven manuals end 
demonstra t ions  which aided him in r t pp in  9 o f f  P a c i f i c  
Telephone; used phone for  en t ry  to cor~puter system Of 
Pr~T to  p lace la rge  orders w i th  company's c e n t r a l  
gu~ply d i v i s i o n l  p icked up equipment sent to company 
docking a :eas;  sold to lazge cnmpantes and I n d i v i d u a l s  

Computer system au toma t i ca l l y  renewed cance l led  
insurance p o l i c y ;  insurance company sa id  i t  was not  
l i a b l e  fo r  acc ident  , but  Judge disagreed 

Po l i cy  o~n.er had an acc ident ;  insurance company 
refused to  pay; sa id  they had cance l led  p o l i c y ,  but  
customer had rece l vedco~pu te r -gene rs ted  renewal 
no t i ce ;  c a n c e l l a t i o n  not ices  were never t ransmi t ted  
to  co~puter f i l e s ;  Judqe sa id  they had to pay 

Operators destroyed t r a f f l c  t i c k e t s  issued to  t h e i r  
and o t h e r ' s  cars;  uncovered ~ e n  meter maid became 
suspic ious 

1¢0 punch cards fo r  un reg is te red  v6ters  entered i n t o  
r e ~ l s t r a t i o n l i s t s  pe rpe t r a t o r  needed the cooperat ion 
o~ someone in another department to ~a in  access, but  
~,a t  person was not i d e n t i f i e d ;  two wi tnesses  , 
overheard te lephon e c-nversat ion~ A:44 employed 13 
ye&ra 

Student copied 5000 pacswords from system £ i l e ,  using 
t ex t  ed i to r  

Obtained c r e d i t  r epo r t s  u s i n g  ID number of l e g i t i m s t e  
subscr iber  

Employee t r i e d  to change c r e d i t  data  e b o u t h i m s e l f  by 
submitting forms; discovered  when an observant  
keypunch opera tor  not iced p e r p e t r a t o r  name and 
WOndered why an employee was subml.ttln~ forms for 
changing h is  own record 

P r o q r a ~ e r s  a.~ o the r s  took sof tware  and sold to 
marketer  

Two pro<Jra~mers scheduled to b~ l a | d  o~f took pzo~¢~  
l i s t i n q s  of secret processes to be patented 

Cot safeguarded lnfo.one record a t  s t ime; was 
trapped selli . '~j output  l i s t  to agent  

Tax record checking log ic  sold to persons to  
gu ido-deduc t ion  c la ims 
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0 

CO 

zo boss ($} 

7226 ? 

7227 2,485 

7228 . . . .  ? 

7229 215 

7230 215 

7231 3,500 

Type o f  
Organizstle~ 

? 

7 

Educ 

Ccm~/publ 

Cc~a/publ 

T r a n a / u t t l  

7232 40,000 Govt 

7233 61,800 . 

7234 290,000 

7235 

7236 

Conspirac~ No. of Perp. In/out 

N 1 I 

N 1 

N 1 0 

N 1 

N 1 

? ? 

M e d i c a l  

Govt 

I 

¥ 2 I 

N 1 

Finance H 1 0 

Position 

Employee 

Ex- 
empioyee 

Outs ider  

Psnployee 

Admin 

Keypunch 
operator 

O u t s i d e r  

C o n t r o l l e r  

Desc r ip t i on  

Ldta vulnerable to in-house access. Personnel 
salaries ~re printed out 

Former employee  s t o l e  s p rogram and s o l d  f t !  
dlscovered when perpet ra tor  returned tocomPany to  
ask for an updated copy of theprogr~ 

Phony professor v i s i t e d  an d raided U.S. cOmputer 
centers; obtalned Info and programs; started a 
sof tware mal l -o rder  house! discovered whenone 
c~psny found that he was S e l l l ~  copies of their top 
secret computer pr~ramJ~ 

Extra hole punched in phone bill to get i000 kr 
benefit 

Punched extra hole in phone bill to get i000 kr 
benefit . 

A magnetic ink character recognition (mlcr) imprinter 
was used to imprint correct mlcr code on "]4 phony 
checks; in manual handling, clerk noticed different 
color of phony checks 

Put own address on pay records fo r  former employees 
for  four monthsb received checks| discovered whe n 
computer re jec ted  misspel led name of  a former employee 

Accounts recelvable insurance checks diverted and 
marked uncollectable; administrator and marlager 
deposited payments from insurance company in dummy 
accounts 

Keypunch error set property tax rate base $7,000,950 
too high, revenue iost; discovered when an erroneous 
tax bill was received 

When reader failed to read a check, the center 
punched a substitute document and got into system 
through a car d entry run to keep system running 
smoothly, s custOmer had issued a p a y r o l l  check f rom 
his payroll accountz sOmeone photoocpied It, put in 
different names and cashed checks, which were sent to 
bank~ since mlcr strip did not photocopy, computer 
rejected it and put substitute Inl detected when 
custOmer berne curious about checks charged to him 

Controller embezzled by setting up du~ay vendor  i n  
accounts payable; u n c o v e r e d  in process of 
computerization of manual systems 





i• 

CO 
UI 

ID 

7237 

7238 

7239 

7240 

7241 

7242 

7243 

7244 

7245 

7246 

7247 

7248 

Lcee ' ($ )  

8,300 

? 

1,150,000 

2,500 

1,000,000 

600,000 

28,000 

28,800 

164,000 

2,800 

840 

TYPe o~ 
Or~anization 

Finance 

Govt 

Finance 

Finance 

Govt 

Conspiracy No. of Perp.  

¥ 6 

N 1 

N 1 ! 

N I 

). 1 

Finance 

Sales~talc 

Govt 

T r a n s / u t i l  

Govt • 3 

Educ 

l~/out. 

X/O 

Pceitic~ 

S e c r e t a r y  

~.ployee 

Mgr 

~ p l o y e ¢  

Pharmac i s t  

Gangster - 

Operato~ 

Consultant 

Employee 

Accounts 
receivable 
clerk 

PP mgr 

Computer 
center 
directo~ 

Description 

Defaced mice codes on own checks aft~: crediting 
payee, destroyed checks 

Welfare e~ployee input extra cards to produce 
unauthorized grants 

Assistant office manager sold firm's stock holdinga~ 
kept receipts; erased computer tapes; suspicions 
aroused with the appearance of inconsistencies in 
firm's records 

Withheld items from databank he prepare d for 
gubmission to data processingl made false entr:es to 
reconcile 

False medical prescription claims for deceases 
persons processed; dlscove~ed when someone wondered 
why claims were being filed for two dead people 

Used bank codes to send telex or cable' to ,get monel 
from Korean bank, bank executive 9ave out secret code 
to gangsters but was never brought to trial~ rumors 
that he was with CIA 

Drug company EDP e~ployees asked pay raise or would 
mishandle invoices| e~ployees got raise were Iste£ 

replace d 

In course of legal work, consultant trek care of keys 
to various offices and had access to systmns, forms, 
info, etc,! filled out and cashed phony grant IOUs 
from data in computer file 

Entered cards for phonyda~age claims against ships| 
sent sums to d~y acoonts! discovered by chance when 
coded a shipping rate' incorrect 

Falsified invoice info andthen transferred funds 
into his own account 

Employees sold 250 hours c~puter time to loan 
industry without detection for two monthsj industry 
was unaware of illegality of actions 

Director  of computer center at a col lege obtained 
outside DP job and ran programs assoc,sted with it on 
college's sigma 5 without paying school 
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CO 
0% 

*D Lo~s {W 

7249 ? 

?250 ? 

7251 100,000 

7252 

7253 

7254 

Type of 
Organization 

Comp serv  

Educ 

Govt 

Educ 

? 

Coco se rv  

7255 70 

7256 

7257 

731 

732 

? 

Govt 

Educ 

Sa le s /mfc  

Conspiracy 

N 

N 

N 

N 

NO. of Perp. 

i 

In/out 

O 

I 

I. 

I 

i/o 

x/0 

O 

I 

Position 

Student 

Student 

~ployee 

Student 

Operator 

Salesman 

Student 

O u t s i d e r  

Politician 

StuCent 

~ p l o y e e  

D e s c r i p t i o n  

High school  s t u d e n t  found password in  waste  b a s k e t ,  
used time and got dstsi  discovered when a computer 
operator noticed a requested, file that was unusual 
for the particular account number; further monitoring 
revealed a practice of calling and reading (fishing 
expeditions); Purpose: to play games 

Students replaced business output data with anti- 
government slogans 

Defrauded telephone system; rewired an exchange for 
own use; modified equipment to allow free access to 
outgoing trun;, lines; discovered by post office 
investigation division; perpetrators were mostly P.O. 
employees in their 20s with university degrees; 5 
year scheme 

By assigning console to reader, student took over the 
rest of the system from remote Job entry 

Operator.performed computer services for others while 
working 

Sold free computer time cheap to customer for 
kickback; uncovered by a financial executive 
analyzing computer use 

Students from nearby university mlsused control 
console and got in  main CPU for loss to company, 
stole time by getting their remote terminal 
identified as the control console of the TS service 

Unknown person used password to get on Univac I1081 
played games; computer center later changed password 
procedure, adopting a voic~ validation procedure 

Requisl£1oned mailing llst printout for use in 
political re-election campaign 

Semi-privlleged user put s trojan horse program in 
library for file maintenance/waited until operator 
executed program in privileged mode, got into soft 
catalog and found top executive;, altered top 
executive to start another p~iviledgedJob; erased 
trail; discovered by system programmers when a crash i 
occurred 

Employees returned from strike and sabotaged on-llne " : '  " ' : : " ~ ' ~  

inventory and order system 

i 

: 'j 



p D 
4 6 m 



"-T 

@ 
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\ 

ZD L o s s  (~) , 

733 ? 

734 3,000 

735 ? Zduc 

736 ? 

737 500 

738 ? 

739 70,000 

7310 1,000,000 

Type of 
Or~anizatlon 

Sales/mfc 

Educ 

7 

Sales /mfc  

Govt 

Ind 

7311 ? Govt 

7312 ? 

7313 

Conspiracy No. of Perp. In/oL1t.. 

N i I 

? N I O 

Y 3 I 

7314 8,000 

7315 70,000 

N l 

N 1 

. i 

¥ 2 

7316 ? 

Pos i t i on  

Comm/publ 

Employee 

Software 
vendor 

Educ 

Zd~c 

Comp se rv  

Covt 

Student 

? ? 

I Employee 

I Programmer 

0 Outsider 

O Thieves 

? ? ? ? 

I Operator 

I Operator  

Thieves 

Operator  

• I /O Employee 

Descr ip t ion  

Disgruntled employee threw disk packs from 5th f l oo r  
window; data  l o s t  

Software program designed to fail at certain times 
and need revisions; problem revealed after extensive 
manufacturer tests and threats oflegal action to be 
taken against supplier 

Students found their account had gained privileged 
status to run restricted programs; bug was fixed 
after several pranks were played 

Someone entered a program which •copied itself and 
filled space 

Interconnect cables cut 

Out of revenge, iwrote routine into sophisticated 
program and screwed up program for months 

Bribe offered for theft of driver address tape 
usually sold by bureau; operator did not take bribe 
but contacted officials, who notified police 

Burglary suspects had output listing of affluent ' 
supermarket owners; unknown how they got llst or who 
compiled it; A:26.29,37,63 

Uldden transmitters in CPD at a securlty agency, 
capable of transmitting to outside truck v|th 
electronic receiving equipment 

Deciphered telephone company codes and gave 
management unlisted phone ~u~bers from protected 
~iles to show how poor dat~ security was 

Student employee took files, cards, tapes; use d 
computer without authorization; had operator 
accomplice 

Thieves cut wlres and removed a computer 
co,~unlcations adapter 'in on-line system 

,Girlfriend switched programs on-innocent boyfriend 
computer operator when he was not Icoklrg and tried 
to sell to service bureau customer; A:19 

Government formsst01en; falsified requisition forms 
processed by computer and submitted; shipments made 
and diverted before arrivlrg, at delivery place Over S 
several year span 
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OD 
¢O 

ZD Lcas ~1 

7317 ? 

73i8 200,000 

7~19 I00,000 

7320 ? 

732i 5,000 

7322 ? 

7323 24,500 

7324 ? 

7325  1,500,000 

7326 200,000,000 

7327 4,000 

7328 33,000 

7329 300,000 

Type of 
Organization 

Sales / ta lc  

? 

? 

Finance 

ero f /org  

Govt 

Sales / ta lc  

Govt 

Finance 

Finance 

Finance 

Finance 

Sales/talc 

Conspiracy No. of  Perp. 

? ? 

N 1 

N 1 

Y ? I 

In/out 

? 

Y 3 Z/O 

N 1 I 

N I 

? ? 

N 1 

¥ 22 

Y 2 

Y 2 

N 1 

? 

? 

r 

z/o 

IlO. 

I/O 

I 

Pnsition Descript ion 

? 

Ex-comp 
operator 

Manager 

Company 

DP mgr 

County 
assessor 

? 

? 

Teller 

Company 

Progranner 

Clerk 

Opera t ions  
mgr 

Micro f i l e  of plans  of. PGZ Cont ro l l e r  and IBM and GB 
disk d r i v e s  miss ing 

Broke in and took'22 reels of customer and market ing  
data; held for ransom; ransom p&Id 

False physical counts of inventory entered into 
ccxnputer records; internal security firm was=called 
in to investigate shortage; one department head was 
responsible for test oountlng inventory items, 
feeding data Into computer, and running spot counts 
during day~ failed to record counts for later 
processing into computer 

Sale of computer program to general partner firm 
without dlscloslng2 violation uncovered in routine 
SEC audit 

Sold llst of discharged servicemen to insurance men 
for possible clients 

Tcok fee for sale of county compute r program to 
other goverr~nent agency; program was from a 
computerized property appraisal system~ AI5:; 

Stole computer circuit dlagrem 

Code for nuclear reaction simulation transmitted to 
USSR via Sweden 

Manipulated hundreds of accounts through teller 
termlnall caught by bookie bet 

Equity funding crested 64,000 fake policies and sold 
them to reinsurers 

Progran~ed transfer of $I00 from 41 sequential 
accounts to wife's account; officials became 
suspicious when patrons complained about unauthorlzed 
withdrawals from their accounts 

Made checks-toformer shareholders but sent to a 
friend; erased records 

With help of computer, issued forged corporation 
drafts and cashed~ programmed o~aputer to advise 
master computer that so much money sbou]d be c:edlted 
to a particular account; caught when perpetrator went 
on vacation before one forged check had returned and 
was seen before perpetrator could destroy original 
A:46 





t 

ID 

?330 

7331 

7332 

7333 

7334 

Co 7335 

7336 

7337 

7338 

7339 

7340 

S,O00 

? 

40,000 

? 

15,000 

2,000,000 

1,500,000 

150 

1 , 8 0 0  

Type o~ 
Orqanizatlon 

Finance 

Conspiracy No. of Perp. In/out " Position 

2 l Employee 

Sales/mfc 

.Edu¢ 

G o : t  

Govt  

F ina nc e  

? ? 

N I 

N I 

¥ 2 

2 I P r o g r a ~ e r  

Finance ¥ 

Finance N 

? ¥ 

I 

I 

I 

l/o 

? 

Finance 

? 

Employee 

COOrdin- 
ator 

Operator 

36 O Fraud r ing 

I I DP 
messenger 

3 Y/O Claim~ 
p~ocessoE 

Description 

i % romp 
operator 

? ~I ,~ a.ployee 
L 

Created i0 phony savings accounts using branch 
terminall 9Ot passbook loans were entered against 
each of the phony accounts/ instructions for 
noncollectlon of loans was enteredI each loan taken 
out against dummy savings accounts was withdrawn and 
converted to cash~ amount used to open savings 
accounts was als0 withdrawn 

Modified program for men's =lothing Store to put 
invoices into aging status and suppress statement 
printing; purchased clothing without paying 

Payroll system manipulated to keep terminated 
teachers' records active to process payroll checks 

Sold salary raises to other employees: altered 
records in night runs 

Collected time cards of terminated employees and 
issued computerized.psi warrants 

Boyfriend tricked operator into wiring money fr~ 
western hank to NY bank account by getting her to 
type numbers into the console; absconded with $2.5 
million;b~nk did not have an adequate system of 
message ve~ Ification or a properly discriminating 
personnel security control 

Coded 450 phony auto ~egistratlons; reported cars 
stolen; got insurance 

DP messenger made withdrawals o~ $150 from passbook 
accounts belonging to others 

Claim s processors and outsiders submitted fraudulent 
claims for se~vices; detection through accidental 
meansj required intense policy |nvestigatlon to 
provel although relatively little involved with 
knowledge of computer programs, still a computer 
abuse because the volume of claims required automated 
systems less amenable to close supervision of 

personnel 

Computer operator made program chan~e to collect $.10 
from each employee's check. 

$200 insurance premi~ payments recorded'as $i00, and 
$100 embezzled 

t 

!I 
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~O 
0 

ZD Loss t ~  
Type OE 

Organ iza t ion  

7341 10,000 Finance 

7342 25,000 Tr&~s/util 

7343 800,000• Finance 

7344 5 , 8 0 0  ? 

7345 ? Oovt 

7346 ? Educ 

7347 ? gduc 

7348 1,850 Comp se rv  

7349 2,000 

7350 500 

7 4 1  ? ? ? 

742 ? E d u o  Y 

743 2,000,000 Comp s e r v  

Conspiracy No. of Perp. 

N 1 

I~/Out 

! 

Pos i t ion  

Branch 
mgr 

Customer 
rep 

2 Z/O 

0 Thieves 

I Employee 

? ? 

? ? 

I Student 

i I "Student 

3 0 Outsider 

1 I ~ C~ 
analyst 

.? ? ? 

3 I- Student 

4 I/O President 

Descr ipt ion 

oank branch manager juggled accounts using cocnputer 
input 

Outside person went to Con Ed customers and entered 
Into agreement with wi th them in which, instead of  
paying monthly bills to Con Ed. customers gave 
representative half the face am~unu of the bill in 
cash each monthl insider, by forging punch cards, 
affected credit on those acounts so it would appear 
~he bill had been psid 

Tapped wires, broke code, and diverted interbank 
transfer to Bahamas 

Tampered with punched card to lower record debt to 
employer 

Updated automobile registration with false information 

Theft of account password and use of computer services 

Student was given an account number and limited 
c~puter time! wrote a bandit program that 
masqueraded as the computer system to get others' 
secret account numbers! program would simulate a 
system malfunction and would sign off! victim would 

think he had been subjected to s system crash and 
would start over; his account number would be known 
by perpetrator, and his account would be rapidly 
depleted 

Student was given a demonstration user name when in a 
school cc.uputer programl later.installed home 
terminal| called in by phone to activate school 
computer with proper codes; extracted info to play 

Third party sold co~puter services which were 
unauthorized 

AnelYst sold computer time at low rate when supposed 
to be testing l uncovered by accident when president 
asked manager how he could sell time ~o chesplyl 
manager knew nothingabout it and investigated 

Damage to memory stalks by pointed instrtu~ent 

Students disrupted computer services by crashing 
systeml methods of crashing unknown 

Gasoline poured on equi[~nent and ignited, destroying 
IBM 360/40 

i:i 
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/. 

ID Loss 

747 

748 

749 

7410 

744 ? 

745 ? 

746 10,000 

? 

? 

? 

? 

7411 20,000 

7412 

7413 

7414 

7415 

Type o f  
O r g a n i z a t i o n  

F inance  

F inance  

Govt  

Govt  

Educ 

Educ 

? 

Sales/mfc 

Conspiracy No. of Perp. 

N I 

N I 

? ? 

Y 4 

Y 5 

¥ 5 

Y ? 

Y 3 

? N 1 

Comp s e r v  Y ? 

romp serv .N 1 

Comp s e r v  N 1 l 

zn/out 

I 

? 

? 

I 

I 

I 

Z/?  

! 

z/o 

Position 

romp 
o p e r a t o r  

? 

? 

P r e s i d e n t  

Student 

E'.ployee 

Printer 
operator 

operator 

Ex-pro- 
grammar 

Investment 
counselor 

Employee 

Student 

Description 

Operator shot computer with handgun out of frustrstlon 

Screwdriver a t tack  on core 

Du:Ing ~computer installation, wires and cables cut on 
three occasions 

Criminal records sold to detective agency; sold into 
on Job applicants 

Five Students printed llst of all accounts in system 
with password 

Computer us@r and account information taken but not 
used 

Printer operator paid to stop program and make dup- 
licates of crucial reports needed for information 
leak 

While working alone on nlghtshifts, erased and sub- 
stituted invoice numbers on accounts receivable 
progEam to reflect a credit of sale for stolen 
merchandise; manipulated computer to Juggle the 
record of stock 

Fired employee returned for flcw char~ he had been 
working on, but Janitor caught him In the act 

Used computer center to llst clients with certain 
savings, who would be willing to transfer to 
certlficates; received payment from clients 

Mailing house employee offered customer llst on 
magnetic tape for sale to competitor; caught when 
competitor pretended to accept offer 

Student used school terminal to crack security of a 
major TS service; found there was no read protection 
on any location in the core; wrote dump program, 
printed out operating system, and from that listing, 
along with tip~ from programmers at the service and 
an obsolete s?~tem manual, worked out entire system; 
printed out the account name and llne number of every 
terminal logged on to the system, located buffers, 
and wrote a program to eavesdrop on whatever was 
being typed on a terminal by printing out ecntents of 
buffers; got pri¢ileged access but did r~t do much 
with it 
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. W 9 

IO uoss {~) 

7416 ? 

Type of 
Organization 

Finance 

Conspiracy 

N 

No. of Perp. in/out 

2 : /o 

7417 ? Govt N I 

7418 85,00~ Trans/util Y 4 I/0 

7419 ? ~ ? S 1 

7420 8,578 ? N 1 I 

7421 125,000 S a l e s / m f c  Y 

7422 ? Ind N 

7421 ? 

7424 22,000 

Position 

FinanCe 

Finance 

operator 

0 Ex-convict 

Computer 
clerk 

I E x e c u t i v e  • 

Janitor 

Description 

? I E~ployee 

l • I Programmer 

B 1 0 Kidnapper  

N 1 $ S u p e r v i s o r  

Salesman, helped by computer operator, changed input 
dat~ to make the unqualified guallfled; sold 
insurance to unqualified for kickback 

Received stolen cars from other countries; made new 
records using government computer; caught when no 
paper for cars were found 

When a driver cams in with a collection sllp for 
inventory pick-up, computer clerk ~uld give him a 
doc~ent to return before exiting. System was 
breached when clerk entered a dr~ver's false 
collection slip in the computer, thereby allowing 
release of driver 

Secretary saw executlve call up on dispiey and read 
s6fegusrded information stored in firm's computer; 
suspected of using inside info to guide speculations 
in ~odlty markets .and causing financial injury to 
empl~/er; since It w~s secretary's word against his, 
no action was taken 

Monthly pay increase enteredin errroz as hourly 
increase; discovered when an accountant notice d 
perpetrator was doing exceptionally well for a 
Janitor, bettter than the boss! investigation beganl 
worker refused to repay; A:36 

Collusion in an order entry system; fraudulent 
clothing orde-s and nonshipments of clothing 
p~oducts; caught by audltors 

Dnwsrranted refund computed and :sent to customer 
repeatedly; due to erroc computer was not progza~ned 
to clear an account when a refund was made; customer 
finally cashedrefund check and sent in a personal 
check; next month he received a check for double the 
amountof the refund; this continued until the amount 
became so large that the insurance company finally 
noticed the error 

Kidnap ranscn was deposited on-line and withdrawn by 
cashcsrd 

Put false vouchers through collection co.any 
computer, .which then issued perpetrator's false 
insurance refund checks; discovered bY a clerk who 
noticed a very large refund check being mailed 

• .•, . . . .  ,. 
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Type of  
ID Lose {~) Organization 

7425 I0,000 Govt 

Conspiracy No. of Perp. 

N 1 

In/out Posi t ion 

I Employee 

7426 5,300 Finance N 1 I V.P. 

7427 200,000 

7428 55,000 

Govt Y 5 I / 0  

Sa les /mfc  Y 7 I / 0  

. Z 

Y 2 

7429 8,000 Comp serv 

7430 ? Ind 

Cashier 

Employee 

7431 902,000 

I Employee 

I Company 

Govt ¥ ? 0 Outs iders  

7432 ? Finance N 1 I DP mgr 

7433 150,000 Finance N 1 I Employee 

7434 I00,000 Ssles/mfo N 1 I Accountant 

Description 

When monitoring duties were added to input 
responsibilities, perpetrator initiated multiple 
unemployment checks and deleted them from disk 
records; discovered in audit 

V.P. of F~P changed savings program to ignore 
withdrawals from his account; made flctiti~uL 
deposits to own account and withdrew from another 
branch 

For five years, added names to printout of DMV 
a~u fcants; got and sold driver licenses 

Phony operation used. store's central department 
Computer center to'steal'and fcrge credit cards; 
charged merchandise to accounts o~ custc~zs; 
A:I9,24,3D and others 

Stole 2 million yen from automatic cash dispensers 
using counterfeit cards; A:32 

U.S. dollars bought and sold between banks for 
francs; computer systems were rigged to print out 
confirmations of foreign exchange deals but not to 
record such transactions on the banks' books. To 
conceal losses from forward currency transactions, 
manipulated tz'ansactions were carried out at rates 
that did not conform to the market; A:53,47 

Check kiting scheme involved misprogramming the city 
computer to issue checks to fictitious corporate 
accounts; fund~ were then laundered by passing them 
through various' banks; plot broken by help of 
informer involved in laundering 

~ P  chief  a l tered cheeksso they were not machine 
readable and had to be done manually byh im;  he them 
made new check amounts and diverred money 

Bank employee built a cor~.Jnd Into an EDP program 
which de '.cted $i from every tax credit over a 
certain amount and paid it into his account! bank 
clients assumed $i deduction was for  services; 
dlscovored when' auditors noticed large number of 
~transactlons in one account 

Used computer to pad payroll until I]~.S audited his 
personal returns 
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~,0 

ID 

7435 

7436 

7437 

7438 

7439 

7440 

7441 

7 4 4 2  

7443 

7444 

Los, i~) 

160,000 

2,569 

73,525 

F)0,000 

1,000.000 

Type Of 
Organization Conspiracy No. of Perp .  Position 

?inance N I 

Con~p s e r v  N 1 l 

zn/Out 

z Computer 
l i a i s o n  
officer 

Keypunch 
operator 

Govt Y 5 I Employee 

Govt Y 4 I/O Terminal 
operator 

Govt  Y 2 I / O  Employee 

? • Engineer 

0 Gang 

• N 1 

y. ? 

Finance 

S a l e s / m f c  Y 2 I Employee 

• 1,320 Finance ? ? ? 7 

I/O Employee 

D e s c r i p t i o n  

Finance Y 2 

Computer liaison officer entered bogus transactions 
into record bank and manipulated accounts through • 
innocent co~puter staffl drew checks fo~ amounts less 
than ceiling requiring authorization, using facsimil e 

algnature of ranklngmachlne. At end of month, he 
reconciled computer-generated accounts 

Hired to keypunch and verify; punched own account num- 
ber into 'five others' deposits; when attempted to 
withdraw money, telle[ ca]~ed security personnel, who 
called FBI 

Payroll office employees altered files and fed phony 
data into computer fOE unearned overtime and vacation 
pay; method of capture not disclosed for fear of 
tipping off potential imitators 

Caseworker completed forms authorizing transactions 
for emergency assistancel transactions were fed into 
terminal and 173 unauthorized checks were prlnted and 
mailed to phony recipients In six months; discovered 
by auditor when a new quality control syste/~ was 
implemented 

Officlal at .agency changed input data t9 give wife 
unemploy~lent benefits; discovered when checks were 
produced at wrong pay cycle 

Set up:fictitious companies and used them to obtain 
loans and to pump false into into data banks; 19"/9-74 

Phony credit school specislizlng i n credit procedures 
plantedgang members in businesses; fed false Into 
into da,t~banks to which employers subscribed; using 
and selling credit, ring's operations drained up to 
$i million from banksand finance companies; caught 
when an undercover agent arranged for the purchase of 
credit credentials. 

Deduct,~d $0.02 extra weekly from each employee's 
withholding ta x and credited self; caught when an 
employee noticed that deductions did not add up 

Account short by ATM activities, card stolen; PIN in 
mlsaddress file; by blocking the account one of the 
ATMs captured the card 

Attempted to cash spurious check but failed when 
insider did not alter controls as planned 





ID 

7445 

7446 

7447 

74~0 

7449 

noss t~) 

182,500 

164,250 

67,300 

6%000 

66,000 

7450 5 , 0 0 0  

7451 ? 

7452 ? 

7453 ? 

7454 ? 

?455 2,800 

D 
# 

Type of 
Organiza t ion  

Finance 

Conspiracy No. of  Perp. 

N 1 

Finance N 1 

Govt 

N i 

N 1 

Y 3 

L 

T rans /u t i l  N 

~ v t  N 

J 

N 

C, ovt N 

N 1 

16 

In/out 

! 

Fosition 

M~r 

x ~r 

I Employee 

I Employee 

I/O Clerk 

I Clerk 

I Employee 

I Employee 

I Data 
s e r v i c e  
director 

? ? 

• I Engineer 

Descript ion 

Set up fake f i rms end t r icked other employees in to  
issuing credit notes and checks to them; shredded 
credit documents and replaced with new letters of 
remittance to the loan institution's bank so that the 
entire amount was credited to her own account; this 
went on for four years because the bank did not send 
a confirmation of every transfer to payer 

Owner of a firm tricked loen institution into paying 
out an amount in excess of firm's economic cspaclty; 
perpetrator manipulated ED? input to pay out a s~ in 
excess of the amount of installment contract! fi6m 
went bankrupt 

Counterfeit punch card enabled perpetrator to deposit 
incorrect amounts in his account 

Obtained 86 false paychecks for himself from 
employer's computer 

Put unauthorized punch card payment vouchers for 
child allowances into computer; forged signatures of 
officials who should have made authorizations; punch 
card s~ervisor did not ~ecognize forgeries and sent 
cards to EDP center, which authorized the transfer of 
amounts to fictitious persons 

Clerk added ove~tlme for other employees by name but 
with own ID number; payroll system identified 
employees by ~ID number, but input data, such as hours 
worked, by name; got false overtime; caught by 
auditor who noticed excessive oveLtime pay 

Employee of a network planning team put DMV system 
into irrecoverable crash to discredit state's use of 
IBM system 370/158 for educational tlme-sharing and 
to demonstrate fallibility of IBM's OS/MVF operatin9 
system 

User signed on with another user's password and stole 
disk sp~ce 

County computer and staff used for pr [date buslness; 
jobs contracted for as consultant " 

Picked phone ]ock;.used terminal to access outside TS 
system 

Sixteen engineers tampe:ed with machine to print 
,computer plans on Copier; used computer"about 20% of' ..=:;": i; 
available time for lucrative purposes 

,X( 

I!L 
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! 

%0 

ID 

"~456 

7457- 

751 

752 

753 

754 

755 

756 

757 

Loss  {$) 

? 

IS,O00 

lO0,O00 

ii0,000 

Type of 
Orqanlzatton Conspiracy No. of P e r p .  In/out 

N 1 I 

;rid N l I 

Position 

Comp 
operator 

Staff 
member 

7 ? 7 ? 

? ¥ ? 0 

y ? I Comp s e r v  

¥ 12 I 

y 13 X/O 

? ? ? ? 

N 1 I 

. Sales/mfc 

Salea/mfc 

R a d i c a l  
o r g a n i z a -  
t i o n  

Company 

Employee 

Comp 
operator 

Employee 

Description 

Computer operator established own service bureau 
business by writing programs for salary (payroll) 
instruction, testing and running them in company 
c¢~,puter; discovered when he forgot printouts in 
computer room 

Names and data on employees away at school extracted 
fro~ computer files and supplied to a political party 
for their campaign; Jse was authorized by an official 
who was also a member of the political party 

Intentionally erased magnetic tape by passing it 
through strong magnetic field; accused of sabotage, 
but since tape itself was not damaged court ruled no 
offense committed 

Time ~ombs caused 600 million yen damage to company's 

computer facilities 

Conspiracy to destroy business; wiretapping; burned 
plant; two competitive computer firms traded charges 
of conspiracies and criminal activities 

Twel~e employees belonging to a Russian spy ring 
disclosed secrets about Western electronic data 
ptoc~sslng techniques to an East European secret 
servlce; caught taking components~ manuals, tapes and 
el-cult photos of computers 

Manipulated computers and tank gauges to hide di- 
version of oll to other companies; barge only 
recorded I/2 of oil belng,placed in tank for delivery 
to other fuel companies; employees involved were a 
computer console operator, oll barge captain, and 
owners of independent oil firms who received the 
stolen property; A: 61,51,29,10 & others 

Competitors of a rental agency were underbid by mall 
amountsl suspected password leak to compromise rental 
agency files; conf~rmatlons to home owners a possible 
leak when ps sswo:ds were changed, close underbidding 
was eliminated 

Stole mag-tape; used to address labels for union 
organizing activities! unauthorized~ access to files 
traced to stolen.tape that Ii peoRle had access to 
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, " . , 

ID 

758 

759 

7510 

? 

200,000 

Type of 
Organization 

Con~p. s e rv  

Conspiracy No. of Perp. In /ou t  Poe i t ion  

N 1 I Clerk 

Sales/nfc ,. ¥ 

~ v t  

7511 ~ v t  N 

? 

1,000,000 

? 

751.2 

7513 

7514 

7515 

7516 

7517 

7 5 ~  

7529 

12. z/o 

12,000,000 

? 

56,000 

1,000,000 

N 1 I 

I ! 

? ? ? ? 

Educ 

Ss les /~¢  

GOVt 

N 

N 

N 

.Camp se rv  

Govt 

Finance 

I 

Z 

O 

.! 

~=ploy~ 

Systems 
analyst 

Director 

Student 

Ex-eN- 
ployee 

Ex-e~IP. 
ployee 

Company 

DA 
inspector 

Outs ider  

Executive 
employee 

Description 

Borrowed safeguarded county birth record tapes' had 
p r i v a t e  cOmputer s e r v i c e  bureau p~epare for updat ing;  
wanted information put on a CRT terminal in his 
office because clerk was tired of old-fashioned 
method of referring to coaputer printout 

Inventory •data in computer manipulated; furniture 
noted as misplaced; all 12 employees had access to 
books showlng location of each piece of furniture in 
warehouse 

Wrote progrm~ tO get safeguarded data, birth dates, 
employment records for trustee election race;• caught 
by another employee suspicious of his actions; A:44; 
employed seven years; $~I,000 annual salary 

Tookslx magnetic tapes to updlte files of Chicago 
Title & Trust Co., a noncllentl fired for 
unauthorized programJ~ingl e~loyed seven years 
$21,000 annual salary 

Took printout of Wallace supporters, cash, 
letterheads, volunteers' names; entry to campaign 
headquarters had to be made with a keyl no suspects 

Student turned on paper tape at termtnai and in eight 
hours got a l l  tape and passwords 

Former employee stole program 

Mid- level  executive worked st  OSI from 1/75 tO 6/751 
sto le a copy of  a coeputer program , used phone l ines 
to defraud OSI, and tried to become s consultant to 
FFA on computer security; OSZ did computer work for 
FKA, and perpetrator tapped into computer that 
contained proprietary FEA files 

BASS ticket outlet alledgedly 90 t copy Of prOprietary 
software from third'party 

Used special c¢~aputer llnk to get DMV Info for 
friend 

Posed as handyman in DP center and instructed 
computer to issue him checks; discovered three months .: 
a f ter  he l e f t ;  unknown who hired him as a handyman 

%nsarted data f,~r f a l s e  supp l i e r a  and truckers) paid 
himualt; $25,000 annual t s l a r } ;  hod r~cetved sev- 
eral  plaques over the years f rc~ cc:~oany auditors for  
excel lent  condit ions of his records 

Ii 
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OD 

I D  LOSS ($) 
Type of 

Organization 

7520 20,000 Ind 

7521 

7522 

7523 ? 

7524 ? 

7525 126,000 

7526 799 

7527 190,500 

7528 

7529 56,000 

Comp serw 

Govt 

Finance 

Finance 

Conspirac~ No.of Perp. In/out 

N I I 

Y 3 

Y ? 

• Y 9 

Y. 2 

Finance N 1 I 

Sales / ta lc  

Govt 

Finance 

N 

N 1 

¥ 4 

~/o 

x/o 

! 

I 

I 

I 

z/o 

Pceition Description 

Comp 
operator 

comp 
operator 

Gang 

Employee 

Company 

Ex-cashier 

T e l l e r  

Payroll 
supervisor 

C£erk 

DP 
employee 

Computer operator took cash receipts, removed input 
documents; customers complained a~out accounts not 
being credited but were pacified for several months 
by offering apologies fOE computer trouble 

Operator 'prepared a duplicate tlmecard for a ship- 
ping department employee[ checks were signe d 
mechanically and totaled to prove that amount 
disPersed agreed with total on payroll register after 
removing computer-generated duplicate paycheck, 
operator forged employee's signature and cashed check 
by second endorsement 

Cgedit card ring altered credit ratings via credit 
verification computers; higher credit ratings all~sd 
purchase of much merchandise; A:33,30,19 

Fed falseinfo into camputer to issue ADC checks to 
friends 

Phony computer run used to cover reused collateral 
operations; insuranc e company accused of fraud by SEC 

Former ten year employee cashier quit to start a 
disco when he got upset over promotion prospects; 
.cost him more than expected so went to .bank and 
persuaded a former colleague tolet him take some 
documents to computer entry port/ inserted forged 
debit slipsI.would have succeeded if bank had not 
changed its methods while he was gone 

Teli~r withdrew from an account and altered tape to 
hide; surprise audit found shortage; A:21; employed 
four months 

Inflated payroll totals to make blank checks; printed 
. checks and forged signatures; A~351 employed 18 years 

Clerk changed time charges held in computer for 
consultant services 

Employee in automatic data processing section of bank 
fixed progr&m to reduce checks to eightstockholders! 
issued check to fictitious person for total and 
mailed to outside cohorts, who deposited checks and 
drew money; discovered when another bank employee 
became suspicious of large deposits and withdrawals 





t 

( 

ZD Loss ~ )  
Type of 

O r g a n i z a t i o n  

7530 15,062 Finance  

7S3~. gzo 

7532 1,800 Finance 

7533 209,000 Finance 

7534 4,000 " 

Conspirac~ No. of Perp. 

Y 2 

Finance  N I I 

Finance 

7535 21,000 Finam:e 

N 1 I 

7536 7,2"57 

¥ 2 

N i I 

I n / o u t  

z/O 

N 1 I 

Finance N 1 I 

Z/O 

Pc21tion 

Mgr 

Opera to r  

P r o g r ~ e r  

Systems 
officer 

DF 
mgr 

DP staff • 

Control 
c l e r k  

D e s c r i p t i o n  

Altered DP system tO credit totals of custOmer 
servic~ charges to his own account instead of income 
account; no auditing procedure for checking service 
account or ihcome account; unknown caller phoned bank 
about theft; auditors traced back deposit slips to 
f i nd  offset 

Perpetrator's Job was to resubmit mutilated checks by 
placing them in an envelope encoded with the account 
number of the check;she had tWO checking accOunts 
and would write a check on one and deposit it in the 
other; then mutilate the check so computer ~ould 
reject it and return it to be placed in an envelope; 
she would then resubmit it with regular checks. By 
causing her checks to be rejected several times, she 
was able to keep her checks from clearing 

Cashed checks on own account; entered delete card in 
Computer to remove check before it was charged to 
account. Discovered by observant teller 

Fixed DP system to ~ebit general ledger account and 
credit accemplice's accounts at other branches; 
discovered during routine audit when an unsupported 
debit was found in the general ledger; eight deposit 
slips •totaling the same amount were found; $14,000- 
$17,999 annual salary; motive: gambling debts 

Entered d,~m~y deposit into own'savings account through 
a testing terminal; fixedcomputer to divert with- 
draw, ls against savings to another account; made 
withdrawals and deposited into checking; next morning 
returned computer program to original state; $14,000- 
$17,999 annual salary; motive: living beyond means 

Designed way to Inflate an account by a computer 
entry; opened s checklng account at bank under 
different name and wrote checks against account; 
during routine audit, bank found checking account and 
deposits made into it by means of a computer entry 
without documentation 

Deposited checks' into own account from another ac- 
count crossed out ABA 'numbers so computer would 
reject checks; when checks returned for balancing, 
substituted stolen checks for .own check; first 
account was then never debited yet other account was 
credited for amount of deposit; discovered in normal 
auditor ex&~Ining proof differences 
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L 
Z 

I• 

zo Loss ~) 

7537 27,967 

7538 65,000 

7539 ? " 

Type of 
Organization 

F i n a n c e  

Finance 

Finance 

7540 90,000  Finance 

/.J 
O O 7541 1,000 

7542 75,000 

Finance 

Consplracy No. of Per F. i n / o u t  

N I I 

Govt  ":, 

7543 .F inance  Y 

N 1 I 

N 1 

N I 

7544 

N I 

7545 

Comp serv • 7 . 

Comp eerv Y ? 

Position 

ACCOUntS 
rece i vab le  

. c l e r k  

V.P. 

DP 
supervisor 

operator 

I T e l l e r  

Keypunch 
operator 

0 Outsider 

I /O Clerk 

I/0 Terminal 
operator 

Description 

Clerk  made up new punch cards and sent to check 
p r i n t e r ;  c reated and used bogus checks in  p lace o f  
those of  customer w i th  same name1 caught when forged 
a u t h o r i z a t i o n  would not v e r i f y  

Channeled funds from var ious  i n t e r n a l  and customer 
accounts into owuaccount; routine audit found 
unexplained credits in personal checking ac~-ountf 
concealed for six years; A~401 employed 14 years 

Introduced a minus at beginning of trial balance to 
conceal withdrawals without putting books out of 
balance; minuses did not appear on printouts; fellow 
employee noticed suspicious actions which led to 
discovery 

Took account balance card to keypunch and raised 
balance~ when statements came out, changed balance of 
statements by changing card; unaware that a computer 
printed out al ! numbered passtcok transactions; 
caught when routine audit found nothing corresponding 
with a $i000 deposit to account 

Made fraudulent deposit to own account from another 
account! entered transactions into machine; then got 
key from lax supervisor to remove total • from machine 
but not computer; tore off tape andthrew away 
brcughtinpassbook next day to update 

Produced 86 false payroll vouchers payable through 
Swedish postal system~ wrote false punch tape, 
disengaged computer memory, sent listings of vouchers 
to be expected to F~ost office; post office needed 
more than four months to uncover; A:25 

Con men made off with proceeds of numerous loans on 
basis of bogus .TRW reports; only checking doneby 
bank-was by calling numbers given by applicants for 
place of work; all numbers located in one fictitious 

location * 

Six men paid a clerk to alter computerized credit 
records of pcor-risk clients by deleting bad info 
and/oradding good; normal duty was to verify that 
necessary changes in a given credit record were made7 
tip-off to FBI came from one who had been approached 
and offered a clean credit slate for $600 

Operator falsified data for gang, doctoring credit 
.reports for poor risks 

I 
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r ¸ 

b.J 
0 

• Type of 
ID Loss.{~) Organization Conspiracy No. of perp. In/out 

7546 2,817 F i n a n c e  N 1 • l 

7547 I 0 0 , 0 0 0  Finance 

7548 2,500,000 Trans/utll 

7549 380,000 ? 

7550 ? Ind 

7551 1,250 Finance 

7552 418,000 Finance 

7553 64,000 Govt 

7554 146,300 F i n a n c e  

7555 17,600 Govt 

Y 23 I / O  

Position 

Claims 
examiner 

? ? ? ? 

N I I P r c ~ r ~ e r  

N I I Credit 
c l e r k  

Y 2 0 ? 

¥ 3 I/O V.P. 

Y 3 I / 0  Social 
worker 

N I O House- 
painter 

Y 2 I / O  S t a t s  
official 

D e s c r i p t i o n  

Embezzled money, concealed by co~puter entriesl A:371 
motlves travel expenses 

For four years,~clalms examiner filled out forms with 
real pollcy numbers, false claims, and a code 
directlng the claim check to be mailed to claimants 
instead of doctors! claim forms passed to keypunch 
operator who checked if persons were insured by Blue 
Cross, which they were /  machine and program only 
checked for errors, not fraud! plan was' wrecked when 
a person involved in scheme filled out his own form 
erroneously and claim was rejected; claim went to 
quality control supervisor, who called doctor and 
learned operation was never donel audit traced crime 
to examinerl A~261 employed six years; 12 were 
arraigned: &:26,27,22,51,22,26,23,51,36,35,23 

Fraud in water account billing| $2.5 million missing; 
possible kickback for employees not billing large 
water sccountsl possible le~ky pipe 

Programmer-sliced off, not rounded, fractional shares 
and put into own account 

Made bogus credit slips and put customers payments 

to own account 

Daily ATM withdrawals from account~ two csrdholders 
said cards stolen 

Falsification of bank records and check kiting to 
cover up account deficiencies 

Fictltious payment cards fed into computerl auth- 
orized payment to fraudulent bank accounts on basis 
of punch card info; money was paid into 18 to 20 
accounts st several banks from 5/74 to 9/751 caught 
when an auditor picked a fake punch card that had no 
corresponding file 

Withdrew maxlm~ from many ATMs, driving full speed, 
using shcrtcuts! had liquidated all assets! still on 
the loose 

Used social security syst~ for six months to obtain 
benefits for re41stered fictitious childrenl computer 
got suspicious whel; number grew to 12 

i 
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ID Loss (~; 

7556 2,050 

Type o f  
Organization 

Finance 

7557 500,000 Finance 

7558 33,123 Covt 

7559 99,304 

7560 9,600 

7561 24,000 

Sales /mfc  

? 

Finance - 

7562 1,600 Edu¢ 

7563 

7564 15,000 

Govt 

C ~ / s e r v  

Conspiracy 

N 

Y 

Y 

N 

• N 

.N  

No. of Perp. 

1 

In/out Position 

I Treasurer 

l/O Claim 
s ~ e r v i s o r  

I/O Operato~ 

I / 0  Supervisor  

I Employee 

I Employee 

0 Student 

l Po l ice  
c h i e f  

Z Ex-en- 

gineer 

Descr ip t ion  

Sto le  depos i t s  by manipula t ing  computer fcr  two 
monthsi output  showed r eba t e  to  customer for 
overpayment one loan but it was not reflected in the 
general ledger nor was customer ~ssued a check. 
Resulting discrepancy wa's used to cover stolen 
deposits; suspect did not realize output copies went 
to auditor; A:50 

FOr eight years, inserted fabricated account in 
memory banks of computer, dlrectin9 ,mlon benefit 
checks to be mailed to a relative; spot audit 
unearthed account that had no file, but matter was 
dropped. A second audit again revealed account so 
computer memory was dumped; it was found that all 
checks were made to one person instead of ~ hospltal 
A:38,37,37,.39 

Consultant bribed an operator to manipulate c~mputer 
so normal safeguards were overridden; issued 447 
duplicate medical billings; doctors were apparently 
unaware that they were being paid more than once for 
services performed; profit for consultant came when 
he collected fees which were based on a percentage of 
state payments to doctors 

Supervisor inserted improper vendor code, diverting 

checks to sister 

Input own name in employer's computer as receiver of 

payments 

Made counterfeit postal account payment cards; 
applied a false stamp for debiting in'bookkeeping 
department; sums. froma fictitious sender and 
fictitious account number were then credited to own 

Computer time stolen by use of passwords found on 
oiscarded cards; operators noticed stranger 
submitting weekend runs; caught; confessed; repaid 

stolen time 

Police ~hief may have altered own driving record 
through network terminal; discovered during routine 
inspection of ,printouts which included changes made, 

dateand time ~ 

Firm rented computer time to customers connected 
throug h a'pnone hookup; perpetrator used others' 
passwords, charged time to their accounts, produced 
tapes for tool machines! discovered when customers 

complained about high bills| A~42 .. 





4•% 

O 

Io  ~ .oss  (~) 

~61 100,000 

762 

Type of 
Organization 

Educ 

Govt 

Conspiracy No. of Perp. In/out 

N i Z 

? ? ? 

763 ? Finance y 2 

764 

765 

766 

767 

768 

769 

7610 

7611 

7612 

7613 

? 

1iS00 

? 

? 

? 

40,000,000. 

? 

Govt 

Govt 

N I I 

N 1 I 

? N l I 

Govt 

Govt 

N % 

N I 

Ind ¥ ? l 

? ¥ ? O 

Educ 

Ind 

Comp serv  

¥ 12 

Y 17 

Y 2 

! 

! 

Z/O 

Pceltion 

programmer 

? 

Elec- 
tronics 
s p e c i a l i s  t 

Mgr 

Supply 
c l e r k  

Programmer 

Soviet 
diplumat 

Camp 
opera to r  

Company 

Company 

Student 

President 

Clerk  ~ 

Description 

Progranfner pul led computer wires;  d i s g r u n t l e d  over 
being l a i d  o f f i  A:34 

Printout of safeguarded info on soundness of national 
banks.stolen; e~ployees suspected because only s few 
people had knowledge ofinfo stored in a locked file 
cabinet 

Allege d conspiracy to comprumise bank's orb-line 
system for TV news show; electronics specialist 
charged CBS with asking him to break the accounting 
system of a bank electronically 

Manager:of computer center ~old personal Info to 
outsiders not authorized to use it 

Used terminal to locate items to steal; progr~ed 
syst~a to prepare fraudulent requlsitioning 
docu~ents; obtained and sold items 

Fired employee went to clean out desk and wrote 
program that destroyedaccounts receivable I six months 
later; company puSlished ads pleading with customers 
to pay debts, but .company went bankrupt 

Diplomat tried to recruit employees of a computer 
manufacturing firm wlthaccess to Pentagon computers 

Made own tape of ~ax asses~nent info and sold it; 
director discovered unauthorized camputer time and 
"called in investigators; A:33; employed five years 

Illegally tapped computer ~ banks of credit bureaus; 
telephoned credit bureausi-claimlng a s,~bscription to 
their, service; obtained codes; used info to .harass 
debtors 

Fifty-slx Insursn~ cumpanles employed informants to 
galn access to FBI and IRS computerized crimlnal 
history files and get Info on policy holders; posed 
as doctors or nurses; made simple phone calls 

Employees upgraded their own and friends' transcripts 
through computer 

Used computer to inflate inventories and revenue to 
mislead stock buyers 

Through an inside cler k, salesman improved persons' 
credlt'ratings in bureau files for a fee ~ : . " ..... 
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0 

Io ~ s s  ~ )  

7614 i0,000 

7615 5,800 

7616 ? 

7617 ? 

7618 8,200 

7619 400 

7620 1,000 

7621 30,000 

Type  of  
O r g a n i z a t i o n  

Sales/mfc 

Conspiracy No. of  Perp. In/out 

Y 2 z ~  

Educ N 1 

? N I 

Finance N I 

Finance 

Finance 

Financq 

Finance y 6 I / 0  

7622 9,585 Finance N 

7623 90;000 Finance 

7624 ? 

7625 1,176 

Oovt 

y 33 

sa l e s /mfc  N 1 

: ! 

z / o  

z /o  

P o s i t i o n  • D e s c r i p t i o n  

Ex-pro-  
granTner 

S t u d e n t  

E m p l o y e e  

T e l l e r  

.? 

? 

Bankc lerk  

co~ 
o p e r a t o r  

Employee 

• Comp 
operator, 

Payroll 
c l e r k  

A former store progran~er returned and ran sales 
slips with ccaputer codes filled in through the 
register and then cancelled; took slips to customer 
service department to get refund and had refunds sent 
to cohort; discovered when an employee overheard a 
refund request and mentioned it to the salesman who 
supposedly sold the ~erchandise; A:26,25 

Fifteen computer parts taken singly, possibly to 
build systum to tap main co~puter 

Illegally copied computer tape 

From 1/73 to 12/75, altered data so that overdrafts 
of friends would not appear/ for compensation 
received a new roof, two necklaces, and beer! A1451 
employed 30 years 

Unauthorized withdrawals by daily AT}{ use; account 
holder never recelved card 

Unauthorized withdrawal following removal of hold on 

ATMacoount 

Unauthorized withdrawal! ATM cards and PIN still at 
institution; card use stopped on the same day 
machines'were instructed to capture so fraudulent 
card was never recovered 

Clerk had access to computer which showed dormant 
accounts, enabling wlthdrswal of $30,000; five 
accomplices made withdrawals under surveillance by 

bank security c~mera8 

Operator put deposits in own account Instead of cor- 
rect account through computer! s spot check 
discovered the missing funds 

Two employees processed bogus claims through co~0uter 
terminal; 31 others Charged with receiving and 
negotiating bogus claim checks; A:31,34 

Rigged computers to approve fraudulent duplicate 
medicaid bills and kick c~t vouchers for payment of 
bills 

For two months, entered wrong info in computer to 
steal from employer! A:24 



~ ~ t  ~i ~ 

! 



r 

ID 

7626 

7627 

7628 

7629 

7630 

O 
tn 

7631 

7632 

.7633 

7634 

7635 

Loss I$) 

17,000 

14,000 

150,000 

? 

21,240 

.? 

950 

!4,269 

608,000 

109,000 

Type of 
Organization 

Sales/arc 

Conspiracy 

N 

Finance 

Finance 

Finance N 

Govt N 

Govt 

Finance 

Govt 

Comp serv 

Finance 

No. of Perp. 

I 

In/out 

I 

P o s i t i o n  

Ex-super- 
visor 

Ex CGT~ -¸ 

purer 
• operator 

Outsider 

1 ? ? 

1 I Wage 
officer 

I Wage 

officer 

I/O 

i 

Computer 
operator 

Computer 
operator 

President 

? 

D e s c r i p t i o n  

Clerk programmed fictitious data to issue vendor 
checks; fed ~nto computer; checks w~re retrieved 
before beingsent to vendors and placed for deposit 
only in own account; clerk was a former bank employee 
and knew the people she dealt with facilitating the 
scheme; motive: in debt; A:46 

Between 5/74 and 3/76, made false entries i n  bank 
records in bank computers 

Due to apparent clerical error, savings account was 
given the same number as that cf a corporation; 
account holder withdrew funds and took to Oregon; A|36 

Cash card stolen from home; later PIN stolen, used 
for withdrawals 

When doctors claimed expenses, wage officer put 
figure on payroll computer; doctors would be paid 
salaries and expenses together at end of month; rules 
allowed expenses to be pald direct to doctors 
in~nediately so perpetrator would pay doctors by 
computer and then have a hand-issued check for the 
same amount made out, which she paid into her own 
account; caught when a doctor called the department 
personally to ge t expenses paid immediately and found 
a check already issued; a checkup revealed a claim. 
also in the computer; A:32; two yeaz scheme 

When terminated doctors left, computer was programmed 
not to issue further salary checks, but details were 
not erased. After a short time, perpetrator would 
re-employ them on the computer and intercept salary 
checks which she would endorse fraudulently ard pay 
into her own account; A:32 

Used position as programmaker i n  a computer system 
to produce counterfeit cash cards with the computer; 
cashed 

Computer operator.created food stamp accounts fOE 
bogus Idencitles; caught by entering funny names such 
as "King Kong BabY=;.two cohorts; A:23,22,31 

For fOUr years added hours to employee records and 
added fictitious employees; took Pal; discovered by 
auditors; A:55 

Got accounts in~fa!se names; withdrew money with 
false identification 

I 

i 
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O 
O~ 

ZD Loss i~} 

7636 13,430 

7637 5,100 

7638 1,347 

7639 218,000 

7840 70,000 

7641 

771 

772. 

773 15,000 

?74 ? 

775 I00,000 

776 2,100,000 

777 

778 17,000,000 

Type Of 
Organization 

? 

? 

Finance 

Finance 

Govt • 

Conspiracy No. of Perp. 

N 1 

N i 

N .I 

N l 

N 1 

Comp 8etv 

Zduc 

Finance 

Sales/mfc 

Govt 

S a l e s / r ~ c  ¥ ? 

Finance Y 5 

Sales/m~c 

In/out 

I 

I 

I 

? 

O 

Position 

Govt  

Employee 

Employee 

~lq~!oyee 

? 

P r i s o n e r  

? Student 

8 Computer 
oPerator 

I Outsider 

• Employee 

Keypuncher  

Looters 

Employee 

2 I Supervisor. 

¥ ? ? 

Descript ion 

Fcom 1971-76 f a l s i f i e d  punch cards, got un jus t i f i ed  
loans and compensation 

F a l s i f i e d  punch c a r d s  

Used f a l s i f i e d  punch caLds  to  t r a n s f e r  f u n d s  fcom 
b a n k ' s  a ccoun t  ' to  own 

Withdrew frcxn false accounts, falsified automatic 
b a n k i n g c a r d s  and u s e d .  

Prison inmate used prisoncomputer shop to Penetrate 
the IRS system through the commercial TS network 
employed by the prison and the tax agencyl filed 
eight fraudulent W-2 forms and returns foe tax refunds 

Used'mlnicomputer from father to get passWords end 
access unillnk service 

Employees shutoff air conditioning and power in 
labor dispute over ~otatlon assignments 

Man fed up with computersl smashed window of bank; 
fed nonsense into terminal; police came when he 
tripped alarm; A:35 

Terminated employee destroyed key file that cost 
$15,000 tO generate 

Keypunchers disgruntled over pay raise deleted arrest 
records of 75 people; discovered when terminals were 
wired tO detect tampering 

During blackout, loote~s destroyed Wang mlni-computer 
and financial data 

Altered computer and bookkeeping systems to conceal 
brokerage firm's failure to obtain physical 
possession of stocks for Customers 

When fired, stole 500 financial tapes and disks which 
contained all the .future flnanclsl plans of ICC in 
Europe~ security guards, accustomed to strange 
wo[klng hours helped load the tapes in car; held for 
ransom; called ex-boss and demanded $400,0001A~25 

Cang used army logistics system to order, move and 
store computerlzed ~nventory items, at convenient 
locations 

: / •::!!•~i•i ¸ i"•~ %̧ .̧ 
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Type o f  
ID LOSS ~ )  O r q a n i z a t i o n  

779 7 Cutup s e r v  

7710 ? Educ 

77il 7 Govt  

7712 100,000 Sa].es/mfc 

7713 ? 

7714 

Sales/mfc 

Comp smrv  

C o n s p i r a c y  No., of P e r p .  

N 1 

¥ 2 

In/out 

! 

P o s i t i o n  

DP mgr 

Student 

Agents 

I . Progr eumuer 

?/O S t u d e n t  

Description 

companies, A & B, consolidated work on a computer 
with B's DP manager running the operation; he 
persuaded A and B to operate the machine also as a 
computer bureau forother companies; manager also 
worked for companyC, another, inhouse installation: 
that sold timel company C found.out .that the computer 
.ciock that records time used had been out of order 
and time was logged manually; unauthorized sales of 
computer time for cash payments going into the 
manager's pocket could have been considerable 

Student tapped phone • lines, recorded computer signals 
transmitted on it, and thus ~btained an access code 
that let him obtain relatively sensitive data from 

the computer 

Two USDEA agents were involved in a conspiracy to 
sell computerized data about individuals.associated 
with the drug world; DEA suspected someone of 
removing data so they created a fictitious file and 
entered false•data into the computer; one agent 
returned to the DEA headquarters and removed the 
file, unaware that he was being ~ideotaped 

Computer company had entrusted perpetrator with disks 
to work on and refine at another office; fled with 
them; suspected of attempting to sell them on the 
black market for $i00,000; A:25 

Student was granted access to system as an aid for 
academic project; found that he could tap into the 
firm'S main computer, which controlled what items the 
company shipped and received; with the aid of a 
cohort, concocted a fictitious firm and address and 
used his access to the computer to order merchandise 
to be shipped to this address; later instructed 
computer to mark'blll paid~ cohort was dissatisfied 
with share and told authorities 

Took service bureau mailing lists and sold to own new 
customers; manager•had been fired in a dispute over 
how well records were being kept;he returned the 
next day for six hourS, after which records and tapes 
were dismovered missing 

J 
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p.d 
O 
O0 

T~pe cf 
ID LoSS {$) O r g a n i z a t i o n  

7715 312,000 Sales/mfc 

7~ 16 

7717 200,000 

7718 ? 

7719 '18,000 

Educ 

Comp serv 

Ind 

Finance 

Conspiracy No. of P e r p .  In/out P o s i t i c n  n _  

Y 4 I Executive 

7720 23,000 Sa les /a rc  

7720 25,000 Finance 

7722 ? 

7723 24,187 

7724 6,000 

7725 109,000 

N 1 I Student 

Y ? I/O ~ployee 

Y 2 I/O Police 
chief 

Y 4 I/O Teller 

N 1 I P a y r o l l  
c l e r k  

1 I v . P .  

Finance 

Finance 

Finance 

Govt 

? ? I / ?  Employee 

N 1 I Employee 

¥ 11 I Employee 

N i I Payroll 
s u p e r v i s o  r 

_ Description 

Three of f .'Jr partners in a wholesaling firm operated 
a carpet outlet store on the side; they know the 
details of the order flow procedure and the only 
input that would generate an invoice ticket '~as a 
delivery flcket; they placed orders with the firm for 
carpeting and by-passed normal delivery, process by 
picking up the material in a rented van st the 
will-c=il desk to conceal the actual destination from. 
personnel. %n employee, an ex-convict, destroyed the 
fake delivery tickets because of threats to expose 
his past; uncovered when firm manager found an 
undestroyed 'i'llvery ticket for which there was no 
documentation 

Worked part-time in the registrar!s computer area and 
got unearned Phi Beta Kappa status bychanging his 
and others' grades 

Upgraded computerized credit ratings for 30 people 

Police chief sold safeguarded criminal histories 
stored on the state's Computerized crime data network 

Used computer terminal to locate inactive savings 
accounts and tr~nsferred money to fictitious 
accounts; used money to cover debts at a social club 
with three friends, who made the withdrawals and 
split the money; discovered •when a customer 
complained; A:26,30,27,29 

Created fictitious employee and time records and 
cashed payr.cll checks 

Over 14 months, manlpulated,in~ernal clearance 
account} transferred funds to other accounts - his 
personal checking, his mother's, and a school account 
for which he was treasurer; concealed by false 
entries on records; A:44; $40,000 annual salary; 
employed 22 years; motive: gambling debts 

Computer.r~cqrda altered' tO conceal increasing 
company defic'It 

Made false entries on bank records 

Manipulated computer to allow withdrawals from 
customer accounts~ A:22 plus ten others, ageslunknown 

Set up, dummy accounts and overcharged schools for 
• salaries; took money 
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7726 450,000 

7727 2,750,000 

7728 ? 

7729 ? 

7730 ? 

7731 ? 

7732 ". 64,000 

Type o f  
, Orqan lza t lon  

Finance 

Govt 

Comp serv 

Govt 

Govt 

lad 

7 

Conspiracy 

N 

Y 

N 

N 

No. o f  perp.  In/out Position 

l Z V,P. 

1 I Employee 

? ; ~rployee 

3 z/O Comp 
operator 

1 O Outsldet 

3 I Company 

3. X Clerk 

7733 gl, 000 F; nance W l I Employee 

¥ 7 I Manager • 7734 l,O00,O00 lad 

7735 " ' Prof/c~rg ¥ 2 I Lengshore- 
m~ 

D e s c r i p t i o n  

Responsible f o r  conversion to new system! d i ve r ted  
money from accounts • 

PrO<jra~ed fake employee names on p a y r o l l ;  checks 
were p r i n ted ;  losses t o t a l l e d  $2.75 m i l l i o n  in  nine 
months 

E~ployees went into the customer Info file (CIF) at 
night, t r a n s f e r r e d  quarterly savings accounts to 
their own CIF numbers and then back after having made 
from $10,000 to $12,000 through ATM~ over a weekend 

Operator produced checks on unemployment account and 
had others cash them 

Collected interest while waiting to get computer 
error corrected; Interest collected bought him a car 
and a pool! A136 

Wrote off and took as income customers' unclaimed 
credit balances 

For one year ,  fed phony p a y r o l l  into l~P; entered 
names on p a y r o l l  l i s t  o f  those on v a c a t i o n ,  s ick or 
no longer w i th  the company; co l l ec ted  ex t ra  cash 
wages from voucher for  s e l f ;  co-workers  no t i ced  
discrepancies in wage statements, and a colleague 
found empty payroll envelopeq with names on them in a 
wastebasket in the suspect's office 

Over 3.5 years, set up 35 false payroll accountS at 
bank where employed; put cash in accounts by grantln9 
fake persons a payroll account loan; when he cashed a 
check on his personal account, and it was checkeC by 
the bookkeeping department, he replaced it with a 
check drawn on an imaginary account, signed and 
stamped by him 

¥~r five years, programmers keyed a row of switches 
on computer panel that would boost the number of 
trifecta winners at dog tracks; phony tickets were 
printed for extra winners created by computer; cashed 
more winning tickets thansold 

Had someone else fraudulently insert his longshoreman 
badge into computerized system at hiring center to 
check him in as being available for fill-in work! 
improperl~' tc~k pay benefits while working on docks 
elsewheLe A:3? • ;% : "i~ ,,::, 
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ID 

7736 

7737 

7738 

7739 

7740 

hJ 
7741 

O 

7742 

' '  i 

Loss  L~/ 

17,000 

!,000 

4,885 

500,000 

TyPe of 
Or@anization 

GOvt 

Govt 

Conspi~sc~ No. o f  Perp. 

¥ 4 

? ? 

% 

In/out 

I/0 

Finance Y 2 O 

Sales/mfc Y ? I / ?  

171,756 F i n a n c e  Y 2 I/o 

? F i n a n c e  ¥ ? I/? 

? X 5 Z/O 40,000 

7743 60,000 Finance N I O 

7744 

7745 

7746 

II,000 

? 

75,0~0 

Finance N I I 

Govt ? 7 ? 

Finance ¥ 2 O 

Position 

Accountant 

O u t s i d e r  

Employee 

Margin 
c l e r k  

Programmer 

Employee 

C ~ e r a  
dealer 

Employee 

? 

Outsider 

D e ~ c r l p t i o n  

A c c o u n t a n t  s t o l e  and f o r g e d  c a n c e l l e d  c i t y  employee  
p a y r o l l  check~;  f i n a n c e  d e p a r t m e n t  o f f i c i a l  became 
aw#re of  mis, :g c h ~ k s  when a s tore  manager brought 
one in ;  three accc~pl ices;  A:26,3Z,23,22;  employed 
three years; $1,222/monthly salary 

IBM machines gave $5 ticket when 25¢ ticket was 
inserted; problem surfaced when youngster offered a 
TV reporter a $5 ticket for $3 

Made phony ~TM depoqlts; withdrew, and mailed to 
csrdholder accomplice 

Input false payment info into DP system for two 
years; underbllled for plastic hags sold to another 
company; probably used flagging code that wcul, d 
falsely prompt the CPU to indicate certain amounts 
receivable as paid 

For two years, changed stock purchase records to 
allow loans; wrote and cashed checks 

Phony account, bogus sales, checks produced, all 
computer records erased; caught when one person 
involved informed FEI 

Computer-relayed ra~e results allowed bets in TiJuana 
before official result; one person radioed in winning 
horses to another, who phoned Info to a computer- 
operated message service. Messages were then relayed 
tO S man near the betting window; an employee inside 
set the track clockback 1.5 - 2 minutes, lengthening 
the bet-takir~ deadline; A:22,22,44,30,40 

Registered the latest of his photo-supply companies 
as a Visa credit card merchant;obtained a llst of 
credit card holders and numbers, and forged names on 
sales slips for fake purchases; deposited them in 
bank ,nd had them transferred to s Swiss bank 
account; when he requested a second transfer, the 
bank refused and called in postal inspectors who 
discovered scheme through signatures; A:33 

Falsified bank receipts 

Rate changes "made on payment card 

Withdrew from $i,000~000 which bank recorded in error 
for $i,000 

a ¸ 
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ID LOSS ($) 

7747 55,000 

Type of 
Organization 

Govt 

7748 60,000 Finance 

7749 1,000 F i n a n c e  

3750 3,000 FinanCe 

7751 1,200 Finance 

7752 32,000 Finance 

7753 39,000,000 

7754 78,000 

7755 144,000 

7756 " ? 

7757 ? 

7758 lO,O00 

7759 ? 

7760 ? 

Ind 

Finance 

Sales/mfc 

S a l e s / ~ c  

Govt 

Govt 

Sales/mfc 

Educ 

Conspicacy 

Y 

Y 

"N 

Y 

No. of Perp. 

2 

In/out 

X/O 

XlO 

0 

? 

I / o  

I 

I 

l 

I 

I 

Position Description 

County 
buyer 

Employee 

Outsider 

Maid 

? 

Keypunch 
s u p e r v i s o r  

Official 

Ex-DP 
o p e r a t o r  

Mgr 

P r o c j r a ~ e r  

Student 

Maintenance 
engineer 

Company 

Student 

E n t e r e d  i n v o i c e s  f o r  p a ~ e n t  t o  f i c t i t i o u s  v e n d o r s ;  
• deposited checks and withdrewr discovered when 

o f f i c i a l s  in county a u d i t o r ' s ' o f f i c e  found f a l s e  
invoices; A:38,27 

From late 1976to mid 1977, processed fraudulent Blue 
Cross claims; mailed checks to fictional names; 
A:35,27,42,49,28 

Customer inserted plastlcbank ca rd .  and code tO 
actirste ATM; stranger asserted it was broken so 
• customer walked away, leaving machine hot for several 
seconds; stranger pushed in withdrawal amounts 

Per three months, maid InterceptedATM and code in 
mall and used before c%mer realized ~, 

Withdrew $i,200 from ATM; card owner denies Card+~#s 
used 

TwO Blue Cross employees processed 18-20 phony claims 
for selves and others; three ~onemployees received 
part of insurance money in exchange for use of their 
names and card numbers; later destroyed checks; 
Az26,30 

Used program to freeze liabilities, raise value of 
auto Insurahce stock 

Entered phony deposit record by phone; withdrew by 
check; employed two months; A:29 

Used employer's computers wlthout authorlzation to 
operate private business of arranging sheet music for 
publlahersl A:41,44! employed from 1972 to 1977 

Inserted trapdoors in developing UNIX for PDP-I1 for 
Bell labs; motive: prank and challenge 

For two to three weeks, wiped ~out programs and 
inserted obscene ones 

For two months, subcontractor employees used, time for 
own business; also, stole equlpment~ A:28,30 

Disclosed safeguarded beer prlce i n f o  on software 
i demo to compet i to r  ~ " :  [ ~ " - "  

Gave themselves unauthorized p r i v i l eged  access v ia  
phone lines,and reserved memory incampus computer 





L I 

i 

; { 

! 
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b-J 

bJ 

I'D 

781 

782 

783 

784 

785 

786 

Loss (~} 

? 

? 

200,000 

30,000 

89,000 

23,000 

Type of 
Organization Conspirac~ No. o f  Perp.  

Sa l e s /mfc  N l 

Educ Y 2 

Educ ? ? 

Finar~'e N 1 

Govt N 1 

Govt Y 3 

787 -? Compserv N 1 

788 1,350 Ind ? ? 

789 108,314 Oovt N l 

I04,000 Finance N 1 7810 

7811 100,000 Finance N I 

7812 927,000 Finance N 1 

I n / o u t  P o s i t i o n  

I Employee . 

I S tudent  

? ? 

0 Ou t s ide r  

I Programmer 

I/O Computer 
operator 
supervisor 

O Outsider 

? ? 

I Employee 

I Ex-con- 

t r o l l e r  

0 Coin 
dealer 

0 Bookkeeper 

D e s c r i p t i o n  

Employee l e f t ,  t a k i n g  programs on t ape  

Attempted to  a l t e r  s t uden t  r eco rds  in  ~ p u t e r ;  
A:18,20 " 

One thousand p r i n t e d  c i r c u i t  and o ther  c o n t r o l  boards  
removed f rom IBM 360/40 

Withdrew from deposit made by bank's error in giving 
two accounts the same numbe~l subjec t vanished; Az26 

Contract pr~ranuner  issued checks us ing  name of 
former city treasurer; A:40 

'Created false info and transmitted it to a computer, 
'bypassing normal authorization procedures; info re- 
activated terminated cases, sending payment checks to 
persons  spec!fled rather than former recipients; 
perpetrator cashed checks; Investigation was 
initiated when other offices received computer- 
generated .doc~mlents Which were issued whenever the 
status of a case was' changed and these dld not match 
any of their own cases 

Computer cred'It •card mail fraud 

Withdrawal from ATM using stolen ATM card 

Issued and cashed 72 checks to former employees 
caught when an.employee receivedla W-2 form shc~ing 
more than she received and complained 

Impersonated the company's corporate treasurer to 
'order fedwlre transfer to western bank; bank detected 
odd info in the notice of the impending transaction 
and called the company to verify 

~.' Keypunch error deposited $i00,000; withdrew; spent 
$26,000 beforecapture; error discovered during . 
routine audit; Az55' 

Keypunch error •credited wrong account; holder wrote 
,several checks/ skipped; discovered when s c l i e n t  
quest ioned about his wired t ransfer~ A152 ,! 
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Type of 
ID  Loss  {~) Organization 

7813 70,000 Prof/org 

0.a 

7814 300,000 Sales/mfc 

7815 ? 

7816 "7  

ConspILacy No. of Perp. In/out Position 

Y 5 I/0 Clerk 

¥ 4 I 

IrK5 

Zed 

7 7 

¥ 3 

Reception- 
ist 

? ? 

I Student 

Description 

Clerks stored bet in computer until home stretchl 
cancelled I£ betwas loseEt on? of two bettors ~,~uld 
be the last person in line at window and would place 
bets just before machines were locked by Steward but 
would not give clerk money; if bet was aloser, 
clerks would cancel and if it won, clerks would print 
winnl~g ticket; clerks received $5-100 tips; caught 
when state's computer detected their computer 
assigning S 15-diglt code to every ticket, whether 
printed orcancelled 

Computer and records burned; auditors turned up a 
mysterious entry of $141,000; between March and 
August, checks totalling $300,000, were written 
against their balance 

Person.llnked to on-l(ne user with a phony story and 
tried to get user. to give a paesword for a ~ l r e c t o r y  

Students use~ guest access allow~ by a legitimate 
User to create mischief, change passwords, order 
manuals, etc. 
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