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Madam Chairman, and Members of the Subcommittee I I am 

ple~sed' to be h~re to discuss th~ magnitude of credit and 

de~it card fraud,. and the ,adequacy of protection afforded by 

the Truth in Lending Act and the Electronic, Funds Transfer 

Act for consume~s and issuers of credit and debit cards. 
() 

Wi throe today is Donald Foster " Deputy Chief of the Fraud 

Section of the Criminal Division. We will b~ looking at the 
II 

criminal fraud provisions of the, Truth in Lending Act, 15 

U.S.C. ,§1644, and the criminal fraUd provisions of the 

Electronic Funds Transfer Act, 15, U.S. C. §1693n. We will 

also look at tl1'e present and proposed statutes that are 

germane ,to the problem of credit and debit card fraud. 

. " Our basic conclusion is that no significant changes are 

needed with the provisions of these two statutes other than 
8 . - . . , '. 

to clarify tWQ ,: problems, which" have' arisen as a result of 

case law, decisions and t~broaden their.coverag~ tO,include 

counterfeiting and altering of oredit cards. We also 

supportcnangesin th~, 'Right to Ftnancial Privq.cy Act, 12 

U.S.Cf' §3401, et. seq.,; and .'fl propo$a,!, pending before the 

Congress J.n, the President's cti:I!1e Bill, S.829 • . 
Cr,iminal Division and Federal Bureau of ;rnvestigation 

of~ic.ials b-ave been rn,eetingwi th bank, and bank card indus'try 
" " 0' 

repregentatives on this, ,:issue ,~inc~ ; July , 1982, .. , Thus, we, 

are aware of ,:the dramatic -increase ,in" count.erf.eit and fraud 
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Madam Members of . the.'Su.bcommittee, 1; am 

pleased to pe hereto discuss the magnitude. of credit and 

debit card fraud and, the adequacy .of protection. afforded by 

., the .. Truth in Lending AC?t .i=lnd. the Electronic Fc1,lnds Transfer 

Act ,for' conSumers and issuers of dredi t and debit cards • . . ' 
Wi th me today is Donald Fost~r, 

. , 

DeputyChiei of the Fraud 

Section oithe Criminal ,Division. We will be lQoking,at the 

criminal fr'1l-ud provisions of,.' the, Tr1,lth ip J;.ending Act, 15 

U.S.C. ,§1644, and ·the 'criminal fraud provisions of., the 

Electronic Funds Transfer Ac,t,c> 15 U.S.C., .§1693n.~. We will 

.also look at., ·the present and proposed statutes. that are 

germane to the problem of credit and debit card fraud •. 

Our basic conclusiqn is that ,no significant changes are 

n~eded wi ththe provisioI,1s \\of these. two" statut.es other than 
" 

to clarify two 'problems, which have" arisen as a resul,t of 

case law decisions .a1J.dto broaden(,theircoverage to inoclude 

couhterfei ting 'and altering, of·· ,eredi t. cards. , . ttJe also 

supportqhanges .in the Right to 'Financial'Privacy . Act, 12 

.u .,5 .C., §340 1, et.seg.'~ c;nd a, proposal, pe,nding .before the 

.' Congress ihthe President!.sCrj.me ,B~ll, s. 82~ .. 

. C+,imlna,lDivisiol1 and Federal Bureau. of Itlvest.igation 

officialshavepe,f3D meeting w~th bank:and ha..nk card iildustry. 

rOepresentatiyes ,on this issue. ;since,J~ly, 1982. 
". 'l 
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are aware of thej/dramatic l,ncr~",asep,;l,n counter.fei:t and fr.aud 
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d We are also aware of the activity in the credit car area. 

dramatic increase in Electronic Fund Transfer (EFT) activity 

through a preliminary st~dy done by. the Department's Bure~u 

of Just1ce Statistics, in June of 1982, and oUr conversations 

with the industry representatives .. The i,nc;iustry statistics 
(I 

clearly show the' increase in credit card fraud: losses ~n. 

1981 and 1982 were nine times as great as the total for the 

, '.' d the ann'ual loss to the banking past "seven years;" an 

'h h cre·d1· "t card fraud is far in excess of the community troug 

b k bb ' ('s'ome $128 million vs. $4:6.8 proceeds of an ro erl.es 

million in 1982). Similarly, we. :realize that the increased 

numbers of EFT systems ahd the proliferation of debit cards 

creates the possibility for the name rapid ris'e in' losses. 

Since the first Automatic Teller Machine (ATM)lwas installed 

in 1970, there are' nowapprbximately 26,000 uni,ts, each 

. f 7 000 transactions" per month. processing an average' 0 , 

There are about 50 mil-lion debit 'cards in circulation, 

h n' um'ber' tw' 0'" 'Y' ears ago and 'almost ectual to the triple t.e if 

domestic circulation of' VISA credit . cards.' We .... further 

understand that with ATMrietwork' sharing the' volume is 
, 

expected to continue' to expand even more dramatically, and 

ATI1s are only one of"the f-ive principal EFT systems. 

Our conce17n in this area, however, · is not w~ tl} . the high 

volume, lbw dollar losses' of present or fJ.1ture c.redit· or 

debit card trans~ctions. The aVerage credit or debit card 
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fraud loss is small and can be prosecuted on a local level, 

if prosecution is warranted.' 

The federal investigation and pros~cution effort has 

not been ext~nsive. The Postal Inspection Service 

investigated 80 credit card frauds in +982. The Federal 

Bureau of Invest~gation, with separate statistics available 

on EFT investigations only from October 1, 1982, have 

investigated nine cases since then. There have been only 

minimal federal prosecutions using the credit card statute, 

15 U.S.C. §1644, and none using the EFT statute, 15 U.S.C. 

§1693n. There are, as I indicated, far more state and local 

prosecutions since credit card fraud is traditionally an 

area handled on a local basis. 

These problems, do not, however s mandate a whole.sale 

revision- as contemplated in draft bills we. have seen 

prepared by the banking and credit card industry. Some of 

these bills would involve the Federal Government in 

traditional areas of exclusively local interest by making 

virtually every credit card offense a federal office. Some 

remove the $500 and $1,000 dollar limitations in the amount 

of loss contained in' -present. law. 
~ 

Since the average ATM 

transaction in 1982 was only $47.00 and the average crime 

only $265.00, state., prosecution is mO~,e appropriate. The 

high volume, low dollar loss situation is consistent with 

the use of state prosecution where personnel resources are 

greater by far. 
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The Department of Justice has been working more closely 

than ever before, with state Attorneys General and local 

District Attornet~ through our Executive Working Group of 

Feq.eral, State and'\ Local Prosecutors on a national level and ',' 

the Law Enforcement Coordinating Coimnitte~son a state and 

local level. After discussing some of the changes the bank 

and bank card representatives are seeking" with, state and 

local prosecutors, we have learned that they are ~piformly 

opPbsed to any intrusion into this area of trad~tionally 

local concern. 

Before the criminal sanctions are made more stringent, 

we strongly" believe that card issuers need to do more to 

protect themselves. For a number of years the credit card 

issuers provi~ed cards for any and everyone to attract 

business. Although they say now that they realize the error 

of;, thEdr ways ~nd should have had a more selective 

application and approval proe,ess, we see the same type of 

phenomenon in the tr,ipling of debit cards in two years. 

Further, counterfeiting and unauthorized access to account 

information i~ indeed a problem for the industry, but it is 

in large part due to the lack of security built into the 

cards and the internal systems. We would prefer ,that the 

credit card and EFT i.ndustry leaders continue to improve the 
, ' 

integrity of their own systems~ 
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The Department is more concerned about the problem of 

'counterfeiting' and alterhlg credit and deb,it cards. A 

humber of investigations" federal and local, have shown that 

there exists a substantial problem with organized criminal 

activity; riot traditional Organized'Crime,: 1;>ut ring activity 

of people associ~ted together to commit a variety of crimes.' 
, i: 

The 'easy availability of false identification and, the 

sophisticated techniques used in counterfeiting and altering 

cards makes it very easy for such groups to commit these 

types ot crimes to support other criminal activity. We could 

support the amendment of the two statutes to cover 

counterfeiting and altering of the account numbers. 

The federal prosecutions in the credit card area do 

reveal certain defects in the Truth in Lending Act, credit 

card statute that could be corrected. The Ninth Circuit 

Court of Appeals held in 1982 that the communication by 

telephone between Spokane, Washington, and Reno, Nevada, of 

fraudulently obtaine'd credit card account numbers "is not 

covered by the statute' [United States v. Callihan, 666 F. 2d 

422 (9th Cir. 1982)]. However, the cour~ also held that the 

conviction undel;' the wire fraud statute, 18 U. S. C. § 1343, 

for transmitting the account number information was valid. 

As you are aware, had the telephone call not crossed state 

lines artd thereby affected interstate commerce, the wire 

- 5 -
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fraud statute would not have been applicable~ The· credit 

ld therefore ,. be amended to i,T,lclti,':de the card sta:tute cou' , 

fra?udulent use of account, numbers and informatio~ alone 

rather than the entire plastic card itself. 

Other cases have highlighted a probl-em area wj~th the 

statutory phrase 'frau u ent y 0 a~ne . I d I I bt· d" Credit cards may 

be obtained by the original cardholder without an intent to 

defraud. They may later be sold or given to a defendant 

with the knowledge th,1''1: the defendant would use the card to 

charge purchases without paying for them. Then the cards 

may be reporte sto en or ~ d I los~ by the original cardholder. 

Under the present credit c~rd statute, the cards are not 

"fraudulently obtained" within the meaning of the statute ~ 

Title 15 U.S.C. §1644 could therefore be amended ,to include 

( obta~n"~ng a credit card as part of a scheme transferrin§ or ..... ..... 

to defraud. 

Since the EFT statute, 15 U.S.C. §1693n, parallels the 

W·ord-for-word, it also could be credit card statute" almost 

amended in" these two respects. 

To the extent. that the' subcommi ttee is reviewing 

federal statutes a~fecting the, ability of the federal 

government to investigate and prosecute f'raud against 

financ~al institutions and other credit card 
" 

issuers, I 

would invite; your attention to the Right to Financial 

':Privacy Act of 1978, 12 U.S.G. §3401, et ·seg. That statute 
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impedes federal law ~nforcement efforts directed at crimes 
. . . \ 

against -" financial institutions [which term embraces credit 

and debit card issuers, 12 U.S.C. §3401 (1)] by prohibiting 

such institutions from ,disclosing financial records 

evidencing a fraud scheme except pursuant to legal process", 

Thus, a financial institution that has been defrauded cannot 

report the offense to feder~l law enforcement officials 

complete with copies. of financial -records evidencing the 

crime. Rather, they must engage in a game of "Twenty 

Questions" with the Federal Bureau of Investigation in an 

effort to provide us with sufficient information to enable 

federal officials to establish the basis for issuance of a 

gran~ jury stibpoena or other form of legal process necessary 

to secure. access to the records that evidence the crime. 

The Financial Privacy Act also restrains the ability of 

federal bank supervisory agencies to tra,nsfer information 

re'lating to criminal activity to the Department of Justice. 

In short, financial institutions are severely 

,restricted by the Financial Privacy Act in their ability to 

,report crimes, even when the financial institutions are 

themselves the victims. ,Any mistake by a financial 

instittition in reporting a crime to federal authorities 

exposes the institution to potential civil liability ~nder 

12 U.S.C. §3417.~ Moreover, any technical defect in a 

disclostire of records by a victimized financial instituti6n 

\J - 7 -
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" entitles the fraud perpetrator to liquidated damages against 

the institution without regard to whether he was guilty of 

defrauding the bank. From a law enforcement perspective, it 
~,::::. 

\\ 

seems incredible that a financial institution ~cou1d be 

punished civilly .for reporting a crime'again~~" itself, yet 

this is th,e law today in the United States. 

I would also like to comment briefly on a pending 

legislative item that impacts on the Credit Card and EFT 

Acts. It is contained in the President's Comprehensive 

Crime Control Act of 1983, S.829, Title x'tT,;~~ Part H, Section 

1508. Present laws designed to protect banks cover the 

offenses of embezzlement, robbery, larceny, burglary, and 

false statements. The proposed statute is"de~;gned to fill 

the gaps in the present law regarding defraudipg banks. It 
, ~\ 

is mode1ed/? on the present" mail ,and wire fraud ~Jtatutes and 

proscribes\\ a scheme or artifice to defraud B!. federally 

charted or insured financial institution or to obtain 

property owned or under the custody or control of such an 

institution by means of false or fr~udu1entpretenses, 

,~ ~\ \ . 
representatives, or prom1ses. 

" In conclusion, let me summarize our po~;ition. .1 We 

support a' tightening of the EFT and Truth in Lend:i,.ng 

statutes since case law has demonstrated a need to inc1\Jde 

account numbers ~nd information within the dE~finiti6n ·of' 
/~\ " 

credi t card and to e~pand the covered, acts to ~?tai:ning or 
" ",-,::~" 

transferririg cards as a part of a scheme to defraud. We 
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support an expansion of both statutes to prov;de ... protec'tion 

against counterfeiting and alteration. We support the 

Pr~,..':.;ident' s Comprehensive Crime Control Bill that will fill 

in a gap in existi,pg law on schemes and artifices to defraud 

banks. 

ijowever, we do not support lowering existing minimum 

dollar loss requirements for federal jurisdiction. Ordinary 
CJ 

credit card fraud is an area f 1 1 o oca concern, traditionally 

addressed by state and local prosecutors. . EX1sting federal 

law is adequate. 

Thank you for this time. We will be pleased to answer 

any questions. 

- 9 -

DOJd983.05 

a 

----...,.-. 

ci 



"""'-

r 
If 

() 

\ 
J) 

~ ' J 

n 

" 
r~ 

D 

<'~ 

I) 

" \. 

" . 

o 

\ 
J) 

L~ 

\) 

" 

, 
'~ 

'1 

j 
\ 
! 
J 

I 
i 
i 

" 

,j., • 

II .. '\;, ,-, 

.0 

.J' 

\\ " 

-'.- .. 

:...::,'-' 

o 

C; , 

\ 

i 
\ 
! 




