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Terms of Reference 

l, ROBERT JAMES ELLlCOTI. Attorney-General, HAVING REGARD TO-
(a) the function of the Law Reform Commission, in pursuance of references to the Commission 

made by the Attorney-General, of reviewing laws to which the Law Reform Commission Act 
1973 applies, name!y-
(i) laws made by, or by the authority of, the Parliament, including laws of the Territories so 

made; and " " 
(ii) any other laws;' includings laws of the Territories, that the Parliament has PQwer to 

amend or repeal; , 
(b) the proVisions of section 7 of the Act which provides that, in the performance of its functions, 

the Commission shall.review laws to which the Act applies, and consider proposals, with a 
view to ensuring-;, 
(i) that such laws and proposals do not trespass unduly on personal rights and liberties and 

do not unduly make the rights and liberties of citizens dependent upon administrative 
rather thanjudicial decisions; and 

(ii~ that, as faF as practicable, such laws and proposals are consistent with the Articles of the 
International Covenant on Civil and Political Rights; and 

(el the provisions, in particular, of Article 17 of the Covenant which provides, inter alia, that 'no 
, one shall be subj~eted to arbitrary or unlawful interference with his privacy': 

HEREBY REFER the following matters to the Law Reform Commission, as provided by the Law Reform 
Commission Act t 973, 

TO 1N9ljJRE INTO AND REPORT UPON-
(l) th,e,extent to which undue intrusions into or interferences with privacy arise or are capable of 

arising under theJaws of the Commonwealth Parliament or of the Territories, and the extent to 
which procedures adapted to give effect to those laws give rise to or permit such intrusions or 
interferences, with particular reference to but not confined to the following matters: 
(a) the collection, recording or storage of information by Commonwealth or TerritOlY 

Depa~ments, authorities or cQrporations, or by persons or corporations licensed under 
those laws for purposes related to the collection, recording. storage or communication of 
information; " " 

(b) '" the communi~ation of the information referred to.in sub-paragraph (a) to any Government 
Department, or to any authority, corporation or; person;', 

(c) without limiting the operation of sub-paragraphs (a) and (b). the collection, recording, 
storage and communication of informat~yobtained pursuant to the Health Insurance Act 
1973-1975 and the Health Insurance Commission Act 1973; 

(d) powers of entry on premises or search of persons or premises by police and other 
officials; and \) 

(e) powers exercisable by persons or authorities other than courts to summon the attendance 
of persons to answer questions or produce documents; 

(2) (n) what legislative or other measures are required to provide proper protection and redress in 
the cases referred to in paragraph (1); 

(b) what changes are required in the law in force in the Territories to provide protection 
against. or redress for. undue intrusions into or interferences with privacy arising, intel' 
alia, from the obtaining, recording, storage or communication of information in relation 
to individuals, or from entry onto private property with partic'ular reference to, but not 
confined to, the following: 
(i) dl~ta storage; 
(ii) t~ie credit reference system; 

'(iii) rbt collectors; 
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(iv) medical, employment, banking and like records; 
(v) listening, optical, photographic and other like devices; 
(vi) security guards -and private investigators; 
(vii) entry onto private property by persons such as collectors, canvassers and salesman; 
(viii) employment agencies; 
(ix) press, radio and television; 
(x) confidential relationships such as lawyer and client and doctor and patient; 

(3) any other related matter; 
but excluding inquiries on matters falling within the Terms of Reference of the Royal Commission on 
Intelligence and Security or matters relating to national sl!curity or defence. 

IN MAKING ITS 'INQUIRY AND REPORT the Commission will: 
(a) have regard to its function in accordance with section 6(1) ofthe Act to consider proposals for 

uniformity· between laws of the Territories and laws of the States; "and 
(b) note the need to strike a balance between protection of privacy and the interests of the 

community in the development of knowledge and infmmation, and law enforcement. 

DATED this ninth day of April 1976 

R.J, EJlicott; Q.C. 
Attorney-General 

'-:'; 

I. HOW THE CONCEPT OF'PRIV ACY SHAPED THE SCHEME FOR ITS 
PROTECTION 

1. Justifications for Privacy Protection 

1.1 Australian society is expressing concern at loss of privacy and existing inadequacies in its 
protection, and is demanding that steps be taken for more effective maintenance of privacy. (para. 16) 
There are practical reasons for strengthening protection of pd¥~.;y interests. Breakdown through 
technological change of existing controls on invtfsions of privacy threatens grave Injustices to 
individuals. This can occur through misuse of surveillance andjnformation technology. Computerised 
data banks encourage misuse of information, even where true, in criminal, health, employment, credit 
or other records. (para. 36) The remoteness of decision-making through reliance on computerised 
information and the new information thereby created, hold the potentia~ for harm. In order to control 
the risk of injustice, the individual needs to be provided with the facility for checking!iwhether the 
l:omputerised information is relevant, up-to-date, accurate, complete, and not unduly sensitive in 
view of the purpose for which it is being used. (para. 37) 

J.2 If privacy protection were not strengthened, it would be difficult for AU'5tralian society to 
maintain its traditions of individual liberty and democratic institutions in the face of technological 
change, which has given to public and private authorities to power to do what a combination and 
socio-legal restraints have traditionally denied them. Privacy protections might be seen as pt;oviding a 
safeguard against political oppressi!}n. (para. 38) 

1.3 At present in Australia there is no comprehensive, integrated set of legal rules protecting 
interests in privacy affected by changes in technology and public and business administration. The 
basic values which underpin privacy interests, such as individuality, personal autonomy, freedom and 
fairness, receive attention in laws forbidding forcible ·interference with the person and forcible 
intrusion upon land in the possession of the individual. Unfair administrative decisions might be 
subjected to judicial review, through the prerogative writs and the new administrative law. Positive 
misconduct whichdirectJy threatens tbe b(1sic values of liberty and fairness might readiJybe redressed 
unner existing laws. But as the conduct threatening their invasion becomes more subtle (although no 
less corrosive of tliosclbasic values) so the law's response is increasingly Jnadequate. (para. 143) 
Whether a basis for a 'right to privacy' is found in conceptions of human rights, natural law , religious 
doctrine, utilitarian equations, cultural imperatives, or political" theory, there is an increasing._ 
expectation that privacy interests should be better r~cogniS'ed by the legal systeni. (para'. 81 ).; 

2. 'Interests' in Privacy 

2. I Pri,yacy protection should be approached through definition of interests commonly grouped 
under theheading 'privacy interests' ,and exploration of the extent of their existing legal protections . 
Privacy interests include: 

• the intereS't in .controlling entry to the 'personal space', or 'territorial privacy'; 
• the interest in freedom from interference with one's person and 'personalspace' or 'privacy of 

the person'; and 
• the interest of the person in contr<),lling the information held by others about him, 'information 

priyacy'. (para. 46) , 

Rel~ted to these are the concepts of: , 
• freedom from surveillance, and from int(!rception of one's communicatioQs. or 'communica-

tions and surveiIJa.nce privacy' (para. 46); and \J ,', 

• 'privacies of att~ntion'. i.e., the ability to exclude intrusions that force one to direct aftention to 
them rather than to mattel'ciof one's own choosing. (para. 49) u 
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3. Recognition of Privacy Interests 

Balancing 'Interests' to Achieve 'Rights' to Privaey 
3.1 Against the demand for greater privacy protection must be balanced conflicti.ng d~mands, !or 
example, by government agencies, researchers and commercial concerns for more ~nvate mrormauon 
about individuals. Governmental institutions may claim that they need more InformatIOn about 
individuals in order better to plan their activities. Private institutions may want more informatio~ for 
legitimate purposes. The task of the Commission has ?een to .identify and ev.alu.ate the vanous 
interests classed as 'privacy interests', to weigh them agaInst publIc and commercIal mterests, and to 
recommend mechanisms which will achieve a satisfactory resolution of competing claims. (para. 52, 

53) 

Building upon Existing Protections 
3.2 Existing laws in Australia effe.ctively protect only some aspects of the interest in privacy, and 
then, oniy to a certain extent. The Commission recommends a more e~tehsive prot~cti?n, t~rough 
filling gaps in existing rules, but in a manner which builds upon them and fulfils their pohcy alms, as 
law-makers of an earlier period might have done had they had to address problems such as thos~ 
created by 'the new technology'. (para. 58) 
3.3 The law should provide flexible and accessible mechanisms to handle such complaints of 
privacy invasion as can be detected and brought to the attention of an appropriately equipped privacy 
prote~tion authority. Furthermore, the law shouid state society'S standards, seek to promote public 
understanding abou.t the importance for society of a due respect for individual privacy. and provide a 
warning to p~tential privacy invaders that such conduct is not acceptable. The draft legislation meets 
these needs. it reflects an approach to privacy of seeking to add to existing protections, whilst 
encouraging the continued growtp of privacy as a legal concept by the provision of a statutory 
guardian of peoples' privacy interests. From the experience of such a guardian furtper leg~l rights 

might be developed. (para. 58, 63) 

Interests Complementary to Privacy' 
3.4 The following interests may complement thos~ in privacy, and may .be rele~ant in ?eci?ing 
whether privacy outweighs its competitors, so that a nght should be granted In a partIcular sItuatIOn . 

• ' Interests in Secrecy. (para. 65-7) 
• Interests in Confidentiality. (para. 08-70) 
• Interests in Reputation. (para. 71-3) 
• Interests in Freedom from Discrimination. (para. 74) 

Interests Competing with Pfivacy 
3.5 Interests competing with privacy may include those in: 

• freedom of expression; 
• freedom of information; 
• protection of the revenue; 
• prevention and detection of crime and apprehension of offenders; 
• protection of economic, trade dnd state secrets; 
• respect for confidential relationships; 
• protection of financial, property and staff management interests; 
• maintenance of national security and an effective defence capability; 
• protection of diplomatic relations; and ' 
• protection of significantmanagerial' interests, for example, the need fo(, effective conduct of 

audits, examinations and efficiency reviews. 

\~ 
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The objective of the report is to provide a proper level of legal protection for privacy interests without 
subjugating these other important interests. (para. 75) 

4. . Genesis of the Protective Scheme 
4.1 Claims to better protection privacy interests are in fact claims to better protection of interests 
already to an extent protected by various branches of the legal and government systems. Against these 
claims must be balanced competing assertions of the need for greater powers to invade privacy in the 
interests of law enforcement, research, freedom of expression and information, and other important 
public and private interests. Protection of privacy isaiready largely bound up in laws protecting 
interests in secrecy, confidentiality, reputation, fre~dom from discrimination, and fairness in 
consumer transactions. The delicate balance of interests achieved in these areas would be radically 
upset by a law for the protection of privacy pa~sed on the assumption that it is a single integrated 
concept. The term privacy is in fact an ordinary language word used to describe a wide variety of 
disparate and oft~n competing aspirations. A scheme for its better protection, in order not to 
detrimentally upset the delicate balance of competing claims achieved in various areas of legal and 
government administration where privacy interests have surfaced and been identified, must build upon 
the rules developed in those areas, and the experience of those who administer them. 
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II. HOW TECHNOLOGICAL CHANGE AND NEW METHODS OF 
ADMINISTRATION AND DOING BUSINESS HAVE PUT PRIVACY AT RISK 

5. Dangers to Privacy 

Introduction 
5.1 Privacy interests are under threat particularly from the following features of contemporary 
society: 

• extension of powers granted to administrativer>fficials; 
• new business practices; 
• rapid development of technological means for penetrating 'place' and 'space'; 
• development of computers to handle personal information; and 
• extensive and expanding use of computers in public and private administration. 

Each is a comparatively recent development. The new technology has already removed many of the 
traditional phySical defences against invasion of privacy: the barriers of matter and distance, and the 
limitations of time and space. (para. 84-5) 

Official Powers 
5.2 In part, the need for changes to the existing framework of protection of privacy inteiests arises 
from the larger powers claimed by public officials, including powers of arrest, entry, search, seizure, 
inspection, summons, interrogation and surveillance. As society has become more inter-dependent, 
and the role of government has expanded, people have come to expect more from the government. To 
satisfy their demands, the government's claim to intrusive powers increases. There must be proper 
checks and impartial scrutiny if privacy is not to be unduly eroded. (para. 86) .. 

New Business Practices 
5.3 Intrusive Marketing Practices. The growing threat to privacy is also a product of new methods 
of business activity, such as unsolicited mail and telephone advertising. Mail and telephone 
solicita~ion is widely practised for commercial, charitable and religious purposes. While the technique 
of direct marketing is tolerated and, indeed, appreciated by many people, it causes"great anxiety for 
others. (para. 88) (7 

5.4 . Private InVl<,~·tigators (lIld Security Officers. Intrusions by insurance investigators and other 
private agents are·bther prominent examples of business practices which involve dangers to privacy. 
Safeguards must be implemented to prevent investigators from intruding unduly into the private lives 
of otners. Similarly, security officers guarding shops and factories cannot be allowed an unlimited 
authority to take whatever action they consider to be appropriate in the circumstances. Some external 
standard or safeguard must exist. (para. 89) 

5.5 Modem Credit System. While the emergence of credit facilities has obvious advantages, a 
modern credit system and the trail left behind by users of credit cards would enable the compilation of 
detailed personal profBes on individuals. An enormous range of information can now be assembled 
concerning each single consumer. Once stored on computer it may be readH¥ analysed in conjunction 
with information about other individuals, transmitted to other data storage systems, and used for an 
infinite variety of purposes over an indefinite period of time. (para. 90-1) A mix of information 
obtained from organisations working in ~rY area privy to a credit bureau arrangement can be expected 
to influence decision-making in all of them. These decisions should not be made on the basis of 
information which fs, 'tor example, i'ITelevant, inaccurate or oyt-of-date. It is desirable that 
enforcement procedures exist whereby the information held by credit bureaus, and-by credit '~rantors 
themselves, is susceptible to challenge and correction. (para. 90-2) 

.<, ' 
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New Surveillance Technology 
I' 

5.6 Highly sophisticated surveillance technology is readily and cheaply available •. , It allows the 
penetration of physical barriers useful for the protection of privacy. It renders traditional legal 
protections inadequate. ~para. 93) Overt surveillance through technical devices may be offensive and 
disconcerting, particuiarly where it is 'continuous and inescapable. (para. 99) 

Information Processing Technology 

5.7 Pace of Change and Impact in Information Technology. Whereas most of the effects of 
information processing technology are ppsitive, the 'computer revolution' and its marriage with 
improved and expanded telecommunications systems, 'computications', is marked by new dangers 
for privacy. The dangers arise largely from the mushrooming technological development rendering 
traditional safeguards obsolete. (para. 101-2) The new information technology comprises the 
~~gregatioh of computers, telecommunications and, increasingly, robotics. The great technological 
changes of the beginning of the 20th century Iwere the development of the automobile, aviation and 
electricity and other energy industries. As the century closes, the pervasive industry is that of 
'informatics'. (para. /12) 

5.8 Privacy Concerns Generated by the Inforinatics Industry. The informatics industry has brought 
enormous improvements and efficiencies Which incidentally cause concern for privacy. The sources 
of concern have been identified many times. The most prominent are: 

• Amount. Computers can store vastly increased amounts of personal information and can do so 
virtually indefinitely. 

• Speed. Recent technology has increased enormously the speed and ease of retrieval of 
information. 

• Cost. The substantial reduction in the cost of handling, storing and retrieving personal 
information has made it possible to keep vast amounts of personal information indefinitely. 

• Linkages. The possibility of establishing cross-linkages between different informa~ion systems 
is now perfectly feasible. 

• Profiles. It is now readily possible, if access can be gained to numerous personal information 
bases, to build up a composite 'profile' which aggregates the information supplied by different 
sources. If decisions are made on the basis lifthis information, they may he erroneous or unfair. 

• New Profession. The new information technology is i~ the hands of a new employrnent group 
not subjeCt to the traditional constraints applicable to ttte' established professions nor yet subject: 
to effective regulation by a code of fair and honour-able conduct. 

• Accessibility. 'lfprQper safeguards are built in, information held in the computerised office can 
be more secure from unauthorised access than the co~;ventional office. But proper safeguards are 
not always provided, and establishment of cross-linkages between different information systems 
increases the VUlnerability of informa~ion systems to techno1<;>gically sophisticated attack. 

• Centralisatioll. Although, technologically, computerisation linked with telecommunications 
may facilitate decentralisation of information, it is prone, by linkages, to ultimate centralisation 
of control. 

• International. The advent of rapid progress in lnternational telecommunications and the 
exponential growth of transborder flows of ~rsonal information make it simple to store intimate 
personal information on tl,te citizens of one country in another country. not readily susceptible to 
the enforcement of protective hlWS yet instantaneously accessible by reason of the new 
technology .. , (para, 119) " Q 

a" 
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Need for Privacy Protection 
5.9 Quantifying the Level of Interference. Widely publicised cases illustrati.ng omissions, def~cts 
and weaknesses in existing protections for privacy, fall within the followmg broad categones: 

.. misrecorded credit information; 

.. incomplete criminal records; 

.. poor record security: 

.. the quandary of aCl~eSS to confidential records of government departments; 

.. persistence of general search warrants; 

.. survival of outdated provisions of entry and search; 

.. the absence of any rules governing the US€( of l)ptical surveillance; 

.. the absence of any effective law on information protection and information security. 

It is impossible to obtain an accurat~ quantification of the extent of unjustified interference with 
privacy in Australia. Also, it must be a"cknowledged that the law can provide only a pa~ial response to 
invasions of privacy. Nevertheless, wherever complaints mechanisms are made aVailable, they are 
invariably put into heavy use. The experience of the New South Wales Privacy Committee (NSWPC), 
and of the Commonwealth and State Ombudsmen, together with computerists' and the public 
perception of need, as measured in surveys (para. 139-141), indicate that privacy invasion is a real 
problem for Australian society, the incidence of which is rising. (para. 134) 

Classes of Intruders into Privacy 
5.10 Any person may cause injury or offence by his intrusive conduct, but special pr.oblems arise 
from intrusions into privacy committed by persons acting as: 

.. government investigators; 

.. commissions of inquiry and other government fact-finders; 

.. private and public police; 

.. private investigators; 

.. commercial operators; 

.. direct marketers; 

(, 
.. journalists and reporters; 
.. charitable collectors; 
.. care providers, and controllers and managers ,:'of pepple; and 
.. researchers. 

The risks to privacy interests from intrusive conduct by persons from these classes are accentuated 
because of the organised and systematic nature of their invasions, and their growing use of new 
technological devices and management techniques. (para. 144) 

Government Investigators 
5.11 Intrusive Official Powers. Commonwealth officials nave myriad powers of intfJJsion. What 
emerges from a review of them (para. 152,174) is the lack of consistent principle and the omission in 
many instances of rudimentary and fundamental protection. The very disparity in the legislative 
provisions, though doubtless in part explained by the varying circumstances dealt with, illustrates the 
need for greater order and more consistent preconditions and checks upon the conferring by statute of 
intrusive official powers. (para. 151, 175) 

5.12 Commissibns of Inquiry and Other Government Fact~jillders. The range of personal 
information held by primary re'cord-keepers in areas prone to the exercise of official powers of access 
to (,Irivate information (para. 176-224) is extended by the powers of various commissions, boards, 
coMmittees and other bodies set up under legislation to find facts and make determinations <m behalf 
of the Commonwealth Government.: Any investigative power, whether exercised by an inquiring body 
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or an investigating official, which allows access to information held by a record-keeper, potentially 
threatens the privacy interests of both record-keeper a,nd record-subject. (para. 225) 

5.13 Conclusions about OfficiaL Powers. The issues raised by the Commission's review of official 
powers are: 

• Whether so large a range of such extensive powers is really necessary to achieve the 
Commonwealth's legitimate law enforcement and revenue protection goals. 

.. Whether sufficient care has been taken, in creating the powers which exist, to define and piOtect 
the basic civil rights of those subject to their exercise. 

.. Whether introduction of further powers of intrusion into yet more aspects of the private life of 
the individual would result in an undue erosion of personal privacy in Australian society. 
(para. 236-7) . 

Private Sector Intruders 
5.14 The risks of invasion of privacy from private sector intruders, such as private police 
(para. 238-244), private investig&tors (para. 245-8), commercial operators (para. 249-251), direct 
marketers (para. 252-260), journalists and reporters (para. 261-2), charitable collectors (para. 263), 
and care provid~rs, and managers and controllers of people (para. 264-27'7), are not new. What has 
changed is the technology now readily available to assist the privacy invader. (para. 278) 

5.15 Invasions of iriformation, personal or territorial privacy brought about by the new technology 
will generally go undetected, such is the nature of the activity. Old intrusive methcxls of investigating 
and marketing held the risk of detection, because they required a direct approach. The new technology 
has removed the necessity for a direct approach. While the risks to privacy from intrusive practices 
were once reasonably redressed within the existing framework of legal protection,/he new technology 
has pI1!sented many new problems and greatly mUltiplied old ones. There is wide~pread concern that 
serious intrusions of these~ipds can occur with impunity, especially where the commercial or 

\ instilJiltional interest is strong enough and its victim sufficiently powerless to make talk of a right to 
\. ,! '( . 

. pri~flcy virtually meaningless. (para. 279) 
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III. HOW THE COMMONWEALTH CAN LEARN FROM OTHER LAW­
MAKERS 

6. An Emerging Pattern of Laws Protecting Privacy 

Developments in the States and at the International Level 
6.1 The past to years has seen remarkable legislative activity by European and North American 
legislatures, by Parliaments in the region, and in the States (para. 588), seeking to devise controls and 
standards in the interests of privacy protection. (para. 586, and Table F) International bodies have 
formulated recommendations for protection of privacy, and to ac::hieve an appropriate accommodation 
between it and otheJno less highly valued interests. Australia is part of an inter.gependent international 
community. I!:c~sf:iced with common problems, including privacy protection, the vulnerability of its 
information handling networks, and criminal activity organised on an international basis. It is 
desirable that Australia's solutions to common problems should be'so far as is possible cdlnpatible 
with those developed in countries with which Australia is inextricably involved, and with which it 
shares common interests. (para. 587) 

Deriving a View of Fundamental Rights 
6.2 Human rights documents, while not exhibiting a uniform approach to mechanisms for their 
protection, nevertheless show that there is a reasor!ably consistent view of what should be regarded as 
fundamental civil and political rights. Treaties have been made relating to protection and advancement 
of human rights. Their privacy provisions indicate the minimum international standards in this field. 
(para. 590-1) 

6.3 Privacy is not defined in any of the international instruments. However the concept extends to 
matters which are the concern of this report, such as official intrusions, instrusive commercial and 
other activities, secret surveillanc~, information privacy and respect for the privacy of correspond­
ence. (para. 594) Considerations referred to in the international declarations are those to which the 
Commission must have regard in assessing the compatibility of existing federal law and practi)le in 
Australia 'with the right to privacy. (para. 60 I) , . ' il 

II 

OECD, Guidelines for Information Privacy 
6.4 Development and Adoption. The Council of the OECD has adopted a recommendation of an 
Expert Group concerning guidelines to be followed governing protection of privacy and trans border 
flows of personal data. The OEeD guidelines state that 'basic principles of national application' 
should be regarded as minimum standards, capable of l,1eing supplemented by additional measures for, 
the protection of privacy and individual liberties. (para. 602, 603) These have helped shape thtY' 
Commission's recommended principles for information privac~ protection (para. 590-603). 

Overseas Laws on Invasive Commercial Activities 
6.5 In an attempt to protect the consumer from unfair commercial activity which erodes his privacy 

, interests, overseas inquiries have proposed, and overseas [.:)latures have enacted, laws aimed at 
controlling: 

• marketing techniques which intrude into his private space or private life, or which use his 
personal history, independently of his knowledge or consent. and in circumstances where he is 
powerless to avoid or escape from ttie intrusion; . 

• loss of freedo~ of choice. between alternative methods of transacting business according to the 
degree to willch the vanous methods are, potentially threatening to privacy interests; 

• depr~vation of con~umer rights, including p.rivacy rights, through unfair agreements waiving or 
varymg the essential elements of the relattonship between the consumer and the commercial 
institutions" with which he deals; and 
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• deception as to the privacy risie,tJ involved in various alternative payment and other business 
systems procured by false or misl;eading advertising. (para. 608) 

Overseas Laws on Secret Surveillance 
6.6 Overseas laws and law reform proposals recognise as basic the principle that a person should not 
be subjected to secret surveillance of his private space, priv~te life, and personal history. If human 
behaviour, conversations, and other private matters are to be ~monitored by third parties, this should 
normally be done openly, in circumstances where there is no reasonable expectation of privacy, or 
with the consent of a party being monitored. Overseas laws recognise that secret surveillance devices 
might be used'in cert(l.in circumstances by law enforcement officers for law enforcement purposes. In 
the case of secret surveillance otherwise than through interception of the mail or telecommunications, 
.a wide range of public officials might legitimately be authorised to engage in secret surveillance, 
-provided they do so pursuant to a judicial warrant, and observe certain basic civil rights of the subject. 
In the case of interference with the mail .and t~lecommunications, however, the classes of officials 
who might lawfully engage in secret interception are normally more narrowly circumscribed than is 
the case with other private communications between suspects, and the range of offences for which 
interception is permissible is usually limited to those of a most serious nature, because of the specially 
damaging effects of their perpetration upon the community as a whole. (para. 609) 

Official Powers 
6.7 In assessing laws controlling officials in their exercise of intrusive powers, the requirements of 
the International Covenant on Civil and Political Rights (lCCPR) need to be considered. (para. 611) 
Privacy interests might b~ invaded by intrusive official activity, of which one aspect is the police 
power to conduct criminal investigations. Existing branches of law controlling criminal investigative 
activity were reviewed by the Commission in its report on Criminal Investigation. Principles were 
formulated in that report against which existing laws incidentally protecting privacy from intrusive 
police activity, and proposals for change, might be evaluated and assessed. The.se principles might be 
extrapolated to the whole area of official investigative activity. (para. 612) The New Zealand Public 
and Administrative Law Reform Committee recently'presented its report containing general principles 
which it has formulated, to which powers of entry should generally be expected to' conform. The 
Commission has drawn upon each of these sets of principles in developing standards for devising and 
reviewing powers of entry. (para. 613) 

, (:. 

Overseas Laws on Abuses by Care PrOViders and Controllers and Managers of P~ople 
6.8 It has been recognised in overseas laws and reform' proposals, and in international instruments, 
that vulnerable classes of people living and working in institutional settings should be entitled to 
independent investigation of their complaints of violations of basic hUman rights, in particular in this 
context, the right to privacy; that their complaints should be redressed, if substantiated, through 
independent guardians; that they should have that degree of access to justice enjoyed by the 
non-institutionalist:!d person; and that· the making of complaints concerning living and working 
conditions should not lead to retribution or other unfair treatment. (para. 614) 

Response by the States 
i,j 

6.9 The common law inG.,l,Istralia (para. 619, 640) provides a basic level of protection for the 
fundamental values from which privacy is derived, While no branch of the common law specifically 
addresses privacy interests, it provides them with strong incidentaFj);otection where other historically \\ 
more significant interests are at risk. One of the internationally accepted standards for proper 
information handling practice is that an individual is entitled, in the interests of his privacy. to 
protection from disclosure of his personal information, unless with ihis consent, lawful authori~y, or 
pursuant to a publicly known usage or ~on1mon and routine practice. The common law already 
provides this protection where the information is 'confidential'. (para. 640) 
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6.10 State governments have also been active in their response to the privacy threat, altho~gh 
usually in the name of protecting other related interests, and through mechanisms only incidentally 
concerned with privacy. Protection; whether direct or incidental, is provided in the States through: 

, /\ 
• Ombudsmen. (para. 620)"'-- , 

• Consumer Protection Laws. (para. 621) 

• Privacy Committee. (para. 622) 

• Territorial Privacy Protection. (para. 623-6) 

• Access and Challenge to Credit Reports. (para. 627) 

• Secret Surveillance Laws. (para. 630) 

• Lie Detectors. The New South Wales Parli~ment has recently enacted legislation to f~rbid the 
, use of lie detectors (polygraphs) and voice stress evaluators. (para. 631) 

• Freedom of Information Laws. Of the Australian States, only Victoria has provided information 
privacy rights. (para. 632) 

• Secrecy Provisions in Public Service Legislation. (para. 639) 

• Human Rights Protections. When privacy interests are invaded, it is rare that the complaint does 
not involve a claim to vindication of other related grievances. This is particularly ';0 in the 
institutional and employment contexts. (para. 641) Many of the private activities and 
environments provoking concern because of their apparent disregard of human rights" including " 
privacy, are in fact already heavily regulated. (para. 646) 

Implications of the Privacy Decade for Commonwealth ,Law-Making 
6.11 More nee,9s to be done for effective protection of privacy than mere reliance upon existing 
fragmented me9'{lanisms concern~d primarily with other aims and policies, and only incidentally, with 
privacy. An e~perl: privacy body should have a mandate which is not limited to privacy should have 

\Jl~wers of aytnd needed to encourage\lgreater respe~t for th~s a~d other related hu~an values. The 
pnvacy gJJa'tdIan should be part of a broader human rights protectIOn body. The guardian should have 
p01vc'fS'rnboth public and private sectors, for the same kinds of abuse and injury to privacy can occur 
in each. Short-term inquiries intp privacy are limited by terms of reference reflecting contemporary 
assessments of the situation. Parliaments, on their own initiative, and on the initiative of their law 
reform bodies, can thus only go so far, on the information made available to them through such 
inquiries, towards meeting needs for protection of privacy. These needs are continually shifting. The 
expert privacy protection body, must have a law reform inquiry function. It must address new needs, 
deduced from aggregatipn of experience of complaints and its own inveatigative and inquiry role, as 
they arise. And it must be equipped to propose new laws for speedy implementation by Parliament to 
fill the gaps in privacy protection in Australia as they are clearly established. (para. 648) 

'\ 
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IV. HOW THE COMMONWEALTH CAN CONVENIENTLY BUILD UPON 
EXISTING LAWS PROTECTING PRIVACY 

7. Federal Privacy Laws 
Significance of Existing Federal Laws Protecting Related Interests 

7.1 When privacy interests are invaded, the complaint usually involves a claim to vindication of 
related grievances. It is thus pertinent, in a reference limited to the Commonwealth public sector and 
the. private sector in the Territories (para. 7), to. consider the extent to which the federal institutions 
havedeveloped or established laws and guidelines, and created"speciaIised bodies for the protection of 
interests related to that in privacy. Such bodies,.in their efforts'1to improve protection under a heading 
of abuse npt classified as 'privacy', can protect that interest. (para. 649) The need for new laws can 
only be assessed on the basis of a thorough te~iew of what already exists. 

H~Jds of Existing Protection in Federal Jurisdiction 
7.2 The following protections already exist: 

C' 

.~ Trespass. The common law of trespass to person and property applies in federal jurisdictions, 
such as th~ A.C.T., and to C£,mmonwealth government officials pursuing their activities in the 
States. The problem is that government Officials may in the past have been, and might in the 
future be given, powers of arrest, entry, inspection Or summons which are unnecessary, or 

, unnecessarily intrusive. (para. 653) \l " 

• Ombudsman. The Commonwealth Ombudsman's powers are circumscribed in a number of' 
respects, the most significant being that the Ombudsman cannot overturn a Commonwealth 
public authority'~ decision and substitute his own. (para. 654) 

• Complaints against Polic;. The Complaints (Australian Federal Police) Act 1981 lays down 
detailed procedures for handling complaints against police. Complaints which may be made 

• under the Actjnclude complaints about invasions of privacy by the Australian Federal Police 
(AFP)." (para. 655) " 

• Human Rights Commission. The establishment of the HRC under the Human Rights 
Commission Act 1981, is part of the Commonwealth's implementation of the ICCPR. The 
Internatioo.al Covenant covers a wide variety of human rights, including protection of privacy. 
The HRC thus already posseses privacy protection functions in relation to tge Commonwealth 
{?ublic sector and the A.C.T. The HRC's functions include investigation and conciliatiOl\'0,of 
complaints about breaches of any human right and, either on its own initiative or at the request 
of a Commonwealth Minister, reporting as to laws that should be made or action taken by tbe 
Commonwealth on matters relating t.o, human rights. (para. 656) 

• Public Service Guidelines. The Australian Public Service Board's guideljnes encourage public 
servants with intrusive powers to exercise them with regard to privacy considerations. 
(para. 657) 

• Control of Commercial Activity. Unfair commercial activity destructive of privacy interests in 
areas of Commonwealth responsibility is governed by a body of legislation, comprising 
Commonwealth ACts and Territory Ordinances, broadly similar to State consumer protection 
legislation. (para. 658) ~I 

• Intrusive Activity by Private A$ents and Others. There is no separate and identifiable bod,y of 
la\V in AustraHa governing search, seizure and entry by private individuals engaged to P~i~vide 
security, tQ investigate matters on behalf of others, to collect debts or otherwise to perfo'dn the 
functions of priVate agents. ProtectiQn' from invasion by such persons of 'territorial' and 
'personal' privacy is to be found in the general law, whether civH or criminal, protecting the 
persQn and property of others. This body of law applies irrespectiv(tof the QccupatiQnal training 
or status of the person gUilty of the invasion. The basic rules to be applied are those protecting 
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the person and property of an individual from interference by others, and governing the 
circumstances in which actions may be taken in defence of one's person or property, or the 
person or property of others. (para. 659-661) The common law rules controlling intrusions have 
been supplemented in some areas of activity by statutory protections. But even when taken 
together, these legal protections do not provide a comprehensive protection for privacy. They 
fail adequately to address the implications of an unequal imbalance of power as between 
frequently armed security personnel, usually experienced in the application of force, and those 
who come into the vicinity of the persons or property which the security personnel are engaged 
to protect. (para. 662) In a legal system which has no constitutional or statutory bill of rights" 
the tort of trespass provides a theoretical means of maintaining or refining civil liberties. But the 
reality is that for most people the costs of court proceedings and the inconvenience and loss of 
time involved, will make it impossible to sue a powerful defendant to vindicate a civil right, 
such as the perceived right'to privacy. (para. 669) 

- Search with 'Consent'. The rule that interference with the person is unlawful unless with 
consent, or justified by a wider legal power, such as citizens' arrest or defence of property, 
provides' inadequate protection from the excesses of private agents in carrying out their police 
role. This is so because of the failure of the law to take account of the realities of the situation 
of vulnerable individuals, exemplified in dealings with private security. (para. 673) 

- Harassment by Private Agents. Legislation in all the States and the Northern Territory 
provides for some control over the activities of private agents. This legislation is neither 
uniform in the range of activities to which it applies, nor in the extent of controls exercised 
over those people to whom it applies. (para. 680) None exists in the A.C.T. While it might be 
argued that licensing would discourage 'disreputable' persons from pursuing these 
occupations, any privacy protection achieved by this means would be inCidental to other aims. 
For the purpose of preventing undue infringements upon individual privacy, certain activities 
of private agents need to be controlled. (para. 684) 

- Covert Investigation of Private Matters. The existing framework of common law and 
statutory rules affecting aspects <;>f the activities of private investigators presents little 
deterrent to unscrupulous agents 'who are prepared to go to any lengths to obtain the 
information which they are being paid to provide. Particular anti-social activities commonly 
engaged in by the professional in practising his profession should be prohibited by law. 
(para." 685) 

• Unordered Goods and Services. The Trade Practiq,es Act 1974, and State and Northern Territory 
legislation, contain provisions designed to protect individuals who receive unsolicited goods or 
services. The effectiveness of existing legislation has, been doubted. Regardless of any 
deficiencies from the perspective of consumer protection, existing legislation fail~ to address 
directly the privacy problem .. (para. 692) 

• Door-to-Door Sales, Hawking and Charitable Collections. The physical intrusion arising from 
the use of door-to-door sales and solicitation techniques is a cause of concern to many people. 
The uninvited salesman, canvasser or collector intrudes physioaBy into the privacy of the home 
or its surrounds. Privacy was not the princial concern of the legislative controls on these 
activities. (para. 694) 

• Abuses by Care Providers, and Controllers and Managers of People. 

- Informed Consent. The basic principle of the common law providing incidental protection to 
privacy interests threatened by improper practices in treatment and therapy, and in scientific, 
educational, medical and other research, is that of 'informed consent'. Thls emphasises the 
social value that is at stake, viz .. , respecting the subject's claim to ultimate control over his 
destiny, including his medical destiny. But its protection is limited, especialIy where research 
is conducted by social scientists from disciplines which lack 8 sound and well established 
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ethical code! of practice, and in experimep-ts for non-therapeutic purposes. (para. 705, 712, 
713) ;. '~l 

- HeLping Ag~(!ncies. As with the States, a measure of cotrol in the interests of privacy upon 
employmerllt, institutional and research practices is ~~hieved through the Ombudsman. In 
llddition, the HRC has the function of prot.ecting prit%cy interests, in company with, with the 
other righfs protected by the ICCPR. Guidelines drawn up by govern~r.mtal bodies which 
attempt to secure the inviolability of the person are rare. Patients' and students' ''rights are 
gradually 'being established in hospitals and schools which respect the inherent dignity and 
personality of individuals. The pattern of activity has been that of challenge by government 
inquiry amd response by government administration. (para. 714) 

• Intrusive Employment Practices. The weakness of the common law rules protecting the liberty 
and privacy of the individual from invasion by private security guards and agents also renders 
largely fl\igatory its protection in institutional settingf',.~ particularly, that of employment. 
(para. 719)' 

..:.. Medid~l Examinations and Psychological Testing. Psychological and medical assessments 
might/be both intrusive and a threat to the subject's information privacy. Such practices would 

J?.e clIassified as invasion of a human right presently susceptible to review by the HRC. 
(para. 720) 

- Surveillance. Optical surveillance devices may be used to keep employees and others under 
~urveillance. (para. 721) There is at present no legal prohibition upon secret optical 
surveillance. (para. 722) 

- Recording and other Interception of Employees' Telephone Conversations. Monitoring 
systems which use telephones to intercept emp~oyee conversations pose privacy problems in 
whatever contexts they are employed. (para. 724) 

- Security Searches and interrogation. Despi~e the fact that the restraint and interrogation may 
have been grossly unfair, there will generally be no realistically available remedy. (para. 725) 

• Intrusive Institutional Practices. The HRC is already active in this area. But ethical codes 
supposedly guarding against scientific, medical, educational and other research by professionals 
are too often disregarded. So also is the requirement of informed consent for treatment, therapy 
and other activities which interfere with the person. And there is no legal restraint upon the 
se.cret optical surveillance of inmates in institutions for research, study and other related 
purposes. (para. 726) 

Key to Privacy Protection 
7 :'3 Evaluation of the work of the fragmented, and at present, largely uncb-ordinated efforts of 
boards, committees and other bodies concerned with consumer protection, human rights and related 
interests, provide~\rhe k~y to priva~y protection i~ AlJstn,llia. A great. amount of wor~ has ~Ireadyp~\n 
done towards st~ngthemng protection for the entire range of human mterests, of which pnvacyl;(s one~. 
Protection of privacy is in most instances best approached through measures which reflect tljy natur~\ 
and needs of particular organisations, their activities, and their role in relation to those who are \ 
affected by them. But there should be a basic statement of rights and liabilities, enforceable in the' 
courts, and which particu~~r guidelines and standards, sensitive to the needs and aims of particular 
organisations and activities, then elaborate or extend. The key to privacy protection in Australia thus 
lies through strengthening of existing law, encouraging existing bpdies already active in the area to 
expand and elaborate their work. in the context of protection of human rights, and stimulating new 
involvement by bodies with power to address human rights and related issues in particular areas. It is 
not desirable, at least at this stage, to' attempt to create an entirely new and separate body of 
jurisprudence about privacy. (para. 731) A statutory guardian for privacy should assist consumer 
protection, welfare, community, professional, and government organisations to ensure that the law, 
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and particularly the protection which it already incidentally provides for privacy interests, becomes 
more accessible and more relevant to the needs of ordinary people. (para. 733) 

8. FeBeral and State Laws on Secret Surveillance 

8.1 The common law gives only limited protection against surveillance. Thus, it is in statutory 
schemes that protection of privacy from intrusion through surveillance must be found. Such schemes 
protect the privacy of communications carried by the postal and telecommunications systems. But the 
'tradition of respect for the privacy of communications carried by these systems has been eroded over 
recent years. Telecommunications legislation noW permits interception for installation and 
maintenance, purposes, enforcement of the telecommunications legislation, national security, and 
investigation of narcotics offences. Postal legislation now permits opening for general law 
enforcement purposes and for national security. Recent legislation in the field of surveillance outside 
the post and telecommunications area restricts the use uf listening devices in national security cases 
and in the investigation of some narcotics offences. General controls over listening devices exist only 
in the mainland States and there is no legislation, either Commonwealth or State, dealing with optical 
surveillance. (para. 734-5) '''' 

f . l ' IV 8.2 A number of problems and areas 0 specIa concern eXist: ." f,i 

• Commonwealth legislation regulates the use of listening devices in mat~~'s related ~~~tio;J~1 
security and the investigatiQn of narcotics offences only. State legislation regulates listening 
devices otherwise. There is no such legislation in Tasmania, the A.C.T. or the Northern 
Territory. The laws of the mainland States are by no means consistent in their approach. They do 
not apply to Commonwealth officers using listening devices in the course of their d,."ty or, at 
best, their, application is a matter of c()nsiderable doubt and obscurity. 

• Legislation regulating telecommunications interception by law enforcement officers does not 
sufficiently protect privacy interests in the following respects: 
- there is no specific requirement to consider whether alternative, less privacy", iI~vasive, 

investigative procedures are appropriate or practicable; 
- there is no requirem~nt that the grounds sUPf'i~rting an application for aythority to intercept be 

put in writing; . 
- there is no requirement that a warrant authorising, interception state with particularity the 

offence, persons or places that are to be the subject of surveillance; 
-, the maximum time limit of a warrant exceeds that provided by most comparable overseas 

legislation and necessarily exposes many innocent people over a great periog of time to 
unexpected) invasions of their privacy; ,;' 

- there is no requirement that Parliament be informed of the extent of such surveillance. 
Whatever the arguments against such disclosure in matters relating to national security, it is 
difficult to imagine that the publication of such information related to law enforcement would 
have any detrimental effect. C' 

• The privacy of communications passing over the OTC system is inadequately protected by 
legislation. 

• Recommendations for breakdown in the monopoly of Telecom Australia have clear implications 
for telecommunications privacy., 

• There is no legislation anywhere in Australia to regulate the use of optical devices for secret 
surv~illance. 

• All the provisions, regulating opening and examination of mail are in the Postah Services 
Regulations. Some 'of these regulations are in,valid. Powers to open mail should be conferred by 
theAct, not by regulations. 

'--.'. 
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• The width of the general law enforcement role of' Australi~,OPbst officers gives considerable 
cause for concern. They should not" b~)de facto policemen. " 

• The power of Custo~s offi~ers t~)~~pen ietters not suspected of containing any goods and not 
suspected of breachmg the provl~lor.S"'9f the Customs. Act goes too far. (para. 785) 

\', ,,') " 

9. iiFederal and State Laws Controlling Personal Information 
Coliection of Inform~tion 

9.1 Information privacy interests may be endangered by a record~keeper's collection practices. It is 
~n.t?is. conte~t that interests in privacy, and in freedom from discrimination, overlap. Commonwealth' 
mltIatIves aIm~d at combating discriminatory practices incidentally protect interests commonly 
regarded as fallmg under the umbrella of privacy. (para. 788) But there are many gaps, particularly in 
the areas of: 

~ -

• compulsory collections. (para. 793) 

~ coercion and deception. (para. 794) 

It third party sources of personal information. (para. 797) 

Exi~ting Generai Controls on Use of Personal Information 

9.~ ,!,h(:re ar~, at pre.sent, few statutory controls, or departmental, industry, professional or other 
gUidehnes, WhICh speCIfically attach themselves to the lise of personal information by its collector (as 
opposed to disclosure of that information to third parties). There are certain controls on the use of 
partiCular c~teg?ries o~_information where that information is very stmsitive in a political sense, or 
mvolves natIOnal. secumy or defence. (para. 799-800) Federal administrative law also affords some 
con!rQ\ over the use of personal information. The rule that the requirements of natural justice be 
?bserve~, as well a~ being directed to procedural fairness, has the effect of requiring as much relevant 
mformatlion as pOSSible to be provided to the decision-maKer before the decision is made. These rules 
thus indirectly serve information privacy interests. (para. 80 I) Use of information by both officers 
and temporary empl<?yees of the ,Public Service'is controlled by the Public Service Regulations. 
(para. 802) '-, , 

General La\v Controlling Disclosure of Personal Information 

9.3 T~e main body ()~ law controlling disclosure of personal information by both public and private 
sectors IS to be found 10 the law rep<?rts. While,the subject of personal information has no general 
remedy for invasion of privacy interests through its 'improper' disclosure, various common law and 
~q~itabl~ remedies provide incidental protection. These remedies apply in relation to misuse by both 
pnvate Iflod public' sectors. (para. 805) They include: 

• delfamation" (para. 806-810) 

o negligence. (pnra,81O-4) 

" passing off. (para. 815-~) 

'Limita~ions of Civil Remedies 

?A The arguments against creation of a new ·statutory tort of invasion of privacy inevitably point up 
madequacies in the existing system's incidental protection through established tort remedies. The 
deficiencies in the tort remedy approach include: " 

• Lack of Awareness. Any legal remedy -including a tort action - addresses the relatively rare 
siltuation where' a data subject becomes aware of mishandling of information concerning him. 

• C(lst. 11h~ ordinary person is 'unlikely to pursue a tort aCtion bec~use of the heavy' cost of private 
Iiltigation. ' " 
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• Trauma. In the case of an invasion of privacy, resort to a court may involve a quite traumatic 
ab(mdonment of privacy by the litigant in order to remedy the infringement of it. 

• Retrospective Action. Whereas the adoption of fair information practices affects future conduct, 
court decisions in most instances operate only retrospectively. . 

• Unsuited to Task. Courts are not well placed to resolve the competing interests involved in 
claims of invasion of privacy. '. ) 

• Inappropriate Remedies. Damages are largely inappropriate as a means of redress for privacy 
invasion. The courts are understandably reluctant to issue the more appropriate remedy of the 
injunction to restrain infringements of personal interests, especially where this will interfere 
with freedom of expression. (para. 819) 

9.5 A further limitation uponthe capacity of the torts system to protect information privacy interests 
is its concentration '-~pon one aspect only of the range of conduct endangering such interests, viz., 
improper disclosure of personal information. Other areas of information mishandling are simply not 
addressed by the torts system, in particuiar, mishandling through improper practices in the context of: 

.. collection, 
• access and challenge, 
• internal use, and 
• storage and destruction of personal infonnation. (para. 820) 

Copyright 
9.6 The major limitation of copyright as an incidental protector of privacy i5, that, being' a 
proprietary,xight, some tangible opus must exist. It is of very limited use in the protection of 
info~~~~il)(/ privacy. (para. 823) 

" Privacy Protection through the l_aw of Contract 
9.7 Many of the clearly established categories of confidential relationships in which privacy 
interests are seriously at risk because of the new technology are contractual. But this need not 
necessarily be so. Furthermore, the clients of Commonwealth Government departments and agencies 
generally have no contractual relationship with those with whiCh they deal, reducing the impact of 
contract law as a privacy protector in that' s~gnificanl context. (para. 826) 

Duty of ConfideJt~e 
/ . , 

9.8 The Comm6'lwealth has already moved to protect certain information privacy interests under the 
Freedom of Information Act 1982. Und~r that Act there is an exemption to the right of access where it 
would result in breach of another person's legal right to maintain the confident~~lity of the information 
to which a person is seeking access. Thus, it is important to examine e',dsting law relating to 
protection of confidential information, not only for its significance in protecting information privacy 
interests from invasion through improper disclosure of personal information, but also, for the extent to 
which existing access rights are qualified by the need to protect th~ confidences of others. (para. 827) 
9.9 The action for breach of confidence provides a civil remedy for U!i~ or disclosure of information 
which is not publicly known and which has been entrusted to a person in circums~ances imposing' an 
obligation not to use or disclose that information without the authority ofthe person from whom it has 
directly or indirectly been obtained; Its precise basis, elements, ambit and application have been the 
subject of much judicial and academic attention. Gaps have been found, and proposals for statutory 
reform have been advanced (para. 828), particularly in the f()l1owing areas: 

., Information Capable (?f' Protection. Breach of confidence law is cor\cerned with the ,protection 
Qf facts which are 'confidential',i.e .. which are not in the publicdomairi. (para. 855) 

I, 

• Circumstances Importill8 1I Duty (?!,Cml/idellce. The information . must also be imparted in 
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confidence or acquired by a confidant 'in his character as' sllch, or acquired by reprehensible 
means. (para. 856)" , 

• Test Case. Few actions have been brought for breach of cbnfidenceoutside the areas of trade 
c~ecrets and a limited number· of. professional 'relationships. (para. 857) 

• 'Breach of Duty of COil fide nee. In order,to prove breach of confidence, it might be necessary to 
penetrate the management and record-keeping systems of a large and powerful prgahisation. 
(para. 858) 

• Defences. There is undesirable uncertainty associated with the extent to which 'public interest' 
might be relied upon to justify an unauthorised disclosure of personal information. Those 
undertaKing clinical data trials, epidemiological research projects and other projects dependent 
upon a large supply of personal information, shQuld ,not be encouraged to justify them by 
reference to an expansive concept of 'public interest', but through legislation specifically 
.;iuthorising a pa{ticular activity. (para. 859) , 

• Standing. A f!1ndamental rule of the law' of breach of confidence w0uld prevent it' from ever 
pro~iding effective protection for ipformatioQ privacy interests as'such - at least if unassiste'd 

cby some legislative broadening of its boundaries. This is the general rule that only the person to 
whom the legal duty of confidence is owed is entitled to enforce the confidence. That rule 
operates to defeat privacy claims whenever the confided information pertains to a third party , 
and that communicatioQ is not itself a breach of confidence. (para. 860) 

G· ". Remedies. Like the tort actions incidentally protective of privacy interests, the action for breach 
of cCi'nfidence "can only operate in the face of a threatened breach, or where the breach has 
already occurred. Proper protectionbf Jnformation privacy should be principally concerned to 

"prevent the misuse of information in advance. (para. 861) 

o • Continuing Uncertainty. Each of the principal aspects of the present law is still subject to some 
unc,~rtainty, although it appears to be developing in a reasonably consistent, yet flexible, 
fashion. (para. 862) 

"~I 

Conclusions about the Duty of Confidence as it Protect~ the Privacy of Key RelaHonships 
?10 T~e la~ relating to breach of confidence more directly and comprehensively protects 

., mf~rm~tton pnvacy than ~ny other legal remedy. Its strength lies in the wide and flexible coverage 
whIch Its mles afford and m the balance it achieves between privacy arid other competing interests. It 
applies to a potentially wide range of relationships. Damage is not required for a remedy to be 
"availa~le. It recognises flexible defences which appropriately balance public interests competing with 
the.clmm to non-disclosure. Its deficiencies are its remaining uncertainties, the inevitable slowness 
with whichlhey are 'being resolved, and the standing rule. which acts as an arbitrary cut off point for 
remedying iitvasions of privacy flowing from breaches of confidence. And it is limited to the context 
of unauthorised use or disclosure of information., n does not address aspects of information handling 
such as '.collection'. or 'security'. (para. 930~ , . 

1',-

Reform of the Uuty of Confidence~ 
9.11 Building 011 (he Dllty (~l Confidence. The besto way to protect information privacy from 
wUlutlwr;sed u.w! or disclosure of personal information is to build upon the legal duty of confidence. It 
~~uld b~ going t~o far ~n' ~he interes~s of privacy to ~nact in legislative form all of those proper 
mformatlon handling pnnclples relatmg to the handhng of personal informat~on recognised by 
international instruments and overseas laws, in particylar, that controlling improper use or disclosure. 
and to provide civil 01' cri'ininal remedies for thet~ breach. To provide, for example, an enforceable 
right in a record ~ubject to;\1on-disclosure of' peiSonal infoqllation held about him by any 
record-keeper. except with his consent, or by authority of law, would be too radical an alteration in 
the present framework of legal rules, provided principally by the law of. defamation, injurious 
falsehood. passing off, copyright, and "breach of confidence. (para. ~2) 

'It, 
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A Statutory Tort? 
9. 12 A statutory tort of breach of con{i~ience is not required in Australia~. at ~east for the purp?se 
protecting interests of privacy. (para. 934-"-5) The balance of advantag~ hes III favour of m.ak~ng 
statutory clarifications and minor modifications to the general 1 a,:" or c:onfld~n.ce rathe~ than codlfymg 
it. For the.rest, the law can safely be allow~d to develop through Judicial declSlon-makmg on ~ case by 
case basis. In particJ,llar, there would be dangers in attempting to. fo~ulat.e t~r~u?h ~t~tute a list of the 
available defences to an action for breach of confidence, as this might mhlblt Judicial development 
where a record-keeper challenges his liability of what on initial analysis seems a breach of confidence, 
on the ground of some wider public interest. (para. 936) 

10. Flow of Information in the Public Sector 

Statutory Controis: A Summary 
10.1 The Crimes Act 1914, s. 70 and s. 79, and the Public Service Act 1922, s. 51(1) and the 
Publi~ Service Regulations, reg. 35, provide the general framework for controlling .disclosu~e of 
personal information by government officials working in record-keeping systems for .whlch th~re I~ no 
special legislation. Most government departments and ag~nCles h.ave est~bhshed gUidehnes 
controlling their internal operations which control the flow of IllformatlO? acqUired by. th~ agency. 
Such guidelines may specifically address privacy concerns, or may deal With them only mCldentally. 
Public sector information flow may involve disclosure to the private sector. This is controlled b.y the 
same, gelleral lil1]Jtations which apply to internal government use. However, the threat to pnvacy 
interests may be greater. Although much of the legislation which permits disclosure of inform. at ion to 
the private sector imposes a duty upon the recipient to restrict its further disclosure, the Wider the 
dissemination of personal information, the harder it js to enforce any restrictions on its further use. 
(para. 937) The basic framework might be criticised as allowing di~cretionary secrecy. And that 
which allows 'discretionary secrecy' also allows 'discretionary disclosure'. The Chief Officer of a 
Commonwealth department or agency gover~~d only by the Public Service Act 1922 and the Crime~ ~. 
Act 1914 might purport to authorise disclosure of personal information inimical to the privacy 
interests of the subject. (para. 948) 
10.2 Provided the disclosure is "authorised' , and th~re is a 'duty to communicate' or no 'duty not to 
disclose' (whatever these phrases might mean), s. 70, s. 79 and reg: 35 impose no restriction in the 
interests of privacy. There will also be many situations where some might think disclosure is justified 
on the basis of the greater interest of the subject or of the public, notwithstanding that there was no 
consent to the disclosure, and the further use of the information was unrelated to the original purpose 
of its collection. Again, s. 70 and reg. 35 provide no protection for disclosures which would be in the 
public interest and which, by any standard, would be regarded as justified by the community at large. 
(para. 949) 

Specific Laws 
10.3 As well as the general laws restricting disclosure of public sector information, some areas of 
record-keeping are covered by specific laws. As with the general secrecy provisions, disclosure of 
information by government agencies controlled by particular legislation depends largely on the 
discretion of the Chief Officer of the agency involved, and a concept of the employee's 'duty'. 
(para. 950) 

Commission's Approach to 'Control of Flow of Public Sector Information 
10.4 The legislative framework for c(}~trol of public sector use of personal information can only be 
viewed as inadequate ~s a protector of pr~ate interests if it is forgotten that, as an essential str~nd, it 
includes the law relatmg to th~ duty of confidence. New laws are not need~d for the protectIOn of 
private rights in this context. But existing law needs to be more widely known and better understood. 
(para{952) 
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The ramifications of existing law establishing duties of confidence for public sector use of personal 
information do not seem to be sufficiently understood by those working within, 'or dealing with, 
government departments and agencies. The draft Bill which accompanies this report seeks to meet 
these needs. (para. 953) 

11. Adjudication of Disputes and Disclosure of Personal Information 

11.1 Administration of Commonwealth systems of courts and tribunals, and initiation and pursuit of 
proceedings therein, give rise to a vast bulk of personal information concerning litigants, witnesses 
and others, some of which may be highly sensitive. Some of this information might have been 
impressed with the quality of confidence (see s. 9.9) prior to its flowing into the judicial or tribunal 
systems. (para. 954) 

1l.2 The courts have recognised the need to preserve confidential relationships. They have 
developed rules controlling intelference with those relationships" through mishandling pf personal 
information by record-keepers - the duty of c~>nfidence. The need to preserve confidential 
relationships is also recognised in relation to court proceedings by the law of evidence relating to 
privileged communications, and rules of practice and procedure. Rules of evidence can only protect 
privacy interests in so far as those interests are threatened by disclosure of personal information in 
court. Some communications are guaranteed a certain level of protection from court disclosure. Some 
courts and tribunals are clClsed to the pUblic. And there are general powers to close courts and 
tribunals, or to prohibit publication of information divulged therein. Such legislation allows the courts 
to resolve the tension between, public interests in open justice and full judicial access to all the 
information relevant to achieving a just solution in a dispute between persons, on the one hand, and 
private interests, such as those in privacy and confidentiality, on the other. (para. 977) 

11.3 It is proposed, however, that the statutory guardian recommended by this report should have 
power to monitor this and other areas of public administration in the interests of privacy, and to report 
to Parliament where concerns arise which'! need to be resolved through legislative intervention. 
(para. 978) :i ' 

12. Access, Challenge,and Correction of Personal Records 

Information Privacy Rights 
12.1 Unlike their counterparts at the State level, the Commonwealth Parliament and Government 
have been"active in conferring 'information privacy rights' upon those subject to their powers, 
whether through new statutory law, in particular

" 
the 'new administrative law' (para. 981), or through 

departmental and agency guidelines and internal procedures. In two areas, existing bodies of law and 
practice come close, to meeting the proper information handling standards reflected in overseas laws, 
viz., access to and disclosure of person~l information. (para. 979) But there are serious inbuilt 
limitations on the extent to which 'new administrative law' can effectively protect the information 
privacy. (para. 933) 

Rights of Access by the Data Subject 
12.2 The Freedom of Information Act protects personal information by providi,ng, in some 
circumstances, a right of access bV the person concerned to documents containing personal 
information about himself. But this should be seen in context. The Freedom of Information Act is not 
a Privacy Act. It is an Act intended to open public sector" informatio,n to the world at large. The 
interests to be balanced are the interests of the public at large against the interests of individuals 
(whose privacy might be unreasonably invaded), corporations (whose business secrets and other 
confidential information might be unreasonably disclosed) and public administration (wl}ich might be 
substantially prejudiced if certain .information were disclosed). Because the Act is'directed to 
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disclosure to any person, the individual whose records are kept by an agency is in the sam~ position as 
any other person when it comes to getting access. He must rely on exactly the same prOVISions of the 
Act, and surmount exactly ~he same obstacles under the Act, as anyone else who wishes to gain access 
to documents about himself. (para. 1001) 

Challenge 
12.3 The other aspect of access, the fundamental principle of privacy protection, is the right to 
challenge and correct incomplete, out-dated or otherwise misleading information held in rec~rd~" This 
aspect is also included in the Freedom of Information Act. ~owever, ther~ ar~ some slg~l~cant 
limitations on the right. (para. 1003) As might be expected 111 an Act which IS not specifically 
designed to protect privacy interests (except incidentally), there are a number of deficiencies. 
Comprehensive privacy legislation is stilI needed properly to protect privacy so far as Commonwealth 
public sector information is r.oncerned. (para. 1004) 

Departmental and Industry Guidelines allowing Access, Challenge and Correction 
12.4 Various sets of guidelines, applying in both the public and priyate sectors, recognise that 
employees and other personal record-subjects should be given access to personal records concerning 
themselves, for -example, the set of guidelines developed' by the Australian Public Service Board 
allowing publiC '~ervants access to their personal records. (para. 1005) 

Cl)nclusions about Existing Rights of Access, Challenge and Correction 
12.5 While the new federal administrative law, including the Freedom of Information Act 1982, 
provide an essenthil background for introduction of information privacy rights (para. 1009), the 
system does not go far enough in protecting information privacy interests. This is not its primary 
purpose. The strong claim of the individual, whether resident or citizen, to a right of access to 
information about himself has received only limited recognition, and the existing right is limited to the 
Commonwealth public sector. In order for information privacy interests to receive adequate 
protection, the subjects of personal information held in both public and private sectors should be 
provided with accessible and flexible access, challenge and correction rights. (para. 10 10) 

13. Storage and Destruction of Personal Information 

Existing Regulatory Framework 
13.1 Those informal guidelines which exist in the private sector are isolated and piecemeal attempts' 
to come to ~erms with the data security problem, principally, in the interests of protecting the revenue 
and secrets of the record-keeper, rather than the privacy interests of his subjects. (para. 10 11) The 
Auditor-General is one of several Commonwealth authorities with power to develop standards for the 
security of public sector informa.tion in the interests of privacy. (para. 1012) The Australian Public 
Service Board also has a function of providing advice and assistance to departments on measures to 
improve management systems and efficiency" (para. 10 13) 
13.2 In responding to the privacy problems created by extensive computer use at the 
Commonwealth level, it is important to draw upon the experience and expel1ise of the Bureau of 
Statistics, the Australian Public Service Board, the Auditor-Generali/ and other Commonwealth 
agencies with powers or responsibilities in the area. These bodies have already developed guidelines 
in the interests of privacy protection. If there were a central agency, a privacy guardian, with the 
power to co-ordinate and develop such initiatives, they could provide the basis for a regulatory 
framework essential for protection of the integrity of personal data used by all Commonwealth 
departments and agencies. (para. 1016) 

Archival Policy 
13.3 One of the international privacy protection standards, in relation to the removal of information 
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from systems, is that the resprd-keeper should not keep personal information once it is no longer 
relevant to the purposes ~";,~eh govern the collection of the information or to any continuing ", 
relationship between the rec6rd-keeper and the record-subject. There have been few voluntary 
initiatives from the private sector to meet this standard. In contrast, the Commonwealth Government 
has, at least admin~stratively, been extremely active. The exhaustively developed archival policy of 
the Commonwealth Government contrasts with the haphazard guidelines and practices of private 
sector ~cofd-keepers. (pat~. 10 17) 

): 

Assessment of Governm~!~t Archival Policy and Archives Practice 
13.4 The Australilan A#hives provides vita! data for research in' fields such as demography, 
anthropology, health -"mid education, based on use of information about historical samples of 
individuals. These processes would be hindered if the records available were incomplete. But for the 
future, as Archives' policies and practices become more highly developed, systematic and exhaustive 
in their coverage. procedures must be instituted to ensure that priva~y interests receive appropriate 
weight in the balance of competing claims. The individual's interest in privacy must be balanced 
against the value to the nation of its archival resources. Safeguards built into existing policy and 
practice, providing for exemptions and exclusions in the case of highly sensitive material, attempt to 
achieve a satisfactory balance of these competing interests. But a statutory guardian for privacy, 
through, handling of complaints and monitoring of current practices, should continually check and 
review this balance. (para. 1030) 

14. Conclusions about Existing Privacy Protections 
\\ 

14.1 The report~races the flow of personal information generated in particular sectors of 
record-keeping activity through to other sectors, to different branches of particular sectors, into the 
court and tribunal systems, and in the case of public sector information, to its depos~t with Australian 
Archives. The background laws controlling this flow are primarily concerned with protections of such 
interests as secrecy in some areas of government and public administration, maintenance of trade 
secrets, and maintenance of confidential and other important personal relationships, against harm 
from a record-keeper's unauthorised "use or disclosure of the information. Outside the area of 
unauthorised use or disclosure, some attention has been paid to development of principles for 
maintenance of the security of information. Laws and practices are also being developed to secure the 
orderly process of archiving information acquired by the Commonwealth public sector. And there is a, 
new bodyGbf statutory law providing rights of access and challenge to information held by government 
agencies. The framework of existing laws, practices and procedures limiting use, safeguarding 
security, and encouraging individual partidpation in the handling of personal information needs to be' 
supplemented, not only to secure better protection of privacy interests threatened by misuse, 
inadequate security, and denial of access, but also, to secure a suitable threshold level of privacy 
protection iii areas at present largely untouched by laws, standards or guidelines for the handling of 
personal information. Of particular concern from this poillt of view are the processes of collection, 
and the maintenance of quality of personal information used by record-keepers. Encouragement 
should be given to the adoption of standards requiring record-keepers to specify the purposes for 
which their data might be used, and to be open, about developments, practices and policies with 
respect to the personal information which they hold. (para. \031) 
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V. HOW THE SCHEME FOR PRIVACY PROTECTION SHOULD BE 
FLEXIBLE, SENSITIVE AND MULTI-FACETED 

15. Basic Responses to the Privacy Problem 

Need for a Statutory Guardian 
15.1 As a basic response to the privacy threat, a statutory guardian, in the form of an .administrative 
body with the specific function of advocating privacy interests, should be est~bhshed. Further 
legislation to protect some aspects of privacy interests presently l\,nder threat IS also needed. 

Functions of the Statutory Guardi~n 
15.2 The basic functions which tht proposed guardian would perform are: 

• inquiry into, and conciliation and resolution of, dispu~es; .. .' 
• monitoring activity and technological advances that mIght Irlterfere wIth pnvacy; 
• fixing standards and publishing guidelines; 
• providing community education about privacy; and 
G advising government, inuustry and the professions. =<=::::. 

The privacy guardian should be set in.an interdisciplinary, gen.eralist context. Privacy is an expre.ssion 
of more fundamental values. Thus, the body with the functIons that are needed to protect pnvacy 
interests should not be limited to their protection. It should be able to consider privacy problems in the 
context ofthe other values and interests needing protection in a society- undergoing rapid social and 
technological change. (para. 1049) When decisions are being made Jbou~, a n~w inf~rmati~n system 
or a new form of intrusive conduct, the advantages of the proposal from the pomt of VIew of mcreased 
effIciency to areas such as health administration and law enforcement will generally be fully 
considere~, but the extent to which the proposal interferes with privacy might not. This will be one of 
,the key function~·. of the statutory guaI'dian. 

;~J " 

Existing Administrative Structures 
15.3 Ombudsman's Role. There are two Commonwealth institutions alre~dy in existence with 
power to protect privacy, the Commonwealth Ombudsman a.nd th~ HRC. T~e powers ?f other 
Commonwealth institutions are too specialised to warrant consideratlOn as a pnvacy guardIan. The' 
Commonwealth Ombudsman is a statutory.pfficer. Limitation of the Ombudsman'5 jurisdiction to the .1,\ 

public sector is significailr~Qlif.~ are strong reasons for retaining this focus of attention. To extend his' \ 
role to the private sector would distort his primary role as a public sector 'bureaucraGY wa!chdog'. B~t 
the administrative body needed to protect privacy clearly must be able to operate both m the publIc 
and private sectors. There is no adequate logical, philosophical or practical basis for differentiating 
between the two sectors in protecting privacy interests. It would be confusing and wasteful to have 
separate bodies for each sector: the Ombudsman only for public sector privacy concerns; another body 
only for private sector concerns. (para. 1050-4) 

15.4 Functions; of Human Rights Com,!,ission .. The HRC already possesses privacy p~otection 
functions in the areas covered by the Commission's Reference -Ahe Commonwealth publtc sector 
and the Territories. In summary, the HRC's fUnctions are: ~ 

• the investigation and conciliation of complaints about human rights; 
• the monitoring of Commonwealth government activity related to human rights; 
• the monitoring of private sector activity in the Territories (other than the Northern Territory) 

-related to human rights;" ,', 
• advising the Commonwealth government on matters relating to human rights; 
• public edl,lcation; and 
• research into human rights. (para. 1052) 
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1~.5 Ex~ensio~s of t?e HRC's functions necessary to accommodate this Commission's proposals 
Will not dIstort Its ba~Ic role. Through the co-operative arrangements made with the States and the 
Northern Territory, it will be able to further develop expertise and experience in the area of privacy. 
The facility for consultative committees to advise the HRC will also assist in achieving national 
coverage of the principles of privacy protection which this Commission-recommends should be 

-adopted. The HRC should be charge,9 with administrative and other functions necessary to impiement 
- the recommendations in this report. In particular, the HRC should be specifically empowered to 
pu~lis~ guidelines in particular areas or to help overcome probiems of more general application. 
GUIdelInes should be regarded as refinement of the general principles enunciated in th~~ report. They 
should not be restricted to information privacy con,cerns. The areas of direct marketing, or the exercise 
of official powers of intrusion, are areas where detailed guidelines will prove useful. (para. 1054) 

15.6 Consultation with Human Rights Commission. Ministers should involve the HRC in 
consideration of draft legislation which may threaten privacy iQterests. Arrangements might include 
forwarding policy proposals and draft legislation to the HRC fOl-comment or even involving officers 
of the HRC in interdepartmental committees and working groups considering proposed legislation. It 
would also be open to the Parliamelit and its committees to draw on the expertise and expefi~nce of the 
HRC wh~n priva~y issues arise in draft legislation. In particular, the Senate Standing Co~t'1:ittee for 
~!Je Scrutmy of BIlls and the Senate Standing Committee on Constitutional and Legal Affairs~both of 
which. have r~spon.sibil~ties in· relation to hu.~an rights, includi~g privacy, may develop ~\ close 
~orkmg . relatlonshA~ WIth the HRC. In addItIOn, the HRC should provide a standing sorlrce of 
mformationand adVIce to departments a11d other public sector bodies on privacy issues. (para1 1056) 

15.7 As the experience of the HRC in dealing with privacy issues expands, it might code to the 
view that the more flexible mechanism for particular codes of practice is needed. It miJ!hrconclude, 
for example, that the primary or subordinate legislation are not appropriate but thut'iifu1nformal and 
une~forceable guideline~ do not go far enough. It may recommend a new way of implementing 
partIcular cO,~e~ of practice. It should be a matter for the HRC to determine the most suitable way to 
Implemept any particular proposed standard that it formulates. (para. 1057) 

Privacy Commissioner 
15.8 Allocation of Functions. Although the HRC is the obvious body to exercise the administnitive 
functions'which"arise from this Commission's recommendations, it is not appropriate simply to repose 
all of those functions in the HRC as a whole. It is necessary to have a member of the HRC, a Privacy 
Commissioner, specifically designated to exercise some of these functions. (para. 1058) There are 
real benefits to be gained ffom having a specific, publiclY'identifiable person who has the primary 
responsibility for dealing with privacy complaints. (para. 1059-60) 

15.9 Privacy Commissioner as Member of the Human Rights Commission. The Privacy 
Commissioner shquld be a full-time member of the HRC. The Privacy Commissioner's membership 
of the HRC would benefit the Commission and enhance his own ability to carry out his fUnctions. His 
work would benefit from the wider perspectives available through the HRC's involvement with all 
human rights concerns all over Australia. The decisions he will have to make will be more soundly 
based if he has the benefit of intimate access to the HRC and, through it, to other bodies in and outside 
Australia concerned with human rights in general. (para. 1061) 

" !.~ 

15.10 Value to the Human Rights Commission. As a member of the HRC, the Privacy Commissioner 
would play an important role in the development of privacy policies consistent with general 
developments in the field of human rights. His experience of the problems and difficulties affecting 

/j privacY.!l'akes it essential that he be involved in the continuing task of formulu.ting the st~ndards and 
guidelines which the HRC will issue. It will be necessary, too, for the HRC lQ, Ilse his experiGnce 
while advising government. The level of involvement which is needed to ensure that his experienICe is 
used tp the full will not b~reached unless he is a member of the HRC. Finally, there is a danger that 
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generalist bodies stich as the HRC may consider questions only in the abstract. The Privacy 
Commissioner's practical experience in tackling a particular human right and in evaluating claims for 
privacy against claims for other legitimate and competing human rights will have significant practical 
,value to the HRC as it addresses wider, non-privacy concerns. (para. 1062) . 

IS.11 Directions. The Privacy Commissioner, under the Commission's recommendations, should 
have the power to issue binding and enforceable orders. These orders should be appellable to the 
Administrative Appeals Tribunal. It is inappropriate that this power, to be conferred by statute, be 
governed as well by a direction power from the HRC as a whole. Nevertheless, it is desirable that the 
HRC be kept fulty and closely informed on the way in which the Privacy Commissioner performs his 
functions. He should bexequired to ptovide the HRC with reports on his activities unless the HRC has 
indicated otherwise. (para. 106S) .. 

IS.12 Relationship with OmbudsmalZ. ProvisiolJ should be'made for the Privacy Commissioner to 
r~fer complaints to the Commonwealth Ombudsman. The Commonwealth OmbUdsman, for example, 
might be the more appropriate body to deal with some complaints about interferences with privacy (or 
other human rights) by p~blic officials. In appropriate cases, if the complainant agrees, there is no 
reason why the Ombudsman should not investigate a complaint, made initially to thePriy,acy 
Commissioner, that a Commonwealth or Territory authority has interfered with privacy. There is no 
reason why a similar complaint made to the Ombudsman should not be investigated by the Privacy 
Commissioner, if that is more appropriate. The secrecy provisions of the Ombudsman Act 1976 
should be amended to allow both the Privacy Commissioner and the Ombudsman, with the agreement 
of the complainant, to transfer complaints, and the results of investigations. (para. 1066) 

16. Implementation Issues 
16.1 The following are the issues to be canvassed ilZ devising an appropriati~cheme: 

• Need for Legislative StalZdards and ProtectiolZs. More is needed for privacy protection than 
guidelines and statements of aims. There is already a long tradition of protecting privacy 
interests by law. In some matters at least, l~gislative standards and protections for privacy are 
needed. (para. 1067) 

• Limits of LegislatiolZ. However, the formal ap!,aratus of the law is not always the most 
appropriate to protect privacy interests. In particular instances, the need forflexibility in the face 
of rapidly changing technology makes detailed, statements of legislative duties inappropriate. 
There is a place for codes and guidelines, as well as legislation. A well designed regime to 
protect privacy will provide each, where appropriate. (para. 1069) 

• Conciliation and Negotiation. An important way of 1mplementing privacy principles is to 
provide a mechanism for ensuring conciliation and negotiation between a complainant and an 
alleged privacy invader. Success depends upon the skill and effectiveness of the negotiator. It 
can be rendered ineffective when the party in the dominant position - the privacy invader - is 
simply unwilling to "be deterred from a course of conduct, or even to engage in meaningful 
negotiations. To guard against this latter possibility ,the Privacy Commissioner should be able to 
call conferences at which attendance of the parties involved would be mandatory. For many 
complaints, conciliation and persuasion are appropriate and effective. Some complainants may 
not wish to use court-based remedies, even where available - th~y may fear that the courts are 
not able to cope sensitively with the information or behaviour which is at the core of the dispute 
or they may be deterred ~y the costs, delay and other pressures associated with court litigation. 
(para. 1070) .' 

• Publicity. Another means of ensuring that privacy principles are implemented is publicly to 
name those who flagra~~ly or persistently violate them. Care needs to be taken, especially where 
the reason for public~tion is only the breach of unenforcable. non-statutory guidelines, that the 
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publication of names of 'privacy invaders' is not an interference with the privacy, and other 
rights, of those who breached ~he guidelines. And publication might not deter some people. 
More importantly, the effectiveness of pUblicity as a sanction is not certain. The extent of 
publicity ,usually depends on the views of editors and journalists on whether the item will interest 
the public. Finally and most importantly, there is no appeal. Even a correction or retraction 
might be difficult to obtain, especially once the item has ce~sed to be newsworthy. (para. t071) 

". Public Education~ Of greatest importance to the implementation of the privacy regime is 
educatiol1 of those whose activities may interfere with privacy. As well as the HRC's public 
education function in relation to general human rights the steps already taken within the 
Australian Public Service as a result of the introduction of freedom of information legislation 
will provide a useful. model for public' education in both the public and private sectors. Because 
the recommend~tions in this report go beyond the public sector and affect private sectOr 
activities in the A.C.T.,ethe HRC should give consideration to an intensive public education 
program, including, Where appropriate'l the conduct of seminars, and production of pamphlets, 
video cassettes and films, within the A.C.T. and more generally. (para. 1072) 

• Licensing. Another means of ensuring that privacy principles are implemented is to prohibit the 
carrying out, without approval, of a partic'ular activity that may interfere with privacy. 
(para. (073) For reasons explained below (s. 2S:6), licensing is not recommended. "<~/., 

• A General TorlThe 'general tort' option involves creating a right to claim damages incfespect of 
any 'interference with privacy'. (para. 107S) The case in favour is that it would: 

'- cover almost all the priva~y situations which could be conceived, even those which have not 
yet become apparent; 

- give a remedy to all those seriously prejudiced by intrusions into privacy; 
- allow juries to set the standard in a constantly changing area of human values; 
- provide an effective remedy for any unreasonable behaviour, including governmental 

activities; 
- fulfil obligations under the Universal Declaration of Human Rights and the ICCPR. 

(para. 1078) ,. 
Such a tort would be too vague. It would need to be worked out, case by case, as courts and 
administrative tribunals grappled with particular factcsituations that came before tl1~m. In time, 
the limits of the tort might ultimafely be fixed. But until then, it would not be clear how it would 
affect freedom of the press, of speech and of information. The Commission has concluded that a 
general tort of 'interference with privacy' would be undesirable at this stage. (para. 1079, 1081) 

• Tort Remedy where Specified Standards :Breached.\ It is .not appropriate that all breaches of 
privacy standards should give rise to action in tort. The degree of authority of the standards will 
vary. So will .the degree of their particularity. Some will be very general, while others will be 
extremely particular. The question of whether a breach of any particular standard should give 
rise to tort liability should be resolved in the context of framing that standard, The Commission 
recommends only that breach of the disclosure standard should give rise to tort liability, and in 
limited circumstances, (s. 2S.50-4, below) related to 'liability for breach of confidence. 
(para. 108S) 

• Criminal Remedies. The criminal law already plays a significant part in protecting personal 
privacy. This is more so in the area of intrusive conduct than in information privacy. But even in 
the area of information privacy, significant privacy protection is available through>the criminal 
law, especially so far as the unauthorised disclosure of information by government agencies and 
officers is concerned. There is undoubtedly a place in any privacy regime for the criminal law . 
But care must be taken. For the same reasons that a general right to privacy, enforceable by civil 
action, is not recommended, breach of privacy standards should not, in general, be a criminal 
offence. Where the criminal law presently protects privacy, that protection should be continued. 
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If ~ece.ssary, it should be reinforced. But criminal liability should only be extended by 
legislation where the privacy-tnvasive activity can be cle;t.rly identified in the legislation creating 
the offence. Clarity is one of the essential ingre_dients in crimin~1 law. (para. 1086) There are 
serious problems in rejecting completely any form of \(~gislative response. The need can best be 
met by a judiciolls mixture of~udicial and adm'inistrative mechanisms, provided within a 
legislative framework. (para. 1087) 

17. Uniformity Considera(ions 

Information Standards 
17.1 In formulating the standards recommended in this report, the Commission has paid close 
regard to the international instruments sponsored or approved by these bodies. Australian information 
protection and privacy laws should not be significantly different from those applied overseas. 
Australia's trade links with OECD and other countries will inevitably lead to increased information 
flows. It may well be that countries which have strong information protection mechanisms will be 
~eluctant to allow at least some infoITQation flows to countries with inadequate protections for 
mformation privacy. Indeed, it was this consideration which I~d the OECD to formulate its 
guidelines. (para. 1089) .. 

Intrusions Standards 
17.2 It is desirable that a person's privacy should not be more at risk in one part of Australia'than in. 
another. Some kinds of intrusive conduct that interfere with privacy can be dealt with on a national 
basis. Telecommunications and postal services are matters within the Commonwealth Parliament's 
constit~tional competence. But in other respects (for example, the use of li~tening devices) the States 
have accepted legislative responsibility. (para. 1090) 

Administrative Uniformity 
17.3 The particular mechanism that the Commission recommends for the Commonwealth public 
sector and private sector activities in the Territories mayor may not be appropriate in other 
jurisdictions. It has been designed having regard to the existing structure of law and practice affecting 
Commonwealth administration. The standards which the Commission recommends for privacy 
prote~tion in the ~ontext. of inf~rmation handling and intrusive conduct are based on principles 
Identified at the highest mterQ~tlonal level and therefore appropriate for applica,tion" ,in Australia 
beyond the Commo~wealth's sphere. They do not, however, define appropriate administrative 
mechanis~s ~or ~o~estic.appli~a~ion. The effects of intrusive.behaviour on a person's privacy do not 
vary from JUrisdictIOn to JUrisdiction. The consequences of mishandling personal information are the 
same, in whatever jurisdiction it might occur. A person's 9iviI rights ~hould not vary significantly as 
he mOVtr's within Australia. The standards can, in their present form, be applied in any Australian 
j~risdiction, but, outside the Commonwealth and Territory area, the administrative setting might well 
be, different. Beqll1se of its intended coordinating functions in respect of the States, this is an 
additional advantage of using the HRC as the administrative body to oversee privacy protection. 
(para. 1091) 

18. General Response to Intrusions 

18.1 Tl1e background law. that presently applies to protect privacy threatened by intrusi~e conduct 
together with the recommendations that a Privacy Commissioner within the HRC should have th~ 
function of conciliating and reporting on complaints of interferences with privacy in areas of 
Commonwealth res~onsib.ility, will provide an adequate and appropriate general response to the 
prob~e.m~ caused b~ mtruslve conduct. It can be expected that the Privacy Commissioner's efforts at 
conclliatlon,and hiS power to make recommendations, both to the HRC and to the people Whose 
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conduct is privacy invasive, will be effective in helping to alter intrusive practices in areas such as 
health, employment, journalism and commerce. (para. 1095-6) 

19. Powers of Arrest, Search and Entry onto Property 

General Principles 
19.1 To assess these powers from the "standpoint of personal privacy, and in developing new 
powers, the Commission recommends the foilowing set of principles: 

PRI~CIPLES GOVERNING THE GRANTING OF POWERS OF INTRUSION 
1. A power of intrusion (i.e., a power to arrest a person, to search a p\'!rson or a place or to 

enter private premises) should not be granted as a matter of course. There' should be a' clear 
weighing up ohhe need to interfere with privacy against the social value of the policy to be 
achieved by conferring the power. 

2. A power of intrusion should be conferred expressly, not by implication. 

3. A power of' intrusion should be conferred by an Act, not by subordinate legislat,jon. 

4. The grounds on which a power of intrusion may be exercised should be stated expressly 
and in objective terms. ' 

.... " 

5. Authority to exercise a power should normally be dependant on special judicial 
authorisation (a warrant). Exceptions may be made to this, where necessary, for 'barrier' powers 
(for example, customs) and cases of emergency. ,-,' 

PRINCIPLES GOVERNING THE EXERCISE OF POWERS OF INTRUSION 

Powers of arrest 
6. The purposes for which "n arrest of a person may be m~,de with respect to ~n offence are: 
(a) to ensure the appearance of the person before a c6urt in respect of the off ... 'ce; 
(b) to prevent a 'continuance or repetition of the offence; 
(c) to prevent the loss, conce~lment or destruction of evidence relating to the offence; 
(d) to preserve the safety or welfare of a person. 

·7. 
that: 

(a) 
(b) 

'\ 8. 
'\ 9. 

A person should not exercise a power of arrest unless he believes on reasonable grounds 

the pers~n he is arresting is committing, or has 'committed, an offence; ,.and 
proceedings by ~f,ly of summons would not be likely to achieve one ot· ,more of the 
purposes for Wl'iich an arrest may be made. . ' ' ' 

Where a persoft arrests a~other person, he should not use more force than is necessary. 
A person arrested should ~e told the reasop for his arrest as soont~)practicable after his 

a\est. 
\10. An arrested person'should be taken, as soon as practicable after his arrest, 

judipial officer to be dealt with according to law. 
before a 

Powers of search of the person 
11. A person should not exercise a power to search another person except with that latter 

person's cQnsen~ or in accordanc~ wi~h law. '... 
12. A perSQP should not exercise a power to search another person except for the purpose of 

preventing the loss, concealment or destruction.of evidence.r~lating,to an offence or, whereJhe 
person to be searched has been arrested, for the purpose of removing any dangerous' weapon that 
the arrested person may be carrying. ,'" 

13. Where a person exercises a power to search another person, he should do so with respect 
for·' the dignity of the person searched. . , . 

14. Only a medical practitioner should be allowed to search a body cavity of another person. 
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Powers of entry and search of premises (including vehicles) 
15. A person should not exercise a power to search premJses (including vehicles and other 

property) except: , 
(a) with the consent of the owner or occupier of the premises or property; 
(b) to prevent the loss, concealment or destruction of evidence relating to an offence; or 
(c) in accordance with law. 
16. Reasonable notice should be given of intention to exercise a power of entry, unless to do 

so would defeat, the purpose of the exercise of toe power. 
17. A power of entry onto premises should only be exercised at a reasonable "time. 
18. A person should not use any more force than is necessary in effecting an entr}' onto 

premises under a power of entry. ' 
19. Where a person has taken possession of any goods, papers or documents, he should 

permit, so far as is practicable. the person otherwise entitled to possession of them to use them. 
" 

Implementing the Principles 
19.2 The HRC should undertake a review of·all existing Commonwealth and Territorial legislation 
conferring intrusive powers to ensure that the principles identified above are appropriately embodied 
in ~he enabling legislation. Particular attention should be given, as art early priority, to: 

• the powers granted to officers of the Department of Immigration and Ethnic Affairs, including: 
"~ the power to board and search any vessel in which the officer has reason to suspect that there 

may be found a stowaway or a person seeking to enter Australia in circumstances in which he 
would become a prohibited immigrant; and·, , 

- the power to enter and search any building, premises, vehicle or place in which he has 
reasonable cause to believe there may be foung specified persons or documents. 

None of these powers are subject to prior judicial wa&:wt_~lthough some can only be exercised 
by 'authorised officers' (i.e., with the so-called 'administrative' warrant). 

• the very wide powers of officers of ttJe Customs administration. including under 'general 
warrants', to enter and search premises and to seize goods, especially where these can be 
exercised apart from 'barrier' situations. 

• the powers of intrusion conferred by the National Health Act 1953 and the Health Insurance Act 
1973, only some of which are subject to prior judicial authorisation. (para. 1104) 

The HRCshould be consulted in respect of proposals to confer an intrusive power on an official, orto 
widen existing intrusive powers already conferred on officials or on the AFP before the proposal 
reaches Cabinet stage. (para. 1105) In addition to the HRC's role, the Privacy Commissioner will 
play a significant part in monitoring and regulating the exercise of intrusive p0'fers /'f by 
Commonwealth officials. He will share this role with the Commonwealth Ombudsman: each'sh(~uld 
be able to refer complaints to the other. The activities of the Privacy Commissioner ~,the 
Commonwealth Ombudsman should complement each other. The Privacy Commissioner should be 
required to have regard to the basic principles whenever a complaint that personal privaRY has been 
interfered with is being considered. This will help him deal with complaints consistently, and in 
accordance with the international human rights instruments on privacy. The Commonwealth 
Ombudsman should also be required to have regard to them in dealing with complaints that privacy 
has been interfered with. Parliamentary approval should be given to these principles as the basis for 
the consideration of the privacy implications of administrative acts and practices within the 
Commonwealiir"'ailCk.,Territorial aciministrations. (para. 1106) - - -
O(ficial Powers: Particular Problems 
19.3 I}bdyCavity Searches. The dangers and indignities associated with body cavity searches are 
sufficiently great to warrant special controls. A general authority conferred by a Commonwealth law 
to '!\earch the person of another person should not be interpreted as authorising the official or police 
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officer to conduct a body cavity search. This should include, not only Commonwealth officers, but 
other persbns who have authority under Commonwealth and Territory laws to search persons. Abody 
cavity search should be conducted only by a medical practitioner, and then only under strict controls. 
Consistent with the Commission's views expressed in the Criminal Investigation report, judicial 
authority should be required to search a body cavity, which should be granted only if there is 
reasonable cause to suspect that evidence of the comm'j~sion of an offence. or the likely commission 
of an offence, is secreted in that cavity. To ensure that inappropriate applications ar~ not.made, only a 
Commonwealth officer who would have a power to search the person concerned should be able to 
seek an authority~o have a body cavity search conducted. (para. 1110) In view of the nature of a body 
cavity search, there should be a restriction on the Offences/or which such a search is to be available. It 
should not be available for trivial offences. A person should not be at risk of a body cavity search 
except in relation to an offence that carries a penaity of imprisonment for seven years or more. 
(para. IIII') 

19.4 A Commonwealth officer, including arne'mber.,of th~ AFP. who is authorised to search a 
person. should. if he considers that a searr.:h of a specified body cavity is necessary, specifically ask 
the persgn,c:to be searched whether he coi1sents to be so searched. Any. consent should be properly 
eVi'denccfcl If there are other adequate and feasible means of determining whether there is something 
secreted in a body cavity, these should be"used in preference to a body cavity search. The officer 
should not carry out the search. This should only be done by a medical practitigner. In the event that 
no consent is forthcoming, the officer should be able to approach a magistrate, as is contemplated by 
the Customs Amendment Act 1979, for a statement that sufficient grounds exist to warrant the sear~h. 
Even if the magistrate does this, the search should not be carried out unless the suspect co-operates. If 
consent is not forthcoming, the·officer should be able to approach the magistrate~gain, but this time 
for an order authorising the detention of the suspect for a specified period of time, not longer than 48 
hours. If~' at the end of the detention period. the suspect has enot consented to the search. the 
Commonwealth officer should be required to have the authority of a Judge of the Federal Court or of a 
State Supreme Court before making arrangements for the search. In all cases,' the person to be 
searched should be given the opportunity to obtain legal advice and r~presentation. and to be heard by 
the magistrate or judge. Where it is not practicable for the Commonwealth officer to make an 
application in person, he should be able to make it by telephone. (para. II! 2) 

19.5 Seizure of Records. The principles that the Commission has formulated to deal with seizure of 
goods generally will apply in th.e case of mass seizure of records. They include pri~ciples analogous to 
those enacted in the Companies Act that require, for example, investigators who have seized records 
to allow reasonable acceSs to them by the person from whom they were seized. In addition. the 
record-subject (in the medical fraud case, the doctor's patients) will, under the Commission's 
retOmmended access right, be able t9 approach the inv~stigating agency and make a request to see the 

'record. If the record is irrelevant to the purpose for Which it was collected -,. the investigation of a 
particular' offence - the patient may exercise his rights of amendment. The HRC should confer with 
the AFP (!.nd other Comm~>nwealth and Territory agencies whose powers authorise them to seize 
records tel develop appropri~te guidelines for the~e cases. The, powers themselves will tiJso be 
reviewed by the HRC as part of the recommended overall review ()f intrusive powers. In individual 
cases,(complaints about'the exercise of these powers might be. made to the Privacy Commission~r. 
This (,~ill have a continuing educative effect on the agencies that baveand exercise these. powers. 
Beyond ~,hese measures, no legislative action is needed. (para. 1116) 

20. Non-Official Intrusions' 

PI.'~sent Problems: Extent ~nd Protect~pns 
20.1 The, general remedies for intrusive conduct are an adequate legal response to most of the 
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problems of non-official intrusions. What is needed is a greater appreciation of the need to protect 
privacy from unwanted intrusions and of the protections that the law already affords the individual. 
The HRC has a specific public education role for human rights matters generally. The Privacy 
Commissioner's powers of conciliation, resolving particular complaints of intrusive non~official 
conduct, will also have an educative effect. (para. 1117) 

Intrusions by Private Police and Private Agents 
20.2 Some difficulties with licensing schemes are examined in the context of licensing personal 
record-systems. (s. 25.6) Licensing schemes are aimed at protecting.Jhe public from unscrupulous. 
operators, or ensuring that only competent operators are permiUed in the particular area of activity. It 
is not possible to justify licensing of private agents' and private police activities in the A.C.T. solely 
on the ground of protecting privacy. The costs of such a scheme could be greater than the specific 
benefit to privacy involved. But there may be a case for licensing private police operating in the 
A.C.T. for other reasons. Private police, by being uniformed and armed, intentionally project the 
same image of authority as official police. But they are not bound by the rules and disciplines that 
hav~ been devised to prevent and redress abuse by official police. ConsideratiOil should be given by 
the D~part~ent of Territories and Local Government, in conjunction with the HRC, to the question 
whether private police in the A.C.T. should be licensed. (para. 1120) 

20.3 Misleading conduct and conduct amounting to harassment, by agents in the A.C.T., including 
by debt collectof3, °process servers, persons executing legal process and investigation agents (for 
example, loss assessors and private inquiry agents), should be prohibited. This conduct should 
include: 

• failing to disclose that the agent is acting as such; 
• causing undue annoyance (without actually committing an assault or trespass); 
• communicating with a debtor about a debt in a way that indicates to another person that the first 

person is a debtor; 
• making unjustified threats; 
• employing harassing tactics. 

These practices are equally privacy invasive when carried on, not by an agent, but by a principal, for 
example, the creditor himself. The prohibition of these practices should therefore extend to prinC::'lpals. 
(para. 1121) 

21. Interference with Communications 

Listening Devices: Non-consensual Surveillance 
21.1 The need for personal autonomy, the basis of the claim for privacy, implies the individual's 
ability to exclude others from his communications. It is inconsistent with personal privacy that 
Iistening,devices be used to overhear or record conversations that are intended by their participants to 
be private. A statement of society'S standards will benefit the law abiding, inhibit at least some 
potential breaches, and prQvide redress where surveillance is discovered. For these reasons, 
Commonwealth legislation should prohibit the use of listening devices for non-consensual or seerl"( 
surveillance. (para. 1122-6) 

Listening Devices: Participant Monitoring 
21.2 Participant monitoring occurs in two circ,umstances. The most obvious is the case of a party to 
a private conversation using a listening device to record it without the consent of the other party. But it 
may also be that a party to a private conversation is using a listening device to transmit the 
conversation to someone who is not a party. (para. 1127) The Commission's tentative view on 
participant monitoring was that participant monitoring ought not to be permissible. On that view, only 
police would have been able to engage in participant monitoring, and then, only on judicial warrant. 
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Businessmen, journalists, public servants and others who may now lawfully monitor and record their 
own conversations - principally, to protect themselves from misrepresentation as to their position -
would not. Nor would a person being interviewed by the police, who wished to make an accurate 
record of what was said, or an elderly persun, or one with a defective memory, who wished to have an 
accurate record of instructions from, for example, their doctor. The Commission no longer holds this 
view. It now considers that to prohibit or otherwise regulate" participant monitoring would be 
unnecessary and undesirable. To prohibit participant monitoring would lead to the result that a 
participant could take accurate and complete shorthand notes of a conversation and reproduce those 
notes with impunity, but would not be able to use a pocket recorder to perform exactly the same 
function. This similarity of function is an important reason for not prohibiting participant monitoring. 
The prohibition of non-consensual or secret surveillance by Commonwealth officials, and in the 
Territories, by means of listening devices should not extend to participant monitoring. The 
Commission is encouraged in this view by the fact thatiii~emational standards and overseas laws 
generally permit participant monitoring, and the virtual ~cce~tance of the practice by the State laws 
that regulate the use of listening devices. (para. 1133) 

Telecommunications 
21.3 Secret Surveillance of Telecommunications. The previous recommendation that non­
consensual or secret surveillance be prohibited related to the use of listening devices to overhear or. 
record private conversations not involving telecommunications. For the same reasons as the use of 
listeq~ng devices to overhear conversations should be an, offence, their use to intercept 
teleC(lmmunications passing over a telecommunications system, without the knowledge of any of the 
parties to the comrpunication, should continue to be an offence. (para. 1l41) 

21.4 Extension oj -Scope of Telecommunications (Interception) Act. The restriction of the 
Telecommunications (Interception) Act 1979 to communications that are passing over the 
telecommunications system might have been a defect or gap in the privacy protection provided by the 
Act if the Act were the only way in which communications intended for the telecommunications 
system were to be protected. But the Act must be seen in the context of existing,Jaws prohibiting 
non-consensual or secret surveillance generally and the Commission's recommendation that similar 
laws should be enacted for the Territories. The Telecommunications- (Interception) Act 1979 is 
concerned to ensure the security of the telecommunications system and of communications passing 
over it. It was not intended to regulate or protect communications that have not yet been or are no 
longer committed to the system. The privacy of communications outside the system is properly 
controlled by general listening devices law. While the Act might be amended so as to regulate the use 
of listening devices to overhear words spoken into or heard from a telephone, constitutional 
uncertainties may arise from the fact that s. 51 (v) of the Constitution is expressed to relate only to 
'services'. Further, there are serious practical difficulties with such an approach. For example, in 
particular fact situations, it would be difficult to determine whether the Telecommunications 
(Interception) Act applied or State and Territory listening devices law applied. For these reasons, the 
Telecommunications (Interception) Act 1979 should not be extended to cover the interception of 
communications before 'Of after they pass over a tefecommunications system. Communications 
outside the system are within the ambit of ordinary listening devices legislation, and are properly 
regulated in that context. (para. 1142) 

21.5 Participant Monitoring. Under the Commission's proposals 'for a general listening devices law 
for the Territories, participant monitoring would not be prohibited. As there is no distinction in 
principle between the use of listening devices to monitor conversations generally, and their use to 
monitor or record telecommunications, participant monitoring of telecommunications should not be 
an offence. However, ,interference with a telecommunications system itself should continue to be an 
offence, whether the interference occurs in the course of participant monitoring or not. The t~ch~ical 
integrity of the system must be maintained. It is.,adequately protected by TelecommumcatlOns 
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(General) By-law 19, which should not be altered. However, the Telecommunications (Interception) 
Act 1979 will need to be altered to remove the restrictions that presently ~xist on participant 
monitoring. (para. 1144) 

21.6 International TeLecommunications. Protection for the privacy of communications passing over 
the telecommunications system controlled by OTC is incomplete. It is as important that the law 
should, so far as is compatible with constitutional power and practical realities, provide protection 
against interception of private conversations or messages which pass beyond Australia, as it is to 
protect the privacy of messages within the territorial limits of Australia. ,The Commonwealth 
Parliament has legislative power to control the interception of such communications. The 
Telecommunications (Interception) Act 1979 should be amended so as to regulate interception of 
communications passing over the telecommunications system controlled by OTC. (para. 1145) 

21.7 WireLess TeLegraphy Act. The use of scanners should be closely considered by the HRC in 
conjunction with the Department of Communications, Telecom Australia and representatives of those 
groups the security of whose communications are at risk from these devices, with a view to bringing 
forward recommendations either to license tq'i! use or to regulate the import of scanners that can 
monitor radio-telephone frequencies and other f~equ~ncies that carry sensitive messages. (para. (146) 

Mail 
21.8 The power (para. 1(49) to open mail as to which there is a reasonable belief that it was posted' 
or contains a thing in contravention of a Commonwealth Act extends to offences against the Customs 
Act 1901. But the Postal Services Regulations also authorise mail to be opened at the request of 
Customs officers. Mail entering the country is subject to the control of Customs as is any other import, 
and Customs officers are therefore entitled to require mail that is entering the country be opened 
without necessarily being of the opinion that contraband is actually present. (para. (150) Protecting 
the privacy of the mail is fundamental to the protection of privacy. The setting of proper limits to the 
power to interfere with mail, and the provision of proper safeguards for the rights of individuals, 
should not be left to subordinate legislation. The Postal Services Regulations, Part VI, should be 
repealed. They should be replaced by provisions to be included in the Postal Services Act 1975. 
(para. 115 t) 

21.9 The procedural requirements that apply when mail is to be opened are adequate. There is, 
however, one area in which reform in the interests o.f privacy is warranted. The Postal Services 
Regulations, reg. 45, confers a wide power on Australia Post officials. It would, for example, 
authorise them to open and examine mail that consisted of advertising matter that was misleading or 
deceptive, or likely to mislead or deceive. On the other hand, it does not permit them to open mail that 
merely contains evidence of the commission of an offence (for example, a confession). While it might 
be necessary to empower Australia Post officials to open mail to ensure that the Postal Services 
legislation is complied with, there is no compelling reason to empower them to open mail for general 
law enforcement purposes. General law enforcement should be left to the AFP. !n the interests of 
privacy, regulation 45 should be repealed. (para. 1152) Section 93 of the Postal Services Act 1975 
should be amended to make it clear that it does not authorise Australia Post to permit opening the 
mail. (para. (153) 

21.10 There is no requirement that, before a Customs officer examines mail or individual postal 
articles, he have a reasonable suspicion that contraband or dutiable goods are present inside. Under 
the Postal Services Regulations, a similar situation applies. The power of ,a Customs officer to request 
the opening of postal articles consisting of, or containing, dutiable goods or prohibited imports or 
exports does not depend on his belief that reasonable grounds exist to justify opening. The 
Commission has not made specific recommendations about the form in which such 'barrier powers' 
should be cast. It has recommended that the HRC review these powers. This review should be 
conducted by testing the powers against the principles recommended by the Commisson for the grant 
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of new instrusive powers. The power of Customs to require the opening of mail for Customs purposes 
should also be reviewed in this examination. (para. 1154) 

22. Law Enforcenlent Iss\les 

Customs Act Regime a Desirable Standard 
22.1 The Customs Act 190 I imposes a basic prohibition on the use of listening devices, but allows 
exceptions in the case of participant monitoring and surveillance in accordance. with a warrant. Jhe 
procedure for the grant of these warrants is also prescribed.'The important aspects of the procedure 
are: 

• the warrant is a judicial warrant; 
• the judge must be satisfied, by information on oath. that either: ". ." 

_ there are reasonable grounds for suspecting that a particular person has committed, or IS lIkely 
to commit, a narcotics offence and the use of a listening device will, or is likely to, assist in or 
in connection with inquiries into the commission of that offence; or 

_ there are reasonable grounds for suspecting that premises have been, or are likely to be, used 
in connection with the commission of a narcotics offence, and the use of a listening device 
will, or is likely to, assist in or in connection with inquiries made in relation to the use of the 
premises in connection with the commission of a narcotics offence; 

• the warrant is to be subject to such conditions as the Judge thinks fit; 
• the time limit for the warrant cannot exceed six months; 
• the warrant may be ren.!wed; 
• the Commissioner of PlJlice must keep detailed records of all warrants; 
e the Commissioner of Police must supply the Minister with copies of these records and with 

reports on the use of information gained and diclosures made; . 
• the Commissioner of Police, if satisfied that the grounds for the warrant no longer eXist, shall 

revoke it; 
• information gained from secret surveillance is not to be disclosed, except for the purposes of: 

- the narcotics inquiry concerned; 
_ inquiries into another offence punishable by a jail sentence of more than 3 years duration; 
_ security within the meaning of the Australian Security Intelligence Organization Act; 
- certain other offences and legal proceedings. 

This legislative regime represents a generally fair balance between the claim of the indi~idual to 
privacy and the need for effective and efficient polic!n~. It ~hould f~rm the basis ~or .the regl~e to be 
applied generally for all law enforcement use of hstenmg deVices, and mall mterceptIon, by 
Commonwealth officials. (para. 1156) 

Who May USf Listening, Devices for Law Enforcem,ent Purposes? 
22.2 Only AFP officers, who are subject to the traditional restraints on police, should ?~ entitled to 
use listening devices for secret surveillance and then, only on a properly based suspIcion that an 
offence against Commonwealth or Territory law (?ther than Northern Territ.ory ~r Norf~lk Island law) 
has occurred. The Commission does not agree With proposals that use of listemng deVices should be 
permitted merely as an intelligen~e. gathering mechanism. ~o permit their us~. for such a purpose 
would clearly allow 'fishing expechtlOns', and would not prOVide proper recogmtIon of the pnvacy of 
communications. It would a!so be inconsistent with Art. 17 of the ICCPR, insofar as it involves an 
arbitrary interference with communications and correspondence. (para. 1(57) 

Elements of the Regime 
22.3 Need for Judicial Warrant. The authority for the use of listening devices by AFP should be 
judicial authority. This accords with the Commission's view, expressed i~ the CriminaL Investigation 
report. Participant monitoring by members of the AFP should not reqUire a warrant. (para. 1158) 
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22.4 Gravity of Offence. A warrant to use a listening device should only be available for the 
investigation of an offence that carries a penalty of seven years or more jmprisonment. The 
implementation of thi~ recommendation will make Division I A of Part XII of the Customs Act 190 I 
unnecessary, and it should, in consequence, be repealed. (para. 1159) 

22.5 Telecommunications and the Mail. So far as telecommunications are concerned, there are, at 
the present time, greater protections. In particular, the classes of offence for which interception for 
law enforcement purposes- may be authorised is limited to narcotics offences. The same is true of 
police powers to open mail (as distinct from the power purportedly conferred by the Postal Services 
Regulations, reg. 45 on Australia Post officials to open mail for general law enforcement purposes). It 
would be anomalous if the classes of offence in respect of which a listening device to overhear private 
conversations may be used were different to the classes of offence in respect of which a listening 
device may be used to overhear communications passing over a telecommunications system or for 
which mail may be intercepted. The reason for extending the protection against secret surveillance in 
these areas to telecommunications and the mail is that what is protected is, essentially, the privacy of 
correspondence and communications, however they are transmitted. To avoid inconsistency, the 
recommendation that a warrant to use a listening device should only be available in respect of the 
investigation of an offence that carries a penalty of seven years or more imprisonment should extend 
to the use of listening devices in respect of telecommunications and to the opening of mail. 
(para. 1160) 

22.6 Written Application. In the Criminal Investigation report, the Commission concluded that a 
written application for a warrant, whether authorising arrest or search, was desirable. A written 
statement, on oath, of the grounds for the application was also required. Under the Criminal 
Investigation Bill 1981, formal, written application would have been required for a search warrant or 
an arrest warrant. Similar requirements apply under the Crimes Act. A warrant to authorise the 
exerci~e of monitoring or interception powers should have at least the same requirements. A written 
application, supported by a statutory declaration as to the grounds on which the warrant is sought, 
should be required as part of the application for a warrant for the use of a listening device. 
(para. 1162)' 

22.7 Use of Other Investigative Techniques? The particularly intrusive nature of these techniques 
should be adverted to by the judge considering an application for a warrant. Their use should not be 
re~arded as a routine investigative tool. They are particularly intrusive investigative techniques, that 
WIll, under the Commission's recommendations, be denied to private investigators, businesses and the 
general public. The appropriateness of, and the need for, the particular technique for which the 
warrant is sought should be matters for consideration every time a warrant is sought. In all cases, in 
addition to the other matters properly to be considered, the availability and suitability of other 
methods of obtaining the evidence should be taken into account when applications for the grant or 
renewal of warrants for secret surveillance are considered. (para. 1163) 

22.8 Seriousness of the Offence. A judge should, when deciding whether to authoris.e the use of a 
!isteni~g device, be required to take into account the gravity of the particular offence being 
Investigated and the extent to which the privacy of any individual is likely to be interfered with 
through the use of a listening device. (para. 1164) 

22.9 Time Limits. A warrant authorising the use of secret surveillance devices to overhear 
conversations or intercept telecommunications, or the interception of mail, should remain in force for 
a maximum period, of 30 days. A warrant should be renewable, if necessary, more than once. 
(para. (165) 

22.10 Reports. The Attorney-General has a special and overriding responsibility in respect of matters 
relating to t~e administra~ion of law and justice at the Commonwealth level. He also has responsibility 
for human nghts matters In general. Reports under the Telecommunications (Interception) Act and the 
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general listening deviees legislation recommepded cin this report should be furnished to the 

Attorney-General. (para. 1166) 
22.11 Reporting to the Parliament. The Attorney-General should report annually to Parliament on the 
number of surveillance warrants issued for law enforcement purposes. The report should also cover, 
in appropriately general terms, the use made by the AFP of listening devices and telecommunications 
and mail interception, under these warrants. 
22.12 Discretions to Exclude Evidence. In any criminal proceedings, evidence otherwise admissible 
can be excluded on the basis that it was unlawfully or unfairly obtained. It is a matter of judicial 
discretion. One possible approach is a 'reverse onus' exclusionary rul.e. Under such a rule, unlawf~lly 
obtained evidence would not be admitted unless the court was satisfied the balance of competmg 
requirements of public policy fell in favour of admitting the evidence. The competing requirements 

are: 
• convicting the wrongdoer; and 
• discouragement of unlawful conduct by law enforcers. , 

The public policy consideration involved here should be not merely the .desirability o~ convi~ting 
offenders, but the desirability of conviction only after a fair trial. It is the fairness of the tnal that IS of 
critical importance to the administration of criminal justice. A fair trial, from both the accused's and 
the prosecution's point of view, req\\ires that a decision b.e made in the li~ht of as much rele~ant 
factual material as can be properly put before the court. AgaInst the need to discourage contraventions 
of laws controlling police investigation should be weighed the desirability of having as muc~ relevant 
evidence as possible before the court. That is how the rule should be formulated. AccordIngly, the 
reverse onus exclusionary rule should be expressed as follows: 

Where. in proceedings in a court in respect of an offence, it is proved on the. balance of probabilities that 
evidence was obtained in contravention of, or in consequence of a contraventIon of. the relevant laws. the 
court shall not admit the evidence unless it is satisfied that, in the circumstances of the case, the desirability 
of having evidence relating to the offence before the court substantially outweighs the undesirability of 
admitting evidence that has been obtained in the manner in which the evidence was obtained. (para. 1170) 

22.13 Telephone'Wlirrants. It is possible that there would be fewer telephone applications for 
warrants to intercept telecommunications, or to use listening devices for secret surveillance. than there 
would be for the issue of search WatTants. But the ability to obtain these warrants by telephone should 
exist, for the same reasons as apply to search warrants. (para. 1171) 

22.14 Disclosure of Information. Information which is not relevant to the investigation at hand may 

fall into one of three categories: 
• it may disclose evidence of the commission, or likely commission, Qf another Commonwealth 

offence; 
• it may disclose evidence of the commission or likely commission of an offence against the law 

of a State or a Territory; . 
• it may be totally irrelevant to any offence, 

Information in the last category should be protected from disclosure to any person. If the information 
relates to the commission of an offence for which a warrant to use a listening device for secret 
surveillance of private conversations or to intercept telecommunications could have been obtained, 
there shouM be no prohibition on disclosingjt for the purposes of the investigation of that offence. 
(para. 1172) However. more difficult issues arise if the information falls into either of the first two 
categories, and relates to an offence for the investigation of wh~ch a. warrant could not hav~ been 
obtained (Le., an offence punishable by less than seven years Impnsonment or. a State offence). 
Where information obtained in pursuance of such a warrant relates to an offence other than the offence 
specified in the warrant, it should not be disclosed for .the p.urposes of investigating ~hat o:fence ~?Iess 
the offence carries a penalty of seven years or more Impnsomnent. Where the offence IS an offence 
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against a State or Territory law, the same provisions shoulci apply. This would preclude the disclosure 
of information for intelligence purposes only. (para. 1173) 

23. Unsolicited Communicatfi~ns , ':::.1 

Options For Reform: Mail 

23.1 Direct mail organisations are usually willing, if asked, to remove an objector's name from 
mailing lists. This is re-inforced by the code of practice that the Australian Direct Marketing 
Association (ADMA) has published for its members. But certain problems remain. Not all direct 
marketers are members of ADMA. Even for members, the sanctions available may not be very 
effective to ensure tha~ names are in fact removed. Even direct mail organisations that are willing to 
remove names may b{'! inefficient in doing so. Further. lists circulate widely to various organisations, 
and the objector may have to approach many different organizations to ensure that he receives no more 
unsolicited mail. (para. 1175) Possible broad approaches include: 

• Master List. A list could be maintained by a suitable central body, such as ADMA or Australia 
Post. An obligation would be imposed on direct marketers to check with that list before sending 
material out through the post, and it would be a criminal offence to send, through the post, 
unsolicited advertising material to a person whose name appeared on the list. (para. 1176) This 
would be cimpractical and costly and should not be adopted. (para. 1176) 

• Information as to Source IncLuded. A second alternative is to ensure that direct mail 
organisations inform recipients of the source of the unsolicited communication, so that they can 
notify the organisation of their desire to have their names removed. It would also be possible to 
have the organisation include the source from which the names and addresses were obtained. 
Again, this would be impractical and costly and should not be adopted. (para. 11. 77) 

• Statement of a Right. Under the third alternative, direct mailing material would have to include a 
statement of the legislative right to obtain, on request, information concerning the source of the 
name and address. But notification of a right to information concerning the source of one's name 
and address used by direct mail organisations can never provide a guarantee that the name and 
address of a person who wishes it wilt be removed from a mailing list. This alternative should 
not be legislatively req,uired. (para. 1178) 

Recommendation 

23.2 The Commission proposes a right of access to personal information. (para. 1179) List brokers 
and organisations that make lists available for direct marketing purposes will be 'record-keepers' for 
the purposes of the Commission's recommendation about a general access right. Any person who is 
concerned that a record-keeper (such as a retailer or a list broker) is maintai'ning a record about him for 
the p~rposes of direct marketing, even.if only a record of his name and address on a list, will enjoy a 
new nght of access t? the re~ord. He ~lil. be able to see wheth~r his name is included on lists compiled 
and rented out by a list bl'Okmg orgamsatlon. There would be, 10 fact, no need for further legislation to 
implement this alternative. It is already implicit in the general right of access to personal information 
recommended by the Commission. (para. 1179) 

Telephone Calls 

23.3 For ~~ny people, direct marketing ~nd telephone canvassing are not privacy problems. Under 
the CommIssIon s general recommendatIOns, the HRC will engage in discussions with direct 
marketing o~ga~isations operating in the Territories to develop appropriate, publicly acceptable and 
ba.lance~ gUIdelines. However. the HRC's powers in reldtion to these kindfi of activities, so far as 
p.nvacy IS concemed, should not be limited merely to the Territories. It should extend Australia-wide 
sl.nce the .m.ail and telecommunications are clearly within Commonwealth legislative power. Th~ 
dIrect mall mdustry has expressed considerable enthusiasm for the notification requirement of the 

( 

37 

third alternative discussed earlier. Notification might Hlerefore usefully be included as part of the 
guidelines. In the area of telephone marketing, a relatively new development in Australia, the 
majority of telephone 'canvassers' are aware of the problems and of the need to deal with them, and 
are prepared to do so as those problems arise, in consultation with the relevant branches of 
government. This is an area where guidelines, developed by the t;RC in conjunction with industry 
representatives and consumer groups, and monitored by the Privacy Commissioner through his 
complaints and conciliation function, would work adequately. They will be overseen by the HRC, 
which will report regularly to the Parliament on their effectiveness. In the long term, the aim should 
be to provide a uniform industry approach to lIthe privacy problems involved. (para. 1182) 

'; ,. ",':/ 

24. Optical SurveiUance 

Principles 
24.1 Technological Prying Objectionable. Law enforcement authorities generally ~ake the view that 
the use of optical devices ought not be subject to legislative control. But if unlimited use of such 
devices were to be permitted, the right of people to seclusion, free from prying inspection. could be 
seriously diminished. (para. 1185) 

24.2 Reasonable Expectation. It is not desirable to regulate the use of surveillance or recording by 
means of optical devices in streets, parks and other such entirely public places. A person who is in a 
public place cannot complain if he is seen or ppotographed. But when he moves outside the public 
place, the situation changes. Outside a publicpJace, there, is a range of possible situations to be 
considered, including activities taking place in banks, hospitals and large private buildings, for 
example. a department store or an office or factory in which there may be surveillance by optical 
devices. The surveillance may be overt - the cameras easily seen - or covert, with the cameras 
carefully concealed. Again, he may be in a private home. Even here, different situations can occur: 

• He may be inside, with the curtains drawn. 
• He maybe in his backyard, which can easily be overlooked by those in the next door flat. On the 

other hand, his backyard may be well screened. 
• He may be in his front yard, visible from the street. 

Where a person may reasonably expect that his activities will be private, that expectation should be 
respected. (para. 1186) 

Recommendations 
24.3, Public Places. Complaints of prying and intrusive optical surveillance in the Territories or by 
Commonwealth or Territory officers will, under the Commission's proposals, be able to be made to 
the Privacy Commissioner. Valuable,though the conciliation and complaints procedure will be, it is 
not adequate, by itself, to ensure that privacy is protected from other optical surveillance, including 
unwelcome and unwarranted optical surveillance outside public places. So far as public places are 
concerned, the current situation should continue, i.e., there should be no regulation of optical 
surveillance. For the purposes of legislation, a 'public place' should be defined in the same terms as it 
is defined in police offences, summary offences and like legislation. (para. 1187) 

24.4 Outside Public Places. Outside public places. the use of optical surveillance devices to observe 
people who could otherwise reasonably expect to be safe from observation should be prohibited. This 
prohibition should apply to all Commonwealth officers. It should also apply in relation to the 
Territories. by prohibiting optical surveillance by Territory residents, or of Territory residents. But 
this prohibition should not be drawn in such a way as to protect wrongdoers who take steps to ensure 
that they are out of sight. Accordingly, where the surveillance device is used by a person for the 
purpose of observing what he had reasonable grounds to believe was the commission of an offence, 
the use of the device should be excused. Further, if the person using the device had reasonable 
grounds to believe that the use of the device was known to those whose activities were being recorded 
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or observed, the use of the device should be excused. Finally, there should be the overriding 
requirement that the particular use of the surveillance device was, in aU the ~ircumstan:es, 
reasonable. This should apply even if those observed or recorded knew about the surveillance device. 
The onus of proving these matters should be cast on the person using the surveillance device in order 
to discourage their indiscriminate use. (para. 1188) 

Definition: SurveiHance Devices 
24.5 For the purpose of implementing these recommendati6ns; analogies can be drawn with present 
listening devices legislation. Thus, the sorts of devices whose use should be proscribed should be 
defined in a manner similar to the definitions of 'listening device' in that legislation. A typical 
definition of 'listening device' is 'any instrument, apparatus, equipment or device capable of being 
used to hear, record or listen to a private conversation simultaneously with it~~aking place I. Similarly, 
the definition of surveillance device should be based on the capability rJ the device to observe OJ 

record the activities of a person. It should not include torches or other'l'devices that simply provide 
illumination. It should not include spectacles and other devices used by a person whose sight is 
impaired to enable him to overcome the impairment. (para. 1189) 

Definition: Private Activities 
24.6 Again, for the purpose of defining the activities that should be safe from surveillance, 
analogies with listening devices legislation can be drawn. That legislation prohibits the use of 
listening devices to hear or record conversations taking place in such circumstance~ as may reasonably 
indicate that the participants expect the conversation to be private. It will be sufficient to prohibit 
optical surveillance of a person who is in circumstances that indicate that he would reasonably expect 
not to be seen by the person who is using the surveillance device. This is an objective test, focussing 
on a reasonable assessment of the circumstances in which the activity concerned occurs. (para. 1190) 

Law Enforcement 
24.7 It is necessary to consider the extent to which exceptions to the gener~l rule prohibiting optical 
surveillance of private activities should be permitted. Consistent with the Commission's recommenda­
tions on aural surveillance, optical surveillance should be permitted if carried out by the AFP und~r 
the authority of a judicial warrant. The regime adopted in relation to the use of listetii'ng devices 
should be adapted to cover the use of optical devices. (para. 1191) 

Other Protections 
24.8 In dealing with complaints about optical surveillance, as with complaints about interception of 
communications, the Privacy Commissioner should have regard to the approach taken by the 
Commission in this report. The persuasive effect of the Privacy Commissioner's activities in 
conciliating and arbitrating disputes will be a significant protection for this aspect of privacy. As weI! 
as the Privacy Commissioner's conciliation role, the HRC will itself have, under the Commission's 
proposals, a 'public education' function. This will be a particularly significant long term protection 
for privacy. The HRC would, through liaison with the police and industry groups whose members 
might use optical surveillance in their day to day activities, try to inculcate an appreciation -of the 
importance of ensuring that optical surveillance is only used legitimate.jy. (para. 1192) 

25. Privacy and Personal Information 

Basic Principles of Information Privacy 
25.1 The Commission, drawing primarily on the OECD guidelines, has formulated the following 
general principles for privacy protection in the information-processing~/context: 
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INFORMATION PRIVACY PRINCIPLES 

Collection of Personal Information 
I. Personal information should not be collected by unlawful or unfair means, nor should it b~ 

collected unnecessarily.:) 
2. A person who collects personal information should take re.asonable steps to ensur~ that, 

before he collects it or, if that is not practicable, fiS soon as practicable after he collects It, the 
person to whom the information relates (the <record·-subject') is told: 

(a) the purpose for which the information is being collected (the 'purpose of collection'), 
unless that purpose is obvious; . -- '. 

(b) if the collection of the information is authorised or required by or under law - that the 
collection" of the information is so authorised or required; and 

(c) in general terms, of his usual practices with respect to disclosure of personal information 
of the kind collected. 

3. A person should not coHect personal information that is inaccu~ate or, having regard to the 
purpose of collection, is irrelevant, out-of-date, incomplete or excessively personal. 

Storage of Personal Information c: 

4. A person should take such steps as are, in the circumstances, reasonabl~ to ens~re that 
personal information in his possession or under his control is securely stored and IS not misused. 

Access to Records of PersonaL Information 
5. Where a person has in his possession or under his control records of personal information, 

the record-subject should be entitled to have access to those records. 

Correction of Personal Information 
6. A person who has in his possession or under his control records of personal information 

about another person should correct it so far as it is inaccurate or, h.aving regard to the ~urpos~ of 
collection or to a purpose that is incidental to or connecteq, With that purpose, mlsleadmg, 
out-of-date, incomplete or irrelevant. 

Use of Personal Information 
, 7. Personal information should not be used except for a 'purpose to which it is relevant. 

8. Personal information should not be used for a purpose that is not the purpose of collection 
or a purpose incidental to or connected with that purpose unless: 

(a) the record-subject has consented to the use;' . 
(b) the person using the information believes on reasonable grounds that the use IS 

necessary to prevent or lessen a serious and imminent threat to the life or health of the 
record-subject or of some other person; or 

(c) the use is required by or under law. 
9. A person who uses personal information should take reasonable steps to ensure that, 

having regard to the purpose for which the information is being used, the information is accurate, 
complete and up to date. 

Disc/osllreof Personal Information 
10. A person should not disclose personal information about some other person to a third 

person unless: 
(a) the record-subject has consented to the' disclosure; ., 
(b) the person disclosing the information believes on reasonable grounds that the disclosure IS 

necessary to prevent or lessen a serious and imminent threat to the life 'Of 'health 0\ the 
record-subject or of some other person; or \ 

(c) the disclosure is required by or under law. (para. 1195) 
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Implementing the Principles 
25.2 Personal Information. To limit the definition of 'personal information' to information relating 
to the 'personal affairs' of a person is too restrictive. Any information about a natural person should be 
regarded as being personal information. But the link between the person and the information need not 
be explicit. Information should be regarded as being 'personal information' ifit is information about a 
natural person frorn which, or by use of which, the person can be identified. Finally, the general 
recommendations should not be restricted to personal information kept in a systematic fashion: in a 
record-system. (para. 1198). 

25.3 Record-keeper. Where personal information is collected or held by a body corporate, the body 
corporate should be regarded as the record-keeper, with the primary responsibility for observing the 
proposed information privacy principles. This will not relieve individuals, such as computer­
programmers and data managers, employed within a corporate structure from responsibilities that may 
be impo!;ed. on them through codti,3 of practice or statements of ethics devised or adopted by their 
particular professional organisati611s. The recommended legislative statement of information privacy 
principles will hetp those personnel in resolving such dilemmas. (para. 1199) 

25.4 Adoption by the Parliament. Of necessity, the principles are widely expressed and in general 
terms. They are not intended to be statements of inflexible law. The principles should be endorsed by 
the Parliament and expressed in legislation as a guide to proper information-handling practices. This 
would provide a short legislative statement of basic principles by reference to which information 
practices could be assessed, and complaints of interference with information privacy could be 
investigated by the Privacy Commissioner and other agencies. (para. 1200) 

25.5 Legislation or Guidelines? The NSWPC has relied heavily on 'voluntary guidelines'. These 
guidelines have generally been based upon principles similar to those recommended in this report. 
They are purely informal 'agreements' with only some of the participants in a limited number of areas 
of activity. Their impact has therefore been circumscribed. The principles for information privacy 
stated by the Commission have been distilled from the various international instruments and laws on 
information privacy. Without such a basis in principle, there is the clear risk that inconsistent policies 
will be developed. A legislative statement of the principles for privacy protection is clearly desirable. 
Wherever practicable, mechanisms to give legal force to the principles should be provided. The 
appropriate mechanism for each of the principles should be considered separately. (para. 1201) 

25.6 Licensing. Under a licensing scheme, record-systems that contain records of personal 
information would have to be licensed by a central authority. Alternatively, the requirement for 
licensing could be restricted to particular sorts of record-systems, for example, those that have been 
computerised. The sanction for operating without a licence would be a criminal one. The licensing 
authority would have the power to revoke a license, and to impose conditions on the grant of a licence. 
(para. 1202) A number of European laws require licensing (or what amounts to licensing) for some 
record-systems, (para. 1203) The following arguments may be advanced in favour of licensing 
record-systems: 

• Control of Standards. Licensing provides a simple framework for privacy policies to be 
implemented. 

• Benefits to Licences. 

• Controlled Development. A licensing system would allow the future development of 
record-systems to be controlled. (para. 1204) 

But there are strong arguments against licensing record-systems, including cost and ineffectiveness. 
Licensing schemes confer exclusive economic advantages and tend to be anti-competitive, by 
inhibiting new entrants into the areas of activity licensed, and tending to discourage new 
developments. (para. 1205) The Commission's Reference is limited to the Commonwealth public 
sector and the Territories. To introduce an administrative structure to grant licences to record-keepers, 
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effectively only in the A.C.T., could not be justified on economic grounds alone. Further, the 
difficulty of deciding which record-keepers should have to be licensed is a significant one. The 
Commission is not persuaded by the fact that a significant number of European laws have adopted 
systems of licensing to implement iIiformationprivacy principles. (para. 1206) There is no evidence 
to suggest that privacy problems have reached such a stage as to warrant licensing. Finally, the 
primary object of the Commission's recommendations on information privacy is not to punish those 
who breach the privacy principles. It is to encourage re~ord-keepers themselves to adopt proper and 
responsible practices, giving due weigf/t to privacy interests. There are better ways of doing this than 
to require that all or some record-systems be licensed. (rara. 1206) 

25.7 Publicity. So far as the Commonwealth public sector is concerned, efforts should be made to 
publicise the existence and nature of record-systems containing personal records. To some extent, the 
publication requirements of the Freedom of Information Act 1982 will help to publicise the existence 
and operation of public sector record-systems that include personal information. The HRC, as part of 
its general research i!nd public education functions, should collate this information so that it can be 
published together for ease of reference. The HRC should encourage major private sector 
record-keepers (such as credit bureaus, insurance compan16s, large employers and the like) whose 
personal rec'ord-systems affect residents of the Territories to include similar details in the 
compendium. (para. 1208) 

Collection Principles and Storage Standards 
25.8 Licensing. Licensing is an inappropriate way to ensure that the information privacy principles 
are observed. Other legal means available to ensure compliance are either the creation of a civil right 
to claim damages for breach of the principles or the imposition of criminal liability for such a breach. 
Neither is appropriate for principles formulated in the way in which Principles 1 to 4 (see s. 25.1) are 
drawn. Criminal liability, for example, should only be imposed in respect of clearly and precisely 
defined activities. But the principles do not specify with sufficient clarity the acts they prohibit This 
is not their purpose. In addition, the nature of a breach of the principles is generally such that criminal 
penalties are inappropriate. Failure to infoml the record-subject that the collection of some personal 
information was authorised by law, for example, while undesirable, should not give rise to criminal 
liability in the collector. Likewise, the fact that a person can never be sure that information being 
collecteci is accurate until after he has collected enough information to verify it, and the fact that he 
can never be sure that he has collected all the personal information relevant to his purpose, make 
criminal sanctions for these contraventions of the principles inappropriate. Nor should they, without 
more, be a special ground of civil liability . Extreme departures from the standards set by the principles 
will, in most cases, be contrary to existing laws or legal standards, such as laws against unjustified 
discrimination Or deception in marketing products. (para. 1225) 

25.9 Difficulties with Further Legislatiof/.. Further, there would be difficulties with a coercive 
scheme that required information collection principles to be followed under threat of civil or criminal 
penalties. The- freedom to collect information about others is an integral part of the right to freedom of 
expression.,Enforcing limits, beyond those that already exist, on the information that can be collected 
would codstitute an interference with this right that could have undesirable ramifications. 
Additionally, if the collection principles 'were to be legally enforceable, it would be necessary for all 
collectors to define precisely their purposes in advance. (para. 1226) 

25.lO Role of Human Rights Commission and of Privacy Commissioner. The legislative statement of 
principles proposed in relation to collection and storage of personal information, and the compliints, 
conciliation and public education functions of the Privacy Commissioner and the HRC, are sufficient 
to ensure that the principles will be properly implemented in the Commonwealth and Territory 
administrations and in the private sector in the Territories. (para. 1228) 

25.11 In relation to record storage and security practices, the role of the HRC in formt:1ating detailed 
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principles - ta.king into account all the difficulties which have been outlined earlier -' will be most 
important. The HRC, in conjunction with industry groups, existing government agencies such as the 
Commonwealth Ombudsman and the Auditor-General, and other experts, will be able to giVe advice 
as occasion warrants. (para. 1229) It may also propose formal guidelines of a more detailed kind. 
Most record-keepers will be receptive to approaches from the HRC (and the Privacy Commissioner), 
because, amongst other things, improvement in security and storage standards in records-systems 
will, in most circumstances, be in their interest. (para. 1229) 

Access to Personal Ini'ormation 

25.12 EnforceabLe Right of Access to PersonaL Records. The internationally accepted principles for 
information handling practices include a statement of the right to access. (para. 1235) Unlike the 
collection and storage principles, the access principle can be stated with sufficient precision to be 
enforceable. It is already implemented in the Commonwealth administration, through the Freedom of 
Inforn'lation Act 1982, and has also been implemented at the State level. To that extent, it is already a 
legally enforceable right. There should be a right, enforceable under COnllllOnwealth law, for an 
individual to have access to records of personal information held about him by record-keepers. 
(para. 1236) The records to which the right of access should apply are records of personal Information 
as defined. (see s. 25.2) 

25.13 Extent of the Right. The Commission's Reference extends to the Commonwealth public sector, 
as does the Freedom of Information Act 1982, although certain Commonwealth instrumentalities lire 
excluded from the operation of that Act. The right to obtain access to personal records under a privacy 
law, however, should not be subject to this limitation. It should apply to all Commonwealth 
instrumentalities, whether or not they are bound by the Freedom of Information Act 1982. The access 
right should apply to records held by any Commonwealth Department or statutory autho~lty, including 
trading authorities. It should be available to anyone in Australia. (para. 1238) , 

25.14 In the interests of privacy, the record-subject should be able to secure access in relation to 
records of his personal life and history kept in both public and private sectors. There can be no valid 
basis for differentiating between public sector and private sector record-keepers. The risks which their 
activities, particularly if computerised, pose to privacy are identical. Nor is there any valid basis for 
distinguishing between them in terms of the remedies available for refusal of access. (para. 1239) 

25.15 Just as there can be no valid basis for differentiating between public sector and private sector 
record-keepers, there can be no basis for limiting the right of access to personal records created after 
the implementation of the Commission's recommendations. The risks for privacy involved in misuse 
of a record of personal information, collected or recorded before a partieular date, are no different to 
the risks involved in misuse of records of personal information collected after that date. (para. 1241) 

25.16 Intermediary Access. There are cases where the record-subject may not be able properly to 
appreciate the significance or the full purport of the contents of the record. It may also be that. access 
to some. recor~s? for example, ~ealth records, would be injurious to the record-subject. Intermediary 
~ccess, l.~., gIv.mg ~ccess not dIrectly to the person concerned but to another, who might explain and 
m~erpr~t It to ~Im, IS a useful devi~e to overcome these difficulties. Because the right of access is 
prImanly the rIght of the record-subject, the record-keeper should only be able to require intennediary 
access where there are reasonable groun~s to believe that the record-subject will be harmed by seeing 
the record .. Where the record-ke~per beheves that the record-subject will have difficulty, unaided, in 
understandmg the record, he mIght suggest intermediary access. But the record-subject should be 
~bl~, if he wi.shes, to~nsist on direct access to the record. The record-keeper should not be able to 
InSISt upon mtermedlary access. The choice of intermediary should be agreed between the 
reco~d:keeper and the record-subject. Failing agreement, the Privacy Commissioner would be able to 
conCIlIate and resolve the dispute. (para. 1242) 

25.17 Records about Incompetent Persons. The granting of a right of access to records of personal 
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infonnation includes the granting of a right to access to personal information concerning those who 
are, for legal purposes, 'incompetent'. (para. 1243) The general reasons for ,conferring a right of 
access to records of personal information apply with equal force where the record-subject is an 
incompetent person. Mentally retarded persons, for example, are entitled to exercise, so far,as is 
feasible, the same rights as others in the community. Access to a record of personal information 
concerning a child should not be denied the child simply because he is a child. If the record-keeper is 
concerned that the record.,subject will not be able adequately to comprehend the record (by reason of 
immaturity or intellectual incapacity), the facility of intermediary access (s. 25.16), is the appropriate 
means of ensuring that the object of the right of access is not lost. (para. 1244) 
25. 18 A basic reason for access by the record-subject to records of personal information kept about 
him is to ensure that, when decisions are made on the basis of that information, it is as accurate and 
complete as possible. The more significant the decision, the greater the effect it would have on the life 
of the person concerned, tht? more important it is that this right of access be available. (para. 1247) 

25.19 There is a fi(!ed to make special provision for children because of their immaturity, a~p for 
menially retarded persons in appropriate cases; because of their vulnerability. These Ileeds are 
recognised by the Declaration on the Rights of the Child and the Declaration of the Rights of the 
Mentally Retarded. A legal right of access to personal records com:erning the child or incompetent 
person, conferred on his guardian, is a special provision of this kind. In the case of children, t~e legal 
guardian will most commonly be the parent who has the custody of the child. In other cases, viz., 
where the record-subject is an adult but of unsound mind, his legal guardian, appointed under the 
relevant State or Territory law, should be able to exercise the right of access. The legal guardian of a 
person should have a right of ac{:ess to records of personal information conc(!rning the person on the 
same basis as ifhe were seeking access to records about hims~lf. Subject to eXGeptions (s. 25.20), the 
same exemptions and procedural requirements should apply. 'This right of the guardian should be in 
addition to the right of the record-subject himself. (para. 1248) 
25.20 There must come a time when a child should be treated as an adult, even if some of those who 
are labelled 'adults' are still immature, and some of those'who have not attained the specified age 
display adult attitudes ~nd behaviour. But an age must be selected beyond which the parert wiiI no 
longer be entitled to access to records of personal info(mation about their children. (para. 1249) The 
age of 18, the usual age of majority, should be the age at which the access right of the parents, like 
other rights in respect of their childre~, ceases. (para. 1249) 

25.21 Exemptions to Accommodate Competing llllerests. Privacy is not an absolute right. The right of 
access to records of personal information should therefore not be absolute. (para. 1250) The regime 
governing access to records of personal infonnation should be the same, so far as is possible, as the 
Freedom of Information Act 1982. It would be undesirable to have two different regimes for access to 
records held by Commonwealth agencies. In most cases, records of personal information are not held 
apart from other working files by Commonwealth agencies, and the same personnel wi11 administer 
them. Unnecessary differences between privacy. and freedom of information legislation would be 
confusing and therefore undesirable. (para. 1253) 

25.22 Categories of Exemption in tht: Private Sector. The decision as to which classes of information 
should be the subject of an exemption under the Fret!dom of Information Act was taken on the basis of 
the character of the informat,ion contained in the record, not the identity of the record-keeper. It is 
appropriate that they also apply in relation to access to personal records in the private sector. A 
r'icord-keeper forced to disclose information may run the risk of breaching a confidence or interfering 
with criminal investigations whether he is in the public sector or the private sector. The interests to be 
taken into account are essentially the same. Some categories of exemption are less likely to be relevant 
to records kept in the private sector than those kept by government agencies. However, in view of the 
growing inter-relationship between the public sector and private enterprise, and the increasing tlows 
of information between the sectors, government information within an exempt class is increasingly 
likely to tlow into the private sector and back again. (para. 1254) 
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25.23 Nature of Exemptions. There are two qualifications to the proposition that the Freedom of 
Information Act exemptions should also be applied under the privacy regime. First, the general 
interest of the individual, as a citizen or resident of Australia, in having access to government 
documents is not the same as the interest of the individual in having access to records of personal 
information about himself. Secondly, as the privacy regime will extend to private sector 
record-keepers, the qualifications in some of the tests in the Freedom of Information Act 1982 may 
need slight adaptation to ensure that they are expressed in a way that adequately reflects competing 
interests involved. In particular, some of those tests in the Freedom of Information Act 1982 that 
balance the right of the general public to have access to government documents against 'the public 
interest' in non··disclosure should be altered. In some cases, even for private sector record-keepers, 
the 'public interest' test is appropriate. For example, in the case of the exemption on the ground of 
'defence and national security', it is appropriate to balance the individual's interest in having access 
with the public interest in ensuring that defence and national security are not prejudiced. But the 
exemption in the Freedom of Information Act 1982 on the ground that the document concerned is an 
'internal working document', disclosure of which would be contrary to the public interest, is not 
appropriate for a record-keeper in the private sector. (para. 1255) 

25.24 Defence and National Security. This Commission is not able to make specific recommenda­
tions in relation to access to personal information which has a bearing on defence or national security. 
The relationship between access to information and national security and defence has been addressed 
by the Parliament in the Freedom of Iilformation Act 1982. The Commission has assumed that, when 
privacy legislation is enacted by the Parliament, a simi"ttr approach will be taken. The draft legislation 
attached to this report reflects this assumption. (para. 1256) 

25.25 Inter-Governmental and Diplomatic Relations. Records that contain information about 
diplomatic and Commonwealt!i-State relations should be exempt from the right to access in the same 
way as they are exempt under the Freedom of Information Act 1982. (para. 1257) 

25.26 Companies and Securities Records. Records of personal information that fall into this category 
should be exempt from access by the record-subject. (para. 1258) 

25.27 Executive Council and Cabinet Documents. Records of personal information that relate to the 
deliberations of the Federal Executive Councilor the Cabinet should be exempt from access by the 
record-subject to the same extent that they are exempt from access under the Freedom of Information 
Act. (para. 1259) 

25.28 Internal Working Documents. Some records, including records of personal information, 
would, if disclosed outside the organization concerned, hamper its ability to ensure that its operations 
are carried out efficiently and that, where confidentiality is necessary for effective performance of its 
functions, that confidentiality is respected. This is not a need peculiar to government administration. 
It is a need recognised by all organizations where complete openness would impede the effectiveness 
and efficiency of its operations. To cover adequately both the public sector record-keeper and the 
private sector record-keeper, the test should be framed in terms of whether giving access to the 
record-subj~ct ,:"ould, in the circumstances,. unrea~onably disclose information of the kind specified in 
the exemption In the Freedom of Information Act {982. A test so formulated includes within it the 
public interest considerations that are peculiar to government administration, but in a way that is 
appropriate in the context of a right of access by the record-subject to records of personal information 
ab~ut h.imself. To g.ive. further guidance to record-keepers and others who will have to apply the test, 
legislatIOn should 1l1dlcate some of the matters that should normally be taken into account in 
determining whether the disclosure of the information would be unreasonable. These matters would 
include the use that is likely to be made of the information by the person seeking access. (para. 1260) 

25.29 Law Enforcement. Protection of privacy interests involves resolving the t~nsion between 
personal interests ~nd t.he comp~ting legitimate interests of o.t~ers in the society and the society itself. 
One such compet1l1g 1l1terest IS the need to prevent sensitive police and other law enforcement 
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information from falling into the hands of those against whom i~ might be used. !he Fr~edom of 
Information Act exemption relating the law enforcement. informa~lon should apply 111 relatIOn to the 
right of the individual to gain access to records relatmg to himself. (para. 1261) 

25.30 Legal Professional Privilege. The privilege from production on tne grounds of I~gal 
professional privilege, arising in proceedings between the record-keeper and the reco~d-subJect, 
should not be disturbed. But access to personal records about a person .should not be de~led to that 
person merely on the ground that, in proceedings bet~~en the record-keep~r and some third person, 
the information contained in the record would be pnvileged. The exemptIOn should be fo~ul~ted 
bearing in mind that legal professional privilege is a corollary of the system of adversary IItIga.tlOn. 
The record-keeper's right to refuse access to personal records o~ the grou~ds. of Ieg~l ~r.ofe~slOnal 
privilege should be limited. It should only arise if tr.e person seekmg ~ccess IS hlms~l~ m .lItIgatlon, or 
it could reasonably be expected that giving the access would result m a ~arty to litigation (whether 
actual or contemplated) being provided with the contents of a document which he would not be able to 
obtain in di~c~very and inspection in the litigation. (para. 1263) 

25.31 FinanciaL. Property and Other Interests. The Freedom ?f ~nformat~on Act 1.982 exempts fr?m 
the requirement of access under the Act documents that con tam ~nformatlon the dlscl~su~e of wh~ch 
would have a substantial adverse affect on financial and property mterests; or that contam mformatlOn 
relating to audit and other testing procedures. These exemptio.ns should be available to re~ord-keepers 
in respect of access by the record-subject. However, the test m the Freedo~ o~ Informatl~n ~ct 1982 
is that the giving of access to all the world must be contrary to the public mterest. ThiS IS not an 
appropriate formulation in the cont~~t of ~rivate sector record-keepers. They h~ve an~~ogous, 
although not precisely equivalent, legitimate mterests that sho.uld be prote~ted. As Wlt~ the m~ernal 
working documents' exemption, the test should be formulated m terms. of disclosure of mfo~ma~lOn of 
the kind identified in s. 39 and 40 of the Freedom of InformatIOn Act 1982 that IS, m the 
circumstances, unreasonable. (para. 1264) 
25.32 NationaL Economy, The Freedom of jnformation Act 1982 exempts from the requi~ement of' 
access under the Act documents that bear on sensitive economic policy, the disclosure of which would 
substantially affect the Commonwealth Government's ability to manage the ~ustra~ian.economy. The 
exemption should apply in the proposed privacy regime in the same way as It applies m the Freedom 
of Information Act 1982. (para. 1265) 
25.33 Contempt of ParliamJmt and Courts. An exemptio? similar to t~e exemption in the,Freedom of 
Information Act 1982 for docum~nts the disclosure of which would be m contempt. of Parliament or of 
a court should be available to record-keepers under the proposed privacy regime. (para. 1266) 

25.34 Privacy of Others. The privacy exemption in ~he Freedom of Inform~tion Act. 1982 should also 
be available to record-keepers under the privacy regime. But, under the pnvacy regime, there. should 
be a 'reverse-FOI' procedure similar to the procedure provided by the .Freedom of Information Act 
1982 for trade secrets, requiring a record-keeper to inform a. r:cord-subject that ~ccess to ~ record of 
personal information about him is being sought, and permltt1l1g the record-subject to object to the 
provision of access. This would assist the agency or officer dealing with ~he request for access to 
determine whether granting access to a particular person would be unreasonable. The result of a 
request under either should be the same. Personal information about ~ person should not be at greater 
risk under the Freedom of Information Act. The Freedom of Information Act 1982 should be amended 
to provide for 'reverse-FOI' where access is sought to records of personal information. (para. (269) 

25.35 Breaches of Confidence. At present, the exemption under the Freedom of Information. Act 
1982 is cast in absolute terms. Provided the disclosure of the document under the Act would constitute 
a breach of a legal duty of confidence. the document is exempt. To protect priva~~ interests to an 
appropriate extent, it is necessary that the exemption in the Priv~c.y Act be a quah~led one .. But,. as 
with the 'internal working documents' exemption, 'public interest .IS not the appr?pnate qualification 
in the private sector. The exemption should be drawn on the baSIS that the glV1l1g of access to the 
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recard saught wauld, in the circumstances, canstitute an unreasanable disclosure af persanal 
infarmatian the disclasure af which to. the persan seeking access wauld atherwise constitute a breach 
af a legal duty af canfidence. As with the 'internal warking documents' exemptian, legislation should 
indicate som~ of the matters that are to be taken into. accaunt in deternlining whether access, in, the 
particular case, wauld be unreasanable. (para. 1272) 

25.36 Business Affairs. The Freedam af Infarmatian Act 1982 exempts fram the requirement af 
access dacuments recarding trade secrets, infarmatian having a cammercial value and informatian 
abaut the business, cammercial ar financial affairs af a persan ar an arganisatian if its disclasure 
cauld reasanably be expected to. unreasanably affect that persan ar that arganizatian in respect af 
thase affairs. The Freedam af Informatian Act exemptian shauld be reflec~ed in the privacy regime to. 
preserve the cammercial value af that infarmation. As in the Freedam af IQfarmatian Act 1982, the 
recard-keeper shauld be required to. fallaw the 'reverse-FOr procedure. (para. 1273) 

25.37 Secrecy. The Freedam af Infomtatian Act 1982 exempts from mandatary access dacuments to. 
which 'secrecy pravisians' in ather Cammanwealth laws apply, whether the secrecy provisian is 
absalute ar is subject to. exceptians G.r qualificatians. Were a provisian similar to. the Freedam af 
Infarmatian Act, s. 38, to. be part af the privacy regime, persanal recards, to. which the recard-subject 
might justifiably seek access, cauld be withheld from him simply an the graund that the law 
prohibited their general disclasure. Secrecy pravisians are an apprapriate way af preventing 
disclasure of infarmatian where the individual is seeking access to. general gavernment infarmatian 
simply as a citizen. But when he is seeking access to. the recards that a recard-keeper halds abaut him, 
the ~ '3sans far the secrecy provisian, directed to. the warld at large, are no. langer relevant. If access is 
to. t[! denied, it shauld be an same graund ather than the fact that it is nat apprapriate that this 
infarmatian be made generally available. No. provisian camparable to. s. 38 af the Freedam af 
Infarmatian Act 1982 shauld be included as part af the privacy regime. (para. 1274) 

25.38 Welfare of the Incompetem Person. One af the reasans that guardians shauld have a right af 
access to. persanal recards abaut thase in their care is that their maturity will help ensure the accuracy, 
timeliness, relevance and fairness af facts and assessments in them. Misleading ar unfair recards 
concerning a child, far example, can seriausly affect him. Where there are reasanable graunds to 
believe that the giving af access to. recards saught by a guardian wauld be cantrary to. the interests af 
the welfare af the recard-subject, the recard-keeper shauld be able to. refuse access. In arder to. 
pravide same guidance to. recard-keepers, and thane reviewing their decisians, legislatian shauld 
specify the matters to. be taken into. accaunt when this decisian is made. Twa af these matters are the 
special respansibility tawards children that their parents have and the need that children have far 
speci~1 safeguards and care. The ability af the guardian to. exercise a right of access to. the recards 
cancerning the child i~ in fact such a special safeguard. (para. 1275) 

25.39 Privacy and Confidentiality: Qualified Exemptions. In mast cases, recard-keepers will nat awe 
a le~al duty af c.anfidenc~ to. children .in respect af the persanal infarmatian they hald. But where they 
?a, It wa~ld; be InapproprIate \~ avernde that duty simply an the ground that the persan seeking access 
IS th.e chIld s pa~ent ar guardIan. Both the exemptians, as recommended by the Cammissian, are 
qualIfied .exemptlans. The first, protecting the privacy af third parties (in these cases, the child, 
~entally Incampetent pers.an ar persan af unsaund mind who. is the recard-subject), anly applies if the 
?Isclasu,re afthe persanal Infarmatian in the recard to. the persan seeking access (the guardian) would, 
In the CIrcumstances, be unreasanable. The same applies in the case of the canfidential infarmation 
exemptian: it anly applies if the giving af the infarmatian in the recard to the guardian wauld breach a 
lega}. du~y af canfidenc~ awed to. t~e child ar persan af unsaund mind to. an unreasanable extent. 
Legls~atlOn s~auld speCIfically reqUIre recard-keepers, in determining whether to. rcfuse access to a 
guardIan an eIther af these grounds, to. have regard to. these cansideratians. Under the Cammissian's 
recammendatians, the recard-keeper will also. have the benetlt af the mature child's views on whether 
access shauld be granted. (para. 1277) 
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Amendment of Records 
25.40 The right to. amendment af recards af persanal infarmatian shauld nat be limited ar restricted 
by reference to. whether the applicant is a citizen ar permanent resident af Australia. (para. 1280) 

Procedure and Review 
25.41 The pracedure far abtaining access to. persanal re,cards shauld be the same as that prescribed by 
the Freedom of Infarmatian Act 1982. (para. 1281) 

Resources Test 
25.42 The resaurces test, as it appears in the Freedam af Infarmatian Act 1982, anly permits an 
agency to. refuse a request far access if the effect an the agency's aperatian is 'substantial and 
unreasanable'. In the cantext af the individual's right af access to. persanal recards, the added interest 
af the individual in access is a matter to. be taken into. accaunt by the recard-keeper in determining 
whether camplying with a particular request wauld substantially and unreasanably interfere with his 
aperatians. The 'resaurces test' shauld be part af the privacy regime in the same way as it is part af the 
Freedam af Infarmatian Act 1982. (para. 1283) 

Charges 
25.43 In keeping with the Cammissian's general approach af cansistency between the Freedom af 
Infarmatian Act 1982 and privacy legislatian allawing far access to. persanal recards, recard-keepers 
shauld be entitled to levy a charge far access to. persanal recards. To. permit recard-keepers to. levy 
charges is a recagnitian af the f~ct that same cast will be incurred in processing requests far access 
and granting them. The amaunt d'f that charge shauld nat be a practical deterrent to. recard-subjects 
who. wish to. exercise the right af access. The maximum amaunt af the charge that may be levied by a 
recard-keeper shauld therefare be fixed by regulatian. However, where persanal infarmatian in a 
recard has been carrected ar madified after access, the charges impased far the access shauld be 
refunded ar, if they have nat yet been paid, waived. (para. 1284) 

Protection for Those Who Gh'e Access 
25.44 Pratections shauld be pravided to. recard-keepers and their afficers and employees an the same 
basis as is provided under sectians 91 and 92 af the Freedam af Informatian Act 1982. (para. 1285) 

Review 
25.45 Conciliation and Negotiation. If a persan cansiders that he has been wrongly refused access by 
a recard-keeper, the Privacy Cammissianer will be able to. appraach the recard-keeper to. try to. 
persuade him to. give access, perhaps through an intermediary. In mast instances this will be 
sufficient. Mast record-keep~rs will abey the law, and nat claim unnecessary ar dubiaus exemptians. 
Mast disputes will be reso~ved quickly and simply by canciliatian. (para. 1288) 

25.46 Power of Direction. The Privacy Cammissianer will be an independent afficial with particular 
expertise in privacy matters, including the circumstances in which recard-keepers can validly claim 
exemptians from access. He shauld be able, where appropriate resalutian af any aspect af a dispute in 
relatian to. access ar amendment af a persanal record is nat atherwise passible, to. direct the 
recard-keeper to. give access to., ar to. amend, the record cancerned. This shauld include ather matters 
such as whether1ntermediary access is apprapriate and the farm in which the access shauld be given 
and, in the public sector, whether a cha~ge shauld be levied ar waived. He shauld nat be able to. issue 
'liuch a directian af his awn mation. It shauld be specifically requested af him by the applicant far 
access. He shauld nat be able to direct that access be given to. recards that are exempt. Matters that the 
Privacy Cammissianer shauld be required to. take into. accaunt in determining whether to. give such a 
direction should include the ease with which the recard-keeper can camply with the directian and the 
cast (if any) that will be incurred by the record-keeper ar any ather persan if the directian is camplied 
with. The exercise af this pawer af direction by the Privacy Cammissianer shauld be subject to. 
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review, on the application of either the record-keeper or the record-subject, by the Administrative 
Appeals Tribunal. A direction once finally made should create an obligation on the record-keeper to 
comply. It should not be a criminal obligation, but one capable of enforcemeq~ in the usual ways in 
which similar obligations may be enforced, for example, by mandatory injunction. (para. 1289) For 
the reasons given the Freedom of Information review mechanisms should apply in relation to access to 
and amendment of personal records under the Commission's proposals in addition to the Privacy 
Commissioner's powers of direction. (para. 1290) 
Use of Personal Information 
25.47 Principles 7,8 and 9 (s. 25.1) are statements of aspiration, not intended to be enforced by the 
mechanisms of law. They are standards against which conduct can be assessed. They indicate what is 
desirable. In fact, this aspect of personal privacy is already well protected through the duty of 
confidence and other branches of the law imposing civil liability for damage to the record-subject and 
to others from negligent or malicious use of inaccurate personal information. The difficulties involved 
in requiring consent to all uses of personal information, with civil or criminal sanctions, are too great 
to warrant further interference, for privacy reasons alone, with the balance struck by present law 
between the interests of the record-subject and other important values such as freedom of speech. It is 
undesirable to impose legal sanctions, beyond those that already exist, where a record-keeper has 
failed to take reasonable steps to ensure that the personal information he is using is accurate, up to date 
and not misleading. The general mechanisms proposed by the Commission, such as the Privacy 
Commissioner's power to conciliate disputes, the HRC's public education function, and its function 
of developing and publishing guidelines and advice (consistent with the basic privacy principles that 
this report recommends)~ will be sufficient to ensure appropriate implementation of the use principles. 
Finally, the right of access to and amendment of personal records will protect the record-subject from 
use by the record-keeper of inaccurate, out-of-date or misleading personal information when the 
record-keeper makes decisions about the subject. Using that right, the record-subject will normally be 
able to ensure that the quality of the personal information that the record-keeper holds about him is 
consistent with the recommended standard. Accordingly, while the principle of record-subject consent 
should be adopted by the Parliament, and embodied in the legislative statement of privacy principles, 
there should be no further legal requirement of consent. (para. 1300) 
Disc.losure 

25.48 To marry Principle 10 (see s. 25.1) into the existing framework of non-statutory law and 
administrative practice is no easy task. The present law maintains a careful balance between the 
legitimate interests ofindividuals in restricting the dissemination of personal information about them 
and the legitimate interests of other~ in the community in exercising rights such as freedom of 
expression. One option would be~o recommend that disclosures of personal information without 
consent or specific lawful authorit~l ct'nstitute a criminal offence. In view of the competing interests 
involved, this would be impracticatHe.Altematively, a person who made such a disclosure could face 
civil action from the record-subjech 1t\ the absence of specific damage, this would also be 
impracticable, as well as introdudngt.oO'siderable uncertainty. Privacy interests are relatively well 
protected by the existing law, although the duty of confidence and laws relating to defamation and 
liability for nervous shock protect those interests only incidentally, and in the context of providing 
compensation for activities that cause other kinds of damage. Nn general legislative restriction on 
disclosures should be made for the purpose of privacy protection alone. Such a restriction would 
unduly disturb the balance that existing laws have achieved between the interests of the community in 
the unrestricted flow of information and respect for individual rights, including the interests of the 
individual in maintaining his privacy. (para. 1307) 

Defamation 

25.49 Further reform of th~ law of defamation is not warranted in the interests of privacy alone. 
(para. 1308) I 
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Legal Duties of Confidence 
25.50 Restatement Not Needed. There is little need for a legislative restatement of the circumstances 
in which a duty of confidence will arise. at least in relation to personal information. The law confers a 
cause of action in circumstances that balances appropriately the relevant interests. It is still 
developing, and its gmwth should be guided, not forced or stultified. But the HRC should take steps 
to bring the law to public attention, to ensure that those who may be under a duty of confidence are 
aware of it. The public education role recommended for the HRC will allow the HRC to publish 
guidelines and to develop, with record-keepers whose activities are affected by this law, criteria for 
proper and appropriate information practices. (para. 1377) 

25.51 Who May Enforce a Duty of Confidence? Defects in the present law, affecting the extent to 
which it protects privacy interests, should be remedied. The protections of the duty of confidence are 
not necessarily available to the record-subject. A duty of confidence may only be enforced by the 
person who is in a relationship of confidence. This may be the subject of the inform21ti.on to which the 
duty relates. However, in some cases it will not. For example, where a confidentIal employment 
reference has been given, the referee may be in a confidential relationship with the employer, but the 
prospective employee will not. Where a person is under a duty to preserve confidentiality in respe~t of 
personal information, the right to enforce that duty should be extended to the record-subject. 
(para. 1312) 
25.52 Extension of Duties of Confidence. It should be made clear that, as a general rule, personal 
information to which a duty of confidence applies should remain protected by that duty no matter into 
whose hands it might subsequently come. A person who acquires personal information to which a 
duty of confidence, however created, applies should be subject to that duty if he knows, or ought to 
know, that the duty exists. (para. 1313) 

25.S3 Damages. The ability of a person to enforce a duty of confidence depends, in part, on the way 
in which the duty arose. The remedies should be ra~ionalised so that, however a duty arose, both 
injunctions and damages, on the same bases, will be available to the person seeking to enforce the 
duty. (para. 1314) 
25.54 Secrecv Provisions. Legislation should make it clear that, unless the particular secrecy 
provision otherwise provides, approvals to disclose personal information, given under a secrecy 
provision in a Commonwealth of Territorial law (including the Crimes Act 19 I 4, s. 70), should not 
authorise a breacn of a duty of confidence that may be involved in the disclosure. (para. 1319) 

25.55 Reform of Secrecy and Disclosure Provisions. The HRC is an interdisciplinary body with the 
task of making the judgments that are called for in determining whether a p~rti~ulat- secrecy or 
disclosure provision is needed, and what its form should be. ~t s~ould do so takmg mto account. the 
principles for privacy protection contained in this report. But It wIll also b~ .better place? to take mto 
account other considerations which may be offered to support secrecy provIsIons and whIch may have 
nothing to do with the protection of individual privacy. (para. 1315, 1320) 

Some Special Problems 
25.56 Matching. The HRC should encourage record-keepers, especially those in the Commonwealth 
public sector, to COilsult with it before matching programs, including those authorised by genera! 
legislation such as the Social Security Act 1947 and the. Income Tax Assessm~nt Act 1936, ar~ 
undertaken. In some cases, it may be appropriate that partIcular programs not be Implemented untIl 
filII public consultation has taken place through an inquiry under the Human Rights Commission Act. 
(para. 1321) 
25.57 Logging. The HRC should encourage record-keepers to log transactions involving the personal 
information in their systems. They should explore, in specific areas (especially compute.r~sed ~ecord 
systems and those that contain information which may be regarded as unusually sensItIve tor the 
individuals concerned), the need for further requirements for record-keepers to keep logs of the use 
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and disclosure of the information in their systems. There should not, at this stage, be a general legal 

requirement to keep logs. (para .. 1325) 

26. Cost Considerations 
26.1 The Commission's proposals have been developed with the need to balance co§ts against 
benefits fully in mind. Where possible, it has used existing institutions, procedures and practices, in 
some cases modifYing or altering them. In summary, the resource implications of the recommenda­
tions in this report will not be as drastic as some might fear. The benefits to be achieved from their 
implementation outweigh the costs that they will occasion. (para. 1328) 

27.. Effect of Recommendations 
27.1 The Commission has consulted extensively with experts, industry groups, professionals and 
others working in key areas in developing the recommendations in this report. Their ramifications 
were extensively and generally ex.plored. The discussions identified the problems which some 
record-keepers might face in implementing changes necessary to accommodate the proposals, and 
reassured those record-keepers who might see them as holding more than minor, short-term 

difficulties. (para. 1338) 
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