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THE CREDIT CARD PROTECTION ACT

MONDAY, MAY 23, 1983

- HouseE or REPRESENTATIVES,
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE,
CoMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS, ‘

‘ Washington, D.C.

The subcommittee met, pursuant to call, at 10 a.m., in room
2128, Rayburn House Office Building, Hon. Frank Annunzio (chair-
man of the subcommittee) presiding. -

RPr’esent: Representatives Annunzio, Patman, Vento, Lowry, and
idge. - . S ' \
Chairman ANNUNzIO. The meeting of the subcommittee will

come to order. , | ' '

Today the subcommittee begins hearings on H.R. 2885, the Credit
Card Protection Act. We are faced in this country with a little-
known epidemic. There are some 600 million credit cards in circu-
lation in this country. Every year an estimated 73 million cards are
reported lost or stolen. Of that total, some 20,000 credit cards are
fraudulently used every day.

We are not talking about penny-ante crime here, financial insti-
tutions lost an estimated $128 million from bank card fraud alone
in 1982, an increase of over 385 percent over 1981. About $40 million
of that figure came from the use of counterfeit credit cards. It is
believed, although no firm figures exist, that the entire loss of ille-
gally used credit cards approached the $1 billion mark last year, a
threefold increase since 1979.

And make no mistake about it, those losses are borne by consum-
ers as surely as if a gunman put a gun to their head and robbed
them. The losses suffered by financial institutions and credit card
issuers are passed on to consumers in the form of higher fees for
cards and increased interest costs. While credit card crimes exist to
the greatest extent in our major cities, there is also evidence that
fraudulent credit card transactions go on in every community in
our country.

Unfortunately, most credit card criminals operate with little fear
of being caught. And if they are caught, they usually get off with a
small fine or minimal jail sentence. A bank robber may serve 20
years for stealing a few thousand dollars from a bank at gunpoint,
while a credit card criminal might well steal $20,000 a day and, if
caught, face only the lightest of sentences.

We must change the rules of the game for those who seek to
play. We must make certain that credit card criminals no longer
get a free ride. We must also make certain that questionable busi-
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nesses using lists of credit card numbers do not charge consumers
for products or services that they do not receive or do not want.

The Credit Card Protection Act will go a long way in cracking
down on credit card crime. It will: First, make it illegal to distrib-
ute credit card or debit card numbers except on a very limited
basis; second, it will make possession of 10 or more stolen or coun-
terfeit credit or debit cards a Federal crime; and third, it will cor-
rect a problem in existing law which will make it a crime to use
stolen credit cards to obtain $1,000 in cash or merchandise in a 1-
year period. Present Federal law only comes into play when an in-
dividual charges more than $1,000 on a single credit card. This
change makes the $1,000 figure applicable to one card or a group of
cards.

As I mentioned earlier, this is an epidemic that has not received
much attention. It does not have the media significance of a bank
robbery or the criminal overtones of drug dealings, but by spot-
lighting credit card crime it is my hope that we can begin a major
crackdown on credit card criminals. My goal is, through legislation,
prosecution and publicity, to put an end to the epidemic.

I am asking credit card issuers, law enforcement agencies, judges
and the general public to help out. I am asking law enforcement
agencies across the country to begin vigorous crackdowns on credit
card criminals. And I am asking judges across the country to treat
these criminals as they should be treated, as major economic dan-

gers to the community.
[The texts of H.R. 2885 and H.R. 3622 follow:]
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22 H, R, 2885

To amend the Truth in Lending Aect to protect consumers by placing restrictions

on the disclosure of their credit card numbers,

IN THE HOUSE OF REPRESENTATIVES
Mavy 4, 1983

Mr. ANNUNZI0 introduced the following bill; which was referred to the Committee

To

10

on Banking, Finance and Urban Affairs

A BILJ.

amend the Truth in Lending Act to protect consumers by
placing restrictions on the disclosure of their credit card
numbpers.

Be it enacted by the Senate and House of Representa-
twes of the Unilted States of America in Congress assembled,
SHORT TITLE

SecTION 1. This Act may be cited as the “Credit Card
Protection Act”.
RESTRICTIONS ON DISCLOSURE OF ACCESS DEVICE
NUMBERS
SEC. 2. (a) Chapter 2 of the Truth in Lending Act (15
U.5.C. 1681 et seq.) is amended by adding at the end thereof

the following:

Fral
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1 “8137. Restrictions on disclosure of access device num-
2 bers

3 “(a) No person shall disclose any access device number
4 unless—

5 “(1) such person is the cardholder involved or any
6 person authorized by such cardholder to | use such
7 access device number;

8 “(2) such person is disclosing an access device
9 number in order to—

10 “(A) process or collect any amount which
11 was authorized to be charged against such access
12 device number; or

13 “(B) collect any debt for which the card-
14 holder, or any person authorized by the card-
15 holder to use such access device numbef, gave
16 such access device number for purposes of identifi-
17 cation;

18 “(3) such disclosure is made by a consumer re-
19 porting agency pursuant to section 604 of the Fair
20 Credit Reporting Act; or

21 “(4) such person | reveals such access device
22 number to the cardholder involved.
23 “(b) For purposes of this section—
24 “(1) the term ‘access device number’ means a
25 credit card account number or a code, number, or other
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means ef access to an account against which debits
may be made; and
“(2) the term ‘cardholder’ include a person who
was issued an access device number.”.
(b) The table of sections contained at the beginning of
chapter 2 of the Truth in Lending Act is amended by adding

at the end thereof the following:

“187. Restrictions on disclosure of aceess device numbers.”.
FRAUDULENT USE OF A CREDIT CARD
SEC. 3. Section 134 of the Truth in Lending Act (15
U.S.C. 1644) is amended—
(1) in subsection (a)—
(A) by striking out “any” and inserting in
lieu thereof “one or more’’; and
(B) by striking out “credit card” and insert-
ing in lieu thereof ‘“‘access devices’’;
(2) in subsection (b), by striking out “credit card”
and inserting in lieu thereof “access device’’; |
(8) in subsection (c), by striking out “credit card”
and inserting in lieu thereof “access device”;
(4) in subsection (d)—
(A) by striking out “with " and inserting in
lieu thereof ““with one or more’’; and
(B) by striking out “credit card” and insert-
ing in lieu thereof “‘access devices”;

(5) in subsection (e)—

=y
.
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(A) by striking out “credit cards’ and insert-
ing in lieu thereof ‘‘access devices”; and

(B) by siriking out “or’” at the end thereof;
(6) in subsection {f)—

(A) by striking out “any” and inserting in
lieu thereof “one or more’’;

(B) by striking out “credit card” and insert-
ing in lieu thereof “‘access devices”; and

(C) by striking out “obtained—" and insert-
ing in lieu thereof “‘obtained; or”’;
(7) by inserting before “‘shall be”’ the following:

“(g) Whoever, with unlawful or fraudulent intent, pos-
sesses ten or more counterfeit, fictitious, altered, forged, lost,
stolen, or fraudulently obtained access devices—";

and
(8) by adding at the end thereof the following:

“h) For purposes of this section, the term ‘access
device’ means a credit card, credit card account number, or a
code, number, or other means of access to an account against
which debits may be made.”.

CONFORMING AMENDMENT

SEc. 4. Section 135 of the Truth in Lending Act (15
U.S.C. 1645) is amended by striking out “‘and 134" and in-
serting in lieu thereef “134, and 137”.
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=2 H, R. 3622

To amend the Truth in Lending Act to protect consumers by placing restrictions
on the disclosure of their credit card numbers.

IN THE HOUSE OF REPRESENTATIVES

Jury 21, 1988

Mr. Annunzio (for himself, Mr. ST GERMAIN, Mr. GoNzALEZ, Mr. MiNisH, Mr.
Parman, Mr. VeEnto, Mr. Lowry of Washington, Mr. Paur, Mr. WywIE,
Mr. Hruer, Mr. RipgE, and Mr. MACK) introduced the following bill; which
was referred to the Committee on Banking, Finance and Urban Affairs

A BILL

To amend the Truth in Lending Act to protect consumers by

placing restrictions on the disclosure of their credit card
numbers.

Be it enacted by the Senate and House of Representa-

tives of the United States of America in Congress assembled,

SecTION 1. This Act may be cited as the ‘“Credit Card

1
2
3 SHORT TITLE
4
5 Protection Act”.

2
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RESTRICTIONS ON DISCLOSURE OF PAYMENT DEVICE

NUMBERS

SEC. 2. (a) Chapter 2 of the Truth in Lending Act (15

U.5.C. 1631 et seq.) is amended by adding at the end thereof

the following:

“8 137. Restrictions on disclosure of payment device num-'

bers

“(2) No person shall disclose any payment device

number unless—

“(1) such person is disclosing a payment device
number in connection with an authorization, process-
ing, billing, collection, chargeback, insurance collection,
fraud prevention, or Payment device recovery that re-
lates to such payment device number, an account ac-
cessed by such payment al'ccount number, or debts or
obligations arising, slone or in conjunction with an-
other means of payment, from the use of the payment
device number;

“(2) such person is the holder of the payment
device number or is disclosing the payment device
number to the holder of the payment device number;

“(8) such disclosure is reasonably necessary in

connection—
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“(A) with the sale or pledge, or negotiation
of the sale or pledge, of all or a portion of a busi-
ness or the assets of a business; or

“(B) with the management, operation, or
other activities involving the intesnal functioning
of the business of such person making such disclo-
sure;

“(4) such person makes the disclosure to a con-
sumer reporting agency as defined in seciion 603(f) of
the Fair Oredit Reporting Act; or

“(5) such person makes the disclosure solely
under a circumstance specified in section 604 of the
Fair Credit Reporting Act regardless of whether such
person is a consumer reporting agency as defined m
section 603(f) of the Fair Credit Reporting Act and re-
gardless of whether the disclosure Is a consumer
report, except that such' person shall not disclose any
Payment device number prior to receipt of an individual
written certification from the requestor—

“(A) containing the specific reason that the
payment device number is required; and
“(B) that the payment device number—
“@) cannot be obtained under a circum-

stance specified in this section; or

S i g s et s et
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“(i) that such payment device number
is needed for security, or loss or fraud pre-
vention purposes.

“(b) No person shall intentionally obtain any payment

device number except as provided under this section.

“(c) Nothing in' this section shall affect the rights or

limitations of persons to disclose payment device numbers to,
or at the direction of, governmental entities under any other

provision of law.

“(d) For purposes of this section—

“(1) the term ‘payment device number’ means any
code, account number, or other means of account
access (other than a check, draft, or other similar
paper instrument) that can be used to obtain money,
goods, services, or any thing of value, or for purposes
of initiating a transfer of funds; and

“(2) the term ‘holder’ means any person—

“(A) who was issued a payment device

number;

“(B) who is authorized by such holder to use

such payment device number; or
“C) who is authorized at the specific request
of the holder to receive such payment device

number on behalf of the holder.
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“(e) Any person who fails to comply with any require-

ment imposed under ihis section shall be a creditor for pur-

- poses of section 130.".

(b) The table of sections contained at the beginning of
chapter 2 of the Truth in Lending Act is amended by adding

at the end thereof the following:

““187. Restrictions on disclosure of payment device numbers.”.
FRAUDULENT USE OF A CREDIT CARD
SecC. 8. Section 134 of the Truth in Lending Act (15
U.S.C. 1644) is amended—
(1) in subsection (a)—
(A) by striking out “any’” and inserting in
lieu thereof ““one or more’’; and
(B) by striking out “‘credit card” and insert-
ing in lieu thereof “‘payment devices”;
(2) in subsection (b), by striking out “credit card”
and inserting in lieu thereof “payfnent device”’;
(3) in subsection (c), by striking out “credit card”
and inserting in lieu thereof ‘““payment device’’;
(4) in subsection (d)—
(A) by striking out “with a’”’ and inserting in
lieu thereof “with one or more’’; and
(B) by striking out “‘credit card” and insert-
ing in lieu thereof “payment devices’’;

(5) in subsection (e)—
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(A) by striking out “‘credit cards” and insert-

ing in lieu thereof ‘“‘payment devices’’; and
(B) by striking out “or” at the end thereof;
(6) in subsection (f)—
(A) by striking out “any” and inserting in
lieu thereof “one or more’’;
(B) by striking out “credit card” and insert-
ing in lieu thereof “‘payment devices”’; and
(C) by striking out “obtained—"' and insert-
ing in lieu thereof “obtained; or’’;
(7) by inserting before ‘“‘shall be’’ the following:
“(g) Whoever, with unlawful or fraudulent intent, pos-
sesses ten or more counterfeit, fictitious, altered, forged, lost,
stolen, or fraudulently obtained payment devices that have
moved in, been part of, or constituted interstate or foreign
commerce’’; and
(8) by adding at the end thereof the following:
“For purposes of this sectioﬁ, the term ‘payment
device’ means any card, plate, code, account number,
or other means of account access that can be used,
alone or in conjunction with anotiler payment device,
to obtain money, goods, services, or any other things
of value, or for the purpose of initiating a transfer of
funds (other than a transfer originated by check, draft,

or other similar paper instrument).”.
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1 CONFORMING AMENDMENT
2

SEC. 4. Section 185 of the Truth in Lendmg Act (15
3 U.8.C. 1645) is amended by striking out “‘and 184" and in-

4 serting in lieu thereof “134, and 187",
; |

6

EFFECTIVE DATE

T effect sixty days after the date of enactment of this Act,
8 except that the amendment made by section 3 shall take
9 effect upon the date of enactment of thls Act.

22-222 0—83——2

SEC.‘ 5. The amendmepts made by this Act shall take

frmsr s o5
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Chairman ANNUNzIO. Our witness this morning will outline for
us in detail just how severe the credit card criminal epidemic has
become, for at one time he was part of that epidemic. He has
served time not only for credit card crimes, but for several other
criminal activities. He has since become a police informant and has
worked with police departments on credit card crimes. He has told
the subcommittee that he is not currently under investigation for
any crime, nor is he being sought or prosecuted for any previous
crime.

He has not asked for nor has he been granted any form of immu-
nity from this subcommittee. He is testifying voluntarily. He has
not been subpenaed, but he has asked, and the subcommittee has
agreed, to allow him to testify in disguise because he fears that if
his identity was revealed it could cost him his life.

Before calling on the witness, let me make it clear that any at-
tempt on the part of anyone to learn the witness’ identity or to
take any reprisal against the witness will be dealt with in the
strongest possible terms not only at the Federal level, but with as
much vigor at the local level as this subcommittee can generate.
Witnesses who take great risks to appear before the Congress de-
serve the protection of our Government, and I intend to make sure
that protection is available.

Bring in the witness please.

Mr. Witness, raise your right hand.

Do you swear that the testimony that you are about to give is the
truth and nothing but the truth, so help you God?

The WrtnEss. I do.

Chairman ANNUNzIO. Thank you very much.

Because the subcommittee staff has spent many hours with the
witness, I am going to ask Mr. Prins, the subcommittee staff direc-
tor, to start with some questions so that members may get an idea
about how severe the problem is. After that I will call on each
. member for 5 minutes of questioning.

On the second go-round, each member will have 10 minutes for
questions.

Mr. Prins?

Mr. Prins. Thank you, Mr. Chairman.

Before getting to the witness, I would like to take just a few sec-
onds and show you how easy it is for criminals to get involved in
the credit card operation through counterfeiting.

These cards, Mr. Chairman, are all plates of three well-known
credit cards. They are very good quality but, unfortunately, they
are all counterfeit. It is very simple for a criminal to take the card
and with an overlay change the name of the bank, and all it takes
is a very simple offset press which is available at most print shops.
If you want to change to a different bank, you just put a different
overlay on.

The one ingredient that is missing is another form of identifica-
tion, so that when the criminal goes in to use one of these cards,
they have to have a driver’s license.

This is a pack of 200 stolen New York drivers’ licenses, which
are available anywhere from $20 to $50 in New York City. With a
regular Polaroid camera, a few pieces of printing equipment, a

T
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criminal can get into the credit card business and do almost as
much money as one of the major credit card operations.

That is the counterfeit part of the operation.

Mr. Witness, for most of your life, what was your occupation?

TESTIMONY OF ANONYMOUS WITNESS

The WITNESS. I classify myself as a professional criminal.

Mr. Prins. ‘A professional criminal. What kind of crimes did you
engage in?

The WiTtness. From being a pickpocket to credit cards, various
sorts of crimes.

Mr. Prins. Were you arrested for any of these crimes?

The WitnEss. Yes, I was.

Mr. Prins. How many crimes would you say you have been ar-
rested for.

The WiTNEss. Maybe 20, 25.

Mr. Prins. You say 20 or 25 different times?

The WitNess. That is correct.

Mr. Prins. Were you incarcerated for these crimes?

The WirNEss. Yes, I was.

Mr. Prins. On how many occasions?

The WitNESs. Maybe 15, 20 times.

Mr. Prins. I am sorry.

The WiTnEss. Maybe 10, 15, 20 times. I really don’t——

" Mr. Prins. Can you speak a little closer into the mlcrophone,

please?

Thank you. '

1Chalrman ANNUNzIo. Would you push the mike closer to him,

please

Mr. Prins. Would it be hard for you to go out in the streets of

- Washington or any other mty today and obtain and use stolen or

counterfeit credit cards?

The WriTnEss. Noj it would not.

Mr. Prins. How would you obtain these cards?

The WiTnEss. I would go to the closest place—a pool room.

Mr. Prins. A pool room?

The WITNESS. A pool room.

Mr. Prins. How would you get them in a pool room?

The Wrrness. Generally every card that is lost or stolen is
brought to a pool room. I found like in any town, a pool room is
l1keda clearinghouse for the cards or any other merchandlse you
nee

Mr. Prins. That doesn’t speak too well of pool rooms, does it?

The WiTNnEss. No.

Mr. Prins. I have a credit card here, and I am going to hide the
number, and we will find out later..I took this out of my pocket.
The fact that I have my credit card in my pocket, am I safe from
having somebody use this credit card since it is in my possession?

The WiTnEss. No; you are not.

Mr. Prins. Why is that?

- The Witness. Well, let’s put it to you l1ke this. Did you eat
breakfast this morning in a coffee shop‘7

Mr. Prins. Yes

Ferpmzs,
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The WiTnEss. When you paid for it, did you pay for it by card?
Mr. Prins. Yes.
1'T‘l;e WitnEss. When you sign the receipt did you take the carbon
slip?

Mr. Prins. No.

The Witness. Well, that is our source of getting legitimate num-
pers, identification.

Mr. Prins. Well, how would you get that carbon slip from the
restaurant?

The WirNEss. From the garbage.

Mr. Prins. From the garbage?

1_The WitnEss. Or get somebody in the place to sell me a batch of
slips.

Mr. Prins. Once you got my credit card number, how would you
use it to make purchases against my account?

The WirnEess. Transfer it on to another card.

Mr. Prins. A stolen card, a counterfeit card?

The WirnEss. Counterfeit card, stolen card, dead card.

Mr. Prins. Now, you now have my number, and you have trans-
ferred it to another stolen credit card or a counterfeit card. Would
you please take the subcommittee through a transaction as to how
you would use that to go about making purchases?

The Wirness. Well, I would take the card first, if I wanted to
take it to a bank to get a cash withdrawal, I would call the bank to
find out what kind of balance is left on the account. Then early in
the morning I would take the card and go to the bank with proper
identifications and——

Mr. Prins. What kind of proper identification.

The WrrnEss. Photo ID, drivers’ license, whatever, social security
card. All those pieces of material are very easy to get. Then I
would take it to the bank, get me a cash slip withdrawal, for say
like $500, and then I would take the card and milk it.

Mr. Prins. What do you mean by milk it?

The WirnEess. I would keep it under the limit, and work it for
maybe 1 week, 2 weeks. And under that floor limit, some stores,
$35, some stores $50, then I could take that and do $10,000 $15,000
$20,000 on the card.

Mr. Prins. By floor limit, that is the limit that as long as you
would purchase, say, under $25 or $50, the store would not have to
call for verification to the credit card company?

The WitnEss. That is correct. _

Mr. Prins. Now, using my credit card number, and putting it on
a stolen credit card, how much do you estimate in a day that you
could charge to my account?

The Wirness. If you really got out and worked, you could do like
$10,000 easy. ,

Mr. Prins. $10,000 a day?

The WirNEss. Yes. - , : .

Mr. Prins. How long do you think you could work that card?

The WiTnNEss. I could work that card, say if I got it at the begin-
Eing of the month, I could work it for like 30 days easy, under the

oor. ' o

Mr. Prins. At $10,000—that is $300,000?
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The WiTness. Yes, sir, if I got out and worked. Mind you, the
amount that I am saying is like what I would buy on the card.
Now, what I get in cash retail value, it is like it would be less than
what I actually charged.

Mr. Prins. Thank you, Mr. Chairman.

I think you have a general idea what the magnitude of this is?

Chairman ANNuUNzIO. Thank you, Mr. Prins.

I want to say that the staff has done a tremendous job question-
ing and bringing this witness before the subcommittee.

I now recognize Mr. Vento of Minnesota for 5 minutes for ques-
tioning.

Mr. VEnTO. Thank you, Mr. Chairman.

I just want to commend you for your work on this legislation. Ob-
viously the investigative work of Curt Prins and the other mem-
bers of the staff is very, very important if we are going to under-
stand this. We get out and have some input as to exactly what the
nature of the problem is. And of course, I wish to thank the wit-
ness for being here to provide us with the insights that only some-
one in his position could provide us with.

When you purchased this merchandise, would you say that there
was any difference between retail establishments? Did you find any
problems in presenting these cards?

The WirNEss. No; because a lot of places I go to, they are like
setup places anyway. The main function is accepting cards.

Mr. VENTO. In other words, you say that they were conducive to
it. They were part of it in a sense. You had completely broken
down the integrity of the identification protections, simply by ob-’
taining a number of these discarded carbon slips, you had com-
pletely broached the integrity of the credit card system; is that
what you are saying? ‘

The WiTtNnEss. That is correct.

Mr. VENTO. In other words, there were no questions asked. It is
as if it were a valid credit card that you were presenting to the
retail establishment, is that accurate?

The WitNEss. Yes, sir. A lot of stores I go to, I don’t even need
identification.

Mr. VENTO. They didn’t ask you for any identification. In fact,
sometimes all that they require are the numbers off the credit
card, is that correct?

The Witness. That is correct.

Chairman ANNUNzIo. Wiii the gentleman yield?

Mr. VenTo. I would be happy to yield.

Chairman ANNuNzio. If I understand you correctly, in some of
these stores, these proprietors or people working in the store were
part of the setup.

Mr. VEnTO. That is correct.

Chairman ANNUNzIo. What name would you call that?

Mr. VENToO. It is known as juice joint.

Chairman ANNUNzIO. You named it juice. Juice is a very famil-
iar term, on interest rates. When you use the expression “juice,”
and I don’t mean to take Mr. Vento’s time——-

Mr. VENTO. Please, Mr. Chairman. :

Chairman ANNuUNzIo. What you are doing on the term “juice,”
explain that. I know what it means. It means that if an item—I

ey
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think I know what it means—if an item costs $50 and you went in
and this guy was in on the scam, the proprietor, he would })e c_harg—
ing you $150 for the item on the credit card, and the juice is the
difference between the actual cost and the charges that were made,
and that is the reason that we have such astronomical figures of $1

billion a year losses.

Do I have that correct? o
The Wirness. That is correct. Because a lot of the juice joints,

the setup is as follows: I bring a card in and buy a TV that costs
$280. Thltjay charge me $500 for it. I could take 5 or 500 cards in at
one time and work them. There is no problem. I need no identifica-
tion, nothing. The only thing I have to do is go in, print the card,
they call the authorization. And if the card went through, then 1

got what I wanted.

Chairman ANNUNZzi0. Thank you.

Mr. VEnTO. Thank you, Mr. Chan:man.

I appreciate your help with the witness.

My time is going to expire very quickly. . ' ,

Did you actually obtain possession of, a television set; did you ac-
tually obtain possession of that item, is that correct?

The WirNEss. In some cases that was not so, the card I brought
in was no good, and I got beat. . .

Mr. VenTo. If they didn’t accept the card, in some instances that
happened. But that obviously did not happen very often, is that

correct?

The WiTNEss. That is correct. . _

Mr. VeENTO. But the point is, once you got possession of a televi-
sion or other merchandise, other products, then you had to sell
those. How do you go about selling it? It is one thing to go out and
buy 10,000 dollars’ worth of merchandise in a day. .

The WitNEss. Well, there is a group of stores that will buy, pur-
chase anything that is bought on a credit card. And then you get
like a third to a half. .

Mr. VeEnTO. Third to half of the price of that?

The WirNEss. Right. o o

Mr. VeEnTo. And then they go ahead and sell it as if it were new
merchandise?

The WitNEss. That is correct. _

Mr. VEnTO. Actually, I guess it is new merchandise.

The WrrNEess. That is correct. .

Mr. VenToO. Aren’t there numbers that could be traced on things
like television sets and large items such as that, isn’t there verifi-
cation from the factory that could be traced? .

The WirnEess. If you go into a store and buy something, and you
get a deal, do you check the numbers. . ‘ ,

Mr. VeENTO. I don’t know. I suppose that might influence some-
one. But eventually that could be traced back to that store if it
were picked up someplace. But by then you are long gone and it is
pretty hard to trace down.

The Wirness. Maybe 6 months.

Mr. VENTO. You just don’t maintain those—that type record.

In other words, this person that really is buying these items from
you is cooperating; is that correct?

The WitnEess. That is correct.
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Mr. VENTO. There are no questions asked. :

The other aspect is, we heard the figure $10,000 and up to
$300,000 a month, which is an astronomical figure. Most credit
cards have some sort of limit on them. They have a limit of $2,000
or $3,000 or even $4,000, and maybe a little higher than that in
some cases. But the fact is, how can you go out and charge some-
thing $10,000 in 1 day or $300,000 or a third of a million dollars in
1 month, when you have these limits on the amount of credit that
is supposed to be extended by a credit card? . ;

The Wirness. Because you look at it like this.

When I am purchasing on the credit card, I am doing it under
the floor limit. Now, you won’t receive the bill. Say I am using
your number off your card. You won’t receive the bill for 30 days.
Cienerally what you do is, when you get a receipted bill, you throw
it on the desk. You don’t open it up right away. So I have an addi-
tional 10 or 15 days before you look at it to find out how much you
owe. , :

Mr. VENTO. Let me interrupt the witness, Mr. Chairman.

I know my time has expired. The point is, though, it is not the
consumer that has that limit. It is Bank of America, it is the finan-
cial institution that has issued it that has the limit.

In other words, there are limits, like a $200 item, a TV set,
would be probably an item that they might call up and check to see
whether or not you have the credit. Now if you have someone coop-
erating with you, of course that completely breaks down the integ-
rity of the system. But in every instance when you use it, you were
not going to places that cooperate with you. If they make a call in
to the bank or the financial institution, they would say, don't
extend credit. This has happened to me, Mr. Chairman, on my
credit cards. :

The Wirness. On those cards, you try to stay away from going
over $50. If you are going to milk a card, you won’t take anything
gzgr $50. So you can go into 100 stores a day, purchasing, $30, $35,

Mr. VENTO. My time has expired.

Thank you, Mr. Chairman.

Chairman ANNuNzio. Thank you, Mr. Vento.

Now, Mr. Witness, what are the main sources of obtaining stolen
credit cards? .

The WirnEss. Well, the main sources, prostitutes, we got sort of a
setup called the clearinghouse, where they come in to you, and you
buy it. ghey will supply a driver’s license, photo ID’s, everything
you need.

Chairman ANNuNzio. How do the prostitutes get the credit card
numbers?

The Wrirness. Well, actually what they do is when they take a
customer to a hotel, or wherever, and they lift their wallet, they
take the cards out, put the wallet back, and sell it. In certain cases,
I know where drugs were used to drug a victim. I heard there was
a death behind one of the——

Chairman ANNuUNzio. What do you usually pay for a number, a
card, a stolen credit card number?

The WriTtnNEss. Just the number? I don’t have to pay for a
number. But you know, in some cases, they charge you like half a

tevami,
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hundred. And for preferred cards, they might go as far as a hun-
dred.

Chairman ANNuUNziIo. $100 for a credit card.

What other sources? You mentioned this pool hall. Are there
places similar to pool halls that are still in operation?

The WiTness. Yes; they are in operation. They work 24 hours a
day, because there are always cards brought to you. You go in, say,
like in a poolroom, you go in, buy a card, you go out and work the
card. If you don’t know where to go, there will be somebody in
there to tell you, give you a list of stores to go to, give you a list of
stores you can buy from, they give you a name of a clerk that will
go down with the deal. Then they will give you places that you can
go and get rid of the merchandise. . .

Chairman AnNunzio. How do you go about getting the-credit
cards from the post office?

The WrrNEss. You find a clerk, you find somebody in there that
works that wants money. The name of the game is green. If you got
dollars, you can buy anything. There is nobody without a price tag.

Chairman ANNuUNzIo. These are Government employees?

The WiTnEss. Yes, they are.

Chairman ANNuUNzIo. Working in the post office?

The WitNEss. Postal employees.

Chairman ANNUNzIO. So the name of the game is to find some-
body who is really hungry and looking for a buck?

The WitNEss. That is correct.

Mr. PriNs. Mr. Chairman, I think this part of it is very impor-
tant.

Would you actually explain how the cards are stolen out of the
post office? ) ;

The WiTnNESs. Sir, I have never worked in a post office in my life.
I have never had too many jobs, other than working credit cards,
which is a very lucrative business for me. In the post office, the
cards are sent from the bank, they are delivered in trays. There is
an individual set-down at a desk that routes the cards to the differ-
ent boxes they are supposed to go to. In instances, a box is reserved
for the cards he wants to take. He punches a key, the card will go
to that box, a friend will pick it up, and bring it outside, out of the
post office.

You can buy like—I know of instances where we have bought
like 50 to 100 cards at a time, and these are fresh cards that have
never been to the customer. So you got an additional 30, 40, 50
days on a card. _ ]

Chairman ANNuNzIo. Mr. Witness, once you have obtained this
stolen credit card, how do you go about removing the signature on
the card? o

The Wirness. Well, the best way and easiest way to do it is, you
make a solution, Clorox solution. You like, just put a solution in
the sink, drop the card in, and let it lay, stay there for maybe a
“half an hour, an hour, then you take it and wash it off, and use
Vitalis hair spray. You spray that on the back, and everything
comes off, all the ink. And then you resign it. You match it up with
your driver’s license, your social security card, and your photo ID.

Chairman AnNunzio. Getting back to the post office, are there
stolen credit cards going out of the post office right now?
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The Wirness. The credit cards going out of there, there are
checks going out, Government checks, returns on the tax returns.

Chairman ANNUNzIO. Goes on every day?

The WirNEss. Every day. When they come, somebody brings
something out. :

Chairman ANNUNzIO. How do criminals make pictures on identi-
fication cards?

The WirnEss. Well, you go to one of those—if you don’t have the
resources to buy a camera, then you go to an arcade. You just take
Polaroid shots, and you cut them down. You go to the motor vehi-
cle bureau. They have a camera set up. They have a camera set up
where you can take a photograph of yourself for your license, and
you take that.

Chairman ANNuNzIo. In other words, what the subcommittee
has to understand is that this is a business, counterfeiting of credit
cards is a business, that it is organized, that the players in this
game know exactly what they are doing in order to extort the
maximum amount of money and make the maximum amount of
purchase through a counterfeit credit card?

The WirNEss. That is correct.

Chairman ANNUNzIO. In your opinion, this is a large country,
this is probably going on in every large city in the United States.
Would you think that was an accurate statement?

The WiTnEss. That is a correct statement.

Chairman ANNUNzI0. So that when we estimate that there is $1
billion lost every year by the banks in this country, did you ever
stop to think about that? Would you say that the estimates of the
committee are in line?

The WiTNEss. You say $1 billion. I think it would be more.

Chairman AnNunzio. $1 billion? '

The WiTnEss. I think it would be more. -

fChgirman ANNUNzIO. You say that the committee is conserv-
ative?

The WiTnESs. Very conservative in your estimate.

Chairman ANNUNzIO. Would you tell the committee something
about the Magic Cue pool hall?

The WiTnEss. The Magic Cue? That is like a shopping center. It
is a shopping center. The cards come in one door, they are bought,
they call up for authorization to find out if the card is good, they
will sell it to you on the other side. Anything you want there with
credit cards, about credit cards, or how to do credit cards, they will
tell you there, for a price.

Mr. Prins. Mr. Chairman, if I could just go on with that one
little area.

Mr. Witness, in the Magic Cue, you just walk in and buy a credit
card from one guy selling different kinds of cards, or was there
each guy set up in a little area?

The WiTnEss. Well, in there everybody had their own specialty.
One guy would have Master Charge, another guy would have Visa,
another guy would have American Express. And then you would
have the guy with the driver’s license, New Jersey, New York, and
you have a guy who sets you up with photos.

Chairman ANNUNzIO. My time is up.

Mr. Lowry? '
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Mr. Lowry. Thank you, Mr. Chairman. _ _

I think obviously your legislation is pursuing a very important
issue that I feel sort of ignorant not realizing what a major prob-
lem this was. I compliment you on that. '

And I thank the witness. It is very important. Also, I am going to
open my bills. They always lay there 15 or 20 days. o

In the post office problem, this would require just a few individ-
uals within a few large post offices, is that correct?

The WritnEss. That is correct. »

Mr. Lowry. Obviously the vast majority of the employees are not
affected at all in this. It just takes a few individuals. ,

1 wonder then, could you continue the autl}orl_tl_es trace back
through and be able to identify and catch those individuals?

The Wirness. No. It 1}3 iglpossible.

r. Lowry. Why is that?

\l\’/vI’hy would thag be so difficult for the authorities to be able to
catch the people in the post office that are obviously stealing the
credit cards and other things? |

The Wirness. The authorities could not say whether they came
from the post office or from the mailbox, if it came from the indi-
vidual. I have cards from responsible citizens, and they give up
their card for a deal. So you really cannot say exactly where the
card came form. .

Mr. Lowry. Do you know of law enforcement attempts of trying
to trace back to sources, or primearily through the post office where
cards were being stolen? .

The WrrNEss. 1 have heard from people I know in the post office
that they were cracking down. But how can you stop it? You
cannot stop it. . .

Mr. Lowry. Do you know of law enforcement successes 1n being
able to catch individuals? ' ’

The WiTNEss. I really couldn’t tell you that. I really don’t know.

Mr. Lowry. The people that are in this business, are they all

f organizations? ,
par}"tilg WI%‘NESS. Well, it is a business. It is a business .itself, I don’t
know how to put it to you—it is a large business. It is money—of
great magnitude. o

So with that you have to have an organization, you have to have
rules, it is like a Wall Street broker.

Mr. Lowry. Would this organization extend all the way out——

Chairman ANNUNzio. Would you yield?

The witness says it is like being a Wall Street broker.

Mr. Lowry. I heard him, Mr. Chairman. .

Chairman ANNUNzio. The way these figures are coming out, they
are probably doing more business than some of the people on Wall
Stﬁet.L oh ,

r. Lowry. Oh, yes.

Would the orgagization extend on out through the outlgts, the
stores through which the merchandise was obtained by using the
fraudulent credit cards? n .

Would the organization be that extensive that it would go all the
way from the source of stealing the card to buying the merchan-
dise?
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The WITNESS. I would say so. I would say that—again, I am stuck
for words. Like things are set up in a way that now you can take
anything you want with plastic, without any problem. And every-

body down the line makes a dollar on it. The only person that suf-

fers is John Doe out in the street.

Mg Lowry. Well, thank you. I want to thank the witness very
much. '

Obviously, Mr. Chairman, there is going to be strong pursuit in
this area. )

Thank you.

Chairman AnnNunzio. Thank you.

Mr. Ridge is recognized for 5 minutes.

Mr. RmGe. Thank you, Mr. Chairman.

Mr. Witness, was your first involvement with the law through
the use of stolen or counterfeit credit cards?

The WiTness. No. My first involvement with the law was picking
pockets, pickpocket.

Mr. Ringe. How did you first become aware of the availability of
this kind of involvement—how do you graduate from picking pock-
ets 1o credit cards?

The WrtnEss. Well, I got introduced to a fellow and he was work-
ing cards, and he kept telling me about the money that was sur-
rounding it. And at that time I thought, like if I made a hit on a
victim, I take the money out of the wallet, throw the card back in a
mailbox, I had no use for it. But then I started to see, like, OK, I
work a card for a week, it is easy money. It is nc problem.

It t3‘;ou get busted, what are they going to do, slap you on your
wrist?

Mr. Ringe. You have described a rather sensitive system from
the pool halls and the prostitutes getting the cards into a clearing-
house, the Magic Cue, and then from the clearinghouse to some
graduates from your credit card schools, and then you work the
cards, and go into juice joints and the clerk is going to go down
with the deal, and you leave those places and go to fences and they
are going to go down with the deal, and it is a rather elaborate
system.

Now, do all the people that work these credit cards, are they all
aware of the system as you are, from how the cards are acquired to
where they can fence their goods, or is that something you get to
know gradually as you get to be more and more trusted by those
who are running this system? ‘

The Writness. No. In certain cases the young bloods, the new
bloods in the business, they are not aware. There are schools set up
to educate them, teach them about how to use plastic, how to deal
with cards, how to deal with clerks, how to dress, how to speak,
how to act.

Mr. RipGe. Now, getting back into this whole concept, you have
described it, analogized it to kind of like a Wall Street brokerage
firm. It is a big entity, and you have different players at different
levels, all the way down the line. Yet if you have one or two of
these players leaving the group, and maybe turning themselves in,
or turning State’s evidence, who enforces, who keeps all these play-
ers in line? I mean if you have a person inside in a post office, a
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person inside in a store, you have a person inside in a credit card
firm, how are the rules enforced, to keep these people in line?

The WirNEess. It depends on what level you are. The higher up
you go, the stronger the personalities are if you step out of hand.

Mr. RipGge. Are you personally aware of whatever the organiza-
tion is running this business, having enforced any of the penalties,
and what are the penalties?

The WirnEss. Death.

Mr. RIpGE. Are you personally aware of situations where this has
occurred?

The WiTnEss. Yes, not personally, but I know of instances where
individuals were killed.

Mr. RipGE. And do you know what the conduct of one of these
players was in that system that resulted in their death?

What did they do that the enforcer concluded the only way to
take care of it was to terminate it?

The Witngss. Well, there is one individual I know of, he was like
on ? high management level, and he split away and made h1s own
dea

Mr. RipGge. You are talking about a high management level. You
mean within the business of credit card frauds, or was in the high
management level of one of the credit card companies?

The WrTnEss. No, in the business level of the credit card of our
company. »

Mr. Ringe. Of your company. And he was going to spinoff and
1nc§?orporate hlmself and go in competition with the existing compa-
ny?

The WiTtnEss. Well, from what I heard, he cut somebody out of a
large sum of money. He like stole from the industry.

Mr. Ripge. They wouldn’t tolerate that?

The WritnEess. No, because you got to look at it like this.

Chairman ANNUNzI0. They don’t steal from each other?

The Wirness. If you have one card and you can ‘do $10,000,
$20,000, $30,000 a card by milking; if you have 1,000 cards, you are
looking at megabucks. You are not dealing in street play. You are
dealing in large money, large quantities of money. So if you were
ahead and somebody broke away from you and stole say like a mil-
lion dollars worth of merchandise from you, wouldn’t you kill him?

Mr. Ringe. My time has expired.

Thank you, Mr. Chairman.

Chairman AnnNunzio. Well, Mr. Ridge, we are going to get back
to you. Each member will be asmgned 10 minutes.

‘Mr. Patman is recognized for 5 minutes.

Mr. PAtmaAN. Thank you, Mr. Chairman.

I would like to ask the witness if there were many deals that you
made in the use of your credit cards in purchasing 1tems with
salespeople who were not a part of the arrangement?

The WiTNEss. Yes.

Mr. PatmaN. Who did not receive payment or who were not
sharing? -

The WiTNESS. Yes, it was. In that case I had proper identification
to play the role of that individual.
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Mr. PaATmMaAN. What percentage of your operation was conducted
with such people, and what percentage was conducted would you
estimate with people who were really a part of the arrangement?

The WiTNEss. I would say at least, well, 25 percent of the individ-
uals were not—were not down with the deal.

Mr. PatMmaN. So 75 percent of the transactions took place with
people who were really a part of the——

The WrrnEess. That is correct.

Mr. PATMAN [continuing]. Operation?

The WrirnEss. That is correct.

Mr. PATMAN. And they were receiving money or somethmg?

The WirNess. They would receive money, or they would take
merchandise. They would bill the card for something.

Mr. PatMaN. Why weren’t there stronger penalties? You men-
tioned slaps on the wrist. You mean the authorities, when they
would catch someone using a credit card that they didn’t have any
ownership to, would just look the other way, or would just——

The WiTtness. Well, you figure you are like this, dealing with the
law on the credit cards. If—they will bust you. You can get out on
bail. You don’t have to worry about that case because you can
stack them up. Stacking up, you can get busted 5, 10 times. Then
when you go to court the last time, it is let’s make a deal. All right,
I will take 6 months, I will take a year.

Mr. PATMmAN. You are talking about plea bargalmng?

The WirNEss. That is correct.

Mr. PatMaN. Were you provided with legal representation at
these by the organization?

The WiTnEss. No. You won'’t need it. You use legal aid. Let the
city pay for it.

Mr. PatMAN. Have you actually been represented by legal aid?

The WiTnEss. Yes, I have.

Mr. PaArmaN. What did you tell them about your situation, that
you were innocent, and it was all a trumped-up charge?

The WITNESS. No you don’t have to plead innocent. You can tell
them you are gullty because you won’t get anything. You are going
to get a fine, 30 days, 6 months. I will take that shot for $20,000,
$30,000 any day of the week.
© Mr. PatmaN. Did you find one or more credit cards more useful
than others?

The Wirtness. Master Charge and Visa. Generally people use
American Express for pleasure, you know, like restaurants, renting
a car, getting airplane tickets. But for working, the working card
was the Master Charge and Visa.

Mr. PatMAN. Did you find the credit card companies themselves
emplgyed agents or others to try to help curb this type of oper-
ation?

The WiTNEss. Yes, sir, everybody is trying to. But they can’t stup
it. You will never stop this.

Mr. PatMaN. How about bank credit cards, where you could go
to a teller, one of the automatic teller devices and get money. Did
you ever try that?

The WitNEss. I have tried the cash withdrawal.

Mr. PATMAN. Sir?

The WitNEss. I have went to the bank using the live teller.
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hMr:? PatMaN. Did you ever use bank checks and that type of
thing?

The Witness. No, I wouldn’t want to, because using a check, it is
like ridiculous. You go to sign a check, they want all kinds of ID’s.
You take a piece of plastic, you can get anything you want.

Mr. Patman. I think I will yield back, Mr. Chairman.

Chairman ANNUNz10. Thank you, Mr. Patman.

Mr. Witness, I would like to go back to the school. That intrigues
me. Graduation time I suppose they have diplomas.

The WirNEss. Diplomas is the green.

Chairman ANNUNzIO. What can you tell us about the so-called
credit card school?

The WiTnEss. Well, schools are set up by old veterans that try to
work it. They set up, they educate, they teach, they teach how to
sign, how to talk, what to look for when you are in a store.

Chairman Annunzio. How to dress, too?

The WrrnEess. That is correct.

Chairman ANNUNzIO. As an example, they teach you how to
talk, and they teach you how to dress. What kind of dress do they
tell you to wear?

The WitnEess. You wouldn’t expect me to use, say, an American
Express card, Gold American Express card going into a bank, wear-
ing blue jeans and sneakers.

The first thing you have to go into a store and get you a ward-
robe. Once you get your wardrobe up to snuff, up to par, then you
i:an work. Then you can go in any establishment without any prob-

em.

Chairman ANNUNzIo. What cautions do they tell you to take
when you are using a credit card?

The WriTnEss. Generally the caution is if the clerk stays on the
phone over, say, 5 or 10 seconds—because normally when they call
for the code, then you have a delay period, where they are keying
the number in. Once the number comes back, you get a code, they
give you a code. What happens is, if the code is turned up red,
which you will know because generally you call up for authoriza-
tion before you go to anyplace and work the card. Now, you will
see the clerk. The clerk will start looking, looking around.

Chairman ANNUNzIO. From the testimony that you have giver,
and the questions you have been answering, I can see unfolding
here a very, very large racket that is operating in the United
States of America presently untouched by law enforcement agen-
cies, wouldn’t you say? ' ‘

The Wirness. Well, I would say, the law enforcement agency, in
my view of it, I don’t think they think that credit cards is a dan-
gerous crime.

Chairman ANNUNZzIO. But this is an organized operation. There
are people who set up these schools. There are people who recruit
people to go to these schools. There must be some kind of an orga-
nized organization, organized crime that is operating this very,
very lucrative racket that has not yet come to the full attention of
the American people. Would you agree with that?

The WrrNEss. Yes, sir, I would.

Chairman ANNUNzIO. Just like in any other racket where they
have the bosses at the top and somebody is making a payoff, and
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somebody is cutting up the profits, when you were operating as a
credit card criminal, were you making payoffs?

The WiTnEsS. No, sir. I wasn’t at that level. What I was, I was a
street worker.

Chairman AnNUNzIO. You were a street worker.

Now, you got the money, and the street worker, did you report to
anybody? :

The WirnEss. The individual that gave me the cards to work.

Chairman ANNUNzIO. You reported to the fellow that gave you
the cards? -

The WrirnEess. That is correct.

Chairman ANNUNZzI10. And you reported your receipts?

The WirNgss. I gave him all the merchandise and the receipts of
everything that I did that day, and I got a percentage out of that.

Chairman AnnNuNzio. How do you go about getting cash with
your credit cards? v

You know, you told us about merchandise. There are people who
get cash for credit cards?

1 Tlhe I‘?fﬁ‘lNESS. Yes.HSomef stores yo}lll can go into and you do cash
eals. ey can call up for—say they call up for $500, they gi
you $250, they keep $25()I.) i P ’ y B

Chairman ANNuUNZzI0. Did you take advantage of that?

Tllr(lie WirnEess. Yes, I did. I took advantage of anything that I
could.

Chairman ANNUNzIo. Anything you could make a buck on?

The Wirness. That is corg;cct. &y

Chairman AnNuwzio. That is why you were the best in your
business? ‘

The WirnEss. I wouldn’t say I was super, but I existed.

Chairman ANNUNzIo. But you made a living? '

The WirNEss. I made a very good living. I went from hot dogs to
caviar.

Chairman ANNUNz10. The thing that would be interesting to the
subcommittee—and I would like to know—is when you were a
street man, ycu reported to somebody, and this somebody reported
to somebody else, and they set up this entire procedure—could you
tell the subcommittee if, to your knowledge, there was any law en-
forcement agency, local police, State police, county police, invovled
in the sense that they were getting a payoff, knowing who some of
these bigwigs were, how they made their money?

The WirnEess. No, sir. I couldn’t answer that, because I was never
on that level to deal with those individuals like that. But I know
from hearsay that there are people on the take.

Chairman ANNUNzIo. You know from hearsay that there are law .
enforcement people on the take?" ‘

The WitnEess. That is correct.

Chairman ANNuUNzio. In this racket?

The WiTness. Yes, sir.

Chairman AnNNuUNzIO. In other words, there is really no racket
that can ever exist just like prohibition—it wasn’t the fact that ev-
erybody started to drink again; it was the fact that because people
were on the take, nobody ever stopped beer and whisky from being
made in the United States during prohibition?

The WirnEess. Yes, sir.
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Chairman ANNUNZzIO. My time has expired.
Mr. Prins, you have a question?
“Mr. Prins. Yes, sir, Mr. Chairman.

I think this will give the members a little more of an insight,
perhaps induce some questions from them.

Mr. Witness, at one time you were part, as we talked earlier, of
an organized credit card ring which operated every day with cer-
tain rules, you had patterns, you had cards, you had teams, you
had places to go. And you had players in this game that were hit-
ters and bumpers.

Would you tell the subcommittee, and take us through a typical
gagr, as to how your group would go to work and what you would

07

The WiTnEss. A typical day, the group that I were working with,
we was working something like three to four cars deep, with three
to four individuals in each car, each individual supplied with a
fresh card to work. And we would work starting at the crack of
opening stores, all the way through Manhattan, Brooklyn, Queens,
Long Island. By the time we would wind up in the afternoon, we
would drop off our merchandise to a specified location. Then we
would go back to the city and start all over again. And that went
on 6 days a week.

- Mr. Prins. What is a hitter?

The WiTNEss. A hitter is the one that is in the front. That is the
presenter of the card.

Mr. Prins. That is the person that goes in and presents the card?

The WitnEess. That is correct. '

Mr. Prins. What is a bumper?

The Wirtness. The bumper is the protection man behind him.
What happens is, if an individual is new to the game, he doesn’t
know the rules, how to work real well, then somebody would go
along with him for a safeguard.

Mr. Prins. So it was his job if someone was onto you to make
sure they were thrown off?

The WiTNEss. That is correct.

Mr. Prins. Was this operation, was this how you got caught?

The WirnEss. I got caught through stupidity.

Mr. Prins. Through stupidity?

The WrtnEess. That is correct. ;

Mr. Prins. Why don’t you tell the subcommittee, then, how that
happened.

The WitnEss. I got caught trying to go down an up escalator. I
can’t run too fast, and I don’t like running. And when I got down
to the bottom instead of going one way, the normal route that you
would go, I bucked the system trying to go the opposite direction,
and I was flagged.

})\4r. Prins. What actually alerted the store people to your activi-
ty* . .

The WitNEss. I was working a dupe card, a double card.

Mr. Prins. What is a double card?

The WiTnEss. A double card is like you receive a card for your-
selfdand your wife. It will come in the same name, but you get two
cards.
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Mr. Prins. So you were working one card, and who was working
the other card? _

The WirNess. Somebody else had the other card, without my
knowledge, working it. ‘

hMr. Prins. And they would charge things and you were charging
things?

The WitnEss. That is correct. And from what I think happened
to me was they were working on one end of the aisle and I was
working in midtown Manhattan. ‘

Mr. Prins. In this group you were working with on a regular
basis, how many people were in that?

The Wirness. Well, it depends. Sometime there would be three
cars, sometime four cars. And all the cars were filled. It would be
three or four people. So you figure, say, 12 people working.

Mr. Prins. Twelve people, and each person had two cards?

The WirNEss. Yes. You had a backup card with you at all times,
in case the card, for some unknown reason, it came up you know,
they rejected a sale or something. So you go and use another card.

Mr. Prins. So let’s say you had between 24 and 25 cards on a
crew each day?

The Wirness. That is correct.

Mr. Prins. New cards each day?

The WiTnEss. New cards, fresh cards each day.

Mr. Prins. So you are turning over 25 new cards every day. How
much would each person charge on each card roughly?

The Wirness. Well, whatever you had on your list to buy.

You see, you receive a list at the beginning. In the morning
when you start out, you receive a card and your identification and
everything, and you receive a list of merchandise that you have to
purchase.

Mr. Prins. What was some of the merchandise?

The WrrNEss. Cigarettes, vacuum cleaners, Mixmasters, blenders,
seasonal resale items.

Mr. Prins. What about film?

The Wirtness. Film was another aspect. Film was generally
worked on a bust card. You take the card and you work film. You
buy two rolls of film which costs you $32, and you can resell the
film for $9.50, $10 for each pack. And there are stores set up just
for the specific purpose of buying the film.

Mr. Prins. Stores that were set up just specifically to buy stolen
film?

The WirNEess. That is correct.

Mr. Prins. To come back to my question, you have 23 cards a day
going out. And you each had a shopping list for each card. What
roughly would each person have purchased on these stolen credit
cards by the end of the day?

The Wrrness. It is hard to say. You have to know the individual,
if he was really hungry.

Mr. Prins. What was your best day?

The WiTnEss. $5,000.

. Mr. Prins. $5,000. Were you at the top of your group?

The WiTNEss. Yes; I was.

Mr. Prins. So you were the best producer?
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The WirNEss. There were a couple of other guys working with
me that was equal. We had to see who could do the most.

Mr. Prins. You had a sales contest?

The WiTNEss. Yes, sir.

Mr. Prins. What did the winner of the sales contest get?

The WiTNEss. He would get more money.

Mr. Prins. And what did the loser get?

The WiTNESS. Less money.

Mr. Prins. Let me ask you one final questlon, and my time has
expired,

You have talked about bust out joints and juice joints, places
that will knowingly accept a stolen credit card. In the area where
you live, in New York City, are these common or are they hard to
find or what?

The Wrirness. Just walk out the door, they are there. They are
very easy to find.

Mr. Prins. Well, in downtown New York, what percentage of the
stores would you say knowingly would take a stolen credit card?

The Wirness. Ninety-five percent.

Mr. Prins. Ninety-five percent of the stores in New York City,
downtown, would knowingly take a stolen credit card?

The WiTnEss. That is correct. You see, New York City, it is like
the mecca of credit cards. I would say there are more credit cards
used in New York City than any other city in the world. There is
more fraudulent cards in use there than any other city of the
Wor{(cil And there is more money there than any other city in the
wor

Mr. Prins. Thank you, Mr. Chairman.

Chairman ANNUNzIO. Mr. Vento is recognized for 10 minutes.

Mr. VEnTO. Thank you, Mr. Chairman.

In terms of this activity, where you had organized groups that
you were working with, obviously you would almost have to have
different credit cards and go to different stores, wouldn’t you?

The WiTness. Well, in certain instances. If you had 10 cards on
you, you have a store that was favorable to take it; you could get a
10-card store.

Mr. VENTO. Assuming that a store that was favorable to you, ob-
viously you would not expect any trouble there. But obviously, if
you are going into a store that is not cooperating in an organized
way, where you would have to keep changing the cards, and so
forth, then you have to assume that you are involved in an adverse
situation at least with the credit card, right?

The WitnEess. That is correct.

Mr. VENTO. In a situation that is adverse, that is a little differ-
ent.

Now, what would happen if someone that was not part of this
group were to start going into an area where you were working?

The Witness. They would be told politely to get out.

Mr. VENTO. By whom?

The WiTtnEess. There are enforcers in it.

Mr. VENTO. There are enforcers there, in other words, some of
the people that knew. Can you spot, for instance, other people that
are working fraudulently with a credit card, yourself? You think
you can pick that up pretty quickly?
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The Wrrness. Well, I could. I could go in anyplace and spot some-
body using a card, because I have been in it so long.

Mr. VenTo. When you said that 95 percent of the stoves woulld
accept these credit cards knowingly, even if it was false, they did

not give a damn because they were going to get their money from.
the financial institution.

The Wirness. That is correct.

Mr. VeEnTo. They put in the slip, get back their money, and the
fact is that the financial institution either accepts it as a loss @r
tries to collect it from the consumer whose account that wa
charged on; is that right?

The WrrnEss. That is right.

Mr. VenTo. And God knows what happens to those folks, if it is a
single or just a couple of iterns, they may not even notice it thern-
selves at first.

The WirNEess. That is correct.

Mr. VenTO. And so that is the problem. Now, you were talking
about, there is a whole number of different credit cards. You point-
ed out these Master Charge and American Express were the most
frequently used, produced, and so forth and so on. But there are
otlﬁer credit cards, too, on a mnational basis, like Sears and many
others.

Is there really any fundamental difference?

The WiTnEss. Yes; there is.

Mr. VEnTO. Is there a fundamental difference in the way that
these companies approach the problem of trying to protect the in-
tegrity of that card, between, for instance, Vjsa, Master Charge,
American Express, and I guess I would throw in Sears, but there
are probably other cards, too—Diners.

The WiTnEss. You see, sir, with the stores like Sears and Macy's,
and those cards, you would not want to use those cards, because
you cannot use them, but in one store. So why take money you can
go in and shop once or twice in a store. You buy a Master Charge,
and you use it any where, any place, any time.

Mr. VeENTO. That is right. I suppose Sears even accepts Visa or
Master Charge.

The WirnEess. That is correct.

Mr. VeNnTO. The point is, though, is there any difference? Is there
any clue that you can give us as to how to write better legislation
or laws? This is obviously a growing problem. .

The Wirness. Well, I have seen in certain instances where the
credit card companies were trying to tighten up. But they are going
to have to pull out all stops if they want to stop it.

Mr. VENTO. What are you saying? That the attempts are not very
good, not successful? Are they very difficult to circumvent or to
avoid, if you want to use those cards?

The WITNESS. Well, you look at it like this. For every stoppage or
roadblock they put up, there is always going to be a way to escape
it.

Mr. VENnTO. What are some of the things you have noticed in
your career of illegally using these credit cards? What are some of
the things that you noticed that they did, and could you give us
any insights as to perhaps what they might do down the road,
maybe either later or now? What do they do?
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The WitnEss. Well, they are coming up now with the online ma-
chines, the computerized machines which really, it is a slight stop-
page. But if I get a card from, say, like—say, if 1 get somebody in
the post office to give me a card, I have to turn around, and I can
go to the bank, itself, and represent myself as that individual, and
turn that around to get my information.

Mr. VENTO. No way they can defeat you, then. Some of the cards
you get, is it possible to get the cards directly from the financial
institution under some instance?

. The WrirnEss. Some instances I have heard that they have got
the master list of cards, the numbers.

Mr. VENTO. They get the master list of the cards and then you
reproduce the numbers. But on some of the cards there apparently
is a codified computered type of code that you cannot read directly;
it is not just numbers. That is what you are talking about, that
piece of tape on there?

The WrrnEess. That is correct.

hMg. VENTO. But if you get the cards out of the mail;, you can do
that?

The WiTnEss. That is correct.

Mr. VeEnTto. Furthermore, if you get the number, and very often
without the card you can call in and order something, I suppose.

The WirnEss. Well, there is a lot of phoning in places; you can
phone for merchandise, and just give the number. You don’t have
to go through that. :

Mr. VEnTO. But you have to get rid of that particular merchan-
dise. But you say there is basically very little difference between
the major credit card companies in the way that they deal with
this particular problem; is that right?

- The WritnEess. That is correct.

Mr. VENTO. In other words, there has been very little done in
recent years to try and correct that, or at least if it has been done,
it has been very ineffective.

The WrrnEss. That is correct.

Mr. VEnTo. And literally there are hundreds of people working
with these cards in every major metropolitan community across
this country.

The WitnEss. That is correct.

Mr. VENTO. And so billions of dollars are being lost or accrued to
the cost of those that are legitimate using those credit cards.

The WiTNEss. That is correct.

Mr. VENTO. And that there is very little organized effort to deal
with it right now. In other words, you felt pretty safe, and today
you would feel safe if you went back in the street on my credit
card, or some other card, to use it; is that accurate?

The WirnEss. That is very accurate.

Mr. VENTO. What would you say your chances are of getting
caught? If you made 100 transactions in an adverse situation, a sit-
uation where someone was not cooperating with you in terms of
committing a crime, what would you say your chances are in 100 of
getting caught?

The WrrNEess. If I even got stopped, I am not going nowhere with
it, because the guy doesn’t want to get involved.
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Mr. VenTo. You just give it back. He will take the card, tear it

up.
pAnd that is the end of the story.

The WrrnEss. That is the end of it.

Mr. VeENTO. You have lost your $50 credit card. You go back and
buy another one from someone else?

The WirnEess. That is correct. _

Mr. VenTO. And that is the end of it. People just don’t want to
get involved; is that right?

The Wirness. That is correct. o

Mr. VENTO. And so long as they find, something wrong with it,
that is the end of it. You just go on to your next credit card.

The Wirness. No; why should you argue. You just get another
card, and go someplace else.

Mr. VEnTO. That is the end of the story.

Mr. Chairman, I hope we can change that story.

Chairman ANn~NunNzio. Thank you, Mr. Vento.

Mr. Lowry is recognized for 10 minutes.

Mr. Lowry. Thank you, Mr. Chairman.

I won’t need that amount of time. o ’

I just keep hearing “organization” and “organization. I don’t
know—I mean, I don’t think some of us know what we mean when
we say organized crime. But how could all of this oz:ganlzatlon.be
going on if it is an organized crime operation that ties everything
together? Isn’t it an organized crime operation?

The WITNESs. Yes; it is. . _

Mr. Lowry. Are these by regions, by city, by nationwide? In
other words, would the organization be by city, or would it be na-
tionwide? .

The WrTNEss. You are trying to get me to answer something that
I could not say whether it was tied in city to city, or whether it was
just localized. But I know from the magnitude of it, and the money
involved in it, I think it is nationwide. . _

Mr. Lowry. All right. The organization you were familiar with
was organized by the city, I mean citywide?

The WrTnNEss. 1 just worked in the city. .

Mr. Lowry. Within the city. Did you feel that the operation was
essentially tied all the way across that particular city?

The WirnNEess. Yes, sir. '

Mr. Lowry. So, it was an organization at least for that particular
city.

T}.’he Wirness. That is correct. ,

Mr. Lowry. All right. Thank you very much.

Thank you, Mr. Chairman.

Chairman Axnunzio. Thank you.

Mr. Ridge is recognized for 10 minutes.

Mr. Ripge. Thank you, Mr. Chairman.

Mr. Witness, you have revealed disdain for the law enforcement
agencies and their approach toward dealing with repeat credit card
offenders. Basically, you suggested that punitive measures that
exist today, a slap on the wrist, 30 days in jail, 6 months in jail, is

something that you, and I presume ‘your fellow associates, would

take for a hit of $20,000 or $30,000.
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Is your feeling reflective of those other men and women who

e street workers?

We'II‘Qhe WirnEss. That is right. They say, why should I ha+ve to
worry? I know as the law stands right now, I am not going to get
anything. And if I made enough money, I might even touch some-
body’s pocket, and I won’t have to go anywhere.

Mr. RIDGE. With the knowledge that you have and the access to
people that have worked with you, could you give us, could you
give the committee, an idea of the number of people that are in-
volved today out on the street, in your territory, New York City,
that may have been previously ‘7arrested and convicted and done

i they are back out again’
tlr'III‘(Ialea %sITN};%S. Wait a minutge, I didn’t understand all of that.

Mr. Ripge. Can you give me an estimate of the number of people
that your business, or that this entity uses, or employs on the
streets in New York City, how many people would you say this in-
volves, in terms of street people going into the stores in downtown

ttan? _
M?I‘?l}éaWITNESS. Is that from the start of obtaining the card, or just
from the point of working the card?

Mr. Rince. How about just working the card?

The WiTnEss. Hundreds. .

Mr. Ripce. Hundreds? Can you give us an idea, of the n}lmber of
people involved, how many have been arrested and convicted and
go back out on the street and do the same thing?

The WrrNess. Well, I would say a few have been arrested and a
lot of them have not. ’

Mr. Ripce. You say a few do and a few don't. - o

The WrrNESS. That is right. Because there is not time—it is not
too many times that you find you go into a store and you get
caught with a card. Say, you go to a store, and the guy tells you,
take a walk, or tells you the card is no good; he tears the card up,
and sends in for the reward. o

Mr. RipgE. So it seems at different levels, the organization plays
on almost an indifference. They have seen you or your kind so
many times before, take the card, and get out of here, and you just
walk out the doo'f‘.h iy .

1TNESS. That is correct. ‘

rII\‘/J}Zf gDGE. And then if you do get arrested—before the point of
getting arrested, are you aware of any of the street workers upon
arrest? In addition to the information they give you about how to
dress and how to act, and where to get the card, are you also sup-
plied information with whom to call when you get arrested, or are
you on your own then? '

The WrrnEss. No. Certain splinter groups, they have a lawyer set
up, where he is on retainer. So when you get popped, you just call
the lawyer and tell him to come down. . .

And another entity, you just use legal aid. Because the way it
stands, what happens—you go to court, and they tell you, well, how
do you plead? Not guilty. So then you have to come back anothe_r
date. So they give you bail. If they give you bail, you make the bail
then. If you get popped, say, half a dozen times, in between that, it
doesn’t mean anything, because when you go back, you say, listen,
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I plead guilty with the stipulation—that you put all my cases to-
gether, I take 60 days, I take 6 months.

Mr. Ripge. So you consolidate four or five arrests, you plead to
one or two, plea bargain the sentence, and go on with it?

The WitnEss. That is correct.

Mr. RipgeE. Recognizing that most of the courts, probably all the
courts in the major metropolitan cities have a backlog of cases,
they are basically not indifferent to you, but again in terms of pri-
ority with violence and drug-related offenses and everything else,
on the pecking order in terms of priority, you sense that credit
card theft and use is just not a high priority item; is that correct?

The WiTNEss. Yes. So, if I go—say, I go into a bank with a pistol,
and I rob the bank, I get maybe $1,000, $5,000, whatever it may be.
Now, I get front page. I am a news item. I take a card, and I work
it—say, I work it for a day, I do the same amount of money; I get
busted. To them it is no big deal. Let’s say the bank has plenty of
money. And the banks are not paying. You are paying. So they all
realize what is entailed in all this.

Mr. Ripge. Have you, within this whole system, yourself;~ever..

been ripped off by anybody else in the system?

The WitnEss. I have been ripped off. I have been ripped off by
merchants.

Mr. Ripge. The merchant got over on you?

The WirNEss. That is correct.

Mr. Ringe. How does that happen?

- The Wrrness. Well, in the majority of the times you go in—say, I
have a specified item I have to get for somebody. Now, it may cost
$1,000, may cost whatever it costs. I know an instance where I had
two items I had to get, and one item was like $800, $900.

So I took two cards. I got the first item. And the second, when I
went in to get the second piece of merchandise, it was $1,100. I
gave him the cards. They came back and said I needed an I.D. I
ls)ai(}{ I didn’t have any. Go and come back. He gave me the cards

ack.

Later on, I used the cards in another store, and come to find out,
the cards were over the limit. Knowing I had just bought the cards,
and the cards were fresh.

Mr. Rmpge. The merchant probably took your card in the back,
f_eppgted a transaction, came back, told you you were over the
imit.

The Wrirngess. That is correct.

Mr. Ringe. Is there any appreciable difference, depending on the
store or the credit card, in terms of information demanded from
yOud ‘;as a prospective purchaser of some item between the credit
card’

The Witness. The only thing they ask for in normal times is just
a driver’s license.

Mr. RipGE. A driver’s license.

The WitnEss. You can get a stack of those. They don’t cost you
but $20, $25.

Mr. RipGe. You said earlier more often than not, before you go
into a place, to make a purchase, you will call as a safety check to
make sure that there is plenty of authorization left on the card; is
that right?
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The WitNEss. What I would do is call up the authorization board,
and I would give them a merchant’s number, and I would give
them the amount I am charging on the card, and they will give me,
if the card is good, they will give me an authorization code. And
then I take the card and go into the store and work.

Mr. Ripge. You are pretty well assured that when you walk in,
just because you have made this card, that it is a fairly safe trans-
action, and you shouldn’t run into any difficulty.

The WirnEess. That is correct. And if I run into difficulty—say,
they want to talk. I said, listen, I just made a purchase for $35
down the street. So the last thing they got on there is that authori-
zation for that amount. They say, well, this is the person.

Mr. Ripce. You mentioned that a source of some of these cards
involved obviously thefts from their owners. Have you run into sit-
uations where the card may have been reported stolen; that when
the phone call from the retailer or wholesaler was made, you
checked on the availability of credit, you know that that retailer
discovered it had been stolen, and did they ever come back to you
and relate that information to you, and tell you to get out?

The WiTnEss. Well, in some of the stores that I have worked,
that are down with the deals, they will come back and tell me, and
then some of the stores I know, that I know personally, will come
and tell me, listen, you want to keep the card or let me send it in
and get the reward. Now, if I am going to use the card for some-
thing else, I will say, no, give me the card. If not, if I have more
cards, I say, here, take it.

Mr. Ripge. Thank you, Mr. Chairman.

Chairman ANNUNzIO. I can understand, if a criminal goes in and
robs a bank, he has a gun or a shotgun, he can inflict great harm,;
he can kill a guard; he can kill a teller in a bank.

A man goes in to rob a liquor store, he is using guns, you see. So,
that when an individual gets caught, although the remuneration
might be less, robbing a liquor store or bank, the court does not
look upon that as a meager crime, because the possibilities, the
chances of killing someone are there. But when you are a credit
card criminal, there is no gun; there are no knives. Am I right?

The WiTnEss. That is correct.

Chairman ANnNuUNzio. It is just a transaction between you and
the clerk. And it is more or less a clean crime.

The WrirnNess. That is correct.

Chairman ANNUNzI10. The others are like dirty crimes. So, the
public, you see, as far as the public is concerned, well, he ripped off
the store; it is a rip-off; it is a clean crime, and why should the poor
man be penalized for ripping off a store for a couple of hundred
dollars. And this has grown into one of the most lucrative rackets
in this country, because the losses to the large banks in this coun-
try are about a billion dollars a year; then the loss to the consum-
ers must run into the billions and billions of dollars, and the loss to
{;he business community must run into billions and billions of dol-
ars.

I am trying to make a summation here. Would you agree with
my statement that when you go to court, even the judges say that
this is really a petty crime, no one could get hurt, and they maybe
give you a slap on the wrist? Is that right?
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The WrrnEss. That is correct. . _
Chairman ANNUNzI0. Mr. Patman is recognized for 10 minutes.
Mr. PatMAN. Thank you, Mr. Chairman. . o

I would like to ask the witness, you identify this type of activity
as credit card fraud.

The WITNESS. Yes, sir. _ _

Mr. PATMAN. That is what it is known as in the business. Are
there certain areas of the country that are known to be tougher to
work than others for credit card fraud? .

The Wirness. Not to my knowledge, sir. I know of places that is
supposed to be like a piece of cake to work in. ‘

Mr. PATMAN. What are those areas?

The WirNEss. Some parts of Florida.

Mr. PATMAN. Any others?

The Wirness. Well, New York is easy.

Mr. PatMaN. What about Chicago? .

The WiTnEss. Chicago, I really couldn’t say the extent of it, be-
cause I have never worked in Chicago. .

Mr. Patman. Well, you have heard people talk about this.

The WiTness. I have heard. I have heard it is easy to work any-
place in the United States with cards. There is no problem with
that. ‘ : .

Mr. Parvan. How about Dallas and Houston, the same thing?

The WiTNEss. I couldn’t say, because—I can only say that I have
heard it is easy to work—period.

Mr. ParmaN. How about small towns versus large towns?
wouldn’t they be harder to work?

The WrrnEss. Harder to work in a small town, because everybody
in a small town knows each other. .

Mr. PATMAN. Generally, would your people avoid small towns?

The WITNESS. Yes, sir.

Mr. PatmaN. Towns under 50,0007 .

The WiTnEss. A very small town, you would not want to work in,
because everybody there knows everybody else. It is like a family.

Mr. PaTmaN. You are talking about a real small town.

If you were walking into Macy’s up in New York, trying to find
someone who was engaging in credit card fraud, what would you
look for? . _

The WrrNess. I wouldn’t walk into Macy’s. But if I went in there,
if T was looking for something to work with, I would come out and
ask the .

Mr. Pil'g/IAN. I am talking about if you are employed by the store
to look for people engaging in credit card fraud, what would you
look for? o ‘

The WrtnEess. I would look for some individual that is too sure of
himself. _ '

Mr. PatMaN. And would he be making certain purchases over
others? .

The WitnEss. Certain items that they were purchasing.

. Mr. PaTMAN. What would those be? .

The WirNess. Easy resellable items, like film, cameras, jewelry.

Mr. PATMAN. Are the places along camera row in New York City
favorite spots for credit card fraud?

The WiTNEsS. Beg pardon?
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Mr. PaTMAN. Are places along what is known as camera row in
New York City favorite spots for credit card fraud?

The Witness. Yes. They are favorite spots for two things: On
camera row, you can work there; but also you can wait until after
the store is closed at night, and you pick up fresh numbers.

Mr. PatmaN. What would you do in that case?

The WitnEss. You can pick up fresh numbers, fresh credit card
numbers.

Mr. PatmMAN. How would you do that?

The WitnEess. They put them out in plastic bags for you.

Mr. PATMAN. Would they be in garbage?

The WiTNEss. Yes, in the garbage, in the plastic garbage bags.

Mr. PatmanN. Can you think of ways that would be helpful in
trying to discourage this type of crime, aside from a stricter en-
forcement, and maybe heavier penalties. I suppose you think heavi-
er penalties would be of some help. ‘

The Wrirtness. Well, heavy penalties, stricter enforcement, and
elimination of plea bargaining. You see, if any individual knows
that in a certain crime he is going to get a lot of time, he will not
be involved with it; I don’t care how much money it 1s.

Mr. PatMmaN. Can you describe how you would alter a card by
ironing out the numbers?

.The WitnEss. Well, I can only give you a rough idea, because I
have never been involved in that level of business.

Mr. PaAtmaN. Well, you say you could give us a rough idea.

The WitnEess. Well, generally you take a card, a card you bust
out, if you have worked, you have cleaned, you havé dried, and you
will press it out. Once you press it out, the rough edges of the num-
bers, you sand it off. Then take that with the new numbers and put
it in the machine and bring some new numbers up. ‘

Mr. PatmaN. If you had gotten some of these cards from these
plastic bags behind the shops at camera row, would you insert
those numbers on the credit card?

The WritnEss. That is correct. In that way I have a life account,
which is in somebody else’s pocket, and I don’t have to worry about
it. I don’t have to worry about where the card is. The only thing I
have to worry about, if the number that I got has not cleared the
standing account.

Mr. PaTmMAN. Now, you mentioned the characteristic of—a person
as being too sure of himself as being one indication of a person’s
engaging in credit card fraud. What other indications would you
look for? Or are there ways of really telling it?

The WitnEess. It is really hard, because, you see, the individual is
taught to blend.

Mr. PaATmMAN. What?

The WiTtness. He is taught to blend in. He is taught to make
himself appear to be—to belong in that shop, belong in that area.

Mr. PatmaN. Would it help if credit card companies required the
salesperson to sign the credit card, so that he can be identified in
the case credit card fraud has been involved—following a pattern,
determining whether some salesmen just habitually were involved
in that sort of thing in a store?

The WitnEess. Well, I think the salesmen already sign the card;
they give their initial and number on the credit slip as it stands.
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Mr. PATMAN. A lot of times an assistant manager or manager ap-
proves the transaction, too. Is that right?

The WirNEss. No; the sales girls call up for it, or send it through
the interline system they have.

Mr. PATMAN. Some organizations are more careful about that
than others. What are some of those that are more careful and
what are some of those that are not? ‘

The Wirness. Well, I think—like American Express; they are
pretty hard to get over. That is why the majority of people don’t
like to work them. When you call up for authorization on that, if
they hit that magic mark, that number that they deem, you call
up, the authorization person must talk to the client, must get some
information from the client.

Mr. PatMman. Is that true, also, of Diner’s Club and Carte
Blanche?

The Wirness. I tend to stay away from them. I work Master-
charge and Visa.

Mr. PaATMAN. You think Mastercharge and Visa are the ones
most people use to engage in credit card fraud?

The WrrnEss. That is correct.

Mr. PATMAN. Any others that are attractive to people who like to
engage in this practice?

The Wirness. The majority of people who work cards like Mas-
tercharge and Visa, that is their bread and butter.

Mr. ParMAN. Either Visa or Mastercharge?

The WrirnEss. Either Visa or Mastercharge.

Mr. PatmaN. Thank you, Mr. Chairman.

Chairman ANNUNzio. Thank you, Mr. Patman.

. You know, you are in a unique industry. You require no inven-
ory.

The WiTNEss. That is correct.
~ Chairman ANnNuNzI0. You know, another point very, very impor-
tant is this garbage that is put on the street, where they have pri-
vate scavengers collect the garbage—you talk about the slips being
placed in the plastic bags, and someone goes along. Does your
group have people that they hire to go around and look at these
plastic bags, so that they can collect the slips every night? :

The WiTnEss. You really don’t have to do it every night. You can
go out on a good day, like a Saturday, Saturday night, and you can
pick up 400, 500 slips.

Chairman Annunzio. Do it once a week and pick up 400 or 500
numbers. .

The WiTNEss. That is correct.

Chairman ANNUNzIO. And use these numbers to counterfeit
these cards.

The Wrrness. That is correct.

Chairman ANnunzio. Who are the people that they use? People
like yourself? A

The WitnEss, Well, they generally get—somebody——

Chairman ANNUNzIO. You can get someone——

The WiTNESs. You can get anybody to do that.

Chairman ANNUNz10. You can get somebody helping them to
defray expenses for college. Tuition is high today. He is not doing
anything. Just looking at a plastic bag and picking out a slip.
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The Wrirness. That is correct.

Chairman ANNUNziI0. So, if you get a few bucks for every slip, he
can pick up 50, a couple of hundred on a Saturday night; is that
right?

The Wrrness. That is correct.

Chairman ANNuUNzIO. Pay for the numbers.

The WitnEess. That is right. ‘

Chairman ANNUNzIO. Actually, you never run out of numbers.

The WITNESS. You never run out of numbers.

Chairman ANNuNz10. Mr. Ridge?

Mr. RipGe. Mr. Witness, I sense that the business calls for some-
body with considerable street smarts, somebody that is willing to
play by certain rules, go to your schools. But really all you need is
a card, be patient, don't panic at the counter, chances are real good
90 to 95 percent of your transactions, the only thing you really
need at.the counter for a successful transaction is the card. Is that
correct?

The WirnEess. That is correct.

Mr. RinGge. The card and some cool.

The WrrnEess. That is correct.

Mr. Ripge. What would be the consequences if in addition to
giving the card number, you also had to relate other personal infor-
mation that could be cross-checked? Let’s say, for example, you are
talking about taking the slips out of the garbage, and you are going
to remelt the card, and you work with cool and a number. You
don’t have a social security number. You are going to get that in
most of the transactions? :

The Witness. The normal way to do that is you find out where
the individual lives at. You actually phone him, call him up on the
telephone, and tell him you are his surveyor for any organization,
that you need some pertinent information about the individual,
you want to send him a free gift, night out on the town. They give
you any information you want. You can ask him his social security
number, driver’s license number. They will give you everything, as
long as they think that they are getting something free.

Mr. RipGge. So that is the point I am trying to make. Are you
equipped and prepared with that kind of information when you go
in for the majority of these transactions?

The WiTtness. Not the majority of the transactions, because it is
too time consuming. Time is money. When a store opens in the
morning until it closes at night, you have to work. If you want
money, you have to get out and work for it.

So, we don’t have time to labor over the fact to find out whether
a guy was born in Canada or wherever. So, you go to the stores
that yeu are familiar with; you set up your stores; you set up a list
of stores. Any man—say, he can get up 20 or 30 stores that he can
work with constantly, you don’t do anything else. The stores are
milked out; you are. Everybody is happy. ~

Mr. RipGE. The network is designed so that you really don’t need
this kind of information.

The WitnEess. Not really. Not unless you go into—you go into
specified merchandise. And then you have to—you really have
to——

Mr. RipGe. Then you would prepare.
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The WitnEss. Then you would prepare.

Mr. RipGge. Thank you.

Chairman AnNuNzio. Thank you, Mr. Ridge.

You know, Mr. Witness, the more I listen, and I know what we
have written in our Credit Card Protection Act, but this racket of
counterfeiting credit cards, using the credit card, is almost an im-
possibility, almost foolproof from the point of view of prevention of
crime because it is so easy to, the way it is organized, to do busi-
ness.

But under the Credit Card Protection Act, Mr. Witness, I don’t
know if you can shed some light, but we are going to make it il-
legal to distribute credit cards with credit card numbers except on
a very limited basis. What do you think of that? We are talking
about Federal law. There is no law today that covers it.

The WiTNEss. You talk about now, instead of me dealing with the
city law, I am dealing with—if I am dealing with FBI, I got to
change my act.

Chairman ANNuUNzIo. Now, second, you mentioned the FBI, and I
was getting to that. Once we make this a Federal crime, then the
FBI comes into play. It will make possession of 10 or more stolen or
counterfeit credit or debit cards a Federal crime. Now, that brings
the Federal Government into play. Will that have some effect?

The Witness. Yes, it would have some effect. But you look at it
like this: You are telling me 10 or more cards. So you give me an
out there; so instead of having 10 cards or more, I have 5. I am still
dealing with five cards. You are giving me a stake there. You are
giving me a point that I can work with. v

Mr. Prins. Mr. Chairman, if I might—that would be true for you
as the hitter working on the street. You might only have two. But
you have got to get your cards from a supplier. Isn’t that going to
make it more difficult for the supplier to get cards to you?

The WiTnEss. All right. It will make it difficult for me to get the
cards from the supplier, because he is not going to have the cards
now. But then I can turn around and go out on the street and get
one or two cards, three or four cards, whatever I want to work with
that day.

Mr. Prins. But if you knew that—on the street, what do they call
the FBI?

The WiTnNEss. I really wouldn’t like to say.

Mr. Prins. What does the term long envelope mean?

The WirNEss. That means the guy with the three letters, FBI, is
coming after you. 7
| Mr‘.) PrING. On the street, don’t they call the FBI the long enve-
opes? :

The WiTNEss. You don’t want—you know it is over with, because
when they come to get you, they got everything they need to get
you.

Mr. Prins. If the FBI or maybe even the Secret Service, if they
got involved in this, it would scare people a little bit, wouldn’t it?

The WiTNEss. It would scare the hell out of me.

Mr. Prins. Scare the hell out of you?

The WrtnEss. That is correct.

Mr. Prins. Would you stop?

The Witness. I would go to another type of business.
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Chairman ANNuUNzio. The present Federal law comes into play
when an individual charges more than $1,000 on a single credit
card. This particular change makes the $1,000 figure applicable to
one card or a group of cards. ‘ _

I am trying to explain how we would bring Federal law into play.
And when we say 10 or more, I realize the other problem, that you
can operate well with 5 cards. But because of the amount of paper-
work involved, we are not trying to get so much the street guy as
we are the distributor who distributes the cards to the street men.
We have got to tighten this up along the line, and that is the
reason that I am asking for your opinion, and how you feel we can
bring the Federal Government into play, because they don’t fear
the local law enforcement officials. Am I right?

The WitnEess. That is correct. You are not going to get anything.

Chairman ANNUNzIO. The local law enforcement officials are in-
effective because they have got so much crime that is taking place
on Broadway in New York—we have crime on Broadway—besides
plays, the outstanding shows of the world, at the same time there
is a hell of a show going on right on the street.

The WiTnEss. A lot of show. And it is 24 hours a day.

Chairman ANNUNzIO. Twenty-four-hour-a-day show going on,
right on the street.

But I wanted to have you tell us about the type of equipment
that is used, what is necessary to make a counterfeit card.

The WrirNEss. Sir, I really could not elaborate on that, because I
have never been in that area of the business.

Mr. Prins. If I might interrupt, isn’t one of the reasons also why
you are reluctant to talk about counterfeit credit cards, is that the
last three people that tried to cooperate with authorities to explain
credit card operations suddenly stopped breathing?

The WiTnEss. Yes, sir.

Mr. Prins. That is one of the reasons you are afraid to talk about
it.

The Wrrngss. That is correct.

Mr. Prins. So, there is really, in the area of the fraud—the coun-
terfeit operation is more of the hands-off type of area than buying
a credit card from a prostitute.

The Witness. That is correct. ~

Mr. Prins. That is the stuff that the smart guys want to stay out
of; they don’t want to talk about that, if they want to stay alive.

The WirnEss. That is correct.

Mr. Prins. Do you fear if you talked about that today, that your
days might be numbered?

The Wirness. If they found out who I was.

Mr. Prins. You think they would kill you?

The WiTNEss. As likely as night and day.

Chairman ANNUNZIO. You know, this particular committee,
speaking for myself, it has been about 18 years we have been in-
volved in this problem of credit cards. The public is unaware, I am
sure—they are unaware—but about 18 years ago, in my own city of
Chicago, the large banks of that city mailed credit cards to every-
body whose name appeared in the telephone book. There were no
credit checks of any kind. Some of the largest banks in Chicago—
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an_cli1 I was a member of this committee—lost $20 million, lost $40
million.

We have been, throughout all the years, through legislation, at-
tempting to refine the distribution of credit cards. I remember the
electronic fund transfer system and the investigations that this
committee made on debit cards, and the legislation that was passed
in order to prevent abuses in that particular system. But I have
noted throughout the years that the abuse of the credit cards to
the American taxpayers has become more and more prevalent and
more and more costly. And we have reached almost an impasse as
to what to do with this tremendous problem, because so many
people—I have even advocated a cash society.

Today, we live in a cashless society. If there is anything that irri-
tates me, and I do quite a bit of shopping—being chairman of this
Consumer Affairs Subcommittee, I like to know what is going on—
today, you go into Dart Drug and People’s Drug, and people up on
the hill, everybody is so smart, they got a credit card, and you got
to wait in line for the damned clerk to write out the slip, with the
individual signing. No one seems to pay cash. You go to Safeway,
and you have this problem.

Now, people might think they are getting away with something.
You are not getting away with anything. Because the cost of what-
ever item you are buying, you can add another 5 cents or 10 cents,
because of the stealing that is going on, because of these credit
cards. And until the public educates themselves not to have so
many credit cards for every item.

Now you might say, what about me? If I tell you this, you won’t
believe it. But I have one credit card that I have used, and that is
my gasoline credit card, and that is all T have. I have been married
47 years, and I don’t allow a credit card in my house. But I have
got three married daughters, and they make up for what their
mother has not used all these years.

But we are lazy; we don’t want to draw our money out when we
get paid—take a hundred out, go out and use cash. We want to
make it easy.

Well, these credit cards that you have in your purses and in your
pockets, these credit cards, when it hits you, you are going to find
out how had it is, because I get the mail, I know the people that
have gotten hit, where they got a bill for $1,000, $2,000, $3,000,
merchandise that they never bought. The panic in this household.
The frenzy that the women work themselves into, you see, after the
bill comes.

Somebody has to pay the bill. And we are paying the bill through
inflation, we are paying the bill through high interest rates, and
we are paying the bill through higher prices that we pay.

We are going to continue these hearings at a later date on this
legislation.

We want to gather some more information on how we can deal
with this problem on the floor of the House. We have no problem
in passing a bill in the subcommittee or even going to the commit-
tee, because the need is great.

But I know that, Mr. Witness, at great personal sacrifice and
great risk, you agreed to testify. As chairman of this subcommittee,
we appreciate your testimony. Your answers were frank, construc-
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tive. I am sure thatthe American public will be the beneficiary of
your good answers this morning.

One more request that I have in concluding this hearing: I would
appreciate the peopls remaining while the witness is escorted out
of the room. And once he leaves, then you may leave

Thank you very much, Mr. Witness.

[Whereupon, at 11:55 a.m., the subcommittee adjo‘urned, to recon-
vene subject to the call of the Chair.]
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THE CREDIT CARD PROTECTION ACT

WEDNESDAY, JULY 6, 1983

HoOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE,
CoMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS,
Sarasota, Fla.

The ‘subcommittee met, pursuant to call, at 9:40 a.m., in room
106, city council chambers, Sarasota, Fla.

Present: Representative Annunzio.

Also present: Representative Mack.

Chairman A~NNUNzIO. The meetmg of the subcommittee will
come to order.

This morning I Would like to welcome my distinguished col-
league, Hon. Connie Mack, to the subcommittee. He is a first-term
Republican Member of Congress and a banker by profession.

He has lived in the Cape Coral area since he was 11 years old.
Congressman Mack was the only freshman appointed to the Budget
Committee of the House of Representatives.

Everyone knows that Mr. Mack has a famous grandfather, and I
am not referring to his baseball namesake, but the Senator, Morris
Sheppard, who served 30 years as a Democrat from Texas.

Connie Mack, I welcome you to the hearings this morning.

Mr. Mack. Thank you. I appreciate the opportunity to be here,
and I really thank you for providing me with the opportunity.

What you have done in the particular area we are going to dis-
cuss this morning and other related items are not only of interest
to me but I think of great interest to the country.

And I thank you for what you are doing and, again, thank you
for the opportunity of being here.

Chairman ANNuUNzIO. I want you to feel free to participate as a
full member of this subcommittee.

Mr. Mack. Thank you. I will.

Chairman ANNUNZzIO. This morning the subcommittee is holdmg
a hearing on H.R. 2885, the Credit Card Protection Act, with specif-
ic emphasis on the section of the legislation dealing with the distri-
bution of credit card numbers.

At the present time credit card numbers are bought, sold, traded
or exchanged like so many bubblegum cards. The ease with which
credit card numbers are obtained has led to problems for consum-
ers across the country.

Itisa relat1ve1y easy matter for a person who has knowledge of
another person’s credit card number to use that number to make
purchases. With the same ease, a company can use the account
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number to bill a consumer for a product or service that they did
not order.

Apparently this is what happened in a large number of cases
dealing with Credit Marketing, Inc., [CMI] which was headquar-
tered here in Sarasota. The company sold a credit card protection
program through the mail or mainly by telephone solicitation.

Customers were sold either a 3-year, T-year, or lifetime contract
for fees ranging from $36 to $99.

The subcommittee has learned that in most of the cases CMI had
the customer’s credit card number prior to making the sale con-
tact. There is a mountain of evidence that indicates that many
people who were charged $49 for a 7-year protection program never
ordered the program but nevertheless their credit card accounts
were charged for the service.

Our investigation has turned up thousands of letters and com-
plaints about CMI’s billing practices. In one case the company
claimed that a consumer had agreed to buy its credit card protec-
tion plan when, in fact, that consumer had been dead for 2 years
- prior to the telephone solicitation.

In another case a consumer who supposedly had been contacted
at his home and agreed to buy the plan had been out of the coun-
try for more than a year surrounding the time when the solicita-
tion took place.

In another instance, the company billed a credit card account for
a protection plan claiming that the individual who owned the card
had ordered the plan. An investigation revealed that the credit
card had been stolen months earlier and the account canceled, so it
would have been impossible for the original owner of the account
to authorize any billing to the closed account.

There are literally hundreds of such stories concerning CMI, and
many of them will be told by witnesses before the subcommittee
this morning.

We will hear of the thousands of consumers who tried to get re-
funds when they wanted to cancel the unwanted policy.

According to former employees interviewed by the staff, there
were between 20,000 and 25,000 consumers seeking refunds when
CMI closed its doors, and apparently those consumers will never
get their money.

Financial institutions across the country have lost untold thou-
sands of dollars because of CMI’s operations. These financial insti-
tutions processed credit card charge slips for CMI and when cus-
tomers complained about unauthorized charges, the banks removed
the charges from the customers’ accounts but were unable to recov-
er the money from CML

The criminal and civil liability of CMI is not for this subcommit-
tee to ascertain. That will be done, at least in part, by a U.S. Jus-
tice Department investigation currently under way.

T do know, however, that CMI would not have been able to gain
access to thousands of consumer credit card accounts if they did
not possess the numerical key—the credit card account number.

There was no need for CMI or for any company conducting sales
solicitations to have possession of consumers’ credit card account
numbers without the direct authorization of the consumer. If a con-
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sumer _sincerely wants to purchase a product or service, they will
be w1.1hpg to disclose an account number.

This is why a portion of H.R. 2885 prohibits the purchase of ac-
count numbers in the manner that CMI operated. Had the law
‘been in effect last year, the problem of CMI might not ever have
occurred.

One of the incredible parts of the CMI story is the ease with
which the company obtained account numbers.

In a number of cases, it purchased thousands of tissue copies of
credit card sales slips from retail stores throughout the country.

In one instance, it was negotiating for the purchase of 50,000
credit card sales slips from a New York City retailer. It also pur-
chased sales slips in this very area. It also purchased lists of pro-
spective clients from financial institutions, gasoline companies
clothing stores and numerous mail order houses. ’

It h.ad. contracts with several individuals who were paid on a
commission basis to obtain lists. Some of the lists did not contain
credlﬁtcard numbers, but it was the credit card number that CMI
sought.

And, in fact, its contracts for list purchases specifically requi
.c;'edlt card numbers. Where numbers were noIt); availagle c()ln liﬁg
list, the company obtained literally” thousands of credit reports
W}'%ﬁh %iaarly thowélc\i/I thg credit card numbers.

e blame for I does not rest entirely with the company.
Much of the blame must be shared by those zvho assisted thepcolg-
pany by e%t}.ler processing credit card slips, shared in the profits of
CMI.s solicitation, provided thousands of possible unauthorized
credit reports, or supplied thousands of names, addresses, phone
numbers and credit card numbers without so much as a casual in-
quiry as to how the company would use the information.

One witness before the subcommittee this morning was reluctant
to testify because, as he stated, “We don’t want any bad press.”
Had that witness and his company used that same precaution
when dealing with CMI originally, they would not have had to
worry about bad press.

Certainly if someone has not done anything wrong, they should
have no fear of bad press. - :

It was the original intent of the subcommittee to subpena the
principal owners of CMI, Mr. John Guenther and Mr. Albert
Loring. The subcommittee staff tried in vain to reach the two gen-
tlemen to invite them to appear voluntarily.

But the staff was unable to locate Myr. Guenther and Mr. Loring.
I rejected the subpena idea after correspondence with the Justize
Department that indicated there is an active, ongoing criminal in-
vestigation of CMI. The Justice Department felt that the subpena
might jeopardize the investigation.

I am disappointed that the Justice Department objected to the is-
suance of subpenas. The Banking Committee has issued numerous
subpenas in the past in connection with bank failures. None of
those subpenas jeopardized any investigaticns, although the com-
mittee was investigating bank failures involving hundreds of mil-
lions of dollars. :
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Witnesses interviewed by the subcommittee staff repeatedly told
of how they contacted the Federal Bureau of Investigation with in-
formation, but the FBI did not seem interested.

Months have gone by since the problems involving CMI were re-
ported in the press and acted upon by the Florida Attorney Gener-
al’s office.

Tens of thousands of important documents were abandoned by
CMI when it closed its office in March, but no officials contacted
the landlord about these documents.

The Justice Department gave the subcommittee no explanation,
even on a confidential basis, why subpenas would jeopardize its in-
vestigation.

I sincerely hope, contrary to the evidence of inactivity, that the
Justice Department is truly pursuing an active and aggressive in-
vestigation.

If criminal conduct took place on the part of CMI, I expect the
Justice Department to move quickly to bring about indictments. If
the Justice Department feels that there was no criminal or civil
violations, then it should complete its investigation as rapidly as
possible.

Before calling the first witness, let me point out that all wit-
nesses appearing today have done so voluntarily. No witness has
been promised immunity of any type and no expressed or implied
immunity is in any way suggested or offered during these hearings.

All witnesses will be testifying under oath with the exception of
those who are required to take an oath of office in the performance
of their duties.

Our first witness scheduled this morning—I don’t know whether
he has arrived, but I will just make the announcement—is Mr.
Kendrick Tucker, deputy attorney general of the State of Florida.
He is having difficulty, like most of us do that use airplanes. Some-
times—most of the time—they are on schedule, but sometimes they
are off schedule. So we will proceed with the hearings and when
Mr. Tucker arrives and we get through with the witness, we will
ask him to take the witness stand.

OK. Is Mr. Mike Ricco, Jr., former CMI employee, here?

Mr. Ricco, will you please take your seat?

. [Witness sworn.]

Chairman ANNUNzI0. Thank you, Mr. Ricco. You may proceed in

your own manner. .

TESTIMONY OF MIKE RICCG, JR., FORMER bMI EMPLOYEE

Mr. Ricco. I have been asked by Mr. Prins to give basically my
job description at CMI.

I was employed by CMI from September 3, 1982, to be exact, and
I was hired as a customer service supervisor.

My job was to answer the calls that came in with whatever prob-
lems the customer might have, whether it be requesting a refund,
cancellation of their service, or to report lost and stolen credit
cards which we also handled quite often.

I worked there again from September 3 until the company
closed, which was in the latter part of March.
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Chairman AnNNUNzIO. Mr. Ricco, you had a job as a customier
service representative, is that true?

Mr. Ricco. That is correct.

Chairman ANNUNzIO. And as a customer service representative,
how many complaints a day did you get?

Mr. RICCO. Well, that varied. When I started in September, the
complaints were few, actually. They increased approximately No-
vember or December, and we took anywhere from 30 calls a day
per person to probably the most we took was about 120 a day when
we were down to a staff or just 2 in our department.

Chairman AnNNuUNzIO. In listening to these complaints, did you
hear from the same people over and over again?

Mr. Ricco. Several times we did, yes.

Chairman ANNUNzI0. Just exactly what did you tell these people
who called two, three and four times?

Mr. Ricco. Well, those calls in the beginning of my employment,
that really didn’t happen. It happened toward again the latter part
of December and into January and February when we started get-
ting a little bit backed up with the customers.

What I told them was I would try to get their credit out to them
as quickly as possible, which again we tried to do in customer serv-
ice.

. Chairman AnNNUNzIO. As a customer service representative, for
the record I want to make it clear that your job was to service cus-
tomers?

Mzr. Ricco. That is correct.

Mr. Prins. Mr. Chairman, if I might interrupt for a secend so we
could pursue that just a little bit further, were you, in fact, able to
service customers and get them refunds?

Mr. Rrcco. To an extent, but I had really no control over what
credits were issued, and, again, in the beginning, we nad no prob-
lem; (ti;he call came in one day, the following day the credits were
issued.

Again, in the later part of December and January, it became
more difficult, and that was something that unfortunately was out
of my control.

Mr. Prins. Whose control was it in, Mr. Ricco?

Mr. Ricco. Well, Mr. Prins, I am not exactly sure. The system
was set up where we took a call, filled out a cancellation slip; that
cancellation slip was paired with the sales order, the origiral sales
order that had come into the company, and they were put in a
processing center that we had constructed.

Mr. Prins. One final question in that area. When CMI closed,
how many charge-backs, how many credits would you estimate
were in the office unprocessed, people still waiting for their money?

Mr. Ricco. Approximately?

Mr. Prins. Yes, sir.

Mr. Ricco. I would say approximately 18,000 to 20,000.

Mzr. Prins. 18,000 to 20,000?

Mr. Ricco. Cerrect.

Mr. Prins. And these would be $49 charges, $99 charges?

Mr. Ricco. Mostly $49 charges. There were some $36 charges.
There were also some $7 charges for 1 year plans.
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Mr. Prins. If my arithmetic is correct, that totals nearly $1 mil-
lion?in refunds that people wanted. Would that be basically cor-
rect:

Mr. Ricco. I would say approximately. A lot of those people, or
some of those people—a problem that we had run into also was
that some of the people that were issued credits had also requested
a credit from that bank and in turn got two credits. .

Some of the people that were in those requests for their credits
were at the same time applying to their banks for credits.

Mr. Prins. Thank you, Mr. Chairman.

Mr. Mack. In your opening statement you made a comment
having to do with handling lost or stolen cards.

Mr. Ricco. Right.

Mr. Mack. “This is something we also handled,” which sounded
as if it was a very insignificant part of your responsibility.

Mzr. Ricco. Not at all. We had a separate department which was
also under me as customer service that handled lost and stolen
(ciards, and they did it all day. There were thousands that they had

one.

I am sure they kept a log of the cards they reported. It was a
very active part of it, actually.

Mr. Mack. I assume that you spent most of your time then in the
customer service aspect of trying to follow up on individuals who
had either called in indicating that they didn’t know anything
about what was going on and they never authorized the purchase,
or they just decided to cancel it?

Mr. Ricco. Correct. That was the major part of my work.

Mr. MAck. In your opinion, what percentage of the people that
called in canceled the contracts, so to speak? In other words, how
many people had actually over the phone said; “OK. I am going to
go ahead and buy this service,” and then at a later date changed
their mind?

Mr. Ricco. Of the calls I received?

Mr. Mack. Yes.

Mr. Ricco. I would say probably 60 percent.

Mr. Mack. You believe it is 60 percent? Well, let me back up and
use some numbers again. Was the figure 18,000 or 20,000?

Mr. Ricco. They were the people that had contacted us to cancel
and request a refund, correct.

er. Mack. And the refund at that point had not been taken care
of?

Mr. Ricco. From our office, no.

Mr. MAck. You would estimate that about 60 percent of those
people had actually agreed to the purchase over the phone but now
had changed their mind?

Mr. Ricco. I would say 40 percent of them agreed to it and
changed their mind. :

Mr. MAack. So 60 percent of that figure then are the individuals
who claimed that they never had agreed to make the purchase?

Mr. Ricco. I would say so.

Mr. Mack. When you were hired,.did you have any inclination
that your job was going to center around trying to determine who
had actually made a legitimate purchase?

Mr. Ricco. Absolutely not. I had no idea.
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Mr. Mack. What were you told when you were hired? I mean,
customer service can include a lot of things. What did you feel like
you were going to be doing?

Mr. Ricco. I felt like I would be processing lost and stolen credit
cards, whatever problems a customer might have, whether it was a
billing problem or a problem in ordering, any aspect of customer
service. That’s what I anticipated to encounter.

Mr. Mack. Thank you.

Chairman ANNuUNzIO. In customer service, when you ran into a
problem with a customer who finally discovered that they were
charged for a service that they did not order, what happened at
that point?

Mr. Ricco. What happened at the point where they had contact-
ed me?

Chairman ANNUNzIO. Sure.

Mr. Ricco. We filled out a request for cancellation and that went
through a system where we had people that came around and
picked those up and paired them with the sales orders. And they
again were lined up for processing for a refund.

Mr. Prins. Who did those slips go to after they left you?

Mr. Ricco. Weli, they really went into—we had an office where
those slips were kept. We had a filing system set up where they
were kept in this particular office. We received a credit line each
day and we would draw from that file system.

Mr. Prins. But some people did get refunds, I believe you said?

Mr. Ricco. That is correct. Certainly they did.

Mr. Prins. Who determined who got a refund and who didn’t?
Somebody had to make that decision. Was it you?

Mr. Ricco. It was me, based on the amount of credits .we were
allotted for a particular day.

Mr. Prins. Who allotted you these credits?

Mr. Ricco. It just came through the banking line that we had,
which really would have been, I assume, the comptroller in con-
junction with, I would imagine, the owners. I don’t know.

Mr. Prins. If 100 people said, “We want a refund on Monday,”
and if you got a quota from the bank that said, “We will only give
you 50,” would that mean that 50 people that wanted a refund
couldn’t get it?

Mr. Ricco. At that time, no, they could not. For that particular
day we would select 50 of those 100 people and the basis that they
were accepted on for their credits or selected for was really the
order in which they came in.

Mr. Prins. So it was really the financial institutions that put the
gmi;:ation on how much you could chargeback or credit in a given

ay?

Mr. Ricco. Pretty much so.

Mr, Prins. Why would they put a limitation? If a person wanted
to cancel the service and they had paid their money, wouldn't you
think that they would have the right to cancel?

Mr. Ricco. Certainly they would. What would happen, though, is
the banking institution really—of course, they had no strict rule
that they could govern the company by, but what they did was,
they had a certain percentage which they allowed in credits in
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your banking deposit. If you exceeded that, 9 times out of 10 they
wound up dropping your account.

So it was not only the limitations of the company but it was also
the limitations of the banking system. If you sent in a deposit and
80 percent of that deposit was cancellations and refunds and cred-
its, you probably wouldn’t wind up with that bank very long.

Mr. PriNs. What I am getting at though, wasn’t it the consumer
who was ultimately the victim in this thing because of this arbi-
trary system on how much the bank would accept in chargebacks?

M. Ricco. I would say so. It was the consumer that overall suf-
fered from it.

Mr. Mack. Can I——

Chairman ANNUNzIO. Sure, go ahead.

Mr. Mack. I would assume that really the thing that determined
what could be charged back was the cash available so far as the
company was concerned?

Mr. Ricco. Yes, that is also a factor. But again, if the cash was
available and you sent in your deposit and 80 percent of it was re-

- furids or credits, again that bank would drop you.

Mr. Mack. It sounds to me like it was really not so much the
limitations placed on you by the bank as far as credits available.
The company basically understood that if too many refunds had to
be made that the bank was going to drop them.

Mr. Ricco. That is correct. It was more of an implied limitation
by the bank. But, yes, the company was aware of the fact that if
they did send out too many credits at a particular time, your mer-
chant account would be canceled by the financial institution.

Mr. Mack. Did the company ever go to the bank and attempt to
make any kind of other arrangement other than this separate limi-
tatior‘l?? For example, did the company charge another account for
these:

Mr. Ricco. I have no idea. Thet wasn’t something that I dealt in.
I have no idea.

Mr. Mack. Let me just follow up on this.

Your responsibility again was customer service, and it sounds
like it was kind of divided into two areas, one area with the respon-
sibility of following up on the actual lost or stolen credit cards, to
report that informaticn, and the other part would be specifically in
dealing with trying to get the customer a refund?

Mr. Ricco. Correct.

Mr. Mack. And now, was someone working under you that was
in charge of customer refunds or credits?

Mr. Ricco. No; we had other people under me in the department.
We had two other people that were also answering the phones and
handling customer complaints. They were customer service repre-

sentatives, yes.
Mr. Mack. It sounds like your responsibility was more one of an

accounting process, I guess, as you were answering the telephone
and then taking down the information as to who was entitled to a
refund.

Mr. Ricco. That is correct.
Mr. Mack. And that information was then placed in some kind

of filing system that was basically first come, first serve. As soon as
the credits were available, the customer would get a refund.
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%r. Iﬁcco. ’Igla‘;; is correct.

r. Mack. And it sounds like that refund was strictly based on

credits that were available to you in such that d ’

lose your banking relationship‘.}; @ way that you wouldn’t
Mr. l}vzlcco. C&rrect;

r. Mack. Now, in your relationship with your superiors, di
you ever get into a discussion as to this ratheyr quickll)yrg(;'lc')v,vinlgd
rather large list of customers that were not getting refunds? ’
Wilé/ér.ﬂ}igcgp. Vgell, fI had %gtten ifnti)1 that discussion several times
_ irector of operations of the company who—his pri
job was to oversee the sales offices. pany who—his primary

1\l\gr. %RINS. Vlgho was that, Mr. Ricco.

r. Ricco. His name was Mark Liebe i
thle‘:g ; tl&ok my“;[)roblems va rman, and he is the fellow

r. Mack. Would you tell me what you i -
lerl?ds toR be or vSvhen you went to him? you considered those prob

r. Ricco. Sure. Someone that had called up and said they did
not want the service, they didn’t order the service, they were g‘llléd
for it anyhow; someone that the wife may have ordered it, the hus-
band called up and canceled it, said they didn’t want it.

_ Whatever I felt was of not a normal nature in a sales cancella-
g;)r%, 1{' it s%erafd l:ilgcel sgmet(:ihinghout of the ordinary, a customer

at claime ey didn’t order the service, nev
those problems I took to Mr. Lieberman. °r #poks fo them,
_ Mr. Mack. Did he voice any concern that this number was grow-
ing or how were we going to pay for these?

Mr,. Ricco. He told me it really wasn’t within his realm and
Wzis{[n tl\}ll[f resgonds%;h}gy. That’s the answer I received from him.

r. ck. And Lieberman 1 i
ofﬁle Mack. / an would have answered directly to one

r. Ricco. I would imagine that he would. I think Mr. Lieber-
man had probably as much control in the company as he needed tro
get a particular function of his job done. I think he was given that.

Chairman ANNUNzio. Did you feel like there was anything
wrong going on? Were you comfortable in your job?
prl(‘;/i[)li'églcco. I’twas ﬁntlg the last 1few months when I felt like the

wasn’t rea eing resolved 1i i
sh]%uld ) wasnt x y g olved as quickly as I felt that it
ut I look at that retrospective back to September and Octob
when I initially started with the company even through to Nover%l-‘
ber and December, thn someone called for credit, they received it
prétﬂsy_much t}ie following I_c}ay or usually within a 7-day period.

airman ANNUNzIO. How many b
dropoat G any ank?, to your knowledge,

Mr. Ricco. I have no accurate figure on that.

Chairman ANNuUNzio. If they were getting pretty shaky at a
bank and a bank would drop the account, they would have to have
a new bank connection, is that correct? :

g}f Ricco. ghat is correct.

_Chairman ANNUNzIO. And you have no knowled
different banks participated with CMI? go of bow many

Mr. Ricco. I have no knowledge. Anything I could furnish would
be a guess.

Chairman ANNuUNzIo. They couldn’t operate without a bank?

R —
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Mr. Ricco. Absolutely not. They would have nowhere to put their

deposits. _

Mzr. Prins. Mr. Ricco, let me follow up on what the chairman had
asked you.

When you filled out your credit slip, did you have to put the in-
formation on there as to what bank the credit would be processed
through? :

Mr. Ricco. No, I did not. The only information I furnished on the
slip was the name, the address, the phone number, the assigned
membership number, and if that person decided to give me that ac-
count number over the phone that they wanted the credit to, then
I would also put that on the slip.

Quite often someone would have it billed to one account and re-
quest a credit to a different account. Or, if the account had been
closed in the meantime, they would request it on a new account.

In those cases, I would take down the account numbers.

Mr. Prins. There was no bank name on there?

Mr. Ricco. No. The bank name is only known by the index
number which is the prefix number, the first four numbers on the
Visa or Mastercard account.

Chairman ANNUNZzIO. You mentioned a figure of 20,000 people di-
rectly involved.

Mr. Ricco. Approximately, correct.

Chairman ANNUNZzIO. Approximately. Do you have any idea of
how many people they contacted throughout the country?

Mr. Ricco. In which particular period of time? -~

Chairman ANNUNzIO. Let’s say in 6 months.

Mr. Ricco. I wouldn’t know. I would have to calculate it. I really
couldn’t.

Chairman ANNUNzI10. What would you calculate it to be?

Mr. Ricco. I would calculate an average of probably on the aver-
age of 50 calls a day multiplied by the 20 business days in a month
and the number of months I was there.

Mr. Prins. Mr. Ricco, regarding the calls that came in, was it
your feeling that these were people who bought the service,
changed their mind, and suddenly decided they didn’t want to
spend $49 and got cold feet? Or, were these people ones who were
never contacted or perhaps were people who were contacted and
told, “We will send you some literature on the program?”’

In other words——

Mr. Ricco. It was a combination of both of those. Every sales
order that came in had a specific date, time and to whom the sales
representative spoke. And that sales representative certified that
they, in fact, spoke to that person and that person did order that
service.

Mr. Prins. What was the penalty if someone certified they spoke
to a client that ordered the service and they, in fact, were lying?
Was there a penalty?

Mr. Ricco. That again was something I didn’t have control over.
The fellow that oversaw the managers and the salespeople was re-
sponsible for deciding that.

Chairman ANNUNzIO. How long were you employed with the
company?
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Mr. Ricco. From September, the beginning ¢ '
the o TRc00. Fror D ginning of September through

Chairman ANNUNzIO. 19837

Mr. Ricco. Of 1983, correct.

Chairman ANNUNzIO. September?

Mr. Ricco. Through March.

Chairman ANNUNzIO. Septerber of 19827

Mr. Ricco. Right. Through March of 1983.

Chairman ANNUNzIo. When did you begin to get a feeling that
there was a scam going on?

Mr. Rlcco: Well, I never attributed it, Mr. Annunzio, to a scam. I
got the feeling that things weren’t moving as quickly as I would
haVﬁ léked them to.

That is, the business wasn’t completely being taken care of th
way I thought it should from a standpoint of %orrections of salees3
representatives and so forth.

4 T}I)xf term “scam” is one that I gave the people the benefit of the
oubt.

Chairman ANNUNzio. By the people, you mean the people you
were working for?

Mr. Ricco. That is correct.

Mr. Prins. Do you think it is a scam now?

Mr. Ricco. No, I don’t, Mr. Prins. I don’t feel it was a scam. I
thlnk it was a business that was started, a very good business ini-
tially. I think probably the fault lies in poor management.

Mr. Prins. Why would you think the Justice Department would
have an investigation underway, a criminal investigation, for poor
management?

Mr. Ricco. Mr. Prins, I think the poor management resulted in
problems which the division of Justice——

Chairman ANNUNzI0. Poor management created the problems?

Mr. Ricco. That is correct, not necessarily at the owners’ level.

Chairman ANNUNzio. Taking people’s money and not producing
any service?

Mr. Ricco. The service was there. Taking the money and, if re-
quested, not releasing the credits.

Ch;;%lrman AnNuNzIO. Or selling a plan that people didn’v re-
quest’

Mr. Ricco. Yes, I think the poor management resulted in that
end effect. '

Chairman ANNUNzIO. Can you tell us the story of the customer
who had ordered one-step protection even though he had been dead
for 2 years?

When you start selling plans to dead people and start crediting
their accounts, I mean I'm being nice by saying scam. Hell, this is
a racket.

Mr. Ricco. Well, Mr. Annunzio, I didn’t particularly sell it to
that person. We did no sales at our Sarasota office. We strictly han-
dled customer service.

What happened in that instance was the service was apparently
ordered by that person’s wife. The account that was billed for that
service was an account which had been in the name of a deceased
person.

a7
a7
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- Mr. Prins. What about the verification? Wasn't the account verl-
fied as talking to the husband?

Mr. Prins. The sale. Wasn’t it on theusélig?tDii;}iln’t(:1 ;:Eg ;vne;'Iilf:}catlon
ha lesman or the verifier talked to the ?
sa{éhaf’gé}é%.s? gin’t recall the slip. I would have to see the actual
saﬁs Sll-}’lr:)tiNs Was there, in fact, verification on every accour}t? ales
Mﬁ Rlccd. From the informag,i%ntl gecengs%e g?iséa’fi\;il}; sales
' into the office had to have ation
orderlg?eag; ocragzlivas returned to the sales ofﬁg:e for.compleliimn.1 ot of
Coﬁg Prins. But didn’t you, in your capacity, kwkhbacthgre o
these. things because you, yourself, questioned whether

verification? Veo I did |
1\1\% %IRC;(IJ\IOS.. V?:il, 1 am getting a little confused. You just told me

ificati id that

le had a verification. Now you have said tl _

?fgfl‘fr;ofl};zglgvﬁg}\;ésiiiked them back because there was 1o ver1f10a

B into the corporation office

. Any sales order that came Into .

thﬁ%i%ﬁ%% havz the verification section completed, we would not

rocess. It was sent back to the sales office. there may be an

P And .quite often, we called ourselves. If we felp eie ma 37 be an
indiscretion, we would call from Sarasota to verify whe

’ 11v wanted the service. _
th?ft’; $;§§O?na%;gz gid and we verified it 1n Sarasota, they received

th%fSE}I;Z;C%id not, the order was canceled at that point and never

ed. : _
prl(:/(f;e*.SSMACK. Let me follow up on that point.

Certainly. _ _
Ill\\/{’.[; %ﬁlgls{ C\:?%l:;ny}(’)u took the information down as to the com

inati dit was going to be
i de a determination whether a cre
gﬁg (?I‘n?lgaayou also took information down as to who the sales
! 5 .
reﬁss?fg;cgelzv ?ﬁére was a complaint on that particular request

fo’ﬁ\/}c?eﬁié;?%gﬁoiﬁéfsvﬁ%é,. it was not a normal «(:)(;l%rse of business
to ry to dentiy the comp el Ko ary S%ii‘%efapﬁene% after the
crodil was Jsmed, they went 10 2 0P L bk Tor that
COISncfri:i}?:ito;érson that ran the gonll{plslt:;'é I(;lnetﬁi ;hﬁrccz)?lnglﬂltiir ;ﬁ)eé:
ZZ;Zegl%iglozﬁgds:gz (r:l}llla;l%)ir ?:g sez who the sales representative
W?/I.r. MACEK. Was there any sg:ft(l;b;;i;ﬁ pall:i rtx%s r;lvho the salesmen
Welfllef.t }Ilﬁgég?wg %ﬁligg Iinrll(l)lv? the names of the salespeople; it was
Stli%/(I:Eyl\?IAfgI?-%\lfghlgr? l;%lgez‘élked to .people over the phone, didn’t

they say Mr. or Mrs. So and So?
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Mr. Ricco. Yes, they did. But we never paid attention to the
names. We did not know the names. It was strictly a number code
system that we went by.

Most of the time the people didn’t really even know who they
spoke to. '

The temporary number they were given as of the phone call,
since they were cover.-1 as of the phone call, was the four-digit
number of the sales representative.

So they called in and said they spoke to 6102 or 4307. They went

as much by the numbers as we did. Once again, that was their tem-
porary identification number.

Mr. Mack. How did they get that number?

Mr. Ricco. The sales representative they spoke to on the phone.

Mr. MAck. As far as verification is concerned, was there really a
velrligication going on, or was that something that was really just
talk?

I understand what you said as far as company policy was if you
received a sales slip; that you didn’t really accept it until there was
a verification on it.

Therefore, you would return it until the verification came back,
then you would accept that slip?

Mr. Ricco. That is correct.

Mr. Mack. Did you ever get the feeling that there wasn’t any
verification going on—all you did was send this back to the original
gfﬁf{% and they would merely put down the information and send it

ack?

Mr. Ricco. If I felt that way, 1 checked up on it myself, If I felt
they did that, I would separate out the order. When you sent an
order back to an office for reverification, they didn’t come in the
normal course of business; they were sent back to me specifically in
envelopes that were marked.

If T felt there was any indiscretion, I called the people back
myself and verified it. ,

Mr. Mack. You called the individual purchaser?

" Mr. Ricco. I called back the purchaser to make sure they wanted
i

Mr. Mack. Did you ever find that, in fact, verification had not
taken place?

Mr. Ricco. I wouldn’t say had not taken place. On a couple of
cases, I would say quite possibly the verifier or the customer might

not have understood that they were going to be billed for that serv-
ice as of that particular time.

Mr. Prins. Could I interrupt at this point?

Just one question. Wasn’t it the company’s policy that the
minute they talked to a consumer and the consumer said, “Yes, I'll
take the information to see if I want the service,” the minute that
that information was put in the mail, wasn’t it company policy as
written down, to immediately charge that person’s credit card ac-
count for the service? ‘

Mr. Ricco. Within the normal processing time, the orders were
mailed in from our sales office, from the sales office of CMI. Then a
membership kit was generated, which went out to people, 10 to 12
days after the membership kit was mailed that account was billed.
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Now, when it was explained to people on the phone that they
were covered as of the phone call, this was a regulation for the
sale. They were covered as of that phone call. If, within 10 days of
receiving the material, thev decided they did not want the service,
they were to call back and -:eive a refund, a full refund.

Mr. Prins. Let me ask 6. nore question.

I am a little bit confused here because I think the picture that is
being painted here makes the attorney general of Florida look like
he has got the wrong company here.

You have painted a picture of this wonderful company and the
attorney general of Florida, according to your testimony, made a
serious, serious mistake here in issuing a cease-and-desist order
against this company that had just a few business problems.

Now, was the attorney general of Florida wrong in doing that?

Mr. Ricco. In issuing the cease and desist order?

Mr. Prins. Yes.

Mr. Ricco. No, not wrong from the attorney general’s viewpoint.
I think problems went on in the company that again I attribute to
poor management that did create some problems that were brought
to the attention of the attorney general’s office and, for that
matter, what I understand, the FBI’s office.

I learned shortly after the cease and desist order was issued,
which I believe was December 28, that the FBI had an ongoing in-
vestigation of this company prior to that.

I don’t know how long it takes the FBI to work. If it was such a
problem and if the FBI was so concerned, I would have thought
they would have gotten involved in this whole thing before it
mounted to this point.

I don’t think the attorney general’s office made a serious mis-
take. I think it appeared to the attorney general that the company
did have some problems, and I am not saying they did not. I am
saying I think that is the case.

Mr. Prins. I promise I will be quiet after this one question, but
what bothers me is we have interviewed a number of former em-
poyees of CMI who are going to testify here later today who were
running around trying to get someone to act, who were concerned
about what they felt was not bad business practices, but they felt—
these are their words, not mine—they felt there was criminal con-
duct going on in the company.

Mr. Ricco. In some cases I felt the same.

Mr. Prins. But your testimony doesn’t indicate that.

Mr. Ricco. Well then, let it indicate that, Mr. Prins. Yes, I feel
there were some problems in the sales office. And again, it goes
back to the reason I furnished these complaints to Mr. Lieberman
who was in charge. He was the director of operations, and as far as
I am concerned, pretty much ran the whole show.

His job was to take an accounting of this to the office manager
who reported directly to Mr. Lieberman. I think there were prob-
lems with the sales representatives and one of the problems was
that the sales representatives came and went. '

I think the average stay for one of the sales representatives was
3 months. I think there were some really not great things going on
in the sales office which we were all very concerned about.

Mr. Prins. Do you think there was criminal conduct?
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Mr. Ricco. Intentional criminal conduct? I don’t know if I would
attribute it to that. I think there were some sales representatives
working for the company that saw an opportunity to make them-
selves some good money and quite often took advantage of that op-
g ot Did th

r. Prins. Di e company do anything to st
form making the easy monepy? Y Y g op these people

Mr. Ricco. In some cases they did. Again, my recourse was to go
to Mr. Llebqrmgn whose job it was to report it to the sales man-
ager, whose job it was to fire a particular sales representative.

Mr. Prins. Did anybody ever get fired?

Mr. Ricco. On two occasions where I had a problem, a particular
problem with two sales representatives, an ongoing problem. I
think I took it to Mr. Loring and Mr. Guenther. Both of those
people were fired.

_As far as the people I took to Mr. Lieberman, there is one occa-
sion I can remember a sales representative was fired.

Mr. Prins. Thank you.

Chairman AnNUNzIO. You were promoted to supervisor of the
customer service representatives? When were you promoted?

Mr. Ricco. I wasn’t promoted. I was hired as a customer service
supervisor. I started with the company at that position.

Chairman ANNUNzIO. And you never received a promotion from
March to September in the company?

Mr. Ricco. From September to March, that is correct, I never re-
ceived a promotion.

Chairman ANNUNzio. All right. Did you track any of the sources
of the customer complaints as to whether they came from a partic-
ular office or telephone sales representative?

Mr. Rrcco. I did.

Chairman ANNUNzI0. How many instances?

Mr. Ricco. Again, I don’t know. There were several instances
that I felt that two of the offices were having an unusually high
amount of problems, not just cancellations, problems.

Chairman ANNuNzio. Can you tell us the offices?

Mr. Ricco. It would have been the Washington, D.C. office and
the Fort Lauderdale office. I think they had an unusually high
amount of complaints and cancellations.
c:Ol(llhtz;ur‘r?nan ANNUNzI0. How many offices did you have around the

ntry?
inIYII‘r. Rlccol.{ OFI‘lle ir(1) Washingto%, B.C.; 01}11e in Fort Lauderdale; one
amarack, Ila. One was in Dallas, which was in o ion.
had no problem with the Dallas office. peration. We

Very seldom did we have a problem with the Los Angeles office,
and there was also one in St. Petersburg. But those three offices,
the Dallas, St. Petersburg in particular, and the Los Angeles office,
very rarely did we have any problems or cancellations from those
particular offices. I think those offices were run very well.

Chairman ANNuUNzI0. Can you tell us the names of some of the
salesmen?

Mr. Ricco. I couldn’t give you any names. I didn’t have access to
the names. I went on the account numbers.

Mr. PriNs. What about numbers? Can you give us the numbers
of the salesmen that were bad, that were called in inordinately?
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Mr. Ricco. 6257, 6247, 3102, 4118. These were some numbers we
heard from repeatedly.

Mr. Prins. These were the numbers of the salesmen?
~ Mr. Mack. You mentioned that you had to go to the owners in, I
guess, one case.

Mr. Ricco. In two instances.

Mr. Mack. Two questions about that. What made you feel like
you had to go to them as opposed to Mr. Lieberman? And you don’t
hgve ?any names for the two individuals you went to the owners
about?

Mr. Ricco. No. Again, we worked strictly on the four-digit
system. The Fort Lauderdale office prefix number was 6.

Mr. Mack. When you went to see the two owners, did you say,
“These two numbers, these two four-digit numbers are causing us
smgg problems and we really need to get them out of the compa-
ny’

Mr. Ricco. That is correct.

Mr. MaAck. As far as you know, they may not have fired the two
individuals at all; they could have reassighed numbers to them?

Mr. Ricco. Possibly. In both instances, I heard Mr. Loring and
Mr. Guenther get on the phone and advise the office manager to
fire them. I don’t know whether they assigned them other numbers
or not. At that point I considered that matter resolved, and I left it.

Mr. Mack. Let me follow up. Then we will get back to that.

Mr. Ricco. Sure.

Mr. MAck. Do you have any idea who the managers were of the
Washington, D.C. and Fort Lauderdale offices?

Mr. Ricco. The Fort Lauderdale manager was Isadore Roth and
the Washington, D.C. manager was Cliff Lavkoff.

Mr. Mack. Lavkoff?

Mr. Ricco. Lavkoff. ‘

Mr. Mack. Did these two individuals that you went to the owners
about, did they work one in each office, or were they both in the
Fort Lauderdale office?

Mr. Ricco. Mri. Lavkoff was the manager of the Washington
office and Mr. Roth was the manager of the Fort Lauderdale office.

Mr. Mack. What I mean is, the two sales numbers, the two four-
digit numbers you went to the owners to corplain about saying,
“We need to replace them,” which office did they work out of?

Mr. Ricco. The 6000 office, which was Mr. Rath’s office.

Mr. Mack. Which was Fort Lauderdale?

Mr. Ricco. That is correct.

Mr. Mack. The two complaints you went to the owners about
were out of the Fort Lauderdale office?

Mr. Ricco. That is correct.

Mr. MAck. It seems like a clever scheme to assign account num-
bers so they are not accountable; there’s no direct possibility of get-
ting directly back to the individual salesman.

Mr. Ricco. No; that’s not the case. I could have personally
tracked down and found out what the names were. There was a
record kept of all that information.

I didn’t particularly see that it was necessary. I brought them
the TSR numbers, and they were called to their attention.

Mr. Prins. TSR, telephone sales representative?
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Mr. Ricco. That’s correct. ,

Mr. Mack. What allowed you to come to the conclusion that the
turnover was roughly every 3 months?

Again, you didn’t know the sales people; all you knew was the
number. ‘

Mr. Ricco. I often discussed the problem with Mr. Lieberman. He
said the problem was they couldn’t keep good people there. The
people didn’t stay very long and they did have people taking ad-
vantage of the system set up for sales. ,

There was a monitoring system set up in each office where the
manager could monitor what a salesman and consumer were
saying.

}lil_lrfg Mack. Why did you feel you had to go to the owner? I
assume you went around Mr. Lieberman? .

Mr. Ricco. That is correct. I felt that my efforts to have anything
straightened out through Mr. Lieberman was ineffective at best at
any time, so I went dirctly to the owners.

Mr. Mack. Is there any way to determine what percentage of the
complaints came from these two representatives?

Mr. Ricco. It could probably be calculated. I could only give a
rough estimate. I would say probably 70 percent, a combination of
the 2 offices.

Mr. Mack. 70 percent?

Mr. Ricco. From the two w:fices.

Mr. Prins. Two offices, not two salesmen.

Mr. Ricco. Those two offices I would say attributed 70 percent to
80 percent of all the sales offices.

Mr. Mack. What percentage of that were the two salesmen.

Mr. Ricco. I wouldn’'t have any knowledge. I wouldn’t want to
guess. I wouldn’t have any knowledge. There were enough continu-
ous complaints about those two people that I thought something
should be done about it or there would be a problem.

Mr. Mack. If I could follow up one more point, then I will stop.

You said earlier that you didn’t really feel the business was a
scam. I would be interested—I imagine the last several months you
worked in the business was rather personally a very upsetting type
of experience to go through.

Mr. Ricco. Yes; it was.

Mr. Mack. And you left employment when the company closed
down, is that right, or did you leave prior to that?

Mr. Ricco. No; I left when the company closed down. In fact, we
all left. We had gone to, I believe we had gone oan until about the
third week in March before the company was closed.

Mr. Mack. Were you paid all the way through that time?

Mr. Ricco. Yes; I was.

Mr. Mack. What makes you in retrospect—I sense a defensive-
ness for the company from you and I am just curious.

Mr. Ricco. No; that is not the case at all. It was probably just a
matter of total frustration that I experienced and I am not defen-
sive of the company per se. I am defensive of the particular situa-
tion.

I guess I take a little bit of concern into the fact that this was all
in the public’s attention. All these problems and complaints we had
had been in the public’s attention for quite some time, but whether

22-222 0—83——5
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ticularly felt there was a scam or not, I knoW‘the news media,
%h%aiélcgri;io}x;, the FBI, the Department of Justice, whoever, felt
that there was a scam going on. o ]

?am just a little concerned that nothing had been done prior to
this, prior to the closing of the company, to investigate to see if
really it was, whether it was poor management or whether it was
1nt':§§;;%ogamy defensiveness. I think this should have beeq investi-
gated a while ago so we could find out if it was intentional or if it

just poor business practice. _ o
W?\?Ifn MECK. But your conclusion basically is it was, I guess, poor
i ctice? v . | | '
buﬁ/}?.e sI?Igég Exactly. By the owners. I think there were some in-
tentional criminal actions done by the sales representatives and
ifiers in the offices. , )
VeII;}IfI}.mi\S/IE(IJK. Why wouldn’t Mr. Lieberman act when you went to

i ith the concarns that you had? |
hul\x/lhzv 1RIc:co. I really don’t know. I was often puzzled by that
myself. It was a very obvious problem we had with a very obvious

lution, and nothing was done about it. . .

SOII‘; 111(1)ay have been from a monetary standpoint, I don’t know. He
may have received—— ' ) .

l\%r. Prins. Do you know how they were paid, Mr. Ricco?

Mr. Ricco. Per sale. R

Mr. Prins. Do you know what the scale was? -

Mr. Ricco. I don’t exactly. They were paid a particular amount
for every sale that was made. A portion of that was kept in a re-
tained account to handle the cancellations and chargebacks.

Mr. Prins. Didn’t Mr. Lieberman get 25 cents for every sale

C the country? _
2 Ir\gf‘s Ricco. He };nade a commission on each sale; whether it was
25 cents or 15 cents or 50 cents, I am not sure. ’ _

Mr. Prins. So if they didn’t make sales, he didn’t get paid?

Mr. Ricco. I would say that is correct.

Mr. Prins. Now, let me just add one thing to that. The salesmen
had reserve accounts in case there were chargebacks, that they
would go back to their account; is that correct?

Mr. Ricco. That is correct. R

Mr. Prins. Did Lieberman have one of these accounts?

Mr. Ricco. Not to my knowledge, but I was not in the payroll or
accounting department. To my knowledge, no, he did not. .

Mr. Prins. I think you have family knowledge that Mr. Lieber-

did not have a reserve account. '
m?\?r. 1ngco. As tar as I know, no, he did not have a reserve ac-
t. '
cmlt/]rﬁlr. Prins. So any chargebacks, any account that was sold erro-
neously did not affect Mr. Lieberman?

Mr. Ricco. I would assume not. I would say no. '

Mr. Prins. But the salesmen did. Were there occasions where the
salesmen had so many accounts charged back that they actually
had a debit or red, it was below the profit line?

Mr. Ricco. I would say so. _

Mr. Prins. Thank you, Mr. Chairman.
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Chairman ANNUNzIO. Was there any pattern to the complaints
in that some offices received more complaints than others?

Mr. Ricco. Again, I had stated to Mr. Mack that I thought our
Washington, D.C., and our Fort Lauderdale office had the majority
of the complaints. They were in a very metropolitan, very heavily
populated area. They did more volume sales. Proporticnately, 1
would say they did have the most complaints.

Chairman ANNUNzI0. Can you tell us the procedure by which
credits were supposed to be issued from the time you received the
consumer, complaint until the time the consumer account was acty.
ally credited?

Mr. Ricco. The process from the company’s standpoint?

Chairman ANNUNzIG. Yes.

Mr. Ricco. Again, we took the order and request for cancellation
and credit, and that particular slip that we filled out was paired
with the sales order and the sales order was either processed for a
credit until the latter part of December when we began to have
somewhat of a build-up of these, they were then again kept in a file
room that we had awaiting their credit.

Chairman ANNUNzio. How many credits did you think were left
unprocessed at the time CMI closed its door in March?

Mr. Ricco. Again, I said initially approximately 18,000 to 20,000.

Chairman ANNUNzI0. Would it be Ffair to estimate that the aver-
age value of each of those credits was $50?

Mr. Ricco. I would say approximately, yes, that would be an
average, ‘ ’

Chairman ANNUNzI0. That would be like $1 million?

Mr. Ricco. Approximately, correct.

Chairman ANNUNzI0. Did you ever hear a story about pep rallies
for the telephone sales representatives in which the office manager
would tell them that he was going to show them ways to cheat and
steal from consumers like they had never dreamed of before?

Mr. Ricco. I had heard that once before, indirectly. One of the
sales representatives who was fired. In fact, I believe that was even
told to a newspaper in one of the areas, I believe it was the Wash-
ington, D.C., area.

I had also seen that in the paper that an employee had been
fired and had come out and said that,

Mr. PriNs. Do you know who the emplovee was?

Mr. Ricco. I don’t know who the employee was, no. I don’t even
know the digits of the employee, I believe that had come about
before I was employed in September. I heard about it later. ‘

Mr. Prins. Where did you hear it from?

Mr. Ricco. I heard it from one of the other employees actually.
Again, that was just something that had gone through the office
and everyone had heard about it.

Exactly where I heard it from, I am not sure. But an employee
was fired from an office and that was the story that he told to one
of the papers.

Chairman ANNUNzIO. In our questions to you, we are dwelling on
only one phase of the operations of customer service. Did you know
that this company bought literally thousands and thousands of
numbers from very reputable companies throughout the country.

Mr. Ricco. I am aware of that, correct. :
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Chairman ANNuUNzIO. Did you know that there was literally hun-
dreds and hundreds of thousands of people billed for accounts that
they had never ordered? So what we are doing here is just reaching
out to the iceberg, and we haven’t even got to the tip yet, you see,
but we are hoping to get somewhere. ‘

What I am interested in is to make sure that a situation like this

- does not occur again, and we can write the right kind of legislation

by the end of July, I think the end of this month, so that what hap-
pened here in Sarasota, Washington, Fort Lauderdale, Dallas, Tex.,
and other places, at least the consumers in the country will have
some protection that this situation will not occur again.

Then it is true about the pep rallies?

Mr. Ricco. Whether or not it is true, I don’t know. I had heard
that had been said.

Chairman ANNUNzIO. You did hear it?

Mr. Ricco. I had heard that, yes, from an ex-employee through
again the company scuttlebutt.

Chairman ANNUNzIO. Did you ever have any discussions with
Mr. Lieberman about the volume of complaints being generated by
a particular office or particular sales representative? Did you ever
sit down with him, he is the man you reported to, and say, “Gee,
Mr. Lieberman, I am getting a whole lot of complaints here, I am
getting complaints on this salesman. Don’t you think we ought to
look into it, do something about it?”

Mr. Ricco. I certainly did. I sat down quite often and discussed it.

Chairman AnNuNzIo. What did you discuss?

Mr. Ricco. Well, T discussed with him the fact that I thought
again there were some sales representatives and verifiers not ex-
actly following the system that had been set up.

Chairman ANNuNzic. Did you ever make any suggestions to him
how to correct these situations?

Mr. Ricco. Yes; I did.

Chairman AnNunNzio. What did he do about it?

Mr. Ricco. From what I had seen, very little.

Cheairman ANNUNzIO. Did he ever express any concern to you
about complaints that you made? Did he ever say to you that he
was going to look into these complaints, these complaints were seri-
ous, they were hurting the company?

Mr. Ricco. Yes; he told me that.

Chairman ANNuNzio. What about the story about this repre-
sentative of a Texas bank who showed up to personally deliver
fome c‘;largebacks? Did you ever hear that story of the Texas

TS o

kir. Ricco. Yes, I did. It happened whiie I was working there.

Mr. Prins. Tell us about it. ‘

Mr. Ricco. I am not exactly sure what bank, but it was a bank in
Texas that sent a woman in to discuss the chargebacks. She had
come in to bring the paperwork for the chargebacks that came
through the bank.

If a customer had written and requested a credit through the
bank, the bank would process it and charge it back to the mer-
chant account of CMI. Thers was a woman that came in and
brought the paperwork in personally, I assume to discuss the prob-

lems.
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pli\gléésl.;RINs. Did she bring in a file folder with two or three com-
Mr. Ricco. She brought in quite a f
Ilt/.f{r. II;RINS. rls‘gllree suitcases (%ull? o
r. hucco. She brought in suitcases, wheth
three, I am not sure, but there were qu,itvg aefev?rl.‘ there were two or
Mr. Prins. Were they bigger than a breadbox?
%r. l;)lcco. Certainly.
suitcrésesl'{?ms. How big were they? Were they big suitcases, little
%r. gICCO. {A would say average to large.
abﬁll;;. lO%Iﬁi' l,OrOeO'.‘;’e talking about 10 complaints or are we talking
r. Ricco. We are probably talking ab t i
Mr. Prins. From one bank a};: a time% oout 1,000, possibly 2,000.
11:4/11'. EICCO. $ﬁat is correct.
r. PRINS. That they personally brought i ?
11:/141*. %ICCO. r%‘haﬂ; is correct. Y B4t In there!
r. PRINS. I just have one other question, Mr. Chaj
what the staff has been able to ascertain in looking aill{}iréaélépi‘;ﬁ;?
an awful lot of money went through this company. ’
We saw a deposit, a 1-day deposit to one bank where the compa-

ny deposited credit slips to ch
Mr. Ricco. In 1 day‘.;) 0 Fharge consumers for .$491’000'

IIQ/I/Ir, gRle. In 1 day.
r. Ricco. Again, I have no ] i
thl?/,[ tot}gl amoimt; I wasn’t involirlze(c)l‘.ﬂedge of what the banking s
r. rRINS. | understand that. Let j j
I\B/’Ifr. gICCO. CAertainly. et me go on for just a minute.
. PRINS. According to what we have been able fi -
palz\'/fntly the company generated sales of about $25,008 a1 Iéi)?ut, P
Mr. Ricco. I would say that is approximately correct, yes.
. r. PRINS. That is $250,000 every 10 days. Now, first of all my
us,f’; question is, Do you have any idea as to how many “custom-
sfasnt :ét?}ele; legally or %egally—that is a bad term—either who
service or who got i idn’ i
aclt\ldlalll%r had o iceor wh got it that didn’t want it, the company
o é‘(.)m;(;(lllo};?From the onset of the company, from the beginning of
1\1\/.4[r. gRINS. Yes, sir.
r. Ricco. I would say approximately 300,000.
1\I\,;IIr. Prins. 300,000 and the basic charge would be $50, let’s say?
r. Ricco. Correct. That was probably over a period of about 3
yeﬁ's, IP would 3838”0 Bl(a)ey averaged 300,000.
r. PriNns. , times $50. That is $15 milli
hejﬁlte‘ll §8e${ 5cou}1c} never be in this busisne$ss. million, my experts
right, million went through the companv. I h
headquarters of the company. There is no -goldyinla?g ev::ﬁrsl, tgg

fancy accommodations, no expensive dinj 21
have a bathroom in the place.p ' ning room, and they didn’t

Mr. Ricco. That is correct.
Mr. PriNs. So there wasn't a loi of money spent there. Apparent-

v ] ) ) ; h
y)g ulzl-lseg?ﬁlkmg to the employees, none of them got rich, including
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Mr. Ricco. Again, that is correct.

Mr. Prins. We have $15 million floating around. The. consumer
sure didn’t get it back. Do you have any idea, any inclination
where that money is? o

Mr. Ricco. Mr. Prins, I expect my personal feeling is probably
one that will be doubted by yourself specifically, but I, personally
feel that all that money was spent; exactly where, I don’t know.

They had, from what I understand, some very expensive comput-
er systems throughout the company.

Mr. Prins. Weren't they repossessed?

Mr. Ricco. Yes; they were. .

Mr. Prins. It certainly wasn't spent on the computers if they
were repossessed. . .

Mr. Ricco. Certainly I think it was spent in the operation. Exact-
ly how, I don’t know.

yMr. Prins. Wouldn’t you think it would be tough to spend $15
million? You have seen the operation.

Mr. Ricco. Within a 3-year period? Again, I don’t know. I would
say for me, it would be. The amount of overhead they had, again, I
don’t know. Personally, I know that Mr. Loring and Mr. Guenther
both have had some personal financial problems after the closm’g
of the company. What exactly happened to the money, I don’t
know. I have no idea. No accounting was ever given to me. .

Mr. Prins. Thank you very much. I have no further questions.

Do you have any more questions, Mr. Mack?

Mr. Mack. No. o

Chairman AnNUNzio. I want to express my appreciation, as
chairman of the subcommittee, for your voluntary appearance
before the subcommittee. Your testimony should help us in this on-
going investigation, especially in the type of legislation that we are
endeavoring to write so that the situation that occurred here will
not happen again. .

Mr. II)QPICCO.gWeH, I think it is something that is very definitely
needed.

Chairman ANNuUNzio. I thank you.

Our next witness is Mr. Ken Tucker, deputy attorney general for
the State of Florida. |

As chairman of the subcommittee, Mr. Tucker, I want to express
my profound gratitude for the trip you made that allows you to be
with us today at the hearing, to give us the benefit of the work

that your office has done. .

This committee has had a long history with the attorney general
in the State of Florida in several other investigatlonbj. o

I want to compliment your office for an outstanding job in each
and every one of these investigations. They have cooperated with
the committee of the Congress of the United States in a manner
that reflected credit to the people that run that office.

Mr. Tucker. Thank you, sir. _ '

Chairman Annunzio. Will you proceed in your own manner?
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TESTIMONY OF KEN TUCKER, DEPUTY ATTORNEY GENERAL FOR
THE STATE OF FLORIDA

Mr. Tucker. Yes, sir. We appreciate the invitation to appear
here this morning. I regret the delay in arriving. There was rather
severe weather in Tallahassee which delayed our departure. *

I would like to explain to the committee how this matter came to
our attention and what our office has done to try to stop this kind
of fraud and perhaps offer some suggestions what the Congress
might do to prevent this from happening in the future.

Last November, it came to our attention that Credit Marketing,
Inc., of Sarasota was soliciting credit card holders by telephone, of-
fering what they call one-step protection to insure against loss of
theft of credit cards.

Well, there is several things wrong with this type of solicitation.
The first problem is no insurance, no insurance is provided against
losses of credit cards, theft or loss of credit cards. Instead, the com-
pany simply notified the credit card companies or the bank that a
particular credit card was lost or stolen.

So there was no compensation for damages due to unauthorized
credit card use.

Second, most of the consumers that were solicited simply said no.
They said they did not want the service. Instead, Credit Marketing,
Inc., charged them for that service notwithstanding the refusal to
accept it.

The third thing that was wrong with that kind of solicitation,

. there were some consumers who were not solicited at all but were

charged by Credit Marketing, Inc., for a particular credit card serv-
ice.

This came to our attention in, as I said, in November. And by
around December 1, we had several dozen complaints from consum-
ers. So on December 20, 1982, the attorney general issued a cease-
and-desist order against the company, requiring that it cease this
kind of solicitation and reimburse the consumers who did not au-
thorize the specific charges.

Since that order was issued, the company, of course, has ceased
its operation. And it has come to our attention that there are liter-
ally hundreds, if not thousands of consumers that have been, in
our opinion, defrauded by this kind of solicitation, and unauthor-
ized charges on credit cards.

It was clear to us that the company did not receive the credit
card numbers from the credit card holders, from the consumers; it
obviously got the credit card numbers from third parties. Just how
they acquired these credit card numbers, we are not aware of at
this time. They had to be purchased or stolen from third parties.

In any event, the company has left hundreds, if not thousands, of
consumers high and dry on these types of charges. And our office
have no criminal investigative authority, so we have referred the
matter to the U.S. attorney in Tampa, who, we understand, pur-
sued the problem of credit card fraud internationally in scope.

Operators such as Credit Marketing, Inc., typically operate
through the use of WATS lines and operate nationally. This type of
fraud is facilitated by the easy availability of credit card numbers.
So the legislation you have under consideration would definitely
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strengthen the laws against credit card fraud by making it a crimi-
nal—a Federal offense, and by preventing the disclosure of credit
card numbers except by the consent of the consumer.

So this legislation is much needed and has the strong support of
attorney Jim Smith. And we commend the committee’s efforts in
this regard. I will be happy to answer any questions.

Chairman AnNNUNzIO. Mr. Tucker, you mentioned in your state-
ment about the ability of this company to receive these credit card
numbers, that they were stolen or purchased.

Information that the subcommittee has, I don’t know if they re-
ceived any credit—any numbers that were stolen; the information
that I have, at least that I saw, is that they were doing business,
buying these credit card numbers.

That is the reason I mentioned that I don’t think any of us ever
reached the tip of the iceberg, that this thing is huge. And it is
going to take a great deal of effort.

And to give you an example, they were not dealing with small
operators; they bought these slips from—they call them representa-
tive clients. They bought these slips from the American Auto-
mobile Association, the Altman Co., Bache & Co., Barnett Bank,
and Belk Lindsey.

I could go on, I have a whole list here, Nieman-Marcus, the Palm
Beach Times, the Gulf Oil Co., Hart, Schaffner & Marx.

These are all reputable, honest, great names in American indus-
try that were selling their slips to these companies.

So this company could have the number, you see, and when they
received these numbers, they went ahead, sold a policy, whether
the consumer wanted the policy or not, and that is where the
fraud, in my opinion, came in.

That is why I call it a scam. I will go further, it was one hell of a
racket. But like all rackets, they get caught up to. But we don't
seem to be able to close all the doors.

But their outlet was the fact that they had these client repre-
sentatives, you see, this is what gave them the foundation for doing
millions and millions of dollars of business, this company.

So I appreciate Mr. Ricco’s testimony, but the top echelon of this
company was not going to let the company’s relationships repre-
sentative know exactly how much was coming in, how the money
was being received; where is the money? I can’t find it, so it has
got to be somewhere.

I think if we look far enough, like all these rackets we have in-
vestigated, the money will wind up someplace overseas or some-
body has been living high on the hog.

But I am pleased that your office, when they received these com-
plaints, worked so swiftly in issuing a cease and desist order. And
we are going ahead with our legislation. ,

We held hearings in Washington, we are having these field hear-
ings. I expect to hold more hearings on July 21 and 22. And by the
end of July, hopefully, we can get—as you know, when legislation
of this type is written, you try to get as many bugs out of the legis-
lation so as to protect as many people as you can, so we don’t un-
justifiably hurt anyone.

We want to do what is right, especially as far as consumers of
America are concerned. They have been victimized and billed for
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too long, and it is about ti th i
b0 o ut time that society becomes aware so that -
BI\;IIr. E/f’g:lis of the United States can appropriately act. :
r. MAck. Just a couple of i i
. questions. Do you th i
frlc?lrxlrei(l)gg tfa}r et?)(?ugh?' Are we missing some ghings?l%itfﬁeyﬁ%sili
In this activity, do you have some further suggestions?

But in the long term, legislation i
. » legislation is the best pre i
agl?/.ﬁl., lngeI ;grrlnﬁzr‘lrg (’ggg gomi?ittee tfor its diligelfce \irrein;?l?svt%nglilg
Tk becaiuse 1o ome ¢ lélct' qllles 10n, a procedural question, Mr.
r, familiar with Flori \
office 1eenpuse T am no ntirely ar wi orida law. Your
Wiﬁ/}f a2 o ase-and-desist order against CMI. Did they comply
r. TUCKER. They generall i
ger ¥y complied. It took i i
it;,ialok a %ot of negotiation. But generally, they Sg?clle 313113, 'atl:nd "
1evjni—pe fectively—put them out of business. ' oput
o jc i émgs. What I am getting at is, is there a next step that you
théf ake, )ecause apparently, 20,000 people didn’t get the refuid
that outrt?hm the ofﬁce:, and we don’t know how many people a .
T :rgrg;la}; glorsltfe e\;%n tka(l)w the company is out of blfsinesrse
asl%?ct ,%f the att%;ney gegera?’s of?icsei‘;?ate an fake through another
T. LUCKER. lhere is really two ste imi i
_ : ps left. Th
‘?ﬁ%p;ngigs;lice) Eﬁ eh%SSbe%;l a national activity. W: ﬁggglzﬁ%)rﬁitggg
crininally. 9. attorney in Tampa, and they are pursuing it
nd to my knowledge, the local St i
, ate attorne ‘ i
ggalillfts vg:f:gegut:s &?negU.S.‘ e}tlsti).n%e{ for the crirgirlllengIEéigléelfgg
, _ a civil liabilit ‘ rei
buéielpents against the principals 111(:111515?121?)171 the consumer reim-
oviously in this kind of situation, you don’t have a lot of assets

the hands of individuals, and i i

the h , we certainl 1

1n<]§1§t1:d1uilly, wherevelj that might lead an}:lVvvvlhleII*)(I:\Z:‘SII'1 %ghce::i p(e):ople
ave to say, it has been our experience with this k%n& of

situation that it i i : .
to the consumers.ls very difficult to get substantial reimbursement

1(\3’{11'. PriIns. Xhank you.
;salrman ANNUNzIo. Mr. Tucker, how would
gﬂ;écts;i?le“l’hepqungress and a committee are Writing Cfggiiifgfﬁ ;1}113
egislation to the floor, we listen to the critics on the ‘ﬂoor

f 113
of the House, “We have too many laws on the statute books al-
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ready. People are burdened with all of these laws. We don’t need
all of these laws.”

How would you answer the critics on legislation that this sub-
committee is proposing at this time? :

.Mr. Tucker. I would have to say that the technology and modern
business practices have left the laws a little behind the times. The
modern, extensive use of credit cards and availability of credit card
numbers have left the laws a little antiquated and doesn’t really
adequately deal with that kind of activity.

And also, I think the proof is in the pudding. The laws simply
aren’t working. We are having more and more of this type of prob-
lem crop up that we see year after year. We think there is a need
for change.

Chairman ANNUNzIO. Thank you. We have in use millions of

credit cards that we never had before. We have created a cashless-

society. As chairman of this subcommittee, all I have ever endeav-
ored to do with people is to convince them to watch their credit
cards or throw them away, just as though it was cash, because it is
cash.

You know, there is another angle to this, and that is the counter-
feiting angle. If you get caught counterfeiting money, you go to jail,
you deal with the Treasury, with the Secret Service.

But when we counterfeit a credit card, it is like counterfeiting
money. It is money. And we have got to convince the public,
through these hearings and through the media, which has been
most cooperative. We hope to educate the people to protect them-
selves from different schemes and scams as far as credit cards are
concerned.

Mr. MaAck. It seems to me there are two questions from the con-
sumer standpoint we ought to be interested in in addition to the
information we have gathered. One is what is happening at this
tin‘1?e with the two individuals who owned and operated this compa-
ny?

Are they, in fact, in business again today somewhere else, doing
a similar type of business or using the same types of methods? 1
think that is equally as important as trying to get reimbursements.

And that brings me to the second point. Are there no provisions
within the law that provide personal liability as a result of crimi-
nal intent in carrying out a business?

Mr. Tucker. In answer to your last question, it is possible to hold
someone personally or individually liable, if they are using a corpo-
rate structure in a criminal manner, in a manner to defraud some-
one. And that is the theory upon which we would pursue.

And your first question, I am having difficulty recalling.

Mr. Mack. Basically, the individuals who were operating this
business.

Mr. Tucker. Yes; we are pursuing our civil fraud suits against
them. And as I understand, I believe they have founded another
company in Connecticut that will at least continue servicing and
providing notice to credit card companies if these individuals’
credit cards are lost or stolen. -

So they would have gotten something out of that purchase that
was charged against them.
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And additionally, they also tell us that they will provide reim-
bursement to consumers. But we have yet to see any kind of money
up front on that, although we are continuing to negotiate.

If we cannot reach agreement soon, we will go ahead and pursue
the personal liability against the principals involved in the compa-
ny, and that would be here in Florida in the State court.

And we have the ability to do that now, pursue personal liability
to hold them, their personal assets accountable for reimbursement.
But these are lengthy legal proceedings, and we don't always have
the money there that we can see or the assets we can foreclose on.

Chairman AnNunNzio. Has your office been in contact with Mr
Guenther? .

Mr. Tucker. And Mr. Loring, yes; through their counsel.

Mr. Prins. How long ago was that?

Chairman ANNL{NZIO. We haven’t been able to find them.

Mr. Prins. Their attorney tells me that they call him maybe
every 4 to 6 weeks, and he has no idea where they are.

Mr. Tucker. We haven’t had personal contact with them. But
through their counsel, our office has discussed various means of at-
tempting to provide some reimbursement to the consumers for the
laiij[ mo}x)lth or so.

r. PRINS. If you happen to see them, gi 1
that we would like to talplfto them. give them a little note
léll}f TUCKER. Yes, sir.
airman ANNuUNzi1O. If they don’t talk to us, th i
talk to the Justice Departmeng you know that. & are going to

We thar}k you very much, Mr. Attorney General, for being here
this morning, and we appreciate your outstanding cooperation.

Thank you.

I would like to call the second panel. Cynthia Harold? Cynthia

Harold, take your seat. Carol N d ;
Mr. Ron Gabel. a orwoods, Pat Speth, Susan White,

[Witnesses sworn.]

Chairman ANNUNzIO. Ms. Harold?

Ms. Harowp. I do.

Chairman ANNUNZzIO. Ms. Norwoods?

Ms. Norwoons. I do.

Chairman ANNUNzIO. Ms. Speth?

Ms. SeetH. T do.

Chairman ANNUNzIO. Ms. White?

Ms. WHrtE. 1 do.

Chairman ANNUNZzI0. Mr. Gabel?

Mr. GagzL. I do.

Chairman ANNUNzI0. I want each of you to proceed in your own
manner. Ms. Harold, would you start the testimony?

TESTIMONY OF CYNTHIA HAROLD

Ms. Harorp. OK. I was hired by Larry Smith from Credit Mar-
keting in late August 1982, and my primary function was that of
CRT operator for the newly formed third shift,

Mr. Prins. Excuse me, Ms. Harold. The members of the subcom-
mittee are a little bit unfamiliar with the terms, the abbreviations

oo
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and “the third shift.” Would you be a little more specific what CRT
is and what the third shift is? :

~._Ms. Harowp. I was a data entry, entered material into their
system, their computer system. And the third shift was newly
formed, as we were told by Mr. Smith, because of the overflow of
work data that needed to be entered into the system.

At that time, there were approximately 10 people hired for the
third shift.

Mr. Prins. The third shift, is that a time sequence?

Ms. Harorp. Oh, yes, I am sorry. It started at 12:30 p.m. until
7:50 a.m.

Mr. Prins. Evening or afternoon?

Ms. HaroLp. Evening, midnight. o

Mr. Prins. You went to work at midnight and worked until 8 in
the morning?

Ms. HarowLp. Yes. I entered data into the system consisting of
credit card numbers, names, addresses, and phone numbers of po-
tential customers, along with six other computer operators.

After learning the format and the computers, we were all expect-
ed to meet a quota of at least 100, which consisted of all this mate-
rial or a card which we worked off of, of 100 cards per hour.

If there were any problems with the computer, an entry was re-
stricted or prohibited, our duties went from filing and preparing
the cards to be entered into the system.

Here there was also a production rate, but it was never really
enforced. It was entering this material into the system that was
more important.

As our production increased, so did the billing department’s, be--

cause this is where they received their material.

Later on, three of the faster computer operators were chosen
to—and most important, comprehend the system, that was very im-
portant—were chosen to do one-step protection billing, which was
also known as OSP billing.

This was entering and charging those accounts that we had en-
tered previously, the credit card numbers, $49 for a 7-year plan or
a $99 charge for a lifetime plan. .

And this went onto tape which later on was the method they
used for billing.

I later transferred to the second shift which was 5 p.m. until the
midnight shift came on, from 5 p.m. in the evening. And of course,
my duties increased because of the size of personnel. It was a much
larger shift.

And from that point on, we went to a system that they called or
referred to as Vicky I and Vicky II, which was updating and cor-
recting files of already-customers that were on the system on line.

Let’s see, other than that, we also made authorizations, calling
banks for credit card authorization to make sure that the credit
cards were good, and the amounts that we requested authorization
for were from $49 to $100.

- And this is also connected with the OSP billing. From that point
on, it would go to the billing department, entered into the system,
to make sure we had good credit card numbers.

I also worked in the TRW room, which I don’t know what the
initials stand for, but this was a unit that was used to receive
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credit reports on given names of cust i
e ropo ustomers from material that we
I continued until the first and second la i i
> yoff with sudden in-
creases and decreasfes of requests to put in material into t]ﬁle
system. There was like a big push to make sure we had as much
information, and that consisted of names, credit card numbers, first
of all, then the names and the addresses and phone numbers,
thThero:-z t\;zls{last Jpsft a resl hustle for this information to be input; and
en as that information decreased, we we ,
auzhorizations from the bank. e requested to get the
nd then suddenly, that stopped also because our me
) merchant
number that we needed to get authorizations was no longer acce;}c-
ed. I worked until December 9, and the reason for layoff that was
given to us was because our phone sales had decreased. And that
was the last day that I worked. That is all.
Chairman ANNUNzIO. Ms. Norwoods.

TESTIMONY OF CAROL NORWOODS

Ms. Norwoobs. Some of this, I might first say, will b
) , e red £,
1lz/Iir. 1I\)IRINS. You \éyant to pull the microphone }ci:loser? redundan
S. NORWOODS. Some of this, I would like to say, will probabl
redundant. I would like to go ahead and read it agI wroiI':)er it.a ¥be

I began working for Credit Marketing, Inc., the first part of May
1982, when, through an acquaintance, I learned they were adding a
9pm.tol am. addltlopal data entry shift.

We keypunched mailing labels from tissue copies of original
charge slips frqi’n Mastercard and Visa accounts with various retail
merchants; basically, customer charge slips from J. Byrons, Beall’s
depfértmetr;t stotreé Hutzler’s out of Baltimore, Md.; Greeman Broth-
ers department store out of New York: ’ i
o oopar w York; and Roman’s, a mail order

There were also batches from Jack Ecke d’s di ’
Drl\u{gs, Ia)md Wei\l/} Foods out of Texas. s directly, Hickerd

r. PRINS. May I interrupt you for just a d?
Crizlilt CIfIlrd slips you were being given? ! second? Were these
S. Norwoobps. This was a portion of the original char i
) ge slip
2%21;1 Cilzgi'machme has whacked across as the customer buys mer-
Mr. Prins. You were just given big boxes of these?
(lgls. Norwoobs. Exactly.
airman ANNUNz10. Did bod
canairinal anybody tell you where the boxes
Ms. Norwoobs. We obviously knew where they cam
| : e from. Th
came from Beall’s, J. Byrons; they were marked gccordingly. i
reg)h?ilrman ANNUNz10. Go ahead. I wanted you to say that for the
rd.

Ms. Norwoons. We were told at that poi j

. point that our job was key-
punching and we were only concerned with keypunthing. Somz-
E;mlesir.?tund the 1st of June, I was asked to take supervisor of the 9

ift.

At that time, there was a following shift. So there i

) € ( . were da ,
Monday through Friday only, 8:30 to 4:30; 5 to 9 day entr;jfz.t I’Efe
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8:30 to 4:30, I might add, was what has been referred to as OSP,
-5t otection. i
On’?’}?a?;pv?;s the paperwork part of the deal. A 5 to 9 data entry
shift and 9 to 1 which was also (%lata entry. I had approximately
ight people on the 9 to 1 shift at that time. ‘
el%\iy '7dirgct supervisor was at that time the only one from Credit
Marketing that we ever had contact with due to the strangeness of
the hours. _
Lh?Jp(())xtllrtaking the supervisor of the 9 to 1 in June 1982, I was told
by my supervisor that certain of the 12 incoming lines were to be
answered ‘“Credit Marketing.” Others were to be—were thg toll-
free numbers, and were to be answered “One-Step Protection.”
After hours, we were nothing more than an answering service in
name only and could do nothing except take reports of lost or
stolen credit cards; that was our hasic reason for answering the
phones. We put them on the appropriate desk for handling the
t business day. . _
nelxn o?l*sxer wordg: a report on a lost or stolen might come in at 5
p.m. It would be handled by the girl who took care of lost and
tolen at 8:30 the next day. | . .
° c:&%ger starting to help answer phones at night, I would write
notes concerning irate callers. The lines rang constantly until
about midnight asking for someone in customer service, someone
on daytime shift, which is actually who these people needed to talk
to. o
oMr. Prins. Let me interrupt you. ;{Eu szzlc}) that you were only
ssed to answer calls of stolen credit cards?
Sull\)/FS?SPNORWOODS. We were only supposed to take notes of the lost
stolen credit cards. .
or%{;/‘[;)' I‘?RINS. Why would irate stolen credit card people call then?
Ms. Norwoons. No, no; my point is, the phones were ringing
practically almost constantly up until about midnight because we
still had California, remember, to come in. R
Mr. Prins. These weren't stolen credit card people? . |
Ms. Norwoobns. No; these were people who had been try}pg al
day to get the customer service line, to no avail, and they finally
got through, and they were told, sorry, we can’t help them; they
ced to call back during business hours,
npf was told by my dilgect supervisor that we could not honor re-
quests on callbacks; the people hadbto be told they just would have
{0 keep trying for the toll-free numbers. .
wCﬁgfrngn %;ANNUNZIO. Pardon me. You were getting calls from
ifornia? .
Caﬁs(.)rll\li’lglzwoons. Of course. The sales were countrywide. In fact,
we even ended up with a few out of country, but that was a fluke. I
averaged one lost-and-stolen report a night; the rest being highly
agitated people who had received their Visa or Mastercard bill to
find & §49 charge for cne-step protection, and most of whom stated
that they either did not speak to anyone concerning the protection
or were adamant about us not calling—or most of which stated
that they had not spoken to anyone concerning the protection.
And the company was adamant about us not calling it credit
card insurance; it was 1o be called protection. There was a differ-

ence.
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Now, all of these people suddenly find themselves billed anyway
on their credit card after stating that they did not want the serv-
ice.

I started asking questions and came up with a rough sequence of
how the company worked. The tissue copy or a facsimile of the
original charge with all pertinent information—name, address,
phone number, credit card number, and purchase, plus purchase
date bought from various retail outlets.

Data entry put this information into the computers, which spat
out mailing lists to be sent to the various sales offices, Washington,
D.C., Tamarac, Fort Lauderdale, Grand Prairie, Tex.; Eagle Rock,
Calif.

Salesmen would then contact the customer, read a prewritten
sales spiel of which I have a copy. And within 15 minutes, a verifi-
er call should come from the same office.

The accepted sales would be mailed back to Sarasota and CMI
kits containing information about the plan plus a membership
number, cross-references in the computer would then be sent to the
client.

It was stated on the kit that you could cancel within 90 days and
receive a credit or your money back because, occasionally, a client
would pay by check.

There was a form in the package for the client to list all of his
credit cards, including not only the numbers but the issuing stores
and banks, and then mail it back to CML These were filed by
member numbers with cross-reference to name in the computer.

If they signed up with OSP, one-step protection, they were fully
covered against liability for lost or stolen credi; cards from that
moment. If lost or stolen, they would simply call in on one of the
toll-free lines and a report would be taken and turrned into the lady
who handled that particular part of the business. She would con-
tact the issuing store back by phone and then follow up with the
telex by Western Union.

Within 2 weeks, the client would have a new set of credit cards
with new numbers in his or her possession. There was also a
sweetner to the plan: It stated on the package that you could re-
ceive $500, up to $500 emergency cash through the plan.

A few clients were extremely disgruntled to find out that the
$500 advance was only good if your credit limit would take an addi-
tional $500 cash advance, which is normally offered by most major
credit card companies.

To my knowledge, not one request for $500 was honored by
Credit Marketing, Inc.

So far, the plan sounded as feasible as some I have heard across
the phone lines in the State of Florida since I have moved here.
Within 2 days of the telephone sale, the slip would come back to
the Sarasota office. We would split them up and call them into
Master Charge or Visa as telephone sales, getting the authoriza-
tion.

Until the stories broke on the Turner N ews Network, and then I
think the Associated Press picked it up, we were calling in authori-

zations on up to 1,200 $49 basic plans.
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The ones that were OK’'d by Master Charge and Visa were han-
dled through regular channels, that is, kit, letter-membership
filing, et cetera.

The ones declined by the authorization centers were laid aside
and a credit report run on them with the TRW machine.

For example, if a client had a bad Master Charge number, the
TRW report would show whether or not it was a correct number
we were using. Or if they also had a Visa, that number was then
run through the authorization.

At the time I left there, there were well over 300,000 people
listed in the computer as card-carrying members of one-step protec-
tion, whether they knew it or not.

The rub seemed to be when you found out that you were charged
and for various reasons, did not want the plan. Getting it removed
from the account was the hard part. The reasons that upset clients
gave me at nights were good cnes.

“Salesmen told me they represented Master Charge or Visa or
inferred as much. They did not, they, the client, did not authorize
the charge; they refused the plan, then found they were charged.”

Or they did not ever talk to anyone from O3P; they were out of
town, they were out of the country, they were having a gallbladder
removed, they were having a baby. The OSP had signed up at one
time a 10-year-old child when he answered the phone.

And they had been known to charge the account of persons
having died menths before, which comes as an added shock to fami-
lies receiving the kit, saying that the deceased was now fully cov-
ered from loss or theft of their credit cards.

In roughly August, I took over as 5 p.m. to 1 a.m. supervisor and
at that time had approximately 85 employees under my supervision
in data entry.

Along about that time, actually it was a little before that in
June, a 12 midnight to 8 a.m. shift was hired. This was again data
entry. They had a weekend shift that encompassed Saturday and
Sunday days, 8:30 to 5:30.

The chain of command was established to run shift supervisors
to our immediate data entry supervisors to Mark Lieberman to Al
Lorirég and John Guenther. We were not to jump the chain of com-
mand. .

In other words, with problems, we went to our immediate super-
visor. If it was not handled, it was not handled; there was nothing
more you could do. Should you try to jump the chain of command,
you were threatened with firing.

CMI was described to me as being a family-oriented company
which had relatives working there, and basically, there seemed to
be no problem in that. Basically, as far as the plan went, they fol-
lowed up on what they said they were going to do. It was the sales
tactics and the difficulty getting a charge removed that bothered
some of us.

Of course, after the newscast and the newspapers and word-of-
mouth concerning possible FBI probes, the cancellations started
coming in hot and heavy. Others more involved in this aspect of

" the company would do better in explaining how this went than I.

However, after the charges were authorized, they were billed by
computer tape to several banking institutions across the country
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and appeared on the next month’s stat i
C}iargg. Gett}:)ing th;e1 charge removed was f}?elelr'llfb.o  Visa or Master
n Uecember, when all the shifts were terminatin

dlay group, I transferred to days and worked doing cha%g:-}f)(fgs gzls
c lrlﬁﬁvely. I was not actually giving anyone back their money
" e let?ers of protest, card issuing banks had already re.funded

e client’s money, in other werds, removed the charge from their
ac%oun.t. I was just updating the information in the computers

For 1nstanqe, OSP would send, say, a bank in California a tape
with $10,000. In authorized charges. This was a deposit. On it tlﬁs
i)}?éﬂée?os(i}?l}forms vgoluld hag/e had $6,000 in canceli.ations ',I‘hus

Immediately went to i thi ,
coinﬁ)letgllydhandled e t}:rape. a credit of $4,000. All of this was
andled paperwork involving three or four letters fro i

Fo the bank, paperwor'k_ from the bank to the client, ;gpae:\};gzr'llz
trqm us to the chen_t, giving dates, times, and who they had spoken
to In customer service, and occasionally z red-faced letter apologiz-
ing for the charge and the charge was removed. Some of these were
as much as 1 year old. Most were between 6 and 9 months.

The consumers had very little recourse in this. If he failed to pay

charges.

If he still refused to pa K i
_ ] y through Hlaster Charge or V.
something he dld. not want, Master Charge and Visetg Wofﬂd %ig;ef;:l:
E}r:;:fe;ogss, thli is hearsay, but it is what clients told me—would
threal rating.um im 1n to the Credit Bureau and slash his future
I think it is called between the devil d deep b
. . 7 lue sea.
One furious man in California told “ne, T i
ne[ejd igla]gainstlone-step protection.” e, "The only protection I
ntil I was laid off sometime in March, I ha dled
chotl , ndled up to 1,000
cha; egwoiﬁkassa:t[. day, and there were three or four others doing the
Toward the end, customer service was t iy
, ‘ old by Mr. L
Mr. Guenther that no more credits would be issslrled by (gllilﬁg t%gg
were al_l to be issued by the card-issuing banks, and the peol;le in-
vo%ved in that credit part of the organization were laid off.
dhave no way of knqw.mg_ if this current setup that is supposedly
Ilin er another name 1s using the same mode of operation. Just
: 881()) 0161 gl;dé if gnsdl('is the case, they already have in excess of
, es and a
Wl'llélch ohames resses and charge account numbers from
y concern stems from the fact that after workin for CMI
no longer naive enough to think that your credit cagd nrumbe;*sI :1{2
yours and yours alone. They are as much public property as the
Congressional Record and much easier to come by.
And_ by the way, do I have any credit cards? No.
Chairman ANNUNzI0. Thank you.
Ms. Speth?

22-222 0O—83——6
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TESTIMONY OF PAT SPETH

ine i NE ked there

Ms. SpeTH. Mine is also pretty much redunc.:at. I wor ]
two Sdifferent times. I started work originally on September 27 on
the night shift which was 12 until 8 a.m. There were about 25 em-

working on this shift. . '
pl(er elgtseast 10 pgeop.le worked on computer entry which consisted 9f
entering names, addresses, telephone numbers, Vlsa-MasterCald
number of each protective purchaser of one-step pyotectmn.

Two to three people spent about 3 hours each night on the phone
talking to authorization centers in order to obtain authorizations to
bill that account. We had four bank card centers to use. .

Barnett and Harris bank centers were most often used. EaucO
person had at least 150; sometimes more, some nights they had 35

1 izations. .
ad\%}g ?::dlzﬁz CMI account number te them, the MasterCard, Visa
card number and the expiration date, gnd. the amount to be
charged. And were either given an authorization number, told the
card was invalid, declined or that the bank wanted that card re-
turned. - ¢ and

1id t that the card number we gave was incorrect an
th]énzgéieciniaurinber would have to bedc.)é)tame%. Credit Marketing
TRW, which was used to run credit reports.
haIdl?now th:{: they used the TRW for Visa and MasterCard num-
bers because many of the phone order sales slips were attached to
the credit reports, and there was a red check by the specific
e needed to verify,
nug/{n;)s; rg?ngs, several card numbers were called on before one was
cepted and authorization given.
acie %o?: oaf invalids were sent back to the telephone rocms to ailt-
tenupt to obtain the correct number. They did everything possible,
including telling the customer t%ay were from Visa and Master-
d needed the correct number.

Calggc?&ed ineant that the account could not be charged the $49 or
it would be over the credit limit. The amount given for authom}zlg—
tion was changed to $76 after I had been there several\weeks. This
was done to insure that the customer’s account could safely be
charged the $49. L . ¢ Tiste

At least five people spent the nignt sqrtmg ch,arge account lis H
which were purchased from J. Byron’s, Beall’s, Roman s,h an

Hutzler’s. They were sorted into seven groups depending on ’f e in-
formation needed before they were to be efntereg into the CRT. An-

fi ople looked up the missing information.

Otlil%o;ﬁzg ?)npthe night shift until December 8. QMI was no logger
able to purchase slips because of all the press they were getting,
and both the p.m. and night shifts were laid off at that time. That

ber &.

WaOSnDeJ;ilr?lary 10—I started back on January 10, 1983. I started
back on the day shift in customer service. This department consist-

ed of, at the beginning, four people and then down to three people.

" Each call was from a customer who either wished to cancel mem-

bership or was calling for a refund because he was charged for a

service he hadn’t ordered. We would fill out a form for each call;
customer name, address, phone number, the date of the call, CMI
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membership number, if we knew it, which card had been charged,
and the amount charged.

A separate department handled refunds. Our slips were turned
in to them each day.

Almost all the calls were from irate people who had been double-
dealed, hadn’t received a refund for 6 months, or people who re-
ceived a charge on their Visa or MasterCard account and called to
ask what they supposedly had purchased and how we obtained the
card number since they hadn’t told anyone that number, and espe-
cially never over the phone.

We heard all kinds of stories that the phone room people had
used in order to make a sale. Because I had worked the night shift
and knew how the card numbers were obtained, I started to realize
that these irate customers actually never purchased the service, at
least they didn’t realize they had, and were charged because they
answered the phone.

In some cases, people were charged on an account that had been
closed for over 1 year. We even billed deceased people.

Czﬁadit Marketing allowed small credit lines, and some days, none
at all. ‘

I believe it was on February 10 or 12 that we were sent a memo
by John Guenther saying that no more credits were to be issued
from Credit Marketing. We were to tell the customers at that time
that they would have to go back through their bank in order to
have a charge-back done on Credit Marketing.

Since most of the requests were 6 months, at least 6 months old,
it was a little impossible for a lot of these people to get a charge-
back because the banks only allowed 90 days. All we could do was
reassure them that the situation was being dealt with.

Mr. Loring, Guenther, and Mark Lieberman didn’t seem the
least concerned when confronted with the problems we were en-
countering. They kept right on billing people when they knew no
credits would be issued.

The customer service department was used as a means to pacify
rather than to remedy the situation. It was clear that the company
was not interested in the customer. People who had purchased the
plan were call~d again and asked if they would like a lifetime
membership which was $99. '

Since they had already paid the original $49, it would have been
$150 but they were getting a break for the $49. Most of them said
no, and were charged anyway. Some people were billed two times
for the service, and it was blamed on computer error when, in fact,
it was evident by the sales slip that it was billed on one day and
billed again with the new date stamped on it.

In the middle of March, I am not sure of the date, the Brentwood
Ea%lidi? California stopped accepting any charges or credits issued

y .

CMI was then left with a bank in Louisville, Ky., which only ac-
cepted charges. At this time, I noticed an increase in billing. People

who had agreed to a split billing were now——

Mr. Prins. Excuse me, you said they only accepted charges.

Ms. SpetH. From what I understand, that particular bank did not
accept charge-backs or credits. '
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Mr. Prins. So, in other words, if the consumer wanted their ac-
count corrected because they didn’t order it, the bank wouldn’t
accept that?

Ms. SpeTH. Brentwood Bank was the one that most of our
charges were going to, from what I understand. ‘

Mr. Prins. The bank in Louisville, I think you said, would not
take that.

Ms. SperH. From what I understood, when Brentwood Bank
dropped CMI, the only one we had left was Louisville. And I under-
stood that Louisville would not accept any credits, only charggs.

Mr. Mack. How did you get that understanding? Why did you
come to that conclusion? .

Ms. SpeTH. It was pretty much office hearsay through everything
that was going on at the time. There was a lot of talk among the
employees because we were all catching on rather quickly to what
was going on. I can’t say anything specific as to how I know.

Mr. Mack. 8o at this point, you were working in the customer
service area?

Ms. SpeTH. Right, from January 10 until March 25, 27.

Mr. Mack. OK.

Ms. SpetH. CK. . .

People at that time were not being sent their membership forms
because there were boxss of them in the back room. People who
had actually been billed were not receiving the membership kits
with the registration form or the information on the service.

On March 25, the customer service department, the lost-and-
stolen department, ceased to exist. The company was no lenger of-
fering any service but kept on billing another week. . '

I believe they did this up until March 81. On April 1, which was
payday, I called about picking up my paycheck bepause we weren't
- too sure if we were going to receive one, and all lines were discon-
nected.

On Monday—this is also hearsay from other people that contin-
ued with the company, they opened up a new company at a new

address in the Whitfield area called the Auto and Travel Club of

America.

Mr. Mack. In the Whitfield area?

Ms. SperH. Uh-huh. I am not sure of the street. I went to the
building one day when I was in that area looking for a job, but I
am not sure of the address.

Mr. MAck. Did you find it?

Ms. SpetH. I found it. ,

Mr. Mack. They are in operation?

Ms. SpeTH. Yes.

Mr. Mack. How could you identify that it was they, whoever
“they” is, the two owners or the people that you had been working
with before?

Ms. SpeTH. Right, some of them. And the owners were there the
day I walked in. I went to go to lunch with someone who was still
working there.

Mzr. Mack. OK. :

Chairman ANNUNzIO. Ms. White.
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TESTIMONY OF SUSAN WHITE

Ms. WHiTE. I was a customer service representative. 1 started
August 27, and my last day was March 29. My duties were, you
know, to handle complaints, billing errors, the same basic things.
We did not handle lost and stolen, the area that I worked in; it
turned out to be actually a complaint department.

I would handle problems where people were supposed to have re-
ceived credits and whereby our records, it appeared that a credit
was issued, and that turned out to be another problem we had, it
appeared that the credits were issued.

I would tell people that a credit was issued, and say in early Sep-
tember, come to find out the credits were not issued where on our
our records it had been.

Mr. Mack. What record was that, now?

Ms. WHiTE. On the sale slip, something might be stamped credit,
or on the computer, the date itself, the date of credit, or even like a
hand credit.

I found out later that what had happened was—this was the
rumor, I don’t know how much rumor it was—but back in June
and dJuly, they were issuing credits like before they went to com-
puter, like the regular credit slips. And they would attach a piece
of that credit slip to the sales slip and put it back in the file. The
part that was supposed to go to the bank never got there.

For the first month I worked there, there would be people I told
they had received their credit because the evidence I had was that
it was.

This was done prior to it being computerized sometime in June.

My first month I started there, when I was hired, I was told,
now, you are going to be having a difficult job here at first. We had
a few problems this summer with salespeople. And we are looking
for some complaints to be coming in, but that everything was going
to be worked out. We are straightening the thing out, and the big-
gest problem they had was switching over to computer, which
sounded reasonable to me.

I have heard a thousand times over that the switching over to
computers was what caused all the problems.

My first month I started in, basically it was what I expected.
Then all I started hearing was, “I never wanted the service, I told
them I never wanted it. I never received anything in the mail.”

After a few weeks of this, it got to where a lot of people were
saying the same thing.

Well, then we would have a meeting. Mark Lieberman was in
charge of all the salespeopie. And he would sit down with the cus-
tomer service people and we would say, “Now, there is something
not right going on here; we are getting a lot of the same stories.” 1
know——

Mr. Mack. Let me interrupt you. You said you had a joint meet-
ing \;rith Mr. Lieberman and with some of the sales representa-
tives’

Ms. Waite. No, no; with the salespeople, just customer service.

Mr. Mack. OK.

Ms. WHrtE. OK.
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And so, anyway, we would go to him because he was in“charge of
all these people. After the first meeting—and we said, “Now, we
are getting a lot of, like with Michael and all of us, a lot of com-

laints going on.” _ '

P And lflge seid, “I know, but that all happened in the past. We are
getting things really straightened out here. I wan:c’ you to start
writing up complaints on the salespeople themselves.

That became an extra detail and responsibility we had to take
care of besides listening to people’s problems and complaints and
thing. .
evzrgd we{: would sit down with all these assurances and write a
report on 3102 and write down explicitly what the complaint was
and make photostatic copies, and make sure they were handed in

so they would do something about that. o

Mr. Mack. Were you ever able to make a contact with a name
from a number as far as the salespeople were concerned?

Ms. WHiTE. I have a list of them. This I obtained when I worked
nights.

t%\/Ir. Mack. So that is a list of the numbers? ‘ ‘

Ms. WHITE. Verifiers, sales numbers, and the Credlt': Markgtmg
location, and the person in charge of each. We used this on nights
at different times for filing information. o .

Chairman ANNUNZzIO. Do you have any objection to turning that
over to the subcommittee?

Ms. WHiITE. No.

Chairman ANNunNzio. Would you take that? , |

Ms. Warre. Oftentimes during the day, I didn’t know the p’eople S
names. They quit so often, like Michael said earlier, we didn’t have
that information available.

Mr. Prins. Why would they quit? Why should there be such a
turnover? . , o

Ms. WHiTE. | imagine it wasn'’t a very pleasant job.

Mr. Mack. It sounds to me like the job you all had was probably
the most unpieasant. _ _ . _

Ms. WaiTE. Well, I would have to say it certainly was interesting.

Mr. Mack. What possessed you to start putting names with num-
bers?

Ms. WHITE. Names with numbers? . _

Mr. Mack. You had four-digit numbers to identify the salespeo-
le. . ) : . 3 .
P Ms. Warre. I had worked there two different times. Like Mike
had said, when you were doing customer service, the ‘numbers
didn't mean a thing. If the people called and complained, they
might have had it wrong or they didn’t even know what we were
talking about. : _

So v%e ignored that because there wasn’t anything we could do
about it anyway. . _ '

That wasy:}lvsed at night. We had a special project one time where
we had to look up the people; I believe it was who made the sale or
something. But we needed to know the initials and what names
went with them. That is why I was given that. It was not available

on days. . _ '
| ‘Z'hajgrman AnNuUNzI10. Ms. White, continue with your testimony.
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Ms. Warre. In that line, for me to know the salesperson’s name
was_totally irrelevant. That number was more important. They
used fictitious names, so that had nothing to do with anything.

I would say, “This girl in Miami, whichever Spanish-speaking
person there is, is doing something with these.”

And Mark Lieberman’s response would be, “I knsov:, but they
have billed a lot of sales, given us a lot of sales.”

That is when I said such a thing as “maybe those sales are not
all good.” .

Mr. Prins. What would his response be?

Ms. Warre. Well, he goes, “Well, we will check on it. You keep
writing them up.”

So we did. We would write everything up that we possibly could
in, like, December and January. Then I realized they were not
doing anything with them, and I realized I had wasted all that
time, .

Like I said, the sequence is so important as to what was happen-
ing in the company and to me as far as when I was working and
the money was coming. I don’t know what they did in June and
July; all I know is when a sale was made, it took 30 to 60 days
before it hit customer service. '

And if somebody was smart enough, as soon as they got the
membership kit and decided to open it and look at it, of course,
they could call for cancellation.

Back in August, September, that was my first full month, what
was happening was we were getting calls that had been done in
June and July. And you know, people would give me the same type
of response the second month I came on. .

And then again, we would have another meeting, “Things don’t
seem to be getting a lot better here. We are still experiencing some
difficulty.”

And there again, “We are working on it.” We tried to get them
to write a new script to help. They said the script was straightfor-
ward, but I always felt it wasn’t straightforward.

Mr. Prins. The script was what the telephone solicitor would say
when they would call?

Ms. WHiTE. That is correct.

Mr. PriNs. They would read from the script?

Ms. Wrire. That is right. We needed to know what the people
were saying. :

What would happen with these people—Ilike I say, I never
worked outside my home until this particular job, I never worked
for 10 years. People were just as dumb as I was when it came %o
the fact that when they received this pamphlet, they opened it up,
and it said, “You will be billed on your next statement for this par-
ticular service.”

I am sure they assumed, as I would have, if you did not give out
%rpllllrdgredit card number, how in the world were you going to be

illed?

People used to say to me, “I opened it up, but you didn’t have my
number. Where did you get my number?” And it became a com-
plete nightmare to work there, people going on and on.

But the point that we had that was good about working in cus-
tomer service where you had all the yelling and screaming and
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hysterical people, we were the one part of the department that was
doing something for people, because in August and September and
even in October, credits were going out. And we would write them
up because they were billing heavily.” . _

As long as they were billing heavily, a good portion of credits
were going out. And it was like a game they would play.

Anyway, it took me a couple of months to really realize what
was going on and get the whole score. There were enough people
saying, “Where did you get my number? How did you get my
number? This person didn’t call me. How was this done and that
done?”’ o _ .

By the third month, let’s say, I think it was in November.ls
when they took out the TRW machines where they got all the in-
formation that they needed on anybody. .

Like I said, I was amazed to find out that you could find out any-
thing about anybody and their credit card number. They were at
anybody’s disposal. I think this was the frightening thing.

People sent us lists of all the credit cards thinking they were
confidential files. They were there to the janitors, anybody who
had access to their files. .

Anyway, when the TRW machines were taken out, that was a
- devastating blow to the company because without a credit card
number, this company could not function. And that was the final
downfall. .

If they lost that access—now, of course, they were ,st}ll purchas-
ing or trying to purchase through dealers, but it wasn’t in the mag-
nitude rf a credit report. Because when the credit report would
come back—Ilike I said, I never worked in that department.

But every singie sale, when someone would call me, I would have
to track from the very beginning of that conversation, my job was
to figure out what had happened, where it went to from there. And
then I would see how they got the credit card number. _

If it was on the TRW report, if someone had four or five credit
cards, Visa, they would all be listed. And if one didn’t work, it was
filled, they just kept on until we began to call it at the end a Pac-
Man because it would just go crazy eating up every credit card
number they possibly could. . .

Anyway, so when the TRW machine was taken out, this was
what put them in the crunch. Of course, that is when people were
laid off. And to me, it was evident what was going on; they had to
do something.

Mr. Mack. When was this machine taken out? .

Ms. WaiTe. T am not exactly sure; sometime in November, if I
am not mistaken. I had only walked in that room one time, so I
couldn’t know that. '

In December, right after that was taken out—like I said, that
was their main source of money, what they could always count on.
As long as that machine was there, they had access to credit card
numbers they could bill. ‘ ' _

Well, what happened here was they had to go back to people that
they already had their credit card number. Q

This, to me, was the most complete unbelievable thing they could
do. And they went back and tried to resell, as she said, a $99 plan
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to people. People would call up who were still trying to get their
$49 plan and say, “Now, I am billed for $99.”

Then the “oops” that we would have on the computer, that was
the thing. Sometimes we had people billed $99, $99, $49, $36. And
we had a lot of “oops’” on our computers.

Mr. Mack. “Oops?”’

Ms. Warte. That is what they would call them. But we deter-
mined there couldn’t be that many “oops” going on. From the
“oops” you could make several hundred thousand dollars, I could
figure that up, in just a week’s time.

It was just if you couid get the money back that quickly. But
here was the problem as far as I was concerned. In December,
which was when the cease and desist order came in and the TRW
machines were gone, they went crazy billing people for lifetime.

Up until then, the credits, we were holding onto our own. By the
end of December, the boxes had started piling up and we were
working there, and we could see they were having a problem, and
ziflq were saying, “I don’t know how they are going to be able to do

is.

And the $99 lifetime plans became a complete nightmare. They
made the money that they needed temporarily, but the people did
not want the $99 lifetime plan.

Then January came and February and all we did was start—it
got so bad—before, there was just like a little space where a couple
of girls would work to issue out credits. Then it came to the point
where they had to set aside a room because there were mass boxes
and quantities of credits to be issued.

And we would have on there, third request, fourth request. I got
to talk to people five and six times. I knew them by their first
names. They would say, “Hi, Sue, I can’t get this credit.”

And I would say, “I am trying. I am doing everything I possibly
can,” which was the one good fact. We used to laugh and say that
the customer service are the only guys that can wear the white
hats around here because we were trying our best to get money out
to these people. .

Then, of course, we did get the memo that credits were not to be
sent out, they were by bank request only. Then we realized the
devastating effect to people who had been trying for several
months because, of course, a bank would not charge back some-
one’s account only, say, after 30 days or 60 days.

So those people, we would still try, try our best to get out on the
fourth or fifth request, try to get the money out.

Then the time came where all there was was boxes of thousands
of people to receive credits. And the day came when you just real-
ized that these are not going to ever be issued, it is not going to go
out. And right toward the end, that is what we told them. And it
was true.

The quickest way for a person who first was billed would be to
say, “‘Go to your bank; do everything you can to see that they take
it off for you.” Like I said, we had urgent, super urgent, and past
urgent requests that we were trying to get sut.

As the days went by, less and less credits were issued. And it got
down to the point finally—I think she spoke of Louisville; that is
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when I decided to leave the company, when they told me it looked
like the credits were not being accepted. .

And we thought, without a credit line, they WIH. be forced to
close in a week. I knew at that point that I was lying to peoplc?;
Before I had told them, “You are going to get your credit.

Before I kept trying, doing everything I possibly could.

But at this point, I told them, “You are not going to get your
credit.”” And I decided to leave the company. I said, “This is it.
That is the last thing I am going to say to these people.” L

Then when my last day came—I just happened to stay, I didn’t
know everybody was going to be laid off. But they were laid off
before my last day, which was quite ironic.

I was there on the final Monday of that week before the compa-
ny closed. And I was absolutely shocked. I went back into data
entry and I said, “Please, do not tell me that you are s&ttmg ,here
billing people, knowing these doors are closing.” I said, “I can’t be-
lieve this.” . .

And you know, I told my husband before 1 went in there, I sqld,
“I feel like taking every one of those billing slips and throwing
them right out the window.” _

And I probably would have if I didn’t think there would be some
kind of charge brought against me. But they were sitting here bill-
ing these people, knowing that they were moving to a different lo-
cation.

And like I said, here there were people who had-bought the serv-
ice with kits that didn’t even have the money apparently at that
time to spend. Now they weren’'t even mailing the kits to the
people that they charged the $99.

So that was my final day, which was on that Monday.

That was just an unbelievable thing to find out what could
happen to a person and their credit card. It was absolutely amaz-
ing. And it goes back to the bottom line, had they been unable to
receive their credit card numbers, they would never have been able
to do what they did.

That was proven because that is what broke the company. And
that is why we need this legislation, I believe.

Chairman ANNUNzI0. Thank you, Ms. White.

Mr. Gabel.

TESTIMONY OF RONALD GABEL

Mr. GaBEL. Mr. Chairman and subcommittee members, my name
is Ronald Gabei. I am president of a marketing consulting firm
which I founded in 1974. _

In 1978, my marketing consulting service attracted the attention
of Albert Loring and John Guenther of Consumer Marketing Insti-
tute. At that time, its primary service was offering new homeown-
ers the opportunity to apply for several credit cards.

These homeowners received a brochure in the mail and subse-
quently were called by telephone for card solicitation. In addition,
other credit card promotional services were offered to credit grant-
ors including direct mail and telephone prescreening solicitation
and new-store-hosting programs.
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The telephone operation at that time in 1978 consisted of one
office in the St. Petersburg, Fla., area.

In May of 1978, I met with Mr. Loring and Mr. Guenther in
Sarasota and agreed to consult with and represent CMI. During
these years, 1978, 1979, 1980, and 1981, I provided sales representa-
tion and marketing consultation to CMI, primarily in the area of
credit card promotion.

I was directly responsible for developing the new homeowners’
credit card promotion in Washington, D.C., Atlanta, Dallas, Hous-
ton, as well as three regional promotions in Florida.

As the credit card promotion business grew, CMI requested that I
assist in recruitment and training of sales representatives in each
of these cities. The responsibilities of these representatives was to
sell and service the various credit grantors.

By the end of 1980, CMI was promoting credit cards from some of
the most prestigious, largest credit grantors in the United States,
including banks, major department stores, oil, car rentals, airlines,
and travel and entertainment companies.

In 1981, CMI informed me that they were offering a credit card
registration service. I designed its brochure and test marketed the
service to those credit grantors with which CMI was doing busi-
ness.

During this timeframe, CMI was contacted by a credit card mer-
chandise market that acted as a syndicator for merchandise prod-
ucts via monthly statements to credit card holders.

This company’s sales force was subsequently given the right to
market CMI’s credit card registration service.

Mr. Loring and Mr. Guenther were not involved in the auditing
or supervision of these salespersons. In fact, a consulting relation-
ship was requested.

During the latter part of 1981 and in 1982, CMI grew dramatical-
ly. As the business grew, the telephone capacity expanded. Offices
were opened in Washington, D.C., Fort Lauderdale, Tamarac,

"Dallas, and Los Angeles.

My consulting services, however, never overlapped into the oper-
ation of the telephone rooms, nor did any of the sales representa-
tives that I recruited have phone room operating responsibilities.

Each telephone office had a phone supervisor which reported di-
rectly to Mr. Loring and Mr. Guenther. This telephone capacity
became awesome. I was requested by CMI to market that capacity.
I placed advertisements in national periodicals.

I was ultimately given the assignment to find new products to
market by phone. Each new product introduced. however, met with
little enthusiasm from the management and was discarded by the
telephone room personnel.

The product development concept was excellent, but the execu-
tion was an exercise in futility.

The credit card registration service and the money to be made at
all levels within the company became a self-defeating competitor
against all means of diversification.

In 1982, it became apparent that my service to CMI was of little
value. CMI's phone operation was continually destroying every
client relationship I had established because of the overzealous, ag-
gressive actions of the phone solicitation.
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The lack of control and in some cases, the actual encouragement
by the phone supervisors and the apparently condoning actions of
the management eventually caused every sponsor of the credit card
registration service to cancel.

At this point, my consulting relationship with CMI soured.

After 4 years of building and enjoying the rewards, it was diffi-
cult to witness and be a part of the self-destruction.

Mr. Chairman and committee members present here today, it is
not a pleasant experience to find myself in the awkward position of
admitting to have consulted with a company that literally created
an uncontrollable monster and a phone capacity that could reach
nearly half a million people monthly. And in the pursuit of utiliz-
ing this awesome capacity, stumbled onto the very weakness in the
existing credit card truth in lending laws which you have ad-
dressed yourself to.

In summary, I would offer my entire support to H.R. 2885.

Chairman AnNuUNzIo. Thank you, Mr. Gabel.

I appreciate the testimony of each and every cne of you. It is in-
valuable to the subcommittee. You have already answered most of
the questions that I was going to ask through your testimony.

Ms. White, did you feel like a babysitter of sorts as a customer
relations representative? If a customer had a problem, they called
the customer relations representative and they explained the prob-
lem to that representative and the representative had the authori-
ty and know how with which to follow through and resolve the
problem?

Ms. WHiTE. Yes; it definitely got out of hand. I felt, “I am not
working as a customer service representative anymore. I am not
customer servicing anybody. I am trying to finagle and figure out
some way to get these people their money back.”

Like I said, when I realized that my attempts to straighten
things out or make complaints about certain salespeople through
Mark Lieberman weren’t doing any good, I quit writing them up.
And I knew all I could do was answer the phone and try to do the
best I possibly could to do something for people.

I felt extremely—we would hear some very sad stories, you know.
I know people probably think—and I hate even the thought that
the heads of the company would think, “What is $49?” I personally
know what that did to people. I do know it ruined people’s credit.

I do know I called certain banks before and tried to explain to
them that it was an error and should not mess up people’s ac-
counts.

Toward the end, it was nothing but being able to answer the
phones and trying to appease these people the best way we could.

Chairman ANNUNZIO. Mr. Gabel, how long did you say, 4 years,
you were associated with it?

Mr. GABEL. Since May 1978, yes, sir.

Chairman ANNUNzIO. About 4 years. When did you first become
aware of the fact that there was something wrong?

Mr. GABEL. I would have to say early in 1982.

Chairman ANNUNzIO. 1982. That is about when the attorney gen-
eral——

Mr. GaBeL. When they started the credit registration service,
which was called OSP or One-Step Protection.

e R RS RS

e T S

R

B e A T R e e

Lo e e N SO

ere e s

B R e/

e iy

89

It seemed like the extensi ili .
unbelievable amount of reI\leellg)trlle.&1 nd the ability to generate just an

Chairm i i
thlevilr comggtél‘}xNUsz. You said they had about 500,000 names in
r. GABEL. I don’t know how man i i
Y names they had -
f}?tir. What I referenced here in my statement };vag t}llr;tﬂ;ﬁle?cﬁg:i
e gl_ephone calling capacity to reach 500,000 people a month
1(\J/Ihalé-rman AV?’ﬁmﬁzm. Each month. '
r. GABEL. ich was, as I said, was awesome i
1(“J/Ihalrman ANNUNzI0. Do you have any questighlsl‘.;lbdlevable'
T r. l\iIAqK. Just to follow up, you said that after building up
b ese relationships with these companies over the years, this began
ei/fI;roymg those relationships. Could you expand on that?
d?. GABEL. Well, as I mentioned here, we took the new service
gre 1t card registration service back to those credit grantors, the
epaﬁtmex}t stores, banks, oil companies, whatever, to see if they
would be interested 11 sponsoring this credit card registration sery-
10%‘17:0 thenl'down credit cardholders. Y
€ would go to a bank, a department store whateve
we would dc_evelop. a program whereby we would call glr’l:i?dcfg;ilz
cardholder list which they would supply to us.
l\l\/g 1(\}’[201{. Arﬁ;l what period of time was this?
. BEL. This was, i
ea;;ly Part L ol as I said, the latter part of 1981 and the
ne again, the telephone operations, the aggressiv '
gpe_r('iatlons and some of the stories that were Igglated l?(lalre: Soig iﬁg ??ﬁ
1viduals who obviously called the credit grantors and complained

in% ﬁﬁa that def)artment store or that bank.
0 the complaints then went back to the de artment st
banl;il’l‘.hey, In turn, felt that this was scmethli)ng that vxsragrgezlt;rf)};f
Ing their re;utation and their relativiiship with their own credit
cardholders. So they would cancel. 1
So in every case where we had a sponsor, credit grantor, we

Chairman ANNUNzIO, Mr. Prins.
11}’41§s tPRfI‘NSﬂ AIcoup}(ei %f kquestions, Mr. Chairman.
ot all, 1 would like to point out for the sube ittee’s in-
forgna_filon thaj; most of the witnesses in this panel cgllilfang)t?ssvﬁ-
g}?ina]flﬂ)-:g?lzgaln fafE, sought us put} to tell us their stories. And I
ook M8l We Owe ynem a great deal of appreciation for i -
waé'd Instead of us trying to track them down. The}?rc‘;(;rlﬁemt% fg;
?igtenmt?)sih%fi rtlslf;n comé)lta}insdhthat they couldn’t get anybody to
ry, ill
in%to o thel them)., an at they were pleased that we were will-
. Having said that, Ms. Norwoods, did I understand
in l\ad ty}lz}cal night shift, you would bill 1,200 customef?’sc‘)?u to say that
- S. INORWOODs. Actually, our shift never did the actual billing
Ju1 Wz would authorize. And we are talking during the months of
July, August, and perhaps even the first part of September, before
1t really hit the media and spread across the country. ’
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Yes, we authorized up to 1,200 a night. That was basically the
$49 plan. You do some quick arithmetic and that is $1,200,000 a
month.

Mr. Prins. Almost $60,000 a night. That is staggering.

Ms. Norwoops. Of course, this is not counting cancellations, but
this is only sales that were authorized and billed.

Mr. Prins. Thank you.

Mr. Gabel, I know some of these things are difficult for you, and
I don’t want to imply that you were a part of any of these things,
but I would like to discuss some of the things that you and I have
talked about before.

Did you have occasion to sit in on a meeting that Mr. Guenther
and Mr. Loring and Mr. Lieberman held with the various TSR’s
around the country here in Sarasota?

Mr. GaBEL. I was invited to the telephone supervisors managers
meeting, the purpose being I was introducing at that time new
products to sell on the telephone.

So I was trying to sell them on the idea that we have some new
products to sell and let’s get some enthusiasm behind it, et cetera,
because it was the company’s desire to diversify.

But as I mentioned here, it was an exercise in futility. So conse-
quently, I was involved in one meeting. There were several manag-
ers’ meetings, to my understanding, but one in particular I did
happen to sit in on and witness what was going on, yes.

Mr. Prins. Could you tell us what went on at that meeting?

Mr. GaBeL. Well, essentially it was, I guess what | would have to
term a wrist-slapping exercise, where some of the customers’ com-
plaints that the other members of this panel and Mike Ricco pre-
sented to the supervisors, pleading with them to put some sort of
controls on the telephone solicitors in their various offices.

And some of those, you might say some of those complaints that
were brought forth in these meetings were the horror stories that
you heard again today.

Mr. Prins. Now, you said it was a wrist-slapping. Who did the
slapping and who got slapped?

Mr. GaggL. The various telephone room managers were repri-
manded. My terminology of wrist-slapping is that it seemed like it
happened, but shortly after the meeting, everybody went back and
everything was back to normal again.

Mr. Prins. Now, at this meeting that you attended, other than
those phone supervisors from around the country, who would have
been at that meeting?

Mr. GaBeL. Well, in this particular meeting, the marketing rep-
resentatives that I recruited in these various cities who were out
selling the service, et cetera, the credit card promotion service, et
cetera, to the credit grantors, they were in attendance.

Mr. Prins. Were Mr. Guenther and Mr. Loring there?

Mr. GABEL. Mr. Loring and Mr. Guenther were there.

Mr. Prins. Mr. Lieberman? .

Mr. GABEL. Mr. Lieberman and the four or five phone room man-
agers were all present, and those representatives.

Mr. Prins. Do you recall an occasion where you attended a trade
show or convention in Miami—and let me just digress to explain
something. Mr. Ricco who testified earlier, his father previously
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had worked for the company or worked at the same time in a dif-
ferent capacity.

So the Mr. Ricco we are going to talk about now was the father
of our earlier witness.

Do you recall attending a trade show in Miami with Ricco
Senior? ’

Mr. GaBEL. Yes, I do, sir.

Mr. Prins. Do you recall that after the trade show, you all went
out for some refreshment and to discuss the practices of CMI?

Mr. GABEL. Yes.

Mr. Prins. What did Mr. Ricco say to you?

Mr. GaBeL. Well, I think it was what I was saying to him. How-
ever, he sharged my concerns. Those concerns were that there were
just a mounting amount of complaints from customers of poor so-
licitation, overzealous solicitation, you know, all kinds of unbeliev-
able activities going on in the phone rooms. And it wasn’t improv-
ing. And he absolutely concurred with me because certainly he was
the inside man in the customer service area that was receiving the
brunt of those complaints. I just got them from hearsay.

. Mr. ’PRINS. Did he say to you, almost as a plea or something, that
e%f:cil‘; t get anybody to do anything about this,” or words to that

Mr. GaBeL. I would say words to that effect; yes.

Mr. Prins. He was trying but no one wanted to listen?

Mr. GaBeL. Absolutely. :

Mzr. Prins. Did he ever say to you, “I have gone to Mr. Guenther,
}:\{If. I;grmg and Mr. Lieberman, and I can’t get them to do any-

ing’
Mr. GA],BEL. W(_all, as I mentioned earlier, I attended one of those
managers’ meetings. And I heard Mr. Ricco, Senior, absolutely
plead with everybody in the room, which included Mr. Guenther,
Mr. Loring, Mr. Lieberman, and all the other telephone managers
and including myself, “Please, let’s stop this activity out there in
the phone rooms. It is eventually going to be self-destructive.”
Mr. Prins. And what was their response?
_ Mr. GaeeL. As I said, during the meeting, everybody concurred,
it has to be stopped, let’s do it. There were some words mentioned
by Mr. Loring and Mr. Guenther that it needs to be stopped. But
apparently, as soon as they walked out of that meeting and went
back to their respective offices, their practices continued.
Chairman ANnNuUNzI10. They never stopped it, it was the attorney
general here in Florida.
Mr. GABEL. I agree with you, sir.
Mr. .PRINS. That is all the questions I have, Mr. Chairman.
_ Chairman ANNUNzIO. There is one thing I would like to clarify
in my mind before I ask that you be excused. You were talking
about, one of you, feeding into the computer, putting all of this in-
formation on computer tapes, names, addresses, and credit card
numbers and so forth and so on. What happened to all of these
tapes? Could anybody tell me?

Ms. Norwoobs. I have no idea.

Mr. Prins. Who was there the week that th 2
were, Mrs. White? at they CIQsed down? You
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Ms. WarTE. I was there on that Monday. The actual word did not
come out that they were leaving until Thursday. There’ was a
rumor that they were going to close that week, but I wasn’t there

the last day. _ . _
Chairman ANNUNzio. Someboudy said they were going to continue

to operate. _

Ms. Norwoobs. They have. They are operating as we now speak.

Chairman AnnuNzIo. Is it possible that they have moved some of
the equipment to the other company? Why was there such a push
to get the information into the system? The computers were taken
away, but the tapes were their property. That is where all that in-
formation is. _ o

When you were pushing so hard to get the information into the
computers, into the other Cinaclhines, it was the purpose they were

adv anticipating, already planning. '
ahl‘\efis. }II-IAROLDI.) It v%as being planned. We all knew something was
happening. .
gﬁairmgan ANNUNzIO. Where are they operating the other office?

Mr. Prins. If I might interrupt to explain this to you. When they
closed CMI, the company officers moved to the Whitfield Indu_strlal
Park and opened up a new company to sponsor a travel plan incor-
poration. .

Chairman ANNUNzIo. Where is Whitfield? '

Mr. Prins. Down 301 a couple miles. Let me continue more
under this. _

It is in cooperation with Arco, Atlantic Richfield Co. Mr.
Guenther and Mr. Loring took many of the former employees of
CMI and started a new company.

We interviewed official employees of the new company, and they
told us Mr. Loring and Mr. Guenther resigned their interest in the
company as of March of this year. The company is still operating.
In fact, I see one of the office managers or the operations head of
the company here today.

We have checked and found that many former employees of CMI,
including the telephone solicitors, are working for the new compa-
ny. And one of the people who supplied credit card names to CML,
we were told, has apparently purchased the new company and is
now the owner-operator of the company. .

Chairman ANnuNzIo. Doing what kind of business?

Mr. Prins. They are selling a travel-type club. If you break down
on the highway, you get towing, that kind of thing.

Chairman ANNUNzIO. I want to thank each' one of you for ap-

earing today voluntarily.

P Mr. %JACK.Y Let me ask a question, if I could.

You raised a point a minute ago indicating that you all attempt-
ed to go to other sources for assistance. Did you not receive it?
Wasn’t there anything within the law that could be done?

Ms. Harorp. Right after I was laid off, which was in Decemb’er, |
was pretty mad because things were happening that we cguldn p'do
anything about. So I went to—1 don’t know if I should mention
them or not—but I went to the Better Business Bureau. 1 called
Tampa, some agencies, and they were operating on this side of the
law. There was nothing they could do to them.
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And T said, “Isn’t there someone we could report this to because,
you know, like hours we weren’t getting paid for. We were just
being paid for 7% hours, and there was vacation time that we had
accumulated that we couldn’t get.” .

And it was because they were operating on this side of the law.
And actually, to go after them, they needed something more con-
crete. And that, I couldn’t furnish at all.

And I went to the paper, and I had a long discussion with some-
one, an editor of—I have forgotten his department. But he told me
the same thing; they couldn’t help us because they were on this
side of the law and they needed concrete evidence.

And it was only because the FBI contacted me. And I had left my
name and I said, “If you ever want any information to get these
people, because they were getting rich off of this, you know, it’s ob-
vious, you just look us up.” ,

And we all agreed that if ever someone ever took an interest in
this, you know, to call us. :

Mr. Mack. Anybody else want to expand on that?

Ms. Norwoobs. Within the system, when all of this first started
breaking with the media, if we had any doubts before then, our
doubts were verified at this time, that there was indeed something
wrong with this operation, whether it be neither operating in the
white nor the black, but possibly a grey area; there was something
amiss.

I followed the chain of command. I went to my direct supervisor,
who set up a meeting with his supervisor, who was Mark Lieber-
man.

Mr. Mack. I guess I was referring to outside sources. The feel 1
was getting——

Ms. Norwoobs. OK. This has to do with the FBI. It was simply
pushed under the carpet and I said, “Fine.”

Ms. WaiTE. How we knew without a doubt that things were fold-

ing and crumbling was somethirng that is a very important point.

When things were put in the computer, they were telling you
how they were done, but when things were put on the computer,
the normal time was 10 days later, there would be a billing,

And we were getting a lot of calls, “I want to cancel this. I got
this in the mail and decided I don’t want it. I do not want this serv-
ice.” And we would type up on the computer a cancellation. Fine,
then there would be no billing.

But the time came within the last week when I quit where when
they put them on the computer, they were billed. You could not
stop anybody from being billed.

Everybody knew then that that is when the problems would be.
When it was put on the computer, the people didn’t have a chance

‘to call‘in; when it was put on the computer, it was automatically

billed, and there were no kits to be sent.

Mr. Mack. Thank you, Mr. Chairman.

Chairman ANNUNz10. Again, I would like to express the appre-
ciation of the subcommittee. And in your own way, you have made
a very constructive contribution to the subcommittee by coming
forward voluntarily. Your testimony has all been taken down.

22292 0—83——1T



94

i i i i the testimo-

Our lawyers and staff in Washington will review all t
ny as we rr);ark up this legislation. Argd hopefully, we can prevent a

ituation like this from recurring again.
> Hipefully, if this happens, you can feel that you have played a
role as citizens, and I want to compliment each and every one of
you for coming forward like you did.- Without the help of people
like you, it is impossible, as you found out, when ‘they operate
within the law making money, conducting a racket within the law,
there is not much we can do about it. .

But in this particular situation, I feel that we are going to come
up with some good legislation to prevent a situation like this from
~ ever occurring again. . ' . _

Thank you very much for being with us this morning.

The subcommittee will take a 5-minute break. Our next panel -

can get ready; Mr. Arnold Wenzloff, Mr. David Baker, Mr. George
Beyer, and Ms. Kate Hoﬁton. oo ord :

The subcommittee will come to order. _ ' )

Oui Spanel is Mr. Arnold Wenzloff, vice president of Southeast
Services, Inc., Miami, Fla.; Mr. David Baker, directsr of finance
and planning, Beall’s Department Store, Bradenton, Fla.; Mr.
George Beyer, regional vice president, the Credit Bureau, Inc.,
Miami, Fla.

Is Ms. Kate Holton here? .

Mr. Wenzloff, you can proceed in your own manner. |

STATEMENT OF ARNOLD WENZLOFF, VICE PRESIDENT,
SOUTHEAST SERVICES, INC.

. zLOFF. Thank you, Mr. Chairman. ' o

Iltgr rﬁ?e is Arnold Wgnzloff. I am a vice president with South-
east Services, Inc., known as Southeast for the rest of my discus-
Sl(i"[n.have been employed with Southeast banks in their consumer
lending functions since 1961. Our company is responsible for serv1cg
ing 625,000 MasterCard and Visa cardholder relationships an
15,000 merchant relationships in predominantly the Florida mar-
ketplace. Southeast is extremely pleased to have this opportunity
to come before this committee today in order to help focus atten-
tion on the operations of Credit Marketing, Inc., CML o b

During my comments, we will relate both fact .and opinion, be-
cause only with both can we depict the CMI operation. b

We received our first cardholder inquiry regarding an?unaut or-
ized charge by CMI in November 1981. Today, 19 months and over
4,292 charge backs later, we are Stl].l“ receiving cardholder 1nqu1r1e.?
and processing charge backs. Unfortunately, it was not lgll\t/lll
August 1982 that we began to keep records on the number of C.
inquiries and their relationship to our total cardholder 1nqu111'(11es.
At that time, CMI was responsible for 35 percent of all cardholder

backs. . S )

Ch’%igeefollowing month, which coincidentally was the peak of CMfI S
unauthorized cardholder activity at Southeast, they accounted :11'
one of-every two charge backs, an _u_nbehevable share of the total.
This activity is reflected in our exhibit 1. ' L
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Our customer letters and telephone calls, our customer service
staff, our conversations with other Florida bank members, our con-
versations with other Visa and MasterCard members and staff na-
tionwide, and CMI telephone solicitations actually received by our
staff has enabled us to piece together this pattern of activity. Addi-
tionally, R. Foster Winans' article in the Wall Street Journal,
dated February 24, 1983, exhibit 2, can increase the commitiee’s
understanding of CMI’s activity.

Both-valid and invalid cardholder account numbers along with
cardholder names and addresses were obtained by CMI with, but
mostly without, the cardholders’ permission. By invalid account
numbers, I mean account numbers that had been converted from
13 digits to 16 digits; numbers which had been closed or canceled

- and lost or stolen many, many months before the CMI activity. The

account data was obtained from credit bureaus who were convinced
that it would be used for legitimate purposes.

List brokers were another source of account data. Retailers were
paid for their copy of legitimate transactions, which in most cases
contained the cardholder’s address and telephone number. Addi-
tionally, account data can be obtained from cardholders directly
over the telephone by utilizing a variety of questionable techniques

- varying from purported canvassing, to representations that the

caller is a bank or bankcard representative confirming account in-
formation.

Merchant relationships were then established and reestablished
with one or more financial institutions in Sarasota, Fla.; Galveston,
Tex.; Grand Prairie, Tex.; Denver, Colo.; and Pasadena, Calif,
using corporate and trade style names of One-Step Protection, CM1,
Credit Marketing, Inc., CM in Sarasota, CM in Galveston, Consum-
er Marketing Institute, Bankcard Bureau, Credit Mutual, and
Credit Mutual International, Inc.

The account data was distributed via computer reports to tele-
phone solicitors. The well-orchestrated sales pitch promised to send
our cardholders some literature and simultaneously allowed the
salesperson to confirm account data. ‘ '

The literature required our cardholder to decline the offer of 7
years credit card protection for $49; otherwise, we all know the re-
sults. It is our opinion that as the velocity of activity increased,
CMI dispensed with parts of the procedure. Literature was not dis-
patched or was sent to old addresses, account numbers and address-
es were not confirmed, telephone solicitations were discontinued.

This opinion is supported by the sample cardholder letters that
we have included as exhibit 3, and with the more than 250 card-
holder letters that we have brought with us. ~

Unfortunately, we have had to delete our account data since we
did not have our cardholders’ permission to distribute the letters.

It was not until the cardholders received their next monthly
statements that they realized that CMI had charged them with an
unauthorized purchase of $49. This usually generated both a tele-
pone call and a subsequent letter to our customer service depart-
ment who, in turn, created a credit to our cardholder’s account and
a charge back to CMI's Merchant Bank.

As you will recall from exhibit 1, we charged back 4,292 unau-
thorized purchases during the recorded 10-month pericd. This cost
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a minimum of $79,574 based upon our chargeback processing costs
of $18.54. If we multiply the 4,294 chargebacks by the unauthorized
sale of $49, we posted and then credited our cardholders for
$210,308 in unauthorized activity. These figures do not include our
November 1981 to July 1982 CMI activity. Neither do they begin to
reflect the costs of all bankcard issuers who were affected, nor do
they reflect the costs that the Merchant Bank incurs to process the
chargeback or their losses.

Added to this, the unquantifiable costs associated with the card-
holders’ irritation of having to deal with the unauthorized charges,
the overburdened customer service departments, the canceled ac-
counts, and the injury to our account relationship, you reach a dis-
astrous result.

Fortunately, these CMI activities and our burgeoning fraud activ-
ity have produced some very excellent and innovative responses
from our industry. '

Visa has implemented the merchant reference service and Mas-
terCard, the terminated merchant file.

Merchant contracts now prohibit the distribution of account data
unless connected with legitimate activity.

Southeast Bank’s merchant contract contains a security interest
on the funds created by bankcard activity. Zero floor limits have
been mandated via electronic terminals where risk is abnormal.

New carbonless sales drafts are replacing carboned ones.

Southeast, and this is a very important point, has always pro-
vided the two major credit bureaus with truncatad and distorted
account number information. Recently we suggested the implemen-
tation of this routine for all subscribers to one of the bureaus.

At the committee’s request, I have limited my comments to the
operation of CMI. However, before we conclude, we would like to
ask the committee as it moves forward with H.R. 2885 to balance
the illegitimate activities of a few against the legitimate industry
needs to utilize account data. A prohibition of illegitimate activi-
tites is much preferred to a definition of legitimate activities.

On behalf of Southeast, I want to thank you for the opportunity
i)f expressing our views and for your attention to this vexing prob-

em.

I will be pleased to try and answer any questions you might
have.

Chairman AnNUNZz10. Mr. Wenzloff, I note on the desk that you
have a statement that you've submitted for the record. Without ob-
jection, I'm going to make this entire statement part of the official
record.

Mr. WeNzLoFF. Thank you, Mr. Chairman.

[Mr. Wenzloff’s prepared statement, on behalf of Southeast Serv-
ices, follows:]
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Statement
of
Arnold Wenzloff
on Behalf of
SOUTHEAST SERVICES, INC.
a wholly owned subsidiary of
SOUTHEAST BANK, N.A.
before the
House Banking, Finance and Urban Affairs
Subcommittee on Consumer Affairs and Coinage

July 6, 1983

Good morning. My name is Arnold Wenzloff. I am a Vice
President with Southeast Services, Inc. (Southeast) I have
been employed with Southeast Banks in their Consumer Lending
functions since 1961. Our company is responsible for servic-
ing 625,000 MasterCard and Visa cardholder relationships and
15,000 merchant relationships in predominantly, the Florida
marketplace. Southeast is extremely pleased to have this
opportunity to come before this committee today in order to
help focus attention on the operations of Credit Marketing,
Inc. (CMI)

During my comments, we will relate both fact and opinion,
becauselonly with both can we depict the CMI operation.

We received our first cardholder inquiry regarding an

unauthorized charge by CMI in November, 1981. Today,
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nineteen months and over 4,292 chargebacks later, we are
still receiving cardholder inquiries and processing charge-

backs. Unfortunately, it was not until August, 1982 that

we began to keep records on the number of CMI inquiries and

their relationship to our total cardholder ingquiries. At

that time, CMI was responsible for 35% of all cardholder
chargebacks. The following month, which coincidentally
was the peak of CMI's unauthorized cardholder activity at

e e SR

Southeast, they accounted for one of every two chargebacks,

an unbelievable share of the total. This activity is

reflected in our Exhibit 1.

Our customer letters and telephone calls; our Customer

Service staff;

members; our conversations with other Visa and MasterCard
. L

members and staff nationwide and CMI telephone solicitations

actually received by our staff has enabled us to piece

together this pattern of activity. Additionally, R. Foster

Winans article in The Wall Street Journal dated February 24,
1983, Exhibit 2 can increase the committee's understanding
of CMI's activity.

Both valid and invalid cardholder account numbers along
with cardholder names and addresses were obtained by CMI with, -

but mostly without, the cardholders' permission. By invalid

account numbers, I mean account numbers that had been converted

from 13 digits to 16 digit numbers, numbers which had been /

closed or cancelled and lost or stolen many, many months

our conversations with other Florida bank i
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before the cMT activity. The account data was obtained from
credit bureaus who were convinced that it would be used for
ligitimate purposes. List brokers were another source of
account data. Retailers were paid for their copy of legitimate
transactions, which in most cases contained the cardholder's
éddress and telephone number, Additionally, account data
can be obtained from cardholders~direct1y over the telephone
by utilizing a variety of questionable techniques varying from
pPurported canvasing, to representations that the caller is—aA
bank or bankcard representative confirming account information
Merchant relationships were then established and re-~ .
established with One. or more financial institutions in.
Sarasota, Florida; Galveston, Texas; Grand Prairie, Texas:
Denver, Colorado; and Pasadena, California, using corporate
and trade style .names of One Step Protection, CMI, Credit
Marketing, Inc., cM in~Sarasota, CM in Galveston, Consumer
Marketing Institute, Bankcargd Bureau, Credit Mutual andg
Credit Mutuai International, Inc.
The account data was distributed via computer reports ' ]
to telephone solicitors. The well orchestrated sales pitch  ?

romi c
Promised to send our cardholders some literature and ' ’

as th i ivi i
e velocity of activity increased, CMI dispensed with

T,
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parts of the procedure. Literature was not dispatched or

was sent to old addresses, account numbers and addresses

T

were not confirmed, telephone solicitations were discontinued.
This opinion is supported by the sample cardholder letters

v that we have included as Exhibit 3, and the more than 250
cardholder letters that we have brought with us.
Unfortunately, we have had to delete our account data since

we did not have our cardholders' permission to distribute

the letters.

L it was not until the cardholders received their next

[ monthly statements that they realized that CMI had charged

them with an unauthorized purchase of $49.00. This usually
generated both a telephone call and a subsequent letter to

our Customer Service Department who uin turn created a credit

to our cardholder's account and a chargeback to CMI's
merchant bank. As you will reéall from Exhibit 1, we charged
back 4,292 unauthorized purchases during the recorded ten
month period. This cost a minimum of $79,574 based upon our

chargeback processing costs of $18.54. If we multiply the

L e B

4,292 chargebacks by the unauthorized sale of $49,00, we
posted and then credited our cardholders for $210,308.00 in
unauthorized activity. . These figure$ do not include our
November, 1981 to July, 1982 CMI activity. Neither do they
begin to reflect the costs of all bankcard issuers who were

affected, nor do they reflect the costs that the merchant

bank incurs to process the chargeback or their losses. Added to
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this, the unquantifiable costs associated with the cardholders!
irritation of having to deal with the unauthorized charges
’

the overburdened Customer Service Departments, the cancelled

accounts and the injury to our account relationship, you
. r

reach a disasterous result.

Fortunately, these CMT activities and our burgeoning
fraud activity have produced sOme very excellent and

innovative responses from our industry.

Visa has implemented the Merchant Reference Service
and MastexrCard, the Terminated Merchant File,

Merchant contracts now Prohibit the distribution of
account data unless connected with legitimate activity .

- |

Southeast Banks merchant contract contains a Security
Interest on the funds created by bankcard activity.

"0" floor limits have been mandated via electronic

terminals where risk is abnormal.

New carbonless sales drafts are replacing carboned
ones.

Southeast has always provided the two major credit
bureaus with truncated and distorted account number :
information. Recently, we suggested the implementation |
of this routine for a1l subscribers to one of the bureaus.

At the committee's TYequest, I have limited ny
comments to the operation of CMI. However, before we

conclude, we would like to ask the committee as it moves
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forward with H.R. 2885 to balance the illegitimate

activities of a few against the legitimate industry
needs to utilize account data. A prohibition of
illegitimate activities is much preferred to a
definition of legitimate activities.

On behalf of Southeast, I want to thank you for
the oppeortunity of expressing our views and for your
attention to this vexing problem. I will be pleased

to try and answer any guestion you might have.
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Southeast Services, Inc.

MASTERCARD AND VISA

Cu
ustomer Service ACthitY as related to Credit MaIkEting Inc
’ .

Resega;:rcr}%);éei i - e Ma,l:}t?l
nquiries Chargebacks dnaxgeb:ctkizg' e
# # % # %

August '82 8,780 - 1,399 16 490 35
Septenber '82 11,148 1,717 15 859 50
October '82 8,431 1,721 20 602 35
November '82 8,546 1,793 21 663 37
December '82 7,477 1,799 24 498 28‘
Jaruary '83 8,345 1,811 22 525 29
February '83 6,769 1,424 21 342 24
March '83 7,322 1,458 20 175 12
April '83 6,206 1,327 21 93 7
May '83 6,877 1,189 17 45 4
GRAND TOTAL 79,801 15,618 20% 4,292 27%

Exhibit 1

-y



[ Services That Protect

 Credst Cards Irritap :
Many Cardholders

Phony Orders, High Pns‘sure \
SparkStormofComplmnts; !
L Create Losses for Banks L
——
By R. FosTez WinNaNg
Staff Reporter of Trx Warl STREXT Jomu«u.l
Mildred Abbott was surprised, to put it
mildly, when she opened her mai} not long
ago. The 73-year-old Miami hwsewi‘{]e w
ticed that her monthly MasterCard bl cont
tained a $49 charge for seven years 0
t-card protection.
cm‘%‘he bill indicated that she had signed up
for the protection plan on a particular day in
the previpus month. 1 was in North Shore
Medical Center that day ha'dn'g‘ a tumoglr]se-
moved from one of my Iungs, she l'ec‘n .
“] was In no condition to buy anything.
Mrs. "Abbott's prt>brl‘fsr:1II waf :u::.u :‘.; usll;
suspected, the t o
ﬁmrli(up. Thousands of other credit-card hold-
.ers are complaining that they are being
ripped off by firms selllng protection for Jost
oF Stolen cards. They say that they t;;ve
been biiled for the service even though they
didn't want ft—and sometirnes never even
spoke with a sales representative of the ser-
vice frm. ders
Service firms that solieit cardhol erd
generally offer to keep 3 recond of the ca rt
holders' various account DUmbers, Tepol
lost or stolen cards, arrange for replace
ments and notify card lssuers of the custom-
ers' address changes. Some of the services
also provide stranded travelers with emer-
gency cash advances and plane tickets. An~
nual fees average about $12, although lower
annual rates often can be obtained by sign-
ing up for a block of years into the fu-
ture. .
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A Business In Turmoll

Profit margins are Tobws, typically
about 50%, afier expenses. Predictably uexg
card-registration industry has attratt
“jots of peaple who want to make money l})
a hurry and get out,” says H. Spencer Nil-
son, a former Diners Club Internationa) ex-
ecutive who has been writing about the busi-
ness since 1952 and who publishes the Nilson
Report, 8 credit-card newsletier.

Mr. Nilson estimates that 30 protection-
service companies have folded in the past 29
years, *“The whole business fs in turmoll,
e \’;":z:'a credit-card holder gets a bill for
a service thet he hasn't ordered, he may be
puzzled or outraged, but in most cases it is
the bank that is the real loser. As a routine
practice, nearly all banks. cancel or rerun;ld i
questionable credit-card charge imm a
ately. But there Is a catch. The bank -
ready has paid out the sum in question
the protection-service firm, (Few people re-
alize that a credit-card charge ship has mo‘s;te
of the attributes of a bank check and can

converted into cash immediately on presen-
tation.) Meanwhile, usually a month or
more elapses before the customer gets his
credit-card bill and complains about the
charge. And so the bank is left bolding the

bag. .
situations like this, the bank attemp

to Irl:ecavex‘ s money from the protection
firm by & “‘charge-back,” which can take
Ihe form of & withdrawal from the protec-
ton Hirm's bank account, or, if the firm has
no such account, a bill for the sum in ques
tion. In numerous cases, however, the pm}-‘
tection firms have refused to pay. Alt.lmug1
the Individual suras involved are smail, :11.1
Jectively they can amount to & sizable di

o a bank, and so more and more banks are

going to court to get thefr money.

Exhibit 2

ming Volune
tes come at a time when the
“ti-.grdlﬁpgmtecﬂon business is enjoying na.
m. despite the recession, because of uc.‘oe 1r
sumei-s' fears of what lrrdgixbl;:;:pse& l;muon
n.
S e e 81 '"E\'ﬁlﬁm cardholders have

m's 94 & e
d thge::éi %lth s service, up from 2.8 mlr{
on in 1980, according to the Nilson Rep: -
{ says that the industry’s revenue has dou

two years o about $75 mil-
?ll;l l:nt&hepprggably will double again by

msmedl. timate
-card tection 15 a legl
puslness( of courpst even though some nnan:
iefal nd\:visers question t{:te ave::g; . :lgltls
sumer's Keed for It. Few, if any, iplaints
ublic notice about suci
ﬁvmgax?d Sentinel of Canoga Park,
Calit,, which has & rigid policy against using
hones to soliclt for s cart:
pmfectlon business, or SafeCard Slech ;gs
e LaL‘dt‘l!\rdra)l;;' rl:l%iu:hlmema-
ts with bof 13
fee for thelr .
mg?;: (sl::rmae banks and card-issuing x:?&
!chanis have lists of protection fh-m;1 )
{ which they will no longer deal. A notable }2’5
‘ample i5 Secure-A-Card of Kensington, Md,
1t has operated under several names, Inclu :
‘I.ng Card Saver. The company is dehmci:n .
* apd its owner, Joel Katz, is believed by -
* yestigators for the Maryland attorney gix;:
* eral's office to be operating through 2 1
,company. have. com-
; ds of cardholders
'pxa'fr?eod“st?mryland banks that they, have
been bilted for services by Katz-own!
Plegse Turn to Page 21, Column !
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, Contizued From First Pape
phates without thelr permission, ' vdian
Fedetal Savings & Loan Co., a subsy .ary of
American Federal Savings & Loan Co. of Al-
exandria, Va., has suad Mr. Katz in Mont-
gomery County Circult Court. The thrift
firm nlleges that he ran a “credit-card
scam’ and left it in the hole for more than
$70,000 in refunds thal it made to its Visa
and MasterCard customers. 2. Katz
* couldn't be reached, and his attorney rve-
fused to comment on the suit,

Credit Card Service Bureau of Alexan-
dria, Va., likewise has generated numerous
complaints. It was clted by the Federal
Trade Commission in the early 1970s for de-
ceptive advertising practices, And the Bet-
ter Business Bureau of Washington, D.C.,
says it has a file of coniplaints on the com-
pany dating back to 1969. A spokesman for
the watchdog agency says that the company
also was named in numerous biliing disputes
in 1982, Citing litigation with another credit-
card protection firm, officlals of Credit Card
Service Bureau declined to comment,

Another protection firm that has been
touched by controversy s Credit Marketing
Inc. of Sarasota, Fla, which says It had
sales last year of about $7 milliion. Credit
Marketing's officers and attorneys freely
discussed the firm's billing problems. In
many cases, they said, the fault really lay

‘with banks that ‘‘panicked” when con-
fronted with cardholder challenges to thelr
credit-card ‘nills, .

Many of Credit Marketing's dlisgruntled

customers are in Florlda, Great American

Bank of Tampa-last year sued in county {

court to reclalm money the bank says it had
to refund for disputed billings for Credit
Marketing's $43 "'One Step Protection" pro-
gram, Southeast Bank of Miami{ said it had
o hire “three or four people full time to
handle complaints from cardholders,”" and
Sun Banks of (Orlando) Florida also says its
customer-service stal has been snowed un-
der with complaints about the company.
In New York, a lawyer for Chase Man-
hattan Bank says the bank stilf Is owed $46,
000 fn refunds 1t issued and s considering le-
gal action against Credit Marketing, An at-
torney for Zale Corp., the blg Dallas-basad
Jewelry retaller, also says that Credit Mar-
keting stil) owes Zale for refunds. “I can't
say how muril we 2r= in the red,” the attor-
ney says, “but I' can tell you we're not
happy." :
A Federal Pro

Florida's attorney general has filed a
cemplaint with the state's legal department
accusing Credit Marketing of billing custom-
ers who elther declined the service or were
never asked to joln. And Credit Marketing
confirms that Terence Zitek, the U.S, attor
ney based In Tampa, and the local office of
the FBI have been investigating bankers'
clalms that the company has refused to .
bonor refund claims.

However, Be.cram V. Dannhelser, a
Credit Markeling attorney, says he shortly
expacts o settle the attorney general's suit.
As for the federal investigation, Mr, Dann-
helser says, “I'm sure we'll be able to re-
solve that problem also."
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; ,, Threatened by Visa U.S.A. with a lawsuit

* that could further damage its credibitity and

.- choke off its abllity to deposit charge stps
and collect cash, Credit Marketing says it
vecently sipned an agreement with the
charge-cand association promising to repay
merchant banks for thelr refunds,

L “We're going to make every bank

. whole,” Albert Loring, the president of
Credit Marketing, says. He and John
Guenther, the chalrman of the campany, say
they have scaled back thelr operations,
which employ about 23 persons In six loca-
tions across-the nation, and have installed
extra controls to prevent tiie problem from
continuing.

Buyer's Remorse

Mr, Loring, nonetheless, denies that the
company bllled Anyone without permission.
*“People sometlmes forget, between the time
of the sale and when they get their blll, that
they ordered it," he says. **Also, many peo-
ple change their minds when they get the

. BlL" This is a common occurrence in mall
and. telephone marketing campalgns, he
says, and is known as "buyer's remorse."”

Mr, Loring and Mr, Dannbelser, Credit

. Marketing’s defense counsel, poriray them-
selves as victims of the bankng commu-
nity’s fgnorance of the typicaliy high rate of
canceilations In telephone marketing. They |
claim that they warned the banks that the !
number of refunds would be high. H

But, they say, the banks, finding them-
selves burfed In paper work, panicked and
closed Credit Marketing's depository ac-
counts without warning, forcing the com-
pany to scramble to find new banks that
would accept its accounts,

Many of the industry's billing disputes
that have emerged have occurred after in-
tensive telephone blitzes of an area °
) teams of salespeople for protection-servic.

firms. Unsettling to the banks is the impres-
sion given by some of the salesmen that
they are bank employees.

Avolding Insurance Regulation

Although many people apparently believe
that a protection service provides “insur-
ance,” the one thing that most credit-card
protection firms avoid, in their printed ma-
terial at least, is the promise that they will
relmburse customers for financlal josses
suffered as a result of lost or stolen credit
cards. To offer such protection would sub-
Ject the firms to the regulation of varjous
state Insurance commissions—a burden they
chviously prefer to avold. .

As it'is, cardholders’ losses are limited
by Federal Reserve board edict to $50 per
card, tnd most banks and merchants are -
Toath to collect even this amount from vic-
tims, belfeving it is poor public relations,
This has led to criticisms that the protection
Industry provides a service for which there
Is 1o real need. In 1978, In fact, the Federal
| Trade Commission considered, and then
dropped, an investigation that such services
were carrying or “an Inherent deception."”

(2

Where the credit-card protection-service
firms get their prospect lists Is a matter of
concern to some banking and credit-card of-
ficlals. In certain cases there is no mystery:
Some banks have turned over their credit-
card lists to protection-service firms in re-
turn for a “wholesaler's'” cut of 75 cents to

sxiﬁs for each registration contract that is
60

v But often the banks have no idea how
thelr cardholder lists got into the hands of
the serviue firms' salesmen. In some In-
stances, it Is known that the service firms
assembled their prospects list by buying old
credit-card sales slips from retailers. And
sometimes the lists are obtained by subter-
fuge from retall credit agencies.

One Jarge Florida credit-reporting
agency cut off a credit-card protection ser-
-vice from access 1o its files when the firm
was ,unable to prove that it was checking
credit-worthiness and not just getting sales
feads with account numbers. Before that, an
officlal of the credit agency says, “they
were pulling files, through a terminal we
gave them, every minute our computer was
turned on, from 7 a.m. to midnight, five
days a week."

A congressional subcommittee is consid-
ering legislatioh that would regwate trading
In the lists that telephone marketers of alt
kinds use {o contact potential customiers.

Says a Visa lawyer, “The rost interest

'ing aspect of all this may be how these com-
' panies get MNsts that includa credit-card ac-

count numbers,” He adds, “This is a pri
' vacy Issue that won't easily go away.”

o
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Customer Service Department

P.0. Box 523500 .
Miami, FL 33152 . Re: CNEEERNSEN

To Whom It May Concern:

1 am writing in reference to an unauthofized charge on the above-

mentionned account by Credit Marketing, Incorporated. .

According to my billing, this company charged my account forty-nine

($49) dollars on 7/13/82, and the transaction was posted on 7/19/82
(reference number 46630007161430087359610).

When I received the initial telephone call from this company, the

representative did not make clear that this contact was eon behalf of
an independent company. Rather, she gave the impression that she was
calling from Southeast. Bank to verify information she had at hand on
my Visa charge account. After explaining quickly the one step credit
card protection, I indicated to her.that I was not particularly in-

terested.

sion that she represented the bank. She ended her conversation by
asking whether I would be at home for the next fifteen minutes. Sus-

?i

cious at this point, I said yes, and she hung up.
became i11 ("morning sickness"). Simultaneously the telephone rang.

answered in hopes that it was my husband (so that I could explain the

previous, now-suspicious telephone call)." Instead, it was a gentleman who
clearly identified himself as a representative of Cred1t Marketing, Inc.
He said he was selling one step credit card protection and asked whether

I was interested. At this point I felt quite 111 and told him that I was

sick and couldn't talk. As I began to hang up he quickly asked if his
company could send me information on this service. Unable to speak, I
uttered a “no" and hung -up, running immediately to the bathroom.

I strongly object to this company's presumption in cﬁarging my account

for something I did not authorize and do not want. I believe this

telephone "scam" s a serious misrepresentation of Southeast Bank to its

credit card customers. Above 211, T believe the ready access not only to

She insisted that it was worthwhile, still giving the impres-

Immediately thereafter

1

my- credit card account number but also to any outstanding balance and/or
credit 1imit on said account by other than Southeast Bank for the sole

purpose of cajoling unsuspecting consumers is a gross violation of pri-

vacy and consumer rights.

I trust that you will correct this charge on my atcount, and hope

that such an incident does nct again take place in future. Thank you
for your cooperation in attending to this matter.

- Exhibit 3

NI
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FRAUDULANT CHARGE LINE READS AS FOLLOWS:

08-18-82 _ 75106202232262143002064  08-23 CREDIT MARKETING, INC. GALVESTON, TEXAS  549.00

J @ September 10, 1982 -
a A
| %3_ a . ﬁ) ;

Customer Service Department RE: Card
Card Holder Claims :

P.0. Box 523500
Miami, Florida 33152

Dear Sirs:

As per my conversation with the Customer Service Department | am writing this
letter to outline to you what occurred on my charge with regard to ''One

Step Protection' which supposedly is a service for credit card theft and loss
protection. | was contacted over the phone and asked If ! was interestad. As
this phone call was made during the dinner hour | was in a hurry and said

that | was not interested in any such service. The lady on the phone insisted
that she s2nd me a letter outlining their service. As | was in a hurry and

as | could see no harm In a letter being sent, I agreed and hastily asked |F
THERE WAS ANY CHARGE FOR THIS TO WHICH SHE REPLIED NO. The next thing ! knew

| received my statement with a "mysterious’’ § 9.00 charge on it from Texas.

I had kept the garbage that she had sent me and the $49.00 rang a bell. Sure

enough, that was where the charge came from and | called the next day and raised
- holy hell.

The thing that disturbs me the most In all this is where they obtained my Master
Card number. and how they so blatantly abused their authority of which they had
nohe, to use my card. | honestly was infurizted beyond what | could describe in
this letter to you. It honestly frightened me that this cculd be done inasmuch
as I',pay my bills on time and take my charging privileges with you very
serfously. | would appreciate it of you could see that this $49.00 charge is
removed. |-have attached a copy of my bill and have highlighted that abuse. |
personally hope that. this Is stopped and that perhaps some legal action can be
taken to stop this sort of thing.

.1 want to take this time to thank you for your attention in this mattef'and !
trust you will contact be by mail or phone should you have any further questions.

L"
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- July 20, 1982

Better Business Bureau Counsil
Sarasota County Chamber ¢of Commerce
JAttention: Bobbi Keller
" Manager Better Business Buraau Council
P. O. Box 308
Sarasota, FL 33578

Dear Bobbi Keller:

This letter is in reference to a problem we acquired with a
business in your area, Credit Marketing Inc., of 1718 Miin
Street, billed MasterCard $45.00 for services that we didinot
.eequest. They sent a brochuee explaining their services,

They said that MasterCard had automatically been billed and

if we didn't want the service we had to call them. Well we
called but MasterCard sent us the bill anyway. I do not know
how they got our account number because we didn't give it to
them nor do they have a written signature. The problem is

not only are we being billed for something we do not want, ‘'we had
already cancelled our account. Now, MasterCard thinks it'has
been reopened. We feel that companies of this type are a

menacae. This form of operation where they bill the consumer

-and Ehen place the burden on the gomsumer to nottfy them is
unfair, ) : .
Enclosed are copies that we've sent to MasterCard and Creddt
Marketing Inc. If there is anything you can do to help us

and prevent this from heppening to someoneelse we certainly
would appreciate it. Thank you in advance.

. Sincere

]

R e

it
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Jaly, 19, 1982

Credlt-uarkeint XInc.

- 1718 Main Street

Sarasota, FL 33578

Credit Marketing Inc:

This Letter is in regards to a MasterCard bill we {u

Thq Pill was for services by your company. Wwe digiggtrzgiizggée

&any uqrvigea. We are curious to know how you obtained our charge

card nurher particularly since we've cancelled our account g

Beina careful consumers we've always looacd carefully into.w

I? purchade. It’s our custom to decide wvhat we want tien purchase
¢ not the other way around. We are appalled by your method of

:Eeration. We dq not feel that you should hill for servicag,

: en make it our responsibility to inform you if we do not want
t. Apparently that method didn'¢ work. As soon as we received

I:“: 2rocggre wva called and said we weren‘'t interested. This

Mastorgizd.l‘ incorvience for us especially sinpe we've cancelled

fe adviged that we have no {ntentions of paving the

guggest you straighten it out with Mantergafd.g Wa a?il%érwzgding

& copy of this ledter to the Better Business Bureau in Sarasota

and expressing our dissatifaction to them. .

Sincerely:

- .'-
—— 3
¢ .0 .) ; e
. . ‘ - . -r:?

22-222 0—83——8
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P.0. BOX 308
SARASOTA, FLORIDA 33578,

August 3, 1982

" RE: Oue Step Protection

pear dr. D

Attached please find a copy of The
neply we aceeived negarding youn
complaint fited with this Divisdon.

We hupe this matfea has been handled
.20 youn satisfacteon.

Thank gou §ea contacting the Bettea
Business Counced fon assdistance.

BETTER BUSINLSS COUNCIL

by

ot wish to have thé

ler.. By advising hig

\y for the plan he

em removed from his

t Y@thin 60 days as
f it is not, we suggest

- g -

iend

111

Exclosure
Have adjusted (cancelled) witl adjust by

oV / SR

Unwilling to consider {explain below) .
1 . - .
. When advised by this customer that they did not wish to have the

1 : .
One Step Protectiqn Plan, we cancelled the order. By advising his

f - " wredit card company of his intention not to pay for the plan he

instituted a charge back action to have the iiem removed from his

i . account, It“should be deleted from his account within Gd days as
v a-result of his notice tn_kis .card company. If it is not, we sugaest

R o

He have his bank write to our accounting department for a proper

- —— — et tve e - . .

——

1 handling of the removal of any charges.

M.A. Richards
Customer Serviee

[P
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Hovember 29th 1982

State Attorney's Office
Fraud Division

Dear ﬁrﬂ,

Pleaso £ind enclosed & OOFY of my letter
understand 13 new

and bold schems, which as I

. waas matter and do not hesitate

!

4o South Esst Bank on a ‘wory interesting
1n South Florida, please look into
to call me if you need further information.

' P.O. Box 012325

et el e

) :Onato-sr Servico.

113

Fovemb‘.er 28, 1982 . L

Hutar Chnrge/Souﬂ: &ut Bnnks ': ' -' PRI

Himi, ﬂc. 33107

Spa * -. _-.
r.:,‘ ; . .

"
. B, ¢

N Por IV tolophone eonvcrut:lon of Lh-idgv tha 26th,. tha chuges of $h9.00 was not
' nuthoriud by us. T m torewarding a eopy cr th:ls letter to the State Attorneyts

of.fica, since I eonsidor this a:ltution a frnnd, an invation of privacy lnd
aonehov a ucurity lnk on the Scmt.h East Bank, eontidentinl information,

.. .. ‘ . . M n._

A peraon called our home sometim in t.he ear]y evening, and identified hia company

'_,u a Sout.h East Bank Insurance urviceseu for a fee of $4,9.00 this company would
; 1nsurmco our credit cards agaimt loss in cue of thett. After he finished his pitch,
2 he verified our credit car nwnbox-, I requosted a vrittan literature on his service

to ‘be railed to us, nnd did not agree to lux.scriba to this ssrvices.

: 'l'ho 1literature nevexr vu receind, lnd we forgot sbout the phone call wntil now,

Bow did this people get our corrcct moa P telephcns number is not listed

B undor our name(but in sur nothor's m.idon pame, B0 ws are probeet.," from random calls)
" loat 1mpomnt how ds.d thoy got the credit card munber?e v, . - ¢ ¢

We feal SOuth Bas€ Bank h}u a lecurity problm, w- feel om- privacy hu been invaded,
"and we are at the morcy of uho ever \nnta to use our aard ‘pumber and nage, never mind

chuso on :lt too.

We d.mnd t.h.ia chuge to bs delitod right nov, md 8 letter from Haster Charge

explaining bow this people can tike a chance on doingz this, we do not want to

think t.hnt some one in Master Cha.rgc is nllinz out a list of the customers but
mlt help to think thias 1s posaibh.

Both w husband d molf use onr crodit clrd for bussineas and 1f you check our

. ncords ve ars carefull card naera, and very good paying customers, at this time

we nud a good o:plan-tion to keep nrfrom cancelling our crcdlt card and going

‘to luricln E:prul. . L .

e
. L. - R . -~
. PO

TR ST TR T

o TR

e e e R TR R R s
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METROPOLITAN JUSTICE BUILDING

Muamt FLORIDA 33125 : ; ,

STATE ATTORNEY | i , - (}Zjﬁb

. September 18, 1982

JANET RENO o
ATE, ATTORNEY : TELEPHONE (305) 547.5200
ramm December 19, 1982 o) , : .
v Master Card
Custemer Service Department
P.0. Bex 523500
Miami, Florida 33152

PN

The at XERoxE .
e attached Astatement WeS received by me on September 1éth. an

A‘Sc’utheast Services
P.0O. Box 012555
Miami, Florida 33101

Gentlemen:s

Attention: Dennis Sickle

Re: Credit Marketing, Inc. . .
CED NO. 82-0214 ) . inspectien of the charges noted thersen revaales thut the first charged itmm

" ) LR i T . - “
Dear Mr. Sickle: vit. "Credit Marksting Inc, Tx. #49,00" sheuld net have been charged. I never' f
sutherized Credit Narketing Inc., er any of their agents er empleyees te muke

Enclosed is & copy you requested of the complaint
sent to your Consumer E£ervice Department do This
and to our office. uch a' charge, Hew #id they get away with Jing of dealing?

We appreciate your interest in this matter. Again, On er cbeut Jily 16,1882, prier te d e
I would like to suggest that you contact Barbara Briggs, . R » s P my departure for wemx psints nerth, “
Assistant State Attorney with the Office of the State received a telephene call u'ﬂmd &P.M, fr .
Attorney in Sarasota. BHer telephone number is (813) 1 *n 4n individual whe ceuchea his .
957-0432, and her address is: Office of the State Attorney, : sales pitch in such manner as to make me b i ca
Consumer Fraud Division, 2002 Ringling Boulevard, Sarasota, ) ; ’l,i"“ he was a repm“‘n“ti“ of
Master Card; that if I purchssed credit card insurance (lost er stelen), I

Florida 33577,

Sincerely, * weuld be allewed 90 days free insurunce hefare Fiyin g fer it, Imstead I wus
JANET RENO mediatel  char ed, I den't ) ’ .
State Attorney Y £ én't go fer that kind ef dealing,

) I, therefere ,request that yeu delete this item frem my current stutement,

l W/ ) ) An early réeply will we appreciated. Thank you.

Very truly yours,

By: DY SPER
Legal Assistant
Consumer & Economic Crime Division

Js/1s

Enclosure
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1718 Main Siree! .
Sarasota, FL 33577

JRATULATIONS on your decision to join thousands of other cedit
'ders In the fight to protect against thett, loss and fraudulent use of
ards. ’ -

tice s as confirmation that your protection has been in force since N -
2! ,zwhen during a phone conversation with our representative
nofledged your desire to enroll in ONE STEP _PROTECTION, a credit ) '
jistration and protection service. -~

anroliment kit will be ?ailed to you shortly. ﬁ([ -
hd Y

onéfinsrnwanxnow.. ' oA

membership is for tume ;ears and covers all credit cards that have been
or will be issued. in the future to you and your immediate family.

vill be billed for your membership on your account.
+ should lose your-credit cards or have any questions please contact our

. Mr. Riceio: 1.800-237-9648 _ (In Florida $-800-282-2270)

\wone Sales Representative # i 3

\

N .

Miami, Fla, August 27th 1982

.

Ona Step Protection
1718 Main Street .
Sarasota, Fla. 33577. ‘

Aﬁtn} General Manager

Gentlemen:

I have recveived a congratulatuons card from your firm, stating that
~1. have ;accepted this membership that is good for 7 years at a price of
$42,00, As you can see I'm sending copy of this letter to Master
~Card, Visa and The Better Business Bureau in order to set the record
straight. )
To begin , let me”tell you that I myself am a business owner for
guite a while and dealing with the people daily and I ecan tell when
the are foreing a product or & gale to you. The lady that made the
phone call to my residence ( which is a private number by the way and
n-+ +to be used for soliciting) never gave the orportunity to tell
‘her that I did not want the offer she was making to me. She memorized
the speech very well or perhaps was reading it at such speed in order
to avoid any interruption on my part. Her Number is : 3102

-~ 4w~ Af nraoduct or service

ik g

o, i et

17
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| “IA)C‘Q)C/ d@ 29, 1982

Aceount Number

‘Customern Service Oepartment
P.'O. Box 523500

* Miomi, Flonida 33152

To whom it may concean:

119

On June 9, 1982 , e wene charged for One Step Credit Cand Protection
for $ 49.50. We called Onhe Step Credit Cand Protection and cancelled

o 4t on June 23, 1982. Now on oun July bill it shows the credit of $ 49.50
~ = lBut on the aame bill we are charged orice again fon the Credit Cand Protection
won June 11, 7982, without a credit to accompany if. We then called Mast

© <z spoke to.Mre. “Palont and che told us to

er Cand
wite a detten Zo Master Cand and

<tate that we were chaiged twice and eredited only once. Now on the August

are duwo charges and one credit, M.Ldlwehadaueadywu}ttmalzbtm about
and now we are being changed intercst on 2his disputed emount.

e,
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~ August 18, 1982

bl B
_ . : (:’, e
Customer Service Department ' ) i
P. O. Box 523500 / 3 h
tiami, Florida 33152 ( |

o

RE: Account l-

Dear Sir/Madam:

Thiz is to inform you that there Is an error in my Viss statement.
" -1.have been charged for a .service i did not want.

- Amst month § received a call from a ‘reprasentstive of One Step Pro-

*' tection, .8 credit carc protection agency. He asked me if | wanted
their services, and ! said no. He replied that | was under no
obligation to buy their services, but he insisted in sending me some
fliterature. 1 told him that he could send the literature but { want-
ed to be sure that | was under no obligation to buy anything. His
reply was that if after receiving and reading the literature | was
not interested, ! could discard said papers. Later that same day
2 lady csalled me to verify my address, again | emphasized to her
that | was under no ebligation to buy and che agreed.

After receiving their litarsture, | never returned any registration forms,
Now, as you can see in tha enclosed copy of my statement, | have

been charged for their services.

| would appreciate it if you could get this matter resolved as scon as
possible, and communicate to the company In question that | am very
disappointed with tha way that they have conducted their business.

2

Sincerely,

-

PN S R e e v ey et

B ezen

T T T
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e
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)

T

VISA

Customer Service Department
P.0. Box 523500

Miami, Fla. 33152

Gentlemen:

Seﬁtember 13, 1982

Regarding the highlighted charge of $49.00 to my account

I would ask that You remove thi
. t 18 charge from my account immedi
along with any interest that accrued while said charge was ;:;§:§1t8

my account,

ing:: zgtoggggozéze this chafge. The understending was that I was
ation., was to look over the
and if interested, I was to si ate form ang eoonts
8ign the appropriate form d
Same to sender in order for this cov hic we
erage to be valid. i i
fact, stated on the form - signature required to be valig?ls s, A

I did not sign the necessga
. ry form and, theref i i
Purchase of this coverage. Nor did I d; 80 viao::ie:;gn:Ot suthorize

I am absolutely furious that some

1 one could charge g i
account wlth?ut.my authorization. I feel the mgnnezﬂzzhiﬁgc;ot:zs
was handled is illegal on the part of Credit Marketing, Ipc.

&
Please remove said charge from my account.

/vl
Enc.

Very truly yours,

3
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C/gf“o

August 31, 1982

VISA Customer Servzce Department
P. O. Box 523500
Miami, FL 33152

Dear .Sir/Madam-

On my August statement, I show a p\n.cha.se made for $49.00 on 8/20/82
at Credit Marketing, Inc. in Galveston, TX.

After checking my records and sales slips, I find that this purchase,
attributed to my accoun was never made by me or
anyone in my family. Therefore, I am requesting an investigation and
consequently a cred:.t from Visa.

In speaking with Mrs, Perez, of your Customer Service Department, I
do not have to pay for this amount in question; although I will pay
for the other charges in my billing statement.

I would very much appreciate that this correction be made before my

next billing date which is '9/22/82.
u niii ii contact me by

Thank you for all your assistance, and if yo
phone, you can reach me at my office number,

Sincerely,

/mv

‘Enclosure (copy of statemznt)

s

-

ey AT

-
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.Sépt. 15, 1982

VISA - Customer Serviece Nepartrent
attn: Cardholders “terctant Claims
®, N, Pox 523500

Cviari, Tla. 33152

Noapy 8ir or Yadam:

T am attaching a crny of my VIS2 Septerber statement

on which.a $49.00 charge appears for a "fne Steo Protection”
service. T hava at no time aut%o“1~eﬁ suech service or
have requeste” this company's sarvice. °rnv10uslj at

™y home T receiverd a phone call fror this company in which

-they asked to send some information to my heme and T

tolf therm I was not interested,.

- -

¥indly rerove +his charse of $42.30 from ry statement as
it was not in &ny wav authorized.

Thank ‘you,

S

SRR
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September 17, 1982 . . )
MasterCard . ‘& g‘?ﬁﬁ ] b <
Customer Service Deapartment % o v :
P.0. Box 523500 i3 | /
Miami, Florida . : y
33152
Gentlemen:

-

I am writing to you in hopes that I will be able o get this matter on the
above referenced rectified. %

. *
1 have received the attached billing with an error. make reference to the

v in the billing.

first charge listed on the attached. There seems to be an error

I have never been in Sarasota.Florida, not even on that date. ' I have no
knowledge of the company listed or the charge. I have not ordered anything by
phone nor has my wife. Therefore I would like for you to review this matter

and credit my account.

I have been informed by one of your telephone operators in the service
department that all I would have to do at this time would be to pay the annual
membership fee which I have enclosed and to wait for 30 to 45 days until the
matter can be investigated, ‘therefore I have enclosed the annual fee and

I will await word from you.

Very truly yours,

T e SR A me e et
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Iid Y ) 7

MagterCaxrd

- P, O, Box 012325

Miani, FL 33107 o

MagterCard:

This letter is to advised that cur letter to you dnted Mav 27, 1082

- -

stills stands Tirm, 3
acco;:t? nds Titm. e no :'Longer wizh to maix}tain our lMasterCard
We recently received a bill for $49.00 %o
! £ . ior the ser fcr
ﬁiigzing’éﬁéuﬁefgég not a.gi:e to this scrv&ce.’vég:rg is :git
fcna, us f
g;eratilo’n does not 1n{nrea=ssz. 7 Ehat we do. Thelr matheds of
easa be advised that we have no intantion of
o . paying th .00,
izfz g:\fxol;\gvsoaag-gg:stiozs please contact Creditpngr}:gting ;4"9:.00
cut up corag. want a MastarCard account. Enclosed a_fc_a our

B )
e —————— . - ————

Sincerely,

.. ”»
. "'
e 14
.

o i
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November 23, 1982

Master Card

Customer Service Dept.
P.0. Box 523500
Miami, Florida 33152

Dear Sir: .

Please be advised that a charge of $49.00]from Credit Marketing,
Inc., Sarssota, Fla. should NOT be+placed’on our bill.

That firm telephoned my home, outlined their service and asked
if they could forward more detailed information to us in order
for us to look 1t over. I sald they could send the information-
I did NOT say I would purchase their gervice.

When the material arrived at our home, I locked it over and de-
cided it was not necessary. I called their toll-free number
the same day and told a customer service representative I did
NOT want their service. I was told we would not be billed.

I signed nothing and gave no verbal authorization that would
allow them to charge our account for their service. I did not
give them our account number. \

I sm annoyed that your company would allow charges to be placed’
on customer accounts without that customer‘’s signature to verify
that the customer did, indeed, make such a purchase.

Furthermore, our telephone number had to have been purchased
from a credit ‘card company in order for them to contact us to
begin with - an invasion of privacy, as far as I'm concerned.

Frankly, we have been Master Card customers for many years,
we have chosen to close all our other credit accounts because
we have been satlefied with your service to date. Please
clear this matter up quickly, and we will remsin so.

Sincerely,

ccs our file
Enc: copy bill dated 11-12-82

- ety
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November 29, 1982

MasterCard

Customer Service Department
P.0. Box 523500

Miami, Florida 33152

BE: Acct. No.

N e S SCIUIT L WY

Dear Sir;

Enclosed find a copy of my statement for November.
On this statement there is a charge for '$49.00 Dy
Credit Marketing, Inc, Grand Prairie, Texas.- This is
an unauthorized charge by this company. I never gave
them my account number via telecon and would like to
know how they obtained it. ’

Please delete this charge from my account along
with any interest that might have been incurred.

Also, please do not charge me for anything which
you have not received a copy of either my husbands
or my signature. This will eliminate any future problems
which might occur.

-

an
e
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Computer Products,inc.

Yao

November 15, 1982

Bankcard Services One Step Protection
1718 Main Street
Sarasota, Florida 33577

Gentlemen:

I am returning the membership kit which was
mailed to me and which I have not signed. I -
do not wish this service and did not give you
authorization to bill me. .

You billed me $49 bh_ky Mastercard account and
I am advising them by copy of this letter that
I wish credit immediately.

I do not think this is ethical business, since
I did not agree to accept this service and yet
you billed me. \

I will expect immediate action on this or will
have to resort to other means.

Yours very truly,
et TSR RER

e SR

- T
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February 25, 1983

mzo

Hastercard

Customer Service Department
P.0. Box 523500

Mizmi, Florida 33152

Gentlemens

I am'writing regarding the $49.00 charge added to my account from
One Step of Sarasota, Florida. 1 belleve this Is a charge for some sort
of credit card Insurance against loss or theft of your credit cards. |
did not authorize this to be charged to my account and am at this time,
requesting you remove the charge from my account.

. | received a telephone call the latter part of December asking If
| was Interested In purchasling this credit card Insurance. Apparently,
the call was from a company named One Step. | was told | would recelve
10 or 15 days free coverage while they malled me an application. | was
under the assumption that after | recelved the application and reviewed it,
IT | wantad the coverage | would be charged after | completed the
application and returned it to them. When | recelved the application
through the mall, I decided | did not want the insurance; therefore,
I discarded a1l the materfal that was sent to me. | now find that |
have beeh charged the fee of $49.00.

As | no longer have any materlal from this company, 1 do not even
have thefr address or phone number to contact them regarding this blll;
therefore, | am requesting you credit my account and advise thls company
| did not authorize them to charge my account In the first place and |
definitely do not want thelr services!! o

| appreciate your help and prompt attention to this matter. . If }
should contact the company directly, please send me the name and address
end phone number of this One Step and | will be glad to do so.

, . Sincerely,
. -

. HMastercard Account m

i e

+mre
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W | . November 18,' 1982

Customer Service Department
Attn: C.M.C.

Attention Sirs:

ent., 1

Enclosed f£ind photo-copY of my mastercard statem
r the

not authorize or give permlSSlon to anyone fo

daiad
ge me for the credit card

Credlt Marketing Inc. to char

after I
tection program. I did call the company the day
prote ‘
ow I was
got information on it in the mail, to let them Kn

o 1 rested J.n hl o 1 1 y accom\t for t}ie
not nte t 5 P ease c:ed t ™

$49,00 on my next statement.

\
sincerelyY.

B e S i

,,,,,

AR A i R
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Chairman ANNuUNzIO. I have another statement from Mr. Beyer,
and without objection, Mr. Beyer, your entire statement will be
made part of the official record.

Is there a statement from Mr. Baker?

Mr. Baker. No, sir, there is not.

Chairman ANNUNZIO Mr. Baker, would you proceed in your own
manner?

STATEMENT OF DAVID BAKER, DIRECTOR OF FINANCE AND
PLANNING, BEALL’S DEPARTMENT STORE

Mr. BAkER. Yes, David Baker, from Beall’s Department Store. As
you asked to define our relationship with Credit Marketing, we
started in the fall of 1982. A Credit Marketing representative pre-
sented us his promotion of the one-step protection plan.

The list of retail and other organizations participating in this
program included many well-established department stores and
other organizations.

We did check with the Better Business Council of Sarasota and
received no indication of wrongdoing on the company at that time.

We chose not to participate in the instore promotion as it was
presented, but to participate in the list, be it phone or mail promo-
tion.

The procedure was for Credit Marketing to take VISA and Mas-
terCard slips as were described and enter them into their computer
name, address, and develop a call list for referral. We were paid 6
cents per slip.

We gave them slips in the month of October, I believe, or Novem-
ber. I can’t quite tell from our records on that, and either in the
latter part of November or the early part of December.

In January, we had some inquiries from our east coast stores
about some of the practices that may have been happening with
this. We requested a statement of the phone conversation or the
script, as it was referred to here today, which we did receive along
with the verification procedure.

And although it appeared to us to be in order, we decided at that
time to stop doing business.

I should point out that Beall’s is a full-line service department
store that depends on loyal, repeat customers that return again
and again. And therefore, we strive to keep our customers happy.
So with that in mind, we did stop doing business at that time.

Shortly thereafter, things came out in the press that we have
heard today. With respect to H.R. 2885, sir, we support the
strengthening of legislation to control credit card fraud, and the ex-
tension .of the act to cover credit card account numbers, debit
cards, electronic banking, and other electronic devices to charge an
account.

The expansion of electronic debit in the future requires this
change. However, you must be careful in changing and modifying
your bill from its present state not to overlap truth in lending or
create excessive paperwork.

As I read it now, I think it does very well what you intend it to
do.

-
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On the subject of credit card fraud, the use of this information
for legitirnate reasons must remain free to be used by all con-
cerned. The publishing of electronic delinquent, stolen or fraud
numbers or so-called hot lists is necessary to prevent fraudulent
use of credit cards.

In fact, the free interchange of such data electronically is the
best hope we have of stopping a very major cause of fraudulent use
of credit cards and a reduction in the stolen card process.

That’s all I have, sir.

Chairman ANNUNzio. Thank you, Mr. Baker.

Mr. Beyer, would you proceed in your own manner?

STATEMENT OF GEORGE F. BEYER, REGIONAL VICE PRESIDENT,
FLORIDA REGION, CREDIT BUREATU, INC., OF GEORGIA

Mr. BEYER. Yes, sir.
Chairman Annunzio and members of the subcommittee, my

name is George F. Beyer, and I am regional vice president for the
Florida region of the Credit Bureau, Inc., of Georgia, CBI. I am the
officer responsible for our operations in the State of Florida, and I
held this position during the 1981-82 period when we did business
with Credit Marketing, Inc., of Sarasota.

Today my testimony will be limited, as your staff has requested,
to our business dealings with Credit Marketing, Inc.

CBI acquired the Credit Bureau of Sarasota in June 1981, but
was affiliated with the bureau prior to this time under a contract
to provide automated and managerial services.

The Sarasota Credit Bureau began doing business with Credit
Marketing, Inc., on January 31, 1977. After the account was opened
with Credit Marketing, the firm appeared to have continuing cash
flow problems, and it failed to pay its bills for services provided in
a satisfactory manner. CBI eventually charged off the account bal-
ance as a bad debt and terminated services to Credit Marketing be-
cause of these financial problems.

Subsequently, in November 1981, Credit Marketing’s officials
contacted CBI and asked to purchase services again from us. They
indicated that they were engaged in a different type of marketing
activity and that they could now keep their financial commitments.

These officials stated that Credit Marketing was offering a one-
step protection plan for protecting consumers’ credit cards, for re-
porting lost or stolen cards, and for providing a $500 line of credit
for members of the plan for emergency cash when a member’s
credit cards were lost or stolen.

Since Credit Marketing was contemplating a direct and appar-
ently legitimate business transaction with consumers, which in-
cluded a line of credit as a part of its one-step service, we conclud-
ed that it was permissible under the FCRA to provide Credit Mar-
keting with promotional lists and credit reports on respondents
from the lists we provided. However, we insisted that they make
advance payments to cover part of the cost of services we agreed to
provide them. An account with Credit Marketing was opened on
November 13, 1981, to do business as I have described. :
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ed. A copy of Mr. Loring’s letter has been submitted to the subcom-
. ing’ i hat our busi-
ite Credit Marketing’s representations, we felt that our bu
neIs)se S’clljéc?sion not to provide further serv1ces.t'§o this organization
t, and we refused to change our position.. _ ‘
W?\S/hc'.o Igﬁgirrarllan, I hope this summary of our dealings with Credlli{:
Marketing has been helpful to you. .CBI Wo_uld be please;d to wc;}x;
with your subcommittee as you consider legislative solutions to the
i roblem of credit card fraud. , _ _
gr?v;;xrigagailable for any questions you may have in this area.
[Mr. Beyer’s prepared statement, on behalf of the Credit Bureau,

Inc., of Georgia, follows:]
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PREPARED STATEMENT OF GEORGE F. BEYER, REGIONAL VICE PrESIDENT, THE CREDIT
Bureau, Inc.

Chairman Annunzio and members of the Subcommittee,
my name is George F, Beyer, and I am Regional Vice President
for the Florida region of the Credit Bureau, Inc.' of Georgia
("CBI"). As Regional Vice President, I am the officer res-
ponsible for éur operations in the State of Florida, and I
held this poéition during the 1981-1982 period when we did
business with Credit Marketing, Inc. of Sarasota., Accompanying
me today is Brian Garrett of our Corporate staff.. I am pleased
to appear in response to your June 27 invitation to testify at
these hearings on H.R. 2885, the Credit Card Protection Act,
and specifically on the business relationship existing between
CBI and Credit Marketing, Inc. in 1981 and 1982,

Along with most of tﬁé'American financial community,
our company has become increasingly concerned over the growing
problem of credit fraud now being brought to public attention.
CBI's President, John Baker, explained our general views on this
subject in testimonﬁ last May before-the Consumer Affairé Sub-
committee of the Senate Banking Committee in Washington. We
commend you and this Subcommittee for seeking practical solu-
tions to this growing national problem and we would support
additiocnal legislation where appropriate to establish stricter
peralties for proven credit fraud.

Today my testimony will be limited, as your staff has
requested, to our business dealings with Credit Marketing, Inc.

At the outset, let me state that CBI closed its account with

&
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Credit Marketing, Inc. on October 22, 1982 because we found evi-
dence that Credit Marketing, Inc. had breached its agreement
with us. We found that Credit Marketing, Inc. was ordering re-
ports on persons not anticipated in our service agreement,
thereby obtaining reports for a fraction of the cost of a regu-
lar in-file credit report. We also became concerned that Credit
Marketing, ‘Inc. may have been using our credit reports in con-
nection with alleged business practices which had recently been
criticized in the press, including chargus to consumer card
accounts which consumers said were not authorized. Let me ngw
give you some background on CBI, our dealings with Credit Mar-

keting, Inc., and how we discovered that organization was acting

-

improperly.

CBI is a "consumer reporting agency" as that term is
defined in the Fair Credit Reporting Act ("FCRA"). Our opera-=
tions are similar to other automated consumer reporting agen-
cies, and we provide a variety of services which assist busi-
nesses in the analysis and management of financial risks, and
which help consumers obtain the goods and services they want and
need. Among these is the service of providing lists of quali-
fied prospects to businesses seeking new customers. This ser-
vice is provided by the credit marketing division of CBI which
should not be confused with Credit Marketing, Inc.

CBI acquired the Credit Bureau of Sarasota in mid-

1981, but was affiliated with the bureau prior to that time
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under a contract to provide computer and managerial services.
The Sarasota Credit Bureau began doing business with Credit
Marketing, Inc. on January 31, 1977, which was then operating
under the trade name of "Community Marketing Institute." Cred-
it Marketing, inc. also did business at one time as "Credit
Mutual International," For convenience, I will simply refer to
this organization as "Credit Marketing." When.Credit Marketing
opened its accouqt with the Sarasota Credit Bureau in 1977, its
officials stated that it primarily engaged in promotiocnal work
in acquiring new charge accounts for established reputable busi-
ness firms, including major department stores. I have attached
promotional material which we obtained at that time describing
Credit Marketing's account acqiisition services. (See Appendix
npAn)

After the account was opened with Credit Marketing,
the firm appeared to have continuing cash flow problems, and it
failed to pay its bills for services provided in a satisfactory
manner. CBI eventually charged off the balance $§ a bad debt
and stopped offering services to Credit Marketing becaﬁse of
these financial problems.

Subsequently, in November 1981, Credit Marketing's
officials contacted CBI and asked to purchase services again
from us. They indicated that they were engaged in a different
type of marketing activity and that they could now keep their

financial commitments. These officials said that Credit Market-
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ing was offering a "One Step Protection” plan for protecting

consumers' credit cards, for reporting lost or stolen cards, and

for providing a $500 line of credit for members of the plan for
emergency cash when a member's‘credit cards were lost or stolen.

In response to Credit Marketing's request in . 1981 to
resume service, CBI personnel visited their offices. It appeared
to be an active marketing operation with a considerable numbef
of employees. Its officlals further described their "One Step
Protection" plan and gave us a promotional kit explaining their
service. A copy of this kit is attached for your information,
(See Append?x "B")

Since Credit Marketing’was contemplating a direct
and apparently legitimate business transaction with consumers,
which included a line of credit as a part of its "One Step"
service, we concluded that it was permissible under the FCRA to
provide Credit-Marketing with promotional lists and credit re-
ports on respondents from the lists we provided. However, we
insisted that they make advance payments to cover part of the
cost of services we agreed to provide them. An account with
Credit Marketing was opened on November 13, 1981 to do business
as I have described.

CBI's marketing division completed three prescreening
promotions for Credit Marketing between that time and October of
1982'whenfwe.termina£éd our services to this organization. IQ
each case we worked from a purchased list of names selected by

Credit Marketing and ran these names against its specified cri-
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teria., The criteria were virtually identical in each of the
three promotions. (Qualified names were to have three accounts
with balances greater than 0, with at least one bankcard having
a "l1®" rating and no ratings of "4" or higher currently, and no
prior ratings of "5," no bankruptcies and no accounts in collec-
tion. 1In addition, criteria were included to try to exclude
people in each instance alread? likely to have be;n solicited,
such as holders of certain bankcards. From what I have been
able to determine in the short time since we have been contacted
on this matter, the dates, areas and size of the three promo-
tions (for convenience, designated as "CMI I," "CMI II," and
"CMI III") were as follows:

CMI I was ordered Deckmber 3, 1981 and delivered
December 17, 1981. We were asked to provide a maximum of 41,000
qualified names in Fairfax County, Virginia and Prince Georges
County, Maryland.

CMI II was ordered January 13, 1982 and delivered
February 8, 1982, This promotion involved approximately 20 coun-
ties across Florida and did not specify a maximum number of
qualified names. We delivered 108,971 names for this promotion.

CMI III was ordered on January 22, 1982 and delivered
on February 19, 1982, This promotion involved selected counties
in Alabama, California, Georgia, Maryland and the District 6f
Cclumbia. We provided 72,972 qualified names,

Credit Marketing also wanted 74,000 names in five coun-

ties in the Bay Area of California. It requested these names
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on February 18, 1982. We did not provide these names because
Credit Marketing was again falling behind in their financial
obligations‘to us.

- We furnished a total of 222,943 names to Credit Mar-
keting between December, 1981 and February, 1982 during the
three promotions noted above., This service was provided out of
our Atlanta office,.

In addition, Credit Marketing was authorized to order
"back-up" credit reports on individuals who had responded to the
solicitation and desired to become clients of "One Step Protec-—
tion" through our Sarasota Credit Bureau office. It is a normal
industry practice'to provide credit grantors with back-up reports
in connection with promotions‘at reduced billing rates. Under

our agreement with Credit Marketing, these reports were to be

vordered only on. persons who responded from the promotional lists

provided through CBI. Our billing records show that the monthly
billing of "back~up"™ reports was as follows: February 15, 1982,

676 reports; March 16, 1982, 1118 reports; April 15, 1982, 3817

" reports; May 14, 1982, 4639 reports; June 15, 1982, 2452 reports;

July 15, 1982, 2689 reports; August 13, 1982, 3303 reports; Sep-
tember 14, 1982, 6055 reports; October 13, 1982, 5146 reports;
and November 11, 1982, 1392 reports. (These are billing dates
for reports delivered during the prior month.) Thus, CBI pro-
vided Credit Marketing slightly over 31,000 reports during the
approximately 11 month period that we did business under our

promotional agreement for its "One Step Protection" program.
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As a matter of possible interest, CBI had previously

provided promotional services for "All For One," the credil, card

application solicitation business of Credit Marketing. At
that time we declined to include back-up reports in our service

since we were unable to establish a permissible purpose for

Credit Marketing to purchase zonsumer reports in connection with

that particular type of service which did not include a credit
extension by Credit Marketing.

As I noted earlier, we closed this account in October,
1982, Let me now explain why we took this action. 1In sate
September, 1982 several things came to my attention that sug-
gested that something irreqular was occurring with the Credit
Marketing account. I noted in‘feviewing the business records
which come to me covering every office in Florida that Sara-
scta seemed to be processing a higher number of back-up re-
ports than seemed reasonable in light of what I knew of the
volume of promotions. After further checking, I found‘that
Credit Marketing was ordering an increasing number of back-up
credit reports at a time when we normally expect a decrease
in report usage due to the time which had elapsed since we
had delivered a promotional list to Credit Marketing. I also
heard rumors in the financial community during mid-September
that some banks were experiencing problems with Credit Market-
ing because some of their cardholders were disputing billing
charges for Credit Marketing's services. Arcund September 30

we received a copy of a complaint letter about Credit Marketing
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from a consumer as well as a Virginia newspaper article from one
of our employees that raised concerns about Credit Magketing's
business practices in dealing with consumers. (I will provide
the Subcommittee copies of these documents if you so desire.)

In light of these developments, I did further checking
internally and concluded that we should suspend service since I
found that Credit Marketing was violating‘their agreement with
CBI by ordering credit reports on persons not covered by the
list we had processed. Although we had no proof to document the
alleged improper charging practices of which we had heard, 1
also felt that if the allegatiens were true, Credit Marketing
indeed could be obtaining credit card numbers from our reports.
Accordingly, we made a busine;g’decision to terminate our ser-
vices, and we advised Credit Marketing of this fact by telephone
on Friday, October 22, 1982. Our local manager met with Credit
Marketing officials on Monday morning, October 25 at their re-
quest to more fully explain why we had decided to stop providing
services to their organization. We advised them that Credit
Marketing had violated their agreement with us by ordering cred-
it reports at the back-up price of $0.85 which was a fraction of
what they should have been paying for regular credit reports. We
also indicated tha£ we were concerned over consumer complaints,
and showed them a copy of the letter we had recently received
from a consumer. We further noted that we were concerned about
allegations in the Virginia newspaper article which raised seri-

ous questions about their business practices.
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Credit Marketing officials assured us that they were
acting legally, and thatlthey were certain to get some com-
plaints, given the large number of solicitations they made to
consumers. They also advised us that they were receiving ac-
count numbers from many different sources, including retail
stores that provided them with copies of customer charge slips.
Credit Marketing's officials also stated that they were about
to contact us to request an additional promotion of approxi-
mately 500,000 qua::fied names. Mr. Albert Lo;ing, Credit Mar-
keting's president, immediately wrote CBI's local manager fol-
lowing up on the October 25 meeting. He sought to assure CBI
that Credit Marketing was not eggaging in improper practices
and wanted to have their service;-reinstated. A copy of Mr.
Loring's letter is attach@d. (See Appendix "C") Despite
Credit Marketings' representations, we felt that our business .
decision not to provide further services to this organization : "
was correct, and we refused to change our position.

Mr. Chairman, I hope this summary of our dealings
with Credit Marketing has been helpful to you. We believe that
our initial decision to provide services to Credit Marketing
was reasonable and proper at that time. We also feel that we
were correct in deciding to terminate our dealings with this
organization when our procedures uncovered iFregularities in
their account activity.

CBI would be pleased to work with your Subcommmittee
as you consider legislativé solutions to this growing problem
of credit card fraud. Now, I wogld be happy to try to answer

any questions you wish to raise.
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Appendlix A

invitations from many reputable businesses
in your communily are enclosed lo give you
the instant purchasing power to make setliing
In your new home pleasurable and con-
venient,

As credit customers of these fine companies
you will .enjoy the convenlence of shopping
without carmying cash and having ready
identification for check cashing.

Be the firs! fo know of speclal sales or jus!
order by phone or mail.

Since there is no obligation
or charge for this service,
why not apply today and
have the convenience of
“Purchase Power” when a
new homeowner needs it
mosti

1520 Ringling Bivd.

(,} ) COMMUNITY MARKETING INSTITUTE
(J\ " sarasota, Florida 33577

i s s e - I — T e st

VISA AND MASTER CHARGE...

Visa and Master Charge give you an in-
stant charge account at more than 2,000,000
places of business across Florida, the United
States and around the world and with South-
eas! Visa and Master Charge, you'll be able
to fake advaniage of all the exciting special
offers, coupons and discounts Southeast will
be sending you monthly.

GAYFERS...
one of the South's fines! fashion department
stores localed in Clearwater, Tallohassee,
Pensacola, Panama Clly and Fort Wallon
Beach, Florida.

IVEY'S...

for a bright new woild of fashion and shop-
ping pleasure localed in Clearwater, Day-
tona Beach, Jacksonville, Meritt Island, Or-
ange Park, Orlando and Winter Park, Florida.

Al
BELK LINDSEY...
serving Florida for over 40 years with 27
convenient store locations throughout the
state,

JORDAN MARSH... (o unit of Alled Siores)
designer and famous name fashions for you
and your home, Make shopping frem Central
to Southern Florida the most exciting under
the sun,

MOMNTGOMERY WARD/

JEFFERSON STORES...

credit cards honored at over 2500 sales
ouflels throughout the U.S.A.

ROBINSOW'S ...

everything from home furnishings to women's
fashions, with six stores in the Orlando, St
Pelersburg and Tampa Bay areas.

WOLF BROTHERS ...

one of Ametica's fine clothing stores with store

locations in Tampaq, St. Petersburg, Bradenton
and Fi, Myers, Florida,
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i you already have a VISA or Master Charge
account fom another bank, you are sfilt
eligible to apply for additional accounts with

CREDIT CARD APPLICATION

(Apply for one or all 10 with one application) :
Complete and sign the application below and retumn it to us In the postage free eme!ope
provided. The company or companles from whom you requested a card will comoct you
after processing your application ~ usually inless than thirty days.

i N O

PLEASE PRINT ALL INFORMATION REQUESTED

4
5
=
4
| o || NAME FIRST INITIAL TAST DATF OF BIATH | SOCIAL SECURITY NUMBER
| Southeast Bank to gain the conveniences 0O .
i of a Florida bank. = HOME ADDRESS AFT NO' CITY STATE ZIP CODE INF?S AREA HOME PHONE
Y
| CODE
| 8 TANDLORO OR MORTGAGE ROLDER ADDRESS 1 OWN 11 RENT FURN] MO PAYMENT
4 T 11 RENTUNFURN " ! OTHER
GAYFERS d #= | PREVIGUS ADDRESS ciTy STATE ZIP CODE NO OF YRS | DEP CHILDREN
'Y
H { g EMPLOYER (IF SELF-EMPLOYED GIVE NAME AND NATURE OF BUSINESS) | POSITION/RANK INO OF YRS | BUS. PHONE
: 3
; %..... T — g NAME AND ADDRESS OF NEAREST RELATIVE NOT LIVING WITH YOU RELATION PHONE
i "a — ™
: \ x
; [’ =
: E_dan marsh _F_YO-U_ARE__APP'LYING FOR A JOINT ACCOUNT OR AN ACCOUNT YHAT YOU AND ANOTHE ﬁ'ﬁEﬁS‘UN‘Vﬁ TUSE,
L — a COMPLETE THISSECTION RELATIONSHIP TO APPLICANT PLEASE SPECIFY
: T =1 |[NAME FIRST NITIAL LAST DATEOF BIATH | SOCIAL SECURTY NUMBER
: <] « ————BUSINESS ADDRESS | FOSITIONAANK | RO OFYAS—BUS PHONE ]
; . R charg ﬂ i |[EvPLovER BUSINESS ADDAESS FOSITIONTAANK OFVAS— BUS PHONE
i - z :
% o = II'NAME UNDER WHICH CREDIT ISLISTED NAME FIAST INITIAL LAST
f e L___J =1
; ( O |[CREDIT REFERENCES
i o= |l {(Bunks. Stotes, Credit Unions, Finance Co 's) and Complete hut of ALL Disbts Now Owing_Attach Additionat Sheet f Necessary
¥ g NAME ADDRESS  GITY STATE W W ann ] MO PAY, JACCOUNT NUMBFR
i
b «
} . Fa charg :f
b
i "_[::]""‘—.m x
It HA
i TSRS TN 2
. -""‘y‘ 3 iy p= | CHLCKING ACCT SAVINGS ACCT
J E, ‘5 14 || BANK NAME AANK NAME
M.‘ e W Baithora 0O HEXISTING OR PREVIOUS VISA OR MASTER CHARGE NUMBER | AUTOMOBILE MO, PAYMENT
i - ' oces Ao s = FINANCED BY
4 o ALIMONY, CHILD SUPPORT OR MAINTENANCE INCOME 1 £ 0 vOT it 1351 Qb §) APPLICANT'S
El & 1| 1€ YOUCHUOSE NOT IO HAVE THAT INCOME, COHSIR Y OFOM TNE PURPOSES OF 1015 AP ICA I sty MONTHLY
g IF YOURECEIVE SUCH INCOME ARD WANT IT CONMDERED BLE AN LISE THE AMOUKE AN WONIGE § SALARY
THE BRDEHSMGRE D ARE JOIRTLY AND S VE R ¥ o LOAMPLICART S
-':I'w [_____] ':‘-Iul: l__l INCURRL 1) ON ANY ACGOUNT pun;muvl[; ::Ill; ::‘l“:‘n‘*::: :u,m G Mk::::: ;
i - " Y
i Any or all of the above credit cards can SIGNATURE OF APPLICANT DATE 0O O 81D
4 i i N TOTAL
i pe opplugd for by completing one conven | SIGNATURE OF CO APPLICANT IF CARD 1S AEQUCSTED DATE MONTHLY §
B ient application, and only once, Just initial SALARY
] ihe boxes of ithe cards you want. .
i
3@
K
i
¥
]
] .
+
1
= R
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; UNLIMITED REGISTRATIO, L YoE-
t & N OF 1 " byi4
: ‘ 3 CARDS FOR THE ENTIRE tNun S]‘f‘ggl'l‘ :)] ﬂr‘.{:ll:) :]n;u'lr.xn.};iun. documents when ihe member ":"
i ?\@ FAMILY, A seiStEtion form sppliced it the g ihar the eredit cord issuers were noitled. RS
g membership matenial permits easy: fising of eren REPLACEMENT OF LOST OR STOLEN )
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- ; :3 COMPLETE CONFIDENTIALITY $500.00 EMERG smembers |
7 SECURITY, ONE STEP PR()TECTI(S.\\:?'D credit cards are l:.r:‘«‘):rysf)'ltns\"\'\'lr’\:ll::gs\%}l\v?;r!’ q}?J
. i en oAl > \* simbershi fease il i Re .sfrm{g"f"'s"{l’ and Informaion is confidental, it MUl wall wire ups 0 $50000 s 1 oieh | &4
IMPORTANT: To aciivate and validate your membership. please tilt o ] elation and service is available only 1o the advance on ihe member's Visa or Mustorand N
the REGISTRATION FORM and mail'it in to us toclay 1 thember or the members immediate family, account. B!
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ACT ONE

PANIC & CONFUSION

Can vou remember EXACTLY how many credit cands and
charge accounts vou have? Other fanuly memibxers. oo?

QK How about all the cand NUMBERS? Are they recon fed

S .

Did you know that under federal lasw, it vour eredie cand
companies comply with cenain recguirements,
you coutld be hable for up 10 S3000 1 Irdulent Chandes op

o2 ?
[4
2 ? 2
. ') [ 4
4 ¢ each credit cand vou [ossess?
? Where do you send or call repons of thee [ost or stolen eireds? ?
? ?

How would you notify each card 1ssuee? Ciny vou e
saustled through venticanon?

.
et e

ACT TWO
ONE STEP PROTECTION™

P

ONE STEP'"™ Registration - lor Securiny: e tor Confidennaliny

—

ONE STEP™ Toll Free Call - tor Instant Noutichton e for Writen .
Confirmation e for Replacement e Jor Emergency Cash e jor 5 i
Change of Adddress { h
. ACT THREE ]
PEACE OF MIND {f
{

Cunain falls as millions of people eroy the happimess, f’
security, confidence and jysice aof mind thar ONE STEP H
PROTECTION™ bnngs into ther livess. ?

i

10 1979, 80000000 people possessed neary GOOOOO OO0 credit
cards, Almost 4 million of these carabolders [ose 20 aulion eredi
cands and neardy 1ok of those Jost eards were used trivcdule ey i

since new credit resmctions will dromancally reduce the numitser
of cards issued, each card vou hold wall Iecome mone st et
o theft and raddulent use than ever betore
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sHANGE OF ADDRESS NOTICE
1ase Notify My Card Companies Of My New Address:

2w Address Effective Date:
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Mai to: ONE STEP PROTECTION™
1718 Main Street, Sarasota, FL 33577
My One Step Protection™ Mambership No.

DAY OF BIRTH MONTH OF BIRTH
AME: New Home Phone { )
IEW ADDRESS: Business Phone { )
Zip
JLD ADDRESS: Old Home Phone { )
Zip
gnature Today's Date:
Cut Here
DDITIOMAL CARDS NOTICE Mail to: ONE STEP PROTECTION™

ase Add The Following Cards To My File;

1718 Main Street, Sarascta, FL 33577
My One Step Protection * Membership No.

WME:
CARDHOLDER (IF DIFFERENT FROM MEMBER)
NAME OF CARD CITY STATE® -. CARD NUMBER
For Master Card enter first four digits appearing over your name.
DAY OF BIRTH e eeeee . MONTH OF BIRTH
gnature Today's Date:
Cut Hers
ELETE CARD NOTICE Mail to: ONE STEP PROTECTION™

-ase Delote The Following Cards From My File:

1718 Main Street, Sarasota, FL 33577

My One Step Protection "™ Membership No.

AME
CARDHOLDER (IF DIFFERENT FROM MEMBER)
NAME OF CARD CITY STATE CARD NUMBER
For Master Card enter first four digits appearing over your name.
DAY OF BIRTH MONTH OF BIRTH
ignature Today's Date;
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Apperclix C_

BGW CREDIT MARKETING. INCORPORATED

1718 MAIN STREET, SARASOTA, FLORIDA 33577 (813) 366-7500

October 25, 1982

Mr. Gene Hand

Credit Bureau Inc.

4400 Tamiami Trail South
Sarasota, Florida 33581

Dear Gene:

Confirming our meeting today in my office, let me
outline CMI's current business practices in marketing
our credit card registration serrice called One Step

Protection.

CMI curreritly operates six telephone offices throughout
the United States, with each office operating forty
telephones. We contact and interview over 500,000
persons each month. Future offices in the Midwest and
Northeast are scheduled to open early in 1983.

Obviously, these many phone calls will produce a certain
number of complaints. Even one half of one percent will
generate complaints from 2500 prospects per month.

Our customer service department personally responds to
each and every inquiry, regardless of origin, and
corresponds regularly with both Visa and Mastercarxd
International to ensure that our company’s practices
are in compliance.

CMI does not wish to enroll anyone into OSP who does
not want to enroll, nor who changes his/her mind after
receiving the kit. To this end, CMI offers the respondent
several ways to communicate his/her desires: 1) at

the time of the verification call and 2) when the kit
is received, they are told they will be billed on their
next statement and to call an 800 # if they wish to
cancel. (CMI waits twelve (12) days from the date the
kit is mailed before submitting the sales draft to the
merchant bank). CMI's policy on charge backs is to
automatically refund to any person desiring to cancel,

———
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Page Two

CMI obtains its pProspect lists i
brokers thgt contract with mailfgsge?uﬁgiggz l;sts
igsponse firms and other companies that geneéatz ad
t;.sts o§ credit cgrd buyers or users, In many ca
rjiS? lésys con?aln credit card numbers whichyareses'
tg alge in ch‘s Sarasota computer and not given to
e phone solicitor. Thus, the solicitor is never in

a position of knowin :
o tescinn OF kn g the respondernt's card number

In addition, CMI also
: : purchases bank cardme
S;g::ﬁigrgr::dvzieuu§ retailers who honor V?gzra§EOSPECtS
; C r is Information i i :
fidentially in our computer systé;.also retained on
-

I'm hopeful this informatio 111 ¢
) n will clear u is-~
;ggsrcs;tanging that CBI has about our compgn;ma(ngugoth
uenther and myself would be happy to meet with

any of your pecple : £
and convenience? here or in Atlanta at your option

. ,

?ik:etgaggégﬁlgily :nx;gus to act quickly becduse we'd
extensiv

before the end of this yegrprescreen progran from you

I'll call you Fri {
mEtber. Yy riday to discuss further steps in this

Cordially,

A

Albert M. Loring
President

AML/bh

CREDIT MARKETING, INCORPORATED

22-222 0—83——11

T RS R g o 30

I

st v



158

Chairman AnNuUNzio. Mr. Beyer, would you explain to me what
a backup report is? Did CMI ever tell you what its principal pur-
pose was in requesting the backup reports? A

Mr. BeYer. No, sir. It is part of the industry’s normal procedure
when they purchase a promotional prescreen program from the
Credit Bureau. We have found that the credit grantor will obtain
an estimated 10-percent backup reports.

Mr. Chairman, this is an internal decision, and why the credit
grantor does this, some of the reasons are, when considering lines
of credit, when considering a certain type of merchandise. But
theirs is an internal decision, and we agree to do this for them.

Mzx. Prins. Just a clarification for the chairman here. Someone
who purchases a prescreening list gets basically only the name, ad-
dress, and maybe the phone number of an individual. .

In order to get a backup report, that person just can’t say, “I
want a backup report on this number of peopie.” Isn't it true that
they have to have received a response from the person that you're

ordering a backup report from?

Mr. BEYER. Yes, sir.

Mr. Prins. The person has to say, “I want your product” before
they can get a backup report?

Mr. BeyYEr. Yes, sir, Mr. Prins. And they had certified to us in
writing that they will comply with the law. And every name that
we furnished to their select criteria must be solicited for their-
product.

Mr. Prins. They certified to you that the people had responded.
But if, in fact, they had not responded, they would be violating the
Fair Crediting Reporting Act; am I correct?

Mr. BEYERr. Mr. Prins, their certification to us is that the name
that was purchased from us under their criteria must be solicited
for the service to be rendered.

That’s the certification commitment by law.

Mr. Prins. Right. But what I'm getting at, I'm not saying that
you did anything wrong, but if they lied to you and if they didn't
solicit these people, what they wanted was to get the backup
report. And what did the backup report have that they didn’t have

at this time?
Mr. Bever. The backup report would have the full contents of

our credit history file and data.

Mr. Prins. But it would also have the little sweetener that they
wanted, ard I think we both know what it was they were after.
Wi did they have on there that they really were seeking?

1ir. BEYER. From the testimony I've heard today, one could possi-
biy come to the conclusion that it was the bank card account
number.

Mr. Prins. I would say one could possibly come to that conclu-
sion.

Mr. BEYER. Yes, sir.
Mr. Prins. So once they got that information, if they had already

talked to the customer, they would have that number; wouldn’t we

assume that?
Mr. Bevyer. You could assume that, sir, yes, if they requested

that from the prospective customer, yes.
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Mr. Prins. But if they hadn’t talk
. ut i ed to th

Wci\lﬁd ]g?«: vmla{;;rg}g1 the Fair Credit Reporting chtl'l?.Stomer, then they

VIr. BEYER. ey made no contact with anv of the ns
purchased fr in vi ion of thots certa
tioﬁ pased yecs).m CBI, they would be in violation of their certifica-

r. MAck. If they made no contact? What ’ ing i
: ;i ou’re

?}111 that \wvas necesrary was just a phone conta};t, notsgyrlggu‘lessg }%gt

ﬁd ierg;ce tha’It‘ gvas discussed over the phone? i

- OEYER. Ihey certified that they would mak i
the names that they purchased from us. Now, this ioalrlgsé}ctigt l‘glﬁh
V1eM:el%phone ]?néil/\gr In writing, I believe. wabe
. L. PRINS. But Mr. Mack, there would have t b 18]
Eﬁgs;lgpvist%b%ihed. They couldn’t just say “V&ge v?r:n};L’lcilr;Zisdrsi)au-
rvice. , “

iy Service. | € consumer would have to say, Yes, I would like

Cr%(/ilit report.
r. BEYER. Mr. Mack, I am not able to
_ , : quote the ] i
?nuc:;tilogzlllel‘i’set ;hxalg I\Ivlzenf a credit gx('iantor purchases pre?ge‘éig%agl{g:
) , S5 Irom a credit reporting entity. t -
g}llméegl by layv' to solicit the_names they had p%lrchasz:i. %SZ raereu:irfe
15\1/[ A 1%{jir‘lxccerlu}jiz that t(i us in compliance with the law 1
: K. ’ i lav
polivrllt of TA0K. Eam, all that’s required from the law from your
r. BEYER. That we obtain the certificati
Mr. Mack. And from the stan:i int of i,
. andpoint of the perso i
ﬁ(;ntagt was, in fact, all they did was make the %ont&tﬁ%ﬁ?io@i
1&9; % Icgzsgi;f% 11;)0 13{ou til}?ttthere was a request for the se,rvice‘?
r. . I believe that’ i o
M .MACK. O S correct, sir.
Chairman AnNunzio. Did you ever have any discussions with

ou i i
gfouztgorporate personnel in Atlanta prior to closing the CMI ac-

lc\)’{lr. BEYER. Yes.
alrman ANNUNz10. What did vou dj ?
Mr. BevEr. I had brough i ention
: . ght to their attention some of the findi
?lgartlzl%'x gés%o;:rll. %’l }}rliz;c; broughﬁ to tﬁfir attention some of tl?efi*llllcllrlxrcl)gs
_ around in the financial ci
recommendation that we consider closing ‘theaacgi)lsrllis =nd made a
Chairman ANNUNzI0. Based on your findings? .
(lg.g'é.BEYER.AOn my findings, yes, sir.
Irman AN indings
alleorning. NUNzIO. The flndmgs are what we referred to here
ow important to you is the fact that CM i
backay mpor at CMI was paying the
foxl'v*ire ;I;ortsl‘a? rt rate of 85 cents rather than the normal $1.70 rate
Ir. BEVER. Mr. Chairman, it was extremely i
_ ] , ely important, i
111;1 ;w;% ar;eag. One is they were getting a producrt): tharé' tﬁegelsfe:;ee’
reaslcl)n orize 1 hto get according to our agreements. And the second
was that they were paying an unusually low price for a
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product that many other of our customers were paying much more
for.

Chairman ANNUNzIO. They were getting like about 30,000
backup reports, right?

Mr. BEyER. That’s correct, sir.

Chairman ANNuUNz10. And if they're buying 30,000 reports and
the normal rate is $1.70, we're talking something like a figure of
$50,000. By paying 70 cents, they were getting a half rate?

Mr. BEYER. Yes, sir. .

Chairman ANNuUNzIO. What is your reason for giving them the
half rate? I don’t quite understand it; was it the volume?

Mr. Beyer. No, sir. Since they had purchased an original pro-
gram from us, this is also part of the service that we allow custom-
ers to take advantage of in a discount price situation because of the
total cost of the program involved.

Mr. Prins. But normally, the customers will come back and just
ask for backup reports on a few, several, not too many people; is
that correct? '

Mr. Beyer. Historically, I believe the figure is an estimated 10-
percent of the total names.

Mr. Prins. Ten percent. And you gave them on the prescreening
how many names then?

Mr. Bever. I believe I have a figure of $222,000.

Mr. Prins. So 22,000 would be the maximum normal situation
someone would come back and ask for?

Mr. Bever. Historically, marketing people have advised me that
the 10-percent figure would be the average, yes, sir.

‘Mr. Prins. How soon after they pulled the prescreening did they
come back and ask for the backup reports?

Mr. BeYeEr. Without referring to my records here or records that
are available but not at my disposal, I believe they started the pre-
screening promotion either in February or March of 1982, and the
first backup reports, I believe were ordered in March of 1982.
Please refer to my prepared statement for the correct dates.

Mr. Prins. Is that normal?

Mr. BEYER. Yes, sir. _

Mr. Prins. I mean to get that kind of a time sequence?

Mr. BEYER. Yes. I believe on solicitation programs, after you have
a mail drop and/or a telephone program, your response returns
usually come in about a week and a half after your initial contact,

es, sir.

Y Mr. Prins. Is it normal for them to pull backup reports in
August and September of that year? '

Mr. BEYER. No, sir. That’s one of the features that brought that
to my attention.

Chairman AnNNuNzio. When did you discover, approximately,
that CMI was ordering backup reports on people who were not on
the prescreen lists? Approximately when did you discover that?

Mr. BeveEr. This factually would be the early part of October.
There was certain information I had to obtain before I could make
a factual decision.

-~ Chairman ANNuUNzI0. October of 1382?

Mr. BEYER. 1982, ves, sir. ’

Chairman ANNUNzI0. Then the closing was in March?
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Iltdﬂr. ‘]EEYER. rIV‘&lfle closed with them October 22, 1982.

T. DRINS. 1he account with them was closed. Let me follo

;)é; écéll?ifg tc;fhlstmlght.tth;Jlen t?e); purchased reports not on thewpxl'leIz
, was tha t wi
thﬁ/lm e part of your contract with them to allow
r. BEYer. This was not in our agreement. Our agre

. e :
only to allow them to purchase backup reports on nagmesntllig; K:g
purchased through their prescreening promotional programs.
ize%l;c.oprlgc}é?‘ By getlt&nt,g}{1 tlgose reports, which they were not author-

Ve, w 2 A . .

kpolzgl}sing ecel ou at not be a violation of the Fair Credit Re-

r. BEYER. I do not know, Mr. Prins, personally if it i
aBltllg % lfﬂit?v;hl‘t was a direct violation of their agrgementlsw(i)trhngg'
cail/fe o?this. 1s was strong enough for us to terminate service be-

r. PrINs. But you didn’t t i i i
for § 4 AINs, Week}; 0 n't terminate them right away, it went on

1\l\gr. IBDEYER. TY"}?S, sir, that’s correct.

r. PRINS. ‘The point I'm getting at is I think the Fair C di -
porting Act is pretty clear. It says if you are not entitledrfo l;;elsi
report, and you get that report, you've violated the law.

hNow.the agreement with your agency is fine for your relation-
\Sv alé) awgt})lla%MI’ ?Igl W}l_("la.t vae’I;ie cl%ncerned with is whether there
10n of the Fair Credit Reporting Act.
were not entitled to get those reports‘.I?) rHnE Act. And you say they
%r. 1I)BEY]E:R. ]’%‘hat’s correct.

r. PRINS. Did you notify anybody? Did you feel any re ibili-
ty to notify any legal authorities that you thought )trhlissgggls;glr};
Wal\s/.[ obtaining reports that they weren’t entitled to under the law?

Mr. BEeYER. ;t was handled internally directly to individuals
within my area’s responsibility to our home office.

Mr. Prins. Your answer i i i
mont ofe: 1s you did not notify any law enforce-

lé/.g'. Bever. No.
alrman ANNUNzIO. Mr. Bak i i i i
Bel\allll’sBsell chonge Ao, CMI% er, during what period of time did
r. BAKER. The period of time would be October t
January, October of 1982 to December or Janua(;*yelt;f <1)9]§§.c ember or
abggflg}rgige éf{Nt‘J?N\%o. Xivlho from CMI would approach Beall’s
ips?
o parge ¢ P as there someone from CMI that would ap-
1(\)/{11'. BAKER. XIL Steven Cantor, I believe. : ‘
alrman  ANNUNzIO. He represented CMI and
’Beall s about the purchasing of these charge slips? Andagg\fvo?ncggg
was your company paid for each charge slip?
Mr. BAkER. I believe it worked out to about 6 cents.
1i)lhmll;man ANNUNzI0. Six cents? ‘
askefi fo?‘.I?NS. Was that the rate set by them, or was that what you

thgd;iallngER. I believe that was their offer the way they presented

Chairman ANNUNzIO. Did .
pany besides CMI? you sell charge slips to any other com-

Mr. Baker. Not to my knowledge, no, we haven't.

2
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Chairman ANNuUNzio. Do you have any idea how many charge

slips you sold ?ktbG C’?I'}%S‘{?)OO
. BAKER. About 75,000. .

1C\Jdlfairman ANNUNzZIO. 75,000. When they came 1?n and asked flgr
this deal, did you investigate the company at all? Did you rtnade
any kind of investigation to find out what they were going to do
with these charge slips? After all, you were selling slips and num-

t belonged to other people. .

bellizrtthng. I% was our understanding that we were, in fact, sellci
ing the slips. We were selling names and slips for solicitation, ar;
both a mailing list or telephone list would be made for the plan to
provide credit card notification on stolen credit cards. .

Chairman ANNuNnzio. Were any of the customers at the store
aware of the fact that you were sellint‘c?,r these slips with their names

t numbers to a third party!
anf}na;cgoglxllstgmer; I come into your store, and you have my name
d address. .
anMi Baker. I would say the answer to i@l:x??t is no.
i ANNUNzIO. I'm not aware oI 1t!
gfﬁélgilaign Other than the fact that It.myself am a customer,
‘thstanding the meaning of your question. -
no(gv}vgilll';i?l KI%NUNZIO. You took the liberty of selling my?name,
address, and number to someone else without my permission:
Mr. Baker. That's correct. ,
" Prins. Did you have any qualms about that:
lglfairman ANN{TNZIO. Did you ever feel you owed an apology to
tomers?
yoi\l/fr.Cl]lBSA?{r::lR. Not in the sense—I would owe an apology to my C}I’ZIS;
tomers in the sense if they were mti)sc}}arged. But in the sense tha
] iable plan to a legitimate business, no. .
' Sgi;ia?rr‘gan AII\)INUNZIO. Did you ever get any complaints frorﬁ yogg
customers that CMI billed them for a service they never ordered!

Mr. Bakegr. I never had a complaint.

Chairman ANNunNzio. Out of 7 _5,000 shp§.

Mr. Prins. Mr. Chairman, I think there's a very good reason.

Did your customers know—you’ve al'ready said your cust(?m}(;:-rs
didn’t know you sold their slips. They billed the bank directly; tl.ey
didn’t bill the customer. So the customer has no idea. The s éps
were billed through Mr. Wenzloff's bank. They got the number

h u‘ . - . ?
thrT(;;legy }Eg)d no idea you were involved in this thing. That’s why no
t s ever complained to you.
culsw?ngiKER. I would think that’s a correct statement. it

Mr. Mack. Was part of the agreement with CMI that in ad 1t1o}§1
to supplying the name and address—-iwelll,_ tl})e account number ob-

i I ss, ended up with the sales slips!
vu.'{\l/}?yéuggg Tt was there, I knew it was there, but that was not
the stated agreement. _

Chairman ANNUNzio. What do you think now?

Mr. Prins. This is important: Did they give you a contract in

i i :7 . .
Wrﬁ?.lgﬁAKER. I thought they did at the time. But I do not have it
available to me.
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Mr. Prins. The reason I interrupted you, and I apologize, Mr.
Chairman, is we have seen the contract that they used to purchase
credit card numbers and credit card slips. And every one of those
contracts specifically says that in order for them to pay you, it
must have the name, address, and account number, and if possible,
telephone number. And I don’t think they would have purchased
those slips if they didn’t have the account number.

Mr. BakeRr. They obviously had the account number.

Mr. Prins. How did you expect to get paid if you didn’t have a
written contract?

Mr. BAkER. To the best of my knowledge, we did have a written
contract.

Mr. Prins. Did you get paid?

Mr. BAkER. Yes, we did, approximately $4,500.

Chairman AnnNunzio. That'’s right, that's $4,500 at 6 cents each.
Do you believe that merchants should be permitted to sell the
charge slips to third parties?

Mr. Baker. For legitimate purposes, yes. But I do believe——

Chairman AnnNunzio. What is a legitimate purpose, to you, for
selling a charge slip? I'd like to know.

Mr. BAkER. I would say the purpose as was stated, if it was a le-
gitimate operation, as it apparently was for some years.

Chairman AnNUNzIO. I'm a customer. In the legislation that we
have, we’re going to outlaw you selling these charge slips. Are you
in favor of our legislation?

Mr. Baker. I favor your legislation.

Chairman Annunzio. Even though you think they can be sold
for legitimate purposes, you still favor our legislation?

You know damn well as a businessman that anyone that comes
in at 6 cents a name is coming in for a purpose.

It’s like if I'm running for office in a particular district and I
come into your company looking for a mailing list. I want to get an
easy mailing list concentrated in the particular economic bracket
of the people that shop in your store. I would spend $4,500 to get
your mailing list, you see.

Mr. BakeEr. And I would say to you that I would expect that to
continue. I may want to buy a mailing list to mail a piece of adver-
tising for any kind of legitimate business, and I find no fault with
tzlat, nor do I find a fault with you having that mailing list to solic-
it votes.

Mr. Mack. Let me follow up. Are you trying to point out the dis-
tinction that the name and address is one thing; but what we're
talking about here is the account number.

Chairman ANNUNzIo. The account numbers on credit cards?

Mr. BAKER. Absolutely.

Mr. Mack. What you're saying is you favor the legislation in the
sense that it would keep you in the future from providing informa-
tion as far as account numbers are concerned, but would not keep

you from providing information as far as names and addresses are
concerned?

Mr. BakEr. That’s right.

Chairman ANNUNzio. Mr. Baker, did you ever hear of counter-
feiting credit cards?

Mr. BAKER. Yes, sir.
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Chairman ANNUNzIO. Do you know how they counterfeit credit
cards? .

Mr. Baker. I've heard many ways. Some are from tissue copies.

Chairman ANNUNzIo. They get a number. It’s that simple. Have
you got any credit cards in your pocket?

Mr. BAkER. Yes, sir, quite a few. »

Chairman ANnNuUNzIO. If that counterfeiter has your number,
while you're carrying them in your pocket, somebody is in New
York going around on Fifth Avenue, spending and buylng.;,T about
$10,000 a day in merchandise on your number. And you don’t know
anything about it. But 30 days later, you're going to get a bill of
some kind. ‘ .

Mr. Baker. As I mentioned, sir, that is a specific example.

Chairman AnNuNzIo. It’s all right to sell a name and address;
it's all right to sell a mailing list. Péople do that all the time.

T don’t think it’s right to sell a credit card number. Hopefully,
that’s what this legislation will prevent.

We want to prevent the counterfeiting of cards. We want to pre-
vent the various situations that CMI was engaged in. And the only
way to do that is to stop people from selling credit card numbers.

Mr. Baker. | agree with that, sir. As I said in my opening state-
ment, we support that. _

Mr. Prins. What do you do with your slips now? _

Mr. Baker. Just keep them for a length of time until we no
longer have to research any chargebacks. o .

Chairman ANNUNzIO. I think you should start burning them if
they have credit card numbers on them. You can sell your mailing
lists with names and address, but don’t sell a credit card number.

Mr. Mack. Let me just follow up on the backup credit report. In
your mind, why was CMI coming to you for that backup credit
report? There was going to be a purchase of $49 to $99 to the credit
card holder. Isn’t there an assumption there that the purchase was
probably going to be done on that credit card? '

Mr. Bever. Well, Mr. Mack, the offer of the line of credit of $50p
on an emergency basis if a card was lost or stolen was the permissi-
ble area. .

Mr. Mack. I see, but it never came to your attention that the
$500 they supposedly were granting was really the $500 from a
credit card the individual already held?

Mr. BeEvEr. You are correct, sir. _

Mr. Mack. Did that ever come to your attention?

Mr. BEYER. It has in this testimony today, yes, sir.

Mr. Mack. I mean before that?

Mr. BEYERr. No, sir.

Chairman ANNUNzIO. Mr. Wenzloff, how many Southeast card-
holders were billed by CMI; do you have any idea on that?

Mr. WenzrLorr. No, unfortunately, Mr. Chairman all we kno";v
about is the complaints we received on the chargebacks. We don’t
know how many total were billed. ] ’

Chairman ANNuNzio. Chargebacks and complaints, but you don’t
have a total number?

Mr. WeNzLOFF. Actually billed by CMI, no; we do not. _

Chairman ANNUNzIo. When this was called to your attention,
did you become suspicious?
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Mr. WENzZLOFF. Yes, sir.

Chairman ANNUNz10. What did you do about it?

Mr. WeNzLoFF. We responded by crediting the chargeholder’s ac-
count and charging the item back to their account. We also re-
sponded by eventually——

Chairman ANNuNzio. You kept the good will of the customers?

Mr. WENzLOFF. We sure tried to, yes, sir.

Mr. Prins. But you're $200,000 in the hole right now on that par-
ticular account? )

Mr. WENzLOFF. No, sir. The $200,000 we credited to the card-
holder was charged back to banks in Sarasota, Grand Prairie, et
cetera. Maybe 1 should explain to the committee that these were
really three-party transactions, the customer, the credit-issuing
bank, and the card-issuing bank. There are privileges within the
system to remedy complaints like this.

So, when a cardholder would complain to us, we would create a
chargeback, that's a credit to the cardholder’s account of $49, and
charge back through the interchange system to the bank wherever
the item came from. And the item was appropriately identified to
the source and to the cardholder’s periodic statement.

That’s where the item went back to, the $49.

Mr. Prins. Has your bank lost any money in this?

Mr. WeNzrorr. We have lost the $79,000 that I referenced in our
testimony. We have not, as of this date, actually lost any other
money because all of our chargebacks have been acccepted by the
merchant banks. So it was not lost. Neither have the cardholders
lost any money.

Mr. Prins. But the merchant banks have lost?

; Mr.‘tWENZLOFF. That’s an assumption, Mr. Prins. If they had a
eposit——

Mr. Prins. It's more than an assumption. We got a call on Friday
from a bank in Fort Worth, Tex., that was $150,000 short in the
reserve account with CMI where the chargebacks had exceeded the
amount of money CMI had deposited, and I believe there are a
number of other banks around the country.

I think the fortunate part for your bank was that you could pass
the chargeback to the second step down the ladder. But the mer-
chant banks had nowhere to go.

Mr. WENzLOFF. I think that our fortunate part was that our bank
had the opportunity to do business with CMI as a merchant bank.
We chose not to.

Mr. Mack. Why did you choose not to?

Mr. WENzLOFF. We had had a previous relationship witk CMI
with not very satisfactory results, so we chose not to do business
with them. It was similar to when George terminated his relation-
ship. We terminated a relationship many years before. We chose
not to do business. And I have the feeling it was a very bright deci-
sion.

Mr. Prins. Let me ask you a question. You and I discussed this
before. Maybe you've had a chance to think about it.

CMI wrote possibly as many as a half a million credit card pro-
tection plans, of which x number of people said they wanted the
plan and who, in fact, hold the plan today. The company is gone.

-
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i i i i loses
toll-free number is not in operation. So if someone
chiI;eca;)d, tiley call the toll-free number, the number is dlsconnei:::-
ed. You call the toll-free operator for Sarasota and ask for If; e
numbper. There’s no number for Ohx).e-Step Protection. Now, I've

1d they're trying to sell the thing.
be‘%lh‘:t dI’m gyettingyat is when the publicity gets #vound ’qhelfou};l-
try that One-Step Protection, the company, may technically de
alive, but there’s no way to notify the company that your calg ?;
have been stolen. And people say, “V,Yell, I have this plan bu
to protect me. I paid the money.
nollzlc())%‘}; t%g;’re going to start complaining to the banks arqund the
countrSr, “Took, 1 was charged $49. I was charged $99. I want my
k"’ 3 ey . .
mqwnfl}e;f}) ?1?) you think the responsibility of the l‘té%nk is in that case
t be as much as a year old:
W%\?III"G.} %II?.I\IaZCI?gFI‘lF? Wmeaﬁi, T'll speak on behalf of Southeast Bank. {)t’s
very difficult to speak on behalf of the other 14,000, 15,000 member
f Visa and Mastercard. o .
bafﬂs{is%ectlwhat we're going to do is give them a credit for $49 and
go on about the business of writing off th’e loss. -
Chairman ANNUNziO. Is that what you've been doing?
Mr. WENzLOFF. We haven’t been writing off the loss, Mr. A.nn}zl}zll-
zio. because we've been charging the cost back. So I suspect 1n the
ure that's what we'll do. . _
fu%;lries cuastomary practice to try to give the card_holder the 1nt§n£
tions of the Fair Credit Billing Act, and we basically follow tha
mg\?lrflf’lll{ms. We're talking millions of dollars of loss to the bank-
ing industry, $15 million potentially. ’ . _ |
1n%41£ \li\lfiaN}zrngFF. Potentially, I gu;alss 3(;(1)u f}? rllght, Mr. Prins, 1 sus-
i ial institutions can handle the losses.
peﬁgihlglfllgg.nf’lri sure they can handle it. But they probably never
should have been put in the position to have to make that dem%l_on.
Chairman ANNUNzIo. Mr. Wenzloff, only last week 1 was reading
a Chicago paper; I have the paper dehvereti to me in .Washmgton,
and I was reading the financial page of the Chicago Tribune. :
And I don’t remember, maybe you can refresh my memory,
think it was Mastercard, wasn’t it Mastercard,_ on counterfeﬂ:n’lg,
it's reached astronomical proportions of, $50 million. And they're
beginning to redesign their cards. They re beginning to get sofm.%
material so that these counterfeiters won t be able to counteriel
the cards. . < like Visa and
're tichtening up their belts, these companies lixe VIS _
Mgsktl:gcl;ﬁ'd %re rea%ly working toward the end to try to stop this
thing: i i li o you call
't know what the category is. As 1 said earlier, do ¥
th%sdgnscam? What do we call it, what CMI was promgtlng? Ang
you know, you can put it in the categﬁry*—I don’t know if the wor
“ » 3 >00d or not. I really don’t know.
r%ciﬁeti dl(s) %fnow this: From November of 1982 to 1\’/Iarch of 1983,
that 5-month period, things happened fast, and they're out of busi-
ness. _
Mr. WENZLOFF. Yes, SIr.
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Chairman ANNUNzIO. It was not a legitimate operation, and the
people finally caught up to them, the consumers.

Now, this seems to be a problem that all of us must share in.

I .commend those companies who are trying to do something
about the problem, who recognize that we do have a problem.

I mean, this thing cannot continue the way it’s going. We're in
the electronic age, in the cashless society age.

I have conducted hearings around the country on electronic
transfers, debit cards, you know. I remember going to the Universi-
ty of Ohio, and they had a teller machine, you know, a bank teller
machine. And I just decided out of curiosity to watch these kids at
Ohio State, you know, going up to the machine.

And I stood there for about half an hour. And I want to tell you
something: 95 percent, and I'm not exaggerating one bit, went up
to that machine, put in a card and got money out, 95 percent.

There was nobody putting any money in. The money was coming.
from the parents back home. What they were doing was sending it.

And that’s where the trouble was. The banks got into trouble
with the machines because the money was going out. As you know,
you've got to have money coming in so the banks can operate and
meet their expenses and their obligations.

What do you think of the legislation?

Mr. WENzLOFF. As I mentioned I think in my closing statement,
Mr. Chairman, as I view the legislation, it seems like there is an
attempt on your part to define what is known as a legitimate
transaction with account data.

And T suspect that as we sit here and as the years go by from
now, we'll never be able to identify all the legitimate transactions
and legislate them. I think it would be somewhat easier to identify
the illegitimate transactions.

Chairman ANNUNzIO. After this experience with this company, I
wish that all of the witnesses today would sit down and write a
letter to their Congressmen and let them know if there’s going to
be legislation in the Florida House, that their legislation should be
supported. That’s a job you can do sometime next week. And Mr.
Baker and Mr. Beyer, look over the legislation.

Mr. Mack. Could I follow up?

Chairman ANNUNZzIO. Sure.

Mr. Mack. In your statement you did make reference to some
protection procedures you have taken the initiative on. Are you
trying to relate that to maybe some things this legislation ought to
reflect? Do you want to expound on that?

Mr. WENzLOFF. I guess what I'm trying to say is that the indus-
try is well aware of the problems of counterfeiting and the prob-
lems of fraud or lost and stolen cards or CMI types of activities.
And the industry is responding, as I mentioned in my testimony,
responding in an innovative way.

We at Southeast Bank, as I mentioned, provide CBI and provide
TRW with truncated account numbers.

If you look at the account number in your bureau reports, you
%an’ t put it back together. But we can, but neither can George

eyer.

And I think those types of responses need to be combined with
the legislative responses, and together I think we end up protecting
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the legitimate industry, and telemarketing. industry,.and at _the
same time write legislation that will help us move against the ille-
gitimate industry. : ’ _

That's all I'm asking, I guess, or that’s all we're asking. An_d 1
think that is the intent of this legislation. And_it’s’ a very vexing
problem, and I support you, and we’ll do everything we can to help.

Chairman ANNUNzIO. As I close these hearings, I want to express
the deep appreciation of the subcommittee to all of the witnesses
that appeared today. But I especially want to commend the press
for the manner in which they have called this problem to the at-
tention of the readers in Sarasota. And the media that was here
today. We had a nice television interview. And T'm sure some of
the stories coming out of the Sarasota newspapers have alrgady
reached other papers throughout the country so that the public is
made aware.

But I especially want to congratulate my colleague from the Con-
gress who was good enough to sit here all morning and part of the
afternoon with me at these hearings. And I appreciate the coopera-
tion.

The meeting is adjourned. . _

[Whereupon, at 1:40 pm., the subcommittee adjourned.]
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THE CREDIT CARD PROTECTION ACT

WEDNESDAY, JULY 27, 1983

House oF REPRESENTATIVES,
SuBcoMMITTEE ON CONSUMER AFFAIRS AND COINAGHE,
COMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS,
| ‘ Washington, D.C.

The subcommittee met, pursuant to call, at 9:30 a.m., in room
2128, Rayburn House Office Building, Hon. Frank Annunzio (chair-
man of the subcommittee) presiding.

R.lgresent: Representatives Annunzio, Vento, Lowry, Paul, and
idge.

Chairman AnnNuNzio. The mecting of the subcommittee will
come to order.

As some of you know, Congress remained in session until about
2:30 a.m. this morning in order to complete work on the defense bill.
We have been working on the defense bill since May of this year,
and I am delighted that it is completed and passed. Because of the
long session, however, I really don’t expect some of the members to
be here this morning. I am only here because I happen to be the
chairman of the subcommittee. Otherwise, I probably wouldn’t be
present.

Nevertheless, I wanted the witnesses to know what situation we
are faced with. There is no way of knowing when a situation like
this will happen in the Congress. We were working on the Interna-
tional Monetary Fund bill. The Banking Committee rose at
6 o’clock without completing action on that bill. And at 6 o’clock the
Defense Department bill went on again after several months.

This time the chairman of the committee was determined to
finish the bill; and we did, in the early hours of the morning.

This morning the subcommittee begins the final day of hearings
on the Credit Card Protection Act. This bill significantly strength-
ens Federal law concerning credit card fraud, and the abuse of con-
sumers’ account numbers by outright criminals and businesses
with questionable marketing practices.

In May we heard testimony from a professional credit card crimi-
nal. That witness, who testified at grave risk to his personal safety,
told us how simple it is to commit credit card fraud. He told how
he could take a stolen credit card and run up $5,000 to $10,000 a
day in fraudulent charges on the card. Now, he is only one mai.
But there are gangs of 40 or 50 working at a time. , ‘

We heéard how gangs of credit card criminals make their daily
rounds, systematically going from store to store buying goods, get-
ting cash advances, and even splitting the gains with dishonest
merchants. As the witness said, credit card fraud enabled him to go
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from ‘“hot dogs” to caviar. And if he got caught, the penalty was
only a slap on the hand.

Earlier this month we heard testimony on the operations of
Credit Marketing, Inc.—CMI—and how the ready availability of
credit card account numbers made it possible for that firm to bill
tens of thousands of consumers for a credit card protection service
that they did not want. In about a year’s time, that company billed
approximately a quarter of a million consumers an average of $50
each for that service. When the company closed its doors in March,
it left behind 20,000 consumer requests for refunds worth an aver-
age of $50 each. Unknown thousands of other consumers were
never able to get through jammed phone lines to demand refunds.

Credit Marketing, Inc. was able to operate on such a large scale
because it was incredibly easy for it to obtain consumers’ credit
card account numbers. Department stores across America sold CMI
copies of their customers’ MasterCard and VISA charge slips. A
representative of one department store testified that his company
sold 75,000 charge slips to CMI for 6 cents each. You know, at that
hearing when he testified to having sold 75,000 charge slips, I was
just aghast that this merchant just openly, readily, like he had ac-
complished a great task for his company, made about $4,500 at 6
cents each selling these credit card numbers, those 6-cent invest-
ments were turned into $49, and even $99, charges to the consum-
ers’ accounts. '

The subcommittee heard how CMI obtained approximately 65,000
credit reports containing consumers’ account numbers from various
credit bureaus. Like the numbers from the charge slips, these ac-
count numbers were used to bill consumers for a credit card protec-
tion service that they did not order or did not want.

The Credit Card Protection Act is aimed squarely at the criminal
activities described by the credit card criminal witness and at the
widespread and unauthorized dissemination of account numbers.
The act strengthens the prohibitions on the fraudulent use of
credit cards in three ways. These changes strengthen the law to
better combat the alarming growth in organized and sophisticated
assaults upon the credit card and banking systems.

First, Federal law is expanded so that not only the fraudulent
use of credit cards themselves but also the use of account numbers,
or any other device which permits fraudulent charges, is prohibit-
ed. This expressly overrules the Callahan case, which held last
year that the use of credit card numbers alone is not a violation of
Federal law.

Second, the possession of 10 or more illegally obtained cards or
account numbers with unlawful or fraudulent intent is prohibited.
This provision is directed toward making possible Federal prosecu-
tion of organized rings that systematically obtain and use credit
cards and account numbers.

Third, loopholes that permit criminals te avoid Federal prosecu-
tion by not running up more than $1,000 in fraudulent charges on
a single credit card are eliminated. Under the amendment, once a
criminal steals more than $1,000 through the use of any number of
credit cards or account numbers, the criminal violates Federal law.

The widespread dissemination of account numbers is also dealt
with in the Credit Card Protection Act. The act generally prohibits

X‘[gc’niAgg' Good morning. Thank you, Mr. Chairman
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She has a very, very important meeting at 10 o’clock, so I am
going to ask that her entire statemei ! be made part of the record
without objection.

I welcome you before the subcommittee, and you can proceed in
your own manner.

STATEMENT OF HON. NANCY H. TEETERS, MEMBER, BOARD OF
GOVERNORS, FEDERAL RESERVE SYSTEM

Ms. TeeTERS. Thank you, Mr. Chairman.

I appreciate the opportunity to express the views of the Federal
Reserve Board on the efforts to deal more effectively with credit
card fraud through enactment of H.R. 3622, the Credit Card Protec-
tion Act. Credit card fraud losses have grown at a disturbing rate
in the last several years. For example, total fraud losses for Visa
and MasterCard have doubled in only 38 years—from around $57
million in 1979 to close to $115 million in 1982—with attendant
costs to banks and other financial institutions, retail businesses,
and, to the extent these costs are passed on indirectly, to consum-
ers. These hearings, therefore, are important and timely.

I should note at the outset, however, that although the Board
shares the general concern about this increase in fraud, we do not
have any special expertise in the area of credit card fraud legisla-
tion. Although both the Truth in Lending Act and the Electronic
Fund Transfer Act contain criminal penalties for credit and debit
card fraud, the Board does not issue implementing regulations for
those provisions, nor does it have a role in enforcing them. The
Board is, nonetheless, glad to assist the subcommittee in any way
we can, but my testimony will be brief.

The increase in credit and debit card fraud imposes considerable
costs on banks and other card issuing financial institutions. More-
over, although account holders are to some degree protected by the
Truth in Lending and Electronic Fund Transfer Acts from liability
for unauthorized account access, they may bear some direct liabili-
ty, and indirectly they may ultimately bear the costs through
higher prices or reduced services. According to some industry fig-
ures, the cost of fraud per transaction has increased from less than
1 cent per transaction in 1973 to around 8 cents today.

We are particularly concerned about this type of fraud because
of its potential effect on the payments system. The trend in recent
years toward use of electronic fund transfers and credit cards in
place of checks and cash has presented the possibility of signifi-
cantly reducing costs and increasing efficiency. However, if finan-
cial institutions are forced to increase prices in order to cover fraud
losses, consumers and businesses may have less incentive to use
these more efficient means. In addition, continued widespread ac-
ceptance of these methods must depend in part on the public’s con-
fidence in their security and reliability. To the extent this confi-
dence may be impaired by the increasing threat of fraud, this may
diminish our ability to improve the payments mechanism. Thus,
the Board believes that credit and debit card fraud has implica-
tions beyond the losses t¢ individual businesses and consumers.

Because of the dramatic growth of fraud losses, and because
there may be gaps in the coverage of the existing prohibitions on
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card fraud, the Board generally supports legislation designed to
strengthgn the prohibitions and close loopholes. H.R. 8622 appears
to be demgngd to accomplish a good deal in that direction.

One technical point we suggest the subcommittee consider is the
proper placement of any new legislation in the structure of existing
law. HR 3622 would amend the credit card provisions of the Truth
in Lendmg Act. Since some portions of the bill are intended to
affect debit cards, ATM cards, or other means of access to deposit
or asset accounts, it may be appropriate to consider incorporating
parallel provisions in the Electronic Fund Transfer Act. The EFT
Act already contains provisions on fraudulent access to deposit ac-
counts, and placing any new prohibitions in the same location
would reduce possible confusion and duplication.

Thg Board would be pleased to draft statutory language or offer
technical assistance to implement this suggestion. Another possible
approach would be to consolidate and enact new prohibitions on
credit and debit card fraud as part of the U.S. Criminal Code.

The Beard appreciates this opportunity to present its views. I
would_be happy to answer any questions that you may have.

Chairman ANNUNzIO. Thank you, Governor Teeters, for a fine
statement, and I pray that at the meeting today we get the good
news that the Board is going to reduce interest rates. It better, if it
wants an IMF bill, do something.

[Ms. Teeters’ prepared statement, on behalf of the Federal Re-
serve Board, follows:]

22-222 OQ-—R—_ 10
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StaTEMENT BY NaNGy H. TEETERS, MEMBER, BOARD OF GOVERNORS OF THE FEDERAL
RESERVE SYSTEM

1 appreciate the. opportunity to express the views of the Federai
Reserve Board on the efforts to deal more effectively with credit card fraud
through enactment of H.R. 3622, the "Credit Card Protection Act." Credit card
fraud losses héve grown at a disturbing rate in the last several years. For
example, total fraud losses for Visa and Mastercard have douhled in only three
years -- from around $57 million in 1979 to close to %115 million in 1982 -~
with attendant costs to banks and other financial institutions, retail busi-
nesses, and, to the extent these costs are passed on indirectly, to consumers.
These hearings, therefore, are important and timely.

I should note at the outset, however, that although the Board shares
the general concern about this increase in fraud, we do not have any special
expertise in the area of credit card fraud legislation, Although both the

Truth in Lending Act and the Electronic Fund Transfer Act contain criminal

penalties for credit and debit card fraud, the Board does not issue implementing

regulations for those provisions, nor does it have a role in enforcing them,
The Board is, nonetheless, glad to assist the suybcommittee in any way we- can,
but my testimony will be brief.

The increase in credit and debit card fraud imposes considerable
costs on banks and other card issuing financial institutions. Moreover, al-
though account holders are to some degree protected by the Truth in Lending
and Electronic Fund Transfer icts from liability for unauthorized account
access, they may bear same direct liability, and indirectly they may ultimately
bear the costs through higher prices or reduced services, According to some
industry figures, the cost of fraud per transaction has increased from less

than 1 cent per transaction in 1973 to around 8 cents today.
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We are particularly concerned about this type of fraud because of its

potential effect on the payments system. The trend in recent years toward use of

electronic fund transfers and credit cards in place of checks and cash has pre-

sented the possibility of significantly reducing costs and increasing efficiency.

However, if financial institutions are forced to increase prices in order to
cover fraud losses, consumers and businesses may have less incentive to use
these more efficient means. In addition, continued widespread acceptance of
these methods may depend in part on the public's confidence in their security
and reliability. To the extent this confidence may be impaired by the increasing
threat of fraud, this may diminish our ability to improve the payments mechanism.
Thus, the Board believes that credit and debit card fraud has implications
beyond the losses to individual businesses and consumers.

Because of the dramatic growth of fraud losses, and because there may
be gaps in the coverage of the existing prohibitions on card fraud, the Board
generally supports legislation designed to strengthen the prohibitions and
close locpholes. H.R. 3622 appears to be designed to accomplish a good deal
in that direction.

One technical point we suggest the subcommittee consider is the
proper placement - of ‘any new legislation in the structure of existing law.
H.R. 3622 would amend the credit card provisions of the Truth in Lending Act.
Since some portions of the bill are intended to affect debit cards, ATM cards,
or other means of access to deposit or asset accounts, it may be appropriate to
consider incorporating parallel provisions in the Electronic Fund Transfer
Act. The EFT Act already. contains provisions on fraudulent access to deposit
accounts, and placing any new prohibitions in the same location would reduce
possible confusion and duplication. The Board would be pleased to draft statu-
tory Yanguage or offer 3lechnical assistance to implement this suggestion,
Another possible approach would be to consolidate and enact new pronibitions
on credit and debit.card fraud as part of the United States criminal code.

The Board appreciates this'0pportunity to present its views. I would

be happy to answer any questions that you may have,
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Chairman ANNUNz10. This morning, because of your busy sched-
ule, I am going to ask Mr. Paul if he has any burning questions to

ask.
Mr. Paut. I do not.
Chairman ANNUNZI0. Mr. Paul has no questions.
Mr. Vento is another devoted, conscientious Member of this Con-

gress and this subcommittee. He got up this morning, and he is

here.

Mr. VenTo. I was here at 8 o’clock, Mr. Chairman.

Chairman ANNuUNzio. Good.

Mr. VenTo. Mr. Chairman, 1 have no questions for the witness.

Chairman ANNUNzIO. Governor, again your statement was excel-
lent. We appreciate that the Board has practically endorsed our
legislation. I noted your suggestions, incorporate with the electron-
ic fund transfer system. Staff is aware of that. I am aware of it.
And we will do the best we can to get a piece of legislation this
time where we are going to have the minimum amount of criti-

cism. So thank you very, very much.

Ms. Teerers. Fine. Thank you very, very much.

Chairman ANNunzio. On our second panel we have—will you
take your places—Mr. John Keeney, Deputy Assistant Attorney
General of the Criminal Division, Department of Justice, and Mr.
Bernard L. Siegel, Deputy District Attorney, District Attorney’s

Office, Philadelphia, Pa.
Our distinguished colleague, Mr. Ridge, has joined us. He will
make an introduction on behalf of the subcommittee this morning.
Mr. RipgE. First of all, Mr. Chairman, 1 would like unanimous
consent to have my opening statement submitted and included as

part of the record.
Chairman ANNuUnzio. Without objection so ordered.

[The opening statement of Mr. Ridge follows:]

OPENING STATEMENT OF HON. THoMAS J. RIDGE

I want to thank you Mr. Chairman for bringing the issue of fraudulent credit card
use to the attention of the Subcommittee and for working with all the members of
the Subcommittee in a truly bipartisan manner.

This Subcommittee has heard testimony that leaves no doubt about the serious-
ness of the problem and the necessity to act expeditiously to protect both the card-
holder and the credit card industry. The magnitude of the problem is demonstrated
by the fact that so many segments of the credit industry have worked together with
the Subcommittee on this issue which lead to the introduction of H.R. 3622, the
“Credit Card Protection Act”.

In the previous hearings on credit card fraud and abuse, we have learned of two
problem areas. The first is the theft of or counterfeiting of credit cards. This is pri-
marily a problem in the major cities of our country and is being done by organized
crime. One of the previous witnesses testified that he could easily charge $20,000 to
$30,000 on a stolen credit card and get away with little or no punishment. This situ-
ation simply must be stopped and H.R. 3622 provides one way to do just that. It is
vital that we curb credit card fraud as the cost of it, estimated to be about $50 mil-
lion in 1982, is ultimately paid by the consumer through higher credit costs and in-
creased prices for merchandise.

The second problem that is evident from previous testimony, is the misuse of
credit card numbers by some members of the credit industry. There have been in-
stances where companies have billed services to cardholders without their consent.
Section Two of H.R. 3622 restricts the ways in which these numbers can be disclosed
by the industry and to whom they can be disclosed. This action, combined with ac-
tions the industry is taking, will greatly reduce the possibility of situations where a
cardholder will be billed for services he did not specifically order.
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The Credit Card Protection Act is clearl i i
_ ) y a bill that will close -
l&g;ss ltr; fglt.i:sxilultiwv%gi permgttflralild andhabuse in the credit cardn;igz :rflf;;c}gffe
t ors of the law who have been getting off with i
ment in the past. It also protects the interest of th ; o ot St
of rﬁ?ﬁ; and holding 1dow(rll t:ht}al cost of credit inothe ?ui?xgzumer by stopping this type
_we are privileged to have a number of distinguisixed witne i
glelfvcén]esd;;r%ar? il(r)l(;il?sf?()?:’v ang ltawt gn’forcement officials in additionltzsfﬁer%ﬂg?:aﬁtﬁlg
. ard to their insights on tke problems of i
and the comments they will have on the legislation Ii)ntroducsec(l) b;rir%llg (1:\,%;d gll;)u§e
man and cosponsored by our entire Subcommittee. L

Mr. RipGge. Second, I would ask the chai i i

_ : 1, airman if ble—

g;:)c%eg g:ff 1111 my ?cfl‘ﬁlc'?( artld he will be over here in ablc))cl)J.StSla I;inﬁlfé
. alf. I would like to reser i i

arg;lres SR Lt iy ve my comments until Mr. Siegel

airman ANNUNZzIO. I am so t i
procted with Mr. Keeney. rry, I thought he was here. We will
I appreciate your attendance this morning.

STATEMENT OF JOHN C. KEENEY, DEPUTY
r . ) ASSISTANT ATTOR-
g;ﬂcl]; CX&%%%IA}}XN?%]I)M]?;AL DIVISION, DEPARTMENT OF J%I;-
'ICE, . E. DONALD F
AUD SEOMON OSTER, DEPUTY CHIEF,

Mr. KEeNEY. Thank you. Good morning, Mr. Chai

Chairman ANNUNZIO. If you have svepared statement, it wi
bel\inadfz et o e vcor 37 a prepared statement, it will

Mr. KrenEY. Thank you, Mr. Chairman. I h i
Dolx, X . C . ave with me Mr. E.
o éligign?‘oster, Deputy Chief of the Fraud Section of the Criminal

Mr. Chairman, I appreciate the o i

1an, pportunity to be here tod
%%:591215 the views of the Department of Justice. My remziksok?;r zg
HR, 1r‘85 but I am actually commenting on H.R. 3622 because we
i Tli t know the number at the time we prepared the comments.

e bill would amend the Truth in Lending Act to protect con-
sumers by giving them the right to recover civil damages from per-
}s)ons Vé’ho make unauthorized disclosures of their credit card num-

?rs. uch persons would also be guilty of a misdemeanor. The bill
?hsc; slseks to clarify the provisions of and close certain loopholes
Le?l dinagvz c(’lsegr}flzpe% in 35 U .S.C.1 1644, the part of the Truth in

at sets out c¢riminal penalti
of I\E;Ind oCt}leqr offenses involving credi}% cardls?S for the fraudulent use
r. Chairman, we are aware of the dramatic inc i
gourilltfarfelt.mg and the fraudulent use of credit cards.r\??: ea;;l efl};g
afcr_l iar with the major increase in Electronic Fund Transfer [EFT]
%c '1v1ty through a pre}m;mary study done by the Department’s

"1_1rea}1 of Justice Statistics in June 1982, and our conversations

‘i);fssgbllllll%;s(f;"y rﬁpresentat_lves. This increase creates the distinct
. a sharp upswing in cri i i »

thglr o kI)Jit o I% I rimes involving EFT systems and
ur concern 1In this area, however, is not with the high

igw dollar losses of present or future credit or debit cgrdvggxrlzg:

tﬁms. The average credit or debit card fraud loss is so small that

e crime can generally be prosecuted on a local level where per-

sonnel resources are much great et T o e
eral Government. greater than those available to the Fed-
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What does concern the Department of Justice in this area is the
problem of counterfeiting and altering credit and debit cards. A
number of investigations, Federal and local, have shown that there
exists a substantial problem with organized criminal activity in
this area. I am not referring to traditional organized crime so
much, although there is a problem, as to the working together of a
ring of persons to commit a variety of crimes. The easy availability
of false identification and the sophisticated techniques used in
counterfeiting and altering cards make it very easy for such groups
to commit frauds on a continuing basis. Thus, we could support in
concept one of the provisions of section 3 of H.R. 2885 which would
proscribe the possession with unlawful or fraudulent intent of 10 or
more counterfeit, fictitious, altered, forged, or lost credit cards. As
a matter of fact, Mr. Chairman, we would suggest a reduction in
the number to the area of five.

We also agree that there is a need to address the problem with
which section 2 of H.R. 2885 is concerned, and which is also one of
the issues dealt with in section 3, namely the unauthorized disclo-
sure of credit card numbers which facilitates the use of the number
in a fraud scheme. We will, however, suggest a simpler and more
direct approach than that taken by section 3 of the bill.

In this connection, I might point out our approach is substantial-
ly similar to the comments made by the representative of the Fed-
eral Reserve Board. We agree on the need to criminalize fraudu-
lent use of account numbers and information alone in addition to
the actual use of the plastic card. We believe the langiiage we have
prepared is a more direct and simple way of criminalizing the
fraudulent use of a credit card number than is the approach in sec-
tion 3 of the present proposal. It also avoids the necessity of intro-
ducing the confusing new term ‘“payment device”’ into the law.

Our language would also address the so-called accumulation
issue covered in section 3 of the proposed bill. Under section 1644
as presently written a person can unlawfully use one card, accumu-
late just under $1,000 worth of purchases, discard it and use an-
other card to do the same thing without violating the statute. Sub-
section 2 would add a new section 137 to create a new crime pre-
scribing unauthorized disclosure of a credit card number. It is a
misdemeanor carrying up to 1 year’s imprisonment and $5,000 fine.

While willful and knowing disclosure should be criminalized, the
subcommittee may wish to consider adding a felony provision for
situations in. which the disclosure is in return for a monetary bene-
fit as where a dishonest bank or bank card company employee sells
cards or shares in the proceeds of the goods unlawfully obtained.

Mr. Chairman, that conclude: imny comments on the bill. I think I
would be derelict if I didn’t say something with respect to several
other defects and loopholes in the banking area. One of them is
with respect to the Financial Privacy Act of 1976. That statute ac-
tually impedes Federal enforcement. It creates a situation where
the bank which is a victim of a crime has to play a game of 20
questions with the FBI before they can disclose the full infermation
with respect tc a crime in which the bank has been a victim. We
would just urge that the committee take that into consideration at
some point.
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A second point, again not directly related to this islati

in the bank and credit card area, is a provision in t%tfg lf}?;?clllexll)#g
Comprehensive Crime Control Act which would create a bank
fraud statute. It would cover the loopholes that presently exist with
respect to the unavailability of 18 U.S.C. 1014 in the normal check
kltg scheme and would make it easier to prosecute these crimes
against banks by creating a jurisdiction based on the Federal
gﬁig;gnor the insured—insurance situation, Federal insurance

Mr. Chairman, that completes my remark
to try to answer any questions. y remarks and I would be happy

[Mr. Keeney’s prepared stat
of Justice, follow sI:)] P atement, on behalf of the Department
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DEPUTY ASSISTANT ATTORNEY GENERAL, CRIMINAL

uN C. KEENEY
STATEMENT OF JOHN ’ DivISiON

Mr. Chairman ana Members of the Subcommittee, I am pleased
to be here todaj to present the views of the Depgrtment of
Justice on H.R. 2885, the proposed Credit Card Protect;on Act.
The bill would amend the Truth in Lending Act to protect
consumers by giving them the yight to recover civil damages from
persons who make unauthorized disclosures of their credit card
numbers. Such persons would also be guilty of a misdemeanor.

The bill also seeks to clarify the provisions of and close |
certain loopholes that have developed in 15 U.S.C. 1644, tne part
of the Truth in Lending hct that sets out criminal penalties for
tne fraudulent use of and other offenses involving credit cards.

The Department of Justice appreciates very much the
Subcommittee's concern with these issues. New legislation is |
heeded to aild in the battlé against the criminal mispse of credit
and aebit caﬁds and H.R. 2885 is an important step in that

. ~ n
direc tion We lool‘ f orwar d to Wor klll Wl bh the SubCOmmltbee 1
g

this area.

Before discussing H.R. 2385, I think it would be useful to
describe for the subcommittee some related issues in the area of
credit card and debit card fraud. For the past twelve months,
officials of the Criminal Division and of the Federal bureau of
Investigation have been meeting with bank and bank card industﬁy
represeniatives concerning the need to amend the criminil fraud
provisions in 15 U.S.C. 1644, and the similar criminal fraud .
provisions of the Electronic Funds Transfer Act, 15 g.8.C. 16Y93n.
Thué, we are aware of the dramatic increase in the counterfeiting

i familiar
and the fraudulent use of credit cards. We are also

i r BT
with the major increase in Electronic Fund Transrier (EEFT)
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activity through a preliminary study done by the Department's
Bureau of Justice Statistics in June of 1982, and our conver-

sations with industry representatives. This increase creates the

distinet possibility of a sharp upswing in crimes ibvolving EFT

systems and their accompanying debit cards.

Our concern in this area, however, is not with the high

volume, low dollar losses of present or future credit or debit

card transactions. The average credit or debit card fraud loss

is so small that the crime can generally be prosecutea on a local

level where personnel resources are much greater than those

available to the federal government.l/

What does concern the Department of Justice in this area is

the problem of counterfeiting .and altering credit and debit

cards. A number of investigations, federal and local, have shown

that there exists a substantial problem with organized criminal

activity in this area. I am not referring to traditional

organized ¢rime so much as to the working together of a ring of

persons to commit a variety of cerimes. The easy availability .of

false identification and the sophisticated techniques used in

l/ To do our part in ensuring that these matters are, in fact,
handled by state or local prosecutors, officials in the
Department of Justice have worked closely with the state
Attorneys General and local District Attorneys through our
Executive Working Group of Federal, State and Local
Prosecutors on a national level, and the Law Enforcement
Coordinating Committees on a state and local level. Our
contact with our state and local counterparts has convinced
us that while some improvements in existing federal laws are
needed, there is no need for the massive federal involvement
in areas of traditional local concern such as minor fraud
cases, that would result if virtually every credit card crime
were made a federal offense, the approach of some bills
prepared by the banking and credit card industry.



182

counterfeiting ana altering caras make it very easy for such
groups to commit frauds on a continuing basis. Thus, we coula
support in concept one of the provisions of section three of
H.R. 2885 which would proscribe the possession with unlawful or
fraudulent intent of ten or more counterfeit, fictitious,
altered, foréed, or lost credit cards.E/

| Moreover, we also agree that there is a need to address the
problem with which section two of H.R. #4485 is concerned, and
which is also one of the issues aealt with in section three,
namely the unauthorized disclosure of credit cara numbers which'-
facilitates the use of the number in a fyaud scheme. We will,
however, suggest a simpler and more direct approach than that
taken by section three of the bill. In recent years we have
discovered that criminals have begun to make use of credit card
numbers cbtained without tne consent or knowleage of the card
holaers. The card number itself, apart from the actual card, is
often used in 2 criminal fraud scheme but the use of Jjust the
number may not be covered by existing statutes. For example, in

United States v. Callihan, 666 F. 24 422 (9th Cir. 1462) the

court held that the communication by telephone between Spokane,
washington, and Reno, Nevada, of fraudulently obtained credit

card numbers was not covered by 15 U.S.C. 164Y4. Fortunately in

E/ While we support the concept of adding a new subsection

(g) to section 1644 to cover possession with unlawful intent

of false or stolen cards, we think that requiring possession
of ten or more such cards is likely to allow too many
criminals to escape prosecution and conviction. We would
suggest that the possession of five or more such cards with
the requisite intent be criminalized. Compare the new
section 1028(a)(3) of title 18, part of the False Iaentifica-
tion Crime Control Act of 1982, whichn proscribes the knowing
possession with intent to use unlawfully five or more false

identification documents.
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thi A
his case, the court upheld the defendant's conviction under the

wire [ !
raud statute, 18 U.S.C. 13#3, for the act of transmitting

b ?

the call had not crossed a state line, the wire fraud statute

would have been inapplicable.

This suggests the need to criminalize the fraudulent use of

a ; .
ccount numbers and information alone, rather than the use of the

act i
ctual plastic card. However, we do not support the language of

section three of H.R. 2885 that attempts to do this. Rather, we
?

thi . .
hink this can best be accomplished by redrafting the various

subsections of 15 U.S.C. 1644 so that they all refer to credit

card numbers as well as the cards themselves. For example, we
would suggest that section 1644(a) be amended to read as follows:
"(a) Whoever knowingly in a transaction affecting
interstate or foreign commerce,; uses or attempts or

conspires to use [or assists the use] of one or more

counterfeit, fictitious, altered, forged, lost, stolen, or
!

fraudulently transferred or obtained credit cards or credit | |
car i

d numbers to obtain money, gooas, services, or anything
else of value which within any one-year period has a value L

aggre N : |
g8 gatlng $1,000 or more in any one or more transactions; k
s ! !

or" :

a8
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We have prepared similar specific language for amending the
other subsections of section 164%.2/ We believe that the
language we have prepared is a more direct and simple way of
criminélizing the fraudulent use of a credit card number than is
the approach in section three of H.R. 2885. It also avoids the
necéssity of introducing the confusing new term "payment device"
into the law. While the phrase may be a term of art in the
credit card industry, such a novel phrase may unnecessarily
complicate criminal prosecution.

You will note that our language would also address the

i i d i i ered in section
so~called "accumulation issug® which is also cov

three of H.k. 2885. Under section 164Y4 as presently written, a

also prepared legislation making similar amgnd@ents
2/ gg gﬁzeparallgl griminal-provisions of thg Elec;vznlc Eg;git
Transfer Act, 15 U(.S.C. 1693n(b). Wwe believe tha dasge ment
of the criminal provisions oglbotg tggrgggeﬂzg iggether v
i i ct should, logically, be 1 s .
;gtteggiggtée definition of the key term "paymenttdev$§:: in
section three of the bill as "any card ... account nu oe .
or other means of account access that can be E§ea 6f.value
obtain money, gooas, services) or any other tflggnds ue,
or for the purpose of initiatlng.a transfer o.l u a.;ée
would also appear to incluae debit cgrds: whi e‘weu gt % be
that the criminal provisions concerning EFE fraud obgr e
strengthenea to cover the frauau%ent use o{ thelpum iy
the accumulation issue (discussed below)! we be ;;;eAct
this can better be accomplished by amending the

directly.
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person can unlawfully use one card, accumulate Just under $1,000
worth of purchases, discard it, and use another card to do the
same thing without yiolating the statute.

Subsection two of the bill would add a new section 137 to
the Consumer Credit Protection Act to create a new crime
proseribing the unauthorized disclosure of a cpedit card number,
By virtue of 15 U.S.cC. 1611 whieh provides that any person who
Willfully and knowingly fails to comply with any requirement of
subchapter I of the Consumer Credit Protection Act, of which the
new section 137 would be a part, is guilty of a misdemeanor
carrying up to one year's imprisonment and a $5,000 fine, an
individual such as a bank employee who gave out a credit card
number without authority would be subject to criminal prosecu-
tion. While the willful anq knowing disclosure of such a number
should be eriminalized, the Subcommittee may wish t¢ consider
adding a felony provision for situations in which the disclosure
is in return for a monetary benefit, as where.a dishonest bank or
bank card compény employee sells card nﬁmbers or ‘shares in thz
proceeds of the goods unlawfully obtained. The Department would
be pleased to work with the Subcommittee in drafting such a
provision, However, the Department would defer to others on the
pro&ision in section two of the bill whereby a person who makes
an improper disclosure of a card number becomes a creditor‘for
purposes of section 130 of the Act and hence liable for civil
damages.

To the extent that the Subcommittee is generdally reviewing
federal statutes that affect the ability of the federsal govern-

ment to investigate and prosecute fraud against financial

s T R i s i

i



e}

R Sl ols o

186

institutions and other credit card issuers, there are two other

areas that I would like to call to your attention. The first is
the Right to Financial Privacy Act of 1978, 12, U.S.C. §3401, et

seq. That statute impedes federal law enforcement efforts

directed at crimes against financial institutions (which term
embraces credit and debit card issuers, 12 Y.$.C. §3401(1)) by
prohibiting such institutions from disclosing finanecial records
providing evidence of a fraud scheme except pursuant to legal
process. - Thus, a financial institution that has been defraudea
cannot report the offense to federal law enforcement officials
complete with copies of financial records evidencing the crime.
Rather, they must engage in a game of "Twenty Questions" with the
Federal bureau of Investigation in an effort to provide suffi-
cient information to enable federal officials to establish the
basis for issuance of a grana jury subpoena or other form of
legal process necessary to secure access to the records that

evidence the crime. The Financial Privacy Act also restricts the

ability of federal bank supervisory agencies to transfer informa-
tion relating to criminal activity to the Department,

In short, financial institutions are severely restricted by
the Financial Privacy Act in their ability to report crimes, even
when the financial institutions are themselves the victims.

Also, any mistake by a financial institution in reporting a crime

to federal authorities exposes the institution to potential civil

liability under 12 U.S.C. §3U417. Moreover, any technical defect
in a disclosure of records by a victimized financial institution
entitles the fraud perpetrator to liquidated damages against the

institution without regard to whether he was guilty of defrauding
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the bank. From a law enforcemenf perspective, it seems incred-
ible that a finaneial institution could be punished ci#illy for
reporting a crime against.itself, yYet this is the lawltoday in
the United States. |

A second piece of legislation that would enable the -federal
government to prosecute crimes égainst banks and the credit card
industry more effectively is contained in the Fresident's
Comprehensive Crime Control Act of 1983, H.R. 2151 Title Xv,
Part H. Present laws designed to protect banks cover the
offenses of embezzlement, robbery, larceny, burglary, and felse
statements. The proposed statute is de51gned to fill the gaps in
the present 1law regarding defrauding banks. It is modeled on
the present pail and wire fraud statutes and proscribes a scheme
or artifice to defraud a federally chartered or 1nsured flnanc1dl
institution or to obtain property owned or under the custody or
control of sueh an institution by means of false or fraudulent

pPretenses, representations, or promises ' i
. A ;

L
w7

In sum, there are several areas in whieh 1egislation is
needed ) k
ded to better protect the banking and credit card business We

s
upport the concept of that portion of section three of H.R 28&5

et

W
hich would proscribe the possession of a certain number of

R ——

counterfeit, lost, or stolen credit cards with eriminal intent.
We think that the fraudulent use or‘trensfer of a credit card
account number should be expllcltly criminalized but believe that
the Department's language to accomplish this is preferable. to the | i

approach of i il
, section three of the bill. Moreover, we believe that E

e
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it would he logical to deal with the related problem of fraudu-
lent use of a debit card along with any credit card legislation,
and that a minor change in the Right to Finéncial Privacy Act
and a specific bank fraud statute are also needed. As I have
indicated, we would be pleased to work with the Subcommittee on

any of these issues.
Mr. Chairman, that concludes my prepared statement and T

would be happy to answer any questions at this time.

Chairman AnNuUNzio. Mr. Keeney, we will not be asking ques-
tions at this time. We are going to hear our next witness. But I do
have two comments. One, the electronic fund transfer system.
When this committee considered that legislation we had hearings
throughout the country. We were criticized in some quarters. But
by passing this legislation we have provided certain guidelines.
And that is the reason, and now between the institutions and the
consumer in following these guidelines, there has not been as much
fraud. We have protected the consumers of America with that act.
And we really, really appreciate the cooperation we have been get-
ting from everyone that is involved, and we are proud of that
record.

In order to bring you up to date on the privacy section that you
mentioned, I just want for the record and to let you know that as
chairman of this subcommittee I strongly opposed the privacy sec-
tion as it was written at that time. But your Department had
talked to two of the Congressmen on this subcommittee, both law-
yers—and I am not a lawyer—and when the two lawyers got to-
gether, you see, I just threw up my hands and I gave the Justice
Department what they wanted. And now I am happy today that
you are coming back here and telling me about this financial priva-
cy, because you see, again, we got involved in this particular fight,
which you can appreciate—in a philosophical fight.

Mr. KeeNEY. If we are responsible for this monstrosity of legisla-

tion, Mr. Chairman, we would have to concede where we made a
mistake.

Chairman ANNUNZzIO. I wanted to give you a little history. I got
involved in a philosophical fight to the right and left over this
thing about human rights. I tell you it almost became an interna-
tional incident. And being a compromiser and politician, not a
philosophical creature, I did the best I could to gat the legislation
out making my two colleagues and Justice Department happy.

But now that I knovw the Justice Department is unhappy with it,
I appreciate your coming forward. We are going to see what we can
do to remedy the situation. I am reaily grateful for the informa-
tion.

Mr. KeenNEYy. Thank you, Mr. Chairman. We think it is a ridicu-
lous situation when the viciim of a crime has to be careful what
disclosures he makes in what quantity to the FBI or else run the
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risk of having a civil suit being brought by the person who victim-
ized the bank. I appreciate very much your comments, Mr. Chair-
man.

Chairman ANNUNzI0. Thank you. :

Now, my distinguished colleague from Pennsylvania, Congress-
man Tom Ridge, will introduce an old friend, the next witness.

Mr. Ripge. Thank you, Mr. Chairman. At the outset, I want to
thank you for the many courtesies that you and your staff have ex-
tended to me with regard to not only the testimony of Attorney
Siegel but also our involvement in the process of putting this bill
together.

I am very pleased to introduce to you and other members of the
subcommittee Attorney Bernie L. Siegel. He is the Deputy District
Attorney for Investigations in the Philadelphia District Attorney’s
Office. I would say, coincidentally, that is on the other side of the
State from my congressional district, but I knew Attorney Siegel as
a prosecutor in Erie County which is part of my district. He is ex-
ecutive director of the Economic Crime Project of the National Dis-
trict Attorneys Association. He is a scholar. He is a legislative
draftsman. He is a lecturer. :

I would tell you, and I am being very objective because when I
was a defense attorney he beat me around the ears a couple times,
he is one of the finest prosecutors not only in the State of Pennsyl-
vania but also, in my mind, in the country.

When 1 initially talked to him about testifying before the com-
mittee, he said it is a Federal issue, Tom. How can I enlighten you?
What can I contribute? And I said, well, from my experience as a
prosecutor I know that some of these cases do not end up in the
Federal court system. They end up in the local court system.

With that unique perspective and given his experience and back-
ground, I am very pleased that you extended the courtesy and have
asked me to ask Mr. Siegel to participate in our hearing. -

Chairman ANNUNzIo. Thank you very much, Mr. Ridge.

Mr._Sleggl, with that sendeff I want you to know that this sub-
committee is pleased to have you with us this morning. We can use
all the help we can get. If you have a statement, without objection
your entire statement will be made part of the record and you can
summarize and proceed in your own manner.

STATEMENT OF BERNARD L. SIEGEL, DEPUTY DISTRICT
ATTORNEY, DISTRICT ATTORNEY’S OFFICE, PHILADELPHIA, PA.

Mr. SieGeL. Thank you very much, Mr. Chairman. :

When I was asked to come before you, I did, in fact, suggest to
Congressman Ridge precisely what he has just stated, namely that
I wondered what perspectives could really be given to a piece of
what I consider significant Federal legislation by someone who has
spent his entire career working at the local level. Given that, I rec-
ognized that the constituency I represent in a somewhat unpaid
but nonetheless significant way, and that is the economic crime
project of the National District Attorneys Association, is repre-
sentative of the majority of the metropolitan local prosecutors’ of-
fices in this country with a constituency among themselves of prob-
ably better than half of the population of the country.

22-222 0—83—13
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It is upon the local prosecutor that a great deal of the problems
involved in combating credit card abuse heretofore has fallen. Re-
cently we conducted in Philadelphia a national economic crime
project conference at which a substantial number of the member
bodies were present, and we discussed this particular problem in
anticipation of my appearing here. We came to certain, not conclu-
sions, but some thoughts that we wanted to share with you. My
thoughts are really not directed at the specifics of the legislation,
because as has been indicated, the specifics of the legislation, being
directed more towards the U.S. Department of Justice, are not of
immediate concern to us. However, the concept is.

The involvement of the Federal Government in a more substan-
tial way in combating credit card abuse and the counterfeiting
problem and interstate aspects of credit card abuse is of immense
significance to our member agencies for the simple reason that
handling these particular kinds of matters has become a virtual
1mpossibility for most of the major metropolitan local prosecutors’
offices that have to try to deal with the matter.

Funding, staffing, the ability to get witnesses, the ability to track
down sophisticated rings and complex criminal activities that cross
State boundaries has become far too great for even the most sophis-
ticated of our major offices. And so in a general way we would say
that we are very much in favor of seeing a heightened involvement
by the Federal Government in the field. But to say that does not
mean that we do not have certain reservations, not so much relat-
ed to the legislation, but to some of the concerns that we have
noted in the past with regard to the manner in which the Depart-
ment of Justice and in particular U.S. attornevs offices throughout
the country tend to conduct themselves when dealing with legisla-
tion of this type.

I am not saying this to be critical but simply to point out things
that happen once legislation does get passed and once jurisdiction
has been placed into U.S. attorneys offices in the various districts,
and I believe there are 92 districts throughout the country. The
U.S. attorneys offices generally will prepare and have made availa-
ble, in some instances publicly, what are known as declination poli-
cies. These are policies by which they pick and choose, literally,
which crimes and under what circumstances they will prosecute
matters brought to their attention by the Federal investigating
agencies that fall either within their jurisdiction or that work
closely with them. «

The most obvious agency with which they work closely is the
Federal Bureau of Investigation. When they make these declina-
tion policies they are making a judgment as to the significance of a
crime or the meritoriousness of the crime, or perhaps the news-
worthiness of the crime. I do not know and I do not judge. But I do
know that there are detailed declination policies, a declination
policy being a policy that states that under a certain set of circum-
stances, even if there may be a meritorious criminal involvement
in a matter that could be litigated, they decline for a variety of rea-
sons to prosecute the matter.

The question is what happens when a U.S. attorneys office
chooses to decline a matter, which may have some significance, for
reasons in which local prosecutors, obviously have no input? If you
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have a local prosecutor wh
_ . o, as for example we i i
gfﬁ?ﬁfgi‘ﬁ ng}iltagv }V;,aet sr};c_)uﬁcg I1)10‘t have crgckswth?:ggehllév}i}clﬁagg-
ig e viewed as substanti imeg ,
fall, people who may steal upwards of $5,000 Saifilt]fBallch(l)%leglrigi}t,
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have : ; e
, because of their various declinations policies, chosen to not

proceed in a matt i : .
javolvement. atter in  which they might otherwise have

no’i;1 ﬁake éiﬁly further role. ’
us, the ability to have their ex i i
. _ ' pertise provid
clinse cggcér 1nt.a matter in which the U.S, attg)rngylr’se(ci)fft'i%eﬂrfa logal
stand%:he ecution is lost to the local prosecutor completely. I ugd iy
Sand th trﬁlappower needs in the U.S. Department of Justice I lf .
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h through the Department of Justice to work more closely
}vﬁiﬁclocal prgsecutors in dealing Wi'th problems which we find gf
significance, as I indicate in my written remarks, or somedway to
assist local prosecutors in picking up the pieces that fall céWIIlt L0
them when the Department of Justice chooses not to proceed. It is
really to that particular area that I was most concerned. -

There was one other area that I wished to topch on, an
touched on it briefly in my written remarks. That is the concepts
that are used in defining the devices with which these crimes can
be committed. I make a note in my remarks that I believe we
should be looking at broader terminology Whgn defining statutory
language that deals with crimes taking place in an era of explosive

igh technology. :
gr?r\;vt l?egflg;%slania, we fr}:a attempting to draft certain statutes now
that deal also with the use of payment _cards, computer frgud, _let
cetera. My office has taken the lead in doing the drafting primarily
for the State District Attorneys Association. One of the points we

are trying to make amongst ourselves is that we are trying to re-

ict the kind of language we use so that we are not responding to
2tg§§tticular problemgor namely a credit card problem, a payr%ﬁn’:
access number problem, but rather to a category of problem. b?
category is a particular kind of fraud which is caused by being able
to access various types of accounts, various types of sales transac-
i t cetera. '
tlo‘%sé ?:hoose to use words like, and 1 suggest here though I do noi%
use it as a term of art, the word “key,” a key being any forrpdo
accessing device, not just a card, not just a qumber, not ;ust a v1t deo
tape or audio tape or voice print or ﬁngerprmt' butjan.y 1nforma.1c1>:n
that might arise that would provide an accessing device to get }111.1 }?
the area of fraudulent financial transactions. Thus, as the }:gt
technology criminal chooses to ply his or her‘means, .tlie w 1te
collar prosecutor will be in a position not to wait for legis atlonblo
catch up with the act but will be there ahead of time and capable

i ith the problem. .
Of\?\?i%ﬁlzlglg, l?’lr. leairman, those brief remarks, I thank you again
for having e here. If there are questions, I would be happy to

11.
anéﬁ:fr?;ageANNUsz. Thank you, Mr. Siegel, for a very cogent,
practical statement. It is going to be much help to the subcommit-
tee as we proceed with t}(liefmaf{kup of ﬂ‘ée legislation.

is recognized for five minutes. _

%i ‘{/;%r;t:& Than%{nyou, Mr. Chairman. Mr. Keeney, credit card
industry spokesmen have claimed that the U.S. attorneys dolln?it
prosecute credit card fraud. In fact, MI:. .Slegel, I _behsave, was a }111 -
ing to that because the criminal provisions are-in title XV rqtheg
than XVIII. Would you care tec comment on that .partlcul.ar insight?

Mr. KeENEY. It doesn’t seem to me that that is a valid basis for
not prosecuting. My understanding of nonprosecution in this zit_rea
is because, as Mr. Siegel has indicated, the declination policy,

- which usually state that low amounts, and the average figure I

X : Vs tary
have seen on credit card fraud is about $267, so it is a mone
figure rather than its place within the Federal code.

[~
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It could be in title XVIIL It could be in title XV. It depends on
the provision of the particular statute whether it can be effectively
utilized, Mr. Vento. I don’t think that is a valid reason.

Mr. VENTO. Mr. Siegel, one of the points that you talk about in
your statement, your prepared testimony, is a sort of clearinghouse
arrangement. I don’t know if I understand exactly what you are re-
ferring to with regards to that., Are you talking about greater infor-
mation availability? Exactly what are you referring to with that?

Mr. S1EGEL. One of the problems that we have in the credit card
fraud investigation or prosecution field is the fact that many
schemes do cross State lines. In addition to having Federal jurisdic-
tional impact, there is local Jurisdictional impact as well, and it
would be of great assistance to local prosecutors to have some cen-
tral place where they can go or which can provide to them infor-
mation about the existence of rings which are being uncovered,
which are in the process of being uncovered or being investigated,
perhaps at different levels in the Federal Government, or even
amongst ourselves.

That is what we hope that our economic crime project will pro-
vide to our members, some way of being made aware on an almost
daily or weekly basis of the latest wrinkles and techniques being
used, the latest schemes coming out, the directions in which they
may be spreading, the locales in which they seem to be generating
the greatest impact, so that the prosecutors in those particular ju-
risdictions can be there, in a sense anticipating and ready and per-
haps able to take a more proactive approach to preventing that
type of criminality in their jurisdiction.

It is hard to say with great precision how it would work, but cer-
tainly a clearinghouse to help us know what is coming down the
line would enable us to be able to react much more quickly when
these matters arise so that the losses would be cut.

Mr. VeNTO. Mr. Keeney, you have heard that answer. Have you
identified an increasing number of rings with regard to credit
cards? What is the Department doing about it? Do you foresee a
role of the Department in terms ot a clearinghouse? Those three
brief comments, please. )

Mr. KEENEY. Taking the first, we do see a role in connection with
particularly interstate rings, and in situations where either the
rings are traditional organized crime or nontraditional organized
crime, but they are banding together and on a continuing basis en-
galging in this type of credit card fraud, Yes, there is definitely a
role.

With respect to the clearinghouse, the Attorney General has
mandated that each of the U.S. attorneys in each of the 94 districts
set up within his district what is called a Law Enforcement Coordi-
nating Committee. The Law Enforcement Coordinating Committees
are mandated to set up a system within their district whereby they
meet on a regular basis with their counterparts, investigative and
prosecutive, on the local and State level. .

And the purpose of these LEC, or Law Enforcement Committees,
is to make available a vehicle for the exchange of information. If
these things are working effectively and the Department is contin-
ually monitoring them to try to increase their effectiveness, if they
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are working effectively they should achieve a large measure of
t Mr. Siegel suggests. _
eriaam ;fraidgl' missed the third question, Mr. Vento. bice is. is

Mr. VenTo. I think that you answered it. I guess t‘?e thing is, 1

there an increasing number of these credit card rings?
< . Yes, we have, sir. .

l\l\/lﬁ' I{TEE::iI:IrI?)Y Thasnk you, Mr. Chairman. We recognize that Ei.s a
Fedefal responsibility to take an active role where we are dealing

i i d rings. . _
Wlé%;f:rigrf ?{NNUK?ZIO. Mr. Paul is recognized for 5 minutes.

PauL. Thank you, Mr. Chairman.
llwflasg one brief question fo}i l\ér. Keeneyc.J Tgitwlglxia(;cteiﬁggtAiliﬁ
1 i the Consumer Cre ?
prosecutions occurring under _ er Credit Protec o We
You have made a number of suggestions to ommitées. W
i markup immediately afterwards. I was just wo g
$§e?ﬁgin§oi had arI:y suggestions or enough time to analyze this.
What would the impact be of this bill on your operations.

Mr. Kegngy. It would help. It would make some of the prosecu-
tions easier. Whether it would have a dramatic impact I argl 1né
clined to say no, Mr. Paul. But it would have a salutary impac t%n :
would probably result in uz beti;ﬂg a’t})lle_ to proseciunttcia goglﬁ ca;se:v ou?d

't prosecute now. As the chalrman poinied ouv,

Zv:ercr?ﬁe illl)reffect a recent decision in the ninth circuit with respect
t bers. _ _ .
w0 l\y/.l[r;e lllfo%f: Iﬁgge you had enough time to rgca}lly r,;;:o over the bill

. i ct of this bill on your operations:
anle/litliggEg?Y.m\%: have had the bill ind, lti,t prede%:e?for 1{'&)1{' a1§>§11.111t
“We have looked at it, I think, pretty careiu'ly, . .
1Aolldf)c7:2m sgy with respsct to it is, it would be helpful. We would
strongly recommend that it be enacted.
. PauL. Thank you. )

I(\Jllfair?n[;n ANNUN};IO. Thank you, Mr. Paul. I would like to %\Sllé
the cooperation of the members. I know how busy they 1a;re. we
have one more panel. Then v‘v]s aie g01fr3g to pxgl%e:r% t}?elx?éarwlclapheed
need a quorum to markup. We have tive me " > We nead

for markup. So if it is at all possible, if you ca y, thy
(s)ilsle?ffn;g rx?vogll;ing on Igetting another member to the subcommittee.

Mr. Lowry, you are recognized. '
' _Thank you, Mr. Chairman. . ' .
l\Nlﬁ Ifgggr}gy, I%vasg’t here in 1976 when t}lehFHi?ln"géa})fParlllviﬁi
: ssed, so I am not really aware as 1 shou g
f;&%%zggns of that act. Obviously there was probably some puic'e
poses for it as far as protecting privacy. Can you give andel;camp
of crimes that you are aware of that were not prosecuted because
i of the act? .
Oflt\:/}lxEa %{éztgg‘c{e Well, I am not saying we are not prosecuting, Mr.
Lowr.y What I am saying is that the procedures are SO cgmbersorfpe
that 2 bank has to notice the FBI that they have an mdlcati;)n of a
crime in which the bank was the victim, embezzlement, whatever
» eri ight be.
th'&i‘hzllint?hg;flghave to go throug%lhan% %ridugllytfii%uggg tiontlslscll?lB;
ils of that violation. e statute 1s str
ggsh%%aslostgat if in doing so the bank oversteps the boundshof the
statute, they may be subject to a civil suit by someone who has ac-
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tually victimized the bank because they haven’t adhered rigorously
to the cumbersome procedures of the particular statute.

I am not saying w2 haven’t prosecuted any cases; I am just
saying that life would be a lot simpier for the banking institutions
and for the FBI if there were some changes made in this legislation
so that the bank could call up and say, “We have been the victim
of a crime. These are the facts. These are the details. These are our
books. These are the people who have information with respect to
it. And you, FBI, take over.” It would save a lot of time, Mr.
Lowry.

Mr. Lowry. Is there a problem of the banks——

Mr. KeEeNEY. Even the bank regulatory agencies have a problem.
They feel they are inhibited in what they can disclose to us, at
least in the early stages of the dialog that commences as a result of
the statute.

Mzr. Lowry. Well, Mr. Chairman, I assume we will be wanting to
look at that. Thank you very much.

Chairman ANNUNzIO. Thank you, Mr. Lowry. And I want to
again inform the members that if we don’t get this bill marked up
today, we will try tomorrow. But I think if we all remain here we
can finish the job today. Mr. Ridge is now recognized for 5 minutes.

Mr. Ripge. Thank you, Mr. Chairman.

Mr. Keeney, do you have available statistics that would reflect
for the years 1981 and 1982, the number of arrests and convictions
through the Department of Justice with regard to existing legisla-
tion in this area, to give us an idea of the number of people that
may be falling through the cracks and ending up as a responsibili-
ty of the local prosecutorial office?

Mr. KeeNEY. I can’t give you that, Mr. Ridge. What I can give
you is the latest figure, I think, for the Postal Inspection Service,
the principal investigative agency in the area. I think for the year
1982 they had something like 80 investigations. How many of those
resulted in prosecution, I don’t know. But if you wish, I can get the
figure for you.

Mr. RipGe. It certainly would not be No. 1 on your priority list,
but I would personally like to see it at your convenience.

Mr. KEeNEY. What I am suggesting is that the number of investi-
gations in the area, Federal area, is not extremely high.

Mr. RipGE. I guess that leads into the second point that I have.
On those rare occasions when you do conduct the investigation, the
U.S. attorney’s office still has the option to exercise, to decline to
prosecute. As I understood from Attorney Siegel’s testimony, that
declination policy may vary from district to district?

Mr. KEENEY. Yes, sir. :

Mr. Ripge. We can promulgate all the national legislation we
want, but if there are going to be unilateral decisions made in dif-
ferent areas and in different offices throughout the country as to
which ones they are going to prosecute and which ones they are
not, it would probably be helpful for the local prosecutor if we
really think it is a serious problem and want them to help us out,
to have a standard declination policy across the country. Is that al-
truistic? Is that something we are going to see?

Mr. KeeNEY. Mr. Ridge, I don't think a standard declination
policy—you are talking about a monetary figure, I think, now—
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throughout the country would be a good idea, because the needs
and resources are different in the various parts of the country.

Now let me make several points with respect to this. We try to
address that problem. It is a problem. Mr. Siegel is right, there is a
problem under our federal system where there is dual jurisdiction;
there is the potential for cases falling through the cracks. We have
tried to address that problem through these law enforcement co-
ordinating tommittees and we have tried to address it by providing
a follow-through system, which is not fully implemented but is in
the course of implementation, by which the U.S. attorneys, when
they decline a case, a case that, where all the requirements of the
statute are met. It could be prosecuted.

When they decline it on the basis of an exercise of their prosecu-
torial discretion, they will follow through and determine what hap-
pened to that case in the local jurisdiction. If it was declined there,
they would reconsider it. As I say, we are in the process on this. It
is not fully implemented.

Another point I would like to make with respect to the credit
card violations. The credit card violations are for the most part in-
vestigated by the Postal Inspection Service. I think that if you talk
to any law enforcement people on the local level—maybe we could
address it to Mr. Siegel—the Postal Inspection Service is the, prob-
ably the investigative agency in the U.S. Government that works
best with local prosecutors.

They do go, and my understanding is that they are very coopera-
tive. When they bring a case to a local prosecutor such as Mr.
Siegel, they bring it and they cooperate fully with respect to trying
to have it prosecuted.

Mr. RmpGe. I would like to ask Mr. Siegel, then, to comment on
his experience with these law enforcement coordinating commit-
tees and possibly also respond to Mr. Keeney's remarks concerning
the cooperation between the Federal agencies, particularly the post
office and your office, or other offices that you are aware of.

Mr. SieceL. With regard te Mr. Keeney’s comments regarding
the postal inspectors, I absolutely agree with him. I believe all of
the prosecutors’ offices with which I deal, all of the 80 various of-
fices, will agree that the most cooperation which we receive on a
local level from a Federal investigating agency, if we had to pick
one, would be the postal inspectors.

They will bring the cases to us and they in fact will do further
investigation on our behalf if we ask them to. There are some other
Federal agencies that are clearly nst quite as cooperative.

With regard to the coordinating councils that were referred to,
my view of it, from what I have observed in my jurisdiction and in
speaking with district attorneys around the country, is that these
are good ideas. They are the kinds of ideas that sound on paper
and sound in front of committees as if they are in fact the way to
go. But in actual working out, we are not finding very many meet-
ings and we are not finding very many meaningful exchanges.

There are numerous committees to which U.S. attorneys offices
and constituent agencies that would be part of these coordinating
councils and local prosecutors’ offices are called every day. Unless
there is some visible sign that the work that will go on in these
committees will in fact be substantive, will in fact include the kind
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of information that doesn’t just flow one way, saying, Here i
Is going on; take it or leave it, but in fact wﬂ’l inzzolg,e ag gxlcshgr}llgg
and an assistance capacity back and forth, because local prosecu-
tors can also help Federal prosecutors, unless we know that there
15 some substan_ce to it, then it really is an exercise in futility.

I am not saying we shouldn’t have that as a concept, but if we
are going to have these kinds of councils as a concept they ought to
be the kinds of things that are followed through on and that the
Department of Justice in Washington makes certain that the U.S
attorneys out in the 94 districts follow through on and that in fact
{:)he;: be m}a]lde to work, becausg otherwise they are, frankly and to
d?esbs?ill?gw at harsh but I think quite candid, they are window

Mr. Ripge. Thank you, Mr. Chairman.

Chairman ANNuUNzIO. Thank you, Mr. Ridge.

lIVI w1llS powlal(liow myself 5 minutes.

r. olegel, do you believe that the Justice Department giv
enough emphasis to investigating and i i ollar
crll\r/Ine sSuch as cIr%dilt card cougterfgiting? prosecuting whité collar

r. SIEGEL. elieve, Mr. Chairman, that more em hasi
be given. Now, whether you ask—you ask do they g?ve eiﬁg}lg
They give some. I know that in the past several years the strategy
for whatever reason, at the Federal level has been to place more of
I:;(})lf burden of prosecuting that type of crime on the local prosecu-

It is not a judgment which I believe I am competent to c
on, nor do I feel my comments would be particulgrly pertingxlgnlgﬁtt:
I do have an observation to make, that that is in fact what has
happened, and that the resources that have been available to us
on the other hand, to combat the type of crime have been reduced
at the same time that the burden upon us has increased, which is
one of the cornments that I make in my written remarks, |
wiiht};\lf}llli(t et}éelf)osmqn tallilenlat the Federal level toward dealing

ollar crime
th(a:ill N antar C should be enhanced and could be greater
airman ANNUNzio. Then in your opinion again
that there 1s enough coordination on theppart of gthe ’Fggezyglu (’fgs%
ernment with local prosecutors on credit card fraud?

Mr. SieGEL. With credit card fraud per se, I think there is a rea-
sonable amount of cooperation, yes. As I have already indicated
the investigative agency involved happens to be an agency that
has, for whatever reason, chosen to be, or been directed to be, or
just by the nature of the people within it, is very cooperative with
local prosecutors. It makes it, therefore, much easier to coordinate
investigative efforts with them when U.S. attorneys offices choose
to simply decline to deal with the case.

Chairman ANNUNzIO. In your opinion, the State and local pros-
ecutors have the resources to investigate sophisticated, organized
rings of crgdlt_card_ criminals. You know we have heard some
horror stories in this subcommittee about how organized these
criminals are. In fact, there was a story told, they. have a school
you see. These people attend this school where they are taught how
to transfer t.hese. credit cards. I asked one of the witnesses if they
had graduation time and diplomas, you know, and ceremonies.
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And, you know, anything that is so well organized in order to
make any kind of a dent, having been born and raised in a large
city, I know it takes the efforts of local and Federal prosecutors co-
ordinating. Do you think that State and local prosecutors do have
the resources? :

Mr. SieGeL. I do not believe State and local prosecutors, Mr.
Chairman, have the resources to deal adequately with sophisticated
rings of credit card counterfeiters, in particular those that cross
State lines.

I can perceive, however, of a ‘way in which we can work in a co-
ordinated way, with the Federal Government assuming the key
role in prosecuting, through the use of their vastly increased re-
sources, that type of criminality, and the local prosecutor then
dealing with the kinds of frauds that occur at a local level, in par-
ticular among the merchant elements, who are a very significant
part of credit card fraud, large numbers of merchants who are per-
fectly willing to take known stolen cards and run up huge bills on
them. That we can work with.

If the Federal Government, through the Department of Justice,
can work with dealing with the counterfeit rings, we can work very
well at the local level in trying to prevent the distribution of those
cards and use of those cards through sting and scam operations
that we have run, and we have run in a number of cities including
my own, very successfully.

Chairman ANNUNzI0. I have one more question for Mr. Keeney.
The subcommittee is aware of at least two instances in which mul-
tiple gangland-style slayings have occurred as a result of involve-
ment relating to credit card fraud. Is the Department of Justice
aware of such instances? Has it been working with State and local
investigators to solve these gangland murders?

Mr. KeeNEY. Mr. Chairman, I am not aware of the particular in-
cidents to which you are referring specifically. But we are empha-
sizing rings. We certainly are emphasizing rings when traditional
organized crime is involved and when nontraditional organized
crime is involved. .

There have been some killings in connection with some of these
operations. Whether they are directly related to the credit card
aspect or not, I don’t know, but I do want to emphasize that coun-
terfeiting of credit cards is a priority of the Department of Justice.

Chairman ANNUNzIo. Well, I am happy to hear that it's a prior-
ity, and I am sure that when murders are involved, that the atten-
tior: does go up.

Mr. Keengy. Yes, s_z, it does go up.

Chairman ANNUNZzIO. I am sure of that. I just want to make it

clear for the record. I have no further questions. I want to give our
staff director, Mr. Prins, an opportunity.

Do you have a question?

Mr. Prins. Just one question, Mr. Chairman.

Mr. Keeney, in the first part of your statement you recommend-
ed reducing the number of counterfeit cards from 10 to 5. What
concerns me there is that when staff was working on the bill we
were led to believe that the smaller number we had in there, the
less likelihood that the Justice Department would look into, well,

let’s say a petty crime.
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Mr. KeeNey. We have tak iti

A o) _ en a position on th
Px\l{fls, Jp.connection with the false identification il e Mr.
laree ¢ lnkhws ought to be consistent. We think the five figure i
_ tg nough to indicate someone is connected with a ring. I am
I possemionto} o o 1 oorPSerly Prosecute federally ovoryone

1ve, but it will make it a lot easier for 11 .

ecute people who are engaged in this + Sier 1or us to pros-
basis, and we know it £ 10 this type of activity on a regular
in one particular situaf?igg. we can only prove the possession of five

1O‘I?‘dr. Prins. Would you prosecute more if we left the number at

Mr. Keengy. Well, obvious] ’
. . y ously, but I don’t kn i
ggé?l%rgg ln(r)lalgs tahny gllgfetrence. If we can proveolvB ;Vr}llgt?}?g ;Isla&gg:
’ o s ; J .
prosecute on the 10 tﬁa% %vgegzl'l;rtelfe% ! think we are more likely to
Mr. Prins. Thank you. o

Mr. Keeney. What I am saying is that if it is five, it is easier for

Mr. Prins. I hate to i
_ . prolong this, but I have t
ques‘gon to drop the other shoe. What about if we dgogzlédoil’;eallln t?}fe
way down to the possession of a single card? °

going to go a long way in helpin i i
: ( \ g us 1n the final m -
12%{01;% it;hre;l ielfilﬁ%laltig?;ihl(l)pefulbl;’ thag, will put som:rl%:{il:l% %I%dasr}ilglft
; Jton-dollar racket that exists in the Unj
today. This racket is so vast and i it e o tes
the rackets that people are 1111l ?O %xpenswe that i oo Some of
I know that befora these heav;?nVe tartog el in don poson.
_ 2t gs started I had no idea that
were going to hear witnesses testify that h i it cards
through counterfeiting and selli yf odit amy on. credit cards
: e _ dit card numb
exceed the billions and billions op g ﬁ creI is 1 opinion, g
sleeper racket in the United State D and it io ahony pinion, it's a
! _ lates, and it is about ti
%(Ieople aware of it. It is g sleeper racket, and a tremeggguvsvie?gl?kte
e want to thank you for your help and helping us o
Mr. SieGeL. Thank you, Mr. Chairman. '
Mr. Keeney. Thank you, Mr. Chairman.
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irman ANNUNzIO. The next panel, I would like Mr. William
D.Cll\llitlrrnnann, vice president in charge of security, VISA Interna-
tional, San Mateo, California. Mr. Neumann, W1_11 you take your
place at the table. Mr. Walter R. Kurth, president, A§s0c1ategi
Credit Bureaus, Inc., Houston, Tex.; Mr. Tom Kelleher, vice presi-
dent of Security, MasterCard Corp., of New York; Ms. Sandra J.
McLaughlin, senior vice president of the Mellon Bank, Pittsburgh,
representing the American Bankers Association.

Mr. KurtH. Thank you, Mr. Chairman. .

Chairman AnNuUNzIO. We have with us today a member of the
Texas Legislature who is very knowledgeable on this subJecjs, Rep-
resentative Barry Connelly. Representative Connelly, Would you
like to come up and sit with Mr. Kurth here?

Mr. ConNELLY. Thank you, Mr. Chairman. Thank you for recog-

me. , _
mzclkr:girman AnNuUNzio. Thank you. And, you know, he’s a Republi-
ter. .
ca{\l/ir[.L I%I%%}Ilnanll, I know you have a prepared statement. Without
objection, it will be made part of the record. You can summarize
and proceed in your own manner.

T IN
STATEMENT OF WILLIAM D. NEUMANN, VICE PRESIDEN
CHARGE OF SECURITY, VISA INTERNATIONAL, SAN MATEO,

CALIF.

. NEUMANN. Mr. Chairman and members of the subcommit-
teé\,’I i‘ am William D. Neumann, vice president of VISA Internation-
al in charge of security. I am appearing today on behalf of VISA
U.S.A,, Inc., a nonstock membership corporation, incorporated
under the laws of the State of Delaware, which administers _the
VISA card and Travelers Cheque program throughout the United
States. The membership of the corporation is comprised of approxi-
mately 13,000 commercial banks, savings banks, savings and loan
associations, and credit unions that participate in the VISA pro-
grir;l'of the end of 1982 the VISA “Blue, White and Gold” card was
carried by approximately 66.& million individuals and accepted at
nearly 2 million merchant outlets and 52,000 member offices all
over the country. For 1982, the total dollar vo_lume of the .V'_[SA
card system in the United States was approxmiately $38.5 billion.

On behalf of the vast membership of VISA, I would like to thank
you, Mr. Chairman, for convening these timely hearings to discuss
the alarming problem of card fraud and to review both the current
statutory provisions that provide criminal penalties and the pro-
posed legislation, in the form of H.R. 3622, that would deal with

of our concerns. _
m?l?ythe judgment of the unified industry, the present magnitude
of the problem and its potential for even more staggering losses
warrant a congressional review of laws protecting the public from
fraud in connection with credit and debit cards. _

We would like to commend you, Mr_‘. Chau:mqn, for your recogni-
tion of the problem and your efforts in fashioning and introducing
legislation which will address many of these concerns. Quite clear-
ly, you and the other members of the subcommittee appreciate that
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these pieces of plastic are tantamount to cash and their fraudulent
use is directly analagous to the counterfeiting of U.S. currency.
‘Moreover, Mr. Chairman, your extensive efforts demonstrate an
awareness of the fundamental point that it is the consumer who is
the real victim of these unlawful activities. It is intuitively clear
that, ultimately, fraud losses are paid by the cardholders as compo-
nents of the cost and credit of merchandise.

We are pleased by your recognition that the problem is simply so
extensive and geographically pervasive that a Federal rather than
state response is warranted in those criminal situations beyond the
capabilities of State and local authorities. We would like to thank
you for your initiative and leadership in introducing H.R. 2885 and
were pleased to have the opportunity to work with the ste.f of the
subcommittee in the refinement of that legislation which produced
H.R. 3622. We believe this recently introduced legislation reflects
giant strides toward devising a statutory framework with which to
aadress credit and debit card fraud and prevent the inappropriate
distribution of card account numbers. ’

H.R. 3622 consists of two major parts. The first would prohibit,
except under specified circumstances, disclosure of credit and debit
card numbers and other codes that could be used to obtain access
to funds. While many of our members would prefer that restric-
tions on the dissemination of account numbers be implemented by
prohibiting improper activities rather than through a blanket pro-
hibition with exceptions, we greatly appreciate the extent to which
you have accommodated the vast majority of our concerns respect-
ing legitimate uses for account numbers. We believe that your new
bill demonstrates a sincere interest in excluding from the bill’s re-
striction all areas of legitimate business activities,

As we have discussed with the staff of this subcommittee, the ac-
count numbers that are the subject of this provision are vital to the
orderly functioning of the national payment system. The impor-
tance of these account numbers to the system makes it critical that

‘their legitimate use not be impaired while abuses are curbed. Be-

cause of that we are concerned that legislation in this area not be
viewed as restricting legitimate operations of the credit card indus-
try. We do not believe that H.R. 3622 would do this. In fact, it is
our understanding that the members of this subcommittee and the
staff share this view. However, certain areas of legitimate activity
remain subject to interpretation. We would respectfully suggest
’}clhat they be addressed in the legislation itself or in legislative
istory.

We address these specific concerns in our written statement. In
these areas we believe that supplying specific guidance is exceed-
ingly important and welcome the opportunity to work with the
staff in addressing these matters.

The second major part of H.R.’3622 involves filling in a number
of loopholes that currently exist in the statute regarding criminal
activity. These provisions would amend section 134 of the Truth-in-
Lending Act to close enforcement loopholes that may have
developed.

For example, they would change the holding of one court that
fraudulent use of an account number did not constitute misuse of a
credit card. This and other changes in the criminal liability provi-



202

sion will do much to close existing loopholes, Mr. Chairman. We
urge the subcommittee to move quickly to adopt legislation in this
area, and look forward to continuing our efforts in working togeth-
er to fashion a sound, effective bill.

In conclusion, the pervasive and growing use of plastic cards and
related access mechanisms is ushering in a worldwide system of
electronic funds exchange. These payment mechanisms hold the po-
tential for allowing consumers to use their assets any way they see
fit, instantly, anywhere in the world, and at any time of the day.
They hold the key to expanding their freedom by expanding their
financial flexibility.

If this new approach is to be implemented successfully, it must
be able to develop free of the existing threat of widespread crimi-
nality not effectively addressed and thus not deterred by the Feder-
al criminal justice system.

The industry respectfully urges Congress to give immediate con-
sideration to the adoption of appropriate legislation in this area.

Thank you, Mr. Chairman.

Chairman ANNUNZzIO. Thank you, Mr. Neumann.

[Mr. Neumann’s prepared statement, on behalf of VISA Interna-

tional, follows:]
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TESTIMONY 6?
VISA U.S.A. INC.
BEFORE THE
COMMITTEE ON BANKING, FINANCE
AND URBAN AFFAIRS
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE

UNITED STATES HOUSE OF REPRESENTATIVES

HEARINGS ON H.R. 3622 AND
THE NATURE AND SCOPE OF
CREDIT AND DEBIT CARD FRAUD

AND RELATED ISSUES

Mr. Chairman and Members of the Subcommittee, I am
William D. Neumann, Vice President of Visa International in

charge of security. I am appearing today on behalf of VIsa

U.S.A. 1 i
A. Inc., a nca-stock membership corporation, incorporated

under the lawg of the State of Delaware, which administers

the Visa Card and Travalare Mhorna Draomram thaen
heque Progr-m £hee
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United States. The membership of the corporation is com-

prised of approximately 13,000 commercial banks, savings
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banks, savings and loan associations, and credit unions that
participate in the Visa program.

As of the end of 1982 the VISA "Blue, White and Gold"
card was carried by approximately 66.8 million individuals
and accepted at nearly 2 million merchant outlets and 52,000
member offices all over the country. For 1982, the total
dollar volume of the Visa Card system in the United States
was approximately $38.5 billion.

On behalf of the vast membership of Visa, I would like
tco thank you, Mr. Chairman, for convening these'timely 4
hearings to discuss the alarming problem of card fraud and
to review both the current statutory provisions that provide
criminal penélties and the proposed legislgtion, in the form
of H.R. 3622, that would deal with many of our concerns.
Visa believes strongly that legislation is badly needed to
stem ﬁhe‘ever—increasing losses being suffered in this area.
We would like to emphasize, Mr. Chairman, that these losses
are not borne by Visa or others that perform an intermediary
funétion but rather they are paid for by the consumers who
aétually use the system through increased prices for credit

and the goods and services being purchased.
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The Scope Of The Problem

Over the past few years, the fraudulent use of bank
cards and travel and entertainment cards has spiraled to
incredible heights, far out of proportion to the increase in
the legitimate use of these cards. To illustrate the nature
and scope of the problem, it is helpful to look at just one
of its aspects, counterfeiting.

Worldwide card industry losses from counterfeiting
alone were $15 million in 1981. ‘In 1982, these losses
soared to over $50 million, an increase of over 330 percent
in one year alone. Of these worldwide losses,/about 94
percent of those losses or approximétely $47 million were
suffered in the United States.

For the Visa system, counterfeit losses climbed from
about $750,000 in 1981 to nearly $11 million in 1982, an
astounding increase of over 1,460 percent. Furthermore,
despite‘stepped-up security operations, these losses are n K
expected to at least double in 1983 to well in excess of $20
million. Counterfeiting -losses sustained by Visa ﬁembers in
1982 were seven times greater than the total counterfeiting
losses for the previous nine years. (See Appendix A.) a '
recent but limited survey by Visa indicates that counterfeit
per se constitutes just over 11 percent of the total fraud

losses and generates an average dollar loss per counterfeit

22-222 0—83——14

i



206

card of 81,000. (See Appendix B.) MasterCard and American
Express also have sustained significant losses in this area.

Losses from counterfeitin§ are only one facet of the
problem. In addition, Visa suffered general fraud losses of
$69.3 million for 1982. Most fraud losses involve stolen
cards (nearly 36 éercent of the dollar losses with an

average loss per card of $650). Lost cards are next,

accounting for 29 percent of the dollar losses and an

average dollar loss of about $1,000. Cards not received in

the mail éomprise the third largest category of loss. These
are cards intercepted after they are mailed by Visa but
before they are received by the actual accountholder. This
problem causes about 18 percent of the dollar losses, with

an average loss per card of almost $2,000. (See Appendix B.)

It is important to emphasize that the cards involved in
these three categories of fraud that give rise to the
highest losses -- lost cards, stolen cards, and "card noﬁ
received" -- are often used at first for large dollar
purchaseé. Oﬁce the perpetrator has used the card for
amounts that he assumes apg;oach the card's credit limit,
the cards are used for smaller transactions, which do not
require direct authorization. This continues until the

account is blocked by the issuer. Essentially, "blocking"
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an account means that authorization and security mechanisms
are 'set in place to prevent any further use of that account.
It is at this point that the cards are recycled by the
criminals, altered with new account numbers, and so move
into the "counterfeit" category.

About two-thirds of fraud dollar losses occur from
purchases made before the issuer has any reason to believe
that the card is being used fraudulently and reports it to
authorization centers and merchants. Generally, this
process takes about a week, but can take much longer than
that for overseas accounts.

Although more than half of the fraudulent transactions
involve less than $50, they account for only about 12
percent of total dollar losses. Transactions between $500
and $999, while comprising less than nine percent of trans-
actions, actually account for more than a third of all
dollar losses. Transactions of more than $1,009 account for
only 1.3 percent on a transaction basis, but more than 16
percent of dollar losses. (See Appendix C.)

.More than 93 perqent‘of the fraud losses in the U.S.
occur in 12 states. (See Appendix D.) It is interesting to

note that major areas of card fraud, according to our
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preliminary review, appear to coincide with the locations of
hard-working fraudulent user could use a single card to make

major, known organized crime families.
$10,000 in phony transactions. On the street these cards

Almost 25 percent of all fraudulent transactions occur
| can be bought illicitly for about $200. ' “,

in department, variety and general merchandise stores, in
Fundamental to many of these ‘schemes is obtaining good

transactions that involve an average amount of about §$100.

A bt

- account numbers. Criminals do this in many ways, among

One-fifth of the percentage of dollar losses results from
them:

cash advances, made by banks. for an average amount of about
i

- searching merchants' trash and recovering carbon

$600. (See Appendix E.)
sheets from card transactions. The account number, card-

Significantly, the average transaction amount of about
holder's rname and expiration date are clearly legible;

$55 before the account is blocked drops to about $36 after
-~ buying stolen cards, fréquently from prostitutes.

the block date. This seems to suggest strongly that fraudu-
The going rate is said to be $25 to $50;

lent users are aware of the card issuer "floor limits" and
-= getting short~term mail order or telephone order

other authorization procedures that are used by the industry
jobs;

to police fraud.
-= learning the access code to a computerized credit

reporting agenc ~ £indi .
How Fraud Is Perpetrated 9 agency, or finding a confederate on the inside;

Ihe Achilles heel of the bank card is its embossed

account number.

and emboss it on a counterfeit card, a plain piece of "white.

Perpetrators obtain a "good" account number

- working for, or having a confederate who works
for, a bank. a major fraud case in New York recently
resulted in the arrest of four bank employees who were

trafficking in account numbers from high-limit accounts; or

o3

plastic,”" or reemboss it on a lost or stolen card.
- Posing as a card company representative or another

This "new" card can then generate hundreds of dollars
legitimate businessman over the telephone and persuading

of purchases and cash advances before it is blocked by the
cardholders to recite their account numbers.

issuer. We have seen actual cases in which an ambitious and

)
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Once the perpetrators have account information, they

i i ; ic. These efforts have
simply emboss it on a piece of plastic _

gone through several identifiable stages as criminals have
hanics
gained knowledge about both the card system and the mechani

i i o it is
of producing cards. In this area, as in others, it

possible to trace an acceleration and inc¢rease in sophisti-
cation of criminal activity as these elements work to keep
up with industry changes calculated to thwart fraud.

Eérly criminal effdrts centered on lost and stolen

cards The cards were used only until the reporting and

i s were
listing processes involving lost and stolen card

assumed to have caught up with them. This period of expo-

3 d 3 d
sure was reduced as the industry reponded with improve

i i brief
reporting and authorization systems. Discovering the

imi s soon
period during which these cards are useable, criminal

changed their approach.
The first efforts at manually altering credit cards

" nd paste" scheme,
involved "shave and paste." The "shave a P

i i i he
as it became known in the credit card industry, involves t

i i 8 ace of
removal of accountholder information embossed on the £

i i umbers
lost or stolen cards using a razor knife. New n

removed from other credit cards are then glued onto the

appropriate places on cards using a fast~-drying epoxy
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cement. - Initial attempts were addressed at changing the
validation and expiration date lines, often using discardad,
"expired" cards. In its final stage, the efforts moved to
changes in the account number lines. While current methods
of fraud make this early scheme appear crude by comparison,
it is still being used today.

The next stage in the evolution of card fraud was the
development of far more sophisticated schemes including
those involving card counterfeiting and "white plastic.”
"White plastijic" cards are plain plastic of the correct size
to fit in the sales draft embossing equipment widely avail-
able in the marketplace. These blank cards are embossed
with an account number, car&holde; name and expiration date,
This produces a plain white embossed card (white, because
that pappens to be the color in which the plastic used is
produced) that does not have any issuer or card company
logo. Clearly, these cards could not be used with legiti-
mate businesses. They require the cooperation of an unscru-
pulous, collusive merchant. The merchant's role is to get a
transaction authorization, andg then submit a phony sales
record to the bank. These schemes require a capitai invest-
ment for, among other items, embossing machinery. Top-of-

the-line embossing machines, many of which have correcting
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keys allowing dis-embossing, sell for anywhere from $2,50¢C
to $15,000 on the lagitimate market, and three times as mt
in the counterfeit card market.

Some counterfeit or altered card use is the work of
petty thieves working alone, but most counterfeiting and
card alteration activities are the work of organized gang:
Théy operate with impunity across state lines, drain mill:
of dollars weekly from the above-board economy, apply
proceeds from their card activities to other types of crir
-- notably drpé and firearms dealings ~-- and cause deadly

violence, doubtless sometimes involving innocent victims.

Card Fraud: A Case History

one of the largest multifaceted altered card/white
plastic/counterfeit fraud operations perpetrated to date

took place in the South Florida area. Losses in Dade

ns

County, Florida, exceeded $10 million. The scheme utilize i

J account information originating with issuing financial
institutions based in Latin America, primarily Mexico,
venezuela, Columbia, and Argentina. Also involved were
accounts issued to South American nationals but maintaine
in United States dollars. This modus operandi took advan-

tage of a three-month delay before the true cardmember's
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denial of the charges reached the issuer's domestic security
departments for investigation.

Initially; the credit card industry applied a systems
approach in authorizations in order to minimize fravd
exposure, particularly in connection with Venezuelan accounts.
The result demonstrated exactly how nimble these conspirators
are, since, in response to this industry enforcemént effort,
they simply changed their focus to European cardmembers
rather than those of Latin America. It was later determined
that one source of cardmember information was a jewelry
store in the Costa del Sol run by an organized crime capo
from Sicily. As law enforcement and industry pressuré grew,
they again simply shifted their operations using United
States cardmember information to commit card fraud on the
French Riviera and in Italy, Argentina, Venezuela, and
Columbia. |

Valid cardmember information came from coxrupt employees
of hotels (guest registration cafds in Miami cohtained
notations of passport numbers and South American police
identity card numbers), restaurants ahd rental car com-
panies. In the rental car instance, one rental agency
served as a billing location for the entire country. As a

result, the fraud had an impact on citizens from all over
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the United States and the United Kingdom who had never even
visited the Miami area.

In 1982, other groups of organized criminals also were
arrested in Southern Florida. Rec¢ently, 50 "collusive
merchants" wers identified and prosecuted in a joint effort
by the credit card industry and local law enforcement
authorities for their part in a continuing fraud scheme that
was national in scope.

The arrests of members of very sophisticated groups of
criminals have not stemmed the tide in counterfeit fraud
losses to the industry. The cases reported to date repre-
sent only the "tip of the iceberg" and do not reflect a
number of organizations continuing to eoperate and others as
yet undetected.

In many instances, successful federal prosecutions in
cases like the one described above simply cannot be under-
taken due to lack of meaningful and comprehensive federal
statutes in this area. For instance, some believe that
there.is doubt as to the coverage of such items‘as the
fraudulent use of "white plastic" and the unlawful posses-
sion of cardmember information and carbon copies of charge

slips.
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Congress Is Correctly Moving In This Area

In the judgment of a unified credit card industry, the
present magnitude 6f this problem and its potential for even
more staggering increases warrant a Congressional review of
laws protecting the public from fraud in connection with
credit and debit cards. The problems are serious enough now
to require special. attention. The long?term potential for
misuse of payment devices, given the current state of law,
has far-reaching ramifications bearing on the integrity of
the nation's payment system that increasingly involves
credit and debit cards and related codes and numbers.

Fof these reasons, Mr. Chairman, we would like to
commend you for your recognition of this problem and your
effort in fashioning and introducing legislation that will
address many of these concerns. Quite clearly, you and the
other Members of this Subcommittee appreciate that these
pieces of plastic are tantamount to cash and their fraudu-
lent use is directly analogous to the counterfeiting of U.S.
currency.

In addition, Mr. Chairman, your extensive efforts
demonstrate an awareness of the fundamental point that it is
the consumer who is the real victim of these unlawful
activities., While those that issue the cards and those that

accept them bear the immediate brunt of the losses, they are
1

%
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not the only victims. It is intuitively clear that ulti-
mately fraud losses are paid by cardholders, as components
of the cost of credit and merchandise. Moreover, there is
evidence that most card fraud schemes are well organized,
operate across state lines, very likely finance other more
sinister illegal activities, and result in violence.

We also are pleased by your recognition that the
problem is simply so extensive and geographically pervasive
thaé a federal rather than a .state response is warranted.
While many states have statutes that can be construed to
cover the fraudulent activities involved here, we have not
discovered any that deal directly and effectively with the
issue. .This situation is particularly troublesome in light
of the fact that criminal statutes by law must be construed
strictly, thus occasioning some concern when these general
statutes are stretched to cover the specific criminality
under discussion here.

In addition to the lack of adequate state law, there
are numerous reasons that commend a federal response.
First, and perhaps most important, the criminal behavior
involved here places into jeopardy the entire national
paymentS'sysﬁem. This system, which is in no way limited by,
state boundafies, has increasingly developed into one based

in substantial part on the use of credit and debit cards and
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relaﬁed access mechanisms. The danger inherent in a lack of
coverage at the federal level is that thé system as a whole
will be‘iess secure and certain. Given the existence of a
nationwide payment system, it is simply beyond the ability
of any one or even several states to deal effectively with b
the problem.

Second; based on our experience with significant fraud
cases, the activities génerally are interesgtate in nature.
With the high degree of organization of criminal efforts in
this area, it is simply not possible to stop these efforts
through state or local legislative action. Insofar as there
are state statutes in existence, enforcement by states,
cities or counties must stop at their jurisdictional limits
while card fraud operations routinely operate across stafe
and national boundaries. In addition, our experience has
demonstrated conclusively that the problem tends to shift
geographically based on the degree of industry and prosecu- . : &5
torial pressure exerted in major crime areas. Thus, for

example, as enforcement efforts increase in New York and

Miami, new outbreaks of erime are experienced in Phoenix and
in other parts of the country that previously had not been
major centers of crime of this type.

Third and finally, there has been a long-standing role

of the federal government in connection with debit and



218

credit card activities. Comprehensive legislation adopted
over a decade ago established federally-mandated rules on
disclosure, billing error rights and substantive respon-

sibilities. Almost five years ago Congress adopted compre-
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hensive legislation to deal with electronic transfers.
These statutes, implemented by extensive regulations adopted

by the Federal Reserve Board, further demonstrate the

significance historically given by Congress to the issues

involved here.

in short, a timely and effective legislative response

can be forthcoming only from Congress.

The Pending Legislation

We would like to thank you, Mr. Chairman, for your
initiative and leadership in fashioning legislation to deal
with this problem. We were encouraged by yocur introduction

of H.R. 2885 and were pleased to have the opportunity to

work with the staff of this Subcommittee in the fu:ther

refinement of that legislation which produced H.R. 3622. We

believe that this recently introduced legislation reflects

giant strides toward devising a statutory»framework with
which to address credit and debit card fraud and to prevent

the inappropriate distribution of card and accountAnumbers.
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The bill consists of two major parts. The first
invol&es restrictions on the dissemination of payment device
account numbers and the second amends the existing criminal
provisions contained in Section 134 of the Truth in Lending
Act to close seVerai existing loopholes in that section.

Dissemination. Section 2 of H.R. 3622 would prohibit,

except under specified circumstances, the disclosure of
credit card numbers and other codes that could be used to
obtain access to funds. While many of our members would
prefer that restrictions on the dissemination of account
numbers be implemented by prohibiting improper activities
rather than through a blanket prohibition with exceptions,
we greatly appreciate the extent'to which you have accommo-
dated the vast majofity of our concerns respecting the
legitimate uses for account numbers. We believe that your
new bill demonstrates a sincere interest in excluding- from
the bill's restrictions all areas of legitimate business
activities. As we have discussed with the staff of this
Subcommittee, the npmbers that are the subject of this
provision are critically important to the orderly function-
ing of the national payment system. The importance of these
numbers to the system makes it critical that their legiti-
mate use not be impaired while actual and potential abuses

are being curbed.
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Because of that, we are concerned that legislation in
this area not be viewed as restricting legitimate operations
of the credit card industry. We do not believe that
H.R. 3622 would do this. 1In fact, it is our understanding
that the Members -of this Subcommittee and the staff share
this view and that the exceptions provided in H.R. 3622 are
calculated to prohibit inappropriate activities while
leaving all legitimate functions untouched. While this
approach is certainly evident in the new bill, certain areas
of legitimate activity remain subject to.interpretation, and
we would suggest that they be addressed either in the
legislation itself or in the legislative history. These
matters include the fact that the "accounts" referred to in
the exclusion portion of the legislation should be inter-
preted to extend beyond just credit card accounts and
include typical savings and checking accounts in which an
access number or code plays some role. Another area of
possible confusion involves the fact that many financial
institutions contract out for certain mechanical functions
because it is easier or less expensive than performing these
activities themselves. For instance, due to limited in-~
house capability, they may contract with outside mailing

services, customer service entities, or card preparation and

issuing services that may properly be viewed as simply being -
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extensions of the institution itself. It is our understanding

that it is your interition that these types of legitimate
activities are to be excluded from the restrictions con-
tained in the bill. In these and several other areas, we
believe that supplying specific guidance is e#ceedingly
important and welcome the opportunity to work with sta?f in
-addressing these m%tters.

Closing Criminal Loopholes. The second portion of

H.R. 3622 involves filling in a number of loopholes that
currently exist in the statute regarding criminal activity.
These provisions would amend Section 134 of the Truth in
Lending Act to close enforcement loopholes that may have
developed since their énactment. For example, they would
change the holding of orie court that fraudulent misuse of an
account nuaber did not constitute the misuse of a "credit
card." A new definition of "payment device" explicitly
includes both actual and fictitious account nuﬁbers. Thus,
the statute's prohibitiogs will cover both the misuse of
actual account numbers and the creation of fictitious
pumbers,

Second, anyone who for improper reasons possesses
payment devices that, among other things, are counterfeit,
altered or fraudulently ébtained,is guilty of a criminal

violation. In order to prevent overbreadth, H.R. 3622
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limits this provision's coverage to one %ho has ten or more
of these payment devices.

Third, some of the provisions in the criminal sections
of this Act contain dollar amount minimums that must be met
in order to trigger liability. The amendments would make
clear that these dollar value tests are met by looking to
one or more transactions using one or more credit cards.
Thereforeé, a person would not escape liability, for example,
by using ten different counterfeit cards to make fraudulent
purchases of $900 each.

We urge the Subcommittee t6 move quickly to adopt
legislation in this area and look forward to continuing our
efforts in working together to fashion a sound, effective
bill. = T

We would also like to note legislation now pending in
the House Judiciary Committee. That effort deals with
counterfeiting and other types of intrinsically illegal
activities. It takes an approach that is totally complemen-
tary to the one taken in H.R. 3622 .and we are hopeful that

the Members of the Subcommittee will support that effort.

What The Industry Is Doing

In seeking federal legislation, the credit card industxry

does not mean to suggest that it must lessen its vigilant
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efforts to curb this problem. In fact, all the major card
companies have -- and are rapidly expanding -- aggressive
programs to fight card fraud, ranging from developing card
designs that inhibit counterfeting and alteration to elec-
tronic authorization systems at the point of transaction.

In addition to these preventative programs, the card
companies participate actively‘in law enforcement investiga~
tions into card fraud cases. 1In fact, one Ft. Lauderdale,
Florida, investigation, which resulted in the arrest of more
than 30 unscrupulous merchants, began with information
provided to Visa through the use of an informant. The
informant, still working with law enforcement on other
cases, was found in the course of the investigation of a big
New York-area card fraud operation. Through the efforts of
Visa, the informant was made available to the Florida
authorities, and later to authorities in another part of the
country to work on yet other investigations. Visa also
initiated another investigation in the same area by pre-
senting a case it had investigated to a joint law enforce-
ment agency.

Visa has initiated the following programs to combat
credit card fraud:

Enlarged Visa Security Staff. Visa has established a

global integrated security group. Professional security
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representatives are now headquartered arcund the world to
assist Visa members in the areas of investigation and

prosecutions. The staff consists principally of attorneys,

including a former prosecutor, experienced law enforcement
officials and bilingual representatives abroad.

Merchant Fraud. Since the Security Department has been

expanded, reducing merchant fraud has been a primary focus.
The staff has been working on: (1} developing a central data
base to identify possible fraudulent merchants and patterns
of fraudulent activity; and (2) requiring affiliates to
control their merchants that are known to have been involved
in fraudulent transactions. Three new automated programs to
address fraud will become operational in 1983:

° Counterfeit Audit Program (CAP) - tracks all

counterfeit paper submitted to Visa in member °
claims. Transactions are sorted by categories
including counterfeit activity by geographical .
region, dollar amount, merchant, etc. This data

is shared with our members and law enforcement in

an effort to contain fraud.

° Fraud Detection Service (FDS) ~ identifies geo-

graphical and merchant locations where fraudulent
transactions are generated by comparing the listed

fraud accounts against daily settlements in the
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Visa Interchange system. The findings are repérted

to member banks involved, which then investigate

them and report back to Visa for appropriate

action.

Merchant.Referénce Service (MRS) - gathers from
merchant affiliates identifying data.on a merchant
cancelled for cause. This data is then available
to any affiliate considering signing a merchant.

A pilot program is now underway in Plorida, a high

fraud area.

Security Advisors. Visa has organized a Security
Advisory Committee to examine and critique our security
efforts. Advisors are senior management personnel from
member banks. Their second meeting is scheduled for mid-

1983.

c . \
ard Secure Properties. Visa has initiated a compre-

hensivg study to enhance the security of its cards. The
best of several technologies will be incorporated into the
Visa card.

This summer Visa will introduce the Electron Card. It
will be a non-embossed card with three electronic reading
technologies on its reverse side: the present Magnetic
Stripe, Optical Character Recognition and Uniform Product

Code. A personal identification number (PIN) will also be

&
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incorporated with the use of this card at only automated
teller machines initially and +hen later at the point of
sale. Also, all transactions utilizing a Visa Electron Card
will be 100% electronically authprized.

Point of sale terminals provide still another important
opportunity for reducing fraud losses. Visa is convinced
that the vehicle to bring fraud under control in tﬁe long
run is an expanded electronié transaction authorization
system. By 1985, Visa intends to authorize electronically
80% of all transactions in the United States at the point of
sale utilizing its”communications network. To encourage the
use of electronic terminals, Visa has set new interchange
fees for electronic transaction authorizations.

Card Fraud Prevention and Training. SRI International,

formerly Stanford Research Institute, is developing a card
fraud prevention, education and training program for Visa.
About 75% of the project is now complete. Initial fraud
prevention and training materials to assist law enforcement,
prosecutors and judges will be available by year-end.

Law Enforcement Support and Assistance to Prosecuting

Attorneys. Visa is currently funding or helping to fund a
number of law enforcement investigations relating to credit
card fraud. We have provided funding directly or through

Members to several law enforcement agencies for investiga-
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any time of day. They hold the key to expanding their

L3
‘ffééaom by expanding their financial flexibility.

This is not futurism. The technology is here now.
Judging by their acceptance of automated teller machines,
consumers are ready and eager to move into this neéew era. By
1986, as an example, Visa will have established a global
network of at least 8,000 automated teller machines, giving
cardholders immediate access to their financial accounts
worldwide.

If this new approach to financial intermediation is to
be implemented successfully, it must be able- to develop free

of the existing threat of wide-~spread criminality not

effectively addressed under -- and, thus, not deterred by -

the federal criminal justice system. It is to control this

situation and to maintain security over the electronic funds
transfer system and the entire national payments system that
Visa and others in the card industry urge Congress to give

immediate consideration to the adoption of appropriate

legislation in this area.

We appreciate having had the opportunity to share our

views with you. I would be happy to answer any questions

that you may have.

Al
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APPENDIX A

OF COUNTERFEITING
International

73. . . . .$12,000

74. . . . . . .$4,6000

75. . . . . . .$10,800

76. . . . . . .$27,200

77. « . . . . .$26,700

78. . . . . . .$31,700

79. . . . . . .$78,700

80. . . . . . .$516,000
8l. . . . . . .$740,000
82. . . . . . .$10,920,000
83 (est). . . ..$20,000,000

1982 -
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Lost

Stolen

card not received
Counterfeit

all other

FRAUD TRANSACTIONS B

Transaction Amount

: " Under $50

$50 to $149

$150 to $249
$250 to $349
$350 to $499
$500 to $999
$1,000 and over

230

APPENDIX B

FRAUD BY TYPE

visa International

% of § Loss

29.2
35.9
©18.7

11.2

APPENDIX C

¢ of Transactions

58.1

14.1

Average Dollar Amount

$1,047
650
1,919

1,102

Yy SEVERITY AND FREQUENCY

% of Losses

12.1
7.3
7.5
9.0
14.5
33.5
16.1

" oo
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APPENDIX D

COUNTERFEIT LOSSES BY LOCATION

Visa International

Location % of Transactions
New York City 28.2

New York State ! 14.5
Florida 19.1

New Jersey 8.1 .
California ) 5.2
Massachusetts 4.0
Pennsylvania 3.2
Connecticut 2.5

Texas 1.6
Illinois : 1.1 v
Michigan 1.0
Virginia 1.0

Nevada 0.9

Dollar Value of Transactions

$2,555,397
1,309,838
1,728,231
729,295
470,757
360,335
293,730
259,613
144,645
100,251
89,673
88,526
85,722
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COUNTERFEIT BY TYPE OF TRANSACTION

Transaction Type

Cash advances

Department,'variety
& general stores

radio, stereo, TV
clothing

jewelry
restaurants

shoe stores
airlines

furniture
hotel/motel/resort
camera/photography
travel agencies
household appliances
auto parts

drug stores

wire transfer/
money orders

unkown (illegible
drafts)

remainder

visa Intérnational

% of Transaction .

¢ of Losses

Average Amount

5.
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9
0
8
5
3
2
9
.6
5
5
3
3
2
1

8
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$624

102
393
118

611
55
81
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614

102
178

930

407
271

50

930
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100
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Chairman ANNuUNz10. I would like for the panel to know that
until 1982 you were Assistant Director of the FBI Crime Labora-
tory and that you spent 21 years with the FBI in several other ca-
pacities, now as vice president in charge of security with VISA In-
ternational. Your statement is the statement of an expert. I agree
with many, many of the items that you have stated in your state-
ment. It is a good statement.

Mr. Kurth is an old friend of the committee. He worked with me
back in 1971, I believe.

It’s good to see you again. 1 know of the tremendous contribu-
tions you have made in the Fair Credit Reporting Act. I have
looked at your statement. Again, I want to tell you how much I ap-

preciate all of the work and thought and ideas that have gone into
the statement.

Mr. Kurth

STATEMENT OF WALTER R. KURTH, PRESIDENT, ASSOCIATED
CREDIT BUREAUS, INC., HOUSTON TEX.

Mr. KurtH. Thank you.

Chairman AnNunzio. Without objection, your entire statement
will be made a part of the record and you can proceed and summa-
rize in your own manner.

Mr. Kurt. Thank you, Mr. Chairman. I will summarize my
statement.

My name is Walter Kurth. I gin president of Associated Credit,
Bureaus, Inc. [ACB]. ACB is an international trade association
founded in 1906 to represent the consumer credit reporting indus-
r

By way of definition, a credit bureau is a clearinghouse of infor-
mation identifying the paying habits of consumers. Credit report—
ing files include identifying information such as name, spouse’s
name, address and former address, employe and former employer,
somal security number and number of dependents. Much of this in-
formation is supplied by the consumer, when applying for credit.

Each month local, regional and national credit grantor users
send what is commonly called trade line information on their cus-
tomers to the credit reporting companies. Trade line information
shows how much is owed, whether the customer is current in his or
her payments and how many times, if ever, the customer has been
behind in his or her payments during the past 12 to 24 months.
Most users are either retailers, banks, finance companies, mortgage
lenders, 0il companies or other credit card issuers.

Public record information on consumers is also filed.

All of the items I have mentioned come together to form a solid
base of information in order that prudent credit-granting decisions
may be made. The keystone to the system is the manner in which
the information is matched with the proper record.

‘We estimate the credit reporting industry receives in excess of
550 million lines of trade per month. That kind of volume necessi-
tates the use of positive identifiers to insure that information and
consumers are properly matched.

The primary identifier to achieve a successful match is the con-
sumer’s account number. For this reason, it is essential that the ac-



234

count number is included when a credit grantor furnishes informa-
tion, and we commend your recognition of this need by permitting,
through this lezislation, the disclosure of a payment device number
to a consumer reporting agency. It is an essential ingredient which
permits the consumer reporting agency to achieve its mandate of
maximum possible accuracy.

With the advent of automation, for many years credit grantors
have been asking consumers for account numbers of credit refer-
ences. This assures the consumer that the credit bureau and/or the
credit grantor will in fact be able to locate the account which the
consumer has given as a valuable credit reference.

Account numbers also appear on the actual credit report. There
are very good reasons for this. The number serves as an identifier
linking the consumer and the account. This is true not only when
the report is purchased by a credit grantor, and matched against
the credit application, but also in a file disclosure situation where
the consumer is made aware of the contents of his or her file. The
presence of the account number is an assurance to the consumer
that the payment history information is properly linked.

A credit grantor that desires more up-to-date information than
that contained in the report may use the account number to check
directly with the consumer’s creditors before making a credit-
granting decision. For example, the credit grantor may wish to call
directly to elaborate on information. The account number facili-
tates this process. Without it, it might be necessary or easier to
deny the application.

Credit grantors have also advised us that when an account has
become delinquent and goes to their collection department, the ac-
count number serves as an important tool for skip tracing to locate
missing debtors. Unfortunately, society will always have a few un-
scruplous individuals who will attempt to use any system or proce-
dure for their own dishonest gain.

For those who want to abuse the system, credit account numbers
can be obtained from many sources and put to fraudulent uses. We
recognize the possibility that account numbers may be criminally
obtained from credit reports. While such instances have been ex-
tremely rare, our industry does not want to contribute to or be a
party to making fraudulent credit card use easier for the criminal.

We are torn, of course, between the legitimate and worthwhile
needs of credit grantors for quick access to the account numbers
and our concern over the perpetration of fraud. We recommend, as
you are already doing, that credit grantors who use credit reports
and need access to account numbers be consulted and that they
concur in the solution that is ultimately arrived at.

The mechanics of the solution offered in the bill may or may not
be workable, but we do believe that working together with you and
with our customers, a solution can be worked out in everyone’s
best interest.

We wish we had the perfect solution to offer this committee
today, but in lieu of that we pledge to you that ACB will continue
to work with you for a solution in the best interest of the public,
our members and their customers.

Thank you for this opportunity to testify today on this important
legislation.
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Chairman ANNUNzIo. Thank you, Mr. Kurth.
[Mr. Kurth’s prepared statement, on behalf of Associated Credit
Bureaus, Inc., follows:]

STATEMENT OF WALTER R. KURTH. PRESIDENT OF ASSOCIATED CREDIT BUREAUS, INC.
Mister Chairman and Members of the Subcommittee on Consumer |
Affairs and Coinage of the House Committee on Banking, Finance and
Urban Affairs, my name is Walter R. Kurth. | am president of Associ-
ated Credit Bureaus, Inc. (ACB). ACB is an international trade
association founded in 1906 to represent the consumer credit re-

porting industry.

We appreciate the opportunity to appear before you to discuss
the role of credit Cafd account numbers in consumer credit reporting.
You, Mr. Chairman, and other members of this subcommittee are no
strangers to the important role credit bureaus play in our economy
and ACB has enjoyed a long and productive relationship with you
since the key role you and Mr. Wylie played in passage of the Fair

Credit Reporting Act in 1971.

For the most part, ¢redit bureaus or credit reporting agencies
are sole proprietorships, partnerships or corporations. Approximately
420 members of our association operate from computer files while
1,250 are manual operations. The credit reporting industry produces

an estimated 200 million credit reports annually.

%



236

By way of definition, & credit bureau is a clearinghouse of

information identifying the paying habits of consumers. Credit re-

porting files include identifying information such as name, spouse's

name, address and former address$, employer and former employer;

social security number and number of dependents. Much of this in-

formation is supplied by the consumer when applying for credit.

Each month local, regional and national credit grantor users

send what is commonly callied trade line information on their customers

to the credit reporting companies. Trade line information shows how

much 1s owed, whether the customer is current in his or her payments

and how many times, if ever, the customer has been behind in his

or her payments duiring the past 12 to 24 months. Most users are

either retailers, banks, finance companies, mortgage lenders, oil

companies or other credit card issuers.

Public record information on consumers is also filed.

All of the items | have mentioned come together to form a

solid base of information in order that prudent credit-granting

decisions may be made. The keystone to the system is the manner

in which the information is matched with the proper record.

We estimate the credit reporting industry receives in excess

of 550 million lines of trade per month. That kind of volume

necessitates the use of positive identifiers to insure that infor-

mation and consumers are properly matched.
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The primary i ifi i
y identifier to achieve a successful match is the consumer!
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accuracy.

With the advent of automation, for many years credit grantors have
been asking consumers for account numbers of credit references. This
assures the consumer that the credit bureau and/or the credit grantor
will in fact be able to locate the account which the consumer has

given as redit refer ' r
a valuable credit reference. Without the account numbe
- 14

consumer fr i
ustration can result when a credit grantor is unable t
o

loca
cate the reference accourit.

Account numbers also appear on the actual credit report. There
are very good reasons for this. The number serves as an identifie;
linking the consumer and the‘account. This is true not only when
the report is purchased by a credit grantor, and matched against the ;
credit application, but also in a file disclosure situation where |
the consumer is made aware of the contents of his or her file. The
presence of the account number is an assurance tokthe éonsumer that

the payment history information is properly linked
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A credit grantor that desires more up-to-date information than
that contained in the report may use the account number to check
directly with the consumer's creditors before making a credit-
granting decision. Also, credit grantors have advised us almost
unanimously that when an account has become delinquent and goes to
their collection department, the account number serves as an important
tool for skip tracing to locate missing debtors. There are

other legitimate reasons why the number is valuable to the credit

.grantor.

Credit card account numbering systems have greatly facilitated
the exchange of commerce. Unfortunately, society will always have a
few unscrupulous individuals who will attempt to use any system or

procedure for their own dishonest gain.

While credit bureaus have strict safeguards to prevent misuse

of credit card accourit numbers, there is no lack of ingenuity on

- the part of those who might attempt to circumvent those safeguards.

It was in recognition of this fact that Congress included in the
Fair Credit Reporting Act Section 619, providing for fine or im-
prisonment when credit bureau information is obtained under false

pretenses.

There is good reason to believe that in the celebrated schemes
which prompted this legislation, those invoived should be prosecuted

under provisions of the Fair Credit Reporting Act.
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We applaud your efforts, Mr. Chairman, to get the Justice Departmenf
to initiate an investigation into possible violation of the FCRA

in the Florida case.

For those who want to abuse the system, credit card account
numbers can be easily obtained from many sources and put to fraud-
ulent uses. The credit reporting industry recognizes the possibility
that account numbers may be criminally obfained from c;edit reports.
While such instances have been extremely rare, our industfy does
not want to contribute to or be a party to making fraudulent credit
card use easier for the criminal. If in fact credit card account
numbers or access device numbers are gleaned from credit reports, we

want to be a part of the solution, not a part of the problem.

We are torn, of course, between the legitimate and worthwhile
needs of credit grantors for quick access to the account numbers and
our concern over the perpetration of fraud. We recommend, as you
are already dbing, that credit grantors who use credit reports and
need access to account numbers be consulted and that they corcur
in the solution. . The mechanics of the solution offered in the bill
may or may not be workable, but we believe that working tcgether
with you and credit grantors, a solution can be worked out in

everyone's best interest.
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Mr. Chairhan, since the early 1960s, ACB has brought the con-
sumer credit industry together to find solutions for previously un-
foreseen problems. We accomplished this with you, Mr. Chairman,
and other members of the Congress in the Fair Credit Reporting Act
and Fair Debt Collection Practices Act. Fraud js another problem,
another challenge and we're continuing to work with our members
and their credit grantor customers. We have voiced concern in the
past over computer system fraud and we support your efforts to

increase penalties and enhance prosecution.

We wish we had the perfect solution to offer this committee
today, but in lieu of that we pledge to you that ACB will continue
to work with you for a solution in the best interest of the public,

our members and their customers.

Thank you for this opportunity to testify today on this

important Tegisltation.

Chairman ANNUNzio. Mr. Kelleher, it's the late hours that I

have been keeping. I want to apologize to you. Actually, I had Mr. .

i —1 wi t the
Kelleher confused with Mr. Kurth. Mr. Kplleher I will correct
record—until 1982 was the Assistant Director of the _FBI Cr;l:ne
Laboratory and spent 21 years of his life in the FBI, is now vice
president of security for MasterCard. We are dfahghted to have you
and Mr. Kurth—both experts—here to provide your testimony,

our suggestions. _
Y I knogvrvg the help we have received from both of your companies
has been tremendous in helping us shape up a piece of legislation
where we believe we have every member of the subcommlttee in
agreement, because every member of the subcommittee has their
e on the legislation as a cosponsor. '

naér:) I welcomg:;1 you both before the subcommittee. I hope you

accept my apology.

STATEMENT OF THOMAS F. KELLEHER, VICE PRESIDENT,
SECURITY, MASTERCARD INTERNATIONAL INC., NEW YORK, N.Y.

Mr. Kerrener. Not at all, sir. Thank you so much for having us
here. We are grateful to you, Mr. Chairman, to the subcommittee
members and to the staff for the leadership that has been demon-
strated in addressing the issue of credit card account number
abuse. .

’ fore the

We are very pleased to have the opportunity to come be A
subcommittee today in order to comment on H.R. 8622 and to help
focus attention on the very real and growing problem of card-relat-
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ed fraud. Our full written statement has been submitted for the
record. o

I wouid like to make just a few comments, if I may, based on
that record. The staggering increase in dollar losses experienced by
the bank card industry and consumers alone are reason enough for
concern. But of at least equal concern is the type of activity respon-

sible for the increase in these figures. Our research indicates that a

new type of fraud has been reflected in the industry’s losses today:
fraud utilizing not the card itself but the account number.

In previous testimony Mr. Siegel addressed very well the anti-
fraud work being done in the Philadelphia region. In cooperation
with the police investigating agencies, VISA, MasterCard, and
American Express, all support many of these sting operations fi-
nancially, to provide the money for the payments that have to be
made to informants and other people so that these crimes are ade-
quately investigated. The most insidious part of the fraud mer-
chant activity that has been alluded to previously by Mr. Siegel is
that the merchants involved in this type of crime are collusive with
the thieves that are profiting from it, and they are supporting a
great number of credit card thieves by giving them a place to use
their cards. This type of sting activity and the work of Mr. Siegel
in combating fraud has been of great comfort to us. From a State
and local standpoint, we are delighted to be associated with the in-
vestigators and prosecutors in the Philadelphia area.

Valid account numbers are being misused in many ways and ac-
count numbers are illegally obtained, transcribed onto sales slips
which are then sold to collusive merchants for deposit. These slips
are entered into the system by the merchants and commingled
with valid transaction accounts.

Account numbers may also be used to create counterfeit cards.
MasterCard research indicates improper use of account numbers is
to a great degree responsible for the unprecedented increase in
card fraud activity. Most distressingly, organized crime figures
prominently in the burgeoning card account abuses. :

Thus the nature of card-related abuses has changed from a non-
violent type of petty thievery involving isolated incidents of dishon-
esty, to a sophisticated, well-organized activity of far-reaching pro-
portions that feeds into and supports the very worst elements of
criminal society.

As a former Assistant Director of the FBI, I would not endorse
seeking Federal legislation for individual credit card thefts, but the
organized enterprises have become so sophisticated and mobile that
they have progressed beyond the capabilities of local authorities to
cope with this challenge. This brings the matter within the scope of
Federal authorities. S

MasterCard has taken strong steps on many levels to stem the
tide of counterfeiting and to try to control fraud. We have rede-
signed the card and included three security features with it, includ-
ing a unique hologram. We have added a procedure which prohibits
a merchant from providing, selling, or exchanging account number
information. ‘

Other activities are presently in progress and we are improving
within our own organization ways of detecting fraudulent mer-
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242 \(; Chairman AnNunzio. Thank you, Mr. Kelleher, for your very,

very excellent testimony.
[Mr. Kelleher’s prepared statement, on behalf of MasterCard In-

ternational, follows:]

chants to assist prosecutors, such as Mr. Siegel, in coping with
these situations locally.

H.R. 3622 would amend the Truth in Lending Act to restrict the
distribution of account numbers and make fraudulent use of ac-
count numbers a Federal crime. Account numbers have been the
subject of abuse by unscrupulous people. However, account num-
bers are also essential to legitimate bank card operation.

H.R. 3622 prohibits disclosure of an account number unless the
disclosure falls within one of the enumerated exceptions. Banks
must, of course, be permitted to provide an account number to a 7 ;
card manufacturer or service organization so that a card can be -
produced and processed. Banks must also be permitted to operate
in the multibank structure of the bank card program.

A bank may use a correspondent bank, for example, to support
the cardholder’s transaction. Our concern is that a court may not
read the exceptions as broadly as we have been advised they are
intended to be read. It is of paramount importance to us that the
. legitimate bank card uses of the account numbers be left intact. To
‘remedy our concern, we ask additional guidance be given by the
subcommittee to further clarification of the text of the bill or in
the legislative report on the bill.

Again, we would like to thank the chairman of the subcommittee
and staff for their cooperation in creating a list of instances in
which account numbers may be legitimately disclosed. As other le-
gitimate uses of ‘the account numbers are discovered, we look for- ;
ward to working with the subcommittee and staff to ensure that J
the legislation does not unnecessarily fetter the legitimate oper-
ations of the card programs. Section 3 of the bill would amend
criminal provisions of the truth in lending law, and we wholeheart-
edly support these critical changes.

Other locpholes in the existing law make prosecution of card
crimes difficult. For example, it is not a crime to counterfeit a card
or even possess such a card, despite the fact cards provide the kind-
of exchange value offered by currency. The bill would make it a
crime to possess 10 or more fraudulent or counterfeit cards. We
heartily support this provision.

The bill also responds to the concerns raised by law enforcement
officials that the minimum dollar amount triggering liability in the
law may be technically interpreted as applying to each card used i
rather than to the person or persons participating in a conspirator-
ial ring. H.R. 3622 would properly clarify this point.

Lastly, H.R. 3622 would define the term payment device to in-
clude credit card, debit cards, account numbers, codes, or other
means of account access. We wholeheartedly endorse this definition |
of payment device. Whenever therg are deficiencies in criminal |
laws, technical barriers to prosecution are provided and criminals !
who might otherwise be convicted are released on technicalities.
The public is then the loser. It is, therefore, important for the card
crime laws to be drawn as broadly as constitutionally permissible
in order to provide prosecuters with the necessary tools with which
to prosecute offenders.

On behalf of MasterCard International, we thank you for this op-
portunity to express our views.
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STATEMEHT
OF
THOMAS F. KELLEHER

ON BEHALF OF

MASTERCARD INTERNATIONAL INCORPORATED
BEFORE THE COMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE

UNITED STATES HOUSE OF REPRESENTATIVES

ON H.R.3622

July 27, 1983

Good morning. My name is Thomas F. Kelleher. Until 1982, I

‘was the Assistant Director of the FBI Crime Laboratory and I spent

21 years with the FBI in several other capacities. I am now Vice
President, Secuxity of MasterCard International Incorporated.

MasterCard International is a membership corporation composed of

‘the over 13,000 U.S. financial institutions which issue and honor

the familiar MasterCard credit and debit cards. MasterCard is

‘Pleased to have the opportunity to come before this subcommittee

today in order to comment on H.R.3622 and to help focus attention

on the -very real and growinag problem of card-related fraud.
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BACKGROUND

Historically, card-related fraud was a relatively contained
activity, both in terms o6f the number of improper transactions and
the dollar losses that resulted. Improper card use typically
originated from a lost or stolen card which fell into the hands of
an individual petty thief. In such a case, the cardholder would
miss his card and would promptly notify the card issuer of the
loss or theft of the card or of an unauthorized transaction
appearing on his billing statement on which any unauthorized
transaction has appeared. The issuer could promptly block the
card account through the authorization system and publish the card
account number in our warning bulletin as a restricted account
which should not be honored further by banks or merchants. By
publishing an account as "restricted," the issuer can provide an
economic incentive to the merchant to not honor the account. The
losses which resulted from these abuses typically occured over a
short time span’ and could be addressed quickly; Generally too,
these practiéés were perpetrated by an individual for his own
personal qain, utilizina an actual plastic card initially issued
as a valid, authorized card. Thus, the exposure from these frauds

was of a limited nature.’
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SCOPE OF PROBLEHM

In 1973, total fraud losses for MasterCard members were
$2,780,000. Over the course of the decade, fraﬁd losses grew
ugspectacularly, keeping pace with the growth of transaction
volume. However, beqinniﬁq in 1980, the bank card industry begén
to.experience an overwhelming and unexpected rise in the number
and amount of card-related fraud as well as a change in the nature
of this fraudulent activity. For the record, we are submittinq
additional statistics anquraphs evidencing the gqrowth of this
problem and indicating its likely upward trend. Particularly
noteworthy is the picture of fraud percent change increase charted
against transaction volume percent change increase displayed in
Appendix A. Wwhile the MasterCard system has enjoved a steady
percent change increase in transaction volume, the percent change
increase in fraud and counterfeit losses is dramatic and sudden.
In 1981 our volume percent change growth increased 232% over the
base volume of 1973 and volume growth increased 255% in 1982 over
the 1973 base. Fraud loss percent change increases over 1973
base losses for those years arew 829% in 1981 and 1540% in 1982
respectively. Counterfeit loss percent change increases grew an
astounding 10,652% in 1981 over 1973 counterfeit base losses and
76,763% in 1982 over 1973 figures. 1In 1979 total fraud losses for
MasterCard members amounted to $12,569,290. 1In 1980, MasterCard

members reported $19,041,897 in fraud losses. For 1981, the
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fiqure was $25,817,918. By 1982, dollar losses escalated to
$45,613,550, an increase over 1981 alone of 18.9 million!

Taken alone, the staggering increase in dollar losses is
reason enough for conce’.. But, of at least equal concern is the
type of activity responsible for the increase in these fiqures.
Specifically, our research indicates that many of the card-related
abuses which are reflected in theé industry's losses today are of a
type which were unimaginable when the existihg cérd crime laws
were enacted. Specifically, a new type of fraud has surfaced;

fraud utilizing not the card itself but the account number.
NEW FRAUD

Of fenders have devised several different ways to obtain valid
account numbers without the cardholder knowing that the number
will be used by another person. Account data can be extracted
from carbon slips which were used in valid card transactions and
discarded by the merchant or may be memorized by the perpetrator
while someone is makinq a leaitimate purchase. Account data c¢%n
also be obtained from the cardholder directly, generally over the
telephone by utilizing a variety of fraudulent techniques varying
from purported surveying, to product offerinqs,“to representations
that the perpetrator is the bank confirming the account

information.
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Valid account numbers are being misused in many ways. A
recent practice invo’res collusion by a merchant or a merchant
clerk who obtains v. account numbers taken from authorized
sales at the merchant's place of business. These account numbers
are transcribed onto sales slips which are then "sold" to other
colluding merchants for deposit with their respective banks for
payment. Another practice involves placing valid éccount numbers
on "white plastic" cards. The white plastic fraud cases involve
cards that do not bear anv design or service mark on them. The
face of the card is embossed with a valid account number so6 that
when presented to a dishonest merchant, the card can be imprinted
on a sales slip and the slip can pass as resulting from a valid
transaction. Whether the sales slip is made by hand or against a
white plastic card, these "phony" sales slips are entered into the
system by the merchants and commingled with valid slips.

Account numbers are also used by unauthorized persons to
purchase goods from telephone/mail order houses. Goods are
shipped to a temporary address given by the perpetrator of the
fraud who then changes his or her address before the cardholder is
able to report the unauthorized transaction.

Recent investigations héve exposed one qragdiose scheme by a
purported credit card protection company which involved thousands
of cardholders across the United States. Utilizing a hard line
telephone spiel, this company pitched its card protection plan to

countless cardholders. Despite the fact that in most cases the
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cardholder was not interested in purchasing the protection
service, this company went ahead and chafged the service to the
cardholder's account without first obtaininag the cardholder's
consent. Thg company was able to charge the cardholders' accounts
Eecause it had obtained their account numbers prior to making the
telephone pitch. In many instances, this company did not evsn
bother to contact the cardholder prior to billing him or her“for
the service since it already knew the account number. This
particular company had obtained thousands of account numbers in a
variety of ways, which as of today's date are still questionably
legal although ethically repugnant.

More significantly, account numbers may also be used to
create a counterfeit card. Card counterfeiting techniques have
become distressingly popular among sophisticated criﬁinals.' One
favorite method of counterfeiting employs a silk screening process
(the same process used to print T-shirts). It is a common
technique, inexpensive to use and has proven, unfortunately, to be
an effective process. Briefly, a plastic card which can be
obtained through many legitimate sources is silk screened with the
registered design and service marks of a card organization. Then,

a valid account number obtained in one of the ways I just

e e e ey o

described, is embossed onto the card. The resulting product is a
card that 1ook§ and acts, for a aiven period, as an authorized
card. Another card fébrication scam, not quite as sophisticated

as card counterfeiting, utilizes a lost or stolen card. The
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criminal irons out the original cardholder identifying information
on the card and re-embosses over it with different, valid account
data. One industry group has calculated that counterfeits
comprise 14% of non-cardholder related fraud losses; account
number alterations, 53%; white plastic, 22% and stolen blanks;
11%.

Based on our review of these fraudulent practices, MasterCard
estimates that the improper use of account numbers, whether
through card alteration, card counterfeiting or through collusive
merchant activity, is to a great degree responsible for the
unprecedented increase in card fraud activity.

Our research further indicates that the dramatic increase in
account number abuse, is in larqe part the result of the
participation and direction of sophisticated criminals, not the
penny ante thief of earlier times. For example, a school
specializing in card fraud was recently uncovered in Hew Jersey.
Students actually paid to participate in classes on counterfeiting
and theft-related fraud. Upon graduation the students were sold
cards to use. The alumni program provided the new graduates with
a place to sell stolen merchandise.

Most distressingly, organized crime fiqure§ prominently in
the burgeoning card account abuses, as evidenced by recent
arrests, investigations and law enforcement reports. And, as is

typically the case with organized crime, violence, prostitution
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and druqg trafficking play a part of these activities. Postal
inspectors have arrested a number of people within the past two
vyears who were allegedly associated with organized crime. 1In one
case two persons were arrested and charged with operating a
counterfelt card ring. Shortly after their arrest, four men
linked to the two arrested persons were found shot to death. The
rumor on the street was that the dead men had "fingered" the two
arrestees. In another case, a man and his wife were&arrested
along with six other co~conspirators and charged with fourteen
counts of conspiracy to commit credit card fraud. The couple was
convicted and sent to federal prison. The wife was later parolled
to care for her child. Eleven nionths after her arrest, the wife,
her son and her nephew were slain gangland style in their home,
while her husband wag £ jail,

In New York Citv's Time Square area, a pool room served as a
credit card supermarket. Card thieves, posing as prostitutes,
would steal the cards from their clientele and then wholesale the x “
stolen plastic at the pPool room. Thus, the nature of card-related
abuses has changed from a non-violent type of petty thievery
involving isolated instances of dishonesty to a sophisticated, !
well orqanized activity of far reaching proportlons that feeds

into and supports the very worst elements of criminal society.
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COST OF FRAUD

. . "
The high cost of this crime clearly translates into highe

. . et we
dollar losses for card issulng institutions. Presently,

estimate that fraud losses cost the MasterCard system

i ‘ .008 per
approximately $.08 per transaction, up from a cost of $ 008 p

i increase in
transaction based on 1973 fiqures. This represents an

i i cost
the cost of MasterCard service of an overwhelming 900%, which

ice ers., Yet
is necessarily reflected in the price charged to consum ety

the price of services that is impacted by this type

ini sance of
of fraud Consumers are also injured by the sheer annoya

i ents
havina to deal .with improper charges on their account statem '

i the
of having to obtain a card replacement, of being conned over

ictimi such
phone and, generally, of beina personally victimized by

injuri if but
abusive tactics. These latter injuries are hard to guantify,

easy to sympathize with.

MASTERCARD EFFORTS

i i f the
Because we can not countenance the manlpulgtlon o

cause of
MasterCard service by others to harass consumers and be

i has not
the costs we are forced to bear and pass on, the industry

t idly by We at MasterCard have taken strong steps at many
sa .
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physical proverties of the card itself. The MasterCard card has
been redesigned to contain three anti-counterfeiting features:
fine line printing, ultra-violet ink printing and a unique
hologram covering part of the embossed account number. The
hologram contains a laser produced three-dimensional image of the
MasterCard logo. In addition to making the MasterCard card
difficult and costly to reproduce, it will make alteration of the
embossed account number digqits covered by the hologram much more
difficult and any such aliteration will be easier to detect. 1In
addition, we have reprogrammed our authorization system to enable
our members to better identify cardholders at the point of sale.
However, some time will be required until the system is fully
implemented and more time will be needed to measure its impact on
fraudulent card activity.

In our increasing awareness and concern over the rising tide
of fraud, we have taken additional steps to control the abuse of
account numbers by merchants. We have added a provision in the
MasterCard Operating Rules which prohibits a merchant from
providing, selling or exchénainq account number information, in
any medium, to any other party unless connected with the
merchant's legitimate bank card business.

We are actively cooperating and supporting local and federal
law enforcement officials in the investigation and prosecution of
card-related crimes. Each of our principal members has one or

more sgcurity representatives with whom we coordinate investiga-
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tive activities and law enforcement assistance. These represen-
tatives create an important network of card security experts from
whom local officials can obtain support and assistance in
investigating and prosecuting crimes. In this regard, MasterCard
communicates with these security representatives when MésterCard
is alerted to possible criminal activities in a given area in an
effort to contain the spread of any criminal ring. And, 28 the
national organization, we operate a computerized fraud reporting
system to which all -member institutions input information on
fraudulent or questionable activity. MasterCard utilizes this
system to monitor developments which on a local level may not by
themselves indicate any reason for concern but which, on a
national level, create a pattern of activity worthy of additional
scrutiny and assist in law enforcement efforts.

These actions exemplify the commitment of MasterCard to
curtail these fraudulent practices. The whole of the bank card
industry is also working hard toward this end.’ We will continue
to channel our energies and resources in this area but these con-
tinuing efforts are not enouch. In our work with law enforcement
agencies it became apparent that Congressional intervention was
necessary. It is for this reason especially that we welcome the
introduction of H.R.3622 and its reflection of the sericusness
with which this problem is finally beina addressed. We

particularly wish to thank Chairman Annunzio and the staff members

e s,

S ST

- 4+

255

of the Subcommittee for their work in this area and for their

willingness to address the legitimate needs of our membership
H.R.3622
Safed0c4

H.R.3622 would amend the Truth-In-Lending Act to restrict the
distribution of account numbers and would make the fraudulent use
of account numbers a federal crime.

Section 2 of the bill will add a new Section 137 to the
Truth-In-Lending Act pProhibiting disclosure of any "payment
device" number unless one of several exceptions is satisfied.

As earlier noted, account numbers have been the subject of
abuse by unscrupulous people.  However, account numbers are also
essential to legitimate bank card transactions and therefore are
necessary to the continuation of legitimate bank card business by
the merchants, banks, MasterCard and other leqgitimate
organizations supporting the bank card process. As drafted,
H.R.3622 prohibits the disclosure of an account number unless the
disclosure falls within one of the enumerated exceptions. We
would prefer that the bill list the instances of disclosure of
account numbers that are prohibited rather than..preclude
disclosure generally and then list those instances of disclosure
that are hecessary for the operation of card proarams or for other
lawful purposes and therefore permitted. This would provide

greater certainty as to what instances of disclosure are in fact
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prohibited, would result in less inadvertant interference with the
legitimate operation of credit card programs and would decrease
the costs of‘compliance with the legislation.

An example of our concern in this regard involves the card
issuance process. Although staff advises us that activities
related to card issuance are intended to be excepted, we remain
uneasy that those unfamiliar with such intent may gquestion this
result.

Banks must, of course, be permitted to provide an account
number to a card manufacturer or service organization so that a
card on which the account number is embossed can be produced and
provided to the cardholder. We have been advised that Subsection
(a)(3) is intended to permit this but we can foresee a court
making an -improper distinction that because a third party is

involved, such activity is not "internal."

Another example in' the card issuance area involves the multi-

bank structure of the bank card prodram. Specifically, the ‘bank
may use a correspondent to support the. cardholder's transactions.
That is, one bank may receive:the cardholder application and
maintain the-direct cardholder relationship while another bank *
arranges for the card issuance and then processes the transaction.
Again, our concern is that a court may not read the exceptions as
broadly as we have been advised they are intended to be read and’

it is of paramount importance to us that.the legitimate bank card

uses of account numbers be left intact. To remedy olur concern, we -
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ask that further guidance be given by the Subcommittee in further
clarification of the text of the bill or in the legislative report
on the bill. Finally, we would like to thank the Chairman, Sub-
committee and staff for their cooperation in creating a
comprehensive list of the instances in which account numbers may
be legitimately disclosed. We request that we continue to
cooperate in modifying the leqislation as other legitimate uses of
account numbers are discovered so that the legislation does not
unnecessarily fetter the legitimate operation of card programs.
Section 3 of the bill would amend the criminal provisions of
the Truth~In-Lending law. Federal prosecution of card abuses has
been seriously<hampered by the inadequacy of existing federal
laws. We believe that the criminal element in our society is well
aware, and taking advantage, of the deficiencies in the law and
the low priority accorded to prosecution of these cases. The
Truth-In-Lending law does not specifically cover wrongful use of
the account number without the card. Since criminal statutes are
strictly construed, courts are hesitant to convict inéividuals
where the lanquage of the law can not specifically be applied to
the individual's actions. Consider, in this regard, the action of
a federal appeals court when presented with the question of
whether misuse of account numbers was illegal under the Truth-In-
Lending Act.” The court held that the misuse of account numbers

was not covered under the Truth-In-Lending Act since an actual
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card was not phyéically‘pfeSénted by the perpetrator with the
account nhmber.1 This is the type of decision that frustratés'
law enforcement officials and makes them hesitate to pursue
account-related abuses. For'this reason, we strongly supwort the
intent of H.R.3622 to reverse the hoiding of this ﬁeciéion and to

make abuse of account numbers a criminal act in the same way abuse

.of the card is today.

Several other loopholes in the existinq law make prosecution
of card crimes difficult. One such loophole is that it is not a-
crime to counterfeit a card or even to possess such a card despite
the fact that cards provide the kind of exchange value offered by
currency. Since the misuse of currency is a crime of the highest
priority, we submit that misuse of cards and account numbers be
labeled as such a c¢rime and giVen such priority. H.R.3622 would
make it é federal crime to possess, with fraudulent intent, ten or
more counterfeit cards. We support this provision. We have been
advised by various authorities that they were unable to prosecute
persons possessipq numerous counterfeit cards since the evidence
was insufficient to charge the perpetrator with criminal conduct.
In each instance, the circumstances indicated that these’
individuals were involved in unlawful card trafficking rings.

Individuals who unknowingly possess counterfeit cards are

protécted by H.R.3622, since the legislation requires that they

1 uUnited States v. Callihan, 666 F. 234 422 (9th Cir. 1982)
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possess t
€h or more such cards and that such possession be with

fraudulent intent.

us . . .
ed in connection with counterfeit currency or securities ung
. er
Titl
e 18 (See for example 18 u.s.cC. 472, 480, 489 and 490,) ang
14 14

weé suoport the legislative effort to designate this type of card

possession as a crime.

I
n fact, we suqgest that a rebuttable Presumption of

fraud i i
uleiit intent be established whenever a Person possesses ten

Or more cards not issued in the

evidence as ".,.evi
-evidence drawn by human experience from the

’

a . .
ccording to the éxperience of manking of their more or less

universal connection,.,." 1 i
o Surely, if a person is apprehended with

ten or more i i i
cards nct issued in his name or in the name of another

I

erson i
P who has authorized such possession, it can be inferred that

the o i
. erson intends to use the cards for an unlawful purpose

In t :
he absence of such & presumption, prosecutors have f
advised us that it will i
c i ‘
ontinue to be extremely'dlfficult to f

brin i i
9 Possession cases to trial. Thus, many criminals will take

advanta i
ge of the fact that their criminal intent cannot be pProven

and will continue to traffic in counterfeit cards The

res i i
Presumption merely requires the defendant to explain the circum
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stances behind his possession of ten or more cards iséued in the
names of others. One must balance the ease. with which a
legitimate cardholder can explain such possession against the .
formidable barriers which prosecutors have to.overcome in proving
a defendant's intent. For the foregoing reasons we find it
compelling to adopt such a presumption.

There are several other deficiencies in the existing federal
law which need to be corrected and which are addressed in
H.R.3622., Specifically, H.R.3622 responds to the concerns raised
by law enforcement officials that the minimum dollar amount which
triggers liability in the law may be technically interpreted -as
applying to each card used, rather than to the person or persons
participating in a conspiratoriél ring. We support H.R.3622
because it would properly clarify that these dollar value tests
can be met by looking to one or more persons using one or more
cards in one or more transactions. As a result, a person could
not -escape conviction if, for example, he used 100 different
counterfeit cards to make purchases of $10,000, but purchased
qoods worth less than $100 with each individual card.

Under H.R.3622 Section 2(d)(1) of new Sections 137 and 134,
as amended, would define the term "payment device" to include
credit cards, debit cards, account numbers, codes or other means
of account access. We approve of this definition of payment »
device since curtailing the misuse of debit cards and other means

of access to accounts is vitally important to preserving the
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integrity of our nation's payment system which increasingly
involves the use of such devices.

Whenever there are deficiencies in criminal laws, technical
barriers to prosecution are provided and criminals who might
otherwise be convicted are released on "technicalities.ﬁ The
public is then the loser. It is therefore important for the card
crime laws to be drawn as broadly as constitutionally permissible
in order to provide Prosecutors with the necessary tools with
which to prosecute offenders. Without solid criminal statutes
with which to prosecute offenders, it is apparent to us that
industry efforts to control criminal fraud card activity will be
undermined. Clearly, in the fight against such criminal activity,
it is important for both industry and government law enforcement
officials to be armed with a Congressional directive that
fraudulent card account activities are a criminal affront against
consumers, institutions and society at large and shall not be
tolerated.

On behalf of MasterCard International, I want to thank you
for the opportunity to express our views. I wil1 be pleased to
answer any questions you might have. Again, thank you for the

cooperative efforts of the Subcommittee and its staff.
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APPENDIX A
Fraud Percent Change

InCrease

Countegffeit

Base 1973

Gross Dollar

$12,148

Base 1973 - $37780,000

Volume

Bagse 1973 = $7,871..82G,000

1973

1980 1981

1982
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Fraud Losses Reported

ig;g $ 12,569,290°
1981 § 19,041,897
1082 $ 25,817,918
§ 45,613,550
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Counterfeit Losses Reported

172,143
839,379
306,148
337,354

, Illustration:

1979 1980 1981

1982
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Chairman ANNUNzIO. Our next witnéss represents the American
Bankers Association. We have  had many witnesses from the
American Bankers Association before thls commlttee but never one
as charming as Ms. McLaughlin.

' We appreciate your being here this morning. We don’t want you
to feel that your gender-was last, you know, and the machos first,
and all that kind of stuff, because I like savihg the best for the last.

- Your statement will be made, without objection, a part of the
record and you can ‘proceed in your own manner to summarlze

STATEMENT OF SANDRA J. McLAUGHLIN SENIOR VICE PRESI-
DENT, MELLON BANK, PITTSBURGH, I'A., REPRESENTING THE
- AMERICAN BANKERS ASSOCIATION

Ms. McLaAugHLIN. I thank you very much.

Mr. Chairman and members of the subcommittee, my name is
Sandra J. McLaughlin, senior vice president, Mellon Bank in Pitts-
burgh, Pa. I am here today representing the American Bankers As-
sociation in my capacity as vice chiairman of the association’s bank
card division.

I am going to summarize the points in my written statement, but
in deference to the demanding schedule of the chairman and mem-
bers of the subcommittee today I will certainly attempt to be brief.

The association membership consists of over 90 percent of the ap-
proximately 14,500 full service banks in this country. The com-
bined assets of our nearly 13,000 member banks represents approxi-
mately 95 percent of the 1ndustry total. Some 90 percent of our
members can be described as commumty banks having assets of
$100 million or less.

Our association welcomes the opportunity to present our com-
ments on the problems associated with card fraud and counterfeit-
ing. We have become increasingly concerned with this issue. Ten
years ago fraud losses in the bank card industry were not sufficient
to cause great concern. However, in the last few years fraud losses
have grown at a geometric rate. The combined losses of the VISA
and MasterCard 'systems over the past 10 years have grown from a
combined $11 7 million in 1972 to $125.8 million in 1982—-over a
1,000-percent increase in just a decade.

We are particularly concerned about the ¢ounterfeit and altered
card losses. For the MasterCard and VISA systems, these losses
have increased from a relatlvely minor $17 5,000 in 1978 to ‘niore
than $25 million in 1982. :

We very much commend your efforts, Mr. Chalrman, in 1ntroduc—
ing H.R. 2885 and more recently H.R. 3622, and in holding a series
of hearings on this problem. We believe holdlng a series of hear-
ings has helped to educate the public, industry, and law enforce-
ment -agencies on this growing problem. We have appreciated the
opportunity of providing input to your subcommittee on H.R. 3622
and look forward to continuing that working relationship. Because

earlier testimony has clearly demonstrated the need for such legis-

lation I will not belabor that point. I will only support it by saying
that in spite of the industry’s best effort the criminal element will
also seek to be just one step ahead of the industry’s latest technol-
ogy or security procedures or developments. - wl
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i i d legislation
t ‘pleased in that we believe the propose on
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ggzggrrsgotgﬁle current problems. In fact, it may be anlxbgl itssz?c;lxl'
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' testimony to that fact. _ ]
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for State banking associations and other groups interested in spon-

] . . S. * 3 - -
soxl'glg;ga?ggns egzlll%'?gne 10 we launched a nationwide public educa
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er clippings informing cardholders _
iggﬁieﬁ;ﬁ%ﬁ, andi copy of sample communication material for

the use of banks in educating their particular communities.

I will provide the subcommittee with copies of
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Finally, together with MasterCard and VISA, the ABA task force
sponsored a major study of card-secure properties. Card-secure
properties are the physical aspects of the card that make counter-
feiting or alteration more difficult. This study, undertaken in the
fall of 1982 by Battelle Laboratories of Columbus, researched other
industries for applicable technology that could be utilized in th2
card industry. To date, over 100 technologies have been tested.
Some technologies were recommended for immediate implementa-
tion. Other promising technologies have been singled out for fur-
ther study. The ABA task force will be contacting, in the near
future, the manufacturers of the card-secure properties for field
testing of these newer technologies.

This effort has already resulted in many changes to be imple-
mented by the VISA and MasterCard systems. MasterCard and
VISA, for example, has announced plans to have all cards issued in
that system including new policies.

The industry has always been aware of the need to safeguard ac-
count numbers and has developed a number of techniques over the
years to do so. As fraud activity has increased, the industry has
become increasingly aware of this responsibility. New and in-
creased efforts to protect account information is also a major part
of the efforts of the ABA task force. Our seminars and manual on
fraud have, and continue to provide, banks with significant educa-
tional information on policies, procedures, and technologies that
should help protect account information from falling into the
hands of those who might use it illegally.

Our efforts will strive to educate banks, merchants, service
agents, and customers on how to protect this information. Since
card issuers are the primary victims of the fraud schemes, the ef-
forts must begin with the card issuer. But all parties, including
consumers, must assume their share of the responsibility.

Simple procedures now being suggested for all participants in the
system will help to eliminate much of the problem. For example,
banks and processors can restrict access to account information
and, in in-house activities, use only that portion of an account
number necessary to identify the account. Merchants can utilize
perforated carbons, carpbonless sales slips, and otherwise take pre-
cautions in disposing of carbons and duplicate sales slips. Credit bu-
reaus or other service agencies can also use a portion of the ac-
count number where possible. Consumers can be educated to safe-
guard account numbers and sales receipts. Unless the information
is safeguarded by each participant in the system, then the system
remains vulnerable to penetration by the criminal element.

Section 2 of H.R. 2885 and H.R. 3622 would legislate restrictions
on disclosure of account numbers. As you know, the banking indus-
try was very concerned with the approach of H.R. 2885 in this sec-
tion and, more specifically, with very restrictive exceptions to the
general disclosure prohibition.

QOur concern with the approach is that it is directed at financial
institutions and others who are already working, and have been for
some time, working to protect account information and who have a
strong self-interest in protecting that information.

We were also very concerned with the restrictive exceptions to
the general prohibition against account number disclosure. We
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viewed those restrictions as prohibiting 1:5.ay disclosures that are
necessary in the normal operations of card programs and other as-
pects of conducting husiness.

We sincerely appreciate your efforts and the efforts to the sub-
committee staff to alleviate these concerns. The list of exceptions
in H.R. 3622 addresses all major aspects of the card operations and
business functions we have identified.

There are, however, a number of fairly minecr technical matters
that need clarification in the bill or in the committee report accom-
panying a bill reported by the full committee. These concerns, are
set forth in appendix B to this testimony. We urge your considera-
tion of these problems.

We are also hopeful that this subcommittee will use every oppor-
tunity to express an intention to allow continued account number
disclosure in all aspects of the conduct of legitimate business activi-
ties. Such an expression, combined with the more complete list of
exceptions contained in H.R. 3622, would help alleviate our con-
cerns regarding compliance burdens associated with the overall ap-
proach of this portion of the bill.

In conclusion, Mr. Chairman, let me again thank you for your ef-

- forts to address these significant issues and for your willingness to
be responsive to our concerns. We look forward to working with
you and the subcommittee in securing passage of this important
legislation.

- [Ms. McLaughlin’s prepared statement on behalf of the American
Bankers Association, follows:]
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STATEMENT OF THE
AMERICAN BANKERS ASSOCIATION
BEFORE THE
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE
HOUSE COMMITTEE ON BANKING, FINANCE, AND URBAN AFFAIRS
oN
CREDIT CARD FRAUD
JULY 27, 1983

Mr. Chairman and members of the Subcommittee, my name is Sandra J.
McLaughlin, Senior Vice President, Mellon Bank in pittsburgh, Pennsylvania.
I am répresenting the American Bankers Association in my capacity as vice
Chairman of the Association's Bank Card Division.

The Associat:ior? membership consists of over 90 percent of the
approximately 14,500 full service banks in this country. The combined
assets of our rearly 13,000 member banks represents approximately 95
percent of the industry total. Approximately 90 percent of our members can
be described as community banks having assets of $100 million or less.

C?ur Assocciation welcomes the opportunity to present our comments on
the problems associated with card fraud and counterfeiting. We have become
increasingly concerned with this issue. Ten years ago fraud losses in the
bank card industry were not sufficient to cause great concern. However, il:l
the last few yes~s fraud losses have grown at a geoametric rate. Attached
as Appendix A to this statement is a graph showing the combined lossés of
the VISA and Mastercard systems over the past ten years. The losses have
grown from a combined $11.7 million in 1972 to $125.8 million in 1982 —

over a 1,000 percent increase.

s
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We are particularly concerned about the counterfeit and altered card
losses. For the MasterCard and VISA systems, these losses have increased
from a relatively minor $175,000 in 1978 to more than $25,000,000 in 1982,
when these losses are aggregated with the losses involved in private label
bénk cards, retail cards, gasoline cards, and travel and entertaimment
cards, it is clear that the country is faced with major criminal activity
that cannot be ignored.

We_commend your efforts, Mr. Chaimman, in introducing H.R.2885 and
more recently, H.R.3622 and in holding hearings on this problem, Simply
holding a series of hearings has helped to educate the public, industry and
law enforcement agencies on this growing problem. We have appreciated the
opportunity of providing input to your Subcommittee on H.R.3622 and look
forward to continuing that working relationship.

Need for Legislation

We are hopeful that the efforts of the industry which are described
below should help to substantially reduce the current fraud and
counterfeiting activities., However, in spite of the industry's best
effert, the criminal element will always seek to be just one step ahead of
the industry's latest technology or security procedures. As our methods
for detecting and eliminating fraud become more sophisticated, so do the
oriminal activities designed to beat the system, Effective law enforcement
is the only way to ultimately deter criminal activity.

As a result, the industry has detemmined to pursue some revisions of
the federal law in this area. In addition to the amendments, we are
discussing today; we are hopeful of obtaining some additions to the
Criminal Code (Title 18, U.S.C.). This effort to modernize the law and

focus attention on this growing problem would provide inwvestigators and
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prosecutors with an additional statute aimed at card fraud, We view this
revision as one part of the comprehensive law enforcement efforts which
will be necessary to deal with this problem on a long term basis. We are
and will be .discussing these proposals with the Judiciary Committeeg in
both the Senate and House.

At the same time, we feel that amendments to the 'I‘Euth in Lehding law
and/or the Electronic Furds Transfer Act are vitally needed to £ill some
obvious and immediate gaps in the current federal legislation contained in
Title 15.

In recent years the empkfasis in criminal activity has shifted away
from taking advantage of isolated lost and stolen cards to the more
organ‘ized criminal activities involving alteration and counterfeiting of
cards. Unlike fraud committed with the use of lost or stolen cards, the
schemes involving counterfeit or altered cards rely heavily on the use of
valid account numbers. As a fesult, the trafficking in account numbers has
increased dramatically. For example ¢ account numbers are used in collusive
merchant's schemes where valid account numbevs are embossed on white B

plastic and used to imprint sales slips.

o e

In spite of this and other counterfeiting schemes using primarily

‘account numbers and not cards themselves as the means for fraudulent :

activity, the Truth in Lending law is not clear that misuse of these

account numbers constitutes credit card fraud. At least ohe court has held

that fraudulent use of an account number did not constitute the illegal use

of a "credit card". . i
An additiocnal enforcement problem has been raised in connection with

the $1,000 limit contained in several of the subsections of Section 134 of

the Truth in fending law and Section 916 of the Electronic Funds Transfer
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Act. Those subsections reguire that a.minimum of $1,000 in money, gocds or

services be obtained within a one year period to create a crime punishable

L under the federal law. Case law is not yet clear whether these subsections

require that the prosecutor show only that $1,000 in value has been
obtained using card fraud or whether the prosecutor must show that $},000
was obtained with a particular counterfeit, lost, or stolen card.

Section 3 of H.R.2885 addresses these two concerns in a very
satisfactory manner and; in addition, makes possession-of counterfeit,
lost, or stolen cards a federal crime where thfe requisite fraudulent intent
is pre.sent and a nexus with interstate commerce exists. Consequently, we
urge the Subcommittee to move forward with this legislation as quickly as
possible,

Industry Efforts

The industry recognizes that more criminal 1egi‘slation is not a
complete answer to the current:problems and the problems we will face in
the future. 1Indeed, legislation may  represent only a small part of the
solution. A large part of the respons'ibilityrfor counterfeiting prevention
falls on the industry.

In February of 1982, the Association formed a Task Force on Bank Card
Fraud under the auspices of -the Bank Card Division, in an attempt to
develop a comprehensive. analysis of the growing counterfeit and alteration
problems. Working closely with vISA and MasterCard, we have developed what
we believe to be an effective industry program to focus on this problem and
take necessary corrective measures within the industry. The Task Force's

efforts can be divided into four categories,
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Firsf, the Task Force has récommended a number of changes' in policies,
procedures, and practices to the ‘two major card association (VISK and
MasterCard) . These changes have been implemented or are being implemented
by the associations and the card issuing banks in a timely ard thoughtful
manner. These changes include the following:

o Senior management and governing boards of the associations have made
major commitments to address the issue on a long term basis.

© The number and quality of security personnel at both associations
has been notably increased. The major card issuing banks have also
made major increases in security personnel.

o Both associations have committed to incorporate new card secure
properties to deter counterfeiting, . .

O New systems such as cancelled or fraudulent merchant indexes and.
counterfeit reporting systems are being implemented.

o New policies to safeguard numbers and materials during card
‘manufacturing, card embossing, and card transportation services have
been or are being implemented.

o Rewards for the recovery of altered or counterfeit cards at point of
sale have been implemented or increased. : '

o Portions of VISA's card recovery bulletin and MasterCard's
restricted card list are being used to educate merchants on this
problem, : :

o Communication and education efforts have been initiated with banks,
enforcement: agencies, and merchants and between the two
associatisns, ; e

Seecond, the Task Force has developed a comprehensive Card Fraud

Manual; a copy of which has been provided to ‘the Subcommittee. ' This manual
is designed for banks as a manager's guide for developing a comprehensive
fraud prevention and control 'prdgr:an. The manual provides guidelines for
dealing with card manufacturers, guidelines for protecting account
information, procedure$ and polisies for staff training, procedures for
merchant training, educational material for the corsumer, and other useful

guidelines for comprehensive fraund prevention, .+ - i

-
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Third, on June 10, 1983, ABA sponséred a successful national Card
Praud Management Seminar. This seminar was teleconferenced live to sites
in five cities: New York, Atlanta, Dallas, Chicago, and San PFrancisco.
This program is now being made available on tape for state banking
associations and other groups interested in sponsoring fraud seminars.,

Finally, together with MasterCard and VISA, the ABA Task Force
sponsored a major study of card secure properties. Card secufe properties
are the physical aspects of the card that make counterfeiting or alteration
more difficult. This study, undertaken in the fall of 1982 by Battelle
Laboratories of Columbus, researched other industries for applicable
technology that could be utilized in the card industry. To date, over 100
technologies have been tested. Some technologies were recommended for
immediate implementation. Other promising technologies have been singled
out for further study. The ABA Task Force will be contacting, in the near
future, the manufacturers of the card secure properties for "field testing"
of these additional technologies.

this effort has already resulted in many changes to be implemented by
the VISA and MasterCard systems. MasterCard, for example, has announced

plans to have all cards issued in that system include holograms, fine line

.printing and ultra violet inks. VISA is undertaking a canprehensive review

of the technologies involved in the Battelle study with a commitment to
incorporate the best in the new VISA card.

Safequarding the Account Number

The industry has always been aware of the need to safeguard account

numbers and has developed a number of techniques over the years to do so.

As fraud activity has increased, the industry has bécamg increasingly aware

of this responsibility. New and increased efforts to protect account
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information is also a major part of the efforts of the ABA Task Force. Our
seminars and manual on fraud have and continue to provide banks with
significant educational information on policies, procedures, and
technologies that should help protect account information from falling into
the hands of those who might use it illegally.
Our efforts will strive to educate banks, merchants, service agents,
and customers on how to protect this information. Since card issuers are
the primary victims of the fraud schemes, the efforts must begin with the
card issuer. But all parties, including consumers, must assume their share
of the responsibility.
Simple procedures now being suggested for all participants in the
system will help to eliminate much of the problem. For example, banks and
processors can restrict access to account information and, in in-house
activities, use only that portion of an account number necessary to
identify the account. Merchants can utilize perforated carbons,; carbonless
sales slips and otherwise take precautions in disposing of carbons and
duplicate sales slips. Credit bureaus or other service agencies can use be
only a portion of the account number where possible. Consumers can be
educated to safeguard account numbers and sales receipts. Unless the
information is safeguarded by each participant, the. system is vulnerable to
penetration by the criminal element.
Section 2 of H.R.2885 and H.R.3622 would legislate restrictions on
disclosure of account numbers. As you know, the banking industry was very
concerned with the approach of H.R.2885 in this section and, more

specifically with very restrictive exceptions to the general disclosure

prohibition.

i
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our concern with the approach is that it is directed at financial
institutions and others who are already working to protect account
information and who have a strong self interest in protecting that
information. As you know, the consumers liability for fraud loss under
Truth in Lending is limited to $50. The card issuing institution generally
must bear any loss exceeding this amount and, indeed, generally bears the
$50 loss as well for purposes of maintaining customer confidence and
goodwill.

We were also very concerned with the restrictive exceptions to the
generai prohibition against account number disclosure. We viewed those
restrictions as prohibiting many disclosures that are necessary in the
normal operations of card programs and other aspects of conducting
business.

We sincerely appreciate your efforts and the efforts of the
Subcommittee staff to alleviate this concern. The list of exceptions in
H.R. 3622 addresses all major aspects of the card operations and business
functions we have identified.

There are, however, a number of minor technical matters that need
clarification in the bill or in the Committee report accompanying a bill
reported by the full Committee. These concerns, are set forth in Appendix
B to this testimony. We urge your consideration of these problems. We may
also bring additional concerns to your attention as they are raised in
response to the new bill as it is reviewed by our members.,

We are also hopeful that this Subcommittee will use every opportunity
to express an intention to allow continued account number disclosure in all
aspects of the conduct of legitimate business activities. Such an
syxpression; combined with the more complete list of exceptioni; contained in
H.R.3622, would help alleviate our concerns regarding compliance burdens
associated with the overall approach of this portion of the bill.

In conclusion, Mr. Chairman, let me again thank you for your efforts
to address these significant issues and for your willingness to be
responsive to our concerns. We look forward to working with you and the

Subcommittee in securing passage of this important legislation.
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Appendix B

Following are suggested areas of needed or desirable clarifications

concerning Section 2 of H.R.3622.

i ver
(1) card issuance. subsection (a) (1) oﬁ-new.sect(::;.lc:’gslf;"l7 ikég:%d co
disclosure of account numbers for purposes of 1ssu1r}gth A o third
nt devices. (ften major issuers subcont:.ract wi e O ard
b ] ursuan;: to security procedures rqulred by t1.1e appd Exa e
e R T ket D pudgh vt
2:211222 ﬁ:?::éaigdsxégheciigg ](.i)sﬁ) and should be appropriately included.

(2) Check guarantee and check identificatior;é olég::eﬁzedthai; fit
iti i umbers a )
within the definition of payment device n TS e hants and s in

: s or ;
connection with check guarantee programs ot BY ' Tl 4 as a credit

i i ks. Payment device nu ach

cashing and accepting cl}ec 1 e B stiation a ¢
umbe en disclosed in- connecti ) < in

giigeztionréfaziegel checks. Subsection (a) would allow some disclosure

connection with these functions and should clearly cover all such
disclosures.

(3) Customer service. Many major card issuers cqntracti‘gitf:nagurd
PR e e auston prixid? ggztg:e‘:uigr\;éz; a?é?li?;\g, practices,
swering customer inquirles it . Lee
izgﬁi glﬁcesg(or available credit), prov;dmg cop;aﬁozg gk;a;?:zlen s,
iesolving pilling errors, or receiving notification of o e have
cards. In providing these services, the custamer ;;w;ce ag ‘
acées.;. to account information including account numbders.

Many of these services are connect;eg gith ugeenéitci:s;s] ?;?%3?:6 ‘J;ite:sderi;n
i . Others may be cover y subs ) (3) . .
zﬁzzcgtgéaﬁz(]é)ewicé is not specifically mentioned, its inclusion in th

enumerated exceptions should be clarified.

. i s in
(4) Internal functions. Subsection (a) (3). would gl):zgegiiﬁgggz
onnection with the management, operation, or other actlvz.Lme it
ielated in the internal functioning of a business. We 2<sa§na1 et el
provision is intended to cover such operatéionisigeagegices L o e
i the contracting of ou . :
::33&:2 gl;‘.!eacrolgii}ixggoﬁouse. For example, while disclosure directly to

parties engaged in the sale of services or products to cardholders would

i 1e to receive materials from

itted, a card issuer should be egb o

Zighbepagi?gt:id’then contract with a mailing house to prepare a mailing
that goes directly to consumers.

ities, The temm governmental e(\titles in
R Gov;armrrgenntzl erslgx;tengsari’gication. This subsection Shoulcri\t-_t: ALl
SUbse'i'F;gntéccove); all federal, state, local, and fore@gn goverret;l\ial ;
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, (6) Application to deposit accounts. The application of new section
137 to deposit accounts and the check collection system should be
clarified. A checking account number may fit the definition of a "payment
device number" depending on how it can be used.

(7) Encryptions. After the passage of this bill, credit reports will
- no longer be able to routinely include account numbers. However, in this
.situation and in many other situations, a person may desire to utilize a
number that is a substitute for the number. This substitute number may be
~derived in a number of different ways. Same of the digits may be collapsed
or eliminated. A formula may be applied to convert each digit to a
different digit. Some or all of the digits may be converted to letters.
These eficrypted or coded numbers may not be generally used to obtain goods
or services or to transfer or obtain money.

The definition of "payment device number® should be clarified to
exclude these numbers.

(8) Apparent or implied authority. The definition of "holder" should
.be clarified to insure that authorization by a holder to use a payment
device can be actual, apparent, or implied authority.

Chairman ANNuUNzIo. Thank you very much for an excellent
statement. This is one of the good days where the American Bank-
ers Association and I are in full agreement.

Ms. McLauGHLIN. It is a pleasure, Mr. Chairman.

Chairman ANNUNzIO. Thank you very much.

Mr. Kelleher, during the hearings on the operation of Credit
Marketing, Inc., we heard testimony about how one department
store in that community sold. 75,000 credit card slips for 6 cents
each to CMI which then used these numbers to bill consumers for
either $49 or $99 for a credit card protection service.

Do you believe that the department store acted prudently in sell-
ing those slips?

Mr. KeLLEHER. Certainly not, Mr. Chairman. I welcome the re-
strictions that will be placed by this law on such activity. In addi-
tion, I would like to make comment regarding Department of Jus-
tice’s position this morning, the reduction of the requirement for
the possession of credit cards from 10 to 5 fraudulent cards as
being sufficient for prosecutive purposes.

Chairman ANNUNzI0. From ten to five.

Mr. KeLLEHER. Ten to five is an excellent move because it does
make it much less complicated for the Department of Justice in
their actual productions of proof in these cases.

Chairman AnNunNzio. We appreciate your suggestion and your
snnnort

upport,

In your statement you referred to seven slayings, killings, that
were connected with credit card fraud. Are you aware of other in-
stances of credit card related violence, beatings?

Mr. KeLLEHER. Not anything that I could take to court right
now, Mr. Chairman. But in each area where we have seen a high
degree of credit card fraud activity, mainly those in the Northeast
area of the United States and in southeast Florida, the environ-
ment is accompanied by violence. There is so much profit in this
industry, the criminal side of the industry, that they compete with
each other to the point where they make it barely profitable for
the legitimate side of the industry.

o
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Chairman ANNuUNzIO. I know that you agree with me that one of
the reasons that the counterfeiting is flourishing is the fact that
the public doesn’t connect a credit card criminal with a violent

crime.
Mr. KeLLEHER. That is correct.
Chairman ANNUNzIO. In other words, they have this card, they

go in, they make a purchase. They get out and the public says,
well, they got away with something, you see.

Mr. KELLEHER. Yes. .
Chairman ANwNUNzIO. Like the criminal that appeared before

this subcommittee, he says we are happy to do that. We get a slap
on the wrist. We get a peaceful rest for 30 days on some occasion,
but we don’t serve any hard time, you see. What we have got to all
do is try to make the public aware that we are dealing with a prob-
lem that creates beatings and creates crime, that they do have
guns, you see. An individual that goes out, as you know, and holds
up a bank, he has a shotgun or machinegun or something, you see.
He gets away with, or if he gets caught, with $15,000 to $20,000. He
is a bank robber, and he might get 5 to 10 years in jail. But there is
a thief that is taking $5,000 or $10,000 per day. If he gets caught
and he goes before a judge, he gets a slap on the wrist.

Mr. KeLLEHER. In support of your position, Mr. Chairman, we
find that the collusive merchant who represents a very, very small
number of merchants in our total system actually supports the
work of 150 to 200 card thieves that are going out doing just as you
say, stealing and robking these things from innocent citizens. It is
much the same as the way a drug dealer supports the habit of a
bunch of drug users. In this situation the collusive merchant who
knows the system and knows how to defeat it supports the activity
of these credit card thieves and those who would counterfeit num-
bers, and when it becomes that profitable a business for the thief,
you know there is going to be a lot of competition.

Chairman AnNUNzio. Thank you.

Mr. Paul is recognized for 5 minutes.

Mr. PauL. Thank you, Mr. Chairman.
I would like to welcome the panel here this morning, particular-

ly Mr. Kurth from Houston. It is nice to have you here. I would
like to start first with a brief question to Mr. Kurth.

Could this bill pose any problems in complying with the Fair
Credit Reporting Act that you know of?

Mr. KurTH. First of all, let me say that we support the objectives
of the bill, but we do have a concern with section 137. Second, it
would appear that under section 611 of the Fair Credit Reporting
Act we might have difficulty reverifying the information unless
that particular statement were amended to add after the word
“holder” and between the word ”of”’ that it would be permissible to
expose the device—so they can disclose that account number to
verify it.

There is one other aspect of the legislation that does not perhaps
directly relate to the Fair Credit Reporting Act, but does concern
us in that we think we need more information. Obviously the
credit reporting industry is in the marketplace to bring the custom-
er and credit grantor together. To the extent credit grantors pres-
ently use account numbers to clear direct—to call to get more cur-
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rent information than what is contained in the credit report—per-

haps the method fo idi e s
may not work a harcll‘sﬁ{;"ldlng for individual certification may or

r. Neumann, credit grantors dir i
’ lann, cre ect check with
ls)ggllg ?opiil}gggf;latbhlzsb gs the account number elssen‘t{iIaSlAfo(;nisitffr?g.
this bill hraeufy £ proc:sssl‘l?mer Who 1s being inquired about? Will

Mr. NEUMANN. The system itself does not grant credit to a card

Mr. PAUL. Those are the op] j
T nly questions I have.
Il&r. poan NUNzI0. Thank you, Mr. Paul.
r. VENTO. Thank you, Mr. Chaj
I was pleased to note in alr “all of
. : most all of the testimon ' i
opv! 01;112153; :r;t?r}gccg}cﬁ;gd?f%ai%gregsive %rggrams toof:lrb; tﬁaggilleg&gtﬁ
( . crime. Obviously I 't thi
could begin to write laws that would in e,ssenceykee%oghgs%lllgli{n:sr:

I suppose credit ca ds j !
abroad that they do ﬁeseJ.USt don’t represent the volume of business

r. NEUMANN. On an internatio )

. nal scope we h ;
ion card ldrs thoughous T S AL 1% over 90 i
States Howéva out 96 percent of that takes place in the Uniigd
stance. ang o eg, many of the cards that are counterfeited, for i
foreigr; cou tSf? n the United States are copies of cards is’sued 1;1
considerabl(;1 ggsﬁlﬁogf 1rz:ls(;c§nce€hin venezuela, banks have lost g

A e e AR
vlying he a2 oF e, OB TOLSE SoumEHling s i

Rt TO. 1he point is that i ) . .
with your counterparts, thesg o(;:l})l‘é;of;{i 3’1(1);1 are also interfacing
trying to put a stop to that, '
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Mr. NeumaNN. That is correct.

Mr. VenTo. Mr. Kelleher, you referred to the fact that some mer-
chants are actually in collusion with people that are using credit
cards fraudulently. Can’t the credit card company, whether it is
MasterCard or VISA or anyone, just pull that particular credit,
that particular service out of that merchant’s hands? I mean it
Sﬁems to me if that were occurring frequently that they could do
that.

Mr. KeLLEHER. Yes, Mr. Vento, through a fraud reporting system
that we are operating at MasterCard, if there are sufficient trans-
actions which are properly reported by our members, we can iden-
tify certain hot-spots where a great number of counterfeit transac-
tions are taking place. Then through our own analysis of the
member records, determine if in fact the merchant knew or should
have known the transactions were fraud. We do this in Sting oper-
ations, also. When it looks like there is obvious criminal activity
we will support the activities of prosecutors and investigators, such
as Mr. Siegel that was here this morning, in their work against the
merchants.

We can identify these merchants, and have recently changed our
internal operating rules to allow us to conduct audits and to de-
clare a merchant as being culpably involved in being excessive
fraud, and to charge back activities against him. But the process
now is such that we have to introduce within—internally as many
safeguards as we can—that will enable us to identify these people
clearly. And then support State and local prosecution or Federal
prosecution if the bill passes as it is proposed. This bill will offer
oppOftunities for offers of proof that will enable us to convict these
people. .

Mr. VEnTO. Mr. Kurth, do you keep records also of the mer-
chants that have a problem? In other words, if I have a Diner’s
franchise and I decide to put it into a restaurant or extend that to
a certain merchant, could I find out that they had a problem, that
that merchant had a record or history of problems with Master-
Card or VISA through an agency such as yours?

Mr. KurTtH. Certainly members of our association would want to
work closely with the card issuer. In most cases the members of the
credit bureau would be issuing their own credit cards or alsa, in
addition, perhaps, accepting the travel and entertainment card. If
there are known cases of something we suspected, certainly the
bureau would want to work closely with its customer.

Mr. VENTO. That information is available, there is network and
that obviously has to be improved as the volume and concern in-
creases.

Thank you, Mr. Chairman. Thank you, gentlemen.

Chairman ANNUNzIO. Thank you, Mr. Vento.

Mr. Prins has one question.

Mr. Prins. Thank you, Mr. Chairman.

‘I would like to explore one area. Perhaps the two panel members
that would be most knowledgeable in this would be Mr. Kurth and
Ms. McLaughlin. That has to do with the direct checking or the ob-
taining of a credit card number for a legitimate purpose.

Do you recall when the legislation was originally drafted, we
didn’t allow for any direct checking. In my experiences, in talking
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to people across the country, and I am sure you find this true
McLaughlin, there used to be a time in thsi’s country where ;%?1
wanted to know the credit history of someone, particularly in West-
ern Pennsylvania.

You were a mercl_lant, someone came in for credit. You said
where do you do business. Well, I do business with such and such.
You would pick up the phone and call such and such, and then
they would say, yes, he is good, bad, or whatever. '

We don’t do that much anymore, do we?

Ms. McLAuGHLIN. No. Certainly the incidence of direct check has
been reduced. It has been reduced by reason of the proliferation
not just of credit bureaus but of automated credit bureaus that
have the capability of handling large amounts of information from
diverse endpoints or from diverse creditors so that the reason for
direct checking, Mr. Prins, is not so frequent. But when it does
occur, it is typically, as I believe was pointed out earlier, it is typi-
cally very important to the extension of the credit in that particu-
lar situation.

_ Mr. Prins. Isn’t it also true that we don’t do a lot of direct check-
ing because of privacy laws that have been discussed. '

Ms. MCLAUGHQIN. Certainly the privacy laws gave rise to the ne-
cessity or convenience, if you will, for purposes of the easier admin-
istration, to centralize the control of the information in reservoirs
like credit bureaus. That is correct.

Mr. Prins. If T had a small business and I had a customer that
came into my bank and said, or my business, rather, and said that
they had a VISA or MasterCard with your bank, and I called your
b?.nk and said, this is the Prins Small Business Co. and I want to
give credit to this person.

Ms. McLAUGHLIN. Yes.

Mr. Prins. They say they have a Master or VISA card with you,
and I call your bank people, they aren’t going to tell me much, are
they, if anything? ’

Ms. MCLAUGIEILIN.' No, we are probably not going to tell you
much in that situation. We are, as are most major card issuers
members of the local credit bureau. One of the reasons we do that
is to handle all such inquiries. And because we don’t know the indi-
vidual calling, we have no way of proving that it is Mr. Prins of the
Prll\}lls I\i[)anufac%uring Co. calling. ;

- Mr. PriNs. Exactly. If it was even m
wouldn’t talk to me, x}frvould you? Y account, you probably

Ms. McLaucHLIN. We would talk to you, but we would do so by
asking you a piece of security information which only you could

owW. ‘

Mr. Prins. My dog’s name.

Ms. McLAUGHLIN. One we use at the Mellon Bank is mother’s
maiden name. We try to pick up a piece of information that is
gfl‘l}qute to the card holder. It might be your dog’s name, as a matter

act. '

Mr. Prins. 1 am not trying to bait you on this thing, but I am
trying to find out if we have corrected this problem. Now, I think
we have established, and Mr. Kurth, I don’t mean to avoid you,

thz}?t we really don’t do an awful lot of direct checking any more, do
we’ , ‘
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Mr. KurtH. To the extent that it is being done, Mr. Prins, I can’t
attest at this point. I do know that in some parts of the country
where credit grantors have asked that their account numbers be
truncated, where the full account number wouldn’t be displayed,
that in some instances they have asked that the bureaus discontin-
ue that practice because they are unable then to identify the ac-
count when they did get a direct inquiry.

We are in the process right now of communicating with all kinds
of credit grantor customers to find out to what extent this is being
done. Our concern is really for the consumer. Direct checking has
no revenue, has no impact as far as the bureaus are concerned.

Mr. Prins. Actually, it costs you business, doesn’t it?

Mr. KurtH. It might but that is the way it is. If the consumer is
turned down because of the credit reference and the credit grantor
says, hey, I can’t locate that account in the absence of the number,
it is the consumer that is going to be hurt by that.

Mr. Prins. That is why I am getting to the bottom line, and 1
apologize for weaving this thread. But the fact is that the legisla-
tion allows a number to be checked with written verification so
that we have an audit trail and Mr. Kelleher and Mr. Neumann’s
collusive merchants aren’t calling up to get these numbers. My
question then, doesn’t that kind of system where we provide for
direct checking, but we require that there be verification, doesn’t
that give you the out for those small areas, small numbers where
we do need direct checking?

Mr. Kurta. I think it does in many instances. Certainly in the
case of a collection account, certainly in the case of suspected
fraud. In those instances, a hard copy request is undoubtedly work-
able. The only concern we would have would be at the instance
that an individual has applied for credit, whether a credit grantor
who needs that account number to do that direct checking will ac-
tually go through the process of filling out a form and requesting
an account number for an authorized purpose.

In the absence of doing that they can deny the account. Yet that
individual may be very deserving of a credit card or loan.

Mr. Prins. Thank you, Mr. Chairman.

Mr. ANNunNzIo. Thank you. I want to instruct the staff that the
members have a number of questions they want to ask all of the
witnesses. I want to instruct staff to assemble these questions and
mail them to the witnesses today and that the record be kept open
so the answers to these questions can be made part of the record.

I want to thank all of the panel members for being here this
morning. Your testimony has been invaluable. The give and take
z2ssion this morning between the panel and the congressional sub-
committee is going to aid us considerably in getting out a good
piece of legislation.

The legislation is now on the road to hopefully being adopted.
This morning the subcommittee will probably pass out the legisla-
tion. It will be referred te the full committee. I see no problems in
the full committee. Just as soon as we get approval from. the full
committee which will be some time after Labor Day when we come
back, I will go to the floor of the House with the legislation. My
batting record being what it is on most of the legislation which
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comes out of my subcommittee, I reall l
. ,- y foresee no i
I ql?hgg;{l?g’l 3‘1;}; Proble}rlnsf I am going to ¢all on yoé) I%(())}x)'l}elreﬁ; But if
. Yy muc or you : . c,
and )}.’:)ur excellent cooperation}.’ I ;nf)gzl‘:;f?lsmmony this morning,
_ ereupon, at 11:33 a.m., th o !
reconvene subject to the aul her ﬁesgg:?;ﬁmlttee was adjourned, to

[The following state :
inclusion in thegrecordlgents were received by the subcommittee for
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The Nation@l Retail Merchants Association is

- pleased to have this opportunity to present its views on

H.R. 2885, the Credit Card Protection Act, and to address
the quespion of what legislative action should‘be taken in
the area of credit card fraud.

The National Retail Merchants Association (NRMR) is
a not-for-profit organization devoted to research and

“

education in general merchandise retailing. NRMA

represents approximately 45,000 stores in the United ’

States, distributing about $150 billion annually in goods ;
and services to the American consumer. NRMA's members ?
rangewfrom the largest cha?n and department stores and mass E
merchandisers. to sﬁall specialty shops and independents.
Virtually all of NRMA'S members operate their‘ch . E
proprietary creditlcard systems and/or accept third party |
creditycard§‘that are issued by. financial institutions and
companies that issue travel,and entertainment cards. 1In
view of the fact that over 50% of our-members' sales are
made by means of credit cards, we are vitally concerned ,
-w*eh—ehe—1ssue—ef—eredtt-card—frand—and~reiate&—practxces*"‘—‘
such as the use of ac *count numbers to obtain goods and
services without the customer's authorizatioq.

Over a decade ago, Congress degided tg allocate the

risk of loss from fraudulent transactions by means of a o ;

e o

&
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credit card to the credit card iésuéf. Thus, pursuant to
section 133 of the Truth-in-Lending Act, as a general rule
the cardholder has no liabiiity for unauthorized use of a
credit card or, under limited circumstances, the liability
can amount to no more than $50 per card. We dé not
advocate éhanging éhis allocation of risk because, on
balance, we reéégn%ze that to do otherwise could subject
consumers to poééntially crippling financial losses. Even
negligent consumers are protébted‘from substantial ecornomic
loss, although all consumers ultimately pay for credit card
fraud as a component of the cost of credit and the cost of
goods and services. This system also makes practical sense
because it carries a built-in incentive for credit card
issuers to strive to reduce fraud losses. While that
effort is being made on several fromts, the recent in-
creases in the amount of credit-related fraud is alavming.
During the May 18, 1983 hearing on this issue
before the Senate Subcommittee on Consumar Affairs of the
Senate Banking Committee, it was well documented that
beginning around 1980 the bank card industry began to
__éxpe:iencena_t;emendous_increase_in_the_incidencg_andw_;________
amount of credit-related fraud, as well as a significant -
shift in the nature of this fraudulent activity. Data was
submitted‘by VISA U.S.A. Inc., MasterCard International
Incorporated and the American Bankers Associatioh

documenting that in the bank credit card industry alone
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losses due Ep fraudulent use of'credit cards rose from
approximately $11 million in.1972 to over $125 million in
1982 - over a 1,000% increase. While the limited data

available to us indicates that the amount of credit card

. fraud involving retailers' proprietary systems is not

substantial in relation to total credit sales (undér one-
tenth of cone percent), retailers are concerned about the
increase in bank credit ca;d fraud. This is because while,
as noted, some of the cost is'uitimately passed on to the
consumer, the-merchant is subjected to an increase in costs
initially.by paying more in discount fees to issuers of
third party cards. In addition, depending upon the
contract between the merchant and‘the bank‘card issuer, the
merchant does bear.certain fraud losses directly. For
example, merchants accepting mail orderé charged to third
party cards are often charged back for fraudulent orders.
Thus, we heartily endorse this Subcommittee's efforts to
find solutions to -the mounting problem of credit-related:
fraud. For the reasons set forth below, however, we cannot
support H.R. 2885 in its present form.

___m____NRMA_be¢¢eves~that_a—numbex;of_steps_shoﬁld_ba_w_ —

taken to address .ue problem of credit-related fraud, some

e v g

of which are bei.., undertaken by the industry at the
present time. Fu. example, associations representing bank
card issuers are taking steps to control fraud by changing

the physical properties of the credit card itself. The
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credit card is being redesigned to centain a number of
anti-counterfeiting features such as fine line printing,
ultraviolet ink printing, and a unigue hologram covering
part of the embossed account humber. Among other things,
these steps will make alteration of the embossed account
number digits harder to accomplish and easier to detect.
The bank card industry is working to reprogram
authorization systems to enable those participating in the
systems to better identify cerdholders at the point of |
sale. Also, bank card issuers have added a provision to
their operating rules which prohibit a merchant from
providing, seli..y ur exchanging account number
information, in auy medium, to any other party unless
connected with uuc merchant's legitimate bank card
business. Thes. .4 other steps are being taken by the
industry in an cZZzit to reduct current credit card fraud
activities.

NRMA's members are continuing their efforts to
develop ways to iﬁprove their own point-of-sale
authorization syséems and the properties of the credit
cards issued inmt%eir—preprieta:y—systems—in—an_e££ort_to.
combat credit car& fraud. NRMA's members are aware of
their responsibility to'safeguard the account numbers of
their customers and ‘they currently take steps to restrict
access to account information in a number of ways.

Merchants are to a greater‘extent using sales slips which
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do not involve the use of carbons andg they are taking

Precautions in disposing of duplicate sales slips. It is

essential, however, that merchants not be required to use

any one particular method of effectuatlng sales because of
the increased opcretlng costs that would thereby be
imposed. The difficulty of operating a small business
profitably today is well-known and need not be documented
here. NRMA is unalterably opposed to any legislation that
would have the direct or 1nd1rect effect of standardizing
the way in which credlt is extended, or the way in which
credit transactlons are written at the point of saie,
because of the additional costs that would thereby be
imposed upon the merchant.

NRMA does support legislation which is aimed
specifically at the criminal element that is responsible
for perpetrating cre tdit-related fraud. Specifically, NRMA
endorses the pProposal of the financial community, put forth
during the May 18, 1983 Senate hearing, to amend the
Truthsi

1n-Lend1ng Act and the Electronic Fund Transfer Act

to £ill certa]n gaps 1n that legislation. The Truth-ln-

'Lendxng~Aet~ts—not~eiear oﬂ—the~qaestien of—whethef-misase—————

of account numbers constitutes credlt,card fraud and at
least one court has held that fraudulent use of an account

number does not constltute the illegal use of a "credit

T
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card”.* This would be remedied by amending section 134 of
the Truth-in-Lending Act and section 916(c) of the
Electronic Fund Trénsfer Act to expand the definition of
"eredit card" and "deblt instrument," respectively. It is
not a crime to ccu;terfeit a credit card or to possess such
a card, even thoug& counterfeit cards in the hands of a )
thief can be esseniially equivalent to currency (the
counterfeiting of thch, of course, is illegal). Also, a
question has been raised in cbnnection with the §$1,000
limit that is contained in several of the subsections of
section 134 of the Truth~in-Lending Act and in section 916
of the Electronid Fund Transfer Act. These provisions
require that a minimum of $1,000 in money, goods, or
services be obtained within a one year period in order to
constitute a crime that is.punishable under the “federal
law. It is not clear whether these subse: iions require
that the government establish only that $l,000’in value has
been obtained by credit card fraud or whether the
government must sﬁow that $1,000 was'obtained with a
particular counterﬁeit, lost or stolen card. Arguably a
-person.could.use 20 different counterfeit cards o make .
aggregate purchases of $2,000 but escape liability because

no more than $100 was obtained by use of each card. Also,

we support the addition of new provisions (section 129 in

* United States v. Callihan, 666 F.2d4 422 (9th Cir.
1982).
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the Truth-in-Lending Act and section 922 in the Electronic
Fund Transfer act) making it illegal to traffic in account
numbers: “(a) with the intent to defraud any consumer or
other person; or (b) for any purpose other than a
legitimate business purpose involving the . . . account,
the [cardholders] [account holders], or the operation of
the . . . system."

The "legitimate business purpose" test has its
genesis in the federal Fair C&edit Reporting Act and, since

1970, has been successfully interpreted by administrative

agencies and the courts. It would serve the same function

here.

t

Therefoée, NRMA supports the Provisions recommended
by the financial community that would address these
problems (see attached Appendix B to the Statement of the
American Bankers Association presented to the Subcommittee
on Consumer Affairs, Committee on Banking, Housing and
Urban Affairs on May 18, 1983).

Given the interstate nature of today's evolving
nat10nw1de Payments system and the interstate nature of

~stgﬂtfteaﬂt—fraud—eases—~we—recogntze~that—thts—sttuatton~
may warrant a federal response. This is reinforced by the
fact that much of the recent increase in credit-related

fraud can be attributed to organized crime or, at least, to
a criminal element that is highly sophisticated. For these

reasons, we believe that Title 18 of the Criminal Code

22-222 0—83—-19
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should be revised to include a comprehensive proscription -
of credit-related ifraud. This will enab;e federal
enforcement authorities to deal effectively with interstatg
credit-related fraud, including the manufacturing,
counterfeiting or altering of credit cards and the
fraudulent use of payment devices such as debit cards.

We therefore recommend that the Judiciéry Committee
of both the House and Senate enact a new chapter to the
Criminal Code to address,fraua in an area where
sophisticated ériminals have to date developed ways to
circumvent the specific provisions of existing criminal
laws.

NRMA believes that the current sensitivity go
credit-related fraﬁd on the part of industfy and the
technological steps that are being taken to curb these
practices, coubled with the legislative actions described
above, provide the best solutions to this problem. We do
not believe that legislation which restricts the merchant's
ability to disclose account numbers to third parties in

business related activities is the way to combat credit-

‘ ; . H.R.2885 —
- retated--erime.—-For- this reason,—NRMA--OpPpOses H

-because that bill would amend the Truth-in-Lending Act by
adding a new section 137. This provision constitutes a
broad prohibitic. ayainst disclosure of account numbers,

with limited sgoii’ied exceptions.
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NRMA beliéves that the primary effect of the
proposed restrictibns on the ability of a merchant or other
credit card issuerfto disclose account numbers to a third
party would be to inhibit legitimate business activity.
The industry already has a strong incentive to protect its
customgrs' account nuﬁbers and,kas noted, currently is
working to improve its anti-fraud technology. 1In view of
the fact that consumers hgve essentially no liability for
fraud losses under the Truth-in—Lending Act, merchants and
other credit card issuers understand that ‘they must keep
credit card account numbers as confidential as possible.
The inﬂustry also has a self-interest in maintaining the
confidentiality of this important proprietary information
for competitive reasons. There are, however, a number of
areas in which account information must be disclosed in
connection with the legitiﬁate business needs of the

merchant. For example, account information and account

g - s

numbers are disclosed to institutions acting as merchant

banks for retailers, to independent authorization services

and to members of the Visa énd MasterCard system, to those
involved in processing sales sl#ps between banks and
merchants, to attorneys and third party debt'collectors in
cennection with the colléction of delinqueht accounts, to
credit bureaus and to other créditors in connection with
account verification, and in connection with‘the marketing

efforts that are vitally‘imporﬁant to merchants and other
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credit car% issue:s. Merchants may also disclose account
information to th%ir licensees, to companies engaged in
joint. ventures wigh'ﬁhe merchant, and to related companies
such as a subsidi&ry in order to provide the cardholder
with an opportunity to purchase new products or services.
These examples give some indication of the
complexity involved in specifying with completeness and
accuracy all of the legitimate business reasoné for the
communication of account infofmation. The importance of
the merchant's ability to use and communicate account
information for legitimate business purposes cannot be
overempﬁaéized. Any 1egislétive effort to list the
permissible uses Qf.account information, and to bar all
other uses, is frought with problems and, we believe, is
the wrong approacﬂ to fighting credit card frahd. Account
numbers are ﬁsed ip so many facets of the merchant's
legitimate busine;s that such legislation would inevitably

disrupt and unfalrly restrict the merchant's operatlons.

~ We are convxnced that the better approach is to close

loopholes in existing criminal statutes and, after careful
'study~by the Judiciary Committees of the House and Senate,
possibly enact new pro?isions to the Criminal Code to
combat the recent upsurgé in credit-related fraud.

In clésing, it is esseﬁtial that there be a clear
demarcation between legislation designed to restrict

criminal fraud activities and efforts to restrict account

3
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information by legitimate businesses. Any possible
problems in the latter area, such as the allegedly
excessive solxcxtatlons for a credit card reglstratxon
service that was experlenced in Florida recently, can and
should be addresseﬁ by working within the context of
existing laws. Subh‘activities are reprehensible, but they
should not be the basis for iﬁposing sweeping industry-wide
restrictions on the dissemination of account information by
credit card issuers. Legislétién should be directed at
those who transfer the information with intent to defraud
or for purposes other than legitimate business purposes.
While we support that kind of legislation, we are strongly
opposed to any legislation which would limit the
communication of account information for legitimate
business purposes.

NRMA commends the Suﬁcommittee fqr‘its concern with
the serious problem of credit card fraud and appreciates

the opportunity to express its views on this subject.
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The National Retail Merchants Association (NRMA)
STATEMENT . o . . R
and the American Retail Federation (ARF) are pleased to have this
OF

opportuniit‘y to present their views on H.R. 362'2, ‘The Credit

Card Protection Act, and to address the question of what

NATIONAL RETAIL MERCHANTS ASSOCIATION

P "

AND ,,. legislativé action should be taken in the area of credit ‘card
' : ! {5,‘ fraud. : ' AR
AMERICAN RETAIL FEDERATION ' R bt e, e e W A .
: ) " 'NRMA is a not-for-profit organization devoted
g t to research and éducation in general merchandise retailing.’
— ) BEFORE ’i NRMA represénts approximately 45,000 stores in the Unitéd °*
States;,dj:s;tx;ibuti'ng about $150 billion annually in éobds and
i services to the American consumer. 'NRM‘A's members fange“ﬂ
from the il’airgeé‘t:":c":hair{ and depafﬁmenﬁ ‘stores and mass
THE merchandisers to small specialty” shops and independents.
e ';Membershi’p in ARF is c/:'oﬁ'lp_;osed';primatily' of
) ‘state and national retail frade associations which, through
SUBCOMMITTEE ON CONSUMER AFFAIRS AND COINAGE L e el R T 77 T S R
' COMMITTEE ON BANKING, FINANCE AND URBAN AFFAIRS ‘ théir members, represent more than one million retail ;
UNITED STATES HOUSE OF REPRESENTATIVES | establishments. \ Sy S T SRS o
‘ ‘ ‘In view of the fact that ovér 50% of retailers' r
‘sales are made by means of credit caiis, we are vitally ‘
ON ‘ ! : concérned with the issue of credit caz? fraud and related | '
3 % : practices such as ‘the use of account ' whmbers to obtain
é’; goods and services without the customer's authorization. -
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to H.R. 3622. Both NRMA and ARF continue to believe that
the bestvappréach is to limit any leéislation to the correction
of possible deficiencies in criminal provisions of federal
law in thefarea of credit-related fraud. We support such
legislative action, coupled with the steps being taken

by the credit card industry to improve the security of
account numbers and to change the physical‘properties of
credit cards, some of-which’were desg;ibgd in NRMA's June 14
statement. We appreciate the concern of the Subcqmmiﬁtee'
about'the possible misuse of account numbers. We cannot,
however, support H.R. 3622 in its preéent version.

- Retailers are aware of théir responsibility to
safeguatd(the account numbers of thei;.customers and they
currently take steps to restrict access to account informaﬁion
in a number of ways. Merchants are to a greater extent using
sales slip§ which do not involve the use of carbons and they
are taking precautions in disposing of duplicate sales slips.
It is essential, however, that merchanfs‘not be prevented

from giving account numbers to third narties under circumstances

- where necessary in connection with the legitimate business

transactions of the merchant. As NRMA pointed out in its
earljer statement, the "legitimate business purpose" test
has its genesis in the federal Fair Credit Repor#ing Act

and, since 1970, has been successfully interpreted by

. administrative agencies and the,courts. It would serve the

.same function in delineating the purpose»for which account
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numbers could be furnished to third persons.

NRMA and ARF believe that the primary effect of
the proposed restrictions on the ability of a merchant or
other credif card issuer to disciose account numbers to a third
party would be to inhibit legitimate business activity. The
industry already has a strong incentive to protect its
customers' account numbers and, as noted, currently is
working to improve its anti-fraud tecﬁnolégy. In view of'
the fact that consumers have esséntially no 1iability>for
fraud losses under the Truth-in-Lendiﬁg Act, merchants and
other credit card issuers understand that they musﬁ keep
credit card account humbérs as confidential as possible.
The industry also has a self-interest in maintaihing the
confidentiality of this important proprietary information
for competitive reasons. There are, hawever, a number of areas ;
in which account information must be disclosed in connection
with the legitimate business needs of the merchant, some
of which would be expreésly authorized by H.R. 3622 and some
of which would not be parmitted}yquch as when account i
numbers are furnished to third persons in connection with the %
marketing efforts that are vitally important to merchahts
and other credit card issuers. It is also not clear under the
terms of H.R. 3622 that merchants wohld be permitted to disclose

account information to their licensees, to companies engaged

in joint ventures with the merchant, and to related companies P

such as a subsidiary in order to provide the cardholder with
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an opportunity to purchase new prodhcts or services.

These examples éive some indication of the
complexity involved in specifying witb completeness and
accuracy all of the legitimate»busineés reasons for the
communication of éccount information. The importance of
the merchant's ability to use and communicate account infor-
mation for legitimate business purposes cannot be over-
emphasized. Any legislative effort tp list the permissible
uses of account information, and to bar all other uses,-is
fréught with problems. Account numbers are used in so many
facets of the merchant's legitimate business that such
legiélation would inevitably disrupt and unfairly,restricg
the merch;nt's operations. We are convinced that the better
approach, illustrated by S.»1555, is to pombat the recent
upsurge in credit-related fraud by closing loopholes in

existing criminal statutes. o

We recognize that H.R. 3622 has been redrafted in
an effort to.accommodate a number of legitimate business uses
of account numbers. This represents a cqnsiderable improve-
me;t\over the more restricp}ye language found in H.R. 2885.
UnforlQnately, the current version retains provisions which,
we belié@e, uhnecessarily restrict the flow of information
between related organizations or to third persons for legitimate

business purposes. If the intent of the legislation is to

prevent the transfer of account nuubers to third parties
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for purposes other than the legitimate business needs of
the transferor, such as‘the sale of bank card account numbers
to a third party, we would not object to language which is
limited to prohibiting such a practice.

Also, we recommend that any legislation amending
the Truth-in-Lending Act retain, to the extent feasible,‘
the Act's current terminology. Réfailersvare concerned
about blurring the distinction between credit cérd account
numbers and other types of account numbers which access,
for example, the consumer's asset account. Retailers maintain
that they should have the freedom to accept credit cards and,
if they choose, decline to accept debit cards. Because the
latter are'offered_by consumers as a substitute.for currency
or for checks, retailers object to the pricing system’
imposed by banks upon debit cards (i.e., a pefcentage
of the transaction amount rather than.a flat fee per trans-
actionj. Without expanding upon this issue here, we note
that we are extremely concerned about the introduction
of a new term, "payment device number", into the Truth-in-

Lending Act to describe an identifier used with a credit - ?

For the reasons explained above, NRMA and ARF

recommend that any federal legislation be limited to closing
loopholes in criminal provisions such as those embodied

in 8. 1555. If, however, the Subcommittee decides that the

&
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public interest requires restrictions upon the dissemination
of account numbers, We urge that 1anguagé be added to
accommodate the legitimate business needs of retailing.
Specificall?, we urge jncorporation of language to make it
clear that (a) the prohibited communication of account
numbers does not encompass subsidiaries, aivisions and
affiliates of the same company and (b) thi furnishing

of account nﬁmbers for a legitimate business purpose of

the transferor is not prohibited. Attached to this statement
is language which addresses these concerns within the
framework of the present bill.

NﬁMA and ARF commend the.Subcommittee for its
concern with'the serious problem of credit card fraud, as
well as withﬂ£he issue of access to customers'.account
numbers, and we appreciate the opportunity tb express our

views on these subjects.
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