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'SMALL BUSINESS COMPUTER CRIME
" PREVENTION ACT, HR. »307_5 |

THURSDAY JULY 14, 1983

o HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ANTITRUST AND RESTRAINT
OF TRADE AcTIVITIES AFFECTING SMALL BUSINESS,
, N COMMITTEE ON. SMALL BUSINESS,
Washmgton, D.C.
The subcommittee met pursuant to notice at 9:45 a.m., in room
2359-A; Rayburn House Ofﬁce Building, Hon Thorhas A. Luken

pre51d1ng
OPENING STATEMENT OF CHAIRMAN LUKE’N

Mr. LugeN. This meeting of the Antitrust Subcommittee of the
‘Small Business Committee will come to order.

We are here to take up the subject of small business computer

crime,. and with Us today is the gentleman from Oregon, Ron
Wyden, who has introduced the bill which we will consider, H.R.
8075. 1 There have been vn/despread reports in the media and also
here on the abuse of comyuters.

Our witnesses todaywhich will be a cross section of those who
- have information and expertise on the subject, have indicated to
-members of the committee that losses from the white collar crime
in this area are at least $100 million per year and could range as
high as §1 billion. That is probably a gross underestlmate, and it is
certainly. an’ underestimate of the potential for abuse as the use of
computers increases'and the technology advances.

It is evident that the scope of these crimes is not fully known.
The importance of H.R. 8075 is not to attach a penalty to computer
misuse, because we are somewhat skept1ca1 as to whether we are at
the point-where we can define the crime and the remedy at thls
time.

Therefore, the purpose of HR 3075 is to determme the size of
the problem, particularly as it affects small business. This Nation’s

mall businesses do not have the ability today to respond to com-
puter crime in the way that larger enterprlses can. H.R. 3075 re-
quires the Administrator. to establish ,a task force of private and
public sector members to develop guldehnes for small enterprises
to evaluate the security of their-systems; this bill also provides for
an SBA resource center to evaluate information on this subject to
small busmess We will proceed with the hearmg, but first I Would
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like to call upon the author for any statement that he might want
to make in introducing the bill, and these hearings.

Mr. WypeN. Mr. Chairman, I would very much like to make an
opening statement, but our colleague, the gentleman from Minne-
sota, is on a very tlght schedule. I am very appreciative of the as-
s1stance, help and support he has given us with this legislation, so
if the Chair would perimit, let me yield to him.

OPENING STATEMENT OF HON. VIN WEBER, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF MINNESOTA

Mr. WeBER. I thank the gentleman for yielding, and I won't take
up a lot of the committee’s time. I do have a conflict, unfortunate-
ly, at 10 o’clock, but, I did want to come to say that I appremate the
efforts of the gentleman from Oregon in introducing H.R. 3075,
which addresses a very real and serious problem. I will look W1th
great interest at the transcript of the hearing today, because I do
think we need more information on the exact scope of the problem
and how to deal with it.

One thing seems fairly clear, though This situation is falrly typi-
cal of a lot of small business problems Measures to protect compa-
nies from computer crime are available but as is so often the case,
the costs are prohibitive to small businesses. We find a situation
where larger companies are able to protect themselves if they
choose to.do so, but the costs both in terms of money and expertise
are too great for many of our small businesses. The legislation in-
troduced by my colleague Mr. Wyden is a positive step forward in
terms of addressing that need, and I am very supportive of your
efforts. I look forward to be1ng helpful on the bill, and I am sorry
thaliéhl can’t stay for the hearing today. I thank. the gentleman for
yielding.

OPENING STATEMENT OF HON. RON WYDEN A REPRESENTATIVE
' IN CONGRESS FROM THE STATE OF OREGON

Mr. WypenN. I thank the gentleman for his willingness to work
with us. This is going to be a bipartisan effort. As the gentleman
says, this is an area where large business frequently has few prob-
lems yet small business is quite another story. I know the gentle-
man's schedule is tight and I want to thank him again for takmg
the time to come.

I also want to express my appreciation to the Cha1r, the gentle-
man from Ohio as well. I know his schedule is extremely busy and
they tell me a couple different subcommittees of the Commerce
Committee are meeting virtually around the clock at this point,

~and I very much appremate the Chair making time for us to have

this hearing.

According to the legislative stopwatch around here we would like
to have this bill on a fast track, and Mr. Chairman, I very much
appreciate your g1v1ng us a chance to move this blll with an expe—
ditious hearing. -

- Now anyone who has seen the movie “War Games” knows that
infiltration of computer systems is no game at all. Pac Man,
Donkey Kong, and Space Invaders are amusing pastimes for count-
less Americans. Data diddling, trapdoors, Trogan horses, superzap-
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ping, these are the tricks of the trade for computer criminals, but
they are not amusing for small business and they are inflicting
American businesses with massive losses every single year.

Part of the reason for these huge losses is that computer crimes
are hard to detect and they are even harder to prevent. It is esti-
mated that for every 1 computer crime detected that 99 go unno-
ticed. Businesses large and small are often reluctant to report com-
puter crimes because they fear that there will be an erosion in
their public trust. As a result, the opportunity for low-risk, high-
yield crime is growing in this country as computer use becomes
more widespread. In short, we have got a very serious problem on
our hands, and all the signs indicate that it is going to get worse,
which is Why I have introduced H.R. 3075, the Small Business Com-

 puter Crime Prevention Act. This leg1slat1on is a practical attempt
‘to protect this country’s small businesses from what threatens to

be one of the biggest businesses in the future, the underground in-

dustry of computer crime.

My legislation takes several steps in addressing this problem

* First, it directs the Administrator of the Small Business Adminis-

tration to establish a task force charged with outlining the scope of
the problem and how it affects small business.

In addition, it directs the SBA to establish a clearinghouse so we
can get out, all over this country, information to small business on
the subject of computer crime. It also directs the SBA to develop
guidelines that can support small business security efforts.

Now I would like to clarify several aspects of this legislation,
what it means and what it doesn’t mean. Now we are not asking
the task force to reinvent the wheel. That is why the bill stipulates
that the task force would be comprised of experts from the puklic
and private sector who are already familiar with the technical and
managerial components of information security. v

Now I am aware that extensive research has been done on the
general problem of computer crime in this country, but to the best
of my knowledge, little has been done on the problem of computer
crime as it affects small business. I think there are few mecha-
nisms available to get practical information to small businesses so
they can insure the integrity of their businesses in the most cost-
effectlve manner possible.

One technical correction that I would like to make in the bill at
some point, Mr. Chairman, is to cut the time for the task force’s
report. Instead of having it submitted 3 years after the b1ll’s pas-
sage, I think we can easily make that 18 months.

The problem of information security is obviously not limited to
just small business, yet small businesses for several reasons are
uniquely handicapped in this area.

First, small businesses 'almost always have fewer in resources

than larger firms, yet their vulnerability is often just as great, if -

not greater. The limited resources usually mean fewer and less spe-
cialized employees, which reduces the division of duties among de-
partments and employees, one of the main defenses against losses
by crime or mistake.

Second, smaller businesses tend to use smaller computer systems,
which by and large have fewer, more limited security features de-
signed into the system. Moreover, small businesses sometimes have
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little control over the bulk of the information system they employ.

They usually lease their phones and communication lines. Often

they lease or use time-shared computers owned by others, and

many use packaged software that is bought off the shelf This de-

pendence puts comprehensive knowledge of computer secur1ty out
of the reach of most small businesses.

Another factor is that small businesses are less able to absorb

the losses of a computer crime than are the larger firms. An exam-

_ple is the small firm that was victimized by a dismissed employee.

Before he left, the employee programed the company’s computer to
cancel its accounts receivable—6 months after he was gone. Half a
year later the company found itself with no record of who owed it
money and despite placing advertisements in the local paper, the
company was forced to close its doors.

Finally, I would like to point out that we are talking about more
than just cash flow losses. Inventories, personnel records, contract
bid information, long-range company plans and programs, all of
these can fall victim to the high-tech inf ﬂtrator

Now this leglslatlon is certainly not going to bring an end to all
the computer abuse in this country, all the fraud and various rip-
offs, and it is not going to put anybody behind bars. What it will do
is give us a chance to engage in what is needed most—a preventive,
active approach, rather than one that is reactive. It attempts to
curb the keyboard criminal by providing small businesses with

- practical information about the unique threat'that is posed by com-

puter crime. ,

" In that way, we will be able to aid small businesses in the devel-
opment of safeguards thsl are going to reduce the likelihood of
their becoming a victim in the first place.

Mpr. Chairman, again I am very grateful to you for making avail-
able this opportumty to have 'a hearing on this bill, and I look for-
ward to our witnesses.

Mr. Lugen. Well, I thank the gentleman from Oregon, and I con-
gratulate him s1ncerely I think this is a major move, one that is
necessary and one which is tardy already. Certamly the gentleman
has done a very advantageous thing for us all in moving at this
time, and hopefully this bill will pass as will the gentleman’s sug-
gestion of abbreviating the time for getting the report back so that

- we can take action on it and the Nation can devote its attention to

it.

We will, therefore, call the first witness, Mr. August Bequai.

Mr. BEQuAl Mr. Chairman, good morning.

Mr. LugeN. Do you have a statement, Mr. Bequai?

Mr. BEQuail. Yes, Mr. Chairman, I do.

Mr. LukeN. If there is no objection, that statement will be re-
ceived into the record of this committee, and you may proceed in
any way you think will be helpful. / A

Mr. Bequal Thank you, Mr. Cha,lrman {L 7

. TESTIMONY OF AUGUST BEQUAI, ATTORNEY |

Mr. BeqQual Thank you, Mr. Chairman. Mr. Chairman, m con-
formance with your request, I am pleased to testify before thls sub-
committee on H.R. 3075. t ,

NOTT—
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. Today, as you have indicated, computer-related crimes are a real
and growing. problem in this country, and I might add also in West-
ern Europe and the Soviet bloc and other parts of the world.
Annual losses in the United States alone are said to exceed at least
$100 million. Some experts place these losses as high as §1 billion.
The truth of the matter is that we really don’t know the full scope
of the problem. ~

Computer-connected crimes can take various forms. I will, just in
brief, mention some in an effort to save time: sabotage, vandahsm,
theft of serv1ces, property-connected crimes, theft of information, fi-
nancial crimes. Computers are also vulnerable to electronic-inter-
ceptive attacks. Those are listed in my written statement. Thus I
will skim through them.

I might add that computer-connected crimes are a problem for
every modern organization. Small businesses especially, as you
have indicated, Mr. Wyden, are vulnerable. Unlike the corporate
giants, they lack the needed resources to institute adequate com-
puter-connected security safeguards. They also lack the in-house
expertise to investigate computer-connected crimes.

In addition, small businesses lack the resources to retain the
costly services of private consultants. I might add in addition our
law enforcement apparatus especi ially at the local and State level is
really ill trained to address as of this day computer-connected
crimes, and the majority of States I might also add have not as yet
enacted any computer-related legislation to address this problem.
Prosecutors especially at the local and State level often find them-
selves relying on outmoded laws to bring, if you will, culprits
before justice. At the Federal level, as you well know, we still as
yet do not have a Federal computer crime bill. I might add thus
that legislation will be necessary in this area to address computer-
connected crimes, especially those involving interstate and foreign
commerce.

I should point out, though, that the problem of computer-connect-
ed crime has no qulck fix. We tend to be a quick-fix society, but in
this case it is going to take an effort on various fronts. No one stat-
ute I might add can address the entire problem We need to ad-
dress, as I see it, several areas. ‘

To date we have no accurate data on the scope and dlmensmns of
the problem. Both the public and private sectors often sweep these
crimes under the rug.

Training is another area that we must address. Law enforcement
at every level, especially again at the local and State level, needs
training in this area. Our police, prosecutorial, and Jud1c:1al ma-
chinery, needs to be brought, if you will, into the modern electronic
age.

The criminal sanctions, we need laws that specifically address
this problem. At present, we find ourselves as I indicated often-
times relying on old and outdated statutes. Now, H.R. 3075, as I see
it, does constitute an effort to address some of the above. A task

_ force could assist in defining the scope of the problem, espemally as

it impacts on the small businessman.

To date, no effort has been made, as you have mdlcated Mr.
Wyden, to address the problem of computer-connected crimes in
the area of small businesses. The task force can also recommend

26-568 O—83——2
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some guidelines to encourage small businesses to safeguard their

computers from criminal attack. However, I should point out that

we should take steps to insure that the task force does not turn out
to be, as is unfortunately sometimes common in Washington; just
another drain on the taxpayers’' limited resources. We should
guard, and I think, Mr. Chairman, you pointed out this, agains¥un-
necessary studies and an army of consultants ready to offer|their
services. ' ‘

We are increasingly becoming a cashless society. No business
today can long survive without the assistance of computer technol-
ogy. Likewise no business can long survive if its computers fall
prey to criminals. ‘ '

In closing, Mr. Chairman, I would like to thank you and your
staff for offering me the opportunity to present this brief testimo-
ny, and I will be happy to answer any questions you might have.

[Mr. Bequai’s prepared statement follows:]

PREPARED STATEMENT OF AUGUST BEQUAL, ATTORNEY

- Mr. Chairman, in conformance with your request, I am pleased to testify before
this Subcommittee on H.R. 3075 (the “‘Small Business Computer Crime Prevention

Act”). Having authored five books, and more than 40 articles in the areas of white’

collar and computer crime, and having also lectured at many law enforcement and
academic institutions on these topics, hdpefully I can expand on some of the com-
ments offered on this legislation. : ‘

Today, computer-related crimes are a real and growing problem in the United
States. Annual losses to-the private sector alone are said to exceed $100 million;
some experts place these losses as high as*$1 billion. However, the truth of the
matter is that at present, we do not know the full scope, or dimensions of the prob-

lem.
Computer-related crimes’ can take numerous forms, Some of the more common

" are as follows: : .

Sabotage and vandaiism.—Both are common and easily perpetrated. These usual-
ly involve a physical attack against the entire computer system or any of its sub-
components. These attacks can be motivated by political ideology, or by a perceived
grievance of an employee. The more common motive, however, is economic. For ex-
ample, a competitor may sabotage another’s system so as to gain an economic ad-
vantage. Sabotage and vandalism may also occur in labor-management disputes
when irate employees revert to destructive attacks against an employer’s property.

Theft of services.—These usually involve the unauthorized use of someone else’s
computer. For example, a dishonest employee may use his employer’s compuiter to
keep track of his personal investments. .

Property crimes.—These involve the theft of merchandise and other property

- through the use of a computer. A thief, for example, can use a firm’s computer to

?la,cf. orders for various merchandise and have that property delivered to selected
ocations. p

Data crimes.—These usually involve the copying of mailing lists and printouts, or
the theft of programs and other valuable data. S

Financial crimes.—In these instances, the computer is manipulaied to aid the
wrongdoer in perpetrating (sometimes complex and sophisticated) financial swin-
dles. For example, a dishonest employee can direct payments to phony suppliers,
ghost employees, and others. -

Compuiers are also vulnerable to electronic interceptive attacks. For example:

Wiretaps usually involve connecting a tap directly to the telephone or teleprinter
lines of a computer, in order to intercept and record messages.

Buggings, a criminal can place a bug in a computer facility.

Browsing involves the introduction of an unauthorized terminal into a system
that does not anthenticate tetminal entry. '

Piggyback entry involves the interception of messages from the computer to the
user of the system. Data is added, altered, or deleted, and passed on to the user.

‘Computer-related crimes are a problem for every modern organization; small busi-
nesses,, especially, are vulnerable. Unlike the corporate giants, they lack the needed
resources to institute adequate computer security safeguards. They also lack ths in-
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house expertise to investigate computer-related crimes. In-addition, small businesses
lack the resources to retain the costly services of private consultants. .-,

Further, because our law enforcernent agencies have long neglected the problem
of computer-related crime, the sm4ll businessperson can find little assistance from
these sources. In addition, the majority of our states have not enacted, to d;ate, any
computer-related legislation to address the problem. Prosecutors are often forqed to
rely on outmoded laws. We fare no better at the Federal level; legislation will be
needed to address computer-related crimes that involve interstate and/or foreign
commerce. )

It should be pointed out, however, that the problem of computer-related crime has
no “quick fix,” No one statute can or will address the entire problem. We need to
address the following areas: ‘ )

Scope of the problem.—To date, we have no accurate data on the scope and dimen-
sion of E}ae problem. Both the private and public sector often sweep crimes “under
the rug. ~

Training is needed.—Law enforcement at every level needs training in this area.
Our police, prosecutorial, and judicial machinery needs to be brought into the
modern electronic age. i

Criminal sanctions.—We need laws that specifically address this problem. At
present, we find ourselves relying on old and often outdated statutes, to tackle the
electronic criminal. Once the defense bar becomes more versed in this area, we
should witness growing and costly litigation in this area. -

H.R. 8075 constitutes an effort to address part of the above. A Task Force (as de-
tailed in this legislation) could assist in defining the scope of the problem as it im-
pacts on the small business. To date, no effort has been made to address this specific
area. It could also recommend guidelines to encourage small businesses to safeguard
their computers from criminal attack. However, we should ensure that the Tas}t
Force does not turn out to be (as is common in Washington, D.C) just:another drain
on the taxpayers’ limited resources. We should guard against unnecessary studies
and an army of consultants, ready to offer their services. ° o
“We are increasingly becoming a cashless society. No business can long survive in
the coming years without the assistance of computer technology. Likewise, no busi-
ness can long survive if its computers fall prey to criminals. '

Mr. LukeN. The gentleman from Oregon. - '

Mr. WypeN. Thank you, Mr. Chairman. Mr. Bequai, thank you
very much for your excellent testimony and for the cooperation
you have given my staff on this issue. I just have a couple of short
questions.

Now in your testimony you state that we have got no accurate
data on the scope and dimension of the computer crime problem in
this country. Could you explain the reason that that is the case?

Mr. Bequal. Well, when you get into the area of white-collar
crime in general, Mr. Wyden, as you well know, corporate America
is rather reluctant to come forth and show its linen. When compa-
nies get taken if you will, whether they be small or large, and I
have some such clients, they oftentimes are very reluctant to come
forth and say I have been taken. They are fully aware of the fact
that law enforcement in America is ill prepared to address the
problem. Who do you go to? The county police? I can safely tell
you, having had occasion to train people at that level, they are not
really prepared to investigate white-collar crimes, especially I
might add in computer-connected crimes. If you go to the State
police you are going to run oftentimes into the same problem.

At the Federal level, with the exception of some special sections
of the FBI and the Secret Service, we really don’t have any train-
ing, so there really is no inducement for the businessman, whether
he or she is small business or large, what have you, to come forth
and say I have been taken, so it is going to be pretty difficult to
develop data if your victims are rather reluctant to come forth.
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We have estimated, educated estimates from the U.S. Chamber

-of Commerce, other prlvate groups, but I think it is fair to say, and

I think you will find that the other witnesses coming after me will
agree with me, that we really don’t have a handle on’ the figures.

Mr. WYDEN In your opinion, is the problem of computer crime
going to increase in the years ahead‘? What is the prognosis for the
years ahead?

Mr. Bequar The prognosis is it is going to get worse before it
gets better. I was in Europe a couple of months ago and I met with
attorneys of the major European corporations and they agree with
my prognosis, and Europe is starting to look bad, too. It is going to
get worse before it gets better if we don’t br1ng thé law enforce-
ment -apparatus into the 20 century, and I especially stress the
local and State apparatus, or we in the Federal system, we are

~ going to be in trouble.

,Mr. WypgN. Do yow think that the research and the educat1on
efforts that are. Lnder wayanow are an adequate response to the
problem?

Mr. Bequar I very cand1dly don't really see.any training at the
local and State level right now, very little if any. I see some train-
ing at the Federal level, but I don't really see any money going at
the State and local level to train law enforcement, and by that I

_ throw in police agencies, prosecutors and what have you. In fact,
the word that I hear is that funds have been cutoff at the local
,level pretty much 50, so I don’t really see much happening today

in this area.

Mr. WypEN. Just a, couple of other qulck questlons, Mr. Chair-
man.

Do you.know of any individual ‘or group or anybody or any insti-
tution that has done a real analysis of what computer cr1me means
to small business? :

Mr. Bequar I really don’t know, no. ‘

Mr. WypEeN. The last one is are you aware of any 1nd1v1duals or
company who has been taken to court for its failure to adequately
secure their computer system?

Mr. Bequar No, absolutely not. I don’t know of any company
Civil or criminal? I mean 1 take it you mean both. .

Mr. WypeN. We have heard some discussion:that this was the
case, and you are considered something of a guru'in this area.

Mr. BEqQuAal. You mean a victim being taken to court for failing
to take adequate safeguards? Perhaps if one searches the literature
you might find cases where victims may have been, if you will,
sued, but not by the Government certainly. T don't know of any
Government cases. I have stockholders, things of that sort

Mr. WypeN. Thank you, Mr. Chairman.

Mr. LukeN. Mr. Bequai, I have a feeling that you know a lot
about this subject and I feel a little inadequate because of my limit-
ed knowledge of the technology to even try to bring it out in the
form of questions. Thé gentleman from Oregon. is knowledgeable,
and I will invite him to continue the colloquy as we go along, at

least for a few minutes longer. You listed here some of the common .

forms:- sabotage and vandahsm, theft of . servwes, property crunes,
data crimes and financial crimes. -
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I suppose data crimes is one of those that in the future will be
expanding, one that we have difficulty even envisioning now?

Mr. BEQuaL Yes, Mr. Chairman. You are r1grht

Mr. LukeN. Will you describe that? -

Mr. Bequal. Especially as we increasingly go into the electromc
funds transfer system. Sure. Information as_political scientists tell
me is power, and he or she who controls the ﬂow of information

> pretty much controls power.

I think it is fair to say that as we 1ncreas1ngly become an elec-
tronic cashless, paperless society, we are going to see more and
more informational-connected crimes, like thefts of data, thefts of
all* sorts of things, mailing lists, confidential corporate s(ecrets
trade secrets, everything from a to z, and the sad thing is right
now it is pretty difficult really to prosecute some of these cases,
and even when you’ do prosecute thend, the courts and juries really
don’t lose much sleep over someone who has stolen corporate se-
crets.

Mr. LUKEN. As a former prosecutor, my experience is that Wh1te-
collar crime has always been exceedingly difficult to define. It is
relatively easy to define=crimes of assault and burglary. We all
learned in the first year of law school about felonious entry and
things of that nature, but whenever we get into the white collar
crime area there is difficulty. For example, currently there is a
good deal of publicity about an item out -of the Wlnte House
Whether that would be a theft——

Mr. BEqQual. The Carter papers. o

Mzr. LukeN. Of course; the debate s1tuat1on, 1f that ever gets any-
where from the standpomt of a criminal action, it will be pretty
difficult for those authorities to try to sift out what is a crime.
What we are talking about here is fraught with-all of those difficul-
ties plus all of the unknowns and the complexities, but the mere

© >

fact that it is complex is not a reason to avoid it, or to cop out on

the subject, and I congratulate the gentleman from Oregon for
tackling it. g ~

I think it is extremely important that we attempt to deﬁne 1t
and some of it can be defined. You have just mentioned the elec-
tronic transfer of funds. There will be a fantastic amount of money
involved. Are you talking about embezzlement, too, when you-say
ccinmon theft of services? Would that be. employees 1nvolved in
that form of embezzlement?

Mr. Bequar Sure. Most of these capers. oftentlmes 1nvolve 1n31d-
ers, employees, ;

Mr. LukEeN. There aren t any ﬁngerprmts on this. - '

Mr. Bequal. Well, there oftentimes tan be, invisible if you wﬂl
You are not going to find a cadaver or find ﬁngerprmts “You are
not going to find a smoking gun, th1ngs of that sort.

Mr. LukeN. No. corpus delecti?

Mr. BeQual. No. I might add, let me throw th1s ﬁgure out Mr ,
CHairman, because I know of the concern for white-collar crime.
When we talk about white-collar crime, I think it is important to
point out we are talking about more than $40 billion a year. Re-
garding computer-connected crimes, the category of white-collar:
crime, if you look.at the overall package you are talkmg about

- more than $4O billion, and I th1nk 1t is fair to say they can easily"
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employ computer technology to pull the old embezzlement, the old
stock fraud schemes, all sorts of things, so your technology also
lends itself as a vehicle to commit massive white-collar crime
which can certainly easily tax the energy of local law enforcement
and State law enforcement. o ,

Mr. LUkeN. I assume that there isn’t an acceptable universal
definition of computer crime that you know of? '

Mr. BequaL No, there is none. I might add there is not to my
knowledge an acceptable definition of organized crime either, but it
does exist, and the same thing with computer crime. ' ‘

Mr. Luken. There certainly isn't any that I know of, but perhaps
organized crime is more nebulous than computer crime. With com-
puter crime, after all, we do know what the technology is. With or-
ganized crime it is just a term. We can’t agree on it. I think we can
agree on what computer crime is if we can come to the same level
of Enderstanding, which is what the gentleman’s bill is intending
to do. : :

What comments do you have on that? ‘ ,

Mr. Bequal. I thought it was a good bill. I don’t think, by the
definitional aspect I don’t mean the people out there, law enforce-
ment, lawyers and what have you, that we are ignoramuses, we
don’t have an idea of what computer-connected crimes is. We do.

The point I am making is we don’t have a one-paragraph defini-

tion that we all agree on, but we have a pretty good idea of what, it

is and how they are committed. . :
Mr. Lugen. Do you have any recommendations regarding the
~iegislation? ' o Cot :
Mr. Bequal. Well, I would strongly support any effort to take a
look at the problem. I would strongly support any efforts that
would address the plight of the small business person in this area. I
think it is fair to say that the large corporations, I think Mr.

Wyden pointed out and I agree with him, have less of a problem if
you will. They can retain the services of consultants. They can.

retain the services of investigators. They can buy the necessary
equipment. If they fail, they fail for lack of will, not for lack of re-
sources, whereas the small businessperson oftentimes fails for both,
sometimes lack of will, and oftentimes lack of resources, so I think
this bill would probably address some of the needs of the small
business community. . C i

Mr. Luken. Of course, perhaps a little aside the point, but the
basic fact about computers is centralizing and synthesizing the in-
formation. This would make the large businesses vulnerable at
least from time to time also, wouldn'’t it? R

Mr. BeEqQuai. Well, they certainly are vulnerable. ‘

Mr. Luken. There might be numerous experts, but you end up
with relatively few people who have all of the information within
the few companies that they control. : -

M BrQuAl Sure, and I might add large corporations are not
monoliths. Oftentimes you find the right hand doesi’t know what

the-left hand is doing. At least that has been"my experience, so

they have the same problem, yes.. - |
The only point I was making is that they do have resources that
the small business community does not, and that is why I think

',v"'i\

11

HtR 3075 would prove of assistance to the small busineés commu-
nity. - , S , :

Mr. WypeN. Thank you, Mr. Chairman. Just a couplé of other

" brief questions. Do you think, Mr. Bequai, that there is enough

general awareness among small business that this is a problem
right now? o .

- Mr. BeEQuar No, I don’t think s6, hot from the literature I read,
not from the people that I talk to. I think they are aware of the
fact that there is a problem if you will, but I don’t really think
they fully understand the scope, the dimensions, and frankly often-
times they are more concerned about the economics of the busi-
ness. ‘ )

Mr. WypEN. So they usually find out after they run into a prob-
lem or after they have been taken? '

Mr. BeqQual. Exactly.
~ Mr. WypEN. That was my general perception, too, so I think the
first step of this whole undertaking has got to be an effort to try to
just generally make people more aware of some basic things that
can be done.

Mr. Bequar I agree with that. :

Mr. WypeN. Now one of the things I wanted to ask you was, we
put in place our task force. We generate some new awareness of
the problem and small business knows that this is something they
may be greatly interested in in the years ahead. A small business-
person, he or she might look up in the Yellow Pages under comput-
er security or something else and they ask somebody to come out to
the shop or something along those lines, and the person makes
scl)me recommendations, and says do this, do that, do something
else. ‘ '

‘Would a small businéssperson today, not knowing anything
about izhe value of security services they were buying, couldn’t they
be totdlly taken? If you called somebody un and asked them to
come out to your shop and recommend'or couldn’t they just be .
taken to the cleaners? |

Mr. BEqual That is a leading question!

Mr. WypEN. Certainly. I apologize.

Mr. Bequar I will go along with it, being a lawyer. I will say yes,
you are absolutely right, and they would be taken to the cleaners
six times over. _

Mr. WypeN. My perception is that you could have an idea where
to look, bgt I think it is like a lot of technical areas, this one, of
course, being of enormous importance. If somebody came out and
told you A, B, or C, I think it would be very, very hard to judge the
value of something like that. '

Let me ask you one last one and let you go. Now in response to
my first question you said we had no accurate data on the scope of
the problem. The problem is going to certainly increase in the next
decade. ’The research and education efforts aren’t adequate, that
you don't know of any group or person that is doing a study. Now
that is a rather systematic analysis it seems to me of the problem.
Is that essentially why you backed legislation?

Mr. Bequal Yes, I think it is fair to say, and I agree with all the
statements you made, sure. \
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Mr. WypgN. I thank you very much for taking the time and for
your help. It has been of great assistance. Mr. Chalrman at this
point we just got a Federal Express—— = -

Mr. LukeN. Let's excuse Mr. Bequai first. You are gettlng on to
another subject?

Mr. WyYDEN. I was mdeed

Mr. LukeN. Thank you very much, Mr. Bequal and perhaps we
can continue to work together as we move on in this. We are cer-
tainly very serious about it, and I hope that we will move the bill
and/or something very akin to this bill, and we would look forward
to your counsel as we move forward.

Mr. BEQuAlL Thank you, Mr, Cha1rman, and I would like to con-
gratulate Mr. Wyden. I think any effort in this area is a positive

Mr. Luken. All right. I recognize the gentleman from Oregon to
introduce a document into the record. Is there any discussion
which you may have on that?

Mr. WypeN. Thank you very much, Mr. Chairman. Just very
briefly, we got by Federal Express.a letter from the International
Association of Computer Crime Investigators from San Francisco,
Calif. It is a very supportive letter of this legislation. I.only ask
that supportive letters be put into the record, and I would just ask
unanimous consent that it could be 1ntroduced in the record:

Mr. LukeN. Without objection, it will be. I had a chance to
glance at it and I think the mere fact that there exists an organiza-
tion called the International Association ‘of Computer Crime Inves-
tlgators, that there are other aspects to this movement for recog-
nizing the need for action, and the document itself, the letter of
support will be accepted into the record.

[The letter from the International Association of Computer )

Crime Investlgators follows:]

o
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INTERNATIONAL ASSOCIATION OF
COMPUTER CRIME INVESTIGATORS

1100 Gough Strest, Suute 8F

San Francisco, CA 94109

BOARD
OF DIRECTORS

Undsay |, Balid, Jr.

Computer Saturity Consultant

Jack Botogna, President

Computer Profection Systemt. Inc.
Michaat Corner, Director

Natwork Securtly Management Lid.
Robert Courthey, Presiient

=]

Jarty Fiirgoraid, President
JFA Associaies

Bruce Goldstein, Executive Oirector
Comguier Crirno

tntermational Assoc. of
Investigators
Fred Greguras, Attorr

Fenmwick, Stone, DM: & West
A Tagnemmo, President
Federal ADP Users Grow
Donaid Ingriham, Deputy DA,
Alamods County, CA |
Jarome Lobel, Directot
SGcomp Pgm, Honeywall Camputet
Alloan MacGahan
EDP Auditor

Rait Moution, COP

NYC Depl, 6l lnvestigation

Susan H. Nycum, Attomay
Gaston, Snow & Ely Barlist

Doon B, Patker, Sen. Mymi, Cons.
58 Internatioral

DOr. Juila Van Ouyn

CSUC, Computer Sclence Dopt,

Timotiry Schabeck:
Wlu Security Consulant
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The Honorable Ron Wyden
House of Representatives,
washingington, DC

K\\

.Dear Sir,

R}

I am the Executive Dlrector of a world wide assoc1at10n
with an interest in. computer drime 'investigation.I have
taught computer security classes for the Federal Government

.and have been an instructor for several years for the
‘California Department of Justice teaching law - enforcement

agencieés the vagaries of computer crime and its prevention
through computer security Technigues., I have also been  an
instructor for the International Association of Chiefs of
Police teaching 'both private sector and. law . enforcement
agencies computer crime Investigation techniques. In 1989 I
lectured , before the <California CPA Foundation at their
annual seminar on the topic of Maxi-Fraud in a Mini
Computer Environment. As an individual I would like to make
the following statement:

Computer crime impacts on businesses as does all versions
of white collar crime. Small businesses rely meore heavily
on computerization than larger businesses due to decreased
manpower, -In addition the small business would rely on -
utilizing smaller computers and some of these devices are
not designed with the controls from both a software or
hardware perspective that the larger computers have or can
have .retrofitted. In addition the technolcegy of using
computers has become very attractive to the 'small business
man due to the low costs of equipment. On the basis of
interviews with law enforcement agencies I find that small

‘computers of the type used for small to medium size

businesses are being utilized.by people trafficking  in
narcotics ~and pornography. I also find that due to the
ability of transferring software technology many small
businesses. are being involved in theft of proprietary
software programs. I ascertain that in the next ten years
approximately $2 to $3 millions of-dollars of software will
be stolen, .

26-563 0—83——8
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This is s;gnlflcant because the or anlzatlons t

mgst affectee will be those organlgatlons that Eizrglié ogi
of "garages™ such as Apple Computer did., We are all aware
o the great American dream that - todays small business
person has, That dream is one of becomlng the next Ata;; or

the next visicorp Both of these
OLP., companie
very small capitalization, panies started up with

Recommendations:
The technology and capabllltles of small busr )
such that they could not afford to hire théne;zizonggi
necessary to safequard the assets that would reside in
their computers. They would need some protection. I believe
that your Adea to study such problems has come of age I
commend yoG in your efforts on behalf on the small busioess
community to create a task force of experts. The losses
tha; could impact a small business’ from computeér -crimes
v:uc as embezzlement, or fraud 'could vastly decrease ‘the

otal ‘number of small businesses, I support your bill in
its present form. .I would like to be considered for the

task
offer.force .and lend whatever profe551ona1 support I could

o In my role as the Chalrman of the San Franc

“-Commerce  -Crime  Prevention: Committee ‘I foiigo ghgﬂbegmag§>
businesses are extremely Vvulnerable to all types of ‘crime
The- majority ‘of business crimes can be dealt with Crlme
Prevention ' Units formed in local police - departments, ° but

Some police departments are ili pr
computer crime on any scale. prepared “to - deal Wlth

o Smcerely, 2

‘Bruce Golasteln,
ExeCLtlve Dlrector

g

o e i i iy

erngat 7 G e imen . e =

15

Mr. LukeN. The next witness is Dr. Stuart Katzke of the Insti-
tute for Computer. Sciences and Technology from the National
Bureau of Standards. Is that correct, Dr. Katzke?

Dr. Katzke. That is correct. Thank you. .

Mr. Luken. All right. I believe we have a written statement from
you, and without obJectlon, it will be included  in the committee
hearing. We will ask you to proceed. We are interested in what you
have to say, and we are not trying t0 suggest that you abbreviate it
to the point, espécially in this area where we all need education,
that you don't tell us What we need to know.

TESTIMONY OF DR. STUART W. KATZKE, MANAGER COMPUTER
SECURITY MANAGEMENT AND EVALUATION GROUP, INSTITUTE
- FOR COMPUTER SCIENCES AND TECHNOLOGY, NATIONAL
BUREAU OF STANDARDS u.s. DEPARTMENT OF COMMERCE

Dr. Karzke. Thank you. I am pleased to appear before you todaji
to describe the National Bureau of Standards programs in comput-
er security, and particularly those act1v1t1es Whlch may be of inter-
est to small businesses.

Yes, I will excerpt from portmns of my statement. Befo‘re Ido
that, I would like to comment on my concern this morning.,When I
came in here, I noticed the basic focus is on computer crime.
Within our- computer security and risk mismanagement program
we consider computer crime only one aspect of the problem. We
generally consider the computer security problem to include pro-
tecting the confidentlahty of data, the integrity of data, and
making sure that processing services as available so you can ‘get
your processing done in a timely way. Indeed you can lose confi-

. dentiality, integrity, or avallablhty by both intentional acts which
- would include computer crime as well as accidental types of events.

Very often, the same types of safeguards which prevent and detect
computer crimes are effective for accidental events. In fact, some
estimates indicate that accidental events that occur are even great-
er dollar-wise than computer crime is r1ght now. I think it would
be necessary for any task group, when it is formed, to make the
small business people aware of the accidental types of problems, as
well as, the computer crime aspects. With that i in mind, I will talk
a little bit about our computer security program, and as I go
through the specific areas of NBS' work, you might keep in mmd\
that we have a much broader focus than Just computer crime. ..

“Mr. LugeN. You say you have? 7

Dr. Katzke. We do within the Institute of Computer Smences
and Technology. .

Mr. Luken. What are they? Are you going to suggest that we
broaden the areas that we are lookmg into?

Dr, KaTzks. Yes, I am. =
f Mr‘? LUREN. Area of mqulry, and also the purposes of the task '
orce]

Dr. KATZKE. I thmk it would be wise to cons1der that. s

Mr. LugeN. The only reason I am asking you at this pomt is 1f
that is what you are going to go 1nto, please do includeit,- -any of
those comments that you have. fn

N
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Dr. Karzke. 1 am going to talk specifically about our computer
security and risk mismanagement program and the specific techni-
cal areas we are working in. I would like to point out that many of
the safeguards or the areas we are working in apply equally to the
accidental types of activities as well as intentional.

Mr. LukeN. Fine. Will you go ahead? And then we will engage in
any discussion afterwards. . T
_ Dr. Karzke. All right. ICST’s computer security program primar-
ily assists Federal agencies in meeting their computer security re-
sponsibilities. However, private industry is making increasing use
of our services and resources. ‘ ‘

ICST’s computer security activities include: Identifying the needs
of the Federal agencies; identifying the best practices and methods
that can be used to satisfy Federal agency needs; developing
needed products for the Federal agencies, for example, Federal In-
format1qn Processing Standards and Guidelines—I have supplied
five. copies of a number of our documents for the committee—and
publicizing our activities to make Federal agencies and the public
aware of the work we have done. In addition, we work with volun-
tary standards organizations, such as the American National
Standards Institute; serve as technical consultants to Fideral agen-
cies; consult with State and local governments to make sure that,
to the extent possible, our technical products are useful to them;
and interact with private organizations such as the American
Bankers Association and computer security special interest groups.

Some of our current technical activities which are relevant to
the computer security concerns of Federal agencies and private or-
ganizations, including small business include: :

Risk analysis is a procedure for estimating potential losses relat-
ed to the use of or dependence upon ADP resources and services.
The results of a risk analysis are used in the selection of cost-effec-
tive safeguards. We have published a guideline which describes a
particular methodology that has been successfully used in private
industry and forms the basis for many other methodologies.

Our work in the areas of certification and accreditation derive

-from two workshops jointly sponsored by the ICST and the General

Accounting Office. Certification addresses the establishment and
components of a program for performing technical evaluation of
ADP systems. Based upon a technical evaluation, accreditation is
the approval process which determines if the ADP system should

be placed into operation. Three guidelines are planned in these

areas.
Contingency planning is concerned with the pl i
on cy ; ! , planning and prepa-
ration that must be done to assure continuity of AgDP seli'viges
should an unexpected event occur. We published a FIPS guideline
and followed that up with an executive guide. The executive guide

_is a brochure that is aimed at high-level management, takes no

more than 15 minutes to read, since it is in the question/answer
format, and is intended to convince high-level management of the
need for contingency planning. One of the issues we are currently
looking at is the selection of an ADP backup strategy from the
many alternatives that are available. .~ «

In conjunction with our microcomputer lab we are looking at the
security capabilities of small systems. We want to investigate the
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development of security enhancements to currently available mi-
crocomputers and the use of microcomputers for performing the se-
curity functions of other systems or as components of microcom-
puter-based systems. ﬂ ;

One key requirement for both integrity and security is personal
identification and authentication. That is, how can a computer
system identify the users of the system? Over the past few years
we have established a laboratory for personal identification in-
ICST. We have investigated fingerprint readers, handwritten signa-
ture readers, hand geometry readers, and palm readers. Two FIPS
guidelines have been published to assist users in selecting personal
identification/authentication methods. We are also considering the
use of our computer integrity, security, and speech laboratory for
inz.estigating voice verification techniques as a means of authenti-
cation. :

“Passwords are still the most cost-effective method of personal
identification when requesting services from an ADP system. We
have recently completed a proposed standard on password usage
which specifies 10 factors that must be considered when designing
and implementing the password system.

Once an individual has been identified and his or her identity
authenticated, the ADP system should control the individual’s
access to only those resources he or she is authorized to use and
only for authorized purposes. A guideline on user access authoriza-
tion is underway which will assist managers of ADP systems in es-
tablishing requirements for and implementing such control mecha-
nisms. :

In 1977, ICST published a data encryption standard which speci-
fied the cryptographic algerithm for the protection of unclassified
but sensitive computer data. This standard is needed in order that
networked computer systems have a secure means of communica-
tion. The standard has been widely used. -

Integrity is the assurance that data has not been modified either -

accidentally or intentionally without authorization. While integrity
is an important area in all communities, it is especially important
in financial transactions. This standard uses the data encryption
standard to put a seal on data so that it cannot be modified with-
out being detected.

The open systems interconnection model of the International Or-
ganization of Standardization is a conceptual architecture for the
standards required to interconnect information systems. We have
been looking at integrity and security within that model.

I will be happy to answer any other questions you might have.

[Dr. Katzke's prepared statement follows:]

"PREPARED STATEMENT OF DR. STUART W. KATZKE, MANAGER, COMPUTER SECURITY
MANAGEMENT AND EVALUATION GROUP, INSTITUTE FOR COMPUTER SCIENCES AND
TECHNOLOGY, NATIONAL BUREAU OF STANDARDS, U.S. DEPARTMENT OF COMMERCE

I am pleased to appear before you today to describe the National Bureau of Stand-
ards programs in computer security and particularly those activities which may be
of interest to small business.

In order to put the computer security program in context, I would first like to tell
you about the institute for computer sciences and technology (ICST) where this
work is done. ICST is a center of technical expertise in information technology. We
focus primarily 'on helping users make more effective use of computers and informa-
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tion technology. These activities were set forth in 1965 by Public Law 89-306-

“Brooks Act” and affirmed in 1980 by Public Law 96-511 (Paperwqu Reduction

L Ach).

While our activities are focused toward the Federal Government user, our serv-
ices, guidelines and standards are also used by and are of assistdiice to the privats
sector. Our activities keep us in touich with the needs of both industry and Federal
users and stimulate the sharing of technical information between public and private
sectors. We develop standards principally through participation in, and leadership
of, volunfary industry standards activities, both national and international. Our
staff members participate in about 60 standards writing committees where they are

instrumental in developing standards that address users’ needs. IEPR = 5
<+ We provide technical assistance to Federal agencies on a cost reimbursable basis

and informal advisory and consulting activities for a broad spectrum of external or-
ganizations. ICST’s computer security program primarily assists Federal agencies in
meeting their computer security responsibilities. However, private industry is
making increasing use of our services and resources. A

ICST’s computer security activities include; =~ , , \

(1) Identifying the needs of the Federal agencies. We do this through personal con-
tacts, conferences, workshops, meetings and constituency projects (where we provide
direct technical assistance to the agency), Senior management officials for Federal
1;ADP\?\starédanis, appointed by agency heads, help us identify standards and guide-

nes needs.

(2) Identifying best practices and methods that can bé used to satisfy Federal
agency needs. We use technical assessments, conferences, workshops, and other
means. : ‘ .

(8) Developing needed product (e.g., Federal information processing standards and
guidelines) for the Federal agencies, We examine existing practices and methods.
Where these are not adequate, we may try to develop new practices and methods
that seém feasible, and publish the results in NBS technical documents, as well as
other professional and technical publications. o

(4) Publicizing our activities by making the general public and Federal agencies
aware of the work we have done, V :

In addition, we: Work with voluntary standards organizations, such as the Ameri-
can National Standards Institute; ' ’

Serveas technical consultants to Federal agencies; :

Consult with State and local government to make sure that, to the extent possi-
ble, our technical products are useful to them; and

Interact with private organizations, such as the American Bankers Association.

and computer security special interest groups. We invite vendors and users to our
workshops to help us réview our products.and activities and we visit organizations
that have good security programs in order to learn from their experiences.

Some of our current technical activities which are relevant to the computer secu-
rity concerns of Federal agencies and private organizations, including small busi-

ness, include: <3 .

RISK ANALYSIS -

Risk analysis is a procedure for estimating potential losses related to the use of or
dependence upon ADP resources and services. The results of a risk analysis are used
in the selection of cost-effective safeguards. We have published a guideline which
describes a particular methodology that has been successfully used in private indus-

try and forms the basis for many other methodologies.
CERTIFICATION AND ACCREDITATION

Our work in these areas derived from two workshops jointly sponsored by ICST
and the General Accounting Office, Certification addresses the establishment and
components of ‘a program for performing-technical evaluation of ADP systems.
Based upon the technical evaluations, accreditation is the approval process which
determines if the ADF system should be placed into operation. Three giiidelines are
planned in these areas. _ ‘ ,

CONTINGENCY PLANNING

This area is concerned with the planning and preparation that must be done to
assure continuity of ADP services should an unexpected event occur. We have pub-
lished a FIPS guideline and have followed that up with an executive guide. The ex-
ecutive guide is a brechure that is aimed at high-level management; it takes no
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more than 15 minutes to read (since it is in a question-answer format); and is in- (
tended to convince high-level management of the need for contingency planning.*
One of the issues we are currently looking at is the selection of an ADP backup

strategy from the many alternatives that are available. :

SECURITY OF SMALL SYSTEMS

In conjunction with our microcomputer lab, we are looking at the security capa-
bilities of small systems. We want to investigate the development of security en-
hancemments to currently available microcomputers and the use of microcomputers
for performing the security functions for other systems or as components of micro-
computer-based systems. . . . , .

(o)

PERSONAL IDENTIFICATION

One key réquirement for both integrity and security is personélfidentiﬁcation'/ au-

. thentication (i.e., how can a computer system identify the users of the system?).

Over the past few years, we have established a laboratory for personal identification

in ICST. We have investigated fingerprint readers, handwritten signature readers,
hand geometry readers and palmprint readers. Two FII?S guidelines have been pub-
lished to assist users in selecting personal identification/authentication methods.
We are also considering the use of our computer integrity, security and speech labo-
ratory for investigating voice verification techniques as a means of authenj;wat;pn.

PASSWORD USAGE STANDARD

Passwords are still the most cost-effective method of personal identiﬁcation when
requesting services from an ADP system. We have recently completed a prqposed'
standard on password usage which specifies ‘ten factors that must be considered

when designing and implementing a password system and w}qich defines minimum
security criteria for each of the ten factors that must be met in federal applications.

USER ACCESS AUTHORIZATION

Once an individual has been identified and his/her identity authenticated, the
ADP system should control the individual’s access to only those resources he/she is
authorized to use and only for authorized purposes. A guideline on user access au-
thorization is under way which will agsist managers of ADP systems In estabhshmg

)

N N . Gy A . -
requirements for and implementing su%on}ro/ mechanisms. 5
: b ' 2

DATA ENCRYPTION STANDARD

In 1977, ICST published a Data Encryption Standard (DES) which specified-a cryp-
tographic algorithm for the protection of unclagsified but sensitive computer data.
This standard is needed in order that networked computer systems have a secure
means of communications. The standard has been widely used.\ Additional ’pubhca:
tions have been developed that support the use of the DES (e.g., DES modes of oper-
ation, guidelines for implementing and using the data encryption standard),

DATA INTEGRITY STANDARD

Intégrity is the assurance that data has not been mc{diﬁed,;either vacci,d:enta_lly or
intentionally, without authorization. While integrity is an nnport?nt area in all
communities, it is especially important in financial transactions.’ This standard uses

the DES to put a seal on data so that it cannot be modified without beingi,detec_:ted‘.

&Y
) 7
OPEN SYSTEMS INTERCONNECTION (NETWORK) SECURITY

The open systems interconnection model of the international organization of
standardization, is a conceptual architecture for.the sf;andal:ds required to intercon-
nect information systems. We have been looking at integrity and security in that
model. K , o : _—

- I'will be happy to answer any questions. | A

Mr. LugeNn. Well, thank you very much, Dr. Katzke. T wonder if I
could ask one question. :

. What do you believe is the most difficult computer crinie tod,;

guard against?

2
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Dr. Katzke. Probably from somebody who is an a ized 1
of the system, somebody who works in‘-}};ouse, is tru’s?:;.h 9r1zed e
ﬁtI‘;Jr. LuxeN. Someone who would be ‘LfSili\g it-for their own bene-
Dr. Karzke. That might b i i i
gain or froial ti ght be the ult1meq1te aim, their ownd personal
Mr. LUkeN. Or in concert with others? o ,
Dr, Karzke. Possibly; that makes it harder, but yes, it is possible.
The important thing is that there has to be a management aware-

ness of that problem. When an ADP system 1is involved, there must °

be the technical controls in place that can record access, whether
authorized or not, and manager awareness to be checking on indi-
vidual employees via auditors and other financial types of audits.

it?Mr. Luken. Then it would be a form of embezzlement, wouldn’t

Dr. Karzke. As my understanding of embezzlement, I would

th{\rik SO. '
r. Luxen. It might be difficult or more difficult + ]
the more conventional or traditional forms? > Pravs than\
m;);églgzx'rz?. Very oftelﬂt;‘here is deif %”a'c‘kl of technical controls and
anagement. awareness. It is very difficult t i i
Cnl\?e lISJ nont, amare ¥ difficult to gain evidence when a
r. LUKEN. Would that be one of thé thing:
should address itself to? o ° P i;hat the taSk 'force‘
.Dr. Karzge. Absolutely. - |
Mr. LukeN. It seems to me that if a potential embezzler who is
an expert on the computsar programs he is working on gets a smat-
tering of law, he wouldn’t have to be a genius to accomplish some
form of embezzlement through the computer system without much
risk, and actually may succeed in profiting illegalli\\\ at the expense

~of the employer without risking criminal prosecution.

- Dr. Katzge. In some cases that has been demonstrated, but
, > o
the other hand, the alternative is to use the -technology to y.ouI;

“best advantage in trying to put into place safeguards which can be

uged to prevent that kind of thing from happening. You can us
cumputer that is equally as"powerful on the%lz;her sgide, 8
- Mr. LugeN. You mean to prevent the actual use of the comput-

. er? You can use the computer to prevent more traditional forms of

eng)ezzlement?
Jr. Karzke. That is correct. Well, to put into place safe ards
'Whlch ‘would prevent ‘the,em‘bezzlem:ant from occuprring or a%,uleasf
beﬁ_‘able to help you detect when it has occurred, in other words
us;l\ldlg tI}fe comp}gfcgr as a tool to prevent crime. - ‘ o
r. LUKEN. Did you say you are looki ' i bilities.
of small systems? d : yy g aI‘\ o0KIng at \securlty capablhtleis "
Dr. KaTzkE. Yes; we are particularly concerned about those.
Mr. Luken. How far along are you in that?
- Dr. Karzre. We are just starting off on that project.
Mr. LukeN. Do you have any idea how long that will take?

=, Dr. Karzge. No; we are about to ge$ into the next plannin C
. Dr. AATZE ; W ; to ‘ ) ycle
-and are trying to look at that problem in more deijailfp 8

Mr. Lugen. Y i it within
e T ; ou ca'l:e loo@g at it within the Federal Govern-
Dr. Karzke. Yes.

bbby
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Mr. LukeN. Looking at it both from the standpoint of computers
within the Federal Government and the private sector? .
Dr. Karzke. Mostly we are concerned with the Federal Govern

ment, but most of what we do is certainly applicable to private in-

dustry. . .

Mr. LukeN, Do you feel that you have had any success in your
activities with regard to the Federal Government? .

Dr. KatzxE. I believe so. ‘

Mr. LukeN. Could you describe that? :

Dr. Karzke. I couldn’t quantify that in any way. No, I could not.

‘Mr. LugeN. Has this been an extensive thing that you have
delved into with the Federal Government?

Dr. Karzxe. Our program is directed primarily at.the Federal
agencies, yes, and we publish a number of guidelines and standards
which Federal agencies should use for their computer systems. We
provide advice to them on how to protect their ADP systems.

Mr. LukeNn. Of course, you have no investigatory role?

Dr. Karzge. No. ! : ~

Mr. LukeN. The gentleman from Oregon.

Mr. WypEN. Thank you, Mr. Chairman. Mr. Katzke, you have
been very helpful and you have covered some of the things that
were on my mind today. You have told us-a little bit about how the
National Bureau of Standards is trying to develop computer secu-
rity guidelines.

I am pleased that you all are looking particularly at small com-
puter systems. I just have a couple of additional questions.

Have any of the efforts that you all have undertaken over there
been directed specifically at small business? o

Dr. Karzke. No, they have not. ' )

Mr. WypEN. Can you describe some of the practical steps that
small business owners or managers can take to insure the integrity
of their systems? ‘ o , v

Dr. Katzke. Basically there are two areas: management safe-
guards.’and technical safeguards. Management safeguards primar-
ily require awareness on the part of small business that there are a
number of different types of events that can cause computer secu-

, rity problems which result in the three problems I have mentioned:

loss: of data confidentiality, integrity, and not having a system

_available when needed. ;

. The-other area is technical controls; basically personal identifica-

tion authentication, user authorization and audit trails. These are.

the three major ones that most people consider. They include
knowing who the user is—who is on that system—and positive
identification of the user, whether it is a password, a magnetic
card, something the person knows, or a physical feature.

Once the person has been authenticated, then you have got to
control his access or have a mechanism which has a list, if you
will, of the users and the objects on the system—data cbjects, files
or whatever—and somehow a mechanism which says Mr. Smith is
only allowed access to this kind of information, and in this certain
way he can only read it as opposed to modify it, and then, besides
that, you should have an audit trail, that is recordkeeping mecha-
nisms of some kind, because Mr. Smith may be authorized to use

(el
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data such and such bat not for the 'speciﬁc"purposéo he used 1t Ofor,‘ |

like putting together a customer list. . R ,,
Mr. WypEN. Let us say that most small businesses could under-

stand those steps. I am not sure that they could just based on the

answer you gave, but let’s just say hypothetically that they could.
Do you think they are implementing them right now?

Dr. Katzke. I really don’t know. That would be hard for me to-

say. We have not had extensive contact with small businesses.

Mr. WyDEN. So then at this point my next question is do you.

think there is a need to get practical information of this sort out to

small businesses? . . > :
Dr. Katzke. You mentioned small business specifically, but based

on-my interaction with the Federal agencies and numerous private

industry organizations, I would say, yes, it is a need for th’ose'com—l

munities as well. I would imagine for small businesses, too. G

Mr. WypEN. Mr. Chairman, I should probably quit while I'm
ahead at this point, but I wanted to ask just one other question. My
understanding is the administration is neutral on this legislation
at this point. Now you all are part of the Department of Com-
merce? . S ; TR B :

Dr. Katzxe. That is correct. : SRR :

Mr. WypEN. No position has been taken over there one way .or
another? i - :

Dr. KaTzrE. Not that I know of.

Mr. WyDEN. You are looking at it and there is discussion at ,this

point. The administration is neutral on it? s
Dr. Karzxe. I have no information either way,

‘Mr. WypeN. Thank you. Thank you for'your testimony. Thank

you, Mr. Chairman. ° ) . o
Mr. Luken. Do you believe that there is much more attention
needed to the subject? ' ) " ' o

Dr. KaTzge. Absolutely, very ydeﬁnitely, in all phases Qf ithe com-

puter security problem.

Mr. LukeNn. 1 don't want to lead YOil td‘an'ansvver,; b1'1t11 if the 'foqr-,q v
mation of the task force\is proper, and the task force activities are’

properly focused, do you think it will do some good in an area
where it is needed? ' ol ‘ e

“Dr.’KaTtzke. I think exposure of the problem would do some good.
Basically, one of the prime problems is an awareness problem on
the part of people, particularly those users of small systems who
are just getting into the computer areas and who have no knowl-
edge about the computer in general, "and in particular what can
and \what does happen. For example, a particularly small business
where the whole business operation depends upon the use of that
computer and‘its being available. - SRR o

Mr. LukeN. Don’t we foresee such things as electronic transfer of

Cfunds) © | | e
Dr. X&ATZKE: We are looking at much more computerized_——e o
Mr. Luken. There being an explosion of the problem; isn’t that

.. what we are talking about?

Dr.»K\\\\ATZKE;»YeS. L R B
Mr. Lyken. Not just burgeoning; it could be a virtual explosion.

More activities, as long as they are part of a-concerted effort;

would seem to me to be advantageous, and as we find often that
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activities in the small business field at least have a ripple effect.
Most of our businesses are small business. Most of our jobs are‘in
the small business area so that we are not talking about a minor
f)art of the problem, we are talking about a major part of the prob-
em.. L ] e : » : x\
- Dr. Karzke. One of the major things that you very. often see is
that in corporations, as well as the Federal agencies, there is com-
petition for resources. When it comes to putting out resources to
protect ADP systems, it is like an insurance policy; there is a lot of
competition. Private organizations as well as Federal agencies tend
to bypass some of the -proper security safeguards and controls. I
think that is a mistake. It has to be emphasized that those are im-
portant areas that have to be considered when you are competing
for regources even though there may not be a tangible demonstra- )
tion of gain from those resources. - o : :
Mr. Luken. If there is nothing else from:the members of the
committee, then we thank you very much, Dr. Katzke, for your
counsel here today, and we look forward to working with you as

- these matters progress.

Dr. Karzge. Thank you for inviting me. I enjoyed it. S
Mr. LukeN. Now we will have a panel of Donn Parker and Bobby
Marrs and Sgt. Larry Faries, the assistant commander of the Mary-
land State Police Crime Prevention Unit. - ST ,

We will hear them in the order in which we have called them,
beginning with Mr. Parker. We do have a statement from you that
has been submitted. Do you want that introduced into the record,
into the committee’s proceeding? .= o T

Mr. PARkER. Yes, I do. Please enter it as'if read. R

- Mr. Luken. All right then. You may proceed to summarize it, ex-
cerpt it, read it, or explain it in any way you think would be help-

ful.’ :

PANEL CONSISTING OF DONN B. PARKER; LARRY FARIES; AND
~ ~  BOBBYMARRS, .
TESTIMONY OF DONN B, PARKER, SENIOR MANAGEMENT SYS-

TEMS CONSULTANT, INFORMATION SYSTEMS MANAGEM{)ENT
DEPARTMENT, SRI_’INTERNATIO}}IAL \ S T )
Mr. PArkER. Thank you, Mr. Luken, for this opportunity. My
name is Donn B. Parker. I am a senior management consultant at
SRI, Intl, However, I am here speaking for myself and not for my
employer or my clients. .= . .. \ I IR R S
1 have been in the computer. field for 80 years in programing
management from the technical side of computer technology, not
on the legal side. For the past 13 years I have been studying the
problem of computer crime and computer security. B
At SRI we have a collection .of over:1,000 reported computer
crimes, ‘and we study these on a case-by-case basis. I am going to -

give you an idea of the nature of computer crime as much as we

know of}it and to describe a typical computer security situation in
a small company and what we can conclude. I will discuss the need
for H.R. 3075 and some recommendations for the bill. R
- Computers are proliferating as has been indicated, and therefore,
we can guess that computer crime is also proliferating, but primar-

v

ST OV oSN AR G e S s E B e e S .



I VRS T A S

- T e

— i e vy ——

f

v

o
R

0

24

ily the problem of computer crime is that computers are changing
the nature of business crime. R
Even though we don’t know whether business crime is increasing
or decreasing because of the use of computers, we certainly know
that it is changing. It is changing because of the changing occupa-
tions of people in business: Programers, tape librarians, data entry
clerks, and soon. = : S ' o
It is changing because the environments of business crime have

changed. Now we find some crimes occurring inside computers, in °

computer rooms, and around terminals. The forms of assets have
changed, and as Mr. Wyden has been quoted in talking about
Willie Sutton, the famous bank criminal who said that he focuses

on banks because that’s where the money is, the money today is -

inside the computer. Therefore, the computer has be¢ome the vault
of a small business because that is where their assets are stored,
and that 'is where the principal data of their physical assets is
stored, and therefore, it is an obvious focus.- =~
.Computer business crime is also changing because the methods
are changing, and again Mr. Wyden has mentioned the whole
array of new methods of business crime, including Trojan horses,
logic bombs, superzapping, d’ata':diddling,u,(asynchronous attacks,
and soon. . ISR R v
It is also changing because the timing has changed. Some busi-

ness crime”occurs in 8 milliseconds; in less than three thousandths .

of a second the crime is perpetrated, all the evidence is electroni-
cally erased. It is over with. - , S o

Finally, busingss crime has changed because the geography has
changed. If T could find a telephone booth in Outer Mongolia, 1
could conceivably be conducting some kind of a crime in a city in
the United States in a computer that is connected to the dial-up
telephone system. ‘

As has been stated here, there are no valid statistics on the sub-
ject, and even though almost every article of computer crime
quotes numbers, I can assure you that they are not valid, and I
know that because most of them come from me in my studies. We
know only a very small amount, and our numbers are taken out of
context and madé€ representative of the problem, whereas they are
ﬁﬁl)t, because there is no mechanism available yet in order to count

he cases. Lo e e

~We are currently doing a Stﬁdy for the U.S. 'Departinént of Jus-

tice to count and record all computer crimes that have been pros-
ecuted under the 20 State computer crime laws. Possibly by the
end of this year we will have a reasonable start of some valid data
on thissubject; but obviously very limited. e R

In studying the problem on a case-by-case basis, I believe what is

“happening today is an escalation of business crime. That is, I an-
“ticipate that the number of business crimes, and-I can refer this to

small businesses as well, over the next few years could go down in
frequency whereas at the same time the losses per case in business
crimes could go up drastically. As 1 said, this is not based on statis-
tics but is based on looking at over a thousand cases and on a case-
by-case study of the problem. o ST T

To make this clear, what I am Sa“ying- is that the total number of |

business crimes could go down, but at the same time the number of
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computer crimes will continue to go up drastically. What that
means is that computer crime will be a much higher proportion of
business crimes. In fact, most business crimes in the next few years
won’t even be able to occur without involving computers in some
Way- . ‘ : , . - 7 o

Now consider a typical case of a security situation for a small
wholesale distributor. He has three clerks who are handling the
orders, invoices, purchasing, controlling inventory, handling the ac-
counting records, and so on. Information that management gets is
at least 3 weeks old, and the clerks are low paid, handling all this
on typewriters and paper stored in unlocked file drawers and in

‘ unlocked offices.

'Thdy decide to acquire a computer. They convert to the use of a

~ computer. Now they have three technically traired, people who sit
at terminals. The reports of the company are stored in the comput-

er and on magnetic tape kept in a locked room. Each of these indi-
viduals has his own password and access only to the data that is

" necessary for that person to do his job. The computer programs

that they are using are accounting and other application packages
available on the market and developed with very extensive and
powerful controls built into them. :

This situation also provides management of that small company
with performance information of the company on a daily basis; so

"day by day management knows and can look at any deviatiqns

from normal activity. : : )

Looking at this little case ‘study we conclude that the problems
that are faced are those of change, and not necessarily of increased
or decreased vulnerability, but of changing vulnerability. It is im-
portant that management in small business understand the
changes that are going on. - ' R

I find that there is a significant need for the proposed task force
and resource center in H.R. 3075. There is no objective mechanism
to get computer vulnerability and security information to small
businesses. The computer and computer program manufacturers
will provide the security necessary but only the security that the
small business is willing to pay for, and they dOIOl’f: know that they
need the security. The salesmen of these companies are certainly
not going to inform their customers of all the terrible things that
could happen to them in the purchase of their products. o

Consultants do not have the marketing capabilities to sell their
consulting services to aid small businesses. Consultants generally
work for very large business and under very large contracts.

On the plus side, the insurance industry is awakening to the
huge market for EDP insurance. This is a very strong force that
will be coming in the next several years. The insurance companies
will play an important role in informing small businesses of their
vulnerability, and of course, providing the insurance. Also their

~ loss control services will be made more available to small business-

es. Another positive force comes from many small businesses that
are now manufacturing security products and have a wide range of
very powerful security products available for computer systems.
However, we still lack a source where the motivation for supply-
ing information comes from an objective viewpoint. That source
should be something like the resource center that has been pro-
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~poséd in this bill and deriving from a task force that can gain the
information and get the resource center started. ,

i In' conclusion, my recommendations are: one, that you shorten
the period of performance of .the task force, as Mr. Wyden has al-

S s

ferent problem than it is today because of the fast and rapid
change. of technology, so I think it ought to be at least no longer
than 18 months, and I would even recommend about°1 year be-

cause of the urgent need. :

» It is probably not going to be possible for this task force to pro-

duce a reasonable estimate of annual loss from computer crime in
small business, and I do not think that should be made a require-
ment of the task force. There just aren’t any mechanisms in order
to do that. There should be more explicit emphasis of private sector
representation on the task force. It looks like it is a little over-
loaded with Federal representation. We need people such as infor-
it mation security experts, auditors who play important roles in small
I’ business protection, prosecutors and police investigators who have
i had some experience with computer crime, an insurance expert
4 since insurance is going to play an important role, and a repre-
b sentative from the computer and-computer program manufactur-
ers. These people would all provide the scope necessary and the
background and expertise in order to examine the problem. .
Finally, one last point, that the massive amount of information
that has already been developed be examined as the starting point
for such a task force. o R :
‘ Thank you for the opportunity to testify here, and I will be glad
O to answer questions. e , :
: [Mr. Parker’s prepared statement follows:]

3
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ready suggested. In 3 years computer crime will be an entirely dif-
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PREPARED STATEMENT oF DonN B, PARKER, SENIOR MANAGEMENT SYSTEMS CONSULTANT,

M

Conflicts in Computer Science and Technology. My SRI associates, Ms.

INFORMATION SYSTEMS MANAGEMENT DEPARTMENT, SRI INTERNATIONAL

Introduction

My name is Donn B. Parker. I have extemsive qualifications in the
computer field, having worked for 30 years in computer programning and
computer sygtems management. For the past 13 years of my career, .I have
been a researcher and consultant specializing in the computer crime
problem and computer security. I have a Master of Arts degree in mathe-
matics from the University of California at Berkeley. I am currently a
senior management systems consultant in the Information Systems Manage-
ment Department at SRI International, Menlo Park, California. The
statements included herein are my own and do not necessarily represent
those of SRI International or any clients of SRI.

v I have published widely. I wrote the definitive book on computer
crime, Crime by Computer, in 1976; a mew book, Fi hting Computer Crime,
was recently published. In addition, I have written two books for the
professional audience, Computer Security Management and Ethical )

Susan Nycum, a leading lawyer in computer law, and I produced the
definitive manual on computer crime investigation and prosecution,
Criminal Justice Resource Manual on Computer Crime, and a new report,
Computer Security Techniques, for the Bureau of Justice Statistics of -
the U.S. Department of Justice, V

The Nature of Computer Crime

As noted in HR 3075, a bill to establish a Small Business Computer
Crime and Security Task Force, "..sthere is increased dependency on, and
proliferation of, information technology (including computers, data net-
works and other communication devices) in the small business community,”
Statistics on small computer sdles, packaged computer programs, and
increasing numbers of small businesses selling such computer and program
products support this gtatement; however, no valid statistics exist to
indicate that such technology has permitted and_expanded criminal
activity against small businesses because no mechanisms are in place to
obtain such information. Nevertheless, I believe that. an increasing
proportion of crimes perpetrated against small businesses involves
computers, primarily because.of the increasingly important’ role of
computers in environments where such crime occurs. At the same time,
the total number of crimes of all types against small business may be °
diminishing while the loss per case is growing. ‘
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compuiléf‘ iszeryatlona% has the most extensive collection of documented
Computer tht.ne cases in cthcf,‘ wor}d—-more than 1,000 cases reportédvsinc
54 is collection is neither complete nor representative of thee

1f a crime were to be committed after ‘the computer was installed :
and operating well, it would most likely require more skills, knowledge, 4

.

access, and collusion than before the facility was installed. . Because
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problem., My 13-year, case-b ;
- My - y~case study of computer crime’
z:r:; egorfx:.:;ttsg }-gczgx:szterfse?{ritya show that small busin:s:ngsr;gﬁ:gt{y
; the inc e of all kinds of crime because of i i
i s v th '

::zm:fczzig:ziz;ogftecl‘;nolgggfr;' The likely escalation of sm§11:§§§§::§g

: reduced frequency but larger loss is 3

: e d seen

result of factor.:-g dgplgt;ed in the typical scenario described b::;o:'he

c1erk;: :‘::i}.vz:olesglg'iistribution business used to havé three low;paid
: g and filling oxders, purchasing and intaini o
inventory of products, typing and sending i H roctiving sad.
0 : ing invoices, receiving’
posting payments, and keepin i 3840 i v
n v g accounting records. Ma ’ i
the piecemeal, limited, summa usi re b a1 1ty
Lece ary bus o ] ag, ‘
iy o e 3’,weeks.ry usiness records that frequently lagged

After a small computer was i
Aft 1 r was installed, signifi ‘
nade. | er | t » significant change
czm gut égge ileﬂ:‘ now receives and fills orders and enters t{g\‘e:'zszz th
business. ,nvgz‘.,ces,v pgrchggg orders,: all accounting reckor&s and ®.
bupines éio::ﬁrfezg:?esdare automatically produced on.a dail& basis
, and posts the payments in the compu " A thir
ztsigieizgge:i;:zsge :ox;put?;, develops simple‘computerp;is;;:amg tf:l';:'rd
ses, and maintains a set of purchased application
z::ﬁ:l p:cl;gggg useé‘by maiiy.ot:her small businesses-as Eg%;cat;gn
nd data tapes and disks are kept in a locked romi; ; °
i The small business descri‘béd i i aar | ‘
e a1l in this scenario is ‘
from crime in many ways sfter installing the ccmputet'pmbably’ éﬂfer

. ‘ L '40~ P . ,". “ i } )
gzncoqgngqusly functioning controls built into the applica-
; :‘error'p; kages argif.ar better and more reliable thap‘the limited
. =prone controls employed by’ : ' ‘ !
. alwdys well-motivated. i 7' the three.clerks who were G,nm: :

) pf:;%:zg g;m:}:;:e. g;m:ry business records and exception reports
oduced by the computer om a timely basis to detec
3 . e . . e ;
devm‘t“.“_s from normal or expected activity. tect =my.

® Clerical aﬁd technical snnel have i '
~racat anc i personnel have been upgraded to a ma
g;‘gggngqgal gnd‘h:.ghly paid level. Staff mzzgnbera are 2a:°;§re :
erd m 81\{.: and d{,gq;p11ned, and their “assigned work consists of
ity rrow, tasks; they have only limited knowled - :
activities in other ‘areas, 2 : ge of

e o . g N
Most business records are processed and stored in a limited

access room by the computér and i i
ety aloerod, p appl:lcatlon programs that dre

“
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the crime would be more dangerous and- complex for the perpetrator, a : ;

- rational perpetrator's gain would generally have. to be larger to make
the crime worthwhile. . . . .
Other factors are also evident in this scenario. The busi%ess was .
probably more vulnerable to crime during coriversion to computer usage.
The business would algo be far more vulnerable to crime if managemeént
failed to use the new controls dvailable or employed people mnot suf-
ficiently competért to deal with the new tfechnological complexities.
Greater vulnerability to crime would also be likely if the computer and
application packages were not sufficiently resistant to fraud. Compu—
ters, automated processes, and data in computer media are fragile and
gubject to damage by a destructive individual in different ways than
paper records ‘in f£iling cabinets where all processing work is performed
by people. Finally, a sufficiently sophisticated eriminal or team of
criminals would have the same computer power as the business to engage
in crime with greater gains. Therefore, the crime-related  factors
revealed by this acenario support the 1likelihood of higher losses per

case, but fewer crimes in small businesses.

The Need for HR 3075

~

The scenario also supports the need to establish the Tésk Force
specified in Section 3 and subsequently the Resource Center described in
Section & of HR 3075 to alert management to problems and potential
solutions; no other effective functions are in place to serve this
purpose. The problem to be addressed is not necessarily an increase or
decrease in: incidence of small business crime but a drastic. change in
the nature of such crime as use of informetion technology increases. In
fact, for the first time in the history of small business, we have the
opportunity to reduce small business crime to unprecedented low levels
by urging, instructing, and motivating emall business management to use
computer-related controls and security procedures already known and
gvailable cn & cost-effective basis. : .

As small business owners and managers. are given opportunities to
modernize their businesses with new information technology, they must
also be made aware of the dangers, vulnerabilities, and gecurity associ-
ated with use of these powerful tools. The computer manufacturers and
computer program suppliers are adequately providing the security that
customers demand and are willing to pay for, but, their salesmen do not
go out of their way to inform their customers of the dangers and vul-
nerabilities, for obvious, commercial reasons. Therefore, the motivation
to create a demand for security must come from other. sources; HR 3075,
could f£ill this need. - o
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Most computer security consultants find it difficult to sell their
services ‘€0 small businesses. The cost of selling such services to

potential customers who do not recognize that they rieed help is too high -

relative to the size of resultant contracts to make a viable consulting
market considering current security review me thodologies.

Fortunately, two positive forces are emerging to encourage small
business owners to protect themselves in the informtion age. The first
is the insurance’ industry, which is now starting to consider the huge
potential EDP insurarice market. When insurance premium rates become
wvariable dependent on the amount of the insureds' information security,
and when insurance companies apply . their massive loss control capabili-~

ties to the problemi great security advances to reduce risk will be
realized. o & ?

The second force to reduce the risk of small business crime is a
growing computer security products industry. Many new small businesses
now offer relatively low-cost devices and computer programs to prevent
computer equipment and program theft and unauthorized access into .
computers. . Others are offering computer program packages to provide
protection of data using cryptographic techmiques.

I believe; however, that these forces alone are not sufficient to

solve the problem and take advantage of the potential for crime reduction e

possibie with the increaging use of computers, The Task Force and
Resource Center provided for in HR 3075 could be a powerful force to
achieve these objectives through awareness and education programs and
provide a great service to the small business Gommunity and their
customers. The Task Force is similar tg an idea that I presented in
K ‘ testimony on HR 1092, Congressman Nelson's bill on computer crime,
\before the House Judiciary Subcommittee om Constitutional and Civil
‘ Réghts on September 23, 1982, I suggested a national commission to
igvestigate computer crime, ° :
\

Rectmmendations

i . : :
K nThe Task Force should first use information, that has already been
produced. At SRI, we are engaged in research under a grant from the

U.S. Department of Justice, Bureau of Justice Statistics, which should
be of assistance to the proposed Task Force. In conjunction with Ms,
Susan Nycum, we are compiling all computer crime cases prosecuted under
the 20 state computer crime statutes and studying the new crimes of
unauthorized access to computers by juveniles (system hacking) and theft
of computer programs (software piracy). In previous projects, SRI docu=—
mented 500 reported computér crimes in the U.S. Department of Justice
JURIS data base retrieval- system and produced a report identifying 82
computer security safeguards and a new baseline methodology for selection
of generally accepted controla.
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The Task Force should be composed of more répresentatives from.the
private sector and fewer from the Federal government than proposed in HR
3075, Private sector information security experts, police and prose-

. cutors experienced in dealing with computer crime, information processing

product manufacturers representatives, auditors for small businesses,
and EDP insurance experts should be represented on the Task Force.

' The Task Force should complete its work in 18 months rather than in
the 3 years specified in the bill. The ;omputer_crige problem will
change drastically in 3.years, and immediate action is needed.

Although obtaining accurate information about some reported cases
of computer crime is possible, so much is not reported or not reported
in retrievable ways and so many victims are reluctant to report criminal
activity that it is not practical to obtain accura;eiestlmat§s of t@e o \
cost per year of computer crimes against small business. This require-
ment should be stricken from the bill. Otherwise, the bill contains
practical methods for aiding small business.
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Mr. LUukeN. Mr. Faries.

Sgt. Faries. Good morning!

Mr. LUKEN. Sergeant-Faries.

Sgt. Faries. That is correct, sir. : \

Mr. LukeN. Do we have your statement? Apparently we have a

statement.from you dated July 14, 1983, and without objection, it

will be admitted into the record.
“You may proceed in any way you see fit.

TESTIMONY OF LARRY FARIES, ASSISTANT COMMANDER, CRIME

" PREVENTION UNIT, MARYLAND STATE POLICE, ON BEHALF OF
THE MARYLAND CRIME PREVENTION ASSOCIATION, AND THE
MARYLAND CRIMINAL JUSTICE COORDINATING COUNCIL

Sergeant Faries. Thank you. I am here today representing the
Maryland Crime Prevention Association of which I am the current
president. In addition, I am representing the Maryland crime
watch program which is an arm of the State of Maryland. I am a
sergeant in the State police and currently am the assistant com-
mander of the crime prevention unit of the Maryland State Police.

The Maryland Crime Prevention Association is made up of a
group of law enforcement officers, private businessmen, businesses,
and individuals from throughout Maryland who have a vested in-
terest in crime prevention. The association has worked to foster
crime prevention programs in the State of Maryland for the last 5
years. ‘ : -

The association works very closely with Maryland crime watch,
which is a steering committee composed of representatives from
every major law enforcement agency in the State of Maryland
whose task it is to provide instructional programing and materials
for the law enforcement agencies throughout the State of Mary-
land. This allows continuity and consistency with our programs in
the State,

We are entrenched in the State of Maryland in crime prevention
programing. This can be exemplified because on June 30, Governor
Hughes of the State of Maryland accepted an award from the Na-
tional Crime Prevention Coalition for the practitioners in the State
of Maryland as being the finest crime prevention affiliated State in
the country. In representing these two organizations, I would like
to lend my support to H.R. 3075. It seems that in the State of
Maryland as a law enforcement officer I am very well aware that
we have a very sophisticated computerized program which inter-
faces all the major and minor law enforcement agencies through-
out the entire State. In addition, with a small plastic card and four
digit number I can go to any bank in the State of Maryland where
I have an account and get a loan, transfer money, pay my water
bill, just about anything else, so computers and the computer in-
dustry are very much entrenched in our State and in the law en-
forcement community.

From what I can gather and from what Mr. Bequai said a little
earlier today, computerized crime is dealing the citizens of this
country and small business in particular with a $40 billion annual
tariff, and from what my research has shown me, only 1 percent of
the computer crimes that are detected are normally detected by ac-
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cident. Only 1 in 22,000 of these particular cases is prosecuted suc-

“cessfully. Computer criminals I think are a unique breed of people.

In law enforcement we are use to dealing with street criminals.
You don’t find that type of individual in computer crimes. You are
dealing with highly sophisticated, very well-educated young people:
Most of them are affiliated with.reputable firms and have, received
their training at some of the finest colleges and universities in the

~ United States.

Now unlike Mr. Parker, I am not a computer expert. I have a
very limited knowledge in the field. I am a law enforcement officer.
I know that today’s local and State law emfg cement agencies do
not have the capacity to deal with computez’ crimes. To do so re-
quires a level of human expertise and support of resources that
currently do not exist. In addition, taw enforcement must continue
its emphasis on reducing crimes against people and crimes against
property. } L . |

I am also a crime prevention practitioner. I know in fact that

crime prevention works. When people in neighborhoods or when a

group of business people in a shopping center get tpge;ther and | ool
their efforts, they can reduce the opportunity of criminal undeg’\t\ik-
ings to take place in that particular environment. I know, and I
have seen that we can reduce burglaries in neighborhoods. I know
that Southland Corp. has reduced up to 70 percent armed robberies
in their convenience stores. It is a commonsense approach to law
enforcement-and is one whose time has come. . i °
People throughout the Nation have focused their attention on de-
feating the criminal before the crime occurs. While we in erime
prevention have focused our efforts primarily in these last 15 years

or so to crimes such as breaking and entering and rape and armed

robbery, auto theft, those types of crimes, I don’t see any reason
why we couldn’t focus our efforts in the field of computer criminal-
ization. ' ) o

There is no substitute for an initiative taken before crime occurs.
I don’t care what the crime is. That is just basic commonsense.
H.R. 3075 provides a sound initiative upon which a nationwide pre-
vention program, focusing on our information systems, m&y be
built. . A

If approved, the task force cited in the bill would have access to a
myriad of crime prevention programing already underway in all
the States. In fact, those of you on this subcommittee represent

States that have some of the finest, most productive, crime preven-
tion nietworks in existence worldwide. 7 _

We in crime prevention are organized. We have a network of in-
formation sharing that is second to none in this country. The chal-
lenges posed by the computer criminal are far too vast for the ex-
isting criminal justice system. If our primary objective 1s that of re-
active policing, we cannot deal with this crime from a reactive
standpoint. We must approach it from a proactive or preventive ap-
proach because this gives us the opportunity to attack the potential
criminal before the crime occurs, and this law enforcement philos-
ophy today is the bottom line. o ,

"1 totally support Mr. Wyden and his bill.

[Sergeant Faries’ prepared s)/atement follows:]
= ‘
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PREPARED STATEMENT OF LARRY FARIES, AssISTANT COMMANDER, CRIME PREVENTION

Unit, MARYLAND STATE POLICE, ON BEHALF OF THE MARYLAND CRIME PREVENTION
ASS0CIATION, AND THE MARYLAND CRIMINAL JUSTICE COORDINATING COUNCIL

Good day. Mr. Chairman and Members-of the Subcommittee, I am Larry Faries. I

am here today representing the Maryland Crime Prevention Association and the

Maryland Crime Watch Program of the Maryland Criminal Justice Coordinating
Council. T am a Sergeant with the Maryland State Police and serve as Assistant
Commander of the agency’s Crime Prevention Unit, ' o

The Maryland Crime Prevention Association is made up of law enforcement offi-
cers, private businesses, and individuals from throughout Maryland who have a
vested ‘interest in crime prevention. The Association has worked to foster crime pre-
vention programs and legislation for over five years.

MCPA has worked closely with the Maryland Crime Watch Program of the Mary-
land Criminal Justice Coordinating Council. MCW provides a wide range of materi-
als and instructional programs to criminal justice agencies in Maryland in order to
ensure consistency and quality in our Statewide efforts.

On June 30, the State of Maryland wags presented the first Award for State pre-
sented by the National Crime Prevention Coalition. This award was presented fol-
lowing application made by the Crime Prevention Association and Maryland Crime
Watch Program. \ s

In representing both the members of the Crime Prevention Asscciation and Mary-
land Crime Watch, I am asking for your support for H.R. 8075, To Amend The

Small Business Act to Establish A Small Business Computer Crime and Security -

Task Force. a , . o

Federal, state, and local businesses, industries, and governmental agencies are
turning toward computerized data systems at an amazingly rapid rate. In Maryland,
an elaborate computer network has been established by which law enforcement
agencies may readily exchange information on criminal offenders. Almost every
bank chain has-a computerized system that can be accessed by consumers through
use of a simple plastic card and a four-digit code. v

In 1976, the'Task Force on Private Security of the National Advisory Committee
on Criminal Justice Standards and Goals estimated that there were 140,000 comput-
er systems in use in the United States. Some estimates show’ that this number has
increased five-fold since the report was published. The Task Force, which was
formed by LEAA in 1975, recommended a standard on computer security that
stated, “Possessors of computers should have a comprehensive protection plan for
both physical'site and data, regardless of whether the computer is used solely for
their own needs or for providing computer services to others.” s

It has beeh estimated that computer crimes in the United States may run as high
as $40 billion anpually, according to August Bequai.
. Sue Reid, of the University of Tulsa School of Law, estimates that only one per-
cent of the computer crime that occurs is detected . . . and most of that is detected
by accident. She also estimates that only 1 in 22,000 of the detected computer crimes

will be successfully prosecuted. This estimate is supported by Robert Campbell,

President of Advanced Information Management,

Computer criminals are unique. They do not fit the stereotype of the street bur-
glar or mugger. They pose a new and unusual challenge to the law enforcement and
criminal justice community.

Most computer criminals are young, white.collar-type offenders who have received
training in a college or university. They are often associated with reputable firms
and hold impressive positions. Many learned their criminal art during their college
ga‘igling when breaking into a computer system was an encouraged educational ac-

ivity. ;

I am not a computer expert. I am a law enforcement officer. I know that today’s
local and state law enforcement network is not prepared to deal with computer
crimes. To do so requires a level of human expertise and supportive resources that
do not currently exist. In addition, law enforcement must continue its emphasis on
reducing crimes against persons and crimes that affect people in their homes.

I am also a crime prevention practitioner. I know that crime prevention works.

When people, whether they be citizens in a neighborhood or small business
owners, take the initiative to make crime more trouble than it's worth for the po-
tential offender, we win victories. We have evidence to show that private citizens
can reduce burglaries in their neighborhoods, We have evidence to show that armed
robberies in convenience stores can be significantly reduced through low-cost, pre-
vention techniques. People throughout the nation have focused their attention on
defeating the criminal before a crime occurs. L
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While crime prevention has focused primarily on such crimes as breaking and en-
tering, rape, armed robbery, and auto theft, there is no reason to believe that the
concept could not be expanded to the prevention of computer crimes. There is no

substitute for initiative taken before a crimé occurs, regardless of the nature of the
crime, -

Bill #3075 provides a sound initiative upon which a nationwide prevention pro-
gram, focusing on our information systems, may be built. If approved, the Task
Force cited in the bill would have access to a myriad of crime prevention programs.
underway in every state. In fact, those of you on this Subcommittee represent States

that have some of the finest, most productive crime prevention networks in exist-
ence worldwide.

. The challenges posed by computer crimes are too vast for our existing criminal
justice system, if cur primary focus is one of reaction. A proactive approach . . . a
preventive approach . . . gives us the opportunity to attack the potential criminal
before he or she attacks our information systems. Proactive approaches to crime
cost far less than those involving long investigations, complex prosecutions, and in-
carceration or follow-up services.

Your support of this bill establishes the foundation for a proactive approach to

computer crime, It will positively impact those people who can least afford to be
victimized . . . small business owners.

I encourage your full consideration of this bill and your continued support for a
proactive approach to computer crime. Thank you for your time and interest.

Mr. LukeN. What is the name of the company you mentioned?

Sergeant Faries. Seven Eleven, sir.

Mr. LuxeN. And they have reduced robberies 70 percent through
computer detection? \

Sergeant Farigs. No, rather through basic crime prevention tech-
niques, whether it be handling the cash flow to employee training
and knowing what to do and what to look for.

. Mr. WyDEN, Mr. Chairman, I would appreciate your yielding for
a second. I think that is important testimony. It is my understand-'"
Ing—maybe the witness can tell us more about it—that is primar-
ily because they don’t keep cash at night. °

Sergeant Faries. That is exactly right. ' .

Mr. LukeN. I just wanted-a clarification. I didn’t know whether
you meant there was a computer connection with those efforts.

Sergeant FAries. No, sir. *

* My, Lugen. All right. The final witness on this panel is Mr.
Bobby Marrs. ’

Mr. MaRRs. Good morning. , :

l\i/;Ir Luken. Mr. Marrs, you have sometimes been described as a
victim. . :

. Mr. MARgs. Yes, sir. ‘

Mr. Lugen. But I am sure you will be able to tell us about your

experiences. : .
. Mr. Maggs. I will be glad to. First of all,-I want to thank you for
inviting me up here,

Mr, Luken, Where do you live?

Mr, MaRgRs. Shreveport, La. :

Mr. LukeN. What is your occupation?

. Mr. Marrs. Office manager of our company, National Bonded

Money Orders. .

Mr. Luken. Were the experiences that you are about to describe
connected with your employment?

Mr. MArRs. Yes, sir.

Mr. LukeN. National Bonded Money Orders, what is that?

Mr. Magrs. It is a money order company like Travelers or
American Express. o . -
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. our computer system. Our books were out of balance, and this is
b when he perpetrated his crime. ﬁ?ie nclla(llie so?e x;er;lr simple moc(lhﬁ—
3 ' : . a o ‘ ‘ cations to the program that allowed him to steal money orders -
;iﬁbﬁféﬂﬁRRs' We are much smaller than they are; the same thing; = from us, cashing them as he saw fit. He paid his bills and this and
Mr Lngﬁa?g it regional? ) ‘ ‘ ! that. He used our money orders, and with these few .extra codes

_Mr. Maggs. Yes, sir. We are limited to Louisiana, mostly a sale ! ik and the computer system that he put in there he could run these
* . t 3 . . L y N B

L had A ) money orders through our accounting system undetected and it ‘
. 1 X . ; - . ) I, S ET. 7 an. ha. 008 4 e A A ) R T S R i N i N
Y };;n %flaél:t 0;,1 ebeecau‘;‘e Wg aieniflﬁg‘u co?lgla‘n’it Ehel*'i‘%g‘?\:} usf ﬁz::ie'ﬁe‘r‘;ﬁﬁw ‘.a‘w..%w\wsmkeﬁuw-/w‘»ﬁﬁ%’uﬂ."s}‘}gyyw@dxup,«nt@mi}lmia@amslg@whh%@%}mn@ég@g&&@ﬂla h0e.a2 *p;?“m ﬂ\%“J&\"”w&’zxi\:w -
Mr. MARRs. At this time, yes, sir. ,

Mr. Luken. OK. :

r. LU"KEN. Except it is not on the same scope as the c;ne's you
described? . :

S S AR b -
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, dence. : ,
(o “ - I might point out had our books been in balance he could not

Mr. Marrs. Maybe I should clarify. We have agents around the
State who sell the money orders for us. We are just the accounting
office, and we and our computer do most of the accounting. '

Mr. Luken. All right. I won’t impede you any further. You go
ahead and tell us in your own words what the situation is, when it
developed.

Mr. Marrs. You just want an account of what happened to me?

Mr. Luken. Whatever you think will help us.

Mr. Marrs. OK. '

Mr. LukeN. That certainly is an important part of it.

TESTIMONY OF BOBBY MARRS, NATIONAL BONDED MONEY
ORDERS

Mr. Magrrs, Well, National Bonded Money Orders is a subsidiary
of a larger company, Shreveport Tobacco. We were a wholesale to-
bacco company which we sold in November 1980, but at the time
this all occurred we were still in the wholesale business when we
converted to a computer system a year or two before to put our
wholesale division on this computer system. At the time we bought
the computer, the company we bought it from provided us witk a
programer who helped us implement the application software.
Most of it was packaged application software.

He helped us implement the software and he worked with us
closely for probably 2 years. Over that time, he beczme:like an em-

ployee. We got to be friends, he and I, because he was there almost —

every day. He eventually had access to the computer at will and
almost anything else, because in the process of implementing appli-
cations packages you have to have a pretty detailed understanding
of the workings of the business, so he did have access to most ev-
erything, our records, and anything he needed to help him in his
work. A ‘

In the meantime, we kad decided to sell our wholesale division,
and at about the same time we decided to put our money order di-
vision on the computer as well. Well, this involved writing a whole
new program from scratch, and he took that job as well. He wrote
this software from scratch. Before we had our accounting package
developed we had an accounting firm in Shreveport handling’ our
money order system for us. We turned over all our documents and
our canceled checks and everything, We had another company han-
dling all the processing for us, so in the switchover process there
was a several month period in which our books were not in balance
while we were, transferring the control from the other company to

have gotten away with this, but during this period of time when
they were not in balance he took advantage of that. Over a several
month period he cleared quite a few money orders through our
bank undetected. 3 : _ . ’
Mr. LukenN. What were the dates? Over what period of time? Sev-
eral months in what year? : S
Mr. Maxrgs. Well, we switched control on August 15, 1980, and I
believe it was shortly thereafter that he started the program. I un-

-derstand he was in the horses and he had gotten in debt and, as

Mr. Faries pointed out a minute ago, he was not a hardened crimi-.
nal. He was a bright young man, but he just succumbed to some
financial pressures, saw an easy way to obtain the money, and took
advantage of it, hoping that he could make amends before it was

- ever detected. :

‘Well, things didn’t work out, and he found it was easier and
easier to steal the money. Like so many people, once you start
doing it, it just comes. , o o "

Mr. Luxen: Did you say what ultimately happened? Was there a
prosecution? : :

.~ Mr. Maggs. Yes, sir. He was prosecuted under a criminal charge.

Mr. LUkeN. Do you know what that charge was? = =~ - s
Mr. Margs. It was theft. Well, maybe I should explain a little bit
‘Mr. LugeNn. Sure. T PRI
~Mr. Magrs. He continued to steal money orders for several
months. [EEEEETOREIS RS R
Mr. LukeN. Electronically? ol T
- Mr. Margs. Well, it wasn’t that simple. He had to go through a
number of steps to pull it off, but he did use the computer and his
extra code in there to help hide the crime, but after several months
it became apparent. Gophenl e e e
Mr. LukeN. Did he take other overt acts by which he could be
charged? i R o VL
- Mr. Margs. He found out that we were getting ready to do an
audit to figure out where the money was going. Our bank account
continued to diminish and we couldn’t account for this so we hired
our auditor to come in and figure what was going on. He found out
about this and that night he broke into our building and stole some
records. I don’t really understand why he did it because that just
tipped me off immediately, but I guess he thought maybe he could
throw us off the track, and that is what he was charged with,

- simple theft. I forget what the other charge was.

. Mr. LLugeN. Is that what he was charged with?
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- Mr. Margs. Yes, sir. We found out at that timé that what he had
been doing was not a criminal charge. It was a civil matter; and
that he could not-be convicted criminally of embezzling this money.
- Mr. LUKEN. So if he hadn’t broken in, the substantive crimes
that he had committed would not be crimes under the law as you
understand it? PR ' ‘ ST e

crime? - , .
Mr. Maggs. It was a civil crime.

Mr. LukeN. The crime was committed only in his attempt to

avoid responsibility for that, - S , o
Mr. Margs. That is why he was in jail, not because he stole the
money. SR - R L SRS L
Mr. LuxeN. That is the reason he was caught? -
Mr. Maggs. Yes, sir. - . A .
Mr. Luken. Like Al Capone on the income tax. Mr. Wyden.
Mr. WypeN. Thank you, Mr. Chairman. &=~ E
T'll start with you, Mr. Marrs, and then go right down the line.
Fl_lt;iz,., let me thank you for coming on up today to share your views
withus. - , O T AR
- Mr. MARrs. My pleasure. B ;
- Mr. WybpEN. I think it is only human nature that nobody likes to
talk about a problem. o - oo :
Mr. Magrgs. If it will do some good. g FT
_Mr. WypeN. That’s exactly the spirit in which we need your tes-
timony, and I want to thank you. That is the reason we asked you
to come. I think you understand that this is really what helps to
promote change, so it is not just a bunch of Members of Congress
talking about some kind of dry, abstract pie in the sky problem,
that in the real world of small business, people run into these
kinds of things. A o Sl ' .
Is there anything you think you could have done to avoid the vio-
lation of your company’s computer, or at least cut your losses? I
think it is always easy in hindsight to look back and say what we
would- have done, but ‘what is your perception? Could you have
done some things that might have cut the losses or kept it from
happening the first time? B RE A TR
- Mr. MArgs. Oh, yes, that is so true. You look back and say I wish
I had ‘only known that. First of all, if nothing else, just look over
the program. By just looking it over it might be difficult to pick up
on something, but if you are looking for a problem with-the pro-
gram, in this case it wouldn’t have been hard to detect.. o
The biggest problem we had that allowed him to do that was our
trust in this individual, Like I say, he had become a friend of mine
and it never would have occurred to me that he would do so, so
that is one of the hardest things to deal with. This is probably one
of the biggest sources of this type of crime, embezzlement and that
sort -of thing, trustworthy employees getting to you. The person
that you don’t trust rarely has the opportunity -to-pull this off,
whereas the person that you do trust does, and this is what hap-
pens. . oo | Db saforabtsionaniherdngt ,
Another point, as I mentioned before, was that he had to go
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~Mr. LukeN. Where he really got away with cash, that was not a firy
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computer to take care of. First he had to steal the money order. He
would have to issue them on a computer. He would have to gener-
ate their presence on the computer. When the checks clear the
bank we key them into the computer as being cleared on what day
and for what amount, so he had to issue.them on the computer so
our clerk could put them in. If they had not been issued, the com- -
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had to issue them first, and then after they cleared the bank he’

would have to check to make sure they cleared, then he would
delete them off the computer, and then he went and actually stole
the canceled checks. It was a multistep process. = . IR
Mr. WypeN. He was really working at it? = S
Mr. Maggs. Yes, and like I say, he never would have pulled this-
off if he did not have my complete trust. He had stolen a validation
plate, too, which is used in the machine to cut the money orders.

" We use a check writer to validate the money order, and it has a

plate that is made up to our specifications. He had stolen one of
those, so if we just had a little tighter security, it would have been
much harder for him, if not impossible. DT :

Mr. WYDEN. At your firm have you put in some additional secu-
rity? measures’since the incident? Have you done anything differ-
ent? ; , AT ‘

Mr. MArrs. No, because the employees, with one exception, are
limited to our family now, who are the principals of the business.
We have one part-time secretary. She is beyond reproach, but I do
have a better concept of what can happen to me now. I am a little
more: aware. There is no need to ever doubt this part-time secre-

- tary. Again, he could not have pulled this off if our books had not

been unbalanced. Currently I balance them every week. There is
just no way to steal money. Someone might pull off another type of
crime, but as far as embezzling money out’ of our account now, it
just couldn’t be done. ' e S e
Mr. WypEeN. Do you think that most small businesses think that
investing in computer security just isn’t worth the money because -
of the capital crunch? Capital is tight. These are high interest rate
times. Do people in small business just think these investments
aren’t worth the money? ‘ ' o
Mr. MaRrgs. I am sure that is true. I know a lot of them who buy
a system to start with and are not real sure that it is worth the:
money to even buy the computer. S O TP R
Someone had mentioned earlier about counseling services: That
is another expense that I am sure a lot of small businessmen would”
just do away with because having the system in and getting it on
line to start with are pretty expensive. It is easy for the small busi-
nessman to say well, we can probably get by without this, and m
sure a let of them do. = B e R
Mr. WYDEN. Do you think that kind of attitude is a mistake at

- this point?

Mr. MARRs. Oh, yes. I think if you are going to put your business -
on a computer system, the principals, the owner or someone who is
the management should have more than a general knowledge of"

* computers and computer systems. They should have knowledge of |
the software that the system should be using so they can check for -

through several steps. It wasn't just something that he told the v themselves. It comes down to education. If they are not familiar
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‘ with the system, they really should think long and hard about put- Your task force satisfies many of the-requirements and the func-
1 ting it in.. ‘ o S el ' 5 tions that I was hoping and anticipating in the suggesting of that
‘ Mr. WypEN. What was the effect down there in Shreveport when ’ . task force. o | o _ o - :
the other small businesses heard about your misfortune? Did they : Mr. WypEN. In your béok—I better not hold it up anymore; I'll | ,

go out and make some investments in computer security or did
they just say well, it’s his mistake and it wouldn’t happen to me?
- Did you hear any discussion? -~ - ~ . :
- Mr. Magrgs. No. I am not aware that anything happened.

‘be involved in advertising as part of my corigressional duties. You
state that the reason for great concern is not so much the past inci-
dents of computer crime but rather it is potential harm to society :
both in terms of incidence and loss. Can you explain some of the TS S V.
i mipsiesssssesoe M D EN=Nobudy 8VEH Catled- Yourtind-said-how diduit D apPen s s i Py ot ik His CotRtry 1S guing to-face dn. theyears-—="
S and try to think what might be applicable to their situation? ‘ ahead, patticularly as they relate to small business? o
Mr. Magrs. Most of them were just acquaintances or close busi-  Mr. PARkER. Yes. One of the major problems that we face in
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ness associates. I had one security company call me on it and offer
his services. S R, ‘ o '
Mr. WypEN. Was it in the newspaper and what not? 5
‘Mr. Maggs. Yes. It was in the newspaper, but I am not aware of

any major effect on the small businessman. V :

Mr. WypeN. Thank you very much. Your testimony was very
much appreciated. o R v

Mr. Chairman, I had some questions for Mr. Parker and Mr.
Faries, but I have taken a long time. b

Mr. Luken. Proceed.

Mr. WypeN. Thank you. I very much appreciate the Chair’s in-
- dulgence. I will keep this brief,

Mr. LukeN. I might say to the gentlemah there is no need to
- keep it any briefer than the questions allow. We want to devote

whatever time is necessary. We have the time, so the gentleman
has the time. . : e e S
Mr. WypeN. Thank you. Mr. Parker, I've got your book. I hope
they will put it on television and all the rest and make some sales.
Maybe it will make everybody more aware in this country. This
book, right there on the jacket, I think it says you are the best
own computer security analyst in the world and I don’t think
there is any doubt you deserve the title. I got my bachelors degree

at Stanford, right across from the Stanford Research Institute, and

you are well known throughout California and throughout the
country. ; '

- We very much appreciate your coming today, and I just have a
few questions for you. B ' « ‘

Now it is my understanding that in the 97th Congress you were
over with the House Committee on the Judiciary and at that time
you suggested that we establish a National Computer Crime Study
Commission. Could you explain the nature and purpose of the Com-
mission as you saw it? I guess what I am interested in particularly
is H.R. 3075 and whether it addresses some of the needs that you
saw could be dealt with by your proposal last year. S

Mr. Parker. Yes, Mr. Wyden. I feel that passing a Federal com-
puter crime statute requires more exposure of the problem and
more characterization of the problem other than the research stud-
ieés that are beinngne.v The idea of a task force to bring national
attention to the pr plem and thereby gaining the support for the
legislation that can go something about it was my purpose in sug-

gesting this nationa"?ﬁ’ask force. .

h
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‘small businhess is the conversion stages of changing from ‘a previous
. System, maybe a manual system to an automated system, or from

one state of automated system to the next one. - . : o

Mr. Marrs pointed out very dramatically that his problem oc-
curred during his-conversion period. This is the most vulnerable
time for any company because their business activities are upset.
As he said, the books are out of balance, and it is the time at which
it is most likely to have these criminal activities occur.

In the future we are going to have a more technically educated
criminal community. As you may know, almost every major prison
in the United States is now teaching data processing to the prison-
ers. It is more common and popular than teaching lockmaking.
There is an opportunity for career criminals to learn this technol-
ogy and to use it in their criminal activity as well as for the ama-

‘teur white collar criminals that we are now faced with mostly in

computer crimes. I think that the greatest danger is going to be a
more educated criminal community. The criminals can use the
same computer power being used in small business today to engage
in their crimes, and that is why with this great leverage the busi-

‘ness crimes that occur are going to be much larger when they do

occur, in fact, so large that it would more likely result in the com-
plete fajlure of a business rather than just a pinprick or an unfor-
tunate incident because all of the business’ functioils are now con-
centrated in that computer and in the minds and talents of a very
few number of people. We are putting more trust in fewer people
and more of business activities into a computer, and if that one
computer fails in a small business, the business fails. =~ o

If that one computer is ripped off, if there is a crime involved in
the computer, it can have far more disastrous effects than it can if
the crime were done in a manual environment where paper must

‘be shuffled and there are more@people around to see what is hap-

pening and going on. ’ : ; e
- Mr. WypeN. That was just a superb answer, and ‘that is DAy judg-

“ment, too, that this-mirrors the growing use of computers #n society

and criminals are being trained. Some of those career offenders
aren’t going to be able to take their skills out in the street for a
while at least until they show that they are not going to commit
further offenses, but I think you have given us a good understand-

‘ing of this, that the problem mirrors increased use of computers

generally, and it is going to require new approaches to contain it.
Do you think the SBA task force is structured properly in H.R.

807 5, or are there things that you think we ought to do to improve

its appréach, different organizations say from the private sector?
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‘think it is important, as Sergeant Faries pointed out, that educa-
tion is extremely important to foster, and your bill, and this task
force, and the resource center concept is an important way to get
that education out there. ‘

Do we have the right people on there or do you have any sugges-

tions at this point for us with respect to the legislation? =
Mr. PargeR. I thought that it seemed to be explicitly overweight-

ed with Federal representation, although there is a provision for

| i i - - : ' . | . i 1d just
: rivate sector representation as I understand it. I wouldn’t include B _Mr. WypeN. Let me ask you one other brief question I cou
. Ehe DOD. I don’tpreally see a purpose.in having the Departn?ent of ‘ i hsteln. to you ﬂ}_e entire day, ‘frankllyii a_ll}d th?ghﬁlr has Eeﬁllﬂ,,]?in |
s S e s e D) GEO RSO ST Ve&»uf\;;lﬁs»tagkﬁfcrae»@thai:ionaFBu?é““a“ﬁ’*dfbé“t%d=:*“”‘*“””“"*““'w“”&w B -‘*“M*D—*&ﬁtﬁ6'-?4&1&&&4}1%1@%ulggwmeua'skmafﬂﬂtk}ﬁse;ﬁm{estmnb-;ﬂ m%a_ne:qwt - 'eﬂo:m?;}&svs—z:»_-,v—.;uw;-;_t.,@.%\,--m:;%.,,ﬁ,._?_. s P
_ f ards, however, does play a very important role, While their work is , that we heard is that innovation in data processing is »occurrr}llng

primarily aimed at Federal agencies, their guidelines are used very ' b much more rapidly than innovation in security j);echnology-—t at
extensively in the private sector, and it would be useful, but I the gap is in effect growing greater. Is that correct? =~
think ‘it is particularly important to get the people on the task ; | | ~ Mr. Parker. Well, it is a little bit more complicated than that.
force from the private sector who know the problem. The task force ; ’fs The technology is growing as you say exponentially. However, we

are also making very great strides in the technical aspects of secu-
3 rity. We have a huge array of very powerful controls that we can
i - put into computers, around them, and into the computer programs.

would have far more weight and be looked at with more attention
if it did have more private sector representation. A ,
Mr. WypeN. We intend that it will. It is a little bit hard in Feder-

o e e g oy

al legislation to enumerate that kind of thing, but let me state now % 8 The problem is getting people to understand that we have these
as I did when I introduced the legislation, that the task force will | very low cost, very powerful controls. -

have a broad-based group of private representatives on it, and I ' » The problem is that we are dealing with a people problem here,
think you make the case for it in a nutshell. If we want credibility i o not a technical problem, and the problem has to do with advancing
with the private sector, if we want credibility with the small busi- 8 the administrative and management controls, as Dr. Katzke men-
ness community, we have got to get people who are outside of ; i tioned, to keep up with this advancing technology. It is the human
Washington. You can guess with the Department of Defense we put i : factors and the human controls that have to be advanced that will

them on because the whole Federal budget practically involves the go along with the increasing vulnerability that is created by this

Department of Defense these days in some respect or another. concentration of assets in a fragile form inside computers and
The last question I have is: Are there figures available as to the | squeezed through telephone lines. ' o
number of computer crimes committed in relation to the number of i Mr. WyDEN. Thank you, Mr. Pa
computers in the country? L : ) ' ’ ot ox
Mr. Pagrker. In fact, I have tracked down the source of numbers ' g

rker. Thank you, Mr. Chairman.
Mr. Faries, you were just excellent, and I ought to let the Chair

Sergeant Faries quoted and 1 know the individuals who stated 1 - start with some quesﬂions‘ for you. We very much appreciate your

them. I can assure you that they were essentially pulled out of the . _‘ ; COISneTgél;g;t Faries. Thank you. R o

gillrrl ;ﬁ’afl c??ie/};l win(rlere guessed at,and as I say, any numberg today are . L Ml ok, Mr. Parker, someone just haqded rr}e?the Ohio Scien-
However, we do not have to have these statistics in order to iden- ' tific UsPers Of N%W Yfrk' Are you familiar with this?

tify this as a serious problem. Even though I understand that the i ' Mr. PARKER. Yes, h?m' liciously?

world is number crazy, you give someone a number and you are an Mr. Luken. Was this done maliciously?

Mzr. PARKER. Yes, it was.

instant . You “arg i
. instant expert. You have settled an argument and established a [The document referred to above follows?]

] fact, whether the number is meaningful or not. I like 85.6, by the
way. It’s a very nice number; I use it all the time. , ,_
Twelve is a good number, too, but the point is that I don’t think ; s
‘we should try to get into this numbers game, and I understand that g
b from 'the legislative point of view if you have got numbers you have
: got something to hang your hat on, but we are simply not going to
get it because in my experience at least most people do not come
forward when they are victims of these crimes because it is embar-
! -rassing. They will lose more money from the embarrassment and
! lost business than they will from the crime itself. They look at ' o , ,
what has happened to them and they realize that- someone else \// f, R SR R : o S g :
could do the same thing to them, so they keep it secret. They look™— E , 8 . ‘ '
at the problem and they say that the prosecutors, the justice com- Lo ‘ : '
“munity won’t accept the case, and in fact we have instances where : 5
the local prosecutors simply tell people who come to them with 1 e ‘ ‘ R
comiputer crimes to go away. They say: “I don’t understand com- g .. o ,
‘ puters. I don’t understand what has happened to you. Don’t bother o oy , ' 1
N o ‘us.- We have many more rapes and murders to deal with.” So I F o o ‘ :
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: g , L (b Lo o | Mr. Luken. Would you describe that to us? ' ‘
, %q{m‘?\.‘ia“ﬂ147:54@6ﬂ SRR \ SN | | _ Mr. PArRker. Well, there is an epidemic across the country of
CONMECT, ; : S 3 _ I what is known as Juvenﬂe system hacking. It is otherwise referred
. S @@ BAUD - ' WA I : to as electronic vandalism. It is characterized in the new movie
‘;; ESTABLIJHING REMOTE paTA '—”"*' - L T T e R 1 called “War Games.” There are thousands of young people in high
t L - ' N S : ‘ | school and college gaining very pdwerful technical capability as
b e e S e Al Mser s 0f N XOK S BBD o i R 2 ====they.learn.ahout.computers.and deehnology e s oo s s
T o . 0.S.U.H.Y. B.B.S. I o i A few of them are using that technology to engage in unauthor- e
A === ‘nﬁ__-;-fﬂ?f 128@=baud======rErTTET -~ R } ized attacks on computer systems that are attached to telephones, |
| tso. 1612 s . I SR | | and they are also using electronic bulletin boards as a means of S
i About :IN THE SAME VAIN.. e TR - ; communicating intelligence. When one of these juvenile delin- , !
From :iILO FHONEIL S R AR . ! quents obtains telephone numbers and passwords into a computer '
To CoBLL o L : o it system, he immediately dumps it into the electronic bulletin board /
- Date $35/2/83 S )
’ e A vor menﬁonc the WESTABLISHMENT" seems to be im an so that all across the country thousands of kids will get the same
Just as Carolyn m a5

i v =L
? uproar about the casual assaults an their high-tech “toy information and then can attack the same system.

-We are currently doing a study on this for the Department of
Justice. System hacking mostly stems from the phone freaking of
the 1960’s. It is trying to be a hero, trying to outdo their associates.
As I say, it is vandalism. It is mischief primarily, but it has result-
ed in some very serious criminal cases, and there are some juve-
niles who are now in custody as a result of engaglng in some of
these serious attacks.

The electronic bulletin board is Where the review of my book ap-

peared, and those system hackers are qulte unhappy with it be-
cause I exposed them.

Mr. LUkeN. So this is the electronic bulletin board? ’
Mr. PArgER. That's right. That is where it came from.

S —

a k in the lccal book store,
sS &, rather dlsturblng boo in e N PARKER.

e ame s e s e e mrem s ST 0 —

e e b we em et . .. K ’ - :

* ' I came acro i
‘ written by your—frlend-and--certalnly no

I ot —— - e

e iy

1 The book’s title is "Fighting ComplUter Crime®, and the

: llbe;ous pig—dog author and seif-acclaimed “expert" includes
certain items which look as if they were downloaded using
some sort of terminal... (TI Siient 700 maybe?)
Also included are not only the usuwal hacker stories, but some
‘neat accounts like the one about "The Whistler", a phreak who
was blind since birth, had perfect piteh, and phellow phreaks
would call him so that they could tune up the1r boxes!!

B

s e T

Sa, go to your(;\lcmal bookstore. and PICK UP (read "steal") a

copy of this bodk... I wouldn't support the bum, would yau? . Mr. LUKEN. Well this dlSparageS you and y0111r bOOk
I mean, anyone who would write the Susan Thunder was a hooker ! Mr. PARKER. Ialn Very happy for that as wel
(see article on computer crime in Penthouse) without first Mr. LukeN. I guess it is not criminal in itself, is 1t‘? leelous, per-
) : checking must be some jerk... Although it has occurred to me ' | haps‘?
that he could just be libelling as many phreaks as possible '
in the hopes of gettlng them p’ssed enough to expose themselves. 1\1&; EI:JR;{I;}? gf;;lgssyou shouldn’t say perhaps but other than
. : X R
Ideas anyone? Yow phriendly nesighborhood phreaP - .

being libelous, it is not criminally so‘7

MILO FHONEIL ‘Mr. PARKER. No, I don’t think so.

s st

: : o ) : » Mr. Luken. It is just that they were able to give 1t W1de circula-
: Msg. :634 . R o : tion by getting into these electronic bulletin boards? Would you de-
? About :FPIGHTING COMPUTER CRIME! h o a 1 scribe how they circulated that in greater detail?. . - ’
From ;f;,c_’f/ RUFD - o ; i’ 1 e Mr. PARkER. Yes. An electronic bulletin board is sunply a small
; Date :5/7/83 - ‘, . ‘ : ‘ . 1 computer that has been set up with dial-up telephone access to the ‘
> ‘ : § } computer. I might say there are very legitimate uses for electronic
*:i';f;_;: Finin Pook Zii‘zﬁ"‘egl;“ di“:?;iiig g:siz?fllsszzry ixt g o | ‘bulletin boards as well. The juvenile system hacker gets on his ter- ‘
: efample. lere 'd’:scri bez as typic=ally having slight phyza cal and mlnal dials into the- computer usmg the telephone /pumber and on
| ‘mental impedements -- how do vou like that!!! The few people N his termmal he can then type messages into the bulletin board. He :
| that we can converse with are fellow hackers and when we do its e can also see all of the messages on the bulletin board and displayed f;
! ’ :Lgéz}i;{ YA glg?:‘gr :gin“;ﬂ;;‘“ L thi '::Zl"éo U"tsgund 11;;*‘12 . ‘. on his terminal including telephone numbers and-all of the intelli- i
' us. its an intercsting book. e ssnt seen the | f gencechnecessucry fordxgakmg unautilgnzicll gccefes to florrfxputers all
, over the country and to engage in other kinds of mischie : )
‘ [Retrimval completel : o s ' Mr. LukeN. What system is this? ‘ i
‘ CESarward cRvaverse. . €I mdividial | | Mr. ParkEr. That is one that is gvailable apparently throughout )
LMSariod e <A>bort - o , R the State of New York. There are -hundreds of these. bulletm SRS
U R ' LT T T > boards. Every large city has at least a dozen or so of thern S i
o ' Mr. LuxkeN, Who operates them? > iy ' }
| | x
w4 ‘
= i
i
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Mr. ParkER. Many of them are operated pr1vately by individuals ‘ Ml‘@.P{&RKER. For example, we have one case where a 17-year-old
who just are having fun in providing them. Computer stores offer i got on his terminal and found his way into a leasing company busi-
them and provide assistance through them to their customers. : ness in San Francisco. He proceeded to spew dirty words through-
Computer clubs all over the country have established these bulletin | out the file of inventory of products for lease. He put them out of

boards. Hackers also engage to a certain extent in software piracy

] business for 1% days. They lost $60,000. It cost another $200,000 for
through the bulletm boards, that is they prov1de information about

them to gain the attention of the criminal authorities and to find

esssdyyaro-Stedl Eopies or mal ' unaumorwe gopice-cf panlreved.,com:, st oo 118 Kid and stop him, so it was.a. CQneiderahle,loqsth,them o =
puter programs. 1 % Mr. LUKEN. Was he charged with a crime? e S R R S
Mr. LUKEN. What is the technology? How do they connect? : i " Mr. PARkER. Yes. He was charged W1th a crlme and conv1cted !
Mr. Parxer. They connect up through a dial-up telephone that is _ Mr. LukeN. What crime?
connected to the computer. On the other end a system hacker S Mr. Parker. He was charged under the California computer
simply dials on the telephone and when he gets to the computer he | i crime law, a new law that was instituted in 1980, and he was suc-
hears a computer tone and knows he has arrived at a computer. He ;_ cessfully convicted of a c¢rime.

puts the telephone handset into a cradle of a modem and he turns
on his terminal and immediately he receives the initial informa- |
tion that the computer provides in answering its telephone and it : Mr. PARKER. I believe that to be the case, that's right. 0
says something like welcome to the x, y, or z bulletin board. What X Mr. Luken. Well, I think that is very helpful to me because it is
is it that you would like to do? Here is a menu of our functions. - illustrative of the situation. Anything else?

Mr. LugeN. This all goes over the telephone wires? , ‘ Mr. WypeN. Not from me, Mr. Chairman. Thank you.

Mr. PArkER. That is correct. : \ I Mr. Lugen. All right. We thank all of you. Your testimony has

' Mr. Luken. That is what we are talking about‘? \ been excellent, and extremely helpful to us. We thank you for what
Mr. PARKER. Yes. f you have been able to offer to us today.
Mr. LuxkeN. All courtesy of Ma Bell. | Finally we have Mr. Don&ld Devine of Comshare, Inc., the chair-
|

Mr. ParxkeR. Many of those computers are in small businesses man of the software protection committee of ADAPSO.
and hooked up to the dial-up telephone system which makes them Mr. Devine, I believe we have your written testlmony ; c

particularly vulnerable to this kind of attack. Mr. DevINE. Yes, you do. .
Mr. LugeN. Can you see other uses for this, other criminal or ne- Mr. LuxeN. Without objection, it will be received. We will place

Mr. LukeN. If he had been in a State that didn’t have a new law
like that he might not-have been charged with & crime?

SV S—

R T e e

farlélousPisRe;Elz{es‘i?es this vandalism type of thing? ' R it in the hearing record at the end of your testimony. ‘
r es g r
Mr. LUugeN. More mischief? : i TESTIMONY OF DONALD J.. DEVINE GROUP VICE PRESIDENT,
Mr. PARKER. Yes. We know of some Fagans, adult leaders of - COMSHARE, INC., AND CHAIRMAN, SOFTWARE PROTECTION
_ these juveniles who are urging them—— | ! COMMITTEE, ASSOCIATION OF DATA PROCESSING SERVICE
= & MIh LgKEN You better explain to the gentleman from Oregon ‘ i ORGANIZATIONS
o ahea P
Mr. PARKER. Adults encouraging these juveniles to engage in this . Mr. DeviNe. Thank you. Mr. Luken. When I was young, my
kind of . thlng pr]marlly for the theft of coples of computer pro- ° l grandfather took the tlme to tell me how hard he had it when he );
grams that are protected as trade secrets or by copyrlg}“t and so - ! L was a kid. He had been born in 1872 a’nd was raised on a prosper-
there is a commercial crime aspect. . H ous farm in Pennsylvania. They didn’t have any electricity and i

1 didn’t have central heat and they had a pump in the side yard and
g an outhouse. During his life he saw a lot of changes take place.
{ - He saw his family get indoor plumbing, telephones, and electric- iy
ity. My father saw his family get an automobile and a radio, and I
can tell my kids that I can remember when we didn’t have a televi-

Mr. LukeN. You are still in the area of Juvemles, though

Mr. PArRkER. But there are adults engaged in this activity as
well: It is not just limited to juveniles. - ~

Mr. Luken. This is primarily a prankstei-kind of thing?

o. Mr. PARKER. It has started that way. The most serious problem is

R T e -

that it is creating the subculture and very unhealthy values among ; : sion set at home, g
these kids who are going to be programing the computers in our ; Well, I have got a computer at home, but I got it just recently,
banks in another 5 years. We are concerned-that they are gaining i and my chﬂdren can tell their children that they can remember ]
a set of values that says it is acceptable to do this kind of thing. : | when we didn’t have a computer at home. —, |
~ Mr. LukeN. But at the moment you cannot perpetrate a.white- o v My purpose in this digression is to say that we have got a contm— 3

collar crime on them? uum here of technological change. The evelution of computer tech- ,

‘Mr. PARkER. Oh, yes, you can. T A o
Mr. LUKEN. Through thls system‘? e AR o ing much more common in all aspects of our daily lives and all as-
Mr. PARKER. Yes. . . L ] ‘ : , ‘ pects of business. It has finally reached the economic point where

Mr. Luken. How? L T i 2 it is becoming quite common in small business. r

T
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nology is just one part of this continuum. The computer is becom- qo
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- As the computer becomes more common it is itgel_f not creating
more crime, but it is getting involved in crime. This is particularly
true because a computer has two features that make people more
willing to use a computer when committing a crime. Those features
are information and control. : . . ;

First, with respect to information. People put their most valuable
information into a computer. Information like how much money

..o they owe other people, how much money other people owe them,
T Howmuch->meney-they.are. naving/in, salary,. and all of that is
called the accounts payable, the accounts receivable, and the: pay---s ~eremss

roll. There are other things as well. That information "has great
value to anybody who wants to commit a crime against that compa-
ny. They need access to that information either to commit the
crime or to cover up the crime which they have already committed.
The second agpect is control. There has been a lot of discussion
in earlier testimony about control. People are tending to put
almost their entire control mechanism on the computer. That is
the control mechanism which keeps track of who made what
changes when, who was authorized to make what changes, and
whether or not the books are in balance. But when all those con-
trols are in one place, it is quite possible for someone who is compe-
tent and trusted like the person that Mr. Marrs talked about to get
access to that computer and to circumvent those controls and
either cover up a crime or commit a crime. In that way the com-
puter is becoming a focal point in crimes against small businesses.
It has the information and it is the central point of control.
Now that computers have become less expensive, small business-
es everywhere are getting them but they don’t understand well
enough how to use the computers. They also don’t understand how
to keep the computers from being used improperly either acciden-
tally or on purpose. There is a large need for education.
There are four things that people need to be concerned about
with this education. The first one is how to deter computer crime
and accidental misuse from taking place. _
The second one is how to tell very quickly when, computer crime
or accidental misuse has taken place in order to minimize the loss.
The third one is how to plan or insure for the recovery from the
consequences of having been the victim of computer crime or acci-
dental misuse. , ,
Fourth, a lot of people in small business are themselves perpetra-
tors of computer crime because they don’t understand that they
are doing something wrong when they improperly copy or use or
distribute certain licensed or copyrighted program material. They
might have acquired this material from a store or from someone
who himself did not acquire it properly. - )
Basically I would like to make the following suggestions for this
legislation. ‘ . /o .
First, I very much endorse the shorter time period of 18 menth:
because I think changes are taking place so quickly that we must

-« have a sense of urgency. If we are not urgent, we are going to ’have

a report that will be out of date before it is completed. '
- Second, I very much endorse the participation of the private
sector on the task force, in particular people in the software indus-
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try who are doing a great deal today to. build safeguards and con-
trols into packaged software which is used by small business.
Last, I would see the focus of the task force be aimed at improv-
ing for small businesses (a) the methods of detering computer
crime, (b) detecting the incidents of computer crime, (c) advice on
plans and techniques for recovery for being the victim of computer
crime, and finally (d) the information on how to avoid being a per-
petrator of a computer crime through the misappropriation or
misuse of licensed or copyrighted software. v '

That is the essence of my testimony which is given in the pre-

Xt St iy

- Mr. LukeNn. Well, how about the question of definition of a com-
puter crime? Has that been something that you have considered at
any length?

Mr. DevINE. I have, and it is not easy to define because essential-
ly the computer is just a tool which can be used in committing
many other types of crimes which have been around traditionally.

In addition, there are crimes which relate to the changing or de-
struction of information which I don’t believe are adequately de-
fined in the statutes today and which permit people to do some
things which have very serious repercussions to small business.
They may be malicious things or they may be covering up a crime
or they may actually be assisting in the production of incorrect
checks or money orders or something like that. . :

Mr. LUkEN. Are you familiar with the California computer crime
law or a’similar one?: ,‘ '

Mr. DEVINE. I am not personally familiar with that law. I have
heard thirdhand some very good comments about it, and I certainly
endorse the attention of all of the states to legislation like that.

- Mr. Luxen. Do you know what it basically does? Is it similar to
our Federal statutes that make it a crime to do anything that is
usually a crime by reason of larceny or anything? If it is done by
wire, if it is done by interstate transportation in an automobile or
if it is done by wire or some of the other means is it that kind of a
statute that it says theft by use of computer is a crime?

Mr. DEvINE. I am not familiar with the details of it. It is my un-

£

derstanding, however, that it is relatively bold and includes state-

- ments that make certain manipulation and destruction of data a

criminal act as well as performing other acts with the computer
which would be criminal, that it does include making it illegal to
change data which you are not authorized to change. I believe that
Mr. Wyden, for example, earlier talked about someone who puts a
time bomb in a program so that the accounts receivable would all
be forgiven at the end of 6 months. F ‘

M‘;' Luken. How would you protect against that? Is there any
way? - : S
“Mr. DeviNE. Well, there are several things that you shoyld do.
Mr. Luken. I think you described earlier that the more protec-
tions you put in, the more trust you need in whomever is in charge
of those protections. Also, the more centralized it becomes, the
greater the possibility for subversion. , »

Mr. DeviNe. There are several things you can do. I believe the
most important thing you can do is to invoke management controls
very similar to what you do have done ordinarily if these were

- pared-statement. I will- be-happy to-answer-any questiops: === 7T EE st
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manually controlled books or manually controlled inventory or
manually cortrolled accounting system. You don't want to allow a
single person to be the only one who knows what is going on in
your business. You want to have reports produced. You want to
balance your books each day. You want to keep audit trails of the
transactions that have been made, who made them, when they
were made. With that information it is possible if your computer
blows up or your computer dies or if someone commits computer
crime to go back and reconstruct the steps which got you from
where the books were last correct to the point where they were in
error or were destroyed. o Telar oo

Mr. LukenN. That would be rather hollow advice for a small busi-
ness that just doesn’t have enough personnel for more than one
person.

Mr. DeviNe. With a very small business, it is not so much a prob-
lem because the person operating the computer would have to him-
self be the criminal and also be the victim, unless it was a crime
against a taxing authority or some such thing as that. With a small
business.my recommendation is very much along the lines of Mr.
Marrs’ testimony, that the principals need to be involved and un-
derstand what is going on inside the computer, and at least one of
the principals needs to have a good understanding of the computer
technology. He does not have to be a super expert but needs to be
more than just casually informed about what is going on with the
computer. T Y BRI :

You are*making an investment when you put a computer in. You
are investing your business in a computer and you are relying

upon it, and just as you would not rely on some other important

piece of machinery in your factory that no one in your company
bhad any knowledge or experience with, you should not rely upon
an important piece of machinery in the accounting department of
your business that you don’t have at least one person who has
some knowledge and experience with. It must be a person of trust.
If it isva small business, it should be one of the principals. If it is
not a small business, you should partition the work to where there
are.checks and balances and more than one person would have to
bé-in collusion in order for -a computer crime to take place. Then
you also need to have good controls in the form of backups and
audit trails, that is, lists of transactions that took place so that you
would be able to do a récovery or a diagnosis of the problem.

. Mr. LugeN. Well, do you think the Small Business Administra-

tion would be helpful in providing those kinds of guidelines?

Mr. DeviNg. I believe it is principally a matter of fostering edu-
cation. It is the most important thing that can be done.

1 also believe, by the way, that education is needed not just in
small business. We need education of law enforcement people,
people in the judiciary, and people in-the areas of prosecution.
They have to understand this as well so that when computer crime
does occur, small businesses are able to turn to the authorities and
the agencies of government, both State and Federal, to get things
done. The education has to take place both at the level of the small
businessman and ir the various agencies of government,

 In addition to that, there do need to be some changes in legisla-
tion, and those changes in legislation I believe are principally State
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problems as opposed to Federal, although I am not really an expert
on that. What we need to do is to see to it that crimes against data,
crimes where data has been misappropriated or destroyed or
changed either to cover up or cause a crime to take place are in
fact themselves criminal acts and that people will be tracked down
and prosecuted in those areas. : ' L

It is my belief that a lot of this will still be taken care of by edu-
cation, and by good management procedures, but we need both. We
need a balanced approach, both education and legislation. ;

Mr. LukeN. Well, you said that you believe it is primarily a State
matter. Do you think States can accomplish very much? States are
by their very nature different in size and therefore different in
amounts of resources. o _ , ,
~ Mr. Devine. I think it is largely because many small businesses
are in fact so small that they are involved only in business within
a given State and they have tended to look to the State for the
kind -of assistance they need both legislative and law enforce-
mentwise. . L , . :

,Mr. LUuKEN. We are the Small Business Committee.

_ Mr. DeviNE. | would just like to see the legislation take place. It
is my opinion that we would be much, much better off with legisla-
tion uniform throughout the United States as opposed to different
in each State because those companies which are ir: more than one
State or those of us who are in small businesses that provide soft-
ware to other small businesses and have the Nation as our market-
place would benefit from uniformity. I much prefer uniformity.

Mr. LugeN. Mr. Parker described a computer crime that was
committed that was able to be prosecuted because California was a
progressive enough State. It had a computer crime law of 1980. If
this occurred in South Dakota, the perpetrator might go scot-free.

Mr. DeviNE. That would be very unfortunate. We should have a
national law. SR N o

Mr. LukeN. For guidelines? »

‘Mr. DeviNE. Yes. That would be quite advantageous.
~ Mr. LukeN. The gentleman from Oregon. LT '
- Mr. Wypen. Thank you, Mr. Chairman. Mr. Devine, I know you
are an authority in' this field, and I apologize for missing some of
your testimony, and I am very appreciative that you stressed edu-
cation because I think that is the key. It is education that includes
small business but also includes general use of computers. ‘

Could you give us, specifically, your thoughts how this education
should be conducted? Do you think the Government should put on
classes? Do you think we should just get out of it and suggest to
the private sector they do it? Exactly how can we educate people to
these issues and given the fact you and I are in agreement that
education is the key, how would you best like to see that done? =

‘Mr. DeviNe. Well, first of all, I would like to'see the education
appear -through every available channel, and I don’t mean to re-
strict any channels. : ‘ B S S

Mr. WypeN. No difference of opinion there. o

Mr. DevVINE. I believe that the education will be effectively han-
dled a number-of ways. First of all, trade associations are paying a
great deal of attention to this and they should be encouraged to
spend more time paying attention-to it because the specific prob-

3
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lems that small businesses face vary by industry. Those businesses
which are principally in the electronic handling of moneys, those
which are in the inventory or manufacturing businesses tend to
have somewhat different profiles of risk, and so it Would pay for
trade associations to do this.

Individual software companies, hardware companies, people Who
are consultants to small business are already paying much more
attention to education of small business. More needs to be done
there. The education community itself is making people much more
computer aware. I would ‘even go so far as to suggest using the ele-
mentary -and secondary school districts throughout the United
States. We need to have more training in how computers are prop-
erly used and how to avoid their improper us, either accidental or
intentional. We must have a computer literate somety Computers
are going to be everywhere in the future.

I think those are some of the principal methods of doing it. I
won’t want to cut off any other successful method of training.

Mr. WyDEN. Let me ask you about the clearinghouse in this bill
because I see the benefit of that as primarily education. What we
want to do-ig in effect make sure that as the most current, most
up-to-date kinds of approaches come on line, we can get those out
across the country, that it would be in effect the most current
guide to the security remedies at that time. We don’t want to dupli-
cate anything else, but we feel that some place in the United
States you ought to be able to have this clearinghouse that can be
the latest up-to-date information place to turn to, and I see that as
educational. -

‘Do you think that is a viable approach? Is that somethlng you
can go along with?

‘Mr. DEvINE. I do. I go along with that. I feel that it will be most
effective if it recognizes that there are third party conduits as op-
posed to attempting to send information directly to individuals in
private industry. I don’t think that will work very well. It will be
very expensive and I don’t think it will work very effectively.

Instead I would see the clearinghouse giving information to
whatever organizations have the initiative to undertake this neces-
safly education. They may be trade associations and they may be
others. o

‘Mr. WYDEN. One other quick one. Agam T'm sorry I missed some
of your testimony, and I am going to read it carefully.

Do you think that it is important that the small businesses in
particular insure themselves against computer crime losses? Is that
another area.of education that is not really being done at this

~ point and we ought to do it and get the word out that it can be

helpful?

Mr. DeviNE. The answer is unequlvocally yes. I ieel that some ex-
isting insurance already overlaps this coverage and that work
needs to be done in the insurance industry to more clearly define
these risks and tc provide packaged coverage for small business.
For example, fidelity insurance which is aimed at a trustworthy
employee who potentially goes astray, embezzles, would cover this
kind of risk. I do believe that small businesses should insure.

Mr. WypeN. Thank you, Mr. Chairman.
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Mr. Luken. Can you tell us any more about the subject of insur-
ance? The insurance aspect of it alone is vast, I am sure. When you
say fidelity coverage where the employee beneﬁts, that would cover
no matter what the method used, wouldn’ t it?

‘Mr. DevINE. That’s right, and it is. my belief that all businesses
should also assess their risk and should determine what their prob-

ability of those risks are and aren’t and what the impact of those
risks would be, and to have a plan for all of their highly likely
hlSkS or high 1mpact risks, those I‘lSkS that would put them out of
usiness.

Mr. LukeN. They might not have coverage, for the vandalism

aspect of it. That might fall through the cracks.

Mr. DeviNE. There is coverage which is presently offered which

is a data processing media insurance which most small businesses
do not understand and which is not well aimed at them."

Mr. Lugen. We understand that they don’t understand because

we might not understand.

Mr. DeviNE. But there are some pieces of coverage. Essentially
the insurance industry has not adequately packaged many of the
coverages which it already offers, so that they are aimed at these
risks, but instead they just have a number of offerings today which
somewhat overlap, There are holes and many businesses are faced
with these gaping holes in their insurance coverage.

I think adding a representative from the insurance industry to
your task force would be a very worthwhile activity, and I think we
should do everything we can to encourage the insurance companies
to package their offerings specifically for this need.

[Mr. Devine's prepared statement follows:]

PREPARED STATEMENT OF DonNALD J. DEVINE, GroUP VICE PRrESIDENT, - COMSHARE,
INc., AND CHAIRMAN, SoFTWARE PRrROTECTION COMMITTEE, ASSOCIATION OF DATA
PROCESSING SERVICE ORGANIZATIONS

I am Donald J. Devine, Group Vice President of Comshare, Inc., representing
ADAPSO, the national industry association of the computer software and services
firms. Comshare provides computer software and services to business of all sizes
throughout the U.S. and western Europe. At present, I am the president of ADAP-
SO’s Microcomputer Software Association and the Chairman of ADAPSO’s Software
Protection Committee. I have been working in computer software and services since
1957 at a variety of positions in both large and small business.

THE NATURE AND SCOPE OF COMPUTER CRIME -

There is no single good definition of “Computer Crime”. It means different things
to different people. I consider it simply to mean that the use of a computer is mate-
rially involved in a crime. Examples are (a) theft or copyright infringement of infor-
mation stored on computer tapes or digkettes, (b) authorized destruction-or alter-
ation of such information, and (c) modification of computer programs or computer-
ized information either to cover up a crime or cause a crime to be committed. This
last category seems to get the most publicity. It includes crimes like adding a ficti-
tious person to the payroll list with the computerized checks being mailed to the
criminal’s address, or changing the computerized record of the inventory level to
cover up for the television sets that have just been hijacked,

Each of these has its analog in nor-computer crime—(a) property theft or copy-
right infringement, (b) property damage, and (c) embezzlement, malfeasance, doctor-
ing the books, covering up for a hijacking, etc. They are the same old crimes we
have faced before. The only difference is that a computer is materially involved.

‘I do not include violent crime as computer crime. The physical destruction of a
computer or its peripheral equipment is just another property crime. The special
characteristics of a computer are not materially involved. Even though computers
can be used to support a violent crime like keepmg track of assassination targets or
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planning a terrorist raid; I'don’t think of these as materially computer actions. The

violence or intended violence itself is the crime. The computer itself, like a pencil

and paper or a pocket calculator, is only a tool. To me, computer crime is largely
intellectual crime. ‘ ’

Computers are becoming increasingly-more involved in all aspects of our lives, in-
cluding our business. This trend will continue and soon virtually every business,
and most homes too, will be using computers as part of their standard equipment.

The inevitable result will be that computers will become involved in increasingly

larger numbers of crimes. I do not believe that computers are making the incidence
of crime go up, only that computers are becoming more involved in everything that
happens in the U.S,, including crimes. p , ‘

Computer crime is discouraged relatively well in larger companies through their
electronic data processing (EDP) auditing function, security procedures, and other
extensive internal and external auditing activities. When computer crime does
occur in a larger business, it is usually detected relatively quickly. Quick detection
and contingency plans usually keep the damage relatively low. Many larger compa-
nies are now well insured against-loss from these intellectual crimes which might
materially involve a computer. ’ _

Computer software “piracy’”’ is a relatively new crime because computer software
is a relatively new commodity and it is not well iinderstocd by the general public.
Many people do not realize that the improper copying, use, or distribution of com-
puter software is a criminal act which greatly damage the computer software indus-
try. Many software authors who are damaged by this “piracy” are in small business.
Many of the perpetrators of this crime are in other small businesses. Education and
enforcement are both needed on this matter. '

HOW IT IS SPECIFICALLY A SMALL BUSINESS PROBLEM

Computer crime is not only a small business problem. Generally, I do not think it
is any more a small business problem than it is a large business problem. However,
the problem is somewhat different for small businesses and for others, principally
because small business have less understanding of computers in general and com-
puter crime in particular, and consequently they are less prepared to deter it, detect

it, and recover from it.. = ° o ; ;
Small businesses are rapidly computerizing now. In addition to the order catego-

.ries of mainframe computers and minicomputers, we now have more than 100,000

powerful yet surprisingly inexpensivé microcomputers being sold in the U.S: each
month. A large percentage of these are being used in business. For the first time,
smaller businesses find that they can readily afford to use computers extensively.

A larger proportion of people in small businesses are novices at using computers.
They don’t yet understand well enough how to use computers effectively to help
them - in their business, how to safeguard their valuable information and how com-
puters might be misused either accidentally or intentionally to commit a crime.
They also do not understand how they may be committing a computer crime them-
selves in “pirating” software.” ’ S . 2

Smiall business people need to be better educated in all aspects of using a comput-
er, including the risk that they may become victims 6f computer crime or perpetra-
tors of computer crime. Although this education problem is more serious for small
business, there is also an education problem in large businesses related to the con-
trolled and proper use of the new microcomputers and their software,

I have trouble separating the education about computer crime from the education
needed about computers and their usage in general. Instead I see it as a broad edu-
cation need, with most of the general public in the U.S. sharing that need. '

Small businesses need to be educated about computer system control procedures.
They must recognize the need, Wwnd know how to implement and operate good com-
puter system control procedures. Once automated, there are usually fewer people
who are knowledgeable about the smaller company’s important, and now computer-
ized, business systems—Ilike accounting, inventory, or other recordkeeping. Control
procedures are often more lax because people tend to have a strong belief in com-
puter accuracy and reliability. This tends to make it easier for someone in a posi-
tion of trust, who is knowledgeable about computers,.to commit a computer crime
against the company. ... - o ‘ , ;

Computer hardware and software companies as well as business consultants spe-
cializing in computer systems. dre providing private sector help in this area now.
More attention needs to be paid to this, but I am confident that the private sector
will continue to improve the;services it is offering. The private sector vendors will
rise to the occasion in this evolving market, They are clearly doing so now in the
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form of programmed control and audit procedures which are becoming more
common in commercially available software packages, for example. :

“Small businesses rely on local law enforcement agencies. These, too, are largely
untrained to deal with computer crime. Prosecutors and the state and local judici-
ary are also poorly prepared to deal with computer crime. Again, this-is an educa-
tion problem. It affects small business much more heavily than it affects larger
businesses, Larger businesses generally have specially trained staff which is compe-
tent to detect computer crime, collect evidence, and support law enforcement agen-
cies. In addition, they have the money to hire experts to assist in prosecution. How-
ever, they seem to undertake civil actions instead of criminal actions in many cases,
or simply discipline or discharge the culprit without involving the judiciary at all.

THE APPROPRIATENESS OF H.R. 3075

This is a passing problem, resulting from a rapid evolutionary change in some
business practices in response to changing technology. The trend of computerizing
small business is so powerful that we couldn’t stop it, even if we tried. And, of
course, we don’'t want to stop it; we want to foster it because it is very good for
America. :

The private sector of the U.S. economy is resilient and adaptable. On the whole,
the trend by small businesses to more highly computerize their operations will be a
great success. The problems associated with this evolutionary change will all be
handled by the normal mechanisms of the economy in due course. Our free enter-
prise economy is very good at identifying needs and satisfying them quickly. We can
already see that happening with this problem,.

The government can help and can avoid hindering this process. One thing we
should always do is to keep the private sector involved. FL.R. 3075, the Small Busi-
ness Computer Crime Prevention Act, is very narrowly focused, which is good. It
also creates a Temporary Task Force to study and deal with a specific problem.
?eilﬁge the problem is temporary, the temporary nature of this Task Force is impor-

HOW H.R. 3075 CAN BE IMPROVED

If passed, H.R. 8075 should be aimed more precisely at computer crime, with an
objective of helping the private sector and existing government agencies td deal
with this problem more effectively and more quickly, and equally important to be
sure the government does not delay or increase the cost of the developing solution

" to this problem.

The composition of the Task Force should be amended to include representatives
from the private sector, specifically people from the computer software industry and
the computer hardware industry. ‘

Section 3 of H.R. 3075 should be modified to focus the purpose of the Task Force
on how computer crimes against small businesses can be more effectively deterred
and detected, and how small businesses can better prepare themselves to recover
from the adverse consequences of computer crime when it occurs. The general
answer is the improvement of procedures, programs and equipment, and education
of small business on how to employ these procedures, programs and equipment ef-
fectively. Fostering education is the most important aid the government can pro-
vide. Formal standards and more regulation are not needed. They will be counter-
productive, :

In general, more education on the proper (and dealing with the improper) ‘use of
computers is needed throughout the American community. In addition to the gener-
al public, legislators, law enforcement officals, prosecutors, and the judiciary need to
be more computer aware. As this happens, it will benefit small businesses generally
in their dealings with computer crime, and it will benefit small business microcom-
puter software companies whose products are often improperly appropriated today.

Mr. WypEN. I couldn’t agree with you more. : \

Mr. LukeN. The insurance companies are facing exploding tech-
nologies on a number of fronts, aren’t they? ‘

Well, in any event, the House is in session and fortuitously we
have now been able to complete this glimpse into the problem, and
we thank you, Mr. Devine, for your insightful testimony. As to the
others, all of whom were extremely helpful today, I hope that we
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can, continue to work with you and to rely upon your good counsel
as we have today. Is there anything further?

Mr. WypgN. Not from me, Mr. Chairman; again, Mr. Chalrman, 1
just want to. tell you how much I appre01ate your makmg this hear-
ing pos51b1e

» Mr. LUKEN Well we thank the gentleman for 1ntroduc1ng the -

legislation and getting this very necessary and beneficial activity

started, so the subcommittee will be adjourned, subject to the call-

of the Chair. We will leave the hearing record open for 30 days for
additional comments.

[Whereupon, at 12:10 p.m., the subcomrmttee ad_]ourned to recon-
vene subJect to call of the Chalr]
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Honorable Thomas A. Luken
Chairman, House Committee on Small Buginess

© Subcomniittee on Anti-trust and Restraint of

Trade NActivities Effecting Small Bu31ness"
United States.House of Renresentatlves
Room B3630 RHOB ‘

?'-\c-hﬁpgkon D,C., 20510

Dear Chairman Lukens T SR R B R

a

I

- I appreciate the opportunlty to ewpress my oplnlons to_

this Subconmlttee on the subject of HR3075, the Small Business
Computer Crime Prevention Act. I am sorry that I will not be
able to be present at your hearing on July 14, 1983 but hope .
that these written comments will be of value to you 1n your

con81ae1atlon of thls important bill,

Let me begln by describing who T am anq why T belleve :

thl" legislation is important. I am: ‘Pregident of Trusted
information Systems Inc., a small business Wthh I recently
founded. As the name implies, this business is concerned with
developrnent and use of compukér systems which provide a user:
with a high degree of confidence that his information is
protected from unauthorized use or dlsclosure, in short
computers that the user can “"trust", Prior to foundlng this
company, I was the Director of Information Systems in the Office
of the Deputy Underaecretary of Defense for Commnnlcatlons,
Conmand, Control and intelligence at the Pentagon, 1iIn this
capaclty I was responsible for the World Wide Military Command
and. Control Systém (WWHCCS) Information System (WIS) and the
Defense Communications System. I was also responsible for
eetabllshlng the DepaxtmenL of Defense  (DoD) Computer Security
Initiative in 1978 and the DoD Computer Security Evaluation
Center at the National Security Agency in 1981, I spent four
vears at the Defense Advanced Research Progects Agency
sponsoring research in computer security and then four years

“working w1th the U.S. computer manufacturing community trying,
with sone real succeSs, to get then to develop trusted computer
- wystens. I . ‘ . ~
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Chairman Luken, July 2, 1983 7

All of that involves véry high technology, advanced
state of the &art developments that are important for our
national defense and for the protection of sensitive information
in large computer centers and networks. But there is another
side to computer security which is in a sense more mundane but
just as important, Protection of information in a computer is a
function of a number of prudent measures acting together, just
as protecting the contents of one's home involves locking the
doors and windows, putting on a night light, asking the neigh-
bors to watch for strangers, etc, Many of these measures needed
to protect information are rather basic common sense steps
which, if carried out in reasonable combinations, will afford
considerable protection, Unfortunately, many people, especially
those in small business situations, do not have sufficient
insight into the strengths and weaknesses of computer systems to
understand what constitutes a reasonable set of such protective
measures. And unlike their large business counterparts, they
are unable to afford the estab- lishment of gtaffs specifically
oriented to computer security or the hiring of outside experts
to assist them in developing reasonable procedures.

The currently popular movie "War Games" should be
required viewing for all vho are concerned with protecting
sensitive 1nlormat10n on computers. Let me state emphatically
that the national security related aspects of the movie are
nothing more then very interesting fantasy, similar to that
portrayed in dozens of similar movies and books in recent
years, lilitary data communications systems are protected with
the best communications security mechanisms and procedures
available in the world, and computers are always used in ad-
visory roles with humans making all .the essential decisions’
regarding use of military force., However, this movie is much
more then just another interesting tale of Armageddon because
the measures that the young high school student takes to gain
access to his school's computer, the phone number of the airline
reser vations service and a bank’s computer are all very real
and easy to perform using small personal computers. The idea of
programming a computer to run through all the phone numbers in a
given phone exchange and note the ones that return a "data" tone
is neither new nor in the slightest way sophisticated, . Once one
has a target phone numb&r, the intuitive process for guessing
the password of a potenelal user (assuming -the system even

bothers with passworés) is very well portrayed in the movie. It

is these routine aspects of the movie that are what I recommend

all users of computer systems concentrate on because it is these

aspects that represent the potential threat they face,
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Chairman Luken, July 9, 1983

Almost daily one reads in the trade press of yet
another case of fraud being perpetrated involving a computer,
Rut much of the so called "computer crime" does not involve
sophlstlcatee computer science technigues at all but just
extensions ofmage oléd "sloppy bookkeeping" as updated to the
The programmer whe”took the round off error in
var ioils accountlng operations, consisting of no more then
hundreds of a cent per operation, and added it to his account,
would never be found in normal audits. The celebrated case in
which a former employee retained his password and bluffed his
way to the release of several million dollars, only to be foiled
by foolishk handling of the diamonds he bought with the money is
yet another example. A recent edition of the Computerworld
trade journal carried-a story of a computer operator who embez-
zled over $84,000 from a state agency in Pennsylvania. She diéd
this over a two year perloo by pocketing dep051ted funds from
her cash register and misapplying someone else's deposit to
cover the computer record, She woulé eventually get yet another
deposit to cover the one she misapplied, and so on. When asked
why it took two years to catch her, no one from the Department
was available for comment, 0

These examples are far too prevalent. They are be-
coming routine as employees who are not very sophisticated are
able to- get away with "minor" crimes by hldlng within the com-
plex1ty of the computer systems they are u51ng. The approach
used in Pennsylvania would not have worked in the manual world
of bookkeeping because the delay in posting deposits would have
been more obvious. But it is virtually impossible even *for a
small business to successfully compete without using computers
to handle basic transactions. Had the agency supervisors
understood that such actions were possible (as they now do),
they could have taken steps to cetect such activity.

The small business person is very much like the super-—
visors in this case., They must rely on computers to compete in
the marketplace but they are not aware of the vulnerabilities
that accompany the use of automated data processing. They fre-
quently must operate in a world of blind faith either assuming
that computers "do not make mistakes" or so afraid of the com-
plexity of the computer that they do not attempt to understand
even routine-protective measures that they should be using.
Unfortunately, while large companles can afford insurance
against such losses (indeed it is said in the diamond case that
the victimized bank actually made money f£rom the later sale of
the recovered diamonds), most small businesses have neither such
insurance or the resources to recover from vhat might otherwise
be a minor case of embezzling. $84,000 stolen from a small
business over two years might be enough to cause it to fail,
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Chairman Luken, July 9, 1983 "

HR3075 will hopefully, begin to alleviate this problem

for small businesses by making available to anyone simple mea-

sures that can -be taken to protect a company. from potential

a?use of its computgr systems, I strongly recommend that you
give favorab}e consideration to this bill, If you plan to have
further hearings on.this subject, I would be pleased to appear

in person to express my opinion.

.

".Sincerely,

Stephen T. Walker

Larry Sabbath

Staff Director : e
Housedzubcommittee on Anti-trust and Restraint
of Trdde Activitiesg Effecti%? Small Business
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. APPENDIX B.—THE BiLL H.R. 3075

981 CONGRESS
1ST SESSION o o 3075

[Report No. 98-423, Part 1]

To amend the Small Business Act to establish a Small Business Computer Crime
and Security Task Force, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mavy 19, 1988

Mr. WypEN introduced the following bill; which was referred jointly to the
Committees on Small Business and the Judiciary -

OcroBER 20, 1983

Additional sponsors: Mr. MyrcHELL, Mr. McGRATH,g'Mr. CorraDa, Mr, Goop-
LING, Mr. GEJDENSON, Mr. WoN Pat,” Mr. FrENzEL, Mr. LaFALCE, Mr.
LEevIN of Michigan, Mr. ConyErs, Mr. PATTERSON, Mr. RATCHFORD, Mr.
'ACKERMAN, Mr. TaLLON, Mr. MCDADE, Mr. LUKeN, Mr. Biuiraxis, Mr.
WinriauMs of Ohio, Mr. SmitH of New Jersey, Mr. ContE, Mr. WEBER,
Mr, Sisisky, and Mr. BROOMFIELD. '

OcroBER 20, 1983

Reported from the Committee on Small Business with an amendment and ordered
to be printed

[For'text of introduced bill, sce copy of bill as introduced on May 19, 1988]
o

- ABILL

To amend the Small Business Act to establish a Small Business
Computer Crime and Security Task Force, and for other

Jurposes. '
1 Be ut enacted by the Senate and House of Representa-

2 tives of the United States of America in Congress assembled,
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SHORT TITLE

Secrion 1. This Aot may be cited as the “Small Busi-

ness Computer Crime Prevention Act”,

- FINDINGS AND PURPOSES
StE‘C. 2. (@) The Coongress hereby finds that—

) there is an increased dependency on, and gtro-
liferation of, information technology (including gomput-
ers, data networks, and other- commumcatwn demceb)
in the small business commumty, |

(2) such technology has permitted and expanded
criminal acthty against small business concerns; and

(3) small husmess concerns are not alwa;ys able to

protect their znformatzon technology from the computer

P . o o Q
criminals. : :

(b) The purposes of this Act are—
(1)  to improve theﬁm‘wnagement by small business

concerns of their information. technology, and

(@) to encourage such’ busmess concerns lo proteot _

such technology from criminal activity.

" COMPUTER CRIME AND SECURITY TASK FORCE

Szc. 8. Section 4(b) of the Small Business Act (15

- U.8.C. 633(1))) is amended by adding at the end thereof the
following new Pamgmph .- .

“B)A) The Admzmstrator shall, not later than szwty

25 days after the effective date of this paragraph, establzsh a

N
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g
1 task force<to be known as the ‘Small Business' Computer
92 Crime and Securtty Task Force’. . J
3 “(B) ‘The Task Force shall consist of the following
4 members | %
5 C “G) an employee of the Small Business Adminis-
6 tration, appomted by the Administrator; |
7 “(ti) an employee of the Instztute of G’omputer
8 'Seiences tmd Technology of the Depariment of C’om-
9> " merce, appomted by the Secretary of Commerce;
10 “Gii) an employee of the Department of Justzoe
11 | ~appointed by the Attorney General; ‘_
12+ “(iv) an employee of the Department of “Defense
18 @ appointed by the §eoretary of Defense;
14 “to) one individuel, appointed by the Administra-
15. . tor, who i.;s“ representative of the interests of the provid-
16 ers of ‘com}mter hardware to small business concerns;
17 “(vi)oone individual, appointed by the Adminis-
18- trator, who, is representative of the :t'\nte‘rests, of the pro-
19 -k viders of computer software to small business concerns;
20 | “(vit) one individual, appointed by the Adminis-
21 trator, who is representative of the interests of the pro-
| 22 mders of insurance lo small business concerns;
23 - “(viit). one zndzmdual appointed by the Adminis-
24 ~ trator, who is representatwe» of the interests of the pro-

J
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‘viders of G‘Omputei‘ security equipment .end Services to

o

small busmess concerns;

“(za:) one individual, appomted by the Admzms-'

trator, who 1is representatwe of the znterests of associ-

" ations of small business concerns, other than small

business concerns. engaging in any of the activities de-

, seribed in clauses (v) through (vit); and

“x) such: additional qualified individuals, ap-

pointed by the Administrator, as the Administrator de-

‘termines to be appropriate.

“(C) 1t shall be the function of the Task Force—
“G) to define the mature and scope of computer
crimes committed agaiﬂst small business concerns;

“(@1) to ascertain the effectiveness of State legisla-

tion, and available security equipment, ingpreventing«'

- computer crimes ‘against small business concerns; =

0o
fal.

“Gi#) in cogperation with the NationaZ Bureau of
'Standards to develop guidelines to assists small busi-

ness concerns in. evaluating the seaumty of computerv

systems,,¢ and
i g Q

“Giv) ‘Z,o make recommendations to the Admimstra-

. tor. with respect o the appropriate activities of it]ie re-

 source center establzshed under pamgmph (4)

bers.

. YD) The Admmzstmtar skall deszgnate one of the mem-

of the Tasif Force as zts chmrperson " The Task Force

s T
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12
13
14
| 15
16
17
18

19

20
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o

shall meet:not less than once during each siz-month period

«following the effeo‘ﬁve date of this paragraph, ot the call of its

3 chazrperson A ma]omty of the members of the Task Force

.shall consiztute @ quorum.

“(E) Each member of the Task Force shall serve with-
out additional pay, allowa.nces, or benefits by reason of such
service. To the extent and in the amounts provided in ad-
vance in appv:opdatiohs Acts, each such member shall be re-
tmbursed for actual expenses, including travel expenses, de-
termined by the Administrator to have been resaonably in-

curred in the course of performing the functions vested in the

Task Force.”

“(F) The Admz'nistmtor sha,ll provide the Task Force

wzth such staff and office faczlztzes as the Administrator, fol-

lowing consultatzon with the Task Force, considers necessary

to permit the Task Force to carry out ils functions under this

pamgmph B T o TR

B G) The Task Force 'may seCure directly from any

Federal’ agency mfomatzon necessary to enable the Task

Force to carry out zts functzons under this paragraph. Upon

req,uest of the chairperson of the Task Force, the head of such

: agehcy shall furnish such z'nfmvnation to t]ie Task Force.
23 .
24

H) Not later than ezghteen months after the effective

date of this pamgmph the Task Force shall submit to the

.Preszdent the Admzmstmtor and the OOngress o detailed

o
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6

report setting forth the findings of the Task Force with re-

 spect to the matters described in subparagraph (C) and. con-

taining such recommenda‘tzon.sz as the Task Force determines

to be appropriate.

~ thirty days after the submission-of its report under subpara-

() The Task Force shall terminate not later than

 graph (H).

“(J) For pmposes of this paragraph and paragréph

@—

18,
19

20

21

22
23
24
25

amended by addmg at the end thereof the follow ing- new para- ’

“G) the term ‘coozputer crime’ means—

- D) any crime committed against a small
business concern by means of the use of a comput-
er; and

“II) any crime involving the illegal use of,

- or tampering with, a computer owned or utilized

- * by a small business concern; and
“@) the term ‘Task Force’ means the Small

' Busingss Computer Crime and Security Z’qfsk‘Force

established under subparagraph (A) "

COMPUTER CRIME AND SECURITY INFORMA I ON

‘ SEG 4. Section 4(b) of the Small Busmess Act (15.
U.S.C. 6’33(1))) as amended in section 3 of this Act,vzsw

grapk

“(4) (A) The Admzmstmtor shall—-n B
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(1) provide to small business concerns mforma-

tion regarding—

"

small business concerns; and !

- lized by small business concerns; and

“t1) provide for ﬁeriodic ‘regional fomms | for
small business concerns to improve the exchange of ih-
formation regarding the matters described in clause ).
“(B) Not later than sizty days after receipt of the report
of the Task Force under pamgmp?i (3)(H), the Administrator
shall establish as part of the Small Business Administration
@ resource center that will carry out the functions of the Ad-
ministrator under subparagraph (4)(). ",

- 0

(D) security for compulers owned or uti- ¢

“  computer _crimes  committed against
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