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ABOUT THE TECHNOLOGY ASSESSMENT PROGRAM

The Technology Assessment Program is sponsored by the Office of pevelopment, Testing, and
Disseminatior: of the National Institute of Justice (NIJ), U.S. Department of Justice. The program responds
to the mandate of the Justice System Improvement Act of 1979, which created NIJ and directed it to
encourage research and development to improve the criminal justice system and to disseminate the results
to Federal, State, and local agencies.

The Technology Assessment Program is an applied research effort that determines the technological
needs of justice system agencies, sets minimum performance standards for ' specific devices, tesis
commercially available equlpment against those standards, and disseminates the standards and the lest
results to criminal justice agencies nationwide and internationally.

The program operates through:

The Technology Assessment Program Advisory Council (TAPAC) consnstmg of nationally recognized
criminal justice practitioners from Federal, State, and local agencies, which assesses technological needs and
sets priorities for research programs and items to be evaluated and tested,

The Law Enforcement Standards Laboratory (LESL} at the National Bureau of Standards, which
develops voluntary national performance standards for compliance testing to ensure that individual items of
equipment are suitable for use by criminal justice agencies. The standards are based upon laboratory testing
and evaluation of representative samples of each item ¢ «+ pment to determine the key attributes, develop
test methods, and establish minimum performance : « nts for each essential attribute. In addition to
the highly technical standards, LESL also produce: . .r guides that explain in ‘nontechnical terms the
capabilities of available equipment.

The Technology Assessment Program Information Center (TAPIC). operated by the International
Association of Chiefs of Police (IACP), which supervises a-national compliance testing program conducted
by independent agencies. The standards developed by LESL serve as performance benchmarks against
which commercial equipment is measured. The facilities, personnel, and testing capabilities of the
independent laboratories are evaluated by LESL prior to testing each item of equipment, and LESL helps
the Information Center staff review and analyze data. Test results are published in Consumer Product
Reports designed to help justice system procurement officials make informed purchasing decisions.

All publications issued by the National Institute of Justice, including those of the Technology
Assessment Program, are available from the National Criminal Justice Reference Service (NCIJRS), which

serves as a central information and reference source for the Mation’s criminal justice community. For -

further information, or to register with NCJRS, write to the National Institute of Justice, National Criminal
Justice Reference Service, Washington, DC 20531.

James K. Stewart, Director
National Institate of Justice
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: ‘ This document, NH Standard-0321.00, Contro! Units for Intrusion Alarm Systems, is an equipment ; [
; standard developed by the Law Enforcement Standards Laboratory of the National Burean of Standards, It £
is produced as part of the Technoiogy Assessment Program of the National Institute of Justice. A brief
, ) : description of the program appears on the inside front cover. =~ , L , ,
v S P This standard is a technical document that specifies performance and othei requirements equipment «
i - U.S. DEPARTMENT OF JUSTICE v " - -should meet to satisfy the needs of criminal justice agencies for high quality service. Perchasers can use the
i National Institute of Justice - test methods described in this standard themselves to determine whether a particular piece of equipuient S
E S ' ‘meets the essential requirements, or they may have the tests conducted on their behalf by a yualified testing 3
James K. Stewart, Director laboratory. Procurement officials may also-tefer to this standard in their purchasing documents and require ‘ :
: o that equipment offered for purchase meet the requirements. Compliance with the requirements of the ‘ P
: o . standard may be attested to by an independent laboratory or guaranteed by the vendor. ; .y
' - Because this-NIJ standard is designed as a procurement aid, it is necessarily highly technical. For thosé A
~ who seek generai guidance concerning the selection and application of law enforcement equipment, user P
i cLe guides have alse been published. The guides explain in nontechnical language how to select equipment g “
US. Depariment of dustics . 00327 “capable of the performance required by an agency. R ‘ : v
f National Institute of Justice ; NIJ Standards are subjected to continuing review. Technical comments and recommended revisions are -~
, = This document has been réproduced exactly as received from the welconie. Please send suggestions to the Program Manager for Standards, Nationa! Institute of Justice, U.S.
i x Person or crganization originating it. Points of view or opinions stated Department of Justice. Washineton, DC 0531, S : . LR
% i ©o- . G in this document are those of the authors and ‘do naot necessarily P P {e c ’ Shl 2 Q_ ! 2 - . : ;J/, : 7, i H
i R represant the official position or policies of the National lecruts cr : Be ore. citing this or any other NIJ .standgrd in f\ycontract document,/ users should verify t/hat the most .
P Justice. o ; ‘ recent edition of the standard is used. Write ‘io: Chief, Law Enforcement Standards Laborgtery, National
.. Permission {o reproduce this oepysishted material has been Bureau of Standa?ds’ Washingtqn, DC 20234‘ . PSR RN e R & S
: granted by ‘ ) = o s C T : ERIR R
i . Public Damai n/NLT ‘ . Lester D, Shubin e ,
U.S. Dept. of Justice Program Manager for Standards
tothe National Criminal Justice Reference Service (NCJURS): & Nation a] ;nsut“te of Justice :
: e ¢ Further reproduction.outside of the NCJRS system requires permis-
® i o sion of the copwsieht owner, ) . ) S
| A
% - ) . &
£ios : o | ‘
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Fofew‘ord...e..
1. P;’;lrpose and Scope

i o
o
-
<

; : the e b P i rofsn mtrus1on sensing device or fhe '

f unit may mx iate a ocal audlble alarm, t

o5 p ! armi, transmit an alarm si nal
yﬁi’ oA department, or transnut an alarm signal to a ‘central statior.’ ’Dae performance eharactensgtlcs

addressed are- those that affect the rehablht of
th
u/s ceptlb.lnty and tamper resxstance., B ly e dev1ce w1th emphas:s on those that affect false/alarm |

Eieﬁmtzons.,.........n................, . “

: Requirements. AU OR U KA AENE I SV
IS . 41 . Acceptance Criteria...... (yeriasessorssion ..../;

S 42  User Informatnon..........................,.......u......,, g e iesereesenns
: 4.5  Material and Conﬁguratlon............ 1.

. 2.
RX 3.
: -
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ma\umm_mpmummu-_eg
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o 4.4 Modes of Operation...c....... v ﬁ{l . &
be 745 Protective LOOPS(S) ccrrrirersisisesiereniiens y
i 7. 46 TranSMiSsion SIZNAlS. .. : . e
S - 4.7  Stability Requirement...... *For the pu oses of thls standard /’ ’
. &8  Electromagnetic Susceptibility Requirement " e not standby povll‘gr is mcl l?.ied wntg?;clj: 2?1?: ﬁ“ tS frekclasmﬁed Type,/f or Type II based on wh
#9  Tamper Switch ...cccourves refeesntens = : : Lk
4,10  Standby Power-(Type I1 Umts)  —— . "
4.1 Local Alarm Annuncxator Devnce Control -8
" Test Met uods , 6
52  Test Conditions..... " s priseres ; sommtsei st R
5.3  Test Equipment vereesesesies nsespsasiris? . s Sl
‘54  Material and Conﬁgug_a;tigr-.,—fes'r’/’"-...‘....., A 7
55 Mode Tests: i 7 L
5.6 Protective Loop Tests... : L8 g
57  Transmission Signal Tests...ivnmicimissriiiinsermisssereriviions 8. -

/

/,

. 5.8  Stability T ESES vusrnesrssiensesssssessenisssasnsiionebonreiesassansinss , . s
g . 5%  Electromagnetic Susceptibility Tests .. eeveerasairsnsrsansiiasrsattersasinssasas SRUIRIIEE S & &
L 510 Tamper SWitch Testumiiniimmnnessarmsiins vores TURIORC RN

E ~©. 511 Standby Power Operation Test .us..
R 512 . Locai Alarm Anaunciator Device-Control Test ‘
Ty o Appendlx A~Rcferemes... revisnnrvenisenesi ,

I’he condltlon of sensor of in ‘ ' T e U e T T e e
gn.in cmswn alarm 5. 20 it i the - iotaf .
transmit an alamsignal. Dot ?ys,em’l that causes a-control unit in the secure state'to |

An alarm momtormg de\’lice that conslscs ' b o s &;
of a numb f v
mdxcatmg the: stitus. of the detectors in an alarm s c by v1sxb1e Slgnals SUCh a8 ﬁagk or,]amps

ystem ‘or- systems. Each circuit in the devnc\\= is usuglly

ﬂ o g PR e ST LR T g% R j;‘l“fy the location and condition being monitored. In addition to the visible" ghal, an audible
P i Gt »— ’ o . O : D R N : Lo , ; it : A’u y* sssocéla:;d %v;th the devxce. When an alax;m condition is reported, a sngnal is-indicated”
eI ' ’ R g TR ' (E ,1:’ 0 ¢ v1s1ble 318“81 1s 8 nerally ! mamtamed untll reset elther manually '
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tter/ at one end of the
al t ssion scheme used to achleve mherent hne superwsxon A transml

An arm ransml

A

ncd of txme
t l unit must reply w1th a properly coded transmission; sngnal thhm a spemﬁed pe e
con o

3.7 Lme Supervnslon (Lme Securlty) o

g

Yy e’ nomtormg ,n'cmt
ircu t’ havmg been tampered w1th w111 be detected by the m&ntormg crrcult Th c
o= =CITCRIL’S g v

- ::nmates an alarm lf/"hf-‘ change exceeds a predetermmed amount S

P

38 Local Alarm Annuncsatmg Devuce SO ¢

L

as part of an alarm system to mdlcate an alarm state e

39 Mode(()foperatmn) R

Wi ,/;v
somethmg 16 happen ‘ , s RN SRS

1 a certam level R
th r.,spect to each other Lme trouble i mdlcated when/ nne cnrrent sfrops bg:low -

- fv;,.3.1’.4""' Secure "S‘tatef

v Unae"rwnters ‘Laboratories d
’ Systems" [1] secttons 4 through 12

,' 4. 4 Modes of Operation

7 : s Iy ‘iaced 50 a5 rotected ‘atea and‘
: lly piaced 0 as to deﬁne a P
in of one or more sensors physrca \ ; onn et o ne

1 tA :lilr; ‘::ictmcx:::::stlesctl tg a-control usit, A glven /.ontrol umt may be capar.ie of monit g i

o

L condmon as’ descrxbed m tl~

AR

" The condmon of an'
mtrusxon

3 15 State

S In thzs standard the term “state” refers to a stablc condltfon in: wmch the control “unit rrovxdes an
apprapnate signal ‘and: that" ‘signal will co':tmue until an: outsnde~

intervention. For- ‘example; when in the
secure state the control- ‘unit shouid 1 not signal an alarm unless a sensor srgnals ‘that arintrusion has. occurred
~If an intrusion does oceur the controi unit should enter the alarm aatr‘ and srgna_ an alarm until the entire
3 ,system (control unit and sensors) is reset : v :

3 16 Tamper Swntch gy
A sw1tch that mltlaté:s an alarm ‘hgnal 1f
pxece of equtpment Thls sthch is ut.ually act

o

Samplc -Unjts (sec. 5 l) pass
they ‘appear m tlus standard

T i

The fo' owmg mformatmn shall’ be su
S @ Nommal operating vo]tages. i
< (b)) Type of transmission srg
@ . Classification (sec. 2). - (RN S
) Compxetemstaﬂatton, wmng and ad' t:‘n/t procedures, P
©. Operatmg Instructions, . - ” - o : " g
(t) Standby power reqmremez:ts,~ méludmg battery ldentlﬁcat un an i ‘ L

" d mit gnum penod ot‘ standby‘
k ‘Operation guaranteed usin the specrﬁed battery (Type 11, devrces) -

(g) : Forhrechargeable batterjes; the minj

( )

pphed to the user by the manufactu rer or dlstnbuto;/‘

nals the control umt uses,’

b&(ttenes if equipa'nenthilnclhde“ .

mum ame to fu]ly recharge the
. an integral battery,ohargmg unit, :

AL /
The operatlon of transmxssxon lme features and equ1 m ‘
Ceﬁiﬁeati df comphance wnth thls standard .

L

al and C:onfug)ration
‘f[he m terials., ; parts;'w'and"“o

When tested in accordance thh sg
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4.4.1 Prot_eéticn.Loop Test Mode

\al ctio itch to the
" Th ontrol‘unit sha*ll” provide for a'protection loop test mode. It shail be réecessgrirhteo ;:’i"t.off fo the
e C test mode before activaiing another mode except tl.1e rese.t mode allll T e hat Toos
Bt in £ P SS lts w1;;1 a single protection loop shall give a visual display of t el ) ““The unit shall
While in th:qstat.l’ ‘mlll rotection loops shall give a visual display of the status of each loop. loops are not
and units “-'.lth m‘; - eSip nal while in the protection loop test state. If any of ihic protection dc:ﬁg aning
.not tran§m‘t aln“a fd‘én ogssible to switch the control unit to any opera.tlon.al modfz and an au ;) e e e

ZGCJ;ZZ’ sltx:l}ll?)le ;;::)*i\ “:ete;:i at the control unit in addition %o the visual indication. This mode may

e tiva

with the reset mode.

4.4.2 Protection-On Mode

' i i \de. The control unit can be switched to t%]is que
'I"he i UI}it Siialol IE;;:;?:ISrs:c%izfe’?ézn&?tngﬁgﬁ gansmit a secure sig.nal when _it :;:P;v:lsa:l:

o 1f‘the PfOttre:: ucl’::x(;ogpé not used for holdup signaling; whenever the protecftxon loo;? s:g:x . fa : Thé )
e contrcl o s d:ll transmit an alarm signal and activate the local alarm anrunciator devxcet:‘(a) ldu:}e]e.]ocal
th? control m}:t ; at transmit the alarm signal until it has been switched to the reset .xnode. I u;e 1; o)
anm 511%}11 ing; dovi o) shall be activated for a period of time between 5 and 30 min after w c;cf e
v :gz?lzc;a;?it?\?:;:;(intﬁ the control unit has been switched to lthe xzct:sei1 ax?;)cifénlzc‘;:'itlo::s a\;::m cs)igna1 o

ignali i Idup, the control unit s ans: . }
35221;25; ‘legzgghg?gi: ::);xf;sl asxlfln:}llaﬁ tilc:)t acgivate any local alarm annunciating device(s). As with the
nally, a s

i i il i n switched to the
other loops, the control unit shall continue to transmit the alarm signal until it has been sw

i inati ; ops are bein
reset mode. Multiloop units may have several modes where various combinations Qf the loop g
monitored.

4.4.3 Reset Mode k

i " i smission and
The control unit shall provide for a reset mode, which shail stop any z‘ilamcxr ;;in;;t;?:;r; oy
immediately deactivate the local alarm annunciating device and the cqntrc:l unit audi sig

4.4.4 Exit Delay Mode

An exit Jelay mode is not required; however, if it is provided it. shall operate as lsp:)emi:l lac;rlznlti rfl;;lé
i tivate an exit delay mode without first performing a ?rotectlon o (p; 1. epted

no't ot ciponin tOhm it shail not respond to any signais from the protection loops (holdup oop Foepiee
;cﬁtad;igoflu:; ’tifn: l’lfl}iis time shall be adjustable to, or fixed at, a time between 15 and 45 s. After this y

i A it delay mode
* has expired, the unit shall enter the protection-on state. If the unit has a holdup loop, th? exit v e“ y m |

shall not modify the normal action of this loop as specified in section 4.4.2.

4.4.5 Entrance Delay Mode

r if it i vided i cified here.
An entrance delay mode is not required; however, if it 1s.pr.ov1de§ it sl;all oyy;yzieratael e:: s:::ponse rere:
“When lm the protection-on state, the unit shall delay transmission of* an alarm sign

0 - . .- N T R "‘\\‘ f e d
prd%lefé*ion loop (holdup loop excepted) signal for a period of time. This time shall be adjustable to, or fix

W 4 delay £ i wi r mode, it
t, a tlmé ‘Bct cen 15and 45 s After this dela . lf the confrol unit has th been sv itched to anothc,, I
at, § it A . Y

iznal an aiacm the same as it would for a control unit without an entrance delay mwgel.]alzl;nl?ci ;:11;
shzl-.ll S1gna ; nﬁf unit ‘shall produce an audible warning sound at the c_ogtr.ol unit. ‘If tl:le_:b;m.w aming ocup
?:o;y tiile: gp;fat?dﬁ of til';'t:“icgp shall cause an immediate alarm transmission. The audible !
shall’ not be produced in ‘responsé'm#gge activation of the holdup loop.

4.5 Protective Loop(s)

' "‘ T " ; ircuit voltage
+ .. When teéted in accordance with section 5.6 &ach protective loolps:hflll;miv;; a:; :p?;lh :12;:;1;;! ‘t/s shill
SR - Yy ; ~ g S e , .
equal to or less than 30 V and a short circuit current equal to or

n Q f d shall .
recognize as a low impedance state a resistance-of 2 k{2 or less held on for at least 200 ms and sh

' : ircuits
recognize as the high impedance state a resistance of 20 k() or morg l}eld on for atge;stlfggs;nosﬁ(;l‘::fgre T
shallg:cl): reSpbnd toa chanEé%f impedance state that lasts far‘}gss than 200 ms and sha before
ms have eldpsed from the time the impedance changes. - S

a

4.6 Trammission Signals

The control unit shall be capable of transmitting a polarity reversal type signal even though the usual
means of transmissicn is by some other technique. The polarity reversal requirement may be satisfied by

having an adaptor circuit available. The control unit shall be tested and meet the requirements for this-and
any other signaling methods that.are provided. . '

4.6.1 Polarity Reversal Technique

When tested in accordance with section

( 5.7.1, the control unit shall provide a current of at least 5 mA
with a series line resistance of 5 kX for polari

ty reversal signal transmission.
4.6.2 End-of-Line Resistance Technique

When tested in accordance with section 5.7.2, control units that use the end
signal transmission shall provide proper operation when used with a series li
signal current for the alarm state shall be at least two times the signal for the sec

-of-line resistance method of
ne resistance of 5 k{}. The
ure state.

4.6.3 Low-Frequency Pulser Technique

' When tested in accordance with section 5,7.3, control units that use the low-frequency pulse method of

signal transmission shall provide proper operation when used with a series line resistance of 5 kQ2. The pulse
current shall be at least 5-mA peak pulse current.

4.6.4 Aiternating-Current Line-Carrier Technique

When tested in ;iccprdance with section 5.7.4, control
method of signal transmission shall provide at least 750-m
from 0 to 5 kQ inclusive and with a simulated 600-0 imped

4.6.5 interrogation and Reply Technique

units that use the alternating-current line-carrier

V rms when used with any series line resistance
ance transmission line. :

‘When tested in accordance with section 3.7.5, control units that use the interrogation and reply method

of signal transmission shall provide at the transmitter at least 750-mV rms when used with any series line
resistance from 0 to 5Q inclusive and with a simulated 600-Q impedance transmission line. The coutrol unit

shall operate properly when the signal it receives from the annunciator panel has a voltage amplitude of
one-tenth (-20 dB) of the transmitted signal level. : :

4.6.6 Combination of Two orMora Tfansmlsslon Techniques

When tested in accordance with section 5.7.6, each portion that uses two or more types of transmission
signals for increased line securit

y shall function properly and satisfy the requirements of the individual
transmission technique specified in sections 4.6.1 through 4.6.5. ’

4.7 Stability Reguirement ‘
When tested in accordance with section 5.8.1

requirements of sections 4.5 and 4.6.
these tests, -

thrdugh‘ 5.8.6, the control unit shall meet the
There shall be no alarn'g‘s other than those expected while conducting

4.8 Electromagnetic Susce_ptiiggity Requirement

When subjcéted to radiated electtomzfi‘gg,tié fields,
voltage surges on the teiephone lines in accordance with
not signal any false alarms.

conducted interference, and simulated lightning
sections 5.9.1 through 5.9.3, the control unit shall

N,

RIS

o
N

49 TamperSwitch © N
Each coatrol unit shail incorporate tamper protectiOn""i;}i‘the form of a tamper switch. When tested in

accozdance with section 5.10, the tamper switch shall not causethe system to signai an alarm until the cover
or cover screw, whichever actuates the tampet switch, has movedgt least 1.5 mm (0.06 in) and shall cause
the unit to signal an alarm before the cover

has moved a sufficient distance to permit a direct line-of sight to
electrical circuits or adjustment controls. , .

- ﬁ ~ 5
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* time specified by the manufacturer, section 4.2(g).

. be 50 pF or less. The common-inode rejectxon ratio shall be ‘at least 500:1 for ac or dc signals. The

4.10 Standby Power (Type Il Units)

When tested in accordance with section 5.11, the contro! unit shall not signal an alarm when power is -
interrupted and restored, and following operation from the standby power for the period of time specified
by the manufacturer, section 4.2(g), the unit shall still meet the requirements of sections 4.5 and 4.6. If the
unit incorporates an integral battery charging circuit, the control unit shall meet the reguirements of this
standard when power is restored, and the charging circuit shall fully recharge the batteries m the period of

411 Loca! Alarm Annunciator Device Control

This is an optional output control circuit. If provided, it shall consist of a contact closure rated not less
than 2 A at nominal 110 V ac or a voltage that when tested in accordancs with section 5.12 will deliver at
least 12 V dc to a 6-Q load. If an integral electronic siren is provided, then the manufacturer’s specification
shall govern the output.

5. TEST METHODS
5.1 Sampling

Three control units shall be selected at random for testing. Each unit shail include the power supply,
controls, protective loop circuitry, and transmission circuitry. The transmission circuitry shall provide, at
least, for reverse polarity signaling and, optionally, other methods. An annunciator shall be selected that
meets the requirements of NIJ Standard-0320.00 to display the status of the reverse polanty signal and any
optional signals provided [2].

5.2 Test Conditions

Unless otherwise specified, all tests shall be performed with the control unit operated at its specified
nomina! operating voltage and in a typical laboratory ambient environment. In ull cases, the control unit
shall be allowed to warm up for a minimum of 5 min after bemg turned on, or as spe\.:ﬁed by the
manufacturer, before any tests are performed. ' v ~

5.3 Test Equipment
5.3.1 Decade Resistors

The decade resistors shall have a variable resistance range from 0 to 9 kQ with steps of 10 Q. The
values of the decade resistor shall have an uncertainty of less than 1 percent. ‘

5.3.2 DC Milliammeter

. The de milliammeter shall have the capability of measuring current levels as hxgh as 130 mA with an
uncertainty of less than 3 percent. :

ke

5.3.3 Differential Input Oscilioscope

The oscilloscope shall have a high impedance differential input amplifier or plug-in amplifier with a
bandwidth from dc to at least 1 MHz. Input resistance shall be 1 MQ or higher while input capacitance shall

oscilloscope shall have the capability of measuring test sngnals over a range of 1 mV to 100 V with an
uncertainty of less than 5 percent. :

5.34 VOltmeter

- The voltmeter shall have a differential input with an input resistance of 1 M or higher. It shall be
capable ‘of ‘measuring dc test signals over a range of 10 mV to 100 V with an uncertainty of less than 2

percent, and 10 Hz fo 10 kHz ac signals over a range of 1 mV to 130 V with an uncertamty of less than 3 o
percent of the reading,. ’ ; ‘ ‘ o

5.3.5 Environmenta! Test Chamber

The environmental test chamber(s) shall be of 2 size sufficient to accommodate the control units and be
capable of mazintaining any temperature in the range 0 to 50 °C (32 to 122 °F) within *2 °C (£3.6 °F). A
recorder shall continuously record the temperature during the tests with an accuracy of 1 °C (+1.8 °F).

The humidity test chamber(s) shall be capable of maintaining any humidity in the range from 20
percent to at least 90 percent relative humidity within +2 percentage points over the entire range of
relative humidity at 305 °C (869 °F). A recorder shall continuously record the relative humidity and
temperature during the test with an uncertainty of less than 1 percent.

5. 3 6 Pulse Generator

The pulse generator shall have pu]se width control capable of adjustmg pulse width over the range of
10 ms to 5 s. Output impedance shall be 50 @ or less and pulse amplitude adjustable up to 15 V. The pulse

initiation shall be maaually controllable. The pulse generator shall provide an adjustable bias output of up to
=+10-V dc and both positive and negative pulses.

5.3.7. Time Intervai Measuring Instrumentation

The time interval measuring instrumentation shall consist of an electronic timer, chart recorder, storage

oscilloscope, or similar equipment capable of measuring time delay intervals with an uncertainty of less than
0.2 ms.

5.3.8 Adjustabie Regulated Power Supply

The regulated power supply shall be capable of providing 50-V dc maximum output with 0.1 percent
regulation, 10 mV or less ripple, and a current of at least 50 mA.

5.3.9 High-Voitage Power Supply

The high-voltage power supply for the lightning surge test shall be capable of charging the 3.3-uF
capacitor to 600-V dcin 10 s or less, -

5.4 Material and Configuration Test

The materials and components of each control unit shall be examined to determine conformance with
sections 4 through 12 of Underwriters’ Laboratories Standard UL 365 [1]. -

5.5 Mode Tests

Connect at least one sensor to each of the protection loops and monitor the signals from each of tke
transmitting and output control c1rcu1ts (including the local alarm annunciator device control circuit if
present) for each test below. -

5.5.1 Loop Test Mode L

Place all of the sensors in their secure state. Switch the control unit to the loop test mode. Record the
visual indicator status as one of the sensors in each protection loop is operated. In addition, record the
outputs of the transmitting and other output circuits including that of the local annunciator device control if

provided.
5.5.2 Protection-On and Reset Modes

For each (if there is more than one) protection-on mode, set all of the sensors in the protection loop(s)

~ to ghe secure state. Switch the control unit to the reset mode, then to the protection mode being tested..

Change the state of a sensor in one loop, then return it to the initial state. Note the status of the signals from
the transmxttmg and other output circuits before the sensor is changed, while it is changed, and after it has

been restored. Return the control unit to the reset position and back to the protection-on position; note the

status of the signals from the output circuits during each step. Continue in this manner until each protectlon

: loop and edch sensor has been tested for each protection-on mode.
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5.5.3 Exit Delay Mode

If the exit delay is zdjustable, adjust the exit delay in accordance with the manufacturer’s instructions to
approximately 30 s. Switch the control unit to the exit delay mode and immediately (within 3 s) actuate a
sensor in one of the protection loops affected by this delay. Time the delay from switching to the exit delay
mode until an alarm is signaled by the unit. Measure the time delay with a stopwatch or other device to an
uncertainty of less than 2 s. If the unit has a protection loop designated as a holdup loop, repeat the test
using a sensor in this loop.

5.5.4 Entrance Delay Mode

If the entrance delay is adjustable, adjust the entrance delay in accordance with the manufacturer’s
instructions to approximately 30 s. Switch the control unit to the entrance delay mode. (If this mode is
combined with the exit delay mode, then wait at least twice the time measured in accordance with section
5.5.3 for the exit delay time before proceeding.) Actuate a sensor in one of the protection loops affected by
this delay. Time the delay from actuating the protection loop sensor until an alarm is signaled by the unit.
Measure the time delay with a stopwatch or other device to an uncertainty of less than 2 s. If the unit has a
protection loop designated as a holdup loop, repeat the test using a sensor in this loop.

5.6 Protective Loop Tests

Connect the control unit as shown in figure 1. Adjust the decade resistor, R, to 0 {2. Using the pulse
generator to turn the solid state switch (2N6660 or equivalent) on, then off; measure the steady state closed
circuit current and the steady state open circuit voltage. Note: The solid state switch must provide an on-
state and an off-state time interval, each of which being longer in duration than the combined response time
of the meters and the time required to read the meters to insure that steady state values are read.

Readjust the resistor, R, to 2 kQ Set the polarity of the pulse generator so that a pulse will close the
circuit if the loop is normally openr or will open the circuit if the loop is normally closed. Set the pulse
duration to 200 ms. With the control unit reset, manually trigger the pulse generator and note if the control
unit signals a continuous alarm. Repeat this for a total of five test actuations. Reset the pulse duration to 190
ms and repeat the above test.

Reset the control unit and set the pulse generator for 1 s. Manually trigger the pulse generator and
measure the time interval between the actuation of the pulse gererator and the signaling of the alarm by the
control unit.

A ‘
R *

kot GEHO—]  Puse
GENERATCR

*2N66_60 or equivalent

CONTROL p |
UNIT Pl—

P - Protection loop terminals

FIGURE 1. Setup for testing the protection loops.

5.7 Transmission Signa! Tests

Test the contro! unit for polarity reversal signal transmission and any additional signal transmission
methods provided. N

5.2.1 Polarity Reversal Technique

Connect the control unit to the annunciator as shown in figure 2. Set the decade resistor, R, to 0 2, -

adjust the control unit in zccordance with the manufacturer’s instructions to provide 5 mA of line current,
and measure the current in the signal loop for both a secure signal and an alarm signal./Repeat this
procedure with R set at 5 k{2, including the adjustment of the line, current.

8

0SCILLOSCOPE

sensorl || CONTROL T

ANNUNCIATOR
p UNT T| —

T - Transmissicn loop terminals
P - Protection loop terminals

FIGURE 2.  Setup for transmission signal testing (reverse polarity and low-frequency pulse test).

5.7.2 End-of-Line Resistance Technique

Connect the control unit to the annunciator as shown in figure 3. Select Ry, and R;, as specified by the
manufacturer for use with a line resistance of 5 k€. If possible choose Ry,>(1.5 Ry;+7.5 k). This will
provide at least a 2.5 to 1 ratio between the secure state signal and the alarm state signal with a 5-kQ line
resistance. Set the decade resistor to 0 £, adjust the control unit in accordance with the manufacturer’s
instructions to provide 10 mA of signal loop current when the control unit is in the secure state, and
measure the signal loop current while the control unit is in the alarm state. Repeat this procedure with the
decade resistor set at 5 k(}.

SENSOR
PP DC MILLIAMMETER E ] cunnent umir
0 K| RESISTOR
T SN Deoae
RESISTOR
. |
| T ke o
ADIUSTABLE
i‘.‘.’i‘é‘é‘s‘%%ﬁ" ANNUNCIATOR  POWER SUPPLY
, | PANEL
CONTROL UNIT

P - Protection loop terminals
- T - Transmission loop terminals

s

FIGURE 3. Setup for end-of-line signal transmission testing.
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| 5.7.3 Low-Frequency)Pulser Tephqigqi

Connect the control unit to the annunciator panel as shown in figure 2. Sf:t the degadg resxstor;hlz, t;) a].‘:
k(2 , adjust the control unit as specified by the manufacturer, and use the- o:lcﬂéo?cop;l tomrgzsalsll::l e Ji X
’ i ig ) i alarm signal. Using the .
Ise voltage in the signal loop for both a secure signal and an ’
g:aie l:ulse ::\’/oltag‘e and the known value of line resistance (5 kQ) calculate the peak pulse currents for ’the
secure signal and the alarm signal.

5.7.4 Alternating-Current Llne-Car“ er Technique

Connect the control unit to the/am‘i‘unciator panel as shown in figure 4. Set the decade resistor, R, to 0

(2, adjust the control unit as specified by the manufacturer, and measure V). Check for proper secure, alarm,

r
and line trouble operation at the annunciator panel. Reset R to 5 klﬂ ﬁ‘dt;ea:gsrgpugil;e?:( é‘:;aggpzf
i i iator panel. If the
cure, alarm, and line trouble operation at the annuncia O : ur
:fansmitting o;:her ac alarm status signals, such as holdup, also perform thg above transmission tests for these
signals. .

stnsr| || conthoL T

ANNUNCIATOR
UHIT T ' -
P

'T - Transmission loop terminals
P - Praotection loop terminals

FIGURE 4.  Setup for alternating-current line-carrier signal transmission tests,

5.7.5 lnterrogatlonﬁa,nd Reply Technique

For control units with an interrogation and reply transmission.system, perform the trans.mlssmn :::Ssstst }z:;
both the control unit’s receiver and annunciator panel receiv§r. Initially place the @-Q.Ie:;fto:oa:ftrrd ne
output terminals of the annunciator panel transmitter, Dfeactlyate the reply transmitter 13 eused ro! ualt
and monitor the receiver for its response to the interrqgatxon sxgnal. Follow the test procedure
sensitivity measurements for the appropriate transmission technique (sec. 5.7).

To test receiver sensitivity at the annunciator panel, p'lace t'he 600-2 res1st9r across 'tllle ?u‘tt?;te te;‘n;l:all;
of the control unit transmitter. Deactivate -the transmitter in the . annunciator p;ne . }m sli # Agl;i y
transmission of the control unit and monitor the annunciator panel for its responsg to the rep] ); ioﬁnt ec;hnique
follow the test procedure used to make sensitivity m.easuremeqts for the appropnat;._tr:nimls |
(sec. 5.7). Consult the manufacturer if technical help is nee.ded in c?rder to Perforr; t 1tsh Zse .s toms. both the

Some intesrogation and reply systems operate only with continuous signals. c;lr et ):t o ;hould he
transmitter and receiver modules must be operational at ea.ch end. 'I"l'lg'refore, the tes st:' o o e
duplicated at each end. Under test conditions the receiver sensitivity measuremc??t v ey
simultaneously instead of sequentially as'described above. Consult the mgnufacturer if tec
needed in order to perform this test. ‘

576 Si:bplementary Line Security Technique

When two or more transmission signals are combined to increase transmission lme segu_rity :bpv: t:m;
which normally can be obtained with a single transmission signal, each transnnzsx%nﬂmcva&:)h a;f{pgzv Zr
indivi in -sence o ign itially set the decade resistor to U Q. Wi
ividually but in the presence of the other signals, Imtxa.lly set 1 ade resistor 2 all pow:
:)!;d Zdjustv fhe alarm sigl:1a1 source to a secure state and adjust the transmission signals to the levels specified
¥ iy

by the manufacturer. Tesi each of the transmission methods separately as outlined in sections 5a7.l_tlx_rqugh :

5.7.5. Consult the manufacturer if technical help is needed in order to perform this’test.

10 e M/‘fw ;

such instruments,
oo

I e sy et e,

5.8 Stability Tests

Set up the contro! unit according to the instructions in this section.
5.8.1 High-Voltage Test v

Cennect the control unit to a vatiable voltage power supply. Adjust the

for proper operation.

5.8.2 Low-Voitage Test

Using - the variable ‘voltage power supply from above,
nominal operating voltage as specified by the manufacturer,

6.8.3 Shock Test

adjust for a voltage of 851 percent of the
section 4.2(a), and check for proper operation.

Disconnect the control unit from the power iine. voltage and
bench with a horizontal solid wooden top at least 4-cm (1-5/8in) thick or on a floor having at least the same

- rigidity as the work bench top. Using one edge of the unit as a pivot, lift the opposite edge until it forms an
angle of 45 ° with the bench top, or the lifted edge has been raised 10 cm (4 in) above the horizontal surface,
or the lifted edge is Jjust below the point of perfect balance, whichever condition oceurs first. Then let the

unit drop back freely to the flat surface, Repeat, using other practical edges of the sams horizontal side ag
the pivot edges for a total of four drops. : :

Repeat the entire precedure with the unit resting on other sides until it h

times on each side on which the unit could be practically placed during ser
with sections 5.6 through 5.7.6.

standby power, and place the ugit on a

as been drdpped a total of four
vicing. Then test in accordance

5.8.4 HIgh-Temperature Test

Place the control unit in an environmental chamber at a temperature of 502 °C (12243.6 °F). Allow
it to remain at that temperature for a minimum of 4 h, and then while at that t
accordance with sections 5.6 through 5.7.6. ,The, instrumentation, sensors, decade resistance box, and

annunciator panel shall be located outside the environmental chamber. The control unit shall be arranged so
that the reset switch can be actuated from outside the chamber. N

5.8.5 Low-Temperature Test

,'environmental’chamber at a temperature of 02 °C (32:£3.6 °F). Allow it

4 test temperature, test in
gh 3.7.6. The instrumentatjon, sensors, decade resistance box, and

. The contro! unit shali be arranged so.

586 High-Humidity Test

Place the control unit in an environmental chambe“r’”at—.a,;e]ative humidity of 8542 percent and at a

temperature of 305 °C (869 °F). Allow it to remain at that Hﬁmiditx‘for 24 h, and then while at the test
humidity, test in accordance with sections 5.6 through 5.7.6. The instrur‘r?é"ﬁtat-iqp, sensors, decade resistance
box, and annunciator panel shall be located outside the environmental chamber. The contro] unit shall be.
arranged $o that the reset switch can be actuated from outside the chamber. R '

5.9 Electromagnatic Susceptibility Tests

- The rAdiated elcctromagnetic susceptibility test shall be ¢
chamber). The conducted electromagnetic susceptibility and light
an EMI test chamber; however, the test site should be locat

conducted radio-frequency signals and voltage spikes on the po

onducted in a shiclded room (EMI test
ning surge tests may be perforined without
ed away from sensitive instruments. The
wer lines can interfere with the operation of
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power supply for a voltage of
11021 percent of the nominal operating voltage as specified by the manufacturer, section 4.2(a), and check

est temperature, test in -
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59.1 Conducted Eleciromagnetlc Susceptibility Tosts

Connect the control unit and annunciator as shown in figure 5. The 600-Q resistor across the output
terminals of the transmitter is used if the equipnignt uses an ac signal transmission technique. The fixed 510-
) resistors are in series with each transmission wire. Adjust the transmission signal as instructed by the
manufacturer for normal operation and place the control unit in a secure state. Observe whether the
annunciator indicates any condition other than secure during the performance of the tests. :

Subject the control unit to power line conducted interference in accordance with test methods CS01,

C802, and CS06 of MIL-STD-462 [3]. Maintain a test level of 1 or 3 V rms as required, either manually or

automatically, over the entire frequency test range. o : S

Determine the level of susceptibility of the control unit for each frequency at which the control unit
transmitted other than a secure state. Manually tune the frequency at which the control unit transmitted an
alarm, and raise the signal level from the lowest output level until the control unit transmits a state other
than secure. Reduce the signal level 10 percent and note whether the control unit transmits a secure state.
Repeat this test three or more times to determine the threshold susceptibility level, which is the signal level
at which the coptrol unit enters the alarm state when a 10-percent reduction in signal level causes the
control unit to indicate a secure state. ' :

Repeat test CS02 on the transmission lines. Couple the interference signals to the control unit side of
each 510-Q resistor (points A and B of fig. 5). Since the transmission lines are connected to the annunciator,
check for any malfunctioning of the annunciator panel during the test.

Repeat test CSO2 on each protection loop. Couple the interference signals across a 1-kQ resistor placed
in the protection loop (points C and D of fig. 5). The source of the test signal shall be isolated from the rest
of the circuit to avoid ground loop interaction. ' ‘

PROTECTION LOOP .~ 3m
'slnn +1% ,
T AN \N
— ,
A . -
6000*+1% | NHUNCIATOR

P sy
YV, V.V Sn———
| * ac trausmissions only

e i e e

- P - Protection loop terminais
T - Transmission loop terminals

FIGURE 5. Setup for conducted and radiated suscéptibility tests.

5.9.2 Radiated Electromagnetic Susceptibility Test

Connect the control unit and annunciator as shown in figure 5. The instrumentation, sensors, line
resistors, and annunciator shall be located outside of the shielded room (EMI test chamber) during testing.
Arrange the unit so that the reset switch can be actuated from outside of the chamber if the unit does not
reset automatically. ‘ ' : . '

Subject the control unit to radiation in accordance with test method RS03 of MIL-STD-462 {3]. Use an

«electric field of 1 V/m for frequencies in the range from 14 kHz to 2 MHz and 3 V/m for frequencies in the
- range from 2 MHz to 12 GHz. ‘ ’ ‘ ‘

Determine the susceptibility of the unit for each frequency or frf:quenc& bdndat, which the unit signals

‘an alarm or line trouble. The susceptibility level is that for which the unit will not signal an alarm for a 10-

percent reduction in signal level from the level that does cause an Alarm. Monitor the annunciator for any

malfunctions during testing. Determine whether the alarm signals ,{ilre originating in the control unit or in -

the annunciator, .

/i
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510Tamper Switch Test
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59.3 Lightning Surge Test

Connect the lightning surge test circuit to the oscilloscope; with the output of the circuit t;:’rminated in
a 600-Q resistor as shown'in figure 6. Gperate the circuit and examine the pulse shape. If necessary, cfhange
the values of the nominal 33-Q resistor and 0.1.uF capacitor to get a 600=£30-V pulse with a rise time of
102 ps and a decay time to one-half maximum of 1.620.2 ms. - :

Connect the control unit and annunciator as shown in figure 6. Place the control unit in th_e secuze
state. Remove the 600-Q terminating resistor’ and connect the lightning si@uiaticn test circuit across
transmission lines at points A and B. Apply five test surges of each polarity to the cqntrql 1.1mt, with a‘tw least
a 15.5 interval between surges to insure that the 3.3-uF capacitor in the pulse circuit is fu_lly cl‘{grged.
Reconnect the 600-Q terminating resistor across the output of the lightning simulation tesf circuit e.md repeat
the test with the lightning surge simulator circuit cornected between ground and, respectnvely; points A and

‘B, Record any alarm or line-trouble indications.

EQUIPMENT SETUP
kO 1%
P ool T - AKNUNCIATOR
SENSR| | “wr T g IS _
‘ — Lo ' , = GROUND
T - Transmission loop terminals =
P - Protection foop terminals ,
' 330"

AorB

600Vde [ g

6000 +1%
POWER SUPPLY | . |

- * Nominal values e
LIGHTNING SURGE TEST CIRCUIT ‘ o

FIGURE 6. Equipment satup and lightning surge generation circuit Jor lightning surge test.

If the control unit has a hinged cover, swing_it open until the tamper switch is first act_uated, a'ncl
measure the displacement of the cover opposite the hinge. If the unit has a nonhinged cover, hft_or_xe. side
until the tamper switch first actuates, and measure the displacement of that side of the cover. Repeat this for

each of the other three sides. If an unhinged cover cannot be lifted ;one side at a time, then lift or move it
uniformly uritil the tamper switch first actuates, and measure: the movement of the cover. If the dpvxcg has a
cover screw;-retract the screw until the tamper switch is

tamper switch actuated by the motion of a’ 2
actuated, and measure the displacement of the screw. .- : S e
In each instance examine the unit while the cover is lifted to the position just sufficient to actuate the

' R v N L . o ‘ .oy
tamper switch, and determine if there is a direct line-of-sight to any internal adjustment contro} or electrical

circuitry.
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5.11 Standby Power Operation Test T T e ey

IR it fle)co_mrol
While operating the control unit from the ac_power line, dlsmpt‘theha‘:h!.’;“‘i’f;:“”g Lfir:l;d;x;m, wait. 1
it 10 operate from its fuly-charged standby powor eupply. Obssrve whethes Repeat This- conneet and. -
i, reoo cct the o power, and again observe Whelier it signals.an. Iy from the standby power
dise recgintiest two additional times. Then allow the unit to operate 999”“,“&“:;: 420, Upo n completion
dlscolmtte the period of time specified by the manufacturer in accordance wi 56 th r;ug h,5.7.6 while sl -
Sl;pf;l: r(;;i;irtz:cllj operating period, test the unit in accordance with sections 5.6. i/ o .
o g | A i , e
\ i ) by power. L ; ine volt iin test the unit in”~
e ey g et 1o v i 0 it
rdarice with sections 5.6 through 5.7.6. Allow it to operate con Avaliphaet iy ndby power ~
iccc;:-dance ‘;‘:é?uizt:;n:equired tdgfully chargs the batteries [sec. 4.2(g)} and then repea}f ihe standby p
y the manufacture cquired 1y ¥ | Eia
operation test as described in the preceding section.

= . [N

5.12 Local Alarm Ann_unéiatar Device COntrQI Test o - :

. : i tact rating from the relay type A B
sure is provided, determine the contact ng Ir his voltage is 12V dc o
Icfi adcor:ll?;:l:‘:othe °Pég cirovit voltage with the O roiit actuated. <Iif ;Tgnvﬁt:agéﬁre ‘the cutput
prolf;l cfox,mect a 6-€1 resistor (at least 25 W) across the output terminals an g LIS S
mo! " FesISio! ’ R A .
voltage. :
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o B APPENDIX A—REFERENCES .

m _Po’ﬁlce station connected burglar alarm units ﬁnd/system's;. Ist ed.
O Underwriiersi*Laboratories,
12 Dire

UL Staridard 365; 1979 February 16,
Ct connect police annuncia ’

Inc., 333 Pfingsten Road, Northbrook, IL. 60062,
tor panels. NiJ Standard-0320.
Washington, DC 20531, ¢

.~ ~"Departmient of Justice,

00. Natignal Institute of Jﬁs,tice; US.
By 'J‘/Measmfemeﬂts “of electrom

r agnetic intetferegge characteristics: MiL-STD-462; 1968 August»f‘—f"kmnd
Motice 3, 1971 February 9. Navat Publigition and Form Center, 5801 Tabor Avenue, Philadelphia,
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