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INTRODUCTION AND EXECUTIVE SUMMARY 

This is a" report about the collection, maintenance, 
use and dissemination of personal information in criminal 
investigative and intelligence files. l Because investiga­
tive operations are. a routine part of police work, and, by 
contrast intelligence operations are less routine and more 
contl'oversial, intelligence operations have received far 
more attention from the media, legislators and the courts. 
This report gives primary, but by no means exclusive 
attention to intelligence record information. The report 
describes the history of investigative and intelligence 
operations; identifies the legal standards affecting the 
collection, maintenance and dissemination of this data; 
and analyzes the policy issues relevant to the handling of 
this data. Thus, the report is intended to be a comprehen­
sive reference work which compiles and summarizes the 
literature about intelligence and investigative data. 

History 

By the turn of this century most municipal police 
agencies, and virtually all state police agencies, had 
developed investigative capabilities. By contrast, by the 
turn of the century, few, if any, criminal justice agencies 
had as yet developed intelligence capabilities. When 
criminal justice agencies finally began to develop intelli­
gence operations in the early part of this century, they 
did so in large measure out of a concern about the threat 
to domestic tranquillity posed by the influx of aliens and 
alien political philosophies. The pre-World War I violent 
anarchist movement, for example, is credited with spur­
ring the emergence of criminal intelligence units within 
many urban police departments. 

Today, many federal and state criminal justice 
agencies as well as larger metropolitan police agencies, 
operate criminal intelligence information systems. In 
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addition, new systems are emerging to promote the shar­
ing of criminal intelligence data among criminal justice 
agencies. 

Collection and Maintenance 

Intelligence and investigative information customar­
ily includes data about a broad range of record sUbjects. 
In addition, investigative and intelligence data usually is 
composed of various types of personal information from a 
wide variety of sources. Suspects, witnesses, victims and 
their families, and personal and business associates may 
all be record subjects. Personal information can include 
detailed information about an individual's personal his­
tory, criminal history, educational background and finan­
cial background--in short, a full personal 'dossier. The 
sources for this information include public records; patrol 
officers and other police agencies; and informants and 
witnesses. 

Most of the restrictions imposed by law on the 
collection of personal information are aimed at investiga­
tive conduct by law enforcement agencies, and are not 
aimed at the agencies' information or recordkeeping prac­
tices. The Fourth Amendment, for instance, seeks to 
prohibit unreasonable searches and seizure~; the Fifth 
Amendment seeks to prohibit compelled self-incrimina­
tion; and a number of statutes seek to restrict wiretap­
ping and eavesdropping and other types of investigative 
tactics thought to be intrusive. This report is concerned 
exclusively with information and recordkeeping practices, 
and accordingly, does not address investigative or field 
conduct by criminal justice agencies. 

Two types of information collection standards are 
discussed in this report. First, statutory, regulatory and, 
to a lesser extent, constitutional standards restrict the 
circumstances under which a particular individual can be 
made a target of an investigative or intelligence opera­
tion. Second, statutory and constitutional standards place 
restrictions on agency collection of information about a 
target's exercise of his First Amendment rights of speech 
and assembly. 

2 

Although many jurisdictions impose relatively de­
tailed maintenance standards upon government agencies 
which handle personal data, these standards seldom apply 
to intelligence and investigative information. On those 
relatively rare occasions when such standards do apply, 
they take one of four forms: (1) data quality standards 
which require a minimum degree of accuracy, relevancy 
or completeness; (2) archival standards which include 
purging and sealing; (3) format standards which may 
restrict the holding of intelligence and investigative data 
in automated systems; and (4) security standards requiring 
safeguards against improper access to record systems. 

Dissemination 

The bull< of protections applicable to the handling of 
intelligence and investigative data apply to the dissemina­
tion of such data. Historically, intelligence and investiga­
tive data have not been available except within the 
criminal justice community, and sometimes not even 
within that community. 

Statutes in several states affirmatively prohibit the 
disclosure of intelligence and investigative data, except 
to other criminal justice or law enforcement agencies. In 
addition, the tort doctrines of defamation and invasion of 
privacy can, at least in some circumstances, lead to 
liability for criminal justice agencies and their officers 
for disclosure of intelligence and investigative data. 
Finally, release of these data may violate record subjects' 
constitutional rights of due process, or perhaps privacy, if 
the data is inaccurate ortncomplete, and if the release 
results in a tangible harm to the record subject. 

In addition to affirmative confidentiality standards, 
the federal Freedom of Information Act and similar state 
laws give agencies discretion to deny requests for access 
to criminal intelligence and investigative data. To qualify 
for this exemption from federal and state freedom of 
informa.tion statutes, an agency customarily must be able 
to show that the information is an investigatory record 
compiled for a law enforcement purpose and release 
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would: interfere with enforcement proceedings or a fair 
trial; be an unwarranted invasion of the record subject's 
privacy; disclose the identity of a confidential source; 
disclose confidential investigative techniques or methods; 
or endanger the life or safety of law enforcement person­
nel. 

Most statutes and court decisions, even ostensibly 
access laws such as the Federal Freedom of Information 
Act, permit intelligence and investigative data to remain 
confidential. However, one body of constitutional law 
establishes a vague, and still emerging, right of access to 
government-held records under the First Amendment. 
Recently, a few courts have held that there is a right of 
access to intelligence and investigative data unless a 
statute makes the data confidential. 

Policy Issues 

Intelligence and investigative information share sev­
eral key characteristics which make this data extremely 
sensitive and controversial. First, the quality of the data 
may be inconsistent, in that the data, of necessity, are 
often collected from unreliable sources. In addition, 
intelligence and investigative data often contain extreme­
ly personal, sensitive information. Even when the infor­
mation is not sensitive, the record subject1s mere connec­
tion with an investigative or intelligence file can be 
extremely derogatory. 

Furthermore, the dissemination, and even the mere 
maintenance, of intelligence and investigative data can 
have serious adverse effects on record subjects, including 
a chilling effect on the subject's exercise of his First 
Amendment rights, increased police surveillance, and 
more tangible harms such as loss of employment. Dissem­
ination can also compromise important law enforcement 
interests in ensuring an effective prosecution, or in pro­
tecting the identity of confidential sources or investiga­
tive techniques and methods. 

.. \ « •• 1 .. 

For all of these reasons, preserving the confidential­
ity of intelligence and investigative data has long been a 
priority for both criminal justice officials and privacy 
advocates. The importance of confidentiality is further 
increased by the record subject's inability to review his 
file, and often his inability to test the veracity or 
appropriateness of the file in court. 

On the other hand, the report points out that 
intelligence and investigative data share some character­
istics which minimize the extent to which such files 
threaten privacy and due process interests: (1) often 
information from these files is not retrievable by using 
the individual's name; (2) information from these files is 
seldom, if ever, used to make a decision affecting an 
individual's status, rights or benefits; and (3) as an empir­
ical matter, information from these files is seldom dis­
seminated or used outside of the agency which originally 
collected the data. 

The report discusses two developments which may 
result in relaxing confidentiality standards for intelli­
gence and investigative data. First, the media and other 
representatives of the public have argued that as a matter 
of both law and policy intelligence and investigative data 
should be more open, particularly after an arrest is made 
or an investigation is closed. These arguments seem to be 
receiving a receptive hearing, perhaps, in part, because 
over the last ten years law and policy have converged to 
make other kinds of criminal justice information, includ­
ing arrest and conviction record information, more readily 
available to the public. Second, there are some signs that 
organizations and information systems which promote the 
exchange of intelligence and investigative data within the 
law enforcement community are emerging. 

Description of Report 

This report is a reference work. Its purpose is to 
provide a context in which to place policy developments 
affecting intelligence and investigative systems. The 
report is divided into five Parts, and within each Part into 
two or more chapters. 
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Part One sets the scene for the discussion which 
fOllows. Chapter One in Part One includes a discussion of 
the definition of the terms intelligence and investigative 
information and identifies common as well as distinguish­
ing characteristics. Chapter Two presents a brief history 
of intelligence and investigative operations and related 
recordkeeping from the Colonial period through to the 
present. 

Part Two provides a brief overview of the opera­
tional characteristics of intelligence and investigative 
information systems. Chapter One in this Part identifies 
the content as well as the sources for intelligence and 
investigative information. Chapter Two briefly describes 
the operation of investigative as well as intelligence 
information systems. 

Parts Three and Four present the legal standards 
that affect the collection, maintenance and dissemination 
of intelligence and investigative information. In particu­
lar, Part Three identifies the legal standards that govern 
the collection and maintenance of this information. Part 
Four identifies the legal standards governing the dissemi­
nation of intelligence and investigative information, in­
cluding a detailed discussion of state and federal freedom 
of information statutes. 

Part Five discusses the policy issues raised by the 
collection, maintenance and dissemination of intelligence 
and investigative data. 

Finally, the appendices contain a chart describing 
the characteristics of each staters freedom of information 
or public records statute and contain a complete table of 
citations for material used in the report. 
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PART ONE 

THE CONCEPT AND HISTORY 
OF INTELLIGENCE AND INVESTIGATIVE 

OPERATIONS AND INFORMATION SYSTEMS 
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Chapter One 

THE CONCEPT OF INTELLIGENCE 
AND INVESTIGATIVE INFORMATION 

Definition of Terms 

The terms flinvestigative information" and "intelli­
gence information" are often used interchangeably. In 
fact, the two terms describe types of information which 
are closely related, but which are by no means identical. 
In this report the term investigative information is de­
fined to mean, fTinformation on identifiable individuals 
compiled in the course of an investigation of specific 
criminal acts. ttZ Intelligence information is defined to 
mean, "information on identifiable individuals compiled in 
an effort to anticipate, prevent or monitor possible crimi­
nal activity.u s Because this report centers on information 
policy and privacy concerns, it is appropriate to use these 
definitions, because they define intelligence and investi­
gative information to include personally identifiable in­
formation. By contrast, in much of the literature about 
the intelligence and investigative process, intelligence 
and investigative data are defined either descriptively so 
that the definition catalogues information pertinent to 
solving or anticipating a crime, such as modus operand! 
informationj'+ or defined theoretically so that the defini­
tion describes a particular type of analysis as resulting in 
intelligence information. 5 

Common Characteristics of Intelligence and Investigative 
Data 

The terms intelligence and investigative informa­
tion, as used in this report, share some com mon and basic 
characteristics. First, neither type of information offi­
cially documents a formal event in the criminal justice 
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process such as an arrest, or other formal filing of 
charges, or a conviction. In other words, intelligence and 
investigative information can be distinguished sharply 
from criminal history record information, although intelli­
gence and investigative files often contain criminal his­tory data. 

Criminal history record information is usually de­
fined to mean information collected by criminal justice 
agencies about individuals concerning the individual's ar­
rest or other formal filing of charges against the indi­
vidual or a conviction or other final disposition along with 
sentencing, correctional, supervision or release informa­
tion.

6 

In fact, many state criminal justice information 
statutes expressly define criminal history record informa­
tion to exclude intelligence and/or investigative informa­
tion, or they prohibit the commingling of the two types of data. 7 

Second, both intelligence and investigative informa­
tion, as noted earlier, are comprised of personally identi­
fiable information. Third, as a practical matter, both 
intelligence and investigative reports are likely to be 
comprised of similar kinds of personal information-­
identification data, personal history data, employment 
and financial information, and information about habits 
and associations. Fourth, both types of records, as 
discussed in detail later, are likely to be built on informa­
tion obtained from the same kinds of sources--public 
documents, police sources and informants, and Witnesses, 
to name the most important sources. 

Distinguishing Characteristics of Intelligence and Investigative Data 

While intelligence and investigative data share com­
mon characteristics, there is also an important difference 
between these types of information--the purpose for 
Which the information is created and maintained. Investi­
gatiVe data are compiled for the relatively narrow pur­
pose of identifying the person who committed a particular 
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crime or otherwise solving the crime. Intelligence infor­
mation, by contrast, is compiled for the rather broad 
purpose of identifying a particular individual, or, mo~e 
often, a group of individuals thought likely to commIt 
crimes in the future. 

These differences are illustrated in the language 
used in Pennsylvania's definition of intelligence and in­
vestigative information. Under Pennsylva~ia law inte.lli­
gence information is information lI~oncermng ~h~ habIts, 
practices, characteristics, posseSSIons, aSsocIatIOns, or 
financial status of any individual. lI Investigative informa­
tion is defined as "information assembled as a result of 
the performance of any inquiry} formal ?r ,informal, in~o a 
criminal incident or an allega.tion of crImInal wrongdOIng, 
and may include modus operandi information.uB 
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Cha.pter Two 

THE HISTORY OF INTELLIGENCE 
AND INVESTIGATIVE OPERATIONS 

A summary of the history of intelligence and in­
vestigative activity in the United States is useful in order 
to put the legal and policy discussions which follow into 
context. 

Early History of Investigative Operations 

Investigative activities, if not intelligence activi­
ties, have been conducted as a part of routine police work 
almost from the very inception of organized police activi­
ties in this country. Because criminal investigations are 
such an integral part of any law enforcement agency's 
mission, the history of investigative operations is a part 
of and submerged in the history of police actIvity in this 
country. 

The connection between police activity and criminal 
investigative work is less pronounced in other societies. 
In Egypt, Rome and Greece, for example, military units 
have historically taken responsibility for many criminal 
investigations. 9 Throughout much of the Middle Ages, 
crime detection in Western Europe, to the extent that 
such a thing existed, was largely left to private indi­
viduals, often noblemen or other wealthy individuals. I 0 

Even as late as the 17th century, a crime victim in 
England who hoped to apprehend his offender would have 
to purchase investigative services from a minor court 
official--and even then the chances of obtaining a satis­
factory result was slim. II 

In the United States, the history of criminal investi­
gative activity begins in the mid-19th century. Prior to 
that time, and beginning in 1636, the nation's cities--even 
its largest cities--were policed by unpaid and notoriously 

13 

Precedir~~ page blank 



undependable night watchmen and a collection of con­
stables and marshals, many of whom were compensated on 
a per-arrest basis. 12 The colonials had inherited this 
system from the British. " 

In Britain too, the night watches were notorIOUS for 
being comprised of the "dregs of soci~ty,1I and equally 
notorious for committing as much CrIme as they de­
terred.

13 
The first full-time crime detective unit was ~ot 

established in Britain until Magistrate Henry FieldIng 
(author of the novel Tom Jones) created a unit in 1748. It 
operated out of a court on Bow Street in London and 
became famous as the "Bow Street Runners. IS " Th" 
colorful and much celebrated group was the first to use 
such basic police techniques as informants, wanted pos­
ters and handcuffs. I4 

In 1838, Boston became the first American city to 
establish a daytime police force. The force was com­
prised of six full-time officers. In 1844" New Y?rk 
replaced its night watch, which had been In operatIon 
since 1656 with a day and night force of several hundred 
officers. All of these officers had investigative as well as 

I" d t" 15 other po Ice u Ies. " " 
In the Western states, the development of InvestIga­

tive organizations took a different path. B~caus~ lo?al 
police forces were small or non-ex~stent, Inveshgat:ve 
operations could not develop as an adJu~ct of local polIce 
operations. Instead, by about the mIddle of the 19th 
century, several western states establish~d centrali.zed 
police organizations largely devoted" to crIme dete~tIon. 
Texas established the Texas Rangers III 1853, and ArIzona 
established its own rangers shortly thereafter. For many 
of the same reasons, the Canadian Northwest Mounted 
Police, another famous investigative unit, was establis~ed 
in 1873.

16 
By the end of the 19th century, every "m~Jor 

urban area, and all regional or state areas, had crImInal 
investigative capacities. 

Intelligence Operations in the 19th Century 

While the growth of police investigative activity 
followed more or less naturally from the growth of 
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general police actiVity, this was by no means the case for 
intelligence activity. Indeed, throughout the nation's 
history the growth and development of intelligence opera­
tions has been restricted by two factors. 

First, the public, and to a lesser extent, criminal 
justice officials, have not always perceived a need for 
intelligence activities. The public, in particular, has 
always been skeptical that intelligence operations could, 
in fact, antiCipate, prevent or even monitor criminal 
activity_ 

Second, the American public has always been ambiv­
alent about criminal intelligence activities because, his­
torically, criminal intelligence has been associated with 
surveillance of political dissidents. 1 7 Even former police 
intelligence officers have expressed ambivalence about 
the role of domestic intelligence operations and its po­
tential for abuse. One former intelligence official ex­
pressed the dilemma as follows. ITThe challenge to a 
democratic society is to make intelligence agencies ef­
fective representatives of the nation's Jaws and of the 
people. lI1B 

In the 19th century, there was virtually no organized 
criminal intelligence capability within federal, state or 
local governments. In fact, during the Civil War, the 
Pinkerton Detective Agency handled military intelligence 
for several of the Union Armies. 1 9 In the decades after 
the war the If Pinker tonsil became infamous by providing 
intelligence information about labor strife and unionism 
to industry barons. 

Intelligence Operations in the Early 20th Century 

It was not until the early decades of this century 
that professional intelligence units emerged as a part of 
most large urban police forces. 2 0 By that time most 
urban areas were plagued with problems such as loan 
sharking, fencing, bootlegging, smuggling and narcotics, 
all of which involved permanent and relatively sophisti­
cated criminal organizations. The emergence of perma­
nent organizations which conducted criminal enterprises 
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led to a parallel emergence of permanent intelligence 
organizations to identify and monitor these organizatio~s 
and, where possible, to anticipate and prevent theIr 
criminal activities. 21 

Massive immigration to urban areas in the early 
20th century, accompanied by a rising tide of poverty, 
crime, political extremism and prejudice, also spurred 
authorities to create special intelligence units. New York 
City's Bureau of Special Services and Information (BO~SI), 
for example, was first established in 1912 as the "RadlCal 
Bureau." Its primary purpose was to investigate the 
status of aliens. 2 2 

The emergence of criminal intelligence units in the 
early 20th century was also spurred by the violent anarch­
ist movement which had its heyday 1;>rior to World War I. 
Interestingly, early intelligence units were often called 
flbomb squads. ll In 1915, New York City changed the name 
of the Radical Bureau to the llN eutrality Squadl! and 
directed it to Tlidentify bomb throwers, German agents 
and anar chis ts .11

2 3 

The Development of Identifica.tion Techniques 

An important development in the early decades of 
this century which advanced, and in a real sense made 
possible, professional investigative and intelligence opera­
tions was the development of fingerprinting as a practi­
cal, reliable method for obtaining positive identification 
of suspects and offenders. 

The French police were perhaps the earliest to give 
attention to the problems of positively identifying crimi.­
nal offenders. As ear~ as 1840 the French began 
photographing offenders. 4 However, the photographs 
suffered from poor quality and proved unsatisfactory for 
use in establishing positive identity. 

In the mid-19th century, a French investigator 
named Alphonse Bertillon developed the Bertillon system, 
or anthropometry, as it was often called. Bertillon's 
system measured 11 separate physical characteristics. 
However, the system was never popular with police offi­
cers because of the time and exactitude which its use 
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required. Its demise in the United States was assured in 
1903 when ;;>rison authorities at Leavenworth, Kansas used 
the Bertillon system as part of the processing of a new 
inmate named Will West. It turned out that the new 
in::nate named Will West had exactly the same Bertillon 
oro file as a current inmate who was also named Will 
West. 25 

In the early part of this century fingerprinting 
replaced the Bertillon system as the preferred technique 
for making positive identification. The !Tinventor ll of 
fingerprinting, Francis Galton, a cousin of Charles Dar­
win, estimated that the chances of two individuals having 
the same fingerprints are one in 64 billion. 2 6 Today, 
fingerprinting is th~ near universal method for obtaining a 
positive identification. 

Intelligence Operations After World War I 

World War I and the TtRed Scare!! immediately fol­
lowing the War helped to further institutionalize police 
intelligence functions. However, the police role in ferret­
ina' out Communist sympathizers also helped to institu-

b • 

tionalize the dual mission of intelligence operatIons--
pureJy criminal investigations and investigations that had 
a mix of political and criminal characteristics. 2 7 In 1923, 
for instance, New York City's intelligence unit received 
yet another name change. It was renamed the ITRadical 
Squad ll and subdivided for the first time into three units, 
the "Bomb S~uad,!! the TfIndustrial Squad" and the TtGang­
ster Squad." 8 The Ilbomb squads ltl mission involved 
primarily surveillance of political radicals. . 

Prohibition era bootlegging brought maSSIve growth 
to organized crime and, with it, commensurate growth to 
criminal intelligence outfits. Federal criminal intelli­
gence agencies saw particular growth during this period. 
Treasury Department intelligence units were especially 
active and their work led to the prosecution of several 
notori~us racketeers, including Al Capone. 2 9 During that 
period, in 1924, a small criminal investigative and intelli­
gence unit was also created within the Department of 
Justice.--the FBI. 3 0 

17 

___________ ---'--_-""---------..o....-...~ ____ ~~ __ ~ __ _ 



\ 

At the close of the prohibiti0n era, a special rackets 
group in New York City headed by Thomas E. Dewey 
produced several celebrated pros8cutions, including one 
which resulted in the conviction of mobster ItLuckyll 
Luciano. 31 At about the same time, the FBI developed 
the nationTs first national intelligence capability and be­
gan to promote the systematic exchange of criminal 
intelligence data amonf state and local law enforcement 
agencies and the FBI. 3 In the 19:;0's, the FBI introduced 
wiretapping and eavesdropping for intelligence pur­
poses. 

The emergence of the FBI as the nation's principal 
criminal investigative organizatioil had important conse­
quences for criminal justice reCOT dkeeping and informa­
tion policy. Well before 1900 many law enforcement 
officials, including most notably Allan Pinkerton, had 
called for the establishment of a national system to 
maintain records, and perhaps l:!hotographs, of active 
criminals. 34 As early as 1896 the International Associa­
tion of Chiefs of Police (IACP) had established in Chicago 
a file to keep track of active cri.ninals. 3 5 The FBI took 
the lead after 1924 in establishing (.) national repository of 
information about the identity and criminal history of 
offenders. At the same time, the FBI took responsibility 
for disseminating aggregate statis~ical information about 
crime, and published its first cri'TIe bulletin in 1930. 36 

While these activities did not invclve the FBI in intelli­
gence information systems, they do reflect a growing 
awareness at the national level of the critical role played 
by information and statistics in the criminal justice 
process. 

Intelligence Operations After World War II 

In the first two decades after World War II, several 
developments oecurred which encouraged the growth of 
active and sophisticated criminal intelligence operations. 
One such development was the growing public perception 
that the country was threatened ty a national organized 
crime network. In 1950, the United States Attorney 
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General convened the first national conference on organ­
ized crime in response to growing fears about soaring 
crime rates. Only a few months later, Senator Estes 
Kefauver began hearings on organized crime that would 
eventually involve 800 witnesses and make the term 
11M afial! part of the nation's vocabulary. 3 7 In 1954, partly 
in response to the Kefauver hearings, the Justice Depart­
ment formed the Organized Crime and Racketeering 
Section. This represented the Justice DepartmentTs first 
effort, apart from the FBI, to institutionalize a criminal 
intelligence program. 3 8 

Just three years later, the newly popularized Mafia 
received national media attention when over 75 crime 
syndicate bosses from around the country were photo­
graphed converging on Appalachian, New York for what 
was widely seen as a national convention of crime bosses. 
Not much later, in 1956, criminal intelligence officers 
from several states, led by California, formed the Law 
Enforcement Intelligence Unit (LEIu).3 9 LEIU's function 
is to promote the exchange of criminal intelligence infor­
mation among agencies represented by member of­
ficers. 4o 

President Kennedy's assassination in 1963 occa­
sioned a critical review of the intelligence capabilities of 
the Secret Service, the FBI and the Central Intelligence 
Agency, as well as many state and local criminal justice 
agencies. The Warren Com mission Report criticized the 
FBI in particular, and called for expansion of preventive 
intelligence capabilities. 41 

In 1967 and 1968 two other prestigious commissions 
issued reports calling upon the nation's law enforcement 
agencies to improve their intelligence capacities. The 
Report of the National Advisory Commission on clVIT 
Disorders decried the lack of intelligence information 
concerning rioting and other civil disturbances: 

Police departments must develop 
means to obtain adequate intelli­
gence for plam1ing purposes, as 
well as on-the-scene information 
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for use in police operations during 
a disorder. 42 

In 1967, the President's Commission on Law Enforcement 
and the Administration of Justice surveyed the status of 
the nation's criminal intelligence capabilities and found 
them lacking. Its report called for the "greater exchange 
of [intelligence] information among federal, state and 
local agencies. n 4 3 Specifically, the Corn mission recom­
m ended the establishm ent of regional crim inal intelli­
gence inform ation system s, along with the creation of a 
ltcentral corn puterized office into which each federal 
agency would feed all of its organized crim e intelli­
gence. t!44 

With the establishment in 1968 of the Law Enforce­
m ent Assistance Adm inistration (LEAA), 4 

5 substantial 
monies becam e available, for the first tim e, from the 
federal governrn ent for the developm ent of state and 
local intelligence operations and intelligence information 
systems. The availability of federal money was important 
because, historically, police agencies had been reluctant 
to spend money on the developm ent or operation of 
intelligence units. 1+ 6 

The availability of federal money for intelligence 
inform ation system s was also im portant because it en­
couraged the sharing of intelligence data. In the absence 
of such encouragem ent, intelligence officers had shown 
them selves to be unwilling to share intelligence data, 
even within their own departm ents, and certainly not with 
outside agencies. In consequence, earlier non-federal 
efforts at establishing regional intelligence system shad 
failed. For exam pIe, a com pact am ong intelligence 
agencies from the New England states, called the New 
England Organized Crim e Intelligence System, was still­
born in the mid-1960's, despite a promising gestation 
period. 47 
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Intelligence Operations in the 1970's and 1980's 

By. the end of the 1960's, the criminal justice 
communIty was prepared to launch ambitious new efforts 
to develop intelligence gathering and sharing capabilities. 
Unfortunately, these ambitious new plans were takinO' 
shape jus~ at the moment that thousands of young peopl~ 
were takIng to the streets to protest the nation's involve­
ment in the Vietnam War. The result, in retrospect at 
least, was predictable. 

As the volume of political dissidence grew louder 
the temptation to use budding intelligence capabilities fo~ 
su:v~illan~e ~rew ap~ce. . By the early 1970's many 
cr~n:I~al Justice and IntellIgence agencies were being 
crItIcIzed by the Congress and the media for misusinp' 
intelligence capabilities to compile records about domes~ 
tic political activity. 48 One form er intelliO'ence officer 
for New York City's BOSSI described the situ~tion: 

For [BOSSI], or the 'Red Squad' as 
some critics called it, the 1950's 
and early 1960's were the best of 
tim es, and the late 1960's and early 
1970's were the worst of tim es. 49 

A series of well-publicized Congressional hearings 
encouraged the dismantling of many federal domestic 
i~telligence programs and reductions in the funding and 
SIze. of state ~nd local criminal intelligence programs. 5 0 

DurIng the mId-1970's, with both Watergate and the 
dom~stic intelligence scandals fresh in mind, Congress 
conSIdered several bills that would ha.ve substantially 
r~stricted the discretion of federal, state and local agen­
CIes to conduct intelligence activities. 5 .l However none 
of this legislation was ever enacted. ' 

In fact, by the time the legislation was considered 
it may no longer have been needed because of administra~ 
tively imposed restrictions and budget cutbacks. In 1976 
f?r instB:nce, the Justice Department published regula~ 
trons WhICh set new, and more restrictive, guidelines for 
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FBI domestic security investigations. 52 Two years later, 
LEAA published regulations for state and local intelli­
gence systems funded with LEAA money which placed 
restrictions on the collection and dissemination of per­
sonal data in these systems. 5 3 

If the 1970!s were a decade of scrutiny and re­
trenchment for intelligence operations, the 1980's may be 
a decade in which the pendulum swings back toward 
greater acceptance of intelligence operations. Even as 
early as 1977, for example, members of Congress decried 
the erosion in the ~uality and quantity of federal criminal 
intelligence data. 4 In 1983 the Justice Department 
published new, and slightly more relaxed, standards to 
govern the FBI's domestic security investigations. 5 5 In 
1984, the Senate passed legislation that would strengthen 
the FBI's ability to maintain the confidentiality of infor­
mation received from confidential sources, thus presum­
ably encouraging informants to cooperate more fully in 
the FBI's intelligence investigations. 5 6 

With this as a brief sketch of the history of investi­
gative and, particularly, intelligence activity in this 
country, we turn to a description of the operational 
characteristics of intelligence and investigative data, and 
a sum mary of the current status of intelligence and 
investigative information systems, after which the report 
will discuss applicable law and policy. 
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Chapter One 

OPERATIONAL CHARACTERISTICS 

Content of Intelligence and Investigative Information 

It is useful to begin with a description of what an 
investiga tive or intelligence file looks like. The kinds of 
personal information contained in intelligence and investi­
gative files tend to be similar. A typical intelligence file 
will contain at least some of the following kinds of 
information about suspects: name, address, aliases, nick­
names, social security number, date and place of birth, 
marital status, name of spouse, race, physical description, 
criminal history record, motor vehicle record, names and 
addresses of business associates, parental background, 
educational background, military background employment 
history, affiliation with organizations and groups, finan­
cial and credit status, habits and traits, places fre­
quented, past activities and other police findings and 
observations. 57 An investigative file about a suspect will 
contain some, although usually not all, of the same 
information. Instead, an investigative file will customar­
ily contain more detailed physical descriptions (since the 
suspect's identity is often unknown, something which is 
less often the case in intelligence investigations) and less 
information about background and associates. 5 8 

Sources for Intelligence and Investigative Information 

To obtain personal information, criminal justice 
investigators look to many sources: witnesses and in­
formants; patrol officers; other criminal justice agenci~s; 
photographic or electronic surveillance; physical evideDce 
(often taken from a crime scene); the media and other 
public sources; neighbors, employers, and associates; and 
undercover agents. 
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However, the prime source of information is the 
least glamorous--public record information. Former Cen­
tral Intelligence Agency Director Allen Dulles has said, If. 

.. it is a fact that about eighty percent of all information 

. .. is obtained openly.II S 
9 Of course, reliance on such 

prosaic, public sources does not mean that the personal 
information which they produce is less sensitive. In 
Tarlton v. Saxbe,6 0 for example, the court pointed out 
that the process of compiling public records lIenergizesTl 

such records, thereby creating sensitive dossiers. 
In a "typicaPI criminal investigation, investigators 

take at least some of the following steps to obtain and 
analyze information: (1) interview the victim, (2) search 
the crime scene, (3) interview witnesses, (4) record sus­
pectfs modus operandi, (5) interview suspects, and (6) 
prepare files and reports. 61 One police department1s 
investigative manual described this six-step approach as 
ensuring that information which expertise and study have 
demonstrated is most likely to solve a crime is flcol­
lect [ed] in a structured, organized manner.u62 

Naturally, intelligence investigations are seldom so 
sttuctured. The form that these investigations take is 
often determined by whether the agency is conducting 
what is sometimes called IItacticalTl intelligence or ffstra­
tegicl! intelligence. 6 

3 Tactical intelligence is aimed at 
providing information regarding an immediate and speci­
fic threat of a criminal event. Consequently, in tactical 
intelligence operations criminal justice officials custom­
arily collect information which closely resembles the 
information in investigative files. 

By contrast, strategic intelligence, or Upure intelli­
genceU operations aim to produce information about in­
dustry-wide or area-wide criminal patterns. Accordingly, 
strategic intelligence files are likely to contain a wide 
variety of kinds of personal information about numerous 
individuals, many of whom may turn out to be innocent of 
wrongdoing. 6 

It 
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Chapter Two 

CURRENT STATUS OF INVESTIGATIVE 
AND INTELLIGENCE OPERATIONS 

AND INFORMATION SYSTEMS 

Today, virtually every law enforcement agency has 
an investigative capability. Indeed, without an investiga­
tive capability the agency would be unable to detect and 
identify offenders, and thus could scarcely be called a law 
enforcement agency. However, the size and sophistica­
tion of that investigative capacity varies widely. A 
substantial percentage of agencies, particularly smaller 
agencies, for instance, does not have plain clothes investi­
gators or a discreet investigative unit. Even in larger 
agencies, the percentage of sworn personnel assigned to 
investigative tasks seldom exceeds ten percenL 6 5 

Far fewer agencies have intelligence capacities, 
particularly strategic intelligence capacities. Strategic 
intelligence capacities are typically found in federal and 
state agencies, large metropolitan police departments 
and, occasionally, regional task forces or groups. Even in 
large agencies and departments, the number of sworn 
officers engaged in intelli~ence activities seldom exceeds 
one percent of the force. 6 

Nevertheless, in large agencies intelligence opera­
tions are considered indispensable because they operate as 
the lIeyes and ears of the Chief of Police.u67 One former 
agent for New York City's intelligence unit has expressed 
this idea as follows: 

Like the Cyclops Polyphemus, the 
New York City Police Department 
would be virtually helpless to cope 
with the many suddf~n and unex­
pected public crises without its 
eyes--the police intelligence 
unit. 6 8 
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Investigative Operations 

In many police agencies, patrol officers have initial 
and even primary investigatory responsibility for most 
routine crimes~ The investigative policy and procedures 
manual for a small California city, for example, stresses 
the investigative role of the patrol officer. liThe primary 
responsibility for the initial investigation of most re­
ported offenses rests with the patrol officer.flG9 Similar­
ly, in another California city all criminal investigative 
duties are assigned to patrol officers. 7 

0 In large police 
departments, a special investigative unit, or several in­
vestigative units, will have responsibility for conducting 
investigations involving certain types of crimes, such as 
narcotics or smuggling, or involving certain types of 
modus operandi. 71 

Investigative Information Systems 

Investigative files--unlike intelligence files--are 
usually organized by a numeric identifier assigned to the 
crime under investigation. Importantly, investigative 
files are seldom organized by the name of the investiga­
tive subject. It is customary in most agencies to maintain 
investigative information in a separate filing system apart 
from criminal history files or the outstanding warrants 
file (wanted person file). 7 

2 Moreover, investigative files 
are almost always kept in a manual system under the 
control of the appropriate investigative unit.7 3 The 
period of time for which the file is maintained is usually a 
matter of agency discretion, and customarily turns on the 
prospects for prosecution, the type of crime and the 
identity and past conduct of the suspect. 7 If 

The types of personal information and the sources 
for obtaining personal information found in investigative 
files have already been described. Typically, this infor­
mation is recorded in field notes, v9.rious reports which in 
many agencies include a preliminar"y report (recorded at 
the time of the first investigation of the crime), progress 
reports, and a closing and/or prosecution report. 5 
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As discussed in detail in subsequent parts of this 
repo!t, investigative information is ordinarily not released 
o.utside of the department which initiated the investiga­
tIon, except to other law enforcement officials. Even 
then investigative and intelligence officials are often 
reluctant to share such data. 7 6 

Intelligence Operations 

Most intelligence texts recommend that the head of 
an agency's intelligence unit should report directly to the 
chief of police. 7 7 However, in practice, intelligence units 
are often placed within the detective division and the 
head of the unit reports to the chief of detectives. 7 8 

Many com~en~ators criticize this approach because they 
rear tha~ It WIll encourage the intelligence unit to skew 
mformatIon to serve short-term crime detection and 
criminal apprehension priorities. 79 

. . The. in~elligence unit is like no other part of a 
c:ImI~a~ ~ustIce agency-- except, perhaps, an identifica­
~lOn ~lvIsIon or a criminal history repository--in that the 
l1:tellI~ence unit's mission and sole TTproductTT is informa­
tIon.

8 
Not surprisingly then, most intelligence agencies 

devote, enormo.lls at~ention to the collection, compilation, 
analYSIS and dIssemInation of information. According to 
commentators, successful intelligence units have at least 
the following three key characteristics. 

1. Files containing both biographical and func­
tional information, thoroughly cross-refer­
enced, and arranged for rapid and reliable 
retrieval. 

2. A formal, permanent arrangement for the flow 
of raw information to the intelligence unit. 

3. Persons designated as analysts. 81 

Thi~ report. has already described the types of 
personal InformatIon customarily collected by intelligence 
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units and the sources for this personal information. In 
most intelligence agencies this information is kept in 
manual files. In addition, almost every intelligence 
agency has a central log which provides a summary of the 
content of information received; the date and time of 
receipt; the source of the information (at least gener­
ically); the case number or matter to which the data 
refer; and the name of the officer to whose attention the 
information is directed. BOSSI's log was described as 
follows: 

. . . the daily Iif e of the Bureau 
evolves around a 24 hour log. The 
log is comprised of a running ac­
count of every significant event 
affecting the unit ... 82 

In addition, larger intelligence agencies have several 
types of specialized personnel to manage and assess this 
data. An !!intelligence interpreter," for example, is used 
by some agencies to screen new information so that only 
colorable and potentially relevant data is recorded. 8 

3 As 
a further example, some agencies use a IIcriminal source 
control officer" to manage data obtained from informants 
or other confidential sources and to manage especially 
sensitive information. 84 

Intelligence Information Systems 

As already noted, intelligence operations are not 
nearly so common as investigative operations, except to 
the extent that most large investigative units give some 
attention to the anticipation and prevention of specific, 
near term criminal activity. At the federal level, a 
number of agencies are authorized by statutes to collect 
personal information for criminal intelligence purposes. 8 5 

At the state level today, virtually every state has estab­
lished at least one unit within the state police, or within 
a~ot?er state agency, which has a criminal intelligence 
mISSIon. 
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On a local level, only the larp'est cities have estab­
lished permanent intelligence units within their police 
departments. 86 Some of these local intelligence units 
operate relatively sophisticated information systems. 8 

7 

In addition, a few cooperative ventures among state and 
local criminal justice agencies or officials operate (or are 
planning to operate) criminal intelligence information 
systems. 88 
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PART THREE 

STANDARDS FOR THE COLLECTION AND 
MAINTENANCE OF INTELLIGENCE 

AND INVESTIGATIVE INFORMATION 
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Chapter One 

COLLECTION OF INTELLIGENCE 
AND INVESTIGATIVE INFORMATION 

In most jurisdictions law enforcement agencies have 
discretion to initiate intelligence and investigative opera­
tions, to select the targets of those operations and to 
determine the types of information about these targets 
that will be collected. Legislatures, both state and 
federal, have rarely given the subject detailed atten­
tion. 8 9 illinois' statute, for example, creates the illinois 
Bureau of Investigation and gives it a broad mandate to 
Tlinvestigate the origins, activities, personnel and inci­
dents of crime.u9 0 

The principal legislative and judicial restrictions 
placed on intelligence and investigative operations are not 
aimed at recordkeeping, but rather, are aimed at the 
methods that agencies use to collect personal information 
in the course of intelligence and investigative operations. 
The courts and the legislatures have been far more 
concerned about police conduct in the field than they 
have been about imposing information or recordkeeping 
safeguards. 

Much of the reason for that approach is due to the 
Constitution's concern about safegua.rding individuals 
from abusive police conduct. The Fourth Amendment's 
guarantees against unreasonable searches and seizures 
place restrictions on searches of targets' persons, personal 
effects, houses and papers. 91 The Fifth Amendment 
guarantees against self-incrimination and limits interro­
gations and the collection of evidence which depends upon 
testimonial information or explanations provided by the 
target. 92 

In addition, numerous statutes, both federal and 
state, prohibit or restrict certain kinds of governmental 
information gathering techniques. For example, the Om-
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nibus Crime Control and Safe Streets Act of 1968 places 
restrictions a~d safeguards on the government's use of 
wiretapping and eavesdropping. 9 

3 The Privacy Act of 
1980 restricts the federal governmentfs use of search 
warrants to obtain personal information held by the media 
and certain other recordkeepers. 9 

It Similarly, the Finan­
cial Privacy Act of 1978 establishes a protective scheme 
to be used by federal agencies attempting to collect 
financial information about an individual which is held by 
a financial organization. 9 

5 

This is not to say, of course, that there are no 
restrictions on the recordkeeping aspects of the collection 
of intelligence and investigative information. These rec­
ordkeeping restrictions fall into two broad categories: (1) 
restrictions on the circumstances under which individuals 
can become targets of intelligence or investigative opera­
tions; and (2) restrictions on the type of personal informa­
tion that can be collected about target individuals. 

Restrictions on the Targeting of Pal"ticular Individuals 

Those restrictions which concern when a person can 
become a target of an investigation are aimed primarily 
at assuring that an agency has at least some reasonable 
basis for believing that an individual has been involved in 
a crime, or is about to be involved in a crime, before the 
individual becomes a target of an investigation. 

LEAA has published guidelines applicable to several 
federally funded regional intelligence information sys­
tems. These guidelines have subsequently been amended 
and republished by the Office of Justice Assistance, 
Research and Statistics (lfOJARS Guidelines"). They pro­
vide that intelligence systems which have received Depart 
ment of Justice funding can collect and maintain personal 
information about a particular individual only if it is 
IIreasonably suspectedll that the target individual is in­
volved in criminal activity_ 96 

The new "Guidelines for FBI Domestic Security 
Investigationsll also contains a standard for targeting 
individuals. That standard states that domestic security 
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intelligence investigations can be conducted only when 
the !tfacts or circumstances reasonably indicate that two 
or more persons are engaged in an enterprise for the 
purpose of furthering political or social goals wholly or in 
part through activities that involve force or violence and 
a violation of the criminal laws of the United States.u9 7 

The City of Seattle adopted an ordinance in 1979 
which remains one of the more comprehensive municipal 
intelligence charters. 9 

8 The Seattle ordinance provides 
that in order to collect information about an individual in 
the course of a criminal intelligence investigation, the 
Seattle Police Department must first have a tlreasonable 
suspicion" that the subject of the information is involved 
in a criminal activity, or is a victim or witness, and the 
information sought must be relevant to the investigation. 
Several states have adopted statutory provisions that are 
simi~a~ to Seattle's formulation. Indiana, for example, 
prohlblts the collection of information about an individual 
for intelligence or investigative purposes unless "grounds 
exist connecting the individual with known or suspected 
criminal activity and if the information is relevant to that 
activity.1I 99 

In the mid-1970 ts, as noted earlier, Congress gave 
ser.io~s consideration to comprehensive legislation, liThe 
CrImlnal Justice Information Control and Protection of 
Privacy Act of 1975,tr S. 2008, that would have regulated 
the collection, maintenance, use and dissemination of 
criminal justice information, including criminal justice 
intelligence information. I 0 0 S. 2008 provided that intelli­
gence information about an individual may be maintained 
(and such maintenance standards have a de facto effect 
upon collection) by an agency, Itonly if grounds exist 
connecting such individual with known or suspected crimi­
nal activity and if the information is pertinent to such 
criminal activity." I 0 I Many criminal justice officials 
opposed this standard because it would have prohibited 
the maintenance of information about relatives and per­
sonal and business associates of target individuals. I 02 

During the same period, New York CityTs Council 
considered adopting legislation that might have sharply 
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restricted the collection of personal information for in­
telligence purposes. The bill provided that any city 
agency which maintained personal information, for pur­
poses other than the investigation of a specific crime, 
would have to notify the record subject of the existence 
of the file and extend the subject other due process 
rights. New York City intelligence officers argued that 
many intelligence investigations would be subject to these 
notice and due process requirements because the investi­
gations would not relate to a specific crime. 1 

0 3 

In addition to standards that require criminal justice 
agencies to demonstrate reasonable grounds for connect­
ing a proposed target to a threatened criminal event, 
ma.ny intelligence systems operate under charters which 
limit their jurisdiction to targets who are suspected of 
engaging in certain specified kinds of crimes, or who 
commit crimes involving certain specified industries. 1 

0 If 

One additional type of standard often affects 
agency thinking about who should become a target of an 
intelligence investigation. Federal and some state crimi­
nal justice agencies operate under freedom of information 
statutes which will not permit them to deny requestors 
access to intelligence information unless the agency can 
demonstrate that the requested information is Tlinvestifa­
tory records compiled for law enforcement purposes. lll 5 

Thus, in collecting information about a target, most 
agencies want to be confident that the target's activities 
are sufficiently related to a criminal activity to permit 
the agency to claim that the information it collects about 
the target can be considered lIinvestigatory records com­
piled for law enforcement purposes.1f Otherwise the 
agency will not be able to protect the data from access 
requests by the public. 

For the most part, the courts have been sympathetic 
to agency efforts to meet this freedom of information act 
standard. They have held that any tlcolorable claim ll by an 
agency that an individual may have been, or is planning to 
be, involved in a criminal activity meets the law enforce­
ment, investigatory records threshold. 1 

06 Nevertheless, 
the FOIA's investigatory records threshold probably works 
to establish a de facto collection standard. 
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Restrictions on the Content of Personal Information 

A second type of collection standard regulates the 
c?ntent of information collected in intelligence investiga­
tions. Perhaps the most important of these ffcontentlf 
restrictions places limits on the collection of information 
about an individuaPs exercise of his First Amendment 
rights--namely religious, political and civic activities. 

The Federal Privacy Act, for example, forbids fed­
eral agencies from maintaining any record Ifdescribing 
how any individual exercises rights guaranteed by the 
First Amendment unless expressly authorized by statute 
or by the individual about whom the record is maintained, 
or unless pertinent to and within the scope of an author­
ized law enforcement activity. II I 07 Federal law enforce­
ment agencies lobbied hard for inclusion of an exception 
for law enforcement activities because it permits agen­
cies to conduct investigative operations, if not intelli­
gence operations, much as they did prior to adoption of 
the Privacy Act. I 08 

Indeed, the Privacy Act's legislative history draws a 
sharp distinction between the activities of Hnormal dissi­
dents exercising First Amendment rightsH and the ffactiv­
ities of individuals or organizations dedIcated to the 
violent overthrow of the government. fI The activities of 
the latter are not intended to be sheltered by the Privacy 
Act's restriction on the collection of First Amendment 
Information. 1 0 9 

To date, there are no published court decisions 
prohibiting federal law enforcement agencies from main­
taining First Amendment information because such main­
tenance would violate the Privacy Act. 11 0 However, 
other tlpes of agencies have run afoul of this prohibi­
tion,11 and its existence quite possibly has an inhibiting 
effect upon the collection of First Amendment data in 
intelligence investigations. 

To date, over a dozen states have adopted statutes 
based on the Federal Privacy Act, and several of those 
state Privacy Act statutes include Privacy Act-type pro­
hibitions on the collection of First Amendment informa­
tion by state agencies. 112 Moreover, other states have 
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grafted First Amendment collection restrictions onto 
their criminal justice information statutes. Indiana, for 
example, prohibits the collection and maintenance of 
political, religious, or social information about any 
individual unless this information is directly related to 
past or threatened criminal activities and there are 
reasonable grounds to suspect that the target is or may be 
involved in criminal activities. 113 

The Chilling Effect Doctrine 

The "chilling effect" doctrine propounded by many 
scholars and accepted by a few courts in the late 1960's 
and early 1970's posed a significant challenge to the 
leQ'ality of the government's collection of information 
abOout individuals' exercise of their First Amendment 
rights. In 1969 the New Jersey Superior Court issued 
what may be its most famous decision. In a case called 
Anderson v. Sills,114 several civil rights demonstrators 
and the NAACP sued the New Jersey Attorney General 
because he had established a domestic political intelli­
gence system under which state and local police compiled 
and forwarded to the New Jersey State Police information 
about civil disturbances, riots, rallies, marches and other 
kinds of protests or demonstrations. The Superior Court 
held that the establishment of this information system 
violated the subjects' First Amendment rights of political 
expression by chilling the exercise of those rights, even 
though the plaintiffs had not alleged that the existence of 
this filing system had done them any particular harm. 

The plaintiffs' theory rested on an established doc­
trine that the government cannot interfere, except in the 
most limited and exceptional circumstances, with an 
individual's exercise of his rights of free speech and 
freedom of association. As early as 1958, the Supreme 
Court had held in a much-quoted opinion, NAACP v. 
Alabama, that an Alabama court order requiring the 
NAACP to disclose its membership list was a violation of 
the NAACP members! constitutional rights because it 
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interfered wHh the members' First Amendment right of 
assembly. 11 5 The Court reached this holding even though 
the state had not taken direct action to restrict the 
NAACP members! right to associate freely. 

Despite the earlier NAACP v. Alabama decision, the 
Anderson opinion provoked a flurry of comment from 
scholars, police officials and the civil rights and ~nti­
Yietnam War communities. 1 1 

6 The lower court's opinion 
In Anderson represented a significant extension of the 
chilling effect doctrine, because in earlier decisions 
including NAACP, the government had taken some kind of 
affirmative or punitive action aimed at the affected . d· 'd I 11 7 
In IVI ua s. In Anderson, the alleged chillinp- effect 
was ascribed to the mere Collection and mainte;ance of 
intelligence information. 

The chilling effect doctrine, as enunciated in Ander­
son, posed a serious threat to the collection and main­
tenance of First Amendment information and, for that 
matter, to the collection and maintenance of almost any 
personal information for criminal intelligence purposes. 
However, in the spring of 1972, the Supreme Court largely 
disposed of this threat, by publishing their opinion in Laird 
v. Tatum.

118 
Writing for a divided court, split five 

justices to four, Chief Justice Warren Burger stated that 
the mere existence and operation of an intelligence 
gathering and distribution system by the Army did not 
give the targets of such a system standing to claim that 
the exercise of their First Amendment rights had been 
chilled, provided that the targets could not complain of 
any specific harm that had befallen them. 119 

In the years since the publication of Laird v. Tatum, 
the courts have continued to reject claims that the mere 
collection of information about the exercise of First 
Amendment rights, absent specific, tangible harm to the 
targets, gives the targets a constitutionally cognizable 
claim under the First Amendment. 12 0 However, as noted 
earlier, targets of this kind of intelligence operation may 
sometimes have a statutory remedy. 
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Chapter Two 

MAINTENANCE OF INTELLIGENCE 
AND INVESTIGATIVE INFORMATION 

This report uses the term "maintenanceTl in a gen­
eric way to refer to four types of standards which may 
apply to the holding of personal data. First, data main~. 
tenance standards include rules to ensure a minimum level 
of data quality. Second, data maintenance standards 
include sealing and purging and archival rules which 
determine when and how data can be retained in or 
removed from a record system. Third, data maintenance 
standards customarily include rules about the format or 
media in which data can be kept. And fourth, data 
maintenance standards customarily include rules about 
system security. 

In many jurisdictions, criminal intelligence and in­
vestigative systems are not covered by data maintenance 
rules. Although data maintenance rules are often found in 
state statutes which regulate the handling of criminal 
history record information, these statutes typically ex­
clude intelligence and investigative data. As well, data 
maintenance rules are often contained in state privacy 
acts, but typically these acts also contain exemptions for 
intelligence and investigation information. 

Data Quality Standards 

Perhaps the principal reason that data quality stan­
dards are seldom imposed on intelligence and investiga­
tive information systems is that, almost by definition, 
such systems must compile and maintain raw, unverified 
data. Therefore, if data quality safeguards are applied 
they usually attach only at the point when the data will be 
disseminated, and safeguards do not apply when data are 
merely being collected and maintained. 
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Notwithstanding the need for flexibility in the main­
tenance of data in intelligence systems, it is possible to 
review or audit periodically the content of such systems. 
The OJARS regulations, for instance, require covered 
agencies to adopt procedures to IIprovide for the periodic 
review of data and the destruction of any information 
that is misleading, obsolete or otherwise unreliable.,,121 

In addition, criminal intelligence experts often ex­
hort intelligence agencies to judge all information for 
"relevancy and accuracy;" to attempt to verify informa­
tion from several sources; and to purge information which 
does not meet minimum standards for relevancy, accuracy 
and reliabili ty. 1 22 

Sealing, Purging and Archival Standards 

Federal and most state agencies may set their own 
archival standards for investigative and intelligence rec­
ords. 12 3 Alaska's agencies are an exception. Alaska's 
statute provides that "upon termination of an arrest or 
po.lbe investigation in favor of an individual, information 
collected must be closed ... and that information must 
be expunged within one yea.r after closure." (emphasis added).12'lf 

Indiana's statute does not establish a specific time 
period for destruction of intelligence or investigative 
information, but it does require routine audits of such 
data. The statute requires that the chief officer of a 
criminal justice agency maintaining intelligence and in­
vestigative data regularly review such data to determine 
whether grounds exist for retaining the information and, 
if not, the data must be destroyed.125 

Seattle's criminal intelligence ordinance includes a 
provision similar to Indiana's. The ordinance does not 
establish an express archival standard, but it does require 
that intelligence records be reviewed and audited every 
180 days by an outside aUditor. The 180-day audit period 
presumably encourages the purging of out-of-date or 
inappropriate data. 
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Although over 40 states have adopt~d. statutory 
schemes for sealing or purging arrest or conv~ctIon .rec?rd 
information, those statutes seldom app~y to .mvestI~atIve 
information and almost never apply to IntellIgence mfor­
mation. 12 6 This omission may make sense given that the 
purpose of sealing and purging sta~utes is to prevent the 
dissemination of information that IS not accurate or ~hat 
is no longer probative of a subject's character. Sm:e 
intellio-ence and investigative information is seldom dIS­
semin:ted and since, by its very nature, it is exp~cted to 
contain raw and sometimes inaccurate informatIon, the 
traditional rationale for sealing or purging is inapPosi.te. 
However, when intelligence or investigative informatIOn 
is to be disseminated, a stronger argument c~n be m~de 
that the data should first be reviewed for possIble purgmg 
or sealing. 

S. 2008 took precisely this approach. It would have 
established a national policy for purging intelligen?e ar:d 
investigative information. S. 2008 provided that IntellI­
gence information: 

may be maintained o~ly. i.f grou~ds 
exist connecting such IndIvIdual wIth 
known or suspected criminal activity 
and if the information is pertinent to 
such activity. Criminal justice intel­
ligence informativn shall be revie~e.d 
at reg~lar intervals, but at a mInI­
mum whenever dissemination of such 
information is requested, to de­
termine whether such grounds con­
tinue to exist, and if grounds do, not 
exist such information shall be 

d 127 purge. 

S. 2008's standard for the purging of investigative informa­
tion would have required data to be purged whenever the 
statute of limitations for the offense for which the data was 

d . d 128 collecte expIre . 
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In the absence of a statutory authorization, the courts 
are undecided as to whether, and under what circumstances, 
they have the authority to order this data to be purged. 
Several courts have subscribed to a view expressed by the 
Delaware Supreme Court that the retention of identification 
records and other types of "informal" records which the 
police believe are of interest "is a field in which the police 
have broad discretionary powers which will not be disturbed 
by the courts save under some exceptional circum-
stances." 1 2 9 

Furthermore, in cases in which the subject of an 
intelligence record alleges an Anderson v. Sills type of 
"chilling effect,'! the courts are virtually unanimous in 
holding that such an alleged chill of First Amendment 
interests, without further reason, does not provide a basis 
for a purge order. In Finley v. Hampton, 13 0 for example, a 
federal court of appeals panel held that the maintenance of 
information in the plaintiff!s personnel security file, indi­
cating that two of the plaintiff!s friends had Ifhomosexual 
mannerisms,!! did not upset any cognizable legal interest or 
right belonging to the plaintiff. Accordingly, the court 
found that there was not a basis for a purge order. 

In Sikoshod v. Stafford. 1 
31 a Missouri state court 

reached a similar conclusion in upholding a police depart­
mentIs right to maintain photographs and video tapes of 
peaceful demonstrations. The court held that the mere 
maintenance of personal information about the exercise of 
First Amendment freedoms does not violate a target!s 
constitutional rights, and hence is not a basis for a purge 
order. 

Perhaps the closest that the courts have come to 
finding a basis in the Constitution for the expungement of 
intelligence information is set out in Paton v. La Prade. 1 3 2 

In Paton, a 16-year-old high school student became the 
subject of an FBI intelligence file when she mistakenly 
wrote to the Socialist Workers Party seeking information for 
a high school research project. She had intended to write to 
the Socialist Labor Party. Her inadvertent inquiry triggered 
an FBI investigation which included interviews with the 
local chief of police and with the principal and vice princi­
pal of the student!s high school. 
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A federal court of appeals panel held that the high 
school stude?t had standing. to c~allenge the recordkeeping 
and that maintenar:ce of an IntellIgence file about her might 
so ~arm her legal Interests (undefined by the court) that a 
basI~ for an expungement order could be established. Ac­
cordIng to Pato~, a c?urt would have to weigh the harm to 
~he student agaInst toe benefits to the government, taking 
~nto acc~unt: (1) the accuracy and adverse nature of the 
InformatIOn;. (2) the availability and scope of dissemination; 
(3) the legalIty of the collection methods; (4) the existence 
?f relev~nt statutory standards' and (5) the value of the 
InformatIon to the government. i33 Although Paton seems 
~ome~hat at odds with the Supreme Court's earlier holding 
In LaIrd v. T~tum, the special facts in Paton provide the 
best. ~xplanatlOn for the courtts willingness to consider 
prOVIdIng the plaintiff with a remedy. 
. In at least one case, the court has held that investiga­

tive type inf~rmation. should be expunged when related 
arrest. record Informatl0i\ js expunged. A federal district 
court In Urban v. Brier, ordered the expungement of the 
arrest re~ords of 54 members of a motorcycle gang who 
were subjected to !!dragnet!! style arrests without probable 
cause. The court held that the police should not be allowed 
to retain finge.rprints ~d photographs of the gang members. 
The legal ?aSIS of thIS order was not articUlated by the 
?ourt, but It appears to rest on a due process rationale. It is 
Important to note that the record subjects were proper 
tar~ets. Moreover, the agency's maintenance of thE' investi­
gatI~e data could reasonably be connected with specific and 
tangIble harm to the subjects--future police harrassment in 
the form of dragnet arrests. 

Ther.e is one other basis for the establishment of sealing 
and purgIng standards that merits discussion. Federal and 
s.tate freedom of information statutes often work to estab­
lIsh ~ de facto purge standard. Those statutes make it 
~elatI~ely. ea~y for a~encies to withhold intelligence and 
InvestIgatIve InformatIon so long as an investigation remains 
open and a future. pros~cut~on is at least a possibility. 1 3 

5 . 

Ho",:ever, once an lnvestIgatIon is closed, and prosecution is 
no longer a real possibility, an agency!s ability to shelter 
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investigative and intelligence inform ation dim inishes.13 6 

Although in most jurisdictions agencies retain substantial 
ability to withhold data, nevertheless, agencies face a 
threat that record subjects or third parties will be able to 
use freedom of inform ation statutes to obtain access to 
investigative and intelligence data once an investigation 
closes. This threat creates an incentive for criminal justice 
agencies to purge investigative or intelligence data o~ce an 
investigation closes. 

Format for the Maintenance of Intelligence and Investigative 
Data 

A few jurisdictions have established standards which 
prescribe, or at least affect, the form at, or media, in which 
intelligence and investigative inform ation can be m ain­
tained. Iowa's statute, for example, expressly states that, 
lIintelligence data ... shall not be placed within a corn puter 
data storage system .,,137 Sim ilarly, Pennsylvania's statute 
provides that, "intelligence . . . [and] ... investigative 
inform a tion ... shall not be collected in the central 
repository nor in any autom ated or electronic crim inal 
justice information system .,,13 8 

The OJARS regulations also set format standards for 
the maintenance of intelligence data. The regulations 
provide that if Departm ent of Justice grant funds are used 
to obtain automated equipm ent for intelligence system s 
then IIdirect rem ote term inal access to data shall not be 
made available to system users!! and "no modifications to 
system desig-n shall be undertaken without prior [OJARS] 
approval. ,,1 3'-9 

In a very real sense, the prohibitions found in many 
state statutes forbidding the inclusion of intelligence or 
investigative data in criminal history record files or systems 
also work to encourage the retention of investigative and 
intelligence data in a manual format. The reason for this is 
that criminal history record data are increasingly auto­
mated~ Louisiana, for instance, has adopted perhaps the 
most detailed statutory standard for the linkage of criminal 
history data and intelligence and investigative data. The 
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statute states that criminal history files may be linked to 
intelligence files in such a manner that an inquiry for 
intelligence data can include criminal histor~ d,ata. ,HOW­

ever the statute further provides that, "a crImInal hIstory 
inquiry response shall not include information which indi­
cates that an intelligence file exists.,,14 0 

Athough legal standards, to the extent ge:mane.' w?rk 
to restrict the automation of intelligence and InvestIgative 
data com mentators tend to take a different view. One 
text; for example, cautions that lIail newly de,velope,d police 
intelligence filing systems should be compatIble WIth data 
processing.,,141 

Security of Intelligence and Investigative Data 

Protecting a record system against improper access is 
an especially critical data maintenance issue. Surprisingly, 
most state criminal justice information statutes are silent 
on the subject. The Federal Privacy Act and comparable 
laws at the state level do require that government data 
bases containing personal information be maintained with 
"adequate" security. 14 2 Exactly what is required in order to 
meet the standard of "adequate" security is not apparent 
from the Privacy Act's legislative history and has not as yet 
been spelled out by the courts. Moreover, criminal justice 
aO'encies are free at least under the federal act, to exempt 
i;vestigative and intelligence information systems from this 

, t 143 reqUlremen . " 
The OJARS regulations contaIn a securIty standard that 

is more expansive than the Privacy Act's adm?nis~men~. 
The regulations require covered agencies operating Intelll­
gence systems to "establish administr~tive" physical ~nd 
technical safeguards (including audit traIls) to ms~re ag~Inst 
unauthorized access and against intentional or umntentIonal 
damage.,,144 
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PART FOUR 

STANDARDS FOR THE DISSEMINATION 
01"1 INTELUGENCE 

AND INVESTIGATIVE INFORMATION 

Dissemination is probably the most important infor­
mation policy issue :involving intelligence and investiga­
tive records. In other words, the key questions are who 
can see intelligence and investigative information, under 
what circumstances and subject to what condidons. The 
short answer is that intelligence and investigative infor­
mation traditionally has not been available outside the 
criminal justice community, and often has not been avail­
able outside the agency that first collects or compiles the 
information. Indeed, in most agencies, intelligence and 
investigative information is not even available to person­
nel who are not working on the case unless they can 
demonstrate a need for the data. l '+s 

A number of factors encourage such tight restric­
tions on the dissemination of intelligence and investiga­
tive data. Criminal justice officials, for example, are 
customarily loath to share investigative and intelligence 
data while an investigation is still underway or a prosecu­
tion is pending for fear of compromising the investigation 
or prosecution. In th~ view of many police officlQ.Js, there 
is hardly a quicker Qi' surer way to sabotage an inve$t:iga­
tion or prosecution than to allow information about the 
investigation, or sometimes even notice of the existence 
of an investigation, to come to the targetrs attention.l '+ 6 

Even after an investigation is closed and prosecution 
is either terminated or otherwise not pending, criminal 
justice officials may remain concerned about the confi­
dential character of the information. Probably their 
principal concern at that point is that disclosure may 
reveal the identity of a confidential source or informant. 
William H. Webster, Director of the FBI, has been out­
spoken in defense of law enforcementrs need to protect 
the identity of informants. 
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The problem [disclosure of investi­
gative information under the Fed­
eral Freedom of Information Act] 
is no where more sensitive and 
more important to us than in the 
protection of confidential sources 
of information, information fur­
nished to us under a pledge of 
confidentiality. The informant is 
the single most important tool in 

147 law enforcement. 

Law enforcement officials also worry that disclo­
sure of intelligence and investigative information outside 
of the criminal justice com munity will reveal an agencyfs 
investigative techniques and methods, or will endanger 
the health or safetl of a law enforcement officer or some 
other individual. 14 

Often, law enforcement officials are not alone in 
seeking to maintain the confidentialiy of intelligence and 
investigative information. Usually, the tar~et ot .the 
investigation is equally concerned about confIdentrallty. 
After all, the mere connection of an individual with a 
police investigation is considered by most people to be an 
adVerse and unflattering association. 149 Moreover, in­
vestigative, and especially intelligence files, may conta~n 
extremely sensitive and derogatory data. Some of thIS 
data may be unverified and some of this data may be untrue. 

In addition to concerns about safeguarding their 
privacy and reputation, investigative subjects also oppose 
disclosure of intelligence and investigative information 
because such disclosure, if prominent enough, may preju­
dice prospective jurors or otherwise create a .climate ~n 
which it will be difficult for them to receIve a faIr trial. 1 5 0 

Even the media, by position and custom the un-
flagging champion of complete pu~lic a~~~§~tJ:) all per=------------­
sonal· data iteld--'oy crimInal justice agencies, have been 
circumspect in treating the issue of public disclosure ?f 
intelligence and investigative information. Many medIa 
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spokesmen acknowledge that there are at least some 
circumstances under which law enforcement agencies 
ought not to release intelli¥ence and investigative infor­
mation--even to the media. 51 

What all this suggests is that there are strong policy 
reasons for maintaining the confidentiality of intelligence 
and investigative information even after an investigation 
closes and that, when agencies have discretion to withhold 
such information, they do exactly that. By and large, the 
formal legal rules governing the disclosure of intelligence 
and investigative data sustain agencies' tendencies by 
prohibiting the release, or at least authorizing the with­
hOlding, of intelligence and investigative information. 

In this part of the report we lOok at these formal 
legal rules under three broad categories: (1) legal rules 
which set affirmative prohibitions on the release of 
intelligence and investigative data; (2) legal rules govern­
ing agency responses to requests for intelligence and 
investigative data; and (3) legal rules setting affirmative 
obligations for the disclosure of intelligence and investi­gative data. 
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Chapter One 

AFFIRMATIVE STATUTORY PROHIBITIONS 
ON DISCLOSURE 

Despite the existence of strong policy reasons for 
maintaining the confidentiality of investigative and intell­
igence data, affirmative statutory prohibitions against the 
disclosure of such data are scarce. Most frequently, 
states have made exceptions to their public records laws, 
authorizing the withholding of intelligence or investiga­
tive data. In other words, these state statutes (discussed 
in more detail in Chapter 5) exempt intelligence and 
investigative data from affirmative disclosure obligations. 
One jurisdiction, Alaska, has a statute suggesting that 
investigative and intelligence data should be confidential, 
but leaving it to state agencies to adopt regulations to 
that effect. 15 2 

In a survey of state statutes, we located statutes 
that expressly and affirmatively prohibit OJ' restrict the 
disclosure of intellig-ence or investigative data in eip-ht 
states: Indiana, 1 5 r Iowa, 154 Louisiana, 1,55 Maine, 56 
Montana 157 New Jersey/58 Tennessee/ 59 and Wy­
om ing.

1 
6'0 Seattle's intelligence regUlations take the 

same approach. Most of these jurisdictions prohibit the 
disclosure of intelligence and/or investigative data except 
to other crim inal justice age!'mies. 

Indiana's law, for exam pIe, states that, "[ C] rim inal 
intelligence inform ation is hereby declared confidential 
and may be dissem ina ted only to another crim inal justice 
agency, and only if the agency making the dissem ination 
is satisfied that the need to know and intended uses of 
inform ation are reasonable and that the confidentiality of 
the inform ation will be m aintained."1 61 

Montana's disclosure prohibition is slightly more 
relaxed than Indiana's. Montana defines both criminal 
investigative and crim inal intelligence inform a tion as 
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confidential and provides that the, fldissem ination of con­
fidential crim inal justice inform ation is restricted to 
crim inal justice agencies or to those authorized by law to 
receive it." Moreover, an agency which accepts confi­
dential inform ation under the Montana law Tlassum es equal 
responsibility for the security of such inform ation with 
th .. t· ,,1 62 e ongma mg agency. 

Maine's disclosure prohibition is even broader. 
:Waine bars the release of intelligence and investigative 
inform ation if disclosure may cause any of the harm s 
enum erated in the federal Freedom of Inform ation Act at 
5 USC § 552(b)(7). The inform at ion may be dissem inated, 
however, to other crim inal justice agencies and the record 
subject with proper authorization. 

Tennessee takes a different approach. Tennessee's 
public records law states that investigative records fish all 
not be open to inspection by m em bers of the publicI! 
except in com pliance with a subpoena or court order, 
although the records may be inspected by the general 
assem bly on a majority vote, by the governor and by 
m em bers of the executive branch who are investigating 
the Tennessee Bureau of Investigation. Under Louisiana's 
public records law (further discussed in Chapter 5) the 
disclosure of records revealing the nam e of a confidential 
source cannot be com pelled even in a court of law except 
on due process or constitutional grounds. 

In addition to the eight states that have adopted 
express statutory restrictions on the release of investiga­
tive or intelligence inform ation, another seven states 
have adopted restrictive statutes addressed to the disclo­
sure of related inform ation. Related inform ation includes 
"specified classes of crim inal justice inform at ion" 
(Alaska 1 6 3); "statements, photographs or fingerprints re­
quired by this article" (Arizona 1 6'+); "personalll informa­
tion (Arkansas 1 6 5); Department of Law Enforcement rec­
ords except as needed for identification purposes (Illi­
nois 1 6 6). flevaluativeTl records (Massachusetts 167); and 
"confide~tial and privileged" information (Oklahoma 1 6 8). 
The State of Washington prohibits its organized crime 
intelligence unit "from divulging specific information per-
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taining to activities of organized crime ... unless ... 
authorized or required to do so by operation of state or federallaw.,,169 

The OJARS intelligence system regulations take an 
appr?ach like Indiana's, stating that inter·.gence data may 
be dISclosed only "where there is a need to know/right to 
know the d_ata in the performance of a law enforcement t· ·t "I,D • 
ac IVl y. . AccordI~g to the commentary issued when 
the re~ulatlOns were fIrst published in 1978, the "need to 
~now/:Igh~ to know" formulation reqUires that there be an 
InvestIgatIon underway, and that the officer have a need 
for the information--in other words, the information must 
be releva~t to that investigation. The OJARS regulations 
also provIde that, if intelligence data are shared with 
another law enforcement agency, that agency must agree 
to follow. the regulations' procedures regarding "data 
entry, maIntenance, security and dissemination.".l11 

. S. 2008 contained what would have been perhaps the 
~trIctest. standard f?r the dissemination of intelligence 
~nformatIon. That bIll would have prohibited the dissem­
Ination of intelligence information except to federal 
agencie~ f~r se?ur~ty clearance or employment purposes; 
or to crImInal JUstIce agenciAs which "need" the informa­
tion to confirm the reliability of information which they 
~lready have;. or for inv~s~igative purposes "if the agency 
IS able to pOInt to specIfIC and articulable facts which 
taken together with rational inferences from those facts' 
war:ant the conclusion that the individual has committed 
or IS about to commit a criminal act and that the 
information is relevant to the act."l 7 2 

Interestingly, S. 2008 used a different and more 
:elaxed ~tandard for the dissemination of investigative 
InformatIon. Under S. 2008, investigative information 
could be disseminated to "other governmental officers or 
empl~yees Wh? h~ve a need to know and a right to know 
such InformatIon In connection with their civil or criminal 
law enforcement responsibilities. 1 73 

.The Attorney General's Guidelines for Domestic 
SecurIty/Terrorism Investigations authorize the dissemi­
nation of intelligence and investigative data in some 
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circumstances. The Guidelines authorize dissemination of 
intelligence information "during inve~ti~atio?sl! . to other 
federal agencies or state and local crlm~nal Justice .a~en­
cies when such information falls withm the rec~pIent 
ap"encies' investigative responsibility; or when such Infor­
;ation may assist in preventing a crime or act of 
violence· or for federal personnel security purposes; or as 
required' by law, or Presidential Directive or interagency 
agreement approved by the Attorney General; or as 
permitted by the federal Freedom of Inf~rm~tion Act. ~r 
Privacy Act. I74 By implication, the ~uldelIne~ prohIbIt 
the FBI from disseminating intelligence InformatIon under 
circumstances not covered by its dissemination criteria. 
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Chapter Two 

AFFIRMATIVE COMMON LAW 
PROIllBITIONS ON DISCLOSURE 

Disclosures of intelligence and ihvestigative infor­
ma~i~n outsid: of. the criminal justice community--in 
a?dItIon to vIolatIng statutory prohibitions--may also 
vIolate tort doctrines of invasion of privacy and defama­
~ion. . Wh~n ~n agenc~ publicly discloses intelligence or 
InvestIgatIve InformatIon, the tort doctrine of invasion of 
privacy, theoretically at least, permits the subject of the 
disclosed intelligence or investigative information to sue 
the officers or agency responsible for the disclosure on 
the theory that this disclosure was either a public disclo­
sure of a private fact or that the disclosure placed the 
subject in a false light with the public.l 75 

Similarly, if an agency publicly discloses intelli­
gence or investigative information, or, for that matter 
criminal history record information, and the informatio~ 
is untrue and derogatory, the subject can sue the agency 
a?d the responsible officials for defamation. Indeed, 
dISclosure of the very fact that an individual is the 
subject of an intelli¥ence or investigative file may by 
itself be defamatory. 76 

However, as a practical matter, the difficulties for 
plaintiffs in making out a case under any of these theories 
are so serious that they remain just that-- theories. 
Plaintiffs very rarely recover from agencies or officials 
for allegedly improper disclosure of personal information 
from intelligence and investigative files. 

In order to recover, a plaintiff must be able to show 
that there was a publication of the information to third 
par!ies--and some courts have required a relatively large 
audIence before they recognize that a publication has 
occurred.

l 
77 In addition, a plaintiff must be able to 

establish that the "facts" disclosed were truly private 
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facts, if the plaintiff is basing his case on the public 
disclosure of private facts. 1 78 

Alternatively j if the plaintiff is suing on a defama­
tion theory, the agency or official charged will be able to 
avoid liability b~ demonstrating that the disclosed infor­
mation is true. 1 9 

However, by far the most difficult obstacle that a 
plaintiff must overcome before he can recover against an 
agency or official for disclosure of intelligence or investi­
gative information is the doctrine of privilege. The 
courts have held that agencies and their officials have at 
least a qualified privilege (and in some cases an absolute 
privilege) to disclose intelligence or investigative infor­
mation provided that the disclosure is made in good faith; 
provided that the disclosure can be characterized as a 
discretionary act, rather than a ministerial act; and 
provided that it is made to a party with a legitimate need 
for or interest in the data. 1 S 0 

For example, the courts have held, without excep..,. 
tion, that law enforcement officials enjoy an absolute 
privilege to disseminate intelligence or investigative in­
formation to other law enforcement officials for law 
enforcement purposes. 1 a 1 Even where the disclosure is to 
government officials who are not criminal justice or law 
enforcement officials, the courts have had no trouble 
holding that the disclosure is absolutely privileged, so long 
as it is done in the course of the discharge of official 
duties. 1 S 2 

Where the dissemination is to the pUblic, rather than 
to other law enforcement agencies or government agen­
cies, the potential for liability goes up. Nevertheless, the 
dissemination may still be privileged if it is deemed to be 
discretionary, and if some colorable ar·gument can be 
made that the members of the public receiving the 
information have a legitimate need for, pr an interest in, 
the inforll1ation. If the defendant is a federal official he 
is especially likely to escape liability because federal 
officials enjoy an absolute privilege for discretionary acts 
within the scope of their employment. 1 8 3 
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In Heine v. Raus, 1 
84 for example, a federal district 

court rejected a complaint for slander and held an em­
ployee of the CIA to be absolutely p~ivi~eged to disclose 
intelligence information about the plaIntIff's alleged con­
tacts with the Soviet KGB. The disclosures were made to 
members of an Estonian emigre group. The court found 
that the defendant was merely acting within the scope 
and course of his employment and carrying out instruc-
tions from his employer. . 

This is not to say, however, that federal agencl~s 
and their officials always escape liability for publlc 
disclosure of intelli!!ence or investigative information. In 
Black v. United States, 18 5 a federal district court award­
ed a plaintiff $903,232 in damages for tortio~s invasion of 
his privacy by the FBI. The FBI electromcally eaves­
dropped on the plaintiff and subsequen~ly. released a 
public statement explaining that the plalnbf~ ~,ad b.een 
the subject of the eavesdropping because of hIS possIble 
affiliation with organized crime."IS 6 

The court found that this disclosure severely harmed 
the plaintiff's livelihood and caused him embarrassment 
and humiliation. 1 S 7 The court further found that the 
FBPs activities were "intentional." Without so much as a 
mention of the privilege issue (perhaps because of the 
court's finding that the FBI officials acted intentionally 
and thus arguably beyond the scope of their employment), 
the court held for the plaintiff. 

Disclosures to other law enforcement agencies or 
governmental agencies on the one hand and disclosures to 
the public on the other represent the "extremes." ~erhaps 
the more "typical" and interesting tort cases Involve 
disclosures to particular private individuals who have an 
arguably legitimate interest in the ~nformation: P.atter­
son v. sugreme Court of Arizona Involves thls kInd of 
situation. as • • 

In Patterson, a police officer disclosed intellIgence 
information to a target's employer in an effort to locate 
the target. The information at issue was t~e targ~t's 
alleged involvement, along with her husband, m physlCal 
and sexual abuse of their children. The court refused to 
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find the agency liable for invasion of privacy, and, in 
support, cited the fact that commentators have suggested 
that there is "some logical support for according an 
officer a qualified or conditional privilege which would 
protect him from liability for statements made that bear 
on the prosecution or detection of a crime and that are 
directed at an individual who is, in some concrete manner, 
connected in some capacity to that crime.TllS 9 

The court also cited five conditions which must be 
met before a conditional privilege will be recognized for a 
law enforcement agencyTs disclosure of intelligence or 
investigative information: (1) the disclosure must be 
made in the aid of law enforcement by an officer dis­
charging his duty; (2) the communication must be made in 
good faith; (3) the officer cannot repeat a rumor which 
could easily be found to be untrue; (4) the officer must 
have jurisdiction; and (5) the officer must actively be 
preventing a wrong to another or to the public. 190 

In cases where a police agency discloses intelligence 
or investigative data without being able to meet these 
kinds of criteria, tort liability can result. In Hyde v. City 
of Columbia,191 for example, a Missouri state court said 
that, where police officers disclosed an abduction victim IS 

name and address even though her assailant was still at 
large, and in doing so violated internal police rules, the 
city could be liable to the plaintiff for negligent breach of 
its duty to crime victims to keep their identities confi­
dential. 

Despite occasional decisions such as Hyde v. City of 
Columbia, the tort doctrines of defamation and invasion 
of privacy, as a practical matter, have little effect on the 
disclosure of intelligence and investigative information by 
criminal justice agencies. 
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Chapter Three 

CONSTITUTIONAL PENALTIES FOR DISCLOSURE OF 
INTELLIGENCE AND INVESTIGATIVE INFORMATION 

Constitutional protections safeguarding personal 
privacy and due process have a modest effect on the 
disclosure of intelligence and investigative information. 
There are two relevant constitutional theories. 

The first, and by far the more important of the two 
theories, holds that criminal justice agencies have a duty 
to use reasonable procedures to ensure that personal 
information which they disseminate is accurate and com­
plete. 19 2 Accordingly, if an agency dissem inates inaccur­
ate or incom plete intelligence or investigative inform a­
tion, and thereby causes som e specific, tangible harm to 
the record subject, a court may find a violation of the 
record subjectTs constitutionally based due process or 
privacy interests if the agency does not, in fact, have 
procedures in place to ensure data quality. If the record 
subject has sued the offending agency for violation of the 
federal statute at 42 U.S.C. § 1983, which makes it 
unlawful to deprive a person of his constitutional rights 
while acting under color of state law--and this is a likely 
way in which the constitutional issue would ber'aised--the 
individual will also have to show that the agency acted 
maliciously or intentionally or, at the least, with ITaggra­
vated negligence. ttl 9 3 

Because intelligence and investigative inform ation 
may be com prised of raw, unverified data, agencies run a 
risk that this information will turn out to be inaccurate or 
incom p1ete. Therefore, crim inal justice agencies have a 
legitim ate concern about constitutionally based liability 
when they disclose such data. Nevertheless, perhaps 
because such data is infrequently disclosed, or perhaps 
because actions under 42 U.S.C. § 1983 are so difficult to 
sustain, our research did not identify a single published 
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decision in which an agency was found to have violated a 
record subject's constitutional rights because of the dis­
closure of intelligence or. investigative inform ation. 

The second constitutional theory that could, theor­
etically at least, inhibit the disclosure of intelligence and 
investigative data holds that the disclosure of crim inal 
justice data, other than conviction data, may violate a 
record subject's constitutional right of privacy. This 
theory enjoyed brief popularity in the early 1970's19 4 but 
was severely lim ited by the Suprem e Court in 1976. 

In that year the Court ruled, in Paul v. Davis, 195 
that arrest record inform a tion is a record of an official 
act not within the sphere of private activities custom arily 
protected by constitutional notions of privacy. Thus, the 
Court rejected the plaintiff's contention that the public 
posting of accurate--though dated--inform ation about his 
arrest was a violation of his eonstitutional rights under 42 
U.S.C. § 1983--at least where the plaintiff could not show 
any specific, tangible harm that had befallen him as a 
result of the dissem ination. 
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Chapter Foul" 

STANDARDS FOR RESPONSE TO 
ACCESS REQUESTS UNDER 

THE FEDERAL FREEDOM OF INFORMATION ACT 

The federal Freedom of Inform at ion Act (FOIA) 
makes all federal agency records available, upon request, 
to any person, unless the records com e within one of nine 
exem ptions set out in the Act.1 9 6 One of those nine 
exemptions covers "investigatory records compiled for 
law enforcement purposes, but only to the extent that the 
production of such records would" result in one of the 
following six harms: 

(A) interfere with enforcement proceedings; 

(B) deprive a person of a right to a fair trial or an 
impartial adjudication; 

(C) constitute an unwarranted invasion of personal 
privacy; 

(D) disclose the identity of a confidential source 
and, in the case of a record compiled by a 
criminal law enforcement authority in the 
course of a criminal investigation, or by an 
agency conducting a lawful national security 
intelligence investigation, confidential infor­
mation furnished only by the confidential 
source; 

(E) 

(F) 

disclose investigative techniques and pro­
cedures; or 

endanger the life or physical safety of law 
enforcement personnel. 1 9 7 
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E~en if information is covered by one of the FOIAis 
e~emp~lOns, an agency is still free, as a matter of 
dIscretIon, to disclose the exeml?t data unless some other 
statute or regulation mandates that the information be 
kept confidential: 198 The federal Privacy Act is such a 
statut~. It reqUlres that l?ersonal information which is 
accessIble by personal identifiers be kept confidential 
an? thus, for most kinds of personal information th~ 
Prlvac¥ Act extinguishes an agency's discreti~nary 
authOrity under the FOIA to release data. 19 9 

. Toda~, every state has a public records statute 
WhICh. requIres. state ag~ncies, and in some states, local 
agencIes,. to dIsclose wrItten information to requestors. 
~n ap~roximately ten states the state public records act is 
Identical to or modeled closely on the federal FOIA. 
Moreover, several courts in those states have said that 
the federal FOI~!s c~se .law concerning the investigatory 
recor?s exemption IS Instructive for interpreting and 
al?plYIng th~ ~tate!s investigatory records exemption. 2 

00 

In the rem:l1mng states the public records statute invari­
ably ~ontaI~s an exemption of some kind for law enforce­
ment InvestIgatory records. 2 

01 

Federal and state freedom of information statutes 
may l?ose a signi~ican~ t.hreat to an agency's ability to 
p~ese:ve the confidentIalIty of intelligence and investiga­
tlve Information .. To ~he extent that agencies cannot 
d.em~nstrate that IntellIgence and investigative informa­
tion IS cov~red by B? exemption the agency is required to 
make the, Informa~Ion available to any requestor. And, 
?n?e the ,Information is disclosed to one FOIA requestor, 
1 t IS conSidered to be in the public domain. 2 

0 2 

The ~eaning of the Phrase "Investigatory Records 
Compiled for La.w Enforcement Purposes" 

The cou~ts have defined the phrase "investigatory 
records complIed for .law enf~rcement purposes!! broadly 
to, cover an~ .type of InformatlOn compiled in connection 
WIth a legItimate law enforcement investigation. In 
Ramo v. Department of the Navy,2° 3 for example, a 
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federal district court upheld the FBI's use of the investi­
gatory records exemption to protect information which 
the FBI had obtained about the plaintiff in the course of 
an investigation of morale and loyalty of Navy personnel. 
The court said that to invoke this exemption an "agency 
need not show that the files reflect a specific suspected 
violation of the law; however, it must show that the 
investigation was based on some legitimate law enforce­
ment purpose.!! 2 0 It Literally dozens of other courts have 
adopted this standard, or an even broader standard, for 
identifying investigatory records covered by the exemp-
tion. 205 

An Attorney General's memorandum published in 
1974 to give agencies guidance about the interpretation 
and application of the investigatory records exemption 
argued that the investigatory records exemption could be 
applied extremely broadly. The Memorandum concluded 
that tTinvestigatory records are those which reflect or 
result from investigatory efforts.

fi20 
6 

Recently, courts have taken a sterner view as to 
what constitutes investigatory records covered by the 
exemption. One commentator has remarked, !!recent 
developments suggest that many courts will narrow the 
applicability of (b)(7) by limiting their willingness to 
accept ITinvestigativelt status for agency records.

u2o 
7 Re­

cent decisions have held that information about an 
agency's effort to monitor equal opportunity programs, 

2 
08 

and information recording an agency's review of draft 
complaints,209 are not investigators records within the 
FOIA!s meaning. 

In Weissman v. Central Intelligence Agency, a fed-
eral appeals panel denied the CIA fS attempt to invoke the 
investigatory records exemption because the court found 
that the CIA lacked authority to conduct security checks 
for non-existent employment positions. 210 However, 
Weissman, and other decisions rejecting an agency!s inves­
tigatory record characterization, remain the exception. 
Even in cases where the courts conclude that the agency 
engaged in "marginaltt law enforcement activity, many 
courts remain willing to uphold an agency's application of 

67 



--~~----

l 

\ 

the investigatory records exemption. 211 Furthermore if 
information is originally compiled for a law enforcem~nt 
purpose, the Supreme Court has recently reasoned that 
the exemption remains applicable, even if the information 
is subsequently reformulated in a memorandum that is not 
directly related to law enforcement activities.212 

Interference with Enforcement Proceedings or a Fair Trial 

The exemption at Section 552(b)(7)(A) shelters in­
vestigatory records to the extent that production of such 
records would lIinterfere with enforcement proceedings." 
The, Suprem~ Court has held that exemption 7(A) is 
avaIlable whIle an investigation is underway or so long as 
there is a prospect lIof a future enforcement action.,,213 
Although the FOIA is a disclosure law and courts are 
admonished to tilt in favor of disclosure, the courts have 
usually held that exemption 7(A) is available to protect 
reco~~s: even in dormant cases, so long as there is the 
possIbIllty of prospective law enforcement action.214 

Some courts, in an effort to give exemption 7(A) a 
liberal ,readi~g, ~ave gone so far as to hold that the very 
~ct of InvestIgatIng constitutes an lIenforcement proceed­
Ing" fO,r purpose~ of invoking the FOIA exemption. In 
Moor~fIeld ~. U!nted States Secret Service, for example, 
~he FIfth CIrCUIt held that a secret service investigation 
IS ru: e~forcement proceeding even though "Service in­
vestIgatIOns are not directed toward trials and hear­ings.,,21S 

, A liberal interpretation of the phrase "interfere 
WIth enfor~ement proceedings," such as that provided by 
t~e Cour~ In ~oorefield, is critical to agencies' ability to 
WIthhold IntellIgence information because While there is 
often a "?ossib~i~y," of, a !uture prosecutio~ in intelligence 
c!lses, thIS pOSSIbIlIty IS Just as often vague and specula­
tIve. 

Once an intelligence or investigative case is closed 
or an action is brought against the target and is con~ 
?lude~, a~ a~ency's ability to protect intelligence and 
InvestIgatIve Information is diminished, but that ability is 
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by no means extinguished. 216 However, once an investi­
gation is closed the Supreme Court has said that there is a 
presumption, albeit rebuttable, that investigatory records 
will be available. 21 7 

Another factor that encourages disclosure of in­
vestigatory records, particularly once an investigtion 
terminates, is that agencies have a duty under the FOrA 
to segregate exempt from non-exempt material and to 
disclose the latter. 218 The courts have been slow to 
impose this requirement when an investigation is open, on 
the theory that disclosure of any material may give the 
subject notice and advantage in a prospective law en­
forcement action. 219 However, once an investigation 
terminates, courts insist that agencies carefully identify 
material which remains exemrt and disclose all of the 
rest of the requested material. 20 

Unwarranted Invasion of Privacy 

Even after an investigation terminates, several 
other exemptions remain available to authorize, where 
applicable, the withholding of investigative and intelli­
gence information. Exemption 7(C) protects against dis­
closures of investigatory records compiled for law en­
forcement purposes which would "constitute an un­
warranted invasion of personal privacy" is one of the most 
important. 

This wording is almost identical to the wording of 
ForA Exemption 6. Exemption 6 permits the withholding 
of "personnel and medical files and similar files the 
disclosure of which would constitute a clearly unwar­
ranted invasion of privacy." The Supreme Court has said 
that exemptions 6 and 7(C) are to be interpreted and 
applied in the same manner, except that 7(C) "stands in 
marked contrast" because the word "clearly" as a modifier 
of lIunwarranted invasion of privacy" is absent. 2 21 

The purpose of both exemptions is to protect indi­
viduals from the public disclosure of intimate details 
about their lives. Courts apply both exemptions by using 
a balancing test, weighing the privacy interest of the 
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record subject against the public's interest in disclusure. 
However, where exemption 7(C) is at issue rather than 
exemption 6, greater weight is given to th~ individual's 
privacy interest and therefore the agency's burden of 
justifying the withholding is lighter. 2 2 2 

Maximum Secrecy Maintained if Investigation Ends 
Without Arrest or Indictment 

Depending upon the circumstances, agencies may 
us~ one of tw~ differ~nt approaches in applying the 
prIvacy exemptIon. FIrst, if an investigation of an 
individual ends without charges being brought, and thus 
the very fact that the individual was the target of the 
investigation may be a secret, the courts tend to uphold 
the use of 7(C) to withhold all of the investigatory record 
even the individuaPs name. 223 ' 

The courts' rationale seems to be that if the investi­
gation did not produce enough inculpatory, credible evi­
?e~c~ to ~ve? justify the filing of charges, then the 
IndIvIdual IS lIkely to be innocent and the linking of his 
name to the investigation would be unfairly stigmatizing 
and defamatory.224 

. Similarly, the courts uphold agency decisions to 
wlthhold the names of individuals and information about 
individ~al~ who. are not suspected of wrongdoing, but who 
appea.r In Intell:ge.nce and investigative files. Such people 
may ~nclude VIctIms and witnesses, and the friends and 
~SS?c.Iates of t.a~gets of intelligence investigations; 2 2 5 

IndIvIduals parhcIpating in the Department of Justice's 
Witness Security programi226 and the FBI agents con­
ducting the investigation. 2 7 

Only Personal Facts Withheld if Existence of Investigation 
Made Public, or if Target Arrested or Indicted 

The second way in which agencies are permitted by 
the ?o~rts to use the privacy exemption is far more 
restrlCtIve. Courts uphold the use of the exemption to 
protect from disclosure intimate personal details which 
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are unrelated to the suspected violation of law (and hence 
of little public interest), and which are extremely sensi­
tive and personal (and hence result in a demonstrable 
privacy violation if disclosed). Agency use of the privacy 
exemption in this kind of selective manner customarily 
occurs when the individual has already been linked pub­
licly to the investigation, and thus the privacy interest to 
be preserved is an interest in avoiding disclosure of 
intimate, non-germane personal data. 

Decided cases clearly indicate that 
under normal circumstances, in­
timate family relations, personal 
health, religious and philosophic 
beliefs, and matters that would 
prove personally embarrassing to a 
person of normal sensibilities 
should not be disclosed. 228 

The courts have also characterized personal finan­
cial information, at least where unrelated to allegedly 
criminal activities, as ~rivate, intimate information de­
serving of protection. 2 2 

On the other hand, the courts have consistently held 
that information about professional and entrepeneurial 
activities, and information directly related to the conduct 
that led to the suspected violation of law, is not the type 
of information intended to be protected by the 7(C) 
exemption. 230 In Stern v. Small Business Administration, 
for example, a federal district court rejected an agency's 
claim of privacy under Exemptions 6 and 7(C), saying that 
the purpose of the FOIA's privacy exemptions is to 
protect individuals from public disclosure of intimate 
details of their personal lives, not to protect against the 
disclosure of information about professional and business 
relationships.231 

Similarly, in Board of Trade of the City of Chicago 
v. Commodity Futures Trading Commission, the court 
rejected the use of Exemption 6 to sheUer information 
held by the Commodities Futures Trading Commission 
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which consisted of identification information and com­
mercial information about individuals in the commodities 
industry. The court said that the commerical aspect of 
the data and the absence of any intimate personal details 
made the individual's privacy interest extremely 
slight. 2 3 2 

Every 7(C) privacy claim must be decided on a case 
by case basis by balancing the public interest in the 
intelligence or investigative data against the target's 
privacy interest. In balancing the target's privacy inter­
est against the extent of the public's interest in disclo­
sure, the courts have said that the interest to be served 
must be a true public interest (although the requestor's 
private interests can be served at the same time). Thus, 
mere idle curiosity or private financial gain will not meet 
the public interest test, and hence will not outweigh even 
a very minimal privacy interest. 2 3 3 

Furthermore, the courts have found that, after an 
individual is arrested, the extent and legitimacy of the 
public's interest in the individual is enhanced, and con­
versely, the individual's privacy interest is, to some 
extent at least, forfeited or waived. Thus, once an arrest 
occurs, the arrest information and related investigative 
data are less likely to qualify for protection under the 
FOIA's privacy exemption. In Tennessean Newspaper Inc. 
v. Levi, for example, a federal district court upheld the 
disclosure under the FOIA of contemporaneous arrest 
information, and related investigative data, on the 
grounds that the arrested individual had waived his pri­
vacy interest and the public had a legitimate interest in 
this data by virtue of the individual's arrest. 

According to the Tennessean Newspaper court, dis­
closing requested information about persons arrested or 
indicted for federal criminal offenses does not involve 
substantial privacy concerns. The Court cited several 
factors to support this conclusion. 

First, individuals who are arrested 
or indicted become persons in 
whom the public has a legitimate 
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interest, and the basic facts which 
identify them and describe gen­
erally the investigations and their 
arrests become matters of legiti­
mate Dublic interest. The lives of I: 

these individuals are no longer 
truly private. Since an individual's 
right of privacy is essentially a 
protection relating to his or her 
private life, this right becomes 
limited and qualified for arrested 
or indicted individuals, who are 

t ' 11 bl' 23 It essen Ia y pu IC personages. 

Disclosure of the Identity of a Confidential Source or 
Information Obtained from a Confidential Source 

The FOIA's exemption for confidential source data 
is another confidentiality protection which survives the 
termination of an investigation or prosecution. Indeed, 
protecting the identity of a confidential so~r?e is one of 
the primary reasons law enforcement offIcIals seek ~o 
keep intelligence and investigative information con~I­
dential. Exemption 7(D) of the federal FOIA permIts 
federal agencies to withhold investigatory records com­
piled for law enforcement purposes to the extent that 
production would "disclose the identity ?f a confi~en~ial 
source and in the case of a record complIed by a crImInal 
law enfordement authority in the course of a criminal 
investigation or by an agency conducting a lawful national 
security intelligence investigation, confidential informa­
tion furnished only by a confidential source." 

In 1979 FBI Director William Webster brought Con­
gress a list of more than 100 instances in which the F~IA, 
notwithstanding the availability of the 7(D) exemptIon, 
failed to protect adequately the identity of a confidential 
source. By 1981 Judge Webster's list of such instances 

, 235 had grown to 204 examples. 
Numerous members of Congress have indicated that 

they share Judge Webster's concerns. Senator Orrin 
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Hatch, for example, has expressed his concern about 
federal law enforcement agencies' ability to protect the 
confidentiality of information in intelligence and investi­
gative files supplied by confidential sources: 

To date no fewer than five differ­
ent reports on the FOIA have un­
covered extensive harm to the 
ability of law enforcement officers 
to enlist informants and carry out 
confidential investigations. 2 3 ft 

Concern about safeguarding informants' identities, 
among other things, has led Senator Hatch to introduce 
legislation to amend the FOIA and to broaden the exemp­
tion for intelligence and investigative data. 2 3 7 

Although law enforcement agencies are dissatisfied 
with the FOIA's exemption for informant identities and 
informant-supplied information, the courts have broadly 
applied the exemption to shield such information. In 
Dunaway v. Webster, 238 for example, a federal district 
court reassured law enforcement agencies that the burden 
to be placed on them to establish the confidential nature 
of a source or informant is "minimal.,,239 

Investigative TeChniques, and Life and Safety of Law 
Enforcement Personnel 

The FOIA's exemption at Section 552(b)(7)(E) pro­
tects against the disclosure of information about confi­
dential techniques and procedures used in law enforce­
ment investigations. To invoke this exemption Success­
fully, an agency must be able to demonstrate that the 
information to be produced, if disclosed, would reveal 
confidential, non-routine techniques and methods. 2 It 0 

The FOIAfs exemption at Section 552(b)(7)(F) pro­
tects against the disclosure of investigatory records Com­
piled for law enfor-cement purposes which would endanger 
the physical safety of law enforcement personnel. In 
order to invoke this exemption successfully, an agency 
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must be able to demonstrate a reasonable likelihood that 
disclosure of the requested intelligence or investigative 
information would endanger a law enforcement offi­
cial. 241 Of course, even if such a showing is made, the 
exemption usually is applied only to the name and other 
data that would identify a law enforcement official. 
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Chapter Five 

STATE FREEDOM OF INFORMATION ACTS 

Two generalizations can be made about state free­
dom of information statutes: (1) every state has adopted 
a freedom of information statute; and (2) in virtually 
every state, intelligence and active investigative data are 
exempt from the reach of the disclosure requirements of 
these statutes by express statutory provision or case 
law. 24 2 

State freedom of information statutes fall into 
three broad categories: statutes containing investigatory 
records exemptions which are substantially identical, or 
similar, to the exemption in the federal FOIA; statutes 
with investigatory records exemptions that are different 
from the federal standard; and statutes containing no 
express exemption, leaving the issue to be addressed by 
other statutes or case law. 

Jurisdictions which have adopted freedom of infor­
matioll statutes that take the same approach toward 
shielding investigatorl records as does the federal statute 
are: Connecticut,24 the District of Columbia,24/f Loui­
siana, 2 It 5 Maryland, 246 Michigan, 2 It 7 and South Caro-
lina. 24 8 Included in this category are statutes that 
contain slight variations on the federal exemption 
scheme. Louisiana strengthens the exemption for confi­
dential source data by mandating that records which 
would disclose the identity of a confidential source not be 
disclosed, and that no court may order their disclosure 
except on grounds of due process or constitutional law . 

Two states provide, in statutes other than their 
public records law, for the nondisclosure of investigative 
records on grounds similar to those contained in the 
federal FOIA: Kentucky249 and Maine. 250 New York's 
statute permits law enforcement agencies to withhold all 
records that could cause any of the harms enumerated in 
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the federal FOIA--not just investigative or intelligence 
records. 2 5 1 

States which have adopted different exemption 
formulations for investigative or intelligence information 
include California, 2 5 2 Delaware, 253 Massachusetts 25'+ 

, 255 256 2 ' MInnesota, Nebraska, Oregon, 57 Pennsylvania, 25 8 

Rhode Island 25 
9 and Vermont. 2 6 () 

Several of these states, including California 
Nebraska, Oregon and Rhode Island, establish a blanket 
exert;lption for intelligence or investigative data, and 
prOVIde that such data need not be disclosed pursuant to 
an access request. California!s statute states that with 
certain exceptions, nothing in the state's freed~m of 
information act llshall be construed to require disclosure 
of . • . records of complaints or to investigations con­
ducted by, or records of intelligence information or 
security procedures of, the Office of the Attorney Gen­
eral and the Department of Justice, and any state or local 
police agency ..• tt 

Freedom of information statutes in states such as 
Massachusetts establish a standard for release of investi­
gative and intelligence data which, while falling short of a 
blanket exemption, nonetheless works to shelter data 
more readily and fully than does the exemption standard 
in ,the fede~al FOIA. Massachusetts' statute permits 
pOlice agenCIes to withhold investigative materials which 
if disclosed, could detract from effective law enforce~ 
ment to such a def'ree as to operate in derogation of the 
public interest. 2 6 Factors which courts consider in 
establishing a derogation of the public interest include the 
discouragement of police initiative or candor. 2 6 2 

. Colorado, and pelaware have adopted statutory ex­
emptIOns for IntellIgence and investigative information 
whic~ give criminal justice agencies holding the data 
r~latlvely broad discretion to weigh the public interest in 
dIsclosure against the public interest in confidentiality 
and to decide accordingly. 

Delaware permits agencies to withhold lIintelligence 
files compiled for law enforcement purposes the disclo­
sure of which could constitute an endanger~ent to the 
local, state or national welfare and security.1I 263 
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Under a few state freedom of information statutes, 
investigative data receive less protection than under the 
federal FOIA. Minnesota's statute, for instance, provides 
that active intelligence and investigative information is 
non-public. 26

,+ However, inactive investigative informa­
tion is public unless release would jeopardize another 
ongoing investigation or reveal the identity of an under­
cover agent, an informant, a crime victim, or a witness 
who has asked for confidentiality. 

As noted above, in some states, investigative and 
intelligence records are not expressly exempt from dis­
closure requirements of the freedom of information sta­
tute, but an exemption is nonetheless implied by the 
courts, at least for records of ongoing investigations. 
Thus, in Arizona, the state attorney general has said 
Investigative reports need not be released to the public 
upon request. Instead, the information should be carefully 
scrutinized and withheld if it is confidential or if disclo­
sure would be detrimental to state interests. 265 

Arizona's appeals court took the same approach in 
Little v. Gilkinson,266 holding that the test for non­
disclosure of investigative material is whether it would 
have important and harmfUl effects on the official duties 
of a law enforcement agency. 

In Georgia, a court has held that police may with­
hold information regarding ongoing investigations, the 
names of informants and, under exceftional circum­
stances, the names of complainants. 2 6 However, in 
Houston v. Rutledge, Georgia1s Supreme Court held that 
once a criminal investigation is concluded and the file 
closed, either with or without prosecution 2 68 by the 
state, the investigative records, in most instances, should 
be available for public inspection. 2 6 9 

Minnesota and Georgia illustrate that, in some 
states, investigative and intelligence data are subject to 
puhlic release more readily under state or court construc­
tion than they would be under the federal FOIA. None­
theless, freedom of infor:nation statutes in most states 
work much as does the federal FOIA to exempt most 
investigative and intelligence data from compulsory dis­
closure requirements. 
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Chapter Six 

ACCESS BY RECORD SUBJECTS, 
INCLUDING LITIGANTS, TO INTELLIGENCE 

AND INVESTIGATNE INFORMATION 

Subjects of most types of criminal justice informa­
tion, such as arrest or conviction record information, 
enjoy special, and nearly complete, rights to review, and 
often to obtain a copy, of such information. 270 Indeed, 
today the subjects of many types of personal information 
have a ripht to inspect and obtain a copy of their 
records.

27 
However, the subjects of intelligence and 

investigative data possess no such special access rights. 

Access by Record Subjects Who Are Not Litigants 

Except in instances in which the government uses 
intelligence and investigative information to make final 
decisions affecting an individual's interests, the record 
subject is not viewed as having special access rights to 
such data. Moreover, many of the interests served by 
withholding intelligence and investigative data apply just 
as appropriately to instances in which the record subject 
seeks such data as they do to instances in which third 
parties seek such data. 

In particular, agency concerns about avoiding inter­
ference with enforcement proceedings and safeguarding 
information supplied by confidential informants are just 
as germane--if not more germane--when record subjects 
seek access to intelligence and investigative data about 
themselves. The only interest served by withholding 
intelligence and investigative data that are not at issue, 
when the record sUbject seeks the data, is the protection 
of the record subjectTs privacy. 

Consequently, federal and state statutes do not 
provide record subjects with access rights to their intelli­
gence and investigative data. Moreover, the courts have 
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had no trouble seeing a difference between subject access 
requests for intelligence and inve'3tigative data and sub­
ject access requests for other types of personal data: 

Thus in Superintendent, Me.ryland State PolIce v. 
Aenschen, ~ 7 2 a Maryland court cenied a record subject 
access to state police investigatorr information about him 
compiled in connection with the r'2vocation of the record 
subject's right to carry a handgun. Similarly, in Nunez v. 
Drug Enforcement Administratio:1,273 and Marshall v. 
New York State POlice,L 74 the co~~rts held that disclosure 
of investigatory records to a re~ord ° subj~:t would ~e 
improper because it would reveal the IdentItIes of confI­
dential sources, as well as conf~dential techniques and 
methods. 

The federal Privacy Act, and similar laws now 
effective in over a dozen states, do give record subjects a 
right of access to federal and s~ate information about 
them respectively, sub~ect to certdin procedural and s~b­
stantive exceptions. 2 7 However, one of the substantlve 
exceptions in the federal act, and most of the state acts, 
permit agencies to exempt intellit:ence and investigatory 
material compiled for law enforce rT1ent purposes from the 

b
o tOt 276 su Jec access reqUlremen s. 

Access by Litigants 

The only significant exception to the rule that 
record subjects . do not have sp~cial access rights to 
intelligence and investigative inf')rmation applies when 
the record subject is a defendant cr litigant in a proceed­
ingo--and provided, of course, that the proceeding was not 
brought for the exoress purpose of obtaining access to the 
intelligence and in'Vestigative data. 2 77 

Most courts have held that when a litigant needs 
access to his intelligence and investigative information to 
defend himself in a criminal proceeding, the Fifth Amend­
ment's due process protections and the Sixth Amendment's 
fair trial protections require the ,groduction of relevant 
intelligence or investigative data. 2 8 
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The Courts have also recognized a few other situa­
tions in which litigants should be given access to investi­
gative and intelligence data which concerns them. For 
example, where POlice misconduct is at issue in a civil 
suit and the police attempt to withhold relevant intelli­
gence and investiga.tive data from a record subject, the 
courts have ordered the intelligence and investigative 
data to be released to the record subject. Moreover, 
where a government agency harms an individual--by, for 
example, releasing derogatory information about the indi­
vidual--the Courts have said that the record subject may 
have a right to discover the basis for the derogatory 
information, even if that involves access to intelligence 
and investigative data. 2 79 

In those instances where courts have denied litigants 
access to intelligence and investigative information, the 
information at issue usually relates to other parties; 2 80 or 
release of the information will interfere with an enforce­
ment proceeding, or with some other compelling societal interest.28 I 
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Chapter Seven 

AFFffiMATIVE DISCLOSURE REQUIREMENTS 

This report has already discussed those statutes 
which make intelligence and investigative data confiden­
tial as a mandatory matter. The report has also discussed 
those statutes Which give law enforcement agencies dis­
cretion to withhold intelligence and investigative data. 
We turn now to a discussion of those sources of law Which 
place affirmative legal obligations upon agencies to dis­
closer intelligence and investigative data. 

Although many jurisdictions make certain types of 
criminal justice data public--police blotter information 
and conviction record information most often fall into 
this category--'·'few, if any, states have adopted 
statutory provisions which require agencies to release 
intelligence or investigative data. To the extent that 
there are colorable arguments for mandatory release of 
intelligence and investigative data, those arguments are 
based on constitutional, and in particular, First Amend­ment principles. 

The Supreme Court has acknowledged that the First 
Amendment gives the press and the public at least a 
limited right to obtain access to government-held docu­
ments. Moreover, the Court has upheld the right of the 
media to publish intelligence and investigative informa­
tion (usually victim information) once the information is 
contained in a public record, or is otherwise lawfully 
obtained by the media.'·' However, at the same time, 
the courts have resisted specific attempts by the press 
and the public to use the First Amendment to pry open 
government closed files. 2 

8 4 In most instances in Which 
the courts have confronted this question, they have upheld 
statutory confidentiality provisions in the face of argu­
ments that such provisions are unconstitutional. 285 
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In Black Panther Party v. Kehoe,2 86 for example, a 
California court upheld the constitutionality o~ an exemp­
tion in the state's public records act WhICh permIts 
agencies to withhold investigatory re~ords. The cO,urt 
said that althouo-h there is a connectron between FIrst 
Amendment freedoms and access to government files, the 
connection has not been defined or substantiated. The 
court concluded that the California legislature, in author­
izing the withholding of investiga~or~ reco~ds, h,ad demar­
cated a limited area of confidentiahty WhICh dId not run 
afoul of First Amendment guarantees. 2 8 7 The court 
reasoned that the legislature could balance the competing 
public interests of disclosure and confidentiality and could 
opt for the latter. 

A couple of cases have gone a little fur~her ~n 
articulating a First Amendment right of access to IntellI­
gence or investigative information. In Houston Chronicle 
Publishing Co. v. Houston, 2 

8 8 the court uphe,l~ the consti­
tutionality of Texas' open records act's provIsIOn exempt­
ing from public disclosure records of l~w en~orc~ment 
agencies dealing with the detection and InvestlgatIOn of 
crime. The court acknowledged, however, that the sta­
tute placed a burden on the publicts constitutional rtright 
to know." Nevertheless, the court concluded that this 
interest must be balanced against the statets interest in 
protecting the integrity of future prosecutions and pro­
tecting subjects' privacy interests. 

Recently the Wyoming Supreme Court has also 
analyzed the e~tent of the government's obligation under 
the First Amendment to make government-held docu­
ments available to the public. Sheridan Newspapers, Inc. 
v. City of Sheridan, held that the constitutio~al. right of 
access may be conditioned by statutory restrictlons and 
balanced with relevant competing interest considerations, 
and, therefore, a provision in Wy~ming's open records layv 
exemptinO' investigatory record InformatIOn was constI­
tutional. t>8 9 

While there is nothing new about this holding, the 
Sheridan opinion makes several important points. First, 
the court goes on record--more expressly and pOintedly 
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perhaps than any prior court--that there is a ltconstitu­
tional right of access to police records. u29 0 Second, the 
court indicates that this right of access can be limited 
only by legislative fiat. Thus, the court held that a police 
department could withhold investigative data from a 
requestor only when acting under statutory authorization. 
Third, the court's opinion suggests that a court should look 
at the reasonableness of the legislature's basis for author­
izing the Withholding, and strike down a statute if it is not 
based on relevant, competing interest considerations. 
Finally, the opinion finds that the Constitution establishes 
a presumption that police records are publicly available, 
and that legislatures must meet a relatively heavy burden 
in order to overcome this presumption. 

Sheridan is the strongest prO-disclosure opinion yet 
to be published which concerns access to intelligence and 
investigative data. It remains to be seen whether Sheri­
dan presages a jUdicial move toward further acceptance 
of constitutional arguments in favor of the disclosure of 
intelligence and investigative data. 
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PART FIVE 

POLICY CONSIDERATIONS CONCERNING 
THE HANDLING OF INTELLIGENCE 

AND INVESTIGATIVE DATA 
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Chapter One 

CHARACTERISTICS OF INTELLIGENCE 
AND INVESTIGATIVE DATA 

Policies for handling investigative, and especially 
intelligence, information have almost always been con­
sidered controversial. 

Intelligence and investigative data have a number of 
characteristics which help to explain such controversy. 
First, personal data collected in intelligence and investi­
gative operations may be raw and unverified. Much of the 
data consists of second and third-hand reports. Some­
times, of course, this information turns out to be incor­
rect. 

In addition, the subject of an intelligence or investi­
gative file almost never has an opportunity to inspect his 
file. The record subject's lack of participation in the 
recordkeeping pro<"!ess makes it more difficult to discover 
errors in the file. Moreover, the subject's exclusion (as 
well as third parties' exclusion) makes the whole system 
less accountable. This secrecy inevitably fosters myths 
and misconceptions about investigative and intelligence 
systems. 

In addition, because many intelligence or investiga­
tive operations never result in prosecutions, the subject 
may never get his day in court to challenge the accuracy 
of data. In other words, if inaccurate, incomplete, 
untimely or irrelevant information, much of which may be 
extremely sensitive or derogatory, is in an investigative 
or intelligence file, it may just as likely as not remain in 
that file. 

Another characteristic of intelligence and investiga­
tive information that makes this information so contro­
versial is its inherently derogatory nature. The mere 
association of an individual with an intelligence and 
investigative operation usually damages the individual's 
reputation, and as well, may cause the individual signifi-

91 

Ptreceding page blank 



cant, tangible injury. Studies indicate, for example, that 
most employers do not distinguish between arrest infor­
mation and conviction information. 2 91 Although there are 
no surveys on the subject, it is possible that employers 
make little distinction between an individual who has 
be-.;n, or is, the target of an investigative or intelligence 
operation and an individual who has been arrested. One 
unreported decision from Oregon, for example, involved 
an individual who lost his job because of a record of a 
police investigation and detention. 2 

9 2 

Moreover, being identified as a subject of an inves­
tigative or intelligence file is not simply a matter of 
namecalling. Rather, as Justice Douglas noted in Joint 
Anti-Fascist Refugee Committee v. McGrath, 293 it is an 
official government designation of status, and it is likely 
to be taken seriously by recipients of this information. 

Indeed, even if the information is never dissemi­
nated, the subject of an investigative or intelligence file 
may suffer harm. Some commentators argue that an 
individual who has been the target of one such investiga­
tion--even if the investigation never leads to an arrest-­
is more likely, simply by virtue of his fast status, to be 
the target of future police activity.29 Targets of law 
enforcement investigations may also suffer what com­
mentators and courts have characterized as a "chilling 
effectfl on the exercise of their First Amendment and 
other constitutional rights. 

Of course, it must be pointed out that intelligence 
and investigative information possess several characteris­
tics which minimize the threat which these kinds of 
records pose to a record subject's privacy and due process 
interests. 

First, intelligence and investigative information is 
often not indexed or organized by the name or other 
identifiers of the target individual. Instead, this informa­
tion may be organized by the crime under investigation, 
the business entity or industry under investigation or some 
fanciful project name. As a consequence, the information 
is far less likely than name-indexed records such as 
criminal history record data, to pose a privacy threat to 
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the target individual once the investigation closes. In 
recognition of this fact the Privacy Act only applies to 
records which are accessible by a personal identifier. 2 95 

Second, intelligence and investigative information is 
seldom used to make a decision about the status, rights or 
benefits of an individual. Moreover, if the information is 
subsequently used as a basis for some adverse action 
against an individual, such as a grand jury indictment, the 
individual is likely to have a chance at that time to rebut 
the evidence on which the indictment, or other action, is 
based. Thus, intelligence and investigative files are not 
administrative files (Le., decisionmaking files). The Pri­
vacy Protection Study Commission did not recommend 
that subject access and other kinds of due process pro­
tections be extended to non-administrative files. 2 96 

Third, there is little evidence that intelligence and 
investigative information is imporperly disseminated or 
used. As discussed in detail in this report, criminal 
justice officials have a strong interest in maintaining the 
confidentiality of this data. It appears that by and large 
these officials have faithfully maintained the confi­
dentiality and security of such data. Indeed, criminal 
justice officials are more often criticized for failing to 
share relevant investigative and intelligence data with 
other officials in their agency or in other criminal justie 
agencies than they are criticized for overbroad dissemina­
tion. 
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Chapter Two 

COLLECTION, MAINTENANCE 
AND DISSEMINATION POLICY 

For intelligence and investigative data policymakers 
have experimented with three types of policy initiatives: 
collection restrictions, maintenance restrictions and dis­
semination restrictions. However, collection and main­
tenance restrictions have enjoyed less popularity than 
dissemination restrictions. 

Collection Issues 

There is wide agreement that law enforcement 
agencies must collect personal data for investigative 
purposes. Indeed, without an investigative capability, law 
enforcement agencies would quite simply be unable to 
perform their primary mission of identifying and appre­
hending violators. There also seems to be agreement that 
law enforcement agencies should be able, with restric­
tions, to collect personal information for intelligence 
purposes.

297 
However, there remains little consensus 

about two key collection questions: what standards should 
govern who becomes a target of intelligence and investi­
gative efforts; and should any restrictions be placed on 
the type of personal information gathered during these 
investigations? 

As to who becomes a target, privacy advocates 
argue that law enforcement agencies should have a fac­
tual basis for believing that an individual is engaged in 
activities that involve or will involve a violation of the 
law before they make that individual a target of an 
investigation. Law enforcement officials tend to argue 
for a more lenient standard which gives agencies discre­
tion to collect information about an individual whenever 
statements, circumstances or facts reasonably indicate 
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that the individual is engaged in activities which involve 
or will involve a violation of law. 29B 

Law enforcement officials point out that investiga­
tive, and particularly intelligence operations, must be 
broadly structured to collect all relevant information, and 
that the imposition of strict standards for obtaining 
personal information would scuttle many investigations 
before relevant facts emerge. 2 9 9 . As noted earlier, the 
Attorney Generalis guidelines for domestic security and 
terrorism investigations have recently been modified to 
give the FBI greater discretion in deciding to launch an 
investigation and in identifying potential targets. 3 0 0 

The second collection issue centers on whether 
restrictions should be placed on the content of personal 
information collected (or maintained) in intelligence and 
investigative files. The primary content restriction which 
has been imposed to date has limited agencies' collection 
of data concerning an individual's exercise of his First 
Amendment rights. As discussed earlier, the federal 
Privacy Act and similar state privacy statutes restrict the 
collection of First Amendment information--albeit in a 
manner which leaves most law enforcement agencies free 
to collect such information for authorized law enforce­
ment purposes. 3 0 1 

Generally, law enforcement officials have argued 
that they should not be hampered by content restrictions 
imposed by legislators who oftentimes have little idea of 
how to conduct an investigation. They point out that the 
very nature of intelligence and investigative operations 
require agencies to obtain a broad range of personal 
information, and that there is no way to anticipate what 
piece of information may be relevant, or to frame general 
rules for collection that can work in all kinds of investiga­
tions.3 02 

Many privacy advocates, and certainly most legisla­
tors, have accepted these arguments. There seems to be 
a consensus, however unsteady, that investigative and 
intelligence operations are necessary, and that law en­
forcement agencies must be given significant discretion 
to collect personal information about individuals who they 
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believe may be engaged in activities which involve, or will 
involve, violations of law. 303 

Maintenance Issues 

In general little effort has been made to impose 
data quality standards on intelligence and investigative 
information systems. This result is attributable, no doubt, 
to a concern that agencies must be free to maintain raw 
and unverified data. 

Furthermore, there has been comparatively little 
effort to construct archival standards, format standards 
or security standards for intelligence and investigative 
information systems. Two factors probably account for 
lawmakers' seeming reluctance to impose these kinds of 
recordkeeping standards. First, until recently policy­
making for intelligence and investigative operations was 
left largely to agency discretion. Second, because intelli­
gence and investigative data are seldom disseminated 
many policymakers believe that they pose, at most, only a 
modest threat to subject due process and privacy inter­
ests. 

In recent years, lawmakers have shown a greater 
propensity to dictate information standards for intelli­
gence and investigative data. Moreover, if intelligence 
and investigative data become more widely available, 
pressures may increase for the iP1position of data main­
tenance standards. 

Dissemination Issues 

Historically, investigative data, and particularly in­
telligence data, have been available within the agency 
which originated the data only on a strict need to know 
basis. Outside of that agency, other criminal justice 
officials customarily are able to obtain such data only if 
they can demonstrate that they have a need for the data 
in an ongoing investigation, and that they will not re­
disclose or otherwise misuse the data. Investigative and 
intelligence data have been virtually unavailable to all 
other kinds of third parties. 
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1:1 part, this emphasis on confidentiality is a func­
tion of custom and usage. And, in part, too, this emphasis 
on confidentiality flows from the operational characteris­
tics of intelligence and investigative information systems. 
In this regard, three characteristics are especially im­
portant: (1) intelligence and investigative data are often 
not accessible by name, thus making it hard to tie to a 
specific individual; (2) intelligence and investigative data 
are usually segregated from rap sheet data; and (3) these 
data are usually maintained manually. 

In part, too, strict confidentiality accorded intelli­
gence and investigative data results from concern by law 
enforcement officials that the identities of their confi­
dential sources be kept secret; that prosecution prospects 
not be impaired; and that special investigative techniques 
and methods not be compromised. Finally, part of the 
emphasis on confidentiality stems from the unique capa­
city of this data to harm unfairly subject individuals if the 
data are released--in other words a concern about indi­
vidual privacy. 

Despite the traditional confidentiality protections 
which attach to intelligence and investigative data, three 
emerging phenomena may change existing standards for 
data exchange or disclosure. First, some observers be­
lieve that there is a policy trend toward opening some 
types of criminal justice record information, most parti­
cularly criminal history record information. In keeping 
with this trend representatives of the media and of 
various private sector interests argue that at least some 
intelligence or investigative data ought to be released 
once an investigation is closed or an arrest is made. 3 0 It If 
an investigation is closed, the law enforcement agency's 
interest in preserving confidentiality, while not elim­
inated, is reduced. Conversely, if an arrest is made, the 
individual can be said to have waived some of his right to 
privacy and, at the same time, the public's interest in the 
individual increases. 305 

The media and other observers also argue that some 
degree of access to investigative, and particularly intelli­
gence, files is beneficial for oversight purposes. Over-
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sight may discourage agencies from maintaining inappro­
priate information or discoura~e them from using infor­
mation for improper purposes. 3 

6 

It remains to be seen whether these arguments will 
influence lawmakers, or whether the combined weight of 
law enforcement com m unity and privacy advocates will 
outweigh arguments for opening intelligence and investi­
gative data. The Congress' recent willingness to consider 
seriously amendments to the federal FOIA that would 
streJ1gthen agencies' ability to withhold investigative and 
intelligence data suggests that law enforcement ar~u­
ments in opposition to openness have been influential. 3 7 

On the other hand, constitutional case law, if not 
the FOIA case law, seems to be tilting in the direction of 
openness. This trend may be significant in light of the 
judiciary's and the legislatures' movement, over the last 
ten years, toward opening criminal history data to public 
inspection. 3 

0 8 

A second phenomenon which may eventually alter 
traditional policies tending to discourage the exchange of 
intelligence data is the emergence of regional intelligence 
information systems. In the view of many lawmakers and 
law enforcement officials, the routine and effective ex­
change of intelligence data among participating criminal 
justice agencies and officials is a necessary and inevitable 
response to the growing organization and sophistication of 
criminal enterprises, particularly those involved in illegal 
drugs, smuggling and white collar crime. 3 

09 

A third phenomenon which may alter traditional 
data exchange practices is the rapid spread of automated 
information technology. The Privacy Protection Study 
Com mission, a two-year federal research effort, con­
cluded that the computer's prodigious archival and re­
trieval capabilities makes it far easier (and cheaper) to 
collect, store and disseminate personal information--it's 
simply easier than ever to say yes to dissemination 
requests.3 1 0 

Furthermore, today, research data bases, police 
blotters, court dockets, and other previously manual, non­
name indexed sources of public information are becoming 
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name. indexe?, autorr:ated data bases. What this may 
mean 1.S that Informatlon, once public, will remain readily 
accessIble. Thus, to the extent that investigative and 
intelligence operations leave public footprints--in the 
form of newspaper articles or court or station house 
records, for example--those footprints leave permanent 
"fossilized" records of the investigation. 

The development of inexpensive, effective micro­
computers and other information technologies may be 
outflanking traditional, informal confidentiality protec­
~ions . which reli~d, in. part, upon the inaccessibility of 
IntellIgence and InvestIgative data held in manual chron­
ological and non-name indexed systems. Beca~se any 
regulation of this technology, or the information entries 
which it records presents extraordinarily sensitive First 
Amendment issues, no resolution is in sight. 311 

Conclusion 

Intelligence and investigative information is perhaps 
the most controversial type of criminal justice informa­
tion. Thus, there is interest in a reference work such as 
thi~ :which comprehensively addresses the practice, the 
pollcies and the law as they apply to intelligence and 
investigative information. In so doing this f'cport contri­
?utes . to . a ~reater understanding of intelligence and 
InvestIgatIve Information as well as to the development of 
consensus principles for the collection, maintenance and 
dissemination of this data. 
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FOOTNOTES 

lInvestigative information is defined in the report to mean 
personal inform ation com piled in the course of an investi­
gation of a specific crim inal act. Intelligence inform ation 
is defined to mean personal inform ation com piled in an 
effort to anticipate, prevent or monitor possible crim inal 
activity. 

2SEARCH Technical Report Number 13, Standards for 
Securit and Privac of Crim inal Justice Inform ation, 
1975 , Standard 2.1 g Hereafter, "Technical Report 13" . 

3 Id., Standard 2.1(f). 
These definitions were first proposed by SEARCH in 

1975. Today, many states use the SEARCH definitions in 
the.ir criminal justice information statutes. For example, 
IndIana, Iowa (Iowa Code Ann. § 692.1), and Montana 
(Mont. Code Ann. § 44-5-101(5) and (6», to nam e just a 
few, have adopted the SEARCH definitions for intelli­
gence and investigative inform ation. 

Ind. Code Ann. § 5-2-4-1(b) defines crim inal intelli­
gence inform ation as inform at ion on, "identifiable indi­
viduals com piled in an effort to anticipate, prevent or 
monitor possible crim inal activity;" and crim inal investi­
gative information as information on, lIidentifiable indi­
viduals com piled in the course of an investigation of 
specific crim inal acts." 

The com plete and official statutory citation is used in 
this report the first tim e that a particular state's statute 
is cited. Thereafter, statutory citations are presented 
sim ply by citing the state's nam e and the appropriate 
chapter or section num bers. 

4 Gilbert, Criminal Investigation, Charles Merrill Co. 
(1980), at Ch. 3 (Hereafter, "Gilbert"). 
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5 Dintino and Martens, Police Intelli ence S stem s in Crim e 
Control, Thomas (1983 at p. 5 Hereafter, flDintino and 
Martens!!). 

Definitions for intelligence inform ation, in particular, 
have received considerable attention in the police litera­
ture. Most of that literature uses this term to mean, 
"information that has been processed--collected, evalu­
ated, collated, analyzed and reported. I! Godfrey and 
Harris, Basic Elem ents of Intelli ence, LEAA (1971), at p. 
2 (Hereafter, flGodfrey and Harrisl!. At least one police 
intelligence text has defined the term intelligence in a far 
m ore operational and colorful way, as follows, I! [A] n 
intelligence operation is sim ply a euphem ism for spying. I! 
Bouza, Police Intelligence, The Operations of an Investi­
gative Unit, AMS Press Inc. (1976) at p. 1, (Hereafter, 
flBouza ll

). According to Dintino and Martens, (p. 5) the 
origin of the term intelligence has been traced at least to 
1593 when it was used to mean flsuperior understanding. II 

6This definition is based on the widely accepted definition 
found in the Departm ent of Justice's Crim inal Justice 
Information Systems regulations at 28 C.F.R. § 20.3(b). 

7Hawaii Rev. Stat. § 846-1(3); Ill. Rev. Stat. ch. 38 § 206-
7; Ind. § 5-2-4-2; Indiana's statute warns that intelligence 
information lIshall not be placed in a criminal history file 
nor shall a crim inal history file indicate or suggest that a 
crim inal intelligence file exists on the individual to whom 
the: inform ation relates;fI La. Code Crim. Proc. Ann. art. 
15:576; Neb. Rev. Stat. § 29-3506; Nev. Rev. Stat. § 
179A. 070(2); 18 Pa. Cons. Ann. ch. 9102; and Va. Code, 
Ch.27,art.1§9-169. 

818 Pa. ch. 91-9102. 

9 Gilbert, at p. 2. 

1 Old., at p. 3. 

l1Id. 
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12 Marchand, Police Intelligence Inform ation and PrivacYi 
Policy Guidelines for the 1980s, Bureau of Governm ent 
Research and Service, University of South Carolina 
(1980), at p. 7 (Hereafter, flMarchand Tl

); and Richardson, 
The New York Police, Colonial Times to 1901, Oxford 
Univ. Press, Ch. 1 (1970) (Hereafter, flRichardson ll

). 

13 Gilbert, at p. 3. 

14 Id. 

15 New York's original night watch, consisting of six men, 
was called the "rattle watch.1! Walling, Recollections of a 
New York City Chief of Police, Caxton Book Concern, 
(1887) at p. 29. As early as the 1790's, New York City's 
marshals were charged with investigative tasks. The 
Charge of Responsibilities authored by the Mayor of New 
York and sent to New York's Marshal's service in the late 
1790's, included the following order: lIyou shall be 
vigilant in detecting and bringing to justice all Murderers, 
Robbers, Thieves and other Crim inals.1! Richardson, at p. 
18. 

16 Gilbert, at p. 14. 

17 Krajeck, "Policing Dissent: The New Lim its for Sur­
veillance," Police Magazine, Sept. 1981 at pp. 6-24. 

18 Bouza, at p. 51. 

19 Gilbert, at p. 16. Allan Pinkerton is often thought of as 
Am erica's "father" of crim inal investigation. He was the 
first detective in the Chicago Police Departm ent in 1851-
Later, his private detective agency virtually monopolized 
criminal intelligence work through the middle of the 19th 
century. The Pinkertons are credited with being the first 
to use. infiltrators and shadowing. 

2oDonner, The Age of Surveillance, Vintage (1981), at p. 32. 
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21Draper, "Privacy and Police Intelligence Data Banks: A 
Proposal to Create a State Organized Crime Intelligence 
System and to Regulate the Use of Criminal Intelligence 
Information," Harv. J. Legis. 14:1 (1976) at p. 3 (Here­
after, ltHarv. J. ,,). 

22Bouza, at p. 24. 

23 Id• 

24Gilbert, at p. 19. 

25Gilbert, at p. 23. 

26Gilbert, at p. 25. 

27Donner, at p. 33. 

28Bouza, at p. 24. BOSSI was destined for two more name 
changes. In 1931 it was renamed the Bureau of Criminal 
Alien Investigation. In 1945, in what may be the most 
euphemistic moniker ever given to an intelligence unit, 
the organization was named the rrpublic Relations Squad." 
Mercifully, the unit was given its present name only one 
year later. 

29Donner, at p. 32. 

30 Gilbert, at p. 17. 

31 Task Force Report: Organized Crime, The President's 
Com mission on Law Enforcement and Administration of 
Justice 1967 at p. 10 (Hereafter, "Task Force Reportn). 
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another individual was the subject of an FBI investiga­
tionTl); Cerven v. Central Intelli ence A enc , 445 F. 
Supp. 772, 776 D. Colo. 1978 unsubstantiated personal 
inform ation which is derogatory would not be disclosed 
from CIA intelligence files because its disclosure would 
violate the subject!s privacy interests); C.F. Antonelli v. 
Federal Bureau of Investi ation, 536 F. Supp. 568, 574, 
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STArrE FREEDOM OF INFORMATION STATUTES 

Following is a list, by state, of public records laws 
and a discussion of the nature of the exemption for 
investigative and intelligence information. 

Alabama 
Ala. Code tit. 41, ch. 13, §§ 1 to 44 (1982) 

Public records law contains no express exemption for 1&1 
records. * Another statute, Ala. Code. tit. 41, ch. 9, art. 
23, §§ 41-9-591, et seq, establishes a criminal justice 
information commission as a central location for storage 
and dissemination of information related to crime. Sec. 
41-9-636 provides that dissemination of such information 
shall be limited by constitutional guarantees, including 
privacy rights. Under § 41-9-639, "Information in a 
criminal history, other than physical and identifying data, 
shall be limited to those offenses in which a conviction 
was obtained or to data relating to the current cycle of 
criminal justice administration if the subject has not yet 
completed that cycle. II Under § 41-9-641, the Commis­
sion is prohibited from disseminating information to out­
of-state criminal justice agencies unless it pertains to a 
conviction. 

Alaska 
Alaska Stat. tit. 9, ch. 25, § 9.25.110 

Public records law contains no express exemption for I&I 
records but provides that any records may be exempt 
under other statutes. Tit. 12, ch. 62, § 12.62.010 autho­
rizes the Governor's Commission on Administration of 
Justice to establish rules and procedures regulating the 
exchange of criminal justice information. Sec. 

*The abbreviation "I&I" means investigative and intelli­
gence information as that phrase is used in this report. 
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12.62.015(b) provides that the commISSIon is to establish 
standards for the confidentiality and security of intelli­
gence information and provide for controls on "access to 
and dissemination of intelligence information, and 
?1ethods .for updating, correcting and purging intelligence 
mformatlon . . .. " Under § 12.62.030 "access to 
specified classes of criminal justice inform~tion systems 
is available only to individual law enforcement agencies 
according to the specific needs of the agency" and to 
" l"f" d f ' qua I Ie persons" or research as well as persons in-
specting records related to themselves. 

Arizona 
Ariz. Rev. Stat. Ann. tit. 39, §§ 121.01 to 121.02 

Public records law contains no express exemption for 1&1 
records. Tit. 13, § 1273 provides that certain criminal 
identification information shall be available only to law 
enforcement officers. The attorney general has said 
investigative reports need not be released to the public 
upon request. Instead, the information should be "care­
fully scrutinized" and withheld if it is confidential or if 
disclosure would be detrimental to state interests. Ope 
Atty. Gen. No. 180-45. The attorney general also has said 
a city police department may refuse access to informa­
tion if disclosure would hinder an ongoing investigation. 
Ope Atty. Gen. No. 179-296. In Little v. Gilkinson 636 
P .2d 663 (Ariz. Ct. App. 1981), the court said the te;t for 
nondisclosure of investigative material is whether it 
would have important and harmful effects on the official 
duties of the agency. 

Arkansas 

Ark. Stat. Ann. tit. 12, ch. 28, §§ 2801 to 2806 

Public records law contains no express exemption but 
some records may be exempt as "confidential" under § 
2803, which prohibits providing to private individuals or 
organizations information "of a personal nature" if the 
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public disclosure "would constitute a clearly unwarranted 
invasion of personal privacy." 

California 
Cal. Gov't Code §§ 6251 to 6259 (West) 

Public records law contains express exemption for investi­
ga tive records. Such records need not be disclosed under 
§ 6254(f), except that the names of persons involved in an 
incident and witnesses (other than confidential in­
formants) shall be disclosed by local police agencies to 
persons involved in the incident and insurance carriers, 
unless disclosure would endanger an investigation. 

Colorado 
Colo. Rev. Stat. tit. 24, art. 72, §§ 201 to 309 

Tit. 24, art. 72, §§ 301 to 305 require access to "criminal 
justice records rr unless it is not in the public interest or 
unless otherwise provided by law. Tit. 24, art. 72, § 
305(5) permits withholding of investigative and intelli­
gence records on "public interest rr grounds. 

Connecticut 
Conn. Gen. Stat. Ann., tit. 1, ch. 3, §§ 1-7 to 1-21K 

Public records law exempts records of law enforcement 
agencies compiled to detect or investigate crime unless 
the information would reveal: (A) an informant's identity, 
(B) information prejudicial to a prospective law enforce­
ment action, (C) investigative techniques or (D) juvenile 
arrest records. Tit. 1, ch. 3, § 1-19(b)(3). 

Delaware 
Del. Code Ann. tit. 29, §§ 10001 to 10005 

Public records law exempts investigative files compiled 
for criminal or civil purposes. § 10002(d)(3). Intelligence 
files may be withheld if disclosure would endanger local, 
state or national welfare or security. § 10002(d)(5). 
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District of Columbia 
D.C. Code Ann. Tit. 1, subch. II, §§ 1-1521 to 1-1527 

Sec. 1-1524(a)(3) substantively duplicates federal law, 
exempting investigative records to the extent that dis­
closure would: (A) interfere with enforcement proceed­
ings, (B) deprive a person of a right to a fair trial or 
impartial adjudication, (C) constitute an unwarranted in­
vasion of personal privacy, (D) disclose the identity of a 
confidential source and, in some cases, confidential infor­
mation provided by a confidential source, (E) disclose 
investigative techniques or (F) endanger the life or physi­
cal safety of law enforcement personnel. 

Florida 
Fla. Stat. Ann. tit. 10, ch. 119, §§ 119.01 to 119.12 

Sec. 119.07(3) exempts lTactive" criminal 1&1 information 
as well as any information that reveals the identity of a 
confidential informant or surveillance techniques or sur­
veillance personnel. The section also exempts I&I infor­
mation disclosing the identity of a sex crime or child 
abuse victim or the assets of a crime victim, as well as 
any 1&1 information obtained before Jan. 25, 1979. 

Georgia 
Ga. Code ch. 40-27 §§ 40-2701 to 40-2705 

Public records law contains no express exemption for I&I 
records but provides that any records may be exempt 
under other statutes. The rules of the Georgia Crime 
Information Center Council, ch. 140-2, § 140-2.02(c)(2) 
prohibit disclosure of TTsecret, II TTcriminal history" or TTsen­
sitivetT information, except as permitted by law or regu­
lation. Sec. 140-2.02(c)(3) permits dissemination of crimi­
nal justice information only to agencies and persons who 
need the information in the administration of criminal 
justice; however, investigative and intelligence data are 
not included among information categories that comprise 
Tlcriminal justice informationTT according to Ga. Code § 
35-3-30. 
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Hawaii 
Hawaii Rev. Stat. §§ 92-50 to 92-52 

Public records law exempts any records pertaining to a 
prosecution or defense prior to commencement of pro­
ceedings at the discretion of the attorney general or a 
responsible county attorney. It also exempts records 
unrelated to any violation of a law if disclosure would 
harm any personTs reputation. 

Idaho 
Idaho Code § 9-301 

Public records law contains no express exemption for I&I 
records but provides that any records may be exempt 
under other statutes. 

illinois 
Ill. Stat. Ann. ch. 116, §§ 43.4 et seg. (Smith-Hurd) 

Public records law exempts disclosures that would result 
in invasion of privacy. Criminal history records are 
exempt under ch. 38, § 210-1, except as necessary for 
identification. 

Indiana 
Ind. Stat. Ann. ch. 3, §§ 5-14-1-2, et seq. (Burns) 

Sec. 5-14-3-4(1) exempts records declared TTconfidentialTT 
by statute. Intelligence records are declared confidential 
under ch. 4, § 5-2-4-6, which states that such information 
may be disseminated only to another criminal justice 
agency demonstrating a need to know. 

Iowa 
Iowa Code Ann. ch. 68A, §§ 68A.1 to 68A.9 

Sec. 68A.7 exempts peace officers! investigative records 
except where disclosure is authorized elsewhere by sta­
tute. Intelligence data are categorized as nonpublic rec-
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ords in ch. 692 § 692.18. Ch. 692, § 692.8 prohibits 
computer storag~ of intelligence d;tta and permits dis~em­
ination of such information only to a peace offIce:, 
criminal justice or other agency if the department IS 

satisfied that the need to know and intended use are 
reasonable. 

Kansas 
Kan. Stat. Ann. tit. 45, art. 2, § 45--201 

Public records law contains no express exemption for 1&1 
records but provides that any r€cords may be exempt 
under other statutes. The dissemination of criminal 
history record information is restricted by tit. 22, art. 47, 
§ 22-4707. 1&I files are excluded from the definition of 
criminal history record information under tit. 22, art. 47, 
§ 22-4701(b)(1). 

Kentucky 
Ky. Rev. Stat. ch. 61, §§ 61.870, et~. (Baldwin) 

Ch. 61, § 61.878(f) exempts inv~stigative information 
before a related enforcement al~tion is completed if 
disclosure would harm the agency by revealing the identi­
ty of an informant or by causing prematuf: release of 
information to be used in an enforcement action. Ch. 17, 
§17.150(2) states that 1&I records are open to inspection 
after prosecution is completed or ~ determination not to 
prosecute has been made; however, portions of such 
records may be withheld if: (A) disclosure w.ould rev:al 
the name of a confidential informant, (B) the mformatIOn 
is personal and release would not advance a whol:some 
public interest, (C) release would endanger th~ ~Ife or 
safety of law enforcement personnel or (D) the mforma­
tion is to be used in a prospective enforcement action. 
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Louisiana 
La. Rev. Stat. Ann. tit. 44, ch. 1, §§ 1 to 9 

Tit. 44, ch. 1, § 3-A exempts all records of law enforce­
ment agencies that: (A) pertain to criminal litigation 
until final adjudication, (B) contain the identity of a 
confidential source, (C) contain security procedures, in­
vestigative techniques, etc., (D) constitute arrest records 
until final judgment and (E) contain the identities of 
undercover agents.· Sec. 3-B bar's access to records 
tending to impart the identity of a confidential source. 
Under § 3-D, investigative records may be freely dissemi­
nated among law enforcement agencies. 

Maine 

Me. Rev. Stat. Ann. tit. 1, ch. 13, §§ 401 to 410 

Public records law contains no express exemption for 1&1 
records but provides that any records may be exempt 
under other statutes. However, tit. 16, subch. 8, § 614 
contains an affirmative prohibition on the dissemination 
of 1&I information that is triggered by the considerations 
embodied in the federal Freedom of Information Act. 
Such information shall not be disclosed if release may: 
(A) interfere with law enforcement proceedings, (B) result 
in public dissemination of prejudicial information con­
cerning an accused person or concerning the prosecution's 
evidence that will interfere with the ability of the court 
to empanel an impartial jury, (C) result in public dis­
semination of information about the private life of an 
individual in which there is no legitimate public interest 
and which would be offensive to a reasonable person, (D) 
disclose the identity of a confidential source, (E) disclose 
confidential information furnished only by the confi­
dential source, (F) disclose investigative techniques and 
procedures not generally known or (G) endanger the life or 
physical safety of law enforcement personnel. The infor­
mation may be disseminated to other criminal justice 
agencies and the record sUbject with proper authorization. 
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Maryland 
Md. Ann. Code of 1957 art. 76A 

Art. 76A, § 3(i) substantively duplicates federal law, 
exempting 1&1 records to the extent that disclosure would: 
(A) interfere with valid and proper law enforcement pro­
ceedings, (B) deprive another person of a right to a fair 
trial or impartial adjudication, (C) constitute an un­
warranted invasion of personal privacy, (D) disclose the 
identi~y of a confidential source, (E) disclose investigative 
technIques and procedures, (F) prejudice any investigation 
or (G) endanger the life or physical safety of any person. 

Massachusetts 
Mass. Gen. Laws Ann. ch. 66, § 10; ch. 4, § 7(f) 

The term "public recordsfl is defined to exclude "investi­
g~tory materials necessarily compiled out of the public 
VIew by law enforcement or other investigatory officials 
the disclosure of which materials would probably so 
prejudice the possibility of effective law enforcement 
that such disclosure would not be in the public interest." 
Ch. 4, § 7(f). Ch. 6, § 167 defines criminal offender 
record information as excluding I&I records. Under ch. 6, 
§ 172, disssemination of criminal offender record infor­
mation and "evaluative" information is limited to criminal 
justice agencies and other agencies and individuals under 
certain circumstances. 

Michigan 
Mich. Stat. Ann. § 4.1801 

Sec. 4.1801(13)(1)(b) substantively duplicates federal law, 
exempting investigative records to the extent that dis­
closure would: (A) interfere with law enforcement pro­
ceedings, (B) deprive a person of the right to a fair trial 
or impartial adjudication, (C) constitute an unwarranted 
invasion of personal privacy, (D) disclose the identity of a 
confidential source or confidential information furnished 
only by a confidential source, (E) disclose law enforce-
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ment investigative techniques or procedures or (F) endan­
ger the life or physical safety of law enforcement person­
nel. 

Minnesota 
Minn. Stat. Ann., ch. 13, §§ 13.01 to 13.87 

Active investigative information is exempt. Ch. 13, § 
13.82(5). Inactive investigative information is exempt 
under § 13.82(5) if release would jeopardize the identity 
of an undercover agent, informant, sex crime victim or 
any other victim or witness who has asked for confi­
dentiality. 

Mississippi 
Miss. Code Ann. § 25-53-53 (1972) 

Public records law contains no express exemption for I&I 
records but exempts all confidential data. 

Missouri 
Mo. Ann. Stat. § 109.180 (Vernon) 

Public records law contains no express exemption for I&I 
records but provides that any records may be exempt 
under other statutes. Certain arrest records must be 
closed and withheld from disclosure under §§ 610.100 to 
610.120. 

Montana 
Mont. Code Ann. tit. 2, ch. 6, §§ 2-6-101 to 102 

Public records law provides that all records ar eprivate 
and not subject to disclosure requirements unless they are 
included among enumerated categories of flpublic writ­
ings." Tit. 44, ch. 5, § 44-5-103 defines "confidential" 
criminal justice information as including I&I records. 
Under § 44-5-303, dissemination of such information is re­
stricted to criminal justice agencies or others authorized 
by law. 
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Nebraska 
Neb. Rev. Stat. § 84-712 

Investigative records are exempt under § 84-712.05(5) and 
may be withheld. 

Nevada 
Nev. Rev. Stat. ch. 239, § 239.010 

Public records law exempts records declared by law to be 
confidential. 

New Hampshire 
N.H. Rev. Stat. Ann. §§ 91-A:4 and 91-A:5 

Public records law contains no express exemption for 1&1 
records but provides that any records may be exempt 

" f'd t' 1" under other statutes. Sec. 91-A:5 exem?ts con I en Ia. 
data and information the release of WhICh would consti­
tute an invasion of privacy. 

New Jel"Sey 
N.J. Stat. Ann. § 47:1A-1 to 1A-4 

Records pertaining to an ongoing investigation may ~e 
withheld if disclosure would be inimical to the publIc 
interest under § 47:1A-3. Sec. 53:6-18 says that records 
of a bureau designated to maintain intell~gence informa­
tion may be made available only to polIce department 
officers and employees. 

New Mexico 
N.M. Stat. Ann. ch. 14, art. 2, §§ 14-2-1 to 14-2-3 

Public records law contains no express exemption for 1&1 
records but provides that any records may be exempt 
under other statutes. 
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New York 
N.Y. Pub. Off. Law art. 6, § 87(2)(e) 

Art. 6, § 87(2)(e) exempts all records compiled for law 
enforcement purposes if disclosure would: (A) interfere 
with law enforcement investigations or judicial proceed­
ings, (B) deprive a person of a right to a fair trial or 
impartial adjudication, (C) identify a confidential source 
or disclose confidential information or (D) reveal criminal 
investigative techniques or procedures that are not rou­
tine. In addition, any information is exempt under § 
87(2)(f) if disclosure would endanger the life of any 
person. 

North Carolina 
N.C. Gen. Stat. ch. 132, §§ 132-1 to 132-9 

Public records law contains no express exemption for 1&1 
records. 

North Dakota 
N.D. Cent. Code § 44-04-18 

Public records law contains no express exemption for 1&1 
records but provideR that any records may be exempt 
under other statutes. 

Ohio 
Ohio Rev. Code Ann. 149.43 to 149.99 (Page) 

Public records law contains no express exemption for 1&1 
records but provides that any records may be exempt 
under other statutes. 

Oklahoma 
Okla. Stat. Ann. tit. 51, ch. 1, § 24 

Public records law contains no express exemption for I&1 
records but exempts any records "required by law to be 
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kept secret." Under tit. 47, § 2-129, department of public 
safety employees charged with the custody of "confi­
dential and privileged" information shall not disclose this 
information except to law enforcement agencies. 

Oregon 
Or. Rev. Stat. §§ 192.410 to 192.500 

Sec. 192.500(1)(c) exempts investigative information com­
piled for criminal law purposes. However, arrest and 
crime report records shall not be confidential unless there 
is a clear need to delay disclosure in the course of an 
investiga tion. 

Pennsylvania 
Pa. Stat. Ann. tit. 65, ch. 3, §§ 66.1 to 66.4 

Sec. 66.1(2) exempts any report, com munication or other 
paper that would disclose the progress or result of an 
agency investigation as well as documents that would 
impair a person's reputation or personal security. 

Puerto Rico 
P.R. Laws Ann. tit. 32 § 1781 

Public records law contain no express exemption for 1&1 
records. The right of inspection of records generally does 
not extend to notes, memoranda or correspondence of 
government officials, nor to any information of a confi­
dential nature that would create prejudice to the adminis­
tration of the agency. 1966 Ope Sec. Jus. No. 46. 

Rhode Island 
R.I. Gen. Laws, tit. 38, ch. 2, §§ 38-2-1 to 38-2-12 

Sec. 38-2-2(d)(4) exempts all records maintained by law 
enforcement agencies for criminal law enforcement, ex­
cept records of an initial arrest and any complaint filed in 
court by a law enforcement agency. 
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South Carolina 
S.C. Code Ann. tit. 30, ch. 4, §§ 30-4-10 to 30-4-110 

Sec. 30-4-40(3) is similar to federal law and exempts 
investigative records if disclosure would cause harm by: 
(A) disclosing the identity of informants not otherwise 
known, (B) resulting in the premature release of informa­
tion to be used in a prospective law enforcement action, 
(C) disclosing investigative techniques not otherwise 
known outside the government or (D) endangering the life, 
health or property of any person. 

South Dakota 
S.D. Codified Laws Ann. ch. 1-27, §§ 1-27-1 to 1-27-3 

Public records law contains no express exemption for I&I 
records but Sec. 1-27-3 exempts records declared confi­
dential or secret by law. 

Tennessee 
Tenn. Code Ann. §§ 10-7-503 to 10-7-509 

Sec. 10-7-504(a) exempts all investigative records of the 
Tennessee Bureau of Criminal Identification. Sec. 10-7-
504(c) exempts certain records of the attorney general's 
office, including those related to federal investigations 
that are confidential or privileged under federal law. 

Texas 
Tex. Rev. Civ. Stat. Ann., art. 6252-17a, §§ 1 to 15 

Art. 6252-17a, §3(8) exempts all investigative records of 
law enforcement agencies and notations maintained for 
internal use in matters related to law enforcement. Sec. 
3(1) exempts information deemed confidential by statute 
or .case law and Sec. 3(3) exempts information relating to 
litigation of a criminal or civil nature. 
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Utah 
Utah Code Ann. §§ 78-26-1 to 78-26-3 

Public records law contains no express exemption for 1&1 
records but provides that any records may be exempt 
under other statutes. Investigative records are exempt 
from the Archives and Records Service and Information 
Practices Act, which creates a central record manage­
ment program. § 63-2-89. 

Vermont 
Vt. Stat. Ann. tit. 1, ch. 5, subch. 3, §§ 313 to 320 

Sec. 317(b)(5) exempts investigative records. 

Virginia 
Va. Code ch. 21, §§ 2.1-340 to 2.1-346.1 

Sec. 2.1-342(b)(1) exempts memoranda, correspondence, 
evidence and complaints related to criminal investigations 
as well as reports submitted to the police in confidence. 

Virgi.n Islands 
V.l. Code Ann. tit. 3, ch. 33, § 881 

Sec. 881(g)5 mandates that peace officers' investigative 
reports be kept confidential except where disclosure is 
authorized by other statutes. 

Washington 
Wash. Rev. Code Ann. ch. 41.17, §§ 250 to 340 

Ch. 42.17, § 310(1)(d) exempts "specific" 1&1 records 
where nondisclosure is "essential to effective law en­
forcement or for the protection of any person's right to 
privacy." 
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West Virginia 
W.Va. Code ch. 29B, art. 1, §§ 29B-1-1 to 29B-1-6 

Sec. 29B-1-4(4) exempts investigative records and internal 
notations of law enforcement agencies. 

Wisconsin 
Wis. Stat. Ann. § 19.31 to 19.39 (West) 

Public records law exempts any law enforcement records 
that must be withheld from disclosure to qualify for 
federal funds and provides that any records may be ex­
empt under other statutes. 

Wyoming 
Wyo. Stat. §§ 16-4-201 to 16-4-204 (formerly §§ 9-9-101 
to 9-9-105) 

Public records law contains no express exemption for 1&1 
records but provides that any records may be exempt 
under other statutes. Sec. 9-1-627(c) exempts identifi­
cation and intelligence information, making such informa­
tion available only to law enforcement agencies. 
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