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S. 19210, SMALL BUSINESS COMPUTER CRIME 
. PREVENTION ACT 

WEDNESDAY, MARCH 7,1984 

U.S. SENATE, 
SMALL BUS!NESS COMMITTEE, 

Washington, D.C. 
The committee met, pursuant to notice, at 10 a.m., in room 

SR 428A, Hon. Paul E. Tsongas (acting chairman of the committee) 
presiding. ' 

Present: Senator Tsongas. 
Staff present: Michael W. Morris, counsel; Alan L. Chvotkin, mi

nority chief counsel; and Dorot:gy C. Olson, hearing clerk. 

STATEMENT OF RON. PAUL E. TSONGAS, A U.S. SENATOR FROM 
THE STATE OF MASSACHUSETTS, AND ACTING CHAIRMAN, 
SENATE SMA1LL BUSINESS COMMITTEE 

Senator TSONt'tAS. Since it is 10 o'clQick, we should begin. 
Let me begin lOY thanking Senator Weicker, who is chairman of 

the committee, for his willingness to allow this schedule to be expe
dited and allow UB to hold the hearings on the bill. l' appreciate his 
willingness to let me chair. If I thought the Democrats would take 
over and I v{Quld dlO thia more regularly, I would stay here. [Laugh
ter.] 

)Ve welcome you to the hearing and the issue of computer crime 
and its prevention as\ it t~ffects the small business commLnity. 

The Congressmen are on their way, and they will be our lead 
Witnesses today. They have recognized the mounting threat of com
puter crime and have introduced and successfully passed legisla
tion in the House to deal with this problem. Senators Nunn and 
Boschwitz have joined \Ple in the counterpart bill which we are 
going to consider, here today. 

I don't think anybody;\in the room needs to be told about the 
problem~ of computer erline. The question is what we do with it, 
and in that respect, and to expedite the proceedings, I would ask 
that my statement appear ir,t the record as if read. I would also ask 
that a statement by, Senator\Nunn be included at this point in the 
record. I" 

[The prepared statements of\Senators Tsongas and Nunn follow:] 
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COMMITTEE ON SMALL BUSINESS 
WA.HINQTON. D.C. :0510 

OPENING STATEMENT FOR HEARINGS ON S. 1920 -- THE SMALL BUSINESS COMP~'TER 
j, 

l CRIME PREVENTION ACT IL 

MARCH 7, 1984 

Good morning. Welcome to this hearing, which is devoted to issues 

related to computer crime and its prevention, as it affects the small 

business community. 

I would like to start by 'acknowledging the leadership of ,Congressmen 

Ron Wyden and Vin Weber, who are invited to be our lead witnesses today. 

They have recognized the mounting threat of computer crime, and introduced 

and successfully passed legislation in the, House to deal with this problem. 

Senators Nunn, Boschwit;1., and myself have recently i ntraduced parall el 

legislation(S.1920) in the Senate, in response to widespread concern about 

the potential illlpacts of growing computer crime on the most vulnerable, but 

highest productivity sector, small business. 
~, 

Today, the Senate Smair Business Committee seeks to continue the effort of 

educating Congress with regard to the existence. nature, and scope of the 

'computer crime problem, which may further jeopardize the survival of small 

. businesses in an inflationary economy. I hope that the Senate Will be as 

responsive as the House was to the needs of the small bUsiness conmunity, in 

moving this legislation speedily out of COlll11ittee and onto the floor. 

THE' PROBLEM: 

Computer crime has been on the rise, in recent years, and this problem 

h~s gained substantial media attention. 
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Although this new class of white collar crime impacts on the private 

and public sectors alike, its potential damage to the small business sector 

is greater, for the following reasons: 

- Small businesses are increasing their use of computers, in order to 

improve productivity and cut costs; 

- Small businesses typically have fewer available resources and dedicated 

trained personnel to prevent, detect and combat computer crime, than either 

1 arge corporations or the federal government; 

- Small businesses appear to opt for greater accessibility and ease of 

use of featu~es in acqUiring computer systems, with obvious security trade

offs; 

There is relatively Httle awareness ;n the small bUsiness community 

of the risks involved in adopting new management and accounting technology, 

and a prevailing, lack of information as to the availability and cost-effec

tiveness of computer security methods available to prevent and control 

computer crime. 

The small business sector is vital to our economy, accounting for more 

than a third of our GNP, for Virtually all of the private sector employment 

growth, and for at least half of all innovations. Yet, it is more vulnerable 

to the effects of computer-"crime ancl abuse, especia lly during criti ca 1 periods ,; 

of business growth and acute competition, when it ;s most attractive as a 

target for computer crime. 

THE SOLUTION: 

This bill, S. 1920, the Small Business Computer Crime Prevention Act, 

offers a promiSing and cost-effectiVe solution to the problems to be addressed 

in today's testimony. 

The bill requires the SBA to define and asse:';s the nature, extent, and 

impacts of computer crimes ~ommitted against small businesses. The SBA is 
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. 
exp'ected to. tnke advantage of the expertise developed in both federal and 

the private corporate sector for pl"Otection and control of computer crime. and 

screen for dissemination via the resource center mandated by the Bjll. those 

methods suited to the needs and means of small businesses. 

I believe that the SBA has an exc~l.lent network al ready in place, for 

outreach and education of its constituency. The SBA can play' a key role in 

strengthening computer securit~, while fostering wider intl"Oduction and growth 

of high technology office automation. Also, the preventive and educational 

thrust of this bill, insures both lower cost ,and greater effectiveness in 

alleviating the computer crime problem, than the punitive approach in existing 

and propose,j legislation. 

In conclusion. while it is becoming widely recognized that computer crime 

is a growing problem. this awareness has come largely through media coverage. 

Press accounts of. I hackers '» who gained unauthorized access to both federal 

and private sector computers and data banks; and of white collar criminals. 

who removed private funds or products via computers for profit, have made us all 

aware that the computer crime threat is real and growing: N"Imerous TV shows 

and serials (like The Whiz Kids, The Facts of Life, and Knight Rider) and 

movies (like War Games, and Tron) have dramatized the variety of computer crimes 

and their potentially grav~ioutcomes. In fact .• the media may have recently 

lavished more attention on the problem. than Congress has devoted in considering 

appropriate legislation to alleviate it. 

As several witnesses will point o~t later today, we need a greater aware

ness of the computer related risks and crime prevention strategies among small 

businesses, in order to encourage them to introduce computers into the office 

and h~lp them wisely use their scant resources, 
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OPENING STATEMENT BY 
SENATOR NUNN 
March 7, 1984 

on S. 1920 

Today, the Senate Small Bus1'ness C ommittee begins 
hearings on S. 1920, the legislation Senator Tsongas, 
Senator BosChwit~,' and I hav . t d e 1n ro uced to address the 
critical issue o~ computer security and its impact on small 

business. This bill, a number of other legislative 

proposals on computer crime, and the number of hearings in 

both the House and Senate are indicat1've of the impact which 
computers have on our society, d th an e potential damage 
their misuse could have on the t 1 b eta usiness community in 
particular and on th . e economy generally. It has already 

been estimated that the pr1'vate sector loses at least $1 

billion annually through direct computer crime only. 

While there has been valuable and Significant attention 

which the Congress has given to computer-relatel user.s, our 

Committee's hearings are unique amo th i ng e rev ews made. 
First, our focus in this I iI' eg s at10n and in the hearings is 

on the special problems of computer security which confronts 

small business. Foremost among these concerns, in my view, 

is a lack of awareness by the small business community that 

computer security is an issue in which they have a vested 

interest. The smaller personal computers, utilized 

extensively by most small businesses, present such security 

problems as a lack of access control programs, and the 

physicial accessibility and mobility of the diskettes 
" 

,./ 

Ii 
it 
" , 
j! 
1 ,. 

H 
I, 

i' 

I' 
t! 



\ 

8 

At our hearing on the House side in July, we heard from Donn 
Parker, one of the truly renowned experts on computer crime, and 
he said then that he felt this problem as it affected small business
es was going to get worse and worse. 

He said, and I quote: 
The number of computer crimes will continue to go up drastically. What that 

means is that computer crime will be a much higher proportion of business crimes. 
In fact, most business crimes in the next few years won't even be able to occur with
out involving some computers in some way. 

Mr. Parker also made the significant point that, right now, there 
is no appropriate mechanism to get computer security information 
to small businesses. He said, and again I quote: 

The computer and computer program manufa,cturers will provide the security 
necessary, but only the security that the small business is willing to pay for, and 
they don't know that they need the security. The salesmen of these companies cer
tainly are not going to inform their cu.stomers of all the terrible things that could 
happen to them in the purchase of their products. 

Mr. Chairman, we have also heard from a variet;,Y of representa
tives from the small business community. One (,witness on the 
House side was particularly helpful to us at our hiaaring last July. 
He had been victimized, and in his words-again Ii quote: 

The principals, the owner or someone who is the management should have more 
than a general knowledge of computers and computer systems. They should have 
knowledge of the software that the system should be using so they can check for 
themselves. It comes down to educatioIl. If they are not familiar with the system, 
they really should think long and hard about putting it in. 

I would just like to make a couple of other points very briefly, 
Mr. Chairman. 

Unfortunately, thousands of small business people are choosing 
to use computers today-and they have told us this themselves
without adequate knowledge of their vulnerabilities and what steps 
they can take to protect the integrity of the system. 

I would just say that I think that our legislation is a cost-effec
tive way to get this kind of practical information across to the 
small business community. 

The heart of thIS bill, of course, is the resource center which 
would be established as soon as possible after the legislation is 
signed into law by the President. It strikes me that there are a lot 
of things we can' do for very little money to assist small business. 

For example, SBA is now running a national toll-free line for 
small business, and I would like to see us use that national toll-free 
line as a way to help small businesses get information about com
puter security, and I would think for very little money, through 
the resource center, we could do that. 

The last point that I would make, Mr. Chairman-. and then I 
want to yield to my colleague who has· been so helpful in getting 
this bill passed on the House side-is that we know we cannot pass 
a law that says there shall never bE~ another computer crime in 
this country. We know that cannot be done. 

What we can do is reduce the risk, and we can reduce the risk 
for a segment of society, the small business community, that is par7. 
ticularly vulnerable. That is the lr..ind of approach we have pursued 
and pursued successfully on the Ho\tse side. 

l 
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I walft to thank you again for the chance to come here and dis
cuss thIS with your committee today. 

I also want to thank my colleague, Mr. Weber, for coming as 
well. He has been tremendously helpful. In essence the three of us 
have worked together in trying to get the legislati~n across and I 
am grateful to you both. ' 

[The prepared statement of Representative Wyden follows:] 
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STATEMENT OF HON. RON WYDEN, A MEMBER OF CONGRESS FROM THE STATE OF 
OREGON 

Mr. Chai!.'J1an, I want to thank you for the kind invitation to appear 
before yo'ur comni.ttee today. It is a pleasure and an honor tobe 
here. 

I also want to comnend Senators Tsongas and Nunn for the active 
leadership they have shown in addressing the critical problem of 
computer security and its importance to the small business 
comnunity. As you may know, I share that concern. 

I also would like to thank my colleague, Vin Weber, who has been a 
~remendous booster of this legislation, and who has been just super 
In helping to forge the bipartisan coalition that helped move this 
legislation through the House without opposition. 

Last year, before "War Games" and before "hacker" became a household 
word, J began to take a close look at the growing use of computers 
in this country, and, along with that, their vulnerabilities. 
r~ad the stories of the multimillion dollar frauds and the 
youngsters who took joy rides on their school computer, ordering 
cases of PepsI to their doorstep. 

But I also began talking to small business people throughout my 
district and observing their operations, and I began to detect a 
disturbing trend. The trend was that, in general, the small 
business comnunity knows very little about computers and even less 
about their vulnerabilities, 

Moreover, 1t became clear that in addition to this general lack of 
knowledge, small businesses are particularly vulnerable, yet in 
general have fewer resources to deal with these problems. 

As a result, I introduced HR 3075. the Small Business Computer Crime 
Act. My legislation is identical to the measure this conmittee is 
considering today. HR 3075 unanimously passed out of the Antitrust 
Subcomnittee and the full House.::~Small Business Committee and passed 
the House by a unanimous voice vote on October 24, 1983. It is the 
first piece of legislation specifically addressing computer security 
to pass either body. . 

Considering the problem of computer security and computer crime 
reminds me of a certain long distance telephone adverti~',-::nent that 
makes the claim "Anywhere, anytime ••• " Computer fraud and abuse is 
a pervasive problem that can happen almost anywhere and anytime. 
And according to testimony we heard on my legislation in the House 
is going to get worse before it gets better. • 

At the hearing we held last July, we heard from Donn B. Parker, a 
world-renowned computer crime authority, who empahsized this point. 
He said: "The number of computer cr imes wi 11 cont inue to go up 
drastically. What that means is that computer crime will be a much 
higher proportion of business crimes. In fact, most business crimes 
in the next few years won't even be able to occur without involving 
some computers in some way." 
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Mr. Parker also made the significant point that, right now, there is 
no appropriate mechanism to get computer security information to 
small businesses. He said, and I quote, "the computer and computer 
program manufacturers will provide the security necessary, but only 
the security that the small business is willing to pay for, and they 
don't know they need the security. The salesmen of these companies 
certainly are not going to inform their customers of all the 
terrible things that could happen to them in the purchase of their 
products." 

At that hearing, we also heard from a small businessman who was the 
victim of a computer crime. He emphasized the point that most small 
business people just don't think investing in comp.llter security 
equipment is worth it. 

This businessman also empt.'l.sized o.ne of the keys to prevention. In 
hiB w~~d.s! 

"The principles, the owner or someone who is the managment 
should have more than a general knowledge of computer-s and 
computer systems. They should have knowledge of the software 
that the system should be using so they can check for 
t-hemselves. It comes down to education. If they are not 
familiar with th~ system, they really should think long and 
hard about putting it in." 

Unfortunately, thousands of small business people are choosing to 
use computers without adequate knowledge of their vulnerabilities 
and what stepS they can take to protect the integrity. They won't 
protect their computers for the silmerea'son they won't fasten their 
seatbelt.s -- they don't bel ieve It can happen to them. 

I am hesitant to use figures in discussing the problem of computer 
cr!me. As many here know, we have few hard statistics about the 
number of computer crimes, mainly because businesses that are 
victims often do not report these trespasses because they fear it 
could cause a lack of public trust. 

But some figures do exist that give us an idea Df the increasing 
scope of our vulnerabilities. For example, Dun and Bradstreet 
recently reported that nearly l' percent ~f f1rms with fewer than 20 
employees use microcomputers, with many comp'anies repo,rting they had 
acquired their micro only within a few months of the surVey, whi.ch 
was conducted last summer. 

In addition, John Borden, senior analyst witn the Yankee Group, a 
Boston-base'q market research company, says that the potent ia 1 for 
security breaches is increasing with the number of people who have 
technical abilities,. The Group estimates that by 1986, the nation's 
data networks will be able to be accessed by almost 9 million 
desk-top computers. 

----------~~-----~------~----~~~--~~~~~--------~----~~--~~~--------~-------------
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,Now that more computer systems are being hooked up to dlal-up data 
networks, a whole new range of vulnerability has been added to 
systems where we were already, in many~ases, unable to prove or 
maintain integrity. 

The growth of these data networks has been a boon to productivity in 
this country. They have, however, made transcontinental trespassing 
that can happen in the blink of an eye a co~n occurrence. 

One of the reasons is that these data networks make using a computer 
relatively cheap. For instance, senrling comput~r data for an hour 
over a regular Bell Syst~m telephone line costs about $32, but the 
same serive through a data network can cost the user as little as $8. 

Another computer security expert, Stanley Halper, who is the 
National Director of Computer Audit Assistance Group at Coopers and 
Lybrand, says that computer security has become one 01 the most 
serious problems facing business today. He maintains that th~ 
sophistication of computer theivery h.as grown as rapidly as the 
sophistication of the machines themselves, and says that the smaller 
the firm, the more difficult it is to safeguard the system. 

This is tru~ because the limited resources of a small business 
usually mean fewer and less specialized employees. That handicap 
reduces ·the division of duties among departments and employees __ 
one of the main defenses against losses through crime or mistake. 

Another reason is that smaller businesses tend to use smaller 
computer systems, which, by and large, have, fewer or more limited 
security features designed into the system. 

Third, small businesses often-have little control over the bulk of 
the "information system" they are using. They usually lease their 
phones and communication lines; often they lease or use time-shared 
computers owned by others and many use packaged software purchase~ 
off the shelf. This dependence puts comprehensive knowledge of 
computer security out of the reach of many small businesses. 

Unfortunately, it ha,s become difficult for managers to comprehend 
all the precautions necessary to protect businesses from fraud and 
abuse. Yet these precautions have never been more important. As 
Arthur Gillis, President of Computer BasE;d,Solutions, Inc. of 
Atlanta recently said, "The rip-offs are likely to be more frequent 
and la rger." 

Mr. Halper also has made the statement that management needs more 
education in comput.er safeguards. That is exactly what this 
legislation intends to do. 
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In introducing my bill, I in no way intended for us to re-invent the 
wheel. r am weil aware that there is a wealth of information on the problem of computer crime. 

My objective was to take a speciiic, focused look at the 
implications for the small b~siness community, which, to the best of 

my knowledge has never.been \lo~e, CInd 'then find a cust-effective way 
to get this practical lnformatlon to the :;mall business community. 

I t~ink the SBA resource center provided for In the legislation can 
ach1eve that Ic:- tter goa~, and it is my Objective that the' resource 
c~nter be put 1n place Just as soon as possible after ~his bill is SIgned by the PreSident. 

To :"um up~ i view the .I~gislation I introduced and that Senator Tsongas introduced l·rt t'he Se t . 1 
na e as Q P, r~ct1ca attempt to fiJI a very obvious v6id. . 

We a~e living i\'l an alltomctled SOCiety, and that is nothing to be 
afraId o~'. 'lYe mllst, however, be aware of the inherent 
vulnerab111tIes that come with the date chip age. 

~hmput:r Crim: Is prt~ventable.I support tougher, specific laws 
. at w111 punl~h those Who abuse computers. In fact I recently 
1ntroduced ablll ~hat makes it a crime to tamper with medical records that are on computers. 

I cont!nue to.believe, however, that these new laws must go hand in 
hand w1th an 1ncreased effort to educate those who face these 
vulnerabilities. Tougher Jaws alone will not do it. 

I b:lieve the Small Business Computer Crime Act is one practical 
vehicle whe~e the vast resources of thc public and private sectors 
ba':l be combined to attack this problem. I view this approach as 

e1ng far preferable to one in which we react in a crisis atmosphere 
and spend ou'r ~ime playing catch-up ball in the crucial game of computer securIty edUcation. 
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STATEMENT OF HON. VIN WEBER, A MEMBER OF CONGRESS 
FROM THE ,STATE OF MINNESOTA 

Representative WEBER. Good morning, Mr. Chairman. 
I want to begin by saying I am here to support my colleague 

from Oregon, who has really brought this issue to the attention of 
the House of Representatives and who has developed the approach 
for dealing with it, and he is the expert on i~. A.lso, I want to ex
plain a little bit of the background of the bIll In terms of what 
action was taken by our committee.. ' . 

My testimony reflects more the experIence ~hat I haye had In the 
committee rather than the substance of the bIll on WhICh Congress
man Wyden really is the expert in the HOUSe o!' Representa.tive!"l. 

As ranking minority member of the SubcommIttee on AntItrust 
and Restraint of Trade, I want again to present the background of 
this bill, H.R. 3075, which was introduced by Congressman Wyden 
and has now become known as the Computer Crime Bill. 

I want to explain from a Republican standpoint, why I believe 
the Federal Govern~ent should playa role in assisting small ~usi
ness in understanding and effectively dealing with computer crIme. 

Our subcommittee heard testimony on this bill which focused ~n 
crimes committed against small businessmen who u~e compute!s In 
their everyday business. It appeared that small bUSInessmen eIther 
did not have access to information to help them prevent computer 
crime or, more importantly in my judgment, .the financial re-
sources to invest in protecting themselves fro~ crIme. .. . 

By unanimous vote, the subcommittee modIfied the orIginal bIll 
and reported it to the full committee on Septe~ber 25. The full 
committee, again by a unanimous vote, sent the bIll to the flOO1'. It 
was placed on the suspension calendar and was passed on October 
24 of last year. 

The members of the Small Business Committee looked favorably 
on the bill because it addressed the: concerns heard in the hear
ing-as expressed by experts in the field-while doing the job eco
nomically. I think that is something which we have been very sen
sitive to in the Small Business Committee. 

The subcommittee made every effort to keep the costs to a ~i~i
mum by preventing the establishment of a new burea~cra~y wI~hIn 
the SBA. This, in my opinion" helped create the solId bIpartisan 
support for the Wyden bill. 

That provides you, Mr. Chairman, with a short h~story of what 
has happened in the House to date. Now I would lIke to focus a 
little bit on why I think the bill should become law. 

I think the bill is consistent with the thinking of small business
men in this country. As a former small busine~sman an~ represent
ing a district in southwestern Minnesota WhICh contams a great 
many small businessmen I think most small busine~ses want to be 
relatively free from Government control and regulatIOn. They want 
a minimum amount of Government intervention necessary to pro
tect the Nation and to promote its general welfare. They are not 
asking for, nor do they n~~d" large Fed~ral spendin&, programs to 
protect them from competItI?J.1. They don t reque~t b~II-outs. for ba~ 
ventures, nor are they particularly enthused WIth lndustnal poll-
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cies calling on the Federal Government to pick the winners and 
losers. 

Small businesses believe that creativity and innovation are the 
watch words for the marketplace. They understand that, given 
time, private sector initiatives will fill the gaps in services result
ing from technological advances. 

These bills, S. 1920 or H.R. 3075, are examples, in my jUdgment, 
of the proper functions the Federal Government can provide to 
small business in this area. The legislation will fill the gap between 
the present and the future. It will give small businesses a place to 
turn to answer questions about protecting themselves from comput
er crime, and it will help shape a potential market for entrepre
neurial companies to develop. Economies of scale will allow every 
small business in America the opportunity to deal with this prob-
lem. / 

The SBA seems to be the logical organization to provide this in
terim program. It already has the structure for regional confer
ences and advocacy. It has the personnel to coodinate and contin
ually update the information center. With instruction from Con
gress, I know SBA can do the job. 
. In conclusion, let me just say, Mr. Chairman, that I am not par

tICularly wedded to the exact wording of this legislation. I think 
the concept is very important. But I do think that our colleague 
from Oregon has done a thorough job in putting the bill together in 
the House, and I would urge favorable action by this committee 
and the Senate as soon as possible. 

Thank you, Mr. Chairman. 
[The prepared statement of Representative \,\1 eber follows:] 
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REP, VIN HEBER 
STATEMENT BEFORE THE SENATE SMALL 
BUSINESS COMMITTEE 
MARC':H 7, 1984 

COMr-Um; Of~ pueuc WOR~' 
AHD 11IANSPORTATION 

, tu!'C9MMmtts; 

" ""'Am RESOURCES 

}M.\T!ON 

COMMITTEE ON SMALL BUSINEU .. 

SUI!~ 

A'ITfrIli,irr ""I> =rnAINT 
OfIfi~~ 

ASMTAtirM:GIOHALWlP 

REPlIBUCAIi poW"", CUMMITTEE 

I WOULD LIKE TO .THANK THE SENATE SMALL BUSINESS COMMITTEE 

FOR ALLOWING ME TO SPEAK THIS MORNING ON SENATE BILL S.1920, 

AND MORE GENERALLY ON THE ISSUE OF COMPUTER CRIME AND SMALL 

BUSINESS. 

~ly TESTIMONY THlS MORNING WILL REFLECT MY EXPERIENCE AS A 

MEMBER OF CONGRI:$S. I UNDERSTAND THAT M/~NY EXPERTS IN TH I S. FIELD 

ARE SCHEDULED TO TESTI~Y LATER TODAY. I WOULD LIKE TO LET THEM 

TALK ABOUT THE SCOPE AND SIGNIFICANCE OF THE PROBLEM OF COMPUTER 

CRIMES COMMITTED AGAINST SMALL BUSlNESS ALL ACROSS THE COUNTRY. 

As RANKING MINORITY MEMBER OF THE SU.BCOMMITTEE ON ANTI-TRUST 

AND RESTRAINT OF TRADEJ HOUSE SMALL BUSINESS COMMITTEE, I WANT TO 

PRESENT THE BACKGROUD OF THE HOUSE BILL INTRODU('ED BY MY COLLEAGUE 

REP. RON WYDEN, H.R. 3075. THIS BILL HAS BECOME KNOWN AS THE 

COMPUTER CRIME BILL. I WOULD ALSO LIKE TO TELL YOU WHY I BELIEv.E 

THE FEDERAL GOVERNMENT SHOULD PLAY A ROLE IN ASSISTING SMALL 

BUSINESS IN UNDERSTANDING AND EFFECTIVELY DEALING WITH COMPUTER 

CRIME. 

My SUBCOMMITTEE HEARD TESTIMONY ON THIS BILL WHICH FOCUSED 

ON CRIMES COMMITTED AGAINST SMALL BUSINESSMEN WHO USE COMPUTERS 

IN THEIR EVERYDAY BUSINESS. IT APPREARED THAT SMALL BUSINESSMEN 
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iITHER DID NOT HAVE ACCESS TO INFOR~lATION TO HELP ,THEM PREVENT 

COMPUTER CRIME OR THE FINANCIAL RESOURCES TO INVEST I~ PROTf:CTING 

THEt·~SELVES FROM CRI~lE. 

IN A UNANIMOUS VOTE, THE SUBCOMMITTEE MODIFIED THE ORIGINAL 

BILL AND REPCRT~D IT TO THE FULL COMMITTEE ON SEPTEMBER 25TH. THe 
FULL COMMITTE;E, AGAIN BY UNANIMOUS VOTE, SENT THE BILL TO THE fLOOR. 

IT WAS PLACED ON THE UNANIMOUS CONSENT CALENDAR AND WAS PASSED 

OCTOBER 24 OF LAST YEAR. 

THE MEMBERS !(:F THE HOUSE SMALL BUSINES!:; CuMMITTEE LOOKED 

FAVORABLY ON THIS BILL BECAUSE rr ADDRESSED THE CONCERNS HEARD AT 

THEHEARING--AND EXPRESSED BY EXPERTS IN THE FIELD--WHILE DOING 

THE JOB ECONOMICALLY. THE SU~\COMmTTEE MADE EVERY EFFORT TO KEEP 

COSTS TO A MINIMUM BY PREVENTING THE ESTABLISHMENT OFA NEW 

BUREAUCRACY WITHIN THE Sr1ALL BUSINESS AnMINIsTRATIONi.SBA). THIS, 

IN MY OPINION, HELPED CREATE THE OVERWHELMING AMOUNT OF SUPPORT 

ON BOTH SIDES OF THE AISLE. 

THAT PROVIDES YOU WITH A SHORT HISTORY OF WHAT HAS HAPPENED 

IN THE HOUSE TO DATE. Now, I WOULD LIKE TO FOCUS ON WHY THIS BILL 

SHOULD BECOME LAW. 

I BELIEVE THIS BILL IS CONSISTENT WITH THE THINKING 

OF SMALL BUSINESSMEN IN THIS COUNTRY. As A FORMER SMALL BUSINESSMAN, 
" M t AND REPRESENTING A GREAT DEAL OF SMALL BUSINESSES IN INNESOTA S 

SECOND CONGRESSIONAL DISTRICT, I THINK. MOST SMALL BUSINESSES WANT 

TO BE FREE FROM GOVERNMENT CONTROL AND REGULATION. THEY WANfTHE 

MIN I MUM AMOUNT OF BOVERNMENT I NTERVENTI ON NECESSARY TO PR,OTECT 

THE NATION AND PROMOTE ITS GENERAL WELFARE. THEY ARE NOT ASKING FOR, 

NOR NEED,LARGE FEDERAL SPENDING PROGRAMS TO PROTECT THEM FROM 

CO'>1PETITION. THEY DON'T REQUEST "BAIL-OUTS t
' FOR BAD VENTURES, 

OR ARE PARTICULARLY ENTHUSED \'HTHINDUSTRIAL POLICIES CALLING ON 

'i" 
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THE FEDERAL GOVERNMENT TO PICK SO-CAt.LED"WINNERS AND LOSERS/I 

IN THE MARKETPLACE, SMALL BUSINESSES BELIEVE THAT CREATIVITY AND 

INNOVATION ARE THE WATCH \~ORDS FOR THE r>1ARKET, THEY UNDERSTAND, 

THAT GIVEN TIME, PRIVATE SECTOR INITIATIVES WILL FILL THE GAPS 

IN SERVICES RESULTING FROM TECHNOLOGICAL ADVANCES, 

THESE BILLS, S, 1920 OR H, 3075, ARE EXAMPLES OF THE PROPER 

FUNCTIONS THE FEDERAL GOVERNMENT CAN PROVIDE TO SMALL BUSINESS, THE 

LEGISLATION WILL /IFILL THE GAP/I BETWEEN THE PRESENT AND THE FUTURE, 
V. IT Wl'_L GIVE SMALL BUSINESSi';S A PLACE TO TURN TO ANSWER QUeSTIONS 

ABOUT PROTECTING THEMSELVES FROM COMPUTER CRIME, AND IT WILL HELP 

SHAPE A POTENTIAL MARKET FOR ENTREPRENEURIAL COMPANIES TO DEVELOP, 

ECONOMIES OF SCALE WILL ALLow EVERY SMALL BUSINESS IN AMERICA AN 

OPPPORTUNITY TO DEAL WITH THIS PROBLEM, 

THE SBA SEEMS TO BE THE IDEAL ORGANIZATION TO PROVIDE THIS 

INTERII1 PROGRAM, IT ALREADY HAS THE STRUCTURE FOR REGIONAL 

CONFERENCES AND ADVOCACY, IT HAS THE PERSONNEL TO COORDINATE AND 

CONTINUALLY UPDATE THE INFOR~~TION CENTER, WITH THE INSTRUCTION 

FROM CONGRESS, I KNOW SBA CAN DO THE JOB, 

IN CONCLUSION LET ME SAY THAT I AM NOT WEDDED TO THE PARTICULAR 

LANGUAGE IN THE,HOUSE BILL, THOUGH I THINK REPRESENTATIVE WYDEN 

HAS DONE A THOROUGH JOB IN PUTTING IT ALL TOGETHER, I STRONGLY 

SUPPORT THE CONCEPT OF HAVING THE FEDERAL GOVERNMENT PROVIDE 

SMALL BUSINESS WITH A WAREHOUSE OF INF~MATION SO OUR NATION'S 

COMMERCE CAN BE EVEN MORE PRODUCTIVE AND EFFICIENT. AND, MOST 

IMPORTANTLY, THIS WILL WILL HELP PREVENT THEFT AND OTHER TYPES OF 

COMPUTER CRIME, 

THANI{ YOU VERY MUCH. 
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Senator TSONGAS. Let me ask you: as I understand it, the origi
nal bill had a 3-year provision for the task force, at which· time 
they were to submit their recommendations to the President, SBA, 
and Congress. Can you explain why that time has been reduced to 
18 months? 

Representative WYDEN. Mr. Chairman, hi consultation with lead
ers in the small business community and experts in the computer 
security field, we felt that was warranted. This is an area of such 
growing concern-virtually every time you open a newspaper, you 
hear about additional dimensions to the problem-that we thought 
we really ought to focus for a shorter period of time, quickly estab
lishing the Resource Center to start assisting small business. 

So we found that there was a general consensus among small 
business groups, small business leaders themselves, people.in the 
computer security community that we ought to go ahead with that 
kind of approach. . 

Mr. Chairman, I want to make one other point. I just summa
rized my remarks, and with the consent of the Chair, I would very 
much like to have my full prepared statement be made a part of 
the record. 

Senator TSONGAS. I see where you took the bill through on unan~ 
imous consent rather than suspension. Is that right? 

Representative WEBER. No, it was under suspension. 
Representative WYDEN. It was on suspension--
Representative WEBER. On the suspension calendar. That may be 

an error in my statement. 
Senator TSONGAS. So it was under suspension? 
Representative WYDEN. Yes, it was on suspension of the rules. 
Representative WEBER. It was on the suspension calendar. 
Senator TSONGAS. Did you have a rollcall vote? 
Representative WYDEN. We did not. 
Representative WEBER. No. . 
Senator TSONGAS. I didn't realize the House haa. become so effi

cient in my absence. [Laughter.] 
We hope that we can do as well. 
There is some hesitation about whether you need a task force at 

all, whether the issue is well enough defined that we can just go on 
to the second phase of providing services. How would you both ad-
dress that concern? . , '. 

Representative WEBER. I will again defer to the expert~ but my 
feeling-I think ROll touched on it-. is that the central ,reality of 
this problem is that it is a problem for which we really do not have 
the answer because it is tied up in the rapid evolution of technolo
gy. 

In answer to the earlier question you asked, a genuinely long
term apprQach in this case is specifically not called for because we 
don't have the long-term answer to it. . 

I think the steps that we have taken are more appropriate 
toward getting a handle on a problem that really is growing daily 
than to go, as vou put it, to the next step. ' 

Representatr"e WYDEN. I concur, Mr. Chairman. 
There a:r;e.a lot of different ways to do this. We' have talked about 

a task force. We have talked about an ongoing advisory group. I 
think, as Yin has' said and said very,well, we don't know a lot 
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about the problem. I think we need to figure out how to really: t~ke 
two steps. One iScto have the Resource Cente~, to s~art ~ssIst~ng 
small business in a low-budget kind of ~ay, usmg prImarIly eXIst
ing kinds of resources like that tollfree lIne; then we need a dec~at 
nism so that, on an ongoing basis, we can really understan w a 
the state of the art is. . h 

I like very much the ide~ that ~as bee~ dIscussed over ere on 
the Senate side of an ongOIng b~dy. ~ thIn~ that makes sense as 
well. Weare not wedded to ony: specIfic kInd of approach or ~r
other but we think we are going to have to do some work rea y 
discu~sing what the dimensions of the problem ar~. . . 

Senator TSONGAs. Just for the record, why don t you Just gIve us 
one minute on how you got into this issue? I can understand s0l!le
one from the Silicon Valley or Minnesota or Massachusetts getting 
involved with this, but you are from ~regon. . . 

Representative WYDEN. My district center IS ~ery much lIke 
Vin's: it is just chock full of sma~l.businesses, ~nd lIke all Members 
we make tours, we make plant VISItS and the lIke. I: 

I would go through front offices and I would sels all these com
puter systems essentially unattended, and I ~ould say to peop~ed I 
would say, "it really looks like it would be faIrly eas! for some 0 y 
who was unhappy about something. or for a ~Isgruntled "employee 
to get into one of these things and vIrt~ally WIpe Y°1:l O?t. d h 

People would kind of look at me kInd of sheepIshlY, an t ey 
would say, "You know, Ron, that's really right. We don't know 
much about it." . 'th 

As I made plant visits and I sawall these small busInesses WI 
small systems that were unsecured and I asked them "what they 
were doing to secure their systems, they w(;mld say, We really 
don't know much about it. We probably are faIrly vulnerable. What 
do you suggest?" And I didn't have al~ tha~ ~~n! good answers for 
them. That is what got me interested In thIS InItially. . 

Representative WEBER. I would like to respond, also. I thmk that 
although it is no doubt a problem for Silicon V ~lley firms or fkr 
Control Data and Honeywell in Minnesota, the pOInt I.would ma e 
is that those firms are specifically better able to deal WIt? t~e prob
lems than the businesses in Ron's dis~rict and my ~I~t.nCt and 
those in the State of Massachusetts, WhICh are now utIlIzmg t,echi nology developed by the Control Data's, IBM's,. and Honeywell s 0 
the world but really don't know how to deal WIth any of the prob-
lems. . .. t th om Since virtually every businessman today IS m~J\~Ing In 0 e c -
puter age at a speed that he never probably antICIpated he would? I 
really think that it is more important fo~ people who :r:epresent dIS
tricts like mine that don't have these hIgh-powered hIgh technolo
gy firms to be concerned about it. .. 

Senator TSONGAs. As a RepubUca~, hav.e you had a cha~ce to 
speak to the administration about theIr heSItance about a~l thIS? . 

Representative WEBER. We have had some~onversatlOns WIth 
them in the course of the small business meetings, but we really 
haven't pushed them, no. We do have the support, of. cours~, of all 
the Republicans on the Small Business Committee mcludmg Joe 
McDade, the ranking member. 
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I think we have dealt with the problems in terms of the econo
mies of the bill and in terms of establishing new bureaucracies 
within the SBA so that I feel relatively comfortable about going to 
the administration at the appropriate time and pushing them for 
support. But no, we have not specifically done that. 

Senator TSONGAS. Well, we will assign that task to you when the 
time comes. 

Thank you very much. 
Representative WEBER. Thank you. 
Representative WYDEN. Thank you very much, Mr. Chairman. 
Senator TSONGAS. Professor Ball. 

STATEMENT OF DR. LESLIE D. BALL, PROFESSOR OF 
INFORMATION SYSTEMS, BABSON COLLEGE 

Dr. BALL. Good morning. 
My name is Leslie D. Ball. I am professor of information systems 

at Babson College, where I am responsible for teaching and devel
oping computer graduate and undergraduate courses for students 
who are primarily business majors. 

In addition, I have done extensive research in the area of com
puter crime and security and am active in several professional or
ganizations. 

For the past 20 years I have worked in the computer industry, 
and during the last 10 years I have authored several articles and 
books about computer crime and its prevention. One book, Informa
tion Systems Audit Review Manual, is used as a study guide by 
persons who take the Certified Information Systems Auditor exam. 
It is this certified group of individuals who are primarily responsi
ble for ensuring that our Nation's largest corporations have ade
quate security protection. 

In 1980, I became the founding chairperson of the Association of 
Computing Machb.ery's Special Interest Group on Security, Audit
ing, and Control, which is commonly referred to as SIGSAC. ACM 
is the world's oldest organization of computer professionals, and 
SIGSAC is one of the 36 special interest groups that ACM members 
can belong to. 

SIGSAC publishes a quarterly newsletter, sponsors presentations 
at national meetings, and conducts conferences and workshops all 
addressing computer crime and computer crime prevention issues. 
The organization currently has nearly 1,100 members. 

Let me start by saying that computer crime is growing as com
puters are becoming more commonplace. Prior to 1950, banks were 
not very concerned about check forgery because personal checks 
were not very popular. Yet today 40 billion checks are processed in 
the American banking system each year. 

I use this example to demonstrate that something such as 
checks, which was once so rare, is now commonplace only 35 years 
later, and we will find very quickly that computers are as common
place as checks. 

Very soon every office worker, whether they are a clerk or an 
executive or whether they work in a large or a small organization, 
will have a computer terminal on his desk. That is when computer 
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crime will be the major problem for American businesses, and it 
will take forms that we cannot anticipate at this time. . . 

Computer crime can be thought of as theft, destructIon, or dI~clo
sure of data, programs, or equipment. For example, some~me mIght 
destroy a company's accounts receivables records, WhICh would 
make it difficult or impossible to determine who owes the company 
funds. But damage could also occur to a person as a result ?f a 
computer crime. For ex:.unple, someone ~ight alte~ compu~erlz.ed 
voter registration lists in a county to dIsenfranchIse a mInorIty 
group-this event, by the way, has already occurred- and someo~e 
else could alter an individual's credit record at a small. credIt 
agency to make it impossible for them to buy goods on credIt or to 
secure a loan. 

Victims too come in all sizes and shapes. They are small compa
nies and 'larg~ companies. They are nonprofit organizations and 
highly profitable, well managed com~anies. They: are poorly man
aged companies and some that we thII?-k as of beIng the best man-
aged. Some are even computer companIes.. . 

About the only characteristic that they. ha~e In c?mmon IS tJ:1at 
they have some system within their organIzatIOn WhICh has ,a mISS-
ing control that the penetrator has found.. . . . 

I would like to say that computer crIme IS dechnIn~, but I 
cannot. We are now in an era in which computers are ~eIn.g .used 
in ways never thought possible. Computers are used by IndIvIdu~1 
executives to develop financial models so that they can ask what If 
questions. The results of these models will enable the~ to make de-
cisions about managing their departments or companIes. . 

We now move billions of dollars daily between banks and bUSI
nesses. We can now create electronic offices that allow us to send 
electronic mail messages from individual to individual. 

Because of advances in telecommunications, we can now have 
one company's computer access another's to order goods and serv
ices. Data within most companies' computers can now be made 
available to everybody in the company as they move to an access 
free world. . . 

Finally, the fastest growing segment of our working populatIOn IS 
something known as the knowledge worker who must have access 
to computer resident information to complete his assigned tasks .. 

I relate all of these changes to you because, although they alter 
the way in which businesses are run in a positive way, they create 
more opportunities for the computer criminal. . 

When new technology is introduced, it is always marketed WIth 
its advantages somewhat overstated and ~ts disadvantages rarely 
mentioned. To the vendors' defense, the dIsadVantages are seldom 
totally known. , . 

For example, I do not believe that anybody can pr~dICt how the 
growth in electronic mail will create new computer c~Ime. ~ut I do 
believe that crimes that we have never seen before WIll begIn to be 
committed as electronic mail increases in popularity. 

I do not mean to suggest that all new technologies be held from 
the marketplace until their crime potential be analyzed, but only 
that new technologies are watched carefully because they represent 
an entirely new ballgame for computer thefts. 
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How does all of this relate to the small businesses? Well, first, 
the problems are complex even for large businesses, and they are 
becoming even more complex. Large businesses are committing 
more of management's time to the problem and are hiring special
ists to solve the problems. 

Small businesses are really no less complex than large business
es. A computer can solve their problems just as it can for a large 
business. The costs of computer hardware and software have de
clined so rapidly that nearly all businesses can afford computers. 

The problem that a small business has is the: lack of manage
ment time and expertise. Virtually ever small businessman has 
more tasks than he can complete in most business days. 

For example, if he has the following options-one, spend 20 
hours of work on developing security controls and you may save 
$20,000 someday; or, two, spend 20 hours in the development of 
new production procedures and you will save $40,000 in production 
costs over the next year-it is clear which option he would choose 
to take. 

Computer crime, therefore, is a low priority item for the small 
businessperson, and they do not have the expertise in-house to deal 
with the problem. 

Another issue is cost. To develop fairly secure systems requires a 
lot of money be spent. Excess cash for this type of investment is 
often not available to small businesses. For small businesses, every 
spare dollar must be invested to yield a positive return. 

F~nally, there are no information resources that are readily 
avaIlable to small businesses. For example, our organization, 
SIGSAC, has members coming from primarily academic and large 
busines~es. All of the trade journal articles about computer crime 
preventIOn assume that the audience is a large organization. Soft
ware and hardware prevention products are also primarily aimed 
at this audience. 

I am in support of the task force proposed by the bill. In spite of 
the fact that the small businessperson might not realize that com
·puter crime is a problem for him, it is. This task force should devel
op vehicles to combat that crime. 

My main conctern is that the task force recommend adequate in
formation resource centers and educational programs for the small 
business. Both of these could be conducted through SBI's at univer
sities where academics, in conjunction with information systems 
and computer science professionals, could work with the SBI and 
its clients. 

These resources should enable the small businessperson to learn 
about the problem and to become properly educated about how to 
protect himself against what is in reality a very severe problem. 

I would urge your support of the bill. 
Thank you. 
[The prepared statement of Dr. Ball follows:] 



I 
l 

I \ 

~ ~ 
lJ 
\I 
II 
i\ ,; 

24 

Statement by: 

Leslie D. Ball. Ph.D. 
Babson College 

Wellesley, Massachusetts 
Before Subcommittee on Small Business Crime Prevention Act 

March 7, 1984 

Introduction 

My name is Leslie D. Ball. I am Professor of lnformation 

Systems at Babson College where I am responsible for teaching and 

developing computer graduate and undergraduate courses for 

students who are business majors. In additioh, I have done 

extensive research in the area of computer crime and s~curity and 

am active in various professional organizations. 

For the past twenty years I have worked in the computer 

industry and during the last ten years I have authored several 

articles and books about computer crime and its prevention. One 

book, Information Systems Audit Review Manual, is used as a study 

guIde by persons who take the Certified Information Systems 

Auditor examination. It is this certified group of individuals 

who are primarily responsihle for insuring that our nation's 

largest corporation have adequate socurity protection. 

T.n 1980 I became the Founding Chairperson of the Association 

of Computing Machinery's Special Inthrest Group on Security, 

Auditing, and Control which is commonly referred to as SIGSAC. ACM 

is the world~s oldest organi.ation of computer professionals and 

SIGSAC is one of thrity-six special interest groups that ACM 
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members can belong to. SIGS.AC pUblishes a quarterly newsletter, 

sponsors presentations at national meetings and condUcts 

conferences and Morkshops all addressing computer crime and 

computer crime prevention issues. The organization currently has 

nearly 1,100 members. 

Scope of Computer Crime Problem 

Let me start by saying that computer crime is growing as 

computers are becoming more commonplace. Prior to 1950 banks were 

not very concerned about check forgery because personal checks 

were not very popular. Today, however, nearly every adult has a 

checking account and approximately 40 billion. checks are processed 

by the American banking system each year. I Use the example of 

checks to dernunstrate how commonplace something that was once rare 

is now commonplace less than thirty-five years later because 

computers are also becoming so available. Very Soon every office 

work~r, whether they are a clerk or an executi~e or whether they 

work in a large organization or a small one, will have a computer 

terminal on their desks. That is when computer crime will be a 

major problem for American businesses and it will take forms that 

we cannot even anticipate at this time. 

Computer crime can be thought of as the theft, destruction, 

or disclosure of data, programs, or equipment. For example, 
II. h d 

someone nJ~g t estroy a company's accounts reveivable files which 

would make it dif,ficult or impossible to determine who owes the 

company funds. But damage could also occur to a person,as a 

result of a computer crime. For example, someone might alter 
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t // 



o 

\ 

26 

computerized voter registration lists in 'a county to 

disenfranchise a minority group or someone could alter an 

individual's credit record at a small credit agency to make it 

th to buy goods on credit 6r to secur~ a loan. impossible for em 

Victims come in all sizes and shapes. They are small 

companies and large companies. They ~re non-profit drganizations 

and highly profitable companies. They are poorly managed 

companies and some that we think of as being the best managed. 

Some are even computer compan~es. , About the only characteristic 

that they have in common is that some system within the 

organization has a missing control that the penetrator has found. 

I would like to say 'that the computer crime problem is 

declining but I canno. n ~_ • t Me pre now ~n an era in which computers 

, 'th ht OSS1' ble . 'Computers are used are being used in ways never oug p • 

by individual executives to develop financial models so that they 

t ' The resu'lts of these models viII can ask "what if" ques 10ns. 

enable them to make decisions about managing their department or 

companies. 

We can now move billions of dollars daily between banks and 

businesses. We can now create electronic offices that allow us to 

send electronic mail messages from individual to individual. 

Because of advances in telecommunications, we can now have one 

company's computer access another's to order goods and services. 
r-; 
(~-' 

mos't companys' computers can now be made available to 

everyone in t e "company as h the compute~ mbves to an "access· free 

world." Finally, the fastest grow1ng segmen , t o'f' our working 
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population is the "knowledge worker" who must have access to 

computer resident information to complete their assigned tasks. 

I relate alt of these changes to you because, although they 

alter the way in which ~usinesses are run in a positive way, they 

create more opportun~ties for the computer criminal. When new 

technology is introduced it is always marketed with its advantages 

somewhat over-stated and its disadvantages rarely mentioned. To 

the vendors defense, the disadvantages are seldom totally known. 

For example, I do ndt beli~ve that anyone c~n predict how the 

grot-lth of electronic mail will crea tenew computer crimes, but r do 

believe that crimes that we have neVer seen before will begin to 

becomm1tted as electronic mail increases in pOpularity. I do not 

mean to suggest that all new technologies be held from the 

marketplace until their crime potential be analyzed, but only that 

new technologies are watched carefully because they represent an 

entirely new ballgame for computer thieves. 

Special Problems of Small BUsinesses 

How does all of this relate to small businesses? First, the 

problems are complex even for la~ge businesses an~ they are 

becoming mor~ COmplex. Large businesses are committing more of 

management's time to the problem and are hiring specialists to 

solve the problems. 

Small bUsinesses are really no less complex than a large 

business. A computer can solve their problems, just as it can for 

a large business. The costs of computer hardware and software has 

declined so rapidly that nearly all businesses can now afford 
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that I mentioned earlier. I t the tasks computers t'o comp e e of 

tha t a small business has is the lack The problem 

Virtually every small t· and expertise. 
manageament 1me . most 

tasks than he can complete 1n businessperson has more 

business days. If he is given t he following options: 

1. 

2. 

spend twenty hours on . controls and developing secur1ty 

save $20,000 someday, or 

you may t f a new production . th developmen 0 spend twenty hou~s 1n e 

procedure and you will save $40,000 in pro~uction costs 

it is clear what over the next year, option he will take. 

Comp1llter crime, therefore, 1S ...... , ... -~ ·a·low "pLior! ty i te.m fQr the small 

t · in-house to Also, they do not have the exper 1se businessperson. 

deal with the problem. 

~nother issue is cost. To develop fairly secure systems 

spent. ~xcess cash for this type . s that a lot of money be 
requ1re . • For 
of investment is often not available to small bus1nesse • 

every spare dollar small businesses must be invested to yield a 

Positive return. . dily 

. are no informat10n reso . . urces that ate rea Finally, there I 

available to small businesses. pIe SIGSAC members al For exam , 

academia or large businesses. corne from All of the trade journal 

articles about computer ct1me ~L a that the audience . . --ev~ntion assume 

Software and hardware prevention is a large organization. 

devel-opeCi to~r larger 6rganiza tions • . ~ .. are also primarily 

. prcmUC1:S prop'osed by this bill. In 
th task force I am in support of e 

t he small ~usinessperBon might not realize spite of the fact that 
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that compUter crime is a problem for him, it is. This task force 

should develop vehicles to combat that problem. My chief concern 

is that the task force recommend an information resource center 

and educational programs for the Small businessperson. These 

resources should enable the small businessperson to learn about 

the problem and to become properly educated about how to protect 

himself against what is in reality a severe problem. 

I would urge you to support the bill as it will have a 

Positive impact on the management of small businesses. 
Thank you. 

Senator TSONGAS. I find it hard to imagine that you could have a 
user friendly computer that gives people full access to the system 
".nd have it remain secure. Take the example of someone who 
wants to wipe out the accounts receivable. Can you really protect a 
company from a disgruntled elnployee who would engage in some-thing like that? ' 

Dr. BALL. There will always have to be a trusted group of em. 
ployees, but we can offer certain levels of protection at certain 
levels in the organization. We Can provide almost a pyramid. 
shaped protection level, so someone has access to just the top ofthe 
pyramid or someone has access to everything in the Pyramid, and 
we can do that, from a technological standpoint, in many large sys. 
terns. But in most smaller systems, you don't have that capability. 

Senator TSONGAs. Give me an example. 
Dr. BALL. In a business environment, there are many, many dif. 

ferent types of systems. Let me take an airline reservation system that we are all familiar with. . 
Senator TSONGAS. Let's,l'take a small business. Let's say there are 50 people involved with the business. . 
Tlr. BALL. In that type <lfenvironment, we do not have many of 

the technhlogical safeguards that we have in a larger environment. 
Two or three people would probably be involved in the day.to-day 
accounting fUnctions. They would have to have tQtal access to the 
entire system, and that is where you have the concept of the trust
ed employee, and you really have to put a degree of trust in those people. 

What you also would like to do is to protect the organization 
from the other employees whGo should not have access to that 
system, and you do that by institution management controls such 
as tUrning off terminals and lOCking dbors and some very, very 
simple concepts that, unfortunately, small business people are not 
aware of and they need to be made aware of through educati'ona.l facilities. 

Senator TSONGAS. Stepping up for a moment, let's take a 1,000. 
person organization where,cIearIy, you have a large number of 
people involVed with the computer. What do you do in that case? 
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Dr. BALL. In those cases, you have divisio? of respons!bilities, just 
as you do in an organization that uses strictly paper for the same 
control. One person is allowed to do one type of task only. You con
trol access to that task. The computer can actually control. when 
the person started to work on a job, when they ended workIng on 
the job, what records they accesse~, a!ld S? !orth. We c.an keep 
records of that. So in a larger organIzatIOn, It IS much eaSIer to do 
that. We do that through password control. The compute!s all have 
clocks on them, and it is very easy to control access In a much 
larger organization. . 

Senator TSONGAS. I would assume that is effective agal~st your 
average disgruntled employee, but I would assume at certaIn levels 
of sophistication of computer software, et. cetera, .the controls you 
would have to build in would be so expenSIve relative to the danger 
that most people would not do that. Is that correct? 

Dr. BALL. Unfortunately, that is true, and I would f"ven suggest 
that there are some very large institutions in this country that 
have not installed controls that they should have because of the 
costs involved. 
. Senator TSONGAS. So the kind of person that you would have to 
he worried about would be somebody like yourself? [Laughter.] 

Dr. BALL. That is quite true; in fact there are several cases. of 
computer security consultants who have stolen from the companIes 
they have worked for. . 

But you have to be concerned about the insider more th~n the 
outsider. The person who is working as an ~ccounts receIvable 
clerk who identifies that there is a problem WIth the system, can 
then 'steal from the system without you knowing about it. That is 
the person that you really have to be con~erned with, not the 
person who is in your operation to mak~ dehvery and. happens to 
pick up a data tape or some other medIa. That very Infrequently 
occurs. 

Senator TSONGAS. My understanding is that they have done pro
files on the average hacker, et cetera, and you are talking about 
insiders more than outsiders. 

Dr. BALL. Yes; the big problem is the insiders .. The profile of a 
computer criminal is on~ who is probably very brIght, very eager, 
hardworking, highly motivated, technically competent, young, 18 to 
30 years old, typically male-we tend not to. see females, as a 
matter of fact-involved in every part of the bUSIness. 

Senator TSONGAS. When we pass the ERA, we will take care of 
that. 

Dr. BALL. That is right. The issue, however, is that the hacker, 
which is the 15-year-old kid who has an Apple computer at home, 
grows out of that stage before too long. He goes to college and he 
gets into some interesting courses, and he just do~sn't have the 
time to do the hacking that he once did, He recognIzes that there 
are more important, more interesting things to do, and so ha~kers 
are very young. They might do a lot of damage t? a large bUSIness, 
but they will not be the problem to the small bUSInessperson. 
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STATEMENT OF A. JASON MIRABITO, ESQ., PROFESSOR OF LAW, 
SUFFOLK UNIVERSITY LAW SCHOOL 

Mr. MIRABITO. Good morning, Mr. Chairman. 
I am Jas?n M~rabito. I am an attorney and a professor of law at 

Suffolk Un~verslty Law School in Boston, Mass., where I teach a 
course entItled, somewhat whimsically, UComputers and High 
Technology Law." 

I appear ~efore you ~o~ay on behalf of SBANE, which is the 
Smaller BUSIness ASSOCIatIOn of New England an association of 
more than 2,000.member companies, some of ~hom are computer 
produ?t an~ serVIce companies and many of whom have computers 
In theIr various businesses. . 

Mr. Chairman, there has recently been much activity, both on 
the ~ederal and the. State level, c~ncerning these issues of comput
er crn~e. I would lIke to very briefly now focus my attention on 
two,ROlnts, that of legislative activities on the Federal level and 
t~e ~tate level to control computer crime and, second, SBANE's 
VIew of th~ role of t~e. Fede~al qovernn;tent, and particularly the 
~mall BUSIness AdmInIstratIOn, In dealIng with computer crime Issues. 

. A more extensive discussion is contained in my written submisSIOn. 

O~ the Federal side, crimes against the United States are codi
fied In some ~O sections .in title 18 of the United States Code. Most 
of the d~bat~ In recent. times surrounding the need for specific Fed
eral legISlatIOn regardIng computer crime has focused on the ade
q~acy of th~se various provisions to effectively cover the ambit of 
crIm~s assoCIated with computer systems. 

EVIdently, a need for such legislation has been felt by some Sena
tors and some Congressmen. Back in 1977, Senators Ribicoff a~).d 
Percy ~ponsored Senate bill 1766, the Federal Computer Systems 
ProtectIOn Act of 1977. That has been ~ollowed by Senate bH~ 240 
later o~ and, mo~t recently, RepresentatIve Nelson's bill. <, 

TestImony WhICh has been given on some of these bills has indi
cated th8:t s0!lle people have questioned the necessity of the pro
pos~d legIslatIO~ In lIght of the already-existing Federal legislation, 
which could be Interpreted to cover virtually all presently existing 
types of computer crime. . 

Further, ~om~ peopl7 hav~ questioned the wisdom of enacting 
Federal legI~latlOn WhICh m~ght expand Federal jurisdiction into 
areas pre~ently already within State or local control. ' 

! mentIOne~ that Senator Nelson's bill, which is H.R. 1092, was 
reintrod~ced In JB.!lua!y ~983. This bill has not yet been passed 
and merIte~ an edlt?rIal In. Computerworld fairly recently-Com
puterworld IS a leadmg DP Industry magazine-to the effect that 
quote: IIPer!taps the time has come for DP professionals to let thei~ 
repl'es~ntatIves know that a computer crime bill deserves serious 
att~ntIon before 6 years pass and more hackers grow up to try 
theIr hands at computer and information abuse." 

On t~e State level, depending on whose statistics one reads and 
dependmg on what one's definition of computer crime is, so~e 18 
to 20 to. 22 States !tave enacted computer-related crime legislation, 
These pIeces of legIslation vary from very simple modifications and 
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amendments to State larceny statutes to very broad computer 
crime legislation such as that which was enacted in 1978 by Flori
da. 

In my home State of Massachusetts, for example, legislation was 
enacted in 1983 relating to computer crime. What Massachusetts 
did, quite simply, I think, is amend the State larceny statute to 
define the'term "property" which is subject to the larceny statute 
to include electronically processed or storQd data, either tangible or 
intangible. ' 

Further, Massachusetts amended its Stalte trade secret theft stat
ute to include in the term "trade secret" anything tangible or elec
tronically kept or stored. The Massachuse1;ts legislation is typical of 
the approach that has been taken by somE~ States, though I think it 
is quite effective. I should note, however, that our Lieutenant Gov
ernor is contemplating introducing legislation in Massachusetts 
which would in fact broaden the definition and scope of the com
puter crime legislation to that somewhat similar to proposed Feder
al legislation. 

Senator TSONGAs. How were those bills passed? Who was the 
prime mover of the legislation? 

Mr. MIRABITO. In Massachusetts? 
Senator TSONGAs. Yes. 
Mr. MIRABITO. The industry. Well, actually it was not the indus

try directly, but through industry trade associations, accounting 
firms, and attorneys; it was also in large part due, on the House 
side, to work by the Criminal Justice Committee. 

If one looks at the hearings that were held on that, there was not 
an overabundant amount of divert industry support for it. I think 
the reason for that is not because the industry was not in favor; it 
was because, I think, in some cases, companies did not want to 
come forward themselves and say computer crime is a problem 
that we legislate against. 

Senator TSONGAs. So the legislation was developed not by a trade 
association but by the State legislature itself? 

Mr. MIRABITO. Yes, largely that is correct. . 
A question is, with the State enactments and with the pending 

Federal legislation, if the latter is to be enacted, why is this bill 
necessary? The point has been argued by some that Federal legisla
tion is unnecessary, although I do not personally support that posi
tion. Yet some 20 Stat~s have decided, for one reason or another, 
that their own State legislation was or may have been inadequate 
to deal with the problem of computer crime. 

The argument' has also been made by some parties in favor of 
further study of the matter before enacting Federal legislation. To 
the extent that such study is needed, certai.nly then S. 1920 will go 
far to address those concerns. 

If one accepts the argument that many computer crimes are 
either not discovered, not discovered until too late, or not reported 
at all, then S. 1920 is an important bill, because the various State 
and Federal laws look to punishment and; to some extent, deter
rence, of the crimes once committed. They therefore look at and at
tempt to treat the problem after the fact; that is, regulate how the 
governments treat computer crimes after they have been commit
ted. 
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The existin~ Federal and State laws do not, and obviousl 
cann?t, establIsh .the preca?tions necessary to prevent the compu£
~~2COIme fbrom ?eIng commItted in the first place. It is here that S 

can e of Immense assistance, particularly to small com anie~ 
who cannot afford to hire the consultants to fashion their se~urity 
mW-sures to deter computer crimes directed against them 
W h~t shhould be the role of the Small Business Admi~istration? 

e ?o e t at~. 1920 places upon the U.S. Small Business Adminis~ 
~ra~I~n the prImary r~sponsibiIity in establishing and directing the 
t as o~febun~er the ?Ill and, ~ost importantly, later disseminating 
to hs~a uSInesses InformatIOn on computer crime and security ec niques. 

t ~he S~A i~ we believe, the proper authority to perform the 
as s assigne under S. 1920. The SBA is the primary Federal 

agenc:y small businesses realistically look to for advice and guid
ance I~ many other areas which affect small businesses such as in 
firs-ncingh' ma:r;ta€fement assistance, and most recently i~ exporting 

. Ince t e mIs~lOn of the SBA under the Small Business Act is t~ 
~:ll% ~?unsel, aSSIst, and protect the interests of small busin~sses it 
IS e I~v3~ proper for the SBA to assume the responsibility in the 
~rea 0 .IsseminatIOn of computer crime detection and prevention 
InformatIon .. The. close relat~onship that SBA has with small busi
;tessthmatkeksfi It unIquely qualIfied to be the primary Support agency lor e as orce. 

r?e s~sequent dissemination of information to small businesses 
na ~onwi e can. be~t be accomplished through the large number of 
trhegIOnal and dIstrICt SBA offices already in ope-ration throughout e country. 

t ~r£ Chairman, we in small business believe that the cost of the 
t~SI b orc~tnd subseque:r;tt SBA activities are well worth the poten
th

a 
t eke l to small bUSIness which may be gained by the work of 

e ~s .orce ~nd. the. very valuable work to be performed b the Sf A In II dblss~mlnB:tlng .Information on this very important co;cern 
o sma uSIness In thIS country. 

Thank you very much. 
[The prepared statement of Mr. Mirabito follows:] 
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STATEMENT OF A, JASON MIRABITO, ESQ., PROFESSOR OF LAW, SUFFOLK UNIVERSITY LAW 
SCHOOL: REPRESENTING THE SMALLER BUSINESS AsSOCIATlON OF NEW ENGLAND, INC. 

Introduction 

Mr. Chairman, Members of the COlnmittee and Audience: 

I am A. Jason Mirabito, an attorney and professor 6f law at 

Suffolk University Law School in Boston, Massachusetts. I teach 

a course entitled "Computers and High Technology Law" in which 

one of the topic deals with the issues of computer crime. 

I appear before you today on behalf of SBANE, the Smaller 

Business Association of New England, an association of more that 

2,000 member companies, some of whom are themselves computer 

product or service cOl'\lpanies, and many of whoI'\! possess data 
(, 

processing systems in their business. SBANE is sensitive to the 

concerns of its membership, and to those of small business in 

general, regarding the problem of computer crime committed 

against their businesses. 

Mr. Chairman, theI;e has been a great deal of legislative 

interest both on the federal level and the state level on this 

issue of computer crime. I would like to focus my attentions on 

two matters, first legislative activities on the federal and 

state level regarding computer crime and more particularly the 

effect or expected effect of those activities, and, second, 

SBANE's view of the proper role' of the Federal Government, 

particularly the Small BusineS~Administration, in d,ealing with 

computer crime issues. 

Federal Legislative Activity 

Crimes against the United ~tates are codified in Title 18 of 

the United States Code. Title 18 cQntains some 40 sections that 

potentially may be used in the prosecution of computer crimes. 

" 

\ 

Those most commonly applied are section 641 (embezzlement or 

theft of, public money, property or records), section 2314 

(interstate tran~portation of stolen property), section 1341 

(mail fraud), and section 134,3 (wire fraud). Most of the debate. 

surrounding the need for specific federal legislation regarding 

computer crime has focused on the adequacy of these provisions to 

effectively coYer the ambit of crimes associated with computer 

systems. Evidently, there is a need for such legislation which 

has been perceived by some members of the Congress, albeit 

without success up to the present time. Senators Ribicoff and 

Percy sponsored 5.·1766, the Federal Computer Systems Protection 

Act of 1977. Hearings were held in the Senate but no further 

action was taken. Senator Ribicoff reintroduced a very similar 

bill in 1979 as S.240. S.240 met with an equal lack of SUccess 

and testimony by some persons questioned the necessity of the law 

in the light of already existing legislation which could be 

interpreted to Cover all presently-existing types of computer 

crime. Further, some questioned the wisdom of enacting federal 

legislation which might expand federal jurisdiction into areas 

presently within state or local jurisdiction. In brief, 8.240 

attempted to make criminal, in interstate commerce, activities 

including access to a computer, computer system or network for 

the purpose of committing a fraud or in order to obtain money, 

property or services by means of',' false or frf.\udulent pretenses. 

Also, the bill' would have made criminal the unauthorized access, 

alteration, damage or destruction of any computer, computer 

system or network, any computer software program, or data 

',< 
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contained in a computer system. The bill would have, therefore, 

presumably covered unauthorized use of computer systems, tne 

alteration or destruction of information at;ld files in a com1?uter 

system, the introduction of fraudulent data into a computer, and, 

importantly I believe, the theft, on-line or off-line, of money, 

property (including programs or valuable data), or services. 

During the 97th C,ongress, Representative Nelson introduced 

H.R. 3790, The Federal Computer Systems Protection Act of 1,981, 

but no action was taken on the bill. This bill was very similar 

to S.240, except that it contained provisions tempering Federal 

jurisdiction in light of concurrent Etate jurisdiction and the 

magnitude of state interest in the matter. Representative Nelson 

re-introduced his bill in the 98th Congress as H.R. 1092 in 

January 1983. This bill has not yet been knacted, and merited an 

editorial in Computerworld, a leading DP industry mag~zine as 

follows: "Congress moves very slowly on bills' in which a public 

mandate is not putting pre,~isure on representatives to speed the 

bills along. Perhaps the time has corne for DP professionals to 

let their representatives know that a computer crime bill 

deserves serious consideration before six years pass and more 

hackers grow up, to try their hands at computer and information 

abuse" (Computerworld, Dec. 5, 1983, at 54) • 

Problems in enacting legislation may include not only the 

opinion by some federal law enforcement that presently existing 

legislation is sufficient, but also the view that the issue is 

more effectively tackled on the state level. We will look at 

this latter matter presently. Finally, and importantly in light 
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of S.1920, it is reported that some persons, including th6se in the DP 

industry, prefer additional study before legislation (Computer-

world, NOV., 28, 1983, at 1, 8). 

State Activity 

Depending on whose statistics one reads, and depending on 

. what one's definition of computer crime HI, spme'18-20 states 

have enacted computer-related crime legislation. Thesevary 

widely, from simple amendments to state larceny statutes to 

comprehensive legislation such as that enacted in Florida. 

In my horne state of Massachusetts, legislation was enacted 

in 1983 relating to compu~er ~rime. Massachusetts (quite simply) 

amended the state larceny statutes to define the term' property 

sUbject to the larceny statute to include "electronically 

processed or stored data, either tangible or intangible." 

Massachusetts also amended its state trade secret theft statute 

to add the following: "The term 'trade secret' as used in this 

paragraph means and includes anything tangible or electronically 

kept or stored. " The amendments arose out of a 1981 

Massact'i1.lsetts Supreme JUdicial Court decision (Commom.;eal th v. 

Yourawaki, (425 N.E.2d 298 (Mass. 1981», in which the Court 

found that thp, data contained on a video tape cassette did not 

corne within the "property" definition under the then-existing 

statute. 

With the State Enactments And Pending Federal Legislation', Why is 

this Bill Necessary? 

As discussed abo'!e, the point has been argued that federal 

legislation is 'unnecessary. Yet some 20 states have decided, for 
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one reason or another, that ~ legislation was or may have 

been inadequate to deal with the problem of computer crime. The 

argument has also been made that some parties favor further study 

of the matter before enacting federal legislation. To the extent 

that this is true (if it is), certainly then S.1920 will go far 

to address those concerns. 

However, notwithstanding these IInecessityll arguments, I 

believe the provisions of S.1920 are, in fact, necessary to be 

enacted. If one accepts the argument that manYi-::-omputer crimes 

are either not discovered, not discovered until too late, or not 

reported at all, then S.1920 is important. 

The various state and federal laws look to punishment (and 

to SOme extent deterrence) of the crimes ~ committed. They, 

therefore, look at and attempt to treat the problem ~ the 

fact, that is, regulate how the governments treat computer crimes 

after they have been committed. The existing federal and state 

laws do not establish the precautions necessarv to prevent the 

computer crime from being committed in the first place. It is 

here that 8.1920 can be of immense assistance particularly to 

small companies who cannot afford to hire the consultants to 

fashion their security measures to eliminate or at least deter 

computer crimes directed against them. 

My only suggestion for addition to the present bill, or 

perhaps other legislation, is that medium and large bUsinesses 

are, as well, int.erested in an assessment of the issu~sto be 

addressee by the Task Fo~ce to be established under S.1920 for 

those computer crimes committed against them. The benefit of 
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suchan undertaking may be, at least, a crystallization of the 

computer crime issues across the board 
which might move the 

Congress to enact federal legislation. 

The Role of the Small Business Administxation 

We note that S.1290 places upon the U.S. 
Administration the 

directing the Task 

Small Business 
primary responsibility in establishing 

Force to be established under the bill 
and in 

and, 
most importantly, disseminating to small businesses information 

on computer crimes, security techniques for computer systems used 

by small businesses, providing regional forums to assist in 

information exchange, and establishing a resource center within 
the SBA. 

The SBA is" I believe, the proper authority to perform the 

tasks assigned under S.1920. The SBA is the primary federal 

agency small bUsinesses look to for advice and guidance 

other-areas which affect small businesses (in the are~s in many 

Of! 
management assistance, financing aSSist'ance, d 

an recently exportin,g) • 
Since the mission of the SBA is 

to help people get 
into business and to stay in business 

apd to aid, counsel, assist 
and protect the interest of small bUsiness concerns under the 

,Small Business Act, it is believed proper for SBA to assume the 

responsibility in the area of dissemination of ,computer crime 
detection and 

prevention informatJ.· on'. Th' 1 
e c ose relationship 

between small bUsiness anG the SBA makes the SBA 
uniquely 

qualified to be the primary support for the Task Force. 

SUbsequent dissemination of information to small businesses 

nationwide can be best accomplJ.·shed h 
t rough the large number of 

The 
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f' already in operation throughout regional and district SBA of ~ces 

the country. One suggestion we would make is that Section 4 of 

d d t o requir.e that· information .contained in the S.1920 be amen e 

t t ablished under the bill be disseminated resource cen er es (~ 

throughout SBA offices nationwide through handbooks, pamphlets, 

etc. to reach small businesses across the country. Another 

suggestion is, in Section (3) (B) (x) of S.1920, that the 

"additional qualified individuals" should perhaps be limited to 

" 1 F' lly in Section (3) (E) of S.1920, the small bus~ness peop e. ~na , 

phrase "without additional pay" is presumed to mean government 

emplcyees., since private members do not receive any "basic" pay. 

On a cost/benefit analysis, we note that the House Report on 

, f S 1920 estimates the cost of the Task Force the House vers~on 0 • 

plus the cost of information dissemination will be approximately 

$500,000 for the years throu~h 1989. 

th t th~s cost is well worth We in small business believe a • 

the potential benefit to smail business which may be gained by 

the work of the Task Force a~d the very valuable work to be 

performed by the SBA in disseminating information on this very 

important concern of sma,ll .business in this country. 

, d w~ll follow this legislation with great SBANE v~ews an. . 

SBANE stands ready to provide you with any additional interest, 

t or feedback you may desire on the above support, coromen s, . 

subject. Thank you. 
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Senator TSONGAS. I wonder whether each of you could address 
the counterargument which is, look, there are these organiza
tions-yours is one-that deal with this issue, and rather than 
have the Government come in and try to sort of "uncle" their way 
through the problem, why not allow the marketplace to work its 
will, and they will eventually come to you when there is a real 
problem, and it will be dealt with? 

Mr. MIRABITO. Of course, we don't want to deal with the issue 
after the problem. We want to do it beforehand, to prevent the so
called crime from happening in the first place. 

I think that most small businesses, realistically, may not even 
think about the issue of computer crime. If they think about it, 
they probably don't spend the time to do anything about it and will 
certainly not spend, I think in most cases because of the current 
level of knowledge, the money to do something about it. 

I think this bill is important becaQse it puts the responsibility on 
the SBA-and small. businesses have regular contacts with the 
Small Business Administration. It is also an educational process-I 
think they can be made aware of the security issues that they face 
and may be encouraged to take action based on this legislation, 
based on effective dissemination of the information developed by 
the task force. 

I should note that the information that will be contained in the 
resource center contemplated, I presume, will be in Washington. It 
would seem to me a better course to have drafted in the legislation, 
or in any regulations which are promUlgated pursuant to it, provi
sions to make sure that this information is actually disseminated 
down to the district level of the Small Business Administration of
fices and to have an education program which SBA offices will, in 
their management assistance programs and other programs, use to 
make small businesses aware and concerned about this issue. 

Dr. BALL. I think that the problem clearly is different in a small 
business than it is in a large business. As a matter of fact, earlier 
you asked me a question about characterizing some computer 
crimes, and I think it is very easy for us to talk about larger busi
nesses, but we don't know what the parameters are in the smaller 
businesses. We need to look at those issues in the smaller business
es and try to identify what the potential problems are for those individuals. 

No study has been done for that. No educational vehicles are 
available for those people. No consulting personnel are available 
for those people at an affordable cost. For the most part, as I think 
we have both testified, small businesspeople don't recognize the 
need and somebody has to educate them to the fact that they are a 
potential victim of a computer crime. 

Senator TSONGAS. I agree with you, but I am sure you can antici
pate the rebuttal to that, which would be that-I remember once 
that Hubert Humphrey gave his last speech to the Congress, and 
Morris Udall got up and, in his typical style, said that Hubert had 
solutions for which there were not even problems yet. 

That, I think, is going to be the criticism leveled against this bill, 
like seat belts or smoking or whatever. In fact, if people do not rec
ognize the problem, is it the proper role of government to inter-

----- ~~----
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vene, in essence, and say that even though you don't recognize the 
problem, h~re it is and we are going to help you? 

.. I am not saying there is an answer to that, but I think that will 
be the charge that we will have to try to deal with. 

Dr. BALL. I would say that there is a problem. The problem is 
well recognized in larger businesses, and just because computers 
are moving into smaller businesses implies that the issue will go 
down to their level. I think that that is the defense that one would 
have to take. 

Senator TSONGAS. Well, I think it would be important if sonJLe of 
the small business organizations which have been active in this 
also begin to get their membership to contact their particular Sen
ators, so it is a felt concern as opposed to a theoretical concern~ 

I have some other questions here which I will submit to yo:u for 
you to respond to them in writing for the record. But I would like 
to try to get this hearing resolved this morning. We are looking to 
a May markup and would like to by that point have resolv€id the 
questions of task force membership: should there be a task force?; 
what kind of timeframe?; and that kind of thing. We will be work-
ing with you as the next 2 months proceed. ' 

Thank you very much for coming. 
[Subsequent information was received and follows:] 
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Jason Mirabito, Esquire 
Professor of Law . 
Suffolk University Law School 
Beacon Hill 
Boston, Massachusetts 02114 

Dear Professor Mirabito: 

COMMITTEE 01( SMALL BUSINESS 

WI'SH'NGTON. D.C. 20510 

March 12, 1984 

We would like to extend to you bur thanks for. testifying at 
the March 7, 1984 hearing OP S. 1920, the Small Business 
Computer Crime Prevention Act. Your testimony will be very 
helpful to the Members of the Senate Small Business Committee. 

Due t~ the tim7 constraints of the hearing, there were some 
qUestlons we ~ld not get a chance to ask you. In order to 
make t~e te~tl~ony complete, the Committee would greatly 
appr7clate.lt If you would consider these issues now and 
prov~de wrltten responses for inclusion in the permanent 
hearlng record. 

1). There is general agreement about the need to 
educate the. small business community about com
puter se7url~~ controls. The SBA is ready to 
proceed lmmedlately to provide information to 
small businesses on computer security. Do you 
support the SBA approach to proceed without the 
task force and 18-month study period? 

2). I~ it your opinion that the SBA working together 
Wlth.ICST of the Commerce Department, and for 
proflt and not for profit groups can provide the 
most c~st effactive help to the small business 
communlty concerning computer security? 

Please se~d your re~ponses to Mike Morris, Counsel of the 
Sm~ll.Buslness.commlttee staff at 428A Russell Senate Office 
BUlldlng, Washlngton, D.C. 20510. Should you have any questions 
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about the hearing or this request, Pl:~se 
Mr. Morris at 224-2016, or Alan Chvot ln, 
Counsel, at 224-8497. 

feel free to call 
Minority ChieL 

co~ eration and prompt attenThank you in advance for ¥our. urPparticipation in this tion to this matter. Agal~, yo 
hearing was greatly appreclated. 

, 1 
)!~ ~ .. 

, J;!J!. ,fY il' /. ./'-. \./ '. './ 1/ 
PAUL TSONGAS . 
United States Senator 

LOWELL WEICKER, Jr. 
Chairman . .1 ~ 
Sena te- Comml t.tee on 
Small Business 
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SUFFOLK UNIVERSITY LAW SCHOOL - BEACON HILL -,BOSTON. MASSACHUSETIS 02114 
OFFICE OF FACULTY 

Michael I-Io;rris, Esq. 
Counsel 

March 2.7, 1984 

Senate Small BUsiness Committee 
428 A Russell Senate Office Bldg. 
Washington, D.C. 20510 

Re: S.1920 the Small Business Computer Crime Prevention 
Act - Additional Comments 

Dear :·tike: 

(617) 723-4700 

This letter is in reply to the March 12 letter from 
Senators Tsongas and Weicker. The letter posed two questions which I would like to address. 

The first question relates to whether it is advisable 
to allow the SBA to proceed presently in a process to 
educate small businesses on computer crime and computer 
securi ty controls. I recall from the testimony of the SBA 
officials on the day of the hearing on S.1920 that they 
stated that the SBA was ready to rollout a new program on 
the issue. Although I am not specifically aware of tile 
"metes and bounds" of the new SBA program, it seems to me 
preferable to have a legislative mandate to the SBA to 
provide the services, particularly the establishment of 
the resource center and the dissemination of information 
to the regional and district SBA offices. The legislation 
would also provide the SBA, by way of tile Task Force, 
with necessary or at least useful information it may not pres
ently pOssess. Finally, it may be useful to have the SBA 
embark on its intended procedure simultaneously with the 
activities of the Task Force and to provide a contact relation
ship between the two to perhaps produce some synergistic 
effect. In summary, I 'believe that the SBA intended procedure 
would be useful, but not SUfficient without the legislative mandate. 

The second and last question asks whether the SBA, Commerce 
alld other groups can provide the most cost effective advice to 
small business in this matter. I believe this is the case, as 
pointed out b~iefly in my written submission on.-S.l920. The 
main reasons for this are: (1) that the SBA deals with small 
bUsiness on a. continuing basis and is therefore best able to 

33-723 0 - 84 - 4 
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ask the right questions which woutd be u~efu~ in £orm~la) t~~~t J'\ 
a olicyand a program, and (2)th~ SB~ l.S (~m~ortant y • .., I 
able to disseminate computer :;ecul;'l.ty ~nformatl.on through .... t.,./ 
many regional and district offices. No other fede::al. age~cy.) 
has such a large number of offices which on a contl.nul.ng a~!? 
counsel small businesses. . (( 

If would like me to elaborate on any the above pOints!J!or 
if you require any further information, please do not hes~"ate 
to call upon me. (~ 

::/.\ ... ~ 
Sincerely, ~ 

~~~ 
~~~Mirabito, Esq, 
A~ crate Professor of Law 
S ffolk Uni.vers;i ty La,., school 
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~r:"T I. ~IN. ST",." DUI~ 
N, ."taiA€t. HA.YNEI. CHIC:' COVNSa.. 

ALAH 4 CHVontIH. "'I~ITY acl.' CtJu"'Ia. 

COMMITTEE ON SMALL BUSINESS 

WASHINGTOfol. D.C. 20510 

March 12, 1984 

Dr. Leslie eall 
Associate Professor of 

Information Systems 
Babson COllege 
Babson Park 
tolellesl ey , Massachusetts 021,57 

Dear Dr. Ball: 

tole would like to extend to you our thanks for testifying at 
the March 7, 1984 hearing on S. 1920, the Small Business 
Computer Crime Prevention Act. Your testimony will be very 
helpful to the Members of the Senate Small Business Committee. 

Due to the time constraints of the hearing, there were some 
questions we did not get a chance to ask you. In order to 
make the testimony complete, the Committee would greatly 
appreciate it if you would consider these issues now and 
provide written responses for inclusion in the permanent hearing record. 

I) • 

2} 

There is general agreement about the need to 
educate the smaIl business community about com
puter security controls. The SBA is ready to 
proceed immediately to provide information to 
small businesses on computer security. Do you 
support the SBA approach to proceed without the 
task force and 18-month study period? 

Is it your opinion that the SBA working together 
with ICST of the Commerce Department, ancl for 
profit and not for profit groups can provide the 
most cost effective help to the small bUsiness 
community concerning computer security? 

3). Do you know what percentage of the small 
business community is being reached and 
educated in computer security by private 
sector organizations - Iike SIGSAC? 

o 
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4). Can we expect the private sector to meet 
the educational needs of small business 
i~the matter of computer security? 

Please send your responses to Mike Morris, Counsel of the 
Small Business Committee staff at 428A Russell Senate Office 
Building, Washington, D.C. 20510. Should you have any questions 
about the hearing or this request, please feel free to call 
Me. Morris at 224-2016, or Alan Chv'otkin, Minority Chief 
Counsel, at 224-8497. 

T~ank you in advance for your c09peration and prompt atten
tlon to this matter. Again, your participation in this 
hearing was greatly appreciated: 

Yw?J;q ---
PAUL TSONGAS )I 
United States Senator LOWELL WEICKER, Jr. 

Chairman 
Senate Committee on 
Small Business 
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AU Babson 
~College 

Babson Park 
(Wellesley) 
Massachusetts Apri 1 4~ 1984 02157-0901 

Mr. Mike Morris 
Counsel of the Small Business Committee Staff 
428A Russell Senate Office Building 
Washington, DC 20510 

Dear Mr. Morris: 

(617)235-1200 . 
Cable: Babcol 

In reply to the March 12,1984, letter from Senators Tsongas and Weicker, 
I should like to respond to their questions. 

Question #1 

While I believe that the task force and 18-month study period are well 
conceived, I see nothing wrong with the SBA commencing to provide infor
mation to small businesses on computer security. They have the mechan
isms in place to provide such information at a reasonable cost and should 
do so while the study period is ongoing. Any information that they might 
provide is solely needed by small businesses. 

Question #2 

In the absence of knowing about any other organizations that might provide 
information, SBA and ICST with non-government groups should be effective 
in helping the small business group. It is my opinion that one function 
of the task force should be to determine the best vehicles to supply these 
services. However, in response to this question and question #1, I would 
hope that this does not become a tet'ritorial issue.. There is an enormous 
amount of work to be done. Several organizations, public and private, should participate. 

Question #3 

There is litte data about how well the small business community is being 
reached by private sector organizations. However, after reviewing the 
membership list of SIGSAC and looking at the rosters of previously conducted 
seminars,' I would have to conclude that the percentage is very low and is approaching 0%. . 

Babson College 
is an Affirmative 
ActionlE:qual 
Opportunity Employer 

,. 
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Question #4 

At the present time we cannot expect the private sector to meet the 
educational needs of small bUSiness. This is because the costs of 
such services are much to expensive for them to pay. I would suggest 
that a function of the task force should be to recommend more vehicles 
to supply these services at costs which are palatable to small business 
people. 

I trust that these comments will assist the committee in their work. 
Should you wish additional comments 0\' information, please contact me. 

Leslie D. Ball, Ph.D. 
Professor 

of Informatioh Systems 

Senator TSONGAS. Dr. Sherizen and Mr. Schuldenfrei? Mr. 
O'Mara and Mr. Kaiser? 

Did I pronounce your name correctly, Dr. Sherizen? 
Dr. SHERIZEN. Yes, thank you, Senator. 
Senator TSONGAS. I tend. to be sensitive on that issue myself so I 

apologize to Mr. Schuldenfrei. . . ' 
Ho'.! did we allow someone from Minnesota to get into this 

panel-! [Laughter.] . 
I understand that you all have statements. Why don't we pro

ceed? Dr. Sherizen, you are first on the schedule. 

STATEMENT OF DR. SANFORD SHERIZEN, PRESIDENT, DATA 
. SECURITY SYSTEMS, INC., NATICK, MASS. 
Dr. SHERIZEN. Thank you, Senator. 
I would like to have my written testimony entered into the 

record and give you some additional oral comments. 
My name is Sanford Sherizen, and I am very honored to appear 

before the committee and particularly you, Senator, a Senator for 
whom I have great respect . 

. For. backgrou!ld purposes, I am one of the few trained criminolQi 
gIsts ill the UnIte~ ~tates activ~ly worl~ing as a computer ~ecu;rity 
con~ultant. In addItion t? foundIng my own computet security C01~
SUltillg- ~rm, Data SecurIty Systems, Inc., in Natick, Mass., I teach 
c~mr~es ill computer security, white collar crime, and private secu~. 
rity In the College of Criminal Justice at Northeastern University. 

Senator TSONGAS. What is your background? 
:0 Dr. SHERIZEN. As a criminologist and sociologist. . 
Senator TSONQAS. What educational background do you have? 
Dr. SHERIZEN, A Ph. D. f~'.om Northwestern University, 
Senator TSONGAS, In? 
Dr: ~l!ERIZEN. Sociology, with concentration in criminology. 
UtilIZIng my background of over a decade of university teaching 

~d research on the sociological and criminological problems of 
crIme control strategies and crime prevention techniques, I provide 
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tions. . 
. My consulting is oriented toward computer, crime pr~ve~tlOn, 

providing executives with sophisticated evaluatIOns, organlzat~onal 
assessments, implementation strategies, and management seIIl:lnars 
on cost-effective securi,ty options, ~t present, I am compl~tlIW a 
book under contract WIth the AmerIcan Management ASSOCIations 
with a tentative title, "Computer Security Management for the 
Non-Technical ExecutiveY 

This book as well as the emphasis of my consulting, stresses four 
major point~ which are applicable to large or small businesses as 
well as government. I would like t.o state on ,these ~ecause I think 

. ;:.thsy"summarize some of the most Important Issues In computer se-
curity management, , . '. . . 

First computer security IS no longer an optIOnal deCISIOn but 
may b~ fundamental to the survival of a business. It is no longer 
cost effective for a business to treat computer crime as just another 
type of business risk which is controllable by such traditional ap
proaches as detection after the fact, insurance coverage, or absorp-
tion of losses. . 

Second the core issues of computer security can and must be un
derstood 'by nontechnical managers, since they will be given the 
control responsibility, particularly because today's technical solu
tion is tomorrow's social problem. 

Third, the essence of computer security lies with management 
controls, reviews, and policies developed with the active support 
and involvement of top management. 

Fourth there are a variety of management questions that man
agers ca~ learn which they can raise with technical staffs in order 
to evaluate the adequacy of computer protections in their business. 

These are what I call part of the new security rules for the com-
puter age. ' 

Today's·topic'is the protection of small businesses from computer 
crime. It is an extremely important topic because, from my pe~
spective, I think we are heading tow!lrd two. basic classes !>f bUSI
nesses in our society-large corporatIOns WhICh have or WIll have 
sufficient, or at least a number of, security protections; and a ma
jority of small businesses that will find themselves virtua~ly un~ro
tected. Given, Mr. Chairman, that the Senate today IS talk~ng 
about prayer in public schools, possibly we should also be talkIng 
about prayer for small businesses. . 

Smaller businesses will become the easier target for computer 
criminals, and since they have less ability to absorb losses, they 
will most likely be the larger victims ?f computer c~ime. .. 

There is a parallel here to street crIme, when polIce protection In 
one area ,often leads to a spillover or a displacement of crime to 
other areas. What I suspect will' be happening is that computer 
crime will increasingly be displaced onto small businesses. . . 

With an unknown but significant percentage of business fallures 
already attributable 'th crime-one estimate is 10 percent of all fail
ures every year-· one~'can cOJ:?,clude that the rate of smal~ business 
bankruptcies may indeed be increased by computer crIme prob-
lems; .. 

. S~pator TSONGAS. The 10 percent is of all businesses? 
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Dr. SHERIZEN. That is right. 
Senator TSONGAs. You are not talking about computer business

es? 
Dr. SHERIZEN. No, it is crime affecting all businesses, and that 

was the Chamber of Commerce estimate as I remember the cita
tion. 
. My own small business, Data Security Systems, Inc., was estab

lIshed out of an awareness that there are a number of areas in our 
society requiring crime control and prevention measures. While 
certain types of crimes are much more difficult to prevent, I have 
felt that computer crimes are, to a degree, preventable. 

. Pr~vention, however, is restricted by many sociological and orga
nizatlOnal reasons and factors which limit the ability of a business 
to accept preventive measures. My firm was founded in order to 
pr~1.1iae an inte~d!sciplina~y ~ppro~ch to the problem. of computer 
cnme by combInIng the InSIghts Into human behavIOr that can 
G(nly come from the social sciences with technical knowledge of 
computers and technological development. 

There are a number of computer security protections that have 
been developed over the years. These are physical security, proce
dural or managerial controls, and technical security, which covers 
hardware, software, and communications protections over systems 
and data. 

Too few of these are known by large businesses or small busi
nesses. In fact, it has been my experience that computer security 
h~~ b~come a~ issue that no one .0W?s. This often critical responsi
bIlIty IS left WIthout full ownershIp In large corporations al3 well as 
small businesses, with the result that it becomes a management 
problem only after detection, which may indeed be too late. 

I should note here, Mr. Chairman, that small businesses 'have 
become a major market for computer vendors. In a recent issue of 
UComputerworld," a "Time" magazine study was cited indicating 
that computer usage by small businesses is projected to jump by 
almost 50 percent in the year between mid-1983 and mid-1984 with 
the majority of sales being made to companies with less th~l7L 20 
em;ployee~. In the vast majority of those businesses, I would predict 
th~\re IS VIrtually no protection in place. 

Small business owners tend to purchase computers by word-of
~outh advertising, to rely upon their own technical staff, if there 
IS such, or by computer sales representatives. In purchasing com
puters today, one is led to believe it is possible to buy a complete 
computer for a certain price. The user-friendly emphasis, the a-la
c~rte mode of p~lrchase, and the lack of security knowledge effec
tIvely work agaInst the purchase of computer security provisions. 

If a business was going to purchase a business car, it could cor
r~ctly assume that the car would come with brakes, windshield 
WIpers, and door locks. There would be no need to ask if these were 
included at extra cost. Yet this assumption about the automatic in
clusion of computer protections would indeed be incorrect. 

With this information as background, I applaud this committee 
for what it seeks to accomplish. Computer security consultants will 
not be able to solve the computer crime problem for small business
es, first, because there are too few of us, but, second, the :realities 
are that larger corporations are a more natural market. 'I'hey are 
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more able to afford and support our efforts, while smaller business
es ~~ve more difficulty in deciding that security is a cost-effective deCIsIOn. 

Government has an extremely important role to play in assisting 
these sm~ll b~sinesses. In t~at regard and in support of the pro
posed legIslatIOn, I would lIke to make several recommendations 
for the task force and the resource center. c 

The first recommendation would be the establishment of a hot
line for haI?-dling inquiries from small businesses concerning com
pu~er securIty products, approaches, materials, or even consultants. 
ThIS could ob~IOusly be part of that resource center concept. 
. S~cond, bUSInesses &"e?erally require assistance with the criminal 
JustIce system. I enVISIOn a small businessperson who wishes to 
~n0.w w~at to do when he or she finds out that they have been vic
tImIz~d, If found out before bankruptcy. 

It IS dIfficult enough to detect computer crime but there are 
ev~~ more difficulti~s when one. does not know ~here to go for 
adVIce as to appr~prIate legal actIOn, what the legal options entail 
how to gather eVIdence, or even whether it is advisable to pres~ charges. 

What I am suggesting is that the victim assistance programs 
f<:H.~nd within the crimin8:1 justice system be adopted, or at least fa
CI~It~ted, by the SBA. ThIS does not require a major revision of the 
CrImInal code. Rather, SBA could work with criminal justice per
sonnel to smooth the way for small businesses and at a minimum 
provi?e t~ese business~s with information about th~ir legal options~ 

ThIrd, In m~ consultIng work, I sometimes recommend that man
ageme?t req~Ire a computer security impact statement whenever 
the~e IS a maJo~ computer purchase or enhancement. Similar to an 
enVlronm.ent!lIIII?-pa~t statement, these serve as required reviews of 
the sec~rIty ~mplIc~tIOns of ~omputer changes. 

Considera.tIOn mIght be gIven to having SBA or other Govern
ment agenCIes form evaluations of security implications of generic 
types of COII~puter systems, and that these could be made available 
to small bUSInesses . 
. L~st, I have some comments concerning research needs. It is 
Ir0l"!-IC to end my testimony by indicating that many of the most 
basIC ~acts about computer crime are not known, and while the 
enormIty of the problem for small businesses can clearly be esti
mlated by e~perts, the necessary statistics are just not available. 

If there I~ on.e study that should be undertaken by the SBA or 
ot~er agenc~es, It should be a victimization stUdy. There is a wealth 
of InformatIOn on h?w. to best mount such a stUdy. Criminologists 
~ave developed sop}nstICated surveys which have provided informa
tI~n on the extent of such victimization, the reasons why or how 
c~Imes .occur, wh~ the of~enders were, and possibly even more 
hIghly Important InformatIOn on what some individuals or busi
nesses have done to avoid becoming a victim. 
T~e Cens~s Bureau has undertaken victimization studies on a 

natlOnal baSIS for a number of years using face-to-face as well as 
telepho~e surve:y methods. Unfortunately, they do not gather the 
type of InformatIOn that you are seeking. 
~he type of survey which SBA might most readily consider-a 

maIl survey sent to a sample of small business owners or manag-
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ers-just will not be sufficient to determine the information being 
sought.. . 

I would suggest that coordination might be sought wIth the 
Census Bureau the Bureau of Justice Statistics, or with experts to 
establish a sur~ey approach that is cost effective and sophisticated 
enough in design to lead to the require.d results. 

[The prepared statement of J?r. SherlZen follows:] 
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5 Kalna Terracl, Nltlck, MA 017110 (817) 853-7101 

PREPARED STATEMENT OF DR. SANFORD SOERIZEN, PRESIDENT, DATA 

SECURITY SYSTE"S, INC., 5 KEANE TERRACE, NATICK, "ASSACHUSETTS 

AND COLLEGE OF CRI"INAL JUSTICE, NORTOEASTERNUNIVERSITY, BOSTON, 

"ASSACHUSETTS 

PRESENTED TO THE SMALL BUSINES~ COMMITTEE OF TBE U.S. SENATE 

REGARDING HEARINGS ON S. 1920, THE SMALL BUSINESS COMPUTER CRIME 

PREVENTION ACT 

MARCH 7, 1984 

Mr. Chairman and Members of the Committee: 

My name is Sanford Sherizen and I am honored to appear 

before this Comm i ttee to discuss computer .crime prevention for 

small businesses. For background purposes, I am one of the few 

trained criminologists in the U.S. actively working as .a compu.ter 

security consultant. In addition to founding my Own Computer 

security consulting firm in Natick, Massachusetts, I teach 

courses in computer security, white collar crime, and private 
" 

security in the College of Criminal Justic of NOrtheastern 

University. Utilizing my background of over a decade of 

university teaching and research on the sociological and 

criminological problems of crime control strategies ano crime 

preventioh techniqUes, I provide conSUlting services to 

businesses, government agencies, and institutions. 

My consulting is oriented toward computer crime prevention, 

providing executives with sophisticated evaluations, 

organizational assessments, implementation strategies, and 

management seminars on cost-effective security options. At 
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present, I am completing a book under contract with the Jimerican 
i 

Manag.ement Associations with a tentative title, computer,securit~. 

Managem(~[lt for· the Non-Technical Executive. This book, iis well 

as the emphasis of my consulting, stresses the following four 

major points, which are applicable to large or small bus;inesses 

as well as government: 

1. 

2. 

3. 

4. 

computer security is no longer an optional deciifion but 

may be fundamental to the survival of a businesis. 
~ ! 

The core issues of canputer security can and mUlst be 

understood by non-technical managers. 

The essence of canputer security lies with management 

controls, reviews, and policies developed with~he 

a.ctive support and involvernen'i: of top management. 

There are a variety of management questions tha.t can be 

raised with technical staffs in order to evaluate the 

adequacy of computer protections in a business. 

These are what I call the fundamental aspects of the hew security 

rules for the computer age. 

'1. . 
Today's topic is th~ protectlon of small businesses from 

computer crime. This is an important topic, for I suspe,ct that 

comput~r crime is leading to two basic classes of business in our 

soc],ety--Iarge corporations that have, or will have, a number of 

security protections and a majority of small businesses that will 

find themselves virtually unprotected. Larger businessel; will 

find ~he money and staff necessary to protect their resources \\, 
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while small businesses will not even be in position to know where 

to obtain such protections. Large corporations may well continue 

to be the major targets for much of computer crime since that is 

where the money is to be found. Smaller businesses, however, 

will become the easier targets and, since they have less ability 

to absorb losses, they will likely be the larger victims of 

computer crime. There is a parallel to street crime where 

greater police protection in one area often leads to a spillover 

or displacement of crmle to other areas. Since today's computer 

criminal has traded in the tommy gun for the terminal, it is 

predictable that computer crime will increasingly be displaced 

onto small businesses. \'lith an unknown but significant 

percentage of business failures already attributable to crime, 

one can conclude that the rate of small business bankruptcies may 

be increased by computer crime problems. 

My own small bUSiness, Data Security Systems, Inc., was 

established out of an awareness that there are a number of areas 

of our society requiring crime control and prevention measures. 
~ 

While certain types of ctimes are more difficult to prevent, I 

have felt that computer crimes are, to a large degree, 

preventable. prevention, however, is restricted by many 

SOCiological and organizational factors which limit the ability 
(\ 

of a business to accept preventive~'feasures. My firm was formed 

in order to provide an interdisciplinary approach to the problem 

of cOmputer crime by combining the insights into human behavior 

that can only come from the ~ocial sciences with teChnical 

knowledge of computers and technological developments. As 
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canputers have taken on more of an end user driven emphasis and 

as various canputer and canmunications technologies have merged, 

computer security has becane an issue that nobody' "owns". This 

often critical responsibility has not received sufficient 

attention in the average business and non-technical managers are 

increasingly being forced to face the problem, even if they do 

not have sufficient knowledge or experience. 

Since other witnesses have provided testimony about aspects 

of canputer crime, I would like to just make sane summary 

canments as an introduction to discussing the unique problems of 

small businesses. Computer crimes can be canmitted in fractions 

of a second with readily available equipment, sanetimes including 

the equipment that is provided to employees for their authorized 

work functions. If done with skill, these manipulations can 

occur with minimal risk for the perpetrator, since audit trails 

may not b2 produced or may be. deleted, leaving little for 

auditors or investigators.to follow. To compound these canputer 

problems, there is relatively little law directly applicable to 

canputer crime and little t~terest on the part of law enforcement 

officials to take on these cases, even in th:e rare event that a 

business decides to press charges. Computer crimes require 

minimal risk for major gain. They are often found out solely by 

accident and information on how to commit these acts is easily 

found. Those who canmit these acts may even rationalize their 

acts as non-crimes,. since there is no bloodletting and all that 

they are dOing is punching sane canputer keys or changing sane 

code. Talk about incentives for cr.ime!! 
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There are a number of canputer security protections that 

have been developed over the years. These are physical security, 

procedural or managerial controls, and technical security, which 

is canposed of hardware, software, and canmunication protections 

over systems and data. Too few of these are known to large 

corporations and probably are even lesser known to small 

businesses. Many business persons feel virtually unprotected but 

don't know where to turn for advice or security products. 

Small businesses have become a major market for canputer 

vendors. Due to limits On available markets for mainframes and 

mini computers and the dramatic developments of micro canputers, 

small businesses are being inundated with canputer a.dvertisements 

and offers. In 'arecent issue of Computerworld, a ~ study was 

reportef,l, indicating that canputer usage by small businesses is 

projected to jump by 47% in the year between mid-19B3 and mid-

19B4, with the .majority of sales made to canpanies with less t.han 

20 employees. Slightly over 16% or one half million small 

businesses are using canputers today and this is a 25% increase 
'. over a three year period~ 

In many, if not the majority of these small businesses with 

computers, there are next to no protections in place. Small 

bUsiness owners tend to purchase computers by word of mouth 

advertising or to rely upon technical staff or canputersales 

representatives. In purchasing canputers today, one is led to 

believe that it is possible to buy a canplete canputer for a 

certain price. The user friendly emphasis, the a la carte mode 
, 
! . 
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of purchase, and the lack of security knowledge effectively work 

Most against the purchase of computer security provisions'. 

security requires additional costs in terms Of equipment, 

processing time, managerial overviews, and/or technical 

decisions--all of which tend to be in short supply in these 

businesses. If a business was going to purchase a business car, 

they could correct y assume I tha't the car would come with brakes, 

windshield wipers, and door OC s. I k There would be no need to ask 

if these were included at no ex ra c ar e. t h g Yet, this assumption 

about the automatic inclusion of computer protections would be 

incorrect. 

Microcomputers tend to lead to less segregation of duties 

and reduced controls over processing, violating some very basic 

management contro s over I fraud and other crimes. The micro user 

abl'lities to process data and, under certain gains enormous 

circumstances, to manipulate data in unauthorized ways. The most 

sensitive information of a business may be put into computers in 

an attempt to maximize computer capabilities. By centralizing 

resourc!'s, these businesses run the chance of their sensitive '"' 

concentrating their risks and maximizing the dangers to their 

financial health, unless adequate security is put into pl~ce. 

revolutl'on has struck and few business The microcomputer 

, 'f' t l't has challenged many of executives are aware of how slgnl lcan 

their traditional managerial controls and operating procedures. 

Even those small businesses that have not adopted their own 

computers but rely upon service bureau~ to process their work may 

I 
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have s'ecurity difficulties, GiVen the lack ":;,,f comprehension I 

have discussed, owners and managers of small businesses may not 

be able to ask the appropriate questions concerning security or 

to make appropriate requests for protections. Often, service 

bureaus have protectioni in use and are quite willing to provide 

extra services, at times for a minimal fee.. Yet, in one case r 

was involved with, a service bureau stated that some of their 

users demanded and received security services such as access 

controls mechanisms while other users seldom were interested in 

these packages or services, even When the bureau notified them of 
low cost availability. 

with this infonnation as background, I applaud this 

Committee for w~at it seeks to accomplish. Rather than Simply 

wait for the crisis to hit small businesses, you have provided a 

means to offer assistance. ; In general, I support the Act and the 

Task Force approach. I do, however, have several suggestions and 

comments that I will pass on for your consideration. 

Computer security consUltants will not be able to solve the 
rr, 

computer crime problem for small bUSinesses since the realities 

are that l~rger corporations are our more natural market. They 

are more able to afford and support our efforts, while smaller 

bUSinesses have more difficulty in dElciding that security is a 

cost-effective decision. Government has an important role to 

play in assisting small businesses r particularly through the 

established rOles and services of the Small Business 

Administra1;ion. The nature of the computer security problElm for 
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small businesses, however, requires quite active assistance on 

the part of SBA to inform businesses about the availability of 

computer security approaches and products. More specifically, I 

have the following recanmendations: 

1. A very beneficial action would be the establishment of a 

hotline for handling inquiries from small bUsinesses concerning 

computer security products, approaches, materials, and 

consultants. This could be part of the resource center concept 

being discussed. l\mongthe resources that could be lIiade 

available would be computer security information from other 

federal and state agencies such as the Evaluated security 

Products List of DOD, risk analysis manuals written for various 

agencies, informational materials about computer crime from ~fe 

National Criminal Justice Reference Service, and policy 

statements from lead agencies, and materials from the private 

sector. 

2. Businesses generally require assistance with the criminal 

justice system. I envision a small business that wants to know 

what to do when it find~ out that it has been victimized. It is 
I, 

difficult enough to detect computer crime but there are even more 

difficulties when one does not know where to go for advice as to 

appropriate le~al actions, what~he legal options entail, how to 

gather evidence, or even whether it is advisable to press 

charge. I Sympathize with a bUsiness that is fearful of 

publicity and worried that the end result of pressing charges may 

be great time and effort, possibly worse treatment than that 

afforded the Offender, and even the possibility of the'loss of 
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proprietal:Y information dur'ing hearings. That does n,,,t even take 
into consideration th '. 

egrowlng movement of prosecutor.'s to use 
Cost-effectiveness determ' t' , 

Ina Ion In deciding on what cases to 
accept. 

Few small business cases would fl't the ' 
priorities which 

emphasize large amount of loss, d 
eterrence objectives, and 

seriousness of the crime. Wh t 
a I am sUggesting is that the 

victim aSSistance programs f d 'h 
oun WIt in the criminal justice 

system be adopted by the SSA. Th' 
IS does not require a major 

revision of the criminal cOde. 
Rather, SSA coulQ work with 

criminal justice personnel to 
smooth the way for small businesses 

and, at a minimum, to provi'de these bUSinesses with information 
about their legal options~ 

3. 
I Would also suggest that small businesses Could use 

insurance protection. B 'd' 
Y prOVl lng incentives to insurers to 

cover small bUSinesses, or by providing Coverage similar to the 

crime insurance program developed by the federal government 

several years ago, basic computer securIty protection would be 

supplemented. POSSibly, incentives could be provided to the 

insurance companies so ~pat they could pass on infOPnation to 

small bUSinesses about computer security approaches Which, if 

installed, would result in lowered premiums.'::; 
4. 

In my consulting work, I sometimes re~ommend h 
"" t at management 

require a computer security impact statement whenever there is a 

major computer purchase or e·nhancement. Similar to an 

environmental impact statement, these serve as required reViews 

of the security implications of computer changes, Consideration 

might be given to having evaluations be performed of the secu.rity 
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implications of generic types of systems be performed 

and baseline measures be developed and made available to small 

businesses. 

9. Lastly, I have some comments regarding research needs. It is 

ironic to end my testimony by indicating that many of the most 

basic facts about computer crime are not known and, while the 

enormity of the problem for small businesses can clearly be 

estimated by experts, the necessary statistics are not 

available. If there is one stUdy that should be undertaken by 

the SBA, it should be a victimization study. There is a wealth 

of information on how to best mount such a study. Criminologists 

have developed sophisticated surveys which have provided 

information on the extent of such victimization, th~ ~easons why 

or how the crime occurred, who the offenders were, and even 

highly important information on what some individuals or 

organizations have done tOp~oid becoming a victim. The Census 

Bureau has undertaken victimization studies on a national basis 

for a number of years, using face-to-face as well as telephone 

survey methods. unfort~~ately, they do not gather the 

information we seek. The type of survey which SBA might most 

easily consider, a mail survey sent to a sample of small business 

owners or managers, just will not be suff.icient to determine the 

information being sought. I would suggest that coordination 

might be sought with the Census Bureau, the Bureau of Justice 

statistics~ or with experts to establish a survey appr:oach that 

is cost-effective and sophisticated enough in design to lead to 

required results. In that regard, I have attached an ar:ticle 

which contains some of my thoughts on the contributions of 

victimization studies. 

Once again, I would like to thank you for this opportunity 

to express my ideas to this Committee. I stand ready to answer 

any questions you may have or to provide any assistance which you 

may need. 
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Senator TSONGAS. Let me ask you one question. I would assume 
there are instances where a business that has been victimized 
would choose not to let that be known. 

Dr. SHERIZEN. Indeed. 
Senator TSONGAs. What would the reasons be, other than those 

that are obvious, and what percentage do you think we are talking 
about? 

Dr. SHERIZEN. Well, the obvious ones I will nqt cover. Let me talk 
about some unobvious ones. There have been instances where busi
nesses have gone and pressed charges. As a result of hearings, pro
prietary information has been revealed, to their chagrin. Therefore, 
a number of businesses are very gunshy about that. 

In addition, the issue of not knowing where to turn and what to 
dp is a major factor. The justice system has a reputation as being 
more concerned with offenders or perpetrators than victims or wit
nesses and that is sometimes correct. In many cases, persons do not 
know whom to turn to for advice. 

I should also point out that the criminal justice system does not 
know how to !'espond very well to the problem. I have heard a law 
enforcement person in the Route 495 high technology area of 
Boston say: "I hope if there is ever a computer crime in any of the 
high-tech firms here, please, let somebody steal a computer, be
cause r will know what to do. If they steal software, I'm in trou-
ble.11 . 

It is that kind of, shall we say, lack of training and information 
that causes businesses to try to absorb their loss rather than to 
move to press charges. 

Senator TSONGAs. I find that to be a very sophisticated observa
tion. I concede that people would not have known the difference be
tween the software and the computers. 

Dr. SHERIZEN. So they may have some training and some insight, 
yes. But the deeper problem ~s how to respond to the complex types 
of crimes that have been surfacing. 

Finally, I have no percentages on how many cases are reported 
by businesses. I would expect this to be much less than reporting 
figures for all other types of crimes which, in some instances, 
maybe as low as 10-20 percent of all crimes which occur. 

[Subsequent information was received and follows:] 
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Dr. San~ord Sherizen, Ph.D. 
President 
Data Security Systems, Inc. 
5 Keane Terrace 
Natick, Massachusetts 01760 

Dear Dr. Sherizen: 
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COMMITT.EE ON SMALL BUSINESS 

WASHING'~ON. C.C. 20510 

March 12, 1984 

We would like to extend to you our thanks fo'r testifying at 
the March 7, 1984 hearing on S. 1920, the Small Business 
Computer Crime Prevention Act. Your testimony will be very 
helpful to the Members of the Senate Small Business Committee. 

Due to the time constraints of the hearing, there were some 
questions we did not get a chance to ask you. In order to 
make the testimony complete, the Committee would greatly 
appreciate it if you would consider these issues now and 
provide written responses for inclusion in the permanent 
hearing rec0rf,. 

._' t, ___ ~/ 

1) • 

2) . 

3) • 

Would you agree that the most effective role the 
Federal Government can play in assisting sm~ll 
businesses with computer security controls is to':> 
support and sponsor educational efforts in coopera
tion with the private sector? 

S. 1920 states that,.it will be the function of t~e 
Task Force to "define the nature and scope of COIn

pu£~r crimes committed against small business con
cerns.~ Can the scope of comput~r crimes 90mmitted. 
against small businesses be A~fined with any certalnty? 
Even if it can be, is such a definition of scope 
necessary to facilitate managementnssistance by ~he 
SBA to small bUsinesses concerning computer securlty? 

Is there any way of empirically determining the 
effecti~eness of state legislation as opposed to 
security equipment in preventing computer crimes 
against small business concerns? 
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4). Is it necessary for the SBA to create a resource 
center as called for by S. 1920 in order to meet 
the information and assistance heeds of small busi
nesses concerning computer security? 

5). There is general agreement about the need to educate 
the small business community about computer security 
controls. The SBA is ready to proceed immediately 
to provide information to small businesses on computer 
security. Do you support the SBA approach to proceed 
without the task force and 18-month study period? 

6). Can you give us any spec~fic instances, 
based upon your expe~ience as consultants, 
where a lack of computer security proved 
damaging to small bUsinesses? 

Please send your responses to Mike Marris, Counsel of the 
Small Business Committee staff at 428A Russell Senate Office 
Building, Washington, D.C. 20510. Should you 'have~any questions 
about the hearing or this request, please feel free to call 
Mr. Morris at 224-2016, or Alan Chvotkin, Minority Chief 
Counsel, at 224-8497. 

Thank you in advance for your cooperation and prompt ~tten
tion to this matter. Again, your participation in this 
hearing was greatly appreciated. 

'J ,jqJ-;: ~. 
PAUL TSONGAS jI 
United States Senator 
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LOWELL WEICKER, Jr. 
Chairman 
S~nate Committee on 
Small Business 
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~DATA SECURITY 
~SYSTEMS, INC. 

COMPUTER SECURITY CONSULTANTS 

Mike Morris 
Counsel 
Small Business Committ~e . 
lj.28A Russell Office Bu~ld~ng 
Washington, D.C. 20510 

Dear Mike, 
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5 Keane Terrace, Natick, MA 01760 (617) 653~7101 

April 16, 1981j. 

1 in responding to the le~ter. Once again, my apo~ogies for t~e ~de ay I will respond to them ~n Six specific quest~ons were ra~sed and 
their original order. 

. ff t as jus'~ one of the roles 1) I would see this eduGat~onal e . or For reasons stated in the 
that the Federal Government can Pla~'b able or willing to work 
hearings, the private.sec~or maY'~?n :ssistance to small businesses. 
with government agenc~es ~n pr~v~ ~lrmited to cooperative ventures 
The Federal.Government nee~tno . ~lay unique roles in formulating 
with the pr~vate sector. can isting in the Institute for 
security approaches, such as thosefe~h National Bureau of Standards. Computer Sciences and Technology 0 e . 

t bl' h a count of computer cr~mes 2) I doubt that c;nyone c04;~ es ato~~l accuracy. Other than a 
against small bus~nesses w~ any f the type discussed in my 
soph~sticated VictimiZc;tionfs~~~~~lOstatistics would be difficult 
test~mony. the collect~on ? . f' ulties However, there are 
and filled with met~odolog~cal d~fd~~onditi~ns which are possible 
generic computer cr~me proble~s an of computers small businesses 
to ascertain, based upon th~ypesb'lities in computer systems, 
adopt, general threat~tand . n:~l~ businesses. such a generic 
and the management ~a erns ~~ wn view of the na~ure and scope 
approach would.prov~d~ c;tiO~-g °ainst small business concerns. of computer cr~mes COffiml e a 

.. r ms without establishing My concern with establ~sh~ng prog a'
t 

problem is that the 
a basic defj,nition of th~ compuier ~~~ur~o~ example, may define 
wrong problem may ~e def~ned. '~~in its own set of problem 
the computer secur~ty problemt wr~ curity management assistance d tandings and fit compu e se F my 
un ers . . th' current program models. rom 
for small bus~n~sse~ w~ ~~ uate to meet the serious needs 
perspective,.th~s w~llT~e ~nad~fon then is not so much whether 
of small bus~nesses. e que~ fully defined but whether there 
the scope of the probl~~ ~a~heeSBA will meet the challeng~ 
can be some assuranc~t a p rts have indicated are the maJor which computer secur~ y ex e 
aspects of the problem. 
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.3) I recently provided testimony before the Governor's Anti-Crime 
CounCil on some propOsed computer crime legislation in Massachusetts. 
I was asked to review state legislation around the country. I 
reported that there seems to be a mixture of legislative approaches, 
with little consistency in terms of definitions of computer crime, 
appropriate punishments, or types of offenders. The trend does 
seem to be to USe as a model some of the proposed federal legislation. 
From iflitial reports, there does not seem to be any rush of cases. 
The Bureau of Justice Statistics has funded a study of state efforts 
and a report should be forthcoming by Donn Parker during the summer. 

The question you raise could be done empirically, examining how 
potential computer criminals would Peroeive the deterrenoe of 
law Versus security equipment. My criminological sense is that We 
are talking about dl.fferent' tYPes of effectiveness, one SPecific 
to legislation and another to equipment. The literature on deterrence 
suggests that the swiftness of punishment is more relevant to whether 
someone will commit a crime than is the possible harshness of a . 
future punishment. The visibility of a preVentiVe measure is also 
more important to a criminal than Would be some symbol such as 
a law. I would suspect that legislation may serVe to move the 
government into the technological age by providing new definitions 
and responses to the problem of computer crime. Security measures, 
on the other hand, may have a more direct impact on criminals and 
provide small business owners with a means of responding directly 
to their problem of crime. Ideally, the best possible mix of 
preventions would be legislation (both on the state and federal 
level), the application of security teChniques, and management 
supported detection and control strategies. 

lj.) The resource center may be one of the strongest features of 
S. 1920. While there are private computer security resource 
options presently available, small businesses continue to find it 
difficult to locate those resources, to pay SUfficient funds for the 
services, and to know how to ~Se computer security protections. 
The SBA, with its unique relationship with small bUSinesses, can USe 
their communication lines to inform these businesses of the resource 
center material, particularly if the resources include many of the 
eXcellent material from the government, such as NBS and~ other federal agencies. 

5) I am pleased that the SBA is now willing to act but I would 
need to know what its plans were before I would be able to project 
how sUCcessful it might be without the task force and the 18-month 
study Period. The important issue is how will SBAefforts be 
reviewed. SBA has apPeared to be unwilling to mOVe forthrightly 
on the computer security effort. While this may be an erroneous 
impression. the task force composition stated in S. 1920 may ~not 
provide enough incentive for an SBA effort, .even with the tas k force 
and the 18-month study. Therefo~. I am more inclined to suggest 
a review or OVersight panel to analYze and direct SBA efforts. 
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6) I am presently involved with a project in cooperation with the . 
National Center £orComputer Crime Data in Lo~ Angeles and International 
Networks o£ ~T. We are reviewing the best measures Q£ computer crime 
protections, penetrations. and opportunities £o~ crime. While the 
information has not all been collected, my impression is that We will 
uncoVer some caSeS directed against small businesses. We will be 
interviewing district attorneys £rom around the country and this might 
provide some information as well. 'Other than that. I. do suggest that 
some brief examples can be found in a recent book by Harold Highland. 
Protecting Your Micrcomputer Syst~m (Wiley, 1984). 

Once again, I thank you £or the opportunity to provide the Committee 
with my views of the serious problem of computer crime. I£ I can 
be of further assistance. feel free to contact me. 

\]

l:1inCerelY'. " 
'. ~~~,'" . 

·ord ~. Ph. D. 
preSident\.. -.--~ 

Senator TSONGAs. Mr. Schuldenfrei. 

STATEMENT OF ROBERT SCHULDENFREI, PRESIDENT, S.I., INC., 
ON BEHALF OF THE SMALLER BUSINESS ASSOCIATION OF 
NEW ENGLAND, INC. 

Mr. SCHULDENFREJ. Thank you very much, Mr. Chairman, for the 
opportunity to address you today. 

My name is Robert Schuldenfrei, and I am president of S.L, Inc., 
a small management consulting company. Our interests are the 
processing of information from data that small organizations typi
cally have on hand. 

I work day in and day out with modest-size organizations on the 
order of sales of, let's say, $1 million to $5 million in sales. 

Senator TSONGAs. Can you give me your background? 
Mr. SCHULDENFREI. Yes; I have a master's of business administra

tion .from the Amos Tuck School at Dartmouth College and an eco
nOmICS degree from Syracuse University. I have worked in small 
consulting companies for the last 15 years. I started S.1., Inc., 2% 
years ago. 

~ would like to begin my testimony today by saying that I am not 
gOIng to attempt to read in all of the material that is in my state
ment, just highlight it for you. 

Senator TSONGAs. That statement, of course, will appear in the 
record as if you had read it. ' 

Mr. SCHULDENFREI. Yes, thank you very much. 
The definition of computer crime is not dependent on the scale of 

enterprise, whether small business or large business. You can 
break computer crime down into maybe three categories-arbitrary 
on my part-crimes against property, theft of intellectual value, 
and the use of the computer as a criminal tool. 

I cannot really say that computer crime hurts small business 
more than big business. Some years ago, I was involved in a case 
for the ~hemical Bank of New York, which is a large organization, 
and I thlnk that they were probably more vulnerable than all the 
small businesses that I have dealt with over the last couple of 
years. They had all of their computers, super computers of the 
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1976-77 vintage, two IBM 3033'8, an IBM: 168 and 158, all intercon
nected to 176 disk drives on one floor in a Manhattan office tower. 
All the bank's information was in one place. In a very real sense 
the computer is the bank. Chemical Bank was very vulnerable to 
sabotage or to a disgruntled employee. If that computer system 
went down for any length of time, there was some question of 
whether the bank would have survived, even though that had a lot 
of backUp. Just to assemble that kind of computer equipment is dif
ficult. 

The key characteristic of whether an organization is vulnerable 
is how dependent is it on its information base. I would like to talk 
to you about a typical small business that I consult with in Massa
chusetts, because it is very, very similar to thousands of organiza
tions across the country. 

They have a small Wang computer, a Wang 2200, with four dis
play stations, two 20-million-byte disk files, some printers, that 
they use in the day-to-day business of billing their customers. 

They have a billing system that was written by a third party 
software house, but no one in the firm has any idea about how it 
works; they have no knowledge of computers other than how to 
turn it on and answer questions. 

No reports are generated for management. I mean, the bills go 
out, and there is an aging report that gets checked in when the 
cash comes in, and nobody knows what the current stat.us is. There 
is no written policy or oral policy on who can use the system, and 
when a key employee is sick, they try to hustle somebody else on 
the machine so that they can continue to bill their customers. 

Workers are paid minimum wage or just barely above it. There 
are no. statistics, audit trails, or operators' journals, and probably 
the worst problem is that all of the computer files, the backups, 
and even the paper records of the firm, are kept in one room. They 
are extremely vulnerable. 

Now, they have not been hit. They have not had any problems. 
My involvement with that company was not for computer security. 
In fact, they wouldn't pay for that. They wouldn't buy your serv
ices, Mr. Sherizan, fQr instance. I am in there to get more informa
tion out of the billing system and to make some changes in the bill
ing system. 

They do not recognize the need for any more security, and I 
dbubt very seriously whether they would pay for it. 

What technology is available to firms like this to protect them 
against the problems that we have heard about this morning? 

First and foremost is probably education. It is cheap, and I think 
it is a very necessary first step. The easiest way to get that' kind of 
education is to have anybody who works for you, like programmers 
or outside software houses, explain all the elements of the comput
er system to you. The management, in this case the president of 
the company should go through each operational job and become 
familiar with its function; learn how computers work; learn what 
kinds of disasters can plague a computer installation and what you 
can do about it. 

Next up from education is probably some simple security meas
ures, protecting the system from those things that are most vulner
able to loss-passwords. Most computer programs and operating 
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systems allow for these things, and they should be changed regu
larly. Keep cross training of employees to the minimum necessary 
for a smooth operation, so that you fragment the job and no one 
person becomes a key employee. 

Remember in aU of this that the only security, really, is physical 
security. Lock up the files. Don't send data home, like they do, with 
employees to get it off the premises, and don't keep communica
tions lines open when it is not necessary; restrict their usage. 

Encryption is a technique that may offer some of the bigger com
panies an answer, but my feeling is that the protection there is 
overstated. While programs can be scrambled-and I have some ex
perience with some scrambled programs-they can be unscrambled 
by experts. Data can be coded, yes, but it can be broken by experts. 

Often it is only coded in the middle of transmissions. On both 
ends, the computer end and on the user end, it is encoded again so 
it can be used, and therefore you get a false feeling of security with 
an encryption system. 

Keep personnel management high in your mind. Hire with care. 
Supervise all operations, become involved. Set up a policy, a writ
ten policy, on what employees can do and who can do it. 

Finally, insure with insurance that which you cannot afford to 
lose. 

The last thing that a small business can and ought to do is for
malize the audit process. If possible, make this an external audit by 
teams who are trained in this area. Have that reported to manage
ment, and make it widely known within your organization that 
this audit is going on and that it is being reported to management. 

Establish controls over your operations to include daily logs, 
prenumbered forms, control totals, validation of users, and sample 
these frequently. These are all things that small businesses can do 
if they are told to do it, and none of them costs a lot of money. 

What can I say about the bill that you are considering today? It 
is an excellent first step. I think it will be difficult to track down 
the scope of computer crime, although I think it is possible. There 
are data bases around that you probably can tap into. The Govern
ment probably is the only appropriate entity to use these data 
bases. 

I would expect, however, that when your team is finished, you 
would have widespread dissemination of its results. The resource 
center is probably a good idea, but only if it can get this out to the 
people who need it, because they are not going to come to you. 
They are not going to come to Washington, D.C. They are not even 
going to come to Boston. So you have got to get this in their hands, 
and therefore if you can publish inexpensive media like pamphlets 
and books and get out to the small businessmen to make them 
aware of the problem, I think they can then make intelligent deci
sions on the area of computer crime. 

Thank you very much for your time. 
[The prepared statement of Mr. Schuldenfrei follows:] 
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STATEMENT BY: 
Robert Schuldenfrei, President 
S. I. Inc. 
235 Bear Hill Road 
Waltham, MA 02154 
BEFORE SENATE SMALL BUSINESS COMMITTEE 
March 7, 1984 

Introduction: 

Thank you for this opportunity to testify on behalf of 
small business in the field of computer crime. My name is 
Robert Schuldenfrei. For the past 15 years I have worked 
as a consultant to managements, much of that work with 
small business. The area of my professional competence is 
in the application of computer technology to management. 
Over this time I have been employed by small organizations, 
two of which I helped found. For a period of five years I 
taught data processing to business students at the 
University of Rhode Island. 

computer crime as it relates to small business: 

There is very little difference in the nature of 
computer crime with respect to the size of an organization. 
As a question of definition, computer crime is the same 
whether it is committed against a one million dollar firm 
or a five billion dollar company. 

For the purposes of definition computer crime can be 
broken down into three categories. The first is property 
crime against the machine. This definition is like any 
crime against a valuable asset of the firm. EKamples of 
this are sabotage, arson, vandalism, and theft. The 
computer is no more vulnerable than a truck, a warehouse, 
or a show room full of inventory. 

The second category of computer crime is the theft of 
the intellectual value of the computer. In this sense the 
computer is different from most assets of the firm. Here 
we can find theft of service and theft of information. 
Theft of service is the unauthorized use of the machine. 
It can range from the trivial, like playing computer games 
on the firm's machine to the selling of computer time for 
personal gain. Much of the publicized unauthorized entry 
of remote computer services falls under this category. 
Theft of information is the illegal use of data. Much of 
computer espionage falls into this area. Software piracy 
is also in this category. 

The final category of computer crime is the use of the 
machine as a criminal tool. Here the machine is used by 



r 
I 

\ 

74 

the criminal as a means to an illegal end. The fraud and 
embezzlement areas are in this category. The computer is 
not really the target of the crime in this category, but 
like a cancer, the firm's own mechanism is subverted for 
the criminal's use. This category can be most damaging, 
and has been the most popular route for computer crime. 
The common use here is to create financial instruments to 
defraud the firm. Bad checks, credit memos, merchandise 
shipments, and bogus accounts are the methods by which the 
crime can be accomplished. 

Given the above definitions of computer crime, it can 
not be stated that these activities hurt a small firm 
greater than a large one. Scale of enterprise is not the 
relevant .factor, dependence on information technology is. 
Some years ago I was consulting for Chemical Bank of New 
York, a major organization. At the time they had four 
super-computers in one room in a Manhatten office bu~lding. 
Since information processing is the work of a bank, ~t 
could be said in a real sense that the computer was the 
bank. One act of sabotage could have ruined the bank. The 
back up plan could not have possibly been put into action 
in time to save that institution. In fact, it never was 
tested. Unfortunately, there are many small firms in the 
same position as the bank. They are information 
processors. The threat of complete ruin is as real to them 
as it was to the bank. On the other hand, other firms are 
not very dependent on their business systems. For tha~ 
class of company there is little risk from computer cr~me. 

A small Massachusetts firm, for example, is very 
typical of the thousands of small businesses. They are a 
distributor of durable medical equipnent with sales of 
about one million dollars per year. While they have not 
had any computer crime, the potential exists there. Over 
the last four years they have been growing due, in part, to 
a computer billing system. The paper work necessary to run 
a business which depends heavily on Medica~e payments is 
difficult to perform manually. In order to . overcome this. 
problem, the firm bought a Wang 2200 computer system. Th~s 
mini-computer system is made up of a processor, 4 
terminals, 2 twenty million character:.1disk drives, and a 
high speed printer. The custom software was written by a 
software house, that has since gone bankrupt. 

No one in the firm knows anything about computers, 
either hardware or programming. When I came in to make 
some changes in the programs I found that the software 
house had scrambled the programs, which were the legal 
property of my client. No one in the company had any idea 
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how the programs worked. Fortunately, Wang was able to 
unscramble the programs. Keep this in mind when you 
consider encryption as a means of security. I was able to 
do my work, but once again an outsider was performing the 
sensitive work with no understanding on the part of the 
client. 

The situation in this firm is as follows. While 
operational documents are prepared, no status reports are 
generated for management, the president. There is no 
policy, written or oral, stating who can use the computer 
system. The workers, who are all earni~g about minimum 
wage, are the only operators of the system. There are very 
few audit trails through the system. I wrote a daily 
activity report so that I could track activity by operator, 
management could not be bothered. There are no passwords, 
operator journals, or system statistics kept. The 
instructions on running the machine are pinned to the wall 
for all to see. All computer files, backup files, and 
paper records of the firm are kept in the same room. 

I can not say that there will be trouble for this 
firm, but if there ever was a proto-typical case, this is 
it. It is a disaster waiting to happen. ~ 

Technology is available to the small business: 

Although it may seem strange in a highly technical 
field like computers, the single most important thing 
available tc firms both large and small is a low tech 
solution, education. It is reasonably low cost, and most. 
effective. For the large firm this probable means the 
retention of experts on their staff. For the small firm, 
this means the training of employees to become intelligent 
consumers of computing power. 

Because business owners do not recognize the threat of 
computer crime, this education often is overlooked. The 
demands on the time of the managers means that this area is 
not given the attention that it should have. There are 
four things which should be done. First, have the 
programmers or the authors of software explain all of the 
elements of the programs, files, and procedures. This 
should be done in formal sessions with management. The 
managers, or owners, should look at this material, even if 
they don't totally understand it. It is important for a 
number of reasons, none the least of which is it sends a 
message that management is concerned. In addition, this 
material is not so hard that managers can not understand 
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it. If they do, it will be a good check on tpe accuracy of 
the material. 

The second task is the familiarization wit.h every 
operation of the system. The manager must know each job 
and its function. If this means sitting down and 
processing a few transactions, so be it. It is truly 
amazing what can be learned about how the work is done, by 
doing the work. 

The third element of this management education is to 
learn how computers work. One should £irstlearn the 
proper function of a computer system. Then he should learn 
how these systems can be used for fraud. I would submit 
that the way to learn how a computer works is to learn how 
to program one. A cheap way to do that is to buy a horne 
computer, and teach yourself to program. 

The last part of this section is to learn 
disasters can plague a computer installation. 
has been mastered, a plan to recover from both 
criminal disaster can be fOl~ulated. 

what natural 
Once this 
natural and 

From the above discussion it can been noted that the 
smaller business can reap many benefits from just 
education. In the next section you should note that many 
of the technical approaches to computer security make use 
of existing features of most computer systems. The 
following concepts are all simple ~pproaches t~at ~ke good 
common sense for business of all s~zes. The f~rst ~s the 
evaluation of the costs and benefits of protection. The 
rule is to protect those "parts of the system in proportion 
to their loss value. Thus, the disk pack which has the 
accounts receivable file on it should receive more 
attention from management than a pack containing test data. 
Further, programs which don't change from day to day, need 
only be backed up when actually changed. Working files 
need daily backup. 

Most programs which deal with sensitive data have 
password protection. You would be well advised to issue 
passwords which are random collection of numbers and 
letters than letting an operator use the phone number. The 
passwords should be changed often. This is particularly 
true if the system allows remotE~ access. You would be 
amazed how many people use their birthday, children's 
names, or their phone number for ~ password. If you found 
a bank automated teller card, you might well be able to use 
it successfully if you merely looked up the phone number of 
the owner in the local phone book. 
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Keep cross training of employees to a minimum. Each 
person should know only what is necessary to do his job, 
with reasonable backup of key operators. This is 
particularly true with programmers. Let them develop and 
maintain the system with test data. You do not need to 
give them operational data to test. In the event of a 
problem, it is valuable to let them try to reconstruct the 
problem with the test data. It is the computer expert who 
represents the greatest threat to the firm, because he has 
the knowledge to create the biggest loss. 

It can not be stressed lenough that the only security 
is physical security. Codes and passwords can be broken. 
Therefore, keep all removabl,e media locked up when not in 
use. Don't send data horne with employees. Have an off 
premises site for backup. Test your recovery plan 
periodically. Keep your communications lines open only 
when necessary and restrict their usage. Use a call back 
system where practical. 

Encryption can be an expensive answer to security. 
This is available to large firms. It probable causes a 
false sense of security, as fraudulent information gets 
encoded with the valid data. Remember the source code I 
had reconstructed • This wa.s harmless, as my client owned 
the program, but it shows just how little trust you can 
place in codes. In addition to programs, data can be coded 
and communications line scrambled end to end. These are 
tools that may not be with in the means of a small 
business, and are not as effective as vendors would have 
you believe. 

Personnel management is as important to small business 
as education. On a per person basis, this will cost a 
small firm no more than a large one. Hire with care. Do 
not expect poorly paid, unmotivated people to have the 
firm's interest at heart. Supervise all operations and 
development with attention to detail. Take the time to 
understand what each employee does. Have a written policy 
on the physical and intellectual property of the firm. 
Make sure that each employee understands that policy. 
Review that policy often. 

There is insurance available to protect the firm 
against the kind of loss described above. It is a good 
final step to insure against what you can not afford to 
loose. If you think about why you would insure a building 
or a person, you will understand why you should consider 
insuring the important information of the firm. 

33-723 0 - 84 - 6 
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Once all of the measures have been taken it will be 
time to setup an audit and reporting s~stel!l tc? make,sure 
that your plans are being followed. Wh~le ~t ~s ea~~7r for 
a large firm to do this, it is not beyond the capab~l~ty of 
a small one to set up a format audit system. You s~ould 
design this in from the beginning of the ~ystem's l~fe. 
When selecting packaged software, the aud~t should be one 
of the considerations. 

An external team should perform the audit if possible. 
The results must be reported to management in terms ~t 
understands. Design specifications should be establ~shed 
and reviewed. Operational activities shoul~ likew~s7 be 
controlled. This is include things like da~ly a~t~vlty 
logs pre-numbered forms, control totals, operat1ons 
sampled at random, and a validation program for all users. 

Comment on Bill S. 1920: 

The bill before you is an excellent first step. It 
makes smaller business persons aware of a problem of which 
I am sure they are not cognizant. If the task force is 
gi ven the appropriate tools, I am sure tha~ they c~n 
accomplish the objectives set out by the b1ll. Th1S leads 
to three comments. 

First, section (C)(i) will be difficult to track down. 
To do a good job here, the task force would need access,to 
legal databases. Some sampling of business at random w1ll 
be necessary to validate the reported instances of computer 
crime. This means funds and a method of doing computer 
searches. 

Second, once the work was done t would expect that the 
widest means of publishing the work would be desirable. It 
is folly to think that owners of smal'l bus iness would corne 
to the SBA resource center. Low cost documents, , 
distributed through the mail and/or in GSA bookstores, ~s 
one approach. 

Third, it would be appropriate for SBA to sponsor 
seminars on computer security. They would be performed by 
small business for small business. In that way the costs 
could kept low, 'while at the same time they could have the 
widest reach. 
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RESUME 

Robert Schuldenfrei 
32 Ridley Road 

Dedham, MA 02026 
(617) 329-5807 

AREAS OF PROFESSIONAL COMPETENCE 

Is a general manager with proven accomplishments in 
administration, marketing, production, and finance. Has 
analytical skills in logistic$, data processing, 
mathematical modelling, strategic:: planning, and materials 
management. Possesses the knowledge to analyze business 
conditions, forge creative solutions, and organize people 
to obtain the desired result. 

INDUSTRIAL EXPERIENCE 

1981-'Present. President, and founder of S. 1. ,rnc., a 
management conSUlting firm. Performed marketing research 
for a major producer of industrial chemicals from 
agricultural raw materials. Developed a logistical 
simulation for a restaurant chain. Directed the 
development of a corporate distribution strategy for a 
manufacturer of a consumer durable product. Developed and 
implemented a generalized intracompany reporting system for 
a large industrial client. 

1976-1981. Vice President, and co-founder of Shycon 
Associates Inc. Directed the consulting operations. Was 
responsible for the design, staffing, and execution of most 
of the work in the company including the construction of 
simulation models for the evaluation of corporate 
distribution strategies. Lead teams of con~ultants 
developing and implementing a production/inventory control system. 

1972-1976. Lecturer, University of Rhode Island. 
Developed management. science curriculum at both the 
graduate and undergraduate level. Courses taught were: 
introduction to business data processing, advanced data 
processing, database management., quantitative methods, and 
production. During this period there were numerous 
consulting relationships with both large and small firms. 
Typical Of this work were material flow studies for New 
England manufacturers. 
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1970-1972. Senior consultant, Applied Decision Systems 
Inc. Produced an econometric model of a region of the 
United States for the Department of Commerce. The computer 
model was used in the industrial attraction process. Built 
simulation models of plant operations. Managed a project 
to automate the estate planning process for an insurance 
professional. 

1968-1970. Officer, United States Army. Lectured in data 
processing at the U S Transportation School. Led a five 
man team in the development of an instructional simulation 
of theater logistics. Analyzed the data processing and 
instructional needs of the school. Prepared and delivered 
speeches on the education of officer students in data 
processing. 

1967-1968. Teaching assistant, Dartmouth College. Taught 
data processing at the graduate level. Designed and 
programmed one of the earliest management information 
languages. That system and the company which owns it was 
recently sold to A C Nielsen Co. for a reported four 
million dollars. Solved flow of material problems for a 
major furniture manufacturer. 

ARTICLES: 

Modeling for the Non-Modeling Distribution Executive. 
Proceedings of the annual meeting of the National Council 
of Physical Distribution Management, October, 1981. 

Inbound Collection of Goods: The Reverse Distribution 
Problem. Interfaces Vol. 10 Number 4, August, 1980. 

Fill in the Blanks. 80 Microcomputing Number 25, January, 
1982. 

Cost-effective Planning keeps Signode Competitive. 
(contributed to the article) Traffic Management Vol. 19 
Number 5, May, 1980. 

Interactive Model Building. Interfaces, August, 1975. 

Management Science in a Period of uncertainty. Interfaces, 
February, 1975. 

User-oriented Computer Modeling Environments, a Precis in 
Management Science Vol. 17, Number 5, January, 1971. 

M.B.A. 

A. B. 

EDUCATION 

Dartmouth College, Amos Tuck School of Business 
Administration, June 1967. Major: Production 

Syracuse University, June 1965. Major: Economics 
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Senator TSONGAS. You talked about that company that you were 
consulting with. If that company receives in the mail a pamphlet 
from SBA on computer crime, what happens to the pamphlet? 

Mr. SCHULDENFREI. I think if it has impact, like "You, too, can be 
held up by a computer" or "Some people rob you with a six gun; 
others use a computer" it will get read. 

I think there is a good chance, when the mail is read, if it relates 
to their problems. They are prone to spend money only if they see 
a good chance at results. For instance, the same company tried 
some communications between two of their stores. I won't say it is 
a lark, but they tried it for a period of time-they were willing to 
experiment with communications-and, interestingly, found that 
the communications did not meet their needs as effectively as cen
tralizing the billing process. They took out the communications and 
brought it all in centrally. 

So I think it is not unreasonable to expect that small business 
will try things, particularly if they see the benefits, and I think the 
problem, as was stated so eloquently earlier, is one of lack of 
knowledge of the problem. 

Senator TSONGAS. Do you ever worry about the fact that you 
could provide all this knowledge to the disgruntled employee at the 
same time? 

Mr. SCHULDENFREI. Yes, I do. But it js interesting, because very 
often I try to present some of my idem} to senior management of 
these smaller companies, and basically, they turn the question 
around and they point their finger and they say, "Bob, I hired you 
because you have the answers," which means, in a sense, I am 
giving up, abdicating my role as management. But the realism is 
that they feel very inadequate to do these kinds of things, and so 
therefore I feel that any education, even running the risk of telling 
people how to commit the Ci'ime, is probably better than none at 
all, because I think in telling people maybe how to commit the 
crime, you are also saying that this management is concerned, so if 
you are going to commit a crime, you had better be super slick 
about it and not try some of the easy ways like having the comput
er print you a payroll check. You are sending a message, if you 
will, that management is concerned. 

[Subsequent information was received and follows:] 

'., 



r 
I 

\ 

82 

ao. PACC'WOOQ. 0IIc:0.. ' 
CM"If" 0. HATCH. tn',... 
ttuo,. ~WI"'. MINN.. 
SLADe oo~ WAS .. _ • 
CION NICKLlts, OCLA,. 

...... NUJot .... """ 
WALTC~ D. HUOOc.C!lTOH. 11(". 
OM.e .......... " ......... 
J" ... "a MI ...... &1:". TCNM. 
MU_A.t.CU1:.IoooONT. 
CA"L LeviN. MICH. "''''',,1:." It!JO ....... N.H. 

Ai..1"Ofc.C ... : O·" ..... TO. N.". 
.. "AsTeN. wts .. 
LA'"lY P.U:SU .. C" ••• OAK" 

"AU\,. c. ,.,o •• u,s ..... s •. 
ALAN I. DC_ON, tt.'
DAVID L. ~Vt. OKLA, 

..o.CtrT J. DO'TCHIH. ST ... ,,. Dt"a::TOIII: 
"- ... ~ HAYNes, CHU[,.. COUNt'El. 

ALAN L. CHYOntI .... "1~11'Y CHIll" CClUHUL • 

Mr. Robert Schu1denfrei 
President 
S. 1., Inc. 
235 Bear Hill Road 
Waltham, Massachusetts 02154 

Dear Mr. Schuldenfrei: 

COMMITTEE 011 SMAll SUSIIIESS 

WASHlNCYON. D.C. 20510 

March 12, 1984 

We,would like to extend to you our thanks for. tesfifying at 
the March 7, 1984 hearing on S. 1920, the Small BUsiness 
Computer Crime Prevention Act. Your testimony will be very 
helpful to the Members of the Senate Small Business Committee. 

Due to the time constraints of the hearing, there were some 
questions we did not get a chance to ask you. In order to 
make the testimony complete, the Committee would greatly 
appreciate it if you would consid~r these issues now and 
provide written responses for inclusion in the permanent 
hearing record. 

1). Would you agtee that the most effectiVe role the 
Pederal Government can play in assisting small . 
businesses with computer security controls is to 
support and sponsor educational efforts in coopera
tion with the private sector? 

2). S. 1920 states that it will be the fUnction of the 
Tas.k Porce to "define the nature and scope of com
puter crimes committed against small business con
cerns." Can the scope of computer crimes committed 
against small businesses be defined with any certainty? 
Even if it can be, is such a definition af scope 
necessary to facilitate management assistance by the 
SBA to small bUsinesses concerning computer security? 

3). Is there any way of empirically determining the 
effectiveness of state legislation as opposed to 
security equipment in preventing computer crimes 
against small business concerns? 
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4). Is it necessary for the SBA to create a resource 
center as called for by S. 1920 in order to meet 
the information and assistance needs of small busi
nesses concerning computer security? 

5). There is general agreement about the need to educate 
the small business community about computer security 
controls. The SBA is ready to prOCeed immediately 
to provide information to small businesses on computer 
s~curity. Do you support the SBA approach to proceed 
wlthout the task force and la-month study period? 

6). Can you give us any specific instances, 
based upon your experienc~ ,as consultants, 
where a lack of compu t,er secur i ty proved 
damaging to small busfnesses? 

Please send your responses to Mike Morris, Co~nsel of the 
Small BUsiness Committee staff at 428A Russell Senate Office 
Building, Washington, D.C. 20510. ShoUld you have any questions 
about the hearing or this request, please feel free to call 
Mr. Morris at 224-2016, or Al~n Chvotkin, Minority Chief 
Counsel, at 224-8497. 

Thank you in advance for yo6r cooperation and prompt atten
tion to this matter. Again, your participation in t~is 
hearing was greatly appreciated. 

'} 
(/~A---
PAUL TSONGAS / 
United States Senator ~OWELL WEICKER, Jr. 

Chairman 
Senate Committee on 
Small Business 
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5.1. Inc. 
235 Bear Hill Road Waltham, Massachusetts 02154 (617) 890-4230 

Mr. Mike Morris 
Counsel 
Small Business Committee 
428A Russell Senate Office Building 
Washington, DC 20510 

Dear Mr. Morris: 

April 13, 1984 

Thank you for the opportunity to respo~d to your 
questions concerning S. 1920, the Small Busloness Co~pute~ 
Crime Prevention Act. Most of my beliefs are co~taloned lon 
my written statement to the committ7e. P17ase hnd below 
the direct answers to the six questloons whloch you posed to 
me in your letter of March 12, 1984. 

I would, without reservation, agree that most 
effective role that the government could Dlay is i~ t~e 
area of education. While there is techn~logy to alod lon, the 
prevention of computer crime',the best llo~e of defense,los 
an educated managerial commun~ty: The prlvate,sector l.S 
probably better equipped to provlode the e~ucatlonal 
material. This does not mean that th7re :s n~ role for the 
public sector. The pUblication and dlostrl.butlon of that 
material might be a proper role for the SBA. 

The scope of computer crime could be estimated. ?ne 
would expect that two techniques could be u~ed. The florst 
method is to use the legal databases now belong developed 
for the study of law. This provides a fast m7thod of 
probing case histories to find examples of crlome, small 
business, and computers. The second method dr~ws o~ the 
techniques of marketing research. Just as a florID ~loght 
test the public to learn if there is a market fo: lots 
product, so might the task force probe small busloness for 
computer related crime. 

As to whether knowing the scope of the problem is 
necessary to facilitate managemen~ as~is~ance I would state 
that it certainly would help. Whlole lot lS not necessary, I 
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would think that you would have a difficult time measuring 
the effectiveness 0f the result of any action if you did 
not know how wide spread the phenomenon is before the 
action. Therefore it is my opinion that a study of the 
scope of the problem be launched, before any remedy be prescr i bed. 

The third question is hard to answer. Empirical 
measures in the social sciences are rare. The laws are 
new. Even if a good background study could be done in each 
state using the above stated techniques, it is doubtful 
whether the statutes have been on the books long enough to 
measure results. Still, in states having computer crime 
legislation could be studied against the background of 
those states that do not have such legislation. 

There probably is a caUSe and effect relationship 
between states that have strong computer crime legislation 
and those states where the, business communi ty is so aware 
of the problem that they have been moved to purchase 
security eqUipment. Because ,of this it will be very hard 
to measure the true benefits of legislation as Opposed to 
equipment. Further, if you goal is awareness, it probably 
does not matter which is better, only that the managing 
puhlic learns about the problem. 

I have strong personal doubts about the utility of an 
SBA resoUrce center. This may stem from the fact that I 
have no idea Where this will be, or What it will do. The 
small business community is so spread put across the 
country that centers of any kind tend to loose their 
effectiveness. That community would be better served 
t.hrough publication, or the availability of low cost consulting help. 

From the testimony given on March 7, 1984, I have 
reservations about the SBA's ability to proceed immediately 
to provide information. It seems that all of t.heir sources 
axe geared to large enterprise. One needs to understand 
the problems of small business. Except for myself, none of 
the others testifying that day had much small business 
experience. If this is where the SBA is going for its 
resources, it would be making a grave error. r support the 
current Wording of the bill, and back the l8-month study. 

r have not had any Personal experience with a firm 
that had computer crime. I did relate to the committee an 
event Where a firm had programs written for it that were so 
scrambled so that they had not hope of ever supporting or 
changing the programs. In most of the work I do with small 
companies, I see a .large potential for computer based 
crime. ' Currently, there is little interest on the part of 
management to change this. It is my hope that action like 
S. 1920 will go a long way toward correcting this situation. 

Thank you for your interest in this matter. 

Robert Schuldenfrei 
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Senator TSONGAS. Mr. O'Mara. 

STATEMENT OF JOHN C. O'MARA, EXECUTIVE DIRECTOR, 
COMPUTER SECURITY INSTITUTE 

Mr. O'MARA. Thank. you, Mr. Chairman. 
I appreciate the opportunity to be here this morning. 
My name is John O'Mara. I am executive director of Computer 

Security Institute. 
I have been asked to discuss, as a for-profit membership organi

zation, the services we offer to the general public, along with my 
views as to the role that SBA should play with regard to computer 
crime prevention. 

Computer Security Institute was established in 1974 as a mem
bership organization dedicated to helping computer users recognize 
the risks of computer use and to offering practical, cost-effective 
ideas on how to protect themselves. 

Senator TSONGAS. Could I ask you to give us some idea of your 
own personal background? 

Mr. O'MARA. Surely. I was a founder of Computer Security Insti
tute. Educationally, I graduated as a mathematics major from 
Southern Illinois University. I received my master's in business ad
ministration at the University of Connecticut. 

Senator TSONGAS. Thank you. 
Mr. O'MARA. We are currently serving about 3,000 members na

tionwide. We are an educational organization as opposed to a con
sulting organization. We provide information on all aspects of com
puter security. via publications, training, and our hotline service. 

When a person joins Computer Security Institute, he receives a 
500-page manual, which is an instant library on various aspects of 
computer security. They also receive a bimonthly newsletter, and 
they also have access to our hotline. 

The annual fee for these services is $85. We are also introducing 
a new service for our members beginning in September of this 
year, a computt'r security quarterly. This is a magazine that will be 
focusing on computer security products and services, which is dif
ferent than what we are doing at the moment in that most of our 
services do not concentrate on products and services. 

Our other publications include the Computer Security Journal. I 
provided a sample to the committee previously. We also publish 
Computer Security Handbook, Computer Security Compliance Test, 
a small 12-page booklet, Computer Security Manager's Guide [Pure 
and Simple], which is available to the public free upon request. 

We also have a postcard service which is mailed to the approxi
mately 50,000 people who have corresponded with us asking for in
formation about computer security or have participated in our vari
ous services. We send to these people twice a year a packet of cards 
which briefly describes various products and services that are cur
rently available. 

Our training includes an annual conference. In New York City 
this past year, we had 1,000 people participating from around the 
United States and Canada and overseas. 
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We have an annual IBM/Ad hI 
summer. This is more highly fo~used06but.er lser~ ~orkshop each 
turer-specific workshop. . VlOUS y, It IS a manufac-

We also ha.ve regional se' th 
country. In 1984 we are offer:i~~19 at are conducted around the 
seminars, that focus on ver . programs,. 2- ~nd 3-day security 
ter recovery planning, secuJt;)~c~~ are~s W~thlfC: security-. di~as
a comPl.!-ter s~curity program. e ec ronlC 0 lIce, establIshIng 

~~~~~ ¥:~:ftrwi~:;:11h~500 to 2l'~00 people this year. 
Mr O'MARA Th se peop e. 

ly, m~st of the~ ar~sia~r:_::rs of computer systems. U nfortunate
municating the idea of ;ulner:bYli~;St ~h have had a problem com
Fortune 500 type com anies fo hoe sma er users. They are 
companies to a lesser d~gree. ' r t e most part and medium-size 

We also act as a clearingh fi 
with a problem, we tr to :use or .our memb~rs. If they call us 
local area, people thatYwe In:;~~~e I~ tOdch.:-t~ p~ople in their 

I.have provided to the committee bro~h~ WI h.slhmdIlar ~roblems. 
varIOUS services. res w IC el:icrIbe these 

Senator TSONGAS Would OU . 
calls you up and says, I'm c~ncern~d be ~n example? If sOI?eone 
company, and I am from-- a ou computer crIme In my 

Mr. O'MARA. But they don't S '"'t h . 
was j~st making the point that th~t hr, on : bat tOPIC .. Exc:use me. I 
lem wIth computer crime. as no een l:l. hIstorIcal prob-

Senator TSONGAS Well th 
You put members ht touchY~ilhiach a\?ou act as a clearinghouse. 

Mr. O'MARA. That is correct. 0 ere 
Senator TSONGAS N th 
Mr.O'MARA On ~ hOU" bPe;rson calls you on what basis? 
Senator TSO~GAS S 0 In he t?asls. They WIll call in and--
M ' .aywa. 

T. 0 MARA They say I w ld l'k t 
h.aye a proble~. FOT exa~ple ~u 11 e k? talk wit~ somebody; I 
Clhty, our records and ,e a!-"e 00 Ing at backing up our fa-
really like to hav~ somewhei;e. stfu~Ing from ground zero. We would 

We then will put th . In IS ar~a. 
next door or in the sa;:a:~a tO~h~ r th Pbeople-h hopefully, right 
eSSe ave een t rough that proc-

Senator TSONGAS But t k th h 
there h~s to be con~ern. 0 rna e e p one call in the first place, 

Mr. 0 MARA. That is correct. 
ab~~~ator TSONGAS. Is it concern about crime, or is it a concern 

Mr. O'MARA. That's the po' tIt . 
computer. crime has not bee;the ~:~e rlhng ~omabke before, that 
cerned With. I will later describ . th d ey ave een most con
will give you a better feel for th:t e ata we have gathered which 

Before I get to the reco d t' 
SBA to be, I would like ~~!k: 10£,8 for what we view the role of 
crime, computer security and the b'lle-yv comments about computer 

Although I commend the intent' 1 ln general. 
business community, I submit th~~~hf ~:lf922 to a~sist. th~ small 
Although computer crime represents ~ riskS t ocUs lIs 1 mbls~Irecte~. 

o sma uSIness, It 
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should not be our No.1 concern. If a comprehensive study is con
ducted to determine the current extent of small business computer 
crime, I guarantee that the findings will show that it is not a sig-
nificant problem. ,-

Again, it does represent a risk, but we should not tackle it as our 
first priority. I say that based on our expl d.ence. We are gathering 
information from our membership and nonmembers alike on a con
tinuing basis. When a member joins, he or she provides us with in
formation via the membership application. We ask them to identify 
their job function and their experience in security, and so forth, 
but we also ask them specifically what they are interested in, what 
kinds of services, what topics do they want us to provide informa
tion on. 

On the membership application, we have approximately 30 topics 
that they can simply check off and then circle the one that is of 
most concern. Computer crime historically has not been high on 
their list. It is well down the list, at the lower half. 

We also have an annual conference each year, as I mentioned 
before, where we offer 60 workshops. We also have general ses
sions. We have an exhibition. Out of the 60 workshops, they can 
only pick 6 to participate in. So that means they have to be highly 
selective. Again, our experience shows that computer crime is not 
important to them. 

Senator TSONGAS. Wait a minute. You are losing me. You have a 
seminar on computer security, and you are saying that. computer 
crime is not an issue of concern to them. What kinds of things are 
they coming to hear about? 

Mr. O'MARA. As we just heard, there are areas that are more 
mundane. They are concerned about identifying their critical appli
cations. lf we lost our systen1, what would put us out of business; 
the disaster recovery implications; how do I audit my systems; how 
do I make sure that the people I am working with are the kinds of 
people that I really want? 

That leads us to the question, what should be the top priority, 
and I submit that helping the small business manager recognize 
that they might have significant computer security ris~ is the top 
priority. 

This is an educational problem, and it is a difficult one to 
manage. We have been trying to cope with this problem for over 10 
years, trying to educate both the small- and large-scale users. But 
we have not been that successful as far as the small business com
munity is concerned. 

However, if we do that-that is, have the small businessmen 
take a look at their operation-they usually find areas for improve
ment and they will take corrective action. 

By taking a more macro approach to the problem-that is, ad
dressing the broader scope of computer security-we will receive 
the side benefit of reducing our risk of computer crime in the proc
ess. 

In short, we encourage our members and nonmembers alike to 
recognize that information is a critical asset which deserves protec
tion just as any other valuable resource; that we caa protect our
selves cost-effectively, as evidenced by the comments we have 
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heard this morning; and we don't have to spend thousands of dol
lars to do so. 

lf we are not intimidated by the black box and we install com
monsense, good business procedures, we can dramatically reduce 
our risk exposure. 

I propose that we refocus S. 1920 to concentrate on raising small 
business management awareness of the need to control information 
resources. Protecting America's small businesses from the threat of 
computer crime would be a natural byproduct. 

With that in mind, I recommend that the SBA's role be as fol
lows: One, the Small Business Administration should take the lead 
in administering the program and should bypass the proposed task 
force. 

Appoint SBA personnel with computer security expertise to as
semble an information resource tailored to the needs of the small 
business, and that is the key, that it be tailored to the small busi
ness user. 

Resources should be eminently practical, providing simple diag
nostic tools for management to evaluate itl~ own risks. For example, 
a manager's guide to asking the right questions. Also, the SBA 
should be making available information on current security prod
ucts. 

Two, distribute information through the existing nationwide net
work of SBA offices and install a feedback channel. 

Three, for small businesses requiring more indepth assistance, 
provide the regional forums that have been Pl·oposed. 

Foul', establish mechanisms to evaluate the success or. failure of 
the program. Does the experience warrant taking more ambitious 
steps in the future? 

If I could make reference to the task force itself, one of the rea
sons I am suggesting that we bypass it relates to the functions of 
the task force. No.1, the gathering of computer crime information, 
trying to get our hands around the problem, would be a wasted 
effort, based on our experience. Knowing that a potential exists is 
sufficient to get cracking, and I would hate to see us lose 18 
months stUdying the problem. 

I am also concerned with the second part of the task force's func
tion, which will attempt to take a reading on what security prod
ucts are out there. That information is readily available, and we 
would be more than happy to provide it to the Small Business Ad
ministration. Many of the security vendors are already participat
ing in our programs. We have a fairly comprehensive listing of 
these firms. 

I certainly welcome the idea of an information resource center. I 
believe that it would be an excellent way to go. 

[The prepared statement and supplemental information of Mr. 
O'Mara follows:] _ 
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STATEMENT OF JOHN C. O'MARA 

EXECUTIVE DIRECTOR, COMPUTER SECURITY INSTITUTE 

~o ~he SMALL BUSINESS COMMITTEE of the UNITED STATES SENATE 

Mr. Chairman and Members of ~he Committee: 

Thank you for ~he invi~a~ion ~o commeni) on S.1920, which would amend 

~he Small Business Act ~o es~ablish a Small Business Computer Crime 

and Security Task Force, recen~ly introduced by Sena~or Tsongas. 

I have been asked to discuss, a.s a for-profit membership organiza~ion, 

~he services. offered by Compu~er Securi~y Institute, along with my 

views a.s ~o ~he role of ~he SBA in computer crime prevention. 

DEsckIPTION OF COMPUTER SECURITY INSTITUTE 

The In!5~i~ute was e.tablishedin 1974 as a membership organization 

dedica~ed to helping compu~er users recognize ~he risks of compu~er 

use and to offering practical, cost-effective ideas on how to protect 

~hemselves. Wecurren~ly serve app,roximat,ely S,OOO melllbers 

na~ionwide. As a.n educational organization (we're not consultants), 

we provide in~\,ormation on all aspects of computer security via 

publications, training, and our Hot, Line service. 

A person or organization jOining tho Ins~i~u~e receives a 500-page 

Computer Securi~y Manual, a newsle~ter every d~her month, and access 

~o our Hot Line servic... The annual membership fee is $B5and 

includes all of the above. Beginning in peptember of ~his year, 

members will receive a~ no additional cost the new magazine Computer 

Security Quarterly. O~fter In~titute services include: 

'-- \ 
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Publica~ions 

• Computer Security Newsletter * 
• Computer Security Journ~l * 
• Computer Securi ty Hand.book ** 
• Computer Security Compliance Test 

• Computer Security: A Manager's GUide (Pure and Simple) * 
[available to the public free upon request) 

Training 

• Computer Security Conference & Exhibition ** 
Last year's 10th Annual conference was attended by 

1,000 people from the U.S., Canada, and overseas. 

• Annual IBM/Amdahl Users Computer Security Wdrkshop ** 
• Regional Seminar program ** -- In 19B4 we are conducting 

19 two- and three-day computer security seminars around 

the country. 

• We will train between 1,500 and 2,000 persons in 19B4. 

Networking 

The Institute acts as a clearinghouse for people ~eeking 

solutions to common problems. We put members in touch with 

one another--ideally, those located near each other. 

------------------------------------------------------------------
* A sample of the publication is provided to Committe~ members. 

** A descriptive brochure is provided to Committee members. 

------------------------------------------------------ I __ ~ ___ ------
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COMMENTS ON COMPUTER CRIME, COMPUTER SECURITY, AND S.1920 

Al~hough I commend ~he in~en~ion of S.1920 ~o assist ~he small 

business communi~y, I submi~ ~ha~'~he bill's focus is misdirec~ed. 

Al~hough computer crime represents a risk to small businesses, it 

should no~be our number one concern. If a comprehensive s~udy is 

conducted to determine the current exten~ of small business compu~er 

crime, I guaran~ee ~ha~ ~he findings will show ~hat i~ is not a 

significant problem. Again, 'i t does represent a ri sk, but we should 
/;, 

not tackle i~ as our firs~ priority. 

What should be the t02 2riority? Helping small business management to 
;) 

beco,llle ~~ that they might be exposed ~o a wide variety of compu~er 

risks. This is an educa~ional problem, and a difficul~ one ~o pull 

off. For ten years, we've been trying to educa~e larg'e- and small

scale. compu~er users to simply tak~ a look at their vulnerabili'bies. 
\~" /" 

If done conscientiously, ~hey usuallY'~:f;.5.nd ","'joom for improvement and 
'.\. 

take some ~ype of.correc~ive ac~ion. But even if they find their 

important applications are under control, fine they will sleep 

be~~er. But ~here's ano~her benefit to be derived from ~aking a more 

macro, "systems" approach to the problem -- installing effective 

controls will simultaneously reduce ~he risk of computer crime. 

In short, we encourage members and non-members alike to recognize that 

informa~ion is a cri~ical asset and deserves protec~ion jus~ as any 

other valuable resource. And we can protect ourselves cos~-

effectively--we don't have to spend ~housands and ~housani.ls of 

dollars. By using sound judgmen~ and no~ being intimida~ed by the 

, 
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"black box," we can install common-sense, good-business procedures 

which will dramat.ically reduce our risk exposures. 

I propose tha~ we refocus S.1920 ~o concentrate on raising small 

business management's level of awareness of ~he need to control its 

information resources. Pro~ecting America's small businesses from ~he 

threat of computer crime would be a natural by-product. With that in 

mind, I recommend that SBA's role be as fOllows: 

RECOMMENDATIONS ON THE ROLE OF THE SBA 

1. The Small Business Administra~ion shol!ld take the lead .in 

administering the program. Appoint SEA personnel with computer 

security expertise to assemble an information resource ~ailored 

tgthe needs of small businesses. Resources should be eminently 

practical, providing simple diagnostic tools for management to 

evaluate its computer risks (e.g., itA Manager's Guide to Asking 

the Right Questions") .•• plus informa,tion on security products. 

Z. Distribute information through the eXisting nationwide network of 

SBA offices and install a feedback channel. 

3. 

4. 

For small business requiring more in-depth aSSistance, provide 

(as originally proposed) periodic regional forums. 

Establish mechanisms to evaluat~ the success or failure of the 

program. Does the experience warrant taking more ambitious 5~eps 

in the future? 

33-723 0 - 84 - 7 
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Me. John O'Mara 
Executive Director 
Computer Security Institute 
43 Boston Post Road 

COMMITTEE ON SMALL BUSINESS 

WASHINGTON. D.C. 205\0 

March 12, 1984 

Northborough, Massachuset'ts 01532 

Dear Mi-\\O'Mara: 

We would \\ike to extend to you our thanks for testifying at 
the M,rch~, 1984 hearing on S. 1920, the S~all Business 
Computer Crime Prevention Act. Your testimony will be very 
helpful to the Members of the Senate Small Business Committee. 

DUe to the time constraints of the hearing, there Were some 
questions we did nc>t get a chance to ask you. In order to 
make the testimony complete, the Committee would greatly 
appreciate it if you would consider ~hese issues now and 
provide written responses for inclusion in the permanent 
hearing record. 

1). Would you agree that the most effective role the 
Federal Government can play in assisting small 
bu::;.\inesses with computer security controls is to 
support and,sponsot educational efJorts in coopera-
tion wi th.ehef~c~~;vate sector? -

2). S. ,1910 s'{{~tes that it will be the function of the 
Task Force to "define the nature and scope of com
puter crimes committed ~gainst small business con
cerns." Can the scope of computer crimes committed 
against small ~usinesses be defined with any certainty? 
Even if it can be, is such a definition af scope 
necessary to facilitate management assistance by the 
SBA to small businesses concerning computer security? 

3). Is there any way of empirically deterr::~ning the 
effectiveness of state legislation as opposed to 
security equipment in preventing computer crimes 
against small busimess concerns? 
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4). Is it nece~sary for the SBA to create a resource 
center as called for by S. 1920 in order to meet 
the information and assistance needs of small busi
nesses concerning computer security? 

5). There is general agreement about the need to educate 
the small business community about computer security 
controls. The SBA is ready to proceed immediately 
to provide information to small businesses on computer 
security. Do you support the SBA approach to proceed 
without the task force and 18-month study period? 

Please send your responses to Mike Morris, Counsel of the 
Small Business Committee staff ~t 428A Russell SeQate Office 
Building, Washington, D.C. 20510. Should you· have any questions 
about the hearing or this request, please feel free to call 
Mr. Morris at 224-2016, or Alan Chvotkin, Minority Chief 
Counsel, at 224-8497. 

Thank you in advance for your cooperation and prompt atten
tion to this matter. Again, your participation in this 
hearin.~ was greatly appreciated. 

, ) 

\ !Jffi~ /' 
PA~L TSONGAS .'I 
United States Senator 

G 

LOWELL WEICKER, Jr. 
cChairman . 

Senate Committee on 
Smqll Business 

~ ___ i ________ _ 
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43 Boston Post Road • Northborough, Massachusetts 01532 

(617) 845-5050 

March 26, 1984 

Senator Lowell Weicker, Jr. 
c/o Michael Morris 
u.S. Senate Committee on Small Business 
428A Russell Senate Office Building 
Washington, DC 20510 

Dear Senator Weicker: ,; 

Thank you for your March 12th letter (received 3/21). My responses to 
your five questions are as follows: 

1. I agree that ~ of the ways the Federal Government can help 
small businesses protect themselves is to support and sponsor 
educational programs focused on computer securi~y controls. 
I support a cooperat~ve effort with the private sector only if 
it delivers highly practical, tailored informat10n on a cost
effective basis. 

2. I believe computer crime in the small business community is D2t 
a significant problem (although the potential certainly exists). 
Even if it were a serious problem, however, our experience . 
indicates that attempting to quantify it would prove fruitless. 

The SBA can be of great help to the small business community 
without the'; definition/quantification of computer crime. In 
fact, we might well do'a disservice by concentrating on that 
area. It would be far better to encourage small businesses to 
evaluate their computer systems in terms of their total risk. 
By taking a macfro view and installing appropriate"comprehensive 
controls, we will greatly reduce all our DP-related riSkS ••• 
including our crime risks. 

3. To reply to your question, "Is there any way of empirically 
determining the effectiveness of state legislation as opposed 
to security equipment in preventing computer crimes against 
small business concerns?" -- ~ .sJ2 n2t lm2il .Qf ~. 

ADVISORY COONCIL • Robert, P. Abbott, Presldcn~ EOP Audit Controls. Brandt R. Allen. Ftofessor, C.Inlvernity of Virginl •• Undsay Lalre BaIrd. Jr.. 
President, Info-System Safeguards. Robert P. Bigelow. Attorney at Law. Peter S. Browne. Vice President, Bums International • Robert H. Courtney. J~. 
President, Robert Courtney. Inc. • (luY R. MlgBacdo. Managing Olredor, Marsh & Mclennan, Inc •• John 1: Panagacos. Manager of Delli Ftotectlon, The 
Equitable Ufe Assumnce Sodety • Donn B. Puker, Senior ~\!Inagement Systems Consultant, SRI International • 
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4. Since the computer security needs of small businesses are not 
being serviced, it makes good sense for the SBA to take the 
lead and ~ ~ resource center as proposed by 8.1920. 

5. I emphatically support the SBA approach to proceed without the 
task force and l8-month study period. I believe the estab
lishment of a task force "to study the problem" would be an 
egregious waste of qur resources. (I would be happy to elabo-
rate if you feel it is necessary.) . 

~ additional comment. After participating in the March 7th hearing, 
1t occurred to me that we generated a great deal of negativism. I 
think it is important to recognize that, in addition to all the problems 
(real and imaginary) discussed, we failed to identify a tremendOllS 
oRPortunity. , 

Certainly small bUSiness, as a group, is at serious risk with regard 
to computer security. The key reason is 19&k .Qf management awareness 
of their computer vulnerabilities (and not their lack of resources, as 
we've been hearing). However, with proper eduCation and the avail
ability of effective tools, small businesses can dramatically reduce 
their risk, and they can do it without spending an inordinate amount 
of time and mone},. . 

Alld the opportunity? If we are successful in getting businesses to 
think and act with a security mind-set now, when they (and their EDP 
systems) are small, we can expect security to become embedded .in .their. 
~ process. And, as we all know, the most effective, most econo
mcal controlS are those which are incorporated at the deSign stages. 
This opportunity is particularly apparent to data security officers 
responSible for large-scale systems where security was an afterthought 
(currently the norm, not the exception). As a result, they must now 
deal with horrendous security problems'on a patchwork, piecemeal basis. 
Their attempts to secure distributed networks with hundreds of users 
and dissimilaz; equipment converts to a difficult if not impossible task. 

In summary, we enthusiastically support a modified verSion of S.1920 
in which the Task Force is eliminated and the SBA imm~di~tely estab
lishes an information resource center and regional trainin~ programs. 

" 

jco/rkw 
cc: Senator Paul TsoDgas 

JQJm C. O'Mara 
E~!ecutive Director 

STITUTE 
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Senator TSONGAs. Those c~mments have been suggested by 
others privately, so we are looking at that. 

DAVID P KAISER UNDERWRITING OFFICER, 
STATEMENlT. ~~UL FIRE AND MARINE INSURANCE CO. 

Mr. KAISER. Mr. Chairman, it js a pleasure to be here this morIlL-

in~ tor TSONGAS. Do you still have snow out there in Minnesot~? 
Jna KAISER Well you inquired why there were so many peop e 

r. . h ' I thO k't has to do with the weather. 
from Minne~ota ~re. und~r~iting officer from St. Paul Fire and 

I ~m DI aVId KalsCero' I am responsible for the insurance prodQ,cts Marine nsurance . . 
that we have for ~omdPuter-~tetlate!:;::~nt which I will summaJ:ize. 

We have submltte a wrl en . I? ' 

Sena~;>: TSONXAS. 'X~:~eiSo~°fuebU~~~~~ti~':r ~~~~sota wtt~ a 
Mr . .n.aISER. ~~a. d' I d I have been WIth 

B.A. degree in pohtIcal. sCI~nce an sdOCIO o.V' ad'vision for thf~ last 
St. Paul Fire and Marine In the un erwrI lng I 

11le~::~r TSONGAs. It is ratheI'd i~tere~ti~g :~~ :b~sf:~~l(~rw~~ 
have been here have backgroun SIn CrImlnO d en ·neeJ;ing. I 
litical science as oPhPosed to I t~: te~~!'!~rth:I~~~mes?grIs that it? suppose those are t e peop e a, 

. [Laughter.] ld b! 

~r. ~~ERp;,3a~~~~duc:ci. the first insurance policy speQi~lly 
desi;":d fo~ computer operations in 1961. Since that time're ave 
remained-- ,. I, 

Senator TSONGAs. 1961? . h • ined in 
M KAISER 1961 correct. Since that tIme, we ave remt 

r·· t · of 'leade;ship in providing insuraI?-ce products .for com-
a pasl Ion .. ganlzatIOns 
puter users and data p:rhoceS~lng S~StC~~~1 and I al~o believe they 

My remarks reflect t e VIew 0 ., 'd thO t e of 
reflect the views of most of the insurers that prOVI e lIS yp 

insurance. . the role of the SBA 
You have invited our comment~ conCe~nlng. olv~ment in im

in the preventicj\fl of co.mputer Crime an our Inv 

prw°vinb
g l?mp~~: SBcAr:%;.st previde the major stakehold:ers i~ the 

e e Ieve . ft for the exchange of Ideas 
~~dv~:i~~~~10~~~~;~~t~::f~r~h~rfor:mul~tion of solutions to this 

pr~em, anth~e~;j~Te~~~~!~~d~;so~~h:: ~:~:~~~n of computer 

~~? Ob~ious!y, dSru.! bus':~:i! ~c~~!p~:~':'an~f~~!~~r ~d 
~~f;:a::s~:~:l:~~s. efu~~~ance compan~s have ta large stake In 

't nd of "'ourse lawenlorcemen . . computer secun y, a , \..h 't et together to discuss theIr 
These are the people w 0 lIl:us'G! g nd methods to pirevent com

mutual problems, agree to solut~oniSa ~'. the abilities that each of puter crime based on the reSOUI ces anu 
the individual groups possesses. 

\ « .. I 

-, 99 

We do not feel that anyone of those stakeholders has a signifi
cant grasp of the entire problem, and only by bringing them to
gether can they share the abilities that they have individually. 

As one of the stakeholders in the prevention of computer crime, 
what have we in the insurance industry done to promote computer 
security? We have offered policies to provide financial protection 
against computer crime losses. In the small business area, we have 
offered limited loss prevention advice to go along with those policies. 

Senator TSONGAs. Can you give me an example? Let's take that 
company in Massachusetts that was referred to. They call you up. 
What happens? , 

Mr. KAISER. They would call an agent of our company and in
quire about a policy to protect them from computer crime. Vie get 
a simple application basically describing what their system is, what 
types of systems they have in place to protect themselves. 

An underwriter at the insurance company will look at that and 
determine if the basic protection is there. If not, we will suggest 
that the person applying for insurance do some basic things. 

In small businesses, we don't collect enough premium for insur
ance to individually tailor a loss prevention program for them, so 
what we do is say, Lock up your room, change your passwords, the 
commonsense type approaches. It is surprising the number of busi
nesses who don't use the commonsense approaches. Beyond that, 
there is very little that we provide for the small business. 

Senator TSONGAs. If you have a larger client~ a Fortune 500, for 
example, what happens? 

Mr. KAISER. With a Fortune 500 company, we will get into the 
close scrunity of their current security systems and their disaster 
recovery plans substantially more. We want to know the ins and 
outs, and we will get experts either that are on OUr own staff or we 
will hire consultants to help us in evaluating the secllrity. 

''Y ~ hav~ been. trying to brin~ ~ttention. to the pro~le!D' We have 
been workIng WIth trade aSSOCIatIOns, bUSIness aSSOCIatIOns, bar as .. 
sociations, the media, insurance professionals, and, public interest 
groupS, trying to focus the attention of people on computer security 
and computer crime. 

We attempt to improve security through the loss prevention 
methods that I have mentioned, as well as working with vendors of 
security systems and,:>devices, consultants, and larger computer 
users. We take what we learn from the larger computer users and 
try to make that information available to our smaller customers. 

These efforts, though, have had limited success. We have been 
talking with each of the other major stakeholders in the problem, 
but not as a group. There is very little communication between the 
stakeholders. It has been a one-on-one type of thing. 

While we have begun this dialog with the various stakeholders 
we feel that we have not initiated any meaningful effort to provide 
a forum for discussion of computer crime and cannot initiate such an effort. 

A forum for the sharing of information and resources is required 
to address the problem comprehensively. It can only be done 
through the auspices of someone like the SBA. 
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We have discussed the attention that is currently being paid to 
the problem, particularly in the media, and the question has come 
up, do we really need to create a task force? We feel there is no 
clear understanding of the scope of computer crime. 

Computer users and data processing service professionals all 
agree that only the tip of the iceberg is known; that we really have 
no idea how big the problem is. 

All four of the stakeholders that I mentioned in computer securi
ty address the problem, but it is from their own point of view. The 
exchange of information is extremely limited between these groups. 
They don't often talk the same language. There is very little uf,lder
standing that occurs when we are talking different languages. 

Il1surance companies say you need to buy more insurance. The 
vendors of computer systems, security systems, say, "Let's have 
some more security systems." Law enforcement people and lawyers 
say, "Let's have some more laws and tougher enforcement." The 
small businessman is sitting there wondering, is my problem signif
icant enough that I need to spend the mOrley to protect myself 
from computer crime? 

Most of the attention is centered on the larger risks, the larger 
computer users, the larger data processing services organizations. 

One problem we find is that there is no commonly agreed to 
yardstick for the measurement of the effectiveness of security sys
tems or devices. The small businessman has no basis of comparison 
between one system and device and another. Not knowing the lan
guage, not knowing the technology, they are at a loss. It is not like 
a burglar alarm system where there are standards set and that 
standard means something to people. You have a local alarm 
system or central station. That is all a person needs to know to un
derstand the protection that he is getting. 

Through a forum under the auspices of the SBA, these stakehold
ers can exchange information with each other and agree to 
common approaches to preventing computer crime. The major 
stakeholders in the prevention of computer crime have had only 
limited success in seeing beyond their own field of expertise. The 
actions and activities of these groups are disorganized and fail to 
focus on a comprehensive and cohesive approach. 

The passage of the bill before you will provide the major stake
holders in the prevention of computer crime a forum for the ex
change of ideas and information, a structure to focus on compre
hensive solutions to the problem, and help in educating all of those 
involved. 

Thank you. 
[The prepared statement of Mr. Kaiser follows:] 

). 

I 

r , 

I 

101 

STATEMENT BY 

DAVID P. KAISER, UNDERWRITING OFFICER. 

ST. PAUL FIRE AND MARINE INSURANCE COMPANY 

BEFORE ~"HE 

SENATE COMMITTEE ON SMALL BUSINESS 

March 7. 1984 

Computer crime and its ramifications for small businesses are a new phenomenon 

in our society. As one of the leading computer insurers, we at The St. Paul 

have long been aware of the threats of criminal computer activity. Through our 

work with the American Electronics Association (ABA) and the Association of Data 

Processing Service Organizations (ADAPSO) we keep in close touch with developing 

problem areas and the growing technology to meet security needs. The network of 

information for l~rge data centers is well established and security expertise is 

cost/effective for both businesses and law enforcement agencies. Computer theft 

or vandalism in a large data center quickly hits the six digit mark and qualifies 

as major crime. Legal and technical expertise has focused its attention in this 

area for some time. 

Not so with small business and its computers. Technology for the small business 

computer itself isrea+ly in a developmental stage. The security threats to 

that technology similarly develop in response to new criminal opportunities. 

But we are confident that computer crime as it threatens small businesses is a 
... 

very real and growing social and economic problem. 

The issue of computer protection for small businesses becomes a problem because 
, 

small businessowners fail to recognize existing dangers. Other perils such as 
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fire. flood or wind damage have predictable re~ults due to the fact that humanity 

has suffered their effects for centuries. 

Computers and their role in business life are a new and developing phenomenon. 

Threats to their operation go beyond traditional perils,. And new threats emerge 

every day. The extent to which a business may have become dependent on the 

computers' operation is not really understood or appreciated -- especially in 

small or new businesses. where day-to-day existence may be the top priority. 

So small businessowners fail to build into their business plans the costs of 
,\(1 " 

securing their computer systems once they have purchased them. In addition. as 
/ 

standard property insurance forms gradually expand to cover physical damage to 

computers. businessowners are lulled into believing they have purchased 

protection and the need for risk management efforts. such as security safeguards 

and data protection devices. is taken ~a~e of. 

The task before all of us is to find the best ways to prevent computer crime 

from reaching large proportions in the small business environment. 

What;. .is needed, in our view is a cooperative effort,between the makers of 

~omputer security, devices. the computer users themselves. insurers and law 

~nforcement agencies at every level. This cooperative effort should be to focus 

public attent,;Lon on the poterfl:ial perils of this developing technology. 

>-"-':~',. 
)) 

From oU1's-?erspective. each of these groups presently has little knowledge of the 

others' concerns or the extent to wl1ich each group is aware of the problem. 

( 
~ 
: \ 

if 
I, 

~ 
~ 
II 
i ~ 

rj i, 
i~ 
) .~ 

I 
1·., , 

j 
J. 

~ r 
~ ,I , 

r) 

(~ 

103 

Computer security specialists tell us the. same thing. In addition, small 

business computer theft or ~buse iSll't document.edp nor. m some cases. 'is it 

even rep~rted. Fear of loss of customer conf~dence keeps computer crime under 

wraps. Lack of a centralized system for quantifying and reporting such crimes 

keeps law ellforcement officials in the dark. And the changing nature and , 
capabilitr of the technology prevents small businessowners from feeling confi

dent about making decisions about security devices. 

We think two things are needed. The first is to provide a forum for these 

groups to gain Common understanding of the problem. We at The St. Paul often 

find ourselves caught between computer users who are searching for adequate 

security measures and the computer security experts who are developing the 

technology. Neither is talking the same language. Nor do they share a common 

un'de.;i1tanding of the problems. 

Before we can hope to find solutions to the computer crime problems of small 

businessoWners. we need to arrive at a common definition of the problem. The 

only way we'll find solutions is if all the parties understand each others' role 

in deterring, computer crime. The vehicles for this vary. But the need. in our 

minds. to reach common understanding. is critical. We believe the most effec-

tive way of achieving this is through the process outlined in the bill before 

you today. 

The second thing that's needed is a recognized evaluation source for computer 

security devices. It's needed by small businesses. law ~nforcement agencies. 

computer security experts and insurers alike. For those of us in the insurance , 
business, however. there are. obvious analogies. In order to underwrite fire I 

fo. 
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insurance. we have nationally tested sprinkler systems to require and rely on. 

In order to write burglary insurance. burglar alarms'. tested and approved by 

Underwriters Laboratory. are widely' available. 

No such standardized technical evaluation source exists in the computer industry. 

Until it does. all of the groups with a stake in small business computer crime 

will be without a bencbmark for evaluating relative costs and protection 

capability and adequacy. And. the insurance industry cannot reasonably 

recommen~ tools for loss prevention. 

We cannot predict where such a standard evaluation system should ultimately 

reside. Existing precedents. such as Underwriters Laboratory. have developed in 

the private sector. On the other hand. if work is already underway in the 

National Bureau of Standards. perhaps it should be allowed to progress there. 

It is. however. our belief that without systematically evaluated security 

devices. progress in minj~zing small business computer crime will be limited. 

And. without a common understanding of small busine5s computer crime, all those 

concerned with the issue cannot hope that the adequate devices will be 

developed. 

We at The St. Paul. because of our long history and obvious buSiness stake in 

this issue •. are eager to playa role in reaching tnese two objectives. WI;! 

want to see the security analysis available to our potential customers. But 

more importantly. we look forward to the day when the threat of computer crime 

is not so potentially harmful because s~ll business will have made themselves 

less vulnerable than we believe they are today. 
'. 
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Senator TSONGAS. Do you have any kind of group coverage for 
small businesses? For example, if SBANE approached you for some 
kind of group plan, are you in a position to provide something like 
that? . 

Mr. KAISER. Yes, we are. We currently have programs for the As
sociation of Computer Users, which p:r;-ovideB physical damage cov
erage including theft for the computers, the software, the media, 
and data. 

We have a program for the Independent Computer Consultants 
of America, which is a group of small computer consultants. We 
also have a program for the Association of Data Processing Service 
Organizations, which is primarily the larger computer users and 
data processing service organizations. 

So, yes, we would like to be of help. We can get the cost down 
and we can provide loss prevention services to these people much 
more efficiently. . . 

Senator TSONGAS. Give me an example of a daim made against 
the policy. 

l\ir. KAISER. A common claim is what we call a head crash. Some
thing in the machine goes wrong. The media may be destroyed and 
the data may be destroyed. We provide insurance coverage for the 
cost to re-create what was lost or damaged. .. 

There may be v~ndalism, getting back to your disgruntled em
ployee that destroys the records. We will provide the financial as
sistancefor the customer to re-create those records. 

If accounts receivable are lost, we will provide financial assist
ance to re-create the record as well as to reimburse them for ac
counts receivable that are just lost, that they cannot bill a custom
er for. 

Senator TSONGAS. How do you determine that? 
Mr. KAISER. Based on past records. Looking at the last 12 months 

,of records, you can determine what approximately the accounts re
ceivable for that month should have been and what he actually col
lected, and then we pay the difference. 

Senator TSONGAS. How often have you had experience where 
someone's accomlts receivable were destroyed? 

Mr. KAISER. It isa very uncommon occurrence, and with keeping 
of proper duplicate records it is a very minor loss to most business
es. 

Senator TSONGAS. Caused by whom? 
Mr. KAISER. Generally, it is caused by a physical problem-fire, 

water damage-rather than a person getting in and scrambling the 
records. 

Senator TSONGAS. Have. you had examples of individuals in a 
company committing computer crime and then having claims made 
against you? 

Mr. KAISER. Yes, we have. The accounting and bookkeeping func
tion of any company is the primary source of those types of claims, 
where it is someone within the corporation who is channeling 
funds away from where they are supposed to be, and that is a 
common coverage that most companies do buy. ., 

Senator TSONGAS. If somebody makes a claim, they have to know 
that they have been victimized'~ by definition. In what percentage 
of those cases is the perpetrator discovered? 
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Mr. KAISER. If it is a person within the small business we have 
very good success in identifying the person through standard 
means-finding out one of the employees whose standard of living 
has changed si:..gnificantly. For someone outside the corporation, it 
is far more difficult. Small business people are probably not going 
to spend the money to attach a device to their system that tells 
them who is trying to get into their system, their telephone 
number, that type of thing. , 

Senator TSONGAS. Do you find any correlation between people 
who buy your insurance and sort of going past the problem in their 
own minds and not taking the precautions? ' 

Mr. KAISER. We find that to be far more common than we would 
care to think, or we would care to have; that many people feel that 
the buying of insurance is all they need to do, and then ignore the 
security measures that need to be taken. 

We provide coverage under our policies for mechanical break
down of computer systems, errors in design or manufacture, so that 
if a computer breaks down, we will reimburse people for the cost to 
repair the damage. 

Most computer users should buy a service contract from the 
manufacturer; then the manufacturer agrees to fix anything and 
everything that goes wrong with the machine. 

When we began to provide coverage for losses that are covered 
by a service contract, most customers started dropping the service 
contract because the insurance was cheaper. We find that to be be
ginning in the computer security field, also. 
, Senator TSONGAS. Would anybo~y like to comment on the re

sponses of anybody els~ on the panel? 
[No response.] " 
Senator TSONGAS. We have questions here which we wiH, submit 

to you, and we would appreciate it if you could respond in"Writing. 
[Subsequent information was received and follows:] 
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~Cni£c() ,.${ct{c.G ..$cnctlc 
COMMITTEE ON SMALL BUSINESS 

WASHINGTON. D.C. %0510 

March 12, 1984 

St. Paul, Minnesota 55102 

Dear Mr. Kaiser: 

We would like to extend to you bur thanks for" tes~ifying at 
the March 7, 1984 hearing on S. 1920, the Small Business 
Computer Crime Prevention Act. Your testimony will be very 
helpful to the Members of the Senate Small Business Committee. 

Due to the time constraints of the hearing, there were some 
questions we did not get a chance to ask you. In order to 
make the testimony complete, the Committee would greatly 
appreciate it if you would consider these issues now and 
provide written responses for inclusion in the permanent 
hearing record. 

1) • 

2) • 

3) • 

Would you agree that the most effective role the 
Federal Government can play in assisting small 
businesses with computer security controls is to 
support and sponsor educational efforts in coopera
tion with the private sector? 

S. 1920 states that it will be the function of the 
Task Force to "define the nature and scope of com
puter crimes committed against small business con
cerns." Can the scope of computer crimes committed 
against small businesses be defined with any certainty? 
Even if it can be, is such a definition of scope 
necessary to facilitate managem7nt assistance by ~he 
SBA to small businesses concernlng computer securlty? 

Is there any way of empirically determining the" 
effectiveness of state legislation as opposed to 
security equipment in preventing computer crimes 
against small business concerns? 

Q 

1.1 
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4). Is it necessary for thfSBA to create a resource 
center as called for by S. 1920 in order to meet 
the information and assistance need~ of small busi
nesses concerning computer security? 

5). There is general agreement about the need to educate 
the small business community about computer security 
controls. The SBA is ready to proceed immediately 
to provide information to small businesses on computer 
security. Do you support the SBA approach to proceed 
without the task force and 18-month study period? 

Please send your responses to Mlk'e Morris, Counsel of the 
Small Business Committee sta~f at 428A Russell Senate Office 
Building, Washington, D.C. 2051D. Should you have any questions 
about the hearing or this request, please f~el free to call 
Mr. Morris at 224-2016, or Alan Chvotkin, Minority Chief 
Counsel, at 224-8497. . 

Thank you in advance for your cooperation and prompt atten
tion to this matter. Again, your participation in this 
hearing was greatly appreciated. 

;YJ-;;;~ --
PAUL TSONGAS ~ 
United States Senator LOWELLWEICKER, Jr. 

Chairman 
Senate Committee on 
Small Business , 
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St. Paul Fire and Marine Insurance Company 
385 Washington Street, St PaUl, Minnesota 55102 
Telephone (612) 221 7911 \ 

ProPertY & IJabtlily 
Insurance 

April 5, 1984 

Mr. Mike Morris 
Courlselj Small Business Committee 
428A Russ~ll Senate Office Building 
Washington, D.C. 20510 

Re: S. 1920 

Dear Mr. Morris; 

The following are any responses to the additional questions posed by the 
Committee in the letter from Senators Tsor-gas and Weicker March 12th. 

Questions: WOUld you agree that the most effective role the Federal Government 
. can play in assisting small bUsinesses. with computer security controls is 

to support and sponsor educational efforts in cooperation with the 
priv<;.te sector? 

Response: 

Question: 

This is the most effective long term role. Both the Federal 
Government and the private sector have unique resources and abilities 
available to them that when combined in an educational effort wlll be 
effective. 

S. 1920 states that it will be the function of the Task Force to "define 
the nature and scope of cOmputer crime committed against small 
business concerns." Can the scope of computer crimes committed 
against small businesses be defined with an!' certainty? Even if it can 
be, is such a definition of scope necessary to facilitate management 
assistance by the SBA to small businesses concerning computer 
security? 

II 

Response: In order to provide small business the most comprehensive information 
possible to combat computer crime all types and methods of computer 
crime must be .known. Even if all types of computer crime and means 
of perpetrating it are known, I do not believe all that Imowledge 
currently resides in one person or organization. . 

In order to convince small business that computer crime is a problem 
that deserves their attention and action the scope of the problem must 
be reasonable well defined. Again, this information is not currently 
collected by anyone organIzation. The collection of this information 
should take a relatively short period of time. 

Property and Liability Affiliates of The SI. Paul Companies Inc.: St. Paul Fire and Manne Insurance Company' St. PaUl Mercury Insurance Company 
The St. PaullnsullInce Company 1 St. Paul Guardian Insurance Company I The St. Paul Insurance Company of Illinois 
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Question: Is there. any way of empirically determining the effectiveness of state 
legislation as opposed to security equipment in preventing computer 
crimes against small business concerns? 

Response: While this is not an area in which I am an expert it would seem that in 
the strict sense of "empirical" the answer is no. However, I do believe 
that generalizations can be inferred from studying how both 
mechanisms function to deter the various types of computer crime. 

Question: Is it necessary for the SBA to create a resource center as called for by 
S. 1920 in order to meet the information and assistance needs of small 
businesses concerning computer security? 

Response: Most definitely! The various resources available in the Federal 
Government need to be available in ~ location. In addition, 
information available from the private sector, state and local 
government could be made available through the same center. I cannot 
emphasize too much the need for business to have one easy to contact 
center for information and one easy to contact center for those 
concerned about computer crime to make available information and 
resources they have. 

Question: There is general agreement about the need to educate the small 
business community about computer security controls. The SBA is 
ready to proceed immediately to provide information to small _', 
businesses on computer security. Do you support the SBA approach to -
proceed without the task force and l8-month study period? 

Response: The SBA will be making available information currently on hand or 
currently in process. This information does not have the input of the 
insurance market, probably very little if any input from security 
expe~ts or' business consultants who know first hand the pract1cal side 
of small business capabilities and willingness to confront this prpblem. 
I have additional concerns about the quantity and quality of input from 
local, state and federal law enforcement, elected representatives and 
people in small business. 

It appears the SBA has decided what the problem is, how large the problem is and 
how to deal with the problem without the input of those most affected by the 
problem. 

opportunity to present my views. 
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Senator TSONGAS. Let us take 20 minutes and hear from the ad
ministration about their reactions to all of this. 

Thank you very much. 
Mr. Thomson of SBA and Dr. Katzke of Commerte. 

STATEMENT OF JAMES THOMSON, ASSOCIATE ADMINISTRATOR 
FOR MANAGEMENT ASSISTANCE, SMALL IIJUSINESS ADMINIS
TRATION, ACCOMPANIED BY JOHN BJORK, COMPUTER SECURI
TY PROGRAM MANAGER; AND JOHN SWEENEY, DEPUTY ASSO
CIATE ADMINISTRATOR FOR MANAGEMENT ASSISTANCE 

Mr. THOMSON. Mr. Chairman, I am the Assoeiate Administrator 
for Management Assistance in the Small Business, Administration, 
and I have been for the past 15 months. Prior to that, I was in the 
small business community in Illinois for a period of 21 years, from 
purchasing to sales to sales manager to president of a small manu
facturing company. 

I have a bachelor's degree from Bradley University back in 
Peoria, Ill. 

On my right I have John Bjork, who is the Computer Security 
Program Manager for the Small Business Administration; and I 
also have John Sweeney, who is my Deputy Associate Administra
tor in Management Assistance in the SBA. 

Senator TSONGAS. Do we have a copy of your statement? 
Mr. THOMSON. Yes, sir, you should. 
Mr. Chairman and members of the committee, I am pleased. to 

appear before you today to discuss an issue of increasing signifi
cance for the small business community, computer security. 

We commend you, Senator, and also Senators Nunn and Bosch
witz, for sponsorin.g S. 1920, a bill to establish a small business 
computer crime task force. This legislation is heightening the 
awareness of the critical need to assist small business to combat 
computer crime and abuse. 

The Small Business Administration looks forward to cooperating 
with others to help small businesses improve the management of 
their)' computer technology and to encourage them to protect it 

c->from abuse. 
I will first present the agency position on the legislation at hand 

and then elaborate on a variety of efforts to reduce computer 
crime;) While we agree that computerc.rime is a legitimate, grow
ing small business concern, and that the. Federal Government is 
rightfully charged with the responsibility to help educate the. small 
business community to protect itself from these abuses, SBA 
cannot support enactment of S. 1920 for the following reasons: 

It is not necessary to establish a special task force to study the 
impact of computer security problems on small businesses. The 
general area of computer crime and abuse has been sufficiently 
studied and researched by Federal and private specialists, and all 
concur that the lack of computer security controls poses a serious 
threat for large and small businesses alike. 

The bill calls for the task force to define the nature and scope of 
computer crimes against small businesses. This would be extremely 
difficult to pinpoint exactly, particularly al) to scope, because stud-
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ies on computer-related crime do not necessarily difuerentiate be
tween large and small companies. 

Small can range from a sole proprietorship to a relatively large 
concern wit? millioJ?s of dollars in sales and hundred of employees. 
And, most I~portantly, from a computer security standpoint, it is 
the complexIty and extent of the data processing function and the 
nature of the business-not the size of the company-that deter
mines vulnerability. 

Finally, because only a very low percentage of computer crime is 
repor~ed, it would ~e an enormous, expensive task to reach any 
meanIngful conclUSIOns about the unique susceptibility of small 
businesses to computer crime. 

The legislation ~so requires the task force to ascertain the effec
tiveness. of State legish~tion an~ available security equipment in 
preventing computer CrIme against small businesses. While some 
States have laws geared to deterring computer crime it would be 
expeedingly difficult to determine their precise impact'on computer 
CrIme. 

Available technical,. administrative and physical security con
trol~, as well ~s securIty awareness programs for data processing 
e.nvironments," however, provide excellent barriers to minimize the 
lIkelihood of comput,er-related crime and abuse. 

Senate bill 1920 also. inclu~es a provision mandating that the 
t~sk force ~nd the NatI~:mal Bureau of Standards de1velop guide
lInes to assI~t ~mall bU~Ine~ses evaluate the security .of computer 
syste:ms. ThIS mformatIOn IS already available from the Federal 
Government and the private sector, and more is published every 
day. 

W e ques~ion the wisdom of establishing a special task force to 
stud~ a.. tOPIC already so thoroughly researched. We propose instead 
to el.ImInate the formal study phase and proceed immediately to 
proVIde stat~-of-the-art information to small businesses on ~omput
er-rel.ated crIme and abuse, along with management assistance on 
assocIated computer security controls. i 

Vf e have had very few requests for computer securi~y assistance, 
~hlCh leads us to belIeve that many in the small business commu
nIty a~e not ~ufficiently concerned about its damage potential. Con
v~rsatIOns With the Computer Security Institute confirm our expe
rIence. 
Ma~y small businesses have yet to learn how to use computers 

eff~ctIvely, how to protect their information, and how to safeguard 
theIr computers from accidental and deliberate misuse. We want to 
educate our small business constituency. 

SBA h~s already taken some important steps within our manage
ment ass.Istance program. As you know, in recent years manage
ment ~sslstance has developed a large network of voluntary and co
ope.r~tIve resources .. Together they multiply and augment MA's 
trainIng and counselIng efforts, making it possible for the agency 
to help many more small businesses than could be reached by SBA 
staff alone. 

As fi delivery m~chanism for information on computer fraud and 
securIty, we have In place the following local networks: SCORE and 
ACE, .S~DC' s, the SBI's, .chambers of commerce, and the American 
AssocIatIon of CommunIty and Junior Colleges. In addition, we 
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have a large network of organizations who have signed statements 
of cooperation with the management assistance program to help 
wherever possible. 

Using these delivery systems, we are implementing the following: 
One, pUblication of a Small Business Administration brochure enti
tled, "Computer Security Considerations for Small Business Sys
tems." This publication will provide guidelines on technical, admin
istrative, physical, personnel, and communications cont.rols avail
able to small businesses to safeguard hardware, software and infor
mation from espionage, fraud, sabotage, and loss from theft and en
vironmental threats. Also included will be a recommended reading 
list on these subje~ts. 

Two, stocking of the National Bureau of Standards computer se
curity bibliography covering their pUblications on the topic. This 
includes new pUblications on protecting small computer systems. 

Three, stocking of the Computer and Business Equipment Manu
facturers Association's comprehensive bibliography of books, stud
ies, articles and publications on computer information security. 

Four, computer security film, "Time Bomb," available from SBA 
for viewing. 

Five, addition to SBA publications on purchasing personal com
puters, addressing security controls. 

Six, periodic participation in conferences and workshops by SBA 
computer security manager. 

We would also be pleased to receive additional suggestions from 
you. 

Mr. Chairman and members of the committee, SBA needs your 
assistance to develop the link between the private sector and the 
Federal Government to deliver current knowledge on computer se
curity to the small business community. As you know, we are pro
hibited from cooperating with profitmaking organizations in pro
Niding counseling, training, and other varieties of management as
sistance. 

Senator Weicker has introduced a bill, Senate bill 1203, which 
would amend the Small Business Act to permit us to cooperate 
with profitmaking organizations in providing management assist
ance to small businesses. We urge prompt, favorable consideration 
of this legislation. 

The use of profitmaking institutions in our training delivery 
system would help us improve SUbstantially both the quantity and 
quality of our management assistance programs. It would accom
plish several valuable goals. It would provide access to training re
sources unavailable in the nonprofit arena. 

For example, in the fields of computer technology and communi
cations, almost all resources are .concentrated in profitmaking 
firms. A major thrust in these and other high-tech fields is toward 
small business application. The agency must be able to assist small 
businesses in these crucial areas. Access to the revolution in infor
mation science will make the difference in survival or failure of 
many small businesses. 

Enactment of this legislation would allow us to use the contribu
tion already made by profitmaking resources and permit a cost-ef
fective expansion of these contributions. Currently, we may use do-
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nated resources such as training facilities and speakers, but we 
cannot accept the contributor as a cosponsor. 

Further, we may enter into contracts and pay firms and profes
sionals to provide training. We are confident that we could per
suade many of these valuable resources to act as cosponsors free of 
charge. 

Vie understand and share the concern that the Federal Govern
ment should not appear to endorse particular products or services. 
The authority given to the management assistance program to co
sponsor training with profitmaking institutions would be strictly 
controlled. 

Before any consponsored events are undertaken, the program 
and the cosponsor would enter into a written agreement to define 
clearly the cosponsorship terms. While I think that you would 
agree it is only fair that the cosponsor be identified in any material 
describing the event, no situation or statements will be permitted 
to allow the cosponsor to publicize his product or service. 

The involvement of the private sector in assisting small business 
is an important end in itself. This end is enhanced by the fact that 
this involvement may provide small business its only access to crit
ical technology. The authority to cosponsor with these institutions 
will broaden our ability to encourage economic integration and 
have a direct effect on the survival of small businesses. 

The concern of a profitmaking firm unfairly promoting its prod
uct at the expense of our reputation is a real one. It is manage
ment's responsibility to assure that this does not occur. Maintain
ing our present restricted statute, while perhaps allowing us to 
avoid that responsibility, causes the loss of meaningful, cost-effec
tive assistance to the small business community. We urge you to 
enact legislation to correct this inequity. 

Mr. Chairman, this concludes my statement. I will be pleased to 
respond to any questions that you may have. 

[The prepared statement of Mr. Thomson follows:] 

L \ . 

~ 
I' , , 1 
, i 

j, 

'! 
./ 
'~ 
, j 

I 
: f 
IJ 

)f 

II 
N [, 

~l 
\.~ 

;} 

~ 
i 
1 
£ 
! 
f 
I 

I 

, 

I 
I 

, 

Li 

I 
I 
I 

, .. 

115 

SD1\. U.S. Smlall Bu..mels Administration Washington. DC 20416 

STATEMENT OF 
JAMES THOMSON, ASSOCIATE ADMINISTRATOR 

FOR MANAGEI~ENT ASSISTANCE 
SMALL BUSINESS ADMINISTRATION 

BEFORE 'i:'HE 
COMMITTEE ON SMALL BUSINESS 

UNI'i:'ED STATES SENATE 

March 7, 1984 

MR. CHAIRMAN, HEMBERS OF THE COM!lITTEE, I AM PLEASED TO 

APPEAR BEFORE YOU TODAY TO DISCUSS AN ISSUE OF INCREASING 

SIGNIFICANCE FOR THE SMALL BUSINESS COHMUNITY, COMPUTER 
SECURITY. 

WE COMMEND SENATORS 'l'SONGAS, NUNN AND BOSCIiWITZ FOR 

SPONSORING S. 1920, A BILL TO ESTABLISH A SMALL BUSINESS 

COHPUTER CRIME TASK FORCE. THIS LEGISLATION IS HEIGHTENING 

THE AWARENESS OF THE CRITICAL NEED TO ASSIST S!~ALL BUSINESS 

COHBAT COMPUTER CRIME AND 'ABUSE. 'i:'HE SMALL BUSINESS 

ADllINISTRAT!ON LOOKS FORWARD TO COOPERATING WITH OTHERS TO 

HELP SHALL BUSINESSES UIPROVE THE MANAGEMEN'I' OF THEIR 

COMPUTEn 'I'ECHNOLOGY AND TO ENCOURAGE THEI1 TO PRO'2ECT IT FROI1 
ABUSE. 

I WILL FIRST PRESENT 'l'HE AGENCY POSITION ON THE LEGISLATION 

A'l' HAND, AND 'I'HE:N ELABORATE ON A VARIETY OJ!' EFFORTS TO 

REDUCE COHPUTER CRUIE. WHILE \'l~ AGREE THAT COMPUTER CRIME 

1 
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IS A LEGITIMATE, ~ROWING SMALL BUSINESS CONCERN, AND TH~~ 
THE FEDERAL GOVERNMENT IS RIGHTFULLY CHARGED WITH THE RE-

SPONSIBILITY TO HELP EDUCATE THE SMALL BUSiNESS COMMUNITY TO 
.'\ 
\, 

PROTECT ITSELF FROM THESE ABUSES, SBA CANNOT SUPPORT 

FOLLOWIfG REASONS. 

// " 
~ 

\\ 
ENACTMENT OF S. 1920 FOR THE 

IT IS NOT 
NECESSARY TO ESTABLISH A SPECIAL TASK FORCE TO 

STUDY THE IMPACT OF COMPUTER SECURITY PROBLEMS ON SMALL 

BUSI~ESSES. THE GENERAL AREA' OF COMPUTER CRIME AND ABUSE 

HAS BEEN SUFFICIENTLY STUDIED AND RESEARCHED BY FEDERAL AND 

PRIVATE SPECIALISTS, AND ALL CONCUR THAT THE LACK OF 

COMPUTER SECURITY CONTROLS POSES A SERIOUS THREAT FOR LARGE 

AND SMALL BUSINESSES ALIKE. 

DO NOT NECESSARILY DIFFERENTIATE BETWEEN LARGE AND SMALL 

COMPANIES. ·SMALL· CAN RANGE FROM A SOLE PROPRIETORSHIP TO 

THE BILL CALLS FOR THE TASK FORCE TO DEFINE THE NATURE AND 

SCOPE OF COHPUTER CRIl1ES AGAINST SHALL BUSINESSES. THIS 

WOULD BE EXTREMELY DIFFICULT TO PINPOINT EXACTLY, PARTICU

LARLY AS TO SCOPE, BECAUSE STUDIE~ ON COMPUTER-RELATED CRIME 
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A RELATIVEI,~tARGE CONCERN WITH MILLIONS OF DOLLARS IN SALES 

AND HUNDREDS OF EMPLOYEES. AND MOST IMPORTANTLY, FROM A 

COMPUTER SECURITY STANDPOINT, IT IS THE COMPLEXITY AND, 

EXTENT OF THE DATA PROCESSING FUNCTIQN AND THE NATURE OF THE 

BUSINESS, NOT THE SIZE OF THE COMPANY THAT DETERMINES 

VULNERABILITIES. FINALLY, BECAUSE ONLY A VERY LOW 

PERCENTAGE OF COMPUTER CRIME IS REPORTED, IT WOULD BE AN 

ENORMOUS, EXPENSIVE TASK TO REACH ANY MEANINGFUL CONCLUSIONS 

ABOUT THE UNIQUE SUSCEPTIBILITY OF SMALL BUSINESSES TO 

COMPUTER CRIHE. 

THE LEGISLATION ALSO REQUIRES THE TASK FORCE TO ASCERTAIN 

THE EFFECTIVENESS OF STATE LEGISDATION AND AVAILABLE 

SECURITY EQUIPMENT IN PREVENTING COMPUTER CRIME AGAINST 

SMALL BUSINESSES. \mILE SOME STATES HAVE LAWS GEARED TO 

DETERRING COMPUTER CRIME IT WOULD BE EXCEEDINGLY DIFFICULT 

TO DETERMINE THEIR PRECISE IMPACT ON COHPUER CRIME. 
) 

AVAILABLE TECHNICAL, ADMINISTRATIVE AND PHYSICAL SECURITY 

CONTROLS, AS \mLL ~S SECURITY AWARENESS PROGRAMS FOR DATA 

PROCESSING ENVIRONMENTS, HOWEVER, PROVIDE EXCELLENT BARRIERS 

TO MINIMIZE THE LIKELIHOOD OF COMPUTER RELATED CRIME AND 

ABUSE. 

--------~-------------~ ~ ~---- -
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S. 1920 ALSO INCLUDES A PROVISION MANDATING THAT THE TASK 
" FORCE AND THE NATIONAL BUREAU OF STANDARDS DEVELOP 

GUIDELINES TO ASSIST SMALL BUSINESSES EVALUATE THE SECURITY 

OF COMPUTER SYSTEMS. THIS INFORMATION IS ALREADY AVAILABLE 

FROM THE FEDERAL GOVERNMENT AND THE PRIVATE SECTOR, AND MORE 

IS PUBLISHED EVERY DA\~ 

WE QUESTION THE WISDOM OF ESTABLISHING A SPECIAL TASK FORCE 

TO STUDY A TOPIC ALREADY SO THOROUGHLY RESEARCHED. WE 

PROPOSE INSTEAD TO ELIMINATE THE FORMAL STUDY PHASE AND PRO

CEED IMMEDIATELY TO PROVIDE STATE OF THE ART INFORMATION TO 

SMALL BUSINESSES ON COMPUTER-RELATED CRIME AND ABUSE, ALONG 

WITH MANAGEMENT ASSISTANCE ON ASSOCIATED COMPUTER SECURITY 

CONTROLS. 

WE HAVE HAD VERY FEi'l REQUESTS FOR COMPUTER SECURITY 

ASSISTANCE, WHICH LEADS US TO BELIEVE THAT ~IANY IN THE .,SMALL 

BUSINESS COMMUNITY' ARE NOT SUFFICIENTLY CONCERNED ABOUT ITS 

DAMAGE POTENTIAL. CONVERSATIONS WITH THE COMPUTER SECURITY 

INSTITUTE CONFIRM OUR EXPERIENCE. MANY SMALL BUSINESSES 

HAVE YET TO LEARN HOW TO USE COMPUTERS EFFECTIVELY, HOW TO 

PROTECT THEIR INFORMATION, AND HOW TO SAFEGUARD THEIR 

COMPUTERS FROM ACCIDEN'rAL AND DELIBERATE MISUSE. \<lE WANT TO 

EDUCATE OUR SMALL BUSINESS CONSTITUENCY. 
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SBA HAS ALREADY TAKEN SOME IMPORTANT STEPS WITHIN OUR 
\\ 

MANAGEMENT ASSISTANCE PROGRAM. AS YOU XNOW, IN RECENT YEARS 

MANAGEMENT ASSISTANCE HAS DEVELOPED A LARGE NETWORK OF 

VOLUNTARY AND COOPERATIVE RESOURCES. TOGETHER THEY MULTIPLY 

AND AUGMENT MA'S TRAINING AND COUNSELING EFFORTS, MAKING IT 

POSSIBLE FOR THE AGENCY TO HELP MANY MORE SMALL BUSINESSES 

THAN COULD BE REACHED BY SBA STAFF ALONE. AS A DELIVERY 

MECHANISlof FOR INFORMATION ON COMPUTER FRAUD AND SECURITY , WE 

HAVE IN PLACE '~HE FOLLOWING LOCAL NETWORKS: SCORE AND ACE, 

SBDCS, SBIS, CHAMBERS OF COMMERCE AND' THE AMERICAN 

ASSOCIATION OF COMMUNITY AND JUNIOR COLLEGES. IN ADDITION, 

WE HAVE A LARGE NETWORK OF ORGANIZATIONS WHO HAVE SIGNED 

STATEMENTS OF COOPERATION WITH THE MANAGEMENT ASSIST""NCE 

PROGRAM TO HELP WHEREVER POSSIBLE. 

USING THESE DELIVERY SYSTEMS, WE ARE IMPLEMENTING THE 

FOLLOWING: 

1. PUBLICATION OF A SMALL BUSINESS ADMINISTRATION 

BROCHURE ENTITLED.-COMPUTER SECURITY 

CON~IDERATIONS FOR SMl\LL BUSINESS SYSTEMS.- THIS 
PUBLICATION WILL PROVIDE GUIDELINES ON TECHNICAL, 

AD[1I~ISTRA'J"IVE, PIIYSICAL, PERSONNEL AND 

COMMUNICATIONS CONTROLS AVAILABLE TO SMALL 
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BUSINESSES' TO SAFEGUARD HARDWARE, SOFTWARE AND 

INFORMATION FROM ESPIONAGE, FRAUD, SABOTAGE, AND 

LOSS'FROM THEFT AND ENVIRONMENTAL THREATS. ALSO 

INCLUDED WILL BE A R:ECOl.fMENDED READING LIST ON 

THESE SUBJECTS. 

STOCKING OF THE NATIONAL BUREAU OF STANDARDS 

COMPUTER SECURITY BIBLIOGRAPHY COVERING THEIR 

PUBLICATIONS ON THE TOPIC. INCLUDES NEW 

PUBLICATIONS ON PROTECTING SMALL COMPUTER SYSTEMS. 

STOCKING OF THE COMPUTER AND BUSINESS EQU!PNENT 

MANUFACTURERS ASSOCIATION'S COMPREHENSIVE 

BIBLIOGRAPHY OF BOOKS, STUDIES, ARTICLES AND 

PUBLICATIONS ON COMPUTER INFORl1ATION SECURITY. 

COMPUTER SECURITY FILM, -TIME BOMB,- AVAILABLE 

FROM SBA FOR VIEWING. 

ADDITION TO SSA PUBLICATIONS ON PURCHASING 

PERSONAL COMPUTERS, ADDRESSING SECURITY CONTROLS. 

PERIODIC PARTICIPATION IN CONFERENCES AND 

WORKSHOPS BY SBA COMPUTER SECURITY i.tANAGER. 
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WE WILL BE PLEASED TO RECEIVE ADDITIONAL SUGGESTIONS FROM 

YOU. 

MR. CHAIRI1AN AND MEMBERS OF THE COMMITTEE, SBA NEEDS YOUR 

ASSISTANCE TO DEVELOP THE LINK BETWEEN THE PRIVATE SECTOR 

AND THE FEDERAL GOVE0\NI1ENT TO DELIVER CURRENT KNOWLEDGE ON 

COMPUTER SECURITY TO THE SMALL BUSINESS COMMUNITY. AS YOU 

KNm-l, WE ARE PROHIBITED FROM COOPERATING WITH PROFITMAKING 

ORGANIZATIONS IN PROVIDING COUNSELING, TRAINING AND OTHER 

.VARIETIES OF MANAGEMENT ASSISTANCE. SENATOR WEICKER HAS 

INTRODUCED A BILL, S. 1203, Which WOULD AMEND THE SMALL 

BUSINESS ACT TO PERMIT US TO COOPERATE WITH PROFITmlKING 

ORGl\NI:lATIONS IN PROVIDING MANAGEMENT AS~STANCE TO S11ALL 
-::~-- -

BUSINESSES. WE URGE PROMPT, FAVORABLE CONSIDERATION OF THIS 

LEGISLATION. 

THE USE OF PROFITMAKING INSTITUTIONS IN OUR TRAINING 

DELIVERY SYSTEM WOULD HELP US IMPROVE SUBSTANTIALLY BOTH THE 

QUANTITY AND QUALITY OF OUR MANAGEMENT AS.SISTANCE PROGRAMS. 

IT ~'mULD ACCOMPLISH SEVERAL VALUABLE GOALS. IT WOULD 

PROVIDE ACCESS TO TRAINING RESOURCES UNAVAItABLE IN THE 

NONPROFIT ARENA. FQR EXAMPLE, In THE FIELDS OF COMPUTER 

TECHNOLOGY AND COMMUNICATIONS, ALMOST ALL RESOURCES ARE 

CONCENTRATED IN PROFITMAKING FIRI-IS. A MAJOR THRUST Hl THESE 

AND OTHER -HIGH TECH- FIELDS IS TOWARDS SMALL BUSINESS 
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APPLICATION. THE AGENCY MUST BE ABLE TO ASSIST SMALL 

BUSINESSES IN THESE CRUCIAL FIELDS. ACCESS TO THE 

REVOLUTION IN INFORMATION SCIENCE WILL MAKE THE DIFFERENCE 

IN SURVIVAL OR FAILURE OF MANY "SMALL BUSINESSES. 

ENACTMENT OF THIS LEGISLATION WOULD ALLOW OS TO USE THE 

CONTRIBUTION ALREADY MADE BY PROFITMAKING RESOURCES AND 

PERMIT A COST EFFECTIVE EXPAt'lSION OF -THESE CONTRIBUTIONS. 

CURREt'lTLY, WE I~AY USE DONATED RESOURCES SUCH AS TRAINlt'lG 

FACILITIES At'lD S?EAKERS BUT WE CANt'lOT ACCEPT THE CONTRIBUTOR 

AS A COSPONSOR. FURTHER, WE MAY Et'lTER INTO CONTRACTS AND 

PAY FIRMS AND PROFESSIONALS TO PROVIDE TRAINlt'lG. ''IE ARE 

CONFIDENT WE COULD PERSUADE MANY OF THESE VALUABLE RESOURCES 

TO ACT AS COSPONSORS FREE OF CHARGE. 

WE UNDERSTAND AND SHARE THE CONCERl~ THAT THE FEDERAL 

GOVERNMENT SHOULD NOT APPEAR TO ENDORSE PARTICULAR PRODUCTS 

OR SERVICES. T.HE AUTHORITY GIVEN TO THE MANAGEMENT ASSIST

ANCE PROGRAM TO COSPONSOR TRAINING WITH PROFITMAKlt'lG INSTI

TUTIONS WOULD BE STRICTLY CONTROLLED. BEFOREANY 

COSPOt'lSORED EVENTS ARE UNDERTAKEN THE PROGRAM At'lD THE 

COSPONSOR WOULD ENTER INTO A WRITTEN AGREEMEt'lT TO DEFINE 

CLEARLY THE COSPONSORSHIP TERNS. WHILE I THlt'lK YOU WOULD 

AGREE IT IS ONLY FAIR THAT THE COSPOt'lSOR BE IDENTIFIED IN 

ANY MATERIAL DESCRIBING THE EVENT, NOSITUATI9N OR 
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STATEMENTS WILL BE PERMITTED TO ALLOW THE COSPONSOR TO 

PUBLICIZE HIS PRODUCT OR SERVICE. 

THE INVOLVEMEt'lT OF THE PRIVATE SECTOR It'l ASSISTING SMALL 

BUSlt'lESS IS At'l IMPORTANT END IN ITSELF. THIS Et'lD IS 

Et'lHANCED BY THE FACT THAT THIS INvOLVEMENT MAY PROVIDE SMALL 

BUSINESS ITS Ot'lLY ACCESS 'l'0 CRITICAL TECHNOLOGY. THE 

AUTHORITY TO COSPONSOR WITH THESE INSTITUTIONS WILL BROADEN 

OUR ABILITY TO Et'lCOURAGE ECONOMIC INTEGRATION AND HAVE A 

DIRECT EFFECT ON THE SURVIVAL OF SMALL BUSINESSES. '\ 

THE CONCERN OF A PROFITMAKING FIRM UNFAIRLY PROl-!QTING ITS. 

PROj)UCT AT THE EXPENSE OF OUR REPUTATION IS A REAL ONE. IT 

IS MANAGEMENT'S RESPONSIBILITY TO ASSURE THAT THIS DOES NOT 

OCCUR. MAINTAINING OUR PRESENT RESTRICTED STATUTE, WHILE 

PERHAPS ALLOWING US TO AVOID THAT RESPONSIBILITY, CAUSES THE 

LOSS OF MEANINGFUL, COS~-EFFECTIVE ASSISTANCE TO THE SMALL 

BU'SINESS COMMUNITY. WE URGE YOU TO ENACT LEGISLATION TO 

CORRECT THIS INEQUITY. 

MR. CliAIRlofAN, THIS' CONCLUDES MY STATEMENT. I WILL BE 

PLEASED TO RESPOND TO ANY QUESTIONS YOU MAY HAVE. 
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Senator TSONGAS. In terms of the priorities of your agency, 
:where would you put computer crime if you had to list it? I would 
assume pretty far down the list. 

Mr. THOMSON. I would say that is perhaps true, but I think as we 
get more involved in some of the special awareness programs in 
which we are indeed involved, that this could be a major portion of 
that. 

Senator TSONGAS. How much response have you gotten from the 
materials that you sent out? 

Mr. THOMSON. Up to this date, I think very marginal reponse. 
Perhaps John Bjork could answer that better than I, sir. 

Mr. BJORK. Well, of course, we really haven't sent out any of this 
material yet. We are just gearing up to carry out these tasks. 

Senator TSONGAS. How many people have asked to see the film 
"Time Bomb"? 

Mr. BJORK. Well, again, sir, we haven't gotten this information 
out into the small business community yet. We have had some re
sponse within our own agency to view it. 

Mr. THOMSON. If I can add, Mr. Chairman, "Time Bomb" is in 
the SBA library, It is available for use. As far as the various other 
bibliographies that we are publishing, they are being written, and 
we will stoGk these publications for use. 

Senator TSONGAS. Do you see the need for an aggressive program 
of getting this information out? I mean, there is a difference be
tween having it in a library and promoting the publications and 
films, and so forth. 

Mr. THOMSON. I think the match of the resources that we have 
throughout the United States, when we talk about the SBDC's and 
the other resources that are available to small business, that we 
can provide more and more information through this broad base of 
activities that we have. 

Senator TSONGAS. The information that we get from the small 
business community is that that information is not getting out. I 
can understanq. maybe some of the concern about the task force, 
but I think the issue of, in essence, mandating a more aggressive 
approach, and so forth, has merit. 

Mr. THOMSON. I will not disagree with that, sir. 
Senator TSONGAS. Do you want to ten us all the good things you 

are doing in your shop? 
Dr. KATZKE, I hope so. 

STATEMENT OF DR. STUART W. KATZKE, MANAGER, COMPUTER 
SECURITY MANAGEMENT AND EVALUATION GROUP, INSTITUTE 
FOR COMPUTER SCIENCES AND TECHNOLOGY, NATIONAL 
BUREAU OF STANDARDS 

Dr. KATZKE. Mr. Chairman, I am Stuart Katzke, manager of the 
Computer Security Management and Evaluation Group of the In
stitute for Computer Sciences and Technology at the National 
Bureau of Standards. 

With your permission, I would like to summarize my written 
statement, which I have submitted for the record. 

Senator TSONGAS. Could the four of you give me your own per
sonal backgrounds, what you were trained in? 
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SB~r. BJORK. I am the computer security program manager at 
with~ a~ ~ have had 1~ years' e~perience in computer security 
, In e

t 
overnl!lent, ImplementIng and developing and manag

Ing compu er securIty programs. 
I teach COI?1puter security at both the graduate school De art

rent ofdAIgrl lculture, and. the Northern Virginia Commu~ity p Col-
ege, an ecture and wrIte on the topic. 
~na~or TSONGAS. What about educational background? 

Uni:~rsi~ORK. I have a b~chelor's degree from Western: Michigan' 

Latin Am~rk~! Affui~:t:~~ :;~~:h.f[fr:ug~:~Jican University \lin 
te~jnator TSONGAS. I can see why you did not offer that. [Laugh-

~r. ~JORK. It is I a growing concern in South America. [Laughter] 
r. WEEN~Y .. am ~ohn Sweeney. I have a master's in financ~ 

b~~in~s~:dtmerI'nsI'S~n bt,uslness !ldm
d 

inistration., The concentration in.: 
"ra IOn was In ata processIng and th' .'. 

on the use of computers in small business. ' my eSls wa~ 

M
SenaTtor TSONGAS. Mr,. Thomson, you gave me your ha(;k:::.~()u-r.l 

r. HOMSON. Yes, sir, ."" s~'<· ..... · 

in r::;.. :f:TZ~~. I haxe a bachel?r of science and a master of science 

Coni'~e ~FWiWra:lan~ ~~l~' f~~ ~o~~~,ebo~~e;:du~!:~:J ~!J~~~ 
Bgraauate computer SCIence courses, and then J'oined the N t' I 

ureau of Standards. a IOna 

te~~gi~C;'h~~~~[t~S~:h!:Jk that background disqualifies you from 
!.Jr, KATZKE~ Shall I continue? 
..,'jenator TSONGAS. Yes. 

pr~:r~c~~~~E. s Wh.at I t'h0Ut ld like to do ~sfocus on the technical 
b ' ervlCe~ a . may be partIcularly useful for. small 
m~~~eI~nsedsusatnd dedst'.·.b~Ib~ some cooperative activities with govern-

, ry, an ~USlnesses. 

or:re ,adtress .compute~ s~curity within the framework of helping 
Dut~Iza IOns Impro~~_ ~~elr .0v:eraIJ II?-anagement and use of com~ 
t-e.t

s. ~ed are ?on~t:~nea. .. about redUCIng losses, confidentiality in-
f:~ :~~s ~;:l~a~i~Id! of computer data and processing resou~ces, 
Sis~~:c~l~~r fro~ t~h ~~mber of calls, letters, and requests for as-
f th 1 rec~Iye a computer users are becoming more aware 

~, i v~ nerablhty of their systems to both accidental and inten 
bWil,ies~c s and that they are seeking hel~/ito reduce those vulnera~ 

to!~3 n~~~o;:~spread use of micro.c~~p~ters and the trend 
ingly visible a d g .~f ~~pute~s, securIty WIll become an increas
years ahead. n crl IC Issue or government and industry in the 

~O~i8?i~~ t:tn~~~rsc~=:: :llb:"E!'.:d~r\V~ :.,w. and fO~~ 
~ngl s~me of these issues, such as the integrati~n of tech~fu~i I~!~ 
f~~r! '~~c~~il;f~~c~~~~.orks and the use of microcomputers to per-
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However, many basic controls, both management and technical, 
are available today; they are cost effective and can be implemented 
by organizations large and small. 

Users must take the first step to assess their vulnerabilities and 
select the appropriate controls. We have issued a number of docu
ments to help users take that first step. I have submitted for the 
committee's information a copy of our computer security publica
tions list, a checklist of basic activities that every organization 
should consider in setting up a computer security program, and our 
Executive Guide to Contingency Planning. 

Additional areas in which we have developed or are developing 
guidance documents include analysis of risk to determine potential 
losses from accidental and intentional events, planning for physical 
security of computer systems, certification and accreditation activi
ties for computer security, planning to assure continuity of comput
er services, security for small systems-that is, microcomputers, 
identification and authentication of system users includinq use of 
passwords, planning for security of computer applications, use of 
data encryption techniques, methods for data integrity, controlling 
the access to data and resources by authorized users, and security 
of systems and networks. 

The guidance documents that we have already issued provide a 
broad range of available management controls and technical safe
guards that organizations can select to achieve a balanced program 
of computer security based on their analyses of risk. 

Next I would like to discuss our cooperative relationships with 
government, business, and industry. ICST is charged with provid
ing technical support to the Federal Government, and to-fulfill that 
mission, we develop management guides, test methods, perform
ance measures, technical information and advice, guidelines, and 
standards. 

In developing our products find services, we pay particular atten
tion to the problems of Federal computer users. We have found, 
however, that State and local governments, business and industry 
users have similar problems, and that our technical products are 
used by the private sector as well as by the public sector. 

In the area of computer security and risk management, as well 
as in other program areas, we work closely with users in large and 
small organizations to learn about their experiences and th~ir 
needs for technical and management solutions to their computer 
utilization problems. . 

We sponsor and participate in conferences, workshops, and meet
ings to share information and to keep users and industry informed 
of our activities, as well as to learn what others are doing. We re
spon.d to requests for advice and consultation, and we provide 
direct technical assistance to Federal agencies on a reimbursable 
basis for a limited number of projects that relate to our program. 

Some examples of these activities include evaluating the applica
bility of the computer security technology research performed by 
the Department of Defense. We transfer that technology, where ap
propriate, to the civilian side of government and to business. 

Other activities include cosponsoring workshops and seminars 
with Federal, State, and professional organizations; providinq brief
ings to business and industry organizations such as EDP auditors, 

\ . 

I 
.1 

J 
j 
! 

I 

, 

I 

! 

127 

computer security professionals, internal auditors, universities, 
bank:r.s, la'~7Ye:rs, and compt;tter user qroups; analyzing user experi
enc~s, I~entIfYlD:g best practIces for computer security; and dissemi
natIng InformatIOn that we have collected. 

We use publications as well as informal contacts with users for 
these purposes. 

We. are cooperating with industry in the development of national 
a~d InternatIOnal voluntary standards. We are working closely 
wIth the ba~king community to develop standards needed to pro
tect electronIC funds transfers. 

Finally, we .perforI? research in ~ystems and network security, 
often coop~ratIvely wIth other organIzations. 

Mr. ChaIrI?an, thi~ concludes my formal presentation. I thank 
you for yot;tr Interest In our program, and I will be happy to answer 
your questIOns. 

[The prepared statement of Dr. Katzke follows:] 
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U.S. DEPARTMENT OF COMMERCE 

STA.TEMENT OF DR. STUART W. KATZKE 

MANAGER, COMPUTER SECURITY MANAGEMENT ~ND EVALUATION GROUP 

INSTITUTE FOR COMPUTER SCIENCES AND TECHNOLOGY 

NATIONAL BUREAU OF STANDARDS 

BEFORE THE 

COMMITTEE ON SMALL BUSINESS 

, U.S. SENATE 

MARCH 7, 1984 

MR. CHAIRMAN AND MEMBERS OF THE COMMITTEE: 

I appreciate this opportunity to tell you about the computer security and 

risk 'management program of the Institute for Computer Sciences and 

Technology. I will focus on our cooperative relationships with government, 

business, and in'dustry in carrying out our program, and will point out 
, 

some technical P\~oducts (\Od services that may be particularly useful for 
;, 

small businessesi 

For more than ten years, computer security and risk management activities 

have been an imp~rta!1t part Qfour o~erall technical program which focuses 

on helping organizations use computer and network technologies effectively. 

Our t~khnical . pro\~ra"!c addresses a spectrum of technical issues related 

to comp!Jter and n~\twork use -- ~ interconnect i ng termi na 1 s, computers, and 

systems through nJ\\tworks; improvi ng the management of i nformat 1 on resources; 
1\ 
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making computer software more reliable and. less costly; as well· as protecting 
(I 

data and computer systems from losses of all kinds. 

ICST 1s charged with providing technical support to the Federal government, 

and to fulfill that mission, we develop management guides, test methods, 

performance measures, technical information and advice, guidelines, and 

standards. In developing our products and services, we pay particular 

attention to the problems of Federal computer USers. We have found, 

however, that State and local goyernments, business, and industry users 

have Similar problems and that our technical products are used by the 

private sector as well as by the public sector. 

In the area of computer security and risk management, as well as in 

other program areas, we work closely with users in large and small 

organizations to learn about their experiences,and their needs for technical 

and'manag~ment solutions to their computer utilization problems. We sponsor, 

and participate in, conferences, workshops, and meetings to share information 

and to keep users and in~ustry informed of our activities, as well as to 

learn what others are doing. We respond to requests for advice and 

consultation, and we provide direct technical assistance to Federal 

agencies on a reimbursable basis for a limited number of projects that 

are related to our program. 

I want to emphasizEI especially our work with the Department of Defense. 

000 has conducted extensive research in the development of security 

technology for national defense applications. We are continua1lv 
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evaluating the applicabiHty of DoD's research activities to thE! civilian 

side of government and the private sector, and we perform techncilogy 

transfer activities where appropriate. We recently hosted our sixth 

workshop on computer security with D~D. The workshops have been well 

attended by both government and industry participants. 

We have cosponsored several workshops on computer security evaluation 

with the General Accounting Office and have provided briefings and seminars 

on computer security to many Federal and State government organizations. 

An example of our interactions with State and local government users is 
," 

the workshop on networks and computer security that we cosponsored with 

the Florida Jolnt Select Committee on Electronic Processing of the Florida 

Legislature last summer. More recently, we participated in a seminar 

for ADP managers in the Florida executive departments and testified 

before the Florida Joint Committee on Information Technology Resources. 

We also participate in meetings sponsored by business and industry 

organizations. We have provided briefings and seminars for EDP auditors, 

computer security professionals, internal auditors, universities, bankers, 

lawyers, and computer user groups. A~ist of selected activities that -

we have completed since 1980 is attached to this statement. 

As a result of Jour interactions with these groups, we are in a position to 

~naly!e.user experjemcas and to identify best practices basea on curreiffly . 

available technology. We publish a vari,ety of reports, documents, guides, 

and studies conveying what we have learned, and we recommend methods and 

sources of information and assistance. For example, we share information 
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that we have collected on computer security training opportunities, 

reading lists, and computer security services. 
'~_' I 

We cooperate with business and industry to develop national and international 

consensus standards for computers and networks. We, can do this effectively 

because of our knowledge of user and industry needs for standards and the 

position of trust that we have as objective participants in the standards 

process. Our goal is to stimulate the development of off-the-shelf 

commercial product? that will expand choices, provide for interoperability 

of components and systems, and broaden opportunities for applications of 

new technology. 

We are working with standards,development groups sponsored by the American 

National Standards Institute, Institute of Electrical and Electronics 

Engineers, the International Organization for Standardization, and other 

national and international groups. We also participate with the National 

Communications Systems and the General Services Administration to develop 

Federal Standards for telecommunications. We work closely with bankers 

and auditors to develop standards, guidelines, and practices that are 

needed for their communities and that are benefici,at for the Federal 

government and other users. 

The last general activity that I want to cover is our laboratory program 

which gives us the technical found~tion for all of our program efforts. 

We have established about a dozen small laboratories where different 

system and network technologies can be tested and where prototype standards 

and test measures can be developed. We are working cooperatively with 

(:1 
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industry in many of these testing activities. For example, we are testing 

network standards with COMSAT, using satellite communications technolo~, 

and we are developing secure network techniqu~s with the banking community. 

I will now highlight some of our technical activities in computer security 

and risk management. 

As I stated previously, we are addressing computer security wit~in the 

framework of helping organizations improve their overall management and 

use of computers. We are concerned about reducing losses of confidentiality, 

integrity, and availability of computer data and processing resources 

from events of all kinds. Computers and data must be protected from physical 

damage, destruction, misuse, errors, omissions, and accidents. While 

break-ins to shared systems and incidents of computer crime are serious 

threats to system security, they are only one aspect of the computer 

secllrity problem. 

Most experts agree that losses resulting from accidental events are 

greater than those fro~ computer-related mischief or crime. Reducing 

vulnerability to accidental events should be the first line of defense 

that computer users adopt. Safeguards against accidental acts have a two

fold effect -- they reduce the potential for, harmful effects and they 

reduce opportunities for fraud and abuse. An abundance of errors in a 

system can effectively mask criminal activity. 

It is clear frolTt the 'number of calls, letters, and requests for assistance 
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we receive that computer USefs are becoming more a~are of the 

vuln~rability of their systems to accidental and intentional acts, and 

that they are seeking help to reduce those vulnerabilities. With the 

widespread use of microcomputers and the trend toward networking of 

computers, security will be an increasingly visible and critical issue 

for government and industry in the years ahead. New users, such as small 

businesses, will need help in recognizing computer security problems and 

providing protection to their systems and data. 

As systems and users become more sophisticated, new and more sophisticated 

technical controls will be needed. We are investigating some of these 

issues such as the- integration of technical controls in computer networks 

and the use of microprocessors for security controls. However, many 

basic controls -both management and technical -_ are available today; 

they are cost effective; and they can be implemented by organizations, 
(/ 

large and small. Users must take the first step to assess their 

vulnerabilities and select the appropriate controls. 

We have prepared th~ee documents that Will start users and organizations 

on the road to finding cost effective solutions to computer security 

problems. The first is a checklist of activities that form the basis 

for a comprehensive computer security prqgram. The activities are organized 

into those basic activities that; ShOUld be done by every organization 
. -

and those optional activities that address specific vulnerabilities. 

The second document is an executive guide to contingency planning that 

exp1a~ns in a brief question and answer format why contingency planning \;,~ 
~, 
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-, 
is essenti a 1 and 'how to dev£::)p plans. The thi rd document is a li st uf 

our computer security publications. Our publications are available for 

sale by the Government Printing Office-and the National Technical Information 

Service to the public. The checklist, the contingency planning guide, 

and the publication list can be requested from rCST. Copies accompany 

this statement. 

I will briefly describe the areas that we are addressing. 

• Risk Analysis~ Risk analysis is a procedure for estimating potential 

losses from destruction and theft of computers and data, and disruption 

of processing services. The results of a risk analYSis are used in the 

selection of cost effective safeguards that are appropriate for the size 

of the system, the uses that are made of it, and the user's dependence on 

the data processing service. We have issued Feder~l Information Processing 

Standards Publication (FIPS PUB) 65, Guideline for Automatic Data Processing 

Risk Analysis, which describes a methodology that has been successfully 

used by many organizations for estimating losses caused by accidents or .. 

disruptive events. 

• Physical Security. A basic outl ine for plannivlg a security program 

that is appropriate for all organizations, regardless of size, is contained 

in FIPS PUB 31, Guidelines for Physical Security and Risk AnalYsis. 

• Certification and Accreditation. These management-oriented programs 
:0 

are described in FIPS PUB 102, Guideline for Computer Security Certification 

and Accreditation, currently being printed. Developed in cooperation 
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with Federal and private sector auditing and computer security communities, 

this guideline describes how to establish and how.. to carry out a certification 

and accreditation program for computer security. Certification consists 

of a technical evaluation of a sensitive system to determine how well it 

meets its security requirements. Accreditation is the offic~al management 

authorization for the operation of the system and is based on the 

certification process. These kinds of programs improve management control 

over and increase awareness of computer security within an organization. 

• Contingency Planning. FIPS PUB 87, Guidelines for Contingencl 

Planning, deals with the planning and preparation that must be done to 

assure continuity of .ADP services should an unexpected event occur. 

Contingency planning is an activity that every user organization. large 

and small. should address. The executive guide that I menti-\~~!ed is 

abstracted from this document. To assist in contingency planning, we 

expect to issue a guide to selecting ADP back up resources. 

• Small Systems. A guide to the special problem of protecting 

microcomputer systems is being developed and will be available in draft 

form in the next few months. This is an issue that will be increasingly 

important as more and more small systems are used. We are establishing a 

laboratory for research and development of procedures to protect networks of 

small systems. The results of this work should be of particular interest 

to small business. 

• Personal Identification. Two guidelines provide assistance in 
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for 1"de'n'tl"fying users of computer systems. Both guidelines selecting methods 

are based on work done in our laboratories to assess personal identificat)on 

techniques. FIP5'PUB 48, Guidelines on Evaluation of Techniques for 

Automated Personal Identification, discusses the performance of devices 

such as fingerprint, handwritten Signature, hand geometry, and palmprint 

readers. FIPS PUB 83, Guideline on User Authentication Techniques for 

Computer Network Access Control, describes the use of passwords, 

identification tokens, and other authentication techniques. We are 

investigating the possibility of voice verification methods as a means 

of user authentication. 

• Password Usage. Passwords are .sti 11 the most cost-effecti ve method 

of personal identification for ADP system users and, if properly implemented, 

provide a reasonable level of personal iden~ification and authentication 

needed for controlling access to computer resources. We have completed 

a password usage standard which specifies ten factors and related security 

This criteria to be considered in the design Of-secure password systems. 

standard and accompanying guidance on how to apply the standard will be 

issued as a FIPS. 

• Applications Security. FIPS PUB 88, Guideline on Integrity Assurance 

and Control in Database Appl i cati ons, proy'i des step-by-step procedures 

for examining and verifying the accuracy and completeness of a database 

and for establishing management controls over data input and processing. 

FIPS PUB 73, Guidelines for Security of Computer Applications, covers 

security activities that should be considered during the life cycle of a 
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computer application and discusses fundamental security controls such as 

user authentication and security variance detection. !i 

• Data Encryption. The Data Encryption Standard (DESL, FIPS PUB 46, 

provides a technical method for protecting, through the use of encryption, 

computer data that is transmitted between terminals and computers. We 

issued this standard in 1977-to protect unclassified ~omputer data. It 

ha~ been adopted by ANSI as a voluntary industry standard\'(ANSI X3.92-1981') 

and has been recommended to banks by the American Bankers A:ssociation 

for uS~ in protecting e.-lectronic fund transfers. 

Alteitnatemethods of using the DES, varying according to the specific ~ . 

apPlication\~, ~re covered in FIPS PUB Bl, ,DES Modes of Operation. This 

standard has ;~~lso been adopted by ANSI (ANSI X3.106-1983). 
0,\ 

\'(~\ 
\\ 

FIPS PUB 74;~:~\Gufdel ines for Implementing and USi"] the NBS Data 
'\ 

Encryption Standard:~ supplies further help on when to use encryption and \\ 

how to manage and protect the secret keys that are uSed in the encryption '\ 
process. \\ 

\\ 
The DES has become th~~?asis for techniques to prevent modification 

. '\\ 
of data, to block unauthorize'i access to systems, and to authenticate 

. \\ 
authorized users. Proper use d~" the DES and management of the keys can 

p,rovi de secure communi cati ons or\pmputer data todilY. 
\,\ \\ 

• Data Integrit,r. Data integrity i~) the assurance that data has not 
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been modified dur'ing processing, storage, or transmission. ~ A da~,~ integrity 

standard' developed by leST uses the D~S to prot~ct data from bei n~l\ modifi ed, 

either accidentally or intentionally. oy putting a "seal" on the d'\\~ta. 

This "sealing" attaches an integrity code to the data that enables I:, 
unauthorized m~difications to be detected. This technique has been 

adopted by ANSI as a way to protect' financial transactions. We have (I 

implemented the data integrity procedures in our laboratory as a Key i 

Notarization System, 'and we are working with the banking community to adapt, 

the notarization system for the banking environment. Two of our computer 

scientists have been awarded a U.S. patent for their work in this area. 

• User Access Authorization. We are investigating techniques to 

control user access to data and resources of a computer system once user 

authentication has been established. A guideline on how to establish 

access authorization requirements and implement the necessary access 

control mechanisms is presently being developed. 

• Open Slstem Interconnection Security. Network security will be the 

foremost security issue in the future. The Open System Interconnection 

model of the International Organization for Standardization is a conceptual 

architecture for standards required to interconnect information systems. 

We are investigating integrity and security issues for that model. 

I h~ve summarized only the highlights of the computer security and risk 

management activities at leST. Some of our other activities are also 

appropriate to the needs of small bUsiness. For example, we are assessing 

microcomputer technology, its uses, and ways that organizations can help 
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their small computer users. We have issued a review of Federal agency 

experiences using'smal1 computers and will soon publish a guide to assist 

end users in selecting software pacKages as a cost effective alternative 

to developing new software. Exchange of electronic messages and documents 

between small systems is another problem that we are investigating. We 

recently issued a gu.ide to preventing electric power and grounding problems, 

Such as loss of system avail abi 1 ity, and loss of data from interrupti ons 
to power supplies. 

Informati on about new pub 1 i cat ions and OUI' conference schedul e is i ncl uded 

in the reST newsletter which is issued three to four times a year. 

Requests to be placed on the mailing list for the newsletter may be sent 

to leST. A209 Administration BUilding, National Bureau of Standards. 

Washington, D.C. 20234. We are also trying out other ways to exchange 

information with users. We have started teleconferences with State and 

local governments and with industry users. We also have set up three 

experimental electronic bulletin boards f~r message and information exchange 

and are considering one for computer security topics.' 

We \~elcome the opportunity to extend our information outreach to small 

bUSinesses and we thank you for your interest in our programs. 
" 
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Senator TSONGAS. How many people do you have in your shop? 
Dr. KATZKE. We have the equivalent of about eight full-time 

people. 
Senator TSONGAS. And you service the entire Federal Govern

ment? 
Dr. KATZKE. That is correct. We also work very closely with pri-

vate industry and business. . 
SenatOlf':TsONGAS. Do you mean within your spare time? 
Dr. KA~~ZKE. Well, we find that in order for us to do our jobs with 

the Federal community, we have to be interacting with private in
dustry organizations and the vendor community, to find out what 
they are doing and to coordinate our activities so that we do not 
duplicate their efforts. 

Senator TSONGAS. Your budget is proposed to be affected in the 
next fiscal year, is that correct? 

Dr. KATZKE. That is correct. 
Senator TSONGi\S. In half? 
Dr. KATZKE.'That is correct, as I understand it. 
Senator TSONGAS. What do you think of all that? 
Dr. KATZKE. VVell, as I understand the situation, that would 

mean that our activities in the computer security program would 
be curtailed or possibly even eliminated. If you would like more in
formation about the impact of that, I could provide that to you in 
writing. 

Senator TSONGAS. Well, I mean, have you ever thought of trans
ferring over to DOD? You wouldn't have any problems over there. 
[Laughter.] , 

You would expand rapidly. Do you think I am kidding? But, I 
mean, I think that is the point. If we are going to take this issue 
seriously, all the rhetoric is nice, but the question is, where do you 
put your resources? To the extent that there is a problem, since 
you are the lead agency to deal with it and your funds are being 
slashed, I think it does send a very clear message. 

How wouJd you transfer the information and expertise that you 
have developed into the small business community, given the tasks 
that they have before them? I mean, how does that interface take 
place and what recommendations would you make? 

Dr. KATZKE. Is f;hat under the assumption that we had the re-
sources to do it, or as we are now? 

Senator TSONGAS. 'VeIl, your shop has a certain expertise. 
Dr. KATZKE. That is correct. 
Senator TSONGAS. How do you get that out to a small business

man in Michigan? 
Dr. KATZKE. We would make the information that we have, the 

pUblications and publication lists, available to the Small Business 
Adnlinistration and have them distribute them through their inter
actions with the small business associations. 

Senator TSONGAS. Are you in the process of doing that? Do you 
two work together on this issue? 

Mr. THOMSON. We have some interworking here, and certainly it 
was our talking here that we would stock their informational 
pieces and distribute it into the field, and that we would have a 
broad coverage. 
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Senator TSONGAS. Is it fair to say that his. operation is "the" 
center of knowledge in this particular issue? Is that a fair state
ment? 

Mr. BJORK. I would certainly say that is a very fair statement in 
the Government arena. They are responsible, of course, for estab
lishing standards of how we operate our computer security pro
grams and how we put safeguards in Federal systems. We look to 
Stu's shop for guidance in that, and they have been very helpful 
over the years. 

Senator TSONGAS. So one would presume that if his operation 
were eliminated, that would hamper the capacity to get informa
tion out. 

Mr. BJORK. Well, as you probably are aware, we are rewriting 
the Federal regulation from OMB now on how computer security 
functions within the Government. It is a rewrite of Transmittal 
Memorandum No. 1 to A-71. I mean, the core of that whole rewrite 
is NBS, and we are looking to them for guidance on standards. 

If you eliminate them, forget the Federal computer security pro
gram. It wouldn't exist. They are absolutely the pivotal point in 
the whole process. That was mandated by the original TM,-l to A-
71. 

Senator TSONGAs. It is a good thing you have a background in 
something else, just in case. [Laughter.] 

You don't get used to straight answers in this business, so I com
mend you for your comment.~' 

Just one question that has been handed to me. You testified that 
the SBA is ready to proceed immediately to provide information to 
small businesses on computer security. Do you need some more 
money to do that? 

Dr. KATZKE. I am sorry; were you addressing the question to me? 
'Senator TSONGAs. No, Mr. Thomson. VIe are just trying to keep 

you where you are. [Laughter.] . 
Dr. KATZKE. You were looking at me. I wasn't quite sure. 
Mr. THOMSON. I think basically, Mr. Chairman, what we need is 

the law enacted to work with the profitmakers out there, to broad
en the expanse that we have to small business and also to gain the 
expertise that is already out there in place that has information 
available that we can share. 

Senator TSONGAs. I think I agree with that. But beyond that, do 
you think you have the internal resources to do the job? 

Mr. THOMSON. Yes, sir, I do. 
Senator TSONGAs. Mr. Sweeney, do you agree with that? 
Mr. SWEENEY. Yes, sir, we do. We are hindered right now in the 

high-technology area as a Whole-computers, computer security, 
communications-in that our usual delivery mechanisms to train 
and counsel small business are heavily dependent on retired execu
tives, for example, who don't have the high-technology/;· back
grounds. Most of that expertise is locked up in private firms, and 
we cannot go in and cosponsor with them. 

We believe we can hit a much larger market of small business 
people in these areas if we can in fact be allowed to cosponsor with 
them. 

Mr. THOMSON. I think, also, in addition to that, Mr. Chairman, is 
the additional colleges and unIversities tha,t we are working with 

33-723 0 - 84 - 10 

n ~ .. _" 



142 

throughout the United States, not only the 2-year but the 4-year 
colleges, who are expanding very broadly into the computerization 
and data processing areas. . 

I am. talking specifically in the SBDC's which we now have in 31 
States, 

Senator TSONGAS. Does any~')ody want to comment on any of the 
observations made by earlier witnesses? I, 

Mr. SWEENEY. If I may, I woul\d like to do that. Just to reinfi)rce 
our point, I believe it was Congr,essman Weber who said that n-all 
comes down to education. Professor Mirabito said it is an education 
process; that SBA should make small businesses aware. Mr. Schul
denfrei said that it is appropriat,e for SBA to sponsor seminars in 
computer security, and that is our field; we are good at it. W'e train 
about 300,000 business people a y€lar in our program. 

But we have a se:rious weakness in the high-technology area. We 
would like to overcome that weakness by cosponsoring. For ,~xam
pIe, of the business people who spoke here today who are the ex
perts, they are, for the most part, private business people. We can 
invite them in to be speakers at a seminar. What we cannot do is 
go in and cosponsor with them, and we would like to have some 
ability to do that. 

Senator TSONGAS. What we will do is, we will take the notion of 
cosponsorship, which I think has pretty qroad support, and see how 
the business community would react, not only to that specifically, 
but does that solve the other problems that we are dealing with 
here today. 

Thank you very much, and we will get back to you. These ques
tions will be given to you, and if you could respond in writing, we 
would appreciate it. 

[Subsequent information was received and follows:] 
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~rni£c() ,.$la(cz ..$cnale 
COMMITTEE ON SMA~~ BUSINESS 

W"SHINGTON, D,C, 20510 

March 12, 1984 

Dr. Stuart W, Katze 
Manager 
Comp~ter Security Management Group 
Ins~ltute for Computer Sciences 
NatIonal Bureau of Standards 
Department of Commerce . 
Building 225, B266 
Washington, D. C. 20234 

Dear Dr. Ka tzke: 

We would like to extend to 
the March 7 1984 h ' you our thanks for testifying at 
Compute'r crime prev:~~~~~ ~n S. 1920, the,Small ~usiness 
helpful to the Members of t~:'s Youtr testlmonY,wlll be very 

ena e Small BUsIness Committee. 
Due to the time constraints of th h ' 
questions we did not get h e earlng, there were some 
make the testimony com le~ec ~nce to ~sk you. In order to 
appreciate it if you w~Uld' h7d CommIttee. would greatly 
provide written responses f~~n~~c~r ~hes7 ISsues now and 
hearing record. USlon In the permanent 

1) • 

2) • 

3) • 

There is general agreement about the need to 

:~~~:i~y t~~n~~~i; bu~~n;s~ community about computer 
ment of a SBA . 0 support the establish-

, resource center as the most c t 

~~~~~~~~~o~P~~~~~hc~~p~~~~i~!~~r~~;~l busin~~ses 
In your opinion what would represent the most 
cost ef~ective ~pproach to providing small busi
nesses InformatIon about computer security? 

Would additional funds be d d 
resources be sufficient? nee e or would existing 
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How would you go about increasing outrea6h 
to small businesses? 

I • 

Please send your re~ponses to Mike Morris, CoUnsel of the. 
Small Business Committee staff at 428A Russell Senate Offlce 
Building, Washington, D.C. 20510. Should you have any questions 
about the hearing or this request, please feel free to call 
Mr. Morris at 224-2016, or Alan Chvotkin, Minority Chief 
Counsel, at ,224-8497 . 

Thank you in advance for your cooperation and prompt atten
tion to this matter. Again, your participation in this 
hearing was greatly apprecicated.' 

/~];.--V·, J)~«., 
PAUL TSONGAS ;' 
United States S nator LOWELL WEICKER, Jr. 

Chairman 
Senate Committee on 
Small Business 
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Honorable Lowell Me1cker, Jr. 
Cha1rman, Comm1ttee on Small Bus1ness 
Un1ted States Senate 
Wash1ngton, D.C. 20510 

Dear Senator We1cker: 

UNITED STATES DEPARTMENT DF CDMMERCiE 
National Bureau of Standards 
Washington, D.C, 202S4 

I am reply1ng to your March 12 letter concern1ng my test1mony before the 
Comm1ttee on Small Bus1ness. I am happy to proV1de the following 
information fn response to the quest10ns that were raised 1n your letter. 

1. There 1s general agreement about the need to educate the small busfness 
commun1ty about computer securfty c~l\trols. Do you support the establishment 
of a SBA resource center as the mosthost effectfve approach to provid1ng 
small busfnesses 1nformatfon about computer securfty? 

We have not evaluated, nor are we fn a posft10n to evaluate, the cost 
effect1veness of the resource center or some other mechanfsm that the 
Small Bus1ness Admfn1strat10n could use to d1strfbute 1nformat10n on computer security. 

2. In your op1nion what would represent the most cost effect1ve approach 
to prov1d1ng small businesses 1nformatfon about computer security? 

The least costly approach for the Instftute for Computer Sc1ences and 
Technology would be to provide informat10n about ICST products and serv1ces 
to the Small Bus1ness Adm1nistratfon for distribution to small busfnesses. 
In addition, other Federal agencies such as the Department of Defense 
and the 1ntel11gence agencies m1ght have informatfon that could be dfstributed by SBA. 

3. Would add1tfonal funds be needed or would existfng resources be sufffcient? 

ICST's current fund1ng is suff1cfent to prov1de the Small Bus1ness 
Adm1n1strat10n w1th 1nformat10n about leST products and servfces to 
d1str1bute to small bus1nesses. . 

4. How would you go abbut 1ncreasing outreach to Small bus1nesses? 

Services such as the follow1ng would 1ncrease outreach to small bus1nesses: 

- technical brfef1ngs through teleconferenc1ng 

- information exchange through Small bUSiness associations 

(j' 
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- a telephone hotline 
\1 - conferences and workshops specHfcally for small businesses 

- bulletin bo.ard services through electronic information exchange 

small businesses directly, it is Since we arefnot ma~~a~~~ ~~rs~~~~lar program funds for this purpose. not appropriate or us 

ate the Committee's interest in our programs and will be happy ~~ ~~~~~~! additional information that you may need. 

Sincerely, 

J~&·/4 
, ~!~:~!rW'c~~~~~:r Security, Evaluation and Management 

Institute for Computer SCiences and Technology 

cc: Honorable Paul Tsongas 
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Mr. James Thomson 
Associate Administrator 
Management ASSistance 
Small Business Administration 
1441 L Street, N.W. 
Washington, D. C. 20416 

Dear Mr. Thomson: 

COMMITTEE ON SMALL BUSINESS 

WASHINGTON. D.C. 20~IO 

March 12, 1984 

We WoUld like to extend to you our thanks for testifying at 
the March 7, 1984 hearing on S. 1920, the Sma~H BUsiness 
Computer Crime Prevention Act. Your testimony Vill be very 
helpful to the Members of the Senate Small BustS:!ness Commi ttee. 

Due to the time constraints o'f the hearing,. ,t.J~ere were some " 

questions we did not get a chance to ask j6~~ In order to 
make the testimony complete, the Committee Would greatly 
appreciate it if you would consider these issues now and 
provide written responses for inclusion in the permanent hearing record. 

1) • 

2): 

3) • 

You testified that the SBA is ready to proceed 
immediately to provide ihformation to small busi
nesses on computer security. Will additional 
funding be needed to implement this new initiative 
or Would existing 'resources be sufficient? 

In your testimony you question the wisdom of 
establishing a task~orce to stUdy a topic 
already so thoroughly researched. Have you 
made an estimate of the cost of convenimg SUch 
a task force for ~18-month study? 

There is general~greement about the need to 
educate the b~l business community about com
puter security controls. Do you support the 
establishment of an SBA resoUrce center as the 
most cost effective approach to providing small 
bUSiness information about computer security? 
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Is it yeur epinien that manag:ment ass~stance 
werking tugetherwith SBA r:glenal efflces, I~ST, 
fer prefit and n6t fer preflt greups can prev~de 
the mest cest effective help to, the smal~ b~Sl
ness cemmunity cencerning cemputer securlty. 

Please send yeur respenses to, Mike Morris, Ceunsel of the. 
Small Business Cemmittee staff at 428A Russell Senate OfflC~. 
Building Washingten, D.C. 20510. Sheuld yeu have a~y ques lens 
abeut th~ hearing er this request, ple~se f:el ~ree t~ ~all 
Mr. Merris at 224-2016, er Alan Chvetkln, Mlnerlty Chle 
Ceunsel, at 224-8497. 

'" T~hank~youo in advance fer yeur ce'eperat~e~ an~ pr~mpt ~tten
tien to, this matter. Again, :your partlclpatien in thiS 

heZi ~ ~;=ciated' 
united States Senator 

\\ 

() 

Chairman 
Senate Cemmittee en 
Small Business 
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U.S. SMALL BUSINESS ADMINISTRATION 
WASHINGTON, D.C. 20416 

Honorable Lowell Weicker, Jr. 
Chairman 
Senate Committee on 
Small Business 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

I ,,,ould like to thank you for the opportunity of testifying at the March 7, 
1984, hearing on S. 1920, the Small Business Computer Crime Prevention Act. 
In your letter of March 12, 1984, you requested additional information on th.e 
subject and I am plea~~ to have the opportunity to respond. 

1. You testified that the SBA is ready to proceed immediately to provide 
information to small businesses on computer security. Win additional 
funding be needed to implement this net" initiative or would existing 
resources be sufficient? 

The additional cost of stocking publications and upgrading training to 
provide \ information to small business on computer security should be 
possible through present SBA resources. If, however, we are to establish 
a major Computer Security Task Force or other very signficantly expensive 
efforts it is very likely that additional funding ,'lill be necessary. 

2. In your testimony you question the wisdom of establishing a task .force to 
study a topic already so thoroughly researched. Have you made an estimate 
of the cost of convening such a task force for an 18-month study? 

We can only make a very rough estimate of the cost of convening a Computer 
Security Task Force. The cost of the actual task force meetings and the 
salaries and expense of Federal employees necessary to develop and support 
the task force would probably be $100,000 to $150,000. 

The major expense would be the development of a data base. At the present 
time there is very little information on how many and what kind of 
businesses use computers, hown~y of those use adequate computer security 
and ,,,hat losses and , crimes have been experienced by small business., In 
that the Small Business Administration has little expertise in developing 
crime and law enfor<:ement data, and the task force i~)also unlikely to 
have the time or the necessary expertise, a consultant would have to be 
employed to build the data base and to interpret i tsmaaning to the task 
force. Without that information the task force would be ineffectual. An 
effort of this nature seems likely to cost $400,000 to $600,000. 

Thus, the total cost of this effort would seem to approximate $500,000 'Co 
$750,000. ,~ 
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3. There is general agreement about the need to educate the small business 
community about computer security controls. Do you support the 
establishment of an SEA resource center as the most cost effective 
approach to providing small business information about computer security? 

The establishment of an SEA Computer Security Resource Center does not 
seem to be a cost effective approach to providing small business 
information about computer security. 

SEA has undertaken a number of efforts to inform small business about 
computer security concerns. 

We a:-e pre~aring a newpubli<;:ation entitled, "Computer Security 
Conslderatl.Ons for Small Busmess Systems." We are doing 
everything ~ can. to expedite th~ writing and publishing of this 
pamphlet, ,.,.hlch Wlll be made avallable to the public through our 
publications distribution system. 

We are stocking the National Bureau of Standards computer 
security bibliograhpy covering their publications on the topic. 

We are stocking the Computer and Business Equipment 
~tanufacturers Association's bibliography of books, studies 
articles and publications on computer information security: 

We have purchased, for our inventory of training films, copies 
of the computer security film, "Time Bomb." 

We are ~dating ~resent publications 9n business computers with 
further lnformatlon on computer secunty. , 

We are encouraging cosponsored training to small business on the 
topic of computer security. 

We ~hink that these e~forts will have a very substantial ,impact on small 
buslness. The establlshment of a resource center will increase expenses far 
more than it will add to our ability to assist small business. 

4. Is it your opinion th~t rrurnagement assistance working together with SEA 
regiongloffices, ICST, for profit and not for profit groups can provide 
the most cost effective help to the small business community conGerning 
computer security? 

Yes. While there' is some interest by small business in computer ser;urity 
it seems to be relativel minimal. The first effort must be to sensitize ' 
small businesspersons to the potential damage that can occur to'their 
companies because of a careless attitude toward the subject. Our 
~ublicatiq~~d gen~r~l small business computer training can be 
lnstrument1~l ln provldlng this subject awareness. TIle implementation of 
new traininb programs specializing in the subject of computer security 
would then be better attended. 
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A key to this effort will be our ability to cosponsor with profitmaking 
organizations. The field of computer security, as well as the entire 
computer field and other high technology subjects such as the new 
communications teclUlologies are becoming critically important to small 
business. Most of the expertise in these areas is employed by large 
profi tmaking businesses with whom we cannot presently cosponsor. We 
believe these firms will Nork Nith us in helping small business when the 
proposed legislative change is enacted. Our mandate is to counsel and 
train small businesspersons and make them aware of potential problems. 
Utilization of profitmaking entities will enable us to outreach l~th the 
private sector in a shorter period of time, with dramatically reduced 
costs. 

Thank you for this 'opportunity. If you require any further inf0{mation or 
explanations, please feel free to call me. 

Sincerely, 

~1CfC,,~,~ 
James N. Thomson 
Associate Administrator 
for ~gement Assistance 

Senator TSONGAS. The committee record will remain open for an 
additional 2 weeks for statements by other members of the commit
tee and for answers to questions coming back from the witnesses 
and any other comments any of the witnesses would want to make 
about today's hearing. 

I would say to those earlier witnesses that if you wish to com
ment on statements made by following witnesses, you can do that. 

There are also documents which will be included in the review of 
the legislation. 

I also would like to commend A viva Breshnev of my staff and 
Cynthia Ford, who is an intern on the Democratic staff of the com
mittee. They are the ones who have done the work, putting all this 
together . 

I would like to thank Chairman Weicker for his interest. I be
lieve he is on the floor with the school prayer amendment to the 
SBA Act. [Laughter.] 

So, he is otherwise occupied. 
Thank you very much for coming. 
Mr. THOMSON. Thank you, Mr. Chairman. 
Senator TSONGAS. The committee will stand in receSS.i; 
[Whereupon, at 12:11 p.m., the committee recessed, to reconvene 

at the call of the Chair.] 
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