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Electroni~ Tracking Devices 
Following the Fourth Amendment 
([onclusion) 

" . • . the nature of the place or property into which the 
government intrudes can be highly significant in 
determining the extent to which fourth amendment 
protections are applicable.H 

By 
JOHN C. HALL 
Special Agent 
FBI Academy 
Legal Counsel Division 
Federal Bureau of Investigation 
Quantico, VA 

Law enforcement officers of other 
than Federal jurisdiction who are 
interested in any legal issue discussed 
in this article should consult their legal 
advisor. Some police procedures ruled 
permissible under Federal 
constitutional law are of questionable 
legality under State law or are not 
permitted at all. 

Part I of this article reviews and 
analyzes two recent Supreme Court 
cases, United States v. Knotts 30 and 
United States v. Karo,31 in which the 
Court sought to determine and define 
the fourth amendment's application to 
the use of electronic tracking devices 
(beepers) by law enforcement. In 
Knotts, the Court held that monitoring 
a beeper in public places, or places 
open to visual observation, is not a 
fourth amendment search. On the 
other hand, the Karo Court held that 
monitoring a beeper inside private 
premises, a place not open to visual 
surveillance, is a search which, in the 
absence of an emergency, requires a 
warrant.32 

Several significant questions were 
not clearly resolved by those two 
cases. Part " considers these remain
ing questions in light of the relevant 
caselaw and suggests guidelines for 
law enforcement agencies in the use 
of beepers. 

REMAINING ISSUES 

Installation of a Beeper 

In Karo, a beeper was installed in 
a container which, at the time of in
stallation, belonged to the govern
ment. The Supreme Court held that 

the defendants had no legitimate ex
pectation of privacy in the property at 
that time. Further, the Court noted 
that the same YVould have been true 
had the property been in the posses
sion of a consenting third party (an 
issue that had been left open in 
Knotts). In either event, there 'Would 
be no fourth amendment intrusion of 
which the defendants could complain. 

However, the Court did not have 
occasion to consider the applicability 
of the fourth amendment to the instal
lation of a beeper inside or on proper
ty which, at the time, may belong to a 
non consenting party. If the installation 
of a beeper under these circum
stances is a search, the manner in 
which it is accomplished could affect 
the admissibility of evidence derived 
therefrom. The nature of the property 
may be an important factor in resolv
ing this question. 

In Katz v. United States,33 the Su
preme Court held that the fourth 
amendment protects people and not 
places. It is nevertheless true that the 
nature of the place or property into 
which the government intrudes can be 
highly significant in determining the 
extent to which fourth amendment 
protections are applicable. And so it is 
that a residence, because of the trad!-
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tionally high expectations of privacy 
associated with private dwellings, is 
accorded the highest level of fourth 
amendment protection-the warrant 
requirement-while "open fields" are 
accorded none at al1.34 Between 
these two extremes are found the 
three general types of property to 
which beepers are most frequently 
applied-movable containers, vehi
cles, and aircraft. 

Containers 

The Supreme Court has held that 
because of the high level of privacy 
generally associated with personal 
luggage and other movable containers 
whose (~ontents are concealed from 
observation, searches of such con
tainers must be authorized by a war
rant.35 

It seems clear that the installation 
of a beeper inside a personal contain
er to which that level of protection at
taches will llikewise, in the absence of 
an emergency, require a warrant for 
its justification. Apart from an emer
gency, them may be special circum
stances whllch give the government 
lawful acceSiS to the container and its 
contents. For example, in United 
States v. ~)heikh,36 during a lawful 
border search, a beeper was attached 
to a pack8!ge of contraband for the 
purpose of determining its destination. 
Citing the long-established authority 
for the conduct of border searches,37 
the Federal appellate court held that 
the installation was lawful, even with
out a warrant.3B 

Vehlicles 

ThiS Supreme Court has not yet 
decided whether the installation of a 
beepelr in or on a vehicle constitutes a 
fourth amendment search, and the 

lower Federal court holdings have 
been inconclusive. Although one Fed
eral appellate court has held that the 
mere installation of a beeper on the 
exterior of a vehicle is not a search,39 
and at least one Federal district court 
has taken the opposite view,40 most 
of the remaining courts have skirted 
the issue. For example, in United 
States v. Michael, 41 the court declined 
to decide whether the installation of a 
beeper to the exterior of a vehicle 
was a search, concluding that in any 
event the diminished expectation of 
privacy in the vehicle, coupled with 
the minor intrusion necessary to 
attach the beeper, rendered the war
rantless installation reasonable based 
on reasonable suspicion. Other courts 
have taken a similar approach, al
though some would require probable 
cause to justify the warrantless instal
lation.42 

The Supreme Court has tradition
ally viewed vehicles as being distinct 
from other kinds of property. The 
nature of vehicles and their use in our 
society selve to reduce the level of 
privacy normally associated with other 
property and create a corresponding 
reduction in fourth amendment protec
tion.43 Thus, warrantless searches of 
vehicles have been upheld by the 
Court based on probable cause 44-a 
circumstance that would not ordinarily 
allow the warrantless search of other 
kinds of property. It is unlikely, there
fore, that courts will require a warrant 
for the mere attachment of a beeper 
to the exterior of a vehicle. It should 
be noted if the installation involves an 
intrusion into the interior of a vehicle, 
there is a greater likelihood that 
courts will consider the installation to 
be a fourth amendment search 45 re
quiring a warrant or, at the very least, 
probable cause. 
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" .. probable cause is the requisite standard to support a 
beeper warrant." 

Aircraft 
Aircraft have been treated by the 

courts in much the same manner as 
automobiles and other vehicles for 
fourth amendment purposes, and the 
installation of a beeper inside an air
craft has generally been treated as a 
search.46 This is perhaps reflected in 
the fact that in the cases to date, in
stallations of beepers inside aircraft 
have usually been accomplished 
under the authority of a court order or 
with the consent of an appropriate 
party.47 Attachment of a beeper to the 
exterior of an aircraft should not re
quire a warrant. 

Effect of Illegal Installation 

A significant question remaining 
with regard to the installation of a 

. beeper is whether an invalid installa
tion-assuming the installation to be a 
fourth amendment search-should 
result in suppression of evidence lo
cated as a result of subsequent moni
toring. In Karo, the Supreme Court 
held that a court order is required to 
monitor a beeper which has been 
taken inside private premises and it is 
clear that an invalid court order, or 
none at all, would taint the subse
quent monitoring under those circum
stances. The same approach has ap
parently been assumed by the lower 
Federal courts even when the subse
quent monitoring occurs in public 
places-Le., places where the Su
preme Court in Knotts held there is no 
fourth amendment search. These 
courts have viewed the subsequent 
monitoring, even in public places, as 
potentially tainted by an initial illegal 
installation.48 

At least one case suggests a 
different result. In United States v. 
Butts,49 monitoring of a beeper which 
had been installed inside an aircraft 

under the authority of a court order 
was continued for a short period after 
the court order had lapsed. Noting that 
the Supreme Court in Knotts had left 
unanswered the questions whether in
stallation of the beeper violated the 
fourth amendment, and if so, how 
such allegations should be dealt with, 
the court concluded: 

"The action of the officer in 
installing the beeper did not result 
in discovery of any evidence at 
issue. Both the installation of and 
the failure to remove the beeper 
were unknown to Butts; therefore, 
neither ... could have influenced 
Butts' decision to fly the aircraft in 
the public airspace. The signal from 
the then unwarranted beeper did 
nothing more than enhance the 
customs officials legal right to 
observe the aircraft's public 
movements. No Fourth Amendment 
right was infringed." 50 

It was perhaps significant in Butts 
that the court did not consider the 'fail
ure to remove the beeper to be COl de
liberate or "bad faith" action. The 
court noted that the failure could have 
been attributed to "illness, a(~cident, 
inadvertence, or bureaucratic bun
gling." 51 A deliberate action of that 
kind might have been treated differ
ently. 

Notwithstanding the divergence 
of views among the courts regarding 
the fourth amendment's application to 
beeper installations, two consider
ations suggest the wisdom of assum
ing that such install21tions are, as a 
rule, fourth amendment searches ne
cessitating acquisition of a warrant. 
First, as noted herein above, some 
courts consider any evidence ac
quired as the result of using an im
properly installed beeper as having 
been tainted by the initial illegality and 

,subject to exclusion. And secl:lnd, as 
the Supreme Court noted in Karo, 
even when a warrantless installation 
is permissible, it cannot alwaYls be an
ticipated when the vehicle ()r other 
property to which the beepE3r is af
fixed will be moved into private areas 
where warrantless monitoring is pro
hibited. Thus, what begins as a lawful, 
warrantless surveillance can quickly 
become an unconstitutional search. 
The government recognized this risk 
in Karo and contended that requiring 
a warrant to monitor a beeper once it 
has been withdrawn from public view 
would have the practical effect of re
quiring a warrant in \3very case. The 
Court responded: 

"The argument that a warrant 
requirement would oblige the 
Government to obtain warrants in a 
large number of cases is hardly a 
compelling argument against the 
requirement." 52 

The Warrant Requirement 

Having established the necessity 
for a warrant to monitor a beeper 
withdrawn into private areas, the 
Court in Karo offered some advice as 
to the point in time at which the war
rant should be obtained. After holding 
that the installation of a beeper in a 
container of chemicals with the con
sent of the owner is not a fourth 
amendment search with respect to a 
prospective owner, the Court stated: 

"Despite this holding, warrants for 
the installation and monitoring of a 
beeper will obviously be desirable 
since it may be useful, even critical, 
to monitor the beeper to determine 
that it Is actually located in a place 
not open to visual survfJillance." 53 

(emphasis added) 
Acquisition of a warrant to Install 

and monitor a beeper raises several 
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significant questions regarding the 
characteristics of such a warrant. 
What is the appropriate standard for 
issuance? How can the particularity 
requirement of the fourth amendment 
be satisfied? What, if any, time con
straints are applicable? And finally, 
what if the beeper is monitored 
beyond the territorial jurisdiction of the 
court which authorized the surveil
lance? These questions will now be 
considered. 

The Standard for Issuance 

The standard established by the 
fourth amendment for the issuance of 
a warrant is probable cause, although 
the Supreme Court has approved the 
issuance of warrants on a lesser 
standard for certain kinds of adminis
trative searches.54 In Karo the govern
ment ~iuggested that reasonable sus
picion, rather than probable cause, 
should be adopted for installation and 
monitoring of beepers. The Supreme 
Court de'clined to decide whether a 
lesser stt.\ndard than probable cause 
would sul'fice to support a beeper 
warrant, but noted that even under 
the facts 01' Karo probable cause had 
apparently existed. 55 

The Federal appellate courts 
have consistently used probable 
cause as the appropriate standard.56 
One case which provides an illustra
tion of probabl~l cause for a beeper 
warrant is Unit6'd States v. El/ery~67 
DEA agents were notified by the pro
prietor of a chemil~al company that he 
had received an order to ship 5 kilo
grams of norephedrine hydrocholorlde 
(HCL) to a residential apartment. An 
affidavit was filed seeking a warrant to 
install a beeper in the package. In
cluded in the affidavit were state
ments to the effect that (1) the affiant 
had substantial experience in investi-

gations involving illegal manufacturing 
of controlled substances; (2) no legiti
mate laboratory, manufacturing, or 
business enterprise appeared to exist 
at the mailing address; (3) HCL lacked 
any common household use; and (4) 
HCL could be used to manufacture 
amphetamine, a controlled substance. 
The affidavit also asserted that a high 
risk of detection existed if normal sur. 
veillance techniques were used. The 
magistrate issued a warrant which the 
Federal appellate court upheld as 
"founded on sufficient probable 
cause." 58 

In view of the specific admonition 
of the fourth amendment that "no 
Warrants shall issue but upon proba
ble 'cause" and the general adoption 
of this standard by the lower courts 
which have considered the issue, it is 
safe to assume that probable cause is 
the requisite standard to support a 
beeper warrant. 

Particular Descriptions 

In Karo, the government argued 
that it would be impossible to meet 
the particularity requirement of the 
fourth amendment by describing in a 
beeper warrant the "place" to be 
searched, because that is precisely 
the information sought to be discov
ered by the surveillance. The Su
preme Court resolved the issue by de
claring: 

". . . it will still be possible to 
describe the object into which the 
beeper is to be placed. . . ." 59 

(emphasis added) 
The Court concluded that "this infor
mation will suffice to permit issuance 
of a warrant authorizing beeper instal
lation and surveillance." 60 

The Court's willingness to accept 
what can be viewed as a reduced 
standard of "particularity" may have 

been prompted by a desire to bring 
within judicial control an investigative 
technique that while "less intrusive 
than a full scale search" 61 neverthe
less presents "far too serious a threat 
to privacy interests in the home to 
escape entirely some sort of Fourth 
Amendment overSight." 62 

Time Limits 

The fourth amendment does not 
specifically impose a time limit on the 
lifespan of a search warrant. Howev
er, in its interpreiation of the fourth 
amendment, the Supreme Court has 
viewed the imposition of time con
straints on search warrants as an ad
ditional protection-along with the ex
plicit requirements of probable cause 
and particularity-against the issu
ance of "general warrants." 

For example, in Berger v. New 
York,63 the Court struck down a New 
York wiretap statute as violative of the 
fourth amendment based, in part, on 
the absence of a termination date to 
the electronic interception. The stat
ute authorized a court-ordered wiretap 
for up to 2 months with the possibility 
of further extensions on a showing 
that such extensions were in the 
"public interest." The Court viewed 
the 2-month authorization as "the 
equivalent of a series of intrusions, 
searches, and seizures pursuant to a 
single showing of probable cause." 64 

The recognition that some time 
restriction is essential in the execution 
of search warrants may also be seen 
in the fact that a search authorized 
under a standard Federal search war
rant issued pursuant to Rule 41 of the 
Federal Rules of Criminal Procedure 
must be executed within "a specified 
period of time not to exceed 10 
days •... " Similarly, a court-ordered 
wiretap under Federal law may not 
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"An application for a beeper warrant should inc:orporate a " 
specific time frame during which the warrant will be executed. 

exceed 30 days, unless an extension 
is authorized by a further showing of 
probable cause.65 

The Supreme Court in Karo indi
cated that a warrant to install and 
monitor a beeper should indicate the 
length of time that such surveillance is 
requested.66 Unfortunately, the Court 
did not suggest what might constitute 
a reasonable length of time, and so 
some reference to lower Federal court 
cases becomes necessary. 

Significantly, none of the Federal 
courts to date has suggested that the 
10-day limit for a standard Federal 
search warrant should be applied to a 
warrant authorizing beeper installation 
and monitoring. A review of cases in
volving beeper warrants discloses au
thorizations ranging from 72 hours 67 
to 90 days.68 Rather than applying a 
fixed standard, the courts have 
chosen to consider the time limits in 
the context of the facts which arise in 
specific cases. 

For example, in United States v. 
Cady, 69 instead of focusing on the 90-
day outer limit established in the 
beeper warrant, the court chose to 
consider the actual time that the mon
itoring occurred (17 days) and con
cluded that it was reasonable. The 
court concluded: 

"Seventeen days within which to 
locate a movable conveyance, to 
enter it surreptitiously and install a 
beacon, and to monitor its 
movements. . • is clearly not an 
unreasonable time allowance or 
one within which the probable 
cause underlying the warrant 
became stale." 70 

The same approach was taken by a 
different court in United States v. 
Long,71 wherein a warrant authorized 
the beeper surveillance for 90 days 
when in fact the actual surveillance 

spanned 1 week. Focusing on the 
actual rather than the potential sur
veillance, the court upheld the war
rant. 

It is perhaps noteworthy that both 
Cady and Long involved beepers 
which had been installed inside air
craft and which were under surveil
lance in public airspace. It seems rea
sonable to assume that stricter stand
ards for beeper warrants may be ap
plied when the surveillance intrudes 
into private dwellings. 

An application for a beeper war
rant should incorporate a specific time 
frame during which the warrant will be 
executed. In the absence of a clearly 
establishp.d standard, a time frame 
not to exceed 30 days may be a gOIJd 
rule of thumb to follow for the ini1:ial 
execution of the warrant. Specific cir
cumstances may suggest the need in 
a given case for a longer period of 
time, and obviously extensions of the 
original warrant could be obtained 
when justified. The 30-day rule corre
sponds to the accepted standard for 
court-ordered wiretaps-a far more in
trusive search-and reduces the risk 
that the warrant will be struck down 
for failure to establish reasonable time 
constraints. 

Jurisdiction of a Beeper Warrant 

It is a generally accepted rule 
that search warrants are to be execut
ed within the territorial jurisdiction of 
the issuing court. For instance, Rule 
41 of the Federal Rules of Criminal 
Procedure states in pertinent part: 

"A search warrant authorized by 
this rule may be issued by a federal 
magistrate or a judge of a state 
court of record within the district 
wherein the property or person 
sought is located . ... " (emphasis 
added) 

This language of Rule 41 has general
ly been construed to mean that a 
"search warrant can only be operative 
in the territory in respect to which the 
issuing officer is clothed with judicial 
authority." 72 Because beepers are af
fixed to movable containers or con. 
veyances, there is always a risk that 
the surveillance may move beyond 
the territorial jurisdiction of the issuing 
court, which raises a question regard
ing the authority of the warrant. 

In light of the unique problems 
associated with beeper surveillance, 
the courts have declined to hold that 
the authorizing court orders are sub
ject to all of the same procedural re
quirements as standard search war
rants. In Unitoo States v. Lewis,73 a 
warrant was obtained from a magis
trate in Houston, TX, to install a 
beeper inside a container of chemi
cals. The beeper was then monitored 
as it moved from Houston to living
ston Parrish, LA, a different judiCial 
district. The Federal appellate court 
rejected a defense contention that the 
original warrant was invalidated as the 
result of the travel. The court stated: 

"To ~equire a warrant from each 
jurisdiction into and through which 
the drum might travel or come to 
rest, would be to put an almost 
impossible burden upon the 
government for no valid purpose. 
This objection is devoid of merit." 74 

It is unclear in Lewis whether the 
court viewed the territorial limitation 
as inapplicable or simply concluded 
that failure to comply did not rise to 
the level of a constitutional violation.75 
In any event, it does not appear likely 
that monitoring a beeper which has 
been moved beyond the jurisdiction of 
the court that issued the authorizing 
warrant will present any significant 
legal problems for law enforcement. 

30 I FBI Law Enforcement Bulletin __________________________________ _ 

1 

CONCLUSION 

In Knotts and Karo, the Supreme 
Court effectively answered most of 
the questions regarding the applica
tion of the fourth amendment to the 
installation and monitoring of beepers. 
To the extent that some questions 
remain, their answers cannot change 
the ultimate conclusion to be drawn 
by law enforcement. In Karo, the gov
ernment contended that requiring a 
warrant to monitor a beeper which 
has been removed from public view 
will have the practical effect of requir
ing a warrant in every case. The point 
is well taken. 

However, recognizing the need 
for flexibility in applying the warrant 
requirement to this unique investiga
tive technique, the courts have de
clined to impose the same strict 
standards ordinarily associated with 
the traditional search warrant. The ap
parent object is to establish some 
degree of judicial control over this 
form of electronic surveillance without 
unreasonably hindering legitimate law 
enforcement activity. Accordingly, ap
plication of the warrant requirement to 
the monitoring of beepers which have 
been removed from public view 
should not deprive law enforcement 
officers of this highiy effective-and 
frequently essential-investigative tool. 
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