If you have issues viewing or accessing this file contact us at NCJRS.gov.

)53 680 |

A National Interagency Counterdrug Institute

NICI Information Paper 95-4*

inteiligence During Operations Other Than War:
Counterdrug Intelligence Preparation of the Battlefield

Major Christopher M. Schnaubelt

*Reprinted from Military Intelligence Professional Bulletin,
Volume 21, Number 1 (January-March 1995)
U.S. Army Intelligence Center, ATTN: ATZS-TDL-B,
Ft. Huachuca, Arizona 85613-6000

National Interagency Counterdrug Institute
Research and Analysis Division
Post Office Box 8104
San Luis Obispo, California 93403-8104




by Major Christopher M.
Schnaubelt

Doctrine cannot be static if it is to remain
relevant to the everchanging strategic en-
vironment.

—General Frederick M. Franks, Jr.'

Intelligence preparation of the
battlefield (IPB) in operations
other than war (OOTW) chal-
lenges intelligence analysts. Nev-
ertheless, they must generate
products that meet the com-
mander's tactical needs. To do
this, they will have to modify 1PB
methodology. When the threat
consists of rioters, natural disas-
ters, drug smugglers, or mass im-
migration instead of motorized
rifle regiments, how does an intel-
ligence analyst develop IPB prod-
ucts?

This problem was the subject of
Lieutenant Colonel William V.
Wengers and First Lieutenant
Frederic W. Young's article, “The
L.A. Riots and Tactical Intelli-
gence” (Oct-Dec 92). Wenger
and Young argued that most IPB
products (such as modified com-
bined obstacle overlay [MCOQ],
event template, doctrinal tem-
plate, or decision support tem-
plate) were not applicable to civil
disturbance operations. Their as-
sertion that much of the 1PB proc-
ess was irrelevant during the Los
Angeies riots stimulated a debate
in sevgral letters to the editor in
MIPB.

Although some field manuals
address IPB in_the general con-
text of OOTW,? there are many
examples that show a specitic ap-
plication. The IPB process can be
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used during OOTW. The
key, however, is to
modify the various
products to meet the com-
mander's decision making re-
quirements for a specific type of
operation.

This article gives an example of
a modified form of IPB adapted
for counterdrug operations. While
these operations are unique in
many respects, this example
could serve as a guide to IPB dur-
ing OOTW.

Interagency Coordination
and Intelligence

Like many other OOTW mis-
sions, counterdrug support re-
quires interagency coordination
and collaboration—often at the
task force level or below.* Battal-
ion and company commanders
who provide counterdrug support
frequently operate in direct sup-
port of a law enforcement agency
(LEA). Effective operations re-
quire cross-cultural understanding
between the military and the
LEAs we support.

While law enforcement and
military operations have many
things in common, there are dif-
ferences. Each of the two fields
has its own particular training fo-
cus, target, and procedures.

One critical function of law en-
forcement, for example, is to ar-
rest suspects and bring them to
trial. This role requires maximum
restraint in the use of force. Law
enforcement officers are specially
trained to protect lives and prop-
erty and to collect and preserve
evidence. Conversely, the primary

mission of the military is to find
the enemy and destroy him and
his equipment.

The similarities and differences
between law enforcement and
military concepts are exemplified
in intelligence. LEAs and military
units typically have intelligence
sections dedicated to collecting
and analyzing information about
the threat. Much law enforcement
intelligence is reactive. It often
depends on confidential inform-
ants. (MI analysts refer to this as
human Iintelligence.) The purpose
of most law enforcement intelli-
gence is to bring a particular case
to court and get a conviction.

On the other hand, Ml tends to
be predictive. The Ml analyst
looks for indications of future en-
emy actions. With this data, the
commander can strike the enemy
at the decisive time and location.
Partly because of this predictive
focus, Ml analysis is in great de-
mand by LEAs.

Counterdrug IPB

In traditional combat opera-
tions, IPB is the basic methodol-
ogy analysts use to do many
things including predicting where
and when the enemy will be on
the battlefield. With some modifi-
cation, agents can use IPB in
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counterdrug operations to identify
the decisive time and location to
interdict drug trafficking.

The IPB process is defined in
FM 34-130, Intelligence Prepa-
ration of the Battlefield, and
other sources. Therefore, this arti-
cle will focus on elements specific
to counterdrug operations. | will
review some of the basic IPB ele-
ments to make the information
useful to law enforcement person-
nel as well as to Mi analysts.

Counterdrug intelligence prepa-
ration of the battiefield (CDIPB) is
a valuable tool that Ml analysts
can bring to a counterdrug opera-
tion. CDIPB combines traditional
analysis with the specific needs of
joint military-law  enforcement
counterdrug operations. (Some
civilian organizations prefer to
substitute the word “operation” for
“battiefield.” Regardless of se-
mantics, the process is the
same.)

Although IPB originally focused
on a predictable “Cold War’
threat doctrine, drug trafficking is
not as predictable, and does not
lend itself to a standardized
“smuggling doctrine.” Still, drug
trafficking involves moving people
and material. This movement is
subject to the constraints of ter-
rain, weather, and the potential
presence of counterdrug forces.

An analysis of these constraints
provides clues to the location and
activity of drug traffickers. The fol-
lowing section discusses CDIPB
using the four steps of the IPB
process:

O Deiine the battlefield environ-
ment.

Describe the battlefield’s ef-
fects.

Evaluate the threat.

Determine threat courses of
action.
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Define the Battlefield
Environment

The counterdrug battlefield con-
sists of the area of operations
{AO) and the area of interest (Al)
just iike the battlefield during op-
erations in war. Supported LEAs
expect to conduct operations in
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the AQ. It may coincide with all or
part of an LEA's jurisdiction.

The Al, which extends beyond
the AO, consists of areas in which
analysts can develop information
on smuggling or activities that af-
fect the operation. For example:
agents involved in an interdiction
operation along the southwest
border would have an interest in
clandestine airfield activity in
Mexico, even though they would
interdict the plane in the United
States. In this instance, potentiai
drug trafficking airfields south of
the U.S./Mexico border would be
in the Al.

On a smaller scaie, agents may
participate in an operation to
eradicate a particular marijuana
garden in a rural area. The AO
here might be the garden itself.
The Al might be surrounding road
networks used by either counter-
drug forces or growers.

Describe the Batiiefield’s
Effects

Two components of this particu-
lar step of the IPB process are
terrain analysis and weather
analysis.

1. Terrain analysis. This proc-
ess determines how terrain will
affect the movement of drug traf-
fickers. Terrain factors such as
vegetation, slope, and cross-
country mobility affect every traf-
ficker mode of travel. Analysts
must evaluate each mode of
transport. For example, rugged
terrain impedes vehicles, but pro-
vides security for foot and pack
animal traffic. Highways allow
trucks to move, but they expose
smugglers who travel on foot or
by pack animal.

In CDIPB, the OCOKA factors
(observation and fields of fire,
concealment and cover, obsta-
cles, key terrain, and avenues of
approach) and mobiiiiy COTAGOTS
focus on terrain as it reiates to
drug trafficking.

a. Observation and iields of
fire. In drug trafficking operations,
good observation helps traffickers
avoid detection. Drug traffickers
hide when they spoi counterdrug
personnel.

Electronic line of sight is also
an important consideration in
CDIPB. Drug traffickers often use
electronic intercept equipment to
detect the presence of counter-
drug personnel. Smugglers use
natural terrain features to maxi-
mize observation and communi-
cations and electronic monitoring
equipment. They emplace day
and night observation devices, ra-
dios, radar detectors, and scan-
ners to provide early warning of
law enforcement personnel.

b. Concealment and cover.
This is the “flip side” of observa-
tion. For drug traffickers, conceal-
ment and cover are vital in avoid-
ing detection. Smugglers move
where vegetation and terrain offer
the best conceaiment. Aircraft
used in smuggling activities use
low-level flight and nap-of-the-
earth techniques to avoid radar
detection. Maritime smugglers
use remote beaches and harbors
to off-load shipments. They may
try to blend in with legitimate sea
traffic.

Concealment and cover are
also important in eradication op-
erations. Marijuana cultivators
hide their gardens from aerial ob-
servation by growing them under
forest canopies or within the fog
line of coastal areas. Smugglers
increasingly use indoor opera-
tions to hide marijuana cultiva-
tion.

c. Obstacles. Obstacles affect
the movement of drug traffickers.
The analyst must learn the loca-
tion of obstacles to foot, horse,
vehicular, maritime, and air move-
ment. They must assess the af-
fects on drug trafficking if agents
remove, overcome, or bypass
these obstacles.

d. Key terrain. This Includes
any feature that traffickers or
counterdrug forces can use to
iheir advantage. Tii@ most impor-
tant terrain aspect to drug traffick-
ers is a place they can use for lo-
gistical support and security. High
ground overlooking a high speed
avenue of ingress and egress is
key terrain because smugglers
can establish an observation post
on high ground. Residences and
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Uzlng These factors, the analyst
examinae tefraln aspects impor-
tant to traffickers:

T Atssmate routes, Avaliability of
aiiernate routes to react to
counterdrug forces.

J Escape routes. Availability of
escape routes that provide
quick withdrawal from crossing
or stash sites.

0O Security. Availability of routes
with the greatest security.
They avoid checkpoints and
areas where counterdrug
forces could interdict them.

O Crossing sites. Traffickers
avoid rivers and open spaces.
They prefer crossing sites
where they can move fast and
reduce their vulnerability.

Analysts evaluate counterdrug
force AAs in terms of how coun-
terdrug forces will interdict the
smugglers. For example, counter-
drug forces may be unable to
move an arrest team by vehicle
into rough terrain where traffick-
ers use foot or pack animal trans-
portation.

It analysts expect smugglers to
travel on foot or by pack animal,
the AAs are accessible trails that
provide good mobility and con-
cealment. Vehicular AAs are
roads or flat areas between ports
of entry where smugglers can
sneak across the border. Maritime
AAs include rivers or beach sites
where traffickers can move loads
to ground transportation.

Ports of entry (land, sea, and
air) are avenues for the shipment
of illegal drugs into the United
States. The massive volume of le-
gitimate traffic entering the United
States each day hides loads of
contraband. (Only a small portion

.
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Soldiers and law =ncrosmsnt oincers conduct a reconnalssance for indications of
drug trafficking or production.
of individuals, vehicles, and cargo [0 Vegetation and irigation

containers entering or leaving the

United States is inspected.) An

important distinction between AAs

in “Cold War” IPB and CDIPB is
the potential for change in the
mode of transportation.

For example, an armor division
will not typically change into light
infantry when reaching a sever-
ally restricted area, then change
back into armor where the terrain
is unrestricted. Drug traffickers,
however, are more flexible. They
move the drugs by truck to rough
terrain between U.S. Customs
ports of entry, unload and move
them across the border on foot or
by pack animal, then reload them
into trucks on the other side.

t. Other features. When pre-
paring terrain factor overlays, the
analyst should pay particular at-
tention to some features that do
not normally appear on topo-
graphic or military maps:

O Long established smuggling
routes.

[J River width, depth, velocity,
bank height, and river bed
composition to determine
crossing points and restric-
tions.

0J Terrain features such as
caves, abandoned mines, and
structures to hide drug loads.

ditches for hiding.

0 Changes to terrain (such as
roads and highways) and tem-
porary features (such as Bor-
der Patrol checkpoints) over
the years.

O Locations where “key terrain”
(elements of the local popula-
tion) provides drug traffickers
logistical support. This in-
cludes access to river or bor-
der crossing sites, boat docks,
private roads and structures,
or landing strips.

g. Intelligence and statistical
factors. These factors incorpo-
rate known or suspected informa-
tion on trafficking activity with the
terrain, including—

(1) Evidence of electronic sur-
vellance or communications
equipment used to monitor law
enforcement activity and to coor-
dinate smuggling operations.
Confirmed reports of traffickers
using surveillance and communi-
cations equipment are potential
indicators of trafficking.

(2) Visual signs of trafficking
such as abandoned or stashed
loads, drug packaging or water-
proofing debris, and vehicle or
foot tracks crossing the border
between ports of entry and in ar-
eas where legitimate traffic is un-
likely.

Military Intelligence




(3) Drug selzures in a particular
area of AA are obvious indicators.

(4) Logistical support factors,
including—

O Transportation networks such

as raiifroads and public and

private roads that traffickers
could access.

Froperty (structures or land)

that traifickers could use to

store and move drugs, espe-
ciaiy if controlled by trafficking
organizations.

O Known or suspected stash
sites and staging areas for
shipments.

(5) For ports of entry inspec-
tions, analysts develop profiles or
indicaiors io target traffic with the
highest probability of smuggling
activity.

2. Weather analysis. This
process examines factors that af-
ieci drug trafficking, including
temperature, visibility, precipita-
tion, and light data. Extreme
weatner conditions affect person-
nel and equipment. Cold weather
reduces the battery life of com-
munications  equipment. Hot
weather reduces the life of elec-
ironic equipment and increases
ine amouni of water peopie in the
field need. Analysts use light data
to determine the effects of illumi-
nation on both counterdrug forces
and traffickers. Analysis of a par-
ticular AC inay show that traffick-
eis usuaiiy operate when there is
no moon.

The MCOO is the basic product
anaiysis develop from defining
the battlefield area, terrain analy-
sis, and weather analysis. The
agegiee oi detail shown on the
MCOC depends on the time
availabie and the size and loca-
tion o1 ihe counterdrug operation.

An analyst uses the MCOO to
ageiermine ihe relative ease or dif-
ficuity of moving through an area.
Anaiysis must consider the com-
vined eiiects of weather and ter-
rain on each mode of travel.
Heavy rain does not affect vehi-
cies on asphalt highways, but
thundersiorms may prevent air-
craft operations. (On the other
hand, high winds aloft may
ground aerostat radar platforms

0
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but not high-risk aerial smug-
glers.) Reduced visibility favors
ground drug trafficking opera-
tions.

Evaluate the Threat

Threat evaluation is the analy-
sis of drug traffickers. We use
many of the same faciois used in
analyzing military forces: opera-
tions, tactics, capabilities, and
equipment. Analysts develop a
drug trafficker data base to buiid
a picture of the threat and con-
duct continuous IPB. Information
in the data base includes organ-
izational structure, modes of op-
erations, and personai data on
smugglers.

To develop the drug irafficker
data base, the inigiiigenice anaiyst
reviews the smuggling threat
within an Al. Soiiices of infoima-
ticn include—

O State and locai iaw enicice-
ment data bases and appie-
hension and seizure repotts.

O E! Paso Intelligence Center
(EPIC) reports.

O U.S. Border Pairol intelligence

reports.

Drug Enforcement Admini-
stration data bases (NADDIS)
and reports.

FBI data bases (NCIC).

U.S. Customs Service data
bases (TECS) and reports.

Regional Information Sharing

System data bases.

Department of Defense data
bases (ADNET/Emerald II).

Open sources.

Confidential infformants.
Military personnel must know
the legal and policy restrictions on
collecting and handling some
types of information and intelli-
gence.” During operaiions in the
United States, iviiiiiaiy persoinne
may not target individuais for sur-
veillance. Military organizations

,,,,,
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private citizens. In certain in-
stances, however, speciiicaily as-
signed military personnel (aug-
mentees) may heip LEAs analyze
and file information on suspects if
the supported LEA retains the in-
formation. This is permissible only
if the military provides direct siip-

port to an LEA and does not pass
the information to a military entity.

To complete threat evaluation,
the analyst creates a drug traffick-
ing incident and situation map
(INSITMAP). The INSITMAP is
both an analysis tool and a
means to brief the task force
commander or other law enforce-
ment officiais. If there is heavy
activity in the Al, the analyst may
need to create two maps that
show incidents and the situation
separately.

The INSITMAP shows all per-
manent information on drug traf-
ficking forces, such as known
crossing  sites, organization
boundaries, clandestine airfields,
staging areas, and established
smuqgling routes. Also shown are
drug trafficking incidents—the
transitory events usually associ-
ated with drug traffic:

O lsolated seizures,

O Cumulative LEA seijzures in a
particular area.
Trafficker surveillance and
scouting.
Trafficker communications.
Trafficker electronic monitoring
of law enforcement.

Suspected trafficking aircraft

landings.

Once analysts plot drug traffick-
ing incidents, the INSITMAP pro-
vides cumulative historical data
that helps identify smuggling
trends and patterns of activity.
This information allows the intelli-
gence analyst to make judgments
about the intensity of drug traffick-
ing in specific areas, the amount
of support traffickers receive from
the local population, and potential
areas for trafficking activity.

0O 0o O

Determine Threat
Courses of Action

When developed properly, the
INSITMAP is equivalent to a drug
iraficking situational template.
The INSITMAP also shows coun-
terdrug force locations and opera-
tion plans. if the map shows
counterdrug force Information,
limit access as necessaty to
maintain operations security.

Analysts use an INSITMAP ref-
erence chart to record and ex-
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destruction site.

plain map entries. The chart in-
cludes: map symbols, entry item
number, report number of infor-
mation source, activity date and
time, description, location, traf-
ficking organization (if known),
LEA case number (if applicable),
and comments.

1. Initial collection require-
ments. Consistent with the intelli-
gence cycle for any operation,
analysts identify Initial collection
requirements and use them to
drive initial collection planning
and management. Examples of
inttial collection requirements in-
clude—

O What locaticns are drug traf-
fickers lirely to use as lookout
®ons?
D hat routes are they likely to
use?
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O What weapons are they likely
to possess?

O What electronic collection and
countermeasures do they
have (scanners, radar detec-
tors)?

{J What threats do counterdrug
forcas face (booby traps, natu-
ral hazards)?

[0 What are the traffickers'
modes of operations (cultiva-
tion methods, trafficking routes
and methods, security con-
sciousness, weapons  of
choice, propensity for vio-
lence)?

O How are traffickers likely to re-

spond to counterdrug opera-
tions (for example, change
modes of operation, confront
counterdrug forces, avoid-
ance, cease actlvities)?

svani lemplate. The
lans a drug traffick-
'z%= with named ar-
¢ imtersst (NAI). In CDIPB,

icking aciivity, or the ab-
f activity at NAL, confirm
or deny the predictability of traf-
fiovers, Anaiveis develop NAI
shroughout the A! where signifi-
cent trafficking mzy occur.

intelligence personnel analyze
sisnificant drug irafficking activity
and expecied smuggling events
on the template to provide traf-
ficking indicators. The analyst can
predict what traffickers will do
next when they compare what
traffickers are doing to what they
can do.

The decision support
template

The decision support template
{DST) dispiays areas where sig-
miticant irafficking activities will
zrobably oscur znd target areas
of interest (TAl) along trafficking
routes where counterdrug forces
can interdict the traffickers. In es-
s, analysts !dentify good lo-
ns for arrssis and seizures.
Tresé locations clude—

T Known drug trafficking river
crossing sites.

T Trans-shipment points.

O Stash sites.

0O Drug pickup points.

0 Clandestine airfields with a
smuggling history.

After analysts select the TAI,
they identify decision points.
These relate drug trafficking
events to the decisions required
to execute interdiction operations.
They show the deadline for mak-
ing those decisions. Agents must
decide to launch an interdiction
alrcraft, for example, early
enough for it to arrive at the drop-
oft point while the traffickers are
still there. The decision support
template can provide the link be-
tween Intelligence and counter-
drug operations.

t]

Conclusion

Counterdrug IPB can help
LEAs use their limited resources
(Continued on page 51)
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(Continued from page 22)

more effectively. Through the
CDIPR nmcace, intelligence ana-
iysts provide important Ml sup-
port, an important force multiplier,
in the nation’s counterdrug ef-
forts. Better yet, the military can
train law enforcement personnel
on CDIPB. The lessons devel-
oped from counterdrug support
may aiso prove useful in other
OOTW activities, By adapting IPB
to the needs of the field com-
mander, Wi can heip mest the
challenges of OOTW.
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2. My own observations during the riots
was that the MI cycle stopped Secause of
uncertainty over how to adapi i to the situ-
ation. At least one brigade commander
said M| was “imelevant” to ihe situation.
Most geployed brigades and battalions
cannibaiized their 52 sections io provide
lialson officers, journal clerks, and drivers.
As the examples provided in LTC Wenger
and 1LT Young's article show, most M|
section products merely involved a repeti-
tion of local LEA information. Also, there
was a distinct difference betwe=en the mili-
tary and law enforcement’s concepts ofin-
telligence. Almost all law enforcement
“intelligence” was merely inferrnation and
involved littie or no analysis.

3. FM 100-20, Miiitary Ogeratlons in
Low Intensity Conflict; FM 7-88, Opera-
tions in a Low Intensity Confiict; and
FM 100-19, Domestic Support Opera-
tions. A draft of this article was used to
develop the CDIPB annex in Joint Pub 3-
07.4, Joint Counterdrug Operations
(March 93 Finai Draft).

4. In “A Power Projection Army in Opera-
tions Other Than War,” Parameters 23
(Winter 93-94) 4-26, MG S.L. Amold and
MAJ David T. Statil point out the impor-
tance and complexities of interagency co-

ordination. They suggest that during
OOTW you must consider external coordi-
nation as an additional battlefield operat-
ing system.

5. While ihe presence of cover may be
less of a consideration in counterdrug op-
erations than it is in combat operations,
the analyst should consider the presence
of cover.

6. As Mr. Hawkins pointed out in his letter
to the editor (Apr-Jun 94), the following
apply: Executive Order 11805, U.S. For-
eign Intelligence Activities; EO 12333,
U.S. Inteliigence Activities; DOD Reg
8240.1-R, Procedures Governing the
Activities of DOD Intelligence Compo-
nents That Affect U.S, Persons; and AR
381-10, US. A Intelligence Activi-
ties. Also. see FM 100-19, Domestic
Support Operations, 3-5.
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