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T
here are two central princi­
ples of sound correctional 
management. First, adminis­
trators must have security 

and control or nothing else is going to 
matter. Second, they must ensure the 
custody and safekeeping of persons 
committed to institutional confine­
ment and provide a humane and safe 
environment for staff and inmates. 

During the past decade, the rapid 
deployment of a vast array of tech­
nologies throughout corrections has 
had to create a safer and more 
humane environment in institutions. 
In particular, federal, state and local 
correctional agencies increasingly are 
using technology to complement their 
existing security operations. These 
new technologies also have greatly 
complicated how correctional institu­
tions and agencies operate. 

One of the essential elements nec­
essary to ensure security and control 
is an effective method of assessing 
vulnerability. Although many well-run 
correctional agencies have sound vul-
nerability-assessment programs, the 
process has become much more com­
plex due to the influx of new security 
technologies. 

Collaboration 
The National Institute of Justice 

Office of Science and Technology has 
recognized this problem and initiated 
a project with Sandia National Labora­
tories (SNL) and the American Correc­
tional Association to develop a 
methodology for assessing vulnerabili­
ty that combines physical-security 
assessment with the protocols 
necessary for assessing security tech­
nology. Both SNL and ACA bring 

exceptional expertise to the develop­
ment of a comprehensive vulnerabili-
ty-assessment methodology. 

For more than 30 years, SNL has 
performed vulnerability assessments 
of many high-consequence systems, 
including nuclear-weapon security 
systems, conventional-weapon securi­
ty systems, telecommunication sys­
tems, access-control systems and 
computer-security systems. SNL’s 
expertise in computer software, 
microelectronics, communications, 
networks, sensors, physical protec­
tion, materials science and advanced 
manufacturing allow it to perform vul­
nerability assessments on large, com­
plex systems. 

ACA administers the only national 
accreditation program for all compo­
nents of adult and juvenile corrections 
in the United States. It evaluates 
prison and jail security operations 
against national standards and 
provides information to remedy defi­
ciencies and upgrade the quality of 
correctional security. ACA evaluators 
are highly experienced in prison man­
agement of the vulnerability-assess-
ment process. 

Vulnerability Assessment 
In a vulnerability assessment, the 

effectiveness of the overall security 
system at a particular facility is system­
atically analyzed. The vulnerability 
assessment first determines the objec­
tives of the facility’s physical-protec-
tion system. Next, it identifies the phys-
ical-protection elements in place (or 
proposed) to prevent or mitigate secu­
rity concerns. Finally, it analyzes the 
system design against the objectives in 
a systematic, quantitative manner in 

order to determine if the physical-pro-
tection system is effective and accept­
able for that facility. 

Using a security-vulnerability 
assessment methodology, SNL devel­
oped a comprehensive process for 
corrections that has been successfully 
used by the Pennsylvania Department 
of Corrections. The primary purpose 
of this vulnerability-assessment 
process is to measure a facility’s secu­
rity posture. The scope of the effort 
includes characterizing the facility 
and its operation, defining the threat, 
identifying security targets, determin­
ing security-system objectives, identi­
fying existing physical-protection 
system elements and analyzing the 
effectiveness of the security system, 
including identifying any deficiencies. 
The results will help determine the 
need for equipment upgrades or 
changes in policies and procedures. 

The collaborative effort between 
SNL and ACA consists of three phases. 
During Phase 1, SNL and ACA auditors 
performed two vulnerability assess­
ments of correctional facilities. The 
purpose was to review the SNL 
methodology and identify the modifi­
cations necessary to make the 
process more relevant to correctional 
institutions, readily understood by 
corrections personnel (e.g., use com­
mon correctional terminology where 
applicable) and usable by correctional 
employees by improving technical 
explanations that were confusing. 
Areas identified by ACA auditors as 
requiring development of additional 
protocols were physical plant securi­
ty, perimeter security, staffing, emer­
gency preparedness, keylock armory 
controls and inmate accountability. 
Phase 1 was completed last year. 

One of the essential elements necessary to ensure security and control

is an effective method of assessing vulnerability.
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During Phase 2, which is currently 
under way, modifications will be made 
to the vulnerability-assessment 
methodology, incorporating the more 
traditional methods of security audit­
ing. This will include explanations of 
how the vulnerability assessment ties 
to and complements existing security-
auditing methods. Field-tests of the 
methodology will then be conducted 
at three or more correctional facilities 
and protocols will be further modified 
based on the assessment results. In 
addition, checklists for periodic equip­
ment performance-testing are under 
development and will be part of the 
vulnerability-assessment process. 

During Phase 3, training materials 
will be developed for a train-the-trainer 
class that will be held at the SNL facility 

in Albuquerque, N.M. After the first ses­
sion, all the attendees will apply the 
vulnerability-assessment methodology 
to assess their correctional institution. 
The results will be provided to SNL and 
be used to modify the training materi­
als. Ultimately, the goal is to produce a 
set of training materials and vulnerabil-
ity-assessment protocols in electronic 
format that will enable a correctional 
agency to conduct its own vulnerability 
assessment with minimum training. 

Conclusion 
The vulnerability-assessment 

methodology developed by SNL 
has proved to be an excellent frame­
work on which to develop a compre­
hensive vulnerability-assessment 
process for use in corrections. The 

collaboration between SNL and ACA 
will result in a robust process that will 
greatly increase the capability of a 
correctional agency to ensure security 
and control by providing access to an 
effective method of assessing vulnera­
bility. 
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