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FOREWORD

The Office of Law Enforcement Standards (OLES) of the National Institute of Standards and
Technology (NIST) furnishes technical support to the National Institute of Justice (N1J) program
to strengthen law enforcement and criminal justice in the United States. OLES s function isto
conduct research that will assist law enforcement and crimina justice agencies in the selection and
procurement of quality equipment.

OLESis: (1) subjecting existing equipment to laboratory testing and evaluation, and (2)
conducting research leading to the development of several series of documents, including national
standards, user guides, and technical reports.

This document covers research conducted by OLES under the sponsorship of the National
Institute of Justice. Additional reports as well as other documents are being issued under the
OLES program in the areas of protective clothing and equipment, communications systems,
emergency equipment, investigative aids, security systems, vehicles, weapons, and anaytica
techniques and standard reference materials used by the forensic community.

Technical comments and suggestions concerning this guide are invited from all interested parties.
They may be addressed to the Director, Office of Law Enforcement Standards, National Institute
of Standards and Technology, Gaithersburg, MD 20899-8102.

Dr. David G. Boyd, Director

Office of Science and Technology
National Institute of Justice



BACKGROUND

The Office of Law Enforcement Standards
(OLEYS) was established by the National Institute
of Justice (NIJ) to provide focus on two major
objectives: (1) to find existing equipment that can
be purchased today, and (2) to develop new law-
enforcement equipment which can be made
available as soon as possible. A part of OLES's
mission is to become thoroughly familiar with
existing equipment, to evaluate its performance
by means of objective laboratory tests, to develop
and improve these methods of test, to develop
performance standards for selected equipment
items, and to prepare guidelines for the selection
and use of this

purposes of a standard are (1) to be areference
in procurement documents created by purchasing
officers who wish to specify equipment of the
“standard” quality, and (2) to identify objectively
equipment of acceptable performance.

Note that a standard is not intended to inform and
guide the reader; that isthe function of a
“guideline.” Guidelines are written in non-
technical language and are addressed to the
potential user of the equipment. They include a
general discussion of the equipment, itsimportant
performance attributes, the various models
currently on the

equipment. All of market, objective test
these activities are A standard is not intended to inform ~ ddtawhere avalable,
directed toward . . and any other
providing law and guide the reader; that isthe information that
enforcement agencies function of a guide| ine might help the reader
with assistance in make a rational
making good selection among the

equipment selections
and acquisitions in accordance with their own
requirements.

Asthe OLES program has matured, there has
been a gradual shift in the objectives of the
OLES projects. The initial emphasis on the
development of standards has decreased, and the
emphasis on the development of guidelines has
increased. For the significance of this shift in
emphasis to be appreciated, the precise
definitions of the words “standard” and
“guidelineg” as used in this context must be
clearly understood.

A “standard” for a particular item of equipment
is understood to be aformal document, in a
conventional format, that details the performance
that the equipment is required to give and
describes test methods by which its actual
performance can be measured. These
requirements are technical and are stated in terms
directly related to the equipment’ s use. The basic

various options or
dternatives available to him or her.

This guide is provided to describe to the reader
the technology used in hand-held and walk-
through metal detectorsthat is pertinent for use
in weapon and contraband detection.

Kathleen Higgins
National Institute of Standards and Technology
January 2001
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USERS GUIDE FOR HAND-HELD AND
WALK-THROUGH METAL DETECTORS

1. INTRODUCTION

1.1 Purpose of the Guide

The guide provides the law enforcement and corrections (LEC) community with information
concerning the theory and limits of operation of hand-held and walk-through metal weapon
detectors. Thisguideis also intended to supplement Nationa Institute of Justice (N1J) standards
for hand-held (HH) and walk-through (WT) metal weapon detectors (see sec. 6, refs. 1 and 2). It
contains information to help the user better understand the standards and their specifications. The
guide also includes genera training instructions for metal detector operators and supervisors, and
information on where to obtain more detailed training. A brief discussion of safety topicsis also
contained in the guide. A list of present suppliers of hand-held and walk-through metal detectors
isalso provided. Throughout this guide, the HH and WT metal detectors will be referred to as
HH and WT units.

1.2 Information Source

The topics addressed in this guide were determined from interviews with a number of LEC
agencies (see acknowledgment list on p. vii). Interviews were conducted in medium to large
agencies because the mgjority of sworn officers are employed in medium to large agencies (see
fig. 1). Furthermore, the civilian population served is represented by the number of sworn officers
and not the number of agencies, although the majority of agencies are small (seefig. 2). The
agencies that were selected for interview were either located near NIST in Gaithersburg, MD or
had representatives on the Law Enforcement and Corrections Technology Advisory Council
(LECTAC).
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Figure 1. The percent of sworn officers vs agency size (given as number of sworn
officersin the agency); see section 6, references 3 and 4
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1.3 Security Requirements and Applications

HH and WT units are used to control the type of objects allowed into restricted areas and to find
objects hidden within these areas. Different users have different security requirements. For
example, courthouse security requires preventing entry of firearms and large (greater than afew
inches long) metal objects that can be used to injure another person. Corrections facilities, on the
other hand, want to restrict penetration of even smaller metal objects into the secure areas; for
example, objects that can be used to open handcuffs, such as paper clips. However, thereisa
limit to the smallest metal object that can be detected with present HH and WT metal weapon
detector technology, and the LEC officer or agent must be aware of this. Therefore, readistic
object size detection levels must be established based on the perceived threat for agiven
environment. In reality, HH and WT units can detect magnetizable materials and electrically
conductive materias that are nonmetallic, such as conductive polymers and saline solutions (like
human tissue). However, this discussion islimited to the detection of metal objects.

1.3.1 Metal Object Sizes as Related to Security

According to interviews with representatives of many local, State, and Federal LEC agencies,
there appear to be primarily three levels of practiced security that are based on the size of the
metal object to be found. For purposes of this document, these shall be labeled large, medium,
and small object sizes. The ability to find the smallest possible metal object islimited by detection
technology. The requirement to find the smallest metal object is significant at corrections and
detention facilities where even the smallest piece of metal can be used as a weapon or part of a
weapon or to compromise (defeat) other safety devices and constraints. A pat-down search at the
time of arrest also requires the ability to find small objects. Small-sized metal objects that can be
athreat to security are paper clips, razor blades from disposable shaving razors, metal pen refills,
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etc. However, nonmetallic objects can aso be used as weapons, and metal detectors cannot
detect these nonmetallic weapons.

Medium-sized metal object detection is encountered in similar situations and environments where
small-sized metal object detection isused. The primary difference is that in certain instances the
perceived threat of small-sized objectsis small, or there is insufficient time to resolve potential
alarms caused by small-sized metal objects. Examples of medium-sized threat objects are short
sections of hacksaw blades, blades from hand-held paint scrapers, small screwdriver bits, small
caliber ammunition, handcuff keys, etc.

Detection of large-sized metal objects are primarily a concern at courthouses, for very-important-
person (VIP) security, for event security, during a routine personal search, etc. In these
situations, al firearms and any knives with blades over 7.6 cm (3 in) long must be found.
However, when the HH or WT unit is operating in a mode for detection of large metal objects,
these units must discriminate between large metal objects and small metal objects to reduce a
large number of time-consuming secondary searches.

1.3.2 Environment and Conditions of Use

Corrections and detention facilities are primarily indoor environments where the HH and WT
units are used at a fixed location and, therefore, are not typically subject to temperature and
humidity changes. However, in some situations the units may be used outside or at an entry port
where exposure to varying (on a short-time scale) temperature and humidity is encountered. A
HH unit carried by law enforcement officers on patrol and used for a pat-down search at the time
of arrest is a high-security application that requires environmental tolerance. Therefore, the
sengitivity of detection performance to environmental conditionsis important. Furthermore, the
outdoor-use devices may be exposed to blowing sand/dust, blowing rain, spilled liquids, fungal
growth (if stationary), solar radiation, etc.

Although the environmental conditions for most indoor applications are relatively constant,
detection performance of HH and WT units can vary due to other conditions. For example, low
power or poor power quality may affect detection performance. Furthermore, electromagnetic
interference (EMI) or mechanical interference may cause the HH and WT unit to function
improperly. EMI can be caused by electric motors, radios, computers, etc. Basically, ailmost
anything that is electrically powered can be a source of EMI. Mechanical interference can be
caused by metal walls or moving metal doors.

There is also the issue of ruggedness, which describes the physical and mechanical abuse that the
HH and WT units may be subject to and still be required to exhibit acceptable performance.
Hand-held units, during normal use, may be dropped, kicked, stepped upon, sat upon, etc.
Consequently, these HH units must tolerate mechanical abuse without breaking or affecting
detection performance. Furthermore, these HH units must not expose surfaces or edges that can
be dangerous to the operator or allow the device to be used as a weapon. Walk-through units



also mugt tolerate some mechanical abuse. The abuse in this case may be from flying objects,
hitting, kicking, bumping, etc. Walk-through units must also be resistant to sliding and tipping
over.

1.4 Revised NIJ Standards

Revisions of the NIJ standards were implemented because of requests by HH and WT metal
detector manufacturers and by LECTAC members. The LECTAC advised the NIJ concerning
potentia law enforcement and correction technology worthy of research and devel opment
support. The revised NIJ standards address the issues deemed important by the LECTAC. The
revised NIJ standards not only address the above mentioned subjects, but aso quality assurance,
reliability, and maintainability.



2. THE NATIONAL INSTITUTE OF JUSTICE STANDARDS

The National Institute of Justice (N1J) has developed two Standards pertaining to metal detectors
for use as weapons detectors (seerefs. 1 and 2 listed in sec. 6). One of these Standardsis for HH
units and the other is for WT units. Both of these Standards are somewhat technical in nature.
To help the LEC community better understand these NIJ Standards, this section of this guide
contains a brief section-by-section description of each Standard, with particular emphasis on
detector performance requirements and specifications (found in sec. 2 of each Standard) and the
rationale for these requirements and specifications in the Standards. Consequently, this section of
the guide refers to sections in the Standards, and to simplify referencing this section of the guide
to the Standards, the same numbering is used here as is used in the Standards with the exception
of an additional “2" preceding each section title. The two NIJ Standards are amost identical
except for specific parts that are unique to either the HH or WT units.

2.1 Introduction
2.1.1 Purpose of the Standard

As mentioned in the corresponding section in the N1J Standards, the purpose of the Standardsis
to establish performance requirements and methods of test for active hand-held and walk-through
metal detectors used to find metal weapons and/or metal contraband concealed or carried on a
person. The hand-held metal detectors can aso be used to locate metal weapons and contraband
hidden within or on the premises of a building or within a nonmetallic object or body (such as the
ground, food, etc.).

2.1.2 De€finitions

The definition sections of the NIJ Standards are provided to facilitate the use and understanding
of the standards. Since each defined term isitalicized throughout the standards, it provides a
useful cross reference tool. This section isintended to provide clear and identical interpretations
of the standards, object size classes, test objects, and test methods by all parties.

2.2 Requirementsfor Acceptance

Section 2 of the Standards contains al the performance and system requirements and
specifications required for acceptance. The performance requirements and specifications of the
standards are primarily concerned with detection performance. System requirements and
specifications refer to all other requirements and specifications and include power, battery back-
up, safety, durability, interference, and many others.  Furthermore, without some quality
assurance program in place, aHH and WT unit that was safe at the time of purchase may fail to
remain safe. These issues are covered in the revised NIJ standard.



2.2.1 Safety Specifications and Requirements
2.2.1.1 Electrical

Physical contact to voltages exceeding a particular value can be dangerous. HH and WT units
should not expose the user or public to high-voltage electrical signals or power. If high voltages
do exist within or on these devices, then these devices must be enclosed so as to prevent user
access to the high voltages. Underwriters' Laboratories (UL) provides a standard for exposure to
voltages that is referenced in the NIJ standard.

2.2.1.2 Mechanical

Another safety concern is more mechanical or physical in nature. The operator or another person
coming into contact with the HH or WT unit should not be exposed to needless risk of injury.
The HH and WT unit should not contain sharp edges, loose covers/cowlings, hanging wires,
protruding surfaces, etc. To address this concern, the detector is required to have rounded
corners, no external wires or cablesto trip over, and no loose parts. Violations of these safety
requirements would be obvious, but unless stated explicitly, manufacturer compliance cannot be
assumed.

2.2.1.3 Exposure

Magnetic fields are used by HH and WT units to sense the presence of metal objects. Scientific
studies have raised the concern that exposure to magnetic fields may cause biological changesin
living cells. The effect of exposure of biological tissue and systems (human bodies) to magnetic
fields has been addressed by severa standards-setting organizations, and these standards are used
in the revised NIJ standard to limit human exposure to magnetic fields generated by HH and WT
units.

In addition, certain types of personal medical electronic devices may be affected by these magnetic
fields. However, the effect of magnetic fields on persona electronic medical devices has not been
studied extensively. These devices may be implanted under the skin or attached to the surface of
the skin and include cardiac defibrillators, pacemakers, infusion pumps, spina cord stimulators,
ventilators, etc. At the time of thiswriting, only afew manufacturers of HH and WT units have
had the effect of their detectors on personal medical electronic devices tested; and this was only
for cardiac pacemakers. The Center for Device and Radiation Health (CDRH) of the Food and
Drug Administration (FDA) is the Federal organization responsible for determining safety of
exposure to various types of radiation. The CDRH has defined exposure limits for laser sources,
cabinet x-ray machines, microwave ovens, etc. At the time of thiswriting, however, the CDRH
has not declared any formal opinions regarding the exposure of the various personal medical
electronic devices to the magnetic fields generated by hand-held and walk-through metal
detectors.



2.2.1.4 Warning Labels

A warning label isrequired on HH and WT units until the FDA or a similar agency has determined
that exposure to the magnetic fields generated by HH and WT unitsis not unsafe.

2.2.2 Electrical Requirements
2.2.2.1 Power

The quality and condition of either ac (walk-through) or battery power (hand-held) may have an
impact on detector performance. The quality and condition of the ac voltage level and battery
level is addressed in the standard. 1n addition, both power sources are subjected to testing for any
impact on detector performance, and a requirement isimposed for avisua indicator to alert the
operator if a power problem exists.

2.2.2.2 Burn-In

Users of hand-held and walk-through metal detectors are concerned with the reliability of the
equipment. To ensure that each detector is capable of reliable performance without early burn-
out, a statistical sample of each type of detector is subjected to along period (160 consecutive
hours) of cycle and performance testing.

2.2.2.3 EEPROM Program Storage (WT only)

The EEPROM (electrically erasable programmable read-only memory) is required so that the
programmed operating parameters of the walk-through metal detector are not lost during a power
outage or interruption.

2.2.3 Detection Performance Specifications

The detection performance specifications of the Standards, excluding the magnetic field intensity
distribution mapping, are based on the detection of specific metal test objects. These test objects
are also used to define the level of security. There are three object size classes defined in the NIJ
Standards for HH and WT metal detectors for use as weapons detectors. The three sizes are
large, medium, and small. The large-sized object class includes test objects that are replicas of
handguns and knives. The medium-sized object class includes handcuff keys, #2 Phillips screw
driver bits, and 22 caliber long rifle rounds. The small-sized object classis applicable only for HH
detectors and includes short sections of a pen refill and the blade from a disposable razor. In
addition, for the HH detectors, there is an optional small-sized test object, the hypodermic needle
from adisposable syringe. The reason that the hypodermic needle is an optional test object is that
itisvery difficult to find. The HH and WT units may be designed to find objects of more than
one object size class, in which case the unit must be tested for each object size class.



2.2.3.1 Detection Sensitivity

If the hand-held or walk-through metal detector fails to find metal weapons concealed or carried
on a person, human safety is unknowingly at risk. This standard ensures that each test object,
which isareplicaof athreat item, appropriate for the object-size detection classification level of
the detector unit is detected at specified orientations in the area around the HH unit and in the
portal area of the WT unit.

2.2.3.2 Speed

Users of hand-held and walk-through metal detectors require the detector to perform effectively
whether the detector or the person being tested moves quickly or slowly. This specification and
its associated test procedure assures proper detector performance for a reasonable speed range.

2.2.3.3 Repeatability

If the HH or WT unit fails to find metal weapons concealed or carried on a person, human safety
isunknowingly at risk. The HH and WT unit must detect each appropriate test object every time
it is tested to assure user confidence in the ability of the HH and WT unit to properly perform.
This specification requires that the HH and WT unit be tested at its weakest point for

50 consecutive trials and detect the appropriate test objects without failure.

2.2.3.4 Discrimination

For the large-sized object class of aHH or WT unit, it isimportant that objects smaller than the
large-sized test objects (which includes the medium-sized and small-sized test objects listed in
sec. 5.2 of the Standards) do not cause the HH or WT unit to alarm, which could then produce
unnecessary delays and reduce throughput. For HH and WT units designed to find large-sized
objects, this specification requires that the HH or WT unit not alarm when metal objects that are
smaller than the large-sized test objects pass through the portal of the WT unit or are brought
near the HH unit.

2.2.3.5 Body Concealment

If the HH or WT unit fails to find metal weapons concealed on a person, human safety is
unknowingly at risk. This specification is designed to test whether a person can conceal objects
from detection by placing them under the armpit or in other concealed areas of the body.
However, body concealment is not likely to significantly effect detection performance, especially
for the low operating frequencies used by WT units.



2.2.3.6 Throughput (WT only)

Another specification requested by users of WT units is a maximum throughput rate, which
describes a maximum number of persons that can pass through the WT unit per minute without
reducing the probability of successful detection. This specification tests the WT unit’s ability to
properly detect ametal object on a person walking through the portal of the WT and then to reset
(become ready) for the next person. Purchasers of detectors may use this specification to
compute the number of detectors required for a given security application based on the expected
total throughput rate for that application.

2.2.3.7 Multiple Metal Objects (WT only)

Users of HH and WT units require the detector to perform effectively even if more than one metal
object is present. This specification prevents one or more metal objects from affecting the
detection of another metal object.

2.2.3.8 Magnetic Field Mapping (HH only)

If the hand-held or walk-through detector fails to find metal weapons concealed or carried on a
person, human safety is unknowingly at risk. To ensure that there are not any “weak spots’ in the
magnetic field that could enable a person to carry a prohibited object through a detector without
detection, the magnetic field intensity in the portal area of the WT unit and around the HH unit is
measured.

2.2.4 Operating Requirements
2.2.4.1 Operator Controls

To prevent anyone from tampering with or inadvertently changing the detection parameters of the
HH or WT unit, only those controls required to operate the HH or WT unit are accessible to the
operator. Other controls are inaccessible to the operator. The Standards also lists the operator
controls that must be provided.

2.2.4.2 Control Panel Error Codes (WT only)

To assist an operator or atechnician in servicing different models of WT units, a unit must
provide a uniform two-digit error code to identify different types of system failures. The first
digit of the code represents the general area of system failure and is specified. The second digit
may be used by the manufacturer to provide additional information on the malfunction.



2.2.4.3 Interference

There are primarily two types of interferences associated with HH and WT units. el ectromagnetic
and mechanical. Electromagnetic interferences (EMI) can be conducted and/or radiated. The NIJ
Standards address both EMI generated by HH and WT units and the EMI susceptibility of HH
and WT units. To ensure proper detector performance, this requirement sets standards for both
electromagnetic and mechanical interference, when applicable. This reduces the effect of externa
influences on HH and WT units, such as a voltage surge, atwo-way radio, ametal wall, a moving
door, etc.

2.2.4.4 Environmental Ranges and Conditions

An HH unit typically is used in avariety of environmental conditions and can be used both indoors
and outdoors. A WT unit may also be used indoors or outdoors, but because of its size and
weight, aWT unit likely will not be moved as frequently as a HH unit. The Standards for HH and
WT units require testing under various environmental conditions that include: temperature,
relative humidity, salt mist, fungus, rain/wind, sand/dust, environmental corrosion, and solar
radiation. Practical requirements are placed on the performance of the HH and WT units under
these conditions to assure that detector performance is not compromised. Both HH and WT units
may be provided as indoor-only or indoor/outdoor models.

2.2.5 Mechanical Specifications and Requirements
2.25.1 Dimensions and Weight

Ergonomics of the HH unitsisaso anissue. HH and WT units have weight requirements to
reduce fatigue during long-term use (hand-held) and ease of relocation (walk-through). The
Federal Aviation Administration (FAA) of the Department of Transportation published an
ergonomic study of then-available (1995) HH units (see sec. 6, ref. 5). This document considers
the effect of HH unit design and operating procedures on the effectiveness of operators using the
HH units to find concealed objects. Some HH units exhibited an apparent advantage over others
for long-term use because of reduced operator fatigue and greater comfort during use. Since
ease-of-use and comfort affect operator performance, it is recommended that the FAA study be
reviewed. Furthermore, incapacity by an ailment, such as carpel tunnel syndrome, will adversely
affect the LEC agency operating budget and overall agency performance. The WT unit also has
minimum dimensional requirements so persons can walk normally through the portal without
undue restrictions.

2.2.5.2 Durability/Ruggedness
An HH unit is subjected to a number of forms of abuse such as dropping and severe bumping.

Therefore, the HH unit must be durable enough to withstand these forces and still operate
properly. Similarly, aWT unit may be bumped, dropped during shipment or relocation, dlid or
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tipped over. This specification requires that the HH and WT units perform properly after being
exposed to normal and expected physical abuse.

2.2.6 Functional Requirements
2.2.6.1 Audible Alarms

This provision requires a minimum sound level volume for audible aarmsto assure that the
audible alarm can be heard by the operator. This requirement also provides for a two-state or
proportional alarm, depending on whether the detector is awalk-through or hand-held unit. The
audible alarm requirement forces uniformity of alarm functions regardless of the detector
manufacturer, thereby, making all detector units sound similar to the user. Other alarms are also
required by the NIJ Standards to assure the operator that the detector unit is performing properly
or to aert the operator in the event of any problem.

2.2.6.2 Visual Indicators

Certain detector conditions aso require avisible alarm indication. The NIJ Standard sets a
minimum illumination level for visual indicators to ensure that the visua indicator can be seen by
the operator. Visual indicators, with the audible alarm turned off, allow an operator to detect
metal objects without necessarily alerting the person being scanned of an alarm indication. Visua
indicators are also required to assure the operator that the detector unit is performing properly.
2.2.6.3 Detection Signal Output Connector

For factory or laboratory testing, a detection signal output connector is required to extract the
anal og detector signal prior to the alarm. The connector also allows the HH and WT unitsto be
monitored from a remote location. This connector can be used to assist the technician in servicing
any detector problems.

2.2.6.4 Interchangeability

Any given model of HH or WT unit is required to have interchangeable parts and components to
facilitate maintenance.

2.2.6.,5 Field Servicing

The HH and WT units are required to be designed for ease of maintenance, and the electronics
must be of modular design to provide ease in repair.
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2.2.7 Detector Mount

The manufacturer is required to provide a detector holder for accurately positioning the detector
unit with respect to the measurement system. The detector mount provides repeatability and
comparability of measurements for each type of detector manufactured.

2.2.8 Quality Control and Assurance

If the HH or WT unit fails to find metal weapons concealed or carried on a person, human safety
isunknowingly at risk. Accordingly, to assure that each HH and WT unit meets or exceeds the
requirements of these standards and is highly dependable, the manufacturer must meet 1SO 9001
quality assurance standards. These standards provide amodel for quality assurance in design,
development, production, installation, and servicing and are the same as those standards used for
avariety of products such as automobiles, consumer electronics, etc.

2.2.9 Documentation

This section requires each manufacturer to provide a uniform list of deliverable items with each
detector unit to assist the operators and technicians in the use and servicing of the detector. The
following isalist of the required documentation: operating instructions, operator training
instructions and videotape or CD ROM, technical specifications, waveform report, certification of
inspection and conformance, certification of test procedures, suggested maintenance schedule,
and installation instructions. This documentation is also required to assure that each detector unit
(on the basis of statistical sampling) meets the requirements of the NIJ Standards. Thereisan
eguation given in sections 2.9.8 of the NI1J Standards that is used to determine the number of units
0IMKk
01k,, +001M

that must be tested, M is the number of available units of the same type and model tested, and k,,
is the coverage factor for the 99 percent confidence interval (see table B.1 of ref. 7 of sec. 6).
The value of 0.1 in the equation relates to the expected percentage of rgjected unitsand avalue
typicaly found in manufacturing (see sec. 6, ref. 8). The vaue of 0.01 is the acceptable
percentage of unit failures and is set by the NIJ Standards to balance production and test costs
and subsequent cost to the LEC agency. Figure 3 shows how the value of the acceptable
percentage of unit failures impacts the required number of tested units. In addition to the above
documents, technical manuals and technical training manuals and videotapes (or CD ROM) are
provided to the LEC agency upon request.

to test. Thisequation (see sec. 6, ref. 6) is m= , where m is the number of units

2.3 Performance Testing Procedures

This section describes all the test methods that are unique to measuring the detection performance
of hand-held and walk-through metal detectors. All other tests, such as that for
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Figure 3. The number of unitsthat must be tested versus the number of
units manufactured (the different curves represent different acceptable
failure rates or percentages that must be satisfied; the NIJ Standards
have thisfailurerate set to 0.1 %)

environmental and mechanical tolerance, are performed in accordance with one of the standards
referenced in section 1.2 of the NIJ Standards.

2.3.1 General Test Conditions

To compare the performance of HH and WT units from different manufacturers or of different
models from a particular manufacturer, it is important that the test conditions be consistent.
Consistent test conditions also enhance reproducibility of the measurement. Although the NIJ
Standards require proper operation over arange of conditions, well-defined test conditions ensure
that the performance data is reproducible.

2.3.1.1 Test Location

The test location should be free from interferences of any type so that the metal detector
performance can be properly assessed . Furthermore, if interferences are added to the
performance tests, the number of different performance tests and their corresponding test
conditions would increase to the point where the cost of testing becomes prohibitive. The effect
of electromagnetic interferences is tested separately as per section 13 of the ASTM Designation F
1468-95, “ Standard Practice for Evaluation of Metallic Weapons Detectors for Controlled Access
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Search and Screening.” The effect of metal walls, floors, doors, etc., are tested in accordance
with the tests in section 3 of the N1J Standards.

2.3.1.2 Environment

Although the HH and WT units must function over awide range of temperatures, humidities, and
other environmental conditions, nominal environmental test conditions are specified in the NIJ
Standard to enhance measurement reproducibility. Furthermore, performing the tests at only one
temperature and relative humidity, instead of many or at any one arbitrary temperature and
humidity within the operating ranges, reduces the number of required tests. However, the
manufacturer must still show that the HH and WT units can operate normally under the
environmental ranges and conditions specified in the NIJ Standards. The manufacturer may show
that the WT unit complies with the environmental requirements by showing that all of the
components and their interconnections comply with the environmental requirements. The
advantage of environmental tests of the components of aWT unit instead of the entire WT system
isthat testing the entire WT unit for environmental effects would be much more costly than
individually testing all of the components.

2.3.1.3 Preparations

The HH and WT units must be properly installed, have fresh batteries, and be properly adjusted
before any performance tests are done.

2.3.2 Detection Performance Tests

The group of tests described in section 3.2 of the NIJ Standards is required to assess detection
performance. Tests to determine compliance with the other requirements stated in the NIJ
Standards are referenced to other standards which, are listed in their order of appearancein
section 1.2 of the NIJ Standards. The data format is specified to provide uniformity in the data
presented to the LEC agencies.

2.3.2.1 Object Size Classes

The impact of object size classes on performance testing is described in section 3.2.1 of the NIJ
Standards. If the detection sensitivity of the HH or WT unit is adjustable, then these adjustments
shall at least conform to the different object size levels defined in the NIJ Standards, and these
units must be tested for each object size class.

2.3.2.2 Equipment

The equipment required for the test is listed and their performance requirements described. This

information assists the testing laboratory in selecting the appropriate instrumentation for
performing the tests.
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2.3.2.3 Detection Sensitivity

The detection sengitivity test is used to determine the ability of the units to sense the test objects
with severa different orientations with respect to the HH and WT units. The appropriate test
objects are used for this test; that is, if the unit is specified as being able to detect large-sized
objects, then the medium-sized test objects are used. For the HH units, measurements are
performed over each measurement plane. For the WT units, the measurements are performed at
specific locations in the portal areathat correspond to particular body locations. The weakest and
strongest interactions are recorded for each test object, and this information is used for later tests.
The measurement output is the detection signal obtained from the HH or WT unit’s detector
electronics.

2.3.2.4 Speed

The speed test is used to evaluate detection performance for a range of speeds of an object
moving through the portal of aWT unit or by a HH unit. The speed range and increment are
specified in section 2, “Requirements for Acceptance,” of the NIJ Standards. The appropriate test
objects are used for this test; that is, if the unit is specified as being able to detect large-sized
objects, then the large-sized test objects are used. For the HH units, measurements are performed
through one location in each measurement plane. For the WT units, the measurements are
performed at specific locations in the portal areathat correspond to particular body locations.
The measurement output is whether or not an alarm was produced.

2.3.2.5 Body Concealment

The purpose of the concealed object test described in the revised NIJ Standards is to establish a
test procedure for measuring the ability of the HH and WT units to sense a metal object concealed
by the human body. As mentioned earlier (sec. 2.2.3.5), the effect of body concealment on
detection performance is not significant. However, for very small objects, the detection signal
from the human body maybe larger than that of the object (see sec. 3.2.6). The present test
procedure is not intended to be the most scientific or reproducible test method possible. Using
the armpit versus, for example, the crotch astest location is arbitrary. For practical reasons, a
body cavity cannot be used as a place of concealment for thistest. It isdifficult to say which
location, the armpit or crotch, would be a better location to test for body cavity conceal ment.
The armpit may provide a continuous screen on both sides of the test object because people may
keep their arm stationary while walking through the portal of a WT unit, whereas the object may
become uncovered on one of its sides because legs move apart during walking. The thighs
provide alarger mass to hide the test object than does an arm; the chest provides alarger mass
than the thigh. The primary intention of this rudimentary procedure was to introduce the test into
the standards, with the intention of subsequently devel oping a scientific test method that would
supersede it. The measurement output is whether or not an alarm was produced.
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2.3.2.6 Throughput (WT Only)

This method measures the ability of the WT unit to sense two metal objects passing through the
portal in succession. The test objects used for thistest are derived from the detection sensitivity
tests. The test objects are the ones that provided the largest and smallest sensitivity readings,
therefore, there are two test objects for thistest. The temporal profile of the response (response
waveform) of the WT unit to the two test objects, asit is passed through the portal of the WT, is
recorded. The minimum time allowed between two successive subjects walking through the
portal is determined from these two waveforms. To calculate this minimum time, the person
conducting the test (the tester) labels the waveform providing the larger response, Wy, and the
waveform providing the smaller response W,,,,. The tester then finds the maximum signal from
these two waveforms and calls these values M, and M, and also locates the time on W, where
My, occurred and callsthistimetg,,. The next step isto locate the time on W,,, where the signal
decreases to about half of M., and call thistime t,,. Subtracting tg,, from ty,, providesthe
interval of time that you must wait before the WT unit is ready to scan the next person. The
number of people that can pass through the WT unit per minute can be found by dividing 60 by
the time interval (in seconds) just calculated: 60/(ty,,ts,r). The measurement output isthe time
difference between the ty,, and ty,..

2.3.3 Alarm Indication Tests

These tests are required to ensure that the alarms can provide an indication of sufficient intensity
or loudness to attract the attention of the average user/operator. No matter how good the
detection performance may be, if the operator is not aware that an object was sensed, the detector
is useless.

2.3.4 Time-Varying Generated Magnetic Field Test

This test requires that the profile of the time-varying magnetic field be measured and recorded.
Like the profile or contour of alandscape shows how structures or the land rises above the
surface of the ground, the time (or temporal) profile of the magnetic field shows how the
magnetic field intensity varies from low vauesto high values. The sinusoidal waveforms shown
in section 3.2.1.1.2 are examples of the temporal profile of the ac power available at the electrical
outlets in our homes. The time profile of the magnetic field, in conjunction with the maximum
magnitude of the magnetic field, will be used to develop test methods to determine the
susceptibility of persona medical e ectronic devices (like pacemakers) to the magnetic fields
generated by HH and WT units.

2.3.5 Test for Operation Near a Metal Wall, Steel Reinforced Floor, or Moving Metal Door
The WT unit must function properly when placed over a steel reinforced floor or located near a

metal wall and/or a moving metal door. Similarly, the HH unit must function normally near a
metal wall. The HH and WT units are metal detectors and, therefore, will detect metal walls,

16



doors, floors, etc. However, the sensitivity to the objects should not affect HH and WT
performance when there is sufficient spacing and the units have been properly adjusted. The
purpose of thistest isto determine whether the HH and WT units perform properly when
sufficiently separated from large metal objects such aswalls, floors, and doors.

The metal wall test has been introduced into the revised N1J Standard for WT detectors. The
purpose of thistest isto assess HH and WT detector performance with a nearby metal wall. For
WT units, the detection performance is examined after the metal panel has been put in place and
the WT unit adjusted to accommodate for the proximity of that panel. The moving door test (WT
only) has replaced the moving panel test of the old NIJ Standard. The new method is more
reproducible than the previous because: the moving panel is now mounted with hingesto a
stationary pivot, the moving panel is accurately aligned and positioned with respect to the WT
unit, and the motion is completed in a defined time. The metal floor test (WT only) has also been
modified. Inthis case, the stedl reinforcing rods and wire mesh are replaced by a continuous
metal sheet. The thickness of the sheet has been adjusted to provide asigna comparable to the
simulated reinforcement. The purpose of using the sheet isto simplify the required test objects
and enhance uniformity of the tests.

2.3.6 Battery Life Test (HH Only)

The battery life test is used to ensure that the units will function properly for the entire period
specified in the NIJ Standards.

2.3.7 Burn-In Test

The burn-in test is to make sure the electronic systems are not going to fail after these systems are
shipped by the manufacturer. Typicaly, for electronic circuits, possible failure occurs early in the
life cycle. For comparison, mechanical systems typically experience the greatest failure rate after
along period of use.

2.4 Field Testing Procedures

These are test procedures to be performed by the LEC officer or agent to make sure the HH and
WT units are performing properly both when received from the manufacturer and during
subsequent periodic performance checks.

2.5 Test Objects Description

The purpose of the test objectsis to provide exemplars for performance measurements and a basis
for measurement comparison. Thisallows all WT and HH units produced by manufacturers to be
tested for compliance to the revised Standard and objectively compared. The LEC agency can
then select the best HH or WT unit based on accurate comparative data rather than speculative
data. The purpose of the exemplarsisto make a better standard that will help the LEC agencies
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get a better device. The Standard includes certain specifications and must have tests appropriate
for checking adherence to those specifications. Test objects are required for checking for
adherence and, consequently, those objects must be well defined; that is, they must be standards.
The test objects are replicas of the threat items. Replicas are used because they are safer, in some
cases, than the threat item but, moreover, because the dimensional tolerance and material
properties of the replicas can be specified. Furthermore, to enhance safety and allow for
orientation-dependent performance measurements, the replicas are encased in plastic.

Not all threat items can have areplicathat is used as atest object. Thisis because there are many
threat items and the cost of testing HH and WT units with all possible test objects would be
prohibitive. Consequently, we have examined the group of threat items for each object size class
and have selected those objects that would give the smallest signd; that is, that would be the
hardest to find. The HH and WT units are used under different circumstances and, consequently,
their corresponding test objects may be different. For example, the requirements of courthouse
and correction facility security are extremely different. For correctional facility security of
inmates, the smallest metal object that can be found isimportant. Because the body is, in some
sense, a container of electrically conductive solution, finding hypodermic needles with aWT unit
is extremely difficult. However, the hypodermic needles may be found with aHH unit. Ata
courthouse, on the other hand, the WT unit is used to find relatively large objects (handguns and
knives) and unresolved items, which are still detectable by the WT unit, are resolved by a
secondary search using HH units or other means.

25.1 Large-Sized Test Objects

The large-sized test objects are relatively large metal objects that can be sensed by most
commercialy available HH and WT metal detectors. These objects are weapons and have been
defined by the LEC agencies as a handgun and a knife and, accordingly, the two test objects are
replicas of the handgun and knife. The material that is used to make the replicais non-
ferromagnetic stainless steel because stainless steel is less detectable than other possible metals
that can be used for these items. The shape of the handgun replicaindicated in the NIJ Standard
isnot perfect and is atemporary design. A design of areplicathat more accurately represents the
interaction of a handgun with HH and WT units will be determined in the future and incorporated
in subsequent revisions of the NIJ Standards. Because of the variation in handgun shape and
metal composition, more than one replicamay be required. The large-sized test objects are the
same for both the HH and WT units.

2.5.2 Medium-Sized Test Objects

The medium-sized test objects are small metal objects that can be sensed by most commercially
available HH and WT metal detectors and represent objects defined as threat items by LEC
agencies. These threat items can be used to defeat security constraints or can be fashioned into or
used as weapons and are the following: a handcuff key, a 38 mm long section of hacksaw blade, a
razor blade from a paint scraper, nail clippers, a#2 Phillips screwdriver bit, and a
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22-caliber long rifle round. Finding the medium-sized test objects requires that the HH and WT
units be adjusted to have sufficient sensitivity for finding these relatively small-sized objects.
Although there are only five test objects, the number of tests required to assess HH and WT
detection performance for these test objects and their unique orientations is large and, therefore,
time consuming and costly. To reduce the cost of testing, certain threat items are not used in the
NIJ Standards.

The nail clipper isnot used in the test because it is made of material with similar electrical and
magnetic properties as the smaller and, therefore, harder to find scraper blade and hacksaw blade.
The scraper blade is aso not used in the test because it is easier to detect for al orientations than
is the short section of hacksaw blade. The handcuff key is made of a material with similar
electrical properties as that of the hacksaw blade. The handcuff key was also experimentally
observed to be more difficult to find than the short section of hacksaw blade for the orientations
tested. Consequently, the short section of the hacksaw blade is not used in the test. Depending
on orientation, the handcuff key may give a smaller or larger detection response than either the
22-caliber round or the Phillips screwdriver bit. Accordingly, both HH and WT units use areplica
of the handcuff key as one of the medium-sized test objects. To reduce the number of test objects
further, the #2 Phillips screwdriver bit and the 22-caliber round were examined to see if both were
necessary in the test. The #2 Phillips screwdriver bit is about the same size as a 22-caliber long
rifle round. However, because of the electrical and magnetic properties of the material that make
these two objects, the 22-caliber round is expected to be more difficult to find. This expectation
was verified experimentally in alaboratory using sensitivity-adjustable HH units. However,
according to conversations with LEC officers, it appears that finding the 22-caliber round is very
difficult usng aWT unit. Consequently, areplica of the screwdriver bit will be used for one of
the medium-sized test objects for WT units, and areplica of the 22-caliber long rifle round is used
for one of the medium-sized test objects for the HH units. Therefore, the medium-sized test
objects for the HH units are the 22-caliber long rifle round and the handcuff key, and for the WT
units the medium-sized test objects are the #2 Phillips screwdriver bit and the handcuff key.

25.4 Small-Sized Test Objects (HH Only)

The small-sized test objects are the smallest metal objects that have been defined by the LEC
agencies as security or safety threats. These items include metal paper clips, metal pen clips,
metal pen refills, metal blades from disposable razors, and hypodermic needles of disposal
syringes. Aswith the medium-sized test objects, the number of tests required to assess the HH
detection performance using these test objects is costly. Therefore, only the worst case threat
items are used for the test method of the NIJ Standard.

The pen refill is typicaly made of brass and the pen clip of steel. Since both objects are about the
same width and thickness (when the refill is flattened) and both can be made to be the same
length, the material properties dictate which object to use (see sec. 3.2.1). The pen refill will be
harder to detect than the pen clip because of its material properties; therefore, the pen clip is not
used in the tests. The paper clip, because of its mass and thickness, is expected to be more easily
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detected than is the blade from the disposable razor (materials of both objects have similar electric
and magnetic properties); this expectation was verified experimentally in alaboratory using
sengitivity-adjustable HH units. Therefore, the paper clip is not used as atest object. Therelative
detectability of the pen refill and razor blade varies with orientation of these objects within the
magnetic field, so replicas of both of these objects are used as test objects. 1n addition, the
hypodermic needle from the disposable syringe is used as the ideal test object. However, thisitem
is not amandatory small-sized test object but an optional one.

2.5.5 Innocuous Item Test Objects (Large-Sized and Medium-Sized Objects)

The innocuous items are defined in section 5.4 of the NIJ Standards as being reduced scale
replicas of the test objects used for either medium-sized or large-sized object tests. The purpose
of the innocuous item test objects is to demonstrate discrimination. For example, if the LEC
agency is maintaining the security at a courthouse, large knives and handguns are forbidden but
other metal objects, such as paper clips and pens, are not forbidden. Discrimination allows the
operator of the HH or WT to find the target items (handguns and knives) and not the innocuous
items. Without discrimination in this situation, the operator would have to address everyone
entering a courthouse that carried any metal object on their person, and this would cause
excessive delays.

To prevent providing information that can be useful to ill-intentioned people, the innocuous item
devices will be limited. Only one innocuous item each will be used for medium-sized and large-
Sized object tests. For the medium-sized objects class, the innocuous item test object applies only
to the HH units and is the replica of the brass refill, which is a small-sized test object. For the
large object size class, the innocuous item test object isa 0.75 scaled replica of the knifeand is
constructed of nonferromagnetic stainless steel.

2.6 References
The NIJ Standards include a number of references to other agency provisions, comprised of
standards and test methods devel oped by other qualified scientific organizations, which are

incorporated by reference into the Standards. This eliminated the need to restate standards and
test methods that have already been developed and adopted by the scientific community.
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3. PRINCIPLES OF OPERATION

This section of the guide is intended to provide the reader with technical information on the
operation of hand-held and walk-through metal detectors used in law enforcement and corrections
applications. This section is written so that the reader can easily choose the amount of technical
detail desired. The subsections, sub-subsections, etc., contain increasingly more detail.
Therefore, if just cursory information isdesired or required, the reader should read only
those sections labeled with single numeric charactersin this section (“3.1,” “3.2",“3.3

and “3.4"). The more interested reader can read sections labeled with multiple numeric
characters (3.2.3,” “1.2.4.3,” etc.). Bolded text indicates important concepts.

There are a number of commercialy available hand-held (HH) and walk-through (WT) units that
are used for concealed weapon detection (seelist in sec. 7). There are also extended-arm type
metal detectors that are used by correction agencies to find metal items buried under the ground
or hidden around the grounds of afacility. The extended-arm metal detector is the same type of
metal detector typically used in treasure hunting. These three different forms of metal detectors
are shown in figure 4. For brevity and because the extended-arm and HH metal detectors
function similarly, the extended-arm and HH detectors will be combined for this discussion and
referred to as HH metal detectors. All of the HH units and al but one model of WT unit, at the
time of this writing, use active-illumination techniques to detect a metal object. Active
illumination means here that the detector sets up afield and this field is used to probe the
environment. The HH and WT units create and detect magnetic fields and, therefore, contain

Figure 4. Different forms of metal detectors (the form on the far left is
a hand-held type device, the form in the middle is an extended-arm type
device, and the form on theright is a walk-through type device)
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subsystems for creating and
detecting magnetic fields (see
fig. 5). Anaobject is detected if Source coil SN \ %\ \ Detector coil
the magnetic field of the HH or NS AT N
WT unit interacts with the object )\/
and if the sensor part of the HH and TR
WT units can then detect this =
interaction. The object must be HIRPLE
electrically conductive (see ~ 1“‘;,. P
sec. 3.2.1.1) or magnetizable / * wA
AR :
(see sec. 3.2.1.2.2) for the HH or s Sl
WT unit to detect the object. Source electronics h -7
Other aspects of the object are
also important to detection and
will be discussed later.

Detector electronics

— — — Magnetic field generated by the source

) L Magnetic field ted by the object
The purpose of this sectionisto Renee T gy e 2

describe, in general terms, how Figure 5. Diagram of a metal detector with an object
the HH and WT metal weapon inside the detection space

detectors work. This section

explains how a magnetic field is generated (see sec. 3.1), how an object interacts with the
generated magnetic field (see sec. 3.2), how the object is then detected (see sec. 3.3), and how
electromagnetic interference affects performance of the HH and WT units (see sec. 3.4).

3.1 Generation of a Magnetic Field

Thereisa magnetic field associated with
electrical current (flow of charge) in awire.
The magnetic field produced by the current
in astraight wire existsin the space
surrounding thewire and isrepresented
graphically by the circular line as shown in
fig. 6. Winding the wireinto a coil
concentrates the magnetic field produced by
the current. The magnetic field of the HH
and WT unitsis produced by passing an
electrical current through a coil of wire. The
circles (contour lines) that wrap around the

wire represent the magnetic field intensity; Figure 6. Magnetic field linesaround a
the farther away these circlesare from the current carrying wire wrap around
wire, the weaker isthe magnetic field. The thewire

magnetic field does not change abruptly at these
contour lines but varies gradually. Theselines
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can also be presented as shading (seefig. 7) and are similar to the lines on a topographical map
that shows elevation variations. The circuit and coil for generating the magnetic field is called the
source. Figure 8 shows how the intensity of the magnetic field drops off as you move away from
the source coil. We can see from figure 8 that the field strength drops off very quickly. The
direction and intensity of the magnetic fields around a circular loop of wire, similar to the source
and sensor coilsin WT and HH units, are shown in figures 9 and 7. Note how the direction (from
the arrows in fig. 9) and intensity (from the gray-scale plot in fig. 7) of the magnetic fields change
with position between the source and detection coils.

3.2 Interaction of an Object With the
Magnetic Field

The magnetic field of an HH or WT unit

varieswith time, as described in
section 3.3.1. Thistime-varying magnetic
field has associated with it an electric field

(see sec. 6, refs. 9 and 10 for more

information) and the magnitude of this

accompanying electric field is proportional to

therate at which the magnetic field changes.  Figyre 7. Intensity of the magnetic field
The object may interact with the magnetic between and around the source (depicted
field directly or it may interact with the by the lower horizontal line) and sensor
associated electric field. (upper line) coils; darker areasindicate

o higher magnetic field intensity.
The magnetic field produced by the source

may interact with a nearby object. The
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type and strength of thisinteraction depends on the type of material that the object is made
of (see sec. 3.2.1), the size (sec. 3.2.2) and shape (sec. 3.2.4) of the object, the orientation of
the object in the magnetic field (sec. 3.2.3), the speed of the object through the magnetic
field, etc.), and other lessimportant factors. The sensor electronics of theHH or WT unit
(seefig. 4) respondsto theinteraction of the object with the magnetic field and this
provides a detection signal. Thissignal indicates whether an interaction took place. If the
signal islarge enough, it may causethe HH or WT unit to alarm. The strength of the
interaction may be determined from the alarm if the HH or WT unit isequipped with a
proportional alarm indicator.

3.2.1 Object Material

Each material has a unique set of electromagnetic properties. Therefore, a group of objects that
are identical (shape, size, etc.) except for their material composition will each have a unique
signal. That is, the interaction between the object and the source magnetic field will be different
for each object. Two characteristics of the material that will determine the strength of the
interaction are the electrical conductivity (sec. 3.2.1.1) and the magnetic permeability

(sec. 3.2.1.2) of that material. The electrical conductivity and magnetic permeability of an object
allow two different paths for interactions with the magnetic field and these interactions may be
sensed by the HH and WT units.

3.2.1.1 Electrical Conductivity

The electrical conductivity describes the ease at which electrical charge can move (or flow) in a
material. A material that allows electrical charge to flow is called a conductor. For metals, the
electrical chargeiscarried by electrons. In certain solutions, like salt water, the electrical charge
iscarried by ions. To get an idea of the variation in the electrical conductivity of different
materials, seetable 1. The units of conductivity are Siemens per meter (SY/m). The electrical
conductivity of human tissue is about 0.5 S/m.

The flow of electrical charge in a conductor is analogous to water flow in apipe: the higher the
conductance of a pipe, the easier it isfor water to flow in the pipe. It does require, however, a
force to make the water flow. Similarly, for an electrical charge to flow in a conductor requires
an externa force. Again, acomparison can be made to water flow: water flows through a pipe
because pressure is applied to one end of the pipe and not the other end; pressure exerts aforce
on water causing it to move. The analogous quantity to pressure for electric charge is voltage,
such as the voltage at the ac outlets in our homes. The movement of electrical chargeis called an
electrical current. The time-varying magnetic field produced by the HH and WT units also exerts
aforce that can cause charge to flow. The flow of eectrical charge caused by the magnetic field
iscaled an eddy current (see sec. 3.2.1.1.1).
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Table 1. Electrical conductivity of some materials (see sec. 6, ref. 9)

Material Conductivity (S/m)
copper 57 000 000
aluminum 35 000 000
brass 11 000 000
lead 5 000 000
stainless steel 2 000 000
cast iron 1 000 000
graphite 100 000
seawater 4
distilled water - 0.0001
bakelite - 0.000 000 001
glass - 0.000 000 000 001
diamond — 0.000 000 000 000 1
ar 0.

3.2.1.1.1 Induced Eddy Current

The magnetic field of the source may cause (or induce) charge to flow in anearby conductive
object; this induced current is called an eddy current. The magnitude of the induced current is
dependent on the object's electrical conductivity (and other properties). However, not all
magnetic fields can induce an eddy current; the magnetic field must be changing with time, smilar
to how the ac voltage in our homes changes with time (see fig. 10). (The reason the voltagein
our homesis called ac, or aternating current, is because it alternates or changes with time). If the
magnetic field did not change with time, no eddy currents would be induced in the object. The
eddy currents induced in an object by the external magnetic field can themselves produce
magnetic fields that can interact with other objects. These eddy-current-induced magnetic
fields are called secondary magnetic fields and may be detected by the HH and WT units
(seesec. 3.2.1.1.2). Furthermore, the process of inducing an eddy current in an electrically
conductive object by the source magnetic field will affect the operation of the source electronics.
This sour ce-cir cuit-related effect may also be used by the HH and WT unitsto detect the
presence of an electrically conductive object (see sec. 3.3.2.4).
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The magnitude of the eddy current that is
induced in the object by the source (or 00
primary) magnetic field is dependent on the
electrical conductivity of the object. A very
poor conductor, such as graphite, will support 30 |
only avery small eddy current. On the other
hand, a very good conductor, such as gold,
silver, aluminum, or copper, can support a
much larger eddy current.
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in this case, as compared to magnetizing the
object (see sec. 3.2.1.2.2), isto dter the
magnitudes of the magnetic field inside the
object. Larger permeability vaues (seetable
2) mean larger eddy currents.

Figure 10. 60 Hz ac voltage present at outlets

3.2.1.1.2 Secondary Magnetic Field

The magnetic field generated by the source is called the primary magnetic field, and the primary
magnetic field can induce an eddy current in an electrically conductive object. The eddy currents
that are induced in the object can also generate a magnetic field, and these magnetic fields are
called secondary magnetic fields. These secondary magnetic fields also can induce currentsin
other electrically conductive objects, for example the sensor coilsin aHH or WT unit.
Consequently, the secondary magnetic fields may be detected by the HH and WT units and
thiswill provide an indication of the presence of a metal object. The primary magnetic field
and the change in the primary magnetic field due to the presence of a magnetizable and/or
electrically conductive object may also be smultaneously detected by either aHH or WT unit (see
sec. 3.3.2).

3.2.1.2 Magnetic Permeability

So far, we have seen how the object’ s electrical conductivity can affect the eddy current induced
in the object. We have also noted that the magnetic permeability will affect eddy current
generation. In addition to these eddy-current interactions, the magnetic field can also interact
with an object by magnetizing the material that makes up the object (sec. 3.2.1.2.2).
Magnetization may last only for aslong as the object isin amagnetic field or it may last for along
time after being removed from the magnetic field (such asin permanent magnets, like the ones
found on many refrigerator doors). How long a materia stays magnetized depends on certain
properties of the material (not discussed here). How an object gets magnetized is discussed in
sec. 3.2.1.2.2. The degree to which a material can be magnetized is dependent on its
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permeability. A common way to compare the ease or strength of magnetization of a material is
through a parameter called the relative permeability (sec. 3.2.1.2.1). The HH and WT units may
sense the magnetic interaction of the object with the primary magnetic field (see sec. 3.2.1.2.4).

The magnetic properties of a materia are dependent on moving electrical charges. Whereas the
flow of electrical charge through an areais dependent on conductivity, the magnetization of an
object is not dependent on charge flow. What is required is that the charge be moving and that
this motion be rotation around another object and/or spinning on its own axis (see sec. 6, refs. 11,
12, and 13 for more detailed information).

3.2.1.2.1 Relative Permeability

The reference for relative permeability is a vacuum because a vacuum has no particles that can
interact with the magnetic field: the relative permeability of avacuumis 1. Air hasareative
permeability of 1 because there are so few particles (molecules, atoms, etc.) that can interact with
the magnetic field. Relative permeability values can be dightly lessthan 1 (for what is called
diamagnetic materials), dightly more than 1 (for paramagnetic materials), and much greater than 1
(for ferromagnetic materials). For this application, if amaterial behaveslike air in terms of its
permeability, then a magnetic field will not measurably magnetize the material. Table 2 lists some
materials and their relative permeability values. When the relative permesability of a material is
much larger than 1, then the material will noticeably affect the generated magnetic field.

Common magnetic materials are metals or materials that contain metal atoms, and in these
materials the magnetic properties are the result of e ectron interactions within the material. There
are many different ways that the electrons may interact with each other in amaterial, and thisis
the basis for magnetic-based classification of materials (see far right column in table 2).
Ferromagnetic materials possess domains (see sec. 3.2.1.2.2) that alow objects made from these
materials to strongly interact with an externally-applied magnetic field (like those magnetic fields
produced by HH and WT units). The other types of magnetic materials (see table 2) weakly
interact with an applied magnetic field and, therefore, will not be discussed further.

3.2.1.2.2 Magnetizing an Object

The magnetization of a ferromagnetic object occurs because the object consists of very small
(microscopic) magnetic domains that can be affected by the presence of a magnetic field. Think
of these domains like miniature bar magnets suspended in abow! (seefig. 11). Infigure 11, the
bowl plays the part of the object, and the black and white rectangles play the part of the magnetic
domains (or mini-magnets). The poles of these mini-magnets are represented by the dark (north
pole) and light (south pole) halves. If the orientation of all these mini-magnetsis random, asis
shown in figure 11, then the material is not magnetized. If the object (bowl) isplacedin a
magnetic field and the orientation of the mini-magnets is unchanged, then the permeability of the
material is 1. On the other hand, if afew of the mini-magnets align so that the north poles point
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Table 2. Relative permeability and magnetic classification of some materials

(see sec. 6, ref. 9)

Materia Relative Permesability Classification
supermalloy 1 000 000 ferromagnetic
purified iron 200 000 ferromagnetic
iron ( 0.2 % impurities) 5000 ferromagnetic
mild steel (0.2 % carbon) 2000 ferromagnetic
nickel 600 ferromagnetic
cobalt 250 ferromagnetic
aluminum 1.000 02 paramagnetic
ar 1.000 000 4 paramagnetic
vacuum 1. nonmagnetic
water 0.999 991 diamagnetic
copper 0.999 991 diamagnetic
lead 0.999 983 diamagnetic
siver 0.999 83 diamagnetic

either up or down, then the material has a
permeability close to 1. If the north poles of
nearly al the mini-magnets point up, then the

material has a very high permeability. The effect
of high permeability isdiscussed in sec. 3.2.1.2.3.

Sometimes an object that has been exposed to a
magnetic field will remain magnetized after being
removed from the magnetic field or if the

magnetic field is turned off. This happens, for
example, when we place stedl tools in contact

with permanent magnets for along time. We can
reduce the magnetization of the tool if we disturb
(rattle) the domainsin the tool by, for

Figure11. Bowl of black and white
rectangles where the bowl represents an

object and the rectangles represent the
magnetic domains within that object
(which are shown to be randomly oriented)
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example, hitting the tool with a hammer. Materials in which the magnetic domains are aways

aligned are called permanent magnets.

3.2.1.2.3 Effect of a High Permeability Object on a Magnetic Field

An object that has arelative permeability much greater than 1 can affect the source magnetic field
intwo ways. First, energy is required to align the magnetic domains of the object. Thisenergy is
taken from the source magnetic field and, therefore, less energy from the magnetic field is
available to induce an eddy current in the object. However, alarge relative permeability means
that induced currents may be larger depending on the electrical conductivity of the object. An
object made of a high permeability material will also distort the magnetic fields produced by the

source, see figures 12 and 13.
3.2.1.2.4 Secondary Magnetic Fields

Because the magnetic field from the source
changes with time, the magnetic domains
within the magnetized object can "relax”
when the magnetic fields are turned off or
reduced. Relax means that the domains
return to the orientation they had before the
magnetic field was turned on. In this
process of relaxing, the magnetic field of the
object gives rise to a secondary magnetic
field. These relaxation-based secondary
magnetic fields may be detected by HH and
WT units just as the eddy-current-based
secondary magnetic fields may be detected.

3.2.2 Object Mass

Each object, due to its mass alone, will have a
unique signal. For example, a sugar-cube-
sized or brick-sized piece of aluminum will
not give the same signal. The brick-sized
object will give alarger signal. However,

two objects with the same mass and with the
same material composition may cause
different levels of response by aHH or WT
unit because of structural or orientation
differences (see sec. 3.2.3 and 3.2.4).

]
Aluminum plate

Figure 12. Magnetic field linesaround a

wire conductor perpendicular to the
page (dark circle) located next to an
aluminum plate

y
-

i 'h perme: 1131111\ metal plate

Figure 13. Magnetic field linesaround a
wire conductor perpendicular to the page
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3.2.3 Object Orientation With Respect to the
Magnetic Field

Orientation of the object in the primary magnetic
field has an effect on HH and WT detection
performance because the source (primary) magnetic
field isdirectiona (seefig. 9). Directional means that
the magnetic field at any selected location points in
some specific direction. Thisdirection is not
necessarily up and down, or left and right. However,
the direction can be broken up into up-down and left-
right parts (or components). For example, pretend
that the source was at the bottom left of a doorway
and the field lines are pointing to the top right corner
of the same doorway (seefig. 14). Although the field
isdirected diagonally, it can be described asfirst
going over to the right and then going up. Breaking  Figure 14. Magnetic field (labeled by
the field into vertical and horizontal componentsis B) within a doorway where the source
important in understanding how the orientation of the is at the bottom left corner, the
object affects its interaction with the magnetic field. magnetic field lineis directed to the
upper right corner, and the dotted lines
The importance of object orientation in relation to represent the vertical (B,) and
the direction of the magnetic field isthat, to induce a horizontal (B,,) components of B
large eddy current, the magnetic field has to be
perpendicular to a surface of the object. For
example, if the magnetic field is directed into an edge
of ametal plate, then the induced

eddy current is small (seefig. 15).
However, if the magnetic field is Magnetic field directio
directed into the large surface of the 4‘

Illllllllllcgllll

metal plate, the induced eddy current
will belarge.

Metal plate Indicator
3.2.4 Object Shape

The shape of an object will also affect Vagactic ficld directiop
detection. Thisis best described by Metal plate
using afew examples (secs. 3.24.1.1

and 3.2.4.1.2), but first we will show

- Indicat
how the eddy current generation can ndicator

be visualized (seefig. 16). In Figure 15. Effect of object orientation and magnetic
figure 16, the magnetic field linesare  field on induced eddy current; the indicator shows how
directed into the top of the plate largeistheinduced eddy current
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(indicated by the crosses). Loops of eddy

currents are generated around each cross and T ST i e G
the direction of current flow is depicted by AU IO LI I
the arrows. The loops are square shaped to AN L N A N AN
simplify this discussion. Imagine making N L T
these loops close, close enough so that the R TS » P P
edgestouch. Look at thesquareslabeled"a’ |1~ .~ ii~ L H N7 N7
and"b." Theeddy currentsontherightside  |i < i oS0 L0 L
of "a" are canceled by the eddy currents on : o L
the left Side of "b" becausethecurrent |

charges are flowing in opposite directions. If
we keep doing this cancellation of current for
all loops, we find that only the currents
around the edges of the plate will remain.
The current that remainsis the eddy current
that isinduced in the plate by the primary
magnetic field. These eddy currents will
generate secondary magnetic fields that may
be detected by the HH and WT units. The
magnitude of the eddy current that is
generated will depend on the length of the eddy current path (sec. 3.2.4.1) and the conductivity
of the material. It should be pointed out that this cancellation of current around the loopsis a
simplification. In reality, the current varies between the center of the plate and the edges of the
plate, and thisis dependent on the electrical conductivity of the objects and the frequency of the
magnetic field.

Figure 16. Loops of eddy current generated in
a plate of conductive material in the presence
of a magnetic field. The magnetic field lines
are directed into the block and are depicted by

the“Xx”s, the plate is defined by the heavy solid

line, and the eddy current directions are
indicated by the dotted lines with arrows

3.24.1 Eddy Current Path

The length of the eddy current path affects the magnitude of the observed eddy current because
the eddy current loses power asit travels aong its path. These losses are identical to losses
caused by current flow through any resistive material. The greater the power losses, the smaller
will be the eddy current. Two examples (secs. 3.2.4.1.1 and 3.2.4.1.2) will be given to help
understand the effect of path length. The object shape also affects the magnitude of the induced
eddy current through an effect called the "skin effect” (sec. 3.2.4.2).

3.24.1.1 Example of Two Plates

Consider two plates that have the same thickness and area but one is around plate and the other a
square (all sdes equal in length) plate (seefig. 17). Also assume the magnetic field is
perpendicular to the large surfaces and not the edges. The areas of the plates determine the total
amount of interaction between the plate and the magnetic field. For these two objects the total
interaction is the same because the areas are the same. However, we know the perimeter of the
square plate is about 1.13 times greater than the perimeter of the round plate. Because the total
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magnetic field interaction is the same for the two plates but the current path is longer for the
square plate than for the round plate, the detection signal will be larger for the round plate.
Remember, the longer path length will have more resistance than the shorter path length and,
therefore, lose more power (see sec. 3.2.4.1).

3.2.4.1.2 Example of a Length of Wireand a Loop of Wire

Consider awire hanging in the magnetic field. The eddy current path length is approximately two
times the length of the wire. Now connect the two ends of the wire to form aloop and let the
magnetic field be perpendicular to the loop. We get two induced currents for the connected wire,
one of which is an eddy current and would give asigna similar to that of the unconnected wire.
However, the other current contribution is caused by the magnetic field through the center of the
loop and will be large; the loop is acting as an antenna, just like the coilsin the HH and WT units.
Therefore, the connected wire (loop) will cause the HH and WT units to have a much larger
response than will the dangling wire.

3.2.4.2 Skin Effect

The magnetic field must change with time (see

fig. 10) to generate an eddy current. However, the
speed at which this magnetic field changes will
affect the magnitude of the induced eddy current.
This speed-related effect, which aso depends on
the conductivity of the material, is caled the skin
effect. The skin effect describes how deep the
electromagnetic energy will penetrate into a
material. Slow variations (low frequency) giverise
to large skin depths and fast variations (high
frequency) to small skin depths; high conductiv-
ities give rise to small skin depths and low
conductivities to large skin depths (see fig. 18).
For example, at 60 Hz (typica frequency used in
the U.S. for electrical power) the skin depth in a
copper conductor is about 8.5 mm (1/3in). Since
household wiring has a much smaller diameter than
8.5 mm, the current is carried fairly uniformly Figure 18. Cross-sections of two
throughout the volume of the wire (such as shown identical conductive wires carrying
inthe right side of fig. 18). If household wiring ~ current at two different frequencies where
was about an inch in diameter, the current would the conductor at the left is carrying the

Figure 17. A square plate and a round
plate that have the same area

be primarily carried on the outer 8.5 mm of the higher frequency (the density of the
wire and not in the center of the wire (asshownin  current isindicated by the shading: the
the left side of fig. 18). lighter the shading, the higher isthe

current density)
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An eddy current at a given frequency and for a given materia will be larger if the skin depth isless
than the thickness of the object than if the skin depth is much greater than the object thickness.
Smaller eddy currents mean less interaction of the generated magnetic field with the object and,
therefore, lower detectability of the object. The skin depth in an electrically conductive material
decreases as the operating frequency (see sec. 3.3.1) of the HH and WT increases, and for typical
target items (handguns, knives, razor blades, handcuff keys) the magnitude of the induced eddy
current will increase as the frequency increases. The increased eddy current will result in an
increase in detectability of the object. Similarly, asthe electrical conductivity of the object
increases, the skin depth decreases, and the eddy currents increase. However, as the electrical
conductivity increases beyond a certain value (dependent on many factors), the absorption of the
primary field power caused by eddy current resistive losses (see sec. 3.2.4.1) will decrease.
Consequently, the detectability of an object will first increase and then decrease as the electrical
conductivity of the object increases. However, for most if not all the materials encountered by
LEC officers, theincrease in electrical conductivity of the object will result in an increased
detectability of the object. To summarize, objectswith high electrical conductivity will be easier
to detect than objects with low electrical conductivity. Thin electrically-conductive objects are
easier to find with HH and WT units operating at high frequencies than with units operating at
low frequencies.

3.2.5 Effectsof Other Metal Objects

The location of other metal objects, either innocuous items or other target items, near a target
item (metal weapon or contraband item) may affect the detection of the target item. This effect
will depend on the type of sensor circuitry (see sec. 3.3.2) and the type of source (see sec. 3.3.1)
used by the HH and WT units. For example, the presence of a metal wall or metal floor
(including steel reinforcing bars, or “rebar”) will affect the ability to detect atarget item. Metal
walls and floors affect all HH and WT units. The effect of metal walls and floors is dependent on
their proximity to the HH and WT units. A metal wall or floor may cause a very large response
by the HH or WT unit if thewall or floor is nearby. If thislarge response is not compensated for
by the HH or WT circuitry, this response will result in false-positives (or nuisance aarms, which
causes an dlarm even though there is no target item present). False-positives will reduce
throughput. The sensor circuit may be designed to compensate for the presence of the large
constant background level caused by the metal wall or floor. However, the sensor circuit must
still possess appropriate characteristics that allow a very small object to be detected in the
presence of the large background; otherwise, false-negatives (no alarm occurs even though there
isatarget item present) may occur, which would compromise security and the safety of the
officers and others.

It is also possible for one (or more) metal object(s) to affect the detection of atarget item by
certain types of HH or WT units. The additional item (an innocuous item or another target item)
may affect the detection of the target item either by absorbing the energy of the secondary
magnetic field produced by the target item and/or by producing its own secondary magnetic
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field. However, the effect of absorption by one object, of the secondary magnetic fields generated
by another object, will have a negligibly small effect on detection performance.

3.2.5.1 Multiple Object Interference

Multiple object interference (also called metal cancellation) is the result of the detection method
and the analysis used to obtain an alarm from the data. Metal cancellation may occur, for
example, when two objects made of dissmilar metals are passed through the portal of aWT unit
and are not detected. When this occurs, it is because the detection method or data analysis alows
the unit to discriminate between metal types. Frequently this discrimination is adjustable so that
manufacturers can calibrate their WT units to detect objects made of certain metals. Thistype of
discrimination is used to reduce nuisance alarms (alarms caused by innocuous items) by focusing
on objects made of materials that are typically used in the fabrication of threat items. However,
this type of discrimination does alow the possibility that two threat items of dissimilar metals can
pass through aWT unit undetected. Multiple object interference can also be caused when the
secondary magnetic field that is induced by one object is masked by the presence of nearby
objects. However, this effect on detection performance will be negligibly small.

3.2.6 Effectsof the Human Body

The effect of the human body on the detectability of atarget item is caused by the electrical
conductivity of the human body (sec. 3.2.1.1). Because the human body (or any animal body) is
electrically conductive, the magnetic field generated by the HH and WT device will interact with
the human body just as it would any other electrically conductive object. This interaction will
reduce the power of the magnetic field that actually reaches and can interact with the hidden
target item and, therefore, reduce the detectability of such a hidden target item. Although some
people may attempt to hide a target item from detection by placing the target item within a body
cavity, under the arm, between the legs, etc., body concealment effects on detection performance
will be small because of the relatively low electrical conductivity of the human body compared to
that of metals. However, because of the body’ s electrical conductivity and size, the body may
mask the presence of a small metal object, that is, the body may produce a detection signal larger
than that from a very small metal object. The masking effect can be reduced by examining only a
portion of the human body for the hidden or concealed object.

3.3 Detection

As mentioned earlier, an object will be detected if the object interacts with the generated
(primary) magnetic field and if the HH and WT unit can sense thisinteraction. The eddy
currentsinduced in the electrically conductive object by the primary magnetic field will
gener ate a secondary magnetic field that can be detected by the HH and WT units

(sec. 3.2.1). Similarly, the relaxation of the magnetization induced in the magnetizable object by
the primary magnetic field will generate a secondary magnetic field that can also be detected by
the HH and WT units (sec. 3.2.2). Also, the operation of the sour ce electronics may be
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affected by the presence of an electrically conductive or magnetizable object, and this effect
may be used to sense the presence of the object.

There are several methods of detecting an object, and these will be mentioned in sec. 3.3.2.
These different methods ar e dependent on the types of sour ces and sensorsthat are used by
the HH and WT units.

The manufacturers of HH and WT metal detectors are sensitive about providing detailed
information regarding the operation of their systems; therefore, thisinformation will not be
disclosed here.  What is provided in this section is an informational overview.

3.3.1 Sources

The source may produce either continuous-wave (cw) or pulsed energy or power. A continuous
wave source generates an unbroken repeating wave of electromagnetic energy (sSmilar to that
shown in fig. 10). The frequency of the repeats is called the information-carrying (or carrier)
frequency. Continuous-wave (cw) sources can aso be modulated; that is, some parameter of the
cw signal can be forced to vary over time. A couple of examples of modulation are amplitude
modulation (AM) and frequency modulation (FM). Modulation is accomplished using electronic
circuits. In amplitude modulation, the amplitude of the cw signal isforced to vary with time. In
frequency modulation, the carrier frequency is varied. Most modulation schemes were devel oped
for communication and broadcast applications. The cw source can aso be pulse modulated. In
this case, the envelope looks like arectangular pulse (seefig. 19). Pulse modulation is atype of
amplitude modulation.

A pulse source generates pulses of electromagnetic energy. A pulse source should not be
confused with a pulse-modulated cw source even though the pulse modulation envelope of a
pulse-modulated cw source may look similar to

the profile of the output of a pulse source. The R
output of a pulse source looks like that shown in ol P . o
figure 19. ; i i

The type of source will affect the choice of
circuitry that is used for metal object detection.
To better understand and appreciate the i ,
differences between these different types of !

sources, the spectra of the output of these sources Ll RRRth ' R -
isrequired. A description of a spectrum isgiven 0 %
in section 3.3.1.1. Time (arbiratry untts)

Signal Amplitude

Figure 19. Thetemporal (time) profiles of
the output of three different sources: a
pulse source, a continuous-wave (cw)
source, and a noise source

3.3.1.1 Spectrum
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Everything we see occurs in the time domain. However, some things have a tendency to repeat
themselves, such as sunrises and sunsets. Sunrises and sunsets are periodic events with a
frequency of one occurrence per day. Periodic means that something is repeated at given
intervals. The spectrum is a convenient tool that is used to examine the periodicity and
consistency of arepeated event.

3.3.1.1.1 Spectra of Pulse Source, CW Sour ce, and Noise

The time history (or time record) of the outputs of pulse, cw, and noise sources are shown in
figure 19. The noise source is shown because noise will have a bearing on the type of source to
use. The spectra of these sources are shown in figure 20. What isimportant to noteis the
difference between the time records and frequency spectra of these different sources. The cw
source has avery sharp line spectrum meaning that energy is available only at very distinct
frequencies. Noise, on the other hand, has the same nominal energy for all the frequencies shown
in figure 20. Pulse sources produce power over aband (range) of frequencies, somewhere
between aline spectrum and aflat spectrum. The band of frequencies for the pulse spectrum is
caled the bandwidth.

3.3.1.2 Source Effects

The reason the source is important in the design of the HH and WT sensor circuits is because of
the effects of noise. There are primarily two trade-offs when selecting a source: cost and noise
immunity. For example, if acw source is used and the sensor circuit does not restrict the input
frequencies, then the signa contribution from the noise may dominate and the detection of a metal
object will not be possible. Another way of saying thisisthat the input signal must be filtered
tightly around the frequency of the cw source (see
fig. 20) to rgject the signal contribution from the
noise. If the sensor circuit collected power from I
the entire frequency range indicated in figure 20, 0sh
the total collected power would be dominated by
the noise power. On the other hand, if the power
was filtered around a frequency of 23 (units are
not specified in the figure and for the purpose of

10
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cw
04 N .. -- noise
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Spectrum Amplitude

this document are not necessary), then the 02 \

dominant contributor to the total collected power ol N A L T
would be the source and/or signal power. Filtering - P e i oty o
around a central frequency is called bandpass

filtering. A pulse source produces a broad Figure 20. The frequency spectra of three
spectrum (see fig. 20) and a narrow bandpass different sources: a pulse source, a
filter may actually be detrimental. For the continuous-wave (cw) source, and a noise
examplein figure 20, with any bandpass filter source

centered around a frequency of about 18, the
noise power would dominate the total collected
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power. The reason that a narrow bandpass filter may be detrimental when using a pulse sourceis
that the energy of the pulse over a narrow frequency band may be less than that of the noise. If
the signal energy is less than the noise energy, an object will not be detected. However, obtaining
avery narrow bandpass filter is very difficult.

Typicaly, when a pulse source is used, the sensor is synchronoudly gated; that is, the sensor is
turned off and on and this on-and-off operation is synchronized with the generated pulses. The
sensor is on just long enough to detect the response of any objects to the generated pulse. Gating
in the time domain is analogous to bandpass filtering in the frequency domain. Thiswill be
discussed more in section 3.4.3.1.

3.3.2 Sensors

Sensors can be designed to detect changes in the following: @) the power of the primary magnetic
field that arrives at the detection coil, b) the power of any secondary magnetic field that is
generated and arrives at the detection cail, ¢) both (a) and (b), and d) any changes in the
performance of the source electronics. Detection methods (a), (b), and (c) are direct detection
methods and (d) is an indirect method. The sensor can detect these powers directly or indirectly.
In the direct case, the sensor circuit contains a sensor that detects the magnetic field power and a
circuit to analyze the sensor output. In the indirect case, the sensor circuit and the source circuit
make up a specia type of circuit, and the properties of this specia circuit are affected by the
presence of an electrically conductive and/or magnetizable object.

3.3.2.1 Primary Magnetic Field Power

The sensor can be designed so that it detects changes in the magnitude of the primary magnetic
field that arrives at the detection coil. Consequently, any object that affects the magnitude of the
primary magnetic field may be detected, and it does not matter if the object interacted viaits
conductivity, permeability, or both. However, the secondary magnetic field will also be detected
by the sensor and this affects the quality of the signdl. If thistype of sensing isused, it will
probably be done with a continuous-wave source.

3.3.2.2 Secondary Magnetic Field Power

The sensor may be designed to detect only the secondary magnetic fields produced by the object.
Thiswould typically be done in pulse systems because it is necessary to differentiate between the
primary and secondary magnetic fields. A rough description on how the HH and WT units can be
made to differentiate between the primary and secondary magnetic fields depends on using gating
as described in section 3.3.1.2. A procedure that allows the primary magnetic field to be ignored
isthe following. While apulse is being generated from the source, the sensor is turned off.
Recall, the pulse source generates pulses of magnetic fields at a given rate or frequency (see

sec. 3.3.1). After the pulseisover, the sensor isturned on and information (the signal) is
collected by the sensor. The sensor is then turned off before the source generates the next pulse.
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This process, described very smply here, allows the HH and WT units to ignore the generated
(primary) magnetic field pulse and sense only the secondary magnetic field pulse. As mentioned
earlier, the secondary magnetic fields are produced by the eddy currents in the object and by the
relaxation of the induced magnetization of the object.

3.3.2.3 Primary and Secondary Magnetic Field Power

The sensor of the HH and WT units can also be designed to detect both the primary and
secondary magnetic fields. This caseis abit more complicated than the other two methods, but it
has greater potential for finding an object than using either the primary or secondary magnetic
fields aone.

3.3.2.4 Circuit Properties

As mentioned earlier, the sensor can be designed to provide indirect detection of an electrically
conductive or magnetizable object placed in the primary magnetic field. In this Situation, the
sensor and sensor circuits make up a specia circuit, such as aresonant circuit, that is affected by
electrically conductive or magnetizable objects. A resonant circuit isacircuit that can either store
or deliver energy over very narrow frequency ranges. The frequency range has a central
frequency, or resonant frequency, and upper and lower frequency bounds. The amount of energy
that can be stored and delivered is dependent on what is called the quality or “Q” factor of the
circuit. The presence of an electrically conductive or magnetizable object within the detection
space of aHH or WT unit causes the resonant frequency to shift and the Q to change. Sensor
circuits can be designed to be very sensitive to changes in the resonant behavior of a resonant
circuit. Typicaly, thistype of detection will be performed with a cw source.

3.4 Electromagnetic Interference

Electromagnetic interference (EM1) will affect detection performance of aHH or WT unit.
EMI can come from someone " keying" a walkie-talkie, an electric motor, fluor escent
lighting, radios, other HH and WT units, etc. Furthermore, HH and WT units also will
affect the performance of other electronic devices, including each other, by generating
electromagnetic radiation. Therefore, it isnecessary to know the sources of EMI that can
affect HH and WT unit performance, how the HH and WT sensor s and sour ces ar e affected
by EMI, and how EMI effects can bereduced. A definition and description of EMI isgiven
in section 3.4.1.

3.4.1 Definitions
Electromagnetic interference (EMI) isaterm that is used to describe the following: a) the effects
that unwanted electromagnetic energy have on an electronic system, and b) the capability of an

electronic system to generate el ectromagnetic energy that can affect the performance of other
electronics. When we are talking about the EMI generated by an electronic system (such asaHH
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or WT unit), we are talking about emissions; when we are talking about the effects that EMI can
have on an electronic system (for example, HH or WT units), we are talking about susceptibility.
EMI can also be radiated or conducted. Therefore, we can have conducted emissions, radiated
emissions, conducted susceptibility, and radiated susceptibility. Conducted EMI isinterference
that travels along wires, such as power lines. For example, when atelevision is turned on it will
generate EMI that is returned back along the power line. Radiated EMI is the interference that
propagates through the air.

3.4.2 Sourcesof EMI

EMI can come from someone "keying" a walkie-talkie, an electric motor, fluorescent lighting,
radios, other HH and WT units, etc. Basically, anything that can produce or use el ectromagnetic
energy isasource of EMI. Whether or not the HH and WT unit is affected by (is susceptible to)
the electromagnetic energy is dependent on the design of the HH and WT units, on the power of
the EMI, etc. The HH and WT unit can also be a source of EMI for other electronics, such asa
radio, a computer, etc.

3.4.3 HH and WT Units

WT units generate and are susceptible to conducted and radiated EMI. HH unitsare
susceptible to and generateradiated EMI. Therefore, the emissions from the WT and HH
units must be controlled, and this is accomplished by following established guidelines or
standards. These standards and guidelines are usually written by international technical
organizations and prescribe limitations on the energy that can be generated by an electronic
system or device. Reduction of generated EMI can be accomplished through circuit design and
shielding.

The performance of HH and WT units may also be affected by EMI. The EMI may result in false-
positives, which result in additional traffic delays, and false-negatives, which result in unsafe
situations and compromised security. The way to improve EMI resistance (or equivaently, to
decrease EMI susceptibility) isto design EMI-resistant circuits. The susceptibility to EMI also
has established standards and guidelines. The international technical guidelines prescribe EMI
power thresholds below which the electronics system should not be affected.

Some WT units reduce the incidence of false-positive detection caused by EMI through the use of
infrared sensors. These sensors detect the presence of an individua within the portal of aWT
unit. The aarm circuitry is disabled unless someone is present within the portal. However, this
does not reduce EMI-caused fal se-positive detection while an individua is present in the portal.
Furthermore, the operator must be alert to attempts to pass contraband through the WT unit
before the dlarm circuitry is activated by the infrared sensor.

3.4.3.1 EMI and Source/Sensor Considerations
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Since EMI isaform of noise, it is best to reduce EMI generation and susceptibility. The optimal
choice of a source/sensor pair for low EMI generation and susceptibility will be dependent on
many factors, most importantly, on circuit design. A figure of merit for detectability is the signal-
to-noiseratio (SNR). The SNR istheratio of the power of the ideal noise-free signal to the
power of the noise. The higher the SNR the more likely a signal will be detected.

The decision to choose between a pulse source or a cw source is affected by a number of
parameters, including the SNR (see sec. 3.4.3.1.1). An advantage of using a pulse source instead
of acw source is that stable cw sources are typically more expensive than pulse sources, and
stability of the output power and frequency is more important for cw sources than for pulse
sources. However, depending on the circuit design, overall noise may be much lower ina
narrowband cw system than in a broadband pulse system.

3.4.3.1.1 Signal-to-Noise Ratio

The source affects the SNR of the HH and WT units because the power detected by the sensor
(see sec. 3.4.3.1.1) is dependent on the power generated by the source. The more power
generated by the source, the more power is available for interaction with objects in the detection
space and, consequently, the larger the induced eddy current and/or magnetization. Pulse sources
produce peak powers that are much greater than the average power of cw sources. However, the
average power of the pulse source is typically much less than the average power of the cw source.
So, if the sensor circuit is alowed to collect the signal continuoudly (the sensor is always on), then
acw source is preferred because the signal from HH or WT units using a pulse source will have a
much lower SNR than the signal from HH or WT units using a cw source. However, if the sensor
circuit is turned on only for a short duration (see sec. 3.3.1), then the HH or WT units using the
pulse source will provide much larger SNR than the HH or WT units using a cw source.
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4. USER TRAINING GUIDE

The following is a description of general training guidelines for both HH and WT unit operators
(screeners) and screener supervisors. This section isintended only to be a guide to help define the
information content of a formal training program that should be implemented by an LEC agency.
Formal training is aso available through the Air Transport Association of America (ATA) and is
basically atraining program that was developed for air carriers in conjunction with the Federa
Aviation Administration (FAA). To obtain training from the ATA, aformal request (on agency
letterhead) must be submitted to the ATA who will then obtain clearance from the FAA.
According to both the FAA and the ATA, arequest to obtain training by avalid LEC agency will
not be denied. The ATA's address and phone number is:

Air Transport Association of America
1301 Pennsylvania Avenue, NW
Washington, DC 20004
Phone: 202-626-4000

The suggested training regime that will be described later in this section can be obtained through
the ATA. These training recommendations are general and can be applied to both LEC personnel
and contract personnel. Although cabinet x-ray systems are commonly found in LEC security
checkpoints, x-ray systems are not mentioned in these recommendations because this guide is not
intended to be a guide for cabinet x-ray machines.

The American Society for Testing and Materials (ASTM) has a published guide for the
gualification, selection, etc., for personnel using hand-held and walk-through metal detectors that
can be used to supplement formal training or to supplement the recommendations given here. The
document is entitled Standard Guide for Qualification, Selection, Training, Utilization, and
Supervision of Security Screening Personnel, Designation: F1532-94 and is available from the
ASTM:

American Society for Testing and Materias
100 Barr Harbor Drive
West Conshohocken, Pennsylvania, USA 19428-2959
Phone: 610-832-9585

This ASTM guide provides suggestions regarding various personnel considerations, such as
qualification, background, etc. In addition, factors that may affect job satisfaction and
performance are also mentioned. These factors include training, comfort at station,
compensation, recognition, supervision, recommended duty rotation, etc. It isrecommended that
the LEC agencies review this document, especiadly if an agency does not have aformal quality
management structure in place.
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4.1 General Considerations

All persons responsible for performing screening functions, including employees of companies
under contract to furnish such services to LEC agencies, should be trained in proper screening
techniques, physical inspection, and use of metal detectors. In addition to the primary security
objectives, the training should emphasize the need for courteous, vigilant, and efficient application
of screening procedures.

The training should be presented in a formal manner with ample opportunity for questions and
answers. LEC agency supervisory personnel should, to the extent practical, monitor al training
to assure the adequacy of such training, and, where practical, a senior management official should
participate to emphasize management interest and concern.

Initial training for screeners of al levelsis described in section 4.2, and topics pertinent for
supervisory level screeners are given in section 4.3. Recommendations for course content for
initial training of screeners are given in section 4.4, for refresher coursesin section 4.5, and for
supervisory screenersin section 4.6. The following are recommendations for training, and each
LEC agency should tailor the training procedures for agency-specific requirements.

4.2 Initial Training

No person should be allowed to perform any screening function that requires the exercise of
his/her independent judgment regarding access, by property or others, to any area beyond the
screening point unless that person has received formal training and on-the-job training in the
quantity and the manner described below, has satisfactorily demonstrated the ability to detect test
objects under realistic conditions, and has the ability to explain the elements that resulted in such
detection. Initial training includes the following:

1. Not lessthan 12 h of initial instruction covering the subjects listed in section 4.4 with
emphasis on specia screening situations and screening equipment operation. The
instruction should include weapons and dangerous devices guidelines and person/property
screening procedures.

2. Written testing to determine whether the trainee has assimilated the classroom portion of
theinitia training.

3. Following successful completion of the written testing, the trainee should undergo a
formal on-the-job training (OJT) program, which should include the following:

a. Work with and under the close supervision of fully qualified screeners to further
familiarize themselves with screening equipment, procedures, and duties. During this
OJT period, the trainee should not make independent judgments as to whether persons
or property may enter a sterile area without further inspections.
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4.

b. The successful detection, individually, of each agency-approved test object
(appropriate for the equipment in use at the checkpoints) at which the screener isto be
employed, under realistic conditions as described below. The individual should explain
the recognition factors applied in detecting the objects before he/she may be
considered to have successfully completed this phase of initial training.

The LEC agency should ensure that the performance of new screening personndl is
observed and checked during their first 40 h of duty by a supervisory-level individua to
verify that each screener knows and understands the job requirements and procedures and
to provide instruction and practical guidance to them as appropriate. The agency should
annotate the screener's training and qualification records with significant observations
made and deficiencies noted.

4.3 Selection, Training, Testing, and Certification of Screening Supervisors

1.

No person should be used to perform the duties of a Screening Supervisor (SS) unless that
person meets the basic requirements for screening personnel (sec. 4.2).

The LEC agency should first select, train, and test the prospective SS as afully qualified
screener as prescribed above. Following selection, the prospective SS should be trained in
accordance with this program before commencing his or her duties.

The LEC agency should, on atimely basis, train the SSin all LEC agency procedural
changes regarding screening requirements or systems.

The LEC agency should provide recurrent training as prescribed below to the SSthat is, at
aminimum, at least identical to and at the same frequency as that afforded nonsupervisory
screeners.

The LEC agency should, as part of the SSinitial training and every 12 months thereafter,
test the SS using a written examination to verify his’her knowledge of SS duties and
responsibilities; and screening requirements, equipment, and procedures.

The LEC agency should maintain records of the individua's qualifying education and
employment, initial and recurrent training, and testing.

4.4 Recommended Content for Initial Screener Training Course

The following are recommendations regarding the information that should be contained in a
course designed to train an LEC officer (or contracted personnel) for screening.

1.
2.

The reason for screening.
The legal basis for screening.
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3. The effectiveness of screening.
4. How checkpoint screening works.
a. Agency responghilities.
b. How screening works.
i. Thesterile area.
ii. Screening checkpoint plans.
iii. How a screening checkpoint works.
iv. Screening tasks.
V. Screening supervisor.
vi. The subject'srights.
5. Theimportance of the screener.
a.  Screener attributes.
b. Tact, courtesy, and caution.
6. ldentifying the threat.
a. Potential weapons.
b. Obvious weapons.
i. Frearmsand knives.
il. Explosive devices.
iii. Test objects.
c. Hazardous materials.
7. Screening the person.
a The walk-through metal detector.
b. The hand-held metal detector.
c. The consent search.
8. Screening atypica persons.
Private screening.
Law enforcement and corrections officers.
Nonambulatory and other physically impaired persons.
Dignitaries, VIPs.
NonEnglish speaking persons.
Elderly persons.
g. Childrenin strollers.
9. Specid dtuations.
a Classified or legally privileged documents.
b. Religiousarticles.
10. Checkpoint specific instruction.
a. Alarm procedures.
b. Equipment operation.
c. Agency procedures.
11. Screener test and evaluation.
a Qualifying score: review any incorrect responses.
b. Partially qualifying score: remedia instruction, retest where necessary.
c. Disgualifying score: repeat entire training program.

P Qa0 oW
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4.5 Recommended Content for Recurrent Screener Training Course

The following are recommendations regarding the information that should be contained in a
refresher course designed to update and refresh an LEC officer’s (or contracted personnel’s) skill
in screening functions.

PwWd PR

Annual review.

Brief screeners on new threat information.

Review pertinent security experience and applicable security incidents.
Review basic screening procedures and techniques.

4.6 Recommended Content for Screener Supervisor Training Course

The following are recommendations regarding the information that should be contained in a
course designed to teach an LEC officer (or contracted personnel) supervisory screening
functions. Thistraining program should encompass at least 8 h of classroom and on-site
instruction in addition to the initial screener training specified in section 4.2.

1.
2.
3.

No

The screener supervisor.

The supervisor's job responsibilities.
Exceptiona screening and special situations.
a. Thesubject'srights.

The consent search.

Authorized armed individuals.

Private screening.

., Contraband.

Equipment testing responsibilities and techniques.
a. Thewak-through metal detector field test and calibration.
b. The hand-held metal detector.

c. Reporting equipment deficiencies.
Record keeping.

a. Operator logs.

b. Walk-through metal detector test logs.
c. Incident logs.

d. Screener training records.

Conflict avoidance and problem resolution.
Working with management.

a. Knowing your responsibilities.

b. Theinformation chain.

I ncident management.

a. Detaining persons.

b. Weapons guidelines.

c. Interviewing witnesses.

Poog
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d. Coallecting evidence.
e. Incident reports.

9. Screening supervision.

The team concept.

Review of positions.

Rotation of screeners.

Supervision of OJT training.

Observation of screeners.

10. Motlvatlonal techniques.

11. Station specific instruction.

Alarm procedures.

Station chain of command.

OJT practices.

Duty hours.

Assignment rotation.

Rest breaks.

Scheduling practices.

Inspection procedures.

12. Superwsor test and evaluation.
a. Qualifying score: review any incorrect responses.
b. Partial qualifying score: remedial instruction and retest where necessary.
c. Disgualifying score: repeat entire training program.
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5. GENERAL INSTALLATION PROCEDURES

The American Society for Testing and Materials (ASTM) has a published guide for the installation
of walk-through metal detectors. The document is entitled Standard Guide for Installation of
Walk-through Metal Detectors, Designation: C1238-93 and is available from the ASTM:

American Society for Testing and Materials
100 Barr Harbor Drive
West Conshohocken, PA 19428-2959
Phone: 610-832-9585

The genera installation procedures should not supersede the specific installation procedures
provided by the manufacturer. It should be used to supplement the manufacturer's procedures
where they are lacking. Furthermore, certain sections of this ASTM guide, such asthe
appendices, may provide information about potentia (yet avoidable) interference problems and
also insight into the reason for specific installation considerations.
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10.

11.

12.

13.
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7. LIST OF DETECTOR MANUFACTURERS

The following is alist of manufacturers interested in selling to law enforcement and corrections
agencies and that agreed to be listed herein. Thislist is arranged aphabetically and is based on the
information available as of December 2000.

MANUFACTURER* HAND-HELD WALK-THROUGH | STATE | PHONE NUMBER
Adams Electronics, Inc. Y N OK 580—233—6886
CEIA Y Y OH 330—405—-3190
Control Screening, LLC Y Y PA 412—837-5411
EG&G Y Y CA 310—816—1600
Fisher Research Laboratory Y N CA 209—826—3292
Garrett Metal Detectors Y Y X 800—234—6151
Heimann Systems Y Y NJ 908—603-5914
Metorex Y Y NJ 609—406—9000
Ranger Y Y X 800—726—4388
Rapiscan Y Y CA 310-978-1457
Shielbel Y N DC 2024838311
Sirchie Fingerprint Labs, Y Y NC 919—781—3120
Inc.

Torfino Enterprises, Inc. Y N FL 561—790—0111
Vallon GmbH Y Y 6(0) 303—933—7955
White's Electronics, Inc. Y N PA 800-547—6911

* | dentification of the companies in this table does not imply endorsement or recommendation of
these companies or their products by the Nationa Institute of Standards and Technology.
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