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Introduction

The Computer Forensics Tool Testing (CFTT) program is a joint project of the National
Institute of Justice (N1J), the research and development organization of the U.S.
Department of Justice, and the National Institute of Standards and Technology’s (NIST’s)
Office of Law Enforcement Standards and Information Technology Laboratory. CFTT is
supported by other organizations, including the Federal Bureau of Investigation, the
Department of Defense Cyber Crime Center, and the Department of Homeland Security’s
Bureau of Immigration and Customs Enforcement and U.S. Secret Service. The objective
of the CFTT project is to provide measurable assurance to practitioners, researchers, and
other applicable users that the tools used in computer forensics investigations provide
accurate results. Accomplishing this requires the development of specifications and test
methods for computer forensics tools and subsequent testing of specific tools against
those specifications.

Test results provide the information necessary for developers to improve tools, users to
make informed choices, and the legal community and others to understand the tools’
capabilities. The approach for testing computer forensic tools is based on well-recognized
methodologies for conformance and quality testing. The specifications and test methods
are posted on the CFTT web site (http://www.cftt.nist.gov/) for both comment and review
by the computer forensics community.

This document reports test results for Writeblocker XP, Version 6.10.0. All testing was
conducted in accordance with the ACES Software Write Block Tool Specification & Test
Plan Version 1.0 that may be found on the CFTT web site.
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1. Results Summary by Base Requirements

Product ID: Writeblocker XP V6.10.0
Producer: Booz, Allen, Hamilton, Inc.
Operating Environment: Microsoft Windows XP, Intel x86

The tool shall not allow a protected drive to be changed.

The tool failed to block some test commands from the protected categories that were sent to protected
drives but no changes to the protected drives were observed.

The tool shall not prevent obtaining any information from or about any drive.

The tool did not alter or block test commands from any non-protected category that were sent to protected
or unprotected drives.

The tool shall not prevent any operations to a drive that is not protected.

The tool did not alter or block any test commands sent to unprotected drives.
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2. Anomalies

The tool blocked all SCSI-2 commands from the WRITE category but failed to block most of the SCSI-3
commands in that category. The tool also failed to block four internal IRP functions from the WRITE
category. The tool did not block any of the commands from the VENDOR_SPECIFIC and UNDEFINED
categories. See Sections 9.3.5, 9.4.5, and 9.5.5 for a complete list of the commands allowed.

Test cases: SWB-03, SWB-05, SWB-06 through SWB-23
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3. Observations

The tested tool, Writeblocker XP V6.10.0, consists of two kernel mode device drivers, NTWBFS and
NTWBPM, and a user mode GUI control application. The NTWBFS driver is a file system filter driver that
filters file system calls and the NTWBPM driver is a physical device filter that filters hardware 1/0
requests. Of the two kernel mode drivers, the NTWBPM driver was tested directly by test cases SWB-01
through SWB-24. Test cases SWB-25 through SWB-30 tested the ability of both components, working
together, to protect a hard drive. The decision to test the physical device driver directly is predicated on the
assumption that all file system functions are ultimately manifested as physical I/O requests. Filtering at the
file system level is often necessary to simulate successful completion of logical file system 1/0 activity that
would cause the operating system to crash or hang should the physical 1/0 operation return a failure status.

Test cases SWB-25 through SWB-30 demonstrate that Writeblocker XP blocked all attempts to write to a
protected drive by commands issued from common operating system tools and from the widely used
forensic tools FTK™ and EnCase®. While for test cases SWB-01 through SWB-24, some commands that
could write to a drive are not blocked by the NTWBPM component, these commands are not likely to reach
the NTWBPM component because the commands not blocked by NTWBPM are either blocked by the file
system component (NTWBFS) or the commands are not issued by software typically used for acquiring or
previewing digital data as part of a sound forensic examination.
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4. Test Case Selection

The test cases were selected from ACES Software Write Block Tool Specification and Test Plan Version
1.0. All 30 test cases from that specification were run.
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5. Test Results by Assertion

Product ID: Writeblocker XP V6.10.0
Producer: Booz, Allen, Hamilton, Inc.
Product Checksum: SHA1:

Operating Environment: Microsoft Windows XP, Intel x86

5.1 Mandatory Assertions

SWB-AM-01 If a drive is unprotected then the tool shall not block any command.
The tool did not alter or block any test commands sent to unprotected drives.

SWB-AM-02 If a drive is protected and a command from the READ category is issued then the
tool shall not block the command.

The tool did not block or alter any test command from the READ category sent to a protected drive.

SWB-AM-03 If a drive is protected and a command from the WRITE category is issued then
the tool shall block the command.

The tool failed to block 12 of the 34 test commands from the WRITE category issued to protected drives.

SWB-AM-04 If a drive is protected and a command from the VENDOR_SPECIFIC category is
issued then the tool shall block the command.

The tool failed to block any of the 34 test commands from the VENDOR_SPECIFIC category issued to
protected drives.

SWB-AM-05 If a drive is protected and a command from the UNDEFINED category is issued
then the tool shall block the command.

The tool failed to block any of the of the 80 test commands from the UNDEFINED category issued to
protected drives.

SWB-AM-06 If a drive is protected and a command from the OTHER category is issued then
the tool shall not block the command.

The tool did not block or alter any test command from the OTHER category sent to a protected drive.

SWB-AM-07 If the tool is executed then the tool shall issue a message indicating the tool is
active.

Not applicable. This tool cannot be executed by user command.

SWB-AM-08 If the tool is executed the tool shall issue a message indicating all drives accessible
by the covered interfaces.

The management GUI application displays a list of all drives connected to covered interfaces.
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SWB-AM-09 If the tool is executed then the tool shall issue a message indicating the protection
status of each drive connected to a covered interface.

The management GUI application displays the protection status of all drives connected to covered
interfaces.

5.2 Optional assertions

SWB-A0-01 If a subset of all covered drives is specified for protection, then commands from
the write category shall be blocked for drives in the selected subset.

The tool failed to block 12 of the 34 test commands from the WRITE category issued to protected drives.

SWB-AO0-02 If a subset of all drives is specified for protection, then commands from the
VENDOR_SPECIFIC category shall be blocked for drives in the selected set.

The tool failed to block all of the 80 test commands from the VENDOR_SPECIFIC category issued to
protected drives.

SWB-AO0-03 If a subset of covered drives is selected for protection, then commands from the
UNDEFINED category shall be blocked for drives in the selected set.

The tool failed to block all of the 53 test commands from the UNDEFINED category sent to protected
drives.

SWB-A0-04 If a subset of covered drives is selected for protection, then commands from the
READ category shall be not blocked for drives in the selected set.

The tool did not block any test commands from the READ category sent to the drives.

SWB-AO0-05 If a subset of covered drives is selected for protection, then commands from the
OTHER category shall be not blocked for drives in the selected set.

The tool did not block any test commands from the OTHER category sent to the drives.

SWB-AO0-06 If a subset of covered drives is selected for protection, then no commands from
the any category shall be blocked for drives not in the selected set.

The tool did not block any commands sent to unprotected drives.

SWB-AO0-07 If the tool is active and the tool is deactivated then no commands to any drive
shall be blocked.

No commands to any drive were blocked after the tool was deinstalled.

SWB-AO-08 If the tool blocks a command then the tool shall issue either an audio or visual
signal.

The tool displays a visual indication of blocked commands in the event log window of the control program.
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6. Testing Environment

The tests were run in the NIST CFTT laboratory. This section describes the hardware (host computer and
hard drives) and software used for the tests.

6.1 Test Computer

The hardware configuration of test computer FRANK is:

Intel® D865GBF Motherboard

BIOS: Intel/AMI BF86510A.86A.0053.P13
Intel Dual Pentium® 4 CPU 3.4Ghz

3072M Memory

Adaptec® 29160 SCSI Adapter card Ultra 160
Sony DVD RW DRU-530A

Two slots for removable IDE hard disk drives
Two slots for removable SCSI hard disk drives
Two slots for removable SATA hard disk drives

6.2 Hard Disk Drives

The hard disk drives that were used in the testing are shown in the table below. These hard drives were
mounted in removable storage modules and installed/deinstalled as needed for the individual test being run.
The label column indicates an external identification label affixed to the housing in which the drive was
installed. Each drive was formatted with an NTFS or FAT partition and a Windows volume was created on
that partition. The volumes were assigned volume labels that correspond to the external label on the
physical device. The volume labels allow easy identification of which physical drives are associated with
which physical device objects while the Windows operating system is running.

Usable
Label Model Interface Sectors Size
25 | Seagate ST373405LC SCsl 143374741 73408 MB
27 | Quantum ATLAS-10K3-18-SCA _ SCsl 35916548 18389 MB
70 | 1C35L040AVERQ7-0 IDE 80418240 41174 MB
119 | WwbC WD1200JD-00GBBO SATA 234441648 120034 MB

January 2008

Page 14 of 151

Results for Writeblocker XP V6.10.0




6.3 Test Software

The following table describes the software packages installed on the test system.

Package Description

Writeblocker XP Version 6.10.0

o NTWBPM—a kernel mode device filter driver that implements write
blocking at the physical device level.

o  NTWBFS—a kernel mode file system filter driver that implements write
blocking at the file system level.

e  Writeblocker.exe—a user mode GUI for configuring and monitoring the
kernel mode filters

Writeblocker XP
V6.10.0

The NIST Software Writeblocker Test Suite V1.2
e PITCHER—a kernel filter driver that implements a custom IOCTL
interface for generating kernel mode IRPs.
SWBTS V1.2 e CATCHER—a kernel filter driver that monitors IRP traffic on a device
driver stack and catches and completes test generated IRPs.
e DEVCTL—a user mode console application for controlling the tests. It
generates test IRPs and logs the results.

A third party kernel mode software package for monitoring IRP traffic within the

BusTrace 2003 Windows device driver stacks

The NIST Software Write Blocker Test Suite V1.2 software was used to conduct the testing. This software
consists of two kernel mode device drivers and a user mode control program. The kernel mode drivers
monitor the flow of 1/O requests within the device driver stacks being tested. The user mode application
initiates test 1/O requests and tallies the outcome of the tests.

Writeblocker XP V6.10.0 was the software write block tool tested. This package consists of two kernel
mode device drivers: NTWBFS and NTWBPM, and a user mode GUI control application. The NTWBFS
driver is a a file system filter driver that filters file system calls and the NTWBPM driver is a physical
device filter that filters hardware 1/O requests. Of the two kernel mode drivers, only the NTWBPM driver
was tested. The decision to test only the physical device driver is predicated on the assumption that all file
system functions are ultimately manifested as physical I/O requests. Filtering at the file system level is
often necessary to simulate successful completion of logical file system 1/O activity that would cause the
operating system to crash or hang should the physical 1/0 operation return a failure status. The behavior of
this component of the tool is not however a determining factor on the overall requirements of the test
assertions for software write blocking tools.

The BusTrace 2003 package is a commercial software package for monitoring the movement of IRP traffic
on Windows device driver stacks. The Filter Load Order utility from this package was used to confirm the
test suite and write blocker kernel drivers were properly installed prior to running the tests. Appendix B
contains screen captures from that utility showing the load order of the driver modules.
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6.4 Run Protocol Selection

The run protocols define the actual procedures to follow for running the test cases. They are described in
the test plan document.

e  Test cases SWB-01 through SWB-22 and SWB-26 through SWB-30 were conducted using the
RUN protocol.

e Test case SWB-23 was conducted using the BOOT protocol.

e Test case SWB-24 was conducted using the UNINSTALL protocol.
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7. Interpretation of Test Results

The primary item of interest when interpreting the test results is a determination of the conformance of the
tool to the test assertions. This section lists each assertion and identifies the information in the test output
files relevant to evaluating the tool’s conformance to the assertions. Conformance to each assertion tested
by a test case is evaluated by examination of the commands issued by the test application and the command
results returned by the test application. This document contains only a representative subset of the total
output file information collected and is sufficient to illustrate the basis for the test interpretations. The
information ommited contains basically redundant results and is omitted for the sake of limiting the size of
this document. A complete archive of all test result data may be downloaded from the www.cftt.nist.gov
website.

7.1 Test Assertion Verification

The protection status of each drive tested is identified in the output summary immediately prior to the start
of each test. The status shown is either “software WRITE PROTECTED” or “software WRITE
ENABLED”. The summary also contains a tally of the commands in each category sent to the drive. For
each command category the tally countains the TOTAL number of commands in the category issued and
subtotals for the number of commands in that category that were ALLOWED and the number
BLOCKED. These tallies indicate test assertion conformance as follows:

SWB-AM-01 If a drive is unprotected then the tool shall not block any command.

The tool conforms to this assertion if all tallies of BLOCKED commands from all categories sent to a
“software WRITE ENABLED” drive are 0.

SWB-AM-02 If a drive is protected and a command from the READ category is issued to the
protected drive then the tool shall not block the command.

The tool conforms to this assertion if the tally of BLOCKED commands from the READ category sent to a
“software WRITE PROTECTED” drive is 0.

SWB-AM-03 If a drive is protected and a command from the VENDOR_SPECIFIC category is
issued to the protected drive then the tool shall block the command.

The tool conforms to this assertion if the tally of ALLOWED commands from the VENDOR_SPECIFIC
category sent to a “software WRITE PROTECTED” drive is 0.

SWB-AM-04 If a drive is protected and a command from the UNDEFINED category is issued
to the protected drive then the tool shall block the command.

The tool conforms to this assertion if the tally of ALLOWED commands from the UNDEFINED category
sent to a “software WRITE PROTECTED” drive is 0.

SWB-AM-05 If a drive is protected and a command from the READ category is issued to the
protected drive then the tool shall not block the command.

The tool conforms to this assertion if the tally of BLOCKED commands from the READ category sent to a
“software WRITE PROTECTED” drive is 0.
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SWB-AM-06 If a drive is protected and a command from the OTHER category is issued to the
drive then the tool shall not block the command.

The tool conforms to this assertion if the tally of BLOCKED commands from the OTHER category sent to

a “software WRITE PROTECTED” drive is 0.

SWB-AM-07 If the tool is executed then the tool shall issue a message indicating the tool is
active.

Not applicable — the tool is activated by the operating system boot process.

SWB-AM-08 If the tool is executed then the tool shall issue a message indicating all drives
accessible by the covered interfaces.

The tool tested provides a management GUI used to control the configuration of protected drives. Captured
images of the management screen used to setup the tool prior to running each test case are included in the
test output of each test run. The tool conforms to this assertion if all drives configured for a test are shown
in the captured image.

SWB-AM-09 If the tool is executed then the tool shall issue a message indicating the protection
status of all drives accessible by the covered interface.

The tool tested provides a management GUI used to control the configuration of protected drives. Captured
images of the management screen used to setup the tool prior to running each test case are included in test
output of each test run. The tool conforms to this assertion if the protection status of all drives configured
for each test is shown in the captured image.

SWB-AM-10 If a drive is protected and a command from the BASIC operation category is

issued then the command shall fail with an error status and the drive shall not be
altered in any way.

7.2 Optional Assertions

SWB-A0-01 If a subset of all covered drives is specified for protection, then commands from
the WRITE category shall be blocked for drives in the selected subset.

The tool conforms to this assertion if the ALLOWED tally for commands in the WRITE category is 0 for
all “software WRITE PROTECTED?” drives tested.

SWB-AO0-02 If a subset of all covered drives is specified for protection, then commands from
the VENDOR_SPECIFIC category shall be blocked for drives in the selected
subset.

The tool conforms to this assertion if the ALLOWED tally for commands in the VENDOR_SPECIFIC
category is 0 for all “software WRITE PROTECTED?” drives tested.
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SWB-AO0-03 If a subset of all covered drives is specified for protection, then commands from
the UNDEFINED category shall be blocked for drives in the selected subset.

The tool conforms to this assertion if the ALLOWED tally for commands in the UNDEFINED category is
0 for all “software WRITE PROTECTED” drives tested.

SWB-AO0-04 If a subset of all covered drives is specified for protection, then commands from
the READ category shall not be blocked for drives in the selected subset.

The tool conforms to this assertion if the BLOCKED tally for commands in the READ category is 0 for all
“software WRITE PROTECTED” drives tested.

SWB-AO0-05 If a subset of all covered drives is specified for protection, then commands from
the OTHER category shall not be blocked for drives in the selected subset.

The tool conforms to this assertion if the BLOCKED tally for commands in the OTHER category is O for
all “software WRITE PROTECTED” drives tested.

SWB-AO0-06 If a subset of all covered drives is specified for protection, then no commands
from any category shall be blocked for drives not in the selected subset.

The tool conforms to this assertion if the BLOCKED tally for all commands in all categories is 0 for all

“software WRITE ENABLED” drives tested.

SWB-AO0-07 If the tool is active and the tool is deactivated then no commands to any drive
shall be blocked.

Not applicable — tool is activated by the operating system boot process and cannot be deactivated by user

command.

SWB-AO0-08 If the tool blocks a command then the tool shall issue either an audio or visual
signal.

The management GUI includes an event log window. The tool conforms to this assertion if an event log

entry is displayed in that window when a command is blocked.

SWB-A0-09 If the tool is configured to be active during the operating system boot process

then no changes shall be made to protected drives.

The tool conforms to this assertion if the SHA1 hashes of all protected drives are unchanged across an
operating system boot.
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8. Key to reading test results

The test summary sections each contain the following subsections.

8.1 Hard disk configuration

This section contains a screen capture of the Disk Manager window on the test system similar to the ones
shown in the test summary sections. The fields in this window of primary interest with regard to the test
cases are highlighted in the example. To assist in identifying which Window’s device corresponds to which
physical drive installed into the machine, the software volume label written on each drive is of the form
CFTT-nnn where nnn represents the external physical label affixed to drives used in the CFTT test
laboratory.

» — -
g Computer Management |LJ@E|
El File Action Mew ‘Window Help i ]E’ J
& 2
[ Carnputer Management (Local) _ | Layout | Type | File System | Skatus | Capacity | Free Space | % Free
= ﬁg System Tools Partition  Basic  NTFS Healthy (System) 4,00 GB 2.13GB 53 %
+-[fl] Ewent Viewer EICFTT-119 (D) Partition  Basic  NTFS Healthy 111.79GE 109.72GE 98 %
# Shared Folders
+ Local Users and Groups
+ &% Performance Logs and Alerts
__—ﬂg; Device Manager
] @ Storage
| Removable Storage
Disk Defragmenter P 3
Disk Management ! =
I+ Services and Applications ~
£ Disk 0 e -
a5ic [CFTT-77 (C:) i
9-5P B 4,00 5B MTFS - - 550 GB
Online ‘Healthy (System) " |Unallacated
System Disk
Disk 1  ——
(Always DISKO) }? (CFTT-119 (09
111.'?9 B 111.79 G5B S
Orline | Healthey
Device !Dathn_ame Hpisk 2
(\.\PhysicalDisk1) Remavable (G:)
Mo Media Test lab drive #119
éDisk 3
Removable {H:)
Mo Media .
Unused drive bays
éDisk 4
Removable (1:)
Mo Media e
< % | | W Unallocated [l Frimary partition
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8.2 Write blocker configuration

This section contains a screen capture of the Writeblocker GUI configuration window. The fields relevant
to interpretation of the test results are highlighted in the example below.

=

. WriteBlocker XP

File Yew Tools Help

%

Physical Device ID

Hardware Type

= @‘ Local Devices -
=% Standard floppy disk controller

@ Floppy disk drive
= % Primary IDE Channel

Z
Phyzical Media | Metwark Mega 1 Configuration ]

Double-click on the Phygcal Media to toggle the ‘wiite Blocked status,

= % LSE Mass Storage Device

: @ IC35L040AYERDT-0 PhysicaIlMedia / | Descriptilon : | Wolumes | Write Blocked J
= STHOZI0A FIopp_l,an\_feD Floppy disk drive B, Tes
2 ; CdRomDiriv SOMNY DWD Aw DRU-53 K Yes
E=1-% Primary IDE Channel HardDrivel [Spstem Dirive]  ST3102104 C Ma
= WDC WD12001D-00GERD HardDrivel |C3BL0404WERDY-0 E Yes
=% Secondary IDE Channel HardDrive2 WOC WD 200U0-00GEEBD 8] Mo
: '.‘zl SONY DVD RW DRU-5304 HardDr SEAGATE 5T 05LL F
E % Adaptec SC5I Card 29160M - Ulrale HardDrived USE20  HS-CF USE Device G
H : HardDrivel USB20  HS-M5 USE Device b
i %‘F_S'Bﬁ:in;é;;f;:ﬁf BCSLDEH HardDrived USBZ0  HS-5M LISB Device |
T HardDrive? USB20  HS-5D/MMC USE Devigg )
=D LExAR JUMPDRIVE SPORT UISE C HardDrives LEXAR JUMPDRIVE SPORT USBA.. N

LSEZ.0 HS-CF LISE Device . R
USBZ.0  H5-MS USE Device Write Blocking Status
LSEZ.0 HS-50{MMC USE Dey
=5 LSEZ.0 HS-3M USE Device s
< | 1
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8.3 Test output summary

The test application prints a summary of the test results to the console output device from which the test
was run. The Test Output Summary section contains a listing of this information as shown below.

1 NIST Software Write Blocker Test Suite V1.2
2 Thu Aug 25 10:06:24 2005

3

4 Test case: SWB-01

5 Command set: RWOVU

6 Number of drives: 1

7 Protection pattern: U

8 Test administered by: DPA

9 Details logged to file: SWB-01.log

10

11 **** Test results summary (see logfile for details) *****

13 Testing device \\.\PhysicalDrivel
14 Device is software WRITE ENABLED

15

16 Test Category Al lowed Blocked Total
17 - ———
18 Read IRP"s ... .. ... 4 0] 4
19 Write IRP"s ... ... ......... 8 0 8
20 Other IRP"s . ... ... ... ....... 15 0 15
21

22 Read CDB"S . ... .o cocnao-. 27 0 27
23 Write CDB"S . ... ... ......... 34 0 34
24 Other CDB"S ... .. 62 0} 62
25 Vendor SPecific CDB"s ...... 80 0} 80
26 Undefined CDB"s............. 53 0 53

Line 1 - test suite identification

Line2 - date and time of test

Line4 - testcase run

Line5 - command set to be tested

Line 6 - number of hard drives to be tested

Line 7 - protection pattern of hard drives

Line 8 - individual conducting the test

Line9 - file name of detailed output file

Line 13 - full pathname of hard drive under test

Line 14 - write protection status of hard drive under test

Line 18 - count of kernel IRPs from the READ command category that were issued

Line 19 - count of kernel IRPs from the WRITE command category that were issued

Line 20 - count of kernel IRPs from the OTHER command category that were issued

Line 22 - count of SCSI CDBs from the READ command category that were issued

Line 23 - count of SCSI CDBs from the WRITE command category that were issued

Line 24 - count of SCSI CDBs from the OTHER command category that were issued

Line 25 - count of SCSI CDBs from the VENDOR_SPECIFIC command category that were issued
Line 26 - count of SCSI CDBs from the UNDEFINED command category that were issued

January 2008 Page 22 of 151 Results for Writeblocker XP V6.10.0



9. Test Result Summaries

9.1 Test Case SWB-01

This test case’s primary purpose is to test the tool’s compliance with SWB-AM-01. It issues all possible

I/0 commands to a single unprotected disk drive.

9.1.1. Hard disk configuration
The hard disk configuration used for this test is shown below.

2 Computer Management

EX]

‘g File  Action  Wiew Window Help = jE’ _I
& o=
,E Computer Management (Local) Yolume l Layaut | Type l File System | Status | Capacity | Free Space | o Free

= ﬁ&System Tools Partition  Basic NTFS

Healthy (System) 4.00GE  2.13GB 53 %

+ (] Event Viewer EICFTT-119(D:) Partition Basic NTFS Healthy 111,79 GB  109.72GE 96 %
+ k] Shared Faolders
+ Local Users and Groups
+ -4 Performance Logs and Alerts
s, Dievice Manager
= @ Storage
+ Removable Storage
Disk Defragmenter ¢
Disk Management A
[+ Services and Applications A
L EPDisk 0 ] -
Basic ICFTT-77 (C:)
5.50 GE 4,00 GE NTFS <1 |5.50 GB
Onling ‘Healthy (System) Unallocaked
ZDisk 1 |
Basic |CFTT-119 (D)
111_-?9 B 111.79 GE NTFS
Onling Healthy
=isk 2
Removable (G:)
Mo Media
=isk 3
Rermorvable (H:)
Mo Media
=ik 4
Remorable (1:)
Mo Media
v.
¢ 5 | W Unallocated |l Primary partition
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9.1.2. Write blocker configuration

The Writeblocker XP configuration used in this test is shown below.

. WriteBlocker XP

Filz Wiew Tools Help

H& | » 2
= 10 Local Devices Physical Media | Metwork Media 1 Configuration
-1 52 Standard Aoppy disk conkraller
@ Flappy disk drive Double-click an the Physical Media to toggle the “Wiite Blocked status.
=52 Primary IDE Channel - - — -
; =3 573102104 Physical Media | D escription | Wolumes I "wiite Blocked I
E1& Secondary IDE Channel FloppuDrivel Floppy disk drive A e
P - CdRomDrivel SOMY DD R DRU-5304 K Tes
E4) SOMY DVD RiW DRU-5304 HardDrivel [System Diive]  ST102104 & No
= % Adaptec SCSI Card 29160M - Ulkral60 S HardDrivel SEAGATE ST373408LC SCSI Disk.D... F Mo
(=0 SEAGATE ST373405LC SCSI Disk De HardDrive2 USB20 HS5-CF USE Device G ez
= % LISE Mass Starage Device HardDrived USB20  HS-M5 USE Device H Yes
. 3 LEXAR JUMPDRIVE SPORT LUSE Devi :afjgf@veg Hggg-g :g-ggfﬂdilBEDLTgiBCE ) |J ies
- - ardDrive! : - evice B
& LB Mass Storage Device HardDrivet LEXAR JUMPDRIVE SPORT USBD.. N No

UsBz.0 H3-CF LISE Device
UsBz.0 H3-M5 USE Device
UsBz.0 HS-5D{MMC USE Device
UsEz.0 H3-5M USE Device

[EF Metwork Drives

< | b

Weardaprivel: Write bhlocking toggled OFF

Ready
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9.1.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Thu Aug 25 10:06:24 2005

Test case: SWB-01
Command set: RWOVU
Number of drives: 1
Protection pattern: U

Test administered by: DPA
Details logged to file: SWB-01.log

**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"s . ... . ... .. .. ..... 4 0] 4
Write IRP"s .. ... ... ........ 8 0] 8
Other IRP"s . ... ... ... ... 15 0 15
Read CDB"s ....... .. ....... 27 0] 27
Write CDB"S ..... ... 34 0 34
Other CDB"s ..... ... ... ...... 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0} 53

9.1.4. Hard disk hash results

Drive Identification Computed SHAL Value
\\.\PhysicalDrivel Before FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
(CFTT-119) After FBA020AEEC67FF23C40C8BFB5F55DEDBB76385D5
9.1.5. Test result analysis

The expected result for this test was that all command functions issued would be passed by the tool.
That result was observed.
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9.2 Test case SWB-02

This test case tests the tool’s compliance with SWB-AM-02. It issues all possible READ commands to a
single protected disk drive. The expected result is that the tool will not block any READ command issued
by the test application

9.2.1. Hard disk configuration

LI Computer Management |L]|E‘\E|
Q File  Action  Wiew Window Help = ]E’ _I
- | @
18 Computer Management {Laocal) Yalurme I Layout | Type I File: Systerm | Status | Capacity | Free Space | % Free
= System Tools Partition  Basic  NTFS Healthy (Syskem) 4,00 =B 2.13 =6 53 %
+|-{3] Event: Viewer ENCFTT-119 (D) Partition Basic MTFS Healthy 111,79GE  109.72GE 98 %
+ g Shared Folders
+ Local Users and Groups
e
= % storage
+ Remaovable Storage
Disk Defragmenter
: < | b4
Disk Management —|
[+ Services and Applications ~
3 E2Disk 0 I -
Basic CCFTT-77 {C2) |
9.50 GB 14,00 GB NTFS " |5 50 GB
Online Healthry (System) " |Unallocated
EPDisk 1 |
Basic |CFTT-119 {D:)
111_..'-"9 GE 111,79 GE NTFS
Cnline Healthy
Hpisk 2
Remaovable (G:)
Mo Media
=pisk 3
Remorvable (H:)
Mo Media
pisk 4
Removable (1:)
Mo Media
W
t 3 |l Unallocated . Primary Partition [
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9.2.2. Write blocker configuration

. WriteBlocker XP

File Miew Tools Help

Ha| ” %
= 10 Local Devices Physical Media | Network Media] Configuration
-5 standard floppy disk controller
@ Flappy disk drive Double-click on the Physical Media to toggle the Write Blocked status.
- %24 Primary IDE Charinel - - — -
=3 5T3102104 Physical Media | Description Yolumes | Write Blocked J
242 Secondary IDE Channel FloppyDinivel Floppy disk. drive A Yes
pes CdRamDrivel SONY DWD Rw DRU-5304 K Yes
B4 SONY DYD R DRU-5304 HardDrived [Systern Drive]  ST3HO2104 C No
= ‘% Adaptec SCST Card 28160M - Ukral60 S | | HardDiive SEAGATE ST373405LC SCSI Digk D... F Yes
@ SEAGATE STI734050LC SCAT Disk De: HardDrive2 U5SB2.0  HS-CFUSE Device G Yes
= % USE Mass Storage Device HardDrive3 USB2.0  HS-MS USB Device H Yes
(= LEXAR JUMPDRIVE SPORT LUSE Devi | | HardDrived U5SB2.0  H5-5M USE Device | es
: HardDirived Use20  H5-5DMMC USE Device  J Yes
&2 USB Mass Storage Device HardDrived LEXAR JUMPDRIVE SPORT USB D.. N No

USBZ.0 H3-CF USE Device
UsBz.0 H3-MS USE Device
UsBz.0 HS-5D{MMC LISE Device
UsBz.0 H3-5M USE Device

[EF Metwork Drives

< | ?

ﬂHardDrivel: Write kblocking toggled COFF
HardDrivel: Write blocking toggled ON

Ready
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9.2.3. Test output summary

NIST Software Write Blocker Test Suite V1.2

Thu Aug 18 11:14:11 2005

Test case: SWB-02
Command set: R
Number of drives: 1
Protection pattern: P

Test administered by: DPA

Details logged to file: SWB-02.log
**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category

Read IRP"s ... ... .. .. .........
Write IRP"S .. ... ..........
Other IRP"s . ... ... ... ...

4
0
0
Read CDB"S ...........o..... 27
Write CDB"S ... .. ... 0
Other CDB"s ..... ... ........ 0
CDB"s ... 0}

0

Vendor SPecific
Undefined CDB"s

Al lowed Blocked Total

OQOO0OO0O0 OO0Oo

9.2.4. Hard disk hash results

Drive Identification

Computed

SHAI1 Value

\\.\PhysicalDrivel

Before

FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5

(CFTT-119)

After

FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
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9.2.5. Test result analysis

The expected result for this test was that all READ functions issued would be passed by the tool. That
result was observed.
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9.3 Test case SWB-03

This test case tests the tool’s compliance with SWB-AM-03. It issues all possible commands from the
WRITE category to a single protected disk drive. The expected result of this test is that the tool will block
all commands issued by the test application.

9.3.1. Hard disk configuration

LI Computer Management |L]|E‘\E|
Q File  Action  Wiew Window Help = ]E’ _I
= El:;
1= Computer Management (Local) I Layaut | Type I File System | Status | Capacity | Free Space | % Free
= System Tools Partition  Basic  NTFS Healthy (Syskem) 4,00 =B 2.13 =6 53 %
+|-{3] Event: Viewer ENCFTT-119 (D) Partition Basic MTFS Healthy 111,79GE  109.72GE 98 %
+ g Shared Folders
+ Local Users and Groups
e
=
= % storage
+ Remaovable Storage
Disk Defragmenter
: < | b4
Disk Management —|
[+ Services and Applications ~
3 E2Disk 0 _— -
Basic CCFTT-77 {C2) |
9.50 GB 14,00 GB NTFS " |5 50 GB
Online Healthry (System) " |Unallocated
E9Disk 1 |
Basic |CFTT-119 {D:)
111_..'-"9 GE 111,79 GE NTFS
Cnline Healthy
Hpisk 2
Remaovable (G:)
Mo Media
=Hpisk 3
Remorvable (H:)
Mo Media
HDisk 4
Removable (1:)
Mo Media
W
t 3 |l Unallocated . Primary Partition [
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9.3.2. Write blocker configuration

-

. WriteBlocker XP

File Wiew Tools Help

=18 Local Devices Physical Media | Netwark Media ] Canfiguration
-5 Standard Floppy disk controller
@ Floppy disk drive Drouble-click on the Physical Media to toggle the 'Write Blocked status.
-1-%2Y Primary IDE Channel - - — -
=3 ST3102104 Physical Media | Description | Walumes ] Write Blocked J
- Secondary 10E Channel FloppyDrivel Floppy disk. drive A Yes
¥ CdRomC ived SONY DVD Rw DRU-5304 K ez
(Z) soNY DYD R DRU-5304 HardDrived [Systern Drive)  ST3O2104 C Mo
= '@%‘ Adaptec SCST Card 28160M - Ukral60 S | | HardDiived SEAGATE ST373405LC 5C51 Disk D... F es
@ SEAGATE ST373405LC SCSI Disk De HardDrives USB20 HS5-CF USE Device G Yes
= % USE Mass Storage Device HardD'rive3 USB2.0  HS-MS USB Device H e
=3 LERAR JUMPDRIVE SPORT USE Devi Eafggl@veg Hggg-g :g-ggfﬁfc[) LTSViBCE ) L ies
= USE M Sh Dievi arn Mve 5 25 evICE es
4 U Mass Storage Device HardDrive LEXAR JUMPDRIVE SPORT USBD.. M Na

UsBz.0 H3-CF LISE Device
USBZ.0 H3-MS USE Device
USBZ.0 H3-50/MMC USE Device
UsBz.0 H3-5M USE Device

(& Metwork Drives

< | ?

nHardDrivel: Write blocking toggled OFF
HardDrivel: Write blocking toggled CON

Ready
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9.3.3. Test output summary

NIST Software Write Blocker Test Suite V1.2

Thu Aug 25 10:09:52 2005

Test case: SWB-03
Command set: W
Number of drives: 1
Protection pattern: P

Test administered by: DPA

Details logged to file: SWB-03.log
**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category

Read IRP"s . ... ... . ... ......
Write IRP"s ... .. ... ........
Other IRP"s .. ... .. . ... ......

Write CDB"S ... ..o ocuen-. 2
Other CDB"s .... ... .. ........
Vendor SPecific CDB*"s

0
4
0]
Read CDB"S ...... cccoceo--.- 0
2
0
0
Undefined CDB"s 0

Al lowed Blocked Total

9.3.4. Hard disk hash results

Drive Identification

Computed

SHAI1 Value

\\.\PhysicalDrivel
(CFTT-119)

Before

FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5

After

FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
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9.3.5. Test result analysis

e The tool failed to produce the expected result

e The hard disk was not modified

e The tool failed to block four of the eight IRP major functions from the WRITE category that were
issued. These IRP functions are:

IRP Major Function Name Opcode Comment
IRP_MJ CREATE 0x00 Appears to be blocked at file system level.
IRP_MJ FLUSH BUFFERS 0x09 Appears to be blocked at file system level
IRP MJ SET SECURITY 0x15 Appears to be blocked at file sysytem level
|RP:|\/|J:SET:QUOTA OX1A Appears to be blocked at file system level

e The tool also failed to block 22 of the 34 SCSI CDB’s in the WRITE category issued by the test
application. The 22 SCSI commands that were not blocked by the tool are:

SCSI Comamnd Name Opcode Comment
REASSIGN_BLOCKS 0x07 Optional for hard drives
WRITE_FILEMARKS 0x10 Vendor specific implementation for hard drives
COPY 0x18 Obsolete command
ERASE 0x19 Vendor specific implementation for hard drives
COPY_COMPARE 0x3A Optional per SPC3
WRITE_LONG10 O0x3F Optional per SPC3
WRITE_SAME10 0x41 Optional per SPC3
XDWRITE10 0x50 Optional per SPC3
XPWRITE10 0x51 Optional per SPC3
SEND_CUE_SHEET 0x5D CDROM drives
VARIABLE LENGTH_CDB Ox7F Encapsulates multiple variable length CDB’s
XDWRITE_EXTENDED 0x80
REBUILD 0x81
REGENERATE 0x82
EXTENDED_COPY 0x83
ATA_PASSTHROUGH16 0x85 SCSI wrapper for any raw ATA command
WRITE16 O0x8A
WRITE_AND_VERIFY16 Ox8E
SYNCHRONIZE_CACHE 0x91
WRITE_SAME16 0x93
ATA_PASSTHROUGH12 0xAl SCSI wrapper for any raw ATA command
ERASE12 0xAC Vendor specific implementation for hard drives
WRITE_AND_VERIFY12 OxAE Optional per SPC3
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9.4 Test case SWB-04

This test case tests the tool’s compliance with SWB-AM-04. It issues all possible commands from the
VENDOR_SPECIFIC command set to a single protected disk drive. It uses the same hard drive setup as
SWB-03. The expected result of this test is that the tool will block all commands issued by the test
application.

9.4.1. Hard disk configuration

p— =
L Computer Management |ﬂ@g|
Q File  Action  Wiew Window Help = jE’ _I
® @ 2
= Computer Management {Local) I Layout | Type I File: Systarm | Status | Capacity | Free Space | o Free
= System Tooks 4 Partition EBasic NTFS Healthy (System) 4.00GE 2,13 GB 53 %
+1 ] Event Viewer EJCFTT-119(D:) Partition  Basic  NTFS Healthy 111,79 GE 109.72GE 95 %
+| g Shared Folders
+ Local Users and Groups
+ 4% Performance Logs and Alerts
-E-[, Device Manager
= ¥ storage
+ Removable Storage
Disk Defragmenter
. < | >
Disk Management =
[+ Services and Applications ~
Ee Z@Disk 0 | E—— -
Basic ICFTT-77 (C:) |
9.5_UGB 4,00 GE MTFS < | 5,50 GB
Onling ‘Healthy (Systam) Unallocated
Z9Disk 1 |
Basic |CFTT-119 {D:)
111.79 GB 111.79 GE NTFS
Online Healthy
isk 2
Remorable (G:)
Mo Media
=9Disk 3
Remorable (H:)
Mo Media
=HDisk 4
Remorable (1:)
Mo Media
v.
¢ 5 | Il Unallocated ._ Primary partition
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9.4.2. Write blocker configuration

-

. WriteBlocker XP

File Wiew Tools Help

=18 Local Devices Physical Media | Netwark Media ] Canfiguration
-5 Standard Floppy disk controller
@ Floppy disk drive Drouble-click on the Physical Media to toggle the 'Write Blocked status.
-1-%2Y Primary IDE Channel - - — -
=3 ST3102104 Physical Media | Description | Walumes ] Write Blocked J
- Secondary 10E Channel FloppyDrivel Floppy disk. drive A Yes
¥ CdRomC ived SONY DVD Rw DRU-5304 K ez
(Z) soNY DYD R DRU-5304 HardDrived [Systern Drive)  ST3O2104 C Mo
= '@%‘ Adaptec SCST Card 28160M - Ukral60 S | | HardDiived SEAGATE ST373405LC 5C51 Disk D... F es
@ SEAGATE ST373405LC SCSI Disk De HardDrives USB20 HS5-CF USE Device G Yes
= % USE Mass Storage Device HardD'rive3 USB2.0  HS-MS USB Device H e
=3 LERAR JUMPDRIVE SPORT USE Devi Eafggl@veg Hggg-g :g-ggfﬁfc[) LTSViBCE ) L ies
= USE M Sh Dievi arn Mve 5 25 evICE es
4 U Mass Storage Device HardDrive LEXAR JUMPDRIVE SPORT USBD.. M Na

UsBz.0 H3-CF LISE Device
USBZ.0 H3-MS USE Device
USBZ.0 H3-50/MMC USE Device
UsBz.0 H3-5M USE Device

(& Metwork Drives

< | ?

nHardDrivel: Write blocking toggled OFF
HardDrivel: Write blocking toggled CON

Ready
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9.4.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Fri Aug 26 20:47:01 2005

Test case: SWB-04
Command set: V
Number of drives: 1
Protection pattern: P

Test administered by: DPA
Details logged to file: SWB-04.log

**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ..... .. ......... 0 0 0
Write IRP"s .. ... ... ........ 0 0] 0
Other IRP"s . ... ... ... ... 0 0 0
Read CDB"s ....... .. ....... 0 0] 0
Write CDB"S ..... ... 0 0 0
Other CDB"S . ... .. oo .. 0 0 0
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 0 0 0
9.4.4. Hard disk hash results
Drive Identification Computed SHAL1 Value
\\.\PhysicalDrivel Before FBA020AEEC67FF23C40C8BFB5F55DEDBB76385D5
(CFTT-119) After FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
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9.4.5.

Test results analysis

e The tool failed to produce the expected result
e The hard disk was not modified
e The tool failed to block any of the commands issued. The commands passed by the tool are shown

below
SCSI Command OPCODE Comments
Vendor_Specific 0x02
Vendor_Specific 0x06
Vendor_Specific 0x09
Vendor_Specific 0x0C
Vendor_Specific 0x0D
Vendor_Specific 0Ox0E
Vendor_Specific Ox0F
Vendor_Specific 0x11
Vendor_Specific 0x14
Vendor_Specific 0x20
Vendor_Specific 0x21
Vendor_Specific 0x22
Vendor_Specific 0x23
Vendor_Specific 0x26
Vendor_Specific 0x27
Vendor_Specific 0x2D
Vendor_Specific 0xCO-0xFF All opcodes (inclusive) in this range
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9.5 Test case SWB-05

This test case tests the tool’s compliance with SWB-AM-05. It issues all possible commands from the
UNDEFINED command set to a single protected disk drive. It uses the same hard drive setup as SWB-04.
The expected result of this test is that the tool will block all commands issued by the test application.

9.5.1. Hard disk configuration

p— =
LI Computer Management |L]|E‘\E|
Q File  Action  Wiew Window Help = ]E’ _I
e lEaliE
8 Computer Management {Laocal) Yalurme I Layout | Type I File: Systerm | Status | Capacity | Free Space | % Free
= System Tools Partition  Basic  NTFS Healthy (Syskem) 4,00 =B 2.13 =6 53 %
+|-{3] Event: Viewer ENCFTT-119 (D) Partition Basic MTFS Healthy 111,79GE  109.72GE 98 %
+ g Shared Folders
+ Local Users and Groups
+
=
= % storage
+ Remaovable Storage
Disk Defragmenter
: < | b4
Disk Management —|
[+ Services and Applications ~
3 E2Disk 0 I -
Basic ICFTT-77 (C:)
9.50 GB 14,00 GB NTFS <1 |5 B0 G
Online Healthry (System) Unallocated
EPDisk 1 |
Basic |CFTT-119 {D:)
111_..'-"9 GE 111,79 GE NTFS
Cnline Healthy
Hpisk 2
Remaovable (G:)
Mo Media
=pisk 3
Remorvable (H:)
Mo Media
pisk 4
Removable (1:)
Mo Media
W
t 3 |l Unallocated . Primary Partition [
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9.5.2. Write blocker configuration

-

. WriteBlocker XP

File Wiew Tools Help

=18 Local Devices Physical Media | Netwark Media ] Canfiguration
-5 Standard Floppy disk controller
@ Floppy disk drive Drouble-click on the Physical Media to toggle the 'Write Blocked status.
-1-%2Y Primary IDE Channel - - — -
=3 ST3102104 Physical Media | Description | Walumes ] Write Blocked J
- Secondary 10E Channel FloppyDrivel Floppy disk. drive A Yes
¥ CdRomC ived SONY DVD Rw DRU-5304 K ez
(Z) soNY DYD R DRU-5304 HardDrived [Systern Drive)  ST3O2104 C Mo
= '@%‘ Adaptec SCST Card 28160M - Ukral60 S | | HardDiived SEAGATE ST373405LC 5C51 Disk D... F es
@ SEAGATE ST373405LC SCSI Disk De HardDrives USB20 HS5-CF USE Device G Yes
= % USE Mass Storage Device HardD'rive3 USB2.0  HS-MS USB Device H e
=3 LERAR JUMPDRIVE SPORT USE Devi Eafggl@veg Hggg-g :g-ggfﬁfc[) LTSViBCE ) L ies
= USE M Sh Dievi arn Mve 5 25 evICE es
4 U Mass Storage Device HardDrive LEXAR JUMPDRIVE SPORT USBD.. M Na

UsBz.0 H3-CF LISE Device
USBZ.0 H3-MS USE Device
USBZ.0 H3-50/MMC USE Device
UsBz.0 H3-5M USE Device

(& Metwork Drives

< | ?

nHardDrivel: Write blocking toggled OFF
HardDrivel: Write blocking toggled CON

Ready
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9.5.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Fri Aug 26 20:47:28 2005

Test case: SWB-05
Command set: u
Number of drives: 1
Protection pattern: P

Test administered by: DPA
Details logged to file: SWB-05.1og

**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . ... ..... 0 0 0
Write IRP"s ... ... ......... 0 0 0
Other IRP"s .. ... ... ........ 0 0 0
Read CDB"S ...... ... .... 0 0 0
Write CDB®"S ... ... ... ooo... 0 0 0
Other CDB"S . ... ... 0 0 0
Vendor SPecific CDB"s ...... 0 0 0
Undefined CDB"s. .. .......... 53 0 53
9.5.4. Hard disk hash results
Drive Identification Computed SHA1 Value
\\.\PhysicalDrivel Before FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
(CFTT-119) After FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
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9.5.5. Test results analysis

e The tool failed to produce the expected result

e The hard disk was not modified

e The tool did not block any of the commands in the UNDEFINED category. The UNDEFINED
commands allowed by the tool are shown below

SCSI Command OPCODE Comments
Undefined Ox1F
Undefined 0x3D
Undefined 0x59
Undefined 0x60-0x7E All opcodes inclusive in this range
Undefined 0x89
Undefined 0x8B
Undefined 0x94
Undefined 0x95
Undefined 0x96
Undefined 0x97
Undefined 0x98
Undefined 0x99
Undefined 0x9A
Undefined 0x9B
Undefined 0x9C
Undefined 0x9D
Undefined 0x9E
Undefined 0x9F
Undefined 0xA2
Undefined 0xA9
Undefined 0xAB
Undefined 0xB5
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9.6 Test case SWB-06

This test case tests the tool’s compliance with SWB-AM-06. It issues all possible commands from the
OTHER command set to a single protected disk drive. It uses the same hard drive setup as SWB-05. The
expected result of this test is that the tool will allow all commands issued by the test application.

9.6.1. Hard disk configuration

— -
2 Computer Management |ﬂ@g|
‘g File  Action  Wiew Window Help = jE’ _I
+® | 2
,E Computer Management (Local) l Layaut | Type l File System | Status | Capacity | Free Space | o Free
=iy Svstem Tools Partition EBasic NTFS Healthy (System) 4.00GE 2,13 GEB B3 %
+ (] Event Viewer EICFTT-119(D:) Partition Basic NTFS Healthy 111,79 GB  109.72GE 96 %
+| 4] Shared Folders
+ Local Users and Groups
+ -4 Performance Logs and Alerts
_.E..[ Device Manager
= @ Storage
+ Removable Storage
Disk Defragmenter ¢ s
Disk Management ! =
[+ Services and Applications A
L EPDisk 0 ] -
Basic ICFTT-77 (C:)
5.50 GE 4,00 GE NTFS <1 |5.50 GB
Onling ‘Healthy (System) Unallocaked
ZDisk 1 |
Basic |CFTT-119 (D)
111_-?9 GB 111,79 GBE MTFS
Online Healthy
=isk 2
Removable (G:)
Mo Media
=isk 3
Rermorvable (H:)
Mo Media
=ik 4
Remowvable (1:)
Mo Media
v.
< 5 | W Unallocated ._ Prirary Partition
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9.6.2. Write blocker configuration

-

. WriteBlocker XP

File Wiew Tools Help

=18 Local Devices Physical Media | Netwark Media ] Canfiguration
-5 Standard Floppy disk controller
@ Floppy disk drive Drouble-click on the Physical Media to toggle the 'Write Blocked status.
-1-%2Y Primary IDE Channel - - — -
=3 ST3102104 Physical Media | Description | Walumes ] Write Blocked J
- Secondary 10E Channel FloppyDrivel Floppy disk. drive A Yes
¥ CdRomC ived SONY DVD Rw DRU-5304 K ez
(Z) soNY DYD R DRU-5304 HardDrived [Systern Drive)  ST3O2104 C Mo
= '@%‘ Adaptec SCST Card 28160M - Ukral60 S | | HardDiived SEAGATE ST373405LC 5C51 Disk D... F es
@ SEAGATE ST373405LC SCSI Disk De HardDrives USB20 HS5-CF USE Device G Yes
= % USE Mass Storage Device HardD'rive3 USB2.0  HS-MS USB Device H e
=3 LERAR JUMPDRIVE SPORT USE Devi Eafggl@veg Hggg-g :g-ggfﬁfc[) LTSViBCE ) L ies
= USE M Sh Dievi arn Mve 5 25 evICE es
4 U Mass Storage Device HardDrive LEXAR JUMPDRIVE SPORT USBD.. M Na

UsBz.0 H3-CF LISE Device
USBZ.0 H3-MS USE Device
USBZ.0 H3-50/MMC USE Device
UsBz.0 H3-5M USE Device

(& Metwork Drives

< | ?

nHardDrivel: Write blocking toggled OFF
HardDrivel: Write blocking toggled CON

Ready
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9.6.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Fri Aug 26 20:48:11 2005

Test case: SWB-06
Command set: 0
Number of drives: 1
Protection pattern: P

Test administered by: DPA
Details logged to File: SWB-06.1og

**** Test results summary (see logfile for

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

details) *****

Test Category Al lowed Blocked Total
Read IRP"s . ... ... . ... ...... 0 0] 0
Write IRP"S ... ... ... ...... 0 0] 0
Other IRP"s .. ... ... ........ 15 0] 15
Read CDB"s ................ 0 0 0
Write CDB"S .. ... ... ...o.... 0] 0] 0
Other CDB"s .... ... .. ........ 62 0] 62
Vendor SPecific CDB"s ...... 0 0] 0
Undefined CDB"s............. 0 0 0

9.6.4. Hard disk hash results

Drive Identification Computed SHAL Value
\\.\PhysicalDrivel Before FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
(CFTT-119) After FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
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9.6.5. Test results analysis

The tool produced the expected result. The tool did not block any of the commands in the OTHER
category.
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9.7 Test case SWB-07

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of three drives protected with the pattern PUU. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.7.1. Hard disk configuration

LI Computer, Management

Q File  Action Mew Window Help == J
& @ 2 g
I@ Computer Management (Local) Walurne | Layout | Type | File: Systam | Stakus | Capacity | Free Space | % Free | Fault Tolste
=, System Tools SICFTT-25(F:)  Partition Basic NTFS Healthy 6636 GE 68.30GE  99% Mo
+| [f] Event viewer EICFTT-70(E:)  Partition  Basic NTFS Healthy (Active) 1,37 GB 1,36 GB 99% Mo
+ % Shared Folders EDCFTT-77(C:) Partition  Basic  MTFS Healthy (System) 4.00GE  2.10GE  52% Mo
+ Local Users and Groups EICFTT-119 (D1} Partition  Basic  MTFS Healthy 111,79 GB  109.72GE 98 % Mo
+-d# Performance Lags and Alerts
_.g_ Device Manager
= @ Skorage
+ Remowable Storage
Disk Defragmenter
b < S
lanagement = 4
[+ Services and Applications A
B EPpisk 0 ! | -
Basic CFTT-77 {C:)
9.50 GB 14.00 GB NTFS 5.50 GB
Online Healthy (Stystem) Unallacated
EPpisk 1 [ |
Basic \CFTT-70 (E:}
38.34 GB 1,37 GE NTFS 36,97 GB
COnline Healthry {Ackive) Unallocated
EPDisk 2 = ]|
Basic CFTT-119 (D2}
111_.?9 GE 111.79 GB NTFS
Orline | Healthey
Basic CFTT-25 (F?) |
63._36 GE 68,36 GB MTFS
Online Healthry
Hpisk 4
Removable {323
Mo Media
Hisk 5
Removable (H:)
Mo Media
=Hpisk 6
Removable (1:)
Mo Media
¢ % | | l Unalocated [l Frimary partition
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9.7.2. Write blocker configuration

. WriteBlocker XP

File Miew Tools Help

Bl
= {3 Local Devices A| | Physical Media | Network Media | Configuration
-5 standard floppy disk controller
i @ Flappy disk drive Dauble-click on the Phpsical Media to toggle the Write Blocked status.
- %24 Primary IDE Charinel - - — -
i @ IC35L040AYERDT-0 Physical _Medla | Descnptl_on : Yolumes I “wirite Blocked
= ST302108 FloppyDn\_feD Floppy disk. drive B e
: CdRomDrived SONY DVD R DRU-B304 K Tes
=152 Primary IDE Channel HardDrivel [System Drive]  ST3102104 C Mo
&9 WDC WD1200]D-00GBEBD HardDrivel IC35L0408VERD7-0 E Yes
=154 Secondary IDE Channel HardDrive2 WOC WD 20000 -00GEED 8] Na
: SONY DWD RW DRU-5304 il : TE E
=1-4ga Adaptec SCIT Card 29160N - Ultrals :arggr@veg Hggg-g :g'ag%ssﬂg%e“?e E $BS
i an e 4 ' BvICe es
L& i’BS;:;”“STtEiLfSZSEC i HardDrivef USBZ0  HSSMUSEDeviee | Yes
1 HardDriver? Use2.0  HS-5D/MMC USE Device  J Yes
=9 LEXAR JUMPDRIVE SPORT LS8 T HardDrived LEXAR JUMPDRIVE SPORT USBD... M Na
= % USE Mass Storage Device
UsSEz.0 HS-CF LISE Device
UsSEz.0 H5-M5 USE Device
USEZz.0 HS-S0{MMC USE Dew
USEZ.0  H5-SMUSE Device o
2 | >
Ready
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9.7.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Sat Aug 27 11:04:49 2005
Test case: SWB-07
Command set: RwWOVU
Number of drives: 3
Protection pattern: PUU
Test administered by: DPA
Details logged to file: SWB-07.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 4 4 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S ........ccc.o... 27 0 27
Write CDB"s ................ 22 12 34
Other CDB®"S . ... ao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S ......ococcoo... 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... ao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s ... .... . _........ 15 0 15
Read CDB"S ......ccocooo... 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... .. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
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9.7.4. Hard disk hash results

Ide n?ill"li\égtion Computed SHAI1 Value
\\.\PhysicalDrivel Before ECD7751DB6688D7DCD72A19CC3971A73252D5588
(CFTT-70) After ECD7751DB6688D7DCD72A19CC3971A73252D5588
\\.\PhysicalDrive2 Before 79E3AD4068FED4BB73D1E85A397B8DDOF274FF86
(CFTT-119) After F55DBB07965E5AB748A1D7CFD60C595794C4678C
\\.\PhysicalDrive3 Before FBAO20AEEC67FF23C40C8BFB5F55DEDBB76385D5
(CFTT-25) After 968945BA353E565D9DD53B6CABIF8CC74563087D
9.7.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those

of tests SWB-03, SWB-04, and SWB-06.
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9.8 Test case SWB-08

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of three drives protected with the pattern UPU. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.8.1. Hard disk configuration

LI Computer, Management

Q File  Action  Wiew ‘Window Help ;IQIJ
= E 2 &
I@ Computer Management (Local) Walurne | Layout | Type | File: Systam | Stakus | Capacity | Free Space | % Free | Fault Tolste
=, System Tools SICFTT-25(F:)  Partition Basic NTFS Healthy 6636 GE 68.30GE  99% Mo
+-[§l] Event Viswer ENCFTT-70(E:)  Partition Basic MTFS Healthy (Active) 1,37 GB 1.36 GEB 09 % Mo
+ % Shared Folders SICFTT-77 () Partition  Basic  NTFS Healthy (System) 4.00GE 2,10 GB S2%  MNo
+ - #4 Local Users and Groups EDCFTT-119(D:) Partition  Basic  MTFS Healthry 111.79G8 109.72GE 98% Mo
+-d# Performance Lags and Alerts
7 Device Manager
= @ Skorage
+ Remowable Storage
o] < >
Jjis| g = =1
[+ Services and Applications A
& EPpisk 0 ! | -
Basic CFTT-77 {C:)
9-5p GH 14,00 GB NTFS 5.50 GB
Orline Healthy (Systemn) Unallocaked
EPpisk 1 [ |
Basic \CFTT-70 (E:}
33-_34 H 1,37 GB NTFS 36.97 GB
COnline Healthy (Active]) Unallocated
EPDisk 2 =
Basic CFTT-119 (D:)
111_.?9 GE 111.79 B NTFS
Orline | Healthey
Basic CFTT-25 (F?) |
63._36 GEB 68,36 GB MTFS
Orline Healchyy
Hpisk 4
Removable {323
Mo Media
Hisk 5
Remavable (H:)
Mo Media
Hisk 6
Removable (1:)
Mo Media
¢ % | | l Unalocated [l Frimary partition
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9.8.2. Write blocker configuration

¥ WriteBlocker XP

File ‘Wiew Tools Help

B %2

=18 Local Devices # | Physical Media | Network Media] Corfiguration
= &% Standard FAoppy disk controller

i @ Floppy disk drive Double-click on the Physical Media to toggle the Wwiite Blocked status.

=I-%2 Primary IDE Channel

] % LISE Mass Storage Device
USBz.0  HS-CF USE Device
USBZ.0  HS5-MS USE Device
USB2.0  HS-50{MMC USE Dew
USBZ.0  HS5-5M LUSE Device
Metwork Drives b
< >

=3 IC35L0408VERD7-0 Phwsical _M edia | Descripti_on _ | ‘olumes | Wirite Blocked l
= ST3L02104 Flopp_l,an\_feD Floppy disk. drive Fil e
. : CdRomDrivel SONY DVD Rw DRU-5304 I Yes
=15 Primary IDE Channel HardDrivel [System Drive]  ST3102104 C Mo
=3 WDC WD120010-00GEED HardDrivel I35 04 04VERDF-O E
= % Secondary IDE Channel HardD nve? WwDC Wh1200D-00GERD o] Mo
- EA) SONY DVD RMW DRII-5304 HardDrive3 SEAGATE ST373405LC SCSI Disk D F Yes
= % daptec 5051 Card 29160M - Ulkrale HardDrived USEZ0  HS-CF USE Device G Yes
i ; HardDrives USB2.0  HS-M5 USE Device H Tes
PN %BSS:SSEZ.T;:;:EE SeshDish HardDriveg USBZ0  HS-SM LUSE Device | Yes
T HardDrive? Use20  HS-S5D/MMC USE Deviee Tes
£ LEXAR JUMPDRIVE SPORT LISE T HardDrived LEXAR JUMPDRIVE SPORTUSED... M Na

HardDriveZ: Write blocking toggled OFF
HardDrivel: Write blocking toggled OFF

JReady

9.8.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Sun Aug 28 09:58:45 2005

Test case: SWB-08
Command set: RWOVU
Number of drives: 3
Protection pattern: UPU

Test administered by: DPA
Details logged to file: SWB-08.log

**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
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Read IRP"s . ... . ... .. ....... 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s . ... ... .. ........ 15 0 15
Read CDB"s ....... .. ....... 27 0 27
Write CDB"S ... ... ... co..... 34 0 34
Other CDB"s . ... ... ..c....... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ... . ... .. ....... 4 0 4
Write IRP"s .. ... .......... 4 4 8
Other IRP"s . ... ... .. ........ 15 0 15
Read CDB"s ....... .. ....... 27 0 27
Write CDB"S ... ... ... co..... 22 12 34
Other CDB"s . ... ... .c....... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ... . ... .. ....... 4 0 4
Write IRP"s .. ... .......... 8 0 8
Other IRP"s . ... ... .. ........ 15 0 15
Read CDB"s ....... .. ....... 27 0 27
Write CDB"S ... ... ... co..... 34 0 34
Other CDB"s . ... ... .c....... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
9.8.4. Hard disk hash results
Qﬁve_ Computed SHAI1 Value
Identification
\\.\PhysicalDrivel U Before ECD7751DB6688D7DCD72A19CC3971A73252D5588
(CFTT-70) After 6C557AF418DDC0110D55DA3D5F5C33A1BB9164E4
\\.\PhysicalDrive2 P Before F55DBB0O7965E5AB748A1D7CFD60C595794C4678C
(CFTT-119) After F55DBB07965E5AB748A1D7CFD60C595794C4678C
\\.\PhysicalDrive3 U Before 968945BA353E565D9DD53B6CABIOF8CC74563087D
(CFTT-25) After F55DBB07965E5AB748A1D7CFD60C595794C4678C
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9.8.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those
of tests SWB-03, SWB-04, and SWB-06.
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9.9 Test case SWB-09

This case tests the tool’s compliance with optional assertions SWB-AQO-01 through SWB-AO-06. It issues
all possible commands to a set of three drives protected with the pattern UUP. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.9.1. Hard disk configuration

O Computer Management

Q File  Action  Wew ‘Window Help _I_I— = J
& m 2 G
I@ Computer Management (Local) olume | Layouk | Type | File Svstem | Status | Capacity | Free Space | % Free | Fault Talers
=i, System Toals SNCFIT-25 (F:)  Partition Basic NTFS Healthey 68,36 GE  68.30GE 93% Mo
+ |] Event Viewer ENCFTT-70(E:)  Partition Basic NTFS Healthy (Active) 1.37GE 1.36GB 99% Mo
* E Shared Folders EICFTT-77 () Partition  Basic  MTFS Healthy (System) <.00GE 2,10 GB 52 % Mo
+ Local Users and Groups EICFTT-119 (D!} Partition  Basic  MTFS Healthy 111,79 GB  109.72GE 98 % Mo
+

. < >
i g = =
[+ Services and Applications A
e £@pisk 0 ! | -
Basic CFTT-77 {C:)
9-5_U GB 14.00 GB NTFS 5.50 GB
Online Healthy (Svstem) Unallocated
EFDisk 1 [ |
Basic \CFTT-70 {E:)
33-.34 GH 1.37 GE MNTFS 36,97 GB
Cnline Healthy (Active) Unallacated
EPDisk 2 = |
Basic CFTT-119 (D:)
111_-?9 GB 111,79 GB NTFS
Online | Healthey
@BDisk 3 S
Basic CFTT-25 (F?) |
53-_35 GH 68,36 GB NTFS
Online Healthy
=Hnisk 4
Removable {i5:)
Mo Media
ik 5
Femovable (H:)
Mo Media
pisk 6
Removable (1:)
Mo Media
& 5 | | l Unalocated [l Primary partition
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9.9.2.

¥ WriteBlocker XP

Write blocker configuration

File Miew Tools Help

Ho %%

= @. Local Devices
-5 standard floppy disk controller
@ Floppy disk. drive
- %24 Primary IDE Charinel
=0 IC35L040AYEROT-0
=D 5T3102104
—|- %2 Primary IDE Channel
@ WDZ WD1Z20010-005E60
-5 Secondary IDE Charnel
SONY DWD RW DRU-5304
- @é Adaptec CSICard 29160M - Ulkralé
&0 SEAGATE ST373405LC SCSI Disk
= EE? USE Mass Skorage Device
@ LE®AR JUMPDRIVE SPORT USE C
] % USE Mass Storage Device

Physical Media | Netwark Media ] Configurat

Double-click on the Physical Media to toggle

[y}

the Wite Blocked status.

UsB2.0  HS-CF USE Device
UsB2.0  HS-MS USE Device
USE2.0  HS-SD{MMC USE Dev—
USB2.0  HS-5M USE Device
[ = P iy S
< >

Physical Media | Description Yolumes | Write Blocked
FloppyDinivel Floppy disk. drive B Yes
CdRamDrivel SONY DWD Rw DRU-5304 K Yes
HardCirivel (Spstem Diive) STI102104 C Mo
HardDrivel IC3BL0404VERDY-0 E Ma
HardDrive2 DG W01 2000 -00GEED D Yes
) SEAGATE S w2k
HardDrived UsB2.0  H5-CF USE Device G es
HardDirived UsB20  HS-MS USE Device H Yes
HardDrivef UsB20  HS-5M USE Device | Yes
HardDriver? Use2.0  HS-5D/MMC USE Device  J Yes
HardDrived LEXaR JUMPDRIVE SPORT USED... N Yes

HardDrivel: Write blocking toggled OFF

HardDrived: Write blocking toggled OFF
Ready
9.9.3. Test output summary

NIST Software Write Blocker Test Suite V1.2

Sun Aug 28 11:27:37 2005

Test case: SWB-09
Command set: RWOVU
Number of drives: 3
Protection pattern: UUP

Test administered by:

DPA

Details logged to file: SWB-09.log

**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel

Device

is software WRITE ENABLED
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Test Category Al lowed Blocked Total
Read IRP"s ... ... .. .. ......... 4 0 4
Write IRP"S .. ... .......... 8 0 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"S ... ... .....c..... 27 0 27
Write CDB®"S ... ... oo no.-. 34 0] 34
Other CDB"S . ... ..o .. 62 0 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0] 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s .. ..... .. ......... 4 0 4
Write IRP"S ... ............ 8 0 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"S ...........o..... 27 0 27
Write CDB®"S ... ... oo no.-. 34 0] 34
Other CDB"S .. ... oo .. 62 0 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0] 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s .. ..... .. ......... 4 0 4
Write IRP"S .. ... .......... 4 4 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"S ... ... ....o..... 27 0 27
Write CDB®"S ... ... oo no.-. 22 12 34
Other CDB"S . ... .. oo 62 0 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0] 53
9.9.4. Hard disk hash results
Drive Computed SHA1 Value
Identification P
\\.\PhysicalDrivel U Before 6C557AF418DDC0110D55DA3D5F5C33A1BB9164E4
(CFTT-70) After 297878E0CDBDDAA955896F791157A3A3330182B5
\\.\PhysicalDrive2 U Before F55DBB07965E5AB748A1D7CFD60C595794C4678C
(CFTT-119) After 04CBBEED33C996296E6EAE2568D7B0C1140F4AF2
\\.\PhysicalDrive3 P Before C2858F133AA1241976AFA91BE124BOE58138533B
(CFTT-25) After C2858F133AA1241976AFA91BE124B9E58138533B
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9.9.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those
of tests SWB-03, SWB-04, and SWB-06.

January 2008 Page 57 of 151 Results for Writeblocker XP V6.10.0



9.10 Test case SWB-10

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of three drives protected with the pattern UPP. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.10.1. Hard disk configuration

LI Computer, Management

Q File  Action Mew Window Help == J
& m 2
I@ Computer Management (Local) Walurne | Layout | Type | File: Systam | Stakus | Capacity | Free Space | % Free | Fault Tolste
=, System Tools EICFTT-25(F)  Partition Basic NTFS Healthry £8.36GE 63.30GB  99% Mo
+1-[F] Event viewer EICFTT-70(EY)  Partition Basic MTFS Healthy (Bctive) 1.37GE 1.36GB 99% Mo
+ % Shared Folders EDCFTT-77(Cy)  Partition  Basic  MTFS Healthy (System) 4.00 GE 2,10 GB 52% Mo
+ Local Users and Groups EICFTT-119 (D1} Partition  Basic  MTFS Healthy 111,79 GB  109.72GE 98 % Mo
+-d# Performance Lags and Alerts

= @ Skorage
+ Remowable Storage
Disk Defragmenter
mhlicliod < 5
lanagement = =
[+ Services and Applications A
3 EPpisk 0 ! | -
Basic CFTT-77 {C:)
9-5p GEB 14,00 GEB NTFS 5.50 GE
Orline Healthy (Systemn) Unallocaked
EPDisk 1 [ |
Basic \CFTT-70 (E:)
33-_34 H 1,37 GE MTFS 36,97 GB
Orline Healthry {Ackive) Unallocated
EPDisk 2 =
Basic CFTT-119 (D:)
111_.?9 B 111.79 GB NTFS
Orline | Healthey
EPDisk 3 I —
Basic CFTT-25 (F2)
63._36 GE 68,36 GB MTFS
Orline Healchyy
Hpisk 4
Removable {323
Mo Media
Hisk 5
Removable (H:)
Mo Media
Hisk 6
Removable (1:)
Mo Media
< % | | l Unalocated [l Frimary partition
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9.10.2. Write blocker configuration

. WriteBlocker XP

File Miew Tools Help

Ho 2 2
iz 10 Local Devices Physical Media | Network Media] Configuration
-5 standard floppy disk controller
i @ Flappy disk drive Dauble-click on the Phpsical Media to toggle the Write Blocked status.
- %24 Primary IDE Charinel - - — -
i =3 [C35L040AYERD7-0 Physical _Medla | Descnptl_on : Yolumes I “wirite Blocked
= ST302108 FloppyDn\_feD Floppy disk. drive B e
; CdRomDrived SONY DVD R DRU-B304 K Tes
=152 Primary IDE Channel HardDrivel [System Drive]  ST3102104 C Mo
(@) WOC WD1200I0-00GE60 ; ICan TANBE B0 5
-5 Secondary IDE Charnel WDCWD1200D-00GEED ]
i SOMY DVD RW DRU-5304 HardDrive3 SEAGATE ST373405LC SCSI Disk D... F Yes
=1-4&n Adaptec SCST Card 29160N - Ultralén 5 :arggr@veg Hggg-g :g'ag%ssﬂg%e“?e E $BS
i an e 4 ' BvICe es
& %BS;:;EE;?;:EEC 53l Disk De HardDrivef USBZ0  HSSMUSEDeviee | Yes
- . HardDriver USE20  HS-SD/MMC USE Device  J e
= LEXAR JUMPDRIVE SPORT USE Dev | | Y rdiived LEXAR JUMPDRIVE SPORT USBD... M Na
= % USE Mass Storage Device
UsSEz.0 HS-CF LISE Device
UsSEz.0 H5-M5 USE Device
USEZz.0 H5-50{MMC LISE Device
USEZ.0  H5-5M UISE Device
Metwark Drives

< | *

HHardDrivel: Write blocking toggled OFF

Ready
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9.10.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Sun Aug 28 12:38:03 2005
Test case: SWB-10
Command set: RWOVU
Number of drives: 3
Protection pattern: UPP
Test administered by: DPA
Details logged to file: SWB-10.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ... .. .......... 4 0 4
Write IRP"s . ... ... ....... 8 0 8
Other IRP"s ... ... ... ....... 15 0 15
Read CDB"s ................ 27 0 27
Write CDB"S ................ 34 0 34
Other CDB®"S . ... .. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s ... .. .......... 4 0 4
Write IRP"s . ... ........... 4 4 8
Other IRP"s ... ... ... ....... 15 0 15
Read CDB"s ................ 27 0 27
Write CDB"S ................ 22 12 34
Other CDB®"S . ... .ooooooa... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s ... .. .......... 4 0 4
Write IRP"s . ... ........... 4 4 8
Other IRP"s ... ... ... ....... 15 0 15
Read CDB"s ................ 27 0 27
Write CDB"S ................ 22 12 34
Other CDB®"S . ..ot 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
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9.10.4. Hard disk hash results

Ide n?i:‘Ii\égtion Computed SHAL Value
\\.\PhysicalDrivel Before 297878E0CDBDDAA955896F791157A3A3330182B5
(CFTT-70) After 6B60F2CF1391DE31D795318E2074670FF6646EEQ
\\.\PhysicalDrive2 Before 04CBBEED33C996296E6EAE2568D7B0C1140F4AF2
(CFTT-119) After 04CBBEED33C996296E6EAE2568D7B0C1140F4AF2
\\.\PhysicalDrive3 Before C2858F133AA1241976AFA91BE124B9E58138533B
(CFTT-25) After C2858F133AA1241976AFA91BE124B9E58138533B

9.10.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those

of tests SWB-03, SWB-04, and SWB-06.
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9.11 Test case SWB-11

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of three drives protected with the pattern PUP. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.11.1. Hard disk configuration

LI Computer, Management

Q File  Action Mew Window Help == J
& m 2
I@ Computer Management (Local) Walurne | Layout | Type | File: Systam | Stakus | Capacity | Free Space | % Free | Fault Tolste
=, System Tools EICFTT-25(F)  Partition Basic NTFS Healthry £8.36GE 63.30GB  99% Mo
+1-[F] Event viewer EICFTT-70(EY)  Partition Basic MTFS Healthy (Bctive) 1.37GE 1.36GB 99% Mo
+ % Shared Folders EDCFTT-77(Cy)  Partition  Basic  MTFS Healthy (System) 4.00 GE 2,10 GB 52% Mo
+ Local Users and Groups EICFTT-119 (D1} Partition  Basic  MTFS Healthy 111,79 GB  109.72GE 98 % Mo
+-d# Performance Lags and Alerts

= @ Skorage
+ Remowable Storage
Disk Defragmenter
mhlicliod < 5
lanagement = =
[+ Services and Applications A
3 EPpisk 0 ! | -
Basic CFTT-77 {C:)
9-5p GEB 14,00 GEB NTFS 5.50 GE
Orline Healthy (Systemn) Unallocaked
EPDisk 1 [ |
Basic \CFTT-70 (E:)
33-_34 H 1,37 GE MTFS 36,97 GB
Orline Healthry {Ackive) Unallocated
EPDisk 2 =
Basic CFTT-119 (D:)
111_.?9 B 111.79 GB NTFS
Orline | Healthey
EPDisk 3 I —
Basic CFTT-25 (F2)
63._36 GE 68,36 GB MTFS
Orline Healchyy
Hpisk 4
Removable {323
Mo Media
Hisk 5
Removable (H:)
Mo Media
Hisk 6
Removable (1:)
Mo Media
< % | | l Unalocated [l Frimary partition
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9.11.2. Write blocker configuration

. WriteBlocker XP

Eile Miew Tools Help

He %2

= @‘ Local Devices e
—- %2 Standard floppy disk controller

@ Floppy disk drive
=52 Primary IDE Channel

Physical Media | Network Media] Configuration]

Double-click an the Physical Media to togale the 'Wite Blocked status.

@ C35L040AYERDT-0 Physgical _Media | Descripti_on : | Wolumes | Wwirite Blocked
= STAL02104 Flopp_l,an\lteD Floppy dizk. drive B Yes
e CdRomDrived SOMY DVD Rw DRU-G304 K Yes
=% Primary IDE Channel HardDrivel (Gystem Drive]  STA102104 C Ma
=9 WDC 'WD1200J0-00GEBD HardC rivel |C3BL040AWERDT-0 E: Yes
= 2% Secondary IDE Channel ) w 11 200D -00GEED 8]
EA] SONY DVD M DRU-5304 SE TE ST373405LC S5CSI Disk D... F Yes
=& Adapec SCSI Card 29160N - Ulkra L Hc‘"gg fiveg Hggg-g :gﬁgﬁ% %ﬁ\'i?e E $ES
i anduinye: 2 - evIce (=53
& %;;:;’gii;fg:gif SCSLOI HardDrive6 USB20  HS-SMUSE Deviee | Yes
HardDnive? USB20  HS-SD/MMC USBE Device Yes
5D LEXAR JUMPDRIVE SPORT LISE C HardDrived LEXAR JUMPDRIVE SPORT USED.. M Ma
= % LISE Mass Storage Device
UsSEz.0 H5-CF USE Device
LSEz.0 HE-M5 LISE Device
LSEz.0 HS-50yMMC USE Dewv
USEZz.0 H5-5M LISE Device
Metwork Drives b
< >

HardDriveZz: Write blocking toggled OFF

JReady

9.11.3. Test output summary

NIST Software Write Blocker Test Suite V1.2

Sun Aug 28 14:04:40 2005

Test case: SWB-11
Command set: RWOVU
Number of drives: 3
Protection pattern: PUP
Test administered by: DPA

Details logged to file: SWB-11.log

**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
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Test Category Al lowed Blocked Total
Read IRP"s ... ... .. .. ......... 4 0 4
Write IRP"S .. ... .......... 4 4 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"S ... ... .....c..... 27 0 27
Write CDB®"S ... ... oo no.-. 22 12 34
Other CDB"S . ... ..o .. 62 0 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0] 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s .. ..... .. ......... 4 0 4
Write IRP"S ... ............ 8 0 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"S ...........o..... 27 0 27
Write CDB®"S ... ... oo no.-. 34 0] 34
Other CDB"S .. ... oo .. 62 0 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0] 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s .. ..... .. ......... 4 0 4
Write IRP"S .. ... .......... 4 4 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"S ... ... ....o..... 27 0 27
Write CDB®"S ... ... oo no.-. 22 12 34
Other CDB"S . ... .. oo 62 0 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0] 53
9.11.4. Hard disk hash results
Drive Computed SHA1 Value
Identification
\\.\PhysicalDrivel P Before 6B60F2CF1391DE31D795318E2074670FF6646EEOQ
(CFTT-70) After 6B60F2CF1391DE31D795318E2074670FF6646EEQ
\\.\PhysicalDrive2 U Before 04CBBEED33C996296E6GEAE2568D7B0C1140F4AF2
(CFTT-119) After 98CB37515F44BF652BF620B1869EADEOCOD7ASED
\\.\PhysicalDrive3 P Before C2858F133AA1241976AFA91BE124BOE58138533B
(CFTT-25) After C2858F133AA1241976AFA91BE124B9E58138533B
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9.11.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those
of tests SWB-03, SWB-04, and SWB-06.
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9.12 Test case SWB-12

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of three drives protected with the pattern PPU. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.12.1. Hard disk configuration

LI Computer, Management

Q File  Action Mew Window Help == J
& m 2
I@ Computer Management (Local) Walurne | Layout | Type | File: Systam | Stakus | Capacity | Free Space | % Free | Fault Tolste
=, System Tools EICFTT-25(F)  Partition Basic NTFS Healthry £8.36GE 63.30GB  99% Mo
+1-[F] Event viewer EICFTT-70(EY)  Partition Basic MTFS Healthy (Bctive) 1.37GE 1.36GB 99% Mo
+ % Shared Folders EDCFTT-77(Cy)  Partition  Basic  MTFS Healthy (System) 4.00 GE 2,10 GB 52% Mo
+ Local Users and Groups EICFTT-119 (D1} Partition  Basic  MTFS Healthy 111,79 GB  109.72GE 98 % Mo
+-d# Performance Lags and Alerts

= @ Skorage
+ Remowable Storage
Disk Defragmenter
mhlicliod < 5
lanagement = =
[+ Services and Applications A
3 EPpisk 0 ! | -
Basic CFTT-77 {C:)
9-5p GEB 14,00 GEB NTFS 5.50 GE
Orline Healthy (Systemn) Unallocaked
EPDisk 1 [ |
Basic \CFTT-70 (E:)
33-_34 H 1,37 GE MTFS 36,97 GB
Orline Healthry {Ackive) Unallocated
EPDisk 2 =
Basic CFTT-119 (D:)
111_.?9 B 111.79 GB NTFS
Orline | Healthey
EPDisk 3 I —
Basic CFTT-25 (F2)
63._36 GE 68,36 GB MTFS
Orline Healchyy
Hpisk 4
Removable {323
Mo Media
Hisk 5
Removable (H:)
Mo Media
Hisk 6
Removable (1:)
Mo Media
< % | | l Unalocated [l Frimary partition
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9.12.2. Write blocker configuration

. WriteBlocker XP
Eile Wiew Tools Help
E& 22
=18 Local Devices Physical Media | Network Media | Configuration |
-1 %2 Standard Floppy disk controller
i @ Floppy disk drive Double-click on the Physical Media to togale the white Blocked status.
-1 %% Primary IDE Channel - - — -
i @ C3EL040AYERDT-0 Phuysical _Mecha | Descnpn_on i Walurmes I *rite Blocked
=) ST3102104 FloppyDn\_feD Floppy digk. drive A Yes
; CdRomDivel SONY DWD Rw DRU-5304 K Yes
= Primary IDE Channel HardDiived (Systern Drive]  ST3102104 C Mo
@ WDC WD12001D-00GEED HardDrive IC3EL0408VEROF-0 E Yes
=152 Secondary IDE Channel HardDive2 wWDC Wwh1200J0-00GEED D Tes
: '.gl SONY DYD RW DRU-5304 EE: 05 F
-1 €& Adaptec SC5I Card 291600 - Ulralé 5 na'gglweg Hgggg :ga”s LLSSBB %BVI_CB E $BS
; - ardlive! : - evice 3]
L& ‘i’BS;:S‘STtE?an;:SELBC 5CAl bisk De HardDrivet: USEZ0  HS4MUSE Deviee | ‘Yes
5 i HardDiive? USe20  HS-SD/MMC USE Device ) Yes
USB2.0 H3-CF LISB Device HardDiived LEX4R JUMPDRIVE SPORT USED... N Mo
UsEz.0 HE-M3 USE Device
UsSEZ.0 H3-50yMMC USE Device
UsEz.0 H5-5M USE Device
] % LISE Mass Storage Device
=) LExAR JUMPDRIVE SPORT USE Devi
(SE Metwark Drives
< | >

WHardprives: Write blocking toggled OFF

Ready
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9.12.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Mon Aug 29 09:24:01 2005
Test case: SWB-12
Command set: RWOVU
Number of drives: 3
Protection pattern: PPU
Test administered by: DPA
Details logged to file: SWB-12.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... ......... 27 0 27
Write CDB®"S ... ... ... ooo... 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. .. .......... 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ... ... ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB"S ... ... ... ooo... 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ... ... . ... ..... 4 0 4
Write IRP"S . ... ... ........ 8 0 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ................ 27 0 27
Write CDB®"S .. ... ..o o.-. 34 0 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. ... ......... 53 0 53
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9.12.4. Hard disk hash results

Id en?i:‘Ii\é:tion Computed SHAL Value
\\.\PhysicalDrivel Before 6B60F2CF1391DE31D795318E2074670FF6646EEQ
(CFTT-70) After 6B60F2CF1391DE31D795318E2074670FF6646EEQ
\\.\PhysicalDrive2 Before 98CB37515F44BF652BF620B1869EADEOCID7ASED
(CFTT-119) After 98CB37515F44BF652BF620B1869EADEOCOD7ASED
\\.\PhysicalDrive3 Before C2858F133AA1241976AFA91BE124B9E58138533B
(CFTT-25) After 44B1872214D834D0B180FF7F9FOF83EBD558553A

9.12.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those

of tests SWB-03, SWB-04, and SWB-06.
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9.13 Test case SWB-13

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern NOT_MIDDLE. The expected
result of this test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.13.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.13.2. Write blocker configuration

§ WriteBlocker XP

File \Miew Tools Help

He|”z 2
=1 Local Devices #| | Physical Media | Network Media] Configuration

- 5% Standard Floppy disk contraller
@ Floppy disk drive Double-click an the Physical Media to toggle the ‘wite Blocked status.

- %2 Primary IDE Channel - - — -
@ IC3EL040AYERDT-0 Physical Media | Description | Wolumes | ‘wiiite Blocked
= STH2108 FloppyDrivel Floppy disk drive & ez

i CdRomDrivel SONY DWD Rw DRU-5304 K Yes
=152 Primary IDE Channel HardDrivel [System Drive]  ST3102104 C Mo
& WDC WD12001D-00GBBE0 HardDrivel |C35L0404VERD?-0 E Yes

-4 Secondary IDE Channel HardD rive? WL WD 200/0-00GEED D Mo
EA] SCMY DVD R DRU-5304 HardDrive3 SEAGATE ST373405LC SCSI Disk D... F Ma

= % #daptec SCSI Card 291600 - Ultralé HardDrived QUAMTUM ATLASTOK3 18 _SCASC.. M ez

HardDrived USBE2.0  HS-CF USE Device H es
g EEU:(;[‘.\E‘?EMS?;Q%EEE_SICBS_IS;;:k HardDrived USB2.0  HS-MS USE Device | es
: HardD nive? USB20  HS5-5M USE Device J Yes
=) g UISE Mass Storage Device HardDiived USB2Z0  HS-SD/MMC USE Device L Yes
0 LEXAR JUMPDRIVE SPORT UISE T HardDrived LEXAR JUMPDRIVE SPORT USED... M Ma
= % USE Mass Storage Device
LSEz.0 H5-CF LUSE Device
USEz.0 H3-M5 USE Device
UsSEz.0 H5-SOMMC USE Dew—
UsSEz.0 H5-5M USE Device
| e
< >

HardDriveZ: Write bhlocking toggled OFF
HardDrivei: Write blocking toggled OFF

fiReady
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9.13.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Tue Sep 06 15:29:32 2005
Test case: SWB-13
Command set: RwWOVU
Number of drives: 4
Protection pattern: PUUP
Test administered by: DPA
Details logged to file: SWB-13.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 4 4 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S ........ccc.o... 27 0 27
Write CDB"s ................ 22 12 34
Other CDB®"S . ... ao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ................. 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S ......ococcoo... 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... ao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s ... .... . _........ 15 0 15
Read CDB"S ......ccocooo... 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... .. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
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Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category

Read IRP"s . ... . ... .. ....... 4 0] 4
Write IRP"s ............... 4 4 8
Other IRP"s .. ... ... ........ 15 0] 15
Read CDB"s ....... .. ....... 27 0] 27
Write CDB"S ... ... ... -... 22 12 34
Other CDB"s . ... ... ..c....... 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s............. 53 0 53

Al lowed Blocked Total

9.13.4. Hard disk hash results

Id en?il;li\é:tion Computed SHAL1 Value

\\.\PhysicalDrivel P Before 6B60F2CF1391DE31D795318E2074670FF6646EEOQ
(CFTT-70) After 6B60F2CF1391DE31D795318E2074670FF6646EEQ

\\\PhysicalDrive2 | | Before 98CB37515F44BF652BF620B1869EADEOCID7A8ED
(CFTT-119) After 2A45F3A7932AD6BF5700D3EEO00690EO06CSEO7EEA

\\\PhysicalDrive3 | | Before 47053F56C76CA4A10100232AFDDBI3ADAFEF7FEQ
(CFTT-25) After 44B1872214D834D0B180FF7F9FOF83EBD558553A

\\.\PhysicalDrive4 p Before C4848A0D8BB04D5D684A51F966BEOO9C7EA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA

9.13.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those

of tests SWB-03, SWB-04, and SWB-06.
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9.14 Test case SWB-14

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern HIGH. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.14.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.14.2.

Write blocker configuration

}. WriteBlocker XP

File ‘iew Tools

He 2 2

Help

= g‘ Local Devices
—|-%2% Standard floppy disk controller
@ Floppy disk drive
—|-&2 Primary IDE Channel
=0 IC35L040AYERDZ-0
=0 3T3102108
=I5 Primary IDE Channel
=0 WD WD120010-00GEED
-5 Secondary IDE Channel
_'.gl SOMY DVD RW DRU-5304
= @é Adaptec SCAI Card 291600 - Ulkrale
QUANTUM ATLASIONS_15_5CA
SEAGATE ST373405LC SCSI Disk
= EEP LISE Mass Starage Device
=0 LEXAR JUMPDRIVE SPORT USE C
] % USE Mass Skorage Device

Physical Media | Network Media] Eonfiguratioﬂ

Double-click an the Physical Media to togagle the ‘Wiite Blocked status.

Physical Media | D escription | Yolumes | Wirite Blocked |
FloppyDrivel Floppy dizk drive iy ez
CdRomDrivel SONY DWD Rw' DRU-530& K. ey
HardDrivel [Sypstem Drive) ST3102104 [ Mo
HardDrivel |C3EL0404YERDT-0 E Mo
HardDrive2 WwWhC WD 20010-00GEBD D Mo
HardDrived SEAGATE ST373405LC SCSI Disk D... F Yes
HardDrived QUANTUM ATLASTOK3_18_SCASC. M Yes
HardDrive5 USE2.0  HS-CF USE Device H Yes
HardDrives USEZ.0  HS-MS USE Device | Yes
HardDrive? USB2.0  HS-S5M USE Device J Yes
HardDrived Use20  HS-SD/MMCUSE Device L Yes
HardDrived LEX&R JUMPDRNVE SPORT USBD... N Mo

USE2.0  H5-CF USE Device
LUsEz.0 H3-M5 USE Device
USB2.0  HS-SDYMMC LSE Dev
USE2.0  H5-5M USE Device
Metwork Drives ¥
- >
HardDriwvel: Write blocking toggled OFF -~
HardlDrivezZ: Create Blocked
HardlDriveZ: Create Blocked
HardlDriveZ: Create Blocked
Hardlbrive3: Create Blocked
HardDrive3: Create Blocked
Hardlbrive3: Create Blocked
HardlDriveZ: Create Blocked
HardDriveZ: Create Blocked
Hardlbrive3: Create Blocked
HardlDrive3: Create Blocked
HardDriwveZ: Write blocking toggled OFF
HardlDrivei: Create Blocked
HardDriwve3: Create Elocked
HardDrive3: Create Blocked
HardlDrivei: Create Blocked =
mar AT drrm D 8 e o Bl T =
liReady
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9.14.3.

Test output summary

NIST Software Write Blocker Test Suite V1.2
Wed Sep 07 09:25:45 2005
Test case: SWB-14
Command set: RWOVU
Number of drives: 4
Protection pattern: UUPP
Test administered by: DPA
Details logged to file: SWB-14.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S .......ccccoo... 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... .. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S .......coccoo... 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... oao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 4 4 8
Other IRP"s ... .... . _........ 15 0 15
Read CDB"S ......ococcoo... 27 0 27
Write CDB"s ................ 22 12 34
Other CDB®"S . ... .. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
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Read IRP"s
Write IRP"s
Other IRP"s

Read CDB"s
Write CDB"s
Other CDB"s

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category

Vendor SPecific CDB*"s
Undefined CDB"s

0 4

4 8

0 15

................ 27 0 27
................ 22 12 34
0 62

..... 80 0 80

..... 53 0 53

Al lowed Blocked Total

9.14.4. Hard disk hash results

Id en?i:‘Ii\éZtion Computed SHAL Value

\\.\PhysicalDrivel U Before B60F2CF1391DE31D795318E2074670FF6646EEOQ
(CFTT-70) After DD28B6EB3F83631A6B917A07EE73A7AD123EEEAD

\\.\PhysicalDrive2 | | Before 2A45F3A7932AD6BF5700D3EEO0690E06CSEO7EEA
(CFTT-119) After 9C448EB3FAODF5093EE28B7AF0835F53940E91A8

\\\PhysicalDrive3 |, | Before 44B1872214D834D0B180FF7F9FOF83EBD558553A
(CFTT-25) After 44B1872214D834D0B180FF7F9FOF83EBD558553A

\\\PhysicalDrive4 | | Before C4848A0D8BB04D5D684A51F966BEO0ICTEA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA

9.14.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those

of tests SWB-03, SWB-04, and SWB-06.
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9.15 Test case SWB-15

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern NOT_FIRST. The expected result
of this test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.15.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yol | Layout | Type | File: Svstem | Status | Capacity | Free Spac
= ﬁ System Tools = CFTT-25 (F:] Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
T
+ gl Performance Logs and AlBts |y cprro119 D) Partition Basic  NTFS Healthy 111.79 6B 109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
¥ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPDisk 0 . ! |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E2)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.15.2.

(-

+. WriteBlocker XP
File ‘Wiew Tools Help

B %

Write Blocker Configuration

= {.EJ_‘ Local Devices
LB &% Standard floppy disk controller
i @ Floppy disk drive
-5 Primary IDE Channel
: =0 IC35L040AYERDY-0
=0 ST3102104
-5 Primary IDE Channel
(@ WDC WD1200)D-00GEED
-5 Secondary IDE Channel
) SOMY DYD R DRL-5304
= @é Adaptec SCSI Card 29160M - Ulkralen s
: QUANTUM ATLASI0K3_18_5CA SCE
SEAGATE ST373405LC SCSI Disk De
= % LISE Mass Skorage Device
(@) LEXAR JUMPDRIVE SPORT LISE Davi
= % LISE Mass Skorage Device

Usez.0 HS-CF LISE Device
Usez.0 H3-MS USE Device
Usez.0 HS-5D{MMC UISE Device
Usez.0 H3-5M USE Device
(G Metwork Drives
< | >

Physical Media | Network Medial Configuration

Double-click on the Physical Media to toggle the Wiite Blocked status.

Physical Media | Description | Wolumes | ‘wite Blocked
FloppyDiivel Floppy disk. drive A Yes
CdRomDrivel SONY DVD Rw DRLU-5304 K Yes
el [Sypstem Drive) ST3102104 (i Mo
E
HardDrive2 D
HardDrive3 SEAGATE ST3F3406LC S5C51 Digk D... F Yes
HardDrived QUANTUM ATLAST0K3_18 SCasC.. M Yes
HardDrived USEZ.0  HS-CF USE Device H Yesg
HardDrived USB2.0  HS-M5 USE Device | Yes
HardDriver? USEZ20  HS-5M USE Device A Yes
HardDrived Use20  HS-S5D/MMC USE Device L Yes
HardDrived LEx&R JUMFDRIVE SPORTUSED.. M Yesg

fiReady

HardDrivel: Write blocking toggled OFF
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9.15.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Wed Sep 07 11:48:50 2005
Test case: SWB-15
Command set: RWOVU
Number of drives: 4
Protection pattern: UPPP
Test administered by: DPA
Details logged to file: SWB-15.1og
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s .. ... .. ... ..... 4 0 4
Write IRP"S . ... ... ........ 8 0 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB®"S ... ... ... ooo... 34 0 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. .. .......... 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s .. ... .. ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... ......... 27 0 27
Write CDB®"S ... ... ..o o.-. 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"sS. ... ......... 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ... . ... . ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ....... .. ....... 27 0 27
Write CDB®"S .. ... ..o o.-. 22 12 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"sS. ... ......... 53 0 53
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Read IRP"s
Write IRP"s
Other IRP"s

Read CDB"s
Write CDB"s
Other CDB"s

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category

Vendor SPecific CDB*"s
Undefined CDB"s

0 4

4 8

0 15

................ 27 0 27
................ 22 12 34
0 62

..... 80 0 80

..... 53 0 53

Al lowed Blocked Total

9.15.4. Hard disk hash results

Ide n?i:‘Ii\éZtion Computed SHAL Value

\\\PhysicalDrivel | | Before DD28B6EB3F83631A6B917A07EE73A7AD123EEEAD
(CFTT-70) After E66350590512EC41048B73E8C2E69283AE313248

\\\PhysicalDrive2 |, | Before 9C448EB3FAODF5093EE28B7AF0835F53940E91A8
(CFTT-119) After 9C448EB3FAODF5093EE28B7AF0835F53940E91A8

\\\PhysicalDrive3 |, | Before 44B1872214D834D0B180FF7F9FOF83EBD558553A
(CFTT-25) After 44B1872214D834D0B180FF7F9FOF83EBD558553A

\\\PhysicalDrive4 |, | Before C4848A0D8BB04D5D684A51F966BEO09CTEA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7E4A7EFAA

9.15.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-

06.
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9.16 Test case SWB-16

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern EVEN. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.16.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.16.2. Write blocker configuration

¥ WriteBlocker XP

File \iew Tools

He %2

Help

= g. Local Devices ~
- 5% Standard Floppy disk contraller
@ Floppy disk drive

Physical Media | Network Media] Configuration

Double-click on the Phyzical Media to toggle the Wwiite Blocked status.

£ %2 Primary IDE Channel

= % UISE Mass Storage Device

LSEz.0 H5-CF LUSE Device
USEz.0 H3-M5 USE Device
UsSEz.0 H5-SOMMC USE Dew
UsSEz.0 H5-5M USE Device
Metwark Drives i

| E

= [C35L040AYERD7-0 Physical _Media | Descripti.on : | Wolumes ] ‘wite Blocked J
= STHZL0A FIopp_l,lDrl\_feEl Floppy disk drive Yes
; CdRomDiivel SOMNY DWD R DRU-5304 K. Yes
=152 Primary IDE Channel HardDrivel [System Drive]  ST3102104 C Mo
(@ WDC WD12001D-005880 HardDrivel IC35L0404YEROT-0 E MNa
i % Secondary IDE Channel HardD rive? WL WD 1200/0-00GEED D Yes
_'.gl SOMY DVD R DRU-5304 SEAGATE 05L| 1D 1 F Mo
7 % idapter SCSI Card 291600 - Ultrale HardDrived QUANTUM ATLASTOKS 18 SCASC.. M ez
@ QUANTUM ATLAS10K3_18_SCA Ha[dDI!VB5 USB2.0  HS-CFLUSE Dew_::e H Yes
) SEAGATE STH73405LC SCST Disk HardDr!veE USB2.0  HS-MS USE Dev!ce | YVes
: HardD nive? USB20  HS5-5M USE Device J Yes
=) g UISE Mass Storage Device HardDiived USB2Z0  HS-SD/MMC USE Device L Yes
0 LEXAR JUMPDRIVE SPORT UISE T HardCrived LEXAR JUMPDRIVE SPORTUSED.. M Ma

HardDrivel: Write blocking toggled OFF
HardDrived: Write blocking toggled OFF

fiReady
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9.16.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Wed Sep 07 13:55:33 2005

Test case: SWB-16
Command set: RWOVU
Number of drives: 4
Protection pattern: UPUP

Test administered by: DPA
Details logged to file: SWB-16.1log

**** Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"s ... .. ... ... ..... 4 0] 4
Write IRP"s . ... ... ....... 8 0 8
Other IRP"s ... ... ... ....... 15 0 15
Read CDB"s ................ 27 0 27
Write CDB"S ................ 34 0 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. . ......_..... 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s ... .. ... ... ..... 4 0] 4
Write IRP"s . ... ... ....... 4 4 8
Other IRP"s ... ... ... ....... 15 0 15
Read CDB"s ................ 27 0 27
Write CDB"S ................ 22 12 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. . ......_..... 53 0 53

Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"s ... .. ... ... ..... 4 0] 4
Write IRP"s . ... ........... 8 0 8
Other IRP"s ... ... ... ....... 15 0 15
Read CDB"Ss ................ 27 0 27
Write CDB"S ................ 34 0 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. . ......_..... 53 0 53
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Read IRP"s
Write IRP"s
Other IRP"s

Read CDB"s
Write CDB"s
Other CDB"s

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category

Vendor SPecific CDB"s
Undefined CDB"s

0] 4

4 8

0] 15

................ 27 0 27
................ 22 12 34
0 62

..... 80 0 80

..... 53 0] 53

Al lowed Blocked Total

9.16.4. Hard disk hash results

| den[t)#'i‘égﬁon Computed SHAL Value
WW\PhysicalDrivel | | Before E66350590512EC41048B73E8C2E69283AE313248
(CFTT-70) After 7CA790CE7D88AES8DB474EA036D2FBAOCBE46609
\\.\PhysicalDrive2 P Before 9C448EB3FAODF5093EE28B7AF0835F53940E91A8
(CFTT-119) After 9C448EB3FAODF5093EE28B7AF0835F53940E91A8
W\PhysicalDrive3 | | Before 44B1872214D834D0B180FF7FIFOF83EBD558553A
(CFTT-25) After D9AFB629767E4337B52DCCE75A99A8263BBDBB0OA
\\.\PhysicalDrive4 P Before C4848A0D8BB04D5D684A51F966BEOO9C7EA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09CTEA7EFAA

9.16.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-

06.
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9.17 Test case SWB-17

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern ODD. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.17.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.17.2.

riteBlocker XP

Write blocker configuration

File Wiew Tools

He %Z 2

Help

= g‘ Local Devices
B 52 Standard Floppy disk controller
i @ Floppy disk drive
—|- 52 Primary IDE Channel
(D 1C35L04DAVERDT-0
=0 ST3102104
- 524 Primary IDE Channel
: =0 WhC WD120010-005E60
-2 Secondary IDE Channel
i '.gl SONY DVD RW DRIJ-5304
= @? Adaptec SCSI Card 291600 - Ulktralén 5
i =3 QUANTUM ATLAS10KS_15_SCA SC°
@ SEAGATE ST373405LC SC51 Disk De
= % LISE Mass Starage Device
i (=0 LEXAR JUMPDRIVE SPORT USE Devi
= % LISE Mass Storage Device

USEz.0 H5-CF IUSE Device
UsSEz.0 H3-MS USE Device
USEz.0 H3-SDYMMC LISE Device
UsEz.0 H5-5M USE Device

Metwork Drives

3 | ¥

Physical Media | Netwark Media] Eonfiguratioﬂ

Double-click an the Physical Media to toggle the 'Wwite Blocked status.

Physical Media | Description Wolumes ‘white Blocked
FloppyDiriveld Floppy disk. drive B Yes
CdRomDrived SOMY DWD Rw DRU-5304 K ey
HardDrivel [Spstem Drive) STH02104 C MHa
HardDrivel IC3ELO40AVEROT-0 E Yes
HardDrive2 WDC WwD12000-00GEBD D Mo
HardDrived F Yes

1

HS-CF USE Device

h
HardDrives H Yes
HardDrivef UsB20  H545 USE Device | Yes
HardDrive? UsB20  H5-5M USE Device J Yes
HardDrived Use20  HS-SD/MMCUSE Device L Yes
HardDrived LE#&R JUMPDRIVE SPORT USED... M Mo
b |2

HardDriveZ: Write blocking toggled OFF

HardDrived: Write blocking toggled OFF
fiReady
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9.17.3.

Test output summary

NIST Software Write Blocker Test Suite V1.2
Wed Sep 07 15:08:26 2005
Test case: SWB-17
Command set: RWOVU
Number of drives: 4
Protection pattern: PUPU
Test administered by: DPA
Details logged to file: SWB-17.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 4 4 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S .......coccoo.o-. 27 0 27
Write CDB"s ................ 22 12 34
Other CDB®"S . .....ocooooa... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ..... ... ........ 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB®"S .......coccoo.-. 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... .. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 4 4 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S ......ccoccoo.-. 27 0 27
Write CDB"s ................ 22 12 34
Other CDB®"S . ... oao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
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Undefined CDB"S. ... ......... 53 0] 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ... ... ... ....... 4 0] 4
Write IRP"S . ... ... ........ 8 0] 8
Other IRP"s .. ... ... ........ 15 0] 15
Read CDB"s ................ 27 0] 27
Write CDB"S ... ... non.. 34 0] 34
Other CDB"s ..... .. ... ...... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"S. ... ......... 53 0] 53

9.17.4. Hard disk hash results

Id en?i:‘Ii\éZtion Computed SHAL Value

\\.\PhysicalDrivel | | Before 7CA790CE7D88AES8DB474EA036D2FBAOCBE46609
(CFTT-70) After 7CA790CE7DS88SAES8DB474EA036D2FBAOCBE46609

\\.\PhysicalDrive2 | | Before 9C448EB3FAODF5093EE28B7AF0835F53940E91A8
(CFTT-119) After 336468E49C86BCF47D6B6EC157C83F6546F680E7

\\\PhysicalDrive3 |, | Before D9AFB629767E4337B52DCCE75A99A8263BBDBB0OA
(CFTT-25) After D9AFB629767E4337B52DCCE75A99A8263BBDBBOA

\\\PhysicalDrive4 | ;| Before C4848A0D8BB04D5D684A51F966BEO0ICTEA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA

9.17.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-
06.
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9.18 Test case SWB-18

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern FIRST. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.18.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.18.2.

¥ WriteBlocker XP

Write blocker configuration

Eile Wiew Tools

H< %2

Help

=42 Skandard Floppy disk contraller
: @ Floppy disk drive
-2 Primary IDE Channel
(@) 1C35L040AVERD7-0
=0 STH102104
-2 Primary IDE Channel
(D WDC WD12001D-00GEED
-2 Secondary IDE Channel
: .'r!l SONY DVD RW DRIJ-5304
= @é Adaptec SCSI Card 291600 - Ulkralé
0 QUANTUM ATLAS10KS_18_SCA
=) SEAGATE ST373405LC SCSI Disk
= EEP USE Mass Storage Device
: = LEXAR JUMPDRIVE SPORT USE C
= % USE Mass Storage Device

UsBZ.0  H5-CF USE Device
UsBz.0  H5-M3 IU3E Device
USBE2.0  H3-5D{MMC USE Dev—
U5EZ.0  HS-5M IUSE Device

P byl Pivissae

= @‘ Local Devices -

g

Physical Media | Network Media] Configuratioﬂ

Double-click on the Physical Media to toggle the 'wiite Blocked status.

Physical Media | Description Wolumes J ‘winite Blocked
FloppyDrived Floppy disk drive iy e
CdRomDrivel SONY DWD Fw' DRL-5304 K Yes
HardDrivel [System Drive) STI02104 C MHa
HardDrivel |C35L04048ERD?-0 E Yes
HardDrive2 WhC W01 200D -00GEED D Yes

F Mo

b

HardDrive3
HardDirive!
HardDrives

SEAGATE ST373405LC 5C5I Disk D

USB2.0  HS-CF USE Device H Yes
HardDrivef USB20  HS-M5 USE Device | Yes
HardDrive? USB2.0  HS-5MUSE Device J Yes
HardDrived Use20  HSSD/MMCUSE Dewice L Yes
HardDrived LEx&R JUMFDRIVE SPORT USED... M Mo

HardDrived:

liReady

HardDriwve3: Write blocking toggled OFF
Write blocking toggled OFF
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9.18.3. Test output summary
NIST Software Write Blocker Test Suite V1.2
Wed Sep 07 16:22:57 2005
Test case: SWB-18
Command set: RWOVU
Number of drives: 4
Protection pattern: PPUU
Test administered by: DPA
Details logged to file: SWB-18.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 4 4 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S .......coccoo.o-. 27 0 27
Write CDB"s ................ 22 12 34
Other CDB®"S . .....ocooooa... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s . ..... ... ........ 4 0 4
Write IRP"s ............... 4 4 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB®"S .......coccoo.-. 27 0 27
Write CDB"s ................ 22 12 34
Other CDB®"S . ... .. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ................ 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s .. ... ... _........ 15 0 15
Read CDB"S ......ccoccoo.-. 27 0 27
Write CDB"s ................ 34 0 34
Other CDB®"S . ... oao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
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Undefined CDB"S. ... ......... 53 0] 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s . ... ... ... ....... 4 0] 4
Write IRP"S . ... ... ........ 8 0] 8
Other IRP"s .. ... ... ........ 15 0] 15
Read CDB"s ................ 27 0] 27
Write CDB"S ... ... non.. 34 0] 34
Other CDB"s ..... .. ... ...... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"S. ... ......... 53 0] 53

9.18.4. Hard disk hash results

Id en?i:‘Ii\éZtion Computed SHAL Value

\\.\PhysicalDrivel | | Before 7CA790CE7D88AES8DB474EA036D2FBAOCBE46609
(CFTT-70) After 7CA790CE7DS88SAES8DB474EA036D2FBAOCBE46609

\\.\PhysicalDrive2 | | Before 336468E49C86BCF47D6B6EC157C83F6546F680E7
(CFTT-119) After 336468E49C86BCF47D6B6EC157C83F6546F680E7

\\\PhysicalDrive3 || Before D9AFB629767E4337B52DCCE75A99A8263BBDBB0OA
(CFTT-25) After 1855E34326E0786F34737DDC72197977980BBB77

\\\PhysicalDrive4 | | Before C4848A0D8BB04D5D684A51F966BEO0ICTEA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA

9.18.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-
06.
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9.19 Test case SWB-19

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern FIRST. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.19.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.19.2. Write blocker configuration

riteBlocker XP

File Miew Tools Help
= e
=1 Local Devices Physical Media | Network Media] Eonfiguratioﬂ
—|-%2% Standard floppy disk controller
@ Flappy disk drive Double-click an the Physical Media to togagle the ‘Wiite Blocked status.
—|-&2 Primary IDE Channel - - — -
@ 350 040AYERD7-0 Physical _Medla | Descnpu_on : | Yolumes | “write Blocked ]
= ST302104 FIopp_l,an\_feD Floppy dizk drive iy Yes
E CdRemDrivel SONY DD Bw' DRU-530& Kk Yes
=}- 4 Primary IDE Channel HardDiivel (System Diive]  ST3102104 C Mo
&3 WDC WD12001D-00GBBD HardDrivel |IC3EL0404YERDT-0 E Yes
-5 Secondary IDE Channel HardDrive2 WL WD 200/D-00GBE0 D Mo
_'.QI SONY DWD RAW DRIJ-5304 HardDrived i F Mao
=4 Adapter SCST Card 29160N - Ulral60 5 ardlliived AT : f
=3 QUANTUM ATLAS10K3_18_SCA SCE HardDr!\rEE USB2.0  HS-CFUSE Dewlce H Yes
(=) SEAGATE ST373405LC SCSL Disk De HardDr!veE USBZ.0  H5-M5 USE Dev!ce | Yesg
: HardDrive? Usez2.0 HS5-5M USE Device J Vs
< & USB Mass Storags Device HardDrived USE20  HS-5D/MMCUSE Device L Yes
(=0 LEXAR JUMPDRIVE SPORT LISE Devi HardDrived LEX&R JUMPDRIVE SFORT USB D... N Mo
] % USE Mass Skorage Device
UsBz.0 H5-CF LISE Device:
LUsEz.0 H3-M5 USE Device
Usgz.0 HS-SD{MMC USE Device
Usez.0 H5-5M USE Device
Metwork Drives
< | >
HardDriwvezZ: Create Blocked b
HardDriwveZ: Create Elocked
HardDriveZ: Create Blocked
HardlDrivei: Create Blocked
HardDriwve3: Create Elocked
HardDrive3: Create Blocked
HardlDrivel: Create Blocked
HardDriwvel: Create EBlocked
HardlDriveZ: Create Blocked
HardlDrivel: Create Blocked
HardDriwvel: Create EBlocked
HardlDriveZ: Create Blocked
HardlDrivezZ: Create Blocked
HardDriwveZ: Write blocking toggled OFF
HardDrivei: Write blocking toggled OFF
HardDrived: Write blocking toggled OFF .
liReady
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9.19.3. Test output summary
NIST Software Write Blocker Test Suite V1.2
Thu Sep 08 08:31:10 2005
Test case: SWB-19
Command set: RwWOVU
Number of drives: 4
Protection pattern: PUUU
Test administered by: DPA
Details logged to file: SWB-19.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED
Test Category Al lowed Blocked Total
Read IRP"s ... .. .......... 4 0 4
Write IRP"s _.............. 4 4 8
Other IRP"s .. ..... .. ....... 15 0 15
Read CDB"S ................ 27 0 27
Write CDB"S ...... ... .... 22 12 34
Other CDB®"S ... coocooaao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ... .. .......... 4 0 4
Write IRP"s _.............. 8 0 8
Other IRP"s .. .............. 15 0 15
Read CDB"S ................ 27 0 27
Write CDB"S ...... ... .... 34 0 34
Other CDB®"S . ..cococcooao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ... .. .......... 4 0 4
Write IRP"s _.............. 8 0 8
Other IRP"s .. ..... .. ....... 15 0 15
Read CDB"S ................ 27 0 27
Write CDB"S ................ 34 0 34
Other CDB®"S ... coocooaao.. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
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Testing device \\.\PhysicalDrive4

Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ... .. ... ... ...... 4 0 4
Write IRP"s ............... 8 0 8
Other IRP"s ... ... ... ....... 15 0 15
Read CDB"s ................ 27 0 27
Write CDB"S ..... ... ... .... 34 0 34
Other CDB"s ................ 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53

9.19.4. Hard disk hash results

Ide n?il;li\éeeltion Computed SHAI1 Value

\\\PhysicalDrivel | | Before 7CA790CE7D88AES8DB474EA036D2FBAOCBE46609
(CFTT-70) After 7CA790CE7DS8SAES8DB474EA036D2FBAOCBE46609

W\\PhysicalDrive2 | | Before 336468E49C86BCF47D6B6EC157C83F6546F680E7
(CFTT-119) After 0D65AB595B26DAB353A9DA4B9D41AF8894912510

\\.\PhysicalDrive3 U Before 1855E34326E0786F34737DDC72197977980BBB77
(CFTT-25) After E465187EE396FFASAEEB2F6ESFA0957A02AC1FBD

W\PhysicalDrive4 | | Before C4848A0D8BB04D5D684A51F966BEO09CTEA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA

9.19.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-
06.
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9.20 Test case SWB-20

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern MIDDLE. The expected result of
this test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.20.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.20.2.

+ WriteBlocker XP

Write blocker configuration

File Wiew Tools Help

He %

= @. Local Devices
-2 Standard floppy disk controller
@ Floppy disk. drive

Phyzical Madia | Metwork Media ] Configuration

Double-click on the Physical Media to toggle the \Write Blocked status.

—| 5= Primary IDE Channel - - — -
: =3 1C35L040AYERDT-0 Phrl,lsmaI.Medla | Descnptl.on i Wolumes J Write Blocked

= STELOZ106 FIoppyDn\_"eD Floppy digk drive iy Yes

: CdRomDrivel SOMY DVD Rw DRU-5304 K Yes

=1 &2 Primary IDE Channel HardDrivell (System Drive]  ST3102104 C No

@ WD W1 20000-00GEED HardD |C38L040 07-0 5

= 2% secondary IDE Channel HardDrive? wDC WD 200)D-00GEBD D Yes

E£) SONY DYD R DRU-5304 HardDrive3 SEAGATE ST373405LC S5CSI DiskD... F Yes

= % adaptec SCSI Card 29160M - Ultral60 S HardDr!ve4 FUJITSU MAGI0ITL SUNS.DG SCSL. M Mo

! =3 FUTITSL MAGS091L SLNG.0G SCST [ HardDr!VBE Use20  HS-CFUSE Dewlce G Yes

@ SEAGATE ST373405LC 5051 Disk De HardDr!veB USB20  HS-M5 LSE Dev!ce H Yes

: HardDrive? USB20  HS-5M USE Device | Yes

=1 & UISE Mass Storage Device HardDrivel USB20  HS-SD/MMCUSE Device Yes

= LERAR JUMPDRIVE SPORT USE Devi | | HardDrived LE¥AR JUMPDRIVE SPORT USBD... N Mo

= % USE Mass Storage Device

UsEz.0 H5-CF USE Device
UsgEz.0 H3-M3 USE Device
UsEz.0 H3-50/MMC LISE Device
UsEz.0 H3-5M LISE Device

(= Metwark Drives

< | >

WHaraprivel: write hlocking toggled OFF

JReady
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9.20.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Thu Nov 17 10:50:44 2005

Test case: SWB-20
Command set: RWOVU
Number of drives: 4
Protection pattern: UPPU

**x** Test results summary (see DETAILS.log for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . ... ..... 4 0 4
Write IRP"S . ... ... ........ 8 0 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB®"S ... ... ... ooo... 34 0 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. .. .......... 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB®"S ... ... ..o o.-. 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. .. .......... 53 0 53

Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . o........ 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"s ....... .. ....... 27 0 27
Write CDB®"S ... ... oo no.-. 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"sS. ... ......... 53 0 53

Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
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Test Category Al lowed Blocked Total
Read IRP™S ..o, 4 0 4
Write IRP"s .. ... . ......... 8 0 8
Other IRP"S . .. 15 0 15
Read CDB"S ... ..o oceao.- 27 0 27
Write CDB™S - coecoee e 34 0 34
Other CDB™S . oo ceeceeeean. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"S. ... ... ... 53 0 53
9.20.4. Hard disk hash results
Dﬁve_ Computed SHA1 Value
Identification
W\PhysicalDrivel |, Before 7CA790CE7D88AE88DB474EA036D2FBAOCBE46609
(CFTT-70) After 312276340EC7213BB421A0ESFC8A740E134952F4
W\.\PhysicalDrive2 | Before 0D65AB595B26DAB353A9DA4BID41AF8894912510
(CFTT-119) After 0D65AB595B26DAB353A9DA4BID41AF8894912510
\\\PhysicalDrive3 |, Before E465187EE396FFASAEEB2F6ESFA0957A02AC1FBD
(CFTT-25) After E465187EE396FFASAEEB2F6ESFA0957A02AC1FBD
W\.\PhysicalDrive4 | | Before C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEOO9C7EA7EFAA

9.20.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-
06.
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9.21 Test case SWB-21

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern NOT_LAST. The expected result of
this test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.21.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools = CFTT- Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-{d] Ewent Viewsr EDCFIT-27 (M) Partition Basic FAT32 Healthy B.46GE  B.46 GB
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
*-gf| Performance Logs and Alerts | e pyr 119D Partition Basic  WTFS Healthy 111.79GB  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
+ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPpisk 0 . |
Basic CFTT-77 {C3) |
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.21.2. Write blocker configuration

+ WriteBlocker XP

File Wiew Tools Help

He|l% 2
S @. Local Devices Phyzical Madia | Metwork Media ] Canfiguration
—| 2% Standard Floppy disk controller
% @ Floppy disk drive Double-click on the Physical Media to toggle the \Write Blocked status.

=2 Primary IDE Channel

@ ICA5L040AYERDT-0 Phrl,lsical.Media | Descripti.on i Wolumes J Write Blocked
= STELOZ104 FIoppyDn\_"eD Floppy digk drive iy Yes
: CdRomDrived SOMY DVD Rw DRLU-G300 K e
=12 Primary IDE Channel HardDiivel (Gystem Drive]  ST3102104 C No
(@ WOC WD120030-00GEED HardDrivel IC35L0408ERD7-0 E Yes
= 2% secondary IDE Channel HardDrive? wDC WD 200)D-00GEBD D Yes
E£) SONY DYD R DRU-5304 HardDrive3 SEAGATE S5T373406LC SCSI Disk D... F ez
=€ Adaptec SCSI Card 29160M - Ultral60 5 e LRI "
H Aar TIvE: 7 EVICE (=53
% ;g;g:?;:gggjé;félglzsuliiiié HardDrivef USE20  HS5-M5 USE Device H Yes
: HardDrive? USB20  HS-5M USE Device | Yes
=) €2 USE Mass Storage Device HardDrived USB20  HS-SD/MMCUSE Device . Yes
(=0 LEXAR JUMPDRIVE SPORT LISE Dewvi HardDrived LExAR JUMPDRIVE SPORT USBD... M Mo

= % USE Mass Skorage Device
UsEz.0 H5-CF USE Device
UsgEz.0 H3-M3 USE Device
UsEz.0 H3-50/MMC LISE Device
UsEz.0 H3-5M LISE Device

(= Metwark Drives

< | ¥

HardDrivel: Write blocking toggled O
HardDriveZ: Write blocking togogled ON
HardDrived: Write blocking toggled ON
HardDrived4: Write blocking toggled OFF

JReady
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9.21.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Wed Dec 07 10:36:05 2005

Test case: SWB-21
Command set: RWOVU
Number of drives: 4
Protection pattern: PPPU

**x** Test results summary (see DETAILS.log for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB®"S ... ... ... ooo... 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. .. .......... 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB®"S ... ... ..o o.-. 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. .. .......... 53 0 53

Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . o........ 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"s ....... .. ....... 27 0 27
Write CDB®"S ... ... oo no.-. 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"sS. ... ......... 53 0 53

Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
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Test Category Al lowed Blocked Total
Read IRP™S ..o, 4 0 4
Write IRP"s .. ... . ......... 8 0 8
Other IRP"S . .. 15 0 15
Read CDB"S ... ..o oceao.- 27 0 27
Write CDB™S - coecoee e 34 0 34
Other CDB™S . oo ceeceeeean. 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"S. ... ... ... 53 0 53
9.21.4. Hard disk hash results
Dﬁve_ Computed SHA1 Value
Identification
\\\PhysicalDrivel |, Before 312276340EC7213BB421A0ESFC8A740E134952F4
(CFTT-70) After 312276340EC7213BB421A0ESFC8A740E134952F4
\\.\PhysicalDrive2 p Before 0D65AB595B26DAB353A9DA4BID41AF8894912510
(CFTT-119) After 0D65AB595B26DAB353A9DA4BID41AF8894912510
\\.\PhysicalDrive3 P Before 9209D850F541DBC1DC68B68255112FBCAF316FB3
(CFTT-25) After 9209D850F541DBC1DC68B68255112FBCAF316FB3
\\.\PhysicalDrive4 U Before C4848A0D8BB04D5D684A51F966BEQO9C7EA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEOO9C7EA7EFAA

9.21.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-
06.
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9.22 Test case SWB-22

This case tests the tool’s compliance with optional assertions SWB-AO-01 through SWB-AO-06. It issues
all possible commands to a set of four drives protected with the pattern LAST. The expected result of this
test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

9.22.1. Hard disk configuration

O Computer Management

Q Eile  Action  Wiew Window Help ;IilJ
& | ¢
=l Computer Management (Local) Yalu | Layout | Type | File System | Skakus | Capacity | Free Spac
-, System Tools i Partition Basic HTFS Healthy 66.36GE 6630 GB
+- ]| Event Yiewer = Pattition Basic FAT32 Healtbry 8.46 GB 8.46 GB
+ % Shared Folders EDCFTT-70 (E2) Partition Basic NTFS Healthy (Active) 1,37 GB 1.36 GB
H =3 Local Users and Groups SCFTT-77 (C Fartition Basic MTFS Healthy {System) 4,00 GEB 2.08 GB
E
+ @il Performance Lags and AlBrts | ey cerrg 1o D) Partition Basic NTFS Healthy 111.79GE  109.72 GE
5 Device Manager @HLEXAR MEDIA (M:) Partition Basic FAT Healthry 991ME 942 MB
= @ Storage
+ Removable Storage
Disk Defragmenter ¢
Disk. Management = i
[+ Services and Applications A
3 E2Disk 0 . |
Biasic CFTT-77 (C:) |
9-5!3 GE 14,00 GE NTFS 5.50GE
online Healthy {Systam) Unallocaked
EPpisk 1 [
Basic |CFTT-T0 (E2)
38-_34 B 1.37 5B MTFS 36,97 GB
Cnline Healthry {Active) Unallocated
EPDisk 2 - ]
Basic CFTT-119 {D:}
111..?9 GE 111.79 GE NTFS
Online | Healkhey
&PDisk 3 e
Biasic 'CFTT-25 (F2)
68._36 LET5] 63,36 6B NTFS
online Healthy
EPDisk 4 -
Basic CFTT-27 (M:)
1?-_12 GE 5.47 GE FAT32 8.65 GE
Onilire Healthry Unallocated
HDisk 5
Removable (H:)
ha Media
v.
3 | % | I Unalocated |l Frimary partition

January 2008 Page 106 of 151 Results for Writeblocker XP V6.10.0



9.22.2. Write blocker configuration

+ WriteBlocker XP

File Wiew Tools Help

He | 7%
= I | ocal Devices Phyzical Madia | Metwork Media ] Configuration
—| 2% Standard Floppy disk controller
@ Floppy disk drive Double-click on the Physical Media to togale the Write Blocked status.
: %gmfé;;ﬂz;::g;zl?_u Phrl,lsical.Media | Descripti.on i Wolumes J Write Blocked
= STELOZ106 FIoppyDn\_"eD Floppy digk drive iy Yes
: CdRomDrivel SOMY DVD Rw DRU-5304 K Yes
=1 &2 Primary IDE Channel HardDrivel (System Drive]  ST3102104 C Mo
9 WDC WD12001D-00GEED HardDrivel IC35L0404ERD7-0 E Mo
= 52 secondary IDE Channel HardDrive? wiDC w1 200)D-00GEBD 8] Mo
E£) SONY DYD R DRU-5304 HardD i 5 3 05LC bl h
=€ Adaptec SCSI Card 29160M - Ultral60 5 :arggr!veg [IUSJBg%U MT—I%SE?L%SSBUS 3.0G SCal.. El $es
! ardDrive! : 3 evice es
g ;g;g:?;:gggjé;félglzsuliiiié HardDriveb USB20  HS-MS USE Device H Yes
: HardDrive? USB20  HS-5M USE Device | Yes
=1 & UISE Mass Storage Device HardDrivel USB20  HS-SD/MMCUSE Device Yes
= LERAR JUMPDRIVE SPORT USE Devi | | HardDrived LE¥AR JUMPDRIVE SPORT USBD... N Mo

= % USE Mass Skorage Device
UsEz.0 H5-CF USE Device
UsgEz.0 H3-M3 USE Device
UsEz.0 H3-50/MMC LISE Device
UsEz.0 H3-5M LISE Device

(= Metwark Drives

< | ¥

HardDrived: Write blocking toggled OFF
HardDrivel: Write blocking togogled OFF
HardDriveZ: Write blocking toggled OFF
HardDrivei: Write blocking toggled OFF

JReady
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9.22.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Thu Dec 08 11:08:37 2005

Test case: SWB-22
Command set: RWOUV
Number of drives: 4
Protection pattern: UUUP

**x** Test results summary (see DETAILS.log for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . o........ 4 0 4
Write IRP"S ... ............ 8 0 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"S ... ... .....o..... 27 0 27
Write CDB®"S ... ... oo no.-. 34 0 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. ... ......... 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. ... ..... 4 0] 4
Write IRP"S .. ... .......... 8 0 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"S ... ... ..c...c..... 27 0 27
Write CDB®"S .. ... ..o o.-. 34 0 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"sS. ... ......... 53 0 53

Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"S . ... ..o .. 4 0 4
Write IRP"S .. .. ... ........ 8 0 8
Other IRP"S . ... ..., 15 0 15
Read CDB"S .. ...ccocuoaan. 27 0 27
Write CDB®"S ... ... oo no.-. 34 0 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. ... ......... 53 0 53

Testing device \\.\PhysicalDrive4

January 2008 Page 108 of 151 Results for Writeblocker XP V6.10.0



Read IRP"s
Write IRP"s
Other IRP"s

Read CDB"s
Write CDB"s
Other CDB"s

Device is software WRITE PROTECTED

Test Category

Vendor SPecific CDB*"s
Undefined CDB"s

Al lowed Blocked Total

0] 4

4 8

0] 15

................ 27 0] 27
................ 22 12 34
0] 62

..... 80 0] 80

..... 53 0] 53

9.22.4. Hard disk hash results

Id en?i:‘Ii\éZtion Computed SHAL Value

\\.\PhysicalDrivel | | Before 3AF5776C4DA23E4D139360428C33B6BC6C29F126
(CFTT-70) After A839904C750EEE543EDFBSABF61E907D877D1EC1

\\.\PhysicalDrive2 U Before 28BA3B10D66DD4CED4F84C680C6E04F4227ECGF
(CFTT-119) After 14D483C72DBC4C438C625170A3CCDO8BAG0C65897

\\\PhysicalDrive3 || Before 9209D850F541DBC1DC68B68255112FBCAF316FB3
(CFTT-25) After F34C6C4F96A2D9C41F3B962B5546B2BDB597A4F4

\\\PhysicalDrive4 | | Before C4848A0D8BB04D5D684A51F966BEO0ICTEA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA

9.22.5. Test results analysis

The tool failed to produce the expected result. The number of drives configured and the pattern of
protection applied did not alter the ability of the tool to protect designated drives. However, the tool failed
to block all commands in the protected categories. The protection failures observed were identical to those

of tests SWB-03, SWB-04, and SWB-06.
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9.23 Test case SWB-23

This case tests the tool’s compliance with optional assertions SWB-AQO-01 through SWB-AO-08. It is run
using the BOOT protocol, in which all configured drives are protected, the system is rebooted and all
possible commands issued to all drives. The expected result of this test is the tool will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives

e Pass all commands from all categories issued to unprotected drives

e Display a message indicating each command blocked

9.23.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help ;IQIJ
& E| B
B Computer Management (Local) Yolume | Layaut | Type | File: Ststem | Skatus | Capacity | Free Spac
= ﬁ System Tools : Partition Basic  MTFS Healthy 63,36 GE 68,30 GB
+-[g] Event Viewer EDCFTT-27 (M) Partition Basic FAT32 Healthy G46GE  B46GE
+ % Shared Folders EICFTT-70 (E:) Partition Basic  NTFS Healthy (Active) 1,37 GB 1,36 GB
H ¥ Local Users and Groups EICFTT-77 (C1 Fartition Basic MTFS Healthy (Sywstem) 4,00 GE 2.08 GE
44
g Perf_ﬂfma”m Logs and Alerts | = rrr 410 10y Partition  Basic  NTF3 Healthy 111.79GE  109.72 GE
% Device Manager EHLERAR MEDTA (M) Partition Basic FAT Healthy 991MB 942 MB
= @ Storage
¥ Removable Storage
Disk, Defragmenter ¢
Disk Management = !
I+ Services and Applications ~
3 EPDisk 0 . ! |
Biasic CFTT-77 (C:) ,
9.5_0 GE 14,00 GB MTFS 5,00 GE
Online Healthry {System) Unallocated
EPDisk 1 [——
Basic |CFTT-70 {E)
38-_34 GE 1.37 GE MTFS 36,97 GB
Cnline Healkhy (Active) Unallocated
EPDisk 2 _ s
Biasic CFTT-119 {D:)
111_.?'9 GEB 111,79 GE WTFS
Online | Heralkhry
@PDisk 3 e —
Basic 'CFTT-25 {F:)
68._35 GE 6,36 BB NTFS
online Healthy
EPDisk 4 - ——
Basic CFTT-27 (M:)
1?-_12 GE 5,47 GBFATIZ 8.65 GE
Online Healthy Unallocated
Hpisk 5
Rermaovable (H:)
Mo Media
v.
£ | % | I Unalocated |l Primary partition
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9.23.2.  Write blocker configuration

¥ WriteBlocker, XP

File ‘Wiew Tools Help

HB& %
=10 Local Devices Physical Media | Network Media ] Canfiguration

—|-62% Standard Floppy disk controller
@ Flappy disk drive Double-click on the Physical Media to togale the Wiite Blocked status.

-5 Primary IDE Channel - - — -
@ IC35L040AYERDT-0 Physical _M edia | Descnptl.on : | Wolumes | “wirite Blocked l
= ST3L02104 Flopp_l,an\_feD Floppy disk. drive A Yes

iy CdRomDrivel SONY DVD Rw DRLU-5304 K Yes
=1 Primary IDE Channel HardDrivel [System Drive]  ST3102104 C Mo
@ WDC WD120010-00GEE] HardDrivel IC35L 0408 ERDF-0 E Yes

-5 Secondary IDE Channel HardDrives WwDC WD1200D-00GEED D Yes
{X] SOMY DVD RW DRU-5304 HardDrivel SEAGATE ST3F3406LC SC51 Digk D... F ez

= @ daptec SCSI Card 29160M - Ulkra160 5 | | HardDrived FUJITSL MAGI0SIL SUNS.0G SCS1. M Yes

FLIITSU MAG3091L SUMS.0G SCST L HaldD[!VB5 Use2n  HS-CFUSE Dew_::e G Yes

SEAGATE ST373405LC SCSI Disk De HaldDr!veB USB2.0  HS-M5 USE Dev!ce H Yes

: HardDriver USB20  HS-5M USE Device | e

=1 & USE Mass Storage Device HardDrived USB20  HS-SD/MMC USE Deviee Yes
£ LEXAR, JUMPDRIVE SPORT LUSE Devi o ORTLSED.. K

= % LSE Mass Skorage Device
Usez.0 HS-CF LISE Device
Usez.0 H3-MS USE Device
Usez.0 HS-5D{MMC UISE Device
Usez.0 H3-5M USE Device
(G Metwork Drives

£3 | »

HardDrive3: Unknown Lttempt Blocked 2
HardDrive3: Unknown Lttempt Blocked
HardDrive3: Unknown Lttempt Blocked
HardDrived: Write 00000000 Blocked
HardDrived: 3et Information Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked
HardDrived: Unknown Lttempt Blocked ¥

Ready
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9.23.3. Test output summary

NIST Software Write Blocker Test Suite V1.2
Wed Dec 07 13:43:35 2005

Test case: SWB-23
Command set: RWOVU
Number of drives: 4
Protection pattern: PPPP

**x** Test results summary (see DETAILS.log for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB®"S ... ... ... ooo... 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s. .. .......... 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. ... ..... 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... ... ........ 15 0 15
Read CDB"s ... ... .. ....... 27 0 27
Write CDB®"S ... ... ..o o.-. 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s. .. .......... 53 0 53

Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Al lowed Blocked Total
Read IRP"s .. ... .. . o........ 4 0 4
Write IRP"S . ... ... ........ 4 4 8
Other IRP"s .. ... .. .. ....... 15 0 15
Read CDB"s ....... .. ....... 27 0 27
Write CDB®"S ... ... oo no.-. 22 12 34
Other CDB"s ..... ... ... ..... 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"sS. ... ......... 53 0 53

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED
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Read IRP"s
Write IRP"s
Other IRP"s

Read CDB"s
Write CDB"s
Other CDB"s

Test Category

Vendor SPecific CDB*"s
Undefined CDB"s

Al lowed Blocked Total

0 4

4 8

0 15

................ 27 0 27
................ 22 12 34
0 62

..... 80 0 80

..... 53 0 53

9.23.4. Hard disk hash results

Ide n?il;li\éeeltion Computed SHAI1 Value

\\\PhysicalDrivel | | Before 3AF5776C4DA23E4D139360428C33B6BC6C29F126
(CFTT-70) After 3AF5776C4DA23E4D139360428C33B6BC6C29F126

W\.\PhysicalDrive2 |, | Before 828BA3B10D66DDACEDAF84C680C6EQ4F4227EC6F
(CFTT-119) After 828BA3B10D66DD4CED4F84C680C6E04F4227EC6F

\\.\PhysicalDrive3 P Before 9209D850F541DBC1DC68B68255112FBCAF316FB3
(CFTT-25) After 9209D850F541DBC1DC68B68255112FBCAF316FB3

\\.\PhysicalDrive4 | | Before C4848A0D8BB04D5D684A51F966BEO09CTEA7EFAA
(CFTT-27) After C4848A0D8BB04D5D684A51F966BEO09C7EA7EFAA

9.23.5. Test results analysis

The tool failed to produce the expected result. The pattern of protection did not affect the ability of the tool
to protect designated drives but the protection applied failed to block all commands in the protected
categories. The protection applied for protected drives was identical to tests SWB-03, SWB-04, and SWB-

06.
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9.24 Test case SWB-24

This case tests the tool’s compliance with mandatory assertions SWB-MO-03 through SWB-MO-09 and
optional assertion SWB-AO-07. It is run using the UNINSTALL protocol, in which the tool is de-installed,
the system is rebooted and all possible commands issued to all drives. The expected result of this test is:

e No command from any category will be blocked for any drive

9.24.1. Hard disk configuration

O Computer Management

g File  Action  Wiew Window Help = ]E’ J
& | $ &
3 Computer Management {Local) Volume | Layouk | Tvpe | File System | Skaktus | apacity | Free Spac
-, System Tools = CETT-25 Partition Basic  NTFS Healthy 68,36 GB 68,30 @B
+-[f] Event Viewer EICFTT-27 (M) Partition Basic FAT32 Healthy 546GE 546 GE
+ % Shared Folders EDCFTT-70 (E!) Pattition Basic MTFS Healthy (Active) 1,37 GE 1,36 GB
S Local Users and Groups EICFTT-77 (1) Partition Basic HTFS Healthy (System) #4.00 G5 2.08 GB
T
+-gf| Performance Logs and Alerts | e pyr119¢p)  partition Basic  WTFS Healthy 111,79 GE  109.72 GE
=5 Device Manager ZHLEXAR MEDIA (M:) Partition Basic FAT Healthy 991ME 942 MB
= @ Storage
+ Removable Storage
Disk. Defragmenter ¢
Disk Management - A
[+ Services and Applications A
3 EPDisk 0 P |
Basic CFTT-77 {C3) .
9.50 GB | 4.00 GE MTFS 5.50 GE
Online Healthy {System) Unallocated
EPDisk 1 e ]
Basic |CFTT-70 {E
38.34 GB 1.37 GB MTFS 36,97 GB
Online Healthy (Active) Unallacated
EPDisk 2 ]
Basic CFTT-119 {D:)
111.79 GB 111.79 GB MTFS
Orline | Healthy
&Ppisk 3 =
Basic CFTT-25 (F:)
68,36 GB 63,36 GB NTFS
Online Healthry
E9Disk 4 - ————
Basic CFTT-27 {M:)
17,12 6B 5.47 GE FATS2 8,65 GB
Online Hezalthy Unallacated
Hpisk 5
Rermavable (H:)
Mo Media
v.
5 | % | I Unalocated |l Frimary partition
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9.24.2. Write blocker configuration
None
9.24.3. Test output summary
NIST Software Write Blocker Test Suite V1.2
Thu Aug 25 10:35:33 2005
Test case: SWB-24
Command set: RWOVU
Number of drives: 4
Protection pattern: uuuu
Test administered by: DPA
Details logged to File: SWB-24.log
**** Test results summary (see logfile for details) *****
Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ... .. ... ... ..... 4 0] 4
Write IRP"s _.............. 8 0 8
Other IRP"s ... ... .. ....... 15 0 15
Read CDB"S ..........c..... 27 0 27
Write CDB®"S ................ 34 0 34
Other CDB"s ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ... .. ... ... ..... 4 0 4
Write IRP"s _.............. 8 0 8
Other IRP"s .. .............. 15 0 15
Read CDB"S ..........c..... 27 0 27
Write CDB®"S ...... ... .... 34 0 34
Other CDB"Ss ................ 62 0] 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Al lowed Blocked Total
Read IRP"s ... ... ... ..... 4 0] 4
Write IRP"s _.............. 8 0 8
Other IRP"s .. ..... .. ....... 15 0 15
Read CDB"S ................ 27 0 27
Write CDB"S ..... ... .... 34 0 34
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Other CDB"s ..... ... ..c....... 62 0] 62
Vendor SPecific CDB"s ...... 80 0] 80
Undefined CDB"s............. 53 0 53

Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED

Test Category Al lowed Blocked Total
Read IRP"s . ... . ... .. ....... 4 0] 4
Write IRP"s ............... 8 0] 8
Other IRP"s . ... ... .. ........ 15 0] 15
Read CDB"s ....... .. ....... 27 0] 27
Write CDB"S ... ... ... o... 34 0] 34
Other CDB"s . ... ... ..c....... 62 0] 62
Vendor SPecific CDB"s ...... 80 0} 80
Undefined CDB"s............. 53 0 53

9.24.4. Hard disk hash results

| den[t)i;'i‘égﬁon Computed SHAL Value
\\.\PhysicalDrivel U Before N/ZA
(CFTT-70) After N/ZA
\\.\PhysicalDrive2 U Before N/ZA
(CFTT-119) After N/A
\\.\PhysicalDrive3 U Before N/ZA
(CFTT-25) After N/A
\\.\PhysicalDrive4 LJmMW N/ZA
(CFTT-27) After N/A

9.24.5. Test results analysis

The tool produced the expected result. No commands were blocked after the de-installation procedure was
run and the system was rebooted.
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9.25 Test case SWB-25

This case tests the tool’s compliance with mandatory assertion SWB-AM-10. The expected result of this
test is that the IMAGE operation will fail with an 1/O error and the disk hash of the test disk will be
unchanged by the test.

9.25.1. Hard disk configuration

2 Computer Management E||E|E|
Q File  #chion  View  Window  Help == J
e w2 B
=) Computer Management (Local) valume Layout | Type | File System | Status | Capaci
=y Svstem Todls = Partition Basic Healthy (Unknown Partlion)  2.93 G
+1-[gl] Event viewer = Partition  Basic Healthy {Unknown Partition) 204 ME
i3 % Shared Folders = ety Partition Basic MTFS Healthy {System) 605G
+28 Local Users and Groups | =39 1y Partition Basic FAT Healthy (Active) 1004 1
disd
vl Performance Lags and Alerts | —yne . volume (3:) Partition Basic  WTFS Healthy 843G
s, Dewvice Manager
= @ Storage
+ Removable Storage
Disk Defragmenter
Sl el < | >
Managernenk =1
[+ Services and Applications ~
& ZPpisk 0 - =
Basic {C)
6.05 GB |6.05 GB NTFS
Online Healthy {Swstem)
EPpisk 1
Basic | Mew Yolume {J:)
8.43 GB |8.43 GB NTFS
Online Healthy
ZPpisk 2 I 4 N .
17.12 GB 1004 | |494r §|342G | 2.93GE. 9.08GB | 204 | 31
Online |Health | |Unalle § |Free s 8 Healthy ! |Unallocab | |Heal || Ur
ZEcp-ROM 0
DWD (1:)
Mo Media w
< | % | | Unallocated | Primary partition | Extended partition | Free space
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9.25.2.  Write blocker configuration

. WriteBlocker XP
File View Tools Help

=

— -5 Standard Floppy disk contraller
! @ Floppy disk drive
[=1-5% Primary IDE Channel
i =0 IBM-DTTA-350640
[=1-% Secondary IDE Channel
: SONY DVD RW DRU-5304
= @é Adaptec SCSI Card 29160 - Ultralé0 SC
: =0 FUIITSU MAGS091L SUMNS.0G SICST L
@ QUANTUM ATLAS10K3_18_SCA 5CE
= % USE Mass Storage Device
: UsEz.0 H5-CF USE Device
Usgz.0 H3-M3 LISE Device
Usgz.0 H5-5D{MMC USE Device
Usgz.0 H3-5M LISE Device
= % USE Mass Storage Device
=0 LERAR JUMPDRIVE SPORT USE Devi
{2l Metwark Drives

2 ' | 2

Physical Media | Network Media] Corfiguration

Double-click on the Physical Media to toggle the ‘rite Blocked status.

Phyzical Media | Description | Wolumes | wiite Blocked
FloppyDirived Floppy dizk drive A Yes
CdRomDrivel SONY DWD R DRU-5304 | ez
HardDrivel [System Drive] |IBM-DTTA-350640 C Mo
HardDrivel FLUITSU MAG3091L SUNS.0G SCS1.. J Mo
HardDriveZ QUANTUM ATLAS10K3 18 SCASC.. D ez
HardDrived USB20  HS-CF USB Device E es
HardDrived USBE20  HS-M5 USBE Device F es
HardDrive5 USBE20  HS-SM USBE Device G es
HardDriveb USB20  HS-SD/MMCUSE Device H es
HardDrive? LEXAR JUMPDRIVE SPORT USED... K Mo

A >

HardDriveZ: Create Elocked

EHardDriveZ: Create Blocked
HardDrivezZ: Create Elocked

Ready
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9.25.3. Test output summary

Creating Image

Image Source: | W \PHYSICALDRIVED

Estimated kime left: | |

- Clase

Destination: | 1FTEImage. dat ‘
Skakus: | Failure: Yadisharediiclfile_disk.cpp : 85 @ Mo error (0} ‘
Progress
[ J
Elapsed time: | |
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% WriteBlocker XP M=

File Wiews Tools Help
H<| 22
=18 Local Devices Physical Media | Network Media | Configuration
—|- %2 standard floppy disk cantraller
@ Flappy disk drive Double-click on the Physical Media ta toggle the 'wiits Blocked status.
=524 Primary IDE Channel - - | — | | =
=) IBM-DTTA-350640 Phyzical lMedla Descnptl_on : Volu.. | White Blocked
=43 Secondary IDE Channel FloppyDirivel Floppy digk dive A ez
CdRomDiived SOMY DVD Rw DRU-B304 | ez
(&) SONY DVD R DRU-5304 HerdDriveQ [5..  IBM-DTTA-350640 C Na
—I-45= Adaptec SCSI Card 29160 - Ulkraldd 5C | | HardDrivel FUJITSU MAG3091L SUMA.0G S5C5L. Yes
FLIITSU MaG3021L SUND.0G SCSIL HardDrive? QUAMTLIM ATLASTOKI 18 SCASC.. D e
QUAMTUM ATLASIOKS_18_SCA SC= HardDrived USB20 H5-CF U5SE Device E r'eg
= % 1ISE Mass Storage Device HardDrived USE20  HS5-MS USE Device F es
i HardDrives USE20  H5-5M USE Device G Yes
=0 LEXAR. JUMPDRIVE SPORT USE Dy
i é&[u:;a o rorane Dovie ®| | HardDriveE  USB20  HS-SD/MMC USE Device  H ‘Yes
9 i HardDrive? LE¥AR JUMPDRIVE SPORT USED... K Ma
LUSEz.0 H5-CF USE Device
USE2.0 H5-M5 LISE Device
USE2.0 HS-SO{IMMC USE Device
USEZ2.0 H5-5M LISB Device
[&F Metwark Drives
< . > £ *
iHardDriwvel: Create Blocked
HardDr iwvel: Create Blocked
HardDr iwvel: Create Blocked
HardDr iwvel: Create Blocked
Ready
9.25.4. Hard disk hash results
D_ri_ve . Computed SHA1 Value
Identification
\\.\PhysicalDrivel P Before 233283A966083375DE84FOCF2B4A2BCEC73BC974
(CFTT-26) After 233283A966083375DE84FOCF2B4A2BCEC73BC974

9.25.5. Test results analysis

The tool produced the expected result. The IMAGE operation failed with error number 85, 4 blocked
commands (CREATE) were logged by the write blocker tool, and the hash value of the target disk was
unchnaged after the test.
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9.26 Test case SWB-26

This case test’s the tools compliance with mandatory assertion SWB-AM-10 and optional assertion SWB-
AO0-08. The expected result of this test is that the ACQUIRE operation will fail with an 1/O error, one or
more blocked commands will be logged by the write blocker, and the disk hash of the test disk will be
unchanged by the test.

9.26.1. Hard disk configuration

L Computer Management \'—_||E|E|
Q File  #chion  View  Window  Help == J
= m R EE
B Computer Management (Local) yalume Layout | Type | File Systerm | Skakus | Capaci
=i, System Taals = Partition Basic Healthy (Unknown Partlion)  2.93 G
+1- (] Event Viswer = Partition Basic Healthy (Unknown Partition) 204 ME
i3 % Shared Folders =T Parttion Basic MTFS Healthy (System) 605G
21§84 Local Users and Groups =T Parttion Basic FAT Healthy [Active) 1004 1
4
vl Performance Lags and Alerts | —yne . volume (3:) Partition Basic  WTFS Healthy 843G
s, Dewvice Manager
= @ Storage
+ Removable Storage
Disk Defragmenter
S < | s
anagernent S
[+ Services and Applications : ~
% EFpisk 0 fs | -
Basic {C)
E\.EI_S GE | 6.05 5B MTFS
online Healthy {Syskem)
Ppisk 1 1
Basic New Yolume (3:)
8.4_3 GE | 8.43 GB MNTFS
Online Healthy
EPpisk 2 — | i __--
Basic (D) ]
1?-_12 =B 1004 F || 494 M 22,9356+ | 9.03 GE 204 |3
Cnling |Health | |Unalle § |Free s 8 Healthy ! |Unallocab | |[Heal ||Ur
S/CD-ROM 0
DD (T2
Mo Media ~
< | % ||l Unallocated W Primary partition [l Extended partition [ Free space

January 2008 Page 121 of 151 Results for Writeblocker XP V6.10.0



9.26.2. Write blocker configuration

riteBlocker XP

File Wiew Tools Help
He ~ 2
= 18 Local Devices Physical Media | Netwark Media | Configuration
-2 standard Aoppey disk contraller
@ Floppy disk drive Ciouble-click ot the Physical Media to toggle the ‘wiite Blocked status.
= Primaty IDE Channel
= t Fhyzical Media [iescription Volumes | ‘Wwrite Blocked
£ IBM-DTTA-350640 U
- Secondary IDE Chanrel FloppyDiivel Floppy disk. drive A Yes
P ¥ CdRomCirivel SOMT DWD A DRU-5308 | es
£ SONY DVD R DRU-530A HardDrivel (System Drive]  IEM-DTTA-350640 C Na
=1 4G Adaptec SCSI Card 29160 - Ulral60 5C | | HardDrive] FUJITSU MAG3091L SUNS.0G SC5L. J No
(=0 FLOITSU MAG3091L SUNS.0G SCSIC | | HardDrive? QUANTUM ATLASTOK3_18_5CASC. D ez
@ QUANTUM ATLASLIOKI_15_SCA SCE HardD rive3 USE2.0 HS-CF USE Device E ez
B % USE Mass Storage Device :a'jg'@\"eé Hgggg :gg‘ﬁ Hgg gev@ce E $BS
USEZ.0 H5-CF LSE Devi =11 e - - EVICE es
o0 Ho e Lo o HardDriveR USBZ0  HS-SD/MMC LISB Device  H Yes
' ) iHardDrive? LEx&R JUMPDRIVE SPORT USED... K Mo
UsEz2.0 HS-SOfMMC USE Device
UsEz2.0 H5-5M LUSE Device
= % USE Mass Storage Device
=) LEXAR JUMPDRIVE SPORT UISE Devi
Metwork Drives
< | > 4 *
HardDrived: Create Blocked
HardDriwveZ: Create Elocked
Ready
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9.26.3. Test output summary

.

bR - DX

v Help
ETkImager

[yNew [ FOpen [ Save JPrint Z AddDevice () Search [ Fetech % Close % Acquie

o
o>

7 @cE'sesl X

yHome & Entries [ JBoskmarls 4 »

e Humeimmle Extents g Permission:{

: Tahle‘ || Report 38

(@ Timelne (2 Disk iz Code

| In File

frds | Repart | Ext

(] Entries

#oOR!

Hame
1

Notes
File Seqment Size (VB)
&40 3

Start Seckor

Password

Block size (Sectors)

Output Path

—

C:\Program Files\EnCaseSi1.E01 _

Output Path

File

Categary o=t

‘ Signature:

Yolume, Sect

Fil, Unalloca

7]

Savein | ce NewVolume (1)

| e@mekE-

_System Yolume Information

My Recent
Documents
Stgp

fl Qutput Path
Disk 11 is write-pratected

Erf

A file cannot be saved on a write-protected disk,

My Computer

C 2] Tet [ Hex

- (o Report \

MName:
Description
File Acquired
Logical Size:
Physical Size:
<

C

My Network
Places

File ame!

Save as tyne;

|
=]

Cancel
s

Yalume, Sector 62-17671499, 8 4GB

03/08/06 03.05:51PM
4,086
4,088

L ytnciude

=[5

9.26.4.

“e Dan's Case|1|C (PS 8835855 L5 8835792 CL 1104474 50000 FOO LE D)

Hard disk hash results

B 30PM

Drive
Identification

Computed

SHAI1 Value

\\.\PhysicalDrive2

Before

233283A966083375DE84FOCF2B4A2BCEC73BC974

After

233283A966083375DE84FOCF2B4A2BCEC73BC974

9.26.5.

Test results analysis

The test produced the expected result. The command failed with a write protection error on the output
device, the write block tool logged 2 blocked commands (CREATE), and the hash value of the protected
drive was unchanged after the test.
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9.27 Test case SWB-27

This case tests the tool’s compliance with assertion SWB-AM-10. It is run using the Typical protocol.
The expected result of this test is:

e The COPY command will fail with an error message
e The tool will display a message indicating each command blocked
e The hash value of the target disk will be unchanged after the test

9.27.1. Hard disk configuration

L Computer Management \'—_||E|E|
Q File  #chion  View  Window  Help == J
¢ w2 EE
B Computer Management (Local) yalume Layout | Type | File Systerm | Skakus | Capaci
=i, System Taals = Partition Basic Healthy (Unknown Partlion)  2.93 G
E3 [ﬂ Event Yiewer = Partition  Basic Healthy (Urknown Partition) 204 ME
i3 % Shared Folders =T Parttion Basic MTFS Healthy (System) 605G
21§84 Local Users and Groups =T Parttion Basic FAT Healthy [Active) 1004 1
4
vl Performance Lags and Alerts | —yne . volume (3:) Partition Basic  WTFS Healthy 843G
s, Dewvice Manager
= @ Storage
+ Removable Storage
Disk Defragmenter
S < | s
visk. Maragernent S
[+ Services and Applications : ~
B EPpisk 0 | e
Basic {C)
E\.EI_S GE | 6.05 5B MTFS
online Healthy {Syskem)
EFpisk 1 ]
Basic New Yolume (3:)
8.4_3 GE | 8.43 GB MNTFS
Online Healthy
EPpisk 2 — | i __--
Basic (D) ]
1?-_12 =B 1004 F || 494 M 22,9356+ | 9.03 GE 204 |3
Cnling |Health | |Unalle § |Free s 8 Healthy ! |Unallocab | |[Heal ||Ur
S/CD-ROM 0
DD (T2
Mo Media ~
< | % ||l Unallocated W Primary partition [l Extended partition [ Free space
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9.27.2. Write blocker configuration

riteBlocker XP

File Wiew Tools Help
He ~ 2
= 18 Local Devices Physical Media | Netwark Media | Configuration
-2 standard Aoppey disk contraller
@ Floppy disk drive Ciouble-click ot the Physical Media to toggle the ‘wiite Blocked status.
= Primaty IDE Channel
= t Fhyzical Media [iescription Volumes | ‘Wwrite Blocked
£ IBM-DTTA-350640 U
- Secondary IDE Chanrel FloppyDiivel Floppy disk. drive A Yes
P ¥ CdRomCirivel SOMT DWD A DRU-5308 | es
£ SONY DVD R DRU-530A HardDrivel (System Drive]  IEM-DTTA-350640 C Na
=1 4G Adaptec SCSI Card 29160 - Ulral60 5C | | HardDrive] FUJITSU MAG3091L SUNS.0G SC5L. J No
(=0 FLOITSU MAG3091L SUNS.0G SCSIC | | HardDrive? QUANTUM ATLASTOK3_18_5CASC. D ez
@ QUANTUM ATLASLIOKI_15_SCA SCE HardD rive3 USE2.0 HS-CF USE Device E ez
B % USE Mass Storage Device :a'jg'@\"eé Hgggg :gg‘ﬁ Hgg gev@ce E $BS
USEZ.0 H5-CF LSE Devi =11 e - - EVICE es
o0 Ho e Lo o HardDriveR USBZ0  HS-SD/MMC LISB Device  H Yes
' ) iHardDrive? LEx&R JUMPDRIVE SPORT USED... K Mo
UsEz2.0 HS-SOfMMC USE Device
UsEz2.0 H5-5M LUSE Device
= % USE Mass Storage Device
=) LEXAR JUMPDRIVE SPORT UISE Devi
Metwork Drives
< | > 4 *
HardDrived: Create Blocked
HardDriwveZ: Create Elocked
Ready
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9.27.3. Test output summary

C:AWINDOWS\System32\cmd. exe

Microsoft Windows XP [Uersion 5.1.260801
<G> Copyright 1985-2801 Microsoft Corp.

C:~Documents and Settings“labXcopy j:itest_txt d:ow
he media is write protected.
A filed{s> copied.

C:~Documents and Settings>labX>_
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¥ WriteBlocker XP

File iew Tools Help

[ e M

= L‘E]. Local Devices
-2 standard Aoppey disk conkrallzr
@ Floppey: disk drive
—|- &% Primary IDE Channel
=0 IBM-DTTA-350640
-5 Secondary IDE Channel
_'.';l SONY DVD R DRU-5304
- t@é Adaptec SC31 Card 29160 - Ultraléd SC
=8 FUIITSU MAG3I091L SUMND, 0G SCSIL
(@) QUANTUM ATLASIOKS _18_5CA 5CE
= % USE Mass Storage Device
UsEz2.0 H5-CF USE Device
UsEz2.0 H5-M5 LUSE Device
UsEz2.0 H3-SDiMMC UISE Device
UsEz.0 H5-5M LISE Device
= % USE Mass Storage Device
=0 LEXAR. JUMPDRIVE SPORT USE Devi
Metwork Drives

& &

Physical Media | Metwork Media ] Configuration ]

Double-click on the Physical Media to toggle the \wiite Blocked status.

Fhyszical Media | Description | olumes | ‘wiite Blocked
FloppyDiivel Floppy disk. drive A Yes
CdRomCirivel SOMY WD A DRU-B304 | feg
HardCirivel [Syztem Drive) IBM-DTTA-350640 C MHa
HardDrivel FUNTSU MAG3091L SUN9.0G SC51...  J Mo
HardDrive? QUANTUM ATLASTOK3 18 _SCASC.. D ez
HardDrived U5B20  HS-CF USB Device E Yes
HardDrived U5B20  HS5-M5 USE Device F: Ves
HardDriveh U5B20  HS-5M USE Device G Yes
HardDriveb U5B20  H5-5D/MMC USE Device H Yes
{HardDiree? LExaR JUMPDRIVE SPORT USBD... K Mo
£ ¥

HardDriveZ: Create Blocked
HardDriwveZ: Create Elocked

Ready

9.27.4. Hard disk hash results

Drive
Identification

Computed SHAL Value

\\.\PhysicalDrive2 P Before

233283A966083375DE84FOCF2B4A2BCEC73BC974

After

233283A966083375DE84FOCF2B4A2BCEC73BC974

9.27.5. Test results analysis

The tool produced the expected result. The COPY operation failed with a write protection error message,
two blocked commands (CREATE) were logged by the write blocker tool, and the hash value of the target

disk was unchanged after the test.
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9.28 Test case SWB-28

This case tests the tool’s compliance with assertion SWB-AM-10. It is run using the Typical protocol. The
expected result of this test is:

e The DROP operation will fail with an error message
e The tool will display a message indicating each command blocked
e The hash value of the target disk will be unchanged after the test

9.28.1. Hard disk configuration

L Computer Management \'—_||E|E|
Q File  #chion  View  Window  Help == J
¢ w2 EE
B Computer Management (Local) yalume Layout | Type | File Systerm | Skakus | Capaci
=i, System Taals = Partition Basic Healthy (Unknown Partlion)  2.93 G
E3 [ﬂ Event Yiewer = Partition  Basic Healthy (Urknown Partition) 204 ME
i3 % Shared Folders =T Parttion Basic MTFS Healthy (System) 605G
21§84 Local Users and Groups =T Parttion Basic FAT Healthy [Active) 1004 1
4
vl Performance Lags and Alerts | —yne . volume (3:) Partition Basic  WTFS Healthy 843G
s, Dewvice Manager
= @ Storage
+ Removable Storage
Disk Defragmenter
S < | s
visk. Maragernent S
[+ Services and Applications : ~
B EPpisk 0 | e
Basic {C)
E\.EI_S GE | 6.05 5B MTFS
online Healthy {Syskem)
EFpisk 1 ]
Basic New Yolume (3:)
8.4_3 GE | 8.43 GB MNTFS
Online Healthy
EPpisk 2 — | i __--
Basic (D) ]
1?-_12 =B 1004 F || 494 M 22,9356+ | 9.03 GE 204 |3
Cnling |Health | |Unalle § |Free s 8 Healthy ! |Unallocab | |[Heal ||Ur
S/CD-ROM 0
DD (T2
Mo Media ~
< | % ||l Unallocated W Primary partition [l Extended partition [ Free space
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9.28.2. Write blocker configuration

File Wiew Tools Help

-2 Standard Aoppey disk contrallar
@ Floppy disk drive
—|- &% Primary IDE Channel
=0 IBM-DTTA-350640
-2 Secondary IDE Channel
_'.gl SONY DVD RW DRU-5304
- @é Adaptec SC51 Card 29160 - Ultralal 5C
=0 FUIITSU MAGI091L SUNS, 0G SCSIL
@ QUANTUM ATLASLIOKI_15_SCA SCE
= % USE Mass Storage Device
UsEz.0 H3-ZF USE Device
UsEz2.0 H5-M5 LUSE Device
UsEz2.0 HS-SOMMC USE Device
UsEz2.0 H5-5M LUSE Device
= % UISE Mass Storage Device
=0 LEXAR. JUMPDRIVE SPORT USE Devi
(= Metwork Drives

5 5 e

Physical Media | Metwork Media ] Configuration

Double-click on the Physical Media ta toggle the \Wiits Blocked status.

Fhwzical Media | D escription Wolumes | Write Blocked
FloppyDiivel Floppy disk. drive A Yes
CdRomDrivel SONY DWD Rw DRU-53048 | Yes
HardD rivel [System Drive) |BM-DT TA-350840 C Mo
HardDrivel FLJITSU MAG3091L SUND.0G SCSI... ) Mo
HardDrive2 QUANTUM ATLASTOKZ 18_SCASC.. D Yes
HardDrived USB2.0 HS5-CF USE Device E Yes
HardDrived J5B20  HS-M5 USE Device F Yes
HardDriveh Use2.0 H5-5M LSE Device G Yes
HardDrivek J5B20  HS-50D/MMC USE Device H Yes
HardDrive? LExAR JUMPDRIVE SPORT USED... K MNa
£ >

HardDrived: Create Blocked
HardDriwveZ: Create Elocked

Ready
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9.28.3. Test output summary

Error Copying File or Folder

@ Cannot copy Test: The disk is write-protected,

Remove the write-protection or use another disk.,

File Wiew Tools Help

--52% Standard Foppy disk contraller
@ Floppy disk, drive
—|-52% Primary IDE Channel
=0 [BM-DTTA-350640
- 5% secandary IDE Channel
_'.gl SONY DVD RW DRU-5304
- @é Adaptec SCSI Card 29160 - Ulkralsl SC
=0 FLIOITSU MAG3091L SUMS.0G SCSIT
(2 QUANTUM ATLASIOK3_18_SCA SCS
= 5&? USE Mass Storage Device
Usgz.0 H3-ZF USE Device
UsEz.0 H3-M3 LUSE Device
UsEz.0 H5-5DMMC USE Device
UsEz.0 H3-5M USE Device
= G‘E} UISE Mass Storage Device
=0 LEXAR JUMPDRIVE SPORT USE Devi
(2R Metwork Drives

A5 5 2

Physical Media | Metwark Media ] Configuration ]

Double-click on the Physical Media to toggle the 'Wiite Blocked status.

Fhysical Media | D escription Wolumes | Write Blocked
FloppyCinived Floppy disk drive A ez
CdRamCirivel SOMY DWD R DR1-5304 | ez
HardDrivel [Syztem Dinve) 1B -0 TTA-350640 [ Mo
HardDrivel FUNTSU MAG3091L SUNS.0G SC51.. Ma
HardDive2 QUAMTUM ATLASTOKZ 18 _SCASC.. D eg
HardDrive3 U5B20  HS-CF USE Device E Yes
HardDrived U5B20  HS-MS5 USE Device F Ve
HardDrives U5B20  HS-5M USE Device G Yes
HardDrivet U520  HS-5D/MMC USE Device H Yes
HardDriveT? LE=4R JUMPDRIVE SPORT USBD... K Mo
£ *

HardDrivezZ: Create Blocked
HardDrivezZ: Create Blocked

Ready

9.28.4. Hard disk hash results

Drive
Identification

Computed SHAL Value

Before

233283A966083375DE84FOCF2B4A2BCEC73BC974

\\.\PhysicalDrivel |P

After

233283A966083375DE84FOCF2B4A2BCEC73BC974
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9.28.5. Test results analysis

The tool produced the expected result. The DROP operation failed with a write protection error message, 2
blocked commands (CREATE) were logged by the write blocker tool, and the hash value of the target disk
wsa unchnaged after the test.
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9.29 Test Case SWB-29

This case tests the tool’s compliance with assertions SWB-AM-10 and SWB-AO-08. It is run using the
Typical protocol. The expected result of this test is:

e The PASTE operation will fail with an error message
e The tool will display a message indicating each command blocked
e The hash value of the target disk will be unchanged after the test

9.29.1. Hard disk configuration

L Computer Management \'—_||E|E|
Q File  #chion  View  Window  Help == J
¢ w2 EE
B Computer Management (Local) yalume Layout | Type | File Systerm | Skakus | Capaci
=i, System Taals = Partition Basic Healthy (Unknown Partlion)  2.93 G
E3 [ﬂ Event Yiewer = Partition  Basic Healthy (Urknown Partition) 204 ME
i3 % Shared Folders =T Parttion Basic MTFS Healthy (System) 605G
21§84 Local Users and Groups =T Parttion Basic FAT Healthy [Active) 1004 1
4
vl Performance Lags and Alerts | —yne . volume (3:) Partition Basic  WTFS Healthy 843G
s, Dewvice Manager
= @ Storage
+ Removable Storage
Disk Defragmenter
S < | s
visk. Maragernent S
[+ Services and Applications : ~
B EPpisk 0 | e
Basic {C)
E\.EI_S GE | 6.05 5B MTFS
online Healthy {Syskem)
EFpisk 1 ]
Basic New Yolume (3:)
8.4_3 GE | 8.43 GB MNTFS
Online Healthy
EPpisk 2 — | i __--
Basic (D) ]
1?-_12 =B 1004 F || 494 M 22,9356+ | 9.03 GE 204 |3
Cnling |Health | |Unalle § |Free s 8 Healthy ! |Unallocab | |[Heal ||Ur
S/CD-ROM 0
DD (T2
Mo Media ~
< | % ||l Unallocated W Primary partition [l Extended partition [ Free space
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9.29.2. Write blocker configuration

riteBlocker XP
File Wiew Tools Help
= ) 2
= Physical Media | Netwark Media ] Configuration
=152 standard floppy disk controller
: @ Floppy disk drive Double-click. on the Physical Media to toggle the Wwrite Blocked status.
=% Primary IDE Channel - - — -
=3 TBM-DTTA-350640 Physical lMedla | DESCI’IDEI.DH i | Walumes | Write Blocked
£ Secondary IDE Channel FloppyDiriveld Floppy digk drive A Yes
: = CdR omlirived SONY DWD R DRU-5304 | Vs
L& SORY DVD R DRU-S304 HardDrived (Sustem Dirive]  IBM-DTTA-350540 C No
= @ Adaptec SCSI Card 23160 - Ulral60 5C | | HardDrive! FLUITSU MAG3091L SUNS.0G SCS1.. M
&3 FUJITSU MAG3021L SUND.0G SCSIT | | HardDrive2 QUANTUM ATLAS10K3 18_SCASC.. D Yes
@ QUAMTUM ATLASI0KS_15_SCA SCE HardCrive3d Usez0 HS-CF USE Device E Yes
E % 1USE Mass Starage Device HardDrived Use20  H5-M5 USE Device F Yes
i ; HardDrive5 UsSB20  H5-5M USE Device G Yes
UsBz.0 HS-CF 1JSE L
om0 ot Lah Do HardDriveG USE2Z0  HSSD/MMCLISE Device  H Yes
' ) HardDrive? LEXAR JUMPDRIVE SPORT USED.. K Mo
usez.0 HS-50/MMC USE Device
UsBz.0 H5-5M USE Device
= % USE Mass Storage Device
=0 LEXAR, JUMPDRIVE SPORT LSE Devwvi
: Metwork Drives
< - ! 3| < 2
HardDriwveZ: Create Blocked
HardbriveiZ: Create Blocked
HardDrivezZ: Create Elocked
Ready
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9.29.3. Test output summary

Fle Edb ‘View Favortes Tools  Help

Qs - © - T | Psowet |[yroners | (5 (37 X ) |-

Address [@ 11y

Falders
My Documents | System Yolume Information
= 4 My Computer
& 3% Floppy (4:)
[ e Local Disk {C:)
& < Local Disk (D0
[ e Removable Disk (E:)
[ e Remavable Disk (F:)

Testbt
1 b DVD-R Drive (I} Text Document
=) e New Volume (1) L4 LkB

() System Wolume Inforr
[ S LERAR MEDIA (K:)
@ @ control Panel

Error Copying File or Folder

Carinok copy Test: The disk is write-protected,

Remove the write-pratection or use another disk.

8 Search ([ Folders | [ch X ¥ @

Addross [ Dy

Folders
@ (L} My Documents _RESTORE
= ' My Computer -
@ S 3% Floppy (82
[ e Local Disk (C:) My Documents
= % Local Disk (D2}
12 RESTORE
15 My Documents
# 13 Program Files
[ System Yolume Inforr
# ) WINDOWS
) “ Remowable ik (£5) System Volume Information
[ % Removable Disk (F:)
[ % Removable Disk (G:) =
@ Remowable Disk (H:) WINDOWS

Frogram Files
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. WriteBlocker XP

File Yiew Tools Help
e Local D ] Physical Media | Network Media] Canfiguration
—|- 5% Standard Floppy disk controller
: @ Floppry disk drive Crouble-click on the Physical Media to toggle the Ywiite Blocked status.
=I-%2 Primary IDE Channel - - — -
= TBM-DTTA-350640 Physical .Medla | Descnptl_on : | Wolumes | 'wiite Blocked
148 Secondary IDE Channel FloppyDrivel Floppy disk drive A es
: 7 CdRomDrived SONY DVD Rw DRU-5304 | ez
GA) SONY DVD RW DRU-G30A HardDrivel (System Drive]  IBM-DTTA-250640 i No
= % Adaptec SCSI Card 29160 - Ultrals0 5C | | HardDrivel FUJITSU MAG3I091L SUMS.0G 5CS1.. ) No
(=0 FUJITSU MAG3091L SUNS.0G SCSIT | | HardDrive2 QUAMTUM ATLASTOK 18 SCASC.. D Yes
@ quanTUM ATLASIOK3_18_SCA 5CE | | HardDiived USB20  HS-CF USE Device E ‘Yes
= % LISE Mass Starage Device HardDrived USB2.0  H5-MS USE Device F hEH
; : HardDrive5 USB2.0  HS5-5M USE Device G Yes
LUsBz.0 H3-CF USE D
aoen Lot Lop Do HardDriveg USB20  HS-SD/MMCUSE Device  H Yes
' ) HardDrive? LExAR JUMFDRIVE SPORT USBD.. K No
Lsez.0 HS-SD{MMC USE Device
UsE2.0 H5-5M SE Device
= % USE Mass Storage Device
=0 LEXAR JUMPDRIVE SPORT LISE Devi
Metwork Drives
< 5 3 | = .
HardDrivei: Create EBElocked
HardDrivei: Create Blocked
HardDriwvei: Create Blocked
Ready
9.29.4. Hard disk hash results
Drive
e Computed SHA1 Value
Identification
. . Before 233283A966083375DE84FOCF2B4A2BCEC73BC974
\\.\PhysicalDrive2 |P
After 233283A966083375DE84FOCF2B4A2BCEC73BC974

9.29.5. Test results analysis

The tool produced the expected result. The DROP operation failed with a write protection error message, 3
blocked commands (CREATE) were logged by the write blocker tool, and the hash value of the target disk
was unchanged after the test.
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9.30 Test case SWB-30

This case tests the tool’s compliance with mandatory assertion SWB-AM-10 and optional assertion SWB-
AO0-08. The expected result of this test is that the SAVE AS operation will fail with an 1/0 error, one or
more blocked commands will be logged by the write blocker, and the disk hash of the test disk will be
unchanged by the test.

9.30.1. Hard disk configuration

L Computer Management \'—_||E|E|
Q File  #chion  View  Window  Help == J
= m R EE
B Computer Management (Local) yalume Layout | Type | File Systerm | Skakus | Capaci
=i, System Taals = Partition Basic Healthy (Unknown Partlion)  2.93 G
+1- (] Event Viswer = Partition Basic Healthy (Unknown Partition) 204 ME
i3 % Shared Folders =T Parttion Basic MTFS Healthy (System) 605G
21§84 Local Users and Groups =T Parttion Basic FAT Healthy [Active) 1004 1
4
vl Performance Lags and Alerts | —yne . volume (3:) Partition Basic  WTFS Healthy 843G
s, Dewvice Manager
= @ Storage
+ Removable Storage
Disk Defragmenter
S < | s
anagernent S
[+ Services and Applications : ~
% EFpisk 0 fs | -
Basic {C)
E\.EI_S GE | 6.05 5B MTFS
online Healthy {Syskem)
Ppisk 1 1
Basic New Yolume (3:)
8.4_3 GE | 8.43 GB MNTFS
Online Healthy
EPpisk 2 — | i __--
Basic (D) ]
1?-_12 =B 1004 F || 494 M 22,9356+ | 9.03 GE 204 |3
Cnling |Health | |Unalle § |Free s 8 Healthy ! |Unallocab | |[Heal ||Ur
S/CD-ROM 0
DD (T2
Mo Media ~
< | % ||l Unallocated W Primary partition [l Extended partition [ Free space
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9.30.2. Write blocker configuration

¥ WriteBlocker XP
File Wiews Tools Help

He v
=18 Local Devices Physical Media | Network Media | Configuration
—|- %2 standard floppy disk cantraller
@ Flappy disk drive Double-click on the Physical Media ta toggle the 'wiits Blocked status.
=1 %2 Primary IDE Channel - - —_ -
=) IBM-DTTA-350640 Phyzical lMedla | Descnptl_on : | Wolu... | Wwite Blocked
5.4 Secondary IDE Charnel FIDpp}anyeD Floppy digk drive A e
TP <onY DYD R DRU-S304 CdRomDrivel SOMY DD Rwf DRU-530& | es
S HardDrived [S...  IBM-DTTA-350640 C Mo
- € Adaptec SCSI Card 29160 - Ulralé0 5C | | HardDrivel FUJITSU MAG3091L SUM.0G 5CS1.. J Yes
% FLUIITSU MAG3091L SUND.0G SCST T HardDrive2 QUANTLIM ATLASTOK3 18 SCASC.. D Yes
QUANTUM ATLAS10KS_15_SCA SCE HardDrives UsSB2.0 HS5-CF USE Device E es
- % LISE Mass Storage Device :afgg'i\"e; Hgggg :gglhsfl Hgg gevice E $BS
N ardDrive! : - evice ez
i %'i'BL;:j:SJtﬂZE;R;:EE:ORT PEPM | HadDriveE  USB20  HS-SD/MMC USE Device  H Yes
) HardDrive? LE¥AR JUMPDRIVE SPORT USB D... K Mo
UsBz.0 H3-CF USE Device
USBZ.0  HS-MS USE Device
U3Ez.0 HS-S0{MMC USE Device
UsSEZ.0 H5-3M LISE Device
[&F Metwark Drives
< | 3 | 1% X

iHardDrivel: Create Elocked
HardDrivel: Create EBlocked
HardDlriwvel: Create Blocked
iHardDriwvel: Create Blocked

Ready
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9.30.3.

Test output summary

[ TestZ.txt - Notepad
Fil it Format

Test Data

January 2008

Save i

Desktap

My Documents

<

iy Metwork

e Local Disk [D:]

1 _RESTORE
(Z3My Documents

| Program Files

) System Volume Information
(IWINDOWS

- | BOOTLOG. TXT

| DETLOG.TAT

|| SETUPLOG. TAT

Disk Tt is write-protected.
4 file cannok be saved on & write-protected disk.

File name: Test2 bt

Save a8 lipe; Text Documents [* ]

Encoding
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¥ WriteBlocker, XP EEX

File ‘View Tools Help

= i

=[5 Locsl Devices
= &% Standard floppy disk controller
@ Floppy disk drive
= &% Primary IDE Channel
) IBM-DTTA-350840
= &% Secondary IDE Channel
) SONY DVD RW DRU-530A
= €& Adapter SCST Card 29160 - Lkra160 5C
&3 FUIITSU MAG3091L SUNS.0G SCSTT
(@) QUANTUIM ATLAS10K3_18_5CA 5C5
= & UsE Mass Storage Device
USB2,0  HS-CF LISE Device
USE2,0  Hs-M5 USB Device
USB2,0  HS-SDJMMC USE Device
USE2,0  Hs-SM USB Davice
= &2 UUSE Mass Storage Device
& LEXAR JUMPDRIVE SPORT LISE Devi
Netwark Drives

i X

Physical Media [ Netwark Media | Configuration |

Double-click on the Physical bedia ta taggle the Wike Blacked status

Physical Media | Description | Volumes | white Blocked
FlappyDrivel Floppy disk difve A Yes
CdRomDrivel SOMY DWD Rw DRL-G308 | Yes
HardDrived (System Diive]  IBM-DTTA-350540 C Ho
HardDiive FUJITSU MAG3091L SUNSLOG SCSL... | No
HardDriveZ BUANTUM ATLASTO0KS 18 SCA4 SC s} es
HardDrive3 usez0 HS-CF USB Device E; Yes
HardDrived USBZ0  HS-MS USE Device F Yes
HardDrive§ USB20  HS-SM USB Device G Yes
HardDriveb usez0 HS-5D/MMC LISB Device  H Yes
HardDiive? CESER JUMPDFIVE SPORT USE DK Ha
< >

HardDrivez: Create Blocksd
HardDrivez: Create Blocked

Ready

9.30.4.

Hard disk hash results

Drive
Identification

Computed

SHAI1 Value

\\.\PhysicalDrive2

Before

233283A966083375DE84FOCF2B4A2BCEC73BC974

After

233283A966083375DE84FOCF2B4A2BCEC73BC974

9.30.5.

Test results analysis

The tool produced the expected result. The drag and drop operation failed with a write protection error, the
tool logged two blocked commands (CREATE) and the protected drive was not altered.
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Appendix A — Sample Logfile Listings

Figure A-1 — Logfile output listing for test SWB-01

NIST Software Write Blocker Test Suite V1.2
Wed Aug 17 11:01:27 2005

Test case: SWB-01
Command set: RWOVU
Number of drives: 1

Protection pattern: U
Test administered by: DPA

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

IRP Function Code Result
IRP_MJ_CREATE (0x00) ALLOWED
IRP_MJ_CREATE_NAMED_PIPE (0x01) ALLOWED
IRP_MJ_CLOSE (0x02) ALLOWED
IRP_MJ_READ (0x03) ALLOWED
IRP_MJ_WRITE (0x04) ALLOWED
IRP_MJ_QUERY_ INFORMATION (0x05) ALLOWED
IRP_MJ_SET INFORMATION (0Ox06) ALLOWED
IRP_MJ_QUERY_EA (0x07) ALLOWED
IRP_MJ_SET_EA (0x08) ALLOWED
IRP_MJ_FLUSH_BUFFERS (0x09) ALLOWED

IRP_MJ_QUERY_VOLUME_INFORMATION  (OxOA) ALLOWED
IRP_MJ_SET_VOLUME_INFORAMATION (Ox0B) ALLOWED

IRP_MJ_DIRECTORY_CONTROL (0Ox0C) ALLOWED
IRP_MJ_FILE_SYSTEM_CONTROL (Ox0D) ALLOWED
IRP_MJ_DEVICE_CONTROL (OxOE) ALLOWED
IRP_MJ_SCSI (Ox0F)

SCSI1 Operation Opcode

TEST_UNIT_READY (0x00) ALLOWED
REWIND (0x01) ALLOWED
VENDOR_SPECIFIC_CDB (0x02) ALLOWED
REQUEST_SENSE (0x03) ALLOWED
FORMAT_UNIT (0x04) ALLOWED
READ_BLOCK_LIMITS (0x05) ALLOWED
VENDOR_SPECIFIC_CDB (0x06) ALLOWED
REASSIGN_BLOCKS (0x07) ALLOWED
READ6 (0x08) ALLOWED
VENDOR_SPECIFIC_CDB (0x09) ALLOWED
WRITE6 (Ox0A) ALLOWED
SEEK6 (Ox0B) ALLOWED
VENDOR_SPECIFIC_CDB (0x0C) ALLOWED
VENDOR_SPECIFIC_CDB (0Ox0D) ALLOWED
VENDOR_SPECIFIC_CDB (OxOE) ALLOWED
READ_REVERSE6 (OxOF) ALLOWED
WRITE_FILEMARKS (0x10) ALLOWED
SPACE (Ox11) ALLOWED
INQUIRY (0x12) ALLOWED
VERIFY6 (0x13) ALLOWED
RECOVER_BUF_DATA (0x14) ALLOWED
MODE_SELECT (0x15) ALLOWED
RESERVE_UNIT (0x16) ALLOWED
RELEASE_UNIT (0x17) ALLOWED
COPY (0x18) ALLOWED
ERASE (0x19) ALLOWED
MODE_SENSE (Ox1A) ALLOWED
START_STOP_UNIT (0x1B) ALLOWED
RECEIVE_DIAGNOSTIC (0x1C) ALLOWED
SEND_DIAGNOSTIC (0x1D) ALLOWED
MEDIUM_REMOVAL (OX1E) ALLOWED
UNDEFINED_CDB (Ox1F) ALLOWED
VENDOR_SPECIFIC_CDB (0x20) ALLOWED
VENDOR_SPECIFIC_CDB (0x21) ALLOWED
VENDOR_SPECIFIC_CDB (0x22) ALLOWED
VENDOR_SPECIFIC_CDB (0x23) ALLOWED
SET_WINDOW (0x24) ALLOWED
READ_CAPACITY (0x25) ALLOWED
VENDOR_SPECIFIC_CDB (0x26) ALLOWED
VENDOR_SPECIFIC_CDB (Ox27) ALLOWED
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Figure A-1 — Logfile output listing for test SWB-01

READ10
READ_GENERAT ION
WRITEL1O0

SEEK10

ERASE10
VENDOR_SPECIFIC_CDB
WRITE_AND_VERIFY10
VERIFY
SEARCH_DATA_HIGH
SEARCH_DATA_EQUAL
SEARCH_DATA_LOW
SET_LIMITS
READ_POSITION
SYNCHRONIZE_CACHE
LOCK_UNLOCK_CACHE
READ_DEFECT_DATA
MEDIUM_SCAN
COMPARE
COPY_COMPARE
WRITE_DATA_ BUFF
READ_DATA_BUFF
UNDEFINED_CDB
READ_LONG10
WRITE_LONG10
CHANGE_DEFINITION
WRITE_SAME10
READ_SUB_CHANNEL
READ_TOC
READ_HEADER
PLAY_AUDIO
GET_CONFIGURATION
PLAY_AUDIO_MSF
PLAY_TRACK_INDEX
PLAY_TRACK_RELATIVE
GET_EVENT_STATUS
PAUSE_RESUME
LOG_SELECT
LOG_SENSE
STOP_PLAY_SCAN
UNDEFINED_CDB
XDWRITE10
XPWRITEL1O0

XDREAD10
XDWRITucReadl10
SEND_OPC_ INFORMAT ION
MODE_SELECT10
RESERVE_UNIT10
RELEASE_UNIT10
REPAIR_TRACK
UNDEFINED_CDB
MODE_SENSE10
CLOSE_TRACK_SESSION
READ_BUFFER_CAPACITY
SEND_CUE_SHEET

(0x28)
(0x29)
(0x2A)
(0x2B)
(0x2C)
(0x2D)
(Ox2E)
(Ox2F)
(0x30)
(0x31)
(0x32)
(0x33)
(0x34)
(0x35)
(0x36)
(0x37)
(0x38)
(0x39)
(Ox3A)
(0x3B)
(0x3C)
(0x3D)
(Ox3E)
(0x3F)
(0x40)
(0x41)
(0x42)
(0x43)
(0x44)
(0x45)
(0x46)
(Ox47)
(0x48)
(0x49)
(Ox4A)
(0x4B)
(0x4C)
(0x4D)
(Ox4E)
(Ox4F)
(0x50)
(0x51)
(0x52)
(0x53)
(0x54)
(0x55)
(0x56)
(0x57)
(0x58)
(0x59)
(Ox5A)
(0x5B)
(Ox5C)
(0x5D)

PERSTSTENT RESERVE_IN (OX5E)
PERSISTENT_RESERVE_OUT (OX5F)

UNDEFINED_CDB
UNDEFINED_CDB
UNDEF INED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEF INED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEF INED_CDB
UNDEFINED_CDB
UNDEFINED_CDB

(0x60)
(0x61)
(0x62)
(0x63)
(0x64)
(0x65)
(0x66)
(Ox67)
(0x68)
(0x69)
(Ox6A)
(0x6B)
(0x6C)
(0x6D)
(Ox6E)
(Ox6F)
(0x70)
(Ox71)
(0x72)
(0x73)

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
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Figure A-1 — Logfile output listing for test SWB-01

UNDEF INED_CDB (Ox74) ALLOWED
UNDEF INED_CDB (0x75) ALLOWED
UNDEF INED_CDB (0x76) ALLOWED
UNDEF INED_CDB (Ox77) ALLOWED
UNDEF INED_CDB (0x78) ALLOWED
UNDEF INED_CDB (0x79) ALLOWED
UNDEF INED_CDB (OX7A) ALLOWED
UNDEF INED_CDB (0x7B) ALLOWED
UNDEF INED_CDB (0x7C) ALLOWED
UNDEF INED_CDB (0x7D) ALLOWED
UNDEF INED_CDB (OX7E) ALLOWED
UNDEF INED_CDB (OX7F) ALLOWED
XDWRITE_EXTENDED (0x80) ALLOWED
REBUILD (0x81) ALLOWED
REGENERATE (0x82) ALLOWED
EXTENDED_COPY (0x83) ALLOWED
RECEIVE_COPY_RESULTS  (0x84) ALLOWED
ATA_PASSTHROUGH16 (0x85) ALLOWED
ACCESS_CONTROL_IN (0x86) ALLOWED
ACCESS_CONTROL_OUT (0x87) ALLOWED
READ16 (0x88) ALLOWED
UNDEFINED_CDB (0x89) ALLOWED
WRITEL6 (0x8A) ALLOWED
UNDEF INED_CDB (0x8B) ALLOWED
READ_ATTRIBUTE (0x8C) ALLOWED
WRITE_ATTRIBUTE (0x8D) ALLOWED
WRITE_AND_VERIFY16 (OX8E) ALLOWED
VERIFY16 (Ox8F) ALLOWED
PRE-FETCH16 (0x90) ALLOWED
SYNCHRONIZE_CACHE16 (0x91) ALLOWED
LOCK-UNLOCK CACHE (0x92) ALLOWED
WRITE_SAME16 (0x93) ALLOWED
UNDEFTNED_CDB (0x94) ALLOWED
UNDEF INED_CDB (0x95) ALLOWED
UNDEF INED_CDB (0x96) ALLOWED
UNDEF INED_CDB (0x97) ALLOWED
UNDEF INED_CDB (0x98) ALLOWED
UNDEF INED_CDB (0x99) ALLOWED
UNDEF INED_CDB (0x9A) ALLOWED
UNDEF INED_CDB (0x9B) ALLOWED
UNDEF INED_CDB (0x9C) ALLOWED
UNDEF INED_CDB (0x9D) ALLOWED
UNDEF INED_CDB (OX9E) ALLOWED
UNDEF INED_CDB (Ox9F) ALLOWED
REPORT_LUNS (OXxA0) ALLOWED
ATA_PASSTHROUGH12 (OxA1) ALLOWED
SEND_EVENT (0xA2) ALLOWED
SEND_KEY (0xA3) ALLOWED
REPORT_KEY (0xA4) ALLOWED
MOVE_MED 1UM (OXA5) ALLOWED
LOAD_UNLOAD_SLOT (OxA6) ALLOWED
SET_READ_AHEAD (OXAT) ALLOWED
READ12 (0xA8) ALLOWED
UNDEF INED_CDB (0xA9) ALLOWED
WRITE12 (OxAA) ALLOWED
UNDEF INED_CDB (OxAB) ALLOWED
ERASE12 (OXAC) ALLOWED
READ_DVD_STRUCTURE (OXAD) ALLOWED
WRITE_AND_VERIFY12 (OXAE) ALLOWED
VERIFY12 (OXAF) ALLOWED
SEARCH_DATA_HIGH12 (0xB0) ALLOWED
SEARCH_DATA_EQUAL12 (0xB1) ALLOWED
SEARCH_DATA_LOW12 (0xB2) ALLOWED
SET_LIMITS12 (0xB3) ALLOWED
READ_ELEMENT_STATUS_AT (OxB4) ALLOWED
REQUEST_VOL_ELEMENT (OxB5) ALLOWED
SEND_VOLUME_TAG (0xB6) ALLOWED
READ_DEFECT DATA12 (OxB7) ALLOWED
READ_ELEMENT_STATUS (0xB8) ALLOWED
READ_CD_MSF12 (0xB9) ALLOWED
SCANT2 (OXxBA) ALLOWED
SET_CDROM_SPEED12 (OxBB) ALLOWED
PLAY_CD12 (OxBC) ALLOWED
MECHANISM_STATUS (OxBD) ALLOWED
READ_CD12 (OXBE) ALLOWED
SEND_DVD_STRUCTURE (OXBF) ALLOWED
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Figure A-1 — Logfile output listing for test SWB-01

VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB

IRP_MJ_SHUTDOWN
IRP_MJ_LOCK_CONTROL
IRP_MJ_CLEANUP

(0xCO0)
(OxC1)
(0xC2)
(OxC3)
(0xC4)
(0xC5)
(0xC6)
(OxC7)
(0xC8)
(0xC9)
(OxCA)
(OXCB)
(OxCC)
(OxCD)
(OXCE)
(OxCF)
(OxD0)
(OxD1)
(0xD2)
(OxD3)
(OxD4)
(OxD5)
(OxD6)
(OxD7)
(0OxD8)
(OxD9)
(OXDA)
(OxDB)
(OxDC)
(OxDD)
(OxDE)
(OxDF)
(OXEQ)
(OxE1)
(OxE2)
(OXE3)
(OxE4)
(OxE5)
(OXE6)
(OXET7)
(OxE8)
(OXE9)
(OxEA)
(OxEB)
(OXEC)
(OXED)
(OXEE)
(OXEF)
(OxFO0)
(OxF1)
(OxF2)
(OxF3)
(OxF4)
(OXF5)
(OxF6)
(OxF7)
(OxF8)
(OxF9)
(OxFA)
(OXFB)
(OxFC)
(OxFD)
(OXFE)
(OxFF)

IRP_MJ_CREATE_MAILSLOT

IRP_MJ_QUERY_SECURITY
IRP_MJ_SET_SECURITY
IRP_MJ_POWER
IRP_MJ_SYSTEM_CONTROL
IRP_MJ_DEVICE_CHANGE
IRP_MJ_QUERY_QUOTA
IRP_MJ_SET_QUOTA

(0x10)
(0x11)
(0x12)
(0x13)
(0x14)
(0x15)
(0x16)
(0x17)
(0x18)
(0x19)
(Ox1A)

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED

January 2008

Page 143 of 151

Results for Writeblocker XP V6.10.0




Figure A-1 — Logfile output listing for test SWB-01

IRP_MJ_PNP (0x1B) ALLOWED

TEST RESULTS SUMMARY

Test Category Al lowed Blocked Total
Read IRP"s ...... ... ....... 4 0 4
Write IRP"s .. ............. 8 0 8
Other IRP"s . ... ... ........ 15 0 15
Read CDB"S ................ 27 0 27
Write CDB"S ................ 34 0 34
Other CDB®"S ......ccooooo... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
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Figure A-2 — Logfile output listing for test SWB-02

NIST Software Write Blocker Test Suite V1.2
Wed Aug 17 11:01:27 2005

Test case: SWB-01
Command set: RWOVU
Number of drives: 1

Protection pattern: U
Test administered by: DPA

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

IRP Function Code Result
IRP_MJ_CREATE (0x00) ALLOWED
IRP_MJ_CREATE_NAMED_PIPE (0x01) ALLOWED
IRP_MJ_CLOSE (0x02) ALLOWED
IRP_MJ_READ (0x03) ALLOWED
IRP_MJ_WRITE (0x04) ALLOWED
IRP_MJ_QUERY_ INFORMATION (0x05) ALLOWED
IRP_MJ_SET_INFORMATION (0Ox06) ALLOWED
IRP_MJ_QUERY_EA (0x07) ALLOWED
IRP_MJ_SET_EA (0x08) ALLOWED
IRP_MJ_FLUSH_BUFFERS (0x09) ALLOWED

IRP_MJ_QUERY_VOLUME_INFORMATION  (OXO0A) ALLOWED
IRP_MJ_SET_VOLUME_INFORAMAT ION (Ox0B) ALLOWED

IRP_MJ DIRECTORY_CONTROL (0Ox0C) ALLOWED
IRP_MJ_FILE_SYSTEM_CONTROL (Ox0D) ALLOWED
IRP_MJ_DEVICE_CONTROL (OXOE) ALLOWED
IRP_MJ_SCSI (Ox0F)

SCS1 Operation Opcode

TEST_UNIT_READY (0x00) ALLOWED
REWIND (0x01) ALLOWED
VENDOR_SPECIFIC_CDB (0x02) ALLOWED
REQUEST SENSE (0x03) ALLOWED
FORMAT_UNIT (0x04) ALLOWED
READ_BLOCK_LIMITS (0x05) ALLOWED
VENDOR_SPECIFIC_CDB (0x06) ALLOWED
REASSIGN_BLOCKS (0x07) ALLOWED
READ6 (0x08) ALLOWED
VENDOR_SPECIFIC_CDB (0x09) ALLOWED
WRITE6 (0x0A) ALLOWED
SEEK6 (0x0B) ALLOWED
VENDOR_SPECIFIC_CDB (Ox0C) ALLOWED
VENDOR_SPECIFIC_CDB (0x0D) ALLOWED
VENDOR_SPECIFIC_CDB (OxOE) ALLOWED
READ_REVERSE6 (Ox0F) ALLOWED
WRITE_FILEMARKS (0x10) ALLOWED
SPACE (Ox11) ALLOWED
INQUIRY (0x12) ALLOWED
VERIFY6 (0x13) ALLOWED
RECOVER_BUF_DATA (0x14) ALLOWED
MODE_SELECT (0x15) ALLOWED
RESERVE_UNIT (0x16) ALLOWED
RELEASE_UNIT (Ox17) ALLOWED
COPY (0x18) ALLOWED
ERASE (0x19) ALLOWED
MODE_SENSE (Ox1A) ALLOWED
START_STOP_UNIT (0x1B) ALLOWED
RECEIVE_DIAGNOSTIC (0x1C) ALLOWED
SEND_DIAGNOSTIC (0x1D) ALLOWED
MEDIUM_REMOVAL (Ox1E) ALLOWED
UNDEFINED_CDB (Ox1F) ALLOWED
VENDOR_SPECIFIC_CDB (0x20) ALLOWED
VENDOR_SPECIFIC_CDB (0x21) ALLOWED
VENDOR_SPECIFIC_CDB (0x22) ALLOWED
VENDOR_SPECIFIC_CDB (0x23) ALLOWED
SET_WINDOW (0x24) ALLOWED
READ_CAPACITY (0x25) ALLOWED
VENDOR_SPECIFIC_CDB (0x26) ALLOWED
VENDOR_SPECIFIC_CDB (Ox27) ALLOWED
READ10 (0x28) ALLOWED
READ_GENERAT ION (0x29) ALLOWED
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Figure A-2 — Logfile output listing for test SWB-02

WRITE1O

SEEK10

ERASE10
VENDOR_SPECIFIC_CDB
WRITE_AND_VERIFY10
VERIFY
SEARCH_DATA_HIGH
SEARCH_DATA_ EQUAL
SEARCH_DATA_LOW
SET_LIMITS
READ_POSITION
SYNCHRON I1ZE_CACHE
LOCK_UNLOCK_CACHE
READ_DEFECT_DATA
MEDIUM_SCAN
COMPARE
COPY_COMPARE
WRITE_DATA_BUFF
READ_DATA_BUFF
UNDEFINED_CDB
READ_LONG10
WRITE_LONG10
CHANGE_DEFINITION
WRITE_SAME10
READ_SUB_CHANNEL
READ_TOC
READ_HEADER
PLAY_AUDIO
GET_CONFIGURATION
PLAY_AUDIO_MSF
PLAY_TRACK_INDEX
PLAY_TRACK_RELATIVE
GET_EVENT_STATUS
PAUSE_RESUME
LOG_SELECT
LOG_SENSE
STOP_PLAY_SCAN
UNDEFINED_CDB
XDWRITE10
XPWRITE10

XDREAD10
XDWR1TucReadl10
SEND_OPC_ INFORMAT ION
MODE_SELECT10
RESERVE_UNIT10
RELEASE_UNIT10
REPAIR_TRACK
UNDEFINED_CDB
MODE_SENSE10
CLOSE_TRACK_SESSION
READ_BUFFER_CAPACITY
SEND_CUE_SHEET

(Ox2A)
(0x2B)
(0x2C)
(0x2D)
(Ox2E)
(0x2F)
(0x30)
(0x31)
(0x32)
(0x33)
(0x34)
(0x35)
(0x36)
(0x37)
(0x38)
(0x39)
(0x3A)
(0x3B)
(0x3C)
(0x3D)
(OX3E)
(Ox3F)
(0x40)
(0x41)
(0x42)
(0x43)
(0x44)
(0x45)
(0x46)
(0x47)
(0x48)
(0x49)
(Ox4A)
(0x4B)
(0Ox4C)
(0x4D)
(Ox4E)
(Ox4F)
(0x50)
(0x51)
(0x52)
(0x53)
(0x54)
(0x55)
(0x56)
(Ox57)
(0x58)
(0x59)
(Ox5A)
(Ox5B)
(0x5C)
(0x5D)

PERSTSTENT RESERVE_IN (OX5E)
PERSISTENT_RESERVE_OUT (OX5F)

UNDEFINED_CDB
UNDEF INED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEF INED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEF INED_CDB
UNDEFINED_CDB
UNDEFINED_CDB
UNDEF INED_CDB
UNDEFINED_CDB
UNDEFINED_CDB

(0x60)
(0x61)
(0x62)
(0x63)
(0x64)
(0x65)
(0x66)
(0Ox67)
(0x68)
(0x69)
(Ox6A)
(0x6B)
(0x6C)
(Ox6D)
(OX6E)
(Ox6F)
(0x70)
(0x71)
(0x72)
(0x73)
(0x74)
(Ox75)

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
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Figure A-2 — Logfile output listing for test SWB-02

UNDEF INED_CDB (0x76) ALLOWED
UNDEF INED_CDB (Ox77) ALLOWED
UNDEF INED_CDB (0x78) ALLOWED
UNDEF INED_CDB (0x79) ALLOWED
UNDEF INED_CDB (OX7A) ALLOWED
UNDEF INED_CDB (0x7B) ALLOWED
UNDEF INED_CDB (0x7C) ALLOWED
UNDEF INED_CDB (0x7D) ALLOWED
UNDEF INED_CDB (OX7E) ALLOWED
UNDEF INED_CDB (OX7F) ALLOWED
XDWRITE_EXTENDED (0x80) ALLOWED
REBUILD (0x81) ALLOWED
REGENERATE (0x82) ALLOWED
EXTENDED_COPY (0x83) ALLOWED
RECEIVE_COPY_RESULTS  (0x84) ALLOWED
ATA_PASSTHROUGH16 (0x85) ALLOWED
ACCESS_CONTROL_IN (0x86) ALLOWED
ACCESS_CONTROL_OUT (0x87) ALLOWED
READ16 (0x88) ALLOWED
UNDEF INED_CDB (0x89) ALLOWED
WRITE16 (0x8A) ALLOWED
UNDEF INED_CDB (0x8B) ALLOWED
READ_ATTRIBUTE (0x8C) ALLOWED
WRITE_ATTRIBUTE (0x8D) ALLOWED
WRITE_AND_VERIFY16 (Ox8E) ALLOWED
VERIFY16 (Ox8F) ALLOWED
PRE-FETCH16 (0x90) ALLOWED
SYNCHRONIZE_CACHE16 (0x91) ALLOWED
LOCK-UNLOCK CACHE (0x92) ALLOWED
WRITE_SAME16 (0x93) ALLOWED
UNDEFTNED_CDB (0x94) ALLOWED
UNDEF INED_CDB (0x95) ALLOWED
UNDEF INED_CDB (0x96) ALLOWED
UNDEF INED_CDB (0x97) ALLOWED
UNDEF INED_CDB (0x98) ALLOWED
UNDEF INED_CDB (0x99) ALLOWED
UNDEF INED_CDB (0x9A) ALLOWED
UNDEF INED_CDB (0x9B) ALLOWED
UNDEF INED_CDB (0x9C) ALLOWED
UNDEF INED_CDB (0x9D) ALLOWED
UNDEF INED_CDB (OXx9E) ALLOWED
UNDEF INED_CDB (Ox9F) ALLOWED
REPORT_LUNS (OxA0) ALLOWED
ATA_PASSTHROUGH12 (0xAL) ALLOWED
SEND_EVENT (0xA2) ALLOWED
SEND_KEY (0xA3) ALLOWED
REPORT_KEY (0xA4) ALLOWED
MOVE_MED 1UM (OXA5) ALLOWED
LOAD_UNLOAD_SLOT (0xA6) ALLOWED
SET_READ_AHEAD (OXA7) ALLOWED
READ12 (0xA8) ALLOWED
UNDEF INED_CDB (0xA9) ALLOWED
WRITEL2 (OXAA) ALLOWED
UNDEF INED_CDB (OxAB) ALLOWED
ERASE12 (OXAC) ALLOWED
READ_DVD_STRUCTURE (OXxAD) ALLOWED
WRITE_AND_VERIFY12 (OXAE) ALLOWED
VERIFY12 (OXAF) ALLOWED
SEARCH_DATA_HIGH12 (0xB0) ALLOWED
SEARCH_DATA_EQUAL12 (0xB1) ALLOWED
SEARCH_DATA_LOW12 (0xB2) ALLOWED
SET_LIMITS12 (0xB3) ALLOWED
READ_ELEMENT_STATUS_AT (OxB4) ALLOWED
REQUEST_VOL_ELEMENT (OxB5) ALLOWED
SEND_VOLUME_TAG (0xB6) ALLOWED
READ_DEFECT_DATA12 (OxB7) ALLOWED
READ_ELEMENT_STATUS (0xB8) ALLOWED
READ_CD_MSF12 (0xB9) ALLOWED
SCANTI2 (OxBA) ALLOWED
SET_CDROM_SPEED12 (OxBB) ALLOWED
PLAY_CD12 (OXBC) ALLOWED
MECHANISM_STATUS (OxBD) ALLOWED
READ_CD12 (OXBE) ALLOWED
SEND_DVD_STRUCTURE (OXBF) ALLOWED
VENDOR_SPECIFIC_CDB (0xC0) ALLOWED
VENDOR_SPECIFIC_CDB (0xC1) ALLOWED
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Figure A-2 — Logfile output listing for test SWB-02

VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB
VENDOR_SPECIFIC_CDB

IRP_MJ_SHUTDOWN
IRP_MJ_LOCK_CONTROL
IRP_MJ_CLEANUP

(0xC2)
(OxC3)
(0xC4)
(OxC5)
(OxC6)
(OxC7)
(0xC8)
(0xC9)
(OXCA)
(OxCB)
(OxCC)
(OXCD)
(OxCE)
(OxCF)
(0xDO0)
(0OxD1)
(0xD2)
(0xD3)
(0xD4)
(OxD5)
(OxD6)
(OxD7)
(OxD8)
(0xD9)
(OxDA)
(OxDB)
(OxDC)
(OxDD)
(OxDE)
(OXDF)
(OxEO)
(OxE1)
(OXE2)
(OXE3)
(OxE4)
(OXE5)
(OxE6)
(OXE7)
(OXE8)
(OxE9)
(OxEA)
(OXEB)
(OXEC)
(OXED)
(OXEE)
(OXEF)
(OxFO0)
(OxF1)
(OxF2)
(OxF3)
(OxF4)
(OxF5)
(OxF6)
(OXF7)
(OxF8)
(OxF9)
(OXFA)
(OxFB)
(OxFC)
(OXFD)
(OXFE)
(OxFF)

IRP_MJ_CREATE_MAILSLOT

IRP_MJ_QUERY_SECURITY
IRP_MJ_SET_SECURITY
IRP_MJ_POWER
IRP_MJ_SYSTEM_CONTROL
IRP_MJ_DEVICE_CHANGE
IRP_MJ_QUERY_QUOTA
IRP_MJ_SET_QUOTA
IRP_MJ_PNP

(0x10)
(0x11)
(0x12)
(0x13)
(0x14)
(0x15)
(0x16)
(Ox17)
(0x18)
(0x19)
(Ox1A)
(0x1B)

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
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Figure A-2 — Logfile output listing for test SWB-02

TEST RESULTS SUMMARY

Test Category Al lowed Blocked Total
Read IRP"s ................. 4 0 4
Write IRP"s ... ............ 8 0 8
Other IRP"s .. ... ... ....... 15 0 15
Read CDB"S .......cccooo... 27 0 27
Write CDB"S ... -cooooooon. 34 0 34
Other CDB"S . ... ..o coooo... 62 0 62
Vendor SPecific CDB"s ...... 80 0 80
Undefined CDB"s............. 53 0 53
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Appendix B — Filter Driver Load Orders

i% Filter Driver Load Order

o)X

Filter Driver Load Order 1.0.004
Disk Drives Filter Position Filter Driver # Object
=}C35L040AVERLTD 4 Upper Class Filter  Parthdar
S ST3102104 ) Device Object  ICIEL040AVERD7-0
& QUANTUM ATLASIDRS B‘SI:.&' + Lower Class Fiter PITCHER
&9 SEABATE STA7MOGLCSCSIDil | | - 0 o oo
& Eaah JUMEDBIVE SEORT SR 1 Lowser Clazs Filter  CATCHER
= USB20  HS-CF USE Device
= USB20  HS5-M5 USE Device
=3 USBZ0  HS-SD/MMCUSE Del  iorsion Information
= USB2.0  HS5-5M USE Device :
CD/DVD Devices R
File Locatian:

-5 SONY DVD Rw DRIL-G308

File D escription:
File Wergion:
Product M ame:
Product Version:
Compaty Marme:

Copuright;

2 2000-2002 busTRACE Technologies LLC, All rights reserved. hittp: Advvaw bustrace. com About ] [ E «it ]

EEX

1.0.004

i% Filter Driver Load Order

Filter Driver Load Order

Digk Drives
= |C35L0408VERDT-O
=3 5T3102108

Filker Pozition

L Upper Clazs Filter
@ Device Object

Filter Drriveer # Object
Parthdgr

GUAMTIUM ATLASTOKI 18 SCA SC51 Disk Device

E=FOUANTUM ATLASTOKS i)
= SEAGATE ST373405LC 5CS51 Disl
= LEx4R JUMPDRIVE SPORT USE

+ Lower Clazs Filter PITCHER
L Lower Clazs Filter NTWEPM
1 Lower Class Fiker  CATCHER

= USB20  HS-CF USE Device
= USB20  HSMS USB Device
=) USB20  HSSDMMCUSE De  orsion Infarmation
=y USB20  HS-SM LISB Device :
CD/DVD Devices R
File: Location:

-5 SONY DVD Rw DRIL-G308

File D escription:
File Wergion:
Product M ame:
Product Version:
Compaty Marme:

Copuright;

2 2000-2002 busTRACE Technologies LLC, All rights reserved. hittp: Advvaw bustrace. com Abiout ] [ E «it
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i% Filter Driver Load Order |- ” [ql

Filter Driver Load Order 1.0.004
Disk Drives Filter Positian Filter Diriver # Object

&9 IC3LIANRYERDT-0 L Upper Class Filter  Parthar

£ ST102104 ) Device Object  SEAGATE ST373405LC SCSI Disk Device

S QUANTUM ATLASTORITESCAY | ) ) e Clacs Fiter PITCHER

1 Lower Class Filker  NTWwWEPM
4 Lower Class Fiker  CATCHER

= LE.‘X.&H JLIMF'DFH'V'E SPORT USE
= USE20  HS-CF USE Device
= USE20  HS-MS USE Device
=p USB20  HS-SDAMMCUSE Del iarsion Information

= USB20  HS-5M USE Device :
CO/OVD Devices Driver Name:
2=y SOMNY D¥D Rw DRU-G304 Filz Lacation;

File D escription:

File Wergion:
Praduct Mame:
Product Vergion:
Company Marne:

Copyright:

£ J >

2 2000-2002 busTRACE Technologies LLC, All rights rezerved. hittp: A v bustrace com About ] ’_ E it J
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About the National Institute of Justice

NIJ is the research, development, and evaluation agency of the U.S. Department of Justice. NIJ’s
mission is to advance scientific research, development, and evaluation to enhance the adminis-
tration of justice and public safety. NIJ’s principal authorities are derived from the Omnibus
Crime Control and Safe Streets Act of 1968, as amended (see 42 U.S.C. §§ 3721-3723).

The NIJ Director is appointed by the President and confirmed by the Senate. The Director estab-
lishes the Institute’s objectives, guided by the priorities of the Office of Justice Programs, the
U.S. Department of Justice, and the needs of the field. The Institute actively solicits the views of
criminal justice and other professionals and researchers to inform its search for the knowledge
and tools to guide policy and practice.

Strategic Goals
NIJ has seven strategic goals grouped into three categories:

Creating relevant knowledge and tools

1. Partner with State and local practitioners and policymakers to identify social science research
and technology needs.

2. Create scientific, relevant, and reliable knowledge —with a particular emphasis on terrorism,
violent crime, drugs and crime, cost-effectiveness, and community-based efforts—to enhance
the administration of justice and public safety.

3. Develop affordable and effective tools and technologies to enhance the administration of
justice and public safety.

Dissemination

4. Disseminate relevant knowledge and information to practitioners and policymakers in an
understandable, timely, and concise manner.

5. Act as an honest broker to identify the information, tools, and technologies that respond to
the needs of stakeholders.

Agency management

6. Practice fairness and openness in the research and development process.

7. Ensure professionalism, excellence, accountability, cost-effectiveness, and integrity in the
management and conduct of NIJ activities and programs.

Program Areas

In addressing these strategic challenges, the Institute is involved in the following program areas:
crime control and prevention, including policing; drugs and crime; justice systems and offender
behavior, including corrections; violence and victimization; communications and information
technologies; critical incident response; investigative and forensic sciences, including DNA; less-
than-lethal technologies; officer protection; education and training technologies; testing and
standards; technology assistance to law enforcement and corrections agencies; field testing of
promising programs; and international crime control.

In addition to sponsoring research and development and technology assistance, NIJ evaluates
programs, policies, and technologies. NIJ communicates its research and evaluation findings
through conferences and print and electronic media.

To find out more about the National
Institute of Justice, please visit:

http.//www.ojp.usdoj.gov/nij
or contact:

National Criminal Justice
Reference Service

P.0. Box 6000

Rockville, MD 20843-6000

800-851-3420

e-mail: askncjrs@ncjrs.org
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