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Abstract

This project was focused on interpreting IBIS datprtwvide for a statistical analysis of firearm
and toolmarks.The IBIS system provides an objective measure of the correlation of images of
two breech facer firing pin impressions on two cartridge casé&bis may be restated that better
correlations areepresented by higher score3artridges fired by the same gun should thus result
in similar images and thus higher scor€artridges fired by the different guns should thus result
in dissimilar images and thus lower scor&se generated scores wéransformed, along with
characteristic information regarding the firearm and related informatitana Bayesian

network. A Bayesian network is a directed acyclic graphichwhen constructed from a
forensicperspective, will allowoneto assess the wa of evidence based upon two propositions,
viz. whether the cartridge was fired by the same glby@nother gun (different gun)he

relative value of these questions can be transformed into what is known as a likelihood ratio.
This allows a forensiscientist to provide insight to courts and investigators as to the value of the
evidence.

This study indicated that a better understanding is required for the causes of the relatively high
variability in cartridges cases fired by the same firearm as meshby IBIS scoresAn initial

attempt to answer this question was done by simulating the minimum number of cartridge cases
required to produce a distribution equivalent to that of the firedime.oreech fac€BF) and

firing pin (FP) scores, as well #weir product (BFxFP), generated by the IBIS were used to
assess the ability of the systemamegunoc!| assi fy
differentguncategory. The IBIS system does not provide for an easy means to use the
combination of th&F and FP scoresThe ability to order candidate lists through the

combination of scores will be of value to firearms examiners (especially so in the 3D system).
Generally, all of the classifiers performed well but the SCCY CPX Il pistols were theiwalist

three measuresThis was due to markings which were difficult for IBIS to interpret, but would

be easy identifications for a firearms examin€he reliability of the IBIS system was assessed

using the NIST Standard Reference Material® 2461 (srahchartridge case)A 2D IBIS

heritage system was compared to the new 3D IBIS system and found that the results were very
well correlated. Twenty se$ of known and questioned cartridge cases, from a large collection

which had been analyzed by operational firearms examiners, were examined and tested using the
Bayesian networksOut of the 20 comparisons, there were eight true positives, seven true
negaives, five false negativeand zero false positives. In all instances of eliminations, the

support for the differergun hypothesis was, at minimum, strong.

Overall, this study supports the interpretation of IBIS results through Bayesian networks.
Improvements to the manner in which results are made available to the user will allow for more
in-depth analysis of such results.
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Introduction

It is estimatedhatthetotal civilian populationof theworld hasover650million firearmsout
whichthe peopleof the United Statesalonepossessiround 270nillion firearms. Accordingto
theFBI, firearmswereusedin astaggering9.3%of thetotal reportechomicidesn 2012and
41%of thetotal robberycasesn 2012. Thereforetheidentificationof firearmsusedin these
casedo apprehend thsuspects imperative. It hasbeenfoundthatcartridges discharged from
afirearmleavemarksonthebullets anctartridgecasesvhich areoftencollectedasevidence
from the crime scene.Themostprominent marksareusuallyleft on thesoft primerof thefired
cartridgecase. Theseémpressionsidentifiedas breech facand firingpin markscanbeunique
to afirearmandcancausehe cartridgecaseto be identifiedto a particularfirearmwith high
degreeof certainty In orderto determindf trainedfirearmexaminersareableto link fired
bulletsto their firearms,Hambyet al. evaluateb07 firearmsexaminergrom over20
countrie$. Theywereaskedo compareunknownfired bulletsto the rifledbarrelsandout of
7,605unknownfired bullets,7,597werecorrectlymatchedo theknown bullets. Their study
concludedhatthereareidentifiablefeatureson the bulletsthatallow their identificationfrom
thegunthatfired it.

In orderto automatehe procesof comparingoullets with knownfirearms,Integrated Ballistics
IdentificationSystem(IBIS) wasdevelopefl ThelBIS systemusesbulletsandcasingsrom
caseevidencdrom a crimesceneand comparethemto adatabasef knownfired weapons.It

is also possible to compare bullets and cartridge cases from a crime scene totmoteef
scenes.IBIS providesarelative scorefor eachcomparisonandalist of highestmatching
breech facescoresaswell asfiring pin scoress generategspossiblecandidatesor further
comparison byirearmexaminers.Beaucham@ndRoberge generatedatabasef 500pairs
of cartridgecasegeachpair fired fromthe samefirearm)for eachof thefollowing calibers:
9mm, 32 auto,45 auto,and22’. Theycomputeda curveto predictthe performancef thelBIS
systemas afunctionof thedatabassize. Theyanalyzedhatthe expectegerformancef IBIS

L Karp, Aaron. Estimating Civilian Owned Firearms. September 2011.
http://www.smallarmssurvey.org/fileadmin/docs/HResearch_Notes/SASesearckNote-9.pdf.

2 FBI. 2013. http://www.fbi.gov/aboutis/cjis/ucr/crimein-the-u.s/2012/crimein-the-u.s-2012/offenses known
to-law-enforcement/expandeebffense/expandedoffensemain.

3 James E. Hamby, David J., James W. Thorpe. "The Identification of Bullets Fired from 10 Consecutively Rifled
9mm Ruger Pistol Barrels: A Research Project Involving 507 Participants from 20 Countries." AFTE Journal, 2009:
99-110.

4 http://www. forensictecmology.com/ibistrax
5From the IBIS system perspective.

6 Beauchamp, Alain, and Danny Roberge. "Model of the Behavior of the IBIS Correlation Scores in a Large Database
of Cartridge Cases." 2005.
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decreasefom 80%to 30-45%whenthe databassizeincrease$rom 1000to onemillion
exhibits. Theyalsoconcludedhatthe breech facgfiring pin, and ejectomarksprovide
complementarynformation.

Researchersavetried to developvarioussystemghathavebetterimagingandcomparison
methodghanIBIS. In their study,Cork etal. analyzedandsummarizedhat anational
referenceballisticimaging databasis not currentlypossibleto build, asthe existingimaging
methodsdo not havesufficient discriminatorypowerto identify firearmson a largescalé.

Recently Petraccet al. focusedon striationpatterndrom toolsaswell ascartridgecasegrom
firearm$. Theyused37 differentGlock pistolsto collectdatafor atotal of 186 cartridgecases
andZeissAxio CSM 700confocalmicroscopeo capturehestriationmarks. Principle
component analysis (PCA9lfowedby linear discriminant analysi€ DA) werefed intoa
support vector machin&¥M) for classification purposeslheyreported identificatiomrror
rateof ~1%with 95%confidencantervals.

Traditionally in forensicscience the terms clasand individuaicharacteristics are well used, but
various interpretations and usages of these terms occur frequently in the literature. Generally
classification is considereashow results of the method are grouped. One casidenthat the
outcome of a method, especially in impression evidence, is a basic classification problem
(match/noamatch). This is in contrast to the class characteristics of the evidence.

The Association of Firearm and Toolmark Examiners (AFTE) héasstd t hei r fit heory
ident i ficationo in three principles:

1 The theory of identification as it pertains to the comparison of toolmarks enables
opinions of common origin to be made when the unique surface contours of two
tool marks are inofisufficient agreement
T ASufficient agreemento is related to the s
evidenced by the correspondence of a pattern or combination of patterns of surface
contours Significance is determined by the comparative examination of two or more sets
of surface contour patterns comprised of individual peakges,and furrows
Specifically, the relative height or depth, width, curvatarel spatial relationship of the

’ Daniel L. Cork, Vijayan N. Nair, and John E. R8iphe forensic aspects of ballistic imagifgrdham Urban Law
Journal, 2010.

8 Nicholas D. K. Petraco, Helen Chan, D.Crim. Peter R. De Forest, Peter Diaczuk, Carol Gambino, James Hamby,
Frani L. Kammerman, Brooke W. Kammrath, Thomas A. Kubic, Lorettaakiok, McLaughlin, Gerard Petillo,
Nicholas Petraco, Elizabeth W. Phelps, Peter A. Pizzola, Dale K. Purcell, and Peter Shenkin, NCIJRS Publications,
2012. https://www.ncjrs.gov/App/Publications/abstract.aspx?ID=261107 (accessed August 7th, 2014).
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individual peaksridges,and furrows within one set of surface contours are defined and
compared to the corresponding features in the second set of surface cotpaesnent
is significant when it exceeds the best agreement demonstrated between tokhmarks
to have been produced by different tools and is consistent with agreement demonstrated
by toolmarks known to have been produced by the sameTbel statement that
Asufficient agreemento exists between two
guantity and quality that the likelihood another tool could have made the mark is so
remote as to be considered a practical impossibility.

1 Currently the interpretation of individualization/identification is subjective in nature,
founded on scientificprmi pl es and based on the examiner

According to this statement the concept of sufficient agreement is achieved when the agreement
firstly exceeds the best agreement demonstrated between toolmarks known to have been
produced by dferent tools and secondly the agreement is consistent with toolmarks known to
have been produced by the same tool.

Bestknownnon-matches and ROC curves

According to an online training program funded throug’ BNFSTC and in collaboration

with AFTE, the degree of correspondertbatmust be exceeded in order to reach sufficient
agreement to effect an identification is the best knowamatth (BKNM) as determined by

each individual examiner and as produced by different tools. The individual examigethjs
experience during their initial training period rather than when they begin to perform their own
casework examinations. Anecdotally, it is known that examiners do find better BEftivs
completion of their traininy.

In order to understand this process this concept will be elaborated upon. Given that each
firearmsexaminer establishes thewn BKNM, it seems plausible that since there are multiple
examiners, there must be a range of BKNMs. This being true, theatipt is that for a crime

scene sampienown sample pair (G&N pair), we have two examiners, x and y, then each of

these examiners will have their own BKNM thresh@&KNM x and BKNM, respectively). If

we furthermore define the characteristics in congceeon the abovmentioned pair, the

following thresholdrangeagt s uf f i ci ent agreement o can be defi

9 http://w ww.nij.gov/training/firearmstraining/module11/fir_m11_t04_05.htm accessed on 261109
10 Brudenelle, A, personal communication
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Equationl: Variability in "sufficient agreement" between firearms examiners
w e LA 3 o A SO \ 7o . Nt LY =S L3
OVO0D 0WdWQOL&®WYE 6N O®QI6 L O L

To further understand the implications of the AFTE theory of identification, another concept
needs to be addressethis concept may be illustratéy usingconsecutively matching
striations methodCMS) as described by Biassoti in 1959Since the introduction of this
method, here has been much debate between tleakedpattern matcherandline counters

According to Nichols, one of tHeequent criticism®f the CMS methodversus the pattern
matching method that it is too prone téalse exclusion'€. This may berestated as non
match based on CMS wheipattern matchewould call it a match. Is this an unexpected
behavior? In order to understand the behavior, oadsi® return to the disminating power
of a method.

The discriminating ability of a method can be described by its sensitivity and specificity. The
sensitivity of a method is its ability to detect a condition when the condition is present (or calling
amatch amatcl). Specificity is the ability of a method to detect an absence when the condition

is not present (or callingraonmatchanonmatch). The sensitivity of a method is equivalent to

the true positive ratapr), whilst the specificity igquivalent to the true negative ratery.

Given the focus on methods generally used in forensic science and subject to the Daubert criteria
it is important to understand the known or potential rate of error in the me@etkrally courts

are intereste in thefalse positive rateffr) and their false negative rafar) of a method

11 Biasotti, A.A. A statistical study of the individual characteristics of fired bullets. Journal of Forensic Sciences 4(1),
1999, 34;50.
2Nichols, R.G., Consecutive matching striations (CMS): its definition, study and application in the discipline of
firearms and tool mark identification, AFTE Journal, 2003, 35(3), {3288
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0 500 1000 1500 2000 2500 3000 3500 4000

Figure 1: Generalized error curve

Let Figurel representhe performance of a method for the comparison cartridge cases as
typically exercised in a forensic laboratory. The arbitrary measure on &xésxepresents the
result of the comparison between many pairs of cartridge cases for which the grouisd truth
known Figurel givesthefpr andfnr curves for this particular methodror each cubff on the
x-axis, a finite value for thipr andfnr is given. The concept of a BKNM camow be defined in
terms of thdpr. Let BKNMy = 1500 andBKNMy = 2000. Based on these assumptions one can

consider three situations

1. If the CSKN pair has a score of 1000, both examiners will classify this as-anateh,
2. if the CSKN pair has a score of 1250 then examiwiill classify it as a match whilst

examinery will classify it as a nomatch, and
3. if the CSKN pair has a score of 2500 both examiners will classify it as a match.

Let the standard (perfedKNM be defined aBKNMs. Thus

Equation2: Limit of fisufficient agreemeat(BKNM)
OLUW 000 OHAN? T
In the example givem Figurel, asthefpr tends to zero, thimr tends to one. Thus, irrespective

of a CMS or pattern matching approach, the concegliminatingfalse exclusions is
unavoidable. Conversely,tiienumber of false exclusiony®u rgect increasethefpr rate will

increase.
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IBIS

The Integrated Ballistic Identification System (IBIS) developedllitisa Electronicg-orensic
Technology Incserves as the backbone of the NIBIN systenThis system allows for thatata
basingof images of cartridge cases and bullets. For eadhidge case there are three areas

imaged viz.the firing pin impression, thiereech facémpressionand the ejector mark. For the
bullet each langngravedarea is imaged. As each new item is entered the system will search
against previous entriesdprovides a candidate list of potential matches in the database. In

order to do so the system calculates a match score of each area based on a proprigtary algo
For cartridge cases the system will provide independent scores for each impression. Since both
the firing pin and ejector in many firearms is a replaceable part, and given that their manufacture
is independent of each other, each of the scoiedépendent. Data previously collected based

on 9nm pistols argjiven inFigure24,

All True and False Positive Returned with
Automatic Ring Selection for 9mm ammunition

600

500
.’ 2.
t"° b :,'°-

400 4

300 j A » False Positives

Breech Face Score

= True Positives

0 50 100 150 200 250 300 350 400
Firing Pin Score

Figure 2: IBIS scores for 9mm pistols

The scoreslepictedn Figure2 are frommatchingor samesource(grey) and nommatchingor
differentsource(black) cartridge case pair3here is significant overlap of some cartridge
cases, yet a large numbertfe patives areclearlyseparated and this indicat@e ability to
call matches based on a suitable population of cartridge cases.

A simplified diagram of a small, but similar data sqtrsvided inFigure3.

13 http:/lwww.ultra -forensictechnology.com/ibiaccesed 10/29/2015
1 Scicchitano, K.M., The effect of examiner variation in cartridge case acquisition on IBIS® correlation scores and
the ability of the system to return a true positive, MS thesis, West Virginia University, 2011.
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Figure 3: IBIS scores from pistols

Figure3 can be construed as a decision space. The green curve represents the minimum
boundary at which thipr = 0. Any comparisothatyields a value beyond this boundary is a

true positive. The purple curve represents the maximum boundary at whfohth@ Each

curve is comprised of three lines. The vertical straight sections are for the firing pin score, the
horizontal straightihes are for théreech facescore, and the hyperbola represents the taafu

the firing pin andoreech facecores.

The investigation involvetthe acquisition otartridge cases fired lynumbercenterfire
handgurcalibers (including two carbines ande rifle in popular handgun calibetgpically

found in crime scene workEach firearm wassed to shoot 100 round$hefired cartridge

cases werenteredn to theHeritagelBIS system(2D system)n order to generate the match
data. The acquisitio method to be followed will follow guidelines established in a previous
study”®. The data will be mined to evaluate the various within/between relationships such as
calibers, model, makes, firing conditions, etc. An overall evaluation of the effictiog of
method and the necessary Daubert requirements will be pré¥idéte data generatedene
transformed to develop likelihood ratios for the interpretation of firearms evidence.

Bayesiametworks
Bayesian networks (BNs) were used in the projepréeide a framework for interpretation of
the collected dataEquation3d s t he odds form of Bayesd theore

15 Scicchitano, K.M., Tledfect of examiner variation in cartridge case acquisition on IBIS® correlation scores and
the ability of the system to return a true positive, MS thesis, West Virginia University, 2011.
1 Daubert v. Merrell Dow Pharmaceuticals {822), 509 U.S. 579 (1903
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Equation3: Odds form of Bayes' theorem
1"OsYHO 0 i'YSORO v i"0sO
i'0OSYHO 0 i'YSORO 0 i0s0

C4 Ca

In Equation 3H1 andH: are the competing hypothes&ss the evidence, ands the
background information. The left hand side of this equation is the posterior Ddefrst term
on the right hand side is the likelihood eaflLR) (also symbolized by/), and the second term is

the prior odd¥’. As an exampl e, the nuheerobatlityofthe n t he
evidence, Rgiven hypothesisl; and the background informatiphd In the normal evaluation
of forensicevide ce t he | i keli hood ratio is defined as

given that the accused committed the crime divided by the probability (faire)evidence
given that the crime was committed by some other peswr than the accuseéd

The hypothesis node at the root of the netwbtitch)is based on the prosecutorial hypothesis
(the accused committed the crink, same gun hypothesis, or Match =Yas}l the defense
hypothesis (someone else, other than the accused committed theHzridiferent gun

hypothesis, or Match No). The ratio— , before any evidence is applied to the Bayesian

network will result in the prior odds. After the ilence is applied to the Bayesian netwolnle, t
ratio— will result in the posterior odds. The quotient of the posterior odds and the prior odds

will give thelikelihood ratio.

Bayesian networks are a type of graph kn@asdirected acyclic graphs (DAGSs). Itis
specifically comprised of nodes (variables) each hatvirmgor more states (a state is a condition
thata variable could assumelNodes are connected by edges (arcs or arroWs} edges

indicate the direction dhe conditional probabilities.

All Bayesian networks are combinations of three basestructuresviz. serial converging

and diverging. Eachktructurewill be defined in turn.

Initially no nodes are instantiated (i.e. state assigned to the variaplelf evidence is found for
node A or node C, then instantiation of that node will affect the other two nodes. However, if
evidence is known for node B is fouridenthatstate ofnodeB can be instantiatedOnce node

B is instantiated, thethe state of nodA will have no effect on node C, since node B blocks
communication froomode Cto node A (and viceversa).

Y Taroni, F, Aitken, C, Garbolino, P, Biedermann, A, Bayesian Networks and Probabilistic Inference in Forensic
Science (Statistics in Practice), Wiley, 2006.
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If node C isnotinstantiated (no evidence available) then node Arentl B are independent of

each other. In other words, instantiating node A will haveffect on node B. When node C is
instantiated then it Aopens upo fl ow between
be used to explain node C, then nodeaB less influence on node C, since node A and node B

are Acompetingo explanations for node C.

Assuming that we are uncertain about node B, if we get evidence for node A, then this evidence
changes the probabilities of the staite node B, which kturn changes the probabilities of the
states in node CHowever, if evidence for node B is found, a particular state can be instantiated.
Subsequently, any change in node A will have no effect on node C.
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Tablel: Nodes developed for inclusion in the Bayesian networks with a description and an example

Field

Description

Example

CaselD_Sample

String as a unique descriptor of eaetmpletest fire. Includes info regarding the
firearm, ammunition, primer, exhibitumber

CBN-BB-UNK-1001-0001

ExhibitNumber_Sample

Exhibit number of the sample cartridge case

1

Rank

Rank position of the firing pin score

3

CaselD_DB

As for CaselD_Samplbut for the cartridge case in the database returned list
comparison

CBN-BB-UNK-1001-0015

ExhibitNumber_DB Exhibit number of the database cartridge case 15
BF Breech facescore of the sample and database cartridge cases 146
FP Firing pin score of the sample and database cartridge cases 157
Match Status of the sample adatabase cartridge cases whether they originate from the Yes
same firearm
Make_DB Make of the firearm which discharged the cartridge case from the database SCCY
Model_DB Model of the firearm which discharged the cartridge case from the database moCPX
Ammo_DB The make of ammunition fired by the database firearm Blazer
Caliber_DB The caliber of the database firearm 9mm
Firing_Pin_Type_DB The type of firing pin formed on the database cartridge case by the database firg Circular
Make_Sample Make ofthe firearm which discharged the sample cartridge case SCCY
Model_Sample Model of the firearm which discharged the sample cartridge case moCPX
Ammo_Sample The make of ammunition fired by the sample firearm Blazer
IdentifierGun_Sample String as a uniqudescriptor of each sample firearm. Contains the last 5 characte|
the serial number prefaced by an fXdq X97569
replaced by an fAXo
IdentifierGun_DB String as a unique descriptor of each database firearnai@snhe last 5 characters
of the serial number prefaced by an | X97569
replaced by an @AXo
Caliber_Sample The caliber of the sample firearm 9mm
Firing_Pin_Type_Sample | The type of firing pin formed on tidatabase cartridge case by the sample firearm| Circular
Type_Sample The type of sample firearm such as revolver, pistol, or carbine Pistol
Primer_Sample The manufacturer of the primer used in the reloading of the sample cartridge caj Unknown
Primer_DB The manufacturer of the primer used in the reloading of the database cartridge ¢ Unknown
Drag_Mark_Sample The presence of a drag mark on the sample cartridge case Yes
Drag_Mark_DB The presence of a drag mark on the database cartridge case Yes
Reload Whether or not the sample cartridge was reloaded No
Rank_BF Rank position of théreech facecore 1
BFFP The product of théreech facand firing pin scores 22922
CaselD_pre The '3 characters of th€aselD_Samplstring CBN
BF_norm Normalizedbreech facecore 10.605288
FP_norm Normalized firing pin score 6.797851
BFFP_norm Normalized product dfreech facand firing pin scores 22.117015
Same_Model Whether or not th&#lodel_SamplandModel_DBare the same Yes
ActionLB_Sample Whether or not thiModel_Samplés of a locking breech action Yes
ActionLB_DB Whether or not th&lodel_DBis of a locking breech action Yes

Data Acqustion and Processing

The general process for acquisition of a sample on the IBIS system is as fo@mase fileis

created which can contain several exhibits (samples). A range of information, such as the
investigator, case number, offence type, etc., is contained withicetbesfile The data

contained within thease fileis not easily accessiblgy the examiner from IBIS. In order to

relate the data to a particular set of scores, the data were encoded aaigetfiteidentifier.
The following string is an example otase file d e n t AANIUKISSG031809010

O Dt I

The

AANO r ef eculas firdamn; thee firpt &ettet defines the make of the firearm (in the case:
AO0O=Arcus), the second |l etter is a letter
aliber (in this case ANO = 9 mnunition;gnehis) .
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case it is Aunknowno since this cartridge was

The first AS0O indicates that a small pistol p
manufacturer of the primer was Sellierand Beot , and t he AGO indicates
TiteGroup smokeless powder was wused. The A0

March of 2013 and the fAi09010 is a unique iden
(ExhibitNumber).

Since IBIS wil only compare between and not witltase filesa new case file is created for

each cartridge case. Upon submission to the IBIS database a correlation will be performed. The
report (sederror! Reference source not found.for an example of the IBIS correlation report)

eeds to be processed in order for the data to become amenable to analysis. In the header, the
Case ID will become the CaselD_Sample inthadaff i | e . Note in the repc
Firing Pino is the Rank val ue ftlatarefequireding pi n
addition to the CaselD_Sample, the Rank, Case ID, Exhibit Number (although redundant in the
Case ID colum) Breech Face, and Firing Pin columns. The Case ID in the column will become
the CaselD_DB in the final data file. The CaselD_Sample will be posted to each entry since the
scores are the result of the comparison of the sample cartridge case (CaselD_&ginseihe
particular database sample (CaselD_DB). R via RStudio is used to clean up, rearrange, and
expand the data into the final format. For both the sample and database cartridge cases, items
such as same gun/different gun staMatth), firearm m&e, model, serial number, firing pin

typet® breech actiolt, firearm typé°, and calibet!, as well as ammunition manufacturer, primer
manufacturer, presence of a drag mMankeloaded ammunition stafiisand whether the sample

and database cartridge casesenfeed by a firearm of the same make and model, are all

introduced into the dataset. The breech face rank is also determined.

The data from the IBIS correlation reports (Begure4) are processed using the script (see
Appendix Aon page233) to form a *.CSV file. The data in a typical *.CSV file are given in
Tablel. The variables iTablel are then used as thedes developed for inclusion in the
Bayesian networks.

The*. TXT report file is processed as follows. The reporfigure4 will be used as an example
for explanation. This repors for the correlation of the cartridge caBBIN-UK-SFG0320:0501
against the database. The caliber of this cartridge case is 9 gen(Qaliber: 9LG*). The

8 Circular, Glockype, etc.
19 Blowback, recaoil, etc.
20Rifle, carbine, pistol, revolver.
2! Important, for example, in .38 Special and .357 Magnum cartridge case comparisons.
22The presence or absence of a drag mark has to be added after visual inspection of all of the images in IBIS. There
is no way of extracting this data since it is not deteredan
23Yes or na; reloaded or factory bought ammunition.
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number of returned comparisons is 2009 (Sample size). The listed data are the results for each
comparison. Using the second entry as an example, it can be seen that: Rank: 2, Case ID: RFN
UK-SSG03200391, Exhibit Number: 039Eite Name: MDEND4-DAR, Breech Face: 67,

Firing Pin: 226, and EM or RF: 0. As discussed above, each of these entries will be processed
through the script to create a data file. For the RMNSFG0320 set, there will be 100 files

similar to this one (RNNJK-SFG03200501 through RNNJK-SFG03200600). All of the

RNN files provide 9745* match (same gun entries) af@654 nonmatch (different gun

entries) with an average of 884 entries per cartridge case submitted to the ddtab#se.

particular frearm @Ruger P95), a number of different test fires were collected (RVN, RFN, and
RPN?) in addition to RNN.

The Bayesian networks were developed by using the integrated learning algSrityather

with logical constraintérom the datasets. The networks can be built in graphical user interface
of the softwareNeticaD) or through an R package called RNefitdn all of these instances,

the root node is the Match node. This is what the analyst would want to assess in order to
provide an interpretation of the evidence. The script used to create the Bayesian networks is
given inAppendix B(page250).

24 This is slightly less (155) than the maximum possible returned scoges of 6 w T the number is
doubled because all submisa®to IBIS were reorrelated.
25The difference between these smifissions was primer manufacturerRVN(TulAmmo) RFN(Sellier & Bellot),
RPN(Remington), and RNN (Federal).
26 See for example Friedman N., Geiger D., and Goldszmidt M., Bayesian network classifiers, Machine Learning, 29,
1997, 131163.
27 Almond R., R tarface to Netic®Bayesian Network Engine, Version-8,2015/06/29.
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p—
IBIS Correlation Results

FORENSIC —_————
TECHNOLOGY TeTteRaTID satiaTIs meRTIIEATION SYATEM
Reference Case Information Reference Exhibit Information
Case ID: RNN-UK-SFG-0320-0501 Exhibit Number: 0501
Site Name: ~ MDEMO4-DAR Event: (Unknown)
Law Agency: (Unknown LAW Agency) Caliber: G*
Event: (Unknown) Acq. Person: EXAMINER
Comment: Comment:
Sample Size 2009
Tests ordered by Firing Pin
Rank [CaseID [Exhibit Number Site Name B;uch Firing Pin EMWRFJ
ace
1 |RNN-UK-SFG-0320-0509 0509 MDEMO4-DAR 17 | 226 0
2 |RFN-UK-SSG-0320-0391 0391 MDEMO4-DAR 67 | 26 | o0 |
3 |RNN-UK-SFG-0320-0503 0503 MDEMO4-DAR 80 213 o |
4 |RFN-UK-SSG-0320-0311 0311 MDEMO4-DAR 57 212 o ]
5 |RFN-UK-SSG-0320-0339 0338 MDEMO4-DAR 83 210 o |
6  |RFN-UK-SSG-0320-0385 ) 0385 MDEMO4-DAR 47 203 o]
[T 7 |RFN-UK-$5G-0320-0370 i 0370 |MDEMO4DAR | 52 201 0
8 |RFN-UK-SSG-0320-0333 0333 MDEMO4-DAR 67 199 ) |
9 |RFN-UK-SSG-0320-0358 0358 MDEMO4-DAR 51 197 0 |
10 |RFN-UK-SSG-0320-0379 0379 MDEMO4-DAR 58 195 0
11 |RFN-UK-S5G-0320-0312 0312 MDEMO4-DAR 53 194 0 |
12 |RNN-UK-SFG-0320-0505 0505 MDEMO4-DAR 56 193 0 |
13 |RFN-UK-SSG-0320-0329 0329 MDEMO4-DAR 52 190 0 |
14 |RNN-UK-SFG-0320-0504 0504 MDEMO4-DAR 80 189 0 |
15 |RFN-UK-SSG-0320-0357 0357 MDEMO4-DAR 12 186 0
| 7716 |RFN-UK-S5G-0320-0334 0334 MDEMO4-DAR 43 186 0
17 |RFN-UK-SSG-0320-0364 0364 MDEMO4-DAR 33 184 0
|18 |RFN-UK-S5G-0320-0374 0374 MDEMO4-DAR 17 183 0 |
19 |RFN-UK-S5G-0320-0349 0349 MDEMO4-DAR | 101 | 183 0
|20 |RFN-UK-S5G-0320-0307 CE MDEMO4-DAR 4% | 182 0
|21 |RFN-UK-SSG-0320-0306 _ 0306 MDEMO4-DAR 61 182 0
|22 |RFN-UK-SSG-0320-0384 0384 MDEMO4-DAR 13 181 ) |
|23 |RFN-UK-SSG-0320-0345 0345 MDEMO4-DAR 20 181 0
|24 |RFN-UK-S5G-0320-0323 0323 MDEMO4-DAR 83 181 0
|25 |RFN-UK-S5G-0320-0372 0372 MDEMO4-DAR 36 79 | 0 |
26 |RFN-UK-SSG-0320-0355 0355 MDEMO4-DAR 80 179 0 |
27 |RFN-UK-SSG-0320-0363 0363 — |MDEMO4-DAR a4 178 0 |
[ 28 |RFN-UK-55G-0320-0351 0351 MDEMO4-DAR 51 178 0|
29 |RNN-UK-SFG-0320-0508 0508 MDEMO4-DAR 92 177 o |
|30 |RFN-UK-55G-0320-0395 035 MDEMO4-DAR 59 177 o |
|7 731 |RFN-UK-SSG-0320-0387 0387 MDEMO4-DAR | 20 177 0o |
|32 |RFN-UK-55G-0320-0308 ) MDEMO4-DAR 68 175 0
33 |RFN-UK-SSG-0320-0304 0304 MDEMO4-DAR 49 172 0
34 |RFN-UK-SSG-0320-0356 0356 MDEMO4-DAR 60 7 0o |
|35 |RFN-UK-55G-0320-0371 0371 MDEMO4-DAR 66 170 0 |
3 |RFN-UK-SSG-0320-0360 0360 MDEMO4-DAR 61 A0 0 |
|37 |RFN-UK-SSG-0320-0362 0362 MDEMO4-DAR 60 169 0
38 |RFN-UK-SSG-0320-0338 0338 MDEMO4-DAR 56 169 0 |
[ 39 |RNN-UK-SFG03200510 0510 MDEMO4-DAR 119 168 — o |
40 |RFN-UK-SSG-0320-0394 0394 MDEMO4-DAR 58 168 0 |
41 |RFN-UK-SSG-0320-0389 0389 MDEMO4-DAR | 22 168 0 |
[ 42 |RFN-UK-SSG-0320-0328 0328 MDEMO4-DAR 67 168 o
[ 43 |RFN-UK-S5G-0320-0380 0380 MDEMO4-DAR 7 166 0 |
| 44 |RFN-UK-S8G-0320-03%0 0390 MDEMO4-DAR 56 165 o |
|45 [RFN-UK-S5G-0320-0336 0336 MDEMO4-DAR | 56 165 0
746 |RFN-UK-SSG03200310 ~loat0 MDEMO4-DAR 42 165 0
47 |RFN-UK-SSG-0320-0366 ose6 MDEMO4-DAR 65 162 0
48 |RFN-UK-SSG-0320-0318 0318 MDEMO4-DAR | 69 162 0
|49 |RFN-UK-SSG-0320-0314 0314 MDEMO4-DAR 70 159 0
[ 750" |RFN-UK-$5G-0320-0400 0400 MDEMO4-DAR a9 [ s | o ]
For official use only
05/21/2013 Sensitive but unclassified Pages 1/7

Figure 4: First page of a correlation report generatdy I1BIS

Analytical Approach

This project was an attempt to provide a broad base analysis of firearms evidence through a
statistical approach mainly utilizing Bayesian networks. Part of the approach included a
mathematical articulation of the AFTE theory of identification. In anyrjmégation of analytical
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data in general and forensic analyses in particular, needs a clear understanding of the variability

of any measurement. The random nature of production processes and the associaed wear

tear of mechanical devices play an impattrole in the analysis of firearms evidence. The main
challenge to the interpretation of firearms evidence is the general lack of numerical data. This
challenge remains one of the greatest facing forensic science kttmagver, thereloesneed to

bea dear delineation between the roles of comparison and evidence evaluation. It is clear that

most, if not all, of forensic sciences require a comparative component. Many will point to DNA
analysis as the gold standard for forensic scientists. A cursorgaesgof DNA analysis

requires that the analyst perform a comparison of a DNA profile recovered from an item of

evidence at a crime scene with that from a known source. A drug chemist will compare a mass
spectrunof a white powder recovered from suspediwvthat of a mass spectrum from a cocaine
standard. The questions that need to be answered are how much of a difference between the
known and the questioned sample can be tolerated in order to assign a measure of similarity
between the twé® This providesus with a basis for considering the elements of this project. A

major challenge is the determination of a suitable sample size to be able to describe the
variability in a particular sample type. For
carti dge cases are required to describe the var.i
Other examples of this problem are how many fingerprints of a particular finger are needed to
describe the variability in distortion of that particular fingerp This project does not intend to

give a complete answer to this problem since the extent of the problem is far beyond its scope.

The IBIS system was evaluated in respect of its performance in classifying cartridge cases fired
by a variety of firearmé 9 mm Luger. The breech face and firing pin scores, as well as their
product, were used as classifiers in this respect. A typical binary classification system was used
to determine false positivand false negativeates as well as the area underréeeiver

operating characteristic cuR’e These types of ratesethose which are classically calléor in

the Daubert criteria.

In order to assess the reliability of the IBIS system used in this study, a repeatability and
reproducibility study was prmed. The focus of this part of the study was to assess the effects
of user interaction and system performance. Additionally, an evaluation of the NIST standard
cartridge case was performed to assess the limits of performance of the IBIS systieen and t
expectation in variability of comparisons.

It was initially hypothesized that the IBIS results could be used to classify the firearm make a
model from a questioned cartridge case. All attempts in this regard proved unsuccessful.

B¢KAA YSFadaNBE YIreéd 06S O2yaARSNBR G2 0SS (GKS €alyYySés al Yl
2 See, for example, Bradford T. Ulery B.T., Hicklin R.A. , Buscaglia J., and Roberts M.A. afsccwaigatyility of
forensic latent fingerprint decision®NAS$108(19), 2011, 77337738
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In an attempt to impree the discriminating power of the IBIS system it was suggested, by the
manufacturer, that the data generated be norm&fizémprovements in discrimination for
classification system will have a positive effect. There was a small improvement in tie resul
but the normalization parameters were not consistent across the various firearm makes and
models. The approach has some benefit for general classification, but requires that the known
nortmatch distribution be specifiedb initio. This is obviouslyot possible for the samples
typically encountered in the forensic laboratory.

To assess other possible classification schemes, an analysis of the 9 mm data was performed
using generally applied achinelearning techniques. When using the breech facescthe

firing pin scores, and their product the match accuracy for ranges between 52% (generalized
linear model) and 62% {kearest neighbors and decision trees) while the worsinatch

accuracy was 94.60%-gkearest neighbors).

The manufacturers olfié IBIS system introduced a 3D system which has been widely
implemented. To ensure compatibility of results, a test set was submitted to both system types.
The firearms were selected based on their performance on the 2D IBIS system used in the study.
The major advantage of the newer IBIS system is the ability to correlate tHegbidenages of

the cartridge cases. A view to which firearms examiners are more accustomed.

The program managers from the Defense Forensic Science Center (DFSC), Offec€ biietf

Scientist provided a number of sample sets (questioned and known cartridge cases) to assess the
performance of the Bayesian networks created during the study. In all cases the sets were
submitted in a blind fashion. After analysis the grounthtdata were provided to analyze the

results. There were two main sets (USACIL and Balilwirhe first set was one made by the

DFSC and represented a variety of firearms. The second set was of cartridge cases fired from 25
Ruger SR9 pistols. Cartridgases from these pistols were already in the database. Results were
analyzed by initially excluding all of the related data, and then by includir@aitples from

this second set had previously been examined by volunteer firearms examiners. Thefresults

their examinations were only released to this study after the tests results were finalized.

2 KFG A& F aYlFG§OKEK
To ensure clarity in further discussion of this project it may be useful to provide some working
definitions of commontermsT he t erhm fAmatforensi c science, ger

item of evidence is attributed to a particular sourtieis process generally implies that the true
state is unknown. In firearms examination, in particular, match generally implies a same gun
source attbution whereas a nematch implies an attribution of different sources for the

cartridge case and firearm (different guiatches between objects of the same class are usually

30 A conventional approach used to transform data before analysis. Oftentimes used as a preprocessing technique
in principal component analysis (PCA).
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achievable when the within class variability (i@ iability) is significaly smaller that the
between class variability (interariability).

Equivalent term$or matchmay be identification and individualization. Common source and

identity must be understood within the framework of samples. It is known that two things cannot

be numerically i1 dentical, or simply stated tw
a sufficient quantity of characteristics in common and such characteristics are relatively rare in

the general population, then one can think of a matclglmditained. A classic example is that

of DNA where, if the alleles of each locus are the same between a known and questioned sample
then a fimatcho i s achieved. The value of thi
combinations at each locus. rAandom match probability can be generated to estimate this rarity.

When evaluating the ability of 3@stypieatysed.que t o
This standard is the technique or method used to determine the outcome of a testw&hus if
have a new test it can be evaluated against the gold standard to determine its efficacy.

Source attribution of produced surrogate evidence is perhaps a good descriptor of cartridge case
comparisons. The single object is the firearm from which tleecawtridge cases originat&he
examiner will use the cartridge case from the crime scene as the unknown and the test fired
cartridge as the known. Upon evaluation of the feature a match status is inferred. Two
cartridges fired from a single gun aréds® match by means of deductive reasoniagen the

i ndu c e dffir@arnes identification is invoked.

If mcartridges are fired from fireari andn cartridges from firearn, then cartridgen
matchesn (as does andn; because of their commobnwgrce) but cartridgen does not match
cartridgeni. This is true irrespective of how many features an examiner may or may not find.
The match status in examinations is based on features.

A further feature thas important for sustained comparison @enborrowed from fingerprint
examination and is permanence/persistence. The term persistence is preferred since, in
fingerprins, it implies that features do not change unless some major deformation takes place.
Any major deformatiomesult in the regemation of the deformed feature itself through the
normal biological process and the new feature becpaesstent. In firearms such major
deformations may take place (a part is replawea part receives major damage). There is also
normal wear and tean a firearm which may present itself as gradual changes to the swoface
the firearmthatcontact the vaous components of a cartridge.

1 32f R &aldlyRFNR A& GKFd gKAOK Aa 3ISyYySNritfte FOOSLIISR i:
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Inter- and Intravariability

Variability is probably the critical area in forensic scieti@ requires attentioas it pertains to
evidence interpretation. This is especially difficult since, in many cases, forensic scientists and
firearms examiners in particular have a sample size of one. In firearms examination, observation
of bullets and cartridge cases fireddgingle firearm will result in characteristic markings

which are similar in structure between the cartridge cases, as an example, of successive shots,
and may be consistent across series of many shots, or maybe inconsistent between successive
shots throgh a series of shots. Being able to dis¢hensimilarities and differences is integral to

the understanding of firearms examination and in the training of firearms examiners.

The chief concern is how one may quantify this variability. The findings e faced with

two distinct problems in terms of variability. The first relates to the match (same gun)
proposition, and the second to the fmatch (different gun) proposition. In the section entitled
Bayesiametworks(pagel3), the idea of consideration of two different propositions which are
mutually exclusive and exhause was introduced. Let us consider the situation that a typical
firearms examiner faces during the comparison of a questioned and known cartridge case. She
has to determine whether or not a particular firearm (the source of the known cartridge cases)
discharged the questioned cartridge case. Generally the propositions that are faced in court are:
(a) the firearm in question is the one that discharged the cartridge casb) trelfirearm in

guestion is not the one that discharged the cartridge caserbatother firearm. Let us assume
that the firearms examiner has these cartridge cases under inspection in the comparison
microscope. That which is being observed by the examiner is the evitiandehe firearms
examiner needs to assess two aspectsf [Hccept that the suspect firearm fired both the
guestioned and the known cartridge case, what is the probability that | would observe this set of
features present in the comparison of the(@) If | accept that the suspect firearm did not fire

the questioned cartridge case but did fire the known cartridgéageat is the probability that |
would observe this set of features present in the comparison of theBaah of these

probabilities is basetthe knowledgend experiencef the examinem comparing known pairs

of cartridge cases from the same gun and from different guns. Such examinations will result in
an assessment of the variability in such comparisons. If the variability is high in cartridge cases
from the same firearm, then it will béfetult to differentiate that firearm from other firearms.

The second problem of variability is described in the following data. This problem may be
explained by way of an exampte Imagine a set of cartridge cases which will discharged by the
same firarm. Many factors may influence the quality of the breach face and firing pin
impressions. As a result this set of cartridge cases may be considered to be representative of the
cartridge cases fired by this particular firearm. Assume now, that thigtirgas used as a

321n this context, the evidence is the act and outcome of the comparison rather than the physical evidence itself
(i.e. the known and questioned cartridge cases).

33 The firearns examiner most likely fired the known cartridge cases themselves.

34 All others factors being equal.
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weapon during a crime. During the crime a single shot was fired and a cartridge case was left at
the crime scene. After some investigation a suspect is developed and a firearm is seized. The
firearms examiner receives both the suspeciimeand the questioned cartridge case. The
firearms examiner now fires say three test fires (known cartridge cases). The questioned
cartridge case can be considered to be a single sampling from the distribution of all cartridge
cases fired by the firearrithe known cartridge casasealso a sampling of the full distribution.

I f the knowns represent

t he

Aaverageo cartri

from one of the tails of the distribution, then it is possible that a firearms examineoiriasy

able to affect an identification because of the nature of the questioned sample (a false negative
result). It is critical therefore, that the firearms examiner has a good understanding of the
variability of cartridge cases fired by a particulae&rm. This will also allow the examiner to
determine a suitable sample size for the test fires since firearms examiners do not have control
over questioned cartridge cases but they do have control over thetigenefr&nown cartridge
cases.This situdion is further supported by the results of the analysis of the NIST standard
cartridge case (see pag®. The NIST standard cartridge cases are specifically produced to
eliminate as much variability as possiblgure79 illustrates that the separaii of the matches

from the noamatches is easily achieved when no variability is present in the structure of the
cartridge case. This is certainly not the case in successive shots fired by the same firearm.

Comparison and identification is thus ultimgtdependent upon the intxariability and inter
variability of cartridge cases from various firearmsvolnew?” .45 ACP caliber pistols (Glock

21 Gendand Tauru4/7 G2 were used to fire 50 cartridges of the same brand (Federal
American EagleThese tw@istols were chosen to represent their class tyfesch cartridge
was marked with a permanent marker to identify it asithehot fired through the firearnThis
seemingly simple intecartridge compassion beconwgste complex. Figure5, Figure6, Figure

7, andFigure8 illustrate thebreech facend firing pin scoresomparison of 50 successive shots

of shot+1versus shat

300 1 Successive breech face scores:

250 4 Glock .45 -~ S
200 - :
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100

Breech face score

50 -

.....
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Shot number

Figure 5: Successivereech facescores of 50 cartridge cases fired in a Glock 21 (.45 ACP)

351n this study a new firearm is that which has been purchased as new from a dealer (it may have been fired as

part of the production process).
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| Successive firing pin scores:
250 1 Glock .45 I PR

Firing pin score

50

Shot number

Figure 6: Successive firing pin scores of 50 cartridge cases fired in a Glock 21 (.45 ACP)

In Figure5, Figure6, Figure7, andFigure8 the breech facand firing pin scores were obtained
from the IBIS system starting with shetersus shat then shatversus shet etc. A rolling
average ofive scores was used to evaluate the trend of changes in score. The confidence
intervals were determined using a 95% confidence level &ulis&ribution with fourdegrees of
freedom It appears as if there is no change in the scores even though thexeyes\aatiation in
the confidence intervals between shots.
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Figure 7: Successivereech facescores of 50 cartridge cases fired in a Taurus 24/7 G2 (.45 ACP)
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Figure 8: Successive firing pin scores of &@rtridge cases fired in a Taurus 24/7 G2 (.45 ACP)
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When multiple shots from the same firearms are entered in the IBIS system, one would expect
that the cartridges previously entered from the same firearm would feature high in the generated
candidate list Thus with each additional entyy, thenp-1 candidates would be expected in the
candidate listor the particulafirearm.
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Figure 9: Variation ofbreech facescores by separation for the 50 Glock 21 Gen 4 cartridge cases
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Figure 10: Variation of firing pin scores by separation for the 50 Glock 21 Gen 4 cartridge cases

In Figure9 andFigure 10, the abscissa indicates the separation of a comparison (shot number
difference). This can hi@ustrated as follows: Shet andshob:, and shoks andshots are
separated by orghot. Shek andshobs, and shofs andshot are separated bightshots. At

each separation all of those scores are indicated. I¢featlg separation afne,one would

expect 49 values, at separattaro, one would expect 48 values, and so on. The dotted lines
represent the 95% confidence interval for each separation accounting for sample size. No
intervals are plotted for the last few siné@ example, foa separation of 49 there can only be
oneinstance §hoto versus shaj}. Evaluating these results for the Glock ABP caliber pistol
would seem to suggest that there is no change between the various separations although the
distributions within each separation are relatively large.

36 All compaisons were returned in the IBIS candidate list.
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Figure 11 Variation ofbreech facescores by separation for the 50 Taurus 24/7 G2 cartridge cases
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Figure 12: Variation of firing pin scores by separation for the 50 Taurus 24/7 G2 cartridge cases

FigurellandFigurel?2 provide the shot sepation plots for the .45 ACP Taurus 24/7 G2 pistol
which was used in this test. The performance oBiteech facescores is similar to that of the
Glock, but the Firing In scores are more spread out and at a lower mean score that the Glock

pistol.

Figure13 provides glot for the product of thbreech facand firing pin scorefor the Taurus
24/7 G2 in .45 ACPI{is assumed that the scoreghbreech facand the firing pin are
independenand that these scores can be combined in a multiplicative fashion
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Figure 13: Variation of the product dbreech facend firing pin scores by separation for the 50 Taurus 24/7 G2 cartridge cases
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Figure 14: Plot offiring pin scores by firing pin rank and Match status

In Figure14, the match and nematch firing pin scores are plotted against the firing pin rank for
all firearms and ammunition types. As would be expected, there is a general decrease in score
with an ncrease in rank. At high rank (low numerical values), the match scores have a higher
minimum than the nematching scores. The match scores have a higher denisigher ranks.

The reverse is true for the nomatch scores.
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Figure 15: Firing pin versusbreech facescores, by match. The best known-naatch lines (Largest nematch) is indicated

All of the data from these comparisons were inctlidg=igurel5. The noAmatch scores are in
red and the match scores are in blue. The dotted line indicates the highesitobrscore
(BKNM) of the product of théreech facascore and the firing pin score. There are two data
points at (27,233) which indicate very high scores formatching firing pin scores. In general
the firing pin nonmatch scores seem high, indicating lower discrimination.
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Figure 16: Probability density obreech facecores by ammunition.

In Figurel6, thebreech facscores were used to compute the probability densities for the
cartridge cases fired throughHaPoint C9 pistol. The solid curve is an estimate of a probability
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density function (pdf) for the nematchbreech facescores. Thehort dashed linis an estimate
of the pdf forbreech facenatch scores between the input ammunition type (Federal American
Eagle) matching against other ammunition tygether thar-ederal American Eagle Thelong
dashed line is an estimate of the pdfifozech facenatch scores of Federal American Eagle
ammunition against Federal American Eagle ammunitidme sepaation betweerthe two

match pds is clear.
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Figure 17: Example of a Receiver Operating Characteristic (ROC) curve

Figurel7 givesa ROC curve for all of the 9mm data (all firearms ah@@munition) based
uponbreech facacores. This ROC curve has an area under the curve (AUC) of 0.665. This
implies a classifiation method low to medium discriminating poweiThe ROC curve for the
firing pin scores has an AUC of 0.786, whilst the AUC for the product dirdsech facecore

and firing pin score is 0.810.

Conclusion

Comparison of successively fired cartridgeses suggests, from IBIS data, that the variability
between shot separations is minimal. This is probably driven by the fact that the variability
within shot separations is relatively large.

Sample size

Firearmexaminers willusuallytestfire a suspectifearmtwo to fivetimes using ammunition
similar to that found at the crime scernkhe actual number fired is determined by laboratory
policy and the experience of the firearms examifidreexaminer will then select a cartridge

case from the set whigk deemed to be representative of the suspect firearm. This cartridge case
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is then used as the known in the comparison process performed on a comparison microscope.
Cartridge cases are generally entered into the IBIS system gigestéenarios:

i after a canparison is made, and the suspect cartridge case is deemed not to have been
fired by the suspect firearm, or

1 after a single or group of cartridge cases is examined, the firearms examiner may select
one or more cartridge cases for submission to.IBIS

In this projecta sample of 100 cartridge cases, in most cagagused to evaluate the
variability of same gur{Hd) anddifferent gun(Hp) scores In order to make use of a sample of
cartridge cases from a firearm to develggame guristribution, the sample distribution must
be representative of the actual distributiosafe gurscores.

Since the 9mm pistol dataset has a large number of scores, it was decided to sample distributions
of thebreech facand firing pin scores and tmmpare such sample distributions with the actual
distribution for a particular model. The actual and sample distributions were compared and the
variability between the two was computed using the sum of the squares. Various sample sizes
were used to asse the effect of the sample size in approximating the actual distribution.

The Taurus 24/7 G2 9mm pistol was used for this test. This data set contains 951,464 records.
This data set contains the IBIS scores for five pistf898 X45399 X45401, X45405 and
X55720.

Taurus 24/7G2 (X45399) Breech Face Score

Residuals
2
1

Cartridge cases
sample size = 50 runs

Figure 18: Sample size determination (X45399): 50 runs
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Taurus 24/7G2 (X45399) Breech Face Score

Residuals
2
|

Cartridge cases
sample size = 500 runs

Figure 19: Sample size determination (X45399): 500 runs

Figure20indicates 100 simulations of the density distributions oktmae gun and different gun
for pistol X45399 Figure2lindicates the actual distributionsigure18 andFigurel19
demonstrate the differences between the simulated and actual distisbasia furton of the
sample size Figure20 furthermorellustratesthe distributions for a sample size of 10. It must
be noted that 10 cartridge cases will result in 45 pairwise comparisons, and brasctbface
scores, to define treame gurdistribution.

Taurus 24/7G2 (X45399) Breech Face Score

Density

T T T
150 200 250

N=10 Bandwidth=22.35
simulations=100

Figure 20: Simulation of distrilations for BF Score (X45399)
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Figure 21: Actual Robability DensityFunction (PDF) and histogram of BF for X45399

In order to perform comparisons, a firearms examiner needs to produce a certain number of test

fires forpurposes of comparison against an unknown cartridge case (the actual number of test

fires is guided through unit policies). This research examined the question of how many

cartridge cases would be representative of the firearm given the observediaimathie 1BIS

scores. A simulation study was performed to compare the score distributions of a randomly

selected samplesetqf.a set of Atest fireso against the di
Aesti mated popul at i on 0 of@irearme Thade twy distribuionsc ar t r i d

were compared and their similarid yt hwea sc Inoesaesrurt
di stribution of scores to that of the Apopul a

smallest sample size ofstefires could be determingldatwould be representative of the firearm.

This topic area should be researched further.

Performance of @mfirearms

Approximately 100 cartridge cases fired by the 9mm firearms (35 pistols, 2 carbines, and 1
revolver) were submitted to IBIS and the resultimgech facand firing pin scores were
analyzed using ® and RStudi®®. The data were divided by model of fireaamd a receiver
operating characteristic (ROC) curve was computed. The area under the ROC cualg®was

37R Core Team (2013). R: A language and environment for statistical computing. R Foundation for Statistical
Computing, Vienna, Austria. ISBN@05107-0, URL http://www.Roroject.org/.

38 RStudio Team (2®). RStudio: Integrated Development for R. RStudio, Inc., Boston, MA URL
http://www.rstudio.com/.
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computed.All ROC calculations were perforead using the ROCR package iR For each
model the ROC curves and the error rate curves are giigune22 throughFigure40.

Table2 provides all of the areas under the curve (AUC) for the receiver operating characteristic
(ROC) curve These data are for theeech facecores (BF), the firing pin scores (FRBhd for

thar product (FP*BF). The cells highlighted in green indicate which of the measures provides
the most discrimination for a particuerearm. An AUC of .B0indicates that the method of
classification is equal to a coin toss. A method with an AUC oflit@tes a methothathas

perfect classification performanc&he error rate curve illustrates how the particular cutoff (on
the xaxis), in this caséF score FP score, and their product) affettis false positive ratép()

and the false negative eafnr). The point at which they cross is known as the equal error rate
(EER). Forensic scientstvould like to have a lovipr and thus wald generally work to the

right of this position with some tradeoff for thre.

B¥AYI ¢ {FYRSNIhX .SSNByYysgAy 1St b YR [Sy3ar&dzSNI ¢ SdHnnpt
Bioinformatics, 21(20), pp. 7881. http://rocidinf.mpisb.mpg.de.
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Table2: Area under the ROC curve for all 9mm fireaffns

Make Model NFuirn;Z(rar;zf Type AUC_BH AUC_FP AUC_FPxBH
Arcus D98 1 Pistol 0.718 0.717 0.786
Glock 19 Gen 4 1 Pistol 0.853 0.654 0.825
HiPoint 995 TS 1 Carbine | 0.976 0.879 0.973
HiPoint C9 4 Pistol 0.681 0.819 0.780
Keltec P11 1 Pistol 0.860 0.943 0.974
Keltec PF9 5 Pistol 0.757 0.822 0.857
Keltec Sub2000 1 Carbine | 0.621 0.977 0.899
Ruger LC9 3 Pistol 0.737 0.811 0.835
Ruger P95 1 Pistol 0.789 0.833 0.874
Ruger SR9 1 Pistol 0.995 1.000 1.000
SCCY CPX I 5 Pistol 0.546 0.602 0.574
SigSauer P250 1 Pistol 0.998 0.995 0.999
SigSauer SP2022 1 Pistol 0.984 0.802 0.964
3\;22:0%] SD9VE 1 Pistol 0.850 0.837 0.883
Springfield XD9 4 Pistol 0.656 0.770 0.768
Taurus 905 1 Revolver| 0.843 0.891 0.924
Taurus 247 G2 5 Pistol 0.882 0.740 0.879
Taurus Millennium Pro 111 1 Pistol 0.996 0.993 0.999
All All 38 0.741 0.756 0.799

FromTable2 it can be seen that IBIS scores for the SCCY CPX Il pistols perfovergdadly

as a classifier for the same gun/different gun scenario. The best performers were for the Ruger
SR9, SigSaudpP250, and the Taurus Millennium Pro 110f the 18 models represented in

Table2, four hadbreech facecore as the best performer, four with the firing pin sand,10

with the product of both. This is illustrative thia many casebothscoresshould be considered.
This is not easily achieved with the current configuration of the IBI%erall, the product of the
scores is the best performer in classification

40 Best performing classifiers colored greem.
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Figure22: ROC and error rate curves for all 9 mm firearms
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Figure 23: ROC and error rate curves for all Glock 19 Gen 4 (9 mm) firearms
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Figure 24: ROC and error rate curves for all Taurus 24/7 G2 (9 mm) firearms
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Figure 25: ROC and error rate curves for all Taurus Model 905 (9 mm) firearms
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Figure 26: ROC and error rate curves for all HiPoint 995 TS (9 mm) firearms
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Figure 27: ROC and error rate curves for all HiPoint C9 (9 mm) firearms
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Figure 28: ROC and error rateurves for all SCCY CPX Il (9 mm) firearms
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Figure 29: ROC and error rate curves for all Arcus D98 (9 mm) firearms
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Figure 30: ROC and error rate curves for all Ruger LC9 (9 nfirdarms
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Figure 31: ROC and error rate curves for all Taurus Millennium Pro 111(9 mm) firearms
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Figure 33: ROC and error rate curves for all Ruger P95 (9 mm) firearms
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Figure 35: ROC and error rate curves for all Keltec PF9 (9 mm) firearms
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Figure 36: ROC and error rate curves for all Smith & Wesson SDOVE (9 mm) firearms

Error Rates - Breech Face Score - moSP2022

T T T T T
20 40 60 80 100

o

Breech Face Score
fpr=blue & fnr=red

ROC Curve - Breech Face Score - moSP2022

AUC =0.984

T T T T T
00 02 04 06 08 10

=

False positive rate
1 different firearms

rate

True positive rate

02 04 06 08 10
| 1 1 1 |

0.0

00 02 04 06 08 1.0

=

Error Rates - Firing Pin Score - moSP2022

T T T
50 100 150

=]

Firing Pin Score
fpr=blue & fnr=red

ROC Curve - Firing Pin Score - moSP2022

AUC = 0.802

T T T
00 02 04 06 08 10

False positive rate
1 different firearms

rate

True positive rate

02 04 06 08 10

0.0

00 02 04 06 08 1.0

=

Error Rates - FP X BF Score - moSP2022

0 2000 4000 6000 8000 10000

BF x FP Score
fpr=blue & fnr=red

ROC Curve - FP X BF Score - moSP2022

AUC = 0.964

False positive rate
1 different firearms

Figure 37: ROC and error rate curves for all SigSauer SP2022 (9 mm) firearms
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Figure 38: ROC and error rate curves for all Ruger SR9 (9 mm) firearms
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Figure 39: ROC and error rateurves for all Keltec Sub2000 (9 mm) firearms
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Figure 40: ROC and error rate curves for all Springfield XD9 (9 mm) firearms

The breech face (BF) and firing pin (FP) scores, as well as their product (BgeRE)ated by

the 1 BI'S were used to assess the ability of
into a samegun or differemtgun category. There were 38 9mm Luger firearms (represented by

10 manufacturers and 18 models) used in this studythé Ruger SR9, both the FP score and

the BFxFP score were perfect classifiers. The BF score was the best classifier for four models
(Glock 19, HiPoint 995TS, SigSauer SP2022, and the Taurus 24/7 G2), the FP score was the best
classifier for five modelgHiPoint C9, Keltec Sub 2000, Ruger SR9, SCCY CPX Il, and the
Springfield XD9), and the BFXFP score was the best classifier for nine models (Arcus D98,

Keltec P11, Keltec PF9, Ruger LC9, Ruger P95, Ruger SR9, SigSauer P250, S&VESD9

Taurus 905, and thBEaurus Millennium Pro 111). The IBIS system does not provide for an easy
means to use the combination of the BF and FP scores. The ability to order candidate lists
through the combination of scores will be of value to firearms examiners (especiallihe3D
system). Since the markings that appear on the breech face and firing pins (or strikers) are made
through independent manufacturing operations, the score generated through the IBIS
comparisons are also independent. Generally, all of the obasirformed well but the SCCY

CPX Il pistols were the worst in all three measures. This was due to matiatgere difficult

for IBIS to interpret, but would be easy identifications for a firearms examiner.
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Systenperformancestudies

Four sets of sapies were received frotdS Army Criminal Investigation Laboratory

(USACIL), a division of the Defense Forensic Science Laboratory (DF$Rgsesamples used
toassesstheepeatability, reproducibility, compari s

The following metlods were used to study the samples:
Repeatability: The single cartridge case was mounted in the IBIS systemBR\wase
files were created with their respective exhibits. For eachfitaske analyst imaged the
cartridge case without removing i@adjusting the position of the cartridge case between
captures. Each analyst repeated this procedure.

Reproducibility: The single cartridge case was mounted in the IBIS systemiBFve
case files were created with their respective exhibits. Thedtgtcase was dismounted,
remountegand the position readjusted between captures. Each analyst repeated this
procedure.

Comparison: For each comparison set, the three known samples (K1, K2, and K3) and
the one questioned sample (Q1) were capturetidIBIS system. Each analyst repeated
this procedure.

Blind: Five blind samples (L 5) were captured by the IBIS system. Each analyst
repeated this procedure.

After all captures were completed, all of the exhibits wereoreelated and the data pessed
according to the standard procedure.

In order to define a methodology for the analysis of the data the following standard definition
(where available) were used to develop a useable definiiocording to the EURACHEM
Guide', repeatability may be defined as:

APrecision under repeatability conditions,
are obtained with the same method on identical test items in the same laboratory by the
same opeator using the same equipment within short intervals of.dime

41 Eurachem Guide: The Fitness for Purpose of Analytical Methods, December 1998,
http://www.eurachem.org/images/stoes/Guides/pdf/valid.pdf
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Furthermore, it states that the repeatability

results obtained under repeatability conditions | n addi ti on, litt notes t
standard deviation is a fAimeasure of dispersio
repeatability conditions. Similarly Orepeata
variationd could be definedofeesi@sultssnddet as measu
repeatability conditions. 0

For this study the definition of repeatabilthatis utilized is a variation on the definition as
proposed by Eurachem. The measure of precision used to evaluate the repeatability is the
coefficient ofvariation for bothoreech facandfiring pin scores.

Precision under repeatability conditions, i.e. conditions where independent test results are
obtained with the same acquisition method on repetitive imaging of an identical test item in the
same laborary by the same operator using the same equipment within short intervals of time.

Also from the EURACHEM Guideagproducibility may be defined as:

APrecision under reproducibility condition
with the samenethod on identical test items in different laboratories with different
operators using different equipment. o

't also notes that a fAvalid statement of repr
changed. Reproducibility may be expressecitaively in terms of the dispersion of the
resultso

The reproducibility standard deviation is def
obtained under reproducibility conditians Similar to fmegead abi |l ity,
dispersion ofhe distribution of test results under reproducibility conditions. Similarly

6reproducibility varianced and O6reproduci bildi

as measures of the dispersion of test results under reproducibility cosdition

For this study the definition of reproducibility is utilized is a variation on the definition as
proposed by Eurachem. The measure of precision used to evaluate the reproducibility is the
coefficient of variation for botbreech facandfiring pin scores. Precision under

reproducibility conditionsi.e. conditions where test results are obtained with the same
acquisition method on separate imaging of an identical test item in the same laboratory with the
same operators ugjrthe same equipment.
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The data were sliced to obtain thveech fac€BF) andfiring pin scores (FP) of each analyst
against themselves as per the adopted definitioapsfatability. Figure41 provides a plot of the
coefficient of variatiof? (CoV) for both the BF and FRcores. Since the CoV takes both the
mean () and standard deviatios Y into account, this implies that an analyst with a lnand a
low s could have theame CoV as an analyst with a higheand a highes. The maimum

CoV BF is less than 11%, whilst the miawum CoV for FP is less than 30%. This variability

between examiners may seem high for the FP CoV, but it must be remembered that the score
values ttained in this study are extremely high scores, not usually seen in casework. It may

also amplify the fact that small changes in light may have a considerable impact on the net score.
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Figure 41: Repeatabilityi firing pin coefficient of variation versuseech faceoefficient of variation

The repeatability data for th®eech facescores are given iRigure42. The lettergivenon the

top of the figure indicate the groups of which each analyst is a mellggoup is created when
the means of the members are not significantly different. Each group is assigned a letter name.
For example, ECD, RLJ, and SAM are allmemlzefs gr oup

groups 6 a 6

6c o,

whil st

a Mk méandof the groups with the same letter are not significantly different.

In this instance there atlkreesignificantly different groups of means for BF. Timéng pin
repeatability iggiven inFigure43. Forfiring pin scores there asevensignificantly different

groups of means.

42The coefficient of variation is calculated by using all of the relevant scores per analyst to determine thernean (

and the standard deviatiors{ of the scoresd ¢  —

pmmp
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Figure 43: Firing pin repeatability

Similar to the repeatability study, the data were sliced to obtaioréeeh fac€BF) andfiring

pin scores (FP) of each analyst against themselves as per the adopted deffnitio
reproducibility. Figure44 provides a plot of the coefficient of variation for both the BF and FP
Scores. The maxum CoV BF is slightly less than 12% (similtr the repeatabilityalue),
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whilst the maimum CoV for FP is less than 30%. Apart fromeaxaminer (NMC, a

inexperienced operatpor,

CoVbs

the rest of the
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Figure 44: Reproducibility- FP CoV and BF CoV

ar

The repoducibility data for thdreech facecores are given iRigure45. For the BF
reproducibility,there ardour significantly different groups of means for BF. Timing pin
scorereproducibility is given inFigure46. Forfiring pin scores there amax significantly

different groups of means.
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Pages0

cl



|
T e
§ EHQ - ég T B
B : 4L EQE = - T[]
< i = :
L - i - =] -
b 1 = °
o
§ - -}
<]
T T T T T T T T T T T T T
APN EBF ECD EFL HLB JNK KDG MTW NMC RLJ SAM SFG SSK
BF Reproduceability by Analyst Sample
Figure 45: BF Reproducibility
a a a
b b b b
[= [ = C c C
d d d d d
e e e e
f
1 1 1 1 1 1 1 1 1 1 1 1
g -
§ | H H
47 e
% - T 8 1 - e
o : T - |
e 8 - i QE
4

% 1

Q

i

T T T T T T T T T T T T T

APN EBF ECD EFL HLB JNK KOG MTW NMC RLI SAM SFG SSK

FP Reproduceability by Analyst Sample

Figure 46: FP Reproducibility

Another viav of repeatability and reproducibility is givenkingure47 (breech facgandFigure
48 (firing pin). The plots provide these two metrics for each score. The line in the graph

i ndi

cates

wher e

the CoV for

each

S

equal

repeatabilitythen in reproducibility. Analysts closer to the origin have better overall
repeatability and reproducibility for FP and BF scores.
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Figure 47: Repeatability andeproducibility of the IBI®reech facescore
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Figure 48: Repeatability andeproducibility of IBISfiring pin scores

All reproducibility studies were conducted using a cartridge case fired by a Ruger P95DC.

Pageb2



Blindstudies

For theblind andcomparison studies, th@eliminaryBayesian networkBN) in Figure49 was
used to compute the likelihood ratios
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Figure49: 9mm Bayesian Network

Blind #1.:

In each case, thevaluation for theletermination of the model of the firearm a new LR had to be
computed. The Prior Odds for each model were computed as follows:

For each modeP(model}3 was taken directly from the BNnd

43 probability for a particular model
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Equation4: Calculation of prior oddgor firearm model

0 &€ QQa 0Q p 0A&£QQa

Therefore,
0D dé€QQa
Nl "GERVQI—r—F—
d L € QQa

A similar approach is used for the calculation of the posterior odds after the instantiation of the
various nodes. The legflikelihood ratio) (LLR) is provided to allow for direct contrast-tf
andHp (same magnitudes but opposite directions).

Foreach of the 5 blind samples, 4 sets of data (lowest numerical rank, highest BF, highest FP,
and highest FiBF) were used to select the data. Once the data was sorted a full set of Rank, FP
and BF were entered into the BNidure49).

All of the results are given iRigure50 throughFigure69. All of the plots use the sameaxis

scales to allow for comparison between the various scenarios. Cdfigales50. Results

which are to the right of the-gxis support the selection of a particular model. Results to the left
of the yaxis provide support for the particular model not being the one which fired the question
cartridge case. The extent to whible results deviate from theaxis demonstrate the

magnitude of agreement with the proposition. It can be seen that there is versf sivatence

to support the proposition that the cartridge case was not fired from the Ruger SR9, the HiPoint
995TS, orlhe Taurus Millennium Pro 111There is moderate evidence to support the

proposition that the cartridge case was fired feoBmith & Wesson SDYE. There is limited
evidence to support the proposition that the cartridge case was fired eitec PF9 rad that it

was not fired by a Keltec P11.

4“4 Evett, | W., G. Jackson, J. A. Lambert, and S. McCrossan. 2000. The impact of the principles of evidence
interpretation on the structure and content of statements. érie &Justice 40 (4): 233

LLR verbal convention

0-1 limited evidence to support

1-2  moderate evidence to support

2-3  moderately strong evidence to suppor

3-4  strong evidence to support

>4 very strong evidence to support
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Model LR: Blind #1: Lowest Rank

SR9

99515

XD9 =
SUD-2000  m—

= 5P2022
— SD9-VE

—
—24/7G2
= PFO

Prolll

-2.00 0.00 2.00

4.00

= XD9
Sub-

Model LR: Blind #1: Highest BF

SR9
SP2022
SD9-VE

QO5TS —

905
24762
PF9

P-11

— OS5
P250

-14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00

D98

CPX —

log(LR)

Figure 50: Blind #1 - Lowest rank

Figure51: Blind #1 - Highest BF

Model LR: Blind #1: Highest FP
! XD9
Sub-2000
SR9 =
SP2022
SD9-VE e
= 995TS
905
24/7G) —
PF9
P11
= P95
j—P250
MillenniumPro111
e
D98 =
= CPX
. ; - = C9
-14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00
log(LR)

4.00

Model LR: Blind #1: Highest FP*BF
XD9 -
Sub-2000 =
SR9
p—5P2022
" SD9-VE
G95TS emm—
e 505
= 24/7G2
PF9 »
P} —
prvg—|
P50 m———
ol11
j— L C9
== D98
CPX #
9 I
14.00 12.00 10.00 8.00 6.00 4.00 2.00 0.00 2.00 4.00
log(LR)

Figure52: Blind #1 - Highest FP

Figure 53: Blind #1 - HighestFP*BF

The ground truth for Blind #1 was Ruger P95DC.
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Blind #2:

Model LR: Blind #2: Lowest Rank Model LR: Blind #2: Highest BF
XD9 § [— XD9
SUb-2000 s—— Sub-2000
= SR9 SR9
SP2022 SP2022
SD9-VE = SD9-VE
39578 =t [ —
905 905
24/7G2 = 28/7G7 —
PF9 PF9
Pt | P pp—
= P95 P95
= pP250 P250
MillenniumPro111 = i Proll
Lca Lo
= D98 D98
= oo [ ——
Ne) o] - -
-14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00 -14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00
log(LR) log(LR)
Figure 54: Blind #2- Lowest Rank Figure55: Blind #2 - Highest BF
Model LR: Blind #2: Highest FP
XD9 . . *
sy 2000 = Model LR: Blind #2: Highest FP*BF
SP2022 preg— — xD9
995TS o Sub-2000  me—
o0 28/7G72 w— $P2022 ==
PF9 SD9-VE
Pl 995TS
= P95 905
P250 = 247G m—
Millenniumpro111 s PF9
LCo P-11 —
Dog = == P95
- CPX P250
! . J=_Co . L
-14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00 CP?(ES I —
log(LR) ) ) €O m—
-14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00

Figure 56: Blind #2- Highest FP

log(LR)

Figure57: Blind #2 - HighestFP*BF

The ground truth for Blind # 2 was a HiPoint C9.
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Blind #3:

Model LR: Blind #3: Lowest Rank

Model LR: Blind #3: Highest BF

XD9 | = XD9
Sub-2000 == Sub-;
SR9 SR9
5P2022 | SP2022
SD9-VE SD9-VE
995TS = GI5TS m—
905 905
24/7G62 24/7G62
PF9 PF9
p—p-11 P-11
P95 = — PO5
P250 = P250
== MillenniumPro111
03— 0
= D93 D98
= CPX CPX  w—
‘ ) pry— . s ' ' :
-14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00 -14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00
log(LR) log(LR)
Figure 58: Blind #3 - Lowest Rank Figure 59: Blind #3- Highest BF
Model LR: Blind #3: Highest FP Model LR: Blind #3: Highest FP*BF
XD9 § - XD9
Sub-2000
SR me— SR9
SP2022 SP2022
SD9-VE SD9-VE
p— 095TS 95T —
905 905
24/7G2 24/7G2
PF9 PF9
P-11 P-11
= P95 — PS5
| P250 P250
MillenniumPro117]  se—
[fa:)
D9g D98
- CPX CPX w—
. . . e r . - - (9 m—
-14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00 -14.00 -12.00 -10.00 -8.00 -6.00 -4.00 -2.00 0.00 2.00 4.00

log(LR)

log(LR)

Figure 60: Blind #3 - Highest FP

Figure 61: Blind #3 - HighestFP*BF

The ground truth for Blind #3 was a Springfield XD9.
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Blind #4:

Model LR: Blind #4: Lowest Rank Model LR: Blind #4: Highest BF
XD! j—XD9
Sub-2000 = Sub-2000
SR9 SR9
SP2022 SP2022 m—
SD9-VE SD9-VE
995TS = GO5TS st
905 905
24/7G62 241162
PF9 PF9
P11 p—P-11
Po95 = = P95
P250 = P250
== MillenniumPro111
L9 Lce
= DO8 095 mm—
m CPX CPX  —
[y — m—
14.00 12.00 10.00 8.00 6.00 4.00 2.00 0.00 2.00 4.00 14.00 12.00 10.00 8.00 6.00 4.00 2.00 0.00 2.00 4.00
log(LR) log(LR)
Figure 62: Blind #4 - Lowest Rank Figure 63: Blind #4 - Highest BF
Model LR: Blind #4: Highest FP Model LR: Blind #4: Highest FP*BF
XD9 == XD9
Sub-2000 Sub-2000
prmg— e 579
5P2022 SP2022
SDY-VE we— SD9-VE
99575 995TS m—
905 905
24/76) e— 247G —
PF9 PF9
P11 P11 e—
= Po95 = Pas5
= P250 —P250
MillenniumPro111 e MillenniumPro111 e
Lce e
| 058 =
j— CPX CPX ¢
. . . —C3 . —_C9
14.00 12.00 10.00 8.00 6.00 4.00 2.00 0.00 2.00 4.00 14.00 12.00 10.00 8.00 6.00 4.00 2.00 0.00 2.00 4.00
log(LR) log(LR)

Figure 64: Blind #4 - Highest FP

Figure 65: Blind #4 - HighestFP*BF

The ground truth for Blind #4 was a Glock 19is generally evident that the most likely make
and model is a Glock from thereech facéiring pin impressions. The database has no similar
cartridge casyepseowiitnprieGlsacokns t o answer t hi
the generaldilure of this classification method.

Pageb8

S

q



Blind #5:

Model LR:

Blind #5: Lowest Rank

XD9 -

Sub-2000 =

= SP2022
» SD9-VE

p— 005

= 24/7G2
PF9 %

POS —

fu— (9
= D98
CPX %

10.00 8.00 6.00 4.00 2.00 0.00 2.00
log(LR)

4.00

Model LR:

05

Blind #5: Highest BF

j— XDO
Sub-2000

S$P2022
SD9-VE

PF9

24/7G7 —

MillenniumPro111

P11 —
— P95
P250 =

10.00 8.00 6.00

4.00

log(LR)

D98 e

CPX m—
€9

2.00 0.00 2.00

4.00

Figure 66: Blind #5- Lowest Rank

Figure 67: Blind #5 - Highest BF

Model LR: Blind #5: Highest FP

5ub-2000
5P2022
99575
24762 4
0 —
P11 —
n
= P250
MillenniumPro111 ==
Lco
— D98
P |
o =
10.00 .00 6.00 4,00 2.00 0.00 2.00
log(LR)

4.00

Model LR: Blind #5: Highest FP*BF

Sub-2000

j— XDO

5P2022
SD9-VE

PF9

24/7G2 —

MillenniumPro111

Pl —
OS5
P250 =

10.00 8.00 6.00
log(LR)

4.00

D98 e

CPX —

CO
2.00 0.00 2.00

4.00

Figure 68: Blind #5 - HighestFP

Figure 69: Blind #5- HighestFP*BF

The ground truth for Blind #5 was a HiPoint 995.

Conclusion

Given these results, the ability to infer the make and/or model of a firearm from IBIS scores

seems limited at presenthe introduction of categorical features (such as the general class
features of théreech facenarks e.g. parallel, arched, crdsstched, etc.) of the questioned

cartridge case may add some additional discriminatory power. Added discriminationed need

since the scores distributions alone are too similar between the various models.

Comparison

Thecomparison data were evaluated in a few ways. A traditional statistical approach and a
Bayesian approachereundertaken.Each set comprised of 3 knownsi(I§ )

and

one

(Q) cartridge casesn Figure70, the match (matches between K1, K2, and°Kgreen trace)
non-match (K1, K2, K3, and Q1 verstise cartridg cases in thexisting databasé(red trace),

4 This describes the intraariability of the scores of the known cartridge cases.

46 Density of the nonmatch scoes. Assumes that neither the known nor the questioned cartridge cases (if they

are different) are represented in the database.
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and unknown (Q1 versus K1, K2, and @8ue trace)’) density distributions are given for both
the FP and BF scores. By inspection of the FP distributions it appears that the unknown
distribution is similara theof the nommatch distribution

For example, irfrigure70, the match (matches between K1, K2, and K3);maich (K1, K2,

K3, and Q1 versus a pexistingcase in the database), and unknown (Q1 versus K1, K2, and
K3) density distributions are given for both the FP and BF scores. By inspection of the FP
distributions it appears that the unknown distribution is similar to the of thenateh

distribution. This implies that the questioned cartridge case was not fired from the same firearm
thatfired the known cartridge cases.

Comparison (9mm) Set 1 Comparison (9mm) Set 1

0.04
1

002
1
——

003
1
T
I

002
1
e
—

Density
0.02
1
Density
S

0.01
|
—

0.01
1
- -
—_—
e
I
—
.~

!
8 4./ ." 8 4 j_/ &_
o o
T T T T T T T T T
0 50 100 150 0 20 40 60 80
Firing Pin Score Breech Face Score
QOverall Plot { 54445 observations) Overall Plot ( 54445 observations)

Figure 70: Comparison Set 1: FP and BF score distributions by Magple

An ANOVA was carried out on thmatch result and the BF and FP scores. In both cases the p
value was significantly less than the significance level (0.05), toughl rejected The pairwise
compaisons and the Tukeylonest Significant DifferencéHSD) testboth indicated that each
distribution was in itsown unique set for the FP and BF mean scoresKgpe&e71 andFigure

72).

47 Measure of the comparison scores between Q and the set of knowns.
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Set 1Firingpin comparisos
Table3: Set 1: Firing pin comparison®dANOVA: FP~Match

Df Sum Sq Mean Sq F value Pr(>F)
Match 2 2967137 1483568 5781 <2e16 ***
Residuals 54442 13970315 257
Signif. codesO o6***§ 0. 001 o6**d6 C

Table4: Set 1 Firing pin comparisonsPairwise comparisons usirtgests with nofpooled SD

data: test$FP and test$Match
No Unknown
Unknown <2e16 -
Yes <2e16 <2e16
P value adjustment method: holm

Table5: Set 1: Firing pin comparisonS:ukey multiple comparisons of means: 95% familse confidence level: Fit:
aov(formula = FP ~ Match, data = test)

$Match
diff Iwr Upr p adj
UnknownNo 6.46533 4.534989 8.395671 0
YesNo 50.92568 49.813682 52.037686 O
YesUnknown 44.46035 42.244621 46.676087 O

Comparison (9mm) Set 1

Figure 71: Comparison Set 1: Tukey HS@&r firing pin scores
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Set 1Breech faceomparisos
Table6: Set 1:Breech faceomparisonsANOVA: BF~Match

Df Sum Sq Mean Sq Fvalue Pr(>F)

Match 2 1019315 509657 4531 <2e16 ***
Residuals 54442 6124208 112
Signif. codes: O 6***9% 0.00

Table7: Set 1:Breech faceomparisonsPairwise comparisons using t tests with qaooled SD

data: test$BF and test$Match
No Unknown
Unknown <2e16 -
Yes <2e16 <2e1l6
P value adjustment method: holn

Table8: Set 1:Breech faceomparisonsTukey multiple comparisons of means: 95% fawiige confidence level. Fit:
aov(formula = BF ~ Match, data = test)

$Match
diff lwr Upr p adj
UnknownNo 12.55417 11.27610 13.83224 0
YesNo 29.10331 28.36706 29.83957 0
YesUnknown 16.54914 15.08211 18.01617 0

Yes

Comparison (9mm) Set 1
Figure 72: Comparison Set 1: Tukey HS®&r breech facescores
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Set 2:

For example, irfrigure73, inspection of the FP and BF distributions it appears that the unknown
distribution is similar to the of the nanatch distribution of FP and even more so for the BF
scores.This situation can also be inferred from the plotBigure74 andFigure75. There is
overlap between the nenath and unknown distributionghis implies that the questioned
cartridge case was not fired from the same firearm which fired the known cartridge cases.

Comparison (9mm) Set 2 Comparison (9mm) Set 2

012
|

0.08
L

0.08
1
0.08
1

Density
0.04
1
Density
0.06
|

o
g1 /| i
f 8 4 ‘ k!
{ o |” \
f
] ] |
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Figure 73: Comparison Se2: FP and BF score distributions by Match type

Set 2Firingpin comparisos
Table9: Set 2: Firing pincomparisonsANOVA: FP~Match

Df Sum Sq Mean Sq F value Pr(>F)
Match 2 1752031 876015 4132 <2el6 ***
Residuals 61133 12962120 212
Signif. codes: 0O 6***46 0.

Tablel0: Set 2: Firing pin comparisa1 Pairwise comparisons using t tests with fuooled SD

data: test$FP and test$Match
No Unknown
Unknown <2e16 -
Yes <2e16 <2e16
P value adjustment method: holr
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Tablell: Set 2: Firing pin comparisond ukey multiple comparisons of means: 95% familse confidence level. Fit:

aov(famula = FP ~ Match, data = test)

$Match
diff Iwr Upr p adj
UnknownNo 6.848036 5.432505 8.263567 0
YesNo 38.753682 37.748283 39.759082 O
YesUnknown 31.905646 30.180733 33.630560 O

<

Comparison (9mm) Set 2

Figure 74: Comparison Set:2ZTukey HSCfor firing pin scores

Set 2Breech faceomparisos
Tablel2: Set 2:Breech faceomparisonsANOVA: BF~Match

Df Sum Sq Mean Sq F value Pr(>F)
Match 2 335591 167795 1587 <2e16 ***
Residuals 61133 6463259 106
Signif. codes: 0O 6***6 0.

Tablel13: Set 2:Breech face&omparisonsPairwise comparisons usingésts with nospooled SD

data: test$BF and test$Match
No Unknown
Unknown <2e16 -
Yes <2e16 <2e16
P value adjustment method: holn
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Tablel14: Set 2:Breech faceomparisonsTukey multiple comparisons of means: 95% faiwilse confidence level. Fit:

aov(formula = BF ~ Match, data = test)

$Match
diff Iwr Upr p adj
UnknownNo -6.670013 -7.669569 -5.670457 0
YesNo 16.328807 15.618859 17.038755 O
YesUnknown 22.998820 21.780798 24.216841 O

BF

Comparison (9mm) Set 2

Figure 75: Comparison S&t Tukey HSOor breech facescores
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Set 3:

Comparison (9mm) Set 3 Comparison (9mm) Set 3
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Figure 76: Comparison Set:FP and BF scoralistributions by Match type

In Figure76, the Match, NorMatch and Unknown distributions for the FP scores overlap
significantly (see als&igure77). For the BF scores, the Match distribution is shifted slightly

higher in score but the score means are still comparable to the of the BF scores. Both scores are
relatively low.This implies an inconclusive result.

Set 3Firingpin comparisos

Tablel5: Set3: Firing pin comparisos: ANOVA: FP~Match

Df Sum Sq Mean Sq Fvalue Pr(>F)
Match 2 84715 42357 98.04 <2e16 ***
Residuals 63939 27623674 432
Signif. codes: 0O 6***46 0.

Tablel6: Set 3: Firing pin comparison$airwise comparisons using t tests with faooled SD

data: test$FP and test$Match
No Unknown
Unknown <2e16 -
Yes 0.51 <2e16
P value adjustment method: holr
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Tablel7: Set 3: Firing pin comparisa Tukey multiple comparisons of means: 95% familse confidence level. Fit:

aov(formula = FP ~ Match, data = test)

$Match
diff Iwr Upr p adj
UnknownNo -15.2766538 -17.833932 -12.719376 0

YesNo -0.2484222 -1.745561 1.248717 0.9200243

YesUnknown 15.0282316 12.077782 17.978682 0

In Set 3, the mean of firing pin scores between the match and threatoh groups cannot be

differentiated.

FP

Comparison (9mm) Set 3

Figure 77: Comparison Sed: Tukey HSCfor firing pin scores

Set 3Breech faceomparison
Tablel8: Set 3:Breech faceomparisonsANOVA: BF~Match

Df Sum Sqg Mean Sq F value Pr(>F)
Match 2 233678 116839 1225 <2el16 ***
Residuals 63939 6099180 95
Signif. codes: O 6***§ O.
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Tablel19: Set 3:Breech faceomparisonsPairwise comparisons using t tests with fgooled SD

data: test$BF anst$Match
No Unknown
Unknown 3.8e15 -
Yes <2e1l6 <2e16
P value adjustment method: holr

Table20: Set 3:Breech faceomparisonsTukey multiple comparisons of means: 95% faiwilye confidence level. Fit:
aov(formula = BF~ Match, data = test)

$Match
diff Iwr Upr p adj
UnknownNo -1.602882 -2.804518 -0.4012461 0.0050352
YesNo 14.816611 14.113123 15.520100 0

YesUnknown 16.419494 15.033110 17.8058767 0

[

_&

BF

Comparison (9mm) Set 3

Figure 78: Comparison Sed: Tukey HSOor breech facescores

From the Bayesian Network perspective and given the selection of the data sets to compare, the
LR for each instance was computed &given inTable21.
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Table21: Sample LR for comparison sets

Set Rank BF FP LR Verbal Ground Known Questioned
(limited Truth 48
evidence to

suppor}
1 306 60 67 5.3 Hp Same Gun Ruger P95DC Ruger P95DC
1 760 63 49 2.6 Hp Same Gun Ruger P95DC Ruger P95DC
1 172 38 71 0.6 Hgq Ruger P95DC Ruger P95DC
2 48 24 41 1.1 Hp HiPoint C9 HiPoint 995
2 95 25 37 04 Hq Different Gun HiPoint C9 HiPoint 995
2 27 10 48 1.4 Hp _ HiPoint C9 HiPoint 995
3 698 28 32 0.2 Hq Different Gun | Springfield XD9 HiPoint C9
3 875 31 23 0.2 Hq Different Gun | Springfield XD9 HiPoint C9
3 586 21 35 0.2 Hq Different Gun | Springfield XD9 HiPoint C9

FromTable2l, it can be seen thaawing results were obtained with the test fire for a particular
sample cartridge case. This supports the range of variabilities seen in a test set. The sample set
#2 poved to be the most difficult, but overall the generated likelihood ratios proved to be very
close to 1 (neutral)The absolute scores of set 2 were similar to those of set 3.

At the request of the program manager, the IBIS was tested unteepettability and
reproducibility conditions by a number of IBIS technicians. The standard Eurachem definitions
were used to assess each condition by means of the coefficient of variation FooV).
repeatability the maximum CoV (BF) was 9% and theimam CoV (FP) was 28%. This
variability between examiners may seem high for the FP CoV, but it must be remembered that
the score values obtained in this study are extremely high scores, not usually seen in casework
since the same cartridge case was use&ach instance. For reproducibility the maximum CoV
(BF) was 11% and the maximum CoV (FP) was 29%, being very similar to the repeatability
results.

A preliminary Bayesian network was developed to assess the viability of determining the make
and/or modebf a firearm from the IBIS data. The results using the lowest rank, highest BF
score, highest FP score, and highest BFXFP score achieved were of no significance. No further
effort was expended in this direction.

A preliminary evaluation of three blirgkts was carried out at the request of the program
manager. In three of the nine results an incorrect attribution was made. In one case a LR of 0.6
was obtained when the ground truth was the same gun (false negative). In another set, the

481f the background color of the ground truth column is réten the incorrect inference is made. If green, then
the inference is correct.
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ground truth ofa different gun was attributed with LRs of 1.1 and 1.4 (false positive). In
retrospect, these LRs are all very close to unity which implies that the evidence is neutral.

Analysis of NIS¥andardcartridgecases

In order to assess the standard performance of IB&sfandard cartridge casesm NIST

were usetf. Each standard reference mate(®RM)was entered into IBIS 10 times by each of
three users (EBF, RLJ, and EFLEach submission is called capturenus for this study each
SRM was captured 30 tirméor a total of 150 capture€ach of these users has more than 12
months experience entering cartridge cases into IBIS.

The SRM6s used were 2P2333, 2P2335, 2P2415,

normal 9 mm Luger cartridge cases and the candidate lists were processed in the usual manner.

The distribution of the data is givenkigure79.

NIST SRM 2641

400

200

Firing Pin Score

200

100 |

a 100 200 200 400 500 800

Breech Face Score
2P2333, 2P2335, 2P2415, 2P4316, and 2P6325

Figure 79: Firing pin vs.breech facescores for the 5 NIST SRM's (N = 299,959)

This study is one afepeatedcquisitions. The extent to whiclkeach capture (SRM, repeat, and
user) was found in the candidate list is giveR/igure80. Recovery values 100% are codeith

pink. For the 150 samples submitted), there are 11,175 possible comparisénsSince all of

the samples are-4®@rrelated, there are twice themioer of comparisons (a vs. énd bvs. a)

giving 22,350 comparisons. Of these, 63 comparisons were not recovered by the IBIS system.

49 Standard Reference Material® 2461.
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is interesting that the recoveries are asymmetrical. For example2 EBFL5 vs. RL-2P2333
has a recovery of 98%,hiist RL}2P2333 vs. EBR2P2415 has a recovery of 100%

FromFigure81it is clear that selfecovery will not occurd.g.a. vs. a.), thus the diagonal has

no instances of comparisons returned. In all cases, there will not be a recovery for the sample
against itself. Therefore, on the diagonaFmfure80, all of the values should be 90 (10x10).

In most instances, the candidate lists yield at least 2,000 candidates. All of the lists contained
norrmatch data. It is unclearhy the recovery loss, although small (-8%2), occurs.

Analyst_D3
Match = Yes EBF EFL RLJ
IdentifierGun_DB
Analyst_SampleldentifierGun_Sampl@P2333  2P2335 2P2415 2P4316 2P6325 2P2333 2P2335 2P2415 2P4316 2P6325 2P2333 2P2335 2P2415 2P4316 2P6325 Grand To% Recover

2P233 97 100 100 100 100 100 100 100 100 100 100 100 100 100 1481 99.40%
2P2335 109 8§ 93 9 100 100 100 100 100 100 100 100 100 100 100 1480 99.33%
EBF 2P2415 100 100 90 94 %8 100 100 100 100 100 98 100 100 100 100 1480 99.33%

2P4316 100 100 104 90 100 100 100 100 100 100 100 100 100 100 100 1490 100.00%
2P6325 100 100 100 109 90 100 100 100 100 100 100 100 100 100 100 149C  100.00%
2P2333 100 100 100 100 104 90 100 100 100 100 100 100 100 100 100 149C  100.00%
2P2335 100 100 100 100 100 100 0 98 97 98 100 100 100 100 100 1483 99.53%
EFl 2P2415 100 100 100 100 100 100 100 90 100 100 100 100 100 100 100 149C  100.00%
2P4316 100 100 100 100 100 100 100 104 90 100 100 100 100 100 100 149C  100.00%
2P6325 100 100 100 100 100 100 100 100 100 90 100 100 100 100 100 1490 100.00%
2P2333 100 100 100 100 100 100 100 100 100 104 90 100 100 100 100 149C  100.00%
2P2335 100 100 100 100 100 9 100 100 100 100 100 81 98 9 9% 1480  99.33%
RL. 2P2415 100 100 100 100 100 100 98 99 98 9% 100 104 90 100 100 1481 99.40%
2P4316 100 100 100 100 100 100 100 100 100 100 100 100 109 82 100 1482 99.46%
2P6325 100 100 100 100 100 100 100 100 100 100 100 100 100 109 Qq 1490 100.00%
Grand Total 1484 1485 1483 1483 1488 1488 1488 1487 1485 1484 1488 1487 1488 1481 1488 22287
%Recovery 99.60% 99.66% 99.53% 99.53% 99.87% 99.87% 99.87% 99.80% 99.66% 99.60% 99.87% 99.80% 99.87% 99.40% 99.87% 99.72%

Figure 80: IBIS percentage recovery of NIST standards (samples = 150)

A breakdown of the missing comparisons for the subset (user=EBF, SRM=2P2333, repeat=1..10)
is given inFigure81.

Match = Yes Analyst_DB EBF
IdentifierGun_DB 2P2333
ExhibitNumber_DB
IdentifierGun_SampleéExhibitNumber_Samplz 1 2 3 4 5 6 7 8 9 10 Total
1 1 1 1 1 1 1 1 1709
2 1 1 1 1 1 1 1 1 "8
3 1 1 1 1 1 1 1 178
4 1 1 1 1 1 1 1 1 "8
5 1 1 1 1 1 1 1 1 "8
2P233: 6 1 1 1 1 1 1 1 178
7 1 1 1 1 1 1 1 1 "8
8 1 1 1 1 1 1 1 1 )
9 17 1 1 1 1 1 1 1 179
0 1 1 1 1 1 1 1 1 1 "9
Total 9 9 8 9 8 8 9 8 8 8 84

Figure 81: Recoveries for (user=EBF, SRM=2P2333, repeat=1..10)
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Figure82 demonstrates the performance of the IBIS system by analyst. In four of the nine
comparisons perfect recovery was achieved. Of the remaining five, the averageyreecver
98.30%. Interestigly, no analyst achieved a 100% recovery against their own submissions.

Match = Yes
Analyst DB

Analyst Sample EBF EFL RLJ Grand Total% Recover
EBF 2423 2500 2498 7421 99.61%
EFLL 2500 2443 2500 7443 99.91%
RLJ 2500 2489 2434 7423 99.64%

Grand Total 7423 7432 7432 22287
% Recovery 99.64% 99.76% 99.76% 99.72%

Figure 82: IBIS percentage recovery of NIST standards (samples = 150) by Analyst

SRM auc.BF- auc.FP auc.FPB
2P2333 1 0.999994529 1
2P2335 1 0.999999647 1
2P2415 1 0.99999956 1
2P4316 1 0.999999711 1
2P6325 1 0.999998282 1

Figure 83: Area under the Receiver operatingaracteristic cuves for BF, FP and BFxFP scores for the SRM

The firing pin (FP) andbreech fac€BF) scores, as well as their product (FPBF) were evaluated
according to their receiver operating characteristic (ROC) curves. The area under the curves
(AUC) was measure and the results are givdfignre83. For these data both the BF and FPBF
have perfect discrimination (AUC = 1.0), whilst the FP is near perfect.
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Error Rates - NIST NIST - 2P2333
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Figure 84: Error rate curve for théoreech facescore of 2P2333.

Error Rates - NIST NIST - 2P4316
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Figure 85: Error rate curve for the firing pin score of 2P4316

The utility of the BF and FP scores as a classifier fontateh status of a NIST SRM is given in
Figure84 andFigure85. In Figure84, it can be seen that if an SRM has a BF score more than
about 25 thertiis a Match, without the influence of false negatives at higher scor&sguire

85, it can be seen that if an SRM has a BF score more than dbther6it is anatch. If the

score increases to about 80, then the possibilitglee negatives becomes real.

Pager3



In an attempt to assess the reliability of the IBIS results an expanded study of the NIST Standard
Reference Material® 2461 wasdertaken. Five of the NIST standards were tested under the
same conditions as the reproducibility study. The IBIS was able to classify perfectly based on
the BF score and the BFxFP score and almost perfectly on the FP score. Interestingly, the BF
andFP scores between and within the standards ranged from 100 to 600.

Normalization study

During a meeting with the representatives Gftra Electronicdorensic Technology In€FTI)
the concept of score normalization was discussed. The procedure forrttedizetion of the
scores was received from FTI. Briefly, the procedure is as follows:

1. For each entered cartridge determine the number efradohing scores (Nnmatch.

Determine a sampling rate (SR) (10% was recommended)

3. For both firing pin andreeh facescores the mean and standard deviation must be
calculated using the highestdNmatchnX SR nommatch (different gun) scores

4. All scores (both match and nematch)arenormalized usingt

5. Thesenormalized scores are then used as discriminate is instead of the standard score.

N

It was also stated that the ranks of biheech facend firing pin scores are more discriminating.

Up to this point, only the rank of the firing pin has been used in edilons. According to FTI,

the IBIS correlation pragss is broken down into two sgbocesses, coarse and fine correlation.
The course correlation is a fast but less accurate correlation. The objective of this process is to
reject rapidly the matching ndidates. This process is performed independently oorészh
faceand firing pin scoresThe top 10% of candidates from each list all then processed using the
fine correlation procedure. The scores calculated during this fine correlation protiess all

scores which are provided by the system. The scores calculated during the course correlation are
not used further in the process. This approach can result in a candidate havinigradugHace
score and a low firing pin score for example. In tase, the candidate was identified through

the course correlation of theeech facacores.
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Table22: R Script used for the calculation of normalized scorebfeech facefiring pin, and their product

FTI Score Normalization.

The file is read into the script.
AAIMM < - read.csv("DITest/AAN_00724BFR.csv")

As a test aid, thprefixesto the file in which data are stored are added as a categorical to the
dataset. This allows for the identification of errors in a particularfilatalThe new file is written
to the hard drive.

CaselD_pre <- substr(AA9MM$CaselD_Sample, 1, 3)

test <- chind(AA9MM, CaselD_pre)

write.csv(test, "D:/Test/AAN_00724BFRclean.csv",
row.names = FALSE)

The product of théreech facend firing pin scores added as a new column into the data fram

AAIMM <- test
BFFP <- AAOMMS$BF * AASMMS$FP
AAIMM <- chind(AAIMM, BFFP)

The main normalization process can now occur. The data set is sliced by each particular fir
and then each particular cartridge casétviwas test fired and entered into IBIS. A new data
frame is created to contain the normalized data in addition to the existing data.

guns <- uniqgue(AA9MMS$IdentifierGun_Sample)
new9mm <- c¢()

A looping structure is created to extract each the dataseadbrfirearm and then to subset that
into the match and nematch data as new data frames. An additional data frame is created t
contain the results of the normalized datasets per cartridge case on a temporary basis. FTI
suggested that a sampling rafel0% be used to determine the mean and standard deviation (¢
norrmatch data (samplerateln order to determine the number of values to be used in the
calculation, the number of cartridge cases fired per gun is also required (shots). The loopin
structure through each of the shots is also initiated. In the loop the data for each shot is exti
from the data set of the gun (Normal_shadthis is further subset to recover the aroatch data
(NonMatch_shot). The number of narmatch result for thearticular cartridge case is determine
(readings) and the sample size to use for the calculation is determined (size). In order to ca
the mean and standard deviations, at least three values are required in the size sample. Th
check to étermine whether these requirements are met.caloelation for the normalization of
thebreech facscoresvasundertaken. The dataset is sorted in decreasing BF score. The toy
samplerate% of the readings are then assigned to the TS vector. Thenchetendard deviation
of this vector are determined to calculate the newnBfn vector for the cartridge cas& similar
approach is used for both the FP scores and the BFFP scores. -ibenBFFP_norm,
BFFP_norm values are added to the data framtihéocartridge case. All of the cartridge cases
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the particular gun are then assigned to the data frame New. The combination of gun and cg
case is printed to assess progress in the conversion. The data for each completed gun is th
attachedd the overall data frame new9mm.

for (j in guns) {
Normal <- subset(AA9MM, IdentifierGun_Sample == j, select = c(CaselD_Sample,
ExhibitNumber_Sample, Rank, CaselD_DB, ExhibitNumber_DB, BF, FP, Match,
Make_DB, Model_DB, Ammo_DB, Caliber_DB, Firing_Pin_Type_DB, Make_Sample,
Model_Sample, Ammo_Sample, IdentifierGun_Sample, IdentifierGun_DB, Caliber_Sample,
Firing_Pin_Type_Sample, Type_Sample, Primer_Sample, Primer_DB, Drag_Mark_Sample,
Drag_Mark_DB, Reload, Rank_BF, BFFP, CaselD_pre))

NonMatch <- subset(Normal, Match == "No", select = c(CaselD_Sample, ExhibitNumber_Sample,
Rank, CaselD_DB, ExhibitNumber_DB, BF, FP, Match, Make_DB, Model_DB,
Ammo_DB, Caliber_DB, Firing_Pin_Type_DB, Make_Sample, Model_Sample,
Ammo_Sample, IdentifierGun_Sample, IdentifierGun_DB, Caliber_Sample,
Firing_Pin_Type_Sample, Type_Sample, Primer_Sample, Primer_DB, Drag_Mark_Sample,
Drag_Mark_DB, Reload, Rank_BF, BFFP, CaselD_pre))

Match <- subset(Normal, Match == "Yes", select = c(CaselD_Sample, ExhibitNumber_Sample,
Rank, CaselD_DB, ExhibitNumber_DB, BF, FP, Match, Make_DB, Model_DB,
Ammo_DB, Caliber_DB, Firing_Pin_Type_DB, Make_Sample, Model_Sample,
Ammo_Sample, IdentifierGun_Sample, IdentifierGun_DB, Caliber_Sample,
Firing_Pin_Type_Sample, Type_Sample, Primer_Sample, Primer_DB, Drag_Mark_Sample,
Drag_Mark_DB, Reload, Rank_BF, BFFP, CaselD_pre))

New <- ¢()
samplerate = 0.1
shots <- unique(Match$ExhibitNumber_Sample)

for (i in shots) {

Normal_shot <- subset(Normal, ExhibitNumber_Sample == i, select = c(CaselD_Sample,
ExhibitNumber_Sample, Rank, CaselD_DB, ExhibitNumber_DB, BF, FP,
Match, Make_DB, Model_DB, Ammo_DB, Caliber_DB, Firing_Pin_Type_DB,
Make_Sample, Model_Sample, Ammo_Sample, IdentifierGun_Sample, IdentifierGun_DB,
Caliber_Sample, Firing_Pin_Type_Sample, Type_Sample, Primer_Sample,
Primer_DB, Drag_Mark_Sample, Drag_Mark_DB, Reload, Rank_BF, BFFP,
CaselD_pre))

NonMatch_shot <- subset(NonMatch, ExhibitNumber_Sample == i, select = c(CaselD_Sample,
ExhibitNumber_Sample, Rank, CaselD_DB, ExhibitNumber_DB, BF, FP,
Match, Make_DB, Model_DB, Ammo_DB, Caliber_DB, Firing_Pin_Type_DB,
Make_Sample, Model_Sample, Ammo_Sample, IdentifierGun_Sample, IdentifierGun_DB,
Caliber_Sample, Firing_Pin_Type_Sample, Type_Sample, Primer_Sample,
Primer_DB, Drag_Mark_Sample, Drag_Mark_DB, Reload, Rank_BF, BFFP,
CaselD_pre))

readings <- length(NonMatch_shot$BF)
size <- ceiling(readings * samplerate)

if (size < 0.1) {

cat("zero non matches check for error")
}
if (size < 0.2) {

cat("one non match delete cartridge")

}
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}

if (size <= 0.3) {
size <- readings

}

# BF Norm

sornBF <- sort(NonMatch_shot$BF, decreasing = T)
TS <- head(sortBF, size)

TS_ave <- mean(TS)

TS_sd <- sd(TS)

BF_norm <- (Normal_shot$BF - TS_ave)/TS_sd

# FP Norm

sortFP <- sort(NonMatch_shot$FP, decreasing = T)
TS <- head(sortFP, size)

TS_ave <- mean(TS)

TS_sd <- sd(TS)

FP_norm <- (Normal_shot$FP - TS_ave)/TS_sd

# BFFP Norm

sontBFFP <- sort(NonMatch_shot$BFFP, decreasing = T)
TS <- head(sortBFFP, size)

TS_ave <- mean(TS)

TS_sd <- sd(TS)

BFFP_norm <- (Normal_shot$BFFP - TS_ave)/TS_sd

Normal_shot <- chind(Normal_shot, BF_norm, FP_norm, BFFP_norm)
New <- rbind(New, Normal_shot)
cat(j, i)

new9mm <- rbind(new9mm, New)

}

## XXX724 901XXX724 902XXX724 é& XXX724

This result is written to a file for further analysis

write.csv(new9mm, "D:/Test/AAN_00724BFRclean_Normalized.csv",
row.names = FALSE)

1000
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Figure 86: Density distributions of normalized firing pibreech faceand BFFP scores from file AAR0724 (N= 121618
observations)

When fAprintingo the f il lreechfacasare offiBnig 8inscarelcan r a n k
be selected, but not both. Thus far, the firing pin rank has been used as the standard. Since rank

is related to each cartridge and the data files generated contain all of the cartridge cases for a
particular string, the e must be parsed to determine ineech faceank within each file.
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Table23: R Script used for the calculation bfeech faceank for data files.

Calculation ofbreech faceank for data files.
The file is read into the script.

NineMM <- read.csv("D:/Test/AAN_00724.csv")

The primary sort of each data file is by the CaselD_Sample (each cartridge case entered in t
in increasing order. The secondary sort is by BF score in descending order.

newdata <- NineMM[order(NineMM$CaselD_Sample, -NineMM$BF), ]

The unique values of the CaselD Sample are extracted. A new datdfiaetdMup, is created
which will contain all of the existing data and tiveech faceank.

zNewlD <- unique(newdata$CaselD_Sample)
NineMMup <- ¢()

len <- length(zNewlD)

i<-1

A loop structure is used to move through the file by each unigue CaselD Sarmplmain file is
then subset on each of the samples and the RankalDBs arexdded.

for (i in zZNewlD) {
Rank_BF <- ¢()
Sample <-i

sort_sample <- subset(newdata, CaselD_Sample == Sample, select = c(CaselD_Sample,
ExhibitNumber_Sample, Rank, CaselD_DB, ExhibitNumber_DB, BF, FP, Match,
Make_DB, Model_DB, Ammo_DB, Caliber_DB, Firing_Pin_Type_DB, Make_Sample,
Model_Sample, Ammo_Sample, IdentifierGun_Sample, IdentifierGun_DB, Caliber_Sample,
Firing_Pin_Type_Sample, Type_Sample, Primer_Sample, Primer_DB, Drag_Mark_Sample,
Drag_Mark_DB, Reload))

sort_sample_length <- length(sort_sample$BF)
Rank_BF <- seq(1, sort_sample_length, by = 1)
sort_sample <- chind(sort_sample, Rank_BF)

NineMMup <- rbind(NineMMup, sort_sample)
cat(i, "\n")

}

## AAN-UK-SSG-0313-0901

## AAN-UK-SSG-0313-0902

## AAN-UK-SSG-0313-0903

## AAN-UK-SSG-0313-1000
The new data frame is written to a .csv file.

write.csv(NineMMup, "D:/Test/AAN_00724BFR.csv",
row.names = FALSE)
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Figure 87: Firing pin rank vsbreech faceank from file AAN_00724 (N= 1216bt®servations).

Figure87 presents thereech facand firing pin ranks of the Arcus D98 pistol (121,618
observations) When considering the results fronable2 (AUC_BF =0.718, AUC_FP =0.717,
and AUC_FPxBF = 0.786) it is seen that both the firing pin score armtébeh facescore
perform equally well aslassifiers Figure87 has aconcentratiorof matchingscoregpink dots)
with high ranks (low values) for both fignpin andoreech face There ar@alsoband across the
axes at high ranks for each, but low rankglierother. In the bulk of the data there are both
match and nomatch data at relativelpw ranks.

The effect of normalization is demonstrated using a Remington R1 (1911) in .45ThEP.
normalization of the scores was undertaken using the sample rate of 10% as speUifiead by
Electronics Forensic Technology I{ETI). The main purpose was to evaluate if improved
discrimination between same source and different source cartrisige was obtained. The
measure of discrimination used is the area under the receiver operating characteristic curve
(ROC, AUC).
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Table24: Raw and derived metrics foreech facendfiring pin scores used to evaluate method affic

Measure Calculation
auc.BF YOD O 0T Q
auc.FP YOOOU wél Q
aucBFFP 6000 wéElQ
aucFP Rank o0Y®E Q
auc.BF_Rank 6'Orde Q
aucBFFP_Rank "O0Y @& QY M EE00

6000 WéEi Q

aucBFFP _Score Over BFFP Rank —
- - - - 0 UXwe WoYwe Q

 BUOVME | @0 & QpE
auc.BF_norm a 50 [ o@OU Q6 "Qé
OGYGOE |00 & QpE
auc.FP_norm ¢ 00 o@D Q6 0 "¢
o
aucBFFP_norm 6 "0 "OU'Yw £ | &0 "0 GQ0hE
50 00 [ o@OD Q60 QL

The metrics referred tdable24 were used to assess their applicability as a classifier of the IBIS
data. In general, the scores can be categorized into three categories namely, firing pin related
scorespreech faceelaked scores, and combinations of firing pin &nelech facscores The

rank scores are associated with the particular metric since ranks are simply the rank order of
those scores.

Also during the study, thiereech faceanks of each cartridge were determined. Generally, the
IBIS system only allowsnerank to be extracted. Given the data processingpassibleto

compare both raw scores and ranks to each.off@reach firearm, a number of evaluations of

the dah were performedReceiver operating characteristic curves and their associated error rate
curves were generated for each categbrgegch facgfiring pin, combinations) by their raw

score, normalized score, and ranks.
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Remington 1911R1 - 45ACP - X1544A
No = Yes =

100 o

Firing Pin Score

o 50 100 150

Breech Face Score
N= 85451 observations

Figure 88: Scatterplot of firing pin scores versheeech facecores for a Remington model 1911 R1 in.45ACP. Scores are
grouped by match status (yes/no). Sample sizéifoplot is 84,451 observations

The distribution obreech facand firing pin scores fax Remington model 1911 R1 in.45ACP
(IdentifierGun = X1544A) is given ifigure88. This plot indicates the separation and overlap
between same source and different source guns. All different source guns are of the same caliber
and of multiple makes and models (to incled@mples of the same make and model). When

one considers the nanatch distribution it can be seen that the firing pin scores reach a
maximum value of just under 100, whilst theech facecores reach a maximum at
approximately 125. There is signifidaoverlap of match and nenatch scores in this region

with a strong cluster at very low scores, and adighsity cluster centered around (25, 25). As
one moves up the diagonal when reaching the (50, 50) position, the matches seem to separate
from thenon-matches. However, the density of matches in this region appears significantly
lower.
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Remington 1911R1 - 45ACP - X1544A
MNo @ Yes =

Normalized Firing Pin Score

MNormalized Breech Face Score
N= 85451 observations

Figure 89: Scatterplot ohormalizedfiring pin scores versusormalizedoreech facescores for a Remington model 1911 R1
in.45ACP. Scoreare grouped by match status (yes/no). Sample size for this plot is 84,451 obsen&diopse rate for
normalization is 10%.

Figure89is a plot of the same da&s inFigure88 except that the scores of theeech facend

firing pin have been normalized (using a sample rate of 10%). The normalized scores are given
in terms & z-values (number of standard deviations from the mean). There is some interesting
structure in this plot. The data seem to tail towardalues of-5 for both the nommatchbreech
faceand firing pin normalized scores. There is some propensitydaaime behavior for the

match scores, but more so for the normalized firing pin scores. It appears that there is an
improved separation between the match andmatcth score for the normalized values than in

the case of the raw scores, for this partictitaarm.

The normalization process can be intuitjvenderstood as a transformation process, but a
gualitative description may be useful. It is important to remember that the normalization process
focuses on a single cartridge case at a time. Thisdoge case is searched against the database
yield its respective candidate list. The candidate list, in most cases, will contain both matching
and noamatching cartridge cases. lItis also been observed that the scores between candidate
lists sometimesa@monstrate a difference. The normalization process helps in removing these
differences. It provides a new score, which allows for better comparison of scores between the
different cartridge cases from a particular firearm. The second feature of thedination

process allows for improved discrimination of scores between matching ammdatoming

cartridge cases. In the ideal case, the distributions of match andatoh scores will be

completely separated (AUC = 1.0). Improvement in these two fa@atde measured by
evaluating the improvement in the AUC versus that of the raw scores. Forensic Technologies
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Inc. indicated that they had tested sample rates of 10% and 100%. They decided to make use of
the 10% sampleAll of these studies were theogé performed at the same sample.rate

Remington 1911R1 - 45ACP - X1544A

a 50 100 150
1 1 1 1 1 1 1

normalized Breech Face Score

0 50 100 150

Raw Breech Face Score

Figure 90: Plot of normalizedbreech facescores versugw breech facescores for a Remington model 1911 R1 in.45ACP.
Scores are grouped by match status (yes/no). Sample size for this plot is 84,451 obseBatiphs rate for normalization is
10%. The red dotted lines indicate the maximum raw and normalized schissndicates the improvement by comparing the

density to the right of the vertical red lifi@F=108) to that above the horizontal red line (zBF=5.2).

In Figure90thebreech facecores indicate that even after normalization there is still significant
overlap between the neanatch and match scores (confégure89).
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Remington 1911R1 - 45ACP - X1544A
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normalized Firing Pin Score
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Figure 91: Plot of normalizediring pin scores versus rafiring pin scores for a Remington model 1911 R1 in.45ACP. Scores
are grouped by match status (yes/no). Sample size for this plot is 84,451 observations. Sample rate fottinoriadl(%.
Thered dotted lines indicate the maximum raw and normalized scores. This indicates the improvement by comparing the density
to the right of the vertical red line (FP=127) to that above the horizontal red line (zFP=5.5).

Remington 1911R1 - 45ACP - X1544A
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Figure 92: Plot ofthe product of theormalizedfiring pin andbreech facescores versuthe product of theaw firing pin and
breech facescores for a Remington model 1911 R1 in.45ACP. Scores are grouped by match status (yes/i®yiz8darghis
plot is 84,451 observations. Sample rate for normalization is 10%.rethaotted lines indicate the maximum raw and
normalized scores. This indicates the improvement by comparing the density to the right of the vertical red lin@3B&FB=
that above the horizontal red line (zBFFP=7.6).

In Figure90to Figure92, each line represents the normalized scorax{g) obtained from the
raw score (axis) for a given sample cartridge case. In this dataSétl(R1 in45ACPi
X1544A) there were 119 sample cartridge cases submitted to IBIS. Thus in each pletlthere
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be 119 transformation lines. The variation in the gradient and intercepts of the of the
transformation lines indicates the variability in the collected data according to this normalizatio
technique.

Table25: AUC for aRemimgton model 1911 R1 in.45ACGR1544A). The measures are those specififithiie24. The AUCI
Normalized values are calculated after normalization with a sample rate of 10%. The change in AUC is also given (improvement
are indicated by a positive value).

X1544A
Measure AUC- Raw AUC- % Change
Normalized
auc.BF 0.784 0.798 1.76%
auc.FP  0.739 0.754 2.07%
auc.BFFF  0.830 0.848 2.16%

aucFPRank 0.761

aucBF Rank  0.818

aucBFFPRank  0.844
aucBFFPScore Over BFFPRank  0.845

Error Rates - Remington 1911R1 - X1544A

rate
04 0.6 o8 1.0

0.z

0.0

T T T T T T
0 20 40 G0 80 100

Breech Face Score
fpr=blue & fnr=red

Figure 93: Error rates (FPR and FNR) versus eoffs for thebreech facescoresfor a Remington model 1911 R1 in.45ACP.
Sample size for this plot is 84,451 observatidasgm Figure 48the indicated cubff for a zero FPR is BF=108. At this score,
the FNR is gnificant. The black dot approximately the crossover is the EER (equal error rate).
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Error Rates - Remington 1911R1 - X1544A
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Figure 94: Error rates (FPR and FNR) versus eoffs for the normalizebreech facescoresfor a Remington model 1911 R1
in.45ACP. Sample sizéor this plot is 84,451 observationrom Figure 48the indicated cubff for a zero FPR is zBF=5.2. At
this score, the FNR is significant although slight lower than that of the raw BF score. The black dot approximatelgdhiercros

is the EER (equadrror rate).

In Figure93 andFigure94, the error rate curves are givimatwere derived from the respective

ROC curves. The equal error rate (EERJisplayed as a black dot. The EER is thahp

where the false positive rate (FPR) equals the false negative rate (FNR). This occurs at a certain
cutoff with a certain rateThe EERs of the various measures are givéraisle26.

In these plots the EER was estimated as follows:

Equation5: Determination of thequal error rate (EER)

Choose two successive points (x and x+1) for theotfutlf the following conditions are true,
then the EER may be estimated:
If,
0% 00 Yo OWEWOW p OO Y p
then, ifOO'Y "AQ

0w W
0 Y]
C
and,
0 "O0 W 00 Y 00 b p 00w p
T
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Table26: Equal error rates (EER) for the various measures {Eagle24). Remington model 1911 R1 in.45ACPample size
for this plot is 84,451 observation3he ratesfpor=fnr) are sorted in ascending (worsening) order. The absolute values of the
cut-offs caanot be compared directly with each other.

X1544A EER
Measure Cutoff Rate
BFFPnorm -1.610 22.6%

BFFPScore Over BFFPRank 1.017E02 22.8%
BFFPRank 1.840E05 23.6%
BF Rank 4.673E03 24.1%

BFFP 594 24.3%
BF_norm -2.382 26.4%
BF 26 30.2%

FP Rank 3.937E03 31.3%
FP_norm -2.869 31.8%
FP 27 36.1%

Remington 1911R1 - 45ACP - X1544A
0.26 4 [ ]

Base
BF

® &FFF

0.28 ®FF

Rate

BF
BF _norm
BFFP
_norm

te_Over_BFFP_Rank | ®

BF_Rank
BFFP_no
BFFP_Rank

FP

FP_norm

FP_Rank

BFFP_Sco

Measure

Figure 95: Equal error rates for each measur€able § grouped by the three bases (BF, FP, and BFePa Remington model
1911 R1 in.45ACPThe lower the rate the better the performance of the meaSaple size for this plot is 84,451
observations.

FromFigure95, it can be seen that the differdrgses of the measures (BF, FP, and BFP) do not
perform equally well. In general, it can be observed that discrimination of the order:

BFFP > BF > FP

for this particular firearm. For the BF and FP the order of performance is:
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Rank > normalized scoreraw score.
For the combined score category the order of performance is:
normalized score > combination of score and rank > rank > raw score.

The normalized scores were then used to determine their effectiveness as a classifier for
match/noAmatch. A reeiver operating characteristic (ROC) curve was then constructed to
illustrate the effectiveness of the classification. The area under the ROC curve (AUC) was
calculated to be used as a measure of classification effectiveness. The AUC for the raws data wa
used as the reference for evaluating the normalized scores. Normalization took place for the
following sample rates: 0.01, 0.02, 0.03, 0.05, 0.08, 0.1, 0.15, 0.2, 0.25, 0.3, 0.35, 0.5, 0.65, and
0.8. At each of these rates, the AUC was calculatechfdr ef the classifiers. The normalized

data are given iable27.
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Table27: Portion of .45 ACP data of AUC for pistols at various samplegatThe AUCs are given for both the raw and
normdized scores (BF, FP, and BFFP)

Sample| Make Model Identifier | AUC | AUC | AUC | AUC AUC AUC
Rate Sample Sample Gun BF FP BFFP | BF FP BFFP
Sample (norm) | (norm) | (norm)
0.01 HiPoint JHP X11599 0.980| 0.923| 0.983 | 0.975 | 0.897 | 0.972
0.01 Ruger SR45 X12242 0.610| 0.865| 0.787 | 0.652 | 0.844 | 0.766
0.01 Ruger SR45 X12243 0.574| 0.810| 0.745| 0.602 | 0.792 | 0.715
0.01 Ruger SR45 X12246 0.558| 0.830| 0.734 | 0.591 | 0.804 | 0.729
0.01 Remington | 1911 R1 X1544A 0.784| 0.739| 0.830 | 0.709 | 0.719 | 0.773
0.01 Remington | 1911 R1 X1553A 0.840| 0.870| 0.893 | 0.779 | 0.872 | 0.848
0.01 Rock Island | 1911 Al X18282 0.867 | 0.824| 0.924 | 0.855 | 0.779 | 0.893
Armory

0.01 Taurus PT 145 Pro| X25098 0.744| 0.825| 0.857 | 0.744 | 0.817 | 0.837
0.01 Remington | 1911 R1 X3208A 0.669 | 0.880| 0.856 | 0.670 | 0.849 | 0.828
0.01 HiPoint JHP X45161 0.918| 0.742| 0.911 | 0.922 | 0.718 | 0.899
0.01 HiPoint JHP X45162 0.839| 0.704 | 0.864 | 0.834 | 0.686 | 0.848
0.01 HiPoint JHP X45163 0.881| 0.869| 0.939 | 0.867 | 0.840 | 0.907
0.01 HiPoint JHP X45164 0.810| 0.759| 0.861 | 0.815 | 0.737 | 0.831
0.01 Taurus 24/7 G2 X54290 0.721| 0.921 | 0.909 | 0.700 | 0.905 | 0.877
0.01 Taurus 2417 G2 X54307 0.872| 0.660| 0.844 | 0.876 | 0.653 | 0.843
0.01 Taurus 24/7 G2 X54308 0.957 | 0.814 | 0.961 | 0.964 | 0.784 | 0.964
0.01 Taurus 24/7 G2 X54309 0.671| 0.688 | 0.778 | 0.642 | 0.661 | 0.708
0.01 Taurus 24/7 G2 X58243 0.773| 0.852| 0.860 | 0.766 | 0.797 | 0.825
0.01 Kahr CW 45 XE7570 0.949| 0.914 | 0.971 | 0.928 | 0.906 | 0.955
0.01 Remington | 1911 R1 XX544A | 0.956 | 0.914 | 0.960 | 0.940 | 0.909 | 0.948
0.01 Taurus 24/7 G2 XX7938 0.726 | 0.573 | 0.731| 0.694 | 0.592 | 0.693
0.01 Taurus 24/7 G2 XX7941 0.621| 0.636| 0.688 | 0.597 | 0.602 | 0.630
0.01 Taurus 24/7 G2 XX7943 0.608| 0.775| 0.752 | 0.592 | 0.791 | 0.722
0.01 Taurus 24/7 G2 XX7944 0.757 | 0.574| 0.735| 0.732 | 0.609 | 0.712

This data file is processed to calculatepbecentage change in AUC for the various sample

rates and the data are plotted as a function of the firearm make, model, and identifier (reduced
serial number). A portion of the script developed to perform these calculations is givadsiaen

28.
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Table28: Script used to calculate the percentage change in AUC and to plot these changes

library(lattice)

#Load and Cleanup File
#45 ACP

samplings <read.csv("ZfOutput Samplings/45ACP Output_Samplings/AA45ACP_samplings.csv")
titte<-"Normalization by Sample Ratet5 ACP"

vert<-.40

total<length(samplings$auc.BF)

per_auc_BF_norms()
per_auc_FP_norme()
per_auc_FPBF_norms()

for (i in 1:total){
per_auc_BF_norm[i]<(samplings$auc.BF_normfg§amplings$auc.BF[i])/samplings$auc.BF[i])*100
per_auc_FP_norm[i(samplings$auc.FP_norm{gamplings$auc.FPJi])/samplings$auc.FPJ[i])*100
per_auc_FPBF_normf}((samplings$auc.FPBF_normyi]
samplings$auc.FPBF[i])/samplings$auc.FPBF[i])*100
cat(i,per_auc_BF_norml[i],per_auc_FP_norm|i],per_auc_FPBF_norm[i,"

}

samplings<cbind(samplings,per_auc_BF_norm,per_auc_FP_norm,per_auc_FPBF_norm)
horiz<-0

# ldentifierGun_Sample
xyplot(samplings$auc.BF_normsamplings$SampleRate|samplings$ldentifierGun_Sarpptestrip.text =

list(cex = 0.75)ylab="AUC of normalized BF ROC curve", xlab="Normalization sample rate",type="1",
main=title, subzby IdentifierGun_Sample")

xyplot(samplings$per_auc_BF norm~samplings$SampleRate|samplings$ldentifierGun_Sample, par.str
list(cex = 0.75), ylab="% change in AUC of normalized BF ROC curve", xlab="Normalization sample
rate”,type="I", main=title, sb="by IdentifierGun_Sample", panel = function(...) {

panel.abline(h=horiz, v=vert, Ity = "dotted", col = "black")

panel.xyplot(...)
)

When evaluating the AUC values, it is important to note that a value of 1.0 implies a perfect
classificationwhilst a value of 0.5 implies that the method is equivalent to a coin toss. If an
AUC of less than 0.5 is obtained, then the classification scheme should be reversed.
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Normalization by Sample Rate - 45 ACP
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Figure 96: Change in AUC as a function of normalization sample rate for 45 ACP handguns for norrbadieel facescores.
A separate plot forach individual handgun is given

FromFigure96, it can be seemost of the firearms indicate a steady increase in AUC up to a
sample rate of about 20%. Thereafter, the AUC stabikisethe sample rate increases.

Normalization by Sample Rate - 46 ACP
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Figure97: Change in AUC as a function of noalization sample rate for 45 ACP handguns for normaliregch facescores.
A separate plot for eacmake ohandgun is given.

In Figure97, the same data are pled by the make of the handgun. This demonstrates the
variability in AUC with in the guns are of the same makée change in AUC appears to be
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relatively similar within each make, whilst the raw AUC values are quite different. For the
rear ms, t
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Figure 98: Change in AUC as a function of normalization sample rate for 45 ACP handguns for norrfighgepin scores. A
separate plot for each adelof handgun is given.

The change in AUC for normalization of the firing pin scores is giméfagure98. For the

Ruger pistols, it can be seen that the relative valuatéoAUC are higher than those for the
breech facecores as given iRigure99. The wide range of AUCs for the Taurus 24/7 G2 is
similar for both filng pin andbreech facescores.
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Normalization by Sample Rate - 45 ACP
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Figure 99: Change in AUC as a function of normalization sample rate for 45 ACP handguns for normalized firing pin scores. A
separate plot for each model of handgun is given.
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Figure 100 Percentage ltange in AUC as a function of normalization sample rate for 45 ACP handguns for norrpatidedt
of breech facandfiring pin scores. A separate plot for each model of handgun is gitea dotted horizontal line indicates no
changem AUC and the dotted horizontal line indicates the sample rate (40%) chosen for further analysis

In Figure100, the product of thereech facecore and firing pin sres was normalized and
plotted against the sample rafEhe product of the scores was obtained before normalization
took place. This plot illustrates the raw the rapid initial decrease in AUC at very low sample
rates (less than 5%). The rate increagete dramatically up to about 1Q%ereafter there is a
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gradual increase up to approximately 4@¥td thereafter the change is relatively stable.
Improvement in the AUC does not exceed 5% for the .45 ACP pistols.

To contrast the changesFigure100, the same plot for the .38 Special and .357 Magnum

revolvers is given ifrigure101 The changes are quite variéat instance the Rossi M685
undergoes almost no change in AUC because of normalization. The Rug¥tajeerosare

extremely varied and do not seem to follow a specific pattern. It is also noteworthy that at a 10%
sample rate for normalization, some firearnesult in a decrease in AUC.

Normalization by Sample Rate - 38 Special & 357 Magnum
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Figure 101 Percentage change in AUC as a function of normalization sample rat@8f@pecial and .357 Magnum revolvers
for normalized product direechfaceand firing pin scores. A separate plot for each model of handgun is given. The dotted
horizontal line indicates no changetime AUC value

The percentage improvement of the firing pin score upon normalization was plotted against that
for thebreedt facefor individual firearms. The score pairs were marked with the sample rates to
assess their influence. The ploh@&ngecurve) for a .45ACP HiPoint JHP Model (X11599) is

given inFigure102 In this plot it is evident that normalization resulted in a reduction of the
discriminating ability of both thbreech facand firing pin scores. As the sample rate increased,
the AUC improved but did not reach the-cltange point (0, 0).
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Normalization by Sample Rate - 45 ACP
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Figure 102 Changecurve: HiPoint JHP (.45ACP) (X11599). Percentage improvement in AUC for FP scores as a function of
that for the BF scores. The labels are the sample rate for the resultant AUC impravéimeiotted lines indicate the-no
change position for the BF and FP AUC.

The change curve for the Taurus PT 145 Pro (X25098) is givieigume103 In this example
there is a linear relationship between the improvements in AUCsbrékeh facscore
degrades only for the 1% sample rate. The rate of improvement for firing pin iscgreater.

Normalization by Sample Rate - 45 ACP
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Figure 103 Changecurve Taurus PT 145 Pr@.45ACP) (25099. Percentage improvement in AUC for FP scores as a
function of that for the BF scarélhe labels are the sample rate for the resultant AUC improveriiért dotted lines tlicate
the nechange positiofior the BF and FP AUC.
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The change curve for the Taurus 24/7 G2 (XX7938) is givéiigare104. In this example
thereis a linear relationship between the improvements in AUCs. bfidexh facecore

degrades up to a sample rate of about 6%, thereafter it increases to just less than 1% at a sample

rate of 80%. The rate of improvement for the AUCs for the firing pinesdoas an immediate

increase to 3.2% and then increases slowly to an improvement of about 3.7% at a sample rate of
8%. Thereafter there is a dramatic increase to just less than 8% improvement at an 80% sample

rate.

Normalization by Sample Rate - 45 ACP
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Figure 104 Changecurve: Taurus24/7 G2(.45ACP) (X7938. Percentage improvement in AUC for FP scores as a function of
that for the BF scoreThe labels are the sample rate for the resultant AUC improvement. The dotteddinateithe ne
change position for #aBF and FP AUC.

The change curve for a Ruger SRX3.2243 is given inFigure105 In this example there is a
linear relationship between the improvements in AU $0 a sample rate of approximately
10%. The AUC for the firing pinscores degrade up to a sample ragtween 2 and 3%. The
improvement maximizes at an improvement of about 2.5% at a sample rate of 80%. The
improvement in the AUC for thiereech facacore is immediately at about 4.9% for a sample
rate of 1%. Maximum improvement in the AUC for the normalizexzbch facecore is at a
sample rate of about 15%. The AUC improvement degrades by Haoup to a sample rate of
80%.
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Normalization by Sample Rate - 45 ACP
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Figure 105 Changecurve: Ruger SR4%.45ACP) (X2243. Percentage improvement in AUC for FP scores as a function of
that for the BF scoreThe labels are the sample rate for the resultant AUC improvement. The dotteddinateithe ne
change pesition for the BF and FP AUC.

The change curve for a Remington 1911(R1553A) is given inFigure106. In this example

there isanalmostlinear relationship betweethe improvements in AUQg to a sample rate of
approximately 8%. Below this sample rate the AUC for the normalieeeth facascore has
degraded significantly (from a low of abci®6). The AUC for the firing piscoreimprove
immediately with aboud.25% at a sample rate of 1%. The maximum improvement for firing

pin is at the 8% sample rate with an improvement of 2%. Thereafter the AUC degrades for firing
pin whilst the gain fobreech facestart and maximizes at 2% at a saenaite of 80% for
nomalization.
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Normalization by Sample Rate - 45 ACP
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Figure 106. Changecurve: Remington 1911 RL45ACP) (X553A. Percentage improvement in AUC for FP scores as a
function of that for the BF scorel he labels are the sample rate for the resultant AUC improveriéet dotted lines oticate
the nechange position for the BF and FP AUC.

Overall, the previous figures illustrate that for an individual firearm, the normalization
percentage igariable,and AUCsmay be adversely affected at low normalization rates cgrgt v

high rates for a particular firearm. Selection of the specific rate requires a balance of the effects
on both the firing pin anbdreech facecores and is an overall improvement for all firearms.

These data suggest that it may be useful to consadertie raw and nornfiaed scores in a

single model.

After a discussion with Ultra Electronics Forensic Technology Inc. (the producers of IBIS), a
score normalization study was undertaken. Additional derived classifier were introduced, such
asFP rank, BF rank, BFxFP rank, BFXFP/BFxFP rank, normalized BF, normalized FP, and
normalized BFXFP. As a result of the normalization (at a rate of 10%) there was a small
improvement in the raw to normalized area under the receiver operating charactenstiof

1.76% for BF, 2.07% for FP, and 2.16% for BFXFP. It was also found, using a Remington R1
.45 ACP pistol as an examptbat generally the equal error rate improved over the sequence raw
score, normalized score, and then rank. In this instdme@rder of discrimination was BFFP >

BF > FP. Overall it was found that a sampling rate, the proportion of the diffgrergcore

used to determine the mean and standard deviation for the normalization process, of 20%
provided the best overall resultsnplementation of the normalized system for unknowns proved
difficult to implement since the ground truth was unknown and the normalization depends upon
knowing which of the candidates represent actual diffeseatce firearms.
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Machinelearning of 9 mndlata

Theaim of this studyis to enhancehe performancef IBIS systemon large scale
databasessingthe breech facand firing pincorrelation scoregenerated biBIS. The
database used contajpairwisecomparisong6,072,521pairs)of querycartridges
againskknownfirearmsentriesin IBIS. Thedatabaseontainscartridgefrom 9 makes
of 9mmcaliberfirearms(Arcus, Hi-Points Keltec,Ruger,SCCY, Sig Sauer Smith &
WessonSpringfield,andTaurus).

To getameasuref thedistributionof data,the matchandnonmatchdistributionsof the
entire distributionis plottedin Figure107 with thebreech fac€¢BF) andfiring pin (FP)
scoresasvectors Normalizationis performedby takingthetop 10% norrmatchscores
and using theno convertthe entiredatainto theirrespectivez-scores.

160 -
* *  Match
140 e C  Non-Match
120
100 -

80

FP

"0 ] 20 40 60 80 100 120 140 160 180
BF

Figure 107: Match and mn-matchdistributions of 9 makes of 9mm caliber firearms with normalregch facg¢BF) and firing
pin (FP)scores ayvectors

To performthe experimentakvaluationthe datawasfirst dividedin six equalparts,each
partcontainingthe sameratio of matchandnon-matchsamples.Five of thesepartswere
usedfor the purposeof 5-fold crossvalidationandthe performance of severamachine
learningalgorithms arestudied Thefollowing machinéearning algorithmsire
summarizedelow:

1 Naive Bayes: Accordingp Naive Bayes, assign observation to the most probable
class where the assumption is that the features are independent of eachfother
¥y1= matching cnalsciassfoncdrtridg@s~them o n
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Z . (0ol ), i ¢ {0,1}

Where we classify as1if( 1|0Qioi ) >0( 20Qtoi ).

1 Decision Trees: Decision treas=flowchartlike structurs whereeachnodedescribesn
outcomebasedon particularvaluesof FPandBP (eithercombinedor singular) A nodeis
splitrecursivelybased on probability measureEh e Gi ni 6 s Di versity 1In
measures impurity or noagroris usedfor terminationr= p B "Q andpisthe
observedfractionof classedelongingto classi reachinganode andY is thetotalnumber
of classes.

1 BaggedDecisionTrees:Baggeddecisiontreesareanensemblef decisiontreeswhere
manytreesarebuilt on datasesampledrom the original datasetith replacementThe
logic behind using baggedecisiontreesis thatto reducethe varianceand avoidver
fitting in classifiermodels.

1 NeuralNetworks:In this study,attificial neuralnetworksareusedascomputational
modelsin supervised learning mod&he BF andFP scoresarelearnedthrough training
andis usedto predicta classfrom unknowndata Thenervoussystemis built by
relativelysimpleunits,theneurons They receiveand providanformationin form of
spikes Simulating functionalityof neuronsshould beableto providelearning abilityin
algorithms.

1 Generalized.inearModel: GLM Createsaresponsdasedn alinear functionof
predictordfFPand BF):w p T 60 T "O0 Mostof thetime, y is assumed
to bea normal distribution Here,a binomial distributiorwas consideredecausé¢he
response is binary (match or Roratch).

1 Discriminant Analysis: The main objective of a discriminant function analysis is to
predict group membership based on a linear combination of the interval variables
Discriminant analysis creates an equatigat will minimize the probability of
mislabeling cases into their respective classes.

1 KNN: In k-Nearest Neighbors algorithm, an object is labeled by a majority voting of its
neighbors The output class is the most common class among the k nearest neajhbors
the object.

Basedon theaverageaccuracyof thesedifferentmachinelearningalgorithms, alkhe data

in thefive partitionsareretrainedandthe 6™ partitionis usedasa blind testfor the best
algorithm Theresultsaresummarizedn Table29.
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Table29: Results for cartridge matching using [BF, FP] as feature vecfacuracy is reported in %

Fold 6: Fold 6:
Technique Fold1l| Fold2| Fold3| Fold4| Fold5| Average| Fold6 Match Non-match
Accuracy Accuracy

NaiveBayes 93.10| 93.13| 93.09| 93.12| 93.11| 9311 | 93.07 49.53 99.45
DecisionTrees 90.99| 91.00| 90.93| 91.00| 90.96| 90.97 | 91.10 60.39 95.60
??egfsedDec's'O” 92.80| 92.80| 92.77| 92.83| 92.79| 9279 | 92.73 59.40 97.62
Neural

93.42| 93.48| 93.43| 93.48| 9345| 09345 | 93.41 53.37 99.28
Networks
GLM 93.37| 93.41| 93.35| 93.40| 93.38| 9338 | 93.34 51.19 99.52
Discriminant 92.72| 92.78| 92.70| 92.75| 92.74| 9273 | 9271 43,57 99.91
Analysis
KNN 90.03| 90.07| 90.00| 90.06| 89.97| 90.02 | 90.10 60.61 94.43

Furthermorethe normalizedproductof BF andFP values(BFFP)wascomputedand
usedasathird featurevectorand theaboveexperimentsvererepeated.Theresultsof this
testaresummarizedn Table30.

Table30: Results for cartridge matching using [BF, FP, BFFP] as featuigare Accuracy is reportein %

Fold 6: Fold 6
Technique Fold1| Fold2| Fold3| Fold4| Fold5| Average| Fold 6| Match Non-match
Accuracy Accuracy

NaiveBayes 03.49| 9355| 935 | 9356 935| 9352 | 93.49| 56.46 98.91
DecisionTrees | 91.09| 91.16| 91.09| 91.18| 91.10| 91.12 | 91.25| 61.79 95.57
ElgegsedDec's'on 0325 93.28| 93.23| 93.29| 93.26| 9326 | 932| 6042 98.00
Neural

03.42| 93.47| 93.45| 93.47| 93.47| 93.45 | 93.43| 53.46 99.29
Networks
GLM 03.42| 93.46| 93.41| 9345 93.43| 9343 | 9341 51.95 99.48
Discriminant 02.68| 92.73| 92.65| 92.69| 92.69| 92.68 | 92.66| 43.04 99.93
Analysis
KNN 00.38| 90.41| 90.37| 90.41| 90.33| 90.38 | 90.44| 62.07 94.60

It canbe seenthatwhenbreech facgfiring pin, andthe productof thesetwo areusedas
thefeaturevector,betterdiscriminationperformances observed compardd usingonly
thebreech facand firing pin scoresDue to the overlapping nature of points in matching
and noamatching distributions, there is a bias in the resitest of the points in non
matching distributions argetting correctly classified.
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Machine learning of the 9mm data was undertaken using techniques such as naive Bayes,
decision trees, bagged decision trees, neural networks, generalized linear model, discriminant
analysis, and-earest neighbors. Nenatch (different gun) sailts averaged about 98% whilst
match (samun) averaged about 54%.

Validationstudies

Validation is defined afthe process of determining the degree to which a model is an accurate
representation of the real world from the perspective of the intendeécemo  t.sTee agno
wasto determine if previous studiesgarding relationships of IBIS correlation scores, likelihood
ratios, and ROC curves could be verified and validated

The eighteen .40 Smith & Wesson caliber pistols wereafbthe cartridge cases were entered
into IBIS prior to this particular study. The identifiers, as well as the information about each gun
utilized, can be found ifable31.

50 Smith, Ralph C. "Statistical VValidation of Scientific Models." MA 540: Uncertainty Quantification for Physical and
Biological Models. Ntin Carolina State University, Spring 2010. Web. 17 Feb. 2015.
<http://www4.ncsu.edu/~rsmith/MA797V_S10/Lecturel2.pdf>.
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Table31: Identifying Information for all .40 Smith & Wesson fireamsed in the validation study

Make Model Caliber_Gun AS;T(Zaner IdentifierGun |String [Match [Type_Sample
Hi-Point 34010 40 S&W SST X71253 HTF Pistol
Hi-Point 34010 40 S&W SCG X96530 HAF Pistol
Hi-Point 34010 40 S&W SCG X96531 HBF Pistol
Hi-Point 34010 40 S&W SCG X96532 HWF Pistol
Hi-Point 34010 40 S&W SCG X96533 HVF Pistol
Glock 23 Gen4 |.40 S&W FA XMD473 GTF Pistol
Taurus 24/7 G2 40 S&W FA X34330 TGF Pistol
Kahr CwW40 40 S&W FA XF0561 KWF Pistol
Taurus ';,"r'gelr':c')“m 40S&W  |SP X90724 TMF Pistol
a;zg:oi SD40 VE .40 S&W FA XE6497 SDF Pistol
Ruger SR40 40 S&W BB X41329 RRF Pistol
Ruger SR40 40 S&W SST X60581 RVF |RKF Pistol
Ruger SR40 40 S&W STG X60581 RKF |RVF Pistol
Ruger SR40 40 S&W STG X69508 RGF Pistol
Springfield |XD40 40 S&W FA X65945 FXF Pistol
Springfield (XD40 40 S&W SST XX2158 FAF Pistol
Springfield [XD40 40 S&W SST XX2133 FBF Pistol
Springfield (XD40 40 S&W SST XX2135 FGF Pistol

Each of the *.csv files contain all of the information necessary to read the *.txtAifes
example of the first few lines of a DataFile is giveable32.

Table32: DataFile example for FAF, a Springfield XD40.

GunFile AmmoFile

FAF
FAF
FAF

UK-SST
UK-SST
UK-SST

DateFile SegFile

713
713
713

301
302
303

Along with the DataFiles folder, there are also folders for each string, a l&€Bch faceank)
folder, and FinalClean folder (@0 S&W) for output.

The txt files are cleaned using the cleanFiles_40S&W _.R scilipe data in the clean .cBles
are then rankelly breech faceising theBreech facdk a n k

40S&W. R

and a
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created These final files are combined using a batch file created in NotepadHiese files
are combined to analyze and assess the caliber as a whole, instead of each individual gu

An Exceh file was created to track progress of validation, which can be fouhakile33. This

table shows the major steps in the validation process: the creation of the files by splitting the data
frames, creating the Bayesian networks (BN) and processing the data in thes&g)etnd

generating the findExcel data sheet including the output data generated from the processing of
the Bayesian networks

Table33: Bayesiametworkprogresstracker

Files Created| BN Created | Final Excel |Complete)
Sampling |Seed Raw |Norm | Raw | Norm | Raw | Norm
0.1 42
84
168
336
672
0.2 42
84
168
336
672
0.3 42
84
168
336
672

The final file (Z:\Files- Final CleaM0S&W\40SWFinal) is then split into two separate data
frames: training and testind his is done using the Split Data Frame into trainingtasting
40S&W.R script Each line of coding is shown below for the Raw score filespwiolig an
explanation of its functianThe Raw score files consists of the columns BF, FP, axéBF
(These columns are differefnbm what the Normalized score files utilize, which will be
discussed shortlyy

1. C40SWx- read.csv(Z:/Files Final Cleam0S&W/40SWFinal.csv")
2. #If you still have file headers present, remove and save the file.

51 https://notepad-plus-plus.org/
2¢KS fAYSa 0SIAYYAYT gAGK al € FNB YSIEyd (andiobwy2iSa oGAi
along.
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3. CC40SWk<- subset(CC40SWRank!="Rank" select=c(CaselD_SamplexhibitNumber_Sample,
Rank, CaselD_DBExhibitNumber_DBBF, FP,Match,Make DB,Model_DB,Ammo_DB,
Caliber_DB,Firing_Pin_Type_DBMake SampleModel _SampleAmmo_Sample,
IdentifierGun_SamplddentifierGun_DB,Caliber_Samplekiring_Pin_Type_Samplfyype_Sample,
Primer_SamplePrimer_DB,Drag_Mark_Sampld)rag_Mark _DB,Reload Rank BF BFFP,
CaselD_preBF_norm,FP_normBFFP_normSame_Model))

4. write.csv(CC40SW, "Z:/FilesFinalCleanrdOSWFinal.csv",row.names=FALSE)

The prepared file is read into memomyhen the files were made Excela , column headers
were left intactThese column headers are then removlte headeiless file is then saved.

#create an R object for the data...will load MUCH faster (file is almost 15X smaller)
save(CC40SW, file = "Z:/FilesFinal Clean/40S&W/40SWFinal.RData")

load(file = "Z:/Files- Final Clean/40S&W/40SWFinal.RData")

#training = 90% testing = 10%

rate<- 0.1

©o~NoO

Three rates were used: 0.1, GAd 0.3 The data is split into two different frames: testing and
training The rate in line nine indicates the testing data frame $iwether words, if the rate is
0.1 (equating to 10%), then the training frame would contain the other 90% of thd kata
reason the data is split is to be able to determine if the method is working, to vatelate it
againsthe test set.

10. samplesize- cdling(length(CC40SW$Rank)*rate)
11. set.seed(42) # change the seed when you run a new evaluation.

Five seedsvereused: 42, 84, 168, 336, and 67bhis ensures that the random splitting of the
file is different in each instance, but since specificdsease used the process can be repeated.
The entire evaluation combinations can be sedrabie34.

Table34: Evaluation Sampling and SeediRgtes.

Sampling Seed
0.1 42 84 168 336 672
0.2 42 84 168 336 672
0.3 42 84 168 336 672

12. #Raw Scores

13. CC40SW<- subset(CC40SW, select=c(Ral, FP,Match,Make_DB,Model_DB,Make_Sample,
Model_SampleldentifierGun_SamplddentifierGun_DB Drag_Mark_SampleDrag_Mark_DB,
Rank_BF,Same_Model))

14. test_set_data-sample(length(CC40SW$Rank), size = samplesg@ace = FALSE)

15. CC40SW_test- CC40SW][test_set data, ]

16. CC40SW _train <CC40SWH}test_set data, |

The final test and training files are created using code lines thirteen through.sikibeen
columns of interst are highlighted in line thirteerNot all of the columns generated in the
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original files wereneededtherefore they were eliminated in order to allow for quicker file
processing The test data set was created using the sampling and seeding r&tes, @cand
42. The training data set was essentially the counterpart to the test data set

17. #File for use in Netica must be in .csv format

18. write.csv(CC40SW_test, "Z:/Firearms/Firearms/Fildsinal
Clean/40S&W/CC40SWtest_0.1&42.csv",row.names=FALSE)

19. write.csv(CC40SW _train, "Z:/Firearms/Firearms/Fidsnal
Clean/40S&W/CC40SWtrain_0.1&42.csv",row.names=FALSE)

The final lines of code, eighteen amdeteen, save the files as@mmadelimited version
(*.csv) of the Exced file. NeticaD, the softwareised to create the Bayesian networks, require
the files to be in this mode to be processed.

The entire process explained above is then repeated with the columns of the files that contain the
normalized dataNormalization originates from statistics agldninates the unit of

measurement by transforming the data into new scaig=(es) with a mean of zero and a

standard deviation of ondNormalizing a set of scores involves subtracting the sample mean

from the score and then dividing by the standbadation of the sampleFor the purpose of this
research, the mean and standard deviation of a variety of sampling percentagesatamon

scores for each firearm was found and then used to convert each cartridge case fired from that
firearm to az-scae. This was performed for firing pitoreech faceand their product.

The normalized data was created whenBreech facdkank 40S&W.R script was rurThe

normalized data consists of the following columns: BF_Norm, FP_Norm, BFFP_Norm. The
changestt he scri pt above includes inserting ANornn
following code instead of what is used in line thirteen:

12. #Normalized Scores

13. CC40SW<- subset(CC40SW, select=c(Ramhkatch,Make_DB,Model_DB,Make_Sample,
Model_SampleldentifierGun_SamplddentifierGun_DB Drag_Mark_SampleDrag_Mark_DB,
Rank_BFBF_norm,FP_normBFFP_normSame_Model))

The raw data columns have been replaced with the columns that are important to process the
normalized data.
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Figure 108 Bayesiametworkusedfor validation (sampling rate 9.1 & seed =42)

The Bayesian networks, an example showRigure108 were created using Neti0a a

Norsy€D Software Corp applicatonThe base of the network was cr
cas® i.e.the training data file created abovEhis network washen learned Norsy<)

describes |l earning as Athe process of automat
data in the form of cases (called training casés)ch case represents an example, event, object,

or situation in the world and thage supplies values for a set of variables which describes the

eventd The completion of case learning initiated the second step: case file procéssing

process a case, Netfdarequirestwo files: the control file and the test fildhe control file

used to generate the columns of the output file, which contains the pebketibpod beliefs.

The control file created for the validation process utilized beli€fe control file can be found

in Figure109
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1  bel (Match, Yes)
2 bel (Match, Ho)

Figure 109 Controlfile used toprocess case files in Netica

The fAMat cho c odfilesnwereused far hakdatiBrxbecause it was determined this
would be the most appropriate contributing factor to reinftrata proper method was being
utilized. The control file above displays the belief that the value of match being either ges or n
will be the basis for the probabilities producéthe second important file is the corresponding
test file for the training file selected as the case that was previously ledined¢ompletion of

case processing produces the output e example ba few lines from the output file can be
seen inFigure110, where P(+Match) equals the probability ahatch given the evidence
(P(Match = Yes|Eand likewise with RMatch) equalinghe probability of a match given the
evidence (P(Match = No|E)

1 P({+Match) P{-Match}

2 0.00215506 0.997845

3 1 1.14956e-08
0.008%8683 0.9%91013
0.166733 0.833267

Figure 110 Sample obutput file gererated from casefile processing

The output beliefs generated above were added to the test files.
Equation6: Calculation oflikelihoodratios using theosteriorodds andprior oddsgenerated in Netic@
0£1 0Q1 THDOHIIOGE | Bdo ®
T L i e Lo o o o sy B
DLET O0QI "D EzlDD Q8 | "W W

The likelihood ratio (LR) was then calculated using the postedds (Posterior_Match_Yes,
Posterior_Match_No) from the output filachthe priorodds (Prior_Match_Yes,
Prior_Match_No) generated from case learnimbe log likelihood ratios (LLR) were also
calculated.

Equation7: Calculation of thdog(likelihoodratio)

1Ty 00Y

The conpleted Excel files were analyzed further by creating ROC curvesa@dunder the
curve The ROC curvesvere also used to generate the error rate cuiies.ROC curve
demonstrates the discriminating power of the methidds discriminating ability is directly
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related to the area under the ROC curVke error associated with this method is determined by
the parameter under evaluatiofhefpr and thefnr are given as a function of the correlation
scoreghatwere obtaied by the IBIS The crossover from black to gray to white zones are
indicated when the error rates are zefbe grey is where the match and sraatch scores

overlap It is in this gray zone where the qualijyantity relationship is the most criticalwo
tables were generated to show the AUC vslaéong with the averagasd standard deviations
for each sample rate.

Table35: Areaunder thecurvevalues using the LLR developed from thes scores for all 40S&W pistols

RAW
Sample| Seed
Rate Value | AUC

01| 42 0.909

84 0.909 | Average ;fvr;gggi
168 | 0.911 91.0% 0.16%
336 | 0.908
672 | 0.911

02| 42 | 0910
84 0.909 | Average gqusfi‘;i
168 | 0.911 91.0% 0.08%
336 | 0.909
672 | 0.910

03| 42 0.910
84 0.909 | Average gfvr;:;‘;i
168 | 0.910 91.0% 0.05%
336 | 0.909
672 | 0.910

The raw scores were utilized to calculate the daféable35. As the sample rate gets higher in
percentage (i.e. from 10% to 30%), the standard deviation becomes simhiteanalysis
provides evidence that as the sample rate increases, the tiiataperoximate the true value.
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Table36: Area inder thecurvevalues using the LLR developed from tioemalized sores for all 40S&Wpistols

NORM
Sample| Seed
Rate Value | AUC
01| 42 |0.908
84 0.892 | Average gz\r/]ii?i:)dn
168 | 0.899 90.2% 0.66%
336 | 0.906
672 | 0.902
02| 42 |0.900
84 0.901 | Average gfvr;gggi
168 | 0.903 90.3% 0.17%
336 | 0.904
672 | 0.904
03| 42 |0.904
84 0.904 | Average ;fvr;gggi
168 | 0.905 905% 0.08%
336 | 0.905
672 | 0.906

The normalized scores were utilized to calculate the databte36. Similar toTable35, the
standard deviation decreases as the sample rate increases.

These calculations show slight chanlgewever there was no significant difference from sample
rate to sample rateThis indcates that the data, as a caliber, is tightly gathered around the mean
and thus more reliable because there is little variation.

A validation study of the proposed Bayesian network was undertaken by subdividing the data
into test and traininge$s using random selection of samples. The test sets were run and
evaluated by the ability of the network to correctly classify the sample. The averages of the
areas under the curve were about 91% with a standard deviation of less thanticko

decreaed as the sample size increased.
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2D and 3D IBKudy

The cartridge cases from a sample set of twelvartfirearms were used to study 3D
correlations with cooperation bfitra Electronics Forensic Technology In&.breakdown of the
identifying componerst of each firearm can be foumdTable37.

Table37: Identifying information of twelv@mm firearms compromising the 2D/3Midy sample set

Make Model Identifier
SCCY CPX X66727
Springfield [XD9 X17802
Keltec P11 XAZV54
Ruger LC9 X43521
Springfield [XD9 X77862
Keltec Sub2000 |XEF603
HiPoint C9 X55426
Arcus D98 XXX724
SCCY CPX X97571
Taurus 247G2 X45405
Keltec PF9 XSBP59
Ruger SR9 X69363

These twelve firearms were selected based on preliminary data which displayed their
performances dfreech fac€BF) and firing pin (FP) IBIS scores via their receiver operating
characteristic (ROC) curves and the accompanying area under the curve (AlES) ROC
curves can be used to determine the crossovers between match anatcloriThe ROC curve
demonstrates the discriminating power of the methioather words, it determines how well
the method can differentiate between different states afaimples to which the method has
been applied This discriminating ability is directly related to the area under the ROC.curve
Figurellldisplaysthe AUC scores ahe sample set of firearms by make and model.
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AUC Scores 9mm Luger Firearms
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Figure 111: AUC scores of 9mm Luger Firearms using the product of BF and FP correlation scores of IBIS

Thefirearmscircled n green indicate the firearms that were chosen to takkttta Electronics

Forensic Technology Into perform analysis using their 3D instrumemhese firearms were

selected as an appropriate representation of the product of BF and FP AUC score pegBrman

of 9mm Luger firearms within the West Virginia University databablke goal of this study

was to perform a 3D IBIS analysis and compare these results to that of a 2D IBIS affédlgsis

intra- and intervariability of those scores for 9mm Luger faens was also analyzedhis

explains why some makes and models were selected more than once to comprise the sample set.

These cartridge cases were taken to FTI headquarters and andllieecbrrelation scores were
printed, converted texcela files, and then run through an$Rriptin RStudioto produce ROC
curves and AUC values to visually display the ddteorder to better analyze the data, it was
broken down by different filters: firearm, category, and instrum&he complete list of AUC
scores for each category, firearm, and instrument can be folbie38 (FTI) andTable39
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(WVU). The FTI IBIS has capabilities of analyzing firearms evidence in 2D and 3D, whereas
the WVU IBIS can only analyze in 2D.

Table38: All AUC scores of 2D and 3D data collected from FTI

Make Model GunlD auc.BF auc.FP_3D auc.FP_2D auc.BF_3D auc.BF_2D
Sample Sample  Sample 2D_SideLight

SCCY CPX X66727  1.000 0.924 0.978 0.578 0.870
Springfield  XD9 X17802  0.728 0.994 0.999 0.917 0.668
Keltec P11 XAZV54  0.924 0.980 0.974 0.896 0.781
Ruger LC9 X43521 0.678 1.000 1.000 0.738 0.506
Springfield  XD9 X77862  0.680 0.999 0.982 0.854 0.583
Keltec Sub2000 XEF603 0.933 0.997 0.995 0.989 0.772
HiPoint C9 X55426  1.000 0.992 0.964 0.998 0.912
Arcus D98 XXX724 0.830 0.983 0.993 0.890 0.873
SCCY CPX X97571  0.996 0.735 0.884 0.876 0.828
Taurus 247G2  X45405 0.846 0.981 0.973 0.624 0.609
Keltec PF9 XSBP59 0.976 0.987 0.923 0.893 0.759
Ruger SR9 X69363  0.998 1.000 0.999 0.922 0.936

The worst discriminating power category fradtira Electronics Forensic Technology Imgth
respect to all the firearms analyzed is BF_2D whereas the best discriminating power category is
FP_3D Also found inTable39are the normalized scores from the Wdata.

Table39: All AUC scores of 2D data collected from WVU (norm=normalized)

Make Make GunID BF FP FPBF Rank Rank Rank Score BF FP FPBF
Sample Model Sample FP BF FPBF Over (norm)  (norm)  (norm)
Rank
SCCY CPX2  X66727 0.656 0.989 0.926 0.993 0.684 0.926 0.923 0.676 0.992 0.932
Springfield XD9 X17802 0.548 1.000 0.978 0.999 0554 0.978 0.982 0.547 1.000 0.982
Keltec P11 XAZV54 0.684 0.986 0.937 0.990 0.736 0.937 0.945 0.729 0.988 0.954
Ruger LC9 X43521 0.447 1.000 0.958 1.000 0.470 0.958 0.987 0.461 1.000 0.982
Springfield XD9 X77862 0.666 0.990 0.970 0.978 0.663 0.970 0.953 0.649 0.978 0.951
Keltec Sub XEF603 0.513 0.996 0.957 0.995 0530 0.957 0.959 0.508 0.995 0.951
2000
HiPoint C9 X55426 0.890 0.962 0.972 0.962 0.930 0.972 0.978 0.928 0.964 0.982
Arcus D98 XXX724 0.808 0.997 0.987 0.997 0.829 0.987 0.984 0.823 0.997 0.987
SCCY CPX X97571 0.713 0.976 0.963 0.965 0.723 0.963 0.950 0.703 0.968 0.961
Taurus 24/71 G2 X45405 0.531 0.977 0.901 0.973 0553 0.901 0.901 0.545 0.972 0.898
Keltec PF9 XSBP59 0.725 0.960 0.950 0.966 0.732 0.950 0.973 0.721 0.965 0.939
Ruger SR9 X69363 0.911 0.972 0.973 0.970 0.910 0.973 0.962 0.905 0.969 0.970
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The worst discriminating power category from WVU with respedtitthe firearms analyzed is
the BF scores while the best is thedeBres

Table40displays the minimum and maximum scores, and their associated catddgtared, by
firearm.

Table40: 2D and 3D data observations sorted by firearm displaying the category and the AUC score

Data Observations by Firearm

Minimum Score Maximum Score
Make Model Identifier  Metric Score  Metric (auc) Score
(auc)

SCCY CPX X66727  BF3D 0.578 BF 2D SideLight 1.000
Springfield XD9 X17802 BF (norm) 0.547  FP(norm) 1.000
Keltec P11 XAZV54  BF 0.684 RankFP 0.990
Ruger LC9 X43521 BF 0.447 FP,RankFP,FP  1.000

(norm), FP3D,

FP2D
Springfield XD9 X77862 BF2D 0.583 FP3D 0.999
Keltec Sub2000 XEF603 BF(norm) 0.508 FP3D 0.997
HiPoint C9 X55426  BF 0.890 BF 2D SideLight 1.000
Arcus D98 XXX724 BF 0.808 FP form) 0.997
SCCY CPX X97571  BF(norm) 0.703 BF 2D SideLight 0.996
Taurus 247G2  X45405 BF 0.531 FP3D 0.981
Keltec PF9 XSBP59 BF(norm) 0.721 FP3D 0.987
Ruger SR9 X69363 BF(norm) 0.905 FP3D 1.000

The data was separated by firearm in order to analyze theanttantervariability between the

same makes as well as the same models with diffetentifiers (serial numbers)rhe SCCY

CPX2 firearms performed the best with regards to 2D BF scores; however, they did not perform

the same and have two separate maximums and minimlins observation indicates that BF

score hashe bestdiscriminatory power for SCCY CPKX firearms The Springfield XD9

firearms performed highest with regards to FP scores and lowest with BF scores, indicating that

FP has the better discriminatory pow&imilar to that of the SCCYs, these two firearms of

same make and model did not perform the safiere were three Keltec firearms analyzed of

three different models: P11, S@B00, and PE9AIl three performed the best with respect to FP

scores and the worst with BF scores indicating a class charactirad the FP has a higher

discriminatory power than the BA'he Sub2000 and the PF9 performed similarly both having

auc.FP_3D as the highest score and auc.BF_norm as the lowest score, whereas the P11 had the

highest value with auc.RankFP and the lawagh auc.BFE The two Ruger firearms, LC9 and

SR9, performed similarly in the fashion that the FP had the highest scores and the BF had the

lowest The LC9 performed the same across five categories of FP scores resulting in a value of
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1. The only HiPont performed best using the 2D Sidelight feature of BF analysis and the worst
at the standard BF positiotnlike the other makes, it is unclear if BF or FP is a more
discriminatory feature of a cartridge case from a HiPoint firearhe Arcus D98 and thTaurus
24/7G2 can be better identified from the FP impression than from the BF, which is reflected in
their minimum and maximum scote®verall, with respect to all the firearms examined, every
minimum value is derived from the BF scores (2D, 3D, omadized).

Similarly to Table40, Table41 displays the minimum and maximwuores, and their associated
firearm, filtered by category. While some of the data is a repeat from the tables above, it provides
a different analysis perspective based on the categories.

Table41l: 2D and 3D data observatiossor t ed by category displaying the firear:!

Data Observations By Category

Category (auc) Minimum Score Maxiumum Score
BF Ruger LC9 X43521 (0.447) Ruger SR9 (X69363) (0.911
FP Keltec PF9 XSBP59 (0.960)  Ruger LC9 X43521 (1.000)
FPBF Taurus 247G2 X45405 (0.901) Arcus D98 XXX724 (0.987)
RankFP HiPoint C9 X55426 (0.962) Ruger LC9 X43521 (1.000)
RankBF Ruger LC9 X43521 (0.470) HiPoint C9 X55426 (0.930)
RankFPBF Taurus 247G2 X45405 (0.901) Arcus D98 XXX724 (0.987)
ScoreOverRank Taurus 247G2 X45405 (0.901) Ruger LC9 X43521 (0.987)
BF (norm) Ruger LC9 X43521 (0.461) HiPoint C9 X55426 (0.928)
FP (norm) HiPoint C9 X55426 (0.964) Ruger LC9 X43521 (1.000)
FPBF(norm) Taurus 24/7G2 X45405 (0.898) Arcus D98 XXX724 (0.987)
BF 2D SideLight Ruger LC9 X43521 (0.678) HiPoint C9 X55426, and

SCCY CPX X66727 (1.000)
FP3D SCCY CPX X97571 (0.735) Ruger LC9 X43521, and

Ruger SR9 X69363 (1.000)
FP2D SCCY CPX X97571 (0.884) Ruger LC9 X43521 (1.000)
BF 3D SCCY CPX X97571 (0.577) HiPoint C9 X55426 (0.998)
BF 2D Ruger LC9 X43521 (0.506) Ruger SR9 X69363

(0.936)

For both systems, the Ruger LC9 (X43521) had the lowesé vakulting from the BF scores
(0.447 WVU and 0.506 for FTI)Figurell12illustratesthe poor performance of the Ruger LC9
via a scatterplot of the BF scordsis interesting to note that the Ruger LC9 was the worst
performance in both 2D BF categories while theg& SR9 perforntethe highest.
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Ruger moLC9 - 9mm - X43521
No Yes

Breech Face Score (WVU IBIS)

T
0 10 20 30 ] 50

2D-Breech Face Score (FT IBIS)
N= 297 observations

Figure 112 Scatterplot comparing the 2D BF match and finatch scores from FTl and WVU of a Ruger LC9 (X43521.

In Figure112, the blue dots represent a Aaratch while the pink represent a matdthe lack of

a clear separation of distribution, along with some of thematth scores being higher than the
match scoes, accounts for the poor performance and low scores from this region of inkerest
possible explanation could be a privation of discriminatory impressions made from the BF of a
Ruger LC9 In contrastFigurel13shows the superior performance of the Ruger SRA via
scatterplot of the BF scores.
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Ruger moSR9 - 9mm - X69363
No Yes

150

Breech Face Score (WVU IBIS)

2D-Breech Face Score (FT IBIS)
N= 325 observations

Figure 113 Scatterplot comparing the 2D BF match and fimatch scores from FTI and WVU of ader SR9 (X69363)

Again, the blue dots represent a fraatch while the pink represent a matdthere is a clear

separation between the distributions of scores, and as expected, the match scores are higher than
the nonmatch scoresThis scatterplot showat the BF of a Ruger SR9 has a high

discriminatory power One conclusion that can be made from the comparisbigafell2and
Figurell3is that the quality of performance of the BF impressions is not the same across

different models of Ruger firearm#f the analysis of the SR9 had not been included in this

study, one mighassume that poor performance of BF scores is a class characteristic of all 9mm
Ruger firearms.

In the category of 2D and 3D FP, the performance of the Ruger LC9 is the best) witltCaf
1.000 Figurell4displays the improved performance of the Ruger @8 firing pin scores
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Ruger moLC9 - 9mm - X43521
No Yes

3

3D-Firing Pin Scare (FT IBIS)

2D-Firing Pin Score (FT 181S)
N= 297 observations

Figure 114 Scatterplot comparing the 3D and 2D FP match and-match scores from FTif@ Ruger LC9 (X43521)

There is a clear separation both axesTheoverallmatch scores are higher than the-nuatch
scores, as expectedhis scatterplot shows that the FP of a Ruger LC9 has a high discriminatory
power Another part of this studyas to determine if there is a significant difference in using an
instrument with 3D capabilities versus one with 2D capabilitidse scores of the 2D FTI IBIS

were not significantly different from those of the 2D WVU IBIS making them comparable
Figurell4also shows that even using 3D technology, the FP score is still highly discriminatory
and shows clear separation in its distribution of match andmaioh score The performance

of the Ruger LC9 ivighly variable it has both the lowest and highest scores across more
categories than any other firearm, the worst in BF and the best iRigite115displays the

density distributions of the scores for FP, BF, and fiv@duct BFxFP) for the Ruger LC9.
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Firearm Score Firearm Score. Firearm Score

Dansiy
e

Bieecn Face Scoe

Figure 115 Density distributions for the FP, BF, and BFFP (product) scores for the Ruge(X£¥521) obtained from the
WVJU IBIS

The red curvéFigure115) represents the nematch score distribution while the green curve
represents the match score distribaititn both the FP score and product score distributions,
there is clear separation indicating a high discriminatory value for firearms anatysis
comparison withFigure112 the BF score distribution shows a lack of separation indicating a
low discriminatory value for firearms identificatiohe case of the FP scores being

significantly higher than the BF scores was not the case for all firearms, as it wasRuggr

LC9 (X43521). The Arcus D98 (XXX724) had higher values (not by much) for the FP scores
than for the BF scores, but there was still clear separation between the two impression areas
Figurel16shows the distribution densities of the FP, BF, and product scores for the Arcus D98
(XXX724).
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Firearm Score Firearm Score. Firearm Score

Bieecn Face Scoe BFFP Scoe
Raw Score plts XX0G724 Ranw Score piots X00T24

Figure 116 Density distributions for the FP, BF, and BFFP (product) scores for the Arcus’)k)@&724) obtained from the
WVJU IBIS

The distributions are clearly separated for each category; however, thereveslap in the BF
density plot, which correlates with its lower scores.

There is a lack of significant performance, with regard to BF &doFthe Springfield XD9s
when there was a clear separation between the twoHRmgmne111 Also according td-igure
111, the SCCY CPXI (X66727) should have been the worst performer; however, it in fact
performs as one of the best in the 2D side light feature ofTBI5 can be explained byigure
111data being from WVU while the side light feature comes from the FTI instrunreatROC
curve the true positive rate (sensitivity) is plotted as a function of the false positive rate
(specticity). Each point on the ROC curve represents a sensitivity/specificity pair corresponding
to a particular decision threshold test with perfect discrimination, no overlap of the two
distributions, has a ROC curve that passes through the upperriedt ¢100% sensitivity, 100%
specificity) Therefore, the closer the ROC curve is to the upper left corner, the higher the
overall accuracy of the té&t A perfect ROC curve can be found belowFigure117.

532de MH, Campbell G (1993) Receimgerating characteristic (ROC) plots: a fundamental evaluation tool in clinical medicine. Clinical
Chemistry 39:56577.
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ROC Curve - SCCY moCPX - X66727

0.8
1

True positive rate
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False positive rate
2D Sidelight Breech Face Score

Figure 117: 2D side light BF ROC curve for the SCCY CIPXX66727)

The value for the AUC of the ROC curvekigure117is 1.00Q, indicating perfect

discrimination Other performances with perfect discrimination (ROC curve identidabtare

74 and AUC equal to.D00 are the HiPoint C9 (X55426) in the 2D side light featfrBF and
the Ruger LC9 (X43521) for all categories with FP solely (2D, 3D, norm and r&akiversely,
the other SCCY CPX (X97571) appears as the lowest scores for 2D FP and 3D FP and BF
resulting in a ROC curve similar to that of the Taurus BZ1X45405) found irFigure118
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ROC Curve - Taurus mo247G2 - X45405
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2D Breech Face Score

Figure118 2D BF ROC curve for the Taurus 2462 (X4540%

ROC curvesuch as that ifigure118are far from the desired uppeft corner This indicates
a poor performance with regards to accuracy (i.e. ability to discriminate between the two
distributions) The dottedine in the middle represeni®% specificity and 50% sensitivity,

making the distribution of match and roratch for 2D BF scores no better than a coin flip.

Comparing all of the data from both instruments, they behaved similarly resulting in the worst
performance resonating from a Ruger LC9 in the category of 2D BF scdsssnoteworthy is

the benefit of the addition of the side light feature for analyzing the@ierall, with regards to

an added dimensiond. 2D vs 3D), there was no significadifferencein the results to conclude
thatonesystemis better than thether.

A general comparison of performance of the two systems is giveigune76 (breech facgand
Figure77 (firing pin). The liner regression (solid line) and tge= x (dasled line) indicates the
similarity in scores. The variability is assigned to user and sample orientation.Figun@119

it appears as if thereech facenatch scores follow thg= x line and the regression is weighted
to the noAmatch scores. IRigure120, the firing pin match scores follow the regression line,
but at higher scores the FT systdaviates tdiighervaluesthan the WVU system.
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WVU |BIS Breech Face Score

Figure119 Comparison obreechfacescores of the WVU Legacy IBIS and the Forensic Technol8Di¢BIS using the 2D
scores

Figure 120 Comparison obreech facescores of the WVU Legacy IBIS and the Forensic Technologies 2D IBIS

Conclusion

A comparison of th@D Heritage IBIS (upon which this research is based) against that of the

new 3D IBIS system (courtesy of Ultra Electronics Forensic Technology Inc., Montreal, Canada)
was performed. A selection of twelve 9mm Luger firearms (representing a range ahpeder
characteristics based on IBIS results) was used to produce a set of test cartridge cases. These
cartridge cases were run through both systems. The 3D system has a number of advantages most
particularly the ability to search the side lit image®ll€&tion of images is more time
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