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Research on radicalization risks and processes consistently points to the importance of social
networks and interpersonal relationships in motivating toward or protecting against individual
radicalization. It is critical to interrupt the radicalization process before people’s ideologies
manifest into violence. Research, including studies funded by the National Institute of Justice,
provides important insights into how social networks may either facilitate or prevent radicalization
processes and disengagement efforts.

1. Radicalization is an inherently social process, even to law enforcement due to a lack of trust and fear of the consequences of
among so-called lone actors. reporting.® Policy responses can facilitate increased reporting and intervention
by building stronger partnerships between communities and law enforcement,
implementing anonymous reporting mechanisms, and providing non-law
enforcement resources to address concerns about radicalization within one’s

In-person and online social networks and subcultures can play a significant role
in individual lone-actor radicalization processes.' These networks can promote
radicalization through on- and offline social interactions but can also provide

. . . . " , social circle.”
an opportunity for prevention or intervention.? Peers, families, and community
members might become aware of their loved one’s radicalization through 2. Social isolation from non-extremist groups and the
leakage (i.e., the person communicates information online and/or in person size of extremist groups can both impact radicalization to
about their radicalization, extremist beliefs, or plans to carry out an attack).® .

violence.

People in the social network of individuals on the path to radicalization When combined with other factors like unemployment and prior criminal
should have access to support services so they recognize warning signs of history, the absence of (and search for) strong social bonds may play a role in
radicalization. Some warning signs may include drastic changes in behavior, radicalizing individuals to violent extremist behaviors and ideas.® As an individual
changes in an individual’s refationships and associations, unemployment (or moves along the pathway of radicalization and establishes connections with
low socioeconomic status), previous criminality, mental health disorders, and other radicalized individuals, their bonds with non-extremist social networks
leakage of information prior to an attack."* can weaken significantly, potentially limiting opportunities for intervention

and disengagement and strengthening their association with extremist social
networks.® Connections to non-extremist social networks are important as they
can provide alternative messaging, potentially helping radicalizing individuals to
realize they are not alone.'

Family and friends of those being radicalized can report to police and others.
They can also aid in prevention and intervention efforts. While this may help
interrupt the radicalization process, loved ones might be reluctant to report
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However, the size of the extremist organization also plays a role in radicalizing
to violence. Contrary to what one may think, “individuals who are embedded

in large [violent extremist] networks are less likely to radicalize to violence
than those who are members of isolated cliques or act alone.”"" This is in part
because large networks “promote specialization that allow members to adopt
non-violent roles,” while lone actors are left without opportunities to specialize,
lack gatekeepers, and can often only draw attention to themselves or their
cause through acts of violence.

3. While important, family connections are not a reliable
safeguard against radicalization.

Familial connections may not be a catalyst for (or safeguard against) individual
radicalization. Radical beliefs within familial networks are not often cited

as motivating factors in individual radicalization decisions.’ In some cases,
radicalized familial connections may function to motivate or strengthen
radicalization propensities and could serve as obstacles to disengagement.*

Non-extremist familial ties, while important, may not be enough to help
reintegrate an individual and prevent their radicalization. Family members
may be unsuccessful when they become aware of and attempt to intervene in
the radicalization of a loved one.” In addition, many factors may make peers
and loved ones reluctant to seek support for someone exhibiting signs of
radicalization. These include:

e |ndividual factors, such as personal experience with police violence or fear
of being misjudged.

e Relationship factors, including care for person of concern or fear of
precipitating harm to self/family.

e Community factors, such as available reporting modalities or access to
mental health services.

e Societal factors, including institutional racial, economic discrimination, or
availability of non-punitive justice remedies.'®

4. Peers have a meaningful influence on pathways both
into and out of radicalization.

Peer connections, particularly (but not limited to) those occurring in offline
spaces, may influence an individual’s decision to commit violent acts.'” Even in
cases where social media played a role in the radicalization process, personal
connections to individuals already radicalized seem to have greater impact on a
person’s decision to participate in illegal activities.™ Extremist social networks
and ties, including extremist romantic partners, can promote pathways to
radicalization and hinder efforts to disengage from terrorist or violent extremist
activities and groups.'® Conversely, these can also promote disillusionment and
discord with the radical ideology, and lead to disengagement.?

While peers are the most likely to notice early signs of radicalization, they are
the least likely to report it.>" Strategies to encourage reporting a loved one who
is possibly on the path to violent extremist radicalization include:

e Removing reporting barriers, such as distrust of law enforcement and lack
of alternative reporting modalities.??

e |ncreasing facilitators to reporting, such as training officers to be supportive
and respectful of intimate bystanders.

e Establishing community-based multi-disciplinary threat-assessment teams.

e Providing awareness about multi-modal and transparent reporting
mechanisms to intimate bystanders/community members.?®
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5. The impact of social networks on both radicalization and
disengagement varies.

We must shift from asking whether social connections influence radicalization
to asking when those connections influence radicalization. Greater engagement
with non-extremist social networks and perceived outgroups might play a

role in facilitating disengagement from extremist groups.? But other factors

— including ideological affiliation and commitment, identity construction,
socioeconomic status, and history of incarceration — may affect the extent of
the role these social networks play in the disengagement process.?

As each individual’s radicalization journey and mobilization to violence is
unique, the disengagement process (if any) is equally distinctive. Only about a
third of extremists fully desist from crime, disengage from an extremist group,
and deradicalize from their extremist beliefs.?® The time required to disengage
varies, with approximately a third of extremists disengaging in less than a year,
and a quarter taking more than 10 years.*

There is no one-size-fits-all model for effective disengagement, especially as it
relates to extremists with and without incarceration histories. The exit barriers
for those released from U.S. prisons are starkly different from those who have
never experienced periods of confinement. People leaving incarceration require
more assistance related to socioeconomic mobility, identity reconstruction,

and developing positive social relationships.? In general, for disengagement
strategies to work, they must support the “exit” process through effective
monitoring of social networks, in combination with mental health counseling,
drug and alcohol rehabilitation, and job and educational assistance. Developing
tailored strategies that account for individual nuances and the role of social
networks in each individual’s life is critical in preventing radicalization and
facilitating disengagement.
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