U.S. Department of Justice
Office of Justice Programs
National Institute of Justice

NATIONAL INSTITUTE OF JUSTICE

INTRODUCING THE NIJ FORENSIC
INTELLIGENCE FRAMEWORK:

PILLARS AND GUIDING PRINCIPLES FOR SUCCESSFUL IMPLEMENTATION

ve0¢ 439N3AON

By Tracey L. Johnson, Basia E. Lopez,
Jonathan McGrath, Caleb D. Hudgins,

Meaghan L. Pimsler, and Veronica White




U.S. Department of Justice
Office of Justice Programs

999 N. Capital St. N.E.
Washington, DC 20531

Nancy La Vigne, Ph.D.
Director, National Institute of Justice

This and other publications and products of the National Institute of Justice can be found at:

National Institute of Justice
Advancing Justice Through Science
NIJ.ojp.gov

Office of Justice Programs
Building Solutions @ Supporting Communities e Advancing Justice
0JP.gov

The National Institute of Justice is the research, development, and evaluation agency of the U.S. Department of Justice. NIJ’s
mission is to foster and disseminate knowledge and tools derived from objective and rigorous scientific research to inform efforts to
promote safety and advance justice.

The National Institute of Justice is a program office of the Office of Justice Programs, which also includes the Bureau of Justice
Assistance; the Bureau of Justice Statistics; the Office for Victims of Crime; the Office of Juvenile Justice and Delinquency
Prevention; and the Office of Sex Offender Sentencing, Monitoring, Apprehending, Registering, and Tracking.

Opinions or conclusions expressed in this paper are those of the authors and do not necessarily reflect the official position or
policies of the U.S. Department of Justice.


https://NIJ.ojp.gov

& NATIONAL INSTITUTE OF JUSTICE

RESEARCH

REPORT

INTRODUCING THE NIJ FORENSIC
INTELLIGENCE FRAMEWORK:

PILLARS AND GUIDING PRINCIPLES FOR
SUCCESSFUL IMPLEMENTATION

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

NNNNNNNNN NIJ



Introducing the NIJ Forensic Intelligence Framework: Pillars and Guiding Principles for Successful Implementation

Table of Contents

Learning ODJECHIVES .......cccceieererirereir e nn s 1
Purpose and Background............ccccoeererenenenenese s s sse e s ssessesnessesnesnesneen 1
NIJ Forensic Intelligence FrameWOrK ..........cccovercrierinrense e se s se e seas 2
The NIJ Forensic Intelligence Framework Is Flexible and Adaptable..........ccccoveveeerernennene. 4

A Generalized Hierarchy of Scale Supported by the NIJ FOR-INT Framework....................... 5
Forensic Intelligence Supports and Enhances Intelligence-Based Policing..........ccccceeevuennene 6

Example of the Application of the Forensic Intelligence Approach............cccccecevvevevereniennns 7
Forensic Intelligence Can Be Integrated Into EXisting ProCesses ........cccvvevrerererereresnnanns 8

Driving Forensic Intelligence Success Through Implementation and

IMPACT ASSESSIMENT ......c..ceeeeeeercrer e s s ae s nesnesaesneenesnennenns 10
ACKNOWIBAGMENTS ...ttt r e sa e s e r e s e 12
NIJ Forensic Intelligence Framework Initiative Team Members (Current and Former)........... 12
EXTEINAl RBVIBWETS .....c.eveiieieete ettt 12
ENANOLES ... 13

National Institute of Justice | NIJ.ojp.gov



Introducing the NIJ Forensic Intelligence Framework: Pillars and Guiding Principles for Successful Implementation

Introducing the NIJ Forensic Intelligence
Framework: Pillars and Guiding Principles for
Successful Implementation

Learning Objectives

1) Introduce NIJ Forensic Intelligence (FOR-INT) Framework concepts and guiding principles for law enforcement,
forensic laboratories, and researchers.

2) Explain the foundations for implementing and sustaining a forensic intelligence program, including Organization,
Process, Technology, Capabilities and Resources, and Information Sharing.

3) Provide strategies for practitioners and researchers to evaluate the effectiveness of forensic intelligence
programs, including examples of forensic intelligence practices.

Purpose and Background

The purpose of the NIJ Forensic Intelligence (FOR-INT) Framework is to provide guidance to state and local law
enforcement agencies and their forensic laboratories in the implementation of an innovative approach to the investigation
of crime, including serial and organized crime. Forensic intelligence is defined as the collection, organization,
interpretation, and sharing of forensic case data in support of criminal investigations and intelligence procedures.’
Although current practices utilize forensic data to solve and prosecute individual crimes, collected data often remain
archived in state and local labs. The forensic intelligence approach uses these datasets to link and track crime patterns
individualized to local jurisdictions and ultimately reduce crime in those areas. The NIJ FOR-INT Framework capitalizes
on advancements in forensics, analytics, operations, and technology capabilities, with the goal of developing actionable
intelligence for solving, disrupting, and preventing crime, based on available data and information. The Framework also
provides opportunities for evaluation to measure the effectiveness of the implementation of forensic intelligence activities.

The FOR-INT Framework is a result of a multiyear, intramural research effort under the NIJ Forensic Intelligence
Framework Initiative carried out by NIJ scientists from the Office of Research, Evaluation, Forensics, and Technology,
with support from external subject matter expert consultants. This research serves as a roadmap that law enforcement
agencies can use to begin implementation, whether in part or in full, based on their own agency priorities.

The NIJ FOR-INT Framework is grounded in the findings reported in the 2023 NIJ publication, “Forensic Intelligence
Models: Assessment of Current Practices in the United States and Internationally,” and synthesized from an extensive
literature review with additional input from various state, local, and federal subject matter experts. 2 As such, this
framework was created by assessing existing national and international examples of forensic intelligence initiatives in
collaboration with multiple practitioner and research partners. It provides guidance to state and local law enforcement
agencies — especially their investigative and analytical components and forensic laboratories — to maximize
investigative resources by gathering and using forensic data early in the crime inquiry cycle and across cases to

help detect and disrupt crime or patterns of crime (e.g., gun crimes, prescription drug fraud), including serial and
organized crime.
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The implementation of forensic intelligence approaches demonstrates how they can help law enforcement agencies to use
data objectively and build public trust in police investigations. Some local- or state-level agencies already collaborate with
forensic labs and other agencies by leveraging existing intelligence units. For example, the Miami-Dade Police Department
has hired a full-time intelligence analyst within the forensic laboratory, which proved to be a successful method in
producing actionable forensic intelligence.? This demonstrates the flexibility of forensic intelligence in various operational
environments and agencies.

NIJ Forensic Intelligence Framework

As depicted in exhibit 1, the framework has five pillars: Organization, Process, Technology, Capabilities and Resources,
and Information Sharing. Together, these pillars support an effective and sustainable forensic intelligence program. Each
of the five pillars describe different aspects of NIJ’s evidence-based vision for state or local forensic intelligence programs
and, although there is some overlap among the pillars, all five are essential for development or enhancement of state or
local forensic intelligence programs.

Exhibit 1. The NIJ Forensic Intelligence Framework
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The NIJ Forensic Intelligence Framework is grounded in the following seven guiding principles:

Collaboration — When designing a forensic intelligence program for a jurisdiction, the different organizational
components involved — whether they are within the same organization or across multiple organizations (e.g.,
different intelligence units, fusion centers, and other intelligence agencies) — should work together to identify
relevant data, design and establish policies and practices for implementation and evaluation, and create a feedback
loop for understanding priorities and resource allocation.

Interoperability — Data and systems interoperability (i.e., the ability of different systems or products to work
together seamlessly, allowing them to exchange information and collaboratively perform tasks) should maximize
data-sharing efficiencies and effective data usage by the collaborating components while acknowledging that some
types of datasets/information may have different levels of sensitivity or classification that must be considered.

Integrity — Understanding data quality and timely data sharing is critical to its effective use, as is operating in an
ethically responsible manner, ensuring actions are informed by evidenced-based best practices, objective and free
from bias, and evaluated to identify and correct quality discrepancies.

Flexibility — Implementation, research, and evaluation of forensic intelligence approaches will require that
partners be open to new ways to collect, use, and share data to keep pace with demands and iterative
workflow improvements.

Accountability — Partner organizations should hold each other accountable to effectively collect, share, and use
data through open communication, transparency, and established responsibilities.

Justice — Implementation should consider relevant public safety objectives and priorities to support a fair and just
criminal justice system and improve community safety and trust.

Sustainability — All partners and their organization’s leadership should ensure “buy-in” of personnel, resources, and
time to effectively establish and maintain forensic intelligence practices while maintaining institutional knowledge.

These principles inform and support the design and implementation of a forensic intelligence program using the five NIJ FOR-
INT Framework pillars: Organization, Process, Technology, Capabilities and Resources, and Information Sharing, as shown

in exhibit 1. An example of how the guiding principles and pillars support each other would be a jurisdiction that wants a
forensic intelligence program to automatically generate intelligence products — such as intelligence reports — and analyses
that incorporate information or data in laboratory reports or results from other forensic casework analysis. The information
and design of the product should be collaboratively developed across the organization, use the available technologies, and
establish accountability mechanisms for those components that contribute to creating intelligence products.

To successfully integrate forensic intelligence practices into current criminal justice practices, an organization’s leadership
should commit to the guiding principles of the NIJ FOR-INT Framework pillars, ensuring the desired end state is achieved.
Examples include the following:

Organization — A structure that includes a leadership team with defined roles and responsibilities working toward
a common purpose and designed to facilitate communication for direction and prioritization. Coordination and
outreach with neighboring organizations can strengthen the scope and effectiveness of forensic intelligence.

National Institute of Justice | NIJ.ojp.gov
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B Process — An established workflow that enables forensic data and information to move through organizations
and between stakeholders during the intelligence cycle via processes that are transparent, collaborative,
and sustainable.

B Technology — Investments in tools, systems, or outputs that are used during the intelligence cycle to collect,
submit, transfer, and analyze forensic data, produce linkages, and share information as actionable intelligence.

B Capabilities and Resources — Personnel, combined expertise, instruments, analytical capabilities, and workflows
that integrate forensic data into the crime and intelligence analysis process.

B Information Sharing — Information, intelligence, and finished products that are made available to all relevant
criminal justice partners. Routine information sharing enables the use of forensic data and intelligence
in combination with other data sources in the production of actionable products to drive operations and
policy investigations.

The NIJ Forensic Intelligence Framework Is Flexible and Adaptable

The NIJ Forensic Intelligence Framework is intended to be flexible and allow for different models to be developed and
tested. See the sidebar “A Generalized Hierarchy of Scale Supported by the NIJ FOR-INT Framework” for a summary

of different scales and applications of forensic intelligence approaches. Programs can be flexible in their real-time
priority, changing when responding to crime patterns and local community safety needs, through efficient and economic
placement of resources and personnel and informed strategic planning.

Adaptability and flexibility can be enhanced through additional investment in research and evaluation, either in-house or
with external partners (e.g., academic researchers). Understanding how the program functions and identifying areas of
improvement will result in capabilities keeping pace with demands and iterative improvement in workflows, processes,
and analytical approaches.

Specific, measurable goals should be developed by program stakeholders to track implementation and evaluate outcomes
of adopting a forensic intelligence program. These goals should align with existing and planned investments in local
capabilities and resources for technology and information sharing. Research experts can assist with development of a
specific evaluation plan and analysis of outcomes.

National Institute of Justice | NIJ.ojp.gov
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A Generalized Hierarchy of Scale Supported by the NIJ FOR-INT Framework

The NIJ FOR-INT Framework was developed to be useful at a range of scales, from supporting individual case needs
to identifying and developing proactive, long-term solutions for persistent community safety needs (see exhibit 2).
Tactical intelligence refers to the use of forensic intelligence approaches to generate leads in individual cases, such
as earlier incorporation of forensic data in the investigative cycle. At a larger scale, analysis of patterns across time
and geography can generate operational intelligence to identify case linkages, particularly with respect to serial
crimes or criminal organizations. Both tactical and operational intelligence are reactive but their implementation

is likely to impact future events by reducing serial crimes. In contrast, strategic intelligence is a proactive use of
forensic data analysis to guide agencies and associated policymakers in policy development, personnel deployment,
and coordination with non-law enforcement agencies for long-term solutions to community needs.*

Exhibit 2. Generalized hierarchy of scale
REACTIVE

Investigative
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Individuals

Serial Crimes Repetitive
Criminal Organizations Problems

System

Criminalit
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Note: Modeled after Marclay, 2014.°
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Forensic Intelligence Supports and Enhances Intelligence-Based Policing

Forensic intelligence involves gathering and using forensic data both early in the criminal inquiry cycle and across

cases 1o generate actionable intelligence.® Timely processing and analysis of evidence makes the difference between
generating information and producing intelligence. Expanding investigative approaches across cases to incorporate
various forensic data (e.g., firearm, DNA, latent prints, and drug-related evidence) can help identify novel links, patterns,
and trends through various analytical methods (e.qg., statistical modeling, and social network and spatio-temporal
analysis). Integrating these results with other sources of intelligence, such as human source intelligence or HUMINT (e.g.,
informants), open-source intelligence or OSINT (e.g., social media), and signal intelligence or SIGINT (e.g., cellphone
triangulation), license plate information or LPR (e.g., cameras), and general investigative information (e.g., situational,
behavioral, and modus operandi information) may generate new insights into the crime and produce valuable intelligence.

Forensic intelligence practices can have many benefits (see exhibit 3), including improvement in processing times,
communication, and number or quality of connections between interrelated crimes within a jurisdiction.” Additional
benefits of applying forensic intelligence practices may include:

B Early identification and elimination of suspects and recognition of criminal tactics, techniques, and procedures.
B Increased public safety through the detection, disruption, prevention, and deterrence of serial and organized crime.

B Improved policing and security actions through enhanced threat and risk assessments and identification of
emerging issues of concern to the community.®®

Exhibit 3. Selected benefits of applying forensic intelligence practices
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Identlflcatlon Public Safety Policing Times Quality of
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Example of the Application of the Forensic Intelligence Approach

In this example, integration of DNA, footwear, and link analysis led to an apprehension. Fingerprint, DNA, and shoe
print data from three burglaries all linked back to a single, anonymous female suspect (see exhibit 4).°

Exhibit 4. Linking multiple evidence in serial crimes
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The female suspect’s DNA had been recovered from other crime scenes that also had evidence left behind from
known male suspects (see exhibit 5). Social network analysis was then used to create a list of possible female
suspects to evaluate against the unknown female’s DNA profile. A single female associate of two of the suspects
from different crime scenes was increasingly coming to the attention of law enforcement for other behaviors,

and this intelligence was sufficient cause for her arrest and, therefore, the collection of her DNA and fingerprints.
Following confirmatory DNA comparison, the female identified through the social network analysis pleaded guilty to
22 counts of burglary.

Exhibit 5. Forensic evidence used in link analysis
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Forensic Intelligence Can Be Integrated Into Existing Processes

Implementation of a forensic intelligence model does not necessarily require a replacement of current intelligence, crime
analysis, or investigative cycles. Instead, it requires a shift in which information is collected, how it is collected, and how
and when participating agencies and internal units communicate (see exhibit 6).

Exhibit 6. Crime scene evidence collection and intelligence analysis

e D
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Note: Forensic intelligence approaches (yellow) can be integrated into existing investigation processes (blue) without significant rework of the entire process
of investigating an individual case. Early use of forensic data in investigations and preliminary results can generate useful investigative leads and reduce case
processing time. Development of a forensic intelligence program includes incorporation of some, or all of the modifications shown in yellow.

Many jurisdictions may already have organically developed programs that use forensic intelligence approaches. The NIJ
FOR-INT Framework can enhance these initiatives by incorporating foundational pillars and guiding principles, and by
establishing iterative evaluation of process changes and impacts.

Forensic intelligence can be applied by integrating and analyzing forensic data across cases to generate a more holistic
picture of criminal activity, identify linkages across cases, and generate useful intelligence. For example, forensic
intelligence approaches may help link individuals suspected in sexual assault cases to other kinds of crimes.

Under the NIJ FOR-INT Framework, processes that are typically linear or traditionally siloed will instead integrate forensic
data early in the investigation, contribute to a cyclical and continuous process, and make use of tools to view data
holistically, overcoming linkage blindness and allowing connections to be made that were not available prior to FOR-INT
implementation (see exhibit 7).
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Exhibit 7. Forensic data integration and analysis
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When implementing a forensic intelligence program and integrating forensic information into this intelligence cycle,
agencies must consider the role and application of the forensic laboratory’s existing quality assurance policies and
accreditation standards. It is important to note that forensic laboratories have strict quality management systems in place
to ensure that all reported results are fully confirmed and vetted using technical and administrative review processes.

While forensic intelligence relies on timely results to be integrated effectively into the intelligence cycle, the results must
also remain accurate and reliable. Therefore, when an agency explores the workflow efficiencies, capacity enhancements,
and resource requirements to reach the productivity levels required for developing actionable intelligence and timely
examinations, the agency should also consider how those activities will align with a forensic laboratory’s quality system.

It may be necessary to modify the laboratory’s reporting policies for results that are time-sensitive, based on the use-
cases for this information. For example, any data that is generated from presumptive testing (e.g. handheld field drug
testing technologies, including infrared or Raman devices; National Integrated Ballistic Network (NIBIN) firearms results;
latent print investigative leads)' must be understood by the intelligence cycle to be “preliminary” and that final results
would need to be confirmed through more comprehensive laboratory analysis. Numerous accredited laboratories have
implemented policies that balance quality assurance and accreditation requirements with intelligence reporting timeliness.

Forensic intelligence programs also take care to separate the activities of the forensic scientist who is performing the
forensic casework analysis from the team that is synthesizing and using the forensic intelligence information, analysis, and
reports generated from this forensic analysis. Forensic intelligence programs should be aware of the risks of confirmation
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bias and contextual bias, and should develop information-sharing workflows that mitigate these risks.”'> 1> For example,
forensic scientists should remain objective and should not be provided with investigative information or intelligence
products that could bias the testing or interpretation of forensic evidence.”

Once the forensic analysis is complete, the results are shared with the intelligence analysts, who act as the “bridge” to
synthesize and incorporate the data into intelligence products. As intelligence analysts are not forensic experts, they will
be required to collaborate and coordinate with the forensic laboratory experts to ensure that forensic data is not misstated
and that the information is accurately conveyed in a final product.

These adjustments should be feasible and are necessary to ensure the success and credibility of the forensic intelligence
program. In resource-constrained environments, there can be competing priorities between newly established forensic
intelligence activities and activities such as addressing casework backlogs, validating new technologies, training new
staff, and preparing for court. Agencies that embrace forensic intelligence should acknowledge that a cultural shift may
be necessary to ensure that resources and policies permit flexibility to perform rapid processing of the most probative
evidence to generate actionable intelligence (for example, generation through the NIBIN of high-confidence correlations
between fired cartridge cases).

It is important that participating agencies identify which sources and types of forensic data should be prioritized based
on investigative requirements and institutional limitations. The raw results alone (e.g., a DNA profile from an evidentiary
sample) are not sufficient for forensic intelligence program success. For example, an intelligence analyst must not
attempt to interpret DNA profiles. Instead, analysis and contextualization of a piece of forensic data (e.g., DNA profile
evidence developed for a known individual that is connected to DNA evidence from another case that includes latent print
or footwear evidence attributed to the same or other individuals) are the keys to identifying a link between a person or
organization and multiple crime events (see exhibit 7). Therefore, forensic reports and conclusions must be incorporated
into data sharing systems that allow intelligence analysts to access results to formulate finished intelligence products.

As the need for objective data expands into policing practices, forensic science service providers will need to evolve their
reporting strategies for sharing results with intelligence analysts to allow for the expanding role of intelligence-based
testing protocols. Reports on forensic intelligence initiatives at the New Jersey State Police, Denver (Colorado) Police
Department, and Philadelphia (Pennsylvania) Police Department have shown that training — combined with dedicated,
streamlined workflows and process improvements that provide accurate and timely results — allow forensic scientists,
crime and intelligence analysts, and investigators to maximize the use of forensic intelligence.'®

Driving Forensic Intelligence Success Through Implementation and Impact Assessment

Using the NIJ FOR-INT Framework’s pillars and guiding principles will establish a foundation for iterative assessments of
the program’s implementation progress and impact. To evaluate the implementation of a forensic intelligence program, it is
necessary to establish systems to track and measure whether the use of the intelligence cycle in support of investigative
processes is being implemented as planned and with fidelity. This requires interoperability, collaboration, organization, and
commitment among members of the forensic intelligence team to routinely report on implementation goals and progress.

The framework ensures sustainability and maintenance of institutional knowledge through cross-training of criminal
justice organizations involved with the forensic intelligence program. Changes to standard operating procedures, policies,
and interagency agreements should be incorporated at the onset of the program so that changes are documented,
comprehensive, sustainable, and supported by technologies, technical capabilities, resources, and infrastructure.
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As actionable intelligence becomes available in new ways, it may be necessary to shift investigative resources to adapt to
new technologies, personnel, and procedures. Agencies should be prepared to assess the impact of forensic intelligence
and demonstrate its return-on-investment as justifications to garner the support and funding required to increase the
capacity of forensic laboratories to meet the public safety demands in a timely manner. These assessments may also
require soliciting outside support from academic institutions, nonprofit groups, or private sector organizations. Tools

like Project FORESIGHT — developed by researchers at West Virginia University and used by over half of the forensic
laboratories in the U.S. — can be leveraged to perform cost-benefit analyses for the various types of forensic services.”
For example, these datasets were recently used to calculate ROIs that combine both direct gains as well as indirect
societal benefits to demonstrate the enormous ROI of up to $646 for every $1 spent testing sexual assault kits as soon
as they arrive for testing at a highly efficient laboratory, as compared to a ROl of $81 for every $1 spent testing a sexual
assault kit that is already part of a case backlog.'

The need for both implementation and impact evaluations should be considered during the planning of a forensic
intelligence program. To establish a strong foundation, the program should be guided by the principles outlined above,
such as integrity, justice, and accountability. This may require developing partnerships among public safety stakeholders
that have not historically worked together but are part of the same investigative processes. Such partnerships will allow all
members of a forensic intelligence team to identify implementation barriers across the program, devise mutually beneficial
solutions, and develop specific implementation goals to evaluate progress.

Tracking implementation goals can monitor how planned system changes occur, allowing the forensic intelligence

team to connect modifications to anticipated criminal justice outcomes. Examples of important investments specific

to implementation include training and coaching on how to use new technologies and information sharing capabilities.
Training should focus on the initial instruction and teaching of new skills, practices, and processes, while coaching is used
after training to provide feedback on compliance with training goals. Coaching is particularly important for addressing drift
in newly trained practices: situations in which, despite successful training, individuals may revert to a previous way of
doing things.

Iterative evaluations of implementation goals can reveal how implementation resources support and sustain process changes
within the forensic intelligence program. Regular monitoring allows resources (e.g., coaching) to be reallocated to parts of
the program where implementation goals are not being met. Ultimately, process changes that improve information sharing,
once implemented, can be further evaluated for their ability to produce new sources of actionable intelligence earlier in

the investigative process and increase case linkages. The broader impact of a forensic intelligence program should only be
assessed after leadership has ensured that the planned changes occurred as designed and are being sustained.

For more information on evaluation planning, see the Bureau of Justice Assistance’s Center for Research Partnerships
and Program Evaluation guidance on using logic models that considers Inputs, Activities, Outputs, and Outcomes when
selecting, implementing, and evaluating a forensic intelligence program. NIJ recognizes that more research is needed

on its forensic intelligence program elements to provide specific, evidence-based suggestions to criminal justice entities
looking to build their own programs. NIJ’s Forensic Intelligence Framework Initiative is an ongoing effort, so please check
back often for updates and other support documents at Forensic Intelligence | National Institute of Justice (ojp.gov).
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