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Executive Su‘mmary

Over 2,000 children are reported missing or abducted each day in the United States.
While the vast majority will be safely returned, about 115 are murdered each year.
Seventy four percent of those murdered, are murdered in the first three hours. We can
and must do something to stop this. The AmberView program can help. AmberView is
a pilot program developed by the West Virginia High Technology Consortium (WVHTC)
Foundation to work in collaboration with Amber Alert programs across the country.

The AmberView concept is to take advantage of the latest, cost-effective computer and
communications technologies to help.in the critical first hours after a child is abducted.
Moments after an Amber Alert is declared, AmberView enables the Amber Alert ;
information coupled with a high-resolution 3-D image to be broadcast over the Internet
and wireless networks to law enforcement, news organizations and interested
individuals in the region where the child could be located. Police officers in patrol cars
equipped with standard laptops with an Internet connection (an increasingly common
situation) would immediately be notified along with detailed information and an
interactive visual image of the child, and additional biometric information. The high
resolution image has been designed to aid in the quick visual recognition of the child
from various viewpoints (e.g., in a passing car). The image would also be sent to -
television stations for immediate broadcast. Web-based news services such as
CNN.com and FoxNews.com would have the child's enhanced image on their home
pages within seconds. And anyone who has signed up to be notified of a child
abduction in their region would receive notification with the enhanced image embedded
in a high-priority email. Eventually, wireless Personal Digital Assistants (PDA’s) and cell
phones would be included in the system.

In the Pilot, the high resolution image was garnered using three 3-D cameras. For the
Pilot, the cameras were used to enroll a total of 230 children ranging from 10 to 14
years of age at three schools in three different counties in West Virginia. Enroliment
was completely voluntary with parents required to sign consent forms. The information
was stored on a secure server. (Due to the privacy requirements of the testing phase,
all information was destroyed at the end of the Pilot.)

On February 2, 2005 the Pilot AmberView system was publicly demonstrated at the
WVHTC Foundation in Fairmont, West Virginia. It was well attended by officials from
the National Institute of Justice (NIJ), U.S. Department of Justice, school administrators,
law-enforcement officials, State Amber Alert officials, representatives from the private
and public sector and news-media communities. This demonstration resulted in
numerous news items, including a widely-distributed Associated Press article. It was
also featured on ABCs Good Morning America television show.

It was confirmed in the Pilot that the AmberView concept could be successfully
implemented. It was also found to be enthusiastically embraced by parents, teachers
and school administrators, law enforcement officers, media and others involved.


https://FoxNews.com
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1.0 Introduction

1.1 Background

One of the few areas where all Americans, regardless of race, religion, gender, age,
political affiliation, or position on controversial issues of the day, can agree is that our
children should be protected from abduction by strangers. The numbers are frightening.
Approximately 800,000 children are reported missing each year, an average of one
child every 40 seconds around the clock. It is estimated that in 58% of these cases,
there is no indication of foul play, just a report of a child missing or runaway. However
about 115 children will be murdered each year as a result of abduction.

Once a local matter known mostly to the few touched by such tragedies, the full scope
of the horror has become widely known in recent years with the advent of new
communication methods such as cable news. The abduction of a Polly Kiaas in
California now becomes a highly-emotional true story experienced in almost real time by
millions across the country. Tragic endings leave us angry and fearful and, in some
cases, thinking there must be a better way to handle such situations.

Many have realized that the immediate, widespread communication of a child-abduction
incident would be a major key to a solution. The killer of Polly Klaas encountered law
enforcement within an hour of the abduction but he wasn't arrested. Instead, they
helped him pull his car out of a ditch and sent him on his way. They did not know that
the nearby crime had even taken place!

A number of efforts to improve the situation have been undertaken. The most
extensive, Amber Alerts, started after the 1996 abduction of Amber Hagerman, 9 years
old, of Arlington, Texas. The “America’s Missing: Broadcast Emergency Response” (or
AMBER, for short) system is a voluntary partnership between law-enforcement
agencies and local television and radio broadcasters.

When a child has been abducted and believed to be in danger of serious bodily harm or
death, the broadcasters agree to interrupt regular programming to broadcast an
emergency bulletin. "It employs the Emergency Alert System (EAS) that is typically used
for alerting the public to weather, civil or national emergencies.

By the middle of 2002 there were 14 statewide systems in operation. They were
credited with-the safe recovery of 19 children. On April 30, 2003 President Bush signed
legislation making Amber Alert a national program. While systems are usually
organized at the state level, this national program helps coordinate state plans, train
state officials and showcase new technologies. Statewide Amber alert systems are now
in place in all 50 states (Hawaii completed the system on February 18, 2005). They
have been credited with a total of 192 safe recoveries.

Later efforts have involved adding the use of the Internet into the communications mix,
using email and Web pages. For additional information on missing children, including
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Amber Alert, and references to thé statistics used in this report, see the sources located
in Appendix A.

The timely communication to thousands via radio, television, the Internet, roadside
signs, etc. with the news that a child abduction has taken place has clearly been
successful and prevented or deterred many tragedies. The value of the information
currently communicated is limited, however. A description of the clothes the child was
wearing, even if available, may or may not be valuable. The quick broadcast over the
radio of the description and license plate number of the vehicle used in an abduction
could be what resolves a particular case but such information is usually not immediately
available. In a recent case with a tragic ending, it took 19 hours before the child’s
picture was available for broadcast. And while just the knowledge that an abduction has
taken place is extremely valuable by itself, a major question remains. With all our new
technology and computers and the Internet, couldn’t more be done?

- A study provided by the Attorney General of Washington State indicates that the first 3
hours after the abduction are critical for the safe recovery of the abducted child. These
statistics show that a staggering 74% of the children murdered are killed in those first
three critical hours. This statistic is the forcing function for AmberView, a system
designed from the start to aid the Amber Alert coordinators in getting powerful
information and an enhanced image out to the masses so that a quick recover can be
made.

We see AmberView having an impact in three major manners:

1. AmberView is the mechanism where the entire law enforcement community is
made aware of the criticality of a rapid investigation and a timely alert.

2. The AmberView system is loaded and ready when the Amber Alert official
needs a mechanism for a rapid, mass alert. ,

3. The existence of the system can very well be a deterrent, the optimum
success.

1.2 AmberView Concept

AmberView is the next step. The idea is to preload a computer database with whatever
information that may be relevant to an abduction, including enhanced images of the
children in the region. The AmberView system comes alive if a child in the region is
reported missing and the evidence, as reported by local law enforcement, rises to the
level necessary to trigger an Amber Alert (as determined by the official Amber Alert
Coordinator). The Amber Alert official then enters the secure AmberView system,
matches the missing child information with the image in the database, selects the
appropriate “alert” region, and selects “send.” The AmberView system immediately
transmits the appropriate information, along with whatever is known about the incident,
and the enhanced image is instantly transmitted via the Internet and wireless networks
to all relevant parties. This includes law enforcement officers on patrol (if, for example,
-their patrol vehicle is equipped with a laptop and Internet connection, as is becoming
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more common). Broadcasters, journalists and the general public would be provided with
relevant information and the enhanced image.
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1.3 Why Enhanced Images?

The goal is to quickly, within minutes, have thousands of eyes on the lookout and able
to recognize the abducted child. But how do we make those eyes “productive” or tuned
to recognize the victim based, perhaps, on a brief sighting from a chance viewpoint
under unknown conditions? ,

A clue can be found by studying the human visual system. The ability of people to
navigate and operate in a fast-moving, three-dimensional world is remarkable and is
unmatched by any computerized system. A popular misconception is that the human
vision system is similar to two television cameras (the eyes) connected to a computer
(the brain). It is much more complex (and not well understood). We do know that the
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processing begins right in the eye itself where layers in the retina perform sophisticated
operations that begin to identify features in the scene (such as edges and movement).
By the time the information reaches the brain, a large amount of higher-level information
has already been extracted. It may seem that we simply sense what is essentially a
video seen by our conscious “self” in some way. Indications are that information

derived from the scene actually goes to many structures in the brain with specialized
and somewhat mysterious functions. Here it may be combined with previously
experienced visual, emotional and other information.

A large part of the human brain, perhaps half, is devoted to vision and visual
recognition. And within this, much is dedicated to identifying faces. Infants spend a lot
of time studying faces. It is now believed that problems can arise later in life if an infant
does not have enough “face time” studying moving faces at a close range.

The general strategy that humans use to recognize faces is partly understood. A large
amount of effort is undertaken in analyzing the individual components that constitute a
face and how they operate. This includes eyes, nose, mouth .and so on. As an
indication of the accuracy and sophistication of this capability, often slight abnormalities
in a face that would be hard to distinguish by measurements are readily apparent to
even a child. ‘

The human visual system developed partly to enhance survival by quickly recognizing
friend or foe in the “real world” not in a world of photographs. We seem to build up a
mental model of someone’s face from viewing it from many directions as we interact
with the person or view their movements. We can then use this to almost instantly
identify someone from even a brief, distant glimpse.

The task for AmberView, then, is to devise some way to harness this incredibly powerful
human recognition capability for finding abducted children. The method selected was to
generate a highly-realistic computerized model of children using a 3-D camera and
then, in the case of an abduction, to broadcast this to thousands so they can, hopefully,
become visually familiar with the child with a few seconds of interaction with the model.
The goal is thousands of eyes sensitized to the missing child and helping law
enforcement return the abducted child to the safety of his or her family.

The need for positive identification of missing children has been well documented and a
robust program of fingerprinting children has been well established. Unfortunately,
identifying missing children through fingerprints has little to do with returning the
children safely. Recent years have proven to be tragic for children being abducted
and harmed, resulting in development of “Amber Alert” programs in many communities.
The evidence suggests that a detailed description of the missing child, broadcast
quickly, is paramount to successfully recovering the child.

1.4 AmberView Pilot Project

The AmberView Project was a coordinated pilot program in West Virginia designed to
work in collaboration with the State and National Amber Alert Programs. This planned
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effort demonstrated the ability to mass broadcast a digital 3-D facial picture of a missing
child to law enforcement officials, media organizations, shopping malls, airport monitors,
cell phones and other destinations within minutes of the abduction.

The study population included 3-D images from a sample of middle school students as
well as surveys, interviews, and questionnaires of participants to collect valuable data
and information to measure and evaluate the effectiveness, utility and perceived
usefulness of this novel project. No personal information was collected during the
imaging or with the surveys, interviews, and questionnaires.

April 2004

The West Virginia High Technology Consortium (WVHTC) Foundation was awarded a
contract from the National Institute of Justice (NIJ), U. S. Department of Justice to
implement the Pilot project study. This effort resulted in the voluntary acquisition of 230
3-D images of West Virginia school children from multiple regions (counties) aged 10 to
14. On February 2, 2005, the Pilot AmberView System was demonstrated to
government officials, business representatives, law enforcement officials, media
organizations, academia and the general public at the WVHTC Foundation facility in
Fairmont, West Virginia.

‘ Coordinate Coordinate Coordinate * Meet with

With State With County With PTA and
Superintendent Superintendent Principals Issue Media

of Schools of Schools Releases

Schedule Garner Capture
Image Parental Images
Capture Approval
Sessions

During the demonstration, a simulated faxed report of a child abduction was handed live
to the Amber Alert Coordinator (AAC) for West Virginia. Using the information
contained in the fax he was able to confirm the identity of the child and that she had
been enrolled in the AmberView system. Then, after further examination of the details
of the situation as reported by the police officer on the scene, he decides to declare an
Amber Alert. The AAC then accessed the secure AmberView system and, using the
investigation information, found the enhanced image of the missing child in the
database along with other relevant information. Then the AAC selected the region

10
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where the Amber Alert was to be broadcast. The AAC then was asked by the system to
confirm both the image and the area. After confirmation, the image and other relevant
information was sent to multiple addresses in the region.

Within a few seconds the group gathered for the event heard the blast of a police car's
siren confirming that the 3-D model was now being viewed on a laptop in a police
vehicle in a nearby parking lot. Within minutes, pre-selected members of the audience
arose holding their cell phones to announce that a police agency or a news organization
or an individual, all miles away, now had the alert information and were viewing the 3-D
model of the missing child.

- The event resulted in numerous television and press stories. A CD of the press
coverage is attached to this report. This included a widely-distributed Associated Press
article and was also featured on ABCs Good Morning America television program.

1.5 Additional Information

Appendix A contains contact and other information on AmberView. There are also
addresses, phone numbers and Internet links that can be used to obtain additional
information about missing children and the agencies and organization involved.

Appendix B contains a detailed description of Amber Alert and how it operates plus how
the AmberView system fits in with it. This compact description brings all of the relevant
information together in one place and is a good source for discussion material.

Since evaluating 3-D cameras for use in AmberView was a major part of the Pilot, the
details of the use and evaluation are contained in Appendix C. Appendix D contains the
safety statements from the camera manufacturers.

A lot of thought and effort went into developing the education materials, forms, surveys,
questionnaires, and related items used in the Pilot. The major ones are included in
Appendix E. Appendix F contains letters of support from the State of West Virginia and
the school districts involved.
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2 AmberView

2.1 The Challenge

The development of a practical child-visualization system to help prevent a tragic ending
when a child is abducted faces many challenges. They include:

a) Speed — Visual information must be communicated very quickly after an
abduction occurs.

b) Effectiveness — To provide more than a marginal increase in the probability of
the safe return of a missing child, a system must be capable of enabling a large

number of people to effectively identify someone they have never met, probably

based on a brief, chance sighting.

c¢) Coverage — To be effective, information needs to be made available not just to
law enforcement and the news media in the area of the abduction but to the
public throughout the area to where the child may have been moved in the time
available. o

d) Convenience - If a large number of people are to receive AmberView

. . information over a wide area and they are to immediately begin looking for the
missing child, the AmberView Alert information must be in a convenient, readily

usable form requiring very little or no training, education or experience.

e) Cost — Since we cannot predict which individual children will be abducted, to

 be effective a large fraction of children that are in the high-risk age and gender
categories must be enrolled for AmberView. This means that the enroliment cost
per child must be relatively low. Likewise, the cost to local law-enforcement
agencies, both in time and money, cannot be excessive. And, if we hope that a
large number of ordinary citizens are to be on the lookout for a missing child in
the critical first hours, the cost to individuals must be very low.

2.2 The Plan to Address the Challenge

The concept of AmberView is to develop.an effective and efficient visual identification
system for missing children by leveraging existing, commercial products and services to
solve these challenges. The plan is as follows.

a) Speed Plan - The solution to the speed issue is to acquire any needed
information before hand, in an enrollment process and to safely store itin a
secure computer database where it can be accessed if that child is officially
declared to be missing.

12
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From a technical viewpoint, advances in the areas of computer technology such
as servers, database software and large disk drives make the storage and fast
retrieval of this information for distribution on the Internet achievable at a low
cost.

b) Effectiveness Plan - A system to enhance the visual identification of a child
depends on the incredibly-powerful ability of the human visual system to identify
faces. As noted above, studies over the years shed some light on how this
works. People are capable of almost instantly identifying, with a high degree of
accuracy and reliability, someone in a photograph, over a wide range of
viewpoints, lighting situations, contexts, etc. if they are familiar with the person
through visual interaction. This, of course, includes family and friends, but also
actors and actresses, athletes, celebrities, and politicians from television or
movies who we have “interacted” with as viewers or spectators.

Tests have shown, however, that humans are not good at identifying unknown
people from just photographs. It seems likely that we must build up some form of
mental model by viewing the movement of someone’s face before we can readily
identify them under widely varying viewing conditions.

The goal of AmberView is to very quickly provide this “visual familiarity” with a
child one has never seen before to a large number of people. The approach
taken here is to take a 3-D photograph using procedures similar to conventional
photography and then to be able to quickly distribute the 3-D model over a wide
area such that the child can be quickly viewed from a wide variety of viewpoints
to build up a mental model for later identification. These views can emphasize
those that are especially relevant in a missing-child situation such as those of
someone in a passing car, at a shopping mall, or convenience store.

To be effective, for example, the model of the child’s face sent to rapidly sensitize
the viewer to the appearance of the child must be accurate; otherwise the results
could be counterproductive.

c) Coverage Plan — The distribution of visual and other information to a large
number of organizations and individuals very quickly and at a low cost can now,
of course, be readily accomplished using the Internet. With almost all offices and
businesses wired for high-bandwidth access and a large percentage of homes
having access (60% have high speed), AmberView leverages this resource.

d) Convenience Plan — While acquiring text and photographic information, storing
it in a database and then distributing it widely over the Internet has been a reality
for some time (e.g., cnn.com), how can this be done in 3-D? As it turns out, this
technology has been developed for other uses and is now commercially
available. 3-D cameras that use patterns of light projected on to someone’s face:
over, say, a few seconds to acquire a highly-realistic 3-D data set are readily
available from several companies. Methods have been developed to

13
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automatically process such data into 3-D models for inclusion in conventional
databases. In addition, such models can be retrieved and viewed in 3-D by an
almost unlimited number of people using widely available Internet browsers (such
as Microsoft’s Internet Explorer) at no cost to the viewer. Again, AmberView
leverages technology developed over the years at great expense for other
application areas.

e) Cost Plan — As noted above, the cost for securely storing large amounts of 3-D
and other data and then distributing selected portions to a large number of users
in an emergency has become very inexpensive in recent years. 3-D cameras,
however, are not in widespread use and are still relatively expensive (they
ranged from $11,000 to $26,000 for the three cameras tested for this project).
There are no inherently expensive components in these systems, however, and it
is expected that camera cost will drop significantly as unit sales increase.

It should be noted that several very low-cost technologies exist for acquiring 3-D
face information (two-camera systems, extraction of 3-D shape from one or more
photographs, etc.) but that model accuracy may not yet be considered adequate
for AmberView use. However, the use and conversion from 2-D to 3-D images is
a cost option that needs to be further explored and evaluated in Phase Il to
ensure broad acceptance and utilization. '

Software for the automatic processing and generation of 3-D face models is
available for less than the cost of a camera and free 3-D viewers are also
available, making the cost of cameras the major equipment expenditure for an
AmberView implementation. There are, of course, major non-equipment costs
involved in organizing and implementing an AmberView system such as
photographing large numbers of children. The organizational, administrative, and
maintenance costs also require review, to ensure effective utilization and
program longevity and understanding.

2.3 Long-Term Issues

There are many issues to examine when considering the implementation of an
AmberView system. While an effort was made in the Pilot phase to address the
important issues, many will, no doubt, continue to be subjects for discussion in the
future. The major issues that have surfaced are as follows, in a roughly decreasing
order of importance, as currently perceived.

2.3.1 Safety

It is the goal of the AmberView effort to enroll large numbers of children where each
may be photographed in 3-D multiple times during their childhood. It is vitally important
that the 3-D photography process itself pose no danger to a child. This was the most
important consideration in the selection of equipment in the Pilot and will continue in
later phases. ‘

14
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As will be described in more detail below, the three scanners used in the Pilot acquire a
3-D representation by projecting a pattern of light on to the subject’s face over a short
period of time, usually a few seconds. A conventional digital or video camera captures
a photo of how the light is distorted by the face. A computer then calculates the actual
3-D information. One camera tested uses a standard video projector as you might find
in a house for viewing videos or in an office meeting room to view presentations. The
second uses a custom light projector with similar characteristics while the third uses a
fast moving sheet of eye-safe laser light.

In all three cases statements were obtained from the manufacturers attesting to the
safety of the scanners with human subjects before the scanning of children began (see
Appendix D). For the two systems that use conventional white-light projection, the
effect is very similar to being photographed with a camera flash, especially one with a
“red eye” reduction feature in use where the light flashes several times over a short
period. Outside observers will notice, however, the projection is actually of a quickly
changing pattern, rather than uniform illumination. The potential risks to a child, if any,
is thus very similar to that of conventional flash photography which obviously has a long
history of safe use.

The third employed laser illumination. This may have advantages in acquiring a data
set with precise information because of, for example, the uniformity of the light. The
danger of powerful lasers to humans, especially to eyesight, is well known. This is
primarily, however, due to the ability of a laser to generate a concentrated beam that will
focus the energy on to one small spot. The damage increases with the length of time
that the beam is focused on the same spot. A laser beam that is not focused on a
single spot or that is constantly moving will be safer. The laser illumination used in one
of the Pilot cameras is spread out into a “fan beam” or sheet of light, rather than a point,
and it is constantly moving to sweep over the subject’s face. Based on current
knowledge it is therefore “eye safe” and poses no known danger to humans.

While the methods used in the Pilot are believed to be completely safe and no injuries
or complaints occurred, the issue of safety should always be an area of constant
diligence. And while the three cameras used in the Pilot were shown to be safe,
scrutiny must, of course, be applied in this area to any new camera or technologies
considered for use.

2.3.2 Privacy

After safety, the privacy of the personal information of the enrolled child is perhaps the
single greatest issue of concern. While the Pilot enrollment was voluntary, requiring a
signed parental consent form, privacy is nonetheless a powerful and controversial issue
that will be debated for a long time. However, without the collection of certain
biographic data to be used in conjunction with displayed photos, the AmberView
Program has limited benefit or value. However, security of the information is the
major concern. '
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There are, in general, several types of information that could, potentially, be stored in
‘ the database. These include:

identification (child’s name, address, gender, date of birth, phone number)
family (parents’ names and addresses, sibling and grandparent information, etc.)
school (grade, etc.)

2-D or 3-D photo

legal (custody situation, restraining orders, etc.)

parents or legal guardians, names, addresses, social security number

date of photo

In the AmberView Pilot Project, NO personal identifiers or other information linking the
student volunteers to the scanned images were acquired (this was due to NIJ Research
constraints). During the February 2, 2005 demonstration, “bogus” biographic
information concerning the scanned student volunteer was used.

While addressed in the Pilot, the exact items needed in an operational system (and
which items would be made available to who) remain to be determined in conjunction
with the Amber Alert Coordinator.

The sensitivity of the issue depends, to a large extent, on the collective set of
information that could be obtained from a database and potentially put to undesirable
use. For example, just the name of a child in a database may be useless in isolation. If
combined with a home address, an email address or the name of the child’s school,
concerns could range from unwanted commercial mail to online communications of an
undesirable nature to a targeted abduction.

A simple solution that has been used in previous child identification systems is to place
all the information on a plastic card the size of a credit card for the child's parents and
then to delete it immediately from the enrollment computer. In other words, there is no
database; the information is only possessed by the parents. A typical card would have
the child’s name and birthday plus a photo of the child's face and one or more
fingerprints. This could be enhanced by adding a 3-D or 2-D photo or other information
in digital form.

Such a card can be useful outside of the Amber Alert system and could be provided to
parents even if a database is maintained. If a child becomes missing in a store, for
example, a parent could immediately show the card to store security. In the case of an
abducted child, however, the card would need to be produced by the parent and the
information somehow taken or communicated to a central location. An unavailable,
. misplaced or lost card would be useless. This process would take valuable time,

effectively reducing or eliminating the fast dissemination of the child’s information, one
of the major goals of AmberView.

Laws that restrict the acquisition and use of private information vary at the state, county
and local levels. The taking of fingerprints by authorities is severely restricted in some
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regions, for example. A person’s face is considered to be more or less public
information, however, and there are little or no restrictions on simply taking a photo of
someone’s face in a public place. Inappropriate use is another matter, of course. The
taking of a 3-D photograph has generally fallen under the same rules as a photograph
but the technology and use is sufficiently new that the legal distinctions between 2-D
and 3-D may evolve in unpredictable ways in the future.

For a number of reasons, including security, standardization and control, it was planned
that AmberView databases would be set up and controlled by the West Virginia State
Amber Alert Coordinator within the WV State Police Department. Information would be
released to restricted groups only under tightly prescribed conditions as established and
utilized by the State Amber Alert Coordinator. In any event, high standards of security
will need to be employed by WVHTC and those who will be entrusted with the
AmberView data.

2.3.3 Effectiveness

AmberView is based on the belief that a rapid dissemination of a child's photograph and
associated information will aid in the visual identification of an abducted child by law
enforcement and the general public, and will result in a reduction in the pain and
suffering of such a child and in an increased chance for survival. 74% of the abducted
children who are murdered are dead within three hours of the abduction. Since child
abduction is, thankfully, rare and large numbers of children would need to be enrolled
over a considerable period of time, the quantitative effectiveness of an AmberView
system in actual use cannot be truly known for some time.

It may be desirable to conduct tests of improved identification in, for example, staged
cases of children being driven past an observer. Examining past cases for opportunities
for visual identification that may have existed could be undertaken. While such efforts
might be useful, there are simply too many unknowns to make valid predictions.
Identifications are often chance occurrences that are difficult to predict anaiytically or.
statistically. Theoretical results can be very sensitive to the particular set of
assumptions selected beforehand and can easily lead to wildly optimistic or pessimistic
predictions. o

The method used in the Pilot to obtain some measure of expected effectiveness was to
consult those with actual experience in such cases, law enforcement officers. The
general belief was overwhelmingly found to be that, yes, such a system would, if
properly implemented, be beneficial. It would certainly be welcomed as a new tool by
those professionally responsible for handling abduction cases, partly because there are
so few tools available to them today.

Biometrics is the use of physical attributes (fingerprints, facial features, patterns of the
eye’'s iris, etc.) to identify or confirm the identity of a person. Biometric systems are
being developed for both security and convenience (gain entry to a building or shorter
line at an airport, for example). Most systems today require the cooperation of the
subject by, for example, placing a particular finger on a sensor or standing still for a
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photograph. Future systems, especially those based on facial features, will eventually
be used for surveillance of unaware individuals at airports, border crossings and other
areas. The AmberView data collected for an abducted child could eventually be used
by such systems to increase the likelihood that a child would be located. The utilization
of such biometric technology will be considered and evaluated in future AmberView
efforts.

2.3.4 Cost

By taking advantage of existing computer and Internet technologies and products, the
cost to store and widely distribute AmberView information is very low. The cost of
organizing, managing and conducting the enroliment of large numbers of children would
be much more substantial, however. And while some police departments have already
equipped vehicles with laptop computers and Internet access, many have not. The cost
to assure that all police on patrol could immediately receive AmberView information
could be substantial in some communities. Determining the actual cost has been a
major part of the Pilot and will continue in Phase II.

Although there has been virtually universal support for the AmberView effort to date,
critics could question whether the costs would be better spent elsewhere (perhaps until
the first child is returned to his or her parents aided by AmberView). Questions will,
however, remain over who should pay. Candidates for consideration include
government at the federal, state, county and local levels, national or local corporate
sponsors, local volunteers (for labor), parents who have the ability to pay, Boards of
Education, and so on. In some states the yearly photography of students in the school
system is mandatory. Parents typically subsidize this through the voluntary purchase of
optional packages (e.g., wallet photos or mounted prints for the grandparents). Perhaps
such an approach could help pay or subsidize the funding of this novel program. In any
event, reducing the enroliment cost per child to a minimum is and will continue to be a
major part of AmberView. Alternate photographic methods and processes will continue
to be explored and evaluated in Phase II. :

2.3.5 Organization

It is notimmediately obvious how a large scale, perhaps national, implementation of
AmberView should be organized. Because of the differences in laws and
responsibilities in various jurisdictions across the country, it is expected that AmberView
systems would be organized by state or by regions within states, as with the Amber
Alert system today. It would seem clear that state police organizations would have a
major role. Since overlapping jurisdiction in these matters is more the rule than the
exception in the U.S., the organization of AmberView systems is expected to continue to
be an active area of interest. The concept of regional “multi-state” Amber Alert
Programs should also be explored as a viable alternative. '

Another consideratioh is that interested groups may wish to implement AmberView-like

systems outside the Amber Alert community. One could envision, for example, a
system that would be implemented within a community where a local alert could be
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declared for a situation that didn’t rise to the level of seriousness required to issue an
official Amber Alert.

While just about any help that can be provided in finding missing children is important, it
is also important that groups, while perhaps free to do mostly whatever they like, not
work at cross-purposes and waste what would otherwise be valuable support. Amber
Alerts in one region or state need to be recognized in all regions or states to ensure
maximum effectiveness, efficiency, and multi-state collaboration.

2.3.6 Standards

Since future AmberView systems will, most likely, be somewhat independently
organized and customized for the perceived needs of a region, it is important that
universal standards be established. This includes standards for picture size, what
mandatory and optional information can or should be acquired, how it is represented
and stored, and how it is transmitted between systems and to interested parties during
an alert. And since the overall success of enrollment efforts may be sensitive to costs,
competition in equipment purchases will be important. Standards will thus be needed
for the various components to ensure performance, compatibility and effective utilization
of resources.

19



AmberView Phase | Report

3 The AmberView Pilot Project

3.1 Organization

The West Virginia High Technology Consortium (WVHTC) Foundation is a nonprofit 501
(c)(3) with more than ten years of Federal government contracting experience.
Leveraging five years of research and COTS product suitability testing, it has
established the Biometrics Center of Excellence (BIO COE). This center orchestrated
and coordinated the AmberView pilot program in West Virginia to digitally record and
store the 3-D facial image of school age children (with parental approval). The
biometric data will be stored on a secure server located at the WVHTC. Unless an
“‘Amber Alert” is posted for a child, all photos and information will be maintained in a
secure database accessible only to authorized users.

Upon receiving an authenticated request, the WVHTC will immediately post the 3-D
image to the AmberView Missing Kids website and simulcast the image to the
appropriate recipients (federal, state and local law enforcement, and to all regional
television stations and civic groups). Since the data is stored in a digital file, it can be
quickly transmitted electronically to a vast array of recipients. Within minutes of
notification, thousands of people in a several hundred-mile area will be on the alert to
find the missing child. Using a mouse or other pointing device, the image can be
enlarged and viewed from any angle—making positive identification much easier.

This center capitalized on previously developed WVHTC Foundation processes and the
biometrics research, testing, and training capabilities of Foundation partners to develop,
install, and maintain the system. '

3.2 Goals and Objectives

The major goal of the Pilot effort was to validate the AmberView concept and process.
Could large numbers of children be enrolled in an efficient and timely manner in 3-D?
Would such a system be supported by the major parties that have an interest? This
included parents and teachers as well as government administrators, law enforcement,
civic organizations, education officials and others at the local, state and national levels.
And, of course, it's important to determine the reaction of the students and acceptance
and cooperation of the community.

After enroliment, could a large AmberView database be securely maintained and then
utilized in a timely fashion to locate key information based on early reports from law
enforcement personnel in the minutes after an abduction? If recovered, could the
relevant data be widely distributed to law enforcement, the news media and the general
public quickly enough to make a difference? And finally, could we expect that a fully
deployed AmberView system would actually aid in the return of abducted children?
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The program assembled the hardware and software to enable the immediate
‘ dissemination to proper authorities and to the public of the image of the missing child.

Other specific goals were:

To determine optimum communication and distribution systems for these

electronic identification files;

e To design a prototype website as a single portal for collection and dissemination
of critical information;

e To determine the optimum techniques to protect the image files from being
accessed by criminals and undesirable audiences; and

o To initiate planning for expanding the program within West Virginia and

nationally.

Login AMBERVIEW
PORTAL

Contact
Information

EMERGENCY
UPLOAD

UPLOAD

" INVESTIGATING
" OFFICER

3.3 Tasks

Major tasks were planned as follows:
- Evaluate 3-D cameras and select three that would be safe and sufficiently
accurate for use in AmberView. Arrange for their use.
- Organize and train a small team of personnel to perform enrollment within
schools.
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Plan and execute an extensive program of information, education and discussion
with agencies, organizations, groups, parents and individuals who are lnterested
and whose support and approval will be necessary or important.

Select an appropriate set of schools and classes for enroliment. Obtain the
needed approvals from parents or guardians to implement the scanning process.
Generate educational materials, fliers, surveys and questionnaires for (1) law
enforcement, (2) government administrators, (3) school administrators and
teachers and (4) parent groups and individual parents.

Select the software components needed and arrange for the development of
processing, storage, transmission and presentation programs required to
implement AmberView.

Develop an integrated procedure for enroliment operations.

Conduct enrollment at selected schools, recording important processes for later
analysis.

Conduct follow-up discussions and evaluations by selected participants.
Develop a secure database system for AmberView information and establish
procedures for administration and use.

Develop pre-alert and alert procedures that integrate with the established Amber
Alert process and the Amber Alert Coordinator.

Determine the methods to be used to disseminate AmberView information.
Decide on groups or individuals who are candidates for testing the notification
part of an alert.

Educate and establish a relationship with those selected for test notifications and
solicit any suggestions or recommendations.

Establish criteria for testing and evaluation.

Plan and conduct a public demonstration of the Pilot AmberView system and
disseminate the AmberView story via muitiple media outlets.

Generate a final report for the Pilot.
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4 The Technology

4.1: Introduction

Several major commercial technologies were brought together and integrated to
implement the Pilot AmberView system. They can be divided into four areas, (1) 3-D
cameras, (2) face modeling, (3) display.and (4) distribution.

4.2 3-D Cameras

There are a number of technologies available to acquire 3-D information from the “real
world.” Industrial laser scanners are routinely used to generate 3-D data sets of existing
“as built” facilities such as power plants and oil refineries. While such systems have
powerful capabilities for industrial use such as a long range, they cannot be used with
AmberView for several reasons. They are expensive (typically $90K to $150K), are
slow for scanning something as small as a face, may be too powerful to be completely
safe for unprotected eyes, and so on.

Medical scanners such as CT (Computer Tomography) and MR (Magnetic Resonance)
systems are routinely used for diagnosis and treatment planning but are unsuitable for
AmberView. They generate information on internal organs which is not needed for
AmberView; they are large, not easily moved and are very expensive. In addition, they
may not be completely safe for routine use, especially for a developing child, a situation
clearly not acceptable with AmberView. CT scanners deliver a small dose of radiation,
for example.

The 3-D cameras considered for AmberView are short-range systems using what is
called “structured light.” They have typically been developed to digitize (create a 3-D
computer model of) relatively small objects such as mechanical parts for use in
Computer-Aided Design (CAD) systems and for scanning faces and other parts of the
body for use in medical, animation, game or other applications.

There are various forms of structured-light systems. They are all based roughly on the
following principal. Consider a system that sends out a narrow beam of light in a known
direction into a scene containing someone’s face that is, say, 4 or 5 feet away. A
camera then takes a photo of the scene using a conventional (2-D) digital camera at a
known, nearby location. Let's say it's a foot from the source of the beam. If the beam
illuminates a tiny location in the scene and that location can be seen and automatically
located by the camera, the 3-D location of that point in space (relative to the camera)
can be estimated using basic trigonometry. This is similar to the process of
“triangulation” routinely used to locate, say, a radio transmitter. If two separated
receivers with known locations can determine a direction to the transmitter, the
intersection of the two direction lines on, say, a map will pinpoint the transmitter’s
location (to some degree of accuracy determined by a number of factors at play in the
actual situation).
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Of course, in trying to obtain a 3-D model of a face, determining a single point on the
face is useless; many such points are needed. A number of schemes have been
devised to accomplish this. A pattern of light containing many points of light or a more
complex pattern, perhaps using various colors, may be projected, for example. This
may be done several times over a short period of time, generating more points or more
accurately resolving previously found points. '

An associated computer analyzes the patterns, or, more accurately, how the patterns
are distorted by the face. After a few seconds a large array of 3-D points (usually
between 65,000 and 450,000) is available for additional processing.

It should be understood that this is not a perfect process. For example, if someone is
standing too close to the camera, some parts of the face may not be visible to the
camera and will not show up. Remembering that the 3-D location is a calculated
estimate, the accuracy depends on the actual geometry. Some regions in space will be
better (“sweet spots”) than others. If standing too far away, the number of points
acquired on the face may be a small fraction of the total number of possible points,
resulting in reduced accuracy. There may also be lighting issues. Direct sunlight, for
example, may wash out the projected pattern, resulting in missing points. Or special
lighting used, for example, in a gym or auditorium may cause problems.

Along with the images of the patterns, a conventional color photo is also taken. ltis
later projected on the points within the computer so the actual color value of the face (or
hair, or shirt or jewelry or whatever) can be determined. This makes the 3-D model look
realistic when viewed later. As with conventional photography, illumination and other
problems can degrade the results here also.

Remembering that 3-D points can only be generated where the projected light can
illuminate the face and where the camera can see it, the positioning of the face is
important. If the subject is not looking straight at the camera, some part of the face may
be missing. And any part obscured by hair or clothing will not become part of the 3-D-
model. :

Movement during the scanning process can easily be a problem. |If multiple patterns
are projected and pictures taken, movement between images will result in errors. This
has been found to a problem with very young children.

Because of the sensitivity of the results to l‘ighting, the exact gveometry of the situation,
etc., there may be calibration procedures that must be performed when the camera is
moved to a new location.

The bottom line is that each type of 3-D camera has its own set of characteristics. As
with a sophisticated conventional film camera, it takes some experience to “get it right”
and to become proficient in its use. After this learning period results can be expected to
be consistently good, with occasional exceptions.
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4.3 Processing Models and Display

‘The 3-D cameras generate an array of 3-D points on a face. Various processing
operations are needed to “clean up” this data before it is usable in AmberView. First,
there may be extraneous points (from, for example, an unruly hair) that must be
eliminated. There are often missing points also. This occurs around the eyes where
light entering the eye is lost or where reflections off the eyes can cause problems. It is
also necessary to fit a seamless surface over the face so it appears realistic and not just
as a set of points.

A very important characteristic of these processing operations is that they must be
performed automatically. And they must be done quickly, at the time of scanning, so
the operator will know if the scan was a success and the subject can be released. A
problem will necessitate a “retake” as in regular photography. If even a small amount of
manual effort is routinely required to analyze and process the data set, the workflow
may be disrupted, decreasing throughput and increasing costs.

Next, the 3-D model must be compressed into a form that maintains the fidelity of the
. child’s face and can be readily stored and transmitted for viewing over the Internet.
Finally, a viewer must be available for viewing the 3-D data within a standard web
browser. An important characteristic of the viewing software is that it must be able to
load automatically. To be effective, the use of AmberView must be convenient for law
enforcement, the media and the general public. It cannot require technical skills or a
complex installation process, especially during an AmberView alert. A second major
characteristic of the viewer is that it must be free. This is necessary for widespread
acceptance as well as to ensure its rapid use (without the entry of credit card
information during an alert, for example).

The use of conventional 3-D graphics or “polygon” technology as used in video games 4
would seem to be the obvious choice for AmberView. It is in widespread use, is well
understood and hardware accelerators are readily available in game boards for PCs.

There are some major limitations, however. Such methods are based on the use of
simple polygons, triangles, to represent surfaces. Since a relatively small number of
triangles can be used to represent large, flat surfaces, this technique is computationally
efficient where the number of triangles can be limited. In video games, for example, ‘
skilled artists work with a “triangle budget” and use small triangles only where absolutely
necessary to represent curved surfaces in order to visually accomplish an important
objective (e.g., the stylized face of a game character).

When dealing with organic shapes with complex surfaces, however, the number of
triangles needed to maintain fidelity becomes excessive and burdensome. This has
been alleviated somewhat in recent years for display by the use of massive amounts of
hardware. Modern game chips, for example, use in excess of 150,000,000 transistors
for image generation. While impressive, such chips fail to meet the needs of
AmberView. First, they are dedicated to performing only display. Large amounts of 3-D
processing are required in AmberView which a display chip cannot accelerate. Second,
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to transmit an AmberView 3-D data set with the full fidelity available from the camera
requires the transmission of large files. And third, not all potential viewers of an
AmberView alert will have an advanced 3-D game chip available for use in their
computer. This will be especially true as AmberView moves to Personal Digital
Assistant’s (PDA’s) and eventually to cell phones.

‘An alternative 3-D method called “Octree” technology was adopted for AmberView. It
was developed for handling large amounts of “real-world” 3-D data rather than for video
games. It's employed in 3-D medical systems, biometrics, industrial laser systems and
in other areas.

Based on the TrueSolid package from Octree Corporation, the “Kids View Builder”
program was developed, partly as a result of the AmberView Pilot effort. It is capable of
performing the 3-D processing operations in a timely fashion and of generating a
compressed 3-D file suitable for transmission over the Internet. In addition, a free
viewer called “Octree View” that can be automatically loaded for viewing 3-D data sets
in popular browsers, PowerPoint presentations and in the AmberView facial image that
can be “burned” to a mini-CD and made available to parents that contain both facial
image and other personal data. : '

4.4 Distribution

The basic premise behind AmberView is that information that will be important in
locating a child in the early hours after abduction will be available for almost instant
distribution from a database. While there are a number of important issues concerning
the establishment and use of such a databases, the technical implementation is mostly
straightforward.

The child enrollment process results in a 3-D data set in the form of an Octree or “.oct”
file with a unique name, currently related to the exact camera and the time and date the
data was captured. In addition, a record is generated in a database containing all the
information determined to be needed within the local jurisdiction such as name,
birthday, and so on. An option within the Pilot was to generate a mini-CD with the 3-D
scan and related information for later mailing.

When inserted into the CD drive on most computers it self-installs the viewer and
presents the 3-D model of the child and other information. Although not implemented in
the Pilot, this CD could, in the future, be used to allow parents to securely update
selected information about their child (address, school, contact information, etc.). It
would also be possible to print a card for parents that contains, say, a picture of the
child and instructions with a password for updating child information over the Internet
(or, say, via an 800 telephone number).

Immediately after a 3-D snapshot has been accepted by the camera operator, the
information could be encrypted. It could be sent immediately to a central database via
an Internet connection (wireless or otherwise). This would be preferred for situations
where the camera was in a fixed location for a long period of time. As an alternative, a
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CD or DVD could be generated and mailed or taken to the central facility. Or the
information could be transmitted when the camera system was returned to its storage
location. In any event, the camera system would retain the data until its successful
transmission has been positively confirmed.

At the central database it is expected that the database server would not be directly on
the Internet. Access to the information would be strictly controlled as would decryption
keys. If parents were to be able to update information, provisions would need to be
made for update queries to that part of the database. :

Octree files contain an internal key which is checked by the viewing program. If it is not
on a list of approved “public” keys, it cannot be displayed. It is expected that Octree
files, when placed in the database, would have a special non-public key. They would
only be viewable with a special version of the viewing program. In this way, if such files
were decrypted and obtained outside the AmberView system, they would not be
viewable (at least without considerable technical skills).

The information within the database would be available to those specifically authorized,
based on conventional security methods. At the time of an incident, in the pre-alert

" stage, the Amber Alert Coordinator would have access to the data to evaluate the
situation. If he or she decided that an Amber Alert should be declared, the special
password for such occasions would be used. After double checking, the system would
“re-key” the Octree file and related information and send it (along with any new
information such as time and location of the abduction, description of car, etc.) to the
Amber Alert server where selected subsets would become available to law
enforcement, the news media and the general public.

The form of presentation is a standard HTML page which can be viewed directly from
the server or within an email. The request to download the Octree viewer is a standard
request embedded in the HTML file. It can be downloaded from the AmberView server,
if desired. '

Standard methods can be used to automatically send email notification of an alert. Itis

expected that the general public could request notification of alerts, perhaps based on
the distance from the abduction.
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5 AmberView Phase | Implementation and Results

5.1 Equipment
The three 3-D cameras selected for evaluation were:

e The FaceCam from Genex Technologies (www.genextech.com)
e The Vivid 910 from Minolta (www.konicaminolta.us)
e The TriForm Portrait Scanner from Wicks & Wilson (www.wwl.co.uk)

Arrangements were made to lease each camera for a 60-day period. Addmonal
information on the cameras can be found in Appendix C.

For 3-D processing of the camera information, storage, and dissemination over the
Internet and viewing within Internet browsers, the TrueSolid software package from
Octree Corporation (www.octree.com) was selected. Octree agreed to develop the
software needed and to donate it for the duration of the Pilot.

A Dell server running Windows Server 2003 was acquired. Microsoft SQL Server was
installed as the database. For Internet access, Microsoft IS (Interactive Internet
Server) was installed. Internet access was through a high-speed connection. The URL
www.amberview.org was registered.

5.2 Permissions

Any effort involving the research and testing of human subjects that is funded with
federal money is subject to an Institutional Review Board (IRB). In this case the
taking/using of surveys or interviews and the taking and storing of 3-D images of minor
children for testing and research are not covered activities. Photographs and the
acquisition of personal information are considered “testing” under this law.

In order to conduct Phase |, an exemption was needed. This was requested on
August 20, 2004 and rejected by NIJ/Office of General Counsel on October 6, 2004.
WVHTC then initiated a request with the West Virginia University Office of Research
Compliance on October 21, 2004. The WVHTC was awarded a Notice of Approval for
Protocol on November 5, 2004.

5.3 Coordination Effort

It was determined early in the project that a comprehensive education and coordination
effort would be needed to establish firm support and understanding for this effort. The
following groups were identified:

5.3.1 State Level

Office of the Governor

Secretary of Education and the Arts

State Superintendent of Schools

West Virginia State Amber Alert Coordinator

Cow>
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5.3.2 County/City .

A. Superintendents of Schools in Monongalia, Marion, and Harrison
Counties.
City Police Chiefs and officers as well as sheriff's departments and officers
in Monongalia, Marion, and Harrison counties. '
Principals/teachers involved from the three counties where student
volunteers where being scanned.

- Parents/PTA organizations in each of the three counties used.

Meeting with student groups in each school where scanning of volunteers
was to be initiated.

5.3.3 News Media — TV Stations

A. WBOY
B. WDTV
C. KDKA

5.3.4 Newspapers

A. Dominion Post
Fairmont Times

B.
C. The Clarksburg Exponent-Telegram
D. State Journal

It was not obvious how much education and coordination would really be needed.
Since it was a totally new concept and too little could cause unforeseen probiems, it
was decided that this effprt should be a priority and to make it as inclusive as possible.

Meetings with all Law enforcement officials were initiated by the WVHTC Foundation.
The AmberView program was outlined and discussed at great length, defining the
benefits to law enforcement and their cooperative role in the AmberView initiative. They
were supportive and “on board” from the onset.

5.4 Registration

The 3-D cameras arrived during the week of November 1, 2004, and half-day training
sessions were conducted on November 7, 2004, with six operators. Training on each
scanner continued four hours/day, three days each week for the next three weeks.

The concept of 3-D photography was new to the participants and it quickly became
clear that effective camera use was something of an art and that experience would be
needed for an operator to become effective.

Meetings with teachers, students, and parents began on October 25, 2004. After the
final meeting, a delay of about one week was given before enroliment began in order to
give parents and teachers time to read the AmberView material, sign release forms, etc.
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(but not enough time to forget what AmberView was all about!). On December 12,
2004, the three scanners were taken to the Gore Middle School and set up in three
locations: the main gym, an unused classroom and an office. The scanning of volunteer
students was initiated.

The setup and calibration times were as follows:

Genex: 15 minutes
Minolta: 15 minutes
Wicks & Wilson: 25 Minutes

Part of the extra time for the Wicks & Wilson unit was because it required the use of a
backlight assembly. According to Wicks & Wilson it helps to provide a “cleaner” and
more accurate result. A version without it was later tested and found to give satisfactory
results (although it was not tested under a wide variety of conditions).

Enroliment began at the Gore Middle School (8" graders). The process lasted
approximately 2% hours during which 53 students were scanned. At each school four
students were scanned three times, once with each camera to serve as a “controlled
base” for later comparison purposes. "

Genex: 17
Minolta: 21
Wicks & Wilson: 23

TOTAL 61

The second enrollment process lasted two hours during which a total of 44 students
were scanned from Miller Middle School (7" graders).

The number of students enrolled by camera was:

Genex: 15
Minolta: 18
Wicks & Wilson: 19

TOTAL 52

The third enrollment process lasted approximately three hours during which a total of 73
students were scanned from Suncrest Middle School (6" graders).

The number of students by camera was:

Genex: 33
Minolta: 17
Wicks & Wilson: 31

TOTAL 81

| In addition, 3-D photos were taken of several teachers and administrators.
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At the end of the enrollment period the equipment was packed up. This required
approximately 20 minutes for each scanner.

5.5 Lessons Learned

5.5.1 Lesson Learned #1: The Value of Coordination and Communication

Since community support is vital in any program involving children, it is necessary to
directly communicate with key groups within a community. These should include:

School Principals, Teachers, and Parents
Law Enforcement Officials (at all levels)
Newspapers (helps to educate publlc)
TV Media

Civic Organizations

‘Public Officials

Amber Alert Coordinator/Officials

. Participants in these meetings and discussions should leave with a clear and
unambiguous understanding of the following points:

The purpose is to save abducted children.

The program is free and entirely voluntary.

The 3-D photography process is completely safe.

Student information and facial images will be in a secure database and will only
be disseminated by the State Amber Alert Coordinator if an official Amber Alert is
declared.

5. The potential benefits to parents and the community are huge.

PoON =

5.5.2 Lesson Learned #2: Show the Process

If a picture (of the 3-D camera) is worth a thousand words, a video i’s even better and a
live demo better still.

5.5.3 Lesson Learned #3: Adjust your presentation for the audience.

Be aware of the concerns of different groups. They may be quite different and
presentations must be tailored for each. Parents are mostly concerned about the
benefit if their child is abducted. They may also ask about safety and, as was
sometimes found, ask about when the rest of their children would be enrolled.
Teachers are, of course, concerned about child safety but will also wonder about
disruption to classes and related matters. Administrators may also be concerned about
budgets, paperwork and time requirements.

5.5.4 Lessons Learned #4: Experience is Critical for Enrollment
Throughput

3-D photography is new and few have experience in its use. The quality of the resuilt
involves several issues such as lighting, child position, movement, etc. It should,
therefore, not come as a surprise that student throughput and 3-D image quality
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improved rapidly as the registration teams gained field experience. A key
recommendation is that new teams spend several days or perhaps a week repeatedly
enrolling themselves or volunteers at various locations and under varying conditions
before they can be considered ready to conduct real enroliments. The throughput
process also requires additional review/study in an effort to increase the number of
students being scanned or photographed each hour. It should be understood that 3-D
scanning of students requires more time to review, evaluate and complete than
traditional 2-D photography.
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6 Recommendations for Future Wbrk

While the Pilot effort confirmed the viability of the AmberView concept and process, and
demonstrated its operation, additional work is needed to develop it into an operational
capability. Some of the important areas are as follows:

o Streamline the enrollment process so the time required will be less disruptive
and costs will be lower. ‘

e  Standardize on the child information items necessary for enrollment plus
optional items that can be selected at the state or local level.

o  Determine if it would be desirable to support the use of existing child 2-D
photos to quickly expand the AmberView program before 3-D cameras can be
deployed on a large scale.

As noted above, software exists that can automatically or semi-automatically convert a
high-quality conventional (2-D) photo into a visually pleasing 3-D dataset. Generating
an accurate model, however, is difficult because there is simply not enough information
present in a 2-D photo to precisely reconstruct the original shape. This technology was
briefly investigated in the Pilot and found to generate 3-D faces models judged to be of
some usefulness. Additional effort should be applied to examine current 2-D to 3-D
conversion technologies and reevaluate its cost and utilization in AmberView. This
effort should certainly be studied and field tested in Phase II.

33



AmberView Phase | Report

Appendix A - Additional Information
A.1 Contract Information

U. S. Department of Justice
National Institute of Justice (NIJ)
Office of Science and Technology
Hyuk Byun

810 7' Street, NW

Washington, DC 20531

(202) 616-1471
hyuk.byun@usdoj.gov

A.2 Contact Information

Mr. Robert Chico

West Virginia High Technology Consortium Foundation (WVHTC)
1000 Technology Drive, Suite 1000

Fairmont, WV 26554

(304) 366-2577

richico@wvhtf.org

A.3 Reference Information

A major source of information on missing children is a study conducted by the
Washington State Attorney General's Office. The Executive Summary can be found at
www.atg.wa.gov/homicide report/execsum.html and a summary of the results at
www.atg.wa.gov/homicide report/sum facts.html.

The office of Juvenile Justice and Delinquency Prevention (a component of the Office of
Justice Programs, U. S. Department of Justice) produces the National Incidence
Studies of Missing, Abducted, Runaway and Throwaway Children report (see
www.ncirs.org/html/ojjdp/nismart/qa/).

A.4 Missing Children Organlzatlons and Web Sites

The National Center for Missing and Explonted Children (NCMEC)

Charles B. Wang International Children’s Building

699 Prince Street

Alexandria, Virginia 22314-3175

(703) 274-3900

www.missingkids.org

The NCMEC was founded in 1984 as a private, nonprofit 501(c)(3) charity by President
Reagan and John Walsh, the host of America’s Most Wanted television show. (Adam
Walsh, the 6-year old son of John Walsh, was abducted from a Florida shopping mall in
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1981 and murdered.) The NCMEC operates under Congressional mandates and is the
nation’s clearinghouse for information on missing and exploited children. It operates in
a partnership with several federal agencies, including the FBI. The NCMEC is unique in
that it is the only nonprofit organization that can access the FBI's National Crime
Information Center (NCIC) Missing Person, Wanted Person and Unidentified Person -
Files, the National Law Enforcement Telecommunications System (NLETS) and the
Federal Parent Locator Service (FPLS). It operates a 24-hour toll-free hotline (1-800-
THE-LOST) in cooperation with the U. S. Department of Justice for reporting missing
children and sightings.

The NCMEC employs 260 people in 6 states and reports that it has handled
approximately 2,000,000 calls to the hotline, worked with law enforcement on 95,000
missing child cases resulting in the recovery of more than 80,000 children, has trained
about 200,000 police officers and other professionals, and distributed over 21 ,000,000
free publications.

KlaasKids Foundation

P. O. Box 925

Sausalito, CA 94966

(415) 331-6867

www.klaaskids.org

The KlaasKids Foundation is a nonprofit organization that was founded by Marc Klaas
(his 12-year old daughter was abducted and murdered in 1993). It has the mission of
stopping crimes against children. It promotes prevention programs for at-risk youth,
stronger sentencing for violent criminals and governmental accountability through
federal and state legislative efforts.

The Polly Klaas Foundation

PO Box 800

Petaluma, CA 94953

(800) 587-4357

www.pollyklaas.org

The Polly Klaas Foundation is a nonprofit organization that helps find missing children
and helps them from going missing in the first place. It does this by promoting public
policies, educating the public and providing ongoing support and expertise. (Marc Klaas
is not associated with the Polly Klaas Foundation.)

Amber Alert Web Portal

www.amberalert.org

www.amberalert911.org

The Amber Alert Web Portal allows anyone to sign up to be notified of Amber Alerts in
their region. This is supported by major companies such as Intel and HP.
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Code Amber

805 Tops’l Drive

Mandeville, LA 70448

(504) 473-6075

www.codeamber.org '

Code Amber provides the Code Amber Alert Ticker. This is one line of programming
that can be inserted into other websites giving them the ability to display Amber Alerts
on their websites. They claim that it is used in over 175,000 systems.

‘Lost Children’s Network

P. O. Box 550924

Dallas, TX 75355

(214) 851-8289

www.lostchildren.org

The Lost Children’s Network is a nonprofit organization that operates what they claim is
the world’s only television production facility dedicated to the search for missing
children. Telecasts are broadcast daily on the Dish Network satellite television system.

Other

The information page of the Amber Alert Web Portal at
www.amberalert911.com/missing_orgs.php contains links to many missing children
organizations and resources.
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Appendix B - Amber Alert and AmberView

B.1 What is Amber Alert?

The Amber Alert system was initiated in 1996 as a cooperative effort between local
broadcasters in the Dallas-Fort Worth area and local police units. The impetus behind
the Amber Alert system was the shocking and crushing death of 9 year-old Amber
Hagerman, who was abducted while riding her bicycle and brutally violated and
murdered close to her home in Arlington, Texas. Concerned citizens shocked at her
violent abduction and murder contacted the local broadcast stations and suggested that
they issue special alerts when a child was abducted just like they did for severe
weather. The Dallas Amber Alert system was officially installed in July 1997.

Amber Alert became a coordinated national effort in October 2002 with the White House
Conference on Missing, Exploited, and Runaway Children. On April 30", 2003
President George W. Bush signed the PROTECT act into law as the most
comprehensive set of legislation in United States history for the protection of children.

The bill provided $25 million in FY 2004 for states to support Amber Alert
communication systems and plans. It also removes statutes of limitations on
prosecuting sex offenses against children, and authorizes the use of wiretapping and
other high tech resources for hunting sexual predators who prey on children. The Act
also created the post of a national Amber Alert coordinator to provide resources and

- guidance for state and local program coordinators and to head the initiative to

standardize communication and criteria across different alert systems.

Since its signing statewide, Amber Alert programs have been set up in all 50 states,
with Hawaii completing theirs in March, 2005. One of the key goals of the PROTECT
legislation and the nation-wide amber alert program is the creation of standard criteria
for the issuing of an Amber Alert. This standardization is key because it will both limit
the overuse (and thus weakening) of the system while allowing neighboring states and
areas to effectively broadcast Alerts in the needed areas.

The Federal guidelines for issuing an Amber Alert consist of five criteria.. These criteria
can be expanded on or modified slightly at this time by individual states / coordinators,
but their inclusion is extremely important in order to assure compatibility of the systems
across regions as well as to ensure that only valid needed alerts are issued.

1. Law Enforcement verification of an abduction

It is recommended that Amber plans require confirmation by law enforcement of an
abduction prior to issuing an alert. This component is essential when determining
the level of risk to the child. Clearly, stranger abductions are the most dangerous
for children and thus are primary to the mission of an Amber Alert. To allow
activations in the absence of significant information that an abduction has occurred
could lead to abuse of the system and ultimately weaken its effectiveness. At the
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same time, each case must be appraised on its own merits and a judgment call
made quickly. Law enforcement must understand that a “best judgment”
approach, based on the evidence, is appropriate and necessary.

Risk of serious bodily injury or death

It is recommended that plans require a child be at risk for serious bodily harm or
death before an alert can be issued. This element is clearly related to law
enforcement’s recognition that stranger abductions represent the greatest danger
to children. The need for timely, accurate information based on strict and clearly
understood criteria is critical, again keeping in mind the “best judgment” approach.

Sufficient descriptive information

It is recommended that in order for an Amber Alert to be effective in recovering a
missing child, the law enforcement agency have enough information to believe that
an immediate broadcast to the public will enhance the efforts of law enforcement to
locate the child and apprehend the suspect. This element requires as much
descriptive information as possible about the abducted child and the abduction, as
well as descriptive information about the suspect and the suspect’s vehicle.

Issuing alerts in the absence of significant information that an abduction has
occurred could lead to abuse of the system and ultimately weaken its
effectiveness.

Age of the child

It is recommended that every state adopt the “17 years of age or younger”
standard; or, at a minimum, agree to honor the request of any other state to issue
an Amber Alert, even if the case does not meet the responding state's age
criterion, as long as it meets the age criterion of the requesting state. Most Amber
plans call for activation of the alert for children under a certain age. The problem is
that age can vary--some plans specify 10, some 12, some 14, 15, and 16.
Differences in age requirements create confusion when an activation requires
multiple alerts across states and jurisdictions. Overuse of the Amber Alert system
will undermine its effectiveness as a tool for recovering abducted children.

NCIC entry

It is recommended that immediate entry of Amber Alert data into the National
Crime Information Center (NCIC) system be a plan requirement. Text information
describing the circumstances surrounding the abduction of the child should be
entered, and the case flagged as a Child Abduction. Many plans do not mandate
entry of the data into NCIC, but this omission undermines the entire mission of the
Amber Alert initiative. The notation on the entry should be sufficient to explain the
circumstances of the disappearance of the child. Entry of the alert data into NCIC
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expands the search for an abducted child from the local, state, or regional level to
the national. This is a critical element of any effective Amber Alert plan.

Amber Alert programs have proven widely successful in their primary missions—
recovering children in the event of an abduction and educating the public about the
needs for child safety and community awareness. According to a release from the )
Office of Justice Programs, as of March 17", 2005 the Amber Alert system had aided in
the recovery of 192 children, with over 82% of those recoveries coming since October
2002.

Amber Alerts currently go out over radio stations, the emergency broadcast system,
television stations, roadside tickers, and in some cases cell phone providers. There is
also an un-sponsored Amber Alert ticker hosted by www.codeamber.org that can
broadcast alerts over the Internet.

West Virginia Amber Alert System

The Amber Alert plan is a voluntary partnership between the West Virginia State Police,
West Virginia Broadcasters, West Virginia Emergency Alert System Committee and the
National Weather Service to send out an emergency message to alert the public when a
child has been abducted and it's believed that the child’s life is in grave danger.

The purpose of the Amber Alert System is to provide a valuable tool for West Virginia
law enforcement agencies in the ongoing battle to protect our children while allowing the
broadcasters of West Virginia an opportunity to contribute to the communities they
serve. Utilization of this plan will provide for maximum public participation to provide
rapid response in the event of an abducted child. The media, public and law
enforcement must work together to ensure the plan is not abused, which would lead to a
lack of confidence in the plan and render the system ineffective.

o Amber Alert may be activated only by law enforcement agencies.

e Amber Alert is intended only for the most serious, time-critical abduction cases

o Amber Alert is not intended for cases involving runaways or parental abduction,
except in life-threatening situations.

Criteria for Activating an Amber Alert in West Virginia

The West Virginia Amber Alert System will be activated when law enforcement agencies
ensure all these mandatory criteria are met:

e Law enforcement confirms a child 17 years of age or younger has been abducted

e Law enforcement believes the circumstances surrounding the abduction indicate
that the child is in danger of serious bodily harm or death

¢ Law enforcement has enough descriptive information about the child, abductor
and suspect’s vehicle to believe an immediate broadcast will facilitate the child’'s
location
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e A law enforcement officer must enter the abducted child into NCIC and must
provide supporting documentation as to why the Amber Alert System should be
activated

Action

Once a determination is made that the use of the Emergency Alert System (EAS) may
aid in locating an abducted child, the West Virginia State Police will provide as much
detailed information as reported by the investigating agency. This information will be
broadcast over a three-hour period via television and radio. During the first hour, the :
Amber Alert will broadcast every fifteen minutes. During the second and third hours, the
information will be sent every half hour.

In the event that the Amber Alert is cancelled, for whatever reason, the use of the EAS
will be immediately discontinued. In the event that significant new critical information is
obtained, the determination may be made to issue Amber Alert updates.

B.2 What is AmberView?

Each year approximately 800,000 children are reported missing or abducted; this
equates to one child every 40 seconds. Fortunately, the vast majority of these children
are not seriously harmed and return to the safety of their home and family. However,
some children are missing against their will. The kidnapping and murder of a Chlld
remains a parent’s greatest fear.

Approximately 115 children are murdered each year in the United States as a result of
abduction.

AmberView is a coordinated pilot program developed by the West Virginia High
Technology Consortium (WVHTC) Foundation in Fairmont, West Virginia, designed to
work in collaboration with state and national Amber Alert Programs to aid in the
recovery of missing children. The AmberView Pilot has demonstrated the ability to
mass broadcast a digital, facial image of a missing child to law enforcement officials,
media organizations, the private sector and other sources within minutes of a reported
abduction. The project used 3-D images from a sample of middle school students
(grades 6-7-8) as well as surveys, interviews, and questionnaires of participants to
collect valuable data and information to measure and evaluate its effectiveness. No
personal information was collected during this first Pilot initiative.

The need for positive identification of missing children has been well documented and a
robust program of fingerprinting children has been well established. Unfortunately,
identifying missing children through fingerprints has little to do with returning the
children safely. Recent years have proven to be tragic for children being abducted
and harmed, resulting in development of “Amber Alert” programs in many communities.
The evidence is quite clear that a detailed description of the missing child, broadcast
quickly, is paramount to successfully recovering the child. 74% of abducted children
who are murdered, are dead within three hours of the abduction. To an abducted child,
time is the greatest enemy.
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Written descriptions of the child help the recovery by quickly broadcasting information
and a picture to regional authorities and to regional television networks. What is
currently missing is the ability to instantaneously mass broadcast a high-resolution
picture of the child to law enforcement officials and to the media within minutes of the
abduction. However, current technology now allows this to occur using pictures in their
most usable form — 2-D/3-D high-resolution facial images that can be manipulated by
the viewer to view the face and head at any angle. AmberView makes available a
valuable tool to immediately assist law enforcement, utilize the media and galvanize the
community to assist in the search for a child immediately following an official Amber
Alert.

B}.3 How Does AmberView Work?

The WVHTC Foundation provided a variety of information to students, parents, and
parent-teacher organizations, regarding the AmberView Project. A high resolution,
digital image of a child’'s face was then recorded. By using a mouse or other pointing
device, the image can be enlarged and viewed from different angles, making positive
identification easier. All images and biometric information were stored in a secure
database on a secure server located at the WVHTC Foundation. This is a voluntary
program. Parents and students were encouraged to participate in this effort, however,
all such decisions rests solely with parents and student volunteers.

In the event of abduction, that child’s high resolution image is immediately posted on the
AmberView missing children web site and simulcast via a web-based “broadcast”
system to law enforcement, media, and private sector outlets within a broad region
surrounding the child’s hometown or area of abduction. Since the data is stored in a
digital file, it can be quickly transmitted electronically to a vast array of designated
recipients. Within minutes of notification, thousands of people are able to see the image
of the missing child, and actively participate in the effort to return the abducted child to
the safety of their family. - Specific biographic information and contact information will
accompany the public display and distribution of the abducted child's facial image.
Unless an “official” Amber Alert is activated by the State Amber Alert Coordinator, no
information, data, or photo is posted or disseminated.

Through state-of-the-art biometric technology and critical partnerships between the
technology, law enforcement, media and private sector communities, we can join forces
and collectively work together to aid in the recovery of missing children. Communities
can now become more actively involved by using their eyes and ears to provide “value-
added” support to efforts of law enforcement. In the Pilot of the multi-phase initiative,
AmberView validated the process (Proof of Concept) to mass broadcast a digital 3-D
image of a missing/abducted child to law enforcement, media, and private sector via the
world-wide web within minutes of an official Amber Alert.
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Appendix C - 3-D Camera Evaluation

The three 3-D cameras evaluated in the Phase | AmberView project are based on
illuminating a scene with patterns of light. Photos are taken and 3-D information is
computed by analyzing how the patterns are distorted by the shapes in the scene, in
this case the faces of children. This technology is generally called “structured light”
scanning (although individual manufacturers may have their own terms for their
particular technology).

Such cameras have been developed for a variety of uses in medicine, industry, games,
cinema, biometrics, research and other areas. - A popular commercial use can be found
in some shopping malls. A camera is used to acquire a 3-D image of a family or an
individual. It is then engraved into the interior of a block of glass using special lasers.
They can be used-as gifts, souvenirs, advertising give-away items, etc.

While 3-D cameras have been available for a number of years, they are not yet in
widespread use. As could be expected, they are relatively expensive and take training
and experience to use effectively. Each camera was developed for some specific set of
market segments. Since tradeoffs always need to be made in designing a product,
each has strengths and weaknesses. For example, some may have higher resolution
but have difficulties elsewhere. Some were designed to be portable while others were
not. In this section we will attempt to evaluate how various camera characteristics, as
found in the Pilot, apply to use in" AmberView.

C.1 AmberView Needs

For AmberView to be the most effective, large numbers of children must be enrolled.
The efficiency of the enroliment process will be critical. The overall cost for an
enrollment will be a major factor in the future success of AmberView. The preferred
method of acquiring the information is through yearly enroliment at schools. This would
necessitate multiple cameras with multiple teams transporting them, probably on a daily
basis. Transportation and setup time will be important. Ease of use will also be ‘
important, especially considering the number of teams needed, the training
requirements and the possibility that at least some team members will be temporary and
possibly volunteers. '

C.2 The 3-D Cameras

3-D camera manufacturers typically offer multiple models and there are usually options.

For the Pilot, appropriate models (and options) were selected from three manufacturers

for testing. The following discussion was condensed from the comments and
evaluations of the team members who actually performed the enrollments at several
schools. Itis certainly possible that a different choice of models or options would have
led to different results. It is suggested that anyone needing more information contact
the manufacturers at:
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‘ Genex Technologies

www.genextech.com
FaceCam: www.genextech.com/pages/603/3D FaceCam.htm

Minolta '
www.konicaminolta.us/ (see Industrial Products, 3D Digitizers)
The Vivid 910: kmpi.konicaminolta.us/vivid/products/vi910-en.asp

Wicks & Wilson
www.wwl.co.uk

In order to provide some basis of comparison, several general areas were evaluated for
each camera, including:

Transportability — This is the moving of the camera and any other needed equipment
(computer, monitor, tripod, cables, etc.) to a school, assembling the system at some

specific location (classroom, gym, assembly hall, office, etc.) and then disassembling
and packing for the return to storage.

Ease of Use — This involves any calibration of the system after it is powered up at a new
location, the ease of use during enroliment, difficulties encountered during the scanning
process, sensitivity to lighting conditions, the number of times rescans are needed and

" SO on.
Overall Quélity — This is a more o.r less subjective evaluation of how realistically the final
3-D model represents the subject. It was found that quite a number of factors contribute
to this, including the visual realism of the skin, the quality of hair capture, the presence

of holes or missing parts, the ability of the camera to faithfully capture ears and so on.

C.2.1 The Genex Technologies
FaceCam

This is a box about the size of two
stacked VCRs (17.25” wide, 6.75"
high and 14” deep) and weighs 21
Ibs. Visible on the front are two
lenses (it uses two cameras) with a
window for the projector between
them. The unit is normally mounted
on a tripod and can thus be easily
moved up and down to
accommodate people of varying
heights.

Figure CI - The Genex Technologies FaceCam After a subject is positioned and

ready, the Genex takes about half a
second to take the picture (project the patterns and capture the images). It then takes
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about 30 seconds to generate up to about 300K points. As with a photo, not all of the
points will actually be on the subject, depending on the size of the subject, distance
from the camera, settings and so on. '

For the most part the Genex camera is intended to be a self-contained system rather
than a peripheral on another system. It thus does not have an API (Application
Programming Interface) that would allow it to be controlled from another computer. This
means that, for the most part, one must use the software provided by Genex, at least
until the 3-D model is ready for export.

Both transportation and setup are facilitated by its use of a specially designed “scuttle
drive” computer system. This is specifically built to run with the Genex camera and a
full computer system is not needed. It does however require a separate monitor to
attach to the scuttle drive, which makes it less portable than a laptop.

The Genex proved to be somewhat difficult to transport. The camera requires a large
case to protect it during moving and the-whole setup including camera case, monitor,
scuttle drive, accessories and tripod requires a dolly or cart to move at one time.

Physical and technical setup of the machine is fairly simple, with only two cords having
to be connected and a very simple calibration performed. There are some limitations,
however. The Genex must scan in front of an off-white, cream, brown, or other muted
color background. This is generally not difficult, but the use of a back cloth may be
necessary in some environments. Hanging it to be perfectly flat can be difficult.

The subject’s head is placed tilted slightly back with the rear of the head resting against
the backdrop. This can be an uncomfortable position for some individuals depending on
height and weight. The need to hold the head in this position for several seconds also
makes it difficult with younger children (preschool age).

The Genex camera was, in general, able to capture faces with a high rate of clarity
without significant holes or distortions. Errors, when present, tended to be mild and
limited strictly to the periphery of an image. The most prevalent problems concerned

. hair and ear capture in a wide range of situations with a variety of subjects. Also, the
results tend to appear somewhat less lifelike than the Wicks and Wilson scanner. In the
Genex images the face appears more static, even claylike, and thus slightly less
realistic.

One anomaly was the unusual increase in significant errors and the overall lowering of
scan quality at one school. There were a much greater number of images having
uncharacteristic errors and even the majority of good scans exhibited more significant
minor errors than at other locations. It was later determined that the room had
undesirable lighting conditions.
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C.2.2 The Minolta 910

This camera is a little smaller but slightly heavier than the Genex (25 Ibs.). Itis also
mounted on a tripod but in a vertical orientation. There are two openings on the front.
The bottom one is a window to the laser and mirror system used to project a moving
sheet of eye-safe light on the subject. The upper one contains the lens for a single
camera. :
The 910 is very flexible. It comes with three
lenses that can be used to change the range,
field of view and precision. It can also be
operated in “FAST” mode or “FINE” mode. A
FAST mode scan takes a half second (0.3
without color) while a FINE scan takes 2.5
seconds. The generation of the 3-D point data is
very fast, requiring only a second or two.
Approximately 300K points are generated in
FINE mode and about 77K in FAST mode.

The Minolta scanner is capable of very high
accuracy (for a structured-light scanner). In
some cases it is better than 0.25 mm, although it
is somewhat less, say 1 mm, when scanning a
face.

Minolta provides an extensive API with the 910
and it can easily be used as a componentin a

Figure C2 — The Minolta Vivid 910 larger system.

This unit was designed to be portable and is
clearly the easiest to transport of the three. Its primary advantage in this area is that it
runs via a hookup to a standard laptop computer and requires no additional peripherals.
The camera and tripod in their cases are still large, and even with rollers attached may
be unwieldy for a single crew member to carry at one time..

The calibration effort required is more than for the Genex system while not being as
involved as the Wicks and Wilson. The Minolta must be calibrated using a white-light
balance lens. The need to make judgments on camera lenses as well as the
sometimes sophisticated incremental adjustment necessary during calibration require a
higher level of training and ability on the part of a crew.

The Minolta was found to be excellent in capturing the body of a subject's face. It was
the best of the cameras in terms of clarity and closeness to real life. It has one major
flaw, however. It will seldom capture a substantial amount of the subject’s hair. This
tends to leave just the face “hanging” in space, perhaps with the neck and shoulders.
This is a problem because the models lose the context provided by the hair. This was
found to be distracting and somewhat annoying.
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The problem is apparently because the red laser light is not effectively reflected by the
hair, causing a “no return” situation resulting in empty space in the model. This may be
understandable in that the other two cameras use white light and were developed for
scanning faces. The Minolta was designed primarily for digitizing mechanical parts and
small objects. ‘

C.2.3 Wicks & Wilson TriForm Portrait Scanner

The Wicks and Wilson camera or “Wicks camera” is the
result of a partnership that began in 1996 between Wicks &
Wilson, a company then in the microfilm industry, and a
London teaching hospital. The goal was to develop a safe
and convenient device to capture faces in 3-D. It uses the
“moiré fringe” technique, a form of structured light. It
projects a series of fringes (paralle!l horizontal black and
white stripes) on to the subject. Each pattern is captured
by a camera and saved for later processing. A
conventional “all-white” (no pattern) color image is also
captured and later “textured mapped” on to the model to
give it a realistic appearance.

The camera part itself is smaller that the other two but it's
an integral part of a larger floor-standing unit. There are
three items on the front of the unit. The bottom one is the
window for the projector while the top one is the lens for
the camera. Between them is a small LCD screen where
the subject can see the camera’s view of himself or herself
before the scan is taken.

The camera unit requires about 1.5 seconds to acquire the
images. Up to about 444K points are generated with a
specified accuracy of about 2 mm. An APl is provided to
control the camera remotely.

To make a long story short, the TriForm is difficult to Figure C3 — Wicks &

transport. This is primarily because it uses a large, lighted Wilson TriForm Portrait
back-screen. Neither this nor the scanner itself was Scanner

designed to be portable. They do not fold up or easily
come apart, making them cumbersome. More than one person is required to move the
units and they are difficult or impossible to transport in a standard automobile.

Physical setup of the machine requires a large bundle of wires which can be confusing
to separate and must all be plugged in properly for the machine to work correctly.
Transporting the machine requires wrapping the screen and scanner separately with
large blankets using bungee cords, a process which can be difficult and unwieldy as
well as time consuming. The machine also necessitates a box or basket in which to
carry the multiple cords, outlets, plugs-ins, and adaptors necessary to run it.
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Technical setup of the machine is also complicated. The back screen must be moved
forward to the proper calibration length, and then the machine test run via the internal
calibration function. Lighting (ambient) during the calibration must be the same as
during scanning, or the scan quality will suffer or the machine may have an error.

Then the screen must be moved back to the “Scanning Distance” and the subject
placed at approximately the original distance of calibration. Machine failures do not
always have to result in recalibration, but persistent image quality problems or failed
scans or errors may reveal the need to go back through setup and calibration.

One final issue arises because the camera itself is fixed to the stand and cannot be
moved up or down. In order to properly position each subject it may be necessary to
move the subject up or down. During school scanning a stool which could be raised or
lowered was used. - '

The difficulty of transportation, setup and calibration later paid off, however. The Wicks
camera performed at the highest level in terms of overall image quality, consistency of
images, clarity, resolution, identification, lifelikeness, infrequency of errors, and hair and
ear capture. In particular, the Wicks scanner singled itself out as by far the most
capable in terms of hair capture and the ability to capture the ears. The Wicks scanner
also showed a particular ability to compensate for errors. In many cases an error on
one of the other scanners would not be fixed in a subsequent scan. Major errors were
generally fixed easily and quickly by minor adjustment and rescanning with the Wicks
Camera.

A particular quirk (or feature) of the system is its amazing preference towards subjects
with long hair. The presence of hair along the sides of the head and down to the
shoulders helps the machine create a full and errorless depth of field and results almost
universally in perfect scans including full hair and ear capture. It was therefore
suggested that subjects with long hair be instructed to put/leave their hair down rather
than up for scanning to ensure best scan quallty

The only significant errors occurring with any frequency with the Wicks system are a
fade at the very top of the head in some subjects and the possibility of a major data fade
in the mid face of a subject due to a lighting abnormality or subject movement. Both
can generally be fixed quickly in a second scan with only minimal repositioning of the
subject necessary.

C.3 Camera Recommendation for Implementation

It is expected that a single type of camera will be used for all Phase |l enroliment.
Based on the results of the Pilot, the camera recommended for this use is the Wicks &
Wilson TriForm. In spite of the difficulty in transporting and setting up the unit, the
consistent excellent quality of the results made it the clear choice. A good part of the
transportability difficulty should be addressed with a different model of the TriForm that
used a conventional tripod rather than the fixed stand. If the backlight unit was made
easier to take apart, the system would be much more acceptable (perhaps even
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transportable in a car!). Wicks & Wilson advises that “the system can be used without
the backlight with different software, but perhaps with a little loss of quality”.

In spite of advantages such as the strength of the manufacturer, flexibility and high
accuracy, the Minolta 910 was found to be unsuitable for AmberView because of its

- problems'in acquiring hair. Likewise, the Genex camera has advantages in several
areas. The quality was very good but was not judged to be quite as high as the Wicks
and Wilson, a problem for Phase Il is its inability to operate the unit as a subsystem in
an integrated AmberView enroliment system. It is expected that such a system will be
needed to maximize enrollment rates and minimize costs. ’

It will be important in the longer term to encourage a competitive 3-D camera market or
2-D with associated enhancements for AmberView. To this end a major initiative in
Phase Il will be to establish standards for this area and look for ways to increase the
number of students that can be scanned per hour. Any camera that meets the
requirements can be offered for use in an AmberView system. While it is recommended
that any organization implementing an AmberView system standardize on a single type
of camera, it is expected that regional or state systems, or separate systems within the
larger states will make their selections based on their own perceived needs in terms of
cost, quality, features, speed, etc. It should be noted that the utilization of 2-D-
photographs coupled with the use of “state-of-art technologies for photo enhancements
will be explored/evaluated in the Phase |l effort.
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‘ ’Appendix D — Camera Safety Statements

The following letters are from the manufacturers of the cameras used in Phase 1.

D.1 Genex Camera Safety Statement

w‘x,& ,»,,,\m e ,{,,,,.,m,\, sei e ,~ s P T T T B R TR PR TP Lo
= P o DAL 2 e (A [ .

£

Qetober 26, 2004

W l'V:rg;nm llagh ~‘re¢h Consortivin Foundation (WVHTE):
hivoli

Presidtm & CEO
Genex Technologies, Inc.

ce: Melinde Olivarto

~ vy e

. -;a QoK Technologles, Tne, m«as Convord Stmet, S
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D.2 Minolta Camera Safety Statement

KONICA MINOLTA

RMovember 12, 2004

Gty Global Corporation
F Technology Drive

saldty Sertificaies Torour VIV IS méncconlsct lussi
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18 Docamber 2002
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‘ D.3 Wicks & Wilson Camera Safety Statement

| BODYEHR

SCANNERS, i

November8; 2004

et

1SS Tl IWand RA, 4102200167 vwivw.bodyshinpescanre sy
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‘ Appendix E - Information and Consent Forms
E.1 Parental or Guardian Consent and Information Form

PARENTAL OR GUARDIAN CONSENT AND
INFORMATION FORM

Amber View Project
Introduction

My child, , has been asked to participate in this Amber View

Pilot Pro;ect The WVHTC Foundatlon is conducting this initiative to.fulfill-a.contract with

‘the US:Department of Justice. The: prolect will be:underthe supervision of Robert Chico
‘ at the WVHTC:Foundation. ThHi§ pllot project hasibeen fiilly explamed fo me.

Purpo softh ‘tudy

‘IUate Ah6 process:of Using anddransiitting 3D images:to: Guickly:

‘this pro;ect *
th ‘consent»andldo not

: ' e:que cide’ ADpr

-are expected {0} pa, ip ate m thls study. -All scanned |mages willl be destroyed at the
conclusion, of this pllot pro;ect

Contact Pefsons

For'more information regarding this project, | can contact Robert Chico at 304/366-2577.

For-information regarding my child’s rights as a research subject, | may contact the
Office of Research Compliance at 304/293-7073.

Risks.and Discomforts
There:are no-known-or expected risks from participating in this study.

Alterhatives , e ,
Funderstand that | do:not have to:participate in this study:

Submission date +-—w=—=  Page1 6f3 E o et

53



https://conclusidn.bf

AmberView Phase | Report

Beneflts

Confidentiaity ‘
I-agreeto. having my childs scanned facial used in this demonstration pilot project. No
personal identifiers linking my child to the scanned image will be collected or published.

Voluntary Participation

Participation in this-study is voluntary. | understand that | may withdraw my child from
this:project at-anytime.. | have been given the opportunity to ask questions about this
project, and | have received answers concerning areas | did not understand.

Upon:signing this form, T.will 'rec,eivea copy.

Signattre.of Parentior Guardian
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. E.2 Evaluation/Questions for AmberView Program Parents

Evaluation/Qu esfions for Amber View Program
Patents

1. How-concerned are you about your child being abducted?
[DNot Concerned [JConcerned [l Very Concerned

2. Based on what you know, do you think Amber View could help in the recovery of
abducted ¢hildren?
OYes (ONo [INot sure

. Would you'register yourﬂchlld in:a hational Amber View system?
D Yes: No ONot:sure-

4. D¢ youthinkfegistration shoiild be doné by>schools?
O¥es ONe [ONot sure;
5. ‘Would you velimteet your time/tostielpwith child:régistrationin yourarea?
D¥es: EINo [IN6t sure
. Who.do you.think shoiild be empowered‘ toirépott your-child:missing, other-than you?
OGrandparents  UBrothets and sisters [OTeachers {JOther_____

. Who-woiild you trust t6 hold the information?
[IFederal agency [JStateagency [JLocal police [JSchools [JOther

. Would you support the acquisition of fingerprints during registration?
O Yes [INo [JNot sure

. Would you like the State Police to have a copy of the 3-D information of your child?
(Yes No ONot sure
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‘ r}i“a‘paien‘t topay*tjojhave_g

10. How much*‘would you th]nk 1s;a"reas0nable amount of’3 mQ

¢ .. Y€ A l‘ther
12, Wasithisa satlsfactory eXperience: for you" D Yes . [ONo
Foryourchild? [IYes LINo

13. In spite of reassurances that the scanning process is safe, are you concerned about having
you.child scanned? [JYes [INo [INot sure

14. WOU]dYOu recommend other parents to r-eg;ister their children? D‘YCS DNO
o, why not?
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. E.3 Evaluation/Questions for AmberView Project — Law Enforcement

Growmy »mmnology n. me Mountam Slala

Evaluation/Questions:foi: Aniber View Project
Law Enforcement

. How concemed are you about your child being abducted?
UNot Concerned (JConcemned [JVery Concerned

2. Based on what you know, do you think Amber View could help in the recovery of
abducted children?

(Yes (ONo ONot sure

3. Doyoihavein place aiicthiod.of transimitting the 3:D.d4tato the officérs in the

field? [ves N6
Explain:

4. In the event of an. Amber Alert; where should the;3-D information:be: made
available? [IPolice stations [JPolicecars [lnternet FIPDA TI@ell phiotie
Explain __ o

5. ‘Wit tial hélp would you requu'e to ensure every law enforcement officer
inyour orgamzatlon has the ability te recéive the Amber View alert inférmation?
(Laptops, PDA’s, ete.) Explain

6. Do you think Amber View would help in the recovery of abducted children?
0 Yes (ONo  Explain
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6 miake todinprove thieeffectiveness of the. Amber

View:systetn? (P cisuggestions)

Additional Comments/Suggestions:
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. E.4 Consent and Information Form for Questionnaire/Survey

Consent and Information:Form for Questionnaire/Survey

Amber View Project

Introduction

I . have been invited to participate in the Amber Vlew
Pnlot Projéct whi¢h has been explained to me. This project is being conducted by
the WVHTC Foundation to fuifill a contract with the U. S. Department of Justice.
The project will be under the supervision of Robert L. Chico at WVHTC.

Purposes of the Study _
The purpose of this:is'to evaluate the process of using and transmitting 3-D
images te quickly identify-a missing child.

Description:of Procedures o ) o
_Thls study lnvolves the takmg of 3-l scanned |mages ”f m" dl‘ § hool :children.

Approxumately 200 subjec .a,re expectedg‘to:pammpate in this study ‘

Risks:and Discomforts:
There are:noknown erexpected risks from pamcnpatmg in this study.

Alternatives
I understand that | do not have to participate in this study.

Benefits

| understand that this study may help my child or any other child/student/person
who gets abducted
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Contact Persons

e:Amber View Pilot Project, | can confact
r information.regarding my rights as a
bject l may contact thé. Office of Résearch Compliance at 304/293-

Confidentiality

| agree t6-having my-child’s. scanned facial image to.be used in this
dembonstration pllot project. i understand that no personal identifiers linking me
to-my scanned image will be coliécted. In any publications that result from the
Amber View Pilot Project, neither my name nor any information from which |
might be identified will'be: published.

'Voluntary Partlclpatlon
.Part|c1pat|on m -thls study is ¥

uhtary. 1 understand that I am free;to withdraw iy
; ; Sipate o

the opportunity:to

avereceived answers

‘Upon:signing this:form, T-willreceive azcopy:,

I-willingly conserit to participate in-this project.

'Signaturé of Subject ot.‘Si'atSject’s Legal Representative Date Time
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E.5 Evaluation/Questions for AmberView Program — Public
. Officials/Administrators

Giciving TeEhndlagy In‘the Mol St

1. How concerned are you about your child being abducted?
(INot Concerned UJConcerned [JVery Concerned

2. Based on what you know,.do you think Amber View could help in the recovery of
abducted children?

[ Yes LINo [JNot sure
‘ 3. Would'you register.your child i anational Aniber View system?
OYes ONo [CINot sure

4. Doryouthink registration should/be:done by schools?
[ Yes BNo, [INot sure

5. ‘Would-you like the State Police torhave:a copy of the 3-D-informationof yout
child? [JYes [ONo [INot sure

6. Howmuch would you thifik is.d'teasonable amount of oney for g parent 10: pay

7. ‘What are the imost important issues you see in the Amber View program?

8. Do you feel there is a niced to develop this system to include college kids as well?
Oves ONo Explain
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ild i the Stare should, besa part-of the. Andber View

10. Are-you aware of any private organization that might be willing to sponsor
children who-might not be able to afford any fees in relation to taking part in the
Amber View program? [JYes [INo
Explain,

shiould provide. fundir

: assistanceito sponsor 4 statewide
eft Program? [1Yes
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Appendix F - Recommendation Letters

The following letters of support were sent to the Wésf Virginia High Technology Consortium
Foundation’s AmberView project.

F.1 Letter from the State of West Virginia

STATE OF WEST VIRGINIA

. B DEPARTMENT OF EDUCATION AND THE ARTS
BOB WISE OFFICE OF THE CABINET SECRETARY KAY GOODWIN
GOVERNOR STATE CAPITOL BUILDING 5, ROOM 205 CABINET SECRETARY

1900 KANAWHA BOULEVARD, EAST
CHARLESTON, WV 25305

12 October 2004

Mr. Robert Chico, Program Manager
. WVHTC Foundation
- 1000 Techriology: Dnve
Suite 1000 - -
 Fairmont, WV 26554 ..

Dear Mr. Chico:

_+ It is‘our pleasure to write in strong support of the West Virginia High Tech Consortium
Foundation’s Amber View project. The WVHTC Foundation is an established leader in
applymg technology to serve a wide range of public policy needs, and the Amber View
project is an excellent example of how the WVHTC is responding to the needs of law

- enforcement officers and parents in their: efforts to recover.abducted children.

From our perspective, the Amber View project is first and-foremost-a powerful new-law
enforcement tool that builds on the strengths of the existing Amber Alert prograni and
~increases the hkehhopd thiat abducted childfen will be recovered more quickly. But the
Amber View project also represents-an innovation of existing biometric tectinology that
holds great potential for other applications, as well. For both reasons, the Amber View

" project is of great value and utlhtyL—not only for West Virginia, but also for the entire
nation.

Children may only be 20% of our population, but they are 100% of our future.
Harnessing the power of technology to recover abducted children is a key strategy in
keeping our cluld:en safe and providing them—and all of us—with a brighter future.

Sincerely,
modwin - W
Cabinet Secretary Deputy Secretary
PHONE: (304) 559-2440 . R o . FAX: (304) 558-1311 °
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‘ . F.2 Letter from Harrison County Schools

HARRISC )N C ()l)N'] Y SCHOOLS

BOAKD OF Fnl JCATION
W10 : '

FAMES L REASER

oftechnology,

. “Twas'very pleased tohave Harrison County Schools included v your initial Phasce
1 .P.rojcct. llh_n_\'fe every.confidence that you will find a greal acceptance and utility for
irther-feghthat, upon the-success of Phase ), dmberFievw will be readily
epted zmd highly rcgardcd by all agcncxes whxch rcspond W emergency muallom

o
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F.3 Letter from Marion County Board of Education

i 8 A

November 8, 2004

JMrRo
VUL

ﬁ b

v i "M—Janﬁ/c‘e\* %

dBP;:ssh
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F.4 Letter from Monongalia County Schools

TY SCHOOLS

gamtown, WY 26301

MONONGALIA COU
13 Seuth High Streew Ma
Phone 3032919219

BRI

] Monougﬂm Cuunh
ok Iomard m havmn thu nppmlumtv for our schools to

S - PROPERTY OF
National Criminal Justice Refarence Service (NCJRS)
Box 6000
66  Rockville, MD 20849-6000
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	ExecutiveSummary 
	ExecutiveSummary 
	Over2,000children are reported missing orabducted each dayin the United States. Whilethe vast majority will besafely returned,about115are murdered each year. Seventyfour percentofthose murdered,are murdered in thefirst three hours. Wecan and mustdosomething to stopthis. TheAmberView program can help. AmberView is a pilot program developed bythe WestVirginia High Technology Consortium(VVVHTC) Foundation to work in collaboration with AmberAlert programsacrossthe country. 
	TheAmberView conceptis to take advantage ofthe latest, cost-effective computerand communicationstechnologiesto help in the critical first hours after a child is abducted. 
	Momentsafter an AmberAlert is declared,AmberView enablesthe AmberAlert information coupled with a high-resolution 3-D imageto be broadcastoverthe Internet and wireless networksto law enforcement,newsorganizations and interested individuals in the region wherethe child could be located. Police officers in patrol cars equipped with standard laptops with an Internet connection(an increasingly common situation)would immediately be notified along with detailed information and an interactive visual image ofthe ch
	FoxNews.com 

	pages within seconds. And anyone who hassigned upto be notified ofa child abduction in their region would receive notification with the enhanced imageembedded 
	in a high-priority email. Eventually,wireless Personal Digital Assistants(PDA's)and cell 
	phoneswould be included in thesystem. 
	In the Pilot,the high resolution image wasgarnered using three 3-D cameras. Forthe 
	Pilot,the cameraswere used to enroll a total of230children ranging from 10to 14 
	years ofage atthree schoolsin three different counties in WestVirginia. Enrollment 
	wascompletely voluntary with parents required to sign consentforms. Theinformation 
	wasstored on a secure server. (Dueto the privacy requirementsofthe testing phase, 
	all information wasdestroyed atthe end ofthe Pilot.) 
	On February 2,2005the Pilot AmberViewsystem was publicly demonstrated atthe WVHTCFoundation in Fairmont,WestVirginia. It waswell attended by officials from the National Institute ofJustice(NIJ), U.S.DepartmentofJustice,school administrators, law-enforcementofficials, State AmberAlert officials, representativesfrom the private and public sectorand news-media communities. Thisdemonstration resulted in numerousnewsitems,including a widely-distributed Associated Pressarticle. It was alsofeatured on ABCsGood Mor
	It wasconfirmed in the Pilotthatthe AmberViewconceptcould besuccessfully 
	implemented. It wasalsofound to beenthusiastically embraced by parents,teachers 
	and school administrators,law enforcementofficers, media and others involved. 
	This project(AmberView)wassupported by Award No2004-LT-BX-K002awarded by the National Institute ofJustice,Office ofJustice Programs,USDepartmentof Justice. Theopinions,findings and conclusionsor recommendationsdo not necessarily reflect the viewsofthe DepartmentofJustice. 
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	The WestVirginia High Technology Consortium(WVHTC)Foundation would like to thank the National Institute ofJustice(NIJ), United States DepartmentofJustice and their representatives,for their supportand encouragementin Phase I ofthe AmberView effort. 
	It is importantto express appreciation forthose companieswhoactively participated in this novel initiative: 
	A. BodyshapeScanners,Inc./Wicks&Wilson Corporation 
	B. Direct Dimensions/Minolta Corporation 
	C. Galaxy Global Corporation 
	D. GenexTechnologies,Inc. 
	E. Octree Corporation 
	F. Lawrence K.Schrank 
	•

	Toeach ofthese program participants,weexpressourappreciation for the efforts and equipment provided. 
	• 
	1.0 Introduction 
	1.0 Introduction 
	1.1 Background 
	1.1 Background 
	Oneofthefew areas where all Americans,regardlessof race,religion, gender,age, political affiliation, or position on controversial issuesofthe day,can agree is thatour children should be protected from abduction bystrangers. The numbersarefrightening. Approximately800,000children are reported missing each year,an average ofone child every40secondsaround the clock. It is estimated that in 58%ofthese cases, there is no indication offoul play,justa reportofachild missing or runaway. However, about115children wi
	Oncea local matter known mostly to thefewtouched bysuch tragedies,the full scope ofthe horror has becomewidely known in recent years with the adventof new communication methodssuch ascable news. Theabduction ofa Polly Klaas in California now becomesa highly-emotional true story experienced in almost real time by millions acrossthe country. Tragic endingsleave usangry and fearful and,in some cases,thinking there must bea better wayto handle such situations. 
	Many have realized thatthe immediate,widespread communication ofa child-abduction incident would bea major keyto a solution. The killer ofPolly Klaasencountered law enforcementwithin an hour ofthe abduction but he wasn'tarrested. Instead,they 
	helped him pull his caroutofaditch and sent him on his way. Theydid not knowthat the nearbycrime had even taken place! 
	A numberofefforts to improvethe situation have been undertaken. The most extensive,AmberAlerts,started afterthe 1996abduction ofAmberHagerman,9years old,ofArlington,Texas. The"America's Missing:BroadcastEmergency Response"(or AMBER,forshort)system is a voluntary partnership between law-enforcement agenciesand local television and radio broadcasters. 
	Whena child has been abducted and believed to be in dangerofserious bodily harm or death,the broadcasters agreeto interrupt regular programming to broadcast an emergency bulletin.'It employsthe Emergency Alert System(EAS)that is typically used for alerting the public to weather,civil or national emergencies. 
	Bythe middle of2002there were 14statewide systems in operation. Theywere credited with the safe recovery of19children. OnApril 30,2003President Bush signed legislation making AmberAlert a national program. While systemsare usually organized atthe state level,this national program helpscoordinate state plans,train state officials and showcase newtechnologies. Statewide Amberalert systemsare now in place in all 50states(Hawaii completed thesystem on February 18,2005). They have been credited with atotal of192
	Laterefforts have involved adding the use ofthe Internet into the communications mix, using email and Web pages. Foradditional information on missing children,including 
	•AmberAlert, and referencesto the statistics used in this report,seethe sourceslocated in Appendix A. 
	Thetimely communication to thousands via radio,television,the Internet, roadside 
	signs,etc. with the newsthat a child abduction has'taken place hasclearly been 
	successful and prevented ordeterred manytragedies. The value ofthe information 
	currently communicated is limited, however. Adescription ofthe clothesthe child was 
	wearing,even if available, mayor maynot be valuable. Thequick broadcastoverthe 
	radio ofthe description and license plate numberofthe vehicle used in an abduction 
	could be whatresolves a particular case butsuch information is usually notimmediately 
	available. In a recentcase with a tragic ending,it took 19hours beforethe child's picture wasavailablefor broadcast.And whilejustthe knowledgethat an abduction has 
	taken place is extremely valuable by itself, a majorquestion remains. With all our new 
	technology and computersand the Internet,couldn't more bedone? 
	-Astudy provided bythe Attorney GeneralofWashington State indicatesthatthefirst 3 hours afterthe abduction are critical forthe safe recovery of abducted child. These statistics showthat astaggering 74%ofthe children murdered are killed in thosefirst three critical hours. This statistic is theforcing function for AmberView,asystem designed from the startto aid the AmberAlert coordinators in getting powerful information and an enhanced imageoutto the massessothat a quick recovercan be made. 
	Wesee AmberView having an impactin three major manners:
	• 
	1. 
	1. 
	1. 
	AmberView is the mechanism wherethe entire law enforcementcommunity is madeawareofthe criticality ofa rapid investigation and a timely alert. 

	2. 
	2. 
	TheAmberViewsystem is loaded and ready whenthe AmberAlertofficial needsa mechanism for a rapid, massalert. 

	3. 
	3. 
	Theexistence ofthe system can very well beadeterrent,the optimum success. 



	1.2 AmberView Concept 
	1.2 AmberView Concept 
	AmberView is the nextstep. Theidea is to preload acomputerdatabase with whatever information that maybe relevantto an abduction,including enhanced imagesofthe children in the region. TheAmberViewsystem comesalive if a child in the region is reported missing and the evidence,asreported bylocal law enforcement,rises to the level necessaryto trigger an AmberAlert(asdetermined bythe official AmberAlert Coordinator). TheAmberAlert official then entersthe secure AmberView system, matchesthe missing child informat
	morecommon).Broadcasters,journalists and the general public would be provided with relevant information and the enhanced image. 
	•
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	1.3 WhyEnhancedImages? 
	Thegoal is to quickly,within minutes,havethousandsofeyeson the lookoutand able to recognizethe abducted child. But howdowe makethoseeyes"productive"ortuned to recognizethe victim based,perhaps,on a briefsightingfrom achance viewpoint under unknown conditions? 
	Aclue can befound bystudying the human visual system. Theability of people to navigate and operate in afast-moving,three-dimensional world is remarkable and is unmatched byanycomputerized system. A popular misconception is thatthe human 
	vision system is similartotwotelevision cameras(the eyes)connected to a computer(the brain). It is much more complex(and notwell understood). Wedo knowthatthe 
	•

	processing begins right in the eye itself where layers in the retina perform sophisticated operationsthat begin to identify features in the scene(such asedgesand movement). 
	•

	Bythe timethe information reachesthe brain,a large amountof higher-level information hasalready been extracted. It mayseem that wesimplysense whatis essentially a videoseen by ourconscious"self"in some,way. Indications are that information derived from the scene actually goesto manystructures in the brain with specialized and somewhat mysteriousfunctions. Here it maybecombined with previously experienced visual,emotional and otherinformation. 
	Alarge part ofthe human brain, perhaps half, is devoted to vision and visual 
	recognition. And within this, much is dedicated to identifying faces.Infants spend a lot 
	oftime studying faces. It is now believed that problemscan arise later in life if an infant 
	does not haveenough"face time"studying movingfacesata close range. 
	Thegeneral strategythat humansuseto recognizefacesis partly understood. Alarge 
	amountofeffort is undertaken in analyzing the individual componentsthatconstitute a 
	face and howtheyoperate. Thisincludes eyes,nose,mouth and so on. Asan 
	indication ofthe accuracy and sophistication ofthis capability,often slight abnormalities 
	in aface that would be hard to distinguish by measurementsare readily apparentto 
	even a child. 
	The human visual system developed partly to enhancesurvival by quickly recognizing friend orfoe in the"real world"not in a world of photographs. Weseem to build up a mental modelofsomeone'sfacefrom viewing it from manydirections as weinteract 
	•

	with the person or view their movements. Wecan then use this to almost instantly identify someonefrom even a brief, distant glimpse. 
	Thetaskfor AmberView,then,is to devisesomewayto harnessthis incredibly powerful human recognition capabilityforfinding abducted children. The method selected wasto generate a highly-realistic computerized modelofchildren using a,3-Dcamera and then,in the caseofan abduction,to broadcastthis to thousandssothey can,hopefully, become visuallyfamiliar with the child with afewsecondsofinteraction with the model. Thegoal is thousandsofeyessensitized to the.missing child and helping law enforcement return the abduc
	The needfor positive identification of missing children has been well documented and a robust program offingerprinting children has been well established. Unfortunately, identifying missing children throughfingerprints haslittle to dowith returning the children safely. Recent years have proven to be tragicfor children being abducted and harmed,resulting in developmentof"AmberAlert" programs in manycommunities. Theevidence suggeststhat a detailed description ofthe missing child, broadcast quickly, is paramou
	1.4 AmberViewPilotProject 
	TheAmberView Project wasa coordinated pilot program in WestVirginia designed to work in collaboration with the State and National AmberAlert Programs. This planned 
	•

	effort demonstrated the ability to massbroadcasta digital 3-Dfacial picture ofa missing child to law enforcementofficials, media organizations,shopping malls,airport monitors, 
	•

	cell phonesand otherdestinations within minutesofthe abduction. 
	Thestudy population included 3-Dimagesfrom a sampleof middle school studentsas well assurveys,interviews,and questionnairesof participants to collect valuable data and information to measure and evaluate the effectiveness, utility and perceived usefulness ofthis novel project. No personal information wascollected during the imaging or with the surveys,interviews,and questionnaires. 
	April 2004 
	The WestVirginia High Technology Consortium(WVHTC)Foundation wasawarded a contractfrom the National Institute ofJustice(NIJ), U.S.Departmentof Justice to implementthe Pilot project study. Thiseffort resulted in the voluntary acquisition of230 3-D imagesofWestVirginia school children from multiple regions(counties)aged 10to 
	14. On February2,2005,the Pilot AmberViewSystem wasdemonstrated to governmentofficials, business representatives,law enforcementofficials, media organizations,academia and the general public atthe WVHTCFoundation facility in Fairmont,WestVirginia. 
	Coordinate Coordinate Meetwith With State With County PTAand Superintendent Superintendent Issue Media ofSchools ofSchools Releases 
	• 

	Garner Capture Parental Images Approval 
	• Secur Database 
	During the demonstration,a simulated faxed reportofa child abduction washanded live 
	to the AmberAlert Coordinator(AAC)for WestVirginia. Using the information 
	contained in thefax he wasable to confirm the identity ofthe child and thatshe had 
	been enrolled in the AmberViewsystem. Then,afterfurtherexamination ofthe details 
	ofthe situation asreported bythe police officer on the scene,he decidesto declare an 
	AmberAlert. TheAACthen accessed thesecure AmberViewsystem and,using the 
	investigation information,found the enhanced imageofthe missing child in the 
	database along with other relevantinformation. Thenthe AACselected the region 
	wherethe AmberAlert wasto be broadcast. The AACthen wasasked bythe system to confirm both the image and the area. After confirmation,the image and other relevant 
	•

	information wassentto multiple addressesin the region. 
	Within afewsecondsthe group gathered forthe event heard the blast ofa police car's siren confirming thatthe 3-D model wasnow being viewed on a laptop in a police vehicle in a nearby parking lot. Within minutes,pre-selected membersofthe audience arose holding their cell phonesto announcethata police agencyora newsorganization oran individual,all miles away,now had the alert information and were viewing the 3-D modelofthe missing child. 
	Theeventresulted in numeroustelevision and press stories. ACDofthe press coverage is attached to this report. Thisincluded a widely-distributed Associated Press article and wasalsofeatured on ABCsGood Morning Americatelevision program. 
	1.5 AdditionalInformation 
	1.5 AdditionalInformation 
	Appendix Acontainscontactand otherinformation on AmberView. There are also 
	addresses,phone numbersand Internet links that can be used to obtain additional 
	information about missing children and the agencies and organization involved. 
	Appendix Bcontains adetailed description ofAmberAlert and how it operates plus how the AmberViewsystem fits in with it. Thiscompact.description brings all ofthe relevant information together in one place and is a good sourcefor discussion material. 
	•

	Since evaluating 3-D camerasfor use in AmberView wasa major part ofthe Pilot,the details ofthe use and evaluation are contained in Appendix C. Appendix Dcontainsthe safety statementsfrom the camera manufacturers. 
	A lot ofthoughtand effort wentinto developing the education materials,forms,surveys, questionnaires,and related items used in the Pilot. The majoronesare included in Appendix E. Appendix Fcontains letters ofsupportfrom the State ofWestVirginia and the school districts involved. 
	• 
	• 
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	2.1 TheChallenge 
	2.1 TheChallenge 
	Thedevelopmentofa practical child-visualization system to help preventa tragic ending when a child is abducted faces manychallenges. Theyinclude: 
	a)Speed— Visual information must be communicated very quickly after an abduction occurs. 
	b)Effectiveness—To provide morethan a marginal increase in the probability of the safe return ofa missing child,a system must be capable ofenabling a large numberof people to effectively identify someonethey have never met,probably based on a brief, chancesighting. 
	c)Coverage—To beeffective,information needsto be madeavailable notjustto law enforcementand the news media in the area ofthe abduction butto the publicthroughoutthe areato wherethe child mayhave been moved in thetime available. 
	d)Convenience— If a large numberof people areto receive AmberView information overa wide area and they are to immediately begin lookingforthe missing child,the AmberView Alert information must be in a convenient,readily usableform requiring very little or notraining,education orexperience. 
	e)Cost—Since wecannot predict which individual children will be abducted,to be effective a large fraction ofchildren that are in the high-risk age and gender categories must beenrolled for AmberView. This meansthat the enrollmentcost perchild must be relatively low. Likewise,the cost to local law-enforcement agencies,both in time and money,cannot beexcessive. And,if we hope that a large numberofordinary citizens are to beon the lookoutfor a missing child in the critical first hours,the costto individuals mu
	2.2 ThePlan to Addressthe Challenge 
	TheconceptofAmberView is to develop an effective and efficient visual identification system for missing children byleveraging existing,commercial products and servicesto solve these challenges. The plan is asfollows. 
	a)Speed Plan -Thesolution to thespeed issue is to acquire any needed information before hand,in an enrollment processand to safely store it in a secure computerdatabase where it can be accessed if thatchild is officially declared to be missing. 
	From atechnical viewpoint,advancesin the areasofcomputertechnology such asservers,database software and large disk drives makethe storage and fast retrieval ofthis information for distribution on the Internet achievable atalow cost. 
	• 

	b)Effectiveness Plan -Asystem to enhancethe visual identification ofa child dependson the incredibly-powerful ability ofthe human visual system to identify faces. Asnoted above,studies overthe yearsshed somelight on howthis works. People are capableofalmostinstantly identifying, with a high degreeof accuracy and reliability, someonein a photograph,overa wide rangeof viewpoints,lighting situations,contexts,etc.if they arefamiliar with the person through visual interaction. This,ofcourse,includesfamily andfri
	Tests haveshown,however,that humansare notgood at identifying unknown 
	peoplefrom just photographs. It seemslikely that we must build upsomeform of 
	mental model by viewing the movementofsomeone'sface before wecan readily 
	identify them under widely varying viewing conditions. 
	Thegoal ofAmberView is to very quickly provide this"visual familiarity" with a 
	child one has neverseen before to a large numberof people. Theapproach 
	taken here is to take a3-D photograph using proceduressimilar to conventional 
	photographyand then to be able to quickly distribute the 3-D modelovera wide 
	area such thatthe child can bequickly viewed from a wide variety of viewpoints 
	to build upa mental modelfor later identification. These viewscanemphasize 
	thosethatare especially relevant in a missing-child situation such asthose of 
	someonein a passing car,ata shopping mall,orconvenience store. 
	Tobeeffective,for example,the modelofthe child'sfacesentto rapidly sensitize the viewerto the appearanceofthe child mustbeaccurate;otherwisethe results could be counterproductive. 
	c)Coverage Plan —The distribution of visual and otherinformation to a large numberoforganizations and individuals very quickly and ata low costcan now, ofcourse,be readily accomplished using the Internet. With almost all offices and businesses wired for high-bandwidth accessand a large percentage of homes having access(60%have high speed),AmberView leveragesthis resource. 
	d)Convenience Plan— While acquiring text and photographic information,storing it in a database and then distributing it widely overthe Internet has been a reality forsometime(e.g.,cnn.com),howcan this be donein 3-D? Asit turns out,this technology has been developed for other usesand is nowcommercially available. 3-D camerasthat use patternsoflight projected on to someone'sface. over,say,afewsecondsto acquire a highly-realistic 3-D data set are readily availablefrom several companies. Methods have been devel
	automatically processsuch data into 3-D modelsforinclusion in conventional databases. In addition,such modelscan be retrieved and viewed in 3-D byan 
	• 

	almost unlimited numberof people using widely available Internet browsers(such as Microsoft's Internet Explorer)at nocostto the viewer. Again,AmberView leveragestechnology developed overthe yearsatgreatexpensefor other application areas. 
	e)CostPlan — Asnoted above,the costfor securely storing large amountsof 3-D and otherdata and then distributing selected portions to a large numberof users in an emergency has become very inexpensive in recent years. 3-D cameras, however,are not in widespread use and are still relatively expensive(they ranged from $11,000to $26,000forthe three camerastested for this project). There are no inherently expensivecomponentsin these systems,however,and it is expected thatcamera costwill drop significantly as unit
	It should be noted thatseveral very low-costtechnologies existfor acquiring 3-D face information(two-camera systems,extraction of3-Dshapefrom oneor more photographs,etc.)butthat modelaccuracy maynot yet beconsidered adequate for AmberView use. However,the use and conversionfrom 2-Dto 3-D imagesis 
	acostoption that needsto befurther explored and evaluated in Phase II to 
	ensure broad acceptance and utilization. 
	Softwareforthe automatic processing and generation of3-Dface modelsis availableforlessthan the costofacamera andfree 3-D viewersare also 
	• 

	available, making the costofcamerasthe majorequipmentexpenditureforan AmberView implementation. There are,ofcourse,major non-equipmentcosts involved in organizing and implementing an AmberView system such as photographing large numbersofchildren. Theorganizational,administrative, and maintenancecostsalso require review,to ensure effective utilization and program longevity and understanding. 
	2.3 Long-TermIssues 
	There are manyissuesto examine when considering the implementation ofan 
	AmberViewsystem. While an effort was madein the Pilot phaseto addressthe 
	importantissues, manywill, nodoubt,continueto besubjectsfor discussion in the 
	future. The majorissuesthat have surfaced are asfollows,in a roughly decreasing 
	orderofimportance,ascurrently perceived. 
	2.3.1 Safety It is the goal ofthe AmberView effortto enroll large numbersofchildren whereeach maybe photographed in 3-D multiple timesduring their childhood. It is vitally important thatthe 3-D photography processitself pose nodangerto a child. This wasthe most 
	importantconsideration in the selection ofequipmentin the Pilot and will continue in later phases. 
	• 
	Aswill be described in more detail below,the three scanners used in the Pilot acquire a 3-D representation by projecting a pattern oflight on to the subject'sface over a short 
	•

	period oftime,usually afewseconds. Aconventional digital or video camera captures 
	a photo of howthe light is distorted bytheface. Acomputerthen calculatesthe actual 
	3-D information. Onecameratested usesastandard video projectoras you mightfind 
	in a housefor viewing videosor in an office meeting room to view presentations. The 
	second usesa custom light projector with similar characteristics while the third usesa 
	fast moving sheetofeye-safe laser light. 
	In all three casesstatementswereobtained from the manufacturers attesting to the 
	safety ofthescannerswith humansubjects before the scanning ofchildren began(see 
	Appendix D). Forthetwosystemsthat use conventional white-light projection,the 
	effect is very similar to being photographed with a cameraflash,especially one with a 
	"red eye"reduction feature in use wherethe lightflashesseveral timesovera short period. Outside observers will notice, however,the projection is actually ofa quickly 
	changing pattern, ratherthan uniform illumination. The potential risks to a child, if any, is thus very similar to that ofconventionalflash photography which obviously has a long history ofsafe use. 
	Thethird employed laser illumination. This mayhave advantages in acquiring a data setwith precise information because of,for example,the uniformity ofthe light. The dangerof powerful lasersto humans,especially to eyesight,is well known. This is primarily, however,dueto the ability ofalaserto generate aconcentrated beam that will focusthe energyon to onesmall spot. Thedamageincreases with the length oftime
	• 
	thatthe beam isfocused on thesamespot. Alaser beam that is notfocused on a single spotorthat is constantly moving will besafer. Thelaser illumination used in one ofthe Pilot camerasis spread outinto a"fan beam"orsheetoflight, ratherthan a point, and it is constantly moving to sweepoverthe subject'sface. Based on current knowledge it is therefore"eye safe"and poses no known dangerto humans. 
	Whilethe methods used in the Pilot are believed to becompletelysafe and no injuries orcomplaintsoccurred,the issue ofsafetyshould always be an area ofconstant diligence. And while thethree cameras used in the Pilot wereshown to be safe, scrutiny must,ofcourse,be applied in this area to any newcamera ortechnologies considered for use. 
	2.3.2 Privacy After safety,the privacy ofthe personal information ofthe enrolled child is perhapsthe single greatest issue ofconcern. Whilethe Pilot enrollment wasvoluntary,requiring a signed parental consentform,privacy is nonetheless a powerful and controversial issue that will be debated for a long time. However,withoutthe collection ofcertain biographicdata to be used in conjunction with displayed photos,the AmberView 
	Program haslimited benefitor value. However,security ofthe information is the majorconcern. 
	• 
	There are,in general,severaltypesofinformation thatcould, potentially, bestored in the database. Theseinclude: 
	•

	-identification(child's name,address,gender,date of birth, phone number) family(parents'namesand addresses,sibling and grandparentinformation,etc.) school(grade,etc.) 2-D or3-D photo 
	-legal(custodysituation, restraining orders,etc.) parentsorlegal guardians,names,addresses,social security number dateof photo 
	In the AmberView Pilot Project, NOpersonal identifiers or other information linking the student volunteersto the scanned imageswere acquired(this wasdueto NIJ Research constraints). During the February2,2005demonstration,"bogus"biographic information concerning the scanned studentvolunteer wasused. 
	While addressed in the Pilot,the exactitems needed in an operationalsystem(and which items would be madeavailable to who)remain to bedetermined in conjunction with the AmberAlert Coordinator. 
	Thesensitivity ofthe issue depends,to a large extent,onthe collective setof information thatcould beobtained from a database and potentially putto undesirable use. Forexample,justthe nameofa child in a database may be useless in isolation. If combined with a homeaddress,an email addressorthe nameofthe child's school, concernscould rangefrom unwanted commercial mail to online communicationsofan undesirable nature to atargeted abduction. 
	Asimple solution that has been used in previous child identification systems is to place all the information on a plastic card the size ofa credit card for the child's parents and then to delete it immediatelyfrom the enrollmentcomputer. In other words,there is no database;the information is only possessed bythe parents. Atypical card would have the child's nameand birthday plus a photo ofthe child's face and oneor more fingerprints. Thiscould beenhanced byadding a 3-D or2-D photo orotherinformation in digi
	Such a card can be useful outside ofthe AmberAlert system and could be provided to 
	parentseven if a database is maintained. If a child becomes missing in a store,for example,a parentcould immediatelyshowthe card to store security. In the caseofan 
	abducted child, however,the card would need to be produced bythe parentand the 
	information somehowtaken orcommunicated to a central location. An unavailable, 
	misplaced orlost card would be useless. This processwould take valuabletime, 
	effectively reducing oreliminating thefastdissemination ofthe child's information,one 
	ofthe majorgoalsofAmberView. 
	Lawsthat restrictthe acquisition and use of private information vary atthe state,county 
	and local levels. Thetaking offingerprints by authorities is severely restricted in some
	411 
	regions,for example. A person'sface is considered to be moreorless public information,however,and there are little or no restrictions onsimplytaking a photo of 
	•

	someone'sface in a public place. Inappropriate use is another matter,ofcourse. The 
	taking ofa3-D photograph hasgenerallyfallen underthesamerulesasa photograph 
	butthetechnology and use is sufficiently newthatthe legal distinctions between 2-D 
	and 3-D mayevolve in unpredictable waysin thefuture. 
	Fora numberofreasons,including security,standardization and control, it wasplanned that AmberView databases would be set upand controlled bythe WestVirginia State AmberAlert Coordinator within the WVState Police Department. Information would be released to restricted groupsonly undertightly prescribed conditions asestablished and utilized bythe State AmberAlert Coordinator. In anyevent,high standardsofsecurity will need to beemployed by WVHTCand those whowill be entrusted with the AmberView data. 
	2.3.3 Effectiveness AmberView is based on the beliefthata rapid dissemination ofa child's photograph and associated information will aid in the visual identification ofan abducted child by law enforcementand the general public,and will result in a reduction in the pain and suffering ofsuch a child and in an increased chancefor survival. 74%ofthe abducted children whoare murdered are dead within three hoursofthe abduction. Since child abduction is,thankfully, rare and large numbersofchildren would need to be
	overa considerable period oftime,the quantitative effectivenessofan AmberView system in actual usecannot betruly knownforsometime. 
	•

	It maybe desirable to conducttests ofimproved identification in,forexample,staged casesofchildren being driven pastan observer. Examining pastcasesforopportunities for visual identification that mayhave existed could be undertaken. While such efforts might be useful,there are simplytoo manyunknownsto make valid predictions. Identifications are often chanceoccurrencesthatare difficult to predict analytically or statistically. Theoretical results can be very sensitive to the particular setof assumptionsselect
	The method used in the Pilot to obtain some measureofexpected effectiveness wasto 
	consultthose with actual experience in such cases,law enforcementofficers. The 
	general belief wasoverwhelminglyfound to be that, yes,such a system would,if properly implemented,be beneficial. It would certainly be welcomed asa newtool by 
	those professionally responsiblefor handling abduction cases,partly becausethere are 
	sofew tools available to them today. 
	Biometrics is the use of physical attributes(fingerprints,facial features, patternsofthe 
	eye's iris, etc.)to identify orconfirm the identity ofa person. Biometricsystemsare being developed for both security and convenience(gain entryto a building orshorter 
	line atan airport,forexample). Mostsystemstoday require the cooperation ofthesubject by,for example,placing a particularfingeron asensororstanding still fora 
	•

	photograph. Future systems,especiallythose based onfacialfeatures,will eventually be used for surveillance of unawareindividuals at airports, bordercrossings and other areas. TheAmberView data collected for an abducted child could eventually be used bysuch systemsto increasethe likelihood that a child would be located. The utilization ofsuch biometrictechnology will beconsidered and evaluated in future AmberView efforts. 
	2.3.4 Cost Bytaking advantage ofexisting computerand Internettechnologies and products,the costto store and widely distribute AmberView information is very low. Thecostof organizing, managing and conducting the enrollmentoflarge numbersofchildren would be much moresubstantial, however. And while some police departments have already equipped vehicles with laptop computersand Internet access,many have not. Thecost to assurethat all police on patrol could immediately receive AmberViewinformation 
	could be substantial in somecommunities. Determining the actual cost has been a major part ofthe Pilot and will continue in Phase II. 
	Although there has been virtually universal supportforthe AmberVieweffort to date, critics could question whetherthe costs would be betterspentelsewhere(perhaps until thefirst child is returned to his or her parents aided byAmberView). Questionswill, however,remain overwhoshould pay. Candidatesfor consideration include governmentatthefederal,state,county and local levels, national orlocal corporate sponsors,local volunteers(for labor), parents who havethe ability to pay,Boardsof Education,and soon. In somes
	2.3.5 Organization It is not immediatelyobvious howa large scale, perhaps national,implementation of AmberViewshould beorganized. Becauseofthe differences in lawsand responsibilities in variousjurisdictions acrossthe country,it is expected that AmberView systems would beorganized bystate or by regions within states,aswith the Amber Alertsystem today. It would seem clearthatstate police organizations would have a majorrole. Since overlappingjurisdiction in these matters is morethe rule than the exception in 
	be an active area ofinterest. Theconceptof regional"multi-state"AmberAlert Programsshould also be explored asa viable alternative. 
	Anotherconsideration is thatinterested groups maywish to implementAmberView-like systemsoutside the AmberAlert community. Onecould envision,for example,a system that would be implemented within a communitywhere a local alert could be 
	declared for a situation thatdidn't rise tothe level ofseriousness required to issue an official AmberAlert. 
	•

	Whilejust aboutany help thatcan be provided in finding missing children is important,it 
	is also importantthat groups,while perhapsfree to do mostly whateverthey like, not 
	work atcross-purposesand waste whatwould otherwise be valuable support. Amber 
	Alerts in one region orstate need to be recognized in all regionsorstatesto ensure 
	maximum effectiveness,efficiency,and multi-state collaboration. 
	2.3.6 Standards Sincefuture AmberViewsystemswill, mostlikely, be somewhatindependently organized and customized forthe perceived needsofa region,it is importantthat universal standards be established. This includes standardsfor picture size, what mandatory and optional information can orshould be acquired, how it is represented and stored,and how it is transmitted between systemsand to interested parties during an alert. And since the overall successofenrollment efforts may be sensitive to costs, competitio
	forthe various componentsto ensure performance,compatibility and effective utilization of resources. 
	• 
	• 
	3 TheAmberView Pilot Project 
	3.1 Organization 
	3.1 Organization 
	TheWestVirginia High Technology Consortium(WVHTC)Foundation is a nonprofit 501 (c)(3)with morethan ten yearsof Federal governmentcontracting experience. 
	Leveraging five yearsofresearch and COTSproductsuitability testing, it has 
	established the Biometrics Centerof Excellence(B10COE). Thiscenterorchestrated 
	and coordinated the AmberView pilot program in WestVirginia to digitally record and 
	store the 3-Dfacial imageofschool age children(with parental approval). The 
	biometric data will bestored on a secureserverlocated atthe WVHTC. Unlessan "AmberAlert" is posted for a child, all photosand information will be maintained in a 
	secure database accessible only to authorized users. 
	Upon receiving an authenticated request,the WVHTCwill immediately postthe 3-D imageto the AmberView Missing Kids website and simulcastthe imageto the appropriate recipients(federal,state and local law enforcement,and to all regional television stations and civic groups). Sincethe data is stored in a digital file, it can be quickly transmitted electronically to a vastarray of recipients. Within minutesof notification,thousandsof people in a several hundred-mile area will be on the alert to find the missing c
	Thiscenter capitalized on previously developed WVHTCFoundation processesand the biometrics research,testing,and training capabilities of Foundation partnersto develop, install, and maintain the system. 

	3.2 GoalsandObjectives 
	3.2 GoalsandObjectives 
	The majorgoalofthe Pilot effort wasto validate the AmberViewconceptand process. 
	Could large numbersofchildren beenrolled in an efficient and timely mannerin 3-D? 
	Would such asystem besupported bythe major partiesthat havean interest? This 
	included parents and teachersaswell asgovernmentadministrators,law enforcement, 
	civic organizations,education officials and others atthe local,state and national levels. 
	And,ofcourse,it's importantto determinethe reaction ofthe studentsand acceptance 
	and cooperation ofthecommunity. 
	Afterenrollment,could a large AmberViewdatabase be securely maintained and then 
	utilized in atimelyfashion to locate keyinformation based on early reportsfrom law 
	enforcement personnel in the minutesafter an abduction? If recovered,could the 
	relevant data be widely distributed to law enforcement,the news media and the general 
	public quickly enough to makea difference? And finally, could weexpect that a fully 
	deployed AmberView system would actually aid in the return ofabducted children? 
	The program assembled the hardware and software to enablethe immediate dissemination to proper authorities and to the publicofthe imageofthe missing child. 
	ID 

	Otherspecific goals were: 
	• 
	• 
	• 
	Todetermine optimum communication and distribution systemsforthese electronic identification files; 

	• 
	• 
	Todesign a prototype website asasingle portalforcollection and dissemination ofcritical information; 

	• 
	• 
	Todeterminetheoptimum techniquesto protectthe imagefilesfrom being accessed bycriminals and undesirable audiences;and 

	• 
	• 
	Toinitiate planningforexpanding the program within WestVirginia and nationally. 


	AMBER'. ,ALERT:. COORDINATOR 
	PKI 
	AMBERVIEW RECIPIENTS PORTAL 
	Login 

	Contact Information 
	SECURE DATABASE 
	EMERGENCY UPLOAD 
	UPLOAD 
	In-lages tlpf0i-r,nOcin
	IMAGE 
	Biometrics
	CAPTURE INVESTIGATING OFFICER 

	3.3 Tasks 
	3.3 Tasks 
	Majortasks were planned asfollows: Evaluate 3-D camerasand selectthreethat would besafe and sufficiently accuratefor use in AmberView. Arrangefortheir use. 
	-Organize and train asmallteam of personnelto perform enrollmentwithin schools. 
	• 
	-Plan and execute an extensive program ofinformation,education and discussion with agencies,organizations,groups,parents and individuals whoare interested 
	• 

	and whosesupportand approval will be necessaryor important. Selectan appropriate setofschools and classesfor enrollment. Obtain the needed approvalsfrom parentsor guardiansto implementthe scanning process. 
	Generateeducational materials,fliers, surveys and questionnairesfor(1)law enforcement,(2)governmentadministrators,(3)school administrators and teachersand(4)parentgroupsand individual parents. Selectthe software components needed and arrangeforthe developmentof processing,storage,transmission and presentation programs required to implementAmberView. 
	-Developan integrated procedureforenrollmentoperations. 
	-Conductenrollmentatselected schools,recording important processesfor later analysis. Conductfollow-up discussions and evaluations byselected participants. Develop asecure databasesystem for AmberViewinformation and establish proceduresfor administration and use. 
	-Develop pre-alert and alert proceduresthat integrate with the established Amber Alert processand the AmberAlert Coordinator. Determinethe methodsto be used to disseminate AmberView information. 
	-Decide on groupsorindividuals whoare candidatesfor testing the notification part ofan alert. 
	-Educate and establish a relationship with those selected for test notifications and solicit anysuggestionsor recommendations. 
	• 

	Establish criteria for testing and evaluation. 
	-Plan and conducta public demonstration ofthe Pilot AmberView system and disseminatethe AmberView story via multiple media outlets. 
	-Generate afinal reportforthe Pilot. 



	4 TheTechnology 
	4 TheTechnology 
	4.1 Introduction 
	4.1 Introduction 
	Several majorcommercialtechnologies were broughttogetherand integrated to 
	implementthe Pilot AmberViewsystem. Theycan be divided into four areas,(1)3-D 
	cameras,(2)face modeling,(3)display and(4)distribution. 

	4.2 3-D Cameras 
	4.2 3-D Cameras 
	There are a numberoftechnologies available to acquire 3-D information from the"real world." Industrial laserscannersare routinely used to generate 3-D data sets of existing 
	"as built"facilities such as power plants and oil refineries. While such systems have powerful capabilitiesfor industrial use such asa long range,they cannot be used with AmberViewfor several reasons. Theyare expensive(typically $90Kto $150K),are slowforscanning something assmall asaface, maybetoo powerful to becompletely safefor unprotected eyes,and so on. 
	Medicalscannerssuch asCT(ComputerTomography)and MR(Magnetic Resonance) systemsare routinely used for diagnosis and treatment planning butare unsuitablefor AmberView. Theygenerate information on internal organs which is not needed for AmberView;they are large, noteasily moved and are veryexpensive. In addition,they maynot be completely safefor routine use,especiallyforadeveloping child,a situation 
	•

	clearly not acceptable with AmberView. CTscannersdeliverasmall doseofradiation, 
	for example. 
	The3-D camerasconsidered for AmberView are short-range systems using whatis called "structured light." They have typically been developed to digitize(create a 3-D computer modelof)relatively small objects such as mechanical partsfor use in Computer-Aided Design(CAD)systemsand for scanning facesand other parts ofthe bodyfor use in medical,animation,gameor other applications. 
	There are variousformsofstructured-light systems. Theyare all based roughly on the following principal. Considera system thatsendsouta narrow beam oflight in a known direction into a scene containing someone'sfacethat is, say,4or5feetaway. A camerathen takesa photo ofthescene using aconventional(2-D)digital camera ata known,nearby location. Let's say it's afootfrom the source ofthe beam. If the beam illuminates a tiny location in thesceneand that location can beseen and automatically located bythe camera,th
	Ofcourse,in trying to obtain a 3-D modelofaface,determining a single point on the 
	face is useless; manysuch points are needed. A numberofschemes have been devised to accomplish this. A pattern of light containing many points of light or a more complex pattern, perhaps using various colors, may be projected,for example. This 
	maybe doneseveraltimesovera short period oftime,generating more points or more accurately resolving previouslyfound points. 
	An associated computeranalyzesthe patterns,or, more accurately,howthe patterns are distorted bytheface. Afterafewsecondsalarge array of3-D points(usually 
	between65,000and 450,000)is availablefor additional processing. 
	It should be understood thatthis is nota perfect process. Forexample,if someoneis standing too close to the camera,some parts oftheface may not be visible to the camera and will notshow up. Rememberingthatthe 3-D location is a calculated estimate,the accuracydependsonthe actual geometry. Someregions in space will be better("sweetspots")than others. If standing toofar away,the numberof points acquired ontheface maybea smallfraction ofthe total numberof possible points, resulting in reduced accuracy. There ma
	lighting used,forexample,in a gym orauditorium maycause problems. 
	Along with the imagesofthe patterns,a conventional color photo is also taken. It is later projected on the points within the computersothe actual color value ofthe face(or hair,or shirt orjewelry or whatever)can be determined. This makesthe 3-D model look realistic when viewed later. Aswith conventional photography,illumination and other problemscan degradethe results here also. 
	Rememberingthat3-D pointscan only be generated wherethe projected light can 
	illuminate theface and wherethe camera cansee it, the positioning oftheface is important. If the subjectis notlooking straight atthe camera,some part oftheface may be missing. And any part obscured by hair orclothing will not become partofthe 3-D 
	model. 
	Movementduring the scanning processcan easily be a problem. If multiple patterns 
	are projected and picturestaken,movementbetween imageswill result in errors. This 
	has beenfound to a problem with very young children. 
	Becauseofthe sensitivity ofthe results to lighting,the exactgeometryofthe situation, 
	etc.,there maybe calibration proceduresthat must be performed when the camera is 
	moved to a new location. 
	The bottom line is thateachtype of3-Dcamera has its own setofcharacteristics. As 
	with a sophisticated conventionalfilm camera,it takessomeexperience to"get it right" 
	and to become proficient in its use. After this learning period results can be expected to 
	be consistently good,with occasional exceptions. 
	4.3 Processing ModelsandDisplay •
	The3-D camerasgenerate an array of3-D points on aface. Various processing 
	operations are needed to"clean up"this data before it is usable in AmberView. First, 
	there maybeextraneous points(from,for example,an unruly hair)that mustbe 
	eliminated. There are often missing points also. Thisoccursaround the eyeswhere 
	light entering the eye is lost or where reflections offthe eyescan cause problems. It is 
	also necessaryto fit aseamlesssurface overthefaceso it appears realistic and notjust 
	asa setof points. 
	A very importantcharacteristic ofthese processing operations is thatthey must be performed automatically. And they mustbedonequickly,atthe time ofscanning,so the operator will know if the scan wasa successand the subjectcan be released. A problem will necessitate a"retake"asin regular photography. If even a small amountof manualeffort is routinely required to analyze and processthe data set,the workflow maybedisrupted,decreasing throughputand increasing costs. 
	Next,the 3-D model must be compressed into aform that maintainsthefidelity ofthe 
	child'sface and can be readily stored and transmitted for viewing overthe Internet. Finally,a viewer must be availablefor viewing the 3-D data within a standard web browser. An importantcharacteristic ofthe viewing software is that it mustbe able to 
	load automatically. To beeffective,the use ofAmberView must beconvenientfor law 
	enforcement,the media and the general public. It cannotrequire technical skills ora 
	complex installation process,especially during an AmberView alert. Asecond major characteristic ofthe viewer is that it mustbefree. Thisis necessaryfor widespread acceptance aswell asto ensure its rapid use(withoutthe entry ofcredit card information during an alert,for example). 
	•

	The use ofconventional 3-D graphics or"polygon"technology as used in video games would seemto bethe obviouschoicefor AmberView. It is in widespread use,is well understood and hardware accelerators are readily available in game boardsfor PCs. 
	There aresome majorlimitations, however. Such methodsare based on the use of simple polygons,triangles,to representsurfaces. Since a relatively small numberof triangles can be used to representlarge,flat surfaces,this technique is computationally efficient wherethe numberoftriangles can be limited. In video games,for example, skilled artists work with a"triangle budget"and usesmalltriangles only whereabsolutely necessaryto representcurved surfaces in orderto visually accomplish an important objective(e.g.,t
	Whendealing with organicshapeswith complex surfaces,however,the numberof 
	triangles needed to maintain fidelity becomesexcessive and burdensome. This has been alleviated somewhatin recent yearsfor display bythe use of massive amountsof hardware. Modern gamechips,forexample,use in excessof150,000,000transistors 
	forimage generation. While impressive,such chipsfail to meetthe needsof 
	AmberView. First,theyare dedicated to performing only display. Large amountsof3-D 
	•

	processing are required in AmberView which a display chip cannotaccelerate. Second, 
	to transmitan AmberView 3-D data set with the full fidelity available from the camera requiresthetransmission oflarge files. And third, not all potential viewers ofan AmberView alert will have an advanced 3-Dgamechip availablefor use in their computer. This will beespeciallytrue asAmberView movesto Personal Digital Assistant's(PDA's)and eventually to cell phones. 
	An alternative 3-D method called "Octree"technology wasadopted for AmberView. It wasdeveloped for handling large amountsof"real-world"3-D data ratherthanfor video games. It's employed in 3-D medical systems,biometrics,industrial lasersystemsand in other areas. 
	Based onthe TrueSolid packagefrom Octree Corporation,the"Kids View Builder" program wasdeveloped,partly asa resultofthe AmberView Pilot effort. It is capableof performing the 3-D processing operations in a timelyfashion and ofgenerating a compressed 3-Dfile suitablefortransmission overthe Internet. In addition,afree viewercalled "Octree View"thatcan be automatically loaded for viewing 3-D data sets in popular browsers,PowerPoint presentations and in the AmberViewfacial imagethat can be"burned"to a mini-CD a
	4.4 Distribution 
	4.4 Distribution 
	The basic premise behind AmberView is that information that will be important in 
	locating a child in the early hours after abduction will be availablefor almostinstant 
	distribution from a database. Whilethere are a numberofimportantissues concerning the establishmentand use ofsuch adatabases,the technical implementation is mostly straightforward. 
	Thechild enrollment process results in a 3-D data setin theform ofan Octree or".oct" file with a unique name,currently related to the exactcamera and thetime and datethe 
	data wascaptured. In addition,a record is generated in a databasecontaining all the 
	information determined to be needed within the localjurisdiction such asname, 
	birthday,and soon. An option within the Pilot wasto generate a mini-CD with the 3-D 
	scan and related information for later mailing. 
	Wheninserted into the CDdrive on mostcomputers it self-installs the viewerand presentsthe 3-D modelofthe child and otherinformation. Although notimplemented in the Pilot, this CDcould,in thefuture, be used to allow parents to securely update selected information abouttheir child(address,school,contact information,etc.). It would also be possible to print a card for parents that contains,say,a picture ofthe child and instructions with a password for updating child information overthe Internet 
	(or,say,via an800telephone number). 
	Immediately after a 3-D snapshot has been accepted bythe camera operator,the 
	information could beencrypted. It could besentimmediatelyto a central database via 
	an Internetconnection(wireless orotherwise). This would be preferred for situations 
	wherethe camera wasin afixed location foralong period oftime. Asan alternative,a 
	CDor DVDcould be generated and mailed ortaken tothe centralfacility. Orthe information could betransmitted whenthe camera system wasreturned to its storage 
	•

	location. In anyevent,the camera system would retain the data until its successful transmission has been positively confirmed. 
	Atthe central database it is expected thatthe database server would not bedirectly on 
	the Internet. Accessto the information would be strictly controlled aswould decryption 
	keys. If parents wereto beableto update information, provisions would need to be madefor update queriesto that part ofthe database. 
	Octreefiles contain an internal key which is checked bythe viewing program. If it is not 
	on a list ofapproved "public"keys,it cannot be displayed. It is expected that Octree 
	files, when placed in the database,would have a special non-public key. They would 
	only be viewable with a special version ofthe viewing program. In this way,if such files 
	weredecrypted and obtained outside the AmberView system,they would not be 
	viewable(at least withoutconsiderabletechnical skills). 
	Theinformation within the database would be available to those specifically authorized, based on conventional security methods. Atthetime ofan incident,in the pre-alert stage,the AmberAlert Coordinator would have accessto the data to evaluatethe situation. If heorshedecided thatan AmberAlert should be declared,the special password forsuch occasionswould be used. Afterdouble checking,the system would "re-key"the Octreefile and related information and send it(along with any new information such astime and loc
	• 
	AmberAlert server whereselected subsetswould becomeavailable to law enforcement,the news media and the general public. 
	Theform of presentation is astandard HTMLpage which can be viewed directly from the server or within an email. The requestto download the Octree viewer is a standard requestembedded in the HTMLfile. It can be downloaded from the AmberView server, if desired. 
	Standard methodscan be used to automaticallysend email notification ofan alert. It is 
	expected thatthe general public could request notification ofalerts, perhaps based on 
	the distancefrom the abduction. 
	• 
	5 AmberView Phase I Implementation and Results 
	5.1 Equipment 
	5.1 Equipment 
	Thethree 3-Dcamerasselected for evaluation were: 
	• 
	• 
	• 
	The FaceCamfrom GenexTechnologies() 
	vvww.qenextech.com


	• 
	• 
	TheVivid 910from Minolta() 
	www.konicaminolta.us


	• 
	• 
	TheTriForm PortraitScannerfrom Wicks&Wilson() 
	www.wwl.co.uk



	Arrangementswere madeto lease each camerafora60-day period. Additional information onthe camerascan befound in Appendix C. 
	For3-D processing ofthe camera information,storage,and dissemination overthe Internet and viewing within Internet browsers,theTrueSolid software packagefrom Octree Corporation(selected. Octree agreed to developthe software needed and to donate it forthe duration ofthe Pilot. 
	www.octree.com)was

	A Dell server running WindowsServer2003wasacquired. MicrosoftSQLServer was installed asthe database. For Internet access,Microsoft IIS(Interactive Internet Server)wasinstalled. Internet access wasthrough a high-speed connection. The URL registered. 
	www.amberview.orgwas


	5.2 Permissions
	5.2 Permissions
	• Anyeffort involving the research and testing of humansubjectsthat isfunded with federal moneyis subjectto an Institutional Review Board(IRB). In this casethe taking/using ofsurveys orinterviews and thetaking and storing of3-Dimagesof minor children fortesting and research are notcovered activities. Photographsand the acquisition of personal information are considered "testing" underthis law. 
	In orderto conductPhase I, an exemption wasneeded. This wasrequested on 
	August20,2004and rejected by NIJ/Office ofGeneral Counselon October6,2004. WVHTCthen initiated a request with the WestVirginia University Office of Research Complianceon October21,2004. TheWVHTCwasawarded a Notice ofApprovalfor Protocolon November5,2004. 

	5.3 Coordination Effort 
	5.3 Coordination Effort 
	It wasdetermined early in the project thata comprehensive education and coordination effort would be needed to establish firm supportand understanding for this effort. The following groups were identified: 
	5.3.1 State Level 
	5.3.1 State Level 
	A. Office ofthe Governor 
	B. Secretary of Education and the Arts 
	C. State SuperintendentofSchools 
	• 

	D. WestVirginia State AmberAlert Coordinator, 
	• 

	5.3.2 County/City 
	5.3.2 County/City 
	A. SuperintendentsofSchoolsin Monongalia,Marion,and Harrison Counties. 
	B. City Police Chiefs and officers aswell assheriff's departmentsand officers in Monongalia,Marion,and Harrison counties. 
	C. Principals/teachers involved from thethree counties where student volunteers where being scanned. 
	D. Parents/PTA organizations in each ofthe three counties used. 
	E. Meeting with studentgroupsin each school wherescanning of volunteers wasto be initiated. 

	5.3.3 News Media —TVStations 
	5.3.3 News Media —TVStations 
	A. WBOY 
	B. WDTV 
	C. KDKA 

	5.3.4 Newspapers 
	5.3.4 Newspapers 
	A. Dominion Post 
	B. FairmontTimes 
	• 

	C. TheClarksburg Exponent-Telegram 
	D. State Journal 
	It wasnotobvious how much education and coordination would really be needed. 
	Since it wasatotally newconceptand too little could cause unforeseen problems,it 
	wasdecided thatthis effort should be a priority and to make it asinclusive as possible. 
	Meetings with all Lawenforcementofficials were initiated bythe WVHTCFoundation. TheAmberView program wasoutlined and discussed at greatlength,defining the benefits to law enforcementand their cooperative role in the AmberView initiative. They weresupportive and"on board"from the onset. 
	5.4 Registration 
	5.4 Registration 
	The3-D camerasarrived during the weekof November1,2004,and half-daytraining 
	sessions wereconducted on November7,2004,with six operators. Training on each 
	scannercontinued four hours/day,three dayseach weekforthe nextthree weeks. 
	Theconceptof3-D photography wasnewto the participants and it quickly became 
	clearthat effective camera use wassomething ofan art and thatexperience would be neededfor an operatorto becomeeffective. 
	Meetings with teachers,students,and parents began on October25,2004. Afterthe 
	final meeting,a delay ofaboutone week wasgiven before enrollment began in ordertogive parents and teacherstime to read the AmberView material,sign release forms,etc. 
	•

	(but notenough time toforget whatAmberView wasall about!). On December12, 
	2004,the three scannersweretaken to the Gore Middle School and set up in three locations:the main gym,an unused classroom and an office. Thescanning of volunteer students wasinitiated. 
	Thesetup and calibration timeswere asfollows: 
	Genex: 
	Genex: 
	Genex: 
	15 minutes 

	Minolta: 
	Minolta: 
	15 minutes 

	Wicks&Wilson: 
	Wicks&Wilson: 
	25Minutes 


	Partofthe extra timeforthe Wicks&Wilson unit wasbecause it required the use ofa backlight assembly. According to Wicks&Wilson it helpsto provide a"cleaner"and moreaccurate result. A version without it waslatertested and found to give satisfactory results(although it wasnottested undera wide variety ofconditions). 
	Enrollment began atthe Gore Middle School(8th graders). The processlasted approximately 21/2hoursduring which 53students werescanned. Ateach schoolfour students werescanned three times,once with each camera to serve asa"controlled base"for later comparison purposes. 
	Genex: 17 Minolta: 21 Wicks&Wilson: 23 TOTAL 61 
	Thesecond enrollment processlasted two hoursduring which a total of44students werescannedfrom Miller Middle School(7thgraders). 
	The numberofstudentsenrolled bycamera was: 
	Genex: 15 Minolta: 18 Wicks&Wilson: 19 TOTAL 52 
	Thethird enrollment processlasted approximatelythree hoursduring which a total of73 students werescanned from Suncrest Middle School(6th graders). 
	The numberofstudents bycamera was: 
	Genex: 33 Minolta: 17 Wicks&Wilson: 31 TOTAL 81 
	In addition,3-D photosweretaken ofseveralteachersand administrators. 
	Atthe end ofthe enrollment period the equipmentwaspacked up. This required approximately20minutesfor each scanner.
	• 

	5.5 LessonsLearned 
	5.5 LessonsLearned 
	5.5.1 Lesson Learned#1:The Value ofCoordination and Communication 
	5.5.1 Lesson Learned#1:The Value ofCoordination and Communication 
	Since communitysupport is vital in any program involving children, it is necessary to directly communicate with key groups within a community. Theseshould include: 
	School Principals,Teachers,and Parents Law EnforcementOfficials(at all levels) Newspapers(helpsto educate public) TV Media Civic Organizations Public Officials AmberAlert Coordinator/Officials 
	Participants in these meetings and discussions should leave with a clearand unambiguous understanding ofthefollowing points: 
	1. 
	1. 
	1. 
	The purpose is to save abducted children. 

	2. 
	2. 
	The program is free and entirely voluntary. 

	3. 
	3. 
	The3-D photography processis completelysafe. 

	4. 
	4. 
	Studentinformation and facial imageswill be in a secure database and will only


	• be disseminated bythe State AmberAlert Coordinator if an official AmberAlert is declared. 
	5. The potential benefits to parents and the communityare huge. 
	5.5.2 Lesson Learned#2:Showthe Process If a picture(ofthe 3-Dcamera)is worth athousand words,a video is even better and a live demo better still. 
	5.5.3 Lesson Learned#3: Adjust your presentationforthe audience. Beawareofthe concernsofdifferent groups. They maybe quite differentand presentations mustbetailored foreach. Parentsare mostlyconcerned aboutthe benefit if their child is abducted. They mayalso ask aboutsafety and,aswas sometimesfound,ask aboutwhenthe rest oftheir children would beenrolled. Teachersare,ofcourse,concerned aboutchild safety but will also wonderabout 
	disruption to classesand related matters. Administrators mayalso beconcerned about budgets,paperwork and time requirements. 

	5.5.4 LessonsLearned#4:Experience is Criticalfor Enrollment 
	5.5.4 LessonsLearned#4:Experience is Criticalfor Enrollment 
	Throughput 3-D photography is new andfew haveexperience in its use. Thequality ofthe result involves several issuessuch aslighting, child position, movement,etc. It should, therefore,notcomeasa surprise thatstudentthroughputand 3-D image quality 
	•improved rapidly asthe registration teamsgained field experience. A key recommendation is that newteamsspend several daysor perhapsa week repeatedly enrolling themselvesor volunteers at various locations and under varying conditions beforetheycan be considered readyto conductreal enrollments. Thethroughput processalso requires additional review/study in an effortto increasethe numberof students being scanned or photographed each hour. It should be understood that3-D scanning ofstudents requires moretimeto 
	• 







	6 Recommendationsfor Future Work 
	6 Recommendationsfor Future Work 
	While the Pilot effort confirmed the viability ofthe AmberView conceptand process,and 
	demonstrated its operation,additional work is needed to develop it into an operational 
	capability. Someofthe important areas are asfollows: 
	• 
	• 
	• 
	Streamlinethe enrollment processsothe time required will be less disruptive and costs will belower. 

	• 
	• 
	Standardize on the child information items necessaryfor enrollment plus optional itemsthatcan beselected atthe state orlocal level. 

	• 
	• 
	Determine if it would be desirable to supportthe use ofexisting child 2-D photosto quickly expand the AmberView program before 3-Dcamerascan be deployed on alarge scale. 


	Asnoted above,software existsthatcan automatically orsemi-automatically converta high-quality conventional(2-D)photo into a visually pleasing 3-D dataset. Generating an accurate model,however,is difficult becausethere is simply notenough information presentin a2-D phototo precisely reconstructthe original shape. Thistechnology was briefly investigated in the Pilot andfound to generate3-Dfaces modelsjudged to be of someusefulness. Additional effort should beapplied to examinecurrent2-Dto 3-D conversion techn
	•

	• 
	• AppendixA-Additional Information 
	A.1 ContractInformation 
	A.1 ContractInformation 
	U.S.DepartmentofJustice National Institute ofJustice(NU) Office ofScience and Technology Hyuk Byun 8107Street,NW Washington,DC 20531 
	th 

	(202)616-1471 
	hyuk.byun@usdoj.gov 

	A.2ContactInformation 
	Mr.RobertChico WestVirginia High Technology Consortium Foundation(WVHTC) 1000Technology Drive,Suite 1000 Fairmont,WV 26554 
	(304)366-2577 
	rIchico@wvhtf.org 

	A.3ReferenceInformation 
	A majorsourceofinformation on missing children is astudy conducted bythe Washington State Attorney General's Office. The Executive Summarycan befound at report/execsum.htmland asummaryofthe results at vvww.atq.wa.qov/homicide report/sum facts.html. 
	www.atq.wa.qov/homicide 

	Theoffice ofJuvenile Justice and Delinquency Prevention(a componentofthe Office of Justice Programs,U.S.DepartmentofJustice)producesthe National Incidence Studiesof Missing,Abducted,Runawayand ThrowawayChildren report(see /). 
	www.ncirs.orq/html/oildp/nismart/qa

	A.4Missing Children Organizationsand WebSites 
	The National Centerfor Missing and Exploited Children(NCMEC) Charles B.Wang International Children's Building 699Prince Street Alexandria,Virginia 22314-3175 
	(703)274-3900 wvvw.missinqkids.orq The NCMECwasfounded in 1984asa private, nonprofit501(c)(3)charity by President Reagan and John Walsh,the hostofAmerica's MostWanted television show.(AdamWalsh,the6-yearold son ofJohn Walsh,wasabducted from a Florida shopping mall in 
	•

	1981 and murdered.) The NCMECoperates underCongressional mandatesand is the 
	•

	nation's clearinghousefor information on missing and exploited children. It operates in 
	a partnership with severalfederal agencies,including the FBI. The NCMECis unique in that it is the only nonprofit organization that can accessthe FBI's National Crime Information Center(NCIC)Missing Person,Wanted Person and Unidentified Person Files,the National Law EnforcementTelecommunicationsSystem(NLETS)and the Federal ParentLocatorService(FPLS). It operatesa 24-hourtoll-free hotline(1-800THE-LOST)in cooperation with the U.S.DepartmentofJusticefor reporting missing children and sightings. 
	-

	The NCMECemploys260people in 6statesand reportsthat it has handled approximately 2,000,000calls to the hotline, worked with law enforcementon95,000 missing child cases resulting in the recovery of morethan 80,000children, hastrained about200,000 police officers and other professionals,and distributed over21,000,000 free publications. 
	KlaasKids Foundation P.0.Box925 Sausalito,CA 94966 
	(415)331-6867 The KlaasKids Foundation is a nonprofit organization that wasfounded by Marc Klaas 
	www.klaaskids.orq 

	(his 12-yearold daughterwasabducted and murdered in 1993). It hasthe mission ofstopping crimesagainstchildren. It promotes prevention programsfor at-risk youth, strongersentencing for violent criminals and governmental accountability through federal and state legislative efforts. 
	•

	The Polly Klaas Foundation POBox800 Petaluma,CA 94953 
	(800)587-4357 The Polly Klaas Foundation is a nonprofitorganization that helpsfind missing children and helpsthemfrom going missing in thefirst place. It doesthis by promoting public policies,educating the public and providing ongoing supportand expertise. (MarcKlaas is notassociated with the Polly Klaas Foundation.) 
	www.pollvklaas.orq 

	AmberAlert WebPortal TheAmberAlert WebPortal allows anyoneto sign upto be notified ofAmberAlerts in their region. This is supported by majorcompaniessuch asIntel and HP. 
	www.amberalertorq 
	www.amberalert911.org 

	Code Amber 805Tops'l Drive 
	•

	Mandeville,LA 70448 
	(504)473-6075 wwvv.codeamber.orq CodeAmberprovidesthe CodeAmberAlertTicker. This is oneline of programming thatcan be inserted into other websites giving them the ability to display AmberAlerts on their websites. Theyclaim that it is used in over175,000systems. 
	LostChildren's Network P.0.Box550924 Dallas,TX 75355 
	(214)851-8289 The Lost Children's Network is a nonprofit organization that operates whatthey claim is the world's only television production facility dedicated to the search for missing children. Telecastsare broadcastdaily on the Dish Network satellite television system. 
	www.lostchildren.orq 

	Other Theinformation pageofthe AmberAlert WebPortal at orqs.phpcontains linksto many missing children organizations and resources. 
	www.amberalert911.com/missinq 

	• 
	Appendix B-AmberAlert and AmberView 
	B.1 Whatis AmberAlert? 
	TheAmberAlert system wasinitiated in 1996asa cooperative effort between local 
	broadcasters in the Dallas-Fort Worth area and local police units. Theimpetus behind 
	the AmberAlertsystem wastheshocking and crushing death of9year-old Amber 
	Hagerman,whowasabducted while riding her bicycle and brutally violated and murdered close to her homein Arlington,Texas. Concerned citizens shocked at her violent abduction and murdercontacted the local broadcaststationsand suggested that 
	theyissue special alerts when a child wasabducted just like they did forsevere 
	weather. The Dallas AmberAlert system wasofficially installed in July 1997. 
	AmberAlert becamea coordinated national effort in October2002with the White House Conferenceon Missing,Exploited,and RunawayChildren. OnApril 30th,2003 President George W.Bush signed the PROTECTactinto law asthe most comprehensivesetoflegislation in United States historyforthe protection ofchildren. 
	The bill provided $25million in FY2004for statesto supportAmberAlert 
	communication systemsand plans. It also removesstatutes oflimitations on prosecuting sex offensesagainst children,and authorizes the use ofwiretapping and 
	other high tech resourcesfor hunting sexual predators who prey on children. The Act 
	also created the postofa national AmberAlert coordinatorto provide resources and guidancefor state and local program coordinators and to head the initiative to standardize communication and criteria across different alert systems. 
	•

	Since its signing statewide,AmberAlert programs have been set upin all 50states, with Hawaii completing theirs in March,2005. Oneofthe keygoalsofthe PROTECT legislation and the nation-wide amberalert program is the creation ofstandard criteria forthe issuing ofan AmberAlert. Thisstandardization is key because it will both limit the overuse(and thusweakening)ofthe system while allowing neighboring states and areasto effectively broadcastAlerts in the needed areas. 
	The Federal guidelinesfor issuing an AmberAlert consistoffive criteria. Thesecriteria 
	can be expanded on or modified slightly atthis time byindividual states/coordinators, buttheir inclusion is extremely importantin orderto assure compatibility ofthe systems across regions aswell asto ensurethat only valid needed alerts are issued. 
	1. Law Enforcementverification ofan abduction 
	It is recommended that Amber plans require confirmation by law enforcementofan abduction prior to issuing an alert. Thiscomponentis essential when determining the level ofrisk to the child. Clearly,stranger abductions are the mostdangerous for children and thus are primary to the mission ofan AmberAlert. To allow 
	activations in the absence ofsignificant information thatan abduction hasoccurred could lead to abuseofthe system and ultimately weaken its effectiveness. Atthe 
	• 

	• 
	AmberView Phase I Report 
	sametime,each case mustbeappraised on its own merits and ajudgmentcall madequickly. Lawenforcement mustunderstand thata"bestjudgment" 
	approach,based on the evidence,is appropriate and necessary. 
	2. 
	2. 
	2. 
	2. 
	Risk ofserious bodily injury ordeath 

	It is recommended that plans require a child be at risk for serious bodily harm or death before an alert can beissued. Thiselementis clearly related to law enforcement's recognition that stranger abductions representthe greatestdanger to children. The need fortimely,accurate information based on strict and clearly understood criteria is critical, again keeping in mind the"bestjudgment"approach 

	3. 
	3. 
	3. 
	Sufficient descriptive information 

	It is recommended that in orderfor an AmberAlertto be effective in recovering a missing child,the law enforcementagency haveenough information to believe that an immediate broadcastto the public will enhancethe efforts oflaw enforcementto locatethe child and apprehend the suspect. Thiselementrequiresas much descriptive information as possible aboutthe abducted child and the abduction,as well asdescriptive information aboutthesuspectand the suspect's vehicle. Issuing alerts in the absenceofsignificant inform

	4. 
	4. 
	Ageofthe child 


	It is recommended thateverystate adoptthe"17years ofage or younger" standard;or,ata minimum,agreeto honorthe requestofanyother state to issue an AmberAlert,even if the casedoes not meetthe responding state's age criterion,aslong asit meetsthe age criterion ofthe requesting state. Most Amber plans call for activation ofthe alertfor children under a certain age. The problem is that agecan vary--some plans specify 10,some12,some 14,15,and 16. Differences in age requirements create confusion when an activation 
	5. NCICentry 
	It is recommended thatimmediate entry ofAmberAlert data into the National Crime Information Center(NCIC)system bea plan requirement. Textinformation describing the circumstancessurrounding the abduction ofthe child should be entered,and the caseflagged asa Child Abduction. Many plansdo not mandate entry ofthe data into NCIC,butthis omission underminesthe entire mission ofthe AmberAlert initiative. The notation on the entryshould besufficient to explain the circumstancesofthe disappearance ofthe child. Entry
	expandsthe search for an abducted child from the local, state,or regional level to 
	the national. This is a critical elementofanyeffective AmberAlert plan. 
	AmberAlert programs have proven widely successful in their primary missions— 
	recovering children in the eventofan abduction and educating the public aboutthe 
	needsfor child safety and communityawareness. According to a releasefrom the 
	Office ofJustice Programs,asof March 17th,2005the AmberAlert system had aided in 
	the recoveryof192children,with over82%ofthose recoveries coming since October 
	2002. 
	AmberAlerts currently gooutover radio stations,the emergency broadcastsystem, television stations,roadside tickers,and in somecasescell phone providers. There is also an un-sponsored AmberAlertticker hosted by can broadcastalerts overthe Internet. 
	www.codeamber.orothat

	WestVirginia AmberAlertSystem 
	TheAmberAlert plan is a voluntary partnership betweenthe WestVirginia State Police, WestVirginia Broadcasters,WestVirginia Emergency Alert System Committeeand the National WeatherService to send outan emergency messageto alert the public when a child has been abducted and it's believed thatthe child's life is in grave danger. 
	The purpose ofthe AmberAlertSystem is to provide a valuable tool for WestVirginia law enforcementagencies in the ongoing battle to protect our children while allowing the
	• 
	broadcasters ofWestVirginia an opportunity to contribute to the communitiesthey serve. Utilization ofthis plan will providefor maximum public participation to provide rapid response in the eventofan abducted child. The media,public and law enforcement mustworktogetherto ensurethe plan is notabused,which would lead to a lack ofconfidence in the plan and renderthe system ineffective. 
	• 
	• 
	• 
	AmberAlert maybe activated only bylaw enforcementagencies. 

	• 
	• 
	AmberAlert is intended onlyforthe mostserious,time-critical abduction cases 

	• 
	• 
	AmberAlert is notintended for casesinvolving runawaysor parental abduction, exceptin life-threatening situations. 


	Criteria for Activating an AmberAlert in WestVirginia 
	TheWestVirginia AmberAlertSystem will be activated when law enforcementagencies ensure all these mandatorycriteria are met: 
	• 
	• 
	• 
	Law enforcementconfirms a child 17yearsofage or younger has been abducted 

	• 
	• 
	Lawenforcement believes the circumstancessurrounding the abduction indicate thatthe child is in dangerofserious bodily harm or death 

	• 
	• 
	Lawenforcement hasenough descriptive information aboutthe child, abductor and suspect's vehicle to believe an immediate broadcast will facilitate the child's location 


	• Alaw enforcementofficer mustenterthe abducted child into NCICand must provide supporting documentation asto whythe AmberAlertSystem should be 
	• 

	activated 
	Action 
	Oncea determination is madethatthe use ofthe EmergencyAlert System(EAS)may aid in locating an abducted child,the WestVirginia State Police will provide as much detailed information asreported bythe investigating agency. This information will be broadcastoverathree-hour period via television and radio. During the first hour,the AmberAlert will broadcasteveryfifteen minutes. During the second and third hours,the information will be sentevery half hour. 
	In the eventthatthe AmberAlert is cancelled,for whatever reason,the use ofthe EAS will be immediately discontinued. In the eventthat significant new critical information is obtained,the determination maybe madeto issue AmberAlert updates. 
	B.2 WhatisAmberView? 
	B.2 WhatisAmberView? 
	Each yearapproximately800,000children are reported missing orabducted;this equatesto onechild every40seconds. Fortunately,the vast majority ofthese children are notseriously harmed and return to the safety oftheir homeand family. However, somechildren are missing againsttheir will. The kidnapping and murderofa child remainsa parent's greatestfear.
	•
	Approximately 115children are murdered each year in the United Statesasa result of 
	abduction. 
	AmberViewis a coordinated pilot program developed bythe WestVirginia High Technology Consortium(WVHTC)Foundation in Fairmont,WestVirginia, designed to work in collaboration with state and national AmberAlert Programsto aid in the recovery of missing children. The AmberView Pilot has demonstrated the ability to massbroadcasta digital,facial imageofa missing child to law enforcementofficials, media organizations,the private sector and othersources within minutesof a reported abduction. The project used 3-D im
	(grades6-7-8)aswell assurveys,interviews,and questionnairesof participants to collect valuable data and information to measure and evaluate its effectiveness. No personal information wascollected during thisfirst Pilot initiative. 
	The need for positive identification of missing children has been well documented and a robust program offingerprinting children has been well established. Unfortunately, identifying missing children through fingerprints haslittle to dowith returning the children safely. Recentyears have proven to betragicfor children being abducted and harmed,resulting in developmentof"AmberAlert" programs in manycommunities. Theevidence is quite clearthat a detailed description ofthe missing child, broadcast quickly,is pa
	•
	time is the greatestenemy. 
	40 
	Written descriptions ofthe child help the recovery by quickly broadcasting information
	• 
	and a picture to regional authorities and to regional television networks. Whatis 
	currently missing is the ability to instantaneously massbroadcasta high-resolution 
	picture ofthe child to law enforcementofficials and to the media within minutesofthe 
	abduction. However,currenttechnology now allowsthis to occur using pictures in their mostusableform —2-D/3-D high-resolution facial imagesthatcan be manipulated by 
	the viewerto view theface and head atanyangle. AmberView makesavailable a 
	valuable tool to immediately assist law enforcement,utilize the media and galvanize the 
	communityto assist in thesearch fora child immediatelyfollowing an official Amber 
	Alert. 
	B.3HowDoesAmberView Work? 
	TheWVHTCFoundation provided a variety ofinformation to students, parents,and parent-teacherorganizations,regarding the AmberView Project. A high resolution, 
	digital image ofa child's face wasthen recorded. By using a mouseorother pointing 
	device,the imagecan be enlarged and viewed from different angles, making positive 
	identification easier. All imagesand biometric information werestored in a secure database on a secureserver located atthe WVHTCFoundation. This is a voluntary program. Parents and students were encouraged to participate in this effort, however, all such decisions rests solely with parents and student volunteers. 
	•In the eventofabduction,thatchild's high resolution image is immediately posted on the AmberView missing children web site and simulcast via a web-based"broadcast" system to law enforcement,media,and private sectoroutlets within a broad region surrounding the child's hometown or area ofabduction. Sincethe data is stored in a digital file, it can be quicklytransmitted electronically to a vastarray ofdesignated recipients. Within minutesof notification,thousandsof people are able toseethe image ofthe missing
	Through state-of-the-art biometrictechnology and critical partnerships between the technology,law enforcement,media and private sectorcommunities,wecanjoin forces and collectively work togetherto aid in the recovery of missing children. Communities can now become moreactively involved by using their eyesand ears to provide"valueadded"supportto efforts oflaw enforcement. In the Pilot ofthe multi-phase initiative, AmberView validated the process(ProofofConcept)to Mass broadcasta digital 3-D imageofa missing/a
	-

	• Appendix C-3-D CameraEvaluation Thethree 3-D camerasevaluated in the Phase I AmberView project are based on illuminating ascene with patternsoflight. Photosaretaken and 3-D information is computed byanalyzing howthe patterns are distorted bythe shapesin thescene,in this casethefacesofchildren. Thistechnology is generally called "structured light" 
	scanning(although individual manufacturers mayhave their owntermsfortheir particulartechnology). 
	Such cameras have been developed for a variety of usesin medicine,industry,games, 
	cinema,biometrics, research and other areas. A popular commercial use can befound 
	in someshopping malls. Acamera is used to acquire a 3-D image of afamily or an 
	individual. It is then engraved into the interior ofa block ofglass using special lasers. 
	Theycan be used-asgifts, souvenirs,advertising give-awayitems,etc. 
	While 3-D cameras have been availablefora numberof years,they are not yet in 
	widespread use. Ascould beexpected,they are relatively expensive and take training 
	and experience to use effectively. Each camera wasdeveloped forsomespecific setof marketsegments. Sincetradeoffs always need to be madein designing a product, 
	each hasstrengths and weaknesses. Forexample,some mayhave higher resolution but have difficulties elsewhere. Somewere designed to be portable while others were not. In this section wewill attemptto evaluate how variouscamera characteristics,as 
	found in the Pilot, applyto use in AmberView. 

	C.1 AmberView Needs 
	C.1 AmberView Needs 
	ForAmberViewto bethe mosteffective,large numbersofchildren mustbeenrolled. Theefficiency ofthe enrollment process will be critical. Theoverall costfor an enrollmentwill be a majorfactor in thefuture successofAmberView. The preferred method ofacquiring the information is through yearly enrollmentatschools. This would necessitate multiple cameraswith multiple teamstransporting them,probably on a daily basis. Transportation and setuptime will be important. Ease of use will also be important,especially consider
	C.2The3-D Cameras 
	3-D camera manufacturerstypically offer multiple modelsand there are usually options. Forthe Pilot, appropriate models(and options)wereselected from three manufacturers 
	fortesting. Thefollowing discussion wascondensedfrom the commentsand evaluationsoftheteam memberswhoactually performed the enrollments atseveral schools. It is certainly possiblethatadifferent choice of modelsoroptions would have led to different results. It is suggested that anyone needing more information contact the manufacturersat: 
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	GenexTechnologies 
	• FaceCam:FaceCam.htm 
	www.genextech.com 
	www.genextech.com/paqes/603/3D 

	Minolta Industrial Products,3D Digitizers) The Vivid 910:kmpi.konicaminolta.us/vivid/products/vi910-en.asp 
	www.konicaminolta.us/(see 

	Wicks&Wilson 
	www.wwl.co.uk 

	In orderto provide some basis ofcomparison,several general areas wereevaluated for each camera,including: 
	Transportability—Thisis the moving ofthe camera and anyother needed equipment 
	(computer,monitor,tripod,cables,etc.)to aschool,assembling the system atsome specific location(classroom,gym,assembly hall, office, etc.)and then disassembling and packing forthe return to storage. 
	Easeof Use— This involves anycalibration ofthe system after it is powered up at a new location,the easeof use during enrollment,difficulties encountered during the scanning process,sensitivity to lighting conditions,the numberoftimes rescansare needed and so on. 
	•

	Overall Quality—Thisis a moreorlesssubjective evaluation of how realistically thefinal 3-D modelrepresentsthe subject. It wasfound that quite a numberoffactors contribute to this,including the visual realism ofthe skin,the quality of hair capture,the presence of holesor missing parts,the ability ofthe cameratofaithfully capture earsand soon. 
	C.2.1 TheGenexTechnologies 
	FaceCam 
	This is a box aboutthe size oftwo 
	stacked VCRs(17.25"wide,6.75" 
	high and 14"deep)and weighs21' lbs. Visible onthefront aretwo lenses(it usestwocameras)with a windowforthe projector between them. The unit is normally mounted on a tripod and can thus be easily moved up and down to accommodate people of varying heights. 
	Figure Cl-The Genex After asubject is positioned and 
	Technologies
	FaceCam 

	ready,the Genextakesabout halfa second to takethe picture(projectthe patterns and capturethe images). It then takes 
	• 

	about30secondsto generate upto about300K points. Aswith a photo,not all ofthe points will actually beonthe subject,depending onthe size ofthe subject,distance 
	•

	from the camera,settings and soon. 
	Forthe most partthe Genexcamera is intended to be a self-contained system rather than a peripheral on anothersystem. It thusdoes not have an API(Application Programming Interface)that would allow it to be controlled from another computer. This meansthat,forthe most part,one must usethe software provided by Genex,at least until the 3-D model is readyfor export. 
	Both transportation and setup arefacilitated by its use ofa specially designed "scuttle drive"computersystem. Thisis specifically built to run with the Genexcamera and a 
	full computersystem is not needed. It does howeverrequire aseparate monitorto attach to the scuttle drive,which makesit less portable than a laptop. 
	TheGenex proved to besomewhatdifficult to transport. Thecamera requires alarge caseto protect it during moving and the wholesetup including camera case,monitor, scuttle drive,accessoriesand tripod requires a dolly orcartto moveatonetime. 
	Physical and technical setup ofthe machine is fairly simple,with onlytwocords having 
	to be connected and a verysimple calibration performed. There aresomelimitations, however. TheGenex mustscan in front ofan off-white,cream,brown,orother muted color background. Thisis generally not difficult, butthe useofa back cloth maybenecessary in someenvironments. Hanging it to be perfectly flat can be difficult. 
	•

	Thesubject's head is placed tilted slightly back with the rear ofthe head resting against the backdrop. Thiscan bean uncomfortable position forsomeindividuals depending on height and weight. The need to hold the head in this position for several secondsalso makesit difficult with youngerchildren(preschool age). 
	TheGenexcamera was,in general,able to capturefaces with a high rate ofclarity without significant holesordistortions. Errors,when present,tended to be mild and limited strictly to the periphery ofan image. The mostprevalent problemsconcerned hair and earcapture in a wide range ofsituations with a variety ofsubjects. Also,the results tend to appearsomewhatless lifelike than the Wicksand Wilson scanner. In the Geneximagestheface appears more static,even claylike,and thusslightly less realistic. 
	Oneanomaly wasthe unusualincrease in significanterrors and the overall lowering of scan quality atoneschool. There werea much greater numberofimages having uncharacteristic errorsand eventhe majority ofgood scansexhibited more significant minorerrorsthan atother locations. It waslater determined thatthe room had undesirable lighting conditions. 
	• 
	C.2.2The Minolta 910 
	•Thiscamera is a little smaller but slightly heavierthan the Genex(25lbs.). It is also mounted on a tripod but in a vertical orientation. There are two openingson thefront. The bottom oneis a windowto the laser and mirrorsystem used to projecta moving sheetofeye-safe light on the subject. The upperonecontainsthe lensforasingle camera. 
	The910is veryflexible. It comeswith three lensesthatcan be used to changethe range, field ofview and precision. It can also be operated in"FAST"modeor"FINE"mode.A FAST modescantakesa halfsecond(0.3 withoutcolor)while a FINEscantakes2.5 seconds. Thegeneration ofthe 3-D point data is veryfast, requiring onlyasecond ortwo. Approximately300K points are generated in FINE modeand about77Kin FAST mode. 
	The Minolta scanner is capable of very high 
	accuracy(fora structured-light scanner). In 
	somecases it is betterthan 0.25 mm,although it 
	is somewhatless,say 1 mm,when scanning a 
	face. 
	Minolta provides an extensive API with the910 
	• 

	and it can easily be used asa componentin a largersystem.
	Figure C2— TheMinolta Vivid910 
	This unit wasdesigned to be portable and is clearly the easiestto transportofthethree. Its primary advantage in this area is that it runs via a hookupto astandard laptop computerand requires no additional peripherals. Thecamera and tripod in theircasesare still large,and even with rollers attached may be unwieldyfora single crew memberto carry atonetime. 
	Thecalibration effort required is morethanforthe Genexsystem while not being as involved asthe Wicksand Wilson. The Minolta must be calibrated using a white-light balance lens. The need to makejudgmentson camera lensesaswell asthe sometimessophisticated incremental adjustment necessary during calibration require a higher level oftraining and ability on the part ofa crew. 
	The Minolta wasfound to beexcellent in capturing the body ofa subject'sface. It was 
	the bestofthe camerasin termsofclarity and closenessto real life. It hasone major 
	flaw, however. It will seldom capture asubstantial amountofthe subject's hair. This 
	tendsto leavejusttheface"hanging"in space,perhapswith the neck and shoulders. 
	Thisis a problem becausethe modelslose the context provided bythe hair. This was 
	found to be distracting and somewhatannoying. 
	•

	• 
	• 
	• 
	The problem is apparently becausethe red laser light is noteffectively reflected bythe hair, causing a"no return"situation resulting in emptyspacein the model. This maybe understandable in thatthe othertwocamerasuse white light and were developed for scanningfaces. The Minolta wasdesigned primarilyfor digitizing mechanical parts and small objects. 
	C.2.3Wicks&Wilson TriForm Portrait Scanner TheWicksand Wilson camera or"Wickscamera"is the result ofa partnership that began in 1996 between Wicks& Wilson,a companythen in the microfilm industry,and a London teaching hospital. Thegoal wasto develop a safe and convenientdevice to capturefacesin 3-D. It usesthe "moirefringe"technique,aform ofstructured light. It projects a series offringes(parallel horizontal black and white stripes)on to the subject. Each pattern is captured byacamera and saved for later pro
	captured and later"textured mapped"on tothe modelto give it a realistic appearance. 
	Thecamera part itself is smallerthatthe othertwo but it's an integral part ofa largerfloor-standing unit. There are three itemson thefront ofthe unit. The bottom oneis the 
	windowforthe projector while thetop oneis the lensfor the camera. Betweenthem is a small LCDscreen where the subjectcan seethe camera's view of himselfor herself 
	before the scan is taken. 
	Thecamera unit requires about1.5secondsto acquire the images. Upto about444K points are generated with a specified accuracyofabout2mm.An API is provided to 
	control the camera remotely. 
	—
	To makea long story short,the TriForm is difficult to Wilson TriFormPortrait
	Figure C3 Wicks& 

	transport. This is primarily because it usesa large,lighted Scanner
	back-screen. Neitherthis northescanneritself was designed to be portable. Theydo notfold up oreasily comeapart, makingthem cumbersome. Morethan one person is required to movethe units and they are difficult orimpossible to transport in astandard automobile. 
	Physical setup ofthe machine requires a large bundle ofwires which can beconfusing 
	to separate and mustall be plugged in properlyforthe machineto work correctly. 
	Transporting the machine requires wrapping the screen and scannerseparately with 
	large blankets using bungeecords,a process which can be difficult and unwieldy as 
	well astime consuming. The machine also necessitates a box or basket in which to 
	carrythe multiple cords,outlets, plugs-ins, and adaptors necessary to run it. 
	Technicalsetup ofthe machine is also complicated. The back screen must be moved 
	forward to the propercalibration length,and then the machine test run via the internal calibration function. Lighting(ambient)during the calibration mustbethesameas during scanning,orthescan quality will suffer orthe machine mayhave an error. 
	Thenthe screen mustbe moved backto the"Scanning Distance"and the subject 
	placed atapproximatelythe original distance ofcalibration. Machinefailures do not 
	always haveto result in recalibration, but persistentimage quality problemsorfailed 
	scansorerrors mayrevealthe need to go backthrough setup and calibration. 
	Onefinal issue arises becausethe camera itself is fixed to thestand and cannot be moved upordown. In orderto properly position each subject it maybe necessaryto movethe subject upordown. During school scanning a stool which could be raised or lowered wasused. 
	Thedifficulty oftransportation,setup and calibration later paid off, however. TheWicks camera performed atthe highest level in termsofoverall image quality,consistency of images,clarity, resolution,identification, lifelikeness,infrequency oferrors, and hair and earcapture. In particular,the Wicksscannersingled itself out as byfarthe most capable in termsof hair capture and the ability to capturethe ears. TheWicksscanner also showed a particular ability to compensatefor errors. In manycasesan error on oneoft
	A particular quirk(orfeature)ofthe system is its amazing preferencetowardssubjects 
	with long hair. The presenceof hair along thesidesofthe head and downto the 
	shoulders helpsthe machinecreate afull and errorless depth offield and results almost 
	universally in perfectscansincluding full hair and earcapture. It wastherefore 
	suggested thatsubjects with long hair beinstructed to put/leave their hair down rather 
	than upforscanning to ensure bestscan quality. 
	Theonly significant errors occurring with anyfrequency with the Wickssystem are a fade atthe verytop ofthe head in somesubjects and the possibility of a majordata fade in the mid face ofa subjectdueto a lighting abnormality or subject movement. Both can generally befixed quickly in a second scan with only minimal repositioning ofthe subject necessary. 
	C.3CameraRecommendationforImplementation 
	It is expected thata single type ofcamera will be used for all Phase II enrollment. 
	Based onthe results ofthe Pilot,the camera recommended forthis use is the Wicks& 
	Wilson TriForm. In spite ofthe difficulty in transporting and setting upthe unit,the 
	consistent excellent quality ofthe results madeit the clearchoice. Agood part ofthe 
	transportability difficulty should beaddressed with adifferent modeloftheTriForm that 
	used a conventional tripod ratherthan thefixed stand. If the backlight unit wasmade easierto take apart,the system would be much more acceptable(perhapseven 
	•

	transportable in a car!). Wicks8,Wilson advisesthat"the system can be used without the backlight with differentsoftware,but perhaps with a little loss ofquality".
	• 
	In spite ofadvantagessuch asthe strength ofthe manufacturer,flexibility and high accuracy,the Minolta 910wasfound to be unsuitablefor AmberView because ofits problems in acquiring hair. Likewise,the Genex camera hasadvantages in several areas. Thequality wasvery good but wasnotjudged to be quite as high asthe Wicks and Wilson,a problem for Phase II is its inability to operate the unit asa subsystem in an integrated AmberView enrollmentsystem. It is expected thatsuch a system will be needed to maximize enrol
	It will beimportantin the longerterm to encourageacompetitive 3-D camera marketor 2-D with associated enhancementsfor AmberView. Tothis end a majorinitiative in Phase II will beto establish standardsforthis area and lookfor waysto increase the numberofstudentsthatcan bescanned per hour. Anycamera that meetsthe requirementscan beoffered for use in an AmberViewsystem. While it is recommended thatanyorganization implementing an AmberView system standardize on asingle type ofcamera,it is expected that regional 
	• 
	• 
	• 
	Appendix D— CameraSafetyStatements 
	Thefollowingletters arefrom the manufacturersofthe camerasusedinPhaseI. 
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	PARENTALORGUARDIAN CONSENTAND INFORMATION FORM 
	AmberView Project 
	Introduction 
	Mychild, ,has been asked to participate in this AmberView Pilot PrOjeot. TheWVHTCFoundationis conductingthis initiative tofulfill acontractwith the US0epartMehtofJustice Theproject will bel'undarlhesupervision ofRobertChico attheWVHTC,Foundatibn.Thispilot project haateari eXClainedlo me. 
	Purposescif.the-iStudy: Thepurpose isto evaluatethe processofusing and transmitting 30imagestb quickly",: identify a missing child. 
	DeadrilitiOnlifPrOdedbre ThisstudyinVOIVafthetaking of.1jisceririedirriegecof middle schoolChildren. 
	I: have 66eriaakedztofill oUt4-ahdetdUaatibrindira',1hatViahelpto'evaluate thi`a pedjaa 
	:have,beenjoiciffiat I may,'saa;the questionnaire beforesigningthis consentand I donot havetoabaWaralllhalqUattions if I detidalb;"participate:.Approximately200subjects are expected to participate,inthi$,atudy. All,scanned imageswill be,destroyed at the, this pildt project: 
	conclusidn.bf

	ContactPetsOns For moreinformation regarding this project, I can contact RobertChico at304/366-2577. Forinformation regarding mychild's rights asaresearch subject, I maycontactthe Office ofResearch Compliance at 304/293-7073. 
	Risksand Discomforts There,are no knownorexpected risksfrom participating in this study. 
	Alternatives leunder5tandthat I donothaveto participate in this study. 
	Slibrifitaibn date Pabel,of3 
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	Benefits 
	• 

	I yhderSte,hdlhatlhis;.,,StUdy may help mychild orotherchildren whobecome missing or get abducted Asatet4it.:ofliiikprdjott,knowledgewill begained and'other may 
	benefit 
	Confidentiality understand t.flat:MTObjgrsAPArIned•facjatimagelneylike.used in this pilot prploot. My nameorthot:of•my;child.:Or -ahyinfOrMationfrOM-WhiCh Wemight beidentified 451iblithed. AllIagidscant,Will bedestroyed atthe conclusion ofthis pilotproject,. 
	mayentit:.be 

	COntactPerson For moreinformationthis project RobertChico 30430):2$11. ForinfOrthatitM?te-ggditigOfy!tightt at'a`;r;eteareh,SLibjeCt,,,I. mayCOntadt,theWeeOP Research at,3042937073. 
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	„ Confidentiality I'agreelo having mychildsscannedfacial used in this demonstration pilot project. No personal identifiers linking mychild tothescanned image will be collected or published. 
	Voluntary Participation Participation in this study is voluntary. I understand that I maywithdraw mychild from thitTroject atany1ime. I have been given the opportunity to ask questions aboutthis project,and I have received answersconcerning areas I did not understand. 
	Vponsigning thisform,I will receive,a,copy. 
	t_Willing,lytOriSenttomychdsparticipation tii project 
	8,ignatare,ofParehttorGi.iatdian Daé Tirne 
	• 
	E.2Evaluation/QuestionsforAmberViewProgram Parents 
	•

	• 
	E'0.1)., -14;'1)-4'11'. A41) 
	Evaluation/QuestionsTorAmberViewProgram Patents 
	1. 
	1. 
	1. 
	Howconcerned are you aboutyourchild being abducted? ONotConcerned 0Concerned 0Very Concerned 

	2. 
	2. 
	Basedon whatyouknow,do youthink AmberView could help in the recovery of 


	abducted ohildren? 0Yes ONo ONotsure 
	Wbuldytakregitter yontelifidinzatiational,Amber Viewsystem?, 0Yeg. ONotIsure. 
	4. 
	4. 
	4. 
	,D63/01.1.41ilrik.regi-stration:Shcitild be donebyschools7 ElYes 'ON° Olslotsure, 

	5. 
	5. 
	WouldYOU VOhintedi yourtime,tddielP'With dhild,registrationin yourarea? L:JYes ONo 0'MAsure 


	6_'Wid ljik. liotild b'e eniPtiWered,td.repbKyOue.dhiltirriisSing,otherthan.you7 0.64ridgateht§ DBthesãsiiteti .0Teachers ElOtlier 
	7. 
	7. 
	7. 
	WhoAvdtild youtrusttO holdtheinformation? 0Federal agency '0State agency 0Local police 0Schools 0Other 

	8. 
	8. 
	Would yousupportthe acquisition offingerprints during registration? 0Yes ElNo ONotsure 

	9. 
	9. 
	Would youlike the StatePolicetohave acopyofthe3-Dinformation ofyourchild? ElYes ON° ONotsure 


	10.Howinuelivoiild you:think:isoreaSoilableAfriOnnterrioney'fbrWparentto pay-to:have, 3,4)4nteractiveimagestakenoflourichildrenand;plairitained]fOrA,inprograrnace,Amber' Vie^?_ 
	1.litd-AroffeirVOUld .ViiiIting 
	bite:a:y:64f Obride::KerSt;tWOyd'es Odthef 1Z. asflia'satisfactory:experiencefor you? 11Yes [No 
	Vofyont.thild? [Yes [No 
	11In spite ofreassurancesthatthescanning processis safe,are youconcerned about having 'yOiLchilascanned? 11Yes [No ONotsure 
	14.WOuld yourecommendotherparentsto register their children? LiYes LINo Ifno,;whynot? 
	L.tfIetis:ClettaredfOr-yOttriaiiid?iniaddititin ".14*,erifOrtertient,Vy110;.,slionkl be nofiripainirgOiatetYr?'(MayselectAviv!,than one) LI$choOl [Newsprgani,zations la,Cet1; Qt ri1s, Dother
	• 
	• 
	E.3Evaluation/QuestionsforAmberViewProject-LawEnforcement 
	VP 
	I 
	**'TAW&AVO WI 
	1k:;•.at

	:W.:15 -0****/ogilitipekfoggkiN.Sizfle 
	etiMt*Pita:ilea LawEnfo.rcentent 
	EvAltiationZqu'esiiiitig,&t Attib
	-

	1. Howconcerned are youaboutyour child being abducted? [NotConcerned Concerned Very Concerned 
	2. Basedonwhatyouknow,doyouthink AmberViewcould help in the recovery ofabducted children? 
	• 

	[Yes [No [Notsure 
	ritaoeii-ihethott,oftraiisihittifig the310:data-tb the(Acesin:the field? ;0Yt'S, ,01sTo, 
	4. 
	4. 
	4. 
	4. 
	Inthe eventofan AmberAlert;Whereshould the3-Dinforination:be',made 

	available [Policestations 0T'Olice-,,c-ArS-0:Internet 0PDA Deeli,pho,he Explain 

	5. 
	5. 
	Whatadditibilal help.wOuldyourequireto ensure everylawenforcementofficer in'yOUr'orgariii.ation haS:lheabilitytoteceiVethe AmberVieiv alert infOrmation? (Laptops,PDA's,etc.) Explain 

	6. 
	6. 
	Doyouthink Amber View would help in the recovery ofabducted children? [Yes [No Explain 


	• 
	• 
	7. WhatMaketevirniStolire-.the.ieffeetiVenest ofthe Viewsptetti?-fikOliWsuggpsiimis), 
	sdgg'eStibnS'VOUldY.OU

	Additional Comments/Suggestions: 
	E.4 ConsentandInformation FormforQuestionnaire/Survey 
	•

	*T-mms1 
	9
	k;*N D A1 0,II 60#01-15 .00,S1.0
	00..90:00.4f01 
	COnSeritandfnfOrniation;fOrm torquestionnaire4urve,y 
	AmberView.Project 
	10#00404On 
	, have been invited to participate in the AmberView Pilot Project which hasbeen explained to me. This project is being conducted by the1NVHTCFoundation to fulfill a contract with the U.S.DepartmentofJustice. The project will be underthesupervision of Robert L.Chicoat VVVHTC. 
	PurposesoftheStudy 
	• 

	The purposeOfthisisth.evaluatethe process ofusing and transmitting 3-0 imagesto quickly identify amissing 
	DescriptionrofProcedures Thisstudyinvolves the,taking of341Sdaridedimagesofhiiddie,SOhbol!dhildeen: This projectwill alsoevaluatetheprocessofquicklytranstriitting/Mass broacicesfinglYimagesto,identify:a;,rnisSing child.. 
	Forquestionnaires,'al have been told tofill out*0ShOrtAVeSticilitiAirelthOtWill1;00: toevaluate this pilot project,whichtakeS,VproXiMately4en'minutesto complete: 
	have beenIOWthatI rOPY.see:the'que0onnairebeforesigningthisconsentand that,',I do not haveto answerallIhelyestionsifI decideto participate: ,Approximately200subjects are eXpeOted'foPePtidijp.atein this study: 
	Risksand Diecomfortv, There areno,lcnown or'expectedtrisksfrom participating in this study. 
	Alternatives I understand that I do not haveto participate in this study. 
	Benefits I.understand thatthis study may help,mychild orany other child/student/person whogets abducted. 
	• 
	Contact:Persons For moreinformationregardingffieAmberView Pilot Project I can.contact RObeit.:Chidd:Ot304/3602577. Forinformation regarding myeights asa research Sdbjett,I maycontacttheOffice Of Research Compliance at304/2937073. 
	-

	Confidentiality I agreeto having my-child'Sscanned facial imageto be used in this demonstration pilot project. I understand that no personal identifiers linking me to-myscanned image will be collected. In any publications that resultfrom the AmberView PilotProject, neither mynamenoranyinformationfrom which I mightbeidentified will be:published. 
	Voluntary Participation Participation in this study is Voluntary:. iltindetatend thatI "atii free to withdraw my 
	;consenttooarticipatejn thia.studTatanytime. Refusalto or withdrawal will involve nopenaltyto me. I have been giventheopportunityto ask questionsp§guftbeA#0AtiOw'potPn.
	,500,,and I bP).1e received answers 'concerning areas I'aid notUnderstand. 
	Upon signing thisform,IWilt!receNe a'coPY, 
	willingly consentto participate inthis project. 
	Signature ofSubjectorSubject's Legal Representative Date Time 
	E.5Evaluation/QuestionsforAmberViewProgram — Public 
	.4) 

	Officials/Administrators 
	VIWAVO. 
	Gichiliv:Tedinotowdiemobitteaskth. 
	gvaluation/OnestiouSkrAmberViewPrograin Public Officials/Administrators 
	1. 
	1. 
	1. 
	Howconcerned are youaboutyourchild being abducted? 0NotConcerned 0Concerned 0Very Concerned 

	2. 
	2. 
	2. 
	Basedon whatyouknow,do youthink AmberViewcould help in the recovery of 

	abducted children? 0Yes ON° [Notsure 

	3. 
	3. 
	WoOldlouregisttr-your d:riatiorial,Arriber VieW,Systerril. OVes 0110 ONOtSure 


	1),o7,you-thinlc:registrafiOnshoOliii.he'40ffe',t,T schoofsl 
	Y. SUi 
	0,14or ENOt

	5. 
	5. 
	5. 
	WoUld;youlikexheS J.OlfcetoliaVe.:a o.OPYOfthe3-DinfOrinatiOn:ofYout child? 0Yes-Dislo ONOVsure 

	6. 
	6. 
	Howm4chwould you hkis'a're.asonible...amOunt,OfnliontYfortparent.to:pay tphaye;,3;1?iiiteraalyehrlages;t.ake4,ofygur:chilldrenagd;kpaipfaijie,:cl fora progtamlikelithbetView? 

	7. 
	7. 
	Whatarethe Mostimporta.ntissues yousee in the AmberViewprogram? 

	8. 
	8. 
	Doyoufeelthere is aneedto developthis system to includecollege kidsas well? 0Yes ENo Explain 


	• 
	,Iypfol,ifiat:074V7 8:tad,stiallii;bed.p"artititkeiMiiiër View' rograhi7i(Otadd,$ 1:11k , 111.16 
	10.Areyouawareofanyprivate organization that mightbe willing to sponsor 
	children whomightnotbeableto afford anyfeesin relation to taking part in the AmberViewprogram? ElYes No Explain 
	Shonidpi7OVideIntidingasgigtalic
	-

	eto,8porisor ,gtatemii8e AmberAldtiPktfgratil LTYes EIN'd Explait 
	• 



	Appendix F-Recommendation Letters 
	Appendix F-Recommendation Letters 
	Thefollowingletters ofsupport weresentto the WestVirginia HighTechnologyConsortium Foundation's AmberView project. 
	F.1 Letterfrom theStateofWestVirginia 
	STATEOFWESTVIRGINIA 
	STATEOFWESTVIRGINIA 
	STATEOFWESTVIRGINIA 

	DEPARTMENTOFEDUCATION ANDTHEARTS 
	DEPARTMENTOFEDUCATION ANDTHEARTS 

	BOBWISE 
	BOBWISE 
	OFFICEOFTHECABINETSECRETARY 
	KAYGOODWIN 

	GOVERNOR 
	GOVERNOR 
	STATECAPITOLBUILDING5,ROOM205 
	CABINETSECRETARY 

	TR
	1900KANAVVHABOULEVARD,EAST 

	TR
	CHARLESTON,WV25305 


	12October2004 
	Mr.RobertChico,Program Manager 
	WVHTCFoundation 
	1000TechnologyDrive 
	Suite 1000 
	Fairmont,WV26554 
	DearMr.Chico: 
	Itis ourpleasureto writein strongsupportofthe WestVirginiaHighTech Consortium Foundation's AmberView project. TheWVHTCFoundationis anestablished leaderin applyingtechnologyto serveawiderangeofpublicpolicyneeds,andthe AmberView projectis anexcellentexampleofhowthe WVI-ITCisrespondingtotheneedsoflaw enforcementofficers andparentsin their efforts torecoverabductedchildren. 
	Fromourperspective,theAmberView projectisfirst andforemostapoWerfulnewlaw enforcementtoolthatbuildsonthestrengthsoftheexisting AmberAlertprogram and increasesthelikelihoodthatabductedchildrenwillberecovered morequickly. Butthe AmberViewproject alsorepresentsaninnovationofexistingbiomehictechnologythat holdsgreatpotential for otherapplications,aswell. Forbothreasons,the AmberView projectisofgreat valueand utility—notonlyfor WestVirginia,butalsoforthe entire nation. 
	Children mayonlybe20%ofourpopulation,buttheyare 100%ofourfuture. Harnessingthe poweroftechnologyto recoverabducted children is a keystrategy in keeping ourchildrensafe and providing them—and all ofus—withabrighterfuture. 
	Sincerely, 
	K4kioodwin yCole CabinetSecretary DeputySecretary 
	PHONE:(304)558-2440 FAX:(304)558-1311 
	F.2Letterfrom Harrison CountySchools 
	• 

	HARRISONCOUNTYscHoaLs 
	SAUNDERSWAY POST(g.TICEBOX.1.17n ROA.R0 OF EDUCATION tatiliWiriltc;.WES:17vik6iNiA:4634i2,11310 SAU.VJ.CANN.AYsident 
	Ow) WILSON'W CIiit I;Y: Vi. hvInfew 
	/AMPS E,.B0101131' 130110CiCNY 
	kif) 1I1J.ATtail 
	-Ctf4,<20 
	r;•,, o prt::Imo; iogram:, anag 'W.6i.Virgi,nia:fitghlegh:;q6Mortium • ..;re6
	.01
	• 
	.1i,ficircigy/Priv:--C.S:in•Wl..00

	• 
	taiimont•VM/6554,. 
	i
	. .aii%iditing4eprairiehdlifjk6iiiicifsi.infeitporYcitiaitt eAMFITC7kitiriclatiFitiltbli. , uring:oiticd4e60.10tligi'PO;5tifigiiii6:041,,hk ....op*itb:<6.eiids:?&That
	-

	--d, ...Aiiibe,i.11"NelP:i: a'Wiiinovtif:i4riiezciis'!bytiih"?Ii5 r.,ilueedidd:itiluchoris thfOughl.lie:tse: prtechtiOlOgy, , 
	'14.1W•ii6cyPletised tohave Harrison CountySchoolsincluded in your initial Phase
	I PrOject. I:hoeev.ery;:eonfidenee that you will find agreat acceptance.and utility for ,yourgioject. Iiiirther.feel:that, Uponthe successofPhaSel„ilmberilew will be readily .:,fieereptettand.hiolly,regatded by all agencies which respond to emergency situatioris. liS.ii:dil,p;1 this viSion.,.1feelThat4inbtTVkw:hasoutstanding potentialtosignificantly
	• 
	. 
	, 

	, irr..:044.therpossilyi.litie;s:::iirehild:Abdtictidns inthe United States. 
	. ., 
	TciongratOlate:yenton'yourieffOrts,,arifloOk...forwatd:to.workins withyouas you
	.. . . . motifintigtol4O4,100,,tlits.1.z.italty:,iptprtatit:progranli,,, . 
	... 
	• 
	F.3Letterfrom Marion CountyBoardofEducation 
	•

	November9,2004 
	,Nii.."Roi..),ert Chico, Program Mahager 
	• ww-rr,t. FOundation, 1000teVtlhOlOayDrive 
	•Aiite10,00' kpirrriont,:sM,20554 
	..1Ct-SOOehritkii'Oeht,btMaribrv,COL.09,:Schbola;',,atUd6hraa*y•ahd,.stc44:0*,alw,ays,theimpg 11,71,P0.11P0f'4,04,1 . ,v00*',04 :00...0.0.ii0',:,13‘?0,E*402:., 76.)1Y):e1570c*,50Ittik
	:*P*, #)014h00:40 ;AOb,An*CF?rOi 
	qiie4345portbnity toassist'ih,-de eloping-n-a 
	< 
	k§t-V gibia'High-Tech?. 
	•lhe;:safetytif.;?op,r,ohildreb.:'.. 
	RP:sph 
	• 
	FALetterfrom Monongalia CountySchools 
	MONONGAL1ACOUNTYSCHOOLS 
	I3South High Street. Milivittowil. WV26501 None304,291.9210 PAX:04-291,.,i0IS 
	Midy,40 
	,r0\iv-ripmjT:!Sil 40 
	letter; nwWritteit,to fully:,":kupport,
	,aa.endoi*ilte Foundation„Am 'Wiliftt•iii,ie•,...:,.:)itiaiv.iiti.yeRrojeets.,t1ittt,:•Will.,:e4lialtee..theAsafety, W ur children by. ..cf0f.int4utiktie tool io asisi tacntrcernent ofliciak tefueriiikteil children totile saietyO their Families are y needed-and aPpreCiated by the MOnongtilia County 543.tiard.,Of Education, torward to having this opportunity for our schools to 
	• 
	• 
	• 
	'41i.itVeiy Partieipate in MO (id phase ofthis hjometric project. 

	•liis 
	•liis 
	aprivilegcto;_takcjitui in this project and vve look forward to working with you and 1 ,iWthe'developaterit•ofAmberView.


	:11TCtoundation,
	• ,-' • • •• — • 
	C6p' myoffice. 
	:;tipe'rintendent 
	; ce:,Board;df.Edueatio 
	a seliwn.,•••••••••ft. 
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