The author(s) shown below used Federal funds provided by the U.S.
Department of Justice and prepared the following final report:

Document Title: A Software System for Information Extraction in
Criminal Justice Information Systems

Author(s): Tianhao Wu ; Stephen V. Zanias ; William M.
Pottenger

Document No.: 217681

Date Received: March 2007

Award Number: 2003-13-CX-K003

This report has not been published by the U.S. Department of Justice.
To provide better customer service, NCJRS has made this Federally-
funded grant final report available electronically in addition to
traditional paper copies.

Opinions or points of view expressed are those
of the author(s) and do not necessarily reflect
the official position or policies of the U.S.
Department of Justice.




N o o
e |

A Software System for Information Extraction in
Criminal Justice Information Systems

‘Law enforcement agencies across the country have enormous quantities of data that are
simply not being well utilized. Police reports, affidavits, and various other forms of textual
information remain an untapped resource because of technological and other barriers. In
addition, officers, detectives, and investigators do not have time to analyze (or the ability to
recall) this wealth of textual information. Furthermore, recognizing links between items of data
presents an even greater problem. Fortunately, new technology is reaching the marketplace that
cnables multitudes of textual documents to be scanned and key items of information
automatically extracted for use in solving crimes.

Using one of these technologies known as “information extraction,” key items of data found
within narrative textual documents can be processed and converted into uscful, scarchable
information. Technically speaking, information extraction is concerned with the automatic
discovery of patterns and relationships in textual data. This type of cutting-cdge technology is
exactly what the law enforcement community nceds to process the wealth of Jaw enforcement
information and enhance investigative efforts. ) '

Bascd on information extraction technology, Lehigh has developed a software system named
the BPD_IE System (Bethlchem Police Department Information Extraction System) that
automatically extracts key items of information from narrative textual data and links unsolved
criminal cases to solved cases, providing investigators with valuable leads. The technology
automatically obtains modus operandi and physical descriptions from thesc textual documents.
This data is then stored into ficlded, relational databases which can be easily searched.

While the effort covered in this summary, details the BPD IE System and the work with the
Bethlehem Police Department (BPD), the application of this system and its technology can be
uscd in other departments to enhance efforts in law enforcement.

The BPD _FE- sub-system, as mentioned earlier, is a conversion tool that extracts textual
features from vur data sources. These features are then saved in tables in the BRPD_IE Database.
BPD_IE System users can search the extracted features using the user intcrface. While the
BPD_FE sub-system provides several capabilities, perhaps the most notable is batch loading and
conversion. Investigators often keep their textual documents in a few (if not onc) designated
folder on their computer. The batch upload function allows the uscr to simply indicate a specific
folder. The system automatically performs feature extraction and database operations on all the
documents located within the folder.
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A Software System for Information Extraction in

Criminal Justice Information Systems
Tianhao Wu, Stephen V. Zanias, and William M. Pottenger

1. Introduction and Motivation

Law enforcement agencies across the country have cnormous quantitics of data that arc
simply not being well utilized. Police reports, affidavits, and various other forms of textual
information remain an untapped resource because of technological and other barriers. In
addition, officers, detectives, and investigators do not have time to analyze (or the ability to
recall) this wealth of textual information. Furthermore, recognizing links between items of data
presents an even greater problem. Fortunately, new technology is reaching the marketplace that
enables multitudes of textual documents to be scanned and key items of information
automatically extracted for use in solving crimes.

Using one of these technologies known as “information extraction,” key items of data found
within narrative textual documents can be processed and converted into useful, searchable
information. Technically speaking, information extraction is concermned with the automatic
discovery of patterns and relationships in textual data. This type of cutting-edge technology is
exactly what the law enforcement community needs to process the wealth of law enforcement
information and enhance investigative efforts. '

Based on information extraction technology, we have developed a software system named
the BPD_IE System (Bethlehem Police Department Information Extraction System) that
automatically extracts key items of information from narrative textual data and links unsolved
criminal cases to solved cases, providing investigators with valuable Icads. Our technology
automatically obtains modus operandi and physical descriptions from these textual documents.
This data is then stored into fielded, relational databases which can be easily scarched.

While the effort covered in this summary details the BPD _IE System and our work with the
Bethlehem Police Department (BPD), the application of this system and its technology can be
used in other departments to enhance efforts in law enforcement. It is our hope that this brief
synopsis of our work will interest you in enhancing your efforts with information extraction

- technology.

2. Data Sources

Our current system combines and searches data from four different sources currently being
uscd by the BPD. Detective reports created by the BPD and stored in Microsoft Word format
(nearly 8,500 reports) provide the first source of data. The second source of information consists
of crime rcport information that has been manually entered into the BPD Database. To date, we
have entered nearly 250 crime reports (including over 300 associated narrative text supplements)
into the system. The third component consists of narrative fields within the BPD Affidavit
database that contain affidavits of probable cause; over 2,800 affidavit records have been
converted to our BPD_[E database schema. Another database containing arrest records provides
the fourth source of data and will soon be connected to our system.

In arder tn utilize theoe mmfarmation cources. nur firgt gten wag to determine which featorve
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identified several feature types necessary to recognize criminal modus operandi and physical
description data, as shown in alphabetical order in Table 1.

Table 1: Modus Operandi and Physical Descrlptlon Feature Types

+  Age ¢ Hair Color Race

e Arrest Number + Heght Relationship

o (lassification e ltem Stolen Report Date

*  Clothing ¢ Location Report Officer
e Control Number e Offense Date Residence

*  Day of Week ¢ Offense Time SSN

e  Driver License Number e Offense Type Vehicle

¢ Drugs * Person Name Weapon

¢ Eye Color »  Phone Number Weight

3. BPI_IE System Description

A high-level diagram of how our system works is depicted in Figure 1.
data (from detective reports, crime reports supplements, and/or narrative database ficld(s)) is
entered using the BPD_FE, the Feature Extraction sub-system. This sub-system cxtracts items
from the input data and loads them into the BPD_IE Database so that the information can more
quickly and easily be searched and compared. A second subsystem, the BPD MO (Modus
Operandi) is then used to search the BPD IE and arrest record databases to link unsolved and
solved cases based on comparing information found within the cases. Using these tools helps
detectives more easily identify suspects and more rapidly solve crimes.

The narrative text

~Supplements:

Crime Reports | |

[

[

Affidavit Narrat:ve |
Descrlptlons

BPD A’rfest Record -

Database

. Database:

Figure 1: BPD_IE System Overview: Two sub-systems, BPD)_FE and BPD_MO, work l()bgcthcr

3.1. Pufpose & Basic Functions of the BPD_FE Sub-system

The BPD_FE sub-system, as mentioned earlier, is a conversion tool that extracts textual
features from our data sources. These features are then saved in tables in the BPD_IE Database.
BPD IE System users can search the extracted features using the user interface. While the
BPD_ FE sub-system provides several capabilities, perhaps the most notable is batch loading and
conversion. Investigators often keep their textual documents in a few (if not one) designated
folder on their computer. The batch upload function allows the user to simply indicate a specific
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To provide for system growth, we designed the system to use XML files and XSD
definitions. This will allow reports of different styles or formats to be recognized and their data
to be more easily added to the system.

The BPD_FE sub-system also supports feature extraction rule file updating. By clicking the
“Update” button on the.user interface, the software automatically downloads the latest extraction
rule file from a server located in the HDDI lab of the Computer Science and Eingincering
Department at Lehigh University. These updates allow the most up-to-date technology to be
added into the system, leading to even more efficient and effective scarches as our rescarch
efforts continue.

3.2. Purpose & Basic Functions of the BPD_MO Sub-system

The BPD MO sub-system implements a search tool that helps users to search for relevant
documents using features stored in the BPD_IE Database. Modus operandi and physical
description searches can be carried out in one of three ways: search form, search-engine, and
search by report. Our search form is similar to other forms currently in use in many law
enforcement applications. The form has fields in which to enter the search criteria.

In our search-engine interface, the investigator inputs keywords in a search box in any order.
Additionally, keywords may be preceded by a type designator that narrows the scope of the
search. For example, “Age:15” would narrow the scope of search for the number 15 to the Age
field. Multiple featureType:keyword pairs are permitted within the same query.

The third method is to drag and drop a narrative text investigative report onto the desktop
BPD MO icon. The system automatically fills out the search form described in the first method
using the information contained in the report. The detective then selects the features of interest,
and related cases are returmed. The detective can also perform thc same kind of searches
employed in the two approaches described above.

Our system also provides “fuzzy search” capability. Duc to variances in text from mistyping,
misspelling, or other data entry errors, fuzzy searches allow inexact maiches of valucs. [For
~ instance, Osama Bin Ladin’s name has various different spellings, such as “Usama.” “Osama.”
“Usamah”, etc. Fuzzy searches allow for all of these names to be rcturned in a single search for
“QOsama.” Such capabilities greatly enhance our system’s usefulness.

3.3. Practical examples

Already, our system has provided benefits to the Bethlehem Police Department. Using our
‘BPD_IE System, officers have been able to link cases and identify modus operandi with much
success, as demonstrated in the following two examples.

Imposter Burglaries

One of the investigators at the BPD provided a summary of imposter burglaries that had
occurred recently within the City of Bethlehem. The modus operandi for these burglaries
involved diverting the owner’s attention prior to breaking in and burglarizing the home. Using
the Modus Operandi (MO) search tool, we identified three additional cases that fit the MO. By
alerting investigative detectives to these cases, they are able to more quickly identify repeat
offenders and possible suspects. '




Auto Thefts _

Another investigator at the BPD provided us with a set of solved crimes connected to a single
serial auto thief. The thief’s MO involved breaking in through a rear side or wing window of the
vehicle. After the detective had spent a significant amount of time investigating the case, he
discovered six previous cases for which the thief was responsible. Seeing this as an opportunity
to test our system’s effectiveness, we employed the third search method of the BPD MO and
dropped the most recent case onto the BPD MO desktop icon. Our system recovered four of the
six unsolved related cases among our top five search results. Capabilities such as this can greatly
enhance an investigation’s speed and effectiveness.

3.4. Technical Summary

Our system was developed using industry standard components and software. The system
was designed with UML (IBM Rational Rose) and developed with Microsoft VC4-t+ NET and
MySQL. Information extraction rules were learned using a Perl program, and the fuzzy scarch
capabilities are MySQL functions. XML format files arc used to contain cxtraction rulcs and
manually entered crime reports. Some third party components, such as the Text Mining

- Infrastructure and a regular expression library for VC-++ NET, were also employed. Altogether,

almost 350,600 lines of code have been written for this system.

4. Conclusion

We have described a software system that is able to not only provide a more efficient way of
organizing textual law enforcement data, but also automatically discovers and extracts important
features by which unsolved cases can be linked with solved cases. To learn more about using the
BPD IE System, a full version and documentation is available at littp:/hddi.cse.lehigh.edu.
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Executive Summary

Introduction and Motivation

Law enforcement agencics across the country have enormous quantities of data that are
simply not being well utilized. Police reports, affidavits, and various other forms of textual
information remain an unlappcd resource because of technological and other barriers. In addition,
officers, detectives, and investigators d(.).n()t have time to analyze (or the ability to recall) this
wealth of textual information. FQ:‘Lhc‘rmore, recognizing links between items of data presents an
even greater problem. Fortunately, new technology is reaching the marketplace that enables
multitudes of textual documents to be scanned and key items of information automatically
extracted for use in solving crimes.

Using one of these technologies known as “information extraction,” key items of data
found within narrative textual documents can be processed and converted into usc.i'ulv‘ searchable
information. Technically speaking, information extraction is concerned with the automatic
discovery of pallems: and relationships in textual data. This type of cutting-edge technology is
exactly what the law enforcement community needs to process the wealth of luw enforcement
informarion and enhance investi ga(.ivé efforts.

Based on mformation extraction technology, we have developed a software system named
the BPD_,iE System (Bethlehem Police Department Information Extraction System) that
automatically extracts key items of information from narrative textual data and links unsolved
criminal cases to solved cases. providing investigators with valuable leads. Our technology
automatically obtains modus operandi and physical descriprions from these textual documents
This data is then stored into fielded, relational databases which can be easily x‘curchcd

While the effort covered in this summary details the BPD 1 System and our work with the

Bethlehem Police Department (BPD), the application of this system and 1ts technology can be




used in other departments to enhance efforts in law enforcement. It is our hope that this brief
synopsis ol our work will interest you in enhancing your efforts with information extraction

technology.

Data Sources

Our current system combines and searches data from four different sources currently being
used by the BPD. Detective reports created by the BPD and stored in Microsoft Word format
(nearly 8,500 reports) provide the first source of data. Thc‘ second source of information consists
of crime report information that has been manually entered into the BPD Database. To date, we
have entered nearly 250 crime reports (including over 300 associated narvative text supplements)
into the system. The third component consists of narrative fields within the BPD Affidavit
database that contain affidavits of probable cause; over 2.800 dffidavit records have been
converted to our BPD_IE database schema. Another database contaming arrest records provides
the fourth source of data and will soon be connected to our system.

In order to unlize these information sources, our first step was to determine which features
were useful for matching cases’ modus operandi. From our interaction with the BPD, we have
identified several feature types necessary to recognize criminal modus operandi and physical

description data, as shown in alphabetical order in Table 1.

Table 1: Modus Operandi and Physical Description Feature Types

s Age Hair Color ¢ Race

*  Arrest Number Height } *  Relatonship

¢ Qlassification Ttem Stolen *  Report Date

¢ Clothing lLocation s Report Otficer

¢ Control Number Oftense Dute *  Residence

¢ Day of Week Offense Time ¢ SSN

¢ Driver License Number Offense Type *  Vchicle »

¢« Drugs Person Name s Weapon !
.+ EyeColor Phone Number b Wegh
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BPI_IE System Description

A high-level diagram of how our system works is depicted in Figure 1. The narrative text
data (from detective reports, crime reports supplements, and/or narrative database field(s)) is
entered using the BPD_FE, the Feature Extraction sub-system. This sub-system extracts items
from the input data and loads them into the BPD_IE Databasc so that the information can more
quickly and eastly be searched and compared. A sccond subsystem, the BPD_MO (Modus
Opcrandi.) 15 then used to search the BPD_IE and arrest record databases (o link unsolved and
solved cases based on comparing inforimation found within the cases. Using these tools helps

detectives more easily identify suspects and more rapidly solve crimes.

Figure 1: BPD_IE System Overview: Twa sub-systems, BPD_FE and BPD_MO, work together

Purpose & Basic Functions of the BPD_FE Sub-system

The BPD_FI sub-system, as mentioned carlier, is a conversion (0ol that extracts fextual
features from our data sources. These leatures are then saved in lables in the BPD_IE Database.
BPD_IE System users can search the extracted features using the user interface. While the
BPD_FE sub-system provides several capabilities, perhaps the most notable is batch loading and
conversion. Investigators often k¢ep their textual documents in a few (if not one) designated

folder on their computer. The batch upload function allows the user to simply indicate a specific
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tolder. The system automatically performs feature extraction and database operations on all the
documents located within the folder.

To provide for system growth, we designed the system to use XML, files and XSD
detinitions. This will allow reports of different styles or formats to be recognized and their data
to be more easily added to the system.

The BPD_FL sub-system also supports feature extraction rule file upda(ing, By clicking the
“Update™ button on the user interface, the sofiware automatically downloads (hé latest extraction
rule file from a server located in the HDDI lab of the (.Tomﬁulcr Science and LEngineering
Department at Lehigh University. These updates allow the most up-lo-date technology 1o be
added into the system, leading to even more cfticient and effective searches as our rescarch
efforts continue.

Purpose & Basic Functions of the BPD_MO Sub-system

The BPD_MO sub-system implements a search tool that helps users to search for relevant
documents using features stored in the BPD_IE Database. Modus operandi and physical
description searches can be carried out in oune of thiee ways: search form, scarch-cngine, and
search by report. Our search form is similar (o other forms currently in use in many law
enforcement applications. The form has fields in which to enter the search criteria.

In our search-engine interface, the investigator inputs keywords in a search box in any
order. Additionally, keywords may be preceded by a type designator that narrows the scope of
the search. For example, “"Age: 15 would narrow the scope of search {or the number 15 1o the
Age ficld. Multiple featureType:keyword pairs are pcrmi(redﬁwithin the same query.

The third method is to drég and drop a narrative text investigative report onto the desktop

BPD_MO icon. The system automatically fills out the search form described in the first method
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using the information contained in the report. The detective then selects the features of ynterest.
and related cases are returned. The detective can also perform the same kind- of scarches
employed in the two abproachcs described above.

Our system also provides “fuzzy search” capability. Due to variances in text from
mistyping, misspcl]ing, or other data entry errors, fuzzy scarches allow inexact matches of values.
For instance, Osama Bin Ladin’s name has various different spcl‘lings.‘ such as “Usama,”
“Osama,” “Usamah™, etc, Fuzzy searches allow for all of these names 1o be returned in a sigle
search for “Osama.” Such capabihlies greatly enf;ancc our system’s usefulness.

Practical examples

" Already, our sy.s'len'l has provided benelits (o the Bethiehem Police Department. Using our
BPD_IE Sysiem, officers have been able to link cases and identify modus operandi with much
sﬁccess, as demonstrated in the following two examples.

Imposter Burglaries »

One of the mvestigators at the BPD provided a summary of imposter burglaries that had
occurred recently within the City of Bethlehem. The modus operandi for these burglaries
involved diverting the owner’s attention prior to breaking in and burglarizing the home. Using
the Modus Operandi (MQO) search tool, we identified three additional cases that fit the MO. By
alerting investigative detectives to these cases, they are able to more quickly identify repeat
offenders and possible suspects.

Auto Thefts

Another-investigator at the BPD provided us with a set of solved erimes connected (o o
single serial auto thiel. The thief”s MO involved breaking in through a rean side or wing window

of the vehicle. After the detective had spent a significant amount of Gime investigating the case.
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he discovered si.x previous cases for which the thief was responsible. Seeing this as an
opportunity to test our system’s effectiveness, we employed the third search method of the
BPD_MO and dropped the most recent casc onto the BPD_MO desktop icon. Our system
recovered four of the six unsolved related cases among our top five scarvch results. Capabilities
such as this can greatly enhance an investigation’s speed and effectiveness.

Technical Summary

Our system was developed using industry standard components and software. The system
was designed with UML (IBM Rational Rose) and developed with Microsoft VC++ NET and
MySQL. Information extraction rules were fearned using a Perl program. and the fuzsyv search
capabihties are MySQL Junctions. XML lormat files are used to contain extraction rules and
manually entered crime reports. Some third party components, such as the Text Mining
Infrastructure and a regular expression library for VC++ NET, were also employed. Altogether,

almost 350,600 lines of code have been written for this system.

Conclusion

We have deseribed a software system that is able to not only provide a more efficient way
of organizing textual law enforcement data, but also automatically discovers and extracts
important features by which unsolved cases can be linked with solved cases. To learn more about
using the BPD_IE System. a full wversion and documentation is available at

hitp://hddi.cse Jehigh.edu.




1 Introduction and Motivation

This report summarizes our research and development work on N1J Grant Number 2003-1J-
CX-K003, "A Software System for Information Extraction in Criminal Justice Information
Systems™. The project involved many components including theoretical work, algorithm design,
system design, system tmplementation, documentation, officer training, system deployment and
pilot testing. Accomplishing these steps required the development of novel theory and multiple
techniques that will be expounded upon in what follows.

The report has been divided into two parts. The first part (Sccm;ns 2 though 5 describes
the theoretical foundation for the Information Extraction (1E) algorithms developed as part of
this project. Section 2 reviews the buckgro‘und rescarch conducted in the field ol TF and provides
an overview of the field. In Section 3. we discuss related work, highlighting popular 1E systems
and the learning algorithms associated with them. Given this background, we then describe (in
Section 4) our own reduced regular expression (RRE).]earning algorithm that has been designed
for the system. Our evaluation results are presented in Section S.

The second part of our report contains Sections 6 through 9. Section 6 details the
development of the BDP_IE program, the application and deployment of our information
extraction algorithm into a real world environment ar the Bethlehem, Pennsylvania Police
Department. In Section 7 we present our conclusions, and the future work related (o this 1:)rojc/ct
is covered in Section 8. The ninth section contains our acknowledgements. A significant amount
of additional information related to the project is provided m the appendices.

2 Overview of Information Extraction
In this section. we focus on providing an introduction to the field of 1E by presenting

background information on data sources, learning methods, and evaluation metrics. We will




begi’n by briefly explaining what IE is. Then, we compare IE to both full text understanding and
information retrieval, since thesc (wo otlixfcr tasks are related to 1E. Finally, we describe data
sources, learning methods, and evaluation metrics at a high level. This background will aid the
reader in understanding the 1E applications described in later sections of this report.

2.1 Information Extraction (IE)

Rescarch in 1E has grown since the mid-1980s. The task of IE systems is to extract not only
features, such as names or locations, but also rthe relationships among those features, from a
natural language rext. l}: itself is based on the existence of implicit internal structure in natural
languages. Researchers utilize such structure o build 1E systems that convert unstructured
mformation into structured mformation, such as specific features and values. Table 2.1 portrays a
simplified example of extracted features and their values.

Table 2-1: IE Example - extracted features and their values

Feature Value

Feature

Name ALEXANDER F. TOMLD

Height SIX FEET TALL "
Weight 170 TO 180 POUNDS S

Eye Color BLUE

Hair Color BROWN

2.2 Information Extraction vs. Full Text Understanding
Full text understanding requires that a computer understand natural language text. This is a

difficult task, as natural language text is often too complex to be fully understood by people -
much less by a computer. In order 1o mitigare the complexity, the scope of full text
understanding can be narrowed (o 1E. This is the viewpoint of [L1], which argues that

“[1)nformation Extraction is a more limited task than full text understanding™.



While ilarrox&tr in scope, IE maintains its usefulness in applications where users are only
mterested i‘n identifying specific features in text rather than understanding the full set of tex(,
Asuch as name identification. For instance, if one would like to tdcn‘tify the people reported on in a
given newspaper, it is not necessary for a computer to understand every article found in the
ﬁcwspapcr. On the contrary, it is sufficient to scan ihc articles for a particular name; name
wdentification is a typical laskv of IE. In general, IE simplifies the problem of full text
understanding by ignoring much of the textual information.

2.3 Information Extraction vs. Information Retrieval

It 1*» important to begin by stating that mformation extraction is o information retrieval
(IR). [12] defines IR as “the task of finding documents, usually text, which arc relevant 1o a
user's information need.” Google™, a well-known IR system for the web, is a prototypical
example of an IR system (see [13] for detail). Just like the results produced by a Google™ web
search, the output of an IR system is a subset of documents that are relevant to a user’s query. In
contrast, the goal of ah IE system is not to extract the documents themsclves but, rather, 1o
extract pre-specified ,/'c(;mres from the pertinent documents. In an IE system, these extracted
features are busually entered into a database automatically. In >.s'horl. IR is document retrieval

while IE is feature retrieval. Figures 2.1 and 2.2 depict the difference between IE and IR,

Documents A subiset of documents

Figure 2-1: Information retrieval
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Figure 2-2: Information extraction

. Although [14] points out that “[bJoth IR and IE are difficult because they must overcome
the ambiguities inherent in language,” the dégrcc of their difficulty var-ics‘ IE poses unique
difficulties because it requires more detailed knowledge about a document (such as its
organization) than IR requires. Furthermore, 1E systems are often required 1o establish
relationships between features, which is not necessarily a requirement of an IR svstem.

Full text understanding, mformation extraction, and information retricval can be vicwed as
three different types of textual information access, as all of them need to understand textual
information at some level. However, as noted the degree to which each process understands the
textual information varies. In general terms, this difference allows these three tasks to be ordered
based on the ditficulty of achicving textual information access. Of the three, IR has the least
difficulty achieving textual information access, while full text understanding has the greatest

difficulty. This progression of complexity is depicted in Figure 2.3.

More Maore
Information details | Information details ; Full text

Retneval .| Extraction understanding

Figure 2-3: Relationship between IR, [E. and full text understanding
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2.4 Learning Methods

There are many learning methods employed in 1E. Generally, they can be classified into
onc of four categories: Supcryiﬁcd learning. semi-supervised learning, active. learning, and
unsupervised learning. Among these categories are two more general categories: “supervised”
and “unsupervised.” If the input text for learning is annotated (1.c.. labeled in a training set), the
learning method employed belongs (o the "super\fi.‘\\cd" calegory. II, on the other hand, the input
text is unannotated, the learning method is termed “unsupervised.” The remaining categories fall
somewhere in between these general categories. To varying degrees, all of these mclliods require
knowledge engineering: for example, annotating input text or crafting IE rules is often performed
manually and requires extensive eftort by human experts.

Additionally, learning methods used in practice may belong to more th:m one category. For
example, transformation-based error-driven learning can be either supervised or unsupervised.
We discuss an cxamplé of the use of lmnsformali()n-buSgd error-driven learning in 1k in Section
3.2.1 below.

2.4.1 Manually Crafted Rule-based IE Systehs

As noted all approaches to Ik involve some degree of knowledge engmeering. In some 1L
systems, human experts construct rules for the system manually using knowledge of the
application domain. The computer system does not learn from the data but only implements what
human experts have learned and programmed into the system. As such, the skill of the human
expert plays a crucial role in the performance of these systems. While these systems are time-
consuming to build and difficult to maintain, most of the best performing systems have manually

crafted rule bases of this nature.
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Systems based on manually crafted rules have advanced to the point that commercial tools
are now available. AeroText™ [15] is one such tool that simplifies knowledge engineering.
According to the Lockheed Martin M&DS, the company that developed AeroText™,

“AcroText™ is a high-performance frec-text natural language processing system.
which includes a core knowledge base of compiled Jinguistic rules, and an integrated
development environment combined with a graphical user interface for the creation of
addional linguistic rules. M&DS developed AcroText as a powerful component
technology to extract various entty types and relationships including the names of
people, organizations, dates, locations, and telephone numbers.”

One of the 1E systems we déveloped in our preliminary work is based on this approach.
The details of this system are discussed in Section 3.1,

2.4.2 Supervised Learning

Since manually crafting rules relies on extensive human expertise, other approaches have
been developed to automate the process. As noled, one such method is supervised learning. The
goal of supervised learning is to learn a model to classify instances automatically. Supervised
learning is well known as a classification task. For example, if one wanied 10 build a system to
help a person buy a used car, one could choose 4 car's make, color, mileage. and year as features.
The system might have a list of sample instances (i.c., cars) with distinet values for cach feature
(c.g., color = "blue™ or mileage = 76.510). Each instance is then manually assessed by a human
expert and assigned a class that serves 10 classify the information. Continuing the used car
example, the classes might be "buy’ or ‘do not buy.” Together these instances and their class
labels form a training set that can be used as input to a supervised learning scheme.

There are numerous supervised learning schemes that have been developed over the years
such as decision trees. decision tables, and classification rules. As noted earlier, transformation-

based error-driven learning can also be classified as a supervised learning method.
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Supervised learning can be employed 1o learn pattems from training data (in the form ol an
annotated corpus) without the aid of a human expert. Depending on the difficulty of the (manual)
annotation process, this can result in a significant reduction in knowledge engineering cost as
compared to manually crafted rule-based systems. However, the success of supervised learning is
dependent on having sufficient training data. In sum, although supervised learning saves human
expert time that would otherwise be spent in, for example, rule development, the hidden cost is
the labor-intensive annotation, or labeling, of training data,

2.4.3 Semi-Supervised Learning

To deal with the heavy rehance on human expertise that is required by supervised learning
methods, semi-supervised learning is an alternative method that has been employed in 1k
systems. [ 16] desenbes semi-supervised leaming as follows:

“Using semi-supervised learning, a system learns from a nuxture ol Jabeled
{annotated) and unlabeled data. In many applications, there 15 a small laheled data set
together with a huge unlabeled data set. 1t is not good to use only the small labeled data
set to train the system because it 1s well known that when the ratio of the number of
training samples to the number of feature measurements is small, the training result is not
accurate. Therefore, the system needs to combine labeled and unlabeled data during
training to improve performance. The unlabeled data can be used for density estimation
or preprocessing of the labeled data, such as detecting inherent structure in the domain. In
other words, the system extracts patterns from the annotated data, and labels the
unannotated data automatically using the patterns. As a result, all data are labeled for the
training.”

Thercfore, semi-supervised learning saves human effort while maintaining the performance level
of supervised learning techniques.
2.4.4 Active Learning

Active lcarming s another. approach to solve the large knowledge engincermg cost

associated with supervised learning. As described in [17]. active learming “identifies a subset of

the data that needs o be labeled with the participation of human experts. After that, 1t uses this
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subset to generate classification models.”” One active learning task described in [18] 15 designed
to “help users select suitable features in order to mimmize the number of examples the user must
annotate. This task is called selective sampling, which is vsignil‘ic;ml m natural language
processing since people usually like to annotaic only the most important features in an
abundance of text.”

Like scmi-supervised learning, active learning reduces human expert effort by annotating
unlabeled text while still maintaining accuracy. The two approaches can be distinguished by the
point at which the annotation is done: in supervised and scmi—supervis&d learning, annoiation is
completed prior to the application of the fearning algorithm: in active learning, annotation is part
and parcel of the learning algorithm.

2.4.5 Unsupervised Learning

The focus of the various learning schemes discussed so far has been on reducing
knowledge engineering cost. The ideal situation would be to discover TE rules from unannotated
data, thereby significantly reducing knowledge engineering cost. While it would appear dilficult
to extract meaningful information from such data, it turns out that there are techniques for
finding regularities in data and learning a model that captures these regularitics. These
techniques are classified as “unsupervised learning” becdusc the algorithm works with little or no
annotated data, [19] summarizes this learning method as follows:

“The basic approach of unsupervised learning includes the following steps. First ot all,
an unsupervised learning system is seeded with a couple of labeled facts or patterns. Next,
the system searches a large unannotated corpus for new candidate patterns based on the
seeds. After the new patterns are found, the system can use them to uncover additional facts.

The system then adds the facts 1o the seed set. After that, the system is retrained based on
the new extended seed set. This process is repeated until no more patterns can be found.”

[\




2.5 Commonly Used Evaluation Metrics
Now that we have discussed various learming methods, it is important 1o establish a

foundation on which to evaluate the techniques. For many IE applications. there are two sets of
feature values used during learning. The first set is the “target set” in the input data, or the values
the system should extract. These are feature values that. for example, in a supervised Teaming
framework, would have been annotated or labeled by a hwman expert. 'l‘hi@ selas also referred o
as the “ground truth.” The second set, the “se)éclcd sel.” 1s set of values selected by the system.
These are the feature values that the IE system actually extracts (as opposed to what the system
should extract). Since the IE system can make mistakes, it is necessary to quantify the error.
Thus, in IE it ts common to dcfiﬁc true posirivcsb (7P) as those feature .\"alucs that the IE system
extracts correctly — i.¢., values that occur in both the target and sclected sets. True negatives (TN)
on the other hand are those feature values that are neither in the selected set nor in the target ser.
The wrongly chosen feature values in the selected set are called false positives (FP). The feature
values in the target set that were incorrectly not selected are called false negatives (FN). Figure

2.4 from [1] depicts a diagram of the relationship between TP, TN, I'P. and FN.

TN

selected tarngt

Figure 2-4: A diagram of TP, TN, FP, and FN
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Frequently used evaluation metrics include precision and recall, which rely on the
quantities defined above. Precision (P in Equation 2.1) is calculated as TP/(TP+FP), and recall
(R in Equation il) as TP/(TP+FN). Values for both precision and recall range belwécn Oand I,
inclusive. When evaluating a technique, the higher the precision and recall, the better the result.

One important observation is that precision and recall are frequently invcrsély related. One
generally has to sacrifice precision to increase recall and vice versa. For example, if an
imformation retrieval system returns an. entire collection of documents in response to a query, the
recall 1s 100%, but the precision may be very low. On the other hand, if the system returns only a
few relevant documents, the precision would be high but recall likely low. Usually, a precision-

recall curve is used to plot this tradeoff. Figure 2.5 shows a sample of such a curve.

Precision

6] 0.2 0.4 0.8 0g 1
Recall

Figure 2-5: A sample precision-recall curve
Both precision and recall are important in assessing performance and can he combined into
a single measure of overall performance. One such measure is F (°f beta™n which combines

precision and recall using Equation 2.1 from 2],
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(B 7+ 1) PR
/ B P + R

Equation 2-1: F’;

The parameter B determines the relative importance of precision. When 8 equals one, the weight
given precision and recall is the same. If f is less than one, then precision is weighted more
heavily than recall. On the other hand, it B is greater than one, then recall becomes more
important than precision. Using Fy, it ts straightforward to compare the performance of systems
having different precision and recall. In summary, following [ 2] we conclude that

* (=0 1implies that Fy = preciston

e [J=x implies that [y = recall

* [=Iimplies that recall and precision are equally weighted

e B=0.51umphes that recall is half as important as precision
*  B=2implies that recall is twice as important as precision

3 Related Work

Much work has been done in study of infommtion. extraction (IE). Numerous algorithms
and commercial systems have béen developed to handle the task of understanding textual data.
Yet, there sull remains much work to be done. In this section. we begin by discussing several
popular commercial IE systems that are currently available. As part of this analysis we identify
limitations of these systems m order to motivate our own research. This is followed by a review
of several prominent [E algorithms. The final subsection summarizes open problems in the IE

field.
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3.1 Commercial IE Systems
There arc several commercial tools currently available that support information extraction.

The more advanced of these systems are NetOwl® [21], ClearForest {221, AcroText™ [I_I,SI. and
IBM Inlcl]igcnt. Miner for Text [23] At the time of this survc._v[, the deficiency i NetOwldo and
IBM Imelhigent Miner for Text was that neither system supported user-defined feature extraction
This severely limits the types of features that can be extracted. For example, il 1s not possible to
use the NCIC [24] codes as a basis for information extraction with such tools despite the fact that
these codes form the basis for one of the nation’s most advanced Criminal Justice Information
Systems. The same survey results revealed that ClearForest and AeroText™, on the other hand,
only'supportcd the manual creation of user-defined feature extraction rules. As noted, this results
m a very high knowledge engincering cost for users of such tools. In contrast, our proof-of-
concept system supports the automatic generation of user-defined features based on our semi-
supervised learning algorithm. This significantly reduces the knowledge engineering cost of
using ‘our system as compared to AeroText"™, ClearForest, und other commercially available
systems,

In addition, our segmentation ulgori(hm‘) is more flexible than that provided, for example,
in AcroText"™. At the time of our survey, AcroText"™ supported only the use of sentences and
paragraphs as segments, but in our research we have determined that sub-sentence segmentation
18 required to preciscly extract certain features [25]. As a result. our segmentation algorithm
enables users to define their own scgmentation methods. Another key capability  that
distinguishes our approach from other tools such as AeroText"™ is the representation of patterns

through the use of reduced regular expressions. AcroText'™, for example, uses a manual pattern

"This survey was conducted in 2004 and conclusions are based on versions of the sottware available a thal lime
2 Scgmentation is the process of organizing reports into (portions ¢l sentences
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formation method based on assigning words in the input to bins in the pattern. Theoretically, the
rules created using AeroText™ are not as powerful as the reduced regular expressions defined in
[25], and, as a result, our algorithm is able to represent a wider range ot patterns.

There are few if any published results relating to criminal justice that measure the
performance of currently available commercial systems. Of the commercial systems we surveyed,
results have been published for NetOwl®, ClearForest and AcroText"™. Based on the widely
employed Fyg metric (Equation 2.1), NetOwI® (Isoquest. Inc¢, 1998) achicved a performance of '
93:99% on the template-clement extraction task of MUC-7 [27]. MUC-7. however, is a
collection of newspaper articles. Results have been published for ClearForest as the winner of
the 2002 KDD Challenge Cup competition in the biomedical domain [20]. In addition,
AcroText™ results were presented in a technical report at the 2002 NIH Biomedical Compuling
Interest Group (BCIG) seminar [56]. Based on our search of the publicly avaﬂuble information,
however, we found no published information extraction performance results in terms of precision,
recall, or Fy related to the criminal justice domain for any of the commercial products we
surveyed. This is not to say that these products are not being used effectively in the c¢riminal
justice domain = only that at the time our survey was conducted. we were unable to identify
publicly available materials that report performance in terms of these metrics.

In contrast, we have demonstrated that our proof-of-concept system as described in {23
achieves excellent results on ten often-used features from police incident reports. We compare
our approach and results with [29] as well as with other academic information extraction systems

n the following section,

]
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3.2 IE Algorithms

In this scction we highlight a few different learning algorithms used in IE. Early named-
entity cxtraclioq systems used hand-crafted rules which required domain CXPETLS 10 read through
the training data. write rules using domain knowledge, test the rules, and refine the rules. Often.
designing these systems required several iterations of this cycle to produce the desired results.
This fully manual approach requires not only that the human cxpéx*t have domain-specilic
knowledge, but also that they know how to write named-entity extraction rules.

Recognizing their efficiency, supervised machine learning approaches came o be widely
used in named-entity extraction. In these approaches, annotated data is provided to a machine
learning algorithm to uutbma(ically discover rules from the data. O.ncc- a lc‘en'l;ing aleorithm has
been developed, users do not need 1o know the details of the algorithm; the only job for users is
to prepare good quality training data.

There are several popular named-entily extraction algorithms that are used o0 leamn
extraction rules. These include, but are not limited to, the following: Transformation-Based
Learning (TBL), Hidden Markov Models (HMM), Maximum Entropy Models, and Support
Vector Machines. In what follows we briefly survey these approaches.

3.2.1 Transformation-Based Learning (TBL)

Translormation-Based Learning (TBL) uses pre-defined templates o generate rules that
determine whether or not a word belongs to a named cMily. Since one of the carly applications of
TBL was part-of-speech tagging [10], it is helpful 1o think of ecach word in a named entity as
having a special tag. TBL is adept at learning rules that assign these tags to words in previously
unseen data.

TBL cmploys an iterarnve, grccdywalgorithm during learning. Although many diffcrcnt:

transformations may be discovered during learning, in a given iteration only the transformation
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that yields the best performance (e.g., the highest value of a scoring function) is chosen. The
newly learned transformation is then added to a set of outpul rules for use in extraction.
Using TBL., William I, Black [30] extracted persons, locations, organizations, etc. {rom a
“collection of news wire articles written in Dutch and Spanish. His average F., scores were
82.35% for Dutch-language articles and 80.79% for Spanish-language articles.

3.2.2 Hidden Markov Models (HMM)

The use of Hidden Markov Models (HMM) is another learmng approach used in IE. An
HMM consists of a set of states Q, with initial state g; and final state q;. The model includes a set

of transitions between states (Q—=2q") and output alphabet Y = (8, 83, ..., ).
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Figure 3-1: Hidden Ma‘rkov Model
By applying the algorithm to the training data the states, transition probabilities P(q=q’)
and emission probabi]ili’es P(q18) are learned. During testing, the probability of a string being
emitted by a HMM is computed as a sum over all possible paths.
In an application of HMMs, Kristic Seymore [31] extracted title, author, affiliation, address.
email, date. phone, keywords, and several other features from headers (first paragraph or page) =

of computer science research papers. The average Fyoy score obtained was 901 %

——— 2%




3.2.3 Maximum Entropy Model

Another popular information extraction algorithm is the Maximum Entropy Model. In this
approach, each feature is divided into four sub-classes: feature-begin, feature-continue, feature-
1

end. and featurc-unique. Equation 3.1 depicts the most-often used equation utifized in the

maximum criropy appreach.

_ glh ) . gt/
P(f 1 h) e Z{h} —ZH@- o

Z,{h} I

Equation 3-1 Functions for the Maximum Entropy Model

These equations define the following values: P(flh) is the conditional probability that the
current word belongs to class f (e.g., a named entity) given a history of events h. Z,{h} is used
for normalization given a,, which is a weight learned during training. g;{f.h} is a binary feature
function thar allows the learning algorithm to distinguish features. Consider, for example, the
case of a capitalized word. If a word 15 capitalized, then we might assume that its ikely that the
word i»s a personal name. I we used gif Lh 1o represent this scenario, we would then have the

[ollowing binary function:

1rif his acapitalized word and f = named entity

gi{hf}=
0: else
In most of systems, the binary functions gi{h,[} are provided by the user. Since «, is learned
during training and P(flh) can be compuled, these values do not need to be provided by the user.
‘However, a drawback of this approach is that the Maximum Entropy Model requires intensive

feature-specific labeling to create the training data needed by the algorithm.




i

Hai Leong Chieu and Hwee Tou Ng applied the Maximum Entropy Model o extract

features such as speaker, location, start time and end time from seminar announcements in their

3.2.4 Support Vector Machines (SVM)

The named-entity extraction problem can also be converted to a word classification
problem and solved using support vector machines (SVM). The SVM algorithm atiempis to
discover a plane that gives the greates( separation between classes, termed the maximum marain
hyperplane. Classes are chstinguished by sdpport vectors that are nstances on the boundary of
the maximum margin hyperplane. Therefore, the task of the SVM is to discover the support
vectors and the corrcspohding maximum margin hyperplane.

Paul McNamee [33] applied a SVM to learn persons, locations, organizations, etc. from the
same collection used by Black in [30). His work produced Fy-y scores of 59.52% for the Dutch-
language articles and 60.97% for the Spanish-language articles.

3.3 Open Problems in Information Extraction
The growth of the IE field has brought with it several challenges that remain to be solved.

3.3.1 Knowledge Engineering Cost

One of these challenges is the high cost of knowledge engineering. Traditionally. as noted
previously the usual approach to perform IE is to use hand-crafted rules. As was also discussed.
manual construction of the rules requires not only hnguistic and domain expertise, but a great

deal of ime. As mentioned previously, a common solution to this problem has been to adopt

"~ machine lecaming techniques well-known from corpus linguistics: to manually annotate a corpus

learning is motivated by the fact that the cost of labeling documents is usually considerably less




than the cost of writing the extraction rules by hand [35] {36]. However, the quality of inferred
rules crucially depends on the size of the corpus, and manual annotation is also cxpcnéive. There
are several methods that can be used to partially solve this problem, such as relevance statistics,
active learning, and bootstrapping. However, the problem remains open at this time.,
3.3.2 Scalability

Another open challenge in the IE field is to build scalable ;1pp1icntiions that cover new

domains (e.g., medical abstracts, scientific papers, police reports, etc.) [371138)[39]. For most IE

“systems/algorithms. a domain-related lexicon or knowledge base is required to manipulate

domain-specific concepts. It is very difficult 10 z»nutoma[i@lly generate these support files for
different domains. A related scalability issue occurs when adapting IE systems to linguistic
features specific to different domains since different grammars and lexicons must be provided (0
enable the system to cope with specific linguistic constructions typical of lh.e application/domain.
An example of llllis oceurs .()n]inc news media, where web-based blogs can radically differ
from online newspaper-like texts.
3.3.3 Accuracy

Data inaccuracy is also a source of problems. For instance. the data may be erroneous.
incomplete, or inconsistent. Or, if the data is accurate. 1t may be poorly labeled (¢.g . incomplete
or inconsistent annotation). Inaccurate data impacts [ system performance [40] and is a problem

that needs 1o be addressed.

4 Reduced Regular Expression Discovery Algorithm for
Information Extraction

Having provided a background to the field of information extraction (1) and outlined some

of the open problem in the field, this section of our report presents a semi-supervised, active




learning Reduced Regular Discovery TE algorithm that we developed as part of this project, The
algorithm is a (greedy) covering algorithm that discovers reduced regular cxprcx.si..ons that ure
used as patterns to perform informzmo‘n extraction. In this section we provide a definition of
reduced regular expression, give an extensive description of our semi-supervised RRE Discovery
algorithm, analyze the precise time complexity of the algorithm, survey the scoring functions
evaluated for use in our algorithm, and present our approach to active learning within the semi-

supervised framework of our RRE Discovery algorithm.

4.1 The Definition of RRE

Reduced regular expression (RRE): Given a finite alphabet I, a reduced regular expression
is defined as a sct:

» Vael, ais an RRE and denotes the set {al.

*  Allwords in our lexicon and all part-of-speech tags in the Penn tag set [ 1] belong oY

= MY $eX, where s the start of a line, and $ is the end of a line.

* [0-9]e ), where [0-9] represents any single numeric digit.

* [A-Z]e) . where [A-Z] represents any single alphabetic character (upper or lower case).

* All punctuation characters belong to 3. '

= All white space characters belong to Y.

= g€ isthe null symbol (i.e.. the empty string).

* (ulg) isan RRE, where a € is any single alphanumeric or punctuation characler.

* I randsare RREs denoting the languages R and S, respectively, then (rs) is an RRE that
denotes the set RS, '

The major dilterence between regular expressions and reduced regular expressions is that
rcﬁuccd regular expressions do not support Kleene closure (i.e., ‘*’). Examples of regular
expressions that are not RREs include: ¢, (0Ip), and a+, where o and B are arbitrary word or
part-of-speech members of £. We have not found it necessary (o support such regular

expressions {0 achieve high accuracies.




4.2 The RRE Discovery Algorithm Framework

In this section we present our semi-supervised approach to the discovery of RREs from a
small set of labeled training segments. The process begins with pre-processing and is followed
by the apphcation of a greedy algorithm to discover RREs. We detail these steps in the following

sections.

-4.2.1 Pre-Processing

Our semi-supervised learning algorithm requires three pre-processing steps: segmentation,
segment labeling, and part-of-speech tagging.
4.2.1,1 Segmentation

At this stage, each incident report is split into segments. Each segment becomes an instance
in our system. The first step splits the input into sentences using the technique presented m {91 1o
detect sentence boundaries. The input data is further divided on commas, although there are a
small number ol cases where commas are not segment boundaries. We also assume that no
features cross segment boundartes. This assumption is practical for a number of important
attributes, including those discussed in secion 5.2.1. on results.
4.2.1.2 Segment Labeling

Prior to the start of the labeling stage, domain cxperts must identify the attributes that will
be extracted. For instance, if the high-level goal is to extract physical descriptions of suspects,

the list should include Height, Weight, Eye Color, ete. During training set development, cach

segment 1s evaluated manually and assigned one or more labels. For example, il a scyment
. ) ple, g

includes Height and Weight information, the domain expert assigns both of these labels 1o the

segment. After labeling, each feature has its own true set and false set.

)
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4.2.1.3 Part-of-speech Tagging
Part-of-specch tags are also used in our RRID Discovery algonthm. Bach word i the

training set must be assigned its correct part-of-speech tag-before the learning process begins.
Currently, we are using Eric Brill's [10] part-of-speech tagger to tag our training sets. Brill's
tagger uses the Penn tag set [1] (Table 4.1 contains some examples of Penn tags). We have
enhanced our lexicon to include extra tags for feature extraction from police incident reports. For
example. {CDS} 15 used for plural numbers such as “twentics™.

Table 4-1: Example tdgs from Penn tag sct

Tag Category Example

Ch Cardinal numbcr. < 3, fificen

IN Preposition in, for

PRP Pronoun ' they. he

PRP$  Decterminer. possessive therr, your

DT Determuner, article the, hoth

cC Conjunction and. or

RB Adverb ago, very

I Adjective v happy. bad

NN Noun, singular aircraft, data
~ NNP Proper Noun London, Reston
~ NNS Plural Noun books. years

VBG Verb, present participle taking, living

VBP Verb, hase present are, take

VBD . Verb, auxiliary be, past was, were

VBZ Verb., auxiliary be, presemt 18
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4.2.2 Learning Reduced Regular Expressions

The goal of our algorithm is to discover sequences of words and/or part-of-speech tags that
have high frcqncnd in the true set, while having low fiequency outside the true set. The
algorithm first discovers the most common element of an RRE, termed the root of the RRE. The
algorithm then cxtends the RRE using an “AND operator, after which it discovers the gaps
between elements of the RRE. Finally, the start and the end of the RRE are learned. Figure 4.1
depicts the entire lc:%rﬁing process. Figure 4.2 portrays the same process in algorithmic form, An

example (in section 4.2.3) explains how the algorithm works at each stage of the learning process.

i : Do {

Discover the
Ront < i Find the ROOT
/ “AND” lcarning
“AND”
Leaning \ “GAP" learning
TOUESS ~

'l('.,v\Pf “RRE Star/End” learning
Ldbnng
Process

—— Prune true set

RRL: Startand
—

Fnd Leaming

1 While True Positives 2 9

Process

Figure 4-2: RRE Discovery Algorithm
Figure 4-1: RRE Discovery

Our approach employs a covering algorithm, After an RRE is discovered, the algorithm
removes from the true set all segments covered by >thc RRE. The remaining scgments become a
new true sct and the steps in Figure 4.1 repeat. The learning process stops when the number of
scgments left in the true set is less than or equal to a threshold 8. We use this threshold because
overfitting results if too few segments are used to discover an RRE. & is a parameter in our

systen, and must be an integer. By default 915 sel to (wo.




Our approach is a semi-supervised learning method. Instead of labeling the exact location
of features in a training set, the training-set developer need only record whether a specific feature
of interest oécﬁrs i a segment. Nonetheless, the RRE learned by the algorithm précixc‘ly matches
the feature of interest — no more and no less. We depict the details of each step of the algorithm
m what follows.
4.2.2.1 Discovering the Root of an RRE

In this step, each word and/or part-of-speech tag (specitied as a simple RRE) in each true
set segment Is matched against all segments. The performance of each such RRE in terms of Fy
(Equation 2.1) 1s considered. To reiterate, in Equaton 2.1 P = pfccisiun = TP/(TP+I:P) and R =
recall = TP/(TP+FN), where TP are true positives, FP are false posilives.' and FN are false
negatives. The parameter B is the ratio of recall to precision and enables one (o place greater or
lesser emphasis on recall versus precision depending on the needs of the application,

The element with maximum Fy is chosen as the root of the RRE. The algorithm discovers a
word or part-of-speech tag that has a high frequency of occurrence in segments containing the
desired fcafurc. It must also have low frequency in segments that do not contain the desired
feature. For example, 1‘1.0 root discovered for the altribute Age in the cxumpl'u‘gn'cn I secton
4.2.3 15 the part-of-speech tag “{IN}”. Because each element in each zmci every segiment in the
true set must be tested during root discovery, the time complexity of root discovery is equal (o
the number of elements ixi the true set.

Our approach places less emphasis on precision and more on recall during the root
discovery process. We use the parameter Broo (by default set to six) to control this. Naturally, this
results in a larger set of segments that match the root. These seaments, however, are not

necessarily all true positives. As a result, the “AND”, “GAP”, and “Start/End” learning phases

jS)
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all prune false positives from the set of segments that match the root RRE. As will become
evident, this results in RREs that have both high precision and high recall,
4.2.2.2 “AND” Learning Process

After the root is discovered, the algorithm tests additional words and/or part-of-speech tags
before and after the root. The algorithm places new candidate elements immediately before and
after the root, thereby l‘ormihg two new, RREs. The RRE with the highest Iy replaces the
previous RRE. For example. starting with the root “{IN}” for the attribute Age. the RRE “years
<GAP> {IN}” may be discovered after the first pass of the CANDY learning provess. where
<GAP> is the gap discovered between these (wo elements’. Intuitively. element adjacency
mplies the use of an “AND” ope'rulor — thus the name “AND learning process.”

Thekncw RRE is then extended in the same way. As before, candidate elements are inserted
before and after the current RRE. The algorithrr; measures the performance of each extended
RRE. and the RRE with the maximum Fg is selected. In this sense, our algorithm is greedy.
Continuing the previous example. the RRE after the second pass of the “AND” learning process
may be “{CD} <GAP> years <GAP> {IN}", where “{CD}”, “years”, and "“{IN}" are elements
of the RRE and <GAP> represents the gaps that have been learned.

Candidate elements consist not only of words and part-of-speech tags. but also can be
“numeric” tokens composced of the digits [0-9] The lengths of such tokens provide clues usclul
in RRE discovery. For example, two digit tokens such as “237 are often a person’s age. whercas
four digit tokens such as “2003" are Iikely to be a year. Similarly. a person’s height always has

one digit for feet and one or two digits for inches, and a person’s weight usually has three digits.

" The details of gap discovery will be discussed in section 4.4.4.
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The overall complexity of the “"AND” learning process depends on both the number of
candidate eclements and the maximum number of elements in an RRE (a system parameter).
More formally, Canp 1s the comple;(ity of the “AND™ process, where S is the set of candidate
elements for the j'h position in the i" pass of the "AND” learning process in a single itcration of
Figure 4.2. Although Sj;can contain many clements, there are only two positions t.o test in cach
pass of the “AND learning process. One 1s the position before the current RRE and the other is
the position after the current RRE. An cxz\ﬁple of how §;; changes during the “AND” learning
process is depicted in Figure 4.3. The actual size of S;; depends on the number of candidnlc
c]gmcnls for each position j=1 and j=2 in a secgment. The algorithm is data-driven in this regard.

Generalizing from this example, we can see that in the "AND™ learming process there are al
most N-1 passes required to test the N-1 positions between a maximum of N elements. Thus the
“AND” learning process ends when at least one of the two following conditions is met: erther the

number of elements in the RRE recaches the maximum N, or all candidate clements in the

segment have becn tested in all allowable positions.

l Si {IN} S ]
v

I - Sooyewrs LN S l
Y

‘ S {CD) vears {IN} \J
¥

I S0 1091 1CD) vears {IN] $. !
v

l S [0-9110-9] (O years [IN] 5. l
Y

l JO-9710-91 {CD} vears [INY INN] ’

Figure 4-3: “AND" learning example tor the Age aturibule

Given that 0 < I§; <ISI, we have 0 < Canp < 2(N-DISI. Therefore, the complexity Canp 18

bounded by O(0) < Canp < O(NISH: it1s represented 1in Equation 4.1,
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N=l 2

0SCopp <D DS,

i=l /:,]
Equation 4-1: Canp

The fact that the algorithm is data-driven improves its performance — this can be deduced
by comparing the actual complexity of Canp with the upper bound 2(N-DISI In other words. due
to the fact that a given segment does not contain many wurdg,'in pr?xc(icc IS, << ISI. In fact we
have found a value of ten to work well for the max number of elements N allowed in an RRE.
4.2.2.3 “GAP” Learning Process

In the “GAP” learning process, our algorithm learns the length of the gap between elements
of an RRE. For example, suppose an RRE learned for the Date attribute is “{CD} {MONTH)}",
where {MONTH] is the part-of-speech tag for sz.uary through December. Because our
algorithm is designed to learn gaps between adjaccht elements automatically, 1t can, for example,
learn that a gap of zero to two clements between {CD} and the following { MONTH} is optimal.
An example of this type of RRE is “{CD} {token}{(,3} {MONTLH}", where {token} 1s a word
or part-of-speech tag in 2. This RRE allows at most three elements between a number and a
f(.)llowivng month, ¢.g.. “the{DT} 5th{CD} of {IN} January[MONTH}”. In this case, the word
“of” followed by its part-of-speech tag followed by the word “January™ form a gap that is three
clements in size.

In this simple date attribute example we assumed that gaps are measured in terms of
elements — in fact, the execution time performance of our algorithm 1s significantly improved if
gaps are measured in terms of characters, As aresull, we measure gaps in terms of characters and
use an inpul parameter Y to control the maximum gap allowed between any two adjacent

clements in an RRE. Our system inttalizes Wy = 100 based on the observation that no adjacent
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elements are separated by more than 100 characters in our training data. For cach gap, our
algorithm first determines ¢ = min(y, (oj, where  is Ihg longest gap in any segment in the true
set between the two elements under consideration. For example. in the segment “the{DT)
Sth{CD} of{IN} January{MONTH}", including spaces (herg are 15 characters between *{CD}’
and ‘{MONTH}’, and ¢ = min(100,15), which is 15.

Once ¢ has been determined, the algorithm tests “.{0, ¢ 1™ as the gap. In this expression, the
‘. represents any single character member of Z‘A The syntax “.{0, ¢}*" means that any single
character member of ¥ can occur between 0 and ¢ tmes. The algorithm, in turn, tests g:lp.‘\" of
SO0, 0-117 0, 0-277, L 0,017 The smallest gap that does not decrease the current RREs
performance is used as the final gap between two clements of the RRE. Gaps between different
elements can differ in size.

.Thc time’ complexity for the “GAP” learning process is Ciap. Where G, is the number of
comparisons to identify the optimal gap between RRE element 7 and element i+1. 0 < G; < y.
Given N, the maximum number of elements in an RRE, the complexity of gap discovery C(;;.\p is
thus 0 < Cgap < (N-1)y. Therefore, O(0) < Coap < O(Ny). Cgapis depicted in Equation 4.2,

| N1
Conp = ZG,'

=
Equation 4-2: Coar

4.2.24 Start and End Learning
The start symbol " and end symbol “$" of a segment are also uscful in RRE discovery. As

a result, our algorithm tests whether the current RRE should include the start symbol and/or the
end symbol. We first insert the start symbol at the beginning of the RRE to form a new RRE. If it
has equal or better performance compared to the previous RRE, then the new RRE with the start

symbol replaces the previous one. We deal with the end symbol in a similar manner. 1n addition,

40




if the initial element of an RRE is a part-of-speech tag. our algorithm ensures that the RRE also
covers the word before the tag.

Thc. time complexity of this learning process is O(1) since only two c:l-mdid:\lc RREs are
tested.

4.2.3 Example

In this section we use the Age attribute to illustrate our semi-supervised learning algorithm
in detail. Tables 4.2 and 4.3 contain the initial true and false sets respectively. The characters
between “{” and “}” are part-of-speech tags. {MALE]) is a special tag for words of male gender,
and {FEMALE) is the tag for words of female gender.

There are two distinct Age patterns in the true set. One is illustrated By the feature value “in
her twenties”™, the other by “25 years of age”™. Our sérni-supcrvixcd algorithm discovers two
distinct RREs, one based on cach Age pattern. In other words, in this example our covering
algorithm completes two iterations ol Figure 4.2 during RRE discovery.

Table 4-2: True set for example

Segment Number Truc segiments

1 $IX{CD] feet{NNS} tall{J}} and {CC) 25{CD} years{NNS} of {IN} age{NN}

2 ’ both{DT} 30{CD} years{NNS} of {IN} age (NN} with{IN} cornrows{NNS}

3 In{IN) his{MALE} twenties{CDS} standing{ VBG ) six{CD} feet{NNS} wll{J])
4 they{PRP} arc{ VBP} in{IN} their{ PRP$ | thirties{ CDS}

5 : she{FEMALE} was{VBD} in{IN} her [FEMALE]} twenties{ CDS)}

6 Tom{NNP} is{ VBZ} 1n{IN} lis{MALLE} carlv{IJ} teens{CDS}




Table 4-3: False set for example

Segment False scgiments

Number ]

. the (DT} first{JJ} man{MALE} is{ VBZ} in{IN} his{MALE} car{ NN}

2 in{IN} the{ DT} roaring{ VBG} twennes {CDS)

3 in{IN} the{DT} 111{CD} block{NN}

4 25{CD) vears{NNS} ago{RB}

5 S{CD} feet{ NNS} &{CD} inchcs[NNSj W1} with{(IN} a{ DT} wall{J]} thin{JJ} build{NN}
6 weighing{VBG} 180{CD} pounds{NNS}

In the first iteration of the algorithm,' the root “{IN}” of the first RRE is discovered with

_ Fp=6.0 = 0.98. Next, the "AND™ learning process extends this root to the five RREs portrayed in
Figure 4.4 in sequence. In order to prune the false positives covcrcci by the root, B is sctto 0.5 in
this example (by default it is set to two in our systém). As noted previously, greater emphasis is
placed on precision during “AND™ learning in this way. Each of these five RREs has Fos =
0.71. Thus, in this example Ry, the RRE formed after the "AND™ learning phase completes, is

learned after five passes in the “AND” learning process.




yeurs {IN}

{CDY) yems {IN}

[0-91{CT} years {IN}
S N
(091 10-9] {CD) vears [INY

l [0-93 [0-91 FCDT vears 1N (N

[0-9][0-9]1 {CD} years {IN} 1037 [NN} l

[0-9] J0:9] {CD} years L3085 {IN)
()[04} NN}

v
[0-9§10-9) [CD} ¢ 3101} vears (OB
{IN} ({03} {NN}
v R
1091 10-9] (30.05 {CD) (H{0,1] years
({0.8) {IN}(){0,4) {NN}

¥ =

[0-9) ¢ 31064 [0-91 LH00) {CD) (H{0.1)
years (){0.8) {IN} (){04) (NN}

Figure 4-4: The tirst iteration of RRE discovery

After Ry is discovered, the “GAP” learning process takes place and taitors R, to further
improve precision. The pr{)ccss 15 depicted for our example in the “GAP” lcarning process in
Figure 4.4. This process involves five steps, one for cach of the five gaps between the six
elements in Ryng. Each intermediate RRE produced during “GAP™ learning in this example has

Fpans =0.71.
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In this case. inclusion ol either the start or the end symbol in the RRE decreases Faog s, S0
the RRE discovered aflcf “GAP” learning remains unchanged. This RRE is depicted at the
bottom of Figure 4.4 and covers segments 1 and 2 in the true set. To prepare for the second
iteration of the algorithm, segments | and 2 are thus removed from the true sel. Therefore, the
second iteration begins with segments 3,4, 5. and 6 in the true set, and segments 1.2, 304, S and

6 in the false set. The steps to learn the second RRE are portrayed in Figure 4.5.

{CDS)

n {INY iz {CDS)

] (GG TINT (0264 1CDS)

Figure 4-5: The second iteration of RRE discovery

As before, the addition of either the start or the end symbol decreases Fy-os. As a result, the
final RRE for the second iteration is the RRE depicted at the bottom of Figure 4.5. The covering
algorithm terminates after the second iteration because there are no true segments left m the true
set — alf have been covered by the two RREs discovered.

This c.xamplc highlights a distingﬁishing characteristic of our algorithm — values of a given

‘cature can be extracted precisely from a training set iy which the features are imprecisely
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labeled. For instance, the RRE “in (){0,0}{IN} (){0.,26} {CDS}" precisely matches only the

Age feature “in{IN} his{MALE} twenties{CDS}” from the segment “in{IN} his{MALE}

1

twenties{CDS} standing{ VBG} six{CD} feet{ NNS} all{]}}”. Although this segment contains
both Age and Height information and was labeled as such during training set development. our
algorithm discovers an expression that precisely matches and extracts only Age features.
Although we have not exemplified the discovery of an RRE for extracting Height, the same
holds true: features for Height are also prccisé]y matched and extracted despite the fact that the
source segments are imprecisely }ul_vc]cd. To summarize, precise labeling of features is tedious
and time-consuming, and this technique reduces traning set development time without impacting
performance. This is as noied what makes this a semi-supervised learning method.
4.3 Scoring Functions

The scoring function is used to evaluate the quality of the rule learned in each learning step.
This function is critical for fhe RRE Discovery algorithm because the scoring function
determines search heuristics, which tmpact the performance of the algorithm.

In this section, we introduce some well-known cvaluation metrics, and the methods we

- used to select scoring functions for different applications.

4.3.1 Commonly Used Scoring Functions
There are several scoring functions that arc commonly uscd in 1B, The details of the

‘metrics are dependent upon the definitions of true positives (TP). false positives (FP). true

negatives (ITN). and false negatives (FN), as well as precision (P) and recall (R). These have

been defined n detail in Section 2.5.




4.3.1.1 Precision
Preciston is calculated as TP/TP+IP). Generic covering algorithms such as PRISM usc

precision as the scoring function. Achieving high precision is critical for the inner loop of the
RRE Discovery algorithm as well. We will discuss this measurement further in se.ction 43.2.
43.1.2 Recall
Recall is calculated as TP/(TP+FN). Covering algorithms implicitly achieve high recall

by combining rules learned in sequence. Naturally, recall 1s also significant for the RRE
Discovery algorithm and will be discussed further in section 4.3.2 as well.
4313 Fg

Since precision and recall are both important in assessing performance but are also
inversely related (sce Section 2.5). it is important to combine both values into a single measure
of overall performance. One way (o do this 1s Fy, which combines precision and recall using
Equation 2.1 from [2]. The parameter 3 determines the relative importance of recall vs. prccisli(.)n.
Using Fy, it is possible to compare the performance of systems with different precision and recall.
4.3.1.4 Accuracy

Accuracy is often used in machine learning algorithms. It is defined as the proportion of

correct judgments over the entire dataset and 1s computer as shown in Equation 4.3.

TP+TN
TP+ FP+TN+ FN

Accuracy =
Equation 4-3: /\ccuraéy

4.3.1.5 Fallout
Fallout measures the proportion of returned irrelevant segments to all existng irrelevant

segments. Since an IE system strives to minimize the number of frrelevant entities extracted,

Fallout can be used as scoring function. Fallout is calculated using Equation 4.4.




FP
IN + FP

LEguation 4-4: Fallout

Fallout

4.3.1.6 Overall
Overall is a scoring function designed to estimate the effort required for the user to change

the selected result set to the target set.. Accomplishing this change requires two operations:
deletion and insertion. It 1s an assumption that it takes the >same effort to delete an instance from
the sgicctcd sct as to insert an instance into the selected set. As can be deduced from the Venn
diagram in Figure 2.6, it will take FP deletions and FN insertions to change the selected set to the
target set. I the user manually labeled ins(anccs, it would take them ITP+FNI effort to construct
the ground truth (assuming it was a best case scenario and no mistakes were made).

Therefore, the proportion of the adjustment effort required (after applying the algorithm) to

FP+FN

. . . . T ASV] . .
the effort required by a full manual approach is represented by 7P+ /N I we subtract this
proportion from I, it gives an estimate of the effort required to change the sclected result set to

the target set. In [ 3], overall is defined as represented in Equation 4.5,

FP+ FN : 1
Overall =1- - = recall * (2 = ———o )
TP+ FN precision

Equation 4-5: Overall

If precision 1s less than 0.5. rbhc value of overall will be negative. The highest value for
overall (1.0) occurs when both precision and recall equal 1.0, as well. h) all other cases, overall 1s
less than both precision and recall.

In sum, Equation 4.5 satisfies the following properties:
e Preaision=0.5 implics overall = 0

* Precision<0.5 implies overall <0
*  Preciston=recall=1.0 implies overall reaches its highest value, 1.0




e Overallis smaller than both precision and recall if precision£0 and recall£1.0

4.3.1,7 Information_Gain
Information_Gain is another scoring function that calculates the amount of information

gained in a given iteration of a covering algorithm. It “represents the total information gaimned
regarding the current [true] positive examples, which 1s given by the number Jof true positive
cxamples] that satsfy the new test, multiplied by the information eammned regarding cach one of

them” [4]. Information_Gain 1s calculated using Equation 4.6.

: TP
1G.,, =TP, (log Bt (] S
o = I TP. + FP 5T ,)

i+] i+l

where >0 and by definition,

TP, + FP,
Equation 4-6: Information_Gain
4.3.2 Search Biases

The purpose of the semi-supervised RRE Discovery algorithm is to discover RREs that
have both high precision and high recall. As a greedy covering algorithm with a top-down
(general-to-specific) search strategy. the algorithm ideally "obtains high' precision for rules
learned and improves recall when ig combines the learned rulcsllogclhcr.

First, each individual RRE discovered must have high precision because “the overall
precision 6f an expression that combines RREs is always greater than or equal to the lowest
precision of its constituent RREs. In other words, the overall precision will be high if all the
fonslilucm RREs have high precision. Thus, by biasing the RRE discovery algorithm to obtain
high precision for each RRE discovered, the algorithm eﬁsurcs that the overall precision is-high.

It is also necessary to mmprove recall as the RRE Discovery algorithm processes the data.

Since our semi-supervised learning algorithm i1s a covering algorithm, the RREs discovered will
g alg




be used in sequence Lo extract features from previously unseen data. If any single constituent
RRE malc:hes a feature value, overall recall is timproved without sacrificing precision. This is due
to the fact that, for a given feature, every RRE covers at least d true positives, where 8>0. As a
result, when the RREs are used in sequence, true positives increase and false negatives decrease,
coinciding with the goal to improve recall.

In gencral, the precision and recall biases in our algorithm enable the algorithm to discover
expressions with both high precision and high recall as measured by the scoring metric employed.
From a theoretical perspective, it is possible 1o prove for certain scormg functions that precision
is-guaranteed to increase monotonically during learning. Likewise, certain properties of recall
can be demonstrated theoretically. It is thus useful to compare and contrast different metrics
from a theoretical perspective. In what follows, we perform a theoretical analysis, and identify
scoring metrics that guarantee a monotonic increase in precision duri\ng learning.
4.3.2.1 The Property of the Greedy Search Algorithm

The RRE dis’cnvery algorithm is clearly a greedy search algorithm. At the start of the
learning process, the initial score is initialized to the minimum possible. For root discovery to
occur, the algorithm must obtain a positive value for the scoring metric. Then, in each step of
“AND™ learning, the score of the extended RRE must be greater than or equal o the score of the

previous RRE. This is demonstrated by Equation 4.7 (the scoring metric is abbreviated as 1),

O<F <L,

Equation 4-7: Extending the RRE score

4.3.2.2 Theoretical Analysis of Recall
Regardless of the scoring function chosen, the recall monotonically decreases during
learning. This is stated in Theorem 4.1,
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Theorem d-1: The recall of an RRE monotonically decreases during learning.

Proof:

o Suppose RREI is the RRE after the iVextension, and RRE,’TI is the RRE afier the (4+1)" extension for a given alivibute
in the “AND’" learning process, wheve i>0.

< We tirst show that all segments covered by RREM must also be covered by RRE/ .
RRE or RRE+l = RREEM where Em 18 the element (a

simple RRE) discovered in the (+1)" extension. Therefore, any string accepted by RREHI will either take the

In the "AND” learning process, RRE+1 =K

‘it

form 8.8 | or S,+|Sf+| where EH

AN | accepts S RRE, accepts S, . and S, and S, are substrings of the strings

accepled by »RRE,H . This implies that any segment containing a substring accepted by l’\)}\’E,ﬂ must also include

substrings accepted by RREI . Since the discovery of the start and end of an RRE is a special form of the "AND" learning

process, the same conclusion holds.
clements.

also be covered by RRE’ .

< Obviously. all true-set segments covered by RREM, must thus be covered by RRE,. This implics that 7P 2 TP .

Furthermore, we have TPi + FNi = TP/H + FNH] .
P, TP .,

% Thus ! - 2
' (TP, + FN ) (TP, + FN )

Oor R, 2 R, (Equation 4-8)

In the “Gap Learning Process™. the gap learned 1s the smallest one. Thus. strings accepted by the RRE wiih the
smallest gap discovered must also be accepted by an RRIE containing the same clements but having Inrger gaps beiween

. - .
RBased on the above, we conclude that all segments covered: (e contaimmg sones aceepted) by /‘R/‘M sl

4.3.2.3 Theoretical Analysis of Precision
As noted in the infroduction to this section, the various scoring metrics have significantly
difterent theoretical properties with respect to precision. In what follows we prove several
theorems that treat the various scoring metrics overviewed above. In each case we refer to the
scoring function as F in both the theorems and their proofs.

Theorem 4-2: [f the scoring function F is recall, the precision of an RRE mopolonically increases during
learning.

Proof:

n

'
&
[




From Equations 4.7 and 4.8, we have
B O H . 2
ll"[l-’r] mnd RI RI-H

since F.= R oang I =R.
! i [+1

FiSFi+I-)R,'SR,'+] P
>R =R.
i [+
TP: TPHI

TP v EN, TP, 4 FN.,
TP+ FN =TP, +FN,,

»TP, =TP,
As we have proved in Theorem 4. L any segment containing a substring accepled by RREM st :xl.su.includc substnings
TP < e,

TP + FP. " TP, + FP

accepled by RRE/ In olher words, TPI + FP’ 2 T])I+I + FPI .1 - Therefore, we have

il

-),I"’.SP.+]

Theorem 4-3: If the scoring function F is Fy the precision of an RRE monotonically increases during learning.

Proof:

s




Suppose [‘: and I)/+| are the precisions of RREI and RREH] in the i and (+1)" extensions respectvely of the AN
leaming process. Ri and R‘ 1 are the recalls of R/\)El and RREH] in the i" and (i+1)" extensions respectively of the “AND
leaming process. [’wl and F, 1 arc the scores of RRE, and RRE”,‘ in the 1" and (+1)" extensions respectively of the “"AND”
learning process. TR and TP”] are the true positives nI'RREI and RREH, in the i® and (1+1)" exiensions respectively of the
SANDT learmng process. »

l) Suppose P >0 and P. >0
! 141

e Wehave K. >0 R,
i i+

o,

SO F >0 md F > ()
{ it

|
BPR, KR,
i Fi= — —y P, et e s
(B + 1P+ R (B + DR, - P
e o BRLR, , Fake,

il = (p‘l N ])pl_l . R“‘ P (/)'{3 T ])Ri" . /f-:lr.,)
< We wish to prove P[ < P’-+]
Agsuming Pl > P[+l we have the following:
FR, TSR\ NES
T2 TS P
(BP+ DR, - B°F, (B + DR, = [7F,,

4 I(ﬁlRl {(/))2 +1)RM-[‘_ IH?F‘H—]) > F!‘PIRH-I(([?Q +1)Rl *162/:/)

bl 2

,2 2 2 2
> FRA(B + 1R -FRAF > T R (f +hR - r R fr
P P+t i i+l P b+ i (RN AR O t

2 R - 2 e
A ”RiRi 4 l”'i - [vl' 1) ﬂal'il'i + l(Ri — Ry I)

From Equations 5-3 (on page +++) and 5-4 (on page +++), we have

. 2 :
B S By P02B7+DRR; ((F= )

,) ~ -
RZR \DBTFF, (R =R, )20
2l 7 " )
027 +DRR, ((F = F V> B F (K =R )20
2 0>0

Since O=0. the assumption is mcorrect.

% Thus P. S P. .
i i+

2) Suppose P[ =0 and ]‘l. £ >0

s Itis obvious that . < P .
i i+

’%) Suppose P[ > () and PI 1 =)

* Pi>0->TP,.>O-)Rl.>O-9 1~‘l.>'0
« Poo=0=2F =0
i+1 i+1
o > >F
[ i+1
< Due o equation 1.1, this assumption can not exist

4) Suppose Pl = () and P[ N 0

2

o Jtis obvious that /’l. < fl nE

5) Based an 1), 2). 3), and 4), we have l”. < /’I e

"
%)
|
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Theorem d-4: If the scoring function F is precision, the precision of an RRE monotonically increases during
learning.

Proof:

Suppose P and P_ are the precisions of RRE and RRE. | in the 1™ and (i+ l)"' exilensions respectively ol
PP i i+l p / 14t p y

the "AND" leaming process. £ and [, are the scorcs of RRE and RREM in the i and (i+1)"

extensions respectively of the "AND™ learning process.
- Fi= P, ang Fivv=Pioy

4 From Equations 1.1 (on page +++) we have Fi < F'. +1

oo ¥ < P
Thus Pl _11+].

ssasit LAY I )5

)

N



Theorem 4-5: If the scoring function F is overall, the precision of an RRE monotonically increases during

learning.

Proof:

extensions respectively of the “AND” learning process.

1) Suppose [‘; > 0 and Pl-f-[ >0

o wenwve K. >0 R, >{)
i I+1

. . ] R,
VR ER2-) - Pzt
E 2R, - F,
* 2 ; ] Rlil
YR ER(2-on) = P =il
Py 2R, - F,,

< We wish o prove Pf < /’[-

+1
Assuming l’i > Pi 4 Wehave the lollowing
R I
S AT

2R, - F QR - FL
S2RR. ~RF, >2R R ~R,F
>R, F>RF,

il

R R ’
-)Fi>—. ﬁ,«l-)()>__'_[4:+l_}?:
Riﬂ i+t
From Equations 5:3 (on page +++) and 5-4 (on page +++), we have

O<F.<F >F ~-F 20
i i+1 i+1 ]
R. R
>

Ri = Rz +1 S e g B f

R, R (R (+1 i

i +1 i+1
R.
P05 —LoF  ~F>F  -F 20
R T S S
i+
2> 0>0
Since 0=0. the assumplion is incorrect.
KX hus PSP
Thus P[ < Pl-+1'
) Suppose P.=0
{
A ¥ MY YIr ¥ A
o accarding Lo the deliminon of Overddl, Ko I /,70‘1 i\, _ {/( ”,”/,' o ! /), <0
! T+ FN. TP 4 PN N
1 i ! ! !
o Due w equation [E this assumpbion can not exisl
4
3} Suppose P =0
) Surpe i+1

< This assumption cannot exast. The prools similar to 23

4y Bused on 13 2). and 3). we have PI < P/. l

FP,H and FNH‘ are the frue positives, false positives, and false negatives of RREH, . respectively in (he i" and (i+1)

Suppose P' and PM are the precisions of RRILI and RR[‘,”, m the 17 and Gr D)™ extensions respectvely of the “TAND learming
process R’ and R/+| are the recalls ml'RREI and RR[‘.’H i the 1™ and (1" extensions respectively of the "AND" learning
- i - 1 R R : i . I Ol
process. P, and ]‘”l are the scores of }\RE, and RRE”I in the i" and (i+1)" cxtensions respectively of the “AND™ learning

process. T/)’ . f)ul and /‘N’ are the true positives, false posioves. and false negatives of RREI, respectvely; TP,-;] .

h
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If fallout, accuracy, or Information_Gain is ‘used as the scoring function of the RRE
Discovery algorithm, the precision does not monotonically increase during learning. This

conclusion can be demonstrated using the following example that employs the Height feature

with Table 4.4 representing the training sct.

Table 3-4: The training set for RRE Discovery

In//IN his//PRP 20s//CD

Truc Instances”

(Height)

20//CD years//NNS old//1} ‘

25//CD years//NNS of//DT age//NN

In//IN his//PRP twenties//NNS

| Packer//NNP Avenue//NNP

[ I//IN the//DT 20th//CD century/INN

False Instances . -

| SHCD feet//NNS tall//J]

{Hei ght_) '

25//CD dollars//NNS

2/7C1Y days//INNS

In//IN 5//CDD hours//NNS

Suppose the root discovered is “//CD”. From Table 4.5, we have the number of TP = 3, FP

=5, TN =1,and FN = I, while precision is P;=3/(3+5)=0.375.

55




Table 4-5: The training set partition after *‘Root Discovery”

True Positive Instances

In//IN his//PRP 20s//CD

20//CD years//NNS old//1]

25//CD years//NNS of//DT age//NN

Falsc Negative Instjavn(‘:'c‘ -

1 In//IN his//PRP twenties//NNS

True Negative Instance

. Packer//NNP Avenuce//NNP

False Positive Instances

In//IN the//DT 20th//CD century//NN

S/HCD fee/NNS wll/)y -

25//CD dollars//NNS

2//CD days//NNS

TIn//IN 5//CD hours//NNS

After the first iteration of the “AND Learning Process”,

{0.100)//CD”. Table 4.6 depicts that TP = 1, FP = 2, TN = 4, and FN = 3, while precision is

P,=1/(1+2)=0.33. Itis obvious that the precision has decreased, as 0.375=P, > P»=0.33.

the RRE becomes

wn
fo)

“INe



Table 4-6: The training set pavtition after the first iteration of “AND Learning Process”

True Positive Instances - In//IN his//PRP 20s//CD

T//IN his/IPRP twenties//NNS

FalseNegaLive Instance 20/1CD ycars//NNSﬂol{i//‘tl»_lr'

.| 25//CD years//NNS ot//DT age//NN

| Packer//NNP Avenuc//NNP

~ ['5//CD feet/NNS tll//1]

‘Tfru‘c Néghtivc Ins‘taﬁ& SR ,
o | . [25//CD dollars//NNS

| 2//CD days//NNS

Tn//IN the//DT 20th//CD century//NN

False bg}silivc lustances - :
: EREE R : In//IN 5//CD hours//NNS

Based on this example, lhc values of fallout. accuracy and Information_Gain wre:
Falout:

The “Fallout™ after root discovery 1s Fy\=1-5/(5+1)=0.167,

The “Fallout” after the first “AND Lcarning Process”™ is%Fg:l-2/(2+4):0.667.

We have Fi< F, \\"]]ile P> P2

Accu racy:

The accuracy after root discovery 18 Aj=(3+1)/(3+5+1+1)=0.4,

The accuracy after the first “AND Learning Process™ is Ax=(1+4)/(1+2+4+3)=0.5.
‘We have A< A, while Py > P>

Information Gain:

Suppose the initial precision m Information_Gain is 1. then. after root discovery we have




[ =TP( A log1) =31 ! 4.2451125
= ()Y .................. — g = Oy__ = -4, 25

U
Then, the Information_Gain after the first “AND Learning Process™ is

TP, TP, , ! 3 .
1, =1TP,(log —— = = log ————=-) = | * (log-—-- —Iog~-~)-~* ) = -0.169925001
) ' TP, + FP, TP + FP, 142 RE

We have 1)< I, while Py > P,.

In this section, we have demonstrated theoretically that four metrics (I, Precision, Recall,
and Overall) are suitable scoring functions for our gfccdy top-down covering algorithm (RRE
Discovery). These four metrics guarantee that the precision of an RRE monotonically increases
during the lcu‘rning process. In other words, the overall precision will be relatively high. Metrics
such as accuracy, fallout and Information_Gain are not suitable for use with our greedy
algorithm since they cannot guarantee high precision in learning an RRE rule.

4.4 Time Complexity Analysis
In this section, we discuss the time complexity of the RRE discovery algorithm in detnl

There are two aspects of the time complexity analysis, The first is the measurement of the

- complexity of generating reduced regular expressions. The second 15 the analysis of the time

complexity of matching the reduced regular expressions to the input text. Actually, in the
implementation we represent RREs using a RE matching hibrary. Therefore, we first discuss how
to muatch a reguieu expression to the input text.
4.4.1 The Time Complexity of Regular Expression Matching

The time complexity for regular expression matching is O (Ixlizl), where Ix!is the length of
a regular expression, and lzl is the length of the input text measured in symbols of the alphabet.

The length of a regular expression "x is defined as Ixl = So+ S, + § + S* + S, [5]




» Sy: the number of occurrences of alphabet symbols in the regular expression “x’

» §,: the number of occurrences of ¢ in the regular expression ‘x’

= S;: the number of occurrences of alteration operations in the regular expression ‘x’
»  S#: the number of occurrences of Kleene Closure operations in the regular

expression ‘X’
= Sy:the number of occurrences of parentheses in the regular expression “x’

Definition 4-1: Length of a Regular Expression

The time complexity of regular expression matching includes two components. One is 10
~convert a regular expression to a non-determinishic finite state automata with s-transitions. The

other component is the simulation of the automata. The simulation consists of a mam matching
procedure, a ‘Closure’ procedure, and a ‘Transitions’ procedure. The time complexities of these
four parts are detailed in the following sections.
4.4.1.1 Convert a RE to &-NFA (Thompson’s approach)

This section 1s based on the theoretical work presented in [S] and [6].

There is exactly one initial state goand one final state (double circled) in M, which 1s the

.

Thompson's e-NIFA of a regular expression “x’. Given the regular expression ‘x’'="ale”, where
‘a’ is a symbol and ‘&’ is the empty string, there are exactly two stales in each of t(wo NFAs:
State(M,) = 2. Edge(M,) = 1, State(M,) = 2 and Edge(M,) = 1, where M, is the Thompson's &-
NFA of the regular expression "a”, and M, is the Thompson's &-NFA for an empty string.

(State(M) is a function that counts the number of states in M. Edge(M) is a function that counts

the number of edges in M)
(——0O (—0

Figure 4-6: ¢-NFA states




If a regular cxprexsion' ts “r=pk”, where 1, j, and k are all regular expressions, then State(M,)
= State(M)) + State(My) + 2 and Edge(M,) = Edge(M)) + Edge(M,) + 4. That means that exactly

two new states are added into the NFA for each alteration operation,

Figure 4-7: e-NFA alteration operation
If a regular expression 1s “r=jk”, then State(M,) = State(M;) + State(M,) -1 and Edge(M) =
Edge(M;) + Edge(M,). That mcans there is exactly one state deleted from the NFA Jor cach

conjunction operation.

Figure 4-8: &-NFA conjunction operation

If a regular expression is “r=)*", then State(M,) = State(M,) + 2 and Edge(M,) = Edge(M))

* + 4. That means there are exactly two states added to the NFA for each Kleene Closure operation.

Figure 4-9: ¢-NFA Kleene closure operation

These statements result in Theorem 4.6.

A




Theorem 4-6: “Let ‘x’ be a regular expression. There exists a e-NFA recognizing lang(x) satisfying the
following conditions from [6]:

I. The number of states 1s bounded by 2IxI

2. The number of edges labeled by symbols 1s bounded by Ixloand the number of cdges

labeled by € 1s bounded by 4ix| ,
3. For each state the number of ingoing or outgoing edges 1s at most two. and 1s exactly two
only when the edges are labeled by €.

Overall, the time complexity to build the ¢-NFA from a regular expression ‘x” is O(Ixl). The

proof of Theorem 4.6 is found in [6].

4.4.1.2 The Algorithm for Computing Whether a Regular Expression ‘x’ Matches a Sub-
string of the Input Text 2’ g
An observation of regular expression matching is that “[s]Jearching a string ‘z” for strings in

language X is equivalent to searching for pretixes of "z’ that belong to the language > *X. where

;

Y#* is the power set of Y. For example, suppose ‘z" is ‘uxv’, u,ve L.xe X . to match 'x’ to a
sub-string of ‘2’ is equivalent to matching ‘ux” to a prefix of "z"" [6].
To test whether there is a prefix of “z" that belongs to YAX.0 where X is the fanguage

generated by the regular expression “x7, the following steps sutfice:

1. Build an £-NFA from the regular expression ' where the e-NEA s defined us cQo, {th
E), where Q is the set of states, 1 1s the iniual state, tis the final state, E1s the sel of edges.

2. C € Closure(E, [1})

3. if tisin C, then “x” matches a prefix of *z’

4. for each symbol ‘a’ from the first to the last symbol of 'z’

5. C € Closure ( E, Transitions ( E.C,a) + {1} )

6. if tisin C, then x matches a prefix of ‘2’

The time complexity of the test is O(Closure) + Iz} * ( O(Transition)+O(Closure) ). The two

functions Transition and Closure are presented below:

Transition (E. S, a)
a . R€&Q
2. foreachpin$
3. for each q such that (p.a.q)isinE
4. R€R+{q}
5. return R




Here S is the set of states that are reached by the previous Transitions and Closures, ‘a” is
the current symbol, and E is the transition function or the edges in the ¢-NFA. The time
complexity of the Transition function is based on how many states ‘g’ have been added mto the
sct “R*. This is O(l4x]) = O(Ix]) for the upper bound because ISE= 20xland there are at most two
edges labeled a” from any state ‘p’ (from Theorem 4.0).

Closure (E, S)
. R€S

2. Q€EmptyQueue
3. foreachstate pin S

4. Enqueue (Q, p)

5. while not QueueEmpty (Q)

6. p € Dequeue ( Q)

7. foreach state q suchthat (p.g,q)isin E
8. ifqisnot m R

9. R€R+{q)

10. Enqueue ( Q. q)

11.return R

The purpose of the Closure function is to identity all states that can be reached from the

current set of states by e-transitions. The time complexity of Closure is also Otixh).

In general, the overall time complexity o match a regular expression "X 10 a sub-string ol

the input text ‘2" 1s O(Ixllzl).
4.4.2 Root Discovery _

In this section, we assume lh:-(l one hash function evaluation is equivalent to one character
comparison when computing time complexity.

There are two steps to find a “root™ for a reduced rcgulaf expression (RRE). First of all, the
algorithm needs to identify all unique words and part-of-speech-tags in the true set of the training
data. The time complexity of this step is defined as CuniquewodTay. We use a hash table 1o store

each unique word or pasrt-of-speech tag from the true set. Suppose the number of words and part-




of-speech tags from the true set is 'k’ In the best case. the hash function assigns cach unigue
word or part-of-speech tag a different hash m('ic‘ Theretore, the ime complexity 1s O(k). which
is one calculation of the hash function tor each word or part-of-speech tag in the true set. In the
worst casc, the basis of the time complexity is the calculations of the hash function and the
character comparisons (when there is a collision in the hash table). If the hash table uses c'/z((i_ncd
hashing, we have a single linked list in the worst case, in which all words or part-of-speech tags
have the same hash code, and are linked together in one list. Therefore, there are k-1 collisions.
Table 4.7 depicts the worst case scenario.

Table 4-7: Worst case scenario to identify unique words or part-of-speech tags

Unigue words or part-of- The number of hash The number of string
speech tags function calculations comparisons
1" l i .
2nd ‘ | I B
K | 1 LSal

SUPPOSE Vieneen 18 the longest word or part-of-speech tag in the true set. In the worst case,

L y 3 o h=

every word or part-of-speech tag has length Yiggen. Therefore, the comparison of any two of
4 2. g

them will take at most lyjongenl™ time™.

The time complexity to put 'k” words or part-of-speech tags into a hash table 1s

k-]
O(k) < CUniquc\VurdTug < O( k + Z’ | :"luu;u’.\‘l " )

1:4)

:3 ()(k) ? Cllnjq\mW()rdTug ? ()( k + &;ll I v

Aengest

1 )

:> ()( k) < CUmqul‘\’v'uni’l":.g = ()( ko1 I ).

- Donest

"The time complexity of matching two sirings (Sted and S62) is O(IStr i) in the best case, where ISt < 1S 21 The
worst case Lime complexity is O(IStrHISu21). This comes from the Brute Force algorithm [§].

N o
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The second step is to fest every unique word or part-of-speech tag in the true set against the
entire training dataset, cluding both true and false sets. This step involves simple string

smatching. For a word or part-of-speech tag ‘y'. the string matching time complexity 1s Otlyly =

"
" il oo
(yltwl), where I'wl= ZI 7, 1 715 the )" segment, and ‘n’ s the number of total

=1

(fSl rnngMatching = O

segments in the training set including both the true and the false sets. In the best case ‘every word
or part-of-speech tag in the true set matches the first word or the first part-ot-speech tag of every
segment in both the true set and the false set. Assuming 'k’ unique words or pqrt-oi‘—spcech tags,
the best case root matching time complexity is Okl y, 1D, where ygones 15 the shortest word
or part-of-speech tag in the true set and n is the total number of segments in the training set
including both the true set and the false set.

In the worst case, the algorithm needs to match each word or part-of-speech tag against

each entire segment in both the true and the false sets. Thercfore. the time complexity 1

k "
O(ZZI v, 1z, D), where yiis the i7" unique word or part-of-speech tag in the true set. Given that

==l

Yanoriest 18 the shortest word or part-of-speech tag in the true set, and yioneew 1s the longest word/tag
in the true set. then OMklYmoneal) < CsuingMatching < OUYiangestklWl). The final time complexity of
Root Discovery for a single root is thus Ok+nklyamoresd) < Cronovera < O(kzlyl(,,,gm.l2+!yh,,,:_.mlklwl)
4.4.3 “AND” Learning Process

There are two steps to measure the “AND Learning Process™ time complexity. We first
measure the time complexity to extend an RRE. The second step 15 to measure the tume
complexity of the scoring tunction. In our algorithm, the scoring function is Fy (see sccrion 2.5).

As a result, the time complexity is proportional to the reduced regular expression matching time
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complexity on the entire training set. This is due to the fact that Fy computes both precision and

recall based on the result of matching.

‘ N -
O < CAND(/emzn/ - Z Z I
i=l j=1

Equation 4-9: AND Learning Process time complexity

The time complexity of the first step is depicted in Equation 4.9, where 15,1 is the numbet
of unique candidate wofds and part-of-speech tags occurring before the current RRE. and 1S s
- the number of unique candidate words and part-of-speech tags occurring (4/)2'/' the current RRE.
In the best case, the root cannot be extended at all. Therefore, the “AND Learning Process™ best
time complexity is 0. Figure 4.10 depicts an example of the “AND Learning Process™ for the Age
attribute, where six elements are in the RRE. All together there are 10 positions to be tested in
Figure 4.10, with many 'possiblc words (;r part-of-speech tags potentially in each position. Given
that N is an input parameter of the algorithm, we can see that in the worst case, 2*(N-1) positions

must be tested.

{ S {INF Y, l
#

I soyears {INY S ’
j

[ O veany ING S ’
4

[ S0 1091 1CD) vears VINY S ’
Y

[ Se [0-9) [U-9F{CD} years [INY 8 ’
¥

l [0-9110-91 {CD} years {IN) {NN} J

Figure 4-10: “AND" learning example for the Age attribute
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To measure the time complexity of matching the extended RRE to the entire training set to
compute Fg, we must first obtain the length of the current RRE. As described in section 4.4 1. lhc
length of a regular expression “x"is IxI = Sv+ S, + S+ §* + S5, After the 1™ extension tteraton of

the current RRE, there are i+1 clements and v gaps in the RRE. AN clements contn only

characters from Y. Given that yees 18 the shortest element and yigngea 18 the Tongest element i

“the true sct, the length of all elements in the current RRE is between (L+0) 1 v, 0!

and(1+0)1 ... |- A gap between any two adjacent elements is expressed as “(ule){y}”, which

18 “(ale) (ale) ... (alg)”, where ‘a’ is any Charader in ¥, and y is the maximum gap (measured in
characters) allowed between any two clémcnls (¥ is an input parameter of the algorithm). This
means we have up to y “OR’ operations, Y ¢ transitions, W parentheses, and W characters in a
single gap, since an RRE does not mclude Kleene closure (i.e., **'), S*=0. Since there are ‘1’
gaps in the current RRE, we have Se=vyi, S=vi, Se=wi, and i characters in addition to the
element characters in the elements that we considered carlier. As a result, the length of the
current RRE after the i extension iteration is in the range

T+ )Y e | FAWES RRE, < (T+0) 1y, 1 +4p1

¢ s

Per the overall time complexity to match a regular expression *x” to input ‘w', the time

complexity to match the extended RRE to the entire training set ‘w’ is

matching < ((l + l) | .ylnge.vt | +4!//]) I w l

T+ DY e | T4V WIS RRE

Equation 4-10: RRE Matching time complexity

6O




The overall time complexity of the “AND [Learning Process”
N~ 2
1s0<C,p, < ZZI S, D)UY, TP Tl which is a combination of equations 4.9 and
1= g=l .

4.10. Since 0 < 18;) £ m, where m is the number ol words and part-of-speech tags in the true set,
Nl

0 C o S2mIwl Y (T4 i)y, ., | +4yp)

1=
4.4.4 Gap Learning Process
The measurement of the “Gap Learning Process’ time complexity mcludes two steps. The
first step is to measure the time complexity of the extension of an RRE. The second step is to
measure the time complexity of RRE matching. Just like the “AND Il.earning Process”, thcb
matching of an RRE against the entire training set is used to calculate Fy, the scoring function

used in the RRE discovery algorithm.
N-L
The time complexity for “Gap Learning Process is Cpup = ZG, , where G; is the time
i=|
complexity to identify the optimal gap between RRE element 1t and element i+1. Similar to the
“AND Lecarning Process,” we must obtain the length of the current RRE 10 order to measure G,
In the worst case, there are N elements in the current RRE during the “Gap Learnimg Process”™
(where N is an input o the algorithm). Given that yigngea 1s the longest element m the true set.
| characters in these N clements. In the worst case, we supposc that

there are at most N1 v

- longest
all gaps (the number of these gaps is N-2) other than the current gap are expressed as (ale){y},
and the current gap is expressed in (ale){j), where O <) < y. According to the cquation of the

length of & regular expression “Ixl = Sy+ S + S+ S* + Sy, the sum of the lengths of the RREs

Y

for the current gap learning 1s (Nly —1+4 /(N—2)4~4') . Therefore, we have
< l =] < ungest l/ /
J=0

N
~J1




14 .
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there is no gap in the current RRE. Finally, we have
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0< Copp SWIIN =D + 1N Ty, 1440 (N =2)+2p)
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4.5 Active Learning Approach

Our active learning algorithm is seeded with an oftenzused descripuon of a feature. For
example, “six feet tall” may be a seed for the feature Heighr Based on such choices for seeds,
our semi-supervised lcurniﬁg algorithm discovers RREs representing the contexts surrounding
the seeds. All segments with similar contexts become candidates for inclusion in the true set for a
given feature.

The rule developer need only select those candidates that actually contain a description of a
~given feature. After this active learning phase, our semi-supervised learning algorithm is once
again applied to discover RREs tor each feature per the process described in section 4 of [7].

Figure 4.11 portrays a flowchart of the active learning process.

£
U0

.



‘ Tuputaseed ‘

!

! Discover the context sepments around !

:

l Generate rules for prefix and suffix ’
’ Combine Ryyen, and Ros to torm contextual rules I

!

‘ Extract candidate true-sel segments using the J

!

Form wue and false scis in preparatnion for RRE Discovery (Actuive Learning Phasce)
p ) ¢

|

L Apply RRE Discovery algorithm to discover RREs for current feature type - ’

Figure 4-11: Active learning flow char(

This approach is based on the obscrvation that there is local context that can be leveraged
to aid in the discovery process. For example, a person’s Age may often follow Race and precede
Height in a suspect’s- physical description. Therefore, il a segment occurs between Race and
Height. it is likely an Age segment. In whal follows we provide the details of our approach.
4.5.1 Context Pattern Discovery

There are several steps involved in the discovery of the context of the seed. First, all

segments containing the sced in the training dataset are extracted. Let the sct Seonem = {X | X 18 @

segment containing the seed}. Second, let all segments immediately preceding each member of

1

Sconene be defined as Speix = {y | 'y is a segment and the segment immediately following y
contains the seed}. Third, let all segments immediately following each member of Semem be
defined as Sqnx = {z | 7 is a segment and the segment immediately preceding 2 contains the

seed).




After forming S,,.U“;, Seonenn and Samx, we employ our semi-supervised learning algorithm
(o discover RRES for Spreric and Syypx. We then combine the prefix pallcrn' with the suflix Vp;nlcm
to form a complete contextual pattern using rhc‘ “AND™ operator.

To discover the RREs for the prefix, we use Sy as the true set, and S, U S0 as the
false set. The RREs discovered by our semi-supervised learning algorithm form the set Ryriy =
{p!pisaprefix RRE}.

To discover the suffix RREs, we use Sy, as the true sct, and Scomen U S i as the
false set. The RREs discovered by our semi-supervised learning a]goritlim form the set Ryypy =
{s|sisa suffix RRE}‘.

Combinations of members of Rywiin and Ry form contextual patterns that are uscd to
discover candidates for the true set for the feature under consideration. Since not all possible
combinations ol such members occur in the training data, our algorithm employs a data-driven
approach that ensures that only combinations that actually occur i the mput iext are used  As
noted, the final expression for extracting candidate true-set segments consists of the Jogical
“AND™ of members of Syenx and Squmx With a one-segment gap between. We refer to this final
expression as a C()ntcz.\'fz‘tﬁl expression in whét,follows“

4.5.2 Active Selection of True Segments

In this step, our active learning algorithm identifies all candidates for a given feature using
the contextual expression discovered as described above in section 4.5.1. Of course, not all such
candidates are actually true positive segments, so at this point the training set developer selects
the segments that form the final true set. WL detine the wue set T,= {t] tis a scgment accepted

by the contextual expression for feature type a in which a feature of type a actually occurs). The




remaining segments that are not selected become the false set F,= {f | 115 a segment accepted by
the contextual expression that does not contain a feature of type at.

For a given feature, the ratio of true (o false segments in these two sets is generally greater
than the ratio of true to false segments in the training data overall. In other words. substantially
less effort is required o develop these two sets using our semi-supervised active learning
approach than would be required if these sets were manually generated by labeling every single
segment in the training data. In fact, as will be seen in section 5.3, the reduction in effort is as
great as 99%. As will also'be seen 1n section 5.3, the performance of the RREs discovered with
these sets is competitive with the performance of RRE discovery using all of the (manually
labeled) training data.

The final true sct for a given feature a is 7, US,. 0. and the final false sct is
Spn;/‘i.x U'S,m/]'i\' U F, . As noted, once these true and false sets have been generated with our
active learning algorithm for a given l'canurc.b our semi-supervised learning algorthm s agaim

applied, this ume to discover an expression that extracts features for the feature ol interest

-5 Experimental Results

In order to test the capabititics of our RRE Discovery algorithm, we conducted a series of
experiments to verify our theoretical conclusions. Utilizing both police incident report and patent
data, we carried out these tests in an iterative manner, beginning with a manual approach and
moving on (o a semi-supervised approach. We then combined the semi-supervised approach with
an active learning algorithm to evaluate our semi-supervised active RRE Discovery algorithm.
5.1 Manual Approach

We first began our analysis by utilizing a manual approach for rezular expression

formation.  Our source data was drawn from Fairfax County, Virginia police incident reports,




Based on this traming data, we manually generated regular expressions for the seven attributes
listed in Table 5.1. An independent test datasel was then used to assess the performance of the
regular expréssions. The performance of the regular expressions in ((:‘ITHS of precision, recall, and
Fy (Equation 2.1) was considered. The scoring functions are detailed i Secuon 2.5 and Section
431,

Table 5-1: Test performance of manual regular expressions

Attribute Precision Recall Fg (f=1)
Time 100% 100% 100%
Race 94% 97.9% 95.91%
Age 100% 94 8% 97.33%
Height 100%  100% 100%
Hair Color 100% 90.6% 95.07%

‘Eye Color 100% 100% 100%
Weight 100% 100% 100%

Based on the results in Table 5.1, we concluded that regular expressions are suitable for the
extraction “of attributes in police incident reports. In the course of this work, however. we
coutirmed that it was both tune consuming and tedious 1o creale regular expressions [
infonnation extraction manually. In other words, knowledge engincering cost was significant.
5.2 Semi-supervised RRE Discovery

Due to the tedious and time-intensive nature of the manual approach, we embarked on a
research etfort to develop a data-driven algorithm to automatically discover regular expressions
based on a small training set through means of a semi-supervised RRE Discovery algorithm. In
this section, we will depict the results of the application of our semi-supervised learning

algorithm on several data sources.

~
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5.2.1 Results from Police Report Data
One of the data sources we used to test our semi-supervised learning algorithm was police

incident reports. In order to analyze this data source. we used 10-fold cross validation based on
100 police incident reports that consisted of 1404 segments. For the a[lribulcé cvalualéd in the
first experimental results reported below, the average values were 1264 training examples over
140 test examples. In a second experiment, we applied our combined semi-supervised active
algorithm on a training dulz{s'cl (404 itcms.wilh 2983 segments) and an independent test dataset
(149 items wilh 1462 segments).

Table 5.2 summarizes the results of our semi-supervised learning algorithim (without active
]eafning). The ten different attributes evaluated are lisledi in the first column of Table 5.2. Eye
Color, Gender and Weekday produced perfect results (Fp = 100%), in part because we have
modified the lexicon as noted in section 4.2.1.3. The perf@rmance of Age, Date, Hair Color,
Height, and Race ﬁ-’el'c also excellent (Fpoyo> 90%). Even though the performance of Time and
Weight is not as good as other attributes, they still achicved over 85% Fy. Given these results, we

conclude that the RREs discovered for these ten features are of high quality overall.

Table 5-2.Results of semi-supervised non-active learning

Attribute Average Precision Average Recall  Averape Fp (f=1)  Average true positives

Age 97% s 03¢ 12.6
Date 100% 95% 979 RY
Time 88% R 85% 77
Eve Color 100% 100 % 100 1.00
Gender 100% 100% 1005 33.6
Hair Color 90% 90% 905 0.9
Height 100% 945 96% 22
Race 97% 90% 91% 3
Week day 1009 100% 100% 9.8
Weight 90% 85% §7% 1.7




5.2.2 Results from Patent Data
Our semi-supervised algorithm was also applied to the extraction of the “problem solved

identifier” (PSI) in US patents [41.‘]4 The PSTina p‘mc.nt identifies the particular solution that the
patent addresses to an insufficiency in prior art.

For PSI extraction, our datasets included 55 patents; 15 of these, containing 7723 segments
(sentences), were used in cross-validation. These patents were retrieved in the focused domain of
text mi‘ning to enable us 1o label the training data more casily. Each segment in each patent was
manually tagged by a human expert, thereby creating our target set. We sphit all true segments
randomly into 10 folds for cross-validation. Each fold ﬁvas given a roughly equal number of true
segments (i.e., the folds were stratificd). We then did the same thing with the false segments.

Using 10-fold cross-validation, we have achieved 56% average precision. 38% uvﬁ';tgc
recall, and 45% average Fp.;. These results are displayed m Table 5.3

Table 5-3: 10-fold cross-validation test performance on patent data

Test sets Precision Recall F-measure # of true positives
{ 85.71% 60.00% 70.59% 6
2 57.14% 40.00% 47.06% 4
3 62.50% 50.00% 55.56% 5
4 66.07% 40.00% S0.00% 4
5 37.50% 30.00% 33.33% 3
6 42.86% | 30.00% 35.29% 3
7 40.00% 18.18% 25.00% 2
8 50.00% 27.27% 35.29% 3
9 71.43% 45 45% 55.56% 5 T
10 44 444% 36.30% 40.00% 4
Average 55.83% 37.73% 4.77% 3.9 N

An average precision of 55.83% indicales that over half of the sentences extracted usimg the
RREs discovered by our algorithm contained information relevant (o the problem solved by

patents. Considering the complexity of natural Janguage expressions used in patents, we consider
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this result promising. The average recall 1s 37.73%. This value is acceptable because, as noted
previously, precision is more important than recall in this particular application. The average by
is 44.77%, indicating that we are Cur'rcm]_\l/succcssful]y extracting PSl-related segments about
half the time.

Another important metric is the distribution of correctly extracted PSJs across patents. In
order to assess our algorithm's performance Vwith regard to this metric, we measured the
distribution of true positives from the 10 test folds across the 15 patents used to form thg training
set. Ideally. we would like to extract one or more PSIs from each patent. In this case, 80% of the
original 15 patents were covered by at least one PSI. This resull. too, 1§ quite promising.

Our experimental results provide evidence that our approach to RRE discovery can be
usefully applied to extract features from police incident reports and PSIs from patents. With the
former application. we achieved excellent test set performance, and the latter apphicaton
produced réasonablc and stable test sel performance. Our work with patent data is ongomg.

5.3 Active Learning

Having tested our semi-supervised RRE discovery algorithm, we then began evaluation of
our semi-supervised, active learning RRE Discovery algorithm. Again, we utilized two data
sources to perform this task: the ;5()licc reportl dala used 1o test .lhe semi-supervised learning
algorithm and a collection of narrati% texl university crime reports,

5.3.1 Results from Police Report Data

Table 5.4 depicts the reduction in training set development effort gained by the use of our
semi-supervised active learning algorithm {rom the police report data. The second column of
Table 5.4 is the ratio of true segmients to false segments that are gencrated by the active learning

algorithm described in Section 4.5, The third column presents the ratio of true segments to false




segments overall in the training dataset. The fourth column is the reduction in labeling effort and
is calculated as Cy=1.0-C/C,, where Cyis the value in the fourth column, Csis the value 1n the
third column, and C» is the value in the second column.’

Table 5-4: Labeling cffort saved

Feature I}{:lli()‘of Ratio of truc/l';‘ilsc Rcd({c(i()li. lin T raining examplos
ITF| sepgments overall tabeling effort i active learning
Ase 85 340 $39 2434 ke o T
Date 9o C 22202761 Y9 1 14 2
Time 3841 419 2564 82.37% 97
Eve Color 6:6 28 0 2955 99.05% 60
Gender 599:21068 1003:1980 -83.34%: 2969
Hair Color 10:17 51:2932 97 .04% 74
Height 27136 i 93 : 2890 95.71% 117
Race 3460 127 : 2856 92 15% 224
Week day 127 211 401 : 2582 74.20% 497
Weight 1015 662917 96.61% 54

These results show that our active learning algorithm significantly reduces labeling effort

for nine of the ten features. The significantly lower results for Age and Gender in Table 5.4 are

“due to the fact that these two features occur in many different contexts in the training data. In

particular, Gender occurs in almost every possible context. In other words, our context-based
active learning approach is not efficient when the feature 1s widely distributed among several
contexts in the training data. Note that this does not necessarily tmply that the performance ol
extraction will be degraded - as noted in Table 3.5, Gender maintains Fy = 100%.

One disadvantage of this active learning approach is that the size of the true set is generally
smaller than it would be if all of the training data wcré used. Using the Time feature as an
example, the true set generated by the active learning process contains only 44 segments (38 in
T.. and 0 in Sm,,[cm); while there are 419 true segments in the training set overall. In this

particular case, however, our semi-supervised active learning algorithim exceeds the performance




of the semi-supervised learning algorithm alone (98% vs. 85%). Nonetheless, in several other
cases, the performance of our semi-supervised active learning algorithm is degraded compared to
the semi-supervised learning ;1!g6ri[hm alone. This result is due, in part, (o the aforementioned
bias of our active learning algorithm — the number of segments in the true set gencrated by the
active learning process tend to be fewer than the actual number of true segments in the training
data overall.

Table 5-5: Results of semi-supervised active learning

Feature Precision Recali Fg (f=1) Number of true positives
Age 76%: 60% 67% 124
Date 100% 93% C96% . 94
Time V8% 97% Y8% 127

Eye Color 100% 100% 100% 5

Gender 100% 100%: 100%: 467

Huir Color 717% 83% R0% 10
Height 89% 8940 89Y% 16
Race 73%: 844 78 16
Week day 100% 100% 100% 139
Weight 73% 734 T3% I

Table 5.5 summarizes the test-set results for the ten features of mterest using our semi-
supervised active learning algorithm. As before, Eye Color, Gender, and Weekday had b =

100%. This implics that the RREs for these three features are stable. As alrcady noted, the 7ime

AMeature had a better test result than with the semi-supervised learning algorithm alone. The

performance of Date in Table 5.5 was nearly identical to the performance achieved with our
semi-supervised algorithm. Thus, for £ye Color, Time, Date, and Weekday, our semi-supervised
active learning algorithm not only achieved a significant reduction ot labeling effort (>74%). but
also maintained Fp performance equivalent to the performance of our scmi-xuperviséd algorithm

alone.
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The test performances of Hair Color, Height, Race, and Weight in Table 5.5 were not as

good as the performance achieved when only using our semi-supervised algorithm. Nonetheless,

the labeling effort was reduced dramatically for all four of these features (=90%). Given that the

reduction in Fp for these same features 1s less than 14%, we see that a tradeoff exists between

* training set development cost and extraction performance.

Our semi-supervised active learning approach does not work as well for the Age feature
because there is an important sub-pattern of Age that ‘was nol discovered durmg the active
lcarning phase. The seed that we used for this sub-pattern only covers a few segments. Therefore,
the contextual patterns generated were not general enough to be used to find other similar

patterns. As a result, the test performance of Age is degraded compared to our semi-supervised

~algorithm alone.

5.3.2 Results from Narrative Text University Crime Reports

We also evaluated our semi-supervised active learning algorithm on an online collection of
narrative text university crime reports. The training set consisted of 74 reports with 160 segments,
and the test sct contained 48 reports with 117 segments. Four features of interest were considered
in our experiments: Date, Time, ltem Value,and Gender. Our results from usimg this data i out

semi-supervised active learning algorithm are presented in Table 5.6 The Jourth colwmn ol

“Table 5.6 portrays the reduction of labeling cffort for these four features. The reduction of

labeling etfort was dramatic for the Date, ltem Value, ‘and Gender teatures (270%). The test
performance of these four features was also quite good, these results are depicted in Table 5.7.
All values obtained 100% precision.  With respect to recall, Dare and Gender were perfect
(100%) while Time has nearly perfect at 99%. In general, our semi-supervised active learning

algorithin performed well on these features extracted from online university crime reports.



Table 5-6: Labeling effort saved

Feature Ratio of 1'T,1/1F,]  Ratio of true/false segments overall Reduction in labeling effort
Date 46:1 92 : 68 97.06%
Time 2728 72 : 88 1S 15%:
licm Value 2:3 2100139 77.34%
Gender 7564 40120 71 56%

Table 5-7: Results of semi-supervised active learning

Feature Precision  Recull  Fg(p=1) Number of true positives
Date 100% 100%: 100% 67
Time 100% 984 99%: 47
Item Value 100% 82% 90% 9
Gender 100% 100% 100% 37

In this section, we have described how an active learning algorithm can be combined with
our semi-supervised learning algorithm to extraction information from narrative text. These
experimental results provide evidence that this approach significantly reduces training set

development effort while, at the same time, preserving performance in terms ol .

5.4 Comparison of RRE Discovery Algorithm with Popular IE
Algorithms

While our algorithm has produced significant results with test data, perhaps an even more
important test is to compare our results with other popular IE algorithms. To conduct this
-comparison, we obtained the MUC7 dataset from LDC (/SBN: 1-58563-205-8). a package which
also includes ..xcoring software. Through this dataset, we can directly compare our IE algorithm
with other systems that participated in MUCT evaluation.

The MUC7 Named Entity task contains seven features that have been organized into three

calegories. These are listed in Table 5.8.




Table 5-8: MUC7 Named Entity categories and features

[ Named Entities Temporal Ixpressions Number Expressions
- ORGANIZATION - DATE - MONEY
- PERSON - TIME - PERCENT
- LOCATION ' ‘

The MUCT IE tasks place no constraints on the methods employed. As a result. i order o
improve the competitiveness of our system we prepared special purpose lexicons. These were
constructed using a varicty of sources. For example, some TIME-related words were downloaded
from the following sources:

hitp://www languageguide. org/english/grammar/full/part2/time. htm)
http://isu.indstate edu/writing/handouts/seti/prints/SETH4AP. htm]
hup:/www.cistorg.uk/ay/gm/eal 601 . him

_ hup://openforum.de/open.cgimolframes/read/2395
hup://www.enchantedlearning. com/languages/german/subjects/time.shunl.

For PERSON entries, we used three lists (last name, male first name, female first name) provided

by the U.S. Census Bureau (hitp://www.census.gov/genealogy/names/names _files.himl).

Since our algorithm can be provided with either relevant or arrelevant information as
training data, we automatically converted the exact labcling of the MUCT data into segmoent
labeling data. All segments that contained exact feature labeling were treated as true scgments,
The segments without exact labeling were treated as falsc segments. While this conversion did
lower the accuracy on some of the training data, the effects of this change were minimal.

To conduct our testing, we first Llsed the training set (training.ne.eng.keys.980205) o train
our algorithm. The dry-run set (dryrun.ne.eng.texts.970926) was used next to tune our 1E system
parameters. Then, after combining both 11'.zn'ning and dry-run datasets to our own training set, we
trained the stlcm. The final step was to test the sysém on formal run dﬁta. Using the same

scoring software on formal run data (formaltst.ne.eng.lexts.980301), the average MUC7 scores -



obtained and our system’s scores are presented in Table 5.9. Of the seven features. only five
have been evaluated to date; the two remaining features (LOCATION and ORGANIZATION) as

well as PERSON are still undergoing tests.

Table 5-9: MUCT7 results

______ Feature MUCT Average Fl-measure  Our system Fl-measure |
DATE 90.24815% 87 44318%

TIME " 87.12249% 88.87151%

MONEY ©90.13344% © 87.95455% ]
PERCENT 96.87039% 97.47692%
PERSON’ 87.83406% 77.8882%

For two features, TIME and PERCENT, we had better performance than the MUC7
average; this is a significant achievement. PERSON is about 10% lower than the average, while
DATE and MONEY are only slightly lower (< 3%) than the average. This performance is
competitive for four of the five features in table 5.9bdespitc the fact that we employed our semi-
supervised training algorithm, which significantly reduces knowledge engineering cost in terms

ol lubelingﬁ.

6 AnIE System Using the RRE Discovery Algorithm

Having established the accuracy of our semi-supervised active learning algorithim, we then
went about constructing an actual system to utilize the RRE Discovery algorithm we had
developed. The program we developed is the BPD_IE system, an acronym for the Bethlehem

Police Department Information Extraction system.

< iy v . . . .
TPERSON is still undergoing testing — these are not tinal results.

® Qur MUCT testing did involve additional knowledge engineering. however ~ for cxample, preparing special
lexicons to enhance the performance of our system required additional knowledge engineering.
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6.1 System Analysis

In this section, we provide an overview of the background of the BPD_IE system and also

‘bricfly introduce some of its components, techniques and functions. The details of the design

work are expounded upon in Section 6.2.
6.1.1 A Description of the Relationship with the BPD

The BPD_IE program has been developed in conjunction and with the full support of the
Bethlehem Police Department (BPD), located in Bethlehem, Pennsylvania, U.S‘/\‘. The
urr.angcmcnl has been mutually beneficial to both the officers and our research efforts. Working
closely with Deputy Commissioner Randy Miller, Licutenant Joe Kimock and Detective Mat
Palmer, among others, we developed a system to aid the department in thewr crimmal
investigations. Using data provided by the BPD (in the form of narralive investigative report
supplements, crime reports and affidavits), software we have developed for our research
purposes converts this textual data into database records. Using a PC—bascd modus operandi
scarch tool we developed for the project (described betow), officers are able to instantancously
scarch thousands of records and reports — gathering information that would have previously
taken uncounted hours to oblain.

Working with the BPD has provided not only an excellent test bed for our algorithm, but,
perhaps more importantly, we have been able to pmvi;le a valuable service i disseminating the
value of our tools to law enforcement oflicers. Generating 1 rules learned from BPD
investigator’s reports using our IE learning algorithm ensures the accuracy of our system wiile
also providing officers with crucial crime leads. Additionally, we have had the opportunity o
receive feedback from the ihvcstigators that has helped us to design the user interface and further

enhance the system.



6.1.2 Attribute Analysis

In order 1o conduct this project, it was necessary to determime which attnibuted. or features
were uscful for a search based on modus operandi. From our work with the BPD. we have
identified several attributes relevant to criminal modus operandi. This involved the study of
hundreds of BPD investigators’ reports, and was further enhanced .by our participation 1in
numerous meetings with investigators. Table 6.1 lists some of the attributes identified in these
meclings that are supported by our system.

Table 6-1: Attribute list

Feature Type Range
Classification String ‘ :
Control Number String
Report Date Integer 0000—1299 (mmyy)
Report Officer String
Location String
Arrest Number String
SSN ’ String
Driver License Number String
Person Name String
Weight [nteger () — 1000 (pounds)
Eye Color String
Hair Color String
Height Integer (0 - 120 (inches)
Relationship String
Race String
Phone Number String
Residence String
Age Integer 0—200
Offense Type String
Day of Week Integer 0—6 ( Sunday =0, ..., Saturday =0)
[tem Stolen String
Clothing String
Drugs String
Time Integer 0000-2400 (hours)
Vehicle . String '
Weapon String
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6.1.3 Data Collection

There are three components that contributed to the data stored within the BPD 2 system.

~The first component is BPD detective reports in electronic format. Narrative text supplements of
crime reports make up the second component; this information is entered manually to the current
BPD databasc. The third and final component consists of narrative field(s) of the BPD Affidavit
~database that contains affidavits of probable cause.

.Thcrc are many narralive text detective reports that are stored only in hardcopy (paper)
form or in MSWord format. While police officers believe that there is much useful information
contained in these reports, it is quite difficult for detectives (o read through these reports
manually, Our BPD_IE systeml uses a computer to ‘read’ through the documents and
automatically extract useful information in the form of the features described in the following
fs‘cction. The output is then saved in a. different BPD database named "BPD 1127 which s focated
on a server in the imvestigations department. This database can be utilized by BPD police officers
for suspect idenufication.

A_Il the BPD data is saved and used only in computer systems located within the BPD
building. Detectives are able to use their personal computers in the BPD building to access the

» “BPb_l[i“ database to perform suspect identification. To maintain a high level of data security.
these computers utilize a local network connection without access to the Internet.
6.1.4 RRE Rule File |

RRE rules learned from the training set are saved in an XML file. Each RRE rule is divided
into seven parts. The XML file starts with “<RRE>" and ends with “</RRE>" a single XML file
may contain multiple RRE rules in succession. Similarly, each cmnponcnl rule of the RRE starts ..
with “<rule>" and ends with “</rule>"; there is no himit 1o the numhm ol rules that may be

contained in a particular XML file.




The first part of an RRE rule is featureType, which defines the type of feature the rule
extracts. For example, if the rule is used to extract a person’s 'hcight, then the value of the
JeanureType tag is “Height”. The second tag, specialUser, s used to identify lhc; author of the
rule if the rule was manually created (or automatically created and manually modified)

The next three tags, prefix, pattern, and suffiv ave dircetly related 1o the context ofan RRI
Prefix contains an RRE that describes the features that precede the warget feature (e.g., Height).
Pattern is used to extract the target feature, and suffix denotes an RRE that describes the features
following the target feature. These three RREs (prefix, patrern, and suffiv) must all match in
order for a feature value to be extracted - ()thcrwisc, the teature value is ignored.

Within each prefix, suffix, and panern tag. there exists one or more element tags. Each
element consists of content, gapMin, and gapMc"/,\' tags, which are consistently arranged in this
order. 'fhcsc tags may or may not contain values, but the Pattern tag must contain at least onc
element tag that has a valuc for content. Content is an RRE that matches the current clement.
gapMin and gapMax represent the minimum and maximum number of characters that are
allowed to exist between the current element and the next element. In other words. the number of
characters in a gap must be between gapMin and gapMay. By delault, capMin is et to zero
Content and gapMax are learned during lrui’ning. (Note: for detailed definitions of element and
gap, p‘lease refer (o [25])

The sixth tag, probability, is the training score; it 1s used to record the certainty or accuracy
of the RRE rule and 1s derived during training. The seventh and final tag, converter, is the name
of the function-used in the RRE conversion routine to convert the textual value of an attribute to
a numeric value as appropriate.

Figure 6.1 1s a sample rule file that contains two sample RRE rules.
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<RRE>
<ruie>
<featureType>Height</featureType>
<specialUser>Tianhao Wu</specialUser>
<prefix>
<element> :
<content></content>
<gapMin>0</gapMin>
<gapMax>0</gapMax>
</element>
</prefix>
<pattern>
<elements
<content>feet</content>
<gapMin>0</gapMin>
<gapMax>5</gapMax>
</element> '
</pattern>
<suffix>
<element>
<content> </content>
<gapMin>0</gapMin>
<gapMax>0</gapMax>
</element>
</suffix>
<probability>0.9</probability>
<converter>height_func</converter>
</rule>

<rule>
<featureType>Weight</featureType>
<specialUser>Stephen Zanias</specialUser>
< prefix>
<element>
“<content ><content />
<gapMin>0</gapMin>
<gapMax>0</gapMax>
</element>
</prefix> ‘
<pattern>
<element>
<content>pounds</content>
<gapMin>0</gapMin>
<gapMax>10</gapMax>
</element>
< /pattern>
< probability>0.8</probability >
<converter>NULL</converter>
</rule>
</RRE>

Figure 6-1: RRE rule format




The XML format of an RRE has been designed o allow the user 10 casily read and modity
the rules for a n'xore customizable approach. A function accessible from both BPD_FE (the
BPD _IE feature extraction subsystem) and BPD MO (the BPD _IE modus operandi search
subsystem) parses the XML file to recreate reduced regular expressions.

6.1.5 BPD_FE

BPDD_FE is the sub-system where the narrative text is converted and features are extracted
and loaded into databasc table entrics. A user interface has been created for this task. This
section briefly mentions some of techniques used in this sub-system; for details of the design,
please refer to Section 6.2.3.
6.1.5.1 Converting Features Extracted to Data Entries in Database

It is necessary to interpret all teatures extracted from the investigators’ reports prior to their
entry into the database. For example. there are different ways to express a person’s heightc “hve

A

feet tall”, “tive feet cight inches tall™, and "5'8"" are just a few examples. These entries must be
normalized into a standard expression so that modus operandi search can use a range search
function (see section 6.1.6.2). In the example of a person’s height, we use an integer to express a
person’s height in inches. Therefore, “five feet tall” is entered into the database as “607; “five

1193

[eet eight inches tall” and “5'8"" are both converted 1o “68." This normalization makes range
search possible.

To convert features to database entries, we first modify RREs to indicate which elements
need to be converted. Next, the program passes the elements o a programmer-specified function

designed to convert the data. A simple example of this conversion process is deprcted in Table

6.2, where $1 and $2 are two variables that contain the clements 1o be converted
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Table 6-2: Data entry conversion

Feature Extracted five feet cight inches tall
RRE (*\s” symbolizes white space) . (Ja-20-9)+ Nsleet(a-20-9)+Nsinches tall
Elements to be converted o [ive
e cight
Conversion function $1=5 (five)

$2=8 (e1ght)
result=31*12+8%2
Data Entry in database 68

To support even greater functionality, users can define their own conversion routines by
modifying the “defaultRRErules.ximl” XML file and the source code of the "RRE_converter.”
After a user creates a new function in the “RRE_converter”, they can assign the function’s name
10 a rule’s converter tag in “defaultRRErules.xml”. The function will be called automatically
whenever the rule is fired.
6.1.5.2 Automatic Upload of Investigators’ Reports

Support for batch loading and conversion is essential for the system. Investigators and
detectives often keep their documents in relatively few (if not one) designated directories or sub-
dircctories. It is advantageous to load all files from these directories into the system in a simple
manner. When using the batch upload function, the user can simply indicate a specific file folder

(i.e., the directory containing all the documents) and allow the system to automatically perform

the feature extraction and database operations. This type of capability can be useful in allowing

the user to perform this function to update the BPD_IE database on a regular basis. If the user
begins the process every evening before leaving the office. the program can run during the night

and provide the BPD_IE database with the most recent. up to date data available.
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This capability is also beneficial when initializing the system. With the BPD, all
investigarors’ reports are located on a BPD network file server rooted a specific directory. The
batching loading and conversion capability allowed us to easily upload all inves(igz-lt.ors’ reports
to our BPD_IE database.

In order to handle any crrors that may occur during the batch conversion, a error file is
created and saved under the /bin folder. This will allow any errors to be handled in an
appropriate manner offline.

6.1.53 ‘Upload XML Files to the BPD_IE Database

Although the BPD does not maintain electronic records of inital crime reports. these
reports often contain uscful supplements. As a result, as noted above, some of ihis data has been
manually entered. To accomplish this, the crime reports arc saved as XML files. To support this.

we created a XSD file matching the BPD crime report (Appendix G), and use a free xml editor

“XAmple XML  Editor”  (avatlable at hip://www.icewalkers.com/Linux/Softwarce/

520470/ X Ample-XML-Editor.html) to enter the data.

After the data is entered as XML files, a function within the BPD_FE sub-system loads the
files into the BPD_IE database. This function can also extract features from the narrative
supplements of the crime reports.

6.1.54 Update RRE Rule File from HDDI Website
The BPD_IE  System user can  download the latest RRE  rule  file  from

http://hddi.cselehish.edu/source/defaultRRErules.xinl. To do so, clink the buuon j)iclurcd

below in the BPD_FE tool to download and install the rule file automatically. You need an




internet connection and must set up your proxy or personal firewall to allow the connection,

Once the download is [inished, you must restart BPD_FE.

6.1.6 BPD_MO

BPD_MO is another component of the BPD_IE system; 1t is a scarch tool that helps users
1o search relevant documents using features stored in the BPD_IE (3;1(:1171—150. We bricfly mention
some of techniques used in this sub-system in this section; for details of the design work of the
BPD_MQ, please refer to Section 6.2.4.
6.1.6.1 Scoring Function for Result Ranking

Since modus operandi search can return many reports for cach query, it is necessary to
develop @ ranking method to sort these results. We defined a scorng function (o assign a
similarity score to each report retrieved {rom the database based on the report’s similarity Lo the
query attributes. The higher the score is, the better the l'epor‘l matches the query.

To determine the similarity between a report and a given query, modus operandi search
calculates the similarity between atribute values of the given investigative report and the
attribute valueé given in the query. The similarity i1s computed as depicted in Equation 6.1, where
SimilarityScore is O if “w+wo+...+w," equals zcro.

. W, . W, ‘
S, + : (S s
Wyt W, e W, WL e AU SN TR SR S

W,

SimilarityScore =

Isquation 6-1: The Similarity function
The variables in Equation 6.1 are defined as {ollows:

e nisthe number of atinbutes in the query, 7 2 |
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e S, is the similarity between the i attribute in the query and the report. / 7 <n, and
. . . ) . . o . B
e s the weighting factor of the i attribute in the query. / <0 < and 0 £ w, $10.

FFor numeric values, S, is defined in Equation 6.2,
Loverlap(R,,, K )1

S ={Max(R, R, )~ Min(R, R )
1. ’ if Max(R, , R

if  Max(R,.R,)#Min(R,.R,)

y=Min(R, ,R,)

qr

Equation 6-2: Attribute Similarity between query and report
The variables in Equation 6.2 are defined as follows:
* Ry is the range of the " attribute in the report
¢ Ry is the range of the /" atiribute in the query
e overlap(Ry;, Ry) is the overlap of Ry and Ry,
e Max(Ry; Ryi) is the maximum value of Ry and Ry;. and
e Min(Ry Ry) is the minimum value of Rgjand Ry,
For example, il the query atiribute range R,=(20, 30) and the report attrnibute range Ry =023,
40), then overlap(Ry Rgi)=5. Max(Ry. R;)=40, and Min(Ry. R;)=20. Therefore, §=5/(40-
20)=0.25.
For nominal values, S, is 1 if the value of the i artribute in the query cquals the value of an
attribute in the report. Otherwise, S, is 0.
Equation 6.2 has the following properties:
e S, =lifand only if Ry equals Ry,
* 5, =01f and ouly if there is no overlap between Ry, and R;
* (<8<
* A higher value of S, means Ry and Ry; are more similar to each other
Therefore, Equation 6.1 has the following properties:

e SimilarityScore =1 if all the attributes’ values in the query are the same as the
altributes’ valucs in the investigative report

o




e SimilarityScore =0 if there 1s no overlap between any attribute value in the query and
any attribute value in the investigative report

e (< SmmilarityScore < |

* A higher value of SimilarityScore means the query and the document are more
similar to cach other -

0.1.6.2 Fuzzy Search
After several discussions with BPD detectives and investigators, it became apparent thal

the information contained in investigators’ reports is not always 100% accurate. A.n example of
this occurs when a person’s name is incorrectly entered. Suspects may also use \lerialiong of their
phone number or social security number at times. The inaccurate i»nf'ormation cannot be retrieved
from the database usjpg traditional SQI.-bascd database search methods; such searches rcquirg
exact matching to return results. Therefore, a fuzzy search mwst be supported by the modus
operandi scarch subsystem. At this point, two types of fuzzy scarch have been mmplemented m

modus operandi scarch: edit distance [42] scarch for sting features, and range scarch for

numeric features.

6.1.6.2.1 Fuzzy Search using Edit Distance
An edit distance function was implemented using Microsoft Visual C++ NET. This

function compares two input strings and returns the edit distance between them [42]. A user can
define the minimum edit distance through the user interface. If the edit distance between a string

value in the document and a string in the query is less than or equal to the minimum edit distance,
then the system considers the two values as a match,

The edit distance function is used as a user defined function in the My SQL. damBuw and 15
compiled to a dynamic link library (editDistance.dll). The following command must be executed
in the MySQL. command console to create a user defined function named “editDistance™ using
the DLL  file:  “CREATE - FUNCTION  editDistance  EETURNS  INTEGER  SCONAME

(3]

"editDistance.dll";




Currently, an edit distance match is considered 1o be the same as an exact maich, [For
example, suppose an investigator scarches for an “offense type” and enters a query string of
“robbery.” If reporty in the databasé contains “‘robbery”, reporty contains “Robbery™, and the
minimum cdit distance is set to one, then report; and reports will have the same ranking score in
the result set because only one ‘edit’ is needed to change an ‘r’ to and ‘R".
6.1.6.2.2 Search by Range

The investigators’ reports often include features that have ranges. For instance, a person’s
height may be written as "from five feet six inghcs to six feet tall”. Qur feature extraction system
can pick up this range information and convert it into start and end values: both start and end
values can then be stored in the database.

If a user enters a single value in the query. then the modus operandi search systerm will

return all documents that have the same value or have a range that covers the query valuc. For

example, if the user enters the query “Age=20", the system will retrieve all reports that have
“Age=20" or an age range cbvering 20, such as “Age=10 to 30”. To ditferentiate between exacl
value matches and range matches, the ranking differs for the two kinds of reports returned.

If a user uses a range in thé query, then the modus operandi search system will return all
reports with a value or a range that overlaps with the query value. For example, if the user
searches for “Age = 20 to 30", the system will retrieve all reports that have “Age=207,
“Age=217, ..., “Age=30", or have an age range covering a number between 20 and 30, such as
“Age=151t025".

We use Equations 6.1 and 6.2 1o sort the range scarch results. All reports with
SimilarityScore > O are I;L’ll'it‘\"t‘»d from the database. For the aitnbutes that support range scareh,

please refer to Table 6.1.
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6.2 System Design

The Information Extraction System for the BPD_IE system contams three major
subsysterns. The first subsysiem 1s the Model Burlder which automatically generates miormation
extraction rules from the training dataset. The second subsystem is the Feature Extractor: it
makes use of the extraction rules generated hy. the Model Builder to extract features from the
user input. The third subsystem 1s a Modus Operandi Search component through which users can
search investigative rép()rtﬁ containing specific modus operandi.

The following major tunctionalities of the Information Extraction System corresbond to the
three subsystems, respectively: “Generate RRE rules”, “Drag and drop files to extract
in'forn')ation”, and “Modus Operandi Search”. These subsysterns and the system as a whole were
designed using Rational Rose. A use case diagram of the BPD_IE System including all three
functionalities is depicted in Figure 6.1,

There are five outside actors indicated in the use case: the Rule Developer actor. the TMIL
the Delective, the GIXDM, and the BPD_IE datbase. A Rule Developer actor creales
information extraction RRE rules that are implicitly used in the Feature Extactor. The TMI s
the Text Mining Infréslrucmre that provides preprocessing functions such as sentence boundary
detection, tokenization, part-of-speech tagging, and other similar capabilities. A Detective can
perform both information extraction and conduct modus operandi search. The GIXDM and the
BPD_IE databases ai‘c used to store all the original textual data, system files, and features
extracted from the investigative reports. The BPD_IE database is the data source used by the .
Modus Operandi Search subsystem. We discuss the details of each of these functionalities

(behaviors) in the following sections.
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Figﬁrc 6-1: Use Case diagr'am for the BPD__lF,Y System

6.2.1 Generate RRE Rules

Two components are used together to help the Rule Developer actor (a human user) to
create information extraction rules. The first component is the TrainingSet Developer, which
prepares a training set for the Rule Dcvéloper actor o label. The second component is the Model
Builder in which a program automatically discovers information extraction rules expressed as
Reduced Regular Expressions from the 11’:1i|'1ing set. The training set could come from the
“TrainingSet Developer or other sources. For example, the Rule Developer actor might directly
label segments in a GJXDM XML file. We will explain these two components in detail in
sections 6.2.1 and 6.2.2.
6.2.1.1 TrainingSet Developer ‘

The TrainingSet Developer provides a user interface to help the Rule Developer actor to

label the training set. To begin, the Rule Developer actor drags and drops training files or file

NolE
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folders onto the BPD_TD.exe icon, which is located on the desktop of the user’s computer. This
automatically invokes the Collection Builder to preprocess the training data. When the
preprocessing is finished, the files in the training ,sert ﬁave been segmented. Meanwhile, the
TrainingSet Developer reads in all relevant feature types and associated labels from a data source
~indicated in the system configuration. After all segments, labels, and feature types are known, the
Rule Developer actor assigns a <featuréType, Label> pair to each segment according to their
domain knowledge using the user interface provided by the TrainingSet Developer. Finally, all
labeled segments are saved in the BPD_IL database or in a GIXDM XML file.
6.2.1.1.1 Preconditions

When a Rule Developer zﬂutlm'_drags and drops documents onto the TrammngSet Developer.
the documents must first be converted to plamn text form. This is accomplished for MSWord
documents by lhe'vinvocation Qf an automatic file converter provided by Microsott as part of their
Office Suite. For older format files for which no automatic conversion utility exists, the user
must convert the format of the input documents into plain text manually. This step can be
completed by using a “Save As” function in any word processor.
6.2.1.).2 Class Overview

As depicted in Figure 6.2, there are 10 classes in the TrainingSet Developer: BPD_IE,
BPD_TD, Configuration, Document. DetectiveRepont. PolicelncidentReport.
()1dWorchrfcclchon. Segment,  Feature, . CollectionBuilder.  TranningSet Developer.

RREGencrator, Label. Storage, ODBC. and GIXDMConnecter.
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Figure 6-2: Class diagram of the TrainingSet Developer

BPD_IE is a super class of BPD_FE. BPDD_MB, BPD_MO, and BPD_TD. BPD_IE loads
all configuration information from a file and retrieves filenames from user input. All
configuration information is stored in a Configuration object. The configuration information.
filenames. ctc. arc accessed in all subclasses of BPD _IE.

The BPD_TD class instantiates the TrainingSet Developer because it contains the main
function myMain().

RREGenerator is a super class of TrainingSet Developer and ModelBuilder. RREGcneral«j)r
contains all feature types and associated labels. The entire training dataset is stored in the dataset
attribute of TrainingSet Developer. RREGenerator uses both the Segment and Label classes
TrainingSet Developer interacts with the Rule Developer actor to complete the segment labeling

task.




DetectiveReport, PolicelncidentReport. and OldWordPerfectReport are subclasses of
Document. Each subclass contains some attributes specific to certain document types used by
BPD investigators such as detective reports, pohice incident reports, or old Word Perfect reports.
The Document class contains most of the information reliated 1o an mvestgator’s n:purvl This
information includes the original text of the report, the seaments and part-of-speech tags of the
original text, efc.

Feature and Segment do not contain methods (1.e., they are akin'lo C structs). The Feature
class 1s used as a structure to keep all information related to features extracted from the original
text. Likewise, the Segment class contains segment related information.

CJXDMCO:M]CCIOf and ODBC are siﬂmlassés of Storage. G)JXDMConnector is used to
access a GIXDM XML filve based on the mapping between featurcbtype and the GIXDM lLibrary.
ODBC is a bridge between the system and the BPD_IE database. The virtual methods
inseriDocument(), insertDataSet(), readDataSet(), and searchMO() in the Storage class must be
implemented 1 the subclass. Only the insertDataSct() and getErrorMessage() methods are used
in the TrainingSet Developer. The details for all clasxc# are provided in Appendices D and b
6.2.1.1.3 Interaction View

“In this section, we explain how the 16 classes in Figure 6.2 interact with cach other. We use
both a sequence diagram and a collaboration diagram to illustrate thc’; interaction. The sequence

diagram depicting the development of a training set is shown i Figure 6.3, and Figure 6.4 is the

collaboration diagram of the TrainingSet Developer.
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Figure 6-3: Sequence diagram of the TrainingSet Developer

As noted previously, to initiate the process the Rule Developer actor must drag and drop all

training documents onto the BPD_TD.exe icon. Note that all training documents can be located

in a single folder, and the Rule Developer actor can simply drag and drop the folder to the 1con

due 1o the bhatch processing supported by the system. Upon system startup. a BPD_TD object 1s

instantiated. The BPD_TD object reads input documents into Document objects. Second.

documents are segmented by the Collection Builder that calls TMI library functions to perform

sentence boundary detection. After documents are segmented, scgments are passed to the

TrainingSet Developer. Mcanwhile, all possible feature types and the associated labels are read

into the program. The Rule Developer actor must then assign ong <FeaturcType, Label> pair to

each segment; multiple labels per segment are not supported in the current system. Next,




segments labeled are saved into the BPD_IE database or a GIXDM XML file through a Storage
object (BPD_IE storage via ODBC is not pictured in the diagrams since it is similar to GIXDM
storage). Finally, an acknowledgement message pops up to inform the Rule Developer actor of

any errors or to indicate success in saving the labeled training data.
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Figure 6-4: Collaboralion Diagram of the TrainingSet Developer
6.2.1.2 Model Builder
The- semi-supervised RRE Discovery algorithm is contained in the Model Builder
subsystem. This algorithm discovers and ger;er:—ltcs rules for feature extraction based on the
training sct. The Rule Developer actor interactively selects training sets and feature types. The
Model Builder generates rules for lhcvsc feature types automatically. and then stores these rules in

a database or GJXDM XML file for future usc by the Feature Extractor.

6.2.1.2.1 Preconditions
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The Model Builder requires a set of traming data that is segmented and labeled. The
training set could be the output of the TrainmgSet Developer. Alternatively, other segmentation
and ‘]abcljng methods could be utilized. For instance. users could write a small program 1o
perform their own segmentation and then manually label the tramimg set using a word processor.
6.2.1.2.2 Class Overview

There are thirteen classes in the Model Builder: BPD_IE, BPD_MB, Configuration.
- ModelBuilder, Parameter, RREGenerator, Segment, Label, Rule, Elc;ﬁcnt, Storage, ODBC, and
GIXDMConnccter. A class diagram of the Model Builder is in Figure 6.5.

BPD_MB is a subclass of BPD_IE. BPD_MB contains the only main function in the Model
Builder. This main function, myMain(), controls the tflow of exccution. It uses the ModelBuilder
class to generate information extraction rules (Redu.ccd Regular Expressions) and stores the rules
using the Storage class.

ModelBuilder is a suBcluss of RREGenerator into \vhicﬁ the labeled training set and feature
types are preloaded. In ModelBuilder, all rules are generated based on the trarning set. The fnal’
rule list is saved as a rule file, within GIXDM, or in the BPD _IF database.

Rule is a class that contains the details of a rule. The Rule class consists of Element objects,
and Rule is cmbedded in the ModelBuilder class. The Parameter class includes all paramclérs
used in the Model Builder. The parameters are stored in the trainingParameters attribute by the
Mbdcl Builder:

GIXDMConnector and ODBC were discussed previously in Section 6.2.1.2. Only the

readDataSet() and getErrorMessage() behaviors (imethods) are used in the Model Builder.
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Figure 6-5: Class diagram of the Model Builder

6.2.1.2.3 Interaction View

There are two ways o invoke the Model Builder. The first method is to drag and drop
"GIXDM XML file(s) onto the BPD_MB.exe icon. The Model Builder will then ignore the
GIXDM secttings in the configuration file, and use the mput XML file as the aimng set The
sccond method s to provide a GIXDM XML file name or ODBC settings in the configuration
file zm‘d double-click on the BPD_MP.exe icon.

Figure 6.6 is the sequence diagram for the first method (the second method is nearly
identical and is not shown). First, the BPD_IE reads system configurations and prepares input

file names for the BPD_MRB, in which'a ModelBuilder object i1s instantiated. The ModelBuilder




object reads in the feature types and the labeled (raming set upon the invocation of the
RREGenerator’s constructor. If the Rule Generator actor uses the {irst method outlined above to
invoke the program, RREGenerator reads traning data from the input XML file(s) using a
GIXDMConnector. Otherwise, RREGenerator accesses a Storage object to read this training data
cither from an XML file or via an ODBC connection. Training parameters arc loaded in the
constructor for ModelBuilder. Following this, the Model Builder generates information
extraction rules using several private methods. Finally, the .rulcs generated are saved using cither

the GIXDM Connector or ODBC class.

) P A SIXDM - . : dol Ida, N S leme
. Hule Developer BED MB . . GJXDM Guxpm’ --Model Buildar : Rulg - Flement
= | i Cumneclor —
Oviag and Diop an ximl fite
I TP headGIXOMmapping
i o ) T readTrainingSel
: it return Training Set
! return Training Set o
Ja - o : e
ptss

prepare lrue and lalse sels

. : generale RRE rules
gelRuleString -

. e e

getMing) geiMax{}

. felurn gapMin and gapMax;
. relurn RRE as a siring -
: S e S
witeRRERules inlo tiles !

return Enprs

[

" fewn RRE Rules | K

|
1
l disptay RRE Rules
i

Figure 6-6: Sequence diagram of the Model Builder

6.2.2 Drag and Drop Files to Extract Information
“This is onc of the most important behaviors in ‘which a Detective is involved. A bricf

summary ol the behavior is as follows: first, a Detective drags and drops file(s) or file Jolder(s)

PO

i



onto the BPD_FE.exe icon. The BPD_FE will call the TMI library to preprocess the input files.
Following this, a Feature Extractor is used to automatically extract features such as a suspect’s
physical description and modus operandi from the files. Fina]ly. all features extracted and the
original textual data are stored in a GIXDM XML file and in the BPD_IE database for use in
modus operandi scarch.
6.2.2.1 Preconditions

All input files must be either in plain text or a known file format. Otherwise, the methods

detailed in Section 6.2.1.1 describe how to manually convert input into plain text files.

6.2.2.2 " Class Overview

There are cighteen classes related to this behavior: BPD_IE, BPD_FE, Document,
DetectiveReport, PolicelncidentReport, OldWordPerfectReport, Feature, Segment,
CollectionBuilder, FeatureDiscover, SenalFeatureExtractor, ParallelFeatureExtractor,
Configuration, Rule, Element. Storage. GIXDMConncctor, and ODBC. A class diagram i3
depicted in Figure 6.7. For the details of cach class. please see Appendices D and |

In Figure 6.7, the classes SeralleatureExtractor and  ParallelFeatarchExtractor are
subclasses of FeatureDiscover. These two subclasses have different methods to handle multiple
documents. SecrialFeaturcExtractor uses a scquential loop to handle documents one by one.
ParallelFeatureExtractor handles documents using a multi-threaded pchcss The virtual method
c*(racthalurcs() in class FeatureDiscover must be implemented n the subelass.

To understand the class diagram properly, it is necessary to distinguish between a class and

an instantiation of a class, termed an object. A single class can be instantiated multiple times,

producing multiple objects. In what follows we discuss several such objects.
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Figure 6-7: Class diagram of “Drag and Drop Files to Extract Information”

There is only a single Configuration object for a given BPD_FE object. On the other hand.
a single C()nf"igu'r_.miun can be used to initialize one or more BPD_FE objects. Lach BPD_IE
object can process one or more Document objects (i.c.. reports). Each Document object, however,
must be processed by only a single BPD_FE object in order to prevent processing the same
report twice. Each Document ohject contains zero or more segments and features, and each
segment or feature maps to the given Document object. Each BPD_FE object corresponds to a
single CollectionBuilder object and a single FeatureExtractor object. Likewise, all features are
extracted using only a single FeaturcExtractor objcc‘l. However, -;1.11 reports (Documcnl objects)

provided in the input are preprocessed by a single CollectionButlder object. Each Storage object
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15 associated with a single BPD_FE object. In addition, all features extracted for all Document

objects are stored either in a single GJXDM XML file or in the BPD_IE database through a

single GIXDMConnector or ODBC object. A dynamic interaction view of this behavior is

portrayed in the following section.
6.2.2.3 Interaction View

In this section, we describe the “Drag and Drop Files to Extract Information”™ behavior over
time. A sequence diagram of this behavior is depicted in Figure 6.8. A collaboration diagram is

portrayed in Figure 6.9.
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Figure 6-8: Sequence diagram of *“Drag and Drop Files to Extract Information”

The user can drag and drop input reports(s) onto the BPD_FE.exe icon to activate the

BPD _FE’s main procedure to invoke the “Drag and Drop Files to Extract Information’ behavior.

106




It should be noted that multiple files can be dragged and dropped at the same time. Similarly. one
or more file tolders can be supported. but files contained in subfolders of the input folder will be
ignored.

Initially, Document objects are instantiated from the input report(s). The text of the repor

is stored in the originalText attribute of cach Document object. Next, a CollectionBuilder object

15 instantiated. The Document objects are passed to the splitSegment() and the tagPOS() methods
ol the CollectionBuilder object for preprocessing. These methods call functions in the TMI
library to perform sentence boundary detection, tokenization, and part-of-speech tagaing. After
the preprocessing is colmp]cie, all Document objects are returned to the BPD_FE object’s main

procedure (from link 1 to link 11 in Figure 0.9).
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Figure 6-9: Collaboration diagram of “Drag and Drop Files to Extract Information”™
In the next step, cither a SenalFeatweExtractor or ParallelFeatureExtractor object s

mstantiated per the system configuration. The constructor of FeatureDiscover 15 invoked to load




information extraction rules, Next, the Document objects are passed to the

SerialFeatureExtractor object or the ParallelFeatureExtractor object, and the extractFeatures():

_method is invoked to extract features from all the Document objects. All features extracted ire

saved 1n the corresponding Document objects that are returned 1o the mam procedure ol the
BPD_TFE object (from link 12 to tink 14 in Figure 6.9).

The final step is to store the extracted features in the BPD_IE database or a GJIXDM XML
file. A GIXDMConnector object or an ODBC object 1s instantiated in the main procedure of lhc
BPD_FE object. The GJXDMCmmeclor or ODBC object automatically accesses the
corresponding data storage. All Document objects with features extracted are passcd' to the
GIXDMConnector or ODBC object and the insertDocument() method is invoked to save
extraction results. A notification message 1s }hcn displayed to the usd (from link 15 to link 19 in
Figure 6.9).

6.2.3 Modus Operandi Search

To search on modus operandi, a Detective utilizes a user interface to search the features
extracted from different reports. There are three methods to scarch modus operandi. The hivst is
to fill out a search form manually. The most often used feature types are located at the top of the
form, and there is a dropdown menu that corresponds to cach feature type that contains the most
common values of the particular feature type in question. An extended search form will support
additional feature types and values.

The second search method is based on a search-engine interface. The deteclive inputs
keywords in a search box. Like a search engine, the keywords can be input in any order.

Optionally, keywords may be preceded by a feature type designator in order to narrow the scope




of the search. For example, “Age:15" would narrow the scope of search for the number 1510 the
Age feature type. Multiple featureType:keyword pairs are penutted within the same query.

- Thé third method is to drag and drop an investigator’s report onﬁ.o the BPD_MO.exe icon.
The system will automatically fill out the scarch form described in the first method using the
FeatureDiscover class, which is discussed 1n Section 6.2.3.2. ‘Thc Detective-can manually refine
the search form. and then perform the same kind of search employed in the first approach
described above.

In all of these cases the systemn will return a list of summaries of existing investigative
reports sortcd according to their similarity with the query. The Detective can zoom in 1o a given
report by double-clicking on the summary.

"6.2.3.1 Preconditions

Features extracted from various mvestigative reports are stored mn the BPD_IL database.
These features, along with their context in the original reports, are available for Modus Operand
Search.
6.2.3.2 Class Overview

There arc 18 classes in the class diagram of the Modus Operandi Scarch behavior (Figure
6.10): BPD_.IE, BPD_MO.\ Document, DetectiveReport, PolicelncidentReport,
OldWordPerfectReport, Feature, Segment, Configurzx(ion‘. CollectionBuilder, FeatureDiscover,
SerialFeatureExtractor,  ParallelFeaturcExtractor, Rule,  Element,  Storage. ODBC, and

‘ GIXDMConnector.
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Figure 6-10: Class diagram of Modus Operandi Search
All classes except the BPD_MO have becn described in previous sections. All methods
related to Modus Operandi Search are included in BPD_MO. BPD_MO provides a graphical
user interface {0 obtain input from the user. As descnbed previously. it has an auto-fill
functionality that uses the input report to fill out the search form automatically for the user. A
fuzzy search method, MOMatching() in BPD_MO mvokes the searchMO() method in the
Storage class to complete the search. Search results are sorted and then displayed to the

Delective using the system.
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6.2.3.3 Interaction View
Figure 6.11 is the sequence diagram for the third method of modus operandi search. An

investigator’s reporl is dragged and dropped onto the BPD_MO.exe icon. Next, the system goes
through the entire process of information extraction (described in Section 4.2.2) to extract
features, which are used to fill out the modus operandi search form. FO”O\)\-’ing this, the user will
review the search form and can, at their option, modify some of the scarch ficlds. After the
Detective clicks the search button on the search form, the scarch form is converted to an SQL
search command that is used to search the BPD_lE‘dalabasc. The search results are documents
with features. These documents are sorted and the summaries (feature hists) of the documents are
displayed to the Detective to review. The Detective can also retricyve any original document in

which they are interested.




R
J
5

S

o Deecine

Orag and Drop » document”

roline Lhe fitled felds

subimil the Rearch yuery

aisplay search results

Figure 6-11: Sequence Diagram of the Modus Opcerandi Search

: Decument

Read Filos

- Ratur Docwment objects

v

Preprocess.ng
Seaqmernt and Tay e text

Return Segments andilags
Retun dala processed -« |

Make a SeratFeatureExtraclor o o PardllelF caluref xiracior

Extiact Fealuses | <

Fib out search torm using lealuses extracled

Prepare query

retum reslls

A 6.3 Third Party Components

6.3.1 Database
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The database we selected for the system was MySQL, version 4.0.20d for Windows which

is available at hup:/dev.mysqgl.com/downloads/mysql/4.0.html. One of the reasons MySQL was

selected as the database is because it has a free software/open source GNU General Pubhic

License (commonly known as a “GPL”), which allows us (o use this database without cost. (The

license is.located at hup://www.mysgl.com/company/legal/licensing/opensource-license.html.)




One of the conditions of the license states, “As long as you never distribute the MySQIL. Software

inany way, you are free to use it for powering your application.” Therefore, we neither distribute

nor modify any version of MySQL. MySQL. server must be installed by the end user of our

software system on their file server.

The most important reason for the selection of MySQL is that it supports user defined
functions through ODBC connections. After initially developing our system with Microsoll
Access, we found that, although Access supports user defined modules. they cannot be called
through ODBC connections. Therefore, we chose MySQL because both ODBC connection and
user defined functions are fundamental parts of our system désign and are supported by MySQL..
6.3.2 Regular Expression Library

Regular expression matching is central to the implementation of our system because our
algorithm theoretically is baL%:d on reduced regular expressions. Without a regular expression
library, the system will not function. Fortunately, a free regular expression library for Visual
C++ .NET is available, *Regular Expression Component Library for Visual C 7.1.” This library
is published by Tropic Software East, Inc. under a free license and is available at

hip:/fwww tropicsoft.com/Components/RegularExpression/defaulthtm. This regular expression

1_ibrar)r" supports most Perl regular expression operators. Since our alporithm was orrginally
designed and implemeﬁtcd using Perl, this regular expression library was particularly useful 1o us.

However, this regular expression library only supports ASCIL characters. When a file
containing non-ASCII characters such as UNICODE is loaded to the system, our program

automatically removes these characters before operating any regular expression upon them.

ot
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6.3.3 TMI Library

We also employed tunctionality contained in the Text Mining Infrastructure (TMI [431)).
The TMI is a software system for rescarch in ‘chxt,ual Data Mining that has been developed over
the past several ycars under the direction of Dr. William M Potienger. The TMI incorporates
both existing and new capabilitics in a reusable framework conducive to developing new tools
and components for use in text/data mining research and development. It provides core text
mining capabilities for a wide variety of applications via a flexible componentized architecture.
The TMI adheres to strict guidelines that allow 1t to run in a wide range of processing
environments. As a result, it accommodates the volume of computing and diversity ol research
occurring in text/data mining.

A unique capability of the TMI is support for optimization. This facilitates text/data mining
rescarch by automating the search for optimal parameters in text/data mining algorithms.
Another key capability is support for parallelism in both shared-memory and distributed
environments using OpenMP and MPI, respectively. The TMI has been licensed by over 125
researchers  worldwide,  both academic  and- industrial, and is available online at

http://hddi.cse lehigh.edu.

The TMI is used in our current information extraction system, as information extraction is
an important component of text mining. When our modus operandi search syslcnﬁ makes use of
basic text mining functionality, it employs the TMI. For example. the TMI part of speech tagger
1s used 1o assign part of speech tags to words in the investigators™ reports. Use ol the TMI

simplified our system design and implementation.

6.3.4 Other Components

Throughout the development process, several components were downloaded and modified

from a variety of sources. “File/Folder Watcher Wrapper” written by Brad Vincent,




“DriveComboBox™ by Odah, “In-place ediung of ListView subitems™ by mav.northwind, and
“Masked ~C#  TextBox  Control” by Jibin  Pan  were  all  obtamed  from

hitp://www.codeproject.com/. “Directory Picker” by Michael Gold was also used from www.c-

sharpcorner.com. The Windows version of Antuword from  hup://www.informatik.uni-

frankfurt de/~markus/antiword/ 1s also used in our system.

6.3.5 Adding Third Party Programs to the BPD_IE System

It you wish to add a third party program to the BPD _IE System and you have the source
code including both .cppand .h files, you can add them into one or morc of the existing projects-
such as BPD_FE or BPD_MO, and then recompile the project(s).

If you have a .dH or .exe generated under the NET framework. copy the .dIl or .exe file
to /bin directory. Next, add the file under the tab “References’™ of the current project. Finally,
use the correct namespace, and instantiate objects as needed 1in your code.

For example, if one wanted to use the “FichoMuloadcr” funcoion of “Downloadlabrary™,
one would need to do the followings

+ Download the source code from http://www.codeproject.com/csharp/CoolDownloader.asp

¢ Compile and generate “DownloaderLibrary.dil” if necessary.

+ Copy and pastc DownloaderLibrary.dll to “[TARGETDIR \bin\"

¢ Open “BPD_IE.sln” |

+ Add *DownloaderLibrary.dll” to “BPD_FE"->Retferences

* Atthe beginning, e.g., of “Form!.h", add “using ng\m'cspacc Batte::CodeProject::Download;”
+  Declare the object “FileDownloader * myDownloader = new FileDownloader:”

+  Code up a call to the method “myDownloader = Downloadiurl fileTarget.cancellivent ).

+  Deal with exceptions




¢+ Compile "BPD_FE" project

Add the “DownloaderLibrary.dll” file to your sctup project

*

*

Recompile the setup project
That’s it! You're done.
6.4 Deployment of the System

After the alp‘ha version of the software was implemented, we installed it at the Bethlehem
Police Department (BPD) with the help of Technician Jonathan Palsi. We also conduc[‘cd (wo
training sessions to teach police detectives and investigators how to use the system. We are now
working with BPD investigators to pilot test the modus operandi search in their regular routine.
Meetings are held on a regular basis to discuss the use of the system, to install updates and bug
fixes, and to identify ways to improve the usefulness of the system. Currently, BPD mvestigators
are loading tens of thousands bf investigative reports into the MySQL. database.
6.4.1 System Instéllation

To distribute the system to users, a setup bootstrapper and an installer (BPD_IE) were
created. The setup bootstrapper is a shell that assembles different installers into one single setup

executable, Setup.exe. We downloaded the NET Framework Version 1.1 Setup.exe Bootstrapper

Sample Source Code from htip://go.microsoft.com/fwlink/?linkid=16824 and modificd the
hootstrapper to create our own installer shcll.bThc original bootstrapper can only install the NET
Framework and custom programs. Our BPD_]E applications, however. require the MySQL
ODBC driver to be installed on the investigator’'s computer. To make the instzl“u(m[; as simple as
possible for the end user, we decided to wrile our own inslall shell based on the bootstrapper that

included the *MySQL ODBC” driver installer.




This install shell first clplccts whether NET framework exists on the target computer. 1 not,
it will install NET framework 1.1. Following this, MySQL ODBC version 3.51.9 s installed.
Next, the BPD IE app]iczirions are installed, including BPD_FE.exe and BPD_MO exe. Finally,
the “ODBC dara source adiministrator™ Is automatically called to allow users to configure their
ODBC connection.

A setup project was created using MS Visual Sludio NET. This project was used 1o
generate trhev BPD_IE installer, which installs the BPD_IE applications on the target compul:cr.r
The BPD_IE installer copies files, modifies registry keys, and creates shortcuts  during
installation. |

The installation details are described in “Installation Instructions for the BPD Information
Extraction System™, which is included n A.ppcm‘lix A n this report. i.‘hc entire stallation
package, including cither the binary executables or the full source for the project as well as

project documentation, is available at http://hddi.cse.lehigh.edu.

After a server was deployed at the BPD, we prepared live data for use in training the
system. About 2000 investigators’ reports were extracted and saved on the server for users to
query. The MySQL database perl}n‘nMncc was optimized to bring the query response time down
to less than one second for cach user query.
| 6.4.2 Officer Training
Appendix B, the training tutorial used with the BPD, provides step-by-step instructions on
how to launch the systern and perform all the necessary user functions. The tutorial prpvides
instruction on the user interface and-shows users how to import files, extract leaturcs, send data
to the server, and retrieve reports. The tutorial also includes two sample police reports used i

training scenarios, as well as information on the setup and use of the system.




As noted, we held training sessions tor investigators and also visit the BPD on a regular basis
to answer any questions, receive feedback, and discuss how the system is being used so that we
can propérly evaluate and improve it.

6.5 Using the Tool to Solve Problems

~ OQur tool is designed to match unsolved cases (o solved cases. so that detectives can identify
suspects_castly. In this scction we highlight some of the preliminary successes that have been
flchicvcd. As the BPD_IE system continues to be utilized by the Bcthlchcxﬁ Policc Department.
situations like those illustrated below can be expected to occur with increasing frequency. The

~henefits provided by our system are illustrated nicely in the two actual examples from live BPD
data detailed in sections 6.5.1 and 6.5.2 below.

In addition, the BPD_IE system can link affidavits of probable cause, crime reports and
supplements using search terms such as the criminal’s or suspect’s name, residence. date of birth,
ete. This can aid detectives in tdentifying documents related (o a .;pccit‘jc criminal or suspect very
quickly. Since some of the documents contain inaccurate information. we can also use the linked
documents to correct this incorrect information. For example, il a crime report has an incorrect
control number and the correct number is found in the arrest record. hinking these reports
together will allow this error to be corrected quite easily.

6.5.1 Imposter Burglaries

Onc of the investigators at the BPD provided a summary of imposter burglaries that had been
occurring ;‘ecenlly within the City of Bethlehem. A modus operandi (MO) from this tistis “after
diverting the people’s attention, suspects break into the home to burglarize it.” Based on this MO,

we employed the following terms to search our BPD_IE database: “Water deparument™, “yard™,




“gas”, tcity work™, “Upstairs”, “Basement”, “Bathroom™, “Kitchen”, “Living room”, “Burglary”,
“door”, and “‘window.”

Following this, we set the edit distance value to two to allow for misspelled terms to be
considered as matches. This search focused on investigator’s supplement reports. The BPD_IE
system identified the following three vcascs, which are very similar to the MO detailed by the
officer.

Case 1 matches the terms “upstairs™, “bascmcrﬂ”. “burglary”. “gas”, and “hving room.”
The case nvolved a viclim who smclléd gas while sleeping. The victum went down (o the
basement and found a natural gas container leakihg gas. When the victim returned upstairs, the
victim disco-vered that the house has been burglarized.”

Case 2 matches the terms “basement”. “window”, “burglary”, and “upstairs”. In the case,
some kids want to rob a friend’s house. They went to the friend’s home to talk to him, and then
invited him out of h‘is home. Meanwhile, another kid burglarized the home.

Case 3 matches terms “bathroom™, “burglary”, and “kitchen”. This case describes some
workers that came to help the vietim (o repair her bathroom. After the work was completed. she
discovered her home had been burglarized.

These cases are good matches to the mitial MO described above. By alerting mvestigative
detectives to these similar cases they are able to delve deeper into these previous, solved cases
and search tor clues as well as identify suspects that are repeat offenders,

6.5.2 Serial Car Theft ' : .

A second investigator in the BPD investigations unil provided us a sel of solved crimes

connected to a single serial auto thief. At one point during commission of an auto theft, the

criminal was apprehended. After fingerprinting. the detective discovered six other crimes




committed by this individual. After analyzing the cases. the investigator found they had a similar
MO: a broken side or wing window of the vehicle. This case formed an ideal method of testing
our system because we had complete inforimation about the crimes.

To test our MO tool, we first manually entered the cases linked to the solved case through
fingerprint analysis into the BPD_IE database. Next, we used the solved case as our query. This
produced the following search terms: “incident code” with value range 600 to 699; “incident
description™ Wili1 value “theft”; “type property’ with value “broken window™, “side window™,
and “wing window”; “item stolen” value range $200 10 $300; and also indicated the presence of
a vehicle. With edit distance set (o two, we discovered four of the six unsolved related cases in
our top five results. This indicates that the BPD_IE system is functioning p‘roperly, It is also
worth noting 1l.mt the use of the system would have significantly reduced the time required to

solve the crime.

7 Conclusion

In this final report, we have provided extensive background on information extraction (1E)
and reviewed several commercial IE systems. Additionally, we have presénted a novel semi-
supervised, active learning information extraction algorithm developed as part of this project, the
Reduced Regular Expression Discovery algorithm. As part of our a‘n;-ll_ysi,\' of the algorithun, we
analyzed several scoring metrics, performed a precise time complexity ;nmlysn.\‘; and reported
extensive pqrformancé results.

The software system design and implementation of a deployed 1E system, the BPD_ILE
system. has also been presented in this report. This includes an extensive description of the
feature extraction and modus operandi subsystems, including the deployment, testing. and

training work conducted with the Bethlehem Police Department. A full version of the sofiware




has been made available on htyp:/hddi.cse.lehieh.edu, and continue to collaborate with the BPD

on the project to evaluate the utility of modus operandi search.

8 Future Work

8.1 Beam Search
Currently, our algorithm is a greedy algorithm, which means the algorithm selects the best

RRE rule learned from each learning iteration for the next step. This hill climbing approach can
become stuck on a local optimal value. Occasionally, this local optimal value produces poor test
performance:

An alternative of the greedy algorithm is to use beam search. which can find a bener local

optimal value than the simple greedy scarch. A beam scarch keeps n number ol best RRI rufes

Jleamed in cach learning iteration for the next step. When n cquals 1, 1t is the simple greedy

scarch, But usually n is greater than 1. Using the traiming and testing datasets, an optimal value
for n can be reached for an application.

We have not designed a beam algorithm for use within our semi-supervised active learning
algorithm. Implementing our algorithm with the beam algorithm as a component may lead to

even better results.

8.2 Unsupervised Learning Approach
Even though semi-supervised learning and active learning can reduce l\n(m]udga

engineering cost of 1E systems, an unsupervised approach is always the ideal solution 1o the
knowledge engincering problem.

If one could define a similarity function to measure the candidate :xcgll]c:]ls generated in
our active learning approach (Seclion‘ﬁ.S) to the seed, we believe that we can make the active

learning fully automatic. In short, we want to replace the active selection of candidate segments
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with a similarity function plus a threshold. However, such a similarity function usually is
difficult to identity and domain specific.
83 Word-based Edit Distance

Currently, the BPD_IE system uses edit distance for fuzzy string matching. While this
method works .wcll for some cases, 1t does not perform well in cases having long description
fields or ficlds having differently-ordered words. To use an example from police reports, “broken
side window” and “passenger side win.dow broken” appear quite different when they are
comparcd using character-based edit distance. In fact, however, they are sinilar.

We are planning to modify the chulmclcr based edit distance to a word based edit distance.
It this can be accomplished, instances like those represented above will be able to be matched
more accurately with similar fields.
8.4 Distributed Systems

The burgeoning amount of textual data in distributed sources combined with the obstacles
involved in creating and maintaining central repositorics motivates the need for effective
distributed information ex(raction aﬁd mining techniques. One example of this is in the criminal
justice  domain. .. For instance, there are more than } 1,260 police jurisdictions in the
Commonwealth of Pennsylvania alone. As was made strikingly clear in the aftermath of the
terrorist attack on September 1, different kinds of records on a given individual may exist in
different databases ~ a type of data fragmentation. In fact, the United States Department of
Homeland Security (DHS) recognizes that the proliferation of databases and schemas ivolving
fragmented data poses a challenge to information sharing. As a result, the DHS is promoting a
“System of Systems” approach that is based inittally on the creation of standards for

interoperability and colmmunication in areas where standards are currently lacking [44]. Indeed,




efforts are underway to establish standards in schema mtegration (e.g.. OWL [45], GIXDM [46]).
Nonetheless, even should there be widespread acceptance of su_ch standards, the ability to
integrale schemas automatically is still an open research issue [47, 48, 49, 50).

An 1mportant related 1ssue i1s the fact that current Association Rule Mining (ARM)
algorithms for minming distributed data are capable of mining data only when the global schema
across all databases 1s kngwn [31, 52, 53, 54, 55]). Furthermore, cxisting priVucy-];)l'cs«;‘l‘\h\g
techniques Tor distributed ARM do not function in the absence of knowledge of the global
schema, but, rather assume that that data integration and record ]inkage has already been done. In
the case of information extracted from distributed textual data. however, no preexisting global
schema is available. This is due to the fact that the entities extracted may differ between textuai
documents af the same or different locations. In short, schcmas‘of'textua] entities are highly tluid
in naturc because new input text can contain previously unseen entitics. As a result, a fixed
global schema cannot be assumed and existing distributed ARM algorithms (whether privacy-
preserving or not) cannot be employed.

In addi(ion, these same existing d'is(ribulcd ARM algorithms arc able to mine association
rules only from data that has been either vertically or horizontally fragmented. It 1s our
contention that the restriction to such data sources is unnecessary. and that useful rules can be
minéd from diverse databases with different local schemas as long as records can be linked, for
example, via a unique key. Many interesting applications emerge if one considers this approach,
which we term higher-order distributed association rule mining. Higher-order implies that rules
may be inferred between items that do ﬁot occur in the same local database. In other words,

rules can be inferred based on items (entities) that may never occur together in any record in any




of the distributed databases being mined. Figure 8.1 exemplifies the discovery of such rules i g

law enforcement context.

Robbery

‘Allen/Jack: s

DBI
Weapon i
“BHolgun:
Swilchblade
Machcte =
Stiletlo
Colr 45

Name

1len

DB2
Crime
0, Jealing:Drug
oy Mugging ]
Anthony Buralary
‘Diand Burglary
John Kidnapping

“Colt4s | Rabbery |
Stiletto Muysing
Magnum | Robbery
Dagger Kidnapping

Figure 8-1: Higher-Order Associations in Law Enforcement

In database DB in Figure 8.1, the first record indicates that a criminal suspect Allen was
caught with a shotgun. A different jurisdiction’s database DB2 contains a record showing that
Allen and Jack are involved in dealing drugs. An investigator may surmise that Tack might have
some connection with the shotgun also. In a third jurisdiction (in DB3$ there is an unsolved
robbery case where the same shotgun was used. Since Allen and‘]ack both have some connection
with this shotgun, the robbery could have been committed by cither of them, or both. This is
precisely the kind of information that investigators need to identify suspects and is a significant

challenge facing our law enforcement partners.




I

" To address this challenge, a distributed higher-order text mining framework that requires
neither knowlédgc of the global schema nor schema integration as a precursor to mining rules is
necessary. This will build on the work that has already been completed on this project.
Furthermore, the framework will be able to mine distributed data m a hybrid form that is neither
horizontally nor vertically fragmented but a mixture of both. The framework, termed D-HOTM,
extracts entities and discovers rules based on higher-order associations between entities in
records linked by a common key.

D-HOTM requires two components: entily extraction and distributed association rule
mining. The entity extraction is based on information extraction techniques developed as part of
this project. The rules learned are applied to automatically extract entities from textual data that
describe, for example, criminal modus operandi. The entities extracted are s:tore(l in local
relational databases, which are mined using the D-HOTM distributed as.‘socia[ion rule mining

algorithm.

This work will continue the work we have begun with the Bethlehem Police Department by

¥

expanding the work presented here to include up to 31 other jurisdictions in Novthampton

County. Pennsylvania,

D-HOTM 1s a hybrid approach that combines information extraction and distributed data
mining. Employing a novel information extraction teclmique‘, we will be able to extract
meaningful entities {rom unstructured text in a distributed environment, The information
extracted is stored in local databases and a mapping function 1s applied to identity globally
unique keys. Based on the extracted information, a novel Distributed Higher Order (DiHO)
association rule mining (ARM) algorithm will be applied to discover highcr-ofi‘lcr associations

between items (1.¢., entities) in records fragmented across the distnibuted databases.
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11 Appendices

Appendix A: Installation Instructions
for the BPD Information Extraction System

System Requirements
Operating System

The system and installation files are tested only under Windows XP. Other Windows
operating systcmé have not been tested, éi\d successful installation and use of the system is not

guaranteed on any operating systen except XP.

Minimum Hardware Requirements

*  Pentium III processor

s 256 MB RAM

s CD-ROM or USB port

e Keybouard and Mouse

s Internet or Intranet connection

Installing the Client System
For a full installation, click "Selup‘.cxc” to start the installanon process. (This will stall
the NET framework, MySQL ODBC, and the BPD_IE system.) For inslﬁ]]ation of the
BPD_IE system only, click “Setup.msi” to start the istallation process. Click “OK” to

continue the installation after you see the following pop-up window:

\'g/ N0t BPDIE Satip R OK. To'ait wkiduk ngighig, tick Catcet:
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NET Fravmework

The Sctup.exe program will automatically check whether the .NET framework (which is

required to run BPD_FE.exe and BPD_MO.cxe) has been installed on the target computer

system. If the NET framework has not been installed on the target computer, Setup.exe will

install the NET framework 1.1 English version.

When you see the following window, please follow the instructions to complete the NIET

framework installation.

i

MySQL ODBC Driver

; Microsoft

i
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After the NET framework has been installed, Sctup.exe will launch a MySQL ODBC driver

installer, which will install MySQL ODBC version 3.51.9 for Windows on the target computer.

" If the target computer has an installed MySQL ODBC driver. you can simply skip this step by

clicking the “Cancel” button. The “Cancel” button affects the MySQL ODBC drver installation

only. Please do not select the “Remaove™ option.

When you sce the following window. please follow the mstructions to fimsh the MySQL

ODBC driver installation.

Weicome 1o the MyODBC
instaliation Wizard
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oy oving s it D03 o




BPD IE
Setup.cxe will‘insrall the BPD_IE system after the MySQL ODBC driver installer is finished
(or cancelled). When you see the following window, please folJ‘Qw the instructions to finish the

BPD_IE system installation.

R ' - o v »
T U Qudighn & (LR Of 1 (00t 1 5y 77101 O oy 1.l i et il

This installation includes the following steps.

Copy files: Files needed to run “BPD_FE.exe™ and “BPD_MOQ.exe” are copied to the
“{ApplicationFolder \bin” i'o]dcf;r Ql' the target computer. In addition, some support [iles are
copied to the “Ci\res” folder. Please do not delete anything in the “C:\res” folder. Otherwise, the
BPD_IE system will not function properly.

Edit Registry Kevys: The program requires that an environment variable be set. Therefore,

the installer modifies the following key in registry during installation:

HKEY _LOCAL_MACHINE
>SYSTEM
-2 CurrentControlSet
- Control
- Session Manager
- Environment
2 ANTIWORDHOME= “c\respformat™

Note: You must restart your computer after the installation to make the key visible to

application programs.

Lad
8]




Create Shortcuts: Two shorteuts, “Shortcut to BPD_FE.exe™ and “Shortcat to
BPD_ MO .exe”, are created on the Desktop. Users can double click these shorteuts 1o Taunch the
respective applications.

Help Documents: This document (Installation.doc) and a tutorial (BPD_1: Tutonal.ppt) on

the use of the BPD_IE system components BPD_FE.exe and BPD_MO.cxe, are copied into the

“lApplicationFolder \doc™ folder on the target computer.

ODBC Connection Configuration

Following completion of the installation of the BPD_IE system, the “ODBC data source
administrator” is launched. Under “System DSN”, click *Add”, and then select “MySQL ODBC
3.51 Driver”. Use the values below to finish installation.

[Data Source Name] = BPD_IE_MYSQL

[Host/Server Name (or IP)] = <Your MySQL server’s IP address>

[Database Name] = BPD_IE

[User] = bpddemo
[Password] = demopass

e Gak Halor vou n corfane e Ve OTDE D1ata €060 Nome #f pimscrunt
o et ML e
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Restart your computer
After the installation, you must restart your computer before running BPD_FE.exe or

BPD_MO.exe.

How to run the programs




Before you run either BPD_FE.exe or BPD_MO.exe, you must start the MySQL server
program on the server computer. and your personal firewall or system firewall must be
configured so that i1t does not _blotk traffic lo/from the server éompulcr.

Once your system restarts, there are two shortcuts on your computer desktop: “Shortcut (o
BPD_FE.exe” and “Shortcut to BPD_MO.exe™. Drag and drop plain text (.ixt) or MS Word {.doc)
files onto the “Shortcut to BPD_FE.exe” or double ¢hck the shortcut to start the Information
Extraction program. Drag and drop plain text (.txt) MS Word (.doc) files onto the “Shorteut to
BPD_FE.exe” 01; double click the shorteut 1o start the Modus Operandi Search program.

Please consult the tutorial in Appendix B for additional detail on these applications.

How to Uninstall the Programs

You can uninsta_ll BPD_IE uwsing the “Add and Remove Programs™ tool. Simply locate
BPD _1E n the list, and then ‘click the “Remove” ‘button Lo uninstall it, “MyODBC™ or
.“Micr().s‘(')fl NET framework 1.17 can be removed through the “Add and Remove Programs’ tool,
as well.

Another way to remove BPD_IE and MyODBC 15 to run Scrup.exe again. Scleer the

“Remove” option and follow the instructions to complete the uninstall process.

Questions or comments on the TMI BPD_IE may be directed to support@umi.lehigh.edu.

‘Additional documentation is available online at hitp://hddi.cse.lehigh.edu.




Install the Server System

You need to install MySQL database, configure your personal firewall, create database user
account, and initialize the database. The server system can be run in the same computer with the

client, or in a different computer. The server system has been tested under Windows XP.

Download MySQL

Please download mysql-4.0.20d-win.zip from HERE. You can also gcf MySQIL. manual from

htp://dev.mysal.com/doc/mysql/en/index. htm].

Install MySQL

After the download, please unzip itinto a fold of your local hard drive. Chek “SETUP EXTET

in that fold to start the installation. Follow the instructions and use the “Typical™ option to hinish

the mstaliation.

Make sure that your MySQL bin fold is included in the Windows environnient variable SPATIH.

Look in your Windows fold (i.c. CAWINDOWS) and see if there is a file called “my.ini™
If there is, open it in an editor, and make sure the path information is correct. i.c.:
basedir=C:/mysql/
datadir=C:/mysql/data/
If you cannot find “my.ini” in your Windows folder, please create a new file named “my ini”
with the following content under that folder, and make sure the path information is correct. Le.:

[mysqld]
basedir=C:/mysql/
datadir=C:/mysql/data/

P50
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Shutdown / Start MySQL database server

After your installation, the MySQL server will be automatically started. However, you musl
shut it down and restart it in order (0 make it work properly.
To shutdown the current server, please run the following command:

nmysgladmin.exe -u root shutdown

To be noticed, you must configure your personal firewall to allow mysgladmin.cxe to access

DNS and **127.0.0.1:3306".

ZongAfacm Alet

REPEAT-PROGRAM REPEAT.PRUGRAM.
‘n')yvsql-art!min.exo i{l}_yingj ?a_.v.)éc.oéc‘lha

¥ s trying 1o dccess the.
oY . : livternet,

Not avalable i Zones ain Validtion -~ Mol availible in ZciveAlanm:
p . - mysqladmin exe : Apphcation: - wsgladmin exe
Destination [P:- - "128,180.120 6:DNS Destination (P~ 127.0.071 Poit 3306
Moré Information Available: Mote Inlosmation Avaitable:
This program has previously ash ed 1ot Inteme? access © This proyam has previously askediol Irnleinet sccess

lenAdvisor Morewie . |t { AlentAdvisor More Inte :

: \h Wt 10 have fswar alels? i H b Want to have lewer aleits?
A ' e
Ficgl pif i, - i i Fawd out Fow
1" Remembar this :ell’ng . . . £ Bemembai this setiing.
o gew ) oy [ _awow ) (_Beny; )

To start the MySQL server. please run the following command:

mysqld-opt.exe —console

naime.of b pragr an, f6lder, dodument, b
S0 e, and Windows wil openR foryou -

I m” o]

You myst configure your personal firewall to allow mysgladmin.exe to access DNS and

“0.0.0.0:3306™.
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In case you have “Do you already have another mysqld server running on port: 3306™ error,

you should shutdown the current server, and restart it.

Create and Initialize the database
Use the following command to start a MySQL client as a root user.

Typa the tame of a program, foider, docunm or
Irdarnet resckrce, snd Windows wil wen & for you,

| Cancel [!vowse J

you ust configure your personal firewall to allow mysgladmin.cxe to access DNS and

“127.0.0.1:3306™.
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All the following commands arc in “commandToCreateTables.ixt”, which comes with the

source code package of the system. After you finish section 5,440 the server setup s done. You

are ready to use the BPD_IE clients (BPD_FE.exe and BPD_MO.cxe).




Create a new user:
Through the command line, you can create a new user for the BPD_IE system:

GRANT ALL PRIVILEGLS CN *.* TC 'ovpdoena'd'%' IDENTIFIZD BY 'demopass
WITH GRANT OFTION,;

Conmandy end Yith 3 Ui g
ta serval verstun: 4.0.28a

*for help, Tyie ‘¢’ to el he huffer.

ALL FPHIVILICLS OF », % T30 "hpdideao’ @7 (LENTERIED BY ‘denopass’ llll

dhecteld UL el

The user name is “bpddemo”, and its password to access the database is “demopass™. If you
use the BPD client and the server on the same computer, you can create this account tor a local

user only:

GRANT ALL PRIVILEGES CON *.* TG 'bpddemo'@'localhost' IDENTIFIED BY
'demopass' WITH GRANT OPFTION;

Link the user defined function
Copy and paste “ceditDistance.dll” from “[ApplicationFolder\bin to a folder that is in your

$PATH, and then run the following command in mysql:

CREATE FUNCTION sditDistance REVHURND DTN D0RLm el

N

Create the database

creats database bpd ie;
Initialize the database

use bpd_1ie;

DROP TABLE !F BEXISTS Features;

create tabhle Fearures (

id int unsigned not null AUTG_INCREMENT primary key,
featureType varchar (255) nat null,

featureContent mediumtex:s,

startValueSTR text,

endValueS5TR text,
certainty double(2,%),

startValueNum decimal(18,0),

endValueNum decimal (18,0),

documentName varchar (250),

localHostName varchar (250),

INDEX (featureTvpe (50), startValuelTR(22%), endValuelSTR(225%))
)i ) . )

DROP TABLE IF ©XI8TS Documents ;7
create table Documents
document Name varchar (250),




originalTexst mediumtext,

localHostName varchar (250),

primary key (documentName, localHostName)
) ;e '

“DROP TABLE IF EXISTS featureCandidate;

create table featureCandidate (
FeatureTypeName varchar (250) not null,

;FeatureCandidate‘varchar(ESO) not null

primary key (FeatureTypeName, FeatureCandidate)
Vi

insert into featureCandidate (FeatureTypeName, Featurefandidate
( 'EyeCclor', 'Black' );

insert into featureCandidate (FeatureTypeName, FeatureCandidate
( 'EyeCnlor', "Brown');

insert into featureCandidate (Featurelypelams, FeatureCandidate
( 'EyeColcer','Green'); )

insert into teature&andidate(Feature?ypewame,Featureﬁandidafo
( 'EyeColor’', "Maroon');

insert ipto featurelandidate (FeaturetypeName, Featurela
( 'EyeCclor’, 'Pink'"); i

insert into featureCandidate (FeatureTypelName, FeatureCandldats
{ "EyeColor', "Blue'); .
1nsert into featuroCandida_e(FeatureTypéNamc,FeatureCwndidate
( "Evelolor', 'Gray');

insert into featureCdndidate(FeatureTypeName,FeatureCandidate
( 'EyeColor', 'Hazel'); ) .
insert into featurelandidate (FeatureTypeName,FeatureCandidate
( 'ByeColor', '"Multicolored' ); ' v
insert inte featureCandidate (FeatureTypeName, FeatureCandidate
( 'EyeCclor’', 'Dark');

insert inte featureCandidate (FeatureTypeName, FeatureCandidate
( '"HairColor', 'Bald' };

insert into featureCandidate (FeatureTlypeNaneg, Featurelandidate
( "HairColor', 'Black’ ); ]

insert intoe featureCandidate(FeatureTypeName, Featurelandidate
( 'HairColor', 'Blond' );

insert into féatureCandidate(Feature?ypeName;FeatureCandidate
( 'Hairloloxr', 'Strawberry' );

frdate

“insert intoc featureCandidate (FeatureTypeName, FeatureCandidate

{ "HairColor', 'Blue' );

insert inte featureCandidate (FeaturaeTypeName, FeatureCandidata
( ‘HairColor', '"Brown' );

insert inte festureCandidate (FeslureTypeNa
( 'HairColor', 'Gray' ),

insert into featureCandidate (FeatureTypeName, :
( 'HairColor', 'Partially Cray' );

insert into featureCandidate (FeatureTypeName, Featurel
( ‘HairColer', 'Green' };

insert into feztureCandidate (FeatureTypeNams, FeatureCandidate
( '"HairColor', 'Orange' );

insert intc featureCandidate (FeaturelypeNams, FeatureCandidate
( 'HairColor', 'Pink' ),

insert into featureCandidate (FeatureTypeName, FealureCandidate
{ 'HairColor', 'Purpie'’ );

.

Featurel

andidate

)

values

values.

values

values

values

values

values

values
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ingert into featurelandidate (FeatureTypeName, FeatureCandidate
( 'HairColcr', 'Red ' ),

nsert into featureCandidate (FeetureiypeName, FeatureCandidate
{ '"HairColer', 'Auburn' ); ’

insert into featureCandidate (FeatureTypellame, FeatureCandidate
( 'HairColor', 'Sandy' );

insert intc featurelandidate (FestureTypeName, FeatureCandidate
( 'HaivColor', 'White"' ),

insert into featureCandidate (FeatureTypeName, FeatureCandidate
( 'HairColox', 'Dark"' ),

mmsert into featureCandidate (FeaturelypelName, FoatureCandidate
{ "Vehicle', 'Ambulanrce’ ),

msert ints reaturefCandidate (FeaturefypaeNams:,
{ '‘Vehicla', 'Coach' );

insert inte featurefandidane (FeaturetypeNam:
{ 'Vehicle', 'Convertible' ), .
insert into featureCandidate (FeaturefypelMName, Featurelandidate
(-'Vehicle', 'Coupe’' );

insert into featureCandidate (FeatureTypelName, Featurelandidate
( 'Vehicle', 'Sedan' ); )
insert into featureCandidate (f'eatureTypeName, FeatureCandidate
{ 'Vehicle', 'Hardtop' ); .

insert into featureCandidate (FeatureTypeName, FeatureCandidate
{ 'Vehicle', "Hatchback' );

insert into featureCandidate (FeaturelypeNameg, FeatureCandidate
{ 'Vehicle', 'Hearse' };

insert into feastureCandidate (FeatureTypeName, Featurelandidate
( 'Vehicle', 'Limousine' ); .
ingert inteo faatureCandidate (FeatureTypeName, FeatureCandidate
{( 'Vehicle'; 'Roadater' ); )

insert into featureCandidate(FeatureTypeName, FeatureCandidate
( 'Vehicle', 'Wagon' ), '

insert inte featureCandidate (FeatureTypeName, FeatureCandidate
( 'Vehicle', 'SUV' );

insert into featureCandidate(FeaturelypeName, FeatureCandidarte
{ 'Vehicle', '"Hammer' }; -

ingert into featureCandidate (FratureTypeName, FeatureCandidate
( 'Vehicle', 'Motorcycle' );

insert into featureCandidate (FeaturelypeName, FeatureCandidate
{ 'Vehicle', "Van' );

insert inte featureCandidate (FeaturelypeName, Fes
{ 'Vehicle', 'Tanker' ),

insert into featureCandidate (Feature’
( 'Vehicle', '"Trailer’' );

insert into feastureCandidate (FeatureTypeName, Featurelandidate
{ '"Vehicle'; 'Truck' );

insert into featureCandidate(FeatureTypeName, FeatureCandidate
{ 'Vehicle', 'Bus' };

insert into featureCandidate (FeaturelypeName, FeatureCandidate
{ 'Vehicle', 'Cab' );

insert into featureCandidate (FeatureTypeName, FeatureCandidate

Tandirddaie

cralancidats

vpehMame, Featuralandidane

{ 'Vehicle', 'Dump' ); ..
insert into featureCandidate (FeatureiypeName, FeatureCandidate
( 'Vehicle!', "Hepper!' }); .

insert into featureCandidate (FeatureTypeName, FeatureCandidate
{ 'Vehicle', 'Pallet ' ),
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insert into
( "Vehicle',
insert into
{ "Vehicgla',
insert into
{ 'Vehicle!',
insert 1nta
( 'Vehicle',
ingert intoe
( 'Vehicle!',
Insert into
{ 'Vehicle!',
insert into
( 'Weapon',
insert intc
( "Weapon',
mmsert inte
( '"Weapon',
insert into
{ 'Weapon',
insert into

"

( '"Weapon', '
insert .into
{ '"Weapon','

insert intg
{ "Weapon',
insert into
( 'Weapon’,
insert into
( 'Weapon',
insert into
{ 'Weapon',
insert into
( 'Weapon',
insert into
( '"Weapon',
insert into
{ ‘Weapon',
insart into
{ 'Weapcn',
insert into
{ 'Weapon',
insert intoe
{ 'Weapon',
insert into
{ 'Weapon',
insert into
( 'Weepon',
insert into
{ '"Weapcn',
insert into
{ 'Weapon',
insert into
{ 'Weapon',
nsert into
[ 'Weapon','

1

1

i

featureCandidate (FeatureTypelame, I

'Rack' ) ;-

featureCandidate (Featurelypelame,

'Stake' )y

featureCandidate (FeatureTypeName,

'"Wrecker' ),

[eatureCandidate (FeatureTypelName,

'Vanette' );

fratureCandidate (FeratureTypeName,

'"Crane' ) ;

featureCandidate (Featuretypelame,
Y

‘Car' )

featureCandidate (FeatureTypeNames,

Ammunit i
featuraC
Bomb'

feslureCandadate (Fastiure

Cannon™ ) ;

andidate (FeatureTypeNama, |

Typetlame,

featureCandidate (FeatureTypelame,

Disguised gun'
featureCandidate (FeatureiypeiName,

Electric shock gun'
andidate (FeatureTypelName,

feature
Grenade' );

)

‘) .

1

featureCandidate (FeatureiypelName,

'Maclhiine gun'

)

featureCandidate (FeatureTypeName,

gun' };

Mine' ) ;

featureCandidate (Featurel

Missile' ),

e

catureCandidate (FeatureTypeName,

ypeName,

teatureCandidate (FeatureTypelame,

Mortar' );

teatureCandidate (Featurelypelame,

Fistol' )y

featureCandidate (FeaturefypeName,

Rifle' );

featureCandidate (FeatureTypeName,

shotqun' ),

festurelandidate (Featurelypelame,

Rocket ' ),

featureCandidate (FeaturaIypeNans,

Silencer' ),

featureCandidate (FeatureTypeNane,

Carbine' );

featureCandidate (FeatureTypeName,

Derringer' )

’

featureCandidate (FeaturelypaName,

Flare' );

featureCandidate (FeatureTypeName,

Flintlock' Y

’

featureCandidate (Featurelypeltlame,

Revolver ' )

’

featurelandidate (Featurelypelame,

Recollless!'

)i

eatureCandidate
Featu;eCandidate
Featurefandidate
FeatureCandidate
FaatureCandidate
FeatureCandidate

FeasturelCandidate

eaturalandidatna

I R

-

Faature]

FeatureCandi
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
Féaturetandidate
FeatureCandidate
FeagtureCandidate
Featurelandidans
Featurelandidale
FaatureCandidar
FFeatureCandidate
Featurelandidate
FeaturelCandidate

FealtureCandidate

)

)

values
values

values
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values

values

values
values
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insert into featureCandidate (FeatureTypelName,
( '"Weapcn', "Tear gas' );

insert into featureCandidate(FeatureTypelName,
( "Weapon', YK e )

insert intce featureCandidate (Featurs

Typabames,
(-'Relazionship', 'Daughter' )
sturelandidate (Fezturelypelane,

mnsert into fe
{ 'Relacionship’', 'Son' ),

tureCandidate (FeatureTypeName,

1nseart inte fed
{ 'Relationship’', 'Brother’ );

insert into featuréCandidate(F@aturo?ypeName,
( 'Relavionship', 'Brother-in-law' );.

insert into featureCandidate (FeatureTypeNams,
{ 'Relationship', 'Sister' );

insert inte featureCandidate (FeatureTypelName,
( 'Relationship', 'Sister~in-law' );

insert into featureCandidate (FeatureTypeName,

{ 'Relacicnship', '"Mother' );
. p

insert into featureCandidate (FeatureTypelName,
( 'Relationship', 'Father' };

insert into featureCandidate (FeatureTypeName,
( 'Relationship', 'Cad' ),

insert into featureCandidate (FeatureTypelName,
( 'Relationship’, 'Grand-mother' );

insert into featureCandidate (FeaturetypelName,
( 'Relationship', 'Mom' );

insert into featureCandidate (FeatureTypeName,
( 'Relacionship', 'Grand-father' );

insart into featureCandidate (FeaturelTypetlame, Faat

( 'Relationship', 'Grand-daughter!
irisert inte featureCand
( 'Relationship', 'Grand-
insert into feature

{ 'Relationship', "Ni
insert into featuredl
( 'Relationship', 'Nephew' );

insert into featureCandidate (FeatureTypeName,
{ 'Relationship', "Aunt' );

insert into featureCandidate (FeatureTypelame,
{ 'Relationship', 'Uncle' ); )

insert intec featureCandidate (FeatureTypeName,
{ 'Relationship', 'Cousin' );

insert inte featureCandidate (FeatureTypeName,
{ 'Relationship', 'Stepmother' )3

insert into featurefandidale (FeatureTypeName,
{ 'Relationship!', 'Stepfather' );

insert 1nto featureCandidate (FeatureTypeName,
{ 'Relationship', 'Stepsistex' ),

insert into featureCandidate (FeaturelypeName,
( 'Relationship', 'Stephrecther' );

insert into featureCandidate (FeatureTypeName,
( 'Relationship', 'Mother—in-law' );

insert intc featureCandidate (FeaturelypeNans,
{ 'Relationship', 'Father-in-law' );

insert into festureCandidate (FesturelypaMName,
( "Relaticnship', 'Cavghter-in-law' ),

Typelame,
)i

date (Featuraiypeiame

> Tyvpetamas, F

FeatureCandidate

FeatureCandidate

icdan e

Faals

FoatureUCanadadate
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lat e
Featurelandidate
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Foatur¢Candidata
FeatureCandidate

randidare

FeatureCandidate
FeatureCandidate
FeatureCandidate

FeatureCandidate

ciddan s

Featureanaldane
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
FeatureCandidate
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)
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{0 'Race

insert into featureCandidate(Feature] pranG ecatureCandidate

( 'Relarions }ll[) 'Son-in- law!' ),
Candidate (FeatureTypeName, Featurela ndidate
Y ’

insert into featurs
( 'Relatvionship', 'Spouse’ )

inscrt into featnreCandidate (FeaturelypeNams, FeatureCandidate
{ 'Relavionship', 'Husband' ); . ’

insert intc festureCandidate (FegtureTypelName, Featurelandidate
{( 'Relationship’', "Wife' );

ingsert into feature@nndﬂ
( 'Relationship', "Boyfriend' ),

insert into featureCandidate (FeaturelTypeName,FeatureCandidate
( 'Relationship', 'Girliriend' );

insert into featureCandidate (FeatureTypeName, FeatureCandidate
( 'Relationship', 'Parent’' );

Lnsert 1nto toaturoCandidate(FoaturefypoNamc,FoatureCandidatn
( ‘Relationship', 'Grandchild' ); )

insert into featureCandidate (FeatureTypeMame,FeatureCandidate
( 'Gender', 'Male' )

te(FeatureTypeName, FeatureCandidate

insert 1into featureCandidate(Féature?ypeName,Featuredandidate

( 'Gender', 'Female' );

insert into featureCandidate (FeaturetypeName, FeatureCandidate
{ 'Race', 'American Indian' ); '
insert into featureCandidate (FeatureTypeName,FeaturaCandidate
{ '"Race', 'Asian' ),

insert into featureCandidate (FeatureTypelName,FeatureCandidate
( '"Race', 'Pacific Islandexr' );

insert into featureCandidate(FeatureTypeName,FeatureCandidate
( 'Race','Black' };

insert into fn”rnroflnd.Jlth(F satuyoetTypablame, ! srad it
{ 'Raca', "Wh
Insert sl Ladat e (B e S NI BTN R jofa

insert inte featureandidate (FeabureypeNams, Featurelandidal o
{ "Drugs', 'Alcohol '),
insert into featureCandidate (Feature

e iatie

( 'Drugs’', "Amphetamines');

insert into featureCandidate (FeatureT }p“Ndme,~ea1.ro andidate
( 'Drugs’', 'Stimulants'); .

insert into featureCandidate(FeatureTypeName,FeatureCandidate
( 'Drugs', 'Barbiturates');

insert inte Leaturﬁﬁqndlddtp(keatureivpeNimP FedtUrP ‘andidate
( 'Drugs', 'Cocaine’'); . )

insert intc featureCandidate (FeatureTypeName,FeatureCandidate
( 'Drugs’', 'Glue’); i

insert into featurelandidate(FeatureTypeName, FeatureCandidate
( 'Drugs','Hallucinogens'); .
insert intoe featureCandidate (FeatureTypeName,FeatureCandidate
( '‘Drugs’', 'Nav'1uana ),

insert inte featureCandidate (FeatureTypeName,FeatureCandidate
( 'Drugs’', 'Narcotics');

insert into featureCandidate (FeatureTypeName,Featurefandidate
{ 'Drugs', 'Heroin');

insert inte featureCandidate(FeaturetypeName,FeatureCandidats
( 'Drugs’', 'Morphine');

insert into featureCandidate (FestureTypeName, Featurelandidate
did'y;

{ 'Drugas', 'Dila:

)

values

vaiues

values
values
values
values
values
valués
values

values

“values

values

values

values

values

velues

values

values

values

values




insert into featurelCandidate(FearureTypeName, Feat ure
( "Drugs’', 'Metnhadone'); )

insert into reatureCandidate (Featurelypelams, Feat crelandidacs
( 'Drugs’', 'Paint'); -

insert into featurcCandidate (FeatureTypeName, FeatureCandidatae
( 'Drugs', "Thinner'); '

insert into featurelandidate (FeatureTypeName, FeatureCandidate
( 'Drugs', 'Ritalin'); i

insert into featureCandidate (FeatureTypeName, FeatureCandidate
( 'Drugs', 'Rohypnal');

insert into featureCandidate (FeatureTypeName,FeatureCandidate
( '"Drugs', 'Flunitrazepam');

insert into featureCandldate (FeatureTypelName, FeatureCandidate

( 'Drugs', 'Rophies');

“Insert into featureCandidate (FeatureTypeName, FeatureCandidate

( 'Drugs', 'Roofies');

1nsert into featureCandidate (FeatureTypeMame, Featurelandidate
( 'Drugs', 'Ruffies'); .

insert into featureCandidate (FeatureTypeName, FeatureCandidate
( 'Drugs', '"Roche');,

insert into featureCandidate (FeatureTypeName, FeatureCandidate
( 'CffenseType’, 'Treason’);

insert inte featurelandidate (FeaturelypeName, FeatureCandidate
( '"OffensaTlype’, 'Misprision');

insert inte featurelandidate (FealburetlypeName, §
( 'OffenseType', 'Espionage');

insert into festureCandidate (FeatureTypeName, Featvrelandidate
( 'OffenseType', 'Sabotage’);

insert into featureCandidate (FaatureTypeName,
( "OffenseTypa’, 'Sedition');

insert inte featureCandidate (FeaturefypeName, FeatureCandidate
( 'OffenseType’, 'Sovereignty');

insert into featureCandidate (FeatureTlypeName, Featurefandidate

salureCandgidat e

Lodat e

( 'CiffensaTlype'’, 'Dasertion’);

insert into featureCandidate (FeaturelypelName, FeatureCandidate
( 'OffenseType', 'Illegal Entry');

insert into featureCandidate (FeatureTypeMName, FeatureCandidate
( 'CffenseType', 'False Citizenship');

insert into featureCandidate (FeatureTypeName, FeatureCandid
( "Dffenselype', "Smuggling'); R
insert inte featureCandidate (FeatureTypeName, FeatureCandidate
( 'OtfenseType', "Kidnap'); . )

insert into featureCandidate (FeatureTypeName,FeatureCandidate
( 'Offensetlype’, "'Abduct');

insert into featureCandidate (FeatureTypelName, Featurelandidate
( '"OffenseTyp=', 'Rape');

insert inte featureCandidate (Feature
{ 'OffenseType’, 'Sex Assiv');;

insert into featureCandidate (FeaturelypeName, Veaturelandidate

te

o

TypalName, !

alurelandidate

( "Cffenselype', 'Romicide ') ;

insert into featureCandidate (Feature?l

{ 'OffenseType', 'Robhery');

insert intc featureCandidate (FeatureiypeNa
{ 'OffenseType', '"Carjacking');

insert into festurelandidate (FeatureTypeName, FealureCandidate
(- '"CffenseType', 'Threat ') ;

values
values
values
values
values
values
values

values

values
values
values
values
values
Qalues
values

values

lues
values
values
valuaa

VAL s

valies




insert into featureCandidate (FeatureTypeMame, FeatureCandidate
( 'DffenseType’, 'Arson'); .
insert into featureCandidate (FeatureTypeName, FeatureCandidate
( 'OffenseType’, 'Agyrav Assit');
insert inte featureCandidate (FeatureTypelams, FeatureCandidate
( 'Offenselype’, "Extort '), , .
insert into festureCandidate (FestureTypelName, FeatureCandidate
( *OffenseType', 'Burglary ')
ingert into featureCandidate (FeatureTypeName, FeatureCandidate
{ 'CffenseType’', "Abortion'); '
insert into featureCandidate (FeatureTypeName, FeatureCandidate
{ 'Offenselype', 'LARCENY');
insert into featureCandidate (FeatureTypeName, Featurelandidate
( 'GiffenseType', 'Pocketpicking');
ingert inte featureCandidate (FeatureTypeNama, Featuralandidans
( "CffenseType’, 'Shopliiting');
insert into fezturelandidate (Featurelypetame,
( 'CftenseTypa’, '"Thefit');
insert into featureCandi
( 'OffenseType', 'Fraud');
“insert into featureCandidate (FeatureTlypeName, FeatureCandidate
( 'OffenseType', 'Embezzle');
insert into featureCandidate (FeatureTypeName, FeatureCandidate
( '"OffenseType'’, 'Forgery'); '
insert into featureCandidate (FeaturelypelName, FeatureCandidate
( 'OffenseType', 'Danage'); )
insert into featurefandidate (FeatureTypeName, FeatureCandidate
( 'OffenseType', 'Counterfeiting’);
insert into featureCandidate (FeaturelypeNamae, FeatureCandidate
( 'OffenseType’, 'Ghscanity ')
insert into featureCandidate (FeatureTypeName, FPeatureCandidate
( '"OffenseType', 'Bigamy');
insert into featureCandidate (Feature
( 'Cifensalype’, 'Bockmaking’);
insert inte featureCandidate (FeatureiypeNawne, FeatureCandidate
( 'CffenseType', "Gambling');
insert into featureCandidate (FeatureTypeName, FeatureCandidate
{ 'Ctfenselypa’', 'Lottary'); ' ) '
insert into featureCandidate (FeatureTypeName,FeatureCandidate
( '"Offenselype’, 'Bestiality'); :
insert into featureCandidate (FeaturelypeName,

aturelanardates

2, Teatured

late (Fe

atureTypetla

.

Fypelame, FeatureCfandidate

{ "OffenseTvpe’, 'Zeduction');

insert into festurefandidate (Feat:
{ 'Cffenselype’, 'Prostitution');

ypetame:,

insert ‘intce featurelandidate (Festurel

ypebame,
{ "OffenseType', 'Ligquor'),;

insert into featureCandidate (FeaturelypelName, Faat urelandls
( 'CffenseType’, "Perjury');

insert into featureCandidate (Featureilypelame,Featurelandidate
( 'OffenseType', "Anarchism'});

featureCandidate (FeatureTypeName, FeatureCandidats:

insert in
( 'Offenselype', 'Trespassing');

insert into feaetureCandidate (FeaturelypeName,FeatureCandidate
( 'OffenseType', 'Cavesdropping');

insert into featureCandidate (FeatureTypeName, Featurelandidate
{ 'OffenseType', "Antitrust');

values
values
values
values
values

values

values

values
valuas
values
values
values
values
values
values
values

values
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JELUES

values

values

values

values




insert into featureCandidate (FeatureTypelName, FeatureCandidate ) values

( 'OffenseType', 'Conservaticon');
EXISTS featureType;
teatureType |

DROP TAERLE IF
create table

FéatureTypeNdme varchar(2%%) not null primary rey

)i

insert into featureType (FeaturelypeNams)  '"Acoount Numbe: ')
Insert into featureType (FeaturalypeName) ( "Agat'o);;

insert into featuretype (Featurelypelame) ( TAvvostNumbar' 1
insert inte featureType (FeatureTvpeName) values ( 'BadgelNumber’ j;
insert into featureType (FeatureTypeName) values ( "Zlassification' ),
insert into featureType (FeatureTypeName) values ( 'Clothing' ),
insert into featureType (FeatureTypeName) values ( ‘CompanyMName' );
insert into featurelype (FeatureTypeName) values ( 'ContrglNumber' );
insert into featureType (FeatureTypeName) values ( 'DayGfWeek' );
insert into featureType (FeatureTypeName) values ( ‘LateOfBirth' );
insert into teatureType (FeatureTypeName) values ( "Height' );

insert into featureType (FeatureTypeName) values ( 'Location' )
insert inte featureType (l'eaturelyvpeName) values ( 'Date' ),

insert into featurelype (EeatuxefypeName)'vaiues ( 'OfficerName' );
insert into featureType (FeatureTypeName} values ( 'PhoneNumber' );
insert into featureType (FeatureTypeName) values ( 'Race’ )

insert intc featureType (FeatureTypeName) values ( 'ReportDate' );
insert intc featureType (FeaLureTypeName) values ( 'Reward' );

insert into féatureType (FeatureTypeName) values ( 'Weapon' );

insert into featureType (FeatureTlypeName) values ( 'Weight' );

insert into foatureType (FeatureTypeName) ( '"ItemStolen' ),
insert into featureType (FeaturelypeName) ( "ParsonName' );
Insert inte featureType (FeatureTypeName) ('

insert into featureType (FeatureTypeName) QI g
insert into lTeatureiype (FeatureTypeName) [

inscrt intoe featureType (FoaturelypeName) (el b
insert into featurelype (FeaturelypeName) vaiues ( 'HairColor' ),
insert into festureType (FeatureTypeName) val ( 'EyeCo. ;
insert into featureType (FeatureTypeName) value ( '"Relat i
insert into teatureType {(FeatureTypeName) valuos ( '"Residen

ingert into teatureType (FeatureTypeName) values ( 'S5N' ),

insert into featureType (FeaturelypeName) values ( 'DriverlicenseNumber' );
insert intc featureType (FeatureTypeName) wvalues { 'Gender' );

insert into featureType (FeatureTypeName) wvalues ( 'ID' );

insert intc festureType (FeatureTypeName) values ( 'BLocation' ),
insert into featurelype (FeaturelypeName) values ( "EQULIPMENT');
insert into featureType (FealureTypeName) valuves ( 'TARGET');

insert into featureType (FeatureTypeName) values ( 'GRAM');

Uploading a New Release of the BPD_IE System to the Server

Login to “hddi.cse.lehigh.edu™ and modify the following files as necessary:

e “/export/www/htdocs/source . html”
* ‘“/export/www/htdocs/bpd_ic_binary-1.1-zip.html”
*  “lexport/www/cgi-bin/gen/bpd_ic_binary_1.1.zip.cgi” (Add exccutable permissions to

this file.)




¢ “fexport/www/htdocs/source/BPDIE_binary_release _1.1.zip"
Note that you must edit the cgi file using a unix editor.

FAQ

*

MySQL and My ODBC version
The BPD_ILE System has bcun tested using mysql-4.0.20d-win and M)IODBC 3.51.10-
x86-win-32bit.
ODBC connection error 10061
You may need to reinstall the ODBC driver and then restart your computer.
MySQL setup.exe has the “parameter incorrect error”
This is because your installation directory contains some undesirable special characters in
the path. Please move the installation folder to a simpler directory such as
“SC:AT, and try setup.exe again.
Cannot find "mfc71d.dll" or "“msver7ld.dll™ or “msvep7 Id.dll™
Copy and paste the above files from your “[ApphicationFolder\bin™ folder to
your MySQI./bin folder.




Appendix B - Training Tutorial

Bethlehem Police
Information Extraction
System - Tutorial

‘William M. Pottenger and Tianhao Wu
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Sub Systems

. BPD_FE
* Extract meaningful entities from BPD investigator's
reports using predefined rules

~ BPD_MO
* Search existing investigator's reports using user’s
input or features extracted from the current unsolved
investigator's report
* Range search

* Fuzzy search

o
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BPD_FE.exe
. _ Drag and Drop

\Limi't about thirty documents
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