
 
 
 
The author(s) shown below used Federal funds provided by the U.S. 
Department of Justice and prepared the following final report: 
 
 
Document Title:  Development and Implementation of Forensic 

Science Research and Training Programs at the 
University at Albany’s Northeast Regional 
Forensic Institute (NERFI) 

 
Author: Donald D. Orokos, Ph.D., John Hicks, MPA, Igor 

Lednev, Ph.D., Ron Stevens, Tomek 
Strzalkowski, Ph.D., and Sanjay Goel, Ph.D. 

 
Document No.:    232073 

 
Date Received:  September 2010 
 
Award Number:  2008-DD-BX-K301 
 
This report has not been published by the U.S. Department of Justice.  
To provide better customer service, NCJRS has made this Federally-
funded grant final report available electronically in addition to 
traditional paper copies.  
  

 
 Opinions or points of view expressed are those 

of the author(s) and do not necessarily reflect 
the official position or policies of the U.S. 

Department of Justice. 

 
 
 



Development and Implementation of Forensic Science Research and Training Programs 
at the University at Albany’s Northeast Regional Forensic Institute (NERFI) 

 
Authors:    Donald D. Orokos, Ph.D. (Forensic DNA Training, and Leadership 

Assessment Workshops) 
   Address:  University at Albany / Biology 112 
   Phone:     518-442-4308 
   Fax:       518-442-4767 
   E-mail:    orokos@albany.edu 
  

John Hicks, MPA (Forensic DNA Training and Leadership 
Assessment Workshops) 
Address:  University at Albany / NERFI:  Biology 225 

   Phone:      518-437-3791 
   Fax:          518-442-4767 
   E-mail:     jhicks@uamail.albany.edu 
  

Igor Lednev, Ph.D. (Raman Method Validation) 
Address:  University at Albany / LSRB 1107 

   Phone:     518-591-8863 
E-mail:    lednev@albany.edu 

 
Ron Stevens, (Forensic Science Impact in the Court Room) 
Address:  University at Albany / Biology 225 

   Phone:     518-860-6425 
   E-mail:    ronaldstevens@mac.com 
 

Tomek Strzalkowski, Ph.D. (ChatMinder: A Safe Internet Tool for 
Parent) 
Address:  University at Albany / SS 262B 

   Phone:     518-442-2608 
E-mail:    tomek@albany.edu 

 
Sanjay Goel, Ph.D. (Capitol Region Cyber Crime Partnership) 
Address:  University at Albany / BA 310B 

   Phone:     518-442-4925 
E-mail:    goel@albany.edu 

 
Submission Date:   August 31, 2010 
 
Award Number:                     2008-DD-BX-K301 
 

This project was supported by Grant No. 2008-DD-BX-K301 awarded by the National 
Institute of Justice, Office of Justice Programs, U.S. Department of Justice. Points of 

view in this document are those of the author and do not necessarily represent the official 
position or policies of the US Department of Justice. 

This document is a research report submitted to the U.S. Department of Justice. This report has not 
been published by the Department. Opinions or points of view expressed are those of the author(s) 
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



 2 

TABLE OF CONTENTS  

 
 

ABSTRACT          Page 3 

 
EXECUTIVE SUMMARY        Page 5  

• Forensic DNA Training, Leadership 
Assessment Workshops and Research    Page 6 

o DNA Training—3130xl     Page 7 
o DNA Training—RT-PCR      Page 7 
o Leadership Assessment Workshops    Page 7 
o Raman Method Validation     Page 8 

• Forensic Science Impact in the Court Room    Page 10 
• ChatMinder: A Safe Internet Tool for Parents   Page 11 
• Capitol Region Cyber Crime Partnership    Page 12 

 
 
MAIN BODY —Forensic DNA Training / Leadership Assessment  

    Workshops and Research      Page 14 
 
 
MAIN BODY —Forensic Science Impact in the Court Room  Page 41 
 
 
MAIN BODY —ChatMinder: A Safe Internet Tool for Parents  Page 48 
 
 
MAIN BODY —Capitol Region Cyber Crime Partnership   Page 60 
 
 
REFERENCES        Page 66 
 

APPENDICES        Page 72 
 
 
 
 
 
 
 
 

This document is a research report submitted to the U.S. Department of Justice. This report has not 
been published by the Department. Opinions or points of view expressed are those of the author(s) 
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



 3 

ABSTRACT  
 
The Northeast Regional Forensic Institute (NERFI)-instructed ABI 3130xl™, ABI 
RTPCR™, and Leadership Assessment workshops were attended by forensic scientists 
from across the United States.  Course evaluations were completed and indicate a 
favorable assessment of the workshops content, the instructors, mode of instruction, and 
NERFI facilities and support staff.  Offering travel and per diem for all participants, 
linking NERFI’s web site with NIJ’s web site, and meeting with various directors and 
supervisors from the forensic community provided the impetus on educating 104 trainees 
in DNA Analysis and Leadership Assessment skills.   
 
Near-infrared (NIR) Raman spectroscopy was used to measure spectra of dried human 
semen samples from multiple donors.  The major chemical components that contributed 
to the Raman spectrum of semen were determined and used to identify the principal 
spectral components.   Advanced statistical analysis of spectra obtained from multiple 
spots on dry samples showed that dry semen is heterogeneous and its Raman spectra 
could be presented as a linear combination of a fluorescent background and three spectral 
components.  The relative contribution of each of the three components varies with 
donor, so no single spectrum could effectively represent an experimental Raman 
spectrum of dry semen in a quantitative way. The combination of the three spectral 
components could be considered to be a spectroscopic signature for semen.   
 
The Judicial Awareness of Forensic Science project evaluated the use, impact, and 
effectiveness of forensic evidence in the courtroom.  The preliminary results of this 
review indicate that forensic evidence definitely played a crucial role in some of the cases 
and investigations reviewed under this project.  In addition, eighty first responders were 
trained on the proper collection, handling and storage of biological evidence.  
Furthermore, funding from this award was used to purchase equipment from Porter-Lee 
and update existing technology to maximize the ability of law enforcement to process 
crime scenes in the most efficient and effective manner and to permit real-time access to 
uniform evidence inventory and management files by the District Attorney as well as the 
police department.. 
 
The objective of the ChatMinder project was to conduct a study of the dialogues 
occurring in the on-line chat rooms. A secure chat-room at the ILS Institute was 
established and chat data collected from experiments from recruited subjects (SUNY 
students under an IRB protocol). Over 20 hours of chat involving groups of 3 to 6 people 
on topics ranging from movies to organic food to state of the economy was collected for 
this study. VCA technology represents an important advance in automated human-
computer communication with potential applications in cross-cultural social modeling, 
influence operations, advertising, law enforcement, and national security. 

Analyzing crime data to make defensible judgments has become increasingly difficult 
due to the disparate sources of data - each element of which paints only a part of the 
complete picture. In addition, data can be both structured (log files, spread sheets, and 
databases) and unstructured (plain text, web pages, word documents etc.). Amalgamating 
all the evidence into a cohesive stream of evidence requires analysis capability that not 
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only handles varied data sets but was able to find correlations among the data. Under the 
Capitol Region Cyber Crime Partnership section of this award, a suite of tools was 
employed to collect data from open sources, analyze text data, and correlate information 
from multiple sources including sexual predator behavior and detecting attacks on the 
network. 
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EXECUTIVE SUMMARY  
 
As described in the topical headings below, the overall goal of the National Institute of 
Justice Congressionally-directed award (2008-DD-BX-K301) was to provide the 
University at Albany’s Northeast Regional Forensic Institute (NERFI) funds for forensic 
science research, and to develop and implement various professional development 
training programs for the criminal justice community. Most of the research described in 
this report was funded at levels only to explore novel concepts in the forensic sciences.   
The majority of funds from this grant were used to support cost-free instruction and travel 
in state-of-the-art DNA Analysis Technology and Managerial Assessment workshops.  In 
view of the diverse nature of the individual activities carried out under this project, each 
activity is characterized herein as a “Module”.   
 
Module: Forensic DNA Training, Leadership Assessment and Research 

• A:  ABI 3130xl™ Training (Appendix 1) 
o Three separate weeks of lecture plus hands-on  

� 6-8 trainees per session 
• B:  ABI RTPCR™ Training (Appendix 7) 

o 2 - 2 ½ day training sessions 
� At least 6 trainees per session 

• C:  Leadership Assessment Workshops for Managers (Appendix 13) 
o 2 - 2 day training sessions 

� 6-10 trainees per session 
• D:  Raman Method Validation Applied to Biological Evidence 

 
Module: Judicial Awareness of Forensic Science 

• Determine the impact of new forensic technologies in the court room 
• Identify forensic evidence applications in Schenectady County criminal cases  
• Train Schenectady law enforcement first responders in the recognition, collection, 

and preservation of forensic evidence (Appendix 17) 
o Approximately eighty (80) officers were trained in groups of 20  

• Set up a system from Porter-Lee to bar-code evidence in the Schenectady, New 
York DA’s Office and to permit real-time tracking for evidence analysis, 
inventory control, and disposition purposes in a shared system with the 
Schenectady PD. 

 
Module: ChatMinder: A Safe Internet Tool for Parents 
Graduate level assistance is needed to perform: 

• Design and apply new advanced language and information technologies 
developed at the University at Albany for assisting automated intelligence 
gathering and analysis to detect and prevent of online crime against children as 
well as other persons or organizations. 

 
Module: Capitol Region Cyber Crime Partnership 

• Design and apply new Cyber Crime tools to identify and prevent sexual offenses 
against children on the internet. 
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Module: Forensic DNA Training, Leadership Assessment Workshops, and Research  
The forensic science community needs structured training and research in an academic 
environment. It is important to note, that over 700,000 sworn police officers have 
available 632 police academies in the United States (Hickman, 2002).  The academies are 
collectively expending over $725,000,000.  The Alcohol Tobacco and Firearms 
(http://www.atf.treas.gov/training/arsonex.htm ) funds (except travel and per diem) an 
eleven month firearms academy and numerous other short courses.  The time is now to 
properly support forensic DNA training programs. 
 
NERFI has a proven record of providing structured learning in an academic environment. 
NERFI was conceived to address a similar need for structured forensic laboratory training 
developed with graduate level academic standards delivered in an intensive 16-week 
program in lieu of inefficient, unstructured mentor-based training programs traditionally 
afforded newly hired forensic laboratory personnel in state and local crime laboratories.  
NERFI’s  five-year record of accomplishment for delivering graduate level forensic 
training for DNA casework and databank scientists is unique and well established for 
expansion.  New York State DNA legislation (Article 49-B – NYS Executive Law) was 
enacted in 1994 and then expanded in 1999, 2004 and 2006 increasing designated 
offenses from serious felonies to all felonies and selected misdemeanors.  This 
unprecedented expansion led to the signing of a Memorandum of Understanding in 2000 
between the University at Albany (UA) and the New York State Police (NYSP) to 
collaborate on forensic science work force development and research programs.  
Accordingly, in 2002 the UA and NYSP developed a Graduate Program in Forensic 
Biology (FB) which now matriculates 6-12 students per year and received the full 
accreditation from the Forensic Education Program Accreditation Commission (FEPAC) 
in 2008.   
 
NERFI’s programs provide a long term investment in forensic laboratories’ most 
valuable assets: forensic scientists.  Structured workshops providing forensic scientists 
professional development is a necessity in the forensic science community. Most forensic 
laboratories have little or no training funds and view training as a non-reoccurring cost / 
expenditure instead of an investment in the most significant asset (human resources) in 
their organizations. Laboratories need training for new and experienced employees in all 
disciplines and all job titles. In addition, complimentary skills, such as presentation of 
results, team work, communication (verbal and written), and testimony are also the major 
focus of in-house training after hiring.  Lack of access to efficient training programs and 
resources can also be seen as a contributor to delays in analyses or backlogs in DNA 
analyses of criminal cases. Local and federal funding must be utilized to stabilize these 
education and training programs for all disciplines. 
 
Governmental agencies will need to invest in future criminal justice training to keep 
abreast of new technology issues related to DNA analyses and CODIS data base needs, 
and provide the necessary funds to advance basic and applied forensic science research. 
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In doing so, the following training and research programs were included in award 2008-
DD-BX-K301: Module:  Forensic DNA Training, Leadership Assessment Workshops, 
and Research.  
 
A:  Capillary Electrophoresis & Data Analysis Using Applied Biosystems’ ABI™ 
3130xl Genetic Analyzer & GeneMapper® ID Course (3 one-week laboratory 
workshops with 6-8 trainees per session): 
This 5-day course was designed to provide the theoretical and practical background 
necessary to perform capillary electrophoresis and data analysis. Today’s advanced 
technology has led to an exponential number of cases being submitted to the crime lab for 
DNA testing. For this technique to be successful, it is imperative that the biological 
evidence be processed and analyzed effectively.  A total of twenty-three DNA Analysts 
attended three different ABI 3130xl™ workshops.   
 
B: ABI™ RT-PCR training Real-Time PCR Using Applied Biosystems’ 7500 
Instrument and Chemistries (2 – 2 ½ day with at least 6 trainees per session): 
This 2.5 day course was designed to provide the theoretical and practical background 
necessary to perform quantitative PCR and data analysis. This course also included a 
multiple-choice exam and issuance of completion certificates.  NERFI originally 
proposed at least six trainees per training session.  However, a total of sixty-two DNA 
Analysts attended the 2-2½ day training sessions on Real-Time PCR Using Applied 
Biosystems’ 7500 Instrument & Chemistries. 
 
C: Leadership Assessment Workshop for Managers, Supervisors and Directors:  
NERFI provided two 2 - day workshops for managers, supervisors, and directors in 
human resource strategies to help increase efficiencies in selection, retention and 
promotion of forensic scientists and managers.  The first group of forensic managers 
attending Leadership Assessment: Developing the Next Generation of Leaders in January, 
2010, included three lab directors, an assistant director, three managers, and a lab 
supervisor, two technical managers, and a senior scientist from various forensic sections 
– crime scene, biology, latent prints, drug analysis, trace, and QA.  The second group of 
forensic managers attending Leadership Assessment: Developing the Next Generation of 
Leaders in February, 2010, included one director, a forensic science coordinator, three 
supervisors, a senior scientist, two technical leaders, a quality manager, and a latent print 
examiner with no management experience. Professionals from the forensic science fields 
of DNA, drug chemistry, crime scene, firearms and toolmarks, QA and latent prints were 
represented in this session.   
 
The Leadership Assessment Workshops focused on developing both strategic and 
behavioral skills for managing employees.  These leadership assessment workshops 
provided participants tools to increase efficiency in selection and retention of new hires 
and internal promotion decisions, thereby reducing costly turnover.  Turnover costs can 
exceed twice the annual salary plus benefits of the employee (Cascio, 2000).  
 
The leadership assessment workshops also provided an introduction to behavioral 
observation techniques.  This can be used by forensic managers, supervisors and directors 
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to enhance their skills in the effective assessment of employees. The workshop used 
managerial exercises with behavioral examples to familiarize participants with the 
assessment concept.  There was an enthusiastic and strong positive response by all 
participants in these workshops and a high demand for more of these kinds of sessions 
(Appendix 16). 
 
D:  Raman Method Validation—The use of Raman Technology to Detect Human 
Biological Fluids:  The identification and characterization of body fluids and stains 
discovered at a crime scene is a major part of forensic investigation today.  The three 
most common fluids found are blood, semen, and saliva, and there are several methods 
used currently to distinguish one from another.  Blood can be presumptively tested for 
using different color spot tests, but these tests are destructive to the sample and can also 
have false positives (Siegel, 2000).  If only a small amount of sample is available, careful 
decisions must be made as to whether the presumptive test is necessary.  There are also 
confirmatory tests for blood that conclusively prove blood is present, and some of these 
tests can distinguish between species.  Semen is similar in that there are destructive 
presumptive tests as well as confirmatory tests.  Saliva, however, has no confirmatory 
tests.  So, an examiner can never be positive about the presence of saliva (Siegel, 2000).  
Most presumptive tests can be performed in the field, but some sample preparation such 
as extraction is often necessary.  Most confirmatory tests must be done in the laboratory, 
so forensic experts responding at a crime scene will not know the confirmed identity of a 
fluid until much later on.  The largest problem with these tests is the consumption of the 
sample.  Sometimes a case can be broken with just the smallest amount of biological 
evidence, so it is crucial that these small quantities are examined as efficiently as possible 
and nondestructively at the crime scene.  Another issue is the ambiguity of the tests.  
Current simple on-field screening tests cannot confirm the presence of a particular fluid, 
and saliva can never be confirmed.  Finally, mixtures of fluids are frequently found, and 
this can make identification and subsequent DNA analysis even more difficult. The 
forensic community is in need of a reliable and ultimately portable method that can 
exclusively distinguish between the common and uncommon body fluids, as well as not 
destroy the sample in the process. 

Long-term goal is to develop an intelligent and user-friendly methodology with in-the-
field capabilities based on Raman spectroscopy for characterizing traces of body fluids at 
a crime scene.  Our hypothesis is based on the fact that every body fluid has a unique 
composition and should have a unique Raman spectroscopic signature, which can be used 
for its identification.  Recently, Virkler and Lednev reported that Raman spectroscopy 
can be potentially used to distinguish different body fluids (Virkler and Lednev, 2008) as 
well as provide non-destructive, confirmatory identification of body fluids at the scene of 
a crime (Virkler and Lednev, 2009).  However, this analysis was carried out on only one 
sample of each body fluid and did not take into account any variations that might occur 
between different donors of the same fluid.  Since each donor’s sample is heterogeneous 
within itself due to many different chemical components, we would also like to 
investigate the effect these chemical components have on the Raman spectral components 
of a body fluid.  The main purpose of this project was to understand the role of 
heterogeneity within a sample as well as among multiple donors for human semen.  
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This project was designed to determine the level of spectral heterogeneity of human 
semen based on principal components and to find out how much variation there is in the 
spectra from different donors.  If there is very little change in the spectrum from one 
donor to another, then the technique of Raman spectroscopy can be considered to be 
reproducible in identifying a sample to be semen-based on the application of a calculated 
spectroscopic signature.  This signature, which could be fitted to a semen sample 
collected from any donor, could be produced based on several spectral components found 
in semen that are present due to the heterogeneous distribution of the many chemical 
species in semen.  A unique signature can ultimately be developed for other body fluids 
as well so that an unknown body fluid discovered at a crime scene could potentially be 
identified in a confirmatory manner. 
 
A spectroscopic signature for human semen was developed based on the heterogeneous 
chemical composition of semen using NIR Raman Spectroscopy.  A set of 50 semen 
samples were obtained from anonymous donors at an in-vitro fertilization clinic.  No 
information about the donors was available.  Statistical analysis found that the spectrum 
of a dried semen sample contained three major spectral components in addition to a 
fluorescent background component; a component matching tyrosine, a component 
containing albumin and choline, and a component matching spermine phosphate 
hexahydrate.  This project also demonstrated qualitatively that there are no significant 
visual changes in the Raman spectra of dried semen acquired from multiple donors, and 
we showed that the spectrum of dried semen varies considerably when compared to the 
spectra of dried blood and saliva.  We did not perform any quantitative statistical analysis 
to compare Raman spectra acquired for dry semen sample collected from different 
donors.  Instead, a novel approach has been developed based on multi-dimensional 
spectroscopic signature to take into account both sample heterogeneity and possible 
variations with a donor.  The combination of the three principal components can be used 
as a unique spectroscopic signature to identify the presence of semen and possibly 
distinguish it from other body fluids and substances of artificial nature found at a crime 
scene.  The term “possibly” was used to indicate that several important steps need to be 
taken before the final conclusion about the differentiating power of the method could be 
made. These steps include (1) the development of multidimensional spectroscopic 
signatures for all body fluids of interest for forensic science, (2) validating the application 
of the developed method for mixtures of body fluids, (3) validating the application of the 
method for body fluid traces containing various contaminants, and (4) testing the 
interference of substrates.  The signature’s specificity to semen is additionally reinforced 
by the determination that two of the three spectral components are dominated by choline 
and spermine, respectively, and these chemical components are unique to semen and have 
been used as forensic identification techniques for semen in the past.  This spectroscopic 
signature can be fitted to all of the dried semen samples with high goodness-of-fit 
statistical results, and this outcome shows how the signature can be applied to any human 
semen sample to potentially identify it.  This proof of concept experiment showed 
promising results, but many more samples with known demographic information should 
be investigated. 
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We envision the potential use of this method for nondestructive detection and 
confirmatory identification of semen at a crime scene, both in its pure form and even as 
part of a stain. In addition, the ability to not damage the sample while making these 
conclusions would be a valuable feature since it would allow the possibility of additional 
testing on the same sample.  More experiments need to be performed involving semen 
stains on different materials such as clothing, paper, wood, etc., but the technique 
introduced in this paper shows the potential for the Raman spectroscopic signature of 
semen to be useful in identifying semen at crime scenes.   
 
Continuing investigation of semen samples and other body fluids is currently taking place 
in our laboratory.  Future work will focus on developing unique spectroscopic signatures 
for other body fluids to support the assumption that the different fluids can be 
distinguished from one another using Raman spectroscopy since they are composed of 
different chemical components.  We are also experimenting with a more advanced 
statistical method which uses principal component analysis (PCA) to mathematically 
compare multiple spectra of different body fluids as well as spectra from different animal 
species of the same fluid.  
 
Module: Forensic Science Impact in the Court Room 
There is very little extant research studying the impact of forensic evidence and 
technologies in their impact on the outcomes of criminal investigations. Even more 
alarming is that we have limited documentation of the impact, in general, of the overall 
forensic science process to outcomes in violent criminal investigations.  While we have 
studied the impact of new technology on forensic scientists (for example, see, Becker & 
Dale, 2007; Dale & Becker, 2005) the impact on the wider community remains 
undocumented.   
 
The criminal justice community (prosecutors, detectives, medical examiners) benefits 
from a team-based structure.  The forensic science community has benefited from 
advances in technology with concomitant increased capacity for evidence processing and 
analysis. Technological advances raise new questions related to the effectiveness of how 
agencies respond in concert to violent crime investigations.  Most critically this involves 
how personnel in mission-critical areas function as a single enterprise, as in the 
coordination and execution during real-time response to a violent crime. These important 
questions are best addressed using the extant knowledge from social science research in 
teamwork that will help the forensic community adapt and apply this knowledge quickly.  
 
The application to the criminal justice community is that it must measure and manage the 
impact of DNA and advanced technology to violent crime investigations.  Combined 
DNA Index System (CODIS), National Integrated Ballistic Identification Network 
(NIBIN) and Automated Fingerprint Identification System (AFIS) represent technologies 
that have revolutionized forensic science, providing critical leads to help assure 
successful criminal investigations. The criminal justice community is a customer of the 
services of forensic science.  However, the criminal justice community lacks explicit 
measures of the effectiveness of dollars spent on advanced technology. District attorneys 
and detectives were involved in the construction of the measures in this project. This is 
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important in that we recognize that those involved in solving high-profile crimes demand 
quick processing of evidence.  
 
Increased synergy between forensic constituencies will help to stop criminals earlier in 
their criminal careers, in that offenders identified more quickly as a result of minor 
criminal activity are not able to advance to more serious crimes. Ninety-four percent of 
convicted offenders previously committed minor crimes (Haapanen, 1998).  Felons 
whose most serious prior convictions were for forgery or passing bad checks had DNA 
matches in 12 rape cases, 8 homicides, 1 rape-homicide, an assault, a robbery, and a 
carjacking (Simon, 1997). 
 
This pilot project analyzed the amount and type of evidence and forensic science 
technology as used by law enforcement agencies in Schenectady County, New York.   
 
Plea bargains and verdicts were reviewed.  The review assessed whether evidence could 
have been collected that may have improved the outcome of the case.  An assessment was 
also made on whether the prosecutors could have further enhanced the case by seeking 
other evidence after arrest.  Best practices were evaluated with respect to interaction with 
the lab throughout the criminal justice process.   
 
This project also evaluated the use and effectiveness of forensic technology in the 
courtroom.  Verdicts were examined and some jurors were asked, after trial, to 
voluntarily take a survey to assist in determining how important the presence or lack of, 
forensic science was in the verdict. In addition, training for eighty first responders from 
the Schenectady PD on proper evidence collection was done.  Furthermore, funding was 
provided to purchase equipment from Porter-Lee to bar-code evidence in the 
Schenectady, New York DA’s Office.  
 
Module: ChatMinder: A Safe Internet Tool for Parents 
Graduate level assistance was provided with funds from this award to perform literature 
research and interviews with professionals to identify the need for a new advanced 
language and information technologies developed at the University at Albany for 
assisting automated intelligence gathering and analysis to detect and prevent of online 
crime against children as well as other persons or organizations. Job analysis was 
performed to identify the necessary fundamental knowledge and skills needed by cyber 
crime investigators. New Chat Minder tools were then designed using the data from 
literature research, job analyses and interviews with criminal justice cyber crime 
professionals.  
 
In recent years, there has been a proliferation in the use of Internet chat rooms – virtual 
online communities where users from all over the world can interact. Chat rooms attract 
people of all ages, from all walks of life, although their use is particularly prolific among 
teenagers. Because encounters are anonymous, the risk of being deceived is high. For 
example, many chat room sites offer areas for specific age groups, but there is little to 
prevent someone from creating a profile reflecting a user of that age, and entering the 
room. There is no guarantee that the users of children’s chat areas are in fact all children.  
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While the vast numbers of interactions in such chat rooms are innocent, there are an 
increasing number of documented instances of pedophiles posing as children and 
‘grooming’ target children for potential abuse. In response, a number of countries have 
adopted policies to target online crime against children. In the U.S., the bill is called the 
Children's Internet Protection Act (CIPA). In 2003, the Virtual Global Taskforce was 
created to address online crimes against children 
(http://www.virtualglobaltaskforce.com/). Despite these efforts, current technological 
capabilities to detect and prevent on-line crime are extremely limited.  
 
The aim of this project was to leverage advanced language and information technologies 
developed for assisting automated intelligence gathering and analysis and apply them to 
detection and prevention of online crime against children as well as other persons or 
organizations.  
 

Analysis of the collected data led to construction of preliminary models of social 
behavior in online discourse. Conversations were annotated for communicative links, 
dialogue acts, and topic and focus shifts, which created the basis for building 
computational models of conversational behavior. Some of these models, e.g., how to 
effectively change the topic of conversation, were subsequently implemented into an 
automated Virtual Chat Agent (VCA), a Chat Minder prototype. VCA has been 
demonstrated to perform effectively and convincingly in Internet conversation with 
human participants. 
 
Module: Capital Region Cyber Crime Partnership 
For this part of the project, the team continued to work with the district attorneys in the 
Capital Region, the New York State Division of Criminal Justice Services, and the New 
York State Computer Crime Unit to expedite the prosecution of computer crime and 
capital cases involving computer forensic evidence.   
 
It is no longer sufficient to use a single data source or a single analytic technique while 
analyzing data. In addition, there is a need to analyze unstructured text data since it can 
provide valuable clues on criminal behavior and intentions. The three methods discussed 
are mutually complementary and address the needs for law enforcement in fighting 
crime: 1) open source data collection, 2) natural language processing, 3) identifying 
correlations between disparate data sources. The data collection robots automate the 
process of collecting online data making it efficient. Linguistic analysis can be used for 
behavior analysis and integration tools can be used for tagging and correlating data. 

 
Law enforcement is saddled with a growing backlog of cases of online crime and 
traditional crime that rely on online evidence. Crime labs around the country have been 
increasing capacity to handle this growing backlog. In addition to increasing capacity, 
efficiency of analysis also needs to increase. The crime scene today is often not a 
physical location but the Internet. Being able to rapidly collect data from online sources 
will make it feasible for investigators to pursue more crimes. Being able to gather 
corroborating evidence from chats, instant messaging, and web sites can improve the rate 
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of conviction. A suite of tools for data analysis will be employed for a host of problems 
including, 1) psychological profiling of sexual predators and determining precursors to 
crime 2) identifying hacker motivations for committing crime. 
 
Future studies will involve developing algorithms for data correlations and developing 
best practices for law enforcement to use. In addition, other linguistic characteristics 
beyond content analysis while examining text data will be developed and tested.  Some of 
the techniques developed above will be useful for identifying recidivism in certain 
crimes. 
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MAIN BODY—Module: Forensic DNA Training, Leadership 
Assessment, and Research 
A-C: DNA Training and Leadership Assessment Workshops  
(Authors:  Dr. Donald Orokos and Mr. John Hicks) 
 
1.  Introduction: A-C 
The Northeast Regional Forensic Institute (NERFI) was created in 2003 as a more 
resourceful, efficient, and cost-saving approach to meet the critical training needs of new 
DNA personnel hired by public forensic laboratories to perform DNA analysis.  
Education and training programs are the core of NERFI’s mission to support the forensic 
science and criminal justice community in staying abreast of the ever-evolving 
technological in the field.  NERFI also strives to develop novel, state-of-the-art 
applications of new technologies through on-going research.  Past and current 
interactions between the University and crime laboratories; other federal and state 
governmental agencies; NIJ’s Office of Science and Technology; and DoD are essential 
to advancing education, training, and research.  These cooperative relationships 
culminate to improve the speed, accuracy, and delivery of forensic DNA analysis.  
 
Since 2005, NERFI has provided education and training in the form of DNA academies 
and professional development workshops.  For example, the NERFI 16-week intensive 
DNA academy has successfully trained over 120 newly hired, full-time forensic scientists 
in the theory and practice of DNA analysis; with most trainees completing all of their 
training requirements, and beginning casework, in 6-8 months (as opposed to the 12 to 18 
months typically required to prepare casework-ready DNA scientists through in-house 
mentoring programs routinely used by crime laboratories).   

 
Studies have shown that the current population of forensic scientists in the United States 
is about 10,000 (Becker and Dale, 2004; Dale and Becker, 2003); however, an additional 
10,000 new forensic scientists will have to enter the work-force in the next 10 years to 
alleviate the expanding casework backlog (Fisher, 2003; Long 2001).  NERFI’s 
education and training programs are designed to produce critical thinking, problem 
solving scientists - not technicians.  NERFI’s generic DNA training curricula are 
designed to embrace all forensic laboratory methods using fundamental scientific theory.  
The NERFI program strives to provide each trainee with the fundamental forensic 
biology knowledge and instrumentation necessary to perform the laboratory techniques 
properly and execute corrective actions when unacceptable results occur.  
 
A major component of this project is to offer to the forensic community a set of 
workshops that include three separate weeks of AB 3130xl™, two 2.5-day sessions of 
AB RT-PCR™, and two 2-day training sessions on Leadership Assessment for 
Managers.  

• A:  AB 3130xl™ Training 
o Three separate weeks of lecture plus hands-on  

� 6-8 trainees per session 
• B:  AB RT-PCR™ Training 

o Two 2.5-day training sessions 
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� At least 6 trainees per session 
• C:  Leadership Assessment Workshops  

o Two 2-day training sessions 
� 6-10 trainees per session 

 
2.  Methods: A-C 
Instruction: 
A key factor in providing continuing professional development to the forensic 
community was to employ a team of highly qualified scientists with years of practical 
experience, combined with a passion for educating and training the next generation of 
forensic DNA analysts and managers. In addition, NERFI only hires instructors and 
support staff willing and capable of being a team player.  NERFI’s ultimate goal is to 
serve the needs of the customer by providing cost-effective, high-quality training and 
education in forensic DNA and leadership assessment.  Nearly all of the current NERFI 
instructors, support staff, and expert contractors have participated in all twelve DNA 
academies and countless workshops.  For Modules A-C, NERFI trainers used various 
methods of instruction for the AB 3130xl™, AB RT-PCR™, and Leadership Assessment 
Workshops.  For example, the AB 3130xl™ training used a combination of PowerPoint 
lectures (Appendices 2, 3, and 4) with hands-on instruction, whereas the AB RT-PCR™ 
employed mostly traditional lectures (Appendices 8 and 9).  Both the AB 3130xl™ and 
AB RT-PCR™ instituted an interactive review session prior to the final examination.  
Instructors for the Leadership Assessment workshop predominantly used round-table 
discussions of case studies from journal articles; example-driven discussions on critical 
topics; and role-playing with modeling combined with traditional PowerPoint 
presentations (Appendix 14).    
 
Assessment and Evaluation: 
NERFI’s professional development curriculum incorporates trainee performance 
measures and assessments that are substantially more rigorous than those typically found 
in traditional forensic training programs.  For example, trainees in the AB 3130xl™ and 
AB RT-PCR™  workshops were required to earn a grade of ‘B’ or better on their final 
written examination (Appendices 5, 10 and 11) in order to receive a NERFI completion 
certificate.  All workshop examinations were developed and reviewed by a team of 
NERFI instructors and staff, and each examination was graded for content by at least two 
instructors.    NERFI has continuously improved the professional development program 
from feedback provided by: past trainees, NERFI and UAlbany faculty and staff, and 
members of the forensic science and criminal justice community. 
 
 
Dissemination: 
NERFI explored several avenues to inform the community about its grant-funded training 
opportunities. Approximately four thousand brochures were sent to the forensic 
community in February 2009; John Hicks and Dr. Becker spoke at sessions during the 
37th Annual ASCLD Symposium on September 16, 2009; and encouraged word of mouth 
between members of the forensic community familiar with NERFI’s quality 
programming. 
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Unfortunately, there was limited response, with many laboratory 
managers/supervisors/directors suggesting travel and per diem be included along with 
workshop attendance.  Based on feedback from the forensic community and poor 
response generated from advertising, NERFI sent NIJ a revised budget for award 2008-
DD-BX-K301 of which was approved on July 10, 2009.  The revised budget included 
trainee travel and per diem for all workshops under this award. NERFI also updated their 
website in early May 2009 with information on Module #1 workshops and linked the 
newly updated website to NIJ’s website (http://www.ojp.usdoj.gov/nij/training/welcome.htm) - 
many inquiries from all over the U.S. (and world-wide) were received. 
 
NERFI also held a one-day conference on May 28, 2009, inviting laboratory directors, 
technical leaders, and supervisors from the northeast to discuss the upcoming AB 
3130xl™, AB RT-PCR™, and managerial workshops - as well as other possible future 
training opportunities. Those in attendance were also asked to complete a brief survey 
regarding training. From the information gathered, NERFI was able to determine that 
these technologies (Applied Biosystems’ capillary electrophoresis 3130xl and real-time 
PCR 7500) were priorities. Next, NERFI set about delivering programs to fulfill the 
needs expressed by the community.  As such, the following dates were scheduled for the 
above mentioned workshops: 

• A:  AB 3130xl™  Training 
 (Three separate weeks of lecture plus hands-on training for 6-8 trainees) 

o January 11-15, 2010, at Westchester County Forensic Lab 
o January 25-29, 2010, at NERFI 
o February 8-12, 2010, at Honolulu Police Dept. 

• B:  AB RT-PCR™ Training  
 (Two 2.5-day training sessions for at least 6 trainees per session) 

o June 3-5, 2009, at Massachusetts State Police Crime Laboratory 
o January 5-7, 2010, at Westchester County Forensic Lab 

• C:  Leadership Assessment Workshops  
 (Two 2-day training sessions for 6-10 trainees 

o January 14-15, 2010, at NERFI 
o February 18-19, 2010, at NERFI 

 
3.  Results: A-C 
A:  AB 3130xl™  
(Three separate weeks of lecture plus hands-on training for 6-8 trainees) 
December 7-11, 2009, at NERFI:   
NERFI had to cancel the first AB 3130xl™ due to lack of attendees. 
 
January 11-15, 2010, at Westchester County Forensic Lab: 
Six trainees from the Westchester County Crime Laboratory (Table 1) were in attendance 
for this on-site workshop held Jan. 11-15, 2010. Three of the trainees had several years of 
experience and were acting as casework scientists. The other three were technicians, 
processing case samples in the lab. All of the trainees were well-versed in the use and 
maintenance of the 3130 instrument.  
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The workshop began with theoretical lectures on electrophoresis, the 3130xl instrument, 
and GeneMapper® ID (Appendices 2, 3, and 4). Because many of the trainees possessed 
years of hands-on experience with the 3130xl, and the group showed a heightened 
interest, NERFI staff chose to focus the workshop on the analysis and interpretation of 
electronic simulated case data, beginning with simple data followed by more challenging 
and complex. 
 
On the final day of the workshop, NERFI staff held a review session and presented 
information on the recently released AB GeneMapper® ID-X software.  In addition, each 
trainee completed a final exam (Appendix 5), an evaluation form, and received a 
completion certificate. Table 1 below describes each attendee, their associated agency, 
and whether or not they received a completion certificate. 
 
Table 1: Participants and their Agency— January 11-15, 2010 at Westchester Lab 

Last Name First Name Agency Certificate 

Vialotti Angela 
Westchester Co. Crime 
Lab X 

King Nicole 
Westchester Co. Crime 
Lab X 

Leung Helen 
Westchester Co. Crime 
Lab X 

Gonzalez Lissette 
Westchester Co. Crime 
Lab X 

Davis Alexandra 
Westchester Co. Crime 
Lab X 

Bradshaw Niyrai 
Westchester Co. Crime 
Lab X 

 
January 25-29, 2010, at NERFI: 
Nine students from across the continental U.S. descended on the University at Albany / 
Northeast Regional Forensic Institute the week of January 25-29, 2010, for a 5-day 
workshop on Capillary Electrophoresis & Data Analysis.   
 
There were several trainees attending this workshop (Table 2) that were currently 
responsible for instrumentation maintenance in their labs, as well as one individual who 
was slated to be the first analysts in a new DNA section.  In addition, another trainee was 
working as a fingerprint examiner with no prior DNA bench experience, with the 
remaining students somewhere in between.  
 
NERFI staff started the workshop with theoretical lectures on electrophoresis, the 3130xl 
instrumentation, and GeneMapper® ID v3.2.1 (Appendices 2, 3, and 4). Afterwards, each 
trainee did analysis and interpretation using GeneMapper® ID v3.2.1 from electronic 
simulated case data.  All trainees were required to replace the 16-capillary array, perform 
both routine polymer delivery system maintenances, and both the spatial and spectral 
calibrations on the 3130xl.  The workshop concluded with a presentation on 
GeneMapper® ID-X software and a review session.  Each trainee completed the required 
exam and course evaluation. 
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Table 2 below describes each attendee, their associated agency, and whether or not they 
received a completion certificate. 
 
Table 2: Participants and their Agency— January 25-29, 2010 at NERFI 

Last Name First Name Agency Certificate 

Hou Geoge 
Los Angeles County 
Sheriff's Office X 

Couch Amy AZ DPS X 
Fejes Ildiko AZ DPS X 

Oliver Dianne 
TX Dept. of Public 
Safety X 

Bryan Lauren North LA Crime Lab X 
Punte Dana North LA Crime Lab X 
Ho Ranee St. Louis Metro PD X 
Smith Juline Trinity DNA Solutions X 

Lockhart Brigid 
Oakland Co. Sheriff's 
Office X 

 
February 8-12, 2010, at Honolulu, HI: 
Eight scientists, including the DNA Technical Leader, from the Scientific Investigation 
Section of the Honolulu Police Department (Table 3), hosted and participated in the 
Capillary Electrophoresis & Data Analysis workshop on-site. The workshop consisted of 
several theoretical lectures (Appendices 2-4) and introductory 3130xl instrumentation 
hands-on work as well. Because many of the trainees already had years of hands-on 
experience with the 3130xl, NERFI staff spent the majority of the workshop on the 
analysis and interpretation of electronic simulated data sets and providing a lecture on 
real-time PCR.   
 
On the final day of the workshop, the trainees participated a review session covering the 
instrumentation and GeneMapper® ID v3.2.1 software.  Afterwards, each trainee 
completed the required exam (Appendix 5) and workshop evaluation form. Table 3 below 
describes each attendee, their associated agency, and whether or not they received a 
completion certificate. 
 
Table 3: Participants and their Agency—February 8-12, 2010 at Honolulu, HI 

Last  
Name First Name 

Agency Certificate 

Matsuoka Cathy Honolulu Police Dept. X 
Chua-Chiaco Barrie Honolulu Police Dept. X 
Kashimoto Samantha Honolulu Police Dept. X 
Tsang Elizabeth Honolulu Police Dept. X 
Crabbe Sean Honolulu Police Dept. X 
Fuller Kim Honolulu Police Dept. X 
Esaki David Honolulu Police Dept. X 
Young Michael Honolulu Police Dept. X 
 
 
B:  Two 2.5-day training sessions on “Real-Time PCR Using Applied Biosystems’ 
7500 Instrument & Chemistries” 
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June 3-5, 2009, at Massachusetts State Police Crime Laboratory:   
Thirty-six scientists from four New England Forensic Laboratories attended from June 3-
5, at Massachusetts State Police Crime Lab (Table 4), the Advanced Lecture with Bruce 
McCord Ph.D., the Introductory Lecture with NERFI staff, or both. This 2.5-day 
workshop was divided into one day of Advanced Lecture (Appendix 9) followed by one 
and a half days of Introductory Lecture (Appendix 8). 
 
The Advanced Lecture (Appendix 9), presented by Bruce McCord from Florida 
International University, consisted of five separate lectures covering a range of topics 
related to and affecting quantitation (via real-time PCR) of human DNA in forensic 
casework. Topics included: 1) DNA Quantitation by Real-Time PCR: Advanced Issues, 
2) Investigation of the Effects of Sample Degradation and Inhibition in Forensic DNA 
Typing with Reference to qPCR, 3)  A Comparison Between Plexor and Quantifiler Duo, 
4) qPCR and Low Copy Template, and 5) Y STRs and qPCR. Dr. McCord lectured 
throughout the day and answered, as well as posed, insightful questions as he went. The 
attendees were engaged and focused.   
 
The Introductory Lecture (Appendix 8) with NERFI staff began with an in-depth look at: 
why there is a need to quantitate, possible outcomes of not quantitating, history of 
quantitation, Polymerase Chain Reaction, Real-Time PCR, Fluorescent Detection (Stokes 
Shift & Emission Spectra), Filters, Multicomponent Analysis, AB Human Quantifiler kit, 
TaqMan Probe Technology, Definitions associated with Real-Time Analysis, Standard 
Curves and three criteria (slope, y-intercept, correlation coefficient), Troubleshooting the 
Standard Curve, Instrument Calibrations, and a Software Demo. The trainees were then 
divided into groups of two and issued laptops with SDS software and sample data.  The 
trainee pairs were encouraged to explore the many functions of the software as the 
instructors worked with each pair individually.   
 
The following day the students reviewed with NERFI staff all of the material covered in 
the past two days in a game of RT-PCR Jeopardy followed by a final examination 
(Appendices 10 and 11) and an evaluation of the workshop. The NERFI staff found this 
method of review to be very successful; the students were very engaged and interactive.  
Table 4 below describes each attendee, their associated agency, and whether or not they 
received a completion certificate. 
 
Table 4: Participants and their Agency—June 3-5, 2009 at Massachusetts Lab 

Last 
 Name First Name 

Agency Certificate 

Ross Joseph 
City of Boston Crime 
Lab X 

Lynch Julie  
City of Boston Crime 
Lab X 

Webster Rebecca  
City of Boston Crime 
Lab X 

Pilla Angela  
City of Boston Crime 
Lab X 

Muniec David  Maine State Police Lab X 
Sabean Jennifer  Maine State Police Lab X 
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Waterhouse Christine  Maine State Police Lb X 

LaFountain Marcia 
Vermont Forensic 
Laboratory X 

Herrick Rebekah  
Vermont Forensic 
Laboratory X 

Drugan Cailin  
Massachusetts State 
Police X 

Farnam Leanna  
Massachusetts State 
Police X 

Harrington  Kim  
Massachusetts State 
Police X 

Walsh Sharon  
Massachusetts State 
Police 

 
X 

Sgueglia Joanne  
Massachusetts State 
Police 

 
X 

Haddad Sandra  
Massachusetts State 
Police 

 
X 

Ruiz Elisse  
Massachusetts State 
Police 

 
X 

Tremblay Kara  
Massachusetts State 
Police 

 
X 

Jennings Laurie  
Massachusetts State 
Police 

 
X 

 Ordyna Chrissy 
Massachusetts State 
Police 

 
X 

Simson Crystal  
Massachusetts State 
Police 

 
X 

Sullivan Kristen  
Massachusetts State 
Police 

 
X 

Collins Sidney  
Massachusetts State 
Police 

 
X 

Gould Kathleen  
Massachusetts State 
Police 

 
X 

Barber Amy  
Massachusetts State 
Police 

 
X 

Scott Abbey  
Massachusetts State 
Police 

 
X 

Brachold Jaime  
Massachusetts State 
Police 

 
X 

Lemire Christine  
Massachusetts State 
Police 

 
X 

Frederick Alanna  
Massachusetts State 
Police 

 
X 

Marengo Denise  
Massachusetts State 
Police 

 
X 

Lindauer Kim  
Massachusetts State 
Police 

 
X 

Wilcox Kenton  
Massachusetts State 
Police 

 
X 

Dindinger Matt  
Massachusetts State 
Police 

 
X 

O'Connor Jessica  
Massachusetts State 
Police 

 
X 

Schneeweis Lynn  
Massachusetts State 
Police did not attend full 

This document is a research report submitted to the U.S. Department of Justice. This report has not 
been published by the Department. Opinions or points of view expressed are those of the author(s) 
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



 21 

 
 

January 5-7, 2010, at Westchester County Forensic Lab:   
Twenty-six scientists from three New York Forensic Laboratories attended the Advanced 
Lecture with Bruce McCord (Jan. 8, 2010), the Introductory Lecture with NERFI (Jan. 6-
7, 2010), or both. The Advanced Lecture, presented by Dr. Bruce McCord covered the 
same topics and material presented during June 3-5, 2009.  The Introductory Lecture with 
NERFI staff covered the same topics as described above during the June 3-5, 2009 RT-
PCR. On the last day of the workshop, a review session was held using the Jeopardy-type 
format. Once again the NERFI staff found this method of review to be extremely 
successful. At the conclusion, each attendee completed the assessment examination 
(Appendices 10 and 11) as well as an evaluation form.  Table 5 below describes each 
attendee, their associated agency, and whether or not they received a completion 
certificate. 
 
 Table 5: Participants and their Agency—January 5-7, 2010 at Westchester Lab 

Last 
Name 

First Name Agency Certificate 

Ramprashad Alanna  
Westchester Co. Crime 
Lab X 

Davis Alexandra  
Westchester Co. Crime 
Lab 

X 

Vialotti Angela  
Westchester Co. Crime 
Lab 

X 

D'Amato Chris  
Westchester Co. Crime 
Lab 

X 

San Pietro David  
Westchester Co. Crime 
Lab 

X 

Schwartz Elayne  
Westchester Co. Crime 
Lab 

X 

Leung Helen  
Westchester Co. Crime 
Lab 

X 

O'Connor Holly  
Westchester Co. Crime 
Lab 

X 

Hoey Jaime  
Westchester Co. Crime 
Lab 

X 

Reilly Jennifer  
Westchester Co. Crime 
Lab 

X 

Chernjawski Joselyn  
Westchester Co. Crime 
Lab 

X 

 MacLaren Kevin 
Westchester Co. Crime 
Lab 

X 

Gonzalez Lissette  
Westchester Co. Crime 
Lab 

X 

Stout Lynn  
Westchester Co. Crime 
Lab 

X 

Tsocanos Maria  
Westchester Co. Crime 
Lab 

X 

Eustace Mary  
Westchester Co. Crime 
Lab 

X 

King Nicole  Westchester Co. Crime X 
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Lab 

Bradshaw Niyrai-Daun  
Westchester Co. Crime 
Lab 

X 

Walters Samantha  
Westchester Co. Crime 
Lab 

X 

Flaherty Susan  
Westchester Co. Crime 
Lab 

X 

Baumann Bob  Suffolk Co. Crime Lab X 
Scioli Ramona  Suffolk Co. Crime Lab X 
Wallman Rebecca  Suffolk Co. Crime Lab X 
Gettig Russell New York State Police X 
Murray Lola  New York State Police X 
Brown Tory  New York State Police X 
 
 
C:  Leadership Assessment Workshops 
(Two 2-day training sessions for 6-10 trainees 
January 14-15, 2010, at NERFI 
The first group of forensic managers attending Leadership Assessment: Developing the 
Next Generation of Leaders in January, 2010 included three lab directors, an assistant 
director, three managers, and a lab supervisor, two lab managers, and a senior scientist 
from various forensic sections – crime scene, biology, latent prints, drug analysis, trace, 
and QA (Table 6). All of the nine participants had some management experience, from as 
little as 3 to as much as 21 years. As shown in Table 6, experience in forensic science 
ranged from 7 to 30 years. 
 
Table 6:  Participant Position and Experience—January 14-15, 2010 at NERFI  

Participant Title Years of Forensic 
experience 

Years in 
Management 

Years in Current 
Job 

Director 30 21 2 
Assistant Director 25.5 10 2 

Director 22 13 10 
Quality Manager 21 20 4 

Lab Manager 18 3 1 
Section Supervisor 17 11 11 

Director 15 10 1 
Lab Manager 14 10 10 

Senior Scientist 7 3 3 

 
The first day of the two-day workshop began with a look at the leadership challenges 
facing lab managers today, including forensic scientist turnover. This was followed with 
an overview of the need for responsive leadership in forensic labs as implicated in the 
NRC’s Strengthening Forensic Science in the United State: A Path Forward (NAS 
Report, 2009) and of the importance of leadership training in such a technology-intensive 
field. After acknowledging the paucity of forensic lab management studies, Dr. Becker 
summarized the lessons learned from the few management studies that have been 
conducted in forensic lab situations. Dr. Pavur compared the roles of the forensic scientist 
and the supervising scientists, which centered on the nature of intellectual capital. Both 
instructors also discussed methods of assessing and managing intellectual capital by 
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focusing on various models of organizational behavior – creating Forensic Advisory 
Boards for stakeholder input, “people make the place,” the Attraction-Selection-
Socialization-Attrition (ASSA) framework, and STAR interviewing practices (Situation 
or Task, Action, Result). 
 
The second day began with a tour of the New York State Police Forensic Investigation 
Center followed by instruction and discussion of management leadership theory, 
concentrating on the theories of Mary Parker Follett and the relationship between power, 
leadership and conflict. Dr. Becker introduced the concepts of empowerment and 
collaborative learning (Dr. Gary Yukl’s articles) and offered specific strategies for 
effective leadership. Both instructors ended the workshop by leading a role play activity 
involving experimentation with eleven influencing behaviors. 

 
Over the two days, the NERFI Leadership Assessment workshop engaged in co-
instructional techniques of case studies from journal articles, example-driven discussions 
on critical topics, Power Point presentations, and role play with modeling. Table 7 below 
describes each attendee, their associated agency, and whether or not they received a 
completion certificate. 
 
Table 7: Participants and their Agency—January 14-15, 2010 at NERFI 

Last Name First  
Name 

Agency Certificate 

Adamo Robert 
Westchester Co. Crime 
Laboratory X 

 Baral Sanghamitra Prince Geoge's Co. PD X 

Crenshaw Karin 
Palm Beach Co. 
Sheriff's Office X 

Grady David  Worchester PD X 

Kamb Valerie 
Johnson Co. Crime 
Laboratory X 

Lakhkar Bharat   
Westchester Co. Crime 
Laboratory X 

Mayo Nellie Prince Geoge's Co. PD X 
Murga Kim Las Vegas Metro. PD X 

Eastman Dr. Allison 
Forensic Identity & 
Profiling X 

 
February 18-19, 2010 
The second group of forensic managers attending Leadership Assessment: Developing the 
Next Generation of Leaders in February, 2010, included one director, a forensic science 
coordinator, three supervisors, a senior scientist, two technical leaders, a quality manager, 
and a latent print examiner with no management experience. Professionals from the 
forensic science fields of DNA, drug chemistry, crime scene, firearms and toolmark, QA 
and latent prints were represented in this session (Table 8). Nine of the ten participants 
had some management experience, from as little as 6 months to as much as 9 ½ years. 
Experience in forensic science ranged from 3 to 24 years. Table 8 below summarizes the 
position and experiences of the ten participants. 
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Table 8:  Participant Position and Experience—February 18-19, 2010 at NERFI  

Participant Title Years of Forensic 
experience 

Years in 
Management 

Years in Current 
Job 

Senior Scientist/QM 
Manager 

24 3 2 

Senior Scientist 20 0 0.3 
Technical Leader, 

Supervisor 
19 1.5 10 

FS Coordinator 17 9.5 9.5 
Supervisor 15 3 3 
Director 14 4 4 

Supervisor of Forensic 
Services 

11 4 4 

Technical Leader 11 2.5 2.5 
Supervisor 5 0.58 0.58 

Latent Print Examiner 3 0 0 

 
The workshop content presented, and activities conducted, were nearly identical to the 
first workshop. 
 
Table 9 below describes each attendee, their associated agency, and whether or not they 
received a completion certificate. 
 
Table 9: Participants and their Agency—February 18-19, 2010 at NERFI 

Last Name First Name Agency Certificate 

Werry Brandon 
Ohio State Highway 
Patrol X 

Saul Doug 
DuPage Co. Sheriff's 
Crime Lab X 

West Sarah MS Crime Lab X 

Duffy Linda  
Westchester Co. Crime 
Laboratory X 

Gombos Jennifer  
Montgomery Co. Crime 
Lab X 

Spannhake William 
FL Dept. of Law 
Enforcement X 

Anderson Denise Sorenson Forensics X 
Davis  Paul  Burlington Laboratories X 
Hurbanek Nichole  New York State Police X 
Levine Cathryn  NY State DCJS X 
 
 
 
4.  Conclusions and Implications: A-C 
A:  AB 3130xl™  
(Three separate weeks of lecture plus hands-on training for 6-8 trainees) 
A total of twenty-three DNA Analysts attended three different AB 3130xl™ workshops.  
A fourth workshop was originally scheduled for the week of December 7, 2009, at 
NERFI—unfortunately, the workshop was cancelled due to a lack of interest. Feedback 
from the forensic community indicated that the lack of interest was due to the workshop’s 
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scheduling too close to the holiday season, and that most DNA analysts had already 
satisfied their required 8 hours of continuing education for 2009.   
 
Each workshop varied in content due to the level of expertise—however, the basic theory 
of capillary electrophoresis and GMID software, plus the data analysis and interpretation 
using simulated data was included for all three workshops.  In addition, trainees also had 
hands-on training with the AB 3130xl™.  All three workshops reviewed the material 
prior to taking the final examination. Attendees who were present for the entire workshop 
and who passed the assessment exam (letter grade of ‘B’ or better) were issued a 
completion certificate (Tables 1-5, 7, and 9). All attendees participating in the NERFI 
workshops passed with a ‘B’ or better. NERFI goes to great lengths to present the 
information in various formats: presentation, handouts, animation, and discussion - by 
more than one instructor, with interactive review sessions, to ensure the students in the 
group have the best possible chance of coming away with the intended knowledge. In 
addition, one of the necessary qualifications of a NERFI instructor is that they are 
knowledgeable, approachable and have years of forensic science training and education 
experience. These traits have proven to be invaluable when trying to engage students and 
encouraging them to ask questions when they are unsure. NERFI instructors are also well 
versed in recognizing students that may be apprehensive and approaching them after 
lectures, starting conversations, and enticing questions from these students that may not 
otherwise ask. 
  
A program evaluation for all three AB 3130xl™ workshops provided feedback (Poor 1 to 
5 Excellent) on five areas: Program Overall, Speakers, Quality of Audio-Visual, Quality 
of Handouts and Facilities (Appendix 6).  Attendees rated the program very high, 
especially with regard to the Course Overall and Instructors, with comments indicating 
the topics covered were very informative and thorough. The instructors themselves were 
described as clear and well-spoken and sufficiently answered all of the questions. 
Participants enjoyed the small group interaction and commented that they would like to 
see similar offerings in the future.         
 
B:  Two 2.5-day training sessions on “Real-Time PCR Using Applied Biosystems’ 
7500 Instrument & Chemistries” 
NERFI originally proposed at least six trainees per training session.  However, a total of 
sixty-two DNA Analysts attended the two 2.5-day training sessions on Real-Time PCR 
Using Applied Biosystems’ 7500 Instrument & Chemistries.  The interest level for the 
two RT-PCR workshops was exceptional for two reasons.  First, having two separate 
host-sites in the northeast allowed more trainees to attend per session.  Second, many of 
the trainees appreciated the advanced lectures on real-time PCR presented by Dr. Bruce 
McCord from Florida International University.  However, high marks from trainee 
feedback, for both workshops, were given to NERFI staff for their Introductory RT-PCR 
presentations (Appendix 12).     
 
C:  Leadership Assessment Workshops 
(Two 2-day training sessions for 6-10 trainees 
January 14-15, 2010, at NERFI 
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An evaluation requested scored feedback (Poor 1 to 5 Excellent) on five areas: Program 
Overall, Speakers, Quality of Audio-Visual, Quality of Handouts and Facilities 
(Appendix 16).  Participants scored all aspects of the program favorably, with the highest 
marks given to the speakers themselves as professional, knowledgeable, highly 
specialized, and effective.  Participants enjoyed the small group interaction and 
commented that they were leaving with management tools they could use in their current 
positions.  
 
February 18-19, 2010, at NERFI 
A program evaluation requested scored feedback (Poor 1 to 5 Excellent) on five areas: 
Program Overall, Speakers, Quality of Audio-Visual, Quality of Handouts and Facilities.  
Participants scored all aspects of the program favorably, with the highest marks given to 
the Program Overall and a comment indicating the topics covered were useful (Appendix 
16). The instructors themselves were described as very knowledgeable and praised for 
prompting very thought-provoking discussions. Participants enjoyed sharing experiences 
with other forensic scientists. Small group interaction and commented that they would 
like to see similar offerings in the future.  
 
The most interesting /useful topics included influencing tactics, the relationship between 
morale and retention, and the psychology of being a leader. 
 
The instructors for the Leadership Assessment workshop revised the content and 
schedule for the second session based on the comments from the first session participants, 
the experience level of the second group, and questions from the participants on the first 
day. The January group indicated that the influencing tactics were quite useful. 
Therefore, the instructors moved that activity to the first day to provide more time to 
practice influencing behaviors. In addition, there was discussion on morale, engagement, 
and loyalty, based on questions from the January session. The February group (Table 8) 
had fewer long-tenured senior managers or directors than the January group (Table 6), so 
the second day included more team relationship and customer aspects, and less material 
on external liaisons for upper management. As the instructors make adjustments to meet 
the needs of the participants, some of the PowerPoint presentations are modified and do 
not follow the pre-printed handouts.  

  
Lessons learned, future thoughts for improved workshops: 
Over the years NERFI has relied heavily on feedback from the forensic community for all 
of its education and training programs. For example, after each training session NERFI 
instructors and staff review evaluations and revise the curricula accordingly.  NERFI has 
future plans for all potential attendees to complete a brief questionnaire before attending 
a workshop. Some of the topics covered in the newly developed pre-workshop 
questionnaire will include: level of experience, current job title, and training and 
education needs. Armed with this information, NERFI plans to offer two workshops for 
each topic in the future, one introductory and one advanced. This approached was used 
for the real-time PCR workshop and the NERFI instructors found this method of 
instruction to be very successful. It was noted that this information would have been very 
useful for the 3130xl™ training workshop. 
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After reviewing the Leadership Assessment evaluation forms it was determined that the 
attendees would like to extend the workshop to include one more day. One experienced 
manager explained it quite well when she commented that she felt like she had the 
background after two days and was ready to use it if she had just had one more day.  Part 
of the issue is that the sessions are mixed with new managers, people in line of 
succession to be managers, and very experienced managers. Because of this, the 
instructors covered all -- theory, research -- and yet still offered training in specific skill 
sets. New managers acquired a huge amount of what they needed but experienced 
managers, while appreciating the theory and research, are ready for the more seasoned 
business management approach which there was just not time for in these sessions. 
 
Implications for the field of criminal justice and the study of forensic science 
Because of the recent economic downturn and budgetary constraints, training budgets are 
the first items to be eliminated in most forensic science labs.  However, the FBI Quality 
Assurance Standards require that all DNA Analysts receive at least 8 hours of continuous 
education each fiscal year.  In Modules A-C, over 100 trainees from across the nation 
received their annual mandatory professional development by successfully completing 
the NERFI 3130XL, RT-PCR or Leadership Assessment for Managers workshops. More 
importantly, all trainees received this specialized and required training free-of-charge.  
All of the trainees that took the written examinations scored at least an “80” or better (no 
failures) with an overall average of 90.38.  
 
Dissemination 
NERFI is in the process of producing a peer-reviewed report on the various methods of 
training currently being done throughout the forensic science community.  Information 
obtained from the 3130XL, RT-PCR or Leadership Assessment for Managers workshops 
will be included in this paper, and presented to scientists, policy makers, and practitioners 
at a criminal justice and scientific meetings.         
  
D—Raman Method Validation--The use of Raman Technology to Detect Human 
Biological Fluids  
(Author:  Dr. Igor Lednev) 
 
1. Introduction: D 
In recent years, forensic analysis has become one of the most growing areas of 
bioanalytical chemistry (Brettell etal, 2007). The ability to identify traces of body fluids 
discovered at crime scenes is a very important aspect of forensic investigations (Li, 2008; 
Shaler, 2002; Jones, 2005).  With DNA analysis being one of the most popular and 
informative forensic techniques, it is imperative that any potential body fluid sample is 
not destroyed during the initial identification process.  Fluids such as blood, semen, 
saliva, and vaginal fluid can be very useful in identifying a victim or suspect (Best, 
2007), and they can also help answer questions regarding the events of a crime.  An 
analytical technique that could identify a particular body fluid rapidly, simply, and non-
destructively at the scene of a crime would be a valuable tool for forensic investigators.  
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Virkler and Lednev have recently reported that Raman spectroscopy can be potentially 
used to distinguish different body fluids (Virkler and Lednev, 2008) as well as provide 
non-destructive, confirmatory identification of body fluids at the scene of a crime 
(Virkler and Lednev, 2009).  However, this analysis was carried out on only one sample 
of each body fluid and did not take into account any variations that might occur between 
different donors of the same fluid.  Since each donor’s sample is heterogeneous within 
itself due to many different chemical components, we would also like to investigate the 
effect these chemical components have on the Raman spectral components of a body 
fluid.  This paper investigates the role of heterogeneity within a sample as well as among 
multiple donors for human semen.  
 
In addition to blood, semen is one of the most prevalent body fluids found during 
criminal investigations, especially in cases involving sexual assault (Shaler, 2002).  There 
are currently several tests, both presumptive and confirmatory, that can be used to 
identify an unknown fluid found at a crime scene to be semen (Virkler and Lednev, 
2009).  Some of the popular presumptive tests include searching for stains using an 
alternate light source (ALS) and looking for the presence of seminal acid phosphatase 
(SAP) using chemical tests (Li, 2008; Greenfield and Sloan, 2003).  Some commercial 
ALS instruments have been developed such as the Wood’s Lamp (Santucci et al, 1999), 
Bluemaxx™ BM500 (Nelson and Santucci, 2002), Polilight® (Vandenberg and 
vanOorshot, 2006), and the Lumatec Superlight 400 (Fielder et al, 2008), but these are 
not exclusive to semen identification and can only be used as a screening technique.  The 
tests for SAP (Li, 2008; Watson, 2004) are much more reliable, but they are destructive 
to the sample and there is still some potential for false positive results.  The most popular 
methods for confirmatory identification of semen include the microscopic visualization of 
sperm cells using specific stains and immunological tests for prostate specific antigen 
(PSA) (Li, 2008; Greenfield and Sloan, 2003).  The staining method will of course not be 
helpful if the donor is azoospermic, so this technique has limited applications including 
having to perform the test in a laboratory.  Several commercial PSA test kits which can 
be used at a crime scene have been developed including Biosign® PSA (Maher et al, 
2002), OneStep ABAcard® (Hochmeister et al, 1999), Chembio, Medpro, Onco-screen 
(Healy et al, 2007), PSA-check-1, Seratec® PSA Semiquant (Hochmeister et al, 1999), 
and SMITEST (Sato, etal 2002; Yokota et al, 2001).  Like with the presumptive tests, 
these PSA test kits do show false positive results and are destructive to the sample.  
 
The destructive nature of both the presumptive and confirmatory tests is the largest 
concern that needs to be addressed.  Sometimes a very small amount of semen evidence 
can solve a case if examined properly, so it is crucial that the available evidence is 
processed efficiently and non-destructively so that further analysis, including DNA 
typing, can be performed (Budowle and vanDaal, 2009) .  Another issue is the potential 
of false positive results (Denison et al, 2004).  The current easy-to-use test kits do not 
absolutely confirm the presence of semen either in pure form or as part of a stain. The 
forensic community is in great need of a reproducible, non-destructive, and portable 
method that can exclusively identify the presence of semen at a crime scene and 
distinguish it from other body fluids. 
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Raman spectroscopy is a forensic technique that has increased in popularity over the last 
several years (Macleod and Matousek, 2008; Bartick, 2002), and it can be paired with 
infrared (IR) absorption spectroscopy to gain information about the structure and 
properties of materials based on their vibrational transitions (Nafie, 2001).  Some 
applications being used today involve the identification of fibers (Thomas et al, 2005), 
drugs (Hodges and Akhavan, 1990), and lipsticks (Rodger and Broughton, 1998), as well 
as ink (Mazzella and Buzzini, 2005), paint (Suzuki and Carrabba, 2001), and condom 
lubricant (Coyle and Anwar, 2008) analysis.  The theory behind Raman spectroscopy 
involves the inelastic scattering of a low-intensity, monochromatic, and nondestructive 
laser light by a solid, liquid or gas sample.  There is little to no sample preparation, and 
no reagents are needed for analysis.  Most importantly, the required amount of sample 
needed for Raman analysis can be as low as several picograms or femtoliters, and the 
sample will not be destroyed so that further analysis can still be performed.  A typical 
Raman spectrum reveals a specific vibrational signature of the sample being measured 
based on the energy of the scattered light, and this feature is very useful in identifying an 
unknown substance.  Raman spectroscopy is also very appropriate for the analysis of 
disordered and heterogeneous samples (Colomban and Gouadec, 2009) which are 
common properties of body fluids.  Finally, Raman spectroscopy shows very little 
interference from water (Grasselli, 1981) which makes it a great technique for analyzing 
body fluids and their traces.  Portable Raman spectrometers are available now 
(Eckenrode et al, 2001; Yan and Vo-Dinh, 2007), and these designs along with advanced 
software could be applied to the identification of semen at a crime scene.   
 
Surprisingly, there have been no publications of any experiments involving the 
identification of semen using Raman spectroscopy.  The objective of this study is to 
determine the heterogeneity of a dried semen sample from one donor as well as analyze 
the qualitative variation among samples from different donors using NIR Raman 
spectroscopy.  Determining the specific principal components that contribute to the 
overall spectrum of semen is an important task since it is unlikely that a single library 
spectrum of semen will match an unknown semen sample.  If careful statistical analysis is 
not performed, there could possibly be a false positive result for another body fluid that is 
similar in composition.   The goal is to use automatic mapping to develop a spectroscopic 
signature specific to dried semen which will be generated by combining multiple spectra 
based on the different components that make up a basis sample due to heterogeneity.  Our 
hypothesis was that advanced statistical analysis could be used to separate the basis 
semen spectrum into individual components, and that these components could potentially 
be characterized based on the known chemical composition of semen.  The characterized 
principal components could then be used in a “multi-dimensional analysis” of dried 
semen as opposed to a “single-dimensional analysis” which only involves the comparison 
of a single average library spectrum.  The principal components found from the basis 
semen sample will be fitted to the average dried semen spectrum obtained from multiple 
donors to illustrate the capability of a unique spectroscopic signature to be applied to all 
semen samples.  herein this study, the NIR Raman dried semen component spectra found 
by analyzing a single semen sample as well as the spectra obtained from analyzing dried 
semen samples from many donors.  Preliminary assignments of major Raman peaks and 
possible identities of the semen components were made based on literature data. 
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2. Methods: D 
2.1 Samples 
A set of 50 semen samples were obtained from anonymous donors at an in-vitro 
fertilization clinic.  A small 10 µL drop of each sample was placed on a circular glass 
slide designed for use with an automatic mapping stage and allowed to dry completely.  
The samples were analyzed using automatic mapping that scanned a sample area of 
75x75 µm and measured Raman spectra from 10 random points within the area with 6 
ten-second accumulations at each point.   
A single basis semen sample was prepared in the same way as the others, and automatic 
mapping was again used scanning 36 random points with 6 ten-second accumulations at 
each point.  The spectra obtained from this sample were used to determine the number 
and identities of the principal components of semen and to develop the spectroscopic 
signature.  
  
2.2 Raman Microscope 
A Renishaw inVia confocal Raman spectrometer equipped with a research-grade Leica 
microscope, 20x long-range objective (numerical aperture of 0.35), and WiRE 2.0 
software were used.  For the automatic mapping, the lower plate of a Nanonics AFM 
MultiView 1000 system was set up under the microscope, and measurements were taken 
using Quartz II and QuartzSpec software.  A 785-nm laser light was utilized for 
excitation.  The laser power on the dried samples was about 115 mW. 

 
2.2 Data Treatment 
All of the spectra obtained from the automatic mapping of the dried semen samples were 
first treated using GRAMS/AI 7.01 software to remove any cosmic ray interference.  The 
spectra were then imported into MATLAB 7.4.0 for statistical analysis and normalized to 
adjust for the varying amount of background interference in each spectrum.  The number 
of principal components in the basis sample was determined using significant factor 
analysis (SFA), and the individual component spectra were extracted using the alternate 
least squares (ALS) function.  The components found in the original basis sample were 
used to create a spectroscopic signature, and this signature was fitted to each average 
spectrum found from the remaining semen samples. The Curve Fitting Toolbox in 
MATLAB was used to perform residual analysis on the difference between the fitted and 
experimental spectra, and “goodness-of-fit” statistics were calculated based on how well 
the signature matched the experimental spectrum. 
 
3. Results: D 
3.1 Main approach 
The main goals of this study were to determine the level of spectral heterogeneity of 
human semen based on principal components and to find out how much variation there is 
in the spectra from different donors.  If there is very little change in the spectrum from 
one donor to another, then the technique of Raman spectroscopy can be considered to be 
reproducible in identifying a sample to be semen based on the application of a calculated 
spectroscopic signature.  This signature, which could be fitted to a semen sample 
collected from any donor, could be produced based on several spectral components found 
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in semen that are present due to the heterogeneous distribution of the many chemical 
species in semen.  A unique signature can ultimately be developed for other body fluids 
as well so that an unknown body fluid discovered at a crime scene could potentially be 
identified in a confirmatory manner. 
 
3.2 Single Sample Heterogeneity 
A single basis semen sample was used to develop the spectroscopic signature that would 
be applied to all samples.  The basis sample spectra were imported into MATLAB, and 
SFA analysis was performed to determine the number of principal components that were 
present.  The results of this analysis (data not shown) indicated 6 principal components.  
The ALS function was applied to extract the spectra of each of these components, and 
further examination of the results revealed that there were actually only 3 unique 
components that were spectral representations of the chemical species in the semen 
sample.  The remaining components consisted of background fluorescence, a virtual 
duplicate of one of the 3 real components, and a nonsense component that appeared to 
just be noise.  Figure 1 shows the average spectrum of the basis sample along with the 3 
principal components.  

 
 
Fig. 1.  The average Raman spectrum of the basis semen sample (a), and the Raman 

spectra of semen spectral components 1 (b), 2 (c), and 3 (d) with major peaks 
labeled. 

 

This document is a research report submitted to the U.S. Department of Justice. This report has not 
been published by the Department. Opinions or points of view expressed are those of the author(s) 
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



 32 

The wave number range of 670-1750 cm-1 is shown in the figure and will be the used to 
create the spectroscopic signature since this is the region that contains most of the 
important characteristic peaks.  The major Raman peaks that define each component are 
labeled and are listed in Table 1. 
 

Table 1 – Raman peak assignments of dried semen 
Raman shift 

(cm-1) 
Spectral 

component 
Vibrational mode Chemical 

component 
641 1 Ring deformation 58 Tyrosine 
715 2 CN stretching 46 Choline 
759 2 Ring vibrations (Trp) 59 Albumin 
798 1 CH2 deformations in ring 58 Tyrosine 
829 1 Ring breathing 38, 58 Tyrosine 
848 1 Ring bending 58, 60 Tyrosine 
888 3 Phosphate mode 48 SPH 

958 3 PO4
3- sym. stretching 49, 61 SPH 

983 1 CH2 wagging 58 Tyrosine 
1003 2 Aromatic ring breathing (Phe) 43 Albumin 
1011 3 CC stretching 48, 58 SPH 
1055 3 CN sym. stretching 48 SPH 
1065 3 PO4

3- asym. stretching 49, 61 SPH 
1125 3 CN asym. stretching 48 SPH 
1179 1 CH2/NH3 rocking 58 Tyrosine 
1200 1 CC stretching 60 Tyrosine 
1213 1 CH2 twist and rock 58 Tyrosine 
1240 2 Amid III 44 Albumin 
1265 1 Sym. ring deformation 62 Tyrosine 
1317 3 CH vibration 58 SPH 
1327 1 Ring stretching 58 Tyrosine 
1336 2 CH bending (Trp) 39, 44 Albumin 
1448 2 CH2, CH3 bend (Trp) 32 Albumin 
1461 3 CH2 bending 32 SPH 
1494 3 NH3 sym. bending 49 SPH 
1616 1 CC stretching 60 Tyrosine 
1668 2 Amid I 44 Albumin 

   
 
Possible assignments and vibrational modes for each peak are also listed, and these 
assignments were made based on the known composition of semen and literature data. 
 
The spectral components of semen are complex, and some have contribution from 
multiple chemical species.  According to several literature sources (Altman, 1961; Owen 
and Katz, 2005; Mann, 1975), some of the chemical components of semen that are 
present in the highest concentrations are fructose, choline, spermine, citric acid, acid 
phosphatase, and albumin.  Other chemical components of lower abundance are glucose, 
inositol, lactic acid, and urea.  Despite this list of dominant chemical species, component 
1 shown in Figure 1 appears to be a match to the amino acid tyrosine.  The peaks at 641, 
798, 829, 848, 983, 1179, 1200, 1213, 1265, 1327, and 1616 cm-1 are almost exactly the 
same as peaks depicted in literature sources on the Raman spectrum of tyrosine (De 
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Gelder et al, 2007; Johnson et al, 1986).  There are also residual peaks from other 
chemical species, but these are more dominant in the other two components.  It is 
surprising that a single amino acid would be found to be one of the major principal 
spectral components of semen instead of a more complex chemical compound, but there 
are free amino acids known to be in semen (Altman, 1961), and it is possible that tyrosine 
is abundant in albumin and acid phosphatase which are both large contributors to the 
composition of semen.  Phosphorylated tyrosine residues have been reported to have a 
protecting effect on the membranes of sperm cells and help stabilize lipids (Sancho et al, 
2006), so an abundance of free tyrosine in semen is practical.  In addition, it has been 
found that tyrosine phosphorylation occurs when sperm undergo capacitation which is 
necessary before fertilization (Liu et al, 2006).  
 
It is obvious at first glance that component 2 is dominated by a protein due to the 
presence of amid I and amid III (Carter and Edwards, 2001) peaks at 1668 cm-1 and 1240 
cm-1, respectively.  It has been reported that the protein albumin makes up about one third 
of the protein content of semen (Owen and Katz, 2005), therefore this is a logical 
assignment as a contributor to component 2.  Comparison of literature data on the Raman 
spectrum of albumin supports this conclusion (Liang et al, 2008; Ivanov et al, 1994), with 
matching peaks occurring around 759, 1003, 1336, and 1448 cm-1 in addition to the amid 
I and III peaks already mentioned.  It is also possible that the enzyme acid phosphatase is 
contributing to this component due to its protein qualities and large abundance in semen, 
but there is not a lot of literature data available to compare with, so albumin will be 
considered the major contributor of component 2 for now.  Finally, choline also appears 
to be present in component 2.  The large peak at 715 cm-1 is very likely due to the C-N 
symmetric stretch found in choline which has been previously reported (Edsall, 1943; 
Koyama et al, 1977; Spiker and Levin, 1975).  It is also likely that the CH2 scissoring in 
choline is contributing to the peak at 1448 cm-1 (Koyama et al, 1977).  This peak is very 
large in component 2 so it is probable that more than one chemical species is contributing 
to it.  As with component 1, there are other peaks present that are much stronger in the 
other two components, so they are not considered to be dominating in component 2. 
Component 3 appears to oppose component 1 when comparing spectra from one donor 
collected from different spots.  When the peaks present in component 1 are strong, the 
peaks for component 3 are weak and vice versa (Figure 2).  
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Fig. 2.  A dry trace of semen is strongly heterogeneous.  Raman spectra acquired from 
different spots in the same dried semen sample dominated by component 1 (a) and 
component 3 (b). 
  
The chemical contributor to component 3 was fairly simple like with the case of 
component 1.  The spectrum for component 3 is a match to spermine phosphate 
hexahydrate (SPH) that has previously been reported (Bertoluzza et al, 1983; Eapen and 
Joe, 1997).  The peaks found in component 3 at 888, 958, 1011, 1055, 1065, 1125, 1317, 
1461, and 1494 cm-1 all appear in the known spectrum of SPH and are listed in Table 1 
with vibrational assignments.  As previously mentioned, spermine is present in large 
concentrations in human semen, and it has even been the basis of forensic semen 
identification in the past (Gonmori et al, 1994; Tsutsumi, 1987; Suzuki et al, 1980; Sato 
et al, 1996).  The basic nature of spermine causes it to interact with the phosphoric acid 
groups of nucleic acids and form strong bonds (Bertoluzza et al, 1983; Eapen and Joe, 
1997).  This binding leads to a precipitation of SPH in semen (Iitaka and Huse, 1965).  
These crystals were first observed by Leeuwenhoek in 1678 (van Leeuwenhoek, 1678), 
and they have since been observed in semen as the fluid begins to dry (Rosenheim, 
1924).  These properties regarding the presence of SPH in semen make it an 
understandable assignment of component 3.  As with the other two principal components 
of semen, component 3 contains residual peaks from chemical species which are more 
dominant in components 1 and 2.   
 
3.4 Multiple Donors 
The second objective of this study was to determine the amount of spectral variation from 
one semen donor to another.  The first step was qualitative in nature and involved the 
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visual comparison of the average spectrum from all of the different donors.  All of the 
spectra appeared to be very similar and contained all of the same major peaks.  There 
were changes in intensity of some peaks for different donors, but this is expected since 
the relative contribution of the chemical species in semen will likely change with each 
donor and can even change within the same donor (Mann, 1975).  Figure 3 shows the 
average spectra of five semen samples (black lines) from different donors as an example 
of their similarities.  To demonstrate the spectral differences between body fluids, the 
spectra of blood and saliva that we have previously reported (Virkler and Lednev, 2008) 
are also included in this figure.  Unlike the slight intensity changes within the semen 
samples, blood and saliva have major peak differences which make them distinguishable.  
The other features of Figure 3 will be discussed in more detail in the following 
paragraphs. 
  
After achieving visual confirmation that there is consistency among the spectra of semen 
from different donors, a more quantitative approach was developed.  A spectroscopic 
signature was created that consisted of the 3 principal components found in the basis 
semen sample along with a horizontal line and a line with a slope equal to that of the 
fluorescence background.  These five basis spectra were linearly fitted to the average 
basis semen spectrum, and the two spectra overlapped very well.  The spectroscopic 
signature was also applied to the spectra from each of the remaining 49 semen samples to 
determine if it could universally be fitted to a sample from any donor.  Figure 3 shows the 
fitting to only five representative semen samples, but all of the samples had very similar 
fits.  The bottom of Figure 3 contains the results of fitting the spectroscopic signature to 
the spectra of blood and saliva, and it is visually obvious that they are very poor matches.  
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Fig. 3.  The average Raman spectra of five semen samples (black) with the fitted 
spectroscopic signature (a-e), and the Raman spectra of blood (f) and saliva (g) with the 
fitted spectroscopic signature. 
 
These results qualitatively show the specificity of this signature to semen and its potential 
ability to be used as an identification technique for forensic purposes. 
  
A quantitative statistical analysis was performed to determine how well the spectroscopic 
signature fit the experimental spectra.  Using the Curve Fitting Toolbox in MATLAB, the 
intensity values for the basis experimental spectrum and fitted spectrum were plotted on 
an axis as the x- and y- coordinates, respectively.  All of the spectra were normalized to a 
maximum value of 1, so that is the highest value for both the x- and y- axis.  Two 
identical spectra would yield a scatter plot matching a line with the equation of y=x, so 
this line was used for comparison and was fit to the plotted data points of the basis 
sample evaluation to determine how close of a match the experimental spectrum and 
signature were.  The statistical result was three quantitative goodness-of-fit values which 
statistically confirmed the qualitative match of the experimental and fitted spectra (Table 
2).  
Table 2 - Goodness-of-fit statistical results for semen signature fitting 

Sample SSE R-square RMSE 
Semen basis 0.0556 0.998 0.00630 

1 0.299 0.990 0.0146 
2 0.379 0.982 0.0164 
3 0.450 0.979 0.0179 
4 0.311 0.981 0.0149 
5 0.319 0.979 0.0151 
6 0.200 0.992 0.0119 
7 0.324 0.987 0.0152 
8 0.164 0.996 0.0108 
9 0.161 0.992 0.0107 
10 0.189 0.989 0.0116 
11 0.107 0.996 0.00875 
12 0.111 0.995 0.00888 
13 0.122 0.995 0.00932 
14 0.107 0.996 0.00875 
15 0.281 0.987 0.0142 
16 0.191 0.991 0.0117 
17 0.460 0.984 0.0181 
18 0.0645 0.999 0.00678 
19 0.251 0.990 0.0134 
20 0.0736 0.998 0.00725 
21 0.118 0.996 0.00919 
22 0.220 0.991 0.0125 
23 0.0853 0.998 0.00780 
24 0.174 0.993 0.0112 
25 0.177 0.993 0.0112 

Blood 1.38 0.967 0.0313 
Saliva 2.25 0.822 0.0401 
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These values are the sum of squares due to error (SSE), R-square, and root mean squared 
error (RMSE).  The SSE value measures the total deviation of the data points from the 
y=x line, and a value closer to 0 means there are fewer random errors (Wakefield, 2008).  
The R-square value indicates how well the y=x best-fit line explains variation in the data, 
and a value closer to 1 indicates that a higher proportion of the variance is accounted for 
by the line (Wakefield, 2008).  A value closer to 1 also means that the fitted signature and 
experimental spectrum are a better match.  Finally, the RMSE value estimates the 
standard deviation of the random data components.  Again, a value closer to 0 indicates 
that the y=x line is a better fit (Wakefield, 2008), and that the signature better fits the 
experimental spectrum. 
 
This same fitting procedure was performed for the remaining 49 samples.  The graphical 
result of a typical fit is shown for sample 22 in Figure 4A as an example.  The top half is 
a graph showing the fit of the line y=x to the comparison of the signature and sample, and 
the bottom half is a plot of the residuals which are found by subtracting the best fit line 
from the scatter plot.  A residual plot with random points around zero that do not form a 
pattern indicates a good fit (Wakefield, 2008), as is the case here. The results for SSE, R-
square, and RMSE for 25 of the 50 samples are shown in Table 2.  As expected, the basis 
sample results indicated the best match since that sample was the template for the 
spectroscopic signature determination, but the statistical values for all of the samples are 
very close fall within a certain range that suggests a good fit.  To put in perspective how 
well the signature fits the semen samples, it was also applied to the spectra of human 
blood and saliva which we have already reported (Virkler and Lednev, 2008).  The 
goodness-of-fit statistics for those fits are listed at the bottom of Table 2, and it is easy to 
see how poorly the semen signature matches the spectra of the other two body fluids 
when all three statistics are taken into account.  The R-square value for the semen 
signature fit to blood is not too much different than the average fit to semen, but the SSE 
and RMSE values definitely indicate a much worse fit.  The visual results of the signature 
fit to the saliva sample are also shown in Figure 4B.   
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Fig. 4.  Quantitative evaluation of the fitting quality.  Comparison of the line y=x with the 
semen signature fit for a semen sample (4A, top) along with the residual plot (4A, 
bottom).  The semen signature fit for a saliva sample (4B, top) along with the residual 
plot (4B, bottom). 
 
There is a large amount of disagreement between the best fit line and scatter plot in the 
top graph, and there is an obvious pattern of digression away from zero in the residual 
plot.   
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As revealed in Figure 3, Figure 4, and Table 2, the semen signature closely matches the 
experimental semen spectra and clearly does not fit the blood or saliva spectra.  This 
result shows that a spectroscopic signature created from one basis semen sample can be 
fitted to multiple other semen samples from different donors, and this technique can 
potentially be used to identify an unknown sample to be semen without yielding a false 
positive match with other body fluids.  However, at this stage of the project, the 
identification could be made only for individual body fluid traces (not mixtures of body 
fluids) without any contamination or substrate interference as indicated above (steps for 
further research). 
 
4. Conclusions and Implications: D 
A spectroscopic signature for human semen was developed based on the heterogeneous 
chemical composition of semen using NIR Raman Spectroscopy.  Statistical analysis 
found that the spectrum of a dried semen sample contained three major spectral 
components in addition to a fluorescent background component; a component matching 
tyrosine, a component containing albumin and choline, and a component matching 
spermine phosphate hexahydrate.  The results demonstrated qualitatively that there are no 
significant visual changes in the Raman spectra of dried semen acquired from multiple 
donors, and that the spectrum of dried semen varies considerably when compared to the 
spectra of dried blood and saliva.  The combination of the three principal components can 
be used as a unique spectroscopic signature to identify the presence of semen and 
possibly distinguish it from other body fluids and substances of artificial nature found at a 
crime scene.  The signature’s specificity to semen is additionally reinforced by the 
determination that two of the three spectral components are dominated by choline and 
spermine, respectively, and these chemical components are unique to semen and have 
been used as forensic identification techniques for semen in the past.  This spectroscopic 
signature can be fitted to all of the dried semen samples with high goodness-of-fit 
statistical results, and this outcome shows how the signature can be applied to any human 
semen sample to potentially identify it.  This proof of concept experiment showed 
promising results, but many more samples with known demographic information should 
be investigated.   
 
We envision the use of this method for nondestructive detection and confirmatory 
identification of semen at a crime scene, both in its pure form and even as part of a stain.  
A forensic investigator would be able to determine the true identity of a suspected semen 
sample and whether it was pure and not contaminated.  The ability to make these 
identifications and conclusions, especially at the scene of a crime, would be major 
progress in the area of forensic semen analysis.  In addition, the ability to not damage the 
sample while making these conclusions would be a valuable feature since it would allow 
the possibility of additional testing on the same sample.  More experiments need to be 
performed involving semen stains on different materials such as clothing, paper, wood, 
etc., but the technique introduced in this paper shows the potential for the Raman 
spectroscopic signature of semen to be useful in identifying semen at crime scenes.   
 
Continuing investigation of semen samples and other body fluids is currently taking place 
in our laboratory.  Future work will focus on developing unique spectroscopic signatures 
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for other body fluids to support the assumption that the different fluids can be 
distinguished from one another using Raman spectroscopy since they are composed of 
different chemical components.  In addition, a more advanced statistical method which 
uses principal component analysis (PCA) to mathematically compare multiple spectra of 
different body fluids as well as spectra from different animal species of the same fluid 
will be tested in future work. 
 
Implications for the field of criminal justice and the study of forensic science: 
The needs and current status of various methods for detection and identification of body 
fluids for forensic purposes are briefly outlined above.  In much greater details, we have 
disseminated this information in our recent review article “Analysis of Body Fluids for 
Forensic Purposes: From Laboratory Testing to Non-Destructive Rapid Confirmatory 
Identification at a Crime Scene” (Forensic Sci. Int. 2009, 188, 1-17).  Great progress has 
been made in developing multi-dimensional Raman spectroscopic signatures for dry 
traces of various body fluids.  In addition to the future research steps outlined above, 
practical application of our new method will require the understanding (i) how aging 
effect the spectral response from body fluid traces. In addition, our preliminary results 
clearly indicate that Raman spectroscopy combined with advanced statistical analysis is 
capable to (ii) differentiate species based on the blood traces. Another area of potential 
expansion of the method capabilities is (iii) genetic profiling, which is of great 
importance for forensic science.  The overall project includes two major phases:  Phase 1 
targets the development and evaluation of the proposed novel methodology under 
controlled (laboratory) conditions.  Phase 2 will involve building and certifying a 
portable easy-to-use automatic instrument based on the requirements identified in Phase 
1. 
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MAIN BODY:  Module—Forensic Science Impact in the Court Room 
Author:  Mr. Ronald Stevens 
 
1. Introduction  
 
This study will examine the extent to which forensic DNA technology is exploited in the 
range of criminal investigations within Schenectady County and to assess the impact of 
its use in the outcomes of the individual investigations and subsequent proceedings in 
court.  Published studies suggest benefits to the expanded use of DNA technology 
(Cascio, 2000; Weedn and Hicks, 1998).  Under this project, training will be developed 
and instructed by NERFI staff for first responding officers on the identification and 
collection of potential DNA evidence at “routine” crime scenes – a “routine” scene being 
one in which the department’s crime scene/evidence collection unit would not typically 
be deployed.   
 
To further facilitate the use of forensic services – especially DNA testing – an integration 
system initiative through Porter Lee will be set up to link the evidence management and 
tracking systems of the Schenectady DAs office with the Schenectady PD and with the 
NY State Police Forensic Investigations Center.  When fully implemented, the 
Schenectady County initiative will serve as the pilot for a wider proposal (subject to 
available funding) linking ten Counties in the Capital Region as described herein. 
 
Schenectady County is one of sixty-two counties in New York State, located in an area 
known as upstate New York or the Capital District area and one of ten Counties within 
the NY State Police Troop G territory.  Schenectady County is 206 square miles in size 
with a population of more than one hundred and fifty one thousand. The District 
Attorney, Robert Carney, holds the highest office in the county judicial structure. Seven 
organized law enforcement agencies operate within the County, the largest of which is 
the Schenectady City Police Department. DA Carney’s office is staffed with 
approximately thirty-seven employees. The Schenectady Police Department patrols the 
City and is the sixth largest law enforcement agency within the State of New York. All 
law enforcement forensic needs of the county are performed by the New York State 
Police Forensic Investigation Center located just a few miles away in Albany.   
 
The New York State Division of Criminal Justice Services (DCJS) annually provides the 
following data in the “Crime Index Crime Summary 2008” (New York State Division of 
Criminal Justice Services, 2008) Schenectady County years 2007 vs. 2008 statistics 
indicate an increase in all categories except motor vehicle theft as illustrated:  
 
                                                                        Forcible              Aggravated                                                              MV 

Year             Total      Violent   Murder   Rape   Robbery   Assault     Property   Burglary   Larceny    Theft 
2007            5,355          689        5            36           288          360          4,666        1,026        3,282        358 

2008            5,634          740        9            43           311          377          4,894        1,124        3,482        288 

% change      5.2%        7.4%    80.0%    19.4%       8.0%        4.7%          4.9%        9.6%          6.1%    ‐19.6%  

 

Law enforcement’s success in solving crime depends on its ability to identify, collect and 
preserve physical evidence of probative value and then to present that evidence to a 

This document is a research report submitted to the U.S. Department of Justice. This report has not 
been published by the Department. Opinions or points of view expressed are those of the author(s) 
and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



 42 

forensic laboratory for analysis. Based on studies cited above, the recovery of DNA 
evidence in any criminal investigation is expected to improve the “solvability factor” 
significantly through the exclusion or inclusion of suspects or particular acts and has been 
demonstrated to significantly affect the course of the investigation and subsequent 
judicial process (Becker and Dale, 2007; Dale and Becker, 2005). 
  
To determine the scope and extent of the use of forensic DNA evidence within 
Schenectady County, the primary service provider, the New York State Police Forensic 
Investigation Center was asked to provide statistics on cases presented to them from all 
law enforcement agencies within the County.  The following graph displays a summary 
of the data provided: 
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Figure 1. Comparing the results of the Index Crime Summary to the Laboratory’s DNA 
statistics on the same four (4) categories for period 2007 vs. 2008 provided the following 
results.   
 
Larceny 
The Index Crime Summary 2007 vs. 2008 revealed an increase of 6.1% on reported 
Larceny investigations whereas the laboratory reports an increase of 55.6% in Larceny 
cases submitted with DNA evidence.  
 
Burglary 
The Crime Index 2007 vs. 2008 revealed an increase of 9.6% on reported Burglaries 
investigations whereas the laboratory reports an increase of 14.3% in Burglary cases 
submitted with DNA evidence. 
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Robbery 
The Index Crime Summary 2007 vs. 2008 revealed an increase of 8% on reported 
Robbery investigations whereas the laboratory reports a decrease of 17.2% in Robbery 
cases submitted with DNA evidence. 
 
 

Homicide 
The Index Crime Summary 2007 vs. 2008 revealed an increase of 80% on reported 
Homicide investigations whereas the laboratory reports a decrease of 38.4% in Homicide 
cases submitted with DNA evidence. 
 
 
During the period covered by these data, it is significant to note the dramatic increase in 
physical evidence submissions from law enforcement agencies within the County 
requesting DNA analysis – especially for “non-traditional” DNA crimes. 
 
2009 New York State Index Crime statistics are not yet available but will prove to be 
extremely interesting as DNA submissions 2008 vs. 2009 increased for the reported 
categories by 23.8%. 
 
2. Methods 
 
For purposes of this project, DA Carney authorized a part-time employee (a 
representative of the Northeast Regional Forensic Institute) to be placed within his office 
to serve the following functions: 
 

• Liaison between the police agencies, the District Attorney’s Office, and the NYSP 
Forensic Investigation Center 

• Facilitate training for first responding (patrol) officers of the Schenectady PD in 
the recognition, detection, and collection of forensic evidence - a total of eighty 
officers (Appendix 17).  

• Coordinate the acquisition and installation within the District Attorney’s Office of 
a fully automated evidence inventory and disposition tracking system (purchased 
from Porter-Lee, Schaumberg, Illinois) that is fully compatible with the system in 
use by the Schenectady PD. 

• Identify and measure  evidence collection data and, to the extent possible within 
the period of this study, to monitor case outcomes: 

o Types of crime reported 
o Amount and types of evidence collected 
o Identify opportunities to apply new forensic technologies 
o Determine impact of evidence and new forensic technologies on case 

outcomes 
 
Plea bargains and verdicts were reviewed.  If evidence could have been collected that 
may have improved the outcome of the case, police work was also reviewed.  If the 
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prosecutors could have further enhanced the case by seeking other evidence after arrest, 
this was explored.     
 
This project also attempted to evaluate the use and effectiveness of forensic technology in 
the courtroom.  Verdicts were to be examined and jurors asked after trial to voluntarily 
take a survey to assist in determining how important the presence or lack of, forensic 
science was in the verdict; however, as noted below, timely  access to the jurors and to 
individual cases before the courts was precluded by legal and policy considerations. 
   
3. Results and Conclusions and Implications 
Attempting to identify case outcomes became very problematic as the gathering of case 
information critical to this study was challenging. Through a cooperative arrangement 
with the State Police Forensic Investigation Center, a spread sheet was created from case 
information gleaned from the laboratory DNA case submission information for years 
2006 through 2008 but significant problems were encountered which precluded the 
populating of this record as conceived in the original project proposal.  Historical case 
records are all paper boxed, labeled and stored at an off-site location to the limited office 
space. The existing District Attorney’s office electronic records did not contain detailed 
information on the nature of specific evidence items collected and forensic analysis 
outcomes.  In addition, the length of time required for a criminal case to go from arrest 
and charging action to court disposition proved counterproductive to the strategies 
originally conceived for this study. A significant amount of time was spent in the Special 
Victim Unit which practices vertical prosecution, trying cases of domestic and sexual 
assault.  During the grant period, some time was spent actually observing trial testimony 
of witnesses including testimony of forensic laboratory analysts in cases in which DNA 
evidence was introduced. 
  
One noteworthy case resulted in a sentence of 75 yrs. to life.  DNA evidence played a 
crucial role in the investigation of a sexual assault as the assailant was unknown and 
unidentifiable to the victim who was rendered unconscious due to strangulation and very 
severely beaten. 
 
A review was conducted of sentences imposed in ten historical sexual assault cases.  Five  
of the cases resulted in plea bargaining and five resulted in trial. In the cases in which 
plea bargains were negotiated, the sentences imposed averaged twelve years. The cases 
that went to trial resulted in an average sentence of forty-two years. 
 
An anonymous and voluntary survey form was designed to be completed by jurors when 
available; however, upon review by the District Attorney and Counsel to the DA, it was 
determined that such a survey would prove problematic based on a recent court decision 
weighing post-trial interview and survey of jurors.  
 
As an ancillary development in this project, the DA’s office requested a review of two 
1995 cold case homicides with DNA evidence that remain unsolved.  After reviewing the 
investigations and analyzing the evidence secured, a spread sheet was created organizing 
and coordinating the evidence recovered at the scene. Several new items that potentially 
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contain DNA evidence were identified.  Several meetings were held with the District 
Attorney’s office, Schenectady Police Department and the New York State Police 
Forensic Investigation Center resulting in the submission of new evidence for testing and 
resubmission of older DNA evidence.    
         
“Crime Scene Analysis Evidence Collection and Packaging” training was conducted for 
eighty one (81) officers (first responders) attending four 4-hour training sessions at the 
Schenectady Police Department on forensic evidence recognition and collection 
(Appendices 17 and 18) by NERFI staff covered under this grant. In addition, all eighty-
one officers received four hours of further training by Schenectady Police Department 
staff (not covered by this grant) which included a redirection on policy and procedure 
with regard to “routine” crime scenes. The Schenectady Police Department is 
implementing a new policy where first response officers collect appropriate forensic 
evidence from misdemeanor offenses, primarily automobile break-ins, for submission to 
Forensic Investigation Center.  The program included an overview of the New York 
DNA Database program and qualifying offenders who are required to provide DNA 
specimens to the Database (Appendix 18). Other lectures were given on the capabilities 
of a forensic laboratory, the potential for effective use of DNA evidence, and general 
contamination and collection issues.  A Schenectady Police Department detective and 
supervisor of the Crime Scene Unit provided a four hour agency specific collection and 
processing training session to the officers, alternating with the forensic laboratory 
training lectures.    
 
The training provided officers with an overview describing the benefit of forensic 
evidence to a criminal investigation, this included discussion of cases where forensics 
was critical to identifying and convicting the perpetrator of the crime.   
 
This grant provided the ability to purchase an evidence management system (“The Beast” 
by Porter-Lee corp.) for the Schenectady County District Attorney’s Office.  A system 
from the Porter-Lee Corporation was purchased due to its compatibility with the 
Laboratory Information Management System (LIMS) developed by the same corporation 
currently in use by the Schenectady PD evidence management unit and the New York 
State Police Forensic Laboratory.  Not only will this evidence management system be 
used to record and track the evidence in the District Attorney’s office it will also be used 
to track the volumes of boxed case material needed for prosecution. These boxes are 
stored throughout the District Attorney’s office until they are moved offsite. Additionally 
the Schenectady Police Department is a subscriber to the Porter-Lee system and the 
largest contributor to case load for prosecution by the District Attorney’s office. The 
system has the potential of allowing the District Attorney’s office to remotely view the 
evidence and case records of the Schenectady Police Department.  This alone would 
benefit a prosecutor in case preparation and evidence transfer for trial along with 
assisting the two agencies in decisions needed for evidence retention and destruction. The 
installation of this system would have made this study much more successful.  
Unfortunately, full installation and operability could not be completed within the project 
cycle. 
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The case management system will be delivered and installed in the District Attorney’s 
office by Porter-Lee during the month of March 2010.  Though this grant will have 
expired, the project manager retained under the grant, Ron Stevens, has agreed to assist in 
the implementation and training to insure the successful implementation of this system. 
 
When implemented, the Schenectady PD/Schenectady DA/State Police Forensic 
Investigation Center integration project will serve as a pilot for a wider, ten County, 
Capital Area Initiative linking these agencies with the Forensic Investigation Center.  The 
concept and basis for the expanded initiative is described further below. 
 
Bipartisan legislation now pending in Congress would require the federal government to 
collect data on the number of untested rape kits nationwide, and to prioritize the testing of this 
evidence. A pending House bill also would provide incentives to state and local law 
enforcement to eliminate the backlog of untested kits.  The U.S. Department of Justice has 
declared its support for initiatives that help assure rape kit evidence is processed on a timely 
basis.  When implemented, the integration project will help assure that criminal justice 
agencies can readily and effectively identify criminal cases in which physical evidence has 
been recovered and track the progress of laboratory analyses. 
  
Other federal legislation has been proposed to establish DNA evidence retention requirements.  
The legislation is in response to expressed concerns that such evidence may be subjected to 
testing using technological advances unavailable at the time of the original crime and ensuing 
investigation that may lead to new information bearing upon the guilt or innocence of suspects 
or persons convicted of those crimes. 
 
Criminal justice agencies face significant challenges in maintaining the integrity and control of 
the wide variety of physical evidence recovered during the course of criminal investigations.  
Automated systems are available from several sources that are designed to aid in inventory 
control, in documenting the chain of custody as required when introduced in subsequent court 
proceedings, and in tracking the progress of forensic processing of the evidence.   
 
The NYSP Forensic Investigations Center uses a Laboratory Information Management System 
(LIMS) to track all cases in which physical evidence is submitted for laboratory analysis.  The 
system employs bar-coding of physical evidence specimens and is a product developed by the 
Porter-Lee Corporation, Schaumburg, IL.  The same system is used by many of the public 
crime laboratories operating in New York State.  Porter-Lee also produces an evidence 
management system (EMS) which is used by many police departments across the state.   

 
Implications for the field of criminal justice and the study of forensic science: 
This project will prove helpful in identifying and addressing the technical specifications and 
operating rules necessary to (1) effectively track and document the movement of physical 
evidence from the point of collection to . . . (2) storage at the police agency to . . . (3) transfer 
to the laboratory for forensic analysis to . . . (4) return to the police agency to . . . (5) transfer to 
the District Attorney for introduction in a court proceeding and . . . (6) ultimate return for 
retention at the police evidence storage and control.  Throughout this movement of the physical 
evidence, interested agencies (the PD, DA and Lab) will be able to independently inquire 
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electronically in real time on the location of the evidence, the status of pending forensic tests, 
and obtain reports of the results of forensic testing on the evidence.  The documentation 
involved in the transfer of evidence will be accomplished without redundancy in data input as 
the two-dimensional bar-codes employed will automatically track and capture the specimen 
identification number with descriptive information, the relevant case information, and the 
submitting and receiving agencies identifying information and points of contact. 

 
The acquisition of computer equipment and software for other District Attorneys offices in the 
capital region and for selected law enforcement agencies within those counties will proceed as 
resources are available.  The police departments at Albany and Troy, the Rensselaer County 
Sheriff’s department, and Albany District Attorneys office already use the Porter-Lee evidence 
management system.  In discussions held with State Police administrators and IT managers as 
well as FIC managers, there is strong interest in expanding this system to include the major 
users of forensic testing services available through the FIC.   
 
With the improved capacity to manage forensic evidence, training will be provided to 
departments with an emphasis on the effective use of DNA technology to resolve a wider 
variety of crimes.  Traditionally, DNA technology has been applied primarily in the 
investigation of violent crimes.  Crime data show that there are nearly twice as many 
burglaries in New York State as compared to the number of violent crimes – with most 
burglaries going unsolved. Recent advances in the technology, coupled with the 
expanded processing capacity of public forensic DNA laboratories (largely accomplished 
with federal funding assistance), provide opportunities for its effective use in property 
crimes.  According to recent studies,  DNA is more likely to be recovered from a crime 
scene than a fingerprint, and DNA Databank “hits” linking offenders to evidence from a 
violent crime showed that in 75% of the cases the basis for collecting the offender’s DNA 
specimen was a conviction for a “lesser” crime such as a burglary or drug offense.  The 
Capital Area Integration Initiative will assure the first responding officers to a burglary 
scene will be equipped and trained to recognize potential DNA evidence and properly 
collect it in a manner that meets the requirements of the forensic laboratories and, 
ultimately, the courts.  In order to insure the quality and reliability of DNA analysis 
services provided to the law enforcement agencies in the capital region and to assure 
analysts are prepared with the latest and most efficient analytical techniques, highly 
specialized training will be provided to forensic DNA laboratory personnel in workshops 
and seminars. 
 
Finally, the immediate success of Forensic Science Impact in the Courtroom can not be 
judged solely on the statistics and information provided from the results of this study.  
Instead, future studies may be warranted to determined the overall success from the 
advise, instruction and equipment provided under Module—Forensic Science Impact in 
the Court Room.  
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MAIN BODY:  Module - ChatMinder—A Safe Internet Tool for 
Parents  
Author:  Dr. Tomek Strzalkowski   
 
1. Introduction 
The objective of ChatMinder project is to conduct and deliver a study of dialogues 
occurring in the on-line chat rooms. A secure chat-room at the ILS Institute will be used 
to collect chat data from experiments with recruited subjects (SUNY students under an 
IRB protocol). Approximately 20 hours of chat involving groups of 3 to 6 people on 
topics ranging from movies to organic food to state of the economy will be collected and 
analyzed for this study.  

One hypothesis pursued is that an automatic agent could be developed to operate in a live 
chat room, monitoring conversational behavior. When this automatic agent detects 
behavior that is unsuitable, it can try to intervene. There is a range of actions such an 
agent could take, including reporting malicious behavior to some administrator. 
However, a more subtle intervention could be an effort at changing the topic of 
conversation, presumably away from potentially dangerous areas, to safer topics.  
 
 
2. Methods 
Methods used in this research include data collection and annotation, conversational 
modeling, and software development and testing.  

1 Data 

Chat data was collected through controlled exercises with participants in the secure chat-
room located at ILS labs. While large volumes of data may be obtained from public chat-
rooms, it was of limited value for the type of modeling tasks that were of interest in part 
because of the high-level of noise, lack of focus, and rapidly shifting, chaotic nature, 
which makes any longitudinal studies virtually impossible. Public chat-rooms may be 
excellent sources of data for studies involving on-line language usage (e.g., novel uses of 
vocabulary, syntax), general conversational etiquette, and related issues. However, for 
deriving more complex models of conversational behavior, this project required the 
interaction to be reasonably focused on a task and/or social objectives within a group. 
There are a number of available resources that demonstrate that data collected under 
monitored conditions is still effective for modeling language (cf. ICSI-MRDA corpus 
(Shriberg et al., 2004), Switchboard corpus (Jurafsky et al., 1998) and Map Task corpus 
(Anderson et al, 1991)).  The purpose of conversational data analysis was two-fold: (1) 
understanding how certain social behaviors are reflected in language use, and (2) building 
an automated chat agent that could effectively use appropriate linguistic forms to achieve 
certain social objectives in the chat-room. 
 
One specific social behavior that was focused on in this project included Topic Change, 
which was an attempt by a participant to change the flow of discussion from one topic to 
another. Modeling this behavior was of interest because it was directly applicable to a 
future Chat Minder prototype. To ensure that this social behavior was present in our chat 
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data, a multi-tiered collection process was devised in which the subjects started from 
simple, free-flowing conversations and progressed towards more complex and structured 
interactions. Approximately 20 hours of chat dialogue spread out over 14 sessions of 90 
minutes each were collected during this study, amounting to a total of 7317 individual 
utterances.  

2 Data Annotation 

The data was annotated for presence of linguistic elements that correlate with social 
behavior on three different levels, as detailed in Sections 2.1 through 2.3 below. In 
Section 2.4, we describe the annotation tool used to facilitate annotation. Section 2.5 
describes the annotated set and provides pertinent statistics. 

2.1 Communication Links 
Communication links capture associations between utterances. Utterance includes the 
sequence of words that are entered by a participant in a single turn in chat. In multi-party 
chat the relationships between utterances are often ambiguous; it is not readily apparent 
who is speaking to whom, particularly when there is no addressing information in the 
utterance. However, it is an integral part of understanding how social behavior is 
manifested in language, as we need to determine between which participants the 
conversation flows. These are situations where one participant’s utterance responds or 
relates to a previous utterance by another participant. This also includes situations where 
one participant is addressing another participant or a group of participants who may 
subsequently respond to him or her. 
 
At this level, we were interested in annotating utterances that were addressed to the entire 
group or to some specific participant, uttered in response to a specific previous utterance, 
or are continuations of a previous utterance by the same participant. Accordingly, there 
are 3 possible communication links, one of which was assigned to each utterance in our 
annotated data: Addressed-to (a specific participant), Response-to (a specific prior 
utterance by a different participant), and Continuation-of (a specific prior utterance by the 
same participant).  

2.2 Dialogue Acts 
The functional or dialogic aspect of an utterance has to do with its role or purpose in 
conversation. Statements, questions, answers, offers, acceptances and rejections, as well 
as expressions of thanks are all examples of such functions in a dialogue, which we call 
Dialogue Acts (DA). At this level our objective was to capture how an utterance 
functions in dialogue, which may or may not be directly related to its form. For example, 
the utterance “Can you close the window?” can function as a question or as a directive, 
depending upon the context in which it is used. It was therefore important to consider the 
context of the utterance to make a decision of which dialogue act label to assign. We 
created a hierarchy of 21 dialogue act labels, which we grouped into three top-level 
categories, namely – Statements and Responses, Questions and Directives and 
Conversational Norms. 
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By marking utterances at this level, we wanted to identify the pragmatic composition of 
an utterance. This is especially useful when trying to discover certain social behaviors, 
such as the change of conversation topic. The mechanism of changing the topic may vary 
by participant, the kind of topic change, and by the time at which it is attempted relative 
to the sequence of conversation. A participant may introduce a new topic by asking a 
question about that topic, thereby obligating the other participants to respond to them; or 
they may make a provocative statement and thus attempt to steer the conversation 
towards another topic. We wanted to determine whether there was any correlation 
between utterances marked as topic change utterances (explain in subsection 3.3 below) 
and the dialogue act assigned to them.  

2.3 Topic and Focus of Conversation 
A topic is the subject matter under discussion in some part of the dialogue. Focus is 
another semantic property of an utterance and it pertains to an entity or event that is the 
most salient in the utterance. The difference between topic and focus is often only the 
matter of degree: topics are larger subjects (such as technology, movies, or politics), 
while foci are more narrow subthemes within a topic (e.g., cell phones, or Tom Hanks, or 
Eiffel Tower). However, it is often impossible to define topics and focus a priori (e.g., 
Tom Hanks may be a focus of a discussion about movies; but it would be a topic if the 
discussion is about his career, while a specific movie he starred in may be the focus.)  
 
In this exercise we primarily concentrated on topic and focus changes. In other words, we 
wanted to be able to tell where a topic/focus starts and when it ends in a dialogue. We 
postulate that annotating topic change and focus shifts will help us determine behavior, 
which induces a modification of the flow of conversation. We asked annotators to 
determine the topic and the focus of each utterance using labels of their own choosing 
(based on what is being said). When the subject of the dialogue changed in any 
significant way, we asked the annotators to change the topic or the focus label. That 
utterance would then denote the beginning of a new topic. Note that in chat room 
conversations, due to the asynchronous nature of dialogue and multiple participants, there 
may be different topics being discussed within a short period of time, often being 
interleaved with one another. The same may be the case for focus as well. 

2.4 Chat Annotation Tool  
An annotation tool (developed under another project) was used to facilitate the annotation 
process. This tool was implemented in Java and deployed as a web applet, so that 
annotators were able to work from remote locations. All annotators were trained on a 
sample set of data. Since our annotation paradigm is multi-tiered, we asked the annotators 
to annotate each level in separate passes through the data to reduce cognitive effort. This 
also had the effect that annotators become more familiar with the data with each pass. 
Figure 1 shows a screenshot of the Chat Annotation Tool.  
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Figure 1. Screenshot of Chat Annotation Tool 

In the screenshot above, note that every utterance by the participants was represented as a 
row and all participants were separated into columns.  Annotators mark the 
communicative links and dialogue acts which show in the utterance cell – e.g turn 102 by 
participant Lance was marked as “addressed-to-Kerri” communicative link and a 
“Positive-Answer” dialogue act. Each different color represents a separate topic, so in 
this short snippet of conversation in the screenshot there were three, albeit interleaved, 
topics that were annotated.  

2.5 Annotated Data Set 
Of the 14 sessions we collected, we selected 10 for annotation, with at least 3 annotators 
for each session. In Table 2 some of the overall statistics computed from this set are 
shown. We computed inter-annotator agreement on all three levels of our annotation, i.e. 
Communication Links, Dialogue Acts and Topic/Focus Shifts. Topic and Focus shifts 
had the highest inter-annotator agreement scores on different measures such as 
Krippendorf’s Alpha and Fliess’ Kappa. In Figure 2, we show inter-annotator agreement 
measures on Topic/Focus shift annotation. With such high degree of agreement, we can 
reliably derive models of topic shift behavior from our annotated data. 
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Figure 2. Inter-annotator agreement measures for Topic/Focus shifts 

 
Total Number of Sessions Annotated 10 
Number of annotators per file 3 
Total Utterances Annotated 4640 
Average number of utterances per session ~520 
Total topics identified per session 174 
Total topic shifts identified per session 344 

Table 2. Selected statistics from annotated data set 

3. Results 

Analysis of the collected data led to construction of preliminary models of social 
behavior in online discourse. Conversations were annotated for communicative links, 
dialogue acts, and topic and focus shifts, which created the basis for building 
computational models of conversational behavior. Some of these models, e.g., how to 
effectively change the topic of conversation, were subsequently implemented into an 
automated Virtual Chat Agent (VCA), a Chat Minder prototype. VCA has been 
demonstrated to perform effectively and convincingly in Internet conversation with 
human participants. 
 
3.1 Conversational Modeling for VCA design 

A virtual chat agent is an automated program with the ability to respond to utterances in 
chat. Our VCA was distinctive in its ability to participate in multi-party chat and manage 
to steer the flow of conversation to a new topic. We exploit the dialogue mechanism 
underlying HITIQA (Small et al. 2009) to drive the dialogue in VCA.  

The topic as defined by the information contained in the participant’s utterance was used 
to mine outside data sources (e.g., the web) in order to locate additional information 
about that topic. The objective was to identify some of the salient concepts that appear 
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associated with the topic, but are not directly mentioned in any recent utterances. Such 
associations may be postulated because additional concepts are repeatedly found in many 
web pages near the concepts that are mentioned in chat.  

Based on our annotated corpus, we also determined that a common method that 
participants employ to achieve a topic change in conversation is to introduce a new 
concept (or aspect) that is shared between the current topic and the new topic.  This was 
schematically illustrated in Figure 2 below, where the current conversation topic 
(technology) was changed to a new topic T2 (music bands). Participant K introduces the 
topic of music bands by finding a common concept that forms a bridge between these two 
topics, which is “Lars Ulrich”.  By introducing Lars Ulrich K opens the window for the 
conversation to shift to music bands, which indeed happens as speaker N picks up on the 
association, as intended. Subsequently, K clinches the transition by adding another 
utterance on the new topic. 

 

 
Figure 3. Example of topic change by participant K. 
 

The effect of topic change was apparent when a subsequent utterance by another 
participant is about the same topic. This is a successful attempt at changing the topic. 
Below is an example of topic shift annotated in our chat data collection. 

AA: My kids tell me the band you’re going to hear (dc for cutie) is great. 
(TOPIC: music bands, dc for cutie) 

KA: oh cool! Their lyrics are nice, I think. What kind of music do you guys listen 
to? 

(TOPIC: music bands, dc for cutie; BRIDGE: music) 
KN: I don’t really have a favorite genre….you on youtube right now? 

(TOPIC: you tube) 

Example 1. A topic change in dialogue 
 
Note that in this example, the second part of utterance by participant KA – “what kind of 
music do you guys listen to?” is deployed to shift the topic from “music band, dc for 
cutie” to “music”. This, in turn allows participant KN to shift the topic to You Tube. 
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Another example is participant KA’s utterance in the transcript below inducing 
participant KI to change her topic from navigation to texting: 
 

KI: I actually went on a 3 hr drive yesterday,  i just used a map instead of his 
GPS 

(TOPIC: navigation technology/GPS) 
JR: hahaha its still possible to exisit without all the technology but google and 
mapquest have def made my life more livable- 

(TOPIC: navigation technology/google, mapquest) 
KA: what about text messaging 

(TOPIC: technology, BRIDGE: text messaging) 
KI: I hate texting. I'd rather just talk on the phone 

(TOPIC: text messaging) 

Example 2. Another topic change in dialogue 

We found this model of topic change fairly consistently exhibited, where the participants 
would ask an open question, to get other participants to respond to them, thereby 
changing the course of conversation. We collected all utterances marked topic shifts and 
created a set of templates from them.  These templates served as a model for the VCA to 
utilize when creating a response. 

Another model of behavior that we found as a consequence of topic change was topic 
sustain. This is an instance where the utterance was marked to be on the same topic as the 
one currently being discussed, for example, JR’s utterance in the Example 2 above. 
Topic-sustain utterances typically offer a new in-topic aspect, but provide no bridge to 
another topic as noted previously. Typical linguistic forms used were offers of support, 
an agreement with a previous utterance, or a question about any known in-topic aspect. 

3.2 VCA Software Architecture 
The chart in Figure 4 shows an overall architecture of the VCA.  

 

Figure 4. VCA Architecture and Components. 
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Chat Analyzer 
Every utterance in chat was considered to be a candidate for response by the VCA. It was 
first analyzed by the Chat Analyzer component. This process removes stop words, 
emoticons and punctuation, as well as any participant nicknames from the utterance. We 
postulate that the remaining content bearing words in the utterance represent the topic of 
that utterance. We call this analyzed utterance our chat “query” which was sent in parallel 
to the Document Retrieval and NL Processing component. 

Document Retrieval 
The document retrieval process retrieves documents from either the web or a test 
document corpus. We use Google AJAX api for our web retrieval process and InQuery 
(Callan et al., 1992) retrieval engine for our offline mode of operation. The test document 
corpus was collected by mining the web for all utterances in our data collection, thus 
creating a stable document set for experimental purposes. In addition, this test corpus 
ensured that we had a collection of documents pertinent to the realistic topics that were 
discussed by the participants in chat sessions. Currently, the document corpus contains 
about 1Gb of text data. We retrieve, on average, 20 documents per chat query, for both 
online and offline modes of operation. 

Clustering 
Paragraphs in documents were retrieved using clustering method in Hardy et al. (Hardy et 
al. 2009). This process groups the paragraphs containing salient entities into sets of 
closely associated concepts. From each cluster, we choose the most representative 
paragraph, usually called the “seed” paragraph for further NL processing. Each seed 
paragraph and the chat query undergo the same further NL processing sequence.   

NL Processing 
We process each chat query by performing stemming, part-of-speech tagging and named-
entity recognition on it. Each seed paragraph is also run through same three natural 
language processing tasks. We are using Stanford POS tagger for our part-of-speech 
tagging. For named entity recognition, we used BBN’s IdentiFinder. 
Framing 
Frames were from the entities and attributes found in both the chat query and the 
paragraphs. A frame is a structured template that provides salient information about the 
underlying text. This work extends the concept of framing developed for HITIQA (Small 
et al, 2009) and COLLANE (Strzalkowski, 2009). The frame built from chat query was 
the Chat Frame and those frame built from paragraphs are Paragraph Frames. Framing 
provides an informative handle on text, which can be exploited to compare the underlying 
textual representations, as we explain in the next section. 

Scoring and Frame Matching 
Using the information in the frames built in the previous step, we compared the chat 
query frame to the frames created from the paragraphs. We assign a score for each 
paragraph frame based on how many attributes and their corresponding values match. 
Note that for a paragraph frame to be eligible for scoring it should contain all the 
attributes found in the chat query frame. Of all the paragraph frames we select the highest 
scoring frames and select the attribute-value pairs that are not part of the chat query 
frame. For example, as show in Figure 5 below, the chat utterance “Aruba might be 
nice!” created the following chat query frame. 
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Figure 5. Example chat query frame 
 
Correspondingly, we will select all PLACE type entities from the highest-ranking 
paragraph frames. These are shown in Figure 6 as Aruba Entity list.  The entities 
“NASCAR”, “Women Seeking Men” and “Mateo” are not of entity type – PLACE, we 
assign them a score of 0. Only the entities that match the type of entity in the chat query 
frame get a positive score. This score is the frequency of occurrence of that entity in the 
paragraph; in this example it is found to be 1. Assigning scores by frequency of 
occurrence ensures that the most commonly occurring concept around the one that is 
being discussed in the chat query utterance will be used to respond with. 

Template Selection 
Once we have chosen the entity to respond with, we select a template from the set of 
templates for that entity. These were templates that were created based on the models 
created from topic change utterances annotated in our data set. For a select group of 
entities, which were quite frequently encountered in our data collection such as PLACE, 
PERSON, ORGANIZATION etc., we have a set of templates specific to that entity type. 
We also have several generic templates that may be used if the entity type does not match 
the ones that we have selected. For example, a PLACE specific template is “Have you 
ever been to __?” and a PERSON specific template is “You heard about __?”. Not all 
templates are formulated as questions. An example of a generic template is “__ rules!”. 
 

 
Figure 6. Example of frame matching and scoring 
 

[POS] 
NNP, Aruba 
JJ, nice 
[ENT] PLACE 
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3.3 VCA Experiments 
Figures 7 and 8 represent examples of the VCA in action in a simulated environment. In 
both examples the VCA was the participant “renee”. Figure 7 shows an example of a 
topic sustain behavior while Figure 8 shows an example of a topic change behavior. 

 

Figure 7. Example of VCA in action: topic change 

 

Figure 8.  Another example of VCA in action: topic sustainment 
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3.4  Preliminary Evaluation 

We have developed a two-stage evaluation protocol in order to test the effectiveness of 
the VCA prototype in a realistic setting. In the first stage, we tested the performance of 
the VCA in the laboratory chat room with human participants. At some point during the 
dialogue, one of the participants was tasked to withdraw from the chat and (silently) pass 
the control to this VCA for a period of time. This participant remains on-line but all 
conversation was now conducted by the VCA. After N minutes, where N is an 
experimental parameter, the control of conversation returns to the human user. In this 
test, it was important that the other participants were not aware ahead of time when the 
switch was supposed to occur. 

The initial metric of VCA effectiveness was calculated as a proportion of utterances 
generated by the VCA during the number of utterances made by all participants during 
this period. These utterances were subsequently judged for appropriateness using the 
metric developed for the Companions Project (Webb, 2009). In general, utterances that 
were not on topic or out of place were judged as not appropriate. Such utterances may 
give off the VCA to other members of the group.  

Since a VCA was tasked to perform a specific function in the chat room – i.e., to 
accomplish a topic change – the effectiveness with which this task was accomplished was 
also measured. One simple metric that was developed included an index of subsequent 
mentions of the new topic by others in the discourse. Initially, annotators track the topics 
manually over the log of the chat (we noted previously that there is a high level of inter-
annotator agreement in this category). For the purpose of automating this metric, the 
topic may be equated with the named entity introduced by the VCA into the conversation 
for the first time, e.g., “How about Dallas?” introduces Dallas as a topic of conversation 
if it wasn’t a current topic, and has not been one before (or at least not recently). We 
count the number of utterances by other participants in the dialogue that contain 
references to the new topic (e.g., Dallas) in the immediately following dialogue. The 
topic change was considered successful if at least one subsequent mention of the topic 
occurs in the dialogue. The topic change was considered lasting if there are at least two 
subsequent mentions by two different participants. The topic change was considered 
permanent, if the dialogue does not return to the topic before the change occurred. 
Evaluation of topic sustain action was performed in a similar manner. In this case the 
VCA picks up an already introduced topic and generates an utterance meant to induce a 
response from other participants that would require a mention of the topic, e.g., “What 
one can do in Dallas?” Again we measure the number of subsequent mentions of this 
topic, which may be direct or via a pronoun. We also count the number of turns in 
between these to measure the extent of dialogue over which the topic continues and to 
what degree it engages the participants.  
 
4.  Conclusions and Implications  
In the ChatMinder project, a study of language uses had been conducted from dialogues 
occurring in the on-line chat rooms. At least 20 hours of chat involving groups of 3 to 6 
people on topics ranging from movies to organic food to state of the economy had been 
analyzed for this project. We subsequently performed initial studies with a prototype 
autonomous chat agent (VCA) that can effectively change the topic of conversation in a 
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chat room with human participants. VCA technology represents an important advance in 
automated human-computer communication with potential applications in cross-cultural 
social modeling, influence operations, advertising, law enforcement, and national 
security. 

It was our continuing hypothesis that an automated agent such as this can be used to 
monitor live chat rooms where at risk constituents (such as children) can be participating 
in online conversation. There were a number of flags and filters that can be used to spot 
potentially troubling conversation. One method of dealing with these was to report 
transgressors to chat room administration. Another, more preventative measure could be 
to allow automated agents to change the topic of conversation when it believes the 
current topic was dangerous or inappropriate. This method could also be used in 
situations where people were posting inflammatory statements about some issue, and 
rather than terminate the discussion an automated agent could attempt to divert the course 
of the conversation, rather than allow it to continue. Of course, these are potential future 
applications of this technology, which require more extensive evaluation of the current 
prototype.  

For a more realistic future evaluation, a live Internet chat room experiments need to be 
conducted, where the VCA is entered either autonomously or with a human “handler”. 
Future work needs to focus on transferring VCA technology to the chat-rooms used by 
children. This may be accomplished in collaboration with researchers at UA School of 
Social Welfare, the Families Together of Albany County, and Prevent Child Abuse NY, 
and would include additional studies of suspicious on-line behavior when a change of 
topic intervention by a VCA may be warranted.  
 
Implications for the field of criminal justice and the study of forensic science: 
There are mechanisms for interaction specific to groups we may wish to target. For 
example, the language used, or social conventions that any automated agent some 
observe if communication is likely to be successful (e.g., the ECO project currently 
underway at ILS). The strength of our model is that it doesn’t rely on any domain model 
or prior knowledge, which is costly to include and brittle to maintain. A weakness is that 
there may have to be adaptation to individual user groups, or some sort of maintained 
‘hot list’ of topics that should be monitored. These will need to be acquired, either from 
monitoring the groups themselves, or more likely, by law enforcement or monitoring 
agencies, who are likely aware of the issues facing particular groups or communities.   

Future research may thus focus on (a) adapting the findings of this study to other chat-
room user populations, specifically to children; and (b) building and evaluating of an 
autonomous chat agent.  The deliverable from this project is the information included in 
this report.  
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MAIN BODY:  Module—Capital Region Cyber Crime Partnership  
Author: Dr. Sanjay Goel 
 
1. INTRODUCTION 

  
Crime data analysis necessitates combining pieces of information from disparate sources 
to make meaningful deductions. The number of sources continues to increase and the data 
is complex – making it difficult for forensic analysts to collect and process data 
manually. Consequently, the process of crime analysis is often slow and labor-intensive. 
While, it is not possible to replicate human deductive ability tools can be used to process 
data and reduce the cognitive overload on the analysts. The objective of this investigation 
is to develop techniques that improving the efficiency and effectiveness of crime data 
analysis, including, collection and analysis. Crime data comes from several sources, such 
as: computer logs, past crime records, databanks, and reports. The data can be both 
unstructured such as reports, articles or structured such as databases and spreadsheets.  
The goal of this research is to develop crime analysis techniques using both structured 
and unstructured data. There are three components of this work. Our goal was to develop 
a set up an infrastructure that will assist in data collection and analysis. This includes: 
 

1) Determination of data sources 
2) Creation of data collection robots from online sources 
3) Development of natural language processing capability from text data 
4) Creation of techniques for tagging and correlating data  

 
Our initial goal was to use the infrastructure to investigate the problem of recidivism in 
crime (especially sexual crime) based on crime records available as well as information 
from public sources. However, obtaining criminal data, especially DNA data, proved to 
be very difficult and we focused our efforts on public data sources and creating the 
infrastructure to efficiently analyze them.  
 
The focus of this work is to build the infrastructure that will allow for efficient data 
collection, and correlation and analysis of data to draw reliable conclusions. 
Infrastructure building involved in house code development as well as acquisition of third 
party tools. Law enforcement already has capabilities of searching through databases 
efficiently. They now also have standard forensic procedures for electronic data and new 
procedures are evolving as technology evolves. There are however missing elements of 
the infrastructure which could add to the repertoire of law enforcement agencies, 
including: 1) online data collection (e.g. robots), 2) text data analysis, and 3) correlations 
across disparate data sets. 
 
2.  DATA COLLECTION 
Data collection for crime analysis has traditionally come from law enforcement agencies 
and other government sources.  Increasingly, data for crime analysis is coming from 
public sources. Clues to motivations and behaviors of criminals can be buried in their 
online activities which can provide precursors to future criminal activity or help in 
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corroborating evidence from other sources. The data set can contain both text and 
numerical data which needs to be analyzed in conjunction. 
 
The focus of this work has been on Internet Crimes against Children (ICAC) and we have 
identified several public and non-public sources to compare and analyze. The non-public 
sources were collected as a part of a previous investigation by the Capital Region Cyber 
Crime Partnership. The DCJS data includes level 1-3 sex offender data with arrest dates, 
address information, and charges of those individuals who used a computer to commit 
their offense prior to 2007. Site Key, Avalanche, Justin, Underscore, and Falcon are sting 
operations conducted by the New York State Police where data was collected from 
websites offering child pornography subscriptions which included address, IP, and 
purchase dates. A database schema including attributes is included below. 
 

 
We have identified several sources of data including publically available sex offender 
registries, which can be used to solve important questions related to criminal justice. We 
are in the process of looking at Perverted Justice chat logs, Wikisposure, pedophile 
forums (including some which are defunct), PeeJ forums, Absolute Zero and AntiPaedo 
blogs, Corporate Sex Offender. In addition, business and school information is also being 
collected.  
 
We hope to be able to develop techniques for identification of online sex offenders 
through analysis of these sources. Some cyber crime analysis methods can be used for 
this purpose. Website domain histories can be reviewed as well as IP addresses correlated 
to geographic locations for associating with known information about an individual. 
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Identification can also be done through text-analysis and authorship determination 
(linguistics and psychology). 
  
 
3. TOOLS AND METHODS 
 
Data Collection Robots 
As a part of this work, we have developed data collection robots and models to collect 
data from publicly available sources using Kapow1. This software tool allows scanning of 
thousands of sites to collect data and insert it into structured databases. As an initial pilot, 
the robot was configured to collect information on sex offenders listed in the NYS 
Department of Criminal Justice Sex Offender Registry. This robot can collect information 
on personal information, location, crime, and conviction of the sex offenders. Robots 
were also developed to collect information from hacker forums to observe patterns of 
behavior.  
 
Linguistic Analysis and Identification 
We have also developed software that can do content analysis on unstructured data such 
as chat logs, web pages, online postings, and emails. Unstructured text can be used to 
profile criminals, identify their motives, and predict their inclination to coming crimes. 
Natural language processing allows us to analytically identify such markers in text. In 
addition, tools were developed for parsing unstructured text and identifying keywords.  
Frequency of usage of keywords in blogs, chat logs, and postings of internet users can be 
used to understand the psychological behavior of a user. Using data from known 
offenders and clean data from other blogs can be used to create a classifier. Keyword 
markers exist for several different attributes, such as anger, fear, sexual behavior, etc. We 
have programmed these keywords in the code so that we can conduct behavior/motive 
analysis based on the content. Beyond use of keywords, we also plan to investigate 
linguistic features in the text that can provide us clues to their behavior. 
 
Correlating information obtained from the web and attempting to associate these with the 
existing data on sexual offenders can help in detection of potentially dangerous situations 
where chat room text analysis can expose precursors to sexual crime. Based on 
preliminary analysis we can identify keywords that predators may use to ask about 
clothing sizes, genitalia descriptions, and parental presence. Users using such language 
may be more likely to be sexual predators.  
 
Correlating Disparate Sources of Data 
If these predators can be linked to past crime history the likelihood of their committing 
another crime increases manifold. Another attribute is the frequency of such behavior, i.e. 
similar behavior with multiple potential victims. We have deployed the Palantir 
Government platform, which allows us to tag data from disparate sources and correlate 
the information creating a comprehensive data view for analysts who can then use their 
expert judgment while analyzing capabilities. Palantir Government is increasingly being 
used by intelligence and law enforcement agencies to assist analysts. By working with 
                                                 
1 http://www.kapowtech.com 
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Palantir, we hope our work will be able to help generate or refine an ontology which can 
benefit law enforcement and justice entities. 
 
Finally, capability has been developed where information from multiple sources can be 
exposed as XML (semi-structured) and correlations can be made across different sets of 
information. SOLR search engine has been deployed for data analysis; work is also under 
way for installing the Palantir Government analytic engine for more sophisticated data 
correlations. This infrastructure has multiple tools for data collection and analysis and 
will be leveraged for a variety of research projects mainly focused on cyber crime. Initial 
investigations planned using this infrastructure are: 1) to analyze behavior of sexual 
predators and develop psychological profiles that can be linked to their online behavior 
expressed through online postings; 2) develop identifiers from online chatter that suggest 
the onset of a cyber attack.  
 
4. RESULTS  
 
One of the most pernicious dangers of the Internet is its potential use for online sexual 
predation since it allows predator access to children in a relatively anonymous 
environment. Researchers believe that increased social activity online through chats and 
social networking sites (i.e. MySpace, Facebook) have increased the chances of contact 
between potential predators and their victims. A majority of research has focused on the 
behavior of offenders using data once a crime has been committed. The objective of this 
research is to identify the potential for a criminal to commit such activities (either for the 
first or subsequent times) by evaluation of their virtual identities.  
 
Some of the initial analysis has revealed use of some of the techniques discussed can also 
benefit parole officers. For example, in just a preliminary analysis of the sex offender 
registry, it was found that some of the listed residences are hotels or motels (temporary 
housing). By correlating business data (in the hotel/motel category) we can flag 
residences which are questionable and should be checked out. Also, sometimes addresses 
listed as places of work refer to large plazas which can include many different places 
such as restaurants, grocery stores, and child care facilities in close proximity. Other 
times, places of business are just residential homes. Sometimes, these residential homes 
come up for sale on real estate sites and alerts relating to this activity are important. 
These are actual instances that we discovered on live sex offender registry members. 
 
There are psychological markers that are exhibited in sexual predators that may be 
detected from their online behavior. Similarly there are psychological traits of potential 
victims that make them more vulnerable to advances of sexual predators. Evaluating 
either of the two in isolation may not accurately predict the risk of a potential sexual 
crime. Four components that contribute, in differing degrees and forms, to the 
development of a sexual predators behavior are 1) arousal, 2) emotional congruence, 3) 
blockage, and 4) disinhibition (Finkelhor, 1984). Emotional congruence relates to the 
pedophile’s emotional need to relate to children. It is usually expressed in terms of 
pedophiles having difficulty relating to other adults. Sometimes children meet pedophile 
emotional needs, which other adults cannot. A feeling of lacking dominance can be 
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attempted to be fulfilled with children who are inherently less dominant. Similarly, 
psychological and social immaturity, low self-esteem, sexual abuse in childhood, 
narcissism, self-centeredness, and social inadequacy can lead to similar manifestations of 
emotional need. This can result in blockage – where bad experiences with age appropriate 
adults, sexual dysfunction, limited social skills, marital disturbance, or social and 
religious pressures limit age-appropriate sexual opportunities. These experiences can 
include:  difficulty in relating to adults of the opposite sex; deficient social skills; anxiety 
over sexual matters; unresolved oedipal dynamics; disturbances in adult sexual 
relationships; and repressive norms about sexual behavior. Disinhibition reflects the 
abusers lack of control through impulse control deficits, psychosis, alcohol, drugs, stress, 
or nonexistent family rules-coupled with sexual arousal conditioning. This disinhibition 
can be caused by impulsive disorders senility, mental retardation, alcohol or drug 
abuse, situation stress, and tolerance of incest within the culture.  Lastly, arousal of an 
adult by child has frequently been cultural or familial conditioning to sexual activity with 
children: such as corporal punishment and/or sexual child abuse. Approximately 50% of 
all sex offenders were victims of sexual assault (Smith and Israel, 1987; Johnson, 1989; 
Gladwell, 2007), 70% of child sex offenders have between 1 and 9 victims; at least 20% 
have 10 to 40 victims, and serial child sex offenders may have as many as 400 victims in 
a lifetime (Elliot et al. 1995; Elliot, 2009).  With today’s electronic world, even with 
cultural intolerance, pedophiles can find support in large virtual communities validating 
their lifestyles. The objective of this research is to identify markers for these attributes in 
the writings and evaluate the potential for sexual crime. Data from sources such as chat 
logs from existing sexual offenders, train a classifier, and then use it to classify logs from 
current online activity in social networks. 

4. CONCLUSIONS AND IMPLICATIONS  

Discussion of findings: It is no longer sufficient to use a single data source or a single 
analytic technique while analyzing data. In addition, there is a need to analyze 
unstructured text data since it can provide valuable clues on criminal behavior and 
intentions. The three methods discussed are mutually complementary and address the 
needs for law enforcement in fighting crime: 1) open source data collection, 2) natural 
language processing, 3) identifying correlations between disparate data sources. The data 
collection robots automate the process of collecting online data making it efficient. 
Linguistic analysis can be used for behavior analysis and integration tools can be used for 
tagging and correlating data. 

 
Implications for policy and practice: Law enforcement is saddled with a growing backlog 
of cases of online crime and traditional crime that rely on online evidence. Crime labs 
around the country have been increasing capacity to handle this growing backlog. In 
addition to increasing capacity, efficiency of analysis also needs to increase. The crime 
scene today is often not a physical location but the Internet. Being able to rapidly collect 
data from online sources will make it feasible for investigators to pursue more crimes. 
Being able to gather corroborating evidence from chats, instant messaging, and web sites 
can improve the rate of conviction. A suite of tools for data analysis will be employed for 
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a host of problems including, 1) psychological profiling of sexual predators and 
determining precursors to crime 2) identifying hacker motivations for committing crime.  
 
Implications for further research: The current work builds the basic infrastructure for 
analyzing crime using multiple data sources including unstructured text data. This 
infrastructure can be used for facilitating other problems, i.e. sexual predators, hackers, 
and white collar criminals. Each of these problems requires an understanding of 
psychological behavior markers as well as data collection and analysis. Further research 
will involve developing algorithms for data correlations and developing best practices for 
law enforcement to use. We also need to add other linguistic characteristics beyond 
content analysis while examining text data. Some of the techniques developed above will 
be useful for identifying potential for recidivism in certain crimes. 
 
Dissemination: The work will be disseminated through publications that will be written 
on specific problems that are addressed using this infrastructure. The New York State 
Police will work with UAlbany on specific analysis using these tools, including, sexual 
predator analysis, and white collar crime.  
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Appendix 5:  Capillary Electrophoresis Examination: 
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Appendix 6:  Capillary Electrophoresis Course Evaluations with Feedback 
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Appendix 7:  RT-PCR Course Information: 
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Appendix 8:  RT-PCR Introductory Presentation 
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Appendix 9:  Advanced RT-PCR Presentations 
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